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1 Introduction

This document provides instructions on how to install and use the One Sight Solutions ossEasyMQTT
Niagara module.

2 Requirements

It is assumed that the user is trained in the use of Niagara 4 and is familiar with the use of MQTT.
The ossEasyMQTT software is only compatible with Niagara versions 4.7 or later.

You must read the End User License Agreement at the end of this document before using this
software.

3 Installation

3.1 Niagara Software Module Installation
Before the ossEasyMQTT software can be used, the Niagara software modules must be installed on
the user’s PC and the target host.

The two software module files supplied by One Sight Solutions must be installed on the host using
the Niagara platform software manager:

e ossEasyMqtt-rt.jar
e ossEasyMqtt-wb.jar

These software files must also be installed in the appropriate Niagara modules directory of any PC
on which you intend to access the ossEasyMQTT software.

3.2 Niagara Software Licensing
The host running the ossEasyMQTT software must be licensed by One Sight Solutions before it will
operate correctly.

The following information is required to generate the ossEasyMQTT license:

e Niagara host identifier (e.g. Qnx-TITAN-0000-XXXX-XXXX).
e Niagara host serial number.

Please send this information to One Sight Solutions: sales@onesight.solutions

It is recommended that the license is installed on the Niagara host using the platform license
manager import capability to download the license directly from the Niagara license server over the
internet. If it is not possible for the host to download the license from the internet then One Sight
Solutions can supply the necessary license files which can be installed manually.

Ensure that the One Sight Solutions certificate is also installed, so the Niagara platform license
manager should show both of the following files:

e OneSightSolutions.license
e OneSightSolutions.certificate

The host should reboot during the license installation process.
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3.3 Platform DNS Configuration
For the ossEasyMQTT software to make network connections using named web sites it requires that
the host has a valid DNS server assigned. This is not required if only IP addresses are being used.

This might be an internal DNS server or an external one such as Google (8.8.8.8).

To ensure that your platform has a DNS server set up go to ‘Platform->TCP/IP Configuration’ and
look for the correct interface (i.e. the network connection you are using) and ensure the DNS servers
property has a valid value, see Figure 1.

¥ 1Pva settings ¥y IPV6 Settings

DHCPv4 [#] Enabls
DNS Domain

IPv4 Address

IPv4 Gateway

IPv4 Subnet Mask

DHCPv4 Server
DHCPv4 Lease Granted TueMari2 11:3%:002012
DHCPv4 Lease Expires Wed Mar1309:51:13 2019

DNSv4 Servers @

Figure 1: Platform DNS Configuration

Please contact your network system administrator if you are unsure if this is configured correctly.

Version 1.0.0

3 0of 10



4 Getting Started with the OSS Easy MQTT Component

The following is an introduction to using the ossEasyMQTT client.

4.1 Setupa MQTT broker connection
First open the ‘ossEasyMQTT’ palette.

Drag the OssMqttService component from the palette into the Niagara station services folder.
Then drag a MqttBroker component from the palette into this OssMqttService container.

Go to the property sheet of this new MqttBroker component and expand the Connection section so
you can see the connection properties, as shown in Figure 2.

m Description

¥ Connection
(M Broker Host
(@l Broker Port

Property Sheet
MgttBroker (Oss Mqtt Broker)
(@l Enabled ® e
m Status {ok}
(@l Fault Cause
A Alarm Broker Alarm
(Ml Current State Idle
(@ Connected O false
(@l Last Connect Time null
(@ Last Disconnect Time  |null

Broker Connection Config

3883

m Security Login OverSSL
m Login Username
Password
(Ml Client Identifier 03349326702760145
(M Clean Session @ false
m Connect Timeout 30 5
(@l Keep Alive Interval &0 g
m Connect At Startup .truE
(Ml EnableLwT @ ralse
LT statistics Broker Statistics

Figure 2: MQTT Connection Properties

Enter the address the of the MQTT broker host.

Remember that you will need to set up the DNS server if you are not using numeric IP addresses (as
described in section 3.3).
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Make sure you have the correct broker port value as it may change according to the credential
option you choose.

The credential options are:

e Anonymous

e Anonymous Over SSL
e login

e Login Over SSL

e Certificate

Select the appropriate option for your MQTT broker and click refresh to ensure the available
properties are updated.

Enter the required credentials for the chosen option (e.g. username and password).

Run the ‘Connect’ action on the MqttBroker component and wait for the software to connect to the
MQTT broker server.
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4.2 Setupa MQTT subscriber

Drag a MqttSubscriber component from the palette into the MqttBroker container.
Enter the MQTT topic for the data you want to access into the subscriber topic property.

Run the ‘Subscribe’ action on the MqttSubscriber component.

Any data that is published to that topic on the broker will now appear in the ‘Message Out’ property.

Property Sheet

MgttBroker (Oss Mgtt Broker)

(@l Enabled

m Status

[l Fault Cause
b A Alarm

m Current State

[l Connected
m Last Connect Time
m Last Disconnect Time
m Description
» % Connection
(@ EnableLWT
b LT statistics
~ [ Mqttsubscriber
[l Enabled
m Status
@ Fault Cause
& Description
a Topic
[l Subscription Qos
[l subscribed

a Message Out

a Message Size
[l Received Qos
[l Retained

[l Last Update
b LT statistics
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. true

{ok}

Broker Alarm
Connected

. true

18-Feb-2021 11:56:07 AM GMT

null

Broker Connection Config

.fabe

Broker Statistics
Oss Mgttt Subscriber

. true

{ok}

o3slora/application/l/device,/0018b200000211ch/rx

AtMost Cnce

. true

{"applicationID™:"1", "applicationName™: "EnviroMonitoring™, "deviceNams'

615

At Most Once

@ false

18-Feb-2021 11:57:20 BM GMT

Subscribe Statistics

Figure 3: MQTT Subscriber
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4.3 Setupa MQTT publisher
Drag a MqttPublisher component from the palette into the MqttBroker container.

Enter the MQTT topic for the data you want to publish to into the publisher topic property.
Data entered into the ‘Message In’ property will now be sent to the specified topic on the broker.
By default data will be published whenever the ‘Message In’ property changes.

But publishes can be sent manually by setting the ‘Publish On Change’ property to false and using
the MqttPublisher ‘Publish’ action.

Property Sheet

MgttBroker (Oss Mgtt Broker)
(@l Enabled @ true
[l status ok}
[l Fault Cause

» A Alarm Broker Alarm
m Current State Connected
(@l Connected @ true
m Last Connect Time 18-Feb-2021 11:56:07 BM GMT

(@il Last Disconnect Time  |null
[i Description

» 4 Connection Broker Connection Config
(M EnableLWT @ ==
¥ LT statistics Broker Statistics
+ [¥ MgttPublisher Oss Mgtt Publisher
@l Enabled @ true
li Status {ok}

[l Fault Cause
li Description

li Topic test/meterl
(@ Qos AtMost Once
123456

li Message In

(@ Retained @ alse
(@ Last Published 18-Feb-2021 12:15:57 PM GMT
li Message Size [
(@l Publish On Change O true
li Ignore Empty Messages . false
» LT statistics Publish Statistics

Figure 4: MQTT Publisher
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5 Appendix

5.1 End User License Agreement

5.1.1 License

By receiving, opening the file package, and/or using ossEasyMQTT ("Software") containing this
software, you agree that this End User License Agreement (EULA) is a legally binding and valid
contract and agree to be bound by it. You agree to abide by the intellectual property laws and all of
the terms and conditions of this Agreement.

Unless you have a different license agreement signed by One SightSolutions Ltd your use of
0ssEasyMQTT indicates your acceptance of this license agreement and warranty.

Subject to the terms of this Agreement, One SightSolutions Ltd grants to you a limited, non-
exclusive, non-transferable license, without right to sub-license, to use ossEasyMQTT in accordance
with this Agreement and any other written agreement with One SightSolutions Ltd. One
SightSolutions Ltd does not transfer the title of ossEasyMQTT to you; the license granted to you is
not a sale. This agreement is a binding legal agreement between One SightSolutions Ltd and the
purchasers or users of ossEasyMQTT.

If you do not agree to be bound by this agreement, remove ossEasyMQTT from your computer now
and, if applicable, promptly return to One SightSolutions Ltd by mail any copies of ossEasyMQTT and
related documentation and packaging in your possession.

5.1.2 Distribution

0ssEasyMQTT and the license herein granted shall not be copied, shared, distributed, re-sold,
offered for re-sale, transferred or sub-licensed in whole or in part except that you may make one
copy for archive purposes only. For information about redistribution of ossEasyMQTT contact One
SightSolutions Ltd.

5.1.3 User Agreement

51.3.1 Use
Your license to use ossEasyMQTT is limited to the number of licenses purchased by you. You shall
not allow others to use, copy or evaluate copies of ossEasyMQTT.

5.1.3.2 Use Restrictions

You shall use ossEasyMQTT in compliance with all applicable laws and not for any unlawful purpose.
Without limiting the foregoing, use, display or distribution of ossEasyMQTT together with material
that is pornographic, racist, vulgar, obscene, defamatory, libellous, abusive, promoting hatred,
discriminating or displaying prejudice based on religion, ethnic heritage, race, sexual orientation or
age is strictly prohibited.

Each licensed copy of ossEasyMQTT may be used on one single computer location by one user. Use
of ossEasyMQTT means that you have loaded, installed, or run ossEasyMQTT on a computer or
similar device. If you install ossEasyMQTT onto a multi-user platform, server or network, each and
every individual user of ossEasyMQTT must be licensed separately.

You may make one copy of ossEasyMQTT for backup purposes, providing you only have one copy
installed on one computer being used by one person. Other users may not use your copy of
ossEasyMQTT. The assignment, sublicense, networking, sale, or distribution of copies of
0ssEasyMQTT are strictly forbidden without the prior written consent of One SightSolutions Ltd. It is
a violation of this agreement to assign, sell, share, loan, rent, lease, borrow, network or transfer the
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use of ossEasyMQTT. If any person other than yourself uses ossEasyMQTT registered in your name,
regardless of whether it is at the same time or different times, then this agreement is being violated
and you are responsible for that violation!

5.1.3.3  Copyright Restriction

This Software contains copyrighted material, trade secrets and other proprietary material. You shall
not, and shall not attempt to, modify, reverse engineer, disassemble or decompile ossEasyMQTT.
Nor can you create any derivative works or other works that are based upon or derived from
0ssEasyMQTT in whole or in part.

One SightSolutions Ltd's name, logo and graphics file that represents ossEasyMQTT shall not be used
in any way to promote products developed with ossEasyMQTT. One SightSolutions Ltd retains sole
and exclusive ownership of all right, title and interest in and to ossEasyMQTT and all Intellectual
Property rights relating thereto.

Copyright law and international copyright treaty provisions protect all parts of ossEasyMQTT,
products and services. No program, code, part, image, audio sample, or text may be copied or used
in any way by the user except as intended within the bounds of the single user program. All rights
not expressly granted hereunder are reserved for One SightSolutions Ltd.

5.1.3.4 Limitation of Responsibility

You will indemnify, hold harmless, and defend One SightSolutions Ltd, its employees, agents and
distributors against any and all claims, proceedings, demand and costs resulting from or in any way
connected with your use of One SightSolutions Ltd's Software.

In no event (including, without limitation, in the event of negligence) will One SightSolutions Ltd, its
employees, agents or distributors be liable for any consequential, incidental, indirect, special or
punitive damages whatsoever (including, without limitation, damages for loss of profits, loss of use,
business interruption, loss of information or data, or pecuniary loss), in connection with or arising
out of or related to this Agreement, ossEasyMQTT or the use or inability to use ossEasyMQTT or the
furnishing, performance or use of any other matters hereunder whether based upon contract, tort
or any other theory including negligence.

One SightSolutions Ltd's entire liability, without exception, is limited to the customers'
reimbursement of the purchase price of the Software (maximum being the lesser of the amount paid
by you and the suggested retail price as listed by One SightSolutions Ltd) in exchange for the return
of the product, all copies, registration papers and manuals, and all materials that constitute a
transfer of license from the customer back to One SightSolutions Ltd.

5.1.3.5 Warranties

Except as expressly stated in writing, One SightSolutions Ltd makes no representation or warranties

in respect of this Software and expressly excludes all other warranties, expressed or implied, oral or

written, including, without limitation, any implied warranties of merchantable quality or fitness for a
particular purpose.

5.1.3.6 Governing Law

This Agreement shall be governed by the law of the United Kingdom applicable therein. You hereby
irrevocably attorn and submit to the non-exclusive jurisdiction of the courts of United Kingdom
therefrom. If any provision shall be considered unlawful, void or otherwise unenforceable, then that
provision shall be deemed severable from this License and not affect the validity and enforceability
of any other provisions.
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5.1.3.7 Termination

Any failure to comply with the terms and conditions of this Agreement will result in automatic and
immediate termination of this license. Upon termination of this license granted herein for any
reason, you agree to immediately cease use of ossEasyMQTT and destroy all copies of ossEasyMQTT
supplied under this Agreement. The financial obligations incurred by you shall survive the expiration
or termination of this license.

5.1.4 Disclaimer Of Warranty

This software and the accompanying files are sold "as is" and without warranties as to
performance or merchantability or any other warranties whether expressed or implied. this
disclaimer concerns all files generated and edited by ossEasyMQTT as well.

5.1.5 Consent Of Use Of Data

You agree that One SightSolutions Ltd may collect and use information gathered in any manner as
part of the product support services provided to you, if any, related to ossEasyMQTT. One
SightSolutions Ltd may also use this information to provide notices to you which may be of use or
interest to you.

End of license agreement
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