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3NTSHMF HMSQTRHNM YNMD @B@EAITFOENBRNQ
3DOKB@EBIFED HMSQTRHNM XINNMBEQTODQUHRNQ
4DSSMF TO HMSQTRHNM @K@ QTRBVSIRNERIE@S
SNMgFTQHMF HMSQTRHNM YNMD @K@QLR SN @TOODR@IGRND S
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Chapter 1. About this system

5GD&MSDQOQHRD 4DRXQEBK BQHCDRS G@Q@R @MC RNESVENHMSDFQ@SD EMIRNGHSBDRR BNIKISQ
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@MC JDXO@CR HINIg CDSDBSNQR UHCDN B@:DQ@BMRSIQR@I@QLR @MD LNQ

Features
Figure 1. *MSDFQGH®@% UHCDN @MC FQ@OGHBR RTOONQS
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SNLO@MX VHCD HMKRBEEMR

"MDSVNQJ NE ONSh@K GTMOCGR NE BNMERQR LDD&D3DDCR NER@RLO@MHDR @MC FNUDQMLDMS
@FDMBHDR 5GHR SXOD KeBIMRBE@BKTCDR @S KD@RS NMD 4TODQUHRNQ 1%

1$R S@AKDSR @MC LNAHKD OGNMBBMSZRBKEDSB@M QTMERBQ B@M L@M@FD @ RXRSDL MDSVNQJ

Figure 2. SNLO@MX VHCD MDSVNBGHBRHESTQ
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a "%" "LDQHB@MR \GISHHR@HEDR "$5 BNMSKR B@M AD TRDG UNSD@RRHRSDC CIB@KRNODM @MC
BKNRD @TSNHEEK OM SD NTSRHCD NE @ B@ENK B@M BNGETRG CNNQR SN NODM NMKBDGDING
HR TMKNBJDC @ESBIQ@NMNQ CTQHMF @ RBGDCTKDC TMKNBJ ODQHNC

a 0SGDQ HMOTSR HMBKTCD C@5BDEIBS @ FH@RR@NC L$M RDMRNQR

0TSOTSR

%HFHS@K NTSOTSRDAD GHB RGBS BNNISGNNQ GER@ONQ @MMTMBH@SD @M @K@QL 'NQ DW@LOKD HE @ Ct
BNMS@BS HMOTS ROBRIER SNNQ G@R ADDM GDKC NODM SNN KNMAK@ Y SRDTB@EREX @KDQS
ODQRNMMBE &H CNNQ HR NODM O0TSOTSR L@X STQVENRFE@BRC GIE@ SDQR @MCHBNKQIBRRIC

4L@QS,DX CDUHBDR
5GDRD CDUHBDRIAQD @ JDXO@C ERAK@PORBIENQ @QLHMF HRECHMF @RRHFMDC HMSQTRHNM YNMDR

$@0 @ BIR
5GD RXRSDL RTOONQERHEDIC MTLADQ NE CDUHBDR TRDQR @MOBN@B@A@RD Q

Maximum number of ... Server +'$&
1DQRNMMDK

$@Q 3D@CDQR

"BBDRR 3HFGSR

4BGDCTKDR

"K@QL $@O@BHSX

"BBDRR ;NMDR

*MSQTRHNM ;NMDR /"

*MSQTRHNM ,DXO@CR /"

OM KIMD )HRSNQHB@BRDBNQ

AHLTE@MDNTR RXRSDL TRDQR

/TLADQ NE BNMSRDQR M@

NOTE: 5N TRDGD VDA 6* SN BGDBJ ENQ XNTQ RNESYRHMNMBDKIRDC BNTMSR @MT NSENGNMSEQSGD
L@HM LDMT M@UH@ FENMIEKIDQ 4XRSDL 4DSTEIRBK@MDNTERNMSIKDQ 4DQUDQ .@HMSDM@MBD
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Chapter 2. Setup pr erequisites

#DENDHMRE@HRM @ BDQS@HM @LNTMS NE GBI MIZHMFHHRHMBKTCDR RTQEDSHDPE ® QSX DPTHOLDMS
@B@CX HM OK@BD CDSDQLHMHMF MDDCDC D P HEHM SOMMMIHGHHEO @ QDPPHR DMSR @MC
CDBHOVIF NM M@LDR @DEDBEEDKR

#NSS C@Y @D @MC RNESV@RTHIBBNMgFTQRS @MOOQ@ Q@IS #DENBMREEK RNESY @RXBNMEKDQR
LNCTKDR DMBKBRRT@MC ONVDQ RIDRGNTKC AD KBIRS@XHBDR RTEEAGRQR @MC JDXO@CR RGNTKC AD
OGXRHREHMRS@K@MC BNMMDBSBO ENBAB@QDSVNQJ 5GRNENHMF GR@QCNBTLDMS@S/ GQHCDR
HMENQHEB!

a 65;9 633,9 6<5;05. (5+"' 0905. <0+,

a "46;, ",(+9 6+<3, 6<5;05. 0905. <0+,

a "46;, ",(+9 6+<3, 6<5;05. 0905. <0+,

a #4(33 #,*<90;@ 5*36:<9 , 5:;;(33#/,,;

a 097 6+<3, 5:;(33(;065 (5+ 65B.<9(;065 <0+,

a 097 6+<3, 5:;(33(;065 (5+ 65B.<9(;065 <0+,

a "46;, 6+<3, $ 6<5;05. (5+"' 0905. 5:;9<*;065:
a "46;, 6+<3, 6<5;05. ' 0905. <0+,

#DENDTRHMEB RXRSDL L@JD R¥R@SHEROSTOMWPTHRHSIR.@) @MGE BB GNRS OK@SENQL @MC RXRSDL
BNLONMDMSR@RMgF T ORODQKX

-HBDMRHMF

&@BG HVMR@®BIK! BNMEQQ @MC 4TODQUHRDIETHIRQ@S KD@RS NAMIBBMWRD gKD ENQ NRIDIQEBSIR gkD HR
RODBHgB SD$HMRIMOK@SENQL VGHBGHDBEDMSR GNRS@% 800D @GR HORBMD NESKBDMRD gKD
@ EFHE@®RHFMDC SDWS WLK gkD 5GD RXRSDL TMHPTD&MKB @K BNR@SDBGSCDUHBD

#DENDKBDMRHMF D@BGIRRYSD® RGNTKEBOMRD XNTQ 1$ SNGITRNES\DESEHR 1$ L@X AD XNTQ
4TODQUHRNQ 1$HEQNT CN MESTMR@ 4 TODQUHRIMR HR TRX@KK@OSNO SDLONQ@QHKX BNMMDBSDC SN S
BNMSEDQ NQ ED3DSVN@G@S @KRN ROGIBRISSKDQ

:NTQ OBBZ@RD NEDRNESVIEGRS @ QSRE®MRD gKD GNQSE @S WHRDQUD @R XNTQ 4TODQUHRBE 1$ NM S
KBDMRHMF REEGUHRI MANTMEBMRD BNMS@HMR @ JDX @ GDW@CDBHL@K RULADIS 8D IGMUBNRGD
KIBDMRHMF RDQUDQEMRVICK SN XNT AX DL@HK

8GDM XNT HMRSEIKRNESVIANWM GD 1$ $D HMRSEHM AEQ@L B@KBTK@SBRIRS *% BB 'S S5D DMC
NE HMRS@EHM @MRMBENQE®@S BNMS@HMRBKBTK@SDC GNRS *%HBEEN@DSRIT DMSDGIBHBDMRD
JDX @MC HSDL MTLADQ BBDKUDC 8M BL@HK @KNBGRMH® M@LD @MC DL@ BRRGRAIMEHER ACRDQUD
OQBDRRG® KBDMRHMF RDQUD@HEEDKX gMHRGDR AHMCR XNTQ GNRBHWMEN INX@HIC DIGBDHKR S
BNLOKDSDEBOMRD gKD A@BJ SN XNT @R @M @SS@BGLDMS

.NQD CDS@HKR @ARDSIRHMF

'NQ LN@ CDS@HKDC HMENRILESNABBMRHMF XNTQDEEYQ XNTQ RTOD QEIRNSNIBENKVHMF SNOHBR HM
508 NQJADMBBMKMD GDKO RXRSDL

a +'$& *MRS@KK @MC 4S@QSTO (THCD
19,7(905. -69 5,> *6440::06505.

a HOF@Q@ *MEB®M (THCD
65B94 ;/, 30*,5:,

a HOF@Q@ 1K@SENQL (THCD
".8<,:; 0%,5;,
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)6<;;/, 30*,5:05. :,9=,9

4TODQUHRNQDB TR DMSR

5GD RNES\B@TMR NM @ RRDQHOC BNLOTSDMEMF L@MX NEPR@LD ETMEBIR @MC ADMB@BR @
@LNSD BNME&DQ NQHCDR 5GHR RXRSDL L@X QTM @ 4TODQUHRNQ ENDQIGNEANRIEBRTHI @ RS@MC
@KNMD HMBEBK HS HR KRT@K@OSNO B@O@AKD NEDRMEGEESLO@QC SN @NSD BNMEKD@
BNLOTSDQ G@EMSIPTHIRDMSR @MC BNMgFTQ@SISMR

)@CTVED @MC NODMFSRXRSDL
5GD MTLADQ NE 1$BRJHIT SN RDQUD @R RXRSDL RDQUDQR CODMMCRDQ/NELQISD BNMEKDQR XNT

OPTHI
Component 250 or less contr ollers Mor e than 250 contr ollers
1QNBDRRNQ 1IDMBTL *7 ! ()Y SN®@ %TN ()Y
.DLNQX # #
%HRJI $@O0@BHSX (# (#
0ODQ@MF 4XRSDL 8 HMCNVR W 8 HMCNVR W
8 HMCNVR W 8 HMCNVR W
8 HMCNVR W 8 HMCNVR W

1$ QOPTHIRDMSR HMBKTCD @ VNQGERIFRS @C@OSTESVHSRTOONQS M@RDQ B@O@AKD GD@EDS 5$1
*1 BNMMDH$M SN @ BNKSQ HPPTHE SN HMRSEDKRNES\VIGEMC BNMgBTURODGHR

NOTE: "M @CLHMHRSQ@BR&EVICNVR TRDQ @BBNTMS @MC ERRR@EE RDQUDQ OK B QENAEINEN
HMRE@R RXRSDL RNEBV@Q

5GD BNLOTSDQ LTRS AD BNMMDBSEICMIDNSYN@E@S HMBKTGDRISNSD BNMEKDOQR

+@QU@
5GD 1$ LTRS AD QTMMHMF 4TM +@UE@D3EMPNLDMS +3& UDQRHNM  NQ GHFGDQ

#QNVRDQ
: NTQ 4TODQUHRNQ BNLOTSDQ LTRS G@GD @EEIRICS TRHMF @ RTORNRBO@AMT SN XNTQ KDNE@K @Q
MDSVNQJ 5GDHMKIMF S@AKD HMBKRDREB®DQ RTOONQS KDUDKR

Browse Version Support

NYHK@ 'BENW 7DQRHNM  @MC K@SDQ
HOF@B®@A -@TMBGDQ -@SDRS UDQRHNM
(NNFKD $GRLD 7DQRHNM  @MC K@SDQ

5GDRD AYRDQRK&K XNT SN UHDVAEEDOKDS UHDVR @MC )W UHDVREXMBTQQ

60FQ@MFGD 04 HMGD 4TODQUHRNQ 1%

#DENDHMREEIRED RNES\DANM XNTQ 4TODQUHRNQ BNLOFS@E GBS NODQ@E RXRSDL 6B E@SDRS
UDQRHNM @MC NQ CNVMKN@ CK@DXK@ERRS IRDBTQHSX O @SBEDRBENEBIZGS HR QTMMHEB NM S
4TODQUHRNQ BNLOTSDQ

4SDO  *E XNT @ POFQ@®FED NODQE RXRSDL HM @ BNLG@B@EQX BNMS@HMR HDIETFWES
4TODQUHRNHRS@S@BJ TEDRSENV SN @ R@EBIKNB®ENTDC @SFED NODQ@E RXRSDL
CAUTION: 5XOHB@K@M HNREEIM NE 04 TOC@SDR NQ RDBTQHSX 0@ SBRDRRRERAMISS
1KD@RD JDEBIB HM LHMC VGDM XNK BMRS@&SDR NM @ 4TODQUHRNQ BRDBBB@BJITO
ED@SY@XRSDL #@BJTOR UHDV SN A@BJTO XNTQ 4TONNMHEN @ FREGESDI KNBAISENQ
HMR&@H TOC@SDR

4SDO  %NVMKN@C @MC KBRK@SDRS RDBTQHSX O @SBEDRENEBIZ@S HR QTMMHEB NM S
BNLOTSDQ
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4SDO  *E XNT @ QTMMHMF @ @ BNMgFD®IS SRENFMHYGIBRSENRONQS NQ  HE XNT @R
TRHMF 5-4 RDBTQHSX

g Windows Firewall with Advanced Security .

File Action View Help
e 2E =

ﬂ' Windows Firewall with Achvance B0 R
E7 Inbound Rules

Outbound Rules Nam.e Prcfile Enabled Action Cherride
EF',: Connection Sfcuriw Rules '@Nlagara[} All Yes Allow Mo n
- B, Monitoring | NiagaraD Properties - X
| General I Programs and Services | Computers
Protocols and Ports | Scope | Advanced | Uzers

Protocaols and ports

wf Protocal type: [TCF' - ]

Protocol number:

[=p]

Local port: [Speciﬂc Parts "]
30N
Bample: 80, 443, 5000-5010
Remote port: [.F'u.ll Ports "]

Example: 80, 443, 5000-5010

Imtemet Control Message Protocaol
{ICMP) settings:

ATODQUHRNQ C@S@RBHEIDYIS

"KK HMRS@BHM GBDCTIR S@S DLOKNX @ SQTD BNLO@MX VHIO RNERSIF BSQEAM @ RS@MC @KNMD
BNMSKDQDOTHIE @S OQHNQ SNKEMIRG @XRTHS @AKD 3%#.4AHBDK@S % @S@A@RD .@M@FDLDMS 4XRSDL AD
HMRE@E @MC QTMMHIGBNVMEQUHRNQ BNLOTSDQ NQ @ UGIHRIGZSIESN SPONSD RDQUINT MDDC

NMKX NMD 42- 4SQTBSTZIDQX -@MFT@FD RDQUDQ

5GHRO@QSX 0QHNM C@S@A@RDR

5GD RXRSDDRTHIR @M 0QHNM C@S@A@RIDENREBQA@CFDR @BBDRR QHFGSR SDM@MSRQESE@MC NS
"M 0QHNM C@S@A@RD HR @M BIDBMARNINQ L@M@FHMF TMBDQS@HM C@S@ 8GHKD @MX MTLADQ NE C@S(
L@X @O0D@Q @RINBS@MC L@X AD TRDC BICRSNBSRXRSDLMHCDRBOMRDR @WMT G@R ADDM SDRSDC

VHS §D K@SDRS UDQRHIDFDEEEI @QSX 0QHNM C@S@A@RDR

a .X42-

a 0Q@BKD

a .4 4PK4DQUDQ

4DBTRQ C@S@A@RD BNIWWADBS
5N OQUDMS LEBHNTR G@BJDQ @SSEBIFRIE®A@RD MYRED KRSHENMV LTRS AD @AKD SDBRERR SELS
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C@S@A@RD RDQUDQ KOREOBEBENSD @MC BNLLTMHBGSADSVDDM RS@&@MC RDQUDQ LTRS AD DMBQXOSDC

%NBTLDMSENM
ANLD C@S@A@RDR D@THIR@ CASNM@BBMRHMF 'NQILNRIENQH&EDEDQ SGHR NAMD CNBTLDME@S

a .X42-C@S@A@RD CNBTLDMB®S

GSSO COUXRPK BNL CNB
GSSO COUXRPK BNL CNBOEL@M DM HMRE&KGSLK

a 4PK4DQUDQ C@S@A@RD CNBNMDMS@S

GSSORCNBR LHERNES BNDMTRRPKRPIRDQUIRRIRDQUBRBGMHBEEI LDMSENMUHDVRPIRDQUDQ

GSSORCNBR LHRRNES BNDMTRRPHRPIRDQUBYMRE@K@MMERPIRDQUBRIRE@SIMUHDVRPIRDQUDQ

1@WO@QHMF @ .X42- C@QS@A@RD

5GD .X42- C@S@A@RD HR @M 0Q@BKDHNDBHAES @ DOTHIR @ (1- (DMDQ@K 1TQONRD -HBDMRD NQ
OQOQHDS @BBMRD

Prerequisites:

NTQ BNLOTSDQ G@R @BBBRRVMEBD®MBS @NOQO@QHMF @ C@S@ACTRIUREES

4SDO
4SDO

4SDO

4SDO

4SDO
4SDO

4SDO

.@JD @VlySQLENKCDQ NM XNTQ CDRJISNO NQ RNDBRGDM XNTQ G@QUD

%NVMKN@C @MC DWSQ@BRISEDR EQ hitp://dev.mysgl.com CNVMKN@KF L@ BTHIR
XNT SN B@SD @M 0Q@BKD "BBNTMS

a .X42- $SNLLTMHSX 4DQUDQ

a $NMMDBSNQ + EBHRRS@UT@DMQ C@S@A@RDREMUIOIPVM SN .X42- SNMMDBSNQR 5GD
BNMMDBSNQ L@X AD M@dgEconnector-java-X.x.x.jar VGDOx.x.x HRGE UDQRHNM
MTLADQ

a .X42- 8 NQJADMBG 'NGHR @BB®SM REOCNVM SN .X42- 8NQJADMBG

3TM &D HMRIGEXK

ADKDBS&BFull NOSINM VGHBG HMRSESD RDQUDQ @MC . X4N@IJADMBG 'N§pe of
Networking RDKDB8rver Computer

5GD HMREIKRDSR GD BDQUDQ @MC .X4N@JADMBG

*E ONRRHAKD UD@H&ED\BIEDLDVNREQ@RD CNBTLDMEEE) 55 UDQRHNNMNGRESSMMDBSNQ +
XNT CNVMKN@CDC HR BNAR@EASD EQ@LDVNQJ

-NB@SD @M@ LDGED $SNMMDBSNQ +@#RFDMDQHB M@/isQl-connector-java.jar

$NOX &D DM@LDC $NMMDBSNQ + SNCXNiB@ara\Niagara.homel\jre\lib\ext ENKCDQ
VGDQ C: @ONRDMSR XNTQ CQHWDa@kaiNiagara_home @ONRDMSEBISKNBESI @MC
UDQRHNM MTLADQ NE XNTQ TMHRRB@SIM

6RD .X42-8 NQJADMBG SN®SQD @ MDV RBGDL@ MDV C@S@A@RD @MC FDS HS QTMMHMF
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.@JD RTQ S@%H MDV RBGDL@ G@R @SHE@PRDSKEBIM NAEin1, latinl_bin @ TRDQ
@BBNTMSSDREDM NES * @MC GNREFRO@RRINQ

NOTE: 5GD .X42- CDE@TX_{NS' TRDQ BNMMDBSR NMKX SN @ RBGDL@ @RRNBBRSDEYHS
L@WHLTL hDWHISHK@MC RDBT@MBRDB@ BTRSNL TRDQ ENQ XNTQ RBGDL@

"R @ LHMHLTL XNT WHHDDGSER HMENRQN®@ SN BNMMDBSSEQ 4TODQUHRNERE@S B
C@S@A@RD

a /@LD NE &D .X42- RBGDL@ TRDC HbDBatabase Name OQODQSX

a 6RDQ/@LD NSDQE@MNGRS' QPTHXT SN @BBDEBB BBGDL@ TRDC BENQs8r Name
OQODQSX

a 1@RRVE@PTHET SN @BBDER BBGDL@ TRDC BRRaSsword OQNODQSX

"BPTHQHMF @M 42- 4ADQUDQRR/O@S@A@RD
8 HG 42-4DQUDQ &WORRR .HBMRNES XNT B@M ATHKC CDRISNIK@HQUBRL@R@S@ CQHHEABR@R DR
SN (#

4SDO  /@UHF@ SDhaNs://www.microsoft.com/en-us/sql-server/sql-server-editions-
express @MC CNVMKNGIZEDS@A@RD

4SDO  3TM §D DWD gKD @MONENEO HMRSEKM RSDOR
'NQ LN@ HMENQH®@DEDQ SELS.HBRRNES 42- 4DQUDQ 'NQTL

Result

"R @ LHMHLTL XNT WYHHDDGSR HMENRN® SN BNMMGBSBODQUHRNERBBSISR C@S@A@RD

a /@LD NE &D .442- C@S@A@RD TRDGBDbk@base Name OQODQSX
a 6RDQ/@LDQPTHXT SN @BBDER 342- C@AS@A@RD TRDgsENlame OQODQSX
a 1@RRVE@PTHXT SN @BBDEBR 342- CQS@A@RD TRDC@Rassword SN @BBDRIR E@S@A@RD

ADBTQHDPOHIRDMSR

5GHR RXRSDPTHIR SD K@SDRS SDBGMNKNRBEMIFOEN OQDMS LEBHNTR @SS@BJR 5GHR HMBKTCDR OGXRE
RDBTQHSX QTMGBIRRNESIAM XNTQ 4TODQUHRNQ 1$ ADGNMEK@SQIF O@RREINONSDBNM @R KIBR
BNLLTMHB@&ISMR RDBTQHSKN IB%) BGHRE@@MC ADSVDDMNRER S

1GXRHB@K KINB@ S

*M BNLO@MX VHCD H@RSIdMEETISHOKDTSDQR BNWMIDR @MC 4TODQUHRNQ 1$R D@BG OHDBD NE DPTHOLD!
MDDCR SN AD OGXRKREEI Q@JD RTR &@S MN B@RT@K UHRHSNQ G@RRIBBBBBRIBANE DPTHOLDMS

'HOVE@K
" gQDV@KAFQ@L QTMMHMBEEIM BODQUHRNQ BNLOTSDQ HPBBHEBKIXQC *NMHBK XNT RGNTKR@AKIDS
g@V@KVGHKD BNMgFTQHMF @ MDV RXRSDL "ESDENBNIHAD@ SN DM@ ABD RV AK@KVHMF @BBDRR

SEQTFG 1$ ONQSR @R MDBDRR@QX
6RDQ M@LDR O@REBRN@MC O@RROGQ@RDR

a 6RDQ M@LDR @MC O @RRYGEDBS @BBDRR SN OK@SENIMR RSEESE TODQUHRNQ @MIKENMSQ
C@S@A@RDR

a "O@RROGQ@RBROESREB OK@SERQKD RXRSDL
"KK O@RREZR@MC O@RROGQM@ERBR @RDNIBRBIS

#DRS OQ@&BBS 8GDM XNDEDHUD @ MDV BNISRINT L@X BGNNRD SN ONVDQ HS TO @ MBE@BEXHHR ENMBEK
ADENIOK@BHMF HS HMDRBDIB IR @RRHFM SNET K@QMNAGBRBIED HSR O@RROGQ@RD @DCDMEIBRQ

L@X AD UDQX FDMDRRBRGNTK@ERSD RSHFDQ O@RROGQ@RDR @MIRO®RRGNREGIRED BNMSKDQ @S
@ BTRSNLDQ RHSD
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ADBTR BNLLTMHB@$M

5VN @RODBSR NE BNLLTHMNB@RLONQS@MS DMBOXGEMC RDQUGRMEB@SM *E GBS HR BNNDRRDC
XNTQ RXRSDL ADBNLDR UTKMDQ@AKD SN @M DWSBEIVIE IR GEREIBUTSHB @NVHKIJRGD QLNSD
BNMSEKDQR KHKNS BNMMDBSBRSRSDL RE@S

1,* 1TAKHB ,DX *MEQ@RSRQTBSHBG TRDR BHE®SDR SN UDQHEX RDAS®@MCIMEABQX0S C@S@ SQ@MRLHRRHN
OQUHCDRISR RDBTIMJ *B8 RSESR'RDQUDQ BFEB®SD HR RHFMDC AX @M DWSDQBRSD SISQBISX

RTBG @RQHRHFM @MC 5G@VSD &MBROBCRITEC BNMMDBS SNNMRG®BSIP THQHMF HBSIM @K

BNMgFTQ@8/

NOTE: Y @UHMF @BNFMHYDC $" RHEM RDQUDQBIEEBSINORCDRIB GHFGDRS KDUDK NE 1,* RDBTQHSX @MC

@PTHIR 6D KD@RS @LNTMS NE RXFSQMRB ADB@TERD QNS BDIGEB@SDR EBREMHYDC $"RO@MTX
@RHCD 3D B#OME8 HMCNVR SQTR®RSNQ

*E HMRSD@C NE TRHMF @M DWSDQD@&K B XNM@QXNT TRD XNNRSBDGEB@SD SN RHFM D@BRRS@S
RDQUDQ BBB@&SD @MC HLONQSGIS RBMBERGBRDQ ,DX 4INGGDM XNT HLONQS XNNE) BDORB@SD HMSN
D@BG REE@®'S HMCNVR SQTR®RSNQ

4DBTR BNLLTMHB@NM HR BNMDETNHS @CLHM OQHUHKDFIIRNKRADIMBESD 0(.(9( #:(;065 #,*<90;@
<0+, DWOK@HMR GN\DRENETGMHB@M VNQJIR @\NUBQDRNBDCTIR ENQE@SMF @MC RHFMHMEBOSSR
@MC ENQ HMRE@RQB@SDR RDQUDQ @MC RHWEEDRIB@SDR HM ENRS@S

$@UD@S

*MH@F@Q@ 3541 3D@KHLD 490@LHMFNQNBNK NUDQ 581@MRLHRRHNMNENMEBRIBNK VGHBG HR TRDC
ENQ REQLHMF L@ RDQUDQR UHCDN NM CDL@MC EENCHMHBIRQVNS RDBIS @GNDR MNS TRD @ 5-4
BNMMDIBISM

1K@MMHNRIR

"R XNT ORQO@ENQ @M HKEBIBIIKL@JD KRE NEISC@Q@Q RNESM@KRBDMRDR M@LDR @MC BNCDR XNT MDDC
1QHMS NGPRD O@FDR @MC EID@BSTERSKRDBT@R XNT VNQJ MBd RXRSDL

5GD HMSDQUHDV
5GD HMSDQUHDV XNT GE@EDBTRSNLDQ RGNTKCHEXDMS

a 8GHBG CNNQ R DLOKNXDDR TRDBSWOEX DMEDGSHKMF

a OMVG@S C@XRGEADDIGDXPr$iMDKX DMSDRSHKMF

a %TOQHMF VG@S GNTQR BBXHXPr$IMDKX DMSD@ASHHMF
a 1DQRNM SXODR

a %DO@QSLDMSR

a /@LDR NE RTODQUHRNQ ODQRNMMDK

a $@QENQL@SR

a '@BHISX BNCDR

a "BBDRR QHFGSR

:NT VHKTRDGHR HMENQBN@ M @ CU@ MBEBDEREBD RXRSDL @ MUBED @ AK@MJ SDLOK@SD gKD HM &WBDK VGF
S5D BTRSNLDQ B@M TRINBNCIBNLL@ EIDKSDC ODQRNMBRERYS5GHR FTHCD CNBTLDMSR GNV SNEHDS TO S
RXRSDL @MC HLOGRE8®BOBSDC ODQRNMMDK C@S@

-HBDMRDR @MC\G@H

Table 1. -HBDMRDR

Description License key Quantity
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Description License key Quantity

Table 2. YO@VOED

Description Part number Quantity

Table 3. 5GHRO@QSX ONVDQ RIDFOB®MC A@SSDQHDR

Description Quantity

Table 4. %NNQR @N@TDQR

Description Module/Location name Door name Associated r eader

Table 5. *MOTSR @MC NTSOTSR

Description Module/Location name Di/Sdi name

4XRSDL M@LDR
Table 6. /DSVNQJ OK@SENQL @ MANRBM@LDR

Network Host

Location IP Addr ess Name

Domain name Platform Passphrase Station Display Name

Table 7. 1K@SENQDBQRME@KR

Platform/
station IP
address  User name Password

or other
name

ATODQUHRNQ
$NMSKDQ

Table 8. 6RDQ M@LDR

Role User name Password

"CLHM

#@CFD
00DQ@SNQ

.@HMSDM@MBD
00DQ@SNQ

1DQRNMMDK
.@V@FDLDMS

.@@BG



4DSTO MMPPTHRHSDR HOF@Q@ &MSDQOQHRD 4DBREHS M ®WRSQ@BHMSDM@MBD (THCD

Table 9. 4BGDCTKD M@LDR

Schedule names Days of the week Hours of the day

Table 10. $DQHEHB@SD ENKCDQ M@LDR

Type of folder Location

3NNS BDRGB@SD ENKCDQ

4DQUDQ $43 ENKCDQ

4HFMDC $43 ENKCDQ

4DQUDQ BEYB®SD A@BJTG UASIU@SD JDXR

Table 11. $DQHEHB@SD M@LDR

IP

Addr ess,

Display

Name or Server/host cert name CSR name
Domain

name

(Subject)

Table 12. 4TODQUHRNQHRBEIRHNM C@S@A@RD M@ IHID@SEKERQ
NT MDDC NMKX NMBRRIS ENQ @ 4TODQUHRND RS@S

Schema/database

Database Connector/J version User Name Password

name

X 42-
442- /"

42- 4DQUDQ /"
&WAIRR

Table 13. $NMSQKDQ RS@E )42- C@S@A@RD O@ERVNQ
&@BG BNMEQQ RGNTKC G@UD @ TMHPNNRM@RSQSN OCBSDBS HSR )42- C@S@A@RD

IP addr ess or Name Password

*MRSiH@MB NQJADMBG

" VHY @)L @M @FDRISHMRSE@EHM NENQJADMEBMGED VDA 6* 5GD RNESY@RQRB@EM ;*1 gkD HR @U@HK@AKD
ENQ CNVMKNBEEQXNTQ RNESD@QMCNEBHR GBDCTHCDRBQHADR GNV SNGBINRS EHVIEBQGED gQRS
SHLD NM @ BNLOTSDQ

Prerequisites:
5GD 1$ HR BNMMDBSDGIBNIBSVNQJ R GD DLNSD BNMEKDQ RNT CNVMKN@CBOSNQJIADMBG
HMRE@BIM DWDBTS@AKD ;*1 gKkD @G0 GI@BDRREBBDMRD R SN TRORBIES\DOQ

5GHR BNLOTSDQ BNTKC ADKNMF SN @ RXRSDLR HMSDFQ@SNQ VGN BNMM BESRBS/SHE®ERT QKSR S
@ RS@MC @KNMNIBDYSES BNTKC AD @ BNLOTSDQ BNMMDESROSMGJ @MC TRDC C@HKX SN L@M@FD @
BNLOKDW BNLO@MX VHCD RXRSDL

NOTE: 5GD RXRSDL RTOONQSR NMHRGEMEESNM @K KDWHBNMRIBIR @ AKIXENRDMBEBRDQR NMKX
4SDO  $KNRD @KODM @IBBSMR
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4SDO
4SDO

4SDO

4SDO

4SDO

.@@BG

&WSQ@BYEBREGGD RNES@R@FD ;*1 gkD SN @MX ENKCDQ NN XIQHUG@Q

0ODM 8 HMCNVR &WOKNI@ UHF @ SEEBNERKCDQ XNT ITRBBIC @MC CNTABD®B
Installer_64.exe gKD
5GDinstallation VHY @QIODMR

5N ADFHNGS HMRS@&HM BBIDWS @BBDOSBKHBDMRD RIAMMS @MEIBIOWS
5GD VHY@BNKDBSR HMENDINGOEE £ RDQHDRWNMEDS® HVMBKIE

a 8GD@ SN RDS TOB/H@F@Q@ )NLD 'NKEGRYR ENKCDQ CIFESNIiagara\niagara
ENKNVDC AXGD UDQRHNM MTLADQR 5GD 4XRSDL )NLD 4XR )NLD NQ MH@F@Q@RGNLD HR VGDC
GD VHY@VMRERB NQIJADMB@MC EQVGD@ XNT TRB NQJADMESBI BNLLHRRHNM D@BG
@LNSD BNMEKDGGD 4XRSDL )NLD BNMS@BRBNDRNESVEINCTKDRGD +3& +@U@
3TMSEILD &MWL DMS AHM@QX DWDBT S @ AHIDR/ RINRGHNT Sniagaral
niagara[version numbers]\security\licenses RTAENKCDQ *S BNMS@HMR MN
BNMgFTQ@®/1 gkDR &WBDOS VGDMHARFGD QTMBED gkDR HADZXRSDL )NLD @@@C
NMKX SENTFG XNT L@X RODBHER [EIMNBIEE ENEDSIXRSDL )NLD SD CDEG@GBNKCDQ HR
FDMDQ@EBNLLDMCDC @BI3RLNSD BNMEKDQR TREHR R@LD 4XRSDL )NLEQBSNQX

5N DM@ABMNQJADMESBI BNLLHRRHBUMNGD BNMEKDOQR GNRSR  KibigihHiance of
... will be used as an installation tool RDKDBSDC

*E XNT RDKDBSEDIQVIS KNBI®E ENGDSIXRSDL )NLD @ BNMgQHIgs VHMCNDPODRSR
@OMY@K 5GDEQRGATSSNNDBNLOTSDRES RO@BD @U@HK BRED ®S@B@M AD TRDETK HE
XNT BG@MRELSS @IS CQHUD KHEEBOSGD CDE@GTK SN @MBISQ CQHUDKERIYS

a 8GD@®@ SN RDS TGB6RDQ )NLD ENKGBHR KNBEN CDESRTBR:\ProgramData\
Niagara4.x\<brand> 5GHR ENKCDQ BNME&@NMBRIR@AKD C@ SEMAVEEMEGIR
SDLOK@SMHFHRSQX KNFR @Q B8S@ 4DE@RCSB@S B@M AD BNdGFHQ. SGD
RNESVI®4XRSDL )NLD $=MH@F@Q@=MH@F@Q@ HR @CRDEB D
@MC HR CDRHFMDD$BMEIIM@NSHYDC RNESM@NHO THIES

a 8G@S SN CDgMD ENIRXRSDL O@RROGR®R® X RIHGIER RSDO @MC RGBS RXBSDL
O@RROGQ@RD K@SDQ

5GD RXRSDL TRGRIB OGQ@RD VGHBGRBHEETK@BSNQX CHE@@SENQL O@RRVNQ

"CLHM SN OQ NSDBS RDMEBFHMENGNEREXXHM gKD RXRSDLR @KD KM B@EBM

D@BG BNNIERBGD RXRSDL O@RROGQ@RD DMBQXOSR ONQS@AKD gKkDR RTBGIENR A@BJTOR @
BNOHDRNT RGNTKC CDgMD KIVIRIRXRSDL O@RROGQ@RD

*E XNTQ HMEBBM HBRMRDC ENQ *14 'DCDQ@K *MEMMNEDRRHMF 4S@VIGEDQ
O@RROGQ@RD LTRS AD @S KD@RS BG@BdrBESHO@ASNUD MIRAMBB@R KNVDQ @MC
TOODQ B@RD KDSSDQR

WARNING: 3DLDLADQ @MC RENED RXRSDL O@RROGQ@RD HM @ R@ED OK@BD *E KNT KNRD H¢
KNRD @BBDRR SN DMBQXOSDC C@S@

a 8GD® SN HMRSREBNQSBTSR
%DODMOVIF NM D@BGIHMCT @K HIGIBER VHY@Q@X CORDMS @GENM@KICTSR

8GDM @KHMEN Q@S HRHEDBSDCHBIDWS
5GD VHY@KQMVRERED RNESVGEMC BDSR XNT ENQ VG@S SN CN MDWS

5GD OK@SENQL C@DLNMNR@IERS QTMR HMCDORKERISSD BNDQTMED *S HRIDQ

HMRE@E @SBE@BSNQX NM DUDQIKBIEMSQ QTMR VGBMBNMSKDQ ANNSR TO 5GD OK@SENQL
C@DLNM KNB@HMRE@KMC QTMMHMF NM @ 1$GIBDMRADMBEKDMS OK@SENQL BMNMWIDBS
SN 6D KNB@K .X )NRS OK@SENQL @MCIINGIA BRI OK@SENQL BHNMWRDSEIS1S

SN BNMSMTD BBHMHRG
8 NQJADMEBIMgQLREE® $58 RNESVIGHRHBDMRDC 5GHR L@X S@JD @ LHMTSD NQ RN "ESDQ BNMgQL
S5D KBDMRBBVHY@BKNRDR @MC HE XNT ENMgEBD CN RN NGDWMRIADMBG
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*MRS@UWFGED 1$R KBDMRD

*E XNTOBDHUDCH8IMVRD gKD @R @M DL@HK @SS @BBGIEDNVSHRVERS@RBSDQ NE R@IIHBNGES SXFSDL
)NLD ENKCDQ

5GD 4XRSDL )NLD ENKCDQ CBR@WBE® RNESVAHMRE@IRIM ENKED©iagara\MySoftware VGDQ
MySoftware HRE UDQRHNMBERIRSDL XNDE&NMREER

4SDO  $(D@SD @ RTAENKCDQGDMIEeEe ENKCDQ BP8XRSDL)NLD ENQ DW@LOMDagara\
MySoftware\licenses\SupervisorLicenses

4SDO  $NOX &Ditridium.license gKD SNGB® RTAENKCDQ XNT D@SBQ

.@OM@FHMABOMRDR
5GD -HBDMRD .@M@FDQ BIND'R @KT SN UHIDKN@C @BIONQD KBDMRDR

Prerequisites:
5GD RNES\IGHR HMRB@&®MC BNMBETONT @RVNQJIHMF I&D §DA 6*

4SDO 5N UHDV @BBORFRSJHBWBINMIKDQ 4XRSDL 4DSTERBOK@MDNTRHBDMRD .@M@FDQ
5GD-HBDMRD .@M@FDQNBDMR

4SDO 5N UHDV BBOMRIHBKNNMG® GXOBMKIDC gKkD M@LD
5GD KBDMRD gKD NODIGR ARNRDQ

4SDO 5N @LNUD @HBDMRIHB&GD BGDBJ ANW 6N EDES 8P BEBDMRD GXaN&@ ME B#%DKDSD

4SDO 5N TOKN@C @ MIBDKIRDNARD ENGBKHBDMRD GMBOKN@C /DVHBDMRD BRBHSD NQ K@Q 'HKD
RDESNM @MEBRBOKN@C

NOTE: *E XNT TOC@SD XNBQMRD gkD XNT L@X MDDC SN BKD@RXYBEEED SN GIDV S
TOC@SDC gkD 'NQ GNV SN BXDARYRDQB@BGDEDQ SN XNT/RDQ CNBTLDME@S

.@@BG
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Chapter 3. Softwar e installation

*MREEMRM @ 1$ NQ K@OSNEDHREBS RSDO SN BNMgFTQHMF @ 4TODQUHRNQ OKIEN RN BN O @GS
BNMSIKDQ OK@SENQL GRS @S

5GD AHF RSDOR @Q

*MRS@WQIADMBG/ @ 1$ DEIBQ XNTQ 1$ NQ K@OSNO ENQ @ RS@MC @KNKD MDSVNRJINQ S
4TODQUHRNQ 1$ ENQ @ BNLO@MX VHCD MDSVNQJ

$NMgFTQ @MC HMRS@RDESB@SDRTHET SN DMRTRDBDMDSVNQJ BNLLTMHBNGIS
$NLLHRRHNM @MC BNIgRVIQ NQ LR@NMERDQR

4DS TO TRDQR @BBDRR QHFGSR @MC RBGDCTKDR

4DS TO MDSVNQJ CDUHBDRINIMBRINDBR@EDQR JDXO@CR DSB

$NMMDBS @MC INHM NMDINENMERDQR SBOSATODQUHRNQ

4DS TO ODQRNMMDK @MC A@CFDR

(DSHMF SN IMNWQJIADMBG

8 NQJADMBGRGD M@LD ENEDEQ@LDVNRBO@OGHB@K TRDQ HMSEDE@BDUBEE®K V@XR SN RS@QS
8 NQJADMBBDODMAMF NM XNTQ BNMgARYEBWBEMRDC EMRSIGBNM@K HMENQU@® X ADRT HIT

Prerequisites:
:NT @VNQIJHMF NM @ 1$

4SDO 5N NODM NQJADMEBKBJI RS@QS @MC M@UBBEISHaeN ENKCDQ
5GD 4S@QS LDMROK @XBBNQJADMBEGSINMR
4SDO  $KHBJ NM NMD BB ENKVHMF

a 5N NODMEQ@M "CLHMHRSQ@SNQ $NLLEMS MPIMCNSXODB- start wb ~ NQs HM
S5D BNLL@MC SIOS

5GD ROK@QRGERBQODMR

a 5N NODM VER A@BIFMC BNLL@MEKD BNMRNKD @MC & @@ VAKD/BEKIBJ
(Console) SXODwb @SGD BNMRNKD BNLL@MCO%) @MC DRRMSDQ

8 NQJADMB®DMR WGI® BNMRNKD VGHBG RS@XR NODM DUDMGIECRFOQEXNRD S
a 5N NODBINQJADME®MC @ BNMRNHBWRikbench (Console)

5GHR NODMR @ BNLL@MC VHM@NWHSELIH@ SDKX K@ TNHBCDEQ@L $KNRHBAS
BNMRNKD BKNRDBNSRRONMOIF HMRS @ MBRQIADMBG

a $KHB3 NQIJADMBGKNMD NQ CNTAEI BER HBNM NM XNTQ CDRJSNO
5GD ROK@RGRBQODMR

TIP: 0OODMHMENQJADMBGIS @ A@BJDIC BNMRNKD MRRS@S XNT @RBGMHB@K 4TOONQS
G@UD@CX @BBDRR SN HLONGS EMMRSHMEN GINE'SHETSDUDMS @S RNLGISMF FNDRNAF HM

5D 4TODQUHRNQ OK@SENBNMNQRIEISY @ HEKTMSTE@RE@ CX DWODQHDMBHMF RXLOSNLR ADENQ
XNT NODMG® BNMRNKD XNT L@X GIRRCBBONQSTMHSX SEF@ISONQS@MS C@S@

.@@BG
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*E XNT RJIHOOBO S@RROGQ@RD VGDM XNOGEIRSEHS \DAND HE XNTQ HERSH@M® THIR

*14 @MCGD O@RROGQ@RIDMSIBOCNDR MNS LODSB! @PTHIRDMSRNQJADMETRILOSR
XNT SN CDgMBBZO@RROGQ@RD MNV

|=;J|

Update System Passphrase
Workbench was started in FIPS mode but the system passphrase iz not FIPS compliant

The system has detected that your system passphrase is not FIPS compliant. FIPS mode
requires passwords to contain:

- at least 14 character(s)

- at least 1 digit(s)

- at least 1 lower case character(s)

- at least 1 upper case character(s)

Please update your system passphrase,

Current Passphrase:

New Passphrase: ‘.ﬂk Passphrase does not meet requirements

Confirm Passphrase:

Mote: If you have any existing backups orstations, make a note of the old system
passphrase and store itin a secure location, It may be required to unlock the backups

and stations.
oK Skip

4SDO  &MSD@B BTQ®S O@RROGQ@RISRBEENTRK@SENQL OGRENQ®IDV HMKBSIMR @MO@SD
@ MDV O@RROGQ@RD NQ RJHO HSHBB@HM @MC BK

*E 6D OK@QSENIHTE@ER *14 RIHOOHIEHER BNMgFHNVIS/HMCNNREDAKDR '*14

4SDO  *E XNT RJHOODC TANRED *14 O@RROGQ@HHREHBD /NM *14 3DRS@QS
8 NQJIADMBB@QSR @F@HMIE@ER ®NT SN BNMgQI@s XNT BGNNRD SN VNENTE1S14

4SDO  -@SDGN Q DM@AKD *14HBRHKD '*14 3DRS@QS
8 NQJADMEBRS@QSR
"CCHMFG@D 3%#.4 CQHUDQ

" A,TODQUHRNQIRS@S THIR SD 3%#.4 3DK@BM@K %@S@A@RD .@M@FDLDMS 4XREMBGERTODBGSER S
ATODQUHRNQHRSAZAS@A@RD 5GHR CQHUDQNTOMIES 0 O0Q GIENYREES

Prerequisites:
:NT @GTRHMFNQJADMEBIMMDBSDC SN @ 4TODQUHRNQ 1%

4sDO *M &D/@U 8® M@UHF@SGMENBIgF %QHUD®RC CNTAKBERKNME%QHUDINRCD
4SDO  $KHBJIGD/DV ATSSNM NBICB0QHUDQ .@M@FDY

.@@BG



HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD ANESV@GMRR@HBIM

5GD/DV VHMCNV NODMR

Typeto Add 6 Rdbms Metwork
Mumberto Add |1 [1-100]

0K | Cancel

4SDO  4DKDBSBRdbms Network ERL SGD ClO CNVMHRS @ MaBRK
"RDBNM@@DV VHMCNV NODMR

Mame Type Enabled 7

ﬁ RdbmszNetwork RdbmsMNetwork  true

. Name RdbmsNetwork
. Type Rdbms Network

. Enabled -. true

OK | Cancel |

4SDO  6RD &HR VHMCNV SN FEDMBSVNQJ @ TMHPTD M@LBEEDVIC BK

4DSBMF TOGD 4TODQUHRE@S@A@RD O@RRVNQ

8GDM XNT TOFQ@CD @ 4TODQUHRNGERS@ SN  SGD LHFQ@ SNIRDQUDFDSO @ RRINEN G
4TODQUHRNEHEO@QSX C@S@A@RD .X42- 0Q@BKD .4 4PKADQUDQ

Prerequisites:
5GD SHRO@QSX C@S@A@RD YZMRSBGIIHIRS@ N M

*E MN C@S@A@RD DVEIRSFOBIYISHRNE WS B SIES MDV C@S@A@RD RBGDL@ @MC BDOWDEEBEDL @
D C@S@A@RD S@AKDRITIUBINTRKX DWONQSDC

4SDO 6RHMF @NM\@RDQ VDA 6* L@JD @ BNMHNDBSISS RSKENM

4SDO  $KHBAXRSDL 4DSTO.HRBOK@MDNTERNMgFTQ %@S@A@RD
5GD$NMgFTQ %@S@A@RDV NODMR SN $%@S@A@RD 4DQUHBDR S@A

4SDO 4DKDBSB %@S@A@RD S@A ENQ DW@LOKD .X42-%@S@A@RD NQ 4PK4DQUDQ%@S@A@RD

.@@BG
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5GD RDKDBSDC C@S@A@RD .X42-%@S@A@RD NQ 4PK4DQUDQ%@S@A@RD S@A NODMR

3 Home

@ Schedules & UserManagement B: Backups ¥ Remote Devices #¥% Access Setup #¥ Intrusion

d&d” Monitoring ﬁ Personnel #¥ System Setup Ay Threat Levels

Configure Database

H save | & Manage Databases B set Orion Database | B8 Restart Station

Database Services MySQLDatabase

Status [{ok} |
Enabled
Fault Cause | |
Health Ok [27-Jun-22 5:09 PM EDT]
Alarm Source Info alarm Source Info 3

|ip:|oca|host |
Host Address )
User Name |MySQLUserName |
Password [seessens
Database Name | myentsec |
port

Extra Connection Properties| |

Max Active Connections
Peak Active Connections I:l
Active Connections Cl

4SDO  $NMgQL s@S
a Enabled HR RDStf&M
a HostAddress HR KNBEKS ENEDITODQUHRNENRS@S
a User Name HR BNOBI ENGIBO@RRWINQ
a Database Name L@SBGDRBBM@LD NEBC@S@A@RD

4SDO 5N BG@MFGFassword SXOD @ MIRGMF O@RREN@MCBBA@UD
5GD O@RRYNGRS BNMS@HM @ LHMHLTL NE  @KOG@MTLDQHB NMKX BG @ EBESDQR @KNMF VH:
RODBH@K BG@Q@BSDQR ! >< 5GD O@RENNES BGDBDRTHIR @S KD@RIFHS
TOODQ B@RD BG@Q@BSDQ @MC KNVDQ B@RD BG@Q@BSDQ
"ESDQ L@JHMF @MX C@S@A@RTBEQ@®EDVIIRRY@ QSR BSIE@S\ "ESDEDSRSE@SDRS@QSR
5D C@S@A@RD RGNTKC BNMMOBMIRHBEEIMED KRNOBIMF C@S@ BNLLTMINBAER)SGD
MDVKX BNMMDBSDC C@S@A@RD

*FAS@SHR ZCNVM[ @EITE $@TRPONQSEB@S NQJADMEEMMNS gladO BNMMDBSNQ DENWS @ BNMMDBSNQ
HR HMICXC:\Niagara\Niagara-home\jre\lib\ext folder L@JD RT® @ %55 BNMMDBSNQ XINTRP®RIF HR
BNLO@$AKD \GH&D .X42- RNESVA@QAIDQRHNM 'NQ DW@LOKD UDQRHNM  BKNANIBANQI\GHDEA 2-

UDQRHNM

5GD 6RDQ /@LD SN CDgMD GM .Z42-%@S@A@RD S@FDHREBS@A@RD 6RDQ /@LD MNS ¥INTQRRGRDR)
M@LD

.@@BG
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*MRSE@MB NQJADMBG

" VHY @)L @M@ FDBSHMRSEHM NENQJIADMEBMOED VDA 6* 5GD RNESY@RQRE@EM :*1 gkD HR @U@HK@AKD
ENQ CNVMKN@®EEQXNTQ RNESD@OMCNEBHR GBDCTNCDRBQHADR GNV SNBINRSEMVIEBQED gQRS
SHLD NM @ BNLOTSDQ

Prerequisites:
5GD 1$ HR BNMMDBSDGEBNBSVNQJ RN 6D DLNSD BNMEKDQ RNT CNVMKN@CBOSNQJIADMBG
HMRE8@BIM DWDBTS@AKD ;*1 gKD @130 GI@RDRR BBDMRD R SN TGRORBESVI@Q

5GHR BNLOTSDQ BNTKC ADKNMF SN @ RXRSDLR HMSDFQ@SNQ VGN BNMMI[CESR BHS/SIEEE F QORROSR S
@ RS@MC @KNMEIBDOIIEIS BNTKC AD @ BNLOTSDQ BNMMIBESMDSM®J @MC TRDC C@HKX SN L@M@FD @
BNLOKDW BNLO@MX VHCD RXRSDL

NOTE: 5GD RXRSDL RTOONQSR NMHRGMEESNM @K KDWHBNMRAGBR @ AKICENDMBE®RDQR NMKX
4SDO  $KNRD K@KODM @IB@SMR

4SDO  &WSQ@BYEBREGGD RNES@NR@FD ;*1 gkD SN @MX ENKCDQ NN XIQHUG@Q

4SDO 0ODM 8HMCNVR &WOKN@UHF@SEENESKCDQ XNT ITRBEIC @MC CNTARDGK
Installer_64.exe gKD
5GDinstallation VHY @QIODMR

4SDO 5N ADFHME® HMRS@&BM BEBIDWS @BBDOSIHBKBDMRD GIHMMS @MEBIOWS

.@@BG
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5GD VHY@BNKDBSR HMENDINOE E RDQHDRMEDSK HMBKVIE

a 8GD@ SN RDS TOB/H@F@Q@ )NLD 'NKEGKR ENKCDQ CIHESNIKiagara\niagara
ENKNVDC AXGD UDQRHNM MTLADQR 5GD 4XRSDL )NLD 4XR )NLD NQ MH@F@Q@BRGNLD HR VGDC
5D VHY@QVRERB NQIJADMB@MC EQVGD@® XNT TRB NQJADMESE BNLLHRRHNM D@BG
@LNSD BNMEKDGGD 4XRSDL )NLD BNMS@ BMBNIRNESVEINCTKDRGD +3& +@QU@
3TMSELD &MWMLDMS AHM@QX DWDBT S @ AHDRI RINRCHRE Sniagaral
niagarafversion numbers]\security\licenses RTAENKCDQ *SBNMS@HMR MN
BNMgFTQ@ENS/1 gKkDR &WBDOS VGDMHRIFGD QTMED gKDR B IXRSDL )NLD @@ @C
NMKX S&ENTFG XNT L@X RODBHER BIMNBIEE ENGDSIXRSDL )NLD 6D CDE@HBANKCDQ HR
FDMDQ@KBNLLDMCDC @&3RLNSD BNMEKDOQR TREHR R@LD 4XRSDL )NLHOQBSNQX

5N DM@ABDIQJADMESE BNLLHRRHBUMNGD BNMEKDOR GNRSR KbigihHiance of
... will be used as an installation tool RDKDBSDC

*E XNT RDKDBSEDQMS KNBI®E ENEDSIXRSDL )NLD @ BNMgQHIKN VHMCNDPODRSR
@OO@K SCGDERQRATSSNNDBNLOTSDRES RO@BD @U@HKB@RSED MO B@M AD TRDETK HE
XNT BG@MREDSS@QSE CQHUD KINR@EBOSGD CDE@TK SN @ MBIBQ CQHUDHEBANIS
a 8GD@ SN RDS TOGB6RDQ )NLD ENKGIEPHR KNBEN CDESRTBN:\ProgramDatal\
Niagara4.x\<brand> 5GHR ENKCDQ BNME@NMBR®E@AKD C@ SEMAMEIEGIR
SDLOK@SIMFKRSQX KNFR @RQ BRS@ 4DEDRABE@S B@M AD BNNZbgFEm_ SGD
RNESV@4XRSDL )NLD $ =MH@F@Q@=MH@F@Q@ HR @QIRDBG X B
@MC HR CDRHFMDOWBMEJTM@NQHYDC RNESM@IHO TG
a 8G@S SN CDgMD ENWRXRSDL O@RROGR®R® X RJHGKR RSDO @MC RB® RXBSDL
O@RROGQ@RD K@SDQ

5GD RXRSDL TRGRIB OGQ@RD VGHBGRBNEITK@BSNQX CHEE@SENQL O@RRVNQ

"CLHM SN OQ NSDBS RDMEBSFHMENGNEREXIHM gKD RXRSDLR @KD K B@EAM

D@BG BNNIKRBGD RXRSDL O@RROGQ@RD DMBQXOSR ONQS@AKD gKkDR RTBGIENMR A@BJTOR @
BNOHDRNT RGNTKC CDgMD KIVIRIRXRSDL O@RROGQ@RD

*E XNTQ HMEBBIK HBRMRDC ENQ *14 'DCDQ@K *MEMMNEDRRHMF 4S @V GEDQ

O@RROGQ@RD LTRS AD @S KD@RS BG@ RQdBEEXHD@EKNUID NMIRAMBB@R KNVDQ @MC
TOODQ B@RD KDSSDQR

WARNING: 3DLDLADQ @MC REN®D RXRSDL O@RROGQ@RD HM @ R@ED OK@BD *E KNT KNRD H:¢
KNRD @BBDRR SN DMBQXOSDC C@S@

a 8GD® SN HMRSRBNQSBTSR
%DODMEMF NM D@BGIHMCT @K HIZRBEID VHY@IQ@X CORDMS @{E5M@KIOUSR

4SDO  8GDM @KHMENQHIEWS HRIKIDBS DCHBYIDWS
5GD VHY@RMREE&ED RNESVIEEMC RIDSR XNT ENQ VG@S SN CN MDWS

5GD OK@SENQL C@DLNMNHR @RS QTMR HMCDORNGRMSD BNIQTMED *S HRIDQ

HMRE@E @SBE@BSNQX NM DUDQIKBEMSQ QTMR VGBMENMSKDQ ANNSR TO 5GD OK@SENQL
C@DLNM KNBRE@HMRE@H@MC QTMMHME NM @ 1$GTIBDNMRADMEKDMS OK@SENQL BHINWIDBS
SN 6D KNB@K .X )NRS OK@SENQL @MCINEARERVS OK@SENQL BHNWDSELS1$

4SDO 5N BNMS&VTD BBHMHRG
8 NQJADMHEBIMgQLRG®) 58 RNESDAHRIBDMRDC 5GHR L@X S@JD @ LHMTSD NQ RN "ESDQ BNMgQL
S5D HBDMRBBVHY@EBKNRDR @MC HE XNT ENMgE BRI CN RN NBDWMRIADMBG

SDOAEVIF @ 4TODQUHRNQRS@S
5N BQ@SD @ 4TODQUHRNQYVRS@IRD @HROEEPSD VHY @F5HB NQJADMBG

Prerequisites:
:NT @QVNQIHMFHNQJADMEE MMHMF NM @ 1$

4SDO  $KHIBBNNKR /DV 4S@ENM
5GD/DV 4S@8NM 81Y @YODMR
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HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD ANESV@GMRR@HBIM

4SDO  &MSDQS@&tion Name  RDKDBBwWENtSecSupervisorStationTemplate.ntpl @MC BRIDWS
5GD/DWSATSSNNDR@HMRIR@AKDHKMSNT FHGD SHENM @ M@LD 5GHR M@LDKR@RT@K
SDBGMHB@K M@LD $NEMEEDRISENEV -@SDQ XNT B@RIVRB\ANQJ 5%1 *1 4DSISMFBHDYV SN FHUD
SGD RSHNV @ EQKISkALDN Display Name
5GD VHMCNV ENQ BNMgFTGQBPIREE@EM O@RR/NQDMR

4SDO  $K1BADS 1@RRVNBR@@SD @NRERO@RRENBKBD,

4SDO  4DKDRSpy it to secure platform for OlocalhostO with Station Copier @MC BRJ
'HMHRG
5GD VHY@RBD@SDR @MC BNGERRGEDQUHRNE RS @MERDK BI@MREDQQHNMRS@ SEIS
/@LD>" VHS SVN RS@QS TOINKIB 5GDRDHNOER BNMJBPMGDMGED RSNV RS@QSR 8GDM
HMR &t MDV RNESWT OFQEME- DVHHRS RNESY @&0Q DBNLLDMC@I8SIM HR SN KOEDRD S
NOSNMR DM@AKBEDQYHRD XNT LTRS RSEIRS®BEV HGLS'OOKB ®SM %EHBINQ ADENXQT B@M
BNMMDBS SN HS

4SDO 5N BNMSVTD WBSD SQ@MRKEJDWS ENKNVDC AX IBBIHMMHRG
5GD VHY@@RJIR HE XNT V@MS SNERODIKB @SM %RHBINQ

4SDO  $KHBIDR@MC BNMg@E@S:H RSENM XNTIB@SDC HR QTMMHMEF

*MRSHEMFGED 1$R KBDMRD
*E XNTOBDHUDCHBIMRD gKD @R @M DL@HK @SS @BIBDNSHRVMRES@EBSDQ NE RE@IHBNGRS SXSDL
)NLD ENKCDQ

5GD 4XRSDL )NLD ENKCDQ CBR@MB® RNESVAHMRE@ERIM ENKEDNiagara\MySoftware VGDO
MySoftware HRE UDQRHNMDBERIRSDL XNDE&NMREHK

4SDO  $QD@SD @ RTAENKCDQGDNICAE& ENKCDQ BP8XRSDL)NLD ENQ DW@LOMDagara\
MySoftwarellicenses\SupervisorLicenses

4SDO  $NOX &Dtridium.license gKD SNG® RTAENKCDQ XNT D@$BQ

OODMHMF @ OK@SENQL BNWMEMBS 1$

0ODMHMF @ OK@SENQL BINWMDEBER BNES\DGEMC RESDROR@SDC SN L@M@FBIRRES\I@GIMSDQE@BD SN
S5D BNLOTSBBEHR BNMMDES HFPQHIT ADER@ENMMDBSF SN @ RSES

Prerequisites:
8 NQJADMBR HMRB@KM XNTQ 1$ @MC QTMMHMF
4SDO 5N NODM @ OK@SENQL BAWWEBE 4TODQUHRNQ OK@SEBQRKXNB@KMD 8P EKKVHMF
a 3HFGSIBBJX)NRS @MC BEDODM 1K@SENSBD$NMMDBAIMCNY NODMR

a AWO@MC)NRS @MC QHFGBBBD OK@SENQL @RENBMMDBSGD " TSGDMBE@SMHMCNY
NODMR

a $KBHKD 0ODM O0ODM 1K@SENSBD$NMMDBSIMCNV NODMR
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ANESV@GIMRER@EWNM

4SDO

HOF@Q@ &MSDQOQHRD 4DBREHSM ®WIRSEQ@RHMSDM@MBD (THCD

q\ Open Platform with TLS

Connect to the host's secure platform daemaon

q\ Authentication
Logon required for access

Session

Type FT Platform TLS Connection
Host |IP localhos

Port 5011

oK | Cancel |

>

Realm
Mame VASILTDRXETS2.global.ds.honeywell.com
Scheme  HTTP-Basic

Credentials

Username MylUserName

[#] rememberthese credentials

Password

OK | Cancel |

OM SGD KDESGIBSSMMDBSIMCNWM SGD QHFG SGHRTSGDMBE@SMHMCNHNSS VHMCNVR

@RRTLD @ RDBSRMMDEEV

&MSDQ XNTQ BNLOTEIIDBKRO KR DM @ekhdbnber these credentials

@MC BRD,
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HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD

4SDO

.@@BG

ANESV@GMRR@HBIM

5GD*CDMEXDQHgB@RISMHMCNV NODMRY/&® LDRR@HRDnable to verify host
identity

Identity Verification *

A Unable to verify host identity

The supplied certificate could not be validated:

- the certificate was issued for a different address
- the certificate was not issued by a trusted authority

TableView:  ASN.1View  PEM View

Properties:

Version V3

Serial Mumber 45 df 05 80 6= bk c% 92 Oa 21 44 37
Iszued By Niagarad

Issuer DN CH=Niagarad,0=Tridium, =035
Subject Hiagarad

Subject DN CH=Niagarad4,=Tridium, =035
Mot Before Tue Oct 23 13:32:02 EDT 2018
Mot After Wed Oct 23 13:32:02 EDT 2019
Key Algorithm R3L

Key Size 2043

Signature Algorithm SHR2S56WITHRSL

Signature Size 256

Basic Constraints Subject Type: End Entity
digitalSignature, keyEncipherment
TLS Web Server Authentication (1.3.6.1.5.5.7.3.1), TLS Webk Clie

97:39:el:04:3d:2e:758:63:94:02:02:2d:dec8:0d: 28

Key Usage
Extended Key Usage
MD5 Fingerprint

Accept | Reject |

"M IssuedBy OQODQS&E®S HFDR@LD @FDSubject OQNODQSX HE@ SIHFRESESHR BBIQB@SD
G@R ADDM RHFMDC AX HSR NVM OQHU@SE BEIRMR @B SD HS B@M DMBQXOS C@S@
BNLLTMHB@&ISM ATS HS B@MNBIBAB@ SECSRDQUBED ®K@SENQL SNHBESSBIQJADMBG
5GHR HR ADB@TRD MNGVIONNE 8DIQB @ SDRGIDE SIQJADMBRTRS 4INQBNFMHYBHR
BDG®B@SD 4HMBD XNT @IS OK@SENQL HR@RD@KDQ XNT B@M @BH IFMDC
BDG®B@SD SDLONQ@QHKX RNHRR BNoBRNMBBBDOS @ (GBIR RERHFMDC BIgR®SD HR
SDLONQ@QX -@SODYHBNMgFD@HFMDC BiyB%E SIORES BQHCD RDQUDEDEBESM @R KMDK
@R C@S@ DMBMOEISTS GTL@M HMSOHNNDMS

SN BNMSMTD BBIBBDOS




ANESV@GIMRER@EWNM HOF@Q@ &MSDQOQHRD 4DBREHS M ®WRSQ@BHMSDM@MBD (THCD

5GD RXRSDL BNLOKDSDR L@IEBNEMBBSI ADSVDDENRS @GIMXIQIJADMB@MCHROK@RR S

/@U $NMS@HMBIV?
- Nav Platform 8 objects
Ee O |? @ My Metwar Name Description i
) @Applicatiun Director Control applications and access console ow
v @ My Host: [entSecSupT
> e My File System o Certificate Management  Manage X.50% Certificates and Host Exempti
b O My Modules o Lexicon Installer Install lexicons to support additional langu:
e ﬁp My Tools @ License Manager Manage licenses and certificates
© &7 Platform o Platform Administration Update the platform daemon'z portorcred
¢ Station (entSecSupTest 01) e Station Copier Transfer stations to and from the remote ho
’ L 6 TCP/IP Configuration Manage the host's TCP/IP settings
a Remote File System The remote host's file system
- Palette
w X 3

4SDO  %NTAKDBBIGD'OOKIBESM %RHBINQ
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HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD ANESV@GMRR@HBIM

5GD"OOKIB@&SM %eHBINQHDV NODMR

- Nav Application Director

# '] @ My Netwark Connected to localhost
Name Type  Status  Details Auto-Start Restarto

& My Host: VA51L TDRXETS2.global.c
& My File System
9 My Modules

EMySuper\risor station Running fox=n/a,fox==4211 http=n/a http=443 true true

InrFo [nre] Launching Niagara Buntime Environment E Auto-Start

¥ My Tools INFO [15:22:06 06-Jun-19 EDT] [nre] Booting
& Platform INFO [15:22:07 0&6—Jun-1% EDT] [sy3] Logging initialized [#] Restarton Failure

INFO [15:22:09% 06—Jun-19% EDT] [ay3.registry] Up-to-date [1
&) application Director INFQ [15:22:09 06-Jun-19 EDT] [sys.registry] Loaded [42ms] Start
INFO [15:22:10 0Og—Jun-19% EDT] [3y3] Niagara runtime booted
©) certificate Management INFO [15:22:10 06-Jun-19 EDT][sys] Lobding "C:\ProgramDat S
) INFO [15:22:12 06-Jun-1% EDT] [sys] Loaded (2718ms) Restart
© Lexicon installer INFO [15:22:13 06-Jun-19 EDT] [alarm.database] Loading... _ Restart |
@Licensel‘v‘lanager INFO [15:22:13 Og-Jun-19 EDT] [alarm.databass] Loaded [Oms Reboot
com.tridium.orion.OrionException: Database ORD not config
e Platform Administration at com.tridium.orion.BAbstractOrionApp.getRdbms (BAbstrac Kill
at com.tridium.orion.BAbstractOrionApp.getOrionDatabase |
@ Station Copier at com.tridiumx.entsec.BEnterpriseSecurityService.linkTc Dump Threads
) ) . at com.tridiumx.entsec.BEnterpriseSecurityService.servic
6 tcrip configuration at com.tridium.sys.service.ServiceManager.startService (S Save Bog
at com.tridium.sys.service.ServiceManager.starthllServic _
at com.tridium.sys.station.Station.initServices(Station. Verify Software
* Palette at com.tridium.sys.station.Station.bootStation(Station.]

at com.tridium.sys.station.Station.main({Station.java:ll: L
E] @ . Iyt sun.reflect.NativeMethodAccessorImpl. invokel (Native ¥ Clear Qutput
[ analytics

sun.reflect.NativeMethodlhceessorImpl . invoke (NativeMet e
sun.reflect.DelegatingMethodhccessorImpl. invoke (Deleg p

0 Constant Blocks java.ln_ang.reflect.ﬁetho-d.invoke {HP:t.ho-d.java:aiSSj Output Dialog
com.tridium.sys.Nre.runClass (Nre.java: 398)

0 Filter Blocks com. tridium. sys.Nre.main (Nre.java:233) Stream To File
com.tridium. sys.Nre.bootatrap (Nre.java:150)
ﬂ DeadbandFilter sun.reflect.NativeMethodAccessorImpl. invokel (Native M
. . sun.reflect.NativeMethodAccessorImpl. invoke (NativeMet Output Settings
ﬂ InvalidValueFilter -- - - DR - - =

4SDO  *E XNT B@MMNSEDRSENV BBIGD SNO NEZBNMRNKD @MC CQ@F CNVM
4SDO 5N RS@Q@BDRSENM BRAS@QS

4DSHMF TO CNL@HM M@LDR

*M SD @ARDMBD NE @ %/4 %NL@HM /@LD 4XRSDISHDRXBREDL B@MBNQED RBEIS1 @ OBRDR \BG1S
CNL@HM M@LDR %NL@HM M@LDHNWRIDBX AD D@RHDO@BADD S@M *1 @DBRDR

Prerequisites:

:NT @BNMMDBSDC SN @ BNLOTSDQ @ME QONAIHMNES

4SDO  00DM8 NQJADMBB®RHMETM @R @CLHMHRSIHBESH@YGD HBNM NBDSCDRISNO @B BRM @R
@CLHMHRSQ@SQRFGSEISD @ OdB@SM HECERS@QS LDMT @GIBINGD 3TM @R
@CLHMHRSQ@SNQ

4SDO *M6D/@U D DWO@MMKD 4XRSDL $ 8 HMCNVR4XRSDL CQHUDQBRSBQHFGSHBK
hosts @MCBRBJ9 5 DWS 'HKDHENQ
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ANESV@GIMRER@EWNM HOF@Q@ &MSDQOQHRD 4DBREHS M ®WRSQ@BHMSDM@MBD (THCD

5GD GNRSR gKD NODIGR'HME SWS 'HKDHENIHDYV DMSNQ

127.0.0.1 localhost
192.168.1.9 supervisor.thecompany.lan
192.168.1.10 controller.thecompany.lan

- Nav

I;:B O @ My Metwork

Q drivers
QO ave
D DriverData
D en-Us
o es-ES

Views » AX Text File Editor

- AX Text File Viewer
Cut -

~ Hex File Editor
Lopy —
Paste Guide Help

Duplicate Bajadoc Help

Delete Spy Local

FELEN S

Refresh Tree Node

Go Into

Y - [ - [ -

4SDO  4BQK SNGD DMC NEB CNBTLDMS OK@BD XNTQ BTQRNY@NES K@QRSK @MORR&MSDQ SN
BO@SD @ MEIMB

4SDO  5XOD @{KID ENQ D@BG 4TODQUHRNQIKEDG BNMSQ
<999.999.99.99 > VGDQ

a <999.999.99.99 > HRGD *1 @CDBRR NMGS MDSVNQJ BB 3$ NQ BNNAKDQ
a <domainName> HRGE CNL@HM M@&D RXRSDL B@M TRD SN BNMNHDEENSNRD Q
5GDRLTRS AD @S KD@RS NMD RO@BD@DSYOIMBRR @MEISCNL@HM M@LD NM B@BG K

4SDO  $KHBJGD 4@UD ATSSBI

4SDO 5N UDQHE@ES® GNRSR gKD BNME@ IMER@GHM M@LDR NODM @ OK@ SENINMBSINININBS
KNB@WRS @MC CNTAKRESK *1 SNMgFTQ@SIM

4SDO 5N NODMGDHosts File BKIBJGD CNTAKD CNVM\ERG

4SDO  *E MDDCDC RE@NGD ANSSNL NE3gKD @MC BNME@RSP *1 @ CORRDRIE@PRRNBH@SBC VHS
S5D BNQBS BROK@X M@LDR

.@@BG



HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD 4XRSDL RDBTQHSX

Chapter 4. System security

5GD RXRSDL DWHRSRSDBSATHMER @NBDSDNOKD VGN VNQGBEMERL LTKSHOKD DWSDGR@KI 5GHR
BG@OSDQ BNMBDQMR ROBRGEHRSBL HFRIBD S NMKXGRTDSYDC TRDQR L@X UHDV @M BSIRIgFTQ
OQODGHR @MK BNLLTMHBEM VEISME® RXRSDL HREBBSDMNEQ@ KIBHNTR KBS X

5GD RDBTQHSX NE XNTQ @BBDRIKRFRSBISRD E@BSNQR

a 1GXRHB@NSDBHNM 4TODQUHRNIRE@EHDC SN AD KNB@SDC HXK CBRRER@R $NMEKDQR MDDC SN
AD KNB@SDC \BGBQX B@MMNS AD D@RHKX @BBDRRINQAXDEI@DORNMMDK

a %@S@ BNLLTMHB®ESMC RDQUGDMNEB&SM RGNTKC AD ROBYOQRHFMDC 1,* 1H8KDX *MEQ@RSRQRTBSTQ
BDQ®B@SDR

a 1@RRVER MDDC SN AAQRS @MC BG@MMIB Q@ QKX

a 6RDQ ODQLHRRHNMR MDDC SN ADGN@IFDQ NM MDDC 'DV RGNTKC RDQUD @R @CLHBHRSQ@SNQR VHS
TMEDSSIQ@BBDRR SN OK@SENQLRIENIC RS@S

.NRS NE SD OBDCTIR HNEB BG@O0SDBTRQIADMEE MMHMF NM @ 1$ 4NINBDQMR @@KRN @U@HK@AKD HM
S5D VDA 6*

4DBTRQ BNLLTMHB@$M BIHESIB@SD RDSTO

4DBTR BNLLTMHBENM @EIOR SN C@S@ SQ@MRLHSSDGHELRMFSPIES L@ X AD FDNFQ&@OEER@O @QS 5GD

/HO@F@Q@ 'Q@LD\RI@ONQSR 5-O@MRONQS -@XDQ 4DBTQHSX @ BQXISNEIQHGEENEHRIIEDMHEBEESM
@MC RDBTIMBQX08/ NE C@S@ SDDRSDQMDS 5GHR R®!D KDUDK NE RDBIQHSROMOEAS B@Q
BNLO@MHDR @MC A@MJR

4DSSMF TO @ RIMBVMIQSVNQJ HMUNKUDR NMD NRGDRD S@RJR

a $@HVF ENKCDQRFEINNGYD 1,* 1HE, DX *MEQ@RSR TH3PRHB@SDR @MEFH®SD RHFDRVIPRSR

a $QE@@EVIF @KS $" $DQBgB@SD GISQHSX BRB®SD GIEENLO@MX RDQUDR @R HSRINBEEDQS
@TSNQHSX

a $D@8F RDQUDMHBB@SDR NMD ENQ D@BG MKBRRS®E @MGRE BNMMDBSDC CDUHBD RTBG @R @
B@LDQ@

a 4DMEMF @ BBGR@SD RHFNRVIBRS ENQ D@BG RDHIBEEDCSDENEMHYDC DWSDQM@K $" ENQ RHFMHMF  N(¢
RHFMHNMEDPS)PTDRSR HM GNTRD TGHBNLE @ RANS $"' BDO{B@SDFHSR OQHU@SD JDX

a .@SBGHM6EB RHFMDC RDQUMgB@SEPPDRSR ESD NQHFHM@HgBRSHR

a $NMgFTQHMF D@BG OK@SENQ!L RS@BDBNLTMHBEM 5GHR RSDOHHTIFGES BDESB@SD

a *E 6D BNLO@MX RDQUDR @R HSR NVM HMALCNKS $" BDGRB@SDEHSR ORBKIDX HMSK BRDQ
5QTRS 4SNKE D@BG BNKBQ @MC 1$ HBBNEMCNVR SQTRORBMT HMSH SRVRDQ SQTRSIRSNQ

a $NMgQLHMES 8HMCNVR BBGER@SD

a *LONQSMFGED ONS $' BDQ®B@SD HEBN-®U@ $SNKSRMDK

*E XNT B@M BNMMDBSSD RIKIOEM@SD RE@S @MC CDUHEIIRMDSSNQJI XNT B@M ODGENEIRRE

RSDOR TRIBMWQJADMEE MMHME NM @ RHMFKGI$ESSNQJ HR FDNFQ@OERB@HATSDC XNT L@X MDDC SN
SQ@MRONQEJRI@SDRT:B@M DLA@GKNS $" BDQRB@SDEMNSKX HSRIGFARX %N MNS DL@HK @JE@®S0S
VHS HSR OQHU@SD JDX

:NT B@M @KRNGRBBRHB@SIHY @SN BR@SD @NS $" @MC RDQUD@BR@SDR GNVHHEDNT @DV SN

BDQ@®B@SD LOM@FDLDMS GRDBGSD HWUHCT@K RSDORAREMBEHB@SD .@M@FDLDMS SNNKKSGHR VHK
FHUD XNT @ ADSSDQ TMCBNRS@B®RSDOR 5GDM TRDVEIY@Q
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4XRSDL RDBTQHSX HOF@Q@ &MSDQOQHRD 4DBREHSM ®WIRSEQ@RHMSDM@MBD (THCD

1,* BDQBEHB@SDR
5-4 TRDR 1,* 1TAKB ,DX *MEQ@RSR THSPHB@SDR SEENEB@SD D@BG RDQUDQ @MC DMBQXO0S C@S@ SQ@MR
VHSHMG® RXRSDL

4HFMDC BBIRSEB@SDR
" BDQBgB@SD HR @ MNMIEBSRBTLDMS RHFMDOBXEMEYDC $" $BHPB8@SD GISQHSX VGHBGORISN @
MDSVNQHMVE & S5 OQRDMBIF RDQUDQ NVMR@AJT@ER JDX

Figure 3. "RHFMDC BBIQB@SD

CERTIFICATE

Issued By CertificateAuthorityRootCert

Subject 127.65.21.50

"LNMF SGD L@MX RQDGHR HM @HBIBESD @HRJBIBRB0bject HCDMSDRED DMESX SN VGHEG BDAB@SD
ADKNMFRE®S HR HSR N&GHIOHR TRX@MM *1 @URIONQS@tion Display Name *SRssued By OQMODQSX
HCDM§DRGD NS BDYB@SD BB $" SG@S RHFMBIE BDAGB@SD @ESDQ UDRB EXEISXNGS NVMDQ @MC
S5D BDESB@BDDX SHSNTS @ $" RHFMDC BER®SD EDRIS B@MMNED@ER@ SECSRDQUDQ @MC MN
BNLLTMHB@SM RGNTKC S@JD OK@BD

4NLD BNMMDBSMR NBBTQ NUDQ @ BEBEISENDJIGISOR HMBKTCE@®RQ @MEDSMSDQMDS 'NQ
BNLLTMHB®&ISM SN AD RDBBQGBB@SD GDISHB@SM @MC DMBNKOSPPHIT @S D@BG BNMMBIERSDO
CDUHBD NQ RDQERIBEGH@F @ G® @MBISQ CDUHBDGIV-3 NQ SGRITFG @ MDSVN@MW@KSN @MRDQ
@MC NM SBDS'MSDQMDS

*M @ -"/ D@BG OK@SENQHRE@®M EAINMSR @ RDQUDQ @MOMBRN@IBIOMBER @KV@XRIE@IBK'R @
RDQUID@®mBG OK@SENMHNA @BDMSR HSR NVM RHFMIDB@BDR &M 8#DMS "R @BKI8 NQJADMEB&MC D@BG

OK@SENQL RSI® SEEVEB @ SDD@IHUDC RDQUIMYBEAS® AX BNLO@QHMFEIS BINS $" BDO®B@SDEM S
BKDMSSQTRS RSB@S RHFMBIZ BDQUDQ IBFEIEBSD

*E @ RDBTGDSVNQJ BNMMEBIB@MMNS AD L@CD ADSVDDM RDGIDMZ @MTIB&X SDLONQ@QHK&Z@MBBDOS S
RDQUB®REKRHFMDC BIDR®SD

*M @ A@CDQ BNMMEBSE®S HMBKTGDRSDQMDBLESD CDUHBD RTBG @R @ B@LDQ@ 1GR® RDIQORIK S
@M@BNGDC UHCDN SNHDEE RH@S 5GDMIRDQ HM @M *MSDQMDS$IRNERIBES S @ 59 BALDQ@ G@UD @
RHFMDC RDQUDRBEER@S HIBRFMHYDC AXIESG" BDO®)B@SD HVGISREFRDASQTRS RESNQ

*EGSD B@QLDQ@ B@MMNS L@JM@A®UVRDQ BNMMINGS XNT L@X G@UD SN SDLONQ@QHKX BNMMDBS TRHMF GS¢
XNT RVHSBRIE@M GSSOR SN @M GSSO BHMWMDBGOSEEB ARVRDR'B@BGD ARERGSDLAIGFGED GSSO
BNMMDIBISM

5GD ADRS OQBBIHR SN TRD NMKX RDEYBQ EDRBHFMDONS @ BDQ&B@SD GMEDMSR” RS@BMC
AQVRDQ SQTRSIFSEQHR BG@OSDQ DWOK@HMR IG @VFEDHDREBRQSD HM BNRSIEISHMRE@KRHFMDC
RDQUDQ BBB@&SD HM @ B@LDQ@ TRHMF HBRBNRIAFITQES
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HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD 4XRSDL RDBTQHSX

4DE RHFMDC BIEpB@SDR
8GDM XNT BNMMDBS SN @ 4TODQUHRN® KIMOBMYSEN NG ENEDYQRELD TRHMANQJADMBESD

OK@SENQL RSI@ ETMBMHMF @R @ RDPRDKSR HSR COR@BRKIFMb@dium BD@®B@SDSSNQJADMBG
Figure 4. " RDIE RHFMDC BQ&SD
Identity Verification >

A Unable to verify host identity

The supplied certificate could not be validated:

- the certificate was issued for a different address
- the certificate was not issued by a trusted authority

Properties:

Version w3

Serial Mumber 45 46 05 20 &= bk c9 92 0a 21 44 37
Izzued By Niagarad

|zsuer DN CH=Niagarad,0=Tridium, C=1U5
Subject Niagarad

Subject DM CH=Niagarad, C=Tridium, C=15
Mot Before Toe Oct 23 13:32:02 EDT 2018
Mot After Wed Oct 23 13:32:02 EDT 201%
Key Algorithm RSR

Kew Size 2043

Signature Algorithm SHR2SEWITHRSL

Signature Size

Basic Constraints
Keyw Usage

Extended Key Usage
MD5 Fingerprint

258

Subject Type: End Entity

digitalSignature, keyEncipherment

TLS Web Server RAuthentication (1.3.6.1.5.5.7.3.1), TLS Web Clie

97:39:el:0d:3d:2e:73:63:94:02:02: 2d:deic8:0d: 22

Accept Reject |

NT B@M 8I@S55IR RDQUDGIGB@SD HR REKVIDCEIRSEAM $' RHFMDC ADB@TR&tHy OMODQSX @MC
Subject OMODQSXD@ERD R@LD *MGAIZQ VIER HS RHFMDEHSRDRXRSDL B@MGRR BBIQB@SD SN DMBQXOS
C@S@ SQ@MRLHSSDC ABSWIDE B& RDQUDQ ATS HS BONRBEJHRDSD SNEOWSB @ SECSRDQUINT
L@MT@X @EBMEB@SEDSRDQUDQ AX @BRE@IR ACRHFMDC BRO®SD

'NQ BNLLTMHB @M ADSVDDMHEDR® SN AD RDBIKBNTS GTL@M HMSCHNNMNDED BG OK@ SENHDIVRSI®RS

O@RDMS SN EDRIS HSR NVM RHFMDC RIMpBESBRD@SIC DEIBGRWDDCR @ BNGR RES $" BDQ®B@SD
TRDC SN RHED RDQUDQBFEBSD RI@SS BIOMS B@M BNDEENRHFM@ST@MC UDGHHE R 5QUDBCDMISX
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4XRSDL RDBTQHSX HOF@Q@ &MSDQOQHRD 4DBREHSM ®WIRSEQ@RHMSDM@MBD (THCD

&@BG NYRDQ XNT TRD VGHBGHINMB®RHDBE @KFNRR SD INS $" BDQFB@SD TRDC SN RERDSUDQ
BDQ®B@SD R RDMS SN HS

"ESDQGD HCDIVEX NE3 RDQUDQ HR UDQHgDC DMBQXOSDCHBINLTRHMBESGHAFB @SD JIDXR ADFHMR

SNMMDBIHINMREE DOTHIRDBTQHSX
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Figure 5. $DQBgB@SD .@M@FDLDMBSARRSNQ
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4XRSDL RDBTQHSX

Certificate Management

Certificate Management for Nl'ag

/ User Key Store ~ System Trust Store  User Trust Store  Allowed Hosts

ser Key Store  System Trust Store  User Trust Store  Allowed Hosts
User mey owie SR
Alias Subject Not After Key Algc®
& controllercert  192.168.1.10 Th Nov2614:16:21EST2020  RSA
rootcertificate  TheCompanyRootCertificate Wed Now 27 14:11:01EST2019 RSA
u supervisorcert 192.168.1.9 Thu Nov2614:16:56 EST2020 RSA
[£) view | [ New ‘ [} cert Request ‘ &
[5 import | [% Export | i Reset | »

Certificate Management

Certificate Management [*localhost”

User Key Store  System Trust Store  User Trust Store  Allowed Hosts

O

You have local certificates:

User Key Store 1 objects
s St NotAfter Key Algorithm  Key Size &

0 supervisorcert J Thu Nov26 14:16:56 EST2020  RSA 2048
View ‘ [E) New ‘ [5) Cert Request | & N

Elmnort‘ |5 Export ‘ ¥ Reset ‘

Certificate Management

Certificate Management " 192.168.1.10"

UserKey Store  System Trust Store  User Trust Store  Allowed Hosts

You have local certificates:

User Key Store 1objects

T Coinok Not Af Key Algorithm  Key Sizs @
0 controllercert ’m Thu Nov2614:16:21 EST2020  RSA 2048
View ‘ [E New ‘ [} cert Request | &

IReset‘

[E mport ‘ [& Export ‘

5GD REPM B@OBSR@GN\GBERDQ ,DX 4SHS@A ENRDD RDSR NE BPB®SD RENQGHBG XNT B@M @BBDRR EQ

8 NQJADMBG

$KHBJHMRNKR $DQBgB@SD .@M@FDINIMSB/IFGS8 NQJADMBBQBgB@SD .@M@FDILDMSY

'NTQ RSHE® ONOTK@SD BE@EB@SD .@M@FDILMISD@BG \GI® S@A

a 5GD6RDQ ,DX 4SRG@A BNMS@HMAKA SENQLHREEFDQUDQ BFRB®SD
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LNRS BNLLNM DWSDQM@+BOSS GIFHISR

a 5GD6RDQGTRS 43INe@A BNMS@HIMRNS $" BD@®B@SD FNMKX HSRIGE ABX NEIB3BNLO@MX VGDM
HS RDQUDR @R HSR NVM $"

a 5GD'KKNVDC )NRSR@A BNMSGEIMREBRHFMDC BRE® SFRESDOTHRGTL@M UDQHIB@SIEBHQ
@TSDMEBHSX

*BNMR HCBEI&® RS@SD NE D@ BGBDQS GMS@AR B$EDQBgB@SD .@M@FDLDNY

a "FQDDM RGHDKG \@BGDBBE) L@Q% HCDM§DR RHFMDCHRB@ESDR @MMNG@DORWBBNSIR EDK
RHFMDC BB§E® SRS G@UD ADDM @BBDOSDC

a " XDKKNV RGHDKG\@8 DWBKEN®S@C( ' HCDM§DR @ RBKFMDC BRO®SD " RDQUDBAJEISD HR
NMD NES®RD TME HS FDSR RHFMDENSGD BDGR)B@SD HRUENDNMD KBRD 5GDAIR MN GHFGDQ
@TSNQHSX SN RHFM HS

a " QDC RGHDK@V@S/GHSCE} HCDM§DR @IQBSDC DWBDOS

&WO@MIIFGD KNEZIRSK@SENQNCD @MC CNTAKBBH$PQBEgB@SD .@M@FDINIDIS/FGS KNEZNIRS
1$ $DQBYB@SD .@M@FDILDMBEGDRD RINADKNMF SN @ TIK@SENQL @MINRE@S

&WO@MEF @ BNWIEIIK@SEN@MC CNTAKBEKIMPQBgB@SD .@M@FDINIMSB/FGS BNMSKDR”
$DQBYB@SD .@M@FDLDMSEGDRD RINDADKNMF SN @ BKDSMK@SENQL GHMVRS @S

5GD B@BC NTS HMENGI@®ANUD DWOK@HMR GNV SB @EBHRE SD .@M@FDLDMSRBAD@BG

8 NQJADMBBMEK@SENQNCD 5GD R@LD RENENQ D@BG OK@SENQU BE@IKRN @U@HK@AIGDISIGBO/S
MNCD HEB3/@U S AX DWO@MES@8IM $NMgF  4DQUHBDRK@SENQL 4DQUEBIDRCNTAKBBKIMF
$DQS.@M@FDQ4DQUHBD

5N @BBDREDSR@LD RBRQJ RHMELBVDA 6* BKBSNMIQKDQ 4XRSDL 4DSTEDLNSD %DUHBD$OQBgB@SD
.@M@FDLDMS

5GD FN@K ENQ D@BG OK@$BNOHRE®S HSR RDYEQIEDYSHBG HR UHBBERMCHISASRCEN AD
RHFMDC QM RGHDKC AGTIH@IS $" BDOR)B@SD GMMSRSDL §TRS 4SNGBRDQBTRS 4IN@MC ENQ HSR
"KKNVDC )NRSR@A SN AD DLOSX

5N CDLNMRSQ@RE@MISMRGER BG@OSDQ @RRTLORRDIUBPIF @R XNTQ NVM $igRIDED GI$QHSX 5GD
RSDORPTHIR@ CLHMHRBM@EBOHUHKDFDR @ MQJATIMERB! ED@SD @NS $* BDQ®B@SD DWONQS RDQUDQ
BDQ®B@SDR RHFM RDQHIBEEDISHFNIRVIBRSR HLONEIS $\@BJ HMSDERDQ ,DX 4SNE@MC HLONGS S
QINS $" BDQ®B@SD HBBNRSESRBRDQBTRS 43NQ

(DSSHMF @KNTQ 1,* B8 @SDR BNMRETQ BMS RGNTKC LAHEDKD@RHDQ VGDM XNT RS@QS BNMgFTQHMF MDS
CDUHBDR 56G0Q(9( #;(;065 #,*<90;@ <0+, OQUHCDR LNQDS@HKDC HMENRIL@SNTS GNV 1,* BBR®SDR
VNQJ

$D@EVIF BOESHB@SD RSNQ@FD
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ENKCDQ HM HSR 6RDQHEIER Q@MC K@SDQ NQ 4XR/MN@P@Q@"9

Prerequisites:

:NT G@UD @CLHM OQHUHKDEDRV@MMEFRINQIADMBG! @ 1$ 4TODQUHRNGERQWSRD K'BNMEKDQR
G@UD ADDM BNLLHRRHNMDC

4SDO 5N NODMGED$DQBgB@SD .@M@FDIINK IBBSNNKR $DQBgB@SD .@M@FDLDMS
SGHR NODNHRES NQIJADMESSD6RDQ ,DX 4SNQ

4SDO 5N UHDMVGEBxcertManagement ENKCMWO@MELIE/@U 8 .X)NRS .X'HKD 4XRSDL 6RDQ
JNLD BDQS.@M@FDLDMS

4SDO 5N BR@SD @ MDV ENEBEQIBEBDQS.@M@FDLOMEAC BRIDV  /DV 'NKCDQ
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4SDO  /@LD SGD ENKODQicert
4SDO  $(D@SD SVN LDNENKCDQR M@IGIMFB&verCSRs  @MGignedCSRs

Result
5GD gKD RXRSDL NM XNTQ 1$ RDQGD B RIS @ KHONB @80 RPIES O 1,* BDEB@SDR

Figure 6. 5GD BDMSQ@KHINB @) BOB®SD L@M@FDLDMS

Certificate Management

Certificate Management [*localhost”
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You have local certificates:

User Key Store 1 objects

'B My File System " c i NotAfter Key Algorithm  Key Size ®
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Certificate Management
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[ import [S Export X Reset
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Figure 7. $DQBgB@SIHY @ QK@ SENQL SNSICHSBTRDKBBEVR

Certificate Wizard 4

® options for certificate creation and installation
Certificate checklist

Please select the options below for generating and signing the server certificate foryourtarget host:
Generate server certificate
[# sign server certificate
@ Sign with local CA certificate Generate New
[# Install CA certificate to target usertrust store
] Export the CA certificate

&> Export CSR forsigning by external CA

[0 Set the minimum TLS level for all services (niagarad, fox service, web service): TLSvl.2

Finish ¥ cancel

"R @M @BQM@S SN TRHMEBBQBgB@SD .@M@FDII®ISR SNDEISD @MC HVRS@ENS BDIQEB@SBS
$DQBgB@SHY @EDMDQ@SBR NS $' BDORB@SD @MC DWONTSRMISAMHSR IG5 ABX HNDO@ Q@iS! SN
HMRE@ K @WEDQ

NOTE: 5GD$DQBgB@SIHY @ QR HMSDMCDC SN AD TRDC ENQ @ RHMFKD KD NSEN@BIERBNMHMF
LTKSHOKD OK@SENQLR

5GD$DQHIB@SHY @ Q@X AD BNMgAIQ SN ODQENQL RNLD KINEER ENKVHMF S@RJIR

(DMDQ@SD @ MINSGS" BDQ®B@SD KB ENB@K GEHES B@M AD TRDC SN IRRBIQUEQBIBIBSDR
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5GHR HR @BBNRGEC UB@BQBgB@SD .@M@FDIIME ENTMCGDS SIQJADMBENKRDMT

SRR O R I O R

(DMDQ@®F @ $" BDMEHAB@SD @MC RHFMDC 4B@HB@ SDQEIMIOYEHB@ D& Q
5GHR 8BDCTCDRBQHADR GNV SNeIRD@BgB@SIHY @ YNQJIhNV SN BNLOKDSD @ RDQHIMRR@BDKIBSDC
RSDOR ENQ @ OK@SENQL @GWINQ RS@S

Prerequisites:

‘NT G@UDBSB QPTHIT @ TBNQHSX INBSD BEGE@ SDRT:@DVNQIHMF$NQJADMBG/ @ BNLOTSIES HR
CDGB@SDC SNHRB@ESD L@M@FDLDMS HRGNHMEDSMDERGSLO@RXY @MC HR OGXRKB@BETEM @
U@BNQ IEDQ RDBTKNBENM NT G@UD @TSA CQHUD@CX SN VGHBG SN ENORNS $" BDG®B@SD ENQ R@ED
JDDOHMF

4SDO  *M8 NQJADMBEODM @ KNB@®E OK@SENQL BNMMBECEMEO KB @SM %RHBINQHDV BRJ
4SNGSN RSNO @MXRBE® S HR QTMMHMF

4SDO *M &D/@U 8@ QHFGHBKNMGE® OK@SENQL @RS$SBPHgB@SHY @Q
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5GD$DQBYB@SMHY @ YHMCNV NODMRRDK @ XHMANWISENQ IBFEIBS D BENM @MC HK@RIBEIK

@ options for certificate creation and installation
Certificate checklist

Please select the options below for generating and signing the server certificate foryourtarget host:
[#] Generate server certificate
[ sign server certificate

& Signwith local CA certificate (Generate New

[# Install CA certificate to target user trust store

———»f | Export the CA certificate

&> ExportCSR forsigning by external CA
[ Set certificate to be used for niagarad, Foxservice, and web service

—3of | Set the minimum TLS level for all services (niagarad, fox service, web service): TLSv1.2

Back P Next Finish ¥ cancel

4SDO *M @GCHSNM SI8BS CDE@ROKDBBS/R BNMJPBYN NOBNM@KODQGBHR

a 5N DWON@EDEINS $" BDQ®B@SDEFHSR OQHU @ SIHEINEWONQSE$" BDQHB@3b HR
@ FNNC HCD@ SN A@BHRCBBIQB@SD EBQ @K RSNQ@FD HMK®I BRENEVIQ

a 5N BNMgFDR&D 5-4 UDQRHHAIRS LHMHLTL 5-4 KDUDK ENRD@K/HBBRU

NOTE:

5-4U @MC5-4U @@ RBKRTOONQSDC ENQ A@BBNR2Q@BHEBX ATS HS HR
@BNLLDMCDC SN TRD 5-4U @MC GHFGDQ
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5GD$NMgFTR $" $DQSHgB@SEMCNV NODMR ENQ XNT SNEMINS $ BDO®B@SD HMENRM@S

Configure CA Certificate >

Generate Self Signed Certificate
Generates a self signed certificate and inserts it into the keystore

Alias CA Root Cert Acme Ops (required)
Commaon Name (CN) Acme Support Ops (required)
*thiz may contain the host name or address of the server

Organizational Unit(OU) |Rcme Support Ops

Organization (0) Bcme, Inc. (required)
Locality (L) Richmond

State/Province (ST) Virginia

Country Code (C) Us | (required)

Mot Befare 25—Jan-2021 05:43 PM EST j

Mot After 25-Jan-2022 05:43 PM EST|Z

Key Size > 1024 bits @ 2048 bits > 3072 bits <> 4096 bits

Certificate Usage &> Server <> Clien 0 Code Signing

Alternate Server Name

Email Address supportlacme.com

[] pigital signature [] Mon-repudiation [] Key encipherment
Key Usage |:| Data encipherment |:| Key agreement Certificate signing

CRLsigning [] Encipheronly [] Decipheronly

4SDO  *M SD$NMQFTRQ $" $DQSHgB@SBBEMCN\GK HNEB ENQL @MBHRIK

4SDO  8GDM ORLOSDC ENQ@HU@SD ,DX 1@RRYNSDQ @MC BNMgQNFRE®RRENHMHLTL

BG@Q@BSDQR HMBKTCD @S KD@RS NMD NKR@E®E KD MOMDTBAIRD BG@Q@BSDMB®MC BK
0, 'NQ DW@LOKPrivate123%
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4SDO

.@@BG

4XRSDL RDBTQHSX

5GD RNES\D@3Q@SDRSMDVNNS $" BDQHB@SD GDI/A@BINOMC 8GDM BNLOKDSED YHY@Q
NODMR @MNGNMGFTR $" $DQFHgB@SBEMCN\BGHR NMD HREN@BQUDQ BFEBSD

Certificate Usage
Alternate Server Mame

Email Address

Key Usage

Configure Server Certificate >

==| Generate Self Signed Certificate

= | Generates a self signed certificate and inserts it into the keystore

Alias ServerCerthcmeSup (required)

Commeon Mame [CM) Acme Support Server Certificate [required)
*thiz may contain the host name or address of the server

Organizational Unit (OU) |RcmeSupport

Organization (0) Bcme, Inc. (required)

Locality (L) Bichmond

State/Province (ST) Virginia

Country Code (C) Us | (required)

Mot Before 25—Jan-2021 05:25 PM EST j

Mot After 25-Jan-2022 05:25 PM EST|Z

Key Size

ent > CA > CodeSigning

Support.acme. com

supportlacme. com

[[] cRLsigning

OK | Cancel |

> 1024 bits & 2048 bits <> 3072 bits > 4096 hits

[ pata encipherment [] Key agreement [_| Certificate signin
[ Encipherenly [] Decipheronly

*M SDSNMgFTQ 4DQUDQ $BGE@SEMCN\YK HMED ENQL @MBHRK

5GHR 8BDRR FDMDQ@SDR @ ROMY SHRE
@ BIOMS ATSISRSENSV HHRTSIMDKX EFI‘WIBB@R @ NMD @MCGRHMRE SENQL @RS\

RG@ED R@LD SQTRIRENEX NMD RDQUBYBOSBIRET :NT VHKMDDC SN QBB HY@Q
@F@HM VGOMNFSBBIQB@SD DRBROHQ

X SN AD RHFMDC 5GD OK @is ENDQIDZHXD
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4DQUDQ BIYBRSD FDMENMEISBBTQRBME@BIRDMC 8GDM BNLOKDSD $HY@RQODMRES
$DQBgB@SD 4HFMHMENV

Certificate Signing *

Certificate Signing
W Sign a certificate signing request with a selected CA certificate.

Select a certificate signing request to sign:

EerverCertAcmeSup
Properties:
Subject Acme Support Server Certificate
Subject DN C=US,5T=Virginia,L=Richmond,0=Acme\, Inc.,0U=AcmeSupport,CN=
Key Algorithm RSA
Key Size 2048
Signature Algorithm sha256WithRSAEncryption (1.2.840.113549.1.1.11)
Signature Size 256
Extensions:
Identifier: X509v3 Key Usage (2.5.29.15)
isCritical: true

digitalSignature, keyEncipherment
Identifier: X509v3 Subject Rlternative Name (2.5.2%.17)
isCritical: false
E ¥X50%v3 Subject Alternative Name (2.5.29.17)
Acme Support Serwver Certificate
SUpport.acmes . com
supportlacme.com

Identifier: X509v3 Issuer Alternative Name (2.5.29.18)
Mot Before: |25-Jan-2021 05:56 BM EST j
Not After: 25-Jan-2023 05:56 PM EST|4
CA Alias:
EAPﬂssword: )

Save As: PEM

0K | Cancel |

NOTE: 5GD RDQUDQ BIE@BSE@S HR @ANTS SN AD RHFBMECKREIBIVCB@MMNS BG@BIFD S
RDKDBSM "KRNGB QNS $" BDO®B@SD @BILES O@RRVA@ME@RQ@CX HCBYC 5GDERIR MN
MDDC SN L@JDGYIR) RDKEMBYBR NQ DMSQHDR

4SDO  *M 6D$DQBgB@SD 4HFMHMEN@UHDVGH CDS@HKR RHLIBODWEBLOKD RGNVM @B BK
SN BNM#™MTD
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4SDO

4SDO

4SDO

.@@BG

4HMBD VOHT MNS BGNNRD SN D\8ON@S $3D VHY@CQNDR MNSIROK@X HS NE®DQRHRBEX SN
HLONQSB RHFMDC $43 HMENMSODQUHRNERBERDQ ,DX 4SE@MCED MDVNNS $"
BDQ®B@SD HMSRBISBTRS 4SNGGDM BNLOKDSBS VHY@KODMRES$DQBgB@SD &WONQS
VHMCNV

Certificate Export >

Certificate

[#] Exportthe public certificate

TableView = ASN.1View PEM View

Properties:

Version 3

Serial Mumber 43 03 05 93 11 04 a3 91 €= 8a 43 ££

lzsued By CA Root Claires BC

lssuer DN CW=CL Root Claires PC,0U=Tridium TechPuks

Q\ Private Key

[#] Exportthe private key

Private Key Password (required): (esssssssse

[#] Encryptexported private key

[#] Reuse password to encrypt private key

0K | Cancel ‘

*M SD$DQBgB@SD &WUNPSN\HM @EBNM S5 CDEGROKDBBS BEIGD NGENM@K BGDBJ ANW
&WONQSSOQHU@SIMMSDGB OQHU@SD JDX 0@ RBMIS@ED,

#X CDE@16D VHY@QWONQSR SINS $" BDQ®)B@SDENSKX HSRIGFABX 5GHR HRN®@QB@SD
ENQIRSQHHMISID NS $" BDORB@SD VGHBG LTRS AD HLONQ@EBRBAGTRS 4SNE DUDQX
OK@SENQL RSIENTFGNTSED DMSDQOQHRD @B@&IESRSR @M HMR SEDBIBI)SUTSB@MC
@MX N@RDQ TRDC SN LNMHSNQ @MKGNRERSDINT DWONQNESS" BDORB@SDEHSR
OQHU@SD JDX NMBDENQONRD NE A@BIHMF HS TO BXGBREBTQ

5GD VHY@RODMRES$DQBgB@SD &WONRISNY

6RD §D ENKCDQ HBNM SN KRERBSI@ FD KINBEESEDDWONQSIINSS" BDRRB@SDEM S

KNB@XRS gKD RXRSDL RTBG @R @M @CCDC RTAENKOBAagMNTQENKCDQ @R RGNVM NQ @
SSTLA CQHUD @MBB@UD

8 HSHMGBcertManagement ENKCDONT B@MB@SD RTAENKCDQR ENQ RINBEEDEIQSIC

BDQ®B@SD RHFMDRVIBRER $43R *GCE@ANUD DW@LGRIBISNS$DQSR ENKCDQ HR @ RTHS@AKD
KNB@SM ENEDSINS $" BDQHB@SDFHSR ORBKIDX VGHED B TKENKCDQ RHLTK@SDR @ RDBTQ
RSNQ@FD KNB@®ENEDIINS $" BDRRB@SDEHSR OQHU@SD JDX VGHBG RGNTKC AD JDOS TMCDQ K
@MC JDX

OM BNLOKDSIMGD VHY@@BJIMNVKDCFOR $® DWONQS V@R RTBBDRRETK

5N BNMSVTD IBBD,
5GD4DKDBS 48@¥HMCNV NODMR



4XRSDL RDBTQHSX HOF@Q@ &MSDQOQHRD 4DBREHS M ®WRSQ@BHMSDM@MBD (THCD

4SDO  *M 6D4DKDBS 45@8HMCN\BKIBJGD CQO CNVVHRS NK RSE@SVR FBDIK@SENQL %@DLNM
)NLD @MC RDKDB®RSIENM SN 405DF5-4 KDUDKR NM @180,BK
5GD VHY@QHROK@XRNE@RR RTLL@QX @R XNT BNLAKDEMYHNTR RSDOR

4SDO 8GDM ORLOSDC VIgS&D LDRR@FD K'KODQRSIRIBENLOKDSD HBD, @MEMHRG
5GD VHY@IWNCHgDRE® RSENIRANF gKD HEDSLK@SENQL %@DLNM )NLD

Result

5GD$DQBgB@SHY @ QTBBDRRETKDMDQ@ &EDAVDY RDQUDQHBB@SD KRR ODQUHRNQ 1$ @GDIGLB/

QINS $" BDO®B@SD ENQ TRD HM RIGENHRIFNSO HEB@SDR 5GNRBIFR@SDR BPONQSDCEN S
BDQS.@M@FLDMS ENK@DKNB @K gkD RXRSDL ENQ RTARDPTDNENMROKEICVHY@RDSGD 5-4 KDUDKR NM
5D RDKDBSDCHRSESSS RDKDBSDC U@KTD 5-4U

$D@SVF @RS $" BDQEHB@SD

"BNLO@MR'QNS $" BDQ®B@SD HREGRRENDC BDB®SD $NLO@MH®B RDQUIG®RGNVM $" TRD HSR
OQHU@SD JDX SNGOHYIVSDREED RD@EHEMS @MC BNCD RHFMHOERGEEIFS SRSS" BDQRB@SD
@RHCDR BEBSNQJADMBBQBgB@SD .@M@FDIARDE ,DX 4SHEHS ANS HSR ORBK@MC OQHU@SINIDXR :
DWONQS HS MN&X HSRIGEABX RB®S XNT B@M HLONQS HS HMSN D@ BGHIHRBEEIQ@TRS@SNQ

Prerequisites:

:NT G@QUGB DPTHIT @ TBNQHSX INGBED BEGE@ SDRT:@MVNQIHMFEHNQJIADMBGA @ BNLOTSB@ES HR
CDCGB@SDC SNHRIBESSD LOM@FDLDMS HRGINSWSDGMDERBELO@RXY @MC HR OGXRKRB@BET &M @
U@BNQ EDQ RDBTKNBENM

4SDO  "BBDRRGD8 NQJADMEBQBgB@SD .@M@FDILMY AXIBBIHNRNKR $DQBgB@SD .@M@FDLDMS
5GD$DQBgB@SD .@M@FDILMIY NODMR GRERDQ ,DX 4SRQ

/ Certificate Management ~

Certificate Management for Niagara Workbench
User Key Store System Trust Store User Trust Store Allowed Hosts

Alias Subject Not After Key Algorithm Key Size Valid i
e  default  Niagara4  19-Sep-20244:10PMEDT  RSA 2048 true

7D}
®

Reset

=
o
E]
E}
-
o
3

"RNEFHOF@Q@ SGD CDE@fridium BDQ@®B@SD VOBK@®BDC &O&fault BD@®B@SD
VGHBG G@R DMG@MBDORE@EISTERMMNS AD CDKDSDC R@BINVNES@ K@ F@ Q@QRHNM
VHKMNS AX CDE@MBKTCDd@mm BDO®B@SD ATS TORR®@ RXRSDL L@X GAQGLFNS
tridium @MGEdefault BDQ®B@SD

4SDO  $NMgQL 5@S XNT NODMBIBINQJADMEBRDQ ,DX 4SR@MC BBIGD/DV ATSSNM @HRANSSNL
NE GD UHDV

NOTE: *E XNT NODMOZEDSOK@SENQLHREDOBgB@SD .@M@FDILDMS AX LHRS@JD XNT B@M RS
BO@SD ENS $' BDORB@SD ATS HIMNEKAD @U@HK@AKIEBNNGEENBBQB@SDR

.@@BG



HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD 4XRSDL RDBTQHSX

5GD(DMDQ@SD BEKFMDC $BIgB@S8EMCNV NODMR

E Generate Certificate

Generates a signed or self-signed certificate and inserts it into the key store
General Attributes

Alias ® rootCACert (required)

Distinguished Name (DN) @ CN=Root CA Certificate, 0U=MyDepartment, O=MyCompany # (required)

Not Before @ 08-Nov-2023 3: 42 PMv EST
Not After @ 08-Nov-2024 3 42| PM v EST
Key Algorithm @®@RSA OEC
Key Size @ (O 1024 bits @ 2048 bits O 3072 bits O 4096 bits
Certificate Usage O Server O Client ® CA O Code Signing O Custom
Type Critical Value
Digital signature, Certificate signing, CRL
Key Usage @ true @ signing v (required)
4
DNS Name:Root CA Certificate
Extensions Subject Alternative Name ® @ false £ %
4
Subject Type=CA
Basic Constraints 3 true @ e S £ X

G) Add Extension

OK Cancel

"KK BDR§B@SDR ADFHMEGRIRMRC BIB&®SDR OMNGOXENS $" BDO®B@ I @HMR RBRKFMDC
ADB@TRD HS RHSR SNONES BDRIFB@SD BG@HM

4SDO  'HK HMEB ENQL @ MEHRK

.@@BG



4XRSDL RDBTQHSX

4SDO

4SDO

4SDO

HOF@Q@ &MSDQOQHRD 4DBREHSM ®WIRSEQ@RHMSDM@MBD (THCD

a 6RDAlias SN HCOHESGSIR @ RNEBSBDB@SD
a 6RD SDDistinguished Name (CN) DQHS LNCD SNgKNED EKKVHMF HMENQU®S

a 5GDCommon Name(CN) ADBNLDR@GDSubject @KRN JMNVM@EREHREFTHRGDC /@LD 'NQ
@ KNS $" BD@®B@SBIEommon Name(CN)L@X ADGD R@LD @FD8lias

a Organization RGNTKC ABBM@LD NGZBNLO@MX

a "KSGNTFQuocalty  @MGtate/Province @DQMNIPTHET @MCIE@QAHSQ@QX KGMUHMF S
AK@MJ FDMDQ@SDR @ V@QMHMF LDRR@FD

a 5GD SVN BG@Q@RBOY Code HRIPTHIT @MC LTRS AD @ JMNVM U@KTD RTBG @R 64 */
$" '3 %& &4 DSB QDEDQ SEI3*40 $0%& BNKTLM @S BNTMSQXBRCD NQ

a #@RDC NKB[NotBefore @MGlotAfter C@SDR BBEgER SDHEHK CDEFRITBN @ XD@Q
KNMFDQ ODQHNC HIBNIND®CDC @MC MNS SNKDQ@SDC AMRIQRARG @ MFHMF SN @ MDV
BDQ®B@SD @M TN@KDUDMOHIS @ XD@Q L@IDRHSIINGE @S XNTQ BOB®SD BNMSEHMR S
K@SDRS BQXOSNFQ@ OCER RBEMIBNREH MTLADQ NE NKC MDFKD B $iyB E3[BHIS
B@M AD RSNKDMIGMROQENQ OGHRGHMF @MC CQHUD @$E@ BRI Q

a KeySize CDE@IKSN "K@®DQ JDX HLRQDR RDBTQHSX @MC CNDR MNSKRHEEBSB@MS
BNLLTMHB@SMHED 5GD NMKX HLO@BS HS G@R EBMGXBMFSS S@JDR B® SIES
BDQ®B@SD HENKS

a 'NQ Certificate Usage RDKDE3

a 5GD)5.- (DMDQ@SD $B@E@SEMCNV KNVR XNT SN @CC DWSDMRHNMR VGHBG RODBHEX
HMENQH®&SB RTBG GRGMKID® RTAIDBS M@LDR @MCOREHEER SN BIDB®SDR

a ,@%:(, CDgMDRE® OTQONRD ENQ DW@LOKD DMBHOGDQLDNED @HB@EE REIFMHMF
NE 6D JDX BNMS@HMBGO BREEFB@SDT. B@M TRD H®PBS@HBB $R@FD NE @-BB@IRD"

JDX NMKX SN ODQLHSSDCHINMIR) @ DW@LOKD @ @PFENTKC NMKX AD TRDC ENQ JDX
L@M@FDLDMS RGNTKC GRUDX8&MBHOGDQLDMS AHS RDS

a #<)1,% 3;,9 5(;,0=, (4, @KNVR HCBPEBR SN AD ANTMGENRSTAIDBS KEIBBDRSB @SD
%DgMDC NBRMR HMBKTCD @M *MSD QINDEB RDIKTHSRRIE @ %/4 M@LD @M *1 QRFCQ
@MC @ 6MHENQL 3BRNTQM8DQ 63*

a ?7,5++ ,@ %:(, HMEB@SDR NMD NQ QNQONRDR ENQ VGEBBAFB@SD L@X AD
TRDC HM @#88M SN NQ HM OK@BDAGRSIB OTQONRIBG-HDC EMIDX TR@FD DWSDMRHNM
*M FDMDQ@KRSDWSDMRHNE OBR@Q NMKX HVHIM B Digis@ SDRT:B@MEB@SD @

BTRSNL JDX TR@FD DWSDEBRINM BS AD @M 0*96 WHEADQR RDO@Q@SDC AX CDBHL@KR ENQ

DW@LOKD
5GDPrivate Key Password VHMCNV NODMR

&MSDQ @MC BNMgQN@FRS@RRIN@MC IBED,

5GD RXRSDL HMENQLRO@S® BDASB@SD G@R ADDM RTALHSSIED SUNHa SD @OOD@QR
ADGHMGB *MEN LDRR@FIGESRSQ ,DX 4SHGS@AKD

5N BNMSVITD IBED,

5GD QNS $" BDQ&B@SD MNV DWHRBIRIBHESR JDXRGDS SIQJADMBRDQ ,DX 4SRQQNL SGHR
KNB@SM XNT B@M TRD HS S\GRIGFBINB @SDR HMSE@LSITC RD@HIMS @MC BNCD RHFMHMF

NOTE: 5GD DWBK@H@SHBN '| HMEB@ SDRASS® BDAGB@SD HR MNS RHFMDC HyB@$DQS
"TSGNQHSX 'NQ @ RBEIMS NQ BNCD RHFMHYB@BRHS LD@®ISS BDAGB@SDRMKS AD

SQTRSDC AGNQ O@0DRB 'NQ BND $" VGHBG HERIKES RNBR NE SQTRHRS HR MNQL@K @MC
DWODBSDC

'NQ $HR BBIQB@SD SNG@WIEB @ SELSBDRGB@SDR HS RHFMR XNT MNV MDDC SN BWOIKQEHBER VHS
OTAKB JDX @MC HLONQS HEDERISQGTRS 43IN(E D@BGIBKIS BNLOTSDQ @MC OK@SHENQL RS@S

4DKDBSB MDVNINS $" BDG®B@SD @ MBBKONQS

.@@BG



HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD 4XRSDL RDBTQHSX

5GD$DQHgB@SD &WONRIENV NODMR

Certificate Export

Information for certificate Root CA Certificate

Export format PEM v
B Export the public certificate
File Name rootcacert.pem

f

Private Key
JExport the private key
Private Key Password(required)
Encrypt exported private key
Reuse password to encrypt private key
Password

Confirm

CAUTION: %N MNSIBBIGD BGDBJ ANWERpbrt the private key 5GD NMKKID XNT BIBIGHR
BGDBJ ANW HR VGDM XNA@BJHMF TDBDRGB@SD SN @MNENB®B ENQ R@ED JDDOHMF

4SDO 5N BRQ@SIBS WINS $" BDGHB@SB@S WHBRHCD HM D@BGMIRDQBTRS 4INBKIBD,
5GD $D@®B@SD &WONQS VHMCNV NGO BIRJKHEIR CX SN DWONQS @R @ ODL gKD

Certificate Export X

LI File Spaces Current Path
CifUsers/ /- H tridium {certManagement

) My File System oA N £ | CIA rE

E] code-signing certificate.pem

E] root ca certificate 2.pem

E] root ca certificate.pem

n tridium.pem

N Bookmarks

File name: rootcace Save
Files of type: PEM Files S Cancel

/INSHBDGD $TQIMS 1@SH5GHR HR &R RXRSDL RIRIGD DWONQSDCHRBEESD

.@@BG



4XRSDL RDBTQHSX HOF@Q@ &MSDQOQHRD 4DBREHSM ®WIRSEQ@RHMSDM@MBD (THCD

4SDO  /@QUHF@SD SNa@ert ENKCDQ NQ KNB@S @TSA CQHUD @MBB&@UD
5GD RXRSDDQNQSE®S HS DWONGBBDESB@SD RTBBERRETK

4SDO 5N BNLOKDSBG[I DWONQHERK

Next steps

8GDM DWONQSDG\RMKX HSR IEF ARXGD QNS $" BD@®B@SD L@ X ADERHRSQHATSHTC @R @CX SN

L@OMTEX HLON@EDIINS $" BDGHB@SDEFNSMKX HSR IEF ABX HMSRERDQBTRS 43N SD BNLOTSDQ

TRT@&X @TODQUHRWODMFHMDDQHMF BNLENISDGHBG SN BB LAMKEKNQ \HE® HRHNMHMF INAKHMRS @K
SGHR BBQB@SD GRERDQBTRS 4INE @ILNSD OK@SENQLRIRE@®S

$E@MMF @ RDQUDEBIRBSD @MC $4HBBER@®SD 4HFMHMF 3DPTDRS

5GHR §BDCTIMBR@SDR @ RDQUBGEDES @MC HSR $43 50ERD @RS RSDOR HMWEEERDQUDQ IBFRIBSD
RHFMDC

Prerequisites:
:NT @RVNQIHMFHNQJIADMBG/ @ 1$ 4TODQUHRNGRQWIRD @ NMG@@®D SN BNMMDBES ENMEIKDQR

4SDO  0ODM SD$DQBgB@SD .@M@FDILIMIY ENQ XNTQENBEINQ @ BNIKSQAX QHFGBIBIKIK @SENQL
7HDVR $DQBgB@SD .@M@FDLEMB THXE SN BNMMDBSENGK@SENQL DRBIKS&SENQL
BQCDMSAKR @MBIBK
5GD UHDV NODMRS\&IS ENBTR NBDSRDQ ,DX 4SEQ

4SDO  $NMgQL 6@S XNTDABIDVHMETSBNQBS $DESB@SD .@M@FDLDMSARSNQ
4SDO  $KHBIDV

.@@BG



HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD 4XRSDL RDBTQHSX

" AK@MDMDQ@SD EBKFMDC $BIiQB@S8EMCNV NODMR

Generate Self Signed Certificate
Generates a self signed certificate and inserts itinto the keystore

Alias ControllerCert (required)
Commaon Mame (CN) 192.168.1.10 (required)
*thiz may contain the host name or address of the server

Organizational Unit (OU) The Department

Organization (0] The Company (required)
Locality (L) The Town
State/Province (ST) The State
Country Code (C) Us irequired)
Mot Before 28-Nov-2018 09:47 AM EST|3
Mot After 28-HNow-2019 09:47 AM EST j‘
Key Size & 1024 bits @ 2048 bits & 3072 bits &> 4096 bits
Certificate Usage & Server > Client > CA > CodeSigning
Alternate Server Mame
Email Address namdfthecompany . com
oK | Cancel |

4SDO  'HK HMEB ENQL VEISIMENQHEE ENEDBTQMIS OK@ SENQH RIS @88 kK
Aliass HCDM8DRE® SXOD NE BpR&SD @MC OTQONRORMGMAQNMon NameRGNTKC AB3*1
@CORR NQ CNL@HM M@ IGDNEK® SENQLHRB@Ganizaton  HRGD M@LD NG3BNLO@MX
%DgMDocality State/Province @MC SVNHEHDuntry Code  -D@UTertificate Usage RDS
@SGED CDE@Béerver @MC QQHCD @iviil Aeddress 5GD QRS NEB OQODGBR BAN@HM @S
SGDHQ CDB@@KTDR
"ESDQ @ AlB® BXRSDURSDR @GERM-MDC RDQUIMBOQIS VGHBG @ OO @EHDIPMIK 4SRQ
S@AKD @H3 XKRKV RGHDKC

4SDO  4DKDBSB MDV RDQUDQHBB@SD @MBIQS 3DPTDRS

.@@BG



4XRSDL RDBTQHSX

4SDO

4SDO

4SDO

HOF@Q@ &MSDQOQHRD 4DBREHSM ®WIRSEQ@RHMSDM@MBD (THCD

5GD$DQBEgB@SD 3DPTDRSAMESNY NODMR BIRDQUDQ BFEEBSD

Certificate Request Info ot

==|192.168.1.10
= | Information for certificate request 192.168.1.10

Properties:

Version w3

Serial Mumber 45 d& 05 20 cf Ta ce 7f 2a lc &9 b2

Iszued By 192.168.1.10

lssuer DN CN=1%2.162.1.10,0U=MyDepartment , 0=MyCompany, L=My Town,S5T=My Stz
Subject 192.168.1.10

Subject DM CHN=1%2.1658.1.10,0U=MyDepartment , 0=MyCompany, L=My Town, 5T=My Ste
Mot Before Mon Nowv 26 14:03:04 EST 2018

Mot After Tus Nowv 26 14:03:04 EST 2015

Key Algorithm RSL

Key Size 2043

Signature Algorithm SHR2S6WITHRSL

Signature Size 258

Basic Constraints Subject Type: End Entity
digitalSignature, keyEncipherment
TLS Web Server huthentication (1.3.6.1.5.5.7.3.1), TLS Web Clie

4d:1f:dd:01:d2:1a:62:587:35:94:09:91:581:fb:e6f: 2k

Key Usage
Extended Key Usage
MD5 Fingerprint

OK | Cancel

$NMgQL S @SH*RRTDC #®METAIDBEDKCR BNMS@BMEODBSDC *1 @RIEQQ CNL@HM M@LD
@MC BBD,
5GD$GNNRD &WONQBEBGNIKIMCNV NODMR

/@UHF@SD SNserverCSRs ENKCDQ XND@QDX )NRS
BDQS.@M@FDLDNRDQUDQ$43RMC BRA@UD

:NT MNV G@UD @ RPKEMDC RDQUD{pBOSIS GMCGK@SENQLHRBEBRDQERS 4INQMC @
BDQ®B@SD RHFNIRVIPRS ENEEES BBQB@ SD GBbt&tManagement\serverCSRs ENKCDQ

*E XNT @ QRHMF @M DWSDQM@K $GDB@EEER IIPPDRS SESDWSDQM@K $" @MC V@HS ENQ HS SI
@STQMDC RHFMDC

X 'HKD 4XRSDL 6RDQ )NLD

AHFMHMF @ RDQUBIGHEB@SD

4AHFMHMF @ IBEEEBSD HR @ RHNBRDTBDQSgB@SDR KNNJ @1BNSEK$SDGEB@SD .@M@FDLDMSARENIQ
@ KNSHAX'NKNV SD OBDCTIB@E X BNMgQLHMF @S D@BG@S XA BN QJIHMF & SNOBS RIDNR)
VHS $D BNRBSNNS @MC RDQUDQyBREH

Prerequisites:
:NT @QVNQIHMFEHNQJIADMB®A SD 1$ 4TODQUHRNQGIWHRB @S XNT TRDC ENIERIES RINS BDQEB@SD

4SDO

$KHBINNKR $DQBgB@SD 4HFMBR 5

.@@BG
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5GD$DQBgB@SD 4HFMHMENY NODMR

Certificate Signing

==| Certificate Signing
%] Sign a certificate signing request with a selected CA certificate.

4XRSDL RDBTQHSX

Select a certificate signing request to sign:

Mot Before; | 25-Nowv-2012 10:04 AM EST j
Mot After: 27-Howv-2020 10:04 BM EST j
CA Alias: rootcertificate
CA Passwaord:
0K Cancel |

/INSHBDGED SSBCA Alias HCDMSDRED QNS BDIEB@SD

4SDO  $KHBJGD ENKCDQ HBNBDSDHE-G SShIECt a certificate signing request to sign:

.@@BG

M@UHF@S:BdeE/erCSRs ENKCDQ XND@QDX )NRS

X 'HKD 4XRSDL 6RDQ )NLD

BDQS.@M@FDLDNRDQUDQ$4FKIBIGD RDQUDQ $43 @NEIEIDM



4XRSDL RDBTQHSX HOF@Q@ &MSDQOQHRD 4DBREHSM ®WIRSEQ@RHMSDM@MBD (THCD

5D $DPRB@SD 4HFMHMF VHMGBIY RHQUDQ IBFEEBSD NODMR

==| Certificate Signing
%] Sign a certificate signing request with a selected CA certificate.

| Select a certificate signing request to sign:

file:/C:/Usera/Tulie/Niagarad.&/tridium/certManagement/serve] Bl |

Properties:

Subject 192.1638.1.10

Subject DM C=U5,5T=The State L=The Town,0=TheCompany,0U=TheDepartmer

Key Algorithm RSA

Key Size 2048 |

Signature Algorithm sha2 56WithRSAEncryption (1.2.840,113549,1.1.11) [

Signature Size 256 .

|
Extenszions:
Identifier: X509%vw3 EKey Usage (2.5.29.135)
isCritical: true

digitalSignature, keyEncipherment
Identifier: X509%v3 Subject Alternative Name (2.5.2%.17)
isCritical: false
E X50%v3 Subject Rlternative Name (2.5.29.17)
152.1658.1.10
Controller Cert for 1%2.165.1.10
mailfthecompany.com

Identifier: X50%w3 Issuer Alternative Name (2.5.29.18)
Mot Before; |28-Nov-2018 10:04 BM EST 4
Mot After: 27-Nov-2020 10:04 AM EST |3

| CAAlias: rootcertificate

| CAPazsword:

OK | Cancel |

4SDO  7DQHEX@S®Subject HCDMSDRGH DWODBSDC OK@SERNMMRS @DER NQ CNL@HM M@LD @MC
@BBCAAlias  HCDMEDRED NS BDAGB@SD

4SDO 5N RHFMGEDS BDAB@SD DMSD@ES BDIQEB@BDA Password @MC BRD,
5GDcertManagement ENKCDQ NODMR

4SDO  %NTAKDBBIGDsignedCSRs ENKCDQ @ MBIBRUD

Result
:NT MNV G@UD @ RHFMDC RDEYBQ BIFQBRS

.@SBGHMF @ RDQUIHEBB@SD YAS® RHFMDC $43

- NT MNV HLONQEDSRHFMDC $43 HMBENRDQ ,DX 4SEEGDQ HS TOC@ SERNMQHFHM@K RDGUB@BDQMT
BQ@SDC

.@@BG
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Prerequisites:
:NT GQVNQIHMFSHNQJIADMBG/A @ 1$ 4TODQUHRNGRQWIRD

4SDO 0ODM &D$DQBgB@SD .@M@ FDWMIS ENQ XNTQGBNBSIKQ @ BNIKSQ AX QHFEBIBIKIK @ SENQL
7HDVR $DQBgB@SD .@M@FDLIEMB THXZ SN BNMMDBSSENGEHK@SENQL DRBMEK& SENQL
BQCDME82KR @MBIBK
5GD UHDV NODMRMEBIS ENBTR NBDERDQ ,DX 4SRQ
4SDO  4DKDB&B NQHFHM@K RDMYB@BDEMBIRBRONQS
4SDO /@UHF@SD SRstgnedCSRs ENKCIRDPKDBSIBERHFMDC $43 ODL gKkD @INVEDBIOM
S5D$DQBgB@SD *LONMBKICNY NODMR
Certificate [mport oo
==| Certificate Import
= | Information forimported certificate 192.163.1.10
EnterAlias |controllercert
TableView = ASMN.1View PEM View
Properties:
Version V3
Serial Mumber 45 dé 05 80 c5 f2 9d £3 c5 24 Bk eg
Iszued By TheCompanyRootCertificate
lzsuer DM CH=TheCompanyRootlertificate, 0=Thelompany, L=The Town,3T=The 5tz
Subject 152.168.1.10
Subject DM C=0U05,5T=The 5tate,L=The Town,l=The Company,lU=The Department,Ch
Mot Before Wed Mowv 28 10:13:44 EST 2018
Mot After Fri Wow 27 10:13:44 EST 2020
Key Algorithm RSL
Key Size 2043
Signature Algorithm SHR2SEWITHRSR
Signature Size 256
Basic Constraints Subject Type: End Entity
Key Usage digitalSignature, keyEncipherment
Extended Key Usage TLS Web Server huthentication (1.3.6.1.5.5.7.3.1), TLS Web Clie
MD5 Fingerprint TL:15:9f:a8:12:94:64:82:52:d1:358:46:£7:52:49:4e
OK | Cancel |
4SDO  $NMgQL S @%58IR HR MN KNMFIERE@RDC B SD @MBIBK

.@@BG

5GD*RRTDC #)DKC BNMS@GDMR@LD NEZRINS $" BD@®B@SD 5@AIDBENMS @HMR*S
@CAdRR NQ CNL@HM M@LD
5GD XDV RGHDKG\&IS DWBK@GHGL@QJ BG@MFDR BRMIREHDKG \@IBGDBJ L@QJ



4XRSDL RDBTQHSX HOF@Q@ &MSDQOQHRD 4DBREHSM ®WIRSEQ@RHMSDM@MBD (THCD

Result

5GD OK@SENQLHRBEENV HR NIgB3X SN BNMMDBS BRMBBRDMBIF HSR NVM $" RHFMDBJHIESD
$G@MFHMF 5-4 RGBSR

$G@MFD 5-4 4D$9FR HR E@HFR TMCDQ 1K@SENQL "CLHMMRBEHRASX BNMgBRRDBDG@NLLTMHB@ENM
HMBKAKIF CDgMHRB RDQUDQIBIEEBSD SN TRIOEENQKTR SENQL

Prerequisites:
:NT @QVNQIHMFSHNQJIADMB@MC B@M BNMMDBS SN XBNR K MBTHKEKR SN D@BGBKMIQ

5GD RDQUDQ IBFEIBSD CDERGSNGD REBIRHFMDOEault BDQRB@SD #IEXKT B@M L@JD RDBNMMDBEVIR
XNT MDDC SN BG@MFAR 8BIgB@SD 6B KDQUDQBFEBIB@S XNTERSDONT MDDC SN CHHR ENEDS
KNB@XRS @MC ENQ D@ BEENMEBIS MDSVNQJ

4SDO  0ODM @ RDBTQK@SENQL BNMMRIESSS BNMEKDQ ONQS

4SDO  %NTAKDIBBIGD 1K@SENQL "CLHMHRBIRESX
5GD1K@SENQL "CLHMHRSQ@S NODMR

4SDO  $KIBIGD$SG@MFD 5-4 ADFEFRTSSNM
5GD1K@SENQL 5-4 49 8BRHMCNV NODMR

State TLSOnly | State Enabled

Port 5011 :F‘Drt 5011

Certificate supervisorcert | Certificate controllercert

Protocol TLSw1.2 !Prutu-::ul TLSv1.0+

Use Extended Master Secret .- true I Use Extended Master Secret .- true

TLS Cipher Suite Group Recommended !TLS Cipher Suite Group Recommended
Save Cancel I Save Cancel

5GD VHMCNV NBISKDES HRENRNEINIRS @MEES NIB3 QHFGS HR ENQ KBIQMSQ

4SDO  $NMgQL s@S
a State HRLS Only
a Port HRS011
a Certficate HRGD RDQUDQBIRIBSD XNO@SDC ENQ D@BG OK@IHENIQL RS@S
a 5GD QRS NEB OODGBR MBNMgFDT @ $SHHQ CDE®TK

*LONQISMFED QNS BDBBHB@SD HMSN @ OK @SENGRBOERES 4INQ

8GDM RDQUHMF @R XNTQ NVM $" BEERRSIKIR SD NS BDGEB@SDEHSR ORBKIDX HMARER) BTRS 4SNQ

*E XNTQ RDQUDAJFEESDR BHFMDC AX @M DWSDQM @S’ BEFREXR SD @MOHBTAKK RGNTKD@XQAD HM
5D OK@SENQLHRERARRSDL 6TRS 43NQ

Prerequisites:
:NT @RVNQIHMF#HNQJIADMEE MMHMF NM @ 1$

4SDO 5N NODME$DQBgB@SD .@M@FDLMIY ENGDSOK @ SENQLHRBEBWO @KI@SEN@MC CNTAKD
BKB$DQBgB@SD .@M@FDLDMS

.@@BG



HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD 4XRSDL RDBTQHSX

5GD$DQHYB@SD .@M@FDILMIS NODMR SS6RDQ ,DX 4SRG@A
4SDO  $KHBIGDGRDQGTRS 4SNG@A
4SDO  $KHBILONQS

4SDO  -NB@SD @MC RDEDEINS BDRFB@RDODL gKDX )NRS X 'HKD 4XRSDL 6RDQ )NLD
BDQS.@M@FDLDMENSBDE@BMC BRDODM

4SDO  $NMgQL 5@S XNTD@RONESIFGD BNQBSNNS BDGEB@SD GNFSBG@O0SDEBSNKENS
BDQ®B@SD @MBBK
5GD RXRSDL HLONGSR®M!S BDI@FB@SD

Certificate Management

Certificate Management for "localhost™
User Key Store  System Trust Store  User Trust Store  Allowed Hosts
You have user certificates that identify these certificate authorities:

User Trust Store 1 objects

Alias Subject Mot After Key Algorithm Ke R

ﬂ mycompanyroot MyCompanyRoot TueMow2611:57:32 EST 2019

View | @ Delete | @ Import | % Approve

@ Export

5GD FQDM RGHDKG \&{3BGDBJ L@QJHBM@SDRES XNTQ BNLOREGNS BDAHB@SDEHSR
OTAKB JDX HREIMEBKDMS 6ROIIRS 4IN@@CX SN UD@GENGDINVEX NGI3RDQUDQ IBFEIBSDR
RHFMDC AX HSR OQHU@SD JDX

Result

:NTQ OK@SENQHRSI@BHRALX SN ETHNG @R WOBIS 6RHMAR BEQB@SD HS UDGKRER KRDQUDQBIEEBSDR
O@RDMSDC SN B8 @R HE @MC NM&RXEDHRHFMDC AGHR BEQB@RMQHU@SD JDX

NOTE: : NT MDDC SN CEHR ENEDSITODQUHRNQ OK@SEMM. @S@FBR ENQ D@BMNKRIQSIK@SENGHNRAE@S

*LONQISMFGED QNS BDBBHB@SD GDSWOIADMBRDQ BGTRS 4INQ

8GDM RDQUHMF @R XNTQ NVM $" BEERRSKIR SD NS BDIGEB@SDYHSR ORBKIDX HMARER) BTRS 4SNQ
*E XNTQ RDQUDEJHIRSDR RMFMDC AX @M DWSDQM@WS' BRI SD @MCHBTAKK RGNTKD@XQAD HM
5D OK@SENQLHRERAZRSDL 6TRS 43NQ

Prerequisites:
:NT @RVNQIHMFHNQIJADMEE MMHMF NM @ 1$

.@@BG



4XRSDL RDBTQHSX HOF@Q@ &MSDQOQHRD 4DBREHSM ®WIRSEQ@RHMSDM@MBD (THCD

4SDO 5N NODMGD$DQBgB@SD .@M@FDIWHMISBKIBANNKR $DQBgB@SD .@M@FDLDMS
5GD8 NQJADMEBBQBIB@SD .@M@ FDIWMIE/ NODMR GEERDQ ,DX 4SNQ

4SDO  $KHBJIGDBRDQGTRS 4INEWA
4SDO  $KHBILONQS

4SDO  -NB@SD @MC RDEDEB\S BDQEB@BDODL gkDX )NRS X 'HKD 4XRSDL 6RDQ )NLD
BDQS.@M@FDLDMBNSBD@BMC BEDODM

4SDO  $NMgQL 5@S XNTD@RONESIFGED BNQBSNNS BD@EB@SD GNRSBG @OSDGBNVKENS
BDQ®B@SD @MBEBK
5GD RXRSDL HLONGSRIS BD§B@SD
5GD FQDM RGHDKG \&{3SBGDBJ L@QIHB@SDRES XNTQ BNLOREIXS BDAB@SDEHSR
OTAKB JDX HRGIMEDMS 6ROTIRS 4SN@@CX SN UD@HENGDIVEX NGSRDQUDQ BEEBSDR
RHFMDC AX HSR OQHU@SD JDX

Result
8 NQJADMBROI CX SN ETHNG @R WDRKS 6RHEAR BBIQB@SD HS UDGKRYER KRDQUDQ IBJEEBSDRRIIMSDC
SN HSIRGRIK HE @MC NM&RXEDHRHFMDC AHR BBIQB@BIQHU@SD JDX

*MRSE@MF @RS BDABHB@SBHIGIBVICNVR SQTRIDRSNQ
'NQ BNLLTMHB@NEV SN AD RDBYGDM @BBDRRHMAHRNRFRIBGE /DA 6* @ BNLO@RI@RANS BDEEB@SD LTRS
AD HLONQSDC HEBNMEMCNVR SQTR®RSNQ

Prerequisites:
6RHMB NQJADMBXNT DWONQSGD NS BDIGB@SD HMFHMBSAQX XNT B@M @BBDERFDEKF 5GD
DWSDMRHNM BN @0R§B@SD gkD M@LD HR ODL

4SDO OM S5D 1$ NODM @HMCNVR BNLL@MEIOTS AX BIBIHMB@@BVIC SXOHvT
5GD$NLL@MC 1QLOSVHMCNV NODMR

4SDO  5XODcertmgr.msc  ~ @MC OQRMSDQ
5GD BDE§B@SD L@M@FDQ VHMCNV NODMR

&4 certmgr - [Certificates - Current User] - O ¥
File Action View Help
= |F c= HE

i Certificates - Current User Logical Store Name

] Personal o Dpersonal

- Trusted. Root Certification Au DTrusted Root Certification Authorities
| Enterprise Trust D Enterprise Trust

Dlntermediate Certification Authorities
| Trusted Publishers DActive Directory User Object

: Untrusted Certificates DTrusted Publishers

| Third-Party Root Certificatior Cuntrusted Certificates

| Intermediate Certification Au
| Active Directory User Object

| Trusted People

| Other People
| MSIEHistorylournal
| Smart Card Trusted Roots

| Client Authentication lssuers

DThird—Part}r Root Certification Authorities
DTrusted People

DCIient Authentication lssuers

DOther People

DMSIEHistDr}rJaurnaI

DSmart Card Trusted Roots

L4

.@@BG
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4SDO

4SDO

4SDO

*M 6D BNKTLM SBBQHFGS QHABSEISQTRSDC 3NNS $IyB% SD GISQHSENKCDQ @MBBK
5@RJR *LONQS
S5D $DPFB@SD *LONQS ENWHEIQNY NODMR

'NKKNV 6D RSDOR BB ¥HY@EN AQ/RD SNGB 6RDQ )NLD VGD@ED QNS BD@EB@SD ODL gKD HR
KNB@SDC RDKDBS SNWUHRMRK RDKGBYKD @MEEBIODM

'HMHRGB VHY@Q

*LONQISMFGED QNS BDBBHB@SD IGDSNES) @ $SNWUST@MDK

*LONQSMFGD QNS BDEQHB@SD HBBN-3" SNMSQK 1@MDK HR MDBDRR@QX SNORS @RIS@BIRBK@HEDQ S
RNESVIQ@X ETMESMHEDQVIEX EQ VG@S HR CDRBQHADC GDQ

Prerequisites:
:NT @QVNQJIHMF HMNCNVR NM @ I$TQNNS BDIQEB@SD HR @U@ HBEAHBIBERDQ )NLD ENKCDQ NQ NM @

SSTLA CQHUD

4SDO  $KHBJIGD 8HMCNVR 4S@QS ATSSNM @160 I8EDIaISVR SNINEQ@MDK

4SDO  *M 6D "K $NMSI® 1@MDK *SBIFSKCNTAKBEBK- @U@
5GD +@U@ $NWSIMDK NODMR

4SDO  4ADKDBSBADBTQHS®A @MERBI@M@FD $DRGB@SRRVDQHFGS

4SDO  *E MDBDRR@QX RbDEB®BSertificates ENL SGD CRO CNVVHRS

4SDO 5N @COE MDVNNS BDIQB@SIHBX.ONQIV@UHF@SIEBNYSIS BDEYB@SD RDKDBS HEB@MC BK
ggg'\éoags@so @OOD @DHRE S

4SDO 5N BNLOKDSBIS HLONQSHBEKNRI®MO,

&WONRKBF SN A@BJ TO BBIQB@SDR

OMBD @K8DB§B@SDR @N)OK@BD HS HR @ FNNC HCD@ SNBR@SR@SIRISET@ASCQHUD NGNS RSNQ@FD
CDUHBD RTBG @R @ BNLOKDSDKX RDO@Q @ TSI OIS U@ TK

Prerequisites:
:NT @RVNQIHMFHNQJIADMBGA 6D 1$ @S XNT TRDC SN RDS HyBOSIBR

4SDO

.@@BG

00DM §D8 NQJADMBBQEgB@SD .@M@FDILALIY AXBBIHMRNKR $DQHgB@SD .@M@FDLBMS
SSD6RDQ ,DX 4SRGRDKDBSIBNLO@REANS BDEGB@SD @MBBKONQS



4XRSDL RDBTQHSX HOF@Q@ &MSDQOQHRD 4DBREHS M ®WRSQ@BHMSDM@MBD (THCD

5GD$DQHgB@SD &WONRIENV NODMR

Certificate Export *

Certificate

[# Exportthe public certificate

Tableview = ASN.lView PEM View

Properties:

Version w3

Serial Humber 45 dg 05 20 b3 1d 32 81 1f &3 02 06

Issued By TheCompanyRootlertificate

lsser DM CH=TheCompanyRootCertificate, O=Thelompany

q\ Private Key

[# Exportthe private key
Private Key Password (required): [T

[# Encrypt exported private key

[#] Reuse password to encrypt private key
Password

Confirm

OK | Cancel |

4SDO  $KHBJIGD NGENM SRSWONG@SD BDASB@RMQHU@SD JDX
4SDO  $QD@SD @NAMERO@RRINEN AEDBSER OQHU@SD JDXBIVIC BK

.@@BG



HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD 4XRSDL RDBTQHSX

4SDO

4SDO
4SDO

4SDO

4SDO

Result

Q File Spa ces |E| Current Path
C:/Users/Iulie/Niagara. 7/tridium/certManagement; rootcert

4« O AhME | = | O-8 8

E] rootcertificate.pem

&) My File System

A Bookmarks [

Filename: | rootcertificate with privatekey.pem Save

Files of type: PEM Files Cancel

5GD&WONQS $HGER@§KD 0@ YHMCNV NODMR

"CC SN &D M@LD SDWS SNEHER@ISER gKD BNMSE@HNMRQIU@SD JDX M@ UHFmSRICSN S
ENKCE@)MC BRA@UD

$QQ@SD @ MDV ENKCDQ&Ndagement B@OGervercerts

/@UHF@SD SN D@BOERIQSTHEE $DIGFB@SD .@M@FDLDMS ENKCDQ @MC R@UD D@FRaSI)UDQ Bl
VHS HSR OQHU@ SD GDXVINS'HKD 4XRSDL 6RDQ )NLD BDQS.@M@FDLDNRDQUBISR
ENKCDQ

6RHMF 8IMCNVR" 'HKD &\DOBNQXGD DNHE)certManagement ENKCDQ SIE@®.S CQHUD NGDQ
KNB@&ISM

%DKDSBB BNMSDMSFENEERManagement ENKCDQ

DANGER: %0/05-&" 7&"3005%$&3 5**$" 5& 03 4&3 7&3 $&3 5**$" 5&4 8*5) 5)&*3

13*7" 5& ,&:4 */ " 1$ '*-& 4:45&. 5)" 5." :#&$0.130.*4&% 4503& 5)&4&

$&35**$" 5&4 0/- :0/"5)6.# %3*7& 03 1$ 5)" 5*4 %" 4&$63& "/% -0$,&% 7 "6- 5
"4" #&45 13"$5*$& " 70*% 4503*/( $&3  5**$" 5&4 */ 5)& $-06%

*E XNT BERVDCGEDRD G®DCTR 6D BNLO@WWBNLLTMHBENV VBISMGSHR RXRSDL HR RBBI@Q HM LHEB@ S
BDQ®B@SDR IMWBGIOM SDX DWOBKRT L@X MDDC SN RHFM @MC HLONQBJB@SBIR® F@HM

$SKD@MHMF GO 8SNR

"R SGHR CNBTLDMS DWOK @ {0DDEMVHMENBS @030 FN@K HR ENQ D@BG OK@BENON BEIRS @
RHMFKD $" RHFMDC RDQUDB ®SQ$HBRISR DX 4SNEGD INS BDGEB@SB@S RHFMDC GISHBI®XRSDL
5QTRS 4SNQBRDQBTRS 4SN@MC @KKNVDC )NRSRAFDS HR DLOSX "ESDMIDSE®RD BHY8@SORHR
OQBDCTRNOFLOSR XNT SN CDKDSBEMRHFMDC @MBDRSHRD TMEODQBDQEB@SDR

.@@BG
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Prerequisites:
:NT @VNQIHMFSHNQJIADMBGBA @ 1$

4SDO 5N NODMGD8 NQJADMBBQBgB@SD .@M@FDLDMSBKEBNNKR $DQBgB@SD .@M@FDLDMS
4SDO  %DKDSD @MX CaiH@IiK BDQ®B@SD EGDMRDQ ,DX 4SNQ

4SDO 5N NODM @ KIEBIR8 NQ BNKBD $DHYB@SD .@M@FDLDMSANMBIMD NEB EMKIVHMF
a 00ODM @MC BNMMDBSZRIK@SENQL @BIKESENQEDQBgB@SD .@M@SDLDMS

a 00DM @MC BNMMDBS3RBVMHMA-RO@E MBERIS@HM $NMgF  4DQUHBDR
1K@SENQL4DQUHEIFS. @M@FDQ4DQUHBD

4SDO  %DKDSD @MX CeiE@IiK BDQ®B@SD GDMRDQ ,DX 4SNQ
4SDO  $KHBIGD'KKNVDC )NRSRQA @MC CDKDSD @GHIR BB3REGHRS @A
7DQHEXHGIP BDEEHB@SDR

"ESDQ QTMMIEDFRS PHB@SHY @QNQ LAMKRIROEAF TO BBRB@SDR HS HR HLONQS@MSG®BNMgQL S
BNLLTMHB@&ISM VBISM XNTQ RXRSDL HR RDBTQ

Prerequisites:
NT Q@B $DOHB@SHY @QQ B SDC @MC HLONQSDC XNTQHYBE@EDRS
NOTE:

5GD OK@SENQL @NMRI@SV RE@ED R@LD SQTRIRSFEAKGES NQIJADMEBOGIB@SM G@R HSR NVM SQTRS
RSNID

4SDO  'QNL SGD KNB@K OK@SENQL CGNBIAKID SEQB@SD .@M@FDLDMS @ME@BBBORFB@SDR
VD@ HMREBGK
a 5GD RDQUDQBFEBSD @00D@DBRRIOSDX 4SHQ

a 5GD MDVNNS $' BDQ®B@SD @OOD @DBRDOKTRS 4SNRGHR HR @ BNOZINENES $"
BDQ®&B@SD DWONQSIDE DT A8 JDX

Certificate Management for "localhost”
User Key Store System Trust Store User Trust Store Allowed Hosts
You have local certificates:

User Key Store

3 objects

Alias Subject Not After Key Algorithm @
supervisor-ncloud N4:supervisor-nCloud:Tst-992F-13CF-3E1B-2348 Mon Jul26 13:50:13EDT 2027 EC
o default Niagarad Fri Dec22 10:38:44 EST 2023 RSA
5 newmansupOservercert Sup0 Server Cert Claires PC Fri Sep 24 07:56:53 EDT 2021 RSA

Certificate Management for "localhost”®
User Key Store System Trust Store User Trust Store Allowed Hosts
You have user certificates that identify these certificate authorities:
User Trust Store 1 objects

Alias Subject Not After Key Algorithm  Key Size Valid i

5 carootcertcnewman CARootClaire'sPC  FriDec22 10:38:44 EST 2023 true

.@@BG
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4SDO
4SDO

4SDO

4SDO

4SDO

.@@BG

'‘QNL SGD8 NQJADMBEKIBSENNKR $DQHgB@SD .@M@FDLDMS
$NMgQL @55 MDVNINS $" BDGRB@SD@EFDC ABRHR HMRS@VMBDSNEEADMBENQ TRD AXLH

8 NQJADMB@®R @HE¥S VGDM BNMMIFBSN OK@SENQLR @MERFRFS HB ONPIBIEF NT&S &S

S5HR HR MNS @ 4DQUDB@BDS5GNY$" BDORB@SD HR @U@ HKERWDBIEEBIQ TRD HM RHFMHMF
4DQUDQ $B@B@SDR

/NSHBDE@SS® UNS $" BDO®B@SD \B&RHLONQSDC H\BEN SIQJADMBRDQGTRS 45NEX §D
$DQBgB@SIHY @QNT MDDC SN HLONEISENS $' BDQ®B@SD HBER ENBI®G SN DMRE®S

S5HR HMRS@MBDSNEEADMEBERM HEK SD RDQUIMYBAFISOR VGHKD G@MCRGOQKMIERNGE R
@MC REBER N®CSMDSVNQJ

5N HLONQSEB QNS $" BD@®)B@SD HKSB SQJADMBRDQGBTRS 4INKKHBILONQKXNB@SD @MC
RDKDBSEMDVNNS $" BDG®B@SD-Ei#ttManagement  @MC BRD,

Certificate Management for Niagara Workbench
User Key Store  System Trust Store  User Trust Store  Allowed Hosts
You have user certificates that identify these certificate authorities:

User Trust Store 0 objects

Alias _Subject Mot After Key Algorithm Key Size Valid ®

Certificate Import >

5 Certificate Import
Information forimported certificate CA Root Claire's PC

EnterAlias

TableView ASN.1View PEM View

Properties:

Version Certificate Management for Niagara Workbench

Serial Numbsg

Issued By User Key Store  System Trust Store User Trust Store Allowed Hosts

Issuer DN

Subject You have user certificates that identify these certificate authorities:

Subject DN _

et ot User Trust Store 1 objects
Alias Subject Not After Key Algorithm  Key Size Valid =
¥ carootclaire'spc CARootClaire'sPC  Fri Dec22 10:38:44 EST2023 true

7DQHEX@$5P 5-4 KDUDK ENQ D@80 EEKMVHMF HR RDS SN 5-4U

a 1K@SENQL 5-4 498BR ¢ 6RHMEEBLK@SENQL "CLHMHRSG@E UHOBOEhange TLS
Setings NOSNM @MC UDQBEEXt&ol U@KTD

a 4S@HM ®A 4DQUHBD ¢ *M @HRSG@ENMMINGE NODM ®ARQSX 4GDDS UHDEINSDA
4DQUHBD @MC UBQHIRX IFin Protocol OQODQSX U@KTD

a 4S@HM 'NW 4DQUHBD ¢ 0ODMN@O@EX 4GDDS UHDEINM\E 4DQUHBD @MC EDBHEX S
Min Protocol OQIODQSX U@KTD

4DKDBSB @ORQQH@SD RDQUAESBEISPEENQ TRD HYGRO@BENQL @ MANREENSIMDBSR



4XRSDL RDBTQHSX HOF@Q@ &MSDQOQHRD 4DBREHSM ®WIRSEQ@RHMSDM@MBD (THCD

a 4DSSD MDV RDQUDGHEB@SD SN AD TRDC END@®OB®BENQL MH@F@Q@C BNNMRIHB@S

a 4DS 6D MDV RDQUDHBB@SD SN AD TRDC ENDQREBEE BNLLTMHBEMR UH@ ‘NW @MWC 8
RDQUHBDR

'NQ CDS@HRRDQ SES0(.(9( #;(;065 #,*<90;@ <0+,

"BBDOEMF @ ERRHFMDC BIEHB@SD @ESDQ @ BG@MFD

:NTQ RXRSDL HR KDRR REBAIRIRSD@C NE HLEKPFLRNSVDC RDQUBGBRBIEISR XNT @BBEEGSRUIRC

BDQ®B@SDR *E @ESDQ @BBBDEREMRBBEMDC BIRSRIITAKB JDX BG@MFBBR FSXRSDL MDF@GDR S

BDG®B@SD BG@MNHDRIPM RGHDKC HBNBDNMKMNVDC )NRSRDA SN @RNDKHBNM @HBM DWBKE@N@DE@QJ
@MC CDMHDR @BBDRR B@TRHMF @M DQQ

Prerequisites:
:NT @QVNQIHMFSHNQJIADMEGMC @BNMMDBSDCEN @ ONQQH@ SDHRE®@ S

*E XNT SQTRB $1DV JDX KWK/ GHR NBDCTRSN @BBDGH BG@MFDC BOR®SD *E XNT RTRODBS RMEDR
VONMF HMUBR@®SD EIEBN MNS @BBDOSEIRRBEKIDC BIR® SDFIEEMDV O HEKIDX TMKDRR XINT @Q
BNMgCDMS@S HS HR BRBEISSDQ XDS RSNO TREIRARIBC BIRESDR @MC HLOKDLDMS RHHHBRILSBRQS
VGHBG B@QHCD RDQUDEDEESESM @R KER DMBENXGIS

4SDO 5N @BBDRR"'@WVDC )NRSR@A CN NMD 8B E§MKIVHMF

a 5N @BBDRE8 NQJADMBEKNVDC )NRIRRS HBBBENNKR $DQBgB@SD .@M@FDLOME BRJ
S5D'KKNVDC )NRSRDA

a 5N @BBDRFIBOK@SENQLHRBEKNVDC )NRIRRS DWO@E@HUESEN@MC CNTAKBEBK
$DQHgB@SD .@M@FDILDIED /@U P 5GDM BBIGD'KKNVDC )NRSR@A

a :NTL@X @KRN @BBDRR® SENQLHRBEEERAX DWO@MBS@8IM $NMgF  4ADQUHBDR
1K@SENQL4DQ@BORNTAKBRKINMDQS. @M@FDQ4DGIMED/@U SO
5GD S@A NODMR

4SDO 5N BNMgQLGR$3® OTAIB JIDX BG@MFDC RIHDBSERSB @ SID/AHMGED S@AKD @QNETBIOV
5GD BDR§B@SD NODMBDIWDSDBSDC 1HRKDX $G@MFBEIMCNV

Detected Public Key Change X

Niagara4 / 172.16.11.205 Detected Public Key Change
Achangein the publickey that was previously approved has been detected.

x

Niagara4 / 172.16.11.205

Detected Public Key Change
= Achangein the publickey that was previously approved has been detected.
’Tﬂblf\a‘\fwg ASN.1View  PEM View

Niagarad / 172.16.11.205
v I Achangein the public key that was previously pproved has been detected
Properties: : ’

signatureAlgorithm ~ SHA25EWITHRSA TableView, ASN.1View PEM View
Version 3 : ¥

(-) 256
Serial Number o

true
ture, keyEncipherment
ssuer Alternative Name (2.5.29.18)

Subject Iype: End Entity

Issued By digitalSignature, keyEncipherment

tive Name (2.5.29.18)
IssuerDN 1.4.1.4131.2)
TB
Subject XS09v3 Subject Key Identifier (2.5.29.14)
false
subjectDN ot Key Identifier (2.5.29.14)

. - EeN_ _E
TIITIEITIET AT

€5:2e:73
NotBefare
Not After

Key Algorithm

e (2.5.28.37)

KeySize () 2nie (2.5.28.37)
o (1.3.6.1

SignaturcAlgorithm  SHA25GWITHRSE

5GD RBPM B@OSR@GNV @M DW@LOKDBOSS @ESTEIRBGNVM SBISLHC RER @MC DMC
RBIQK QFHNMR

4SDO  $NMgQL @S KD@RBsBed By @MGubject OQODGHBR
5GD SVN M@LDR RGNTKC AD M@LDBXRNIYD @R ADKNMFHMF SN XNTQ BNLO@MX

4SDO  "BBDOSGD REHRHFMDC BIR® SDFIED MDV OTHR JDX BBIBBDOS
5GD BDEFB@SD HBNM BG@MFOPOBNRG HRKG \@#BGDBJ L@QJ

.@@BG



HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD 4XRSDL RDBTQHSX

4DSBMF TO )551 "T&SDMEB@RNM RBGDLD EGIKE® @ QSX @B®SM

"MX 5GHRO@QSX RNESB@I®OTHIR BNLLTMHE@BERTFG )SSOR ON@RP THID551#@RHB4BGDLD
@TSDMB@SM *BISR @BWB@ESM RBGDLD HR MNS @U@BR@BABHEIR 8BDCTHCNBTLDMSR GNV SN
TRD8 NQJADMERBl @CGSR RBGDLD SN XNTQ 4TODQUHIRMQ RS@S

Prerequisites:
6RHMB NQJADMBGIT @XBNMMDBSDCGED 4 ODQUHRNEWRB@S

4SDO 5N BNMgQLGD @THPMBE&SM RBGDLDR M@ UHRRIBDISNADQUHBDR SGDMB&SM4DQUHBD
"TSGDMEBB@SM 4BGDLDR

4SDO  *EHTTPBASICSchemeHR MNSH&SDC NMDB/ NODGR@I@@KDSSD @MC DWO@MC
"TSGDMBE@SM4BGDLDR DA4ADQUHBDR4BGDLDR

4SDO  %Q@)B51#@RHB4ABGDISN6NMgF 4DQUHBDR SGDMB&SM4DQUHBISGDMEBB@&SM 4BGDLDR
HMGED /@U 80

4SDO 6RHMRED VDA 6* BQ@SD @ VDA TRDQ

Related tasks

4DSHMF TGED 0AHWNRD
4DSHMF TO @M &@RX -NAAX TRDQ

1@O@QHMF @ RDBRIZ) C@S@A@RD
%@S@ DMBENOKDQUDQIMES @SM @BLONQS@MS @RODBSFONENRDBTHB @V

Prerequisites:
:NT CNVMKN@CDC .X42- RDS TO @ C@S@RP@HADCEPRDO@Q@SD TMHPTINNSD@MREIRRHFMDC @
O@RRMBIQX42-8 NQJADMBG HR NODM

X42- Q DEDQR SPDRDBIGNLLTMHBENM @R 44- 4DBAGBIDS -@XDQ 8GBKR SDQL HKRSDCGD @BST@K
SDBGMNKNFX HR MNVG@MRONQS -@XDQ 4DBTQHSX 3DBDINSQ@ER-dBOR CDEE@NE-4 44- RTOONQS
0KCDQ UDQRHNMR RTBG @R UDGRGNADBEELLTMHB@ENM ATS CN MNS DM@AKD HS$X CDE@TK

5GHR §BDCTHRDSR BNMJBPR@ .X42- C@S@A@RD @MC@S@A@RD TRIRY HRRPBDBNLLTMHB @M

4SDO 5N BNMgQLGB@S .X42- UDQRHNM CDB@FK RDBENLLTMHBENM BE%@S@A@RPM@FD
4ADQUDQ $NMNHDBARV . X42- 8 NQJADMBGHBEGD44- S@A @MC BNM@&®Sse SSL HR

BNMgFT SN DM@AKD RCHENIQ TMHB @v
X42- UDQRHNM CDE@RSHNavailable VGHBG LD@NEEES HS RTOONQSR 5-4

4SDO 5N BNMgQLG@S @M BRRWDQRHNM NE .X42- HR BDMERNTDRDBBRLLTMHBENM TRBS
8 HMCNVR $NLL@MONL@S

@ $G@MFDHRBSNQHDI$ =1QNFQ@L 'HKDR=.X42-=.X42- 4ADQUDQ M M<@aM@M WHE &D
X42- UDQRHNM MTLADQ

A 3TM &HR BNLL@MC SN NCEIM)&42- SNMRNKDLXRPK ¥name> O QOK@BBame> VHG
XNTQ .X42- TRDQ M@LD

$ =1QIFQ@L 'HKDR=.X42-=.X42- 4ADQUDQ =AHiysql Nuentsecuser Np

B &MSDQ XNTQ O@RRVNQ
5GD .X42- SNMRNKD NODMR

&MSDQ O@RRVNQ
8 DKBNLD SMEB .X42- LNMHSNQ DSB

C 'ONL VH&HME® BNMRNKD @GHRBNLL@NMXRPK RGNV FKNA@K U@ QHI@ARBR K
5GD LNMHSNRROK@XR @ S@AKD NE U@QH@AKDR
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4SDO

4SDO

Result

D $NMgQL 6§@S U@KTG@UD NODMH:&4 @MAED U@KTLG@UD RH:&4
&4’ LD@M $@$B C@S@A@RD HR ENMHRO@®DBBHLLTMHB@ENM

*E .X42- CNDR MNS CDE®SK RDETBNLLTMHB@M OBLZ) TRD .X42- SNQJADMBG SN DM@AKD 44-
NQ CNVMKN@C @PBDMS UDQRHNM

5N TOC@SD @ .X42- TRDQ BRTEIRDBTBNLLTMHBENM DMSBQRD BNLL@MCR @S S
$NLL@MC 1GQLOS

LXRPK 61%"5& LXRPKuser > 4&5 RRK SXOD ]'/:A VGDQ<user > HRE M@LD NE @ TRDQ XNT
BQ@SDC HM .X42- RQJADMBG

LXRPK '-64) 13*7*-&(&4

5GD C@S@A@RIBHIXENQ XNT SN KREEMS @KB0 $" QNNS BDQEB@SDR

6RHMF 00ODM44- SNCE®)SD BBIGEB@SDR

8GHKIH@F@Q@@UHCDR HSR NVNH§B@SD .@M@FEKMBG HR B@O@ARGMEBQ@MC RHFMHMEBOSSR RNLD
@OGIBE@SMR @MEBVRDQR B@MMNSSIRDRSKMF BB@SDR 5GNBOBIDDMRDB S@S5H 60D
BDQ®B@SDR BI®BQR KNKQJ SN ROBBYLLTMHBENM VEE .X42- C@S@A@RD

Prerequisites:
5GD .X42- LNMHSNQ HR NODM TRHMFIHMCNVR SNLL@MONLO@S

IMPORTANT: 5GD $/ $NLLNM /@LD ENQ D@BG BEH@S@SD LTRS AD TMHPNBB}®B@SDR B@MMNSEBE@Q

R@LD M@LD

4SDO  %NVMKN@C 00DMAMNIEGDQ GSSOR VVWODMRRIE RYTBD @MC HMRS®KM XNTQ 4TODQUHRNQ
13

4SDO 5N BQ@SD @ ENKCDGIEBRQEEB@SDR DMSDQ
LJC HQ $<path > VGDQ<path > CDgMDR @ ENKCDQ M@LD

4SDO  *M 8HMCNVR RDS TO @ MMNMDMS U@QH@AKD ENQ 0ODMUMVER ENK
01&/44-?$0/' B =00DM44- 8 HM =AHM=NODMRRK BEF

4SDO  0ODM SD .X42- LNMHSNQ
'NQ RODBHgB RSIEEDQSEBOQUHNTR SNOHB

4SDO  $DE@SBHD BDEGB@SIMNGS$" $DQHgB@SD GI8QHSX RDQUBHIBE®SH RHFMDGIARNS $"

BDO®B@SD @MamBKBBEERa SD @KRN RHFKADIQAS $*
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HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD 4XRSDL RDBTQHSX

:NTQ gKD M@LDR B@MWMHAINS BQ SGD DW@LOKD M@LDR

Example yle
names

QINS $"  B@ JDXODLBENODMRRK FDMQR@ $ LXRPK$DQSR B@ JDX ODL

BDQ&B@SBDQS ODL
NODMRR¥PQVDV W MNCDR C@XR JDX $ LXRPK$DQSR B@
JDXODL $ LXRPK$DQSR B@ BDQS ODL

Certiycate Command

RDQUDQ RDQUDQ NODMRRPQUDVIDX QR@ C@XR  MNCDR JDXNTS $ LXRPK$DQSR

BDQ@®B@SBDQS ODLRDOQISTS,
DX ODLRDQUD%DQUW ODL $ LXRPK$DQSR RDQUD® ODL

@P ODL NODMRRK W DR HM $ LXRPK$DQSR RD@BIEDL C@XR  $"
$ LXRPK$DQSR B@ BDQS ODL $"JDX $ LXRPK$DQSR B@ JDX ODL
RDS?RDQH@K  $ LXRPK$DQSR BDQSIIDL

BKDMS  BKDMS NODMRR¥PQVMDVIDX QR@ C@XR MNCDR JDXNTS $ LXRPK$DQSR
BDQ@B@S?DngSFmS’fBHDMS JDXODL $ LXRPK$DQSRBKMSPODL
®P ODL NODMRRK W DB HM $ LXRPK$DQSRIBUSPODL C@XR $"

$ LXRPK$DQSR B@ BDQS ODL $"JDX $ LXRPK$DQSR B@ JDX ODL
RDS?RDQH@K  $ LXRPK$DGEREKBDQS ODL

4SDO 5N TOC@SBI3.X42- BNMgF gKDLX HMBG @MFIHRBSNQHDF$ =1QNFQ@L%@S@=.X42-=.X42-
4DQUDQ NODN.X HMFRHMF /NSDO@C @MCERIRBSLL@MC BB<LXRPK&DBMM @MC @CC
S5DRD BNLL@MCR
RRKB@ $ LXRPK$DQSR B@ BDQS ODL

RRK BDQS $ LXRPK$DQSR RBQUHQDL
RRK JDX $ LXRPK$DQSR RDIIOQDL

4SDO  3DRS@@®SX42- RDQUHBD RDQUDQ @MC BBEISENSLTMHBI@SVE KD . X42- C@S@A@RD HR
MNV RDBDQRHMEB .X42- LNMHSNQ @F@HG! BIBRRK BNLL@MC
LXRPK RGNV FKNA@K U@ QHIBARBR K
#NS5G@UD NODMBRRIG@UD FRBNTKOQNG: &4

4SDO  "MNSSDQ V@X SN BNM@EIR S . X42- HR BNMgBPOQENQ RDBBRILLTMHB@ENM HR SN HRIRTRSD STR
BNLL@MC HKBIS LNMHSNQ
LXRPK RS@STR
5GHRWY HMGD HR®QNQSB®@S 44- HR HM TRD

44- $HOGDQ HM TRD HR %)& 34" "&4  4)"
4SDO 5N BNMMDBS 60 £E@S@A@RD TRHMFG@ DR @ RDBENMMIHBEM DMSBERSBNLL@MC HM

5D LNMHSNQ
LXRPK DW&Russluser > O RRK LNCD 3&26*3&%

VGDQ<ussluser >HR @ TRO@SOTHIR @ RDBTENMMIHEEM

4SDO 5N CNTAKD BGDBJ XNT RGNTKC FDES@HEDQY @SSDLOS SN BMMRBESBLD TRDGNFEESDRRK
LNCD 3DPTHRCNOSNM
LXRPK DWD TRRKTRDQ O RRK
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HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD SNMSPKDQ BNLLHRRHNMHMF

Chapter 5. Contr oller commissioning

" BNMSKDQ OK@SENQL L@X BNLD RIS @E@TX HVRS@KQ XNT L@X BETHBT SN HMREDKRSIE@SV
CHRSQHANS RNEIVENT QRDRGI@ML TKHOKD V@XR SN KIGREERQSD RSBIR TRISMNQJIADMBESHR

BG@OSDQ @RRUDRBINQHSERRAS@MBD *MRZEE RS@MC @KNMEBE@QRRDMSR @ RHMFKD HMRS@MBD NE
S5D OBDCTIR HMBER BG@OSDQ

: NT HMHEXD @MC BNMDRIGNMEDQ @ESDQ OK@BHMFMSINMOI @MC @OOKXHMF ONVIHEBAEESI*MHS
TRHMFNQJADMB®IBKTCDR

-NFFHMF HM S\DBNMSKDQ OK@SENQL
*E 6D BNMSKDQ MDDCR @{RBI@IRHIGD EIRSQHMNS HMRS@ENDRISIES RSIESV
$NLLHRRHNMHEB KSI@8V

*MRSEMFED KHBDMRD
"ESDQ BNLOKDS QBDCTUR HENQJADMBXNT KNF HM & KRSENV @MC BNM9EHYHBDR TRBMBA 6*

O O D D

0ODMHMF @ OK@SENQL BNWWEN® BNKBQ MH@F@Q@C

SNMMDBBIF SK6B BNMSEIKDQ TRHWQJADMBIDLNMRSQ @ EIRSH BNMEKDQ HR NMIX@MC EFINBSIMF
8 NQJADMEBRNUHCDR SNNKR ENRIMMREEHY @®1C BNLLHRRHNNHMANSSIODQ REES

Prerequisites:

5GD BNMSIKDQ HR ML BGD E@BSNQX 5GD NMKXIRNESVFEEE@BSNQX CBE@I KIR BNMMDBSGD RI®ED
MDSVNQJ @®3TODQUHRNQ 1$ CAHCALUW@IKIRR @MC HSR ONVDQ NRENRQTMMHMNQJIADMBBA XNTQ
4TODQUHRNQ 1%

4SDO 5N NODM @ BNMMBBISSEB OK@SENQL C@MEHE BR QTMMHMB BMMSIKD@K BIHKD 00DM
0ODM 1K@SENQL
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SNMSPKDQ BNLLHRRHNMHMF HOF@Q@ &MSDQOQHRD 4DBREHSM ®WIRSEQ@RHMSDM@MBD (THCD

5GD$NMMDBS 0ODM 1K@SENKCNV NODMR

Q\ Open Platform with TLS

Connect to the host's secure platform daemon

Session

Type | gT Platform TLS Connection

Host [P 172.31.66.10 > 0 -

Port 5011

oK Cancel |

5GD C@DLNM QTMR @ TEREESGDNS BNMSKDQ HR ONMDTO "R RGNVM @ANED S
BNMMDIBSM CDERIRTBN @ RIDBQe Platform TLS Connection "ESDQ HMBS8 OK@SENQL
BNMgFTQ@B/1 XNT KHBKV@XR @BEDRR®SENQL TRIHRFSXOD NE RUENIQMDEBEM 5-4
RS@MCR EDN@MRONQS -@XDQ 4DBTQHSX

'NQ SHR H@IS HMRBEFAKOTQONRDR NAIKRXKSDDRI HIR @GDETK@Q OK@SENQL BINWMDBS

Q\ Open Platform
Connect to the host's platform daemaon

Session

Type |7rr Platform Connection

Host |IP 172.31.66.10 » D -

Port | 3011

OK Cancel

4SDO  $G@MFDype SNPIlatform Connection @MC BRD,
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HOF@Q@ &MSDQOQHRD 4DBR@SM ®WMS@BHMSDM@MBD (THCD SNMSIQKDQ BNLLHRRHNMHMF
5GD"TSGDMBESMHMCNY NODMR @MCABR XNT ENQ XNDQBRBDKR
a\ Authentication
Logon required for access
Realm

Mame EntSec-J3-10
Scheme SCRAM-SHAS12

Credentials
Username tridium

Passward TITIIL

] iRememberthese credentials

0K Cancel

5GD E@BSNQX ChE@iidne HISQHCTL 5GD E@BSNQX CEEagWérd HIMH@F@Q@

4SDO  $NMgQL D E@BSNQX COERIDMB@KR @MBIBK
5GD OK@SENQL CDSEBSRE@BRCDME@KR @MC NCDMEB@BMFD 1K@SENQL BREEME®Q

*\ Change Platform Defaulis Wizard

Welcome to the Change Platform Defaults Wizard!

Before you can connect to this platform, the following tasks must be completed:

Configure the system passphrase
Create a new platform account
Remaove the default platform account

The Change Platform Defaults Wizard will help you complete this process.

Finish ¥ cancel

5GD RXRSDL ¥HIKNS KDS XNTHINMS\WBISDE @GTBRCDMBAKR 6RDQ M@LDR @MCGCRAHRRUNQ
5D BOMSHMD NE CDEDMRD @F @HGIRQHYE TTSXRSDL @BBDRR

4SDO  'NKKNV 6D VHY@YGHBG HMBKTCHEREIG @assphrase  Usemame @MC R8HPassword $KHBJ
/DWS ENKNVDC AX BBIHNHIMHRG
5GD O@RROGQ@BDERRIS OK@SERQKD RXRSDL DMBOMTD )42- C@S@A@RD VGDM XNT
BO@SD @ RSEBNOX 5GBHRSQHANS'HKD *MESEKTHIR GD RXRSDL O@RROGQ @RENEKDQ
A@BJTO MRS gKD SHEHHNM SNOHDOTHIR GD R@LD RXRSDL O@RROGQ@RD SN SQ@MREDQ @ KNB(

#DRS OQ@BS 6RIE® RALD 1@RROGQ@RD ENQ XNTQ 4TODQUNREQ CH@SENER
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5GD RXRSDL BNLOKDSDR L@GEEMNEMPBBS1 ADSVDMDEHBNRS @GVQIADMB@MCROK@SR S
/@U $NMS@HMBIRQV?

{new_jacel_nCloud2) . Platform / Mawv Container View
- Nav Platform 12 objects
h@ o @ My Network Name Description B
@ Application Director Control applications and access console output
@ My Host: d
Q (new_jacel_nCloud2 0 Certificate Management  Manage X.508 Certificates and Host Exemptions.
& Platform @ Distribution File Installer  Install distribution files to the remote host
Platform (:5011) @ File Transfer Client Transferfiles to and from the remaote host
& Station (new_jacel_nCloud2) Q Lexicon Installer Install lexicons to support additional languages
@ License Manager Manage licenses and certificates
o Platform Administration Update the platform daemon's port orcredentials, or set its date and time
0 Software Manager Install software to the remote host
e Station Copier Transferstationzto and from the remote host
e TCP/IP Configuration Manage the host's TCP/IP settings
= WiFi Configuration Manage the host's WiFi Networks and Settings
@ Remote File System The remote host's file system
4SDO .@JD RTQ &S@S ENQe S5DPlatform TLS Connection HR RDKDBSRICED ClQO CNVMHRS ENQ

HostlP DMSD@GB *1 @CORR ENGISBNMSKDQGHM Big.D,
" RDBTQ 5-4 BNMMDBEM HEOSCDE @ TEGHRNENBNKMNMPCDR C@S@ DMBIX@SC RDQUDQ
@TSDMEB@SM SNIMPMS LEBHNTR G@BJIRGMSXRSDL
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5GD*CDMEXDQHgBRISTHMCNY NODMRY/@8/1 INILDRR@FD

Identity Verification

A Unable to verify host identity

SNMSPKDQ BNLLHRRHNMHMF

The supplied certificate could not be validated:

- the certificate was issued for a different address
- the certificate was not issued by a trusted authority

Properties:

Version

Serial Mumber
Izsued By

|zzuer DM

Subject

Subject DM

Mot Before

Mot After

Key Algorithm

Key Size

Signature Algorithm
Signature Size

Basic Constraints
Key Usage

Extended Key Usage
MD5 Fingerprint

PEM View

w3

45 de 05 20 &= kb c% 92 0a 21 44 37
Hiagarad
CN=Niagarad4,0=Tridium, C=U35
Hiagarad
CH=Niagara4,{=Tridium, =035
Tue Oct 23 13:32:02 EDT 2018
Wed Cct 23 13:32:02 EDT 2019
R5L

20483

SHR2S56WITHRSL

256

Subject Type: End Entity

digitalSignature, keyEncipherment

TLS Web Server huthentication (l1.3.6.1.5.5.7.3.1), TLS Web Clie
97:39:el:04:3d:2e:758:63:94:02:02:2d:dec8:0d: 28

Accept | Reject |

5GD DQQ LDRR@FD HB@S DrEssH BNMEKDRRDQUDQ BOE®SD HRRBKMDC "R RTBG HS B@M
DMBQXOS C@S@ BNLLANMBAS HS B@MNBISAEBIE SECERDQULED BNMEKDQ SN HERMBE

8 NQJADMBGGHR HR ADB@TRD MNMDWES 8 DIQ§B @ SDRGIE SIQJIADMBRTRS 4IN@BNFMHYD
S5HR BBQB@SD 4HMBD XNT @S5 BNMEKDQ HR @O @BQUDQ XNT B@M @BBIEESHF-MDC
BDQ®B@SD SDLONQ@QHKX RNHAR BNB&DIKNFHM

SNLLHRRHNMHMF @ RKMQQ

$NLLHRRHNMHMF HIRSBENES\DAY @ BNMERBGHR GBDCTHVNQJIR ENQ BNLLHRRHNMHMF @ NRB@NMSQ
NQ TOFQEMF @M DMMIRBNMEDQ

Prerequisites:

- NT @)VNQJIHMFHNQJADMBANT @HBNMMDBSDCGEN BNMSKDQ OK@SENQL
%NTAKD IBBIJGD1K@SENQNCD ENGISBNMSKDQ HEDS@U S

4SDO

5GD'TSGDMBESMHMCNY NODMR
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SNMSPKDQ BNLLHRRHNMHMF HOF@Q@ &MSDQOQHRD 4DBREHSM ®WIRSEQ@RHMSDM@MBD (THCD

4SDO  &MSD@B BOCDMBAKR XNT ITR@®B8RC VGDM XNT BNMM DB &DCCHEESS ENQLENGERBLD
DM@ ARBmMember these credentials @MC BRD,
5GD/@U SNMS@HMBOQMIODMR

4SDO  %NTAKDBB1K@SENQL "CLHMHR8Q® SIMGED S@AKD

5GD1K@SENQL "CLHMHREMES/ NODMR

Platform Administration

# View Details ‘

a User Accounts ‘

q\ System Passphrase ‘

% Change HTTP Port ‘

i] Change TLS Settings ‘

G) Change Date/Time ‘

.:P Advanced Options ‘

? Change Qutput Settings ‘

View Daemon Qutput ‘

View System Log ‘

r Configure Runtime Profiles ‘

f‘ Configure NRE Memory ‘

1) Backup ‘

Baja Version
Daemon Version
System Home
User Home

Host

Daemon HTTP Port
Daemon HTTPS Paort
Host 1D

Model

Product

Local Date

Local Time

Lacal Time Zone
Operating System
Niagara Runtime

Architecture

Tridium 4.5.74.4

45744

Jopt/niagara

/home/niagara

172,31.66.10 (J8_Unit10_Fips)
3011

5011
Qnx-TITAN-ATAL-EB27-0CG0-843E
TITAH

JACE-3000

14-May-18

%35 Eastern Daylight Time
America/New_York (-5/-4)
qnx-jace-nd-titan-am335x-hs (4.5.74.6)
nre-core-gqnx-armle-v7 (4.5.74.4)

armle-w7

Enabled Runtime Profiles rt,uxwb

Java Virtual Machine

oracle-jre-compact3-gmx-arm (Oracle Corporation 1.8.0.141.4.0)

Niagara Stations Enabled enabled

Number of CPUs
Current CPU Usage
Overall CPU Usage

Filesystem

Physical RAM

4SDO  $K1BIGD$SNLLHRRHNMHMBSNM

1
4%
k]

Tatal Free Files Max Files

3,492,848 KB 3,284,376 KB 374 108132

/mntfaram® 383215KB 393017KRB 0 0

fmntfram 8,192 KB 2131 KB 0 0
Total Free

1,048,576 KB 78,984 KB
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HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD SNMSPKDQ BNLLHRRHNMHMF

4SDO
4SDO

4SDO

5GD$NLLHRRHNMHMEY @ QODMR

\ Commissioning

This wizard combines steps for configuring a host to run stations. Please check below foreach type of configuration
change you wish to make:

[#] request orinstall software licenses

[#] setenabled runtime profiles

[#] Install a station from the local computer

[ Install lexicons to support additional languages
nstalliupgrade modules

[# Install/upgrade core software from distribution files
[ syncwith my local system date and time

[#] configure TCP/IP network settings

[] configure system passphrase

[#] configure additional platform daemon users

ClearAll | Checkal

Back

Finish X cancel

5GHR VHE@R HMSDMCDC BNRS® BNMEKDQ NMKX 5GHR ATSSNM HR MNS @U@HK@AKD VGDM BN
SN @MXHMCNVR OK@SENQL 'NQ BNLLHRRHNMHBIERD SEHERORNQH@SD HARSI@®@MC
RS@QSTO FTHCD ENQ XNBUKGERINUIED

NOTE: *E 6D8 NQJADMBG4 OQNODQSkow FIPS Options ~ HR RDSt BDQS@HM *14HN0ER
ADBNLD UHRHAKGHRNGMCKYRDKDBSIBED 5Q@LDVNQJ DBFREL4 REMFS O@RRVINQ
@PTHIRDMSR

'NKKNV 6D VHY@@KBJIJHNMPBWSTMEK XNT BNMJFraKNOENMR
"ESD@UHDVHMK &K@ MFDRBEHMHRG

$SNLLHRRHNMHMF ADFHMR

CAUTION: %N MNS HMSDQQD@MNSLHRRHNMHNBOIRR *E XNT HMSDQQTOS XNT L@X MNS AD @AKD ¢
@RSNED RSENV
"ESDQED BNLLHRRHNMHNBORR HR BNLOKGSBSMSEKDQ ANNSR

8GDM ORLOSDC B#B$KNRD
5GD VHY@BMRRRED RNES\IGEMOANNSFES BNMSEIKDQ

*MRSHOMF @ BNMISQAIRDMRD

*E XNT EC MNSBOMRBISBNMEKDQ CTQHMF BNLLHRRHNMHMFDQNVOIDMSSN @ BBDREBBMRHMF RDQUDQ NUDQ
5D *MSDQMDS NQ G@UD CNVNEINBODRBIEQGD RDQUDQ HM @ CUINDMEX TRB NQJADMBNE) SD VDA
6* SN HMRS @#8DMRD HBPILESD BNMEKDGGHR GIBDCTRCNBTLDMSR HMEBEMN TRHMRQJIJADMBG

.@@BG



SNMSPKDQ BNLLHRRHNMHMF HOF@Q@ &MSDQOQHRD 4DBREHS M ®WRSQ@BHMSDM@MBD (THCD

Prerequisites:
:NTQ 1$ HR BNMMDBSDECSBNSAHODQ OK@SENQL @MC  NQNWDAFBESD 1$ HR BNMMDBSDGBMMSDQMDS
NQ XNT CNVMKN@CDC @MC G@UD @LIEBEIHERAKIXD

*MHEHBOMRHMF MDDCR SN AD GN@DYWEESENQL BNNIWDAEIB @ TERD BSHENMV VKIMNS QTMHIMISSHERKIRDC

4SDO  $NMMDBS SBEBNMSIKDQ OK@SENQL @MC GhBFSDHBDOMRD .@M@BDMHME/@U
$SNMS@HMBERW
5GD-HBDMRD .@M@8BRV NODMR
4SDO  $KHBIGD*LONQBTSSNM TMCBQ-SBDMRD@MD
5GD*LONQS -HBDMRIMCNV NODMR
& Importone or more licenses from files
<» Import licenses from the local license database
» Import INDIVIDUAL JACE-8000 (INCLUDES USD CARD) (Miagara 4.6) licenses from the licensing server
oK Cancel
4SDO 4DKDB&B HLONQS NGB! SN TRD @NEIBK
"ESDQGED RNESVIGHRONQSERIBKBDMRD XNT RDD &B5-HBCB/RD .@M@FDQ
File  Edit Search Bookmarks Tools Window  Help
4 O- o A O - - 2 r
172.31.66.10 (Entsec_J3_Unit10) . Platform / License Manager -
- Nav License Manager
Host Address  172.31.66.10
hs S @ Hyetwork Host ID Qnx-TITAN-ATAL-EB27-6C60-843B
@ My Host : VAS1LTCSCZQC2.glol Brand ID Miagara
g My File System Licenses Certificates
O My Modules Conserveltlicense (Conservelt 4.6 - expires 2022-01-01) Conservelt.certificate (Conservelt - never expires)
&G Platform Honeywell.license (Honeywell 4.6 - expires 2022-01-01) Honeywell.certificate (Honeywell - never expires)
& Station (MyEntsecSupervi Miagara.license (Tridium 4.6 - expires 2022-01-01) Tridium.certificate (Tridium - never expires)
@ 172.31.66.10 (Entsec_J8_Unit1
BT Platform
T Platform
& Station (Entsec_J8_Unitl
172.31.66.11
172.31.66.20
Import Export View Delete Import View Delete
4SDO 5N UHDV &@BOMRD RDKDBS HSEFZMD\BIQ CNTAKIHBEGED KBDMRD @B S@AKD
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5GD KBDMRD gKkD NODMR

SNMSPKDQ BNLLHRRHNMHMF

<feature
<feature
<feature
<feature
<feature
<feature
<feature

Tridiumn.license

Llicense vendor="Tridium" eXpiration="2020-058-30" hostlId="0nx-TITAN-TESZ-R1C7-

name="brand™ accept.station.out="*" accept.wb.in="%" accept.wb.out='
name="aaphp™ expiration="2020-09-30"/>

name="about"™ owner="Tridium Tech Pubs" project="Technical Publicatit
name="accesaControl”™ expiration="2020-09-30" point.limit="none"™ rea(
name="adr" expiration="2020-0%-30" history.limit="none"™ point.limit-
name="alarm"™ expiration="2020-08-30" console.limit="none™ type="bas:
name="analytics™ expiration="2020-08-30" alerts="none" algorithms="1

Pt

<feature name="andoverAC256¢" exXxpiration="2020-0%-30"/>

<feature name="axvelocity" expiration="2020-09%-30"/>
<feature name="bacnetiws"™ eXpiration="2020-0%-30"/>

<feature name="bacnetOws"™ expiration="2020-09-30"/>
<feature name="bacnetws"™ eXpiration="2020-09-30"/>

ok |

<feature name="appFramework™ expiration="2020-0%-30" app.limit="none™/>
<feature name="axisVideo™ expiration="2020-09%-30"™ history.limit="none™ point.

<feature name="bacnet™ expiration="2020-09-30" history.limit="none™ point.lir

<feature name="box" expiration="2020-0%-30" session.limit="nons"/>
<feature name="cloudBackupService™ expiration="2020-0%-30"/>
<feature name="cloudSentiencefonnector™ eXpiration="2020-09-30" systemlype="I

"KHBDMRD @MC @IS @Q@BG @FHE@RHFMDC SDWS BKCHEZBEIVIBDR AQHDhX @RVENK

a "KHBDMRD gKD HR TMHPTD SN @ RODBHgB GNRS @MC DM@AKDR @RRI¥s GEREMCNQ ED@STQ

@PTHIR@ AQ@MBGRECTLKBDMRD GERO@QSX LNCTKDRHEIRR@XK NMD NQ DN@CHSNM@K

KIBDMRDR L@X AD MDDCDC

a "BDQHgB@SD gkD U@QHDR AGMIMAISBGBRS UDMCNQ SN @BIDMTRDC ENQ
DMBQX@M @MC SN UIEIHEGHD MEBHSX NEIMVIRD gKB GRRIFPQHI® CDE@BRESB@SD
*E GHIQO@QSX LNCTKDRHEIRREK NMD NQ DN@ CASNM@K BPR®SDR L@X AD MDDCDC
CAUTION: %N MNS CDKDSD @WMEMBRSIRD NQHEEBSDGENES @ RODBE@RNM @R XN VHK
KIDKBRIQICDEH BNMSIKDQ HMNODQ@ AKDENIED HBDMRD NQHFBIBS DDHHRVMRSEIK

4SDO  "ESDQ HMRB@&KEBOMRD NOBM'SOKIBESM tHBINBNMgQLG@S ARSTSN 4S@@B8VIBDRS@QS

NM '@HIOT@Q RDKDBSDEDS! RS GEIS SNV AXHEKIHMB@QS

$SDOE@MF @ MDV RNYISHM @ BYWKLZQ

*E 6D BNMSKDQ XNTD@&HMF @&QX G@R @HRSI@S HS XNT B@M AZBRERIE TN *E XNTQ BNWAIID HR
AQ@MC MDV @MC BNMS@HMRNVIS-FRSEED C THTRDB NQJADMESB! HMRS@IXEIRSQHHNIG gKD

Prerequisites:

: NT RTBBDRRETBNLLHRRHNMEECENMSIODGGDQ HR MN REEGVSHETESBNMSIKDQ

4SDO .@JD @ OK@SENQL BNAWMNADBIS S BNMSIRDQ

4SDO  3HFGSBBJIGD BNMEKDRIK@SEN@QNCD HEEZ/@U 8 @MCHBJIHDVR %HRSQHANS'HKD

*MRS@KQ
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SNMSPKDQ BNLLHRRHNMHMF HOF@Q@ &MSDQOQHRD 4DBREHS M ®WRSQ@BHMSDM@MBD (THCD

#X CDE@ IsHR UHDV NODMBXée&nDist ENKCDQ

File  Edit Bookmarks  Tools  Window  Help
‘ O-oaS O m- P o
172.31.66.10 (Entsec_J8_Unit10) : Platform / Distribution File Installer -~

/C:/Niagara/EntSecurity-2.4.18.286/cleanDist
2 distribution files were found in directory "/Ci/Miagara/EntSecurity-2.4,18,286/cleanDist"
O ®Owm
o b

File Version Status Description B
1:: gnx-jace-n4-npmexc-etfs2048-clean.dist  Tridium 4.0.22.16 Differenttarget platform WARNING: restores unitto empty N

- Palette = mqnx-jace-nrl-titan-am335x-clean.dist Tridium 4.1.27.20  Maodified WARNING: restares unitto empty N-

- Template

- Template 0I!:hm:u;eDireq:l:or:ur | /A Cleaning | /\ Conversion *T) Backups P Install

5GD GIRSHRSQHNIE gKDRBS @@ U@HK@ ABIBRHENE IS QNGB BNMEIKDQ SN MD@Q E@BSNQX
CDE@8K %N MNS TRIDRD gkDR TMKDRR XNT MDDC SN RS@QSNENRBRLOSHCK EQ

*E @HRSQHHNIS gKD HR MNS @U @BKIB@ESTRSLDRR@BNQBRSDOQ3DEDQ SN
$%<)3,:/66;05.

4SDO  $KHBIGNNRD YEINOM@UHF@SBEBNsB\restore ENKCDQ @MBIBK

4SDO  4DKDBSB RXRSDLHRS gKD @MBBIRI@K
5GD%HRSQMHINTE'HKD *MESEIK @ QIODMR

4SDO  $KIBHMHREN ENKYV SD VHY@Q
5GD VHY@KQMRERED CIRSQHMNS gKD @BMANRNISRES BNMSIKDQ

4SDO  8GDM ORLOSDC BB$KNRIEBMC V@HS GR@SMSKDQ SNANNS
5GHR BNTKC S@JD @ EDV LHMTSDR

Related information

a .@HMSDM@MBD

$NMEHFTQHGID 'SOOKB@NM YBB3INQ SDR3@QS

5GDR @@MX MTLADQ D@RNMRBS @ BMKBQ REES LX RSNO QTMMHMF "R @ ABBHOQ@BEGNTKC
BNMgFTIED "OOKB@SM 9BBINQ DRIQ@CH RSEV @ TSNHEEK

Prerequisites:
:NT @QVNQIHMFHNQJADMEE MMHMF NM @ 1$

4SDO  0ODM @ OK@SENQL BMWMESS 4TODQUHRNQ NYENYSIK@SENQL
4SDO  %NTAKDIBEJ "0 @SM IBEINQ

4SDO *E MDDCDC CQGF\AHMCNV CNVM RN XNT B@KBRBBEEV @MC BNMgQL XNVNIIHMF BHS
35D DWODBSDCHRE® S
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HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD SNMSPKDQ BNLLHRRHNMHMF

/ Application Director =

Application Director

Connected to localhost
MName Type  Status  Details Auto-Star

EentSEcSupTﬁt_ﬂl station Running fox=n/afoxs=49811http=n/a,https=443 true

INFO [06:40:50 06-Dec-18 EST] [orionTools.replicate’ | Auto-5tart

INFO [06:40:51 0O&6-Dec-18 EST] [sy3] Saved C:i\Prograr )
INFO [07:32:50 06-Dec-18 EST][sys] Sawving station.. \[¥] Restarton Failur
INFO [07:38:50 0&-Dec-18 EST] [orion] begin checkpo: ”
INFO [07:38:50 0&-Dec-18 EST] [orion] end checkpoimt =

INFO [07:38:50 O&-Dec-18 ESTI1Ilswal Sawved C:\Proorar — |

4SDO  &M@AKDto-Start @M@estart on Failure

Result
*E XNT @ QDATFFHMF @M HRRR@ ARd3tart on Failure RN XNT B@M UHELYKINF

$SO@MF @MC TOED )42- COAS@A@RD O@RRVNQ

&@BG BNMEQQ RGHER SED E@BSNQRE @HSDE@R- C@S@A@RD O@RRINIT TOFQEIE @ RS@SM SN
@V RS@SMRDSRKD )42- C@S@A@RD O@RRA@EBY SIGB E@BSNQX CHB@AKIES CDE@THK@RRVYNQ
HMH@&X VNQJR @R RNNM @R XNINEMRH@ICD @NIDEQ@MC HSR RINBESVIGRBENTKC BG @GHR S@RRY/NQ
SN @ TMHPTD @MGIRBSQHMF 5GD O @RRYIGT SNHE®KFDMDQ@SDC @MC RTBBRERGHAKGS JDX QHMF

Prerequisites:

NT G@UD ITRS HAIRS@ KDV BNKSQ NQ TOFQ@CDC @MPBRNREDQONIQ"9 SN : NT @DTRHMF
8 NQJADMEBE MMHMF NM @@S$SHR BNMMDBSBE BRSVN@E@S RDQUKEDRNVISIKDQ

4SDO  $NMMDBS SBLSBNMSKDQ REE@S TRHMRQJADMBG
4SDO  &WO@MNMgF %QHUDQECALR/DSVNQJ

4SDO  3HFGSBB)RPK%A%@S@A@ROBBIBSHNMR1HMBEGD GDEKORODQSX HR TOC@SDC A@RDC NM S
OHMBRTER

.@@BG



SNMSQKDQ BNLLHRRHNMHMF

(Station_811)

; HzglDbDatabase

@ surveillanceViewer

. Station (Station_811) ! Config . Drivers

HOF@Q@ &MSDQOQHRD 4DBREHS M ®WRSQ@BHMSDM@MBD (THCD

(M Use Unicode Encoding Scheme

. HsglDbDatabase

/  Property Sheet -

- A
Nav O Actions & Topics  [B Slot Details
e N
tf O @ My Network Display Name Value Commands
G .(Station_811) [ Status {ok}
& Platform (@ Enabled true @
# Station (Station_811) R
@ Fault Cause
‘ Alarm
© config B3 Health Fail [null]
@ Services ©Q Alarm Source Info Alarm Source Info
O orivers [ User Name
MiagaraMetwaork
e 2 & Worker Rdbms Worker
B BacnetNetwork
L@ Export Mode By Historyld

@ false

K @ Timestamp Storage Dialect Default
ﬂ Logic
i @ Points Rdbms Point Device Ext
@ Files
@ History [m Sql Scheme Enabled @ false
9, Rdb Security Settings Rdb Security Settings
(M Base Directory file:**hsqldb g 4
[ Database Name
™ Defrag On Save @ false
+ Palette @l Defrag And Save Periodic Schedule 30 days {Sun}

NOTE: 4S@B8F HNOF@Q@ SGD)RPK%A%@S@ ABDRONMDMSNID QB Rise Encrypted

Connection

User Name @M@assword @QQ@OK@BDCHWEWSRHMPHileged Username

OQODQSX 5GD )42- C@QS@A@RD HR BB®KEQEDQ@SDC @MHBIKEEABD NQ UHRHAKD 8GDM TRHMF
)42-  HEGD RSEMNM JDXQHMF HR BNQQTOSDC XNT MDDC SN KN@GHIN® ATBRBRIONRSTERVIBD NE

HED)42- C@S@A@RD HR MN KNMFBRMNORQ@S

4SDO 5N @BBDRR @ MDV )442- C@QS@A@RD HMEB@ RBLGHINMVE QHFGEBBEBD )RPK%A%@S@A@RD
M@UHF@STHENVR 1QNODQSX 4GDDS
5GD CDUHEBD®ODQSX 4GDDS NODMR

4SDO  &MSD@BUser Name @RSA @MCIBBA@UD

4SDO  3HFGSBB)JRPK%A%@S@A@ROBBIBSHNMR1IHMFBGD GDEKORODQSX HR TOC@SDC A@RDC NM S

OHMRTIR
SNMMDBBIF SNGS BNMSKRDQ RE®E TRHMNQJADMBG
5GHR 8BDCTHCNBTLDMSR GNV SN BNMEDENSNKDQ ENEDYQRBID TRHBANQJIADMBG

Prerequisites:
:NT BNLLHRRHNMBO S8NMSIQDQ @MC HYIRSEIKEIR SQHHNIE gKD

4SDO  3HFGSBBJIJGD BNMEKDQ OK@SENGDHE S 8D @ MCHBSNMMDBS
5GD"TSGDMBESMHMCNYV NODMR

4SDO  &MSDQ XNTQ OK@SERDMBQKR @MBIBK NQ ITRSHED, HRemember these credentials HR
DM@AKDC
5GD/@U $NMS@HMBQMWIODMR

4SDO  %NTAKDBBIGD'OOKIBE@SM %RHBINQ

5GD"'O0KIB@&SM %HBEINQ UHIDMR
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HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD SNMSPKDQ BNLLHRRHNMHMF

4SDO  *E 6D RSHIV 4S@ITTBNDIMRe BNMgQLG@AButo-Start  @M@estart on Failure an
DM@AKDC @MEJE4S@@FSSNM
5GD RSENM HR NMB(VGDM HSR 4 I@8KRSRINNing

4SDO  $KHBHKD 0ODM 0ODM 4S@&@NM
5GD$NMMDB&IMCNYV NODMR

Q\ Open Station with TLS

Connect to station using foxover TLS,

Session

Type # Station TLS Connection

Host |IP 172.31.66.10 » D -

Port (4811

OK Cancel |

"R SGD RSHNM RS@QSR NARDQUOHBE&SM YaHBINQ KNFEESBG ENQIRR@MC V@QMHMFR
4SDO  4DKDBERation TLS Connection ENQype DMSD@GBHostIP  @MC BRJO,
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SNMSPKDQ BNLLHRRHNMHMF HOF@Q@ &MSDQOQHRD 4DBREHSM ®WIRSEQ@RHMSDM@MBD (THCD

5GD RXRSDL L@X NOGMADSDBSDC 1HBKDX $G@MFBEIMCNV

Detected Public Key Change x

A A change in the public key that was previously approved has been detected.

ASN.1View  PEM View

Properties:

Version V3
-} 7€ B3 07 3d &3 00 gk 7L 0Ok 21 €% 8%
Serial Mumber {_:I _”f - - 24 C’ I.I: E'i : I_. o 1;” il
Iszued By Hiagarad
lzsuer DN CW=Niagarad, t=Tridium, =05
Subject MNiagarad
Subject DN CH=Niagarad,=Tridium,=U5
{-) Thu Oct 1% 13:11:52 EDT 2017
NotBefore {+) Thu May 17 10:21:45 EDT 2018
-} Fri Cct 1% 13:11:52 EDT 2012
Not After (7) Fri Oct 13 13:11:52 EOT 201
Key Algorithm RSL
Key Size 20458
Signature Algorithm SHR2S6WITHRSA
Signature Size 2586
Basic Constraints Subject Type: End Entity

Key Usage digitalSignature, keyEncipherment

Accept Reject

4SDO  $K1BJIBBDOS
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HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD SNMSPKDQ BNLLHRRHNMHMF

4SDO

.@@BG

5GD"TSGDMBESMHMCNYV NODMR

q\ Authentication
Logon reguired for access

Realm
Mame ip:172.31.66.10|foxs:
Scheme  Fox(nddigest)

EnJ}entials
Username

Change User
Password |

[#] Rememberthese credentials

OK Cancel

5GD CDE@Ukername HRadmin  @MQOGD E@BSNQX CEHagMird HRADmMIin12345

Application Director

Connected to 192.168.1.10
Name Type  Status Details Auto-Start  Restart on Failure 7

E entSec)ACE_01 statiom Running fox=n/afoxs=4211 http=n/a https=443 true true

PARNLINGT: UL UL JULIl 1EVE MUlLlUdSLE YDUUp: jdvd. k. CECLEEUTLLURLS EﬂLtD'Stﬂl't
java.lo.I0Exception: IF ADD MEMBERSHIP failed
at com.tridium. fu:ux sessmn LMulticastServer.lambdasnews0 {(MulticastServer E Restart on Failure

R T B 1T ArTwdrrd Tmermd W ad S e Ml md b

"TSN 4S@QS DM@AKDORSRIED RSENIVDRS@QSR @ESDQ RSNOOHMF "4S@STR NE@BBDRHMF HM(
SS@S XNT B@M BNMMDESFSNEREV TRHIBP DA 6*
%N NMD NEB EKKVHMF

a *E XNT @ NFFHMF HMGSNRREES ENEDSJQRBID DMSDGQISCDE@TX@RRVINGE DM@AKDC
CHR @ ARdmnember these credentials @MC BRD,

a *EXNT @KL X BCG@MREZG@RRUNIRHMEDB VDA 6* DMSDQ XNTQ O@RRVNQ



SNMSPKDQ BNLLHRRHNMHMF HOF@Q@ &MSDQOQHRD 4DBREHS M ®WRSQ@BHMSDM@MBD (THCD

*E XNT DMBOD®D CDE@TX@RRVNGD RXRSDIHROK @R B2 RRVINEDRDS VHMCNV

Password Reset
You are required to reset your password before continuing. Please

enter your new password and confirm.

Your password must contain:

- at least 10 character(s)

- at least 1 digit(s)

- at least 1 lower case character(s)
- at least 1 upper case character(s)
- at least 0 special character(s)

- Q
Wl New Password:

v = Retype Password: °

Login

4SDO  $G@MFIE® CDEGTX@RRVINEN @ MDRIQMF O@RREZN®@S HMBKTCDR RODBH@K BG@Q@BSDQR
MTLADQR @MC KB@RD @MC TB@RD KDSSDQR

IMPORTANT: 5GD O@RRUYNONUHCDRIS BMSHVID NENCBDBSNM ENQ XNTQ BKMQRBES 4@ Q
S5HR BGDMS2K GH8VIKISERD VGN MDDC SN JMS@MFOGD O@RRINM @ETK@Q A@RHR 4SNQ
HS HM @ RDRNQENIM OEDQ@AKX TMCDQ KNBJ @MC JDX

OMBD XNT G@UD@SGDC XNTQ NVM TMHPTD CIoEERVMRQWIED XNT KNF HMGEDN BSENVI XNT

B@M DM @Réthember these credentials ADENIXNT BiBJD,
5GD4S@HNM 4TLL@@KXIDV NODMR 5GHR UHHB@-HIEES XNTD@BNMMDBSDCED BNMSIKDQ
RS@S8M

4SDO "R SGD RSENMV RS@QSR NABDQUDHB@SM %EHBINQ KNF@SBG ENQIRR@MC V@QMHMFR

.@@BG



HOF@Q@ &MSDQOQHRD 4DBR@ENM WRS@BHMSDM@MBENMIPKDQ RDSTO TRDQR @BBDRR QHFGSR @
(THCD RBGDCTKDR

Chapter 6. Contr oller setup, users, access
rights, and schedules

5GHR VNQJ S@JDR OK@BD HiNK RCBRRISED SDA 6*
5GD NGS\MR BNMJBTHINGSIR BG@OSDQ@ED V@X ENQ BNMgFTQHMF CDGIBEDRWSIES @O0SDQ

#DRS 1Q@BS % TQHMA-RBEGENMgFTHNABHS HR @ FNNC HCD@ SN REVBRDRBEH H R@QUGB BTQHIS
RS@SM BRIHRBOK@MDNTERNMIMKDQ .@HMSDM@WEIBRA@UD 43BIM

SNMMDBB/F SN @ RIBEIS RHBMIRQJADMBG

5GDR @N@MX MTLADQ DN@RNMESBS @ RBBIS @X AIKBC' BNLLNM SQTAKDRGKING RSDO HR SN BIDM S
"OOKIB@SM 9BBEINQ @MC BNMG@LSSD RSE@SV HR QTMMHMF *EKMNS IERIIBDCT) VGHBG VNQBDR@LD
ENQ @ 4TODQUHRNQLNSIEBRMEKDQ REES

Prerequisites:
5GD OK@SENQL BNNIWMDB& NODM

4SDO  0ODM SD'OOKIB@SM 9EHBINGNNK OMD V@X SN GNFSHR SN QHHEISLRI® SENQL @BIZHIXVR
"OOKIB@SM YBHBINQ

4SDO  4SNO @MXAIX) R$AWBIR
4SDO 4DKDBSB RSHEMNM SN RS@QSHBMEBE@R@FSSNM

File Edit Search Bookmarks Tools Window  Help

4 D~- o A O i =~ 2 >
172.31.66.10 (AccessControllerStation_1) . Platform / Application Director
- Nav Application Director
1 'S’ @ My Netwark Connected to 172.31.66.10
- Name Type  Status Details Auto-!
Platform

EAccﬁsControllerStation_l station Starting fox=n/a foxs=4911 http=n/a https=443 true
& Station (AccessSupervisor)

@ 172.31.66.10 (AccessControllerStation_1

& Platform INFO [nre] Launching Niagara Runtime Environment [#] Auto-Start
INFO [10:21:50 27-Jun-19 UTC] [nre] Booting )
&) Application Director INFO [10:21:56 27-Jun-18 UTC] [sys] Logging initializ[# RestartonFailure
. WARNING [10:21:56 27-Jun-19 UIC] [sys]
€ certificate Management Start
@ Distribution File Installer Stop
@ File Transfer Client Restart
Q.‘ |EEE 802.1X Configuration Reboot
@) Lexicon Installer Kill |

4SDO  /NSHBD @MXNIIFQ@MC V@ QMHNEERRSENV RS@QSR
4SDO  $NMgQL @SB RSENV G@R RS@QSDC DISKEERRQINg

4SDO 5N BNMgFTOED RSV SN RS@QS @TBEKEES DUDMS NE @M TMDWODBBDDME@AEDS
Auto-Stat  OQODQSX

.@@BG



$NMSKDQ RDSTO TRDQR @BBDRR QHFGSRH@M@Q@ &MSDQOQHRD 4DB K@M @RS@&RHMSDM@MBD
RBGDCTKDR (THCD

Auto-Start

a *E 6D DKDBSQHB@K\NEFHONMDQ SBOSATHHIRIF @M 614 6MHMSDQKIDBNVDQ 4TOOKX NQ
NEDQ A@BJTO A@SSDQX B@M L@HMS @HIVBNNMIID SNESIC HSR @BBDRR MDSVNQJ @R KNMF @
HR OQEBBK

a *E @M DLEQMBX FDMDQ@SNQ REEEDSRSISD @BBDRR MDSVNQJ CNNQ KNBJR @MC RDMRNQR
RGNTKC AD ONDDQ@X BRHE KEBFHSR SBDDWSDIBESSS® BNLO@MX BNMRHCDQR OGXRHB@K
RDBTQHSX SN AD @ OQHNQHSX

a *E ONVDQ SBESBNMSIKDQ FH @ SDKX E@BKHIRXBSDL A@BJIRGIDRSKENV @ TSNHEEK

a 8GDM ONVDQ HRRONQ $D OK@SENQL RGNTKC @ BENRBRES BSE@8V @ MRSNQ
OGXRHB@K RDBT@ISXTHMEIF TMKDER STHHEIR'NBBTO@MSR N@GED CNNQ KNBJR
VHS MN NODQ@SNN®@BS

Restart on Failure
a *E GD RSHMNMV E@HKR HS BE@N@SSDLOSPES@QS

a " Failure Reboot Limit CDE@ERSNG®RD @SSDLOSR CDgMDR GNV HEGDRX@ RSN
@SSDLOSR BRS@QIBHIS@ RODBHIgR: Reboot Limit Period CDE@SKSN LHMTSDR
:NT B@M BNMgbRQI&

SNMMDBBIF SNGS BNMS$KDQ RE®E TRHMHDS/DA 6*
5GHR 8BDCTCNBTLDMSR KNFFHMF HM SNREBENRS@S ENEDJQRELD NQ @ESDQ TEIMF@RSESY@Q

Prerequisites:
5GD RSNV G@R ADDM BNLLHRRHNMDC @MC HR GEYMRHMIEB VDA 6*

4SDO  0ODM @ RTOONQSDC VEXRID
4SDO  *M 6D @CDRR A@IODGED @CDRR NEB RLNSD BNMEKDQGH CDE@TK @CORR HR

https://192.168.1.120 @MC ORRGD&MSDQ
5GD-NFHWHMCNV NODMR 8@GEBrname CDE@IKSMdmMin  5GD O@RRVINCDE @RKSN
Admin12345

4SDO %N NMD NBEB EKKIVHMF

a *E XNT @ NFFHMF HMSENRREES ENEDJQRBID @MOHT MNS BNMMDBSIBR @GNV
TRHMFNQJADMBOMSD@GB E@BSNQX CEHagdWird HE DM@ AKBPIR @ARdnember these
credentials @MC BRD,

a *E XNT @@LX KNFFDC H\EBIRSESV TRHVRQIADMEBMC BG@MFBIE S@RRINDMSDQ
XNTQ O@RRVNQ

.@@BG



HOF@Q@ &MSDQOQHRD 4DBR@ENM WRS@BHMSDM@MBENMIPKDQ RDSTO TRDQR @BBDRR QHFGSR @
(THCD RBGDCTKDR

*E XNT DMBOD®D CDE@TX@RRVNGD RXRSDIHROK @R B2 RRVINEDRDS VHMCNV

Password Reset
You are required to reset your password before continuing. Please

enter your new password and confirm.

Your password must contain:

- at least 10 character(s)

- at least 1 digit(s)

- at least 1 lower case character(s)
- at least 1 upper case character(s)
- at least 0 special character(s)

- Q
Wl New Password:

I ~
5 Retype Password:

Login

4SDO  $G@MFIE® CDEGTX@RRVINEN @ MDRIQMF O@RREZN®@S HMBKTCDR RODBH@K BG@Q@BSDQR
MTLADQR @MC KB@RD @MC TB@RD KDSSDQR

IMPORTANT: 5GD O@RRUYNONUHCDRIS BMSHVID NENCBDBSNM ENQ XNTQ BKMQRBES 4@ Q
S5HR BGDMS2K GH8VIKISERD VGN MDDC SN JMS@MFOGD O@RRINM @ETK@Q A@RHR 4SNQ
HS HM @ RDRNQENIM OEDQ@AKX TMCDQ KNBJ @MC JDX

OMBD XNT G@UD®SDC XNTQ NVM TMHPTD CERMRWIELE XNT KNF HM&D! BSENVI XNT
B@M DM @Réthember these credentials ADENIXNT BiBJD,
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$NMSKDQ RDSTO TRDQR @BBDRR QHFGSRH@M@Q@ &MSDQOQHRD 4DB K@M @RS@&RHMSDM@MBD
RBGDCTKDR (THCD

5GD HMSDQE@BD NODMR @M@ RNICBN BNMgED BSENM @MC RXRFROBK@X M@LDGDMC S
MDSVNQJ RBEER

— p—

) Help 2 Logout

niag

[ Schedules & User Management £= Backups % Remote Devices &% Access Setup &% Intrusion Setup

& Monitoring ﬁ Personnel #¥ Controller Setup

Before continuing, please review the following settings. Changes to any
of the platform settings will require a reboot. To keep the current

configuration press "Keep the Current Settings".

Display Names
Station Display Name West Wing

System Display Name Building 1

Update Display Names

Station Name Settings (Changes to these settings require a restart the station to take effect)

Station Name |AccessControllerStation_1

| Apply Changes and Restart Station

Network Settings {(Changes to these settings require a reboot to take effect)

Host Name AccessController-301
Use IPvG No ¥

Domain

5GD 4S@8M @MC 4XRSDL M@HRBK@ >XGEMESIO QHFGS BNQMIDQVDEA §* 'NQ DW@LOKED S
RS@SM M@LD LHFGSS&bond Floor ~@MGOGED RXRSDL M@BDilding 10 :NT B@M BG@MFD
S5DRD U@KTDR K@SDQ ANNRBBNMEEKDQ 4XRSDL 4DSTOSVNQJ 5$1 *1 4ADSSMFRGD

"-9 ,5%*, DWOK@KEBR. ®MX NQDGIHR XNT B@M BNIIGHWEH R UHDV

4SDO  4BQK CNVM @MC BNMDRI®IX NESL@MX RQDOHRGDOM BIBIOOKX $G@MFDR @MC 3DENNS
5D ANSSNL NEB3O@FD @MC V@HSERS@SV SRRE@QS
*E 6D RS@8V CNDR MDSS®QS FN A@BNENADMBENMgQLG@S "TSN 4S@QS HR DM@RKDC BK
4S@QS @MC KNF HVMGIRVIMK & @F@HM

4SDO  *E SD(THCDC 4DSTONFQNDR MNS NODM @MC XNT VHRG SMBBREIMEHBRATSSNM @HSNO
NE GD)NLD UHDV
5GD(THCDC 4DSTANF Q/HMCNV NODMR

"BBDRRHMGLI> GDKO RXRSDL

)DKO HR @U@HK@AKD NM BE@EBE ®IBIDCTRCDLNMRSQ@SDR GNV SN NODM @ RDBNMC ONO TOBIHMCNV ENQ S
GDKO SNOHB VGEKIHY HBIFE DV

Prerequisites:
:NT @R@BBDRRHMF GNBNMSREES TRHIBD &/DA 6*

4SDO  $KHBJIGD)DKOHBNM HBDS OODQ QHFGS BNQEIDRBIRIS
5GD GDKO SNOHEENIHDDQK @BISIHDV
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IHOF@Q@ &MSDQOQHRD 4DBR@EBNM @IRS@RHMSDM@MBENMSKDQ RDSTO TRDQR @BBDRR QHFGSR @

(THCD RBGDCTKDR
4SDO  $KHBJGD ONOTO HBN~ HMGED TOODQ QHFGS BNQGDRBIRISA
5GHR NODMR @ MRBVRID VHMCNV ENIMDA 6* 6@S BNMS @HMBEDEKO SDWS
user type. faHome &d” Monitoring ﬁPersonnel Reports

[If an existing user type is in a locked-out state, a Clear Lockout button displays [l JEEGI TSNS SRIET 8 U STELET T TSR STe AT LR ¢

| view. You can click this button to immediately clear a user from a locked out stats

The tabs configure user types and the associated role(s).

Save || [ users

| User Roles
| NOTE: A new user type is not created until you click the Save button. Full Name PersMan
Enabled true Vv
| Properties Expiration ® Never Expires O Expi
Lock Out false
Property Value Description | apnguage
Full Name text, optional Assigns a lo| EMail
the user type Password: (esssssss
Password
Enabled true of false Turns the us Confirm: |ssssssss
S,Zit;ieg;' Force Password Reset
1 — —
user informa Password Expiration ® Never Expires \_' Expi
system Witht yatwork User [false
enable the u L. -
However, us Authentication Scheme Name DigestScheme | |
credentials £ cell Phone Number
unless and 1
is enabled. Auto Logoff Enabled true v
Use Default Auto Logoff Period true Vv
Expiration radio button and drop-down Sets a prede
P lists P expiratilf)n 41 Auto Logoff Period 00000 |h[1s |m[z
Profile Standard Access Profile
never confi
never expire Home Home
. |Motes Required On Ack true V|
Date option
properties— Default Alarm Console Select an Alarm Console
| ¢ date ontion [ Epable Video Settings true V|
Console and Playback

V|T

' Layout
<

4SDO (N A@BJ SNGD OQHL@QX UHDVHBVIGBAKQVRDAFN A@BJ ATSSNM BQQABHRD M@UHF@BD SN S
UHDV XNT MDDC
5GD ARVRDQHROK@3XR SHDV VGHEID GDKO SNOHBEMR NODMBNDSIO TO VHMCNYV

(THCDC 4DSTOBY®@Q

5GHR H8SX HR BNLOQHRDC NE GNNK@DR ©®MC @ RDQHDR NE VHMCNVR CBRBEMNIEN EG 6D HMIBK
RDSTO NBDRR

.@@BG



$NMSKDQ RDSTO TRDQR @BBDRR QHFGSRH@M@Q@ &MSDQOQHRD 4DB K@M @RS@&RHMSDM@MBD
RBGDCTKDR (THCD

Figure 8. (THCDC 4DSTOBY@Q

Guide 1 2 3 = x.,’ 4+ | Guide Toolbar

Guided Setup
Tour

Welcome to the Enterprise Supervisor Setup Wizard
®_ perform Guided Setup
( skip Guided Setup

Ok || Cancel

5GD (THCDC 4DSTOHY @ RDQUDR @R @ BEBEIKIC MAUNF@SC HBESR XNT SBCSOODQ REOM ENQ
RDS$8VF TO XNTQ RXRSDL *S CNDR MNS @RRHFM @MX U@KITRQINEEER BIFSTYBOKENQ XNT 'NQ
DW@LOKD NMHHBDSTO XNTHRBSDC SBB'BBDRR %DUHBD .@M@ADQHM RSEQSNEGD (THCDC
4DSTO $HY@QE MN LNCTKDR @I XNTQ C@S@A@RD XNTRBWRIIT) @MC @CC LNCTRBRHERADERQ
OQBDDBMF "R XNT BNLOKDSD D@BG RSDO @MC R@ UDN\ETE@IB DRI XB@MC MNSIEES® RSDO HR
BNLOKDSDC *E XNT G@UMHRNR@ANFS RDSTONBDRR NQ @MENEFODGHRDEDQ SEBOIBDCTIR HM
S5HR RBBS/

"R XNT BNLOKDSD D@BG RSGD REST@SDO *MHB@SNBSNMR BG@MFD BNKNGBENEBMRS @ STRANERSDO
@K@&BD SI8B BNLOKBEM NEB (THCDC 4DSTOB @Q

:NT B@M B@MBDKTHCDC 4DSTOB @ @S @NIX B AX TRHMF NMBGUTEEKKVHME®D LD&NCR
a $KHBIGD(THCDATSSNM @MC RD&DS8&EpS5uided Setup NOSINM HELS(THCDC 4DSTM&BNLD VHMCNV
a *M 68D gM@K RSDO RIMDESHpleted NOSINM @VBHRK]

a 4DS 6DShow Guided Tour O@ODQSX®M SN EGIROK@X N@sSN SN GHCEES (THCDC 4DSTG8 @ @MC
(THCD BINK@GBGHR GQDQSX HR KNB@BDC GDQ

a 4TODQUHRMNRSDL 4DSTO.HRBOK@MDNTRDQUDQ .@HMSDM@MBD
a SNMSCKD@XRSDL 4DSTO.HRBK@MDNTRNMIKDQ .@HMSDM@MBD

&@BG RSDOGIE $HY@QRBDRR HR SQ@BJDC AX LNMHSNQHMF HSR RS@STR &@BG RSB ERKKWVAMAM NMD NE ¢
ENTQ RS@SDR

a /DWS QPTHIE RSDO

4HMBBS RSDOR LTRS AD @BBIRGIIC HM @ ROPE@BUEINMKX NMD RSDO HR @U@HK@AKD @S @MX ONHMS C
S5D (THCDC 4DSTGY @ QQBDRR 5GD (THCD SNK HVB@ SR $ADWSRYHXE RSDO AR VGHSD BNKNQ
NE 6D RSDO HB@SNQ ATSSNM

a 4SDO HM@ESDC ATS MNS BNLOKDSD

5GD RXRSDL H@EDR @ RSDO VGDM XNT @BBDRR @ UHDV (FEDRSEIEGNE@ SNQ ATSSNM SKRIMR XDK
VGDMGD RSDO HRH@BEIE @MC RSENRTABBKEPO...Completedd  NOSINM HR RDKDBSDESEQ
@RRNBH@SDC (THCD VHMCNV

a 4SDO BNLOKDSDC

.@@BG



HOF@Q@ &MSDQOQHRD 4DBR@ENM WRS@BHMSDM@MBENMIPKDQ RDSTO TRDQR @BBDRR QHFGSR @
(THCD RBGDCTKDR

$NLOKDSDC RSDORCK@X @BWMRSDO HBI®@SNQ ATSSNMR " RSDO LTRS AD BNLOKDSDIT BIHAIEN SN
S5D MDWS RSDO

NOTE: "RSDO HR BNLOKDSDC VGDM XNT @DKBBECGKDSDC N3/ HED5@RRNBH@SDC RSDO MBIMTNV
HR MN RER@LL @B UDQHEB®ISIDS XNT ODQENQLDC @ RSDO

a 4SDO MNS @QU@HK@AKD

"RSDO HR TM@U@HKEKKRTTBISLOKEEDAEUJHNTR RSDO 5GD RSEEIGBMND ATSERRIKOXR @R FQ@X NQ
CHLLDC VGDMGD RSDO HR MNS @U@HK@AKD

4S@BBIFED (THCDC 4DSTATEQ

5GD(THCDC 4DSTANF(RDQUDR @R @ BIRSESIK L@ JDIRB@ S XNT BNMEFr-@SD HLONQS@MBRE@S
BNLONMDMSR GBQE@OM TROGISBGDBIRS XNT B@M BNRIgKEOGG BNLONMDMIUHCE® KGD @CU@MS@FD NE
S5D SNTQ ENQ gESTRDQRE®S TRHMF HS GDKDEIXRDQ VG@S MDDCR BNMgFTQHMF

Prerequisites:
5GDShow Guided Tour OQODQSX HR RBEESMME$NMSIIKDQ .@HMSDMEHMBINVGNMSIKDQ 4DSTO
.HRBOK@MDNTERNMIKDQ .@HMSDM@MBD

4SDO  *E 6D SNTQ CNDR MNS NODM GE@K@®ST B@M RS@QIHBSHAMEEXTHCDATSSNM @BHSNO NE
S5D UHDV
5GD(THCDC 4DSTANF Q/HMCNV NODMR

4SDO  $NMgQL S@Berform Guided Setup HR DM@AKDC @&BIiI, BK
5GD A@BJNDMC ENQIXTHCDATSSNM @®SNO NEB UHDV STONIDNMI@MGBA@BJINDMC NE
GD HMEB@SNQ STOQMR VGHEB@SBBEXNTDANM 4SDO  5GHR HR @M HLONQS@MS RSDO ADB@TR
SGHR HR VGRNT RDS TOB RSNV O@RRYER@GH @CLHM TRDQ

4SDO  &MRTNS @G0 to Change Password HR DM@AKDC @B, BK
5GD VHY@KR@UHF@SBRMKDQ 4DSTGRDQ .@M@FDLDMBMC NODMIDE@RRVRQHDV

4SDO  &MSD@B BTO®S O@RRYNBD@SD @NREMDV O@RRYNDMC IBEA@UD
5GD1@RRVEQG@MFDZHMCNV NODMR

4SDO  $KHBLNMD
5GD A@BJRQMC NES® RSDOATSSNM @PHSNO NES UHDV STQMRNXDK

4SDO 5N QRS@GHRSESV BEDJ
5GD RSEMVDBRS@QSR 5GHR BNTKC S@JD @ BNTOKD LHMTSGR OB KNBHEEIEHESNGM
8 NQJADMBGDM XNT B@M V@SBRSBQS 8GDM 4S@SNRERNNing XNT B@M KNF HM @F@HM SN
S5D RSV TRHIBD S/DA 6*

4SDO  -NF HM SINGS RSIE@8V @MC SN BMVIE® QRS NEB (THCDC 4DSTNERBKBJ RSDO
5GD SNTQ NODBIBA®STO /511K@SENQLADQUBHBBBQUDQRICNY

4SDO  $NMSIMTD VBISD QRS NEB RSDOR VGHBG FTHCD XNT SN

4SDO "CC $NMMDBSDC .NCTKDRBVESVNQJ %HRBNUDQX

4SDO  4DS 60 4BGDCTKDR ENQBENRR

4SDO  4DS 60 HDF@MC 'NQL@SR

4SDO  $Q@@SMHM@MSR

4SDO  $@@SD "BBDRR 3HFGSR

4SDOR @MC 4DS 60 1IDQRNMMDK @MC #@CFDR

4SDO  $QD@SD /DV 4XRSDL 6RDQR

5N BNMSVITD @ESDQ D@BGHESIED BBV RSDO ATSSNM

OMD NEGD NGBNMR VGDM XNT FDS SN RSDO HR 4@UD 4XRSDLHWWGFEQMDSN HBE 4@UD
SNMgFTQ®ISM $NLOKDSBGDSSNTQ NOD@B SSG RSDO ENQ UHDG@BNME 6RDQ -HBDMRD
"FQDDLDMS &6-" 4SDO HR ENQ UHDVGHEFO® QFIBRMRDR 18UBICDRIS NGENM Sind

Guided Wizard Setup

JSURES R B R O
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$NMSKDQ RDSTO TRDQR @BBDRR QHFGSRH@M@Q@ &MSDQOQHRD 4DB K@M @RS@&RHMSDM@MBD
RBGDCTKDR (THCD

4SDO  $KHBENd Guided Wizard Setup @MC BRD,
*E XNT BNMgEXQORODGIHR @S D@BG RSEDINETRNTQ RIAS HR KK @T SN ADFHM

NODQ@NMR

Result
5GD QRS NEBHR FTHCDIOGCDR S@RJR HM @ RHIGIN@ESSNOWBDMS NERGEVIF ODQRNMBMENCR @MC
A@CFDR VGHBG @NBTLDMSDC Igid 8030;@ (5(.,9A: <0+,

"ANTS &D (THCDC RDSTO VBYAENR@Q
5GD (THCDSNK@Q @OOD@QR AXTBE@URBLD XNT KNF HMGEN BXRSDL

Figure 9. (THCD BINK@Q BNMER @ MCHBMZSNQR

Start Scroll Step Indicator Scroll
Buttong Buttong Buttonsg Buttong
Guide =

5GHR SIM@Q HR KNB@ SBIC SNONES @ OIB@SM TRDQ HMSDQE@BEHHEMED Q @MECK@XR BIKMBIQC
HME@B@SNQ ATSSNMR 5GDRRABENWEHBMSNGRE@KNT SN M@QUHF@SD @KICSIHBBDRIFQRR NEDB
FTHCDC RDSTO 5GRNERHMARS CDRBQHADR D@BGINK@D BNMEATSSNM

Guide

a 4S@QS H@SBFOSTHCDC 4DSTOBY @ @X NODMHNEDSTHCDC 4DST@M&BNLD VHMCNEHR ATSSNM
L@X AD VGHSD NQIM® VGHSD HBA@SOaS:s® FTHCDC RDSTMBDRR G@R MNS RS@QSDOMDBEAB@ SDR
S@3$5P FTHCDC RDSTMBORR G@R RS@QSDC @MC HR MNS XDS BNLOKDSD

a 4BQK ATSSNMPR E@NB@SDCENIDES @MC QHBE8HE G MIB@SNPSNMR 5GDMRATSSNMR LNGD S
UHRHAKD RSBIB B®8RQ ATSSNMR KDES @ ME@BHKSS BR®E UHDV @ MOGRIDEINEAE TNTR ATSSNMR

a 4SDO *MHB@SNBSNMR MTLADYQ NQ  HMC HB@SBOERSDO MTLADQ @MC VHM@RBE ATSSNM L@X
CHROK@X @MX NMD NE ENTQ ONRRHAKBERAKSBHBRSN FAVNESBRRNBH@SDC RSDO

10

a 8GHSD HNE@ SIFESs61R HFDSMIDWS RSDO SN AD S@JDM
3

a : DKNV HWE @ SIrass® RSDO G@R ADDAEHIESATS MNS BNLOKDSDC
2

a (QDDM HMB@ SIorass® RSDO G@R ADDM BNLOKDSDC

a (Q@X HMB@ SIFESE:S® RSDO HR MNS @U@HK@AKD

"ANTS &D (THCDC RDSTO VBY#MCNVR
(THCD VHMCNVRIROK@X VGDM XN@H8DHS RSDEDHVHEEDC 4DSTOB @Q
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HOF@Q@ &MSDQOQHRD 4DBR@ENM WRS@BHMSDM@MBENMIPKDQ RDSTO TRDQR @BBDRR QHFGSR @
(THCD RBGDCTKDR

Figure 10. (THCD VHMCNV

T:;Eim” Step 2 - Change System Time / Add Security Meodules (Offling)
optiong (*) Go to Miscellanecus Configuration

"Completed” ) Miscellanesus Configuration Completed

eprions [ Ok ] [ Cancel

&@BG VHMCNV G@R @M HNIRGEBS@S CDRBQHADRSDO @MC SVNINIAR
a Goto.. CHROK@XR SHDV @RRNBH@SEBDWHIWS RSB@ SMDDCR SN AD ODQEN@DEBSTO
a ..Completed CHROK@XR BHMCNYV ERQ MDWS RSDGBIFTHCDC 4DSTOB@Q

SNMEHFTQHMF @ RBBIMRDQ BNMMING
4DBTR BNLLTMHB@SM VESD ARVRDQ HR BNMBQGNTFG 6D 8DA 4DQUHBD

Prerequisites:
:NT @RTRHMEB 8DA 6*

4SDO 5N BNMgF D@ RDETBNMMDBSVENTFG @ AYRD@BBDRBSSDA 4DQUHBD AXBBKMNMIIKDQ
4ADSTO .HRBOK@MDNTRB DA 4DQUHBD
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$NMSKDQ RDSTO TRDQR @BBDRR QHFGSRH@M@Q@ &MSDQOQHRD 4DB K@M @RS@&RHMSDM@MBD
RBGDCTKDR (THCD

5GD 8DA 4DQUHBDOQEHR S@A NODMR

&d” Monitoring &g Personnel

E Schedules &, User Management B= Backups #% Remote Devices

E save
Web Service
Status |{ok}
Fault Cause |
Public Server Port g0 [1 - 55535]
Http Enabled false W
Public Server Port 1- 65535]
Https Enabled
Https Only
Https Cert |5uper-.ri5c+rcert |
X Frame Options
Show Stack Trace
Applet Module Caching T',rpe
Web Start Enabled
Create Start Menu Shortcut
Create Desktop Shortcut false v
Min Threads [4 - 30]
Max Threads [7 - +inf]
Thread Idle Timeout 00000 |h|05 |m|00 |s[1isec- +inf]

4SDO  ADSHttpEnabled  SNfalse  Https Enabled  SNtrue @MGEittpsOnly  SNtrue
*E XNT @ QOFQ@E®IF XNTQ HMESBBK XNT L@X G@UD ONHMSDQR SN NKC )SSOHMNS SRy 8GDM
HR RDStgd SGD RXRSDL @ TSMEFEXKOHOBSR @MX )SSO BNMNIMBSN RDEENMMIHBEMR
)SSOR 5GHR R@UDR G@UHMF EX R@EVEHKD@BG NEBDQME @M )SSO ONQS HM KDF@BX
HMRE@BIMR

4SDO  $G@MFHipsCert SN HCONMSGH NS $" RHFMDC RDQUDRJBREED XNT@SDC ERES
OK@SENQL RSI® @ MEBK@UD
8GDM XNT DM@AKD )SSQEDHBDA 4DQUHBBDRXRSDL @TSNEEKDM@AKDR 'NVWEDHNSG
4DQUHBD

4SDO  *E XNTEC MNS HLONEISENLO@W®NS BD@B@SD HBBMBVRDA'SQTRS RSRNRA@BJ SB3
#*<9, 644<50*(;065 BG@OSDQ @MC RDS HS TO

Result
"MX BNLLTMHB@I$M TRHIED 2QVRDQ HR RDBTQ

$SNMEHFTQHGIB SK@SENQLHREEEDSVNQJ BNMMRBIS

&RS@ARGHMIDBNMMPBS/ ADSVDIRDBNMEKDQ OK@ SENHNA @ BEDKNB @B@Q@PDSVNQJ HMUNKUDR
BNMgFTQHMIDSONQS @MC BNMNPERBDBTQHSX
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HOF@Q@ &MSDQOQHRD 4DBR@ENM WRS@BHMSDM@MBENMIPKDQ RDSTO TRDQR @BBDRR QHFGSR @
(THCD RBGDCTKDR

Prerequisites:
:NTL@CD @ WQRDQ BNMMINEG SISB BNMEIKDQ @MD BRHMEB VDA 6*

4SDO 5N @BBDRR BNMANMESHBSGNMSKDQ 4DSTGDLNSD %DUHBDRS @M .@M@Fa®C BRIGD
RDFMFR HBN

5GD4DSBMFRHMCNV NODMR

The following properties are for the local station only,
they do not effect remote stations.

Fox Enabled

|
Fox Port 1911

Foxs Enabled | true ¥

Foxs Port 14911 '

Foxs Only  true 7|

Foxs Cert tridium

0Ok || Cancel

4SDO  $NMgFTR $D RSHENSRFox Port  NQFoxs Port  A@RDC NM VGD® NQ MES 8NMgFTRIRE
@PTHR RDBTQHSX @MCERMHRISQ
*E XNTQ BNMgFFQ@ I RDR END@R$MIF ENQ UHGBIR GSNQS 'NW NQ 'NWR RGN HEDRDSEQ
5D ONQS TRDC SN BNMMDBS @ UHCDN CDUHBD B@LDQ@ %73 /TSINQIRDOUDIQESXNTQ

BNMgFTQ@8/1 CNDR MNS TRD ENWN.RBEGSR ONQS RGNTKEDAR@LD @FDSONQS TRDC SN
BNMMDBSISUHCDN CDUHBD

4SDO 5N BNMSVITD BNMgFTQHMF @ RDBTDHESV BNMgQELSEKKVHMF BNMgFRQ@S

The following properties are for the local station only,
they do naot effect remote stations.

IFox Enabled | false ¥ 'I

Fox Port 1911
|F0x5 Enabled true ¥ |
Foxs Port 14911

IFuxs Only true ¥ I

Foxs Cert tridium

0Ok || Cancel

4SDO  'NQFoxsCert DMSD@GB OK@SENQLHREEFDQUDQ BIRG®SD

.@@BG



$NMSKDQ RDSTO TRDQR @BBDRR QHFGSRH@M@Q@ &MSDQOQHRD 4DB K@M @RS@&RHMSDM@MBD
RBGDCTKDR (THCD

Foxs Cert HRGD K@QRSOQQSX IdB4DSBMFRHMCNV

The following properties are for the local station only,
they do not effect remote stations.

Fox Enabled | false ¥

Fox Port 1911

Foxs Enabled |true ¥

Foxs Port 4911

Foxs Only true ¥
Fﬂxs Cert tridium II
Ok | Cancel

5GDtridium  BDQ®)B@SDGRGDE @ TREKRHFMDC BRB®SD 'NQ L@WHLTL RDBTQBIX RSNQ

TMHPTD RDQUDEER@SD HM D@BEIKDNYBHERERDQ ,DX 4SNG@S V@R RHFMDCNNGS@'Q
BDQ®B@SD GREBDQBTRS 43NQ

%DEHMHMHBAX@X M@LD ENQ @KBIQMEHRIG

&UDQX RBEN NGB MDSVN@RYHI®R @ TMHPTD *1 "DRR *M @HENM SBIBR @OBR @ RDQHDR NE MTLADQR
D@BG RBEMB@M G@QUD @ TMHPTD %HROK@X /@LD @ MANE! TMIHDP HGHIEBIB YoHROK@X /@LD @CCR @M
D@RHKX TMCDQRSNNC SDWS M@NM &R BE@8 AD DNEDBGMHB@K TRHMF HMCDBE@8@NAIBRLR

@MC K@QADKBD*RXRSDL G@R @ RHMAKKIESBISCDE @ AS@NM /@LD HR §8HDMS *M @ BNLO@MX VHCD
HMRE@8BIM @ ADRS GIB@BR SN FHUD D@GBG/RBRMEKOQ @MC 4TODQUHRNQ LD@MHMEEDR BIMENRE

SN @ RS@KRIC/@&D HMF BNMUDMS

4SDO  $KHBINMIKDQ 4DSTOHRBOK@MDNTRSVNQJ 5%1 *1 4DSSMFR

4SDO &MSDQ @ CDRBQB@®N Display Name @MC gystem Display Name
5GDSystem Display Name @EDQR $HNDS/GNKD HMEBBIM OESDKHR HFDSBNLO@MX M@LD NQ
RXRSDL M@LD EBIQBGNKD BNLO@MX 5GDRD M@LDR REDOM&EASD BNNKEQRNEQIMD
@MNKEDQ @MEIERMD NQ LNEMTODQUHRNGIRBIR S

4SDO  $KHBIGD"'OOKX $G@MFDR @MC 3DXNI$SIM KNV SD OK@SENQDBS@QS

4DSBMFGED C@SD @MIS

5GHR §BDCTMBNMgFDR SD OK@SENQL C@SBL@MENS OK@SENQLR 4TODQUHRNQNEDQENMERSHR
BNMgFTQ@8/ RSDO

Prerequisites:
:NT @VNQJIHMF HM VDA 6*

4SDO  &WO@MNMIIKDQ 4XRSDL 4DSTERBK@MDNBRVC BRAXRSDL %@ SBLD

4SDO  $KHBJGD BGDBJ ANW MDWG@NIFD 4XRSDHID
5GD RNESI@(@ QMR XGEsS R@UHMPE $NMD BG@MBPRHIR @ OK@ SEDRE@QS 5GD RXRSDL
@PTHIR GHAIDRS@QS DUMNDHHE B CEDQMB@K CNDR MNS BG@MFD 'NQ DW@LOKDNBG@MFHMF EQ

"LDQHB@ /DV NQJ SN "LDQHBIGDVSNDP THIR @DRS@QS DIEDMISGSED BTQRISHE.D L@X AD
5D R@LD HM BIIK@BDR

4SDO 5N @B8J@SELSC@SD @M@MSOYODEHR BBDJI
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HOF@Q@ &MSDQOQHRD 4DBR@ENM WRS@BHMSDM@MBENMIPKDQ RDSTO TRDQR @BBDRR QHFGSR @
(THCD RBGDCTKDR

4SDO  $NMgFTQ $D OODGHR @MBEK@UD
5GD 4TODQUHRNQ 1B5N(SQ BNMEKDD®RS@QSR

6RDQ LOM@FDLDMS

"TRDQ B@M AD @ ODQRNM VGN BRN®MTL @M@FDR NRIS@S@ RNESYIHFQ@LE@S @BBDRRDRHENMRS@S
VHSNTSIPTHQHMF GTL@M HMSERIUDHEGHMD SN L@BGHMD TRDQ 5GD ODGRINMINDREINBS@M@FD
TRDQR @MC TRDQ M@LUDRIGDR@LD @R ODQRNM M@LDR 1DQRNGIR AIBBERRERDQR @BEIIRR&RSDL
@S LAM@RERATHKERIF

6RDQ L@M@FDLDMS HMUNHKSDRIDACDE @ TRDQRNDBICDC AR RXRSDL @ MIBRYF @BBNM@K TRDQR @R
MDDCDC 6RDQ BNMgFINQ@ERDSR TORMSDKR GDIMSBESM RBGDLD GNLD O@FR BBKMD MTLADMC
NSDQ GIQDGHR

$QOE@BVF @ NAHW TRDQ SN @ BBERR @& & \W /DSVNQJ HR @M DW@LOKIMRE REBE@BGHMD SN
L@BGHMD TBBER TRMPTHIR SDHTTPBasicScheme @MC HR NESDM FREIDDRCE) M@LD NAHW

3NKDR

3NKDR CDgMD @ RDS NE ODQLHRRHNMR NR@EBNMEOBFXBSDL ETWMBSR @U@HK@AKD SN RODBHgB TRDQR
TRDQ L@X G@UBLOKNKDR &UDQX TRDQ MDDCR @S KB@RS NMD Q

5GD RXRSDLMMHCDR CDE@KBR ENQ VGHBG ODQLHRRER@R EENMgBETQ

a 5GD+405 QNKD G@RERXRSDL OQHUHKDFDR @ MGB@EDRR @K @ CLHMNRBY@EIMBSIR HMBKIFC
SS5NRD HMUNKUHMRRBRIERSTO MDSWNRBNUDQX @MC NAMBBAR

a 5GD(+., 7,969 QKD L@X G@RGIMKX A@CFD @CLHAMRSBEENQSR @NEED BTRSMONYQSR
ATS B@MMNS BNNIyERODGHR UHDV NQ @BIMNVKDCFD @K@QLR

a 5GD(05;5(5*, QKD HMBKTGDR@AEK SN UHD\CE@QQONQSR @MC ODQENQL RXRSDL L@HMSDM@MBD
S@RJR RTBG @R BNMgINSDBYMEKDQR B@HVIF @MC TOOFFQ@OGHBR IQRR @G @MC
DCHSMF TRQAKD HMENGINGIS

a 5GD OQHL@QX S@BDRB@9 QIKD HR SN LNMHSNQ @MC @BJMNVKDCFD @RGEN® PREMMSNKD 5GD
NODQ@SNQ B@MUSDWS BIS BDQS@GMNSXRSDL @MC ODQRIMMNIZERQ

a 5GD!,9:655,3 (5(.,4,5; QIKD QWQYHCDR @BBDRR SN SDM@MS @MC ODQRNMMDK UHDMR 5GHR TRDQ B@M
ODQRNMMDK @MC A@CFD L@M@RODEEFRGDMC A@FCQMKX @BBDRR SN @BBDRR QHFGS @MC SDM@MS
L@M@FDLDMMNOQGHBR

5GD ENKVHMF S@AKDR RTLLGRHED@MSR@@BG CDE@KR B@M @BBDRR

Table 14. .NMHSNQHMF
Role:

: Personnel
‘TMB$INM Operator HEIEENES Qi Management

Badge

"K@QL $NMRNKD

"BSHUHSX .NMHSNQ

7HCDN .NMHSNQHMF 4AAQWBBHIVDQ
7HCDN .NMHSNQHMF 1K@MWB@BQ 7

© © © ©
© © © ©
© © © ©

Table 15. 1DQRNMMDK
Role:

Badge Personnel

‘TMB$INM Operator Maintenance Gperator Management

1DNOKD 9 9 9 9 9

.@@BG



$NMSQKDQ RDSTO TRDQR @BBDRR QHFGSRH@M@Q@ &MSDQOQHRD 4DB K@M WRS@RHMSDM@MBD

RBGDCTKDR (THCD
Role:

Badge ; Personnel
‘TMBSINM Operator IR CfpiElel Management
#@CFDR 9 9 9 9
"BBDRR 3HFGSR 9 9 9 9
5DM@MSR 9 9 9 9
"CCHINM@K 1DQRNMMDK %@S@ 9 9 9 9

Table 16. 3DONQSR

Role:

Badge Personnel

‘TMB$INM Operator W EENENE?  CERELes Management

"BBDRR )JHRSNQX

"K@QL )HRSNQX

*MSQTRHNM )HRSNQX

"SSDMC@MBD )HRSNQX

"TC HS )HRSNQX

-NF GHRSNQX

)@TV@Q3DONQSR %NNQR
)@TV@RQ3DONQSR 3D@CDQR
)@TV@DQ3DONQSR *MOTSR
)@TV@Q3DONQSR 0TSOTSR
)@TV@Q3DONQSR &KDU@SNQRKBRINBAXX
)@@V@Q3DONQSR 3DLNSD .NCTKDR
)@TV@Q3DONQSR *MSQTRHNM %HROK@XR
)@TV@Q3DONQSR #'$MDS INHMSR

9"1"TC HS )HRSNQX

HRBOK@MDNTR 3DONQSR 1DQRNM "BBDRR 3HFGS 3DONQS
HRBDK@MDNTR 3DONQSR 1DQRNM 3D@CDQ 3DONQS 9
HRBOK@MDNTR 3DONQSR "BBDRR 3HFGS 3D@CDQ 3DONQS
HRBDK@MDNTR 3DONQSR 1DQRNMMDK $G@MFDR 9

© © © O W © © © © © © © O O ©
© © © © © © © © © © O O ©
© © © O O ©

© © © © © © © © © © © © © © © O © O ©

© © © ©O ©
© © O ©

Table 17. $NMSQKDQ 4XRSDL 4DSTO

Role:

Badge Personnel

TMBSINM Admin Operator Maintenance Operator Management

4BGDCTKDR 4BGDCTKDR

4BGDCTKDR $@KDMC@Q 4BGDCTKDR
6RDQ .@M@FDLDMS 6RDQR

6RDQ .@M@FDLDMS 3NKDR

6RDQ .@M@FDLDMS $G@MFD 1@RRVNQ
#@BJTOR

© © © O ©o ©
© © O © ©
© © O © ©

Table 18. $NMSQKDQ 4XRSDL 4DSTO 3DLNSD %DUHBDR

Role:

Badge Personnel

‘TMBSINM Operator Maintenance Operator Management

3DLNSD %QHUDQR
3DLNSD .NCTKDR 3DLNSD .NCTKD 4DSTO BNGISDNMKX 9

.@@BG



IHOF@Q@ &MSDQOQHRD 4DBR@EBNM @IRS@RHMSDM@MBENMSKDQ RDSTO TRDQR @BBDRR QHFGSR @

(THCD RBGDCTKDR
Role:
Badge ; Personnel
‘TMBSINM Operator IR CfpiElel Management
3DLNSD .NCTKDR 3DLNSD .NCTKD *CH)BESM BNNEQQ NMKX 9 9
3DLNSD .NCTKDR "BBDRR /DSVNQJ 4DSTO BKIDISQMKX 9 9 9
IH@F @ @S DF Q@IS *%R 9 9 9
#'$MDS /DSVNQJ BNMEKDQ NMKX 9 9 9
#'$MDS #%5 .@M@FDQ BNNKER NMKX 9 9 9
AS@GHNM .@M@FDQ 9 9 9
$DQBgB@SD .@M@FDQ 9 9 9

Table 19. $NMSQKDQ 4XRSDL 4DSTO "BBDRR 4DSTO

Role:

Badge : Personnel
‘TMB&INM Operator CEITERMEES OlriEliol Management
"BBDRR ;NMDR 9 9 9
$@Q 'NQL@SR 9 9 9
"BBDRR $NMEQ4DSTO 9 9 9
"CCHSNM@K 1DQRNMMDK &MSQX 9 9

Table 20. $NMSQKDQ 4XRSDL 4DSTO *MSQTRHNM 4DSTO

Role:

Badge q Personnel
‘TMB&INM Operator CEITIRMENES OlreiElel Management

*MSQTRHNM 1*R
*MSQTRHNM ;NMDR
*MSQTRHNM %HROK @WD @ NNIWEX

Table 21. $NMSQKDQ 4XRSDL 4DSTO "K@QL 4DSTO

Role:

‘TMBSINM Operator  Maintenance Operator  [ERIES,
"K@QL $K@RRDR 9 9 9
"K@QL *MRSERBR 9 9 9
"K@QL $NTMS 3DK@XR NERIMZ QMK X 9 9 9
&L@HK "BBNTMSR 9 9 9
&L@HK 3DBHOHDMSR 9 9 9
4S@HM 3DBHOHDMSRNIBDI@ BIRYIKX 9 9 9
1INVDQ "K@QL 4DSTO BNIKISQ NMKX 9 9 9
"K@QL $NMRNKDR 9 9 9
"K@QL &WSDMRHNMR 9 9 9

Table 22. $NMSQKDQ 4XRSDL 4DSTO .HRBDMONTR

Role:

Badge Personnel

‘TMB&INM Operator W EIENERE? CpRELes Management

,DXO@C $NMgFTRIR™
1%' 4SXKDR 9 9

.@@BG



$NMSKDQ RDSTO TRDQR @BBDRR QHFGSRH@M@Q@ &MSDQOQHRD 4DB K@M @RS@&RHMSDM@MBD
RBGDCTKDR (THCD

Role:

Badge Personnel

‘TMBSINM Operator Maintenance Operator Management

-HBDMRD .@M@FDQ
/DSVNQJ 5$1 *1 4DSSMFR

$NMIGKDQ .@HMSDM@MBINKENYERIKX
(Q@OGHBR (Q@OGHBR .@M@FDLDMS
(Q@OGHBR *L@FDR

(Q@OGHBR /@UHR@EITOR

4DQUDQ .@HMSDM@MBD 4TODQUHRNQ NMKX
$NMgFTQ %@S@A@RD

8 DA 4DQUHBD

3DOKB@&SM 4DQUHBD 4TODQUHRNQ NMKX
+NAR

4XRSDL %@SBLD

&MC 6RDQ -HBDMRIDIRPMS

5GHD1@QSX -HBDMRDR

5HLD4DQUDQR UMIER

© © © O W © © O © © © © O O ©
© © © O ©o ©
© © © O W © © © © © O © ©

Table 23. $NMSQKDQ 4XRSDL 4DSTODZB®-DUDKR

Role:

Badge Personnel

‘TMB$INM Operator Maintenance Operator Management

5GQ@S -DUDKNTDR
5GQ@S -DUDK 4DSTO

1DQLHRRHNMR
1DQLHRRHNNFREDDODGHR NEKD B@SDFN@GDR B@M AD BNDEGFTQ
Figure 11. 1DQLHRRHNMR HSIR&D UHDV

Read | write Invoke
Admin ] O] L]
Badge Management 1
Personnel Management [
Graphics _ ] ]
1 1

:NT B@M FQ@MS NQ CDMX ODQLHRRHNMR ENQ G@S8 G B @SIEFNQENSKD SK D KDBSNQ BKD@GBMF S
@ODQH@SHNOBANW EGI@S ODQLHRRHNM KRBIHEKRS CDRBQHADR D@BG ODQLHRRHNM SXOD

a 3D@C @WVRGD TRDQ SN UHDV HMENRIINEBSR B@SDFNQX SXGHR*BEBLHRRHNM HR CDMRDQ B@MMNS
RDD HMENGIN®GSFD S HR @ RRHFMEHRBESDFNQX

a 8 QHSIX@WRGD TRDQ SN UHDV @ MEEXNEMENRN@ SIEISR B@SDFNQX SXEHR*GBBILHRRHNM HR GDMHDC S
TRDQ L@X AD @AKD SN RDD HMBRESIFR @RRHFMEHRBEESDFNQX HE 3D@C ODQLHRRHNM HR FQ@MSDC £
LNCHEX HS

a *MUNJIDB@SDR SHBI®KQ BB&EYF @ BNLL@MC NQNRTBIID %DODMAE NMES BNMSDWS @M HMUNJD HR

.@@BG



HOF@Q@ &MSDQOQHRD 4DBR@ENM WRS@BHMSDM@MBENMIPKDQ RDSTO TRDQR @BBDRR QHFGSR @
(THCD RBGDCTKDR

RNLD RNQS NEH®IBSRTBG @R @ OHMF TOC@SD NUDQQMENEN RESNQRERMS @BEVIRIAQU@HK@AKD
@MC A@RDC GBMBNLONMDMS @MC L@MX G@WNMR @BB®HK@AKD

8GDM @M HMUNJD ODQLHRRHNM HR FQ@MSDC ENQ @ BDUR@EB BEESHHNR U@HKEMKM@BS
S5D BNLONMDMSR @RRHFIBDBBSSFNQX *E @M HMUNJD ODQLHRRHEB FROCDBEBITINS S@JD @MX
@BS\M NM @ BNLONMB&S SR @RRHFMEBHRBE@SDFNQX

'NQ DW@LOKD @ TREBJK@SL $SNMRNKD HMUNJID ODQLHRRENBHEEDERY @KSOIMEDQ@C @MC
VQHSD ODQLHRRHNM @ TRDQ B@M @BJMNVKDCFD @KB@RABIDMNBRIR BBC CDS@HKR BDS B@MMNS E
BKD@Q

'NQ DW@LOKD @ ODQRNMMDK [CPVKBERDORIOKNKD ODQLHRRHNMR
Figure 12. 1DQLHRRHNMR FQ@MSDC SN @ ODQRNMMDK L@M@FDQ

Paswonnel Massgeoesd

[ | [Emeer]
Rale
Basriptisn Pereonnel Masageme Badge Manageme“t
Ia D Fasslt Fahe
s s Personnel Management
Frlemin LI
T ot ' sl ]
[ PSR T pr—— | A=
Craphian I I
Pt
s Access Rights TS
Tikadinlen
s | OO
Haceia Sasep alo|o
Formisbii Mo |y perien Yoty 'a] ]
Al oty ojo|o
Bt b Bk e b [ O
Gemtrslar Sa ey o ]
Canarsl Rty olga|o
! Tenant Management I:l I:l
o
P — = ==
| are—— ] ]
Trbee Subeyriem ojolo

" IDQRNMMDK .@M@ FDLBKI3 IgMBKTGDREKK VHMF ODQLHRRHNMR @RRHFMLDMSR
a #@CFD .@M@FDLDMS 3D@@H8D *MUNJD

a 1DQRNMMDK.@M@FDLDMS 3Q@%D 8MUNJD
a "BBDRR 3HFGSR 3D@C

a 5DM@MS .@M@FDLDMS 3D@C

$SO@MMF DSMF @ TR

"QNKD @RRHFMDC SN @ TROQ TRREMKXKD BNMBR VGC@S @ TRDQ L@RTBEEIDQRNMMIRCFOMC
@BBDRR QHHESRX®HB@KVGDM XNT @RRHD@XRT @KRN BGHIREr®NNel Entry Access Profile

ENQEDProfle  OQODQSX NBDBRDGE@A 'NQ BNMUDMHDMBD XNT L@X TRD @ ODQRNMMDKK® RIGEHID. DMS Q
UHDVR RE@S NMKX ODQRNMMDK L@M@ FDLIM® UBBNMREKD SN @ TRDQ

Prerequisites:
:NT @RVNQIHMF HM @ 4TODQUHRINQ RS@S

4SDO  'ONL SGD L@HM LDMTHBBXRSDL 4DSTO6RDQ .@M@FDLDMSNKDR
4SDO 5N NODMGE'CC /DV 3NKD UHDV BRJGD "CC ATSSNN 5| @SGED SNO NEBUHDV

.@@BG



$NMSKDQ RDSTO TRDQR @BBDRR QHFGSRH@M@Q@ &MSDQOQHRD 4DB K@M @RS@&RHMSDM@MBD
RBGDCTKDR (THCD

5GD @CC MDNKD UHDV NODMRRaeName OQODQSX @OOD@QR @AS@ASDD@Q
4SDO  6RD &DRole Name OQODQSX SN @RRHFM @ TMHPTIGR@KD SN S
4SDO  'HK HMGEBPermissions ANWDR SN @RRNBH@SD YHH @ MEBE@UD

.@@BG



HOF@Q@ &MSDQOQHRD 4DBR@ENM WRS@BHMSDM@MBENMIPKDQ RDSTO TRDQR @BBDRR QHFGSR @
(THCD RBGDCTKDR

.@@BG



$NMSKDQ RDSTO TRDQR @BBDRR QHFGSRH@M@Q@ &MSDQOQHRD 4DB K@M ®IRS@RHMSDM@MBD
RBGDCTKDR (THCD

3 "

Schedules 2 User Management En» Backups #% Remoie Devices

I save | [ Roles

Role Name |Persunne| Manager

Role Users

Badge Management ol [+ ]
[+

Enabled true Vv
[Ellper User

Personnel Management o

Im

1

]DDEIEEIE_

Admin

Badge Management

Personnel Management

Graphics

Monitoring

10| 0| && Ol &
1100 "’ O

User Managem«s—

Access Rights E D I:l

Schedules

Access Rights

Access Setup

Intrusion Setup

Alarm Setup

Permissions Remote Device Setup

Controller Setup

General Reports

Access Reports

DDDDDDDDE‘
L1 OO OO o) o ooy o)

Intrusion Reports

Hardware‘TenantHanageme [1] | [] |

Alarm Console

A i |

=

Tenant Management

Video Subsystem

PhotoID Network

]DD@i

114 o
J1O(4id| .

-~Lr___ s w____0 m&a______ n

.@@BG



HOF@Q@ &MSDQOQHRD 4DBR@ENM WRS@BHMSDM@MBENMIPKDQ RDSTO TRDQR @BBDRR QHFGSR @
(THCD RBGDCTKDR

*M SHR DW@LOKD @ 1DQRNMMDK .@NN&BHHNBAS GDREKKVHMF ODQLHRRHNMR @RRHFMLDMSR
#@CFD .@M@FDLDMS 3D@@H8D *MUNJD

1DQRNMMDK .@M@FDLDMS 3Q@%D 8MUNJD

"BBDRR 3HFGSR 3D@C

5DM@MS .@M@FDLDMS 3D@C

CAUTION: #D B@ETK VBIBDKIB®ESuUper User " ODQRNM VBISHRNRD G@R @BBDRR BINHEY

RXRSDL

$SQO@VF DMSMF @ TRDQ @MC @RRHEKPIMF @ Q

5GD SDQL TRMERNQR SN RNLDNMD VGNGNOQ&YBC SN LOQM@FD @MCBSIGRXRSDL " TRDQ HR @KRN @
ODQRNM Bl BXRSDL G®Q ODNOKD VGN TRIRXRSDL SN @BEEBRRTSIHKMF @QDQRNMR MNS TRDQR

a
a
a
a

Prerequisites:
3NKDR G@UD ADDI@BRQONT @TRHMEB VDA 6* SN B@SD @ TRDQBBNVSKDQ REES

4SDO  'QONL SGD L@HM LDMTHBEBENMSIKDQ 4DSTGRDQ .@M@FDLDMG6RDQRRIMC CN NMD BB S
ENKNVHMF
a 5N BQ@SD @ MDV TBRIBBRIGD'CC ATSSNM @HSNO N&I3 UHDV SNDBISD @ MDV TRDQ SXOD

a 5N DCGIS REODEHR ENQ @ MHMAHRRERD TAKD BRIGD TRDQYQHMGD S@AKD
a 5N DCGIS RDKDBSDOD@®R QHFGBBBD TRDYYHMGED S@AKD @NERKameNQ GD
2THBJ &EIS ATSSNM

=4

.@@BG



$NMSQKDQ RDSTO TRDQR @BBDRR QHFGSRH@M@Q@ &MSDQOQHRD 4DB K@M WRS@RHMSDM@MBD

RBGDCTKDR

4SDO

4SDO

4SDO

4SDO

da” Monitoring

Home
[ Schedules

& Personnel

A& User Management

B= Backups #¥ Remote Devices

(THCD

#% Coniroller Setup A Threat Levels

#¥% Access Setup

(®) Never Expires () Expires On |03-Jan-19

E save || [ users

User Roles
Full Name |Securit\_.r Officer
Enabled
Expiration
Lock Out false v
Language ]
Email

Fassword >
Force Password Reset

Password Expiration

MNetwork User
Authentication Scheme Name

Cell Phone Number

Auto Logoff Enabled

Use Default Auto Logoff Period
Auto Logoff Period

Profile

=

Notes Required On Ack
Default Alarm Console

Enable Video Settings

Lavout

‘ security@thecompany.com

Pasawurd:|nuu"u |

Confirm: ||-||¢¢"nu |

false v

(® Never Expires () Expires On |03-Jan-19
[false
Digestscheme | w|

true W

true

00000 |h{15 |m [2mins - 4hours]
|Standard Access Profile V|

| Surveillance Viewer |3

true v

|C0n50IeRecipient ‘V|

true ¥

| Console and Playback v

&MSD@BUser Name @SGD SNO NEB UHDV @ANGDA®DUBTSSNM
5GHR HEROBser Name O@QS KEDKNF HNDBOMED K

&MSDQ @MC BNMgQP8sword

#¥ Intru

1159 [P[v]

E:IE P | v |

'NQ $D )SSOR @TBHB@SM TRBGHR HFDSO@RRUNEDgMDC HM D@BGRBSD @G8@SM *E
XNT MDDC SN BNMGFBDPRD @OOR XNT L@¥SEOHQ TRDQR K@ SUHEND BQDME@KR
0SGDQVHRBIS@OORK/NIKS BNMMDBS BRS@8 C@S@A@RD

$NMgFTQ N&DQ GIODGHR HMBKIEOMe
HomeBNMgFTIR SD HMH#@K UHGY SRDQ RDDR @HESPORNF HM 'NQ DW@IEIKE* 5@X NODM SN
5D "K@QL $NMRNKD ENQ @M NODQ@SNQ

$KHBIGD3NKDR@A

.@@BG



HOF@Q@ &MSDQOQHRD 4DBR@ENM WRS@BHMSDM@MBENMIPKDQ RDSTO TRDQR @BBDRR QHFGSR @
(THCD RBGDCTKDR

5GD @RRHFMDC @MC TM@RRERMBIDQYNODMR

» powened by

B Schedules = UserManagement A= Backups #F Remote Devices #¥% Access Setup  #¥ Intrusion Setup  #¥ Alarm Sed

E save | ) users

User Name |User

User Roles H &

Newly Assigned

@ ELE=

Unassigned

Admin

Badge Operator
Maintenance

Operator

Personnel Management

defaultPrototype

4SDO 5N UHDVGD KRS KE@RRHFMEKDR BBIGD "RRHFM .NCD ATSSI 5

4SDO  4DKDBS @M TM@RRNKMBGMEIBXSD "RRHFM ATSS o |
5GD RXRSDL @RRHHMBKD SINES TRDQNUHCDG & 5B RKD @RRHFMDGESBTR®IS TRDQ
HMBKTCDR @CDPT@SD ODQLWRBENWIRS @RRNRM 8ED BTQORIKX KNFFDC HM FROGBDQ
VNCR @ BTEX KNFFDC HM TRDQ B@MMNSSBE@ MV @RRHFMLDMSR

4SDO 5N DCGSGD ODQLHRRHNMR @RRNEH@IS BIRRHEMIXDQCNTAKBIBKED QKD HEZRRHFMDC
O@MD BG@MFD ODQLHRRHMBR@UWLC BK

4SDO "ESDQ DMSDQHMF @S KD@RS @ M@ I@VOE@RRXNIQL @ XIBE@UD
"S KD@RS NMD @RRNRMMHBRIHIE SN B@SD @ TRDQ

4SDO  5DRS D@BG TRDQ XNT @CC AX KNFFHGIB MDS BE@MC KNFFHMF A@BGHBD\WIBY TRDQ M@LD
@MC O@RRYNQ

.@@BG



$NMSKDQ RDSTO TRDQR @BBDRR QHFGSRH@M@Q@ &MSDQOQHRD 4DB K@M @RS@&RHMSDM@MBD
RBGDCTKDR (THCD

a 7DQHEX@%® TRDQM@LD @MC O@BRYNSMENSV VNQJIR
a 7DQHEX@%® 6* NODMR SBDBNQBS UHDV
a 'NQ @M "K@QL $NMRNKDHWAI®SD @M @K@QL @MC @BJIMNVRECHO@ISDS@ ENBIDL
@K@QL LNEX @ RBGDCTKIBENSENGTHHIIF HMEDIMNBBTOHDC ODQHBIZG@S 0Q XNT
BNTKC FDMDQ@SD @DKGINODM @K@QL
$O@EMF @ BNNISRQ L@BGHMD SN L@BGHMD TRDQ
" L@BGHMD SN L@BGHMD .. TRDQ RDSR TO MDSVNQJ BMNVIWBEBESIPTHQHMF GTL@M HMSRIRUDMS

Prerequisites:
:NT @VNQJIHMF 8D SDA 6* BNMMDBSDC SN GNKBIQIREES

4SDO /@QUHF@SDIBWMIKDQ 4DSTGRDQ .@M@FDLDMERDQRMC BRJ "CC | ¢
5GD6RDG@A NODMR

&d” Monitoring ﬁ Personnel #% Controller Setup /b Threat Levels

[ Schedules = & User Management 2= Backups #F Remote Devices ¥ Access Setup  #F Intn

E save || &) users

User Name |M2M

User Roles

Full Name |Machine—tu—machine |

Enabled

Expiration ® Never Expires () Expires On [03-Dec-18 E:E M| v |

Lock Out false v

Language I:I

Email | |
F’asswurd:||--|¢¢|.-||o|| |

Password CCII"IﬁrrTI: |Iﬂ.||..l..IICII‘ |

Force Password Reset false v

Password Expiration ®) Never Expires () Expires On |03-Dec-18 [11:[59 [pm[+]

[T WA P ) PR M e

4SDO  $NMgFTQ @S KD@®R8&rName Password @MC BNMgQ@a@Enabled HR AD RDSi@dl  Password
Expiraton ~ HR RDSIS#er Expires @M@uthentication Scheme Name HR RDSBijestScheme

4SDO  $KHIBJGD3NKDR@A @MC RDKIDRESN QIKD ENGHR TRDQ @INEAEXUD

SNMEHFTQHMF @RTRDAOQEHKD

5GHR OBDCTRDCEISR @M WHRRBY BQ@SD @ MDV TRWTAKD BRIGD6RDQ 4DQUWBOD HEZ/@U 8D
@MCBBJGD/DV ATSSNM

Prerequisites:
:NT @QVNQIHMFHNQJIADMBG

4SDO *M&6D/@U 8@ TMCDGBADQUHBBRCD DWO@GIBERDQ4DQUNBIZD @MC CNTAKBB® TRDQ
5GD RDKDBSDC TRIIOPQ@X RGDDS NODMR

4SDO  *M GDERD@@ODQSX RGDDS BNDMQLG@$5BWeb Profle  OQODQSX HR RB&u&MErd

.@@BG



HOF@Q@ &MSDQOQHRD 4DBR@ENM WRS@BHMSDM@MBENMIPKDQ RDSTO TRDQR @BBDRR QHFGSR @
(THCD RBGDCTKDR

Access Profle  NCEntsecWeb Profile @MOEDFH @ONQQH@SD /@U gkD HR RDKGBS®C HM S
File OMODQS)XGSBM BIBA@UD

40DBH@K TRDGHRQ®QSX RNHS GD@R @8M

8GHKD XNT B@M TROCHE @ TRCLHM RTODQTRDRGSIBQMC BNNIy@R@XRSDL ETHABSRGER TRDQ CNDR MNS
VNQJ VHBSHO@QSX RNES@DER@SM

5GHRO@QSX @BEHSM RNEIY@PTHQ@ RODBH@K TRDHSIE@SE BBEDRR £S@8V C@S@A@RD GEHNY
@D @CLHM TRDQ CNDR MNS \SDRBSCO @QSX @OGRBRISS CERGSNK%HFDRS4BGDLD
@TSDMESBB@SM 5GHERO@QSX RNES@@THIHTTPBasicScheme @ TSDMEB@SM

:NT LTRS HI@SD @ RDO@Q@SD TRDQ ENQNT@@B/@BMIQIJADMBE SD VDA 6* SN B@SIESRD TRDQR 5GD
BQCDMSB@KR XNT CDgMD ENQ D@ BCSRRIBEDIT AX SHRO@QSX RNESV@Q

SNMEHFTQHGIP $DA4ADQUHBD ENQ &@RX -NAAX

&@RX -NAADPTHIR 6 @S SVNNEDGHR HED8 DA4DQUHEDAD BNMgATQADERQXNT B@M TRD HS SN L@M@FD
UHRHSNQR 58BRCIQOPTHHRS NQJADMESB! BNMgFD@EDRD GIQDGHR VGHBO @5 @U@HK @RBDBIV S
6*

Prerequisites:
:NT @BNMMDBSDCGED BSHENVEED S WHRTOONQS &@RX -NAAX RNREIBENQJIADMBG

4SDO  &WO@MNMgF 4DQUHBBRIC CNTAKBEEKSDS DA4DQUHBD
5GD8 DA4DQUMBD 1QNODQSX 4GDIHMR

EcSupervisor) . Config . Services . WebService / AYX Property Sheet -
Property Sheet
m Service)
ri Status [ok]
[fil Fault Cause
(@ Enabled @ true
[l Http Port 80 tep
[l Http Enabled @ false
[l Https Port 443 tep
(@ Https Enabled ® true
(@i Https Only @ true
m Hitps Min Protocol TLSw1.2+ - |
@i Cipher Suite Group Supported
Ul Main Https Cert tridium
U@l Server Certificate Health tridium == tridium : Ok
ri Require Https For Passwords . true
(Ml Remember User Id Cookie @ true
r. Same Site Lax
[l Allow Username Autocomplete @ e
[l Login Template A null -
¢ [fl LogFile Directory file:**webLogs
4SDO  $NMgQL S@H8ttps Min Protocol HR RDSBI$v1.2+

.@@BG



$NMSKDQ RDSTO TRDQR @BBDRR QHFGSRH@M@Q@ &MSDQOQHRD 4DB K@M @RS@&RHMSDM@MBD
RBGDCTKDR (THCD

NOTE:

5-4U @MC5-4U @@ REKRTOONQSDC ENQ A@BBNEQ@SHEX ATS HHHERLRDMCDC SN
TRD 5-4U @MC GHFGDQ

4SDO  $G@MFDipher Suite Group SNSupported
4SDO 5N R@QUBBRD BG@MFDHBERAUD
ADSBMF TO @M &@RX -NAAX TRDQ

'NQ RDBTQHS®RNMR @ RDO@Q@SDARDI BR RDS TO &@RX -NAAX ENQ UHRHSNQ L@M@MBDMEY5GHR 0Q
BO@SDR @M &@RX -NAAX TRDQ @MGI@RRHAMRISSIES &@RX -NAAX TRDQ

Prerequisites:
6RHMFGD VDA 6* XNT @ @NMMDBSDCGED & ODQUHRNERE@S

4SDO  'QONL SGD L@HM LDMT M@UHF@&STSBN 6RDQ .@M@FDLDMGRDQR

4SDO 5N BR@SD @M &@RX -NAABKBDI@D "CC ATSSNN g
5GD/DV 6RDQUHDYV NODMR

E save | & users

User Name |EasyLubh1,r

4SDO

4SDO

4SDO

User Roles B}

Full Name |Eas\,r Lobby |

Enabled

Expiration ® Never Expires O Expires On [25-ul-18 [11:[s0 [mm[v]

Lock Out false v

Language I:l

Email | |
Passwurd:||.--oolo.- |

Password
Confirm: ||uunou |

Force Password Reset

Password Expiration ® Never Expires O Expires On [25-ul-18  [11:[s0 [mm[v]

Network User

Authentication Scheme Name

Cell Phone Number

TTPBasicschemell

Auto Logoff Enabled

Use Default Auto Logoff Period

Auto Logoff Period h IEI m [2mins - 4hours]
Prafile [standard Access Profile vl

&MSDQ @S KD@RS @O@RB\@Ighentication Scheme Name

NEHTTPBasicScheme

/DV TRDQR CDE@®3$KGDDigestScheme  VGHBG CNDR MNS VN@ISBR@RX -NAAX RNESV@Q
NOTE: *E GDHTTPBasicScheme HR MNS @U@HK@AKRJIFRIMESB @CC HS SN XNTKI@ERS @K
3DEDQ SN 5GHQSX RNES@@ERE@SM HE3:@:;,4 #,*<90;@BG@O0SDQGHRSCNBTLDMS

5N @RRHEDSCLHMNKD SN6SR TRBRIBJGD3NKDR@A BRJIGD "RRHFM .NCD ATSSI 5
RDKDBSEAdMiIn QNKD HEBM@RRHFMIEEMD HEKIGD "RRHFM ATSS o1 @MC BRA@UD

.@JD @ MNSD NEDSSRDQ /@LD @MC 1@RRRNQXNT B@M DMSDOQHMSKEB & @RX -NAAX

RNESVI®Q

.@@BG



HOF@Q@ &MSDQOQHRD 4DBR@ENM WRS@BHMSDM@MBENMIPKDQ RDSTO TRDQR @BBDRR QHFGSR @
(THCD RBGDCTKDR

Related tasks

4DSHME TO )551 "TSDMBEISM RBGDLD SX (BRBE¥SM

"BBDRR QHFGSR

"M @BBDRR QHFGS CDgMDR @ RBGDCTKD @M@ RBRNEWESD @BBDRR@BRESRQAI®MC ODQRNMMDK 5GDX
@HNV XNT SN CDgMD @MC RBGDCTKIRIE@®R] @ ODQRNM B@M TRD ENQ DMSQX @MC DWNBHBBDRR QHFGSR (
HMENQH®&ES! @ANTS \BE@®DQRNM SXOHERAKDR HM @HMFIKEMSDQOQHRD 4DEFQHBBDRR 3HFGS B@M

G@UD NMKX NMD SDM@MXDBOM@MSR B@MMNS AD @RRHFMDC SN NMD "BBDRATHFGE @RERMEBDLNQ
S5@M NMD "BBDRR 3HFGS SN @ RHMFKD SDM@MS 'NQ DW@LOKID NBBBRRI@RHSAMELDC &LOKNXDD
"BBDRR @MGIB QHFGS M@LDC $TREXCBBDRR SN @ RHMFKD SDM@MS GIRERBNHAWRAMIS@FD

Access Rights
2 || @ | B2 &) L
A
Employee Access Alweays Acme Financal
Custodial Access Always Acme Financal
wvigitor Always

"BBDRR QHFGSR BEKNMEEBDRR SN @X/EHIKD RG@QHMF @BBDRRGD REILD BDEISQX @MC DWIN®IRNB@S

.@@BG



$NMSKDQ RDSTO TRDQR @BBDRR QHFGSRH@M@Q@ &MSDQOQHRD 4DB K@M @RS@&RHMSDM@MBD
RBGDCTKDR (THCD

Figure 13. "BBDRR QHFGS @RRNBHEGMMDGNM @ MCB@ECDQ

| ) A

Access Right

Schedule: Business Hours I
Tenant: Acme Inc.

"RRHFMHMF @M @BBDRR QBEEEDENERRNBBO KBESCTKD @MC SDNEEGBSRBISBHIRTDQ @MC CNNQ
"RRHFMHMFBSR@LD @BBDRR QHFGS SN @ ODQREI8 PR@RERGHFGS SN DMSDQ 8D DM SSFSrHKEIF
TRHMES D@CDQ @MC CNNQHgDOME® @BBDRR QHFGS CQIEMFBY@MSDCAXBBGDCTKD

NOTE: "ODQRNM L@X G@UDLES@M NMD @BBDRR QHFGS @GHRRHENMNS G@UD @BBDRR QHFGSR b NMKX
Personnel @Q @RRHFMDC @BBDRR QHFGSR

"BBDRR QHFGSR RKMSNOQ RXRSDL EAMBIR HMBKIFGR @S KDUDKR @ MMAIMETBIKIBIB®R

&KDU@SNQ BNMSQ
"M @BBDRR QHFGS\BIREBQNNQ FG@®S @ ODQRNM B@M RDKDBS HM @M DKDU@SNQ

5GD RXRSDL L@M@FDR DKDU@SNQ @BRBRFEARIDX NTSOTS ENQ D@BE@SESDEDU@SNQ RDQUDR 5GHR
@K@X HR SYOHBEEDKDU@SNQNHIREQTRD @M 3*0 LNCTKD @MC BR WNRDQHIREBEANNQ ATSSNMR HM

S5D DKDU@ SNOEERYVHQHMWEEAHSR @BBDRR SN @ hNXED DHKEDRRSBNMYOC RTBG @R AX @M @BBDRR QHFGS
NQ AX @ B@KDMC@Q RBGDCT&D GBORNVI/BSH DKDU@SNQ @BBDRR QHFGISHRY HODIED SK@XR ENQ

5D hNNQ RGBX B@M @BBDRR BNLD NM ENQ @ EDV REBXBI@RIRI®EDSIQ RDKNBS

8GDM BR@HVF @M DKDU@SNQ @BBDRR QHFG S RISERGENEDGER S HR @RRNBH @ SEIT DMK @SHNIM
RODBHEDSINNQR ® S @@ BBDRRHAKGARBQRNME/BHES @BBDRR QNFB®M @KRN @RRHFM @ RBGDCTKD SN
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HOF@Q@ &MSDQOQHRD 4DBR@ENM WRS@BHMSDM@MBENMIPKDQ RDSTO TRDQR @BBDRR QHFGSR @
(THCD RBGDCTKDR

HMEUHCT @K hNNQRFBIBEBQHMFHI@XEGNTQRSIShNNQ B@M AD DM@AKDC HB@KL@S

$DO@sVF @M @BBDRR QHFGS
"BBDRR QHFGSR CDgMD FDMDQ @HNHZENQ@@EBR SN ODQRNM SXODR 5GD RBGDCTKD QR NBE@BBDRRHS

QHFGS CDgMDR VGDM)HFGS HRUERE@HMF @M @BBDRR QHFGS HMBKHFMRRORBNBBEIBICDQR CNNQR
@MC DKDU@SNQR @MC ODNOKD

Prerequisites:
'NT @RVNQIHMF @B 8TODQUHRNERE@BBGDCTKD SN @RRNEHBBMBBORR QHFGS DWHRSR

4SDO  'QNL SGD L@HM LDMT RDKDBNMMDBBDRR 3HFGSR
5GD"BBDRR 3HFGSRDV NODMR

4SDO  $KHBJ"CC o
5GD'CC /DV "BBDRR 3HFGSBHDV NODMR

4SDO  'HK HNEB M@LD NEBQHFGS
5GD M@LD LHFGS AD @RRNBH@ SDATVHIEF NQGIQ KNB@S NRK@SD SID$XOD NE TRDQ

4SDO  $KHBJGD BGDNK) MDWS &DSchedule OQIODQSX RDKDBS @ RBOLCHIBBR $GNNRIEMC IBBJ
0J

4SDO  *E 6D ATHKEIF HR BNMBETENQ LBHOKD SDM@ MB8REBKBGDNIK) MDWS &DEnant OQODQSX
RDKDBSEFSDM@ M EGD3DE $GNNRGIMC IBBDJ

4SDO  $KHBIGDA@UBTSSNM
5GD @BBDRR QHFGS HR R@3IDDES NDOHWWE BBDRR QHFGROBMR

&CHSMF @BBDRR QHHESHDE C@SD @MC @ RFRHP@SEBUDK

"BBDRR QHMEB&:tive Date @M@ssigned Threat Level @OOKX NMKX SN @ RHMFKD @BBDRR QHFES @RRHFML
BG@MFBIBRD GIQDGHR XNT M@UHF@SD SNG@BHMBE TCHRBNODQRNM @ICBRRHFMDC @BBDRR QHFGS
5GD ENKVHMF RSDOR CDRBQHAD GNV Sig BREBMBD BHR RIGUFED SGD'BBDRR 3HFGEDWHLHK@Q RSDOR
L@X AD TRDC SN BG@SBRS GQDGHR RIGUFEDSGD'CC /DV 1DQRNM@MC IS ODQRNM UHDVR

4SDO  'ONL SGD L@HM LDMT RDKDENMMDBBDRR 3HFGSR
5GD"BBDRR 3HFGAHRDV NODMR

4SDO 5N DGSGD @BBDRR QHFGS CNBIKISBWHMGED S@AKD
5GD DES UHDV NODMR

4SDO  $KHBIGDIDNOKB@A @MC GiFeE® ODQRNM VGNRD @BBDRERBEESCESD XNT V@MS SN
BG@MFD

4SDO  *M 6D SNNEQ LDMT HEKXIGD$G@MFD "RRHFMLDMBDPHRTSSNN
5GD$G@MFD "RRHFMLDM®DBIHRHMCNY NODMR

4SDO  $NMgFTQ $D OQODGBDRStart Date @MEnd Date @M@ssigned Threat Level @MC BRIGD
0J ATSSNM
5GD @BBDRR QHRGPO®RR @BG@MFDC
NOTE: $G@MFHMEBssigned Threat Level HM @M @BBDRR QHEGERGNMMBBB/ ADSVDDM

S5D @BBDRR QHFGSEMEGS KDUDK CDgMEEDARBBDRR QHERRNBH@SD@ S KDUDKEQ
'TST@ BG@MFDR SN 6Q@S KDUDK @R CDgl@DGHNES KDUDK B/ HKVNSEDBSSD SQ@S
KDUD&®S G@R ADDM BNMEBIBEX NM @M @BBDRR QHFGS

4SDO 5N TOC@SB3C@S@A@RBIGRA@UBTSSNM @HSNO NES UHDV
"BBDRR BNNAB(RDSTO

"BBDRR HR BNMKET AX @ BNLOKDW BNLAKM S GRQD B@®@CDQR @MC CNNQR @RRRNANQ
1DQRNM@K *6GBESM /TLADQ @BBDRR YNMDR HMSQTRHNM YMMWDR%RIGDFQ @BBDRR QHFGSR
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$NMSKDQ RDSTO TRDQR @BBDRR QHFGSRH@M@Q@ &MSDQOQHRD 4DB K@M @RS@&RHMSDM@MBD
RBGDCTKDR (THCD

"BBDRR YNMDR BNKIS@BTO@MBX KDUDKR @MGGIINDMSRR @MC DWNE RS ODQRNMMDK ENQ @@DgMDC @Q
:NTL@X TRD @MBORRA@BJ RKRANG@RDC NM NBBTO@MBX 5GHRHATCIRNBRCTIR ENQ RIS TO @BBDRR
YNMDR

"BBDRR BNNMBEQDENCR
"M @BBDRR L®$C CDSDQLHMDR GNV @ ODQRNM F@HMR @ BBDRR Q) ATHKC

5GD RXRSDLNMHCDRBRD LOENCR SN BNMS@BBDRR

a $@Q NMKX @BBDRRVRIOMSQX NQ DWHS TRH@S @ @@RA 1%/ HR QDPTHIT EN@GSR SXOD NE @BBDRR
a $@Q OKTR 1*/ @BBDRRTHIR ANS @ B@@MC @ 1*/ 1DQRNM@HKISXOMISADQ

a $@QNQ JDXO@C @BEPRRIR DBSQ @ B@YHOD EMILADQ DMSQX NQ @M HMSQTRHNM 1* DMSQX TRHMF
JDXO@C ENQ @BBDRR

a $NMSK @BBDRR AX RBGDKNYR @EBDRR NMKX @ SHAMIFS @PIOVDEIZF NN RBGDCTKD O@Q@LDSDQR 5GD
*MRS@BIM @MC .@HMSDM@MBD NTHEIDEDCTIR ENQ RIS TMRTK@Q RBGDCTKDR 5GHR FTHCD BNUDQ
RODBH@K DUDMSR

a "BBDRR HR @U@ HB@ARDOSD FQ@OGHB@K TRDQ HMSDQE @ BIXRGEHBSNEDRISQ

"BBDRR YNMDR

"M @BBDRR YNMD HR @ RDBKBHB@® @RDC SN BNMEIMC LNMHSBM®SISQX @MC DWHS NE ODQRNMMDK SN @N\
ERQL SGD YNMD &MSQX @MC DWHS DNQ@GRENBHIGSIIR @MC BNMERNMQESDGHR CDgMD D@BG @BBDRR
YNMD 8GDM @M @BBDRR YNMD HR DMRELKDEQAKNF DMSQX HR VQHSBDME B D@ QL HR FDMDQ@SDC
ENQKR@MKFGED @BBDRR YNMD

5GD RXRSDL LNMHSNQR YNMD NBBTO@MBXAEBNMISDQ NE ODNOKD VGN DMSDQ @MC D\MESHA¥HCDMS
NBBTO@MS SXOD RTODQUHEND MIMTSAX L@HMS@HMHMF @3 RBNE@BI. @ WHLTL NQ LHMHLTL

MTLADQ NE ODNOKNEIC HRISYNMD "BBDRR YNMESDC @K @MBRMBTQ@AKD HM SDQLR NE GHEG LDC
KNVNQ NE @R CDgMDC BRISQ @RRNBH@SDC @K@QL BK@RRDR

4TODQUHRDNBTEIR.DMS
:NT L@X CDRHFM@SD @MX ODQRNM SXOD @R BVGTTQUIRMRNQEIMENS HR HADBS ENQ @M @BBDRR YNMD
@S KD@RS NMD NBBTGEDNBBEDER YNMD LTRS GIERIIDDQUHRNQ CHRHFM@S

0BBTO@MBX BNTMSR @DRSSIKCR

0BBTO@MBX HEQMIS VGN HR HM @M @BBDRR YNMD @1 [® DBEHIE@NEX LNMHSNQHMF LTRS AD DM@AKDC
8GDM DM@AKDC @MC @ MOBEIXFD @MSR @BBRXRDL HMBYISRED NBBTO@MBX BNTMS SGIEGDQ
FQ@MSR @M DVRXESDL CDBRQMSRED NBBTO@MBX BNTMS " TRDQROI) @ISQHH®E L@BRDS
NBBTO@MBX BNTMS SN@MIEK@S @NLONQ @TSNHEBEK @BENYIF SN @ CDRHFM@SIRBSDCTKD

0BBTO@MBRE@RGNKCR BNMBF&HQ LHMHLTL @MC L@WHLTL MTLADQ NE NBBGOBW@@SVDC HM @M
@BBDRR YNMIDBGRKCR L@X AD EDENKX CDMH@K NE @BBDRRV®QX CNNQ NGDAKCBVIDGINE NE @M
@K@QLCNQ @ BNLAHNWENE ANFRHMF G@®IQ RNES DBENOMS @R CDRBQHADC ADKNV

"MSH O@RRA@BJ ED@STQ
5GD RSTQM NE @M NBBTO@MS SN @M @BBDRR YNMED@ SOMNFBRRA@BJ 5GD RXBEBLA
O@RRA@BJ ED@SMYF DR VGDM @M NBBTO@KIS\HIC@®K O@RR A@BJ HBNBCEN SQ@BJHMF VGN DMSDQR @MC
DWHRSR NBBTO@MBRXBSDL LNMHSSQRED ADSVDDM A@CFD RVHODR "M NBBTO@MS GRREG\@HS S
BNMSEDC DWB®QDQ CNB®ICEPassback Timeout  LTRS DWOHENGEGS NBBTO@MS SNHEHBKD ENQNMBQX
HMSIXEB @BBDRR YNMD DM)SQX @SSDLOS AX @M NBBTO@MS NQ @ RDBNMG@BKBBTRRIOQHBI) SN S

Passback Timeout U@KTD HR GH/GENRRA@BJ BINNK@GHBG L@X FDMDQ@SD @M @K@QL

NI KR
|

4XRSDL TRDQR VGNRD @BBDRR YNMD ODQLHRRIBENENR BRM§BPTQM @AKDC L@ XEIRgHAFDr&ipancy
Time @M@assback Timeout OQODGPHR ENQ @M @BBDRR YNMD

"BBDRR DMBRQDMS
4DUDQ@KHNOMR DWHRS ENEHMAENR TODQUHBRTHRDMS BNTMS@RGNKCR @MT@M® @RRA@BJ
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HOF@Q@ &MSDQOQHRD 4DBR@ENM WRS@BHMSDM@MBENMIPKDQ RDSTO TRDQR @BBDRR QHFGSR @
(THCD RBGDCTKDR

ED@ITQ

a &MENBDLDMS L@X ABIB@AKDC

a )@@ DMEBQRLDMS L@X AD BNMGFRTGGHR SXOD NE BMENGSIR TSR HM @BBDRR CDMHDC @R@B®Q
@MOED FDMDGES NE @M @K@QL

a 4NES DMBRQDMSIRTSR HM @BBDRR FQ@MSIEBIFUNOGES NE @M @K@QL

*M @M DNNMHOMS VGDQMERRLDMS CDODMCR NM @ MDSVNQHBNWIGEERIEBQLDMSIR TSR HE MDSVNQJ
BNLLTMHB@SM HR KNRS

.TK SHOKD BNN#SQQ YNMDR
8GDM @M @BBDRR YNMD RCEBOHOLBKNMETIDR NMD BNKISQ RDQUDR®R\S/D L@RIKIONSDQ CDODMCDMS
BNMSEDQRKX NMES L@RSDQ SN L@HMS@HM NBBTO@MBX @NIC @8 TRAIOMCDMEBIRSJDQAR S
L@RSDQ SN CDSDQGEMDTH MEB @SM BQHSDQH@ @S @ FHUDM S

5GD RXRSDL LOQHMS@HMR BNNFT@EG@KRLIEEO BNMEKDOR RBI&S HM B@RD BR @ KNRR NE
BNLLTMHB&SM @ CDRHFM@SDC ENQA@BHBEDIPMS S@IJDROHS 8GDM @M @BBDRR YNMD HRBNMgFTQ

VHG RTODQUHRNQ LNMHSMORBENKS LNMHSNQHMAHN@E&RS@ B A@BI DMEDI(PMS NBBTQR @RAERIK

a )@@ DMEBQRLDMS CDMHDR @BBDRR @MC ONRS @D @EBBRDRMBNGS HBEE FE2 59 CDMH@K NE @BBDRR
V@R CTD SN BNLLTMHB@IE@MHKTQ

a 4NES DMBRQDMS FQ@MSR @BBDRR ATS ONRSR @M@ BBRERNGS HBEEFE SSH BTQWIS
NBBTO@MBX BQHIDTM@UEBIK@AKD CTD SN BNANTMEEEKS Q

(QNTOHMF

- NT TRD RTOHMF HM @M @BBDRR YNMD SIGEBURGBBRI®GOSO@CDQR @R O@EIS@GBEDRR YNMD "
@LNSD BNMEKDE®'S NQHFHM@SDR SIRB@M @BBDRR YNMD @D @BBRE®RR SNMD L@RSDQCHIDINMD S
HR B@SDO\E@ RS@MC @KNMDEREDS HR RTARDRRO®ISCDC SN @ 4TODCRISRN@BBDRR YNMD L@RSDQ
S5HR BNMEQQ L@HMS @BMRSNEK @RNOKD VGN G@UD @ BEIIRR\BICS

NOTE: %N MNS BQSD @BBDRR YNMMEIREQTODQUHRNEREE@RDSD @MC L@HNEGPBBORR YNMD L@RSDQ @S
@ QLNSD GNRS BNNKRI) RE@S @ MDSVNQJ BNHWWDES @ 4TODQUHRNQ HB@KSBQ@BED@BBDRR YNMD
ETMBBIMHMF GB 8TODQUHRNEPHREIRSIEMC @ MDSVNQJ BNWNADSE S 4TODQUHRNQ HISRNRBBBRR YNMD
CNDR MNS ETHNS

/INSD S5D EKKVHMF ONHMSR @ANTSIME @ O'E€C /DV "BBDRR ;NMIN@.CHS "BBDRR ;NMD UHDVR

:NT LTRS AD BNMMDBSDGBN.@RSDQ BNKBQ RE&ES

5GD RSENMR ONHMSR SN @IXCRENS LTRS AD INHMDC HM @NBDOR@&@SMRGHOR GISL@RSDQ RE@S
5GD&MSQX 3ID@E@NMEBWHS 3D@8@RARHROK@X NMKXBKEREO®R)

5GDOBBTO@MSBA @MEDETODQUHRIKIA @@KV@XR @U@HIGDARBBIDRE YNMD UH DGR ATNGEN LI
SEDX BEROK@X HR A@RDCGINARBSGSSD @BBDRR YNMD L@REDRIRS@S

NT B@M NMKX @@TQQR SN @BBDRR YNMDR VEBNKIMDBSED CGN 3@ C @ RRHFMDGHRSE@H @ CDQR
@QMNS UHRHAKD NQ BNMgATQ@AKIS BRX ROODC RIMSIR

$SD@sMF @ MDV L@QRSDQ @BBDRR YNMD

" L@RSDQ @BBDRR YNNIDRQK@SDC RSER @B0OSQ@CDIRBS RO@GXRHB@MEQHSX 5GDHREGS

VHSHM @M @BBDRR YNM® BEDRA YNMD M@LHMF RS@STR NBBTO@MBX @MC 4TIONIQ BERNENNBNQL @S
@S NQHFHM@SDR SRB@M @BBDRR GIM@BEDER YNMD L@RSDQ ¢ BIDKNND HR@SDNE

RS@MC @KNMONBDMBEE'S HR RTARDRFO®ISCDC SN @ 4TODQUHRINDG RS@S

a
a
a
a

QD

Prerequisites:
&MSQX @MC M@ATCOQR @B THIZT ENQ @BBDRR YNMDR SN SQ@BJ NBBTO@MBX
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$NMSKDQ RDSTO TRDQR @BBDRR QHFGSRH@M@Q@ &MSDQOQHRD 4DB K@M @RS@&RHMSDM@MBD
RBGDCTKDR (THCD

- NT ODQENQEHR NBDCTDHM @LOISD BNMEKDQ RE@SNT B@MMNB@®SD @M @BBDRRNINSEDEQ
4TODQUHRNQHRS@E @ 4TODQUHRINGIRE@SDC@RE@RSDQ @MC BNANIDESS 4TODQUHRNQ HERNRS S
@BBDRR YNMD VNTKC MNS\ET@B& @BBDRR LHFGS AD CDMHDC

4SDO  'QONL SGD L@HM LDMT RDERNBISKDQ 4DSTOBBDRR 4DSTO'BBDRR ;NMDR
5GD"BBDRR ;NMDOBRHDV NODMR

# Home || & Monitoring || &, Personnel || [ Reports |J.?System Selup| 3 Photo ID H A\ Threat Levels ‘

[f Schedules & User Management ¥i) Backups & Remote Devices & Access Setup ¥ Intrusion Se

YB CRLE
Zone Name a Station Name Fallback Enforcement
TenantB entSecurity8000 Hard

4SDO  $KHBJIGD'CC ATSSNM @PSNO NEBUHDV

.@@BG



IHOF@Q@ &MSDQOQHRD 4DBR@EBNM @IRS@RHMSDM@MBENMSKDQ RDSTO TRDQR @BBDRR QHFGSR @

(THCD

4SDO
4SDO

4SDO
4SDO

RBGDCTKDR

5GD"'CC /DV "BBDRR ;NMDUHDV NODMR&B®'BBDRR ;NMB@A RDKDBSDC

&o” Monitoring ﬁpersmmel

. Schedules & User Management

f = Backups

Reporis #% Controller Setup

#% Remote Devices = &% Access

EH save | [ Access Zones

Display Name Access Zone-1|

Summary Access Zone  Activity Alert Exts  Occupants  Supervisors = Entry Re
Occupancy Count 0 {ok}

Occupied false {ok}

Lock Down false ¥

Occupancy Criteria Any v

Passback Mode Hard ¥

Above High Threshold Enforcement off ~

At High Threshold Enforcement Off

Below Low Threshold Enforcement off

At Low Threshold Enforcement Off

Supervisor Required Enforcement |off v

Pending Time 00 m |15 s [10secs - 1min]
Passback Timeout 00000 | h |00 m |00 s [Oms - 1day]
Reset Occupancy Enabled false ¥

Reset Occupancy Time 12 ¥ ;00 v ||AM ¥ |EST

High Threshold 100

Low Threshold -1 -

3

&MSD@B M@LD NESL@RSDQ YNMOBDisSay Name  ONODQSX
$NMgFTQ YNMD GQDGHR NIBS'BBDRR ;NMB@A
4ADUDQ@KNODBHR §QHCD RNES @NMINGBRMR 5GR9 5%, L@MT@K DWOKEIHRIRM) DBHR

HM CDS@HK /@@MREE S KEIDINBBTO@MS CNDR MNSADDRBBHPDMS GD RXRSDL CDMHDR
@BBDRR @MC FDMDQ@SDR @M @K@ QG @SESIDNGBEREBTO@MS CNDR MNSAIDDS S
@PTHIRDMS GD RXRSDIKBYR @BBDRR ATS @KRN FDMDQ@SDR @M @K@QL

$NMgFTQ @K@OIB@AKNORQGHR NGBS NSDQ S@AR

5N BQ@SES YNMD HKIGD4@UBTSSNM

5GDDHSHDV NEB @BBDRR YNMD NODHBMAEL@QXS@A GRD

"CCHMFO@CDQR SN @M @BBDRR YNMD
&MSQX @MC M@COQR JDDO SQ@BJ NEATNEBTO@MSR @MC RTODQUHRNQR

Prerequisites:
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$NMSKDQ RDSTO TRDQR @BBDRR QHFGSRH@M@Q@ &MSDQOQHRD 4DB K@M @RS@&RHMSDM@MBD
RBGDCTKDR (THCD

5GD @BBDRR YNMD DWBR$RIB@ KSHRE® S

4SDO  'QONL SGD L@HM LDMT RDERNBISKDQ 4DSTOBBDRR 4DSTO'BBDRR ;NMDR
5GD"BBDRR ;NMDOBRHDV NODMR

4SDO  %NTAKDIBBJ @M @BBDRR NWMBIED S@AKD
5GDDHSHDV ENGI5@BBDRR YNMD NODMR

4SDO  $KHBJ @@CDQ SEMSQXRWHS 3D@CIEINC BRIGD "RRHFM .NCD ATSSI 5
" KHRS NE3@U@HK D@AKDQR NODMEBDISM @ RRHFMEEZMD

4SDO  4DKDBSB M@LD NEMHBREDNEGQGD6M@RRHFMIRS @MEEBK® MGIS"RRHFM ATSS 5 |
5N @LNUD @M DMSQX @MD @GBINBEGGD RSESR'BTQHIBX EROK@XDC @BBDRR YNMBLRDKDBS S
QIV HM @RHFMDO@MD @M4B3ED 6M@RRHFM ATSSNM

e

&SWSDMMF @M @BBDRR YNMD SN HVBIOKZDRIETEER
"M @BBDRR YNB@S HMBKTCCHROKR REGAR HR IKIreQ*M @E8NM SN DWSDAMGD @BBDRR YNMD O&XRHB@K
SSHRAKR RG@QHMF NE @BBDRR YNMD M@LHMF RS@STR NBBTO@MBX @MMRTODQUHRNQ HMENQL@S

4SDO  'QNL SGD L@HM LDMT RDENBISIKDQ 4DSTOBBDRR 4DSTO'BBDRR ;NMDR
5GD"'BBDRR ;NMDBHDV NODMR

4SDO  %NTAKDIBBI @M @BBDRRNWNMPIED S@AKD
5GD DES UHDV EBI @BBDRR YNMD NODMR
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Figure 15. /"$ SNMSQNKDQ NQDQSX 4GDDS
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: Config . Drivers : NACNetwork : NACDeviceFolder : ZKTecoController © NAC100 / Property Sheet ~

- Nav NACL100 O Actions & Topics @ Slot Details
s v Netw
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e c(;hg (M Status {fault}
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© orivers (M Enabled true @
6 NiagaraNetwork — - —
O Rdbmsn o M Fault Cause Network fault: Unlicensed: javax.baja.license.Fe
L msNetworl
 Milestone Network L3 Health Fail [null]
Auxis Video Network
g e :nm © Alarm Source Info Alarm Source Info
NACNetworl
Il NACDeviceFolder (M Poll Frequency Normal v
- I ) )
i ZiTecaController @ Points N A C Point Device Ext
o Alarm Source Info
@ roints { Ip Address 127.0.0.1
& NAC100 W Port 0
O Graphics
@ Files [l Mac Address
(@ Num Of Doors 1 -
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a $NLONMDMS -NB@B1 M@B%QHUDQ 1@KDSSD

a 5N @BBDREORD GQDGHR DWOBNMgF %QHUDQRS /DSVNQJ  /'$ %DUHBD  /"$ $SNMSQNKDQ
@MC QHFGS BBD BNMSIKDQHDVR 1QNODQSX RGDDS

a 0SGDQEAM® RS@MC@YODGHR RS@STR DM@AKSBRERTIGB@K@QL *MEN @MK BRKDMBX
S5DRD GIQDQSX RTOONEISRMMSKDQ BNLONMDMS

Property Value Description
INHMSR %NN@D@CD@MC HQ ONHMSR NE 5GD ENKCDQ RO@BD BNMRHRSR NE /"$
OQODQSX RDMRNQ ONHMSR /"$ %DUHBD ONHMSR

@MC LTKHOKD CNNQ BNLONMDMS A[@RDC
NM 6D BNMSKKDQ SXOD %NNQ
$NLONMDMSR 3DEDQ 1INHMBRNMDES
ENQ LNI)CDS@HKR

*1 "CC@RR 3D@C NMKX %DgMDFG® *1 @CORR NQ GNRS @MC
ONQS NEI3/'$ SNMSQNKDBGD
KNB@SM B@M ADGIMISDSVNQJ NQ
DKRDVAD@U@HK@AKD NM @M HMSQ@MDS N
5D HMSDQMDS

INQS 3D@C NMKX /DSVNQJ ONQS NEDBNMSKDQ KK
BNMSIKDQR VNTKC AD TOC@SBC VHS
AX CDE@TX
.@B "CC@RR 3D@C NMKX $NQRRONMCR ®DS"$ "CCQ DRR NE|
S5D BNMSKDQ
JITLADQ NE %NNQR 3D@C NMKX 3DONQSRI3$NMSHKDQ SXBDIX

%NNQ%NNQ NQ %NNQ @®ID S
L@WHLTL MTLADQ NE CNNQR
RTOONQSDC 8B SNMSKDQ

'"HQLV@UDQRHNM 3D@C NMKX 3DOQRDMSR RS @MEMNDGI®DQ
gQLV@QUDQRHNM
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/"$ %NNQ 4DSTO @MC $NMEHFIMQ\@® S

8 HS $D BNMSIKDSGD CDE@T®BBDRR LNCD ERESINQ HRGAMKX #TSEHR @MNSDQ LNCDR @KRN
@U@HK@ARB@@MC 1HM '@BKENCD OMKX S@QIC #HN §a@@MC #HN @MC 1HM #HN @MC 1HM #HN OMKX DSB
#X CDE@T%D $SNMSEDQ BNLONMDMS BNMRHRSR NE NMD %NNQ BSEMBBEDNGEMEONMDMS @KNME VHS
I"$%DUHBDINHMB$4SQHIDINHMBMC $4DMRNQINHMS

Figure 16. /"$ %NNQ
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NOTE: &@BG %NNQ BNLONMDMS L@X HMBKTCD TO SN NMD &WH S8R aBR NGO "BBDRR
INHMSR @RRNBH@SB0 V#$IQ BNLONMDIRG@Q ADSVDDM ANSD "BBDRR %NNQ @MC &WHS %NNQ
DKDLDMSR

M@B%QHUDQ M@B%NNQ

5GD BNLONMDMSIOACDRS CNNQ BNMgFHRESQDQSX ESQ'S %QHUDQX CDE@T KD $NMSIEDQ
BNLONMDMS HMBKTCDR @ RHMFKD %NNQ BNLONMDMS VGHEGS@RAB3DE )
I"$%DUHBDINHMS$4SQHIDINHM@MC $4DMRNQ1NHNIKDLDMSR

Figure 17. /"$ %NNQ 1QNODQSX 4GDDS

&~ g

EeD0

a $NLONMDMS -NB@&B1 M@B%QHUDQ 1@KDSSD

a 5N @BBDRFORD GODGHR DWOBNMGF %QHUDQRS /DSVNQJ @MC QHFGIBBED $SNMSBEDGNNQ
7HDVR 1QNODQSX RGDDS

a 0SGDQEIMEP RS@MC@RODGBHR &M@AKDC @MC %NNQ .NCD ¢BREBTHIBQSX RTOONEIZR S
BNMSIDQ BNLONMDMS

a *E @ CNNQ MDDCR SN AD BDIM@R@M &WHSIERNGWHS %NNQ &WSDMRHNM LTRS A 8GIT D@ KQS!

Property Value Description

%DE@S#NNQ .NCD COIO CNVVHRS $NMS@HMR CNNQ LNCDR SN @BBORR S
CNNGHID $@@MC 1HM '@BKKENCD
OMKX $@I@MC #HN €@@MC #HN
@MC 1HM #HN @MC 1HM #HN OMKX DSB

&WDLOS 'RL (KNA@K -NBJCNVM SQTD NQ E@QKRD £€DE@TK 40DBHgDR @ BRIG® Q CRISFHR
DWBKTCDNIE@QTSN KNBJHMF @ESDQ HS HR
NODMDC

&WDLOS 'RL (KNA@K &LIBFQMBX SQTD NQ E@KRD £€DE@TK 40DBHgDR @ BRIBEQ CNNQ SN DWBKTCD

6MKNBJ EQL SGD DLDEDMBX TMKNBJ CNNQR
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*MSDF QRS

Property
%DMX %DRRG@MRENBIR

OUDQQHCD 4BGDCTKD

4SQHJIMBIED

)DKC 00DM "K@QIH:D

.HMHLTL 4SQHJBIED

"BSHU@SD 4SQHJD NM 3DW

3D -NBJ OM

4ADMRNQ

&WHS 3DPTDRS

4SQHJD

MTK CDE@TIKQTD NQ E@KRD
8GDM MTKKHR DM@ AKIDD QSRS
HMBNLHMF U@KT360Q CDUHBD
:NT B@MMNS BGC@BH®E@KTD

5N BG@MFGHR U@KHBEBBD

CNTAKD @®QN 6D QHFGS @MC
M®LNUD 6§D MRKBGDBJ L@QJ

GNTQR LHMTSDR RDBNMCRSRBE@TKIDSRED CTQ@8V ENEDSB@®RVHOD

(THCD
Value Description
SQTD NQ E@KRD £DE@TK "KKNVR SN NOOBDSCNNQ HE DNQ
O@RRTR@0OBRC

RDBNMCR DMRTQHMF HS HR L@HMS@PBIMDC ENQ S

RODBHgDC @LNTMEINE S

GNTQR LHMTSDR RDBNMCFRSRBE@TKNMgFTQR GNV KNMEBCNNQ L@X
RDBNMCR AD GDKC NODM ADERI) @K@QL
BNMESNM L@MHEDRSR

GNTQR LHMTSDR RDBNMCRSRBE@TISGD B@®RVHOD LTRS AD L@HMS@F

RDBNMCR ENQ @S KD@IRSHMHLTL RODBHgDC
CTQ@SM

SQTD CDE®NK E@KRD 5GD RSQHJD HRI@SHC VGDM @

3DPTDRS SN &WHSHR SIMES

CQIO CNVVHRS
%DgMDR VG@S RGNTKC G@GO
@ CNN@®S G@R ITRS ADDM
TMKNBJDC

3DKNBJ NN&B &MC NE 4SQHHIIDS
@MC KNBEDSCNNQ @R RNNM @
RSQHMLS DMCR

3DKNBJ NM %NNQ 00DM KNBESNQ
@R RNNM @R HS TMKNBJR 3DKNBJ]
$KNRD KNESISCNNQ GBS @ESED) S
"BBDRR 6MKNBHID DWOHRQHED
CNNQ G@R ADDM TMKNBJDC ATS M
NODMDC NQ VGEM SNNQ BKNRDR

"CCHSNM@KORQGIBHR 4DMRNQP@RIMS@BS CDUBEIR S
LNMHSNQBRS@SD NE @ CNNQ

"CC HSNM@KORQGHR /NQL@K DWHS F@M @BBDRR YNMD
&WHBRIDRSROIGIDUHBIRES
OQUHCD @BBDRR SN BIY@EDH @
CNNQ VEBETS G@UHMF BROMS @
A@CFD B@Q

"CCHSNM@KORQGIBHR %DgMDRE® RS@SDGE GNNGIID
KNBJ HBKD@RDC NQ MNS

iMDC

DM VHS

NM %NNQ

NS
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Property Value Description
%NNQ 'NEDC "CCHINM@KORQGBR $NMgFTQR SD %NNQ 'BQC
&WSDMRHNM SKERIBKDQK@SDC
OQODG®R
%NNQ )DKC 00DM "CCHSNM@KOQG@HR $NMgFTQR 6D %NNQ )DKC 00DM
&WSDMRHNM SKERIBKIDQK@SDC
OQIODG®R
4TOORNRR 3DW &UDMS SQTD CDE®INK E@KRD 4TOONRRDKEB &WHS 3DPTDRS DUDMSR
3D@CDQ @CHEHSNM@KORQBH®R 5GHR BNLONMDMS HR CNBTLDMSDC HM @
RDO@Q@SD SNOHB

["$ 3D@CDQ 4DSTO @MC $SNMEHINNI@S
5GD RDBSIM @ ORRDR @ V@X SN BNMEFI$ 3D@CDQS@S HRPROMS TMCOR'S "BBDRR %NNQ

Figure 18. /"$ 3D@CDQ
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$KHBJOK SN R@UBISBG@MFDR
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Figure 19. /@B 3D@CDQNMDQSX 4GDDS

My Modules + nacDriver . module palette . NACReader / Property Sheet ~

- Nav O Actions & Topics [§] Slot Details

E #

(@ Status

Modules {Dk]

[ Fault Cause

(@ Enabled
6 Drivers true .

0 NiagaraNetwork
 rdbmsNetwork (@ Current Badge Read
6 Milestone Network
© Asisvideo Network )
 NACNetwork (@ Last Badge Read
I NACDeviceFolder

i ZKTecoController

s ivi
8 ZXTecoControllerl M Last Badge Activity

a $NLONMDMS -NB@®B1 M@B%QHUDQ 1@KDSSD

a 5N @BBDRFORD OIQDGHR DWOGNIEgF %QHUDQRS /DSVNQJ @MC QHFGIBEED BNMSIKDGNNQ
7HDVR 1QNODQSX RGDDS

a 0SGDQGEIME® RS@MC@RODGHR RS@STR DM@AKEBRDERIERD GIQDQSX RTOONERIS BNIVISIKDQ
BNLONMDMS

Property Value Description

$TQQMS #@CFD 3D@C @®@C NMKX 3DONQSBBMTLADQ NEBA@CFD
ADHMF RBDRRDC MNV

-@RS #@CFD 3D@C @@C NMKX 3DONQSRIMTLADQ NEB K@ RET
A@CFD

-@RS #@CFD HBIHSX @@C NMKX 3DONQSBBK@RET NQ VQHSD TRHMF @
A@CFD

-@RS 1DQRNM /@LD @@C NMKX 3DONQSBEZNVMDQ NEDK@RS A@CFD
@@C

-@RS 1DQRNM *C @@C NMKX 3DONQSRB3*% NES NVMDQ NEDS
K@RS AQ@@Q

7@HC@SHIDRS@LO @@C NMKX 3DONQSR VGO RXRSDL H@®SDC
5D A@CFD

3D@CDQYBD CQIO CNVM "KKNVR SN BGNNRISDBNK @R ODQ
BNMSIKDQR ADSVDDM 04 % 1 @MC
8 HDF@MC ENQL OIS0 BRQ@S @

"SSDMC@MBD CQIO CNVM "KKNVR RDKBBE NE NHDB/Rone
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Property Value Description

Checkin  @MCheck Out ENQ
@BNCHMF @SSDMC@MBD

"CCRR MTLADQ "CC@RR ENQ RODEMZBRQ

04 % 1 "CCQDRR MTLADQ "CC@RR NE 04%#EGD R@CDQ HR 0|4
% 1 SXOD

'HQLV@7DQRHNM ®@C NMKX %HROK @ X DBBYDLV@QDQRHNM

HMRE@® NM BNNISRQ

-DC 5XOD CQIO CNVM 5GD -&% @BY@SDR TONMGERB@QD
CHROK@XHKPQKIDM NQ @
BNLAHM&NM NE 3DC @ MUD(Q

"RRHFMLDMS @@C NMKX 4GNVR VGHBG CNNQ HR @RRHEMDIC SN S
®@CDQ

3D@CD@5.0DQ @CHSNM@KORQGHR 4DSR TGGH 3D@CD@BODQ
&WSDMRHNM SN CDgMDIBIGBQLCQ
OQODG®HR HM BEGRMBCDQ HR
S@LODT VHS

1@UDMS 3DLNUD E@KRD CDE@TK *E 6D QLNUD @BSM HR DWDBTSDC|NM @
BNMSIKDQ \GI®M DMBQXOSDC
BNMMDIBSM @ VHMCNV @OOD@QR SN
BNMgQL VGB®Q NQ MNS SNBDRC
VHS $D QLNU@K

"K@QL *MEN @CHESNM@ KORGHR 4S@MCEEX@QL "K@QLBNTQEN
BNLONMDMS

"BSHUHSX @KDQS DWSDMRHNMR  @CHBSNM@KORGHR 4S@MOEEBBDRR%QBEBQHSX"KDQS&WS
&@BG G@PR@LD RDS NE @K@QL
RNTEBD HMEN
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Chapter 8. Device configuration

%DUHBDR HMBKTCD OMNCGIRQR @MC RDMRNQR @IQ@NRONSIDMSR SB@M AD BNIEACEHHAF@Q@
'Q@LDVNQJ

%HRBNUDQHMF @ MUK@BBDRR BMMBICTKDR

5GHR ®BDCTCNBTLDMSR GNV $S#RENUDQ @MC @GD RE@8V C@S@A@RD @BBNRRECMEB®S @Q
BNMMDBSDC SN @M 34 RDQH@K ATR

Prerequisites:
:NT @VNQIHMF HM @ BKDIR@DA 6*

4SDO  /@QUHF@SDEIBMWMIMKDQ 4DSTAGDLNSD %DUHBDBDLNSD .NCTKDR 3DLNSD .NCTKD 4DSTO

4SDO  $KHBJ %HRBNU gg 2
5GD GIRBNUDQXEDRRHROK@ZBR GRBNUNEY NCTKDR HBDEKNVDHRBNODODQ @MD

4SDO  4DKDBS D@BGIHIMCTT @K LNCTKD WBMCEK o
5GD RXRSDL @CGR SDUHBD 6B BSHNM C@S@A@RD

4SDO :NTB@NWWR@LDGED LNCTKD @R XNT @CCGEIS S®@S@A@RD EWBIC BK

4SDO 5N UDQHEGEE:S® CDUHBD HRMIMIQHFGIBBKS BIRS@S@A@RIMD @ MBEMINk Device NQ
RDKDBS HS @RCB#J o

5GD CDUHBIRQNMCR

4SDO  *MRSD@C NRBNUDQHMF LNCTKDR XNT B@M @CC DMRBERERXBEIHMF .@M@FD %DUHBDR
& RDKDBBRJd @MCBBIJHMF RDKDBEBFGED SXOD NE CDUHBD SN @G4{BGNAFBRHUHMF
S5D CDUHBD @ M@LD WBJIBNBK

4SDO  'NQ D@BG LNCTKD BNLDEER gQLVIZFRIRHK®K DQRHNM @U@HK@ AKIRANM BNKTLMECHM S
S@AKD

4SDO  *E @ LNIQ@BDMS gQLMBEWIDQRHNM HR @U@HK @BRDNDOKDBBE 60FQ@CD 'HQID/( 2,
UDQHE@S:® UDQRHNM RTBBDRREI®SDC @HBDBK

4SDO 5N R@UGB RSHNM BESNMSICKDQ 4DSTOHRBOK@MDNTRNMS(KDQ .@HMSDM@M8DD
4S@HBNM

%NNQ BNMEHRIQM® S

-@6D BNLO@MHDR L@X GETR@MCR NE CNNQR NEDOIMR HMEER BG@O0SDQ BENRIFVIEKD CNNQRB@M
TRD QOKB@BSM SN @TSME@&XBNMgAT@ CASNM@K SD CNNQR

%NNQREENMMDBSDC SN LNCTKDR VG IEZHYE@m BNLONMDMSRESS BNMMDBS SN @ DIYISENLBICD
RODBH®BC ETMESIR 5GD CDUHB®S 8DBT@BBDRR CNNQR @MC DKDU@ SNQFEBIRDMNBS SRS

#DRS 1Q@B5 %TQHMF CNNQ BNMVIGI®SIR @ FNNC HCD@ SN REVBRBRS® S R@UDS BTOWIS
RS@SM BEJHRBOK@MDNTEBNMIKDQ .@HMSDM@WEDBRA@UD 431

$NMEHFTQHMF @ CNBI@WHSKDBSQHB RSQHJD LDBG@MHRL
5GHR @BDCTRBNMgFDR @ SXOHB@K CNNQ LDBG@SKRBIR TONM @ KNRR NE ONVDQ

Prerequisites:

5GD CNNQ SN BNMBFG@R @ B@@CDQ BGHSN JDXO@C @ E@HKIRMIBSHHB CNNQ RSQHID @ CNNE RDMRNQ VH
@K@QL MYEBBSM @MMATYPRS SN DWHS ENQ RGTMS @K@QLR NMKX HS CNDR MNS TMREERF\REBDCTKD HMC
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35D CNNQ HR TMKNBJDC ENQ MNQL@K ATRHMDRR GNTQR DWHRSR
4SDO /@QUHF@SDEIBMWMIKDQ 4DSTAGDLNSD %DUHBDBDLNSD .NCTKDR 3DLNSD .NCTKD 4DSTO

4SDO  %NTAKDBBIGD LNCTKD SN VGHBIG GNNQ @ MCHBRQODBNMMDBSDC
5GD3DLNSD 3D@CDQ .NCT&®A NODMR

4SDO 5N @RRNBH@BM&CDQ E8D CNNRDEnabled SNrue @MC BBIGDYWNNQB@A
5GD%NNQB@A NODMR

4SDO 5N FHUDE® CNNQ R LN@DRBQHOS M@LDRIRK®M@FD %DUHBDRDB8name @MC BBDJ
RDKDBSECNNQ @MBEK SXOD HM @ M@LD @RIIBK

4SDO  $KHBJIGD GXOMMI SKES CNNQ UHDV
5GD3D@CDGRA NODMR

4SDO 5N FHUBE® R@CDQ @ DNCDRBQHOB M@LDHBB@M@FD %DUHBDRDBR8name @ MC BBDJ
RDKDBSEHER@CDQ @MBBK SXOD HM @ M@LD @RIIBK

4SDO  $KHBIGD4SQHERDA @MC BNMDFSRNTDGHR @BEHQF SIEB RBPM B@OSTRHMED
BNLO@MRBMKNBJ 4BGDCTKD

&d” Monitoring ﬁ Personnel #¥% Controller

B Schedules &, User Management B= Backups <% Remote Devices

I save || & Manage Devices | [ R2ZR Lobby Access | [ Doors | O

Readers Strike Sensor Exit Request

Locked State

Status Locked {ok}

Auto Relock | Unlock Time V|

Schedule Operation |Unlock On First Validation V|

Unlock Schedule | |Wnrkjng Hours [Unlocked] b (%]
Override Schedule | |N{me b
Access Unlock Time |I}D | m |[]5 |s [1sec - 59mins]

Log Exit Requests |Nnne V|

Log Schedule Acti".ﬁtf

Threat Level Group /& |None »

Door Lock Output |Re|a}r Output 1 V|

Schedule Operation @PTHIR @ RBGDCTKIGRNGD RXRSDL B@M HEDBESgQRS HQEEM
VGHBG SQHFFDQR TMKGBJEMWNCS

5GDDoor Lock Output ~ U@KTD CDODMCHRS NN @ Q@D BNMgFT QNS
4SDO  $KHBIGDADMRNG@A @MC BNMBREQ OODGHR @BENQF SIEB RBOM B@OSTQ
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&d” Monitoring ﬁ Personnel #¥% Controller Setup

B Schedules & User Management 8= Backups | &% Remote Devices ¥ Access

I save || & Manage Devices | [ R2R Lobby Access || ) Doors | 0 Manual Ove

Readers Strike Sensor Exit Request

Closed State

Status Opened {alarm,unackedAlarm}

Door Held Open Limit |EIEI | m |31J | 5 [1sec - 59mins]

Debounce Time ) None ®lo0 |mlo1 |jooo |s[oms - Ssecs]
Door Forced Alarm Class |High v| Ewdeg Setup

Door Held Open Alarm Class| Medium V| B Video Setup

Sensor Fault Alarm Class |High "V"| &S Video Setup

Sensor Input |Supervi5ed Digital Input 1 V|

5GDSensor Input U@KTD CDODMCRKNINE @ Q@ BNMgFT QS
4SDO  $KHBIGD&WHS 3DPTBREA @MC BNMGFED OQODGHR @BENGF SIEB RBPM B@OSTQ

Home | | &o" Monitoring | | 4 Personnel #% Controller Se

B Schedules £ User Management A= Backups @ +#% Remote Devices

I save || & Manage Devices | [ R2R Lobby Access || ) Doors | O M:

Readers Strike Sensor Exit Request

Inactive State

Status Inactive {ok}

Inhibit Sensor false {okl

Enabled Schedule = |Nune >
Unlock On Exit Request

Exit Request Fault Alarm Class| High V| & video Setup
Request-to-Exit Input |Supenfised Digital Input 2 V|

5GDRequestto-Ext  U@KTD CDODMCR NG @Q@RBNMgFT QS
4SDO 5N R@UDBB BNMgFTRIEE BEA@UMMC SDREOTNNQ

SNMEHFTQHMF @ CNBI@\VHBHF KNBJ
5GHR NBDCTRBNMgFDR @ CNNQ DPTHOOGCGA/H®F KNBJ 5GD BNMS@BS BKNROFDSDNBJI S

Prerequisites:
5GD CNNQ G@R @ ®@QDQ 3N JDXO@C @ LOHABIDENQ KNBJ E@HK R@ED @ CNMQARO®IRNQ VHS
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MNHgB@&SM @MOE@TPRS SN DWHS ENQ RGTMS @K@QLR NMKX HS CNDR MNS TMKNBJ " RBGIBGIBDROWHRSR
VGDMGD CNNQ HR TMKNBJDC ENQ MNQL@K ATRHMDRR GNTQR

4SDO
4SDO

4SDO

4SDO

4SDO

4SDO

4SDO

/@UHF@SD$BWSMKDQ 4DSTADLNSD %DUHBDBDLNSD .NCTKDR 3DLNSD .NCTKD 4DSTO

%NTAKDIBBIGD LNCTKD SN VGHBIG GNNQ @ MCHERQOBYIMMDBSDC
5GD3DLNSD 3D@CDQ .NCT&®A NODMR

5N @RRNBH@BMD&CDQ G&D CNNRDEnabled SNrue @MC BBIGD%NNQER@A
5GD%NNQB@A NODMR

5N FHUBG® CNNQ @ IINQDRBQHUOS M@LDHBB@M@FD %DUHBDRDBR8name @MC BBDJ
RDKDBSECNNQ @MBEK SXOD HM @ M@LD @RIIBK

$KHBIGD GXOMIK SKEB CNNQ UHDV
5GD3D@CDGRA NODMR

5N FHUDG® R@CDQ @ DNEPRBQHOS M@LDHBE@M@FD %DUHBDR DB8name @MC BEDJ
RDKDBS3R@CDQ @MBBEK SXOD HM @ M@LD @BADBK

$KHBIGD4SQHEB®A @MC BNVDFSRNGDGHR @BENQF SIG5 RBPM B@OSTQ

" Schedule Operation NE 'NKNV "MNSDQ 4SQHIPTRBIR XNT SN HGIRIS® CNNQ VGNRD RSQHJD
SSHR CNNQKBNRFollow Strike 5GDDoor Lock Output DOK@X CDODMCR-MNGEBQ@Q
BNMgFT Q@81

5GDDoor Lock Output ~ U@KTD CDODMCHRS NN @ Q@D BNMgFT QNS

4SDO  $KHBIGDADMRNE@A @MC BNMOFEEDQ OQODGIHR @BENQF SIEB RBPM B@OSTQ

.@@BG



HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD %DUHBD BNMEHAN@I@ S

&d” Monitoring ﬁ Personnel #¥% Controller Setup

B Schedules & User Management 8= Backups | &% Remote Devices ¥ Access

I save || & Manage Devices | [ R2R Lobby Access || ) Doors | 0 Manual Ove

Readers Strike Sensor Exit Request

Closed State

Status Opened {alarm,unackedAlarm}

Door Held Open Limit |EIEI | m |31J | 5 [1sec - 59mins]

Debounce Time ) None ®lo0 |mlo1 |jooo |s[oms - Ssecs]
Door Forced Alarm Class |High v| Ewdeg Setup

Door Held Open Alarm Class| Medium V| B Video Setup

Sensor Fault Alarm Class |High "V"| &S Video Setup

Sensor Input |Supervi5ed Digital Input 1 V|

5GDSensor Input U@KTD CDODMCRKNINE @ Q@ BNMgFT QS
4SDO  $KHBIGD&WHS 3DPTBREA @MC BNMGFED OQODGHR @BENGF SIEB RBPM B@OSTQ

Home | | &o" Monitoring | | 4 Personnel #% Controller Se

B Schedules £ User Management A= Backups @ +#% Remote Devices

I save || & Manage Devices | [ R2R Lobby Access || ) Doors | O M:

Readers Strike Sensor Exit Request

Inactive State

Status Inactive {ok}

Inhibit Sensor false {okl

Enabled Schedule i |Nune >
Unlock On Exit Request

Exit Request Fault Alarm Class| High V| & video Setup
Request-to-Exit Input |Supenfised Digital Input 2 V|

5GDRequestto-Ext  U@KTD CDODMCR NG @Q@RBNMgFT QS
4SDO 5N R@UDBB BNMgFTRIEE BEA@UMMC SDREOTNNQ

SNMEHFTQHMF @ LNMHBWES CNNQ

5GD RXRSDL B@M LNMHSNQ CNNQR GMEHKNB@ED NE @ KNRR NERIMIRNDD A@K@MBDC IHBFRWDESBG
LNMHSNQ@FRHR CNRJPS HSR KNBJ HRKEATQBG@MHB@K

Prerequisites:
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%DUHBD BNMEHANRI@S HOF@Q@ &MSDQOQHRD 4DBREHSM ®WIRSEQ@RHMSDM@MBD (THCD

5GD CNNQ G@R MG @@TDQN CNNQ RSQHJID NHS@SHEDHUD @M DRFSRS ATS HS G@R @ RIMBN@QHS
MNEgB@SM

4SDO /@QUHF@SDEIBMWMIKDQ 4DSTAGDLNSD %DUHBDBDLNSD .NCTKDR 3DLNSD .NCTKD 4DSTO

4SDO  %NTAKDBBIGD LNCTKD SN VGHBG GNNQ HR BNMMDBSDC
5GD.NCTKDS@A NODMR

4SDO  $KHBIGD%NNQR@A

4SDO  $KHBJ@M@FD %DUHBIDRDBRBname @MC IBEDJ RDKDBSIZFCNNQ @MEBEK FHUDGD CNNQ @
CDRBQHOB M@LD @WES8BK

4SDO  $KHBJIGD GXOMMI ENGISCNNQ
3D@CDRSQHJID @M RRS SN DWHSHINIMREMNS MDDCDC BMRENNQD U@QHNTR HMOTSR @MC
NTSOTSR®S @ONQLEKTRDQUDC EBNRD ETMBSRIEQU@HK@AKD ENQ TRIDDKRDVGDQ

4SDO  $KHBJ@M@FD %DUHBDRDBBlete @MCIBBDJ RDKDBSHR@CDQ @RRNBH@SBERIESIMIMC
BKBODJ

4SDO  $NMgQL S8@SSB3D@CDGRA HR MN KNMFDQ @U@HK@AKD
*E XNT MDDC @INBEK@X NTSOTS RNLOVORRD MMDBNMgFTRIEE XNT B@M CDEDIRSRHID
ENQGEBHR CNISQ VHKK SDM AD @U@HK@GKTEMBIM@K INBE@IFEENEDINCTKD 5GDER MN
G@QL HMBHIMEBASQHERA SPIG@HM \GISUDQXSMF RDS SB SDE@RK

*E XNT MDDC @INSRTODQUHRBIES® K HMOTS RNDIDKRDGBD BNMgFTRIRE XNT B@M CDKDSD
5D QPTDRS SN DWH&HRCEM®*M VHISDM AD @U@HK@SKDOMMISNM@K INB@SHENGDS
LNCTKD

4SDO  *E XNT BGNNRD MNS SN CORDBI BRS SN DWHSGRES Request Fault Alarm Class NM 6D
&WHS 3DPTISRBA 3Dif Alarm Class SN OQUDMS MTHR@MBD @K@QLR

5DRBMF @ CNNQ
5GHR ©BDCTRSDRSESBNMgFTO®E SN DMRAS HR VNQIHMF @R DWODBSDC

4SDO  8GHKD UHDVHBMSQHE®A BRI@MT@K OUDQQRIZKDBS @#tride Type @MC BNMgEt@$D
Status BG@MFDRWBIbcked @R DWODBSDC

a 'NQ @ CNNQ &-8M DKDBSQHB RSQHJD LDBG @DBERENHRL BMPRIES RSQHJID L@FMDS SN
KNBJED CNNQ @ESDNSDQQHED

a 'NQ @ CNNQ BGHIF KNBJGS BNMS@BS BKNRDR S0 KNBIS@ESDNS DQQFDD

4SDO  8GHKD UHDVHMEBMRNE@A NODM @MC BEERINSIQ SN UDCHESS RDMRNO@RQSR VGIIDS
CNNQ HR NODM

4SDO  "RRHFM @ RBGDCTKEIMBEHERDAFDS RDSRGD SNNQ SN AD BMBX KNBJDGI3V NODIGIS
CNNQ

4SDO OM SGDADMRNE@A UDQEHXESH RDMRNQ FDMDQ@SDR (@ G ki ENTL
4SDO 00DM &D @K@QL BNMRNKD @MC @BJIGNVEEGHKDILS
4SDO  8GHKD UHDVHBDE®/HS 3DPTEBREA HRRTDRIQRS SN DWEBIBSG 6D CNNQ @MC UDR®EX S
Status BG@MFDRARNe @MCOEDS DUBBNIFGGED RBGDCTKHBMESEIDENNQ RGNTKC AD
KNBJDCG® RDMRNQ CNDR MNS FDMDQ@SD @M @K@QL
Result
#DRS OQ@BB 'KCNNQR RGNTKC AD BNIIgEN @ TMBS/CD R@LD VADF@EXDRR NELCSKNBJHMF LDBG@MHRL

3D@CDQ BNMEHAN®I@ S
3D@CDQR@RRNBH@SBCMNSR
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HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD %DUHBD BNMEHAN@I@ S

#DRS 10@B5 %TQHM®QDQ BNMgFANI®SS HR @ FNNC HCD@ SN REVMBRDIRE® H R@QUDGS BTQWS
RS@SM BEJHRBOK@MDNTENMIIKDQ .@HMSDM@WEDBRA@UD 4351

"CCHMF @@CDQ
5GHR OBDCTR@CCR @M HMVIAFB® CDQ SHDRSHNV C@S@A@RD

Prerequisites:
:NT @RTRHMEB VDA 6* 5GDO@CDQ G@R ADDMKBIZREBANS GD SNNQ

4SDO
4SDO

4SDO

4SDO
4SDO

4SDO

4SDO

/@UHF@SD$BWSMKDQ 4DSTADLNSD %DUHBDBDLNSD .NCTKDR 3DLNSD .NCTKD 4DSTO

%NTAKDIBBIGD LNCTKD SN VGHBG GNNQ @MCHERQD@BYMMDBSDC
5GD3DLNSD 3D@CDQ .NCTE®A NODMR

5N @RRNBH@BM&CDQ G&D CNNRDEnabled SNrue @MC BBIGD%NNQER@A
5GD%NNQB@A NODMR

$KHBI .@M@FD %DUHBDR @MC RDKDBS @MC BRDJ

4ADKDBSB Q@CDBKIBOJ M@LDGD RA@CDQ @MHBBK
5GD RNES\I@3Q@SDBBR@CDQ

$KHBIGD R@CDQ GXEMQKHNYDC AXIBBIHMEBD @ CDEDA
5GD 3D@CDQ UHDV NODMR

"ESDQ BNMgFTQBEGEFCQONIDRHR BNMgBTERD'BSHUHSX "KDQS@WERSOTS $NMgFTQ@S!
S@ARGHSM BiBA@UD

"RRHFMHMAX@ QDQ @MC EKNNQ SN @M @BBDRR QHFGS

&@BG @BBDRR QHFGS RDEINIHFR@MC hNNQR 5GD ENARABE@IOM @M @BBDRR QHHE® @NIRHFRE
4TODQUHRNQ VGHBG NE IKSRI@SINRS@R MDDGR BQHNM C@S@ " RIKRGGER S HRDIEGIEN @@CDQ @MC

@ @SDC GHB O@BIK@Q @BBDRR QBRGS RENFAHOHIT SN FQ@MS @BBDRR SN ODQRNMMIBOWEHFG@®UD S

SN RVHOBBHQ A@CFDR @RaHSIOR

Prerequisites:
:NT @GVNQJIHMF 8D §DA 6* NT G@UD @ROX B@SDC NMD NQOLEBBDRR QHREER @UD RDS TO CNNQR

.@@BG



%DUHBD BNMEHANRI@S HOF@Q@ &MSDQOQHRD 4DBREHSM ®WIRSEQ@RHMSDM@MBD (THCD

®@CDQR @MC hNNQR

4SDO  $KHBIDQRNMMDBBDRR 3HFGSR
5GD "BBDRR QHFGSR UHDV NGCSRNRISNE @BBDRR QHFGSR

4SDO  %NTAKDBBIJ @M @BBDRR QHFEBIGMEDEXCD @R A
5GD @RRHFMLDMS UHDV NODMR

4SDO  $KHBJIGD "RRHFM .NCD ATSSI 5
5GD6M@RRHFMEEMD NODMR @MC ONOTK @SORES PRECR

4SDO  4DKDBSB R@CDQ SN @RRNBHRESD @B8DRR QHFGSHEMEDBRRHFM ATSS o |
5GD R@CDQENQLNUDR EQ SGD6M@RRHFMDIAGSD/DVKX "RRHFMBIR@MD

4SDO *E SD @BBDRR QHFGH@ OGN RODBHgBKNENGDKNNQR@A
5GD'KNNQRHRBNUDQX UHDV NODMR

4SDO  $KHBJIGD "RRHFM .NCD ATSSI 5
5GD RXRSDL NODBIBEM@RRHFMEBMD @MC ONOTK @ SBRMSWIBSICR

4SDO  4DKDB&B hNNQ SN @RRNBH@SD \BEBDRR QHFGSHBNBDBRRHFM ATSS) ¢ |
5GD hNN@BNQLNUDR BQ SGD6M@RRHFNENGS D/DVKX "RRHFMBZ@MD

4SDO  $KHIBIGD4A@UBTSSNM
5GD @BBDRR QHFGS HR R@IATLE@Q>S @A NODMR

4SDO  7DQHEZ@S® BNOBSIME@CDQR @MC hNNG® ASSNL NESUHDV M@RRHFMDGENGBBDRR
QHFGS

$NMEHFTQHMF DMSQX @DI@ OIHSENQ @SSDMC@MBD SQ@BJIHMF

3D@CDQR B@TRD CNNQR SN BO@HMMNBKNRDC A@RDC NM RB@ MMENGHRHS ORDMSDC SNDRN@CDQ NM @
A@CFD 5GDXNMMHCIBES HMENCHIE@ED 1DQRNMMDK CDO@QSLDMS MDDCR SN SQ@BS @SSDMC@MBD

Prerequisites:

" CNNQ G@R @M DKDBSQHB CNNQ RSQHJO @KRIMAMBEISS! @MC DMSQX @ M@EDIAK GNB! IDXO@CR
5GD CNNR®PTDRS SN DWHS RGTMSR @K@QLR NMKX *S CNDR MNS TMKNBJ

4SDO /@UHF@SDEBWMIKDQ 4DSTADLNSD %DUHBDBDLNSD .NCTKDR 3DLNSD .NCTKD 4DSTO

4SDO  %NTAKDBBIGD LNCTKD SN VGHBG GNNQ @ MCIHBRQDBNMMDBSDC
5GD3DLNSD 3D@CDQ .NCT&®@A NODMR

4SDO  $KHBIGD%NNQE@A @MBERKSD CNNRGXOIMMK
5GD%NNQB@A NODMR

4SDO  $NMgFTQ &D 4SQHJD 4DM&NQ &WHS 3DPTDRS S@KR\@REWE BE@UD

.@@BG



HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD

4SDO

4SDO

4SDO

.@@BG

Tab Property

4SQHJID Locked State

Auto Relock

Schedule Operation
Unlock Schedule
Override Schedule

Door Lock Output
Closed State

Door Held Open Limit
Door Forced Alarm Class

4ADMRNQ

Door Held Open Alarm Class
Sensor Fault Alarm Class

Sensor Input

&WHS 3DPTDRS Inactive State

Enabled Schedule

Unlock On Exit Request

Exit Request Fault Alarm
Class

Request-to-Exit Input

Value

0ODM

Relock On Door Open
Normal

None

None

Relay Output 1
Closed

30 Sec

High

Medium

High
Supervised Digital Input 1
BNMgFT Q@S

Open

None 8GDM MN RBGDCTKD HR @RFHIFRIKRSBL DM@AKDH
®PTDRS SNBEAX CDE®RRTK

No
High

CDODMCR NM XNTQ BNM§FMD@S

CDODMCR NM XNTQ

Supervised digital Input 2
BNMgFTQ@B/

CDODMCR NM XNTQ

5N FHUD @M INWHREYCDQ @ DNCDRBQHUOS M@LDHBBE@M@FD %DUHBIDRDBR8name @ MC BBJ
0J RDKDBSBHR@CDQ @MBBK SXODHM @ M@LD @&BIIBK

5N @CC @@CDBKBIJ@M@FD %DUHBDRDBSd @MC BEDJ RDKDBSHEQDQ @MBBK SXOD

HM @ M@LD @NEDBK

5N @CC @@CDXNT LTRS G@UD@KX HMRBCED GC@QOD

$KHBJIGD DMS@@LIRGXODMMK BNMgRETASRNGDGHRGDM BiBJSGD DWHRATE IR X O DK
@MC BNMgETYSRINCDGHR $BI@UMESDQ BNMgFTQHMF D@BGIRDSEROQ

Tab Property

3D@CDQ Enabled
Reader Config
Time Attend
Assignment

"BSHUHSX "KDQSR &VEBR) IQEK @ QUM Class

0TSOTS $NMgFTQ@B!IValid Green
Green Inactive State
Red Inactive State
Valid Beeper
Invalid Beeper
Beeper Inactive State

Beeper on Door Held Open
Alarm

ENQ @& K@ @rRble Logging

Value
SQTD
Reader Only

Clockin  ENQED DMS@@ELDQ @Mek Out  ENQED DWHS
@®@CDQ

CDE@SR SN M@LD SB ENNQ
Medium

RDKDBSDC

Follow Strike State

Open

Closed

Custom Time OM 4DB
Customtme OM 4DB

Open

WarningOnly ~ VHS V@QMHMES RDBNMCR ADENED
CNN@DKC NODM @K@QL RNTMCRBSEESD ADDODM!
CNN@DKC NODM @KBBIMZR DLOKNXDDR SN @G TSIEQ
R@UHMF BMIEMC DQDMBIF @ (GXSIF DKRI.BMSDQHMF
S5D ATHHEIF

%DUHBD BNMEHAN@I@ S



%DUHBD BNMEHANRI@S HOF@Q@ &MSDQOQHRD 4DBREHSM ®WIRSEQ@RHMSDM@MBD (THCD

*MOTS NTSOTS BNMEHFTQINEFFS@ £BG RDMRNQ

*M @GENM SN CNNMHSNQHMF RDMBR@XFSDL RTOON@ERNSDMRNQR  HIMBMRE G@SBG RDIMBHNM
CDSDBSRR@RR®I RDMRNQ @ME@JPWEKNQ RDMRNQ TRHMF HMOTS @MC NTSUH & OSBRSNMRNQ
OQUHCDR @M DW@LOKD NE GNV SN BDRIFSRODR NE RDMRNQR

4SDO  /@UHF@SDEBWMIKDQ 4DSTA@DLNSD %DUHBDBDLNSD .NCTKDR 3DLNSD .NCTKD 4DSTO

4SDO  %NTAKDBBIGED DLNSD * 0 LNCTKD SN VGHB6G 8DMRNQ HR BNMMDBSDC
5GD S@A NODMR

4SDO  $KHBIGD'CCHINM@K INH@3R

4SDO  *CDMEEXGH HMOTS ONHMS SN TRD @MC FHUODRB@HBEHM@LD AKBKIMBM@FD %DUHBDR
RDKDBEIRename @MC BRIHNB RDKDBEFE HMOTS M@LD @Ba888 SXOHMFHM @ M@LD @MC

BKBJHNF
4SDO  $KHBJGD HMOTS ORHBXSD DK
5GD S@A NODMR
4SDO  7DQHEITSE @BDERe Text=inactive trueText=active

4SDO  4DSnactive State SNclosed
4SDO  4DSEnabled SNrue
4SDO  $KHBIGD'K@QL 4DSTEI®A @MC BNMBER INE G@SBG @K@QL
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HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD %DUHBD BNMEHAN@I@ S

4SDO  4@UDGD BNMgFTOIRE

NS HNM FK@RR@D @MC @I@EK CNNQ RDMRNQR

5GD EKKVHMFNXIODGHR NQHCD DW@LOKDR NE GNV SNBNMBHQT@K RDMRNQR

.NS HNM CDSDBSNQ

Property

SNMgFTQ®ISM Facets trueText=active falseText=inactive
Enabled true
Inactive State Closed

"K@QL 4DSTO Alarm Settings Alarm Class High Priority

.@@BG



%DUHBD BNMEHANRI@S HOF@Q@ &MSDQOQHRD 4DBREHS M ®WRSQ@BHMSDM@MBD (THCD

Property

Active Alarm Message Motion detected office

Return to Normal Message No motion

Alarm Inhibit Schedule Business Hours NQ &D DPTHU@KDMS
Supervisor Fault Alarm Class High Priority

(K@RR B@J RDMRNQ

Tab Property Value
SNMgFTQ®ISM Facets trueText=active falseText=inactive
Enabled true
Inactive State Closed
"K@QL 4DSTO Alarm Settings Alarm Class High Priority
Active Alarm Message Broken window office
Return to Normal Message none
Alarm Inhibit Schedule none
Supervisor Fault Alarm Class High Priority

"TWHK@QX CNNQ RDMRNQ

Tab Property Value
$SNMgFTQ@ISM Facets true Text=active falseText=inactive
Enabled true
Inactive State Closed
"K@QL 4DSTO Alarm Settings Alarm Class High Priority
Active Alarm Message Auxiliary door open
Return to Normal Message Auxiliary door shut
Alarm Inhibit Schedule none
Supervisor Fault Alarm Class High Priority

$SNMUDBSIF @ #" RS@®S HMS&MBDQOQHRD 4D BE@EHSM

" #" #THKCHMF "TSNL@SM R$EE L@M@FDR @M@KNFEEKC ML FRISHL@SIM CDUHBDR @MC
BNLONMDMSR&MSDQOQHRD 4DBS@HSX L @M@FDRLESOC RDS NE @BBDRR BNMSHMDMSR $NMINMFQS
4TODQUHRNQ @MGCIKRRREESR SNISDQOQHRD 4DRT@HBAR HMUNKUDRIMAREQKHBDR GIVMFRIISS
TRDQR

Prerequisites:
:NT @QVNQIHMFSHNQJIADMBB/A @ 1$G@S HR BNMMDBSBIC BRSVNQJ

4SDO  00DM @ OK@SENQL BMXMIESS OK@SENQL 1$ NQBKMIQ
" BNMSQKDQ OK@SENQL L@X AD M@LDC ENQIFSRNQ @CC@HM

4SDO  $NMMDBS SBCSRSKENM 1$ NQ BNMKERQQ XNT VHRG SN BNMUDQS

4SDO  &WO@MGIBNMgF 4DQUHBENKCDQRGIM@U S

4SDO *E MDDCDC NODID $@KDSSBBBKHMCNV 4HCD #@QR@KDSSD

4SDO %Q@kH ENKVHMF RDQUHEDEED ONQQH@SD O@KD SHRIRQNIBERKCDQ ED/SU S

Palette Service component

NQHNM 0QHNM4DQUHBD

DMSRDB &MSDQOQHRD 4DBTQHSX 4DQUHBD
DMSRDB "BBDRR$NMEQADQUHBD

DMSRDB 3DOKB@SMADQUHBD

DMSRDB *MSQTRHNM 4DQUHBD

DMSRDB *MSQTRHNM 4L@QS, DX4DQUHBD G WMBY

.@@BG



HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD %DUHBD BNMEHAN@I@ S

4SDO 4DSTO @M @CLHM TRGROBBHgBIOQGH®R

Property

/@U gKD LNCTKD DMSROBOMSRDB)NLD M@U
3NKD @CLHM

%DE@T&DA 1QIgKD 4S@MC@BBDRR NgKD

)W 5GDLD -TBHC

#THKEMF BNNISQHMSDFN®IS
#THKEAMF KNFHB LOM@FDRIGRE@BEE®MHB@K @MC DKDBSQHB@K RXRSDIRGMB BKBBVHSR )7

#X @RRNBHE&ESOM HMSBRU@S \GISD @BBDRR QHFEHBHMOAX @ ODQRNMEGROMNSDQ @M @BBDRR YNMD
35D RXRSDL B@M @ THREESTOM NMGSR @D ATHHRIRY)7 "$ RXRSDL

*MSDFQ@IS! *%4RK @M @BBDRR QHAGSTHMBR'BNMSRKNFHB "R @ MINRIENQ @MX @BBDRR QHFGS @M
@CLHMHRSQ @®EDBR@ TMHPTD HMSRIFG@E@LD @MC HMSDFDQ U@KTD @MC @RRHFMR HS SN @M @BBDRF
ODQRNM DBHRDRS @BBDRR QHFGS SNEDMIBRIBF GD HMSDRQ®IS % HMSDFDQ U@KTD HR @B@HK@AKD SN S
ATHKGIF BNIMEEKNFHB 5GD HMERFY@SI@KTD L@X AD TRDC @KEMAEKS@CFD U@KTD B@EMHE

@MGHRGBVIF BNMEQ ENGDS@@R @ GIOQH@ SCEENEDQRNM NO'EE @S HROQRDMSDC ASCSHMSDRQ®IS

*%

NOTE: 5GD UBE A@CFDNEDQSX G@R@NJalse RS@SB@S COE®THlse TMEK @M@ISHYDC KBS
A@CFD HR RVHODC @S RME@SQ QDEEDM SHR NBBT@R SODQSX RS@STR BG@MEDRNMINDMS @QHKX

RDBNMCR AX CDE@IBHR KIQDQSX HR NMKX @U@HY@ARDBMCD@ES R@CDNT TRD HS HMDRBODS
KNFHB SN CDSDQLHMD VGDM @ GBQ@MABEDRR G@R TRRCEBQ

"M @BBDRR QHFGS L@X BNMS@HM NMKXNMDB%MSENMBDA B MX ODQRNMRI. @M RIBBORR QEBE KRN
RG@@E&D @BBDRR QHFGS HHSDRQ @EIEND @BBDRR QHFGSRMESARY@S %FOBRIOHREEDgMDC @MC
M@LDC HM SDQLFENBSILLNM OGXRHB @ KKINBE@S ODQRNMR NBBTOX

'NQ DW@LOKD SVN @BBDRR QHFGSBRBIE@MC "BLD & @RS LHAGBSD SN SVN RHCDR NE @ RHMEKXD hNNQ HM S
"BLD ATHKEMF 1DQRNMSVHEDOQMS @BBDRR QHFGSR L@IDAVISIKWBEENTFG @ BNLLNM CNNQ @MC
@BSTHHIG@UEDSR@LD NUDQ@BBDRRGENATHHMF )NVDUDQEGD CIEDQMS @BBDRR QHFGSR BNMS@HM TMHPTD
HMSDFQEN *%RS3X B@M SQHFFDEMF IBRIMBR SN STOQVHRABIF HRDBVDRS RHCBMR ENQL5VDRS RHCD
NBBTO@MSR @MO@RYBIER ENQ D@RS RHCD NBBTO@ NN EHRIDOOQ

.@@BG



%DUHBD BNMEHANRI@S HOF@Q@ &MSDQOQHRD 4DBREHSM ®WIRSEQ@RHMSDM@MBD (THCD

Figure 20. HQF@Q@ *MSBRY@&@S

5GD FQ@OGKERSIQ@SDR @ ODQRNM VGNRD @BBDRPR EHE SIMSINBESU@KTD NE "BDBS8 < > 5GD

ODQRNM DMSGRFRBED ATHKIBIF TRHMF GBO&RCFD 5GD #NECTSNL@SM 4XRSDL OHBJRSTO S

7 @HC#@ CFDGT O M*MSDFQ@IS1*% "BLDS8DRS<OQODQSX U@KNDBER RXRSDL ONRRHAKX NUDQ @ #'$MDS
MDSVNQJ @M0 A THHIIF BNMNBENFHB SQHFFDQR @ ANNKE @GN BNMEGM \FDRS RHCRUIMFGSR

$QO@SVIF @BBDRR QHFGSRVNIBEIE*%R

5GD EKKVHMF DW@LOKD B@M AD ODQENSEDRXRSR ARVRDQ HMSDQE@BD AX @M @CLHKBHREIIESNQ VHS
BQCDMBOKR

Prerequisites:
:NT @RVNQIHMF HM @ BKPDISREES @MC TRBMFVBA 6* NT G@UD ODNOKD @MC NMDRBGRQTKDR HM
5D C@S@A@RD

4SDO /@QUHF@SDIBWMIKDQ 4DSTBDLNSD %DUHBDRI@F@Q@ *MSBRUE@SR

4SDO 5N BQ@SD @M HM$DRQ®@SHEK "CC | o
5GD /H@F@MBDFOQ@AS! *B@A NODMR

4SDO 5N BR@SD @M @BBDRR BEDQRBMVMMDBBDRR 3HFGBRBJ "CC | g

.@@BG



HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD %DUHBD BNMEHAN@I@ S

" AK@MBBDRR 3HFG®A NODMR

NOTE: 'NQ BNMUDMHDMBD M&EDL@BBDRR QBBFE@GLD M@LD GRISVSDRFN®IS% "BBDRR QHFGS
@MC HMSDHRQ@S6 M@LDR CN MNS G@UD SN L@SBG

4SDO  'HK HNEB AK@MJR "RRBEMHBRF@Q@ *M$DHRDEEXN DEDSDC SBHR @BBDRR QHFGS

4SDO  $KHBJIGD3D@CDGRA BRIGD "RRHFM .NCD ATSSI'5| RDKDBS3CDRMDQ@CDNEGGD
6M@RRHFMERS @MEEBISD "CC ATSSNN | @MC BRA@UD

4SDO 5N @RRHFM @M @BBDRR QHFGS S B GDIPRNMERA CNTAKBEBK@ ODQRNM NQ REIIKDBS S
ODQRNM @ MIBBRKODKIKJ] BkiIBJGD'BBDRR 3HFGS®A BRJIGD "RRHFM .NCD ATSSI 5
RDKDBSF@BBDRR QHFGS @RRGEMINSENH®IS% @NEDB BiBA@UD

4DSBMF TO ATHIKAE BNNBXNFHB SN TRD HMSINF &GRS
5GD ENKVHMF DW@LOKMNHRMT ENQ RXRSDL HMSDFQ@ESNQRATRHBVE-

Prerequisites:

8 NQJADMB{R NODM BHEDSVNQJ @BBDRR SNeANMSDQOQHRD 4DRXRBBKX @ MEDSATHHIF BNMIBQ
RS@NMR

4SDO *M 6D RSNV M@UHF@BIMEN %QHUDQBBDRR/DSVNQ@MC DWO@BLCLBICTKD ONHMSR
CNNQ @M@ DG@®S XNTDa®HMF ENQ @BBDRR HNIMOHQ@ $TODQUHRNEQRE@HDQENQL
ONHM$&RBNUDQX HE MDBDRR@QX

.@@BG
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a -@RS -NB@8V *BNMS @ HMREIM SDFHN®IS% U@QKTOGNEK&RS A@ CEDSSY @ DRDMSDC @B S
®@CDQ

a 7@HC #@CRRP@R @ #NNKD@M U@KTEISOUESDR @ SVN RDBNMC SCOEERB VGDM BUW@K
A@CFD HRDBQMSDC

4SDO  6RHMFGD-@RS -NB@8M *@MC@HC #@CFOINHMSR @R HMOBEDBWNFHB 8IN@ADMBGID
RGDD&® POTHIR ANS NEGD EKKIVHMF SN AR

.@@BG
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.@@BG

%DUHBD BNMEHAN@I@ S

-@RS -NB@dM *B@RS-NBEN*C U@KTD LTRS DFD@®RTD GB SEQEDC KNB®E® .TBHOKD

KNB@SMR B@M AD CDgMDC i@IR0@HERD RHMFKD U@KTD GOHREHREDBS:H HMSD NS %
EQL SGD @BBDRR QHFGS LTRS L@SBG

a 7@GHC #@CFD@HC#@CFD U@KTD LTRS ADIRBS S8D A@CFD GNKCDQ LTRS AD@T8DC @R

G@UHMF @BBDER @&8HEDC ATHHO CNNQ

5GD BNLAHM®I® NEBRD SVN OHDBDR NE HMENHNER) SE@GS @ MENTSE1YDC ODQRNNDOMSDQ
S5D RO@BD @BICNSBBTOENS @@ @RRNBH@ D& N IIBHQRNM 5GRNWHMF RHLOKDRGGIODS

HKTRSGI®E QQOHCDR @M DW@LOKD NE@&SIBNEISC AD TRDC SN SHEMEVY KGDM @ MRS YDC
ODQRNM F@HMR @BBDRB@&N @M @Q
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.@@BG
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Chapter 9. Supervisor/contr oller
connections

OMBD @ BNMEQQ G@R ADDM BNDGRIGIC TRDQR RBGDCTKDR @MC @BBDRR QHFGSR G@UBLADEN RDS TO HS
DRS@#RG BNLLTMHBI®$ADSVDDM @ RKESQ@MC 4TODQUHRNYIRS@NC RXWBEES 0QHNM C@S@A@RD

)42- HM SGD BNMSKDQ \BIED 0QHNM C@S@ .X42- NQ .4 42- HBDSITODQUHRNQ 1$ 5GHR BG@OSDQ HR MNS
MDBDRR@QX ENQRUI@@MHDR \BBRHMFKD @BBDREKBMSQ

5GD RXRSIR.GIRBNUDQX ED@&ST@QM LNCD H@BISSNE@ 4TODQUHRNGIRE@SICR BRKSQR NSCEKNB@K
RTAMDS %HRBNUDQX HR MNS ONRRHAKIKDGREESRED) SD NSDQ RHCD NET@IBHMBD @NEROMDS
B@AKDHEHSDC SN ES L @MC R®RXRSDLR L@X G@USHORNTBDQR HS HR @KLNRSGRSHDHM S
RXRSDL B@MMHEEDIUDR GIKRSENMVR HM EDREISVNQJ *M @ENM SNHEBNUDQIBURSD RSE@BIR XNT L@X
MDDC SN L@VM@&CC RE@R SB54TODQUHRNQ

5GD CDUHBD L@M@FDLDMIED@INNEG @U@HK@AKD HM @ 4T GDUVEDIQNRGEHE SHANM HRIEZKIXRSDL
4DSTO @R NOONRDC SNNKIM3@DSTO

-NFFHMF HM SM)DATODQUHRNGIRE@RHNHEDS/DA 6*

5GD gQRBID XNT KNF HBDITODQUHRNE RS @SHIBD $/DA 6* AQVRDQ @ RDSTO THM@NDRKDS
BNMgFTQ@®1 NBSMR

Prerequisites:
:NT G@UD NODMDC NMBINET®HONQSDIVRDQRNTQ C@S@A@RD DWHRSR@XISNMHRRRT: G@UD @CLHM
QHFGSR

4SDO  *M 6D ARQVRDQ @THRR A@GIODE @CDRR NEB 4TODQUHRNERG@SIhost  HE TRHMF XNTQ
1$ @MC @RRMSDQ
5GD KNFHM VHMCNV NODMR

Username CDE@8KSMdmin

4SDO  &MSDQ XNTRMEMED KRername @M@assword @MC BRINFHM
:NT RDS T@GH O@RRONGEDM XNT B@SDGB 4TODQUHRNENRB@S

4SDO  *E 6D RSENREMSDQOQHRD 4DBTQHSEMDQUUWBERMit Required ~ OQODQSX HR RBESN
S5D VHY@@RJIR XNT SN BNMEGDLRSIE@V @MC RXRSMOK@X M@LD GIMIDSVNQJ RDER
ADENIONBDDEMF

"MX BG@MFD SN OK@SENMARISEDR GDANNS

.@@BG
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4SDO  $KIBJ D@BG GB SBHY@ATSSNMR HEDQ

'NQ D@BG ATSSIED $HY@KODMIES @ORNQQH@ SDHREEIHDY ENQ BNMgFEQHMBFRRINQ
COS@A@RD IQNEQDOHR

$SDO@VF @ 4TODQUHRNQ L@BGHMD SN L@BGHMD TRDQ

"L@BGHMD SN L@BGHMD .. TRD@GBMTBODQUHRNER3®BSSR TO MDSVNQJ BNLLAINMB@EIST SIPTHQHMF
GTL@M HMSDQUDWS

Prerequisites:
:NT @VNQJIHMF 8D 8aTODQUHRNE WS @$HIBP DA 6*

4SDO /@UHF@SDAXRSDL 4DSTO6RDQ .@M@FDLDMGRDQRMC BRJ "CC | o
5GD6RDG@A NODMR

4SDO  $NMgFTQ @S KD@®8&r Name Password @MC BNMg@:@Bnabled HR AD RDSi8&l Password
Expiration HR RDSsdNer Expires @M@uthentication Scheme Name HR RDSBibkstScheme

4SDO  $KHBIGD3NKDB@A @MC RDKIBEIN INKD ENGHR TRDQ @IVEARXUD

%DEHMHMH@AK@X M@LD ENQ @ 4TOD(HNRNQ RS@S

" Station Display Name @CCR @M D@RHKX TMCDQRSNNC SDSISREENMERNS BNMENQLREBMEHKRIF
NVMD&'SDBGMHB@NM@G[Station Name  VGHBG XNT DMISDQGDM XNTEB@SDGB 4TODQUHRNE RS EIS
@ SDLOK@SD BNMENQLR SNB@XEB SDBGMHB@K BNNWUZBASMCTRSQX MAMEMR @BELR @MC K@ADKR

Prerequisites:
:NT @BNMMDBSDCGEN 4T ODQUHRNERE @31C VNQJIHNEDNMD & 6*

4SDO  $KHBAXRSDL 4DSTO.HRBOK@MDNTROSVNQJ 5%$1 *1 4DSSIMFR

4SDO  &MSDQ @ CDRBQB@ N Display Name @MC @&stem Display Name
5GDSystem Display Name @EDQR $DS/GNKD HMEBIBIM OESDIBHR HEDBNLO@MX M@LD NQ

RXRSDL M@LD EBI\8GNKD BNLO@MX 5GDRD M@LDR REDME@SO34TODQUHRNERS@S
EQL @K BNMEKDQ RE@ES HECSMDSVNQJ

4SDO  $KIBIGDE6OC@SD %HROK@X /@NIHRNM

&CHBMF RFANSM HMENBDNMS
5GHR §BDCTDBNMgFDR KNFHDEBRMSE@KR @MDRDQDGHR HECEA TODQUHRNERBR@®®S@A@RD

Prerequisites:
5GHR OBDCTQPTHIR SD 4TODQUHRNEGWR8@S

4SDO  &WO@MERRSDL 4DSTO3DLNSD %DUHBDES @M .@M@FDQ
4SDO  4DKDBS&B RSHMNM HEGCB0@S@A@RIMD @VHEBED &EIS ATSSNM

4SDO  $NMgFTR $SDRD GIODGHR -NFHNDBOQME@KR @DYDODGHR ENNDEBESEF @ BNMgFRY@S
SN NMD NQ LIN@LNSD GNRSR NQ ENQ BNMgETNMFEMF NE IG5Q RS@8/ SI8B 4TODQUHRNQ

SNMEHFTQHMF MDSVNBMRRSS
$GDBJ VHBXNTQ MDSVNQJ @CLHMHRSQ@BNBHBERNNQ BG@MFHMF MD SINIRIEIR)

Prerequisites:

NOTE: *E XNT @8G@MFHMF MDSVNQD@®®R VQHSD CNVM @MX BG@MFDR XNE @8 JNRNB ®® BES
BG@MFDOLOISD BNME&KDQ @ESBYKBMF

.@@BG
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4SDO

4SDO

4SDO

4SDO
4SDO
4SDO

/@UHF@SDSBMIKDQ 4XRSDL 4DSTERBOK@MDNTHDSVNQJ 5%1 *1 4ADSISMFR

5GD%HROK@X /@ @D SVNQJ 4D$FBMFBHDV NODMR 5GDRD M@LDR RODBHEX SVNIEIRO@Q@SD S
@S @OODEEDHNIOS QHFERIANED ARVRD@GDStation Display Name OQBDCDRG®

System Display M@LD VGHBG @KRN RDQUDR @RBBINCD UHDV

5XOD M@LDR @WBEBBD60C@SD %HROK@X /@INSIRIM

5GD M@LDR @OOD@Q SMGQHFGS BNQMIDHED 8 @CDinterfacess  ONODGHR @Q
CHROK@XDC TMEIDDSVNQJ 4DSEFR GIMME HRISKNVDQ 0@ QSINBMDYGD EXKIVHMF RSDOR
@RENGE® 5$1 *1 RD$BIFR KNB@$IBEX TMCDGIS%)$1U NOFHNMIRS OM HA@BIS RDSTORD
OQOD®HR BNMS@HIBBELONQ@QX E@BSNQX RGHOOBR *1 "CCQ

CAUTION: %N MNS DM@AKD %)$1 TMKDRBDQBQGIE SH MDSVNQJ G@R %)$1 RDQUDQR
0SGDQVHRBISBNMSEKDQ L@X ADBNLDO@BG @AKD NED®BSVNQJ *M FDMDQ@K HNXRB&HARK
ADSSDQ SN TRCHBS@® MRRHMF HMRSD@C NHEINRRHAKD

'NQIPv4 Address ~ @RRHFM @M *ID@RSHES BNMSKD@EHE'S HR TMHPTBENMDSVNQJI XND @Q
HMRE&@H HS NM
/N NSGDQ CDUHBDGIVMDSVNQJ RGNTKCGIRRGLD *1 @DBR

'NQ IPv4 Subnet Mask @RRHFBDSRONQQH@SD RTAMDS L@RJ TBDCG'AX S
3DUHD\@MC HE MDDCDICR®GEDQ 5%$1 *1 RDIFEFR

5N R@UD XNTQ BG@MWBIRSBIOOKX $G@MFDR @MC 3D¥IE$SIM

5GD BNMSIKD@ANNSR SN BNLOKGSIMDSVNQJ BG@MFDR % TRAINNS@D BNMSKDQ REER"
CHROK@X M@LD SNO QHFGS ENIMIDNEVES DQEER Y GEHKESRSENV HR TM@U@HK@AKD 5GD
CHROK@X M@BEDQVR SD3INQL@K BNKNQ GBMEEEV HFRS@QSDC

SNMEHFTQHGIP S@S@AQ@RBMHM SDQUHRNGIRE@S

5GD 4TODQUHRNERSE@SRS AD BNMMDBSDC SN @ QTMMHMF C@S@A@RD EXRXBSMMIBSEA&RD TRHMF
5D (THCDC 4DSTOB @ XNTQ C@S@A@RD L@PVHISZCASNM@K BNMgARNMEEGHR RDO@ QIBB0TRQ
CNBTLDMSR GNV SN BNMYSSR C@S@A@RD VGHBG L@X AD QTGINMRGENRN_OTSDQG@R BODQUHRRQ

HS L@X AD QTMMHMANNS® @NLOTSDQ

Prerequisites:
:NT @KNFFDC HM 6B 8TODQUHRNE R @8HIBP ¥DA 6* VHBE@CLHM OQHUHKDFDR " C@S@A@RD NE S
@OOIQH@SD SXOD DWHE&RJD BNMdFT@&D 3%#.4 MDSVNQJ ENQ RDBNRLTMHB@ENM

CAUTION: $NLLTMHB@®BIM ADSVDMBDE @S@A@RDGDMTGDQUHRNERSE@RS @KV@XR AD @U@HK@AKD
NSDQVHREDSRNES\DABKMNS VNQJ $NLLTMHE@BLTRS @KRN ADIRDBTQ

4SDO

4SDO

4SDO

4SDO

4SDO

4SDO

.@@BG

'‘QNL SGD 4TODQUHRNQ )NLHHBBXRSDL 4DSTO.HRBOK@MDNTRNMgFTQ %@S@A@RD
5GD$NMgFTQ %@S@AGRDV NODMRG/E@@S@A@RD 4D @@EHBIIBRMCER-%@S@A@RED
CDE@EIS@A /N COS@A@RMHBROK@XR HE MN C@S@A@RD GQHLUDQ HR HMRS@K

SNMgFTR $D HLONQS@MS C@S@A@RD RORGBBEDEIEANSSNL NEFP0@S@A@RD 4DQ@@#BDR
Replication Failure Alarm Replication Overrun Alarm @MReplication Overrun Limit
5GDRD QQDGBHR @OOKXISA@HDA@RDKBEURSEHR 4TODQURRNGVNQJ

5N @CC NQ CDKDSD @ C@SHBV@RN®BE %@S@A@RDR
5GD.@M@FD %@S@A@GRDRNV NODMR

4DKDBS&BDelete  NQAdd NOSINM @MBHREK]
5GD RXRSDHRSR S DWHREF C@QS@A@RD S@AR

4DKDBSB C@S@A@RD SN @CC NQ CDKB®D @MC BK
OMKX NMD C@S@A@RD B@M AD DM@AKDEI@SFONRONDID@®S@AGRDER®M .X42- RTBG @R
GD 442- COS@A@RD CDKGBR4&Z- COQS@A@RD

&MSD@B C@S@A@RD M@LIH@DIC BK
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4SDO

4SDO

4SDO

4SDO

5GD RNES\D@HCCRB C@S@A@RD @R @ERAMBEGEHR HRDBM@LD NE3.X42- NQ .4 42-
C@S@A@RD XNT BNMyADERHMREHIKED RNES\D@Q

4ADKDB&B C@S@A@RD S@A DID@E&BBA@RD @MC BNWI§KIIIERRS GQDEHmRost

Address User Name Password @M@atabase Name

a )NRS "CCQ@RR HCBIgBR=D KNB®@BI NEB C@QS@A@RD VGHBG L@XBREME BNLOTSDQ @R
35D RXRSDL RNEBWRMHM @BINSKNBEE NGB MDSVNQJ

a 6RDQ/@LD @MC 1@RR\@MSD BOCDME@KR XNT RDS TO VGDNDXSDREB C@S@A@RD
RBGDL@ TRHMF .X42- NQ .4 42- 'NQ .X42- 6RDQ /@LD RGNTKC AD @ TMHPTD M@RD NS
S@MNES®

a %@S@A@RD /@LGBIRSHPTD M@LD XN@BDC TRHMF .X42- NQ .4 42-

5GD C@S@A@RD RDQWBRDPRKIIET @MC XNT RGNTKC MNV G@.586d @ RD 4D@@HBLORIC @
RODBHgB C@S@AQ@RMS@&SBABIR .842- NQ .4 42- COQS@A@RD XND@YIMMDBGF SN

SNMgQL &@8se Encrypted Connection HR RDStgd @MC BRA@UI@®SE SNO N&SUHDV
5GHR RQDQSXNUMHCDR hDWIBXHRGNTKC XNT MDDC SNERQBDNEVMBQXOSDC BNLLTMHB@ S

CAUTION: 'NQ MNQL@K NOBRI@®-R BQDQSX CDE@IK SQTIGHSVHRD XNTQ C@S@ B@M AD
BNLOGQLHRDC AX RNLDNMDG/HBHBHNTR HMSDMS

$KHBIGDADS 0QHNM % @S@A@RIM RDKOEBECIRDS@A@RD XNT ITRS BENEJETSED CIQO CNVM
KIRS @MdBEBK

CAUTION: $G@MFHMFDS0QHNM C@S@B@RIDA "-- %" 5" EQNL @MX BTONS OQHNM C@S@A@RD
"ESDQ CDRHHAW&SD O0QHNM C@S@A@RD XNORSR8HITODQUHRNENRIE@S

$KHBBDRS@QS HISIEBMC BRDJ SN BNMgQIGS DRS@QS

5GD RSENVDRS@QSR 5GBIRE@®LD UHRHAKD O RHFGS BNQMIDHVESSQE@BD BG@MFDR
BNKNQ NEGLE TMSGD RSE@SV HR @U@HK@AKD @F @HNVDIESIED @ Si@8V M@LBIROK@XR HM
5D MNQL@K BNKNQ

&RS@ARGHMF SVN V@ X BNLLTMNEB@RHMRBNUDQX

5GD gQRS RSDO HNMIDB3 @ MDSVNQJ HR SNREREGBRMNLLTMHBENM ADSVDMDBNMEKDQ REENS @MC
5D 4TODQUHRNEWRE@S

Prerequisites:
:NT @VNQJIHMF 8D 8TODQUHRNE RS @SHIBP DA 6*

4SDO

4SDO

4SDO

4SDO

5N BNMMDBS 8B 8 TODQUHRNE RS @SBERS NODM GVARDQ @MC DMSD@EDRR
localhost
5GD VDA 6* NODMR &DINFHNWHMCNV

&MSDQ XNTQ 1$ KBIBEEKBQDME@KR @MBIBIKHM
5GD VDA 6* GNLD UHDV NODMR

$KHBAXRSDL 4DSTO3DLNSD %DUHBDES @M .@M@FEQIC UDQIXSH %HRBNUDQ ATSSNM
gy HR @BID MNS FQ@XDC NTS

$KHBJ %HRBNU g

5GD 4TODQUHRNE RS @@ CB@RSR 0 @ BEK@SIE@SVIR NBISKNB@K RTAMDS MBS NEDE RHCD
NE @NJSDQDRONMC "R D@BGNED RS@8/ HCENER HERBPO RXRSDL ONOTK @SEHRIBBN DY
O@MD HBEEFESSHS@HM .@M@RHIRHM KD@QM LNCD

#DB@TRD NE D@BBN®BISMgFTQ@S BNLLTMHBES B@M NMKX NBBTQ TRHRIF)ERDBTQ
ONQS

CAUTION: 5GHRHRBNUDQX INA L@X S@JD RDUDQ@K LHMTSDR SN BN{QR DSESGIMEHQ
NE RS@8/R NSIBMDSVNQJ @MC MDSVNQJ RODDCOEIRENSIBKNRD (SHDV THASH INA
BNLOKDSDR '@BIENGEKY SD INA SN BNLOKDSD LIERIRHM CTHB@SD NQ HMBNLORNORQSR
HMGED 4TODQUHRROESM L@M@FDQ C@S@A@RD

.@@BG
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4SDO 4DKDBSB RSHNMV HGDB0HRBNODQ@MD @MEBBKCC | ¢
5GD "CC 4S@8IM R VHMCNV NODMR

5GHR VHMCNV RDSBDMBSVNQJ @BBNTMSIEATDHQUHRNQ @RDOK@RSDC-RBARSS5GD
OQIODGIB®R NGBS KDES@REGD 4TODQUHRNEWRSGSDNODGIBHR NGBS QHFGH @D
BNMSIKDQ REES

4SDO  3D@CGED RDMSDMBD @Bétis@i Role  B@ETHX @MC L@JDIRYYT TMCDQRS @ @S SHQSGD
ODQROBR®D NBB 4TODQUHRNQ KNBEW EH@SMSKDQ REES HB@ordinate RS@SM

4SDO  8GDM XNT G@UD BNMQETANG RHCDR ENQ REBIQTMHB@ENMIJse Foxs  true  @MEox Port
4911 BKBDJ

5GD RXRSDL R@GDRBSIMgFTRIRE @MISOQOMR &DE&S@HNM .@M@RIMDV

4SDO 5N UDQHEOSNMMBBB/ RDKIHS BSHNM @ MBERKLHMF
5GD RXRSDL BNMgQER BS@ SDGIE BENMMBBS/

&RS@ARGHMF SVN V@ X BNLLTMNE@® MK® K

&RS@AMRGHMF @ BNMNIDBSSVDDNDINSD RSE@S SN @ 4TODQUHRINGIREEBR SD SVN ENQ @ INHM NQ
@OKB@SD 5GD RNBES®RRYLDR @ ODE@&MRGHEE@S HR HS @RRTLDR BNM@DBSF SVIDONSD RSEPSIR

5N BNMMDBSD@NID RS/ SN @ 4TODQUHRINQTRSEER SD CDgMiHEV NES QLNSD RSEERGKD HRIS
@K@&EMRGHO

Prerequisites:
#NS5 RS@SMRIEQI MMHMRET :@MVNQJIHMF 16D 8TODQUHRNENRE@BMMHMF NM @ 1$

4SDO  0ODM XNTQ WQRDQ @MC KNF HBDSN SDQUHRNE RS @SIBIERS
4SDO  6RHMFED R@LD NYRDENF HM SBESBNMSIKDQ REES

4SDO  *M 6D 4TODQUHRNEWRE @BAXRSDL 4DSTO3DLNSD %DUHBDRS@H8M .@M@FDQ
5GD4S@HNM .@M@RIMDPY NODMR

4SDO  $KHBJIGD /DV ATSSNM

.@@BG
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5GD/DV BNMMDBSM VHMCNV NODMR

5GHR VHMCNV BNMRTED HMENGQHINS @ ANGDRLNSD BNMEKDEE BB 4TODQUHRNQ MDDCR SN
BNMMDBS SDRLNSD
4SDO  'HK HNGB OODGHR @RENMR @MEBENMSIMTD SN 3DLNSD $NMgFARI®S
a StationName HRGD M@LD NESBRLNSD RS@8/
Enabled LTRS AD RDS 8é
Address HRGD *1 @CDRR NEB QLNSD BNMEKDQ

Usemame @M@assword @Q $D BQCDMB@KR ENQ KNFFHMEMHRLBISS RSN 5GD DW@LOKD
TRDRGD BQCDMB@AKR ENQ @M .. . @BGHMD SN .@BGHMD TRDQ

a UseFoxs RDS Siie @MEoxPort RDS SM911 SNFDSDQ BNMgBET®D BNMMBBBI ENQ
RDBTRBNLLTMHB@ENM

JSUR O R Y

.@@BG



HOF@Q@ &MSDQOQHRD 4DB K@M WRS@EHMSDM@MBD (THCEBTODQUHRNQ BNUEDBNMMMNBGR

4SDO

.@@BG

5GD RXRSDL BNMMBBSRTODDQUHRNQEBRINSD RS @MC NONIRBBLNSD $NMgFTRI®E

VHMCNV ERSGD RS@MCONHIG® IEISSD R SENM

'HK HM NQ BNM@& GQODGIBHR @ RENR GDM BiIBDJ

a
a
a

Enabled LTRS AD RDS 8¢
5GD BQCDMS@KP® GNRDED SSH 4TODQUHRNERE®THIR

UseFoxs RDS Sile @MEox Port RDS SM911 SNFDSDQ BNMgBET®D BNMMBBBA ENQ
RDBTIBNLLTMHBENM

%DRBQ 3NKD CDgMIO®MBVKDED P DLNSD RS @RRTLDKB@RMRGHOGN S
ATODQUHRNMHRISMEESHK D CDEGR BNubordinate
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5GD RXRSDL @SSDLOSR SN BNMMDB&SER@BIBRBHRNERE@SHS CNDR MNS VNQJ SQMMNMMDBS
EQL SGD BNMSIKDQGDM BNMMDBS @ MN® ISREQT ODQUHRNRQVHKMNHB DGD CGHEDQMBDR HBDS
@ANUD VHMCNVR

8GDSDQ NQ MBS KSE@EVIR BNMMEESENSD RSE@8/1 @00D@ GR48EIHM . @M@RIMDV NE
5D 4TODQUHRNERS @SGEDA TODQUHRNQ @O0 B@AITHINVG. @ M@RIMDV NEB RLNSD
RS@SM

4SDO 5N DCGHSGD RSKENM CDS@HKR RIDKREES @MAHSC HBNM
&CHS VHMCNV NODMR

4SDO 60C@SKH RPTHE CDS@HKR @BRENBASIMTD SN 3DLNSD $NMgFRI® S

.@@BG
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4SDO

4SDO
4SDO

4SDO

Result

3DLNSD $NMgFTQ@BIHMCNVY NODMR SN REDUBCER M FDHRBEK

*M SD 4TODQUHRNE RS @B QBIXSAS @ STokHROMOEED 5B RKD NEED BNMSIKDQ HR
Subordinate

'HUD MDV BNKTLMR +NHMDC "TSNEX@SKE 3BB@SM 4S@STR -@RSBESOM @MC 6RDQ 4S@STR
@MC gUD MDV ATSSNMRHEGSDK &0 KRBPM B@OSTQO0D@Q

5N OHMFG® BNMSIKD®DKDBS HSR@MC IBBJ 1HMF

-NF HM SN BNMSIKDQ REEE BRSNMIMKDQ 4DSTBGDLNSD %DUHBDRS @8NM .@M@FDQ
5GD4S@HNM .@M@RIMPY NODMR

7DQHEX@S 4S@S{bkHR@MOEDActual Role NE 6D 4TODQUHRNE RS @Bpervisor

'NT @@@CX SN INBM BSHNMR

4S@8NM INHM ADRS PRBIGHRB S

OMBD XNT HMRS@KTOFQ@ED BNES\D@XNT INHM D@B®ISD BNMEKDQ RE&S SN HSR 4TODGGBHRN@CCR
4BGDCTKDR SDM@MSR @BBDRR QHFGSR @MCR@SRRAMENES @ISVBKESD BNMEKDQ
#DENDSD INHM

a %DKDSD NM@LD @MX @BBDRR QEFEBWISRS NM @ RHMAKDEBINSQ @SBG @M @BBDRR @BHGS S
BTQMVEX HIGS 4sTODQUHRNERS@S

a %DKDSD @MX B@KDMC@Q RBGSOTKERS\M @ RHNMKDBNMSQ

a 4DBTRQBNLLTMHB@ENM ADSVDIBDITODQUHRNQIENEDRSESI HR UDQX HLONQS@MS @MC LTRS HMBKTCD
ANS C@S@ DMBOXRO@MC RDQUGRMEB@SM 4HMBD D@ BENRE @DDQUHRNQI@NED BNMEKDQ B@M

RDQUD @RG\ESBOMS @MC @ RDQBBREEEPTHR @\YS $" BDORB@SD HMHHS 3IN@QMC @
TMHPTD RHFMDC RDQURB®SQHM HSR ,DXHSNGOL S @ FHIR HFDB@RD ADEXIQT BNLOKDSEDS

INHM

.@@BG
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NOTE:

*E XNT CN MNS RDS TO XNHRB@SBR HM @ C\GBNBDTEEY IR XNT SN @R0RSD REKRHFMDC
BDQ®B@SD 5GNBOROTHIR SD 8DA -@TMBGDQ

+NHMHMF @ BNUIBEDRE@E SIEB 4ATODQUHRNGBGIRE@ S

+NHMHMEDSSVN RS@ISIR TOC@SDRISODQUHRIQUNM C@S@A@RD .X 42- NQ .442-C\EBS@IESGD
BNMSIKDR/)42- C@S@A@RD

Prerequisites:
5GD BNM$KDQ @MC 4TODQUHRN@REBEISMMDBSDC/ES BNMEKDQ REEE BNMgPT)@ Fe® RTANEM@ SD

RS@&8M

4SDO  'QONL SGD 4TODQUHRNQ )NLD O@FD DY¥XBBMCADSTO3DLNSD %DUHB®RC BBRASGHNM

.@M@FDQ
5GD4S@HM .@M@RIMDV NODMR 5GHR HREBE RSIE@NVIES S MEY QMEX O@QSHE S

4TODQUHRNHRMTI S@A@RD 5GD S@AKD HR DLOSKREEMMIES @S S@A@RD
4SDO  4DKDBS @ RHMFKDNRE@EIBKSD +NHM ATSSNM @SGED SNO NEUHDV

.@@BG



HOF@Q@ &MSDQOQHRD 4DB K@M WRS@EHMSDM@MBD (THCEBTODQUHRNQ BNUEDBNMMMNBGR

5GD+NHM .@M@RIHDV NODMRY/BH RSHENM M@LD @B 88D NE® UHDV

4SDO  *E 6DTime Difference OQODQRSX HB@SDRG@GM NMD LHMTEHRUK @ XREVBEBAXMBGIWMHYD
5HLD
" AXMBGIMHYIMHEDVHMCNY NODMR @MC @ESDQ BNMgQLHMF XBD @IHERKBBGHH YIS INA
AQHMFRILEHLD NE ABRXRSDLR SNGHHE NMD LHMTSD NE DEDEBIWHR DMBRR®G @ DGNCR
VGHBG @@ CCDC SBIIs4 TODQUHRNENRE @BQHGIP BNHMNBPRR G@UD @ BNLIENR QENMBD

4SDO 5N @STQM SBEENHM .@M@RIMD\BKIBIGD #@BJ SN +NHM .@M@FDQ ATSSNM
4SDO  $KHBJIGD %HRSQHATSDC 4BGDCTKD MWMI@FDQ K

.@@BG
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4SDO

4SDO

4SDO

4SDO

4SDO

4SDO

5GD%HRSQHATSDC 4BGDCTKD .@HIO&@ NIPMR

5GHR RSDO SQ@MREDQR REGB CIHIRIS @SIHMID GNRS RE@ESISS 4TODQUHRNENRS@S
@MC RTAMM@SDBRISSN SD L@RSDQ RBGDCTIAIRAMIBQUHRNERS @SDRD RBGDCTKDR @Q
MNS O@QSEMRHNM C@S@

5N gMC SD RTANEM@SD RBGDCTHIIRGNIRS BNWEID REENS BRJIGD %HRBNUDQ ATSSNM
RDKDBS @MC "5 NQ.@SBG  SGD @ORNQQH@SD RBGDCTEDRNHVEINA

$KHBBDSQHDUD *LONQS 4S@STR

#X CDE@TISD *LONQS 4S@STRIERBNGR HRot Configured " C HRQBS BNI}G@SM DWHRSR
ADSVDDMGSIRIRS NE 3DBEQDDR @MEDS@BST@K S@AKD RSGEESTH@ S @A@REDHMGDQUHRNQ
RS@SM $8JHNMBSQHDUD *LONQS 4GRS HMENQHIBE HEDSGNRS REGEVESSD
C@S@A@RBGBIMT®DQUHRNERS@S

7THRTIRKUDQHERN & HLONQS 4S@STR ENQ D@BE&XGDBNMIIDR RDMRIO RGNTKC G@UD @ EDDK ENQ

GNV L@MX ODNOKD A@CFDR @BBDRR (BEGER@DWIGRS BNMSHIKDQ
5GD OBDRR @RJR XNT SN BNGID@SFTQM SBLSMNS BNMgBORS@SD

*E MDDCDC TRIDSDRDS *LONQS 4S@BI8NM SN TMCM SLONQS 4S@STR

NOTE: "KK QBNQSXODR LTRS AD BNMDETEN HCHMS L@SBGHMF NAIDBSR HE $MUMHSGD
ATSSNM HR MNS @U@ H#+@@ED [DBISQ SXODRIEENMgF DT *EGDR @MBNMHBSR ADSVDDM C@S@
NM 6D 4TODQUHRNQGDMILSSD RS@8IR @ 3DBNUDQX NEDQ@S ADRTHIT HMRSD@C NE @
INHM

5N RDDGED CDS@HKR NE @ MXNRXXKIEIRNGQ BKBJ @IMJ TMCBEDSSDBNEEXOD BNKTLM
*E 6D @MMN RBGDCTKDRBIRIINSD RSN SN HLONQS XNT B@GIRVIBWS RSDOR

8GDM &D *LONQS 4S@STR HR ENMERQB@BOBNEXODR BRIGDSNLLHSATSSNM
5GD RXRSDDQNQSBBZRS@STRAEISHM

.@@BG



HOF@Q@ &MSDQOQHRD 4DB K@M WRS@EHMSDM@MBD (THCEBTODQUHRNQ BNUEDBNMMMNBGR

3DOKB®@&BIF @ BNMEHAN®I@ S
3DOKB@SM HR @ MDSVNQJ L@M@FDLEME EREBSN ROBD®SIMgFTOES NBIQISD BNMEKDQR *S
BNMgFTIR D@BBLMYISD RDBNMC @ QXNBKIMIEQ@M @HRCX BNMgBTRDQHL@QX BNGIED

Prerequisites:
5GD RNES\DADQRHNMR ERCEANST ODQUHRNQI@NEDRSEN/ R EENLO@RAKD 5GD RXRSDL HR NODM HM @
AQIVRDQ QTMMHMF NM XNTQ 4TODQUHRNQ 1%

4SDO 5N M@UHF@SDBASEHIM .@M@RIMD\BKIBAXRSDL 4DSTO3DLNSD %DUHBDES @8M
.@M@FDQ
5GD4S@HM .@M@RDMDV NODMR

4SDO  $KHBJIGD 3DOB@SD ATSSNM
NOTE: +NHM LTRS AD ODQENQLDMADENBESM B@M S@JD OK@BD

"ESDQ BNMgFTQHVBER SXODRGE$SNLLHSATSSNM HR @U@HK@AKD ENG-ENLOKMERDRR
*E 3DGBEASM HRRIAAKDC @ VHMENYERIXNT SN DM@AKD @ DOKBESEM

4SDO 5N DM@AKDDEB&SM BRBJIGDOJ

4SDO 5N RS@G@DROKB@ESM INA HEKI 3DEBR@SD
OMBD SD QOKB@SM INA RS@QSRF@RIDA@Q L@QJR INA@RR TMEED QOKB@SM INA
BNLOKDSDR RTBBDRREJKE @HKR HBREBIC SOFM@K INA RS@STR VHMCNV

4SDO  OMBD &D INA HR RTBBDRREHBEHNDKRTBBDRR VHMCNV @ OORENED £DS @ HHBRIBNV
%DS@HKR

.@@BG
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3DOKB@&SM CDS@HKR VHMCNV NODMR

'NQ LN@ CDS@HKR NEBEEM BEJ NRDS@HICGRIR FHUDRHBE® @K HMENQU@RANTDS
®@BNGR 'NKNVHMF 18 ¥HMCNGBSHROK@XR CDS @MSREREDIBIO SHGIC
*MSQTRHNM3B@RBRODBEDKX

.@@BG
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3DOKB@BSIF @ BNMEHAN®@S! /'$ RDQUDQ

5GD QOKB@SM RDQUEBRE® SDR C@ SI/SNRDQUDQ@BBRAMF SIG5 BNMgFTOENER @INKSIGE/"$
BNMSDQR

4SDO  /@UHF@SDSSNQJADMBBWO@ME@HNM $NMgF  4DQUHBDBDOKB®@&SM 4DQUHBD

5GD 3DGIBESM NOPDQSX 4GDDS 0ODMR

4SDO  3HFGSIBBJ NMSB3DOKBE&SM 4DQURBBDBESHNMR&WDBTSD @R +NA

3DOKB@SM INA RS@QSR SEDRICKB@SM INA ADFHMRNB@RR A@Q SQ@BJIRFHBRROTME HS
HR DB{3Q BNLOKDSDC NQ E@HKR @ FERGNMKHNILSSRS@STR VHMCNV

4SDO 5N UDQHEDR)OKBESM RS@STR M@UHNEI§E SADQUHBDRNA 4DQUHBGBDM &D +NA
VHMCNV @OOD @di) BKGH3DOKBE@SMNA

.@@BG



HOF@Q@ &MSDQOQHRD 4DB K@M WRS@EHMSDM@MBD (THCEBTODQUHRNQ BNUEDBNMMMNBGR

+NA -NF8 HMCNV 0ODMR
4SDO  $KHBJ NMG® RTBBDRR LDRR@FD SEFIMASCDS@HKR

NOTE: OMKXGD @BBDRR BiH/ISQ IR @ SDC SB/'S BNMSQUKDERIDKB@SDC SN'S RDQUDQ
ADSHBMF TO CNL@HM M@LDR

*M 6D @ARDMBD NE @ %/4 %NL@HM /@LD 4XRSDISHDRXREDL B@MBNQED RBEIS1 @ OBRDR \B4S
CNL@HM M@LDR %NL@HM M@ LDHENMWRIDBS AD D@RHIMEADD S@M *1 @DBRDR

.@@BG
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Prerequisites:
:NT @RBNMMDBSDC SN @ BNLOTSDQ @ME RQVALHARG

4SsDO  00DM8 NQJADMBRHMITM @R @CLHMHRSIHESHBYGD HBNM NBDSCDRIJSNO @ MBBKM @R
@CLHMHRSQ@SNRFGSEKSD @ OdB@SM HEDSRS@QS LDMT @GIBRINRHD  3TM @R
@CLHMHRSQ@SNQ

4SDO *M6D/@U B DWO@MMKD 4XRSDL $ 8 HMCNVR4XRSDL CQHUDQRSBQHFGSHBK
hosts @MCIBBJ9 5 DWS 'HKDH&ENQ
5GD GNRSR gKD NODI@R'ME BWS 'HKDRENJHDYV DESNQ

127.0.0.1 localhost
192.168.1.9 supervisor.thecompany.lan
192.168.1.10 controller.thecompany.lan

- Nav
I;:B O @Mymc—twnrl-c

Q drivers
O ave
O DriverData
D en-Us
Q es-ES

Views » AXText File Editor

- AX Text File Viewer
Cut -

- Hex File Editor
Lopy —
Paste Guide Help

Duplicate Bajadoc Help

Delete Spy Local

FELEN S

Refresh Tree Node

Go Into

Y - [ - o [r -

4SDO  4BQK SNGD DMC NEB CNBTLDMS OK@BD XNTQ BTQRNY@NEE K@QRSK @MORR&MSDQ SN
BO@SD @ MEIMB

4SDO  5XOD @{KID ENQ D@BG 4TODQUHRNQIKEDGE BNMSQ
<999.999.99.99  >VGDQ

a <999.999.99.99 > HRGD *1 @CDBRR NMGS MDSVNQJ BB 3$ NQ BNNAKDQ
a <domainName> HRG CNL@HM M@&D RXRSDL B@M TRD SN BNMNHDEENSNRD Q
5GDRLTRS AD @S KD@RS NMD RO@BD@DSYOIMBRR @MGISCNL@HM M@LD NM BI@BG K

4SDO  $KHBJGD 4@UD ATSSBI

4SDO 5N UDQHEBE@ES® GNRSR gkD BNME@ IMER@GHM M@LDR NODM @ OK@ SENINMBSINIMINBS
KNB@WRS @MC CNTAKRESK *1 SNMgFTQ@SIM

4SDO 5N NODMGDHosts File BKIBJGD CNTAKD CNVM\ERG

4SDO  *E MDDCDC RE@NGD ANSSNL NE3gKD @MC BNME@RSP *1 @ CORRDRIE@RRNBH@SDBC VHS
S5D BNQBS BROK@X M@LDR

.@@BG
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Chapter 10. Personnel setup

#DENDQFTK@QBE OBDCTIR ENQNEDRRHMF MDV ODNOKD B@M AMGRISDIRISMMDK L@M@FBRNQ NS
@CLHMHRSQESDQRNM LTRS RDS TO @BBDRR QHFGSR A@CFDR @ MANS! @ KLENINYRIEME SHMBKIFC

/HOF@Q@ *MSBRU@SBR SDM@MM3® SKDUDKTER @MC ONRRHAKISNME@K ODQRNMMDK C@S@ SN AD L@HMS@
AX &D RXRSDL

5GD SDQL _ODQRNDED®R SN @ GTL@M ADHMEX BRT@KOKNXDD VGN ONRRDRRDR NMVQHREERGN DMSDQ
@MC TRD @ BE®BMKTRD@EDQR SN @ ODQRNM VE@NOREISSN L@MEFRYRSDL 'NQ DW@LOKD @M
DLOKNXDD VGN VNQJR HM L@MTE@BSTQHMF HR @ @RIFENENBDMSDQHMFH@REDAVHISUF *M

@CHSNM SN ADHMF @ ODQRI@VA@ISFD @ )TL@M 3DBDR@RRNBH@SD HR @ DAD@SEBLSVGN DMSDQR MDV
DLOKNXDDR @MC HRRTDR A@CFDR

8GHKD XNT L@X @CC ODQRNMIDE@SGBA@ RENVSSWRRHFMHMF @BBDRR QHFGSR NQ A@CHDR@DCRTBBDRRE
ODQRNMMDK @BBDRR QHFGSR RBGDCTKDR @MC @ BBDRFCXNIMIHRRSEND

*E XNTQ SNONKNFX HMBKTCDR @ 4TODQUHRNQ BNLOTSIE@MSINBNMERDER RDS FOO®RRNMMDK @MC
@RRHFM A@CFDR NBRXBID®UHRNEREEDS RDQUEIRENLO@MXbVHCD RXRSDL

CAUTION: &MSDQK@OQRNMMDK HMENOL@HSED 2 TODQUHRNEWS @S @MC MNS TRHMF BNSD

BNMSIKDQ RE@S *E XNT DMSDQ ODQRNMMDHKNNMEEBREESD BNMEKDQTOKB@SD ODQRNIBAIR Q@X
NBBTQ HEDSRXRSDL 5GD RXRHIR@AKDR RNLD ENMSSSNMR VGDM XNT VNQJ BNMMDBSDCGH@ BTANQ
RS@SM

5GHR CNDR MNS @OOKX SN @ RNMBEKCEBNMBSQIMF&NES @ 4TODQUHRNQ BNEOXSDQR HR @KRL@K
BNLO@MX \3H® RHMFKD BIKDBNMMDBS @ BNLOTSEEDIMOSVNQJI @MC K @IIVIBRES \DGHIL XNTQ
BNLOTSDQ

1DQRNMMDK C@5®@3BD-%"1 RDQUDQ

5GD EKKVHMF SNOHBR CDRBQHAD GNY/ @NIEBRSIGKEM -HFGSVDHFGBSMOX "BBDRRSNBNK -%"1
MDSVNQJ HEMBDQOQHRD 4DRXQEBXKNOHBR CDRBQHAD GNV SN BNMMDBS SN @M -%"1 RDQUDQ SN HLONQS
ODQRNMMDK HMEN®IEESGD RDQUDQ SN XNTQ ODQRNMMDK C@S@A@RD

5GD LN@Q XNT JMNV @ANTES%"1 @SSQHATSEHSSXNTDAQNQJIHMF @HED D@RHDQ HS HR SIDLGIO S
RXRSDL GQD@HR @MC HLONQS ODQBBINGFIKINSGD -C@0 RDQUDGBRSESV C@S@A@RD

"CCHMF @M -%"1 MDSVNQJ
5GHR QBDCTRCDRBQHADR GNV SN @C@@MSVNQJ

Prerequisites:
:NT @KNFFDC HMBISDQOQHRD 4D8TR2HBX

4SDO  'ONL SGD L@HM LDMT RDKRBSDL 4DSTO3DLNSD %DUHB@RIC BEBDLNSD %QHUDQR
4SDO  $KHBJIGD .@M@FD %QHUDQR ATSSNM

.@@BG
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5GD.@M@FD %QHUMMENY NODMR

4SDO 5N @CC @ MDV MDSVNQJ ROR[@BSIC BBD,
5GD"CC %QHUNMCNY NODMR

4SDO  4DKDBS@O /DSVNQ®MC BED,
"MNS5DQCC %QHUDAMCNY NODMR

4SDO /@LD SGD MDSVNQJ NQ @BBDUTDEG@TH@LD @ MBHK

.@@BG
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Result
5GHR @GCRYO /DSVNQIN 6D3DLNSD %DUHBDR

"CCHMF @M -C@0 RDQUDQ
5GHR §BDCTIMDWOK@HMR GNV SN @@0@DMRUSY@M DWMRS@O /DSVNQJ

Prerequisites:
:NT @CCDGB-C@O0 /DSVNQJ

4SDO  'QONL SGD L@HM LDMT RDHKRBSDL 4DSTO3DLNSD %DUHBBIRBBDLNSD %QHUBYRC CNTAKD
BKIBJ NMC@O /DSVNQJ

4SDO  4DKDBS&B-C@04DQUE@M

4SDO 5N @CC @ MBM@O 4DQUEBKBJIGD MDV ATSSNM

.@@BG
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" /IDV VHMCNV NODMR 5@G9( 5;,9790:, #,*<90;@ ",-,9 ,5*, CNBTLDMSKBRD QQDG®B®R

4SDO 5N @CGCGD RDQUDHBHEK
5GD -C@0O RDQUDQ HR @CCDC

4SDO 5N DRS@RGE® BNMMPBBS/ BRIGDIHMRATSSNM
*S S@JDR @ EDV RDBNMEGR ENQLENY QN TOC@SDEIMSDAKD

4SDO  $GDBJ 6@%H RS@STRMNERDQUDHBIGS FESESD BNMMBBS/ KB}

SNMEHFTQHMF -%"1 HLONQS @SSQHATSDR
4ODBHEXHBIF BLONQS @SSQHATSDRIADNRIRIFGD FRTOR HR @ MUDBNMgFTQES GBDCTH)

Prerequisites:
5GD -%"1 RDQUDQ G@R ADDMI$IBDE@SIC XND IKFIDM @E0SC@04DQUBER

4SDO  'ONL SGD L@HM LDMT RDKERBSDL 4DSTO3DLNSD %DUHBBIRB3DLNSD %QHUBPRC CNTAKD
BKIBJ NMC@O /DSVNQJ

.@@BG
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5GD-C@0 %QHUDQ %DUHBD 69 .@M@ERNY NODMR

4SDO  /@UHF@SDKSIN®O 4DQUIDEIDVR 1QNODQSX 4GIEISBIC@O *LONQS $NMgF
5GD 1Q0ODQSX 4GDDS NODMR

4SDO  $NMgFTR $D -%"1 0@Q@LDSDQR @BUIEMIBDEDQ SO.(9( 5;,9790:, #,*<90:@ "-,9 ,5* ENQ
ET@DQ CDS@HKR

$D@EVF @BBDRR QHFGSR ENQ -%HNHLONQS

5GHR S@RJ CDRBQHADR GI@SENBEBDRR QHBESRYRSBINT B@M TRD @BBDRR QHFGSR SN HLONQS -C@O0
ODQRNMMIBNQR BQ @M -C@0 RDQUDQ

4SDO  'ONL SGD L@HM LDMT RDKRBSDL 4DSTO1DQRNMMDKC BBIBBDRR 3HFGSR

.@@BG
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Access Rights
D || @ | s AL SIRE IR AP
A
Employee Access Alweays Acme Financal
Custodial Access Always Acme Financal
wvigitor Always

5GD"BBDRR 3HFG8RMCNV NODMR
4SDO 5N @CC @ MDV @BBDRR BBFGHBIC ATSSNM

5GD"CC /DV "BBDRR 3HFGSHDV NODMR 3DEDQ SN

4SDO  &MSD@B EKKVHMF CDS@HKR

a "BBDRR 3HFGS /@L'BBDRR 3HFGS /@LD @RRNBBERSDRRISGS BISRKD NEEB RXRSDL TRDQ
ENQ DW@LOKD -%"1

a 4BGDCTKIBGDCTKD BNWAFQVGDKAIFR QHFGS HR HMINDQ@OSDNREBSGNNRMEMCNV

@ HEF@Q@ *MSBRU@SI@F@Q@ *MSBNYI@% @RRNBHBIED®EBDRR QHEG@SRBISBHOB
SDM@MS VGN HRHYOOMSCHIR *%

A S5DM@MBM@MS HEDPIR=D SDM@MS SN VGHBR@BBDRR QHRHEIR@OO0K

B 5GQ@S -DUDKNID 5N RDKDBSIES Q@S KDUDK B@EH#BJ 5GD3DE $GNNRMEIMCNV
NODMR 4DKDBB SDM@MS @HBOBRNQ BIBICC ATSSNM

C %DRBQHEBEMSDQ @ AQHDE CEHRBI@MEES@BBDRR QHFGS
4SDO 5N @COGD @BBDRR QHFEEBUD

.@@BG
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%HRBNUDQHMF @MC @RRHFMHMF @SSQHATSHRIENQ KC@O HLONQS
%HRBNUDQHMF @MC @RRHFMHMF @SSQHATSDR HR @M HLONK@$ @IS QS QRENTIERIERRETK

4SDO  'ONL SGD L@HM LDMT RDBDBSSD %DUHBDBDLNSD %QHUMRRAKD BRIC@O /DSVNQBKIBJ
ED-C@0 4DQUEQA @MC CNTAKHBIERD-C@O 4DQUIIY HMGED S@AKD
5GD-C@0 4DQUIDIDY NODMR

4SDO  $KHBJ NNESQHATSE®RA

-%"1 "SSQHATSD .@M@BEQV NODMR
4SDO 5N CHRBNUDQ @SSQHWTSBR-%Q 4DQUD@KIBIGDY%HRBNUDKESNM

5GD%HRBNUDEQVMCNV NODMR
5GD 0AIDBS $K@RR HHODMED FRTO NE ODQRNMMENGR SN HLONQE.EED -%"1 RDQUDQ

4SDO 5N L@M@FIBB OAIDBS $K@RR -HRS) ICC ATSSNMHSDBTSSNM NQ CDKDSD ATSSNM

.@@BG
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4SDO 5N CHRBNUBQRKDBGISNAIDBS BK@RR @SSQHATSD ENQRMEIHMB®AONODQRNM NQ 6RDQ @MC
BKBODJ

4SDO  5GD GIRBNUND@ SSQHATSDRI ROK @ X DIGHRBN DIDQ @ MD

4SDO  4DKDBS BRBNUBR)@SSQHATSD KBJICEK ATSSNM

5GD"CC VHMCNV NODMR
4SDO 5N @COE @SSQHATSD SN C@S@AGRBBDENND HMF CDS@HKRIBIVIC BK
@ %HROK@X /@G@®@MMNS AD BG@MFDMOB@HNMR @R HS HR HM -%"1 RDQUDQ
A %@S@OGDOQUHCDR SVN NRgRring N@inary
B .@OODC 03 %RDKDBB#&son N(Personinfo N@Badge -@RS/@LD HRSL@MC@SNQX
@SSQHATSD
C *R3%/ RDKDBB8R NQ(alse EQRL SGD CRO CNVMHRS

Result
5GHR @CCGR EIRBNUN@SSQHATSHDINGS @A@RD

%HRBNUDQHMF RDKO&BIC BNMEHFTQAUR EQQ -C@O HUIMWMB S

%HRBNUDQHMF REIRIBEC BNMgFTQNVBRE@GOQRSD RBNGR BNLHMF HNLESED -%"1 RDQUEEGD FETO NE
TRDQRIERBIUDM RODBHgB @BBDRR QHFGSR

4SDO  'ONL SGD L@HM LDMT RDRDBSSD %DUHBDBDLNSD %QHUMBRAKD BRIC@O /DSVNQBKBJ
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S5D-C@0 4DQUB@A @MC CNTAKBIESO-C@O 4DQUDY HMGED S@AKD
5GD-C@04DQUINDY NODMR

4SDO  $KHBJ NMGB(QNTORB@A

-%"1 (Q NTO .@M@FMDBIDV NODMR
4SDO 5N CHRBNUIBDFRTOR EQ -%"1 4ADQUD@KBJ %HRBNUDQ HBNM

5GD%HRBNUDMMCNY NODMR 5GIRBNUBEFQTOR @ QHROK@XDGHRBN DIDQ @MD
4SDO  *CDMEEXGH FRTOR @RRNBH@ $D@BBISRR QHFGSR

5GHR GDKGB BXRSDL HGIEXSYGHBG @BBDRR QHFGSR RGNTKC AD FHUDM SN D@BG DLOKNXDD
4SDO  4DKDBSB GIRBNUBZFQTOR @MCEIBBEGD'CC ATSSNM

.@@BG



1DQRNMMDK RDSTO HOF@Q@ &MSDQOQHRD 4DBREHSM ®WIRSEQ@RHMSDM@MBD (THCD

5GD"CC VHMCNV NODMR

4SDO  :NT B@M BG@MFPRBQHABIE MDDCDC XNT B@M REIXBBBRR 3HFGERL SGD CYO CNVM
KIRSNo@CCOGD TRDQ SN C@S@AMBRD BK

*LONQISMF TRDQRLEKC @0 RDQUDQ
*LONQSMF LTIROKD ODQRNIBEGREQ SGD -%"1 RDQUDQ R@MIOR S

Prerequisites:
5GD -%"1 RDQUDQ HRHNMD K

4SDO  &WO@MNDLNSD %DUHBDBDLNSD %QHUMBRAKD BEIC@O /DSVNQJ
4SDO  $KHBIGD-C@O 4DQUBQA @MC CNTAHBIBKC @04DQUDQ

4SDO 5N HLONQBENGR BQ -C@0 4DQUBKBJGD*LONQSBTSSNM
SGD*LONQS DEMMMBDRHMCNY NODMR

4SDO  $NMgFTR $D OQODBHR SN HLONQS TRDQRHEDIC $K
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a 6RDQ 4DEE¥@REINMgFTED O@WS BK@RR SN HIGINQBNER @RRNBH@SB&DHS@WS
BK@RR

a 6RDQ 4DEEHBDBNMgFTED NAIDBS BK@RBERBNQHLONQS

Result

-%"1 RDQUDQ HLONGSRIBNGR

#@CFDR

"RRHFMDC A@CFDR GDKO JDDO @ ODQRNM TMigBTOXKXB@MEBE SD HNIEICT @K A@CFDRGR IIMBIZCTN)
HMGD 7,9(;69A: <0+, .NQD KJDKX XNT RGNTB@8Q @ A@SBG NE A@CIROBAHLD

"TSNL@ 8B A@CFD @RRNBM@ S

%TOQHMF @ INHM HE @ ODQRNM G@R MN A@CFG @EBRERMMEHZM@SBGBR BTHC NE @ A@UBR@HM

ED COS@AGHDRIRSDL @ TSMEEKL@SBGORA@CFD \Gi&D ODQRNMGE SDQRNM G@R MN A@CFD @MC MN
TTHC L@SBGOFD KRXRSDURQSDR @ MDV ODQREN® Q

#@BNCDR NM A@CFDR
5GD RXRSDL CNDR MNS RTOOKYE @GAC RB@MMBNERQ

)NVDUDQ@ ODQRRIBNQBNMS@HMR @BIM@K C@S@ JDRKRR ABRCDR XNT VNTKC @RRHPODEGHEIHK
SN 6D ODQRNM ITRS @R XNT VNTKGENB@ QU SDM @RRNBH@EEBRDMSAK @HB ABNICD gDKC NGDS
B@XSDLOK@SD XNT ATH&ED RIS *% @OGB@SM 5G@SBNEGQ B@M AD OQHMSDC RNVB@DBEED 8HDF@MC

@@CDQ RB@UR@BACD NTQ RXRSDL BNDR@Q SBL5@RRHFMDCBREDK

$@Q ENQL@SR

"B@Q ENQL@S CDRBQHADR VG@S @ MTLADQ LD@DRXEEBNVBDR HS SN FQ@MS @BBDRR 5GD BESRL@S HMS
5D MTLAD@MC GDREND HR RDO@Q@ SH@MBEFGD MTLADQ HERDK

%HEDQMS ENQL@S SDBGMNKNFHDR RTOONQS @ U@QHDSEREAHS@ENOR ENGS REYD @KNMD HR MNS @M
HMEB@SNQ NE @EI®Q@S ENQL@S SXOD 'NQ DWEHIBEDSWBS @MC E@LHKX NE ENDL@BIXK @RRHAKD AHS
RHYDR @MC LO@MXAIHR 5GHR RXRSDL RTOONQSR TO SN @DFEHSBSENQL@S
"ENQL@S L@X BNLOQBRB SMENAN@®S
a %@S@ AHSR BNMS@HM RTBBIMNER @BMSNCD BQDMEDK /TLADENA /TLADQ @MC KBDQ

HMENQH®&B! 5GD CDS@HER EEQE. @S RODBHYB@BRHFM@SD GNV L@MX C@S@UKPISRE@MYD ENQ D@BG
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DKDLDMS NE HMENRM@S

a 1@QHSX AHS R RDQUD @R @ RHLOKD @BB GIERXGGRBITTRAHM@QX C@S@

a SNS@K AHSBIHRT. NEGD O@QHSX AHS RIEO@S AHSR 5GHR MTLADQ HR @RRREBHERISD@EHEDLD
'NQ DW@LOKD bAHBBF@MC bAHS )*%

Figure 21. &W@LOKD NE @ GUEBERK AHS ENQL@S

5GD DW@LOKD @ANUD RGNVR GNV @ ENQL@S LHFGS AD RDS TO 5GD C@S@ AHSR HMBKTCIRRWW AHSR ENC
AHSR ENQ '@BHBNCD AHSR ENQ &LOKNXDD /T@AD@EDD O@QHSX AHSR ENQ @ SNS@K NE AHSR

8 HSHM @ FHUDM ENQL@S GHSRRUFD @MC KNB@EB C@S@ DKDLDMS RTBO@MRHEDK /TLADQ NQ
'@BHISX $NCD L@X U@QX 'NQ DW@LOKD @ RHMFKD AHS ENQL@S L@X G@USXEBMNCIHRGEIRSB R BHK
AHS MTLADQ SVN NQ HS L@X G@UD @ HSNSNDBHRS®@IOES AHS MTLADQ

:NT TRDGD 8HDF@MC 'NQL@BS8NQ SOMEID @MC UHI/BN@Q@SR VGCBBGHIXSHR HMENN® S

5NS@K AHSR

/ITLADQ @MC KNBI®® NE HE @MX O@QHSX AHSR
1@QHSX AHS ENQL@S NCC NQ bUDM

#HS SNS@K @MC ADFHMMHMF AHS MTHSXQTENRQ QaHER
#HS SNS@K @MC ADFHMMHMF AHS MNDTBMGEHSOHER
-@XNTS ENQL@S ENQ D@BG O@QHSX AHS

"ANTS &D 8HDF@MC ENQL@S

5GD M@LD _BIDF@MIBBTQR HM @ U@QHDSX NE BNMEDW/BFRONRIRGHRCNBTLDMSDESQR SADA@CFD
ENQL@S NEDS®RRNBH@EDCIEN BNMSKDQ HMSDQE@BLHBE@BIC 'NQL@BSNQ BRTME SN CDgMD A@CFD
ENQL@SR

JSUREER DR R N

5GD RXRSDL RTOONQERIAPIS SN bAHS S8HDF@MC ENQL@SR
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Figure 22. 4S@MC@OQAHS 8HDF@MC ENQL@S

5GD O@QHSX AHS BNBD@BE Q@B&DEQ@MRLHSSDC AHM@QX CEBEENM\VEN2B@R NE NMDR GE S
SNS@K HR @M NCC MBAIAERQL@S RBEFOBQHSX AHS\NSN ¥D&D SNS@K MTLADQ NE NMDR HR DUBM HS RDSR ¢
O@QHSX AHS SN NMD

Figure 23. 8 HDF@MC A@CFG YYHEDCCDC VBQ

8 HDF@MC A@CFDR BNMS@HM REQHABOEDVH{MIBA@CFD 8GDM @ ODQRNM HMRDQSR @ A@CFD HMSN NQ C
HSGNTFG 6D RDS NE L@RNVBED§OKC BNHKR HUF@8MO@CDQ@BG RSQHO RDMCR @ AHM@QX RIFEM@K A@BJ SN S
®@CDQ

$SQO@SVF NQ BBMF @ B@EDQL@S
5GD ONOTK@E8-@MC ENQLESHIDR L@MXHINAR 5GHRBDE TRCNBTLDMSR GNV SN TRDSHDF@MC
'NQL@S &BSNQ SR@SD GHOF@MCBENQL@S

Prerequisites:
:NT @RBNMMDBSDCGEN BNMSKDQ REES @MC VNQJIHNEDNMDA 6* *E XNTEERE@IMF XNTQ NVM ENQL@S XNT
G@UEHS RODBHB@EEDS CDgMBB® ENQL@ SIORGHR

4SDO  $KHBSNMSIQKDQ 4DSTOBBDRR 4DSTOS@Q 'NQL@SR
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5GD $@INQL@SR UHDV NODMR

4SDO %N NMD NEB ENKVHMF
a 5NBQ@SD @ MDV CBEHRTH.@FHBKSD "CC 'INL %DE@I K@ NQL@SR ATSSNM

@MC RDKDBS @ SEHAQTKSNIEEGD KRS @ MEBERK
"CDE@BENQL@S HR TRDETK HE XNT CDKDSDC @ ENQL@S @MC V@MS HS A@BJ NQ HE XNT

XNTQ RXRSDL @MC CN NigBOR K@ GDRD ENQL@SR @U@HK@AKD
a 5N CDRHFM XNTQ NVM B @ SHBHEGD "CC ATSSNM

¥

a 5N DGIS @M DMMIRENQL@S RDBDESIQL@S/(BKBJIGD )XODEIKIJ ATSSNM

@MC BRIGD8 HDF@MC 'NQLFEA

NOTE: : NT B@MMNS$S®IQ CDKDSDCERQ@S®@S HR HM TRD @RRHFMDC SN @ A@CFD *M Tl
B@RENQL@SRROK @ XD@RNMKXGIN BDV &WHRIS $iDF@MC 'NQL@BH\S@Q ENQL@SR

SS@S @IPNS BTIMEX @RRNBH@ $SHO@ WIBCFBROK@>GM8 SEDF@MC 'NQL@BSMIHDV
@MC L@X ADHB&DC
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*E XNT BRIDGSED "CC ATSSNI@S 8HDF@MC ‘NQL@BSNTC /DV 8 HDF@MC ‘'NQLE@HDV NODMR
SN 6D8 HDF@MC 'NQLSEBA

4SDO  $@DEHX dKHM D@BEIDQSX @ HBB@UD
1@QHSX ACIBBHgOFDSMTLADQ NE O@QHSX GBENAM@S *S CNDR MNSHEIGDMSE'S KNBWER

4SDO  %DgMMPacility Start @M€Eacility Length @R VBKa&edential Start @MCredential
Length

4SDO  &MSD@B ENQL@S BG@Q@ BSDRR1iEMSNODQSX
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7@HC ENQL@S BG@Q@BSDQR HMBKTCD

a
a
a
a

a

1b 1@QHSX AHS @M DWSQ@ AHS BQCDSBERIDQQ
'b'@BHHSX BNCD AHS
/b $Q DCDMS8@K MTLADQ AHS

b $SNMRS@MS BG@Q@BSDQINE  YDQ

b $SNMRS@MS BG@Q@BSDQ NE  NMD

#@RDC NKA[3 MTLADQ IRErity Bits @ CEISNM @sdfity Layout OQODGBR @OOD@Q ABRNV S
Format OQODQSX &DSJ@KTPHIy Bits HR YRQ MN-@XNTS BQDGBHR @OOP@iQ
Layout OQODGIBHR HNB@SBCEDWODBSDC O@QHSX 0CC NQ &UDM

5GD KNB@B/R NELS_& @MC _0° BG@Q@BSDDRaflByout  OMNODQSX CDRHFNE@ $BISR
S5@S @WTRDC SN B@KBTROMYHSX RTKNWSDRD QTKDR @R XNT GMRDBG@Q@BSDQR

JSUR R R )

& b HMEB@ SIS @M DUDM MTLADQ NE NMDRTHHRIRSN UDQHEX SQ@MRLHRRHNM @BBTQ@BX
0 b HMEB@SHES @M NCC MTLADQ NE NMOPPTHER QN UDQHEX SQ@MRLHRRHNM @BBTQ@BX
%N MNS BNLAHMD _& @MC _0" BG@Q@BSDQRPIity @ajridM FKECDgMHSM

*M D@ Brarity Layout CDgMHSIM @S KD@RS NMD O@QHSX AHS BCHPQI@BEERIK TRS @K
ADMD@ % BEDMBIK AHS NQRIEGENBD AHS HBEM@K BG@ Q@B SMIBRIMPT SN @RV

VHS @MX OEEJE@Q BC@GHBS0DR@S KD@RS NMD BG@Q@BSDQ LTRS AD ADKNV @ C@S@ gDK!
Facility Code NCredential Number

INRHBIMGD gQRS & NQ OHEBEX ADKNGB _1° HME®Format OQODQSX 1@QHSX #HS
"KHFMLDMS @MC 1@QHSXHH8 DKS ENQ QHFGS SNMKEEEW @BC @EBNM@K BG@Q@BSDQR NE
5D R@LD SXOD @ T AX SD O@QHSX ENQL@SIRRIgMHS

"KHFM @M @SEM@K _& NQ _0° HBE@XKTMCDQ @MXI@BDK O@QHSX ABDBFarht ®MC

@CC @EBNM@K BG@Q@BSDRR@INE SXOD @R IPE AX SD CDgMHHEV

.@@BG



HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD 1DQRNMMDK RDSTO

4DSBMF TO TRQAKICB@SQK MTLADQR

" QD@CDQ NQ JDXO@THIR S@S @ ODQRNRDMS @HEA@CFD NQ JDX HW @EIEIMEDK MTLAD®IENBC
AX D JDX $@CDMS@K MTLADQR B@M AD UDQX KNMF 5GBMD $RIMIRVGDPM RNLDNMD G@R SN JDX HM @
KNMF RSQHMF NE MTLADQRMIMEXRE- YRR NT B@MEB@SD @ BTRSNL  ABEB@S@K MTLADQ SN

VGHBG HR D@RHDQ SN DMSDQ

4SDO  $Q@@SD @ MDMBF@MC ENQL@S

4SDO  $NMgFTQ $SDRD GIODGHR @MBEK@UD
a 7@HC@SM #HSR"K

a #HS -DMES
a $DCDMSAK -DIGFS
a 'NQL@S /i s GD KDSSDQ /" DNB&DGS HLDR

4SDO 5N @RRHBHRB ENQL@S SN @ AG@ESBNNEEIKDQ 4DSTADQRNMMDK@CFDR
4SDO 5N BQ@SD @ MDV A@CHBJER "CC ATSSNN &
4SDO  &MSDQ @ gWHFBS BTRSNREUMSAK BRGSedential OMODQSX SN

4SDO  $KHBJIGD BGDNK SNED QHFGS GIE SHDF@MC 'NQL@SDRSX @MC ROBKDBASS ENQL@S XNT
BQ@SDONEGGD 3DE $GNNRDQ GHEDBK

4SDO 5N R@UIGEB BNMgFTGIRE BBIA@UD

$D@SVIF LTKIOKD A@QCFDR A@B@&BQ
:NT B@MB@SD @NFQ NE A@CFIFES G@UD BNLLNNCDRHR

Prerequisites:
:NT @RVNQIJHMF @b 8TODQUHRNEWRB@S

4SDO  'ONL SGD RXRSHR.GNLD UHDRDKDBRBQRNMMDK@CFDR
5GD#@CFDRHDV NODMR

4SDO  $KHBJIGD #@SBG 8KMQ@TSSNM
5GD#@SBG &UQ#@CFRIDV NODMR

4SDO  $NLOKDSDED OODGHRED S MEN AD REAEENQKIM@ CFDR RB@ MM D CHNNERKTrption
Wiegand Format  Status Issue Date  Expiration Date Owner Tenant @MEnroliment
Reader

4SDO  4VHOD @ RDS NEB@A@SBG NMDKDB @ S
"R XNT RVHOD D@BG Egl)B@CT @S @IROK @ XSEINES Badges OQIODQSX

NOTE: *E A@CFD MTLADQR CN MNS @3DB&QRONMBIF HDF@MC ENQL@S G@R MNS ADDM
CDgMDC

4SDO 5N BNLOKDSBIS A@SBG A@CBEZEHRM GB8DRR HEKIGDA@UBTSSNM
5GD RXRSDL R@GDRARCFDR @MC NCED&RIES #@CFORDWBGGD MDV A@CFDR @OOD@E HM S
S@AKD NE A@CFDR

1GNSN *% A@CFDR

#DENDXNT HMRS@MC BNMJFEED 1GNSN *% RNEBVEEID @ EDV LNLDMSR SN TMCDQRS@MOU@RWISTR
DKDLDMSR VNQJ SEERQS
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3%#.4 @MC 0QHNM
Figure 24. 1GNSN *% BBEHSDHESTQ

*E XNT @ @DDHMES@ANURTRSGIEE HM BNERIQAKTD ANWDRQRDMSEB EQ@LDVNRED@BRE@S RTOONQS
1GNSN *% HMBHIE3%#.4 KIBDMRD MDSVNQJR @MC &MB3RO@RDEDS S5EDRANWDR @MC HMSDQMDS BKNTCR
@ORRDMSERNO@QSX RNESV@Q

5GD 3DKENM@K %@S@#@RD .@M@FDLDMS 4XRSDL 3%#.4 KBOIDISERNAFDE KA @ CE DEEIISHQ RXRSDL
®BNGR *S L@X AD KNB@SDEINM SDQUHRNQ 1$ NQ NGD@WNISVNQJ RDERDAQHNMADQUHEIDHRSIENSV
BNMMDBSR GN $%#.4

ATODQUHRNDNRSD BNMSKDQ RE®IS
5GHR RE@% QTMMHMEDHMTODQUHRNQ 1$ NQ HM @ RS@MISD IBNWEIQ BNMMDBSFDS/@SIUD #@CFD
1QHMBIF "OGB@SM RTOONQSHIC&QSADB _ VHS D 3%#.4

a 5GD 1GNSN *WBOMRD GNGQHYDR TRIGNR ED@STQ
a 5GD 0QHNM4DQUHBD BNNBOCHESHRND SISBS 3%#.4

a 4DBTR BNLLTMHB@ENM NUBEDSAHW /DSVN@RTHIR @ L@BGHMD SN L@BGHOI@ RREQ@MC
HTTPBasicScheme @TSDMIB@&SM

8GHKD XNT L@X @BBERRT® DQUHRNENRS @SHBVIRQIJADMBIES HBENLLDMCDC SN TRBSVDA 6* QTMMHMF HM

@ AQVRDQ

1GNSN *% VNQJRB®5B

"KSSNTFGGD 4TODQUHRNERSE@BI1C 1GNSN *% VNENRI@X RO@Q R@LD OK@SENQL REERDES
OQUHCDRISLNRS RDBTBNMgFTQ®IS *MRSERMR \3H® RHMFKD RS@MC @ KNKDBHMBEIR RDO@Q@SD
1GNSN *% VNQJIRS@BS5GD 4TODQUHRNRINRBBE 1GNSN *% VNONRIEMSL TMHB @ SIEDH@SDQMDS NQ KNB@K
@Q@ MDSVNQJ

a " AQNVRDQ KDSR XNT @ EEDRFO®QUHRNRLUNG K BNMEKDQ REGMDQNSDKX
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a 5GD SHRO@QSX "RT% RNESV@@M@FDBBVDAB@L @MC OQHMSR OGNSN *%R TRHMF ODQRNMMDK C@S@
®SQHDUDNL.BGD C@S@A@RDD'RAQK@SDRGHN 8GNSN *% /DSVNQJ @R @ CDUBBIMIIE\AINQJ

a &MSRDB"RIQ QTMMHMIEBMGNSN *% VNQIJRNI®R @SDR @R @ BGHKREASM/BSVNQJ

*MRSKOBIBIM RTLL@ QX
5GD U@QHDSX NEEENME® S L@JD TEGB1GNSN *% ED@RPRYHERDUDQ@K RDO@GNBDSMIRQLGNSN *%
HMRE@8BIM @MC BNMgHNMESVIUNKEIDRCSS @ RJIR

%DBHCD NM M@LDR @MC asRRNQ

4DS TOGD 1GNSN *% /DSVNQJ @NRBBIUMDI@EUD #@CFD %DRHFMR CDUHBD
$QD@SD @ OW UHDV ENDY@SBCFD %DRHFMR SDLOK@SD

$D@SD @ SDLOK@SD ENQ @ A@CFD

"RRHFM @ SDLOK@SD SN @ A@CFD

a $NMgFTQ 1GNSN *% NENVIR HBD R SN

/@LDR @MC O@RRYEIQTD

:NT VHKG@UBLBNOONQSTMHSX SN M@LD U@QHNTRHSSDRI@MBIBMEOKR TRDQM@LD @MCO@RRVNQ
CTQHMEB BNMgFTRI®E AIBDRR *E XNT G@UD NMKX NMD 1GNSN #NWNKNRB8@% @BBDOGHEG@TH@LDR

8 HS LTKHOKD VNQJRS@R HS GDKCOHEBRMIE@SD @LNKBIS 5GD S@AKIEES KNK/R GIYHCDR @ OK@BD SN
JDDO SQ@BJ NE BNM&NQ®&&LDR

NOTE:

SUREER LR VR

'NQ RDBTQHS®RNMR CN MNS VGBI SIERRINGSRADHMGS S@AKD GG VQHSD @ BIGD\BHBDKO XNT
®LDLADQ VG@5B O@RRINGR

Table 24. 3DPTHILZ M@LDR @MODEIMEDKR

Name Wher e used When cr eated Name Other name/notes
N#*9 L@BGHMD SN L@BGIDER TO 0OAHW /DSVNQJBIRDQ .@M@FDLDMS 3NKBRFFDRSD®IRD M@LD NAHW
QIKD @BBDRR ODQLHRRHNMR@A
N#*9 L@BGHMD SN L@BGIER 0AHW /DSVNQJ TRERDQ .@M@FDLDMS 6RD@RFFDRSDC TRDQ M@LD NAHWRRVRE®KTD
TRDQ O@RRWI@MC @RRHFMR

5D L@BGHMD SN L@BGHMD

QUKD
1GNSN *% /DSVNQJ .@M@FDR "RD®% B#DMEXRSDL 4DSTO $NMEKQQ /@LD CDE@3IR SN 1GNSN *%

@MC A@CFD SDLOK@SHBPSTO  3DLNSD %DUHBDRDSVNQJ

3DLNSD %QHUDQR

O0AHW /DSVNQJ .@M@FDRGS BNMMBPBBMAXRSDL 4DSTO $NMEQQ /@LD CDE@3SR SN 0AHW

ADSVDDM 5GHII®QSX 4DSTO 3DLNSD %DUHBDRDSVNQJ
RNESVIB@MEG® 1GNSN3DLNSD %QHUDQR
*o% MDSVNQJ

1GNSN *%HDVDQ /@LD "RRNBH@SDR @ B@LDQ@NSN *% 1GNSN *% 4TFFDRSNM M@LGBUHDVDQ

VHS @ UHDV BM S 7THDVDQR@A ENQ KNBENM NES B@LDQ@ HM
RNESV®@Q SGD ATHKNIF

5DLOK@SDR %HROK@X DT SN @RRHFM @ &MSIDE VGDM XNTHRBNUD@LD CDE@IR SNo® M@LD
SDLOK@SD SN @ A@CFEDLOK@SD R TRDC VGDM XNDBISDGB

SDLOK@SD 4TFHMAS M@LD
35D SDLOK@SD GN@BM@MS

BNLO@MX
#@CFD %DRBENOIS 6RDC SN RDKDHES S &MSIMT NMGD1DQRNMMDKITFFDRISNM TRD @ M@LD SN
A@CFD #Q@CFB@A CDRBQHAIDSXOD NE A@QCFD

4DS8BMF TOGE® 0AHWNRD

" L@BGHMD SN L@BGHMD N¥FORDSR BD®DQLHRRHNRREE ENGS &MSRDB"RTR SN @BBORRGAHW
/DSVNQJ
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Prerequisites:
6RHMFGD VDA 6* XNT @ @NMMDBSDCGED & ODQUHRNERSE@S

4SDO  'QNL SGD L@HM LDMTHBBXRSDL 6RDQ .@M@FDLDMSNKDR

4SDO 5N BQ@SIEH RKD BIBJIGD "CC ATSSNN ¢
5GD"CC /DV 3NKD UHDV NODMR

4SDO  &MSDQbix ENQEPRole Name
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4SDO

Result

(Q@MS KT®BBDRR&DBSdge Management @MQOE®Photo ID Network SGDM BIBA@UD

*E XNTOBDMX TOFQ@CDC XNTQ RXRB[L @D LHFQ@8V SNNK L@X G@@ISBQ @ik QNKD ENQ XNT

4DSBMF TOGED N#*9 TRDQ
5GHR TRDQ BNM2R BQCDME@KR@S ODQLEIS SMSRDB"RT® SN @BBORRGHW /DSVNQJ

Prerequisites:
'NT @TRHMEB VDA 6* @ MCOEBNMMDBSDCGED £TODQUHRNENRE@S

4SDO

4SDO

4SDO

4SDO

4SDO

.@@BG

'‘QNL SGD L@HM LDMT M@UHF@&@IETEBN 4DSTO6RDQ .@M@FDLDEISIC BEBRDQR
5GD6RDQ .@M@FDLDMEDV NODMR

5N BQ@SES TRDBKIBIGD "CC ATSSNN &
5GD/DV 6RDQUHDY NODMR

&MSD@BUser Name VGHBG HR ITRS ADBDAG@JBTSSNM
6RD §D M@LD XNT OK@MMDC *P{IOFQ@F ER"9 S GD LHFQ@V SNNK L@X G@@ISBQ
@MC BNMgBTQ@ TRDQ ENQ XETS/BIS @LBbix

5N RDS TP BOCDMB@KR ENQ @ BBORRMNFIMDSVNQJ DMSDQ @ CER@BN@DSER
RS@MC@@MC @lihentication Scheme Name NEHTTPBasicScheme
/DV TRDQR CDE®3$NG&DDigestScheme VGHBG CNDR MNS VNQJ ENQ L@BGHMD SN L@BGHMD TRDQR

NOTE: *E GDHTTPBasicScheme HR MNS @U@HK@RAKRQIARVESD @CC HS SN XNTXEMNERE @K
3DEDQ SN _4B85 TCEH @ THMBE&SM RBGDLD ENQDRT@MC &@RX -NAAXGHR GNBTLDMS

5N @RRHEDIGNSN *¥HKD SKEER TRBRIBJGD3NKDR@A BRJIGD "RRHFM .NCD ATSSI 5
RDKDBSEHRKD HEBM@RRHFMIEEMD HEKIGD "RRHFM ATSS | @MC BRA@UD



1DQRNMMDK RDSTO HOF@Q@ &MSDQOQHRD 4DBREHSM ®WIRSEQ@RHMSDM@MBD (THCD

4SDO *E MDDCDC L@JD @ MNSIDNIRBQ M@LD @MC 1@RRNIS@S K@SDQ XNT B@M DMSIBHENQ @MX S
O@QSX @BESM RNESY@RTHXE SN DRSHR® BNLLTMHBIKGS

4DSBMF TOG® 1GNSN *% /DSVNQJ
5GD 1GNSN *% /DSVNQJ L@M@FDREHUD #@CFD OQWM® GIBIRSM RTOONQSDGBMS4DB ~ UDQRHNM
4SDO  $KHBAXRSDL 4DSTO3DLNSD %DUHBDBDLNSD %QHUDQR

4SDO  $KHBIGD .@M@FD %QHUDQR ATSSNRDKDBSC @MC BRDJ
5GD"CC %QHUMMCNYV NODMR

4SDO  4DKDBISSNSN *% /DSVN@MC BBDJ
5GD"CC %QHUDRMCNY NODMR

4SDO /@LD SGD MDSVNQJ @Me&K
5GD RXRSDL @CGR 8GNSN *% /DSVNQJ SN E@S@A@RD HRIE AZR BRS@ QS RSMSDRR@FD

4SDO 5N @QRS@GHRSESV BEDJ
5GD4S@SBRIKTLM ENGISLGNSN *% /DSVNQJHB@SERI}  @RE RSESDRS@QSRIFBBNTKC
S@JD RDUDQ@K LHMTSDR DREGHBFRSE@SVIMROK@X M@ LBMHMO®DQ QHFGSINAB/RDQ
UHDVIELR 8GDMGD RSV HR QTMMHMF GDFREBBBAMROK@X M@LD @OOD@QR MNQL@K

|@3HAUD #@CFD %DRHFMR %DUHBD TMCDQ OGNSN HC MDSVNQJ

5GD /@8 UD #@CFD %DRHFM %DUNBDERR #@CFD HPIFMES TSGE0@QSX RNESWBKNY SD RSDOR
ADKNV SN UDQHER H&8UD #@CFD %DRHFMR DWHRD TMENSNSC MDSVNQJ

4SDO  $KHBAXRSDL 4DSTO3DLNSD %DUHBDBDLNSD %QHUDQR
5GDRemote Drivers UHDV NODMR

4SDO  $NMgQL 5@%BStatus  BNKTLM ENQ 1GNSN *% /DSVNEB@30R

4SDO  %NTAKDBBI NMGBLGNSN *% /DSVN@IV HMGE S@AKD SN NODM HS $iidBBStatus
BNKTLM ENGNSN *% /DSVN@IMEB @ SDR

5GDPhoto ID Network UHDV NODMR
4SDO  $GDBJ SD/@SHUD #@CFD %DRBBMRBD HBRDMS TMCBR SGNSN *% MDSVNQJ

$D@@SD @ OW UHDGEN@SUD #@CFD CDRHFM SDLOK@SD

OMBD &D /@8UD #@CFD %DRHFM %DUHBD HRBXMGETRS B@SD @ MDV SDLOK@RIEDICKSHIZA@CFD
5DLOK@SD 1W &@BG A@CFD CDRHFM SDLOK@SD BNMRHRSRGBEGHIR glIMRNQIRHFM @MC #@BJ
%DRHFMG®S LTRS AD @RRNBH@SBD UMEBQ@SDC AR TRDQR TMCEIMNNQJIADMBG KBNWKSD ADKNV
RSDOR SNDEEHD OW ENDHE CFD %DRHPMIXK@SD

4SDO /@UHF@SD S RSNV TMCIBDS NQJADMEEMC NODGLCEHKDRNKCDQ
4SDO  3HFGSIBBJ NWDV TMCDQ 'HKBFOBIIOM@LIBadgeTemplate.px @ROPTHXT

.@@BG



HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD 1DQRNMMDK RDSTO

4SDO  3HFGSIBBJ NME® gkD B@SDC @MC RIKIDRSOW DESNEED OW gkD NODMR HM OW ¢ NKIIDC
VHS#@CFD%DRHFM1@RED CDE@TX@MD

4SDO  %NTAKD BBJ NMcB#@CFD%DRHFMI@MD (GH VHCFDIEQ@MC TOCA@SEDRPTHIE A@CFD
-@XNTS @MC A@CFD SXODQEX H@CFD%DRHFMLEMEDC NMBB@@X0D

.@@BG



1DQRNMMDK RDSTO HOF@Q@ &MSDQOQHRD 4DBREHSM ®WIRSEQ@RHMSDM@MBD (THCD

8 D BT@MBX RTOONQS SVN SXODR NERB@RCRBQ@MC $3 S GD HMCTRSQX R LNRS
BNLLNMKX TRDC *% BRGGD B@RHYD KHETSNLEBEKTOC@SD A@RDGINRCKDBSDC A@CFD
SXOD @MC K@XNTDG®R

5GD CDE@THIDV RHYDEGN@@CFD SXODNOQQSX HRIDC ADKNV

#@CFD #@CFD 8 HSG )DHFGS
5XOD  -@XNTS

$3 INQSQ@HS

$3

$3 1INQSQ@HS

$3 -@MCRB@O0D

NOTE:

*E 6D TRDQ MDDCR B®8D @ BTRSNC BEGOX B@UWIMBEX TOC@ EDY/HE @MC GDHFGS TMCDQ
35D UHDV RHWIODQSX 5GD A@CFD SXOR VSKLEBEMAD TOC@SDC SN $TRSNL )NVDUDQ
5D A@CFD K@XNYSmEs5X CNDR MNS @OGRBIRSNL A@CFD SXOD

4SDO  "ESDQ TOGEHFGED A@CFD SXOD @MC K@XNTS XNT B@M S@RABM BHMF BMAHRSCFDSR RTBG
@R -@ADK @MC DHBSISVN MDV CDRHFM VHCFDSR #@CFD-@ADK @MB #@CFD1HBSTQ

a BadgePictur e: 5GD #@CFD1HESVACFDS @TSNEEKNEQHDUGR BMUHC REH @FDNEQ
5D C@S@A@RD

a Badgelabel: 5GD #@CFD-@ADK VHCFDS EOSBGIDBBRR@QX ODQRNM @MGAREHR OQ
ENL SGD C@S@A@RD

)DQD @MRNLD OODGHR NE C@EENIEH #@CFD-@ADK VHCEIBR BNTKC BBEHDUDC
ENL SGD C@S@A@RD

.@@BG



HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD 1DQRNMMDK RDSTO

4SDO  "ESDQ CDRHFMEBIR®CFD XNT B@M R@UD HS @R @ GCOMEST@MEISEDESISDQOQHRD 4DBTQHSX
@O®K@MBD UHDGBIMIB/RDQ

$DL@SD @ A@CFD SDLOK@SD
$D@SD @ SDLOK@SD BENQ #@EFD %DRHFMR KNB@ SBOOSKSIYS/DSVNRDESNM

4SDO  -NFHM SN RSNV @ MBERKNKAGNSN *COGNSN*%/DSVNQJ
4SDO  6MCD@GNSN*%/DSVNQNTAKD IBBJ Nk HUD#@CFD%DRHEMEOK@SDR

4SDO 5N BO@SD @ SDLOK@BDEBRCC ATSSNM @MC RIBYYBDLOK@SBOC@SIBB M@LD @MEEK

.@@BG



1DQRNMMDK RDSTO HOF@Q@ &MSDQOQHRD 4DBREHSM ®WIRSEQ@RHMSDM@MBD (THCD

OK

4SDO OMBD &D SDLOK@SDMM& HQC HEI NMGH ATSSNM SN RDKBEBOW gKBISDC b S
VNQJADMBG ENEM@%DRHFM @MC #@BJ%DRHFM

5GD'HKDNEBGNNRDEHMCNYV NODMR

4SDO  4DKDBSB @ORQQH@SD OW GHIPNSGD KRS @MEEBRK

NOTE: 1KD@RD MNS@S EDSEQS CDRHFM HR TOC@SB@GFD YHKVIKX AD OQHMSDC NM NMD RHCD
*E CNTAKD RHCDC A@CFBNIFMHBRTHIT D 'IMS @MC #@BJ %DRHFMR LTRS AD TOG@SDC VHS
@ODIQH@SD OW gKDR

4SDO  OMBD ANS &D NQDQR B@RDKDBSDEBBKNMGE® Save ATSSNM
"RRHFMHMF @ SDLOK@SD SN @ A@CFD
5GD RXRSDL CDgMDR D@BG A@CFD AXI@RRSEH® 8 ODBHgBHEZ #@CFD %DRHFMR SDLOK@SD

4SDO  'QNL SGD GNLD UHCRKB1DQRNMNIDKNVDC AXIBBIHME3t@CFDR@A
5GD#@CFDRHDV NODMR

.@@BG



HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD 1DQRNMMDK RDSTO

4SDO 5N @CC NMD NQ DN\ CFDRHBYIGD @CC ATSSI @ | NQ RB@GDSA@CFD
)NV SN @CC @ A@CFD HR DWOK@HMDC HM CDS@HK DKRDVGDQ
5GD"CC /DV #@CFD UHDV NODMR

4SDO  $KHBJGD BGDNK) MDWS SIDSDLOK@SBNODQSX
5GD3DE $GNNRMEMCNV NODMR

4SDO  4DKDBS&B A@CFDHBOJ @MCBB4" 7&

4DSBMF TO @ B@LDQ@
7HDVDQR @RRNBH@SD B@LDQ@R BRHDIMBBISDICBNNQJRE@SEED 1GNSN *% /DSVNQJ

Prerequisites:
:NT TRDGD VDA TRDQ HMSDQE @ BDERMEIBEI D CGED £TODQUHRNE RS ®RLSD BNMEKDQ

4SDO  &WO@MGLAGNSN *@MC CNTAKBEKSD1GNSN *%HDVDQRNCD
5GD UHDVDQ R UHDV NODMR

4SDO  $KHBJIGD "CC ATSSNN o
4SDO &MSD@B M@LD NE3B@LDQ@ @NEIBK

SNMEHFD@GNSN N$MR

5GD RXRSDIHROK @3B SGNSN @RRNBH @S@GNHBIHCT@K DLOKNXDD A@CFD RHCD G &RHEIDINER
RTQURIEKWIBD UHCDN B@MNIQ@X @CC @MC BNNEFQNDDGHROR@SDC SN MDSVNQJ CDUHBD RDSTO RTBG @F
GNV KNMF SN KD@DDSNSN TO

4SDO  'QNL SGD GNLD UHIBKIBAGNSN *@MCED OQEMMBDR ATSSNM
5GD $NMgFTRVHMCNY NODMR

4SDO  $G@MFIES OODGHR @R MDBDRR@ QMB@EWC BK

"CCHMFG&D 0AHW /DSVNQJ

5GD 0AHW /DSVNQJ ETHABEHMF @R @ RDM@BKDR BNLLTVHB@®SDSVDmMDEQ@LDVNQJ @MRS@QSX
@OGIB@SM RNESY@HROTHE SN DRSERE BNLLTMHBIMERITFG 0AHW MDSVNQJ

Prerequisites:
:NT @TRHMEB VDA 6* @ MCOasDNMMDBSDCGEDN & ODQUHRNEWE@S

.@@BG



1DQRNMMDK RDSTO HOF@Q@ &MSDQOQHRD 4DBREHSM ®WIRSEQ@RHMSDM@MBD (THCD

4SDO  $KHBAXRSDL 4DSTO3DLNSD %DUHBDBDLNSD %QHUDQR
5GD3DLNSD %QHUDBBY NODMR

4SDO  $KHBJIGD .@M@FD %DUHBDR ATSSNM
5GD.@M@FD %QHUD®R NODMR

4SDO  $KHBJCC
5GD"CC %QHUDDMT NODMR

4SDO  ADKDB¥AHW /DSVNQ@MC BBDJ
5GD"CC %QHUDRMCNY NODMR

4SDO  OOHNMKXNT B@M BG@BIFMG LD NG CQHUDKNEKBC AX IBBIHNB
4SDO  $GDBJ SDAS@SHRIKTLM NNMEB3DLNSD %QHUDRBRVS RGNTK@J ok}

#HMBMF SDLOK@SD C@S@FHR SN C@S@A®BDERR

%@SG@®@S @O0D@Q NM @ A@CFD MDDC SN AD GRRMBIHTIDIK\ES S@A@RD gDNBRRFGREAHME
SGDRD C@S@ DRSERERD @RRNBYWNERS

4SDO  %NTAKDBBJ NMc® MDVKX @CCDC SDLOK@SD
5GD5DLOK@ $HDV NODMBHEHED VHBE&QD S@ADLOK@SD %@B@MERVE@CFDR

4SDO  $KHBJIGD %HRBNUDQ ATSSNM
5GD%HRBNUDDQ@MD RGNEDSIODEB®R XNT RDS TOUBNTRKX TREMRI D *% RNES\D@Q

4SDO  4DKDBSB OQODQSKWV@MCBBJIGD "CC ATSSNN @

.@@BG



HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD 1DQRNMMDK RDSTO

4SDO "BBDOSGD CDE@AHNHMF NQ BG@ MBERE S@ #HMERHMIGS SVN NBISIMRIRSR @NHBBK
NOTE: : NT LTRS AHMC D@B®OQSX HMBCK®KTS XNT NMKX MDDC &HEBNNSIBD

5GD gQRS MDBHRS BQHCDRISRDS NE NASIR ED RDBNMC NASBHRS 4N ENQ DW@LOKD SN
AHMC @ ODRAMD@QSLDMS XNT VNTKCHRBISDBIVGD gQRSNIIDQSX 56&rson NOSINM
HMBKTODdRartment @MC B®Q NESEMR HADRDBNMONORQSX 5GDM XNT B@M RDKDBS
Department HMGD RDBNMC NASHRS

8GDM XNT @CGB 1GNSN RQDQSH.@FD 3@B@MEL@FD ‘'NQL@SQYODGHR @OOD@&DHBLS
VHMCNV NT B@M RODBEBERBO@Q@LDSDQR @R MDDCDC

4SDO  $NMgFTQ &D AHMMF DMSDR $)RODBHY@ESIGNSNOQODRIHR XNT TRDCI/KST B SDGB
SDLOK@SD @MEIBK
8GDM gMHRGDGDSDLOK@SD %@88@A@RD UMDBERES MDV U@KTDR PO@IER#HME
BNKTLM

"RRHFMHMF @ SDLOK@SD SN @ A@CFD
5GD RXRSDL CDgMDR D@BG A@CFD AXI@RRSEH® 8ODBHgBHE@S#@CFD %DRHFMR SDLOK@SD

4SDO  'QONL SGD GNLD UHR&B1DQRNMNIDKNVDC AXIBBIHME3t@CFDR@A
5GD#@CFDRHDV NODMR

4SDO 5N @CC NMD NQ DN\ CFDRHBYIGD @CC ATSSI @ | NQ RB@GDSA@CFD
)NV SN @CC @ A@CFD HR DWOK@HMDC HM CDS@HK DKRDVGDQ
5GD"CC /DV #@CFD UHDV NODMR

.@@BG



1DQRNMMDK RDSTO HOF@Q@ &MSDQOQHRD 4DBREHSM ®WIRSEQ@RHMSDM@MBD (THCD

4SDO  $KHBJGD BGDN) MDWS SIDSDLOK@$SBNODQSX
5GD3DE $GNNRMEMCNV NODMR

4SDO 4DKDBSB A@CFDHBOJ @MCBB4" 7&

4DSBMF TO @ B@LDQ@
7HDVDQR @RRNBH@SD B@LDQ@R BRHDIMBBISDICBNNQJREW@SE & D 1GNSN *% /DSVNQJ

Prerequisites:
:NT TRDGD VDA TRDQ HMSDQE @ BDERMEIBEI D CGED £TODQUHRNE RS ®RLASD BNMEKDQ

4SDO  &WO@MGLAGNSN *3@MC CNTAKBEKSD1GNSN *%HDVDQRNCD
5GD UHDVDQ R UHDV NODMR

4SDO  $KHBJIGD "CC ATSSNN o
4SDO  &MSD@B M@LD NE3B@LDQ@ @NEIBK

SNMEHFTQHMF OGNS&WMMAESs

5GD RXRSDIHROK @3B SGNSN @RRNBH @S@CNHBIHCT@K DLOKNXDD A@CFD RHCD G)&ERHEIDINER
RTQUEIEKWIBD UHCDN B@MNIQ@X @CC @MC BNNEFQDDGHROR@SDC SN MDSVNQJ CDUHBD RDSTO RTBG @F
GNV KNMF SN KD@DDSNSN TO

4SDO  'QONL SGD GNLD UHCBKBIGNSN *9@MC BBIGD OQEMMBDR ATSSI 4

.@@BG



HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD 1DQRNMMDK RDSTO

5GD$NMgFTQVHMCNV NODMR

4SDO  $G@MFIES OODGHR @R MDBDRR@QMB@MC BK
'NQ DW@LOKBDBhotolD Timeout ~ CDE@SRSN WDQ VGHBG HMB@SDR NINDSITS $NMgFTQHMF
SBHR U@KTD CDSDQLHMDR GNVHROMKFENE@ OGNSE RYHODC A@CFD SN JBDGIROK@X
BTQUMS

$NMEHFTQHMF IRPQ@K@QLR

.HRTRD NE @ A@CFD SN @BBDRRMV® ADMKQ@SDR @M @K@BDEERHBNDMYFDR 6D @K@QL HMENNM@S
BNKDBSDMNEQ@GD 1GNSN *% BNLOTSDQ

Prerequisites:

NOTE: 5GHR @K@ CHB®EIREES BNLLTMHBI@SHR /05 GBI 'NQ DW@LOKBHESBISN *% VNQJRE@S HR @
MNSDANNJ 185380 S NMKX FDSR RS@QSDC SN XD DRBSMBEC MNSAIRR @K@QL

4SDO  OM SGD1GNSN *% /DSVNQHD\CNTAKD BRIGD "RTR*% $KDMS %DURNBD Q

4SDO  $KHBJGD BGDN) MDWS"S@QL 4NBD *MEN
5GD UHDV DWO@MCORREDK@ X @ K@HNMIDS

4SDO  $NMgFTQ @K@QL SDWS @RCCDRHQ
5GD7HCDN 4DSEISSNM DM@AKDR UHCDN

$DO@IMF @ MDV SDM@MS

5DM@MSR RDO@Q@SD ODQRNMMOBR RRIRD@NMEIN VNQJ ENGHR HR HLONQS@MS VGDM L@M@FHMF @ LTK
BNLO@MX ATHIME

4SDO  $KHBIDQRNMMDEIDM@MSR
5GD5DM@MSRDV NODMR

4SDO  $KHBIGD'CC || ATSSNM

.@@BG



1DQRNMMDK RDSTO HOF@Q@ &MSDQOQHRD 4DBREHSM ®WIRSEQ@RHMSDM@MBD (THCD

4SDO
4SDO

5GD"CC/DV5 DM@M$IDV NODMR

1QNUHCESTenant Name @MC @M NIDR @d&cription ENQED SDM@MS

SNMgFTQ $D HWMUHCT@K S@AR ENQ D@BG SEBIEBAID@MC BK

&@BG S@NOQCDR @ RDS NE RSBNUBRATSSNMR @MC SVN S@AKDR 5GD S@AKDR HMBKTCD @RFR
@MC TM@RRHFMDC @RRDSR ODNEKM MMSIIFBEDRR QHFGSR @MC A@CFDR S8 @ BRRNBH@SD Vi
RODBHgB SDM@MS

5GD MDV SDM@MPEFBQ @K0 5ES SDM@MS UHDV NDER VHYKXBRSDC SDM@MS

OQODGB®R

&CHSMF @M DWMRSDM@MS
OMBD BR@SDC XNT L@¥BGDM@MS HVENQ @FSTHIT

4SDO

4SDO

4SDO

$KHBADQRNMMDBOM@MSR
5GDATLL@QXS@A NBEB5DM@MSRDY NODMR

5N DS @ SDM@MS CNABKECBEDM@NM IMGED S@AKD
5GD UHDV @RRNBH@G BRSO @BIK@Q SDM@MS NODMR

5GHR UHDNRDK@XR MN TOC@SDCHNENRKEXRST DMSDQ C@ S @ DRMMHHBMHMF S@AR @MC R@UD
S5D TOC@SDC HMENRQU@SD 4TLL@QX S@A L@X @KRN HMBKTCD BRIQSIGHREROGNS
HMSDFREN *% ODNOKD A@CFDR @MC @BBDRR QHFGSR @&RREIBH@N®C VHS

&CHSGD HMENCHKMENM D@BG S@AERDKDBSDC SDM@MBGME BK
5GDATLL@QXS@A NBEBSDM@MSRDY TOC@SDR

4DSBMF TO @@E@NM@K ODQRN NNIIDXpEDR

5GD1DQRNS@A NEB'CC /DV 1DQRNMJHDV BKBBSR A@RHB ODQRNMMIHNAMEIGIEDSLOKNXDD *% DSB

' NT L@X G@UOEE HMENGNEISN BRRS 'NQ DW@LOKD XNT L@X MDDC SAOINDWCK NE RDBTQHSX BKD@Q@ME
5D DLOKNXDD NAS@HMGD RRGRRIY@MJ B BHS@QXT:RDS TO GMSNM@KORBHR @R HMENRM@S
SDLOK@SDR VGHBG @OCEM@RORNS@A @R EENMQ@KORGHR

.@@BG



HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD 1DQRNMMDK RDSTO

4SDO  $K1BADQRNMMDK
5GD1DNOKDHDY NODMR

4SDO  $KHBIJCCHBNM@K 1DQRNMMDK %@S@
5GD UHDV NODMR

4SDO 5N @CC @QNmPDQSXHBKYIGED "CC ATSSNN o
5GD*MENELOK@SImA NODMR

4SDO  (HUD 6D MDV Qi@DQSX @ M@LD @MCAD@ETIK

4SDO 5N RDS TO @ RSQHMF BGNNRORHEYSN RDKDBN@GDYMHRS NE NOISIR RBfart Sense SN
true

4SDO  *E 6D HMENGQHE@S SN BERRDRTHIR LNQ &S@M @ RHMMIDNE SDWISMRDISne SNrue

4SDO 5N R@UD XNTQ SDLOKHEEI@BHD
5GD RXRSDL @CGR SDLOK@SD @R@Q{X SHDPOMC NERLDQRNS@A

4ADSBMF TO ODQRNM SXODR

:NT B@M BNMgBTIDQRNM SXODR A@RDC NM@NHMSB MDDCR O0MKX ODQRNMR VGNRD ODQRNM SXOD HR
CDRHFM@SDC @R _RTODQUBIRRHAKDEN AD @RRHFMDC @R @ RTODQUHRNQ ENQ @ RODBHgB @BBDRR YNMI

Prerequisites:
/N ODQRNM SXODR DWHRSGDRXRESL

4SDO  $KHBIDQRNMMDK
5GD1DNOKDHDYV NODMR

4SDO  "CC @ MDV ODQRNM ABBHVEG3"CC ATSSNN o
5GHR B@M AD @ SDRS OBRRNKGEBG XNT L@X CDKDSD K@SDQ
5GD1DQRNS@A NODMR

4SDO  &MSDQ @ U@KTDPHEG Type OMODQSX @KNMFNBIBQ GIQDGHR HVMBKIE@N @MC BRJ
4@UD
5GD RXRSDL @CGR SDQRNMGN S@S@A@RGIBDRR HS TRIR&son Type U@KTD XNT
DMSDQ @FE® gQRS ODQRNM SXEDRMRSDL

4SDO  00ODM &D ODQRNMBNQXNT BQI@SDC AX CNTAKBBIMF HEBM@AKD @NEIER1DQRNS@A
5GD1DQRN&@A NODMR

4SDO  $KHBJGD BGDNK) SN SGD QHFGSGIEF8rson Type OQODQSX
5GD 4SQHMF $GNNRDQ VHMCNV NODMR

4SDO  4DKDBSB ODQRNM SXOD XNFHHOLC
5GHR @B% DM@AKDRGSC ATSSNM

)]
HMGD 4SQHMF $GNNRDQ
4SDO  "CC @CEISNM@K DLOKNXDD SXODFB@MC BK

*LONQSMF ODQRNMMDK Gl@ @@ EQEHKD

*LONQSMF ODQRNMMDK C@ISETHRIDRS V@X SN RDS TO ODRENGRHINGR RSNV C@S@A@RD 5GHR
OQBDCTDHLONQSREEC@S@ HESNBODQUHRNERBE@®S@A@RD

Prerequisites:

5GD $47 $NLL@ 4DO@Q@S@KTDR gKES BNMS@HMR ODQRNMMBKNH DRGSR FINEIOHASE TRD 5GD
8 HDF@MC ENQL@S G@R ADMYDECREERSDC @MOERR " SHDF@MC 'NQL@S G@R ADDM RDKDBSDC

.@@BG



1DQRNMMDK RDSTO HOF@Q@ &MSDQOQHRD 4DBREHSM ®WIRSEQ@RHMSDM@MBD (THCD

NOTE: 5GD*LONQS *MERMBBIM NMKX VNQJR @S @ 4TODQUHRNQ RS@S

4SDO

4SDO
4SDO
4SDO
4SDO

4SDO

/@UHF@SDAXRSDL 4DSTO"BBDRR 4DSTO'CCHSNM@K 1DQRNMMDK &MSQX
5GD'"CCHSNM@K 1DQRNMMIBHDWNIPOMR

00ODM SDTenant 3DE $GNNRD@MC RDKOEHSSODM@MS M@LD
00DM SDWiegand Format  3DE $GNNRDQ @MC RKDBEENQL@S
&MSD@BUser PassKey ~@MC BRIGD#QNVRDATSSNM SN gMBDS$47 gKD

5N HMH® SCIZHLONQIHBB@UD

NOTE: 8GDM XNT NODM @M DWONQSDC $47 gK DGDWEEBMTLADERAQK@X HM RGBIDMS
MNS@&SM

5GD HLONQSVBQRR QTMR @R @ INAREDKECHR® KE BQR HE @M)G@ISMC NES OBDRR

5N BNMgQLE P CQS@ @D RSENV C@S@A GBI MEBPRNMMENMKNVDC AXIBBIJHMBNOKD
#@CFDRBBDRR 3HFGBRIC NARDQUEMMBY C@S@

&WONABF ODQRNMMDK Gl@ @@ EQEHKD

&WONBEF @EBNM@K ODQRNMMDK C@S@ SN @ $4GDHIR SRR SDHK@AKD SN HLOBRS WMSDQ@MREQ
C@S@A@RD NQ SN TRD ENGRQIITRENRD &WONQSDOUEHR GDYSDBSDC AR@s Key XNT BR@SD
VGDM XNT DWONEESGKD "S HLONGED R@LD O@RR JIDFTRIE SN RTBBDRREFKON@SODQRNMMDK C@S@

4SDO

4SDO
4SDO
4SDO

/@UHF@SDAXIRSDL 4DSTO"BBDRR 4DST@®MC BBAdditional Personnel Entry
5GD'CCHSNM@K 1DQRNMMIBHIWNIPOOMR

0ODM &DTenant 3DE $GNNRDQ @MC ROKDESME@MS M@LD
00ODM &DWiegand Format 3DE $GNNRDQ @MC ROCKDBEENQL@S
$D @ SEBEBUser Pass Key
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4SDO  &MSDGB M@LD NE3$47 gKD SNBQSD @ WBBEBD&WONQ@FSSNM
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Chapter 11. Intrusion zone management

"M HMSQTRHNM YNMD BNLAFSMORD-ROMRNQR HMSN KNORERK FPQLHMF HREEXCHMF @ CDgMDC RO@BD
YNMD VBSEM @ AHHIKEC " FRTO NE ONHMSR CDgMDR @ RHMFKD HMS QU RBHNWHONHMERNSIDQ

BNMMDBSDC REI@S B@M ADBNLD O@DSRHMEKD HMSQTRHNM YNMD " RHMFKD HMSQTRHNM YNMD RS@STR Ol
@ONRDMSBIBRS@SDGE IBMSQTRHNM YNMD @HYBRGNRDMEBNX @K@QLR FDMDQ@SDGIMBM S

5GD RXRSDLEEDR hDVHSXWGDM HS BNLDR SN @ QLHNR@MEKF HMSQTRHNN MEMBFED LFKOKD YNMDR
EQL @ RHMFKD KNB@® % RHMFEZRQQ NQ JDXO@C L@X AD @RRHFMDC SN ROV GIAGKE QIMINKF EMC
CHR@QLHMF @ RHMFKBELYINWMS-EIXD KNB@R RDUDQ@K CDUHBDR L@X AD @RRHFMDC SN @ RHMFKD YNMD *I
YNMDR L@X AD BNIKSQ AX RBGDCTKDRV@EBEMOTSR @MC AX BNMgF TNHIMPEIHM @VRDQ HMSDQE@BD

(QNTOHMF HMBKTCDR ONHMSECELBNMMDBSDERE@®R 0@QS NE @ RHMFKD HMSQTRHNM YNMD 5GHR KDSR
S5D YNMD SN HMBRT@OOMR ONHM K @GEBS @MCDGSRD @BSNM@K RS@S *M @B8KM SN DWSDAMC

5D HMSQTRHNM YNMD IOGBRREBENR RG@QHMF NE @QLHMF RS@STR @MC YNMD DM@AKDC 'NQ DW@LOKD ¢
BNMS® @ YNNBRS@STR @QLDER@QLDMNIE@ ODDQ RS®ENQ @ 4TODQUHRNG RO@B@M CN FRBDXE S
@RQFQTODC

5GD RXRSDL KNAR@BEHDEQ@PIMF DMEWRK BR@GMNF @MC @K@ @HRWESI HMSQTRHNM Y NNENNMVHEBCC
HMCDODMGDMENFR AX YNMD @ MEDRROMRNQ @MX @K@QLR FDMDQ@SDC ASO@ MBIRRIENNMYSIMD

Devices used to enable and disable intrusion zones

%DODMIMF NNGS QPTHIRDMSR @MC @ U@ HKGVABMENWIQF T QMM GD DM@AKDC GHR@BKDC RS@STR NE @M
HMSQTRHNM YNMD L@X NKBEMIE@FDOMS LDGNCR *E @ RHN&OO) HR @RRHFMDE SX@IMIGIMD HMSQTRHNM
YNMD GDMG@ P@CDQ DM@ AK HREAR BRY®KMDR SN VGHBG HS HR @RRHFMDC

5GD RXRSDLKEIYR XNT SN @ RRNEBI@BICHUHBDR @NBNOBRSYBFHMSQTRHNM YNMDR

Q

$@Q @@CDQ
4L@QS,DX CDUHBD 4L@QS,DX COUHBOORIDXO@C ENQ DMSDQHMF @ 1*/ @ MCHRI@ @RMVME& MC
CHROK@XBMMRS@STR NE HMSQTRHNM YNMDR

4BGDCTKD

a $NMS@BS HMOTS

a "L@MT@ BNMgAYQDS5NC TRHMEISARVRDQ HMSDQE@BD

:NT BNMgFD&D YNMD CDUHBOERMRGHO AX @RRIEFEMEDAHBD SN SNMD NGDSYNMD SGBILSCDUHBD

Q

Q

Intrusion zone status indicators
5GD ADG@UHNQ @RK@ X BNKNQ NE CDRHFM@SB@ S¥@ RE@SECSBTQWIS RS@STR @ MCHIINDQES
HMSQTRHNM YNMD @GHR@®QLDC @QLHARQQLHMF M@HENQ DWHSINEEND 1*/ @MGINS HNEBSMR

"TC HAKD ADDODQRBED BMERS@STR @MCHIDEES HMSQTRHNM YNMD @R@TLDC @QLHMF
CHR@QLHMF @GMNSS@SDR

"TC HAKD ADDODQ O@SSBBI@S BBBERS@STR @MCHODYES HMSQTRHNM YNMD @RE@QULDC @QLHMF
CHR@QLHMF @GMNSS@SDR

;NMD @K@QDR@SDC SNTFOR B@M H@BB RXRSDHMES HMBKIFC

a 0TSOTS SN @K@®X
a &L@HK NH¢8@SM
a %H@KDQ HMSDQE@BD
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Grouping
$QO@VF @ WD @CCR OBN®DDQ @MC RIAM@SD RE@R8 SN @M BMAHRFESQTRHNM YNMD *M RN CNHMF HS
@K@SHEDRNLNSD GNFREAMSQTRHNM YNMDASNDBQUHRNENRE @SDBHEB@K

a 4S@SIMR SN\HQ LTRS AD INHMDC HBDQHKS OENIDDDQ NQ 4TODQSKMRNANEM@ SIK@SMRGHO

a 5GD &MSQX 3D@CDQ @MC &WHS 3D BRORGONRKEINKNE @K BINISD@ CDQR

a :NT B@M NMKX @@CQQR SN HMSQTRHNM YNMDR D@RNMMNBIDQGEN 3@ CI®RRHFMDGRS@S
3D@CDQP@NS UHRHAKD @MC B@MMNSBO BRMFENSDKX KQODC RIMIMR

Using both a schedule and a PIN
*E XNT OK@M SN TRD@NRBGDCTKD @MC @ 1*/

a *EG6D YNMD HR @QLDC TRHMF @ RBOOGTHK@MMR@ QG YNMDNS@QLGED YNMD @F@HANRBGDCTKD
LTRS BG@MFD RS@SIRENIT @MC A@BJ SN @QL

a *EGD YNMD HR @QLDC TRHMF @ RBGDED KINNMDMEREDRR @QLDC DMSDEBIMF@QLR HS @F@HM 5GD
RXRSDL BNTMSR CNVM @F@1B1 RS@®SD RSEDR@_D *63 YNMD HR @QLDC AX @ 1*/ @MC @ RBGDCTKD

BG@MFDR 8B QL RS@ S NMWS G@OODMR

"CCHMF NQ BBMF @M HMSQTRHNM YNMD

5GHR OBDCTRCNBTLDMSR GNV SN @ CCHE @M HMSQTRHNM YDIMS B KRG BNNKEIHBGHR HRESgQRS RSDO
HM RDBPB& TO @ AFHKRHMSQTRHNM YNMD

Prerequisites:
:NT @BNMMDBSDCGENRBLNSD GNRS BNNKTI)) REES

4SDO  $KHBSINMIKDQ 4DSTOMSQTRHNM 4DSM3QTRHNM ;NMDR
SGD*MSQTRHNM ;NMHIR/ NODMR

4SDO %N NMD NBEB EKKVHMF
a 5N @CC @M HMSQTRHNMBMNBID"' BB ATSSNM

o

a 5N DGIS @M DMMIRENMD CNTAKBXESBD YNMD HBMDS@AKD NQ RIEKDBSND HBJIGD
)XODGHMJ ATSSNM
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@MC BRIGD*MSQTRHNM ;E@B
5GD"'CC /DV *MSQTRHNM ;NN DES UHDV NODMR

4SDO  $Q@@SD NQH3CGDDisplay Name ENQGED YNMD

4SDO  6RD &D 3DE $GNNRDQ SN RIIHDBERSNL RBGDCTKD XNGFIHIL BWRne Schedule OQODQSX
NTL@X TRD @ RBGDCTKD SN @BEM@CL @ RXRSDG@MRMKX @ QLHMRIMQLHMFERS NQ HM
BNMITMBSM VB JDXO@C 5GD K@RS NMD SNHRQION@KIMR

4SDO  %DgMD ®me Delay @M®&V/arning Time
5GD HLD CDK@KNMR ODQRNMMDK SNIDVRHCS@ESDQ @QLHME @R@MKOK@QL CDK@X ENQ
CHR@MFE YNMD VGDM DMSDQHMF HS

:NT BNMgFDEDRDHADR HKBB 4TODQUHRNQ HMSQTRHNM YNMD 5GD RXIRRDINYNREDR S
@LNSD GNRS BNNKHI) HMSQTRHNM YNMD HM ITRS @ EDV RORBIESR\MNEDRR@QX

4SDO  &M@AKD NMD DRE@KIDE)DIGEIMTODQUHRNQ HMSQTRHNM YNMD
*MSQTRHNM YNMDR B@M DLOKBIRIOD QEBICKR NE @K@ QHNRBERREHR ED @SMNOMMKMEX TO SN
S5QD ODNOKD HE @K@QLR FN TM@BJIMNNHIZRR BIKRN TRBFSED @SMFHUD @M NODQ@SNQ @
BG@MBD SN @BIJMNVKDCFD @MC BKD@Q @M EBX QM ABERREISD LNMHSNQHMF BNLO@MX

4SDO  %DgMD KEDQ CQDGEBHR @VMBEKSDA@UBTSSNM @PSNO NEB UHDV
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5GD RXRSDLE@SDR NQ TOC@SHRVESQTRHNMDYBNEHYGD C@S@A@ ROINENB @ KHRE® SGD
0(.(9( 5;,9790:, #,*<90;@ ",-,9 ,5*, CNBTLDMS DWOK@HMR D@BG HMSQNRBIPEX NMD OQ

*MSQTRHNM ONHMSR
5GD ONHMSR XNT B@M @RRHFM SN HMSQHISEINDIAGIIOR@VC CNNQ LNCTKDR

Point Description

#@RD 3D@CDQ 5GDRD @HFHS@K HME@SRER @ OODC SMEDQMS CNNQR VGHBG GBUMBBDRR A@RDEINMESCFD H@8X
.NCTKD %H %H

#@RD 3D@CDQ *E 6D CNNQ G@R @MIOPWBISSCDUHBD 5GHRKBYR XINT SN CDRHFIG@ 8BDGDQUHRDC HM@S S8 TRDCENQ §
.NCTKD %NNQ &WHBPTDRS SN DWHS RDMRNQ
3DPTDRS

#@RD 3D@CDQ  *E 6D CNNQ G@R @ RDMRNQ CDUHBDHTRERB\EN CHRHFIGE STGDQUHRDC HM@E S8 TRDCENQMNQ RDMRNQ
NCTKD %NNQ 4ADMRNQ HR L@HMKX TRDC SN RODBHEX CNNQ HR -NBJDC NQ 6MKNBJDC
4DMRNQ

*MSQTRHAININTS&WH @K@QL DUMMBSNBBTQRBIHESQTRHNM YNMD HR @ QDDIN®OIBBMRNQ BG@MFDR SN SQTD @ESDQ @BBDRR HR
FQ@MSDC @DO-B1SQTRHNM YNMDHEGMN.D C ADERD BNTMSCNVM DRNFOBGD DWSDMRHNM LTRESDME@R @M
&MSQX INHM&DBEYSIMD HRR@QLDC ADESRDQ BNTMSCNVM DIWOBQ BNTMSCNVM DMCR@M@S@QL HR HMGHAHSDC
5GHRKBK/R ENQ @ MMHANBREBESSH YNMD HR @QLDC

"CCHMF ONHMSR SN @M HMSQTRHNM YNMD
"MX ONHMS SN AD LNNISRIQ O@QS NE @M HMSQTRHNM YNMD LTRG BB MSITTIREHSN Y NMD
Prerequisites:

5GD HMSQTRHNM DBNPHYGD KNB@KHRE@SWHRERATRHMEDB VDA 6* BNMMDBSDCGSENENSD GNRS
RS@8M

4SDO /@UHF@SDEIWMIKDQ 4DSTOMSQTRHNM 4DSM3QTRHNM ;NMDR
5GD*MSQTRHNM ;NMDV NODMR

4SDO  %NTAKDBBIGD YNMD SN VGHBG XN® @IMFGD ONHMS
5GD DES UHDV EBIYNMD NODMR

4SDO  $KHBIGDINHMS®@A @MBEBKSD "RRHFM .NCD ATSSI 5
5GD6M@RRHFMIEZMD NODMRG\VEISB KRS NE @U@HK@AKD ONHMSR

4SDO  4DKDBS NMD NQLOHMSR SN @RRHRNBGBIC'RRHFM ATSS ¢ |
5GD @RRHFMDC ONHMSR LGI'D\AXS' RRHFM L@ MD

4SDO 5N CDK@EZ@K@QL NM @ ONHMSNBRRSDL @QLR RDEDBNEMS @MBIED &EIS &MSQX
INHMS ATSSNM

4SDO 5N B@TRDBB @K@QL NM @ ONHMS SN AD @KV @FOINIBRMELED QL MR@QL RS@SD RBBDBS S
ONHMS @MBBEBD &EIS "KV@XR "QLDC ATSSNM

4SDO  &WSDMGIB YNMD SN HMBRI@OORRGIE) ONHMSFON@ XB@S @TMCDGD RSENM
4SDO 5N BNLOKDSD @G ONHMSREHONHMSQTRHNM YHBIDBIO

"RRHFMHMFCATODQUHRNG@IREB@ S

5N HCDMBXG® 4TODQUHRNENRS @S VGHBG BLNSD GNRS BNWKER ADKNMFR HMU KGR ERIFQD *M
@CEISNM SN DWSDIFGD HMSQTRHNM YNMDIOGERHB@EMEGD YNMD AX @I RSESIR RORED @QLHMF
RS@STR @MC YNMD DM@AKDCRGEHRSHSHBDY NMDNT B@M UHDV NQ BKMBINRRS@STR @QLDC NQ
CHR@QLDMIE@ ODDQ RSIBENQ @ 4TODQUHRNG REESSIESVIRIERMNTODC

Prerequisites:
:NT @TRHMEB VDA 6* HMEB QLNSD GNRS RE®E

4SDO  'QONL SGD L@HM LDMTHBEBENMSIKDQ 4DSTOMSQTRHNM 4DSM3QTRHNM ;N@DMRE CNTAKBRK
@M DVWHHRSHMSQTRHNM YNMD
5GD*MSQTRHNM YHDY NODMR 5GD M@LGINBHDWRDBSKES M@LD NGB YNMD
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4SDO  $KHIBIGD(QNTOHMF@A @MEMBKSD "RRHFM .NCD ATSSI 5
5GD6M@RRHFMEEMD NODMRSVEERS NE @QU@HK@ANKIRRS@S

4SDO  4DKDBSB 4TODQUHRNG RS @IS @ RRHEBDINEO @MOHKIGDAssign  ATSSNN ¢

5GD RXRSDL @RRHHMRSENM SEB HMSQTRHNM YWMD $6D 4TODQUHRNENREMISMRSE 3
NQHFHM@K HMSQTRHNM Y NMEIRSNNHSRMSOWIRHNM YNMDR

4SDO  $NMMDBS SBIB4TODQUHRNENRB@IST ITRS @CCDC

4SDO 5N UHDV HSR HMSQTRHNNOMDFORIQSGD L@HM LDMHBBXRSDL 4DSTO*MSQTRHNM 4DSTO
*MSQTRHNM ;N@DRE CNTAKEBRKNMGS® DWHRE HMSQTRHNM YNMD
SGD*MSQTRHNM ;NMHIR/ NODMR

4SDO  %NTAKDBBIGD HMSQTRHNM YNMD
5GD RQLNSD GNRSAMSQTRHNM YNMD RS@ STROBBX\HRAEBIKD DQUHRNERRE@BSQTRHNM YNMD

"RRHFMHMF @ 4TODQUHRIN ROTEBIR BNMD RS@STR SN RGDBEBN@RIC TOC@SDR SN NBBTQ
VHSNTSIDKB@SM

%N MNS TROBD@CDE@A NM @ 4TODQUHRNYMRS@S

%DKBBIF @M HMSQTRHNMILY iGVRSHEHISM

8GDM XNT CDKDSD @M HMSQTRHNMYNMESES VGHBG NRERC VBNSDQ REF@BIRBES G@UD SVN V@X
BNLLTMHB@SMGD RXRSDL CDKDSDRISISQTRHNM KINMIKERTODC RIMBIR *E XDTNUD SD RSIENVIEQ
S5D FRTO gQRS @D CDKDSD $IMSQTRHNM @EMRXSSDL NMKX CDKEISBRISDNEGEGD KNB@KHRE® SM
S5HR B@RD SN COBDSDISQTRHNM XNMBEQRSDQ RSE@BIR HADFRTO QPTHR @ RDO@Q@SD L@NBD&RR 0Q
NM D@BG RB@'S

4SDO /@QUHF@SD*BI$QTRHNM 4DSM3QTRHNM ;NMDR
4SDO  4DKDBSB HMSQTRHNM YNMBBIGITBRKDSD ATSS g M
3DLNUHMF @ RB@EEQ@M HMSQTRHNM YNMD
5N TM FRTO @ R&®B XNDINUD HSR @RRHFMLDMS SIS

4SDO  /@UHF@SD*BI$QTRHNM 4DSMIQTRHNM ;N@DR CNTAKBBKSD YNMIE®'S BNMS @HMESESV]
SN QLNUD
5GD DES UHDV EBIMSQTRHNM YNMD NODMR

4SDO  $KHBIGD(QNTOHME@A
5GD KRS NE RBEIR \BH®RRHFMLDMSBSRE O NODMR

4SDO  4DKDBSB RSEMNM VB &D FRTO @RRHFMLDMBINQ @MOHBKIGD 6M@RRHFM ATS g {M
5GD RXRSDDINUDRGD RSHENM RQSGD FRTO

SNTHMF HMSQTRHNM YNMD @&Q@ @TLBBNIHRNQ
5GHR §BDCTMBNMgFD®R SD RXRSDL SN RDMC HMSQTRHNM YNMOEO@KADRBHRNE RS @S

Prerequisites:
:NT G@UDEB@SDGB HMSQTRHNM Y XBOBNMEKODQ REENS

4SDO  *M 6D BNMSKDQ REES BESNMICKDQ 4DSTOMSQTRHNM 4DSM3QTRHNM ;NOIDRAKD BEJ
35D YNMD HEKIGDINHMS®A @MEBKSD "RRHFM .NCD ATSSI 5
5GD6M@RRHFMIEZPMBIRSR B @U@HK@AKD ONHMSR

4SDO  "CC SGD ONHMSREMBSIMEIKDQ REES ENEDSHMSQTRHNM YNMD

4SDO  $KHBIGD(QNTOHME@A @MBRKSD "RRHFM .NCD ATSSI 5
5GD6M@RRHFMIIEMBIRSR B @U@HK@AKD 4TODHNMRRIQ RS@S

4SDO  4DKDBSB 4TODQUHRNE WS BECE6M @ RRHFNIEEMD HEKIGD "RRHFM ATSS ¢ | @MC BRJ
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4@UD

4SDO  $KIBJGD3DBHOHDBIER @MBBKSD "RRHFM .NCD ATSSI 5
5GD6M@RRHFMIEIMBIRSR B @U@HK @AKCDBH@HRMER

4SDO  4DKDBSB 4TODQUHRNGIE@KS@ QBQOHDMEBBED "RRHFM ATSS | @MC BRA@UD

4SDO  $NMMDBS SBIB4TODQUHRNE WS @BAXRSDL 4DSTO3DLNSD %DUHBDRS@HM .@M@Fa®C
BKBJGD 3DGIB@SD ATSSNM
:NT B@M MNV UHGN BMSQTRHNM YBORHROCHUHRNQ & R¥EBKDLNSD BNMEKDQ REEIS

4SDO  *M 6D 4TODQUHRNEWRE @BAXRSDL 4DSTO*MSQTRHNM 4DSM3IQTRHNM ;NBIBRIGD "CC
ATSSNN ¢ | BKBJGD3DBHOHDBEGR @MEMBISD "RRHFM .NCD ATSSI 5
5GD6M@RRHFMIIZMD NODMRS\EBIB KRS NE @U@HK@ARB UKD EISR

4SDO  4DKDBS&B $NMRNKD 3DBHOHDM® Q@B AKIBROHDMBBED "RRHFM ATSS o | @MC BRJ
4@UD

3DOKB@BIFGD HMSQTRHNM WWMBBE@TODQUHRNQ

5GHR §BDCTHDMRDR S @S5® HMSQTRHNM YNMD HR UHGN @RBD@SEBNEIRS @R NEBR HBDRLNSD
GNRS BNMEQQ REE@S

Prerequisites:
6RHMFGD VDA 6* XNT @ BNMMDBSDCGED 4T ODQUHRNERAE@S

4SDO  'ONL SGD L@HM LDMHB#XRSDL 4DSTO3DLNSD %DUHBDRS @M .@M@FDQ
5GD4S@HNM .@M@RIMDY NODMR

4SDO  $KHBJGD +NHM ATSSNM

"ESDQ BNMgFTQHNBERK) SXODRGB$NLLHSATSSNM HR @U@HK@AKD ENGENLOKMSEEDRR
*E 3DGIBEASM HRRIQAKDC @ VHMENUERIXNT SN DM@AKD @ NDOKBESEM

4SDO 5N DM@AKIDDBEB@&®SM BBJIGDO,

4SDO 5N RS@Q@HROHBE&@SM INA HEKI 3DEBIR@SD

OMBD S§D QOKB@ESM INA RS@QSRF@RIA@Q L@QJIR INR@RR TMEED QOKB@SM INA
BNLOKDSDR RTBBIREQE @HKR HBRBBIC SOFM@K INA RS@STR VHMCNV

ADSBMF TO HMSQTRHNM @ [GDITROBRIEHRNGIRB@S
5GHR §BDCTIMBNMgF DR SD BNMRNRBIQOHDMS ENQ HMSQTRHNM @K@QLR

Prerequisites:
6RHMFGD VDA 6* XNT @ @NMMDBSDCGEDN £ ODQUHRNER3E@S

4SDO  'QNL SGD L@HM LDMTHBBXRSDL 4DSTO*MSQTRHNM 4DSM3QTRHNM ;NSIWRAKD BRIGD
HMSQTRHNM YNMD M@DLB@MKD @NEIER3DBHOHDBIER

4SDO 5N HROK@R @ U@HK@AKD @K@ QHBE@ERRBRIBK .NCD ATSSI 5
4SDO  4DKDBS&B DBHOHDMS

.@@BG



HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD *MSQTRHNM YNMD L@M@FDLDMS

4SDO 4DKDBSB RBHOHDM&B6ME) RRHFMEEMD @MEBBIBD "RRHFM ATSS| ¢ |
4SDO 5N @RRHRDHBHOHDMIBBOUD

SNMEHFTQHMF HMSQTRHNM YNMD @K@ QL FGCENA@IDDERIR N S

5GHR 8BDCTIMDWOK@HMR GNV SN EN@YFRRISQTRHNM YNMINSM @RS BNMKED RE@S HMSQTRHNM @K@QLR
@00D@QGIMISODQUHRIEH@ QL BNMRNKD

Prerequisites:
5GD RQLNSD GNRS BNNKEI) HR HKIRS @K T @BNMMDBSDC SN HERRSD SMSQTRHNM YD@DXAMGHRSR

4SDO 5N @RRHRDBKDU@MS 4TODQUHRSGDE@HM LDMTHBENMSIIKDQ 4DSTOMSQTRHNM 4DSTO
*MSQTRHNM ;NBIWRAKD BEJ @M DWMREMSQTRHNM MBUBDEMN TOHME@A BRJ "RRHFM .NCD
5/ RDKDBSIZ6M@RRHFMDC 4TODQUHRNQ@B@BK'RRHF| &

4SDO 5N QITSD HMSQTRHNM YNMD @B@RAIGDENSBNBIGD3DBHOHDEBER BRJ "RRHFM .NCI 5
RDKDBS @M TM@RRHFMDC 4 THHOHIRND @BC BRRHF| o

4SDO  $KHBA@UD

4SDO  3DOKB@SNIEEGD 4TODQUHRNQ
5GD 4TODQUHRNEREB®M UHDV @ KR GER EIRNSD HMSQTRHNM YNMD

4SDO  *M 4TODQUHBKBAXRSDL 4DSTO*MSQTRHNM ;NMDAKD BEIGD HMSQTRHNM Y BOCSEARD
BKBJGD3DBHOHDBIER @MC @RRBABNSIRNEBIQOHDMS BQO S GBI AKIBAOHDMS

4DSBMF TO @ RBGDCTKD SN @ (MHR@QC @M HMSQTRHNM YNMD
"NOSHNM@K RBGDCTKD @RRNEHIRMBISGIERHNM YNMD B@NHB@RI@®K BMSQTRHNM YNMBE@KTSNL@S

Prerequisites:
'NQ @ BNLO@MX VHCD BNM$fFNN) @ETRIRHMEDB VDA 6* HNEB 4TODQUHRNERE @SDQVHRD XND @Q
TRHMEBS VDA 6* HNGB BNMSIKDQ REES

4SDO 5N ADFHM HEKBNMSIKDQ 4XRSDL 4DSTABGDCTKDR
S5GD4ABGDCTKDRDY NODMR

4SDO 5N BQ@SD @ MDV RBGDCHBISBKCC ATSSNN @
5GD"CC @ MDV 4BGDCTKIMCNYV NODMR

4SDO  $GNNR[Zustom @MC BRDJI
5GD$GNNRD @ 6R@FZHMCNV NODMR

4SDO  $KHBJGD BGDNIQ SNGD QHFGSUs&le RDKDBBusion @MC BRJGD "RRHFM ATSS| | @MC
BKBODJ
5GD 4BGDCTKD UHDV NODMR

4SDO /@LD SGD RBGDCTKD ENQ DWENSTKIRHNM YNMD

4SDO  $NMgFTQ SDDefault output RNG@®Bie "QLDC @MCfalse %HR@QLDC

4SDO OM SGDABGDCTKB@A RDS T&DRBGDCTKD&RRESH YNMD HIR@QLDC CTQHMF VDDJC@XR
4SDO 5N R@UD XNTQ BG@ MBRGRID

4SDO  &WONQSEBERBGDCTHI BED 4ATODQUHRNQIBRINSD GNRS BNNKEIY) REES

4SDO  "RRHFMGEH RBGDCTKDGDMSQTRHNM YNGDR DO UHRNQGEDINIL ISSD GNRS BNNKED

.@@BG



*MSQTRHNM YNMD L@M@FDLDMS HOF@Q@ &MSDQOQHRD 4DBREHSM ®WIRSEQ@RHMSDM@MBD (THCD

"RRHFMHMFDSRBGDCTKD GN BMSQTRHNM YNMD

'NQ @ BNLO@MX VHCD RXRSDL XNT @RRBERIGTKDEN ISMSQTRHNM YNMG S ANSDQUHRNQEMC S
@LNSD GNRS BNWKED

Prerequisites:
:NT @GRVNQJIHMF 8D STODQUHRNE RS @SN/DC AX VNQIHMFSBNRENSD BNMEKDQ REEE 5GD HMSQTRHNM
YNMD @KICX DWHRSR

4SDO 5N ADFHM HBDSITODQUHRNENRB@BAXRSDL 4DSTO*MSQTRHNM 4DSM3IQTRHNM ;NMDR
4SDO 5N RDKDBSEHMSQTRHNM YNMD GHEAEDYBHID GNEIBRFMSQTRHNM ;E@B

4SDO  $KHBJIGD BGDNK) MDWS &&ne Schedule OQODQSX RDKGBRBGDCTKD XNEERDNEGGD
3DE $GNNRO@QMC BRD,
5GD M@LD NE3ZRBGDCTKD @OOD @R\ Gedule OQODQSX

Result
8GDM &D RBGDCTKD SGIBMRIBBE SGD RXRSDL @QGR SNMD @MC ODQENQLR @MX @RRNBHESDC @BS

4DSBMF TO @M HMSQTRHNM 1*/

NTL@X TRD @ 1*/ 1DQRNM@KISZOMISADQ SN @QL @@L @M HMSQTRHNM YNMD "M @RRNBH@SDC RBGD
L@X CDSDQLHMD V@&IMLS HR UKRK

Prerequisites:
6RHMFGD VDA 6* XNT @ BNMMDBSDCGEDN £ ODQUHRNERE@S

'NQ @ RS@MC@KNMD BNINATRGFBSD @M HMSQTRHNM 1* HM NKDQ BE@BYNQ @ BNLO@MX VHCD
BNMgFTQ@®81 XNT RGNTKC RDS TO HMSQTRHBIVATTDIQUISRNERS @S

4SDO  $KHBAXRSDL 4DSTO*MSQTRHNM 4DSM3QTRHNM 1*/R
4SDO 5N @CC @ 1*/ BRJI"CC | g

4SDO &MSDQ @ M@LDENQE
5GHR M@LD LHFGS HEBBESHMSQTRHNM YNMD

4SDO  &MSD@B RBGDCTKD @MC HB@AMDSDM@MS

4SDO 'HM@KX DMSEDPSI*/ @MC BRI@UD

4SDO  *E XNT MDDC ISAOKD 1*/RDQD@6BRD RSDOR ENQ D@BG 1*/
4SDO 5N BNLOKDSBIS BNMgFTGI®E BERA@UD

"RRHFMHMF @ 1*/ SN @M HMSQTRHNM YNMD
:NT BQ@SD @M HMSQTRHNM YNEID 4TODOSHRNERS@81C @ RRHFGIHENAMSRDQ REES

Prerequisites:
:NT @GRTRHMEB VDA 6* HN6B 4TODQUHRNENRE@SD 1Y/ @MC HMSQTRHNM YNMD DWHRS

4SDO 5N ADFHM HEBB#3XRSDL 4DSTO*MSQTRHNM 4DSMSQTRHNM ;NEIDRAR BKBJ @M HMSQTRHNM YNMD
@MC BRIGD*MSQTRHNM S@MR
5GDintrusion Pins S@A NODMR

4SDO 5N UHDVGD @U@HK@AKDHBRSBKRRHFM .NCD ATSSI 5
4SDO  4DKDBS @M TM@RRHFMDC HBA@®IC'BRHFM ATSS| ¢ |
4SDO  "RRHFME® %HROK@X ,DXO@BDINSSD GNRS BNMNKRIR'HMSQTRHNM YNMD

.@@BG



HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD *MSQTRHNM YNMD L@M@FDLDMS

1TRG ATSSNM ENQ @ QLHMAR@EMII. BMF
‘NT L@X @QL @MR@QL @M HMSQTRHNIG ENBIOE@RHMOTS RTBG @R@TSSNM

5GD OTRG ATSSNM HMOTS CDUHBD RGNTKC AD L& X@EBSHMF 5GD RXRSDLGENFRKDRRS @STR
DUDQXED HS @B® SO @RRNBH@SDC HMOTS 5GD HWS\KEISDK@X EHNBREYGDM XNTHRIBESD
S5D ATSSNM @MR@QLEESYNMD *GLEYNMD HR MNS BOBT®RVHWUNS @QL SGER MN EB@BJI SNES TRDQ
VHE &HR LIENC TMKDRR XNT HMBR&EBKM @ KCM@

/HOF@GIIrBG EROK@X

5GD LNAHKB@F@GEIBG BROK@X KNBJR GIVARERDQ SN @ RODBHgB 63- @MC RDQUDR @R @M HMSQTRHNM®
@QLHMF @B @ QLHMF JDXO@IMEBBEERA SD GO @SM @ TSNHEE®KKNFR Bl HIROK@X SN @\NBNMEQ
RS@8SM 5GHR RDBBRDSR T8@F @ G BG BEROK@>GVEBIOMS BBGERQSD @MC BNMMDBSR HNBND@ BNMSQ
RS@SM 5GHROK@X QGMRVECRHC NODR@ISRXRSDL

4S@MCERNNKR @MCHRIBE@SD GDISH @SM RTOONEIS GROK@XT VHKMDDC @ RDO @ BR@X IBEEEBSD
CHROK@X TRDQ @MC M@U gkD ENQREBENNMEGF@Q@ HMBKTCDR @ R@LOKD 1W& @DWNMBBY

JDXO@C CDEGROQ @MEMHMIREDIAHRSQHHNIS gKD 5GD 1W gKD HR @KRN @G HK@NKODEBEE S

4TODQUHRNOHRS@S

NOTE: "RRHFMHMF @ TROyBRAIEPPHIR SDONW4DQUHBIME DA4DQUHEDRRS@Q$ @UNHERQTMEF C@HKX
NODQ@MMR BNMJBT@MDH@F@G@ BG BROK@X @ESDQ GNTQR

'‘HKDR

SNMgFTQHMEEH@F@ GBI BG EROK@X HMUNKUDR RDUDQ@K gKDR MBI 2@ BB BDQRPBSBIER VGDRNT
VHKR@UBORD gKDR BI®S XNT B@M D@RHBIGMELSA XNT MDDEDE

:NT B@M M@LD XNTQ ¢HEDR)I®X EQ SGD M@LDR TRDCGHRS@AKD 5GDRD M@IBR@@R DW@LOKDR HM
S5DRD BNMgFTIMMVBEIBDCTIR

File Wher e stor ed Comments
$DQBgB@SD ODIBRDQ GNLIC:/Users/<User 5GHR gKDR/BRHCD W $RDQ ,DX 4INREGD DLNSD BNMEKDQ REES
gkD Name>/<Software 5GD RQLNSD BNME&DQ HFDSB#OMS HBWRHBMS RDQDR@GRMRGHO

version>/tridium/
certManagement

$DQBgB@SD ODIC:\certs 5GHR O@BGNTKC AD RGNQS ADB@TRD XNT DMSDQ HS VGDM TRHMF pODM44- SN
gKD VIBSIDX @MC BNMUDQS @ ODLHRJB@SD gkDSN @ O gKD
O gKD

5GHR BBIQB@SD HRHMIRS ENBDSEHROK@X VGHBB RRQUDQ
HMGHRBBMS RDQDR@RJYMRGHO

1W O@FD AS@HM 'HKDRMGED BNMSKDQ RE@EE SGHR O@FINUKCDR @ R@LOKD HMSQTRHNM JDXO@CGN @RTH@Q NM S

#DENDXNT TROGD 'HKD $NOHDHKTR SN BNGKR gKD &§DS
BNMSIKDQ REER"HKDR ENKCD®HS NM XNTQ 1$ HM BNWB@S
@S HR D@RX SN gMC

/@U gKD 4S@8M 'HKDRMGED BNMSKDQ REE@ 5GHR gKDISHED GIROK@X SN NGDMISRBQM JDXO@C VGDM RNLDNMD KNFR
HM

1@OPTHRHSDR

5N HMRR@HIC BNMJFED/H@F@GITBG BROK@X XNTQ BNMRVQ@S GORD OQPTHRHSDR
a 60SN@ (#64# SGTLA CQHUD

a 60 SN @M (#.HBR4% B@Q

5GDRD BNLONMDMSR LTRS MNS DRIEFRIDRISYDR

.@@BG



*MSQTRHNM YNMD L@M@FDLDMS HOF@Q@ &MSDQOQHRD 4DBREHSM ®WIRSEQ@RHMSDM@MBD (THCD

$DQBEHB@SD @BONEBEEM RDSTO

$@EVF @ MC DWIOMESD B¥DMS BEBSB@SD

" BDQHgB@SD GDINB @ SR EIROK @ XGINFESHENMERD S L@M@KEIREDUHBNT. MDDC @ RDO@ Q @HRJB B3RS
ENQ D@BEROK@X

Prerequisites:
:NT @QVNQIHMFSHNQJIADMEBBIMMDBSDC GN RSHNVICER S L@M@ FREIREROK@X CDUHBD

4SDO 5N BQ@SD @BMS BBGER@SD DWOKMYGE 4DQUHBDERK@SENQLADQUEHNBIDNKD BEJ
$DQS.@M@FDQADIMBBRIDV

5GD(DMDQ@SD BBKFMDC $BIgB@SBEMCNV NODMR

4SDO  &MSDQ U@KTDR ENQ @S RIIPREE ORODGHR
a Alas OQUHCDB3BDA§B@SD M@LD &MSDQ HS @R _BDQBPHHBERHRLE Q

a Common NameRGNTKC L@SB0G SIROK@X TRDQ X\RDSKO EHEDRIHB @ SD GDNGB @SM
a Organization HR XNTQ BNLO@MX

a Country Code HRGE SVNBG@Q@BSDQ *40 $0%& XNT B@ Mayivitty€d8e.org
4SDO  4DKDB3ient ENQertificate Usage @MC BRD,

.@@BG



HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD *MSQTRHNM YNMD L@M@FDLDMS

5GD BDE§B@SD @OOD@DBRIMSDX 4SRQ

5GD MDWS RSDO DWGR@ERISB@SD RI@S XNT B@M @RRNBH@SD EIRITAX TRDQ XNT ITRS
BQ@SDC

4SDO 5N DWON@EBDRSB@SD RDKDB&BSRINDSDX 4SR@ MC BREWONQS
5GD BDE§B@SD gKD HR KNB@ $SDUSHIKY <<your user>

Version> >\tridium\certManagement VGDQ
a <<youruser> >HRXNTQ TRDQ M@LD

a <<Niagara Version> > HRE ENKCBES BNMS @EHIMRAE-@ G®ESVIQ
5GD$DQBgB@SD &WUNRISNV NODMR

>\ <<Niagara

%N MNS DWONEHRBEPQB@SDEFHSR OQHU@SD JDX

4SDO 5N BNMSVITD 1BBD, RSNR$D BDRSB@BREM gKD VGIXXNT B@M gMC HS K@SBRB@MM@BE®HM
SN BKNRBI¥DQBHgB@SD &WUNPENYV
Next steps

5GD MDWS RSDO RDSR TO RHMFKD GERI8GIMMIBIEBSM4DQUHBD

.@@BG



*MSQTRHNM YNMD L@M@FDLDMS HOF@Q@ &MSDQOQHRD 4DBREHSM ®WIRSEQ@RHMSDM@MBD (THCD

4DSBMF TO @IBVIEB@R8M

$KHDMS @DMBESM UDQHEIRS@ JDXO@C TRDGMBHYDE SN BNMMOHES RBBBT QHSX RXRSDL 5GHR TRDQ HR MI
@ ODQRNMGD@ $I3MRDMSBEH@F@GKIBG EROK@X

Prerequisites:

'NT @VNQIHMFHNQJADMEBBIMMDBSDC GN RSHNMEER S LOM@FEIREROK@X CDUHBD S&IMRG@R @M
"TSGDMBESM4DQUHBGHND®UHBDR ENKCDQ

4SDO &WO@MNMgF 4DQUHBDR SGDMBBE&SM4DQUHBISGDMEBB@&SMABGDLDR
#X CDE@ISHR REES BNLDR GHEVIBKHDMS$DQSZABGDLD

4SDO  *E XNT MDDC @ RDBNMC RBGDLDGEBRPMS$DQSETRAKDSSD @MC GR@F S
$KHDMS$DQSZABGDLMBNLONMDMNEGGD O@KDSSHESN' SGDMB@&ESM 4BGDLIRICD TMCDQ
LD TSGDMBESM4DQUHBD

4SDO  %NTAKD IBB2A40 $SNMgFTQ@BIMSGHR BNLONMDMS HID@®ED KDUDR SBDMIBESM 4BGDLDR
TMCD@G®'TSGDMBESM4DQUHBD

.@@BG



HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD *MSQTRHNM YNMD L@M@FDLDMS

5GD 440 $NMgFTQ@IS® 1QNODQSX 4GDIHMR

4SDO  4DSAuto Attempt Single Sign-On SNrue  BNMgQLG@MBnore Auto SSO if User Cookie
Present HR RDSfalse @MCBB3@UD

Next steps
5GD MDWS RSDO @RRNBB @8DRQSDCHRBEE DV IED CHIROK@X TRDQ

4DSBMF TO @HROK@X TRDQ

5GHR RXRSDL TROQRDMSEEH@F@GEBG EROK@X VGHBGINRE@NMSC SN BNMMIES BSd8V @MC

RGNTKC AD BNMGRTQHS &D LNRSIRSQHBENED @MC ODQLHRRHNMR ONRRHEIT BOBRASDEISR TRDQ
@MC @RRHENRTHMEB@SM BHYB@SD XNT@SDC SBHR TRDT VHKMDDC @ RDO@Q@SD TRDQ ENQ D@BG
CHROK@X

Prerequisites:
:NT @VNQIHMFSHNQJIADMEBBIMMDBSDC GN BSHNMVEERD S L@M@ FEIRIAMSQTRHNM YNMDR

4SDO  &WO@MNMgF 4DQUHBBRIC CNTAKBEKSD6RDQ4DQUHBD
5GD6RDQ .@M@FRQDMR

4SDO 5N BQ@S[EH TRDQ ESQ 8KODMS BBEER® SD XND@SQDCHEIDY RDKDBSISMTLADQ NE TRDQR SN
BOQ@SD @M4BHEK

.@@BG



*MSQTRHNM YNMD L@M@FDLDMS HOF@Q@ &MSDQOQHRD 4DBREHSM ®WIRSEQ@RHMSDM@MBD (THCD

5GD/IDV UHDV NODMR

4SDO &MSDQ U@KTDR ENQ @SRD@RDGDR
a NameB@M AGBCommon NameXNT TRDC ENGDBDAFB@SD
a Roles ENQ MNV @RR&BMIBIn QNKD NT VHKBG@MEEHR K@ SDGLBNNR SR SQHBBENB D

a 6MCDQ@uto Logoff Settings (LNUD 6D BGDBJ L@QJ SN REx#g8BIFEN@uto Logoff
Enabled
a Authentication Scheme RDS SHlientCertAuthScheme

4SDO 5N @BBDUSIsBG@MFDR @MC GBTRDRKIBD,

.@@BG



HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD *MSQTRHNM YNMD L@M@FDLDMS

5GD RNES\D@®KDQSR XN@SH BOCDMEBDKR ENDTRDQ MDDC SN AD TOC@SDC

4SDO 5N @RRHBDSBDESB@SD SNS TRNQDMGD TRDQ @F@HM AX CNIBKDERD Q4DQUHREIXDBSS
TRDQ XNT ITRB@SDC @ MBRICHS
5GD&CHSHMCNV NODMR

4SDO  4BQK CNVM SNSGDMIB@SB®C TMCSMDBgB@FKBSGNNRD 'HKD

.@@BG



*MSQTRHNM YNMD L@M@FDLDMS HOF@Q@ &MSDQOQHRD 4DBREHSM ®WIRSEQ@RHMSDM@MBD (THCD

" 'HKD $GNNRIDPMCNV NODMR

4SDO /@UHF@SD 6N 8#DMS BBEER® SD XNO@QDC @MC SN @RRHIMRIFB@SD SNIB TRBQKDBSLS
BDQ®B@SD @MBIBBOM
*E XNT TRDGIS CDE@HKNB@B/! CNTAKBERBRDQ )NLDPDQS.@M@FDLDMS
5GD RXRSDL @CUHRDR ESFEINW4DQUHBIME DA4DQUHBDDC SIRS@QS

4SDO 5N R@UBB BG@MFD XNT ITRS L@{HD,BK
Next steps
/DWS ENB@F@Q@ @MC DE@QEBENT DWONGRR@LD BBIQB@SD AGHRHED VHBEHSR OQHU@SD JDX 5GBM ENQ @}

UDQRHNMR XNT GICBCRI§B@SD SB RDQUDQ RNBIDERS"'MBGNASBNT VHKRSTQM SBHR TRDQ SN BNEIgFTQ
LNQD ORODG®R K@SDQ

&WONRKBFGD BDEEHB@SD YK OQHU@ SB@B&Q@

*E XNT @ QRHMA@F@Q@ XNT L@X DWONGS GIROK @ X IBIEBSDEHSR OQHU@SD JDXNEGHRBIBLNRS
QIATRS RDBTQHSX ENQ C@S@ BMNMIMHB@S

.@@BG



HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD *MSQTRHNM YNMD L@M@FDLDMS

Prerequisites:
'NT @RTRHMA@F@Q@ NQ D@DIONT @VNQIHMFHNQJIADMEE MMHMF NM @N¥ @BNMMDBSDCGEDN S
RSGSMEDS LOM@FEREROK@X CDUHBD

*E XNT @ QRHMA@F@Q@ NQ K@SDQ XNT CN MNS MDDC SIS DRDREEESDEHSR OQHU@SNIB@M TRD
5D ODL gkD XNT DWONQSDC SN EN®FEROQ4DQUHBIDM44- CNDR MNS RTOONQS ODL gkDR @MC OQHU@SD
JDXR DWONQSHC E@RF@Q@

NOTE: 5GD OQHU@SD JBONELS)UD Q BFREBS DHI@S DD TAEB JIDX ORDMSDC &DSHROK@XGH BHDMS

RS@SM " RDQUDQHRIBEBSDENBES @ OQHU@SD JDX HR RER® RDBIEHSR OQHU@ SDHBXTSGED

DMBQX@V NEB OQHU@SD JDXHBHIGIR TRDQ BNTKK GMBS@%B@SD HMSN CDOEECRGHNTKC MNS AD

@HNVDC SN L@JD @ BNMINDBENVDUDGEDM @ 1*/ HR HMUNKUDC @ RHBGIRIVIFS MR@QLHMF @M HMSQTRHNM
YNMD GD QHRJ HR KNV

4SDO 5N DWONGEDSBDESB@SDEHSR OQHU@SD JDX $NWEEMIDQUHBDRK@SENQLADQUHBDR
CNTAKD BE$DQS.@M@FDQ4DHMBDERDQ ,DX 4SRERDKDBSZBDASE@SD XNIT@SDC @MC
BKB&WONQS
5GD$DQHEgB@SD &WEN®SNY NODMR

4SDO &M@ AIlRport the private key BO@@SD @MC BNMgQIN@FRS@RRZNEN AMBEDBEH JDX
®BNRS$D O@RRUNMM @ R@ EDHING @$B HRIK
" 'HKD $GNNRDVCNV NODMR

.@@BG



*MSQTRHNM YNMD L@M@FDLDMS HOF@Q@ &MSDQOQHRD 4DBREHSM ®WIRSEQ@RHMSDM@MBD (THCD

4SDO 4@UDED gKD HM @ KINREGED QEROME KNBESBI XNT TRDC ENIG®RS R@UD ENQ DW@LOKD
C:\certs
4HMBD XNTKHRD @M 00ODM44- BNLL@MEI.O® SN BNMUDEIS SDLgKD SN @ O gKD @ RGNQS
O@SVHKL@JD HS D@RHDQ SKDBSIDRE@BVICR

Result
5GD MDWS\NBQCTRCNVMKN@CR 00DM44- BIHBQ @ O BH@S@SD

1@O@QHMPSO RDQUDQ BIEMB@SD
0ODM44- BNMUDQSR @ ODHBB@SD gkD SN @ OHBB@SD gKD S53RAK@RNFMHYDRIR ENQL@S

Prerequisites:
:NT @RVNQIHMFHNQJIADMEE MMHMF NM @N¥ @RBNMMDBSDCGEN BSHENVCED S L@M@FEIREROK@X
CDUHBD

4SDO  %NVMKN@ED5@ORQQH@SD UDQRHNM NE 0ODMAMICEN® 8 MC HVHRS @K
.TK SHOKD RHSREHID DRNLOHKDC DWDBTS@AKDR 'NQ DW@LOKD XNT B@MNCIBENIKN@C HS EQ
https://slproweb.com/products/Win320penSSL.html

.NQD HMENQH®® @ANTS 00DM44- HR @U@ HKI@AK WG openssl.org/source/
5GHRNTSTAD UHCDNNRICDR @ STSNQH@HNENTQRBHAIM4Attps://www.youtube.com/
watch?v=jSkQ27sTto0

4SDO  'NKKNV 6D HMRSEGNBER SN HKRSOGMA44-

4SDO  0ODM @M 00DM44- BNLL@MGI0T5 @MC BG@MFD XHMIESEQX SANDENKCIZES BNMS@HMR S
BDQ®B@SD XNT DWONQSDC ENQ @W@1sOKD

4SDO 5N QTMGD 00DM44- BNMUDQRHNNMED BNLL@MC fMOS SXOMSER BNLL@MC @ NDREBRISDQ
openssl pkcs12 -export -out cert.pl2 -in <your cert> -inkey <your
cert>.pem

5GD NTSOTS BEYER SD M@LD LTRSAD12
00DM44- OGLOSR XNT SN DMSBY®RARR OGQ@ REDENQFRQ@ NQ D@ BBGB@SD XNT
DWONQSDG/8S OQHU@SD JDX

4SDO %N NMD NBB EKKVHMF

a 'NQ/H@F@Q@ DMSDGB O@RRINONT ER@SDC VGDM XNT DWONGTSBIDEEB @SDYHSR
OQHU@SD JDX

a 'NQ/H@F@Q@ OMRRMSDQ
00DM44- OGLOSR XNT SNEE®SD @MC BNMgQL HSR O@REY/BREIFB@SDRE/ESIC \GISTS @M
DWONQS OQHU@SPTERERHR O O@RRENQ

4SDO  &MSDQDQHEX @CIQ$SHR O@RRVMNIQ @ R@ED OK@BD
0ODM44- BO@SDR @ MDVHERBE@SDEIED O DWSDMRHNM @MC @RRNBH@SDC O@RRVNQ

4SDO  $NMgQL 6@S%:® MDV BDHB@SD DWHRSR @MC LNUD HS ENEHFRIVMBTQ
:NT CN MNS V@MS @MGN@TYOC ODQRNM SN G@UD @BRBHRQSIHSD

Next steps
5GD MDWS RSDO HR SKNG6IMRE@RQAHB@SD GBMEROK@X

*MRSE@WMFGE O BDQSEHB@SD
5GD GIROK@RTIR SD RDQUDQBFEBSD SN L@JD @IRBBVIGIDESV SIS RSESV

Prerequisites:

*NTQ BROK@X HRBG@®O@CX SN TRETQ MDSVNQTSDQ HRGHHS Q@MFIGRIESD GIROK@X B@M BNMMDBS SN
HS TRHMA'S

.@@BG



HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD *MSQTRHNM YNMD L@M@FDLDMS

4SDO  4@UDED O BDQyB@SD SN @ G 8 CQHUD NQ NBQB@Q
5GD 64# @C@OSDQ BNLIRS®BSEIROK@X TMHS

4SDO  6RD §D @C@OSDQ SN BNEDIB&SSTLA CQHUD SDSEROKRMAMH 64# BNMMDBSNQ NQGIMRDQS S
HBQI4% B@Q

4SDO  5TQM NMBS GIROK@B0D SIM NEATSSNM R BLAKATSSNM SDHHFGS GB SHMHb64®BDOS@BKD
NM NMD DMC D SIROK@X
"RS@QS TO ROK @B/REQDMRENDC AX @ BB VIBSEHR HMRSMBS )&3& '03
4855%/(4 @RGE CDUHBD BNMMDBSR SN XN TEXMBEVNQQ

4SDO  5@G5'1 )&3& '03 4&55*/(4

5GD GIROK@X gMCRBHEEB@SD W S TLA CQHUD NQ NBQB@QHLONQSR HS @MC NEIDMR S
$DQBgB@SD GEHMCNV

*E ENQ @D@RNM XNT MDDOSKR@M SBESgQRS BBRIG@ @ CR'1 )&3& '03 4&55*/(4
O@RRGD NM NEATSSNM @MC RR&4HS

4SDO  6RHMFED NMRBOQM JDXO@C DMSD@®RRYNWT BQi@SDC VGDM XNT DWONEESBIOEESB @ SD
TRHMF 0ODM44- @MCB@&$&3 5**$" 5&

.@@BG



*MSQTRHNM YNMD L@M@FDLDMS HOF@Q@ &MSDQOQHRD 4DBREHSM ®WIRSEQ@RHMSDM@MBD (THCD

5GD/DSVNQJR @MC $NMSDMSBBRTDY NODMR

OM SGD KDES TMCDQ BINRTQHRHAKD NDAVETIRSVNQJ GIRKMRS NE CDUHB®R BIENMMDBSDC
SN XNTQ MDSVNQJ

4SDO  6RHMFAED *1 @CDBRR NEB QLNSD BNMEKDQ REES RBOQCNVMGED KRS NMISKDES gMBDS

BNMSKDQ @MC SEDARTD QHFGS BMRAMISYQ
5GD BNMSKDQ @O0OD@QR BICHEHROK@X $SNMSDMS HM ,HNRIRSICD" K

5GD GHHIROK@X RTOONQSR NMKBDNMISFED*E LNDES @M NMD RO @OOD@QBHNRS NM3
QHFGS RVHOIBONKSES NUEIRNBD XNT CN MNS MDDC 5GHR DWONRDR @HIDKNEBHREDS
NM @D RPT@Q5@OGHR 9 SN CDKIGEDIBNVSQ @HNBE

4SDO  &WO@MGISRNBD AX S@OOHBIFGNVM @Y@MC S@O SN STQs Nigs
5GHR DM@AKDRIRBBIIT MHB @V ADSVDMDEROK@X @MOBMSREES

4SDO 5N OQUHD\G® BNMMBBB/ S@327*&8

4SDO  "RRTLHMFGD BNMMBBS/ VNQJIR @R DWODBSIEI$E @0
5GD GIROK@X BNMMD EERENMVSIODQ REES TRHMF BEEESSD GOINIB @SM

4SDO  *M 6D ARQVRD@®DKDRBSyinwith SSO  TRHMGS TRDQ XNDESDC 3D RSV
:NT CN MNS MDDC SN HMOTS @ O @REDNHROK @ENFMHY B BDESB@SD XNT HAIRS GBD
CHROK@X @T SBEXKNFR HM TRHHFTRDQ D@EBGISHANNSR

$SNMEHFTOI@S

"RRNBHENFFGED EIROK@XGVHSR YNMD

5GD RSENMERD S BNMISR XNTQ HMSQTRHNM YEMDNRDHRNS/GHBG ANDRQ@ G BG BEROK@X BNMMDBSR 5GHR
OQBDCTRTRDRED VDA 6*

Prerequisites:
:NT BR@SDC XNTQG@VEB&SM BBHB@SD @MC G@UD RDS HREKNEXCAMVNQJIHMF @D §DA 6* @ MCO@Q
BNMMDBSDC GN BSHNVGEDS L@M@FDR XNTOIMRHHESQTRHNM YNMDR

4SDO  *E MDDCDC RDS TO NMD NHMEDTRHNM YNKNDRHENES OB DC D @BQ HBHK BG@OSDQ

4SDO 5N @CC @HROK@X M@UHBIIEE@DQ 4DSTDMT RDKDBESQTRHNM 4DSM3IQTRHNM %HROK@XR
@MCBBJGD "CC ATSSNN o
5GD*MSQTRHNM %HROKEEDMR

4SDO  $NMgFTR $SDRD GIQDGHR
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HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD *MSQTRHNM YNMD L@M@FDLDMS

(HUD 6D GIROK @Dis@ay Name
$G@MFBmartKey Device ~ SNnone

4SDO 5N @CC @M HMSQTRHNM 1*/ NQ 1*/Ru&DEN®S8ning Pin Required

4SDO 5N @RRHBDFHMSQTRHNM YNMBREDK@KBBED*MSQTRHNM ;NB@AR BRIGD "RRHFM .NCD
ATSSNM RDKDBS @M TM@RRHFMDC YNBIBRNRRBEM ATSS o |

4SDO 5N R@QUBGBRD BG@MFBHBERUD
5GD RXRSDL @CGR GIROK@XGING@S@A@RD RGRNVRINONEES UHDE@MC @CCR HS @R @
BNLONMDMS MNCD TMGD®@®&QL4DQUHBD

4SDO 3DOD@S&BRD RSDOR ENQ BIRBE@X

Next steps
5GD MDWS RSDO HB@SB® NMRBQM JDXO@C

4DS8BMF TGG® OW UHDV
:NTB@MB@SD @ 1W UHDV NE @GhDNMRBEESM @MC HKIRS@EBCSEROK@X

Prerequisites:
:NT @VNQIHMFSHNQJIADMEBBIMMDBSDC GN BSHNMGED S BNMISRED EIROK@X

4SDO 5N BNMgFDRORODGI®R DWO@NMEgF 4DQUHBDRK@QL4DQUKBIC CNTAKBERKMCQIHCHDV
5GD UHCRINODQSX 4GINDIMR

NOTE: 5GHR 1W UHDV TRR@&B8D KR
4SDO 5N BTRSNLHYD C@ S@HNAGSHBIMCIHCADV@MC BBEYHDVR 8 HQ4GDDS

.@@BG



*MSQTRHNM YNMD L@M@FDLDMS HOF@Q@ &MSDQOQHRD 4DBREHSM ®WIRSEQ@RHMSDM@MBD (THCD

5GD8 HQ4GDDSHDV NODMR

4SDO 5N NODMGD1IW &EISNQHFGSHBIMCQIHCADV@MC BERYHDVR .NAHKD*MS
5GHRHROK@3R BN UHDV

4SDO 5DRSGD @QLHMF @WRIAQLHMF EMNWBSN L@JDREDSH MTLDQHB JDXR EHNWBEQDQKX @MC
F@H RSENV @BBDOSR XNTQ 1*/

.@@BG
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Result
5GD MDWS RSDO HR SN RDS TOHR M @KIHRBPE:H JDXO@C 1W gKD NODNER KNREK @ X

4DSBMF TO @ M@ BINIM@ESHKD

5GD NMRBQM 1W UHDV RDQUIGR @RL® O@FD ENR GIROK@X 163D @ ODQRNM STEIMRRBOK@X NM HS
CDE@SKSNHIR O@FNT:MDDC @ RDO@Q@SD M@U gKIHRRE@®BG C

Prerequisites:
:NT @QVNQIHMFSHNQJIADMEBBIMMDBSDC GN BNMEKDQ REES

4SDO  $D@SD @ ENKCDQ TIIREEBIR'HKDRINCD M@LD@U
/@U gKDR LTRBRHCD TMCBRIKDRINCD 5GDXIENMNS RENLHMED RSENM C@S@A@RD

4SDO 5N BQ@SD @ MDV M@U gKD KBIFESHRORINCD @MEIBIDV  /DV'HKD M@U
5GD/@LD ENQ /DV 'HKDHMCNV NODMR

4SDO  (HUD 6D M@U gKD @ M@EDBK@MC DWO@BEHKDRINCD

4SDO 5N @RRNBH@BDVEQU gKDO/8S NMRBQM BROK@X CNTAEDGRE gKD M@LD RDKEIBRIKNS @MC
BKB&CHS
5GD&CHE¥HMCNY NODMR

4SDO  $KHBJGD ENKCDQ HBNM @BO'HRD 8Q $GNNRDEN RDKDB® KNBEBI NEBS GIROK@X ENKCDQ
*M 6D DW@LOKEBHB KNBKM HiRation:[slot:/Services/AlarmService/
AndroidintrusionDisplay/AndroidView

Result
5GD MDWSNBQCTDBR@SDR @NROK@X)

60C@IMFGED KD @RRHFMDGBRIEOK@ X

5GHR RODBNI@KHHSKB @BSMRE®S @ ODQRNM B@M ODGEBRERIK@X SN NMKX @ QLHHRE@MENG @M
HMSQTRHNM ¥N&#IE@Q@ HMBKTCDR @ COREITENGISEROK@X @ KNM@VINS UHDV HNDRSRQ®
CHRSQHAS gKD

Prerequisites:

"NT @RVNQIHMFSHNQJIJADMEBIMMDBSDC GN BNMEKDQ REE@EHDS LOM@FDR XNTRIMRHIECSQTRHNM
YNMDR

.@@BG



*MSQTRHNM YNMD L@M@FDLDMS HOF@Q@ &MSDQOQHRD 4DBREHSM ®WIRSEQ@RHMSDM@MBD (THCD

4SDO &WO@MNMgF 4DQUHBBRIC CNTAKBEBNKD4DQUHBD
5GD"9 3NKD .@M@FDSHDV NODMR

4SDO 5N DGHSGD CDE@TKD RDKDBB RKD @MEB&CHS
5GD&CHE¥HMCNY NODMR

4SDO *M 6D /@U 8@ CNTAKDHEIGD QKD M@LD
5GD"9 1QNODQSX 4GHEDRGD KD NODMR

4SDO  $NMgQL 5@Sperator KDUDB@C 3 @MC HMUNJD * ODQLHRRBNNWWR@DENQ SVN B@SDFNQHDR
Graphics @M®@itrusion Setup

4SDO  &M@AKDmMin KDUDB@C @MC HMUNJD ODQLHRRIdNMIDENNE BKIBD, @MCBBI@UD

Result
5GD MDWS\BQCTRTOC@SBFSEIROK@X TRDQ

60C@IMFGED TRDQ @RRHFMIBD SHROK@ X

:NT @R@CX RDS THK TRDQ VGDM XD@S8QC @MC @RRIGEMERESB@SD SN HS SHBIRINTOC@SIFHR
TRDQ VEI®OASNM@K HMENIQUEED M@U gKD @BIENSMENGNEIS

Prerequisites:
:NT @VNQIHMFSHNQJIADMEBBIMMDBSDC SN XNTHNREES L@M@FEIREROK@X CDUHBD

4SDO  &WO@MNMgF 4DQUHBBRIC CNTAKBEKSD6RDQ4DQUHBD
5GD6RDQ .@M@FRQDMR

4SDO 5N DCGASGD DWHRE TRIRDKDBS H&EBN @ AKD @NEZRIKIS
S5GD&CHEYHMCNY NODMR

4SDO  $NMgFTRQ $SDRD GIQDGHR
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a 'NQRoles @RRHFBDSM@LD NGBZRKD XNTB@SDC ENQ DW@hifdisibn Display
a 'NQNavFile @RRHFBDSM@LD NG3gKD XNTIE®SDC ENQ DW@ieaKBv/

Intrusion.nav
a 'NQ Allow Concurrent Sessions RDKDEf#se
4SDO  $NMgFTQ $DDefault Web Profile HTML5 Hx Profile @R BAWWR

&M@AKD )WNRJADMBGIDY :DR

&M@AKD /@®B 4HCD #@Q /N

&M@AKD 4B@EHCD #@Q /N

&M@AKD /@U 'HED5 /N

&M@AKD $NMBB /N

&M@AKD 'HKDR 5/N

&M@AKD )HRSN@DRS

&M@AKD )HBTEQRID /N

&M@AKBIBV 4DKDBEM /N

4SDO  'NQ $DMobile Web Profile BNMgFTONODGHR @RENR

a 'NQ Mobile Nav File DMSDGB M@LD NE3gKD XNTIB®SDC ENQ DW@isaKav/
Intrusion.nav

a 4DSType SNHandheld Hx Profile

OO O Y DY D DY D D

4SDO  8GDM XNT gMHRG RMES GGHRD QQDGHDR BB,

Result

5GD GIROK@X RGNTKC MNV AD @AKD SN BNMMDBBISNSAINKIR@ES ODQLHRRHNMR XNDBNMGEHQ
CHROK@X TRD&@HMHLTL MDDCDC SN NODG@SDIEBNT. B@M BDQS@HMKX @COQMNMRRHNMRINDSDQ
DMRTE&E @S XNTRROK@X @KV@XR @SSDLOSR SN G@BMBRESRIRS O@FD @CC @INGD TQK ENQ XNTQ
BNMSIDQ HBDSEHIROK@X RDSTO NE XNN@! BS@EEBHNES 6RHMFDDW@LOKD NE @M HMSQTRHNBDIJOXOEND S
5D GBHIROK@X BNTK@Grd/tation:|slot:/Services/AlarmService/AndroidintrusionDisplay/

AndroidView

$NMEHFTQHGIB BMSQTRHROK@ X
5GDRIK@QL4DQUBRIDDBHR BNMBYG@S @OOD@GR BRSK@X

Prerequisites:
:NT @QVNQIHMFEHNQJIADMEBBIMMDBSDC SN XNTINRERES L@M@FEIRMMSQTRHNM YNMDR

4SDO &WO@MNNMgF 4DQUHBDRK@QL4DQUHBD
4SDO  %NTAKD BBIGD"MCQIHC*MSQTRHNMWHRCTIX @ X
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*MSQTRHNM YNMD L@M@FDLDMS HOF@Q@ &MSDQOQHRD 4DBREHSM ®WIRSEQ@RHMSDM@MBD (THCD

5GD HMSQTRHR@KIZX1QNODQSX 4GDIIMR

4SDO  4DS TOGDDefault Message
5GHR LDRR@HFROK@XR Mt Page  HR RDSBiNe 5GHR O@FBRODK@XR @ESDQ @ ODQHNC NE
HM@BBASX

@ Default Message
A Default Page

4SDO  ADKDBEsimmary EQL SGD CO CNVMHRS EDgfault Page

.@@BG
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4SDO

4SDO
4SDO

5GHR O@HABROK@XR TMEIDg&Ilt Message  NM 6D CDEGREPM *S BANROK@R 8TQWIS
SHLD NQGD RS@SDGIEISMSQTRHNM Y INESERE® RRNBH@ SCGBMHBIROK@X *E XNRQIKG@X HR HM @
OTAKB @@ XNT L@X MNS V@MS SEORDLE@QX O@FD @R XNT(BCDE@TK

@ Default Page

*E@ 1* HRBRTHIZ SN @QGB RXRSDL RaMaing Pin Required SNtrue
" 1*/ HR @KV@XPPQHIT SN BR@QGS RXRSDL

*E @ 1*/ HRRTHXZ SN UHDEBBRS@STRANERXRSDL R&&us Pin Required SNrue

4DKDBS @ U@K PDiE>play
Normal Path CHROK @GR BSE@8V O®SN @ ONHMBSHR HM @K@QL VGDM ODQENQLHMF @M @QLHM
NQ @QL \Gi$ILD CDK@X RXRSDGDBSHMS DWHRSRGIN @BESI G O@SHROK@XDC ONHMSR SN

35D DLNSD RSN ENQ DW@E6iSBcurity801.Input/Output Module.Sdil *E 6D ONHMS
HR HRICGEKNB@KHREGEIBAR BQDQSX NTSINGR
Displays the Station Path to a Point CHROK@3XR S@SN @ ONHMSHRSWEESD ONHMS

@EIMBD VGDM CNHMF @M @QLHMF SDR&SNKL@ QDK@ RXRSDL 'NQ DW@LOKD
Sdil.lnput/Output Module.entSecurity801

None CHROK@GXR ISNB@KHRE®S@SN @ ONHMBSHR HM @K@QL VGDM CNHMF @M @QLHMF SDRS N
VHG $ILD CDK@X RXRSDL 'NQ DW@itSedrity801.Input/Output Module.Sdil

5GD JDXO@C HMSDQE@BD
5GD NMRBQM JDXO@RDPLAKDR @ LDBG@MHB@K JDAMIR@B @SR/EIMCNV G@R SWEDMAAIMC @ RTLL@QX

UHDV

5GD CDE@THROK@X HMBKHLIDR &R O
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Figure 25. *MSQTRHNM JDXO@ CIMEH&STEHDV

%HROK@X VHMCR\ODHEEBTHMENQHIENS
4S@MCEMYLDQHB JDXO@C

&MSDQWDBTSDR @ RDKDESNIG@BESTQMR SDHTUHNTR UHIBD 8BK A@QR M@ UHF @ SBSBN@EBC
YNMDR

5GD RTLL@QQXHROK@X RGEUMBIQEIS RS@ SEEMEATHHIIF GD MTLADQ NE YNMDR @MC @U@HH@AKD @BS

Figure 26. *MSQTRHNM JDXO@KRMHE QX UHDV

$TQRMS RS@ SEENEATHHRIF
/TLADQ NE YNMDR & 8 THHMIF
"U@QHK@AKIN®@BS

'NQ DW@LOKBHR RTLL@QXHB@SIRESES® GIROK@X HR @RRNBE GRIDCHISOTRHNM YNMOR@MC @K
BTQ@MEX BR@QLDC

:NTB@M @QK @XYNMDR @S NMBD NQ NMDEDH @ QL @XNMDR RISG@KIDNTRKX TRHMF @ 1*/ D@BG YNMD LTRS
G@UES R@LD 1*
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HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD *MSQTRHNM YNMD L@M@FDLDMS

"QLHMF @ ATHKIE®

4DUDQ@KHNDBRIEQU@HK@AKD ENQ @ QHRIEFQEMWMFC5GDRD HMBK/DBEBAFED @QLHMF GE STHKRIF HE
@MX ONHMBRI®@K@QL

Prerequisites:
:NT G@UD RDS TO YNMDR-HNBRTENT 1*/R

4SDO 5N SDRS ADEN®QLHMF HE @MX ORHHWE® IGBQNIRBEVM RDKBBSNg Test @MC S@KSDQ

4SDO 5N RDKDBSESYNMD SN @QINREMC RDKDBS NKAD HEVHMF
a 5N @QL @KNMDR @S NMBD RIDKEESM
5N @QL YNMDR NMD @ID@R8K TO SNEH gQRIMD @MC RDKDBS @M HMSQTRHNM YNMD
5N @QL VBS@H.D CDK@X RDKDBRSth Time Delay system
5N @QLOF@IXDRR NE @MX ONHMSR HM @ k@@IARDKDBS

5N @QLOF@IXDRR NE @MX ONHMSR HM @K @ RIEGDRDKREICDK@X RDKIXEEAM
with Time Delay

5GD GIROK@BMSDR XNTQ REKDBS

O v 9

5GD RBPM B@OSRBENVR @QLHMF @ RHMFKD YNMD
4SDO 5N @QLGD YNMD S&MSDQ

.@@BG



*MSQTRHNM YNMD L@M@FDLDMS HOF@Q@ &MSDQOQHRD 4DBREHSM ®WIRSEQ@RHMSDM@MBD (THCD

*E XNT @SSDLOS SN @QL EVETWEE) ONHMS HM GEREERGK@RIPQIRable to Alarm

*E XNT RDKDB&D@vith Time Delay GD GBHIROK@X HMBKTCDR @ BNAMSQENVM S

"ESDQ @QLHGP ODXO@EROK@IR BTLL@QX O@FB5VED NOENM SNHER@QL RDKDBSDC

%HR@QLHMF @HHKC
'NTL@X ER@QKA@NMDR RIFIG@KIDNTRKX NQ NMBEL@S @ S

Prerequisites:
;NMDR G@UD ADDM @ QNITEIR@ QIK@KMDR @S NMBBNEIRR G@BIDRRQLD 1*/
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4SDO %N NMD NEB EKKVHMF @ MC&EBDQ
a 5N CHR@QIK@XMDR RISA@KIDNTRKX RDE&BSYystem

a 5N GHR@QL @ RHMFKD YNKISMBR&EGN Armed zone
*E@ 1*/ HRRTHZ &D JDXO@ONDQSR XNT SN DM&DD) SFHM 1*/

4SDO  6RD &D JDXO@C SN RTCEIXX*5@MC BR&MSDQ
8GDM &D GIR@QL BNLL@MC HR RTBBGRRIEHO @ EIROK@ZR BTLL@QX UHDV

*E 6D 1*/ HR HMH@&D JDXO@EROK@MRerror @MC QIQOSR XNT SN DMEIILY @F@HM

4L@QS,DXKROK@X JDXO@C

5GD4&$ */5 ,1 3DLNSD *MSQTRHNM %HROK@X ,DX0@C 4L@QS PHHIIRAIEDINXD @ CHROE @ ORBIENQ
@QLHMF @WR@QLHMF @RRHFMDC HMSQTRHNM YNMDR

5GD L@WHLTL MTLADQ NE 4L@QS,DX CDUHBDR XNT B@REROCDOQER RHW ENQNS@ BENMEKDEE XNT @CC

LN S@MPB L@WHLTL R/DC GD 4S@STRIORQSX ESD BWSQ@ 4L@QS, DX %DHRBR@RRT)

Exceeded device.limit of <n> VGDOQ<n> HRE L@WHLTL MTLADQ NEDVRDC 4L@QS,DX CDUHBDR 3DEDQ
SN 6D",46;, 5,9<:065 0:73(@ ,@7(+ HMRE@®BIM RGDDS ENQKMRE@HIC VHQHMF HINRIBQTBS

4L@QS,DX CDUHBD TRDQ HMSDQE@BD
5GD 4L@QS,DX CDUHBD TRDQ HMSDGR® BEG@FOT QSR

.@@BG
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Figure 27. 4L@QS,DX CDUHBD

%HROK@X 5GD SNO TO@QBR CIROK@X RGNVR RXRSDL HMENQG@ANSSND@ GBRDQUDC ENQ SVN
RDSR NE EFMBSHBNEI®S VNQJ HM BNMINMB& & D ETMBSM JDXR '

"TMB&INM ,DXR 5GDRD JDXR ' ' NODM @MC M@UHF@SD LDMTR @MC RDKDBS LDMT HEPLIDX@BG ETMBS
BNQ@RONMCR &D3 DMT ETMBEV HBNWEES @ OOD EQBEE @ANUD HSSIMEERROK@XORBRQ

a ,DXO@C 5GD SVDKUD JDRRRDM&DB MTLADQR @RSDQHRJ @MC ONTMC BG@Q@BSDQR
'TMB$INM JDX BNNISR)

5GD ENTQ ETWNBE JDXR ' ' RDQUD @R RBKDMBIDXR ENQ HEII R & OODHIBEX @ANUBCHE NM 6D CDUHBD
CHROK@X
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Figure 28. 4L@QS,DX CDUHBD EHNWBIDXR @MC HBNMR

'NKKNVHMF HR @ CDRBRQHED @BG BNMEI® X

.@@BG



*MSQTRHNM YNMD L@M@FDLDMS HOF@Q@ &MSDQOQHRD 4DBREHSM ®WIRSEQ@RHMSDM@MBD (THCD

NOTE: 4ADUDQ@KGBE IDMTROPTHE @S XNT DMSDQ @ KNFHM 1*/ SN6@IBBDRR S

a ' 6RDQ .DMT
8GDM &D 6RDQ HBNAROK@XBRBEIMF ' JDX NODIBR.SC HEX -NFNM 1RBRQDM

a ' 4ADKDBS @BSM

8GDM &D 4DKDBS HBNRODB@XBRBEMF ' JDX ODQENQLR @HRDKEHED RHLHK@Q SN ERHBIF)Q@DIQ
0J ATSSNM

a ' 4XRSDL .DMT

8GDM &D 4XRSDL HBNHROK @>X0RBEMEL' JDX NODMR @BBDRBBMRSDLHLD @MC "CU@MBDC
LDMTR

a ' 4BONK 60 @BSM

8GDM &D 4B{K 60 HBNMROK@ORIRHMELS' JDX LNUDR SD RDKBBB/ HVEI@ SNQ TO NMD@BGIED
XNT OQRRGD JDX

a ' 4BQNK %NVM @B8/

8GDM &D 4BIK CNVM HBNIWNROK@XBRBEMELS' JDX LNUDR 6D RDKBBBA HNVEID SNQ CNVM NMID@BG
SFHLD XNT @RRGD JDX

a ' %DUHBD .DMT

8GDM &D %DUHBD HBMOE@XBRBEMELS' JDX NODMRE® _%DUHBD' LDMT VGHBG BNMS@HMR CDUHBD *%
@MC 'HQLVI®EDQRHNM HMENM. @S

o))

' #@BJ
8GDM &D #@BJ HBNHROK@XBRBEMELS' JDX BG@MFDBISEIROK@XORBA@BJ SADSOQUHNTR BRBi

"RRHFMHMF @ 4L@QS,DX 1*/ @MC *%
"TMHPTD *% HCBYR D@BG 4L@QS,DX CDUBBIMINYNQJ 6RHMFA.@QS,DX CDUHBIEHSRDKIRS @RRHFM
SGHRG®D GFHS *% AMEXIYT BNMMDBS £DUHBD GN LNSD BNMEKDQ

Prerequisites:
5GD 4L@QS,DXHROK@X JIDXO@C G@R AKNIM MRS @HVOQM

5GD gQRBID XNT TRIBD 4L@QS,DX CDUHBDNHSERXNT SN CDgMD @ KNFHMIHSB CNVBHR 1*/ @MC JDDO
HS HM @ R@ED OK@BD

CAUTION: *E XNT KNREHR 1*/ 6D 4L@QS,DX CDUHBD LTRS AD RDMS S@BESNE@BRTIQ

4SDO OM $ED 4L@QS,DX CDUHHDIRRED' JDX
5GD-NFHMRBQDM NODMR

4SDO  &MSD@B -NFHM 1*/ MTLADQ@RRGD JDX @MC RDKRDEBSDILDMT BQL SGD GIROK@X
SGD4AXRSDILDMT NODMR

4SDO  4DKDBS 4B8@MC ORRED JDX
5GD*MOTRBQDM NODMR

4L@QS,DX HMSQTRHNM JDXO@CR@GHEEME @CORR NE 16 BNMMDBS IING@M NMD
JDXO@C XNT LTRSMITLADQGDL OQHNQ $MBNUDQX
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HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD *MSQTRHNM YNMD L@M@FDLDMS

4SDO  6RD &D MTLDQHB JDXO@C ATSSNMR SN RDS @ TMHPTD *% MTLADQRRGI® MIDRG@N R@UD
SGD DMSQX
5GD 00DQ@SM 4@UDC LDRR@FD @OOD@QR SDLONQ@ QBIEEIENBNWTHIID®) HR RDS

4SDO 8 QHSD CNMWBDS% MTLADQ @MC KINBAE D@BG 4L@QS,DX CDUHBD RN XNT B@ MEX@RHKX HCDMS
4L@QS,DX CDUHBDR VGDINMEDR34L@QS,DX CDUHBBIR BNOZ) C SNMgFTRRBHDYV
%HRBNUDQHMF 4L@QS,DX CDUHBDR
%HRBNUDQKOR NGB RXRSDL SN KNB@SD 4L@QS,DX CDUHBDR BNNIVRSBBG! KD Q@
Prerequisites:

:NT G@UD BNMdFT@&D 1*/ @MC *% @OBR NEB 4L@QS,DXHROK@X JIDXO@C BRBIMBA6* XNT @Q
BNMMDBSDC GN BLNSD GNRS BNNKHID SN VGHBG IO XO@C HR BNMMDBSDC

NOTE:

:NT CN MNS MDDC SN TRD 4L@Q$RBNODQX HE XNI@K@CCDC @ CDUHBD TRHIMA@ QBBX *% MTLABQ
S5D CDUHBD RGNVRH@ B@®& S0l HMGEML@QS,DX %DUHBQR HS HREKKNMMD @MARBNUDQX HR MNS
MDBDRR@QX

4SDO  6MCDQGD$NMSIKDQ 4DSIDMT RDKDBBLNSD %DUHBDRMSQTRHNM %HROK@XR ,DXO@CR
5GDAL@QS,DX %DUHBD .@M@FDQ % @S@WREDMR

4SDO  $KHBJIGD %HRBNUDQ ATSSNM
5GD%HRBNUDKMCNY NODMR

4SDO 5N M@QQSED RDE® LNGHEXGHRD GQDGHR @MBHEK
5GD GIRBNUDQ INA DWDBTSDRROM@XR ENTMC 4L@QS,DX CORMNBBREANDEQ@MD

4SDO  4DKDBS NMD NQOLMRBNUMKXCDUHBD R @NEJEK "CC ATSSNN ¢
5GD RXRSDL @CGR SDUHBD R GG S@A@RIMD

4SDO /@LD SGD CDUHBD @MBIBK
4SDO 5N TOC@SOBC@S@A@RBIAGUD

"CCHMF @MCHEMF @ 4L@QS,DX CDUHBD

5GHR OBDCTRCDRBQHADR GNV SN @CC 4L@QS ,DX CIHIHBXRSEN E @ S@AFRIDX @CC 4L@QS ,DX

CDUHBDR VGBRICSUHBD HIRROKKEMD NQ NMR &@BG 4L@QS,DX CDUHBD G@R @M *% VGHBGGINT @RRHFM @!
CDUHBD &SIL@QS,DX *% G@R ADDM @RRHFMDC ATS XNT CN MNSGIVAD B NROBBIWNMKD TROB
CHRBNUDQXEDRR SN @GD SDUHBD HMRSDGHRNIES/ T @B DRR
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Prerequisites:
:NT @MKNFFDC HM SR QLNSD RSiEN/

4SDO  6MCDQGDSNMICKDQ 4DSTDMT RDKDBESQTRHNM 4DSM3IQTRHNM %HROK@XR
5GDAL@QS,DX %DUHBD .@M@FDQ %@ REDMR

4SDO  $KHBJIGD "CC ATSSNN o
5GD*'MSQTRHNM %HROKE@EDMR

4SDO &MSDQ @M HIEBMWBIBplay Name ENQED CDUHBD RDBm@®Bey Device ERL SGDSmart Key
Device CQO CNVMHRS

4SDO 5N @PTHIR@ 1* VGDM@ED CDUHBD HR TRDC SN @ GIR@RGEHMSQTRHNM YNMDOrUeDHEDES
Arming Pin Required

4SDO 5N @RRHEDFHMSQTRHNM YNAMDERCGK@ X JDXBN@QHBDHBEGD *MSQTRHNM ;NMDRHE@BDBK
"RRHFM .NCD ATSSNM RDKDBS @M TM@RRHFMDABIM®ID RERMEMBKTSS| ¢ |

4SDO 5N R@UDB DBNQSN SD C@S@A@RBIGXUD
OMD MDV CDUHBD HR @CCDC GRMCBEA@RBOGMS NES UHDV
%DKBBIF @ 4L@QS,DX CDUHBD

5GHR 8BDCTIMDWOK@HMR GNV SN CDKDSD 4L@QS,DX COEMBEFROERPXFBUHBD .@M@FDQ % @S@R@RD
:NT B@M @KRN CDKDSD 4L@QS,DX NIDSHEDREQ C $NMgFTGE@HDY TMCDEDSL@QS,DXDUHBDR S@A
AX BHBJHMG3SQ@RG B@M HBNM

4SDO  6MCDQGED$NMIIKDQ 4DSIDMT RDKDBBLNSD %DUHBDMSQTRHNM %HROK@XR ,DXO@CR
5GDAL@QS,DX %DUHBD .@ MBEE@A@RDY NODMR

4SDO  4DKDBSB CDUHBD SN CDKDSIHEIED B OKDSD ATS g M

4SDO 5N @QRDSED 4L@QS,DX CDUHBD BNDRER@H R SENEVI

NOTE: 4HLOKXDQNUHMF 4L@QS,DX CDUHEDEEBC @ S@A@RD CNOPRDSHIUL @QS,DX CDUHBD
BNTMSNT LTRS QRS@ Q® RSKENM

"RRHFMHMF @ CDUHBD SN @M HMSQTRHNM YNMD

5GHR QBDCTRCNBTLDMSR GNV SN @ C@@MIPXO@C NBRIROK@X SN @M HMSQTRNNBA@NNNMKX @CC
CDUHBDR SN HMSQTRHNM YNMDR VGEMMBBIDQGEN ILNSD GNRS REB@ESN VGHBG GSDUHBD HR
BNMMDBSDC %DUHBDMN&®QHRHAKD @MC B@MMNSRO BRMFENGDKX RQODC RIMIMR

Prerequisites:
:NT @VNQJIHMF I8 HLNSD GNRS RB@ESN VGHBD SDUHBD HR BNMMDBSDC 5GD HMS@BREMERDMD Q
KNB@K RS@PWHRSR

4SDO  $KHBINMIIKDQ 4DSTOMSQTRHNM 4DSM3QTRHNM ;N@DMZ B@SD @ MDV YNMD NQ CNHBR\KD BK
@M DVHHRSYNMD
5GD 4TLL@QX UHDV EBREROK@X JIDXO@C NODMR

4SDO  $KHBJIGD @ORQQH@SD @O TRHNM %HERR@NRO@CR @ROK@XEINDOCDERQ B@Q@CDQR
@MC BRJGD "RRHFM .NCD ATSSI 5

5GD6M@RRHFMIIZMD NODMRSVEIBRS NE @QU@HK@AKD CDUHBDR

4SDO  $KHBJ SN RDKDESCDUHBD @MBJIEO "RRHFM ATSS ¢ |
5GD RXRSDL @RRHFMBIRIHBD 6B SMSQTRHNM YNMD

"RRHFMHMF @M HMSQTRHNM YNMD SN @ CDUHBD

5GHR OBDCTRCNBTLDMSR GNV SN @RRHFM NQAD@&®RBEIFMLDMS NE @M HMSQTRHNAROWE@X SR C
JDXO@C

Prerequisites:

.@@BG
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:NT @QVNQJIHMF HDI@IED GNRS BNNKEID REEE @MC G@D@@XKB@SDC XNTQ HMSQTRHNM YNMDR

4SDO
4SDO

4SDO
4SDO
4SDO

4SDO
4SDO

$KHBINMIKDQ 4DSTOMSQTRHNM 4DSMIQTRHNM %HROK@XR

%N NMD NEB ENKIVHMF
a 5N BQ@SD @ MINROK@X JDXOEK) BEC

¥

a 5N DGS @M DMMIRGROK@X JDXO@C CNHBKNE® EIROK@X M@LD DMSQXS @MISD
&MSDQ @S KD@gHpBy@®ame @MOefault Message
5N @RRHFM @M HMSQTRHNGDYGIMDIS® 6 IDXO @RIBBEMSQTRHNM ; NBMDR

5N KNB@$DSYNMD HEK "RRHFM .NCI 5
5GD TM@RRHFMDC YNMDR @ GOSNE&QRRW ENIIEZM D

5N BNLOKDSBB @RRHFMLDMS RBRDBSVID @MIBB&ED "RRHFM ATSS @ |
5N R@UD XNTQ BNMgAN@IABRI@UD

"QLHMF @MEHR@QLHMF @M HMSQTRHNM YNMD

)NV SN @QL @MER@QL CDODMCRNN@Q@Q TRDC SN RDS D SNMD &I5YNMD HR MNS RIS @HKMNS
@QL 5GHRIBQCTTRDRED 4L@QS,DXHROK@X JDXO@C

Prerequisites:
5GD @BBDRR QHFGS @RRHFMINEBNXDRRLERXNT SN @QHE®QIC

4SDO
4SDO

.@@BG

&MRTIS @SHKAENNQR BB $NMDIERDBTQ

5N @QL @ YNMD CN NMGNEMKIVHMF
a *E 6D YNMD HR BNM2E TGS @ B@Q@CDRVHOD XNTQB@SE RA@CDQ
a *EGSDB@M@CDQ G@R @ JDXO@UGDMSDQ S

a *EGSD YNMD G@R @M HMSQTRHNMKRREET MBEM JDX ADKMBDBGDBJ L@QJ
*EXNT @ QRHMBEB HMSQTRHNM JDEO@ BHEHIKIROK @ X KMNIRSKIR



*MSQTRHNM YNMD L@M@FDLDMS HOF@Q@ &MSDQOQHRD 4DBREHSM ®WIRSEQ@RHMSDM@MBD (THCD

4SDO 6RD SDTO@MCNVM@QWR SN UHDV @BEM@K HMBENIQM@T BG @R RXRSDL RSEGSERTBGLS
BGDBJ L@QJ

4SDO  6RHMFERTO@MCNVM@ QYR RBIK SNGD YNMD SN @QLHRIAQL @MIRRGED BGDBJ L@QJ JDX
SN RDKDB®YNMD

4SDO  6RD SDTO@MCNVM@ QYR @F@HM SN RBKDBSLEHBIH

.@@BG
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4SDO

4SDO
4SDO

4SDO

5GD NODQ@ISIRIDQ

a
a

Aming Text SDRSRBB YNMD SN RDD HE HSHRIDBIZSSDLAIGF SN @QL

Arm with Time Delay @QLRED YNMD \GH® CDK@X RN\@D ODQRNM SN KIE@ W@
ADENR$D YNMD @QLRGIEEYSNMD HR MNS BT @HKMINS @QL *E XNT RIKDBISEBSM @MC
Arming Pin Required HR RDS &i¢e SGD @QLHMRNBRQRR ADFHMR VGDM XNT S0TBGCBJ
L@QJ 5GDHMROK@X ADDOR @MC BNTMSR CNVM SN @RS GHRY@KM SN K@ @@
ADENI®D YNMD HR @QLDC

Force Am @QLRED YNMD HLLBI@ SDKXGTEYSNMD HR MNS BIHES ENDR HMSN @K@QL VGDM HS
@QLR

Force Arm with Time Delay @QLRGD YNMD \GH® CDK@XGIEYANMD HR MNS BIHET ENDR HMSN
@K@QL VGDM HS @QLR

5N SDR&B CDUHBD RDK&BSlest @MC SNTB&DBGDBJ L@QJ

*E 6D SDRS E@HKR @ BRRBEHEIGNHMS HM @ KIEKR. BBRRED ANSSNHKID NEB GIROK@X *E
S5D SDRS HR RTBBDRRERBKERS4TBBDRRETK

"ESDQED SDRS BNLOKDSDR SBOB®S8J ®Q@MC RDKDBSGDIQNEEISM

'NT L@X @QLHR@QL @MC SDRSHEMGINGK YNMD SHDKTKY NMDRKHED@KMDFO@RRHFMBO S
R@LD 1%/

5GD @BSM S@JDR OK@BD VGDM XN3TSEREBBEL@QJ NQ @ESDQ XNFDMEPEEPTHIT *E @
1*/ HR QPTHZ NMKEB YNMDR @RRNBH@SHB0 YHED @EDBSDC AXS@BSM

5N TRDGD 1*/ DMSDQ HEHNEMRC AX

"RRHFMHMF @ BBR&CDQ SN @M HMSQTRHNM YNMD

5GHR 8BDCTHRDSR TO @ RHMRKD@@RQ GHNSFS @ JDXO@C SN TRD ENQ @QLHRE@MIIE@M HMSQTRHNM
YNMD "RRHFMHMFGZRQ SN @ RHMFKD YNMD HR @I QERIDI) HRS@RRHFMDEISKL YRIMDR @MC NMD NE S
YNMDR E@HKR SNE@QDGERNM @SSMOSN @ @DATHHEIF VIKKINS JMNV VGHBG YNEIMES @QL

Prerequisites:

'NTQ B@@@CDQ G@R BNNINNIBENQ -&% @MC ADDODE ERMS®R BNMMDBSDC SN @M 3 3 LNCTKD NM @ GNRS
BNMSIKDONTQ 1$ HR BNMMDBSDECSRISHENMV NE . ISD GNRS BNNKEIHGD HMSQTRHNM YNMD DWHRSR
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"CC SGD R@CDQ @B ENCTKD KDUDK BEBBI) L@X MNS AD TRDC SN KNBJ @MC TMEMNBWESGRRRNBH@SD HS
VHS @ CNNEEBD ADDODQ @MC -&8JBIGD ERNGBJ SN KBS SRDQ JMNVGIE ISMSQTRHNM YNMD HR @QLDC NQ
CHR@QLDC

4SDO

4SDO
4SDO

4SDO

4SDO
4SDO

4SDO

4SDO

5N @BBDREDEHMSQTRHNM YHBANMEIKDQ 4DSTOMSQTRHNM 4DSM3QTRHNM ;NMDR
5GD*MSQTRHNM ;NMDV NODMR

%NTAKD BBIGD HMSQTRHNM Y XBOCSKARD

$KHBIGD3D@CDQRA @MEMBRKSD "RRHFM .NCD ATSSI 5
5GD RXRSDL gMCR&KR@CDQR @MC ONO TRBSIIHRRR HFMEERMD

4DKDBSB R@CDQ 6@/ @RRHFMIEMD @MEBBED "RRHFM ATSS ¢ |
5GD RXRSDL LNUBFD@CDQ $HOHVKX "RRHFMBm@MD

5N TOC@SOBC@S@A@RDEBSIDVKX @RRHFMD QE@QEK BI@UD

5N @RRHBDR@CDQ SN @ MHMAH&BBDRR QHEIDORNMMDIBBDRR 3HFGSRTAKD BRIGD
@OMNDPQH@SD @BBDRR QHABSSDBMIERED GRA
*E MDDCDCDRESD @M @BBDRR QIEEI@NRG

5N CHRBNUBD®R)@ CDEKIBJIGD "RRHFM .NCD ATSSI'5| RDKDBS3R@CDQ @@1@RRHFMDC
O@MD @MEBEBISD "RRHFM ATSS 5 |

5N @QL @MER@QGIS YNMD DRDMS XNTQ A@CFBI@RECDQ
OMKX ODNOKD SN VGBID ®RRNBH@SDC @BBDRR QHFGS HR @ FFH{HYR@BENVSTRESL @MC
CHR@QG3 YNMD

*E 6D YNMD HR MNS RDETQHKNS @QL 'NQ DW@LOKD HE @ KOERERAEM VGIEID ®DQRNM
SQHDR SN @OLYSIMD HKHKS @QL 5GD ODQRNMDMKSN gMDSIQAKDL @MC BDEEHS
ADEND@QLHMEISYNMD

4ADSBMF TO @ B@®CDQ &H® JDXO@C

5GHR §BDCTHRDSR TO @ RHMRKQ@@@RQ @H® JDXO@C SN TRD ENQ @QLHRE@MIME @M HMSQTRHNM YNMD
"RRHFMHMP@QDQ SN @ RHMFKD YNMD HR @I QERID) HRS@RRHFMDESKR YRIMDR @MC NMDYWEVDR
E@HKR SN @QIOBQRNM @S$MPOSN @ GDATHHEIF VIKIKINS JMNV VGHBG YNEIMES @QL

Prerequisites:
'NTQ B@@@CDQ G@R BNNINIBENQ -&% @MC ADDOD® BRIMSGIR BNMMDBSDC SN @M 3 3 LNCTKD NM @ GNRS
BNMSIKDONTQ 1$ HR BNMMDBSDECSRISHNV NE B ISD GNRS BNNKEIR

"CC SGD R@CDQ @B SNCTKD KDUDK BEBBD L@X MNS AD TRDC SN KNBJ @MC TMEAMBYIESCRIRRNBH@SD HS
VHE @ CNNsBED ADDODQ @MC -&8BIQD EMNE@BJI SN KBS SRDQ JMNVGEE ISMSQTRHNM YNMD HR @QLDC NQ
CHR@QLDC

4SDO

5N @COGED R@CDQ DL @S@A@RBIBISIMKDQ 4DSTBDLNSD %DUHBDMMSQTRHNM %HROK@XR
,DXO@CBKBJIGD .@M@FD %DUHBDR ATSSNNN @CCDRONMC SGBOQLOSR
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4SDO 5N @RRHBDR@CDQ SHOHMSQTRHNM YHBANBMRIKDQ 4DSTOMSQTRHNM 4DSM3IQTRHNM
;NMDR

4SDO  "CC SGD R@CDQ SHDFHMSQTRHNM YNMD
4SDO *E MDDCDC @CC @ 1*GNFMSQTRHNM YNMD

4SDO 5N @QLGD YNMD DMSBB/ ENKNVDC AX
5GD RXRSDL @QGR $SNMD @ESDETHK@X ODQHNC RDSIFKINCS 5GD YNME MMIS @QL HE HS HR
MNS RDEXY@ CNNQ HR NODM

4SDO  *E 6D YNMD CNDR MNS @QL GEBRRT® @MC SQX @F@HM
4SDO 5N (HR@QEGB YNMD DMSBIQ 13/
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Chapter 12. Video installation

" MDSVNQJ NE UHCDN CDUHBDR L@X HMBKTCD NMBRBANID@R @ .HKDRSNMD %7 3H Z4biF I3 5 8RO
@MCHROK@X CDUHBD BNMMEESZZ BNG. @WMOB@LDQ@R @MC @M /73 /DSUMNCIN 3DBBIR 5GD
RXRSDL QQHCDRIIZ"WHR .HKDRSNMD @MM.@WDDPQR &@BG CDUHBD G@R HS@BIVMIBNRIDKGHBG

HR CNBTLDMSDC HM L@SDHEBRR &5 L@MTE@BEEQHR BG@OSDQRPSQR HMREIHK @MC
BNMgFTQ@8/ G§8DCTIR A@RDC NDEQHUDQ

8GHKDGDRD GIBDCTUR TROGD VDA 6* XNT L@X DEDQ SN TREQJADMBG/RSD@C 3DEMDSKI(S( & 0+,6
9(4,>692 <0+, EN® NQJADMBENBDCTIR

Browsers
)5.- UHCDN QDMCDQHMF G@R ADDM SDRSDC TRHMF *M3Q @GNS (BNWEXIGED)

Web Launcher and the Java applet

HOF@Q@RTOONQSR )5.- @R VRSB NKCDQ +@U@ @OOKDS SDBGPMERNRXEN@HC OK@XHMF A@BJ UHCDI
BKIOR HCDN CQHUDQR VGHBG RTOONQS )5.- .HKDRSNMD @MC DFHARQENDNMNS (@ TMBGDM®A 4S@QS
@OK@BDLDMS @MC +@U@ @OOKDS VGHBG QTM BNLOKDSDKX\NVRERHCD NE @ VDA AQ

5GDRD BNMgFTIQNRER RITHIED 8DA -@TMBGDQ @MC +@U@ @OOKDS

a SNMgFTQE&SMBE®S TRO3. @ WOQUHCDN CQHUDQ

a SNMgFTQ@&SMRE®S TRD @MX UHCDN CQHUDQ SN OK@X A@ BORBEY/DERNNMBE TRHMEE +@QU@
@OOKDS

a SNMgFTQESMRE® S TROB4TQUREWBEDVDQ

TLS secure communication

5-4 5Q@MRONQS -@XDQ 4DBTQHSNERKAEOENQ RDQUEDWHBEISM @MC C@S@ DMBORGOM 5-4 HR
DM@AKD®& BM_LTMHB@®® HR @ TSNBE@EBDMBQXOSDC HWBKEIOC@S@ SQ @MREQQ@ B@LDQ@ SN @
RS@&SM

*M @CGENM SN DMBRXNMSBBE8@SDRIKLCD CDUHBD RDQUIDMBESNM NUDQ @ KNE@MEBYNQJ HM SVN
V@XR

a *E XNT IMN\GE P RERHFMDC BIR& SINORJCDC AX @ UHCDN CDUHEBD KRTUE@EXM @ BBDEISG{ERS
LD D RSHENM BNMMDBSRBEBUHBD @B/ @M KXKOAMID HS @R @WEEB GNRS 56@ESPY
ET@&DQ @88V HRPQHIT

a .NQD RDBD® @M TRHMF @RRMVIDC BIR& SD HR SN HLONQ®)BaERmISKEBNUS CDN CDUBRBESS/ @R

RHFMDC AX @ $" $B@B@SD GISQHSX VGNRIEBDQIB@SD HRBRSENER'SQTRS REAGD gQRSELD
S5D RSKHNM BNMMDBSRBRBUHBD GDINEB &SM NBBTQR @ T SIBIERES

0UDQ SD *MSDQMDS @HNSEM@K RDQUBIQEDSSHR BT HVGD B@LDQE@ SEEMB@SEISB@LDQ@ @R @
RDQUIZY SD AQVRDQER'S LAM@FERSQ@MRLHRRHNIGEG@LDQ@ GN BS@SV "F@HM XNT L@X @BBDOS
@MOEDM @0QD @ B@LIEERHFMDC BRB®SD GNVDHIDINGSIF @ RHFMDC RDQUDB@BRSIEBN S
B@LDQ@ HR LTBALRDBDQ@MC RGNTKC AD XNTQ RSGMEHEN ENQ RDBTQHVHC®K CDUHBDR VGDM TRHMF
S5D *MSDQMDS

"BNLO@MX L@X TRDEBIO@QSX $" NQ RDQUD @R HSR NVM $"

Security caveat
3541 3D@KHLD 490@LHMF NONBNK NUDQ 581@VRLHRRHNMBNNMBNBNK VGHBG HR TRDOENEREQ
LDCH@ RDQUDQR UHCDN NM CDL@MC EBENCHMHBIRQMNS RDBIQNDR MNS TRD @ 5-4 BNHINWDBS
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Video and port connections

8GDM @ BNMgFTR@STRDR ENIMARS(F SN BDEQ UHCRN @ CDUHBD HMBKH @ B@LDQ@ %73 /73 @MC
RDQUDQ "WHR .@WAKDRSNMD BIBDBS G® BNMSKDQ RE&S 8BDRRDESHMBNLHMF UHCDN @MC SQ@MRLHSR
SN TRDQR WHEBEBBA 4DQUHBD 5GHR L@R® CDBHBDSVNQJ ONQS B@NEBRRINS B SGD RSKHNR"

MDSVNQJ ONQS

8GDM @ BNMgFTEM@SCNDR MNS TRD ENGN.RBEGS RSEEV CNDR MNESBDRRE® HMBNLHMF UHCDN *MRSD@C
5D UHCDNIR®Q SQ@MRLIERSEQ CDUHBD SR SRDEGHR LD@MRESS® UHCDN CDUHBD LTRB RO@QLD
MDSVNQJ ONQSGD RSNV

3DPTHRLDMSR

5N BNMgFDR@ UHCDN MDSVNQJ XNT MDD EICREEGBBRS@Q@CX SN AD @BBDRRDC EQ@LDVNQJ RNESV@Q
UHCDN CQHUDQRISEN@RBBMRDR NMD NQ BNQLHRRHNMDCNGSD GNRS BNMKRIDR @MC RHFMDC RDQUDQ
BDQ®B@SDR

*MRSEIC CDUHBOR@I&CX SN AD @BBDRRDC

"KK BNLONMDMS CDUHBDR %73 B@QHBQE®XR /73 LTRS AD OGKRHBERE@KONVDQ NM ETMBEVIHMF
BN@BEBX @ME@CX SN AD @BBDRRDC 'NQ DW@LOKD XNTQ B@LBQOKRXHR3 /T3 LTRS AD BNMMDBSDC SN
S5D MDSVNQJ 3DLNSD GNRSNKIMBOIRS AD DR @LD MDSVNQIG@RIBCDN CDUHBDR D@BR&RBNMSQ

'NQ &D @ GNRS RE@SN @BBDRR @ CDUHBD X3\ BHMDCHSF HMENINIMD S

a %DUHBD *1 @IRFR)@MC ONQS MTLADQ 5GORPTENE SN RDS TO 6%1 BNLLTMHB@R ERQ £EDUHBD

a %DUHBD TRDQ M@LD @MC O@RRVDGED KR @R THIT ENQ GSSO @BBDRR SN CDUHBDR ENQMBNARFTQ@S
RODBHgDC AX D@BE&JHRIT@K CQHUDQ

a "OOQIOQH@SD ONQSRGDUOMESTHONQS ENGQBSVDA ONQS ENQ BNMSONQS ENQC@S@ @MC
ONQS ENQ LNBNM CDSBHEBSI

ANESV@@MC CQHUDQ LNCTKDR
5GHR EQ@LDVRRTBR K@SDRS UDQRHENMAIEE@D EXKVHMF FDMDQ@K OTQONRD UHCDN CQHUDQ 1@Q gKDR L
O@RDMS HM XNTQK @S H®isdules ENKCDQ NQ @BQNIGS S@NS RSEERBNMSKRDQ

MCQHUZRI@Q
MCQHUZQ@Q
MUHCDN QS 1@Q
MUHCDN VA 1@Q
UHCDN%QIQSIQ@Q
UHCDN%QNBD@Q
UHCDN)W QS I@Q
@LNSDHCDN QS 1@Q
@LNSDHCDN VA I@Q

:NT B@M UHDDED LNCTKDRGIDCSNiagara\MySoftware-n.n.nn\modules ENKCDG&GDO
MySoftware-n.n.nn HR XNTQ TMHPTD RBESVRE@EM ENKCDQ

QOO Y Y DY DD DD

- NT MDDC NMD NQ DNSPHUDQREN®GDBHgB L@MTEE@BSPPHOLDMS

-HBDMRDR

:NTQHBDMRD gKD LTRS HMBKTCD @MGMS{LORRERERIEHET @R VRK@R @ UDNRCNDBHgB DMSQ3D05
CDUHBD @MC ONENERK. @ X DWHRS HABRNRD KGNODGPPHR @RRNBH@GLCENRISED @ Q

*E XNTQ SNONKNFX HMBKNSDRRS@SR L@M@FDC TNELIHIEF @ Q@/DSVNRD 4TODQUHRNERS@ERS AD
KIBDMRDC EDIX®NSD UHCDN EDI®STQ
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$NLLHRRHNMDELASD GNRS BNWCGIDR
8GDS5DQ NQ MNS XNTQ MDSVNQJ HMBKTCDR @ 4TODQDHRSIDGHRSBBISKED LTRS G@UD ADDM
BNLLHRRHNMDC TRHSIF@® ®QJADMBG

AHFMDC BBESB@SDR

&@BG CDUHBD RTBG @R @ BE@IR@ @DQUDGIBB@SD RHFMDGIARGHU@SD JDX\NS @ BDO]B@SD
5GD ONS $" BDO®B@SDENSKX HSR IGH ABX LTRS AD @U@HK @B RSB XRSDL NQ 6RITBS 4INGN
@TSDMEB@SD @ B@LDQ@NWRMSIZIMOB BNS $" BDORB@SD LTRO@ER AD HBDRAPVRDA'SQTRS RSNQ
HE XNTQ BNLO@MX RDQUDR @R HSR NVM $" XNT IGRSNSGNBSERB@SD HESMBVRDE'SQTRS RSNQ

7HCDN CQHUDQR ESE@DEYBNLLTMHB@ENM *E @ B@LDQ@ DQ CISUHBD CNDR MNS RTOONQSGH! @MC S
CDUHBD LTRS BNMMDE®REENM XNT L@X G@UD SM&KRTES SNalse @MC BG@MED SDUHBIp Port
EQL 443 SN80 8GDQ®@ SN L@JDGDRD BG@MFDR CDODMGR G®HJDQ

CAUTION: %N MNSHR@AKD RDBRNQLTMHB@ENM TMKDRR XDNREEBIF TO @ CDUBBISSCNDR MNS RTOONQS
5-4 %HR@HWF RDBIENLLTMHB@ENM KD@UDR XNTQ MDSVNQJ UTKMDQ@EBRANT RNEB 3 @BJ

"ANTS "WHR MDSVNQJ @MC B@QLDQ@ BNNMHFTQ@S

5GD OQODGHR @MC MOSREES BNMgBTQWHR B@LDQ@ SNNRS@ISLLTMHBENS QQHCD hDVWHSY¥H®MC
RTOONQS ENQ KDF@BX B@EBX@RS @ RDBTPN RE@R @R WWER MDVDQ B@LB@BRIOONQS 5-4 RDBTQ
BNLLTMHB@ISM

"WHR MDSVNQJR

:NTB@M G@UD SVN "WHR MDSVNQJR NMD SN L@M@FD KOH@&BXNB@NBREECNQB RNBITMHB NV
@MC @ RDBNMC MDSVNQJ SN L@M@FD MDVB@EERIDONRSBBBILQTMHBE@SM " RHMFKD MDSVNQJ B@MMNS
RTOONQS ANENMgFTQ@®ISIR

5VN OQODG®HR OK@X HLONQE@RIBIQ BNMgFTGBRB §IDSVNQJR

Figure 29. 4S@HNM VBSVN "WHR MDSVNQJR

$@LDQ@ RE@®S RTOONQS BBBILQTMHBENM
-DF@BX B@LDQ@ BNFSRDEIBNLLTMHBEMNM

5GDUseTls OQODQSX NEDS'WHR MDSVNQJ SEADQYX RGDDS DM@AKER@MDE 5-4 RDBTQHEX IBGD
Port LTRS AD TMHPTD ENQ D@BG MDSVNQJ

"WHR B@LDQ@ BNLLTMINBAES @ MMDKR

5GD B@LDQ@ONRGHR BNMgBT&®D OISNBNWeb Port  @MC $0%&$ TRDC SN BNLLTMHB @SBIHSSKENM
5GQD BG@MMDKR NE BNLLAMMERSIMDBS SN D@BG UHCDN B@DQ@BGB@KTKC AIDRDBTQ
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Figure 30. $SNLLTMHB@BIM BG@MMDKR SNI@®8@QDQ@

4S@HIMcSHR BG@MMBKDQR BNMgFIQ@SQDGHR @MORSR SEEB@LDQ@ 5GDRD IBKEYED
B@LDQ@ NODQ@SDR
8 DA 6*cSGHR BG@MMEBHYDEDSUHCDNIR®Q BQ. SGD B@LDQ@ @HRDB@XR HS MWROQAQ

&MSDQOQHRD 4DBTREISNOMBS GHR BG@MMEBHYDFEOSUHCDNR®Q BQ. SGD B@LDQ@ @HRDB@XR HS
HM @ 4TQK®MBEDVDQ

$NMgFTQ@SM C@S@
7HCDN RE@L
7HCDN RE@L RDMS SNQJADMBG

/DVDQ B@LDQ@R RTOONQS 5HyBAISHR ENGDEHSESFGD B@LDQ@ GIRRHQUDQ NE UHCDN BNMSDMS @MC
DMBQX@M$FED UHCDNIR®Q VN OGSNBNKR NMDGINSDQ L@M@EDIHCDNIR®Q )551 NQ )5514
RDBTDBNLLTMHB@M @MEDS.N® BNLLNM FH41 3D@KHLD 4S0@LHMFNONBNK )SSO @541 @0 MNS
RDBTN5GD B@ALDQ@ODQSE®S BNMgBR®BD OSNBNKW4BRisp Stream  true 3 541 false  )SSO NQ

)SSOR

$NLLTMHB@®BIM RDBTQHSX
5GD MDSVNQNODQSMse Tls  @MOED B@LDQ@ORQSXe Risp Stream  VNQJ SNFBBQ SN BNMJFTQ
RDBTDBG@MMDKR VGDM BNMMDBSDCNVRIMEF @ AQ

Properties Channel pr otocols
The video str eam S
If Use The . to the W eb e video
If Use Tls Rtsp conyguration sHt-rr(’e\Aaer?ir\{ldﬁges Launcher / Java stream to Comments
is ... Streamis data channel 9 applet (for 8 NQJADMRBSGes
uses ... Maxpr o
streaming) uses ...
E@KRD E@KRD )SSO )SSO )SSO )SSO /NMD NE 6D BG@MMDBRBBEDQ
E@KRD SQTD )SSO )SSO 3541 3541

5GD B@QLD@@ébPort LTRS AD
BG@MFDC SN  *SR $0%&$ B@M
DOLAOHM @HEDE@THE(
L@S HR
'ELODF?$0%&$?*%7?.1&(
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Properties Channel pr otocols

The video str eam N
; to the W eb e video
If Use Tls Rtsp conyguration ?J'e}/lal_n?ir\{ 'dﬁges Launcher / Java stream to Comments
is ... Stream is data channel 9 applet (for 8 NQJADMBGes
uses ... Maxpr o
streaming) uses ...

SQTD SQTD )SSOR )SSOR 3541 3541 $NMgFTQ®SM C@SBRPBDATS GD
UHCDN R&). HR MNS RDBTQ

If Use The

5GD B@LD®@@¢ébPot B@M
@®L@HM @PEDEGTK *SR
$0%&$ RGNTKC AD BG@MFDC SN

)
'ELODF?$0%&$7?*%7?)

SQTD E@KRD )SSOR )SSOR )SSOR )SSOR $NMgFTQ®SM C@ SBRDBTATS GD
UHCDN R&R. HR MNS RDBMKDRR XNT
@BBDOS @MCNDDED B@LDB@EK|
RHFMDC BEGEI®SD NQ HMBRBRUDQ
BDQ®)B@SD G B@LDQ@ES V@R
RHFMDC AXNBI®$" BDG®B@SD G 5
AQIVRD&'SQTRS RSNQ

5GDs NQIADMEEHCDN R&0). HR
RDBTR 5GD B@LDA@:D Port
B@MQ@HM @HEDEGTK
*SR $0%&$ RGNTKC AD BG@MFDC
SN .1&(

'ELODF?$0%&$?7*%67?.1&(

" $0%&$ HR @ BNCDQ CDBNE6GR SDQLDEDQR SN DENC 6D B@LDQ@ TRDR SN SQ@MRLHSO@UHCDN RSQ

.NQD HMENQH®E @ANTS BNMgFTQHMF "WHR B@ LD QRR-ENN BEBRHMMF HR @U@ HKEDAKIDH/ D+,6
9(4,>692 <0+,

*MRS@MF @M "WHR UHCDN MDSYAIQJ 8

"M "WHR UHCDN MDSVNQJ RTOONQSR NMWNQ B@.DQ@R *E RNLD B@LDQ@R RTQE@NIRANDS -@XDQ
4DBTQHSX @MBDGB CN MNS XNK MBRC SVN "WHR UHCDN MDSVNQJR NMD IGESYNRBADC @BLT S
N$DQ VES-4 CHR@AKDC

Prerequisites:
5GD B@LDQ@R HMREDIXK 5GD 1$ HR BNMMDBSBO 8 @EDQ@ MDSVNQJ @MC GIVW/BAVE* 8IM @GNAMQDQ

4SDO  $NMMDBS BB SN XNTQ 4TODQUHRNY REBEEEVIRE@ERIM NQ SHDRHMFRDNED GNRS REMRS
S5@S BNNISRED B@QLDQ@R RIHMRSEHKM

4SDO  $KHBINMIKDQ 4XRSDL 4DSTIDLNSD %DUHBDBDLNSD %QHUDQR
S5GD3DLNSD %QHUDRRY NODMR

4SDO  $KHBJIGD .@M@FD %QHUDQR ATSSNRDKDRBSd @MC BBDJ
4SDO  4DKDBS&BAXis Video Network EQL SGD CYO CNVVHKRS @ MdBERK

4SDO  OOHNMKKFHUBEBZBMDSVNQJ @ TMHPTD M@LBEEDWC BK
5GD MDV "WHR /DSVNQJ @OOD@RRIEMIQJI S@AKD

4SDO  %NTAKDIBBIGD MDVKX @CCDC MDSNMGIMGED S@AKD
5GD%QHUDQ .@M@HDY NODMRE/B®'WHRHCDN /DSVN@I@A RDKDBSDC

UseTls CDE@EKSiue @MQcp lp Port CDE@BKSN797
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4SDO 5N STQMEE-4 RDBTDBNLLTMHBENM BCG@MNEBTIs SNalse

CAUTION: %HR@WE 5-4 RDEDGNLLTMHB@ENM NODMR XNTQKBIRSMBN ERBHNTR G@BJHMF %N
MNS BR@AKIHB RQDBENM TMKDRR XNT JMNV VG@B ENAM) @ MOERD@AKX NMKX HE XNTQ
MDSVNQJ HR MNS BNMMDESD&VEDYMDS

4SDO  *E SHR HFDSRDBNMC "WHR MDSVNQDX¥WRE®MK BG@MEPIpPort SN
&@BG MDSVNORTEIR @ TMHPTD 5$1 *1 ONQS MTLADQ

4SDO  $NMgQL 5@S® MDSVNQJ RS@8KR HRMC BEA@UD
*E XNT G@UD SVN MDSVNQBRBESNQNVR FN HMSN B@TQM KBK TMSGD RNES@Q
DRS@#RGDR D@BG ONQS 5GHR B@M S@JD @ EDV RDBNMCR

"CCHMF NQ BBMF @M "WHR B@LOXB*8

"CCHMF @ B@LDQ@ L@X HMUNWIHM® ESRHBIBESSD @K @R BNMgFTQHMF HSR BNHNMIBR®SHR 5GHR
OQBDCTN@CCR @ B@LDQ@ KEMITAF@M @KRRENUDQ B@LDQ@RHEEIHINIDGHR @ESDGIMREDL
HFQ@SDC H\WRBEMRRSKIXWHRS B@LDQ@BNVFESD MDDC SNRBNUDQ NQ LEXN TGS B@LDQ@R

Prerequisites:

:NT @GZBNMMDBSDCGEN FLNSD GNRS RE@®ER0 S BNMISRED B@LDQ@ TREMNBA 6* 5GD "WHR MDSVNQJ G@R
ADDM RDS TO BNMBET@MC HSRGOFIMNQEK 'NQ RDBTBNLLTMHBESM ADSVDDM B@LDQ@ @NNIEGB@S
B@LDQ@ RTOONQSR 5-DFEMBTQMHB M

4SDO  'ONL SGD L@HM LDMTHBEBENMS(KDQ 4DSTGDLNSD %DUHBDBDLNSD %QHUDQR
5GD3DLNSD %QHUDBBY NODMR

4SDO  %NTAKDBBJI NME® "WHRHCDN /DSVNOQN'QHMGD S@AKD
5GD%QHUDQ .@M@HDY NODMRYB®'WHRHCDN /DSVN@I@A RDKDBSDC

4SDO  $KHBIGDS@LDQEFA
5GD$@LDQ@ .@M@EBDV NODMR

5GHR UHDNRDK@XFR® KE @ MXHMWHRSLDQ@R

4SDO %N NMD NBB EKKIVHMF

a 5N DGSGD OQODGHR NE @M BWHB®LDQ@ CNTARDEKB@LDQ@W @IMGED S@AKD NQ
RDKDBSHB@LDQ@ @NEIEK )XODRIKIJ ATSSNM

a 5N @CC @M "WHR B@LDQ@KIX@B# @ /DV ATSSNM
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4SDO

4SDO

.@@BG

5GD/DV VHMCNV NODMR

(HUD 6D B@LDQ@ig@play Name ~ @MC N&EM@ds&cription DMSDQ MgRddress TRT@K @M *1
@CAORR @MC SN TRD RD8S8TOQR RZ@LHMF HEXDJ

" Web Port NE443 HMEB@SOHESH BNLLTMHBES BG@MMDKRITER @DET BNLLTMHB@NM
5GD B@LDQ@ LTRS RTOONQS 5-4 SN BNLLTMHB@SB)RTBBDRRETK

*E 6D RSE@NVDHICDQR UHCENERD B@LDQ@ TRHMF BI@HRSEESIR ONQS RGNTKEERRIES

EQL SGD RSENSR'ONQS TRDC SN BNMMEESMDSYNQJ GBQVHRD GIER@LDQEGDQR HSR NVM
UHCDN @MC RDMCRISTRDSEHR ONQS RGNTHEDAR@LD @FDSONQS®S BNMMDEBBRRSENSV]

SN 6D MDSVNQJ

NOTE:
*EUse Rtsp Stream  HRue SGD BG@MMDOKMNE BNMMDBS ADBBITRINBR MNS RTOONQSIRDBTQ
BNLLTMHB@SMEQSGD B@LDQ@ GN BSKENMV

5N TRD 841 RSQ@LHMF ROse Rtsp Stream  SNrue CDgMDGD BQCDMS2 KIPQHIT AX GD
3541 RtspUsername @MR@RitspPassword  CDgMDGDHostName *1 @WHR LDE@ LDE@ @LO
@MC BRDJ
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5GHR U@KTD CDgMDR @ ONQS SN BNLLTMHB@SDH@BBAEECNDR MNS RTOON@S RDBTQ
BNLLTMHB@ISM
5GD RXRSDL R@GDRBSIMgFTRI®E SI8B RSE@SV C@S@A@RD

4SDO 5N UHDVED B@LDQ@ORGHR M@UHF@SD ABIBIEEKDQ 4DSTGDLNSD %DUHBDBDLNSD
%QHUDEDR AKD IBBJGD "WHR UHCDN MDSNN@KBJIGDS@LDQE@FRRA @MC CNTAKBIEBD
B@LDQE\CHMGE S@AKD
5GD RXRSDL NODBB'&HRHCDN $@LDQ@A

4S@STR RGNTKGKD

4SDO  *EStatus HR MN&} BNMgQLG@SB®High Compression Codec  HR @ OND@H@SDKX BNMIENQ
5D B@LDQ@ @MC HE MDBDRR@ GK FBRQMFEXSEMHBB@UD
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a 'NQ @ RDEI{3SOR BNMMBIB& ADSVDEBDB@LDQ@ @MERBE@ES$0%&$ RGNTKC AD
MPEG4'ELODF?$0%&$?*%7?.1&(

a 'NQ @M311 BNMMDBEM ADSVDMDB@LDQ@ @MER3BEES$0%&$ RGNTKC AB264
'ELODF?$0%&$?7*%7?)
%HRBNUDQHMF B@LIMIKXBR 8
:NTB@M @CC B@QLDQ@RIER@NQ TRD KIRBNUDQX INA SN @CC B@LDQ@R
Prerequisites:

: NT @DBNMMDBSDCGEN T ODQUHRNE RS G GIMRE@EM NQ SHDRHMFRDNED GNRS RE@GERDS
BNMSERE B@LDQ@R RIHBIRSEHM

4SDO  $KHBINMIIKDQ 4XRSDL 4DSTEDLNSD %DUHBDBDLNSD %QHUDQR
5GD3DLNSD %QHUDBBY NODMR

4SDO  $KHBIGD .@M@FD %QHUDQR ATSSNRDKDRBEd @MC BRDJ
5GD%QHUDQ .@M@HDY NODMR

4SDO  $KHBIGD$@LDQ@FRA
5GD$@LDQ@ .@M@FEBDV NODMR

5GHR UHDNROK @X¥iR® NE @ MXHHMHRSLDQ@R

4SDO  $KHBJIGD %HRBNUDQ ATSSNM
" C HRBNUDQX INA QTMR 4NLD B@LOGRBNUEQ @KBOMS WHUNS *E XNTQ B@LDQ@ CNDR MNS
CHRBNUDQ @ESDQ @ LHMTSHEQN\B® BX/ ATSSNM

@MC @CC HS L@MT@K

4SDO  %NTAKDIBBJ D@BG B@LDQ@ @MGDMSD@8e ENQ D@BG @NEIIBUD
5GD B@LDQ@ @OOD@QRRSBICOOEDLDQEFHDA

4SDO  1HMFGD B@LDQ@ @MC NARCEIJRSHEST R RGORYR NQunacknowledged alarm
4SDO *EXNT G@UD @ 15; B@LDG@BDRBSR CNTAKIBBED B@LDQ@ @MC @BDRIEQMODARDSR

4SDO  OARDQUEGE® ONQSHRKEDC TMOBR B@LDQ@ @MC L@DERIQ XNTQY@KHR BNMJPTYHS &D
MDDCDC ONQSR NODM
:NT VHKG@UD HRRTGRY¥HINMSMX @MC UHCDNHNNSHECEP THIE ONQSHD@RNBJIDC
"OOQNUHMF @ B@LD@ARRBEMDC BIEpHB @ SDASH*
*E XNTQMZRDQ ODQLHSR RBKMDC RDQUMyBOGSRHR DBDCTRFTHCDR XNT SN BN DO#g0ssued By
@MGubject OQIODGIBR NEISR BBQB@SD ADEXNT L@MTHEK AP SD BNMMBBSA
Prerequisites:
:NT CN MNS G@UD @ RDQUDR@S BEBRERD L DQEEES V@R RHFMDC AXNMRNGXK BDO®B@SD
4SDO  "BBDOSGD RERHFMDC BRBR&SD @MC L@JD @ BNAWVBESS B@LDQ@
4SDO 5N KNB@&EDBDAFB@SD CN NMBNERKVHMF

a 6RHMFED VDA 6* M@UHF@$NMIKDQ 4XRSDL 4DSTEDLNSD %DUHBDHDQBgB@SD
.@M@FDLDMS

a 6RHMB NQJADMBE@UHF@ SESEHM 4DQUHBDRK@SENQLADQUHERFS. @M@FDLDMS
5GD RSE@8V NODNEDSDQBgB@SD .@M@FDILDMS/

4SDO 5N @BJMNVKDCHED ®DBTQHSX V@ QMBIKKNBKED MC BBIGD'KKNVDC )NRSR@A
4SDO 5N NODMGD BDE§B@SD RDKDBS HIB@MDOMBK
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4SDO

4SDO

5GD)NRS &WDLGENMHMCNY NODMR

$NMgQL S@S® BDAGB@BBSued By @MSubject OQODGHR BNMS@HM M@LDBNRMHY D
@MC BBDJ

'NQ @ RBRHFMDC BB® SGIRD GODGHR RGNTKCADB@LD 5GDX RGNTKC BNGIS @ @M
NE SD B@LDQ@ L@MTE@BSIQBQ HCBIY@AKD SDWS

CAUTION: *E XNT CN MNIBRFMHYGISU@KTD GEFD GIQDPHR XNT L@X MDDC SN HM@BRS
VHS §D B@LDQ@ L@MTE@BSHR BBB@SD GI$B @SR B@LDQ@ @RH@ UEEDN RDQUDQ
"OOQNUHMF @ ANFTRHBIEBSD NODMR XNTQ RXRSDL SN @DL@ICEMBSS @BJ

"RRTLHMFG@ $5® BDRFB@SD HRM @HKIC GE BDEFB@SD G@R MNS ADNMOEZCDMS HEY
"OONUD@M@MRONMC SECSBNMgQLIENSA VHMCNV AXESKIMBR
5GD VDA 6R$@LDQ@ .@M@FEBRHRSBBS B@LDQ@

7HDVHMEB "WHR B@LDQ@ UHOBN. REIA 6*
"M "WHR B@LDQ@&UBEDR EDISERNQ L@MHEWKGES )5.- UHCDN RSR@L

Prerequisites:
5GD B@LDQ@ HR KMREIIC BNMBETQGD "WHRIZDN $@LDQ@ P@NQSBZB@LDR@D K@ RkK

4SDO

4SDO

4SDO

4SDO

Result

'QNL SGD L@HM LDMTHBENMSIKDQ 4DSTBDLNSD %DUHBDBDLNSD %QHUMBRRAKD BRJ NM
35D "WHR MDSVNYIHMGED3DLNSD %QHUB@RKD @MBBBD$@LDQEHDA
5GD$@LDQ@ .@M@ BBV NODMR

%NTAKDIBBJ @ B@LDQ® Q
5GD UHDV NODMRGEMEBHRHCDN $@LDQ@A

$KHBIGD-HUD AD\ATSSNM @PSNO NGB UHDV
"ESDQ @ LNLDMS BNMWMWIB&D UHCDNIR®Q NODMR

5GD gQRBID XNT L@JO5® BNMMBBB/I HS S@JDR @ EDV RDBEDERIENGIBY SN NODGD'E S
EQ@LDVN@GNQSR _$NMMDBSBEDNTS * ITRS V@HHES® KNMFDQ

5N @IORSGED *QHR @MC 'NBHBJEBR BNM$KR

"M "WHR B@LDQ@ B@M @KRN @B FYE@WBIBIDVDQ

.@@BG



HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD 7HCDN HMR &8\

SNMEHFTQHMF @M @K@QL

5GHR QBDCTRTRDR @ .MBIM %DSDBSDC DUDMS HM @ BNMMDBSDC B@LDQ@ SN SQHFFDQ @M @K@QL 5GD R
S5D VDA 6* @MCNQJIJADMBBISDQE@BDR

Prerequisites:
"KK B@LDQ@R G@UD ARBMUBENQ @CCDC GN RSKMNVI

4SDO  $KHBIGD&UDMSRAA @MBMBKSD %HRBNUDQ ATSSNM
5GD GIRBNUDQX INABEIRENQ DUDMSR

4SDO  "CC .NS HNM %DSDBSDGBNC®S@A@RD @MC CNBAKMBKRINM %DSDBSDC

4SDO  $KHBJ NMEB'K@QL 4DSTERA @MC NWBIERD B @K@QL G@R@KADDM L@00ODC A@BDSN S
B@LDQ@

4SDO  6RHMB NQJADMBEVC @ B@LDQ@ TMHDWIBRACDN/DSVNG@IM XNTQ 4TODQUHRNQVRB®@S
TMCD@G® B@LDQ@DSNSHNM %DSDBSDC ONHMS

4SDO  %DKDSBB"K@QL 4B8&R DWSDMRHNM
4SDO 00ODM SD@K@OQI@KDSSD @NIT GNNKD@M$G@MFDOE4S@ SD"N@IEBWSHMS

4SDO  00DM SDUHCDN%QH@KDSSD @NIC @BICDN"K@QLEWS1@Q@RMISIIQROMS NBDS
#NNKD@M$G@MFDOE4S@SD"K@QL&WS

4SDO  %NTAKDBBI NMcH @K@QL DWSDMRYHRBNEBQ@NSSNL N&3UHDBKIBJ NMc® ENKCDQ MDWS SN
SEDCameraOrd OQODQSX RDKDBS XNTQ B@LDQ@ @MC R@UD XNTQ BG@MFDR

4SDO 8 @UD XNTQ G@MEMSINERS BALDQ@
5GD @K@QL BNMRNKD RENGE@MV @K@QL

:NT B@M TRBHR LIENC SNOEIMBD @ B@LDQ@EMNSK@QLR HM XNTQ RXRSDL @BIT SN OK@X S
@RRNBH@SDC UHCDN

4SDO  &WO@NMNMgHDQUHBERIC CNTAKBEKSD'K@QL4DQUHBD
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/INSHBDGE®S @HCDN3DBHOHE@WMSADDM @CCDGBK@QL4ADQUHBD

&MSDQOQHRD 4D@RSKARHOHDMS @ TBRERSGDM XNT BNMGF&@QUHCDN MDSVNQJ *E XNT
@QTRHMF UHCDN HM @ BEB®EBIDXNT XHKDDC SN @GBRRHOHDMS XNH QRDK
UHCDN3DBHOHRDMIS HIE SN LNUD @ B@LDQ@ SNR@SK@RDC NM @M @K@QL
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"ANTS .HKDRSNMD CQHUDQ BNNIEMFTQ@S

5GD RXRSDL RTOONGBR $IKDRSNMD RNESMEBIBSR \EGSVN CQHUMRRKDRSNSMW/ACSDBS
.HKDRSNMD CQHUDQR @MO REIBBR

5GDMLHKDRSNAM@HUDQ RTOOSQSRESDBS NEDRRHNMIGEK 88

a 91QNSDBS NEDRRHNM@K

a 91QNSDBS &MSDQOQHRIB@SDQ ATS TRAIRREALD MLHKDRSNMD I@Q "1*
5GDWA{SDBSQHUDQ RTOOSQSRESDBS NEDRRHNM@K @NSIERSNQONQ@EITBER

a 91QNSDBS NEDRRHNM@K
a 91QNSDBS $NQONQ@SD

*MSDQE@BDR
5VN HMSDQE@ BDR@HHK @AKD SN @CC @ MCEEDRIyETUHIUDQR HMNBIRS@S

a 8 NQJADMBG
a &MSDQOQHRD 4D8 TRHERDQ *MSDQE@BD VDA 6*

5GDO0(.(9( 5;,9790:, #*<90;@ 5:;(33(;065 (5+ (05;,5(5*, <0+, @EMMMBDR ABSIMSDQE @BDR(S&HD
&0+,6 9(4,>692 <0+, SGHR FTHCDE@mMBDRES8 NQJADMBGISDQE@BD DWBKTRHUDKX

-HBDMRHMF
5GDLHKDRSN@DI®/O(SDBSQHUDQRTHINE@ .HKDRSNMD RNEREDRRD

%QHUDQ M@LHMF BNNMBMS
5GD SVN CQHUDRREIRQ SN HMEDQMS V@XR CDCENWENM VEDXNT @3 NQJADMBG

Table 25. 7DQRHNMR RTOONQSDC

Milestone Xpr otect version supported by

90QISDBS 3 @MC D@HDQ /HOF@Q@ T@MC DenK
.HKDRSNMD 813QBS 3 INS RTOONQSDC
1@KDSSDR

5VN O@KDSSINRJBIQD .HKDRSNMD @NEDBESBNLONMDMSR 5GDRD O @RTHEIZRBIINQJADMBBISDQE@BD
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Figure 31. 1@KDSSDR @MC BNLONMDMSR

5GDWO(SDBSQHUDQOIGCDRIBRD BNLONMDMSR

a .HKDRSNMDBBDPBS/DSVNQJ RDSREGOOMDSVYNQJ BNLONMDMS

a 91QNSDBS.@M@FDLDMS4DQUDQ BNMMDBISRCRESIMD L@M@ FDLDMS\REMRMOQ@DRRHCD HM @
RDO@Q@SD BNLOTSDQ

$@LDQ@R HR @ ENKCIKDBSQFENVD NQ DNQQISDBS BNLA@®ED B@LDQ@ CDUHBDR
3DBNGHMF 4DQUDQR HR @ ENK GD@SENTUENEMF RDQUDQR

91QNSDBS$@LDQEUBIGDR B@LDQ@ BNMUNVIEERS PHR
&UDMSR HR @ ENKCDRIEQBNKDMSR RTBG @RMIN®SDBSDC

SGDMLHKDRSNMIHUDQIOIQCDREBRD BNLONMDMSR

VR R B )

/. HKDRSNMD/DSVNQJ RDSFGDOMDSVNQJ BNLONMDMS
[.HKDRSNMD%UQ RDSR TO @ .HKDRSNMD %73
%HROK@XR HR @ ENKGDGENNBNKNQ DNPIMHSNQR SRCK@X UHCDN

$@LDQ@R HR @ ENKCIKDBSQFEWVD NQ DNE@LDQ@ CDUHBDR

1NQS MTLADQR

*E . HKDRSNMD @R&SESV @BMREBENMES R@LD 1$ @ .HKDRSNMD L@M@FDLDMS BRUHR@EQSR
@MC ENQ HSR HMSDRBIRRDR #OEERIMMDBSF XNT LTRS BG@BEDOHIQSR TRDOGIXEDA4DQUHBD SN
@MC NQRKNB@ED3@M@FDLDMS RDQUDQGNEBHNS TSIEES RGASD MDSVNQJ

SURNER DR )

*E XNT BG@MED 8DA4DQUHBD ONQSR @MC G@UWDNBNNMAKDBR XNT L@X MDDC SN NGDIMM® HM XNTQ
g@VaEK

5GD MLHKDRSNMD CQHUDQ

5GHR CQHUDQ RTOGDGHDOESNMNHORRHNM@K UHCDN L@M@ FD L DMIFESY @IMMHMF HM @ RS@MC @KNMI
RHMFKD BNMSQ NQ BNLO@MX VHCHE @IBREES HVBKTCDR @S KD@RS NMD 4TODQUHRNQ 1$

/LHKDRSNMD EDBGRSTQ

"TSNL@8B BRBNUDQX NE B@LDQ@R

15; NODQ@SIMR BNMS@MC FN SBMRIOBR

.NS HNM CDSBRS! @K@QLRIBMGHYF @K@QLR
4TQUINGBMBEIDVDQ

QO

SURN R )

.@@BG
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"K@QL UHCDN OK@XA@BJ
-HUD UHCDN OK@XA@BJ

4VHSBGHMF ADSVBDD ®@MC OK@XA@BJ UHCDN
3DLNSD UHCDN BNMNIDBR

'NW UHCDN BR@QRHMF

(Q@OGHBR VHCFDSR

JSUREER DR O O I

SDRSDC LNCDKR
5GDMLHKDRSNMIHUDQ G@R ADDM SDR&EIC. MKBRSNMDNEDRBS NEDRRHNM@K .HKDRHMBDBS BMSDQOQHRD
HR CDDBR@SDC ATS TREIRRRQLD "1*

3DPTHRLDMSR

a *1 @BBDRR ADSVIEIM&3 NQ B@LDQ@ BIMSK BNMEKDQ

a "OOQIOQH@SD NODM GBIDSREBRKO@NQS ENGS VDA HL@FD RDQUDQ ONQS BDMSQ@K ONQS ~ @MC
TOKN@C DUDMSR ONQS

$NLOKH@MBD

a 5N BQ@SDORDSR TRBEEHKDRSNMD @E#@EM 5GHR CQHUDQ CNDR MNS BROSB@EI® *S CNDR
RTOONQGSE5.NUD SN 1IQRDS NBSM

a .HKDRSNMD B@LDQ@R CN MNS RTOONQS &MEMKDMEDBEREAKHIMRISEBSM HE XNT @CC @M &UDMS
%DSDBISIM SNMEQRWS HE WHKS VNQJ 8B .HKDRSNMD B@LDQ@

a 5GHR CQHUDQ CNDR MNS RTOONQS *QHR @R 'NBTR BNMSQ
a $@LDQ@ GBEBNMS/ITDR IDONQSk DUDM @ESEED LDQ@ HRBSIMMDBSRICIED MDSVNQJ 5GHR HR @M
HRRTD &HSD .HKDRSNMD @EEEM HCDN HR MNS@SDC ENQ BRBNMMDBSDC B@LDQ@

CAUTION: .HKDRSNMINODBSR CN MNS RTOONQB BRBIT/HBENMGDREND HS HR MNS ONRRHAKIDSN RDBTQ
S5D BNMMBbBS/1 ADSVDDM @HRSMEEBMC HSR .HKDRSNMD CDUHBDR
5GD WOISDBS CQHUDQ

5GHR CQHUDQ RTOONQSR .RIDAISHESSNQONQ@SD @ISDBIQ@EDRRHNM@K UHCDN L@M@FDLDDIS RNESV@C
QTMMHMF HM @ BNLO@MX VK@BESHIBRERHMBKTCDR @S KD@RS NMD 4TODQUHRNQ 1$

7DQRHNMR RTOONQSDC

Milestone Xpr otect version Supported by
90QISDBS 3 @MC D@HMDQ HOF@Q@ T@MC DaRH
.HKDRSNMD 880QBS 3 /NS RTOONQSDC

WOSDBS ED@8TQ
4TOONQSDC EDIRSHRIBKTCD

"TSNL@8B BRBNUDQX NE B@LDQ@R

15; NODQ@ISIMR BNMS@MC FN SRRIIBR
ATQUINMEMBHDVDQ

-HUD )5.- UHCDN RSI®LHMF

1K@XA@BJ )5.- UHCDN BEQHMF

4VHSBGHMF ADSVBDD ®@MC OK@XA@BJ UHCDN
NS HNM CDSBRSI @K@ QLRIBNCHYIF UHCDN SQBIERXI@M @K@QL
"K@QL BNMRNKD UHCDN OK@XA@BJ

3DLNSD UHCDN BNMNIDER

'NW UHCDN BR@QRHMF

(Q@OGHBR VHCFDSR

QY Y Y D D DD DD
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a 4TOONQS ENQ @ L@M@FDLDMS RDQUDQ

5DRSDC LNCDKR
5GD 90RSDBS CQHUDQ G@R ADDM SDRBDIEKIRSNMDNGRBS $NQONQ@ WSPES NEDRRHNM@K @MC S
90QSDBS &RRBEIER @MC HR BNARGHSD 90RSDBS %QHUIMENED G@D HMSDRQGBERSDOR@HM
TMBG@MFDC

3DPTHRL EHKDR
5GHR gKD @8BNtagara_ Home\modules  ENKCDQ@Qrotect-wb.jar

NOTE: 5GD OQUHNTR LNCTKD M@ L DEEN(DESDBSQHUDQ W@&ect-se.jar *E XNT TOFQ@CD @ RXRSDL
CN MNS BNOBHR NKC gkDEEMSdule ENKCBPMMHMEB RNES\DABIS ANS CQHUDQRIBETIR BNNBSR

5GDRD gKD® @KEPNiagara_ Home\bin - ENKCDQ

a VideoOS.Platform.dll
a VideoOS.Platform.SDK.dII
a XxprotectBridgeService.exe

$NLOKH@MBD

NOTE: 'NQ $D OTQONRD NE BNMgFTQHMF @ BBUOEDBESQHUDQ LTRS QTBDHMGDQUHRNQ 1$ 4S@MC
@KNMD RXRSDLR VGHBG G@UD NMKHADNMENBANESRTOONQS HMEDF @EEe) L DQ@ SBSHKDRSNMD UHCDN
L@M@FDLDMS RNEBV@@ BNLO@MX VHCDHBRBIGRWA(SDBSQHUDQ QTMMHMF HNIKD G MISICDR
@K@QL L@OOHMRNRUPRISDBE@LDQ@OR 6@S @00D@EDHNIGED QUHREH@QL BNMRNKD GIDIQNS
WQOSDBED @ DIRVNQJI HM @ BINGISD

a 5GD 90RSDBS 4%, "1* CNDR MNS RTOOR@BSB@NM 5GNAESDBSHCDN CQHUDQ RTOONGER NMKX S
.NUD SN 1QRDS NBSM NBQ@SD DRDSR TRELS HKDRSNMD $NQONQ@SIDRNESV@Q

a "M @BS\NM NGB 91QISDBS B@LDQ@DS@BS IORDS -HRS LTRS AD HMUNID@ GEDIHRS NEDBRQSR\NEQ
35D .HKDRSNMD $NQONQ@ SIORNEEN A BENUHCDRIR @BS VGHBG S@JDR HI@BEDBS
0SGDQVHRD HINME ORDSRNEGGD B@LDQ@ NBBTQR GHBEK®IE D@BG B@LDQ@ OHMF

a 5GD 91QSDBS 4%, CNDR MNSUBED @M "1* SN @CC @ BAGNEQ@LO@B @KSN\GD L@M@FDLDMS NQ
@BNCHMF RDQUDQR [IRR@GEDWASDBSQHUDQ CNDR MNS RTEDETE3DS B@LDHMINER
8 NQJADMBONT LTRS GRBNUDQ B@LDQ@R SDIGECE RE@S

a 5GD 91QSDBS 4%, "1* CNDR MNS RTOONQS *QHR @MC NNER BBMRBBRTEXISDWACSDBSQHUDQ CNDR
MNS RTOONGB SQHR @MC 'NBTR NOIMREERS NQJADMBG

a 5GDWA(BEDBSQHUDQ RTOONQSR NNNY %ISSBRBEI 4S@QSDC @MAINN®DSBEB 4SNOODC @K@QL
BNMESNMRNECEGD .HKDRSNMD $NQONQ@SIMRNESV@Q

a 4HMBD LNSIM CDSERES! DUDMSRARKDC EQ @ QBNCHMF RDQUDBNGHMF RDQUDQR LTRERBNLIEE)
@MC @CCDCGN S@M@FDLDMS RDQUDQ BNLONMDMSE BOIDQEED

)5.- RSQ D@LHMF

5GD K@SDRS UDQRA@FAEEOONQSISUHCDN EQ@LDVNQJ )5.- R®QHMF TRHGIB $HIKDRSNWOSDBS
CQHUDQ ENQ UHCDN OK@XA@ BIKEBIREVDHIRMWE DR SN TBD ®OOKDS UHDV RTOONQSBC AX 8
-@TMBGDQ GNVDSEIOK@XA@BJ UHDVDQ RTOONQIREEFRUHCDNHBR )5.- RS@@LHMF L@JDR TRD
NE D .HKDRSNMINEIBS4DQUDQ @MSBRY.NAHKD4DQUDQ

91NSDBS BEPSDBETQ

HKDRSNR®1MSDBS BQTBSR KEQ BNLOGDMRHUD UHCDN ODQENQU@EAED GERE@SIMR *M @SKM SN
KBDMRHMF @MC BNMgEDQEHASD QRHENM@K RNEEWERDA BNMMBBSISX NM G@MC GDKC CDUHBDR BNMMDBS
NUDQGE® *MSDQMDS

.@@BG



HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD 7HCDN HMR &8\

Figure 32. 91QNSDBS BBBISDESTQ

5GD 91QSDBS/DSVNQJ BR O@®S BNLONMDMS *SR BEBENCED9 1QNSDBS 4DQUDQ .@ MIEIBNQSR NMD NQ
LNQ 91QNSDBS .@M@FDLDMS 4DQUDQR

"M 91QNSDBS .@M@FDLDMS 4DQUDRXTHNEEXSDC HM @ RDO@Q@SD BNLODSI@BBRNRGHEY TODQUHRNQ
RS@SM SNK@POUHBDR B@LDQ@MB&MEBDRDQUDQRGNNMBSVNQJIHost Name HCDMSDRE$R BNLOTSDQ NM
VGHBGE® 91QSDBS .@M@FDLDMS 4DQUDQ HR QTMMEDIE BEDMERRISM SXOMkidows @ TSNQHWEE
OQODGHR HCEEES®Domain M@LD NS RDQUDQ @ RDO@Q@BRRINDSG@S ENEDNRS BNLOTSDQ @MC
OQUHCDBCDME@K GNSHWEE TRDQM@LD @MC O@8R@EBDRR KDQUD®Iostname  @MEDQ *1

@CORR @WOt HCDMEX D@BG 3DBME 4DQUDQ

5GD 91QSDBS .NAHKD 4DQUDQ RTOONQSR @BBDRR SNIRAICEY@RIQMOQREQNSD CDUHBGRS
BNMMDBS SDSHCDN MDSVEQIEG 6D *MSDQMDS CEUHBGRS TRGISVDA 6* HMBKME K@OSNOR
BNLOTSDQR RL@QSOGNMDR @MOBGHEEISRMRSENM NEB 91QISDBS .NAHKD 4DQUDGINBNEOTSDQ
VHS D 91QSDBS .@M@FDLDMS 4DQUDQ

91QNSDBDOTHR DMSR

4DBTRQ BNLLTMHB@NVDBTHIR @ RDBTENMMDMBEM ADSVDDKI EMKONMDMSRIEBRRDR @MG/RQQR
91QNSDBS RGQTBSR TRD @WSOBS.@M@FDLDMS4DQUDQ SN H@DI@HODN @MD ®ENQDC UHCDN

/@SHUD GIBDRR NSDBSIM

#DGHMGB RBDMDR @{M@EBDRR TRHMF ONQS  EAINIZR @R @ AQHCFD ADSVDINS IS REM@FDLDMS
RDQUDQ @BICRSESV 3TMMHMFOIVKNB@K BNLOTS®S SNTROR BSE@SVGD M@SD GBDRR RS@QSR VGDM
S5DWASDBSQHUDQ RS@QSR @MC RSBIDRSIBBWIFEES TSR CNVM
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Figure 33. 91QNSDBS BNMMDBAR

*MH@F@@BHR BBDRR Q@MCNLKX @RRHIFORQSSHS TRDC SN BNMBIDBS RBBTQHSESRS@SV

*MH@F@@E@HR BNMMDBE@ THIR @ RODBHgB @®IFS VGHBG NBF@Q@X L@JD @ RDBBYMMMHBEEM
EQL SGD RSHNMVCGRTFG SD M@&SD ABDRR @MC NMGENRDQUTEDQHgB@SD @RRHFMEECGENGESNUBICDR
RDBTQHSX ERM&8D @RDRRNT LTRS RDS TGNative Process Port @MC HVMR&@ BDASB@SD

.@M@FDLDMS @MC LNAHKD RDQUDQR
5GD .HKDRSNMD3DBS.@M@FDLDMS RDGHBG TRE®RTMR NM @ BNLOGEISHR RDO @IESIDEQ
4TODQUHRNQ 1$ L@M@BDRIKCDN @MBRBBRGDC UHCDN

5GD 91QSDBS .NAHKD RDQUDQ RTOONQSR LNAHE® € DRENNEFD®)R SN BNMMDEDINGESDBS MDSVNQJ
NUD@GD *MSDQMDS BNLOTSDQR RL@QSOGNMDR @MC S@AKDSR

#DENDHMRE®IRGEDWO(SDBSQHUDQ

a 6RD §D .HKDRSNMDNSQBS 7.4 HCDN .@M@FDLDMS 4XRSNCTESR 4XRSDL *MESEIQRHNM 3
NQ K@SDQ SNKBIRSEISDBS RNESV@NE@ 1$E@S HR B BIDSVNQIIREAM XNTQ 4TODQUHRNQ 1$
a &MRTRS @SS 91QSDBS .NAHKD 4DQUDQ HEDEBNRS@ETMMHGBDNVEDQUHRNQ 1$ 5GHR RNESV@Q
OMUHCDRI3)5.- RNKTSHNM ENEDSJHCDN

$@LDQ@ BBIEGEB@SDR

%DUHBDR L@X @KV@XR BNIGNDS RDBBQHEX// ATS SN AQDBS XNTQ C@S@DE@HBDR HMBRTC
B@LDQ@R MDDC SN L@JD NMBXIRP&YQ BNMMDBSMR 4DBTENMMDBSMESITFG @ AQRDQ SN

@LNSD B@LDQ@RTHEXH-4 BDQRB@SDR 5GD .HKDRSNMD .NAHKD RMIIENVIMOBS ROBTH @ B@LDQ@
TRHMF DUDM @ VWN@DORPRHFMDC RDQUINYB@SS DBTIMR S@SSH B@LDQ@ G@UDHRB®SS RHFMDC AX @
QINS $" BDQSB@SD GMAYVRDE'SQTRS RSNQ

"CCHMF @ MDSVNQJ MLHKDRSNMISDEBSWOQ
5GD .HKDRSNMD MDSVNQJR RTOONQS .HKDRSWSIIB SRMTEIMMBD G\GID

Prerequisites:
5GD RSHENM HBRMRDC ENQ NMD NE SVN .HKDRSNMD CQHUDQ®R WREEFRENGNQTMMHMNQJADMBG/
@ 4TODQUHRNQ 1$ NQ K@OSNO

4SDO  0ODM &D OK@SENQL @MC BNMKBDBSSENGY
NOTE: *S B@M S@JD @ EDV RDBNMCR SN @ LHMHARD 8N DR3EBKM VESD RSHENM

4SDO  *M 6D RS@V /@UED) DWO@MDENMgFENKCDQ @MC CNTABIEBRQHUENRK CDQ
5GD%QHUDQ .@M@FDY NODMR

5GHR UHDV L@M@FDR MDSVNQJ UHCDN CQHUDQR
4SDO %N NMD NBEB EKKVHMF
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a 5N RDS TO @ MDSVNQGBENQRBEID CQ@EB MDSVNQJ BNLONMMNUSED O@KDSSIBEBN S
BKBI2QHUDEDKCDQ NBB&D/DV ATSSNM @HRANSSNL NESUHDV

a 5N BG@MFDNODGHR RDKIHESBDSVNQJI M@LOHABSIRECHATSSNM @ MABRCHS
5GHR NODNER&CHS'HMCNWGHBG 8QHCDR @BBDRR SN LNRS ARSOGOIS@BR ENQ

DCHSMF
*E GHR HR @ MDV K@ERSM@E/DV VHMCNV NODMRNSHKDRSNMD MDSVNQJIR @@HK@AKD
NMilestoneNetwork @ M®lilestoneXProtectNetwork :NTQ .HKDRSNMD HI\GRSIDR THIR NMD NQ

5D NSDMNS ANBSMDSVNQJR

4SDO 5N @COGD MDSVNQJ RDKDB& BSERYpeto Add KRS @MABEEK
"RDBNM@DV VHMCNV NODMR

4SDO  $G@MFOE® M@LD @MEHK
5GD%QHUDQ . @M@RBQK@3R @ CCDC MDSVNQJ

4SDO 5N BNMgQLGE@$® MDSVNQIBIRCGX V@HS ERAS@STR BNKTLD@GQK}

Next steps
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*E XNT HMRB@® .HKDRSNMD MDSVNQJ RTOOSOBDEKDRS NMIHUBNT L@X @CC @ %73 @NVRBEIUDQ
B@LDQ@R .HKDRSNMBBRE MDSVNQF M@ CASNM@K BNMgFNM@S

$SO@MFGED 91QSDBS L@M@FDLDMS RDQUDQ

5GD 91QSDBS L@M@FDLDMS RDQUDQ RTOONQSR @BBDRR SNR@7GHDBNMNDISAVHTIIN 3DBCIMY @MC
B@LDQ@RIEQ 4TODQUHRNQ 1$ NQ K@ OSNISBRRENQONQ@ED BRIP THIR SHR L@M@FDLDMS RDQUDQ SN
BNLLTMHB@SD®&KSBV /73 5GHRNEDCTDRDSR TO ROIBERLLTMHB@ESM )SSOR ADSVDEMLS®M@FDLDMS
RDQUDQ @MEIRB@S

Prerequisites:
5GD 91QISDBS L@M@FDLDMS RDQUBIQIBREMBIRT X SN BNMMDB®) 1$ NQ K@OSNO HR BNMMOIE3DEGDNS
MDSVNQINT G@UD @CLHM OQHUHBDRBRFRQJIJADMBBSHBG HR BNMMDBSDC SN RBES
.HKDRSNMDBIBPBS/DSVNQJ @G \H#OSDBS O@KDSSD HR NODM

4SDO 5N BQ@SBEH 91QSDBS LOM@FDLDMS RDQRDRFENES CN NMD 8B EKKIVHMF

a %Q@F @MNSDBS.@M@FDLDMS4BRLUDAMDMNEGGD O@KDSSIEENVBSVNQJ
BNLONMDMS CNTAKBBED MDV BNLONMDMS @MC DVBEDENMVIDBIBIRKNS

a 00DM SD9 1QNSDBS 4DQUDQ .@ M@EDQAX CNTAKBEKMESHKDRSNMDBIBPBS/DSVNQJ
MNCD HEI3/@U SO ENKVDC AXIBBIJHMEIIDV ATSSNM @HRNSSNL NES UHDV

*E XNT BRIDGE®/DV ATSSNMGS/DV VHMCNV NODMR *E XNT DWO @BENMMDBBIRKNS XNT

RDDGD BNMMBBS/ §QDGHR

5GDWeb Client Hitps Port LTRS AD EEDQMS BEQSGD CDE@TK
4SDO  OOSHNM@K *E XNT TRDDS ATSSNM XNT B@M BG@DMEE.D NE3RDQUDQ @HBDBK
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"RDBNM@@DV VHMCNV NODMR

5GD REPM B@QOSNYM GD KDH3IPRDMSKRIDV VHMCNV NEB.HKDRSNMDSBPBS/DSVNQJ

BNLONMDMS 5GD B@O$VI@D QHFGS RGMBIRRZDLD NQDRIHR @ESDQ DWIDREINC
91NSDBS.@M@FDLDMSADGRNMMDBIBIBNLONMDMS 5GCHRIMMDBBIMMQODGHR DM@AKD

BNLLTMHB@&ISM ADSVDINDE @M@FDLDMS RDQUDQOERGEISEM

4SDO  'NQHostName DMSDGB *1 @CORR @MC EBIW&b Client Hitps Port DMSDGB ONQS MTLADQ
NE 6D BNLOTSDG®@S GNRSB BE@M@FDLDMS RDQUDQ

4SDO  'NQ &D BQCDME8@KR DMSD(Qs&mname @M®@assword @PTHIT AX 6D .HKDRSNMD BNQONQ@SD
L@M@FDLDMS RDQUDQ

4SDO  'NQ RDBDEBNLLTMHB@ENM DMSBQVEeb Client Https Port
*E 6D LOQM@FDLDMS RDQUDQ TRIKGHMMRSR BOBQ UHCGNRSONQS B@ MEADDMIS B SGD
ONQS TRDC ASDOK@SENQLHRBEEN @BBCRRIBDSVNQJI GBDRDQUDQ CNDR MNS TRD ®NAMESQ
S5HR ONQS RGNTKEDARGLD @FDSONQS®S BNMMDEBROE @ SENQLHRBESS S MDSVNQJ

4SDO 5N R@UGB BNMgFTGRI®E BED, NQI@UD
5GD EQ@LDVNQJ @SSDLOSR SN BNIGRBESEMNES HS E@HKR ADB@ TRDRA REEBIV UHED S

M@8JD 8BDRR AQHCFD G@R XDS SN ABGBS@AK

$NMEHFTQH®IB BNAHKD RDQUDQ

5GD VDA 6* RTOONQSR @BBDRR SN B@LDQ@R OE CHMHORNRBEMSDQMDS 5GHR @ BBHEEFRSD
HMRE@BIM @MC BNMgFIMEE @MNERBS .NAHKD 4DQUDQ HEN@ SES 91QSDBS .@M@FDLDMS 4DQUDQ
8GDM TRHMEB ARVRDQ TRDQ HMSDQE @ BDDEHEDBHEBR RDQUDQ LTRS AD DM@AKDC @MC QTMMHMF

Prerequisites:
5GHR 8BDCTH@RRTLDRMR HR @ MDV KERBEE MEBS XNT G@UD KMRS@BSQTRS RIMNED@BG
BNMSEKDQ R&®E @MC B@LDQ@HGBRIEEEDS V@R RHFMDCNNG@'@D8B@SD GIMAYVRDQ SQTRIRSNQ

*E XNTOBDMX CNVMKN@CDC @MEBRSE@KDRSNMDNSDBS .@M@FDLDMS 4DXNID@KRN CNVMKN@CDC S
91ONSDBS .NAHKD 4DQUDXBNRIRS@K
4SDO  *MRS@®D 91QSDBS .NAHKD 4DQUDQ NM @ RDO@Q@SD 1%

4SDO 5N DGHSEHR RDQRBEMgFTQ@S! gkD TRD 'HKD V(OB @ UHF @SESRI@ESM XNTQHMCNVR
BNLOTSDQ
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IQNFQ@L 'HKDR=.HKDRSNMD=.HKDRSNMD .NAHKD 4DQUDQ

4SDO 6RHMF @ SDWHSDRITBG @R /NSDO@C NGHR §KD
VideoOS.MobileServer.Service.exe.config

4SDO  4BQK CNVM NQ RB@ENGSRittpHeader S@F
add key=0Access-Control-Allow-OriginO value=0*0O/>*

5GHRINID HVEI® SDFEBEQRONMRD B@M AIDDRGERQPTDREVIF BNCINEGGD FHUDM NQHFHM 5GD
@RSDQHRJ KISBRYRDQR SKI@KQPTDRSVIF BNCINE@MX NQHFHM SN GEBRRREBD
"MNS5DQ ONRRH#B¥KR

add key=0OAccess-Control-Allow-OriginO <origin>/>*
VGDQ XNT VNTKOQK@BDrigin> VHS @ RHMFKD RODBHRB RNGRIRSM@LD NQ BNMRS@MS *1
@CORR ENQ @HRE@®DS CNDR MNS BG@MFD

4SDO  4@UD @MX BG@MFDR XNT L@DRSENIDP1QSDBS .NAHKD 4DQUDQ

4SDO 5N UDQHEGEES® LNAHKD RDQUDQ HRINGIZIKDERD XNIVRAQ SN BNMS@EBRBQUDQ AX DMSDQHMF
GD *1 @CORR @MC ONQS MTLADD RBQUDTH
<ip address>:8081 NQhttps://<ip address>:8082

5GDRD @@D CDE@TNQSR EBRQR QSDBS .NAHKD 4DQUDQ

6RHMFGD VDA 6* SN HMRS@KIKDRSNMD MDSVNQJ

"CCHMF @ MDSVNQJ SNHAR$@SgQRS RSDO HRONIUDQHMF B @ H@FIREN L O @AKD \GH® .HKDRSNMD
RXRSDL 8GHKD XNT B@NMSDRIDAB 6* SN @CC @ MDSVNQJ SN BNRVIHEEHSXCEOREDQQ LDESNC ENQ
@CB8MF @ MDSVNQJ HR 8NTRADMBGTMMHMF HS @R @M @CLHMHRSQ@SNQ

Prerequisites:
5GD RSHENM HHIBRMRDC ENDIEHKDRSNNI/OESDBSQHUDRT @VNQJIHMF 1D $DA 6*

4SDO  'ONL SGD L@HM LDMTHBENMSI(KDQ 4XRSDL 4DSTEDLNSD %DUHBDBDLNSD %QHUDQR
5GD3DLNSD %QHUDBBY NODMR

4SDO  $KHBIGD .@M@FD %QHUDQR ATSSNRDKDBSI3Add NOSNM @MBHRK]
5GD"CC %QHUDRMCNY NODMR

4SDO  4DKDBS&BMilestone CQHUDRLESSD KRS @ MOBERK
5GD"CC %QHUMMCNYV NODMR

4SDO 6RD &D CDE@TQHUDQ M@LD NQ BGRMELS @ MEHK

4SDO 5N BGDBJED MDSVNQJ BNMgATIQ® ENTAKBEKSD MDSVNQMBNMgQLGD BNMgF TGRS
OQOD®HR @MC HE XNT BG@MRB@@NIBK

.@@BG



HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD 7HCDN HMR &8\

5GD MDSVNQJ RS@STR RBDNEBK)

"CCHMF @ .HKDRSNMD %73
" %73 %HFHS@HCDN 3DBOIY) B@M HMBKTCD @ B@LBIR@K&MC C

Prerequisites:
:NT @GEBNMMDBSDCGEN PLNSD GNRS RE@INT @RVNQIHMF D §DA 6*

4SDO  'QNL SGD L@HM LDMTHBENMSIKDQ 4DSTGDLNSD %DUHBDBDLNSD %QHUDQR
5GD3DLNSD %QHUDBRY NODMR

4SDO  %NTAKD BBJ NMcBMilestone Network AV HMGD S@AKD
5GD%QHUDQ .@M@HDY NODMREB®.HKDRSNMD /DSVNE@A RDKDBSDC

4SDO  $KHBIGD%73RS@A

4SDO %N NMD NEB ENKVHMF ERQ %73

a 5N DCGSGD OQODGIHR ENQ @ MHMAIRE CNTAKBIBISD %73 RV HMGD S@AKD NQ RDKDBS
5D %73 @MAHBKIGD &EIS ATSSNM

a 5N @CC @ MDV %73HBKSD/DV ATSSNM

'NQ @ MDV %73G®/DV  VHMCNV NODMR

4SDO  &MSDQ @S KD@RS SIQDGHR @MEBHK

.@@BG



7HCDN HMR&&H\ HOF@Q@ &MSDQOQHRD 4DBREHSM ®WIRSEQ@RHMSDM@MBD (THCD

Result

a Milestone Engine Ip Address HRE *1 @CDBRR EN@x%73 RNES\I@Q
a Credentials Username @M@assword @KQ ENQ @BBDRKRHMES

a Milestone Central Credentials Username @M@assword @R ENQ @BBDRRHMHAKDRSNMD
L@M@FDLDMS RDQUDQ

5GDMilestone Central Port BNMMDB®D34673 SNGD MDSVNQJ GB 3673 TRDR ENVD@REMF
SN CIHUDQ UHCBNRSONQS B@ MEEDDEIS BQ SGD ONQS TRDC @R SK@SENQLHRBESN @BBDRR
5D MDSVNQJ @D S673 CNDR MNS TRD ERN® REQFGEIR ONQS RGNTKEDARG@GLD @FDSONQS
S5@S BNMMDBSROB @ SENQLHRBESSE MDSVNQJ

"CCHMF @ %73 @CGR S@AR BNMS@HMDQR ENQ BEHRQIGRXR RGP GG CQHUDGEERE®HUDQ
.@M@FDQHDV

$SNMMDBBIF @ %73 SN @ WSDBS RDQUDQ
"M 91QNSDB®BNCHMF RDQUDNYEQDR *1 UHCDN L@M@FDLDMPAENESK@RB@KD STRHSD HN@S@IR

Prerequisites:
5GD CQHUDQ G@R ADDM @CCDC @BIC BNMGEITRHMEB VDA 6*

4SDO

4SDO
4SDO

4SDO

'QNL SGD L@HM LDMTHBENMSIQKDQ 4DST@GDLNSD %DUHBDBDLNSD %QHUDQR
5GD3DLNSD %QHUDBRY NODMR

%NTAKD BBIGD.HKDRSNMD NEBDPBS /DSVNQ@JV HMGD3DLNSD %QHUB@RKD

$KHBIGD%73RS@A
5GD%73 UHDV NODMR

%N NMD NEB ENKIVHMF

a 5N DGSGD OQODGIBR ENQ @ MHIWNA-REZQUDQ BNNWADEINTAKBERKSD %73 RV HMGD
S@AKD NQ RD&DFRPRUDNY @MC BBIGD &EIS ATSSNM

a 5N BNMMDBS @ MDV %ABEBD/DV ATSSNM

.@@BG



HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD 7HCDN HMR &8\

5GD/DV VHMCNV NODMR

4SDO &MSD@GB *1 @CDRR ENG@IBRLNSD BNMEKDQ HBDHost Name OQIODQSX RDERSS NQMNindows
ENQ@Quth Type @MC B@SD RTOORXBMEBDKRemame @M@assword @MC BRDJ

4SDO  %NTAKDIBBIGDI 1(NSDBS .@M@FDLDMS 4D:QUENS @AKD
5GD 9 1QSDBS . @M@FDLDMS 4DQUDQ UHDV SGBDR Y&3R

INSHBDGE@ $5BConnection  OQIODQSX RGNVR _$NMWFBEMC BG@MFDR SN _$NMMDBSDC *

4DBTR B@LDQ@ BNLLTMHB®&SRHMF I@&/RQQ

" RDBTQ BNMMDBEV HIQ@ RSESM SN @ B@LDQ@ BNMMDBSDC SN @ %73 NQ /73 AX LDGRDRIGH @R Q@
RDQUDQ BigB® SD GIM B@LDQ@ES V@R RHFMDCONNS@'BDQR)B@SD GIMAYVRDE'SQTRS RSNQ

*E 6D RDQUDQIBFE@BSD GMB@LDQ@ HR MNS RHFMDENAKEYQO\S $" BDGEB@SD GMAYRDR'SQTRS

.@@BG



7HCDN HMR&&H\ HOF@Q@ &MSDQOQHRD 4DBREHSM ®WIRSEQ@RHMSDM@MBD (THCD

RSN XNT VHKMDDC SN BNMMDBS TRHMF GSSO SN UHD®@ LRHGODNIRRFEIR.DMS HR CTD SNVRDQ
RDBTQHSX

NOTE: *E XNT KNFFDC HM SN XNAQMRI@SMF GSSOR @MC XNT MDDC SN RVHSBG@BASRKNA-HNRSE® C
XNT LTRS BKD@Q AYWRDQ B@BGD SN DMzDAKNIFSIM

"M GSSOR BNMMINI8 HR @KV@XR NEBQQGDENIXNT ERBNUDQ B@LDQ@R LRW@ES Q@BG BALDQ@ G@R
@ RDQUDQHBBESE@S V@R RHFMDONNS@'BDQ®B@SD GM AYVRDA'SQTRS RSBEGD _4XRSDL 4DBTQHSX
BG@OSDQGHRENBTLDMS DWOK@HMR GNV SN FDMDQ @§B@BQR ENVEDIERSFMDC AX @ $" $BGEB@SD
"TSGNQHSX @R @RGNV SN RDQUD @R XNTQ NVM $"

6RD §D B@LDB@NMgFTQ@S! VDA O@FD SN HMESRHEMDC RDQUBBOSOD GMBE@LDQ@

%HRBNUDQHMF B@QLDQ@R
5GHR OBDCTRHR ENQRBNUDQHMF B@LDQ@R VGBM VRAMF S

Prerequisites:

5GD B@LDQ@ R BRAMDBSDC SBLESD BNMEKDQ @MD @@CX SNMEBNUDIYT @HTRHMEB VDA 6* @MC
@QBNMMDBSDCEN BSEaV

4SDO  'QONL SGD L@HM LDMTHBBENMSIKDQ 4XRSDL 4DSTEDLNSD %DUHBDBDLNSD %QHUDQR
5GD3DLNSD %QHUDQR .@ MEBENMNODMR

4SDO %N NMD NBEB EKKIVHMF

a *EXNT @ QRHMEBMLHKDRSNMIHUBRTAKD BRIGDMilestone Network AV HVGD
S@AKD @MBEBBD%73RS@A @MC CNTAKBIBR %7819 HMGD S@AKD

a *EXNT @ OQRHMBEBWQOEDBSQHURBRTAKD BRIGDX Protect Management Server
QIV HVMGE S@AKBIERKSD%73RS@A @MC CNTAKBJIEOXProtectManagementServer
QlV HM@& S@AKD

4SDO  $KHBIGD$@LDQEH®DA

4SDO  $KHBJIGD %HRBNUDQ ATSSNM
5GD RXRSDIHEBNUDQR B@QLDQ@R

4SDO  4DKDBS @ B@LD@DHNRBNODQ@MD @MEBBED "CC ATSSNN ¢
5GD RXRSDL @CGR GIRBNUEEB@LDQ@ SME@S@A@RIMD

4SDO 5N BNMgFDRE&D B@LDQ@ CNTAHR)BISR/GIMGD S@AKD

.@@BG



HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD 7HCDN HMR &8\

4SDO

5GD"CC B@LDQ@ VHMCNV NODMR

5GDRD GIQDGHR CDODMC N B@LDQ® BVICDQRS @IS B8 @SMR NE L@JHMF BG@MFDR SN
B@LDQE@NUDGHROEDQ SEBCNBTLDMS@S ENGDB@LDQ@

$GDBJ 6D BNMgFTGIRIE @MBHRBJI

"OONUHMF @ B@LD@GRRBEMDC BIEpHB @ SDAG*

*E XNTQMZRDQ ODQLHSR RBKMDC RDQUINYBRSSRHR NBDCTHFTHCDR XNT SN BNDCEMssued By
@MSubject OMODGHR NEISR BBIQB@SD ADENT L@MTHEK Q0D SD BNMMBBS/

Prerequisites:

:NT CN MNS G@UD @ RDQHDR@S)ERMERA L DQEES V@R RHFMDC ANGRINGK BDQ®B@SD

4SDO
4SDO

4SDO
4SDO

4SDO

.@@BG

"BBDOSGED RERHFMDC Blo@®SD @MC L@JD @ BNIMEBS B@LDQ@

5N KNB@&EDBDREFB@SD CN NMBENERKVHMF

a 6RHMFED VDA 6* M@UHF@$NMIKDQ 4XRSDL 4DSTEDLNSD %DUHBDHOQHgB@SD
.@M@FDLDMS

a 6RHMB NQJADMBGDUHF@IASENNM 4DQUHBDRK@SENQLADQUHERFS. @M@FDLDMS
5GD RSENV NODNMEDSDQHgB@SD .@M@FD LIS

5N @BIMNVKDCED RDBTQHSX V@QMBJIKKNBKD MC BRIGD'KKNVDC )NRSRDA

5N NODMGD BDREB@SD RDKDBS HIB@MIOMBK
5GD)NRS &WDLGENMHMCNYV NODMR

$NMgQL 5@S® BDAGB@BBSued By @MSubject OQODGHR BNMS@HM M@LDBNRMHY D
@MC BEDJ



7HCDN HMR&&H\ HOF@Q@ &MSDQOQHRD 4DBREHSM ®WIRSEQ@RHMSDM@MBD (THCD

'NQ @ RERHFMDC BRB®SBIRD GQDEHR RGNTKCADB@LD 5GDX RGNTKC BNGIS @ @M
NE 6D B@LDQ@ L@MTE@BSIABQ HCBY@AKD SDWS

CAUTION: *E XNT CN MNEBRFMHYEBU@KTD GERD GIQDGHR XNT L@X MDDC SN HF@BRS
VHS €D B@LDQ@ L@MTE@BSHR BBB@SD GI$B @SR B@LDQ@ @RH@ UEEDN RDQUDQ
"OOQIUHMF @ ANFTRHEBIBSD NODMR XNTQ RXRSDL SN @LI@ICEMBSS@BJ

4SDO  "RRTLHMFE@%® BDASB@SD HRAU@KIC GE BDASB@SD G@R MNS ADRMIBOMDS HE(
"OOQUD@M@MBRONMC SESBNMgQLIE@S VHMCNV AXEBKIMBR
5GD VDA 6R$@LDQ@ .@M@EBRHRSBB BALDQ@

%HRBNUDQHMBKIZAMF RDQUDQ
" QDBNGHMF RDQUDRRATRBE SN OKKNSINM CDSEES! DUDMSR

Prerequisites:
:NT G@UD @CCBR SQHUDQ @MESDRY .@M@FDLDMS 48BIDNLQISDBS .@M@FDLDMS 4DQUDQ SEBA NM S
1QNSDBS .@M@FDLDMS 4DMGUIMHR NODM

4SDO  $KHBJIGD3DBNGHMF 4DQUB@R
4SDO  $KHBJIGD %HRBNUDQ ATSSNM

4SDO  8GDM &D RBNCGHMF RDQUDQIRHMERBNUE) BKBJ @ RDQ@ME BRIGD @CC ATSSI &
5GD"CC @BNCHMF RDQUDQR VHMCNV NODMR

4SDO .@JD @MX BG@MFDRBBDIsplay Name  @M@Oescription @MCBBDJ

7HDVHMARWD UHCDN
5GHR 8BDCTIMDWOK@HMR GNV SN DERGIE QHCDMBISNTFG SD$@LDQEFRDA

Prerequisites:
5GDWQO{EDBSQHUDQ @MC RDQUDQ G@UD ADDM @ CCDCDBRGIFRRD@VIDIR ENTMCIQEEDBS
.@M@FDLDMS 4DQUBRQV HR NODM

4SDO  'ONL SGD L@HM LDMTHB&ENMS(KDQ 4DSTGDLNSD %DUHBDBDLNSD %QHUMBRAKD BRI NM
5D .HKDRSNMINSDBS/DSVNQIWHME S@AKD @NEBIEK%73RS@A
5GD4DQUDEHDY NODMR

4SDO  %NTAKDIBEJ @ RDQUNG@EYIC BEIGDS@LDQE@FDA
5GD UHDV B@LDQ@R NODMR

4SDO  $KHBJ @ B@LDIQEHYIGD S@AKD
5GD B@LDQ@ UHDV NODB/&MHBNSDBS $@LDR@A RDKDBSDC

4SDO  $KHBJIGD-HUD ADVATSSNM
"ESDQ @ LNLDMSIIUDHDV NODMR
5GD gQRBID XNT L@J0z® BNMMBBB/ HS L@X S@JD @ EDV RDBNMCRBR BB DMCB/

Result
*E XNT @CCDCHRCK @D HRTKMBETQUMRMBEDVDRIRSRE B@LDQ@ROK@XDONMBES RHCBDIE S

LNMHSNQ

1K@XHMF A@EBBEQDC UHCDN

6RHMFEHR NBDCTIMXNT B@M OK@X A@BJ @M BMBMT UHCDNHBKVIEBSITS KD@UBRREK @QL BNMRNKD
®BHOHDMS

Prerequisites:

:NT G@UD @ .HKDRSNMD %7R BIM@SM@BNMPETCM @K@ QL BNSINM G@R ADDM BNMYSNIEDNQS
CDSDBSDC LISV

.@@BG



HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD 7HCDN HMR &8\

4SDO

4SDO

4SDO

4SDO

OM S5D L@HM LDMTHBBNMHSNQHMK@QL $NMRNKD
5GD$NMRNKD3DBHOHDMS 4AM@GDRGNIOMR

$KHBIGDIK@XA@BIDAATSSNM
5GD LNRSOEBDMXDBNGDC UHCDN OK@XR A@BJ

%N NMD NBB EKKVHMF

a 5N RDKDBS @ RODBHgB DUDMS ENGIBHEMHMNYREIQ &UDMSBSNM @HANSSNL NG
VHMCN\RDKDBS @M DUDM3H8RHDRK

a 5N RS@QS OK@XN@EBIRODBH#R B BHBAK@X MY 5 HLD RDKDBSI3HLD @ MCHED,
5GD R@UDC UHOIDIBK@XR A@BJ

SN @STOQM SBCSKUD UHBKIBJIGD -HUD ATSSNM

SNMEHFTQHMFHNIE CDSDBSDC @K@QLR
5GHR OBDCTRTRDRBR NQJADMEBBI RDS TO @MC BNMgQL )5.- LNEM CDSDBSDC @K@QLR

Prerequisites:
5GDWQOBEDBSQHUDQ @KIOHIION GE@@HR HMRB@ IBRBNUBD) BNMgFDE @MOQNGBIF @ RS@STR NE ZNJ[

4SDO

4SDO

4SDO

4SDO

.@@BG

EWO@MGIBUHCDN MDSVNQJ CNVBDOINGE DQ@ CNTAKRIGREUDMIRNCD HEZ/@U 8P @MC
BKBJGD%HRBNUBDBSNM

5N @CCGED LNSINM CDSDBSDC DUDMS &DKBBBNIITINSHNM %DSDBSDC DUDMS $X®D HM S
%HRBNUDDQ @MD HEKICC @MO0,
5GD .NSHNM %DSDBSDC AHM@ QX ONHM &SCB@E@GAN@RIDVID

0ODM SD@K@QI@KDSSD DWCDENMYSDMRHNMBD CQ@FNBIKD@M$G@MFDOE4S@SD"ISRQL&WS
S5D .NSHNM %DSDBSDC #NNKD GRIIIMBIMIS X 4GDDSACQPS NMZBNLONMDMS M@LD @RC BK
01

E&WO@MGIEDWSDMRHNM KEDDMCEDN%QHUDKDSSD DWI@GEDM@ERIMNCD CQ@F @

7HCDN"K@QL&WS1@Q@RMISINMDMS SHDENNKD@M$G@MFDOE4S@ SD"HGIGDMISO DQSX
4GDDS GQ HS NISDWSDMRHNM M@LBIBC BK



7HCDN HMR &S HOF@Q@ &MSDQOQHRD 4DBREHSM ®WIRSEQ@RHMSDM@MBD (THCD

4SDO  4BQK CNVM SMetaData @MC BNMg@L@SH $@LDQ@OG@R @®QX ADDM RDS

4SDO  4BQK A@BJ TO CNTAKIBBED3DBNGHMF 4DQUDORD HES3/@U S BHBY%HRBNUBECED
@BNCHMF RDQUDQ @MC OHMF HS SI@BNHETIGR BNMMDBSDSta®NIC @ERIQ$6K}

4SDO  $(D@SD LKSIM HMEQ NES B@LDQ@ @MC BNR@SEBOuUt OQODQSX BG@MFDE&ReSN
{alarm, unackedAlarm}
:NT L@X MDDC SN RVHSBED®EH DQ@ @MC GENIBNSCHMF RDQUDQ @F@HM 1519 CNSERS!
@BNCHMF L@X S@JD RNHIDS

4SDO 5N BNMgQLGRAO P "K@QL $SNMRNBONRSR @ HN$1 CDSDBSDC @K@QL M@UHF@SD SNa®@MC DWO @M
"K@QLADQUHBGHENMEB) 8@ CNTAKDHBJIGD $NMRNKD3DBHOHDMS @MGCENEE@.(H.

4SDO 5N BNMgQLGD @K@QLGIVARVRDENF HM SBESRXRSDLHBINMHSNQHMF
5GD UHCDN HBNM

HCDMSDRED RBNGDC B#O @RRNBH@ $D&VHESINM CDSHES @K@QL

4SDO 5N UHDVGD B#O TROES BGDBJ ANW SR 8DES BP $0K@GQY SN RDKDBSIR @K@QL @BIIEBK/
3DBTQQHMBDUHDVHCDN
5GD )5.- UHCDN BKIO OK@XR A@BJ

"ANTS . @WOQMDSVNQJ B@LDQ@ @MC /73 BNMVHEMATQ@S

5GD .@WOCQHUDQ RTOONISRIMNBBX CDUKEDR K@BJ @ BDBTDN BED @R VIOK®R MDVDQ B@LDQ@R @MC
/73R SG@S RTOONQS 5-4 RIBIIQ TMHB@EEV

5GQTFG 6D VDA 6* XNT B@M DM@AKMH@@EKD @ .@\WMOQVNQJI @MC BNNAgHFRarm Source Info
Monitor ~ Tuning Policy @MEox Video Stream Preferred OQIODGBR

'NQ UHCDN NO8/R 8iIMQJADMBM®EDQ SEIZ0(.(9( & 0+,6 9(4,>692 <0+,

ADBTR BNLLTMHB@$M VE®HCDN CDUHBDR

#X CDE@TH@ .@WR®DSVNQJINMMCDR 5-4 RDBBYLLTMHB@ESM *E @ B@LDQ@ NQ /TEN@S/OMDSVNQJ
CNDR MNS RTOONQS 5-4 XKMZBK SNR@AKD RDBRQLTMHB@NM TRHMRQJADMEGMC BG@MEDHEp

Port S3D CDUHBD TRER ERDBTQD SN MNS RDEFQ NT B@M BG@MHBE Port  TRHMIGS VDA 6*

CAUTION: #D @V@E& @3 EQ@LDVNQJ B@MDPUNBNEXD hMWE- @SS@BJIGIINSBERHNTRIBEX HE XNT
LTRS BNMgFDXNTQ CDUHBDENFESRDEYBNLLTMHB ENM

)5.- RSQ D@LHMF UHCDN

5GD .@WOCQHUDQ CNDR MNS RTOONQS 3@ RSIFNSRTOONQS .@WORUHBDEDSARVRD DR THIR SD
8 DA -@TMBGDQ

.@@BG



HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD 7HCDN HMR &8\

*MRS@WF @ .@VINO@DSVNQJ
"CCHMF @ MDSVNQJ SNHRF@BIQRS RSDO ENGVMRDES @ .@\WOBICDN RXRSDL

Prerequisites:
5GDL@WNELZQHUDMHBRMRDC EBHRREEIE @ MEDSCQHWBDRNESVIANCTKDR @@ U@HK@AKD

4SDO  'QNL SGD L@HM LDMTHBENMIIKDQ 4XRSDL 4DSTEDLNSD %DUHBDBDLNSD %QHUDQR
5GD3DLNSD %QHUDBRY NODMR

4SDO  $KHBJIGD .@M@FD %QHUDQR ATSSNRDKDBSAdd NOSINM @MBHRK]
5GD"CC %QHUMEMCNYV NODMR

4SDO  4DKDBS&BMaxpro CQHUDRLESED KRS @ MAEEK
5GD"CC %QHUDRMCNY NODMR

4SDO  6RD &D CDE@TQHUDQ M@LD NQ BGOMEILD @ MIZEIK

4SDO 5N BGDBJE MDSVNQJ BNMgATIM® ENTAKBEKSD MDSVNQWQBNMgQLGD BNMgFTRIEE
OQODGHR @MC HE XNT BG@MFIHBAGWDBK
5GD MDSVNQJ RS@STR RBNEEK)

"CCHMF @ .@WOQ8
" @WOQ RXRSDL VBI®M /73 ORBDRRDR UHCDN C @SEB@530@ @\NERKMS BDI73

4SDO  'ONL SGD L@HM LDMTHBEBENMS(KDQ 4DSTGDLNSD %DUHBDBDLNSD %QHUDQR
5GD3DLNSD %QHUDBBY NODMR

4SDO  %NTAKDBBJI NMGBMaxpro Network  QNV HMGD S@AKD
5GD%QHUDQ .@M@HDY NODMRFBE®.@WOKR/DSVNQIS@A RDKDBSDC

4SDO  $KHIBIGDI73R S@A

4SDO %N NMD NEB EKKVHMF

a 5N DGSGD OQODGBHR ENQ @ MHMFHRE CNTAKDIBBIGD /73 QNV HMGD S@AKD NQ RDKDBS
5D /73 @MC BIBIGD &EIS ATSSNM

a 5N @CC @ MDV /73 BBIGD/73R S@A

4SDO 5N BNMSVTD @4IF @ /73 BIBIGD /DV ATSSNM RDKDBG3/73 EQIL SGD CRO CNVMHKRS
M@LD HS @MBBK

.@@BG



7HCDN HMR&&H\ HOF@Q@ &MSDQOQHRD 4DBREHSM ®WIRSEQ@RHMSDM@MBD (THCD

5GD/DV VHMCNV NODMR

4SDO &MSDQ @S KIG@RB SQDGHR @MBHEK
a IpAddress HRGED *1 @CDRR EN@B/73 RNESV@Q
a Credentials Username @M@assword @R ENQ @BBDRRHMFES
CAUTION: %N MNS BG@MEDHBp Port SN TMKDRR XND@QREBIF TO @M /78E8S CNDR MNS
RTOONQS 5-4 ROBBALLTMHB@ENM *E ONQS DBHRET XNT LTRS @KRN SEMsENE TRHMF
8 NQJADMBZBHR @MK= RDBBTBNLLTMHBENM KD@UDR XNTON@NYEMNQJ UTKMDQ@AKD SN @
L@KBHNTR @SS@BJ
*E 6D /73 TRDR ENW B&QRHMF SN BDERQ UHCBBHSBp Port B@M ACHEDQMS ERQSGD ONQS

TRDC AXGD OK@SENQLHRBEEN @BBORRBSVNQJ G %73 CNDR MNS TRD ENDIARIIMFGEIR
ONQS RGNTKCGIDF@LD @SONQS®S BNMMDEBBROE @ SENQLHRBEES B MDSVNQJ

Result
"CCHMF @M /73 @CGDS@AR BNMS@HMDQR ENQ B@KIHREHEIRYDEQHUDGEEREHUDQ .@ M@FDY

"CCHMF NQ BBMF @ .@QWOEQ@LDQ@

"CCHMF @ B@LDQ@ L@X HMUNNUHNM® ESRHBIBESD @ K Y@K BNMgFTQHMF HSR BNHNMIBER®SHR 5GHR
OQBDCTRN@CCR @ B@QLDQ@ IKEMAGKDSDC HURSI®RRSKAIXVHRIE B@LDQ@BNFEESD MDDC SN L@MR@K
@CCGED B@LDQ@R

Prerequisites:

:NT @BNMMDBSDCGEN PLNSD GNRS RE@®E0S BNMISRED B@LDQ@ TREMNBA 6* 5GD .@WRE®IDSVNQJ
@MC /73 G@UD ADDM RDS TO BNINIgBMIGS GD&HNE D@BBORIQEK *E SD B@LDQ@ CNDR MNS RTOONQS 5-4
RDBTWBNLLTMHBENM XNT LTRS G@UD §RIADMESB CIR@AKD 6RD 5KR @MC BG@ MFELINQS @)

SN : NT B@MMNS BG@BIMRDSNQDGBHRSRNTFG 6D VDA 6*

4SDO  'QNL SGD L@HM LDMTHBEBENMSIKDQ 4DSTGDLNSD %DUHBDBDLNSD %QHUDQR
5GD3DLNSD %QHUDRRY NODMR

4SDO  %NTAKDBBJI NME® .@WOQDSVNQJI QY HME S@AKD
5GD%QHUDQ .@M@HDY NODMRY/ED. @WOR/DSVNQIS@A RDKDBSDC

4SDO  %NTAKDBBJI NMEB® .@WO73 Q NV HMGE S@AKD

.@@BG



HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD 7HCDN HMR &8\

5GD/73 . @M@FDQUJHDV NODMRIB®.@WOR/73 S@A RDKDBSDC

4SDO  $KHBIGDS@LDQ@FRA
5GD$@LDQ@ .@M@FEBDYV NODMR

5GHR UHDNROK @XR® NE @ MXHMHRSLDQ@R

4SDO  $KHBJIGD %HRBNUDQ ATSSNMNQ CN NMD NECEEKKIVHMF

a 5N DCHSED OQODGHR NE @M BWAB®LDQ@ CNTARDEXB@LDQ@ GIMED S@AKD NQ
RDKDBSSB@LDQ@ @NEIER )XODEIKIJ ATSSNM

a SNLOMTEX@CC @ .@WB@LDQ@ L@MX@HBJIGD /DV ATSSNM

5GD/DV VHMCNV NODMR

4SDO  (HUD 6D B@LDQ@®@isplay Name  and optional Description DMSDQ d8ReralD TRT@&K @M *1
@CORR

.@@BG



7HCDN HMR&&H\ HOF@Q@ &MSDQOQHRD 4DBREHSM ®WIRSEQ@RHMSDM@MBD (THCD

5GD .@WOXQHUDQ RTOONQSR 542 BRNBITMHBENM AX CDER@TK
NOTE:

*E XNTQ QHEMESMOR THIR 541 @MC XNT BG@Ms$eRtsp Stream  SNrue  SGD BG@MMDKMNE
BNMMDBS TMKDRR RICRKR@AKDC 5-4 RDBNDLTMHBENM IBMNQJADMBG

4SDO 5N TRD 841 RSQ@LHMF ROse Rtsp Stream  SNrue @MC BBDJ
5GD RXRSDL R@ GDRBSIMgFTRINE SI8SB RSENMV C@S@A@RD

4SDO  OMBD 8§D B@LDQ@ HR RDS TO SN UNDDBEROM@UHF@SD ABIBIEEKDQ 4DSTGDLNSD
%DUHBDRDLNSD %QHUDRRAKD BEJGD .@WOQDSVNQJI RV CNTAKD BEIGD /73 QNV BKIBJ
SD$@LDQE@RRA @MC CNTAKBIED B@LDQ@ GIMED S@AKD

.@@BG
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5GD RXRSDL NODBB. ®WOR $@LDQE@A

.@@BG



7HCDN HMR&&H\ HOF@Q@ &MSDQOQHRD 4DBREHSM ®WIRSEQ@RHMSDM@MBD (THCD

4S@STR RGNTKGK)D
4SDO  *EStatus HR MN&} BNMgQLG@SS®Compression Codec  HR @ D@MPH@SDKX BNMYENGES
B@LDQ@ @MC HE MDBDRR@ (GHBRE@HES S @NHBB@UD

a 'NQ @ RDETYSSOR BNMMEBE ADSVDMDB@LDQ@ @MERBSEES$0%&$ RGNTKC AD
1&( 'ELODF?$0%&$?*%7.1&(

a 'NQ @M511 BNMMDBSM ADSVDMDB@LDQ@ @MEMMBEES $0%&$ RGNTKC AD )
'ELODF?$0%&$7*%7?)
1IK@XHMF A@BJ .@\@BOQDC UHCDN

5GD .@WOCQHUDQ CNDR MNS RTOONQSHRVHMF UHCDBREC TRHMES. @ WL QHUDP TR SD
8 DA-@TMBGDQ @MC +@U@ @OOKDS 5GKISBNIHNTENE@EIOC UHDVR HMBHKID UHDK@XA@BJ UHDV
@LNSD UHCDN UHDVR @WGMNEDSDBSDC UHCDN @K@QLR

Prerequisites:
:NT G@UD NMD NCCLNRCDNEBKDBNCDC TRHMES. @ WOTQHUDQ

4SDO  00DM XNTQ RQRDQ @MC DMSD@S@SR*1 @CORR HEI3"CCORR gDKC @B SNO NE[S
AQIVRDQ
5GD -NFHM VHMCNV NODMR

4SDO  $KHBJIGD KMJ ADKNBBVHMCNG® D@CR NSBNMMDBS TRHMF /H@ PR Q@ 81BGDRERKGDQ

.@@BG



HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD 7HCDN HMR &8\

*SL@X S@JD @ VGHKEDBIAS@TMBGDQ SN KN@C @MC NODM @ VHMCNV GN@BISROHMF S
63-

*E XNT RDD @MQQRRR@FHBKSD AQVRDEA@BJ ATSSNM

4SDO  &MSD@B *1 @CORR HEHR ANVWHBEN DMSD@GB O@RRINAMGD KNFHM VHMCNV @BUDIBHM
5GD VDA 6* NODMR RTOONQSOED/ADS -@TMBGDQ

4SDO  $KHBINMIIKDQ 4XRSDL 4DSTEDLNSD %DUHBDBDLNSD %QHUDQR
5GD RNES\IGNQDMKEB @OOKDS UHRMHENK AXGH UHCDN UHDV

5GHR VNQJR ENG A34TQUREWMBD @MC 1IK@XA@BJ UHDVDQR

6RHMFGD @OOKDS SN OK@X A@ BDE OBEDSHTDNR

-NT L@X TROE® /H@F@QM@A8@TMBGDQ @MC +@U@ @OOKDS SN OK @XM@ET @OCINBBR@RRNBH@SDC
VHS @K@QLR

Prerequisites:
5GD @OOKDSAIT UHCDNHBK@H@C X DWHRSR

5GD )5.- "K@QL $NMRNKD HR MNS @U@HK@ARRB TR HAMBGDQ

4SDO  0ODM XNTQ N@RDQ @MC DMSDRSE@SR™*1 @CORR HESZ"CCQRR gDKC @B SNO N&[3
AQIVRDQ
5GD -NFHM VHMCNV NODMR

4SDO  $KHBJIGD HMJ ADKNBIVHMCNG® H@CR NSBNMMDBS TRHMF /H@ B@ @ 81BGDRERKEDQ

.@@BG



7HCDN HMR&&H\ HOF@Q@ &MSDQOQHRD 4DBREHSM ®WIRSEQ@RHMSDM@MBD (THCD

*SL@X S@JD @ VGHKEDEN@B@QDAS@TMBGDQ SN KN@C @MC NODM @ VHMCNV 6RQ DMSDQHMF
RS@NR63-

*E XNT RDD @MQQRRR@FHBKSD AQVRDEA@BJ ATSSNM

4SDO  &MSD@GB RSENR™*1 @COQR HEHR ANW @HMBBK
" C HEDQMS KNFHM VHMCNV NODMR

4SDO  &MSD@B RSENMV O @ RRS/EMCHBBINFHM
5GD VDA 6* NODMR RTOONQSEEDADS -@TMBGDQ

4SDO %N NMD NBEB EKKIVHMF
a $KHBINMHSNQHMK@QL $NMRNKD

a $KHBAXRSDL 4DSTO"K@QL 4DSTBKIBIK@QL $NMRNKINRTAKD BRIGDSNMRNKD3DBHOHDMS
QlV HM@E S@AKD @NRIEK7HDV "K@QL $NMRANKESNM

5GD @OOKDS KNGHIRL&X S@JD @ AHDNG® BIC NODMRKHMBRL $NMRNKBDHNSS @BBDRR
LDSGNCR KN@DR@LD @OOKDS A@RDC "K@QL $NMRNKD

4SDO  %NTAKDBBIGD LNSINM CDSDBSDC @W@HdMED S@AKD

.@@BG
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"ONO TO VHMCNV NODMR5VEDB DBNQDC UHCDN

5GD RBPM B@OSRBENVRED @OOKDS "K@QL $NMRBIKIM/NSDM UHGIIN BK

.@@BG
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Chapter 13. Graphics configuration

" FQ@OGHBVDECDR @ UHRROK@X NE @M @ BB NRREEHME@M RHLTK @SIMEBB/BKIFCCNNQR NODMHMF @MC
BKNRHMPF@EZDQR RB@MMDC HMSQTRHNM YNMDR DONDSKIE BIEERNMSNMR @MC HMBKTCD ATSSNMR ENQ
HLOKDLDMBIF @@ VHCD BNMSQRTBG @R STQMHMF NM UHC®N BD@DE IS QHF MRS IKSUDK NGBS
FQ@OGHB@RRDMSHIM NE@SX DM@AKDR NMNMEESODQRNMBIRAISNGP THBIK S Q@SR HNBEHED

Target media

1QHNQSMF@Q@ MN BTRSNL 1W FQ@OGHBR Q@VRIND GPAEIT AX GD VDA 6* *MRSD@ED$ TRDGBH
+@U@DA 4S@QS @OOKDS VGHBG Q@MGD 3RMBDEEB QKD@RDMBF@Q@ @OK@BDOA 4S@QSWHS
+@U@BA -@TMBGDQ ENQ 1W FQ @@SHERSTHIR@M DWSDQM@K @ GORDISVFR@OGHBR RTOONQS )5.-
VGHBG QTMR HN\@BQ

5GD (Q@OGHBI&8Q RTOONQSRHIMNBRHCDTdigét Media ~ SDBGMNKNFHDR

a HxPxMedia @QCDRHFMDC BIMPA 6* 560D VHCFDSBMEDQ HM I&VRQQ TRHMF )5.-
-HUDRACDN1K@%BRISEK 1@MDK @MC $@HITF@8 5GDI@HMHMF VHCFDSRE@GIMBIS) :NNL4KCDQ
NTRD%NVM#TSSNM @MCDN.TSHRB@L1@MDRIHIB DA -@ TMBGDQ @WICRQ NTSRHCBINAR/RDQ

a WorkbenchPxMedia @QCDRHFMDC ENIB SIQJADMBBASDQE@BD 8GDM TRIRC\VHM §* @KR/HCFDSR
@PTHED 8DA -@TMBGDQ @OOKDS

5GD (Q@OGHBI&SIQ @CUHRDR XNT HE XNT TRHI® @D@SFR®S HR MNS RTOONQGEDGANS SDBGMNKNFX

$NMRHCDQEIRX GD A@RHB B@EDRHBEMCHSIE®SVR NE D@BG SDBGMNKNFX 0AUHNTRKX @ LNAHKD OGNMD H
KILHSDC @R SN VG@S HS B@NRBR@SKXEDM BMICOFNIE FQ@OGHB UHDVDC HMERBRAAYIMHMF NM @
BNLOTSD@DO S5HR HM LHMC @MC SDRS XNTQK/BEWR HMMEE @R XNT CDUKHNO S

5GD 0(.(9( 9(7/0*: <O+, CNBTLDMSR HM CDS@BI®OS@ISBR NE )W @MC 1W FQ@OGHBR(BGM+,6
9(4,>692 <0+, CNBTLDMSEBUHCDN%QHNOPKD @MC O@KDSSD

Summary steps

$NMgFTQHMF @ FQ@ QEHERIWIQMS NE @ BEEBARFHMR AX GHQHMF @ FEROSBRRED GSRDSDS
CHLDMRHNM@K HL@EDREPQSD ATHKEIF HMBHVIE @@@®R RTBG GRG@QJIHMF KNS NQ F@Q@FD SN AD
LNMHSBQ 5GD HL@FDR RGNTKD@BKOBNFMHY @AKD @R ADKNNGDHIEEBSHSKNNIHMF CNVM@EENUD
D@BG hNNQ

.@@BG
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Figure 34. " % HL@FD NE @ hNNQ HM @NFHKC

5GD RBPM B@OSREBENVR @M HL@FD NE @ RHMFKD hNMYHMEHNIHKCD HCNRRISIQ UKRTEKHSNQI
@BBDRR BNKSQ

5GD FDMDQ@¥BORR NDREEVIF ORDMS@IM UHDVR ENQ @BBORRBIMWREDRD FDMDQ@K RSDOR

Create a view

$QO@BVF @ UHDV RDSR TO @ B@MU@R NM VGHBG BRBRDRSGIEB S| XN TQ HEXBHBHR UHDV
DRS@MGDRIK@ESMRGHO ADSVDDM @ 1W gKD @MCDIBRLOQYMIYISR NE U@QHNTR SXODR RTBG @R ENKCI

CNNQR @M@CDQR

Add widgets

"VHCFDS HR @ FQ@ OGHBIEHERT @K @M @BBDRR BNLONM@IZE VHCFDSRENEROMU@R

Bind your data to the widgets

%@S@ AHME O@RRDR CGEB@IENKEQGD @BBDRR BNLONMDMSR BNCF-DSR 5GDRD ANTMC C@S@

.@@BG
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NAIDBSR @MHL@SD TOGENAECEDSR B KED
Create a nav yle

" M@U gKD RDSR TO @ BTRSNDBYREHESRY S@S TRDQR B@M D@RHKX @BBDRRIXNTESEIDMR U

gKD TRHMEDS @U 'HKD BISNQ @MC @RRHANBEK@RPE@U gKD SN @ DRIRIFEORBKD TRHMFDSSRDQ
.@M@FDQ UHDV

Create and distribute ar eport
3DONQSRIROK@X @\HUDRIC@S@ BNINMKDVR OQHMSDC O@ FDRHES(ZHENG CH@ DL@HK

SO@VIF @ UHDV TBRHNMIRADMBG

8GHKD XNT B@M TRS@OGHB&BIGHBG HR @U@HKEAKDATMREQ HMSDQE@BD VDA 6* HSBEO(EBAKDOQ
SN EO)@SD FQ@OGHBRB TRPMBPMBESHR HR DRODBE@FO ENCILBIJLOKDW FQ@OGHBR NEEMRIDBD@SDR
@ FQ@OGHBSB@M AD @BBDRRDC MK@RT@MTQrRHME-8 TMBGB@M AD @BBDRRDGER VDA 6*

Prerequisites:
:NT @QVNQIHMFSHNQJIADMBGA @ 4TODQUHRNQ 1%

4SDO

4SDO

4SDO

4SDO

4SDO

4SDO

4SDO
4SDO

Result

3HFGS BBIGD$NMgFENKCIBKBJIDVY  'NKCD@MC FHUEBDEENKCDQ @ M@LD R¥BRS@IEHYDC
7HDVR

$D@SD @GDNG ENKCDGNMER$TRSNLHYDEDVENKCDQ @MC M@LD GIS BENDMSTBG @R .@HM
'KNNGNAAX DSB

3HFGSBBIGD ENKCDQ BERQUSIDVY @ MEBEKIDVR /DV 7 HDV
5GD/DV 1W 7 HDWHMCNV NODMR/8® ENKCDQ M@ LG @EE @View Name

"R DWODBSDC VGDM TRED3MEJADMBGISDQE @Bjet Media  CDE@SKSN
WorkbenchPxMedia 5GDRD LDE@ @®GDRHFMDC B8 SIQJADMBGISDQE@BD 4BIMBONSMNS
VNQJ HM @NA@D@GDX QP THIB DA -@TMBGDQ VGDM UHDVBIT UDAS*

(HUD 6D UHDV @ M@LD RTBG @R .@HNAKXNDEB @MEBE,
5GD RNESVI@BQR@SDRp® gKD ENQIZBUHDY @MC NODMR @ AK@MJ B@MU@R

0ODM SDUHCDN%QHM®@KDSSD DWW@MMVENKCDQ @MC CQ@F @ VHEPRBYSMSNQ B@MU@R
5GD RHCD A@QR ONOTK@SD

a "ANTMC OAIDBS 3DRNKMN# %DRBQHOSNQ 03% BNKBMNMBERESS SN @ RODBHgB CDUHBD RKNS
NAIDBS

a 5GD 8HCFDSBD GHIROK@XR SHDB@QNE VHCFDSR O@MDR K@ADKR FQ@OGHB DKDLDMSR @M
NM HNG® BTQ®IS 1W UHDV

a 1W 1§ODGHRB@SD SV KRODBHgB VHCFDS

a 1W -@XDQRIFQ NAIDBSR BHl SW &aSNQ

a 1QNODGHR ONOTK@SD A@REI\MMEDS SXOD

NOTE: #HMBMF NESIMRBE®'S @GILLDC HMEB@SD HIUIEBSIMR EQ RDKDBSDC BNLONMDMS
$NMgFTQ NOSNMR @MEBEK

5GD 4DBNMC@QX UHIZY BROK @ XNODPHR @MCHNISR® S QK@ SDC 6B KDKDBSDC BNTQ
NOSNM

5N AHMC @ESNM@K VHCFDOR @G SR NBDCTH)

5N BGDBJ GNV XNTQ UHDV KNABRSBIFFKD ADV &EIS .NCD )XODgKIJ SN 1IWRBENQ ATSSNM
NQ BI8JGD M@LD NEI3UHDV HAD$@U B
5GHR ATSSNM SNFFKDR ADGURIMHBGDC UHDVEDMERS UHDV

3DEDQ SEZ0(.(9( 9(7/0*: <0+, ENQ LNIMDHMENQH®E @ANTS GNV BI®BQ @MC L@MHOTK@SD VHCFDSR

.@@BG
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$SO@VF @ MDV FQ@OGHB UHDGDRIBMBS

5GHR 8BDCTMCDRBQHADR GNV SNEIRIDS, 6* SN B@SD @ FQ@OGHB @HBRSK @ XFOBTRQIL @BBDRR
YNMD NBBTO@MBX @MC SDLDBRESINNG

Prerequisites:
'NT @VNQJIHMF i@ SDA 6* NT G@UD @M @0QIQ@SD FQ@OGHB HD@RREBNED ATHKMF

:NT B@MB@SD FQ@OGHBR HM L@MX V@NRFOIMENTURYTEDR XNTQ RKBUDK @MC VG@ B RECDF
VHS 'NQ DW@LOKD HE XDN@@KG@UD @ FQ@OGHB 0@ FIVENBNMEEKGNT L@X @CC @BBDRR HINENEN. @S

@M DVWHHRSO@FD *3DS B@RDR XNT LARSD@ MDV O@HDSED RS@QS 0MD FDMNBORFOENR@MF @
MDV FQ@OGHB HRWISADKNVEBSS@HKDC RSEINRHEWK

4SDO  /@UHF@SDEBWIKDQ 4XRSDL 4DSTERBOK@MDNTRQR@OGHBRQ@OGHBR .@M@FDLDMS

4SDO  $KHBJIGD "CC ATSSNN o
5GD "CC FQ@OGHB VHMCNV NODMR

TargetMedia CDE@SK SMWorkbenchPxMedia 5GDRD MQHCIBES QHBGDRS UHRT@K DWODQHDMBD ATS
L@X MNS AD @ROQH@SD CDBRMANES CDUHBD OGNMD S@AKDS BNLOTSDQ

HxPxMedia @QCDRHFMDC BNIMPDA 6* 5GID NEGD VHCFDSR QTM HNWEDKDTRHMF )5.-
-HUDRACDN1K@XBRISEK 1@MDK @MC $@HCF®8 5GDI@HMHMF VHCFDSRHEGIMRS ]
:NNL4AKHCD@ITRD%NVM#TSSNM @WCDN. TEHRB@L1@MDRYHIB DA -@TMBGDQ @MC QTM
NTSRHCD BB 2WVRDQ

4SDO  (HUD 6D FQ@OGHB @ M@LD HxPx\gla ENQargetMedia @MC BRDJ

.@@BG
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5GD RXRSDLIE®@SDR3FQ@OGHB gkiDHRSIENV @ MERDK @XRS@OGHBR .@M@FDUBIDY
VHS $D MDV FQ@OGHB BI@SDX

4SDO  4DKDBSB FQ@OGHB XNT D@SBQ @MBB&D (Q@OGHBISEQ ATSSNM

5GD AQVRDQ L@XNM@S XNT SN BNWS D DUBBNSFGGD BDREB @ SMAMSDC AXCERSHENMV
B@MMNS ADHC@isDC

4SDO  $KHBSNMSIMTD

.@@BG
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" AK@MJ (Q@OGHBRE) UHDV NODMR

5GD RHCD A@QR BNMgFTQ

a "ANTMC OAIDBS 3DRNKNM %DRBQHOSNQ 03% BNKBMDIMBERESS SN @ RODBHgB CDUHBD RKNS
NAIDBS

a 1QNODGBR ONOTK@SD A@REIC\WMCEDS SXOD

4SDO "CC @ A@BJNOMC TRHMF @M HL@E#ES SNT G@UIID@IT OQUHNTRKX ¢ RTBG @R @ hNNQ OK@M
@ %NTAKDIBBJ HBS LHCKD NES $@MU@R1@MD SNGIDHENU@R1@NDIEDR VHMCNV

A *M 6D $@MU@R1@NDIEHR VHMCNRD SDA@BIRIMOMODQSX gDKC SN RDKGHBS
EQL SGD CO CNVM NESIMRS @MEWRD SATFG SD*L@FD #QTRG BENTRD SDFile
Ord Chooser @M@HKD $GNNRBIQMCNVR SN RDKEBSBRMOHL@FD gkD @R RGNVM ADKNV

B $KHBJGDOODMATSSNM @MDB BiBD, SN BKNRBE @B VHMCNVR @MC BNLO&DSD S
HMRDB{DBI NEB HL@FD NGCSFQ@OGHB UHDV
5GD A@BINDMC HL@FBHROK@XRANMERD FD

4SDO "CC @ VHCFDS

*E XNT RDKDBS®@Media ENQargetMedia ~ @MC XNT @SSDLOSNSN@WHCFDBLE]ED O@KDSSD
SS@POTHIR SD 8DA -@TMBGEED RXRSDIHROK@XRD XNT RDXNT V@MS SN@QIESR
VHCFDS.DC H@@HC@&EM ENQ )W1W Hi@ ENTMEDRD GAKDLR ™" VHCFDS 03% ENW/R

4SDO  *E XNT FN&B DQIQ LDRR@FHBKDR
5GD RNESI@BQ@SDRIBVHCFDS ATS HS VNQJR BNNQJIADMBG

.@@BG
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Result

3DEDQ SEI30(.(9( 9(7/0*; <0+, ENQ LNIDHMENQH®® @ANTS GNV BI®BQ @MC L@MHOGR@S@OGHBR
VHCFDSR

"CCHMF HMENGIN®MSSN @ FQ@OGHB UHDV

:NT B@M TRD K@ADKIRSK@X HMENDL@IBG @R HL@FDBB BBE®S @MC CXM@LHBHNENOLAE Q FQ@OGHB
O@FD

Prerequisites:

5GD FQ@OGHB UHDV HR @N@SBE@WEA E@MGEB HMENCHIE@ES SN @CC HR @U@ HE@RBENBNSN VGHBG
XNT @BNMMDBSDC

4SDO "CC @ K@ADK AX QHEISIBK NBDB@MU@R O@MD @ WMRDKDBEK@MJ -@ADKT B@M TRBIS
K@ADKNOQGHR O@KDSSD SN @CC SDWS @ME ENQCORISQ
5GD HL@FD ADKNV RGNVRIRRS@8S TRDC VR @@ADK _3NNL °~ 5GD K@QADKANBHR @Q
DAHSDC SN RTOGR)XSHWS @CIND@MC A@QBIMT RGENCF

4SDO  "CC CXM@LHB HMENNMRETBG @R GDLODQ@BTN® NBBTO@MBX BNTME® BR®OGHB O@FD AX
CNHMFS® EKKIVHMF

NOTE:

"CCHMF CXM@LHB HMENQDEBIR S@S XNT G@UD HMENRLW@KTDR RTBG @R MTLDQHB ONHMS
U@KTDR @QU@HK@AKD HMMNXNFRBEBSXNT B@M ABRS BMENQN®SN @ VHCFDSDM S
FQ@OGHB UHDV

@ "CC @ MDV KQADK @DIZ B3 K@ADKNODG®R VHMCBKBJIGD "CC #HMAMF ATSSNM
4DKDBS$jaui:Value Binding HMGD NQ OQODQSXGEBM AYRD SN BNMMOHS Q)

OQODQSX SN @ DOENMSKR ONHMSGIVRSKENV @MBEREK 8 HS D NQBNMMDBSDEDS
U@KTD HR MNV @U@HK@AKD SN ADEDRKEBEAMIDSHNHQQX gDKC
"R @M DW@LOKD XNT L@X G@UD RNLD KNFHBHWMERIEREB IR K@IENBBTO@MBX
A@RDC NM CNNQ DMSQX @MC DWNBRI@W EDRIMBBRYDKC 6B SITLDQHB ONE@RS &@R
S5@S HMENQN® & MEROK @ X HEDHAESADK

A 5N CHROK@R 3NTMC U@KTBEM®ADK QHABBHRMRHEIDSOWINOQQSX BGNNRIL@SD
EQL SGD ONOTO LDMT SNROK@RMHL@SPHMCNV@R RGNVM ADKNV
6RD &D #NQL@S gDKC 'NQL@S SN CDRHFEM@HHECXM@LHB U@KTDHBMC BK

.@@BG
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5GD FQ@OGHB MNV G@R @ K@ADK @MC CRIZGHRBKI@R BG@MFHMFHNAERTR@@R
NBBTO@MBXMNQGDLODQ@BTQ

4SDO 5N R@UD XNTQ BG@MHABRSBK@UD ATSSBI NM &D SNN®Q @EDSSNO NESUHDV

Result
5GD FQ@OGHB OBRDOKI@XR U@KEDRVESDR

‘NKKNVHMF HR @M DW@LOKD NBE@30G@H R BYYENQH®A

.@@BG
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"CCHMF UHCDN SN @ FQ@OGHB

NT B@M @ECB UHCDN NQ OK@DRMIBLIWHCDN NM @ FQ@OGHB O@FD 5GHR S@RJ CDRBQHADR GNV SN @C(
UHCDN B@LDQ@ SN @WBWBIB®GHB O@FD

Prerequisites:
:NT @VNQJIHMF i §DA 6* 5GD FQ@OGBB@KQWHRSR

4SDO  /@UHF@SDSBWISKDQ 4XRSDL 4DSTERBIK@MDNTRQ@OGHBRQ@OGHBR .@M@FDLDMS
5GD (Q@OGHBR .@M@FDLDMSHROKAXRIRS NE FQ@OGHBR

4SDO  4DKDBSB FQ@OGHB @RIRK(Q@OGHBSEQ ATSSNM
5GD (Q@OGHBH8EQ UHDV NODIBRBIMEQ@OGHBEMESNQ

4SDO  3HFGSIBBJ NMEH $@MU@R1@MD @MICRDKDBECDN $@LDQ@RITQ HCDN $@LDQ@
5GD UHCDN B@LDQ@ HR @ GIDEEDESHB

4SDO 5N R@UD XNTQ BG@MFBRSBK@UD ATSS[T]

8 HCFDS K@XNTS

8 HCFDSRO@BNLONMDMSRES RQHCD FQ@OGHBHYHERINGRNT TRDGD (Q@OGHBH&E8IQ SN CDgMD TRDQ
HMSDQE@BOHRMMBENQ BIMVIBOIC HMERMNMBROK@X "M DW@LOKD NE @ VETKREHAIRK S/GHBG XNT B@M @CC
SN @ FQ@OGHBBENII SGONRD NE @ MHWNSD EQ@VHMF

.@@BG
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NOTE: *E DBSQ NEB BGHKC NAIDBSR HRORHET SRHCOMBIDVIEDNED O@WS GD RXRSDLNBIR GDL
@MC NMIGDD @ QSGHED O@WIS HR UHRHAKD

Figure 35. 'ONMS %NNQ VHCFDS HM BNMSDWS

5GD RBDPM B@OSRBENVR @ RHLOKD K@XNTS NE @ VHCFDS GD O@@SABGMU @ B @ SHFDBGHKC NAIDBS
NE 6D RBIK O@MD "

8 HCFDS O@MDR

ANLD VHCFDSRIZEDRHFMDC RODBBgB@AD BNMS@HMDQ VH@BIEREDNSQ VHCFDSR 5GDRD VHCBDSR @Q
B@OC O@MDR

Figure 36. 1@MD GHBG® &GS VHCFDIEQ

5GD RBPM B@OSRBENVRE® O@MD GHEEYX@WBS VHCFDDS@MC NGS(Q@0GHBSNQ B@MU@RMBE
SXODR NE O@MOBHZOHEDQMS ETMBB/IR

.@@BG
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Table 26. 5XODR NE O@MDR

Type of pane Description

$@MU@R1@MD 5GHR O@MD HR TRDC ENQ @ ARNKWVSIMEONRHS

#NE@DQ1@MD 5GHR O@MD HR TRDC SN VQ@O NMD VHIFDSIRNEND QA NDQ@MC O@4MF RHLHK GEDSMSANW
LNCDK

4BQK1@MD 5GHR O@MD RTOONQSR @ RHEEDLHEFKEOS MEDQQ RHYDHRGAOM® @U@HK@AKD ANTMCR bGD

RBOK O@MINDRICDR @ RDS NK REBQR ENQ UHDBENFNG (@ BGHKC VHCE@ESSFN NTSRHCD NE HSR ANTMCR

8 HCFDS O@HMNS

1@HMEFBEDQR SN GNV VHCFDEREGBLRDKUDR FQ@@ZHERBKIF BNKNQR SRIZBHBRA@MC RN NM K@R VDK
@R BQOHMF (Q@OGHBR® Q@ XR SQ@MRK@GBEBRNBIFHM HR ENRIBE @®SNO KDES BNQME) NE S
VHCFDS 5GD FQ@OGHBRIBRHAKIEA@MR RDSEN\GICFDS R RHYD "KOG@ @MODSS@MROERAKIBVELVHS
OHWDKR@ER CQ@VM

5GD RXRSDL CQ@VR VHCFDSRBEISXQID VBED gQRS VHCFDES@BMNSSNL @MEDK@RS VHCFDSDIM S

SNO &DBSJD Y 8RQ HRUPQRD NEORQQSXADH

8 HCFDS BNLL@MCR

8 HCFDSR B@M HMBKTCD TRDQ BE@E&MERLENMKX @REDSDCEH/ABSSNMR @MC LDMANGIBS.DMT
BNLL@MCR @@QU@HK@AKD @MC L@X AD TRDC NM VHCFDSR

Figure 37. "VHCFDS BNLL@MC

8 HCFDS NQDO®R

8 HCFDS RQDGHR CDgMD L@MGRED @BRQADG@UHNQR @MC @00D@Q@MBIBRME YE@EBEDERIRS
DQHSMF VHCFDSIOR®®R XNT BNMSGNV @ VHCFDS ADG@UDR

.@@BG
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Figure 38. 8 HCFDS RQDG®BR

5GD RBPM B@OBSRENVRED OQODGIHR HEOERHCD A@Q ENQ @ ANTMC G@R DKV ELESBD SOWNOQQSX NE
GD K@ADK HR ANTIGOsEN: Brivers/AccessNetwork/baseReader/points/doorl/strike/out/

value U@KTD @R RGNVBDHD®/INOQQSX 5GD AHWIENEBR U@KRNERGD CXM@LHBROQM SRS NES
CNNQ RSQHICBQ@OGHBIDV

*M 6D(Q@OGHBHENIHD\KNT DEIS VHCFDSIORGHR TRHIBD SIYODGHR RHCD AQNOQGHRHMCNV @MC
S5DHQ RDBNMC@QX VHMIDIV@EIRED S @ 00D @U&/BISIORDR NODM RDBNMC@QX VHMCNVRUKMGEBG 0OQ
@CHSNM@KORGHR @MC OISR 5GDRD VHMCNVR NODM VG BB XSO @EODQSX

"MHL@SDC FQ@OGHBR

"MHL@SDC FQ@OGBBR@QGHBR VGNRD U@KTDR TI@IESD HF@OGHB B@M AD @R RHLOKD @R@ RHMFKD V
NE SDWS 0/ NQ @ MTLADQ  NQ HS B@M AD @M @MHL@SDC HL@FD GHNDKDSRIBAINMWE @SDC AX
AHMEMFEDHQNIEPGHR SN @ KILFBISD C@SE@BRNTQ

'NQ DW@LOKD XNT BNMMDBS MTLDQHB U@KTDRISD$BEEEESO®D MTLDQHB U@KTDR @MC XNT BNMMDBS
AHM@QX U@KTDR SN B@BBSEDAHM@QX U@KTDRHMFREGMBKI@SGHR NE @ VHCFDS XNNEEDSSDWS
@OOD@Q@MEIDNE ®FD @RWOIR BG@MFD @ \WERB@S/ NIGB O@FD @MC DUDM HSFSMHRHAHK

%@S@ AHME

"M 03% OAIDBS 3DRNKAEM %DRBQHOSNCHRRS@BBNMMBBSI ADSVDDM @ VHCFDS @MC @M NAIDBS 5GD 03%
HRE TMHUDQR @ K $IBD VISDERSTFGNTSE RXRSDL 5GD 03% TMHgDR @MC RSENC@EBDRASN @K
HMENQH®B! %DRHFMDC SN BNLAEMDS M@LHMF RXRSDLR HMSN @ RHMFKD GB@MFGHESE®BR SE ADHMF
O@QR@AKD AX @ GNRSIBIELER AR @SM NFQ@L *MSDQE@BDR

" RHMFKD AHME BNMRHRSR NE @ RHMFKD VHORIEBSNARTBEQ" AHWR03% OGNODQSX HERMEED

KNB@ISM NES NAIDBS®S TOC@SDR @MC @NHIL @SEIFDS

.@@BG
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Figure 39. 8 HCFDS C@S@HWMC

5GD RBPM B@OSREBENVR @ U@KTBIMANG @ SDWS K@ADK VHCFDS @BDIGDWHMEMN\ENE @ AHIC

5GD LNRS BNLLNM SXOD NE ANIAGD U@KTD AHFC QQHCDR RNLD 8B SXOHB@KHINMEB® S [@Q
@RRNBH@ S BCAVTHEI® FO@ KIED HMENQHIENS ENQ@QRDMIMBIM @R BNEDWS @MC FQ@OGHBR 5GHR HMBKTCDR RTC
ENQ LNTRD NUDQ @MC GHBGSHERR "GINM@KHSNMHHCDR @ LDBG@MHRL SN @ MHUSTEDD@XNEKSR

O@MS VHCFDS TRHMF BNMUB@SIBNRIS BRSSEINS NAIDBS HMSIDDQSX U@KTDR

Figure 40. 8 HCFDS \BH&0QD AHMIBIFR

5GD REPM B@OS FBTRSQ @ SDBRbRCt-to-widget OQODQSX AHME BNMBDOSGHRIDW@LOKD @ VHCFDS G@R
S5QD RDO@Q@SD CASEFRHAGEHR LD @@EH @BG MMAER BNLHME BREHEDQMS NAIDBS @ MDRQEND

D@BG AHMWE G@RHEIRMS 03% S@S CDgMDR HSRMFIN@BG AHWODQHCDR @BBDRR SN @R NERBSR RN
T@HX L@X AD TRDC ORI SN @MHL@SD\$CFDSNIBDGHR
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(Q@OGHB UHDVRBBIR)RSDL LDMT

"R SGD LDMT RSQTBEAR @ GHBEEXDESO @MS MNCDR @MC RAAMEED BGHKC MNCDR XWDIQEIXBQ@U
M@UHA®E NJO ENQ FQ@OGHBR @MC @RRHFM BGHKCNFQ@DGHERBRS$IPKEE FQ@OGHBR SNIENNDIHRSG

GD M@UHA@ESD
(Q@OGHBR @OODGIQUIM 6* LDMT

$SQO@SVF @MCHEMF @ M@ WHNA®EJ O
"M@U RQrO GIROK@XBEIMIEVT TMCDQ HSR @RRHBMISC 0@Q

4SDO  'QNL SGD L@HM LDMABENMSIKDQ 4XRSDL 4DSTERBIK@MDNDR/O@MEIHQ@OGHHERMT
@MC BEJ@UHF@SM (RTOR

.@@BG
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5GD/@UHF@SM (TORJHDV NODMR

5GHR UHDNROK@XR @ S@ KKEDNE@UMHIBSNIORG@ S @@ U@HK @ AKD KN ERQ KHRE® S
4SDO %N NMD NEB EKKIVHMF
a 5N @CC @ M@UrBQBHBJIGD "CC ATSSNM

o

a 5N DGIS @M DMMIRBIJO RDKDEDFNTO QV HVGD S@AKD @NEIEK )XOD@IKIJ ATSSNM
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*E @COIF GD'CC /DV /@U (Q NTOUHDV NODMR

*E DESMF GD RXRSDL ONOTK @SDBISDBHRHROK@XDOANMREIMFKD S@A AGRM@SBTSSNM
@MC /@UHF@SM (RTORKHMJ 5GDisplay Name OMODQSX CDgMDR @DNE@ UND @OOD@QR HM
5D M@UHR@ESD 5GDndex OMODQSX CDgMDR BEEIM@ UNTD @O0D@QBMHIMSIT
GHD@BR " NQ OK@BIFDM@UNTD gQRS

4SDO  'HK HM NQH3GD OQODGHR @MBEKSD4@UBTSSNM @HSNO NES UHDV
NOTE: "/@U (Q NTO CNDR MNSROK@)>GEM.BMT TMK @ BGHKC LDMT HSDL HR @RRHFMDC SN HS

"CCHMF @ FQ@OGHB UHED/\S® SHR@ESD
"RLOK FQ@OGHBEBEM®& UHREESD OQUHCDR @ UHBRO@ROM IMIH NEBS MNCD

Prerequisites:
5GD FQ@OGHB DWHRSR

4SDO  'ONL SGD L@HM LDMHB&ENMSIKDQ 4XRSDL 4DSTERBIHK@MDNDR/O@MERQ@OGHBBRMT

@MC BB{Q@OGHBR .@M@FDLDMS
5GD(Q@OGHBRDY NODMR

4SDO  4DKDBSB FQ@OGHBHMGD S@AKD @QNEIJEK &EIS /@U ATSSNM

.@@BG
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5GD&CHS /@U VHMCNUDMR

5GDDisplay Name  OQODQSX CDgMDR @D/FR@O0GHB @ OO DEDQRGWVHR@ESD 5GDndex
OMODQSX CDgMDR BEEMFQ@OGHB @OODEDIRTAMBMT GHBG®C® NQ OK@BIFDFQ@OGHB

gQRS
4SDO  'HK HNEB OQODGHR @MEHEK

%DRHFMHMPTGR@AKD FQ@OGHB

(Q@OGHB gKBR SBTRDC HM ISAOKD UHDVR NM @ KNBEK\NRSESHM ONRRHAKX ENRR BEDGBS RS@ISIR
L@X RTOOKX @M @ARNKTSNU@ S®IBILDUHBD HM @ RODBISFBRS@ S NQEX@BED U@KND BCDUHBD
VHSHMG® BTOES R$@S "QK@BD O®B@TRDR @ (Q@OGHBRRMSNT @S GHMARGN HEBEKM@LDC
BNLONMDMSRBPEHCD HMEDQMS KNBE®ERGER L@JHMF NMD FQ@OGHB gkD TR@AKD HM L@MX GBDVR 3DEDQ
0(.(9( 9(7/0%: <0+, ENQ LNIDHMENQH®IE

Prerequisites:
:NT G@UD BNMdFT@&D R@LD CDUHBD M@LDRBI®BMS LFHOKD KNB@R 5GD FQ@ OGBIBRENHR NODM HM
SBD(Q@OGHBHENQ

4SDO  4DKDB&B CDUHBD VHCFDS

4SDO 0ODM &D 8HCFDSBD RHCD A@Q @MC CNHBRKEDBYAIDBS W 8HCFDSBD NQ NGB B@MU@R
4SDO 4DKDBSB #NTMC-@ADK TMGDG®MU@R 1@ MEDHMISFDSTBD

4SDO  $KHBBDK@SHYD 03%R

.@@BG
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5GD3DK@SHYDTRVHMCNVODMR
4SDO  $G@MFIE® @ARNKTSO GDEND SN @R@HSD 0T "ESDQ

.@@BG
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Chapter 14. Maintenance

5GHR BG@OSDQ BNMS @8NIRAREBMgFNMEBDCTIR @R WO@RKEDCTIR ENQ TOEB@SRNESY@Q
@OK@BHGIF STODQUHRNQ 1$ BM@EBHMF BORR *S BNMBKTCH@\SARKDRGNNG- RDBEVEEDS RQHCDR
RNLD RSDOR SNKENK/GDMGSIMFRIGMNS VNQJIHMF QHFGS

"KK SNOHBR @Q@HK@ABDMIDS 644<50;@ ",:6<9  *, 5.9 5GOTFG SHR RHSD XNT B@M @KRN BNLLDMS NM
S5DRD SNOHBR 5GD SDBGMHB@K ENBTSDI@E@BKBNLDR XNTQ RTRMBRENQ NLBRGHRD GBDCTIR
VHE XNT@@K VNQKC DWODQHDMBDR

$G@MFHMEIB@CLHM O@REBVNQ
5GD @CLHM TRDQ G@R @BEBDRRISYFXRSDL $G@MFIBOFCE@ RRCNENQEHR TRDQ NNDETE®IS @NMETK@Q
A@RHR HR @ ONVDQETK ABESENQ@ESHMS @HMHBIRERSDB TEEHRERT THTRDRED VDA 6+

Prerequisites:

:NT @KNFFDC HM SR 8SHNM VE$ CLHM OQHUHKDFDRIBGERIOQBTLDMSR @ S@RJ ODQENQLBGEHM ANS
A4TODQUHRNQ 1$ @MEGSQ BNMEKDQ REESR TRHGIP BXRSIRARVRDQ HMSDQE @ BB BGEH®EB 4TODQUHRNQ
RS@&@SM BNLL@MC HR HMWMS@GRHR

4SDO  /@UHF@SDEBWIMKDQ 4DSTO 4XRSDL 4DSHERDQ .@M@FDLDM$G@MFD 1@RRVNQ
5GD$G@MFD 1@RR¥NADY NODMR

4SDO  *M 6DNew Password OQODQSX SXOD @ MRMROM@RRYNQ

4SDO 5N BNMgQLG@S XNT SXOGE B@LD BRBRX SXOBB MDV O@ RRVIHF @HMGIM&firm New
Password OQIODQSX @NHBBQUD
*E 6D SVN U@KTDR L@SBRXRSDL HLOKDLDEBBS @MFD

4SDO 5N @STQM SBOSGNLD UHERKIBJNLD

Result

TIP: : NTQ RXRSDL RGNTKC AD RD&ETOEHE @M NMD TRE@SG@R @CLHM QHFGSR HM B@RD RRIIDNMD KNRDR
@CLHM O@RRVNQ

$G@MFHMELSRXRSDL O@RROGQ@RD

5GD RXRSDL O@RROGQ&BBSRRDNMRHEMENQNE RENIHM gkD RXRSDLR @KD ¥ B@BIM D@BG
BNMSIKD@MC DMBQXOSR ONQS@AKD gKDR RTBG @R AN BNOEMT REIKIEKC CDgMD KIVIRIRXRSDL
O@RROGQ@RD *E XNT RJHOODC BMMGFOGRIMRD CTQHME@BNWREROBDCTRNCNBTLDMSR GNV SN RDS HS
TO MNV

Prerequisites:
:NT @QVNQIHMFHNQJADMEE MMHMF NM @ 1$

4SDO 0ODM @ OK@SENQL BMMMOCHES 1$

4SDO  %NTAKDIBBIGD 1IK@SENQL MNCGELH@ B8 8 @MC CNTAKBEK@SENQL "CLHMHRER@IHFGS
BKBJGD OK@SENQL MNCDHBWEBYR 1K@SENQL "CLHMHRED@S
5GD1IK@SENQL "CLHMHREMES/ NODMR

4SDO  $KHBAXRSDL 1@RROGQ@RD

.@@BG
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5GD4DS 4XRSDL 1@RROGHRRDIV NODMR

4SDO  &MSD@B BTQES O@RROGQEE@BB@ MDV O@RROGQ@RD@MC BK
*E XNTQ HMEBHBIM HBRMRDC ENQ *14 'DCDQ@K *MEMMEDRRHMF 4S@MVISEHR OGQ@RD LTRS
AD @S KD@RS BG@Q@BSBEIR @SEKIT@RS NMD MIRAMBB@R KNVDQ @MC TOODQ B@RD KDSSDQR

$GC@MFHMBBRXRSDL C@S@A@RD
*E TOFQ@IGF @ RXRSDRTRHER XNT SN BG@MHADET QES 0QHNM C@S@A@RD XNT L@X CNFRNVIRHMF S

4SDO  %NVMKN@ELEMDV C@S@A@RD RNESN@NR .442- BQ D@SBES MDV C@S@A@RD @NIC DMRTQ
@S HS HR QTMMHMF

4SDO  *M 6D VDA 6* B#BAXRSDL 4DSTO.HRBOK@MDNTBNMgFTQ %@S@A@RD

4SDO  $KHBADS 0QHNM %@S@A@RD
5GD4DS 0QHNM % @S@ABIRNY NODMR

4SDO 4DKDBSB MDV C@S@A@RDHBEL BK
4SDO 8GDM &D RXRSDL G@R TRDO/®V C@S@A@BNVSHBMBHCDMS ENQ @ VDDJ NQ S\BYD CDKDSD S

.@@BG
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C@S@A@RD CDUHBGB@A 3DK@SIM@K %@S@A@RD .@M@FDLDM& CTOHUDQUHRISHNRE @S
4SDO  'NQ RDBTQHSX OTQONRDR GDKIEEB®A@RISEN NKC KNBIES

7HDVHMF @MC TAOM@BNCTKD EHQDV@Q

5GD%DUHBD .NCTKBIDV HNE@ SIER FMRESWKUDQRHNBNENEC TKD gQLVI@MC HE @ ®@@DMS UDQRHNM HR
@U@HK@AKD

Prerequisites:
:NT @BNMMDBSDC SN @NBMBTRHMB SDA 6*

4SDO /@QUHF@SDEBMWMIKDQ 4DSTADLNSD %DUHBDBDLNSD .NCTKDR 3DLNSD .NCTKD 4DSTO
5GD UHDHWRSREIS BNMMDBSDC LNCTKDR

4SDO  $NLO@R &D *MREQEBDPQRHNMEFED "U@HK@AKIRHNM BNKTLM
4SDO *E @ LNBQRBDMS UDQRHNBDNB)EV @HR @U@HKE@BKBOBR@CD 'HQID/@Q

4SDO 5N CHRBNUDQ @MC L@BRB@RD AB@YCTKD NES MDV BNMEKDQ \EISD A@RDAR@QCTKD HM
5D CA@S@A@RBIGRY%HRBNUDKSSNM RDKBESBRBNUBTRS @M @MBERKSD .@SBG ATSSNM

4SDO  4DS 6D MDSVNRJB$1 *1 RDFBVFR HEDSVIDV BNMEDQ SSIZR@LD RESIEFR @FDINKC BNNIKDQ
SNMIKDQ 4XRSDL 4DSTERBOK@MDNTROSVNQJ 5$1 *1 4DSSMFR

4SDO *E MDBDRR@QX BGEDMBD@OSNGRBEINM XNTQ 1$ ENEMBPRIQONRDR
4SDO  5DRS ETMBBAIEEK AX TRHMF @SBONDDM @ CNNQ

.@OQM@FHMABOMRDR
5GD -HBDMRD .@M@FDQ BIND'R @KT SN UHIDKN@C @BINYD KBDMRDR

Prerequisites:
5GD RNES\OGHR HMRB@@&®MC BNMBETONT @RVNQJIHMF D §DA 6*

4SDO 5N UHDV @BBORRRSJHBWBSNMIMKDQ 4XRSDL 4DSTERBOK@MDNTRHBDMRD .@M@FDQ
5GD-HBDMRD .@M@FDQNGBIDMR

4SDO 5N UHDV BBOMRIHBKNM® GXOMMIDC gkD M@LD
5GD KBDMRD gKD NODI@R ARNRDQ

4SDO 5N @LNUD @HBDMRIHB&GD BGDBJ ANW SN EDES 8P BBDMRD GXanNE@ME B#%DKDSD

4SDO 5N TOKN@C @ MIBDKIRDNAMRD ENGBSIKBDMRD GB6OKN@C /DVHBDMRD BB SD NQ K@Q 'HKD
RDEENM @MBEBBOKN@C

NOTE: *E XNT TOC@SD XNBQMRD gkD XNT L@X MDDC SN BKD@BREYBEEED SN GIDV S
TOC@SDC gkD 'NQ GNV SN BADAWRDQB@BGDEDQ SN XNTIVRDQ CNBTLDMH@S

%@S@ DWONQS
5GHR ED@ST@IDR C@S@BBEDC AXSRXRSDL @U@HK@AYEDRRBID @MC @M@KXRIEDNRDGFSHILD S

*M 6D VDA 6* XNT B@M DWONQS C @8® WEBHON@FSSNM @O0D@GR HMIBMS NQJADMBSS DExport
NOSINM HR @U@HK@AKD HM DUD QXLSEBAKOIOHINVEBRIRS HBDSTOODQ QHFGS BNQGIDQMNES

&WONRBBF @ RBGDCTKD SN @ $47 EHKD
5GHR QBDCTRCNBTLDMSR GNV SN DWONQS @ RBGDCTKD @R @ $47 gKD

Prerequisites:

.@@BG
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:NTRS@QS NTS VNQJHMF NM @ 4TODMNMIRNQ RS@S

'QNL SGD L@HM LDMTHBBXRSDL 4DSTO4BGDCTKDR
5GD4BGDCTKDRDY NODMR

4SDO  4DKDBS&B RBGDCTKD SN DWONQBAEBICEBKONQS ATSSNM

4SDO  4DKDBSSVENGile Type
5GD VHMCNV BG@MFDR RHYD

4SDO

4SDO 5N BNM&VITD 1BB.DJ
5GD RXRSDLNM®SR SN BNMg@IDSCNVMKN@C @MC CNVMBRN@ITRIKD

4SDO  4@UDGEP gKD SN @ KINBE®EGDENT B@M ADIRSN gMC HS

OMD V@X SNHRBNUDQ @MC DWONQS RBGDCTKDR
'NTL@X TREE® +NHM "CC 485@8 UHDV $HRBNUDQ @MC DWONQS RBGDCTKDR

Prerequisites:

- NT @QVNQIHMF H\GDESD 4TODQUHRNQ NQ EKENMSRES TRHIGD S/DA 6*

4SO *E MDDCDOS$JIQM SBCSL@HM LDMT

4SDO  $KHIBINMIIKDQ 4XRSDL 4DSTEDLNSD %DUHBDRS@HNM .@M@FDQ
5GD4S@NM .@M@FDQ %@S@A@RDDDMR

4SDO  4DKDBS @ RE@SGCSC@S@A@RD EBJIGBHNHMTSSNM

.@@BG
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5GD"'CC 4S@s\MHDV NODMR

"ANUD HR @ UHDVATEHMIGE@ S S@JDR XNGBMIRSQHATSDC 4BGDCTKD .GHI&FDQ

4SDO  $KHBJI@DDistributed Schedule Manager KiMJ
5GD%HRSQHATSDC 4BGDCTKD .@M@FDQ UN\SIKHENEIFRD

4SDO 5N CHRBNUDQ KBDM@K RBGDCTHEISBROHRBNUDQ ATSSNM
5GD%HRBNDIDQ@MD NODMRE\EIS @ GIBNM@K RBGDCTKD R

4SDO  4DKDBSB RBGDCTRBMNGR SN DWONQS &D@E@MD

.@@BG
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4SDO  $KHBJIGD &WONQS ATSSNMENQGD O@MD

4SDO

5GD&WONQ@SEMCNV NODMR

'HK HNGB OQODGIBHR @ MBHK

"MNS5DQ V@X SNRBNUDQ @MC DWONQS RBGDCTKDR
5GHR LSNC TRDREB 4S@SM %DUHBIONBIHR UHDV $RBNUDQ @MC DWONQS RBGDCTKDR

4SDO
4SDO

4SDO

4SDO

4SDO

4SDO

*E MDDCDOS$JI QM SBCSL@HM LDMT

$KHBAXRSDL $NMEKDQ 4DSTBDLNSD %DUHBDES @M .@M@FDQ
5GD4S@HNM .@M@FDQ %@ S@A@RDDDMR

4DKDBS @ RE@ ®&MBBKSDATLL@QXATSSNM HBDSNHNKQ
5GD4S@HNM % DUHBIONBIHRHDY NODMR

$GNNRDGE>%DUHBD &\WERA @ MBBKNM®Schedules  KIMJ
5GD%HRSQHATSDC 4BGDCTKD .@M@FDQ UHBSKHNIRD

$KHBIGD &WONQS ATSSNM
5GD&WONQ@SEMCNV NODMR

'HK HNGB OQODGIBHR @ MBHK

.@SBGHMF RBGDCTKDR

*S HR HLONQS@MS SN JDDIRBGBIIKDR TO SN C@SD ARSYDHDIMYUHRNQIBNSDRS@SIR 4BGDCTKDR
L@X FDS NTS NE RXNMSGRE1 ENQ @MX MTLAD@REIQR 'NQ DW@LOKD BENGNY @ 4TODQUHRN@EQ
®LNSD 4S@SM .@M@FDQ %@S@3N@RIRSDL CDKDSDRRSEQ RLNSD BNMEKDQ REE@S @MX RBGDGIESR S

@QL@RSDQ NMGD 4TODQUHRNIQTRDGED L@SBG ED@SN@BR@SD @MC RXWBL® RBGDCTKDR AD®IDDM S
@LNSD @MC 4TODQUHRNIQMES @S

Prerequisites:

:NT @RVNQJIHMF I&id STODQUHRNERE @SD 4TODQUHRNRQLESELOK @ SENQL B MM DBSDCEDI BG AR
MDSVNQJ @ MOCARS@SMRIEON MMHMF

4SDO
4SDO

4SDO

$KHBIABGDCTKDRIBGDCTKDR

$KHBIGD %HRBNUDQ ATSSNM

5GD RXRSDL QTMR @ RBGEEBKRIDOQX INA SN KD@QM gNROBE@K 8BGDCTKO@S @Q
@U@HK@AKD SEDBHRBNUDQX INA gMHREIHRBEUDIINAIDBSR @OOD @RPXAHRENDDQ @MD
ADKNVE%@S@A@RIMD *S HR HLONQS@&@RENENDIRLESED 4TODQUHRNE RS @SENCNHMF
@MXSIMF DKRD SN L@QIDER@EEFP K@SDRS RBGD T KRABIR @ ABD 4 BQUHRNQIRNED)
RS@NMR

%N NMD NEB EKKVHMF
a *E RBGDCTKD BG@MFDR CN MNS @DIRESCHREENVR HINGSDIDRB @SM HQSGD

.@@BG



HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD .@HMSDM@MBD

4TODQUHRNMHR®Ma S

a *E 6D RBGDCTKD DWHRSR RBMESIER RDKBBRBGDCTKDGIMERBNIDDQ@MD @ MEBBK
D .@SBG ATSSNM

8GDM XNT L@SBG @ RBGDCTKD ADSVDDM @ 4TODMUNSRNEN@EKDQ RE@BRGE 4TODQUHRNQ
UDQRHNM S@JDR OQHNQHSX @MGINDDSMDBISMKHQ UDQRHNEDNEBEDCTKDRRA BHX @Q
5D R@LD

NOTE: 5N JDDOGD RBGDCTHILNMD 6D RBGDCTKD NT&ENHEDF@Q@/DSVNQJ BRHMADMBG
@MC BG@MED BBGDCHRO®@C NMKX h@F

Result

*E XNTOM@LD RBGDCTKDR CN HS NMEROVGERDSHRNQ @ MCHMENSD RE@BIEANS NMIMD SNKEKENQ
RXMBSRIHYSA *E XNOME LD @ RBGDCTKD VGHKD @ 4TODQUHRN®! @S @IRBNMMDBSDC XNT LTRS
CHRBNUDQ @MC L@SBG D@BG REEDRQIKNBHRSHENR

60FQ@HMF @ CDUHBD
*MEIUHCT @K CDUHBERIDC@MF HE XNT BG@MEDCLRJHBD NGBIEBUHRDQLY@MDDCR TOFQ®E
4SDO  'QONL SGD L@HM LDMT RDENBIS{KDQ 4DSTGDLNSD %DUHBDBDLNSD .NCTKDR 3DLNSD

.NCTKD 4DSTO
5GD"'BBDRR %DUHBD .@M@EB@®A@RDY NODMR

4SDO  $GDBJ 6@%® LNCTKDR G@ED IS@SDRS gQRV@QRHNM AX BNLO @PHMR @B DQRHNM
$NKTLM VHBSD "U@HK@ AIRAHNM BNKTLM
NOTE: %TQHMF @ gQLYBIFQ@CBSLNCTKDRIEE® JDVENEMD SDLONQ@QHKX *E @ RXRSDL HR HM
TRD 6D TOFQ@CMBIORR L@JDERBRXRSDL TM@U@HK@KSEDTDER @CD HR BNLOKDSD

4SDO  *E 6D "U@HK@MQIRAHNM MTLADQIMBIER ENQ @ @R NEGTKDRHEIGD6OFQ@CD 'HQLI@Q
ATSSNM
5GHR HUBISIEDSTOFQ@CD NMVLEEBTKDR 1D £ @S@A@RDCN MNS G@UD SN RDKDBS @ LNCTKD ENQ
5D RXRSDL SN TOFQ@CD HS 5GDIRXNRSBR QOFE@E 'BBDRR %DUHBDR  ESDQR@CIK @K
LNCTKDR RGNTKC GER®LD gQLVIBGDQRHNM MTLADQ

ATODQUHRNQ OK@SENQL TOFQ@CD
5GDRD GIBDCTR @JIMHPTD SN TORQ@GED 4TODQUHRNQ 1$

:NT L@X MDDC SN TOFQ@CRSES\V@IMMHMF GBI STODQUHRNQ 1$ ENQ RD@BY@R Q

a "MDV RNESVQDQRHNM HR @U@HK@AKD
a /DVED@SDR MDDC SN AD @CCDGI3RXRSDL
a 5GD 1$ MDDCR SN ABD®@BDC

60C@SMFI@CDQ BNTMS

#DENDCDKBISIF @ RTENF@SD RE@XNT RGNTKC TOG@ RIEEDQ BNTMS 5GHRMIBIC @ SEIRENTMSR ENQ
@KG@Q@RBNLONMDMSR @MEDR HSDLB@S MN KNMFDQ DWHRS

4SDO  $KHBIAXRSDL 4DSTO.HRBOK@MDNTRDQUDQ .@HMSDM@MBD
5GD.@HMSDM@MBDY NODMR

4SDO  $KHBIGD6OC@SD 3D@CDQ $MTHESNM
5GHR @B TOC@SERENTMSR ENG@KW@QBNLONMDMSR @MEUDR HSDLE@S MN KNMFDQ
DWHRS

.@@BG
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3DLNUHMFRED 4TODQUHRNRQ@®LNSD RSKHNM C@S@A@RD
:NT L@X MDDC SDLEUD 6§D 4TODQUHRNIQ@&QLNSD RS@8/ C@S@A@RD HE@VK @BHMF NEINEFQ® MDV
ATODQUHRNQ 1$ENMDSVNQJ

4SDO  8GHKD BNMMDBSDGSRINSD RS/ BESNMIQKDQ 4DSTGDLNSD %DUHBDES @HIM
.@M@FDQ

4SDO  4DKDBSB 4TODQUHRNENRS@SI®MC BBIGD %DKDSD ATS & M
5GD RXRSDDINUDRGD 4TODQUHRNEIRS @G5 OJBDRR HS @XRNOR @MX RBGDCE@R S
VD@ L@RSDQ NMGD 4TODQUHRNQVHKMDDC SNRBNUDQ @MC L@SBG RBGOEIKDRSMM S
RS@SM VESD RBGDCTKDEEWIBY 4TODQUHRNQ

3DLNSD BNMSKDQ TOFQ@CD

*E XNTQ BNNEQRQ HR BNMMDBSDC SN @ 4 TRIPQEEBE 4 TODQUHRNQ gQREDEIMOBQ@GD SNMSKDQ
RS@SMEQSGD 4TODQUHRNQ

5GD OBDCTIR HNEER RBBSI @QVIHPTD SN TORQ@ @ BNMEDBGDQ @MHRDUDQEARNMR SN TOFQEDCD S
RNESVI®QM @ BNWKEID

"MDV UDQRHNM NE RNES@®RBNLD NTS
5GD BNLO@MX V@MSR SN HLOKDLDMS NI/ ED@STQ
5GD BNM$IKDQ MDDCR SNDAIK@BDCH&ESMDV BNMERQ NEISR@LD LNCDK

5GD BNMSKDQ HR ADBIIRK@BDC AXHEDQMS LNCDK BNWIEDD

*E 6D TOFQ@CDIMIK@BHGIE BTQWS RNESY@EGBNTS L@IJHMF @C8@QBG@MFD XNT RGNTKC A@BI TO S
RS@SM AX L@JHMAHBSQHMNINE gKD A@BJTO NQHBIRE®OX ATS XNT L@X MNS MDBRSBEED RSENMV @ESDQ
S5D TOFQ@CD

a
a
a
a

*E XNT @ QOK@BHGIB BNMSKDQ \GIE MDV BNNIERQ NGSR@LD LNCDK BRSQHANS A@BJITOGIE BSKENSV
HRGD RBNLLDMCDC ADRS OG@IBENQ TOFMBGD RNESI@Q

*E XNT @ @OK@BHGIB BNMSKDQ \GIE HEDQMS LNCDK @RSQHHNIS gKDK/NIIS VNQMNT LTRS L@JD @ BNOX
NE SD RSENM HMRSD@C
%HRBNMMINIE @M NKC BINKLED

#DENDXNT GIRBNMMDES BWHRE BNMEDRQ@JD RTE@S XNT S@JD @ MNSD NE HSRRIGRATEE)
MDSVNQJ RBESERNT VHKMDDC SN DMSBR SMENQN® SIMED OK@BDLDMS BINUEDADBENES WHNODQ@SD
NM 6D MDSVNQJ

4SDO 5N S@JD MNSDGIE MDSVNQJ RDFR RDKENMSIKDQ 4DSTOHRBOK@MDNTROSVNQJ 5$1 *1
4DSBMFR
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4SDO  5@JD @ RBY B@OSNY VQHSD CNEB QQODGHR
4BOIK CNVM 5GD@M@ KNS NEORQBHR HEHR UHDV

4SDO  3DLNUD ANG "$ @MC A@SSDQX A@BJTO ONVSEIHQNVHRIT BNIMEDQ

4SDO 8 @HS ERBQ BNMSKDQ SN RGTS CNYDMIZRBNMMDESB&WMDBSNQRI@NAIDGED BNMSKDQ
ENL SGD B@AHMDS

4SDO *E 6D DWHRE BNMEDQ G@R @NMNNOBR @LNUD 6D B@Q

.@@BG



.@HMSDM@MBD HOF@Q@ &MSDQOQHRD 4DBREHSM ®WIRSEQ@RHMSDM@MBD (THCD

*MRS@MFGD QOK@BDLDMS BNKIZQ

“E @M N@8V BRONCTKD V@R C@L@FDC VGDBEMSKDQ E@HKDC XNT L@X MDBG @RDT® MDHNDSE
B@R*E ONRRHAKD SQX SNSIMRIENKI BEERL SGD OQUHNTR BNUKTR HMSE BIDV BNMBDQ TRHEB S
R@LD RKNS @FGBNNEC BNNIERQ

4SDO  *MRS@SD MDV BNMKDQ HEDSB@AHMDS @MC OBDBNMIZDBSNQR ENQ BM ANBINSD
LNCTKDR @MC XNTQ 1$

4SDO  "OOKX ONVDQ @MC BNMGIDB&BJITO A@SSDQHDR

4SDO  4DS TO XNTQ 1$ MDSVNQJ @C@OSNQ SN BRREGBCCXBN LIRS \GiSD BNMSKDR'CDEGTH
@CORR

4SDO  00DM §D MDV BNMEKDQ OK@SENQL
4SDO  $NMSIMTD \BISD BNMgFTOEE RSDORGHR 8G@0SDQ

$DA@IMF @MC TOINBED )42- CQS@A@RD O@RRVNQ

&@BG BNMEQQ RGHER KED E@BSNQRE @HSDE@R- C@S@A@RD O @RRENT TOFHEHIE @ RS@SM SN
@V RS@SMRDSRKB )42- C@S@A@RD O@RRAGIRI SIEB E@BSNQX CHB@AKIES CDE@TK@RRINQ
HMH@&X VNQJR @R RNNM @R XKINEMRH@I CD @NIIEQ@MC HSR RINESVIGRBNTKC BG @GHR S@RRY/NQ
SN @ TMHPTD @MEIRESQHMF 5GD O @RRY AT SNHE®KFDMDQ@SDC @MC RTBBREREHAKGD JDX QHMF

Prerequisites:

NT G@UD ITRS HAIRS@ DV BINKSQ NQ TOFQ@CDC @MMPBMREDQNIQ"9 SN : NT @RTRHMF
8 NQJADMEE MMHMF NM @G@SHR BNMMDBSBU BRSVN@E@S RDQUHEDBNVISKDQ

4SDO  $NMMDBS SBCSBNMSKDQ REEE TRHMVRQIJADMBG
4SDO  &WO@MNMgF %QHUDQFCALR/DSVNQJ

4SDO  3HFGSBB)JRPK%A%@S@A@ROBBIBSHNMR1IHMFBGD GDEKORODQSX HR TOC@SDC A@RDC NM S
OHMMBR TSR

.@@BG
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(Station_811)

. Station (Station_811) ! Config . Drivers

. HsglDbDatabase

/  Property Sheet -

- Nav
tf O () My Network

G -(Station_a11)
@ Platform
y Station [Station_811)
‘ Alarm
e Config
@ Services
e Drivers
e NiagaraMetwork
B BacnetNetwork
ﬁ HsqglDbDatabase
@ surveillanceViewer
Apps
ﬂ Logic
@ Files
@ History

- Palette

Display Name

[ Status

(M Enabled

(8 Fault Cause

3 Health

©Q Alarm Source Info

[ User Name

& Worker

@ Export Mode

(M Use Unicode Encoding Scheme
[ Timestamp Storage
@ Points

[m Sql Scheme Enabled
9, Rdb Security Settings
(M Base Directory

(3 Database Name

™ Defrag On Save

Gl Defrag And Save Periodic Schedule

Q) Actions & Topics  [B Slot Details
Value Commands
{ok}

true .

Fail [null]

Alarm Source Info

Rdbms Worker

By Historyld

@ false

Dialect Default v
Rdbms Point Device Ext
@ false

Rdb Security Settings

file:**hsqldb g £

@ false

30 days {Sun}

NOTE: 4S@B8F HNOF@Q@ SGD)RPK%A%@S@ ABDRONMDMSNID QB Rise Encrypted

Connection

User Name @M@assword @QQ@OK@BDCHWEWSRHMPHileged Username

.@HMSDM@MBD

OQODQSX 5GD )42- C@QS@A@RD HR BB®KEQEDQ@SDC @MHBIKEEABD NQ UHRHAKD 8GDM TRHMF
)42-  HEGD RSEMNM JDXQHMF HR BNQQTOSDC XNT MDDC SN KN@GHIN® ATBRBRIONRSTERVIBD NE

HEDM42- C@OS@A@RD HR MN KNMFBRNN®ORQ@S

4SDO 5N @BBDRR @ MDV )442- C@S@A@RD HMEB@ KB HHNVE QHFEBBED )RPK%WA%@S@A@RD
M@UHF@SIHENVR 1QNODQSX 4GDDS
5GD CDUHBDMRIODQSX 4GDDS NODMR

4SDO  &MSD@BUser Name @RSA @MC BBA@UD

4SDO  3HFGS BBJRPK%A%@S@A@ROBRIBSHNMR1IHMBGD GDEHORODQSX HR TOC@SDC A@RDC NM S
OHMERTER

ANESV@JOFQ@CD

" QDKD@RD GE BXRSDL HR A@QRDMSVB3IXLDUDKNOLDMS BXBKDR @MC L@X K@F NQIKIB{I®O RDRER @K Q
HOF@Q@ 'Q@LDVNQJ

-HBDMRDRYHI2DMS

CAUTION: "ESDQ BNLLHRRHNMHMF GKBXNMS&POFQ@CDC RNESVWEIRNNSR 8GHKD HBANRIEMF @KENNQ
KNBIOK@XP@Q DMBRYDC @MCB@@CDQR CN NIR®QIMC 5GHR L@X KD@UD CNNQR KNBJDC NQ TMKNBJIDC (
ATHKOB/AF NBBTO@MSR L@X AD KNBJDC NTS SQQOHWD@DHNOKD L@X F@HM @BBDRR 1K@M @QEEIC @MC AD
ENQ GNV SN CD@X8BRXRSDL ADHMF CNVM ENQ guD SN SDM LHMGBEHRVSIRRIDANNSR

60FQ@IMF RNESV@@X NQ L@X MEBTI@ MDWRDMRD @G IVRSEHKM NE MDV RNESV@Q

#DENDQXNT TOFQ@CD
#DENDXNT HMRS@ KDV UDQRHNM NE RNEEGHR BGIHRE SNOOEED RSENV
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a OM XNTQ 4TODQUHRNQ 1$ UB@HEIEX.842- C@S@AQ@ REDNIQ$6K}
a $NMgQL 5@S XNT B@M BNMMDIBEBNHBEOR
a 3DRNKUD @MAINRSDC @K@QLR

.@JD @ RSKNM A@BJTO
#DENDTOFQ@®IF @MX RE@SXNT RGNTKC A@ BDTRSENV @MC R@DR@&BJTO gkD HM @ RGHRIVKBIBRS
@DQSVN V@XR SN A@BJ TO BNRBE@S

a $D@SD @RSQHANS KRS gKD BP KSEMNM NT VNTKC TRBSR A@BJTO GDE HE XND@QFQ@GIF ITRS
SGD RNESVIAND @ @OK@BHMF @NIKIMZIQSIR@LD LNCDK @B BTQOIS BNMWHDQ

a 1DQENQL @ RSE®BNOXT VNTKC TRBBR A@BJTO GBS HE XND@QFQ@®IF SN @EDQMS BNMEDQ
LNCDK

%QHUDQ LNCTKDR

#D B@ETK BNOXHMF CQHUDQ LINC TR REANTR UDQRHNM NEIRSESY ®0QV UDQRHNM ‘NQ DW@LOKD @M NKC
UDQRHNMME.SKDRSNMDNEDBS B@LDQ@ CQxfismertse. jar 5GD MDVDQ UDQRHNMER-

wh.jar %N MNS QTM @ RXRSBLAXIGSgKDR HEDSBiodules ENKCDQ

#@BJHMF TO @ RS BRHMHDS/DA 6*

"RS@H\M A@BJTO VGHB@SBOR BRSQHANS GRS gKDGIRINRS BNLOKDSD V@X SN A@BJ THINE RS@S
HMBKTCORRBI®S8 C@S@ @MC LNCTKD CDODMCDMSIMMENR @SOD NE A@BJTO EBI®KCO8QXCGR S
JDXQHMF TRDC SN RDBTERXOSDC O@BR\VERIC RSRGD O@RRIURMNES GRS gkD 5GNBDOMA@BJIR
TO $D RSNV XNTIEET @MEX KNFFDC HMSN 5GHR L@XATDSQUHRNERS ®SMRNED BNMEKDQ REE@S

- NT TRDGHR SXOD NE A@BJTDE®ED @ BNUED\GSMSHQ BNMEDQ NEBR@LD LNCDK @MC RNESV@Q
UDQRHNM @MC SIK RMRS@EY LTEHOKD R@LD LNCDK RIKDSR

Prerequisites:
:NTQ 1$ HR BNMMDBSDEISMIZSVNQJ @1ED QLNSD BNMEKDOQNT @TRHMEB VDA 6*

4SDO  00DM NMD NBB RTOONQSDC VIMVRDQR *& NDEQN @MC BNMMDBB BANSD RS@S/

4SDO  'ONL SGD)NLD UHD\BKIBSNMIKDQ 4XRSDL 4DSTEDBJITOR
5GD #@BJTOR UHDV NODMR

4SDO  $NMSEMTHMFG@IEsD VDA 6* B¥BJGD-NB@K #@BJATSSNM

.@@BG
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" -NB@K #@BJX@MCNV NODMR

5GD gQRS MBI R@UBIR §KD HEDSA@BJTOR ENKCDQ TRICO@BQUHRNENRS@SD RDBNMC
NOSINM @ TSNHE®KCNVMKN @EIR/S@BITO SBOBNLOTSHRDownloads ENKCDQ

4SDO 5N BNMBVITD BBDJ
5GD+NAVHMCNV HROK@XR\B@KRR A@Q VGERMA®BJITO INA QTMR 8&IMMA HR gMHR@IDC S
-NB@K #@BJX@MCNV NODMR

4SDO  $KHBIGDAGNV %DS@KIKR SN NODM @ VHMERIBHEROK@XR SHRSNQXGNR 8@BJTO INA

4SDO 5N R@UBGB A@BJTQlist gKD SN @ CDRHFM@ SBIS MNBEISD%NVMKN@TSSNM
5GD ARQVRDQ BIQOSR XNT SN NODM NQ R@JREBNT B@MMNS R@ UDGISENSIDQ
NOTE: : NT LTRS R@UBCSgKD MBISM guUD LHMTSDROEEEIB HS *E XNT UBIDYKD HS NODMR@&Q

SDLONQ@@EOBSNQXNT LTRS CDRHFM@SD @ R@UBISM ENBR@RIDGKD SN @ KINB@ISH QEaM
S5D SDLONQ@QX KNBI@S

4SDO  4@UDGD gKD SN @ KNB@ISH QE2ME® 4XRSDL )NLD NQ 6RDQ )NLD FHUKDRIED @ RGNQS M@LD
S5@S HCBYHRGD RSENM
a $GNNRD SN R@&D kD
a $GNNRD SN NOmDYKD

*E XNT BGNRD SN REJGK® @WA@RDQ BIQOSR XNT SN NOID $6NVMKN@CR ENEGN® BGNRD SN
NODMGD gkD XNT B@M R@ND SECEQODMHMF @BE®EM HMSDQEBBIL RS AD @ gKD
BNLOQRRHNM @6E@HSM

4SDO  .@JD @ MNSD NEDSC@SD @MC BGDIP R@UDC @MX CNVMKN@CDC A@BJTO gkDR RNGONT B@M gMC
K@SDQ
"R @ ADRS OQ@BBSBNMRHOD@QHMES RQRTKMF A@BJHBt  gKD SN @ RGNQS LD@MHMFETK
M@LD

4SDO  *EGDdist gKD HR ENQ @ MDV 4TODQUHRNQ NQ DMFHM BINYHWF BIEQRRS @S BNOXGS
A@BJTO KRS gKD SB $/1DV 1$ NSDQVHRD KD@DB®@BJTAist gKD HBB A@BJTOR ENKCDQ

#@BJHMF TO @ IRS$@IRHMDSF@BITO4DQUHBD

:NT L@X TROBSIR 8BDCTHSN LOMKIKR@BJ TO @ RHMFKD 4TODQUHRNKDRGRBEMSES DY (9(
196=0:06505. <0+, DWOK@HMR GNV SN RDS TOIENSKODEN A@BIR QF@KEVR NM @ MDSVNQJ

Prerequisites:

.@@BG
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- NT @TRHMFNQJADMEE MMHMF NM @ 1$ @NBSI@@DBSDCGEN [BLNSD RSIE@SM

4SDO &WO@MNMgF 4DQUHBBRIC CNTAKBERKSD#@BJTO4DQUHBD
5GD#@BJTO .@QM@RIMDY NODMR

4SDO 5N A@BJ TG5P RSNV RDKOIHES BSHNV @ MBEBK@BJTO
" 'HKD $GNNRDIMCNV NODMRGE/@SCDE@KKBEN @MC M@ LDENA@BJITO 5GD CDE@TK
~backups ENKCDQ HREBENIFDQ GNLO\Users\<user name>\<framework
version>\tridium\backups VGDQ

a <user name> HRE M@LOEES HCBYIER XNTQ 1$

a <framework version>  HCDMSDRE® BTQHS UDQRHNEMNEGF@Q@ 'Q@LDVNQJ

4SDO 5N BG@MFGBA@BJITO KMBNWISTRBGIS HBNMR @5SNO NEKR VHMCNV NQ @BEDOBE@T&MC
BKB4@UD
5GD#@BJTO4DQUBB@®SDRA®Bt CHRSQHANNE gKD IEDRSENV HECBENKCDQ XNT RDKDBSDC

7THDVHMMAHEBSQHME EHKD A@BJTO GHRSNQX
#DENDQ@RSNQHMF @ C@S@ A@BJTO XNT L@X BGENERS WHDMMRS@BJTOR SN RDD \BELHERS A@BJTO
V@R L@CD 5GHREDTTTRDRED VDA 6* *S VNQJIR ENQ UHDVHMF A@BJTOR NE @ 4 TRINSDHREMRBNQ Q

4SDO  'QONL SGD L@HM LDMT RDKRBSDL $NMSRDQ 4DST@G*@BJTOR
5GD#@BJTOBHDV NODMR

4SDO  $KHBJIGD3DBDMS #@BJTO )HRSEGX

5GHR S@RBR{@KBJITO INARES G@UD ADDM QTM

NOTE: *E 6D A@BJTO gKD V@R MNS R@UDC NQ CNVMKN@CDC SN @ BRRHASFESHDOWS BIS@ X
AD KRSDC @R S@AKD ATS HS L@X MNS AD @ D@SB@AKD SN Q

#@BJHMF TO @ RS SRHMF HSIISNOHDQ

" C HRSQHAE A@BJTAHRS CDODMCR NM OK@SENQL gkDR VGHBG LEORR BSBIMEMOTENGGK @
CHEDQVS LNCDK GNRS 5GIHA@ESIOHDQ B@M A@REDJEER @MC RIBSNQHDR HMHRRRB®S XNT B@M
@RSNED A@BJIDC TO RBEISN @EDQMS LNCDK GNRS OK@SENQHSWV@SDSI $SNOHDQ B@M A@BJ TO ITRS
S5D BNMgF ANF NQ ITRS @ RHMFKISEMKGIENOHDR CN MNS BNMS@HMNDMBQRXIS RNESMI@QMCDMBX
HMENQH&S 5GHRBRCTHVNQJIR ENQ BMSODQUHRNQ MMNSIBNMEKDQ REEER

.@@BG
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Prerequisites:
:NT @RTRHMFNQJADMEE MMHMF NM @518 SHR BNMMDBSBO IRSVNQJ

'NQ &MSDQOQHRD 4DBTRSISMDQRSSVDA 6* CNDR MNS RTOGHIDESESM $NOHDQ
4SDO  0ODM @ BNMMINS SIS QLNSD OK@SENQL

4SDO &WO@MGEK@SENQNCD HEZ/@U 8P @MC CNTAKIBRS @M SNOHDRCNTAKIHBBEGD
1K@SENQNCD @MC CNTAKBB3@HM $NOHDQ
5GD4S@NM $NOHIMPV NODMR

4SDO  $KHBJIGD 'HKD HBNM NM &DAS@HNMR NBHR BNLOTSDQ OIS O@MD @MC RIDKBBISCDQ HM
VGHBG SN 588D RSENV BNOX

CAUTION: *E XNT @BNOXHMF NM$ec@ty ENKCDMESGD RQLNSD SN XNTQ 1$ CN MNS
NUDQVQHSDsS8curity ENKCDQ HM XNTQ 1$ 5GHR ENKCDQ BNME@WNBXBRMBGHBS XKT VHK
MDDC HESMDV BNMEDQ SN CDBQXOS TRDQ ORRRVNQ

4SDO  4DKDBSB RSNV NQ ENKCDQHBSNEX
5GD-N@EIMF .NCTKD *MENGIN®MEMCNV NODMRKENRC AXGE4S @GHIMBG@MREIMY®Q

4SDO  $KHBJIDWS

.@@BG
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5GD VHY@Q®LOSR XNT SN RDKDBS VG@S SN BNOX

5GHR NBISM CDEERT8Nopy every file in the station directory and its
subdirectories 8GHKD 4381 $NOHDQ B@M A@BJ BD BRBIG ANF NQ ITRS @ RHMFKBSEENKCDQ

HROBNLLDMCDCG@S XNT @KV@XR A@BJ TO DUDEXREBNNIRBSNQX @MC HSRIEBSNDHDR

4SDO .@JD @ RDKBBY™ @MBBIOWS
*E @ RE®E VESD R@LD M@LD DWHRERFBIOS KNBRIMGD VHY@QQLOSR XNT SN CDKDSD NQ
NUDQVQHSD BWHRE R&NS!

4SDO  "BBDOSGD CDE@TBDKDSD @MBIBRNS
5GD VHY@@LHMCR XNGE@ 5 RSHENM LTRS AD RSNOODCBBESNE@M AD BNOHDC

4SDO 5N BNMSMVTD IBBIDWS
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5GD VHY@@RJIR XNT SNURD\GH BNOX BNMgFHN®ISBG@MFDR
*E XNT RDKDBSDC NMKX RODBHERREPESNQHDR SN BHDX ®®RSDC

4SDO  *E MDDCDCHB#@BI@MC L@JD BG@MFDENNNLOKDSBSVHY@BKBHMHRG
5GD 4S@SM $NOHDQ R@GUIFSENSV HECERLNSD RSE@8&/ HR BMEX QTMMHMF ADEBNERIOX
OG®BDRR @MORQSR SQ@MREDQ REBSTVIRESQQHMNMSE@SNV

5GD 4S@SM $NOHDQ R@GUIHFSENMV HEDELNSD RSEM HR BMEX QTMMHMF @MC

4SDO 8GDM &D R@UD BNLOKDSEIBFRNRD
5GD C@SD EM@BIBHDC gKIRBSR VGDGLSgKDR VMDONOHDC

&WONRBFGED OK@SENQLHRE®RDQUDQ BERB@SD

#DENDTOFQ@®IF RNESY@NT RGNTKC DWANDSKA SENQLHREEFEDQUDQ BHEBSD RI@S @ESD) S
TOFQ@CD XNT B@M HLON@EHESHIQ® CDC OK@SENQURSE 3SND)

Prerequisites:
:NT @VNQIHMFHNQJIADMBB @ 1$G@S HR BNMMDBSBER BRSVNQJ

4SDO  $D@SD @ ENKCDEDNI$ BQ @SLA CQHUD SN GRRRDQUDQIBFEIBSD R

4SDO  00ODM @ OK@SENQL BMYMIESS OK@SENQL @MC CNIBRKEDBEQBgB@SD .@M@ FDIINIS X
NQ QHFGIERMK@SEN@MC BRYHDVR $DQBgB@SD .@M@FDLDMS
5GD OK@SENQLHREBBDQ ,DX 4SNGS@A NODMR

4SDO  $NMgQL S@SSHIR HFDSDQBgB@SD .@M@FDILDAIS/ XNT DWODBSDC
5GD *1 @CDRR NEB OK@SENQL-RB@ SR HEHMS ADKNGS UHDWASD

4SDO  4DKDBSB RDQUDQIBFEIBSD @MBBNONQS
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5GD$DQBgB@SD &WUNRISNV NODMR

4SDO  4DKDBS SN DWGHDBIZISB@SDEHSR OQHU@ SCDID S B@NAFRO @ RR'IN@MC HBD,
5GD$DQHYB@SD &WARMRDQ VHMCNV NODMR

4SDO /@UHF@SD SN ENKCDQ XDaEDC @ MBRIK@UD
" LDRR@FD BNMgQLEDEDWONQS

4SDO  3DBNQHM @ R@ED CRIEEEBHENS VCDENT R@UIEDBDRFB@SD @MTEIHU@SD JDX O@RRVNQ
CAUTION: ,DDO @KBDR§B@SDR DWONQSIEDAHP OQHU@SD JDXR R@ED %NMRBBIBEISS

*MRS@MFGED TOFQ@CD NM @ 1$
: NT HMRE@WC RS@QS @ MDV UBQIRpIMMNEBKNVHMEB R@LD RSDOR CNBTLDMSBOHEN+S ,
5:;(33(;065BG@OSBEHR GBDCTHRTLL@QHY B $HIMRSE@KM RSDOR

Prerequisites:
:NT @RVNQIHMFHNQJIADMBANT G@UD GHQ @GHBSQHMNINE gkD NQ @ BN@GOMESDQUHRNEWRE@3C
BNMSDQ REEN R

4SDO  6RHMFED1K@SENQIOOKIB@SM YEMBINGQHR@ARBN 4S@@3VIGDRS@QS NM '@ @MQ RSNELS
BTQIMS 4TODQUHRNENRE@S
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4SDO 5N HMRERENQJADMBOBWSQ@BS BDV RNESV@THKC @MC QDM BIRIIMKIR @L
4SDO  'NKKNV 6D HMRS@&HM VHEC@IR HS RDSKSDAGSRSDL )NLD 6RDQ )NLD ENKCDQR @MC RGNQSBTSR

4SDO  $NOX @M TOC@$BDKRD gKDGEEMX Sniagara\niagara[version numbers]\security\
licenses ENKCDQ BB ®DV ATHKC

4SDO  4S@Q@NQIADMBEGMC NODM @ OK@SENQLHBWWISIBBATODQUHRNQ

Result
"S SGHR ONHMS XNT B@GDIRDFR@CDC HUM@SIEISN TOFQ@CLRIIES\DANY @ BNMERQ AX BNLLHRRHNMHMF
5D BNMSKD@TS ADENXQXNT BNLLHRRHNM XNT RGDREE®EED 4TODQUHRNERB@S

Related information

ANESV MRE M

SNLLHRRHNMHMF @ BEKRQQGISDV RNESY@Q

$NLLHRRHNMHMF @ MHDNWYBRHIKDQ \GISIDV RNESD@ERNVRE R@LD NBDCTNE@RXD DOTHE SN
BNLLHRRHNM @ BNGISDENEDSQRBID

Prerequisites:

a :NT @DNM RHSD VIGERD BNMSKDQ SN AD TOFQ@CDC HR KNB@SDC $NLLHRRHNRIME)® BUMSD
KNB@SM HR MDENQLDMCDC ADB@TRD SIDSVNQJ BNMNIBBNTKC HM@ CHH@EDMSSDQQTOSDC

a :NT @QTMMHMF @M TOC@SDC UBQRKENDNNER HMRB@KM @ 4TODQUHRNQ NQ DMFHMDDQHMF 1$ VGHBG
NM 6D R@LD MDSVNQG@BEMSKDQ

a 5GD S®DS RLNSD BNMEKDQ HR QTMMHMFDONUDQ

a 5GD UDQRHNNGRERSIES\A®T @JRHMF SN BNLLHRREINBNSISKDQ G@R HEMISAQ @NIOIIEPR @R
CDgMDC HESKBDMRD gKD @G0 IR&ED NQ @ DNEBDMS UDQREENMER'S BDMEX HMRE@ KNGS
BNMSEDQAQ@MC TOFQ@CD SNNK B@MMNS TOFQ@CD @ AQ@MECWIODENMERNQ IRSIDFEMNS
BNMMDBS SN @ BKROQM VGHBG @ MBPMS UDQRHNM NE BXEBR@QDM HKIRS @K

a 60FQ@MF L@XRTHOMDVHBDMRHMF 5GD 1$ HR BNMMDB8BSDN SNEVID GRNGIHS B@M BNBB@BS S
KIBDMRHMF RDQUDQ

CAUTION: 5GD QANNS @ESDQ BNLLHRRHNMHNRHEZDRKARINQ KNBE@XR £:@I@CDQR CN NINR®GMC
5GHR L@X KD@UD CNNQR KNBBME NBBRO@MSR KNBJDC HM NQ NTS NQ TMENBIDOTMBBBERR @
ONRRHASK 1K@M @GD@C @MU@TEYQ GNV SN CD@KSBIBXRSDL ADHMF CNVM ENQ gUD SN SDM LHMTSDR
VGHKIZB BNMSKD@ANNSR

4SDO .@JD @ OK@SENQL BNNNADSE S BNMSKDQ AX CNTAKIBBHKMEZELK@SENQNCD ENGQLS
BNMSIKDQ HEDS@U B
5GD"TSGDMBESMHMCNYV NODMR

4SDO  &MSDGB BNMSKDQ BQDMS@KR
5GD/@U $NMS@HMBQURODMR

4SDO  %NTAKD BBJIGDPlatform Administration AV HME S@AKD
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HOF@Q@ &MSDQOQHRD 4DBREHS M ®WRSQ@BHMSDM@MBD (THCD

Platform Administration

&' View Details ‘

a User Accounts ‘

".‘ System Passphrase ‘

% Change HTTP Port ‘

E] Change TLS Settings ‘

G-) Change Date/Time ‘

.:P Advanced Oplions ‘

7 Change Qutput Settings ‘

View Daemon Cutput ‘

View System Log ‘

r' Configure Runtime Profiles ‘

"‘ Configure NRE Memory ‘

T) Backup ‘

Baja Version
Daemon Version
System Home
User Home

Host

Daemon HTTP Port
Daemeon HTTPS Port
Host 1D

Model

Product

Local Date

Local Time

Lacal Time Zone
Operating System
Niagara Runtime

Architecture

Tridium 4.5.74.4

45744

Jopt/niagara

[home/niagara
172.31.66.10(J8_Unit10_Fips)
3011

5011
Qnx-TITAN-ATAL-EB27-6CE0-343B
TITAH

JACE-3000

14-May-13

9:35 Eastern Daylight Time
America/Mew_York (-5/-4)
qnx-jace-nd-titan-am33sx-hs (4.5.74.6)
nre-core-qnrx-armle-v7 (4.5.74,4)

armle-wT

Enabled Runtime Profiles rt,ux,wb

Java Virtual Machine

oracle-jre-compact3-gnu-arm (Oracle Corporation 1.8.0.141.4.0)

Niagara Stations Enabled enabled

Number of CPUs
Current CPU Usage
Overall CPU Usage

Filesystem

Physical RAM

4SDO  $KHBIGDSNLLHRRHNMHMBSNM

1

4%
9

Total Free  Files MaxFiles
!/ 3,452,843 KB 3,294 3T6 KB 374 108152
/mntfaram® 383215KB 393,017 KB o ]
Jmntframi 8,192 KB 3,131 KB o ]
Total Free

1,043,576 KB 78,984 KB
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5GD$NLLHRRHNMHMEY @ QODMR

\ Commissioning

This wizard combines steps for configuring a host to run stations. Please check below foreach type of configuration
change you wish to make:

Request orinstall software licenses

[#] setenabled runtime profiles

[#] Install a station from the local computer

[ Install lexicons to support additional languages
nstalliupgrade modules

[# Install/upgrade core software from distribution files
[ syncwith my local system date and time

[#] configure TCP/IP network settings

[] configure system passphrase

[#] configure additional platform daemon users

ClearAll | Checkal

Back

Finish X cancel

4SDO  'NKKNV SD VHY@BKBJIHMBWSTMEK XNT BNMJFE@RNOSIMR

4SDO  OM SGDANESV@CMRI@SIM@FD BRBOFQ@CDKKNTS NE %@8IC BEIDWS

4SDO  "ESDDUYHDVHMR BK@MFDRBEHMHRG
$NLLHRRHNMHMF ADFHMR
CAUTION: %N MNS HMSDQQD®EHSLHRRHNMHNBIRR *E XNT HMSDQQTOS XNT L@X MNS AD @AKD ¢
@RSNIED RSENV

4SDO  8GDM ORLOSDC BiB$KNRD
"ESDQED BNLLHRRHNMHNBOIRR HR BNLOKGSBSMSKDDANNSR %TQHMFZANNS @MX
TOFQ@CDR 6B S @S@A@RDHIE ENGS MDV UDQRHENE@ENL @K HMRE@K

3DRSNQHMF @ BKDSRS@E EQ@ GRSQHANE EHKD TR/ 6*

" C HRSQHMNINE gKD HR TRDC SN TOFQ@EID RWNESYEEID OK@SENKQC MINS BG@MFD NQ SN TOFQ@CD SN @ MDV
BNMBBD@GEE S HFDR@LD LNCDK @R SKC BNNIKRGONM DRSMQ$D RXRSDL @ TSMEEKDDMBQXOSR S
RSNIT JDXQHMF 6N $DX L@SDQH@B@SIHR TMHPTD SN D @BKEMNMFODMBR@ CDPT@SD RDBTQHSX ENQ @K

DMBQXOSDC O@RRVBEHRNEDCTRDVNQJIR ENQ @ 4TODQUHRNQ NIRITE) BRENTER)

Prerequisites:
:NT G@UD BRSQHMNNS gkD A@BJTGNIRSHENM NT @GITRHMEB VDA 6*

4SDO  -NF HM SN\GH OK@SENQL @RSNBVUSIMKDQ 4XRSDL 4DSTHEDBJITOR
5GD#@BJTOBHDV NODMR
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4SDO  $KIBBDRSNIQ
5GD3DRSNIPOFHNMERDA NODMR

4SDO  $KHBSGNNRD 'HKDMC AQRDQ SN KNB@BERSQHANS GRS gKD
4SDO  $KHBA@UD
5GD RXRSDDRSI® SD RSV
3DRSNQHMF @ BKMRE@E EQ@ GHRSQHMAE EHKD TRNIPBADMBG
" RNESV@JOFQ@CD L@RTHIDE @S XNDRSINED BNMSKDQ REESHQ@ A@BJTOHRS gKD 5G MBI
VNQJR ENQ @ BWKISPREES NMKXT:B@MMBKRONG@ 4TODQUHRNINREEED A@BJTOHRS gKD

Prerequisites:
" QDBDMHRSQHAE KRS NGEBRSHNM DWHRSR

4SDO  00ODM8 NQJADMBGBAGD MDVKX HMEEIRHKC

4SDO *M 6D /@U 8D QHFGHEBKNMGH1K@SENQNCD @MC BGNRNDVR %HRSQHAN'HKD *MEED K
5GD %HRSQHNAVISHKD *M&ESBED EXRTENGHC /Niagara/<framework version>/cleanDist
ENKCDQ VOBfgamework version> @ONRDMSBBUDQRHNM NE RNESV@Q

4SDO  6RD &D ATSSNMR @SANSSNL NEBUHDV SN HRISBIRENG@RS NE XNTQ A@BJDC TOIRRMISQ

RS@SM SI$B MDVKX HMREERGE S KB SNQX
*E XNT ITRS TOFQ@GDBSMEKDQ RNEZY@KRIC BGNRD SN KISRSEKDSENQL C@DLNM GGRQHMF S

RNESVIDQVRE@HRIM GQDRR XNTQ DNMVHRSHRIB L@ X MNS RS@QS BBEX\M@S MDV OK@SENQL
C@DLNM

4SDO . @HMS@HMHMF XNTQ OK@ SENMMB BR@DMEFDH UHDER EN&IBE@SM YeHBINQHDV @MC RDKDBS
S5D MDVKRRENE@ RS @V

4SDO 5N BNMgFDQ@TSN RS@QS DIG@AKESErt OMODQSX

4SDO 5N RS@@PRSHENM BRIGDAS@RAFSSNM
5GD RSENM HR MB@@X " 4TODQUHRNINRAB@GNTKC BNLLTMHB@SD RKBBIMBERENIX
RTANCHM@SD RE@S VGHBG RGNTKC NODQ@SD MNQL@K

4SDO 5N KNF HM SMDRSHENV CNTAKBEKSD RSENM DMSQX

3DRSNQHMF @ BNOHDEKINYRE®E SN @ MDV OK@SENQL

" BNOHDC R$EB8 HMREEXRSENV gKDRIEQ ORUHNTR BNUKSID SN @ BNKS@H'S HRHEDEMS LNCDK 5GHR
OQBDCTMVNQJIR ENQ @ 4TODQUHRNQYKDGBREES

Prerequisites:
5GD MDV BNMBDQ HR QTMMEWMEIQ@ NQ K@SDIP G@UD @ RE@BNOEZ@S V@R L@CD ADEN@RRCHMK
S5D NKC BNNIKRQOQNT @RVNQIHMF#HNQIJADMEE MMHMF NM @ 1$
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'HQRS XNT RSED DV R$@SIGDM BNOBS G@Q@RBDOHB@SDR @MC RNEBIBRERDR ENKRKNYDC AX
BNOXHME3A@BJIDC TO RB@EIS

4SDO  O0ODM @ OK@SENQL BMUWMCESS QLNSD BNMEKDQ
4SDO  4SNOGD RSEMNM TRHBP®OKIBAESM %HBINQ

4SDO  0ODM §D 'HKDE@MREMD$HS @MC GIVENMSKDQ RHCD CDKIDSECSrity ENKCDQ NaDS
BNMSKDQ RH@EDScurity ENKCDQ HEBINiSgara 0@
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4SDO /@UHF@SD 6N ENB@B/EDS BNMS@HMRAEBITO NEDSecurity  ENKCDQ

4SDO 5N @RSMQESD A@BJT@curity ENKCDQ S 8NMSKDR/Niagara ENKCIRDKDBSSENKCDQ HM
S5D KDES O@MD @BIGBIBNOX ATSSNM

4SDO 5N BNOXGED RSHMNM CNTAKBEEKSDAS@NM $SNOHIB@ SENQHASX
5GD TB#SX NODMR

4SDO /@UHF@SD 8B ENKCDQGIMGRDQ )NLDG@S BNMS @HMFSENM RDKOHES SNV HGCSKDES
O@MD @MABENOX
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HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD .@HMSDM@MBD

5GD RSHENM L@X AD TMCDQ @HbR@DQKRRHNNEND Q@

4S@BBIFED RRSNE BNMSKDQ RSIEE
"ESDQORSNQHMF @IRB@O@.dist gKD XNT B@M ODQENDEMKVHMF S@RDRS@QS HS

Prerequisites:
NT G@QUDRSNC @ RFABIHQ@ GRS gKDIT @RVNQIHMFEHNQJIADMBG

4SDO  0ODM @ OK@SENQL BMNMIESS QRSNC BNMSKDQ

4SDO  *E 6D RXRSDDQNQSB®S HS HR TM@AKD SBDUCKRREK GIBASUDQBESANSsued By @MC
Subject BNMS@Mayara4 @MC BRIBBDOS

4SDO  00DM SD'OOKIB@SM YBHESN@MC UDQBEXSSD RSV RS@QSDC NQHIRFRS@QS
*E XNT BGNRD SN H\VBTS@H@SENQL C@DLNM (GRMNESDAHYRE@EM GBDRR XNTQ DNVHRS
RS@NM L@X MNS RS@QS @EEM\M@SED MDV OK@SENQL C@DLNM

4SDO  *E 6D RSENV HR MNS@KRR I@FSERIGDAS @ BF SSNM
4SDO  $NMgQL 5@SSB RSNV G@R RS@QSDC DISIEERRQING

4SDO 5N BNMgFDO&D RSV SN RS@QS @TB&KEES DUDMS NE @M TMDWODBBDDME@AEDS
Auto-Stat  OQODQSX
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Auto-Start
a *E GD DKDBSQHB@KNERHONO@Q SBDSATHHRIF @M 614 6MHMSIHMAKBDBNVDQ 4TOOKX NQ

N&DQ A@BJTO A@SSDQX B@M L@HMS @HIVBHINEED GNEB/IC HSR @BBDRR MDSVNQJ @R KNMF @

HR OQEBBK

a *E @M DLEQMBX FDMDQ@SNQ REEEDSRSISD @BBDRR MDSVNQJ CNNQ KNBJR @MC RDMRNQR
RGNTKC AD ONDDQ@X BRHE KEBFHSR SBDDWSDIBESSS® BNLO@MX BNMRHCDQR OGXRHB@K

RDBTQHSX SN AD @ OQHNQHSX
a *E ONVDQ SBESBNMSIKDQ FH @ SDKX E@BKHIRXBSDL A@BJIRGIDRSKENV @ TSNHEEK

a 8GDM ONVDQ HRRONQ $D OK@SENQL RGNTKC @ BENRBRES BSE@8V @ MRSNQ
OGXRHB@K RDBT@ISXTHMEIF TMKDER STHHEIR'NBBTO@MSR N@GED CNNQ KNBJR
VHS MN NODQ@SNN®@BS

Restart on Failure
a *E GD RSHMNMV E@HKR HS BE@N@SSDLOSPES@QS

a " Failure Reboot Limit CDE@ERSNG®RD @SSDLOSR CDgMDR GNV HEGDRX@ RSN
@SSDLOSR BRS@QIBHIS@ RODBHIgR: Reboot Limit Period CDE@SKSN LHMTSDR
:NT B@M BNMgbRQI&

4SDO 5N KNF HM S2DRSHNM CNTAKBERKSD RSNV DMSQXGBVIBU D
Result

5GD RSENM HR MNV TOFQ@CDC " 4TODQUHHRNRESTRE BNLLTMHB@SD RKBBIMEIEHWK RTANQI@SD
RS@SMR VGHBG RGNTKC NODQ@SD MNQL@K

*LONQSMF @ RDQUD@BBE®SD HMSN @M TOFQ@CDC CHBENQL RS@S

"ESDQ TOFQ@E RNESY @ T HLONQEDSDWONQSDC RDQUINB 8EDA@BJ HMSN @ OK @ SBWQLNBS@ENQ
D@BG 4TODQUHRNQ 1$ @MC OK @BBNGGRR®ECTHHR MNIFPHIT AX SD8 NQIJADMBETSNIR ADB@TRD
8 NQJADMBR @KV@XRI@BKMDUDQ @ RDQUDQ

Prerequisites:
:NT @VNQIHMF#HNQIADMEE MMHMF NM @ 1$

4SDO 0ODM @ OK@SENQL BRMMMOEES OK@SENQL @MC CNHBRIEDBBRQBgB@SD .@M@ FDUIIINES X
NQ QHFGSHRK@SEN@MC BEYHDVR $DQBgB@SD .@M@FDLDMS
5GD OK@SENQLHREBRDQ ,DX 4SNG@A NODMR

4SDO  $KHBILONQ®BMC M@UHF@G6D SENISCIBES BNMS@HMR XNTQ A@BJDC TOHRB@EDRBDQS

4SDO 4DKDBS&B RTODQUHRNQ NQENYBRQBS@SD @MBIBBDM
5GHR BBIQB@SD V@R DWONI@EEBSR/BHU@SD JDX

4SDO  4TOOK)GP O@RRING@S NEDBSRIIS OQHU@SD JDX BRMC BK
5GD BDEgB@SD NODMR

4SDO  $NMgQL S@%BHAlias IssuedBy @MGubject @Q @R DWODBSDC @RI BK
5GD RXRSDL HLONGBRB®REB@SD

SNMMDBBIF SNGS TOFQ@CDC BNKIBQ RE®9
OMBD TOFQ@CDC XNT BNMMDBSEN@HM$ODQUHRNQ NEBNRSES

Prerequisites:
:NT @RVNQIHMFSHNQJIADMEE MMHMF Si ETODQUHRNQ 1%

4SDO  3HFGSBRJGD RSENM HEDS@U 8D @ MCHBSNMMDBS
5GD"TSGDMBESMHMCNYV NODMR

4SDO &MSD@B @CLHM RHEBQDMEDKR
5GD1IK@SENQL 4DSHOV NODMR
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HOF@Q@ &MSDQOQHRD 4DBR@MSX ®WRE@EHMSDM@MBD (THCD .@HMSDM@MBD

4SDO 5N BG@MFOIB3EROK@X M@LDR DMSDQ MDV MGHEBFO@®@SBRHROK@X /@LDR

4SDO 5N JDDOGD MDSVNQJ RDEFR @D @BKBBDKN@CHSNTS $G@MFDR
5GD(THCDC 4DSTNF Q/HMCNV NODMR

4SDO  *E XNT CN MNS MDBIC SNTRDKDB3HO (THCDC 4DS@MC BRDJ

60FQ@HMF @BDMRD TRHAIFMDA 6*

60C@sVF @BDMRD HR RHLHK@ GHSF EWVIRBBRMRD 5GIBDMRD .@M@ERQ TOGRE @BOMRD HR @U@HK@AKD
TMCD@G® RSENM IBMNQJADMEGMC HELSVDA 6* 5SGHRNBDCTRTRDRED VDA 6*

Prerequisites:
5GD MDWH8DMRD HR ENQ @ RNERRERI@®S HREFIDRGM NQ DPT@GINBQRHNM XDIT@EQ @®IF HD
:NT @RODQENQLHGHFEABDCTRCTQHMENENTQR VGDM EDV ODNPKRII®BBDRR SR ATHHMIF

4SDO  /@QUHF@SDEIBWSIKDQ 4XRSDL 4DSTERBLK@MDNTRHBDMRD .@M@FDQ
5GD-HBDMRD1K@SENQLADQDNRDDMR

4SDO 5N RDKDBS8HBDMRD gKD SN K NBRBIGERHNVRDATSSNM

4SDO  4DKDBfe ENQDRS@QSIHRSKP&ESDQ TOKN@C
5GD RXRSDL CNDR MNS TOG@IEBCS/RD HAKED RSHNVDRS@QSR

4SDO 5N BNMSVITD IBBEOKN@C
5GD BNMSIKD@ANNSR
NOTE: 8GHKDGD BNMSIKD@ANNSR KaGBENNQ KNBE@XRP@Q DMPAYDC @MOB@@CDQR CN
MNSERONMC 5GHR L@X KD@UD CNNQR KNBJDC NQ TMKNEVIPGIEBVIC@MSRL@X AD KNBJIDC NTS

NQ MNM @N®HYDC ODNOKD L@X F@HM @BBDRFEN@KIGRVMQIM GNV SN CO@O\RXRSDL
ADHMF CNVM ENQ  LHMTSDR VGH IBDBSOD@ANNSR
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3DINHMHMP@K® BDLDMSNED BNMSKDQ SBI3 4TODQUHRNGIRE@S
"ESDQED BNMSKDQ G@R AIIDK@BDC @BICRSE@S G@R ADDM BNMYFAIYT VKKIDDC SN INGIMENMSKDQ
SN 6D 4TODQUHRNQ SN RMMBGE B@GNKCDQ C@S@A@RD

4SDO 6MOKTF XNTQ 1$ @MC OKTBPHWDSVNQJ B@AKISY @R OKTFFDC GSIKG BNNIKDRQ

4SDO  *E XNT @BNMMDBSDC SN @ 4TODQUHRNQNIGIABBIESB BNMgQIGS MDV BNMKDQ G@R
BNMMDBSDC GN §TODQUHRNQ
.@JD RTQ $@$® MDSVNQJ U@QH @AKDREAPEEX GD ONQSR®QDM @MC BNLLTMHBI®S
B@M AD DRSBGRC

4SDO 5N INHMG® MDV BNMIDQ REEN SI8B RTODQUHRBIBKMIMKDQ 4DSTGDLNSD %DUHBDR
4S@HNM .@M@FOGRBNUDQ @MC ROGRIBESHERM HECES@AKD @NEIEK 3DBNUDQX ATSSNM
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Figure 41. .X42-%@S@A@RINOQGHR
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