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Chapter 1. About this system
5GD&MSDQOQHRD�4DBTQHSXRXRSDL�OQNUHCDR�SGD�G@QCV@QD�@MC�RNESV@QD�SN�HMSDFQ@SD�@�ATHKCHMFR̂�@BBDRR�BNMSQNK
CDUHBDR��%DODMCHMF�NM�SGD�RXRSDL
�SGD�CDUHBDR�L@X�HMBKTCD�BNMSQNKKDQR�BNMMDBSDC�SN�A@CFD�QD@CDQR
�CHROK@XR
@MC�JDXO@CR
�LNSHNM�CDSDBSNQR
�UHCDN�B@LDQ@R
�NSGDQ�RDMRNQR
�gQD�@K@QLR
�@MC�LNQD�

Featur es
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BNMSQNK�@MC�@K@QL�RTODQUHRNQX�@MC�L@M@FDLDMS�ETMBSHNMR�SGQNTFG�@�AQNVRDQ�A@RDC�HMSDQE@BD�SG@S�@KKNVR
@TSGNQHYDC�TRDQR�	A@RDC�NM�O@RRVNQC�@MC�OQHUHKDFD�KDUDK
�SN�B@QQX�NTS�RXRSDL�BNMgFTQ@SHNM�@MC�L@M@FDLDMS
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4S@MC�@KNMD�BNMSQNKKDQR�L@X�AD�@CCDC�SN�SGD�RXRSDL
�@R�MDDCDC�NUDQ�SHLD
�VGHKD�LNMHSNQHMF�@MC

Figur e 1. *MSDFQ@SHMF�UHCDN�@MC�FQ@OGHBR�RTOONQS
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Featur e Description
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Figur e 2. $NLO@MX�VHCD�MDSVNQJ�@QBGHSDBSTQD

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD "ANTS�SGHR�RXRSDL

.@QBG���
����� ��



4NESV@QD�HMRS@KK@SHNM�HMUNKUDR�HMRS@KKHMF8 NQJADMBGNM�SGD�4TODQUHRNQ�1$�ENKKNVDC�AX�TRHMF8 NQJADMBGSN
BNLLHRRHNM�D@BG�QDLNSD�BNMSQNKKDQ�@MC�BQD@SD�D@BG�QDLNSD�RS@SHNM�

0MBD�SGD�RNESV@QD�HR�HMRS@KKDC
�SGD�RXRSDL
�QTMMHMF�HM�@�AQNVRDQ
�OQNUHCDR�@BBDRR�SN�SGD�4TODQUHRNQ�OK@SENQL
@MC�RS@SHNM
�@MC�SN�D@BG�BNMSQNKKDQ�OK@SENQL�@MC�RS@SHNM��5GD�gQRS�SHLD�XNT�@BBDRR�D@BG�OK@SENQL�@MC�RS@SHNM
�@
(THCDC�4DSTO�8HY@QC�OQNLOSR�XNT�SGQNTFG�SGD�ONRS�RNESV@QD�HMRS@KK@SHNM�@MC�BNMgFTQ@SHNM�OQNBDRR�
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�RTBG�@R�@+"$& �
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a " :;(;065 BNMRHRSR�NE�SGD�RXRSDL�RNESV@QD�@MC�@M�)42-�C@S@A@RD��"�RS@SHNM�QTMR�SGD�RNESV@QD�OQNUHCHMF
@BBDRR�ENQ�BKHDMS�AQNVRDQR�SN�UHDV�@MC�BNMSQNK�RXRSDL�BNLONMDMSR�

"�RS@SHNM�L@X�AD�@�BKHDMS�NQ�@�RDQUDQ��"�RS@SHNM
�QTMMHMF�NM�@MX�SXOD�NE�BNMSQNKKDQ�NQ�4TODQUHRNQ�OK@SENQL
ODQENQLR�@KK�BNMSQNK�KNFHB�@MC�RSNQDR�HMENQL@SHNM�HMBKTCHMF��B@QC�GNKCDQ�C@S@
�BNMgFTQ@SHNM�C@S@
�RXRSDL
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8 HMCNVR������W��
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8 HMCNVR���W��

8 HMCNVR���W��

8 HMCNVR�����W��

8 HMCNVR����W��
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NODQ@SHMF�RXRSDL
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.NYHKK@�'HQDENW�����@MC�K@SDQ

/H@F@Q@8 DA�-@TMBGDQ
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/H@F@Q@8 DA�-@TMBGDQ��5GD�8DA�-@TMBGDQ
@OOKHB@SHNM�RTOONQSR�@MX�AQNVRDQ�UHDV�SG@S
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System/driver Supported Comments
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.X42-
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Chapter 2. Setup pr erequisites
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MDSVNQJ��5GD�ENKKNVHMF�S@AKD�HMBKTCDR�@�KHRS�NE�AQNVRDQ�RTOONQS�KDUDKR�
Browse Version Support

.NYHKK@�'HQDENW 7DQRHNM�����@MC�K@SDQ

/H@F@Q@8 DA�-@TMBGDQ -@SDRS�UDQRHNM

(NNFKD�$GQNLD 7DQRHNM����@MC�K@SDQ

5GDRD�AQNVRDQR�@KKNV�XNT�SN�UHDV�ANSG�@OOKDS�UHDVR�@MC�)W�UHDVR�BNMBTQQDMSKX�

6OFQ@CHMF�SGD�04�HM�SGD�4TODQUHRNQ�1$
#DENQD�HMRS@KKHMF�SGD�RNESV@QD�NM�XNTQ�4TODQUHRNQ�BNLOTSDQ
�TOFQ@CD�SGD�NODQ@SHMF�RXRSDL�SN�SGD�K@SDRS
UDQRHNM
�@MC�NQ�CNVMKN@C�@MC�HMRS@KK�SGD�K@SDRS�RDBTQHSX�O@SBGDR�ENQ�SGD�RODBHgB�04�SG@S�HR�QTMMHMF�NM�SGD
4TODQUHRNQ�BNLOTSDQ�

��4SDO *E�XNT�@QD�TOFQ@CHMF�SGD�NODQ@SHMF�RXRSDL�HM�@�BNLOTSDQ�SG@S�@KQD@CX�BNMS@HMR�@�ETMBSHNMHMF
4TODQUHRNQ�RS@SHNM
�A@BJ�TO�SGD�RS@SHNM�SN�@�R@ED�KNB@SHNM�ADENQD�TOC@SHMF�SGD�NODQ@SHMF�RXRSDL�

CAUTION: 5XOHB@KKX
�@M�HMRS@KK@SHNM�NE�04�TOC@SDR�NQ�RDBTQHSX�O@SBGDR�DMCR�VHSG�@�RXRSDL�QDANNS�
1KD@RD�JDDO�SGHR�HM�LHMC�VGDM�XNT�HMRS@KK�04�TOC@SDR�NM�@�4TODQUHRNQ�BNLOTSDQ��6RD�SGD�A@BJTO
ED@STQD�	4XRSDL�#@BJTOR�UHDV
�SN�A@BJTO�XNTQ�4TODQUHRNQ�RS@SHNM�SN�@�R@ED�KNB@SHNM
�ADENQD
HMRS@KKHMF�TOC@SDR�

��4SDO %NVMKN@C�@MC�HMRS@KK�SGD�K@SDRS�RDBTQHSX�O@SBGDR�ENQ�SGD�RODBHgB�04�SG@S�HR�QTMMHMF�NM�SGD
BNLOTSDQ�

4DSTO�OQDQDPTHRHSDR /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

�� .@QBG���
�����



��4SDO *E�XNT�@QD�QTMMHMF�@�gQDV@KK
�BNMgFTQD�HS�SN�QDBNFMHYD�SGD�RS@SHNM^R�ONQS�������NQ������	HE�XNT�@QD
TRHMF�5-4�RDBTQHSX
�

4TODQUHRNQ�C@S@A@RD�QDPTHQDLDMS
"KK�HMRS@KK@SHNM�OQNBDCTQDR�SG@S�DLOKNX�@�SQTD�BNLO@MX�VHCD�RNKTSHNM�	@MXSGHMF�NSGDQ�SG@M�@�RS@MC�@KNMD
BNMSQNKKDQ
�QDPTHQD�SG@S
�OQHNQ�SN�HMRS@KK@SHNM
�@�RTHS@AKD�3%#.4�	3DK@SHNM@K�%@S@A@RD�.@M@FDLDMS�4XRSDL
�AD
HMRS@KKDC�@MC�QTMMHMF�NM�SGD�4TODQUHRNQ�BNLOTSDQ�NQ�@U@HK@AKD�SN�SGD�RNESV@QD�NM�@�QDLNSD�RDQUDQ��: NT�MDDC
NMKX�NMD�42-�	4SQTBSTQDC�2TDQX�-@MFT@FD
�RDQUDQ�

5GHQC�O@QSX�0QHNM�C@S@A@RDR
5GD�RXRSDL�QDPTHQDR�@M�0QHNM�C@S@A@RD�SN�RSNQD�ODNOKD
�A@CFDR
�@BBDRR�QHFGSR
�SDM@MSR
�hNNQR�@MC�NSGDQ�C@S@�
"M�0QHNM�C@S@A@RD�HR�@M�NODM�RNTQBD�3%#.4�ENQ�L@M@FHMF�TMBDQS@HM�C@S@��8GHKD�@MX�MTLADQ�NE�C@S@A@RDR
L@X�@OOD@Q�@R�NOSHNMR
�@MC�L@X�AD�TRDC�SN�RSNQD�C@S@
�SGD�RXRSDL�OQNUHCDR�KHBDMRDR�ENQ
�@MC�G@R�ADDM�SDRSDC
VHSG�SGD�K@SDRS�UDQRHNMR�NE�SGDRD�SGHQC�O@QSX�0QHNM�C@S@A@RDR�

a .X42-

a 0Q@BKD

a .4�4PK4DQUDQ

4DBTQD�C@S@A@RD�BNMMDBSHNM
5N�OQDUDMS�L@KHBHNTR�G@BJDQ�@SS@BJR�NM�SGD�C@S@A@RD�NQ�RS@SHNM
�SGD�RS@SHNM�LTRS�AD�@AKD�SN�@TSGDMSHB@SD�SGD

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD 4DSTO�OQDQDPTHRHSDR

.@QBG���
����� ��



C@S@A@RD�RDQUDQ�	DRODBH@KKX�HE�HS�HR�QDLNSD
�@MC�BNLLTMHB@SHNM�ADSVDDM�RS@SHNM�@MC�RDQUDQ�LTRS�AD�DMBQXOSDC�

%NBTLDMS@SHNM
4NLD�C@S@A@RDR�L@X�QDPTHQD�@CCHSHNM@K�KHBDMRHMF��'NQ�LNQD�HMENQL@SHNM
�QDEDQ�SN�SGHR�NMKHMD�CNBTLDMS@SHNM�

a .X42-�C@S@A@RD�CNBTLDMS@SHNM�

GSSO���CDU�LXRPK�BNL�CNB�
GSSO���CDU�LXRPK�BNL�CNB�QDEL@M�����DM�HMRS@KKHMF�GSLK

a 4PK4DQUDQ�C@S@A@RD�CNBTLDMS@SHNM�

GSSOR�� �CNBR�LHBQNRNES�BNL�DM�TR�RPK�RPK�RDQUDQ�RPK�RDQUDQ�SDBGMHB@K�CNBTLDMS@SHNM UHDV� RPK�RDQUDQ�����

GSSOR�� �CNBR�LHBQNRNES�BNL�DM�TR�RPK�RPK�RDQUDQ�HMRS@KK�OK@MMHMF�@�RPK�RDQUDQ�HMRS@KK@SHNM UHDV� RPK�RDQUDQ�����

1QDO@QHMF�@�.X42-�C@S@A@RD
5GD�.X42-�C@S@A@RD�HR�@M�0Q@BKD�$NQONQ@SHNM�3%#.4�SG@S�QDPTHQDR�@�(1-�	(DMDQ@K�1TQONRD�-HBDMRD
�NQ
OQNOQHDS@QX�KHBDMRD�

Prerequisites:
: NTQ�BNLOTSDQ�G@R�@BBDRR�SN�SGD�*MSDQMDS��:NT�@QD�OQDO@QHMF�@�C@S@A@RD�ENQ�SGD�gQRS�SHLD�

��4SDO .@JD�@MySQLENKCDQ�NM�XNTQ�CDRJSNO�NQ�RNLDVGDQD�DKRD�NM�XNTQ�G@QC�CQHUD�

��4SDO %NVMKN@C�@MC�DWSQ@BS�SGQDD�QDRNTQBDR�EQNL http://dev.mysql.com 	CNVMKN@CHMF�L@X�QDPTHQD
XNT�SN�BQD@SD�@M�0Q@BKD�"BBNTMS
�

a .X42-�$NLLTMHSX�4DQUDQ

a $NMMDBSNQ�+��ENQ�SGHR�RS@MC@QCHYDC�C@S@A@RD�CQHUDQ
�RBQNKK�CNVM�SN�.X42-�$NMMDBSNQR��5GD
BNMMDBSNQ�L@X�AD�M@LDCmysql-connector-java-x.x.x.jar 
�VGDQDx.x.x HR�SGD�UDQRHNM
MTLADQ�

a .X42- 8 NQJADMBG�	'NQ�SGHR�@OOKHB@SHNM
�RBQNKK�CNVM�SN�.X42-�8NQJADMBG�


��4SDO 3TM�SGD�HMRS@KKDQ�
4DKDBS�SGDFull NOSHNM
�VGHBG�HMRS@KKR�ANSG�SGD�RDQUDQ�@MC�.X42-�8NQJADMBG��'NQType of
Networking 
�RDKDBSServer Computer �
5GD�HMRS@KKDQ�RDSR�TO�SGD�RDQUDQ�@MC�.X42-�8NQJADMBG�

��4SDO *E�ONRRHAKD
�UDQHEX�VHSG�SGD�EQ@LDVNQJ�QDKD@RD�CNBTLDMS@SHNM�SG@S�SGD�UDQRHNM�NE�SGD�$NMMDBSNQ�+
XNT�CNVMKN@CDC�HR�BNLO@SHAKD�VHSG�SGD�EQ@LDVNQJ�

��4SDO -NB@SD�@MC�QDM@LD�SGD�$NMMDBSNQ�+�SN�SGHR�FDMDQHB�M@LD�mysql-connector-java.jar �

��4SDO $NOX�SGD�QDM@LDC�$NMMDBSNQ�+�SN�XNTQC:\Niagara\Niagara.home\jre\lib\ext ENKCDQ

VGDQD� C: QDOQDRDMSR�XNTQ�CQHUD
�@MCNiagara\Niagara_home QDOQDRDMSR�SGD�KNB@SHNM�@MC
UDQRHNM�MTLADQ�NE�XNTQ�TMHPTD/� HMRS@KK@SHNM�

��4SDO 6RD�.X42-�8 NQJADMBG�SN�BQD@SD�@�MDV�RBGDL@�	MDV�C@S@A@RD
�@MC�FDS�HS�QTMMHMF�

4DSTO�OQDQDPTHRHSDR /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

�� .@QBG���
�����



.@JD�RTQD�SG@S�SGD�MDV�RBGDL@�G@R�@�CDE@TKS�$G@QRDS�$NKK@SHNM�NElatin1, latin1_bin 
�@�TRDQ
@BBNTMS�NSGDQ�SG@M�_QNNS
`�@MC�@�RSQNMF�O@RRVNQC�

NOTE: 5GD�.X42-�CDE@TKS�_QNNS`�TRDQ�BNMMDBSR�NMKX�SN�@�RBGDL@�@RRNBH@SDC�VHSG�KNB@KGNRS��'NQ
L@WHLTL�hDWHAHKHSX�@MC�RDBTQHSX
�BQD@SD�@�BTRSNL�TRDQ�ENQ�XNTQ�RBGDL@�

"R�@�LHMHLTL
�XNT�VHKK�MDDC�SGHR�HMENQL@SHNM�SN�BNMMDBS�EQNL�SGD�4TODQUHRNQ�RS@SHNM�SN�SGD
C@S@A@RD�

a /@LD�NE�SGD�.X42-�RBGDL@�	TRDC�HM�SGDDatabase Name OQNODQSX


a 6RDQ�/@LD�	NSGDQ�SG@M�_QNNS`
�QDPTHQDC�SN�@BBDRR�SGD�RBGDL@�	TRDC�ENQ�SGDUser Name
OQNODQSX


a 1@RRVNQC�QDPTHQDC�SN�@BBDRR�SGD�RBGDL@�	TRDC�ENQ�SGDPassword OQNODQSX


"BPTHQHMF�@M�42-�4DQUDQ�&WOQDRR�C@S@A@RD
8 HSG�42-�4DQUDQ������&WOQDRR�	.HBQNRNES
�XNT�B@M�ATHKC�CDRJSNO�@MC�RL@KK�RDQUDQ�C@S@�CQHUDM�@OOKHB@SHNMR�TO
SN����(#�

��4SDO /@UHF@SD�SNhttps://www.microsoft.com/en-us/sql-server/sql-server-editions-
express @MC�CNVMKN@C�SGD�C@S@A@RD�

��4SDO 3TM�SGD��DWD�gKD�@MC�ENKKNV�SGD�HMRS@KK@SHNM�RSDOR�
'NQ�LNQD�HMENQL@SHNM
�QDEDQ�SN�SGD�.HBQNRNES�42-�4DQUDQ�'NQTL�

Result

"R�@�LHMHLTL
�XNT�VHKK�MDDC�SGHR�HMENQL@SHNM�SN�BNMMDBS�SGD�4TODQUHRNQ�RS@SHNM�SN�SGHR�C@S@A@RD�

a /@LD�NE�SGD�.442-�C@S@A@RD�	TRDC�HM�SGDDatabase Name OQNODQSX


a 6RDQ�/@LD�QDPTHQDC�SN�@BBDRR�SGD�.442-�C@S@A@RD�	TRDC�HMUser Name OQNODQSX


a 1@RRVNQC�QDPTHQDC�SN�@BBDRR�SGD�.442-�C@S@A@RD�	TRDC�@R�SGDPassword SN�@BBDRR�SGD�C@S@A@RD


4DBTQHSX�QDPTHQDLDMSR
5GHR�RXRSDL�QDPTHQDR�SGD�K@SDRS�SDBGMNKNFX�@MC�OQNBDCTQDR�SN�OQDUDMS�L@KHBHNTR�@SS@BJR��5GHR�HMBKTCDR�OGXRHB@K
RDBTQHSX
�QTMMHMF�SGD�RNESV@QD�NM�XNTQ�4TODQUHRNQ�1$�ADGHMC�@�gQDV@KK
�RSQNMF�O@RRVNQC�OQNSDBSHNM
�@R�VDKK�@R
BNLLTMHB@SHNMR�RDBTQHSX�VHSGHM�D@BG�RS@SHNM�@MC�ADSVDDM�RS@SHNMR�

1GXRHB@K�KNB@SHNM
*M�BNLO@MX�VHCD�HMRS@KK@SHNM�VHSG�LTKSHOKD�QNTSDQR
�BNMSQNKKDQR�@MC�4TODQUHRNQ�1$R
�D@BG�OHDBD�NE�DPTHOLDMS
MDDCR�SN�AD�OGXRHB@KKX�RDBTQD��.@JD�RTQD�SG@S�MN�B@RT@K�UHRHSNQ�G@R�@BBDRR�SN�SGDRD�OHDBDR�NE�DPTHOLDMS�

'HQDV@KK
"�gQDV@KK�OQNFQ@L�QTMMHMF�NM�SGD�4TODQUHRNQ�BNLOTSDQ�HR�GHFGKX�QDBNLLDMCDC��*MHSH@KKX
�XNT�RGNTKC�CHR@AKD�SGD
gQDV@KK�VGHKD�BNMgFTQHMF�@�MDV�RXRSDL��"ESDQ�BNMgFTQ@SHNM
�QDLDLADQ�SN�DM@AKD�SGD�gQDV@KK�@KKNVHMF�@BBDRR
SGQNTFG�1$�ONQSR�@R�MDBDRR@QX�

6RDQ�M@LDR
�O@RRVNQCR
�@MC�O@RROGQ@RDR

a 6RDQ�M@LDR�@MC�O@RRVNQCR�OQNSDBS�@BBDRR�SN�OK@SENQLR
�RS@SHNMR
�@MC�SGD�4TODQUHRNQ�@MC�BNMSQNKKDQ
C@S@A@RDR�

a "�O@RROGQ@RD�OQNSDBSR�SGD�OK@SENQL^R�gKD�RXRSDL�

"KK�O@RRVNQCR�@MC�O@RROGQ@RDR�@QD�B@RD�RDMRHSHUD�

#DRS�OQ@BSHBD��8GDM�XNT�QDBDHUD�@�MDV�BNMSQNKKDQ
�XNT�L@X�BGNNRD�SN�ONVDQ�HS�TO�@MC�UDQHEX�SG@S�HS�HR�ETMBSHNM@K
ADENQD�OK@BHMF�HS�HM�RSNBJ�QD@CX�SN�@RRHFM�SN�@�O@QSHBTK@Q�INA��"S�SGHR�SHLD
�HSR�O@RROGQ@RD�@MC�TRDQ�BQDCDMSH@KR
L@X�AD�UDQX�FDMDQHB��:NT�RGNTKC�BQD@SD�RSQNMFDQ�O@RROGQ@RDR�@MC�O@RRVNQCR�ADENQD�HMRS@KKHMF�SGD�BNMSQNKKDQ�@S
@�BTRSNLDQ�RHSD�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD 4DSTO�OQDQDPTHRHSDR

.@QBG���
����� ��



4DBTQD�BNLLTMHB@SHNM
5VN�@RODBSR�NE�BNLLTMHB@SHNM�@QD�HLONQS@MS��DMBQXOSHNM
�@MC�RDQUDQ�@TSGDMSHB@SHNM��*E�DHSGDQ�HR�BNLOQNLHRDC

XNTQ�RXRSDL�ADBNLDR�UTKMDQ@AKD�SN�@M�DWSDQM@K�@SS@BJ��8HSGNTS�RDBTQD�BNLLTMHB@SHNM�KHMJR
�SGD�QDLNSD
BNMSQNKKDQR�VHKK�MNS�BNMMDBS�SN�SGD�RXRSDL�RS@SHNM�

1,*�	1TAKHB�,DX�*MEQ@RSQTBSTQD

�VGHBG�TRDR�BDQSHgB@SDR�SN�UDQHEX�RDQUDQ�HCDMSHSX�@MC�DMBQXOS�C@S@�SQ@MRLHRRHNM

OQNUHCDR�SGHR�RDBTQD�KHMJ��*E�SGD�RS@SHNM^R�RDQUDQ�BDQSHgB@SD�HR�RHFMDC�AX�@M�DWSDQM@K�$"�	$DQSHgB@SD�"TSGNQHSX


RTBG�@R�7DQHRHFM�@MC�5G@VSD
�&MSRDB"RTQD*%�RGNTKC�BNMMDBS�SN�@�RS@SHNM�VHSGNTS�QDPTHQHMF�@CCHSHNM@K
BNMgFTQ@SHNM�

NOTE: )@UHMF�@�QDBNFMHYDC�$"�RHFM�SGD�RDQUDQ�BDQSHgB@SD�OQNUHCDR�SGD�GHFGDRS�KDUDK�NE�1,*�RDBTQHSX�@MC
QDPTHQDR�SGD�KD@RS�@LNTMS�NE�RXRSDL�OQDO@Q@SHNM�ADB@TRD�SGD�QNNS�BDQSHgB@SDR�ENQ�QDBNFMHYDC�$"R�@KQD@CX
QDRHCD�HM�SGD�BKHDMS^R�8 HMCNVR�SQTRS�RSNQD�

*E
�HMRSD@C�NE�TRHMF�@M�DWSDQM@K�$"
�XNT�@QD�XNTQ�NVM�$"
�XNT�TRD�XNTQ�QNNS�BDQSHgB@SD�SN�RHFM�D@BG�RS@SHNM^R
RDQUDQ�BDQSHgB@SD�@MC�HLONQS�HS�HMSN�SGD�RS@SHNM^R�6RDQ�,DX�4SNQD��5GDM�XNT�HLONQS�XNTQ�QNNS�$"�BDQSHgB@SD�HMSN
D@BG�RS@SHNM^R�8 HMCNVR�SQTRS�RSNQD�

4DBTQD�BNLLTMHB@SHNM�HR�BNMgFTQDC�VHSG�@CLHM�OQHUHKDFDR�TRHMF8 NQJADMBG��5GD�0(.(9(�#;(;065�#,*<90;@
�<0+, DWOK@HMR�GNV�RDBTQD�BNLLTMHB@SHNM�VNQJR�@MC�OQNUHCDR�OQNBDCTQDR�ENQ�BQD@SHMF�@MC�RHFMHMF�BDQSHgB@SDR

@MC�ENQ�HMRS@KKHMF�BDQSHgB@SDR�	RDQUDQ�@MC�RHFMDC�$"�QNNS�BDQSHgB@SDR
�HM�@�RS@SHNM�

$@UD@S
*M/H@F@Q@����
�3541�	3D@K�5HLD�4SQD@LHMF�1QNSNBNK
�NUDQ�5$1�	5Q@MRLHRRHNM�$NMSQNK�1QNSNBNK

�VGHBG�HR�TRDC
ENQ�RSQD@LHMF�LDCH@�RDQUDQR�	UHCDN�NM�CDL@MC�@MC�UNHBD�QDBNQCHMF

�HR�MNS�RDBTQD��*S�CNDR�MNS�TRD�@�5-4
BNMMDBSHNM�

1K@MMHMF�KHRSR
"R�XNT�OQDO@QD�ENQ�@M�HMRS@KK@SHNM
�L@JD�@�KHRS�NE�SGD�G@QCV@QD
�RNESV@QD
�KHBDMRDR
�M@LDR�@MC�BNCDR�XNT�MDDC�
1QHMS�NTS�SGDRD�O@FDR�@MC�JDDO�SGD�@BST@K�KHRS�RDBTQD�@R�XNT�VNQJ�NM�SGD�RXRSDL�

5GD�HMSDQUHDV
5GD�HMSDQUHDV�XNT�G@UD�VHSG�SGD�BTRSNLDQ�RGNTKC�HCDMSHEX�

a 8GHBG�CNNQ	R
�DLOKNXDDR�TRD�SN�QNTSHMDKX�DMSDQ�SGD�ATHKCHMF

a 0M�VG@S�C@XR�NE�SGD�VDDJ�SGDX�QNTSHMDKX�DMSDQ�SGD�ATHKCHMF

a %TQHMF�VG@S�GNTQR�NE�SGD�C@X�SGDX�QNTSHMDKX�DMSDQ�SGD�ATHKCHMF

a 1DQRNM�SXODR

a %DO@QSLDMSR

a /@LDR�NE�RTODQUHRNQ�ODQRNMMDK

a $@QC�ENQL@SR

a '@BHKHSX�BNCDR

a "BBDRR�QHFGSR

: NT�VHKK�TRD�SGHR�HMENQL@SHNM�HM�@CU@MBD�SN�OQDO@QD�SGD�RXRSDL�@MC�BQD@SD�@�AK@MJ�SDLOK@SD�gKD�HM�&WBDK
�VGHBG
SGD�BTRSNLDQ�B@M�TRD�SN�OQNUHCD�BNLL@�CDKHLHSDC�ODQRNMMDK�QDBNQCR��5GHR�FTHCD�CNBTLDMSR�GNV�SN�RDS�TO�SGD
RXRSDL�@MC�HLONQS�SGD�BNKKDBSDC�ODQRNMMDK�C@S@�

-HBDMRDR�@MC�G@QCV@QD
4XRSDL�%HROK@X�/@LD��???????????????????????????????????????

Table 1. -HBDMRDR

Description License key Quantity

4DSTO�OQDQDPTHRHSDR /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

�� .@QBG���
�����



Description License key Quantity

Table 2. )@QCV@QD

Description Part number Quantity

Table 3. 5GHQC�O@QSX�ONVDQ�RTOOKHDR�@MC�A@SSDQHDR

Description Quantity

Table 4. %NNQR�@MC�QD@CDQR

Description Module/Location name Door name Associated r eader

Table 5. *MOTSR�@MC�NTSOTSR

Description Module/Location name Di/Sdi name

4XRSDL�M@LDR

Table 6. /DSVNQJ
�OK@SENQL�@MC�RS@SHNM�M@LDR

Location IP Addr ess Network Host
Name Domain name Platform Passphrase Station Display Name

Table 7. 1K@SENQL�BQDCDMSH@KR

Platform/
station IP
addr ess
or other
name

User name Password

4TODQUHRNQ

$NMSQNKKDQ
���

Table 8. 6RDQ�M@LDR

Role User name Password Email
addr ess

Cell/
mobile
number

"CLHM

#@CFD
0ODQ@SNQ

.@HMSDM@MBD

0ODQ@SNQ

1DQRNMMDK
.@M@FDLDMS

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD 4DSTO�OQDQDPTHRHSDR

.@QBG���
����� ��



Table 9. 4BGDCTKD�M@LDR

Schedule names Days of the week Hours of the day

$NLO@MX�QNNS�BDQSHgB@SD�M@LD��??????????????????????????????????????

Table 10. $DQSHEHB@SD�ENKCDQ�M@LDR

Type of folder Location Name

3NNS�BDQSHgB@SD�ENKCDQ

4DQUDQ�$43�ENKCDQ

4HFMDC�$43�ENKCDQ

4DQUDQ�BDQSHgB@SD�A@BJTO�	VHSG�OQHU@SD�JDXR


Table 11. $DQSHEHB@SD�M@LDR

IP
Addr ess,
Display
Name or
Domain
name
(Subject)

Server/host cert name CSR name Export
name

Table 12. 4TODQUHRNQ�RS@SHNM�0QHNM�C@S@A@RD�M@LDR�@MC�BQDCDMSH@KR

: NT�MDDC�NMKX�NMD�NE�SGDRD�ENQ�@�4TODQUHRNQ�RS@SHNM�

Database Schema/database
name Connector/J version User Name Password

.X�42-

.442- /�"

42-�4DQUDQ
&WOQDRR

/�"

Table 13. $NMSQNKKDQ�RS@SHNM�)42-�C@S@A@RD�O@RRVNQCR

&@BG�BNMSQNKKDQ�RGNTKC�G@UD�@�TMHPTD�@MC�RSQNMF�O@RRVNQC�SN�OQNSDBS�HSR�)42-�C@S@A@RD�
IP addr ess or Name Password

*MRS@KKHMF8 NQJADMBG
"�VHY@QC�L@M@FDR�SGD�HMRS@KK@SHNM�NE8 NQJADMBG@MC�SGD�VDA�6*��5GD�RNESV@QD�HMRS@KK@SHNM�;*1�gKD�HR�@U@HK@AKD
ENQ�CNVMKN@CHMF�EQNL�XNTQ�RNESV@QD�UDMCNQ��5GHR�OQNBDCTQD�CDRBQHADR�GNV�SN�HMRS@KK8 NQJADMBGENQ�SGD�gQRS
SHLD�NM�@�BNLOTSDQ�

Prerequisites:
5GD�1$�HR�BNMMDBSDC�SN�SGD�MDSVNQJ�RG@QDC�AX�SGD�QDLNSD�BNMSQNKKDQ	R
��:NT�CNVMKN@CDC�SGD8 NQJADMBG
HMRS@KK@SHNM�DWDBTS@AKD�;*1�gKD�@MC�G@UD�SGD�MDBDRR@QX�KHBDMRD	R
�SN�TRD�SGD�RNESV@QD�

5GHR�BNLOTSDQ�BNTKC�ADKNMF�SN�@�RXRSDLR�HMSDFQ@SNQ�VGN�BNMMDBSR�HS�SDLONQ@QHKX�SN�SGD�MDSVNQJ�SG@S�RTOONQSR
@�RS@MC�@KNMD�BNMSQNKKDQ��0Q�HS�BNTKC�AD�@�BNLOTSDQ�BNMMDBSDC�SN�SGD�MDSVNQJ�@MC�TRDC�C@HKX�SN�L@M@FD�@
BNLOKDW
�BNLO@MX�VHCD�RXRSDL�

NOTE: 5GD�RXRSDL�RTOONQSR�NMKX�&MFKHRG��"CCHSHNM@K�KDWHBNMR�@QD�@U@HK@AKD�SN8 NQJADMBGTRDQR�NMKX�

��4SDO $KNRD�@KK�NODM�@OOKHB@SHNMR�

4DSTO�OQDQDPTHRHSDR /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

�� .@QBG���
�����



��4SDO &WSQ@BS�@KK�gKDR�EQNL�SGD�RNESV@QD�HL@FD�;*1�gKD�SN�@MX�ENKCDQ�NM�XNTQ�G@QC�CQHUD�

��4SDO 0ODM�8HMCNVR�&WOKNQDQ
�M@UHF@SD�SN�SGD�ENKCDQ�XNT�ITRS�BQD@SDC
�@MC�CNTAKD�BKHBJ�SGD
Installer_64.exe gKD�
5GDInstallation VHY@QC�NODMR�

��4SDO 5N�ADFHM�SGD�HMRS@KK@SHNM
�BKHBJ/DWS/DWS
�@BBDOS�SGD�KHBDMRD�@FQDDLDMS�@MC�BKHBJ/DWS/DWS�

5GD�VHY@QC�BNKKDBSR�HMENQL@SHNM�VHSG�@�RDQHDR�NE�OQNLOSR�HMBKTCHMF�

a 8GDQD�SN�RDS�TO�SGD�/H@F@Q@�)NLD�'NKCDQ��5GHR�ENKCDQ�CDE@TKSR�SN�C:\niagara\niagara
ENKKNVDC�AX�SGD�UDQRHNM�MTLADQR��5GD�4XRSDL�)NLD�	4XR�)NLD�NQ�MH@F@Q@?GNLD
�HR�VGDQD
SGD�VHY@QC�HMRS@KKR8 NQJADMBG
�@MC�EQNL�VGDQD�XNT�TRD8 NQJADMBGSN�BNLLHRRHNM�D@BG
QDLNSD�BNMSQNKKDQ��5GD�4XRSDL�)NLD�BNMS@HMR�SGD�BNQD�RNESV@QD�LNCTKDR
�SGD�+3&�	+@U@
3TMSHLD�&MUHQNMLDMS

�AHM@QX�DWDBTS@AKDR
�@MC�KHBDMRDR�	HM�SGDC:\niagara\
niagara[version numbers]\security\licenses RTAENKCDQ
��*S�BNMS@HMR�MN
BNMgFTQ@SHNM�gKDR��&WBDOS�VGDM�TOFQ@CHMF
�SGD�QTMSHLD�gKDR�HM�SGD�4XRSDL�)NLD�@QD�QD@C�
NMKX��"KSGNTFG�XNT�L@X�RODBHEX�@MNSGDQ�KNB@SHNM�ENQ�SGD�4XRSDL�)NLD
�SGD�CDE@TKS�ENKCDQ�HR
FDMDQ@KKX�QDBNLLDMCDC�@R�SGD�QDLNSD�BNMSQNKKDQR�TRD�SGHR�R@LD�4XRSDL�)NLD�CHQDBSNQX�

5N�DM@AKD8 NQJADMBGSN�BNLLHRRHNM�QDLNSD�BNMSQNKKDQR�	GNRSR

�KD@UDThis instance of
... will be used as an installation tool RDKDBSDC�

*E�XNT�RDKDBS�@�CHEEDQDMS�KNB@SHNM�ENQ�SGD�4XRSDL�)NLD
�@�BNMgQL@SHNM�VHMCNV�QDPTDRSR
@OOQNU@K��5GD3DEQ3DEQDRGDRGATSSNM�QDBNLOTSDR�SGD�RO@BD�@U@HK@AKD�RS@SHRSHB
�@MC�B@M�AD�TRDETK�HE
XNT�BG@MFD�SGD�S@QFDS�CQHUD�KNB@SHNM�EQNL�SGD�CDE@TKSC: SN�@MNSGDQ�CQHUD�O@QSHSHNM�

a 8GDQD�SN�RDS�TO�SGD�6RDQ�)NLD�ENKCDQ��5GHR�KNB@SHNM�CDE@TKSR�SNC:\ProgramData\
Niagara4.x\<brand> ��5GHR�ENKCDQ�BNMS@HMR�@KK�BNMgFTQ@AKD�C@S@�HMBKTCHMF�RS@SHNMR

SDLOK@SDR
�QDFHRSQX
�KNFR�@MC�NSGDQ�C@S@��4DO@Q@SHMF�C@S@�SG@S�B@M�AD�BNMgFTQDC�EQNL�SGD
RNESV@QD�4XRSDL�)NLD�	$�=MH@F@Q@=MH@F@Q@
�HR�@�RDBTQHSX�ED@STQD�NE�SGD/H@F@Q@�'Q@LDVNQJ
@MC�HR�CDRHFMDC�SN�OQDUDMS�TM@TSGNQHYDC�RNESV@QD�L@MHOTK@SHNM�

a 8G@S�SN�CDgMD�ENQ�SGD�RXRSDL�O@RROGQ@RD��:NT�L@X�RJHO�SGHR�RSDO�@MC�RDS�TO�SGD�RXRSDL
O@RROGQ@RD�K@SDQ�

5GD�RXRSDL�TRDR�SGHR�OGQ@RD�	VGHBG�CDE@TKSR�SN�SGD�E@BSNQX�CDE@TKS�OK@SENQL�O@RRVNQC�
"CLHM�����
�SN�OQ NSDBS�RDMRHSHUD�HMENQL@SHNM�RSNQDC�HM�gKD�RXRSDLR
�@MC�NM�SGD�4%�B@QC�HM
D@BG�BNMSQNKKDQ��5GD�RXRSDL�O@RROGQ@RD�DMBQXOSR�ONQS@AKD�gKDR
�RTBG�@R�A@BJTOR�@MC�RS@SHNM
BNOHDR��:NT�RGNTKC�CDgMD�@�RSQNMF�RXRSDL�O@RROGQ@RD�

*E�XNTQ�HMRS@KK@SHNM�HR�KHBDMRDC�ENQ�'*14�	'DCDQ@K�*MENQL@SHNM�1QNBDRRHMF�4S@MC@QC

�SGD
O@RROGQ@RD�LTRS�AD�@S�KD@RS����BG@Q@BSDQR�HMBKTCHMF�@S�KD@RS�NMD�MTLADQ
�@R�VDKK�@R�KNVDQ�@MC
TOODQ�B@RD�KDSSDQR�

WARNING: 3DLDLADQ
�@MC�RSNQD�SGD�RXRSDL�O@RROGQ@RD�HM�@�R@ED�OK@BD��*E�XNT�KNRD�HS
�XNT�VHKK
KNRD�@BBDRR�SN�DMBQXOSDC�C@S@�

a 8GDQD�SN�HMRS@KK�RGNQSBTSR�

%DODMCHMF�NM�D@BG�HMCHUHCT@K�HMRS@KK@SHNM
�SGD�VHY@QC�L@X�OQDRDMS�@CCHSHNM@K�OQNLOSR�

��4SDO 8GDM�@KK�HMENQL@SHNM�HR�BNKKDBSDC
�BKHBJ/DWS/DWS�

5GD�VHY@QC�HMRS@KKR�SGD�RNESV@QD�@MC�OQNLOSR�XNT�ENQ�VG@S�SN�CN�MDWS�

5GD�OK@SENQL�C@DLNM�HR�@�OQNFQ@L�SG@S�QTMR�HMCDODMCDMSKX�EQNL�SGD�BNQD�QTMSHLD��*S�HR�OQD�
HMRS@KKDC�@S�SGD�E@BSNQX�NM�DUDQX�BNMSQNKKDQ
�@MC�QTMR�VGDM�SGD�BNMSQNKKDQ�ANNSR�TO��5GD�OK@SENQL
C@DLNM
�KNB@KKX�HMRS@KKDC�@MC�QTMMHMF�NM�@�1$
�NODMR�SGD8 NQJADMBGBKHDMS�OK@SENQL�BNMMDBSHNM
SN�SGD�KNB@K�	.X�)NRS
�OK@SENQL�@MC�DM@AKDR�QDLNSD�BKHDMS�OK@SENQL�BNMMDBSHNMR�SN�SGD�1$�

��4SDO 5N�BNMSHMTD
�BKHBJ'HMHRG'HMHRG�
8 NQJADMBGBNMgQLR�SG@S�SGD�RNESV@QD�HR�KHBDMRDC��5GHR�L@X�S@JD�@�LHMTSD�NQ�RN��"ESDQ�BNMgQLHMF
SGD�KHBDMRD
�SGD�VHY@QC�BKNRDR�@MC
�HE�XNT�BNMgFTQDC�HS�SN�CN�RN
�NODMR8 NQJADMBG�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD 4DSTO�OQDQDPTHRHSDR

.@QBG���
����� ��



*MRS@KKHMF�SGD�1$R̂�KHBDMRD
*E�XNT�QDBDHUDC�@�KHBDMRD�gKD�@R�@M�DL@HK�@SS@BGLDMS
�HMRS@KKHMF�HS�HR�@�L@SSDQ�NE�R@UHMF�HS�SN�SGD�BNQQDBS�4XRSDL
)NLD�ENKCDQ�

5GD�4XRSDL�)NLD�ENKCDQ�CDE@TKSR�SN�SGD�RNESV@QD�HMRS@KK@SHNM�ENKCDQ�C:\Niagara\MySoftware 	VGDQD
MySoftware HR�SGD�UDQRHNM�NE�SGD�RXRSDL�XNT�@QD�HMRS@KKHMF
�

��4SDO $QD@SD�@�RTAENKCDQ�TMCDQ�SGDlicenses ENKCDQ�NE�SGD�4XRSDL�)NLD
�ENQ�DW@LOKD
C:\Niagara\
MySoftware\licenses\SupervisorLicenses

��4SDO $NOX�SGDtridium.license gKD�SN�SGD�RTAENKCDQ�XNT�ITRS�BQD@SDC�

.@M@FHMF�KHBDMRDR
5GD�-HBDMRD�.@M@FDQ�UHDV�@KKNVR�XNT�SN�UHDV
�TOKN@C�@MC�QDLNUD�KHBDMRDR�

Prerequisites:
5GD�RNESV@QD�HR�HMRS@KKDC�@MC�BNMgFTQDC��:NT�@QD�VNQJHMF�HM�SGD�VDA�6*�

��4SDO 5N�UHDV�@BBDRR�SGHR�UHDV
�BKHBJ$NMSQ$NMSQNKNKKDQ�	4XRSDL
�4DSTOKDQ�	4XRSDL
�4DSTO� .HRBDK.HRBDKK@MDNTRK@MDNTR� -HBDMRD�.@M@FDQ-HBDMRD�.@M@FDQ
5GD-HBDMRD�.@M@FDQ�UHDVNODMR�

��4SDO 5N�UHDV�@�KHBDMRD
�BKHBJ�NM�SGD�GXODQKHMJDC�gKD�M@LD�
5GD�KHBDMRD�gKD�NODMR�HM�SGD�AQNVRDQ�

��4SDO 5N�QDLNUD�@�KHBDMRD
�BKHBJ�SGD�BGDBJ�ANW�SN�SGD�KDES�NE�SGD�KHBDMRD�GXODQKHMJ�@MC�BKHBJ%DKDSD%DKDSD�

��4SDO 5N�TOKN@C�@�MDV�KHBDMRD
�AQNVRD�ENQ�SGD�KHBDMRD�HM�SGD6OKN@C�/DV�K6OKN@C�/DV�KHBDMRD
�BDQSHBDMRD
�BDQSHgB@SD�NQ�K@Q�'HKDHgB@SD�NQ�K@Q�'HKD
RDBSHNM
�@MC�BKHBJ6OKN@C6OKN@C�

NOTE: *E�XNT�TOC@SD�XNTQ�KHBDMRD�gKD�XNT�L@X�MDDC�SN�BKD@Q�XNTQ�AQNVRDQ�B@BGD�SN�UHDV�SGD
TOC@SDC�gKD��'NQ�GNV�SN�BKD@Q�SGD�AQNVRDQ^R�B@BGD
�QDEDQ�SN�XNTQ�AQNVRDQ�CNBTLDMS@SHNM�

4DSTO�OQDQDPTHRHSDR /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

�� .@QBG���
�����



Chapter 3. Softwar e installation
*MRS@KKHMFNM�@�1$�NQ�K@OSNO�HR�SGD�gQRS�RSDO�SN�BNMgFTQHMF�@�4TODQUHRNQ�OK@SENQL�@MC�RS@SHNM�@R�VDKK�@R�D@BG
BNMSQNKKDQ�OK@SENQL�@MC�RS@SHNM�

5GD�AHF�RSDOR�@QD�

�� *MRS@KK8 NQJADMBGNM�@�1$�	DHSGDQ�XNTQ�1$�NQ�K@OSNO�ENQ�@�RS@MC�@KNMD�MDSVNQJ
�NQ�SGD�MDSVNQJ^R
4TODQUHRNQ�1$�ENQ�@�BNLO@MX�VHCD�MDSVNQJ
�

�� $NMgFTQD�@MC�HMRS@KK�SGD�BDQSHgB@SDR�QDPTHQDC�SN�DMRTQD�RDBTQD�MDSVNQJ�BNLLTMHB@SHNM�

�� $NLLHRRHNM�@MC�BNMgFTQD�NMD�NQ�LNQD�BNMSQNKKDQR�

�� 4DS�TO�TRDQR
�@BBDRR�QHFGSR�@MC�RBGDCTKDR�

�� 4DS�TO�MDSVNQJ�CDUHBDR�HMBKTCHMF�CNNQR
�QD@CDQR
�JDXO@CR
�DSB�

�� $NMMDBS�@MC�INHM�NMD�NQ�LNQD�BNMSQNKKDQR�SN�SGD�4TODQUHRNQ�

�� 4DS�TO�ODQRNMMDK�@MC�A@CFDR�

(DSSHMF�SN�JMNV8 NQJADMBG
8 NQJADMBGHR�SGD�M@LD�ENQ�SGD�EQ@LDVNQJ^R�FQ@OGHB@K�TRDQ�HMSDQE@BD��5GDQD�@QD�RDUDQ@K�V@XR�SN�RS@QS
8 NQJADMBG��%DODMCHMF�NM�XNTQ�BNMgFTQ@SHNM�@MC�KHBDMRDC�ED@STQDR�@CCHSHNM@K�HMENQL@SHNM�L@X�AD�QDPTHQDC�

Prerequisites:
: NT�@QD�VNQJHMF�NM�@�1$�

��4SDO 5N�NODM8 NQJADMBGBKHBJ�RS@QS�@MC�M@UHF@SD�SN�SGDNiagara ENKCDQ�
5GD�4S@QS�LDMT�CHROK@XR�SGD8 NQJADMBGNOSHNMR�

��4SDO $KHBJ�NM�NMD�NE�SGD�ENKKNVHMF�

a 5N�NODM�EQNL�@M�"CLHMHRSQ@SNQ��$NLL@MC�1QNLOS�VHMCNV
�SXOD-- start_wb NQ-s HM
SGD�BNLL@MC�OQNLOS�

5GD�ROK@RG�RBQDDM�NODMR�

a 5N�NODM�VHSG�@�A@BJFQNTMC�BNLL@MC�KHMD�BNMRNKD�@MC�K@TMBG8 NQJADMBG
�BKHBJ
(Console) 
�SXODwb @S�SGD�BNMRNKD�BNLL@MC�OQNLOS
�@MC�OQDRR&MSDQ&MSDQ�

8 NQJADMBGNODMR�VHSG�@�BNMRNKD
�VGHBG�RS@XR�NODM�DUDM�HE�XNT�BKNRD�SGD�OQNFQ@L�

a 5N�NODM8 NQJADMBG@MC�@�BNMRNKD
�BKHBJWorkbench (Console) �

5GHR�NODMR�@�BNLL@MC�VHMCNV�SG@S�HLLDCH@SDKX�K@TMBGDR�SGD�OQNFQ@L��$KNRHMF�SGHR
BNMRNKD�BKNRDR�SGD�BNQQDRONMCHMF�HMRS@MBD�NE8 NQJADMBG�

a $KHBJ8 NQJADMBG@KNMD�NQ�CNTAKD�BKHBJ�HSR�HBNM�NM�XNTQ�CDRJSNO�

5GD�ROK@RG�RBQDDM�NODMR�

TIP: 0ODMHMF8 NQJADMBGVHSG�@�A@BJFQNTMC�BNMRNKD�DMRTQDR�SG@S�XNT�	@MC�5DBGMHB@K�4TOONQS

G@UD�QD@CX�@BBDRR�SN�HLONQS@MS�CH@FMNRSHB�HMENQL@SHNM�HM�SGD�DUDMS�SG@S�RNLDSGHMF�FNDR�VQNMF�HM
SGD�4TODQUHRNQ�OK@SENQL�NQ�RS@SHNM��*E�XNT�V@HS�TMSHK�XNT�@QD�@KQD@CX�DWODQHDMBHMF�RXLOSNLR�ADENQD
XNT�NODM�SGD�BNMRNKD
�XNT�L@X�LHRR�SGD�NOONQSTMHSX�SN�F@SGDQ�HLONQS@MS�C@S@�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD 4NESV@QD�HMRS@KK@SHNM

.@QBG���
����� ��



*E�XNT�RJHOODC�SGD�O@RROGQ@RD�VGDM�XNT�HMRS@KKDC�SGD�RNESV@QD�NQ�HE�XNTQ�HMRS@KK@SHNM�QDPTHQDR
'*14
�@MC�SGD�O@RROGQ@RD�XNT�BQD@SDC�CNDR�MNS�LDDS�SGD�'*14�QDPTHQDLDMSR8 NQJADMBGOQNLOSR
XNT�SN�CDgMD�SGD�O@RROGQ@RD�MNV�

��4SDO &MSDQ�SGD�BTQQDMS�O@RROGQ@RD�	CDE@TKSR�SN�SGD�OK@SENQL�O@RRVNQC�ENQ�MDV�HMRS@KK@SHNMR

�@MC�BQD@SD
@�MDV�O@RROGQ@RD�NQ�RJHO�HS�@F@HM�@MC�BKHBJ0,0, �
*E�SGD�OK@SENQL�QDPTHQDR�'*14
�RJHOOHMF�SGHR�BNMgFTQ@SHNM�VHMCNV�CHR@AKDR�'*14�

��4SDO *E�XNT�RJHOODC�TOC@SHMF�SGD�'*14�O@RROGQ@RD
�BKHBJ'HKD'HKD� /NM�'*14�3DRS@QS/NM�'*14�3DRS@QS�
8 NQJADMBGRS@QSR�@F@HM�@MC�OQNLOSR�XNT�SN�BNMgQL�SG@S�XNT�BGNNRD�SN�VNQJ�VHSGNTS�'*14�

��4SDO -@SDQ
�SN�QD�DM@AKD�'*14
�BKHBJ'HKD'HKD� '*14�3DRS@QS'*14�3DRS@QS�
8 NQJADMBGQDRS@QSR�

"CC HMF�SGD�3%#.4�CQHUDQ
"�4TODQUHRNQ�RS@SHNM�QDPTHQDR�SGD�3%#.4�	3DK@SHNM@K�%@S@A@RD�.@M@FDLDMS�4XRSDL
�CQHUDQ
�VGHBG�RTOONQSR�SGD
4TODQUHRNQ�RS@SHNM^R�C@S@A@RD��5GHR�CQHUDQ�HR�MNS�@OOQNOQH@SD�ENQ�@�BNMSQNKKDQ�RS@SHNM�

Prerequisites:
: NT�@QD�TRHMF8 NQJADMBGBNMMDBSDC�SN�@�4TODQUHRNQ�1$�

��4SDO *M�SGD�/@U�SQDD
�M@UHF@SD�SN�SGD$NMgF$NMgF� %QHUDQR%QHUDQR@MC�CNTAKD�BKHBJ�NM�SGD%QHUDQR%QHUDQRMNCD�

��4SDO $KHBJ�SGD/DV/DV ATSSNM�NM�SGD%QHUDQ�.@M@FDQUHDV�

4NESV@QD�HMRS@KK@SHNM /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

�� .@QBG���
�����



5GD/DV/DV VHMCNV�NODMR�

��4SDO 4DKDBS�SGDRdbms Network EQNL�SGD�CQNO�CNVM�KHRS�@MC�BKHBJ0,0, �
"�RDBNMC/DV/DV VHMCNV�NODMR�

��4SDO 6RD�SGHR�VHMCNV�SN�FHUD�SGD�MDSVNQJ�@�TMHPTD�M@LD�@MC�BKHBJ0,0, �

4DSSHMF�TO�SGD�4TODQUHRNQ^R�C@S@A@RD�O@RRVNQC
8GDM�XNT�TOFQ@CD�@�4TODQUHRNQ�RS@SHNM�EQNL "9 SN/� 
�SGD�LHFQ@SNQ�OQDRDQUDR�SGD�O@RRVNQC�ENQ�SGD
4TODQUHRNQ^R�SGHQC�O@QSX�C@S@A@RD�	.X42-
�0Q@BKD
�.4�4PK4DQUDQ
�

Prerequisites:
5GD�SGHQC�O@QSX�C@S@A@RD�DWHRSR�HM�SGD4TODQUHRNQRS@SHNM�

*E�MN�C@S@A@RD�DWHRSR�HM�SGD�4TODQUHRNQ�RS@SHNM
�BQD@SD�SGD�MDV�C@S@A@RD�RBGDL@�@MC�HLONQS�SN�SGD�MDV�RBGDL@
SGD�C@S@A@RD�S@AKDR�SG@S�XNT�OQDUHNTRKX�DWONQSDC�

��4SDO 6RHMF�@�AQNVRDQ�	VDA�6*

�L@JD�@�BNMMDBSHNM�SN�SGD�RS@SHNM�

��4SDO $KHBJ4XRSDL�4DSTO4XRSDL�4DSTO� .HRBDK.HRBDKK@MDNTRK@MDNTR� $NMgFTQ$NMgFTQD�%@S@A@RDD�%@S@A@RD�
5GD$NMgFTQ$NMgFTQD�%@S@A@RDD�%@S@A@RDUHDV�NODMR�SN�SGD�%@S@A@RD�4DQUHBDR�S@A�

��4SDO 4DKDBS�SGD�%@S@A@RD�S@A
�ENQ�DW@LOKD
�.X42-%@S@A@RD�NQ�4PK4DQUDQ%@S@A@RD�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD 4NESV@QD�HMRS@KK@SHNM

.@QBG���
����� ��



5GD�RDKDBSDC�C@S@A@RD�	.X42-%@S@A@RD�NQ�4PK4DQUDQ%@S@A@RD�
�S@A�NODMR�

��4SDO $NMgQL�SG@S�

a Enabled HR�RDS�SNtrue �

a Host Address HR�KNB@KGNRS�	ENQ�SGD�4TODQUHRNQ�RS@SHNM
�

a User Name HR�BNQQDBS�ENQ�SGD�O@RRVNQC�

a Database Name L@SBGDR�SGD�M@LD�NE�SGD�C@S@A@RD�

��4SDO 5N�BG@MFD�SGDPassword SXOD�@�MDV
�RSQNMF�O@RRVNQC�@MC�BKHBJ4@UD4@UD�
5GD�O@RRVNQC�LTRS�BNMS@HM�@�LHMHLTL�NE����@KOG@MTLDQHB�NMKX�BG@Q@BSDQR�@KNMF�VHSG�SGDRD
RODBH@K�BG@Q@BSDQR��!���������������>�<�
�	���5GD�O@RRVNQC�RSQDMFSG�BGDBJ�QDPTHQDR�@S�KD@RS����CHFHS
��
TOODQ�B@RD�BG@Q@BSDQ�@MC���KNVDQ�B@RD�BG@Q@BSDQ�
"ESDQ�L@JHMF�@MX�C@S@A@RD�BG@MFD
�SGD�EQ@LDVNQJ�QDRS@QSR�SGD�RS@SHNM��"ESDQ�SGD�RS@SHNM�QDRS@QSR

SGD�C@S@A@RD�RGNTKC�BNMMDBS�TRHMF�SGD�MDV�BQDCDMSH@KR
�OQNUHCHMF�C@S@�BNLLTMHB@SHNM�EQNL�SGD
MDVKX�BNMMDBSDC�C@S@A@RD�

*E4S@STR4S@STRHR�ZCNVM[�@MC'@TK'@TKS�$@TRDS�$@TRDQDONQSR�SG@S8 NQJADMBGB@MMNS�gMC�SGD�BNMMDBSNQ�DUDM�SGNTFG�@�BNMMDBSNQ
HR�HM�SGDC:\Niagara\Niagara-home\jre\lib\ext folder 
�L@JD�RTQD�SG@S�SGD�BNMMDBSNQ�XNT�@QD�TRHMF�HR
BNLO@SHAKD�VHSG�SGD�.X42-�RNESV@QD�UDQRHNM��'NQ�DW@LOKD
�UDQRHNM���BNMMDBSNQ�VHKK�MNS�VNQJ�VHSG�.X42-
UDQRHNM���

5GD�6RDQ�/@LD�SN�CDgMD�NM�SGD�.X42-%@S@A@RD�S@A�HR�SGD�C@S@A@RD�6RDQ�/@LD
�MNS�XNTQ�RS@SHNM�R�6RDQ
M@LD�

4NESV@QD�HMRS@KK@SHNM /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

�� .@QBG���
�����



*MRS@KKHMF8 NQJADMBG
"�VHY@QC�L@M@FDR�SGD�HMRS@KK@SHNM�NE8 NQJADMBG@MC�SGD�VDA�6*��5GD�RNESV@QD�HMRS@KK@SHNM�;*1�gKD�HR�@U@HK@AKD
ENQ�CNVMKN@CHMF�EQNL�XNTQ�RNESV@QD�UDMCNQ��5GHR�OQNBDCTQD�CDRBQHADR�GNV�SN�HMRS@KK8 NQJADMBGENQ�SGD�gQRS
SHLD�NM�@�BNLOTSDQ�

Prerequisites:
5GD�1$�HR�BNMMDBSDC�SN�SGD�MDSVNQJ�RG@QDC�AX�SGD�QDLNSD�BNMSQNKKDQ	R
��:NT�CNVMKN@CDC�SGD8 NQJADMBG
HMRS@KK@SHNM�DWDBTS@AKD�;*1�gKD�@MC�G@UD�SGD�MDBDRR@QX�KHBDMRD	R
�SN�TRD�SGD�RNESV@QD�

5GHR�BNLOTSDQ�BNTKC�ADKNMF�SN�@�RXRSDLR�HMSDFQ@SNQ�VGN�BNMMDBSR�HS�SDLONQ@QHKX�SN�SGD�MDSVNQJ�SG@S�RTOONQSR
@�RS@MC�@KNMD�BNMSQNKKDQ��0Q�HS�BNTKC�AD�@�BNLOTSDQ�BNMMDBSDC�SN�SGD�MDSVNQJ�@MC�TRDC�C@HKX�SN�L@M@FD�@
BNLOKDW
�BNLO@MX�VHCD�RXRSDL�

NOTE: 5GD�RXRSDL�RTOONQSR�NMKX�&MFKHRG��"CCHSHNM@K�KDWHBNMR�@QD�@U@HK@AKD�SN8 NQJADMBGTRDQR�NMKX�

��4SDO $KNRD�@KK�NODM�@OOKHB@SHNMR�

��4SDO &WSQ@BS�@KK�gKDR�EQNL�SGD�RNESV@QD�HL@FD�;*1�gKD�SN�@MX�ENKCDQ�NM�XNTQ�G@QC�CQHUD�

��4SDO 0ODM�8HMCNVR�&WOKNQDQ
�M@UHF@SD�SN�SGD�ENKCDQ�XNT�ITRS�BQD@SDC
�@MC�CNTAKD�BKHBJ�SGD
Installer_64.exe gKD�
5GDInstallation VHY@QC�NODMR�

��4SDO 5N�ADFHM�SGD�HMRS@KK@SHNM
�BKHBJ/DWS/DWS
�@BBDOS�SGD�KHBDMRD�@FQDDLDMS�@MC�BKHBJ/DWS/DWS�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD 4NESV@QD�HMRS@KK@SHNM

.@QBG���
����� ��



5GD�VHY@QC�BNKKDBSR�HMENQL@SHNM�VHSG�@�RDQHDR�NE�OQNLOSR�HMBKTCHMF�

a 8GDQD�SN�RDS�TO�SGD�/H@F@Q@�)NLD�'NKCDQ��5GHR�ENKCDQ�CDE@TKSR�SN�C:\niagara\niagara
ENKKNVDC�AX�SGD�UDQRHNM�MTLADQR��5GD�4XRSDL�)NLD�	4XR�)NLD�NQ�MH@F@Q@?GNLD
�HR�VGDQD
SGD�VHY@QC�HMRS@KKR8 NQJADMBG
�@MC�EQNL�VGDQD�XNT�TRD8 NQJADMBGSN�BNLLHRRHNM�D@BG
QDLNSD�BNMSQNKKDQ��5GD�4XRSDL�)NLD�BNMS@HMR�SGD�BNQD�RNESV@QD�LNCTKDR
�SGD�+3&�	+@U@
3TMSHLD�&MUHQNMLDMS

�AHM@QX�DWDBTS@AKDR
�@MC�KHBDMRDR�	HM�SGDC:\niagara\
niagara[version numbers]\security\licenses RTAENKCDQ
��*S�BNMS@HMR�MN
BNMgFTQ@SHNM�gKDR��&WBDOS�VGDM�TOFQ@CHMF
�SGD�QTMSHLD�gKDR�HM�SGD�4XRSDL�)NLD�@QD�QD@C�
NMKX��"KSGNTFG�XNT�L@X�RODBHEX�@MNSGDQ�KNB@SHNM�ENQ�SGD�4XRSDL�)NLD
�SGD�CDE@TKS�ENKCDQ�HR
FDMDQ@KKX�QDBNLLDMCDC�@R�SGD�QDLNSD�BNMSQNKKDQR�TRD�SGHR�R@LD�4XRSDL�)NLD�CHQDBSNQX�

5N�DM@AKD8 NQJADMBGSN�BNLLHRRHNM�QDLNSD�BNMSQNKKDQR�	GNRSR

�KD@UDThis instance of
... will be used as an installation tool RDKDBSDC�

*E�XNT�RDKDBS�@�CHEEDQDMS�KNB@SHNM�ENQ�SGD�4XRSDL�)NLD
�@�BNMgQL@SHNM�VHMCNV�QDPTDRSR
@OOQNU@K��5GD3DEQ3DEQDRGDRGATSSNM�QDBNLOTSDR�SGD�RO@BD�@U@HK@AKD�RS@SHRSHB
�@MC�B@M�AD�TRDETK�HE
XNT�BG@MFD�SGD�S@QFDS�CQHUD�KNB@SHNM�EQNL�SGD�CDE@TKSC: SN�@MNSGDQ�CQHUD�O@QSHSHNM�

a 8GDQD�SN�RDS�TO�SGD�6RDQ�)NLD�ENKCDQ��5GHR�KNB@SHNM�CDE@TKSR�SNC:\ProgramData\
Niagara4.x\<brand> ��5GHR�ENKCDQ�BNMS@HMR�@KK�BNMgFTQ@AKD�C@S@�HMBKTCHMF�RS@SHNMR

SDLOK@SDR
�QDFHRSQX
�KNFR�@MC�NSGDQ�C@S@��4DO@Q@SHMF�C@S@�SG@S�B@M�AD�BNMgFTQDC�EQNL�SGD
RNESV@QD�4XRSDL�)NLD�	$�=MH@F@Q@=MH@F@Q@
�HR�@�RDBTQHSX�ED@STQD�NE�SGD/H@F@Q@�'Q@LDVNQJ
@MC�HR�CDRHFMDC�SN�OQDUDMS�TM@TSGNQHYDC�RNESV@QD�L@MHOTK@SHNM�

a 8G@S�SN�CDgMD�ENQ�SGD�RXRSDL�O@RROGQ@RD��:NT�L@X�RJHO�SGHR�RSDO�@MC�RDS�TO�SGD�RXRSDL
O@RROGQ@RD�K@SDQ�

5GD�RXRSDL�TRDR�SGHR�OGQ@RD�	VGHBG�CDE@TKSR�SN�SGD�E@BSNQX�CDE@TKS�OK@SENQL�O@RRVNQC�
"CLHM�����
�SN�OQ NSDBS�RDMRHSHUD�HMENQL@SHNM�RSNQDC�HM�gKD�RXRSDLR
�@MC�NM�SGD�4%�B@QC�HM
D@BG�BNMSQNKKDQ��5GD�RXRSDL�O@RROGQ@RD�DMBQXOSR�ONQS@AKD�gKDR
�RTBG�@R�A@BJTOR�@MC�RS@SHNM
BNOHDR��:NT�RGNTKC�CDgMD�@�RSQNMF�RXRSDL�O@RROGQ@RD�

*E�XNTQ�HMRS@KK@SHNM�HR�KHBDMRDC�ENQ�'*14�	'DCDQ@K�*MENQL@SHNM�1QNBDRRHMF�4S@MC@QC

�SGD
O@RROGQ@RD�LTRS�AD�@S�KD@RS����BG@Q@BSDQR�HMBKTCHMF�@S�KD@RS�NMD�MTLADQ
�@R�VDKK�@R�KNVDQ�@MC
TOODQ�B@RD�KDSSDQR�

WARNING: 3DLDLADQ
�@MC�RSNQD�SGD�RXRSDL�O@RROGQ@RD�HM�@�R@ED�OK@BD��*E�XNT�KNRD�HS
�XNT�VHKK
KNRD�@BBDRR�SN�DMBQXOSDC�C@S@�

a 8GDQD�SN�HMRS@KK�RGNQSBTSR�

%DODMCHMF�NM�D@BG�HMCHUHCT@K�HMRS@KK@SHNM
�SGD�VHY@QC�L@X�OQDRDMS�@CCHSHNM@K�OQNLOSR�

��4SDO 8GDM�@KK�HMENQL@SHNM�HR�BNKKDBSDC
�BKHBJ/DWS/DWS�

5GD�VHY@QC�HMRS@KKR�SGD�RNESV@QD�@MC�OQNLOSR�XNT�ENQ�VG@S�SN�CN�MDWS�

5GD�OK@SENQL�C@DLNM�HR�@�OQNFQ@L�SG@S�QTMR�HMCDODMCDMSKX�EQNL�SGD�BNQD�QTMSHLD��*S�HR�OQD�
HMRS@KKDC�@S�SGD�E@BSNQX�NM�DUDQX�BNMSQNKKDQ
�@MC�QTMR�VGDM�SGD�BNMSQNKKDQ�ANNSR�TO��5GD�OK@SENQL
C@DLNM
�KNB@KKX�HMRS@KKDC�@MC�QTMMHMF�NM�@�1$
�NODMR�SGD8 NQJADMBGBKHDMS�OK@SENQL�BNMMDBSHNM
SN�SGD�KNB@K�	.X�)NRS
�OK@SENQL�@MC�DM@AKDR�QDLNSD�BKHDMS�OK@SENQL�BNMMDBSHNMR�SN�SGD�1$�

��4SDO 5N�BNMSHMTD
�BKHBJ'HMHRG'HMHRG�
8 NQJADMBGBNMgQLR�SG@S�SGD�RNESV@QD�HR�KHBDMRDC��5GHR�L@X�S@JD�@�LHMTSD�NQ�RN��"ESDQ�BNMgQLHMF
SGD�KHBDMRD
�SGD�VHY@QC�BKNRDR�@MC
�HE�XNT�BNMgFTQDC�HS�SN�CN�RN
�NODMR8 NQJADMBG�

$QD@SHMF�@�4TODQUHRNQ�RS@SHNM
5N�BQD@SD�@�4TODQUHRNQ�RS@SHNM�XNT�TRD�@�RS@SHNM�BQD@SD�VHY@QC�VHSGHM8 NQJADMBG�

Prerequisites:
: NT�@QD�VNQJHMF�HM8 NQJADMBGQTMMHMF�NM�@�1$�

��4SDO $KHBJ55NNKRNNKR� /DV�4S@S/DV�4S@SHNMHNM�
5GD/DV�4S@SHNM�8HY@QC NODMR�

4NESV@QD�HMRS@KK@SHNM /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

�� .@QBG���
�����



��4SDO &MSDQ�@Station Name 
�RDKDBSNewEntSecSupervisorStationTemplate.ntpl @MC�BKHBJ/DWS/DWS�
5GD/DWS/DWSATSSNM�QDL@HMR�CHR@AKDC�TMSHK�XNT�FHUD�SGD�RS@SHNM�@�M@LD��5GHR�M@LD�HR�TRT@KKX�@
SDBGMHB@K�M@LD�SN�HCDMSHEX�SGD�RS@SHNM��-@SDQ�XNT�B@M�TRD�SGD/DSVNQJ�5$1�*1�4DSSHMFRUHDV�SN�FHUD
SGD�RS@SHNM�@�EQHDMCKXStation Display Name �
5GD�VHMCNV�ENQ�BNMgFTQHMF�SGD�RS@SHNM�O@RRVNQC�NODMR�

��4SDO $KHBJ4DS�1@RRVNQ4DS�1@RRVNQCC
�BQD@SD�@�RSQNMF�O@RRVNQC
�BKHBJ0,0,

��4SDO 4DKDBScopy it to secure platform for ÒlocalhostÓ with Station Copier 
�@MC�BKHBJ
'HMHRG'HMHRG�
5GD�VHY@QC�BQD@SDR�@MC�BNOHDR�SGD�4TODQUHRNQ�RS@SHNM�@MC�CHROK@XR55Q@MREDQQHMF�RS@SQ@MREDQQHMF�RS@SHNM�_<4S@SHNM�_<4S@SHNMHNM
/@LD>`/@LD>` VHSG�SVN�RS@QS�TO�NOSHNMR��5GDRD�NOSHNMR�BNMgFTQD�VGDM�SGD�RS@SHNM�RS@QSR��8GDM
HMRS@KKHMF�MDV�RNESV@QD�NQ�TOFQ@CHMF�DWHRSHMF�RNESV@QD�SGD�QDBNLLDMC@SHNM�HR�SN�KD@UD�SGDRD
NOSHNMR�DM@AKDC��0SGDQVHRD�XNT�LTRS�RS@QS�SGD�RS@SHNM�HM�SGD�"OOKHB@SHNM�%HQDBSNQ�ADENQD�XNT�B@M
BNMMDBS�SN�HS�

��4SDO 5N�BNMSHMTD�VHSG�SGD�SQ@MREDQ
�BKHBJ/DWS/DWS
�ENKKNVDC�AX�BKHBJHMF'HMHRG'HMHRG�
5GD�VHY@QC�@RJR�HE�XNT�V@MS�SN�NODM�SGD�"OOKHB@SHNM�%HQDBSNQ�

��4SDO $KHBJ:: DRDR@MC�BNMgQL�SG@S�SGD�RS@SHNM�XNT�BQD@SDC�HR�QTMMHMF�

*MRS@KKHMF�SGD�1$R̂�KHBDMRD
*E�XNT�QDBDHUDC�@�KHBDMRD�gKD�@R�@M�DL@HK�@SS@BGLDMS
�HMRS@KKHMF�HS�HR�@�L@SSDQ�NE�R@UHMF�HS�SN�SGD�BNQQDBS�4XRSDL
)NLD�ENKCDQ�

5GD�4XRSDL�)NLD�ENKCDQ�CDE@TKSR�SN�SGD�RNESV@QD�HMRS@KK@SHNM�ENKCDQ�C:\Niagara\MySoftware 	VGDQD
MySoftware HR�SGD�UDQRHNM�NE�SGD�RXRSDL�XNT�@QD�HMRS@KKHMF
�

��4SDO $QD@SD�@�RTAENKCDQ�TMCDQ�SGDlicenses ENKCDQ�NE�SGD�4XRSDL�)NLD
�ENQ�DW@LOKD
C:\Niagara\
MySoftware\licenses\SupervisorLicenses

��4SDO $NOX�SGDtridium.license gKD�SN�SGD�RTAENKCDQ�XNT�ITRS�BQD@SDC�

0ODMHMF�@�OK@SENQL�BNMMDBSHNM�SN�SGD�1$
0ODMHMF�@�OK@SENQL�BNMMDBSHNM�KN@CR�SGD�RNESV@QD�@MC�TSHKHSHDR�QDK@SDC�SN�L@M@FHMF�SGD�RNESV@QDR̂�HMSDQE@BD�SN
SGD�BNLOTSDQ��5GHR�BNMMDBSHNM�HR�QDPTHQDC�ADENQD�BNMMDBSHMF�SN�@�RS@SHNM�

Prerequisites:
8 NQJADMBGHR�HMRS@KKDC�NM�XNTQ�1$�@MC�QTMMHMF�

��4SDO 5N�NODM�@�OK@SENQL�BNMMDBSHNM�SN�SGD�4TODQUHRNQ�OK@SENQL�	KNB@KGNRS

�CN�NMD�NE�SGD�ENKKNVHMF�

a 3HFGS�BKHBJ.X�)NRS.X�)NRS @MC�BKHBJ0ODM�1K@SENQL0ODM�1K@SENQL��5GD$NMMDBS$NMMDBSVHMCNV�NODMR�

a &WO@MC.X�)NRS.X�)NRS @MC�QHFGS�BKHBJ�SGD�OK@SENQL�@MC�BKHBJ$NMMDBS$NMMDBS��5GD"TS"TSGDMSGDMSHB@SHB@SHNMHNMVHMCNV
NODMR�

a $KHBJ'HKD'HKD� 0ODM0ODM� 0ODM�1K@SENQL0ODM�1K@SENQL��5GD$NMMDBS$NMMDBSVHMCNV�NODMR�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD 4NESV@QD�HMRS@KK@SHNM

.@QBG���
����� ��



0M�SGD�KDES�HR�SGD$NMMDBS$NMMDBSVHMCNV��0M�SGD�QHFGS�HR�SGD"TS"TSGDMSGDMSHB@SHB@SHNMHNMVHMCNV��#NSG�VHMCNVR
@RRTLD�@�RDBTQD�BNMMDBSHNM�

��4SDO &MSDQ�XNTQ�BNLOTSDQ�BQDCDMSH@KR
�DM@AKDRemember these credentials 
�@MC�BKHBJ0,0, �

4NESV@QD�HMRS@KK@SHNM /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

�� .@QBG���
�����



5GD*CDMS*CDMSHEX�7HEX�7DQHgB@SDQHgB@SHNMHNMVHMCNV�NODMR�VHSG�SGD�LDRR@FD�Unable to verify host
identity �

"M Issued By OQNODQSX�SG@S�HR�SGD�R@LD�@R�SGDSubject OQNODQSX�HMCHB@SDR�SG@S�SGHR�BDQSHgB@SD
G@R�ADDM�RHFMDC�AX�HSR�NVM�OQHU@SD�JDX��"R�@�RDKE�RHFMDC�BDQSHgB@SD
�HS�B@M�DMBQXOS�C@S@
BNLLTMHB@SHNM
�ATS�HS�B@MMNS�@TSGDMSHB@SD�SGD�RDQUDQ�	SGD�OK@SENQL
�SN�HSR�BKHDMS�	8 NQJADMBG
�
5GHR�HR�ADB@TRD�MNMD�NE�SGD�QNNS�BDQSHgB@SDR�HM�SGD8 NQJADMBG5QTRS�4SNQD�QDBNFMHYD�SGHR
BDQSHgB@SD��4HMBD�XNT�JMNV�SG@S�SGD�OK@SENQL�HR�@�U@KHC�RDQUDQ�XNT�B@M�@BBDOS�SGD�RDKE�RHFMDC
BDQSHgB@SD�SDLONQ@QHKX�RN�@R�SN�BNMSHMTD��5GD�@BBDOS@MBD�NE�SGHR�RDKE�RHFMDC�BDQSHgB@SD�HR
SDLONQ@QX��-@SDQ
�XNT�VHKK�BNMgFTQD�RHFMDC�BDQSHgB@SDR�SG@S�OQNUHCD�RDQUDQ�@TSGDMSHB@SHNM�@R�VDKK
@R�C@S@�DMBQXOSHNM�VHSGNTS�GTL@M�HMSDQUDMSHNM�

��4SDO 5N�BNMSHMTD
�BKHBJ"BBDOS"BBDOS�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD 4NESV@QD�HMRS@KK@SHNM

.@QBG���
����� ��



5GD�RXRSDL�BNLOKDSDR�L@JHMF�SGD�BNMMDBSHNM�ADSVDDM�SGD�GNRS�@MC8 NQJADMBG
�@MC�CHROK@XR�SGD
/@U�$NMS@HMDQ�7/@U�$NMS@HMDQ�7HDVHDV�

��4SDO %NTAKD�BKHBJ�SGD"OOKHB@SHNM�%HQDBSNQ

4NESV@QD�HMRS@KK@SHNM /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

�� .@QBG���
�����



5GD"OOKHB@SHNM�%HQDBSNQUHDV�NODMR�

��4SDO *E�XNT�B@MMNS�RDD�SGD�RS@SHNM
�BKHBJ�SGD�SNO�NE�SGD�BNMRNKD�@MC�CQ@F�CNVM�

��4SDO 5N�RS@QS�SGD�RS@SHNM
�BKHBJ4S@QS4S@QS�

4DSSHMF�TO�CNL@HM�M@LDR
*M�SGD�@ARDMBD�NE�@�%/4�	%NL@HM�/@LD�4XRSDL
�RDQUDQ
�SGD�RXRSDL�B@M�BNQQDK@SD�RS@SHNM�*1�@CCQDRRDR�VHSG
CNL@HM�M@LDR��%NL@HM�M@LD�BNMMDBSHNMR�L@X�AD�D@RHDQ�SN�QDLDLADQ�SG@M�*1�@CCQDRRDR�

Prerequisites:
: NT�@QD�BNMMDBSDC�SN�@�BNLOTSDQ�@MC�QTMMHMF8 NQJADMBG�

��4SDO 0ODM8 NQJADMBGTRHMF3TM�@R�@CLHMHRSQ@SNQ3TM�@R�@CLHMHRSQ@SNQ	QHFGS�BKHBJ�SGD�HBNM�NM�SGD�CDRJSNO�@MC�BKHBJ3TM�@R3TM�@R
@CLHMHRSQ@SNQ@CLHMHRSQ@SNQ
�NQ�QHFGS�BKHBJ�SGD�@OOKHB@SHNM�HM�SGD�RS@QS�LDMT�@MC�BKHBJ.NQ.NQDD� 3TM�@R3TM�@R
@CLHMHRSQ@SNQ@CLHMHRSQ@SNQ�

��4SDO *M�SGD�/@U�SQDD
�DWO@MC.X�'HKD�4XRSDL.X�'HKD�4XRSDL� $�$� � 88 HMCNVRHMCNVR� 4XRSDL��4XRSDL�� � CQHUDQRCQHUDQR� DSBDSB
�QHFGS�BKHBJ
hosts @MC�BKHBJ"9�5"9�5 DWS�'HKD�&CDWS�'HKD�&CHSNQHSNQ�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD 4NESV@QD�HMRS@KK@SHNM

.@QBG���
����� ��



5GD�GNRSR�gKD�NODMR�HM�SGD"9�5 DWS�'HKD�&CHSNQUHDV�DCHSNQ�

��4SDO 4BQNKK�SN�SGD�DMC�NE�SGD�CNBTLDMS
�OK@BD�XNTQ�BTQRNQ�@S�SGD�DMC�NE�SGD�K@RS�KHMD�@MC�OQDRR�&MSDQ�SN
BQD@SD�@�MDV�KHMD�

��4SDO 5XOD�@�KHMD�ENQ�D@BG�4TODQUHRNQ�@MC�BNMSQNKKDQ�
<999.999.99.99 > VGDQD�

a <999.999.99.99 > HR�SGD�*1�@CCQDRR�NM�SGD�MDSVNQJ�NE�SGD�1$�NQ�BNMSQNKKDQ�
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�@MC�ENQ�HSR
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�TRHMF8 NQJADMBG@MC�SGDcertManagement ENKCDQR��*E�XNTQ�HMRS@KK@SHNM�HMUNKUDR�@�RHMFKD
BNMSQNKKDQ
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Figur e 6. 5GD�BDMSQ@K�KNB@SHNM�ENQ�BDQSHgB@SD�L@M@FDLDMS
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HMRS@KK�HM�@�AQNVRDQ�

NOTE: 5GD$DQS$DQSHgB@SD�8HgB@SD�8HY@QHY@QCC HR�HMSDMCDC�SN�AD�TRDC�ENQ�@�RHMFKD�OK@SENQL�@S�@�SHLD
�MNS�ENQ�OQNUHRHNMHMF
LTKSHOKD�OK@SENQLR�
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a 4HFM�@�RDQUDQ�BDQSHgB@SD�VHSG�@�MDV�NQ�DWHRSHMF�QNNS�$"�BDQSHgB@SD�

a &WONQS�@�RDQUDQ�BDQSHgB@SD�$43�	RHFMHMF�QDPTDRS
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��4SDO *M8 NQJADMBG
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Figur e 7. $DQSHgB@SD�8HY@QC�OK@SENQL�SNNK�VHSG�CDE@TKS�RDKDBSHNMR
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�XNT�B@M�BQD@SD�RTAENKCDQR�ENQ�RSNQHMF�BDQSHgB@SDR�@MC
BDQSHgB@SD�RHFMHMF�QDPTDRSR�	$43R
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�SGD�3NNS$DQSR�ENKCDQ�HR�@�RTHS@AKD
KNB@SHNM�ENQ�SGD�QNNS�$"�BDQSHgB@SD�VHSG�HSR�OTAKHB�JDX
�VGHKD�SGD�7@TKS�ENKCDQ�RHLTK@SDR�@�RDBTQD
RSNQ@FD�KNB@SHNM�ENQ�SGD�QNNS�$"�BDQSHgB@SD�VHSG�HSR�OQHU@SD�JDX
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Result
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QNNS�$"�BDQSHgB@SD�ENQ�TRD�HM�RHFMHMF�NSGDQ�RDQUDQ�BDQSHgB@SDR��5GNRD�BDQSHgB@SDR�@QD�DWONQSDC�SN�SGD
BDQS.@M@FLDMS�ENKCDQ�HM�SGD�KNB@K�gKD�RXRSDL�ENQ�RTARDPTDMS�TRD��"CCHSHNM@KKX
�SGD�VHY@QC�RDS�SGD�5-4�KDUDKR�NM
SGD�RDKDBSDC�RS@SHNM�SN�SGD�RDKDBSDC�U@KTD��5-4U����

$QD@SHMF�@�QNNS�$"�BDQSHEHB@SD
"�BNLO@MXR̂�QNNS�$"�BDQSHgB@SD�HR�@�RDKE�RHFMDC�BDQSHgB@SD��$NLO@MHDR�SG@S�RDQUD�@R�SGDHQ�NVM�$"�TRD�HSR
OQHU@SD�JDX�SN�RHFM�SGDHQ�HMSDQLDCH@SD
�RDQUDQ
�BKHDMS�@MC�BNCD�RHFMHMF�BDQSHgB@SDR��5GD�QNNS�$"�BDQSHgB@SD
QDRHCDR�HM�SGD8 NQJADMBG$DQSHgB@SD�.@M@FDLDMS6RDQ�,DX�4SNQ6RDQ�,DX�4SNQDDVHSG�ANSG�HSR�OTAKHB�@MC�OQHU@SD�JDXR��:NT
DWONQS�HS�VHSG�NMKX�HSR�OTAKHB�JDX�RN�SG@S�XNT�B@M�HLONQS�HS�HMSN�D@BG�OK@SENQL�RS@SHNM^R6RDQ�56RDQ�5QTRS�4SNQQTRS�4SNQDD�

Prerequisites:
: NT�G@UD�SGD�QDPTHQDC�@TSGNQHSX�SN�BQD@SD�BDQSHgB@SDR��:NT�@QD�VNQJHMF�HM8 NQJADMBGNM�@�BNLOTSDQ�SG@S�HR
CDCHB@SDC�SN�BDQSHgB@SD�L@M@FDLDMS
�HR�MNS�NM�SGD�*MSDQMDS�NQ�SGD�BNLO@MX^R�-"/�@MC�HR�OGXRHB@KKX�RDBTQD�HM�@
U@TKS�NQ�NSGDQ�RDBTQD�KNB@SHNM�

��4SDO "BBDRR�SGD8 NQJADMBG$DQS$DQSHgB@SD�.@M@FDLDMSHgB@SD�.@M@FDLDMSUHDV�AX�BKHBJHMF55NNKRNNKR� $DQS$DQSHgB@SD�.@M@FDLDMSHgB@SD�.@M@FDLDMS�
5GD$DQS$DQSHgB@SD�.@M@FDLDMSHgB@SD�.@M@FDLDMSUHDV�NODMR�SN�SGD6RDQ�,DX�4SNQ6RDQ�,DX�4SNQDD�

"R�NE/H@F@Q@�����
�SGD�CDE@TKStridium BDQSHgB@SD�V@R�QDOK@BDC�AX�SGDdefault BDQSHgB@SD

VGHBG�G@R�DMG@MBDC�ED@STQDR�@MC�B@MMNS�AD�CDKDSDC��5GD�HMRS@KK@SHNM�NE�@�MDV/H@F@Q@UDQRHNM
VHKK�MNS�AX�CDE@TKS�HMBKTCD�@tridium BDQSHgB@SD
�ATS�TOFQ@CHMF�@�RXRSDL�L@X�G@UD�ANSG
�SGD
tridium @MC�SGDdefault BDQSHgB@SD�

��4SDO $NMgQL�SG@S�XNT�NODMDC�SGD8 NQJADMBG6RDQ�,DX�4SNQ6RDQ�,DX�4SNQDD@MC�BKHBJ�SGD/DV/DV ATSSNM�@S�SGD�ANSSNL
NE�SGD�UHDV�

NOTE: *E�XNT�NODMDC�SGD�OK@SENQL�RS@SHNM$DQS$DQSHgB@SD�.@M@FDLDMSHgB@SD�.@M@FDLDMSUHDV�AX�LHRS@JD
�XNT�B@M�RSHKK
BQD@SD�@�QNNS�$"�BDQSHgB@SD
�ATS�HS�VHKK�MNS�AD�@U@HK@AKD�SN�RHFM�SGD�NSGDQ�BDQSHgB@SDR�

4XRSDL�RDBTQHSX /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

�� .@QBG���
�����



5GD(DMDQ@SD�4DK(DMDQ@SD�4DKE�4HFMDC�$DQSE�4HFMDC�$DQSHgB@SDHgB@SDVHMCNV�NODMR�

"KK�BDQSHgB@SDR�ADFHM�@R�RDKE�RHFMDC�BDQSHgB@SDR��0MKX�SGD�QNNS�$"�BDQSHgB@SD�QDL@HMR�RDKE�RHFMDC
ADB@TRD�HS�RHSR�@S�SGD�SNO�NE�SGD�BDQSHgB@SD�BG@HM�

��4SDO 'HKK�HM�SGD�ENQL�@MC�BKHBJ0,0, �

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD 4XRSDL�RDBTQHSX

.@QBG���
����� ��



a 6RDAlias SN�HCDMSHEX�SGHR�@R�@�QNNS�BDQSHgB@SD�

a 6RD�SGDDistinguished Name (CN) DCHS�LNCD�SN�gKK�HM�SGD�ENKKNVHMF�HMENQL@SHNM�

a 5GDCommon Name(CN)ADBNLDR�SGDSubject 	@KRN�JMNVM�@R�SGD�%HRSHMFTHRGDC�/@LD
��'NQ
@�QNNS�$"�BDQSHgB@SD
�SGDCommon Name(CN)L@X�AD�SGD�R@LD�@R�SGDAlias �

a Organization RGNTKC�AD�SGD�M@LD�NE�SGD�BNLO@MX�

a "KSGNTFGLocality @MCState/Province @QD�MNS�QDPTHQDC�@MC�@QD�@QAHSQ@QX
�KD@UHMF�SGDL
AK@MJ�FDMDQ@SDR�@�V@QMHMF�LDRR@FD�

a 5GD�SVN�BG@Q@BSDQCountry Code HR�QDPTHQDC�@MC�LTRS�AD�@�JMNVM�U@KTD
�RTBG�@R��64
�*/

$"
�'3
�%&
�&4
�DSB��	QDEDQ�SN�SGD�*40�$0%&�BNKTLM�@S�BNTMSQXBNCD�NQF
�

a #@RDC�NM�SGDNot Before @MCNot After C@SDR
�BDQSHgB@SD�U@KHCHSX�CDE@TKSR�SN�@�XD@Q��"
KNMFDQ�ODQHNC�HR�MNS�QDBNLLDMCDC�@MC�MNS�SNKDQ@SDC�AX�RNLD�AQNVRDQR��$G@MFHMF�SN�@�MDV
BDQSHgB@SD�@MMT@KKX�NQ�DUDM�VHSGHM�@�XD@Q�L@JDR�HS�LNQD�KHJDKX�SG@S�XNTQ�BDQSHgB@SD�BNMS@HMR�SGD
K@SDRS�BQXOSNFQ@OGHB�RS@MC@QCR
�@MC�QDCTBDR�SGD�MTLADQ�NE�NKC
�MDFKDBSDC�BDQSHgB@SDR�SG@S
B@M�AD�RSNKDM�@MC�QD�TRDC�ENQ�OGHRGHMF�@MC�CQHUD�AX�L@KV@QD�@SS@BJR�

a Key Size CDE@TKSR�SN�������"�K@QFDQ�JDX�HLOQNUDR�RDBTQHSX�@MC�CNDR�MNS�RHFMHgB@MSKX�@EEDBS
BNLLTMHB@SHNM�SHLD��5GD�NMKX�HLO@BS�HS�G@R�HR�SN�KDMFSGDM�SGD�SHLD�HS�S@JDR�SN�BQD@SD�SGD
BDQSHgB@SD�HMHSH@KKX�

a 'NQCertificate Usage 
�RDKDBSCA�

a 5GD�)5.-� (DMDQ@SD�$DQS(DMDQ@SD�$DQSHgB@SDHgB@SDVHMCNV�@KKNVR�XNT�SN�@CC�DWSDMRHNMR
�VGHBG�RODBHEX
HMENQL@SHNM�RTBG�@R�@KSDQM@SHUD�RTAIDBS�M@LDR�@MC�TR@FD�QDRSQHBSHNMR�SN�BDQSHgB@SDR�

a �,@�%:(., ��CDgMDR�SGD�OTQONRD�	ENQ�DW@LOKD
�DMBHOGDQLDMS
�RHFM@STQD
�BDQSHgB@SD�RHFMHMF

NE�SGD�JDX�BNMS@HMDC�HM�SGD�BDQSHgB@SD��:NT�B@M�TRD�HS�SN�QDRSQHBS�SGD�TR@FD�NE�@�BDQSHgB@SD^R
JDX�NMKX�SN�ODQLHSSDC�NODQ@SHNMR��'NQ�DW@LOKD
�@�JDX�SG@S�RGNTKC�NMKX�AD�TRDC�ENQ�JDX
L@M@FDLDMS�RGNTKC�G@UD�SGD�JDX&MBHOGDQLDMS�AHS�RDS�

a #<)1,*;��3;,9 5(;0=,��(4, ��@KKNVR�HCDMSHSHDR�SN�AD�ANTMC�SN�SGD�RTAIDBS�NE�SGD�BDQSHgB@SD�
%DgMDC�NOSHNMR�HMBKTCD�@M�*MSDQMDS�DKDBSQNMHB�L@HK�@CCQDRR
�@�%/4�M@LD
�@M�*1�@CCQDRR

@MC�@�6MHENQL�3DRNTQBD�*CDMSHgDQ�	63*
�

a �?;,5+,+��,@�%:(., ��HMCHB@SDR�NMD�NQ�LNQD�OTQONRDR�ENQ�VGHBG�SGD�BDQSHgB@SD�L@X�AD
TRDC�HM�@CCHSHNM�SN�NQ�HM�OK@BD�NE�SGD�A@RHB�OTQONRDR�HMCHB@SDC�HM�SGD�JDX�TR@FD�DWSDMRHNM�
*M�FDMDQ@K
�SGHR�DWSDMRHNM�VHKK�@OOD@Q�NMKX�HM�DMC�DMSHSX�BDQSHgB@SDR��:NT�B@M�BQD@SD�@
BTRSNL�JDX�TR@FD�DWSDMRHNM�SG@S�LTRS�AD�@M�0*%�VHSG�MTLADQR�RDO@Q@SDC�AX�CDBHL@KR�	ENQ
DW@LOKD
������
�

5GDPrivate Key Password VHMCNV�NODMR�

��4SDO &MSDQ�@MC�BNMgQL�@�RSQNMF�O@RRVNQC
�@MC�BKHBJ0,0, �
5GD�RXRSDL�HMENQLR�XNT�SG@S�SGD�BDQSHgB@SD�G@R�ADDM�RTALHSSDC��4NNM�SGD�BDQSHgB@SD�@OOD@QR
ADGHMC�SGD�*MEN�LDRR@FD�HM�SGD6RDQ�,DX�4SNQDS@AKD�

��4SDO 5N�BNMSHMTD
�BKHBJ0,0, �
5GD�QNNS�$"�BDQSHgB@SD�MNV�DWHRSR�VHSG�ANSG�HSR�JDXR�HM�SGD8 NQJADMBG6RDQ�,DX�4SNQ6RDQ�,DX�4SNQDD��'QNL�SGHR
KNB@SHNM�XNT�B@M�TRD�HS�SN�RHFM�NSGDQ�BDQSHgB@SDR�	HMSDQLDCH@SD
�RDQUDQ
�BKHDMS�@MC�BNCD�RHFMHMF
�

NOTE: 5GD�DWBK@L@SHNM�HBNM�	
�HMCHB@SDR�SG@S�SGD�BDQSHgB@SD�HR�MNS�RHFMDC�AX�@�$DQSHgB@SD
"TSGNQHSX��'NQ�@�RDQUDQ
�BKHDMS
�NQ�BNCD�RHFMHMF�BDQSHgB@SD
�HS�LD@MR�SG@S�SGD�BDQSHgB@SD�VHKK�MNS�AD
SQTRSDC�AX�NSGDQ�O@QSHDR��'NQ�@�QNNS�$"
�VGHBG�HSRDKE�HR�SGD�RNTQBD�NE�SQTRS
�SGHR�HR�MNQL@K�@MC
DWODBSDC�

'NQ�SGHR�BDQSHgB@SD�SN�@TSGDMSHB@SD�SGD�BDQSHgB@SDR�HS�RHFMR
�XNT�MNV�MDDC�SN�DWONQS�HS�VHSG�NMKX�HSR
OTAKHB�JDX�@MC�HLONQS�HS�HMSN�SGD6RDQ�56RDQ�5QTRS�4SNQQTRS�4SNQDDNE�D@BG�BKHDMS�BNLOTSDQ�@MC�OK@SENQL�RS@SHNM�

��4SDO 4DKDBS�SGD�MDV�QNNS�$"�BDQSHgB@SD�@MC�BKHBJ&WONQS&WONQS�

4XRSDL�RDBTQHSX /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

�� .@QBG���
�����



5GD$DQS$DQSHgB@SD�&WONQSHgB@SD�&WONQSVHMCNV�NODMR�

CAUTION: %N�MNS�BKHBJ�SGD�BGDBJ�ANW�SNExport the private key �5GD�NMKX�SHLD�XNT�BKHBJ�SGHR
BGDBJ�ANW�HR�VGDM�XNT�@QD�A@BJHMF�TO�SGD�BDQSHgB@SD�SN�@MNSGDQ�KNB@SHNM�ENQ�R@ED�JDDOHMF�

��4SDO 5N�BQD@SD�SGD�QNNS�$"�BDQSHgB@SD�SG@S�VHKK�QDRHCD�HM�D@BG�BKHDMS^R6RDQ�56RDQ�5QTRS�4SNQQTRS�4SNQDD
�BKHBJ0,0, �
5GD�$DQSHgB@SD�&WONQS�VHMCNV�NODMR�VHSG�SGD�gKD�QD@CX�SN�DWONQS�@R�@��ODL�gKD�

/NSHBD�SGD�$TQQDMS�1@SG��5GHR�HR�VGDQD�SGD�RXRSDL�RSNQDR�SGD�DWONQSDC�BDQSHgB@SD�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD 4XRSDL�RDBTQHSX

.@QBG���
����� ��



��4SDO /@UHF@SD�SN�@rootcert ENKCDQ�NQ�KNB@SHNM�NM�@�SGTLA�CQHUD
�@MC�BKHBJ4@UD4@UD�
5GD�RXRSDL�QDONQSR�SG@S�HS�DWONQSDC�SGD�BDQSHgB@SD�RTBBDRRETKKX�

��4SDO 5N�BNLOKDSD�SGD�DWONQS
�BKHBJ0,0, �

Next steps
8GDM�DWONQSDC�VHSG�NMKX�HSR�OTAKHB�JDX
�SGD�QNNS�$"�BDQSHgB@SD�L@X�AD�EQDDKX�CHRSQHATSDC��:NT�@QD�QD@CX�SN
L@MT@KKX�HLONQS�SGD�QNNS�$"�BDQSHgB@SD�VHSG�NMKX�HSR�OTAKHB�JDX�HMSN�SGD6RDQ�56RDQ�5QTRS�4SNQQTRS�4SNQDDNE�SGD�BNLOTSDQ

TRT@KKX�@4TODQUHRNQ	NQ�DMFHMDDQHMF
�BNLOTSDQ
�EQNL�VGHBG�SN�DHSGDQ�L@MT@KKX
�NQ�VHSG�@�OQNUHRHNMHMF�INA
�HMRS@KK
SGHR�BDQSHgB@SD�HM�SGD6RDQ�56RDQ�5QTRS�4SNQQTRS�4SNQDDNE�@KK�QDLNSD�OK@SENQLR�RS@SHNMR�

$QD@SHMF�@�RDQUDQ�BDQSHEHB@SD�@MC�$43�	$DQSHEHB@SD�4HFMHMF�3DPTDRS

5GHR�OQNBDCTQD�BQD@SDR�@�RDQUDQ�BDQSHgB@SD�@MC�HSR�$43��5GDRD�@QD�SGD�gQRS�RSDOR�HM�FDSSHMF�SGD�RDQUDQ�BDQSHgB@SD
RHFMDC�

Prerequisites:
: NT�@QD�VNQJHMF�HM8 NQJADMBGNM�@�1$�	4TODQUHRNQ�NQ�NSGDQVHRD
�@MC�@QD�@AKD�SN�BNMMDBS�SN�@KK�BNMSQNKKDQR�

��4SDO 0ODM�SGD$DQSHgB@SD�.@M@FDLDMSUHDV�ENQ�XNTQ�KNB@KGNRS�NQ�@�BNMSQNKKDQ�AX�QHFGS�BKHBJHMF1K@SENQL1K@SENQL
� 77HDVRHDVR� $DQS$DQSHgB@SD�.@M@FDLDMSHgB@SD�.@M@FDLDMS��*E�QDPTHQDC�SN�BNMMDBS�SN�SGD�OK@SENQL
�DMSDQ�SGD�OK@SENQL
BQDCDMSH@KR
�@MC�BKHBJ0,0, �
5GD�UHDV�NODMR�VHSG�SGD�ENBTR�NM�SGD6RDQ�,DX�4SNQD�

��4SDO $NMgQL�SG@S�XNT�@QD�UHDVHMF�SGD�BNQQDBS�$DQSHgB@SD�.@M@FDLDMS�RSNQDR�

��4SDO $KHBJ/DV/DV �

4XRSDL�RDBTQHSX /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

�� .@QBG���
�����



"�AK@MJ(DMDQ@SD�4DK(DMDQ@SD�4DKE�4HFMDC�$DQSE�4HFMDC�$DQSHgB@SDHgB@SDVHMCNV�NODMR�

��4SDO 'HKK�HM�SGD�ENQL�VHSG�HMENQL@SHNM�ENQ�SGD�BTQQDMS�OK@SENQL�RS@SHNM�@MC�BKHBJ0,0, �
Alias HCDMSHgDR�SGD�SXOD�NE�BDQSHgB@SD�@MC�OTQONRD�HM�VNQCR��5GDCommon NameRGNTKC�AD�SGD�*1
@CCQDRR�NQ�CNL@HM�M@LD�NE�SGD�OK@SENQL�RS@SHNM�Organization HR�SGD�M@LD�NE�SGD�BNLO@MX�
%DgMDLocality 
 State/Province 
�@MC�SVN�CHFHSCountry Code ��-D@UDCertificate Usage RDS
@S�SGD�CDE@TKS�	Server 

�@MC�OQNUHCD�@MEmail Aeddress ��5GD�QDRS�NE�SGD�OQNODQSHDR�B@M�QDL@HM�@S
SGDHQ�CDE@TKS�U@KTDR�
"ESDQ�@�AHS
�SGD�RXRSDL�BQD@SDR�@�RDKE�RHFMDC�RDQUDQ�BDQSHgB@SD
�VGHBG�@OOD@QR�HM�SGD6RDQ�,DX�4SNQD
S@AKD�VHSG�@�XDKKNV�RGHDKC�

��4SDO 4DKDBS�SGD�MDV�RDQUDQ�BDQSHgB@SD�@MC�BKHBJ$DQS�3DPTDRS$DQS�3DPTDRS�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD 4XRSDL�RDBTQHSX

.@QBG���
����� ��



5GD$DQS$DQSHgB@SD�3DPTDRS�*MENHgB@SD�3DPTDRS�*MENVHMCNV�NODMR�ENQ�SGD�RDQUDQ�BDQSHgB@SD�

��4SDO $NMgQL�SG@S�SGD*RRTDC�#X*RRTDC�#X@MC4TAIDBS4TAIDBSgDKCR�BNMS@HM�SGD�DWODBSDC�*1�@CCQDRR�	NQ�CNL@HM�M@LD

@MC�BKHBJ0,0, �
5GD$GNNRD�&WONQS�%HQ$GNNRD�&WONQS�%HQDBSNQXDBSNQXVHMCNV�NODMR�

��4SDO /@UHF@SD�SN�SGDserverCSRs ENKCDQ�XNT�BQD@SDC�	.X�)NRS.X�)NRS � .X�'HKD�4XRSDL.X�'HKD�4XRSDL� 6RDQ�)NLD6RDQ�)NLD�
BDQS.@M@FDLDMSBDQS.@M@FDLDMS� RDQUDQ$43RRDQUDQ$43R

�@MC�BKHBJ4@UD4@UD�
: NT�MNV�G@UD�@�RDKE�RHFMDC�RDQUDQ�BDQSHgB@SD�HM�SGD�OK@SENQL�RS@SHNM�6RDQ�5QTRS�4SNQD�@MC�@
BDQSHgB@SD�RHFMHMF�QDPTDRS�ENQ�SG@S�BDQSHgB@SD�HM�SGDcertManagement\serverCSRs ENKCDQ�

��4SDO *E�XNT�@QD�TRHMF�@M�DWSDQM@K�$"
�DL@HK�SGD�BDQSHgB@SD�QDPTDRS�SN�SGD�DWSDQM@K�$"
�@MC�V@HS�ENQ�HS�SN
QDSTQMDC�RHFMDC�

4HFMHMF�@�RDQUDQ�BDQSHEHB@SD
4HFMHMF�@�BDQSHgB@SD�HR�@�RHLOKD�OQNBDCTQD��$DQSHgB@SDR�KNNJ�@�KNS�@KHJD��5GD�$DQSHgB@SD�.@M@FDLDMS�RSNQDR�KNNJ
@�KNS�@KHJD�'NKKNV�SGD�OQNBDCTQD�B@QDETKKX�BNMgQLHMF�@S�D@BG�RSDO�SG@S�XNT�@QD�VNQJHMF�HM�SGD�BNQQDBS�RSNQDR
VHSG�SGD�BNQQDBS�QNNS�@MC�RDQUDQ�BDQSHgB@SD

Prerequisites:
: NT�@QD�VNQJHMF�HM8 NQJADMBGNM�SGD�1$�	4TODQUHRNQ�NQ�NSGDQVHRD
�SG@S�XNT�TRDC�SN�BQD@SD�SGD�QNNS�BDQSHgB@SD�

��4SDO $KHBJ55NNKRNNKR� $DQS$DQSHgB@SD�4HFMDQ�5HgB@SD�4HFMDQ�5NNKNNK�

4XRSDL�RDBTQHSX /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

�� .@QBG���
�����



5GD$DQSHgB@SD�4HFMHMFVHMCNV�NODMR�

/NSHBD�SG@S�SGDCA Alias HCDMSHgDR�SGD�QNNS�BDQSHgB@SD�

��4SDO $KHBJ�SGD�ENKCDQ�HBNM�SN�SGD�QHFGS�NESelect a certificate signing request to sign: 

M@UHF@SD�SN�SGDserverCSRs ENKCDQ�XNT�BQD@SDC�	.X�)NRS.X�)NRS � .X�'HKD�4XRSDL.X�'HKD�4XRSDL� 6RDQ�)NLD6RDQ�)NLD�
BDQS.@M@FDLDMSBDQS.@M@FDLDMS� RDQUDQ$43RRDQUDQ$43R

�BKHBJ�SGD�RDQUDQ�$43
�@MC�BKHBJ0ODM0ODM�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD 4XRSDL�RDBTQHSX

.@QBG���
����� ��



SGD�$DQSHgB@SD�4HFMHMF�VHMCNV�ENQ�SGD�RDQUDQ�BDQSHgB@SD�NODMR�

��4SDO 7DQHEX�SG@S�SGDSubject HCDMSHgDR�SGD�DWODBSDC�OK@SENQL�RS@SHNM�*1�@CCQDRR�NQ�CNL@HM�M@LD�@MC
SG@S�SGDCA Alias HCDMSHgDR�SGD�QNNS�BDQSHgB@SD�

��4SDO 5N�RHFM�SGD�BDQSHgB@SD
�DMSDQ�SGD�QNNS�BDQSHgB@SD^RCA Password @MC�BKHBJ0,0, �
5GDcertManagement ENKCDQ�NODMR�

��4SDO %NTAKD�BKHBJ�SGDsignedCSRs ENKCDQ�@MC�BKHBJ4@UD4@UD�

Result
: NT�MNV�G@UD�@�RHFMDC�RDQUDQ�BDQSHgB@SD�QDPTDRS�

.@SBGHMF�@�RDQUDQ�BDQSHEHB@SD�VHSG�HSR�RHFMDC�$43
: NT�MNV�HLONQS�SGD�RHFMDC�$43�HMSN�SGD6RDQ�,DX�4SNQDVGDQD�HS�TOC@SDR�SGD�NQHFHM@K�RDQUDQ�BDQSHgB@SD�XNT
BQD@SDC�

4XRSDL�RDBTQHSX /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

�� .@QBG���
�����



Prerequisites:
: NT�@QD�VNQJHMF�HM8 NQJADMBGNM�@�1$�	4TODQUHRNQ�NQ�NSGDQVHRD
�

��4SDO 0ODM�SGD$DQSHgB@SD�.@M@FDLDMSUHDV�ENQ�XNTQ�KNB@KGNRS�NQ�@�BNMSQNKKDQ�AX�QHFGS�BKHBJHMF1K@SENQL1K@SENQL
� 77HDVRHDVR� $DQS$DQSHgB@SD�.@M@FDLDMSHgB@SD�.@M@FDLDMS��*E�QDPTHQDC�SN�BNMMDBS�SN�SGD�OK@SENQL
�DMSDQ�SGD�OK@SENQL
BQDCDMSH@KR
�@MC�BKHBJ0,0, �
5GD�UHDV�NODMR�VHSG�SGD�ENBTR�NM�SGD6RDQ�,DX�4SNQD�

��4SDO 4DKDBS�SGD�NQHFHM@K�RDQUDQ�BDQSHgB@SD�@MC�BKHBJ*LONQS*LONQS�

��4SDO /@UHF@SD�SN�SGDsignedCSRs ENKCDQ
�RDKDBS�SGD�RHFMDC�$43�	�ODL�gKD

�@MC�BKHBJ0ODM0ODM�
SGD$DQS$DQSHgB@SD�*LONQSHgB@SD�*LONQSVHMCNV�NODMR�

��4SDO $NMgQL�SG@S�SGHR�HR�MN�KNMFDQ�@�RDKE�RHFMDC�BDQSHgB@SD�@MC�BKHBJ0,0, �
5GD*RRTDC�#X*RRTDC�#XgDKC�BNMS@HMR�SGD�M@LD�NE�SGD�QNNS�$"�BDQSHgB@SD��5GD4TAIDBS4TAIDBSBNMS@HMR�SGD�*1
@CCQDRR�NQ�CNL@HM�M@LD�
5GD�XDKKNV�RGHDKC�VHSG�SGD�DWBK@L@SHNM�L@QJ�BG@MFDR�SN�@�FQDDM�RGHDKC�VHSG�@�BGDBJ�L@QJ�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD 4XRSDL�RDBTQHSX

.@QBG���
����� ��



Result
5GD�OK@SENQL�RS@SHNM�MNV�HR�MNS�QD@CX�SN�BNMMDBS�SN�@�BKHDMS�OQDRDMSHMF�HSR�NVM�$"�RHFMDC�BDQSHgB@SD�

$G@MFHMF�5-4�RDSSHMFR
$G@MFD�5-4�4DSSHMFR�HR�@�TSHKHSX�TMCDQ�1K@SENQL�"CLHMHRSQ@SHNM��5GHR�TSHKHSX�BNMgFTQDR�RDBTQD�BNLLTMHB@SHNM
HMBKTCHMF�CDgMHMF�SGD�RDQUDQ�BDQSHgB@SD�SN�TRD�ENQ�SGD�OK@SENQL�

Prerequisites:
: NT�@QD�VNQJHMF�HM8 NQJADMBG@MC�B@M�BNMMDBS�SN�XNTQ�KNB@KGNRS�@R�VDKK�@R�SN�D@BG�BNMSQNKKDQ�

5GD�RDQUDQ�BDQSHgB@SD�CDE@TKSR�SN�SGD�RDKE�RHFMDCdefault BDQSHgB@SD��#DENQD�XNT�B@M�L@JD�RDBTQD�BNMMDBSHNMR

XNT�MDDC�SN�BG@MFD�SGHR�BDQSHgB@SD�SN�SGD�RDQUDQ�BDQSHgB@SD�SG@S�XNT�BQD@SDC��:NT�MDDC�SN�CN�SGHR�ENQ�SGD
KNB@KGNRS�@MC�ENQ�D@BG�BNMSQNKKDQ�NM�SGD�MDSVNQJ�

��4SDO 0ODM�@�RDBTQD�OK@SENQL�BNMMDBSHNM�SN�SGD�BNMSQNKKDQ�	ONQS�����
�

��4SDO %NTAKD�BKHBJ�SGD�1K@SENQL�"CLHMHRSQ@SHNM�TSHKHSX�
5GD1K@SENQL�"CLHMHRSQ@S1K@SENQL�"CLHMHRSQ@SHNMHNMUHDV�NODMR�

��4SDO $KHBJ�SGD$G@MFD�5-4�4DSS$G@MFD�5-4�4DSSHMFRHMFRATSSNM�
5GD1K@SENQL�5-4�4DSS1K@SENQL�5-4�4DSSHMFRHMFRVHMCNV�NODMR�

5GD�VHMCNV�NM�SGD�KDES�HR�ENQ�SGD�KNB@KGNRS
�@MC�SG@S�NM�SGD�QHFGS�HR�ENQ�@�BNMSQNKKDQ�

��4SDO $NMgQL�SG@S�

a State HRTLS Only �

a Port HR5011

a Certificate HR�SGD�RDQUDQ�BDQSHgB@SD�XNT�BQD@SDC�ENQ�D@BG�OK@SENQL�RS@SHNM�

a 5GD�QDRS�NE�SGD�OQNODQSHDR�@QD�BNMgFTQDC�@S�SGDHQ�CDE@TKSR�

*LONQSHMF�SGD�QNNS�BDQSHEHB@SD�HMSN�@�OK@SENQL�RS@SHNM�6RDQ�5QTRS�4SNQD
8GDM�RDQUHMF�@R�XNTQ�NVM�$"
�D@BG�BKHDMS�QDPTHQDR�SGD�QNNS�BDQSHgB@SD�VHSG�HSR�OTAKHB�JDX�HM�HSR6RDQ�5QTRS�4SNQD�
*E�XNTQ�RDQUDQ�BDQSHgB@SDR�@QD�RHFMDC�AX�@M�DWSDQM@K�$"
�HSR�QNNS�BDQSHgB@SD�@MC�OTAKHB�JDX�RGNTKC�@KQD@CX�AD�HM
SGD�OK@SENQL�RS@SHNM^R4XRSDL�5QTRS�4SNQD

Prerequisites:
: NT�@QD�VNQJHMF�HM8 NQJADMBGQTMMHMF�NM�@�1$�

��4SDO 5N�NODM�SGD$DQSHgB@SD�.@M@FDLDMSUHDV�ENQ�SGD�OK@SENQL�RS@SHNM
�DWO@MC1K@SENQL1K@SENQL@MC�CNTAKD�
BKHBJ$DQSHgB@SD�.@M@FDLDMS�

4XRSDL�RDBTQHSX /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

�� .@QBG���
�����



5GD$DQSHgB@SD�.@M@FDLDMSUHDV�NODMR�SN�SGD6RDQ�,DX�4SNQDS@A�

��4SDO $KHBJ�SGD6RDQ�5QTRS�4SNQDS@A�

��4SDO $KHBJ*LONQS*LONQS�

��4SDO -NB@SD�@MC�RDKDBS�SGD�QNNS�BDQSHgB@SD^R��ODL�gKD�	.X�)NRS.X�)NRS � .X�'HKD�4XRSDL.X�'HKD�4XRSDL� 6RDQ�)NLD6RDQ�)NLD�
BDQS.@M@FDLDMSBDQS.@M@FDLDMS� QQNNSBDQSNNSBDQS
�@MC�BKHBJ0ODM0ODM�

��4SDO $NMgQL�SG@S�XNT�@QD�HLONQSHMF�SGD�BNQQDBS�QNNS�BDQSHgB@SD�	HM�SGHR�BG@OSDQ�HS�HR�SGD�NMKX�QNNS
BDQSHgB@SD

�@MC�BKHBJ0,0, �
5GD�RXRSDL�HLONQSR�SGD�QNNS�BDQSHgB@SD�

5GD�FQDDM�RGHDKC�VHSG�SGD�BGDBJ�L@QJ�HMCHB@SDR�SG@S�XNTQ�BNLO@MX^R�QNNS�BDQSHgB@SD�VHSG�HSR
OTAKHB�JDX�HR�HM�SGD�BKHDMS�6RDQ�5QTRS�4SNQD
�QD@CX�SN�UDQHEX�SGD�HCDMSHEX�NE�SGD�RDQUDQ�BDQSHgB@SDR
RHFMDC�AX�HSR�OQHU@SD�JDX�

Result
: NTQ�OK@SENQL�RS@SHNM�HR�QD@CX�SN�ETMBSHNM�@R�@�BKHDMS��6RHMF�SGHR�BDQSHgB@SD�HS�UDQHgDR�SG@S�SGD�RDQUDQ�BDQSHgB@SDR
OQDRDMSDC�SN�HS�@QD�U@KHC�HE
�@MC�NMKX�HE
�SGDX�VDQD�RHFMDC�AX�SGHR�BDQSHgB@SD^R�OQHU@SD�JDX�

NOTE: : NT�MDDC�SN�CN�SGHR�ENQ�SGD�4TODQUHRNQ�OK@SENQL�RS@SHNM�@R�VDKK�@R�ENQ�D@BG�BNMSQNKKDQ�OK@SENQL�RS@SHNM�

*LONQSHMF�SGD�QNNS�BDQSHEHB@SD�HMSN�SGD8 NQJADMBG6RDQ�5QTRS�4SNQD
8GDM�RDQUHMF�@R�XNTQ�NVM�$"
�D@BG�BKHDMS�QDPTHQDR�SGD�QNNS�BDQSHgB@SD�VHSG�HSR�OTAKHB�JDX�HM�HSR6RDQ�5QTRS�4SNQD�
*E�XNTQ�RDQUDQ�BDQSHgB@SDR�@QD�RHFMDC�AX�@M�DWSDQM@K�$"
�HSR�QNNS�BDQSHgB@SD�@MC�OTAKHB�JDX�RGNTKC�@KQD@CX�AD�HM
SGD�OK@SENQL�RS@SHNM^R4XRSDL�5QTRS�4SNQD�

Prerequisites:
: NT�@QD�VNQJHMF�HM8 NQJADMBGQTMMHMF�NM�@�1$�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD 4XRSDL�RDBTQHSX

.@QBG���
����� ��



��4SDO 5N�NODM�SGD$DQSHgB@SD�.@M@FDLDMSUHDV
�BKHBJ55NNKRNNKR� $DQS$DQSHgB@SD�.@M@FDLDMSHgB@SD�.@M@FDLDMS�
5GD8 NQJADMBG$DQSHgB@SD�.@M@FDLDMSUHDV�NODMR�SN�SGD6RDQ�,DX�4SNQD�

��4SDO $KHBJ�SGD6RDQ�5QTRS�4SNQDS@A�

��4SDO $KHBJ*LONQS*LONQS�

��4SDO -NB@SD�@MC�RDKDBS�SGD�QNNS�BDQSHgB@SD^R��ODL�gKD�	.X�)NRS.X�)NRS � .X�'HKD�4XRSDL.X�'HKD�4XRSDL� 6RDQ�)NLD6RDQ�)NLD�
BDQS.@M@FDLDMSBDQS.@M@FDLDMS� QQNNSBDQSNNSBDQS
�@MC�BKHBJ0ODM0ODM�

��4SDO $NMgQL�SG@S�XNT�@QD�HLONQSHMF�SGD�BNQQDBS�QNNS�BDQSHgB@SD�	HM�SGHR�BG@OSDQ�HS�HR�SGD�NMKX�QNNS
BDQSHgB@SD

�@MC�BKHBJ0,0, �
5GD�RXRSDL�HLONQSR�SGD�QNNS�BDQSHgB@SD�

5GD�FQDDM�RGHDKC�VHSG�SGD�BGDBJ�L@QJ�HMCHB@SDR�SG@S�XNTQ�BNLO@MX^R�QNNS�BDQSHgB@SD�VHSG�HSR
OTAKHB�JDX�HR�HM�SGD�BKHDMS�6RDQ�5QTRS�4SNQD
�QD@CX�SN�UDQHEX�SGD�HCDMSHEX�NE�SGD�RDQUDQ�BDQSHgB@SDR
RHFMDC�AX�HSR�OQHU@SD�JDX�

Result
8 NQJADMBGHR�QD@CX�SN�ETMBSHNM�@R�@�BKHDMS��6RHMF�SGHR�BDQSHgB@SD�HS�UDQHgDR�SG@S�SGD�RDQUDQ�BDQSHgB@SDR�OQDRDMSDC
SN�HS�@QD�U@KHC�HE
�@MC�NMKX�HE
�SGDX�VDQD�RHFMDC�AX�SGHR�BDQSHgB@SD^R�OQHU@SD�JDX�

*MRS@KKHMF�@�QNNS�BDQSHEHB@SD�HM�SGD�8HMCNVR�SQTRS�RSNQD
'NQ�BNLLTMHB@SHNM�SN�AD�RDBTQD�VGDM�@BBDRRHMF�@�RS@SHNM�TRHMF�SGD�VDA�6*
�@�BNLO@MX^R�QNNS�BDQSHgB@SD�LTRS
AD�HLONQSDC�HMSN�SGD�8HMCNVR�SQTRS�RSNQD�

Prerequisites:
6RHMF8 NQJADMBG
�XNT�DWONQSDC�SGD�QNNS�BDQSHgB@SD�HMSN�@�CHQDBSNQX�XNT�B@M�@BBDRR�EQNL�SGD�1$��	5GD
DWSDMRHNM�ENQ�@�QNNS�BDQSHgB@SD�gKD�M@LD�HR��ODL
�

��4SDO 0M�SGD�1$
�NODM�@�8HMCNVR�BNLL@MC�OQNLOS�AX�BKHBJHMF4S@QS4S@QS@MC�SXOHMFcmd �
5GD$NLL@MC�1Q$NLL@MC�1QNLOSNLOSVHMCNV�NODMR�

��4SDO 5XODcertmgr.msc @MC�OQDRR&MSDQ&MSDQ�
5GD�BDQSHgB@SD�L@M@FDQ�VHMCNV�NODMR�

4XRSDL�RDBTQHSX /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

�� .@QBG���
�����



��4SDO *M�SGD�BNKTLM�SN�SGD�QHFGS
�QHFGS�BKHBJ�SGD55QTRSDC�3NNS�$DQSQTRSDC�3NNS�$DQSHgB@SD�"TSHgB@SD�"TSGNQHSGNQHSHDRHDRENKCDQ�@MC�BKHBJ"K"KKK
55@RJR@RJR� *LONQS*LONQS�
SGD�$DQSHgB@SD�*LONQS�VHY@QC�VHMCNV�NODMR�

��4SDO 'NKKNV�SGD�RSDOR�NE�SGD�VHY@QC�SN�AQNVRD�SN�SGD�6RDQ�)NLD�VGDQD�SGD�QNNS�BDQSHgB@SD��ODL�gKD�HR
KNB@SDC
�RDKDBS�SN�UHDV�"KK�'HKDR���
�RDKDBS�SGD�gKD�@MC�BKHBJ0ODM0ODM�

��4SDO 'HMHRG�SGD�VHY@QC�

*LONQSHMF�SGD�QNNS�BDQSHEHB@SD�HMSN�SGD�+@U@�$NMSQNK�1@MDK
*LONQSHMF�SGD�QNNS�BDQSHgB@SD�HMSN�SGD�+"7"�$NMSQNK�1@MDK�HR�MDBDRR@QX�SN�TRD�+@U@�8DA4S@QS��%HRBK@HLDQ��SGHR
RNESV@QD�L@X�ETMBSHNM�CHEEDQDMSKX�EQNL�VG@S�HR�CDRBQHADC�GDQD�

Prerequisites:
: NT�@QD�VNQJHMF�HM�8HMCNVR�NM�@�1$��:NTQ�QNNS�BDQSHgB@SD�HR�@U@HK@AKD�DHSGDQ�HM�SGD�6RDQ�)NLD�ENKCDQ�NQ�NM�@
SGTLA�CQHUD�

��4SDO $KHBJ�SGD�8HMCNVR�4S@QS�ATSSNM�@MC�NODM�SGD�8HMCNVR�$NMSQNK�1@MDK�

��4SDO *M�SGD�"KK�$NMSQNK�1@MDK�*SDLR�KHRS
�CNTAKD�BKHBJ�+@U@�
5GD�+@U@�$NMSQNK�1@MDK�NODMR�

��4SDO 4DKDBS�SGD4DBTQHSXS@A
�@MC�BKHBJ.@M@FD�$DQS.@M@FD�$DQSHgB@SDRHgB@SDR	KNVDQ�QHFGS
�

��4SDO *E�MDBDRR@QX
�RDKDBSTrusted Certificates EQNL�SGD�CQNO�CNVM�KHRS�

��4SDO 5N�@CC�SGD�MDV�QNNS�BDQSHgB@SD
�BKHBJ*LONQS*LONQS
�M@UHF@SD�SN�SGD�QNNS�BDQSHgB@SD
�RDKDBS�HS
�@MC�BKHBJ
0ODM�
5GD�BDQSHgB@SD�@OOD@QR�HM�SGD�KHRS�

��4SDO 5N�BNLOKDSD�SGD�HLONQS
�BKHBJ$KNRD$KNRD@MC0,0, �

&WONQSHMF�SN�A@BJ�TO�BDQSHEHB@SDR
0MBD�@KK�BDQSHgB@SDR�@QD�HM�OK@BD
�HS�HR�@�FNNC�HCD@�SN�A@BJ�TO�@KK�BDQSHgB@SDR�SN�@�SGTLA�CQHUD�NQ�NSGDQ�RSNQ@FD
CDUHBD
�RTBG�@R�@�BNLOKDSDKX�RDO@Q@SD�BNLOTSDQ�SG@S�QDRHCDR�HM�@�U@TKS�

Prerequisites:
: NT�@QD�VNQJHMF�HM8 NQJADMBGNM�SGD�1$�SG@S�XNT�TRDC�SN�RDS�TO�BDQSHgB@SDR�

��4SDO 0ODM�SGD8 NQJADMBG$DQSHgB@SD�.@M@FDLDMSUHDV�AX�BKHBJHMF55NNKRNNKR� $DQS$DQSHgB@SD�.@M@FDLDMSHgB@SD�.@M@FDLDMS
�HM
SGD6RDQ�,DX�4SNQD
�RDKDBS�SGD�BNLO@MX^R�QNNS�BDQSHgB@SD�@MC�BKHBJ&WONQS&WONQS�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD 4XRSDL�RDBTQHSX

.@QBG���
����� ��



5GD$DQS$DQSHgB@SD�&WONQSHgB@SD�&WONQSVHMCNV�NODMR�

��4SDO $KHBJ�SGD�NOSHNM�SN&WONQS&WONQSSGD�BDQSHgB@SD^R�OQHU@SD�JDX�

��4SDO $QD@SD�@�RSQNMF�O@RRVNQC�SN�OQNSDBS�SGHR�OQHU@SD�JDX�@MC�BKHBJ0,0, �

4XRSDL�RDBTQHSX /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

�� .@QBG���
�����



5GD&WONQS�$DQS&WONQS�$DQSHgB@SDHgB@SDgKD�O@SG�VHMCNV�NODMR�

��4SDO "CC�SN�SGD�M@LD�SDWS�SN�HMCHB@SD�SG@S�SGHR�gKD�BNMS@HMR�SGD�OQHU@SD�JDX
�M@UHF@SD�SN�SGDrootcert
ENKCDQ
�@MC�BKHBJ4@UD4@UD�

��4SDO $QD@SD�@�MDV�ENKCDQ�TMCDQcertManagement B@KKDCservercerts �

��4SDO /@UHF@SD�SN�D@BG�BNMSQNKKDQ�RS@SHNM�$DQSHgB@SD�.@M@FDLDMS�ENKCDQ�@MC�R@UD�D@BG�RDQUDQ�BDQSHgB@SD
VHSG�HSR�OQHU@SD�JDX�HM�SGD�MDV.X�'HKD�4XRSDL.X�'HKD�4XRSDL� 6RDQ�)NLD6RDQ�)NLD� BDQS.@M@FDLDMSBDQS.@M@FDLDMS� RDQUDQRDQUDQBDQSRBDQSR
ENKCDQ�

��4SDO 6RHMF�8HMCNVR^�'HKD�&WOKNQDQ
�BNOX�SGD�DMSHQDcertManagement ENKCDQ�SN�@�SGTLA�CQHUD�NQ�NSGDQ
KNB@SHNM�

��4SDO %DKDSD�SGD�BNMSDMSR�NE�SGDcertManagement ENKCDQ�

DANGER: %0�/05�-&" 7&�"�3005�$&3 5*'*$" 5&�03�4&3 7&3�$&3 5*'*$" 5&4�8*5)�5)&*3
13*7" 5&�,&:4�*/�"�1$�'*-&�4:45&.�5)" 5�." :�#&�$0.130.*4&%��4503&�5)&4&
$&35*'*$" 5&4�0/- :�0/�"�5)6.#�%3*7&�03�1$�5)" 5�*4�*/�"�4&$63&�"/%�-0$,&%�7 "6- 5�
"4�"�#&45�13"$5*$&
�" 70*%�4503*/(�$&3 5*'*$" 5&4�*/�5)&�$-06%�

Result
*E�XNT�ENKKNVDC�SGDRD�OQNBDCTQDR
�SGD�BNLO@MX^R�BNLLTMHB@SHNM�VHSGHM�SGHR�RXRSDL�HR�RDBTQD��#D@Q�HM�LHMC
�SG@S
BDQSHgB@SDR�DWOHQD��8GDM�SGDX�DWOHQD�XNT�L@X�MDDC�SN�RHFM�@MC�HLONQS�MDV�BDQSHgB@SDR�@F@HM�

$KD@MHMF�TO�SGD�RSNQDR
"R�SGHR�CNBTLDMS�DWOK@HMDC�@S�SGD�ADFHMMHMF�NE�SGD�BG@OSDQ
�SGD�FN@K�HR�ENQ�D@BG�OK@SENQL�RS@SHNM�SN�G@UD�@
RHMFKD�$"�RHFMDC�RDQUDQ�BDQSHgB@SD�HM�HSR6RDQ�,DX�4SNQD
�SGD�QNNS�BDQSHgB@SD�SG@S�RHFMDC�HS�DHSGDQ�HM�SGD4XRSDL
5QTRS�4SNQDNQ6RDQ�5QTRS�4SNQD
�@MC�@M"KKNVDC�)NRSRS@A�SG@S�HR�DLOSX��"ESDQ�RDSSHMF�TO�SGDRD�BDQSHgB@SDR
�SGHR
OQNBDCTQD�OQNLOSR�XNT�SN�CDKDSD�@KK�RDKE�RHFMDC�@MC�NSGDQVHRD�TM@OOQNUDC�BDQSHgB@SDR�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD 4XRSDL�RDBTQHSX

.@QBG���
����� ��



Prerequisites:
: NT�@QD�VNQJHMF�HM8 NQJADMBGNM�@�1$�

��4SDO 5N�NODM�SGD8 NQJADMBG$DQSHgB@SD�.@M@FDLDMS�UHDV
�BKHBJ55NNKRNNKR� $DQS$DQSHgB@SD�.@M@FDLDMS�HgB@SD�.@M@FDLDMS�

��4SDO %DKDSD�@MX�CDE@TKStridium BDQSHgB@SD�HM�SGD6RDQ�,DX�4SNQD�

��4SDO 5N�NODM�@�KNB@KGNRS�NQ�BNMSQNKKDQ�$DQSHgB@SD�.@M@FDLDMS�UHDV
�CN�NMD�NE�SGD�ENKKNVHMF�

a 0ODM�@MC�BNMMDBS�SN�SGD�OK@SENQL�@MC�BKHBJ1K@SENQL1K@SENQL� $DQS$DQSHgB@SD�.@M@SDLDMSHgB@SD�.@M@SDLDMS�

a 0ODM�@MC�BNMMDBS�SN�SGD�QTMMHMF�RS@SHNM�@MC�BKHBJ4S@S4S@SHNMHNM� $NMgF$NMgF� 4DQUHBDR4DQUHBDR�
1K@SENQL4DQUHBDR1K@SENQL4DQUHBDR� $DQS.@M@FDQ4DQUHBD$DQS.@M@FDQ4DQUHBD�

��4SDO %DKDSD�@MX�CDE@TKStridium BDQSHgB@SD�HM�SGD6RDQ�,DX�4SNQD�

��4SDO $KHBJ�SGD"KKNVDC�)NRSRS@A�@MC�CDKDSD�@MX�BDQSHgB@SDR�HM�SGHR�S@A�

7DQHEXHMF�SGD�BDQSHEHB@SDR
"ESDQ�QTMMHMF�SGD�$DQSHgB@SD�8HY@QC�NQ�L@MT@KKX�RDSSHMF�TO�BDQSHgB@SDR�HS�HR�HLONQS@MS�SN�BNMgQL�SG@S
BNLLTMHB@SHNM�VHSGHM�XNTQ�RXRSDL�HR�RDBTQD�

Prerequisites:
: NT�Q@M�SGD�$DQSHgB@SD�8HY@QC�NQ�BQD@SDC�@MC�HLONQSDC�XNTQ�NVM�BDQSHgB@SDR�

NOTE:

5GD�OK@SENQL�@MC�SGD�RS@SHNM�RG@QD�SGD�R@LD�SQTRS�RSNQD
�VGHKD�SGD8 NQJADMBG@OOKHB@SHNM�G@R�HSR�NVM�SQTRS
RSNQD�

��4SDO 'QNL�SGD�KNB@K�OK@SENQL
�CNTAKD�BKHBJ�NM�$DQSHgB@SD�.@M@FDLDMS�@MC�UDQHEX�SG@S�SGD�BDQSHgB@SDR
VDQD�HMRS@KKDC�

a 5GD�RDQUDQ�BDQSHgB@SD�@OOD@QR�HM�SGD6RDQ�,DX�4SNQ6RDQ�,DX�4SNQDD�

a 5GD�MDV�QNNS�$"�BDQSHgB@SD�@OOD@QR�HM�SGD6RDQ�56RDQ�5QTRS�4SNQQTRS�4SNQDD��5GHR�HR�@�BNOX�NE�SGD�QNNS�$"
BDQSHgB@SD�DWONQSDC�VHSG�SGD�OTAKHB�JDX�

4XRSDL�RDBTQHSX /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

�� .@QBG���
�����



��4SDO 'QNL�SGD8 NQJADMBG
�BKHBJ55NNKRNNKR� $DQS$DQSHgB@SD�.@M@FDLDMSHgB@SD�.@M@FDLDMS�

��4SDO $NMgQL�SG@S�SGD�MDV�QNNS�$"�BDQSHgB@SD�BQD@SDC�AX�SGHR�HMRS@MBD�NE�SGD8 NQJADMBG	ENQ�TRD�AX�SGD
VHY@QC
�HR�HM�SGD8 NQJADMBG6RDQ�,DX�4SNQ6RDQ�,DX�4SNQDD@KNMFRHCD�SGD�RDKE�RHFMDC�5QHCHTL�RDQUDQ�BDQSHgB@SD�
8 NQJADMBGHR�@�BKHDMS�VGDM�BNMMDBSHMF�SN�OK@SENQLR�@MC�RS@SHNMR
�RN�HS�HR�VNQSG�ONHMSHMF�NTS�SG@S
SGHR�HR�MNS�@�4DQUDQ�$DQSHgB@SD��5GD�QNNS�$"�BDQSHgB@SD�HR�@U@HK@AKD�SN8 NQJADMBGENQ�TRD�HM�RHFMHMF
4DQUDQ�$DQSHgB@SDR�

/NSHBD�SG@S�SGD�QNNS�$"�BDQSHgB@SD�V@R56;56; HLONQSDC�HMSN�SGD8 NQJADMBG6RDQ�56RDQ�5QTRS�4SNQQTRS�4SNQDDAX�SGD
$DQS$DQSHgB@SD�8HgB@SD�8HY@QHY@QCC��: NT�MDDC�SN�HLONQS�SGD�QNNS�$"�BDQSHgB@SD�HMSN�SGHR�KNB@SHNM�SN�DMRTQD�SG@S
SGHR�HMRS@MBD�NE�SGD8 NQJADMBGB@M�U@KHC@SD�RDQUDQ�BDQSHgB@SDR�VGHKD�G@MCRG@JHMF�VHSG�OK@SENQLR
@MC�RS@SHNMR�NM�SGD�MDSVNQJ�

��4SDO 5N�HLONQS�SGD�QNNS�$"�BDQSHgB@SD�HMSN�SGD8 NQJADMBG6RDQ�56RDQ�5QTRS�4SNQQTRS�4SNQDD
�$KHBJ*LONQS*LONQS
�KNB@SD�@MC
RDKDBS�SGD�MDV�QNNS�$"�BDQSHgB@SD�HM~certManagement 
�@MC�BKHBJ0,0, �

��4SDO 7DQHEX�SG@S�SGD�5-4�KDUDK�ENQ�D@BG�NE�SGD�ENKKNVHMF�HR�RDS�SN�5-4U����

a 1K@SENQL�5-4�4DSSHMFR�c�6RHMF�SGD1K@SENQL�"CLHMHRSQ@S1K@SENQL�"CLHMHRSQ@SHNMHNMSNNK
�UHDV�SGDChange TLS
Settings NOSHNM�@MC�UDQHEX�SGDProtocol U@KTD�

a 4S@SHNM�8DA�4DQUHBD�c�*M�@�RS@SHNM�BNMMDBSHNM�NODM�@�1QNODQSX�4GDDS�UHDV�NM�SGD�8DA
4DQUHBD�@MC�UDQHEX�SGDHttps Min Protocol OQNODQSX�U@KTD�

a 4S@SHNM�'NW�4DQUHBD�c�0ODM�@�1QNODQSX�4GDDS�UHDV�NM�SGD�'NW�4DQUHBD�@MC�UDQHEX�SGDFoxs
Min Protocol OQNODQSX�U@KTD�

��4SDO 4DKDBS�SGD�@OOQNOQH@SD�RDQUDQ�BDQSHgB@SD�ENQ�TRD�HM�RDBTQD�OK@SENQL�@MC�RS@SHNM�BNMMDBSHNMR�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD 4XRSDL�RDBTQHSX

.@QBG���
����� ��



a 4DS�SGD�MDV�RDQUDQ�BDQSHgB@SD�SN�AD�TRDC�ENQ�RDBTQD�OK@SENQL�	MH@F@Q@C
�BNLLTMHB@SHNMR�

a 4DS�SGD�MDV�RDQUDQ�BDQSHgB@SD�SN�AD�TRDC�ENQ�RDBTQD�RS@SHNM�BNLLTMHB@SHNMR�UH@�'NW�@MC�8DA
RDQUHBDR�

'NQ�CDS@HKR
�QDEDQ�SN�SGD�0(.(9(�#;(;065�#,*<90;@��<0+,

"BBDOSHMF�@�RDKE�RHFMDC�BDQSHEHB@SD�@ESDQ�@�BG@MFD
: NTQ�RXRSDL�HR�KDRR�RDBTQD�HE
�HMRSD@C�NE�HLOKDLDMSHMF�RHFMDC�RDQUDQ�BDQSHgB@SDR
�XNT�@BBDOS�RDKE�RHFMDC
BDQSHgB@SDR��*E
�@ESDQ�@BBDOS@MBD
�SGD�RDKE�RHFMDC�BDQSHgB@SD^R�OTAKHB�JDX�BG@MFDR
�SGD�RXRSDL�MDF@SDR�SGD
BDQSHgB@SD
�BG@MFDR�SGD�FQDDM�RGHDKC�HBNM�NM�SGD"K"KKNVDC�)NRSRKNVDC�)NRSRS@A�SN�@�XDKKNV�HBNM�VHSG�@M�DWBK@L@SHNM�L@QJ�	



�@MC�CDMHDR�@BBDRR
�B@TRHMF�@M�DQQNQ�

Prerequisites:
: NT�@QD�VNQJHMF�HM8 NQJADMBG@MC�@QD�BNMMDBSDC�SN�SGD�@OOQNOQH@SD�RS@SHNM�

*E�XNT�SQTRS�SGD�MDV�JDX
�ENKKNV�SGHR�OQNBDCTQD�SN�@BBDOS�SGD�BG@MFDC�BDQSHgB@SD��*E�XNT�RTRODBS�RNLDSGHMF�HR
VQNMF
�HMUDRSHF@SD�ETQSGDQ��%N�MNS�@BBDOS�@�RDKE�RHFMDC�BDQSHgB@SD�VHSG�@�MDV�OTAKHB�JDX�TMKDRR�XNT�@QD
BNMgCDMS�SG@S�HS�HR�RDBTQD��#DSSDQ�XDS
�RSNO�TRHMF�RDKE�RHFMDC�BDQSHgB@SDR�@MC�HLOKDLDMS�RHFMDC�BDQSHgB@SDR

VGHBG�OQNUHCD�RDQUDQ�@TSGDMSHB@SHNM�@R�VDKK�@R�DMBQXOSHNM�

��4SDO 5N�@BBDRR�@M"K"KKNVDC�)NRSRKNVDC�)NRSRS@A�CN�NMD�NE�SGD�ENKKNVHMF�

a 5N�@BBDRR�SGD8 NQJADMBG"K"KKNVDC�)NRSRKNVDC�)NRSRKHRS
�BKHBJ55NNKRNNKR� $DQS$DQSHgB@SD�.@M@FDLDMSHgB@SD�.@M@FDLDMS
�@MC�BKHBJ
SGD"K"KKNVDC�)NRSRKNVDC�)NRSRS@A�

a 5N�@BBDRR�SGD�OK@SENQL�RS@SHNM"K"KKNVDC�)NRSRKNVDC�)NRSRKHRS
�DWO@MC1K@SENQL1K@SENQL@MC�CNTAKD�BKHBJ
$DQS$DQSHgB@SD�.@M@FDLDMSHgB@SD�.@M@FDLDMSHM�SGD�/@U�SQDD��5GDM
�BKHBJ�SGD"K"KKNVDC�)NRSRKNVDC�)NRSRS@A�

a : NT�L@X�@KRN�@BBDRR�SGD�OK@SENQL�RS@SHNM�RSNQDR�AX�DWO@MCHMF4S@S4S@SHNMHNM� $NMgF$NMgF� 4DQUHBDR4DQUHBDR�
1K@SENQL4DQUHBDR1K@SENQL4DQUHBDR@MC�CNTAKD�BKHBJHMF$DQS.@M@FDQ4DQUHBD$DQS.@M@FDQ4DQUHBDHM�SGD�/@U�SQDD�

5GD�S@A�NODMR�

��4SDO 5N�BNMgQL�SG@S�SGD�OTAKHB�JDX�BG@MFDC
�RDKDBS�SGD�BDQSHgB@SD�QNV�HM�SGD�S@AKD�@MC�BKHBJ77HDVHDV�
5GD�BDQSHgB@SD�NODMR�HM�SGD%DSDBSDC�1TAK%DSDBSDC�1TAKHB�,DX�$G@MFDHB�,DX�$G@MFDVHMCNV�

5GD�RBQDDM�B@OSTQDR�RGNV�@M�DW@LOKD�BDQSHgB@SD�@ESDQ�RBQNKKHMF�CNVM�SN�SGD�LHC�RBQNKK�@MC�DMC�
RBQNKK�QDFHNMR�

��4SDO $NMgQL�@S�KD@RS�SGDIssued By @MCSubject OQNODQSHDR�
5GD�SVN�M@LDR�RGNTKC�AD�M@LDR�XNT�QDBNFMHYD�@R�ADKNMFHMF�SN�XNTQ�BNLO@MX�

��4SDO "BBDOS�SGD�RDKE�RHFMDC�BDQSHgB@SD�VHSG�SGD�MDV�OTAKHB�JDX
�BKHBJ"BBDOS"BBDOS�
5GD�BDQSHgB@SD�HBNM�BG@MFDR�SN�@�FQDDM�RGHDKC�VHSG�@�BGDBJ�L@QJ�

4XRSDL�RDBTQHSX /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

�� .@QBG���
�����



4DSSHMF�TO�)551�"TSGDMSHB@SHNM�RBGDLD�ENQ�SGHQC�O@QSX�@OOKHB@SHNM
"MX�5GHQC�O@QSX�RNESV@QD�SG@S�QDPTHQDR�BNLLTMHB@SHNM�SGQNTFG�)SSOR�ONQS
�QDPTHQD�)551#@RHB4BGDLD
@TSGDMSHB@SHNM��*E�SGHR�@TSGDMSHB@SHNM�RBGDLD�HR�MNS�@U@HK@AKD�HM�SGD�VDA�6*
�SGHR�OQNBDCTQD�CNBTLDMSR�GNV�SN
TRD8 NQJADMBGSN�@CC�SGHR�RBGDLD�SN�XNTQ�4TODQUHRNQ�RS@SHNM�

Prerequisites:
6RHMF8 NQJADMBGXNT�@QD�BNMMDBSDC�SN�SGD�4TODQUHRNQ�RS@SHNM�

��4SDO 5N�BNMgQL�SGD�@TSGDMSHB@SHNM�RBGDLDR
�M@UHF@SD�SN$NMgF$NMgF� 4DQUHBDR4DQUHBDR� "TS"TSGDMSGDMSHB@SHB@SHNM4DQUHBDHNM4DQUHBD�
"TS"TSGDMSGDMSHB@SHB@SHNM�4BGDLDRHNM�4BGDLDR�

��4SDO *EHTTPBASICSchemeHR�MNS�@�KHRSDC�NOSHNM
�NODM�SGDA@I@O@KDSSD�@MC�DWO@MC
"TS"TSGDMSGDMSHB@SHB@SHNM4BGDLDRHNM4BGDLDR� 88 DA4DQUHBDR4BGDLDRDA4DQUHBDR4BGDLDR�

��4SDO %Q@F)551#@RHB4BGDLDSN$NMgF$NMgF� 4DQUHBDR4DQUHBDR� "TS"TSGDMSGDMSHB@SHB@SHNM4DQUHBDHNM4DQUHBD� "TS"TSGDMSGDMSHB@SHB@SHNM�4BGDLDRHNM�4BGDLDR
HM�SGD�/@U�SQDD�

��4SDO 6RHMF�SGD�VDA�6*
�BQD@SD�@�VDA�TRDQ�

Related tasks

a 4DSSHMF�TO�SGD�0AHW�QNKD
a 4DSSHMF�TO�@M�&@RX�-NAAX�TRDQ

1QDO@QHMF�@�RDBTQD�.X42-�C@S@A@RD
%@S@�DMBQXOSHNM�RDQUDQ�@TSGDMSHB@SHNM�@QD�HLONQS@MS�@RODBSR�NE�RDBTQD�BNLLTMHB@SHNM�

Prerequisites:
: NT�CNVMKN@CDC�.X42-
�RDS�TO�@�C@S@A@RD
�BQD@SDC�@�RDO@Q@SD�TMHPTD�TRDQ�	MNS�QNNS

�@MC�@RRHFMDC�@
O@RRVNQC��.X42-�8 NQJADMBG�HR�NODM�

.X42-�Q DEDQR�SN�SGD�RDBTQD�BNLLTMHB@SHNM�@R�44-�	4DBTQD�4NBJDS�-@XDQ
��8GHKD�SGHR�SDQL�HR�RSHKK�TRDC
�SGD�@BST@K
SDBGMNKNFX�HR�MNV�5-4�	5Q@MRONQS�-@XDQ�4DBTQHSX
��3DBDMS�.X42-�OQNFQ@L�gKDR�CDE@TKS�SN�5-4�	44-
�RTOONQS�
0KCDQ�UDQRHNMR
�RTBG�@R�UDQRHNM�����NEEDQ�RDBTQD�BNLLTMHB@SHNM
�ATS�CN�MNS�DM@AKD�HS�AX�CDE@TKS�

5GHR�OQNBDCTQD�RDSR�BNMgFTQDR�@�.X42-�C@S@A@RD�@MC�SGD�C@S@A@RD�TRDQ�SN�QDPTHQD�RDBTQD�BNLLTMHB@SHNM�

��4SDO 5N�BNMgQL�SG@S�.X42-�UDQRHNM�����CDE@TKSR�SN�RDBTQD�BNLLTMHB@SHNM
�BKHBJ%@S@A@RD%@S@A@RD� .@M@FD.@M@FD
4DQUDQ�$NMMDBS4DQUDQ�$NMMDBSHNMRHNMRHM�.X42-�8 NQJADMBG
�BKHBJ�SGD44-44- S@A�@MC�BNMgQL�SG@SUse SSL HR
BNMgFTQDC�SN�DM@AKD�RDBTQD�BNLLTMHB@SHNM�
.X42-�UDQRHNM�����CDE@TKSR�SNIf available 
�VGHBG�LD@MR�SG@S�HS�RTOONQSR�5-4�

��4SDO 5N�BNMgQL�SG@S�@M�D@QKHDQ�UDQRHNM�NE�.X42-�HR�BNMgFTQDC�ENQ�RDBTQD�BNLLTMHB@SHNM
�TRD�SGD
8 HMCNVR�$NLL@MC�1QNLOS�

@� $G@MFD�CHQDBSNQHDR�SN$�=1QNFQ@L�'HKDR=.X42-=.X42-�4DQUDQ�M�M=AHM	QDOK@BDM�MVHSG�SGD
.X42-�UDQRHNM�MTLADQ
�

A� 3TM�SGHR�BNLL@MC�SN�NODM�SGD�.X42-�$NMRNKD�LXRPK��T<name> �O 	QDOK@BD<name> VHSG
XNTQ�.X42-�TRDQ�M@LD
�

$�=1QNFQ@L�'HKDR=.X42-=.X42-�4DQUDQ����=AHM�mysql Ñuentsecuser Ñp

B� &MSDQ�XNTQ�O@RRVNQC�
5GD�.X42-�$NMRNKD�NODMR�

&MSDQ�O@RRVNQC������������

8 DKBNLD�SN�SGD�.X42-�LNMHSNQ����� DSB�

C� 'QNL�VHSGHM�SGD�BNMRNKD
�QTM�SGHR�BNLL@MC�LXRPK��RGNV�FKNA@K�U@QH@AKDR�KHJD�]�RRK�^��
5GD�LNMHSNQ�CHROK@XR�@�S@AKD�NE�U@QH@AKDR�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD 4XRSDL�RDBTQHSX

.@QBG���
����� ��



D� $NMgQL�SG@S�U@KTD�NEG@UD�NODMRRKHR:&4 @MC�SGD�U@KTD�NEG@UD�RRKHR:&4
_:&4`�LD@M�SG@S�SGD�C@S@A@RD�HR�BNMgFTQDC�ENQ�RDBTQD�BNLLTMHB@SHNM�

��4SDO *E�.X42-�CNDR�MNS�CDE@TKS�SN�RDBTQD�BNLLTMHB@SHNM
�DHSGDQ�TRD�.X42-�8NQJADMBG�SN�DM@AKD�44-
NQ�CNVMKN@C�@�LNQD�QDBDMS�UDQRHNM�

��4SDO 5N�TOC@SD�@�.X42-�TRDQ�SN�QDPTHQD�RDBTQD�BNLLTMHB@SHNM
�DMSDQ�SGDRD�BNLL@MCR�@S�SGD
$NLL@MC�1QNLOS�
LXRPK��61%"5&�LXRPK�<user > 4&5�RRK�SXOD���]"/:^�VGDQD<user > HR�SGD�M@LD�NE�@�TRDQ�XNT
BQD@SDC�HM�.X42-�8NQJADMBG�

LXRPK��'-64)�13*7*-&(&4�

Result
5GD�C@S@A@RD�HR�QD@CX�ENQ�XNT�SN�HMRS@KK�@�BKHDMS�@MC�SGD�$"�QNNS�BDQSHgB@SDR�

6RHMF�0ODM44-�SN�BQD@SD�BDQSHEHB@SDR
8GHKD/H@F@Q@OQNUHCDR�HSR�NVM�$DQSHgB@SD�.@M@FDQ
�VGHBG�HR�B@O@AKD�NE�BQD@SHMF�@MC�RHFMHMF�BDQSHgB@SDR
�RNLD
@OOKHB@SHNMR�@MC�AQNVRDQR�B@MMNS�TRD�SGD�QDRTKSHMF�BDQSHgB@SDR��5GHR�OQNBDCTQD�DMRTQDR�SG@S�SGD�SGQDD
BDQSHgB@SDR�HS�BQD@SDR�VHKK�VNQJ�SN�RDBTQD�BNLLTMHB@SHNM�VHSG�@�.X42-�C@S@A@RD�

Prerequisites:
5GD�.X42-�LNMHSNQ�HR�NODM�TRHMF�SGD�8HMCNVR�$NLL@MC�1QNLOS

IMPORTANT: 5GD�$/�	$NLLNM�/@LD
�ENQ�D@BG�BDQSHgB@SD�LTRS�AD�TMHPTD��5VN�BDQSHgB@SDR�B@MMNS�RG@QD�SGD
R@LD�M@LD�

��4SDO %NVMKN@C�0ODM44-�EQNL�GDQD� GSSOR���VVV�NODMRRK�NQF�RNTQBD�@MC�HMRS@KK�HS�NM�XNTQ�4TODQUHRNQ
1$�

��4SDO 5N�BQD@SD�@�ENKCDQ�ENQ�SGD�BDQSHgB@SDR�DMSDQ�
LJC HQ�$�=<path > VGDQD<path > CDgMDR�@�ENKCDQ�M@LD�

��4SDO *M�8HMCNVR
�RDS�TO�@M�DMUHQNMLDMS�U@QH@AKD�ENQ�0ODM44-�@R�ENKKNVR�
01&/44-?$0/'�B�=0ODM44-�8 HM��=AHM=NODMRRK�BEF

��4SDO 0ODM�SGD�.X42-�LNMHSNQ�
'NQ�RODBHgB�RSDOR
�QDEDQ�SN�SGD�OQDUHNTR�SNOHB�

��4SDO $QD@SD�SGQDD�BDQSHgB@SDR��QNNS�$"�	$DQSHgB@SD�"TSGNQHSX

�RDQUDQ�BDQSHgB@SD�RHFMDC�AX�SGD�QNNS�$"
BDQSHgB@SD�@MC�@�BKHDMS�BDQSHgB@SD�@KRN�RHFMDC�AX�SGD�QNNS�$"�

4XRSDL�RDBTQHSX /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

�� .@QBG���
�����

https://www.openssl.org/source/


: NTQ�gKD�M@LDR�B@M�AD�CHEEDQDMS�EQNL�SGD�DW@LOKD�M@LDR�

Certiÿcate Example ÿle
names Command

QNNS�$"
BDQSHgB@SD

B@�JDX�ODLB@�
BDQS�ODL

NODMRRK�FDMQR@���������$��LXRPK$DQSR�B@�JDX�ODL�

NODMRRK�QDP��MDV��W�����MNCDR��C@XR�������JDX��$��LXRPK$DQSR�B@�
JDX�ODL�����$��LXRPK$DQSR�B@�BDQS�ODL�

RDQUDQ
BDQSHgB@SD

RDQUDQ�
BDQS�ODLRDQUDQ�
JDX�ODLRDQUDQ�
QDP�ODL

NODMRRK�QDP��MDVJDX�QR@�������C@XR�������MNCDR��JDXNTS��$��LXRPK$DQSR�
RDQUDQ�JDX�ODL�����$��LXRPK$DQSR�RDQUDQ�QDP�ODL�

NODMRRK�W�����QDP��HM��$��LXRPK$DQSR�RDQUDQ�QDP�ODL���C@XR�������$"
�$��LXRPK$DQSR�B@�BDQS�ODL���$"JDX��$��LXRPK$DQSR�B@�JDX�ODL�
�RDS?RDQH@K�������$��LXRPK$DQSR�RDQUDQ�BDQS�ODL�

BKHDMS
BDQSHgB@SD

BKHDMS�
BDQS�ODLBKHDMS�
JDX�ODLBKHDMS�
QDP�ODL

NODMRRK�QDP��MDVJDX�QR@�������C@XR�������MNCDR��JDXNTS��$��LXRPK$DQSR�
BKHDMS�JDX�ODL�����$��LXRPK$DQSR�BKHDMS�QDP�ODL�

NODMRRK�W�����QDP��HM��$��LXRPK$DQSR�BKHDMS�QDP�ODL���C@XR�������$"
�$��LXRPK$DQSR�B@�BDQS�ODL���$"JDX��$��LXRPK$DQSR�B@�JDX�ODL�
�RDS?RDQH@K�������$��LXRPK$DQSR�BKHDMS�BDQS�ODL�

��4SDO 5N�TOC@SD�SGD�.X42-�BNMgF�gKD�	LX�HMH
�BG@MFD�CHQDBSNQHDR�SN�$�=1QNFQ@L%@S@=.X42-=.X42-
4DQUDQ����=
�NODMLX�HMHTRHMF�/NSDO@C�@MC�@CC�SGHR�BNLL@MC�HM�SGD<LXRPKC>RDBSHNM�@MC�@CC
SGDRD�BNLL@MCR�
RRK�B@����$��LXRPK$DQSR�B@�BDQS�ODL�

RRK�BDQS����$��LXRPK$DQSR�RDQUDQ�BDQS�ODL�

RRK�JDX����$��LXRPK$DQSR�RDQUDQ�JDX�ODL�

��4SDO 3DRS@QS�SGD�.X42-�RDQUHBD�RDQUDQ�@MC�BNMgQL�SG@S�BNLLTMHB@SHNM�VHSG�SGD�.X42-�C@S@A@RD�HR
MNV�RDBTQD�TRHMF�SGD�.X42-�LNMHSNQ�@F@HM�VHSG�SGD�RRK�BNLL@MC�
LXRPK��RGNV�FKNA@K�U@QH@AKDR�KHJD���RRK���
#NSGG@UD�NODMRRK@MCG@UD�RRKRGNTKC�QDONQS:&4 �

��4SDO "MNSGDQ�V@X�SN�BNMgQL�SG@S�.X42-�HR�BNMgFTQDC�ENQ�RDBTQD�BNLLTMHB@SHNM�HR�SN�HRRTD�SGD�RS@STR
BNLL@MC�HM�SGD�LNMHSNQ�
LXRPK��RS@STR
5GHR�QNV�HM�SGD�KHRS�QDONQSR�SG@S�44-�HR�HM�TRD�

44-��$HOGDQ�HM�TRD�HR�%)&�34"�"&4����4)"

��4SDO 5N�BNMMDBS�SN�SGD�C@S@A@RD�TRHMF�@�TRDQ�SG@S�QDPTHQDR�@�RDBTQD�BNMMDBSHNM
�DMSDQ�SGHR�BNLL@MC�HM
SGD�LNMHSNQ�
LXRPK�DWD��<ussluser > �O���RRK�LNCD�3&26*3&%

VGDQD<ussluser > HR�@�TRDQ�SG@S�QDPTHQDR�@�RDBTQD�BNMMDBSHNM�

���4SDO 5N�CNTAKD�BGDBJ
�XNT�RGNTKC�FDS�@M�DQQNQ�HE�XNT�@SSDLOS�SN�BNMMDBS�SGHR�R@LD�TRDQ�VHSGNTS�SGDRRK�
LNCD�3DPTHQDCNOSHNM�
LXRPK�DWD��TRRKTRDQ��O���RRK��

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD 4XRSDL�RDBTQHSX

.@QBG���
����� ��



4XRSDL�RDBTQHSX /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

�� .@QBG���
�����



Chapter 5. Contr oller commissioning
"�BNMSQNKKDQ�OK@SENQL�L@X�BNLD�VHSG�@�RS@SHNM�@KQD@CX�HMRS@KKDC
�NQ�XNT�L@X�AD�QDPTHQDC�SN�HMRS@KK�SGD�RS@SHNM
CHRSQHATSHNM�RNESV@QD�XNTQRDKE��5GDQD�@QD�LTKSHOKD�V@XR�SN�HMRS@KK�@MC�BQD@SD�RS@SHNMR�TRHMF8 NQJADMBG��5GHR
BG@OSDQ�@RRTLDR�SGD�L@INQHSX�BHQBTLRS@MBD��*MRS@KKHMF�@�RS@MC�@KNMD�BNMSQNKKDQ�QDOQDRDMSR�@�RHMFKD�HMRS@MBD�NE
SGD�OQNBDCTQDR�HM�SGHR�BG@OSDQ�

: NT�HMHSH@KHYD�@MC�BNMgFTQD�@�BNMSQNKKDQ�@ESDQ�OK@BHMF�HS�NM�SGD�MDSVNQJ�@MC�@OOKXHMF�ONVDQ�SN�HS��*MHSH@KHY@SHNM
TRHMF8 NQJADMBGHMBKTCDR�

a -NFFHMF�HM�SN�SGD�BNMSQNKKDQ�OK@SENQL�

a *E�SGD�BNMSQNKKDQ�MDDCR�@�RS@SHNM
�TRHMF�SGD�CHRSQHATSHNM�HMRS@KKDQ�SN�BQD@SD�SGD�RS@SHNM�

a $NLLHRRHNMHMF�SGD�RS@SHNM�

a *MRS@KKHMF�SGD�KHBDMRD�

"ESDQ�BNLOKDSHMF�OQNBDCTQDR�HM8 NQJADMBG
�XNT�KNF�HM�SN�SGD�RS@SHNM�@MC�BNMgFTQD�CDUHBDR�TRHMF�SGD�VDA�6*�

0ODMHMF�@�OK@SENQL�BNMMDBSHNM�SN�@�BNMSQNKKDQ�	MH@F@Q@C

$NMMDBSHMF�SN�SGD�BNMSQNKKDQ�TRHMF8 NQJADMBGCDLNMRSQ@SDR�SG@S�SGD�BNMSQNKKDQ�HR�NM�KHMD�@MC�ETMBSHNMHMF�
8 NQJADMBGOQNUHCDR�SNNKR�ENQ�HMRS@KKHMF�RNESV@QD�@MC�BNLLHRRHNMHMF�SGD�BNMSQNKKDQ�RS@SHNM�

Prerequisites:
5GD�BNMSQNKKDQ�HR�MDV�EQNL�SGD�E@BSNQX��5GD�NMKX�RNESV@QD�NM�HS�@QD�E@BSNQX�CDE@TKSR��*S�HR�BNMMDBSDC�SN�SGD�R@LD
MDSVNQJ�@R�SGD�4TODQUHRNQ�1$
�G@R�@�U@KHC�*1�@CCQDRR
�@MC�HSR�ONVDQ�HR�NM��:NT�@QD�QTMMHMF8 NQJADMBGNM�XNTQ
4TODQUHRNQ�1$�

��4SDO 5N�NODM�@�BNMMDBSHNM�SN�SGD�OK@SENQL�C@DLNM�SG@S�HR�QTMMHMF�NM�SGD�BNMSQNKKDQ
�BKHBJ'HKD'HKD� 0ODM0ODM�
0ODM�1K@SENQL0ODM�1K@SENQL�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD $NMSQNKKDQ�BNLLHRRHNMHMF

.@QBG���
����� ��



5GD$NMMDBS�0ODM�1K@SENQL$NMMDBS�0ODM�1K@SENQLVHMCNV�NODMR�

5GD�C@DLNM�QTMR�@TSNL@SHB@KKX�VGDM�SGD�BNMSQNKKDQ�HR�ONVDQDC�TO��"R�RGNVM�@ANUD
�SGD
BNMMDBSHNM�CDE@TKSR�SN�@�RDBTQDType Platform TLS Connection ��"ESDQ�HMHSH@K�OK@SENQL
BNMgFTQ@SHNM�XNT�VHKK�@KV@XR�@BBDRR�SGD�OK@SENQL�TRHMF�SGHR�SXOD�NE�RDBTQD�BNMMDBSHNM��	5-4
RS@MCR�ENQ�5Q@MRONQS�-@XDQ�4DBTQHSX�


'NQ�SGHR�HMHSH@K�HMRS@KK@SHNM�OTQONRDR�NMKX
�SGD�RXRSDL�QDPTHQDR�@�QDFTK@Q�OK@SENQL�BNMMDBSHNM�

��4SDO $G@MFDType SNPlatform Connection @MC�BKHBJ0,0, �

$NMSQNKKDQ�BNLLHRRHNMHMF /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

�� .@QBG���
�����



5GD"TS"TSGDMSGDMSHB@SHB@SHNMHNMVHMCNV�NODMR�@MC�OQNLOSR�XNT�ENQ�XNTQ�BQDCDMSH@KR�

5GD�E@BSNQX�CDE@TKSUsername HRSQHCHTL��5GD�E@BSNQX�CDE@TKSPassword HRMH@F@Q@�

��4SDO $NMgQL�SGD�E@BSNQX�CDE@TKS�BQDCDMSH@KR
�@MC�BKHBJ0,0, �
5GD�OK@SENQL�CDSDBSR�SGD�CDE@TKS�BQDCDMSH@KR�@MC�NODMR�SGD$G@MFD�1K@SENQL�%DE@TKSR�8HY@QC�

5GD�RXRSDL�VHKK�MNS�KDS�XNT�BNMSHMTD�VHSG�CDE@TKS�BQDCDMSH@KR��6RDQ�M@LDR�@MC�O@RRVNQCR�ENQL
SGD�EQNMS�KHMD�NE�CDEDMRD�@F@HMRS�TM@TSGNQHYDC�RXRSDL�@BBDRR�

��4SDO 'NKKNV�SGD�VHY@QC
�VGHBG�HMBKTCDR�BQD@SHMF�@Passphrase 
 Username @MC�RSQNMFPassword ��$KHBJ
/DWS/DWS
�ENKKNVDC�AX�BKHBJHMF'HMHRG'HMHRG�
5GD�O@RROGQ@RD�OQNSDBSR�SGD�OK@SENQL^R�gKD�RXRSDL
�DMBQXOSHMF�SGD�)42-�C@S@A@RD�VGDM�XNT
BQD@SD�@�RS@SHNM�BNOX��5GD%HRSQHATSHNM�'HKD�*MRS@KKDQQDPTHQDR�SGD�RXRSDL�O@RROGQ@RD�SN�QDRSNQD�@
A@BJTO��CHRS�gKD��5GD4S@SHNM�$NOHDQQDPTHQDR�SGD�R@LD�RXRSDL�O@RROGQ@RD�SN�SQ@MREDQ�@�KNB@K�gKD�

#DRS�OQ@BSHBD��6RD�SGD�R@LD�1@RROGQ@RD�ENQ�XNTQ�4TODQUHRNQ�@MC�BNMSQNKKDQ�OK@SENQLR�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD $NMSQNKKDQ�BNLLHRRHNMHMF

.@QBG���
����� ��



5GD�RXRSDL�BNLOKDSDR�L@JHMF�SGD�BNMMDBSHNM�ADSVDDM�SGD�GNRS�@MC8 NQJADMBG
�@MC�CHROK@XR�SGD
/@U�$NMS@HMDQ�7/@U�$NMS@HMDQ�7HDVHDV

��4SDO .@JD�RTQD�SG@S�ENQType SGDPlatform TLS Connection HR�RDKDBSDC�EQNL�SGD�CQNO�CNVM�KHRS��ENQ
Host IP 
�DMSDQ�SGD�*1�@CCQDRR�ENQ�SGD�BNMSQNKKDQ��SGDM�BKHBJ0,0, �
"�RDBTQD�5-4�BNMMDBSHNM�HR�SGD�CDE@TKS��5GHR�OQNSNBNK�OQNUHCDR�C@S@�DMBQXOSHNM�@MC�RDQUDQ
@TSGDMSHB@SHNM�SN�OQDUDMS�L@KHBHNTR�G@BJR�HMSN�SGD�RXRSDL�

$NMSQNKKDQ�BNLLHRRHNMHMF /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

�� .@QBG���
�����



5GD*CDMS*CDMSHEX�7HEX�7DQHgB@SDQHgB@SHNMHNMVHMCNV�NODMR�VHSG�@M�DQQNQ�LDRR@FD�

5GD�DQQNQ�LDRR@FD�HMCHB@SDR�SG@S�SGD�BNMSQNKKDQ^R�RDQUDQ�BDQSHgB@SD�HR�RDKE�RHFMDC��"R�RTBG
�HS�B@M
DMBQXOS�C@S@�BNLLTMHB@SHNM
�ATS�HS�B@MMNS�@TSGDMSHB@SD�SGD�RDQUDQ�	SGD�BNMSQNKKDQ
�SN�HSR�BKHDMS
	8 NQJADMBG
��5GHR�HR�ADB@TRD�MNMD�NE�SGD�QNNS�BDQSHgB@SDR�HM�SGD8 NQJADMBG5QTRS�4SNQD�QDBNFMHYD
SGHR�BDQSHgB@SD��4HMBD�XNT�JMNV�SG@S�SGD�BNMSQNKKDQ�HR�@�U@KHC�RDQUDQ�XNT�B@M�@BBDOS�SGD�RDKE�RHFMDC
BDQSHgB@SD�SDLONQ@QHKX�RN�@R�SN�BNMSHMTD�VHSG�SGD�KNFHM�

$NLLHRRHNMHMF�@�BNMSQNKKDQ
$NLLHRRHNMHMF�HMRS@KKR�SGD�RNESV@QD�NM�@�BNMSQNKKDQ��5GHR�OQNBDCTQD�VNQJR�ENQ�BNLLHRRHNMHMF�@�MDV�BNMSQNKKDQ
NQ�TOFQ@CHMF�@M�DWHRSHMF�BNMSQNKKDQ�

Prerequisites:
: NT�@QD�VNQJHMF�HM8 NQJADMBG��: NT�@QD�BNMMDBSDC�SN�SGD�BNMSQNKKDQ�OK@SENQL�

��4SDO %NTAKD�BKHBJ�SGD1K@SENQL1K@SENQLMNCD�ENQ�SGD�BNMSQNKKDQ�HM�SGD�/@U�SQDD�
5GD"TS"TSGDMSGDMSHB@SHB@SHNMHNMVHMCNV�NODMR�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD $NMSQNKKDQ�BNLLHRRHNMHMF

.@QBG���
����� ��



��4SDO &MSDQ�SGD�BQDCDMSH@KR�XNT�ITRS�BQD@SDC�VGDM�XNT�BNMMDBSDC�SN�SGD�OK@SENQL�ENQ�SGD�gQRS�SHLD

DM@AKDRemember these credentials 
�@MC�BKHBJ0,0, �
5GD/@U�$NMS@HMDQ�7HDVNODMR�

��4SDO %NTAKD�BKHBJ1K@SENQL�"CLHMHRSQ@S1K@SENQL�"CLHMHRSQ@SHNMHNMQNV�HM�SGD�S@AKD�
5GD1K@SENQL�"CLHMHRSQ@S1K@SENQL�"CLHMHRSQ@SHNMHNMUHDV�NODMR�

��4SDO $KHBJ�SGD$NLLHRRHNMHMF$NLLHRRHNMHMFATSSNM�

$NMSQNKKDQ�BNLLHRRHNMHMF /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

�� .@QBG���
�����



5GD$NLLHRRHNMHMF$NLLHRRHNMHMFVHY@QC�NODMR�

5GHR�VHY@QC�HR�HMSDMCDC�ENQ�@�QDLNSD�BNMSQNKKDQ�NMKX��5GHR�ATSSNM�HR�MNS�@U@HK@AKD�VGDM�BNMMDBSDC
SN�@MX�8HMCNVR�OK@SENQL��'NQ�BNLLHRRHNMHMF�CDS@HKR
�QDEDQ�SN�SGD�@OOQNOQH@SD�HMRS@KK@SHNM�@MC
RS@QSTO�FTHCD�ENQ�XNTQ�O@QSHBTK@Q�BNMSQNKKDQ�

NOTE: *E�SGD8 NQJADMBG'*14�OQNODQSXShow FIPS Options HR�RDS�SNtrue BDQS@HM�'*14�NOSHNMR
ADBNLD�UHRHAKD�HM�SGHR�VHMCNV��*E�RDKDBSDC
�SGD�EQ@LDVNQJ�DMENQBDR�'*14�RSQDMFSG�O@RRVNQC
QDPTHQDLDMSR�

��4SDO 'NKKNV�SGD�VHY@QC
�BKHBJHMF/DWS/DWSTMSHK�XNT�BNMgFTQD�@KK�NOSHNMR�

��4SDO "ESDQ�QDUHDVHMF�@KK�BG@MFDR
�BKHBJ'HMHRG'HMHRG�
$NLLHRRHNMHMF�ADFHMR�

CAUTION: %N�MNS�HMSDQQTOS�SGD�BNLLHRRHNMHMF�OQNBDRR��*E�XNT�HMSDQQTOS
�XNT�L@X�MNS�AD�@AKD�SN
QDRSNQD�SGD�RS@SHNM�

"ESDQ�SGD�BNLLHRRHNMHMF�OQNBDRR�HR�BNLOKDSD
�SGD�BNMSQNKKDQ�ANNSR�

��4SDO 8GDM�OQNLOSDC
�BKHBJ$KNRD$KNRD�
5GD�VHY@QC�HMRS@KKR�SGD�RNESV@QD�@MC�QDANNSR�SGD�BNMSQNKKDQ�

*MRS@KKHMF�@�BNMSQNKKDQ�KHBDMRD
*E�XNT�CHC�MNS�KHBDMRD�SGD�BNMSQNKKDQ�CTQHMF�BNLLHRRHNMHMF
�XNT�DHSGDQ�MDDC�SN�@BBDRR�SGD�KHBDMRHMF�RDQUDQ�NUDQ
SGD�*MSDQMDS�NQ�G@UD�CNVMKN@CDC�SGD�KHBDMRD�EQNL�SGD�RDQUDQ�HM�@CU@MBD��:NT�L@X�TRD8 NQJADMBGNQ�SGD�VDA
6*�SN�HMRS@KK�@�KHBDMRD�HM�@�QDLNSD�BNMSQNKKDQ��5GHR�OQNBDCTQD�CNBTLDMSR�HMRS@KK@SHNM�TRHMF8 NQJADMBG�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD $NMSQNKKDQ�BNLLHRRHNMHMF

.@QBG���
����� ��



Prerequisites:
: NTQ�1$�HR�BNMMDBSDC�SN�SGD�BNMSQNKKDQ�OK@SENQL�@MC�QTMMHMF8 NQJADMBG��5GD�1$�HR�BNMMDBSDC�SN�SGD�*MSDQMDS

NQ�XNT�CNVMKN@CDC�@MC�G@UD�@U@HK@AKD�SGD�KHBDMRD�gKD�

*MHSH@K�KHBDMRHMF�MDDCR�SN�AD�CNMD�VHSG�@�OK@SENQL�BNMMDBSHNM�ADB@TRD�SGD�RS@SHNM�VHKK�MNS�QTM�TMSHK�HS�HR�KHBDMRDC�

��4SDO $NMMDBS�SN�SGD�BNMSQNKKDQ�OK@SENQL�@MC�CNTAKD�BKHBJ�SGD-HBDMRD�.@M@FDQ-HBDMRD�.@M@FDQQNV�HM�SGD/@U
$NMS@HMDQ�7HDV�
5GD-HBDMRD�.@M@FDQUHDV�NODMR�

��4SDO $KHBJ�SGD*LONQS*LONQSATSSNM�TMCDQ�SGD-HBDMRDRO@MD�
5GD*LONQS�-HBDMRD*LONQS�-HBDMRDVHMCNV�NODMR�

��4SDO 4DKDBS�SGD�HLONQS�NOSHNM�SN�TRD�@MC�BKHBJ0,0, �
"ESDQ�SGD�RNESV@QD�HLONQSR�SGD�KHBDMRD�XNT�RDD�HS�HM�SGD-HBDMRD�.@M@FDQ�

��4SDO 5N�UHDV�@�KHBDMRD
�RDKDBS�HS�@MC�BKHBJ77HDVHDVNQ�CNTAKD�BKHBJ�SGD�KHBDMRD�HM�SGD�S@AKD�

$NMSQNKKDQ�BNLLHRRHNMHMF /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

�� .@QBG���
�����



5GD�KHBDMRD�gKD�NODMR�

"�KHBDMRD�@MC�@�BDQSHgB@SD�@QD�D@BG�@�CHFHS@KKX�RHFMDC�SDWS�gKD
�VHSG�CHEEDQDMBDR�AQHDhX�@R�ENKKNVR�

a "�KHBDMRD�gKD�HR�TMHPTD�SN�@�RODBHgB�GNRS
�@MC�DM@AKDR�@�RDS�NE�UDMCNQ�ED@STQDR��"KK�GNRSR
QDPTHQD�@�AQ@MCDC5QHCHTLKHBDMRD��*E�SGHQC�O@QSX�LNCTKDR�@QD�HMRS@KKDC
�NMD�NQ�LNQD�@CCHSHNM@K
KHBDMRDR�L@X�AD�MDDCDC�

a "�BDQSHgB@SD�gKD�U@QHDR�AX�UDMCNQ
�@MC�L@SBGDR�SG@S�UDMCNQ�SN�@�OTAKHB�JDX�TRDC�ENQ
DMBQXOSHNM�@MC�SN�UDQHEX�SGD�@TSGDMSHBHSX�NE�KHBDMRD�gKD��"KK�GNRSR�QDPTHQD�@�CDE@TKS�BDQSHgB@SD�
*E�SGHQC�O@QSX�LNCTKDR�@QD�HMRS@KKDC
�NMD�NQ�LNQD�@CCHSHNM@K�BDQSHgB@SDR�L@X�AD�MDDCDC�

CAUTION: %N�MNS�CDKDSD�@M�DWHRSHMF�KHBDMRD�NQ�BDQSHgB@SD�VHSGNTS�@�RODBHgB�QD@RNM
�@R�XNT�VHKK
KHJDKX�QDMCDQ�SGD�BNMSQNKKDQ�HMNODQ@AKD�TMSHK�@�OQNODQ�KHBDMRD�NQ�BDQSHgB@SD�HR�QDHMRS@KKDC�

��4SDO "ESDQ�HMRS@KKHMF�@�KHBDMRD
�NODM�SGD"OOKHB@SHNM�%HQDBSNQ
�BNMgQL�SG@S�ANSG"TSN�4S@QS"TSN�4S@QS@MC3DRS@QS3DRS@QS
NM�'@HKTQNM�'@HKTQDD@QD�RDKDBSDC
�SGDM�RS@QS�SGD�RS@SHNM�AX�BKHBJHMF4S@QS4S@QS�

$QD@SHMF�@�MDV�RS@SHNM�HM�@�BNMSQNKKDQ
*E�SGD�BNMSQNKKDQ�XNT�@QD�TRHMF�@KQD@CX�G@R�@�RS@SHNM�NM�HS
�XNT�B@M�AXO@RR�SGHR�OQNBDCTQD��*E�XNTQ�BNMSQNKKDQ�HR
AQ@MC�MDV�@MC�BNMS@HMR�MN�RS@SHNM
�SGHR�OQNBDCTQD�TRDR8 NQJADMBGSN�HMRS@KK�SGD�CHRSQHATSHNM�gKD�

Prerequisites:
: NT�RTBBDRRETKKX�BNLLHRRHNMDC�SGD�BNMSQNKKDQ��5GDQD�HR�MN�RS@SHNM�HM�SGD�BNMSQNKKDQ�

��4SDO .@JD�@�OK@SENQL�BNMMDBSHNM�SN�SGD�BNMSQNKKDQ�

��4SDO 3HFGS�BKHBJ�SGD�BNMSQNKKDQ^R1K@SENQL1K@SENQLMNCD�HM�SGD�/@U�SQDD�@MC�BKHBJ77HDVRHDVR� %HRSQHATS%HRSQHATSHNM�'HKDHNM�'HKD
*MRS@K*MRS@KKDQKDQ�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD $NMSQNKKDQ�BNLLHRRHNMHMF

.@QBG���
����� ��



#X�CDE@TKS
�SGHR�UHDV�NODMR�SN�SGDcleanDist ENKCDQ�

5GD��CHRS�	CHRSQHATSHNM
�gKDR�SG@S�@QD�@U@HK@AKD�HM�SGHR�ENKCDQ�QDSTQM�SGD�BNMSQNKKDQ�SN�MD@Q�E@BSNQX
CDE@TKSR��%N�MNS�TRD�SGDRD�gKDR�TMKDRR�XNT�MDDC�SN�RS@QS�BNLOKDSDKX�EQNL�RBQ@SBG�

*E�@�CHRSQHATSHNM�gKD�HR�MNS�@U@HK@AKD
�SGD�4S@STR�LDRR@FD�QDONQSR�SGD�DQQNQ��3DEDQ�SN
$96<)3,:/66;05. �

��4SDO $KHBJ$GNNRD�%HQ$GNNRD�%HQDBSNQXDBSNQX
�M@UHF@SD�SN�SGD~sw\restore ENKCDQ�@MC�BKHBJ0,0, �

��4SDO 4DKDBS�SGD�RXRSDL��CHRS�gKD�@MC�BKHBJ*MRS@K*MRS@KKK�
5GD%HRSQHATSHNM�'HKD�*MRS@KKDQVHY@QC�NODMR�

��4SDO $KHBJ'HMHRG'HMHRGSN�ENKKNV�SGD�VHY@QC�
5GD�VHY@QC�HMRS@KKR�SGD�CHRSQHATSHNM�gKD
�@MC�QDANNSR�SGD�BNMSQNKKDQ�

��4SDO 8GDM�OQNLOSDC
�BKHBJ$KNRD$KNRD@MC�V@HS�ENQ�SGD�BNMSQNKKDQ�SN�QDANNS�
5GHR�BNTKC�S@JD�@�EDV�LHMTSDR�

Related information

a .@HMSDM@MBD

$NMEHFTQHMF�SGD�"OOKHB@SHNM�%HQDBSNQ�SN�QDRS@QS
5GDQD�@QD�@MX�MTLADQ�NE�QD@RNMR�SG@S�@�BNMSQNKKDQ�RS@SHNM�LX�RSNO�QTMMHMF��"R�@�ADRS�OQ@BSHBD
�XNT�RGNTKC
BNMgFTQD�SGD�"OOKHB@SHNM�%HQDBSNQ�SN�QDRS@QS�SGD�RS@SHNM�@TSNL@SHB@KKX�

Prerequisites:
: NT�@QD�VNQJHMF�HM8 NQJADMBGQTMMHMF�NM�@�1$�

��4SDO 0ODM�@�OK@SENQL�BNMMDBSHNM�SN�SGD�4TODQUHRNQ�NQ�BNMSQNKKDQ�OK@SENQL�

��4SDO %NTAKD�BKHBJ�"OOKHB@SHNM�%HQDBSNQ�

��4SDO *E�MDDCDC
�CQ@F�SGD�VHMCNV�CNVM�RN�XNT�B@M�RDD�SGD�RS@SHNM
�@MC�BNMgQL�XNT�@QD�VNQJHMF�VHSG
SGD�DWODBSDC�RS@SHNM�

$NMSQNKKDQ�BNLLHRRHNMHMF /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

�� .@QBG���
�����



��4SDO &M@AKDAuto-Start @MCRestart on Failure �

Result
*E�XNT�@QD�CDATFFHMF�@M�HRRTD
�CHR@AKDRestart on Failure RN�XNT�B@M�UHDV�SGD�KNF�

$QD@SHMF�@MC�TOC@SHMF�SGD�)42-�C@S@A@RD�O@RRVNQC
&@BG�BNMSQNKKDQ�RGHOR�EQNL�SGD�E@BSNQX�VHSG�@�CDE@TKS�)42-�C@S@A@RD�O@RRVNQC�@MC�TOFQ@CHMF�@M"9 RS@SHNM�SN
@M/� RS@SHNM�QDRDSR�SGD�)42-�C@S@A@RD�O@RRVNQC�A@BJ�SN�SGD�E@BSNQX�CDE@TKS��8GHKD�SGD�CDE@TKS�O@RRVNQC
HMHSH@KKX�VNQJR
�@R�RNNM�@R�XNT�HMRS@KK�NQ�TOFQ@CD�@�BNMSQNKKDQ�@MC�HSR�RNESV@QD
�XNT�RGNTKC�BG@MFD�SGHR�O@RRVNQC
SN�@�TMHPTD�@MC�RSQNMF�RSQHMF��5GD�O@RRVNQC�HR�@TSNL@SHB@KKX�FDMDQ@SDC�@MC�RTBBDRRETKKX�RSNQDC�HM�SGD�JDX�QHMF�

Prerequisites:
: NT�G@UD�ITRS�HMRS@KKDC�@�MDV�BNMSQNKKDQ�NQ�TOFQ@CDC�@M�DWHRSHMF�BNMSQNKKDQ�EQNL "9 SN/� ��: NT�@QD�TRHMF
8 NQJADMBGQTMMHMF�NM�@�1$�SG@S�HR�BNMMDBSDC�SN�SGD�MDSVNQJ�SG@S�RDQUHBDR�SGD�BNMSQNKKDQ�

��4SDO $NMMDBS�SN�SGD�BNMSQNKKDQ�RS@SHNM�TRHMF8 NQJADMBG�

��4SDO &WO@MC$NMgF$NMgF� %QHUDQR%QHUDQR� 3C3CALR/DSVNQJALR/DSVNQJ�

��4SDO 3HFGS�BKHBJ)RPK%A%@S@A@RD)RPK%A%@S@A@RD@MC�BKHBJ"BS"BSHNMRHNMR� 1HMF1HMF��5GD�GD@KSG�OQNODQSX�HR�TOC@SDC�A@RDC�NM�SGD
OHMF�QDRTKSR�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD $NMSQNKKDQ�BNLLHRRHNMHMF

.@QBG���
����� ��



NOTE: 4S@QSHMF�HM/H@F@Q@�����
�SGD)RPK%A%@S@A@RDBNLONMDMS�OQNODQSHDRUse Encrypted
Connection 
 User Name 
�@MCPassword @QD�QDOK@BDC�VHSG�@�RHMFKDPrivileged Username
OQNODQSX��5GD�)42-�C@S@A@RD�HR�@TSNL@SHB@KKX�FDMDQ@SDC�@MC�MNS�DCHS@AKD�NQ�UHRHAKD��8GDM�TRHMF
)42- 
�HE�SGD�RS@SHNM�JDXQHMF�HR�BNQQTOSDC
�XNT�MDDC�SN�KN@C�@�A@BJTO�RS@SHNM
�@R�SGHR�HMRS@MBD�NE
SGD)42- C@S@A@RD�HR�MN�KNMFDQ�NODQ@SHNM@K�

��4SDO 5N�@BBDRR�@�MDV�)442-�C@S@A@RD�HMRS@MBD�HM�SGD�/��RS@SHNM
�QHFGS�BKHBJ�SGD�)RPK%A%@S@A@RD

M@UHF@SD�SN77HDVRHDVR� 1Q1QNODQSX�4GDDSNODQSX�4GDDS�
5GD�CDUHBD^R�1QNODQSX�4GDDS�NODMR�

��4SDO &MSDQ�SGDUser Name @RSA @MC�BKHBJ4@UD4@UD�

��4SDO 3HFGS�BKHBJ)RPK%A%@S@A@RD)RPK%A%@S@A@RD@MC�BKHBJ"BS"BSHNMRHNMR� 1HMF1HMF��5GD�GD@KSG�OQNODQSX�HR�TOC@SDC�A@RDC�NM�SGD
OHMF�QDRTKSR�

$NMMDBSHMF�SN�SGD�BNMSQNKKDQ�RS@SHNM�TRHMF8 NQJADMBG
5GHR�OQNBDCTQD�CNBTLDMSR�GNV�SN�BNMMDBS�SGD�BNMSQNKKDQ�ENQ�SGD�gQRS�SHLD�TRHMF8 NQJADMBG�

Prerequisites:
: NT�BNLLHRRHNMDC�SGD�BNMSQNKKDQ�@MC�HMRS@KKDC�SGD�CHRSQHATSHNM�gKD�

��4SDO 3HFGS�BKHBJ�SGD�BNMSQNKKDQ�OK@SENQL�HM�SGD�/@U�SQDD�@MC�BKHBJ$NMMDBS$NMMDBS�
5GD"TS"TSGDMSGDMSHB@SHB@SHNMHNMVHMCNV�NODMR�

��4SDO &MSDQ�XNTQ�OK@SENQL�BQDCDMSH@KR�@MC�BKHBJ0,0, 
�NQ�ITRS�BKHBJ0,0, HERemember these credentials HR
DM@AKDC�
5GD/@U�$NMS@HMDQ�7/@U�$NMS@HMDQ�7HDVHDVNODMR�

��4SDO %NTAKD�BKHBJ�SGD"OOKHB@SHNM�%HQDBSNQ�
5GD"OOK"OOKHB@SHB@SHNM�%HQHNM�%HQDBSNQ�UHDVDBSNQ�UHDVNODMR�

$NMSQNKKDQ�BNLLHRRHNMHMF /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

�� .@QBG���
�����



��4SDO *E�SGD�RS@SHNM�4S@STR�QDONQSRIdle 
�BNMgQL�SG@SAuto-Start @MCRestart on Failure @QD
DM@AKDC�@MC�BKHBJ�SGD4S@QS4S@QSATSSNM�
5GD�RS@SHNM�HR�NM�KHMD�VGDM�HSR�4S@STR�QDONQSRRunning �

��4SDO $KHBJ'HKD'HKD� 0ODM0ODM� 0ODM�4S@S0ODM�4S@SHNMHNM�
5GD$NMMDBS$NMMDBSVHMCNV�NODMR�

"R�SGD�RS@SHNM�RS@QSR
�NARDQUD�SGD�"OOKHB@SHNM�%HQDBSNQ�KNF��8@SBG�ENQ�DQQNQR�@MC�V@QMHMFR�

��4SDO 4DKDBSStation TLS Connection ENQType 
�DMSDQ�SGDHost IP 
�@MC�BKHBJ0,0, �

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD $NMSQNKKDQ�BNLLHRRHNMHMF

.@QBG���
����� ��



5GD�RXRSDL�L@X�NODM�SGD%DSDBSDC�1TAK%DSDBSDC�1TAKHB�,DX�$G@MFDHB�,DX�$G@MFDVHMCNV�

��4SDO $KHBJ"BBDOS"BBDOS�

$NMSQNKKDQ�BNLLHRRHNMHMF /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

�� .@QBG���
�����



5GD"TS"TSGDMSGDMSHB@SHB@SHNMHNMVHMCNV�NODMR�

5GD�CDE@TKSUsername HRadmin 
�@MC�SGD�E@BSNQX�CDE@TKSPassword HRAdmin12345 �

"TSN�4S@QS�DM@AKDC�DMRTQDR�SG@S�SGD�RS@SHNM�QDRS@QSR�@ESDQ�RSNOOHMF��"�4S@STR�NE�3TMMHMF�HMCHB@SDR
SG@S�XNT�B@M�BNMMDBS�SN�SGD�RS@SHNM�TRHMF�SGD�VDA�6*�

��4SDO %N�NMD�NE�SGD�ENKKNVHMF�

a *E�XNT�@QD�KNFFHMF�HM�SN�SGHR�RS@SHNM�ENQ�SGD�gQRS�SHLD
�DMSDQ�SGD�CDE@TKS�O@RRVNQC
�HE�DM@AKDC

CHR@AKDRemember these credentials 
�@MC�BKHBJ0,0, �

a *E�XNT�@KQD@CX�BG@MFDC�SGD�O@RRVNQC�TRHMF�SGD�VDA�6*
�DMSDQ�XNTQ�O@RRVNQC�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD $NMSQNKKDQ�BNLLHRRHNMHMF

.@QBG���
����� ��



*E�XNT�DMSDQDC�SGD�CDE@TKS�O@RRVNQC
�SGD�RXRSDL�CHROK@XR�SGD�1@RRVNQC�3DRDS�VHMCNV�

��4SDO $G@MFD�SGD�CDE@TKS�O@RRVNQC�SN�@�MDV
�RSQNMF�O@RRVNQC�SG@S�HMBKTCDR�RODBH@K�BG@Q@BSDQR

MTLADQR
�@MC�KNVDQB@RD�@MC�TOODQB@RD�KDSSDQR�

IMPORTANT: 5GD�O@RRVNQC�OQNUHCDR�SGD�EQNMS�KHMD�NE�OQNSDBSHNM�ENQ�XNTQ�BNMSQNKKDQ�RS@SHNM��4G@QD
SGHR�BQDCDMSH@K�VHSG�NMKX�SGNRD�VGN�MDDC�SN�JMNV��$G@MFD�SGD�O@RRVNQC�NM�@�QDFTK@Q�A@RHR��4SNQD
HS�HM�@�RDBTQD�KNB@SHNM
�OQDEDQ@AKX�TMCDQ�KNBJ�@MC�JDX�

0MBD�XNT�G@UD�BQD@SDC�XNTQ�NVM�TMHPTD�O@RRVNQC
�SGD�MDWS�SHLD�XNT�KNF�HM�SN�SGD�RS@SHNM�XNT
B@M�DM@AKDRemember these credentials ADENQD�XNT�BKHBJ0,0, �

5GD4S@S4S@SHNM�4TLL@QXHNM�4TLL@QXUHDV�NODMR��5GHR�UHDV�HMCHB@SDR�SG@S�XNT�@QD�BNMMDBSDC�SN�SGD�BNMSQNKKDQ
RS@SHNM�

���4SDO "R�SGD�RS@SHNM�RS@QSR
�NARDQUD�SGD�"OOKHB@SHNM�%HQDBSNQ�KNF��8@SBG�ENQ�DQQNQR�@MC�V@QMHMFR�

$NMSQNKKDQ�BNLLHRRHNMHMF /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

�� .@QBG���
�����



Chapter 6. Contr oller setup, users, access
rights, and schedules
5GHR�VNQJ�S@JDR�OK@BD�HM�@�BNMSQNKKDQ�TRHMF�SGD�VDA�6*�

5GD�NOSHNMR�BNMgFTQDC�HM�SGHR�BG@OSDQ�OQDO@QD�SGD�V@X�ENQ�BNMgFTQHMF�CDUHBDR�HM�SGD�MDWS�BG@OSDQ�

#DRS�1Q@BSHBD��%TQHMF�RS@SHNM�BNMgFTQ@SHNM�HS�HR�@�FNNC�HCD@�SN�R@UD�@�RS@SHNM�EQDPTDMSKX��5N�R@UD�SGD�BTQQDMS
RS@SHNM
�BKHBJ.HRBDK.HRBDKK@MDNTRK@MDNTR� $NMSQ$NMSQNKNKKDQ�.@HMSDM@MBDKDQ�.@HMSDM@MBD
�@MC�BKHBJ4@UD�4S@S4@UD�4S@SHNMHNM�

$NMMDBSHMF�SN�@�RS@SHNM�TRHMF8 NQJADMBG
5GDQD�@QD�@MX�MTLADQ�NE�QD@RNMR�SG@S�@�RS@SHNM�L@X�AD�HCKD��"�BNLLNM�SQNTAKDRGNNSHMF�RSDO�HR�SN�NODM�SGD
"OOKHB@SHNM�%HQDBSNQ�@MC�BNMgQL�SG@S�SGD�RS@SHNM�HR�QTMMHMF��*E�MNS
�ENKKNV�SGHR�OQNBDCTQD
�VGHBG�VNQJR�SGD�R@LD
ENQ�@�4TODQUHRNQ�NQ�@�QDLNSD�BNMSQNKKDQ�RS@SHNM�

Prerequisites:
5GD�OK@SENQL�BNMMDBSHNM�HR�NODM�

��4SDO 0ODM�SGD"OOKHB@SHNM�%HQDBSNQSNNK��	0MD�V@X�SN�CN�SGHR�HR�SN�QHFGS�BKHBJ�1K@SENQL�@MC�BKHBJ77HDVRHDVR�
"OOK"OOKHB@SHB@SHNM�%HQHNM�%HQDBSNQDBSNQ�


��4SDO 4SNO�@MX�NSGDQ�RS@SHNMR�

��4SDO 4DKDBS�SGD�RS@SHNM�SN�RS@QS�@MC�BKHBJ�SGD4S@QS4S@QSATSSNM�

��4SDO /NSHBD�@MX�DQQNQR�@MC�V@QMHMFR�@R�SGD�RS@SHNM�RS@QSR�

��4SDO $NMgQL�SG@S�SGD�RS@SHNM�G@R�RS@QSDC�	4S@STR�QDONQSRRunning 
�

��4SDO 5N�BNMgFTQD�SGD�RS@SHNM�SN�RS@QS�@TSNL@SHB@KKX�HM�SGD�DUDMS�NE�@M�TMDWODBSDC�E@HKTQD
�DM@AKD�SGD
Auto-Start OQNODQSX�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD
(THCD

$NMSQNKKDQ�RDSTO
�TRDQR
�@BBDRR�QHFGSR
�@MC
RBGDCTKDR

.@QBG���
����� ��



Auto-Start

a *E�SGD�DKDBSQHB@K�FQHC�CQNOR�ONVDQ�SN�SGD�ATHKCHMF
�@M�614�	6MHMSDQQTOSHAKD�1NVDQ�4TOOKX
�NQ
NSGDQ�A@BJTO�A@SSDQX�B@M�L@HMS@HM�ONVDQ�SN�SGD�BNMSQNKKDQ�@MC�HSR�@BBDRR�MDSVNQJ�@R�KNMF�@R
HR�OQ@BSHB@K�

a *E�@M�DLDQFDMBX�FDMDQ@SNQ�RS@QSR
�SGD�BNMSQNKKDQ
�@BBDRR�MDSVNQJ
�CNNQ�KNBJR�@MC�RDMRNQR
RGNTKC�AD�ONVDQDC�AX�BQHSHB@K�BHQBTHSR�SN�SGD�DWSDMS�SG@S�SGD�BNLO@MX�BNMRHCDQR�OGXRHB@K
RDBTQHSX�SN�AD�@�OQHNQHSX�

a *E�ONVDQ�SN�SGD�BNMSQNKKDQ�TKSHL@SDKX�E@HKR
�SGD�RXRSDL�A@BJR�TO�SGD�RS@SHNM�@TSNL@SHB@KKX�

a 8GDM�ONVDQ�HR�QDRSNQDC
�SGD�OK@SENQL�RGNTKC�@TSNL@SHB@KKX�RS@QS�SGD�RS@SHNM�@MC�QDRSNQD
OGXRHB@K�RDBTQHSX�SN�SGD�ATHKCHMF�	TMKDRR�SGD�ATHKCHMFR̂�NBBTO@MSR�NUDQ�QN@C�SGD�CNNQ�KNBJR

VHSG�MN�NODQ@SNQ�@BSHNM�

Restart on Failure

a *E�SGD�RS@SHNM�E@HKR
�HS�@TSNL@SHB@KKX�@SSDLOSR�SN�QDRS@QS�

a " Failure Reboot Limit 	CDE@TKSR�SN�SGQDD�@SSDLOSR
�CDgMDR�GNV�L@MX�SHLDR�@�RS@SHNM
@SSDLOSR�SN�QDRS@QS�VHSGHM�@�RODBHgBFailure Reboot Limit Period 	CDE@TKSR�SN����LHMTSDR
�
: NT�B@M�BNMgFTQD�ANSG�

$NMMDBSHMF�SN�SGD�BNMSQNKKDQ�RS@SHNM�TRHMF�SGD�VDA�6*
5GHR�OQNBDCTQD�CNBTLDMSR�KNFFHMF�HM�SN�@�BNMSQNKKDQ�RS@SHNM�ENQ�SGD�gQRS�SHLD�NQ�@ESDQ�TOFQ@CHMF�RNESV@QD�

Prerequisites:
5GD�RS@SHNM�G@R�ADDM�BNLLHRRHNMDC�@MC�HR�QTMMHMF��:NT�@QD�TRHMF�SGD�VDA�6*�

��4SDO 0ODM�@�RTOONQSDC�VDA�AQNVRDQ�

��4SDO *M�SGD�@CCQDRR�A@Q
�SXOD�SGD�@CCQDRR�NE�SGD�QDLNSD�BNMSQNKKDQ�	SGD�CDE@TKS�*1�@CCQDRR�HR�
https://192.168.1.120 
�@MC�OQDRR�SGD&MSDQ&MSDQ�
5GD-NFHM-NFHMVHMCNV�NODMR��5GDUsername CDE@TKSR�SNadmin ��5GD�O@RRVNQC�CDE@TKSR�SN
Admin12345 �

��4SDO %N�NMD�NE�SGD�ENKKNVHMF�

a *E�XNT�@QD�KNFFHMF�HM�SN�SGHR�RS@SHNM�ENQ�SGD�gQRS�SHLD
�@MC�CHC�MNS�BNMMDBS�SN�SGD�RS@SHNM
TRHMF8 NQJADMBG
�DMSDQ�SGD�E@BSNQX�CDE@TKSPassword 
�HE�DM@AKDC
�CHR@AKDRemember these
credentials 
�@MC�BKHBJ0,0, �

a *E�XNT�@KQD@CX�KNFFDC�HM�SN�SGD�RS@SHNM�TRHMF8 NQJADMBG@MC�BG@MFDC�SGD�O@RRVNQC
�DMSDQ
XNTQ�O@RRVNQC�

$NMSQNKKDQ�RDSTO
�TRDQR
�@BBDRR�QHFGSR
�@MC
RBGDCTKDR

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD
(THCD

�� .@QBG���
�����



*E�XNT�DMSDQDC�SGD�CDE@TKS�O@RRVNQC
�SGD�RXRSDL�CHROK@XR�SGD�1@RRVNQC�3DRDS�VHMCNV�

��4SDO $G@MFD�SGD�CDE@TKS�O@RRVNQC�SN�@�MDV
�RSQNMF�O@RRVNQC�SG@S�HMBKTCDR�RODBH@K�BG@Q@BSDQR

MTLADQR
�@MC�KNVDQB@RD�@MC�TOODQB@RD�KDSSDQR�

IMPORTANT: 5GD�O@RRVNQC�OQNUHCDR�SGD�EQNMS�KHMD�NE�OQNSDBSHNM�ENQ�XNTQ�BNMSQNKKDQ�RS@SHNM��4G@QD
SGHR�BQDCDMSH@K�VHSG�NMKX�SGNRD�VGN�MDDC�SN�JMNV��$G@MFD�SGD�O@RRVNQC�NM�@�QDFTK@Q�A@RHR��4SNQD
HS�HM�@�RDBTQD�KNB@SHNM
�OQDEDQ@AKX�TMCDQ�KNBJ�@MC�JDX�

0MBD�XNT�G@UD�BQD@SDC�XNTQ�NVM�TMHPTD�O@RRVNQC
�SGD�MDWS�SHLD�XNT�KNF�HM�SN�SGD�RS@SHNM�XNT
B@M�DM@AKDRemember these credentials ADENQD�XNT�BKHBJ0,0, �

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD
(THCD

$NMSQNKKDQ�RDSTO
�TRDQR
�@BBDRR�QHFGSR
�@MC
RBGDCTKDR

.@QBG���
����� ��



5GD�HMSDQE@BD�NODMR�@MC�XNT�@QD�@RJDC�SN�BNMgQL�SGD�RS@SHNM�@MC�RXRSDL�CHROK@X�M@LD�@MC�SGD
MDSVNQJ�RDSSHMFR�

5GD�4S@SHNM�@MC�4XRSDL�M@LDR�CHROK@X�HM�SGD�SNO�QHFGS�BNQMDQ�NE�SGD�VDA�6*��'NQ�DW@LOKD��SGD
RS@SHNM�M@LD�LHFGS�AD�Second Floor 
�@MC�SGD�RXRSDL�M@LD�Building 10 ��: NT�B@M�BG@MFD
SGDRD�U@KTDR�K@SDQ�AX�M@UHF@SHMF�SN$NMSQ$NMSQNKNKKDQ�	4XRSDL
�4DSTOKDQ�	4XRSDL
�4DSTO� /DSVNQJ�5$1�*1�4DSS/DSVNQJ�5$1�*1�4DSSHMFRHMFR��5GD
",-,9 ,5*, DWOK@HMR�SGD�L@MX�OQNODQSHDR�XNT�B@M�BNMgFTQD�HM�SGHR�UHDV�

��4SDO 4BQNKK�CNVM�@MC�BNMgFTQD�@MX�NE�SGD�L@MX�OQNODQSHDR
�SGDM�BKHBJ"OOKX�$G@MFDR�@MC�3DANNS"OOKX�$G@MFDR�@MC�3DANNS	@S
SGD�ANSSNL�NE�SGD�O@FD

�@MC�V@HS�ENQ�SGD�RS@SHNM�SN�QDRS@QS�
*E�SGD�RS@SHNM�CNDR�MNS�QDRS@QS
�FN�A@BJ�SN8 NQJADMBG
�BNMgQL�SG@S�"TSN�4S@QS�HR�DM@AKDC
�BKHBJ
4S@QS
�@MC�KNF�HM�TRHMF�SGD�VDA�6*�@F@HM�

��4SDO *E�SGD(THCDC�4DSTO�5NTQCNDR�MNS�NODM
�@MC�XNT�VHRG�SN�TRD�HS
�BKHBJ�SGD(THCD(THCDATSSNM�@S�SGD�SNO
NE�SGD)NLD)NLD UHDV�
5GD(THCDC�4DSTO�5(THCDC�4DSTO�5NTQNTQVHMCNV�NODMR�

"BBDRRHMF�SGD�GDKO�RXRSDL
)DKO�HR�@U@HK@AKD�NM�D@BG�UHDV��5GHR�OQNBDCTQD�CDLNMRSQ@SDR�GNV�SN�NODM�@�RDBNMC�ONO�TO�VHMCNV�ENQ�SGD
GDKO�SNOHB�VGHKD�QDS@HMHMF�SGD�UHDV�

Prerequisites:
: NT�@QD�@BBDRRHMF�@�BNMSQNKKDQ�RS@SHNM�TRHMF�SGD�VDA�6*�

��4SDO $KHBJ�SGD)DKO)DKOHBNM�HM�SGD�TOODQ�QHFGS�BNQMDQ�NE�SGD�RBQDDM�
5GD�GDKO�SNOHB�ENQ�SGD�UHDV�QDOK@BDR�SGD�UHDV�

$NMSQNKKDQ�RDSTO
�TRDQR
�@BBDRR�QHFGSR
�@MC
RBGDCTKDR

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD
(THCD

�� .@QBG���
�����



��4SDO $KHBJ�SGD�ONOTO�HBNM�	
�HM�SGD�TOODQ�QHFGS�BNQMDQ�NE�SGD�RBQDDM�
5GHR�NODMR�@�MDV�AQNVRDQ�VHMCNV�ENQ�SGD�VDA�6*�SG@S�BNMS@HMR�SGD�GDKO�SDWS�

��4SDO (N�A@BJ�SN�SGD�OQHL@QX�UHDV�@MC�BKHBJ�SGD�AQNVRDQ^R�FN�A@BJ�ATSSNM�NQ�NSGDQVHRD�M@UHF@SD�SN�SGD
UHDV�XNT�MDDC�
5GD�AQNVRDQ�CHROK@XR�SGD�UHDV�VGHKD�SGD�GDKO�SNOHB�QDL@HMR�NODM�HM�SGD�ONO�TO�VHMCNV�

(THCDC�4DSTO�8HY@QC
5GHR�TSHKHSX�HR�BNLOQHRDC�NE�@�(THCD�5NNKA@Q�@MC�@�RDQHDR�NE�VHMCNVR�CDRHFMDC�SN�CHQDBS�XNT�SGQNTFG�SGD�HMHSH@K
RDSTO�OQNBDRR�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD
(THCD

$NMSQNKKDQ�RDSTO
�TRDQR
�@BBDRR�QHFGSR
�@MC
RBGDCTKDR

.@QBG���
����� ��



5GD�(THCDC�4DSTO�8HY@QC�RDQUDR�@R�@�BGDBJKHRS�@MC�M@UHF@SHNM�@HC��*S�CHQDBSR�XNT�SN�SGD�OQNODQ�RBQDDM�ENQ
RDSSHMF�TO�XNTQ�RXRSDL��*S�CNDR�MNS�@RRHFM�@MX�U@KTDR�NQ�BNMgFTQD�OQNODQSHDR�@TSNL@SHB@KKX�ENQ�XNT��'NQ
DW@LOKD
�NM�HMHSH@K�RDSTO
�XNT�@QD�CHQDBSDC�SN�SGD"BBDRR�%DUHBD�.@M@FDQUHDV�HM�RSDO�SGQDD�NE�SGD�(THCDC
4DSTO�8HY@QC��*E�MN�LNCTKDR�@QD�HM�XNTQ�C@S@A@RD
�XNT�LTRS�CHRBNUDQ�@MC�@CC�LNCTKDR
�@R�QDPTHQDC
�ADENQD
OQNBDDCHMF��"R�XNT�BNLOKDSD�D@BG�RSDO�@MC�R@UD�BG@MFDR
�QD�NODM�SGD�VHY@QC�@MC�MNSD�SG@S�SGD�RSDO�HR
BNLOKDSDC��*E�XNT�G@UD�PTDRSHNMR�@ANTS�SGD�RDSTO�OQNBDRR�NQ�@MX�NE�SGD�OQNODQSHDR
�QDEDQ�SN�SGD�OQNBDCTQDR�HM
SGHR�RDBSHNM�

"R�XNT�BNLOKDSD�D@BG�RSDO�NE�SGD�RDSTO
4SDO�*MC4SDO�*MCHB@SNQHB@SNQATSSNMR�BG@MFD�BNKNQ�SN�HMCHB@SD�SGD�RS@STR�NE�SGD�RSDO
QDK@SHUD�SN�SGD�BNLOKDSHNM�NE�SGD�(THCDC�4DSTO�8HY@QC�

: NT�B@M�B@MBDK�SGD�(THCDC�4DSTO�8HY@QC�@S�@MX�SHLD�AX�TRHMF�NMD�NE�SGD�ENKKNVHMF�SGQDD�LDSGNCR�

a $KHBJ�SGD(THCD(THCDATSSNM�@MC�RDKDBS�SGDSkip Guided Setup NOSHNM�HM�SGD�(THCDC�4DSTO�8DKBNLD�VHMCNV�

a *M�SGD�gM@K�RSDO
�RDKDBS�SGD...Completed NOSHNM�@MC�BKHBJ0J0J �

a 4DS�SGDShow Guided Tour OQNODQSX�SNtrue 	SN�CHROK@X
�NQ�SNfalse 	SN�GHCD
�SGD�(THCDC�4DSTO�8HY@QC�@MC
(THCD�5NNKA@Q��5GHR�OQNODQSX�HR�KNB@SDC�GDQD�

a 4TODQUHRNQ�4XRSDL�4DSTO4XRSDL�4DSTO� .HRBDK.HRBDKK@MDNTRK@MDNTR� 4DQUDQ�.@HMSDM@MBD4DQUDQ�.@HMSDM@MBD

a $NMSQNKKDQ�4XRSDL�4DSTO4XRSDL�4DSTO� .HRBDK.HRBDKK@MDNTRK@MDNTR� $NMSQ$NMSQNKNKKDQ�.@HMSDM@MBDKDQ�.@HMSDM@MBD

&@BG�RSDO�NE�SGD�VHY@QC�OQNBDRR�HR�SQ@BJDC�AX�LNMHSNQHMF�HSR�RS@STR��&@BG�RSDO�L@X�AD�HM�NMD�NE�SGD�ENKKNVHMF
ENTQ�RS@SDR�

a /DWS�QDPTHQDC�RSDO

4HMBD�SGD�RSDOR�LTRS�AD�@BBNLOKHRGDC�HM�@�RDPTDMSH@K�NQCDQ
�NMKX�NMD�RSDO�HR�@U@HK@AKD�@S�@MX�ONHMS�CTQHMF
SGD�(THCDC�4DSTO�8HY@QC�OQNBDRR��5GD�(THCD�SNNKA@Q�HMCHB@SDR�SGD�MDWS�QDPTHQDC�RSDO�AX�SGD�VGHSD�BNKNQ
NE�SGD�RSDO�HMCHB@SNQ�ATSSNM�

a 4SDO�HMHSH@SDC�ATS�MNS�BNLOKDSD

5GD�RXRSDL�HMHSH@SDR�@�RSDO�VGDM�XNT�@BBDRR�@�UHDV�(THCD�VHMCNV��5GD�RSDO�HMCHB@SNQ�ATSSNM�STQMR�XDKKNV
VGDM�SGD�RSDO�HR�HMHSH@SDC�@MC�RS@XR�XDKKNV�TMSHK�SGDÒ...CompletedÓ NOSHNM�HR�RDKDBSDC�EQNL�SGD
@RRNBH@SDC�(THCD�VHMCNV�

a 4SDO�BNLOKDSDC

Figur e 8. (THCDC�4DSTO�8HY@QC

$NMSQNKKDQ�RDSTO
�TRDQR
�@BBDRR�QHFGSR
�@MC
RBGDCTKDR
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$NLOKDSDC�RSDOR�CHROK@X�@R�FQDDM�RSDO�HMCHB@SNQ�ATSSNMR��"�RSDO�LTRS�AD�BNLOKDSDC�ADENQD�XNT�B@M�FN�SN
SGD�MDWS�RSDO�

NOTE: "�RSDO�HR�BNLOKDSDC�VGDM�XNT�RDKDBS�SGD����$NLOKDSDC�NOSHNM�HM�SGD�@RRNBH@SDC�RSDO�VHMCNV��5GDQD
HR�MN�OQNFQ@LL@SHB�UDQHgB@SHNM�SG@S�XNT�ODQENQLDC�@�RSDO�

a 4SDO�MNS�@U@HK@AKD

"�RSDO�HR�TM@U@HK@AKD�TMSHK�XNT�BNLOKDSD�SGD�OQDUHNTR�RSDO��5GD�RSDO�HMCHB@SNQ�ATSSNM�CHROK@XR�@R�FQ@X�	NQ
CHLLDC
�VGDM�SGD�RSDO�HR�MNS�@U@HK@AKD�

4S@QSHMF�SGD�(THCDC�4DSTO�5NTQ
5GD(THCDC�4DSTO�5NTQRDQUDR�@R�@�BGDBJKHRS�SN�L@JD�RTQD�SG@S�XNT�BNMgFTQD�@KK�SGD�HLONQS@MS�RS@SHNM
BNLONMDMSR��3@SGDQ�SG@M�TRD�SGD�BGDBJKHRS
�XNT�B@M�BNMgFTQD�D@BG�BNLONMDMS�HMCHUHCT@KKX��5GD�@CU@MS@FD�NE
SGD�SNTQ�ENQ�gQRS�SHLD�TRDQR�HR�SG@S�TRHMF�HS�GDKOR�XNT�QDLDLADQ�VG@S�MDDCR�BNMgFTQHMF�

Prerequisites:
5GDShow Guided Tour OQNODQSX�HR�RDS�SNtrue HM�SGD$NMSQ$NMSQNKNKKDQ�.@HMSDM@MBDKDQ�.@HMSDM@MBDVHMCNV�	$NMSQ$NMSQNKNKKDQ�4DSTOKDQ�4DSTO�
.HRBDK.HRBDKK@MDNTRK@MDNTR� $NMSQ$NMSQNKNKKDQ�.@HMSDM@MBDKDQ�.@HMSDM@MBD�

��4SDO *E�SGD�SNTQ�CNDR�MNS�NODM�@TSNL@SHB@KKX
�XNT�B@M�RS@QS�HS�AX�BKHBJHMF�SGD(THCD(THCDATSSNM�@S�SGD�SNO�NE
SGD�UHDV�
5GD(THCDC�4DSTO�5(THCDC�4DSTO�5NTQNTQVHMCNV�NODMR�

��4SDO $NMgQL�SG@SPerform Guided Setup HR�DM@AKDC�@MC�BKHBJ0,0, �
5GD�A@BJFQNTMC�ENQ�SGD(THCD(THCDATSSNM�@S�SGD�SNO�NE�SGD�UHDV�STQMR�FQDDM�@MC�SGD�A@BJFQNTMC�NE
SGD�� HMCHB@SNQ�STQMR�VGHSD�SN�HMCHB@SD�SG@S�XNT�@QD�NM�4SDO����5GHR�HR�@M�HLONQS@MS�RSDO�ADB@TRD
SGHR�HR�VGDQD�XNT�RDS�TO�SGD�RS@SHNM�O@RRVNQC�ENQ�SGD�@CLHM�TRDQ�

��4SDO &MRTQD�SG@SGo to Change Password HR�DM@AKDC�@MC�BKHBJ0,0, �
5GD�VHY@QC�M@UHF@SDR�SN$NMSQ$NMSQNKNKKDQ�4DSTOKDQ�4DSTO� 6RDQ�.@M@FDLDMS6RDQ�.@M@FDLDMS
�@MC�NODMR�SGD1@RRVNQC UHDV�

��4SDO &MSDQ�SGD�BTQQDMS�O@RRVNQC
�BQD@SD�@�RSQNMF�MDV�O@RRVNQC
�@MC�BKHBJ4@UD4@UD�
5GD1@RRVNQ1@RRVNQC�$G@MFDCC�$G@MFDCVHMCNV�NODMR�

��4SDO $KHBJCNMDCNMD�
5GD�A@BJFQNTMC�NE�SGD�RSDO�� ATSSNM�@S�SGD�SNO�NE�SGD�UHDV�STQMR�XDKKNV�

��4SDO 5N�QDRS@QS�SGD�RS@SHNM
�BKHBJ0J0J �
5GD�RS@SHNM�QDRS@QSR��5GHR�BNTKC�S@JD�@�BNTOKD�LHMTSDR��*E�XNT�G@UD�SGD"OOKHB@SHNM�%HQDBSNQHM
8 NQJADMBGNODM
�XNT�B@M�V@SBG�HS�QDRS@QS��8GDM�4S@STR�QDONQSRRunning 
�XNT�B@M�KNF�HM�@F@HM�SN
SGD�RS@SHNM�TRHMF�SGD�VDA�6*�

��4SDO -NF�HM�SN�SGD�RS@SHNM�@MC
�SN�BNMSHMTD�SGD�QDRS�NE�SGD�(THCDC�4DSTO�5NTQ
�BKHBJ�RSDO�� �
5GD�SNTQ�NODMR�SGD4DSTO�/511K@SENQL4DQUHBD�54DSTO�/511K@SENQL4DQUHBD�5HLD4DQUDQRHLD4DQUDQRVHMCNV�

��4SDO $NMSHMTD�VHSG�SGD�QDRS�NE�SGD�RSDOR
�VGHBG�FTHCD�XNT�SN�

a 4SDO����"CC�$NMMDBSDC�.NCTKDR�VHSG�/DSVNQJ�%HRBNUDQX

a 4SDO����4DS�6O�4BGDCTKDR�ENQ�$@QC�"BBDRR

a 4SDO����4DS�6O�8HDF@MC�'NQL@SR

a 4SDO����$QD@SD�5DM@MSR

a 4SDO����$QD@SD�"BBDRR�3HFGSR

a 4SDOR��
����@MC�����4DS�6O�1DQRNMMDK�@MC�#@CFDR

a 4SDO�����$QD@SD�/DV�4XRSDL�6RDQR

5N�BNMSHMTD�@ESDQ�D@BG�RSDO
�BKHBJ�SGD�XDKKNV�RSDO�ATSSNM�

0MD�NE�SGD�NOSHNMR�VGDM�XNT�FDS�SN�RSDO����HR�4@UD�4XRSDL�$NMgFTQ@SHNM��8GDM�XNT�BKHBJ�4@UD
$NMgFTQ@SHNM�$NLOKDSD
�SGD�SNTQ�NODMR�SGD���SG�RSDO�ENQ�UHDVHMF�SGD�&MC�6RDQ�-HBDMRD
"FQDDLDMS�	&6-"
��4SDO����HR�ENQ�UHDVHMF�SGHQC�O@QSX�KHBDMRDR��*S�OQNUHCDR�SGD�NOSHNM�SNEnd
Guided Wizard Setup �

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD
(THCD
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�@MC
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.@QBG���
����� ���



��4SDO $KHBJEnd Guided Wizard Setup @MC�BKHBJ0,0, �
*E�XNT�BNMgFTQDC�OQNODQSHDR�@S�D@BG�RSDO�NE�SGD�SNTQ
�XNTQ�RS@SHNM�HR�VDKK�OQDO@QDC�SN�ADFHM
NODQ@SHNMR�

Result
5GD�QDRS�NE�SGHR�FTHCD�OQNUHCDR�S@RJR�HM�@�RHLHK@Q�NQCDQ�VHSG�SGD�DWBDOSHNM�NE�BQD@SHMF�ODQRNMMDK�QDBNQCR�@MC
A@CFDR
�VGHBG�@QD�CNBTLDMSDC�HM�SGD�(*030;@��(5(.,9A:��<0+, �

"ANTS�SGD�(THCDC�RDSTO�VHY@QC�5NNKA@Q
5GD�(THCD�5NNKA@Q�@OOD@QR
�AX�CDE@TKS
�SGD�gQRS�SHLD�XNT�KNF�HM�SN�SGD�RXRSDL�

5GHR�SNNKA@Q�HR�KNB@SDC�@S�SGD�SNO�NE�SGD�@OOKHB@SHNM�TRDQ�HMSDQE@BD�	NM�SGD�5HSKD�#@Q
�@MC�CHROK@XR�BNMSQNK�@MC
HMCHB@SNQ�ATSSNMR��5GDRD�BNMSQNKR�@MC�HMCHB@SNQR�@KKNV�XNT�SN�M@UHF@SD�@MC�UHRT@KKX�SQ@BJ�SGD�OQNFQDRR�NE�SGD
FTHCDC�RDSTO��5GD�ENKKNVHMF�KHRS�CDRBQHADR�D@BG�(THCD�5NNKA@Q�BNMSQNK�ATSSNM�

a 4S@QS�HMHSH@SDR�SGD�(THCDC�4DSTO�8HY@QC�AX�NODMHMF�SGD�(THCDC�4DSTO�8DKBNLD�VHMCNV��5GHR�ATSSNM
L@X�AD�VGHSD�NQ�FQDDM��VGHSD�HMCHB@SDR�SG@S�SGD�FTHCDC�RDSTO�OQNBDRR�G@R�MNS�RS@QSDC�XDS��(QDDM�HMCHB@SDR
SG@S�SGD�FTHCDC�RDSTO�OQNBDRR�G@R�RS@QSDC
�@MC�HR�MNS�XDS�BNLOKDSD�

a 4BQNKK�ATSSNMR�@QD�KNB@SDC�SN�SGD�KDES�@MC�QHFGS�NE�SGD4SDO�*MC4SDO�*MCHB@SNQHB@SNQATSSNMR��5GD�4BQNKK�ATSSNMR�LNUD�SGD
UHRHAKD�RSDO�HMCHB@SNQ�ATSSNMR�KDES�@MC�QHFGS�RN�SG@S�XNT�B@M�UHDV�@MX�RDS�NE�SGQDD�BNMSHFTNTR�ATSSNMR�

a 4SDO�*MC4SDO�*MCHB@SNQHB@SNQATSSNMR
�MTLADQDC�������NQ�����
�HMC HB@SD�SGD�RSDO�MTLADQ�@MC�VHMCNV��&@BG�ATSSNM�L@X
CHROK@X�@MX�NMD�NE�ENTQ�ONRRHAKD�BNKNQR�SN�HMCHB@SD�SGD�RS@STR�NE�SGD�@RRNBH@SDC�RSDO�

a 8GHSD�HMCHB@SDR�SG@S�SGHR�HR�SGD�MDWS�RSDO�SN�AD�S@JDM�

a : DKKNV�HMCHB@SDR�SG@S�SGD�RSDO�G@R�ADDM�HMHSH@SDC�ATS�MNS�BNLOKDSDC�

a (QDDM�HMCHB@SDR�SG@S�SGD�RSDO�G@R�ADDM�BNLOKDSDC�

a (Q@X�HMCHB@SDR�SG@S�SGD�RSDO�HR�MNS�@U@HK@AKD�

"ANTS�SGD�(THCDC�RDSTO�VHY@QC�VHMCNVR
(THCD�VHMCNVR�CHROK@X�VGDM�XNT�HMHSH@SD�@�RSDO�HM�SGD�(THCDC�4DSTO�8HY@QC�

Figur e 9. (THCD�5NNKA@Q�BNMSQNKR�@MC�HMCHB@SNQR
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&@BG�VHMCNV�G@R�@M�HMRSQTBSHNM@K�SHSKD�SG@S�CDRBQHADR�SGD�RSDO�@MC�SVN�NOSHNMR�

a Go to ... CHROK@XR�SGD�UHDV�@RRNBH@SDC�VHSG�SGD�MDWS�RSDO�SG@S�MDDCR�SN�AD�ODQENQLDC�HM�SGD�RDSTO�

a ... Completed CHROK@XR�SGD�VHMCNV�ENQ�SGD�MDWS�RSDO�HM�SGD�(THCDC�4DSTO�8HY@QC�

$NMEHFTQHMF�@�RDBTQD�AQNVRDQ�BNMMDBSHNM
4DBTQD�BNLLTMHB@SHNM�VHSG�SGD�AQNVRDQ�HR�BNMSQNKKDC�SGQNTFG�SGD�8DA�4DQUHBD�

Prerequisites:
: NT�@QD�TRHMF�SGD�8DA�6*�

��4SDO 5N�BNMgFTQD�@�RDBTQD�BNMMDBSHNM�SGQNTFG�@�AQNVRDQ
�@BBDRR�SGD�8DA�4DQUHBD�AX�BKHBJHMF$NMSQ$NMSQNKNKKDQKDQ
4DSTO4DSTO� .HRBDK.HRBDKK@MDNTRK@MDNTR� 88 DA�4DQUHBDDA�4DQUHBD�

Figur e 10. (THCD�VHMCNV

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD
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5GD�8DA�4DQUHBD�OQNODQSHDR�S@A�NODMR�

��4SDO 4DSHttp Enabled SNfalse 
 Https Enabled SNtrue 
�@MCHttps Only SNtrue �
*E�XNT�@QD�TOFQ@CHMF�XNTQ�HMRS@KK@SHNM
�XNT�L@X�G@UD�ONHMSDQR�SN�NKC�)SSO�ONQSR��8GDMHttps Only
HR�RDS�SNtrue 
�SGD�RXRSDL�@TSNL@SHB@KKX�QDCHQDBSR�@MX�)SSO�BNMMDBSHNMR�SN�RDBTQD�BNMMDBSHNMR
	)SSOR
��5GHR�R@UDR�G@UHMF�SN�L@MT@KKX�BG@MFD�D@BG�NBBTQQDMBD�NE�@M�)SSO�ONQS�HM�KDF@BX
HMRS@KK@SHNMR�

��4SDO $G@MFDHttps Cert SN�HCDMSHEX�SGD�QNNS�$"�RHFMDC�RDQUDQ�BDQSHgB@SD�XNT�BQD@SDC�ENQ�SGHR
OK@SENQL�RS@SHNM
�@MC�BKHBJ4@UD4@UD�
8GDM�XNT�DM@AKD�)SSOR�HM�SGD�8DA�4DQUHBD
�SGD�RXRSDL�@TSNL@SHB@KKX�DM@AKDR�'NWR�HM�SGD�'NW
4DQUHBD�

��4SDO *E�XNT�CHC�MNS�HLONQS�SGD�BNLO@MX^R�QNNS�BDQSHgB@SD�HMSN�SGD�AQNVRDQ^R�SQTRS�RSNQD
�FN�A@BJ�SN�SGD
#,*<9,��644<50*(;065 BG@OSDQ�@MC�RDS�HS�TO�

Result
"MX�BNLLTMHB@SHNM�TRHMF�SGD�AQNVRDQ�HR�RDBTQD�

$NMEHFTQHMF�SGD�OK@SENQL�RS@SHNM^R�MDSVNQJ�BNMMDBSHNM
&RS@AKHRGHMF�SGD�BNMMDBSHNM�ADSVDDM�SGD�BNMSQNKKDQ�OK@SENQL�RS@SHNM�@MC�SGD�KNB@K�@QD@�MDSVNQJ�HMUNKUDR
BNMgFTQHMF�SGD�ONQS�@MC�BNMMDBSHNM�RDBTQHSX�

$NMSQNKKDQ�RDSTO
�TRDQR
�@BBDRR�QHFGSR
�@MC
RBGDCTKDR
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Prerequisites:
: NT�L@CD�@�AQNVRDQ�BNMMDBSHNM�SN�SGD�BNMSQNKKDQ�@MC�@QD�TRHMF�SGD�VDA�6*�

��4SDO 5N�@BBDRR�BNMMDBSHNMR
�BKHBJ$NMSQ$NMSQNKNKKDQ�4DSTOKDQ�4DSTO� 3DLNSD�%DUHBDR3DLNSD�%DUHBDR� 4S@S4S@SHNM�.@M@FDQHNM�.@M@FDQ
�@MC�BKHBJ�SGD
RDSSHMFR�HBNM�	
�
5GD4DSS4DSSHMFRHMFRVHMCNV�NODMR�

��4SDO $NMgFTQD�SGD�RS@SHNM^RFox Port NQFoxs Port A@RDC�NM�VGDSGDQ�NQ�MNS�SGD�BNMgFTQ@SHNM
QDPTHQDR�RDBTQHSX�@MC�ENW�RSQD@LHMF�
*E�XNTQ�BNMgFTQ@SHNM�TRDR�ENW�RSQD@LHMF�ENQ�UHCDN
�SGHR�ONQS�	'NW�NQ�'NWR
�RGNTKC�AD�CHEEDQDMS�EQNL
SGD�ONQS�TRDC�SN�BNMMDBS�@�UHCDN�CDUHBD�	B@LDQ@
�%73
�/73�NQ�RDQUDQ
�SN�SGD�MDSVNQJ��*E�XNTQ
BNMgFTQ@SHNM�CNDR�MNS�TRD�ENW�RSQD@LHMF
�SGHR�ONQS�RGNTKC�AD�SGD�R@LD�@R�SGD�ONQS�TRDC�SN
BNMMDBS�SGD�UHCDN�CDUHBD�

��4SDO 5N�BNMSHMTD�BNMgFTQHMF�@�RDBTQD�BNMMDBSHNM
�BNMgQL�SGD�ENKKNVHMF�BNMgFTQ@SHNM�

��4SDO 'NQFoxs Cert 
�DMSDQ�SGD�OK@SENQL�RS@SHNM^R�RDQUDQ�BDQSHgB@SD�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD
(THCD
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Foxs Cert HR�SGD�K@RS�OQNODQSX�HM�SGD4DSS4DSSHMFRHMFRVHMCNV�

5GDtridium BDQSHgB@SD�HR�SGD�CDE@TKS
�RDKE�RHFMDC�BDQSHgB@SD��'NQ�L@WHLTL�RDBTQHSX�RSNQD�@
TMHPTD�RDQUDQ�BDQSHgB@SD�HM�D@BG�BNMSQNKKDQ�RS@SHNM^R6RDQ�,DX�4SNQDSG@S�V@R�RHFMDC�AX�@�QNNS�$"
BDQSHgB@SD�HM�SGD6RDQ�5QTRS�4SNQD�

%DEHMHMF�@�CHROK@X�M@LD�ENQ�@�BNMSQNKKDQ�RS@SHNM
&UDQX�RS@SHNM�NM�SGD�MDSVNQJ�QDPTHQDR�@�TMHPTD�*1�"CCQDRR��*M�@CCHSHNM�SN�SGHR�@CCQDRR�	@�RDQHDR�NE�MTLADQR


D@BG�RS@SHNM�B@M�G@UD�@�TMHPTD�%HROK@X�/@LD�@MC�@�TMHPTD�4S@SHNM�/@LD��5GD�RS@SHNM^R�%HROK@X�/@LD�@CCR�@M
D@RHKX�TMCDQRSNNC�SDWS�M@LD��*SR�4S@SHNM�/@LD�B@M�AD�LNQD�SDBGMHB@K�TRHMF�HMCTRSQX�@AAQDUH@SHNMR
�@BQNMXLR

@MC�K@ADKR��*E�SGD�RXRSDL�G@R�@�RHMFKD�BNMSQNKKDQ
�SGD�CDE@TKS�4S@SHNM�/@LD�HR�RTEgBHDMS��*M�@�BNLO@MX�VHCD
HMRS@KK@SHNM
�@�ADRS�OQ@BSHBD�HR�SN�FHUD�D@BG�RS@SHNM�	BNMSQNKKDQ�@MC�4TODQUHRNQ
�LD@MHMFETK�M@LDR�SG@S�BNMENQL
SN�@�RS@MC@QC�M@LHMF�BNMUDMSHNM�

��4SDO $KHBJ$NMSQ$NMSQNKNKKDQ�4DSTOKDQ�4DSTO� .HRBDK.HRBDKK@MDNTRK@MDNTR� /DSVNQJ�5$1�*1�4DSS/DSVNQJ�5$1�*1�4DSSHMFRHMFR�

��4SDO &MSDQ�@�CDRBQHOSHUDStation Display Name @MC�@System Display Name �
5GDSystem Display Name QDEDQR�SN�SGD�VGNKD�HMRS@KK@SHNM��0ESDM
�SGHR�HR�SGD�BNLO@MX�M@LD�NQ
RXRSDL�M@LD�ENQ�SGD�VGNKD�BNLO@MX��5GDRD�M@LDR�RGNTKC�CHEEDQDMSH@SD�BNMSQNKKDQR�EQNL�NMD
@MNSGDQ�@MC�EQNL�NMD�NQ�LNQD�4TODQUHRNQ�RS@SHNMR�

��4SDO $KHBJ�SGD"OOKX�$G@MFDR�@MC�3DANNS"OOKX�$G@MFDR�@MC�3DANNSATSSNM��"KKNV�SGD�OK@SENQL�SN�QDRS@QS�

4DSSHMF�SGD�C@SD�@MC�SHLD
5GHR�OQNBDCTQD�BNMgFTQDR�SGD�OK@SENQL�C@SD�@MC�SHLD���#NSG�OK@SENQLR�	4TODQUHRNQ�@MC�BNMSQNKKDQ
�QDPTHQD�SGHR
BNMgFTQ@SHNM�RSDO�

Prerequisites:
: NT�@QD�VNQJHMF�HM�VDA�6*�

��4SDO &WO@MC$NMSQ$NMSQNKNKKDQ�	4XRSDL
�4DSTOKDQ�	4XRSDL
�4DSTO� .HRBDK.HRBDKK@MDNTRK@MDNTR
�@MC�BKHBJ4XRSDL�%@SD�54XRSDL�%@SD�5HLDHLD�

��4SDO $KHBJ�SGD�BGDBJ�ANW�MDWS�SN$G@MFD�4XRSDL�5$G@MFD�4XRSDL�5HLDHLD�
5GD�RNESV@QD�V@QMR�XNT�SG@S�R@UHMF�SHLD�YNMD�BG@MFDR�QDPTHQDR�@�OK@SENQL�QDRS@QS��5GD�RXRSDL
QDPTHQDR�SGHR�QDRS@QS�DUDM�HE�SGD�SHLD�CHEEDQDMSH@K�CNDR�MNS�BG@MFD��'NQ�DW@LOKD
�BG@MFHMF�EQNL
"LDQHB@�/DV�:NQJ�SN�"LDQHB@�5NQNMSN�QDPTHQDR�@�QDRS@QS
�DUDM�SGNTFG�SGD�BTQQDMS�SHLD�L@X�AD
SGD�R@LD�HM�ANSG�OK@BDR�

��4SDO 5N�@BSHU@SD�SGD�C@SD�@MC�SHLD�OQNODQSHDR
�BKHBJ0J0J �

$NMSQNKKDQ�RDSTO
�TRDQR
�@BBDRR�QHFGSR
�@MC
RBGDCTKDR

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD
(THCD

��� .@QBG���
�����



��4SDO $NMgFTQD�SGD�OQNODQSHDR�@MC�BKHBJ4@UD4@UD�
5GD�4TODQUHRNQ�1$�NQ�QDLNSD�BNMSQNKKDQ�QDRS@QSR�

6RDQ�L@M@FDLDMS
"�TRDQ�B@M�AD�@�ODQRNM�VGN�BNMgFTQDR�@MC�L@M@FDR�@�RS@SHNM�NQ�@�RNESV@QD�OQNFQ@L�SG@S�@BBDRRDR�@�RS@SHNM
VHSGNTS�QDPTHQHMF�GTL@M�HMSDQUDMSHNM�	L@BGHMD�SN�L@BGHMD�TRDQ
��5GD�ODQRNMMDK�ETMBSHNM�CNDR�MNS�L@M@FD
TRDQR
�@MC�TRDQ�M@LDR�@QD�MNS�SGD�R@LD�@R�ODQRNM�M@LDR��1DQRNMR�@BBDRR�SGD�ATHKCHMF��6RDQR�@BBDRR�SGD�RXRSDL
SG@S�L@M@FDR�SGD�ATHKCHMF�

6RDQ�L@M@FDLDMS�HMUNKUDR�DCHSHMF�SGD�CDE@TKS�TRDQR�OQNUHCDC�AX�SGD�RXRSDL�@MC�BQD@SHMF�@CCHSHNM@K�TRDQR�@R
MDDCDC��6RDQ�BNMgFTQ@SHNM�RDSR�TO�BQDCDMSH@KR
�@TSGDMSHB@SHNM�RBGDLD
�GNLD�O@FD
�BDKK�OGNMD�MTLADQ
�@MC
NSGDQ�OQNODQSHDR�

$QD@SHMF�@�NAHW�TRDQ�SN�@BBDRR�@�RS@SHNM�UH@�SGD�0AHW�/DSVNQJ�HR�@M�DW@LOKD�NE�RDSSHMF�TO�@�L@BGHMD�SN�
L@BGHMD�TRDQ��5GHR�TRDQ�QDPTHQDR�SGDHTTPBasicScheme @MC�HR�NESDM�FHUDM�SGD�TRDQ�M@LD��NAHW�

3NKDR
3NKDR�CDgMD�@�RDS�NE�ODQLHRRHNMR�NQ�OQHUHKDFDR�SG@S�BNMSQNK�SGD�RXRSDL�ETMBSHNMR�@U@HK@AKD�SN�RODBHgB�TRDQR��"
TRDQ�L@X�G@UD�LTKSHOKD�QNKDR��&UDQX�TRDQ�MDDCR�@S�KD@RS�NMD�QNKD�

5GD�RXRSDL�OQNUHCDR�CDE@TKS�QNKDR�ENQ�VGHBG�ODQLHRRHNMR�@QD�@KQD@CX�BNMgFTQDC�

a 5GD�+405 QNKD�G@R�ETKK�RXRSDL�OQHUHKDFDR�@MC�B@M�RDD�@KK�UHDVR�@MC�@CLHMHRSQ@SNQ�NMKX�ETMBSHNMR�HMBKTCHMF
SGNRD�HMUNKUHMF�BNMSQNKKDQ�RDSTO
�MDSVNQJ�CHRBNUDQX
�@MC�NAIDBS�KHMJHMF�

a 5GD�(+.,� 7,9(;69 QNKD�L@X�G@MCKD�NMKX�A@CFD�@CLHMHRSQ@SHNM
�UHDV�QDONQSR�@MC�BQD@SD�BTRSNL�QDONQSR

ATS�B@MMNS�BNMgFTQD�OQNODQSHDR
�UHDV�NQ�@BJMNVKDCFD�@K@QLR�

a 5GD�(05;,5(5*, QNKD�HMBKTCDR�SGD�@AHKHSX�SN�UHDV�G@QCV@QD�QDONQSR�@MC�ODQENQL�RXRSDL�L@HMSDM@MBD
S@RJR
�RTBG�@R�BNMgFTQHMF�QDLNSD�BNMSQNKKDQR
�BQD@SHMF�@MC�TOC@SHMF�FQ@OGHBR
�@R�VDKK�@R�@CCHMF�@MC
DCHSHMF�TRDQ�QNKD�HMENQL@SHNM�

a 5GD�OQHL@QX�S@RJ�NE�SGD 7,9(;69 QNKD�HR�SN�LNMHSNQ�@MC�@BJMNVKDCFD�@K@QLR�TRHMF�SGD�@K@QL�BNMRNKD��5GD
NODQ@SNQ�B@M�UHDV
�ATS�MNS�DCHS
�BDQS@HM�NSGDQ�RXRSDL�@MC�ODQRNMMDK�QDONQSR�

a 5GD!,9:655,3��(5(.,4,5; QNKD�OQNUHCDR�@BBDRR�SN�SDM@MS�@MC�ODQRNMMDK�UHDVR��5GHR�TRDQ�B@M�DCHS
ODQRNMMDK�@MC�A@CFD�L@M@FDLDMS�OQNODQSHDR�@MC�G@R�QD@C�NMKX�@BBDRR�SN�@BBDRR�QHFGS�@MC�SDM@MS
L@M@FDLDMS�OQNODQSHDR�

5GD�ENKKNVHMF�S@AKDR�RTLL@QHYD�SGD�ED@STQDR�D@BG�CDE@TKS�QNKD�B@M�@BBDRR�

Table 14. .NMHSNQHMF

Role:

'TMBSHNM� Admin Badge
Operator Maintenance Operator Personnel

Management

"K@QL�$NMRNKD 9 9 9 9

"BSHUHSX�.NMHSNQ 9 9 9 9

7HCDN�.NMHSNQHMF
�4TQUDHKK@MBD�7HDVDQ 9 9 9

7HCDN�.NMHSNQHMF
�1K@XA@BJ�7HDVDQ 9 9 9

Table 15. 1DQRNMMDK

Role:

'TMBSHNM� Admin Badge
Operator Maintenance Operator Personnel

Management

1DNOKD 9 9 9 9 9

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD
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�TRDQR
�@BBDRR�QHFGSR
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Role:

'TMBSHNM� Admin Badge
Operator Maintenance Operator Personnel

Management

#@CFDR 9 9 9 9 9

"BBDRR�3HFGSR 9 9 9 9 9

5DM@MSR 9 9 9 9 9

"CCHSHNM@K�1DQRNMMDK�%@S@ 9 9 9 9

Table 16. 3DONQSR

Role:

'TMBSHNM� Admin Badge
Operator Maintenance Operator Personnel

Management

"BBDRR�)HRSNQX 9 9 9 9

"K@QL�)HRSNQX 9 9 9 9

*MSQTRHNM�)HRSNQX 9 9 9 9

"SSDMC@MBD�)HRSNQX 9 9 9 9

"TC HS�)HRSNQX 9 9 9 9

-NF�GHRSNQX 9 9 9 9

)@QCV@QD�3DONQSR
�%NNQR 9 9 9

)@QCV@QD�3DONQSR
�3D@CDQR 9 9 9

)@QCV@QD�3DONQSR
�*MOTSR 9 9 9

)@QCV@QD�3DONQSR
�0TSOTSR 9 9 9

)@QCV@QD�3DONQSR
�&KDU@SNQR�	BNMSQNKKDQ�NMKX
 9 9 9

)@QCV@QD�3DONQSR
�3DLNSD�.NCTKDR 9 9 9

)@QCV@QD�3DONQSR
�*MSQTRHNM�%HROK@XR 9 9 9

)@QCV@QD�3DONQSR
�#"$MDS�1NHMSR 9 9

-%"1�"TC HS�)HRSNQX 9 9 9

.HRBDKK@MDNTR�3DONQSR
�1DQRNM�"BBDRR�3HFGS�3DONQS9 9 9 9

.HRBDKK@MDNTR�3DONQSR
�1DQRNM�3D@CDQ�3DONQS 9 9 9 9

.HRBDKK@MDNTR�3DONQSR
�"BBDRR�3HFGS�3D@CDQ�3DONQS9 9 9 9

.HRBDKK@MDNTR�3DONQSR
�1DQRNMMDK�$G@MFDR 9 9 9 9

Table 17. $NMSQNKKDQ�	4XRSDL
�4DSTO

Role:

'TMBSHNM� Admin Badge
Operator Maintenance Operator Personnel

Management

4BGDCTKDR
�4BGDCTKDR 9 9 9 9

4BGDCTKDR
�$@KDMC@Q�4BGDCTKDR 9 9 9 9

6RDQ�.@M@FDLDMS
�6RDQR 9 9 9

6RDQ�.@M@FDLDMS
�3NKDR 9 9 9

6RDQ�.@M@FDLDMS
�$G@MFD�1@RRVNQC 9 9 9 9 9

#@BJTOR 9

Table 18. $NMSQNKKDQ�	4XRSDL
�4DSTO
�3DLNSD�%DUHBDR

Role:

'TMBSHNM� Admin Badge
Operator Maintenance Operator Personnel

Management

3DLNSD�%QHUDQR 9 9 9

3DLNSD�.NCTKDR
�3DLNSD�.NCTKD�4DSTO�	BNMSQNKKDQ�NMKX
 9 9 9

$NMSQNKKDQ�RDSTO
�TRDQR
�@BBDRR�QHFGSR
�@MC
RBGDCTKDR
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Role:

'TMBSHNM� Admin Badge
Operator Maintenance Operator Personnel

Management

3DLNSD�.NCTKDR
�3DLNSD�.NCTKD�*CDMSHgB@SHNM�	BNMSQNKKDQ�NMKX
9 9 9

3DLNSD�.NCTKDR
�"BBDRR�/DSVNQJ�4DSTO�	BNMSQNKKDQ�NMKX
 9 9 9

/H@F@Q@*MSDFQ@SHNM�*%R 9 9 9

#"$MDS�/DSVNQJ�	BNMSQNKKDQ�NMKX
 9 9 9

#"$MDS�#%5�.@M@FDQ�	BNMSQNKKDQ�NMKX
 9 9 9

4S@SHNM�.@M@FDQ 9 9 9

$DQSHgB@SD�.@M@FDQ 9 9 9

Table 19. $NMSQNKKDQ�	4XRSDL
�4DSTO
�"BBDRR�4DSTO

Role:

'TMBSHNM� Admin Badge
Operator Maintenance Operator Personnel

Management

"BBDRR�;NMDR 9 9 9 9

$@QC�'NQL@SR 9 9 9 9

"BBDRR�$NMSQNK�4DSTO 9 9 9 9

"CCHSHNM@K�1DQRNMMDK�&MSQX 9 9

Table 20. $NMSQNKKDQ�	4XRSDL
�4DSTO
�*MSQTRHNM�4DSTO

Role:

'TMBSHNM� Admin Badge
Operator Maintenance Operator Personnel

Management

*MSQTRHNM�1*/R 9 9 9

*MSQTRHNM�;NMDR 9 9 9

*MSQTRHNM�%HROK@XR�	BNMSQNKKDQ�NMKX
 9 9 9

Table 21. $NMSQNKKDQ�	4XRSDL
�4DSTO
�"K@QL�4DSTO

Role:

'TMBSHNM� Admin Badge
Operator Maintenance Operator Personnel

Management

"K@QL�$K@RRDR 9 9 9 9

"K@QL�*MRSQTBSHNMR 9 9 9 9

"K@QL�$NTMS�3DK@XR�	BNMSQNKKDQ�NMKX
 9 9 9

&L@HK�"BBNTMSR 9 9 9 9

&L@HK�3DBHOHDMSR 9 9 9 9

4S@SHNM�3DBHOHDMSR�	BNMSQNKKDQ�NMKX
 9 9 9

1NVDQ�"K@QL�4DSTO�	BNMSQNKKDQ�NMKX
 9 9 9

"K@QL�$NMRNKDR 9 9 9 9

"K@QL�&WSDMRHNMR 9 9 9 9

Table 22. $NMSQNKKDQ�	4XRSDL
�4DSTO
�.HRBDKK@MDNTR

Role:

'TMBSHNM� Admin Badge
Operator Maintenance Operator Personnel

Management

,DXO@C�$NMgFTQ@SHNM 9 9

1%'�4SXKDR 9 9 9

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD
(THCD
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Role:

'TMBSHNM� Admin Badge
Operator Maintenance Operator Personnel

Management

-HBDMRD�.@M@FDQ 9 9

/DSVNQJ�5$1�*1�4DSSHMFR 9

$NMSQNKKDQ�.@HMSDM@MBD�	BNMSQNKKDQ�NMKX
 9 9 9

(Q@OGHBR
�(Q@OGHBR�.@M@FDLDMS 9 9 9 9

(Q@OGHBR
�*L@FDR 9 9 9 9

(Q@OGHBR
�/@UHF@SHNM�(QNTOR 9 9 9 9

4DQUDQ�.@HMSDM@MBD�	4TODQUHRNQ�NMKX
 9 9 9

$NMgFTQD�%@S@A@RD 9 9 9

8 DA�4DQUHBD 9 9

3DOKHB@SHNM�4DQUHBD�	4TODQUHRNQ�NMKX
 9 9

+NAR 9 9 9

4XRSDL�%@SD�5HLD 9 9

&MC�6RDQ�-HBDMRD�"FQDDLDMS 9 9

5GHQC�1@QSX�-HBDMRDR 9 9

5HLD4DQUDQR�4DSSHMFR 9 9

Table 23. $NMSQNKKDQ�	4XRSDL
�4DSTO
�5GQD@S�-DUDKR

Role:

'TMBSHNM� Admin Badge
Operator Maintenance Operator Personnel

Management

5GQD@S�-DUDK�(QNTOR 9 9 9 9

5GQD@S�-DUDK�4DSTO 9 9 9 9

1DQLHRRHNMR
1DQLHRRHNMR�@QD�SGD�OQNODQSHDR�NE�QNKD�B@SDFNQHDR�SG@S�B@M�AD�BNMgFTQDC�

: NT�B@M�FQ@MS�NQ�CDMX�ODQLHRRHNMR�ENQ�D@BG�B@SDFNQX�SG@S�HR�@U@HK@AKD�SN�@�QNKD�AX�RDKDBSHMF�NQ�BKD@QHMF�SGD
@OOQNOQH@SD�NOSHNM�ANW�ENQ�SG@S�ODQLHRRHNM��5GD�ENKKNVHMF�KHRS�CDRBQHADR�D@BG�ODQLHRRHNM�SXOD�

a 3D@C�@KKNVR�SGD�TRDQ�SN�UHDV�HMENQL@SHNM�NE�SGHR�B@SDFNQX�SXOD��*E�SGHR�ODQLHRRHNM�HR�CDMHDC
�SGD�TRDQ�B@MMNS
RDD�HMENQL@SHNM�SG@S�HR�@RRHFMDC�SN�SGHR�B@SDFNQX�

a 8 QHSD�@KKNVR�SGD�TRDQ�SN�UHDV�@MC�LNCHEX�HMENQL@SHNM�NE�SGHR�B@SDFNQX�SXOD��*E�SGHR�ODQLHRRHNM�HR�CDMHDC
�SGD
TRDQ�L@X�AD�@AKD�SN�RDD�HMENQL@SHNM�SG@S�HR�@RRHFMDC�SN�SGHR�B@SDFNQX�	HE�3D@C�ODQLHRRHNM�HR�FQ@MSDC
�ATS�MNS
LNCHEX�HS�

a *MUNJD�QDK@SDR�SN�B@KKHMF�NQ�@BSHU@SHMF�@�BNLL@MC�NQ�RTAQNTSHMD��%DODMCHMF�NM�SGD�BNMSDWS
�@M�HMUNJD�HR

Figur e 11. 1DQLHRRHNMR�HM�&CHS�3NKD�UHDV

$NMSQNKKDQ�RDSTO
�TRDQR
�@BBDRR�QHFGSR
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RNLD�RNQS�NE�@BSHNM
�RTBG�@R�@�OHMF
�TOC@SD
�NUDQQHCD
�NQ�CNNQ�TMKNBJ�@BSHNM��%HEEDQDMS�@BSHNMR�@QD�@U@HK@AKD
@MC�A@RDC�NM�SGD�BNLONMDMS
�@MC�L@MX�G@UD�MN�@BSHNMR�@U@HK@AKD�

8GDM�@M�HMUNJD�ODQLHRRHNM�HR�FQ@MSDC�ENQ�@�BDQS@HM�B@SDFNQX
�SGD�TRDQ�B@M�HMHSH@SD�@M�@U@HK@AKD�@BSHNM�NM
SGD�BNLONMDMSR�@RRHFMDC�SN�SGD�B@SDFNQX��*E�@M�HMUNJD�ODQLHRRHNM�HR�CDMHDC
�SGD�TRDQ�B@MMNS�S@JD�@MX
@BSHNM�NM�@�BNLONMDMS�SG@S�HR�@RRHFMDC�SN�SGHR�B@SDFNQX�

'NQ�DW@LOKD
�@�TRDQ�VHSG�"K@QL�$NMRNKD�HMUNJD�ODQLHRRHNM�B@M�ENQBD�BKD@Q�@M�@K@QL��8HSG�NMKX�QD@C�@MC
VQHSD�ODQLHRRHNM
�@�TRDQ�B@M�@BJMNVKDCFD�@K@QLR
�UHDV�@MC�DCHS�@K@QL�MNSDR�@MC�CDS@HKR
�ATS�B@MMNS�ENQBD
BKD@Q�

'NQ�DW@LOKD
�@�ODQRNMMDK�L@M@FDQ�QDPTHQDR�LTKSHOKD�QNKD�ODQLHRRHNMR�

"�1DQRNMMDK�.@M@FDLDMS�QNKD�HMBKTCDR�SGD�ENKKNVHMF�ODQLHRRHNMR�@RRHFMLDMSR�

a #@CFD�.@M@FDLDMS��3D@C
�8QHSD
�*MUNJD

a 1DQRNMMDK�.@M@FDLDMS��3D@C
�8QHSD
�*MUNJD

a "BBDRR�3HFGSR��3D@C

a 5DM@MS�.@M@FDLDMS��3D@C

$QD@SHMF�	DCHSHMF
�@�TRDQ�QNKD
"�QNKD�@RRHFMDC�SN�@�TRDQ�	@R�SG@S�TRDQ^R�NMKX�QNKD
�BNMSQNKR�VG@S�@�TRDQ�L@X�UHDV
�RTBG�@RODQRNMMDK
 A@CFD@MC
@BBDRR�QHFGSRUHDVR��5XOHB@KKX
�VGDM�XNT�@RRHFM�@�QNKD
�XNT�@KRN�BGNNRD�SGDPersonnel Entry Access Profile
ENQ�SGDProfile OQNODQSX�NM�SGD6RDQS@A��'NQ�BNMUDMHDMBD
�XNT�L@X�TRD�@�ODQRNMMDK�L@M@FDLDMS�QNKD�SN�gKSDQ
UHDVR�RN�SG@S�NMKX�ODQRNMMDK�L@M@FDLDMS�UHDVR�@QD�@U@HK@AKD�SN�@�TRDQ�

Prerequisites:
: NT�@QD�VNQJHMF�HM�@�4TODQUHRNQ�RS@SHNM�

��4SDO 'QNL�SGD�L@HM�LDMT
�BKHBJ4XRSDL�4DSTO4XRSDL�4DSTO� 6RDQ�.@M@FDLDMS6RDQ�.@M@FDLDMS� 3NKDR3NKDR�

��4SDO 5N�NODM�SGD"CC�/DV�3NKD UHDV�BKHBJ�SGD�"CC�ATSSNM�	 
�@S�SGD�SNO�NE�SGD�UHDV�

Figur e 12. 1DQLHRRHNMR�FQ@MSDC�SN�@�ODQRNMMDK�L@M@FDQ
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5GD�@CC�MDV�QNKD�UHDV�NODMR��5GDRole Name OQNODQSX�@OOD@QR�@ANUD�SGD�S@AADC�@QD@�

��4SDO 6RD�SGDRole Name OQNODQSX�SN�@RRHFM�@�TMHPTD�M@LD�SN�SGD�QNKD�

��4SDO 'HKK�HM�SGDPermissions ANWDR�SN�@RRNBH@SD�VHSG�SGD�QNKD�@MC�BKHBJ4@UD4@UD�

$NMSQNKKDQ�RDSTO
�TRDQR
�@BBDRR�QHFGSR
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RBGDCTKDR
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(THCD

$NMSQNKKDQ�RDSTO
�TRDQR
�@BBDRR�QHFGSR
�@MC
RBGDCTKDR

.@QBG���
����� ���
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�TRDQR
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/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD
(THCD

��� .@QBG���
�����



*M�SGHR�DW@LOKD
�@�1DQRNMMDK�.@M@FDLDMS�QNKD�HMBKTCDR�SGD�ENKKNVHMF�ODQLHRRHNMR�@RRHFMLDMSR�

a #@CFD�.@M@FDLDMS��3D@C
�8QHSD
�*MUNJD�

a 1DQRNMMDK�.@M@FDLDMS��3D@C
�8QHSD
�*MUNJD�

a "BBDRR�3HFGSR��3D@C�

a 5DM@MS�.@M@FDLDMS��3D@C�

CAUTION: #D�B@QDETK�VHSG�RDKDBSHMFSuper User ��"�ODQRNM�VHSG�SGHR�QNKD�G@R�@BBDRR�SN�SGD�DMSHQD
RXRSDL�

$QD@SHMF�	DCHSHMF
�@�TRDQ�@MC�@RRHFMHMF�@�QNKD
5GD�SDQL�TRDQ�QDEDQR�SN�RNLDNMD�VGN�HR�@TSGNQHYDC�SN�L@M@FD�@MC�BNMgFTQD�SGD�RXRSDL��"�TRDQ�HR�@KRN�@
ODQRNM�HM�SGD�RXRSDL��0SGDQ�ODNOKD�VGN�TRD�SGD�RXRSDL�SN�@BBDRR�SGD�ATHKCHMF�@QD�ODQRNMR
�MNS�TRDQR�

Prerequisites:
3NKDR�G@UD�ADDM�BQD@SDC��:NT�@QD�TRHMF�SGD�VDA�6*�SN�BQD@SD�@�TRDQ�HM�SGD�BNMSQNKKDQ�RS@SHNM�

��4SDO 'QNL�SGD�L@HM�LDMT
�BKHBJ$NMSQ$NMSQNKNKKDQ�4DSTOKDQ�4DSTO� 6RDQ�.@M@FDLDMS6RDQ�.@M@FDLDMS� 6RDQR6RDQR
�@MC�CN�NMD�NE�SGD
ENKKNVHMF�

a 5N�BQD@SD�@�MDV�TRDQ
�BKHBJ�SGD"CC"CC ATSSNM�@S�SGD�SNO�NE�SGD�UHDV�SN�BQD@SD�@�MDV�TRDQ�SXOD�

a 5N�DCHS�@KK�OQNODQSHDR�ENQ�@M�DWHRSHMF�TRDQ
�CNTAKD�BKHBJ�SGD�TRDQ�QNV�HM�SGD�S@AKD�

a 5N�DCHS�RDKDBSDC�OQNODQSHDR
�QHFGS�BKHBJ�SGD�TRDQ�QNV�HM�SGD�S@AKD�@MC�BKHBJRenameNQ�SGD
2THBJ�&CHS�ATSSNM�	


�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD
(THCD

$NMSQNKKDQ�RDSTO
�TRDQR
�@BBDRR�QHFGSR
�@MC
RBGDCTKDR

.@QBG���
����� ���



��4SDO &MSDQ�SGDUser Name @S�SGD�SNO�NE�SGD�UHDV�@ANUD�SGD4@UD4@UDATSSNM�
5GHR�HR�SGDUser Name O@QS�NE�SGD�KNF�HM�BQDCDMSH@K�

��4SDO &MSDQ�@MC�BNMgQL�SGDPassword �
'NQ�SGD�)SSOR�@TSGDMSHB@SHNM�TRDQ
�SGHR�HR�SGD�O@RRVNQC�CDgMDC�HM�D@BG�QDRODBSHUD�@OOKHB@SHNM��*E
XNT�MDDC�SN�BNMgFTQD�SGDRD�@OOR
�XNT�L@X�DCHS�SGDHQ�TRDQR�K@SDQ�SN�OQNUHCD�BQDCDMSH@KR�
0SGDQVHRD
�SGD�@OOR�VHKK�MNS�BNMMDBS�SN�SGD�RS@SHNM�C@S@A@RD�

��4SDO $NMgFTQD�NSGDQ�OQNODQSHDR
�HMBKTCHMFHome�
HomeBNMgFTQDR�SGD�HMHSH@K�UHDV�SGD�TRDQ�RDDR�@ESDQ�SGDX�KNF�HM��'NQ�DW@LOKD
�SGD�6*�L@X�NODM�SN
SGD�"K@QL�$NMRNKD�ENQ�@M�NODQ@SNQ�

��4SDO $KHBJ�SGD3NKDRS@A�

$NMSQNKKDQ�RDSTO
�TRDQR
�@BBDRR�QHFGSR
�@MC
RBGDCTKDR

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD
(THCD

��� .@QBG���
�����



5GD�@RRHFMDC�@MC�TM@RRHFMDC�QNKDR�UHDV�NODMR�

��4SDO 5N�UHDV�SGD�KHRS�NE6M@RRHFMDCQNKDR
�BKHBJ�SGD�"RRHFM�.NCD�ATSSNM�	
�

��4SDO 4DKDBS�@M�TM@RRHFMDC�QNKD�@MC�BKHBJ�SGD�"RRHFM�ATSSNM�	
�
5GD�RXRSDL�@RRHFMR�SGD�QNKD�SN�SGD�TRDQ�OQNUHCDC�SG@S�SGD�QNKD�@RRHFMDC�SN�SGD�BTQQDMS�TRDQ
HMBKTCDR�@CDPT@SD�ODQLHRRHNMR��:NT�B@MMNS�@RRHFM�@�QNKD�SN�SGD�BTQQDMSKX�KNFFDC�HM�TRDQ��*M�NSGDQ
VNQCR
�@�BTQQDMSKX�KNFFDC�HM�TRDQ�B@MMNS�BG@MFD�SGDHQ�NVM�QNKD�@RRHFMLDMSR�

��4SDO 5N�DCHS�SGD�ODQLHRRHNMR�@RRNBH@SDC�VHSG�SGD�@RRHFMDC�QNKD
�CNTAKD�BKHBJ�SGD�QNKD�HM�SGD"RRHFMDC
O@MD
�BG@MFD�ODQLHRRHNMR�@MC�BKHBJ4@UD4@UD�

��4SDO "ESDQ�DMSDQHMF�@S�KD@RS�@�M@LD
�O@RRVNQC�@MC�QNKD�XNT�L@X�BKHBJ4@UD4@UD�
"S�KD@RS�NMD�@RRHFMDC�QNKD�HR�QDPTHQDC�SN�BQD@SD�@�TRDQ�

���4SDO 5DRS�D@BG�TRDQ�XNT�@CC�AX�KNFFHMF�NTS�NE�SGD�VDA�6*�@MC�KNFFHMF�A@BJ�HM�VHSG�SGD�MDV�TRDQ�M@LD
@MC�O@RRVNQC�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD
(THCD

$NMSQNKKDQ�RDSTO
�TRDQR
�@BBDRR�QHFGSR
�@MC
RBGDCTKDR

.@QBG���
����� ���



a 7DQHEX�SG@S�SGD�TRDQM@LD�@MC�O@RRVNQC�BNLAHM@SHNM�VNQJR�

a 7DQHEX�SG@S�SGD�6*�NODMR�SN�SGD�BNQQDBS�UHDV�

a 'NQ�@M�"K@QL�$NMRNKD�TRDQ
�HMHSH@SD�@M�@K@QL�@MC�@BJMNVKDCFD�HS��5N�RHLTK@SD�@�CNNQ�ENQBDC
@K@QL
�LNCHEX�@�RBGDCTKD�SN�ENQBD�SGD�ATHKCHMF�HMSN�SGD�TMNBBTOHDC�ODQHNC�NE�SGD�C@X��0Q�XNT
BNTKC�FDMDQ@SD�@�CNNQ�GDKC�NODM�@K@QL�

$QD@SHMF�@�BNMSQNKKDQ�L@BGHMD�SN�L@BGHMD�TRDQ
"�L@BGHMD�SN�L@BGHMD�	.�.
�TRDQ�RDSR�TO�MDSVNQJ�BNLLTMHB@SHNM�VHSGNTS�QDPTHQHMF�GTL@M�HMSDQUDMSHNM�

Prerequisites:
: NT�@QD�VNQJHMF�HM�SGD�VDA�6*�BNMMDBSDC�SN�@�BNMSQNKKDQ�RS@SHNM�

��4SDO /@UHF@SD�SN$NMSQ$NMSQNKNKKDQ�4DSTOKDQ�4DSTO� 6RDQ�.@M@FDLDMS6RDQ�.@M@FDLDMS� 6RDQR6RDQR
�@MC�BKHBJ�"CC�	 
�
5GD6RDQS@A�NODMR�

��4SDO $NMgFTQD�@S�KD@RS�SGDUser Name 
 Password @MC�BNMgQL�SG@SEnabled HR�AD�RDS�SNtrue 
 Password
Expiration HR�RDS�SNNever Expires 
�@MCAuthentication Scheme Name HR�RDS�SNDigestScheme �

��4SDO $KHBJ�SGD3NKDRS@A�@MC�RDKDBS�SGDAdmin QNKD�ENQ�SGHR�TRDQ�@MC�BKHBJ4@UD4@UD�

$NMEHFTQHMF�@�TRDQ^R�VDA�OQNEHKD
5GHR�OQNBDCTQD�DCHSR�@M�DWHRSHMF�TRDQ��5N�BQD@SD�@�MDV�TRDQ
�CNTAKD�BKHBJ�SGD6RDQ�4DQUHBD6RDQ�4DQUHBDMNCD�HM�SGD�/@U�SQDD
@MC�BKHBJ�SGD/DV/DV ATSSNM�

Prerequisites:
: NT�@QD�VNQJHMF�HM8 NQJADMBG�

��4SDO *M�SGD�/@U�SQDD
�TMCDQ�SGD4DQUHBDR4DQUHBDRMNCD
�DWO@MC�SGD6RDQ4DQUHBD6RDQ4DQUHBDMNCD�@MC�CNTAKD�BKHBJ�@�TRDQ�
5GD�RDKDBSDC�TRDQ�OQNODQSX�RGDDS�NODMR�

��4SDO *M�SGD6RDQOQNODQSX�RGDDS�UHDV
�BNMgQL�SG@S�SGDWeb Profile OQNODQSX�HR�RDS�SNStandard

$NMSQNKKDQ�RDSTO
�TRDQR
�@BBDRR�QHFGSR
�@MC
RBGDCTKDR

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD
(THCD

��� .@QBG���
�����



Access Profile NQEntsecWeb Profile 
�@MC�SG@S�SGD�@OOQNOQH@SD�/@U�gKD�HR�RDKDBSDC�HM�SGDNav
File OQNODQSX
�SGDM�BKHBJ4@UD4@UD�

4ODBH@K�TRDQ�ENQ�SGHQC�O@QSX�RNESV@QD�@OOKHB@SHNM
8GHKD�XNT�B@M�TRD�SGD�CDE@TKS�@CLHM�RTODQTRDQ�SN�BQD@SD�@MC�BNMgFTQD�@KK�RXRSDL�ETMBSHNMR
�SGHR�TRDQ�CNDR�MNS
VNQJ�VHSG�SGHQC�O@QSX�RNESV@QD�@OOKHB@SHNM�

5GHQC�O@QSX�@OOKHB@SHNM�RNESV@QD�QDPTHQD�@�RODBH@K�TRDQ�SN�E@BHKHS@SD�@BBDRR�SN�SGD�RS@SHNM�C@S@A@RD��5GD�QD@RNM
SG@S�SGD�@CLHM�TRDQ�CNDR�MNS�VNQJ�VHSG�SGDRD�SGHQC�O@QSX�@OOR�HR�SG@S�HS�CDE@TKSR�SN�%HFDRS4BGDLD
@TSGDMSHB@SHNM��5GD�SGHQC�O@QSX�RNESV@QD�QDPTHQDHTTPBasicScheme @TSGDMSHB@SHNM�

: NT�LTRS�BQD@SD�@�RDO@Q@SD�TRDQ�ENQ�D@BG�@OO��:NT�B@M�TRD8 NQJADMBGNQ�SGD�VDA�6*�SN�BQD@SD�SGDRD�TRDQR��5GD
BQDCDMSH@KR�XNT�CDgMD�ENQ�D@BG�TRDQ�@QD�SGNRD�QDPTHQDC�AX�SGHQC�O@QSX�RNESV@QD�

$NMEHFTQHMF�SGD�8DA4DQUHBD�ENQ�&@RX�-NAAX
&@RX�-NAAX�QDPTHQDR�SG@S�SVN�OQNODQSHDR�HM�SGD88 DA4DQUHBDDA4DQUHBDSN�AD�BNMgFTQDC�ADENQD�XNT�B@M�TRD�HS�SN�L@M@FD
UHRHSNQR��5GHR�OQNBDCTQD�QDPTHQDR8 NQJADMBGSN�BNMgFTQD�SGDRD�OQNODQSHDR
�VGHBG�@QD�MNS�@U@HK@AKD�HM�SGD�VDA
6*�

Prerequisites:
: NT�@QD�BNMMDBSDC�SN�SGD�RS@SHNM�SG@S�VHKK�RTOONQS�&@RX�-NAAX�@MC�@QD�TRHMF8 NQJADMBG�

��4SDO &WO@MC$NMgF$NMgF� 4DQUHBDR4DQUHBDR@MC�CNTAKD�BKHBJ�SGD88 DA4DQUHBDDA4DQUHBD�
5GD88 DA4DQUHBDDA4DQUHBDR̂"9�1Q"9�1QNODQSX�4GDDSNODQSX�4GDDSNODMR�

��4SDO $NMgQL�SG@SHttps Min Protocol HR�RDS�SNTLSv1.2+ �

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD
(THCD

$NMSQNKKDQ�RDSTO
�TRDQR
�@BBDRR�QHFGSR
�@MC
RBGDCTKDR

.@QBG���
����� ���



NOTE:

5-4U����@MC�5-4U����@QD�RSHKK�RTOONQSDC�ENQ�A@BJV@QCR�BNLO@SHAHKHSX
�ATS�HS�HR�QDBNLLDMCDC�SN
TRD�5-4U����@MC�GHFGDQ�

��4SDO $G@MFDCipher Suite Group SNSupported �

��4SDO 5N�R@UD�SGDRD�BG@MFDR
�BKHBJ4@UD4@UD�

4DSSHMF�TO�@M�&@RX�-NAAX�TRDQ
'NQ�RDBTQHSX�QD@RNMR
�@�RDO@Q@SD�TRDQ�HR�QDPTHQDC�SN�RDS�TO�&@RX�-NAAX�ENQ�UHRHSNQ�L@M@FDLDMS��5GHR�OQNBDCTQD
BQD@SDR�@M�&@RX�-NAAX�TRDQ�@MC�@RRHFMR�SGD�"CLHM�QNKD�SN�SGD�&@RX�-NAAX�TRDQ�

Prerequisites:
6RHMF�SGD�VDA�6*
�XNT�@QD�BNMMDBSDC�SN�SGD�4TODQUHRNQ�RS@SHNM�

��4SDO 'QNL�SGD�L@HM�LDMT
�M@UHF@SD�SN4XRSDL4XRSDL� 6RDQ�.@M@FDLDMS6RDQ�.@M@FDLDMS� 6RDQR6RDQR�

��4SDO 5N�BQD@SD�@M�&@RX�-NAAX�TRDQ
�BKHBJ�SGD�"CC�ATSSNM�	 
�
5GD/DV�6RDQUHDV�NODMR�

��4SDO &MSDQ�@S�KD@RS�@�O@RRVNQC�@MC�@MAuthentication Scheme Name NEHTTPBasicScheme �
/DV�TRDQR�CDE@TKS�SN�SGDDigestScheme 
�VGHBG�CNDR�MNS�VNQJ�VHSG�SGD�&@RX�-NAAX�RNESV@QD�

NOTE: *E�SGDHTTPBasicScheme HR�MNS�@U@HK@AKD
�TRD8 NQJADMBGSN�@CC�HS�SN�XNTQ�HMRS@KK@SHNM�
3DEDQ�SN��5GHQC�O@QSX�RNESV@QD�@OOKHB@SHNM`�HM�SGD#@:;,4�#,*<90;@BG@OSDQ�NE�SGHR�CNBTLDMS�

��4SDO 5N�@RRHFM�SGD�"CLHM�QNKD�SN�SGHR�TRDQ
�BKHBJ�SGD3NKDRS@A
�BKHBJ�SGD�"RRHFM�.NCD�ATSSNM�	


RDKDBS�SGDAdmin QNKD�HM�SGD6M@RRHFMDCO@MD
�BKHBJ�SGD�"RRHFM�ATSSNM�	

�@MC�BKHBJ4@UD4@UD�

��4SDO .@JD�@�MNSD�NE�SGD�6RDQ�/@LD�@MC�1@RRVNQC�RN�XNT�B@M�DMSDQ�SGDL�HMSN�SGD�&@RX�-NAAX
RNESV@QD�

$NMSQNKKDQ�RDSTO
�TRDQR
�@BBDRR�QHFGSR
�@MC
RBGDCTKDR

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD
(THCD
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�����



Related tasks

a 4DSSHMF�TO�)551�"TSGDMSHB@SHNM�RBGDLD�ENQ�SGHQC�O@QSX�@OOKHB@SHNM

"BBDRR�QHFGSR
"M�@BBDRR�QHFGS�CDgMDR�@�RBGDCTKD�@MC�SDM@MS��:NT�@RRNBH@SD�@BBDRR�QHFGSR�VHSG�QD@CDQR�@MC�ODQRNMMDK��5GDX
@KKNV�XNT�SN�CDgMD�@MC�RBGDCTKD�VG@S�QD@CDQR�@�ODQRNM�B@M�TRD�ENQ�DMSQX�@MC�DWHS��"BBDRR�QHFGSR�OQNUHCD
HMENQL@SHNM�@ANTS�VGDQD�@�ODQRNM�SXOHB@KKX�QDRHCDR�HM�@�ATHKCHMF��*M&MSDQOQHRD�4DBTQHSX
�@M�"BBDRR�3HFGS�B@M
G@UD�NMKX�NMD�SDM@MS
�LTKSHOKD�SDM@MSR�B@MMNS�AD�@RRHFMDC�SN�NMD�"BBDRR�3HFGS��)NVDUDQ
�XNT�B@M�@RRHFM�LNQD
SG@M�NMD�"BBDRR�3HFGS�SN�@�RHMFKD�SDM@MS��'NQ�DW@LOKD
�XNT�B@M�@RRHFM�SGD�@BBDRR�QHFGS�M@LDC��&LOKNXDD
"BBDRR��@MC�SGD�QHFGS�M@LDC��$TRSNCH@K�"BBDRR��SN�@�RHMFKD�SDM@MS
�@R�RGNVM�HM�SGD�ENKKNVHMF�HL@FD�

"BBDRR�QHFGSR�BNMSQNK�@BBDRR�SN�@�E@BHKHSX�VGHKD�RG@QHMF�@BBDRR�SN�RNLD�NE�SGD�R@LD�DMSQX�@MC�DWHS�KNB@SHNMR�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD
(THCD

$NMSQNKKDQ�RDSTO
�TRDQR
�@BBDRR�QHFGSR
�@MC
RBGDCTKDR

.@QBG���
����� ���



"RRHFMHMF�@M�@BBDRR�QHFGS�SN�@�QD@CDQ�@RRNBH@SDR�SGD�RBGDCTKD�@MC�SDM@MS�VHSG�SGD�RODBHgB�QD@CDQ�@MC�CNNQ�
"RRHFMHMF�SGD�R@LD�@BBDRR�QHFGS�SN�@�ODQRNM�FQ@MSR�SG@S�ODQRNM�SGD�QHFGS�SN�DMSDQ�NQ�DWHS�SGD�SDM@MS^R�ATHKCHMF
TRHMF�SGD�QD@CDQ�@MC�CNNQ�HCDMSHgDC�AX�SGD�@BBDRR�QHFGS
�CTQHMF�SGD�SHLD�FQ@MSDC�AX�SGD�RBGDCTKD�

NOTE: "�ODQRNM�L@X�G@UD�LNQD�SG@M�NMD�@BBDRR�QHFGS�@RRHFMDC�Users CN�MNS�G@UD�@BBDRR�QHFGSR�b�NMKX
Personnel @QD�@RRHFMDC�@BBDRR�QHFGSR�

"BBDRR�QHFGSR�BNMSQNK�NSGDQ�RXRSDL�ETMBSHNMR�HMBKTCHMF�SGQD@S�KDUDKR�@MC�ATHKCHMF�BNMSQNKR�

&KDU@SNQ�BNMSQNK
"M�@BBDRR�QHFGS�BNMSQNKR�SGD�hNNQ	R
�SG@S�@�ODQRNM�B@M�RDKDBS�HM�@M�DKDU@SNQ�

5GD�RXRSDL�L@M@FDR�DKDU@SNQ�@BBDRR�AX�OQNUHCHMF�@�QDK@X�NTSOTS�ENQ�D@BG�hNNQ�SG@S�SGD�DKDU@SNQ�RDQUDR��5GHR
QDK@X�HR�SXOHB@KKX�HM�SGD�DKDU@SNQ�BNMSQNK�QNNL�	TRD�@M�3*0�LNCTKD
�@MC�HR�VHQDC�HM�RDQHDR�VHSG�SGD�hNNQ�ATSSNMR�HM
SGD�DKDU@SNQ�B@Q��5GHR�VHQHMF�OQNGHAHSR�@BBDRR�SN�@�hNNQ�TMKDRR�SGD�QDK@X�HR�DMDQFHYDC
�RTBG�@R�AX�@M�@BBDRR�QHFGS
NQ�AX�@�B@KDMC@Q�RBGDCTKD��8GDM�SGD�ODQRNM�VHSG�SGD�DKDU@SNQ�@BBDRR�QHFGS�RVHODR�SGDHQ�A@CFD
�SGD�QDK@XR�ENQ
SGD�hNNQ	R
�SGDX�B@M�@BBDRR�BNLD�NM�ENQ�@�EDV�RDBNMCR�RN�SGDX�B@M�L@JD�SGDHQ�RDKDBSHNM�

8GDM�BQD@SHMF�@M�DKDU@SNQ�@BBDRR�QHFGS
�XNT�BGNNRD�SGD�B@QC�QD@CDQ�SG@S�HR�@RRNBH@SDC�VHSG�SGD�DKDU@SNQ
�SGDM
RODBHEX�SGD�hNNQR�SG@S�@QD�@BBDRRHAKD�AX�SGD�ODQRNM�VHSG�SG@S�@BBDRR�QHFGS��:NT�B@M�@KRN�@RRHFM�@�RBGDCTKD�SN

Figur e 13. "BBDRR�QHFGS�@RRNBH@SDC�VHSG�@�ODQRNM�@MC�B@QC�QD@CDQ

$NMSQNKKDQ�RDSTO
�TRDQR
�@BBDRR�QHFGSR
�@MC
RBGDCTKDR

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD
(THCD

��� .@QBG���
�����



HMCHUHCT@K�hNNQR�RTBG�SG@S�CTQHMF�C@XSHLD�GNTQR
�SGD�hNNQ�B@M�AD�DM@AKDC�@TSNL@SHB@KKX�

$QD@SHMF�@M�@BBDRR�QHFGS
"BBDRR�QHFGSR�CDgMD�FDMDQ@K�HMENQL@SHNM�SG@S�@OOKHDR�SN�ODQRNM�SXODR��5GD�RBGDCTKD�@RRNBH@SDC�VHSG�@M�@BBDRR
QHFGS�CDgMDR�VGDM�SGD�QHFGS�HR�U@KHC��$QD@SHMF�@M�@BBDRR�QHFGS�HMBKTCDR�@RRNBH@SHMF�RODBHgB�B@QC�QD@CDQR
�CNNQR

@MC�DKDU@SNQR�@MC�ODNOKD�

Prerequisites:
: NT�@QD�VNQJHMF�@S�SGD�4TODQUHRNQ�RS@SHNM��"�RBGDCTKD�SN�@RRNBH@SD�VHSG�SGD�@BBDRR�QHFGS�DWHRSR�

��4SDO 'QNL�SGD�L@HM�LDMT
�RDKDBS1DQRNMMDK1DQRNMMDK� "BBDRR�3HFGSR"BBDRR�3HFGSR�
5GD"BBDRR�3HFGSRUHDV�NODMR�

��4SDO $KHBJ�"CC�	 
�
5GD"CC�/DV�"BBDRR�3HFGSUHDV�NODMR�

��4SDO 'HKK�HM�SGD�M@LD�NE�SGD�QHFGS�
5GD�M@LD�LHFGS�AD�@RRNBH@SDC�VHSG�@�ATHKCHMF�NQ�NSGDQ�KNB@SHNM�NQ�QDK@SD�SN�SGD�SXOD�NE�TRDQ�

��4SDO $KHBJ�SGD�BGDUQNM�MDWS�SN�SGDSchedule OQNODQSX
�RDKDBS�@�RBGDCTKD�EQNL�SGD3DE�$GNNRDQ3DE�$GNNRDQ@MC�BKHBJ
0J0J �

��4SDO *E�SGD�ATHKCHMF�HR�BNMgFTQDC�ENQ�LTKSHOKD�SDM@MSR
�BKHBJ�SGD�BGDUQNM�MDWS�SN�SGDTenant OQNODQSX

RDKDBS�SGD�SDM@MS�EQNL�SGD3DE�$GNNRDQ3DE�$GNNRDQ@MC�BKHBJ0J0J �

��4SDO $KHBJ�SGD4@UD4@UDATSSNM�
5GD�@BBDRR�QHFGS�HR�R@UDC�@MC�SGD�DCHS�DWHRSHMF@BBDRR�QHFGS�UHDVNODMR�

&CHSHMF�@BBDRR�QHFGS�DEEDBSHUD�C@SD�@MC�@RRHFMDC�SGQD@S�KDUDK
"BBDRR�QHFGSEffective Date @MCAssigned Threat Level @OOKX�NMKX�SN�@�RHMFKD�@BBDRR�QHFGS�@RRHFMLDMS��5N
BG@MFD�SGDRD�OQNODQSHDR
�XNT�M@UHF@SD�SN�@�UHDV�SG@S�HMBKTCDR�ANSG�SGD�ODQRNM�@MC�SGD�@RRHFMDC�@BBDRR�QHFGS�
5GD�ENKKNVHMF�RSDOR�CDRBQHAD�GNV�SN�BG@MFD�SGDRD�OQNODQSHDR�RS@QSHMF�EQNL�SGD"BBDRR�3HFGSUHDV��4HLHK@Q�RSDOR
L@X�AD�TRDC�SN�BG@MFD�SGDRD�OQNODQSHDR�RS@QSHMF�EQNL�SGD"CC�/DV�1DQRNM@MC�DCHS�ODQRNM�UHDVR�

��4SDO 'QNL�SGD�L@HM�LDMT
�RDKDBS1DQRNMMDK1DQRNMMDK� "BBDRR�3HFGSR"BBDRR�3HFGSR�
5GD"BBDRR�3HFGSRUHDV�NODMR�

��4SDO 5N�DCHS�SGD�@BBDRR�QHFGS
�CNTAKD�BKHBJ�HSR�QNV�HM�SGD�S@AKD�
5GD�DCHS�UHDV�NODMR�

��4SDO $KHBJ�SGD1DNOKDS@A�@MC�GHFGKHFGS�SGD�ODQRNM�VGNRD�@BBDRR�QHFGS�DEEDBSHUD�C@SD�XNT�V@MS�SN
BG@MFD�

��4SDO *M�SGD�SNNKA@Q�LDMT
�BKHBJ�SGD$G@MFD�"RRHFMLDMS�1Q$G@MFD�"RRHFMLDMS�1QNODQSNODQSHDRHDRATSSNM�	 
�
5GD$G@MFD�"RRHFMLDMS�1Q$G@MFD�"RRHFMLDMS�1QNODQSNODQSHDRHDRVHMCNV�NODMR�

��4SDO $NMgFTQD�SGD�OQNODQSHDR�Start Date @MCEnd Date @MCAssigned Threat Level 
�@MC�BKHBJ�SGD
0J0J ATSSNM�
5GD�@BBDRR�QHFGS�OQNODQSHDR�@QD�BG@MFDC�

NOTE: $G@MFHMF�SGDAssigned Threat Level HM�@M�@BBDRR�QHFGS�AQD@JR�SGD�BNMMDBSHNM�ADSVDDM
SGD�@BBDRR�QHFGS�@MC�SGD�SGQD@S�KDUDK�CDgMDC�AX�SGD�@BBDRR�QHFGS^R�@RRNBH@SDC�SGQD@S�KDUDK�FQNTO�
'TSTQD�BG@MFDR�SN�SGD�SGQD@S�KDUDK�@R�CDgMDC�HM�SGD�SGQD@S�KDUDK�FQNTO�VHKK�MNS�@EEDBS�SGD�SGQD@S
KDUDK�SG@S�G@R�ADDM�BNMgFTQDC�CHQDBSKX�NM�@M�@BBDRR�QHFGS�

��4SDO 5N�TOC@SD�SGD�C@S@A@RD
�BKHBJ�SGD4@UD4@UDATSSNM�@S�SGD�SNO�NE�SGD�UHDV�

"BBDRR�BNMSQNK�RDSTO
"BBDRR�HR�BNMSQNKKDC�AX�@�BNLOKDW�BNLAHM@SHNM�NE�G@QCV@QD�	B@QC�QD@CDQR�@MC�CNNQR

�O@RRVNQCR
�1*/R
	1DQRNM@K�*CDMSHgB@SHNM�/TLADQ

�@BBDRR�YNMDR
�HMSQTRHNM�YNMDR
�HMSDFQ@SHNM�*%R�@MC�@BBDRR�QHFGSR�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD
(THCD

$NMSQNKKDQ�RDSTO
�TRDQR
�@BBDRR�QHFGSR
�@MC
RBGDCTKDR

.@QBG���
����� ���



"BBDRR�YNMDR�BNMSQNK�NBBTO@MBX�KDUDKR�@MC�LNMHSNQ�SGD�DMSQX�@MC�DWHS�@BSHNMR�NE�ODQRNMMDK�ENQ�@�CDgMDC�@QD@�
: NT�L@X�TRD�@MSH�O@RRA@BJ�BNMSQNKR�A@RDC�NM�NBBTO@MBX��5GHR�FTHCD�OQNUHCDR�OQNBDCTQDR�ENQ�RDSSHMF�TO�@BBDRR
YNMDR�

"BBDRR�BNMSQNK�LDSGNCR
"M�@BBDRR�LDSGNC�CDSDQLHMDR�GNV�@�ODQRNM�F@HMR�@BBDRR�SN�@�ATHKCHMF�NQ�@QD@�

5GD�RXRSDL�OQNUHCDR�SGDRD�LDSGNCR�SN�BNMSQNK�@BBDRR�

a $@QC�NMKX�@BBDRR�@KKNVR�DMSQX�NQ�DWHS�TRHMF�@�B@QC�@S�@�QD@CDQ��/N�1*/�HR�QDPTHQDC�ENQ�SGHR�SXOD�NE�@BBDRR�

a $@QC�OKTR�1*/�@BBDRR�QDPTHQDR�ANSG�@�B@QC�@MC�@�1*/�	1DQRNM@K�*CDMSHSX�/TLADQ
�

a $@QC�NQ�JDXO@C�@BBDRR�QDPTHQDR�DHSGDQ�@�B@QC�RVHOD
�B@QC�MTLADQ�DMSQX
�NQ�@M�HMSQTRHNM�1*/�DMSQX�TRHMF�@
JDXO@C�ENQ�@BBDRR�

a $NMSQNK�@BBDRR�AX�RBGDCTKD�@KKNVR�@BBDRR�NMKX�@S�BDQS@HM�SHLDR
�CDODMCHMF�NM�SGD�RBGDCTKD�O@Q@LDSDQR��5GD
*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD�OQNUHCDR�OQNBDCTQDR�ENQ�RDSSHMF�TO�QDFTK@Q�RBGDCTKDR��5GHR�FTHCD�BNUDQR
RODBH@K�DUDMSR�

a "BBDRR�HR�@U@HK@AKD�SGQNTFG�SGD�FQ@OGHB@K�TRDQ�HMSDQE@BD
�VGHBG�BNMSQNKR�SGD�CNNQR�

"BBDRR�YNMDR
"M�@BBDRR�YNMD�HR�@�RDBTQDC�OGXRHB@K�@QD@�TRDC�SN�BNMSQNK�@MC�LNMHSNQ�SGD�DMSQX�@MC�DWHS�NE�ODQRNMMDK�SN�@MC
EQNL�SGD�YNMD��&MSQX�@MC�DWHS�CNNQR
�SGDHQ�@RRNBH@SDC�QD@CDQR
�@MC�BNMgFTQ@SHNM�OQNODQSHDR�CDgMD�D@BG�@BBDRR
YNMD��8GDM�@M�@BBDRR�YNMD�HR�DM@AKDC�NQ�CHR@AKDC
�@�KNF�DMSQX�HR�VQHSSDM�@MC
�NOSHNM@KKX
�@M�@K@QL�HR�FDMDQ@SDC
	ENQ�CHR@AKHMF�SGD�@BBDRR�YNMD
�
5GD�RXRSDL�LNMHSNQR�YNMD�NBBTO@MBX�AX�BNTMSHMF�SGD�MTLADQ�NE�ODNOKD�VGN�DMSDQ�@MC�DWHS
�AX�HCDMSHEXHMF
NBBTO@MS�SXOD�	RTODQUHRNQ�NQ�NSGDQ

�@MC�AX�L@HMS@HMHMF�@M�NBBTO@MS�SGQDRGNKC�	SGD�L@WHLTL�NQ�LHMHLTL
MTLADQ�NE�ODNOKD�@KKNVDC�HM�SGD�YNMD
��"BBDRR�YNMD�QDK@SDC�@K@QLR�@QD�BNMgFTQ@AKD�HM�SDQLR�NE�GHFG
�LDCHTL

KNV
�NQ�NEE
�@R�CDgMDC�AX�SGDHQ�@RRNBH@SDC�@K@QL�BK@RRDR�

4TODQUHRNQ�QDPTHQDLDMS
: NT�L@X�CDRHFM@SD�@MX�ODQRNM�SXOD�@R�RTODQUHRNQ��8GDM�RTODQUHRNQ�DMENQBDLDMS�HR�HM�DEEDBS�ENQ�@M�@BBDRR�YNMD

@S�KD@RS�NMD�NBBTO@MS�NE�SGD�@BBDRR�YNMD�LTRS�G@UD�SGD�RTODQUHRNQ�CDRHFM@SHNM�

0BBTO@MBX�BNTMSR�@MC�SGQDRGNKCR
0BBTO@MBX�HCDMSHgDR�VGN�HR�HM�@M�@BBDRR�YNMD�@S�@MX�FHUDM�SHLD��0BBTO@MBX�LNMHSNQHMF�LTRS�AD�DM@AKDC�
8GDM�DM@AKDC�@MC�@M�DMSQX�QD@CDQ�FQ@MSR�@BBDRR
�SGD�RXRSDL�HMBQDLDMSR�SGD�NBBTO@MBX�BNTMS��8GDM�@�QD@CDQ
FQ@MSR�@M�DWHS
�SGD�RXRSDL�CDBQDLDMSR�SGD�NBBTO@MBX�BNTMS��"�TRDQ�VHSG�OQNODQ�@TSGNQHY@SHNM�L@X�QDRDS
NBBTO@MBX�BNTMS�SN�YDQN�L@MT@KKX�@S�@MX�SHLD�NQ�@TSNL@SHB@KKX�@BBNQCHMF�SN�@�CDRHFM@SDC�SHLD�RBGDCTKD�

0BBTO@MBX�SGQDRGNKCR�BNMgFTQD�SGD�LHMHLTL�@MC�L@WHLTL�MTLADQ�NE�NBBTO@MSR�SG@S�@QD�@KKNVDC�HM�@M
@BBDRR�YNMD��5GQDRGNKCR�L@X�AD�DMENQBDC�AX�CDMH@K�NE�@BBDRR�@S�SGD�DMSQX�CNNQ�NQ�AX�SGD�FDMDQ@SHNM�NE�@M
@K@QLcNQ�@�BNLAHM@SHNM�NE�ANSG
�TRHMF�G@QC�NQ�RNES�DMENQBDLDMS
�@R�CDRBQHADC
�ADKNV�

"MSH�O@RRA@BJ�ED@STQD
5GD�QDSTQM�NE�@M�NBBTO@MS�SN�@M�@BBDRR�YNMD�@ESDQ�KD@UHMF�SGD�YNMD�HR�B@KKDC�@�O@RRA@BJ��5GD�RXRSDL^R�@MSH�
O@RRA@BJ�ED@STQD�BNMgFTQDR�VGDM�@M�NBBTO@MS�HR�@KKNVDC�SN�O@RR�A@BJ��*M�@CCHSHNM�SN�SQ@BJHMF�VGN�DMSDQR�@MC
DWHRSR�	NBBTO@MBX

�SGD�RXRSDL�LNMHSNQR�SGD�SHLD�ADSVDDM�A@CFD�RVHODR��"M�NBBTO@MS�LTRS�DWHS�SGQNTFG�@
BNMSQNKKDC�DWHS�QD@CDQ�CNNQ
�@MC�SGDPassback Timeout LTRS�DWOHQD�ENQ�SGD�NBBTO@MS�SN�AD�DKHFHAKD�ENQ�QD�DMSQX
HMSN�SGD�@BBDRR�YNMD��"�QD�DMSQX�@SSDLOS�AX�@M�NBBTO@MS�NQ�@�RDBNMC�A@CFD�RVHOD�SG@S�NBBTQR�OQHNQ�SN�SGD
Passback Timeout U@KTD�HR�@M�@MSH�O@RRA@BJ�UHNK@SHNM
�VGHBG�L@X�FDMDQ@SD�@M�@K@QL�

4XRSDL�TRDQR�VGNRD�@BBDRR�YNMD�ODQLHRRHNM�HR�BNMgFTQDC�ENQ�VQHSD�DM@AKDC�L@X�BG@MFD�SGDReset Occupancy
Time @MCPassback Timeout OQNODQSHDR�ENQ�@M�@BBDRR�YNMD�

"BBDRR�DMENQBDLDMS
4DUDQ@K�NOSHNMR�DWHRS�ENQ�DMENQBHMF�SGD�RTODQUHRNQ�QDPTHQDLDMS
�BNTMS�SGQDRGNKCR
�@MC�SGD�@MSH�O@RRA@BJ

$NMSQNKKDQ�RDSTO
�TRDQR
�@BBDRR�QHFGSR
�@MC
RBGDCTKDR

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD
(THCD

��� .@QBG���
�����



ED@STQD�

a &MENQBDLDMS�L@X�AD�CHR@AKDC�

a )@QC�DMENQBDLDMS�L@X�AD�BNMgFTQDC��5GHR�SXOD�NE�DMENQBDLDMS�QDRTKSR�HM�@BBDRR�CDMHDC�@S�@�B@QC�QD@CDQ
@MC�SGD�FDMDQ@SHNM�NE�@M�@K@QL�

a 4NES�DMENQBDLDMS�QDRTKSR�HM�@BBDRR�FQ@MSDC�ATS�VHSG�SGD�FDMDQ@SHNM�NE�@M�@K@QL�

*M�@M�DMUHQNMLDMS�VGDQD�DMENQBDLDMS�CDODMCR�NM�@�MDSVNQJ�BNMMDBSHNM
�G@QC�DMENQBDLDMS�QDRTKSR�HE�MDSVNQJ
BNLLTMHB@SHNM�HR�KNRS�

.TK SHOKD�BNMSQNKKDQ�YNMDR
8GDM�@M�@BBDRR�YNMD�RO@MR�LTKSHOKD�BNMSQNKKDQR
�NMD�BNMSQNKKDQ�RDQUDR�@R�SGD�YNMD�L@RSDQ��"KK�NSGDQ�CDODMCDMS
BNMSQNKKDQR�QDKX�NM�SGD�L@RSDQ�SN�L@HMS@HM�NBBTO@MBX�@MC�BNMgFTQ@SHNM�C@S@��%DODMCDMS�BNMSQNKKDQR�PTDQX�SGD
L@RSDQ�SN�CDSDQLHMD�SGD�@TSGDMSHB@SHNM�BQHSDQH@�@S�@MX�FHUDM�SHLD�

5GD�RXRSDL�L@HMS@HMR�BNMgFTQ@SHNM�C@S@�HM�@KK�QDLNSD�BNMSQNKKDQR�RN�SG@S�HM�B@RD�SGDQD�HR�@�KNRR�NE
BNLLTMHB@SHNM
�@�CDRHFM@SDC�ENQL�NE�E@KK�A@BJ�DMENQBDLDMS�S@JDR�DEEDBS��8GDM�@M�@BBDRR�YNMD�HR�BNMgFTQDC
VHSG�RTODQUHRNQ�LNMHSNQHMF
�SGQDRGNKC�LNMHSNQHMF
�NQ�@MSH�O@RRA@BJ
�E@KK�A@BJ�DMENQBDLDMS�NBBTQR�@R�ENKKNVR�

a )@QC�DMENQBDLDMS�CDMHDR�@BBDRR
�@MC�ONRS�@M�DMSQX�SN�SGD�@BBDRR�QDONQS�HMCHB@SHMF�SG@S�SGD�CDMH@K�NE�@BBDRR
V@R�CTD�SN�BNLLTMHB@SHNM�E@HKTQD�

a 4NES�DMENQBDLDMS�FQ@MSR�@BBDRR
�ATS�ONRSR�@M�DMSQX�SN�SGD�@BBDRR�QDONQS�HMCHB@SHMF�SG@S�SGD�BTQQDMS
NBBTO@MBX�BQHSDQH@�@QD�TM@U@HK@AKD�CTD�SN�BNLLTMHB@SHNM�E@HKTQD�

(QNTOHMF
: NT�TRD�FQNTOHMF
�HM�@M�@BBDRR�YNMD�SN�HMBKTCD�NSGDQ�RS@SHNMR�@MC�SGDHQ�QD@CDQR�@R�O@QS�NE�SGD�@BBDRR�YNMD��"
QDLNSD�BNMSQNKKDQ�SG@S�NQHFHM@SDR�	NQ�BQD@SDR
�@M�@BBDRR�YNMD�HR�@KV@XR�SGD�@BBDRR�YNMD�L@RSDQcDUDM�HE�SGD�YNMD
HR�BQD@SDC�EQNL�@�RS@MC�@KNMD�BNMSQNKKDQ�SG@S�HR�RTARDPTDMSKX�@CCDC�SN�@�4TODQUHRNQ��"R�SGD�@BBDRR�YNMD�L@RSDQ

SGHR�BNMSQNKKDQ�L@HMS@HMR�SGD�KHRS�NE�@KK�ODNOKD�VGN�G@UD�@BBDRR�SN�SGD�YNMD�

NOTE: %N�MNS�BQD@SD�@BBDRR�YNMDR�EQNL�SGD�4TODQUHRNQ�RS@SHNM��$QD@SD�@MC�L@HMS@HM�SGD�@BBDRR�YNMD�L@RSDQ�@S
@�QDLNSD�GNRS�BNMSQNKKDQ�RN�SG@S�@�MDSVNQJ�BNMMDBSHNM�SN�@�4TODQUHRNQ�HR�MNS�BQHSHB@K�SN�JDDO�SGD�@BBDRR�YNMD
ETMBSHNMHMF��*E�SGD�4TODQUHRNQ�HR�SGD�L@RSDQ
�@MC�@�MDSVNQJ�BNMMDBSHNM�SN�SGD�4TODQUHRNQ�HR�KNRS
�SGD�@BBDRR�YNMD
CNDR�MNS�ETMBSHNM�

/NSD�SGD�ENKKNVHMF�ONHMSR�@ANTS�FQNTOHMF�@MC�SGD"CC�/DV�"BBDRR�;NMDNQ&CHS�"BBDRR�;NMD�UHDVR�

a : NT�LTRS�AD�BNMMDBSDC�SN�SGD�L@RSDQ�BNMSQNKKDQ�RS@SHNM�

a 5GD�RS@SHNMR�	ONHMSR
�SN�@CC�SN�SGD�FQNTO�LTRS�AD�INHMDC�HM�@�ODDQ�QNKD�QDK@SHNMRGHOR�VHSG�SGD�L@RSDQ�RS@SHNM�

a 5GD&MSQX�3D@CDQ@MC&WHS�3D@CDQS@AR�CHROK@X�NMKX�KNB@K�QD@CDQR�

a 5GD0BBTO@MSRS@A�@MC�SGD4TODQUHRNQS@A�@QD�@KV@XR�@U@HK@AKD�HM�SGD�@BBDRR�YNMD�UHDVR�ATS�SGD�HMENQL@SHNM
SGDX�CHROK@X�HR�A@RDC�NM�RDSSHMFR�EQNL�SGD�@BBDRR�YNMD�L@RSDQ�RS@SHNM�

a : NT�B@M�NMKX�@CC�QD@CDQR�SN�@BBDRR�YNMDR�VGDM�XNT�@QD�BNMMDBSDC�SN�SGD�QD@CDQ^R�@RRHFMDC�RS@SHNM��3D@CDQR
@QD�MNS�UHRHAKD�NQ�BNMgFTQ@AKD�EQNL�QDLNSDKX�FQNTODC�RS@SHNMR�

$QD@SHMF�@�MDV�L@RSDQ�@BBDRR�YNMD
"�L@RSDQ�@BBDRR�YNMD�FQNTOR�QDK@SDC�RS@SHNMR�@MC�SGDHQ�QD@CDQR�SG@S�RG@QD�OGXRHB@K�OQNWHLHSX��5GD�RS@SHNMR
VHSGHM�@M�@BBDRR�YNMD�RG@QD�@BBDRR�YNMD�M@LHMF
�RS@STR
�NBBTO@MBX
�@MC�4TODQUHRNQ�HMENQL@SHNM��5GD�BNMSQNKKDQ
SG@S�NQHFHM@SDR�	NQ�BQD@SDR
�@M�@BBDRR�YNMD�HR�SGD�@BBDRR�YNMD�L@RSDQ�c�DUDM�HE�SGD�YNMD�HR�BQD@SDC�EQNL�@
RS@MC�@KNMD�BNMSQNKKDQ�SG@S�HR�RTARDPTDMSKX�@CCDC�SN�@�4TODQUHRNQ�RS@SHNM�

Prerequisites:
&MSQX�@MC�DWHS�QD@CDQR�@QD�QDPTHQDC�ENQ�@BBDRR�YNMDR�SN�SQ@BJ�NBBTO@MBX�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD
(THCD

$NMSQNKKDQ�RDSTO
�TRDQR
�@BBDRR�QHFGSR
�@MC
RBGDCTKDR

.@QBG���
����� ���



: NT�ODQENQL�SGHR�OQNBDCTQD�HM�@�QDLNSD�BNMSQNKKDQ�RS@SHNM��:NT�B@MMNS�BQD@SD�@M�@BBDRR�YNMD�EQNL�SGD
4TODQUHRNQ�RS@SHNM��*E�@�4TODQUHRNQ�RS@SHNM�RDQUDC�@R�SGD�L@RSDQ�@MC�BNMMDBSHNM�SN�SGD�4TODQUHRNQ�HR�KNRS
�SGD
@BBDRR�YNMD�VNTKC�MNS�ETMBSHNM�@MC�@BBDRR�LHFGS�AD�CDMHDC�

��4SDO 'QNL�SGD�L@HM�LDMT
�RDKDBS$NMSQ$NMSQNKNKKDQ�4DSTOKDQ�4DSTO� "BBDRR�4DSTO"BBDRR�4DSTO� "BBDRR�;NMDR"BBDRR�;NMDR�
5GD"BBDRR�;NMDRUHDV�NODMR�

��4SDO $KHBJ�SGD"CC"CC ATSSNM�@S�SGD�SNO�NE�SGD�UHDV�

$NMSQNKKDQ�RDSTO
�TRDQR
�@BBDRR�QHFGSR
�@MC
RBGDCTKDR

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD
(THCD

��� .@QBG���
�����



5GD"CC�/DV�"BBDRR�;NMDUHDV�NODMR�VHSG�SGD"BBDRR�;NMDS@A�RDKDBSDC�

��4SDO &MSDQ�SGD�M@LD�NE�SGD�L@RSDQ�YNMD�HM�SGDDisplay Name OQNODQSX�

��4SDO $NMgFTQD�YNMD�OQNODQSHDR�NM�SGD"BBDRR�;NMDS@A�
4DUDQ@K�OQNODQSHDR�OQNUHCD�RNES�@MC�G@QC�NOSHNMR��5GD",-,9 ,5*, L@MT@K�DWOK@HMR�SGDRD�OQNODQSHDR
HM�CDS@HK��)@QC�LD@MR�SG@S�HE�SGD�NBBTO@MS�CNDR�MNS�LDDS�SGD�QDPTHQDLDMS
�SGD�RXRSDL�CDMHDR
@BBDRR�@MC�FDMDQ@SDR�@M�@K@QL��4NES�LD@MR�SG@S�DUDM�HE�SGD�NBBTO@MS�CNDR�MNS�LDDS�SGD
QDPTHQDLDMS
�SGD�RXRSDL�@KKNVR�@BBDRR
�ATS�@KRN�FDMDQ@SDR�@M�@K@QL�

��4SDO $NMgFTQD�@KK�@OOKHB@AKD�OQNODQSHDR�NM�SGD�NSGDQ�S@AR�

��4SDO 5N�BQD@SD�SGD�YNMD
�BKHBJ�SGD4@UD4@UDATSSNM�
5GDDCHSUHDV�NE�SGD�@BBDRR�YNMD�NODMR
�VHSG�SGD4TLL@QXS@A�@BSHUD�

"CC HMF�QD@CDQR�SN�@M�@BBDRR�YNMD
&MSQX�@MC�DWHS�QD@CDQR�JDDO�SQ@BJ�NE�ATHKCHMF�NBBTO@MSR�@MC�RTODQUHRNQR�

Prerequisites:

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD
(THCD

$NMSQNKKDQ�RDSTO
�TRDQR
�@BBDRR�QHFGSR
�@MC
RBGDCTKDR

.@QBG���
����� ���



5GD�@BBDRR�YNMD�DWHRSR�HM�SGD�KNB@K�RS@SHNM�

��4SDO 'QNL�SGD�L@HM�LDMT
�RDKDBS$NMSQ$NMSQNKNKKDQ�4DSTOKDQ�4DSTO� "BBDRR�4DSTO"BBDRR�4DSTO� "BBDRR�;NMDR"BBDRR�;NMDR�
5GD"BBDRR�;NMDRUHDV�NODMR

��4SDO %NTAKD�BKHBJ�@M�@BBDRR�YNMD�QNV�HM�SGD�S@AKD�
5GDDCHSUHDV�ENQ�SGD�@BBDRR�YNMD�NODMR�

��4SDO $KHBJ�@�QD@CDQ�S@A�	&MSQXNQ&WHS�3D@CDQR

�@MC�BKHBJ�SGD�"RRHFM�.NCD�ATSSNM�	

"�KHRS�NE�SGD�@U@HK@AKD�QD@CDQR�NODMR�HM�SGD6M@RRHFMDCO@MD�

��4SDO 4DKDBS�SGD�M@LD�NE�@�QD@CDQ�EQNL�SGD6M@RRHFMDCKHRS�@MC�BKHBJ�@MC�SGD�"RRHFM�ATSSNM�	
�
5N�QDLNUD�@M�DMSQX�@MC�DWHS�QD@CDQ�EQNL�SGD�RS@SHNM^R�BTQQDMSKX�CHROK@XDC�@BBDRR�YNMD
�RDKDBS�SGD
QNV�HM�@"RRHFMDCO@MD�@MC�BKHBJ�SGD�6M@RRHFM�ATSSNM�	


�

&WSDMCHMF�@M�@BBDRR�YNMD�SN�HMBKTCD�LTKSHOKD�RS@SHNMR
"M�@BBDRR�YNMD�SG@S�HMBKTCDR�LTKSHOKD�RS@SHNMR�HR�@�FQNTO��*M�@CCHSHNM�SN�DWSDMCHMF�SGD�@BBDRR�YNMD�OGXRHB@KKX

SGHR�@KKNVR�RG@QHMF�NE�@BBDRR�YNMD�M@LHMF
�RS@STR
�NBBTO@MBX
�@MC�RTODQUHRNQ�HMENQL@SHNM�

��4SDO 'QNL�SGD�L@HM�LDMT
�RDKDBS$NMSQ$NMSQNKNKKDQ�4DSTOKDQ�4DSTO� "BBDRR�4DSTO"BBDRR�4DSTO� "BBDRR�;NMDR"BBDRR�;NMDR�
5GD"BBDRR�;NMDRUHDV�NODMR

��4SDO %NTAKD�BKHBJ�@M�@BBDRR�YNMD�QNV�HM�SGD�S@AKD�
5GD�DCHS�UHDV�ENQ�SGD�@BBDRR�YNMD�NODMR�

��4SDO $KHBJ�SGD(QNTOHMFS@A
�@MC�BKHBJ�SGD�"RRHFM�.NCD�ATSSNM�	
�
5GD"RRHFMDCO@MD�KHRSR�SGD�RS@SHNMR�SG@S�@QD�O@QS�NE�SGD�FQNTO��5GD6M@RRHFMDCO@MD�KHRSR�SGD
RS@SHNMR�SG@S�@QD�@U@HK@AKD�SN�INHM�SGD�FQNTO�

��4SDO 5N�@RRHFM�@�RS@SHNM
�RDKDBS�HSR�QNV�@MC�BKHBJ�SGD�"RRHFM�ATSSNM�	
�
5GD�RXRSDL�@RRNBH@SDR�SGD�RS@SHNM�VHSG�SGD�FQNTO�

NOTE: "BBDRR�YNMD�HMENQL@SHNM�HR�O@RRDC�SN�@�4TODQUHRNQ�RS@SHNM
�@R�@OOQNOQH@SD
�ATS�DMSQX�@MC
DWHS�QD@CDQR�@QD�MNS�BNMgFTQ@AKD�NQ�UHRHAKD�EQNL�SGD�4TODQUHRNQ�

��4SDO 5N�QDLNUD�@�RS@SHNM�EQNL�SGD�BTQQDMSKX�CHROK@XDC�FQNTO
�RDKDBS�HSR�M@LD�HM�SGD"RRHFMDCO@MD�@MC
BKHBJ�SGD�6M@RRHFM�ATSSNM�	
�

"RRHFMHMF�@�RTODQUHRNQ�SN�@M�@BBDRR�YNMD
0MKX�ODNOKD�CDRHFM@SDC�@R�RTODQUHRNQR�@QD�DKHFHAKD�SN�AD�@RRHFMDC�@R�@�RTODQUHRNQ�ENQ�@�RODBHgB�@BBDRR�YNMD�
5GDRD�G@UD�SGDSupervisor OQNODQSX�BNMgFTQDC�@Rtrue NM�SGDHQ�ODQRNMMDK�QDBNQC�

Prerequisites:
5GD�@BBDRR�YNMD�DWHRSR�HM�SGD�KNB@K�RS@SHNM�

��4SDO 'QNL�SGD�L@HM�LDMT
�RDKDBS$NMSQ$NMSQNKNKKDQ�4DSTOKDQ�4DSTO� "BBDRR�4DSTO"BBDRR�4DSTO� "BBDRR�;NMDR"BBDRR�;NMDR�
5GD"BBDRR�;NMDRUHDV�NODMR

��4SDO %NTAKD�BKHBJ�@M�@BBDRR�YNMD�QNV�HM�SGD�S@AKD�
5GD�DCHS�UHDV�ENQ�SGD�@BBDRR�YNMD�NODMR�

��4SDO $KHBJ�SGD4TODQUHRNQRS@A
�@MC�BKHBJ�SGD�"RRHFM�.NCD�ATSSNM�	
�
"�KHRS�NE�@MX�BTQQDMSKX�@RRHFMDC�RTODQUHRNQR�NODMR�HM�SGD"RRHFMDCO@MD��"�KHRS�NE�@TSGNQHYDC
RTODQUHRNQR�NODMR�HM�SGD6M@RRHFMDCO@MD�

��4SDO 5N�@RRHFM�@�RTODQUHRNQ
�RDKDBS�SGD�ODQRNM�QNV�@MC�BKHBJ�SGD�"RRHFM�ATSSNM�	
�

$NMSQNKKDQ�RDSTO
�TRDQR
�@BBDRR�QHFGSR
�@MC
RBGDCTKDR

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD
(THCD

��� .@QBG���
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5GD�RXRSDL�@RRNBH@SDR�SGD�ODQRNM�VHSG�SGD�YNMD�@R�@�RTODQUHRNQ��5N�QDLNUD�@�RTODQUHRNQ�EQNL�SGD
BTQQDMSKX�CHROK@XDC�@BBDRR�YNMD�RDKDBS�SGD�M@LD�HM�SGD"RRHFMDCO@MD�@MC�BKHBJ�SGD�6M@RRHFM
ATSSNM�	


�

8 DDJKX�RBGDCTKD�RDSTO
8 DDJKX�RBGDCTKDR�CDgMD�VGDM�@�ATHKCHMF�HR�NODM�ENQ�ATRHMDRR�

"�VDDJKX�RBGDCTKD�CDgMDR�MNQL@K�VNQJHMF�C@XR�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD
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5GD�RBGDCTKHMF�HMSDQE@BD�TRDR�@�RHLOKD�B@KDMC@Q�UHDV��5GD�RBQDDM�B@OSTQD�HR�@M�DW@LOKD�NE�@�RBGDCTKD�TRDC�SN
BNMgFTQD�@BBDRR�QHFGSR�ENQ�@�C@HKX�RGHES��5GD�OQNBDCTQDR�HM�SGHR�BG@OSDQ�BNMgFTQD�@�A@RHB�VDDJKX�RBGDCTKD

VGHBG�XNT�B@M�@RRNBH@SD�VHSG�CNNQR��5GD�(*030;@��(5(.,9A:��<0+, DWOK@HMR�B@KDMC@Q�RBGDCTKDR�@MC�GNV�SN�@CC
RODBH@K�DUDMSR�@MC�GNKHC@XR�

"CC HMF�NQ�DCHSHMF�@�RBGDCTKD�	CDE@TKS�RDSSHMFR

5GHR�OQNBDCTQD�CDRBQHADR�GNV�SN�BQD@SD�@�RS@MC@QC�RBGDCTKD�SG@S�QDOQDRDMSR�MNQL@K�C@HKX�ATHKCHMF�@BSHUHSX�

Prerequisites:
: NT�@QD�VNQJHMF�HM�SGD�4TODQUHRNQ�RS@SHNM�

��4SDO $KHBJ4XRSDL�4DSTO4XRSDL�4DSTO� 4BGDCTKDR4BGDCTKDR�
5GD�4BGDCTKDR�UHDV�NODMR�

Figur e 14. 8 DDJKX�RBGDCTKDQ�UHDV
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��4SDO %N�NMD�NE�SGD�ENKKNVHMF�

a 5N�RS@QS�@�MDV�RBGDCTKD
�BKHBJ�SGD�"CC�ATSSNM�	


�

a 5N�DCHS�@M�DWHRSHMF�RBGDCTKD
�CNTAKD�BKHBJ�SGD�RBGDCTKD�QNV�HM�SGD�S@AKD�
*E�XNT�@QD�@CCHMF�@�MDV�RBGDCTKD
�SGD"CC�@�/DV�4BGDCTKD"CC�@�/DV�4BGDCTKDVHMCNV�NODMR�

5GDUsage OQNODQSX�HM�SGDAdd a new Schedule UHDV�HCDMSHgDR�SGD�OTQONRD�NE�SGD�RBGDCTKD
L@JHMF�HS�BNMUDMHDMS�SN�HCDMSHEX�@MC�@RRHFM�RBGDCTKDR�SN�@OOQNOQH@SD�BNLONMDMSR�	@BBDRR�QHFGSR

CNNQ�NUDQQHCDR
�CNNQ�TMKNBJ
�@MC�NSGDQR
��4DKDBSHMF�SGDCustom NOSHNM�CDgMDR�@�MDV�TRD��&@BG�TRD
B@M�G@UD�HSR�NVM�E@BDSR�RN�SG@S�SGD�#NNKD@Mtrue 
�@MCfalse BG@MFD�@R�@OOQNOQH@SD�ENQ�SGD
RBGDCTKD^R�@OOKHB@SHNM��'NQ�DW@LOKD
�ENQ�@M�@BBDRR�QHFGS
�SQTD�B@M�BG@MFD�SN�_(Q@MSDC`�@MC�E@KRD
SN�_%DMHDC�`

��4SDO 'NQ�@�MDV�RBGDCTKD
�RDKDBS�SGD�SXOD�NE�RBGDCTKD�@MC�BKHBJ0J0J �
"ESDQ�CDgMHMF�SGD�OTQONRD�ENQ�SGD�RBGDCTKD
�SGD�RXRSDL�NODMR�SGD"CC�/DV�4BGDCTKDUHDV

4BGDCTKDQS@A�

��4SDO &MSDQ�@�M@LD�ENQ�SGD�B@KDMC@Q�RBGDCTKD�HM�SGDDisplay Name OQNODQSX�

��4SDO 5N�@CC�NQ�DCHS�@M�DUDMS
�BKHBJ�HM�@�C@X�@S�SGD�@OOQNWHL@SD�DUDMS�RS@QS�SHLD
�@MC�CQ@F�CNVM�SN
CDgMD�SGD�RS@QS�@MC�gMHRG�SHLDR�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD
(THCD
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0MBD�DMSDQDC
�DUDMSR�@OOD@Q�@R�RNKHC�BNKNQDC�AKNBJR
�VGHKD�TMRBGDCTKDC�	CDE@TKS�NTSOTS
�SHLD
@OOD@QR�@R�KHFGS�FQ@X��5GD�DUDMS�QDL@HMR�RDKDBSDC�	AX�CDE@TKS
�OHMJ�BNKNQDC
�VGDM�XNT�QDKD@RD�SGD
LNTRD�ATSSNM�

��4SDO "R�MDDCDC
�BKHBJ�@F@HM�@MC�CQ@F�NM�SGD�DUDMS^R�SNO�NQ�ANSSNL�DCFD�SN�BG@MFD�HSR�RS@QS�NQ�gMHRG
SHLD�	HM�AQN@C�HMBQDLDMSR
�
3HFGS�BKHBJ�NM�@�RBGDCTKDC�AKNBJ�SN�TRD�SGD�ONOTO�LDMT�SN�BNOX�@MC�O@RSD�DUDMS�SHLDR�@BQNRR
OQDCDgMDC�C@XR�NE�SGD�VDDJ
�SN�CDKDSD�@M�DUDMS�NQ�SN�BKD@Q�@�C@X�NQ�VDDJ�

��4SDO $GNNRD�@M�0TSOTS�NOSHNM�	true NQfalse 
�@MC�TRD�SGDStart @MCFinish OQNODQSHDR�SN�RODBHEX
VGDM�SGD�0TSOTS�NOSHNM�HR�DEEDBSHUD�

NOTE: 8GDM�XNT�BKHBJ�NM�SGD�AKNBJ�HM�SGD�RBGDCTKDQ
�XNT�B@M�BGNNRD�HE�SG@S�AKNBJ�HR�SQTD�NQ�E@KRD�
'NQ�DW@LOKD
�VGDM�XNT�@CC�SGD�DUDMS
�SGD�AKNBJ�L@X�AD�RDS�SN��KNBJDC��VGDM�HM�E@BS�XNT�V@MS
SGD�CNNQ�SN�AD�TMKNBJDC�CTQHMF�SG@S�ODQHNC��4NLDSHLDR�XNT�L@X�MDDC�SN�TRD�SGD�RS@QS�@MC�gMHRG
SN�FDS�SGD�DW@BS�SHLD�ADB@TRD�SGD�CQ@FFHMF�ETMBSHNM�HRM�S�UDQX�FQ@MTK@Q�

��4SDO 6RD�SGD�OQNODQSHDR�NM�D@BG�S@A�SN�CDgMD�@�RBGDCTKD
�@MC�BKHBJ4@UD4@UD�

NOTE: 'NQ�VDDJKX�RBGDCTKDR
�HS�HR�@�FNNC�OQ@BSHBD�SN�R@UD�XNTQ�BG@MFDR�VGHKD�VNQJHMF�HM�D@BG
S@A
�DUDM�SGNTFG�@MX�R@UD�@OOKHDR�SN�BG@MFDR�L@CD�NM�@KK�S@AR�

5GD�RXRSDL�R@UDR�SGD�MDV�NQ�DCHSDC�RBGDCTKD�@MC�CHROK@XR�HS�HM�SGD�DCHS�RBGDCTKD�UHDV�

$QD@SHMF�@�BTRSNL�TR@FD�RBGDCTKD
.NRS�RBGDCTKDR�BNMSQNK�@BBDRR�QHFGSR
�CNNQ�TMKNBJ�@MC�CNNQ�NUDQQHCD��"�BTRSNL�TR@FD�RBGDCTKD�DWO@MCR�SGD
B@O@AHKHSHDR�NE�SGD�RXRSDL�

"M�DW@LOKD�NE�VGDM�XNT�L@X�V@MS�SN�TRD�@�BTRSNL�TR@FD�RBGDCTKD�HR�HM�SGD�B@RD�VGDQD�XNT�V@MS�SN�RDS�TO�@
RBGDCTKD�SG@S�@TSNL@SHB@KKX�@QLR�@MC�CHR@QLR�@M�HMSQTRHNM�YNMD��:NT�BNTKC�M@LD�SGD�TR@FD�_*MSQTRHNM�`�:NT
L@X�RDS�SGD�SQTD�RS@SD�SNarmed 
�@MC�SGD�E@KRD�RS@SD�SNdisarmed ��.@JD�SGD�CDE@TKS�RS@SDtrue ��/NV�XNT
B@M�D@RHKX�RBGDCTKD�XNTQ�HMSQTRHNM�YNMD�SN�CHR@QL�CTQHMF�NBBTOHDC�ODQHNCR�

��4SDO 'QNL�SGD�L@HM�LDMT
�BKHBJ4XRSDL�	$NMSQ4XRSDL�	$NMSQNKNKKDQ
�4DSTOKDQ
�4DSTO� 4BGDCTKDR4BGDCTKDR�
5GD4BGDCTKDRUHDV�NODMR�

��4SDO 4S@QS�@�MDV�RBGDCTKD�AX�BKHBJHMF�SGD�"CC�ATSSNM�	 
�
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5GD"CC�"�/DV�4BGDCTKD"CC�"�/DV�4BGDCTKDVHMCNV�NODMR�

��4SDO $KHBJ�SGDCustom NOSHNM�@MC�BKHBJ0J0J �
5GD$GNNRD�@�6R@FD���$GNNRD�@�6R@FD���VHMCNV�NODMR�

��4SDO 6RD�SGD�RSQHMF�BGNNRDQ�SN�RDKDBS�SGD�BNLONMDMS�VHSG�VGHBG�SN�@RRNBH@SD�SGD�RBGDCTKD
�@MC�BKHBJ
0J0J �
5GD$GNNRD�%DE@TK$GNNRD�%DE@TKS�5S�5QTD�'@KRD�5QTD�'@KRD�5DWS���DWS���VHMCNV�NODMR�

��4SDO %DgMD�VG@S�XNT�V@MS�SN�@OOD@Q�VGDM�SGD�BNMCHSHNM�HR�SQTD
�@MC�VG@S�RGNTKC�@OOD@Q�VGDM�HS�HR
E@KRD�@MC�BKHBJ0J0J �
5GD"CC�/DV�4BGDCTKDUHDV�NODMR�

��4SDO $NMgFTQD�SGDStart @MCFinish SHLDR�@MC�CQ@F�SGD�BTQRNQ�SN�gKK�HM�D@BG�C@X�
/NSHBD�SG@S�SGD�SQTD�@MC�E@KRD�SDWS�XNT�CDgMDC�@OOD@QR�HM�SGDOutput OQNODQSX�CQNO�CNVM�KHRS�
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Chapter 7. NAC Driver Contr oller Setup
and Integration
5GD�BG@OSDQ�CDRBQHADR�SGD�RSDOR�SN�CHRBNUDQ�@MC�BNMgFTQD�SGD�/"$�BNMSQNKKDQ�SN�SGD�DWHRSHMF�RXRSDL�

Prerequisites

�� 8 NQJADMBGHR�@KQD@CX�KHBDMRDC�VHSG�/H@F@Q@�"BBDRR�"OOKHB@SHNM�ENQ4TODQUHRNQ�

�� /H@F@Q@�"BBDRR�	/"$�4DQUDQ
�HR�@KQD@CX�HMRS@KKDC�@MC�BNMgFTQDC�

�� 5GD3C3CALR�/DSVNQJALR�/DSVNQJ@MC�SGD�C@S@A@RD�HR�BNMgFTQDC�TMCDQ3C3CALR�/DSVNQJALR�/DSVNQJ�

�� 5GD�/"$�$NMSQNKKDQR�G@UD�@KQD@CX�FNMD�SGQNTFG�SGD�HMHSH@K�BNMgFTQ@SHNM�RDSTO��5GHR�RSDO�LTRS�AD
BNLOKDSDC�ADENQD�SGD�BNMSQNKKDQ�B@M�AD�TRDC�@MC�@CCDC�SN�/H@F@Q@�"BBDRR�@MC�/"$�/DSVNQJ�

"CC�/"$�/DSVNQJ
5GHR�SNOHB�DWOK@HMR�SN�@CC�SGD�/"$�MDSVNQJ�

��4SDO /@UHF@SD�SN�SGD$NMgF$NMgF� %QHUDQR%QHUDQR@MC�CNTAKD�BKHBJ�NM�SGD%QHUDQR%QHUDQRS@A�

��4SDO $KHBJ�SGDNew ATSSNM�NM�SGD%QHUDQ�.@M@FDQ%QHUDQ�.@M@FDQUHDV�

" /DV/DV VHMCNV�NODMR�

��4SDO 4DKDBS�SGD�/"$�/DSVNQJ�EQNL�SGD�CQNO�CNVM�KHRS�@MC�BKHBJOK�

"�RDBNMC/DV/DV VHMCNV�NODMR�

��4SDO 6RD�SGHR�VHMCNV�SN�FHUD�SGD�MDSVNQJ�@�TMHPTD�M@LD�@MC�BKHBJOK�

$NMEHFTQD�/"$�/DSVNQJ
5GHR�RDBSHNM�OQNUHCDR�HMRSQTBSHNMR�ENQ�@�/"$�MDSVNQJ�BNMgFTQ@SHNM�

Prerequisites:
-NFHM�SN�/H@F@Q@�"BBDRR�HM�8DA�#QNVRDQ�

��4SDO 3HFGS�BKHBJ�SGD/"$�/DSVNQJ/"$�/DSVNQJ � 77HDVRHDVR� 1Q1QNODQSX�4GDDSNODQSX�4GDDS�
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5GD1Q1QNODQSX�4GDDSNODQSX�4GDDSUHDV�NODMR�

��4SDO $NMgFTQD�SGD�ENKKNVHMF�OQNODQSHDR�ENQ�SGD�MDSVNQJ

@� &WO@MC)SSO�$NMgF)SSO�$NMgF� "CCQ"CCQDRRDRR��&MSDQ�SGDIP Address @RLocalhost �

A� &MSDQ�SGDPort MTLADQ�@KQD@CX�RDS�ENQ/H@F@Q@�"BBDRR/H@F@Q@�"BBDRR	/"$�4DQUDQ
�HM�SGD�/H@F@Q@�"BBDRR
$NMgFTQ@SHNM�@OOKHB@SHNM�

-@TMBG�SGD/H@F@Q@�"BBDRR/H@F@Q@�"BBDRR$NMgFTQ@S$NMgFTQ@SHNMHNM@OOKHB@SHNM�UH@�SGD�CDRJSNO�RGNQSBTS�NM�SGD
RXRSDL�GNRSHMF�SGD/H@F@Q@�"BBDRR/H@F@Q@�"BBDRR	/"$�4DQUDQ
�SN�KNB@SD�SGDPort MTLADQ��/NSD�SG@S
@CLHMHRSQ@SNQ�OQHUHKDFDR�NM�8HMCNVR�@QD�QDPTHQDC�SN�QTM�SGHR�@OOKHB@SHNM��0MBD�NODM
�FN�SN
SGD88 DA�4DQUDQDA�4DQUDQS@A�@MC�BGDBJ�SGDPort gDKC�

B� &WO@MCNAC Server Details SN�DMSDQ�RDQUDQCredentials ��&MRTQD�SGDUsername and
Password DMSDQDC�L@SBG�SGNRD�@KQD@CX�BNMgFTQDC�ENQ�SGD/H@F@Q@�"BBDRR/H@F@Q@�"BBDRR	/"$�4DQUDQ


SGDM�BKHBJSave �

��4SDO 3HFGS�BKHBJ�NM/"$�/DSVNQJ/"$�/DSVNQJ � "BS"BSHNMRHNMR� 1HMF1HMF��0MBD�SGD�OHMF�@BSHNM�HR�BNLOKDSDC
�OQNBDDC�SN
@OOQNUD�SGD�GNRS�BDQSHgB@SD�

��4SDO /@UHF@SD�SN55NNKRNNKR� $DQS$DQSHgB@SD�.@M@FDLDMSHgB@SD�.@M@FDLDMS��6MCDQ�SGD"K"KKNVDC�)NRSRKNVDC�)NRSRS@A
�BGNNRD�SGD�CDRHQDC
BDQSHgB@SD�@MC�BKHBJApprove SN�U@KHC@SD�SGD�GNRS�BDQSHgB@SD�

/"$�%QHUDQ�$NMSQNKKDQ�4DSTO�@MC
*MSDFQ@SHNM
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��4SDO 5N�@TSGDMSHB@SD�SGD�BNMMDBSHNM�VHSG�SGD�RDQUDQ�QHFGS�BKHBJ�NM/"$�/DSVNQJ/"$�/DSVNQJ � "BS"BSHNMRHNMR�
"TS"TSGDMSGDMSHB@SDHB@SD��*E�@TSGDMSHB@SHNM�HR�RTBBDRRETK
�SGD�MDSVNQJ�RS@STR�VHKK�TOC@SD�SNOK
�@MC�SGD�E@TKS
B@TRD�VHKK�AD�BKD@QDC�

��4SDO 5N�RXMBGQNMHYD�@KK�BNMgFTQ@SHNMR�VHSG�SGD�RDQUDQ
�BKHBJ�NM/"$�/DSVNQJ/"$�/DSVNQJ � "BS"BSHNMRHNMR� 4XMB�54XMB�5NN
4DQUDQ4DQUDQ�

/"$�/DSVNQJ�"BS HNMR
*M�@CCHSHNM�SN�SGD�RS@MC@QC�NODQ@SHNMR
�SGD�@BSHNMR�RTOONQSDC�AX�SGD�/"$�/DSVNQJ�BNLONMDMS�HMBKTCD�SGD
ENKKNVHMF�

"BSHNMR

a 1HMF1HMF��5GD�1HMF�@BSHNM�DRS@AKHRGDR�BNLLTMHB@SHNM�VHSG�SGD�RDQUDQ�SN�BNMgQL�SGD�BNMMDBSHNM�

a "TS"TSGDMSGDMSHB@SDHB@SD��: NT�LTRS�@TSGDMSHB@SD�SN�SGD�RDQUDQ�ADENQD�@CCHMF�@MX�CDUHBD�SN�SGD�MDSVNQJ
�TRHMF�SGD
BNQQDBS�TRDQM@LD�@MC�O@RRVNQC�ENQ�RTBBDRRETK�@TSGDMSHB@SHNM�

a 55DQLHM@SDDQLHM@SD��5GHR�@BSHNM�SDQLHM@SDR�@�RDRRHNM�HMHSH@SDC�SGQNTFG�@TSGDMSHB@SHNM
�HMU@KHC@SHMF�SGD�@RRNBH@SDC
RDRRHNM�SNJDM�NMBD�SQHFFDQDC�

a 4XMB�SN�4DQUDQ4XMB�SN�4DQUDQ��5Q@MREDQ�MDSVNQJ�@MC�CDUHBD�BNMgFTQ@SHNM�OQNODQSHDR�SN�SGD�RDQUDQ�VGDMDUDQ/"$/"$
/DSVNQJ/DSVNQJNQ/"$�%DUHBD/"$�%DUHBDOQNODQSHDR�@QD�LNCHgDC�

a "K"KK�$NMSQK�$NMSQNKNKKDQ�'HQLV@QKDQ�'HQLV@QD�TOC@SDD�TOC@SD��6OC@SD�SGD�gQLV@QD�ENQ�@KK�BNMSQNKKDQR�KHRSDC�TMCDQ�SGD/"$�/DSVNQJ/"$�/DSVNQJ �

/"$�%DUHBD�4DSTO�@MC�BNMEHFTQ@SHNM
5GHR�BG@OSDQ�DWOK@HMR�@ANTS/"$�%DUHBD/"$�%DUHBDRDSTO�
$TQQDMSKX
�/"$�%QHUDQ�B@M�RTOONQS�SVN�SXODR�NE�BNMSQNKKDQR�

�� ;,5 DBN�$NMSQNKKDQ

�� "YTQD�$NMSQNKKDQ

"CC HMF�/"$�$NMSQNKKDQ�SN�8NQJADMBG
/"$�CDUHBD�.@M@FDQ�UHDV�L@M@FDR�SGD�CDUHBDR�	/"$�CDUHBDR
�BNMMDBSDC�NQ�SG@S�MDDC�SN�AD�@CCDC�SN�SGD
/"$�MDSVNQJ��*S�HR�@U@HK@AKD�NMKX�ENQ�BNMgFTQHMF�/"$�%DUHBDR�

5GD�/"$�$NMSQNKKDQR�G@UD�BNLOKDSDC�SGD�gQRS�BNMgFTQ@SHNM�RDSTO��'NQ�LNQD�HMENQL@SHNM
�RDD�SGD��/"$
$NMSQNKKDQR�*MHSH@K�4DSTO�OCE��O@FD�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD
(THCD

/"$�%QHUDQ�$NMSQNKKDQ�4DSTO�@MC
*MSDFQ@SHNM

.@QBG���
����� ���



/"$�$NMSQNKKDQ�B@M�AD�@CCDC�@MC�BNMgFTQDC�HM�SVN�V@XR

�� .@MT@KKX�@CC�SGD�BNMSQNKKDQ�TRHMF�@�MDV�BNLL@MC�

�� "CC�BNMSQNKKDQ�TRHMF�SGD�CHRBNUDQ�NOSHNM�

%HRBNUDQHMF�@MC�"CCHMF�/"$�$NMSQNKKDQ
5GHR�SNOHB�DWOK@HMR�GNV�SN�@CC�@M�/"$�BNMSQNKKDQ�SN�SGD8 NQJADMBG�

Prerequisites:
&MRTQD�SG@S�SGD�BNMSQNKKDQR�@QD�BNMMDBSDC�SN�SGD�R@LD�MDSVNQJ�@R�SGD�RDQUDQ�ADENQD�@SSDLOSHMF�SN�CHRBNUDQ
SGDL�HM�SGD�%DUHBD�.@M@FDQ�UHDV�

��4SDO /@UHF@SD�SN�SGD/"$�%DUHBD�.@M@FDQ/"$�%DUHBD�.@M@FDQUHDV�VHSGHM�SGD/"$�/DSVNQJ/"$�/DSVNQJ �

��4SDO $KHBJ�NM�SGD Discover ATSSNM�KNB@SDC�@S�SGD�ANSSNL�NE�SGD/"$�%DUHBD�.@M@FDQ/"$�%DUHBD�.@M@FDQUHDV�

5GD�CHRBNUDQX�OQNBDRR�VHKK�RD@QBG�ENQ�BNMSQNKKDQR�HM�SGD�KNB@K�MDSVNQJ�C@S@A@RD�@MC�CHROK@X�@KK�SGD
BNMSQNKKDQR�ENTMC�NM�SGD�MDSVNQJ�

��4SDO 3HFGS�BKHBJ�NM�SGD�CDRHQDC�CHRBNUDQDC�BNMSQNKKDQ�@MC�BKHBJ�SGD Add ATSSNM�

��4SDO *M�SGD"CC"CC VHMCNV
�UDQHEX�SGD�BNMgFTQ@SHNM�OQNODQSHDR
�RTBG�@R�SGDIP Address @MCPort NE�SGD
CDUHBD�

��4SDO $KHBJOK SN�@CC�SGD�BNMSQNKKDQ�SN�SGD�RDQUDQ�

/"$�%QHUDQ�$NMSQNKKDQ�4DSTO�@MC
*MSDFQ@SHNM

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD
(THCD

��� .@QBG���
�����



"CC HMF�/"$�$NMSQNKKDQ�.@MT@KKX�SN�8NQJADMBG
5GHR�SNOHB�DWOK@HMR�SGD�RSDOR�SN�@CC�SGD�/"$�BNMSQNKKDQ�L@MT@KKX�SN�SGD�8NQJADMBG�

/"$�$NMSQNKKDQ�B@M�AD�@CCDC�@MC�BNMgFTQDC�HM�SVN�V@XR

�� 5GQNTFG�%DUHBD�.@M@FDQ�7HDV�

�� 5GQNTFG�1@KDSSD�

��4SDO 3HFGS�BKHBJ�NM77HDVR/"$�/DSVNQJHDVR/"$�/DSVNQJ� 77HDVRHDVR� /"$�%DUHBD�.@M@FDQ/"$�%DUHBD�.@M@FDQ�

��4SDO $KHBJ�SGD/DV/DV ATSSNM�NM�SGD�%DUHBD�.@M@FDQ�UHDV�

5GD/DV/DV VHMCNV�NODMR�

��4SDO 4DKDBS�SGD�QDPTHQDC�BNMSQNKKDQ�EQNL�SGD�CQNO�CNVM�KHRS�@MC�BKHBJOK�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD
(THCD

/"$�%QHUDQ�$NMSQNKKDQ�4DSTO�@MC
*MSDFQ@SHNM

.@QBG���
����� ���



"�RDBNMC/DV/DV VHMCNV�NODMR

��4SDO 6RD�SGHR�VHMCNV�SN�FHUD�SGD�BNMSQNKKDQ�@�TMHPTD�M@LD�@MC�BKHBJOK�
'NKKNV�SGD�ADKNV�RSDOR�SN�PTHBJKX�@CC�SGD�CDUHBD�SXOD�CHQDBSKX�EQNL�SGD�O@KDSSD�

��4SDO 0ODM8 NQJADMBG�

��4SDO $KHBJ�NM$NMgF$NMgF� %QHUDQR%QHUDQR� /"$�/DSVNQJ/"$�/DSVNQJ TMCDQ�SGD�RS@SHNM�SN�NODM�SGD�%QHUDQR�UHDV�

��4SDO 0MBD�SGD�%QHUDQR�UHDV�HR�NODM
�RD@QBG�ENQM@B%QHUDQM@B%QHUDQHM�SGD�O@KDSSD�R�RD@QBG�A@Q�

��4SDO %Q@F�SGD�QDPTHQDC�BNMSQNKKDQ�SXOD�TMCDQ�SGD/"$�CQHUDQ/"$�CQHUDQSN�SGD�%DUHBD�.@M@FDQ�

M@B%QHUDQ�/"$$NMSQNKKDQ
5GHR�BNLONMDMS�DWOK@HMR�GNV�SN�BNMgFTQD�SGD�/"$�$NMSQNKKDQ�

/"$�%QHUDQ�$NMSQNKKDQ�4DSTO�@MC
*MSDFQ@SHNM

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD
(THCD

��� .@QBG���
�����



a $NLONMDMS�-NB@SHNM�M@B%QHUDQ�1@KDSSD

a 5N�@BBDRR�SGDRD�OQNODQSHDR
�DWO@MC$NMgF$NMgF� %QHUDQR%QHUDQR� /"$�/DSVNQJ/"$�/DSVNQJ � /"$�%DUHBD/"$�%DUHBD� /"$�$NMSQ/"$�$NMSQNKNKKDQKDQ
@MC�QHFGS�BKHBJ�SGD�BNMSQNKKDQ77HDVRHDVR� 1Q1QNODQSX�RGDDSNODQSX�RGDDS�

a 0SGDQ�SG@M�SGD�RS@MC@QC�OQNODQSHDR�	RS@STR
�DM@AKDC
�E@TKS�B@TRD
�GD@KSG
�"K@QL�*MEN
�@MC�ONKK�EQDPTDMBX

SGDRD�OQNODQSX�RTOONQSR�SGD�BNMSQNKKDQ�BNLONMDMS�

Property Value Description

1NHMSR %NNQ
�3D@CDQ
�@MC�NSGDQ�ONHMSR�NE
OQNODQSX

5GD�ENKCDQ�RO@BD�BNMRHRSR�NE�/"$
RDMRNQ�ONHMSR
�/"$�%DUHBD�ONHMSR
@MC�LTKSHOKD�CNNQ�BNLONMDMS�A@RDC
NM�SGD�BNMSQNKKDQ�SXOD�	�
���
��%NNQ
$NLONMDMSR
��3DEDQ�1NHMSR�4DBSHNM
ENQ�LNQD�CDS@HKR

*1�"CCQDRR 3D@C�NMKX %DgMDR�SGD�*1�@CCQDRR�NQ�GNRS�@MC
ONQS�NE�SGD�/"$�$NMSQNKKDQ��5GD
KNB@SHNM�B@M�AD�NM�SGD�MDSVNQJ�NQ
DKRDVGDQD�@U@HK@AKD�NM�@M�HMSQ@MDS�NQ
SGD�HMSDQMDS

1NQS 3D@C�NMKX /DSVNQJ�ONQS�NE�SGD�BNMSQNKKDQ�	@KK
BNMSQNKKDQR�VNTKC�AD�TOC@SDC�VHSG
����AX�CDE@TKS


.@B�"CCQDRR 3D@C�NMKX $NQQDRONMCR�SN�SGD�."$�"CCQ DRR�NE
SGD�BNMSQNKKDQ

/TLADQ�NE�%NNQR 3D@C�NMKX 3DONQSR�SGD�$NMSQNKKDQ�SXOD�KHJD��
%NNQ
���%NNQ�NQ���%NNQ�@MC�SGD
L@WHLTL�MTLADQ�NE�CNNQR
RTOONQSDC�AX�SGD�BNMSQNKKDQ

'HQLV@QD�UDQRHNM 3D@C�NMKX 3DOQDRDMSR�RS@MC@QC�BNMSQNKKDQ
gQLV@QD�UDQRHNM

Figur e 15. /"$�$NMSQNKKDQ�1QNODQSX�4GDDS

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD
(THCD

/"$�%QHUDQ�$NMSQNKKDQ�4DSTO�@MC
*MSDFQ@SHNM

.@QBG���
����� ���



/"$�%NNQ�4DSTO�@MC�$NMEHFTQ@SHNM
8 HSG�SGD�BNMSQNKKDQ
�SGD�CDE@TKS�@BBDRR�LNCD�ENQ�SGD�CNNQ�HR�$@QC�0MKX��#TS�SGDQD�@QD�NSGDQ�LNCDR�@KRN
@U@HK@AKD�KHJD�$@QC�@MC�1HM
�'@BHKHSX�$NCD�0MKX
�$@QC�@MC�#HN
�$@QC�@MC�#HN�@MC�1HM
�#HN�@MC�1HM
�#HN�0MKX�DSB
#X�CDE@TKS�SGD�$NMSQNKKDQ�BNLONMDMS�BNMRHRSR�NE�NMD�%NNQ�BNLONMDMS�VHSGM@B3D@CDQM@B3D@CDQBNLONMDMS�@KNMF�VHSG
/"$%DUHBD1NHMS/"$%DUHBD1NHMS
 /"$4SQHJD1NHMS/"$4SQHJD1NHMS@MC/"$4DMRNQ1NHMS/"$4DMRNQ1NHMS�

*E�@�CNNQ�MDDCR�SN�AD�CDRHFM@SDC�@R�@M�&WHS�%NNQ
�SGD�&WHS�%NNQ�&WSDMRHNM�LTRS�AD�@CCDC�EQNL�SGD�1@KDSSD�5N
@CC�HS
�RHLOKX�CQ@F�SGD&WHS%NNQ&WHS%NNQ&WSDMRHNM�EQNL�SGD�O@KDSSD�HMSN�SGD/"$�%NNQ/"$�%NNQ 7HDV�

&WHS�%NNQ&WHS�%NNQB@M�AD�BNMgFTQDC�@R�R@LD�@R�@MNSGDQ�CNNQ�

Figur e 16. /"$�%NNQ

/"$�%QHUDQ�$NMSQNKKDQ�4DSTO�@MC
*MSDFQ@SHNM

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD
(THCD

��� .@QBG���
�����



NOTE: &@BG�%NNQ�BNLONMDMS�L@X�HMBKTCD�TO�SN�NMD�&WHS�%NNQ�@KNMF�VHSG�3D@CDQR��)NVDUDQ
�SGD�"BBDRR
1NHMSR�@RRNBH@SDC�VHSG�SGD�%NNQ�BNLONMDMS�@QD�RG@QDC�ADSVDDM�ANSG�SGD�"BBDRR�%NNQ�@MC�&WHS�%NNQ
DKDLDMSR�

M@B%QHUDQ�M@B%NNQ
5GD�BNLONMDMS�OQNUHCDR�SGD�CNNQ�BNMgFTQ@SHNM�OQNODQSX�ENQ�SGD/"$�%QHUDQ/"$�%QHUDQ��#X�CDE@TKS
�SGD�$NMSQNKKDQ
BNLONMDMS�HMBKTCDR�@�RHMFKD�%NNQ�BNLONMDMS
�VGHBG�HR�DPTHOODC�VHSG�@M@B3D@CDQM@B3D@CDQBNLONMDMS
�@R�VDKK�@R
/"$%DUHBD1NHMS/"$%DUHBD1NHMS
 /"$4SQHJD1NHMS/"$4SQHJD1NHMS
�@MC/"$4DMRNQ1NHMS/"$4DMRNQ1NHMSDKDLDMSR�

a $NLONMDMS�-NB@SHNM�M@B%QHUDQ�1@KDSSD

a 5N�@BBDRR�SGDRD�OQNODQSHDR
�DWO@MC$NMgF$NMgF� %QHUDQR%QHUDQR� /"$�/DSVNQJ/"$�/DSVNQJ @MC�QHFGS�BKHBJ�SGD�$NMSQNKKDQ%NNQ%NNQ�
77HDVRHDVR� 1Q1QNODQSX�RGDDSNODQSX�RGDDS�

a 0SGDQ�SG@M�SGD�RS@MC@QC�OQNODQSHDR�	&M@AKDC�@MC�%NNQ�.NCD�4S@STR
�SGDRD�OQNODQSX�RTOONQSR�SGD
BNMSQNKKDQ�BNLONMDMS�

a *E�@�CNNQ�MDDCR�SN�AD�BNMgFTQDC�@R�@M�&WHS�%NNQ
�SGD�&WHS�%NNQ�&WSDMRHNM�LTRS�AD�@CCDC�EQNL�SGD�1@KDSSD�

Property Value Description

%DE@TKS�%NNQ�.NCD CQNO�CNVM�KHRS $NMS@HMR�CNNQ�LNCDR�SN�@BBDRR�SGD
CNNQ�KHJD�$@QC�@MC�1HM
�'@BHKHSX�$NCD
0MKX
�$@QC�@MC�#HN
�$@QC�@MC�#HN
@MC�1HM
�#HN�@MC�1HM
�#HN�0MKX
�DSB�

&WDLOS�'QNL�(KNA@K�-NBJCNVM SQTD�NQ�E@KRD�	CDE@TKS
 4ODBHgDR�@�O@QSHBTK@Q�CNNQ�SG@S�HR
DWBKTCDC�EQNL�@TSN�KNBJHMF�@ESDQ�HS�HR
NODMDC�

&WDLOS�'QNL�(KNA@K�&LDQFDMBX
6MKNBJ

SQTD�NQ�E@KRD�	CDE@TKS
 4ODBHgDR�@�O@QSHBTK@Q�CNNQ�SN�DWBKTCD
EQNL�SGD�DLDQFDMBX�TMKNBJ�CNNQR�

Figur e 17. /"$�%NNQ�1QNODQSX�4GDDS

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD
(THCD

/"$�%QHUDQ�$NMSQNKKDQ�4DSTO�@MC
*MSDFQ@SHNM

.@QBG���
����� ���



Property Value Description

%DMX�%TQDRR�5Q@MR@BSHNMR SQTD�NQ�E@KRD�	CDE@TKS
 "KKNVR�SN�NODM�SGD�CNNQ�HE�LNQD
OQDRRTQD�@OOKHDC�

0UDQQHCD�4BGDCTKD MTKK�	CDE@TKS

�SQTD�NQ�E@KRD
8GDM�MTKK�HR�DM@AKDC
�QDONQSR�SGD
HMBNLHMF�U@KTD�EQNL�SGD�CDUHBD�
: NT�B@MMNS�BG@MFD�SGHR�U@KTD�

5N�BG@MFD�SGHR�U@KTD
�BKHBJ�SGD
CNTAKD�@QQNV�SN�SGD�QHFGS�@MC
QDLNUD�SGD�MTKK�BGDBJ�L@QJ�

4SQHJD�5HLD GNTQR�LHMTSDR�RDBNMCR�	CDE@TKSR�SN��
RDBNMCR


4DSR�SGD�CTQ@SHNM�ENQ�SGD�B@QC�RVHOD

DMRTQHMF�HS�HR�L@HMS@HMDC�ENQ�SGD
RODBHgDC�@LNTMS�NE�SHLD�

)DKC�0ODM�"K@QL�5HLD GNTQR�LHMTSDR�RDBNMCR�	CDE@TKSR�SN
���RDBNMCR


$NMgFTQDR�GNV�KNMF�SGD�CNNQ�L@X
AD�GDKC�NODM�ADENQD�@M�@K@QL
BNMCHSHNM�L@MHEDRSR�

.HMHLTL�4SQHJD�5HLD GNTQR�LHMTSDR�RDBNMCR�	CDE@TKSR�SN��
RDBNMCR


5GD�B@QC�RVHOD�LTRS�AD�L@HMS@HMDC
ENQ�@S�KD@RS�SGD�LHMHLTL�RODBHgDC
CTQ@SHNM

"BSHU@SD�4SQHJD�NM�3DW SQTD�	CDE@TKS
�NQ�E@KRD 5GD�RSQHJD�HR�@BSHU@SDC�VGDM�@
3DPTDRS�SN�&WHS�HR�HMHSH@SDC�

3D�-NBJ�0M CQNO�CNVM�KHRS
%DgMDR�VG@S�RGNTKC�G@OODM�VHSG
@�CNNQ�SG@S�G@R�ITRS�ADDM
TMKNBJDC�

3DKNBJ�NM�SGD�&MC�NE�4SQHJD�5HLD

@MC�KNBJR�SGD�CNNQ�@R�RNNM�@R
RSQHJD�SHLD�DMCR�

3DKNBJ�NM�%NNQ�0ODM
�KNBJ�SGD�CNNQ
@R�RNNM�@R�HS�TMKNBJR��3DKNBJ�NM�%NNQ
$KNRD
�KNBJ�SGD�CNNQ�DHSGDQ�@ESDQ�SGD
"BBDRR�6MKNBJ�5HLD�DWOHQDR�	HE�SGD
CNNQ�G@R�ADDM�TMKNBJDC�ATS�MNS
NODMDC
�NQ�VGDM�SGD�CNNQ�BKNRDR�

4DMRNQ "CCHSHNM@K�OQNODQSHDR 4DMRNQR�@QD�BNMS@BS�CDUHBDR�SG@S
LNMHSNQ�SGD�RS@SD�NE�@�CNNQ

&WHS�3DPTDRS "CCHSHNM@K�OQNODQSHDR /NQL@K�DWHS�EQNL�@M�@BBDRR�YNMD�
&WHS�QDPTDRSR�@QD�CDUHBDR�SG@S
OQNUHCD�@BBDRR�SN�KD@UD�SGQNTFG�@
CNNQ�VHSGNTS�G@UHMF�SN�OQDRDMS�@
A@CFD�B@QC�

4SQHJD "CCHSHNM@K�OQNODQSHDR %DgMDR�SGD�RS@SD�NE�SGD�CNNQ�KHJD
KNBJ�HR�QDKD@RDC�NQ�MNS

/"$�%QHUDQ�$NMSQNKKDQ�4DSTO�@MC
*MSDFQ@SHNM

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD
(THCD

��� .@QBG���
�����



Property Value Description

%NNQ�'NQBDC "CCHSHNM@K�OQNODQSHDR $NMgFTQDR�SGD�%NNQ�'NQBDC
&WSDMRHNM�SN�RDS�SGD�@K@QL�QDK@SDC
OQNODQSHDR�

%NNQ�)DKC�0ODM "CCHSHNM@K�OQNODQSHDR $NMgFTQDR�SGD�%NNQ�)DKC�0ODM
&WSDMRHNM�SN�RDS�SGD�@K@QL�QDK@SDC
OQNODQSHDR�

4TOOQDRR�3DW�&UDMS SQTD�	CDE@TKS
�NQ�E@KRD 4TOOQDRRDR�SGD�&WHS�3DPTDRS�DUDMSR�

3D@CDQ @CCHSHNM@K�OQNODQSHDR 5GHR�BNLONMDMS�HR�CNBTLDMSDC�HM�@
RDO@Q@SD�SNOHB�

/"$�3D@CDQ�4DSTO�@MC�$NMEHFTQ@SHNM
5GD�RDBSHNM�@CCQDRRDR�@�V@X�SN�BNMgFTQD�SGD/"$�3D@CDQ/"$�3D@CDQSG@S�HR�OQDRDMS�TMCDQ�SGD/"$�"BBDRR�%NNQ/"$�"BBDRR�%NNQ�

$NMgFTQD�SGD�/"$�3D@CDQ�OQNODQSHDR

�� %NTAKD�BKHBJ�NM�SGD�3D@CDQ�SN�NODM�SGD�&CHS�VHMCNV�

�� &CHS�SGD�QD@CDQ�BNMgFTQ@SHNMR
�HMBKTCHMF�/@LD
�&M@AKD
�3D@CDQ�5XOD
�"CCQDRR
�@MC�04%1�"CCQDRR�

�� $KHBJOK SN�R@UD�SGD�BG@MFDR�

M@B%QHUDQ�M@B3D@CDQ
5GD�BNLONMDMS�OQNUHCDR�SGD�QD@CDQ�BNMgFTQ@SHNM�OQNODQSX�ENQ�SGD/"$�%QHUDQ/"$�%QHUDQ�

Figur e 18. /"$�3D@CDQ

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD
(THCD

/"$�%QHUDQ�$NMSQNKKDQ�4DSTO�@MC
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.@QBG���
����� ���



a $NLONMDMS�-NB@SHNM�M@B%QHUDQ�1@KDSSD

a 5N�@BBDRR�SGDRD�OQNODQSHDR
�DWO@MC$NMgF$NMgF� %QHUDQR%QHUDQR� /"$�/DSVNQJ/"$�/DSVNQJ @MC�QHFGS�BKHBJ�SGD�BNMSQNKKDQ%NNQ%NNQ�
77HDVRHDVR� 1Q1QNODQSX�RGDDSNODQSX�RGDDS�

a 0SGDQ�SG@M�SGD�RS@MC@QC�OQNODQSHDR�	RS@STR
�DM@AKDC
�E@TKS�B@TRD
�SGDRD�OQNODQSX�RTOONQSR�SGD�BNMSQNKKDQ
BNLONMDMS�

Property Value Description

$TQQDMS�#@CFD�3D@C QD@C�NMKX 3DONQSR�SGD�MTLADQ�NE�SGD�A@CFD
ADHMF�OQNBDRRDC�MNV�

-@RS�#@CFD�3D@C QD@C�NMKX 3DONQSR�SGD�MTLADQ�NE�SGD�K@RS�QD@C
A@CFD�

-@RS�#@CFD�"BSHUHSX QD@C�NMKX 3DONQSR�SGD�K@RS�QD@C�NQ�VQHSD�TRHMF�@
A@CFD�

-@RS�1DQRNM�/@LD QD@C�NMKX 3DONQSR�SGD�NVMDQ�NE�SGD�K@RS�A@CFD
QD@C�

-@RS�1DQRNM�*C QD@C�NMKX 3DONQSR�SGD�*%�NE�SGD�NVMDQ�NE�SGD
K@RS�A@CFD�QD@C�

7@KHC@SD�5HLDRS@LO QD@C�NMKX 3DONQSR�VGDM�SGD�RXRSDL�U@KHC@SDC
SGD�A@CFD�

3D@CDQ�5XOD CQNO�CNVM "KKNVR�SN�BGNNRD�OQNSNBNK�@R�ODQ
BNMSQNKKDQR�ADSVDDM�0�4�%�1�@MC
8 HDF@MC�ENQL@S�SN�QD@C�B@QC�C@S@�

"SSDMC@MBD CQNO�CNVM "KKNVR�RDKDBSHNM�NE�NOSHNMR�None


Figur e 19. /@B�3D@CDQ�1QNODQSX�4GDDS

/"$�%QHUDQ�$NMSQNKKDQ�4DSTO�@MC
*MSDFQ@SHNM

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD
(THCD

��� .@QBG���
�����



Property Value Description

Check In 
�@MCCheck Out ENQ
QDBNQCHMF�@SSDMC@MBD�

"CCQDRR MTLADQ "CCQDRR�ENQ�RODBHgB�QD@CDQ�

0�4�%�1�"CCQDRR MTLADQ "CCQDRR�NE�04%1
�HE�SGD�QD@CDQ�HR�0�4
%�1�SXOD�

'HQLV@QD�7DQRHNM QD@C�NMKX %HROK@XR�BTQQDMS�gQLV@QD�UDQRHNM
HMRS@KKDC�NM�BNMSQNKKDQ�

-DC�5XOD CQNO�CNVM 5GD�-&%�@BSHU@SDR�TONM�@�B@QC�RVHOD

CHROK@XHMF�DHSGDQ�(QDDM�NQ�@
BNLAHM@SHNM�NE�3DC�@MC�(QDDM�

"RRHFMLDMS QD@C�NMKX 4GNVR�VGHBG�CNNQ�HR�@RRHFMDC�SN�SGD
QD@CDQ�

3D@CDQ�5@LODQ @CCHSHNM@K�OQNODQSHDR 4DSR�TO�SGD�3D@CDQ�5@LODQ
&WSDMRHNM�SN�CDgMD�@K@QL�QDK@SDC
OQNODQSHDR�HM�B@RD�SGD�QD@CDQ�HR
S@LODQDC�VHSG�

1QDUDMS�3DLNUD E@KRD�	CDE@TKS
 *E�SGD�QDLNUD�@BSHNM�HR�DWDBTSDC�NM�@
BNMSQNKKDQ�VHSG�@M�DMBQXOSDC
BNMMDBSHNM
�@�VHMCNV�@OOD@QR�SN
BNMgQL�VGDSGDQ�NQ�MNS�SN�OQNBDDC
VHSG�SGD�QDLNU@K�

"K@QL�*MEN @CCHSHNM@K�OQNODQSHDR 4S@MC@QC @K@QL�"K@QL4NTQ@K@QL�"K@QL4NTQBD*MENBD*MEN
BNLONMDMS�

"BSHUHSX�@KDQS�DWSDMRHNMR @CCHSHNM@K�OQNODQSHDR 4S@MC@QC @BBDRR%QHUDQ@BBDRR%QHUDQ�"BS�"BSHUHSX"KDQS&WSHUHSX"KDQS&WS�
&@BG�G@R�SGD�R@LD�RDS�NE�@K@QL
RNTQBD�HMEN�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD
(THCD

/"$�%QHUDQ�$NMSQNKKDQ�4DSTO�@MC
*MSDFQ@SHNM

.@QBG���
����� ���



/"$�%QHUDQ�$NMSQNKKDQ�4DSTO�@MC
*MSDFQ@SHNM

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD
(THCD

��� .@QBG���
�����



Chapter 8. Device configuration
%DUHBDR�HMBKTCD�CNNQR
�QD@CDQR
�@MC�RDMRNQR�@MC�@MX�NSGDQ�BNLONMDMSR�SG@S�B@M�AD�BNMSQNKKDC�AX�SGD/H@F@Q@
'Q@LDVNQJ�

%HRBNUDQHMF�@MC�@CCHMF�@BBDRR�BNMSQNK�LNCTKDR
5GHR�OQNBDCTQD�CNBTLDMSR�GNV�SN�CHRBNUDQ�@MC�@CC�SN�SGD�RS@SHNM�C@S@A@RD�@BBDRR�BNMSQNK�LNCTKDR�SG@S�@QD
BNMMDBSDC�SN�@M�34�����RDQH@K�ATR�

Prerequisites:
: NT�@QD�VNQJHMF�HM�@�BNMSQNKKDQ^R�VDA�6*�

��4SDO /@UHF@SD�SN$NMSQ$NMSQNKNKKDQ�4DSTOKDQ�4DSTO� 3DLNSD�%DUHBDR3DLNSD�%DUHBDR� 3DLNSD�.NCTKDR3DLNSD�.NCTKDR� 3DLNSD�.NCTKD�4DSTO3DLNSD�.NCTKD�4DSTO�

��4SDO $KHBJ�%HRBNUDQ�	
�
5GD�CHRBNUDQX�OQNBDRR�CHROK@XR�SGD�CHRBNUDQDC�LNCTKDR�HM�SGD�KNVDQ%HRBNUDQDCO@MD�

��4SDO 4DKDBS�D@BG�HMCHUHCT@K�LNCTKD�@MC�BKHBJ�"CC�	 
�
5GD�RXRSDL�@CCR�SGD�CDUHBD�SN�SGD�RS@SHNM�C@S@A@RD�

��4SDO : NT�B@M�QDM@LD�SGD�LNCTKD�@R�XNT�@CC�HS�SN�SGD�C@S@A@RD�@MC�BKHBJ0,0, �

��4SDO 5N�UDQHEX�SG@S�SGD�CDUHBD�HR�NMKHMD
�QHFGS�BKHBJ�HS�HM�SGD%@S@A@RDO@MD�@MC�BKHBJWink Device NQ
RDKDBS�HS�@MC�BKHBJ�8HMJ�	 
�
5GD�CDUHBD�QDRONMCR�

��4SDO *MRSD@C�NE�CHRBNUDQHMF�LNCTKDR
�XNT�B@M�@CC�D@BG�NMD�HMCHUHCT@KKX�AX�BKHBJHMF�.@M@FD�%DUHBDR�	


�RDKDBSHMFAdd @MC�BKHBJHMF0,0, 
�RDKDBSHMF�SGD�SXOD�NE�CDUHBD�SN�@CC�@MC�BKHBJHMF0,0, 
�FHUHMF

SGD�CDUHBD�@�M@LD�@MC�BKHBJHMF0,0, 


��4SDO 'NQ�D@BG�LNCTKD
�BNLO@QD�HSR�gQLV@QD�*MRS@KKDC�7DQRHNM�@MC�"U@HK@AKD�7DQRHNM�BNKTLMR�HM�SGD
S@AKD�

��4SDO *E�@�LNQD�QDBDMS�gQLV@QD�UDQRHNM�HR�@U@HK@AKD
�RDKDBS�SGD�LNCTKD
�BKHBJ�6OFQ@CD�'HQLV@QD�	 


UDQHEX�SG@S�SGD�UDQRHNM�RTBBDRRETKKX�TOC@SDC
�@MC�BKHBJ0,0, �

��4SDO 5N�R@UD�SGD�RS@SHNM
�BKHBJ$NMSQ$NMSQNKNKKDQ�4DSTOKDQ�4DSTO� .HRBDK.HRBDKK@MDNTRK@MDNTR� $NMSQ$NMSQNKNKKDQ�.@HMSDM@MBDKDQ�.@HMSDM@MBD� 4@UD4@UD
4S@S4S@SHNMHNM

%NNQ�BNMEHFTQ@SHNM
-@QFD�BNLO@MHDR�L@X�G@UD�SGNTR@MCR�NE�CNNQR��5GD�OQNBDCTQDR�HM�SGHR�BG@OSDQ�BNMgFTQD�RHMFKD�CNNQR��:NT�B@M
TRD�QDOKHB@SHNM�SN�@TSNL@SHB@KKX�BNMgFTQD�@CCHSHNM@K�QDLNSD�CNNQR�

%NNQR�@QD�BNMMDBSDC�SN�LNCTKDR
�VGHBG�@QD�G@QCV@QD�BNLONMDMSR�SG@S�BNMMDBS�SN�@�BNMSQNKKDQ�SN�OQNUHCD
RODBH@KHYDC�ETMBSHNMR��5GD�CDUHBDR�SG@S�RDBTQD�@BBDRR�CNNQR�@MC�DKDU@SNQR�BNMMDBS�SN�SGDRD�LNCTKDR�

#DRS�1Q@BSHBD��%TQHMF�CNNQ�BNMgFTQ@SHNM�HS�HR�@�FNNC�HCD@�SN�R@UD�@�RS@SHNM�EQDPTDMSKX��5N�R@UD�SGD�BTQQDMS
RS@SHNM
�BKHBJ.HRBDK.HRBDKK@MDNTRK@MDNTR� $NMSQ$NMSQNKNKKDQ�.@HMSDM@MBDKDQ�.@HMSDM@MBD
�@MC�BKHBJ4@UD�4S@S4@UD�4S@SHNMHNM�

$NMEHFTQHMF�@�CNNQ�VHSG�@M�DKDBSQHB�RSQHJD�LDBG@MHRL
5GHR�OQNBDCTQD�BNMgFTQDR�@�SXOHB@K�CNNQ�LDBG@MHRL�SG@S�KNBJR�TONM�@�KNRR�NE�ONVDQ�

Prerequisites:
5GD�CNNQ�SN�BNMgFTQD�G@R�@�B@QC�QD@CDQ�VHSG�MN�JDXO@C
�@�E@HK�RDBTQD�DKDBSQHB�CNNQ�RSQHJD
�@�CNNQ�RDMRNQ�VHSG
@K@QL�MNSHgB@SHNM�@MC�@�QDPTDRS�SN�DWHS�ENQ�RGTMS�@K@QLR�NMKX��HS�CNDR�MNS�TMKNBJ��"�RBGDCTKD�HMCHB@SHMF�VGDM

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD %DUHBD�BNMEHFTQ@SHNM

.@QBG���
����� ���



SGD�CNNQ�HR�TMKNBJDC�	ENQ�MNQL@K�ATRHMDRR�GNTQR
�DWHRSR�

��4SDO /@UHF@SD�SN$NMSQ$NMSQNKNKKDQ�4DSTOKDQ�4DSTO� 3DLNSD�%DUHBDR3DLNSD�%DUHBDR� 3DLNSD�.NCTKDR3DLNSD�.NCTKDR� 3DLNSD�.NCTKD�4DSTO3DLNSD�.NCTKD�4DSTO�

��4SDO %NTAKD�BKHBJ�SGD�LNCTKD�SN�VGHBG�SGD�CNNQ�@MC�HSR�QD@CDQ�@QD�BNMMDBSDC�
5GD3DLNSD�3D@CDQ�.NCTKDS@A�NODMR�

��4SDO 5N�@RRNBH@SD�SGD�QD@CDQ�VHSG�SGD�CNNQ
�RDSEnabled SNtrue @MC�BKHBJ�SGD%NNQRS@A�
5GD%NNQRS@A�NODMR�

��4SDO 5N�FHUD�SGD�CNNQ	R
�LNQD�CDRBQHOSHUD�M@LDR
�BKHBJ.@M@FD�%DUHBDR.@M@FD�%DUHBDR
�RDKDBSRename@MC�BKHBJ0J0J 

RDKDBS�SGD�CNNQ�@MC�BKHBJ0J0J 
�SXOD�HM�@�M@LD�@MC�BKHBJ0J0J �

��4SDO $KHBJ�SGD�GXODQKHMJ�SN�SGD�CNNQ�UHDV�
5GD3D@CDQRS@A�NODMR�

��4SDO 5N�FHUD�SGD�QD@CDQ�@�LNQD�CDRBQHOSHUD�M@LD
�BKHBJ.@M@FD�%DUHBDR.@M@FD�%DUHBDR
�RDKDBSRename@MC�BKHBJ0J0J 

RDKDBS�SGD�QD@CDQ�@MC�BKHBJ0J0J 
�SXOD�HM�@�M@LD�@MC�BKHBJ0J0J �

��4SDO $KHBJ�SGD4SQHJDS@A�@MC�BNMgFTQD�HSR�OQNODQSHDR�@BBNQCHMF�SN�SGD�RBQDDM�B@OSTQD�TRHMF�SGD
BNLO@MX^R6MKNBJ�4BGDCTKD�

Schedule Operation QDPTHQDR�@�RBGDCTKD�RN�SG@S�SGD�RXRSDL�B@M�HCDMSHEX�SGD�gQRS�U@KHC@SHNM

VGHBG�SQHFFDQR�TMKNBJHMF�SGD�CNNQ�

5GDDoor Lock Output U@KTD�CDODMCR�NM�SGD�G@QCV@QD�BNMgFTQ@SHNM�

��4SDO $KHBJ�SGD4DMRNQS@A�@MC�BNMgFTQD�SGD�OQNODQSHDR�@BBNQCHMF�SN�SGD�RBQDDM�B@OSTQD�

%DUHBD�BNMEHFTQ@SHNM /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



5GDSensor Input U@KTD�CDODMCR�NM�SGD�G@QCV@QD�BNMgFTQ@SHNM�

��4SDO $KHBJ�SGD&WHS�3DPTDRSS@A�@MC�BNMgFTQD�SGD�OQNODQSHDR�@BBNQCHMF�SN�SGD�RBQDDM�B@OSTQD�

5GDRequest-to-Exit U@KTD�CDODMCR�NM�SGD�G@QCV@QD�BNMgFTQ@SHNM�

���4SDO 5N�R@UD�SGD�BNMgFTQ@SHNM
�BKHBJ4@UD4@UD@MC�SDRS�SGD�CNNQ�

$NMEHFTQHMF�@�CNNQ�VHSG�@�L@F�KNBJ
5GHR�OQNBDCTQD�BNMgFTQDR�@�CNNQ�DPTHOODC�VHSG�@�L@F�KNBJ��5GD�BNMS@BS�BKNRDR�SN�KNBJ�SGD�CNNQ�

Prerequisites:
5GD�CNNQ�G@R�@�B@QC�QD@CDQ�VHSG�MN�JDXO@C
�@�L@FMDSHB�CNNQ�KNBJ�	E@HK�R@ED

�@�CNNQ�RDMRNQ�VHSG�@K@QL

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD %DUHBD�BNMEHFTQ@SHNM

.@QBG���
����� ���



MNSHgB@SHNM�@MC�@�QDPTDRS�SN�DWHS�ENQ�RGTMS�@K@QLR�NMKX�	HS�CNDR�MNS�TMKNBJ
��"�RBGDCTKD�DWHRSR
�VGHBG�HMCHB@SDR
VGDM�SGD�CNNQ�HR�TMKNBJDC�	ENQ�MNQL@K�ATRHMDRR�GNTQR
�

��4SDO /@UHF@SD�SN$NMSQ$NMSQNKNKKDQ�4DSTOKDQ�4DSTO� 3DLNSD�%DUHBDR3DLNSD�%DUHBDR� 3DLNSD�.NCTKDR3DLNSD�.NCTKDR� 3DLNSD�.NCTKD�4DSTO3DLNSD�.NCTKD�4DSTO�

��4SDO %NTAKD�BKHBJ�SGD�LNCTKD�SN�VGHBG�SGD�CNNQ�@MC�HSR�QD@CDQ�@QD�BNMMDBSDC�
5GD3DLNSD�3D@CDQ�.NCTKDS@A�NODMR�

��4SDO 5N�@RRNBH@SD�SGD�QD@CDQ�VHSG�SGD�CNNQ
�RDSEnabled SNtrue @MC�BKHBJ�SGD%NNQRS@A�
5GD%NNQRS@A�NODMR�

��4SDO 5N�FHUD�SGD�CNNQ�@�LNQD�CDRBQHOSHUD�M@LD
�BKHBJ.@M@FD�%DUHBDR.@M@FD�%DUHBDR
�RDKDBSRename@MC�BKHBJ0J0J 

RDKDBS�SGD�CNNQ�@MC�BKHBJ0J0J 
�SXOD�HM�@�M@LD�@MC�BKHBJ0J0J �

��4SDO $KHBJ�SGD�GXODQKHMJ�SN�SGD�CNNQ�UHDV�
5GD3D@CDQRS@A�NODMR�

��4SDO 5N�FHUD�SGD�QD@CDQ�@�LNQD�CDRBQHOSHUD�M@LD
�BKHBJ.@M@FD�%DUHBDR.@M@FD�%DUHBDR
�RDKDBSRename@MC�BKHBJ0J0J 

RDKDBS�SGD�QD@CDQ�@MC�BKHBJ0J0J 
�SXOD�HM�@�M@LD�@MC�BKHBJ0J0J �

��4SDO $KHBJ�SGD4SQHJDS@A�@MC�BNMgFTQD�HSR�OQNODQSHDR�@BBNQCHMF�SN�SGD�RBQDDM�B@OSTQD�

" Schedule Operation NE�'NKKNV�"MNSGDQ�4SQHJD�QDPTHQDR�XNT�SN�HCDMSHEX�SGD�CNNQ�VGNRD�RSQHJD
SGHR�CNNQ�ENKKNVR�	Follow Strike 
��5GDDoor Lock Output QDK@X�CDODMCR�NM�SGD�G@QCV@QD
BNMgFTQ@SHNM�

5GDDoor Lock Output U@KTD�CDODMCR�NM�SGD�G@QCV@QD�BNMgFTQ@SHNM�

��4SDO $KHBJ�SGD4DMRNQS@A�@MC�BNMgFTQD�SGD�OQNODQSHDR�@BBNQCHMF�SN�SGD�RBQDDM�B@OSTQD�

%DUHBD�BNMEHFTQ@SHNM /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



5GDSensor Input U@KTD�CDODMCR�NM�SGD�G@QCV@QD�BNMgFTQ@SHNM�

��4SDO $KHBJ�SGD&WHS�3DPTDRSS@A�@MC�BNMgFTQD�SGD�OQNODQSHDR�@BBNQCHMF�SN�SGD�RBQDDM�B@OSTQD�

5GDRequest-to-Exit U@KTD�CDODMCR�NM�SGD�G@QCV@QD�BNMgFTQ@SHNM�

���4SDO 5N�R@UD�SGD�BNMgFTQ@SHNM
�BKHBJ4@UD4@UD@MC�SDRS�SGD�CNNQ�

$NMEHFTQHMF�@�LNMHSNQDC�DWHS�CNNQ
5GD�RXRSDL�B@M�LNMHSNQ�CNNQR�@MC�KNBJ�SGDL�HM�B@RD�NE�@�KNRR�NE�ONVDQ��"�RDMRNQ�	A@K@MBDC�L@FMDSHB�RVHSBG

LNMHSNQR�SGHR�CNNQ
�ATS�HSR�KNBJ�HR�OTQDKX�LDBG@MHB@K�

Prerequisites:

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD %DUHBD�BNMEHFTQ@SHNM

.@QBG���
����� ���



5GD�CNNQ�G@R�MN�B@QC�QD@CDQ
�MN�CNNQ�RSQHJD
�MN�@AHKHSX�SN�QDBDHUD�@M�DWHS�QDPTDRS
�ATS�HS�G@R�@�RDMRNQ�VHSG�@K@QL
MNSHgB@SHNM�

��4SDO /@UHF@SD�SN$NMSQ$NMSQNKNKKDQ�4DSTOKDQ�4DSTO� 3DLNSD�%DUHBDR3DLNSD�%DUHBDR� 3DLNSD�.NCTKDR3DLNSD�.NCTKDR� 3DLNSD�.NCTKD�4DSTO3DLNSD�.NCTKD�4DSTO�

��4SDO %NTAKD�BKHBJ�SGD�LNCTKD�SN�VGHBG�SGD�CNNQ�HR�BNMMDBSDC�
5GD.NCTKDS@A�NODMR�

��4SDO $KHBJ�SGD%NNQRS@A�

��4SDO $KHBJ.@M@FD�%DUHBDR.@M@FD�%DUHBDR
�RDKDBSRename@MC�BKHBJ0J0J 
�RDKDBS�SGD�CNNQ�@MC�BKHBJ0J0J 
�FHUD�SGD�CNNQ�@
CDRBQHOSHUD�M@LD
�@MC�BKHBJ0J0J �

��4SDO $KHBJ�SGD�GXODQKHMJ�ENQ�SGD�CNNQ�
3D@CDQ
�RSQHJD�@MC�QDPTDRS�SN�DWHS�ETMBSHNMR�@QD�MNS�MDDCDC�ENQ�SGHR�CNNQ��5GD�U@QHNTR�HMOTSR�@MC
NTSOTSR�SG@S�@QD�MNQL@KKX�QDRDQUDC�ENQ�SGNRD�ETMBSHNMR�@QD�@U@HK@AKD�ENQ�TRD�DKRDVGDQD�

��4SDO $KHBJ.@M@FD�%DUHBDR.@M@FD�%DUHBDR
�RDKDBSDelete @MC�BKHBJ0J0J 
�RDKDBS�SGD�QD@CDQ�@RRNBH@SDC�VHSG�SGHR�CNNQ
�@MC
BKHBJ0J0J �

��4SDO $NMgQL�SG@S�SGD3D@CDQRS@A�HR�MN�KNMFDQ�@U@HK@AKD�
*E�XNT�MDDC�@MNSGDQ�QDK@X�NTSOTS�RNLDVGDQD�DKRD�HM�SGD�BNMgFTQ@SHNM
�XNT�B@M�CDKDSD�SGD�RSQHJD
ENQ�SGHR�CNNQ��30��VHKK�SGDM�AD�@U@HK@AKD�NM�SGD"CCHSHNM@K�1NHMSRS@A�ENQ�SGD�LNCTKD��5GDQD�HR�MN
G@QL�HM�@KKNVHMF�SGD4SQHJDS@A�SN�QDL@HM�VHSG�DUDQXSGHMF�RDS�SN�SGD�CDE@TKSR�

*E�XNT�MDDC�@MNSGDQ�RTODQUHRDC�CHFHS@K�HMOTS�RNLDVGDQD�DKRD�HM�SGD�BNMgFTQ@SHNM
�XNT�B@M�CDKDSD
SGD�QDPTDRS�SN�DWHS�ENQ�SGHR�CNNQ��4%*M�VHKK�SGDM�AD�@U@HK@AKD�NM�SGD"CCHSHNM@K�1NHMSRS@A�ENQ�SGD
LNCTKD�

��4SDO *E�XNT�BGNNRD�MNS�SN�CDKDSD�SGD�QDPTDRS�SN�DWHS
�RDS�SGDExit Request Fault Alarm Class NM�SGD
&WHS�3DPTDRSS@A�SNOff Alarm Class SN�OQDUDMS�MTHR@MBD�@K@QLR�

5DRSHMF�@�CNNQ
5GHR�OQNBDCTQD�SDRSR�SGD�BNMgFTQ@SHNM�SN�DMRTQD�HS�HR�VNQJHMF�@R�DWODBSDC�

��4SDO 8GHKD�UHDVHMF�SGD4SQHJDS@A
�BKHBJ.@MT@K�0UDQQHCD.@MT@K�0UDQQHCD
�RDKDBS�@MOverride Type @MC�BNMgQL�SG@S�SGD
Status BG@MFDR�SNUnlocked @R�DWODBSDC�

a 'NQ�@�CNNQ�VHSG�@M�DKDBSQHB�RSQHJD�LDBG@MHRL
�SGD�LDBG@MHRL�DMDQFHYDR�SGD�RSQHJD�L@FMDS�SN
KNBJ�SGD�CNNQ�@ESDQ�SGD�NUDQQHCDTime �

a 'NQ�@�CNNQ�VHSG�L@F�KNBJ
�SGD�BNMS@BS�BKNRDR�SN�KNBJ�SGD�CNNQ�@ESDQ�SGD�NUDQQHCDTime �

��4SDO 8GHKD�UHDVHMF�SGD4DMRNQS@A
�NODM�@MC�BKNRD�SGD�CNNQ�SN�UDQHEX�SG@S�SGD�RDMRNQ�QDONQSR�VGDM�SGD
CNNQ�HR�NODM�

��4SDO "RRHFM�@�RBGDCTKD�NM�SGD4SQHJDS@A�SG@S�RDSR�TO�SGD�CNNQ�SN�AD�BTQQDMSKX�KNBJDC
�SGDM�NODM�SGD
CNNQ�

��4SDO 0M�SGD4DMRNQS@A
�UDQHEX�SG@S�SGD�RDMRNQ�FDMDQ@SDR�@�CNNQ�ENQBDC�@K@QL�

��4SDO 0ODM�SGD�@K@QL�BNMRNKD�@MC�@BJMNVKDCFD�SGD�@K@QL�

��4SDO 8GHKD�UHDVHMF�SGD&WHS�3DPTDRSS@A
�HRRTD�@�QDPTDRS�SN�DWHS�SGQNTFG�SGD�CNNQ�@MC�UDQHEX�SG@S
Status BG@MFDR�SNActive @MC�SG@S
�DUDM�SGNTFG�SGD�RBGDCTKD�HMCHB@SDR�SGD�CNNQ�RGNTKC�AD
KNBJDC
�SGD�RDMRNQ�CNDR�MNS�FDMDQ@SD�@M�@K@QL�

Result

#DRS�OQ@BSHBD��"KK�CNNQR�RGNTKC�AD�BNMgFTQDC�SN�ETMBSHNM�SGD�R@LD�V@X�QDF@QCKDRR�NE�SGD�KNBJHMF�LDBG@MHRL�

3D@CDQ�BNMEHFTQ@SHNM
3D@CDQR�@QD�@RRNBH@SDC�VHSG�CNNQR�

%DUHBD�BNMEHFTQ@SHNM /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



#DRS�1Q@BSHBD��%TQHMF�QD@CDQ�BNMgFTQ@SHNM�HS�HR�@�FNNC�HCD@�SN�R@UD�@�RS@SHNM�EQDPTDMSKX��5N�R@UD�SGD�BTQQDMS
RS@SHNM
�BKHBJ.HRBDK.HRBDKK@MDNTRK@MDNTR� $NMSQ$NMSQNKNKKDQ�.@HMSDM@MBDKDQ�.@HMSDM@MBD
�@MC�BKHBJ4@UD�4S@S4@UD�4S@SHNMHNM�

"CC HMF�@�QD@CDQ
5GHR�OQNBDCTQD�@CCR�@M�DWHRSHMF�QD@CDQ�SN�SGD�RS@SHNM�C@S@A@RD�

Prerequisites:
: NT�@QD�TRHMF�SGD�VDA�6*��5GD�QD@CDQ�G@R�ADDM�HMRS@KKDC�MDWS�SN�SGD�CNNQ�

��4SDO /@UHF@SD�SN$NMSQ$NMSQNKNKKDQ�4DSTOKDQ�4DSTO� 3DLNSD�%DUHBDR3DLNSD�%DUHBDR� 3DLNSD�.NCTKDR3DLNSD�.NCTKDR� 3DLNSD�.NCTKD�4DSTO3DLNSD�.NCTKD�4DSTO�

��4SDO %NTAKD�BKHBJ�SGD�LNCTKD�SN�VGHBG�SGD�CNNQ�@MC�HSR�QD@CDQ�@QD�BNMMDBSDC�
5GD3DLNSD�3D@CDQ�.NCTKDS@A�NODMR�

��4SDO 5N�@RRNBH@SD�SGD�QD@CDQ�VHSG�SGD�CNNQ
�RDSEnabled SNtrue @MC�BKHBJ�SGD%NNQRS@A�
5GD%NNQRS@A�NODMR�

��4SDO $KHBJ�.@M@FD�%DUHBDR�	

�@MC
�RDKDBS"CC"CC
�@MC�BKHBJ0J0J �

��4SDO 4DKDBS�SGD�QD@CDQ
�BKHBJ0J0J 
�M@LD�SGD�QD@CDQ�@MC�BKHBJ0J0J �
5GD�RNESV@QD�BQD@SDR�SGD�QD@CDQ�

��4SDO $KHBJ�SGD�QD@CDQ�GXODQKHMJ
�ENKKNVDC�AX�BKHBJHMF�SGD3D@CDQS@A�
5GD�3D@CDQ�UHDV�NODMR�

��4SDO "ESDQ�BNMgFTQHMF�QD@CDQ�OQNODQSHDR
�BNMgFTQD�SGD"BSHUHSX�"KDQS�&WSR@MC0TSOTS�$NMgFTQ@SHNM
S@AR
�SGDM�BKHBJ4@UD4@UD�

"RRHFMHMF�@�QD@CDQ�@MC�EKNNQ�SN�@M�@BBDRR�QHFGS
&@BG�@BBDRR�QHFGS�RTOONQSR�QD@CDQR�@MC�hNNQR��5GD�@RRNBH@SHNM�ADSVDDM�@M�@BBDRR�QHFGS�@MC�HSR�QD@CDQ	R
�SDKKR�@
4TODQUHRNQ�VGHBG�NE�HSR�RTANQCHM@SD�RS@SHNMR�MDDCR�SGD�0QHNM�C@S@��"�BNMSQNKKDQ�SG@S�HR�VHQDC�SN�@�QD@CDQ�@MC
@EgKH@SDC�VHSG�@�O@QSHBTK@Q�@BBDRR�QHFGS�RSNQDR�SGD�C@S@�QDPTHQDC�SN�FQ@MS�@BBDRR�SN�ODQRNMMDK�VGN�G@UD�SGD�QHFGS
SN�RVHOD�SGDHQ�A@CFDR�@S�HSR�QD@CDQR�

Prerequisites:
: NT�@QD�VNQJHMF�HM�SGD�VDA�6*��:NT�G@UD�@KQD@CX�BQD@SDC�NMD�NQ�LNQD�@BBDRR�QHFGSR��:NT�G@UD�RDS�TO�CNNQR


/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD %DUHBD�BNMEHFTQ@SHNM

.@QBG���
����� ���



QD@CDQR�@MC�hNNQR�

��4SDO $KHBJ1DQRNMMDK1DQRNMMDK� "BBDRR�3HFGSR"BBDRR�3HFGSR�
5GD�"BBDRR�QHFGSR�UHDV�NODMR�VHSG�SGD�KHRS�NE�@BBDRR�QHFGSR�

��4SDO %NTAKD�BKHBJ�@M�@BBDRR�QHFGS�@MC�BKHBJ�SGD3D@CDQRS@A�
5GD�@RRHFMLDMS�UHDV�NODMR�

��4SDO $KHBJ�SGD�"RRHFM�.NCD�ATSSNM�	

5GD6M@RRHFMDCO@MD�NODMR�@MC�ONOTK@SDR�HS�VHSG�QD@CDQ�QDBNQCR�

��4SDO 4DKDBS�SGD�QD@CDQ�SN�@RRNBH@SD�VHSG�SGD�@BBDRR�QHFGS
�@MC�BKHBJ�SGD�"RRHFM�ATSSNM�	
�
5GD�QD@CDQ�QDBNQC�LNUDR�EQNL�SGD6M@RRHFMDCSN�SGD/DVKX�"RRHFMDCO@MD�

��4SDO *E�SGD�@BBDRR�QHFGS�@OOKHDR�SN�@�RODBHgB�hNNQ
�BKHBJ�SGD'KNNQRS@A�
5GD'KNNQRCHRBNUDQX�UHDV�NODMR�

��4SDO $KHBJ�SGD�"RRHFM�.NCD�ATSSNM�	

5GD�RXRSDL�NODMR�SGD6M@RRHFMDCO@MD�@MC�ONOTK@SDR�HS�VHSG�hNNQ�QDBNQCR�

��4SDO 4DKDBS�SGD�hNNQ�SN�@RRNBH@SD�VHSG�SGD�@BBDRR�QHFGS
�@MC�BKHBJ�SGD�"RRHFM�ATSSNM�	
�
5GD�hNNQ�QDBNQC�LNUDR�EQNL�SGD6M@RRHFMDCSN�SGD/DVKX�"RRHFMDCO@MD�

��4SDO $KHBJ�SGD4@UD4@UDATSSNM�
5GD�@BBDRR�QHFGS�HR�R@UDC�@MC�SGD4TLL@QXS@A�NODMR�

��4SDO 7DQHEX�SG@S�SGD�BNQQDBS�QD@CDQR�@MC�hNNQR�	@S�SGD�ANSSNL�NE�SGD�UHDV
�@QD�@RRHFMDC�SN�SGD�@BBDRR
QHFGS�

$NMEHFTQHMF�DMSQX�@MC�DWHS�QD@CDQR�ENQ�@SSDMC@MBD�SQ@BJHMF
3D@CDQR�B@TRD�CNNQR�SN�NODM�NQ�QDL@HM�BKNRDC�A@RDC�NM�RB@MMHMF�SGD�HMENQL@SHNM�OQDRDMSDC�SN�SGD�QD@CDQ�NM�@
A@CFD��5GDX�OQNUHCD�SGD�HMENQL@SHNM�SGD�1DQRNMMDK�CDO@QSLDMS�MDDCR�SN�SQ@BS�@SSDMC@MBD�

Prerequisites:
"�CNNQ�G@R�@M�DKDBSQHB�CNNQ�RSQHJD
�@�RDMRNQ�VHSG�@K@QL�MNSHgB@SHNM
�@MC�DMSQX�@MC�DWHS�QD@CDQR�VHSG�MN�JDXO@CR�
5GD�CNNQ^R�QDPTDRS�SN�DWHS�RGTMSR�@K@QLR�NMKX��*S�CNDR�MNS�TMKNBJ�

��4SDO /@UHF@SD�SN$NMSQ$NMSQNKNKKDQ�4DSTOKDQ�4DSTO� 3DLNSD�%DUHBDR3DLNSD�%DUHBDR� 3DLNSD�.NCTKDR3DLNSD�.NCTKDR� 3DLNSD�.NCTKD�4DSTO3DLNSD�.NCTKD�4DSTO�

��4SDO %NTAKD�BKHBJ�SGD�LNCTKD�SN�VGHBG�SGD�CNNQ�@MC�HSR�QD@CDQ�@QD�BNMMDBSDC�
5GD3DLNSD�3D@CDQ�.NCTKDS@A�NODMR�

��4SDO $KHBJ�SGD%NNQRS@A�@MC�BKHBJ�SGD�CNNQ^R�GXODQKHMJ�
5GD%NNQRS@A�NODMR�

��4SDO $NMgFTQD�SGD�4SQHJD
�4DMRNQ
�@MC�&WHS�3DPTDRS�S@AR�@R�ENKKNVR�@MC�BKHBJ4@UD4@UD�

%DUHBD�BNMEHFTQ@SHNM /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



Tab Property Value

4SQHJD Locked State 0ODM

Auto Relock Relock On Door Open

Schedule Operation Normal

Unlock Schedule None

Override Schedule None

Door Lock Output Relay Output 1 	CDODMCR�NM�XNTQ�BNMgFTQ@SHNM


4DMRNQ Closed State Closed

Door Held Open Limit 30 Sec

Door Forced Alarm Class High

Door Held Open Alarm Class Medium

Sensor Fault Alarm Class High

Sensor Input Supervised Digital Input 1 	CDODMCR�NM�XNTQ
BNMgFTQ@SHNM


&WHS�3DPTDRS Inactive State Open

Enabled Schedule None 8GDM�MN�RBGDCTKD�HR�@RRHFMDC
�SGD�RXRSDL�DM@AKDR�@
QDPTDRS�SN�DCHS�AX�CDE@TKS�

Unlock On Exit Request No

Exit Request Fault Alarm
Class

High

Request-to-Exit Input Supervised digital Input 2 	CDODMCR�NM�XNTQ
BNMgFTQ@SHNM


��4SDO 5N�FHUD�@M�DWHRSHMF�QD@CDQ�@�LNQD�CDRBQHOSHUD�M@LD
�BKHBJ.@M@FD�%DUHBDR.@M@FD�%DUHBDR
�RDKDBSRename@MC�BKHBJ
0J0J 
�RDKDBS�SGD�QD@CDQ�@MC�BKHBJ0J0J 
�SXOD�HM�@�M@LD�@MC�BKHBJ0J0J �

��4SDO 5N�@CC�@�QD@CDQ
�BKHBJ.@M@FD�%DUHBDR.@M@FD�%DUHBDR
�RDKDBSAdd @MC�BKHBJ0J0J 
�RDKDBS�@�QD@CDQ�@MC�BKHBJ0J0J 
�SXOD
HM�@�M@LD�@MC�BKHBJ0J0J �
5N�@CC�@�QD@CDQ
�XNT�LTRS�G@UD�@KQD@CX�HMRS@KKDC�SGD�G@QCV@QD�

��4SDO $KHBJ�SGD�DMSQX�QD@CDQ^R�GXODQKHMJ
�BNMgFTQD�HSR�OQNODQSHDR
�SGDM�BKHBJ�SGD�DWHS�QD@CDQ^R�GXODQKHMJ
@MC�BNMgFTQD�HSR�OQNODQSHDR��$KHBJ4@UD4@UD@ESDQ�BNMgFTQHMF�D@BG�RDS�NE�OQNODQSHDR�
Tab Property Value

3D@CDQ Enabled SQTD

Reader Config Reader Only

Time Attend Clock In ENQ�SGD�DMSQX�QD@CDQ�@MCClock Out ENQ�SGD�DWHS
QD@CDQ

Assignment 	CDE@TKSR�SN�M@LD�NE�SGD�CNNQ


"BSHUHSX�"KDQSR�&WSRENQ�@KK�@K@QLR�Alarm Class Medium

ENQ�@KK�@K@QLR�Enable Logging 	RDKDBSDC


0TSOTS�$NMgFTQ@SHNMValid Green Follow Strike State

Green Inactive State Open

Red Inactive State Closed

Valid Beeper Custom Time 
�0M���4DB

Invalid Beeper Custom time 
�0M���4DB

Beeper Inactive State Open

Beeper on Door Held Open
Alarm

Warning Only VHSG�V@QMHMF�SHLD�����RDBNMCR�ADENQD�SGD
CNNQ�GDKC�NODM�@K@QL�RNTMCR��"BSHU@SHMF�SGD�ADDODQ�NM�
CNNQ�GDKC�NODM�@K@QL�QDLHMCR�DLOKNXDDR�SN�RGTS�SGD�CNNQ

R@UHMF�DMDQFX�@MC�OQDUDMSHMF�@MXSGHMF�DKRD�EQNL�DMSDQHMF
SGD�ATHKCHMF�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD %DUHBD�BNMEHFTQ@SHNM
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����� ���



*MOTS�NTSOTS��BNMEHFTQHMF�@�QNNE�G@SBG�RDMRNQ
*M�@CCHSHNM�SN�CNNQ�LNMHSNQHMF�RDMRNQR
�SGD�RXRSDL�RTOONQSR�NSGDQ�RDMRNQR
�HMBKTCHMF�QNNE�G@SBG�RDMRNQ
�LNSHNM
CDSDBSNQ
�FK@RR�AQD@J�RDMRNQ�@MC�@TWHKH@QX�CNNQ�RDMRNQ�TRHMF�HMOTS�@MC�NTSOTS�ONHMSR��"�QNNE�G@SBG�RDMRNQ
OQNUHCDR�@M�DW@LOKD�NE�GNV�SN�BNMgFTQD�SGDRD�SXODR�NE�RDMRNQR�

��4SDO /@UHF@SD�SN$NMSQ$NMSQNKNKKDQ�4DSTOKDQ�4DSTO� 3DLNSD�%DUHBDR3DLNSD�%DUHBDR� 3DLNSD�.NCTKDR3DLNSD�.NCTKDR� 3DLNSD�.NCTKD�4DSTO3DLNSD�.NCTKD�4DSTO�

��4SDO %NTAKD�BKHBJ�SGD�QDLNSD�*�0�LNCTKD�SN�VGHBG�SGD�RDMRNQ�HR�BNMMDBSDC�
5GD�S@A�NODMR�

��4SDO $KHBJ�SGD"CCHSHNM@K�1NHMSRS@A�

��4SDO *CDMSHEX�SGD�HMOTS�ONHMS�SN�TRD�@MC�FHUD�HS�@�LNQD�CDRBQHOSHUD�M@LD�AX�BKHBJHMF.@M@FD�%DUHBDR.@M@FD�%DUHBDR

RDKDBSHMFRename@MC�BKHBJHMF0J0J 
�RDKDBSHMF�SGD�HMOTS�M@LD�@MC�BKHBJHMF0J0J 
�SXOHMF�HM�@�M@LD�@MC
BKHBJHMF0J0J �

��4SDO $KHBJ�SGD�HMOTS�ONHMS^R�GXODQKHMJ�
5GD�S@A�NODMR�

��4SDO 7DQHEX�SGD�E@BDSR�falseText=inactive 
 trueText=active

��4SDO 4DSInactive State SNclosed �

��4SDO 4DSEnabled SNtrue �

��4SDO $KHBJ�SGD"K@QL�4DSTOS@A�@MC�BNMgFTQD�SGD�QNNE�G@SBG�@K@QL�

%DUHBD�BNMEHFTQ@SHNM /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



���4SDO 4@UD�SGD�BNMgFTQ@SHNM�

.NS HNM
�FK@RR�AQD@J
�@MC�@TWHKH@QX�CNNQ�RDMRNQR
5GD�ENKKNVHMF�OQNODQSHDR�OQNUHCD�DW@LOKDR�NE�GNV�SN�BNMgFTQD�HMCHUHCT@K�RDMRNQR�

.NS HNM�CDSDBSNQ
Tab Property Value

$NMgFTQ@SHNM Facets trueText=active 
 falseText=inactive

Enabled true

Inactive State Closed

"K@QL�4DSTO Alarm Settings Alarm Class High Priority

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD %DUHBD�BNMEHFTQ@SHNM

.@QBG���
����� ���



Tab Property Value

Active Alarm Message Motion detected office

Return to Normal Message No motion

Alarm Inhibit Schedule Business Hours 	NQ�SGD�DPTHU@KDMS


Supervisor Fault Alarm Class High Priority

(K@RR�AQD@J�RDMRNQ
Tab Property Value

$NMgFTQ@SHNM Facets trueText=active 
 falseText=inactive

Enabled true

Inactive State Closed

"K@QL�4DSTO Alarm Settings Alarm Class High Priority

Active Alarm Message Broken window office

Return to Normal Message none

Alarm Inhibit Schedule none

Supervisor Fault Alarm Class High Priority

"TWHKH@QX�CNNQ�RDMRNQ
Tab Property Value

$NMgFTQ@SHNM Facets trueText=active 
 falseText=inactive

Enabled true

Inactive State Closed

"K@QL�4DSTO Alarm Settings Alarm Class High Priority

Active Alarm Message Auxiliary door open

Return to Normal Message Auxiliary door shut

Alarm Inhibit Schedule none

Supervisor Fault Alarm Class High Priority

$NMUDQSHMF�@�#"�RS@SHNM�HMSN�@&MSDQOQHRD�4DBTQHSXRS@SHNM
"�#"�	#THKCHMF�"TSNL@SHNM
�RS@SHNM�L@M@FDR�@M@KNF�@MC�CHFHS@K�HMOTSR�EQNL�@TSNL@SHNM�CDUHBDR�@MC
BNLONMDMSR��"&MSDQOQHRD�4DBTQHSXRS@SHNM�L@M@FDR�@�KHLHSDC�RDS�NE�@BBDRR�BNMSQNK�BNLONMDMSR��$NMUDQSHMF
4TODQUHRNQ�@MC�BNMSQNKKDQ�RS@SHNMR�SN&MSDQOQHRD�4DBTQHSXRS@SHNMR�HMUNKUDR�HMRS@KKHMF�RDQUHBDR�@MC�RDSSHMF�TO
TRDQR�

Prerequisites:
: NT�@QD�VNQJHMF�HM8 NQJADMBGNM�@�1$�SG@S�HR�BNMMDBSDC�SN�SGD�MDSVNQJ�

��4SDO 0ODM�@�OK@SENQL�BNMMDBSHNM�SN�SGD�OK@SENQL�	1$�NQ�BNMSQNKKDQ
�
"�BNMSQNKKDQ�OK@SENQL�L@X�AD�M@LDC�ENQ�HSR�*1�@CCQDRR�NQ�CNL@HM�

��4SDO $NMMDBS�SN�SGD�RS@SHNM�	1$�NQ�BNMSQNKKDQ
�XNT�VHRG�SN�BNMUDQS�

��4SDO &WO@MC�SGD$NMgF$NMgF� 4DQUHBDR4DQUHBDRENKCDQR�HM�SGD�/@U�SQDD�

��4SDO *E�MDDCDC
�NODM�SGD�1@KDSSD�	BKHBJ88 HMCNVHMCNV� 4HCD�#@QR4HCD�#@QR� 1@KDSSD1@KDSSD
�

��4SDO %Q@F�SGD�ENKKNVHMF�RDQUHBDR�EQNL�SGD�@OOQNOQH@SD�O@KDSSDR�SN�SGD4DQUHBDR4DQUHBDRENKCDQ�HM�SGD�/@U�SQDD�
Palette Service component

NQHNM 0QHNM4DQUHBD

DMSRDB &MSDQOQHRD�4DBTQHSX�4DQUHBD

DMSRDB "BBDRR$NMSQNK4DQUHBD

DMSRDB 3DOKHB@SHNM4DQUHBD

DMSRDB *MSQTRHNM�4DQUHBD

DMSRDB *MSQTRHNM�4L@QS,DX4DQUHBD�	BNMSQNKKDQ�NMKX


%DUHBD�BNMEHFTQ@SHNM /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



��4SDO 4DS�TO�@M�@CLHM�TRDQ�VHSG�RODBHgB�OQNODQSHDR�
Property Value

/@U�gKD LNCTKD���DMSRDB�QB�DMSRDB)NLD�M@U

3NKD @CLHM

%DE@TKS�8DA�1QNgKD 4S@MC@QC�"BBDRR�1QNgKD

)W�5GDLD -TBHC

#THKCHMF�BNMSQNK�HMSDFQ@SHNM
#THKCHMF�KNFHB�L@M@FDR�@�E@BHKHSX^R�LDBG@MHB@K�@MC�DKDBSQHB@K�RXRSDLR
�RTBG�@R�HSR�)7"$�@MC�KHFGSHMF�

#X�@RRNBH@SHMF�@M�HMSDFQ@SHNM�*%�VHSG�SGD�@BBDRR�QHFGS�DWDQBHRDC�AX�@�ODQRNM�VGDM�SGDX�DMSDQ�@M�@BBDRR�YNMD

SGD�RXRSDL�B@M�@TSNL@SHB@KKX�STQM�NM�KHFGSR�@MC�SGD�ATHKCHMFR̂�)7 "$�RXRSDL�

*MSDFQ@SHNM�*%R�KHMJ�@M�@BBDRR�QHFGS�SN�SGD�ATHKCHMFR̂�BNMSQNK�KNFHB��"R�@M�NOSHNM�ENQ�@MX�@BBDRR�QHFGS
�@M
@CLHMHRSQ@SNQ�BQD@SDR�@�TMHPTD�HMSDFQ@SHNM�*%�	M@LD�@MC�HMSDFDQ�U@KTD
�@MC�@RRHFMR�HS�SN�@M�@BBDRR�QHFGS��8GDM�@
ODQRNM�DWDQBHRDR�SGD�@BBDRR�QHFGS�SN�DMSDQ�SGD�ATHKCHMF
�SGD�HMSDFQ@SHNM�*%�HMSDFDQ�U@KTD�HR�@U@HK@AKD�SN�SGD
ATHKCHMF�BNMSQNK�KNFHB��5GD�HMSDFQ@SHNM�*%�U@KTD�L@X�AD�TRDC
�@KNMF�VHSG�@�U@KHC�A@CFD�U@KTD�SN�HMHSH@SD�)7"$
@MC�KHFGSHMF�BNMSQNKR�ENQ�SGD�@QD@R�@OOQNOQH@SD�SN�SGD�ODQRNM�NQ�FQNTO�SG@S�HR�QDOQDRDMSDC�AX�SGD�HMSDFQ@SHNM
*%�

NOTE: 5GD�U@KHC�A@CFD�OQNODQSX�G@R�@true NQfalse RS@SD�SG@S�CDE@TKSR�SNfalse TMSHK�@M�@TSGNQHYDC
�@BSHUD
A@CFD�HR�RVHODC�@S�@M�@OOQNOQH@SD�QD@CDQ��8GDM�SGHR�NBBTQR
�SGD�OQNODQSX�RS@STR�BG@MFDR�SNtrue LNLDMS@QHKX
	��RDBNMCR�AX�CDE@TKS
��5GHR�OQNODQSX�HR�NMKX�@U@HK@AKD�HM8 NQJADMBGTMCDQ�SGD�QD@CDQ��: NT�TRD�HS�HM�VHQDRGDDS
KNFHB�SN�CDSDQLHMD�VGDM�@�ODQRNM�VHSG�U@KHC�@BBDRR�G@R�TRDC�@�QD@CDQ

"M�@BBDRR�QHFGS�L@X�BNMS@HM�NMKX�NMD�HMSDFQ@SHNM�*%��4HMBD�L@MX�ODQRNMR�L@X�RG@QD�@M�@BBDRR�QHFGS
�SGDX�@KRN
RG@QD�SGD�@BBDRR�QHFGS�HMSDFQ@SHNM�*%��5GDQDENQD
�@BBDRR�QHFGSR�VHSG�HMSDFQ@SHNM�*%R�@QD�SXOHB@KKX�CDgMDC�@MC
M@LDC�HM�SDQLR�NE�SGD�BNLLNM�OGXRHB@K�KNB@SHNM�SG@S�ODQRNMR�NBBTOX�

'NQ�DW@LOKD
�SVN�@BBDRR�QHFGSR��"BLD�8DRS�@MC�"BLD�&@RS�LHFGS�QDK@SD�SN�SVN�RHCDR�NE�@�RHMFKD�hNNQ�HM�SGD
"BLD�ATHKCHMF��1DQRNMR�VHSG�CHEEDQDMS�@BBDRR�QHFGSR�L@X�DMSDQ�SGD�ATHKCHMF�SGQNTFG�@�BNLLNM�CNNQ�@MC
@BST@KKX�G@UD�SGD�R@LD�NUDQ@KK�@BBDRR�SN�SGD�ATHKCHMF��)NVDUDQ
�HE�SGD�CHEEDQDMS�@BBDRR�QHFGSR�BNMS@HM�TMHPTD
HMSDFQ@SHNM�*%R
�SGDX�B@M�SQHFFDQ�ATHKCHMF�BNMSQNKR�SN�STQM�NM�KHFGSHMF�HM�SGD�VDRS�RHCD�NEgBDR�ENQ�SGD�VDRS�RHCD
NBBTO@MSR�@MC�SGD�D@RS�NEgBDR�ENQ�D@RS�RHCD�NBBTO@MSR
�@R�@OOQNOQH@SD�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD %DUHBD�BNMEHFTQ@SHNM

.@QBG���
����� ���



5GD�FQ@OGHB�HKKTRSQ@SDR�@�ODQRNM�VGNRD�@BBDRR�QHFGS�HCDMSHgDR�@M�HMSDFQ@SHNM�*%�U@KTD�NE�"BLD�8DRS�<�>��5GD
ODQRNM�DMSDQR�SGD�"BLD�ATHKCHMF�TRHMF�@�U@KHC�A@CFD��5GD�#THKCHMF�"TSNL@SHNM�4XRSDL�OHBJR�TO�SGD
7@KHC#@CFD�5QTD@MC*MSDFQ@SHNM*%�"BLD8DRS<�>OQNODQSX�U@KTDR�EQNL�SGD�RXRSDL�	ONRRHAKX�NUDQ�@�#"$MDS
MDSVNQJ
�@MC�SGD�ATHKCHMF�BNMSQNK�KNFHB�SQHFFDQR�@�ANNKD@M�BNMSQNK�SN�STQM�NM�SGD�VDRS�RHCD�NEgBD�KHFGSR�

$QD@SHMF�@BBDRR�QHFGSR�VHSG�HMSDFQ@SHNM�*%R
5GD�ENKKNVHMF�DW@LOKD�B@M�AD�ODQENQLDC�EQNL�SGD�RXRSDL^R�AQNVRDQ�HMSDQE@BD�AX�@M�@CLHMHRSQ@SNQ�VHSG�OQNODQ
BQDCDMSH@KR�

Prerequisites:
: NT�@QD�VNQJHMF�HM�@�BNMSQNKKDQ�RS@SHNM�@MC�TRHMF�SGD�VDA�6*��:NT�G@UD�ODNOKD�@MC�NMD�NQ�LNQD�RBGDCTKDR�HM
SGD�C@S@A@RD�

��4SDO /@UHF@SD�SN$NMSQ$NMSQNKNKKDQ�4DSTOKDQ�4DSTO� 3DLNSD�%DUHBDR3DLNSD�%DUHBDR� /H@F@Q@�*MSDFQ@S/H@F@Q@�*MSDFQ@SHNM�*%RHNM�*%R�

��4SDO 5N�BQD@SD�@M�HMSDFQ@SHNM�*%
�BKHBJ�"CC�	 
�
5GD�/H@F@Q@*MSDFQ@SHNM�*%S@A�NODMR�

��4SDO 5N�BQD@SD�@M�@BBDRR�QHFGS
�BKHBJ1DQRNMMDK1DQRNMMDK� "BBDRR�3HFGSR"BBDRR�3HFGSR
�BKHBJ�"CC�	 
�

Figur e 20. /H@F@Q@�*MSDFQ@SHNM�*%

%DUHBD�BNMEHFTQ@SHNM /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



"�AK@MJ"BBDRR�3HFGSS@A�NODMR�

NOTE: 'NQ�BNMUDMHDMBD
�M@LD�SGD�@BBDRR�QHFGS�SGD�R@LD�M@LD�@R�SGD�HMSDFQ@SHNM�*%��"BBDRR�QHFGS
@MC�HMSDFQ@SHNM�*%�M@LDR�CN�MNS�G@UD�SN�L@SBG�

��4SDO 'HKK�HM�SGD�AK@MJR��"RRHFM�SGD�/H@F@Q@�*MSDFQ@SHNM�*%�XNT�BQD@SDC�SN�SGHR�@BBDRR�QHFGS�

��4SDO $KHBJ�SGD3D@CDQRS@A
�BKHBJ�SGD�"RRHFM�.NCD�ATSSNM�	

�RDKDBS�SGD�CDRHQDC�QD@CDQ�EQNL�SGD
6M@RRHFMDCKHRS�@MC�BKHBJ�SGD�"CC�ATSSNM�	 

�@MC�BKHBJ4@UD4@UD�

��4SDO 5N�@RRHFM�@M�@BBDRR�QHFGS�SN�@�ODQRNM
�BKHBJ�SGD1DNOKDS@A
�CNTAKD�BKHBJ�@�ODQRNM�NQ�RDKDBS�SGD
ODQRNM�@MC�BKHBJ�)XODQKHMJ�	 

�BKHBJ�SGD"BBDRR�3HFGSRS@A
�BKHBJ�SGD�"RRHFM�.NCD�ATSSNM�	


RDKDBS�SGD�@BBDRR�QHFGS�@RRHFMDC�SN�SGD�HMSDFQ@SHNM�*%
�@MC�SGDM�BKHBJ4@UD4@UD�

4DSSHMF�TO�ATHKCHMF�BNMSQNK�KNFHB�SN�TRD�HMSDFQ@SHNM�*%R
5GD�ENKKNVHMF�DW@LOKD�HR�OQNUHCDC�ENQ�RXRSDL�HMSDFQ@SNQR�TRHMF8 NQJADMBG�

Prerequisites:
8 NQJADMBGHR�NODM�VHSG�MDSVNQJ�@BBDRR�SN�ANSG�SGD&MSDQOQHRD�4DBTQHSXRXRSDL�@MC�SGD�ATHKCHMF�BNMSQNK
RS@SHNMR�

��4SDO *M�SGD�RS@SHNM
�M@UHF@SD�SN$NMgF$NMgF� %QHUDQR%QHUDQR� "BBDRR/DSVNQJ"BBDRR/DSVNQJ@MC�DWO@MC�SGD�LNCTKD
�ONHMSR

CNNQ�@MC�QD@CDQ�SG@S�XNT�@QD�TRHMF�ENQ�@BBDRR�HMSDFQ@SHNM�	EQNL�@�4TODQUHRNQ�RS@SHNM
�ODQENQL
ONHMS�CHRBNUDQX
�HE�MDBDRR@QX
�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD %DUHBD�BNMEHFTQ@SHNM

.@QBG���
����� ���



a -@RS�-NB@S-@RS�-NB@SHNM�*CHNM�*CBNMS@HMR�SGD�HMSDFQ@SHNM�*%�U@KTD�NE�SGD�K@RS�A@CFD�SG@S�V@R�OQDRDMSDC�@S�SGD
QD@CDQ�

a 77@K@KHC�#@CFDHC�#@CFDG@R�@�#NNKD@M�U@KTD�NTSOTS�SG@S�OQNUHCDR�@�SVN�RDBNMC�	CDE@TKS
�OTKRD�VGDM�@�U@KHC
A@CFD�HR�OQDRDMSDC�

��4SDO 6RHMF�SGD-@RS�-NB@S-@RS�-NB@SHNM�*CHNM�*C@MC77@K@KHC�#@CFDHC�#@CFDONHMSR�@R�HMOTSR
�BQD@SD�KNFHB�NM�@8 NQJADMBGVHQD
RGDDS�SG@S�QDPTHQDR�ANSG�NE�SGD�ENKKNVHMF�SN�ADtrue �

%DUHBD�BNMEHFTQ@SHNM /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD
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�����



a -@RS�-NB@S-@RS�-NB@SHNM�*CHNM�*C	K@RS-NB@SHNM*C
�U@KTD�LTRS�DPT@K�SGD�U@KTD�NE�SGD�S@QFDSDC�KNB@SHNM��.TKSHOKD
KNB@SHNMR�B@M�AD�CDgMDC�@R�@�FQNTO�VHSG�@�RHMFKD�U@KTD��5GHR�HR�SGD�U@KTD�SG@S�SGD�HMSDFQ@SHNM�*%
EQNL�SGD�@BBDRR�QHFGS�LTRS�L@SBG�

a 77@K@KHC�#@CFDHC�#@CFD	U@KHC#@CFD
�U@KTD�LTRS�AD�RDS�SNtrue ��5GD�A@CFD�GNKCDQ�LTRS�AD�@TSGNQHYDC�@R
G@UHMF�@BBDRR�@S�SGD�S@QFDSDC�ATHKCHMF�CNNQ�

5GD�BNLAHM@SHNM�NE�SGDRD�SVN�OHDBDR�NE�HMENQL@SHNM�HMCHB@SD�SG@S�@M�@TSGNQHYDC�ODQRNM�DMSDQDC
SGD�RO@BD�@MC�SGD�NBBTO@SHNM�@QD@�@RRNBH@SDC�VHSG�SGD�ODQRNM��5GD�ENKKNVHMF�RHLOKD�VHQDRGDDS
HKKTRSQ@SHNM�OQNUHCDR�@M�DW@LOKD�NE�KNFHB�SG@S�BNTKC�AD�TRDC�SN�STQM�NM�KHFGSHMF�VGDM�@M�@TSGNQHYDC
ODQRNM�F@HMR�@BBDRR�SN�@M�@QD@�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD %DUHBD�BNMEHFTQ@SHNM

.@QBG���
����� ���



%DUHBD�BNMEHFTQ@SHNM /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD
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Chapter 9. Supervisor/contr oller
connections
0MBD�@�BNMSQNKKDQ�G@R�ADDM�BNMgFTQDC
�@MC�TRDQR
�RBGDCTKDR�@MC�@BBDRR�QHFGSR�G@UD�ADDM�RDS�TO
�HS�HR�SHLD�SN
DRS@AKHRG�BNLLTMHB@SHNM�ADSVDDM�@�BNMSQNKKDQ�@MC�4TODQUHRNQ�RS@SHNMR
�@MC�RXMBGQNMHYD�SGD�0QHNM�C@S@A@RD
	)42-
�HM�SGD�BNMSQNKKDQ�VHSG�SGD�0QHNM�C@S@�	.X42-�NQ�.4�42-
�HM�SGD�4TODQUHRNQ�1$��5GHR�BG@OSDQ�HR�MNS
MDBDRR@QX�ENQ�RL@KK�BNLO@MHDR�VHSG�@�RHMFKD�@BBDRR�BNMSQNKKDQ�

5GD�RXRSDL^R�CHRBNUDQX�ED@STQD�	KD@QM�LNCD

�HMHSH@SDC�EQNL�@�4TODQUHRNQ�RS@SHNM
�gMCR�BNMSQNKKDQR�NM�SGD�KNB@K
RTAMDS��%HRBNUDQX�HR�MNS�ONRRHAKD�VGDM�BNMSQNKKDQ�RS@SHNMR�@QD�NM�SGD�NSGDQ�RHCD�NE�@�QNTSDQ��4HMBD�@M�&SGDQMDS
B@AKD�HR�KHLHSDC�SN�����ES�	���L
�@MC�K@QFD�RXRSDLR�L@X�G@UD�LTKSHOKD�QNTSDQR
�HS�HR�@KLNRS�BDQS@HM�SG@S�SGD
RXRSDL�B@MMNS�CHRBNUDQ�@KK�SGD�RS@SHNMR�HM�@�K@QFD�MDSVNQJ��*M�@CCHSHNM�SN�CHRBNUDQHMF�QDLNSD�RS@SHNMR
�XNT�L@X
MDDC�SN�L@MT@KKX�@CC�RS@SHNMR�SN�SGD�4TODQUHRNQ�

5GD�CDUHBD�L@M@FDLDMS�ED@STQDR�@QD�MNS�@U@HK@AKD�HM�@�4TODQUHRNQ�RS@SHNM�VGDQD�BNMgFTQ@SHNM�HR�B@KKDC�4XRSDL
4DSTO�@R�NOONRDC�SN�$NMSQNKKDQ�4DSTO�

-NFFHMF�HM�SN�SGD�4TODQUHRNQ�RS@SHNM�TRHMF�SGD�VDA�6*
5GD�gQRS�SHLD�XNT�KNF�HM�SGD�4TODQUHRNQ�RS@SHNM�TRHMF�SGD�VDA�6*�	AQNVRDQ

�@�RDSTO�VHY@QC�B@M�OQNLOS
BNMgFTQ@SHNM�NOSHNMR�

Prerequisites:
: NT�G@UD�NODMDC�NMD�NE�SGD�RTOONQSDC�AQNVRDQR��:NTQ�C@S@A@RD�DWHRSR�@MC�HR�QD@CX�SN�TRD��:NT�G@UD�@CLHM
QHFGSR�

��4SDO *M�SGD�AQNVRDQ�@CCQDRR�A@Q
�SXOD�SGD�@CCQDRR�NE�SGD�4TODQUHRNQ�RS@SHNM�	localhost 
�HE�TRHMF�XNTQ
1$
�@MC�OQDRR&MSDQ&MSDQ�
5GD�KNFHM�VHMCNV�NODMR�

Username CDE@TKSR�SNadmin �

��4SDO &MSDQ�XNTQ�BQDCDMSH@KR�	Username @MCPassword 

�@MC�BKHBJ-NFHM-NFHM�
: NT�RDS�TO�SGD�O@RRVNQC�VGDM�XNT�BQD@SDC�SGD�4TODQUHRNQ�RS@SHNM�

��4SDO *E�SGD�RS@SHNM^R&MSDQOQHRD�4DBTQHSX�4DQUHBD&MSDQOQHRD�4DBTQHSX�4DQUHBDBNLONMDMS^RInit Required OQNODQSX�HR�RDS�SNtrue 

SGD�VHY@QC�@RJR�XNT�SN�BNMgQL�SGD�RS@SHNM�@MC�RXRSDL�CHROK@X�M@LD
�@MC�SGD�MDSVNQJ�RDSSHMFR
ADENQD�OQNBDDCHMF�
"MX�BG@MFD�SN�OK@SENQL�RDSSHMFR�QDPTHQDR�@�QDANNS�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD4TODQUHRNQ�BNMSQNKKDQ�BNMMDBSHNMR

.@QBG���
����� ���



��4SDO $KHBJ�D@BG�NE�SGD�VHY@QC�ATSSNMR�HM�NQCDQ�
'NQ�D@BG�ATSSNM
�SGD�VHY@QC�NODMR�SGD�@OOQNOQH@SD�RS@SHNM�UHDV�ENQ�BNMgFTQHMF�SGD�O@RRVNQC

C@S@A@RD
�@MC�NSGDQ�OQNODQSHDR�

$QD@SHMF�@�4TODQUHRNQ�L@BGHMD�SN�L@BGHMD�TRDQ
"�L@BGHMD�SN�L@BGHMD�	.�.
�TRDQ�HM�SGD�4TODQUHRNQ�RS@SHNM�RDSR�TO�MDSVNQJ�BNLLTMHB@SHNM�VHSGNTS�QDPTHQHMF
GTL@M�HMSDQUDMSHNM�

Prerequisites:
: NT�@QD�VNQJHMF�HM�SGD�4TODQUHRNQ�RS@SHNM�TRHMF�SGD�VDA�6*�

��4SDO /@UHF@SD�SN4XRSDL�4DSTO4XRSDL�4DSTO� 6RDQ�.@M@FDLDMS6RDQ�.@M@FDLDMS� 6RDQR6RDQR
�@MC�BKHBJ�"CC�	 
�
5GD6RDQS@A�NODMR�

��4SDO $NMgFTQD�@S�KD@RS�SGDUser Name 
 Password @MC�BNMgQL�SG@SEnabled HR�AD�RDS�SNtrue 
 Password
Expiration HR�RDS�SNNever Expires 
�@MCAuthentication Scheme Name HR�RDS�SNDigestScheme �

��4SDO $KHBJ�SGD3NKDRS@A�@MC�RDKDBS�SGDAdmin QNKD�ENQ�SGHR�TRDQ�@MC�BKHBJ4@UD4@UD�

%DEHMHMF�@�CHROK@X�M@LD�ENQ�@�4TODQUHRNQ�RS@SHNM
" Station Display Name @CCR�@M�D@RHKX�TMCDQRSNNC�SDWS�M@LD�ENQ�SGD�RS@SHNM�SG@S�BNMENQLR�SN�SGD�ATHKCHMF
NVMDQ^R�SDBGMHB@K�I@QFNM��5GDStation Name 
�VGHBG�XNT�DMSDQDC�VGDM�XNT�BQD@SDC�SGD�4TODQUHRNQ�RS@SHNM�EQNL
@�SDLOK@SD�BNMENQLR�SN�@�LNQD�BQXOSHB�SDBGMHB@K�BNMUDMSHNM�VHSG�HMCTRSQX�@AAQDUH@SHNMR
�@BQNMXLR�@MC�K@ADKR�

Prerequisites:
: NT�@QD�BNMMDBSDC�SN�SGD�4TODQUHRNQ�RS@SHNM�@MC�VNQJHMF�HM�SGD�VDA�6*�

��4SDO $KHBJ4XRSDL�4DSTO4XRSDL�4DSTO� .HRBDK.HRBDKK@MDNTRK@MDNTR� /DSVNQJ�5$1�*1�4DSS/DSVNQJ�5$1�*1�4DSSHMFRHMFR�

��4SDO &MSDQ�@�CDRBQHOSHUDStation Display Name @MC�@System Display Name �
5GDSystem Display Name QDEDQR�SN�SGD�VGNKD�HMRS@KK@SHNM��0ESDM
�SGHR�HR�SGD�BNLO@MX�M@LD�NQ
RXRSDL�M@LD�ENQ�SGD�VGNKD�BNLO@MX��5GDRD�M@LDR�RGNTKC�CHEEDQDMSH@SD�SGD�4TODQUHRNQ�RS@SHNM
EQNL�@KK�BNMSQNKKDQ�RS@SHNM�HM�SGD�MDSVNQJ�

��4SDO $KHBJ�SGD6OC@SD�%HROK@X�/@LDR6OC@SD�%HROK@X�/@LDRATSSNM�

&CHSHMF�RS@SHNM�HMENQL@SHNM
5GHR�OQNBDCTQD�BNMgFTQDR�KNFHM�BQDCDMSH@KR�@MC�NSGDQ�OQNODQSHDR�HM�SGD�4TODQUHRNQ�RS@SHNM^R�C@S@A@RD�

Prerequisites:
5GHR�OQNBDCTQD�QDPTHQDR�SGD�4TODQUHRNQ�RS@SHNM�

��4SDO &WO@MC4XRSDL�4DSTO4XRSDL�4DSTO� 3DLNSD�%DUHBDR3DLNSD�%DUHBDR� 4S@S4S@SHNM�.@M@FDQHNM�.@M@FDQ�

��4SDO 4DKDBS�SGD�RS@SHNM�HM�SGD%@S@A@RDO@MD�@MC�BKHBJ�SGD�&CHS�ATSSNM�	 
�

��4SDO $NMgFTQD�SGDRD�OQNODQSHDR��-NFHM�BQDCDMSH@KR�@MC�NSGDQ�OQNODQSHDR�ENQ�QDOKHB@SHMF�@�BNMgFTQ@SHNM
SN�NMD�NQ�LNQD�QDLNSD�GNRSR
�NQ�ENQ�BNMgFTQHMF�SGD�INHMHMF�NE�@�QDLNSD�RS@SHNM�SN�SGD�4TODQUHRNQ�

$NMEHFTQHMF�MDSVNQJ�RDSSHMFR
$GDBJ�VHSG�XNTQ�MDSVNQJ�@CLHMHRSQ@SNQ�ADENQD�RDSSHMF�TO�NQ�BG@MFHMF�MDSVNQJ�OQNODQSHDR�

Prerequisites:

NOTE: *E�XNT�@QD�BG@MFHMF�MDSVNQJ�OQNODQSHDR
�VQHSD�CNVM�@MX�BG@MFDR�XNT�L@JD�RN�SG@S�XNT�B@M�QD@BG�SGD
BG@MFDC�QDLNSD�BNMSQNKKDQ�@ESDQ�QDANNSHMF�

4TODQUHRNQ�BNMSQNKKDQ�BNMMDBSHNMR /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



��4SDO /@UHF@SD�SN$NMSQ$NMSQNKNKKDQ�	4XRSDL
�4DSTOKDQ�	4XRSDL
�4DSTO� .HRBDK.HRBDKK@MDNTRK@MDNTR� /DSVNQJ�5$1�*1�4DSS/DSVNQJ�5$1�*1�4DSSHMFRHMFR�
5GD%HROK@X�/@LDR@MC/DSVNQJ�4DSSHMFRUHDV�NODMR��5GDRD�M@LDR�RODBHEX�SVN�RDO@Q@SD�SHSKDR
SG@S�@OOD@Q�HM�SGD�SNO�QHFGS�@QD@�NE�SGD�AQNVRDQ��5GDStation Display Name OQDBDCDR�SGD
System Display M@LD
�VGHBG�@KRN�RDQUDR�@R�@�KHMJ�SN�SGD)NLD UHDV�

��4SDO 5XOD�M@LDR�@MC�BKHBJ�SGD6OC@SD�%HROK@X�/@LDR6OC@SD�%HROK@X�/@LDRATSSNM�
5GD�M@LDR�@OOD@Q�HM�SGD�SNO�QHFGS�BNQMDQ�NE�SGD�SHSKD�A@Q��5GDInterfaces OQNODQSHDR�@QD
CHROK@XDC�TMCDQ�SGD�/DSVNQJ�4DSSHMFR�GD@CHMF�HM�SGD�KNVDQ�O@QS�NE�SGD�UHDV��5GD�ENKKNVHMF�RSDOR
@QD�ENQ�SGD�5$1�*1�RDSSHMFR�KNB@SDC�CHQDBSKX�TMCDQ�SGD�%)$1U��NOSHNM�KHRS��0M�HMHSH@K�RDSTO
�SGDRD
OQNODQSHDR�BNMS@HM�SGD�SDLONQ@QX�E@BSNQX�RGHOODC�*1�"CCQDRR�

CAUTION: %N�MNS�DM@AKD�%)$1�TMKDRR�XNT�@QD�BDQS@HM�SG@S�SGD�MDSVNQJ�G@R�%)$1�RDQUDQR�
0SGDQVHRD
�SGD�BNMSQNKKDQ�L@X�ADBNLD�TMQD@BG@AKD�NUDQ�SGD�MDSVNQJ��*M�FDMDQ@K�	ENQ�RS@AHKHSX

�HS�HR
ADSSDQ�SN�TRD�RS@SHB�*1�@CCQDRRHMF�HMRSD@C�NE�%)$1
�HE�ONRRHAKD�

��4SDO 'NQIPv4 Address 
�@RRHFM�@M�*1�@CCQDRR�SN�SGD�BNMSQNKKDQ�SG@S�HR�TMHPTD�ENQ�SGD�MDSVNQJ�XNT�@QD
HMRS@KKHMF�HS�NM�
/N�NSGDQ�CDUHBD�NM�SGD�MDSVNQJ�RGNTKC�TRD�SGD�R@LD�*1�@CCQDRR�

��4SDO 'NQIPv4 Subnet Mask 
�@RRHFM�SGD�@OOQNOQH@SD�RTAMDS�L@RJ�TRDC�AX�SGD�-"/�

��4SDO 3DUHDV
�@MC�HE�MDDCDC
�@CITRS�NSGDQ�5$1�*1�RDSSHMFR�

��4SDO 5N�R@UD�XNTQ�BG@MFDR
�BKHBJ�SGD"OOKX�$G@MFDR�@MC�3DANNS"OOKX�$G@MFDR�@MC�3DANNSATSSNM�
5GD�BNMSQNKKDQ�QDANNSR�SN�BNLOKDSD�SGD�MDSVNQJ�BG@MFDR��%TQHMF�@�QDANNS
�SGD�BNMSQNKKDQ�RS@SHNM^R
CHROK@X�M@LD�	SNO�QHFGS�BNQMDQ�NE�SGD�TRDQ�HMSDQE@BD
�CHLR�VGHKD�SGD�RS@SHNM�HR�TM@U@HK@AKD��5GD
CHROK@X�M@LD�QDSTQMR�SN�SGD�MNQL@K�BNKNQ�VGDM�SGD�RS@SHNM�HR�QDRS@QSDC�

$NMEHFTQHMF�SGD�C@S@A@RD�HM�SGD�4TODQUHRNQ�RS@SHNM
5GD�4TODQUHRNQ�RS@SHNM�LTRS�AD�BNMMDBSDC�SN�@�QTMMHMF�C@S@A@RD��*E�XNT�BNMMDBSDC�SGD�RXRSDL�C@S@A@RD�TRHMF
SGD�(THCDC�4DSTO�8HY@QC
�XNTQ�C@S@A@RD�L@X�MNS�QDPTHQD�@CCHSHNM@K�BNMgFTQ@SHNM��5GHR�RDO@Q@SD�OQNBDCTQD
CNBTLDMSR�GNV�SN�BNMgFTQD�SGD�C@S@A@RD
�VGHBG�L@X�AD�QTMMHMF�NM�SGD�R@LD�BNLOTSDQ�@R�SGD�4TODQUHRNQ
�NQ
HS�L@X�AD�QTMMHMF�NM�@�QDLNSD�BNLOTSDQ�

Prerequisites:
: NT�@QD�KNFFDC�HM�SN�SGD�4TODQUHRNQ�RS@SHNM�TRHMF�SGD�VDA�6*�VHSG�@CLHM�OQHUHKDFDR��"�C@S@A@RD�NE�SGD
@OOQNOQH@SD�SXOD�DWHRSR��:NT�G@UD�BNMgFTQDC�SGD�3%#.4�MDSVNQJ�ENQ�RDBTQD�BNLLTMHB@SHNM�

CAUTION: $NLLTMHB@SHNM�ADSVDDM�SGD�C@S@A@RD�@MC�SGD�4TODQUHRNQ�RS@SHNM�LTRS�@KV@XR�AD�@U@HK@AKD

NSGDQVHRD�SGD�RNESV@QD�VHKK�MNS�VNQJ��$NLLTMHB@SHNM�LTRS�@KRN�AD�RDBTQD�

��4SDO 'QNL�SGD�4TODQUHRNQ�)NLD
�BKHBJ4XRSDL�4DSTO4XRSDL�4DSTO� .HRBDK.HRBDKK@MDNTRK@MDNTR� $NMgFTQ$NMgFTQD�%@S@A@RDD�%@S@A@RD�
5GD$NMgFTQD�%@S@A@RDUHDV�NODMR�VHSG�@%@S@A@RD�4DQUHBDRS@A
�@MC�@.X42-%@S@A@RD	SGD
CDE@TKS
�S@A��/N�C@S@A@RD�S@A�CHROK@XR�HE�MN�C@S@A@RD�CQHUDQ�HR�HMRS@KKDC�

��4SDO $NMgFTQD�SGD�HLONQS@MS�C@S@A@RD�RDQUHBDR�OQNODQSHDR�@S�SGD�ANSSNL�NE�SGD%@S@A@RD�4DQUHBDRS@A�
Replication Failure Alarm 
 Replication Overrun Alarm 
�@MCReplication Overrun Limit �
5GDRD�OQNODQSHDR�@OOKX�SN�@KK�C@S@A@RDR�HMRS@KKDC�NM�SGHR�4TODQUHRNQ^R�MDSVNQJ�

��4SDO 5N�@CC�NQ�CDKDSD�@�C@S@A@RD
�BKHBJ.@M@FD�%@S@A@RDR.@M@FD�%@S@A@RDR�
5GD.@M@FD�%@S@A@RDR.@M@FD�%@S@A@RDRVHMCNV�NODMR�

��4SDO 4DKDBS�SGDDelete NQAdd NOSHNM�@MC�BKHBJ0J0J �
5GD�RXRSDL�KHRSR�SGD�DWHRSHMF�C@S@A@RD�S@AR�

��4SDO 4DKDBS�SGD�C@S@A@RD�SN�@CC�NQ�CDKDSD�@MC�BKHBJ0J0J �
0MKX�NMD�C@S@A@RD�B@M�AD�DM@AKDC�@S�@MX�NMD�SHLD��5N�TRD�@�C@S@A@RD�NSGDQ�SG@M�.X42-
�RTBG�@R
SGD�.442-�C@S@A@RD
�CDKDSD�SGD.X42-�C@S@A@RD�

��4SDO &MSDQ�SGD�C@S@A@RD�M@LD�@MC�BKHBJ0J0J �

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD4TODQUHRNQ�BNMSQNKKDQ�BNMMDBSHNMR

.@QBG���
����� ���



5GD�RNESV@QD�@CCR�SGD�C@S@A@RD�@R�@�S@A�SN�SGD�UHDV��5GHR�HR�SGD�M@LD�NE�SGD�.X42-�NQ�.4�42-
C@S@A@RD�XNT�BNMgFTQDC�ADENQD�HMRS@KKHMF�SGD�RNESV@QD�

��4SDO 4DKDBS�SGD�C@S@A@RD�S@A
�DM@AKD�SGD�C@S@A@RD�@MC�BNMgFTQD�@S�KD@RS�SGDRD�OQNODQSHDR�Host
Address 
 User Name 
 Password 
�@MCDatabase Name �

a )NRS�"CCQDRR�HCDMSHgDR�SGD�KNB@SHNM�NE�SGD�C@S@A@RD
�VGHBG�L@X�AD�NM�SGD�R@LD�BNLOTSDQ�@R
SGD�RXRSDL�RNESV@QD�NQ�HM�@MNSGDQ�KNB@SHNM�NM�SGD�MDSVNQJ�

a 6RDQ�/@LD�@MC�1@RRVNQC�@QD�SGD�BQDCDMSH@KR�XNT�RDS�TO�VGDM�XNT�BQD@SDC�SGD�C@S@A@RD
RBGDL@�TRHMF�.X42-�NQ�.4�42-��'NQ�.X42-
�6RDQ�/@LD�RGNTKC�AD�@�TMHPTD�M@LD�NSGDQ
SG@M�_QNNS�`

a %@S@A@RD�/@LD�HR�SGD�TMHPTD�M@LD�XNT�BQD@SDC�TRHMF�.X42-�NQ�.4�42-�

5GD�C@S@A@RD�RDQUHBDR�@QD�BNMgFTQDC�@MC�XNT�RGNTKC�MNV�G@UD�@%@S@A@RD�4DQUHBDRS@A�@MC�@
RODBHgB�C@S@A@RD�S@A�SG@S�L@SBGDR�SGD�.X42-�NQ�.4�42-�C@S@A@RD�XNT�@QD�BNMMDBSHMF�SN�

��4SDO $NMgQL�SG@SUse Encrypted Connection HR�RDS�SNtrue 
�@MC�BKHBJ4@UD4@UD@S�SGD�SNO�NE�SGD�UHDV�
5GHR�OQNODQSX�OQNUHCDR�hDWHAHKHSX�RGNTKC�XNT�MDDC�SN�STQM�NEE�RDBTQD�DMBQXOSDC�BNLLTMHB@SHNM�

CAUTION: 'NQ�MNQL@K�NODQ@SHNM
�SGHR�OQNODQSX�CDE@TKSR�SN�SQTD
�NSGDQVHRD�XNTQ�C@S@�B@M�AD
BNLOQNLHRDC�AX�RNLDNMD�VHSG�L@KHBHNTR�HMSDMS�

��4SDO $KHBJ�SGD4DS�0QHNM�%@S@A@RD4DS�0QHNM�%@S@A@RDATSSNM
�RDKDBS�SGD�C@S@A@RD�XNT�ITRS�BNMgFTQDC�EQNL�SGD�CQNO�CNVM
KHRS�@MC�BKHBJ0J0J �

CAUTION: $G@MFHMF�SGD�0QHNM�C@S@A@RD�QDLNUDR�"--�%" 5"�EQNL�@MX�BTQQDMS�0QHNM�C@S@A@RD�
"ESDQ�CDRHFM@SHMF�SGD�0QHNM�C@S@A@RD
�XNT�LTRS�QDRS@QS�SGD�4TODQUHRNQ�RS@SHNM�

���4SDO $KHBJ3DRS@QS�4S@S3DRS@QS�4S@SHNMHNM
�@MC�BKHBJ0J0J SN�BNMgQL�SGD�QDRS@QS�
5GD�RS@SHNM�QDRS@QSR��5GD�RS@SHNM�M@LD
�UHRHAKD�@S�SGD�SNO�QHFGS�BNQMDQ�NE�SGD�HMSDQE@BD
�BG@MFDR
BNKNQ�NQ�CHLR�TMSHK�SGD�RS@SHNM�HR�@U@HK@AKD�@F@HM��"ESDQ�RS@SHNM�QDRS@QS
�SGD�RS@SHNM�M@LD�CHROK@XR�HM
SGD�MNQL@K�BNKNQ�

&RS@AKHRGHMF�SVN�V@X�BNLLTMHB@SHNM�TRHMF�CHRBNUDQX
5GD�gQRS�RSDO�HM�RDSSHMF�TO�@�MDSVNQJ�HR�SN�DRS@AKHRG�RDBTQD�BNLLTMHB@SHNM�ADSVDDM�SGD�BNMSQNKKDQ�RS@SHNM�@MC
SGD�4TODQUHRNQ�RS@SHNM�

Prerequisites:
: NT�@QD�VNQJHMF�HM�SGD�4TODQUHRNQ�RS@SHNM�TRHMF�SGD�VDA�6*�

��4SDO 5N�BNMMDBS�SN�SGD�4TODQUHRNQ�RS@SHNM�	KNB@KGNRS

�NODM�@�AQNVRDQ�@MC�DMSDQ�SGD�@CCQDRR�
localhost �
5GD�VDA�6*�NODMR�SN�SGD-NFHM-NFHMVHMCNV�

��4SDO &MSDQ�XNTQ�1$�	KNB@KGNRS
�BQDCDMSH@KR
�@MC�BKHBJ-NFHM-NFHM�
5GD�VDA�6*�GNLD�UHDV�NODMR�

��4SDO $KHBJ4XRSDL�4DSTO4XRSDL�4DSTO� 3DLNSD�%DUHBDR3DLNSD�%DUHBDR� 4S@S4S@SHNM�.@M@FDQHNM�.@M@FDQ
�@MC�UDQHEX�SG@S�SGD�%HRBNUDQ�ATSSNM�	

�HR�@BSHUD�	MNS�FQ@XDC�NTS
�

��4SDO $KHBJ�%HRBNUDQ�	
�
5GD�4TODQUHRNQ�RS@SHNM�AQN@CB@RSR�@�B@KK
�@MC�@KK�RS@SHNMR�NM�SGD�KNB@K�RTAMDS�	MNS�NM�SGD�NSGDQ�RHCD
NE�@�QNTSDQ
�QDRONMC��"R�D@BG�QDLNSD�RS@SHNM�HCDMSHgDR�HSRDKE
�SGD�RXRSDL�ONOTK@SDR�SGD%HRBNUDQDC
O@MD
�HMCHB@SHMF�SG@S�SGD4S@SHNM�.@M@FDQHR�HM�KD@QM�LNCD�

#DB@TRD�NE�D@BG�RS@SHNM^R�BNMgFTQ@SHNM
�BNLLTMHB@SHNM�B@M�NMKX�NBBTQ�TRHMF�@�RDBTQD�	)5514

ONQS�

CAUTION: 5GHR�CHRBNUDQX�INA�L@X�S@JD�RDUDQ@K�LHMTSDR�SN�BNLOKDSD
�CDODMCHMF�NM�SGD�MTLADQ
NE�RS@SHNMR�NM�SGD�MDSVNQJ�@MC�MDSVNQJ�RODDC��%N�MNS�QDEQDRG�NQ�BKNRD�SGD�UHDV�TMSHK�SGD�INA
BNLOKDSDR��'@HKTQD�SN�@KKNV�SGD�INA�SN�BNLOKDSD�L@X�QDRTKS�HM�CTOKHB@SD�NQ�HMBNLOKDSD�QDBNQC�RDSR
HM�SGD�4TODQUHRNQ^R�RS@SHNM�L@M@FDQ�C@S@A@RD�

4TODQUHRNQ�BNMSQNKKDQ�BNMMDBSHNMR /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



��4SDO 4DKDBS�SGD�RS@SHNM�HM�SGD%HRBNUDQDCO@MD�@MC�BKHBJ�"CC�	 
�
5GD�"CC�4S@SHNM	R
�VHMCNV�NODMR�

5GHR�VHMCNV�RDSR�TO�SGD�MDSVNQJ�@BBNTMS�ENQ�SGD�4TODQUHRNQ�@MC�@KK�RDKDBSDC�RS@SHNMR��5GD
OQNODQSHDR�NM�SGD�KDES�@QD�ENQ�SGD�4TODQUHRNQ�RS@SHNM��5GD�OQNODQSHDR�NM�SGD�QHFGS�@QD�ENQ�SGD
BNMSQNKKDQ�RS@SHNM�

��4SDO 3D@C�SGD�RDMSDMBD�@ANUDDesired Role B@QDETKKX�@MC�L@JD�RTQD�XNT�TMCDQRS@MC�SG@S
�EQNL�SGD
ODQRODBSHUD�NE�SGD�4TODQUHRNQ�	KNB@K�RS@SHNM

�SGD�BNMSQNKKDQ�RS@SHNM�HR�@Subordinate RS@SHNM�

��4SDO 8GDM�XNT�G@UD�BNMgFTQDC�ANSG�RHCDR�ENQ�RDBTQD�BNLLTMHB@SHNM�	Use Foxs � true @MCFox Port
� 4911 

�BKHBJ0J0J �
5GD�RXRSDL�R@UDR�SGD�BNMgFTQ@SHNM�@MC�QDSTQMR�SN�SGD4S@SHNM�.@M@FDQUHDV�

��4SDO 5N�UDQHEX�SGD�BNMMDBSHNM
�RDKDBS�SGD�RS@SHNM�@MC�BKHBJ�1HMF�	 
�
5GD�RXRSDL�BNMgQLR�SGD�RS@SD�NE�SGD�BNMMDBSHNM�

&RS@AKHRGHMF�SVN�V@X�BNLLTMHB@SHNM�L@MT@KKX
&RS@AKHRGHMF�@�BNMMDBSHNM�ADSVDDM�@�QDLNSD�RS@SHNM�SN�@�4TODQUHRNQ�RS@SHNM�OQDO@QDR�SGD�SVN�ENQ�@�INHM�NQ
QDOKHB@SD��5GD�RNESV@QD�@RRTLDR�@�ODDQ�QDK@SHNMRGHO
�SG@S�HR
�HS�@RRTLDR�XNT�@QD�BNMMDBSHMF�SVN�QDLNSD�RS@SHNMR�
5N�BNMMDBS�@�QDLNSD�RS@SHNM�SN�@�4TODQUHRNQ�RS@SHNM�QDPTHQDR�SGD�CDgMHSHNM�NE�SGD�QDLNSD�RS@SHNM^R�QNKD�HM�SGD
QDK@SHNMRGHO�

Prerequisites:
#NSG�RS@SHNMR�@QD�QTMMHMF��:NT�@QD�VNQJHMF�HM�SGD�4TODQUHRNQ�RS@SHNM�QTMMHMF�NM�@�1$�

��4SDO 0ODM�XNTQ�AQNVRDQ�@MC�KNF�HM�SN�SGD�4TODQUHRNQ�RS@SHNM�	KNB@KGNRS
�

��4SDO 6RHMF�SGD�R@LD�AQNVRDQ
�KNF�HM�SN�SGD�BNMSQNKKDQ�RS@SHNM�

��4SDO *M�SGD�4TODQUHRNQ�RS@SHNM
�BKHBJ4XRSDL�4DSTO4XRSDL�4DSTO� 3DLNSD�%DUHBDR3DLNSD�%DUHBDR� 4S@S4S@SHNM�.@M@FDQHNM�.@M@FDQ�
5GD4S@SHNM�.@M@FDQUHDV�NODMR�

��4SDO $KHBJ�SGD�/DV�ATSSNM�	 
�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD4TODQUHRNQ�BNMSQNKKDQ�BNMMDBSHNMR

.@QBG���
����� ���



5GD/DV/DV BNMMDBSHNM�VHMCNV�NODMR�

5GHR�VHMCNV�BNMgFTQDR�SGD�HMENQL@SHNM�@ANTS�SGD�QDLNSD�BNMSQNKKDQ�SG@S�SGD�4TODQUHRNQ�MDDCR�SN
BNMMDBS�SN�SGD�QDLNSD�

��4SDO 'HKK�HM�SGD�OQNODQSHDR�@R�ENKKNVR�@MC�BKHBJ$NMS$NMSHMTD�SN�3DLNSD�$NMgFTQ@SHMTD�SN�3DLNSD�$NMgFTQ@SHNM���HNM����

a Station Name HR�SGD�M@LD�NE�SGD�QDLNSD�RS@SHNM�

a Enabled LTRS�AD�RDS�SNtrue �

a Address HR�SGD�*1�@CCQDRR�NE�SGD�QDLNSD�BNMSQNKKDQ�

a Username @MCPassword @QD�SGD�BQDCDMSH@KR�ENQ�KNFFHMF�HM�SN�SGD�QDLNSD�RS@SHNM��5GD�DW@LOKD
TRDR�SGD�BQDCDMSH@KR�ENQ�@M�.�.�	.@BGHMD�SN�.@BGHMD
�TRDQ�

a Use Foxs RDS�SNtrue @MCFox Port RDS�SN4911 SNFDSGDQ�BNMgFTQD�SGD�BNMMDBSHNM�ENQ
RDBTQD�BNLLTMHB@SHNM�

4TODQUHRNQ�BNMSQNKKDQ�BNMMDBSHNMR /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



5GD�RXRSDL�BNMMDBSR�SGD�4TODQUHRNQ�SN�SGD�QDLNSD�RS@SHNM�@MC�NODMR�SGD�3DLNSD�$NMgFTQ@SHNM
VHMCNV�EQNL�SGD�RS@MCONHMS�NE�SGD�QDLNSD�RS@SHNM�

��4SDO 'HKK�HM�NQ�BNMgQL�SGD�OQNODQSHDR�@R�ENKKNVR
�SGDM�BKHBJ0J0J �

a Enabled LTRS�AD�RDS�SNtrue �

a 5GD�BQDCDMSH@KR�@QD�SGNRD�SG@S�SGD�4TODQUHRNQ�RS@SHNM�QDPTHQDR�

a Use Foxs RDS�SNtrue @MCFox Port RDS�SN4911 SNFDSGDQ�BNMgFTQD�SGD�BNMMDBSHNM�ENQ
RDBTQD�BNLLTMHB@SHNM�

a %DRHQDC�3NKD�CDgMDR�SGD�QNKD�SG@S�SGD�QDLNSD�RS@SHNM�@RRTLDR�HM�QDK@SHNMRGHO�SN�SGD
4TODQUHRNQ�RS@SHNM��5GHR�QNKD�CDE@TKSR�SNSubordinate �

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD4TODQUHRNQ�BNMSQNKKDQ�BNMMDBSHNMR

.@QBG���
����� ���



5GD�RXRSDL�@SSDLOSR�SN�BNMMDBS�A@BJ�SN�SGD�4TODQUHRNQ�RS@SHNM��*E�HS�CNDR�MNS�VNQJ
�SQX�BNMMDBSHMF
EQNL�SGD�BNMSQNKKDQ
�SGDM�BNMMDBS�@F@HM�EQNL�SGD�4TODQUHRNQ��: NT�VHKK�MNSHBD�SGD�CHEEDQDMBDR�HM�SGD
@ANUD�VHMCNVR�

8GDSGDQ�NQ�MNS�SGD�RS@SHNMR�BNMMDBS
�SGD�QDLNSD�RS@SHNM�@OOD@QR�HM�SGD4S@SHNM�.@M@FDQUHDV�NE
SGD�4TODQUHRNQ�RS@SHNM�@MC�SGD�4TODQUHRNQ�@OOD@QR�HM�SGD4S@SHNM�.@M@FDQUHDV�NE�SGD�QDLNSD
RS@SHNM�

��4SDO 5N�DCHS�SGD�RS@SHNM�CDS@HKR�RDKDBS�SGD�RS@SHNM�@MC�DCHS HBNM�
&CHS�VHMCNV�NODMR�

��4SDO 6OC@SD�SGD�QDPTHQDC�CDS@HKR�@MC�BKHBJ$NMS$NMSHMTD�SN�3DLNSD�$NMgFTQ@SHMTD�SN�3DLNSD�$NMgFTQ@SHNMHNM�

4TODQUHRNQ�BNMSQNKKDQ�BNMMDBSHNMR /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



3DLNSD�$NMgFTQ@S3DLNSD�$NMgFTQ@SHNMHNMVHMCNV�NODMR��SN�R@UD�SGD�BG@MFDR�BKHBJ0,0, �

��4SDO *M�SGD�4TODQUHRNQ�RS@SHNM
�UDQHEX�SG@S�4S@STR�HR{ok} @MC�SG@S�SGD�QNKD�NE�SGD�BNMSQNKKDQ�HR
Subordinate �

'HUD�MDV�BNKTLMR�	+NHMDC
�"TSN�3DOKHB@SD
�3DOKHB@SHNM�4S@STR
�-@RS�3DOKHB@SHNM
�@MC�6RDQ�4S@STR

@MC�gUD�MDV�ATSSNMR�	GHFGKHFGSDC�HM�SGD�RBQDDM�B@OSTQD
�@OOD@Q�

���4SDO 5N�OHMF�SGD�BNMSQNKKDQ
�RDKDBS�HSR�QNV�@MC�BKHBJ�1HMF�	 
�

���4SDO -NF�HM�SN�SGD�BNMSQNKKDQ�RS@SHNM
�BKHBJ$NMSQ$NMSQNKNKKDQ�4DSTOKDQ�4DSTO� 3DLNSD�%DUHBDR3DLNSD�%DUHBDR� 4S@S4S@SHNM�.@M@FDQHNM�.@M@FDQ�
5GD4S@SHNM�.@M@FDQUHDV�NODMR�

���4SDO 7DQHEX�SG@S�4S@STR�HR{ok} @MC�SGDActual Role NE�SGD�4TODQUHRNQ�RS@SHNM�HRSupervisor �

Result
: NT�@QD�QD@CX�SN�INHM�SGD�RS@SHNMR�

4S@SHNM�INHM�ADRS�OQ@BSHBDR
0MBD�XNT�HMRS@KK�NQ�TOFQ@CD�SGD�RNESV@QD
�XNT�INHM�D@BG�QDLNSD�BNMSQNKKDQ�RS@SHNM�SN�HSR�4TODQUHRNQ��5GHR�@CCR
4BGDCTKDR
�SDM@MSR
�@BBDRR�QHFGSR�@MC�ODQRNMMDK�C@S@�SG@S�@QD�RSNQDC�NM�@�RHMFKD�QDLNSD�BNMSQNKKDQ�
#DENQD�SGD�INHM�

a %DKDSD�NQ�QDM@LD�@MX�@BBDRR�QHFGSR�SG@S�DWHRS�NM�@�RHMFKD�BNMSQNKKDQ�HE�SGDX�L@SBG�@M�@BBDRR�QHFGS�SG@S�HR
BTQQDMSKX�HM�SGD�4TODQUHRNQ�RS@SHNM�

a %DKDSD�@MX�B@KDMC@Q�RBGDCTKDR�SG@S�DWHRS�NM�@�RHMFKD�BNMSQNKKDQ�

a 4DBTQD�BNLLTMHB@SHNM�ADSVDDM�SGD�4TODQUHRNQ�@MC�QDLNSD�RS@SHNM�HR�UDQX�HLONQS@MS�@MC�LTRS�HMBKTCD
ANSG�C@S@�DMBQXOSHNM�@MC�RDQUDQ�@TSGDMSHB@SHNM��4HMBD�D@BG�RS@SHNM�	4TODQUHRNQ�@MC�QDLNSD�BNMSQNKKDQ
�B@M
RDQUD�@R�ANSG�@�BKHDMS�@MC�@�RDQUDQ
�D@BG�RS@SHNM�QDPTHQDR�@�QNNS�$"�BDQSHgB@SD�HM�HSR�5QTRS�4SNQD�@MC�@
TMHPTD
�RHFMDC�RDQUDQ�BDQSHgB@SD�HM�HSR�,DX�4SNQD��$NMgQL�SG@S�SGHR�HR�SGD�B@RD�ADENQD�XNT�BNLOKDSD�SGD
INHM�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD4TODQUHRNQ�BNMSQNKKDQ�BNMMDBSHNMR

.@QBG���
����� ���



NOTE:

*E�XNT�CN�MNS�RDS�TO�XNTQ�BDQSHgB@SDR�HM�@CU@MBD
�SGD�INHM�QDPTHQDR�XNT�SN�@OOQNUD�SGD�RDKE�RHFMDC
BDQSHgB@SD��5GHR�OQNBDRR�QDPTHQDR�SGD�8DA�-@TMBGDQ�

+NHMHMF�@�BNMSQNKKDQ�RS@SHNM�SN�SGD�4TODQUHRNQ�RS@SHNM
+NHMHMF�SGD�SVN�RS@SHNMR�TOC@SDR�SGD�4TODQUHRNQ^R�0QHNM�C@S@A@RD�	.X�42-�NQ�.442-
�VHSG�C@S@�EQNL�SGD
BNMSQNKKDQ^R�)42-�C@S@A@RD�

Prerequisites:
5GD�BNMSQNKKDQ�@MC�4TODQUHRNQ�RS@SHNMR�@QD�BNMMDBSDC�VHSG�SGD�BNMSQNKKDQ�RS@SHNM�BNMgFTQDC�@R�SGD�RTANQCHM@SD
RS@SHNM�

��4SDO 'QNL�SGD�4TODQUHRNQ�)NLD�O@FD
�DWO@MC4XRSDL�4DSTO4XRSDL�4DSTO� 3DLNSD�%DUHBDR3DLNSD�%DUHBDR@MC�BKHBJ4S@S4S@SHNMHNM
.@M@FDQ.@M@FDQ�
5GD4S@SHNM�.@M@FDQUHDV�NODMR��5GHR�UHDV�KHRSR�SGD�RS@SHNMR�SG@S�@QD�BTQQDMSKX�O@QS�NE�SGD
4TODQUHRNQ�RS@SHNM�C@S@A@RD��5GD�S@AKD�HR�DLOSX�HE�MN�RS@SHNMR�@QD�HM�SGD�C@S@A@RD�

��4SDO 4DKDBS�@�RHMFKD�RS@SHNM�@MC�BKHBJ�SGD�+NHM�ATSSNM�	
�@S�SGD�SNO�NE�SGD�UHDV�

4TODQUHRNQ�BNMSQNKKDQ�BNMMDBSHNMR /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD
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5GD+NHM�.@M@FDQUHDV�NODMR�VHSG�SGD�RS@SHNM�M@LD�@R�SGD�SHSKD�NE�SGD�UHDV�

��4SDO *E�SGDTime Difference OQNODQSX�HR�FQD@SDQ�SG@M�NMD�LHMTSD�	CHROK@XR�HM�QDC

�BKHBJ4XMBGQ4XMBGQNMHYDNMHYD
55HLDHLD�
" 4XMBGQ4XMBGQNMHYD�5NMHYD�5HLDHLDVHMCNV�NODMR�@MC
�@ESDQ�BNMgQLHMF�XNTQ�BGNHBD
�SGD�SHLD�RXMBGQNMHY@SHNM�INA
AQHMFR�SGD�SHLD�NE�ANSG�RXRSDLR�SN�VHSGHM�NMD�LHMTSD�NE�D@BG�NSGDQ��5GHR�DMRTQDR�SG@S�QDBNQCR

VGHBG�@QD�@CCDC�SN�SGD�4TODQUHRNQ�RS@SHNM�CTQHMF�SGD�INHM�OQNBDRR
�G@UD�@�BNLLNM�SHLD�QDEDQDMBD�

��4SDO 5N�QDSTQM�SN�SGD+NHM�.@M@FDQUHDV
�BKHBJ�SGD�#@BJ�SN�+NHM�.@M@FDQ�ATSSNM�	
�

��4SDO $KHBJ�SGD�%HRSQHATSDC�4BGDCTKD�.@M@FDQ�KHMJ�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD4TODQUHRNQ�BNMSQNKKDQ�BNMMDBSHNMR
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5GD%HRSQHATSDC�4BGDCTKD�.@M@FDQUHDV�NODMR�

5GHR�RSDO�SQ@MREDQR�RBGDCTKDR�SG@S�NQHFHM@SD�HM�SGD�QDLNSD�GNRS�RS@SHNM�SN�SGD�4TODQUHRNQ�RS@SHNM
@MC�RTANQCHM@SDR�SGDL�SN�SGD�L@RSDQ�RBGDCTKDR�HM�SGD�4TODQUHRNQ�RS@SHNM��5GDRD�RBGDCTKDR�@QD
MNS�O@QS�NE�SGD�0QHNM�C@S@�

��4SDO 5N�gMC�SGD�RTANQCHM@SD�RBGDCTKDR�HM�SGD�GNRS�BNMSQNKKDQ�RS@SHNM
�BKHBJ�SGD�%HRBNUDQ�ATSSNM�	


RDKDBS�@MC�"CC�	
�NQ�.@SBG�	 
�SGD�@OOQNOQH@SD�RBGDCTKDR�SN�SGD�INHM�INA�

��4SDO $KHBJ3DSQHDUD�*LONQS�4S@STR3DSQHDUD�*LONQS�4S@STR�
#X�CDE@TKS
�SGD�*LONQS�4S@STR�ENQ�@KK�QDBNQCR�HRNot Configured ��"�C HQDBS�BNQQDK@SHNM�DWHRSR
ADSVDDM�SGHR�KHRS�NE�3DBNQC�5XODR�@MC�SGD�@BST@K�S@AKD�RSQTBSTQD�NE�SGD�%@S@A@RD�HM�SGD�4TODQUHRNQ
RS@SHNM��$KHBJHMF3DSQHDUD�*LONQS�4S@STR3DSQHDUD�*LONQS�4S@STR@KHFMR�SGD�HMENQL@SHNM�HM�SGD�GNRS�RS@SHNM�VHSG�SGD
C@S@A@RD�HM�SGD�4TODQUHRNQ�RS@SHNM�

��4SDO 7HRT@KKX�UDQHEX�SG@S�SGD�HLONQS�4S@STR�ENQ�D@BG�3DBNQC�5XOD�L@JDR�RDMRD��:NT�RGNTKC�G@UD�@�EDDK�ENQ
GNV�L@MX�ODNOKD
�A@CFDR
�@BBDRR�QHFGSR�@MC�QD@CDQR�DWHRS�HM�SGD�BNMSQNKKDQ�
5GD�OQNBDRR�@RJR�XNT�SN�BNMgQL�SGD�QDSTQM�SN�SGD�MNS�BNMgFTQDC�RS@SD�

��4SDO *E�MDDCDC
�TRD�SGD3DRDS�*LONQS�4S@STR3DRDS�*LONQS�4S@STRATSSNM�SN�TMCN�SGD�*LONQS�4S@STR�

NOTE: "KK�QDBNQC�SXODR�LTRS�AD�BNMgFTQDC�SN�HCDMSHEX�L@SBGHMF�NAIDBSR�	HE�@MX
��5GD$NLLHS$NLLHS
ATSSNM�HR�MNS�@U@HK@AKD�TMSHK�@KK�SGD�QDBNQC�SXODR�@QD�BNMgFTQDC��*E�SGDQD�@QD�BNMhHBSR�ADSVDDM�C@S@
NM�SGD�4TODQUHRNQ�@MC�SGD�QDLNSD�RS@SHNMR
�@�3DBNUDQX�NODQ@SHNM�L@X�AD�QDPTHQDC�HMRSD@C�NE�@
INHM�

���4SDO 5N�RDD�SGD�CDS@HKR�NE�@MX�RXMBGQNMHYDC�QDBNQC
�BKHBJ�@�KHMJ�TMCDQ�SGD�3DBNQC�5XOD�BNKTLM�
*E�SGDQD�@QD�MN�RBGDCTKDR�HM�SGD�QDLNSD�RS@SHNM�SN�HLONQS
�XNT�B@M�RJHO�SGD�MDWS�RSDOR�

���4SDO 8GDM�SGD�*LONQS�4S@STR�HR�BNMgFTQDC�ENQ�@KK�3DBNQC�5XODR
�BKHBJ�SGD$NLLHS$NLLHSATSSNM�
5GD�RXRSDL�QDONQSR�SGD�RS@STR�NE�SGD�INHM�

4TODQUHRNQ�BNMSQNKKDQ�BNMMDBSHNMR /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD
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3DOKHB@SHMF�@�BNMEHFTQ@SHNM
3DOKHB@SHNM�HR�@�MDSVNQJ�L@M@FDLDMS�ETMBSHNM�TRDC�SN�RODDC�SGD�BNMgFTQ@SHNM�NE�QDLNSD�BNMSQNKKDQR��*S
BNMgFTQDR�D@BG�QDLNSD�RDBNMC@QX�BNMSQNKKDQ�EQNL�@M�@KQD@CX�BNMgFTQDC�OQHL@QX�BNMSQNKKDQ�

Prerequisites:
5GD�RNESV@QD�UDQRHNMR�ENQ�ANSG�SGD�4TODQUHRNQ�@MC�QDLNSD�RS@SHNM	R
�@QD�BNLO@SHAKD��5GD�RXRSDL�HR�NODM�HM�@
AQNVRDQ�QTMMHMF�NM�XNTQ�4TODQUHRNQ�1$�

��4SDO 5N�M@UHF@SD�SN�SGD4S@SHNM�.@M@FDQUHDV
�BKHBJ4XRSDL�4DSTO4XRSDL�4DSTO� 3DLNSD�%DUHBDR3DLNSD�%DUHBDR� 4S@S4S@SHNMHNM
.@M@FDQ.@M@FDQ�
5GD4S@SHNM�.@M@FDQUHDV�NODMR�

��4SDO $KHBJ�SGD�3DOKHB@SD�ATSSNM�	
�

NOTE: +NHM�LTRS�AD�ODQENQLDC�ADENQD�QDOKHB@SHNM�B@M�S@JD�OK@BD�

"ESDQ�BNMgFTQHMF�@KK�QDBNQC�SXODR
�SGD$NLLHS$NLLHSATSSNM�HR�@U@HK@AKD�ENQ�BNLOKDSHMF�SGD�INHM�OQNBDRR�
*E�3DOKHB@SHNM�HR�CHR@AKDC
�@�VHMCNV�OQNLOSR�XNT�SN�DM@AKD�@MC�QTM�QDOKHB@SHNM�

��4SDO 5N�DM@AKD�QDOKHB@SHNM
�BKHBJ�SGD0J0J �

��4SDO 5N�RS@QS�SGD�QDOKHB@SHNM�INA
�BKHBJ�3DOKHB@SD�	 
�
0MBD�SGD�QDOKHB@SHNM�INA�RS@QSR
�@�OQNFQDRR�A@Q�L@QJR�INA�OQNFQDRR�TMSHK�SGD�QDOKHB@SHNM�INA
BNLOKDSDR�RTBBDRRETKKX�NQ�E@HKR
�@R�HMCHB@SDC�AX�SGD�gM@K�INA�RS@STR�VHMCNV�

��4SDO 0MBD�SGD�INA�HR�RTBBDRRETK�3DOKHB@SHNM�RTBBDRR�VHMCNV�@OOD@QR��5N�RDD�SGD�CDS@HKR�BKHBJ4GNV4GNV
%DS@HKR%DS@HKR�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD4TODQUHRNQ�BNMSQNKKDQ�BNMMDBSHNMR
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3DOKHB@SHNM�CDS@HKR�VHMCNV�NODMR�

'NQ�LNQD�CDS@HKR�NE�3DOKHB@SHNM�BKHBJ�NM%DS@HKR%DS@HKR��5GHR�FHUDR�@CCHSHNM@K�HMENQL@SHNM�@ANTS�SGD
QDBNQCR��'NKKNVHMF�HR�SGD�VHMCNV�SG@S�CHROK@XR�CDS@HKR�ENQ&MSRDB3DOK&MSRDB3DOKHB@SNQHB@SNQ@MC
*MSQTRHNM3DOK*MSQTRHNM3DOKHB@SNQHB@SNQQDRODBSHUDKX�
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3DOKHB@SHMF�@�BNMEHFTQ@SHNM�SN�/"$�RDQUDQ
5GD�QDOKHB@SHNM�RDQUHBD�QDOKHB@SDR�C@S@�SN�SGD/"$�RDQUDQ/"$�RDQUDQ@BBNQCHMF�SN�SGD�BNMgFTQ@SHNMR�@OOKHDC�SN�SGD/"$/"$
BNMSQBNMSQNKNKKDQR�KDQR�

��4SDO /@UHF@SD�SN8 NQJADMBG
�DWO@MC4S@S4S@SHNMHNM� $NMgF$NMgF� 4DQUHBDR4DQUHBDR� 3DOK3DOKHB@SHB@SHNM�4DQUHBDHNM�4DQUHBD�

5GD�3DOKHB@SHNM�1QNODQSX�4GDDS�0ODMR�

��4SDO 3HFGS�BKHBJ�NM�SGD3DOK3DOKHB@SHB@SHNM�4DQUHBDHNM�4DQUHBD
�RDKDBS"BS"BSHNMRHNMR� &WDBTSD�@R�+NA&WDBTSD�@R�+NA�

3DOKHB@SHNM�INA�RS@QSR��8GDM�SGD�QDOKHB@SHNM�INA�ADFHMR
�@�OQNFQDRR�A@Q�SQ@BJR�HSR�OQNFQDRR�TMSHK�HS
HR�DHSGDQ�BNLOKDSDC�NQ�E@HKR
�@R�RGNVM�HM�SGD�gM@K�INA�RS@STR�VHMCNV�

��4SDO 5N�UDQHEX�SGD�QDOKHB@SHNM�RS@STR
�M@UHF@SD�SN$NMgF$NMgF� 4DQUHBDR4DQUHBDR� +NA�4DQUHBD+NA�4DQUHBD��8GDM�SGD�+NA
VHMCNV�@OOD@QR
�BKHBJ�NM�SGD3DOK3DOKHB@SHB@SHNMHNM+NA�
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+NA�-NF+NA�-NF8 HMCNV�0ODMR�

��4SDO $KHBJ�NM�SGD�RTBBDRR�LDRR@FD�SN�FDS�SGD�INA�CDS@HKR�

NOTE: 0MKX�SGD�@BBDRR�BNMSQNK�C@S@�QDK@SDC�SN�SGD/"$�BNMSQ/"$�BNMSQNKNKKDQKDQHR�QDOKHB@SDC�SN�SGD/"$�RDQUDQ/"$�RDQUDQ�

4DSSHMF�TO�CNL@HM�M@LDR
*M�SGD�@ARDMBD�NE�@�%/4�	%NL@HM�/@LD�4XRSDL
�RDQUDQ
�SGD�RXRSDL�B@M�BNQQDK@SD�RS@SHNM�*1�@CCQDRRDR�VHSG
CNL@HM�M@LDR��%NL@HM�M@LD�BNMMDBSHNMR�L@X�AD�D@RHDQ�SN�QDLDLADQ�SG@M�*1�@CCQDRRDR�
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Prerequisites:
: NT�@QD�BNMMDBSDC�SN�@�BNLOTSDQ�@MC�QTMMHMF8 NQJADMBG�

��4SDO 0ODM8 NQJADMBGTRHMF3TM�@R�@CLHMHRSQ@SNQ3TM�@R�@CLHMHRSQ@SNQ	QHFGS�BKHBJ�SGD�HBNM�NM�SGD�CDRJSNO�@MC�BKHBJ3TM�@R3TM�@R
@CLHMHRSQ@SNQ@CLHMHRSQ@SNQ
�NQ�QHFGS�BKHBJ�SGD�@OOKHB@SHNM�HM�SGD�RS@QS�LDMT�@MC�BKHBJ.NQ.NQDD� 3TM�@R3TM�@R
@CLHMHRSQ@SNQ@CLHMHRSQ@SNQ�

��4SDO *M�SGD�/@U�SQDD
�DWO@MC.X�'HKD�4XRSDL.X�'HKD�4XRSDL� $�$� � 88 HMCNVRHMCNVR� 4XRSDL��4XRSDL�� � CQHUDQRCQHUDQR� DSBDSB
�QHFGS�BKHBJ
hosts @MC�BKHBJ"9�5"9�5 DWS�'HKD�&CDWS�'HKD�&CHSNQHSNQ�
5GD�GNRSR�gKD�NODMR�HM�SGD"9�5 DWS�'HKD�&CHSNQUHDV�DCHSNQ�

��4SDO 4BQNKK�SN�SGD�DMC�NE�SGD�CNBTLDMS
�OK@BD�XNTQ�BTQRNQ�@S�SGD�DMC�NE�SGD�K@RS�KHMD�@MC�OQDRR�&MSDQ�SN
BQD@SD�@�MDV�KHMD�

��4SDO 5XOD�@�KHMD�ENQ�D@BG�4TODQUHRNQ�@MC�BNMSQNKKDQ�
<999.999.99.99 > VGDQD�

a <999.999.99.99 > HR�SGD�*1�@CCQDRR�NM�SGD�MDSVNQJ�NE�SGD�1$�NQ�BNMSQNKKDQ�

a <domainName> HR�SGD�CNL@HM�M@LD�SGD�RXRSDL�B@M�TRD�SN�BNMMDBS�SN�SGD�BNMSQNKKDQ�

5GDQD�LTRS�AD�@S�KD@RS�NMD�RO@BD�ADSVDDM�SGD�*1�@CCQDRR�@MC�SGD�CNL@HM�M@LD�NM�D@BG�KHMD�

��4SDO $KHBJ�SGD�4@UD�ATSSNM�	
�

��4SDO 5N�UDQHEX�SG@S�SGD�GNRSR�gKD�BNMS@HMR�SGD�CNL@HM�M@LDR
�NODM�@�OK@SENQL�BNMMDBSHNM�SN�XNTQ
KNB@KGNRS�@MC�CNTAKD�BKHBJ5$1�*1�$NMgFTQ@S5$1�*1�$NMgFTQ@SHNMHNM�

��4SDO 5N�NODM�SGDHosts File 
�BKHBJ�SGD�CNTAKD�CNVM�@QQNVR�	 
�

��4SDO *E�MDDCDC
�RBQNKK�SN�SGD�ANSSNL�NE�SGD�gKD�@MC�BNMgQL�SG@S�SGD�*1�@CCQDRRDR�@QD�@RRNBH@SDC�VHSG
SGD�BNQQDBS�CHROK@X�M@LDR�
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Chapter 10. Personnel setup
#DENQD�QDFTK@Q�NEgBD�OQNBDCTQDR�ENQ�OQNBDRRHMF�MDV�ODNOKD�B@M�AD�RDS�TO
�SGD�ODQRNMMDK�L@M@FDQ�NQ�NSGDQ
@CLHMHRSQ@SHUD�ODQRNM�LTRS�RDS�TO�@BBDRR�QHFGSR
�A@CFDR
�@MC�@�MTLADQ�NE�NOSHNM@K�BNMgFTQ@SHNMR
�HMBKTCHMF
/H@F@Q@�*MSDFQ@SHNM�*%R
�SDM@MSR
�SGQD@S�KDUDK�FQNTOR
�@MC
�ONRRHAKX
�@CCHSHNM@K�ODQRNMMDK�C@S@�SN�AD�L@HMS@HMDC
AX�SGD�RXRSDL�

5GD�SDQL�_ODQRNM`�QDEDQR�SN�@�GTL@M�ADHMF
�TRT@KKX�@M�DLOKNXDD
�VGN�ONRRDRRDR�NMD�NQ�LNQD�QHFGSR�SN�DMSDQ
@MC�TRD�@�E@BHKHSX��"�_TRDQ`�QDEDQR�SN�@�ODQRNM�VGN�HR�@TSGNQHYDC�SN�L@M@FD�SGD�RXRSDL��'NQ�DW@LOKD
�@M
DLOKNXDD�VGN�VNQJR�HM�L@MTE@BSTQHMF�HR�@�ODQRNM�VHSG�@�A@CFD�ENQ�DMSDQHMF�@MC�DWHSHMF�SGD�ATHKCHMF��*M
@CCHSHNM�SN�ADHMF�@�ODQRNM�VHSG�@�A@CFD
�@�)TL@M�3DRNTQBDR�@RRNBH@SD�HR�@�TRDQ�NE�SGD�RXRSDL�VGN�DMSDQR�MDV
DLOKNXDDR�@MC�HRRTDR�A@CFDR�

8GHKD�XNT�L@X�@CC�ODQRNMMDK�SN�SGD�C@S@A@RD�VHSGNTS�@RRHFMHMF�@BBDRR�QHFGSR�NQ�A@CFDR
�SN�RTBBDRRETKKX�@CC
ODQRNMMDK
�@BBDRR�QHFGSR
�RBGDCTKDR
�@MC�@BBDRR�YNMDR�RGNTKC�@KQD@CX�DWHRS�ADENQD�XNT�@CC�ODNOKD�

*E�XNTQ�SNONKNFX�HMBKTCDR�@�4TODQUHRNQ�BNLOTSDQ�@MC�NMD�NQ�LNQD�QDLNSD�BNMSQNKKDQR
�RDS�TO�@KK�ODQRNMMDK�@MC
@RRHFM�A@CFDR�NMKX�@S�SGD�4TODQUHRNQ�RS@SHNM�SG@S�RDQUDR�SGD�BNLO@MXbVHCD�RXRSDL�

CAUTION: &MSDQ�@KK�ODQRNMMDK�HMENQL@SHNM�TRHMF�SGD�4TODQUHRNQ�RS@SHNM�0/-:�@MC�MNS�TRHMF�@MX�QDLNSD
BNMSQNKKDQ�RS@SHNM��*E�XNT�DMSDQ�ODQRNMMDK�HMENQL@SHNM�@S�SGD�QDLNSD�BNMSQNKKDQ
�CTOKHB@SD�ODQRNMMDK�QDBNQCR�L@X
NBBTQ�HM�SGD�RXRSDL��5GD�RXRSDL�CHR@AKDR�RNLD�BNMSQNK�ATSSNMR�VGDM�XNT�VNQJ�BNMMDBSDC�SN�@�RTANQCHM@SD
RS@SHNM�

5GHR�CNDR�MNS�@OOKX�SN�@�RHMFKD�BNMSQNKKDQ�ETMBSHNMHMF�VHSGNTS�@�4TODQUHRNQ�BNLOTSDQ��*E�XNTQR�HR�@�RL@KK
BNLO@MX�VHSG�@�RHMFKD�BNMSQNKKDQ
�BNMMDBS�@�BNLOTSDQ�SN�SGD�MDSVNQJ�@MC�K@TMBG�SGD�RNESV@QD�EQNL�XNTQ
BNLOTSDQ�

1DQRNMMDK�C@S@�EQNL�SGD�-%"1�RDQUDQ
5GD�ENKKNVHMF�SNOHBR�CDRBQHAD�GNV�SN�HMRS@KK�@MC�BNMgFTQD�@M�-HFGSVDHFGS�%HQDBSNQX�"BBDRR�1QNSNBNK�	-%"1

MDSVNQJ�HM�@&MSDQOQHRD�4DBTQHSXRXRSDL��5NOHBR�CDRBQHAD�GNV�SN�BNMMDBS�SN�@M�-%"1�RDQUDQ�SN�HLONQS
ODQRNMMDK�HMENQL@SHNM�EQNL�SGD�RDQUDQ�SN�XNTQ�ODQRNMMDK�C@S@A@RD�

5GD�LNQD�XNT�JMNV�@ANTS�SGD�-%"1�@SSQHATSDR�SG@S�XNT�@QD�VNQJHMF�VHSG
�SGD�D@RHDQ�HS�HR�SN�L@O�SGDL�SN
RXRSDL�OQNODQSHDR�@MC�HLONQS�ODQRNMMDK�QDBNQCR�EQNL�SGD�-C@O�RDQUDQ�SN�SGD�RS@SHNM�C@S@A@RD�

"CC HMF�@M�-%"1�MDSVNQJ
5GHR�OQNBDCTQD�CDRBQHADR�GNV�SN�@CC�@M-C@O�/DSVNQJ-C@O�/DSVNQJ�

Prerequisites:
: NT�@QD�KNFFDC�HM�SN&MSDQOQHRD�4DBTQHSX8 DA�6*�

��4SDO 'QNL�SGD�L@HM�LDMT
�RDKDBS4XRSDL�4DSTO4XRSDL�4DSTO� 3DLNSD�%DUHBDR3DLNSD�%DUHBDR
�@MC�BKHBJ3DLNSD�%QHUDQR3DLNSD�%QHUDQR�

��4SDO $KHBJ�SGD�.@M@FD�%QHUDQR�ATSSNM�	
�
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��4SDO 5N�@CC�@�MDV�MDSVNQJ�RDKDBS"CC"CC @MC�BKHBJ0,0, �
5GD"CC�%QHUDQ"CC�%QHUDQVHMCNV�NODMR�

��4SDO 4DKDBS-C@O�/DSVNQJ-C@O�/DSVNQJ@MC�BKHBJ0,0, �
"MNSGDQ"CC�%QHUDQ"CC�%QHUDQVHMCNV�NODMR�

��4SDO /@LD�SGD�MDSVNQJ�NQ�@BBDOS�SGD�CDE@TKS�M@LD�@MC�BKHBJ0,0, �
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Result
5GHR�@CCR-C@O�/DSVNQJ-C@O�/DSVNQJSN�SGD3DLNSD�%DUHBDR3DLNSD�%DUHBDR�

"CC HMF�@M�-C@O�RDQUDQ
5GHR�OQNBDCTQD�DWOK@HMR�GNV�SN�@CC�@M-C@O�4DQUDQ-C@O�4DQUDQSN�@M�DWHRSHMF-C@O�/DSVNQJ-C@O�/DSVNQJ�

Prerequisites:
: NT�@CCDC�SGD-C@O�/DSVNQJ-C@O�/DSVNQJ�

��4SDO 'QNL�SGD�L@HM�LDMT
�RDKDBS4XRSDL�4DSTO4XRSDL�4DSTO� 3DLNSD�%DUHBDR3DLNSD�%DUHBDR
�BKHBJ3DLNSD�%QHUDQR3DLNSD�%QHUDQR@MC�CNTAKD�
BKHBJ�NM-C@O�/DSVNQJ-C@O�/DSVNQJ�

��4SDO 4DKDBS�SGD-C@O4DQUDQR-C@O4DQUDQRS@A�

��4SDO 5N�@CC�@�MDV-C@O�4DQUDQ-C@O�4DQUDQBKHBJ�SGD�MDV�ATSSNM�	 
�
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" /DV/DV VHMCNV�NODMR�5GD�0(.(9(��5;,9790:,�#,*<90;@�",-,9 ,5*, CNBTLDMSR�SGDRD�OQNODQSHDR�

��4SDO 5N�@CC�SGD�RDQUDQ�BKHBJ0,0, �
5GD�-C@O�RDQUDQ�HR�@CCDC�

��4SDO 5N�DRS@AKHRG�SGD�BNMMDBSHNM
�BKHBJ�SGD1HMF1HMFATSSNM�	 
��
*S�S@JDR�@�EDV�RDBNMCR�ENQ�SGD�RDQUDQ�QNV�SN�TOC@SD�HM�SGD�S@AKD�

��4SDO $GDBJ�SG@S�SGD�RS@STR�NE�SGD�RDQUDQ�HMCHB@SDR�SG@S�SGD�BNMMDBSHNM�HR{OK} �

$NMEHFTQHMF�-%"1�HLONQS�@SSQHATSDR
4ODBHEXHMF�SGD�HLONQS�@SSQHATSDR�ADENQD�HLONQSHMF�SGD�FQNTOR�HR�@�NMDSHLD�BNMgFTQ@SHNM�OQNBDCTQD�

Prerequisites:
5GD�-%"1�RDQUDQ�G@R�ADDM�HCDMSHgDC�@MC�XNT�@QD�NODM�@S�SGD-C@O4DQUDQR-C@O4DQUDQRS@A�

��4SDO 'QNL�SGD�L@HM�LDMT
�RDKDBS4XRSDL�4DSTO4XRSDL�4DSTO� 3DLNSD�%DUHBDR3DLNSD�%DUHBDR
�BKHBJ3DLNSD�%QHUDQR3DLNSD�%QHUDQR@MC�CNTAKD�
BKHBJ�NM-C@O�/DSVNQJ-C@O�/DSVNQJ�

1DQRNMMDK�RDSTO /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



5GD-C@O�%QHUDQ�%DUHBD�69�.@M@FDQ-C@O�%QHUDQ�%DUHBD�69�.@M@FDQVHMCNV�NODMR�

��4SDO /@UHF@SD�SNKC@O�4DQUDQKC@O�4DQUDQ� 77HDVRHDVR� 1Q1QNODQSX�4GDDSNODQSX�4GDDS
�BKHBJ-C@O�*LONQS�$NMgF-C@O�*LONQS�$NMgF�
5GD�1QNODQSX�4GDDS�NODMR�

��4SDO $NMgFTQD�SGD�-%"1�O@Q@LDSDQR�@MC�BKHBJ4@UD4@UD��3DEDQ�SN�0(.(9(��5;,9790:,�#,*<90;@�",-,9 ,5*, ENQ
ETQSGDQ�CDS@HKR�

$QD@SHMF�@BBDRR�QHFGSR�ENQ�-%"1�HLONQSHMF
5GHR�S@RJ�CDRBQHADR�GNV�SN�BQD@SD�@BBDRR�QHFGSR�HM�SGD�RXRSDL��:NT�B@M�TRD�@BBDRR�QHFGSR�SN�HLONQS�-C@O
ODQRNMMDK�QDBNQCR�EQNL�@M�-C@O�RDQUDQ�

��4SDO 'QNL�SGD�L@HM�LDMT
�RDKDBS4XRSDL�4DSTO4XRSDL�4DSTO� 1DQRNMMDK1DQRNMMDK@MC�BKHBJ"BBDRR�3HFGSR"BBDRR�3HFGSR�
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5GD"BBDRR�3HFGSR"BBDRR�3HFGSRVHMCNV�NODMR�

��4SDO 5N�@CC�@�MDV�@BBDRR�QHFGS�BKHBJ
�SGD"CC"CC ATSSNM�	 
�

5GD"CC�/DV�"BBDRR�3HFGS"CC�/DV�"BBDRR�3HFGSUHDV�NODMR�3DEDQ�SN

��4SDO &MSDQ�SGD�ENKKNVHMF�CDS@HKR�

a "BBDRR�3HFGS�/@LD"BBDRR�3HFGS�/@LD��"BBDRR�3HFGS�/@LD�@RRNBH@SDR�SGHR�QHFGS�VHSG�SGD�QNKD�NE�SGD�RXRSDL�TRDQ

ENQ�DW@LOKD
��-%"1��

a 4BGDCTKD4BGDCTKD��4BGDCTKD�BNMSQNKR�VGDM�SGHR�QHFGS�HR�HM�NODQ@SHNM��*S�NODMR�@3DE�$GNNRDQ3DE�$GNNRDQVHMCNV�

@� /H@F@Q@�*MSDFQ@S/H@F@Q@�*MSDFQ@SHNM�*%HNM�*%��/H@F@Q@�*MSDFQ@SHNM�*%�@RRNBH@SDR�SGHR�@BBDRR�QHFGS�VHSG�@�RODBHgB
SDM@MS�VGN�HR�HCDMSHgDC�AX�SGHR�*%�

A� 55DM@MSDM@MS��5DM@MS�HCDMSHgDR�SGD�SDM@MS�SN�VGHBG�SGHR�@BBDRR�QHFGS�@OOKHDR�

B� 5GQ5GQD@S�-DUDK�(QD@S�-DUDK�(QNTONTO��5N�RDKDBS�SGD�SGQD@S�KDUDK�FQNTO�BKHBJ�	 
��5GD3DE�$GNNRDQ3DE�$GNNRDQVHMCNV
NODMR��4DKDBS�SGD�SDM@MS�@MC�BKHBJ0J0J NQ�BKHBJ"CC"CC ATSSNM�	 
�

C� %DRBQHOS%DRBQHOSHNMHNM��&MSDQ�@�AQHDE�CDRBQHOSHNM�ENQ�SGD�@BBDRR�QHFGS�

��4SDO 5N�@CC�SGD�@BBDRR�QHFGS�BKHBJ4@UD4@UD�

1DQRNMMDK�RDSTO /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD
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%HRBNUDQHMF�@MC�@RRHFMHMF�@SSQHATSDR�ENQ�KC@O�HLONQSHMF
%HRBNUDQHMF�@MC�@RRHFMHMF�@SSQHATSDR�HR�@M�HLONQS@MS�O@QS�NE�RTBBDRRETKKX�HLONQSHMF�ODQRNM@K�QDBNQCR�

��4SDO 'QNL�SGD�L@HM�LDMT
�RDKDBS3DLNSD�%DUHBDR3DLNSD�%DUHBDR� 3DLNSD�%QHUDQR3DLNSD�%QHUDQR
�CNTAKD�BKHBJ-C@O�/DSVNQJ-C@O�/DSVNQJ
�BKHBJ
SGD-C@O�4DQUDQ-C@O�4DQUDQS@A�@MC�CNTAKD�BKHBJ�SGD-C@O�4DQUDQ-C@O�4DQUDQQNV�HM�SGD�S@AKD�
5GD-C@O�4DQUDQ-C@O�4DQUDQUHDV�NODMR�

��4SDO $KHBJ�NM"SSQHATSDR"SSQHATSDRS@A�

-%"1�"SSQHATSD�.@M@FDQ-%"1�"SSQHATSD�.@M@FDQUHDV�NODMR�

��4SDO 5N�CHRBNUDQ�@SSQHATSDR�EQNL�SGD-%"1�4DQUDQ-%"1�4DQUDQ
�BKHBJ�SGD%HRBNUDQ%HRBNUDQATSSNM�	 
�

5GD%HRBNUDQ%HRBNUDQVHMCNV�NODMR�

5GD�0AIDBS�$K@RR�HCDMSHgDR�SGD�FQNTO�NE�ODQRNMMDK�QDBNQCR�SN�HLONQS�EQNL�SGD�-%"1�RDQUDQ�

��4SDO 5N�L@M@FD�SGD�0AIDBS�$K@RR�-HRS
�BKHBJ�@CC�	ATSSNM

�DCHS�	ATSSNM
�NQ�CDKDSD�	ATSSNM
�
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��4SDO 5N�CHRBNUDQ
�RDKDBS�SGD�NAIDBS�BK@RR�@SSQHATSD�	ENQ�DW@LOKD
��NQF@MHY@SHNM@K1DQRNM��NQ��6RDQ�
�@MC
BKHBJ0J0J �

��4SDO 5GD�CHRBNUDQDC�@SSQHATSDR�@QD�CHROK@XDC�HM%HRBNUDQ%HRBNUDQDCDCO@MD�

��4SDO 4DKDBS�@�CHRBNUDQDC�@SSQHATSD�@MC�BKHBJ�"CC�	ATSSNM
�	 
�

5GD"CC"CC VHMCNV�NODMR�

��4SDO 5N�@CC�SGD�@SSQHATSD�SN�C@S@A@RD�O@MD
�gKK�SGD�ENKKNVHMF�CDS@HKR�@MC�BKHBJ0,0, �

@� %HROK@X�/@LD%HROK@X�/@LDB@MMNS�AD�BG@MFDC��5GHR�QDL@HMR�@R�HS�HR�HM�-%"1�RDQUDQ�

A� %@S@�5%@S@�5XODXODOQNUHCDR�SVN�NOSHNMRString NQBinary �

B� .@OODC�0�3�%.@OODC�0�3�%RDKDBSRPerson NQPersonInfo NQBadge��-@RS�/@LD�HR�SGD�L@MC@SNQX
@SSQHATSD�

C� *R�3�%�/*R�3�%�/ RDKDBSRtrue NQfalse EQNL�SGD�CQNO�CNVM�KHRS�

Result
5GHR�@CCR�SGD�CHRBNUDQDC�@SSQHATSDR�SN�SGD�C@S@A@RD�

%HRBNUDQHMF
�RDKDBSHMF�@MC�BNMEHFTQHMF�FQNTOR�ENQ�-C@O�HLONQSHMF
%HRBNUDQHMF
�RDKDBSHMF�@MC�BNMgFTQHMF�FQNTOR�gKSDQR�SGD�QDBNQCR�BNLHMF�HM�EQNL�SGD�-%"1�RDQUDQ��5GD�FQNTO�NE
TRDQR�@QD�FHUDM�RODBHgB�@BBDRR�QHFGSR�

��4SDO 'QNL�SGD�L@HM�LDMT
�RDKDBS3DLNSD�%DUHBDR3DLNSD�%DUHBDR� 3DLNSD�%QHUDQR3DLNSD�%QHUDQR
�CNTAKD�BKHBJ-C@O�/DSVNQJ-C@O�/DSVNQJ
�BKHBJ
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SGD-C@O�4DQUDQ-C@O�4DQUDQS@A�@MC�CNTAKD�BKHBJ�SGD-C@O�4DQUDQ-C@O�4DQUDQQNV�HM�SGD�S@AKD�
5GD-C@O4DQUDQ-C@O4DQUDQUHDV�NODMR�

��4SDO $KHBJ�NM�SGD(Q(QNTORNTORS@A�

-%"1�(Q-%"1�(Q NTO�.@M@FDQNTO�.@M@FDQUHDV�NODMR�

��4SDO 5N�CHRBNUDQ�SGD�FQNTOR�EQNL -%"1�4DQUDQ-%"1�4DQUDQ
�BKHBJ�%HRBNUDQ�HBNM�	
�

5GD%HRBNUDQ%HRBNUDQVHMCNV�NODMR�5GD�CHRBNUDQDC�FQNTOR�@QD�CHROK@XDC�HM%HRBNUDQ%HRBNUDQDCDCO@MD�

��4SDO *CDMSHEX�SGD�FQNTOR�@RRNBH@SDC�VHSG�@BBDRR�QHFGSR�

5GHR�GDKOR�SGD�RXRSDL�HCDMSHEX�VGHBG�@BBDRR�QHFGSR�RGNTKC�AD�FHUDM�SN�D@BG�DLOKNXDD�

��4SDO 4DKDBS�SGD�CHRBNUDQDC�FQNTOR�@MC�BKHBJ�SGD"CC"CC ATSSNM�	 
�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD 1DQRNMMDK�RDSTO
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5GD"CC"CC VHMCNV�NODMR�

��4SDO : NT�B@M�BG@MFD�SGD%DRBQHOS%DRBQHOSHNMHNMHE�MDDCDC��XNT�B@M�RDKDBS�SGD"BBDRR�3HFGS"BBDRR�3HFGSEQNL�SGD�CQNO�CNVM
KHRS��5N�@CC�SGD�TRDQ�SN�C@S@A@RD
�BKHBJ0,0, �

*LONQSHMF�TRDQR�EQNL�KC@O�RDQUDQ
*LONQSHMF�LTKSHOKD�ODQRNM@K�QDBNQCR�EQNL�SGD�-%"1�RDQUDQ�R@UDR�SHLD�

Prerequisites:
5GD�-%"1�RDQUDQ�HR�NM�KHMD�

��4SDO &WO@MC3DLNSD�%DUHBDR3DLNSD�%DUHBDR� 3DLNSD�%QHUDQR3DLNSD�%QHUDQR
�CNTAKD�BKHBJ-C@O�/DSVNQJ-C@O�/DSVNQJ

��4SDO $KHBJ�SGD-C@O�4DQUDQ-C@O�4DQUDQS@A�@MC�CNTAKD�BKHBJ�NM-C@O4DQUDQ-C@O4DQUDQ�

��4SDO 5N�HLONQS�QDBNQCR�EQNL -C@O�4DQUDQ-C@O�4DQUDQBKHBJ�SGD*LONQS*LONQSATSSNM�	 
�
5GD*LONQS�1Q*LONQS�1QDEDQDEDQDMBDRDMBDRVHMCNV�NODMR�

��4SDO $NMgFTQD�SGD�OQNODQSHDR�SN�HLONQS�TRDQR��@MC�$KHBJ0,0, �

1DQRNMMDK�RDSTO /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD
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a 6RDQ�4D@Q6RDQ�4D@QBG#@RDBG#@RDBNMgFTQD�SGD�O@QDMS�BK@RR�SN�HLONQS�SGD�QDBNQCR�@RRNBH@SDC�VHSG�SGD�O@QDMS
BK@RR�

a 6RDQ�4D@Q6RDQ�4D@QBG'HKBG'HKSDQSDQBNMgFTQD�SGD�NAIDBS�BK@RR�ENQ�SGD�QDBNQC�HLONQS�

Result
-%"1�RDQUDQ�HLONQSR�SGD�QDBNQCR�

#@CFDR
"RRHFMDC�A@CFDR�GDKO�JDDO�@�ODQRNM�TMHPTDKX�HCDMSHgDC��:NT�B@M�BQD@SD�HMCHUHCT@K�A@CFDR�TRHMF�SGD�OQNBDCTQD
HM�SGD 7,9(;69A :��<0+, ��.NQD�KHJDKX
�XNT�RGNTKC�BQD@SD�@�A@SBG�NE�A@CFDR�	B@QCR
�@S�NMD�SHLD�

"TSNL@SHB�A@CFD�@RRNBH@SHNM
%TQHMF�@�INHM
�HE�@�ODQRNM�G@R�MN�A@CFD�@RRHFMDC�@MC�SGD�ODQRNM^R�TTHC�L@SBGDR�SGD�TTHC�NE�@�A@CFD�QDBNQC�HM
SGD�C@S@A@RD
�SGD�RXRSDL�@TSNL@SHB@KKX�L@SBGDR�SGD�A@CFD�VHSG�SGD�ODQRNM��*E�SGD�ODQRNM�G@R�MN�A@CFD�@MC�MN
TTHC�L@SBGDR
�SGD�RXRSDL�BQD@SDR�@�MDV�ODQRNM�QDBNQC�

#@QBNCDR�NM�A@CFDR
5GD�RXRSDL�CNDR�MNS�RTOONQS�@CCHMF�@MC�RB@MMHMF�A@QBNCDR�

)NVDUDQ
�@�ODQRNM^R�QDBNQC�BNMS@HMR����@CCHSHNM@K�C@S@�gDKCR��5N�TRD�A@QBNCDR
�XNT�VNTKC�@RRHFM�@�BQDCDMSH@K
SN�SGD�ODQRNM�ITRS�@R�XNT�VNTKC�ENQ�@�OQNWX�B@QC��: NT�SGDM�@RRNBH@SD�SG@S�BQDCDMSH@K�VHSG�@�A@QBNCD�gDKC�NM�SGD
B@QC�SDLOK@SD�XNT�ATHKC�HM�SGD�"RTQD�*%�@OOKHB@SHNM��5G@S�A@QBNCD�B@M�AD�OQHMSDC�NM�@�B@QC��8GDM�SGD�8HDF@MC
QD@CDQ�RB@MR�SGD�A@QBNCD
�NTQ�RXRSDL�BNLO@QDR�HS�SN�SGD�@RRHFMDC�BQDCDMSH@K�

$@QC�ENQL@SR
"�B@QC�ENQL@S�CDRBQHADR�VG@S�@�MTLADQ�LD@MR�NQ�GNV�SGD�RXRSDL�TRDR�HS�SN�FQ@MS�@BBDRR��5GD�ENQL@S�HMSDQOQDSR
SGD�MTLADQ
�@MC
�SGDQDENQD
�HR�RDO@Q@SD�@MC�CHRSHMBS�EQNL�SGD�MTLADQ�HSRDKE�

%HEEDQDMS�ENQL@S�SDBGMNKNFHDR�RTOONQS�@�U@QHDSX�NE�AHS�RHYDR�ENQ�B@QCR�@MC�QD@CDQR��#HS�RHYD�@KNMD�HR�MNS�@M
HMCHB@SNQ�NE�@�O@QSHBTK@Q�ENQL@S�SXOD��'NQ�DW@LOKD
�VHSGHM�SGD�8HDF@MC�E@LHKX�NE�ENQL@SR�@QD�L@MX�ONRRHAKD�AHS
RHYDR�	��
���
�@MC�L@MX�NSGDQR
��5GHR�RXRSDL�RTOONQSR�TO�SN�@�����AHS�8HDF@MC�ENQL@S�

"�ENQL@S�L@X�BNLOQHRD�SGHR�HMENQL@SHNM�

a %@S@�AHSR�BNMS@HM�RTBG�HMENQL@SHNM�@R�'@BHKHSX�$NCD
�$QDCDMSH@K�/TLADQ
�+NA�/TLADQ
�@MC�NSGDQ
HMENQL@SHNM��5GD�CDS@HKR�NE�SGD�ENQL@S�RODBHgB@SHNM�CDRHFM@SD�GNV�L@MX�C@S@�AHSR�@QD�@U@HK@AKD�ENQ�D@BG
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DKDLDMS�NE�HMENQL@SHNM�

a 1@QHSX�AHS	R
�RDQUD�@R�@�RHLOKD�@BBTQ@BX�BGDBJ�ENQ�SGD�SQ@MRLHSSDC�AHM@QX�C@S@�

a 5NS@K�AHSR�HR�SGD�RTL�NE�SGD�O@QHSX�AHS	R
�@MC�SGD�C@S@�AHSR��5GHR�MTLADQ�HR�@RRNBH@SDC�VHSG�SGD�ENQL@S�M@LD�
'NQ�DW@LOKD����bAHS�8HDF@MC
���bAHS�)*%�

5GD�DW@LOKD�@ANUD�RGNVR�GNV�@�ENQL@S�LHFGS�AD�RDS�TO��5GD�C@S@�AHSR�HMBKTCD��RHW�AHSR�ENQ�+NA�/TLADQ
�RHW
AHSR�ENQ�'@BHKHSX�$NCD
����AHSR�ENQ�&LOKNXDD�/TLADQ
�@MC�SGQDD�O@QHSX�AHSR
�ENQ�@�SNS@K�NE����AHSR�

8 HSGHM�@�FHUDM�ENQL@S�AHS�KDMFSG
�SGD�RHYD�@MC�KNB@SHNM�NE�SGD�C@S@�DKDLDMS
�RTBG�@R
�$QDCDMSH@K�/TLADQ�NQ
'@BHKHSX�$NCD�L@X�U@QX��'NQ�DW@LOKD
�@�RHMFKD����AHS�ENQL@S�L@X�G@UD�@M�DHFGS�AHS�'@BHKHSX�$NCD�RS@QSHMF�VHSG
AHS�MTLADQ�SVN
�NQ�HS�L@X�G@UD�@����AHS�'@BHKHSX�$NCD�RS@QSHMF�@S�AHS�MTLADQ����

: NT�TRD�SGD�8HDF@MC�'NQL@S�&CHSNQ�SN�BQD@SD�@MC�UHDV�B@QC�ENQL@SR
�VGHBG�QDPTHQD�SGHR�HMENQL@SHNM�

a 5NS@K�AHSR

a /TLADQ�@MC�KNB@SHNM�NE�	HE�@MX
�O@QHSX�AHSR

a 1@QHSX�AHS�ENQL@S��NCC�NQ�DUDM

a #HS�SNS@K�@MC�ADFHMMHMF�AHS�MTLADQ�ENQ�'@BHKHSX�/TLADQ�AHSR

a #HS�SNS@K�@MC�ADFHMMHMF�AHS�MTLADQ�ENQ�$QDCDMSH@K�AHSR

a -@XNTS�	ENQL@S
�ENQ�D@BG�O@QHSX�AHS

"ANTS�SGD�8HDF@MC�ENQL@S
5GD�M@LD�_8HDF@MC`�NBBTQR�HM�@�U@QHDSX�NE�BNMSDWSR��'NQ�SGD�OTQONRDR�NE�SGHR�CNBTLDMS
�HS�QDEDQR�SN�SGD�A@CFD
ENQL@S�NQ�SGD�@RRNBH@SDC�QD@CDQ�SN�BNMSQNKKDQ�HMSDQE@BD��5GD�8HDF@MC�'NQL@S�&CHSNQ�HR�QDPTHQDC�SN�CDgMD�A@CFD
ENQL@SR�

5GD�RXRSDL�RTOONQSR�EQNL���bAHS�SN����bAHS�8HDF@MC�ENQL@SR�

Figur e 21. &W@LOKD�NE�@�GXONSGDSHB@K����AHS�ENQL@S
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5GD�O@QHSX�AHS�BNMgQLR�SGD�@BBTQ@BX�NE�SGD�SQ@MRLHSSDC�AHM@QX�C@S@�AX�SNS@KKHMF�SGD�MTLADQ�NE�NMDR�	�
��*E�SGD
SNS@K�HR�@M�NCC�MTLADQ
�SGD�ENQL@S�RDSR�SGD�O@QHSX�AHS�SN�YDQN�	�
��*E�SGD�SNS@K�MTLADQ�NE�NMDR�HR�DUDM
�HS�RDSR�SGD
O@QHSX�AHS�SN�NMD�	�
�

8 HDF@MC�A@CFDR�BNMS@HM�RSQHOR�NE�VHQD�DLADCCDC�HM�SGD�A@CFD��8GDM�@�ODQRNM�HMRDQSR�@�A@CFD�HMSN�NQ�O@RRDR
HS�SGQNTFG�SGD�RDS�NE�L@FMDSHB�gDKC�BNHKR�HM�@�8HDF@MC�QD@CDQ
�D@BG�RSQHO�RDMCR�@�AHM@QX�RHFM@K�A@BJ�SN�SGD
QD@CDQ�

$QD@SHMF�	NQ�DCHSHMF
�@�B@QC�ENQL@S
5GD�ONOTK@Q�8HDF@MC�ENQL@S�OQNUHCDR�L@MX�NOSHNMR��5GHR�OQNBDCTQD�CNBTLDMSR�GNV�SN�TRD�SGD�8HDF@MC
'NQL@S�&CHSNQ�SN�BQD@SD�@�8HDF@MC�B@QD�ENQL@S�

Prerequisites:
: NT�@QD�BNMMDBSDC�SN�SGD�BNMSQNKKDQ�RS@SHNM�@MC�VNQJHMF�HM�SGD�VDA�6*��*E�XNT�@QD�BQD@SHMF�XNTQ�NVM�ENQL@S
�XNT
G@UD�SGD�RODBHgB@SHNM�SG@S�CDgMDR�SGD�ENQL@S�OQNODQSHDR�

��4SDO $KHBJ$NMSQ$NMSQNKNKKDQ�4DSTOKDQ�4DSTO� "BBDRR�4DSTO"BBDRR�4DSTO� $@Q$@QC�'NQL@SRC�'NQL@SR�

Figur e 22. 4S@MC@QC���bAHS�8HDF@MC�ENQL@S

Figur e 23. 8 HDF@MC�A@CFD�VHSG�DLADCCDC�VHQD

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD 1DQRNMMDK�RDSTO

.@QBG���
����� ���



5GD�$@QC�'NQL@SR�UHDV�NODMR�

��4SDO %N�NMD�NE�SGD�ENKKNVHMF�

a 5N�BQD@SD�@�MDV�CDE@TKS�ENQL@S
�BKHBJ�SGD�"CC�'QNL�%DE@TKS�$@QC�'NQL@SR�ATSSNM�	



�@MC�RDKDBS�@�CDE@TKS�ENQL@S�EQNL�SGD�KHRS�@MC�BKHBJ0J0J �

"�CDE@TKS�ENQL@S�HR�TRDETK�HE�XNT�CDKDSDC�@�ENQL@S�@MC�V@MS�HS�A@BJ
�NQ�HE�XNT�TOFQ@CDC
XNTQ�RXRSDL�@MC�CN�MNS�@KQD@CX�G@UD�SGDRD�ENQL@SR�@U@HK@AKD�

a 5N�CDRHFM�XNTQ�NVM�B@QC�ENQL@S
�BKHBJ�SGD�"CC�ATSSNM�	


�

a 5N�DCHS�@M�DWHRSHMF�ENQL@S
�RDKDBS�SGD�ENQL@S�QNV
�BKHBJ�SGD�)XODQKHMJ�ATSSNM�	


�@MC�BKHBJ�SGD8 HDF@MC�'NQL@SS@A�

NOTE: : NT�B@MMNS�DCHS�NQ�CDKDSD�@�B@QC�ENQL@S�SG@S�HR�HM�TRD�	@RRHFMDC�SN�@�A@CFD
��*M�TRD
B@QC�ENQL@SR�CHROK@X�@R�QD@C�NMKX�HM�SGD7HDV�&WHRSHMF�8HDF@MC�'NQL@SUHDV��$@QC�ENQL@SR
SG@S�@QD�MNS�BTQQDMSKX�@RRNBH@SDC�VHSG�@�A@CFD�CHROK@X�HM�SGD8 HDF@MC�'NQL@S�&CHSNQUHDV
@MC�L@X�AD�DCHSDC�

1DQRNMMDK�RDSTO /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



*E�XNT�BKHBJDC�SGD�"CC�ATSSNM�SGD�8HDF@MC�'NQL@S�&CHSNQ�	"CC�/DV�8 HDF@MC�'NQL@S
�UHDV�NODMR
SN�SGD8 HDF@MC�'NQL@SS@A�

��4SDO $@QDETKKX�gKK�HM�D@BG�OQNODQSX�@MC�BKHBJ4@UD4@UD�
1@QHSX�#HSRRODBHgDR�SGD�MTLADQ�NE�O@QHSX�AHSR�HM�SGD�ENQL@S��*S�CNDR�MNS�HCDMSHEX�SGD�AHS�KNB@SHNM	R
�

��4SDO %DgMDFacility Start @MCFacility Length 
�@R�VDKK�@RCredential Start @MCCredential
Length �

��4SDO &MSDQ�SGD�ENQL@S�BG@Q@BSDQR�HM�SGDFormat OQNODQSX�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD 1DQRNMMDK�RDSTO

.@QBG���
����� ���



7@KHC�ENQL@S�BG@Q@BSDQR�HMBKTCD�

a 1�b�1@QHSX�AHS�	@M�DWSQ@�AHS�@CCDC�ENQ�DQQNQ�CDSDBSHNM


a '�b�'@BHKHSX�BNCD�AHS

a /�b�$Q DCDMSH@K�MTLADQ�AHS

a ��b�$NMRS@MS�BG@Q@BSDQ�NE���	YDQN


a ��b�$NMRS@MS�BG@Q@BSDQ�NE���	NMD


#@RDC�NM�SGD�MTLADQ�NEParity Bits 
�@CCHSHNM@KParity Layout OQNODQSHDR�@OOD@Q�ADKNV�SGD
Format OQNODQSX��*E�SGD�U@KTD�NEParity Bits HR�YDQN�	�

�MN�-@XNTS�OQNODQSHDR�@OOD@Q� Parity
Layout OQNODQSHDR�HMCHB@SD�SGD�DWODBSDC�O@QHSX��0CC�NQ�&UDM�

5GD�KNB@SHNMR�NE�SGD�_&`�@MC�_0`�BG@Q@BSDQR�HM�SGDParity Layout OQNODQSX�CDRHFM@SD�SGD�AHSR
SG@S�@QD�TRDC�SN�B@KBTK@SD�SGD�O@QHSX�RTL��'NKKNV�SGDRD�QTKDR�@R�XNT�DMSDQ�SGDRD�BG@Q@BSDQR�

a &�b�HMCHB@SDR�SG@S�@M�DUDM�MTLADQ�NE�NMDR�	�
�HR�QDPTHQDC�SN�UDQHEX�SQ@MRLHRRHNM�@BBTQ@BX�

a 0�b�HMCHB@SDR�SG@S�@M�NCC�MTLADQ�NE�NMDR�	�
�HR�QDPTHQDC�SN�UDQHEX�SQ@MRLHRRHNM�@BBTQ@BX�

a %N�MNS�BNLAHMD�_&`�@MC�_0`�BG@Q@BSDQR�HM�@�RHMFKDParity Layout CDgMHSHNM�

a *M�D@BGParity Layout CDgMHSHNM
�@S�KD@RS�NMD�O@QHSX�AHS�BG@Q@BSDQ�LTRS�@KHFM�UDQSHB@KKX
ADMD@SG�@�BQDCDMSH@K�AHS�NQ�E@BHKHSX�BNCD�AHS��"CCHSHNM@K�BG@Q@BSDQR�@QD�MNS�QDPTHQDC�SN�@KHFM
VHSG�@MX�O@QSHBTK@Q�BG@Q@BSDQ
�GNVDUDQ
�@S�KD@RS�NMD�BG@Q@BSDQ�LTRS�AD�ADKNV�@�C@S@�gDKC
	Facility Code NQCredential Number 
�

a 1NRHSHNM�SGD�gQRS�_&`�NQ�_0`�CHQDBSKX�ADKNV�SGD�_1`�HM�SGDFormat OQNODQSX�	1@QHSX�#HS��
"KHFMLDMS�@MC�1@QHSX�#HS���"KHFMLDMS�ENQ�QHFGS�SN�KDES�U@KHC@SHNM
��"CC�@CCHSHNM@K�BG@Q@BSDQR�NE
SGD�R@LD�SXOD
�@R�QDPTHQDC�AX�SGD�O@QHSX�ENQL@S�CDgMHSHNM�

a "KHFM�@M�@CCHSHNM@K�_&`�NQ�_0`�UDQSHB@KKX�TMCDQ�@MX�@CCHSHNM@K�O@QHSX�AHS�	1
�HM�SGDFormat @MC
@CC�@CCHSHNM@K�BG@Q@BSDQR�NE�SGD�R@LD�SXOD�@R�QDPTHQDC�AX�SGD�CDgMHSHNM�

1DQRNMMDK�RDSTO /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



4DSSHMF�TO�TR@AKD�BQDCDMSH@K�MTLADQR
"�QD@CDQ�NQ�JDXO@C�QDPTHQDR�SG@S�@�ODQRNM�OQDRDMS�@�U@KHC�A@CFD
�NQ�JDX�HM�@�U@KHC�BQDCDMSH@K�MTLADQ�ENKKNVDC
AX�SGD���JDX��$QDCDMSH@K�MTLADQR�B@M�AD�UDQX�KNMF��5GDHQ�TRD�HR�OQNMD�SN�DQQNQ�VGDM�RNLDNMD�G@R�SN�JDX�HM�@
KNMF�RSQHMF�NE�MTLADQR�HMBKTCHMF�KD@CHMF�YDQNR��:NT�B@M�BQD@SD�@�BTRSNL
����AHS�BQDCDMSH@K�MTLADQ�	������SN
�����

�VGHBG�HR�D@RHDQ�SN�DMSDQ�

��4SDO $QD@SD�@�MDV�8HDF@MC�ENQL@S�

��4SDO $NMgFTQD�SGDRD�OQNODQSHDR�@MC�BKHBJ4@UD4@UD�

a 7@KHC@SHNM�#HSR��"KK

a #HS�-DMFSG����

a $QDCDMSH@K�-DMFSG����

a 'NQL@S��////////////////�	S GD�KDSSDQ�_/`�DMSDQDC����SHLDR


��4SDO 5N�@RRHFM�SGHR�ENQL@S�SN�@�A@CFD
�BKHBJ$NMSQ$NMSQNKNKKDQ�4DSTOKDQ�4DSTO� 1DQRNMMDK1DQRNMMDK� #@CFDR#@CFDR�

��4SDO 5N�BQD@SD�@�MDV�A@CFD
�BKHBJ�SGD�"CC�ATSSNM�	 
�

��4SDO &MSDQ�@�gUD�CHFHS�BTRSNL�BQDCDMSH@K�HM�SGDCredential OQNODQSX�	������SN������
�

��4SDO $KHBJ�SGD�BGDUQNM�SN�SGD�QHFGS�NE�SGD�8HDF@MC�'NQL@S�OQNODQSX�@MC�RDKDBS�SGD����AHS�ENQL@S�XNT
BQD@SDC�EQNL�SGD�3DE�$GNNRDQ�@MC�BKHBJ0J0J �

��4SDO 5N�R@UD�SGD�BNMgFTQ@SHNM
�BKHBJ4@UD4@UD�

$QD@SHMF�LTKSHOKD�A@CFDR�	A@SBG�BQD@SD

: NT�B@M�BQD@SD�@�FQNTO�NE�A@CFDR�SG@S�G@UD�BNLLNM�OQNODQSHDR�

Prerequisites:
: NT�@QD�VNQJHMF�@S�SGD�4TODQUHRNQ�RS@SHNM�

��4SDO 'QNL�SGD�RXRSDL^R�GNLD�UHDV
�RDKDBS1DQRNMMDK1DQRNMMDK� #@CFDR#@CFDR�
5GD#@CFDRUHDV�NODMR�

��4SDO $KHBJ�SGD�#@SBG�&MQNKK�ATSSNM�	 
�
5GD#@SBG�&MQNKK�#@CFDRUHDV�NODMR�

��4SDO $NLOKDSD�SGD�OQNODQSHDR�SG@S�@QD�SN�AD�RG@QDC�ENQ�@KK�A@CFDR�RB@MMDC
�HMBKTCHMFDescription 

Wiegand Format 
 Status 
 Issue Date 
 Expiration Date 
 Owner
 Tenant 
�@MCEnrollment
Reader �

��4SDO 4VHOD�@�RDS�NE�B@QCR�	@�A@SBG
�NMD�@S�@�SHLD�
"R�XNT�RVHOD�D@BG�B@QC
�SGD�B@QC�C@S@�CHROK@XR�HM�SGDNew Badges OQNODQSX�

NOTE: *E�A@CFD�MTLADQR�CN�MNS�@OOD@Q
�SGD�BNQQDRONMCHMF�8HDF@MC�ENQL@S�G@R�MNS�ADDM
CDgMDC�

��4SDO 5N�BNLOKDSD�SGD�A@SBG�A@CFD�BQD@SHNM�OQNBDRR
�BKHBJ�SGD4@UD4@UDATSSNM�
5GD�RXRSDL�R@UDR�SGD�A@CFDR
�@MC�NODMR�SGD&CHS�#@CFDRUHDV��5GD�MDV�A@CFDR�@OOD@Q�HM�SGD
S@AKD�NE�A@CFDR�

1GNSN�*%�A@CFDR
#DENQD�XNT�HMRS@KK�@MC�BNMgFTQD�SGD�1GNSN�*%�RNESV@QD
�S@JD�@�EDV�LNLDMSR�SN�TMCDQRS@MC�GNV�SGD�U@QHNTR
DKDLDMSR�VNQJ�SNFDSGDQ�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD 1DQRNMMDK�RDSTO

.@QBG���
����� ���



3%#.4�@MC�0QHNM

*E�XNT�@QD�RDDHMF�SGD�@ANUD�HKKTRSQ@SHNM�HM�BNKNQ
�SGD�AKTD�ANWDR�QDOQDRDMS�SGD�EQ@LDVNQJ^R�ED@STQDR�SG@S�RTOONQS
1GNSN�*%�HMBKTCHMF�3%#.4
�KHBDMRD
�MDSVNQJR�@MC�&MSRDB"RTQD*%�@OOKDS��5GD�NSGDQ�ANWDR�@MC�HMSDQMDS�BKNTCR
QDOQDRDMS�SGHQC�O@QSX�RNESV@QD�

5GD�3DK@SHNM@K�%@S@#@RD�.@M@FDLDMS�4XRSDL�	3%#.4
�BNMS@HMR�@KK�ODQRNMMDK
�A@CFD�	B@QC

�@MC�NSGDQ�RXRSDL
QDBNQCR��*S�L@X�AD�KNB@SDC�NM�SGD�4TODQUHRNQ�1$�NQ�NM�@MNSGDQ�MDSVNQJ�RDQUDQ��5GD�0QHNM4DQUHBD�HM�SGD�RS@SHNM
BNMMDBSR�SN�SGD�3%#.4�

4TODQUHRNQ�NQ�QDLNSD�BNMSQNKKDQ�RS@SHNM
5GHR�RS@SHNM
�QTMMHMF�HM�SGD�4TODQUHRNQ�1$�NQ�HM�@�RS@MC�@KNMD�QDLNSD�BNMSQNKKDQ
�BNMMDBSR�SGD�	/@SHUD�#@CFD
1QHMSHMF�"OOKHB@SHNM
�RTOONQSDC�EQNL &MS4DB����� VHSG�SGD�3%#.4��

a 5GD�1GNSN�*%�KHBDMRD�@TSGNQHYDR�TRD�NE�SGHR�ED@STQD�

a 5GD�0QHNM4DQUHBD�BNMMDBSR�SGD�RS@SHNM�SN�SGD�3%#.4�

a 4DBTQD�BNLLTMHB@SHNM�NUDQ�SGD�0AHW�/DSVNQJ�QDPTHQDR�@�L@BGHMD�SN�L@BGHMD�TRDQ
�O@RRVNQC
�@MC
HTTPBasicScheme @TSGDMSHB@SHNM�

8GHKD�XNT�L@X�@BBDRR�SGD�4TODQUHRNQ�RS@SHNM�TRHMF8 NQJADMBG
�HS�HR�QDBNLLDMCDC�SN�TRD�SGD�VDA�6*�QTMMHMF�HM
@�AQNVRDQ�

1GNSN�*%�VNQJRS@SHNM
"KSGNTFG�SGD�4TODQUHRNQ�RS@SHNM�@MC�1GNSN�*%�VNQJRS@SHNM�L@X�RG@QD�SGD�R@LD�OK@SENQL
�RDO@Q@SHMF�SGDL
OQNUHCDR�SGD�LNRS�RDBTQD�BNMgFTQ@SHNM��*MRS@KK@SHNMR�VHSG�@�RHMFKD
�RS@MC�@KNMD�BNMSQNKKDQ�QDPTHQD�@�RDO@Q@SD
1GNSN�*%�VNQJRS@SHNM��5GD�4TODQUHRNQ�RS@SHNM�@MC�1GNSN�*%�VNQJRS@SHNM�BNLLTMHB@SD�UH@�SGD�*MSDQMDS�NQ�KNB@K
@QD@�MDSVNQJ�

a "�AQNVRDQ�KDSR�XNT�@BBDRR�SGD�4TODQUHRNQ�NQ�QDLNSD�BNMSQNKKDQ�RS@SHNM�QDLNSDKX�

Figur e 24. 1GNSN�*%�@QBGHSDBSTQD

1DQRNMMDK�RDSTO /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



a 5GD�SGHQC�O@QSX�"RTQD�*%�RNESV@QD�L@M@FDR�SGD�VDAB@L�@MC�OQHMSR�OGNSN�*%R�TRHMF�ODQRNMMDK�C@S@
QDSQHDUDC�EQNL�SGD�C@S@A@RD��"RTQD�*%�QDK@SDR�SN�SGD�1GNSN�*%�/DSVNQJ�@R�@�CDUHBD�NM�SGD�MDSVNQJ�

a &MSRDB"RTQD*%�QTMMHMF�HM�SGD�1GNSN�*%�VNQJRS@SHNM�QDK@SDR�@R�@�BGHKC�SN�SGD�N#*9�/DSVNQJ�

*MRS@KK@SHNM�RTLL@QX
5GD�U@QHDSX�NE�@OOKHB@SHNMR�SG@S�L@JD�TO�SGD�1GNSN�*%�ED@STQD�QDPTHQD�RDUDQ@K�RDO@Q@SD�OQNBDCTQDR��1GNSN�*%
HMRS@KK@SHNM�@MC�BNMgFTQ@SHNM�HMUNKUDR�SGDRD�S@RJR�

a %DBHCD�NM�M@LDR�@MC�O@RRVNQC�BKTD�

a 4DS�TO�SGD�1GNSN�*%�/DSVNQJ�@MC�CHRBNUDQ�SGD�/@SHUD�#@CFD�%DRHFMR�CDUHBD�

a $QD@SD�@�OW�UHDV�ENQ�/@SHUD�#@CFD�%DRHFMR�SDLOK@SD�

a $QD@SD�@�SDLOK@SD�ENQ�@�A@CFD�

a "RRHFM�@�SDLOK@SD�SN�@�A@CFD�

a $NMgFTQD�1GNSN�*%�NOSHNMR�HM�SGD�RS@SHNM�

/@LDR�@MC�O@RRVNQC�BKTD
: NT�VHKK�G@UD�SGD�NOONQSTMHSX�SN�M@LD�U@QHNTR�HSDLR�@MC�BQD@SD�N#*9�BQDCDMSH@KR�	TRDQM@LD�@MC�O@RRVNQC

CTQHMF�SGD�BNMgFTQ@SHNM�OQNBDRR��*E�XNT�G@UD�NMKX�NMD�1GNSN�*%�VNQJRS@SHNM�XNT�B@M�@BBDOS�SGD�CDE@TKS�M@LDR�
8 HSG�LTKSHOKD�VNQJRS@SHNMR
�HS�GDKOR�SN�CHEEDQDMSH@SD�@LNMF�SGDL��5GD�S@AKD�SG@S�ENKKNVR�OQNUHCDR�@�OK@BD�SN
JDDO�SQ@BJ�NE�BNMgFTQ@SHNM�M@LDR�

NOTE:

'NQ�RDBTQHSX�QD@RNMR
�CN�MNS�VQHSD�SGD�O@RRVNQC�HSRDKE�HM�SGD�S@AKD��3@SGDQ�VQHSD�@�BKTD�SG@S�VHKK�GDKO�XNT
QDLDLADQ�VG@S�SGD�O@RRVNQC�HR�

Table 24. 3DPTHQDC�M@LDR�@MC�BQDCDMSH@KR

Name Wher e used When cr eated Name Other name/notes

N#*9�L@BGHMD�SN�L@BGHMD
QNKD

4DSR�TO�0AHW�/DSVNQJ
@BBDRR�ODQLHRRHNMR

6RDQ�.@M@FDLDMS���3NKDR
S@A

4TFFDRSDC�QNKD�M@LD��NAHW

N#*9�L@BGHMD�SN�L@BGHMD
TRDQ

4DSR�0AHW�/DSVNQJ�TRDQ

O@RRVNQC
�@MC�@RRHFMR
SGD�L@BGHMD�SN�L@BGHMD
QNKD

6RDQ�.@M@FDLDMS���6RDQR4TFFDRSDC�TRDQ�M@LD��NAHW1@RRVNQC�BKTD�

1GNSN�*%�/DSVNQJ .@M@FDR�"RTQD�*%�BKHDMS
@MC�A@CFD�SDLOK@SDR

4XRSDL�4DSTO�	$NMSQNKKDQ
4DSTO
���3DLNSD�%DUHBDR��
3DLNSD�%QHUDQR

/@LD�CDE@TKSR�SN�1GNSN�*%
/DSVNQJ

0AHW�/DSVNQJ .@M@FDR�SGD�BNMMDBSHNM
ADSVDDM�5GHQC�O@QSX
RNESV@QD�@MC�SGD�1GNSN
*%�MDSVNQJ

4XRSDL�4DSTO�	$NMSQNKKDQ
4DSTO
���3DLNSD�%DUHBDR��
3DLNSD�%QHUDQR

/@LD�CDE@TKSR�SN�0AHW
/DSVNQJ

1GNSN�*%�7HDVDQ�/@LD "RRNBH@SDR�@�B@LDQ@
VHSG�@�UHDV�HM�SGD
RNESV@QD�

1GNSN�*%���1GNSN�*%
7HDVDQR	S@A


4TFFDRSHNM��M@LD�SGD�UHDVDQ
ENQ�KNB@SHNM�NE�SGD�B@LDQ@�HM
SGD�ATHKCHMF�

5DLOK@SDR�%HROK@X�/@LD6RDC�SN�@RRHFM�@
SDLOK@SD�SN�@�A@CFD�

&MSDQDC�VGDM�XNT�CHRBNUDQ
SDLOK@SD	R
�

/@LD�CDE@TKSR�SN�SGD�M@LD
TRDC�VGDM�XNT�BQD@SDC�SGD
SDLOK@SD��4TFFDRSHNM��M@LD
SGD�SDLOK@SD�ENQ�SGD�SDM@MS
BNLO@MX�

#@CFD�%DRBQHOSHNM 6RDC�SN�RDKDBS�SGD
A@CFD

&MSDQDC�NM�SGD1DQRNMMDK��
#@CFDS@A�

4TFFDRSHNM��TRD�@�M@LD�SN
CDRBQHAD�SGD�SXOD�NE�A@CFD�

4DSSHMF�TO�SGD�0AHW�QNKD
"�L@BGHMD�SN�L@BGHMD�N#*9�QNKD�RDSR�TO�SGD�ODQLHRRHNMR�QDPTHQDC�ENQ�SGD�&MSRDB"RTQD*%�SN�@BBDRR�SGD�0AHW
/DSVNQJ�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD 1DQRNMMDK�RDSTO

.@QBG���
����� ���



Prerequisites:
6RHMF�SGD�VDA�6*
�XNT�@QD�BNMMDBSDC�SN�SGD�4TODQUHRNQ�RS@SHNM�

��4SDO 'QNL�SGD�L@HM�LDMT
�BKHBJ4XRSDL4XRSDL� 6RDQ�.@M@FDLDMS6RDQ�.@M@FDLDMS� 3NKDR3NKDR�

��4SDO 5N�BQD@SD�SGD�QNKD
�BKHBJ�SGD�"CC�ATSSNM�	 
�
5GD"CC�/DV�3NKD UHDV�NODMR�

��4SDO &MSDQobix ENQ�SGDRole Name �

1DQRNMMDK�RDSTO /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



��4SDO (Q@MS�ETKK�@BBDRR�SN�SGDBadge Management @MC�SGDPhoto ID Network 
�SGDM�BKHBJ4@UD4@UD�

Result
*E�XNT�QDBDMSKX�TOFQ@CDC�XNTQ�RXRSDL�EQNL�"9
�S GD�LHFQ@SHNM�SNNK�L@X�G@UD�BQD@SDC�@Mobix QNKD�ENQ�XNT�

4DSSHMF�TO�SGD�N#*9�TRDQ
5GHR�TRDQ�BNMgFTQDR�BQDCDMSH@KR�SG@S�ODQLHS�SGD�&MSRDB"RTQD*%�SN�@BBDRR�SGD�0AHW�/DSVNQJ�

Prerequisites:
: NT�@QD�TRHMF�SGD�VDA�6*�@MC�@QD�BNMMDBSDC�SN�SGD�4TODQUHRNQ�RS@SHNM�

��4SDO 'QNL�SGD�L@HM�LDMT
�M@UHF@SD�SN4XRSDL�4DSTO4XRSDL�4DSTO� 6RDQ�.@M@FDLDMS6RDQ�.@M@FDLDMS@MC�BKHBJ6RDQR6RDQR�
5GD6RDQ�.@M@FDLDMSUHDV�NODMR�

��4SDO 5N�BQD@SD�SGD�TRDQ
�BKHBJ�SGD�"CC�ATSSNM�	 
�
5GD/DV�6RDQUHDV�NODMR�

��4SDO &MSDQ�SGDUser Name 
�VGHBG�HR�ITRS�ADKNV�SGD4@UD4@UDATSSNM�
6RD�SGD�M@LD�XNT�OK@MMDC��*E�XNT�@QD�TOFQ@CHMF�EQNL�"9
�S GD�LHFQ@SHNM�SNNK�L@X�G@UD�BQD@SDC
@MC�BNMgFTQDC�@�TRDQ�ENQ�XNT�VHSG�SGD�M@LDobix �

��4SDO 5N�RDS�TO�SGD�BQDCDMSH@KR�ENQ�@BBDRRHMF�SGD�N#*9�MDSVNQJ
�DMSDQ�@�O@RRVNQC�SG@S�LDDSR/�
RS@MC@QCR�@MC�@MAuthentication Scheme Name NEHTTPBasicScheme �
/DV�TRDQR�CDE@TKS�SN�SGDDigestScheme 
�VGHBG�CNDR�MNS�VNQJ�ENQ�L@BGHMD�SN�L@BGHMD�TRDQR�

NOTE: *E�SGDHTTPBasicScheme HR�MNS�@U@HK@AKD
�TRD8 NQJADMBGSN�@CC�HS�SN�XNTQ�HMRS@KK@SHNM�
3DEDQ�SN�_4DSSHMF�TO�SGD�@TSGDMSHB@SHNM�RBGDLD�ENQ�"RTQD�*C�@MC�&@RX�-NAAX`�HM�SGHR�CNBTLDMS�

��4SDO 5N�@RRHFM�SGD�1GNSN�*%�QNKD�SN�SGHR�TRDQ
�BKHBJ�SGD3NKDRS@A
�BKHBJ�SGD�"RRHFM�.NCD�ATSSNM�	


RDKDBS�SGD�QNKD�HM�SGD6M@RRHFMDCO@MD
�BKHBJ�SGD�"RRHFM�ATSSNM�	

�@MC�BKHBJ4@UD4@UD�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD 1DQRNMMDK�RDSTO

.@QBG���
����� ���



��4SDO *E�MDDCDC
�L@JD�@�MNSD�NE�SGD�6RDQ�M@LD�@MC�1@RRVNQC�RN�SG@S�K@SDQ�XNT�B@M�DMSDQ�ENQ�@MX�SGHQC
O@QSX�@OOKHB@SHNM�RNESV@QD�QDPTHQDC�SN�DRS@AKHRG�BNLLTMHB@SHNM�

4DSSHMF�TO�SGD�1GNSN�*%�/DSVNQJ
5GD�1GNSN�*%�/DSVNQJ�L@M@FDR�SGD�/@SHUD�#@CFD�OQHMSHMF�@OOKHB@SHNM�RTOONQSDC�AX�SGD&MS4DB����� UDQRHNM�

��4SDO $KHBJ4XRSDL�4DSTO4XRSDL�4DSTO� 3DLNSD�%DUHBDR3DLNSD�%DUHBDR� 3DLNSD�%QHUDQR3DLNSD�%QHUDQR�

��4SDO $KHBJ�SGD�.@M@FD�%QHUDQR�ATSSNM�	

�RDKDBS"CC"CC @MC�BKHBJ0J0J �
5GD"CC�%QHUDQ"CC�%QHUDQVHMCNV�NODMR�

��4SDO 4DKDBS1GNSN�*%�/DSVNQJ1GNSN�*%�/DSVNQJ@MC�BKHBJ0J0J �
5GD"CC�%QHUDQ"CC�%QHUDQVHMCNV�NODMR�

��4SDO /@LD�SGD�MDSVNQJ
�@MC�BKHBJ0J0J �
5GD�RXRSDL�@CCR�SGD�1GNSN�*%�/DSVNQJ�SN�SGD�C@S@A@RD�@MC�CHROK@XR�SGD�QDRS@QS�RS@SHNM�LDRR@FD�

��4SDO 5N�QDRS@QS�SGD�RS@SHNM
�BKHBJ0J0J �
5GD4S@STR4S@STRBNKTLM�ENQ�SGD�1GNSN�*%�/DSVNQJ�HMCHB@SDR{fault} @R�SGD�RS@SHNM�QDRS@QSR�	SGHR�BNTKC
S@JD�RDUDQ@K�LHMTSDR
��%TQHMF�QDRS@QS�SGD�RS@SHNM�CHROK@X�M@LD�HM�SGD�TOODQ�QHFGS�NE�SGD�AQNVRDQ
UHDV�CHLR��8GDM�SGD�RS@SHNM�HR�QTMMHMF�@F@HM�SGD�RS@SHNM�CHROK@X�M@LD�@OOD@QR�MNQL@K�

/@SHUD�#@CFD�%DRHFMR�%DUHBD�TMCDQ�OGNSN�HC�MDSVNQJ
5GD�/@SHUD�#@CFD�%DRHFM�%DUHBD�@KKNVR�ENQ�#@CFD�1QHMSHMF�VHSGNTS�SGHQC�O@QSX�RNESV@QD��'NKKNV�SGD�RSDOR
ADKNV�SN�UDQHEX�HE�SGD�/@SHUD�#@CFD�%DRHFMR�DWHRS�TMCDQ�SGD�OGNSN*C�MDSVNQJ�

��4SDO $KHBJ4XRSDL�4DSTO4XRSDL�4DSTO� 3DLNSD�%DUHBDR3DLNSD�%DUHBDR� 3DLNSD�%QHUDQR�3DLNSD�%QHUDQR�
5GDRemote Drivers UHDV�NODMR�

��4SDO $NMgQL�SG@S�SGDStatus BNKTLM�ENQ�1GNSN�*%�/DSVNQJ�HMCHB@SDR
OK�

��4SDO %NTAKD�BKHBJ�NM�SGD1GNSN�*%�/DSVNQJ1GNSN�*%�/DSVNQJQNV�HM�SGD�S@AKD�SN�NODM�HS��$NMgQL�SG@S�SGDStatus
BNKTLM�ENQ1GNSN�*%�/DSVNQJ1GNSN�*%�/DSVNQJHMCHB@SDROK�

5GDPhoto ID Network UHDV�NODMR�

��4SDO $GDBJ�SGD/@S/@SHUD�#@CFD�%DRHFMRHUD�#@CFD�%DRHFMRCDUHBD�HR�OQDRDMS�TMCDQ�SGD�OGNSN�*%�MDSVNQJ�

$QD@SD�@�OW�UHDV�ENQ�SGD�/@SHUD�#@CFD�CDRHFM�SDLOK@SD
0MBD�SGD�/@SHUD�#@CFD�%DRHFM�%DUHBD�HR�BNMgFTQDC
�XNT�LTRS�BQD@SD�@�MDV�SDLOK@SD�KHMJDC�SN�SGD�A@CFD
�5 DLOK@SD��1W���&@BG�A@CFD�CDRHFM�SDLOK@SD�BNMRHRSR�NE�SVN�gKDR�NQ�OQNODQSHDR
��'QNMS�%DRHFM�@MC�#@BJ
%DRHFM
��SG@S�LTRS�AD�@RRNBH@SDC�VHSG�SGD�OW�BQD@SDC�AX�SGD�TRDQR�TMCDQ�SGD�VNQJADMBG��ENKKNV�SGD�ADKNV
RSDOR�SN�BQD@SD�OW�ENQ�SGD�#@CFD�%DRHFM�5DLOK@SD�

��4SDO /@UHF@SD�SN�SGD�RS@SHNM�TMCDQ�SGD8 NQJADMBG@MC�NODM�SGD'HKDR'HKDRENKCDQ�

��4SDO 3HFGS�BKHBJ�NM/DV/DV TMCDQ�'HKDR
�SGDM�QDM@LDBadgeTemplate.px @R�QDPTHQDC�

1DQRNMMDK�RDSTO /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



��4SDO 3HFGS�BKHBJ�NM�SGD�gKD�BQD@SDC�@MC�RDKDBSUHDVUHDV� OW�DCOW�DCHSNQHSNQ
�SGD�OW�gKD�NODMR�HM�OW�gKD�HM�DCHS�LNCD

VHSG#@CFD%DRHFM1@MD#@CFD%DRHFM1@MD@R�SGD�CDE@TKS�O@MD�

��4SDO %NTAKD�BKHBJ�NM�SGD#@CFD%DRHFM1@MD#@CFD%DRHFM1@MDTMCDQ�SGD�VHCFDS�SQDD
�@MC�TOC@SD�SGD�QDPTHQDC�A@CFD
-@XNTS�@MC�A@CFD�SXOD�OQNODQSX�NM#@CFD%DRHFM1@MD#@CFD%DRHFM1@MDA@RDC�NM�SGD�B@QC�SXOD�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD 1DQRNMMDK�RDSTO

.@QBG���
����� ���



8 D�BTQQDMSKX�RTOONQS�SVN�SXODR�NE�RS@MC@QC�B@QCR
�$3���@MC�$3���
�S GD�HMCTRSQX�R�LNRS
BNLLNMKX�TRDC�*%�B@QCR��5GD�B@QC�RHYD�VHKK�@TSNL@SHB@KKX�TOC@SD�A@RDC�NM�SGD�RDKDBSDC�A@CFD
SXOD�@MC�K@XNTS�OQNODQSHDR�

5GD�CDE@TKS�UHDV�RHYD�ENQ�SGD�#@CFD�SXOD�OQNODQSX�HR�KHRSDC�ADKNV�
#@CFD
5XOD

#@CFD
-@XNTS

8 HCSG )DHFGS

$3�� 1NQSQ@HS��� ���

$3����� ��� ���

$3��� 1NQSQ@HS��� ���

$3��� -@MCRB@OD��� ���

NOTE:

*E�SGD�TRDQ�MDDCR�SN�BQD@SD�@�BTRSNL�B@QC
�SGDX�B@M�CHQDBSKX�TOC@SD�SGD�VHCSG�@MC�GDHFGS�TMCDQ
SGD�UHDV�RHYD�OQNODQSX��5GD�A@CFD�SXOD�VHKK�@TSNL@SHB@KKX�AD�TOC@SDC�SN��$TRSNL���)NVDUDQ

SGD�A@CFD�K@XNTS�OQNODQSX�CNDR�MNS�@OOKX�SN�SGD�BTRSNL�A@CFD�SXOD�

��4SDO "ESDQ�TOC@SHMF�SGD�A@CFD�SXOD�@MC�K@XNTS
�XNT�B@M�CDRHFM�SGD�A@CFD�TRHMF�DWHRSHMF�VHCFDSR�RTBG
@R�-@ADK�@MC�1HBSTQD�@MC�SVN�MDV�CDRHFM�VHCFDSR��#@CFD-@ADK�@MC�#@CFD1HBSTQD�

a BadgePictur e: 5GD�#@CFD1HBSTQD�VHCFDS�@TSNL@SHB@KKX�QDSQHDUDR�SGD�HMCHUHCT@K�R�HL@FD�EQNL
SGD�C@S@A@RD�

a BadgeLabel: 5GD�#@CFD-@ADK�VHCFDS�EDSBGDR�SGD�MDBDRR@QX�ODQRNM�@MC�A@CFD�OQNODQSHDR
EQNL�SGD�C@S@A@RD�

)DQD�@QD�RNLD�OQNODQSHDR�NE�C@S@0QC�ENQ�SGD�#@CFD-@ADK�VHCFDSR�SG@S�BNTKC�AD�QDSQHDUDC
EQNL�SGD�C@S@A@RD�

1DQRNMMDK�RDSTO /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



��4SDO "ESDQ�CDRHFMHMF�SGD�A@CFD
�XNT�B@M�R@UD�HS�@R�@�1W�gKD�@MC�SGDM�QDSTQM�HS�SN�SGD&MSDQOQHRD�4DBTQHSX
@OOKH@MBD�UHDV�HM�SGD�AQNVRDQ�

$QD@SD�@�A@CFD�SDLOK@SD
$QD@SD�@�SDLOK@SD�ENQ�/@SHUD�#@CFD�%DRHFMR�KNB@SDC�TMCDQ�SGDOGNSN*C/DSVNQJOGNSN*C/DSVNQJRDBSHNM�

��4SDO -NFHM�SN�SGD�RS@SHNM�@MC�BKHBJ�NMOGNSN�*COGNSN�*C� OGNSN*%/DSVNQJ�OGNSN*%/DSVNQJ�

��4SDO 6MCDQOGNSN*%/DSVNQJOGNSN*%/DSVNQJCNTAKD�BKHBJ�NM/@S/@SHUD#@CFD%DRHFMRHUD#@CFD%DRHFMR� 55DLOK@SDR�DLOK@SDR�

��4SDO 5N�BQD@SD�@�SDLOK@SD
�BKHBJ�SGD"CC"CC ATSSNM�@MC�RDKDBS/DV�5/DV�5 DLOK@SDDLOK@SD
�TOC@SD�SGD�M@LD
�@MC�BKHBJ

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD 1DQRNMMDK�RDSTO

.@QBG���
����� ���



OK�

��4SDO 0MBD�SGD�SDLOK@SD�HR�BQD@SDC
�BKHBJ�NM�SGD ATSSNM�SN�RDKDBS�SGD�OW�gKD�BQD@SDC�HM�SGD
VNQJADMBG�ENQ�'QNMS%DRHFM�@MC�#@BJ%DRHFM�

5GD'HKDNQ'HKDNQC$GNNRDQC$GNNRDQVHMCNV�NODMR�

��4SDO 4DKDBS�SGD�@OOQNOQH@SD�OW�gKD�NQC�EQNL�SGD�KHRS�@MC�BKHBJOK�

NOTE: 1KD@RD�MNSD�SG@S�HE�SGD�EQNMS�CDRHFM�HR�TOC@SDC
�SGD�A@CFD�VHKK�NMKX�AD�OQHMSDC�NM�NMD�RHCD�
*E�CNTAKD�RHCDC�A@CFD�OQHMSHMF�HR�QDPTHQDC
�SGD�'QNMS�@MC�#@BJ�%DRHFMR�LTRS�AD�TOC@SDC�VHSG
@OOQNOQH@SD�OW�gKDR�

��4SDO 0MBD�ANSG�SGD�NQCDQR�@QD�RDKDBSDC
�BKHBJ�NM�SGD Save ATSSNM�

"RRHFMHMF�@�SDLOK@SD�SN�@�A@CFD
5GD�RXRSDL�CDgMDR�D@BG�A@CFD�AX�@RRNBH@SHMF�HS�VHSG�@�RODBHgB�/@SHUD�#@CFD�%DRHFMR�SDLOK@SD�

��4SDO 'QNL�SGD�GNLD�UHDV
�BKHBJ1DQRNMMDK1DQRNMMDKENKKNVDC�AX�BKHBJHMF�SGD#@CFDR#@CFDRS@A�
5GD#@CFDR#@CFDRUHDV�NODMR�

1DQRNMMDK�RDSTO /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



��4SDO 5N�@CC�NMD�NQ�LNQD�A@CFDR
�BKHBJ�SGD�@CC�ATSSNM�	
�NQ�RB@M�SGD�A@CFD�
)NV�SN�@CC�@�A@CFD�HR�DWOK@HMDC�HM�CDS@HK�DKRDVGDQD�
5GD"CC�/DV�#@CFD"CC�/DV�#@CFD UHDV�NODMR�

��4SDO $KHBJ�SGD�BGDUQNM�MDWS�SN�SGD55DLOK@SDDLOK@SDOQNODQSX�
5GD3DE�$GNNRDQ3DE�$GNNRDQVHMCNV�NODMR�

��4SDO 4DKDBS�SGD�A@CFD
�BKHBJ0J0J @MC�BKHBJ4"4" 7&7&�

4DSSHMF�TO�@�B@LDQ@
7HDVDQR�@RRNBH@SD�B@LDQ@R�BNMMDBSDC�SN�SGD�1GNSN�*%�VNQJRS@SHNM�VHSG�SGD�1GNSN�*%�/DSVNQJ�

Prerequisites:
: NT�TRD�SGD�VDA�TRDQ�HMSDQE@BD�@MC�@QD�BNMMDBSDC�SN�SGD�4TODQUHRNQ�RS@SHNM�NQ�QDLNSD�BNMSQNKKDQ�

��4SDO &WO@MC�SGD1GNSN�*%1GNSN�*%@MC�CNTAKD�BKHBJ�SGD1GNSN�*%�71GNSN�*%�7HDVDQRHDVDQRMNCD�
5GD�UHDVDQ�R�UHDV�NODMR�

��4SDO $KHBJ�SGD�"CC�ATSSNM�	 
�

��4SDO &MSDQ�SGD�M@LD�NE�SGD�B@LDQ@�@MC�BKHBJ0J0J �

$NMEHFTQD�OGNSN�NOSHNMR
5GD�RXRSDL�CHROK@XR�SGD�OGNSN�@RRNBH@SDC�VHSG�@M�HMCHUHCT@K�DLOKNXDD�A@CFD�RHCD�AX�RHCD�VHSG�SGD�EDDC�EQNL�@
RTQUDHKK@MBD�UHCDN�B@LDQ@��:NT�L@X�@CC�@MC�BNMgFTQD�@KK�OQNODQSHDR�QDK@SDC�SN�MDSVNQJ�CDUHBD�RDSTO
�RTBG�@R
GNV�KNMF�SN�KD@UD�SGD�OGNSN�TO�

��4SDO 'QNL�SGD�GNLD�UHDV
�BKHBJ1GNSN�*%1GNSN�*%@MC�SGD�OQDEDQDMBDR�ATSSNM�
5GD�$NMgFTQD�VHMCNV�NODMR�

��4SDO $G@MFD�SGD�OQNODQSHDR�@R�MDBDRR@QX
�@MC�BKHBJOK�

"CC HMF�SGD�0AHW�/DSVNQJ
5GD�0AHW�/DSVNQJ
�ETMBSHNMHMF�@R�@�RDQUDQ
�DM@AKDR�BNLLTMHB@SHNM�ADSVDDM�SGD�EQ@LDVNQJ�@MC�SGHQC�O@QSX
@OOKHB@SHNM�RNESV@QD�HE�QDPTHQDC�SN�DRS@AKHRG�BNLLTMHB@SHNM�SGQNTFG�0AHW�MDSVNQJ�

Prerequisites:
: NT�@QD�TRHMF�SGD�VDA�6*�@MC�@QD�BNMMDBSDC�SN�SGD�4TODQUHRNQ�RS@SHNM�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD 1DQRNMMDK�RDSTO

.@QBG���
����� ���



��4SDO $KHBJ4XRSDL�4DSTO4XRSDL�4DSTO� 3DLNSD�%DUHBDR3DLNSD�%DUHBDR� 3DLNSD�%QHUDQR3DLNSD�%QHUDQR�
5GD3DLNSD�%QHUDQRUHDV�NODMR�

��4SDO $KHBJ�SGD�.@M@FD�%DUHBDR�ATSSNM�	
�
5GD.@M@FD�%QHUDQR.@M@FD�%QHUDQRLDMT�NODMR�

��4SDO $KHBJ"CC"CC�
5GD"CC�%QHUDQ"CC�%QHUDQLDMT�NODMR�

��4SDO 4DKDBS0AHW�/DSVNQJ0AHW�/DSVNQJ@MC�BKHBJ0J0J �
5GD"CC�%QHUDQ"CC�%QHUDQVHMCNV�NODMR�

��4SDO 0OSHNM@KKX
�XNT�B@M�BG@MFD�SGD�M@LD�NE�SGD�CQHUDQ�ENKKNVDC�AX�BKHBJHMF0J0J �

��4SDO $GDBJ�SGD4S@STR4S@STRBNKTLM�NM�SGD3DLNSD�%QHUDQR3DLNSD�%QHUDQRUHDV��*S�RGNTKC�QD@C
{ok} �

#HMCHMF�SDLOK@SD�C@S@�OQNODQSHDR�SN�C@S@A@RD�OQNODQSHDR
%@S@�SG@S�@OOD@Q�NM�@�A@CFD�MDDC�SN�AD�@RRNBH@SDC�VHSG�HMCHUHCT@K�C@S@A@RD�gDKCR��5GD�OQNBDRR�NE�AHMCHMF
SGDRD�C@S@�DRS@AKHRGDR�SGDRD�@RRNBH@SHNMR�

��4SDO %NTAKD�BKHBJ�NM�SGD�MDVKX�@CCDC�SDLOK@SD�
5GD55DLOK@SDDLOK@SDUHDV�NODMR
�SGHR�SHLD�VHSG�SGQDD�S@AR�55DLOK@SD�%@S@DLOK@SD�%@S@
 55DM@MSRDM@MSR
�@MC#@CFDR#@CFDR�

��4SDO $KHBJ�SGD�%HRBNUDQ�ATSSNM�	
�
5GD%HRBNUDQ%HRBNUDQDCDCO@MD�RGNVR�SGD�OQNODQSHDR�XNT�RDS�TO�OQDUHNTRKX�TRHMF�SGD�"RTQD�*%�RNESV@QD�

��4SDO 4DKDBS�SGD�OQNODQSX�QNV�@MC�BKHBJ�SGD�"CC�ATSSNM�	 
�

1DQRNMMDK�RDSTO /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



��4SDO "BBDOS�SGD�CDE@TKS�AHMCHMF�NQ�BG@MFD�SGD%@S@�#HMC%@S@�#HMCHMFHMFTRHMF�SGD�SVN�NOSHNMR�KHRSR
�@MC�BKHBJ0J0J �

NOTE: : NT�LTRS�AHMC�D@BG�OQNODQSX�HMCHUHCT@KKX
�ATS�XNT�NMKX�MDDC�SN�CN�SGHR�NMBD�

5GD�gQRS�NOSHNM�KHRS�OQNUHCDR�SGD�RDS�NE�NOSHNMR�ENQ�SGD�RDBNMC�NOSHNM�KHRS��4N
�ENQ�DW@LOKD
�SN
AHMC�@�ODQRNM^R�CDO@QSLDMS�XNT�VNTKC�RDKDBSPerson HM�SGD�gQRS�OQNODQSX��5GDPerson NOSHNM
HMBKTCDRDepartment 	@MC�NSGDQ�NOSHNMR
�HM�SGD�RDBNMC�OQNODQSX��5GDM�XNT�B@M�RDKDBS
Department HM�SGD�RDBNMC�NOSHNM�KHRS�

8GDM�XNT�@CC�SGD�1GNSN�OQNODQSX
*L@FD�3@S*L@FD�3@SHNHN@MC*L@FD�'NQL@S*L@FD�'NQL@SOQNODQSHDR�@OOD@Q�HM�SGD"CC"CC
VHMCNV��: NT�B@M�RODBHEX�SGDRD�O@Q@LDSDQR
�@R�MDDCDC�

��4SDO $NMgFTQD�SGD�AHMCHMF
�DMSDQ�SGD�@RODBS�Q@SHN�	ENQ1GNSN1GNSNOQNODQSHDR
�XNT�TRDC�VHSG�XNT�BQD@SDC�SGD
SDLOK@SD�@MC�BKHBJ0J0J �
8GDM�gMHRGDC
�SGD55DLOK@SD�%@S@DLOK@SD�%@S@C@S@A@RD�UHDV�QDhDBSR�SGD�MDV�U@KTDR�HM�HSR%@S@�#HMC%@S@�#HMCHMFHMF
BNKTLM�

"RRHFMHMF�@�SDLOK@SD�SN�@�A@CFD
5GD�RXRSDL�CDgMDR�D@BG�A@CFD�AX�@RRNBH@SHMF�HS�VHSG�@�RODBHgB�/@SHUD�#@CFD�%DRHFMR�SDLOK@SD�

��4SDO 'QNL�SGD�GNLD�UHDV
�BKHBJ1DQRNMMDK1DQRNMMDKENKKNVDC�AX�BKHBJHMF�SGD#@CFDR#@CFDRS@A�
5GD#@CFDR#@CFDRUHDV�NODMR�

��4SDO 5N�@CC�NMD�NQ�LNQD�A@CFDR
�BKHBJ�SGD�@CC�ATSSNM�	
�NQ�RB@M�SGD�A@CFD�
)NV�SN�@CC�@�A@CFD�HR�DWOK@HMDC�HM�CDS@HK�DKRDVGDQD�
5GD"CC�/DV�#@CFD"CC�/DV�#@CFD UHDV�NODMR�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD 1DQRNMMDK�RDSTO

.@QBG���
����� ���



��4SDO $KHBJ�SGD�BGDUQNM�MDWS�SN�SGD55DLOK@SDDLOK@SDOQNODQSX�
5GD3DE�$GNNRDQ3DE�$GNNRDQVHMCNV�NODMR�

��4SDO 4DKDBS�SGD�A@CFD
�BKHBJ0J0J @MC�BKHBJ4"4" 7&7&�

4DSSHMF�TO�@�B@LDQ@
7HDVDQR�@RRNBH@SD�B@LDQ@R�BNMMDBSDC�SN�SGD�1GNSN�*%�VNQJRS@SHNM�VHSG�SGD�1GNSN�*%�/DSVNQJ�

Prerequisites:
: NT�TRD�SGD�VDA�TRDQ�HMSDQE@BD�@MC�@QD�BNMMDBSDC�SN�SGD�4TODQUHRNQ�RS@SHNM�NQ�QDLNSD�BNMSQNKKDQ�

��4SDO &WO@MC�SGD1GNSN�*%1GNSN�*%@MC�CNTAKD�BKHBJ�SGD1GNSN�*%�71GNSN�*%�7HDVDQRHDVDQRMNCD�
5GD�UHDVDQ�R�UHDV�NODMR�

��4SDO $KHBJ�SGD�"CC�ATSSNM�	 
�

��4SDO &MSDQ�SGD�M@LD�NE�SGD�B@LDQ@�@MC�BKHBJ0J0J �

$NMEHFTQHMF�OGNSN�NOSHNMR
5GD�RXRSDL�CHROK@XR�SGD�OGNSN�@RRNBH@SDC�VHSG�@M�HMCHUHCT@K�DLOKNXDD�A@CFD�RHCD�AX�RHCD�VHSG�SGD�EDDC�EQNL�@
RTQUDHKK@MBD�UHCDN�B@LDQ@��:NT�L@X�@CC�@MC�BNMgFTQD�@KK�OQNODQSHDR�QDK@SDC�SN�MDSVNQJ�CDUHBD�RDSTO
�RTBG�@R
GNV�KNMF�SN�KD@UD�SGD�OGNSN�TO�

��4SDO 'QNL�SGD�GNLD�UHDV
�BKHBJ1GNSN�*%1GNSN�*%@MC�BKHBJ�SGD�OQDEDQDMBDR�ATSSNM�	
�

1DQRNMMDK�RDSTO /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



5GD$NMgFTQ$NMgFTQDDVHMCNV�NODMR�

��4SDO $G@MFD�SGD�OQNODQSHDR�@R�MDBDRR@QX
�@MC�BKHBJ0J0J �
'NQ�DW@LOKD
�SGDPhotoID Timeout CDE@TKSR�SN�YDQN�	�

�VGHBG�HMCHB@SDR�MN�SHLDNTS��$NMgFTQHMF
SGHR�U@KTD�CDSDQLHMDR�GNV�KNMF�SN�CHROK@X�@�OGNSN�EQNL�@�RVHODC�A@CFD�SN�JDDO�SGD�CHROK@X
BTQQDMS�

$NMEHFTQHMF�"RTQD�*%�@K@QLR
.HRTRD�NE�@�A@CFD�SN�@BBDRR�@�ATHKCHMF�FDMDQ@SDR�@M�@K@QL��5GHR�OQNBDCTQD�BNMgFTQDR�SGD�@K@QL�HMENQL@SHNM
BNKKDBSDC�EQNL�SGD�1GNSN�*%�BNLOTSDQ�

Prerequisites:

NOTE: 5GHR�@K@QL�HMCHB@SDR�SG@S�BNLLTMHB@SHNM�HR�/05�@BSHUD��'NQ�DW@LOKD
�HE�SGD�1GNSN�*%�VNQJRS@SHNMQ�HR�@
MNSDANNJ�1$�SG@S�NMKX�FDSR�RS@QSDC�SN�S@JD�OHBSTQDR
�XNT�RGNTKC�MNS�TRD�SGHR�@K@QL�

��4SDO 0M�SGD1GNSN�*%�/DSVNQJUHDV
�CNTAKD�BKHBJ�SGD�"RTQD*%�$KHDMS�%DUHBD�QNV�

��4SDO $KHBJ�SGD�BGDUQNM�MDWS�SN"K@QL�4NTQ"K@QL�4NTQBD�*MENBD�*MEN�
5GD�UHDV�DWO@MCR�SN�CHROK@X�@K@QL�NOSHNMR�

��4SDO $NMgFTQD�@K@QL�SDWS�@R�CDRHQDC�
5GD77HCDN�4DSTOHCDN�4DSTOATSSNM�DM@AKDR�UHCDN�

$QD@SHMF�@�MDV�SDM@MS
5DM@MSR�RDO@Q@SD�ODQRNMMDK�A@RDC�NM�SGD�BNLO@MX�SGDX�VNQJ�ENQ��5GHR�HR�HLONQS@MS�VGDM�L@M@FHMF�@�LTKSH�
BNLO@MX�ATHKCHMF�

��4SDO $KHBJ1DQRNMMDK1DQRNMMDK� 55DM@MSRDM@MSR
5GD5DM@MSRUHDV�NODMR�

��4SDO $KHBJ�SGD"CC"CC 	 
�ATSSNM�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD 1DQRNMMDK�RDSTO
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5GD"CC�/DV�5"CC�/DV�5 DM@MSDM@MSUHDV�NODMR�

��4SDO 1QNUHCD�SGDTenant Name @MC�@M�NOSHNM@KDescription ENQ�SGD�SDM@MS�

��4SDO $NMgFTQD�SGD�HMCHUHCT@K�S@AR�ENQ�D@BG�SDM@MS�@MC�BKHBJ4@UD4@UD�
&@BG�S@A�OQNUHCDR�@�RDS�NE�RS@MC@QC�BNMSQNK�ATSSNMR�@MC�SVN�S@AKDR��5GD�S@AKDR�HMBKTCD�@RRHFMDC
@MC�TM@RRHFMDC�@RRDSR�	ODNOKD
�HMSDFQ@SHNM�*%R
�@BBDRR�QHFGSR
�@MC�A@CFDR
�SN�@RRNBH@SD�VHSG�SGD
RODBHgB�SDM@MS�
5GD�MDV�SDM@MS�HR�BQD@SDC�@MC�SGD�DCHS�SDM@MS�UHDV�NODMR�VHSG�SGD�MDVKX�BQD@SDC�SDM@MS
OQNODQSHDR�

&CHSHMF�@M�DWHRSHMF�SDM@MS
0MBD�BQD@SDC
�XNT�L@X�DCHS�SDM@MS�HMENQL@SHNM�@R�QDPTHQDC�

��4SDO $KHBJ1DQRNMMDK1DQRNMMDK� 55DM@MSRDM@MSR�
5GD4TLL@QXS@A�NE�SGD5DM@MSRUHDV�NODMR�

��4SDO 5N�DCHS�@�SDM@MS
�CNTAKD�BKHBJ�SGD�SDM@MS�QNV�HM�SGD�S@AKD�
5GD�UHDV�@RRNBH@SDC�VHSG�SG@S�O@QSHBTK@Q�SDM@MS�NODMR�

5GHR�UHDV�CHROK@XR�MN�TOC@SDC�HMENQL@SHNM�TMSHK�XNT�DMSDQ�C@S@�TRHMF�SGD�QDL@HMHMF�S@AR�@MC�R@UD
SGD�TOC@SDC�HMENQL@SHNM��5GD�4TLL@QX�S@A�L@X�@KRN�HMBKTCD�BNMSDWS�@OOQNOQH@SD�KHRSR�NE�SGD
HMSDFQ@SHNM�*%
�ODNOKD
�A@CFDR
�@MC�@BBDRR�QHFGSR�@RRNBH@SDC�VHSG�SGD�SDM@MS�

��4SDO &CHS�SGD�HMENQL@SHNM�NM�D@BG�S@A�ENQ�SGD�RDKDBSDC�SDM@MS�@MC�BKHBJSave�
5GD4TLL@QXS@A�NE�SGD5DM@MSRUHDV�TOC@SDR�

4DSSHMF�TO�@CCHSHNM@K�ODQRNMMDK�OQNODQSHDR
5GD1DQRNMS@A�NE�SGD"CC�/DV�1DQRNMUHDV�BNKKDBSR�A@RHB�ODQRNMMDK�HMENQL@SHNM�	M@LD
�DLOKNXDD�*%
�DSB�
�
: NT�L@X�G@UD�NSGDQ�HMENQL@SHNM�SN�BNKKDBS��'NQ�DW@LOKD
�XNT�L@X�MDDC�SN�JMNV�SGD�KDUDK�NE�RDBTQHSX�BKD@Q@MBD
SGD�DLOKNXDD�NAS@HMDC�NQ�SGD�ODQRNM^R�Q@MJ�HM�SGD�LHKHS@QX��:NT�RDS�TO�@CCHSHNM@K�OQNODQSHDR�@R�HMENQL@SHNM
SDLOK@SDR
�VGHBG�@OOD@Q�NM�SGD1DQRNMS@A�@R�@CCHSHNM@K�OQNODQSHDR�

1DQRNMMDK�RDSTO /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD
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��4SDO $KHBJ1DQRNMMDK1DQRNMMDK�
5GD1DNOKDUHDV�NODMR�

��4SDO $KHBJ"CC"CCHSHSHNM@K�1DQRNMMDK�%@S@HNM@K�1DQRNMMDK�%@S@�
5GD�UHDV�NODMR�

��4SDO 5N�@CC�@�OQNODQSX
�BKHBJ�SGD�"CC�ATSSNM�	 
�
5GD*MEN�5DLOK@SDS@A�NODMR�

��4SDO (HUD�SGD�MDV�OQNODQSX�@�M@LD�@MC�CDE@TKS�U@KTD�

��4SDO 5N�RDS�TO�@�RSQHMF�BGNNRDQ�EQNL�VGHBG�SN�RDKDBS�@�CQNO�CNVM�KHRS�NE�NOSHNMR
�RDSSmart Sense SN
true �

��4SDO *E�SGD�HMENQL@SHNM�SN�BNKKDBS�QDPTHQDR�LNQD�SG@M�@�RHMFKD�KHMD�NE�SDWS
�RDSMulti Line SNtrue �

��4SDO 5N�R@UD�XNTQ�SDLOK@SD
�BKHBJ4@UD4@UD�
5GD�RXRSDL�@CCR�SGD�SDLOK@SD�@R�@�OQNODQSX�SN�SGD�DMC�NE�SGD1DQRNMS@A�

4DSSHMF�TO�ODQRNM�SXODR
: NT�B@M�BNMgFTQD�ODQRNM�SXODR�A@RDC�NM�XNTQ�NQF@MHY@SHNM^R�MDDCR��0MKX�ODQRNMR�VGNRD�ODQRNM�SXOD�HR
CDRHFM@SDC�@R�_RTODQUHRNQ`�@QD�DKHFHAKD�SN�AD�@RRHFMDC�@R�@�RTODQUHRNQ�ENQ�@�RODBHgB�@BBDRR�YNMD�

Prerequisites:
/N�ODQRNM�SXODR�DWHRS�XDS�HM�SGD�RXRSDL�

��4SDO $KHBJ1DQRNMMDK1DQRNMMDK�
5GD1DNOKDUHDV�NODMR�

��4SDO "CC�@�MDV�ODQRNM�AX�BKHBJHMF�SGD�"CC�ATSSNM�	 
�
5GHR�B@M�AD�@�SDRS�ODQRNM�QDBNQC
�VGHBG�XNT�L@X�CDKDSD�K@SDQ�
5GD1DQRNMS@A�NODMR�

��4SDO &MSDQ�@�U@KTD�HM�SGDPerson Type OQNODQSX�@KNMF�VHSG�NSGDQ�OQNODQSHDR
�HMBKTCHMF�@PIN
�@MC�BKHBJ
4@UD4@UD�
5GD�RXRSDL�@CCR�SGD�ODQRNM�SN�SGD�C@S@A@RD��*M�SGD�OQNBDRR
�HS�TRDR�SGDPerson Type U@KTD�XNT
DMSDQDC�@R�SGD�gQRS�ODQRNM�SXOD�HM�SGD�RXRSDL�

��4SDO 0ODM�SGD�ODQRNM�QDBNQC�XNT�BQD@SDC�AX�CNTAKD�BKHBJHMF�HS�HM�SGD�S@AKD
�@MC�BKHBJ�SGD1DQRNMS@A�
5GD1DQRNMS@A�NODMR�

��4SDO $KHBJ�SGD�BGDUQNM�	��
�SN�SGD�QHFGS�NE�SGDPerson Type OQNODQSX�
5GD�4SQHMF�$GNNRDQ�VHMCNV�NODMR�

��4SDO 4DKDBS�SGD�ODQRNM�SXOD�XNT�BQD@SDC�
5GHR�@BSHNM�DM@AKDR�SGD�"CC�ATSSNM�	


�HM�SGD�4SQHMF�$GNNRDQ�

��4SDO "CC�@CCHSHNM@K�DLOKNXDD�SXODR�@MC�BKHBJ0J0J �

*LONQSHMF�ODQRNMMDK�C@S@�EQNL�@�$47�EHKD
*LONQSHMF�ODQRNMMDK�C@S@�HR�SGD�PTHBJDRS�V@X�SN�RDS�TO�ODQRNMMDK�QDBNQCR�HM�SGD�RS@SHNM�C@S@A@RD��5GHR
OQNBDCTQD�HLONQSR�SGD�C@S@�HMSN�SGD�4TODQUHRNQ�RS@SHNM^R�C@S@A@RD�

Prerequisites:
5GD�$47�	$NLL@�4DO@Q@SDC�7@KTDR
�gKD�SG@S�BNMS@HMR�ODQRNMMDK�HMENQL@SHNM�DWHRSR�@MC�HR�QD@CX�SN�TRD��5GD
8 HDF@MC�ENQL@S�G@R�ADDM�HCDMSHgDC�NQ�BQD@SDC�@MC�HR�QD@CX��"�8HDF@MC�'NQL@S�G@R�ADDM�RDKDBSDC�
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NOTE: 5GD*LONQS�*MENETMBSHNM�NMKX�VNQJR�@S�@�4TODQUHRNQ�RS@SHNM�

��4SDO /@UHF@SD�SN4XRSDL�4DSTO4XRSDL�4DSTO� "BBDRR�4DSTO"BBDRR�4DSTO� "CC"CCHSHSHNM@K�1DQRNMMDK�&MSQXHNM@K�1DQRNMMDK�&MSQX�
5GD"CCHSHNM@K�1DQRNMMDK�&MSQXUHDV�NODMR�

��4SDO 0ODM�SGDTenant 3DE�$GNNRDQ�	

 @MC�RDKDBS�SGD�SDM@MS�M@LD�

��4SDO 0ODM�SGDWiegand Format 3DE�$GNNRDQ�@MC�RDKDBS�SGD�B@QC�ENQL@S�

��4SDO &MSDQ�SGDUser Pass Key @MC�BKHBJ�SGD#Q#QNVRDNVRDATSSNM�SN�gMC�SGD�$47�gKD�

��4SDO 5N�HMHSH@SD�SGD�HLONQS
�BKHBJ4@UD4@UD�

NOTE: 8GDM�XNT�NODM�@M�DWONQSDC�$47�gKD
�KNMF�BQDCDMSH@K�MTLADQR�CHROK@X�HM�RBHDMSHgB
MNS@SHNM�

5GD�HLONQS�OQNBDRR�QTMR�@R�@�INA�@MC�CHROK@XR�@�KHRS�NE�DQQNQR�	HE�@MX
�@S�SGD�DMC�NE�SGD�OQNBDRR�

��4SDO 5N�BNMgQL�SG@S�SGD�C@S@�@QD�HM�SGD�RS@SHNM�C@S@A@RD
�BKHBJ1DQRNMMDK1DQRNMMDK
�ENKKNVDC�AX�BKHBJHMF1DNOKD1DNOKD

#@CFDR#@CFDR
 "BBDRR�3HFGSR"BBDRR�3HFGSR@MC�NARDQUHMF�SGD�MDV�C@S@�

&WONQSHMF�ODQRNMMDK�C@S@�EQNL�@�$47�EHKD
&WONQSHMF�@CCHSHNM@K�ODQRNMMDK�C@S@�SN�@�$47�gKD�L@JDR�SGD�C@S@�@U@HK@AKD�SN�HLONQS�HMSN�@MNSGDQ�4TODQUHRNQ
C@S@A@RD�NQ�SN�TRD�ENQ�RNLD�NSGDQ�OTQONRD��&WONQSDC�C@S@�@QD�O@RRVNQC�OQNSDBSDC�AX�@Pass Key XNT�BQD@SD
VGDM�XNT�DWONQS�SGD�gKD��"S�HLONQS
�SGD�R@LD�O@RR�JDX�HR�QDPTHQDC�SN�RTBBDRRETKKX�HLONQS�SGD�ODQRNMMDK�C@S@�

��4SDO /@UHF@SD�SN4XRSDL�4DSTO4XRSDL�4DSTO� "BBDRR�4DSTO"BBDRR�4DSTO@MC�BKHBJAdditional Personnel Entry �
5GD"CCHSHNM@K�1DQRNMMDK�&MSQXUHDV�NODMR�

��4SDO 0ODM�SGDTenant 3DE�$GNNRDQ�@MC�RDKDBS�SGD�SDM@MS�M@LD�

��4SDO 0ODM�SGDWiegand Format 3DE�$GNNRDQ�@MC�RDKDBS�SGD�B@QC�ENQL@S�

��4SDO $QD@SD�SGDUser Pass Key �

1DQRNMMDK�RDSTO /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD
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��4SDO &MSDQ�SGD�M@LD�NE�SGD�$47�gKD�SN�BQD@SD�@MC�BKHBJ�SGD&WONQS&WONQSATSSNM�
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Chapter 11. Intrusion zone management
"M�HMSQTRHNM�YNMD�BNLAHMDR�LTKSHOKD�RDMRNQR�HMSN�KNFHB@K�FQNTOR�ENQ�@QLHMF�@MC�CHR@QLHMF�@�CDgMDC�RO@BD
	YNMD
�VHSGHM�@�ATHKCHMF��"�FQNTO�NE�ONHMSR�CDgMDR�@�RHMFKD�HMSQTRHNM�YNMD��(QNTOHMF�ONHMSR�EQNL�NSGDQ
BNMMDBSDC�RS@SHNMR�B@M�ADBNLD�O@QS�NE�SGD�RHMFKD�HMSQTRHNM�YNMD��"�RHMFKD�HMSQTRHNM�YNMD�RS@STR�ONHMS
QDOQDRDMSR�SGD�RS@SD�NE�SGD�HMSQTRHNM�YNMD�@MC�HCDMSHgDR
�AX�RDMRNQ
�@MX�@K@QLR�FDMDQ@SDC�HM�SGD�YNMD�

5GD�RXRSDL�NEEDQR�hDWHAHKHSX�VGDM�HS�BNLDR�SN�@QLHMF�@MC�CHR@QLHMF�HMSQTRHNM�YNMDR��5N�L@M@FD�LTKSHOKD�YNMDR
EQNL�@�RHMFKD�KNB@SHNM
�@�RHMFKD�QD@CDQ�NQ�JDXO@C�L@X�AD�@RRHFMDC�SN�RDUDQ@K�YNMDR��5N�@KKNV�@QLHMF�@MC
CHR@QLHMF�@�RHMFKD�YNMD�EQNL�LTKSHOKD�KNB@SHNMR
�RDUDQ@K�CDUHBDR�L@X�AD�@RRHFMDC�SN�@�RHMFKD�YNMD��*MSQTRHNM
YNMDR�L@X�AD�BNMSQNKKDC�AX�RBGDCTKDR
�G@QCV@QD�HMOTSR
�@MC�AX�BNMgFTQHMF�OQNODQSHDR�HM�@�AQNVRDQ�HMSDQE@BD�

(QNTOHMF�HMBKTCDR�ONHMSR�EQNL�NSGDQ�BNMMDBSDC�RS@SHNMR�@R�O@QS�NE�@�RHMFKD�HMSQTRHNM�YNMD��5GHR�KDSR�XNT�DWSDMC
SGD�YNMD�SN�HMBKTCD�QD@CDQR
�ONHMSR
�NQ�QDK@XR�SG@S�@QD�TMCDQ�SGNRD�@CCHSHNM@K�RS@SHNMR��*M�@CCHSHNM�SN�DWSDMCHMF
SGD�HMSQTRHNM�YNMD�OGXRHB@KKX
�SGHR�@KKNVR�RG@QHMF�NE�@QLHMF�RS@STR�@MC�YNMD�DM@AKDC��'NQ�DW@LOKD
�SN�UHDV�NQ
BNMSQNK�@�YNMD^R�RS@STR�	@QLDC�NQ�CHR@QLDC
�EQNL�@�ODDQ�RS@SHNM�NQ�@�4TODQUHRNQ�RS@SHNM
�XNT�B@M�CN�RN�HE�SGDX
@QD�FQNTODC�

5GD�RXRSDL�KNFR�@KK�@BSHUHSX�QDF@QCHMF�DM@AKHMF
�CHR@AKHMF
�@MC�@K@QLR�VHSGHM�@M�HMSQTRHNM�YNMD��*M�@CCHSHNM
�HS
HMCDODMCDMSKX�KNFR�AX�YNMD�@MC�RNTQBD�RDMRNQ�@MX�@K@QLR�FDMDQ@SDC�AX�@�RDMRNQ�HM�SGD�HMSQTRHNM�YNMD�

Devices used to enable and disable intrusion zones
%DODMCHMF�NM�SGD�QDPTHQDLDMSR�@MC�@U@HK@AKD�G@QCV@QD�BNMgFTQ@SHNM
�SGD�DM@AKDC�@MC�CHR@AKDC�RS@STR�NE�@M
HMSQTRHNM�YNMD�L@X�AD�BNMSQNKKDC�AX�CHEEDQDMS�LDSGNCR��*E�@�RHMFKD�QD@CDQ�HR�@RRHFMDC�SN�LNQD�SG@M�NMD�HMSQTRHNM
YNMD
�SGDM�SG@S�QD@CDQ�DM@AKDR�NQ�CHR@AKDR�@KK�YNMDR�SN�VGHBG�HS�HR�@RRHFMDC�
5GD�RXRSDL�@KKNVR�XNT�SN�@RRNBH@SD�SGDRD�CDUHBDR�@MC�LDSGNCR�VHSG�HMSQTRHNM�YNMDR�

a $@QC�QD@CDQ

a 4L@QS,DX�CDUHBD�	4L@QS,DX�CDUHBD�OQNUHCDR�JDXO@C�ENQ�DMSDQHMF�@�1*/�@MC�ENQ�@QLHMF
�CHR@QLHMF
�@MC
CHROK@XHMF�SGD�RS@STR�NE�HMSQTRHNM�YNMDR�


a 4BGDCTKD

a $NMS@BS�HMOTS

a "�L@MT@KKX�BNMgFTQD�LDSGNC�TRHMF�SGD�AQNVRDQ�HMSDQE@BD�

: NT�BNMgFTQD�SGD�YNMD�CDUHBD�QDK@SHNMRGHO�AX�@RRHFMHMF�SGD�CDUHBD�SN�SGD�YNMD�NQ�SGD�YNMD�SN�SGD�CDUHBD�

Intrusion zone status indicators
5GD�ADG@UHNQ�@MC�CHROK@X�BNKNQ�NE�CDRHFM@SDC�-&%�HMCHB@SNQR�HMCHB@SD�SGD�BTQQDMS�RS@STR�@MC�NODQ@SHNM�NE�SGD
HMSQTRHNM�YNMD�	@QLDC
�CHR@QLDC
�@QLHMF
�CHR@QLHMF
�V@HSHMF�ENQ�DWHS
�V@HSHMF�ENQ�1*/
�@MC�NSGDQ�HMCHB@SHNMR
�

"TC HAKD�ADDODQR�HMCHB@SD�BTQQDMS�RS@STR�@MC�NODQ@SHNM�NE�SGD�HMSQTRHNM�YNMD�	@QLDC
�CHR@QLDC
�@QLHMF

CHR@QLHMF
�@MC�NSGDQ�RS@SDR
�

"TC HAKD�ADDODQ�O@SSDQMR�HMCHB@SD�BTQQDMS�RS@STR�@MC�NODQ@SHNM�NE�SGD�HMSQTRHNM�YNMD�	@QLDC
�CHR@QLDC
�@QLHMF

CHR@QLHMF
�@MC�NSGDQ�RS@SDR
�

;NMD�@K@QLR�QDK@SDC�SN�FQNTOR�B@M�HMHSH@SD�RXRSDL�@BSHNMR
�HMBKTCHMF�

a 0TSOTS�SN�@�QDK@X

a &L@HK�MNSHgB@SHNM

a %H@KDQ�HMSDQE@BD

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD *MSQTRHNM�YNMD�L@M@FDLDMS

.@QBG���
����� ���



Grouping
$QD@SHMF�@�FQNTO�@CCR�ODDQ�SN�ODDQ�@MC�RTANQCHM@SD�RS@SHNMR�SN�@M�DWHRSHMF�HMSQTRHNM�YNMD��*M�RN�CNHMF
�HS
QDK@SDR�SGD�QDLNSD�GNRS^R�HMSQTRHNM�YNMD�SN�SGD�4TODQUHRNQ�RS@SHNM��4ODBHgB@KKX�

a 4S@SHNMR�SN�FQNTO�LTRS�AD�INHMDC�HM�DHSGDQ�@�ODDQ�SN�ODDQ�NQ�4TODQUHRNQ�SN�RTANQCHM@SD�QDK@SHNMRGHO�

a 5GD�&MSQX�3D@CDQ�@MC�&WHS�3D@CDQ�S@AR�CHROK@X�NMKX�NM�SGD�KNB@K�BNMSQNKKDQ�QD@CDQR�

a : NT�B@M�NMKX�@CC�QD@CDQR�SN�HMSQTRHNM�YNMDR�VGDM�XNT�@QD�BNMMDBSDC�SN�SGD�QD@CDQ^R�@RRHFMDC�RS@SHNM�
3D@CDQR�@QD�MNS�UHRHAKD�@MC�B@MMNS�AD�BNMgFTQDC�EQNL�QDLNSDKX�FQNTODC�RS@SHNMR�

Using both a schedule and a PIN

*E�XNT�OK@M�SN�TRD�ANSG�@�RBGDCTKD�@MC�@�1*/�

a *E�SGD�YNMD�HR�@QLDC�TRHMF�@�RBGDCTKD
�SGD�1*/�B@M�CHR@QL�SGD�YNMD��5N�@QL�SGD�YNMD�@F@HM
�SGD�RBGDCTKD
LTRS�BG@MFD�RS@SD�SN�CHR@QL�@MC�A@BJ�SN�@QL�

a *E�SGD�YNMD�HR�@QLDC�TRHMF�@�RBGDCTKD
�@MC�SGD�YNMD�HR�@KQD@CX�@QLDC
�DMSDQHMF�SGD�1*/�@QLR�HS�@F@HM��5GD
RXRSDL�BNTMSR�CNVM�@F@HM
�ATS�SGD�RS@SD�RS@XR�SGD�R@LD��*E�SGD�YNMD�HR�@QLDC�AX�@�1*/�@MC�@�RBGDCTKD
BG@MFDR�SN�SGD�@QL�RS@SD
�MNSGHMF�G@OODMR�

"CC HMF�NQ�DCHSHMF�@M�HMSQTRHNM�YNMD
5GHR�OQNBDCTQD�CNBTLDMSR�GNV�SN�@CC�NQ�DCHS�@M�HMSQTRHNM�YNMD�HM�@�QDLNSD�GNRS�BNMSQNKKDQ��5GHR�HR�SGD�gQRS�RSDO
HM�RDSSHMF�TO�@�ATHKCHMFR̂�HMSQTRHNM�YNMD�

Prerequisites:
: NT�@QD�BNMMDBSDC�SN�SGD�QDLNSD�GNRS�BNMSQNKKDQ�RS@SHNM�

��4SDO $KHBJ$NMSQ$NMSQNKNKKDQ�4DSTOKDQ�4DSTO� *MSQTRHNM�4DSTO*MSQTRHNM�4DSTO� *MSQTRHNM�;NMDR*MSQTRHNM�;NMDR�
5GD*MSQTRHNM�;NMDRUHDV�NODMR�

��4SDO %N�NMD�NE�SGD�ENKKNVHMF�

a 5N�@CC�@M�HMSQTRHNM�YNMD
�BKHBJ�SGD�"CC�ATSSNM�	


�

a 5N�DCHS�@M�DWHRSHMF�YNMD
�CNTAKD�BKHBJ�SGD�YNMD�HM�SGD�S@AKD�NQ�RDKDBS�SGD�YNMD
�BKHBJ�SGD
)XODQKHMJ�ATSSNM�	

*MSQTRHNM�YNMD�L@M@FDLDMS /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����





�@MC�BKHBJ�SGD*MSQTRHNM�;NMDS@A�
5GD"CC�/DV�*MSQTRHNM�;NMDNQ�DCHS�UHDV�NODMR�

��4SDO $QD@SD�NQ�DCHS�SGDDisplay Name ENQ�SGD�YNMD�

��4SDO 6RD�SGD�3DE�$GNNRDQ�SN�RDKDBS�SGD�BTRSNL�RBGDCTKD�XNT�BQD@SDC�HM�SGDZone Schedule OQNODQSX�
: NT�L@X�TRD�@�RBGDCTKD�SN�@TSNL@SHB@KKX�@QL�@�RXRSDL�@R�SGD�NMKX�@QLHMF�CHR@QLHMF�LDSGNC�NQ�HM
BNMITMBSHNM�VHSG�@�JDXO@C��	5GD�K@RS�NMD�SN�@QL�NQ�CHR@QL�VHMR�


��4SDO %DgMD�@Time Delay @MCWarning Time �
5GD�SHLD�CDK@X�@KKNVR�ODQRNMMDK�SN�DWHS�SGD�YNMD�@ESDQ�@QLHMF
�@R�VDKK�@R�@M�@K@QL�CDK@X�ENQ
CHR@AKHMF�SGD�YNMD�VGDM�DMSDQHMF�HS�

: NT�BNMgFTQD�SGDRD�SHLDR�HM�SGD�4TODQUHRNQ�HMSQTRHNM�YNMD��5GD�RXRSDL�OTRGDR�SGDL�CNVM�SN
QDLNSD�GNRS�BNMSQNKKDQ�HMSQTRHNM�YNMD�HM�ITRS�@�EDV�RDBNMCR\MN�QDOKHB@SHNM�MDBDRR@QX�

��4SDO &M@AKD�NMD�DRB@K@SHNM�KDUDK�HM�SGD�4TODQUHRNQ�HMSQTRHNM�YNMD�
*MSQTRHNM�YNMDR�B@M�DLOKNX�TO�SN�SGQDD�KDUDKR�NE�@K@QL�DRB@K@SHNM��6RD�SGHR�ED@STQD�SN�MNSHEX�TO�SN
SGQDD�ODNOKD�HE�@K@QLR�FN�TM@BJMNVKDCFDC��:NT�L@X�@KRN�TRD�SGHR�ED@STQD�SN�FHUD�@M�NODQ@SNQ�@
BG@MBD�SN�@BJMNVKDCFD�@MC�BKD@Q�@M�@K@QL�ADENQD�MNSHEXHMF�@M�NEE�RHSD�LNMHSNQHMF�BNLO@MX�

��4SDO %DgMD�NSGDQ�OQNODQSHDR�@MC�BKHBJ�SGD4@UD4@UDATSSNM�@S�SGD�SNO�NE�SGD�UHDV�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD *MSQTRHNM�YNMD�L@M@FDLDMS

.@QBG���
����� ���



5GD�RXRSDL�BQD@SDR�NQ�TOC@SDR�SGD�HMSQTRHNM�YNMD�QDBNQC�HM�SGD�C@S@A@RD�NE�SGD�KNB@K�RS@SHNM��5GD
�0(.(9(��5;,9790:,�#,*<90;@�",-,9 ,5*, CNBTLDMS�DWOK@HMR�D@BG�HMSQTRHNM�YNMD�OQNODQSX�

*MSQTRHNM�ONHMSR
5GD�ONHMSR�XNT�B@M�@RRHFM�SN�HMSQTRHNM�YNMDR�QDK@SD�SN�QD@CDQ�@MC�CNNQ�LNCTKDR�
Point Description

#@RD�3D@CDQ
.NCTKD�%H�
�%H�

5GDRD�@QD�CHFHS@K�HMOTSR�SG@S�@QD�L@OODC�SN�CHEEDQDMS�CNNQR
�VGHBG�FHUD�SGD�@BBDRR�A@RDC�NM�SGD�A@CFD�U@KHCHSX�

#@RD�3D@CDQ
.NCTKD�%NNQ���&WHS
3DPTDRS

*E�SGD�CNNQ�G@R�@M�DWHS�QDPTDRS�CDUHBD
�5GHR�gDKC�@KKNVR�XNT�SN�CDRHFM@SD�SGD�RTODQUHRDC�HMOTS�SG@S�HR�TRDC�ENQ�SGD
QDPTDRS�SN�DWHS�RDMRNQ�

#@RD�3D@CDQ
.NCTKD�%NNQ
��4DMRNQ

*E�SGD�CNNQ�G@R�@�RDMRNQ�CDUHBD
�TRD�@M�NOSHNM�KHRS�SN�CDRHFM@SD�SGD�RTODQUHRDC�HMOTS�SG@S�HR�TRDC�ENQ�SGD�CNNQ�RDMRNQ�
4DMRNQ�HR�L@HMKX�TRDC�SN�RODBHEX�CNNQ�HR�-NBJDC�NQ�6MKNBJDC�

*MSQTRHNM5HLDNTS&WS"M�@K@QL�DUDMS�SG@S�NBBTQR�HE�SGD�HMSQTRHNM�YNMD�HR�@QLDC�@MC�SGD�CNNQ�RDMRNQ�BG@MFDR�SN�SQTD�@ESDQ�@BBDRR�HR
FQ@MSDC�@MC�SGD�HMSQTRHNM�YNMD�HR�MNS�CHR@QLDC�ADENQD�SGD�BNTMSCNVM�DWOHQDR��5GD�DWSDMRHNM�LTRS�AD�DCHSDC�@R�@M
&MSQX�1NHMS��*E�SGD�YNMD�HR�CHR@QLDC�ADENQD�SGD�BNTMSCNVM�DWOHQDR
�SGD�BNTMSCNVM�DMCR�@MC�SGD�@K@QL�HR�HMGHAHSDC�
5GHR�@KKNVR�ENQ�@MMTMBH@SHNM�SG@S�SGD�YNMD�HR�@QLDC�

"CC HMF�ONHMSR�SN�@M�HMSQTRHNM�YNMD
"MX�ONHMS�SN�AD�LNMHSNQDC�@R�O@QS�NE�@M�HMSQTRHNM�YNMD�LTRS�AD�@CCDC�SN�SGD�HMSQTRHNM�YNMD�

Prerequisites:
5GD�HMSQTRHNM�YNMD�QDBNQC�HM�SGD�KNB@K�RS@SHNM�DWHRSR��:NT�@QD�TRHMF�SGD�VDA�6*�BNMMDBSDC�SN�SGD�QDLNSD�GNRS
RS@SHNM�

��4SDO /@UHF@SD�SN$NMSQ$NMSQNKNKKDQ�4DSTOKDQ�4DSTO� *MSQTRHNM�4DSTO*MSQTRHNM�4DSTO� *MSQTRHNM�;NMDR*MSQTRHNM�;NMDR�
5GD*MSQTRHNM�;NMDUHDV�NODMR�

��4SDO %NTAKD�BKHBJ�SGD�YNMD�SN�VGHBG�XNT�@QD�@CCHMF�SGD�ONHMS�
5GD�DCHS�UHDV�ENQ�SGD�YNMD�NODMR�

��4SDO $KHBJ�SGD1NHMSRS@A�@MC�BKHBJ�SGD�"RRHFM�.NCD�ATSSNM�	
�
5GD6M@RRHFMDCO@MD�NODMR�VHSG�SGD�KHRS�NE�@U@HK@AKD�ONHMSR�

��4SDO 4DKDBS�NMD�NQ�LNQD�ONHMSR�SN�@RRHFM�@MC�BKHBJ�SGD�"RRHFM�ATSSNM�	
�
5GD�@RRHFMDC�ONHMSR�LNUD�SN�SGD/DVKX�"RRHFMDCO@MD�

��4SDO 5N�CDK@X�SGD�@K@QL�NM�@�ONHMS�VGDM�SGD�RXRSDL�@QLR
�RDKDBS�SGD�ONHMS
�@MC�BKHBJ�SGD�&CHS�&MSQX
1NHMS�ATSSNM�	
�

��4SDO 5N�B@TRD�SGD�@K@QL�NM�@�ONHMS�SN�AD�@KV@XR�DM@AKDC�QDF@QCKDRR�NE�SGD�@QL�CHR@QL�RS@SD
�RDKDBS�SGD
ONHMS�@MC�BKHBJ�SGD�&CHS�"KV@XR�"QLDC�ATSSNM�	
�

��4SDO &WSDMC�SGD�YNMD�SN�HMBKTCD�QD@CDQR
�NSGDQ�ONHMSR
�NQ�QDK@XR�SG@S�@QD�TMCDQ�SGD�RS@SHNM�

��4SDO 5N�BNLOKDSD�@CCHMF�ONHMSR�SN�SGD�HMSQTRHNM�YNMD
�BKHBJ4@UD4@UD�

"RRHFMHMF�SGD�4TODQUHRNQ�RS@SHNM
5N�HCDMSHEX�SGD�4TODQUHRNQ�RS@SHNM�SN�VGHBG�SGD�QDLNSD�GNRS�BNMSQNKKDQ�ADKNMFR�HMUNKUDR�BQD@SHMF�@�FQNTO��*M
@CCHSHNM�SN�DWSDMCHMF�SGD�HMSQTRHNM�YNMD�OGXRHB@KKX
�DWO@MCHMF�SGD�YNMD�AX�@CCHMF�RS@SHNMR�RG@QDR�SGD�@QLHMF
RS@STR�@MC�YNMD�DM@AKD�RS@STR�VHSG�@KK�RS@SHNMR�HM�SGD�YNMD��:NT�B@M�UHDV�NQ�BNMSQNK�@�YNMD^R�RS@STR�	@QLDC�NQ
CHR@QLDC
�EQNL�@�ODDQ�RS@SHNM�NQ�@�4TODQUHRNQ�RS@SHNM�HE�SGD�RS@SHNMR�@QD�FQNTODC�

Prerequisites:
: NT�@QD�TRHMF�SGD�VDA�6*�HM�SGD�QDLNSD�GNRS�RS@SHNM�

��4SDO 'QNL�SGD�L@HM�LDMT
�BKHBJ$NMSQ$NMSQNKNKKDQ�4DSTOKDQ�4DSTO� *MSQTRHNM�4DSTO*MSQTRHNM�4DSTO� *MSQTRHNM�;NMDR*MSQTRHNM�;NMDR
�@MC�CNTAKD�BKHBJ
@M�DWHRSHMF�HMSQTRHNM�YNMD�
5GD*MSQTRHNM�YNMDUHDV�NODMR��5GD�M@LD�NE�SGD�UHDV�QDhDBSR�SGD�M@LD�NE�SGD�YNMD�

*MSQTRHNM�YNMD�L@M@FDLDMS /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



��4SDO $KHBJ�SGD(QNTOHMFS@A
�@MC�BKHBJ�SGD�"RRHFM�.NCD�ATSSNM�	
�
5GD6M@RRHFMDCO@MD�NODMR�VHSG�@�KHRS�NE�@U@HK@AKD�RS@SHNMR�

��4SDO 4DKDBS�SGD�4TODQUHRNQ�RS@SHNM�SN�@RRHFM�SN�SGD�FQNTO�@MC�BKHBJ�SGDAssign ATSSNM�	 
�
5GD�RXRSDL�@RRHFMR�SGD�RS@SHNM�SN�SGD�HMSQTRHNM�YNMD�FQNTO��5GD�4TODQUHRNQ�RS@SHNM�MNV�KHRSR�SGD
NQHFHM@K�HMSQTRHNM�YNMD�HM�HSR�NVM�KHRS�NE�HMSQTRHNM�YNMDR�

��4SDO $NMMDBS�SN�SGD�4TODQUHRNQ�RS@SHNM�XNT�ITRS�@CCDC�

��4SDO 5N�UHDV�HSR�HMSQTRHNM�YNMD�OQNODQSHDR
�EQNL�SGD�L@HM�LDMT�BKHBJ4XRSDL�4DSTO4XRSDL�4DSTO� *MSQTRHNM�4DSTO*MSQTRHNM�4DSTO�
*MSQTRHNM�;NMDR*MSQTRHNM�;NMDR
�@MC�CNTAKD�BKHBJ�NM�SGD�DWHRSHMF�HMSQTRHNM�YNMD�
5GD*MSQTRHNM�;NMDRUHDV�NODMR�

��4SDO %NTAKD�BKHBJ�SGD�HMSQTRHNM�YNMD�
5GD�QDLNSD�GNRS^R�HMSQTRHNM�YNMD�RS@STR�RGNVR�BNQQDBSKX�HM�SGD�4TODQUHRNQ�RS@SHNM^R�HMSQTRHNM�YNMD�
"RRHFMHMF�@�4TODQUHRNQ�RS@SHNM�B@TRDR�SGD�YNMD�RS@STR�SN�RGNV�BNQQDBSKX�@MC�TOC@SDR�SN�NBBTQ
VHSGNTS�QDOKHB@SHNM�

%N�MNS�TRD�SGD3D@CDQS@A�NM�@�4TODQUHRNQ�RS@SHNM�

%DKDSHMF�@M�HMSQTRHNM�YNMD�EQNL�@�RS@SHNM
8GDM�XNT�CDKDSD�@M�HMSQTRHNM�YNMD�EQNL�NMD�RS@SHNM
�VGHBG�HR�FQNTODC�VHSG�NSGDQ�RS@SHNMR�SG@S�G@UD�SVN�V@X
BNLLTMHB@SHNM
�SGD�RXRSDL�CDKDSDR�SGD�HMSQTRHNM�YNMD�EQNL�@KK�FQNTODC�RS@SHNMR��*E�XNT�QDLNUD�SGD�RS@SHNM�EQNL
SGD�FQNTO�gQRS
�@MC�SGDM�CDKDSD�SGD�HMSQTRHNM�YNMD
�SGD�RXRSDL�NMKX�CDKDSDR�SGD�YNMD�EQNL�SGD�KNB@K�RS@SHNM��*M
SGHR�B@RD
�SN�CDKDSD�SGD�HMSQTRHNM�YNMD�EQNL�SGD�NSGDQ�RS@SHNMR�HM�SGD�FQNTO�QDPTHQDR�@�RDO@Q@SD�L@MT@K�OQNBDRR
NM�D@BG�RS@SHNM�

��4SDO /@UHF@SD�SN*MSQTRHNM�4DSTO*MSQTRHNM�4DSTO� *MSQTRHNM�;NMDR*MSQTRHNM�;NMDR�

��4SDO 4DKDBS�SGD�HMSQTRHNM�YNMD�@MC�BKHBJ�SGD�%DKDSD�ATSSNM�	
�

3DLNUHMF�@�RS@SHNM�EQNL�@M�HMSQTRHNM�YNMD
5N�TM�FQNTO�@�RS@SHNM
�XNT�QDLNUD�HSR�@RRHFMLDMS�SN�SGD�FQNTO�

��4SDO /@UHF@SD�SN*MSQTRHNM�4DSTO*MSQTRHNM�4DSTO� *MSQTRHNM�;NMDR*MSQTRHNM�;NMDR
�@MC�CNTAKD�BKHBJ�SGD�YNMD�SG@S�BNMS@HMR�SGD�RS@SHNM
SN�QDLNUD�
5GD�DCHS�UHDV�ENQ�SGD�HMSQTRHNM�YNMD�NODMR�

��4SDO $KHBJ�SGD(QNTOHMFS@A�
5GD�KHRS�NE�RS@SHNMR�VHSG�@RRHFMLDMSR�SN�SGD�FQNTO�NODMR�

��4SDO 4DKDBS�SGD�RS@SHNM�VHSG�SGD�FQNTO�@RRHFMLDMS�SN�QDLNUD�@MC�BKHBJ�SGD�6M@RRHFM�ATSSNM�	
�
5GD�RXRSDL�QDLNUDR�SGD�RS@SHNM�EQNL�SGD�FQNTO�

3NTSHMF�HMSQTRHNM�YNMD�@K@QLR�SN�SGD�4TODQUHRNQ
5GHR�OQNBDCTQD�BNMgFTQDR�SGD�RXRSDL�SN�RDMC�HMSQTRHNM�YNMDR�@K@QLR�SN�SGD�4TODQUHRNQ�RS@SHNM�

Prerequisites:
: NT�G@UD�BQD@SDC�SGD�HMSQTRHNM�YNMD�HM�SGD�BNMSQNKKDQ�RS@SHNM�

��4SDO *M�SGD�BNMSQNKKDQ�RS@SHNM
�BKHBJ$NMSQ$NMSQNKNKKDQ�4DSTOKDQ�4DSTO� *MSQTRHNM�4DSTO*MSQTRHNM�4DSTO� *MSQTRHNM�;NMDR*MSQTRHNM�;NMDR
�CNTAKD�BKHBJ
SGD�YNMD
�BKHBJ�SGD1NHMSRS@A
�@MC�BKHBJ�SGD�"RRHFM�.NCD�ATSSNM�	
�
5GD6M@RRHFMDCO@MD�KHRSR�SGD�@U@HK@AKD�ONHMSR�

��4SDO "CC�SGD�ONHMSR�HM�SGD�BNMSQNKKDQ�RS@SHNM�ENQ�SGD�HMSQTRHNM�YNMD�

��4SDO $KHBJ�SGD(QNTOHMFS@A�@MC�BKHBJ�SGD�"RRHFM�.NCD�ATSSNM�	
�
5GD6M@RRHFMDCO@MD�KHRSR�SGD�@U@HK@AKD�4TODQUHRNQ�RS@SHNMR�

��4SDO 4DKDBS�SGD�4TODQUHRNQ�RS@SHNM�HM�SGD6M@RRHFMDCO@MD
�BKHBJ�SGD�"RRHFM�ATSSNM�	

�@MC�BKHBJ

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD *MSQTRHNM�YNMD�L@M@FDLDMS

.@QBG���
����� ���



4@UD4@UD�

��4SDO $KHBJ�SGD3DBHOHDMSRS@A�@MC�BKHBJ�SGD�"RRHFM�.NCD�ATSSNM�	
�
5GD6M@RRHFMDCO@MD�KHRSR�SGD�@U@HK@AKD�@K@QL�QDBHOHDMSR�

��4SDO 4DKDBS�SGD�4TODQUHRNQ�@R�SGD�@K@QL�QDBHOHDMS
�BKHBJ�SGD�"RRHFM�ATSSNM�	

�@MC�BKHBJ4@UD4@UD�

��4SDO $NMMDBS�SN�SGD�4TODQUHRNQ�RS@SHNM
�BKHBJ4XRSDL�4DSTO4XRSDL�4DSTO� 3DLNSD�%DUHBDR3DLNSD�%DUHBDR� 4S@S4S@SHNM�.@M@FDQHNM�.@M@FDQ
�@MC
BKHBJ�SGD�3DOKHB@SD�ATSSNM�
: NT�B@M�MNV�UHDV�SGD�HMSQTRHNM�YNMD�HM�SGD�4TODQUHRNQ�@R�VDKK�@R�SGD�QDLNSD�BNMSQNKKDQ�RS@SHNM�

��4SDO *M�SGD�4TODQUHRNQ�RS@SHNM
�BKHBJ4XRSDL�4DSTO4XRSDL�4DSTO� *MSQTRHNM�4DSTO*MSQTRHNM�4DSTO� *MSQTRHNM�;NMDR*MSQTRHNM�;NMDR
�BKHBJ�SGD�"CC
ATSSNM�	 

�BKHBJ�SGD3DBHOHDMSRS@A
�@MC�BKHBJ�SGD�"RRHFM�.NCD�ATSSNM�	
�
5GD6M@RRHFMDCO@MD�NODMR�VHSG�SGD�KHRS�NE�@U@HK@AKD�@K@QL�QDBHOHDMSR�

��4SDO 4DKDBS�SGD�$NMRNKD�3DBHOHDMS�NQ�NSGDQ�@OOKHB@AKD�QDBHOHDMS
�BKHBJ�SGD�"RRHFM�ATSSNM�	

�@MC�BKHBJ
4@UD4@UD�

3DOKHB@SHMF�SGD�HMSQTRHNM�YNMD�EQNL�SGD�4TODQUHRNQ
5GHR�OQNBDCTQD�DMRTQDR�SG@S�SGD�HMSQTRHNM�YNMD�HR�UHDV@AKD�@S�SGD�4TODQUHRNQ�RS@SHNM�@R�VDKK�@R�HM�SGD�QDLNSD
GNRS�BNMSQNKKDQ�RS@SHNM�

Prerequisites:
6RHMF�SGD�VDA�6*
�XNT�@QD�BNMMDBSDC�SN�SGD�4TODQUHRNQ�RS@SHNM�

��4SDO 'QNL�SGD�L@HM�LDMT�BKHBJ4XRSDL�4DSTO4XRSDL�4DSTO� 3DLNSD�%DUHBDR3DLNSD�%DUHBDR� 4S@S4S@SHNM�.@M@FDQHNM�.@M@FDQ�
5GD4S@SHNM�.@M@FDQUHDV�NODMR�

��4SDO $KHBJ�SGD�+NHM�ATSSNM�	
�
"ESDQ�BNMgFTQHMF�@KK�QDBNQC�SXODR
�SGD$NLLHS$NLLHSATSSNM�HR�@U@HK@AKD�ENQ�BNLOKDSHMF�SGD�INHM�OQNBDRR�
*E�3DOKHB@SHNM�HR�CHR@AKDC
�@�VHMCNV�OQNLOSR�XNT�SN�DM@AKD�@MC�QTM�QDOKHB@SHNM�

��4SDO 5N�DM@AKD�QDOKHB@SHNM
�BKHBJ�SGD0,0, �

��4SDO 5N�RS@QS�SGD�QDOKHB@SHNM�INA
�BKHBJ�3DOKHB@SD�	 
�
0MBD�SGD�QDOKHB@SHNM�INA�RS@QSR
�@�OQNFQDRR�A@Q�L@QJR�INA�OQNFQDRR�TMSHK�SGD�QDOKHB@SHNM�INA
BNLOKDSDR�RTBBDRRETKKX�NQ�E@HKR
�@R�HMCHB@SDC�AX�SGD�gM@K�INA�RS@STR�VHMCNV�

4DSSHMF�TO�HMSQTRHNM�@K@QLR�HM�SGD�4TODQUHRNQ�RS@SHNM
5GHR�OQNBDCTQD�BNMgFTQDR�SGD�BNMRNKD�QDBHOHDMS�ENQ�HMSQTRHNM�@K@QLR�

Prerequisites:
6RHMF�SGD�VDA�6*
�XNT�@QD�BNMMDBSDC�SN�SGD�4TODQUHRNQ�RS@SHNM�

��4SDO 'QNL�SGD�L@HM�LDMT
�BKHBJ4XRSDL�4DSTO4XRSDL�4DSTO� *MSQTRHNM�4DSTO*MSQTRHNM�4DSTO� *MSQTRHNM�;NMDR*MSQTRHNM�;NMDR
�CNTAKD�BKHBJ�SGD
HMSQTRHNM�YNMD�M@LD�HM�SGD�S@AKD
�@MC�BKHBJ�SGD3DBHOHDMSRS@A�

��4SDO 5N�CHROK@X�SGD�@U@HK@AKD�@K@QL�BK@RRDR
�BKHBJ�SGD�"RRHFM�.NCD�ATSSNM�	
�

��4SDO 4DKDBS�SGD�QDBHOHDMS�

*MSQTRHNM�YNMD�L@M@FDLDMS /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



��4SDO 4DKDBS�SGD�QDBHOHDMS�HM�SGD6M@RRHFMDCO@MD�@MC�BKHBJ�SGD�"RRHFM�ATSSNM�	
�

��4SDO 5N�@RRHFM�SGD�QDBHOHDMS
�BKHBJ4@UD4@UD�

$NMEHFTQHMF�HMSQTRHNM�YNMD�@K@QLR�SN�@OOD@Q�NM�SGD�4TODQUHRNQ
5GHR�OQNBDCTQD�DWOK@HMR�GNV�SN�BNMgFTQD�@M�HMSQTRHNM�YNMD�HM�@�QDLNSD�GNRS�BNMSQNKKDQ�RN�SG@S�HMSQTRHNM�@K@QLR
@OOD@Q�HM�SGD�4TODQUHRNQ^R�@K@QL�BNMRNKD�

Prerequisites:
5GD�QDLNSD�GNRS�BNMSQNKKDQ�HR�HMRS@KKDC
�XNT�@QD�BNMMDBSDC�SN�HSR�RS@SHNM
�SGD�HMSQTRHNM�YNMD�@KQD@CX�DWHRSR�

��4SDO 5N�@RRHFM�SGD�QDKDU@MS�4TODQUHRNQ�EQNL�SGD�L@HM�LDMT
�BKHBJ$NMSQ$NMSQNKNKKDQ�4DSTOKDQ�4DSTO� *MSQTRHNM�4DSTO*MSQTRHNM�4DSTO�
*MSQTRHNM�;NMDR*MSQTRHNM�;NMDR
�CNTAKD�BKHBJ�@M�DWHRSHMF�HMSQTRHNM�YNMD
�BKHBJ�SGD(QNTOHMFS@A
�BKHBJ�"RRHFM�.NCD
	 

�RDKDBS�SGD�6M@RRHFMDC�4TODQUHRNQ�RS@SHNM
�@MC�BKHBJ�"RRHFM�	 
�

��4SDO 5N�QNTSD�HMSQTRHNM�YNMD�@K@QLR�SN�SGD�4TODQUHRNQ
�BKHBJ�SGD3DBHOHDMSRS@A
�BKHBJ�"RRHFM�.NCD�	 


RDKDBS�@M�TM@RRHFMDC�4TODQUHRNQ�QDBHOHDMS
�@MC�BKHBJ�"RRHFM�	 
�

��4SDO $KHBJ4@UD4@UD�

��4SDO 3DOKHB@SD�EQNL�SGD�4TODQUHRNQ�
5GD�4TODQUHRNQ�RS@SHNM�B@M�UHDV�@K@QLR�EQNL�SGD�QDLNSD�HMSQTRHNM�YNMD�

��4SDO *M�4TODQUHRNQ
�BKHBJ4XRSDL�4DSTO4XRSDL�4DSTO� *MSQTRHNM�;NMD*MSQTRHNM�;NMD
�CNTAKD�BKHBJ�SGD�HMSQTRHNM�YNMD�HM�SGD�S@AKD

BKHBJ�SGD3DBHOHDMSRS@A
�@MC�@RRHFM�SGD�BNMRNKD�QDBHOHDMS�NQ�NSGDQ�@OOKHB@AKD�QDBHOHDMS�

4DSSHMF�TO�@�RBGDCTKD�SN�@QL�@MC�CHR@QL�@M�HMSQTRHNM�YNMD
"�NOSHNM@K�RBGDCTKD�@RRNBH@SDC�VHSG�@M�HMSQTRHNM�YNMD�B@M�@QL�@MC�CHR@QL�@M�HMSQTRHNM�YNMD�@TSNL@SHB@KKX�

Prerequisites:
'NQ�@�BNLO@MX�VHCD�BNMgFTQ@SHNM
�XNT�@QD�TRHMF�SGD�VDA�6*�HM�SGD�4TODQUHRNQ�RS@SHNM��0SGDQVHRD
�XNT�@QD
TRHMF�SGD�VDA�6*�HM�SGD�BNMSQNKKDQ�RS@SHNM�

��4SDO 5N�ADFHM
�BKHBJ$NMSQ$NMSQNKNKKDQ�	4XRSDL
�4DSTOKDQ�	4XRSDL
�4DSTO� 4BGDCTKDR4BGDCTKDR�
5GD4BGDCTKDRUHDV�NODMR�

��4SDO 5N�BQD@SD�@�MDV�RBGDCTKD
�BKHBJ�SGD�"CC�ATSSNM�	 
�
5GD"CC�@�MDV�4BGDCTKD"CC�@�MDV�4BGDCTKDVHMCNV�NODMR�

��4SDO $GNNRDCustom
�@MC�BKHBJ0J0J �
5GD$GNNRD�@�6R@FD���$GNNRD�@�6R@FD���VHMCNV�NODMR�

��4SDO $KHBJ�SGD�BGDUQNM�SN�SGD�QHFGS�NEUsage
�RDKDBSIntrusion 
�@MC�BKHBJ�SGD�"RRHFM�ATSSNM�	

�@MC
BKHBJ0J0J �
5GD�4BGDCTKD�UHDV�NODMR�

��4SDO /@LD�SGD�RBGDCTKD
�ENQ�DW@LOKD
*MSQTRHNM�YNMD�

��4SDO $NMgFTQD�SGDDefault output RN�SG@Strue ��"QLDC
�@MCfalse ��%HR@QLDC�

��4SDO 0M�SGD4BGDCTKDQS@A
�RDS�TO�SGD�RBGDCTKD�RN�SG@S�SGD�YNMD�HR�CHR@QLDC�CTQHMF�VDDJC@XR�

��4SDO 5N�R@UD�XNTQ�BG@MFDR
�BKHBJ4@UD4@UD�

��4SDO &WONQS�SGD�RBGDCTKD�EQNL�SGD�4TODQUHRNQ�SN�SGD�QDLNSD�GNRS�BNMSQNKKDQ�RS@SHNM�

���4SDO "RRHFM�SGD�RBGDCTKD�SN�SGD�HMSQTRHNM�YNMDR�HM�SGD�4TODQUHRNQ�@MC�SGD�QDLNSD�GNRS�BNMSQNKKDQ�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD *MSQTRHNM�YNMD�L@M@FDLDMS

.@QBG���
����� ���



"RRHFMHMF�SGD�RBGDCTKD�SN�SGD�HMSQTRHNM�YNMD
'NQ�@�BNLO@MX�VHCD�RXRSDL�XNT�@RRHFM�SGD�RBGDCTKD�SN�SGD�HMSQTRHNM�YNMD�HM�ANSG�SGD�4TODQUHRNQ�@MC�SGD
QDLNSD�GNRS�BNMSQNKKDQ�

Prerequisites:
: NT�@QD�VNQJHMF�HM�SGD�4TODQUHRNQ�RS@SHNM
�ENKKNVDC�AX�VNQJHMF�HM�SGD�QDLNSD�BNMSQNKKDQ�RS@SHNM��5GD�HMSQTRHNM
YNMD�@KQD@CX�DWHRSR�

��4SDO 5N�ADFHM�HM�SGD�4TODQUHRNQ�RS@SHNM
�BKHBJ4XRSDL�4DSTO4XRSDL�4DSTO� *MSQTRHNM�4DSTO*MSQTRHNM�4DSTO� *MSQTRHNM�;NMDR*MSQTRHNM�;NMDR�

��4SDO 5N�RDKDBS�SGD�HMSQTRHNM�YNMD
�CNTAKD�BKHBJ�@�YNMD�@MC�BKHBJ�SGD*MSQTRHNM�;NMDS@A�

��4SDO $KHBJ�SGD�BGDUQNM�MDWS�SN�SGDZone Schedule OQNODQSX
�RDKDBS�SGD�RBGDCTKD�XNT�BQD@SDC�EQNL�SGD
3DE�$GNNRDQ3DE�$GNNRDQ
�@MC�BKHBJ0,0, �
5GD�M@LD�NE�SGD�RBGDCTKD�@OOD@QR�HM�SGDZone Schedule OQNODQSX�

Result
8GDM�SGD�RBGDCTKD�SQ@MRHSHNMR�SNtrue 
�SGD�RXRSDL�@QLR�SGD�YNMD�@MC�ODQENQLR�@MX�@RRNBH@SDC�@BSHNMR�

4DSSHMF�TO�@M�HMSQTRHNM�1*/
: NT�L@X�TRD�@�1*/�	1DQRNM@K�*CDMSHSX�/TLADQ
�SN�@QL�@MC�CHR@QL�@M�HMSQTRHNM�YNMD��"M�@RRNBH@SDC�RBGDCTKD
L@X�CDSDQLHMD�VGDM�SGD�1*/�HR�U@KHC�

Prerequisites:
6RHMF�SGD�VDA�6*
�XNT�@QD�BNMMDBSDC�SN�SGD�4TODQUHRNQ�RS@SHNM�

'NQ�@�RS@MC@KNMD�BNMgFTQ@SHNM
�XNT�BQD@SD�@M�HMSQTRHNM�1*/�HM�XNTQ�BNMSQNKKDQ�RS@SHNM��'NQ�@�BNLO@MX�VHCD
BNMgFTQ@SHNM
�XNT�RGNTKC�RDS�TO�HMSQTRHNM�1*/R�HM�SGD�4TODQUHRNQ�RS@SHNM�

��4SDO $KHBJ4XRSDL�4DSTO4XRSDL�4DSTO� *MSQTRHNM�4DSTO*MSQTRHNM�4DSTO� *MSQTRHNM�1*/R*MSQTRHNM�1*/R�

��4SDO 5N�@CC�@�1*/
�BKHBJ�"CC�	 
�

��4SDO &MSDQ�@�M@LD�ENQ�SGD�1*/�
5GHR�M@LD�LHFGS�HCDMSHEX�SGD�HMSQTRHNM�YNMD�

��4SDO &MSDQ�SGD�RBGDCTKD�@MC
�HE�@OOKHB@AKD
�SGD�SDM@MS�

��4SDO 'HM@KKX
�DMSDQ�SGD�1*/
�@MC�BKHBJ4@UD4@UD�

��4SDO *E�XNT�MDDC�LTKSHOKD�1*/R
�QDOD@S�SGDRD�RSDOR�ENQ�D@BG�1*/�

��4SDO 5N�BNLOKDSD�SGD�BNMgFTQ@SHNM
�BKHBJ4@UD4@UD�

"RRHFMHMF�@�1*/�SN�@M�HMSQTRHNM�YNMD
: NT�BQD@SD�@M�HMSQTRHNM�YNMD�1*/�HM�SGD�4TODQUHRNQ�RS@SHNM�@MC�@RRHFM�HS�HM�SGD�BNMSQNKKDQ�RS@SHNM�

Prerequisites:
: NT�@QD�TRHMF�SGD�VDA�6*�HM�SGD�4TODQUHRNQ�RS@SHNM��5GD�1*/�@MC�HMSQTRHNM�YNMD�DWHRS�

��4SDO 5N�ADFHM
�BKHBJ4XRSDL�4DSTO4XRSDL�4DSTO� *MSQTRHNM�4DSTO*MSQTRHNM�4DSTO� *MSQTRHNM�;NMDR*MSQTRHNM�;NMDR
�CNTAKS�BKHBJ�@M�HMSQTRHNM�YNMD

@MC�BKHBJ�SGD*MSQTRHNM�1HMRS@A�
5GDIntrusion Pins S@A�NODMR�

��4SDO 5N�UHDV�SGD�@U@HK@AKD�1*/R
�BKHBJ�SGD�"RRHFM�.NCD�ATSSNM�	
�

��4SDO 4DKDBS�@M�TM@RRHFMDC�1*/�@MC�BKHBJ�SGD�"RRHFM�ATSSNM�	
�

��4SDO "RRHFM�SGD�%HROK@X�,DXO@C�SN�SGD�QDLNSD�GNRS�BNMSQNKKDQ^R�HMSQTRHNM�YNMD�

*MSQTRHNM�YNMD�L@M@FDLDMS /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



1TRG�ATSSNM�ENQ�@QLHMF�@MC�CHR@QLHMF
: NT�L@X�@QL�@MC�CHR@QL�@M�HMSQTRHNM�YNMD�VHSG�@�G@QCV@QD�HMOTS
�RTBG�@R�@OTRGOTRGATSSNM�

5GD�OTRG�ATSSNM�HMOTS�CDUHBD�RGNTKC�AD�LNLDMS@QX�Q@SGDQ�SG@M�K@SBGHMF��5GD�RXRSDL�SNFFKDR�SGD�YNMD�RS@STR
DUDQX�SHLD�HS�@BSHU@SDR�SGD�@RRNBH@SDC�HMOTS��5GD�RXRSDL�HMHSH@SDR�SGD�@QL�VHSG�CDK@X�ETMBSHNM�VGDM�XNT�@BSHU@SD
SGD�ATSSNM�@MC�CHR@QLR�SGD�YNMD��*E�SGD�YNMD�HR�MNS�RDBTQDC
�HS�VHKK�MNS�@QL��5GDQD�HR�MN�EDDCA@BJ�SN�SGD�TRDQ
VHSG�SGHR�LDSGNC�TMKDRR�XNT�HMRS@KK�@CCHSHNM@K�G@QCV@QD�

/H@F@Q@5NTBG�CHROK@X
5GD�LNAHKD/H@F@Q@5NTBG�CHROK@X�KNBJR�CNVM�SGD�AQNVRDQ�SN�@�RODBHgB�63-�@MC�RDQUDR�@R�@M�HMSQTRHNM�YNMD
@QLHMF�@MC�CHR@QLHMF�JDXO@C��$KHDMS�BDQSHgB@SD�@TSGDMSHB@SHNM�@TSNL@SHB@KKX�KNFR�HM�SGD�CHROK@X�SN�@�BNMSQNKKDQ
RS@SHNM��5GHR�RDBSHNM�RDSR�TO�@/H@F@Q@5NTBG�CHROK@X�VHSG�@�BKHDMS�BDQSHgB@SD�@MC�BNMMDBSR�HS�SN�@�BNMSQNKKDQ
RS@SHNM��5GD�CHROK@X�QTMR�SGD�"MCQNHC�NODQ@SHMF�RXRSDL�

4S@MC@QC�SNNKR�@MC�BDQSHgB@SD�@TSGDMSHB@SHNM�RTOONQS�SGD�CHROK@X��:NT�VHKK�MDDC�@�RDO@Q@SD�CHROK@X
�BDQSHgB@SD

CHROK@X�TRDQ�@MC�M@U�gKD�ENQ�D@BG�YNMD��5N�R@UD�5HLD
/H@F@Q@�����HMBKTCDR�@�R@LOKD�1W�UHDV�VHSG�@M�NMRBQDDM
JDXO@C
�CDE@TKS�TRDQ�@MC�QNKD�HM�@�QDRSNQD�CHRSQHATSHNM�gKD��5GD�1W�gKD�HR�@KRN�@U@HK@AKD�HM�SGD�1W�ENKCDQ�NE�SGD
4TODQUHRNQ�RS@SHNM�

NOTE: "RRHFMHMF�@�TRDQ�BDQSHgB@SD�QDPTHQDR�SGD'NW4DQUHBD'NW4DQUHBD@MC88 DA4DQUHBDDA4DQUHBDSN�QDRS@QS��5N�@UNHC�CHRQTOSHMF�C@HKX
NODQ@SHNMR
�BNMgFTQD�@�MDV/H@F@Q@5NTBG�CHROK@X�@ESDQ�GNTQR�

'HKDR
$NMgFTQHMF�SGD/H@F@Q@5NTBG�CHROK@X�HMUNKUDR�RDUDQ@K�gKDR��"R�@�ADRS�OQ@BSHBD
�S@JD�SHLD�SN�HCDMSHEX�VGDQD�XNT
VHKK�R@UD�SGDRD�gKDR�RN�SG@S�XNT�B@M�D@RHKX�gMC�SGDL�VGDM�XNT�MDDC�SGDL�

: NT�B@M�M@LD�XNTQ�gKDR�CHEEDQDMSKX�EQNL�SGD�M@LDR�TRDC�HM�SGHR�S@AKD��5GDRD�M@LDR�@QD�TRDC�@R�DW@LOKDR�HM
SGDRD�BNMgFTQ@SHNM�OQNBDCTQDR�

File Wher e stor ed Comments

$DQSHgB@SD��ODL
gKD

6RDQ�GNLD�C:/Users/<User
Name>/<Software
version>/tridium/
certManagement

5GHR�gKD�VHKK�QDRHCD�HM�SGD�6RDQ�,DX�4SNQD�NE�SGD�QDLNSD�BNMSQNKKDQ�RS@SHNM�
5GD�QDLNSD�BNMSQNKKDQ�HR�SGD�BKHDMS�HM�SGHR�BKHDMS�RDQUDQ�QDK@SHNMRGHO�

$DQSHgB@SD��ODL
gKD�VHSG�JDX�@MC
�O���gKD

C:\certs 5GHR�O@SG�RGNTKC�AD�RGNQS�ADB@TRD�XNT�DMSDQ�HS�VGDM�TRHMF�0ODM44-�SN
BNMUDQS�@��ODL�BDQSHgB@SD�gKD�SN�@��O���gKD�

5GHR�BDQSHgB@SD�HR�CDRSHMDC�ENQ�SGD�CHROK@X
�VGHBG�HR�SGD�RDQUDQ
HM�SGHR�BKHDMS�RDQUDQ�QDK@SHNMRGHO�

1W�O@FD 4S@S4S@SHNMHNM� 'HKDR'HKDRHM�SGD�BNMSQNKKDQ�RS@SHNM 5GHR�O@FD�OQNUHCDR�@�R@LOKD�HMSQTRHNM�JDXO@C�SN�@OOD@Q�NM�SGD�CHROK@X�

#DENQD�XNT�TRD�SGD�'HKD�$NOHDQ�TSHKHSX�SN�BNOX�SGHR�gKD�SN�SGD
BNMSQNKKDQ�RS@SHNM^R�'HKDR�ENKCDQ
�OTS�HS�NM�XNTQ�1$�HM�@�KNB@SHNM
SG@S�HR�D@RX�SN�gMC�

/@U�gKD 4S@S4S@SHNMHNM� 'HKDR'HKDRHM�SGD�BNMSQNKKDQ�RS@SHNM 5GHR�gKD�SDKKR�SGD�CHROK@X�SN�NODM�SGD�NMRBQDDM�JDXO@C�VGDM�RNLDNMD�KNFR
HM�

1QDQDPTHRHSDR
5N�HMRS@KK�@MC�BNMgFTQD�SGD/H@F@Q@5NTBG�CHROK@X�XNTQ�BNMgFTQ@SHNM�MDDCR�SGDRD�OQDQDPTHRHSDR�

a 6O�SN�@��(#�64#�SGTLA�CQHUD

a 6O�SN�@M��(#�.HBQN4%�B@QC

5GDRD�BNLONMDMSR�LTRS�MNS�DWBDDC�SGDRD�RHYDR�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD *MSQTRHNM�YNMD�L@M@FDLDMS

.@QBG���
����� ���



$DQSHEHB@SD�@MC�@TSGDMSHB@SHNM�RDSTO

$QD@SHMF�@MC�DWONQSHMF�SGD�BKHDMS�BDQSHEHB@SD
"�BDQSHgB@SD�@TSGDMSHB@SDR�SGD�CHROK@X�SN�SGD�RS@SHNM�SG@S�L@M@FDR�SGD�CDUHBD��:NT�MDDC�@�RDO@Q@SD�BDQSHgB@SD
ENQ�D@BG�CHROK@X�

Prerequisites:
: NT�@QD�VNQJHMF�HM8 NQJADMBGBNMMDBSDC�SN�SGD�RS@SHNM�SG@S�L@M@FDR�SGD�CHROK@X�CDUHBD�

��4SDO 5N�BQD@SD�@�BKHDMS�BDQSHgB@SD
�DWO@MC$NMgF$NMgF� 4DQUHBDR4DQUHBDR� 1K@SENQL4DQUHBDR1K@SENQL4DQUHBDR
�CNTAKD�BKHBJ
$DQS.@M@FDQ4DQUHBD$DQS.@M@FDQ4DQUHBD@MC�BKHBJ/DV/DV �
5GD(DMDQ@SD�4DK(DMDQ@SD�4DKE�4HFMDC�$DQSE�4HFMDC�$DQSHgB@SDHgB@SDVHMCNV�NODMR�

��4SDO &MSDQ�U@KTDR�ENQ�@S�KD@RS�SGDRD�QDPTHQDC�OQNODQSHDR�

a Alias OQNUHCDR�SGD�BDQSHgB@SD�M@LD��&MSDQ�HS�@R�_BDQS�`�5GHR�HR�@�QDPTHQDC�M@LD�

a Common NameRGNTKC�L@SBG�SGD�CHROK@X�TRDQ�XNT�VHKK�RDS�TO�VHSG�BDQSHgB@SD�@TSGDMSHB@SHNM�

a Organization HR�XNTQ�BNLO@MX�

a Country Code HR�SGD�SVN�BG@Q@BSDQ�*40�$0%&�XNT�B@M�gMC�@Scountrycode.org �

��4SDO 4DKDBSClient ENQCertificate Usage @MC�BKHBJ0,0, �

*MSQTRHNM�YNMD�L@M@FDLDMS /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



5GD�BDQSHgB@SD�@OOD@QR�HM�SGD6RDQ�,DX�4SNQD�

5GD�MDWS�RSDO�DWONQSR�SGD�BDQSHgB@SD�RN�SG@S�XNT�B@M�@RRNBH@SD�HS�VHSG�SGD�CHROK@X�TRDQ�XNT�ITRS
BQD@SDC�

��4SDO 5N�DWONQS�SGD�BDQSHgB@SD
�RDKDBS�HS�HM�SGD6RDQ�,DX�4SNQD@MC�BKHBJ&WONQS&WONQS�
5GD�BDQSHgB@SD�gKD�HR�KNB@SDC�GDQD� C:\Users\ <<your user> >\ <<Niagara
Version> >\tridium\certManagement VGDQD�

a <<your user> > HR�XNTQ�TRDQ�M@LD

a <<Niagara Version> > HR�SGD�ENKCDQ�SG@S�BNMS@HMR�SGD/H@F@Q@RNESV@QD

5GD$DQS$DQSHgB@SD�&WONQSHgB@SD�&WONQSVHMCNV�NODMR�

%N�MNS�DWONQS�SGHR�BDQSHgB@SD�VHSG�HSR�OQHU@SD�JDX�

��4SDO 5N�BNMSHMTD
�BKHBJ0,0, 
�RSNQD�SGD�BDQSHgB@SD^R.pem gKD�VGDQD�XNT�B@M�gMC�HS�K@SDQ�@MC�BKHBJ0,0, @F@HM
SN�BKNRD�SGD$DQS$DQSHgB@SD�&WONQSHgB@SD�&WONQSVHMCNV�

Next steps
5GD�MDWS�RSDO�RDSR�TO�RHMFKD�RHFM�NM�HM�SGD"TS"TSGDMSGDMSHB@SHB@SHNM4DQUHBDHNM4DQUHBD�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD *MSQTRHNM�YNMD�L@M@FDLDMS

.@QBG���
����� ���



4DSSHMF�TO�@TSGDMSHB@SHNM
$KHDMS�@TSGDMSHB@SHNM�UDQHgDR�SG@S�@�JDXO@C�TRDQ�HR�@TSGNQHYDC�SN�BNMMDBS�SN�SGD�RDBTQHSX�RXRSDL��5GHR�TRDQ�HR�MNS
@�ODQRNM
�Q@SGDQ�HS�QDOQDRDMSR�SGD/H@F@Q@5NTBG�CHROK@X�

Prerequisites:
: NT�@QD�VNQJHMF�HM8 NQJADMBGBNMMDBSDC�SN�SGD�RS@SHNM�SG@S�L@M@FDR�SGD�CHROK@X�CDUHBD��5GD�RS@SHNM�G@R�@M
"TSGDMSHB@SHNM4DQUHBD�HM�SGD�4DQUHBDR�ENKCDQ�

��4SDO &WO@MC$NMgF$NMgF� 4DQUHBDR4DQUHBDR� "TS"TSGDMSGDMSHB@SHB@SHNM4DQUHBDHNM4DQUHBD� "TS"TSGDMSGDMSHB@SHB@SHNM4BGDLDRHNM4BGDLDR�
#X�CDE@TKS
�SGHR�RS@SHNM�BNLDR�VHSG�NMD$K$KHDMS$DQS"TSHDMS$DQS"TSG4BGDLDG4BGDLD�

��4SDO *E�XNT�MDDC�@�RDBNMC�RBGDLD
�NODM�SGDBKHDMS$DQS"TSGO@KDSSD�@MC�CQ@F�SGD
$K$KHDMS$DQS"TSHDMS$DQS"TSG4BGDLDG4BGDLDBNLONMDMS�EQNL�SGD�O@KDSSD�SN�SGD"TS"TSGDMSGDMSHB@SHB@SHNM�4BGDLDRHNM�4BGDLDRMNCD�TMCDQ
SGD"TS"TSGDMSGDMSHB@SHB@SHNM4DQUHBDHNM4DQUHBD�

��4SDO %NTAKD�BKHBJ440�$NMgFTQ@S440�$NMgFTQ@SHNMHNM	SGHR�BNLONMDMS�HR�@S�SGD�R@LD�KDUDK�@R"TS"TSGDMSGDMSHB@SHB@SHNM�4BGDLDRHNM�4BGDLDR
TMCDQ�SGD"TS"TSGDMSGDMSHB@SHB@SHNM4DQUHBDHNM4DQUHBD
�

*MSQTRHNM�YNMD�L@M@FDLDMS /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



5GD�440�$NMgFTQ@SHNM"9�1Q"9�1QNODQSX�4GDDSNODQSX�4GDDSNODMR�

��4SDO 4DSAuto Attempt Single Sign-On SNtrue 
�BNMgQL�SG@SIgnore Auto SSO if User Cookie
Present HR�RDS�SNfalse @MC�BKHBJ4@UD4@UD�

Next steps
5GD�MDWS�RSDO�@RRNBH@SDR�SGD�DWONQSDC�BDQSHgB@SD�VHSG�SGD�CHROK@X�TRDQ�

4DSSHMF�TO�@�CHROK@X�TRDQ
5GHR�RXRSDL�TRDQ�QDOQDRDMSR�SGD/H@F@Q@5NTBG�CHROK@X
�VGHBG�HR�@TSGNQHYDC�SN�BNMMDBS�SN�SGD�RS@SHNM�@MC
RGNTKC�AD�BNMgFTQDC�VHSG�SGD�LNRS�QDRSQHBSHUD�QNKD�@MC�ODQLHRRHNMR�ONRRHAKD��5GHR�OQNBDCTQD�BQD@SDR�SGHR�TRDQ
@MC�@RRHFMR�SGD�@TSGDMSHB@SHNM�BDQSHgB@SD�XNT�BQD@SDC�SN�SGHR�TRDQ��: NT�VHKK�MDDC�@�RDO@Q@SD�TRDQ�ENQ�D@BG
CHROK@X�

Prerequisites:
: NT�@QD�VNQJHMF�HM8 NQJADMBGBNMMDBSDC�SN�SGD�RS@SHNM�SG@S�L@M@FDR�SGD�HMSQTRHNM�YNMDR�

��4SDO &WO@MC$NMgF$NMgF� 4DQUHBDR4DQUHBDR@MC�CNTAKD�BKHBJ�SGD6RDQ4DQUHBD6RDQ4DQUHBD�
5GD6RDQ�.@M@FDQ6RDQ�.@M@FDQNODMR�

��4SDO 5N�BQD@SD�SGD�TRDQ�ENQ�SGD�BKHDMS�BDQSHgB@SD�XNT�BQD@SDC
�BKHBJ/DV/DV 
�RDKDBS�SGD�MTLADQ�NE�TRDQR�SN
BQD@SD�@MC�BKHBJ0,0, �

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD *MSQTRHNM�YNMD�L@M@FDLDMS

.@QBG���
����� ���



5GD/DV/DV UHDV�NODMR�

��4SDO &MSDQ�U@KTDR�ENQ�@S�KD@RS�SGDRD�OQNODQSHDR�

a NameB@M�AD�SGDCommon NameXNT�TRDC�ENQ�SGD�BDQSHgB@SD�

a Roles 
�ENQ�MNV�@RRHFM�SGDadmin QNKD��:NT�VHKK�BG@MFD�SGHR�K@SDQ�SN�SGD�LNRS�QDRSQHBSHUD�QNKD�

a 6MCDQAuto Logoff Settings 
�QDLNUD�SGD�BGDBJ�L@QJ�SN�RDKDBSfalse ENQAuto Logoff
Enabled �

a Authentication Scheme 
�RDS�SNClientCertAuthScheme �

��4SDO 5N�@BBDOS�SGD�BG@MFDR�@MC�R@UD�SGD�TRDQ
�BKHBJ0,0, �

*MSQTRHNM�YNMD�L@M@FDLDMS /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



5GD�RNESV@QD�@KDQSR�XNT�SG@S�SGD�BQDCDMSH@KR�ENQ�SGD�TRDQ�MDDC�SN�AD�TOC@SDC�

��4SDO 5N�@RRHFM�SGD�BDQSHgB@SD�SN�SGHR�TRDQ
�NODM�SGD�TRDQ�@F@HM�AX�CNTAKD�BKHBJHMF6RDQ4DQUHBD6RDQ4DQUHBD
�RDKDBS�SGD
TRDQ�XNT�ITRS�BQD@SDC�@MC�BKHBJ&C&CHSHS�
5GD&C&CHSHSVHMCNV�NODMR�

��4SDO 4BQNKK�CNVM�SN"TS"TSGDMSGDMSHB@SNQHB@SNQ@MC�TMCDQ$DQS$DQSHgB@SDHgB@SD
�BKHBJ$GNNRD�'HKD$GNNRD�'HKD�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD *MSQTRHNM�YNMD�L@M@FDLDMS

.@QBG���
����� ���



" 'HKD�$GNNRDQ'HKD�$GNNRDQVHMCNV�NODMR�

��4SDO /@UHF@SD�SN�SGD�BKHDMS�BDQSHgB@SD�XNT�BQD@SDC�@MC
�SN�@RRHFM�SGD�BDQSHgB@SD�SN�SGHR�TRDQ
�RDKDBS�SGD
BDQSHgB@SD�@MC�BKHBJ0ODM0ODM�
*E�XNT�TRDC�SGD�CDE@TKS�KNB@SHNM
�CNTAKD�BKHBJ6RDQ�)NLD6RDQ�)NLD$DQS.@M@FDLDMS$DQS.@M@FDLDMS�
5GD�RXRSDL�@CUHRDR�XNT�SG@S�SGD'NW4DQUHBD'NW4DQUHBD@MC88 DA4DQUHBDDA4DQUHBDMDDC�SN�QDRS@QS�

��4SDO 5N�R@UD�SGD�BG@MFD�XNT�ITRS�L@CD
�BKHBJ0,0, �

Next steps
/DWS
�ENQ/H@F@Q@����@MC�D@QKHDQ
�XNT�DWONQS�SGD�R@LD�BDQSHgB@SD
�ATS�SGHR�SHLD�VHSG�HSR�OQHU@SD�JDX��5GDM
�ENQ�@KK
UDQRHNMR�XNT�@CC�SGD�BDQSHgB@SD�SN�SGD�RDQUDQ�RNBJDS^R�5QTRS"MBGNQ�KHRS��:NT�VHKK�QDSTQM�SN�SGHR�TRDQ�SN�BNMgFTQD
LNQD�OQNODQSHDR�K@SDQ�

&WONQSHMF�SGD�BDQSHEHB@SD�VHSG�HSR�OQHU@SD�JDX�	/H@F@Q@����

*E�XNT�@QD�TRHMF/H@F@Q@����XNT�L@X�DWONQS�SGD�CHROK@X�BDQSHgB@SD�VHSG�HSR�OQHU@SD�JDX��5GHR�OQNUHCDR�SGD�LNRS
QNATRS�RDBTQHSX�ENQ�C@S@�BNLLTMHB@SHNM�

*MSQTRHNM�YNMD�L@M@FDLDMS /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



Prerequisites:
: NT�@QD�TRHMF/H@F@Q@����NQ�D@QKHDQ��: NT�@QD�VNQJHMF�HM8 NQJADMBGQTMMHMF�NM�@�1$��:NT�@QD�BNMMDBSDC�SN�SGD
RS@SHNM�SG@S�L@M@FDR�SGD�CHROK@X�CDUHBD�

*E�XNT�@QD�TRHMF/H@F@Q@�����NQ�K@SDQ�XNT�CN�MNS�MDDC�SN�DWONQS�SGD�BDQSHgB@SD�VHSG�HSR�OQHU@SD�JDX��:NT�B@M�TRD
SGD��ODL�gKD�XNT�DWONQSDC�SN�BNMgFTQD�SGD6RDQ4DQUHBD6RDQ4DQUHBD��0ODM44-�CNDR�MNS�RTOONQS��ODL�gKDR�@MC�OQHU@SD
JDXR�DWONQSDC�EQNL /H@F@Q@������

NOTE: 5GD�OQHU@SD�JDX�NE�SGD�RDQUDQ�BDQSHgB@SD�U@KHC@SDR�SGD�OTAKHB�JDX�OQDRDMSDC�SN�SGD�CHROK@X�AX�SGD�BKHDMS
RS@SHNM��"�RDQUDQ�BDQSHgB@SD�VHSGNTS�@�OQHU@SD�JDX�HR�KDRR�RDBTQD�SG@M�NMD�VHSG�HSR�OQHU@SD�JDX��8HSGNTS�SGD
DMBQXOSHNM�NE�SGD�OQHU@SD�JDX
�@�L@KHBHNTR�TRDQ�BNTKC�HMRS@KK�SGD�BDQSHgB@SD�HMSN�CDUHBDR�SG@S�RGNTKC�MNS�AD
@KKNVDC�SN�L@JD�@�BNMMDBSHNM��)NVDUDQ
�VGDM�@�1*/�HR�HMUNKUDC
�@R�HS�HR�VHSG�@QLHMF�@MC�CHR@QLHMF�@M�HMSQTRHNM
YNMD
�SGD�QHRJ�HR�KNV�

��4SDO 5N�DWONQS�SGD�BDQSHgB@SD�VHSG�HSR�OQHU@SD�JDX
�DWO@MC$NMgF$NMgF� 4DQUHBDR4DQUHBDR� 1K@SENQL4DQUHBDR1K@SENQL4DQUHBDR�
CNTAKD�BKHBJ$DQS.@M@FDQ4DQUHBD$DQS.@M@FDQ4DQUHBD��HM�SGD6RDQ�,DX�4SNQ6RDQ�,DX�4SNQDD
�RDKDBS�SGD�BDQSHgB@SD�XNT�BQD@SDC�@MC
BKHBJ&WONQS&WONQS�
5GD$DQS$DQSHgB@SD�&WONQSHgB@SD�&WONQSVHMCNV�NODMR�

��4SDO &M@AKDExport the private key 
�BQD@SD�@MC�BNMgQL�@�RSQNMF�O@RRVNQC�SN�OQNSDBS�SGD�JDX

QDBNQC�SGD�O@RRVNQC�HM�@�R@ED�KNB@SHNM�@MC�BKHBJ0,0, �
" 'HKD�$GNNRDQ'HKD�$GNNRDQVHMCNV�NODMR�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD *MSQTRHNM�YNMD�L@M@FDLDMS

.@QBG���
����� ���



��4SDO 4@UD�SGD�gKD�HM�@�KNB@SHNM�NSGDQ�SG@M�SGD�KNB@SHNM�XNT�TRDC�ENQ�SGD�gQRS�R@UD
�ENQ�DW@LOKD

C:\certs �
4HMBD�XNT�VHKK�TRD�@M�0ODM44-�BNLL@MC�OQNLOS�SN�BNMUDQS�SGD��ODL�gKD�SN�@��O���gKD
�@�RGNQS
O@SG�VHKK�L@JD�HS�D@RHDQ�SN�DMSDQ�SGD�BNLL@MCR�

Result
5GD�MDWS�OQNBDCTQD�CNVMKN@CR�0ODM44-�SN�BQD@SD�@��O���BDQSHgB@SD�

1QDO@QHMF�SGD��O���RDQUDQ�BDQSHEHB@SD
0ODM44-�BNMUDQSR�@��ODL�BDQSHgB@SD�gKD�SN�@��O���BDQSHgB@SD�gKD��5GD�CHROK@X�QDBNFMHYDR�SGHR�ENQL@S�

Prerequisites:
: NT�@QD�VNQJHMF�HM8 NQJADMBGQTMMHMF�NM�@�1$��:NT�@QD�BNMMDBSDC�SN�SGD�RS@SHNM�SG@S�L@M@FDR�SGD�CHROK@X
CDUHBD�

��4SDO %NVMKN@C�SGD�@OOQNOQH@SD�UDQRHNM�NE�0ODM44-�ENQ�8HMCNVR�@MC�HMRS@KK�HS�
.TK SHOKD�RHSDR�OQNUHCD�OQD�BNLOHKDC�DWDBTS@AKDR��'NQ�DW@LOKD
�XNT�B@M�CNVMKN@C�HS�EQNL�GDQD�
https://slproweb.com/products/Win32OpenSSL.html �

.NQD�HMENQL@SHNM�@ANTS�0ODM44-�HR�@U@HK@AKD�GDQD� https://www.openssl.org/source/

5GHR�:NT5TAD�UHCDN�OQNUHCDR�@�STSNQH@K�ENQ�RDSSHMF�TO�0ODM44-�https://www.youtube.com/
watch?v=jSkQ27sTto0

��4SDO 'NKKNV�SGD�HMRSQTBSHNMR�SN�HMRS@KK�0ODM44-�

��4SDO 0ODM�@M�0ODM44-�BNLL@MC�OQNLOS�@MC�BG@MFD�XNTQ�CHQDBSNQX�SN�SGD�ENKCDQ�SG@S�BNMS@HMR�SGD
BDQSHgB@SD�XNT�DWONQSDC
�ENQ�DW@LOKD�cd\certs �

��4SDO 5N�QTM�SGD�0ODM44-�BNMUDQRHNM�EQNL�SGD�BNLL@MC�OQNLOS
�SXOD�SGHR�BNLL@MC�@MC�OQDRR&MSDQ&MSDQ�
openssl pkcs12 -export -out cert.p12 -in <your cert> -inkey <your
cert>.pem

5GD�NTSOTS�BDQSHgB@SD�M@LD�LTRS�ADcert.p12 �

0ODM44-�OQNLOSR�XNT�SN�DMSDQ�SGD�O@RR�OGQ@RD�ENQ�SGD/H@F@Q@����	NQ�D@QKHDQ
�BDQSHgB@SD�XNT
DWONQSDC�VHSG�SGD�OQHU@SD�JDX�

��4SDO %N�NMD�NE�SGD�ENKKNVHMF�

a 'NQ/H@F@Q@����
�DMSDQ�SGD�O@RRVNQC�XNT�BQD@SDC�VGDM�XNT�DWONQSDC�SGD�BDQSHgB@SD�VHSG�HSR
OQHU@SD�JDX�

a 'NQ/H@F@Q@�����
�OQDRR&MSDQ&MSDQ�
0ODM44-�OQNLOSR�XNT�SN�BQD@SD�@MC�BNMgQL�HSR�O@RRVNQC��#NSG�BDQSHgB@SDR�VHSG�@MC�VHSGNTS�@M
DWONQS�OQHU@SD�JDX�QDPTHQD�SGHR��O���O@RRVNQC�

��4SDO &MSDQ
�UDQHEX�@MC�QDBNQC�SGHR�O@RRVNQC�HM�@�R@ED�OK@BD�
0ODM44-�BQD@SDR�@�MDV�BDQSHgB@SD�VHSG�SGD��O���DWSDMRHNM�@MC�@RRNBH@SDC�O@RRVNQC�

��4SDO $NMgQL�SG@S�SGD�MDV�BDQSHgB@SD�DWHRSR�@MC�LNUD�HS�SN�@�RDBTQD�KNB@SHNM�
: NT�CN�MNS�V@MS�@M�TM@TSGNQHYDC�ODQRNM�SN�G@UD�@BBDRR�SN�SGHR�BDQSHgB@SD�

Next steps
5GD�MDWS�RSDO�HR�SN�HMRS@KK�SGD��O���BDQSHgB@SD�HM�SGD�CHROK@X�

*MRS@KKHMF�SGD��O���BDQSHEHB@SD
5GD�CHROK@X�QDPTHQDR�SGD�RDQUDQ�BDQSHgB@SD�SN�L@JD�@�RDBTQD�BNMMDBSHNM�SN�SGD�RS@SHNM�

Prerequisites:
: NTQ�CHROK@X�HR�BG@QFDC�@MC�QD@CX�SN�TRD��:NTQ�MDSVNQJ�QNTSDQ�HR�VHSGHM�Q@MFD�RN�SG@S�SGD�CHROK@X�B@M�BNMMDBS�SN
HS�TRHMF�8H'H�

*MSQTRHNM�YNMD�L@M@FDLDMS /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



��4SDO 4@UD�SGD��O���BDQSHgB@SD�SN�@�64#�SGTLA�CQHUD�NQ�.HBQN4%�B@QC�
5GD�64#�@C@OSDQ�BNLDR�VHSG�SGD�CHROK@X�TMHS�

��4SDO 6RD�SGD�@C@OSDQ�SN�BNMMDBS�SGD�64#�SGTLA�CQHUD�SN�SGD�CHROK@X^R�LHMH�64#�BNMMDBSNQ�NQ�HMRDQS�SGD
.HBQN4%�B@QC�

��4SDO 5TQM�NM�SGD�CHROK@X�	SGD�NM�NEE�ATSSNM�HR�SGD�RL@KK�ATSSNM�SN�SGD�QHFGS�NE�SGD�LHMHb64#�QDBDOS@BKD
NM�NMD�DMC�NE�SGD�CHROK@X
�
"�RS@QS�TO�ROK@RG�RBQDDM�NODMR�ENKKNVDC�AX�@�RBQDDM�VHSG�SGHR�HMRSQTBSHNM�55"1�)&3&�'03"1�)&3&�'03
4&55*/(44&55*/(4 @R�SGD�CDUHBD�BNMMDBSR�SN�XNTQ�KNB@K�@QD@�MDSVNQJ�

��4SDO 5@O55"1�)&3&�'03�4&55*/(4"1�)&3&�'03�4&55*/(4 �

5GD�CHROK@X�gMCR�SGD�BDQSHgB@SD�NM�SGD�SGTLA�CQHUD�NQ�.HBQN4%�B@QC
�HLONQSR�HS�@MC�NODMR�SGD
$DQS$DQSHgB@SD�"TSHgB@SD�"TSGGVHMCNV�

*E
�ENQ�@MX�QD@RNM
�XNT�MDDC�SN�QDSTQM�SN�SGD�gQRS�RBQDDM�SG@S�QD@CR
55"1�)&3&�'03�4&55*/(4"1�)&3&�'03�4&55*/(4 

OQDRR�SGD�NM�NEE�ATSSNM
�@MC�RDKDBSRestart �

��4SDO 6RHMF�SGD�NMRBQDDM�JDXO@C
�DMSDQ�SGD�O@RRVNQC�XNT�BQD@SDC�VGDM�XNT�DWONQSDC�SGD�BDQSHgB@SD
TRHMF�0ODM44-�@MC�S@O4"4" 7&�$&37&�$&3 5*'*$"5*'*$" 5&5&�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD *MSQTRHNM�YNMD�L@M@FDLDMS

.@QBG���
����� ���



5GD/DSVNQJR�@MC�$NMSDMS�4NTQ/DSVNQJR�@MC�$NMSDMS�4NTQBDRBDRUHDV�NODMR�

0M�SGD�KDES
�TMCDQ�_4NTQBDR�UHRHAKD�NM�BTQQDMS�MDSVNQJ`�HR�SGD�KHRS�NE�CDUHBDR�SG@S�@QD�BNMMDBSDC
SN�XNTQ�MDSVNQJ�

��4SDO 6RHMF�SGD�*1�@CCQDRR�NE�SGD�QDLNSD�BNMSQNKKDQ�RS@SHNM
�RBQNKK�CNVM�SGD�KHRS�NM�SGD�KDES
�gMC�SGD
BNMSQNKKDQ�@MC�S@O�SGD�AKTD
�QHFGS�ONHMSHMF�@QQNV�
5GD�BNMSQNKKDQ�@OOD@QR�TMCDQ�SGD�_%HROK@X�$NMSDMS�HM�,HNRJ�.NCD`�KHRS�

5GD�CHROK@X�RTOONQSR�NMKX�NMD�RNTQBD�@S�@�SHLD��*E�LNQD�SG@M�NMD�RNTQBD�@OOD@QR�HM�SGD�KHRS�NM�SGD
QHFGS
�RVHOD�SN�SGD�KDES�NUDQ�SGD�RNTQBD�XNT�CN�MNS�MDDC��5GHR�DWONRDR�@�CDKDSD�NOSHNM�	VGHSD�9
NM�@�QDC�RPT@QD
��5@O�SGHR�9�SN�CDKDSD�SGD�DWSQ@�NOSHNM�

��4SDO &WO@MC�SGD�RNTQBD�AX�S@OOHMF�SGD�CNVM�@QQNV�@MC�S@O�SN�STQM�NMUse https �
5GHR�DM@AKDR�RDBTQD�BNLLTMHB@SHNM�ADSVDDM�SGD�CHROK@X�@MC�BNMSQNKKDQ�RS@SHNM�

��4SDO 5N�OQDUHDV�SGD�BNMMDBSHNM
�S@O13&7*&813&7*&8 �

��4SDO "RRTLHMF�SGD�BNMMDBSHNM�VNQJR�@R�DWODBSDC
�S@O-"6/$)-"6/$) �
5GD�CHROK@X�BNMMDBSR�SN�SGD�BNMSQNKKDQ�RS@SHNM�TRHMF�BDQSHgB@SD�@TSGDMSHB@SHNM�

���4SDO *M�SGD�AQNVRDQ
�RDKDBSLog in with SSO TRHMF�SGD�TRDQ�XNT�BQD@SDC�HM�SGD�RS@SHNM�
: NT�CN�MNS�MDDC�SN�HMOTS�@�O@RRVNQC�@R�SGD�CHROK@X�QDBNFMHYDR�SGD�BDQSHgB@SD�XNT�HMRS@KKDC��5GD
CHROK@X�@TSNL@SHB@KKX�KNFR�HM�TRHMF�SGHR�TRDQ�D@BG�SHLD�HS�QDANNSR�

$NMEHFTQ@SHNM

"RRNBH@SHMF�SGD�CHROK@X�VHSG�HSR�YNMD
5GD�RS@SHNM�SG@S�BNMSQNKR�XNTQ�HMSQTRHNM�YNMD	R
�HR�SGD�NMD�SN�VGHBG�XNTQ/H@F@Q@5NTBG�CHROK@X�BNMMDBSR��5GHR
OQNBDCTQD�TRDR�SGD�VDA�6*�

Prerequisites:
: NT�BQD@SDC�XNTQ�@TSGDMSHB@SHNM�BDQSHgB@SD�@MC�G@UD�RDS�TO�XNTQ�CHROK@X��:NT�@QD�VNQJHMF�HM�SGD�VDA�6*�@MC�@QD
BNMMDBSDC�SN�SGD�RS@SHNM�SG@S�L@M@FDR�XNTQ�ATHKCHMFR̂�HMSQTRHNM�YNMDR�

��4SDO *E�MDDCDC
�RDS�TO�NMD�NQ�LNQD�HMSQTRHNM�YNMDR�ENKKNVHMF�SGD�OQNBDCTQD�D@QKHDQ�HM�SGHR�BG@OSDQ�

��4SDO 5N�@CC�@�CHROK@X
�M@UHF@SD�SN$NMSQ$NMSQNKNKKDQ�4DSTOKDQ�4DSTOLDMT
�RDKDBS*MSQTRHNM�4DSTO*MSQTRHNM�4DSTO� *MSQTRHNM�%HROK@XR*MSQTRHNM�%HROK@XR
@MC�BKHBJ�SGD�"CC�ATSSNM�	 
�
5GD*MSQTRHNM�%HROK@XS@A�NODMR�

��4SDO $NMgFTQD�SGDRD�OQNODQSHDR�

*MSQTRHNM�YNMD�L@M@FDLDMS /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



(HUD�SGD�CHROK@X�@Display Name �

$G@MFDSmart Key Device SNnone �

��4SDO 5N�@CC�@M�HMSQTRHNM�1*/�NQ�1*/R
�RDKDBStrue ENQArming Pin Required �

��4SDO 5N�@RRHFM�SGD�HMSQTRHNM�YNMD�SN�@�CHROK@X
�BKHBJ�SGD*MSQTRHNM�;NMDRS@A
�BKHBJ�SGD�"RRHFM�.NCD
ATSSNM�	 

�RDKDBS�@M�TM@RRHFMDC�YNMD�@MC�BKHBJ�SGD�"RRHFM�ATSSNM�	
�

��4SDO 5N�R@UD�SGDRD�BG@MFDR
�BKHBJ4@UD4@UD�
5GD�RXRSDL�@CCR�SGD�CHROK@X�SN�SGD�C@S@A@RD
�RGNVR�HS�SGD�SNO�NE�SGD�UHDV
�@MC�@CCR�HS�@R�@
BNLONMDMS�MNCD�TMCDQ�SGD"K@QL4DQUHBD"K@QL4DQUHBD�

��4SDO 3DOD@S�SGDRD�RSDOR�ENQ�D@BG�CHROK@X�

Next steps
5GD�MDWS�RSDO�HR�SN�BQD@SD�SGD�NMRBQDDM�JDXO@C�

4DSSHMF�TO�SGD�OW�UHDV
: NT�B@M�BQD@SD�@�1W�UHDV�NE�@M�NMRBQDDM�@OOKHB@SHNM�@MC�HMRS@KK�HS�NM�SGD�CHROK@X�

Prerequisites:
: NT�@QD�VNQJHMF�HM8 NQJADMBGBNMMDBSDC�SN�SGD�RS@SHNM�SG@S�BNMSQNKR�SGD�CHROK@X�

��4SDO 5N�BNMgFTQD�OQNODQSHDR
�DWO@MC$NMgF$NMgF� 4DQUHBDR4DQUHBDR� "K@QL4DQUHBD"K@QL4DQUHBD@MC�CNTAKD�BKHBJ"MCQ"MCQNHC7NHC7HDVHDV�
5GD�UHDV^R1Q1QNODQSX�4GDDSNODQSX�4GDDSNODMR�

NOTE: 5GHR�1W�UHDV�TRDR�QDK@SHUD�NQCR�

��4SDO 5N�BTRSNLHYD�C@S@�hNV
�QHFGS�BKHBJ"MCQ"MCQNHC7NHC7HDVHDV@MC�BKHBJ77HDVRHDVR� 88 HQHQD�4GDDSD�4GDDS�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD *MSQTRHNM�YNMD�L@M@FDLDMS

.@QBG���
����� ���



5GD88 HQHQD�4GDDSD�4GDDSUHDV�NODMR�

��4SDO 5N�NODM�SGD1W�&C1W�&CHSNQHSNQ
�QHFGS�BKHBJ"MCQ"MCQNHC7NHC7HDVHDV@MC�BKHBJ77HDVRHDVR� .NAHKD*MS.NAHKD*MS�
5GHR�CHROK@XR�SGD�1W�UHDV�

��4SDO 5DRS�SGD�@QLHMF�@MC�CHR@QLHMF�ETMBSHNM�SN�L@JD�RTQD�SG@S�SGD�MTLDQHB�JDXR�ETMBSHNM�OQNODQKX�@MC
SG@S�SGD�RS@SHNM�@BBDOSR�XNTQ�1*/�

*MSQTRHNM�YNMD�L@M@FDLDMS /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



Result
5GD�MDWS�RSDO�HR�SN�RDS�TO�@�M@UHF@SHNM�gKD�RN�SG@S�SGD�JDXO@C�1W�gKD�NODMR�NM�SGD�CHROK@X�

4DSSHMF�TO�@�M@UHF@SHNM�EHKD
5GD�NMRBQDDM�1W�UHDV�RDQUDR�@R�SGD�GNLD�O@FD�ENQ�SGD�CHROK@X�TRDQ��8GDM�@�ODQRNM�STQMR�SGD�CHROK@X�NM
�HS
CDE@TKSR�SN�SGHR�O@FD��:NT�MDDC�@�RDO@Q@SD��M@U�gKD�ENQ�D@BG�CHROK@X�

Prerequisites:
: NT�@QD�VNQJHMF�HM8 NQJADMBGBNMMDBSDC�SN�SGD�BNMSQNKKDQ�RS@SHNM�

��4SDO $QD@SD�@�ENKCDQ�TMCDQ�SGD�RS@SHNM^R'HKDR'HKDRMNCD�M@LDC/@U/@U�
/@U�gKDR�LTRS�QDRHCD�TMCDQ�SGD'HKDR'HKDRMNCD��5GDX�@QD�MNS�RSNQDC�HM�SGD�RS@SHNM�C@S@A@RD�

��4SDO 5N�BQD@SD�@�MDV��M@U�gKD
�QHFGS�BKHBJ�SGD'HKDR'HKDRMNCD�@MC�BKHBJ/DV/DV � /DV'HKD�M@U/DV'HKD�M@U�
5GD/@LD�ENQ�/DV�'HKD/@LD�ENQ�/DV�'HKDVHMCNV�NODMR�

��4SDO (HUD�SGD��M@U�gKD�@�M@LD
�BKHBJ0,0, @MC�DWO@MC�SGD'HKDR'HKDRMNCD�

��4SDO 5N�@RRNBH@SD�SGD��M@U�gKD�VHSG�SGD�NMRBQDDM�CHROK@X
�CNTAKD�BKHBJ�SGD�gKD�M@LD
�RDKDBS�SGD�RKNS�@MC
BKHBJ&C&CHSHS�
5GD&C&CHSHSVHMCNV�NODMR�

��4SDO $KHBJ�SGD�ENKCDQ�HBNM�@MC�TRD�SGD'HKD�0Q'HKD�0QC�$GNNRDQC�$GNNRDQSN�RDKDBS�SGD�KNB@SHNM�NE�SGD�CHROK@X�ENKCDQ�
*M�SGD�DW@LOKD
�SGHR�KNB@SHNM�HR�station:|slot:/Services/AlarmService/
AndroidIntrusionDisplay/AndroidView �

Result
5GD�MDWS�OQNBDCTQD�BQD@SDR�@M�CHROK@X�QNKD�

6OC@SHMF�SGD�QNKD�@RRHFMDC�SN�SGD�CHROK@X
5GHR�RODBH@K�QNKD�KHLHSR�SGD�@BSHNMR�SG@S�@�ODQRNM�B@M�ODQENQL�VHSG�SGD�CHROK@X�SN�NMKX�@QLHMF�@MC�CHR@QLHMF�@M
HMSQTRHNM�YNMD�/H@F@Q@�����HMBKTCDR�@�CDE@TKS�QNKD�ENQ�SGD�CHROK@X�@KNMF�VHSG�@�1W�UHDV�HM�HSR�QDRSNQD
CHRSQHATSHNM�gKD�

Prerequisites:
: NT�@QD�VNQJHMF�HM8 NQJADMBGBNMMDBSDC�SN�SGD�BNMSQNKKDQ�RS@SHNM�SG@S�L@M@FDR�XNTQ�ATHKCHMFR̂�HMSQTRHNM
YNMDR�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD *MSQTRHNM�YNMD�L@M@FDLDMS

.@QBG���
����� ���



��4SDO &WO@MC$NMgF$NMgF� 4DQUHBDR4DQUHBDR@MC�CNTAKD�BKHBJ3NKD4DQUHBD3NKD4DQUHBD�
5GD"9�3NKD�.@M@FDQ"9�3NKD�.@M@FDQUHDV�NODMR�

��4SDO 5N�DCHS�SGD�CDE@TKS�QNKD
�RDKDBS�SGD�QNKD�@MC�BKHBJ&C&CHSHS�
5GD&C&CHSHSVHMCNV�NODMR�

��4SDO *M�SGD�/@U�SQDD
�CNTAKD�BKHBJ�SGD�QNKD�M@LD�
5GD"9�1Q"9�1QNODQSX�4GDDSNODQSX�4GDDSENQ�SGD�QNKD�NODMR�

��4SDO $NMgQL�SG@SOperator KDUDK�QD@C�	3
�@MC�HMUNJD�	*
�ODQLHRRHNMR�@QD�BNMgFTQDC�ENQ�SVN�B@SDFNQHDR�
Graphics @MCIntrusion Setup �

��4SDO &M@AKDAdmin KDUDK�QD@C�@MC�HMUNJD�ODQLHRRHNMR�ENQAlarm Console 
�BKHBJ0,0, @MC�BKHBJ4@UD4@UD�

Result
5GD�MDWS�OQNBDCTQD�TOC@SDR�SGD�CHROK@X�TRDQ�

6OC@SHMF�SGD�TRDQ�@RRHFMDC�SN�SGD�CHROK@X
: NT�@KQD@CX�RDS�TO�SGHR�TRDQ�VGDM�XNT�BQD@SDC�@MC�@RRHFMDC�SGD�BDQSHgB@SD�SN�HS��5GHR�OQNBDCTQD�TOC@SDR�SGHR
TRDQ�VHSG�@CCHSHNM@K�HMENQL@SHNM��QNKD
��M@U�gKD�@MC�NSGDQ�HMENQL@SHNM�

Prerequisites:
: NT�@QD�VNQJHMF�HM8 NQJADMBGBNMMDBSDC�SN�XNTQ�RS@SHNM�SG@S�L@M@FDR�SGD�CHROK@X�CDUHBD�

��4SDO &WO@MC$NMgF$NMgF� 4DQUHBDR4DQUHBDR@MC�CNTAKD�BKHBJ�SGD6RDQ4DQUHBD6RDQ4DQUHBD�
5GD6RDQ�.@M@FDQ6RDQ�.@M@FDQNODMR�

��4SDO 5N�DCHS�SGD�DWHRSHMF�TRDQ
�RDKDBS�HS�HM�SGD�S@AKD�@MC�BKHBJ&C&CHSHS�
5GD&C&CHSHSVHMCNV�NODMR�

��4SDO $NMgFTQD�SGDRD�OQNODQSHDR�

*MSQTRHNM�YNMD�L@M@FDLDMS /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



a 'NQRoles 
�@RRHFM�SGD�M@LD�NE�SGD�QNKD�XNT�BQD@SDC
�ENQ�DW@LOKD
Intrusion Display

a 'NQNav File 
�@RRHFM�SGD�M@LD�NE�SGD�gKD�XNT�BQD@SDC
�ENQ�DW@LOKD
file:̂ Nav/
Intrusion.nav

a 'NQAllow Concurrent Sessions 
�RDKDBSfalse

��4SDO $NMgFTQD�SGDDefault Web Profile 
 HTML5 Hx Profile @R�ENKKNVR�

a &M@AKD�)W�8NQJADMBG�7HDV���:DR

a &M@AKD�/@U�5QDD�4HCD�#@Q���/N

a &M@AKD�4D@QBG�4HCD�#@Q���/N

a &M@AKD�/@U�'HKD�5QDD���/N

a &M@AKD�$NMgF�5QDD���/N

a &M@AKD�'HKDR�5QDD���/N

a &M@AKD�)HRSNQHDR�5QDD���/N

a &M@AKD�)HDQ@QBGHDR�5QDD���/N

a &M@AKD�7HDV�4DKDBSHNM���/N

��4SDO 'NQ�SGDMobile Web Profile 
�BNMgFTQD�OQNODQSHDR�@R�ENKKNVR�

a 'NQMobile Nav File DMSDQ�SGD�M@LD�NE�SGD�gKD�XNT�BQD@SDC
�ENQ�DW@LOKD
file:̂ Nav/
Intrusion.nav �

a 4DSType SNHandheld Hx Profile �

��4SDO 8GDM�XNT�gMHRG�RDSSHMF�TO�SGDRD�OQNODQSHDR
�BKHBJ0,0, �

Result
5GD�CHROK@X�RGNTKC�MNV�AD�@AKD�SN�BNMMDBS�SN�XNTQ�RS@SHNM��5GD�QNKD�@MC�ODQLHRRHNMR�XNT�BNMgFTQDC�ENQ�SGD
CHROK@X�TRDQ�@QD�SGD�LHMHLTL�MDDCDC�SN�NODQ@SD�SGD�CDUHBD��:NT�B@M�BDQS@HMKX�@CC�LNQD�ODQLHRRHNMR�K@SDQ��5N
DMRTQD�SG@S�XNTQ�CHROK@X�@KV@XR�@SSDLOSR�SN�M@UHF@SD�SN�SGD�BNQQDBS�RS@SHNM�O@FD
�@CC�@�O@SG�SN�SGD�TQK�ENQ�XNTQ
BNMSQNKKDQ�HM�SGD�CHROK@X�RDSTO�NE�XNTQ�RS@SHNM�BNMMDBSHNM��6RHMF�SGD�DW@LOKD�NE�@M�HMSQTRHNM�JDXO@C
�SGD�TQK�ENQ
SGD�CHROK@X�BNTKC�AD�/ord/station:|slot:/Services/AlarmService/AndroidIntrusionDisplay/
AndroidView �

$NMEHFTQHMF�SGD�HMSQTRHNM�CHROK@X
5GDRD"K@QL4DQUHBD"K@QL4DQUHBDOQNODQSHDR�BNMSQNK�VG@S�@OOD@QR�NM�SGD�CHROK@X�

Prerequisites:
: NT�@QD�VNQJHMF�HM8 NQJADMBGBNMMDBSDC�SN�XNTQ�RS@SHNM�SG@S�L@M@FDR�SGD�HMSQTRHNM�YNMDR�

��4SDO &WO@MC$NMgF$NMgF� 4DQUHBDR4DQUHBDR� "K@QL4DQUHBD"K@QL4DQUHBD

��4SDO %NTAKD�BKHBJ�SGD"MCQ"MCQNHC*MSQTRHNM%HROK@XNHC*MSQTRHNM%HROK@XMNCD�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD *MSQTRHNM�YNMD�L@M@FDLDMS

.@QBG���
����� ���



5GD�HMSQTRHNM�CHROK@X^R"9�1Q"9�1QNODQSX�4GDDSNODQSX�4GDDSNODMR�

��4SDO 4DS�TO�SGDDefault Message �
5GHR�LDRR@FD�CHROK@XR�VGDMDefault Page HR�RDS�SNTime ��5GHR�O@FD�CHROK@XR�@ESDQ�@�ODQHNC�NE
HM@BSHUHSX�

@� Default Message

A� Default Page

��4SDO 4DKDBSSummary EQNL�SGD�CQNO�CNVM�KHRS�ENQDefault Page �

*MSQTRHNM�YNMD�L@M@FDLDMS /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



5GHR�O@FD�CHROK@XR�TMCDQ�SGDDefault Message NM�SGD�CDE@TKS�RBQDDM��*S�B@M�CHROK@X�SGD�BTQQDMS
SHLD�NQ�SGD�RS@SD�NE�SGD�HMSQTRHNM�YNMD	R
�SG@S�@QD�@RRNBH@SDC�VHSG�SGD�CHROK@X��*E�XNTQ�CHROK@X�HR�HM�@
OTAKHB�@QD@
�XNT�L@X�MNS�V@MS�SN�TRD�SGD�RTLL@QX�O@FD�@R�XNTQ�CDE@TKS�

@� Default Page

��4SDO *E�@�1*/�HR�QDPTHQDC�SN�@QL�SGD�RXRSDL
�RDSArming Pin Required SNtrue �
"�1*/�HR�@KV@XR�QDPTHQDC�SN�CHR@QL�SGD�RXRSDL�

��4SDO *E�@�1*/�HR�QDPTHQDC�SN�UHDV�SGD�RS@STR�NE�SGD�RXRSDL
�RDSStatus Pin Required SNtrue �

��4SDO 4DKDBS�@�U@KTD�ENQPoint Display �
Normal Path CHROK@XR�SGD�RS@SHNM�O@SG�SN�@�ONHMS�SG@S�HR�HM�@K@QL�VGDM�ODQENQLHMF�@M�@QLHMF�SDRS
NQ�@QL�VHSG�SHLD�CDK@X�RXRSDL��*E�SGD�ONHMS�DWHRSR�HM�@MNSGDQ�RS@SHNM
�SGD�O@SG�CHROK@XDC�ONHMSR�SN
SGD�QDLNSD�RS@SHNM
�ENQ�DW@LOKD�entSecurity801.Input/Output Module.Sdi1 ��*E�SGD�ONHMS
HR�HM�SGD�KNB@K�RS@SHNM
�SGHR�OQNODQSX�NTSOTSRNone�

Displays the Station Path to a Point ��CHROK@XR�SGD�O@SG�SN�@�ONHMS�RS@QSHMF�VHSG�SGD�ONHMS
QDEDQDMBD�VGDM�CNHMF�@M�@QLHMF�SDRS�NQ�@QL�VHSG�SHLD�CDK@X�RXRSDL��'NQ�DW@LOKD�
Sdi1.Input/Output Module.entSecurity801

None��CHROK@XR�SGD�KNB@K�RS@SHNM�O@SG�SN�@�ONHMS�SG@S�HR�HM�@K@QL�VGDM�CNHMF�@M�@QLHMF�SDRS�NQ�@QL�
VHSG�SHLD�CDK@X�RXRSDL��'NQ�DW@LOKD
entSecurity801.Input/Output Module.Sdi1

5GD�JDXO@C�HMSDQE@BD
5GD�NMRBQDDM�JDXO@C�QDRDLAKDR�@�LDBG@MHB@K�JDXO@C��*SR�CHROK@X�VHMCNV�G@R�@�CDE@TKS�UHDV�@MC�@�RTLL@QX
UHDV�

5GD�CDE@TKS�CHROK@X�HMBKTCDR�@�SHLDRS@LO�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD *MSQTRHNM�YNMD�L@M@FDLDMS

.@QBG���
����� ���



�� %HROK@X�VHMCNV�VHSG�CDE@TKS�HMENQL@SHNM

�� 4S@MC@QC�MTLDQHB�JDXO@C

�� &MSDQ&MSDQDWDBTSDR�@�RDKDBSDC�@BSHNM�#@BJ#@BJQDSTQMR�SN�SGD�OQDUHNTR�UHDV��SGD�RBQNKK�A@QR�M@UHF@SD�SN�@CCHSHNM@K
YNMDR�

5GD�RTLL@QX�CHROK@X�RGNVR�SGD�BTQQDMS�RS@SD�NE�SGD�ATHKCHMF
�SGD�MTLADQ�NE�YNMDR�@MC�@U@HK@AKD�@BSHNM�

�� $TQQDMS�RS@SD�NE�SGD�ATHKCHMF

�� /TLADQ�NE�YNMDR�HM�SGD�ATHKCHMF

�� " U@HK@AKD�@BSHNM

'NQ�DW@LOKD
�SGHR�RTLL@QX�HMCHB@SDR�SG@S�SGD�CHROK@X�HR�@RRNBH@SDC�VHSG�SGQDD�HMSQTRHNM�YNMDR�@MC�@KK�@QD
BTQQDMSKX�CHR@QLDC�

: NT�B@M�@QL�@KK�SGD�YNMDR�@S�NMBD�NQ�NMD�@S�@�SHLD��5N�@QL�@KK�YNMDR�RHLTKS@MDNTRKX�TRHMF�@�1*/
�D@BG�YNMD�LTRS
G@UD�SGD�R@LD�1*/�

Figur e 25. *MSQTRHNM�JDXO@C�VHSG�CDE@TKS�UHDV

Figur e 26. *MSQTRHNM�JDXO@C�VHSG�RTLL@QX�UHDV

*MSQTRHNM�YNMD�L@M@FDLDMS /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



"QLHMF�@�ATHKCHMF
4DUDQ@K�NOSHNMR�@QD�@U@HK@AKD�ENQ�@QLHMF�@MC�CHR@QLHMF��5GDRD�HMBKTCD�OQDUDMSHMF�SGD�@QLHMF�NE�SGD�ATHKCHMF�HE
@MX�ONHMSR�@QD�HM�@K@QL�

Prerequisites:
: NT�G@UD�RDS�TO�YNMDR�HMBKTCHMF�QDPTHQDC�1*/R�

��4SDO 5N�SDRS
�ADENQD�@QLHMF
�HE�@MX�ONHMSR�@QD�HM�@K@QL
�RBQNKK�CNVM
�RDKDBSArming Test @MC�S@O&MSDQ&MSDQ�

��4SDO 5N�RDKDBS�SGD�YNMD�SN�@QL
�RBQNKK�@MC�RDKDBS�NMD�NE�SGD�ENKKNVHMF�

a 5N�@QL�@KK�YNMDR�@S�NMBD
�RDKDBSArm system �

a 5N�@QL�YNMDR�NMD�@S�@�SHLD
�RBQNKK�TO�SN�SGD�gQRS�KHMD�@MC�RDKDBS�@M�HMSQTRHNM�YNMD�

a 5N�@QL�VHSG�@�SHLD�CDK@X
�RDKDBSArm with Time Delay system �

a 5N�@QL�QDF@QCKDRR�NE�@MX�ONHMSR�HM�@K@QL
�RDKDBSForce Arm �

a 5N�@QL�QDF@QCKDRR�NE�@MX�ONHMSR�HM�@K@QL�@R�VDKK�@R�@OOKX�@�SHLD�CDK@X
�RDKDBSForce Arm
with Time Delay �

5GD�CHROK@X�HMCHB@SDR�XNTQ�RDKDBSHNM�

5GD�RBQDDM�B@OSTQD�RGNVR�@QLHMF�@�RHMFKD�YNMD�

��4SDO 5N�@QL�SGD�YNMD
�S@O&MSDQ&MSDQ�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD *MSQTRHNM�YNMD�L@M@FDLDMS

.@QBG���
����� ���



*E�XNT�@SSDLOS�SN�@QL�@�ATHKCHMF�VHSG�@�ONHMS�HM�@K@QL
�SGD�CHROK@X�QDONQSRUnable to Alarm �

*E�XNT�RDKDBSDCArm with Time Delay 
�SGD�CHROK@X�HMBKTCDR�@�BNTMSCNVM�SHLDQ�

"ESDQ�@QLHMF
�SGD�JDXO@C�CHROK@XR�SGD�RTLL@QX�O@FD�VHSG�SGD�NOSHNM�SN�CHR@QL�RDKDBSDC�

%HR@QLHMF�@�ATHKCHMF
: NT�L@X�CHR@QL�@KK�YNMDR�RHLTKS@MDNTRKX�NQ�NMD�@S�@�SHLD�

Prerequisites:
;NMDR�G@UD�ADDM�@QLDC��5N�CHR@QL�@KK�YNMDR�@S�NMBD
�@KK�YNMDR�G@UD�SGD�R@LD�1*/�

*MSQTRHNM�YNMD�L@M@FDLDMS /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



��4SDO %N�NMD�NE�SGD�ENKKNVHMF�@MC�S@O&MSDQ&MSDQ�

a 5N�CHR@QL�@KK�YNMDR�RHLTKS@MDNTRKX
�RDKDBSDisarm system �

a 5N�CHR@QL�@�RHMFKD�YNMD
�RBQNKK�SNDisarm Armed zone �
*E�@�1*/�HR�QDPTHQDC
�SGD�JDXO@C�OQNLOSR�XNT�SN�DMSDQ�SGD�-NFHM�1*/�

��4SDO 6RD�SGD�JDXO@C�SN�RTOOKX�SGD�1*/�@MC�BKHBJ&MSDQ&MSDQ�
8GDM�SGD�CHR@QL�BNLL@MC�HR�RTBBDRRETK
�SGD�JDXO@C�CHROK@XR�SGD�RTLL@QX�UHDV�

*E�SGD�1*/�HR�HMU@KHC
�SGD�JDXO@C�CHROK@XRPIN error @MC�OQNLOSR�XNT�SN�DMSDQ�SGD�1*/�@F@HM�

4L@QS,DX�CHROK@X�JDXO@C
5GD4&$�*/5 �,1 3DLNSD�*MSQTRHNM�%HROK@X�,DXO@C�	4L@QS,DX�CDUHBD
�OQNUHCDR�@�JDXO@C�@MC�CHROK@X�RBQDDM�ENQ
@QLHMF�@MC�CHR@QLHMF�@RRHFMDC�HMSQTRHNM�YNMDR�
5GD�L@WHLTL�MTLADQ�NE�4L@QS,DX�CDUHBDR�XNT�B@M�@CC�NQ�CHRBNUDQ�HR�RHW�ENQ�D@BG�QDLNSD�BNMSQNKKDQ��*E�XNT�@CC
LNQD�SG@M�SGD�L@WHLTL�@KKNVDC
�SGD�4S@STR�OQNODQSX�ENQ�SGD�DWSQ@�4L@QS,DX�%DUHBDR�CHROK@XR{fault}
Exceeded device.limit of <n> 	VGDQD<n> HR�SGD�L@WHLTL�MTLADQ�NE�KHBDMRDC�4L@QS,DX�CDUHBDR
��3DEDQ
SN�SGD",46;,��5;9<:065��0:73(@��,@7(+ HMRS@KK@SHNM�RGDDS�ENQ�HMRS@KK@SHNM�@MC�VHQHMF�HMRSQTBSHNMR�

4L@QS,DX�CDUHBD�TRDQ�HMSDQE@BD
5GD�4L@QS,DX�CDUHBD�TRDQ�HMSDQE@BD�G@R�SGQDD�L@INQ�O@QSR�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD *MSQTRHNM�YNMD�L@M@FDLDMS

.@QBG���
����� ���



a %HROK@X��5GD�SNO�	TOODQ�@QD@
�NE�SGD�CHROK@X�RGNVR�RXRSDL�HMENQL@SHNM��5GD�ANSSNL�@QD@�HR�QDRDQUDC�ENQ�SVN
RDSR�NE�ETMBSHNM�HBNMR�SG@S�VNQJ�HM�BNMITMBSHNM�VHSG�SGD�ETMBSHNM�JDXR�	'��'�
�

a 'TMBSHNM�,DXR��5GDRD�JDXR�	'��'�
�NODM�@MC�M@UHF@SD�LDMTR
�@MC�RDKDBS�LDMT�HSDLR��&@BG�ETMBSHNM�JDX
BNQQDRONMCR�SN�SGD�LDMT�ETMBSHNM�HBNM�SG@S�@OOD@QR�CHQDBSKX�@ANUD�HS�NM�SGD�CHROK@X�RBQDDM�

a ,DXO@C��5GD�SVDKUD�JDXR�QDOQDRDMS�SGD�MTLADQR����
�@RSDQHRJ�	�
�@MC�ONTMC�	�
�BG@Q@BSDQR�

'TMBSHNM�JDX�BNMSQNKR
5GD�ENTQ�ETMBSHNM�JDXR�	'��'�
�RDQUD�@R�RDKDBSHNM�JDXR�ENQ�HSDLR�SG@S�@OOD@Q�CHQDBSKX�@ANUD�SGDL�NM�SGD�CDUHBD
CHROK@X�

Figur e 27. 4L@QS,DX�CDUHBD

*MSQTRHNM�YNMD�L@M@FDLDMS /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD
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'NKKNVHMF�HR�@�CDRBQHOSHNM�NE�D@BG�ETMBSHNM�JDX�

Figur e 28. 4L@QS,DX�CDUHBD�ETMBSHNM�JDXR�@MC�HBNMR

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD *MSQTRHNM�YNMD�L@M@FDLDMS

.@QBG���
����� ���



NOTE: 4DUDQ@K�NE�SGD�LDMTR�QDPTHQD�SG@S�XNT�DMSDQ�@�KNFHM�1*/�SN�@BBDRR�SGDL�

a '��6RDQ�.DMT

8GDM�SGD�6RDQ�HBNM�CHROK@XR
�OQDRRHMF�'��JDX�NODMR�SGD.NC HEX�-NFNM�1*/RBQDDM�

a '��4DKDBS�@BSHNM

8GDM�SGD�4DKDBS�HBNM�CHROK@XR
�OQDRRHMF�'��JDX�ODQENQLR�@�RDKDBSHNM�@BSHNM
�RHLHK@Q�SN�TRHMF�@M&MSDQ�JDX&MSDQ�JDXNQ
0J0J ATSSNM�

a '��4XRSDL�.DMT

8GDM�SGD�4XRSDL�HBNM�CHROK@XR�OQDRRHMF�SGD�'��JDX�NODMR�@BBDRR�SN�SGD�4XRSDL
�5HLD
�@MC�"CU@MBDC���
LDMTR�

a '��4BQNKK�6O�@BSHNM

8GDM�SGD�4BQNKK�6O�HBNM�CHROK@X
�OQDRRHMF�SGD�'��JDX�LNUDR�SGD�RDKDBSHNM�HMCHB@SNQ�TO�NMD�QNV�D@BG�SHLD
XNT�OQDRR�SGD�JDX�

a '��4BQNKK�%NVM�@BSHNM

8GDM�SGD�4BQNKK�CNVM�HBNM�CHROK@XR
�OQDRRHMF�SGD�'��JDX�LNUDR�SGD�RDKDBSHNM�HMCHB@SNQ�CNVM�NMD�QNV�D@BG
SHLD�XNT�OQDRR�SGD�JDX�

a '��%DUHBD�.DMT

8GDM�SGD�%DUHBD�HBNM�CHROK@XR
�OQDRRHMF�SGD�'��JDX�NODMR�SGD�_%DUHBD`�LDMT
�VGHBG�BNMS@HMR�CDUHBD�*%
@MC�'HQLV@QD�UDQRHNM�HMENQL@SHNM�

a '��#@BJ

8GDM�SGD�#@BJ�HBNM�CHROK@XR
�OQDRRHMF�SGD�'��JDX�BG@MFDR�SGD�CHROK@X�RBQDDM�A@BJ�SN�SGD�OQDUHNTR�RBQDDM�

"RRHFMHMF�@�4L@QS,DX�1*/�@MC�*%
"�TMHPTD�*%�HCDMSHgDR�D@BG�4L@QS,DX�CDUHBD�NM�SGD�MDSVNQJ��6RHMF�SGD�4L@QS,DX�CDUHBD�HSRDKE
�XNT�LTRS�@RRHFM
SGHR�SGQDD�CHFHS�*%�ADENQD�XNT�BNMMDBS�SGD�CDUHBD�SN�SGD�QDLNSD�BNMSQNKKDQ�

Prerequisites:
5GD�4L@QS,DX�CHROK@X�JDXO@C�G@R�ADDM�HMRS@KKDC�@MC�ONVDQDC�NM�

5GD�gQRS�SHLD�XNT�TRD�SGD�4L@QS,DX�CDUHBD
�HS�OQNLOSR�XNT�SN�CDgMD�@�KNFHM�1*/��8QHSD�CNVM�SGHR�1*/�@MC�JDDO
HS�HM�@�R@ED�OK@BD�

CAUTION: *E�XNT�KNRD�SGHR�1*/
�SGD�4L@QS,DX�CDUHBD�LTRS�AD�RDMS�A@BJ�SN�SGD�L@MTE@BSTQDQ�

��4SDO 0M�SGD�4L@QS,DX�CDUHBD
�OQDRR�SGD'�'� JDX�
5GD-NFHMRBQDDM�NODMR�

��4SDO &MSDQ�SGD�-NFHM�1*/�MTLADQ
�OQDRR�SGD'�'� JDX�@MC�RDKDBS4XRSDL4XRSDLLDMT�EQNL�SGD�CHROK@X�
5GD4XRSDL4XRSDLLDMT�NODMR�

��4SDO 4DKDBS�4DS*%*%@MC�OQDRR�SGD'�'� JDX�
5GD*MOTSRBQDDM�NODMR�

4L@QS,DX�HMSQTRHNM�JDXO@CR�RGHO�VHSG�@�CDE@TKS�*%�	@CCQDRR
�NE����5N�BNMMDBS�LNQD�SG@M�NMD
JDXO@C
�XNT�LTRS�QD�MTLADQ�SGDL�OQHNQ�SN�CHRBNUDQX�

*MSQTRHNM�YNMD�L@M@FDLDMS /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



��4SDO 6RD�SGD�MTLDQHB�JDXO@C�ATSSNMR�SN�RDS�@�TMHPTD�*%�MTLADQ�	�����
�@MC�OQDRR�SGD'�'� JDX�SN�R@UD
SGD�DMSQX�
5GD�0ODQ@SHNM�4@UDC�LDRR@FD�@OOD@QR�SDLONQ@QHKX�SN�BNMgQL�SG@S�SGD�*%�MTLADQ�HR�RDS�

��4SDO 8 QHSD�CNVM�SGD�*%�MTLADQ�@MC�KNB@SHNM�NE�D@BG�4L@QS,DX�CDUHBD�RN�XNT�B@M�D@RHKX�HCDMSHEX
4L@QS,DX�CDUHBDR�VGDM�RDSSHMF�TO�4L@QS,DX�CDUHBDR�HM�SGD,DXO@C�$NMgFTQ@SHNMUHDV�

%HRBNUDQHMF�4L@QS,DX�CDUHBDR
%HRBNUDQX�QDKHDR�NM�SGD�RXRSDL�SN�KNB@SD�4L@QS,DX�CDUHBDR�BNMMDBSDC�SN�@�QDLNSD�BNMSQNKKDQ�

Prerequisites:
: NT�G@UD�BNMgFTQDC�SGD�1*/�@MC�*%�	@CCQDRR
�NE�SGD�4L@QS,DX�CHROK@X�JDXO@C��6RHMF�SGD�VDA�6*
�XNT�@QD
BNMMDBSDC�SN�SGD�QDLNSD�GNRS�BNMSQNKKDQ�SN�VGHBG�SGD�JDXO@C�HR�BNMMDBSDC�

NOTE:

: NT�CN�MNS�MDDC�SN�TRD�4L@QS,DX�CHRBNUDQX�HE�XNT�@KQD@CX�@CCDC�@�CDUHBD�TRHMF�@�U@KHC�4L@QS,DX�*%�MTLADQ��*E
SGD�CDUHBD�RGNVR�@�U@KHC�RS@STR
{ok} 
�HM�SGD4L@QS,DX�%DUHBDRS@A
�HS�HR�@KQD@CX�NM�KHMD�@MC�CHRBNUDQX�HR�MNS
MDBDRR@QX�

��4SDO 6MCDQ�SGD$NMSQ$NMSQNKNKKDQ�4DSTOKDQ�4DSTOLDMT
�RDKDBS3DLNSD�%DUHBDR3DLNSD�%DUHBDR� *MSQTRHNM�%HROK@XR�,DXO@CR*MSQTRHNM�%HROK@XR�,DXO@CR�
5GD4L@QS,DX�%DUHBD�.@M@FDQ���%@S@A@RDUHDV�NODMR�

��4SDO $KHBJ�SGD�%HRBNUDQ�ATSSNM�	
�
5GD%HRBNUDQ%HRBNUDQVHMCNV�NODMR�

��4SDO 5N�M@QQNV�SGD�RD@QBG
�LNCHEX�SGDRD�OQNODQSHDR�@MC�BKHBJ0J0J �
5GD�CHRBNUDQ�INA�DWDBTSDR�@MC�CHROK@XR�ENTMC�4L@QS,DX�CDUHBDR�HM�SGD%HRBNUDQDCO@MD�

��4SDO 4DKDBS�NMD�NQ�LNQD�CHRBNUDQDC�CDUHBD	R

�@MC�BKHBJ�SGD�"CC�ATSSNM�	 
�
5GD�RXRSDL�@CCR�SGD�CDUHBD	R
�SN�SGD%@S@A@RDO@MD�

��4SDO /@LD�SGD�CDUHBD�@MC�BKHBJ0J0J �

��4SDO 5N�TOC@SD�SGD�C@S@A@RD
�BKHBJ4@UD4@UD�

"CC HMF�@MC�DCHSHMF�@�4L@QS,DX�CDUHBD
5GHR�OQNBDCTQD�CDRBQHADR�GNV�SN�@CC�4L@QS�,DX�CDUHBDR�SN�SGD�RXRSDL�C@S@A@RD��:NT�L@X�@CC�4L@QS�,DX
CDUHBDR�VGHKD�SGD�CDUHBD�HSRDKE�HR�NEE�KHMD�NQ�NMKHMD��&@BG�4L@QS,DX�CDUHBD�G@R�@M�*%
�VGHBG�XNT�@RRHFM�@S�SGD
CDUHBD��*E�SGD�4L@QS,DX�*%�G@R�ADDM�@RRHFMDC�ATS�XNT�CN�MNS�JMNV�HS
�@MC�SGD�CDUHBD�HR�BTQQDMSKX�NMKHMD
�TRD�SGD
CHRBNUDQX�OQNBDRR�SN�@CC�SGD�CDUHBD�HMRSD@C�NE�SGHR�L@MT@K�OQNBDRR�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD *MSQTRHNM�YNMD�L@M@FDLDMS

.@QBG���
����� ���



Prerequisites:
: NT�@QD�KNFFDC�HM�SN�SGD�QDLNSD�RS@SHNM�

��4SDO 6MCDQ�SGD$NMSQ$NMSQNKNKKDQ�4DSTOKDQ�4DSTOLDMT
�RDKDBS*MSQTRHNM�4DSTO*MSQTRHNM�4DSTO� *MSQTRHNM�%HROK@XR*MSQTRHNM�%HROK@XR�
5GD4L@QS,DX�%DUHBD�.@M@FDQ���%@S@A@RDUHDV�NODMR�

��4SDO $KHBJ�SGD�"CC�ATSSNM�	 
�
5GD*MSQTRHNM�%HROK@XS@A�NODMR�

��4SDO &MSDQ�@M�HCDMSHEXHMFDisplay Name ENQ�SGD�CDUHBD
�RDKDBSSmartKey Device EQNL�SGDSmart Key
Device CQNO�CNVM�KHRS�

��4SDO 5N�QDPTHQD�@�1*/�VGDM�SGD�CDUHBD�HR�TRDC�SN�@QL�@MC�CHR@QL�SGD�HMSQTRHNM�YNMD
�RDKDBStrue ENQ
Arming Pin Required �

��4SDO 5N�@RRHFM�SGD�HMSQTRHNM�YNMD�SN�SGD�CHROK@X�JDXAN@QC�CDUHBD
�BKHBJ�SGD�*MSQTRHNM�;NMDR�S@A
�BKHBJ�SGD
"RRHFM�.NCD�ATSSNM
�RDKDBS�@M�TM@RRHFMDC�YNMD
�@MC�BKHBJ�SGD�"RRHFM�ATSSNM�	
�

��4SDO 5N�R@UD�SGD�QDBNQC�SN�SGD�C@S@A@RD
�BKHBJ4@UD4@UD�
0MD�MDV�CDUHBD�HR�@CCDC�TMCDQ�SGD�C@S@A@RD�@S�SGD�SNO�NE�SGD�UHDV�

%DKDSHMF�@�4L@QS,DX�CDUHBD
5GHR�OQNBDCTQD�DWOK@HMR�GNV�SN�CDKDSD�4L@QS,DX�CDUHBDR�TRHMF�SGD4L@QS,DX�%DUHBD�.@M@FDQ���%@S@A@RDUHDV�
: NT�B@M�@KRN�CDKDSD�4L@QS,DX�CDUHBDR�EQNL�SGD,DXO@C�$NMgFTQ@SHNMUHDV�	TMCDQ�SGD4L@QS,DXCDUHBDR�S@A

AX�BKHBJHMF�SGD�SQ@RG�B@M�HBNM
�

��4SDO 6MCDQ�SGD$NMSQ$NMSQNKNKKDQ�4DSTOKDQ�4DSTOLDMT
�RDKDBS3DLNSD�%DUHBDR3DLNSD�%DUHBDR� *MSQTRHNM�%HROK@XR�,DXO@CR*MSQTRHNM�%HROK@XR�,DXO@CR�
5GD4L@QS,DX�%DUHBD�.@M@FDQ�%@S@A@RDUHDV�NODMR�

��4SDO 4DKDBS�SGD�CDUHBD�SN�CDKDSD�@MC�BKHBJ�SGD�%DKDSD�ATSSNM�	
�

��4SDO 5N�QDRDS�SGD�4L@QS,DX�CDUHBD�BNTMS
�QDRS@QS�SGD�RS@SHNM�

NOTE: 4HLOKX�QDLNUHMF�4L@QS,DX�CDUHBDR�EQNL�SGD�C@S@A@RD�CNDR�MNS�QDRDS�SGD�4L@QS,DX�CDUHBD
BNTMS��:NT�LTRS�QDRS@QS�SGD�RS@SHNM�

"RRHFMHMF�@�CDUHBD�SN�@M�HMSQTRHNM�YNMD
5GHR�OQNBDCTQD�CNBTLDMSR�GNV�SN�@CC�@�QD@CDQ
�JDXO@C
�NQ�CHROK@X�SN�@M�HMSQTRHNM�YNMD��:NT�B@M�NMKX�@CC
CDUHBDR�SN�HMSQTRHNM�YNMDR�VGDM�XNT�@QD�BNMMDBSDC�SN�SGD�QDLNSD�GNRS�RS@SHNM�SN�VGHBG�SGD�CDUHBD�HR
BNMMDBSDC��%DUHBDR�@QD�MNS�UHRHAKD�@MC�B@MMNS�AD�BNMgFTQDC�EQNL�QDLNSDKX�FQNTODC�RS@SHNMR�

Prerequisites:
: NT�@QD�VNQJHMF�HM�SGD�QDLNSD�GNRS�RS@SHNM�SN�VGHBG�SGD�CDUHBD�HR�BNMMDBSDC��5GD�HMSQTRHNM�YNMD�QDBNQC�HM�SGD
KNB@K�RS@SHNM�DWHRSR�

��4SDO $KHBJ$NMSQ$NMSQNKNKKDQ�4DSTOKDQ�4DSTO� *MSQTRHNM�4DSTO*MSQTRHNM�4DSTO� *MSQTRHNM�;NMDR*MSQTRHNM�;NMDR
�@MC�BQD@SD�@�MDV�YNMD�NQ�CNTAKD�BKHBJ
@M�DWHRSHMF�YNMD�
5GD�4TLL@QX�UHDV�ENQ�SGD�CHROK@X�JDXO@C�NODMR�

��4SDO $KHBJ�SGD�@OOQNOQH@SD�S@A�*MSQTRHNM�%HROK@XRENQ�JDXO@CR�@MC�CHROK@XR�NQ3D@CDQRENQ�B@QC�QD@CDQR

@MC�BKHBJ�SGD�"RRHFM�.NCD�ATSSNM�	
�
5GD6M@RRHFMDCO@MD�NODMR�VHSG�@�KHRS�NE�@U@HK@AKD�CDUHBDR�

��4SDO $KHBJ�SN�RDKDBS�SGD�CDUHBD
�@MC�BKHBJ�SGD�"RRHFM�ATSSNM�	
�
5GD�RXRSDL�@RRHFMR�SGD�CDUHBD�SN�SGD�HMSQTRHNM�YNMD�

"RRHFMHMF�@M�HMSQTRHNM�YNMD�SN�@�CDUHBD
5GHR�OQNBDCTQD�CNBTLDMSR�GNV�SN�@RRHFM�NQ�TOC@SD�SGD�@RRHFMLDMS�NE�@M�HMSQTRHNM�YNMD�SN�@�CHROK@X�@MC
JDXO@C�

Prerequisites:

*MSQTRHNM�YNMD�L@M@FDLDMS /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD
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�����



: NT�@QD�VNQJHMF�HM�@�QDLNSD�GNRS�BNMSQNKKDQ�RS@SHNM�@MC�G@UD�@KQD@CX�BQD@SDC�XNTQ�HMSQTRHNM�YNMDR�

��4SDO $KHBJ$NMSQ$NMSQNKNKKDQ�4DSTOKDQ�4DSTO� *MSQTRHNM�4DSTO*MSQTRHNM�4DSTO� *MSQTRHNM�%HROK@XR*MSQTRHNM�%HROK@XR�

��4SDO %N�NMD�NE�SGD�ENKKNVHMF�

a 5N�BQD@SD�@�MDV�CHROK@X�JDXO@C
�BKHBJ�"CC�	


�

a 5N�DCHS�@M�DWHRSHMF�CHROK@X�JDXO@C
�CNTAKD�BKHBJ�NM�SGD�CHROK@X�M@LD�DMSQX�HM�SGD�S@AKD�

��4SDO &MSDQ�@S�KD@RS�@Display Name @MCDefault Message �

��4SDO 5N�@RRHFM�@M�HMSQTRHNM�YNMD�SN�SGD�CHROK@X�JDXO@C
�BKHBJ�SGD*MSQTRHNM�;NMDRS@A�

��4SDO 5N�KNB@SD�SGD�YNMD
�BKHBJ�"RRHFM�.NCD�	 
�
5GD�TM@RRHFMDC�YNMDR�@OOD@Q�HM�SGD6M@RRHFMDCO@MD�

��4SDO 5N�BNLOKDSD�SGD�@RRHFMLDMS
�RDKDBS�SGD�YNMD�@MC�BKHBJ�SGD�"RRHFM�ATSSNM�	
�

��4SDO 5N�R@UD�XNTQ�BNMgFTQ@SHNM
�BKHBJ4@UD4@UD�

"QLHMF�@MC�CHR@QLHMF�@M�HMSQTRHNM�YNMD
)NV�SN�@QL�@MC�CHR@QL�CDODMCR�NM�SGD�G@QCV@QD�TRDC�SN�RDS�TO�SGD�YNMD��*E�SGD�YNMD�HR�MNS�RDBTQD
�HS�VHKK�MNS
@QL��5GHR�OQNBDCTQD�TRDR�SGD�4L@QS,DX�CHROK@X�JDXO@C�

Prerequisites:
5GD�@BBDRR�QHFGS�@RRHFMDC�SN�XNTQ�QNKD�ODQLHS�XNT�SN�@QL�@MC�CHR@QL�

��4SDO &MRTQD�SG@S�@KK�CNNQR�HM�SGD�YNMD�@QD�RDBTQD�

��4SDO 5N�@QL�@�YNMD
�CN�NMD�NE�SGD�ENKKNVHMF�

a *E�SGD�YNMD�HR�BNMgFTQDC�VHSG�@�B@QC�QD@CDQ
�RVHOD�XNTQ�B@QC�@S�SGD�QD@CDQ�

a *E�SGD�B@QC�QD@CDQ�G@R�@�JDXO@C
�DMSDQ�SGD�1*/�

a *E�SGD�YNMD�G@R�@M�HMSQTRHNM�JDXO@C
�OQDRR�SGD�ETMBSHNM�JDX�ADKNV�SGD�BGDBJ�L@QJ�
*E�XNT�@QD�TRHMF�SGD�HMSQTRHNM�JDXO@C
�SGD�HMHSH@K�CHROK@X�KNNJR�KHJD�SGHR�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD *MSQTRHNM�YNMD�L@M@FDLDMS

.@QBG���
����� ���



��4SDO 6RD�SGDTOTO@MCCNVMCNVM@QQNVR�SN�UHDV�@CCHSHNM@K�HMENQL@SHNM
�RTBG�@R�RXRSDL�RS@STR
�SGDM�SNTBG�SGD
BGDBJ�L@QJ�

��4SDO 6RHMF�SGDTOTO@MCCNVMCNVM@QQNVR
�RBQNKK�SN�SGD�YNMD�SN�@QL�NQ�CHR@QL
�@MC�OQDRR�SGD�BGDBJ�L@QJ�JDX
SN�RDKDBS�SGD�YNMD�

��4SDO 6RD�SGDTOTO@MCCNVMCNVM@QQNVR�@F@HM�SN�RDKDBS�SGD�NODQ@SHNM�

*MSQTRHNM�YNMD�L@M@FDLDMS /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD
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5GD�NODQ@SHNMR�@QD�

a Arming Text SDRSR�SGD�YNMD�SN�RDD�HE�HS�HR�RDBTQD�ADENQD�@SSDLOSHMF�SN�@QL�

a Arm with Time Delay @QLR�SGD�YNMD�VHSG�@�CDK@X�SN�@KKNV�SGD�ODQRNM�SN�KD@UD�SGD�@QD@
ADENQD�SGD�YNMD�@QLR��*E�SGD�YNMD�HR�MNS�RDBTQD
�HS�VHKK�MNS�@QL��*E�XNT�RDKDBS�SGHR�NOSHNM
�@MC
Arming Pin Required HR�RDS�SNfalse 
�SGD�@QLHMF�OQNBDRR�ADFHMR�VGDM�XNT�SNTBG�SGD�BGDBJ
L@QJ��5GD�CHROK@X�ADDOR�@MC�BNTMSR�CNVM�SN�@QLDC��5GHR�@KKNVR�SGD�ODQRNM�SN�KD@UD�SGD�@QD@
ADENQD�SGD�YNMD�HR�@QLDC�

a Force Arm @QLR�SGD�YNMD�HLLDCH@SDKX��*E�SGD�YNMD�HR�MNS�RDBTQD
�HS�FNDR�HMSN�@K@QL�VGDM�HS
@QLR�

a Force Arm with Time Delay @QLR�SGD�YNMD�VHSG�@�CDK@X��*E�SGD�YNMD�HR�MNS�RDBTQD
�HS�FNDR�HMSN
@K@QL�VGDM�HS�@QLR�

��4SDO 5N�SDRS�SGD�CDUHBD
�RDKDBSAlarm Test @MC�SNTBG�SGD�BGDBJ�L@QJ�
*E�SGD�SDRS�E@HKR
�@�CDRBQHOSHNM�NE�SGD�ONHMS�HM�@K@QL�RBQNKKR�@BQNRR�SGD�ANSSNL�KHMD�NE�SGD�CHROK@X��*E
SGD�SDRS�HR�RTBBDRRETK
�HS�CHROK@XR�5DRS�4TBBDRRETK�

��4SDO "ESDQ�SGD�SDRS�BNLOKDSDR
�SNTBG�SGD�A@BJ�@QQNV�@MC�RDKDBS�@MNSGDQ�NOSHNM�

��4SDO : NT�L@X�@QL
�CHR@QL�@MC�SDRS�@M�HMCHUHCT@K�YNMD�NQ�LTKSHOKD�YNMDR�HE�@KK�SGD�YNMDR�@QD�@RRHFMDC�SGD
R@LD�1*/�
5GD�@BSHNM�S@JDR�OK@BD�VGDM�XNT�SNTBG�SGD�BGDBJ�L@QJ�NQ�@ESDQ�XNT�DMSDQ�SGD�1*/�	HE�QDPTHQDC
��*E�@
1*/�HR�QDPTHQDC
�NMKX�SGD�YNMDR�@RRNBH@SDC�VHSG�SGD�1*/�@QD�@EEDBSDC�AX�SGD�@BSHNM�

��4SDO 5N�TRD�SGD�1*/
�DMSDQ�HS�ENKKNVDC�AX���

"RRHFMHMF�@�B@QC�QD@CDQ�SN�@M�HMSQTRHNM�YNMD
5GHR�OQNBDCTQD�RDSR�TO�@�RHMFKD�B@QC�QD@CDQ�VHSGNTS�@�JDXO@C�SN�TRD�ENQ�@QLHMF�@MC�CHR@QLHMF�@M�HMSQTRHNM
YNMD��"RRHFMHMF�@�QD@CDQ�SN�@�RHMFKD�YNMD�HR�@CUHRDC��*E�SGD�QD@CDQ�HR�@RRHFMDC�SN�LTKSHOKD�YNMDR
�@MC�NMD�NE�SGD
YNMDR�E@HKR�SN�@QL
�SGD�ODQRNM�@SSDLOSHMF�SN�@QL�SGD�ATHKCHMF�VHKK�MNS�JMNV�VGHBG�YNMD�CHC�MNS�@QL�

Prerequisites:
: NTQ�B@QC�QD@CDQ�G@R�BNMMDBSHNMR�ENQ�-&%�@MC�ADDODQ�BNMSQNK
�@MC�HR�BNMMDBSDC�SN�@M�3�3�LNCTKD�NM�@�GNRS
BNMSQNKKDQ��: NTQ�1$�HR�BNMMDBSDC�SN�SGD�RS@SHNM�NE�@�QDLNSD�GNRS�BNMSQNKKDQ��5GD�HMSQTRHNM�YNMD�DWHRSR�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD *MSQTRHNM�YNMD�L@M@FDLDMS

.@QBG���
����� ���



"CC�SGD�QD@CDQ�@S�SGD�LNCTKD�KDUDK��5GHR�QD@CDQ�L@X�MNS�AD�TRDC�SN�KNBJ�@MC�TMKNBJ�@�CNNQ��%N�MNS�@RRNBH@SD�HS
VHSG�@�CNNQ��5GD�ADDODQ�@MC�-&%�OQNUHCD�EDDCA@BJ�SN�KDS�SGD�TRDQ�JMNV�HE�SGD�HMSQTRHNM�YNMD�HR�@QLDC�NQ
CHR@QLDC�

��4SDO 5N�@BBDRR�SGD�HMSQTRHNM�YNMD
�BKHBJ$NMSQ$NMSQNKNKKDQ�4DSTOKDQ�4DSTO� *MSQTRHNM�4DSTO*MSQTRHNM�4DSTO� *MSQTRHNM�;NMDR*MSQTRHNM�;NMDR�
5GD*MSQTRHNM�;NMDUHDV�NODMR�

��4SDO %NTAKD�BKHBJ�SGD�HMSQTRHNM�YNMD�HM�SGD�S@AKD�

��4SDO $KHBJ�SGD3D@CDQRS@A�@MC�BKHBJ�SGD�"RRHFM�.NCD�ATSSNM�	
�
5GD�RXRSDL�gMCR�@KK�SGD�QD@CDQR�@MC�ONOTK@SDR�SGD6M@RRHFMDCO@MD�

��4SDO 4DKDBS�SGD�QD@CDQ�HM�SGD6M@RRHFMDCO@MD�@MC�BKHBJ�SGD�"RRHFM�ATSSNM�	
�
5GD�RXRSDL�LNUDR�SGD�QD@CDQ�SN�SGD/DVKX�"RRHFMDCO@MD�

��4SDO 5N�TOC@SD�SGD�C@S@A@RD�VHSG�SGD�MDVKX�@RRHFMDC�B@QC�QD@CDQ
�BKHBJ4@UD4@UD�

��4SDO 5N�@RRHFM�SGD�QD@CDQ�SN�@M�DWHRSHMF�@BBDRR�QHFGS
�BKHBJ1DQRNMMDK1DQRNMMDK� "BBDRR�3HFGSR"BBDRR�3HFGSR
�CNTAKD�BKHBJ�SGD
@OOQNOQH@SD�@BBDRR�QHFGS�@MC�BKHBJ�SGD3D@CDQRS@A�
*E�MDDCDC
�BQD@SD�@M�@BBDRR�QHFGS�ENQ�SGD�QD@CDQ�

��4SDO 5N�CHRBNUDQ�SGD�QD@CDQ
�BKHBJ�SGD�"RRHFM�.NCD�ATSSNM�	

�RDKDBS�SGD�QD@CDQ�HM�SGD6M@RRHFMDC
O@MD
�@MC�BKHBJ�SGD�"RRHFM�ATSSNM�	
�

��4SDO 5N�@QL�@MC�CHR@QL�SGD�YNMD
�OQDRDMS�XNTQ�A@CFD�@S�SGD�QD@CDQ�
0MKX�ODNOKD�SN�VGNL�SGD�@RRNBH@SDC�@BBDRR�QHFGS�HR�@RRHFMDC�B@M�TRD�SGDHQ�A@CFD�SN�@QL�@MC
CHR@QL�SGD�YNMD�

*E�SGD�YNMD�HR�MNS�RDBTQD
�HS�VHKK�MNS�@QL��'NQ�DW@LOKD
�HE�@�CNNQ�HR�OQNOODC�NODM�VGDM�SGD�ODQRNM
SQHDR�SN�@QL�SGD�YNMD
�HS�VHKK�MNS�@QL��5GD�ODQRNM�VHKK�MDDC�SN�gMC�SGD�OQNAKDL�@MC�BNQQDBS�HS
ADENQD�@QLHMF�SGD�YNMD�

4DSSHMF�TO�@�B@QC�QD@CDQ�VHSG�@�JDXO@C
5GHR�OQNBDCTQD�RDSR�TO�@�RHMFKD�B@QC�QD@CDQ�VHSG�@�JDXO@C�SN�TRD�ENQ�@QLHMF�@MC�CHR@QLHMF�@M�HMSQTRHNM�YNMD�
"RRHFMHMF�@�QD@CDQ�SN�@�RHMFKD�YNMD�HR�@CUHRDC��*E�SGD�QD@CDQ�HR�@RRHFMDC�SN�LTKSHOKD�YNMDR
�@MC�NMD�NE�SGD�YNMDR
E@HKR�SN�@QL
�SGD�ODQRNM�@SSDLOSHMF�SN�@QL�SGD�ATHKCHMF�VHKK�MNS�JMNV�VGHBG�YNMD�CHC�MNS�@QL�

Prerequisites:
: NTQ�B@QC�QD@CDQ�G@R�BNMMDBSHNMR�ENQ�-&%�@MC�ADDODQ�BNMSQNK
�@MC�HR�BNMMDBSDC�SN�@M�3�3�LNCTKD�NM�@�GNRS
BNMSQNKKDQ��: NTQ�1$�HR�BNMMDBSDC�SN�SGD�RS@SHNM�NE�@�QDLNSD�GNRS�BNMSQNKKDQ�

"CC�SGD�QD@CDQ�@S�SGD�LNCTKD�KDUDK��5GHR�QD@CDQ�L@X�MNS�AD�TRDC�SN�KNBJ�@MC�TMKNBJ�@�CNNQ��%N�MNS�@RRNBH@SD�HS
VHSG�@�CNNQ��5GD�ADDODQ�@MC�-&%�OQNUHCD�EDDCA@BJ�SN�KDS�SGD�TRDQ�JMNV�HE�SGD�HMSQTRHNM�YNMD�HR�@QLDC�NQ
CHR@QLDC�

��4SDO 5N�@CC�SGD�QD@CDQ�SN�SGD�C@S@A@RD
�BKHBJ$NMSQ$NMSQNKNKKDQ�4DSTOKDQ�4DSTO� 3DLNSD�%DUHBDR3DLNSD�%DUHBDR� *MSQTRHNM�%HROK@XR�*MSQTRHNM�%HROK@XR�
,DXO@CR,DXO@CR
�BKHBJ�SGD�.@M@FD�%DUHBDR�ATSSNM�	

�SN�@CC
�QDRONMC�SN�SGD�OQNLOSR�

*MSQTRHNM�YNMD�L@M@FDLDMS /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD
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��4SDO 5N�@RRHFM�SGD�QD@CDQ�SN�SGD�HMSQTRHNM�YNMD
�BKHBJ$NMSQ$NMSQNKNKKDQ�4DSTOKDQ�4DSTO� *MSQTRHNM�4DSTO*MSQTRHNM�4DSTO� *MSQTRHNM*MSQTRHNM
;NMDR;NMDR�

��4SDO "CC�SGD�QD@CDQ�SN�SGD�HMSQTRHNM�YNMD�

��4SDO *E�MDDCDC�@CC�@�1*/�SN�SGD�HMSQTRHNM�YNMD�

��4SDO 5N�@QL�SGD�YNMD
�DMSDQ�SGD�1*/�ENKKNVDC�AX���
5GD�RXRSDL�@QLR�SGD�YNMD�@ESDQ�SGD�CDK@X�ODQHNC�RDS�TO�HM�SGD�YNMD��5GD�YNMD�VHKK�MNS�@QL�HE�HS�HR
MNS�RDBTQD�	@�CNNQ�HR�NODM
�

��4SDO *E�SGD�YNMD�CNDR�MNS�@QL
�BKD@Q�SGD�HRRTD�@MC�SQX�@F@HM�

��4SDO 5N�CHR@QL�SGD�YNMD
�DMSDQ�SGD�1*/�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD *MSQTRHNM�YNMD�L@M@FDLDMS
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*MSQTRHNM�YNMD�L@M@FDLDMS /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD
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Chapter 12. Video installation
"�MDSVNQJ�NE�UHCDN�CDUHBDR�L@X�HMBKTCD�NMD�NQ�LNQD�"WHR�B@LDQ@R
�@�.HKDRSNMD�%73�	%HFHS@K�7HCDN�3DBNQCDQ

@MC�CHROK@X�CDUHBD�BNMMDBSDC�SN�SGD�%73�NQ�.@WOQN�B@LDQ@R�@MC�@M�/73�	/DSVNQJ�7HCDN�3DBNQCDQ
��5GD
RXRSDL�OQNUHCDR�SGD�"WHR
�.HKDRSNMD�@MC�.@WOQN�CQHUDQR��&@BG�CDUHBD�G@R�HSR�NVM�HMRS@KK@SHNM�OQNBDCTQD
�VGHBG
HR�CNBTLDMSDC�HM�L@SDQH@KR�OQNUHCDC�AX�SGD�L@MTE@BSTQDQ��5GHR�BG@OSDQ�RDFQDF@SDR�HMRS@KK@SHNM�@MC
BNMgFTQ@SHNM�OQNBDCTQDR�A@RDC�NM�SGD�CQHUDQ�

8GHKD�SGDRD�OQNBDCTQDR�TRD�SGD�VDA�6*
�XNT�L@X�OQDEDQ�SN�TRD8 NQJADMBGHMRSD@C��3DEDQ�SN�SGD�0(.(9(�& 0+,6
�9(4,>692��<0+, ENQ8 NQJADMBGOQNBDCTQDR�

Browsers
)5.-��UHCDN�QDMCDQHMF�G@R�ADDM�SDRSDC�TRHMF�*MSDQMDS�&WOKNQDQ�@MC�(NNFKD�$GQNLD�

Web Launcher and the Java applet
/H@F@Q@����RTOONQSR�)5.-��@R�VDKK�@R�SGD�NKCDQ�+@U@�@OOKDS�SDBGMNKNFX�ENQ�QDMCDQHMF�@MC�OK@XHMF�A@BJ�UHCDN
BKHOR��7HCDN�CQHUDQR
�VGHBG�RTOONQS�)5.-��	.HKDRSNMD�@MC�"WHR
�CN�MNS�QDPTHQD�SGD�8DA�-@TMBGDQ�	8DA�4S@QS
QDOK@BDLDMS
�@MC�+@U@�@OOKDS
�VGHBG�QTM�BNLOKDSDKX�NTSRHCD�NE�@�VDA�AQNVRDQ�

5GDRD�BNMgFTQ@SHNMR�QDPTHQD�SGD�8DA�-@TMBGDQ�@MC�+@U@�@OOKDS�

a $NMgFTQ@SHNMR�SG@S�TRD�SGD�.@WOQN�UHCDN�CQHUDQ

a $NMgFTQ@SHNMR�SG@S�TRD�@MX�UHCDN�CQHUDQ�SN�OK@X�A@BJ�NKCDQ�UHCDN�BKHOR�SG@S�VDQD�QDMCDQDC�TRHMF�SGD�+@U@
@OOKDS

a $NMgFTQ@SHNMR�SG@S�TRD�SGD�4TQUDHKK@MBD�7HDVDQ

TLS secure communication
5-4�	5 Q@MRONQS�-@XDQ�4DBTQHSX
�HR�@�LDSGNCNKNFX�ENQ�RDQUDQ�@TSGDMSHB@SHNM�@MC�C@S@�DMBQXOSHNM��8GDM�5-4�HR
DM@AKDC
�@KK�BNLLTMHB@SHNM�HR�@TSNL@SHB@KKX�DMBQXOSDC
�HMBKTCHMF�SGD�C@S@�SQ@MREDQQDC�EQNL�@�B@LDQ@�SN�@
RS@SHNM�

*M�@CCHSHNM�SN�DMBQXOSHNM
�BDQSHgB@SDR�OQNUHCD�CDUHBD�	RDQUDQ
�@TSGDMSHB@SHNM�NUDQ�@�KNB@K�@QD@�MDSVNQJ�HM�SVN
V@XR�

a *E�XNT�JMNV�SG@S�SGD�RDKE�RHFMDC�BDQSHgB@SD�OQNUHCDC�AX�@�UHCDN�CDUHBD�HR�U@KHC
�XNT�B@M�@BBDOS�HS�SGD�gQRS
SHLD�SGD�RS@SHNM�BNMMDBSR�SN�SGD�CDUHBD�@MC�SGDM�L@MT@KKX�@OOQNUD�HS�@R�@M�@KKNVDC�GNRS��5GDQD@ESDQ
�MN
ETQSGDQ�@BSHNM�HR�QDPTHQDC�

a .NQD�RDBTQD�SG@M�TRHMF�@�RDKE�RHFMDC�BDQSHgB@SD�HR�SN�HLONQS�@�BDQSHgB@SD�HMSN�SGD�UHCDN�CDUHBD�SG@S�V@R
RHFMDC�AX�@�$"�	$DQSHgB@SD�"TSGNQHSX
�VGNRD�QNNS�BDQSHgB@SD�HR�HM�SGD�RS@SHNM^R�SQTRS�RSNQD��5GD�gQRS�SHLD
SGD�RS@SHNM�BNMMDBSR�SN�SGD�CDUHBD
�@TSGDMSHB@SHNM�NBBTQR�@TSNL@SHB@KKX�

0UDQ�SGD�*MSDQMDS
�@M�@CCHSHNM@K�RDQUDQ�BDQSHgB@SD�HR�QDPTHQDC�HM�SGD�B@LDQ@�SN�@TSGDMSHB@SD�SGD�B@LDQ@
�@R�@
RDQUDQ
�SN�SGD�AQNVRDQ�SG@S�L@M@FDR�SGD�SQ@MRLHRRHNM�EQNL�SGD�B@LDQ@�SN�SGD�RS@SHNM��"F@HM
�XNT�L@X�@BBDOS
@MC�SGDM�@OOQNUD�@�B@LDQ@^R�RDKE�RHFMDC�BDQSHgB@SD
�GNVDUDQ
�HLONQSHMF�@�RHFMDC�RDQUDQ�BDQSHgB@SD�HMSN�SGD
B@LDQ@�HR�LTBG�LNQD�RDBTQD�@MC�RGNTKC�AD�XNTQ�RS@MC@QC�OQ@BSHBD�ENQ�RDBTQHMF�@KK�UHCDN�CDUHBDR�VGDM�TRHMF
SGD�*MSDQMDS�

"�BNLO@MX�L@X�TRD�@�SGHQC�O@QSX�$"
�NQ�RDQUD�@R�HSR�NVM�$"�

Security caveat
3541�	3D@K�5HLD�4SQD@LHMF�1QNSNBNK
�NUDQ�5$1�	5Q@MRLHRRHNM�$NMSQNK�1QNSNBNK

�VGHBG�HR�TRDC�ENQ�RSQD@LHMF
LDCH@�RDQUDQR�	UHCDN�NM�CDL@MC�@MC�UNHBD�QDBNQCHMF

�HR�MNS�RDBTQD��*S�CNDR�MNS�TRD�@�5-4�BNMMDBSHNM�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD 7HCDN�HMRS@KK@SHNM
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Video and port connections
8GDM�@�BNMgFTQ@SHNM�TRDR�ENW�RSQD@LHMF�SN�CDKHUDQ�UHCDN�EQNL�@�CDUHBD
�HMBKTCHMF�@�B@LDQ@
�%73
�/73
�@MC
RDQUDQ�	"WHR
�.@WOQN
�.HKDRSNMD
�91QNSDBS

�SGD�BNMSQNKKDQ�RS@SHNM�OQNBDRRDR�SGD�HMBNLHMF�UHCDN�@MC�SQ@MRLHSR�HS
SN�TRDQR�UH@�SGD�8DA�4DQUHBD��5GHR�LD@MR�SG@S�@�CDUHBD^R�MDSVNQJ�ONQS�B@M�AD�CHEEDQDMS�EQNL�SGD�RS@SHNM^R
MDSVNQJ�ONQS�

8GDM�@�BNMgFTQ@SHNM�CNDR�MNS�TRD�ENW�RSQD@LHMF
�SGD�RS@SHNM�CNDR�MNS�OQNBDRR�SGD�HMBNLHMF�UHCDN��*MRSD@C

SGD�UHCDN�RSQD@L�SQ@MRLHSR�EQNL�SGD�CDUHBD�SN�SGD�TRDQ��5GHR�LD@MR�SG@S�SGD�UHCDN�CDUHBD�LTRS�RG@QD�SGD�R@LD
MDSVNQJ�ONQS�@R�SGD�RS@SHNM�

3DPTHQDLDMSR
5N�BNMgFTQD�@�UHCDN�MDSVNQJ
�XNT�MDDC�HMRS@KKDC�CDUHBDR�SG@S�@QD�QD@CX�SN�AD�@BBDRRDC
�EQ@LDVNQJ�RNESV@QD

UHCDN�CQHUDQR�
�@CCHSHNM@K�KHBDMRDR
�NMD�NQ�LNQD�BNLLHRRHNMDC�QDLNSD�GNRS�BNMSQNKKDQR�@MC�RHFMDC�RDQUDQ
BDQSHgB@SDR�

*MRS@KKDC�CDUHBDR�@QD�QD@CX�SN�AD�@BBDRRDC
"KK�BNLONMDMS�CDUHBDR�	%73
�B@LDQ@R
�CHROK@XR
�/73
�LTRS�AD�OGXRHB@KKX�HMRS@KKDC
�ONVDQDC�NM
�ETMBSHNMHMF
BNQQDBSKX�@MC�QD@CX�SN�AD�@BBDRRDC��'NQ�DW@LOKD
�XNTQ�B@LDQ@	R

�%73
�CHROK@X	R

�/73�LTRS�AD�BNMMDBSDC�SN
SGD�MDSVNQJ��3DLNSD�GNRS�BNMSQNKKDQ�LTRS�AD�NM�SGD�R@LD�MDSVNQJ�@R�SGD�UHCDN�CDUHBDR�D@BG�BNMSQNKR�

'NQ�SGD�@�GNRS�RS@SHNM�SN�@BBDRR�@�CDUHBD�XNT�MDDC�SGD�ENKKNVHMF�HMENQL@SHNM�

a %DUHBD�*1�@CCQDRR�@MC�ONQS�MTLADQ��5GDRD�@QD�QDPTHQDC�SN�RDS�TO�6%1�BNLLTMHB@SHNMR�ENQ�SGD�CDUHBD�

a %DUHBD�TRDQ�M@LD�@MC�O@RRVNQC��$QDCDMSH@KR�@QD�QDPTHQDC�ENQ�GSSO�@BBDRR�SN�CDUHBDR�ENQ�BNMgFTQ@SHNM
�@R
RODBHgDC�AX�D@BG�HMCHUHCT@K�CQHUDQ�

a "OOQNOQH@SD�ONQSR�NODM��SGD�CDE@TKS�@QD�ONQS����ENQ�SGD�VDA
�ONQS�����ENQ�BNMSQNK
�ONQS������ENQ�C@S@�@MC
ONQS������ENQ�LNSHNM�CDSDBSHNM�

4NESV@QD�@MC�CQHUDQ�LNCTKDR
5GHR�EQ@LDVNQJ�QDPTHQDR�K@SDRS�UDQRHNM�NE/H@F@Q@��5GD�ENKKNVHMF�FDMDQ@K�OTQONRD�UHCDN�CQHUDQ�I@Q�gKDR�LTRS�AD
OQDRDMS�HM�XNTQ�HMRS@KK@SHNM^Rmodules ENKCDQ�NQ�@KQD@CX�NM�SGD�S@QFDS�RS@SHNM^R�BNMSQNKKDQ�

a MCQHUDQ�QS�I@Q

a MCQHUDQ�VA�I@Q

a MUHCDN�QS�I@Q

a MUHCDN�VA�I@Q

a UHCDN%QHUDQ�QS�I@Q

a UHCDN%QHUDQ�VA�I@Q

a UHCDN)W�QS�I@Q

a QDLNSD7HCDN�QS�I@Q

a QDLNSD7HCDN�VA�I@Q

: NT�B@M�UHDV�SGDRD�LNCTKDR�HM�SGDC:\Niagara\MySoftware-n.n.nn\modules ENKCDQ
�VGDQD
MySoftware-n.n.nn HR�XNTQ�TMHPTD�RNESV@QD�HMRS@KK@SHNM�ENKCDQ�

: NT�MDDC�NMD�NQ�LNQD�CQHUDQR�ENQ�SGD�RODBHgB�L@MTE@BSTQDQR̂�DPTHOLDMS�

-HBDMRDR
: NTQ�KHBDMRD�gKD�LTRS�HMBKTCD�@M�DMSQX�ENQ�SGDUHCDN%QHUDQED@STQD
�@R�VDKK�@R�@�UDMCNQ�RODBHgB�DMSQX��0SGDQ
CDUHBD�@MC�ONHMS�KHLHSR�L@X�DWHRS�HM�XNTQ�KHBDMRD�@R�OQNODQSHDR�@RRNBH@SDC�VHSG�SGNRD�ED@STQDR�

*E�XNTQ�SNONKNFX�HMBKTCDR�QDLNSD�RS@SHNMR�L@M@FDC�TMCDQ�SGD/H@F@Q@/DSVNQJ/H@F@Q@/DSVNQJ
�SGD�4TODQUHRNQ�RS@SHNM�LTRS�AD
KHBDMRDC�ENQ�SGD�QDLNSD�UHCDN�ED@STQD�

7HCDN�HMRS@KK@SHNM /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD
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$NLLHRRHNMDC�QDLNSD�GNRS�BNMSQNKKDQR
8GDSGDQ�NQ�MNS�XNTQ�MDSVNQJ�HMBKTCDR�@�4TODQUHRNQ�1$
�D@BG�QDLNSD�GNRS�BNMSQNKKDQ�LTRS�G@UD�ADDM
BNLLHRRHNMDC�TRHMF/H@F@Q@8 NQJADMBG�

4HFMDC�BDQSHEHB@SDR
&@BG�CDUHBD�	RTBG�@R�@�B@LDQ@
�QDPTHQDR�@�RDQUDQ�BDQSHgB@SD�RHFMDC�AX�SGD�OQHU@SD�JDX�NE�@�QNNS�$"�BDQSHgB@SD�
5GD�QNNS�$"�BDQSHgB@SD�VHSG�NMKX�HSR�OTAKHB�JDX�LTRS�AD�@U@HK@AKD�HM�SGD�RS@SHNM^R�4XRSDL�NQ�6RDQ�5QTRS�4SNQD��5N
@TSGDMSHB@SD�@�B@LDQ@�NUDQ�SGD�*MSDQMDS
�SGD�QNNS�$"�BDQSHgB@SD�LTRS�@KQD@CX�AD�HM�SGD�AQNVRDQ^R�SQTRS�RSNQD
�NQ

HE�XNTQ�BNLO@MX�RDQUDR�@R�HSR�NVM�$"
�XNT�LTRS�HLONQS�SGD�QNNS�$"�BDQSHgB@SD�HMSN�SGD�AQNVRDQ^R�SQTRS�RSNQD�

7HCDN�CQHUDQR�CDE@TKS�SN�RDBTQD�BNLLTMHB@SHNM��*E�@�B@LDQ@�NQ�NSGDQ�CDUHBD�CNDR�MNS�RTOONQS�5-4
�@MC�SGD
CDUHBD�LTRS�BNMMDBS�SN�SGD�RS@SHNM
�XNT�L@X�G@UD�SN�RDSUse Tls SNfalse @MC�BG@MFD�SGD�CDUHBDHttp Port
EQNL 443 SN80 ��8GDQD�SN�L@JD�SGDRD�BG@MFDR�CDODMCR�NM�SGD�CQHUDQ�

CAUTION: %N�MNS�CHR@AKD�RDBTQD�BNLLTMHB@SHNM�TMKDRR�XNT�@QD�RDSSHMF�TO�@�CDUHBD�SG@S�CNDR�MNS�RTOONQS
5-4��%HR@AKHMF�RDBTQD�BNLLTMHB@SHNM�KD@UDR�XNTQ�MDSVNQJ�UTKMDQ@AKD�SN�@�L@KHBHNTR�@SS@BJ�

"ANTS�"WHR�MDSVNQJ�@MC�B@LDQ@�BNMEHFTQ@SHNM
5GD�OQNODQSHDR�@MC�NOSHNMR�SG@S�BNMgFTQD�"WHR�B@LDQ@�SN�RS@SHNM�BNLLTMHB@SHNM�OQNUHCD�hDWHAHKHSX�@MC
RTOONQS�ENQ�KDF@BX�B@LDQ@R�SG@S�K@BJ�@�RDBTQD�UHCDN�RSQD@L�@R�VDKK�@R�MDVDQ�B@LDQ@R�SG@S�RTOONQS�5-4�RDBTQD
BNLLTMHB@SHNM�

"WHR�MDSVNQJR
: NT�B@M�G@UD�SVN�"WHR�MDSVNQJR��NMD�SN�L@M@FD�KDF@BX�B@LDQ@R�SG@S�CN�MNS�RTOONQS�RDBTQD�BNLLTMHB@SHNM

@MC�@�RDBNMC�MDSVNQJ�SN�L@M@FD�MDVDQ�B@LDQ@R�SG@S�RTOONQS�RDBTQD�BNLLTMHB@SHNM��"�RHMFKD�MDSVNQJ�B@MMNS
RTOONQS�ANSG�BNMgFTQ@SHNMR�

5VN�OQNODQSHDR�OK@X�HLONQS@MS�QNKDR�HM�BNMgFTQHMF�SGDRD�MDSVNQJR�

�� $@LDQ@	R
�SG@S�RTOONQS�RDBTQD�BNLLTMHB@SHNM

�� -DF@BX�B@LDQ@	R
�VHSGNTS�RDBTQD�BNLLTMHB@SHNM

5GDUse Tls OQNODQSX�NM�SGD�"WHR�MDSVNQJ�S@A�	OQNODQSX�RGDDS
�DM@AKDR�@MC�CHR@AKDR�5-4�RDBTQHSX��5GDTcp Ip
Port LTRS�AD�TMHPTD�ENQ�D@BG�MDSVNQJ�

"WHR�B@LDQ@�BNLLTMHB@SHNM�BG@MMDKR
5GD�B@LDQ@�OQNODQSHDR�BNMgFTQD�SGD�OQNSNBNK
Web Port @MC�$0%&$�TRDC�SN�BNLLTMHB@SD�VHSG�SGD�RS@SHNM�
5GQDD�BG@MMDKR�NE�BNLLTMHB@SHNM�BNMMDBS�SN�D@BG�UHCDN�B@LDQ@��*CD@KKX
�D@BG�RGNTKC�AD�RDBTQD�

Figur e 29. 4S@SHNM�VHSG�SVN�"WHR�MDSVNQJR

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD 7HCDN�HMRS@KK@SHNM
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�� 4S@SHNMcSGHR�BG@MMDK�CDKHUDQR�BNMgFTQ@SHNM�OQNODQSHDR�@MC�OQDRDSR�SN�SGD�B@LDQ@��5GDRD�BNMSQNK�GNV�SGD
B@LDQ@�NODQ@SDR�

�� 8 DA�6*cSGHR�BG@MMDK�QDBDHUDR�SGD�UHCDN�RSQD@L�EQNL�SGD�B@LDQ@�@MC�CHROK@XR�HS�HM�@�AQNVRDQ�

�� &MSDQOQHRD�4DBTQHSX	8 NQJADMBG
cS GHR�BG@MMDK�QDBDHUDR�SGD�UHCDN�RSQD@L�EQNL�SGD�B@LDQ@�@MC�CHROK@XR�HS
HM�@�4TQUDHKK@MBD�7HDVDQ�

�� $NMgFTQ@SHNM�C@S@

�� 7HCDN�RSQD@L

�� 7HCDN�RSQD@L�RDMS�SN8 NQJADMBG

/DVDQ�B@LDQ@R�RTOONQS�5-4�BDQSHgB@SDR�ENQ�@TSGDMSHB@SHMF�SGD�B@LDQ@�@R�SGD�RDQUDQ�NE�UHCDN�BNMSDMS�@MC
DMBQXOSHMF�SGD�UHCDN�RSQD@L��5VN�OQNSNBNKR�	NMD�NQ�SGD�NSGDQ
�L@M@FD�SGD�UHCDN�RSQD@L��)551�NQ�)5514
	RDBTQD�BNLLTMHB@SHNM

�@MC�SGD�LNQD�BNLLNM�3541�	3D@K�5HLD�4SQD@LHMF�1QNSNBNK
��)SSO�@MC�3541�@QD�MNS
RDBTQD��5GD�B@LDQ@�OQNODQSX�SG@S�BNMgFTQDR�SGD�OQNSNBNK�HRUse Rtsp Stream 	true ��3 541
 false ��)SSO�NQ
)SSOR
�

$NLLTMHB@SHNM�RDBTQHSX
5GD�MDSVNQJ�OQNODQSX�Use Tls 
�@MC�SGD�B@LDQ@�OQNODQSXUse Rtsp Stream VNQJ�SNFDSGDQ�SN�BNMgFTQD
RDBTQD�BG@MMDKR�VGDM�BNMMDBSDC�TRHMF�@�AQNVRDQ�

Properties Channel pr otocols

CommentsIf Use Tls
is ...

If Use
Rtsp
Stream is
...

The
conÿguration
data channel
uses ...

HTML5 video
str eaming uses
...

The video str eam
to the W eb
Launcher / Java
applet (for
Maxpr o
str eaming) uses ...

The video
str eam to
8 NQJADMBGuses
...

E@KRD E@KRD )SSO )SSO )SSO )SSO /NMD�NE�SGD�BG@MMDKR�@QD�RDBTQD�

5GD�B@LDQ@^RWeb Port LTRS�AD
BG@MFDC�SN�����*SR�$0%&$�B@M
QDL@HM�@S�SGD�CDE@TKS�	.1&(

SG@S�HR
'ELODF?$0%&$?*%?.1&(�
�

E@KRD SQTD )SSO )SSO 3541 3541

Figur e 30. $NLLTMHB@SHNM�BG@MMDKR�SN�@MC�EQNL�@�B@LDQ@

7HCDN�HMRS@KK@SHNM /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD
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Properties Channel pr otocols

CommentsIf Use Tls
is ...

If Use
Rtsp
Stream is
...

The
conÿguration
data channel
uses ...

HTML5 video
str eaming uses
...

The video str eam
to the W eb
Launcher / Java
applet (for
Maxpr o
str eaming) uses ...

The video
str eam to
8 NQJADMBGuses
...

SQTD SQTD )SSOR )SSOR 3541 3541 $NMgFTQ@SHNM�C@S@�@QD�RDBTQD�ATS�SGD
UHCDN�RSQD@L�HR�MNS�RDBTQD�

5GD�B@LDQ@^RWeb Port B@M
QDL@HM�@S�SGD�CDE@TKS�������*SR
$0%&$�RGNTKC�AD�BG@MFDC�SN
)���
	'ELODF?$0%&$?*%?)���
�

SQTD E@KRD )SSOR )SSOR )SSOR )SSOR $NMgFTQ@SHNM�C@S@�@QD�RDBTQD�ATS�SGD
UHCDN�RSQD@L�HR�MNS�RDBTQD�TMKDRR�XNT
@BBDOS�@MC�@OOQNUD�SGD�B@LDQ@^R�RDKE�
RHFMDC�BDQSHgB@SD�NQ�HMRS@KK�@�RDQUDQ
BDQSHgB@SD�HM�SGD�B@LDQ@�SG@S�V@R
RHFMDC�AX�@�QNNS�$"�BDQSHgB@SD�HM�SGD
AQNVRDQ^R�SQTRS�RSNQD�

5GD8 NQJADMBGUHCDN�RSQD@L�HR
RDBTQD��5GD�B@LDQ@^RWeb Port

B@M�QDL@HM�@S�SGD�CDE@TKS������
*SR�$0%&$�RGNTKC�AD�BG@MFDC
SN�.1&(�
	'ELODF?$0%&$?*%?.1&(�
�

"�$0%&$�HR�@�BNCDQ�CDBNCDQ��5GD�SDQL�QDEDQR�SN�SGD�LDSGNC�SGD�B@LDQ@�TRDR�SN�SQ@MRLHS�@�UHCDN�RSQD@L�

.NQD�HMENQL@SHNM�@ANTS�BNMgFTQHMF�"WHR�B@LDQ@R�ENQ�RDBTQD�UHCDN�RSQD@LHMF�HR�@U@HK@AKD�HM�SGD�0(.(9(�& 0+,6
�9(4,>692��<0+, �

*MRS@KKHMF�@M�"WHR�UHCDN�MDSVNQJ�	8DA�6*

"M�"WHR�UHCDN�MDSVNQJ�RTOONQSR�NMD�NQ�LNQD�"WHR�B@LDQ@R��*E�RNLD�B@LDQ@R�RTOONQS�5-4�	5Q@MRONQS�-@XDQ
4DBTQHSX
�@MC�NSGDQR�CN�MNS
�XNT�VHKK�MDDC�SVN�"WHR�UHCDN�MDSVNQJR��NMD�MDSVNQJ�VHSG�5-4�DM@AKDC
�@MC�SGD
NSGDQ�VHSG�5-4�CHR@AKDC�

Prerequisites:
5GD�B@LDQ@R�@QD�HMRS@KKDC��5GD�1$�HR�BNMMDBSDC�SN�SGD�B@LDQ@�MDSVNQJ�@MC�QTMMHMF�SGD�VDA�6*�HM�@�AQNVRDQ�

��4SDO $NMMDBS�DHSGDQ�SN�XNTQ�4TODQUHRNQ�RS@SHNM�	K@QFD�HMRS@KK@SHNM
�NQ�SN�SGD�RHMFKD�QDLNSD�GNRS�RS@SHNM
SG@S�BNMSQNKR�SGD�B@LDQ@R�	RL@KK�HMRS@KK@SHNM
�

��4SDO $KHBJ$NMSQ$NMSQNKNKKDQ�	4XRSDL
�4DSTOKDQ�	4XRSDL
�4DSTO� 3DLNSD�%DUHBDR3DLNSD�%DUHBDR� 3DLNSD�%QHUDQR3DLNSD�%QHUDQR�
5GD3DLNSD�%QHUDQRUHDV�NODMR�

��4SDO $KHBJ�SGD�.@M@FD�%QHUDQR�ATSSNM�	

�RDKDBSAdd @MC�BKHBJ0J0J �

��4SDO 4DKDBS�SGDAxis Video Network EQNL�SGD�CQNO�CNVM�KHRS�@MC�BKHBJ0J0J �

��4SDO 0OSHNM@KKX
�FHUD�SGD�MDSVNQJ�@�TMHPTD�M@LD�@MC�BKHBJ0J0J �
5GD�MDV�"WHR�/DSVNQJ�@OOD@QR�HM�SGD�/DSVNQJ�S@AKD�

��4SDO %NTAKD�BKHBJ�SGD�MDVKX�@CCDC�MDSVNQJ�QNV�HM�SGD�S@AKD�
5GD%QHUDQ�.@M@FDQUHDV�NODMR�VHSG�SGD"WHR�7HCDN�/DSVNQJS@A�RDKDBSDC�

Use Tls CDE@TKSR�SNtrue 
�@MCTcp Ip Port CDE@TKSR�SN9797 �

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD 7HCDN�HMRS@KK@SHNM
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��4SDO 5N�STQM�NEE�5-4�RDBTQD�BNLLTMHB@SHNM
�BG@MFDUse Tls SNfalse �

CAUTION: %HR@AKHMF�5-4�RDBTQD�BNLLTMHB@SHNM�NODMR�XNTQ�HMRS@KK@SHNM�SN�L@KHRBHNTR�G@BJHMF��%N
MNS�CHR@AKD�SGHR�OQNSDBSHNM�TMKDRR�XNT�JMNV�VG@S�XNT�@QD�CNHMF
�@MC
�OQDEDQ@AKX
�NMKX�HE�XNTQ
MDSVNQJ�HR�MNS�BNMMDBSDC�SN�SGD�*MSDQMDS�

��4SDO *E�SGHR�HR�SGD�RDBNMC�"WHR�MDSVNQJ�XNT�@QD�HMRS@KKHMF
�BG@MFDTcp Ip Port SN������
&@BG�MDSVNQJ�QDPTHQDR�@�TMHPTD�5$1�*1�ONQS�MTLADQ�

��4SDO $NMgQL�SG@S�SGD�MDSVNQJ�RS@STR�HR{ok} 
�@MC�BKHBJ4@UD4@UD�
*E�XNT�G@UD�SVN�MDSVNQJR
�ANSG�MDSVNQJ�QNVR�FN�HMSN�E@TKS�	STQM�XDKKNV
�TMSHK�SGD�RNESV@QD
DRS@AKHRGDR�D@BG�ONQS��5GHR�B@M�S@JD�@�EDV�RDBNMCR�

"CC HMF�	NQ�DCHSHMF
�@M�"WHR�B@LDQ@�	8DA�6*

"CCHMF�@�B@LDQ@�L@X�HMUNKUD�@OOQNUHMF�HSR�BDQSHgB@SD�@R�VDKK�@R�BNMgFTQHMF�HSR�BNLLTMHB@SHNM�OQNODQSHDR��5GHR
OQNBDCTQD�@CCR�@�B@LDQ@�L@MT@KKX��:NT�B@M�@KRN�CHRBNUDQ�B@LDQ@R�@MC�DCHS�SGDHQ�OQNODQSHDR�@ESDQ�@CCHMF�SGDL�
.HFQ@SDC�HMRS@KK@SHNMR�KHRS�@KK�DWHRSHMF�B@LDQ@R�VHSGNTS�SGD�MDDC�SN�CHRBNUDQ�NQ�L@MT@KKX�@CC�SGD�B@LDQ@R�

Prerequisites:
: NT�@QD�BNMMDBSDC�SN�SGD�QDLNSD�GNRS�RS@SHNM�SG@S�BNMSQNKR�SGD�B@LDQ@�TRHMF�SGD�VDA�6*��5GD�"WHR�MDSVNQJ�G@R
ADDM�RDS�TO
�BNMgFTQDC�@MC�HSR�GD@KSG�QDONQSROk��'NQ�RDBTQD�BNLLTMHB@SHNM�ADSVDDM�B@LDQ@�@MC�RS@SHNM
�SGD
B@LDQ@�RTOONQSR�5-4�RDBTQD�BNLLTMHB@SHNM�

��4SDO 'QNL�SGD�L@HM�LDMT
�BKHBJ$NMSQ$NMSQNKNKKDQ�4DSTOKDQ�4DSTO� 3DLNSD�%DUHBDR3DLNSD�%DUHBDR� 3DLNSD�%QHUDQR3DLNSD�%QHUDQR�
5GD3DLNSD�%QHUDQRUHDV�NODMR�

��4SDO %NTAKD�BKHBJ�NM�SGD�"WHR�7HCDN�/DSVNQJ�QNV�HM�SGD�S@AKD�
5GD%QHUDQ�.@M@FDQUHDV�NODMR�VHSG�SGD"WHR�7HCDN�/DSVNQJS@A�RDKDBSDC�

��4SDO $KHBJ�SGD$@LDQ@RS@A�
5GD$@LDQ@�.@M@FDQUHDV�NODMR�

5GHR�UHDV�CHROK@XR�@�KHRS�NE�@MX�DWHRSHMF�B@LDQ@R�

��4SDO %N�NMD�NE�SGD�ENKKNVHMF�

a 5N�DCHS�SGD�OQNODQSHDR�NE�@M�DWHRSHMF�B@LDQ@
�CNTAKD�BKHBJ�SGD�B@LDQ@�QNV�HM�SGD�S@AKD�NQ
RDKDBS�SGD�B@LDQ@�@MC�BKHBJ�SGD�)XODQKHMJ�ATSSNM�	


�

a 5N�@CC�@M�"WHR�B@LDQ@�L@MT@KKX
�BKHBJ�SGD�/DV�ATSSNM�	


�

7HCDN�HMRS@KK@SHNM /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD
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5GD/DV/DV VHMCNV�NODMR�

��4SDO (HUD�SGD�B@LDQ@�@Display Name 
�@MC�NOSHNM@KDescription ��DMSDQ�HSRUrl Address 	TRT@KKX�@M�*1
@CCQDRR
��@MC
�SN�TRD�RDBTQD�)SSOR�RSQD@LHMF
�BKHBJ0J0J �
" Web Port NE443 HMCHB@SDR�SG@S�SGD�BNLLTMHB@SHNM�BG@MMDKR�CDE@TKS�SN�RDBTQD�BNLLTMHB@SHNM�
5GD�B@LDQ@�LTRS�RTOONQS�5-4�SN�BNLLTMHB@SD�RTBBDRRETKKX�

*E�SGD�RS@SHNM�QDMCDQR�UHCDN�EQNL�SGD�B@LDQ@�TRHMF�ENW�RSQD@LHMF
�SGHR�ONQS�RGNTKC�AD�CHEEDQDMS
EQNL�SGD�RS@SHNM^R�ONQS�TRDC�SN�BNMMDBS�SN�SGD�MDSVNQJ��0SGDQVHRD
�HE�SGD�B@LDQ@�QDMCDQR�HSR�NVM
UHCDN�@MC�RDMCR�HS�SN�SGD�TRDQ
�SGHR�ONQS�RGNTKC�AD�SGD�R@LD�@R�SGD�ONQS�SG@S�BNMMDBSR�SGD�RS@SHNM
SN�SGD�MDSVNQJ�

NOTE:

*EUse Rtsp Stream HRtrue 
�SGD�BG@MMDK�VHKK�MNS�BNMMDBS�ADB@TRD�3541�CNDR�MNS�RTOONQS�RDBTQD
BNLLTMHB@SHNM�EQNL�SGD�B@LDQ@�SN�SGD�RS@SHNM�

��4SDO 5N�TRD�3541�RSQD@LHMF
�RDSUse Rtsp Stream SNtrue ��CDgMD�SGD�BQDCDMSH@KR�QDPTHQDC�AX�SGD
3541�	Rtsp Username @MCRtsp Password 
��CDgMD�SGDHost Name 	�*1��@WHR�LDCH@�LDCH@�@LO
�
@MC�BKHBJ0J0J �

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD 7HCDN�HMRS@KK@SHNM

.@QBG���
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5GHR�U@KTD�CDgMDR�@�ONQS�SN�BNLLTMHB@SD�C@S@�EQNL�@�CDUHBD�SG@S�CNDR�MNS�RTOONQS�RDBTQD
BNLLTMHB@SHNM�
5GD�RXRSDL�R@UDR�SGD�BNMgFTQ@SHNM�SN�SGD�RS@SHNM�C@S@A@RD�

��4SDO 5N�UHDV�SGD�B@LDQ@�OQNODQSHDR
�M@UHF@SD�A@BJ�SN$NMSQ$NMSQNKNKKDQ�4DSTOKDQ�4DSTO� 3DLNSD�%DUHBDR3DLNSD�%DUHBDR� 3DLNSD3DLNSD
%QHUDQR%QHUDQRCNTAKD�BKHBJ�SGD�"WHR�UHCDN�MDSVNQJ�QNV��BKHBJ�SGD$@LDQ@RS@A��@MC�CNTAKD�BKHBJ�SGD
B@LDQ@�QNV�HM�SGD�S@AKD�
5GD�RXRSDL�NODMR�SGD"WHR�7HCDN�$@LDQ@S@A�

4S@STR�RGNTKC�AD{ok} �

��4SDO *EStatus HR�MNS{ok} 
�BNMgQL�SG@S�SGDHigh Compression Codec HR�@OOQNOQH@SDKX�BNMgFTQDC�ENQ
SGD�B@LDQ@
�@MC
�HE�MDBDRR@QX
�BG@MFD�SGHR�OQNODQSX�@MC�BKHBJ4@UD4@UD�

7HCDN�HMRS@KK@SHNM /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD
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a 'NQ�@�RDBTQD�)SSOR����BNMMDBSHNM�ADSVDDM�SGD�B@LDQ@�@MC�RS@SHNM
�SGD�$0%&$�RGNTKC�AD�
MPEG4	'ELODF?$0%&$?*%?.1&(�
�

a 'NQ�@M�3541�BNMMDBSHNM�ADSVDDM�SGD�B@LDQ@�@MC�RS@SHNM
�SGD�$0%&$�RGNTKC�AD�H264
	'ELODF?$0%&$?*%?)���
�

%HRBNUDQHMF�B@LDQ@R�	8DA�6*

: NT�B@M�@CC�B@LDQ@R�HMCHUHCT@KKX�NQ�TRD�@�CHRBNUDQX�INA�SN�@CC�B@LDQ@R�

Prerequisites:
: NT�@QD�BNMMDBSDC�SN�SGD�4TODQUHRNQ�RS@SHNM�	K@QFD�HMRS@KK@SHNM
�NQ�SN�SGD�RHMFKD�QDLNSD�GNRS�RS@SHNM�SG@S
BNMSQNKR�SGD�B@LDQ@R�	RL@KK�HMRS@KK@SHNM�


��4SDO $KHBJ$NMSQ$NMSQNKNKKDQ�	4XRSDL
�4DSTOKDQ�	4XRSDL
�4DSTO� 3DLNSD�%DUHBDR3DLNSD�%DUHBDR� 3DLNSD�%QHUDQR3DLNSD�%QHUDQR�
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a 3DLNSD�UHCDN�BNMMDBSHNMR

a 'NW�UHCDN�RSQD@LHMF

a (Q@OGHBR�VHCFDSR

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD 7HCDN�HMRS@KK@SHNM
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a 4TOONQS�ENQ�@�L@M@FDLDMS�RDQUDQ

5DRSDC�LNCDKR
5GD�9OQNSDBS�CQHUDQ�G@R�ADDM�SDRSDC�VHSG�SGD�.HKDRSNMD�91QNSDBS�$NQONQ@SD
�91QNSDBS�1QNEDRRHNM@K�
�@MC�SGD
9OQNSDBS�&RRDMSH@KR��@MC�HR�BNLO@SHAKD�VHSG�SGD�9OQNSDBS�%QHUDQ�NE/H@F@Q@��5GD�HMSDFQ@SHNM�RSDOR�QDL@HM
TMBG@MFDC�

3DPTHQDC�EHKDR
5GHR�gKD�HM�SGDNiagara_Home\modules ENKCDQ�xprotect-wb.jar

NOTE: 5GD�OQDUHNTR�LNCTKD�M@LD�ENQ�SGDWOQNSDBSCQHUDQ�V@Rxprotect-se.jar ��*E�XNT�TOFQ@CD�@�RXRSDL

CN�MNS�BNOX�SGHR�NKC�gKD�SN�SGDmodule ENKCDQ��3TMMHMF�SGD�RNESV@QD�VHSG�ANSG�CQHUDQR�HMSQNCTBDR�BNMhHBSR�

5GDRD�gKDR�@QD�HM�SGDNiagara_Home\bin ENKCDQ�

a VideoOS.Platform.dll

a VideoOS.Platform.SDK.dll

a xprotectBridgeService.exe

$NLOKH@MBD

NOTE: 'NQ�SGD�OTQONRD�NE�BNMgFTQHMF�@�B@LDQ@
�SGDWOQNSDBSCQHUDQ�LTRS�QTM�HM�SGD�4TODQUHRNQ�1$��4S@MC�
@KNMD�RXRSDLR
�VGHBG�G@UD�NMKX�NMD�BNMSQNKKDQ
�CN�MNS�RTOONQS�HMSDFQ@SHMF�@�B@LDQ@�VHSG�SGD�.HKDRSNMD�UHCDN
L@M@FDLDMS�RNESV@QD��*M�@�BNLO@MX�VHCD�HMRS@KK@SHNM
�SGDWOQNSDBSCQHUDQ�QTMMHMF�HM�@�BNMSQNKKDQ�OQNUHCDR
@K@QL�L@OOHMF�	HS�QDRNKUDRWOQNSDBSB@LDQ@�0QCR�SG@S�@OOD@Q�HM�SGD�4TODQUHRNQ^R�@K@QL�BNMRNKD
��/N�NSGDQ
WOQNSDBSED@STQDR�VNQJ�HM�@�BNMSQNKKDQ�

a 5GD�9OQNSDBS�4%,�"1*�CNDR�MNS�RTOONQS�OQDRDS�BQD@SHNM��5GDWOQNSDBSUHCDN�CQHUDQ�RTOONQSR�NMKX�SGD
.NUD�SN�1QDRDS�NOSHNM��5N�BQD@SD�OQDRDSR
�TRD�SGD�.HKDRSNMD�$NQONQ@SD�RNESV@QD�

a "M�@BSHNM�NM�SGD�91QNSDBS�B@LDQ@
�B@KKDC�(DS�1QDRDS�-HRS
�LTRS�AD�HMUNJDC�SN�QD@C�SGD�KHRS�NE�OQDRDSR�EQNL
SGD�.HKDRSNMD�$NQONQ@SD�RNESV@QD� 8 NQJADMBGOQNUHCDR�SGHR�@BSHNM
�VGHBG�S@JDR�HLLDCH@SD�DEEDBS�
0SGDQVHRD
�FDSSHMF�OQDRDSR�EQNL�SGD�B@LDQ@�NBBTQR�@TSNL@SHB@KKX�NM�D@BG�B@LDQ@�OHMF�

a 5GD�91QNSDBS�4%,�CNDR�MNS�OQNUHCD�@M�"1*�SN�@CC�@�B@LDQ@�OQNFQ@LL@SHB@KKX�SN�SGD�L@M@FDLDMS�NQ
QDBNQCHMF�RDQUDQR��"R�@�QDRTKS
�SGDWOQNSDBSCQHUDQ�CNDR�MNS�RTOONQS�SGD�@CC�MDS�B@LDQ@�NOSHNM�EQNL
8 NQJADMBG��: NT�LTRS�CHRBNUDQ�B@LDQ@R�SN�@CC�SGDL�SN�@�RS@SHNM�

a 5GD�91QNSDBS�4%,�"1*�CNDR�MNS�RTOONQS�*QHR�@MC�'NBTR�BNMSQNKR��$NMRDPTDMSKX
�SGDWOQNSDBSCQHUDQ�CNDR
MNS�RTOONQS�SGD�*QHR�@MC�'NBTR�NODQ@SHNMR�EQNL 8 NQJADMBG�

a 5GDWOQNSDBSCQHUDQ�RTOONQSR�NMKX�.NSHNM�%DSDBSHNM�4S@QSDC�@MC�.NSHNM�%DSDBSHNM�4SNOODC�@K@QL
BNMCHSHNMR�EQNL�SGD�.HKDRSNMD�$NQONQ@SD�RNESV@QD�

a 4HMBD�LNSHNM�CDSDBSHNM�DUDMSR�@QD�ONKKDC�EQNL�@�QDBNQCHMF�RDQUDQ
�QDBNQCHMF�RDQUDQR�LTRS�AD�CHRBNUDQDC
@MC�@CCDC�SN�SGD�L@M@FDLDMS�RDQUDQ�BNLONMDMS�@O@QS�EQNL�B@LDQ@R�

)5.-��RSQ D@LHMF
5GD�K@SDRS�UDQRHNMR�NE/H@F@Q@RTOONQS�SGD�UHCDN�EQ@LDVNQJ�)5.-��RSQD@LHMF�TRHMF�SGD�.HKDRSNMDWOQNSDBS
CQHUDQ�ENQ�UHCDN�OK@XA@BJ��5GD�4TQUDHKK@MBD�7HDVDQ�BNMSHMTDR�SN�TRD�SGD�@OOKDS�UHDV�	RTOONQSDC�AX�8DA
-@TMBGDQ

�GNVDUDQ
�SGD�OK@XA@BJ�UHDVDQ�RTOONQSR�)5.-�bQDMCDQDC�UHCDN�BKHOR��)5.-��RSQD@LHMF�L@JDR�TRD
NE�SGD�.HKDRSNMD9OQNSDBS4DQUDQ�@MC�91QNSDBS.NAHKD4DQUDQ�

91QNSDBS�@QBGHSDBSTQD
.HKDRSNMD^R�91QNSDBS�OQNCTBSR�NEEDQ�BNLOQDGDMRHUD�UHCDN�ODQENQL@MBD�ENQ/H@F@Q@HMRS@KK@SHNMR��*M�@CCHSHNM�SN
KHBDMRHMF�@MC�BNMgFTQHMF�SGD�CQHUDQR
�@CCHSHNM@K�RNESV@QD�DMRTQDR�BNMMDBSHUHSX�NM�G@MC�GDKC�CDUHBDR�BNMMDBSDC
NUDQ�SGD�*MSDQMDS�

7HCDN�HMRS@KK@SHNM /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD
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5GD�91QNSDBS/DSVNQJ�HR�SGD�O@QDMS�BNLONMDMS��*SR�UHDV
�B@KKDC�SGD9�1Q9�1QNSDBS�4DQUDQ�.@M@FDQNSDBS�4DQUDQ�.@M@FDQRTOONQSR�NMD�NQ
LNQD�91QNSDBS�.@M@FDLDMS�4DQUDQR�

"M�91QNSDBS�.@M@FDLDMS�4DQUDQ�	TRT@KKX�KNB@SDC�HM�@�RDO@Q@SD�BNLOTSDQ
�BNMgFTQDR�@BBDRR�EQNL�@�4TODQUHRNQ
RS@SHNM�SN�@KK�CDUHBDR�	B@LDQ@R�@MC�QDBNQCHMF�RDQUDQR
�NM�SGD�MDSVNQJ��"Host Name HCDMSHgDR�SGHR�BNLOTSDQ�NM
VGHBG�SGD�91QNSDBS�.@M@FDLDMS�4DQUDQ�HR�QTMMHMF��8GDM�SGD�@TSGDMSHB@SHNM�SXOD�HRWindows
�@TSGNQHY@SHNM
OQNODQSHDR�HCDMSHEX�SGDDomain M@LD�NE�SGD�RDQUDQ�	@�RDO@Q@SD�*1�@CCQDRR�EQNL�SG@S�ENQ�SGD�GNRS�BNLOTSDQ
�@MC
OQNUHCD�BQDCDMSH@K�@TSGNQHY@SHNM�	TRDQM@LD�@MC�O@RRVNQC
�SN�@BBDRR�SGD�RDQUDQ��" Hostname 	@MNSGDQ�*1
@CCQDRR
�@MCPort HCDMSHEX�D@BG�3DBNQCHMF�4DQUDQ�

5GD�91QNSDBS�.NAHKD�4DQUDQ�RTOONQSR�@BBDRR�SN�B@LDQ@R�@MC�QDBNQCHMF�RDQUDQR�EQNL�QDLNSD�CDUHBDR�SG@S
BNMMDBS�SN�SGD�UHCDN�MDSVNQJ�SGQNTFG�SGD�*MSDQMDS��"KK�CDUHBDR�SG@S�TRD�SGD�VDA�6*
�HMBKTCHMF�K@OSNOR�
BNLOTSDQR
�RL@QSOGNMDR�@MC�S@AKDSR�QDPTHQD�SGD�HMRS@KK@SHNM�NE�SGD�91QNSDBS�.NAHKD�4DQUDQ�NM�SGD�BNLOTSDQ
VHSG�SGD�91QNSDBS�.@M@FDLDMS�4DQUDQ�

91QNSDBS�QDPTHQDLDMSR
4DBTQD�BNLLTMHB@SHNM�QDPTHQDR�@�RDBTQD�BNMMDBSHNM�ADSVDDM�@KK�BNLONMDMSR
�OQNBDRRDR�@MC�AQNVRDQR�
91QNSDBS�OQNCTBSR�TRD�@M�91QNSDBS.@M@FDLDMS4DQUDQ�SN�L@M@FD�KHUD�UHCDN�@MC�RSNQD�QDBNQCDC�UHCDN�

/@SHUD�OQNBDRR�OQNSDBSHNM
#DGHMC�SGD�RBDMDR�@�M@SHUD�OQNBDRR�TRHMF�ONQS������ETMBSHNMR�@R�@�AQHCFD�ADSVDDM�@M�91QNSDBS�L@M@FDLDMS
RDQUDQ�@MC�SGD�RS@SHNM��3TMMHMF�NM�SGD�KNB@K�BNLOTSDQ�SG@S�GNTRDR�SGD�RS@SHNM
�SGD�M@SHUD�OQNBDRR�RS@QSR�VGDM
SGDWOQNSDBSCQHUDQ�RS@QSR�@MC�RSNOR�VGDM�SGD�RS@SHNM�RGTSR�CNVM�

Figur e 32. 91QNSDBS�@QBGHSDBSTQD
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*M/H@F@Q@
�SGHR�OQNBDRR�Q@MCNLKX�@RRHFMDC�SGD�ONQS�HS�TRDC�SN�BNMMDBS�VHSGNTS�RDBTQHSX�SN�SGD�RS@SHNM�

*M/H@F@Q@
�SGHR�BNMMDBSHNM�QDPTHQDR�@�RODBHgB�ONQS�SGQNTFG�VGHBG�NMKX/H@F@Q@L@X�L@JD�@�RDBTQD�BNMMDBSHNM
EQNL�SGD�RS@SHNM�SGQNTFG�SGD�M@SHUD�OQNBDRR�@MC�NM�SN�SGD�RDQUDQ��"�BDQSHgB@SD�@RRHFMDC�SN�SGD�ONQS�OQNUHCDR
RDBTQHSX�ENQ�SGD�M@SHUD�OQNBDRR��:NT�LTRS�RDS�TO�SGDNative Process Port @MC�HMRS@KK�SGD�BDQSHgB@SD�

.@M@FDLDMS�@MC�LNAHKD�RDQUDQR
5GD�.HKDRSNMD91QNSDBS.@M@FDLDMS�RDQUDQ
�VGHBG�TRT@KKX�QTMR�NM�@�BNLOTSDQ�SG@S�HR�RDO@Q@SD�EQNL�SGD
4TODQUHRNQ�1$
�L@M@FDR�KHUD�UHCDN�@MC�RSNQDR�QDBNQCDC�UHCDN�

5GD�91QNSDBS�.NAHKD�RDQUDQ�RTOONQSR�LNAHKD�CDUHBDR�SG@S�TRD�AQNVRDQR�SN�BNMMDBS�SN�SGD�91QNSDBS�MDSVNQJ
NUDQ�SGD�*MSDQMDS��BNLOTSDQR
�RL@QSOGNMDR�@MC�S@AKDSR�

#DENQD�HMRS@KKHMF�SGDWOQNSDBSCQHUDQ�

a 6RD�SGD�.HKDRSNMD�91QNSDBS�7.4�	7HCDN�.@M@FDLDMS�4XRSDL
�1QNCTBSR�4XRSDL�*MRS@KKDQ
�UDQRHNM������3�
NQ�K@SDQ�SN�HMRS@KK�SGD�91QNSDBS�RNESV@QD�NM�@�1$�SG@S�HR�NM�SGD�MDSVNQJ�NSGDQ�SG@M�XNTQ�4TODQUHRNQ�1$�

a &MRTQD�SG@S�SGD�91QNSDBS�.NAHKD�4DQUDQ�HR�HMRS@KKDC�@MC�QTMMHMF�NM�SGD�4TODQUHRNQ�1$��5GHR�RNESV@QD
OQNUHCDR�SGD�)5.-��RNKTSHNM�ENQ�SGD�UHCDN�

$@LDQ@�BDQSHEHB@SDR
%DUHBDR�L@X�@KV@XR�BNMMDBS�VHSGNTS�RDBTQHSX�	http:// 

�ATS�SN�OQNSDBS�XNTQ�C@S@
�@KK�CDUHBDR
�HMBKTCHMF
B@LDQ@R
�MDDC�SN�L@JD�NMKX�RDBTQD�	 https:// 
�BNMMDBSHNMR��4DBTQD�BNMMDBSHNMR�SGQNTFG�@�AQNVRDQ�SN
QDLNSD�B@LDQ@R�QDPTHQD�5-4�BDQSHgB@SDR��5GD�.HKDRSNMD�.NAHKD�RDQUDQ�VHKK�MNS�BNMMDBS�RDBTQDKX�SN�@�B@LDQ@
TRHMF�DUDM�@M�@OOQNUDC�RDKE�RHFMDC�RDQUDQ�BDQSHgB@SD��*S�QDPTHQDR�SG@S�SGD�B@LDQ@�G@UD�@�BDQSHgB@SD�RHFMDC�AX�@
QNNS�$"�BDQSHgB@SD�HM�SGD�AQNVRDQ^R�SQTRS�RSNQD�

"CC HMF�@�MDSVNQJ�	MLHKDRSNMD�NQ�WOQNSDBS

5GD�.HKDRSNMD�MDSVNQJR�RTOONQS�.HKDRSNMD�@MC�91QNSDBS�RTQUDHKK@MBD�G@QCV@QD�

Prerequisites:
5GD�RS@SHNM�HR�KHBDMRDC�ENQ�NMD�NE�SVN�.HKDRSNMD�CQHUDQR��MLHKDRSNQD�NQ�WOQNSDBS��:NT�@QD�QTMMHMF8 NQJADMBGNM
@�4TODQUHRNQ�1$�NQ�K@OSNO�

��4SDO 0ODM�SGD�OK@SENQL�@MC�BNMMDBS�SN�SGD�RS@SHNM�

NOTE: *S�B@M�S@JD�@�EDV�RDBNMCR�SN�@�LHMTSD�SN�DRS@AKHRG�BNLLTMHB@SHNM�VHSG�SGD�RS@SHNM�

��4SDO *M�SGD�RS@SHNM�/@U�SQDD
�DWO@MC�SGD$NMgF$NMgFENKCDQ�@MC�CNTAKD�BKHBJ�SGD%QHUDQR%QHUDQRENKCDQ�
5GD%QHUDQ�.@M@FDQ%QHUDQ�.@M@FDQUHDV�NODMR�

5GHR�UHDV�L@M@FDR�MDSVNQJ�UHCDN�CQHUDQR�

��4SDO %N�NMD�NE�SGD�ENKKNVHMF�

Figur e 33. 91QNSDBS�BNMMDBSHNMR
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a 5N�RDS�TO�@�MDSVNQJ�ENQ�SGD�gQRS�SHLD
�CQ@F�SGD�MDSVNQJ�BNLONMDMS�EQNL�SGD�O@KDSSD�SN�SGD
BKHBJ%QHUDQR%QHUDQRENKCDQ�NQ�BKHBJ�SGD/DV/DV ATSSNM�@S�SGD�ANSSNL�NE�SGD�UHDV�

a 5N�BG@MFD�OQNODQSHDR
�RDKDBS�SGD�MDSVNQJ�M@LD�	@BSHU@SDR�SGD&C&CHSHSATSSNM
�@MC�BKHBJ&C&CHSHS�
5GHR�NODMR�SGD&C&CHSHSVHMCNV
�VGHBG�OQNUHCDR�@BBDRR�SN�LNRS
�ATS�MNS�@KK�OQNODQSHDR�ENQ
DCHSHMF�

*E�SGHR�HR�@�MDV�HMRS@KK@SHNM
�SGD/DV/DV VHMCNV�NODMR��5VN�.HKDRSNMD�MDSVNQJR�@QD�@U@HK@AKD�
NMilestoneNetwork @MCMilestoneXProtectNetwork ��: NTQ�.HKDRSNMD�HMRS@KK@SHNM�QDPTHQDR�NMD�NQ
SGD�NSGDQ
�MNS�ANSG�MDSVNQJR�

��4SDO 5N�@CC�SGD�MDSVNQJ
�RDKDBS�HS�EQNL�SGDType to Add KHRS�@MC�BKHBJ0J0J �
"�RDBNMC/DV/DV VHMCNV�NODMR�

��4SDO $G@MFD�SGD�M@LD�@MC�BKHBJ0,0, �

5GD%QHUDQ�.@M@FDQ%QHUDQ�.@M@FDQCHROK@XR�SGD�@CCDC�MDSVNQJ�

��4SDO 5N�BNMgQL�SG@S�SGD�MDSVNQJ�HR�QD@CX
�V@HS�ENQ�SGD�4S@STR�BNKTLM�SN�QD@C{Ok} �

Next steps

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD 7HCDN�HMRS@KK@SHNM
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*E�XNT�HMRS@KKDC�@�.HKDRSNMD�MDSVNQJ�RTOONQSDC�AX�SGDMLHKDRSNMDCQHUDQ
�XNT�L@X�@CC�@�%73�@MC�CHRBNUDQ
B@LDQ@R��.HKDRSNMD�91QNSDBS�MDSVNQJR�QDPTHQD�@CCHSHNM@K�BNMgFTQ@SHNM�

$QD@SHMF�SGD�91QNSDBS�L@M@FDLDMS�RDQUDQ
5GD�91QNSDBS�L@M@FDLDMS�RDQUDQ�RTOONQSR�@BBDRR�SN�@�UHCDN�MDSVNQJ^R�/73�	/DSVNQJ�7 HCDN�3DBNQCDQ
�@MC
B@LDQ@R�EQNL�@�4TODQUHRNQ�1$�NQ�K@OSNO��5GD�91QNSDBS�$NQONQ@SD�OQNCTBS�QDPTHQDR�SGHR�L@M@FDLDMS�RDQUDQ�SN
BNLLTMHB@SD�VHSG�@M�/73��5GHR�OQNBDCTQD�RDSR�TO�RDBTQD�BNLLTMHB@SHNM�	)SSOR
�ADSVDDM�SGD�L@M@FDLDMS
RDQUDQ�@MC�RS@SHNM�

Prerequisites:
5GD�91QNSDBS�L@M@FDLDMS�RDQUDQ�HR�NM�KHMD�@MC�QD@CX�SN�BNMMDBS��:NTQ�1$�NQ�K@OSNO�HR�BNMMDBSDC�SN�SGD�UHCDN
MDSVNQJ��:NT�G@UD�@CLHM�OQHUHKDFDR
�@QD�TRHMF8 NQJADMBG
�VGHBG�HR�BNMMDBSDC�SN�@�RS@SHNM�VHSG�@
.HKDRSNMD91QNSDBS/DSVNQJ�@MC�SGD�WOQNSDBS�O@KDSSD�HR�NODM�

��4SDO 5N�BQD@SD�SGD�91QNSDBS�L@M@FDLDMS�RDQUDQ�HM�SGD�RS@SHNM
�CN�NMD�NE�SGD�ENKKNVHMF�

a %Q@F�@M91Q91QNSDBS.@M@FDLDMS4DQUDQNSDBS.@M@FDLDMS4DQUDQBNLONMDMS�EQNL�SGD�O@KDSSD�SN�SGD�MDSVNQJ
BNLONMDMS
�CNTAKD�BKHBJ�SGD�MDV�BNLONMDMS�@MC�DWO@MC�SGD$NMMDBS$NMMDBSHNMHNMRKNS�

a 0ODM�SGD9�1Q9�1QNSDBS�4DQUDQ�.@M@FDQNSDBS�4DQUDQ�.@M@FDQUHDV�AX�CNTAKD�BKHBJHMF�SGD.HKDRSNMD91Q.HKDRSNMD91QNSDBS/DSVNQJNSDBS/DSVNQJ
MNCD�HM�SGD�/@U�SQDD�ENKKNVDC�AX�BKHBJHMF�SGD/DV/DV ATSSNM�@S�SGD�ANSSNL�NE�SGD�UHDV�

*E�XNT�BKHBJDC�SGD/DV/DV ATSSNM
�SGD/DV/DV VHMCNV�NODMR��*E�XNT�DWO@MCDC�SGD$NMMDBS$NMMDBSHNMHNMRKNS�XNT
RDD�SGD�BNMMDBSHNM�OQNODQSHDR�

5GDWeb Client Https Port LTRS�AD�CHEEDQDMS�EQNL�SGD�CDE@TKS�

��4SDO 0OSHNM@K��*E�XNT�TRDC�SGD/DV/DV ATSSNM
�XNT�B@M�BG@MFD�SGD�M@LD�NE�SGD�RDQUDQ�@MC�BKHBJ0,0, �
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"�RDBNMC/DV/DV VHMCNV�NODMR�

5GD�RBQDDM�B@OSTQD�NM�SGD�KDES�QDOQDRDMSR�SGD/DV/DV VHMCNV�NE�SGD.HKDRSNMD91Q.HKDRSNMD91QNSDBS/DSVNQJNSDBS/DSVNQJ
BNLONMDMS��5GD�B@OSTQD�NM�SGD�QHFGS�RGNVR�SGD�R@LD�OQNODQSHDR�@ESDQ�DWO@MCHMF�SGD
91Q91QNSDBS.@M@FDLDMS4DQUDQNSDBS.@M@FDLDMS4DQUDQ� $NMMDBS$NMMDBSHNMHNMBNLONMDMS��5GDRD$NMMDBS$NMMDBSHNMHNMOQNODQSHDR�DM@AKD
BNLLTMHB@SHNM�ADSVDDM�SGD�L@M@FDLDMS�RDQUDQ�@MC�SGD�RS@SHNM�

��4SDO 'NQHost Name DMSDQ�SGD�*1�@CCQDRR�@MC�ENQ�SGDWeb Client Https Port DMSDQ�SGD�ONQS�MTLADQ
NE�SGD�BNLOTSDQ�SG@S�GNRSR�SGD�L@M@FDLDMS�RDQUDQ�

��4SDO 'NQ�SGD�BQDCDMSH@KR
�DMSDQ�SGDUsername @MCPassword QDPTHQDC�AX�SGD�.HKDRSNMD�BNQONQ@SD
	L@M@FDLDMS
�RDQUDQ�

��4SDO 'NQ�RDBTQD�BNLLTMHB@SHNM�DMSDQ�SGDWeb Client Https Port �
*E�SGD�L@M@FDLDMS�RDQUDQ�TRDR�ENW�RSQD@LHMF�SN�CDKHUDQ�UHCDN
�SGHR�ONQS�B@M�AD�CHEEDQDMS�EQNL�SGD
ONQS�TRDC�AX�SGD�OK@SENQL�RS@SHNM�SN�@BBDRR�SGD�MDSVNQJ��*E�SGD�RDQUDQ�CNDR�MNS�TRD�ENW�RSQD@LHMF

SGHR�ONQS�RGNTKC�AD�SGD�R@LD�@R�SGD�ONQS�SG@S�BNMMDBSR�SGD�OK@SENQL�RS@SHNM�SN�SGD�MDSVNQJ�

��4SDO 5N�R@UD�SGD�BNMgFTQ@SHNM
�BKHBJ0,0, NQ4@UD4@UD�
5GD�EQ@LDVNQJ�@SSDLOSR�SN�BNMMDBS�SN�SGD�RDQUDQ
�ATS�HS�E@HKR�ADB@TRD�@�RDBTQD�BNMMDBSHNM�UH@�SGD
M@SHUD�OQNBDRR�AQHCFD�G@R�XDS�SN�AD�DRS@AKHRGDC�

$NMEHFTQHMF�SGD�LNAHKD�RDQUDQ
5GD�VDA�6*�RTOONQSR�@BBDRR�SN�B@LDQ@R�@MC�UHCDN�RSQD@LHMF�NUDQ�SGD�*MSDQMDS��5GHR�@BBDRR�QDPTHQDR�SGD
HMRS@KK@SHNM�@MC�BNMgFTQ@SHNM�NE�@M�91QNSDBS�.NAHKD�4DQUDQ�HM�@CCHSHNM�SN�SGD�91QNSDBS�.@M@FDLDMS�4DQUDQ�
8GDM�TRHMF�SGD�AQNVRDQ�TRDQ�HMSDQE@BD
�UHCDN�RSQD@LR�UH@�SGHR�RDQUDQ�LTRS�AD�DM@AKDC�@MC�QTMMHMF�

Prerequisites:
5GHR�OQNBDCTQD�@RRTLDR�SGHR�HR�@�MDV�HMRS@KK@SHNM
�@MC�SG@S�XNT�G@UD�HMRS@KKDC�HM�SGD�SQTRS�RSNQD�NE�D@BG
BNMSQNKKDQ�RS@SHNM�@MC�B@LDQ@
�@�BDQSHgB@SD�SG@S�V@R�RHFMDC�AX�@�QNNS�$"�BDQSHgB@SD�HM�SGD�AQNVRDQ�SQTRS�RSNQD�

*E�XNT�QDBDMSKX�CNVMKN@CDC�@MC�HMRS@KKDC�@�.HKDRSNMD�9�1QNSDBS�.@M@FDLDMS�4DQUDQ
�XNT�@KRN�CNVMKN@CDC�SGD
91QNSDBS�.NAHKD�4DQUDQ�HMRS@KKDQ�

��4SDO *MRS@KK�SGD�91QNSDBS�.NAHKD�4DQUDQ�NM�@�RDO@Q@SD�1$�

��4SDO 5N�DCHS�SGHR�RDQUDQ^R�BNMgFTQ@SHNM�gKD
�TRD�'HKD�&WOKNQDQ�SN�M@UHF@SD�SN�SGHR�O@SG�NM�XNTQ�8HMCNVR
BNLOTSDQ�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD 7HCDN�HMRS@KK@SHNM

.@QBG���
����� ���



1QNFQ@L�'HKDR=.HKDRSNMD=.HKDRSNMD�.NAHKD�4DQUDQ

��4SDO 6RHMF�@�SDWS�DCHSNQ
�RTBG�@R�/NSDO@C
�NODM�SGHR�gKD�
VideoOS.MobileServer.Service.exe.config �

��4SDO 4BQNKK�CNVM�NQ�RD@QBG�ENQ�SGHRHttpHeader S@F�
add key=ÓAccess-Control-Allow-OriginÓ value=Ò*Ó/>*

5GHR�KHMD�HMCHB@SDR�HE�SGD�QDRONMRD�B@M�AD�RG@QDC�VHSG�QDPTDRSHMF�BNCD�EQNL�SGD�FHUDM�NQHFHM��5GD
@RSDQHRJ�	�
�SDKKR�AQNVRDQR�SN�@KKNV�QDPTDRSHMF�BNCD�EQNL�@MX�NQHFHM�SN�@BBDRR�SGD�QDRNTQBD�
"MNSGDQ�ONRRHAHKHSX�HR�

add key=ÓAccess-Control-Allow-OriginÓ <origin>/>*

VGDQD�XNT�VNTKC�QDOK@BD<origin> VHSG�@�RHMFKD�RODBHgB�RNTQBD��@�GNRSM@LD�NQ�BNMRS@MS�*1
@CCQDRR�ENQ�@�RS@SHNM�SG@S�CNDR�MNS�BG@MFD�

��4SDO 4@UD�@MX�BG@MFDR�XNT�L@CD�@MC�QDRS@QS�SGD�91QNSDBS�.NAHKD�4DQUDQ�

��4SDO 5N�UDQHEX�SG@S�SGD�LNAHKD�RDQUDQ�HR�NODQ@SHNM@K
�TRD�XNTQ�AQNVRDQ�SN�BNMS@BS�SGD�RDQUDQ�AX�DMSDQHMF
SGD�*1�@CCQDRR�@MC�ONQS�MTLADQ�NE�SGD�RDQUDQ^R�1$�
<ip address>:8081 NQhttps://<ip address>:8082

5GDRD�@QD�SGD�CDE@TKS�ONQSR�ENQ�SGD�91QNSDBS�.NAHKD�4DQUDQ�

6RHMF�SGD�VDA�6*�SN�HMRS@KK�@�.HKDRSNMD�MDSVNQJ
"CCHMF�@�MDSVNQJ�SN�@�RS@SHNM�HR�SGD�gQRS�RSDO�ENQ�CHRBNUDQHMF�B@LDQ@R�SG@S�@QD�BNLO@SHAKD�VHSG�@�.HKDRSNMD
RXRSDL��8GHKD�XNT�B@M�TRD�SGD�VDA�6*�SN�@CC�@�MDSVNQJ
�SN�DMRTQD�BNMMDBSHUHSX�SGD�OQDEDQQDC�LDSGNC�ENQ
@CCHMF�@�MDSVNQJ�HR�SN�TRD8 NQJADMBG
�QTMMHMF�HS�@R�@M�@CLHMHRSQ@SNQ�

Prerequisites:
5GD�RS@SHNM�HR�KHBDMRDC�ENQ�SGDMLHKDRSNMDNQWOQNSDBSCQHUDQ��: NT�@QD�VNQJHMF�HM�SGD�VDA�6*�

��4SDO 'QNL�SGD�L@HM�LDMT
�BKHBJ$NMSQ$NMSQNKNKKDQ�	4XRSDL
�4DSTOKDQ�	4XRSDL
�4DSTO� 3DLNSD�%DUHBDR3DLNSD�%DUHBDR� 3DLNSD�%QHUDQR3DLNSD�%QHUDQR�
5GD3DLNSD�%QHUDQRUHDV�NODMR�

��4SDO $KHBJ�SGD�.@M@FD�%QHUDQR�ATSSNM�	

�RDKDBS�SGDAdd NOSHNM�@MC�BKHBJ0J0J �
5GD"CC�%QHUDQ"CC�%QHUDQVHMCNV�NODMR�

��4SDO 4DKDBS�SGDMilestone CQHUDQ�EQNL�SGD�KHRS�@MC�BKHBJ0J0J �
5GD"CC�%QHUDQ"CC�%QHUDQVHMCNV�NODMR�

��4SDO 6RD�SGD�CDE@TKS�CQHUDQ�M@LD�NQ�BG@MFD�SGD�M@LD�@MC�BKHBJ0J0J �

��4SDO 5N�BGDBJ�SGD�MDSVNQJ�BNMgFTQ@SHNM
�CNTAKD�BKHBJ�SGD�MDSVNQJ�QNV
�BNMgQL�SGD�BNMgFTQ@SHNM
OQNODQSHDR
�@MC
�HE�XNT�BG@MFD�@MX
�BKHBJ4@UD4@UD�

7HCDN�HMRS@KK@SHNM /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



5GD�MDSVNQJ�RS@STR�RGNTKC�QDONQS{Ok} �

"CC HMF�@�.HKDRSNMD�%73
"�%73�	%HFHS@K�7HCDN�3DBNQCDQ
�B@M�HMBKTCD�@�B@LDQ@�@MC�CHROK@X�

Prerequisites:
: NT�@QD�BNMMDBSDC�SN�SGD�QDLNSD�GNRS�RS@SHNM��:NT�@QD�VNQJHMF�HM�SGD�VDA�6*�

��4SDO 'QNL�SGD�L@HM�LDMT
�BKHBJ$NMSQ$NMSQNKNKKDQ�4DSTOKDQ�4DSTO� 3DLNSD�%DUHBDR3DLNSD�%DUHBDR� 3DLNSD�%QHUDQR3DLNSD�%QHUDQR�
5GD3DLNSD�%QHUDQRUHDV�NODMR�

��4SDO %NTAKD�BKHBJ�NM�SGDMilestone Network QNV�HM�SGD�S@AKD�
5GD%QHUDQ�.@M@FDQUHDV�NODMR�VHSG�SGD.HKDRSNMD�/DSVNQJS@A�RDKDBSDC�

��4SDO $KHBJ�SGD%73RS@A�

��4SDO %N�NMD�NE�SGD�ENKKNVHMF�ENQ�SGD�%73�

a 5N�DCHS�SGD�OQNODQSHDR�ENQ�@M�DWHRSHMF�%73
�CNTAKD�BKHBJ�SGD�%73�QNV�HM�SGD�S@AKD�NQ�RDKDBS
SGD�%73�@MC�BKHBJ�SGD�&CHS�ATSSNM�	


�

a 5N�@CC�@�MDV�%73
�BKHBJ�SGD/DV/DV ATSSNM�	


�
'NQ�@�MDV�%73
�SGD/DV/DV VHMCNV�NODMR�

��4SDO &MSDQ�@S�KD@RS�SGDRD�OQNODQSHDR�@MC�BKHBJ0J0J �

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD 7HCDN�HMRS@KK@SHNM

.@QBG���
����� ���



a Milestone Engine Ip Address HR�SGD�*1�@CCQDRR�ENQ�SGD�%73�RNESV@QD�

a Credentials 	Username @MCPassword 
�@QD�ENQ�@BBDRRHMF�SGD�%73�

a Milestone Central Credentials 	Username @MCPassword 
�@QD�ENQ�@BBDRRHMF�SGD�.HKDRSNMD
L@M@FDLDMS�RDQUDQ�

5GDMilestone Central Port BNMMDBSR�SGD�%73�SN�SGD�MDSVNQJ��*E�SGD�%73�TRDR�ENW�RSQD@LHMF
SN�CDKHUDQ�UHCDN
�SGHR�ONQS�B@M�AD�CHEEDQDMS�EQNL�SGD�ONQS�TRDC�AX�SGD�OK@SENQL�RS@SHNM�SN�@BBDRR
SGD�MDSVNQJ��*E�SGD�%73�CNDR�MNS�TRD�ENW�RSQD@LHMF
�SGHR�ONQS�RGNTKC�AD�SGD�R@LD�@R�SGD�ONQS
SG@S�BNMMDBSR�SGD�OK@SENQL�RS@SHNM�SN�SGD�MDSVNQJ�

Result
"CCHMF�@�%73�@CCR�SGD�S@AR�	BNMS@HMDQR
�ENQ�B@LDQ@R�@MC�CHROK@XR�@R�VDKK�@R�@CCHMF�SGD�CQHUDQ�SN�SGD%QHUDQ%QHUDQ
.@M@FDQ.@M@FDQUHDV�

$NMMDBSHMF�@�%73�SN�@M�91QNSDBS�RDQUDQ
"M�91QNSDBS�QDBNQCHMF�RDQUDQ�OQNUHCDR�*1�UHCDN�L@M@FDLDMS�RNESV@QD�ENQ�K@QFD�RB@KD
�LTKSH�RHSD�HMRS@KK@SHNMR�

Prerequisites:
5GD�CQHUDQ�G@R�ADDM�@CCDC�@MC�BNMgFTQDC��:NT�@QD�TRHMF�SGD�VDA�6*�

��4SDO 'QNL�SGD�L@HM�LDMT
�BKHBJ$NMSQ$NMSQNKNKKDQ�4DSTOKDQ�4DSTO� 3DLNSD�%DUHBDR3DLNSD�%DUHBDR� 3DLNSD�%QHUDQR3DLNSD�%QHUDQR�
5GD3DLNSD�%QHUDQRUHDV�NODMR�

��4SDO %NTAKD�BKHBJ�SGD.HKDRSNMD�9�1Q.HKDRSNMD�9�1QNSDBS�/DSVNQJNSDBS�/DSVNQJQNV�HM�SGD3DLNSD�%QHUDQR3DLNSD�%QHUDQRS@AKD�

��4SDO $KHBJ�SGD%73R%73RS@A�
5GD%73%73 UHDV�NODMR�

��4SDO %N�NMD�NE�SGD�ENKKNVHMF�

a 5N�DCHS�SGD�OQNODQSHDR�ENQ�@M�DWHRSHMF�RDQUDQ�BNMMDBSHNM
�CNTAKD�BKHBJ�SGD�%73�QNV�HM�SGD
S@AKD�NQ�RDKDBS�SGD�RDQUDQ�QNV�@MC�BKHBJ�SGD�&CHS�ATSSNM�	


�

a 5N�BNMMDBS�@�MDV�%73
�BKHBJ�SGD/DV/DV ATSSNM�	


�

7HCDN�HMRS@KK@SHNM /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



5GD/DV/DV VHMCNV�NODMR�

��4SDO &MSDQ�SGD�*1�@CCQDRR�ENQ�SGD�QDLNSD�BNMSQNKKDQ�HM�SGDHost Name OQNODQSX
�RDKDBSBasic NQWindows
ENQAuth Type @MC�BQD@SD�RTOOKX�BQDCDMSH@KR�	Username @MCPassword 

�@MC�BKHBJ0J0J �

��4SDO %NTAKD�BKHBJ�SGD9�1Q9�1QNSDBS�.@M@FDLDMS�4DQUDQNSDBS�.@M@FDLDMS�4DQUDQHM�SGD�S@AKD�
5GD�9�1QNSDBS�.@M@FDLDMS�4DQUDQ�UHDV�NODMR�VHSG�SGQDD�S@AR�

/NSHBD�SG@S�SGDConnection OQNODQSX�RGNVR�_$NMMDBSHMF`�@MC�BG@MFDR�SN�_$NMMDBSDC�`

4DBTQD�B@LDQ@�BNLLTMHB@SHNM�TRHMF�@�AQNVRDQ
"�RDBTQD�BNMMDBSHNM�EQNL�@�RS@SHNM�SN�@�B@LDQ@�BNMMDBSDC�SN�@�%73�NQ�/73�AX�LD@MR�NE�@�AQNVRDQ�QDPTHQDR�@
RDQUDQ�BDQSHgB@SD�HM�SGD�B@LDQ@�SG@S�V@R�RHFMDC�AX�@�QNNS�$"�BDQSHgB@SD�HM�SGD�AQNVRDQ^R�SQTRS�RSNQD�

*E�SGD�RDQUDQ�BDQSHgB@SD�HM�SGD�B@LDQ@�HR�MNS�RHFMDC�AX�@�QDBNFMHYDC�QNNS�$"�BDQSHgB@SD�HM�SGD�AQNVRDQ^R�SQTRS

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD 7HCDN�HMRS@KK@SHNM

.@QBG���
����� ���



RSNQD
�XNT�VHKK�MDDC�SN�BNMMDBS�TRHMF�GSSO����SN�UHDV�UHCDN�RSQD@LR��5GHR�QDPTHQDLDMS�HR�CTD�SN�AQNVRDQ
RDBTQHSX�

NOTE: *E�XNT�KNFFDC�HM�SN�XNTQ�RS@SHNM�TRHMF�GSSOR����@MC�XNT�MDDC�SN�RVHSBG�@MC�KNF�HM�VHSG�GSSO����HMRSD@C

XNT�LTRS�BKD@Q�SGD�AQNVRDQ�B@BGD�SN�DM@AKD�SGD�KNFHM�

"M�GSSOR����BNMMDBSHNM�HR�@KV@XR�SN�AD�OQDEDQQDC��#DENQD�XNT�CHRBNUDQ�B@LDQ@R
�L@JD�RTQD�SG@S�D@BG�B@LDQ@�G@R
@�RDQUDQ�BDQSHgB@SD�SG@S�V@R�RHFMDC�AX�@�QNNS�$"�BDQSHgB@SD�HM�SGD�AQNVRDQ^R�SQTRS�RSNQD��5GD�_4XRSDL�4DBTQHSX`
BG@OSDQ�HM�SGHR�CNBTLDMS�DWOK@HMR�GNV�SN�FDMDQ@SD�RDQUDQ�BDQSHgB@SDR�@MC�FDS�SGDL�RHFMDC�AX�@�$"�	$DQSHgB@SD
"TSGNQHSX
�@R�VDKK�@R�GNV�SN�RDQUD�@R�XNTQ�NVM�$"�

6RD�SGD�B@LDQ@^R�BNMgFTQ@SHNM�VDA�O@FD�SN�HMRS@KK�SGD�RHFMDC�RDQUDQ�BDQSHgB@SD�HM�SGD�B@LDQ@�

%HRBNUDQHMF�B@LDQ@R
5GHR�OQNBDCTQD�HR�ENQ�CHRBNUDQHMF�B@LDQ@R�VGDM�TRHMF�SGD�VDA�6*�

Prerequisites:
5GD�B@LDQ@	R
�HR�@QD�BNMMDBSDC�SN�@�QDLNSD�BNMSQNKKDQ�@MC�@QD�QD@CX�SN�CHRBNUDQ��: NT�@QD�TRHMF�SGD�VDA�6*�@MC
@QD�BNMMDBSDC�SN�SGD�RS@SHNM�

��4SDO 'QNL�SGD�L@HM�LDMT
�BKHBJ$NMSQ$NMSQNKNKKDQ�	4XRSDL
�4DSTOKDQ�	4XRSDL
�4DSTO� 3DLNSD�%DUHBDR3DLNSD�%DUHBDR� 3DLNSD�%QHUDQR3DLNSD�%QHUDQR�
5GD3DLNSD�%QHUDQR�.@M@FDQUHDV�NODMR�

��4SDO %N�NMD�NE�SGD�ENKKNVHMF�

a *E�XNT�@QD�TRHMF�SGDMLHKDRSNMDCQHUDQ
�CNTAKD�BKHBJ�SGDMilestone Network QNV�HM�SGD
S@AKD�@MC�BKHBJ�SGD%73RS@A
�@MC�CNTAKD�BKHBJ�@�%73�QNV�HM�SGD�S@AKD�

a *E�XNT�@QD�TRHMF�SGDWOQNSDBSCQHUDQ
�CNTAKD�BKHBJ�SGDX Protect Management Server
QNV�HM�SGD�S@AKD
�BKHBJ�SGD%73RS@A
�@MC�CNTAKD�BKHBJ�SGDXProtectManagementServer
QNV�HM�SGD�S@AKD�

��4SDO $KHBJ�SGD$@LDQ@RS@A�

��4SDO $KHBJ�SGD�%HRBNUDQ�ATSSNM�	
�
5GD�RXRSDL�CHRBNUDQR�SGD�B@LDQ@R�

��4SDO 4DKDBS�@�B@LDQ@�HM�SGD%HRBNUDQDCO@MD
�@MC�BKHBJ�SGD�"CC�ATSSNM�	 
�
5GD�RXRSDL�@CCR�SGD�CHRBNUDQDC�B@LDQ@�SN�SGD%@S@A@RDO@MD�

��4SDO 5N�BNMgFTQD�SGD�B@LDQ@
�CNTAKD�BKHBJ�HSR�QNV�HM�SGD�S@AKD�

7HCDN�HMRS@KK@SHNM /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



5GD"CC"CC B@LDQ@�VHMCNV�NODMR�

5GDRD�OQNODQSHDR�CDODMC�NM�SGD�B@LDQ@��5N�TMCDQRS@MC�SGD�HLOKHB@SHNMR�NE�L@JHMF�BG@MFDR�SN
B@LDQ@�OQNODQSHDR
�QDEDQ�SN�SGD�CNBTLDMS@SHNM�ENQ�SGD�B@LDQ@�

��4SDO $GDBJ�SGD�BNMgFTQ@SHNM�@MC�BKHBJ0J0J �

"OOQNUHMF�@�B@LDQ@�RDKE�RHFMDC�BDQSHEHB@SD�	8DA�6*

*E�XNTQ�AQNVRDQ�ODQLHSR�RDKE�RHFMDC�RDQUDQ�BDQSHgB@SDR
�SGHR�OQNBDCTQD�FTHCDR�XNT�SN�BNLO@QD�SGDIssued By
@MCSubject OQNODQSHDR�NE�SGHR�BDQSHgB@SD�ADENQD�XNT�L@MT@KKX�@OOQNUD�SGD�BNMMDBSHNM�

Prerequisites:
: NT�CN�MNS�G@UD�@�RDQUDQ�BDQSHgB@SD�ENQ�SGD�B@LDQ@�SG@S�V@R�RHFMDC�AX�@�U@KHC�QNNS�$"�BDQSHgB@SD�

��4SDO "BBDOS�SGD�RDKE�RHFMDC�BDQSHgB@SD�@MC�L@JD�@�BNMMDBSHNM�SN�SGD�B@LDQ@�

��4SDO 5N�KNB@SD�SGD�BDQSHgB@SD�CN�NMD�NE�SGD�ENKKNVHMF�

a 6RHMF�SGD�VDA�6*
�M@UHF@SD�SN$NMSQ$NMSQNKNKKDQ�	4XRSDL
�4DSTOKDQ�	4XRSDL
�4DSTO� 3DLNSD�%DUHBDR3DLNSD�%DUHBDR� $DQS$DQSHgB@SDHgB@SD
.@M@FDLDMS.@M@FDLDMS�

a 6RHMF8 NQJADMBGM@UHF@SD�SN4S@S4S@SHNMHNM� 4DQUHBDR4DQUHBDR� 1K@SENQL4DQUHBDR1K@SENQL4DQUHBDR� $DQS.@M@FDLDMS$DQS.@M@FDLDMS�
5GD�RS@SHNM�NODMR�SGD$DQS$DQSHgB@SD�.@M@FDLDMSHgB@SD�.@M@FDLDMSUHDV�

��4SDO 5N�@BJMNVKDCFD�SGD�RDBTQHSX�V@QMHMF
�BKHBJ"K"KKNVKNV@MC�BKHBJ�SGD"KKNVDC�)NRSRS@A�

��4SDO 5N�NODM�SGD�BDQSHgB@SD
�RDKDBS�HS�@MC�BKHBJ77HDVHDV�
5GD)NRS�&WDLOS)NRS�&WDLOSHNMHNMVHMCNV�NODMR�

��4SDO $NMgQL�SG@S�SGD�BDQSHgB@SD^RIssued By @MCSubject OQNODQSHDR�BNMS@HM�M@LDR�XNT�QDBNFMHYD

@MC�BKHBJ0J0J �

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD 7HCDN�HMRS@KK@SHNM

.@QBG���
����� ���



'NQ�@�RDKE�RHFMDC�BDQSHgB@SD
�SGDRD�OQNODQSHDR�RGNTKC�AD�SGD�R@LD��5GDX�RGNTKC�BNMS@HM�SGD�M@LD
NE�SGD�B@LDQ@�L@MTE@BSTQDQ�NQ�NSGDQ�HCDMSHg@AKD�SDWS�

CAUTION: *E�XNT�CN�MNS�QDBNFMHYD�SGD�U@KTD�NE�SGDRD�OQNODQSHDR
�XNT�L@X�MDDC�SN�HMUDRSHF@SD
VHSG�SGD�B@LDQ@�L@MTE@BSTQDQ��5GHR�BDQSHgB@SD�@TSGDMSHB@SDR�SGD�B@LDQ@�@R�@�U@KHC�UHCDN�RDQUDQ�
"OOQNUHMF�@�ANFTR�BDQSHgB@SD�NODMR�XNTQ�RXRSDL�SN�@�L@M�HM�SGD�LHCCKD�@SS@BJ�

��4SDO "RRTLHMF�SG@S�SGD�BDQSHgB@SD�HR�U@KHC
�@MC
�HE�SGD�BDQSHgB@SD�G@R�MNS�ADDM�@OOQNUDC�XDS
�BKHBJ
"OOQ"OOQNUDNUD@MC�QDRONMC�SN�SGD�BNMgQL@SHNM�VHMCNV�AX�BKHBJHMF:: DRDR�
5GD�VDA�6*R̂$@LDQ@�.@M@FDQUHDV�KHRSR�SGD�B@LDQ@�

%HRBNUDQHMF�@�QDBNQCHMF�RDQUDQ
"�QDBNQCHMF�RDQUDQ�HR�QDPTHQDC�SN�ONKK�LNSHNM�CDSDBSHNM�DUDMSR�

Prerequisites:
: NT�G@UD�@CCDC�SGD�CQHUDQ�@MC�9�1QNSDBS�.@M@FDLDMS�4DQUDQ��5GD�9�1QNSDBS�.@M@FDLDMS�4DQUDQ�S@A�NM�SGD99
1Q1QNSDBS�.@M@FDLDMS�4DQUDQNSDBS�.@M@FDLDMS�4DQUDQUHDV�HR�NODM�

��4SDO $KHBJ�SGD3DBNQ3DBNQCCHMF�4DQUDQRHMF�4DQUDQRS@A�

��4SDO $KHBJ�SGD�%HRBNUDQ�ATSSNM�	
�

��4SDO 8GDM�SGD�QDBNQCHMF�RDQUDQ	R
�@QD�CHRBNUDQDC
�BKHBJ�@�RDQUDQ
�@MC�BKHBJ�SGD�@CC�ATSSNM�	
�
5GD"CC"CC QDBNQCHMF�RDQUDQR�VHMCNV�NODMR�

��4SDO .@JD�@MX�BG@MFDR�SN�SGDDisplay Name @MCDescription @MC�BKHBJ0J0J �

7HDVHMF�KHUD�UHCDN
5GHR�OQNBDCTQD�DWOK@HMR�GNV�SN�UHDV�@�QDBNQCDC�UHCDN�BKHO�SGQNTFG�SGD$@LDQ@R$@LDQ@RS@A�

Prerequisites:
5GDWOQNSDBSCQHUDQ�@MC�RDQUDQ�G@UD�ADDM�@CCDC
�B@LDQ@R�@MC�QDBNQCHMF�RDQUDQR�ENTMC��5GD9�1Q9�1QNSDBSNSDBS
.@M@FDLDMS�4DQUDQ.@M@FDLDMS�4DQUDQUHDV�HR�NODM�

��4SDO 'QNL�SGD�L@HM�LDMT
�BKHBJ$NMSQ$NMSQNKNKKDQ�4DSTOKDQ�4DSTO� 3DLNSD�%DUHBDR3DLNSD�%DUHBDR� 3DLNSD�%QHUDQR3DLNSD�%QHUDQR
�CNTAKD�BKHBJ�NM
SGD�.HKDRSNMD91QNSDBS/DSVNQJ�QNV�HM�SGD�S@AKD
�@MC�BKHBJ�SGD%73RS@A�
5GD4DQUDQUHDV�NODMR�

��4SDO %NTAKD�BKHBJ�@�RDQUDQ�QNV�@MC�BKHBJ�SGD$@LDQ@RS@A�
5GD�UHDV�B@LDQ@R�NODMR�

��4SDO $KHBJ�@�B@LDQ@�QNV�HM�SGD�S@AKD�
5GD�B@LDQ@�UHDV�NODMR�VHSG�SGD9�1QNSDBS�$@LDQ@S@A�RDKDBSDC�

��4SDO $KHBJ�SGD-HUD�7-HUD�7HDVHDVATSSNM�
"ESDQ�@�LNLDMS
�SGDKKHUDHUDUHDV�NODMR�

5GD�gQRS�SHLD�XNT�L@JD�SGD�BNMMDBSHNM�HS�L@X�S@JD�@�EDV�RDBNMCR�SN�NODM�SGD�KHUD�UHDV�

Result
*E�XNT�@CCDC�@�CHROK@X
�SGD�QDRTKSHMF4TQUDHKK@MBD�7HDVDQKHRSR�SGD�B@LDQ@R�CHROK@XDC�NM�SGD�KDES�RHCD�NE�SGD
LNMHSNQ�

1K@XHMF�A@BJ�@�QDBNQCDC�UHCDN
6RHMF�SGHR�OQNBDCTQD�XNT�B@M�OK@X�A@BJ�@M�)5.-�bQDMCDQDC�UHCDN�BKHO�VHSGNTS�KD@UHMF�SGD�@K@QL�BNMRNKD
QDBHOHDMS�

Prerequisites:
: NT�G@UD�@�.HKDRSNMD�%73�HMRS@KKDC�@MC�BNMgFTQDC��"M�@K@QL�BNMCHSHNM�G@R�ADDM�BNMgFTQDC�SN�QDONQS
CDSDBSDC�LNSHNM�

7HCDN�HMRS@KK@SHNM /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



��4SDO 0M�SGD�L@HM�LDMT
�BKHBJ.NMHSNQHMF.NMHSNQHMF� "K@QL�$NMRNKD"K@QL�$NMRNKD�
5GD$NMRNKD3DBHOHDMS���4M@ORGNS$NMRNKD3DBHOHDMS���4M@ORGNSUHDV�NODMR�

��4SDO $KHBJ�SGD1K@XA@BJ�71K@XA@BJ�7HDVHDVATSSNM�
5GD�LNRS�QDBDMSKX�QDBNQCDC�UHCDN�OK@XR�A@BJ�

��4SDO %N�NMD�NE�SGD�ENKKNVHMF�

a 5N�RDKDBS�@�RODBHgB�DUDMS�ENQ�UHDVHMF
�BKHBJ�SGD#Q#QNVRDQ�&UDMSRNVRDQ�&UDMSRATSSNM�@S�SGD�ANSSNL�NE�SGD
VHMCNV
�RDKDBS�@M�DUDMS�@MC�BKHBJ77HDVHDV�

a 5N�RS@QS�OK@XA@BJ�EQNL�@�RODBHgB�SHLD
�BKHBJ1K@X�'Q1K@X�'QNL�5NL�5 HLDHLD
�RDKDBS�SGD�SHLD�@MC�BKHBJ0,0, �
5GD�R@UDC�UHCDN�BKHO�OK@XR�A@BJ�

��4SDO 5N�QDSTQM�SN�SGD�KHUD�UHDV
�BKHBJ�SGD�-HUD�ATSSNM�	
�

$NMEHFTQHMF�LNSHNM�CDSDBSDC�@K@QLR
5GHR�OQNBDCTQD�TRDR8 NQJADMBGSN�RDS�TO�@MC�BNMgQL�)5.-��LNSHNM�CDSDBSDC�@K@QLR�

Prerequisites:
5GDWOQNSDBSCQHUDQ�@MC�@KK�UHCDN�G@QCV@QD�HR�HMRS@KKDC
�CHRBNUDQDC
�BNMgFTQDC�@MC�QDONQSHMF�@�RS@STR�NE�ZNJ[�

��4SDO &WO@MC�SGD�UHCDN�MDSVNQJ�CNVM�SN�SGD�B@LDQ@
�CNTAKD�BKHBJ�SGD&UDMSR&UDMSRMNCD�HM�SGD�/@U�SQDD�@MC
BKHBJ�SGD%HRBNUDQ%HRBNUDQATSSNM�

��4SDO 5N�@CC�SGD�LNSHNM�CDSDBSDC�DUDMS
�RDKDBS�SGD�CHRBNUDQDC�.NSHNM�%DSDBSDC�DUDMS�SXOD�HM�SGD
%HRBNUDQ%HRBNUDQDCDCO@MD
�BKHBJ"CC"CC @MC0,0, �
5GD�.NSHNM�%DSDBSDC�AHM@QX�ONHMS�LNUDR�SN�SGD%@S@A@RD%@S@A@RDO@MD�

��4SDO 0ODM�SGD@K@QLO@KDSSD
�DWO@MC�SGD&WSDMRHNMR&WSDMRHNMRMNCD
�CQ@F�@#NNKD@M$G@MFD0E4S@SD"K@QL&WSSN
SGD�.NSHNM�%DSDBSDC�#NNKD@M�1NHMS^R�1QNODQSX�4GDDS
�CQNO�HS�NM�SGD�BNLONMDMS�M@LD�@MC�BKHBJ
0,0, �

��4SDO &WO@MC�SGD�DWSDMRHNM
�NODM�SGDUHCDN%QHUDQO@KDSSD
�DWO@MC�SGD"K@QL"K@QLMNCD
�CQ@F�@
7HCDN"K@QL&WS1@Q@LDSDQRBNLONMDMS�SN�SGD#NNKD@M$G@MFD0E4S@SD"K@QL&WSHM�SGD�1QNODQSX
4GDDS
�CQNO�HS�NM�SGD�DWSDMRHNM�M@LD�@MC�BKHBJ0,0, �

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD 7HCDN�HMRS@KK@SHNM

.@QBG���
����� ���



��4SDO 4BQNKK�CNVM�SNMeta Data @MC�BNMgQL�SG@S�SGD�$@LDQ@�0QC�G@R�@KQD@CX�ADDM�RDS�

��4SDO 4BQNKK�A@BJ�TO
�CNTAKD�BKHBJ�SGD3DBNQ3DBNQCCHMF�4DQUDQRHMF�4DQUDQRMNCD�HM�SGD�/@U�SQDD
�BKHBJ%HRBNUDQ%HRBNUDQ
�@CC�SGD
QDBNQCHMF�RDQUDQ�@MC�OHMF�HS�SN�DMRTQD�SG@S�HS�HR�BNMMDBSDC�@MC�HSRStatus QDONQSR{ok} �

��4SDO $QD@SD�LNSHNM�HM�EQNMS�NE�SGD�B@LDQ@�@MC�BNMgQL�SG@S�SGDOut OQNODQSX�BG@MFDR�SNtrue
{alarm, unackedAlarm} �
: NT�L@X�MDDC�SN�RVHSBG�SN�SGD�B@LDQ@�@MC�OHMF�SGD�QDBNQCHMF�RDQUDQ�@F@HM��5GD�LNSHNM�CDSDBSHNM
QDBNQCHMF�L@X�S@JD�RNLD�SHLD�

��4SDO 5N�BNMgQL�SG@S�SGD�"K@QL�$NMRNKD�QDONQSR�@�LNSHNM�CDSDBSDC�@K@QL
�M@UHF@SD�SN�@MC�DWO@MC�SGD
"K@QL4DQUHBD�HM�SGD�/@U�SQDD
�CNTAKD�BKHBJ�SGD�$NMRNKD3DBHOHDMS�@MC�BNMgQL�SGD�@K@QL�

��4SDO 5N�BNMgQL�SGD�@K@QL�HM�SGD�AQNVRDQ
�KNF�HM�SN�SGD�RXRSDL
�BKHBJ.NMHSNQHMF.NMHSNQHMF�
5GD�UHCDN�HBNM�	


�HCDMSHgDR�SGD�QDBNQCDC�BKHO�@RRNBH@SDC�VHSG�SGD�LNSHNM�CDSDBSHNM�@K@QL�

���4SDO 5N�UHDV�SGD�BKHO
�TRD�SGD�BGDBJ�ANW�SN�SGD�KDES�NE�SGD�@K@QL�QNV�SN�RDKDBS�SGHR�@K@QL�@MC�BKHBJ4GNV4GNV
3DBTQQHMF3DBTQQHMF� 3DUHDV�73DUHDV�7HCDNHCDN�
5GD�)5.-��UHCDN�BKHO�OK@XR�A@BJ�

"ANTS�.@WOQN�MDSVNQJ
�B@LDQ@�@MC�/73�BNMEHFTQ@SHNM
5GD�.@WOQN�CQHUDQ�RTOONQSR�ANSG�KDF@BX�CDUHBDR�SG@S�K@BJ�@�RDBTQD�UHCDN�RSQD@L�@R�VDKK�@R�MDVDQ�B@LDQ@R�@MC
/73R�SG@S�RTOONQS�5-4�RDBTQD�BNLLTMHB@SHNM�

5GQNTFG�SGD�VDA�6*�XNT�B@M�DM@AKD�@MC�CHR@AKD�@�.@WOQN�MDSVNQJ�@MC�BNMgFTQD�HSRAlarm Source Info 

Monitor 
 Tuning Policy @MCFox Video Stream Preferred OQNODQSHDR�

'NQ�UHCDN�NOSHNMR�HM8 NQJADMBG
�QDEDQ�SN�SGD�0(.(9(�& 0+,6��9(4,>692��<0+, �

4DBTQD�BNLLTMHB@SHNM�VHSG�UHCDN�CDUHBDR
#X�CDE@TKS
�@�.@WOQN�MDSVNQJ�OQNUHCDR�5-4�RDBTQD�BNLLTMHB@SHNM��*E�@�B@LDQ@�NQ�/73�NM�SGD�.@WOQN�MDSVNQJ
CNDR�MNS�RTOONQS�5-4
�XNT�VHKK�MDDC�SN�CHR@AKD�RDBTQD�BNLLTMHB@SHNM�TRHMF8 NQJADMBG@MC�BG@MFD�SGDHttp
Port SGD�CDUHBD�TRDR�EQNL�����	RDBTQD
�SN����	MNS�RDBTQD
��: NT�B@M�BG@MFD�SGDHttp Port TRHMF�SGD�VDA�6*�

CAUTION: #D�@V@QD�SG@S�SGD�EQ@LDVNQJ�B@MMNS�OQDUDMS�@�hNNCHMF�@SS@BJ�NQ�NSGDQ�L@KHBHNTR�@BSHUHSX�HE�XNT
LTRS�BNMgFTQD�XNTQ�CDUHBDR�VHSGNTS�RDBTQD�BNLLTMHB@SHNM�

)5.-��RSQ D@LHMF�UHCDN
5GD�.@WOQN�CQHUDQ�CNDR�MNS�RTOONQS�)5.-��RSQD@LHMF��5N�RTOONQS�.@WOQN�CDUHBDR
�SGD�AQNVRDQ�QDPTHQDR�SGD
8 DA�-@TMBGDQ�

7HCDN�HMRS@KK@SHNM /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



*MRS@KKHMF�@�.@WOQN�MDSVNQJ
"CCHMF�@�MDSVNQJ�SN�@�RS@SHNM�HR�SGD�gQRS�RSDO�ENQ�RDSSHMF�TO�@�.@WOQN�UHCDN�RXRSDL�

Prerequisites:
5GDL@WOQN CQHUDQ�HR�KHBDMRDC�ENQ�SGHR�RS@SHNM�@MC�SGD�CQHUDQ^R�RNESV@QD�LNCTKDR�@QD�@U@HK@AKD�

��4SDO 'QNL�SGD�L@HM�LDMT
�BKHBJ$NMSQ$NMSQNKNKKDQ�	4XRSDL
�4DSTOKDQ�	4XRSDL
�4DSTO� 3DLNSD�%DUHBDR3DLNSD�%DUHBDR� 3DLNSD�%QHUDQR3DLNSD�%QHUDQR�
5GD3DLNSD�%QHUDQRUHDV�NODMR�

��4SDO $KHBJ�SGD�.@M@FD�%QHUDQR�ATSSNM�	

�RDKDBS�SGDAdd NOSHNM�@MC�BKHBJ0J0J �
5GD"CC�%QHUDQ"CC�%QHUDQVHMCNV�NODMR�

��4SDO 4DKDBS�SGDMaxpro CQHUDQ�EQNL�SGD�KHRS�@MC�BKHBJ0J0J �
5GD"CC�%QHUDQ"CC�%QHUDQVHMCNV�NODMR�

��4SDO 6RD�SGD�CDE@TKS�CQHUDQ�M@LD�NQ�BG@MFD�SGD�M@LD�@MC�BKHBJ0J0J �

��4SDO 5N�BGDBJ�SGD�MDSVNQJ�BNMgFTQ@SHNM
�CNTAKD�BKHBJ�SGD�MDSVNQJ�QNV
�BNMgQL�SGD�BNMgFTQ@SHNM
OQNODQSHDR
�@MC
�HE�XNT�BG@MFDC�@MX
�BKHBJ4@UD4@UD�
5GD�MDSVNQJ�RS@STR�RGNTKC�QDONQS{Ok} �

"CC HMF�@�.@WOQN�/73
"�.@WOQN�RXRSDL�VHSG�@M�/73�OQNBDRRDR�UHCDN�C@S@�@S�SGD�B@LDQ@�@MC�RSQD@LR�HS�SN�SGD�/73�

��4SDO 'QNL�SGD�L@HM�LDMT
�BKHBJ$NMSQ$NMSQNKNKKDQ�4DSTOKDQ�4DSTO� 3DLNSD�%DUHBDR3DLNSD�%DUHBDR� 3DLNSD�%QHUDQR3DLNSD�%QHUDQR�
5GD3DLNSD�%QHUDQRUHDV�NODMR�

��4SDO %NTAKD�BKHBJ�NM�SGDMaxpro Network QNV�HM�SGD�S@AKD�
5GD%QHUDQ�.@M@FDQUHDV�NODMR�VHSG�SGD.@WOQN�/DSVNQJS@A�RDKDBSDC�

��4SDO $KHBJ�SGD/73R S@A�

��4SDO %N�NMD�NE�SGD�ENKKNVHMF�

a 5N�DCHS�SGD�OQNODQSHDR�ENQ�@M�DWHRSHMF�/73
�CNTAKD�BKHBJ�SGD�/73�QNV�HM�SGD�S@AKD�NQ�RDKDBS
SGD�/73�@MC�BKHBJ�SGD�&CHS�ATSSNM�	


�

a 5N�@CC�@�MDV�/73
�BKHBJ�SGD/73R S@A�

��4SDO 5N�BNMSHMTD�@CCHMF�@�/73
�BKHBJ�SGD�/DV�ATSSNM�	 

�RDKDBS�SGD�/73�EQNL�SGD�CQNO�CNVM�KHRS

M@LD�HS
�@MC�BKHBJ0,0, �

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD 7HCDN�HMRS@KK@SHNM

.@QBG���
����� ���



5GD/DV/DV VHMCNV�NODMR�

��4SDO &MSDQ�@S�KD@RS�SGDRD�OQNODQSHDR�@MC�BKHBJ0J0J �

a Ip Address HR�SGD�*1�@CCQDRR�ENQ�SGD�/73�RNESV@QD�

a Credentials 	Username @MCPassword 
�@QD�ENQ�@BBDRRHMF�SGD�/73�

CAUTION: %N�MNS�BG@MFD�SGDHttp Port SN����TMKDRR�XNT�@QD�RDSSHMF�TO�@M�/73�SG@S�CNDR�MNS
RTOONQS�5-4�RDBTQD�BNLLTMHB@SHNM��*E�ONQS����HR�QDPTHQDC
�XNT�LTRS�@KRN�STQM�NEEUse Tls TRHMF
8 NQJADMBG��%HR@AKHMF�RDBTQD�BNLLTMHB@SHNM�KD@UDR�XNTQ�.@WOQN�MDSVNQJ�UTKMDQ@AKD�SN�@
L@KHBHNTR�@SS@BJ�

*E�SGD�/73�TRDR�ENW�RSQD@LHMF�SN�CDKHUDQ�UHCDN
�SGDHttp Port B@M�AD�CHEEDQDMS�EQNL�SGD�ONQS
TRDC�AX�SGD�OK@SENQL�RS@SHNM�SN�@BBDRR�SGD�MDSVNQJ��*E�SGD�/73�CNDR�MNS�TRD�ENW�RSQD@LHMF
�SGHR
ONQS�RGNTKC�AD�SGD�R@LD�@R�SGD�ONQS�SG@S�BNMMDBSR�SGD�OK@SENQL�RS@SHNM�SN�SGD�MDSVNQJ�

Result
"CCHMF�@M�/73�@CCR�SGD�S@AR�	BNMS@HMDQR
�ENQ�B@LDQ@R�@R�VDKK�@R�@CCHMF�SGD�CQHUDQ�SN�SGD%QHUDQ�.@M@FDQ%QHUDQ�.@M@FDQUHDV�

"CC HMF�	NQ�DCHSHMF
�@�.@WOQN�B@LDQ@
"CCHMF�@�B@LDQ@�L@X�HMUNKUD�@OOQNUHMF�HSR�BDQSHgB@SD�@R�VDKK�@R�BNMgFTQHMF�HSR�BNLLTMHB@SHNM�OQNODQSHDR��5GHR
OQNBDCTQD�@CCR�@�B@LDQ@�L@MT@KKX��.HFQ@SDC�HMRS@KK@SHNMR�KHRS�@KK�DWHRSHMF�B@LDQ@R�VHSGNTS�SGD�MDDC�SN�L@MT@KKX
@CC�SGD�B@LDQ@R�

Prerequisites:
: NT�@QD�BNMMDBSDC�SN�SGD�QDLNSD�GNRS�RS@SHNM�SG@S�BNMSQNKR�SGD�B@LDQ@�TRHMF�SGD�VDA�6*��5GD�.@WOQN�MDSVNQJ
@MC�/73�G@UD�ADDM�RDS�TO
�BNMgFTQDC�@MC�SGD�GD@KSG�NE�D@BG�QDONQSROk��*E�SGD�B@LDQ@�CNDR�MNS�RTOONQS�5-4
RDBTQD�BNLLTMHB@SHNM
�XNT�LTRS�G@UD�TRDC8 NQJADMBGSN�CHR@AKD�6RD�5KR�@MC�BG@MFDC�SGD�)SSO�1NQS�@CCQDRR
SN�����: NT�B@MMNS�BG@MFD�SGDRD�OQNODQSHDR�SGQNTFG�SGD�VDA�6*�

��4SDO 'QNL�SGD�L@HM�LDMT
�BKHBJ$NMSQ$NMSQNKNKKDQ�4DSTOKDQ�4DSTO� 3DLNSD�%DUHBDR3DLNSD�%DUHBDR� 3DLNSD�%QHUDQR3DLNSD�%QHUDQR�
5GD3DLNSD�%QHUDQRUHDV�NODMR�

��4SDO %NTAKD�BKHBJ�NM�SGD�.@WOQN�/DSVNQJ�QNV�HM�SGD�S@AKD�
5GD%QHUDQ�.@M@FDQUHDV�NODMR�VHSG�SGD.@WOQN�/DSVNQJS@A�RDKDBSDC�

��4SDO %NTAKD�BKHBJ�NM�SGD�.@WOQN�/73�Q NV�HM�SGD�S@AKD�

7HCDN�HMRS@KK@SHNM /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



5GD/73�.@M@FDQUHDV�NODMR�VHSG�SGD.@WOQN�/73 S@A�RDKDBSDC�

��4SDO $KHBJ�SGD$@LDQ@RS@A�
5GD$@LDQ@�.@M@FDQUHDV�NODMR�

5GHR�UHDV�CHROK@XR�@�KHRS�NE�@MX�DWHRSHMF�B@LDQ@R�

��4SDO $KHBJ�SGD�%HRBNUDQ�ATSSNM�	
�NQ�CN�NMD�NE�SGD�ENKKNVHMF�

a 5N�DCHS�SGD�OQNODQSHDR�NE�@M�DWHRSHMF�B@LDQ@
�CNTAKD�BKHBJ�SGD�B@LDQ@�QNV�HM�SGD�S@AKD�NQ
RDKDBS�SGD�B@LDQ@�@MC�BKHBJ�SGD�)XODQKHMJ�ATSSNM�	


�

a 5N�L@MT@KKX�@CC�@�.@WOQN�B@LDQ@�L@MT@KKX
�BKHBJ�SGD�/DV�ATSSNM�	


�
5GD/DV/DV VHMCNV�NODMR�

��4SDO (HUD�SGD�B@LDQ@�@Display Name 
 and optional Description ��DMSDQ�HSRCamera ID 	TRT@KKX�@M�*1
@CCQDRR
�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD 7HCDN�HMRS@KK@SHNM

.@QBG���
����� ���



5GD�.@WOQN�CQHUDQ�RTOONQSR�5-4�RDBTQD�BNLLTMHB@SHNM�AX�CDE@TKS�

NOTE:

*E�XNTQ�@OOKHB@SHNM�QDPTHQDR�3541�@MC�XNT�BG@MFDUse Rtsp Stream SNtrue 
�SGD�BG@MMDK�VHKK�MNS
BNMMDBS�TMKDRR�XNT�@KQD@CX�CHR@AKDC�5-4�RDBTQD�BNLLTMHB@SHNM�HM8 NQJADMBG�

��4SDO 5N�TRD�3541�RSQD@LHMF
�RDSUse Rtsp Stream SNtrue @MC�BKHBJ0J0J �
5GD�RXRSDL�R@UDR�SGD�BNMgFTQ@SHNM�SN�SGD�RS@SHNM�C@S@A@RD�

��4SDO 0MBD�SGD�B@LDQ@�HR�RDS�TO
�SN�UHDV�HSR�OQNODQSHDR
�M@UHF@SD�A@BJ�SN$NMSQ$NMSQNKNKKDQ�4DSTOKDQ�4DSTO� 3DLNSD3DLNSD
%DUHBDR%DUHBDR� 3DLNSD�%QHUDQR3DLNSD�%QHUDQRCNTAKD�BKHBJ�SGD�.@WOQN�/DSVNQJ�QNV��CNTAKD�BKHBJ�SGD�/73�QNV
�BKHBJ
SGD$@LDQ@RS@A��@MC�CNTAKD�BKHBJ�SGD�B@LDQ@�QNV�HM�SGD�S@AKD�

7HCDN�HMRS@KK@SHNM /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



5GD�RXRSDL�NODMR�SGD.@WOQN�$@LDQ@S@A�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD 7HCDN�HMRS@KK@SHNM

.@QBG���
����� ���



4S@STR�RGNTKC�AD{ok} �

��4SDO *EStatus HR�MNS{ok} 
�BNMgQL�SG@S�SGDCompression Codec HR�@OOQNOQH@SDKX�BNMgFTQDC�ENQ�SGD
B@LDQ@
�@MC
�HE�MDBDRR@QX
�BG@MFD�SGHR�OQNODQSX�@MC�BKHBJ4@UD4@UD�

a 'NQ�@�RDBTQD�)SSOR�BNMMDBSHNM�ADSVDDM�SGD�B@LDQ@�@MC�RS@SHNM
�SGD�$0%&$�RGNTKC�AD�
.1&(��	'ELODF?$0%&$?*%?.1&(�
�

a 'NQ�@M�3541�BNMMDBSHNM�ADSVDDM�SGD�B@LDQ@�@MC�RS@SHNM
�SGD�$0%&$�RGNTKC�AD��)���
	'ELODF?$0%&$?*%?)���
�

1K@XHMF�A@BJ�.@WOQN�QDBNQCDC�UHCDN
5GD�.@WOQN�CQHUDQ�CNDR�MNS�RTOONQS�)5.-���7HDVHMF�UHCDNR�QDBNQCDC�TRHMF�SGD�.@WOQN�CQHUDQ�QDPTHQDR�SGD
8 DA�-@TMBGDQ�@MC�+@U@�@OOKDS��5GHR�FNDR�ENQ�@KK�SGD�UHCDN�QDK@SDC�UHDVR�HMBKTCHMF�KHUD�UHDV
�OK@XA@BJ�UHDV

QDLNSD�UHCDN�UHDVR
�@MC�LNSHNM�CDSDBSDC�UHCDN�@K@QLR�

Prerequisites:
: NT�G@UD�NMD�NQ�LNQD�UHCDN�BKHOR�QDBNQCDC�TRHMF�SGD�.@WOQN�CQHUDQ�

��4SDO 0ODM�XNTQ�AQNVRDQ�@MC�DMSDQ�SGD�RS@SHNM^R�*1�@CCQDRR�HM�SGD�"CCQDRR�gDKC�@S�SGD�SNO�NE�SGD
AQNVRDQ�
5GD�-NFHM�VHMCNV�NODMR�

��4SDO $KHBJ�SGD�KHMJ�ADKNV�SGD�VHMCNV�SG@S�QD@CR
�_5N�BNMMDBS�TRHMF�/H@F@Q@�8DA�-@TMBGDQ�BKHBJ�GDQD�`

7HCDN�HMRS@KK@SHNM /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



*S�L@X�S@JD�@�VGHKD�ENQ�SGD�8DA�-@TMBGDQ�SN�KN@C�@MC�NODM�@�VHMCNV�ENQ�DMSDQHMF�SGD�RS@SHNM^R
63-�

*E�XNT�RDD�@M�DQQNQ�LDRR@FD
�BKHBJ�SGD�AQNVRDQ^R�A@BJ�ATSSNM�

��4SDO &MSDQ�SGD�*1�@CCQDRR�HM�SGHR�ANW
�BKHBJ(N(N 
�DMSDQ�SGD�O@RRVNQC�HM�SGD�KNFHM�VHMCNV�@MC�BKHBJ-NFHM-NFHM�
5GD�VDA�6*�NODMR�RTOONQSDC�AX�SGD�8DA�-@TMBGDQ�

��4SDO $KHBJ$NMSQ$NMSQNKNKKDQ�	4XRSDL
�4DSTOKDQ�	4XRSDL
�4DSTO� 3DLNSD�%DUHBDR3DLNSD�%DUHBDR� 3DLNSD�%QHUDQR3DLNSD�%QHUDQR
5GD�RNESV@QD�NODMR�SGD�@OOKDS�UHDV�ENKKNVDC�AX�SGD�UHCDN�UHDV�

5GHR�VNQJR�ENQ�ANSG�SGD�4TQUDHKK@MBD�@MC�1K@XA@BJ�UHDVDQR�

6RHMF�SGD�@OOKDS�SN�OK@X�A@BJ�@OOKDS�QDMCDQDC�UHCDNR
: NT�L@X�TRD�SGD�/H@F@Q@�8DA�-@TMBGDQ�@MC�+@U@�@OOKDS�SN�OK@X�A@BJ�@OOKDSbQDMCDQDC�UHCDN�BKHOR�@RRNBH@SDC
VHSG�@K@QLR�

Prerequisites:
5GD�@OOKDSbQDMCDQDC�UHCDN�BKHO�@KQD@CX�DWHRSR�

5GD�)5.-��"K@QL�$NMRNKD�HR�MNS�@U@HK@AKD�TRHMF�8DA�-@TMBGDQ�

��4SDO 0ODM�XNTQ�AQNVRDQ�@MC�DMSDQ�SGD�RS@SHNM^R�*1�@CCQDRR�HM�SGD�"CCQDRR�gDKC�@S�SGD�SNO�NE�SGD
AQNVRDQ�
5GD�-NFHM�VHMCNV�NODMR�

��4SDO $KHBJ�SGD�KHMJ�ADKNV�SGD�VHMCNV�SG@S�QD@CR
�_5N�BNMMDBS�TRHMF�/H@F@Q@�8DA�-@TMBGDQ�BKHBJ�GDQD�`

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD 7HCDN�HMRS@KK@SHNM

.@QBG���
����� ���



*S�L@X�S@JD�@�VGHKD�ENQ�SGD�/H@F@Q@�8DA�-@TMBGDQ�SN�KN@C�@MC�NODM�@�VHMCNV�ENQ�DMSDQHMF�SGD
RS@SHNM^R�63-�

*E�XNT�RDD�@M�DQQNQ�LDRR@FD
�BKHBJ�SGD�AQNVRDQ^R�A@BJ�ATSSNM�

��4SDO &MSDQ�SGD�RS@SHNM^R�*1�@CCQDRR�HM�SGHR�ANW�@MC�BKHBJ(N(N
"�C HEEDQDMS�KNFHM�VHMCNV�NODMR�

��4SDO &MSDQ�SGD�RS@SHNM�O@RRVNQC�@MC�BKHBJ-NFHM-NFHM�
5GD�VDA�6*�NODMR�RTOONQSDC�AX�SGD�8DA�-@TMBGDQ�

��4SDO %N�NMD�NE�SGD�ENKKNVHMF�

a $KHBJ.NMHSNQHMF.NMHSNQHMF� "K@QL�$NMRNKD"K@QL�$NMRNKD�

a $KHBJ4XRSDL�4DSTO4XRSDL�4DSTO� "K@QL�4DSTO"K@QL�4DSTO
�BKHBJ"K@QL�$NMRNKDR"K@QL�$NMRNKDR
�CNTAKD�BKHBJ�SGD$NMRNKD3DBHOHDMS$NMRNKD3DBHOHDMS
QNV�HM�SGD�S@AKD
�@MC�BKHBJ�SGD77HDV�"K@QL�$NMRNKDHDV�"K@QL�$NMRNKDATSSNM�

5GD�@OOKDS�KN@CR�	SGHR�L@X�S@JD�@�AHS�NE�SHLD
�@MC�NODMR�HSR"K@QL�$NMRNKDUHDV��#NSG�@BBDRR
LDSGNCR�KN@C�SGD�R@LD�@OOKDS�A@RDC�"K@QL�$NMRNKD�

��4SDO %NTAKD�BKHBJ�SGD�LNSHNM�CDSDBSDC�@K@QL�QNV�HM�SGD�S@AKD�

7HCDN�HMRS@KK@SHNM /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



"�ONO�TO�VHMCNV�NODMR�VHSG�SGD�QDBNQCDC�UHCDN�

5GD�RBQDDM�B@OSTQD�RGNVR�SGD�@OOKDS�"K@QL�$NMRNKD�VHSG�@M�NODM�UHCDN�BKHO�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD 7HCDN�HMRS@KK@SHNM

.@QBG���
����� ���



7HCDN�HMRS@KK@SHNM /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD
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Chapter 13. Graphics configuration
"�FQ@OGHB�OQNUHCDR�@�UHRT@K�CHROK@X�NE�@M�@BBDRR�BNMSQNK�@QD@
�B@M�RHLTK@SD�@BSHNMR�HMBKTCHMF��CNNQR�NODMHMF�@MC
BKNRHMF
�QD@CDQR�RB@MMDC
�HMSQTRHNM�YNMDR�DM@AKDC
�DSB�
�QDONQS�NM�BTQQDMS�BNMCHSHNMR
�@MC�HMBKTCD�ATSSNMR�ENQ
HLOKDLDMSHMF�@QD@�VHCD�BNMSQNKR
�RTBG�@R�STQMHMF�NM�UHCDN�RTQUDHKK@MBD�@MC�SQHFFDQHMF�SGQD@S�KDUDK�@BSHNMR��"
FQ@OGHB@K�QDOQDRDMS@SHNM�NE�QD@KHSX�DM@AKDR�NODQ@SHNM@K�ODQRNMMDK�SN�QDRONMC�PTHBJKX�SN�SGQD@SR�HM�QD@K�SHLD�

Target media
1QHNQ�SN/H@F@Q@����
�MN�BTRSNL�1W�FQ@OGHBR�Q@M�HM�@�AQNVRDQ�	QDPTHQDC�AX�SGD�VDA�6*
��*MRSD@C
�SGDX�TRDC�SGD
+@U@�8DA�4S@QS�@OOKDS
�VGHBG�Q@M�NTSRHCD�NE�SGD�AQNVRDQ��5GD�QDKD@RD�NE/H@F@Q@����QDOK@BDC�8DA�4S@QS�VHSG
+@U@�8DA�-@TMBGDQ�ENQ�1W�FQ@OGHBR�SG@S�RSHKK�QDPTHQD�@M�DWSDQM@K�@OOKDS��0SGDQ�1W�FQ@OGHBR�RTOONQS�)5.-�

VGHBG�QTMR�HM�@�AQNVRDQ�

5GD�(Q@OGHB�&CHSNQ�RTOONQSR�SVN�BKHDMS�RHCD
�1WTarget Media SDBGMNKNFHDR�

a HxPxMedia @QD�CDRHFMDC�ENQ�SGD�VDA�6*��5GQDD�VHCFDSR�QDMCDQ�HM�@�AQNVRDQ�TRHMF�)5.-��
-HUD7HCDN1K@XDQ
�$NMSQNK�1@MDK�@MC�$@LDQ@8HCFDS��5GD�QDL@HMHMF�VHCFDSR��1@M5HKS+NXRSHBJ
�;NNL4KHCDQ

.NTRD%NVM#TSSNM�@MC�7HCDN.TKSHRSQD@L1@MD�QDPTHQD�8 DA�-@TMBGDQ�@MC�QDMCDQ�NTSRHCD�NE�SGD�AQNVRDQ�

a WorkbenchPxMedia @QD�CDRHFMDC�ENQ�SGD8 NQJADMBGHMSDQE@BD��8GDM�TRDC�HM�SGD�VDA�6*
�@KK�VHCFDSR
QDPTHQD�SGD�8DA�-@TMBGDQ�	@OOKDS
�

5GD�(Q@OGHB�&CHSNQ�@CUHRDR�XNT�HE�XNT�TRD�@�ED@STQD�HM�@�VHCFDS�SG@S�HR�MNS�RTOONQSDC�AX�SGD�S@QFDS�SDBGMNKNFX�

$NMRHCDQ�B@QDETKKX�SGD�A@RHB�B@O@AHKHSHDR�@MC�KHLHS@SHNMR�NE�D@BG�SDBGMNKNFX��0AUHNTRKX
�@�LNAHKD�OGNMD�HR
KHLHSDC�@R�SN�VG@S�HS�B@M�TR@AKX�CHROK@X�VGDM�BNLO@QDC�SN�@�FQ@OGHB�UHDVDC�HM�@�VDA�AQNVRDQ�QTMMHMF�NM�@
BNLOTSDQ��,DDO�SGHR�HM�LHMC
�@MC�SDRS�XNTQ�UHDVR�HM�@KK�S@QFDS�LDCH@�@R�XNT�CDUDKNO�SGDL�

5GD�0(.(9(��9(7/0*:��<0+, CNBTLDMSR�HM�CDS@HK�SGD�B@O@AHKHSHDR�NE�)W�@MC�1W�FQ@OGHBR��5GD�0(.(9(�& 0+,6
�9(4,>692��<0+, CNBTLDMSR�SGDUHCDN%QHUDQLNCTKD�@MC�O@KDSSD�

Summary steps
$NMgFTQHMF�@�FQ@OGHB@K�QDOQDRDMS@SHNM�NE�@�E@BHKHSX�ADFHMR�AX�GHQHMF�@�FQ@OGHBR�@QSHRS�SN�BQD@SD�@�RDS�NE�SGQDD�
CHLDMRHNM@K�HL@FDR�SN�QDOQDRDMS�SGD�ATHKCHMF
�HMBKTCHMF�@KK�@QD@R
�RTBG�@R�SGD�O@QJHMF�KNS�NQ�F@Q@FD
�SN�AD
LNMHSNQDC��5GD�HL@FDR�RGNTKC�AD�QD@CHKX�QDBNFMHY@AKD�@R�ADKNMFHMF�SN�SGD�E@BHKHSX
�KNNJHMF�CNVM�EQNL�@ANUD
D@BG�hNNQ�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD (Q@OGHBR�BNMEHFTQ@SHNM
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5GD�RBQDDM�B@OSTQD�RGNVR�@M�HL@FD�NE�@�RHMFKD�hNNQ�HM�@�ATHKCHMF�VHSG�NUDQK@HC�BNMSQNKR�ENQ�UHRT@KKX�LNMHSNQHMF
@BBDRR�BNMSQNK�

5GD�FDMDQ@K�OQNBDRR�NE�BQD@SHMF�OQDRDMS@SHNM�UHDVR�ENQ�@BBDRR�BNMSQNK�ENKKNVR�SGDRD�FDMDQ@K�RSDOR�

�� Create a view

$QD@SHMF�@�UHDV�RDSR�TO�@�B@MU@R�NM�VGHBG�SN�BNMRSQTBS�@�QDOQDRDMS@SHNM�NE�XNTQ�E@BHKHSX��5GHR�UHDV
DRS@AKHRGDR�@�QDK@SHNMRGHO�ADSVDDM�@�1W�gKD�@MC�NMD�NQ�LNQD�BNLONMDMSR�NE�U@QHNTR�SXODR
�RTBG�@R�ENKCDQR

CNNQR�@MC�QD@CDQR�

�� Add widgets

"�VHCFDS�HR�@�FQ@OGHB�UHRT@KHY@SHNM�NE�@M�@BBDRR�BNLONMDMS��:NT�@CC�VHCFDSR�SN�SGD�B@MU@R�

�� Bind your data to the widgets

%@S@�AHMCHMF�O@RRDR�C@S@�BNKKDBSDC�EQNL�SGD�@BBDRR�BNLONMDMSR�SN�SGD�VHCFDSR��5GDRD�ANTMC�C@S@

Figur e 34. "��%�HL@FD�NE�@�hNNQ�HM�@�ATHKCHMF

(Q@OGHBR�BNMEHFTQ@SHNM /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



NAIDBSR�@MHL@SD�	TOC@SD
�SGD�VHCFDSR�HM�QD@K�SHLD�

�� Create a nav ÿle

"��M@U�gKD�RDSR�TO�@�BTRSNLHYDC�SQDD�RSQTBSTQD�RN�SG@S�TRDQR�B@M�D@RHKX�@BBDRR�XNTQ�UHDVR��:NT�DCHS�SGD��M@U
gKD�TRHMF�SGD�/@U�'HKD�&CHSNQ�@MC�@RRHFM�@�O@QSHBTK@Q�M@U�gKD�SN�@�TRDQ�HM�SGD�TRDQ^R�OQNgKD�	TRHMF�SGD�6RDQ
.@M@FDQ�UHDV
�

�� Create and distribute a r eport

3DONQSR�CHROK@X�@MC�CDKHUDQ�C@S@�SN�NMKHMD�UHDVR
�OQHMSDC�O@FDR
�@MC�ENQ�CHRSQHATSHNM�UH@�DL@HK�

$QD@SHMF�@�UHDV�TRHMF8 NQJADMBG
8GHKD�XNT�B@M�TRD�SGD�(Q@OGHB�&CHSNQ
�VGHBG�HR�@U@HK@AKD�HM�SGD�VDA�TRDQ�HMSDQE@BD�	VDA�6*

�HS�HR�NESDM�OQDEDQ@AKD
SN�BQD@SD�FQ@OGHBR�TRHMF8 NQJADMBG��5GHR�HR�DRODBH@KKX�SQTD�ENQ�LNQD�BNLOKDW�FQ@OGHBR��5GHR�OQNBDCTQD�BQD@SDR
@�FQ@OGHB�SG@S�B@M�AD�@BBDRRDC�UH@�TRDQ�QNKDR�@MC
�TRHMF�8DA�-@TMBGDQ
�B@M�AD�@BBDRRDC�EQNL�SGD�VDA�6*�

Prerequisites:
: NT�@QD�VNQJHMF�HM8 NQJADMBGNM�@�4TODQUHRNQ�1$

��4SDO 3HFGS�BKHBJ�SGD$NMgF$NMgFENKCDQ
�BKHBJ/DV/DV � 'NKCDQ'NKCDQ
�@MC�FHUD�SGD�ENKCDQ�@�M@LD
�RTBG�@R$TRSNLHYDC$TRSNLHYDC
77HDVRHDVR�

��4SDO $QD@SD�@MNSGDQ�ENKCDQ�VHSGHM�SGD$TRSNLHYDC�7$TRSNLHYDC�7HDVRHDVRENKCDQ�@MC�M@LD�HS�ENQ�SGD�UHDV
�RTBG�@R�.@HM
'KNNQ
�-NAAX
�DSB�

��4SDO 3HFGS�BKHBJ�SGD�ENKCDQ�ENQ�SGD�UHDV�@MC�BKHBJ77HDVRHDVR� /DV�7/DV�7 HDVHDV�
5GD/DV�1W�7/DV�1W�7 HDVHDVVHMCNV�NODMR�VHSG�SGD�ENKCDQ�M@LD�@R�SGD�CDE@TKSView Name �

"R�DWODBSDC�VGDM�TRHMF�SGD8 NQJADMBGHMSDQE@BD
Target Media CDE@TKSR�SN
WorkbenchPxMedia ��5GDRD�LDCH@�@QD�CDRHFMDC�ENQ�SGD8 NQJADMBGHMSDQE@BD��4HMBD�SGDX�CN�MNS
VNQJ�HM�@�AQNVRDQ
�SGDX�QDPTHQD�8 DA�-@TMBGDQ�VGDM�UHDVDC�HM�SGD�VDA�6*�

��4SDO (HUD�SGD�UHDV�@�M@LD
�RTBG�@R�.@HM�'KNNQ
�-NAAX
�DSB��@MC�BKHBJ0,0, �
5GD�RNESV@QD�BQD@SDR�@.px gKD�ENQ�SGD�UHDV�@MC�NODMR�@�AK@MJ�B@MU@R�

��4SDO 0ODM�SGDUHCDN%QHUDQO@KDSSD
�DWO@MC�SGD1W1WENKCDQ�@MC�CQ@F�@�VHCFDS�SN�SGD�1W�&CHSNQ�B@MU@R�
5GD�RHCD�A@QR�ONOTK@SD�

a "�ANTMC�0AIDBS�3DRNKTSHNM�%DRBQHOSNQ�	03%�
�BNMMDBSR�SGD�VHCFDS�SN�@�RODBHgB�CDUHBD�RKNS
	NAIDBS
�

a 5GD�8HCFDS�5QDD�CHROK@XR�SGD�GHDQ@QBGX�NE�VHCFDSR�	O@MDR
�K@ADKR
�FQ@OGHB�DKDLDMSR
�@MC�RN
NM
�HM�SGD�BTQQDMS�1W�UHDV�

a 1W�1QNODQSHDR�QDK@SD�SN�SGD�RODBHgB�VHCFDS�

a 1W�-@XDQR�FQNTO�NAIDBSR�HM�SGD�1W�&CHSNQ�

a 1QNODQSHDR�ONOTK@SD�A@RDC�NM�SGD�VHCFDS�SXOD�

NOTE: #HMCHMF�NOSHNMR�SG@S�@QD�CHLLDC�HMCHB@SD�HMU@KHC�NOSHNMR�ENQ�SGD�RDKDBSDC�BNLONMDMS�

��4SDO $NMgFTQD�NOSHNMR�@MC�BKHBJ0,0, �
5GD�4DBNMC@QX�UHDV�@QD@�CHROK@XR�OQNODQSHDR�@MC�NOSHNMR�SG@S�@QD�QDK@SDC�SN�SGD�RDKDBSDC�4NTQBD
NOSHNM�

��4SDO 5N�AHMC�@CCHSHNM@K�VHCFDSR
�QDOD@S�SGHR�OQNBDCTQD�

��4SDO 5N�BGDBJ�GNV�XNTQ�UHDV�KNNJR
�BKHBJ�SGD�5NFFKD�7HDV�&CHS�.NCD��)XODQKHMJ�SN�1W�&CHSNQ�ATSSNM�	

�NQ�BKHBJ�SGD�M@LD�NE�SGD�UHDV�HM�SGD�/@U�SQDD�

5GHR�ATSSNM�SNFFKDR�ADSVDDM�SGD�gMHRGDC�UHDV�@MC�SGD�&CHS�UHDV�

Result

3DEDQ�SN�SGD�0(.(9(��9(7/0*:��<0+, ENQ�LNQD�HMENQL@SHNM�@ANTS�GNV�SN�BQD@SD�@MC�L@MHOTK@SD�VHCFDSR�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD (Q@OGHBR�BNMEHFTQ@SHNM
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$QD@SHMF�@�MDV�FQ@OGHB�UHDV�TRHMF�SGD�VDA�6*
5GHR�OQNBDCTQD�CDRBQHADR�GNV�SN�TRD�SGD�VDA�6*�SN�BQD@SD�@�FQ@OGHB�UHDV�SG@S�CHROK@XR�BTQQDMS�QNNL�	@BBDRR
YNMD
�NBBTO@MBX�@MC�SDLODQ@STQD�HMENQL@SHNM�

Prerequisites:
: NT�@QD�VNQJHMF�HM�SGD�VDA�6*��:NT�G@UD�@M�@OOQNOQH@SD�FQ@OGHB�HL@FD�SN�QDOQDRDMS�SGD�ATHKCHMF�

: NT�B@M�BQD@SD�FQ@OGHBR�HM�L@MX�V@XR
�CDODMCHMF�NM�XNTQ�QDRNTQBDR
�XNTQ�RJHKK�KDUDK�@MC�VG@S�XNT�@QD�RS@QSHMF
VHSG��'NQ�DW@LOKD
�HE�XNT�@KQD@CX�G@UD�@�FQ@OGHB�O@FD�ENQ�ATHKCHMF�BNMSQNKR
�XNT�L@X�@CC�@BBDRR�HMENQL@SHNM�SN
@M�DWHRSHMF�O@FD��*M�NSGDQ�B@RDR
�XNT�L@X�BQD@SD�@�MDV�O@FD�EQNL�SGD�RS@QS��0MD�FDMDQ@K�OQNBDRR�ENQ�BQD@SHMF�@
MDV�FQ@OGHB�HR�NTSKHMDC�ADKNV�VHSG�CDS@HKDC�RSDOR�ENKKNVHMF�

��4SDO /@UHF@SD�SN$NMSQ$NMSQNKNKKDQ�	4XRSDL
�4DSTOKDQ�	4XRSDL
�4DSTO� .HRBDK.HRBDKK@MDNTRK@MDNTR� (Q@OGHBR(Q@OGHBR� (Q@OGHBR�.@M@FDLDMS�(Q@OGHBR�.@M@FDLDMS��

��4SDO $KHBJ�SGD�"CC�ATSSNM�	 
�
5GD�"CC�FQ@OGHB�VHMCNV�NODMR�

TargetMedia CDE@TKSR�SNWorkbenchPxMedia ��5GDRD�OQNUHCD�SGD�QHBGDRS�UHRT@K�DWODQHDMBD
�ATS
L@X�MNS�AD�@OOQNOQH@SD�CDODMCHMF�NM�SGD�CDUHBD�	OGNMD
�S@AKDS
�BNLOTSDQ
�

HxPxMedia @QD�CDRHFMDC�ENQ�SGD�VDA�6*��5GQDD�NE�SGD�VHCFDSR�QTM�HM�@�AQNVRDQ�TRHMF�)5.-��
-HUD7HCDN1K@XDQ
�$NMSQNK�1@MDK�@MC�$@LDQ@8HCFDS��5GD�QDL@HMHMF�VHCFDSR��1@M5HKS+NXRSHBJ

;NNL4KHCDQ
�.NTRD%NVM#TSSNM�@MC�7HCDN.TKSHRSQD@L1@MD�QDPTHQD�8 DA�-@TMBGDQ�@MC�QTM
NTSRHCD�NE�SGD�AQNVRDQ�

��4SDO (HUD�SGD�FQ@OGHB�@�M@LD
�RDKDBSHxPxMedia ENQTargetMedia 
�@MC�BKHBJ0J0J �

(Q@OGHBR�BNMEHFTQ@SHNM /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD
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5GD�RXRSDL�BQD@SDR�SGD�FQ@OGHB�gKD�HM�SGD�RS@SHNM�@MC�CHROK@XR�SGD(Q@OGHBR�.@M@FDLDMSUHDV
VHSG�SGD�MDV�FQ@OGHB�O@FD�KHRSDC�

��4SDO 4DKDBS�SGD�FQ@OGHB�XNT�ITRS�BQD@SDC�@MC�BKHBJ�SGD�(Q@OGHB�&CHSNQ�ATSSNM�	
�
5GD�AQNVRDQ�L@X�OQNLOS�XNT�SN�BNMSHMTD�DUDM�SGNTFG�SGD�BDQSHgB@SD�OQDRDMSDC�AX�SGD�RS@SHNM
B@MMNS�AD�U@KHC@SDC�

��4SDO $KHBJ$NMS$NMSHMTDHMTD�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD (Q@OGHBR�BNMEHFTQ@SHNM

.@QBG���
����� ���



"�AK@MJ�(Q@OGHB�&CHSNQ�UHDV�NODMR�

5GD�RHCD�A@QR�BNMgFTQD�

a "�ANTMC�0AIDBS�3DRNKTSHNM�%DRBQHOSNQ�	03%�
�BNMMDBSR�SGD�VHCFDS�SN�@�RODBHgB�CDUHBD�RKNS
	NAIDBS
�

a 1QNODQSHDR�ONOTK@SD�A@RDC�NM�SGD�VHCFDS�SXOD�

��4SDO "CC�@�A@BJFQNTMC�TRHMF�@M�HL@FD�SG@S�XNT�G@UD�OQDO@QDC�OQDUHNTRKX�c�RTBG�@R�@�hNNQ�OK@M�

@� %NTAKD�BKHBJ�HM�SGD�LHCCKD�NE�SGD�$@MU@R1@MD�SN�NODM�SGD�$@MU@R1@MD�OQNODQSHDR�VHMCNV�

A� *M�SGD�$@MU@R1@MD�OQNODQSHDR�VHMCNV
�TRD�SGDA@BJFQNTMCOQNODQSX�gDKC�SN�RDKDBSImage
EQNL�SGD�CQNO�CNVM�NOSHNM�KHRS�@MC�AQNVRD�SGQNTFG�SGD*L@FD�#QTRG�&C*L@FD�#QTRG�&CHSNQHSNQ	TRD�SGDFile
Ord Chooser 
�@MC'HKD�$GNNRDQ'HKD�$GNNRDQVHMCNVR�SN�RDKDBS�SGD�CDRHQDC�HL@FD�gKD
�@R�RGNVM�ADKNV�

B� $KHBJ�SGD0ODM0ODMATSSNM�@MC�SGDM�BKHBJ0,0, SN�BKNRD�@KK�SGD�VHMCNVR�@MC�BNLOKDSD�SGD
HMRDQSHNM�NE�SGD�HL@FD�NM�SGD�FQ@OGHB�UHDV�

5GD�A@BJFQNTMC�HL@FD�CHROK@XR�NM�SGD�O@FD�

��4SDO "CC�@�VHCFDS�

*E�XNT�RDKDBSDCHxPxMedia ENQTarget Media @MC�XNT�@SSDLOS�SN�CQNO�@�VHCFDS�EQNL�SGD�O@KDSSD
SG@S�QDPTHQDR�SGD�8DA�-@TMBGDQ
�SGD�RXRSDL�CHROK@XR
�_"QD�XNT�RTQD�XNT�V@MS�SN�BQD@SD�SGHR
VHCFDS `�.DC H@�7@KHC@SHNM�ENQ�_)W1W�.DCH@`�ENTMC�SGDRD�OQNAKDLR�`�"�VHCFDS�03%�ENKKNVR�

��4SDO *E�XNT�FNS�SGD�DQQNQ�LDRR@FD
�BKHBJ:: DRDR�
5GD�RNESV@QD�BQD@SDR�SGD�VHCFDS
�ATS�HS�VNQJR�NMKX�HM8 NQJADMBG�

(Q@OGHBR�BNMEHFTQ@SHNM /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD
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Result

3DEDQ�SN�SGD�0(.(9(��9(7/0*:��<0+, ENQ�LNQD�HMENQL@SHNM�@ANTS�GNV�SN�BQD@SD�@MC�L@MHOTK@SD�SGD�FQ@OGHBR
VHCFDSR�

"CC HMF�HMENQL@SHNM�SN�@�FQ@OGHB�UHDV
: NT�B@M�TRD�K@ADKR�SN�CHROK@X�HMENQL@SHNM
�RTBG�@R�HL@FDR
�RS@SHB�SDWS
�@MC�CXM@LHB�HMENQL@SHNM�NM�XNTQ�FQ@OGHB
O@FD�

Prerequisites:
5GD�FQ@OGHB�UHDV�HR�@U@HK@AKD�EQNL�SGD�VDA�6*�@MC�SGD�HMENQL@SHNM�SN�@CC�HR�@U@HK@AKD�SN�SGD�RS@SHNM�SN�VGHBG
XNT�@QD�BNMMDBSDC�

��4SDO "CC�@�K@ADK�AX�QHFGS�BKHBJHMF�NM�SGD�B@MU@R�O@MD�@MC�RDKDBSHMF/DV/DV � #K@MJ�-@ADK#K@MJ�-@ADK��: NT�B@M�TRD�SGD
K@ADK�OQNODQSHDR�O@KDSSD�SN�@CC�SDWS�@MC�ENQL@SSHMF
�@R�CDRHQDC�
5GD�HL@FD�ADKNV�RGNVR�RS@SHB�SDWS�TRDC�@R�@�QNNL�K@ADK�	_3NNL����`
��5GD�K@ADK�OQNODQSHDR�@QD
DCHSDC�SN�RTOOKX�SGD�SDWS
�@�ANQCDQ�@MC�A@BJFQNTMC�RG@CHMF�

��4SDO "CC�CXM@LHB�HMENQL@SHNM�	RTBG�@R�QNNL�SDLODQ@STQD�NQ�NBBTO@MBX�BNTMS
�SN�SGD�FQ@OGHB�O@FD�AX
CNHMF�SGD�ENKKNVHMF�

NOTE:

"CCHMF�CXM@LHB�HMENQL@SHNM�QDPTHQDR�SG@S�XNT�G@UD�HMENQL@SHNM�U@KTDR�	RTBG�@R�MTLDQHB�ONHMS
U@KTDR
�@U@HK@AKD�HM�XNTQ�RS@SHNM�KNFHB�RN�SG@S�XNT�B@M�AHMC�SG@S�HMENQL@SHNM�SN�@�VHCFDS�NM�SGD
FQ@OGHB�UHDV�

@� "CC�@�MDV�K@ADK
�@MC�SGDM�HM�SGD�K@ADKR̂�1QNODQSHDR�VHMCNV
�BKHBJ�SGD�"CC�#HMCHMF�ATSSNM�	

��4DKDBSbajaui:Value Binding HM�SGD�NQC�OQNODQSX
�SGDM�AQNVRD�SN�BNMMDBS�SGD�NQC

OQNODQSX�SN�@�CDRHQDC�BNMSQNK�ONHMS�HM�SGD�RS@SHNM�@MC�BKHBJ0,0, ��8 HSG�SGD�NQC�BNMMDBSDC
�SGD
U@KTD�HR�MNV�@U@HK@AKD�SN�AD�@RRHFMDC�SN�SGD�K@ADK�SDWS�OQNODQSX�gDKC�
"R�@M�DW@LOKD
�XNT�L@X�G@UD�RNLD�KNFHB�HM�XNTQ�RS@SHNM�SG@S�B@KBTK@SDR�QNNL�NBBTO@MBX
A@RDC�NM�CNNQ�DMSQX�@MC�DWHS�U@KTDR��:NT�B@M�BNMMDBS�SGHR�gDKC�SN�SGD�MTLDQHB�ONHMS�SG@S�G@R
SG@S�HMENQL@SHNM�@MC�CHROK@X�HS�HM�SGD�K@ADK�

A� 5N�CHROK@X�SGD�ANTMC�U@KTD�HM�SGD�K@ADK
�QHFGS�BKHBJ�HMRHCD�SGD�SDWS�OQNODQSX
�BGNNRD"MHL@SD"MHL@SD
EQNL�SGD�ONOTO�LDMT�SN�CHROK@X�SGD"MHL@SD"MHL@SDVHMCNV
�@R�RGNVM�ADKNV�
6RD�SGD�#'NQL@S�gDKC�	'NQL@S
�SN�CDRHFM@SD�SGD�CDRHQDC�CXM@LHB�U@KTD�@MC�BKHBJ0,0, �

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD (Q@OGHBR�BNMEHFTQ@SHNM
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5GD�FQ@OGHB�MNV�G@R�@�K@ADK�@MC�CXM@LHB�U@KTD�SG@S�CHROK@XR�BG@MFHMF�HMENQL@SHNM�RTBG�@R
NBBTO@MBX�NQ�QNNL�SDLODQ@STQD�

��4SDO 5N�R@UD�XNTQ�BG@MFDR
�BKHBJ�SGD�4@UD�ATSSNM�	
�NM�SGD�SNNKA@Q�@S�SGD�SNO�NE�SGD�UHDV�

Result
5GD�FQ@OGHB�O@FD�CHROK@XR�U@KTDR�VHSG�TOC@SDR�

'NKKNVHMF�HR�@M�DW@LOKD�NE�@�O@FD�SG@S�G@R�LNQD�HMENQL@SHNM�

(Q@OGHBR�BNMEHFTQ@SHNM /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD
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"CC HMF�UHCDN�SN�@�FQ@OGHB
: NT�B@M�@CC�KHUD�UHCDN�NQ�OK@XA@BJ�QDBNQCDC�UHCDN�NM�@�FQ@OGHB�O@FD��5GHR�S@RJ�CDRBQHADR�GNV�SN�@CC�@�KHUD
UHCDN�B@LDQ@�SN�@M�DWHRSHMF�FQ@OGHB�O@FD�

Prerequisites:
: NT�@QD�VNQJHMF�HM�SGD�VDA�6*��5GD�FQ@OGHB�@KQD@CX�DWHRSR�

��4SDO /@UHF@SD�SN$NMSQ$NMSQNKNKKDQ�	4XRSDL
�4DSTOKDQ�	4XRSDL
�4DSTO� .HRBDK.HRBDKK@MDNTRK@MDNTR� (Q@OGHBR(Q@OGHBR� (Q@OGHBR�.@M@FDLDMS�(Q@OGHBR�.@M@FDLDMS��
5GD�(Q@OGHBR�.@M@FDLDMS�UHDV�CHROK@XR�SGD�KHRS�NE�FQ@OGHBR�

��4SDO 4DKDBS�SGD�FQ@OGHB�@MC�BKHBJ�SGD�(Q@OGHB�&CHSNQ�ATSSNM�	
�
5GD�(Q@OGHB�&CHSNQ�UHDV�NODMR�VHSG�SGD�FQ@OGHB�HM�SGD�DCHSNQ�

��4SDO 3HFGS�BKHBJ�NM�SGD�$@MU@R1@MD�@MC�RDKDBS/DV/DV � 77HCDN�$@LDQ@RHCDN�$@LDQ@R� :: NTQ�7NTQ�7HCDN�$@LDQ@HCDN�$@LDQ@�
5GD�UHCDN�B@LDQ@�HR�@CCDC�SN�SGD�FQ@OGHB�

��4SDO 5N�R@UD�XNTQ�BG@MFDR
�BKHBJ�SGD�4@UD�ATSSNM�	
�

8 HCFDS�K@XNTS
8 HCFDSR�@QD�BNLONMDMSR�SG@S�OQNUHCD�FQ@OGHB�UHRT@KHY@SHNMR��:NT�TRD�SGD�(Q@OGHB�&CHSNQ�SN�CDgMD�TRDQ
HMSDQE@BD�ETMBSHNMR�ENQ�BNMSQNK�@MC�HMENQL@SHNM�CHROK@X��"M�DW@LOKD�NE�@�VHCFDS�HR�SGD�K@ADK
�VGHBG�XNT�B@M�@CC
SN�@�FQ@OGHB�ENQ�SGD�OTQONRD�NE�@MMNS@SHMF�SGD�CQ@VHMF�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD (Q@OGHBR�BNMEHFTQ@SHNM
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NOTE: *E�DHSGDQ�NE�SGD�BGHKC�NAIDBSR�HR�ONRHSHNMDC�NTSRHCD�NE�SGD�UHDV�@QD@�NE�SGD�O@QDMS
�SGD�RXRSDL�BQNOR�SGDL
@MC�NMKX�SGD�O@QS�VHSGHM�SGD�O@QDMS�HR�UHRHAKD�

5GD�RBQDDM�B@OSTQD�RGNVR�@�RHLOKD�K@XNTS�NE�@�VHCFDS�	$

�GDKC�AX�SGD�O@QDMS�B@MU@R�	#
�SG@S�HR�SGD�BGHKC�NAIDBS
NE�SGD�RBQNKK�O@MD�	"
�

8 HCFDS�O@MDR
4NLD�VHCFDSR�@QD�CDRHFMDC�RODBHgB@KKX�SN�AD�BNMS@HMDQ�VHCFDSR�SG@S�GNKC�NSGDQ�VHCFDSR��5GDRD�VHCFDSR�@QD
B@KKDC�O@MDR�

5GD�RBQDDM�B@OSTQD�RGNVR�SGD�O@MD�GHDQ@QBGX�HM�SGD�VHCFDS�SQDD�@MC�NM�SGD�(Q@OGHB�&CHSNQ�B@MU@R��%HEEDQDMS
SXODR�NE�O@MDR�OQNUHCD�CHEEDQDMS�ETMBSHNMR�

Figur e 35. 'QNMS�%NNQ�VHCFDS�HM�BNMSDWS

Figur e 36. 1@MD�GHDQ@QBGX�HM�SGD�VHCFDS�SQDD

(Q@OGHBR�BNMEHFTQ@SHNM /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD
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Table 26. 5XODR�NE�O@MDR

Type of pane Description

$@MU@R1@MD 5GHR�O@MD�HR�TRDC�ENQ�@ARNKTSD�ONRHSHNMHMF�

#NQCDQ1@MD 5GHR�O@MD�HR�TRDC�SN�VQ@O�NMD�VHCFDS�@MC�OQNUHCD�L@QFHM
�ANQCDQ
�@MC�O@CCHMF�RHLHK@Q�SN�SGD�$44�ANW
LNCDK�

4BQNKK1@MD 5GHR�O@MD�RTOONQSR�@�RHMFKD�BGHKC�SG@S�L@X�G@UD�@�OQDEDQQDC�RHYD�K@QFDQ�SG@M�SGD�@U@HK@AKD�ANTMCR��5GD
RBQNKK�O@MD�OQNUHCDR�@�RDS�NE�RBQNKK�A@QR�ENQ�UHDVHMF�@QD@R�NE�SGD�BGHKC�VHCFDS�SG@S�FN�NTSRHCD�NE�HSR�ANTMCR�

8 HCFDS�O@HMSHMF
1@HMSHMF�QDEDQR�SN�GNV�VHCFDSR�OQDRDMS�SGDLRDKUDR�FQ@OGHB@KKX�	TRHMF��BNKNQR
�SQ@MRO@QDMBHDR
�@MC�RN�NM

�@R�VDKK
@R�BQNOOHMF��(Q@OGHBR�@QD�@KV@XR�SQ@MRK@SDC�RN�SG@S�SGD�NQHFHM��
��HR�ONRHSHNMDC�@S�SGD�SNO
�KDES�BNQMDQ�NE�SGD
VHCFDS��5GD�FQ@OGHBR�BQNO�	UHRHAKD�@QD@
�HR�RDS�SN�SGD�VHCFDS�R�RHYD��"KOG@�@MC�SQ@MRO@QDMS�OHWDKR�AKDMC�VHSG�SGD
OHWDKR�@KQD@CX�CQ@VM�
5GD�RXRSDL�CQ@VR�VHCFDSR�HM�OQNODQSX�NQCDQ�VHSG�SGD�gQRS�VHCFDS�@S�SGD�ANSSNL
�@MC�SGD�K@RS�VHCFDS�NM�SGD
SNO��&EEDBSHUD�Y�NQCDQ�HR�QDUDQRD�NE�OQNODQSX�NQCDQ�

8 HCFDS�BNLL@MCR
8 HCFDSR�B@M�HMBKTCD�TRDQ�BNLL@MCR�SG@S�@QD�BNLLNMKX�@BSHU@SDC�VHSG�ATSSNMR�@MC�LDMT�@BSHNMR��.DMT
BNLL@MCR�@QD�@U@HK@AKD�@MC�L@X�AD�TRDC�NM�VHCFDSR�

8 HCFDS�OQNODQSHDR
8 HCFDS�OQNODQSHDR�CDgMD�L@MX�NE�SGD�ED@STQDR
�ADG@UHNQR�@MC�@OOD@Q@MBD�BG@Q@BSDQHRSHBR�NE�VHCFDSR��#X
DCHSHMF�VHCFDS�OQNODQSHDR
�XNT�BNMSQNK�GNV�@�VHCFDS�ADG@UDR�

Figur e 37. "�VHCFDS�BNLL@MC
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5GD�RBQDDM�B@OSTQD�RGNVR�SGD�OQNODQSHDR�HM�SGD�RHCD�A@Q�ENQ�@�ANTMC�K@ADK��*M�SGHR�DW@LOKD
�SGD�SDWS�OQNODQSX�NE
SGD�K@ADK�HR�ANTMC�SN�SGDslot:/Drivers/AccessNetwork/baseReader/points/door1/strike/out/
value U@KTD
�@R�RGNVM�HM�SGD�SDWS�OQNODQSX��5GD�AHMCHMF�NE�SGHR�U@KTD�@KKNVR�SGD�CXM@LHB�OQDRDMS@SHNM�NE�SGD
CNNQ�RSQHJD�HM�SGD(Q@OGHBUHDV�

*M�SGD(Q@OGHB�&CHSNQUHDV
�XNT�DCHS�VHCFDS�OQNODQSHDR�TRHMF�SGD�OQNODQSHDR�RHCD�A@Q�NQ1Q1QNODQSNODQSHDRHDRVHMCNV�@MC
SGDHQ�RDBNMC@QX�VHMCNVR��1QNODQSHDR�SG@S�@OOD@Q�VHSG�SGD�DKKHORDR�NODM�RDBNMC@QX�VHMCNVR
�VGHBG�OQNUHCD
@CCHSHNM@K�OQNODQSHDR�@MC�NOSHNMR��5GDRD�VHMCNVR�NODM�VGDM�XNT�BKHBJ�SGD�OQNODQSX�

"MHL@SDC�FQ@OGHBR
"MHL@SDC�FQ@OGHBR�@QD�FQ@OGHBR�VGNRD�U@KTDR�TOC@SD�HM�QD@K�SHLD��"�FQ@OGHB�B@M�AD�@R�RHLOKD�@R�@�RHMFKD�VNQC
NE�SDWS�	0/
�NQ�@�MTLADQ�	��

�NQ�HS�B@M�AD�@M�@MHL@SDC�HL@FD�	CNNQ�NODMHMF
��8HCFDSR�@QD�@MHL@SDC�AX
AHMCHMF�SGDHQ�OQNODQSHDR�SN�@�KDFHSHL@SD�C@S@�RNTQBD�
'NQ�DW@LOKD
�XNT�BNMMDBS�MTLDQHB�U@KTDR�SN�VHCFDS�OQNODQSHDR�SG@S�TRD�MTLDQHB�U@KTDR
�@MC�XNT�BNMMDBS
AHM@QX�U@KTDR�SN�NAIDBSR�SG@S�TRD�AHM@QX�U@KTDR��#X�@MHL@SHMF�SGD�OQNODQSHDR�NE�@�VHCFDS
�XNT�BNMSQNK�SGD�SDWS
@OOD@Q@MBD�NE�SGD�HL@FD
�@R�VDKK�@R�BG@MFD�@�VHCFDS^R�KNB@SHNM�NM�SGD�O@FD
�@MC�DUDM�HSR�UHRHAHKHSX�

%@S@�AHMCHMF
"M�03%�	0AIDBS�3DRNKTSHNM�%DRBQHOSNQ
�DRS@AKHRGDR�SGD�BNMMDBSHNM�ADSVDDM�@�VHCFDS�@MC�@M�NAIDBS��5GD�03%
HR�SGD�TMHUDQR@K�HCDMSHgDQ�TRDC�SGQNTFGNTS�SGD�RXRSDL��5GD�03%�TMHgDR�@MC�RS@MC@QCHYDR�@BBDRR�SN�@KK
HMENQL@SHNM��%DRHFMDC�SN�BNLAHMD�CHEEDQDMS�M@LHMF�RXRSDLR�HMSN�@�RHMFKD�RSQHMF
�HS�G@R�SGD�@CU@MS@FD�NE�ADHMF
O@QR@AKD�AX�@�GNRS�NE�OTAKHB�"1*R�	"OOKHB@SHNM�1QNFQ@L�*MSDQE@BDR
�
"�RHMFKD�AHMCHMF�BNMRHRSR�NE�@�RHMFKD�VHCFDS�NAIDBS�QDK@SHNMRGHO��"�AHMCHMFR̂�03%�OQNODQSX�HCDMSHgDR�SGD
KNB@SHNM�NE�SGD�NAIDBS�SG@S�TOC@SDR�@MC�@MHL@SDR�SGD�VHCFDS�

Figur e 38. 8 HCFDS�OQNODQSHDR
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5GD�RBQDDM�B@OSTQD�RGNVR�@�U@KTD�AHMCHMF�SN�@�SDWS�K@ADK�VHCFDS�@R�UHDVDC�HM�SGD0Q0QCC VHMCNV�NE�@�AHMCHMF�

5GD�LNRS�BNLLNM�SXOD�NE�AHMCHMF
�SGD�U@KTD�AHMCHMF
�OQNUHCDR�RNLD�NE�SGD�SXOHB@K�ETMBSHNMR�SG@S�@QD
@RRNBH@SDC�VHSG�ATHKCHMF�QD@K�SHLD�HMENQL@SHNM�ENQ�OQDRDMS@SHNM�@R�ANSG�SDWS�@MC�FQ@OGHBR��5GHR�HMBKTCDR�RTOONQS
ENQ�LNTRD�NUDQ�@MC�QHFGS�BKHBJ�@BSHNMR��"CCHSHNM@KKX
�HS�OQNUHCDR�@�LDBG@MHRL�SN�@MHL@SD�@MX�OQNODQSX�NE�HSR
O@QDMS�VHCFDS�TRHMF�BNMUDQSDQR�SG@S�BNMUDQS�SGD�S@QFDS�NAIDBS�HMSN�OQNODQSX�U@KTDR�

5GD�RBQDDM�B@OSTQD�HKKTRSQ@SDR�SGDobject-to-widget OQNODQSX�AHMCHMF�BNMBDOS��*M�SGHR�DW@LOKD
�@�VHCFDS�G@R
SGQDD�RDO@Q@SD�C@S@�AHMCHMFR��5GHR�LD@MR�SG@S�D@BG�AHMCHMF�HR�BNLHMF�EQNL�@�CHEEDQDMS�NAIDBS�@MC
�SGDQDENQD

D@BG�AHMCHMF�G@R�@�CHEEDQDMS�03%�SG@S�CDgMDR�HSR�AHMCHMF��&@BG�AHMCHMF�OQNUHCDR�@BBDRR�SN�@M�NAIDBS^R�U@KTDR�RN
SG@S�SGDX�L@X�AD�TRDC
�@R�QDPTHQDC
�SN�@MHL@SD�SGD�VHCFDS�OQNODQSHDR�

Figur e 39. 8 HCFDS�C@S@�AHMCHMF

Figur e 40. 8 HCFDS�VHSG�SGQDD�AHMCHMFR
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(Q@OGHB�UHDVR�HM�SGD�RXRSDL�LDMT
"R�SGD�LDMT�RSQTBSTQD�HR�@�GHDQ@QBGX�VHSG�O@QDMS�MNCDR�@MC�RTANQCHM@SD�BGHKC�MNCDR
�XNT�L@X�BQD@SD�@�M@U
	M@UHF@SHNM
�FQNTO�ENQ�FQ@OGHBR�@MC�@RRHFM�BGHKC�FQ@OGHBR�SN�HS��:NT�L@X�@KRN�@CC�FQ@OGHBR�SN�@M�DWHRSHMF�MNCD�HM
SGD�M@UHF@SHNM�SQDD�

(Q@OGHBR�@OOD@Q�HM�SGD�VDA�6*�LDMT�

$QD@SHMF�	@MC�DCHSHMF
�@�M@UHF@SHNM�FQNTO
"�M@U�FQNTO�CHROK@XR�HM�SGD�LDMT�TMCDQ�HSR�@RRHFMDC�O@QDMS�

��4SDO 'QNL�SGD�L@HM�LDMT�BKHBJ$NMSQ$NMSQNKNKKDQ�	4XRSDL
�4DSTOKDQ�	4XRSDL
�4DSTO� .HRBDK.HRBDKK@MDNTRK@MDNTR
�DWO@MC�SGD(Q@OGHBR(Q@OGHBRLDMT
@MC�BKHBJ/@UHF@S/@UHF@SHNM�(QHNM�(QNTORNTOR�

(Q@OGHBR�BNMEHFTQ@SHNM /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



5GD/@UHF@SHNM�(QNTORUHDV�NODMR�

5GHR�UHDV�CHROK@XR�@�S@AKD�NE�@KK�SGD�M@UHF@SHNM�FQNTOR�SG@S�@QD�@U@HK@AKD�NM�SGD�KNB@K�RS@SHNM�

��4SDO %N�NMD�NE�SGD�ENKKNVHMF�

a 5N�@CC�@�M@U�FQNTO
�BKHBJ�SGD�"CC�ATSSNM�	


�

a 5N�DCHS�@M�DWHRSHMF�FQNTO
�RDKDBS�SGD�FQNTO�QNV�HM�SGD�S@AKD�@MC�BKHBJ�SGD�)XODQKHMJ�ATSSNM�	


�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD (Q@OGHBR�BNMEHFTQ@SHNM

.@QBG���
����� ���



*E�@CCHMF
�SGD"CC�/DV�/@U�(Q NTOUHDV�NODMR�

*E�DCHSHMF
�SGD�RXRSDL�ONOTK@SDR�SGD�OQNODQSHDR�CHROK@XDC�NM�SGD�RHMFKD�S@A�ADKNV�SGD4@UD4@UDATSSNM
@MC�@/@UHF@SHNM�(QNTORKHMJ��5GDDisplay Name OQNODQSX�CDgMDR�GNV�SGD�M@U�FQNTO�@OOD@QR�HM
SGD�M@UHF@SHNM�SQDD��5GDIndex OQNODQSX�CDgMDR�VGDQD�SGD�M@U�FQNTO�@OOD@QR�HM�SGD�LDMT
GHDQ@QBGX��"���NQ���OK@BDR�SGD�M@U�FQNTO�gQRS�

��4SDO 'HKK�HM�NQ�DCHS�SGD�OQNODQSHDR�@MC�BKHBJ�SGD4@UD4@UDATSSNM�@S�SGD�SNO�NE�SGD�UHDV�

NOTE: "�/@U�(Q NTO�CNDR�MNS�CHROK@X�HM�SGD�LDMT�TMSHK�@�BGHKC�LDMT�HSDL�HR�@RRHFMDC�SN�HS�

"CC HMF�@�FQ@OGHB�UHDV�SN�SGD�M@UHF@SHNM�SQDD
"�RL@KK�FQ@OGHB�HM�SGD�M@UHF@SHNM�SQDD�OQNUHCDR�@�UHRT@K�QDOQDRDMS@SHNM�NE�SGD�MNCD�

Prerequisites:
5GD�FQ@OGHB�DWHRSR�

��4SDO 'QNL�SGD�L@HM�LDMT�BKHBJ$NMSQ$NMSQNKNKKDQ�	4XRSDL
�4DSTOKDQ�	4XRSDL
�4DSTO� .HRBDK.HRBDKK@MDNTRK@MDNTR
�DWO@MC�SGD(Q@OGHBR(Q@OGHBRLDMT
@MC�BKHBJ(Q@OGHBR�.@M@FDLDMS(Q@OGHBR�.@M@FDLDMS�
5GD(Q@OGHBRUHDV�NODMR�

��4SDO 4DKDBS�SGD�FQ@OGHB�QNV�HM�SGD�S@AKD�@MC�BKHBJ�SGD�&CHS�/@U�ATSSNM�	
�

(Q@OGHBR�BNMEHFTQ@SHNM /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



5GD&C&CHS�/@U�VHMCNVHS�/@U�VHMCNVNODMR�

5GDDisplay Name OQNODQSX�CDgMDR�GNV�SGD�FQ@OGHB�@OOD@QR�HM�SGD�M@UHF@SHNM�SQDD��5GDIndex
OQNODQSX�CDgMDR�VGDQD�SGD�FQ@OGHB�@OOD@QR�HM�SGD�RTA�LDMT�GHDQ@QBGX��"���NQ���OK@BDR�SGD�FQ@OGHB
gQRS�

��4SDO 'HKK�HM�SGD�OQNODQSHDR�@MC�BKHBJ0J0J �

%DRHFMHMF�@�QDTR@AKD�FQ@OGHB
(Q@OGHB�gKDR�SG@S�@QD�TRDC�HM�LTKSHOKD�UHDVR�NM�@�KNB@K�RS@SHNM�NQ�DUDM�ONRRHAKX�ENQ�TRD�@BQNRR�CHEEDQDMS�RS@SHNMR

L@X�RTOOKX�@M�@ARNKTSD�U@KTD�EQNL�@�S@QFDS�CDUHBD�HM�@�RODBHgB�QDLNSD�RS@SHNM
�NQ�@�QDK@SHUD�U@KTD�EQNL�@�CDUHBD
VHSGHM�SGD�BTQQDMS�RS@SHNM��"�QDK@SHUD�O@SG�B@TRDR�@�(Q@OGHB�gKD�SN�QDRNKUD�C@S@�AHMCHMFR�SN�HCDMSHB@KKX�M@LDC
BNLONMDMSR�SG@S�QDRHCD�HM�CHEEDQDMS�KNB@SHNMR
�SGTR�L@JHMF�NMD�FQ@OGHB�gKD�TR@AKD�HM�L@MX�UHDVR��3DEDQ�SN�SGD
�0(.(9(��9(7/0*:��<0+, ENQ�LNQD�HMENQL@SHNM�

Prerequisites:
: NT�G@UD�BNMgFTQDC�SGD�R@LD�CDUHBD�M@LDR�HCDMSHB@KKX�HM�LTKSHOKD�KNB@SHNMR��5GD�FQ@OGHB�SN�QDTRD�HR�NODM�HM
SGD(Q@OGHB�&CHSNQ�

��4SDO 4DKDBS�SGD�CDUHBD�VHCFDS�

��4SDO 0ODM�SGD�8HCFDS�5QDD�RHCD�A@Q�@MC�CNTAKD�BKHBJ�SGD�NAIDBS�HM�SGD�8HCFDS�5QDD�NQ�NM�SGD�B@MU@R�

��4SDO 4DKDBS�SGD�#NTMC-@ADK�TMCDQ�SGD�$@MU@R�1@MD�HM�SGD�8HCFDS�5QDD�

��4SDO $KHBJ3DK@S3DK@SHUHYD�03%RHUHYD�03%R�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD (Q@OGHBR�BNMEHFTQ@SHNM

.@QBG���
����� ���



5GD3DK@S3DK@SHUHYD�0QHUHYD�0QCR�VHMCNVCR�VHMCNVNODMR�

��4SDO $G@MFD�SGD�@ARNKTSD�0QC�	#DENQD
�SN�@�QDK@SHUD�0QC�	"ESDQ
�

(Q@OGHBR�BNMEHFTQ@SHNM /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



Chapter 14. Maintenance
5GHR�BG@OSDQ�BNMS@HMR�@CCHSHNM@K�BNMgFTQ@SHNM�OQNBDCTQDR
�@R�VDKK�@R�OQNBDCTQDR�ENQ�TOC@SHMF�RNESV@QD

QDOK@BHMF�SGD�4TODQUHRNQ�1$�@MC�QDOK@BHMF�BNMSQNKKDQR��*S�BNMBKTCDR�VHSG�@�SQNTAKDRGNNSHMF�RDBSHNM�SG@S�OQNUHCDR
RNLD�RSDOR�SN�ENKKNV�VGDM�SGHMFR�@QD�MNS�VNQJHMF�QHFGS�

"KK�SNOHBR�@QD�@U@HK@AKD�HM�SGD�0(.(9(��644<50;@�",:6<9 *,��,5;,9 ��5GQNTFG�SGHR�RHSD�XNT�B@M�@KRN�BNLLDMS�NM
SGDRD�SNOHBR��5GD�SDBGMHB@K�CNBTLDMS@SHNM�SD@L�VDKBNLDR�XNTQ�RTFFDRSHNMR�ENQ�HLOQNUHMF�SGDRD�OQNBDCTQDR
VHSG�XNTQ�QD@K�VNQKC�DWODQHDMBDR�

$G@MFHMF�SGD�@CLHM�O@RRVNQC
5GD�@CLHM�TRDQ�G@R�@BBDRR�SN�SGD�DMSHQD�RXRSDL��$G@MFHMF�SGD�O@RRVNQC�ENQ�SGHR�TRDQ�NM�@�EQDPTDMS�@MC�QDFTK@Q
A@RHR�HR�@�ONVDQETK�ADRS�OQ@BSHBD�ENQ�L@HMS@HMHMF�@�RDBTQD�RXRSDL��5GHR�OQNBDCTQD�TRDR�SGD�VDA�6*�

Prerequisites:
: NT�@QD�KNFFDC�HM�SN�SGD�RS@SHNM�VHSG�@CLHM�OQHUHKDFDR��5GHR�OQNBDCTQD�CNBTLDMSR�@�S@RJ�ODQENQLDC�HM�ANSG�SGD
4TODQUHRNQ�1$�@MC�QDLNSD�BNMSQNKKDQ�RS@SHNMR�TRHMF�SGD�RXRSDL^R�AQNVRDQ�HMSDQE@BD��5GD�@KSDQM@SHUD�4TODQUHRNQ
RS@SHNM�BNLL@MC�HR�HM�O@QDMSGDRHR�

��4SDO /@UHF@SD�SN$NMSQ$NMSQNKNKKDQ�4DSTO�	4XRSDL�4DSTO
KDQ�4DSTO�	4XRSDL�4DSTO
� 6RDQ�.@M@FDLDMS6RDQ�.@M@FDLDMS� $G@MFD�1@RRVNQ$G@MFD�1@RRVNQCC�
5GD$G@MFD�1@RRVNQC UHDV�NODMR�

��4SDO *M�SGDNew Password OQNODQSX
�SXOD�@�MDV�RSQNMF�O@RRVNQC�

��4SDO 5N�BNMgQL�SG@S�XNT�SXODC�SGD�M@LD�BNQQDBSKX
�SXOD�SGD�MDV�O@RRVNQC�@F@HM�HM�SGDConfirm New
Password OQNODQSX
�@MC�BKHBJ4@UD4@UD�
*E�SGD�SVN�U@KTDR�L@SBG
�SGD�RXRSDL�HLOKDLDMSR�SGD�BG@MFD�

��4SDO 5N�QDSTQM�SN�SGD�GNLD�UHDV
�BKHBJ)NLD)NLD �

Result

TIP: : NTQ�RXRSDL�RGNTKC�AD�RDS�TO�VHSG�LNQD�SG@M�NMD�TRDQ�SG@S�G@R�@CLHM�QHFGSR�HM�B@RD�RNLDNMD�KNRDR�SGD
@CLHM�O@RRVNQC�

$G@MFHMF�SGD�RXRSDL�O@RROGQ@RD
5GD�RXRSDL�O@RROGQ@RD�OQNSDBSR�RDMRHSHUD�HMENQL@SHNM�RSNQDC�HM�gKD�RXRSDLR
�@MC�NM�SGD�4%�B@QC�HM�D@BG
BNMSQNKKDQ
�@MC�DMBQXOSR�ONQS@AKD�gKDR
�RTBG�@R�A@BJTOR�@MC�RS@SHNM�BNOHDR��:NT�RGNTKC�CDgMD�@�RSQNMF�RXRSDL
O@RROGQ@RD��*E�XNT�RJHOODC�BNMgFTQHMF�SGHR�OGQ@RD�CTQHMF�HMRS@KK@SHNM
�SGHR�OQNBDCTQD�CNBTLDMSR�GNV�SN�RDS�HS
TO�MNV�

Prerequisites:
: NT�@QD�VNQJHMF�HM8 NQJADMBGQTMMHMF�NM�@�1$�

��4SDO 0ODM�@�OK@SENQL�BNMMDBSHNM�SN�SGD�1$�

��4SDO %NTAKD�BKHBJ�SGD�1K@SENQL�MNCD�HM�SGD�/@U�SQDD�@MC�CNTAKD�BKHBJ1K@SENQL�"CLHMHRSQ@S1K@SENQL�"CLHMHRSQ@SHNMHNMNQ�QHFGS�
BKHBJ�SGD�OK@SENQL�MNCD�@MC�BKHBJ77HDVRHDVR� 1K@SENQL�"CLHMHRSQ@S1K@SENQL�"CLHMHRSQ@SHNMHNM�
5GD1K@SENQL�"CLHMHRSQ@SHNMUHDV�NODMR�

��4SDO $KHBJ4XRSDL�1@RROGQ@RD4XRSDL�1@RROGQ@RD�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD .@HMSDM@MBD

.@QBG���
����� ���



5GD4DS�4XRSDL�1@RROGQ@RD4DS�4XRSDL�1@RROGQ@RDVHMCNV�NODMR�

��4SDO &MSDQ�SGD�BTQQDMS�O@RROGQ@RD
�BQD@SD�@�MDV�O@RROGQ@RD�@MC�BKHBJ0,0, �
*E�XNTQ�HMRS@KK@SHNM�HR�KHBDMRDC�ENQ�'*14�	'DCDQ@K�*MENQL@SHNM�1QNBDRRHMF�4S@MC@QC

�SGHR�OGQ@RD�LTRS
AD�@S�KD@RS����BG@Q@BSDQR�HMBKTCHMF�@S�KD@RS�NMD�MTLADQ
�@R�VDKK�@R�KNVDQ�@MC�TOODQ�B@RD�KDSSDQR�

$G@MFHMF�SGD�RXRSDL�C@S@A@RD
*E�TOFQ@CHMF�@�RXRSDL�QDPTHQDR�XNT�SN�BG@MFD�SGD�BTQQDMS�0QHNM�C@S@A@RD
�XNT�L@X�CN�RN�TRHMF�SGD�VDA�6*�

��4SDO %NVMKN@C�SGD�MDV�C@S@A@RD�RNESV@QD�	.X42-�NQ�.442-

�BQ D@SD�SGD�MDV�C@S@A@RD
�@MC�DMRTQD
SG@S�HS�HR�QTMMHMF�

��4SDO *M�SGD�VDA�6*
�BKHBJ4XRSDL�4DSTO4XRSDL�4DSTO� .HRBDK.HRBDKK@MDNTRK@MDNTR� $NMgFTQ$NMgFTQD�%@S@A@RDD�%@S@A@RD�

��4SDO $KHBJ4DS�0QHNM�%@S@A@RD4DS�0QHNM�%@S@A@RD�
5GD4DS�0QHNM�%@S@A@RD4DS�0QHNM�%@S@A@RDVHMCNV�NODMR�

��4SDO 4DKDBS�SGD�MDV�C@S@A@RD�@MC�BKHBJ0J0J �

��4SDO 8GDM�SGD�RXRSDL�G@R�TRDC�SGD�MDV�C@S@A@RD�VHSGNTS�HMBHCDMS�ENQ�@�VDDJ�NQ�SVN
�CDKDSD�SGD

.@HMSDM@MBD /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



C@S@A@RD�CDUHBD�EQNL�SGDQCA 	3DK@SHNM@K�%@S@A@RD�.@M@FDLDMS
�CQHUDQ�HM�SGD�4TODQUHRNQ�RS@SHNM�

��4SDO 'NQ�RDBTQHSX�OTQONRDR
�CDKDSD�SGD�C@S@A@RD�EQNL�SGD�NKC�KNB@SHNM�

7HDVHMF�@MC�TOC@SHMF�LNCTKD�EHQLV@QD
5GD%DUHBD�.NCTKDUHDV�HMCHB@SDR�SGD�HMRS@KKDC�UDQRHNM�NE�SGD�LNCTKD�gQLV@QD�@MC�HE�@�LNQD�QDBDMS�UDQRHNM�HR
@U@HK@AKD�

Prerequisites:
: NT�@QD�BNMMDBSDC�SN�@�BNMSQNKKDQ�TRHMF�SGD�VDA�6*�

��4SDO /@UHF@SD�SN$NMSQ$NMSQNKNKKDQ�4DSTOKDQ�4DSTO� 3DLNSD�%DUHBDR3DLNSD�%DUHBDR� 3DLNSD�.NCTKDR3DLNSD�.NCTKDR� 3DLNSD�.NCTKD�4DSTO3DLNSD�.NCTKD�4DSTO�
5GD�UHDV�KHRSR�SGD�BNMMDBSDC�LNCTKDR�

��4SDO $NLO@QD�SGD�*MRS@KKDC�7DQRHNM�VHSG�SGD�"U@HK@AKD�7DQRHNM�BNKTLM�

��4SDO *E�@�LNQD�QDBDMS�UDQRHNM�NE�SGD�gQLV@QD�HR�@U@HK@AKD
�BKHBJ�6OFQ@CD�'HQLV@QD�	 
�

��4SDO 5N�CHRBNUDQ�@MC�L@SBG�SGD�A@RD�AN@QC�LNCTKD�NE�SGD�MDV�BNMSQNKKDQ�VHSG�SGD�A@RDAN@QC�LNCTKD�HM
SGD�C@S@A@RD
�BKHBJ�SGD%HRBNUDQ%HRBNUDQATSSNM
�RDKDBS�SGD�CHRBNUDQDC�RS@SHNM�@MC�BKHBJ�SGD�.@SBG�ATSSNM�	


�

��4SDO 4DS�SGD�MDSVNQJ^R�5$1�*1�RDSSHMFR�HM�SGD�MDV�BNMSQNKKDQ�SN�SGD�R@LD�RDSSHMFR�@R�SGD�NKC�BNMSQNKKDQ
	$NMSQ$NMSQNKNKKDQ�	4XRSDL
�4DSTOKDQ�	4XRSDL
�4DSTO� .HRBDK.HRBDKK@MDNTRK@MDNTR� /DSVNQJ�5$1�*1�4DSS/DSVNQJ�5$1�*1�4DSSHMFRHMFR
�

��4SDO *E�MDBDRR@QX
�BG@MFD�SGD�@C@OSNQ�RDSSHMFR�NM�XNTQ�1$�ENQ�SDRSHMF�OTQONRDR�

��4SDO 5DRS�ETMBSHNM@KHSX�AX�TRHMF�@�B@QC�SN�NODM�@�CNNQ�

.@M@FHMF�KHBDMRDR
5GD�-HBDMRD�.@M@FDQ�UHDV�@KKNVR�XNT�SN�UHDV
�TOKN@C�@MC�QDLNUD�KHBDMRDR�

Prerequisites:
5GD�RNESV@QD�HR�HMRS@KKDC�@MC�BNMgFTQDC��:NT�@QD�VNQJHMF�HM�SGD�VDA�6*�

��4SDO 5N�UHDV�@BBDRR�SGHR�UHDV
�BKHBJ$NMSQ$NMSQNKNKKDQ�	4XRSDL
�4DSTOKDQ�	4XRSDL
�4DSTO� .HRBDK.HRBDKK@MDNTRK@MDNTR� -HBDMRD�.@M@FDQ-HBDMRD�.@M@FDQ
5GD-HBDMRD�.@M@FDQ�UHDVNODMR�

��4SDO 5N�UHDV�@�KHBDMRD
�BKHBJ�NM�SGD�GXODQKHMJDC�gKD�M@LD�
5GD�KHBDMRD�gKD�NODMR�HM�SGD�AQNVRDQ�

��4SDO 5N�QDLNUD�@�KHBDMRD
�BKHBJ�SGD�BGDBJ�ANW�SN�SGD�KDES�NE�SGD�KHBDMRD�GXODQKHMJ�@MC�BKHBJ%DKDSD%DKDSD�

��4SDO 5N�TOKN@C�@�MDV�KHBDMRD
�AQNVRD�ENQ�SGD�KHBDMRD�HM�SGD6OKN@C�/DV�K6OKN@C�/DV�KHBDMRD
�BDQSHBDMRD
�BDQSHgB@SD�NQ�K@Q�'HKDHgB@SD�NQ�K@Q�'HKD
RDBSHNM
�@MC�BKHBJ6OKN@C6OKN@C�

NOTE: *E�XNT�TOC@SD�XNTQ�KHBDMRD�gKD�XNT�L@X�MDDC�SN�BKD@Q�XNTQ�AQNVRDQ�B@BGD�SN�UHDV�SGD
TOC@SDC�gKD��'NQ�GNV�SN�BKD@Q�SGD�AQNVRDQ^R�B@BGD
�QDEDQ�SN�XNTQ�AQNVRDQ�CNBTLDMS@SHNM�

%@S@�DWONQS
5GHR�ED@STQD�L@JDR�C@S@�BNKKDBSDC�AX�SGD�RXRSDL�@U@HK@AKD�ENQ�OQNBDRRHMF�@MC�@M@KXRHR�NTSRHCD�SGD�RXRSDL�

*M�SGD�VDA�6*�XNT�B@M�DWONQS�C@S@�VGDQDUDQ�SGD&WONQS&WONQSATSSNM�@OOD@QR�HM�SGD�UHDV��*M8 NQJADMBG
�SGDExport
NOSHNM�HR�@U@HK@AKD�HM�DUDQX�S@AKD�UHDV�EQNL�SGD�CQNO�CNVM�KHRS�HM�SGD�TOODQ�QHFGS�BNQMDQ�NE�SGD�UHDV�

&WONQSHMF�@�RBGDCTKD�SN�@�$47�EHKD
5GHR�OQNBDCTQD�CNBTLDMSR�GNV�SN�DWONQS�@�RBGDCTKD�@R�@�$47�gKD�

Prerequisites:

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD .@HMSDM@MBD

.@QBG���
����� ���



: NT�RS@QS�NTS�VNQJHMF�NM�@�4TODQUHRNQ�RS@SHNM�

��4SDO 'QNL�SGD�L@HM�LDMT
�BKHBJ4XRSDL�4DSTO4XRSDL�4DSTO� 4BGDCTKDR4BGDCTKDR�
5GD4BGDCTKDRUHDV�NODMR�

��4SDO 4DKDBS�SGD�RBGDCTKD�SN�DWONQS�@MC�BKHBJ�SGD�&WONQS�ATSSNM�	
�

��4SDO 4DKDBSCSVENQFile Type �
5GD�VHMCNV�BG@MFDR�RHYD�

��4SDO 5N�BNMSHMTD
�BKHBJ0J0J �
5GD�RXRSDL�OQNLOSR�SN�BNMgQL�SGD�CNVMKN@C�@MC�CNVMKN@CR�SGD�$47�gKD�

��4SDO 4@UD�SGD�gKD�SN�@�KNB@SHNM�VGDQD�XNT�B@M�AD�RTQD�SN�gMC�HS�

0MD�V@X�SN�CHRBNUDQ�@MC�DWONQS�RBGDCTKDR
: NT�L@X�TRD�SGD�+NHM�	"CC
�4S@SHNM�UHDV�SN�CHRBNUDQ�@MC�DWONQS�RBGDCTKDR�

Prerequisites:
: NT�@QD�VNQJHMF�HM�DHSGDQ�SGD�4TODQUHRNQ�NQ�@�BNMSQNKKDQ�RS@SHNM�TRHMF�SGD�VDA�6*�

��4SDO *E�MDDCDC
�QDSTQM�SN�SGD�L@HM�LDMT�

��4SDO $KHBJ$NMSQ$NMSQNKNKKDQ�	4XRSDL
�4DSTOKDQ�	4XRSDL
�4DSTO� 3DLNSD�%DUHBDR3DLNSD�%DUHBDR� 4S@S4S@SHNM�.@M@FDQHNM�.@M@FDQ�
5GD4S@SHNM�.@M@FDQ���%@S@A@RDUHDV�NODMR�

��4SDO 4DKDBS�@�RS@SHNM�HM�SGD�C@S@A@RD�@MC�BKHBJ�SGD+NHM+NHMATSSNM�	 
�

.@HMSDM@MBD /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



5GD"CC�4S@SHNMUHDV�NODMR�

"ANUD�HR�@�UHDV�NE�SGD�KHMJ�SG@S�S@JDR�XNT�SN�SGD%HRSQHATSDC�4BGDCTKD�.@M@FDQUHDV�

��4SDO $KHBJ�SGDDistributed Schedule Manager KHMJ�
5GD%HRSQHATSDC�4BGDCTKD�.@M@FDQ���%@S@A@RDUHDV�NODMR�

��4SDO 5N�CHRBNUDQ�@CCHSHNM@K�RBGDCTKDR
�BKHBJ�SGD�%HRBNUDQ�ATSSNM�	
�
5GD%HRBNUDQDCO@MD�NODMR�VHSG�SGD�@CCHSHNM@K�RBGDCTKD	R
�

��4SDO 4DKDBS�SGD�RBGDCTKD�QDBNQCR�SN�DWONQS�HM�DHSGDQ�O@MD�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD .@HMSDM@MBD

.@QBG���
����� ���



��4SDO $KHBJ�SGD�&WONQS�ATSSNM�	
�ENQ�SGD�O@MD�
5GD&WONQS&WONQSVHMCNV�NODMR�

��4SDO 'HKK�HM�SGD�OQNODQSHDR�@MC�BKHBJ0J0J �

"MNSGDQ�V@X�SN�CHRBNUDQ�@MC�DWONQS�RBGDCTKDR
5GHR�LDSGNC�TRDR�SGD�4S@SHNM�%DUHBD�1QNODQSHDR�UHDV�SN�CHRBNUDQ�@MC�DWONQS�RBGDCTKDR�

��4SDO *E�MDDCDC
�QDSTQM�SN�SGD�L@HM�LDMT�

��4SDO $KHBJ4XRSDL�$NMSQ4XRSDL�$NMSQNKNKKDQ�4DSTOKDQ�4DSTO� 3DLNSD�%DUHBDR3DLNSD�%DUHBDR� 4S@S4S@SHNM�.@M@FDQHNM�.@M@FDQ�
5GD4S@SHNM�.@M@FDQ���%@S@A@RDUHDV�NODMR�

��4SDO 4DKDBS�@�RS@SHNM�@MC�BKHBJ�SGD4TLL@QX4TLL@QXATSSNM�HM�SGD�SNNKA@Q�
5GD4S@SHNM�%DUHBD�1QNODQSHDRUHDV�NODMR�

��4SDO $GNNRD�SGD%DUHBD�&WSRS@A�@MC�BKHBJ�NM�SGDSchedules KHMJ�
5GD%HRSQHATSDC�4BGDCTKD�.@M@FDQ���%@S@A@RDUHDV�NODMR�

��4SDO $KHBJ�SGD�&WONQS�ATSSNM�	
�
5GD&WONQS&WONQSVHMCNV�NODMR�

��4SDO 'HKK�HM�SGD�OQNODQSHDR�@MC�BKHBJ0J0J �

.@SBGHMF�RBGDCTKDR
*S�HR�HLONQS@MS�SN�JDDO�RG@QDC�RBGDCTKDR�TO�SN�C@SD�ADSVDDM�SGD�4TODQUHRNQ�@MC�QDLNSD�RS@SHNMR��4BGDCTKDR
L@X�FDS�NTS�NE�RXMBGQNMHY@SHNM�ENQ�@MX�MTLADQ�NE�QD@RNMR��'NQ�DW@LOKD
�HE�XNT�QDLNUD�@�4TODQUHRNQ�EQNL�@
QDLNSD�4S@SHNM�.@M@FDQ�%@S@A@RD
�SGD�RXRSDL�CDKDSDR�EQNL�SGD�QDLNSD�BNMSQNKKDQ�RS@SHNM�@MX�RBGDCTKDR�SG@S
@QD�L@RSDQDC�NM�SGD�4TODQUHRNQ��: NT�TRD�SGD�L@SBG�ED@STQD�SN�QDBQD@SD�@MC�RXMBGQNMHYD�RBGDCTKDR�ADSVDDM�SGD
QDLNSD�@MC�4TODQUHRNQ�RS@SHNMR�

Prerequisites:
: NT�@QD�VNQJHMF�HM�SGD�4TODQUHRNQ�RS@SHNM��5GD�4TODQUHRNQ�@MC�QDLNSD�OK@SENQLR�@QD�BNMMDBSDC�SN�SGD�RG@QDC
MDSVNQJ�@MC�ANSG�RS@SHNMR�@QD�QTMMHMF�

��4SDO $KHBJ4BGDCTKDR4BGDCTKDR� 4BGDCTKDR4BGDCTKDR�

��4SDO $KHBJ�SGD�%HRBNUDQ�ATSSNM�	
�
5GD�RXRSDL�QTMR�@�RBGDCTKD�CHRBNUDQX�INA�SN�KD@QM�	gMC
�@MC�CHROK@X�SGD�RBGDCTKDR�SG@S�@QD
@U@HK@AKD��8GDM�SGD�CHRBNUDQX�INA�gMHRGDR�@KK�CHRBNUDQDC�NAIDBSR�@OOD@Q�HM�SGD%HRBNUDQDCO@MD
ADKNV�SGD%@S@A@RDO@MD��*S�HR�HLONQS@MS�SN�CHRBNUDQ�EQNL�SGD�4TODQUHRNQ�RS@SHNM�ADENQD�CNHMF
@MXSGHMF�DKRD�SN�L@JD�RTQD�SG@S�SGD�K@SDRS�RBGDCTKDR�@QD�@U@HK@AKD�HM�SGD�4TODQUHRNQ�@MC�QDLNSD
RS@SHNMR�

��4SDO %N�NMD�NE�SGD�ENKKNVHMF�

a *E�RBGDCTKD�BG@MFDR�CN�MNS�@OOD@Q�HM�SGD�QDLNSD�RS@SHNMR
�HMHSH@SD�@�QDOKHB@SHNM�EQNL�SGD

.@HMSDM@MBD /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



4TODQUHRNQ�RS@SHNM�

a *E�SGD�RBGDCTKD�DWHRSR�HM�ANSG�RS@SHNMR
�RDKDBS�SGD�RBGDCTKD�HM�SGD%HRBNUDQDCO@MD�@MC�BKHBJ
SGD�.@SBG�ATSSNM�	


�
8GDM�XNT�L@SBG�@�RBGDCTKD�ADSVDDM�@�4TODQUHRNQ�@MC�QDLNSD�BNMSQNKKDQ�RS@SHNMR
�SGD�4TODQUHRNQ
UDQRHNM�S@JDR�OQHNQHSX�@MC�NUDQVQHSDR�SGD�QDLNSD�BNMSQNKKDQ�UDQRHNM�NE�SGD�RBGDCTKD�RN�SG@S�SGDX�@QD
SGD�R@LD�

NOTE: 5N�JDDO�SGD�RBGDCTKD
�QDLNUD�SGD�RBGDCTKD�NTS�NE�SGD�/H@F@Q@/DSVNQJ�TRHMF8 NQJADMBG
@MC�BG@MFD�SGD�RBGDCTKD^R�QD@C�NMKX�h@F�

Result
*E�XNT�QDM@LD�RBGDCTKDR
�CN�HS�NMKX�VGHKD�SGD�4TODQUHRNQ�@MC�RTANQCHM@SD�RS@SHNMR�@QD�ANSG�NMKHMD�SN�@KKNV�ENQ
RXMBGQNMHY@SHNM��*E�XNT�QDM@LD�@�RBGDCTKD�VGHKD�@�4TODQUHRNQ�@MC�RTANQCHM@SD�@QD�CHRBNMMDBSDC
�XNT�LTRS
CHRBNUDQ�@MC�L@SBG�D@BG�RBGDCTKD�HM�SGD�QDLNSD�RS@SHNMR�

6OFQ@CHMF�@�CDUHBD
*MCHUHCT@K�CDUHBDR�QDPTHQD�TOC@SHMF�HE�XNT�BG@MFDC�SGD�CDUHBD�NQ�HE�SGD�CDUHBD^R�gQLV@QD�MDDCR�TOFQ@CHMF�

��4SDO 'QNL�SGD�L@HM�LDMT
�RDKDBS$NMSQ$NMSQNKNKKDQ�4DSTOKDQ�4DSTO� 3DLNSD�%DUHBDR3DLNSD�%DUHBDR� 3DLNSD�.NCTKDR3DLNSD�.NCTKDR� 3DLNSD3DLNSD
.NCTKD�4DSTO.NCTKD�4DSTO�
5GD"BBDRR�%DUHBD�.@M@FDQ�%@S@A@RDUHDV�NODMR�

��4SDO $GDBJ�SG@S�SGD�LNCTKDR�G@UD�SGD�K@SDRS�gQLV@QD�UDQRHNM�AX�BNLO@QHMF�SGD�*MRS@KKDC�7DQRHNM
$NKTLM�VHSG�SGD�"U@HK@AKD�7DQRHNM�BNKTLM�

NOTE: %TQHMF�@�gQLV@QD�TOFQ@CD
�SGD�LNCTKDR�@QD�S@JDM�NEE�KHMD�SDLONQ@QHKX��*E�@�RXRSDL�HR�HM
TRD
�SGD�TOFQ@CD�OQNBDRR�L@JDR�SGD�RXRSDL�TM@U@HK@AKD�TMSHK�SGD�TOFQ@CD�HR�BNLOKDSD�

��4SDO *E�SGD�"U@HK@AKD�7DQRHNM�MTLADQ�HR�FQD@SDQ�ENQ�@MX�NE�SGD�LNCTKDR
�BKHBJ�SGD6OFQ@CD�'HQLV@Q6OFQ@CD�'HQLV@QDD
ATSSNM�
5GHR�HMHSH@SDR�SGD�TOFQ@CD�NM�@KK�LNCTKDR�HM�SGD�C@S@A@RD��:NT�CN�MNS�G@UD�SN�RDKDBS�@�LNCTKD�ENQ
SGD�RXRSDL�SN�TOFQ@CD�HS��5GD�RXRSDL�QDONQSR�6OFQ@CHMF�"BBDRR�%DUHBDR�����"ESDQ�SGD�TOFQ@CD
�@KK
LNCTKDR�RGNTKC�G@UD�SGD�R@LD�gQLV@QD�UDQRHNM�MTLADQ�

4TODQUHRNQ�OK@SENQL�TOFQ@CD
5GDRD�OQNBDCTQDR�@QD�TMHPTD�SN�TOFQ@CHMF�SGD�4TODQUHRNQ�1$�

: NT�L@X�MDDC�SN�TOFQ@CD�SGD�RNESV@QD�QTMMHMF�NM�SGD�4TODQUHRNQ�1$�ENQ�RDUDQ@K�QD@RNMR�

a "�MDV�RNESV@QD�UDQRHNM�HR�@U@HK@AKD�

a /DV�ED@STQDR�MDDC�SN�AD�@CCDC�SN�SGD�RXRSDL�

a 5GD�1$�MDDCR�SN�AD�QDOK@BDC�

6OC@SHMF�QD@CDQ�BNTMS
#DENQD�CDKDSHMF�@�RTANQCHM@SD�RS@SHNM
�XNT�RGNTKC�TOC@SD�SGD�QD@CDQ�BNTMS��5GHR�@BSHNM�TOC@SDR�SGD�BNTMSR�ENQ
@KK�G@QCV@QD�BNLONMDMSR�@MC�QDLNUDR�HSDLR�SG@S�MN�KNMFDQ�DWHRS�

��4SDO $KHBJ�	4XRSDL�4DSTO4XRSDL�4DSTO� .HRBDK.HRBDKK@MDNTRK@MDNTR� 4DQUDQ�.@HMSDM@MBD4DQUDQ�.@HMSDM@MBD
�
5GD.@HMSDM@MBDUHDV�NODMR�

��4SDO $KHBJ�SGD6OC@SD�3D@CDQ�$NTMS6OC@SD�3D@CDQ�$NTMSATSSNM�
5GHR�@BSHNM�TOC@SDR�SGD�BNTMSR�ENQ�@KK�G@QCV@QD�BNLONMDMSR�@MC�QDLNUDR�HSDLR�SG@S�MN�KNMFDQ
DWHRS�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD .@HMSDM@MBD

.@QBG���
����� ���



3DLNUHMF�SGD�4TODQUHRNQ�EQNL�@�QDLNSD�RS@SHNM�C@S@A@RD
: NT�L@X�MDDC�SN�QDLNUD�SGD�4TODQUHRNQ�EQNL�@�QDLNSD�RS@SHNM�C@S@A@RD�HE�XNT�@QD�QDOK@BHMF�NQ�@CCHMF�@�MDV
4TODQUHRNQ�1$�SN�SGD�MDSVNQJ�

��4SDO 8GHKD�BNMMDBSDC�SN�SGD�QDLNSD�RS@SHNM
�BKHBJ$NMSQ$NMSQNKNKKDQ�4DSTOKDQ�4DSTO� 3DLNSD�%DUHBDR3DLNSD�%DUHBDR� 4S@S4S@SHNMHNM
.@M@FDQ.@M@FDQ�

��4SDO 4DKDBS�SGD�4TODQUHRNQ�RS@SHNM�QNV�@MC�BKHBJ�SGD�%DKDSD�ATSSNM�	
�
5GD�RXRSDL�QDLNUDR�SGD�4TODQUHRNQ�RS@SHNM��*M�SGD�OQNBDRR�HS�@KRN�QDLNUDR�@MX�RBGDCTKDR�SG@S
VDQD�L@RSDQDC�NM�SGD�4TODQUHRNQ��: NT�VHKK�MDDC�SN�CHRBNUDQ�@MC�L@SBG�RBGDCTKDR�HM�SGD�QDLNSD
RS@SHNM�VHSG�SGD�RBGDCTKDR�HM�SGD�MDV�4TODQUHRNQ�

3DLNSD�BNMSQNKKDQ�TOFQ@CD
*E�XNTQ�BNMSQNKKDQ�HR�BNMMDBSDC�SN�@�4TODQUHRNQ
�TOFQ@CD�SGD�4TODQUHRNQ�gQRS�@MC�SGDM�TOFQ@CD�SGD�BNMSQNKKDQ
RS@SHNM�EQNL�SGD�4TODQUHRNQ�

5GD�OQNBDCTQDR�HM�SGHR�RDBSHNM�@QD�TMHPTD�SN�TOFQ@CHMF�@�BNMSQNKKDQ��5GDQD�@QD�RDUDQ@K�QD@RNMR�SN�TOFQ@CD�SGD
RNESV@QD�HM�@�BNMSQNKKDQ�

a "�MDV�UDQRHNM�NE�RNESV@QD�G@R�BNLD�NTS�

a 5GD�BNLO@MX�V@MSR�SN�HLOKDLDMS�MDV�ED@STQDR�

a 5GD�BNMSQNKKDQ�MDDCR�SN�AD�QDOK@BDC�VHSG�@�MDV�BNMSQNKKDQ�NE�SGD�R@LD�LNCDK�

a 5GD�BNMSQNKKDQ�HR�ADHMF�QDOK@BDC�AX�@�CHEEDQDMS�LNCDK�BNMSQNKKDQ�

*E�SGD�TOFQ@CD�HR�QDOK@BHMF�SGD�BTQQDMS�RNESV@QD�VHSGNTS�L@JHMF�@�G@QCV@QD�BG@MFD
�XNT�RGNTKC�A@BJ�TO�SGD
RS@SHNM�AX�L@JHMF�@�CHRSQHATSHNM�gKD�A@BJTO�NQ�@�RS@SHNM�BNOX
�ATS�XNT�L@X�MNS�MDDC�SN�QDRSNQD�SGD�RS@SHNM�@ESDQ
SGD�TOFQ@CD�

*E�XNT�@QD�QDOK@BHMF�SGD�BNMSQNKKDQ�VHSG�@�MDV�BNMSQNKKDQ�NE�SGD�R@LD�LNCDK
�@�CHRSQHATSHNM�A@BJTO�NE�SGD�RS@SHNM
HR�SGD�QDBNLLDMCDC�ADRS�OQ@BSHBD�ENQ�TOFQ@CHMF�SGD�RNESV@QD�

*E�XNT�@QD�QDOK@BHMF�SGD�BNMSQNKKDQ�VHSG�@�CHEEDQDMS�LNCDK
�@�CHRSQHATSHNM�gKD�VHKK�MNS�VNQJ��:NT�LTRS�L@JD�@�BNOX
NE�SGD�RS@SHNM�HMRSD@C�

%HRBNMMDBSHMF�@M�NKC�BNMSQNKKDQ
#DENQD�XNT�CHRBNMMDBS�SGD�DWHRSHMF�BNMSQNKKDQ
�L@JD�RTQD�SG@S�XNT�S@JD�@�MNSD�NE�HSR�*1�@CCQDRR�@MC�NSGDQ
MDSVNQJ�RDSSHMFR��:NT�VHKK�MDDC�SN�DMSDQ�SGHR�HMENQL@SHNM�HMSN�SGD�QDOK@BDLDMS�BNMSQNKKDQ�ADENQD�HS�VHKK�NODQ@SD
NM�SGD�MDSVNQJ�

��4SDO 5N�S@JD�MNSD�NE�SGD�MDSVNQJ�RDSSHMFR
�RDKDBS$NMSQ$NMSQNKNKKDQ�4DSTOKDQ�4DSTO� .HRBDK.HRBDKK@MDNTRK@MDNTR� /DSVNQJ�5$1�*1/DSVNQJ�5$1�*1
4DSS4DSSHMFRHMFR�

.@HMSDM@MBD /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



��4SDO 5@JD�@�RBQDDM�B@OSTQD�NQ�VQHSD�CNVM�SGD�OQNODQSHDR�
4BQNKK�CNVM��5GDQD�@QD�@�KNS�NE�OQNODQSHDR�HM�SGHR�UHDV�

��4SDO 3DLNUD�ANSG�"$�@MC�A@SSDQX�A@BJTO�ONVDQ�EQNL�SGD�DWHRSHMF�BNMSQNKKDQ�

��4SDO 8 @HS�ENQ�SGD�BNMSQNKKDQ�SN�RGTS�CNVM
�SGDM�CHRBNMMDBS�@KK�BNMMDBSNQR�@MC�QDLNUD�SGD�BNMSQNKKDQ
EQNL�SGD�B@AHMDS�

��4SDO *E�SGD�DWHRSHMF�BNMSQNKKDQ�G@R�@M�NOSHNM�B@QC
�QDLNUD�SGD�B@QC�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD .@HMSDM@MBD

.@QBG���
����� ���



*MRS@KKHMF�SGD�QDOK@BDLDMS�BNMSQNKKDQ
*E�@M�NOSHNM�B@QC�	LNCTKD
�V@R�C@L@FDC�VGDM�SGD�BNMSQNKKDQ�E@HKDC
�XNT�L@X�MDDC�SN�OTQBG@RD�@�MDV�NOSHNM
B@QC��*E�ONRRHAKD
�SQX�SN�HMRS@KK�SGD�NOSHNM�B@QC�EQNL�SGD�OQDUHNTR�BNMSQNKKDQ�HMSN�SGD�MDV�BNMSQNKKDQ�TRHMF�SGD
R@LD�RKNS�@R�NM�SGD�NKC�BNMSQNKKDQ�

��4SDO *MRS@KK�SGD�MDV�BNMSQNKKDQ�HM�SGD�B@AHMDS�@MC�OKTF�HM�SGD�BNMMDBSNQR�ENQ�NM�AN@QC�*�0
�QDLNSD
LNCTKDR
�@MC�XNTQ�1$�

��4SDO "OOKX�ONVDQ�@MC�BNMMDBS�SGD�A@BJTO�A@SSDQHDR�

��4SDO 4DS�TO�XNTQ�1$�MDSVNQJ�@C@OSNQ�SN�@M�*1�@CCQDRR�SG@S�HR�BNLO@SHAKD�VHSG�SGD�BNMSQNKKDQ^R�CDE@TKS�*1
@CCQDRR����������������

��4SDO 0ODM�SGD�MDV�BNMSQNKKDQ�OK@SENQL�

��4SDO $NMSHMTD�VHSG�SGD�BNMgFTQ@SHNM�RSDOR�HM�SGHR�BG@OSDQ�

$QD@SHMF�@MC�TOC@SHMF�SGD�)42-�C@S@A@RD�O@RRVNQC
&@BG�BNMSQNKKDQ�RGHOR�EQNL�SGD�E@BSNQX�VHSG�@�CDE@TKS�)42-�C@S@A@RD�O@RRVNQC�@MC�TOFQ@CHMF�@M"9 RS@SHNM�SN
@M/� RS@SHNM�QDRDSR�SGD�)42-�C@S@A@RD�O@RRVNQC�A@BJ�SN�SGD�E@BSNQX�CDE@TKS��8GHKD�SGD�CDE@TKS�O@RRVNQC
HMHSH@KKX�VNQJR
�@R�RNNM�@R�XNT�HMRS@KK�NQ�TOFQ@CD�@�BNMSQNKKDQ�@MC�HSR�RNESV@QD
�XNT�RGNTKC�BG@MFD�SGHR�O@RRVNQC
SN�@�TMHPTD�@MC�RSQNMF�RSQHMF��5GD�O@RRVNQC�HR�@TSNL@SHB@KKX�FDMDQ@SDC�@MC�RTBBDRRETKKX�RSNQDC�HM�SGD�JDX�QHMF�

Prerequisites:
: NT�G@UD�ITRS�HMRS@KKDC�@�MDV�BNMSQNKKDQ�NQ�TOFQ@CDC�@M�DWHRSHMF�BNMSQNKKDQ�EQNL "9 SN/� ��: NT�@QD�TRHMF
8 NQJADMBGQTMMHMF�NM�@�1$�SG@S�HR�BNMMDBSDC�SN�SGD�MDSVNQJ�SG@S�RDQUHBDR�SGD�BNMSQNKKDQ�

��4SDO $NMMDBS�SN�SGD�BNMSQNKKDQ�RS@SHNM�TRHMF8 NQJADMBG�

��4SDO &WO@MC$NMgF$NMgF� %QHUDQR%QHUDQR� 3C3CALR/DSVNQJALR/DSVNQJ�

��4SDO 3HFGS�BKHBJ)RPK%A%@S@A@RD)RPK%A%@S@A@RD@MC�BKHBJ"BS"BSHNMRHNMR� 1HMF1HMF��5GD�GD@KSG�OQNODQSX�HR�TOC@SDC�A@RDC�NM�SGD
OHMF�QDRTKSR�

.@HMSDM@MBD /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



NOTE: 4S@QSHMF�HM/H@F@Q@�����
�SGD)RPK%A%@S@A@RDBNLONMDMS�OQNODQSHDRUse Encrypted
Connection 
 User Name 
�@MCPassword @QD�QDOK@BDC�VHSG�@�RHMFKDPrivileged Username
OQNODQSX��5GD�)42-�C@S@A@RD�HR�@TSNL@SHB@KKX�FDMDQ@SDC�@MC�MNS�DCHS@AKD�NQ�UHRHAKD��8GDM�TRHMF
)42- 
�HE�SGD�RS@SHNM�JDXQHMF�HR�BNQQTOSDC
�XNT�MDDC�SN�KN@C�@�A@BJTO�RS@SHNM
�@R�SGHR�HMRS@MBD�NE
SGD)42- C@S@A@RD�HR�MN�KNMFDQ�NODQ@SHNM@K�

��4SDO 5N�@BBDRR�@�MDV�)442-�C@S@A@RD�HMRS@MBD�HM�SGD�/��RS@SHNM
�QHFGS�BKHBJ�SGD�)RPK%A%@S@A@RD

M@UHF@SD�SN77HDVRHDVR� 1Q1QNODQSX�4GDDSNODQSX�4GDDS�
5GD�CDUHBD^R�1QNODQSX�4GDDS�NODMR�

��4SDO &MSDQ�SGDUser Name @RSA @MC�BKHBJ4@UD4@UD�

��4SDO 3HFGS�BKHBJ)RPK%A%@S@A@RD)RPK%A%@S@A@RD@MC�BKHBJ"BS"BSHNMRHNMR� 1HMF1HMF��5GD�GD@KSG�OQNODQSX�HR�TOC@SDC�A@RDC�NM�SGD
OHMF�QDRTKSR�

4NESV@QD�TOFQ@CD
"�QDKD@RD�NE�SGD�RXRSDL�HR�A@RDC�NM�OQNCTBS�CDUDKNOLDMS�BXBKDR�@MC�L@X�K@F�NQ�RJHO�FDMDQ@K�QDKD@RDR�NE�SGD
/H@F@Q@�'Q@LDVNQJ�

-HBDMRD�QDPTHQDLDMS

CAUTION: "ESDQ�BNLLHRRHNMHMF�@�BNMSQNKKDQ�VHSG�TOFQ@CDC�RNESV@QD
�HS�QDANNSR��8GHKD�HS�HR�QDANNSHMF
�@KK�CNNQ
KNBJ�QDK@XR�@QD�CD�DMDQFHYDC
�@MC�B@QC�QD@CDQR�CN�MNS�QDRONMC��5GHR�L@X�KD@UD�CNNQR�KNBJDC�NQ�TMKNBJDC
�@MC
ATHKCHMF�NBBTO@MSR�L@X�AD�KNBJDC�NTS
�NQ�MNM�@TSGNQHYDC�ODNOKD�L@X�F@HM�@BBDRR��1K@M�@GD@C�@MC�AD�OQDO@QDC
ENQ�GNV�SN�CD@K�VHSG�SGD�RXRSDL�ADHMF�CNVM�ENQ�gUD�SN�SDM�LHMTSDR�VGHKD�SGD�BNMSQNKKDQ�QDANNSR�

6OFQ@CHMF�RNESV@QD�L@X�NQ�L@X�MNS�QDPTHQD�@�MDV�KHBDMRD�@MC�SGD�HMRS@KK@SHNM�NE�MDV�RNESV@QD�

#DENQD�XNT�TOFQ@CD
#DENQD�XNT�HMRS@KK�@�MDV�UDQRHNM�NE�RNESV@QD
�TRD�SGHR�BGDBJKHRS�SN�OQDO@QD�SGD�RS@SHNM�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD .@HMSDM@MBD

.@QBG���
����� ���



a 0M�XNTQ�4TODQUHRNQ�1$
�UDQHEX�SG@S�SGD�.X42-�C@S@A@RD�QDONQSR{ok} �

a $NMgQL�SG@S�XNT�B@M�BNMMDBS�SN�@KK�CDUHBDR�

a 3DRNKUD�@MX�QDONQSDC�@K@QLR�

.@JD�@�RS@SHNM�A@BJTO
#DENQD�TOFQ@CHMF�@MX�RS@SHNM
�XNT�RGNTKC�A@BJ�TO�SGD�RS@SHNM�@MC�R@UD�SGD�A@BJTO�gKD�HM�@�R@ED�KNB@SHNM��5GDQD
@QD�SVN�V@XR�SN�A@BJ�TO�@�RS@SHNM�

a $QD@SD�@�CHRSQHATSHNM�	�CHRS
�gKD�NE�SGD�RS@SHNM��:NT�VNTKC�TRD�SGHR�A@BJTO�LDSGNC�HE�XNT�@QD�TOFQ@CHMF�ITRS
SGD�RNESV@QD�NQ�@QD�QDOK@BHMF�@�BNMSQNKKDQ�SN�SGD�R@LD�LNCDK�@R�SGD�BTQQDMS�BNMSQNKKDQ�

a 1DQENQL�@�RS@SHNM�BNOX��:NT�VNTKC�TRD�SGHR�A@BJTO�LDSGNC�HE�XNT�@QD�TOFQ@CHMF�SN�@�CHEEDQDMS�BNMSQNKKDQ
LNCDK�

%QHUDQ�LNCTKDR
#D�B@QDETK�BNOXHMF�CQHUDQ�LNCTKDR�EQNL�@�OQDUHNTR�UDQRHNM�NE�RNESV@QD�SN�@�MDV�UDQRHNM��'NQ�DW@LOKD
�@M�NKC
UDQRHNM�NE�SGD�.HKDRSNMD�91QNSDBS�B@LDQ@�CQHUDQ�HRxprotect-se.jar ��5GD�MDVDQ�UDQRHNM�HRxprotect-
wb.jar ��%N�MNS�QTM�@�RXRSDL�VHSG�ANSG�gKDR�HM�SGDmodules ENKCDQ�

#@BJHMF�TO�@�RS@SHNM�TRHMF�SGD�VDA�6*
"�RS@SHNM�A@BJTO
�VGHBG�BQD@SDR�@�CHRSQHATSHNM�	�CHRS
�gKD�HR�SGD�LNRS�BNLOKDSD�V@X�SN�A@BJ�TO�@�RS@SHNM��*S
HMBKTCDR�@KK�RS@SHNM�C@S@�@MC�LNCTKD�CDODMCDMS�HMENQL@SHNM��5GHR�SXOD�NE�A@BJTO�@TSNL@SHB@KKX�CD�BQXOSR�SGD
JDXQHMF�	TRDC�SN�RDBTQD�DMBQXOSDC�O@RRVNQCR
�@MC�RSNQDR�SGD�O@RRVNQCR�HM�SGD��CHRS�gKD��5GHR�OQNBDCTQD�A@BJR
TO�SGD�RS@SHNM�XNT�@QD�BTQQDMSKX�KNFFDC�HMSN��5GHR�L@X�AD�SGD�4TODQUHRNQ�RS@SHNM�NQ�@�QDLNSD�BNMSQNKKDQ�RS@SHNM�
: NT�TRD�SGHR�SXOD�NE�A@BJTO�SN�QDOK@BD�@�BNMSQNKKDQ�VHSG�@MNSGDQ�BNMSQNKKDQ�NE�SGD�R@LD�LNCDK�@MC�RNESV@QD
UDQRHNM�@MC�SN�HMRS@KK�RNESV@QD�NM�LTKSHOKD�R@LD�LNCDK�BNMSQNKKDQR�

Prerequisites:
: NTQ�1$�HR�BNMMDBSDC�SN�SGD�MDSVNQJ�VHSG�SGD�QDLNSD�BNMSQNKKDQ��: NT�@QD�TRHMF�SGD�VDA�6*�

��4SDO 0ODM�NMD�NE�SGD�RTOONQSDC�VDA�AQNVRDQR�	*&�NQ�'HQDENW
�@MC�BNMMDBS�SN�SGD�QDLNSD�RS@SHNM�

��4SDO 'QNL�SGD)NLD UHDV
�BKHBJ$NMSQ$NMSQNKNKKDQ�	4XRSDL
�4DSTOKDQ�	4XRSDL
�4DSTO� #@BJTOR#@BJTOR�
5GD�#@BJTOR�UHDV�NODMR�

��4SDO $NMSHMTHMF�VHSG�SGD�VDA�6*
�BKHBJ�SGD-NB@K�#@BJTO-NB@K�#@BJTOATSSNM�

.@HMSDM@MBD /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



" -NB@K�#@BJTO-NB@K�#@BJTOVHMCNV�NODMR�

5GD�gQRS�NOSHNM�R@UDR�SGD�gKD�HM�SGD�A@BJTOR�ENKCDQ�TMCDQ�SGD�4TODQUHRNQ�RS@SHNM��5GD�RDBNMC
NOSHNM�@TSNL@SHB@KKX�CNVMKN@CR�SGD�A@BJTO�SN�SGD�BNLOTSDQ^RDownloads ENKCDQ�

��4SDO 5N�BNMSHMTD
�BKHBJ0J0J �
5GD+NA+NAVHMCNV�CHROK@XR�@�OQNFQDRR�A@Q�VGHKD�SGD�A@BJTO�INA�QTMR��8GDM�SGD�INA�HR�gMHRGDC
�SGD
-NB@K�#@BJTO-NB@K�#@BJTOVHMCNV�NODMR�

��4SDO $KHBJ�SGD4GNV�%DS@HKRKHMJ�SN�NODM�@�VHMCNV�SG@S�CHROK@XR�SGD�GHRSNQX�NE�SGHR�A@BJTO�INA�

��4SDO 5N�R@UD�SGD�A@BJTO*.dist gKD�SN�@�CDRHFM@SDC�KNB@SHNM
�BKHBJ�SGD%NVMKN@C%NVMKN@CATSSNM�
5GD�AQNVRDQ�OQNLOSR�XNT�SN�NODM�NQ�R@UD�SGD�gKD��:NT�B@MMNS�R@UD�HS�SN�SGD�BNMSQNKKDQ�

NOTE: : NT�LTRS�R@UD�SGD�gKD�VHSGHM�gUD�LHMTSDR�NE�BQD@SHMF�HS��*E�XNT�UHDV�SGD�gKD
�HS�NODMR�EQNL�@
SDLONQ@QX�CHQDBSNQX��:NT�LTRS�CDRHFM@SD�@�R@UD�SN�KNB@SHNM�SN�R@UD�SGD�gKD�SN�@�KNB@SHNM�NSGDQ�SG@M
SGD�SDLONQ@QX�KNB@SHNM�

��4SDO 4@UD�SGD�gKD�SN�@�KNB@SHNM�NSGDQ�SG@M�SGD�4XRSDL�)NLD�NQ�6RDQ�)NLD
�FHUHMF�SGD�gKD�@�RGNQS�M@LD
SG@S�HCDMSHgDR�SGD�RS@SHNM�

a $GNNRD�SN�R@UD�SGD�gKD�

a $GNNRD�SN�NODM�SGD�gKD�
*E�XNT�BGNRD�SN�R@UD�SGD�gKD
�@�AQNVRDQ�OQNLOSR�XNT�SN�NODM�SGD�%NVMKN@CR�ENKCDQ��*E�XNT�BGNRD�SN
NODM�SGD�gKD
�XNT�B@M�R@UD�HS�EQNL�SGD�NODMHMF�@OOKHB@SHNM�HMSDQE@BD�	SGHR�LTRS�AD�@�gKD�
BNLOQDRRHNM�@OOKHB@SHNM
�

��4SDO .@JD�@�MNSD�NE�SGD�C@SD�@MC�VGDQD�XNT�R@UDC�@MX�CNVMKN@CDC�A@BJTO�gKDR�RN�XNT�B@M�gMC�SGDL
K@SDQ�
"R�@�ADRS�OQ@BSHBD
�BNMRHCDQ�QDM@LHMF�SGD�QDRTKSHMF�A@BJTO.dist gKD�SN�@�RGNQS
�LD@MHMFETK
M@LD�

��4SDO *E�SGD.dist gKD�HR�ENQ�@�MDV�4TODQUHRNQ�NQ�DMFHMDDQHMF�VNQJRS@SHNM�NM�@�CHEEDQDMS�1$
�BNOX�SGD
A@BJTO��CHRS�gKD�SN�SGD�MDV�1$
�NSGDQVHRD�KD@UD�SGD�A@BJTO.dist gKD�HM�SGD�A@BJTOR�ENKCDQ�

#@BJHMF�TO�@�RS@SHNM�TRHMF�SGD�#@BJTO4DQUHBD
: NT�L@X�TRD�SGHR�OQNBDCTQD�SN�L@MT@KKX�A@BJ�TO�@�RHMFKD�4TODQUHRNQ�NQ�BNMSQNKKDQ�RS@SHNM��5GD�0(.(9(
!96=0:06505.��<0+, DWOK@HMR�GNV�SN�RDS�TO�@�INA�OQNSNSXOD�SN�A@BJ�TO�@KK�RS@SHNMR�NM�@�MDSVNQJ�

Prerequisites:

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD .@HMSDM@MBD

.@QBG���
����� ���



: NT�@QD�TRHMF8 NQJADMBGQTMMHMF�NM�@�1$�@MC�@QD�BNMMDBSDC�SN�SGD�QDLNSD�RS@SHNM�

��4SDO &WO@MC$NMgF$NMgF� 4DQUHBDR4DQUHBDR@MC�CNTAKD�BKHBJ�SGD#@BJTO4DQUHBD#@BJTO4DQUHBD�
5GD#@BJTO�.@M@FDQ#@BJTO�.@M@FDQUHDV�NODMR�

��4SDO 5N�A@BJ�TO�SGD�RS@SHNM
�RDKDBS�SGD�RS@SHNM�@MC�BKHBJ#@BJTO#@BJTO�
" 'HKD�$GNNRDQ'HKD�$GNNRDQVHMCNV�NODMR�VHSG�@�CDE@TKS�KNB@SHNM�@MC�M@LD�ENQ�SGD�A@BJTO��5GD�CDE@TKS
~backups ENKCDQ�HR�HM�SGD�TRDQ�GNLD�C:\Users\<user name>\<framework
version>\tridium\backups VGDQD�

a <user name> HR�SGD�M@LD�SG@S�HCDMSHgDR�XNTQ�1$

�

a <framework version> HCDMSHgDR�SGD�BTQQDMS�UDQRHNM�NE�SGD/H@F@Q@�'Q@LDVNQJ�

��4SDO 5N�BG@MFD�SGD�A@BJTO�KNB@SHNM
�TRD�SGD�HBNMR�@S�SGD�SNO�NE�SGHR�VHMCNV�NQ�@BBDOS�SGD�CDE@TKS�@MC
BKHBJ4@UD4@UD�
5GD#@BJTO4DQUHBD#@BJTO4DQUHBDBQD@SDR�@.dist 	CHRSQHATSHNM
�gKD�NE�SGD�RS@SHNM�HM�SGD�ENKCDQ�XNT�RDKDBSDC�

7HDVHMF�CHRSQHATSHNM�EHKD�A@BJTO�GHRSNQX
#DENQD�QDRSNQHMF�@�C@S@�A@BJTO
�XNT�L@X�BGNNRD�UHDV�SGD�KHRS�NE�DWHRSHMF�A@BJTOR�SN�RDD�VGDM�SGD�K@RS�A@BJTO
V@R�L@CD��5GHR�OQNBDCTQD�TRDR�SGD�VDA�6*��*S�VNQJR�ENQ�UHDVHMF�A@BJTOR�NE�@�4TODQUHRNQ�NQ�QDLNSD�RS@SHNM�

��4SDO 'QNL�SGD�L@HM�LDMT
�RDKDBS4XRSDL�	$NMSQ4XRSDL�	$NMSQNKNKKDQ
�4DSTOKDQ
�4DSTO� #@BJTOR#@BJTOR�
5GD#@BJTORUHDV�NODMR�

��4SDO $KHBJ�SGD3DBDMS�#@BJTO�)HRSNQXS@A�

5GHR�S@A�KHRSR�@KK�A@BJTO�INAR�SG@S�G@UD�ADDM�QTM�

NOTE: *E�SGD�A@BJTO�gKD�V@R�MNS�R@UDC�NQ�CNVMKN@CDC�SN�@�CDRHFM@SDC�KNB@SHNM
�HSR�gKD�M@LD�L@X
AD�KHRSDC�HM�SGHR�S@AKD
�ATS�HS�L@X�MNS�AD�@U@HK@AKD�SN�QDRSNQD�

#@BJHMF�TO�@�RS@SHNM�TRHMF�4S@SHNM�$NOHDQ
"�C HRSQHATSHNM�A@BJTO�	�CHRS
�CDODMCR�NM�OK@SENQL�gKDR
�VGHBG�L@JDR�HS�HM@OOQNOQH@SD�VGDM�TOFQ@CHMF�SN�@
CHEEDQDMS�LNCDK�GNRS��5GD�4S@SHNM�$NOHDQ�B@M�A@BJ�TO�@KK�SGD�gKDR�@MC�RTACHQDBSNQHDR�HM�@�RS@SHNM�RN�SG@S�XNT�B@M
QDRSNQD�SGD�A@BJDC�TO�RS@SHNM�SN�@�CHEEDQDMS�LNCDK�GNRS�OK@SENQL��*M�@CCHSHNM
�4S@SHNM�$NOHDQ�B@M�A@BJ�TO�ITRS
SGD�BNMgF�ANF
�NQ�ITRS�@�RHMFKD�ENKCDQ��4S@SHNM�BNOHDR�CN�MNS�BNMS@HM�DMBQXOSHNM�JDXR�NQ�RNESV@QD�CDODMCDMBX
HMENQL@SHNM��5GHR�OQNBDCTQD�VNQJR�ENQ�ANSG�4TODQUHRNQ�@MC�QDLNSD�BNMSQNKKDQ�RS@SHNMR�

.@HMSDM@MBD /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



Prerequisites:
: NT�@QD�TRHMF8 NQJADMBGQTMMHMF�NM�@�1$�SG@S�HR�BNMMDBSDC�SN�SGD�MDSVNQJ�

'NQ&MSDQOQHRD�4DBTQHSXBTRSNLDQR
�SGD�VDA�6*�CNDR�MNS�RTOONQS�SGD�4S@SHNM�$NOHDQ�

��4SDO 0ODM�@�BNMMDBSHNM�SN�SGD�QDLNSD�OK@SENQL�

��4SDO &WO@MC�SGD1K@SENQL1K@SENQLMNCD�HM�SGD�/@U�SQDD�@MC�CNTAKD�BKHBJ4S@S4S@SHNM�$NOHDQHNM�$NOHDQNQ�CNTAKD�BKHBJ�SGD
1K@SENQL1K@SENQLMNCD
�@MC�CNTAKD�BKHBJ4S@S4S@SHNM�$NOHDQHNM�$NOHDQ�
5GD4S@SHNM�$NOHDQUHDV�NODMR�

��4SDO $KHBJ�SGD�'HKD�HBNM�	
�NM�SGD4S@SHNMR�NM�SGHR�BNLOTSDQ�O@MD	KDES�O@MD
�@MC�RDKDBS�SGD�ENKCDQ�HM
VGHBG�SN�RSNQD�SGD�RS@SHNM�BNOX�

CAUTION: *E�XNT�@QD�BNOXHMF�NMKX�@security ENKCDQ�EQNL�SGD�QDLNSD�SN�XNTQ�1$
�CN�MNS
NUDQVQHSD�SGDsecurity ENKCDQ�HM�XNTQ�1$��5GHR�ENKCDQ�BNMS@HMR�DMBQXOSHNM�JDXR
�VGHBG�XNT�VHKK
MDDC�HM�SGD�MDV�BNMSQNKKDQ�SN�CDBQXOS�TRDQ�O@RRVNQCR�

��4SDO 4DKDBS�SGD�RS@SHNM�NQ�ENKCDQ�@MC�BKHBJ$NOX$NOX�
5GD-N@C-N@CHMF�.NCTKD�*MENQL@SHMF�.NCTKD�*MENQL@SHNMHNMVHMCNV�NODMR�ENKKNVDC�AX�SGD4S@SHNM�5Q@MREDQ�8HY@QC�

��4SDO $KHBJ/DWS/DWS�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD .@HMSDM@MBD

.@QBG���
����� ���



5GD�VHY@QC�OQNLOSR�XNT�SN�RDKDBS�VG@S�SN�BNOX�

5GHR�NOSHNM�CDE@TKSR�SNCopy every file in the station directory and its
subdirectories ��8GHKD�4S@SHNM�$NOHDQ�B@M�A@BJ�TO�ITRS�SGD�BNMgF�ANF
�NQ�ITRS�@�RHMFKD�ENKCDQ
�HS
HR�QDBNLLDMCDC�SG@S�XNT�@KV@XR�A@BJ�TO�DUDQX�gKD�HM�SGD�RS@SHNM�CHQDBSNQX�@MC�HSR�RTACHQDBSNQHDR�

��4SDO .@JD�@�RDKDBSHNM
�@MC�BKHBJ/DWS/DWS�
*E�@�RS@SHNM�VHSG�SGD�R@LD�M@LD�DWHRSR�HM�SGD�S@QFDS�KNB@SHNM
�SGD�VHY@QC�OQNLOSR�XNT�SN�CDKDSD�NQ
NUDQVQHSD�SGD�DWHRSHMF�RS@SHNM�

��4SDO "BBDOS�SGD�CDE@TKS�	CDKDSD

�@MC�BKHBJ/DWS/DWS�
5GD�VHY@QC�QDLHMCR�XNT�SG@S�SGD�RS@SHNM�LTRS�AD�RSNOODC�ADENQD�HS�B@M�AD�BNOHDC�

��4SDO 5N�BNMSHMTD
�BKHBJ/DWS/DWS�

.@HMSDM@MBD /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



5GD�VHY@QC�@RJR�XNT�SN�QDUHDV�SGD�BNOX�BNMgFTQ@SHNM�	BG@MFDR
�

*E�XNT�RDKDBSDC�NMKX�RODBHgB�RS@SHNM�RTACHQDBSNQHDR�SN�BNOX
�SGDX�@QD�KHRSDC�

��4SDO *E�MDDCDC
�BKHBJ#@BJ#@BJ@MC�L@JD�BG@MFDR
�NQ
�SN�BNLOKDSD�SGD�VHY@QC
�BKHBJ'HMHRG'HMHRG�
5GD�4S@SHNM�$NOHDQ�R@UDR�SGD�RS@SHNM
�HE�SGD�QDLNSD�RS@SHNM�HR�BTQQDMSKX�QTMMHMF
�ADFHMR�SGD�BNOX
OQNBDRR�@MC�QDONQSR�SQ@MREDQ�RS@STR�HM�SGD55Q@MREDQQHMF�4S@SQ@MREDQQHMF�4S@SHNMHNMVHMCNV�

5GD�4S@SHNM�$NOHDQ�R@UDR�SGD�RS@SHNM�HE�SGD�QDLNSD�RS@SHNM�HR�BTQQDMSKX�QTMMHMF�@MC

���4SDO 8GDM�SGD�R@UD�BNLOKDSDR
�BKHBJ$KNRD$KNRD�
5GD�C@SD�ENQ�@KK�BNOHDC�gKDR�QDhDBSR�VGDM�SGD�gKDR�VDQD�BNOHDC�

&WONQSHMF�SGD�OK@SENQL�RS@SHNM^R�RDQUDQ�BDQSHEHB@SD
#DENQD�TOFQ@CHMF�RNESV@QD
�XNT�RGNTKC�DWONQS�SGD�OK@SENQL�RS@SHNM^R�RDQUDQ�BDQSHgB@SD�RN�SG@S�@ESDQ�SGD
TOFQ@CD�XNT�B@M�HLONQS�HS�SN�SGD�TOFQ@CDC�OK@SENQL�RS@SHNM^R�,DX�4SNQD�

Prerequisites:
: NT�@QD�VNQJHMF�HM8 NQJADMBGNM�@�1$�SG@S�HR�BNMMDBSDC�SN�SGD�MDSVNQJ�

��4SDO $QD@SD�@�ENKCDQ�NM�SGD�1$�NQ�@�SGTLA�CQHUD�SN�GNKC�SGD�RDQUDQ�BDQSHgB@SD	R
�

��4SDO 0ODM�@�OK@SENQL�BNMMDBSHNM�SN�SGD�OK@SENQL�@MC�CNTAKD�BKHBJ�SGD$DQS$DQSHgB@SD�.@M@FDLDMSHgB@SD�.@M@FDLDMSTSHKHSX
NQ�QHFGS�BKHBJ1K@SENQL1K@SENQL
�@MC�BKHBJ77HDVRHDVR� $DQS$DQSHgB@SD�.@M@FDLDMSHgB@SD�.@M@FDLDMS�
5GD�OK@SENQL�RS@SHNM^R6RDQ�,DX�4SNQDS@A�NODMR�

��4SDO $NMgQL�SG@S�SGHR�HR�SGD$DQSHgB@SD�.@M@FDLDMSUHDV�XNT�DWODBSDC�
5GD�*1�@CCQDRR�NE�SGD�OK@SENQL�RS@SHNM�HR�HCDMSHgDC�ADKNV�SGD�UHDV�SHSKD�

��4SDO 4DKDBS�SGD�RDQUDQ�BDQSHgB@SD�@MC�BKHBJ&WONQS&WONQS�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD .@HMSDM@MBD

.@QBG���
����� ���



5GD$DQS$DQSHgB@SD�&WONQSHgB@SD�&WONQSVHMCNV�NODMR�

��4SDO 4DKDBS�SN�DWONQS�SGD�BDQSHgB@SD�VHSG�HSR�OQHU@SD�JDX
�BQD@SD�@�RSQNMF�O@RRVNQC�@MC�BKHBJ0,0, �
5GD$DQS$DQSHgB@SD�&WONQSHgB@SD�&WONQSAQNVRDQ�VHMCNV�NODMR�

��4SDO /@UHF@SD�SN�SGD�ENKCDQ�XNT�BQD@SDC�@MC�BKHBJ4@UD4@UD�
"�LDRR@FD�BNMgQLR�SGD�DWONQS�

��4SDO 3DBNQC�HM�@�R@ED�OK@BD�SGD�KNB@SHNM�VGDQD�XNT�R@UDC�SGD�BDQSHgB@SD�@MC�SGD�OQHU@SD�JDX�O@RRVNQC�

CAUTION: ,DDO�@KK�BDQSHgB@SDR�DWONQSDC�VHSG�SGDHQ�OQHU@SD�JDXR�R@ED��%N�MNS�DL@HK�SGHR�BDQSHgB@SD�

*MRS@KKHMF�SGD�TOFQ@CD�NM�@�1$
: NT�HMRS@KK�@MC�RS@QS�@�MDV�UDQRHNM�NE8 NQJADMBGENKKNVHMF�SGD�R@LD�RSDOR�CNBTLDMSDC�HM�SGD#6-;>(9 ,
�5:;(33(;065BG@OSDQ��5GHR�OQNBDCTQD�RTLL@QHYDR�SGD�HMRS@KK@SHNM�RSDOR�

Prerequisites:
: NT�@QD�VNQJHMF�HM8 NQJADMBG��: NT�G@UD�DHSGDQ�@�CHRSQHATSHNM�gKD�NQ�@�BNOX�NE�SGD�4TODQUHRNQ�RS@SHNM�@MC
BNMSQNKKDQ�RS@SHNM	R
�

��4SDO 6RHMF�SGD1K@SENQL1K@SENQL� "OOK"OOKHB@SHB@SHNM�%HQHNM�%HQDBSNQDBSNQCHR@AKD"TSN�4S@QS"TSN�4S@QS@MC3DRS@QS�NM�'@HKTQ3DRS@QS�NM�'@HKTQDD
�@MC�RSNO�SGD
BTQQDMS�4TODQUHRNQ�RS@SHNM�

.@HMSDM@MBD /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



��4SDO 5N�HMRS@KK8 NQJADMBG
�DWSQ@BS�SGD�MDV�RNESV@QD�ATHKC�@MC�QTM�SGD�HMRS@KKDQ�OQNFQ@L�

��4SDO 'NKKNV�SGD�HMRS@KK@SHNM�VHY@QC�@R�HS�RDSR�TO�SGD�4XRSDL�)NLD
�6RDQ�)NLD�ENKCDQR�@MC�RGNQSBTSR�

��4SDO $NOX�@M�TOC@SDC�KHBDMRD�gKD�SN�SGDC:\niagara\niagara[version numbers]\security\
licenses ENKCDQ�NE�SGD�MDV�ATHKC�

��4SDO 4S@QS8 NQJADMBG@MC�NODM�@�OK@SENQL�BNMMDBSHNM�SN�SGD�4TODQUHRNQ�

Result
"S�SGHR�ONHMS
�XNT�B@M�TRD�SGD�TOFQ@CDC�HMRS@KK@SHNM�SN�TOFQ@CD�SGD�RNESV@QD�NM�@�BNMSQNKKDQ�AX�BNLLHRRHNMHMF
SGD�BNMSQNKKDQ��#TS
�ADENQD�XNT�BNLLHRRHNM
�XNT�RGNTKC�QDRSNQD�SGD�4TODQUHRNQ�RS@SHNM�

Related information

a 4NESV@QD�HMRS@KK@SHNM

$NLLHRRHNMHMF�@�BNMSQNKKDQ�VHSG�MDV�RNESV@QD
$NLLHRRHNMHMF�@M�DWHRSHMF�BNMSQNKKDQ�VHSG�MDV�RNESV@QD�ENKKNVR�SGD�R@LD�OQNBDCTQD�@R�SG@S�QDPTHQDC�SN
BNLLHRRHNM�@�BNMSQNKKDQ�ENQ�SGD�gQRS�SHLD�

Prerequisites:

a : NT�@QD�NM�RHSD�VGDQD�SGD�BNMSQNKKDQ�SN�AD�TOFQ@CDC�HR�KNB@SDC��$NLLHRRHNMHMF�@�BNMSQNKKDQ�EQNL�@�QDLNSD
KNB@SHNM�HR�MNS�QDBNLLDMCDC�ADB@TRD�SGD�MDSVNQJ�BNMMDBSHNM�BNTKC�HM@CUDQSDMSKX�AD�HMSDQQTOSDC�

a : NT�@QD�QTMMHMF�@M�TOC@SDC�UDQRHNM�NE8 NQJADMBGHR�HMRS@KKDC�NM�@�4TODQUHRNQ�NQ�DMFHMDDQHMF�1$
�VGHBG�HR
NM�SGD�R@LD�MDSVNQJ�@R�SGD�BNMSQNKKDQ�

a 5GD�S@QFDS�QDLNSD�BNMSQNKKDQ�HR�QTMMHMF�	ONVDQDC�NM
�

a 5GD�UDQRHNM�NE�SGD�RNESV@QD�XNT�@QD�TRHMF�SN�BNLLHRRHNM�SGD�BNMSQNKKDQ�G@R�HCDMSHB@K�AQ@MC�OQNODQSHDR�	@R
CDgMDC�HM�SGD�KHBDMRD�gKD
�@MC�HR�SGD�R@LD�NQ�@�LNQD�QDBDMS�UDQRHNM�SG@M�SG@S�BTQQDMSKX�HMRS@KKDC�NM�SGD
BNMSQNKKDQ��"�AQ@MC�����TOFQ@CD�SNNK�B@MMNS�TOFQ@CD�@�AQ@MC�WXY�BNMSQNKKDQ��"�4TODQUHRNQ�RS@SHNM�VHKK�MNS
BNMMDBS�SN�@�BNMSQNKKDQ�NM�VGHBG�@�LNQD�QDBDMS�UDQRHNM�NE�RNESV@QD�G@R�ADDM�HMRS@KKDC�

a 6OFQ@CHMF�L@X�QDPTHQD�MDV�KHBDMRHMF��5GD�1$�HR�BNMMDBSDC�SN�SGD�*MSDQMDS�RN�SG@S�HS�B@M�BNMS@BS�SGD
KHBDMRHMF�RDQUDQ�

CAUTION: 5GD�QDANNS�@ESDQ�BNLLHRRHNMHMF�CD�DMDQFHYDR�@KK�CNNQ�KNBJ�QDK@XR��$@QC�QD@CDQR�CN�MNS�QDRONMC�
5GHR�L@X�KD@UD�CNNQR�KNBJDC�	ATHKCHMF�NBBTO@MSR�KNBJDC�HM�NQ�NTS
�NQ�TMKNBJDC�	TM@TSGNQHYDC�@BBDRR�@
ONRRHAHKHSX
��1K@M�@GD@C
�@MC�AD�OQDO@QDC�ENQ�GNV�SN�CD@K�VHSG�SGD�RXRSDL�ADHMF�CNVM�ENQ�gUD�SN�SDM�LHMTSDR
VGHKD�SGD�BNMSQNKKDQ�QDANNSR�

��4SDO .@JD�@�OK@SENQL�BNMMDBSHNM�SN�SGD�BNMSQNKKDQ�AX�CNTAKD�BKHBJHMF�SGD1K@SENQL1K@SENQLMNCD�ENQ�SGD
BNMSQNKKDQ�HM�SGD�/@U�SQDD�
5GD"TS"TSGDMSGDMSHB@SHB@SHNMHNMVHMCNV�NODMR�

��4SDO &MSDQ�SGD�BNMSQNKKDQ�BQDCDMSH@KR�
5GD/@U�$NMS@HMDQ�7HDVNODMR�

��4SDO %NTAKD�BKHBJ�SGDPlatform Administration QNV�HM�SGD�S@AKD�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD .@HMSDM@MBD

.@QBG���
����� ���



5GD1K@SENQL�"CLHMHRSQ@SHNMUHDV�NODMR�

��4SDO $KHBJ�SGD$NLLHRRHNMHMF$NLLHRRHNMHMFATSSNM�

.@HMSDM@MBD /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



5GD$NLLHRRHNMHMF$NLLHRRHNMHMFVHY@QC�NODMR�

��4SDO 'NKKNV�SGD�VHY@QC
�BKHBJHMF/DWS/DWSTMSHK�XNT�BNMgFTQD�@KK�NOSHNMR�

��4SDO 0M�SGD4NESV@QD�*MRS@KK@SHNMO@FD
�BKHBJ6OFQ@CD�"K6OFQ@CD�"KK�NTS�NE�%@SDK�NTS�NE�%@SD@MC�BKHBJ/DWS/DWS�

��4SDO "ESDQ�QDUHDVHMF�@KK�BG@MFDR
�BKHBJ'HMHRG'HMHRG�
$NLLHRRHNMHMF�ADFHMR�

CAUTION: %N�MNS�HMSDQQTOS�SGD�BNLLHRRHNMHMF�OQNBDRR��*E�XNT�HMSDQQTOS
�XNT�L@X�MNS�AD�@AKD�SN
QDRSNQD�SGD�RS@SHNM�

��4SDO 8GDM�OQNLOSDC
�BKHBJ$KNRD$KNRD�
"ESDQ�SGD�BNLLHRRHNMHMF�OQNBDRR�HR�BNLOKDSD
�SGD�BNMSQNKKDQ�QDANNSR��%TQHMF�SGD�QDANNS
�@MX
TOFQ@CDR�SN�SGD�C@S@A@RD�QDPTHQDC�ENQ�SGD�MDV�UDQRHNM�@QD�@TSNL@SHB@KKX�HMRS@KKDC�

3DRSNQHMF�@�BNMSQNKKDQ�RS@SHNM�EQNL�@�CHRSQHATSHNM�EHKD�TRHMF�SGD�VDA�6*
"�C HRSQHATSHNM�gKD�HR�TRDC�SN�TOFQ@CD�NMKX�SGD�RNESV@QD�	SGD�OK@SENQL�CHC�MNS�BG@MFD

�NQ�SN�TOFQ@CD�SN�@�MDV
BNMSQNKKDQ�SG@S�HR�SGD�R@LD�LNCDK�@R�SGD�NKC�BNMSQNKKDQ��6ONM�QDRSNQD
�SGD�RXRSDL�@TSNL@SHB@KKX�QD�DMBQXOSR�SGD
RSNQDC�JDXQHMF�SN�SGD�JDX�L@SDQH@K�gKD�SG@S�HR�TMHPTD�SN�D@BG�BNMSQNKKDQ��5GHR�DMRTQDR�@CDPT@SD�RDBTQHSX�ENQ�@KK
DMBQXOSDC�O@RRVNQCR��5GHR�OQNBDCTQD�VNQJR�ENQ�@�4TODQUHRNQ�NQ�@�BNMSQNKKDQ�RS@SHNM�

Prerequisites:
: NT�G@UD�@�CHRSQHATSHNM�gKD�A@BJTO�NE�SGD�RS@SHNM��:NT�@QD�TRHMF�SGD�VDA�6*�

��4SDO -NF�HM�SN�SGD�OK@SENQL
�@MC�BKHBJ$NMSQ$NMSQNKNKKDQ�	4XRSDL
�4DSTOKDQ�	4XRSDL
�4DSTO� #@BJTOR#@BJTOR�
5GD#@BJTORUHDV�NODMR�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD .@HMSDM@MBD

.@QBG���
����� ���



��4SDO $KHBJ3DRSNQ3DRSNQDD�
5GD3DRSNQD�0OSHNMRS@A�NODMR�

��4SDO $KHBJ$GNNRD�'HKD$GNNRD�'HKD@MC�AQNVRDQ�SN�KNB@SD�SGD�CHRSQHATSHNM�	�CHRS
�gKD�

��4SDO $KHBJ4@UD4@UD�
5GD�RXRSDL�QDRSNQDR�SGD�RS@SHNM�

3DRSNQHMF�@�BNMSQNKKDQ�RS@SHNM�EQNL�@�CHRSQHATSHNM�EHKD�TRHMF8 NQJADMBG
"�RNESV@QD�TOFQ@CD�L@X�QDPTHQD�SG@S�XNT�QDRSNQD�SGD�BNMSQNKKDQ�RS@SHNM�EQNL�@�A@BJTO��CHRS�gKD��5GHR�OQNBDCTQD
VNQJR�ENQ�@�BNMSQNKKDQ�RS@SHNM�NMKX��:NT�B@MMNS�QDRSNQD�@�4TODQUHRNQ�RS@SHNM�EQNL�@�A@BJTO��CHRS�gKD�

Prerequisites:
"�QDBDMS�CHRSQHATSHNM�	�CHRS
�NE�SGD�RS@SHNM�DWHRSR�

��4SDO 0ODM8 NQJADMBGHM�SGD�MDVKX�HMRS@KKDC�ATHKC�

��4SDO *M�SGD�/@U�SQDD
�QHFGS�BKHBJ�NM�SGD1K@SENQL1K@SENQLMNCD�@MC�BGNNRD77HDVRHDVR� %HRSQHATS%HRSQHATSHNM�'HKD�*MRS@KHNM�'HKD�*MRS@KKDQKDQ�
5GD�%HRSQHATSHNM�'HKD�*MRS@KKDQ�CDE@TKSR�SN�SGDC:/Niagara/<framework version>/cleanDist
ENKCDQ�	VGDQD<framework version> QDOQDRDMSR�SGD�UDQRHNM�NE�RNESV@QD
�

��4SDO 6RD�SGD�ATSSNMR�@S�SGD�ANSSNL�NE�SGD�UHDV�SN�HMHSH@SD�@�QDRSNQ@SHNM�NE�XNTQ�A@BJDC�TO�BNMSQNKKDQ
RS@SHNM�SN�SGD�MDVKX�HMRS@KKDC�RS@SHNM�CHQDBSNQX�
*E�XNT�ITRS�TOFQ@CDC�SGD�BNMSQNKKDQ�RNESV@QD�@MC�BGNRD�SN�HMRS@KK�SGD�OK@SENQL�C@DLNM�CTQHMF�SGD
RNESV@QD�HMRS@KK@SHNM�OQNBDRR
�XNTQ�DWHRSHMF�RS@SHNM�L@X�MNS�RS@QS�@TSNL@SHB@KKX�VHSG�@�MDV�OK@SENQL
C@DLNM�

��4SDO .@HMS@HMHMF�XNTQ�OK@SENQL�BNMMDBSHNM
�BG@MFD�UHDVR�SN�SGD"OOKHB@SHNM�%HQDBSNQUHDV�@MC�RDKDBS
SGD�MDVKX�QDRSNQDC�RS@SHNM�

��4SDO 5N�BNMgFTQD�@TSN�RS@QS
�DM@AKD�SGDAuto-Start OQNODQSX�

��4SDO 5N�RS@QS�SGD�RS@SHNM
�BKHBJ�SGD4S@QS4S@QSATSSNM�
5GD�RS@SHNM�HR�MNV�QD@CX��"�4TODQUHRNQ�RS@SHNM�RGNTKC�BNLLTMHB@SD�RTBBDRRETKKX�VHSG�@MX
RTANQCHM@SD�RS@SHNMR
�VGHBG�RGNTKC�NODQ@SD�MNQL@KKX�

��4SDO 5N�KNF�HM�SN�SGD�RS@SHNM
�CNTAKD�BKHBJ�SGD�RS@SHNM�DMSQX�

3DRSNQHMF�@�BNOHDC�BNMSQNKKDQ�RS@SHNM�SN�@�MDV�OK@SENQL
"�BNOHDC�RS@SHNM�HMRS@KKR�SGD�RS@SHNM�gKDR�EQNL�@�OQDUHNTR�BNMSQNKKDQ�SN�@�BNMSQNKKDQ�SG@S�HR�@�CHEEDQDMS�LNCDK��5GHR
OQNBDCTQD�VNQJR�ENQ�@�4TODQUHRNQ�NQ�BNMSQNKKDQ�RS@SHNM�

Prerequisites:
5GD�MDV�BNMSQNKKDQ�HR�QTMMHMF/H@F@Q@����NQ�K@SDQ��: NT�G@UD�@�RS@SHNM�BNOX�SG@S�V@R�L@CD�ADENQD�CHR@RRDLAKHMF
SGD�NKC�BNMSQNKKDQ��: NT�@QD�VNQJHMF�HM8 NQJADMBGQTMMHMF�NM�@�1$�

.@HMSDM@MBD /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



'HQRS�XNT�RSNO�SGD�MDV�RS@SHNM
�SGDM�BNOX�SGD�G@QCV@QD�BDQSHgB@SDR�@MC�RNESV@QD�KHBDMRDR�ENKCDQ
�ENKKNVDC�AX
BNOXHMF�SGD�A@BJDC�TO�RS@SHNM�

��4SDO 0ODM�@�OK@SENQL�BNMMDBSHNM�SN�SGD�QDLNSD�BNMSQNKKDQ�

��4SDO 4SNO�SGD�RS@SHNM�TRHMF�SGD"OOKHB@SHNM�%HQDBSNQ�

��4SDO 0ODM�SGD�'HKD�5Q@MREDQ�$KHDMS�@MC
�NM�SGD�BNMSQNKKDQ�RHCD
�CDKDSD�SGDsecurity ENKCDQ�NM�SGD
BNMSQNKKDQ�RHCD�	SGDsecurity ENKCDQ�HR�HM�SGD/Niagara O@SG
�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD .@HMSDM@MBD

.@QBG���
����� ���



��4SDO /@UHF@SD�SN�SGD�KNB@SHNM�SG@S�BNMS@HMR�SGD�A@BJTO�NE�SGDsecurity ENKCDQ�

��4SDO 5N�QDRSNQD�SGD�A@BJTOsecurity ENKCDQ�SN�SGD�BNMSQNKKDQ^R/Niagara ENKCDQ
�RDKDBS�SGD�ENKCDQ�HM
SGD�KDES�O@MD�@MC�BKHBJ�SGD�BNOX�ATSSNM�	 
�

��4SDO 5N�BNOX�SGD�RS@SHNM
�CNTAKD�BKHBJ�SGD4S@S4S@SHNM�$NOHDQHNM�$NOHDQ1K@SENQL�TSHKHSX�
5GD�TSHKHSX�NODMR�

��4SDO /@UHF@SD�SN�SGD�ENKCDQ�HM�SGD�6RDQ�)NLD�SG@S�BNMS@HMR�SGD�RS@SHNM
�RDKDBS�SGD�RS@SHNM�HM�SGD�KDES
O@MD
�@MC�BKHBJ$NOX$NOX�

.@HMSDM@MBD /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



5GD�RS@SHNM�L@X�AD�TMCDQ�@M�D@QKHDQ�UDQRHNM�NE/H@F@Q@�

4S@QSHMF�SGD�QDRSNQDC�BNMSQNKKDQ�RS@SHNM
"ESDQ�QDRSNQHMF�@�RS@SHNM�EQNL�@.dist gKD
�XNT�B@M�ODQENQL�SGD�ENKKNVHMF�S@RJ�SN�QDRS@QS�HS�

Prerequisites:
: NT�G@UD�QDRSNQDC�@�RS@SHNM�EQNL�@��CHRS�gKD��:NT�@QD�VNQJHMF�HM8 NQJADMBG�

��4SDO 0ODM�@�OK@SENQL�BNMMDBSHNM�SN�SGD�QDRSNQDC�BNMSQNKKDQ�

��4SDO *E�SGD�RXRSDL�QDONQSR�SG@S�HS�HR�TM@AKD�SN�UDQHEX�SGD�GNRS�HCDMSHSX
�UDQHEX�SG@S�ANSGIssued By @MC
Subject BNMS@HMNiagara4 
�@MC�BKHBJ"BBDOS"BBDOS�

��4SDO 0ODM�SGD"OOKHB@SHNM�%HQDBSNQ@MC�UDQHEX�SG@S�SGD�RS@SHNM�RS@QSDC�NQ�HR�RS@QSHMF�
*E�XNT�BGNRD�SN�HMRS@KK�SGD�OK@SENQL�C@DLNM�CTQHMF�SGD�RNESV@QD�HMRS@KK@SHNM�OQNBDRR
�XNTQ�DWHRSHMF
RS@SHNM�L@X�MNS�RS@QS�@TSNL@SHB@KKX�VHSG�SGD�MDV�OK@SENQL�C@DLNM�

��4SDO *E�SGD�RS@SHNM�HR�MNS�@KQD@CX�RS@QSHMF
�BKHBJ�SGD4S@QS4S@QSATSSNM�

��4SDO $NMgQL�SG@S�SGD�RS@SHNM�G@R�RS@QSDC�	4S@STR�QDONQSRRunning 
�

��4SDO 5N�BNMgFTQD�SGD�RS@SHNM�SN�RS@QS�@TSNL@SHB@KKX�HM�SGD�DUDMS�NE�@M�TMDWODBSDC�E@HKTQD
�DM@AKD�SGD
Auto-Start OQNODQSX�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD .@HMSDM@MBD

.@QBG���
����� ���



Auto-Start

a *E�SGD�DKDBSQHB@K�FQHC�CQNOR�ONVDQ�SN�SGD�ATHKCHMF
�@M�614�	6MHMSDQQTOSHAKD�1NVDQ�4TOOKX
�NQ
NSGDQ�A@BJTO�A@SSDQX�B@M�L@HMS@HM�ONVDQ�SN�SGD�BNMSQNKKDQ�@MC�HSR�@BBDRR�MDSVNQJ�@R�KNMF�@R
HR�OQ@BSHB@K�

a *E�@M�DLDQFDMBX�FDMDQ@SNQ�RS@QSR
�SGD�BNMSQNKKDQ
�@BBDRR�MDSVNQJ
�CNNQ�KNBJR�@MC�RDMRNQR
RGNTKC�AD�ONVDQDC�AX�BQHSHB@K�BHQBTHSR�SN�SGD�DWSDMS�SG@S�SGD�BNLO@MX�BNMRHCDQR�OGXRHB@K
RDBTQHSX�SN�AD�@�OQHNQHSX�

a *E�ONVDQ�SN�SGD�BNMSQNKKDQ�TKSHL@SDKX�E@HKR
�SGD�RXRSDL�A@BJR�TO�SGD�RS@SHNM�@TSNL@SHB@KKX�

a 8GDM�ONVDQ�HR�QDRSNQDC
�SGD�OK@SENQL�RGNTKC�@TSNL@SHB@KKX�RS@QS�SGD�RS@SHNM�@MC�QDRSNQD
OGXRHB@K�RDBTQHSX�SN�SGD�ATHKCHMF�	TMKDRR�SGD�ATHKCHMFR̂�NBBTO@MSR�NUDQ�QN@C�SGD�CNNQ�KNBJR

VHSG�MN�NODQ@SNQ�@BSHNM�

Restart on Failure

a *E�SGD�RS@SHNM�E@HKR
�HS�@TSNL@SHB@KKX�@SSDLOSR�SN�QDRS@QS�

a " Failure Reboot Limit 	CDE@TKSR�SN�SGQDD�@SSDLOSR
�CDgMDR�GNV�L@MX�SHLDR�@�RS@SHNM
@SSDLOSR�SN�QDRS@QS�VHSGHM�@�RODBHgBFailure Reboot Limit Period 	CDE@TKSR�SN����LHMTSDR
�
: NT�B@M�BNMgFTQD�ANSG�

��4SDO 5N�KNF�HM�SN�SGD�RS@SHNM
�CNTAKD�BKHBJ�SGD�RS@SHNM�DMSQX�HM�SGD�/@U�SQDD�

Result
5GD�RS@SHNM�HR�MNV�TOFQ@CDC��"�4TODQUHRNQ�RS@SHNM�RGNTKC�BNLLTMHB@SD�RTBBDRRETKKX�VHSG�@MX�RTANQCHM@SD
RS@SHNMR
�VGHBG�RGNTKC�NODQ@SD�MNQL@KKX�

*LONQSHMF�@�RDQUDQ�BDQSHEHB@SD�HMSN�@M�TOFQ@CDC�OK@SENQL�RS@SHNM
"ESDQ�TOFQ@CHMF�RNESV@QD
�XNT�HLONQS�SGD�DWONQSDC�RDQUDQ�BDQSHgB@SD�A@BJ�HMSN�@�OK@SENQL�RS@SHNM��%N�SGHR�ENQ
D@BG�4TODQUHRNQ�1$�@MC�OK@SENQL�RS@SHNM��5GHR�OQNBDCTQD�HR�MNS�QDPTHQDC�AX�SGD8 NQJADMBGRSNQDR�ADB@TRD
8 NQJADMBGHR�@KV@XR�@�BKHDMS
�MDUDQ�@�RDQUDQ�

Prerequisites:
: NT�@QD�VNQJHMF�HM8 NQJADMBGQTMMHMF�NM�@�1$�

��4SDO 0ODM�@�OK@SENQL�BNMMDBSHNM�SN�SGD�OK@SENQL�@MC�CNTAKD�BKHBJ�SGD$DQS$DQSHgB@SD�.@M@FDLDMSHgB@SD�.@M@FDLDMSTSHKHSX
NQ�QHFGS�BKHBJ1K@SENQL1K@SENQL
�@MC�BKHBJ77HDVRHDVR� $DQS$DQSHgB@SD�.@M@FDLDMSHgB@SD�.@M@FDLDMS�
5GD�OK@SENQL�RS@SHNM^R6RDQ�,DX�4SNQDS@A�NODMR�

��4SDO $KHBJ*LONQS*LONQS@MC�M@UHF@SD�SN�SGD�ENKCDQ�SG@S�BNMS@HMR�XNTQ�A@BJDC�TO�RDQUDQ�BDQSHgB@SDR�

��4SDO 4DKDBS�SGD�RTODQUHRNQ�NQ�BNMSQNKKDQ�BDQSHgB@SD�@MC�BKHBJ0ODM0ODM�
5GHR�BDQSHgB@SD�V@R�DWONQSDC�VHSG�HSR�OQHU@SD�JDX�

��4SDO 4TOOKX�SGD�O@RRVNQC�SG@S�OQNSDBSR�SGD�OQHU@SD�JDX�@MC�BKHBJ0,0, �
5GD�BDQSHgB@SD�NODMR�

��4SDO $NMgQL�SG@S�SGDAlias 
 Issued By 
�@MCSubject @QD�@R�DWODBSDC�@MC�BKHBJ0,0, �
5GD�RXRSDL�HLONQSR�SGD�BDQSHgB@SD�

$NMMDBSHMF�SN�SGD�TOFQ@CDC�BNMSQNKKDQ�RS@SHNM
0MBD�TOFQ@CDC
�XNT�BNMMDBS�SN�DHSGDQ�@�4TODQUHRNQ�NQ�BNMSQNKKDQ�RS@SHNM�

Prerequisites:
: NT�@QD�VNQJHMF�HM8 NQJADMBGQTMMHMF�NM�SGD�4TODQUHRNQ�1$�

��4SDO 3HFGS�BKHBJ�SGD�RS@SHNM�HM�SGD�/@U�SQDD�@MC�BKHBJ$NMMDBS$NMMDBS�
5GD"TS"TSGDMSGDMSHB@SHB@SHNMHNMVHMCNV�NODMR�

��4SDO &MSDQ�SGD�@CLHM�RS@SHNM�BQDCDMSH@KR�
5GD1K@SENQL�4DSTOUHDV�NODMR�

.@HMSDM@MBD /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



��4SDO 5N�BG@MFD�SGD�CHROK@X�M@LDR
�DMSDQ�MDV�M@LDR�@MC�BKHBJ6OC@SD�%HROK@X�/@LDR6OC@SD�%HROK@X�/@LDR�

��4SDO 5N�JDDO�SGD�MDSVNQJ�RDSSHMFR�@R�SGDX�@QD
�BKHBJ3DKN@C�83DKN@C�8HSHSGNTS�$G@MFDRGNTS�$G@MFDR�
5GD(THCDC�4DSTO�5(THCDC�4DSTO�5NTQNTQVHMCNV�NODMR�

��4SDO *E�XNT�CN�MNS�MDDC�SGD�SNTQ
�RDKDBS4JHO�(THCDC�4DSTO4JHO�(THCDC�4DSTO@MC�BKHBJ0J0J �

6OFQ@CHMF�@�KHBDMRD�TRHMF�SGD�VDA�6*
6OC@SHMF�@�KHBDMRD�HR�RHLHK@Q�SN�HMRS@KKHMF�@�MDV�KHBDMRD��5GD-HBDMRD�.@M@FDQENQ�TOC@SHMF�@�KHBDMRD�HR�@U@HK@AKD
TMCDQ�SGD�RS@SHNM�HM8 NQJADMBG@MC�HM�SGD�VDA�6*��5GHR�OQNBDCTQD�TRDR�SGD�VDA�6*�

Prerequisites:
5GD�MDV�KHBDMRD�HR�ENQ�@�RNESV@QD�UDQRHNM�SG@S�HR�FQD@SDQ�SG@M�NQ�DPT@K�SN�SGD�UDQRHNM�XNT�@QD�TOFQ@CHMF�EQNL�
: NT�@QD�ODQENQLHMF�SGHR�OQNBDCTQD�CTQHMF�NEE�GNTQR�VGDM�EDV�ODNOKD�QDPTHQD�@BBDRR�SN�SGD�ATHKCHMF�

��4SDO /@UHF@SD�SN$NMSQ$NMSQNKNKKDQ�	4XRSDL
�4DSTOKDQ�	4XRSDL
�4DSTO� .HRBDK.HRBDKK@MDNTRK@MDNTR� -HBDMRD�.@M@FDQ-HBDMRD�.@M@FDQ�
5GD-HBDMRD1K@SENQL4DQUHBDUHDV�NODMR�

��4SDO 5N�RDKDBS�SGD�KHBDMRD�gKD�SN�HMRS@KK
�BKHBJ�SGD#Q#QNVRDNVRDATSSNM�

��4SDO 4DKDBStrue ENQ3DRS@QS�RS@S3DRS@QS�RS@SHNM�@ESDQ�TOKN@CHNM�@ESDQ�TOKN@C�
5GD�RXRSDL�CNDR�MNS�TOC@SD�SGD�KHBDMRD�TMSHK�SGD�RS@SHNM�QDRS@QSR�

��4SDO 5N�BNMSHMTD
�BKHBJ6OKN@C6OKN@C�
5GD�BNMSQNKKDQ�QDANNSR�

NOTE: 8GHKD�SGD�BNMSQNKKDQ�QDANNSR
�@KK�CNNQ�KNBJ�QDK@XR�@QD�CD�DMDQFHYDC
�@MC�B@QC�QD@CDQR�CN
MNS�QDRONMC��5GHR�L@X�KD@UD�CNNQR�KNBJDC�NQ�TMKNBJDC
�@MC�ATHKCHMF�NBBTO@MSR�L@X�AD�KNBJDC�NTS

NQ�MNM�@TSGNQHYDC�ODNOKD�L@X�F@HM�@BBDRR��.@JD�RTQD�SN�OK@M�NM�GNV�SN�CD@K�VHSG�SGD�RXRSDL
ADHMF�CNVM�ENQ������LHMTSDR�VGHKD�SGD�BNMSQNKKDQ�QDANNSR�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD .@HMSDM@MBD
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����� ���



3DINHMHMF�@�QDOK@BDLDMS�QDLNSD�BNMSQNKKDQ�SN�SGD�4TODQUHRNQ�RS@SHNM
"ESDQ�SGD�BNMSQNKKDQ�G@R�ADDM�QDOK@BDC
�@MC�SGD�RS@SHNM�G@R�ADDM�BNMgFTQDC
�XNT�VHKK�MDDC�SN�INHM�SGD�BNMSQNKKDQ
SN�SGD�4TODQUHRNQ�SN�RXMBGQNMHYD�SGD�B@QCGNKCDQ�C@S@A@RD�

��4SDO 6MOKTF�XNTQ�1$�@MC�OKTF�HM�SGD�MDSVNQJ�B@AKD�SG@S�V@R�OKTFFDC�HMSN�SGD�NKC�BNMSQNKKDQ�

��4SDO *E�XNT�@QD�BNMMDBSDC�SN�@�4TODQUHRNQ�1$
�TRD8 NQJADMBGSN�BNMgQL�SGD�MDV�BNMSQNKKDQ�G@R
BNMMDBSDC�SN�SGD�4TODQUHRNQ�
.@JD�RTQD�SG@S�SGD�MDSVNQJ�U@QH@AKDR�@QD�RDS�BNQQDBSKX
�SGD�ONQSR�@QD�NODM
�@MC�BNLLTMHB@SHNM
B@M�AD�DRS@AKHRGDC�

��4SDO 5N�INHM�SGD�MDV�BNMSQNKKDQ�RS@SHNM�SN�SGD�RTODQUHRNQ�BKHBJ$NMSQ$NMSQNKNKKDQ�4DSTOKDQ�4DSTO� 3DLNSD�%DUHBDR3DLNSD�%DUHBDR�
4S@S4S@SHNM�.@M@FDQHNM�.@M@FDQ
�CHRBNUDQ�@MC�RDKDBS�SGD�RS@SHNM�HM�SGD�S@AKD�@MC�BKHBJ�SGD�3DBNUDQX�ATSSNM�	
�

��4SDO 0ODM�SGD�4S@SHNM�.@M@FDQ�@MC�NARDQUD�SG@S�SGD�QDOKHB@SHNM�RS@STR�ENQ�SGD�MDVKX�QDOK@BDC
BNMSQNKKDQ�QDONQSR{ok} �

��4SDO 5N�BNMgQL�SG@S�@BBDRR�@BSHUHSX�@S�SGD�BNMSQNKKDQ�HR�RGNVM�HM�SGD�4TODQUHRNQ�@BSHUHSX�QDONQS
3DONQSR3DONQSR
� "BBDRR�)HRSNQX"BBDRR�)HRSNQX�
5GD�CNNQ�NODM�SDRS�RGNTKC�@OOD@Q�NM�SGHR�QDONQS�

$KD@QHMF�AQNVRDQ�B@BGD�@ESDQ�@�KHBDMRD�TOFQ@CD
: NT�L@X�MDDC�SN�TOFQ@CD�@�KHBDMRD�HE�XNT�@QD�@CCHMF�ED@STQDR�SN�SGD�HMRS@KK@SHNM�
*E�XNT�TOC@SD�XNTQ�KHBDMRD�gKD�XNT�L@X�MDDC�SN�BKD@Q�XNTQ�AQNVRDQ�B@BGD�SN�UHDV�SGD�TOC@SDC�gKD��5GD
ENKKNVHMF�RSDOR�L@X�U@QX
�CDODMCHMF�NM�XNTQ�AQNVRDQ�UDQRHNM�

a .HBQNRNESf�*MSDQMDS�&WOKNQDQ�4DKDBS55NNKRNNKR� *MSDQMDS�0OS*MSDQMDS�0OSHNMRHNMR@MC�BKHBJ%DKDSD�'HKDR���%DKDSD�'HKDR���TMCDQ�SGD�5DLONQ@QX
*MSDQMDS�gKDR�GD@CHMF��5GDM�BKHBJ�SGD0J0J ATSSNM�

a .NYHKK@f�'HQDENWd�CN�NMD�NE�SGD�ENKKNVHMF�	CDODMCHMF�NM�XNTQ�UDQRHNM
�SGD�RSDOR�L@X�U@QX
�

a 4DKDBS55NNKRNNKR� $KD@Q�1QHU@SD�%@S@$KD@Q�1QHU@SD�%@S@@MC�BKHBJ$KD@Q�1QHU@SD�%@S@�/NV$KD@Q�1QHU@SD�%@S@�/NVVHSG�SGD�$@BGD�NOSHNM�BGDBJDC�

a 4DKDBS55NNKRNNKR� $KD@Q�3DBDMS�)HRSNQX���$KD@Q�3DBDMS�)HRSNQX���
�RDKDBS�SGD�$@BGD�NOSHNM�@MC�BKHBJ$KD@Q�/NV$KD@Q�/NV�

5QNTAKDRGNNSHMF
5GDRD�RTFFDRSHNMR�@MC�OQNBDCTQDR�B@M�GDKO�XNT�QDRNKUD�OQNAKDLR�SG@S�NBBTQ�VGDM�HMRS@KKHMF
�TOFQ@CHMF
�@MC
L@HMS@HMHMF�RS@SHNMR�

/DSVNQJHMF
5N�QTM�SGQNTFG�SGHR�BGDBJKHRS�XNT�MDDC�@�BNLOTSDQ�SG@S�G@R8 NQJADMBGHMRS@KKDC��5GD�BNLOTSDQ�LTRS�AD�NM�SGD
R@LD�MDSVNQJ�@R�SGD�QDLNSD�BNMSQNKKDQ	R
�

"QD�XNT�G@UHMF�MDSVNQJHMF�HRRTDR 

: NT�BNMgFTQD�MDSVNQJ�OQNODQSHDR�HM�SGD�NODQ@SHMF�RXRSDL��"KSGNTFG�XNT�B@M�UHDV�MDSVNQJ�RDSSHMFR�TRHMF
8 NQJADMBG@MC�SGD�VDA�6*
�XNT�BNMgFTQD�SGDL�HM�SGD�NODQ@SHMF�RXRSDL�

%@S@A@RD
%N�XNT�G@UD�@�.X42-�NQ�NSGDQ�C@S@A@RD �*R�HS�QTMMHMF 

*E�XNT�CN�MNS�G@UD�@�C@S@A@RD
�XNT�VHKK�MDDC�SN�CNVMKN@C�@MC�HMRS@KK�NMD��3DEDQ�SN�SGD#6-;>(9 ,��5:;(33(;065
BG@OSDQ�

*E�XNT�@QD�TRHMF�@�.X42-�C@S@A@RD
�CN�XNT�G@UD�SGD�C@S@A@RD�CQHUDQ�HM�SGDC:\Niagara\MySoftware\jre\
lib\ext ENKCDQ
�VGDQDMySoftware HR�XNTQ�UDQRHNM�NE�SGD�RXRSDL�

5GD�CQHUDQ�gKDM@LD�HRmysql-connector-java-5.1.11-bin.jar ��3DEDQ�SN�SGD#6-;>(9 ,��5:;(33(;065 BG@OSDQ�

.@HMSDM@MBD /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



1K@SENQL
*R�SGD�C@DLNM�OQNBDRR�QTMMHMF 

*E�MNS
�NQ�HE�@�CHEEDQDMS�	NKCDQ�NQ�MDVDQ
�UDQRHNM�NE�SGD�C@DLNM�HR�QTMMHMF�SG@M�SGD�NMD�SG@S�BNLDR�VHSG�SGD
UDQRHNM�NE�SGD�RXRSDL�XNT�@QD�TRHMF
�XNT�MDDC�SN�HMRS@KK�SGD�C@DLNM�	8HMCNVR4S@QS4S@QSLDMT
�ENKKNVDC�AX
DWO@MCHMF�SGD�RNESV@QD�ENKCDQ�@MC�BKHBJHMF*MRS@K*MRS@KK�1K@SENQL�%@DLNMK�1K@SENQL�%@DLNMBNLL@MC�

*R�SGD�OK@SENQL�QTMMHMF 

-@TMBG�SGD&MSDQOQHRD�4DBTQHSX
�QHFGS�BKHBJ1K@SENQL1K@SENQL
�BKHBJ$NMMDBS$NMMDBS
�@MC�KNF�HM�VHSG�U@KHC�OK@SENQL�BQDCDMSH@KR�

4S@SHNM
*R�SGD�RS@SHNM�QTMMHMF 

*E�MNS
�CNTAKD�BKHBJ�SGD�OK@SENQL
�CNTAKD�BKHBJ�SGD"OOK"OOKHB@SHB@SHNM�%HQHNM�%HQDBSNQDBSNQ
�RDKDBS�SGD�@OOQNOQH@SD�RS@SHNM�SDLOK@SD
@MC�BKHBJ4S@QS4S@QS�

8G@S�LDRR@FDR�@QD�QDONQSDC�HM�SGD�RS@SHNM�KNF 

5N�UHDV�SGD�KNF
�CNTAKD�BKHBJ�SGD"OOK"OOKHB@SHB@SHNM�%HQHNM�%HQDBSNQDBSNQ@MC�RDKDBS�SGD�QTMMHMF�RS@SHNM�

*E�XNT�@QD�TRHMF�@�.X42-�C@S@A@RD
�B@M�SGD�RS@SHNM�gMC�SGD�C@S@A@RD 

5N�BGDBJ�SGHR�HM8 NQJADMBG
�DWO@MC4S@S4S@SHNMHNM� $NMgF$NMgF� %QHUDQR%QHUDQR� 3C3CALR/DSVNQJALR/DSVNQJ
�@MC�CNTAKD�BKHBJ
.X42-%@S@A@RD.X42-%@S@A@RD�

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD .@HMSDM@MBD
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*E�SGD�RS@SHNM�@MC�C@S@A@RD�@QD�BNMMDBSDC
�SGDHealth OQNODQSX�QDONQSROk�

0SGDQ�OQNODQSHDR�SN�BNMgQL�NM�SGHR�OQNODQSX�RGDDS�HMBKTCD�

a *R�SGDHost Address BNQQDBS 

a "QD�SGDUsername @MCPassword BNQQDBS �5GDRD�@QD�SGD�BQDCDMSH@KR�QDPTHQDC�AX�SGD�C@S@A@RD
�MNS�XNTQ
BQDCDMSH@KR�

a *R�SGDDatabase Name BNQQDBS 

a *R�SGDPort BNQQDBS 

$DQSHEHB@SDR
%NDR�SGD�GNRS�	4TODQUHRNQ�1$�NQ�QDLNSD�BNMSQNKKDQ
�G@UD�@�TMHPTD�RHFMDC�RDQUDQ�BDQSHgB@SD�HM�HSR�,DX�4SNQD 

5GHR�BDQSHgB@SD�LTRS�AD�RHFMDC�AX�@�$"�QNNS�BDQSHgB@SD
�DHSGDQ�NMD�ADKNMFHMF�SN�XNTQ�BNLO@MX
�NQ�NMD�RTOOKHDC
AX�@�SGHQC�O@QSX�$DQSHgB@SD�"TSGNQHSX��5GHR�BDQSHgB@SD�OQNUHCDR�BNLLTMHB@SHNM�RDBTQHSX�VGDM�SGD�OK@SENQL
ETMBSHNMR�@R�@�RDQUDQ�

%NDR�SGD�GNRS�G@UD�SGD�RHFMDC�QNNS�$"�BDQSHgB@SD�HM�HSR�5QTRS�4SNQD 

Figur e 41. .X42-%@S@A@RD�OQNODQSHDR

.@HMSDM@MBD /H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD

��� .@QBG���
�����



5GHR�BDQSHgB@SD�OQNUHCDR�BNLLTMHB@SHNM�RDBTQHSX�VGDM�SGD�OK@SENQL�ETMBSHNMR�@R�@�BKHDMS�

Related information

a 4NESV@QD�HMRS@KK@SHNM

2�@MC�"
5GHR�SNOHB�BNUDQR�PTDRSHNMR�TRDQR�@RJ�@R�SGDX�HMRS@KK�@MC�TRD�SGD�RNESV@QD�

"�ODQRNM�@TSGNQHYDC�SN�L@M@FD�SGD�RXRSDL�HR�KNBJDC�NTS�
5GD�TRDQ�SXOD�@RRNBH@SDC�VHSG�SGD�ODQRNM^R�@RRHFMDC�QNKD�L@X�AD�KNBJDC�NTS�ADB@TRD�HM�@SSDLOSHMF�SN�KNF�HM

SGD�ODQRNM�DWBDDCDC�SGD�L@WHLTL�MTLADQ�NE�E@HKDC�KNF�HM�@SSDLOSR��"S�SGD�4TODQUHRNQ�RS@SHNM
�BKHBJ4XRSDL4XRSDL
4DSTO4DSTO� 6RDQ�.@M@FDLDMS6RDQ�.@M@FDLDMS
�RDKDBS�SGD�TRDQ�SXOD�@MC�BKHBJ�SGD$KD@Q�-NBJNTS$KD@Q�-NBJNTSATSSNM
�VGHBG�CHROK@XR�@S�SGD�SNO
NE�SGD�UHDV��$KHBJHMF�SGHR�ATSSNM�HLLDCH@SDKX�BKD@QR�SGD�KNBJDC�NTS�RS@SD�

*R�SGDQD�@�V@X�SN�QDRDS�@�BNMSQNKKDQ�SN�SGD�E@BSNQX�CDE@TKSR 
: DR��5TQM�SGD�BNMSQNKKDQ�NEE��)NKC�HM�SGD�QDRDS�ATSSNM
�@MC�STQM�SGD�ONVDQ�A@BJ�NM�

CAUTION: 5GDRD�RSDOR�VHOD�@KK�C@S@�NEE�SGD�BNMSQNKKDQ�HMBKTCHMF�@KK�RNESV@QD��%N�MNS�CN�SGHR�TMKDRR�XNT�ETKKX
TMCDQRS@MC�SGD�HLOKHB@SHNM��*E�XNT�@QD�BNMBDQMDC�@ANTS�KNRHMF�C@S@
�A@BJ�TO�SGD�RS@SHNM�ADENQD�XNT�QDRSNQD
E@BSNQX�CDE@TKSR�

'NQ�LNQD�HMENQL@SHNM
�QDEDQ�SN�SGD������			��5:;(33�(5+�#;(9;<7��<0+,

*�RBGDCTKDC�@�QDONQS�SN�AD�RDMS�AX�DL@HK
�ATS�SGD�QDBHOHDMS�CHC�MNS�QDBDHUD�SGD�QDONQS�
5GD�RXRSDL�RDMCR�RBGDCTKDC�QDONQSR�A@RDC�NM�@�RBGDCTKD�SQ@MRHSHNM�EQNL�@false SN�@true NTSOTS�RS@SD��5GHR
LD@MR�SG@S�HE�SGD�RBGDCTKD�XNT�@QD�TRHMF�HR�@KQD@CX�HM�@true NTSOTS�RS@SD�VGDM�XNT�@RRHFM�SGD�RBGDCTKD�SN�SGD
QDONQS
�SGD�RXRSDL�CNDR�MNS�RDMC�SGD�QDONQS��5GD�@RRHFMDC�RBGDCTKD�NTSOTS�LTRS�SQ@MRHSHNM�SNfalse @MC�SGDM
SNtrue ENQ�SGD�QDONQS�SN�AD�RDMS�

8GDM�HMRS@KKHMF�@�MDV�BNMSQNKKDQ
�SGD�$G@MFD�1K@SENQL�%DE@TKSR�8HY@QC�CHROK@XR�SGDRD�LDRR@FDR�VGDM�*
@SSDLOS�SN�BQD@SD�SGD�4XRSDL�1@RROGQ@RD��_3DPTDRS�SN�OK@SENQL�C@DLNM�@S�����E@HKDC��4XRSDL�1V��'@HKDC
SN�BGDBJ�RXRSDL�O@RRVNQC
`�@MC�_*MU@KHC�O@RROGQ@RD
�E@BSNQX�CDE@TKS�U@KTD�OQNUHCDC�`
: NT�LTRS�BG@MFD�SGD�O@RRVNQC��: NT�B@MMNS�TRD�SGD�E@BSNQX�CDE@TKS�O@RRVNQCR�

5GD�UHCDN�EQNL�@�B@LDQ@�@OOD@QR�RSQDSBGDC�NTS
�CHRSNQSDC�NQ�G@R�AK@BJ�A@QR�NM�SGD�RHCDR�
5GD�B@LDQ@^RPreferred Resolution L@X�AD�KHMJDC�SN�SGD�UHCDN�RSQD@L�NOSHNMR�@MC�HMGDQHSDC��*M�RNLD�B@RDR

SGHR�L@X�@CUDQRDKX�@EEDBS�SGD�@RODBS�Q@SHN�NE�XNTQ�RSQD@LHMF�UHCDN��5QX�RDSSHMF�SGD�B@LDQ@^RPreferred Aspect
Ratio SN�SGDStandard Definition NOSHNM�

5GDRD�B@LDQ@�NOSHNMR�@QD�@U@HK@AKD�AX�BKHBJHMF$NMSQ$NMSQNKNKKDQ�4DSTOKDQ�4DSTO� 3DLNSD�%DUHBDR3DLNSD�%DUHBDR� 3DLNSD�%QHUDQR3DLNSD�%QHUDQRENKKNVDC
AX�CNTAKD�BKHBJHMF�SGD�CQHUDQ�QNV�ENQ�SGD�B@LDQ@�NQ�%73�HM�SGD�S@AKD
�BKHBJHMF�SGD$@LDQ@R$@LDQ@RS@A
�@MC�CNTAKD�
BKHBJHMF�SGD�B@LDQ@�QNV�HM�SGD�S@AKD�

*�G@UD�@�C@S@A@RD�SG@S�HR�BNMEHFTQDC�@MC�QDONQSR�ZNJ[
�ATS�VGDM�*�SQX�SN�@CC�QDBNQCR�SN�HS�*�FDS�_$@MMNS
CHROK@X�O@FD
�)551�&3303����
�1QNAKDL�@BBDRRHMF��NQC��3D@RNM��O@RRVNQC�LTRS�AD�@S�KD@RS�����AHSR`
: NT�G@UD�@�KHBDMRD�ENQ�'*14�LNCD�@MC�@�RS@SHNM�O@RRVNQC�CNDR�MNS�LDDS�SGD�'*14�LHMHLTL�QDPTHQDLDMS�NE�@
���BG@Q@BSDQ�O@RRVNQC�	����AHSR
�

.X�WOQNSDBS�B@LDQ@�VHKK�MNS�BNMMDBS�NQ�HS�BNMMDBSR
�ATS�CQNOR�NEE�KHMD�
$NMgQL�SG@S�XNT�G@UD�NMKX�NMD�WOQNSDBS�CQHUDQ�LNCTKD�HM�SGDc:\Niagara\MySoftware\modules ENKCDQ�
5GD�M@LD�NE�SGD�CQHUDQ�LNCTKD�HR�xprotect-wb.jar ��%DKDSD�@MX�NSGDQ�CQHUDQ�gKDR�

*�BQD@SDC�@�.X42-�C@S@A@RD�@MC�RTBBDRRETKKX�OHMF^DC�HS�SN�BNMEHQL�SG@S�HS�HR�NM�KHMD��&UDM�RN
�LX�RS@SHNM
HMCHB@SDR�SG@S�SGD�C@S@A@RD�HR�CNVM�
%HC�XNT�CNVMKN@C�SGD�$NMMDBSNQ�+�EQNL�SGD�.X42-�VDA�RHSD �*E�XDR
�CHC�XNT�QDM@LD�HS�EQNL�HSR�CNVMKN@CDC
M@LD�SNmysql-connector-java.jar  �'HM@KKX
�CHC�XNT�BNOX�SGD�QDM@LDC�BNMMDBSNQ�SN�XNTQ

/H@F@Q@�&MSDQOQHRD�4DBTQHSX�*MRS@KK@SHNM�@MC�.@HMSDM@MBD�(THCD .@HMSDM@MBD
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niagara.home\jre\lib\ext ENKCDQ 

*E�XNT�ENQFNS�@MX�NE�SGDRD�RSDOR
�CN�SGDL�MNV
�QDRS@QS�XNTQ�RS@SHNM�@MC�BNMgQL�SG@S�SGD�C@S@A@RD�HR�QTMMHMF�

"C ITRSHMF�BNMSQNKKDQ�LDLNQX
-@QFD�@OOKHB@SHNMR�VHSG�LTKSHOKD�QD@CDQR
�ODQRNMR
�A@CFDR�@MC�YNMDR�L@X�DWODQHDMBD�LDLNQX�HRRTDR�SG@S�B@TRD
QDLNSD�RS@SHNM�BQ@RGDR��"CITRSHMF�SGD�/3&�	/H@F@Q@�3TMSHLD�&MUHQNMLDMS
�LDLNQX�ONNKR�B@M�OQNUHCD�QNNL�ENQ
RS@SHNM�NODQ@SHNMR�

Prerequisites:
: NT�@QD�TRHMF8 NQJADMBG@MC�@QD�BNMMDBSDC�SN�@�QDLNSD�BNMSQNKKDQ�OK@SENQL�

5N�@CITRS�SGD�LDLNQX�ONNKR�U@KTDR�ENQ/H@F@Q@�&MSDQOQHRD�4DBTQHSX�����ENKKNV�SGD�ADKNV�LDMSHNMDC�RSDOR�

��4SDO %NTAKD�BKHBJ1K@SENQL�"CLHMHRSQ@S1K@SENQL�"CLHMHRSQ@SHNMHNM�
5GD1K@SENQL�"CLHMHRSQ@S1K@SENQL�"CLHMHRSQ@SHNMHNMUHDV�NODMR�
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Chapter 15. Glossary
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