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Figure 3. "R;GJF? 1@ ; IFOGH BIIM?L PC?Q
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Chapter 2. Monitoring views
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Figure 9. OBIQ F;LG I?N;CFM QCH>IQ

Name Value
Timestamp 20-May-18 5:13:28 PM EDT
uuID 3aa740d9-fead-41f8-855c-8b3ae055805¢
Source State Offnormal
Ack State Unacked
Ack Required true

MiagaraMetwork entSecurity802

Sl a2 local:|station: |slot:/Drivers/NiagaraMetwork/entSecurity802
Alarm Class Medium

Priority 130

Mormal Time null

Ack Time null

User Unknown User

Alarm Transition Offnormal

Last Update 04-Jun-18 12:02:57 PM EDT

Alarm Data

Message Text Ping Failed
Source Name MiagaraMNetwork entSecurity802
Time Zone America/Mew_York (-5/-4)

Back Forward Acknowledge Hyperlink Notes Close
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1B?M? >;N; >?M=LC<? QBBPNICHN A?H?L;N?BR;F;LG ;H> NB? =OL2HN MN;N? IBPN~;LG

Description
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22&! 2HCKO? 2HCP?LM;F &?HN
0IOL=? ON;N? /?JILNM B2 =IGJIH?HN MN;N? NL;HMEN



+C;A;L; "HN?LILCM? 0?=OLCNS ?H@?L *IHCNILCHA PC?

Name Description

\  @@HILG;F HILG;F NI I@HILG;F

\' F?LN HILG;F NI ;F?LN

\ #OMW HILG;F NI @;DF
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=E /2KOCE> &HE=N?M B@;KLG GOMN <? ;=EHIQF?>A?me IL HIN fase

oloL=? /2JILNM 18?2 =IGJIH?HN NB:N NL:HMIDNP> @& HILG;F NI I@@HILG;F @NOR :F?LN &@
>?"HCHA M2:B =LCN?LC; SIO =;H OM? QC## B2

FiLG F;MM /2JILNM B2 Display Name 1@ B? :F;LG =F;MM :MMI=C;N?>BOBNJICHN 2=CJC?HN ILBRL
=IGJIH?HN

-LCILCNS /2JILNM 8?2 JLCILCNS F?P?F ;MMCAIB2=RLS =F;MM @IL ?;=B =IGJIH?HN MN;N?

NL;HMTON @& HILG;F NI offnomal @G HILG;F NI Faut @G |@ @HILG;F @NE ;F?LN
NI Normal ;H> @IG HILG;F NI Alet 1B? FIQ?L B? HOG<?LNB? GIL? MCAHC =;HB?N
;F;LG 1B? BCAB?MN JLCILCNS ;F;,LG GIMN MCAHC =;HN CM HOG<?LB2BI3?L N

NB? GIL? MCAHC =;HBPN\~;LG 1B? BCAB?MN JLCILCNS ;F;LG GIMN MCAHC =;HN CN
+ILG;F 1 CG? 4B?H > CMJF;S?> MBIQM ; HEH-O? OEIREY JICHNINOLHM NI ; HILG;F MN;NBZHNCN
>CMJIF;SBMNCG? B;N B? JICHN MN;NONQLH?> NI HILG;F
=E1CG? ICMJF;SMBR NCG? B;N B? ;F;.LG Q;M ;=EHIQF?>A?> C@ ;IJE<F?
2M7L &@BN;F;LG Q;M NLCAARRL<S ;H ;==?MM =IHNLPCIFGIH C>?aN?MB® J?LMIH

sMMI=C;N?> GENB? <;>A? &@BQ ;F;LG Q;M A?H?L;N?> <S G®OHZMCHA ?KOCJG?HN
C>?HBI?MBP MSMN?G O EHIQH

F;LG 1 L;HMCM 0BIQM 8? CHCR MIGR MN;NB\WN =,0M?>BP ;F;,LG NI <? A?H?L;N?> 1B? F,LG
1L;HMCM G;S HIN <? B? =OL2HN MN;N? IBP\~;LG MIOE? ,H=?;H F;LG1 L;HMCM C
=I?;N?> CN >I?M HIN =B;HA? @IL ; MCHAF? ;ZGL#IL ?R;GJF? C@R MIOE? MN;N?
L?NOLH?> NI Z+ILG;FE@N?L ;H Z, @HILG{FMN;NOMBGIM P;FC’;CHM ;N Z, @HILG]F

QM

1 HOG<?L

);MN 2J>;N? ICMJF;SMBR CG? B? MSMN?G GIMNPHRS OJ>;N?>BP ;F.LG
F;LG I:N; 12@?L NILE;LG !:N;
F,LG I;N;
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Description
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Figure 10. +IN?M QCH>IQ

<Multiple Alarms>

Called the department manager at le:lo
to report these alarms.|

0K Cancel

610 132H NBCM QCH>IQ <S M2ERENH :F:LG CIBAN:<F? :H> <G=ECHBANHIN?M <ONNIt || IH NB? FiLG
IHMIF? PC?Q

1B? 0JJ?L J;H? L2JILNMBP ;F;,LG 610 OM? BI? FIQ?L J;H? NI ?HN?L SIOL HIN?

F:LG #CR?L QCH>IQ
1BCM QCH>IQ >?"H?BPN-LCN?LC; OM?> NI CH=FO>? IL ?R=FO>?IG;NBNM BILG IHMIF? PC?Q
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F:LG #CR?L M?2B =LCN?LC;
Figure 11. F;LG #CR?L QCH>IQ

" Timestamp TimeRange v (D7 to ? »

[ | source Name |3% Must Include » | ®| Case Sensitive

D Source State |

[] Ack State |

[ priority mnfo [ maxf0

L] Alarm Class |% Must Include w | | Case Sensitive
L] Message |'3|{: Must Include w | Case Sensitive
L] Badge |'3-'i: Must Include » | ™| Case Sensitive
[ user |'H1 Must Include » | ™| Case Sensitive

Cancel

P
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Criterion Value Description
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Offnormal  HILG;F NI
|I@HILG;F




*IHCNILCHA PC?QM +C;A;L; "HN?LILCM? 0?=0OLCNS ?MH@?L

Criterion Value Description
Alert  HILG;F NI ;F?LN
Fault HILG;F NI @;DF

Normal 1@@HILG;F ;F?LN IL @QF

NI HILG;F
=E ON;N? N?RN /2JILNM 182 MN;N? |@N,F;,LG
OH;=EHIQF?>A?>
=EHIQF?>A?>
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>?J;LNG?HN G;H;A?L
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-L1J?LNC?M
Figure 12. *OFNC 0I0E? 3C?Q ,JNCIHM QCH>IQ

Multd Source View Options

' Notes Required On Ack [ralse

' Sound Delay 0h Om 10s

@ Sound File module://alarm/com/tridium/alarm/uifsound
© Disable Row Highlight [false

OK Cancel Reset to Defaults
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Property Value Description
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Figure 13. F;LG -1JOJ QCH>IQ

ConsoleRecipient - Live Auto Video Loading is ON | Il Auto Video Loading H £ Alarm Popup Setting || [[J change Layout | 1

Security Alarm Console

Time Range 07 (O

Timestamp Source State  Ack State Source Alarm Class Priority Normal Time User Message Text

= .‘ 15-5ep-18 G:5T:15AMEDT  Normal 0QAcked /1438 Unacked AXIS210A- (0408C836221 MotionDetectedl ~ Medium 150 15-5ep-186:57:15AM EDT  Unknown User

=4 A 15-Sep-186:57:15AMEDT  Normal OAcked /1434 Unacked AXIS210A - 00408C836221 Motion Detected Medium 150 15-Sep-186:57:15AM EDT  Unknown User
‘ 14-5ep-184:22%:11PMEDT  Alert 0Acked f 1Unacked Remote Reader Modulel.Reader 1 Medium 150 null Badge Does NotBxist 000029954224 [0]
‘ 14-5ep-184:20:05PMEDT  Alert 0Acked f 1Unacked Remote Reader Modulel.Reader 2 Medium 150 null Sanders, Randy Mo Access Right 00003744372 [0]
M 14-5ep-18 Z5LITPMEDT  Alert 0Acked / 1Unacked Remote Reader Modulel.Reader 1 Medium 150 null Sanders, Randy Mo Access Right 00003744372 [0]
M 14-52p-183:52:30PMEDT  Alert 0Acked f 1Unacked Remote Reader Modulel.Reader2 Medium 150 null Badge Does Mot Bxist 000029954224 [0]
A 14-5ep-18 11:12:56 AMEDT  Offnormal 0 Acked /1 Unacked NiagaraNetwork EnterpriseSecurity?_4 Medium 150 null Unknown User  Ping Failed
‘12-55&154:24:53 PMEDT Normal 0Acked /2 Unacked AsxisVideo Metwork AXIS 210A - 00408C836221  Medium 150 12-5ep-184:30:00 PM EDT  Unknown User  Ping Success
A 12-5ep-18 3:06:52PMEDT  Normal 0Acked / 1Unacked AxisVideo Network Medium 150 12-Sep-18 3:08:04 PMEDT Unknown User  Ping Success

‘ 14-Sep-18 4:29:20 PM EDT Normal 0Acked /3 Unacked Access Metwork Remote Reader Modulel High 250 14-5ep-18 4:32:21 PMEDT  Unknown User  Ping Success

Acknowledge Show Recurring. @ Silence ‘ v Filter Review Video 3

S

Live Video Video Playback

-4 AXIS210A - DD408CE36221(00408CE36221)

2p-18 9:24:13.000 AM EDT *

Videc Playback not supported by camera

A Previous Video ¥ Next Video | B Most Recent Video & Acknowledge
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AllAlarms L Video Alarms Only
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Figure 14. IHMIF?);SION QCH>IQ
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>CMJIF;SM BR)RP? >7?I;H> 3C>?] -F;S<;=E J;H?M @0 =;H =IH"AOL? M?NDHAM @IL ?;=B CPiS>0;F OM?LBWN N
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=NCPCNS *IHCNIL PC?Q
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H
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Figure 15. =NCPCNS *IHCNIL PC?Q

== Monitoring | [FTERERTNE Reports | i System Setup || & Threat Levels A Iagé}‘{@

= Alarm Console | a Activity Monitor | % Video Monitoring

& w |8 %] [2) @) [ P Page of 3 Page Size
b4
£, 11-May-18 10:21 AM EDT Log box.serverSession MyEntsecSupervisor 1000 Exception processing unsolicited BOX message java.lang.NullPoint
£, 11-May-18 10:14 AM EDT Log Y5 MyEntsecSupervisor 800 Saved C:ProgramDataNiagara4.6 ridiumstatiensMyEntsecSupervisorconfig.bog (422ms)
£ 11-May-18 10:14 AM EDT Log orion MyEntsecSupervisor 800 end checkpoint on MySQLDatabase (rdbMySQL:MySQLDatabase)
£, 11-May-18 10:14 AM EDT Log orion MyEntsecSupervisor 800 begin checkpoint on MySQLDatabase (rdbMy5QL:MySQLDatabase)
£, 11-May-18 10:14 AM EDT Log S¥s MyEntsecSupervisor 800 Saving station...
£, 11-May-18 10:06 AM EDT Audit Login MyEntsecSupervisor admin [Services/WebService Slot Name: 0:0:0:(
£, 11-May-18 9:14 AM EDT Log Y5 MyEntsecSupervisor 800 Saved C:ProgramDataNiagara4.6 ridiumstationsMyEntsecSupervisorconfig.bog (328ms)
£ 11-May-18 9:14 AM EDT Log orion MyEntsecSupervisor 800 end checkpoint on MySQLDatabase (rdbMySQL:MySQLDatabase)
£, 11-May-18 9:14 AM EDT Log orion MyEntsecSupervisor 800 begin checkpoint on MySQLDatabase (rdbMySQL:MySQLDatabase)
£ 11-May-18 9:14 AM EDT Log B MyEntsecSupervisor BOO Saving station...
£, 11-May-18 8:14 AM EDT Log sYs MyEntsecSupervisor 800 Saved C:ProgramDataNiagara4.6 ridiumstationsMyEntsecSupervisorconfig.bog (266ms)
&, 11-May-18 8:14 AM EDT Log orion MyEntsecSupervisor 800 end chackpoint on MySQLDatabase (rdbMySQL:MySQLDatabase)
£, 11-May-18 8:14 AM EDT Log orion MyEntsecSupervisor 800 begin checkpoint on MySQLDatabase (rdbMySQL:MySQLDatabase) i
< >
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/?=IL > 1SJ? /2JILNM 8? NSJ? |@ CH@ILGHE? [2=IL> L2JL?M?HNM ==?MM ON )IA F;LG F?LN 2H;=E?> &HNLOMCIH /?@pPL NI
<ION L?=IL> NSJ?M

=NCPCNS &>?H?MBP ?P?HN @IL ?R;GJF? )IACH "RCN /2KOBYNNIDGIN?> NB? MSMN?G NI A?H?L;B? K=IL> /?@?L NI
<ION ;=NCPCRM

ON;NCIH /2JILNM 8? MNBIH CH QBCER RP?HN |==0%%

ONBILCNS &>?HB?MBP J?LMIH BMJIHMC<F? @R RP?HN




+C;A;L; "HN?LILCM? 0?=OLCNS ?H@?L *IHCNILCHA PC?QM

Column Description
,<D?=N /2JILNM 8? >1IL ;N QBC=B B? ?P?HN |==0%%
1?M=LCJIBIH -LIPC>?M ;>X6IH;F CH@ILGIN

<ION L?=IL> NSJ?M
1B? NSJ? 1@ ;=DPCNSIL> CHBP >;N;<;M? JUPC>?M ;>X0lIIH;F CH@ILGJN ;<ION B? ?P?HN

Table 2. /?=IL > NSJ?M

Record type Description

==?MM &HE=;N?M EIL> =1?;N?> QB?H ; J?LMIH ;==?MM?BR<OCEHA

O>CN &HE=;N?M E=IL> NB;N JUPC>?M ;H ;O€N NL;CF

A &HE=;N?M 2EIL> =1?;N?> CH ; MSMN?G FIA

F,LG &HE=;N?M ;H ;F,L&GEIL>

F?LN &HE=;N?M EIL> =1?;N?> <S ;H ;F?LN

2H;=E?> &HE=;N?M 2EIL> NB;N RJILNM ;H ;F;,LG QBC=B B;M HIN <??H ;=EHIQF?>A?>
&HNLOMCIH &HE=;N?M EIL> =1?;N?> QB?H ;H CHNLOMCIH ?P?HN P==0OLL

<ION ;=NCPCRM
H;=NCPCNS ?RJF;CHM ;H ?P?HN #IL ?R;B83MPSNIN?G G;S AL;HN ;==?MM QBCF? Q@ltH3F =IH>CCIH CM
L?KOC> ,L NB? MSMN?G G;S >?HS ;==?MM @liMIH 1B? ;=NCPCNS P;FO? C?MB?P [?;MIH

Activity value Description

$L;HN?> +ILG;F ;==?MM ?P?HN

;>A? 1I?M +IN ==?MM >?HC?> <?=;,0MF?NMSMN?G =;HHIN "HBN<;>A? CH B? >;N;<;M?

"RCMN

;>A? CM )IMN ==?MM >?HC?> <?=;0M@;>A? B;M <??H >CM;<F?>

;>A? CM ICM;<F?>  ==?MM >?HC?> <?=;0M@N;>A? CM HIN ;#¥P? ;>A?M =;H <? >XCM;<F?> OMEBKS ; G;H;A?L OMCHR?NOJ?LPCMI
MN;GIH

;>A? +IN ==?MM >?HC?> <?=,0MF?N;>A? ?RCMNM <ON B;M HIN S?N <??H ;MMCAH?> NI ; J?LMIH

MMCAH?>

+l =N CP? 0=B?>OF2=?MM >?HC?> @IL F;=E 1@ ; M=B?>0OF?

+| ==?MM /CABN ==?MM >?HC?> <?=;0M@?NI?LMIH F;=ENBRLCABN NI ;==?N8il N=;N\CIH

2HEHIQH 4 C?A;H> ==?MM >?HC?> <?=,0MNQILG;N I@R <;>A? >I?M HIN =IH@ILG NI ; EHIQH 4 C?A;H> @ILG;N
#ILG;N

&HPE> -&+ ==?MM >?HC?> <?=;0ME’NI?LMIH ?HN?E ; -?LMIH;F &! +OG<?L NB;N >I?M HIN G;N=BBP <;>A?

+| -&+ +OG<?L ==?MM >?HC?> <?=;0M&?NI?LMIH > HIN MO<GCN ; -&+

"HN?R>

==?MM 7IH? ==?MM >?HC?> <?=;0M&?N==?MM TIH? CM HINGER

ICM;<F?>

,==0J;H=S ==?MM >?HC?> <?=;0M? GILL @?Q?L J?IJF? ;2 CHBP TIH? NB;H L?KOC>

3CIF;8IH

00J?LPCMIL /?KOEL ==?MM >?HC?> <?=;0M? MOJ?LPCIKOCR ;H> HIH? CM =S CBN;==?MM TIH?

HNC -;MM<;=E ==?MM >?HC?> <?=;,0M@?NI?LMIH ?HN?t ?RCN?> ;H> CM ;NNZGJA NI ?HN?L ;A;CH J;MM <;=E CQGR?FS ==?MM

3CIF;BIH =IH'AOL;NCIH IHNLIFF?L OSMN?G 0?NOJ==?MM 0?NOJ ==?MM 7IH?M>?"H?M B? Passback Timeout = P;FO?
NB? ;GIOHN 1@ GIG? RKOCE <?@IR2 NB? J?LMIH =;H J;MM <;=E

$L;HN?> ON +IN ==?MM AL;HN?> <OBPN?LMIH x> HIN ?HN?L

2M?>

$L;HN?> ON -&+ ==?MM AL;HN?> <OB?¥’ CM ; JIkF?G QCBI?CBPL B? <;>A? IL NB? -&+

IOL?MM

&@ -&+ >@UM CM M?N CBZCHHINIFF?LNB?H QB?H ; J?LMIH OM?M ; -&+ GOR? IGRM?N
MJ?=C ?> CBN=IHNIFF?LNB? MSMN?G AL;HNM ;==?MM <ON CMMURME2 1BEWQM ;
J?LMIH NI ?HN?L ; MJ;=? OH>?L 20IM <ON =;0M?M ;H ;F?LN

$L;HN?> ON HNC  ==?MM J?LGCNN?> <BNIILMIH CM ;NN?GEM NI ?HN?L ;A;CH J;MM <;=E <?@BR Passback Timeout = ?RJC?>

*L =B
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Activity value Description

-;MM<;=E CIF;8IH

$L;HN?> ON ==?MM J?LGCNN?> ?PBHONB NIl G;HS IL NIl @?Q J?IJF? ;L ? CHBP TIH? IL ; MOJ?LPCMIL CM HINARHN
,==0J;H=S

3CIF;BIH

$L;HN?> ON ==?MM J?LGCNN?> JTHHABP ;LLCP;F |@ GILI?IJF?
4 ;CRHA H*IL ?
==0J;H=S

$L;HN?> ON ==?MM J?LGCNN?> <BRIZLMIH GOMNZM?HNBRCL JBINI &!
4 ;CKHA ,H -BINI&!

$L;HN?> ON ==?MM==?MM J?LGCNN?> ?PBHORB 87 ;==?MM TIH? CM HINCPN
7IH? ICM;<F?>

$L;HN?> ON ==?MM J?LGCNN?> ?PBHOXB ; MOJ?LPCMIL CM HINIJHN
00J?LPCMIL /?KOEL

$L:HN?> &@ ==?MM J?LGCNN?> JBHA =B;HA?M NI IP?E:E==0J;H=S
,==0J;H=S
ILL 2=N?>

$L;HN?> ON 1;=? ==?MM J?LGCNN?>EXN=? JIPC>?>

&@ NL;=? B;M <??H M?N OJ @IL ; J?IBAHH ‘NP?LSQG? B? J?LMIH OM?M ;H ;MMCAH?> <;>AP
NB? MSMN?G CMMO?M ;H ;BRNQUISNIHMIF?

"RCN /?KO?MN +ILG;F ?RCN @LH ;==?MM TIH?

*HO;F ,P?LLC>? ==?MM J?LGCNN?> <S G;HEBFP?LLCHAB®? >|IL

JH=?F?> 1B? J?LMIH MN;LN?> NI ;==?BBMNH? <ON £> HIN =IGJF?NBN ;=NCIH
IHH?=NCIH ==?MM G;S IL G;S HIN <? J?LGCNN?>>07? NI ; H?NQILECHA CMMO?
-LI<F?G

$L;HN?> ON ==?MM J?LGCNN?> <BRAMSMN?G CM ?RJ?LC?H=CHA H?2KNEMGEIL
IHH?=NCIH

-LI<F?G

3;FC>;IKIH ILG?ION ==?MM >?HC?> <?=;0MFNG;RCGOG BIG? ;FIQ?> NI L?=?CP? ; <;>A? P;E>;iKIH B;M ?RJC:
"RICR>

&H:=P? 18N 1B? NBL2;N F?P?F K0J 2RCMNM <ON B;M HIN <?7EP:Ne>
)?P?F $10J

2HFI=E &HJON 1B? =IHNIFF?L 2=?CP?> :H CHIJON NI OHFBZE-NL
2HEHIQH 0IG?NBCHA B:JJ?H?>BIN CM HIN =IP2: B?1?

"> CN =IHQCAGINCPCNS *IHCNIL PC2RRCPCNS *IHCNIL N;<
1BCM PC?Q =IH RGLR? =NCPCNS *IHCIRIC?Q
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Figure 16. "> CN =QPCNS *IHCNIL PGLPCNS *IHCNIL N;<

- oo agara

=l Alarm Console = & Activity Monitor %, Video Monitoring

Activity Monitor  Alarm Classes

[l Audit History (/Services/EnterpriseSecurityService/auditHistory)

% Log History (/Services/EnterpriseSecurityService/logHistory)

. . LDAP Audit Histo Services/EnterpriseSecuritySenvice/ldapAuditHisto
|History Consolidation ¥l Access History {f;:rgcesm[cefss{:c:rTioIService}:cScessHrgtorfr) i
¥ attendance History (/Services/AccessControlService/attendanceHistory) v
¥ Intrusion Histo Services/IntrusionService/intrusionHisto

1BCM PC?QMJIF;SM QB?H SIO=HB® IH'AOL ? <ONNI} f CHBP =NCPCNS *IHCIRIC?Q

1B? History Consolidation JLIJ?LNS <IR?M IH B? PC?Q =IH ACLNB? ;=NCPCNS GIHCNIL N;<FB;MIGN
CH=FO>BPNISJ? I@?EIL>M SIO Q;HN NI GIHCNIE C=EB®? 0;P? <ONNIH NI E??J ;HS =B;HA?M <?@H;PCA;SHA
;Q;S @IG NB? PC?Q

=NCPCNS *IHCNIL F;LG F;MM?M N;<

&H ;>>CBlIH NI B? M?P?H >;SM |@ BCMRHIEAM M?F?=N?> IBN=NCPCNS *IHCNlji< NB? =NCPCNS *IHCIRIC?Q
>CMJF;SM ;F;L&LL>M @IL EFEMMCAH?> ;F;LG =F;,MM?M 1BCNE>?BL; Q;S NI ;MMCAH IL OH;MMCAH ;F;LG
=F;MM?M @IL GIHCNILCHA

Figure 17. "> CN =GBIPCNS *IHCNIL PG2QG F;MM?M N;<

niagara

framework

é‘i System Setup @; Threat Levels

== Monitoring ﬁ Personnel Reports

=1 Alarm Console | 4 Activity Monitor ¥, Video Monitoring

5o

Activity Monitor ~ Alarm Classes

Assigned

@ ¥ 3B
Display Name / Priority Total Alarm Count Open Alarm Count In Alarm Count Unacked Alarm Count Time Of Last Alarm

High 250 1] i} o o null
Low 150 0 1] 1] 1] null
Medium 150 3 3 2 3 17-May-19 11:02 AM EDC

610 ;==?MMBCM PC?Q <S=HCHHACNILCHA =NCPCNS *IHCNIE=ECHB™NIH AOL ? <ONNIF &b H>

*L =B
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=E=ECHBNF;LG F;MM?M;<

F.LG =F,MM?M =;N?AILCT?POAL;H> L ION? ;F;,LGM 1B? ;F,LG =F;MM @MWV =;H IRC>? ;F;LG JLCILCRM ;H>
>?MCAH;N? QBC=B ;F;L&0DCL,=EHIQF?>AG?HN 1B?S 2;FMI B? <;MCM @IL PCMIQFGHA CBR;F;LG
=IHMIF? PC?Q

IHNLIF <ONNIHM
&H ;>>CBIH NI B? MN;H>% #0R?L ;H> "RJILN <ONNIHE?NM? <ONNIHM M?BEZM\PC?Q

@
\ 2H;MMCAHRGIP?M B? ;MMCAHG?HN

\ &l 96SI?LEHEOHEM NBN?>CN PC?Q IL QCH>IQ @RMPF?=N?> CN?G &P GVIQ ;M >IO<F? E=ECHBN
N;<F?1Q 1BCM <ONNIH CM ;P;CF;<F? QB?H ; IEHAEMM?F?2=N?>
v B B MMcAH 152 <ONNIHM 132H :H> =FINBNH:MMCAHZ:H?

=NCPCNS *IHCNIL =IFOGHM

Column/data item Description

ICMJF;S +,G? &HE=;N?NBRH;G? ;MMI=C;N?> QENB? ;=NCPCNS

-LCILCNS &HE=;N?NBRMCAHC =;H=? B® ;LG 1B? FIQ?L RCM HOG<BMNGIL? MCAHC =;HBP\F;LG
1IN;F F;LG IOHN &HE=;N?MBRININ;F HOG<?L 1@ ;F;LGM

J?H F,LG IOHN &HE=;N?MBRININ;F HOG<?L 1@ ;F;LGBMNN,L? =OLPHNS 1J?H ;H> OH;=EHIQF?>A?>

&H F;LG IOHN &HE=;N?NBRNIN;F HOG<?L |@ ;F;LE@MNN\L? =OLPHNS ;=RP?

2H;=E?> F;LG IOHN &HE=;N?MBRININ;F HOG<?L 1@ ;F;LG/MNNB;P? HIN <??H ;=EHIQF?>A?>

1CG?1@ );MN F;,LG /?JILNM QB?H B? GIMN 2=?HN ;F;LG Q;M M;P?> NBR >;N;<;M?

=NCPCNS *IHCNILNRCFQCH>1Q
1BCM QCH>IQIPIC>?M ; M?LC?M |@ QCFMM NICMJIF;S IHFS GIRCNSIL>M |@ CHRIAN
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Figure 18. =NCPCNS *IHCNIINZCRCH>IQ

< Timestamp [[EESEAVTERE | 3

[ | record Type |

[ ] Activity |".|'E| Must Include ~ | ¥ Case Sensitive
[ | station |“.|'E| Must Include = = Case Sensitive
L] Authority |“.-'E| Must Include = = Case Sensitive
L] Object |".-'E| Must Include = ¥ Case Sensitive
L] Description |“-|'E| Must Include w1 Case Sensitive

P

610 1J?H NBCM QCH>IQ <€=ECHBMN/Q¥?L <ONNI_ ¥ | IH NB? =NCPCNS *IHCRIC?Q

=NCPCNS GIHCNIL #M2#LCN?LC;

Criterion Value Description

1CG?MN;GJ >LJ >IQH F CMN )JCGCNM MOGG;LS >;N; NI ; MJ?=CGNJ?LCI>

=NCPCNS QCF>=3L JCGCNM MOGG;LS >;N; <;M?> IHGRICNS H;G?

ON;NCIH QCPF>=3L )JCGCNM MOGG;LS >;N; <;M?> |[H M G?

ONBILCNS QCF>=3L JCGCNM MOGG;LS >;N; <;M?> |[H M?P?LCNS

,<D?=N QCF>=3L JCGCNM MOGG;LS <;M?> [HGHN ON;NIH ONIJJ?> 0?LPC=? ONIJJ?>

1?M=LCJIDIH QCP>=iL ICMJF;SMBR ?R=?JRIH MN;=E NL;=? EZTaNN;=? ?RCMNB?LQCMBEM P;FO? CM ?GJINS

3C>?1 GIHCNILCHA PC?QM

3C>?I GIHCNILCHA CM ;P;CF;<F? @IL =;@N;MNT=?HM?> ;H> ;>>?> OH>?BN;JJL IJLC;N? PC>?I H?NQILEM
2M? B?/2GIN? ILCP?LMPC?Q NI ;>> PC>?| >LCP?LMB® RC>?1 H?NQILEM;N ;L? E=?HM?> ;H> ;P;CF;<F? NI SIOL
MSMN?G

== Monitoring & Personnel ﬁﬂ' System Setup & Threat Levels

_|:|_ Alarm Console A Activity Monitor ¥, Video Monitoring

g Surveillance Viewer

3 Playback Viewer

1B? # ( *&/I(*$ -# =|HN;CHM ;>GBlIIH;F CH@ILGJN ;<ION =IH'AOLCHA PC>?| =;G?L;M @IL MOJJILN?>
=,G?L; GI>?FM



*IHCNILCHA PC?QM +C;A;L; "HN?LILCM? 0?=0OLCNS ?MH@?L

00OLP?EH=? PC?Q?L
1BCM PC?Q MOJJILNM POSENI HCH? PC>?1 =;G?L;M 16 G;S =IH'AOL? PC>?1 KO;ENS ;H> F;SION IGNM
@G NB? PC?Q7?ILBCM PC?Q?KQCM R? 4 ?<);0H=B?L L IQM?LM >| HIN MOJJILNBEM PC?Q?L

Figure 19. 3C>?I 0OLP#ERH=? PC?Q (BCN;G?L; F;SION

Drag a Camera into a Grid
M EntSec Axis

W AxizVideo Hallway

M AxisVideo Parking Lot

AspectRatio | Inheritfrom camera
Frame Rate Low
Resolution Low

Compression |Low

Layout E

m Save | G

610 ;==?MMBCM PC?@@IB? G;CH G?HO <S EEECHWCNILCHA 3C>?I *IHCNILCHA
1B? PC?Q =IHMCMNM 1@ J;@PALC> ";=B J;H? FCHEM NI ;H ;€ER? MOLFATF? =;,G7L;

Property Value Description

#L,G? /;N? >UJ >IQH F CMN 12°"H?M NB? @KO?H=S L;N? ;N QBC=B
;H CG;ACHA >?PC=CMJIF;SM
=IHM?=aDP? CG;A?M EF> @L;G?M

/?MIFORIH >lJ >IQH F CMN 12°"H?M HOG<?L |@ EMIM¥I=N JCR?FM CH
?,=B>CG?HMCIB;N B? PC?Q =;H
>CMJF;S

IGJL ?MMCIH >UJ >IQH F CMN 12°"H?M NB? KO;ENS IBNCG;A? 1B?

GIL? ;H CG;A? CM =IGIJEMM?> NI
?>0=? CNM "F? MBTEIQ?L B?
KO;EENS I@NCG;A?

);SION >1J >IQH 0?F?=NMNH;NO2I@ B? ALC>

-F:S<;=E PC?Q?L
1BCM PC?Q JF;SM <GIEPHL B=IL>?> PC>?1 @& ; MCHAF? M?F?=N?>=;G?L;
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Figure 20. 3C>?I -F;S<;=E PC?Q?L

r

AXIS M5065 PTZ Network Camera (172.31.67.228) - Camera | £+ [3 WebVideoPlayback v [¥]
Web Live Video
Select Preset 777 v Web Video Playback

Property Sheet
AX Property Sheet

14 4 Il | © o BrowseEvents (© Play From Time

HS =;G?L; OH>?L ; PC>?I H?NQILE CM ;P;CF;<F? @IL MIMF@&aNH IIN CIH EMN &2 NIJ F?@N =ILH?LB@ N
PC?Q?J?H> CHA IHBP =;G?L; NSJ? =IHNIEM ;I? ;P;CF;<F? @IL =IH"AOLCHA IDOKINAB? =;G?L;

Table 3. 3C>7?1 JF;S<;=E =IHNEM

&H=AG?HN;FS MJ??>M OBNI?P?LM? JF;S MJ??> @CN=B =E=E 1B? IH M22H JF;S CHC=;NIL MBIQNBR=0OL2HN
44 JF;S MJ??> QBCHBCM @ @HHICM <?CHA OM?>
#;MN -F;S
. 1B? [2QCH> MJ??> >?@\DFNI R 2M7B® =;G?L;W -LLJ?LNS 0B??N PC?Q NI =B;HAROM

MJ??> FC=ECHB@M <ONNIH IHZ®RCH>M ;N R G=ECHA CN ;A;CI;,0RNBPR [2QCH> MJ?7?
NI R 1B? G;RCGOG RQCH> MJ??>CM R

\Y

&HAG?HN;FS MJ??>M OBN@ILQ;k JF;S MJ??> Q@\P;=B =E=E 1B? IH M22H JF;S CHC=;NIL MBIQNBR=OL2HN

hb JF;S MJ??> QBCRBCM @ @HIHICM <?CHA OM?>
ors NS HEMN @ILQHMI??> >?@;0F NI R 2M7B9 =iG?LiW -IL?LNS 0B??N PC?Q NI =B;HARIW
MJ??> FC=ECHBMM <ONNIH IH=? ;>P;H=?M ;N FCHECHA CN ;A;CH;BHNBP @;MN @ILE)L
MJ??2> NI R 1B? G;RCGOG @ILQ:MI??>CM R
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Control Description

OECJ NIBP MN;LN IL
JLPPCIOMEE MJ??> FC=ECHBQ@M <ONNIH IHZ®ICH>M ;N R G=ECHA CN ;A;CR:®RNBP 12QCH> MJ??)

|

#LQ.L>0ecINIR? NI?R B?H R ?N= 1B? G;RCGOG @IL@MJI??>CM R
?H> IL H?RN €8

4BCF? JF;SCHA PC>BICNl @ @HHWMECJIM <;=EQNI NB? <?ACHHCHA B® NOL2HN NL;=E ;H> MN;LNM JF;SCHA
,“ ;ONIG;NC=FS

0ECJ /2P?LM? P o,
1B? I2QCH> MJ??> >?@NDFNI R 2M7B® =;G?L;YM -LJ?LNS 0B??N PC?Q NI =B;HAROW

\Y

NI R R ?N= 1B? G;RCGOGQCH> MJ??>CM R

4BCF? JF;SCHA <;=E PC>BOM @@H4NVECIM @IEQILNB? H?RN?=IL>?> NL;=E ;H> MN;LNM JF;SCHA ;OISHS

0EC) OFIQ @ILQ;k JF;S <;=E >?@;DM NI R E=ECHA CN ;A;CH;8RNBP MFIQ @ILQ:MJI??>

&HCNN?M JF;S<;=E ;H2MOG?M JF;S<;=E @IFCHA ; J;,0M?

»
-F;S
ICM=IHRHO?M JF;S<;=E ;B™MN-OL2HN FI=;8IH
||
-;OM?
0QCN=B?NG@UF;S<;=E PC>?| > CMJF;S NI 0P? PC>?IGMJF;S GHCHBR3C>?I -F;S<;=EPC?Q
)CP?

Table 4. "P?HN IHNIFM

Control Description

J?HM NB? L IQM?L “P?HNRICH>IQ

L1QM? ?P?HNM
&HCNN?M JF;S<;=H@]MJ?=C "= N\CG?

-F;S#UG 1 CG?

3C>?1 CHE=;NILM
1B? >LCP?LCMJF;SBAV? CK=;NILM GBPNPC>?1 JF;S<;=E QCH>IQ

\
\
\
\
\

@ ) CHX=;N?M )CPe?I

55X CH> C=;N?B® JF;S <;=E MJ??>

#MN #ILQ;l> OECJ -F;S ;H> -;OM? CHC=;N?BP PC>?| JF;S<;=E GI>?

OFIQ )CABN <FO? *280G *?>COG <FO? ;H>#MN LLE <FO? CHN?BP J;H NO¥;H> TIIG >?AL ??M
N?RN G?MM;A?GMJIF;SM IBNM=22H ;N I€G?M NI C8=;N?B® =IHH?=RIH MN;NOM

#CH> "P?HN

1BCM @@HHNI?HM BI? 1CG? &H>?RCH>IQ QBC=B QM SIO NI M?F?=N ;H ?P?HN ;=€HA NI ; MJ?=C"= >;N?
JH>NCG? CH N?LGM 1@ >;S @HBP;L ;H>NCG? =;F?H>;L C=IH CBNQCH>1Q JEM?HNM ;H CHN@R2N;F?H>;L
@IL QOMCHA NI ;H> M?FEEMBY >?MCE >;N?
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Figure 21. 1CG? &H>?R QCH>IQ
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Chapter 3. Personnel views

1B? -?LMIHH?E?HO CN?G 1J?HM NBR-?1JF? PC?QN B?L PC?QM IJ?H QB?H SIO ;>> TN ;==?MM BCMNILS ;H>
MBIQ 2;>?LM 1B? J?LMIHH?F PC?QM M?N OJ ;H> G;H;A? J?I1JF?

Figure 22. -?LMIHH?F G?HO
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NB? #Q¥?L <ONNI %

Property Value Description
==?MM /CABN +;G? N?RN 12’H?M NB? H;G? |@ B? ;==?MM LCABN
0=B?>0F? +;G? N?RN 12°’H?M NB? H;G? |@ B? M=B?>0F?
NB;N CM ;MMI=C;N?-BQEN;==?MM
LCABN
&HN?AICNH +;G? N?RN 1?°H?M NB? CHN?AICNH H;G?

;MMI=C;N?> (ECNB? LCABN

12H;HN +G? N?RN 12"H?M NB? N?H;HN H;G? ;MMI=C;N?>
QCBINB? LCABN
1BI2;N )?P?F $10J +,G? N?RN 12"H?M NB? MBL?;N F?P?F L)

;MMI=C;N?> (ECNB? LCABN

ON;LN IIN? >:N? 12°"H?M QB?H ;==?MM LCABNM MN;LN @IL




-?LMIHH?F PC?QM +C;A;L; "HN?LILCM? 0?=0OLCNS ?MH@?L

Property Value Description
NB? J?LMIH
"H> I;N? >:N? 1?°"H?M QB?H ;==?MM LCABNM ?H> @IL
NB? J?LMIH
MMCAH?> 1BIN )?P?F N?RN 12°"H?M NB? NBI?;N F?P?F @B?N
J?LMIH
>A?M N;<

1BCM N;< =I[HMCMNM I@ NQI J;HB?N <L CH@ LGN 1B?+?QFS MMCAH3;H? MBIQM R? <;>A?M ;MMCAH?>
NI NB? CHEPC>O;F QBIM? H;G? ;JJ?;LM ;RN |@ B? PC?QB? 2H;MMCAH3H? FCMNM ;P;CF;<F? ;==?MM LCABNM

Figure 32. ;>A?M N;<

[l save | &) People || & Add New Person || [™y Duplicate 2 Assign New Badge || [J Enroll New Badge

Summary Person Access Rights Badges

Newly Assigned

B g/ L=
Credential / Fadility Code Description Wiegand Format Name Sta
Unassigned

BJ(@]

i
3

Facility Code Description Wiegand Format Name
0000000000023450 0 55-Bit Wiegand Format Issue:

610 ;==?MMBCM PC?Q <G=HFCHAMIHH?F -?IUF? @IFIQ?><S =E=ECHBMN>> <ONNIH IL >IO<F? EEECHA ;
J?LMIH IQ CH B? N;<F? BI?H =E=ECHBN;>A?M N;<

IHNLIF <ONNIHM
1B? @HAQCHA =IHNL<ONNIHM?LP;CF;<F? CBN+?QFS MMCAH3:H?

@
\ [?GIP? MMCAHG?HN 2H;MMCAEMMMI=C;N?M ;H ;MMCAHERKNNNIPPCIOMFS G;>?

\ 00OGG;LS IJ?HM B? 00GG;LS QCH>IQ @IBRM?F?=N?> CN?G QBC=B MBIQM BIQ CI¢2ECRM 2L
=OLPHNS =IH"'AOR> lIO<F? =FC=ECHA IH ;HE)ILCH ; N;<F? IJ?HMBP 00OGG;LS N;< QBC=B =IHN;CBM N
M;G? CH@ILGIMH ;M BI? 00GG;LS QCH>IQ



+C;A;L; "HN?LILCM? 0?=OLCNS ?H@?L -?LMIHH?F PC?QM

-
\ %SJ?LEHEIHEM NBN?>CN PC?Q IL QCH>IQ @RMPF?=N?> CN?G &P OMI? ;M >I0<F? {F=ECHBN
N;<F?1Q 1BCM <ONNIH CM ;P;CF;<F? QB?H ; MEIHAEM.M?F?=N?>
&H ;>>C8IH NI B? MN;H>7% =IHNIF <ONNIHM 00OGG;LS %SIHE #CH.H>"RJILN NB? MMCAH <ONNIH CM
MJ?=C =S 2F;N?> NI B? 2H;MMCAHZH? 6 10 OM? BCM <ONNIH NI ;MMCAH ; M?F?=N?> ;==?MMB2CABN NI N
J?LMIHM R=IL> QBC=B SIO ;2;>> CHA IL ?€GHA

IFOGHM

L ?2>?HIC;F [?JILNM B? M?KO?IENF HOG<?L ;MMCAH?BRK\>A? 1B? =;L> L?;>?L OM?MVBCM
HOG<?L NI PE>;N? ;==?MM

#,=CENS I>? &>?HOI ?MBP JBSMC=;F <@ IA;HCT;NIH IL =;GJOM QB7L.NB? <;>A? G;S <? OM?>

1?M=LCJIBIH -LIPC>?M ; G?;HCHA@OPQIMBILN JBL;M? NI B?FJ SIQG?G<?L NB? JOLJIM? IL
=B;L;=N?LCBAHWV | BN<;>A?

4 C?AH>#ILG;N &>?HBI ?MBP QCLCHA MN;HX@IL BP? =;|> L?;>?L

ON;NOM [?JILNM 8? =O12HN =IH<GIH |@BP ?HENS ;M I@N-;,MNPI@IMB U;F;LGWQlE<F?>W
U>IQHW U@I@FUIEW UMN;F?W UOH;=E?> F;LGW

);MN +,G? [?2JILNM B? @;GCFS H;G? |I&”?N?LMIH

#CLMN +,G? [?JILNM B? ACP?H H;G? I@3RNJ?LMIH

1?H;HN +;G? [?JILNM 8? H;G? |@ B? ;MMI=C;N?> N?H;HN

;>A?M 00OGG;LS N;<
1BCM N;< QBC=B CM J;IBPI@LUNVIHH?F PC2QOGG;LCT?M >?N;CF CH@H@NL ?;=B <;>A?

-LIJ?LNC?M
Figure 33. ;>A? 00GG;LS N;<

Summary Badge

(] 00003744372 [0]

EType: [[] Badge

1 Credential: 00003744372

D Facility Code: 1]

i) Description:

& Wisgand Format: 37-Bit Wiegand Format (HID-H10302)
o Status: Active

ﬁ[}wner: Sanders, Randy

{PTenant:

610 ;==?MMBCM QCH>IQ@NB? G;CH G?HO <S EEECHAMIHH?F -?IJF? @IFIQ?><S =E=ECHBN>>

<ONNIF_ & ;H> =FC=ECHBMOGG;LSN;< IL <S >I0<F? =E=ECHA |H ;H ?RTHMAI?LMIH ;H> M?FCHXB?P
0OGG;LSN;<



-?LMIHH?F PC?QM +C;A;L; "HN?LILCM? 0?=0OLCNS ?MH@?L

1832 &>?HBI ?MBCM MOGG;LS ;M =IHN;CHCHA <;>A? >N;

L 252HIC;F 2JILNM 18?2 M?KO?IENF HOG<?L :MMCAH?:BRKN>A? 1B? =L> L?:>?L OM?NVBCM
HOG<?L NI PE>:N? :==?MM

#=CENS 1>? &>?HBI?MBP JBSMC=;F <@@ER IA;HCT;NIH IL =:GJOM QB72NB? <;>A? G:S <? OM?>

12M=LCINIH -LIPC>?M : G?:HCHA@OPR-QULMBILN JBL;M? NI B?FJ SIOG?G<?L N8? JOLJIM? IL
=B;L;=N?LOBAW |@N<;>A?

4 C?AH>#ILGN &>?HBI?MBP QCLCHA MN;H@IL BR =;L> L?;>7L

ON;NOM /2JILNM 18? =OL2HN =IHEGIH |I@B® ?HIENS :M IGNF;MN@AMB U;F:LGWAM<F?>W
U>IQHW U@WFUIEW UMN;F?W UOH;=E?> F;LGW

,QH?L /?JILNM 8? J?LMIH NI QBIG B? <;>A? CM ;MMCAH?>

12H:HN [2JILNM B2 H;G? 1@ B? :MMI=C:N?> N?H:HN

>A?M PC?Q

"P?LS <;>A? NB;N CM ?HR2ICHNIBP MSMN?G B;M ;MMI=C;N?> BN KM ;P;CF;<F? @M3F;S 1BCM PC?2Q2U
;H> ?HUFFM CEPC>0;F <;N=B?M ;MFrQRRAI0DIM |@ <;>A?M

IHNLIF <ONNIHM
Figure 34. 1?@;0ON ;>A?M PC?Q

00 #) /)&l B - ¢824
00000000000001 10 0 000110 55-Bit Wiegand Format Issueable
0000000000075001 0 75001 55-Bit Wiegand Format Active

610 ;==?MMBCM PC?@@IB? G;CH G?HO <S EEECHAMIHH?F ;>A?M

1B? @HQCHA 2NB? ;>A?M =IHNIF <ONNIHM

N
\ "HUFF =2;N?M ; H?Q <;>A? [2=IL> <S M=;HHCHBN<;>A? ;N ; L ?;>?L
@
\ >> [J?HM ; PC?Q IL QCH>IQ @IL Z:NCHA ; H?Q?2=IL> CHBP >;N;<;M?
\ :N=B "HLIFF =&;N?M ;H> =IH"AORM H?Q <;>A?M <S M=;HHCB2G\;N ; L?;>?L
e
\ HA? L ?;N? ;>A?M =L?;N?M ;H> =IHAORM ; MJ?=C"= HOG<?L |@ H?Q <;>A?M <S MJ?=C@&SCHA N

<?ACHHCHA ;H> TEHA 22?HIC;F HOG<?LM



+C;A;L; "HN?LILCM? 0?=OLCNS ?H@?L -?LMIHH?F PC?QM

\

\

-
%SJ?LEHEIHEM NBN?>CN PC?Q IL QCH>IQ @RMPF?=N?> CN?G &P OMI? ;M >I0<F? {F=ECHBN
N;<F?1Q 1BCM <ONNIH CM ;P;CF;<F? QB?H ; MEIHAEM.M?F?=N?>

00GG;LS IJ?HM B? 00GG;LS QCH>IQ @IBRM?F?=N?> CN?G QBC=B MBIQM BIQ CI¢2ECEM L
=OLPHNS =IH"AOP> !lO<F? =FC=ECHA IH ;HBRLCH ; N;<F? IJ?HMBP 00GG;LS N;< QBC=B =IHN;CB™ N
M;G? CH@ILGINH ;M BI? 00GG;LS QCH>IQ

Is

0BIQ /?;>?LM 13?HM NB? -?LMIH /?;>?L /2JILN 1B? )(*,+ =B;JN?L >I=0OG?HNNMGINLILN

5
0BIQ ==?MM %CMNILS [J?HB? =?MM %CMNRG?Q @IBNM?F?=N?2<IL>
0BIQ "RICL;NCIHM 1J?HMB? -?LMIH ==?MM /CABN /?JILRC?Q

@

I?F?N? RGIP?M B? M?F?=N?241L> LUQ @LG NB? >;N;<;M? N;<F? 1BCM <ONNIH CM ;P;CF;<F? QB?H SIO
M?F?=N ;H CN?G

Eij
.OC=E ">CN IJ?HMBN .OC=E ">CN QCH>1Q @B?W?F?=N?>CN?G M 1BCM@FROLSIO NI ?€N IH?
IL GIL ? L?=IL>M Q@&WON B;PCHA NI F?;PBN=OL2HN PC?Q

IFOGHM

Table 6. ;>A?M =IFOGHM

Column Description

L ?>?HIC;F [?JILNM 8? M?KO?IANF HOG<?L ;MMCAH?BRKN>A? 1B? =;L> L?;>?L OM?MBECM HOG<?L NI
P:FC>:N? :==?MM
#,=CENS I>? &>?HOI ?MBP JIBSMC=;F <@t |A;HCT;NIH IL =;GJOM QB7L.NB? <;>A? G;S <? OM?>

1?M=LCJIBIH -LIPC>?M ; G?;HCHA@OPFRQIMBILN JBL;M? NI B?FJ SIOG?G<?L NB? JOLJIM? IL
=B;L;=N?LCBHWV |BN<;>A?

4 COoAH>HILGN  &>?HE ?MB? QCLCHA MN;H@IL BP =;L> L?;>7L

ON;NOM /2JILNM 182 =OL2HN =IHERIH |@BP ?HIENS ;M I@NF;MN@IMB U;F;LGWAME<F?>W U>IQHW
U@;8W UIEW UMN;F?W UOH;=E?> F;,LGW
AN e /2JILNM B? @;GCFS H;G? IBPN?LMIH

#CLMN +G? [?JILNM 8? ACP?H H;G? IBRJ?LMIH
1?H;HN +,G? [?JILNM 8? H;G? |@ B? ;MMI=C;N?> N?H;HN

.OC=E ">CN QCH>IQ
1BCM QCH>IQ G;E?M ;P;CF; 2 NlJ?LNC?M @BMNMVI?F?=N?> <;>A? NBRS =;H <? ?>CN?> KOC=EFS
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Figure 35. ;>A?M .OC=E ">CN QCH>IQ

[ IDescription  |Employee Badge |

[|status

[ | 1ssue Date O T8A ® [11 ~Haug ~H2017 |[[10 ~]{o0 ~][aM ~|EDT
[] Expiration Date ® Never O 11 vAug ~ 2017 |[12 ~[{22 ~]|[pm ~]EDT
[ |Tenant (P |FGH Company W 5|

(o] cone

610 ;==?MMBCM PC?@@IB? G;CH G?HO <S EEECHAMIHH?F ;>A?M @IFIQ?> <S M?F?ENA ; <;>A? [?=IL>

‘H> =FC=ECHBMNOC=E ">CN <ONN | #

Property Value Description

;JJFC=;RIH L;>Cl <ONNIHM JIFS NI M?F?=N?>CN?GM ?R?=0ON?M
NB? =B;HA? M @IL IHASNM?F?=N?>
<;>A? JJFS NI ;F F R=IL>M
?R?=ON?M'N-B;HA? M @ILEK;>A?M
CHBP PC?QR.@BR PC?Q CMI7R>
=B;HA?M ;JJFS NI IHFBR "AN?R>
<;>A?M

1?M=LCJIBIH N?RN -LIPC>?M ; G?;HCHA@OFRQILMBILN
JBL;M? NI B?FJ SIO1G?G<?L NB?
JOLJIM? IL =B;L;=N?LCDANI |BN
<;>A?

ON;NOM >lUJ >IQH F CMN [?JILNM Z&MMO?;<F?[ OFE@
<:>A? CM ;MMCAHB?NCN G;S <7
=NCP? !CM;<F?> )IMN IL

2HEHIQH
&MMO? I:N? L;>Cl <ONNIHM 12°H?M QB?H ?;=B <;>A? CM
:ONBILCT?> @IL OMQILIN CIHM
:L? JIMMC<F?

1 NI<? ;MMCAH?> ;FFIQM BI?
CMMO? >;N? NI <? >?°"H?> ;N ;
F;N?LOG?

OCR >;N; IINCIHMMonth Day Year
hour minutes ;H> AMPM>?"H? NB?




+C;A;L; "HN?LILCM? 0?=OLCNS ?H@?L -?LMIHH?F PC?QM

Property Value Description
CMMO? >;N?
"RJICL;RIH ;N? L;>Cl <ONNIHM IH'AOL ?M R? >;N? ;H> NCG?

;@N?L QBC=B ?;=B <;>A? CM HI
FIHA?L ;OBILCT?> @IL OM?

never CHE=;N?NBMW B? <;>A?
>|?M HIN ?RJCL

OCR >;N? IJRIHMMVonth Day Year
hour minutes ;H> AM/PM

1?H;HN /?@ =BlIM?L 1?2°’H?M NB? =IGJ;HS H;G? |@
NB? ;MMI=C;N?> N?H;HN

'>A?M #CR?L QCH>IQ
1BCM QCH>IQA0="MB® <;>A?M N;<F?IQM NI IHFS BIM? SIO ;L? CHN?MN?> CH PC?QCHA

Figure 36. ;>A?M FN?L QCH>IQ

Filter
i | credential |‘3-"n Must Include w1 Case Sensitive
Facility Code Must Include L se Sensitive
L] lity Cod % Must Includ | Case Sensiti
Description Must Include L se Sensitive
L] p % Must Includ “| Case Sensiti
L] Wiegand Format Name |‘3-"n Must Include ~ | [*| Case Sensitive
[] status |
Last Name Must Include e se Sensitive
L] % Must Includ “| Case Sensiti
First Name Must Include W se Sensitive
L] % Must Includ “| Case Sensiti
Tenant Name Must Include W se Sensitive
L] %% Must Includ “| Case Sensiti

1l ;==?MM BCMNRL=[C=E?LMIHH?F ;>A?M ;H>=FC=EB® #Q¥?L <ONNI %

Criterion Description

L?>?HKCE [2JILNM B? M?KO?IEN- HOG<?L ;MMCAH?BRIKN>A? 1B? =;L> L?;>?L OM?MBCM HOG<?L NI
P:FC>:N? :==?MM

#=CENS  &>?HBI?MBP JBSMC=;F <@CE# |IA;HCT;NIH IL =;GJOM QB?2NB? <;>A? G;S <? OM?>

>?

?M=LCI0IH -LIPC>?M ; G?;HCHA@OPRQIMBILN JBL;M? NI B?FJ SIOG?G<?L NB? JOLJIM? IL =B;L;=N?LCGM
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Criterion Description

1@ R? <;>A?

4 C?AH>  &>?HBI ?MBP QCLCHA MN;BX@IL BR =;L> L?;>?L
#ILG;N

UIEW UMN;F?W UOH;=E?> F,LGW
JMN +G?  [2JILNM B? @;GCFS H;G? IgPN?LMIH
#CLMN +:G? [2JILNM 8? ACP?H H;G? IBRJI?LMIH
1?H;HN [?JILNM B? H;G? |@ B? ;MMI=C;N?> N?H;HN

+G?

ON;NOM [?JILNM 8? =OL2HN =IHX0CIH |@BP ?HENS ;M IBN-;MN@IMB U;F,LGWAM<F?>W U>IQHW NW®;OF

"HUFF +?Q ;>A? PC?Q

1BCM PC?@:AN2?M ; H?Q <;>A? I?=IL> <S M=;HHCHBN<;>A? ;N ; L ?;>?L
NB? PC?Q

Figure 37. ;>A? N;< "HL IFF +?Q ;>A? PC?Q

k save | ) Badges

Summary Badge

0;P? <ONNIH CM FI=;N?>BR NIJ |@

0B w48 v AM v IST
08 v 148 ¥ |AM ¥ IST

B

koS

Credential I

Facility Code i

Description I |
Wiegand Format @ None

Status Issueable ¥

Issue Date ® TBA 0B ¥ -Sep v -2018
Expiration Date ® Never 08 ¥ - Sep v -2018
Owner & None

Tenant @ None

Acceptable Formats

Scanned Badge I

Enrollment Reader [J None

2

6l0 ;==?MMBCM PC?Q <S=FCHAMIHH?F ;>A?M @IHQ?> <S =E=ECHB™N'HUFF <ONNII O

*HS ?HLIFF <;>A? JUJ?LNC?M 2NB? M;G? ;M BIM? @IL ZLINCHA ; H?Q <;>A? 1B? @HFQCHA N;<F? >I=0G?HNM

%L =B



+C;A;L; "HN?LILCM? 0?=OLCNS ?H@?L

NB? OHCKO? 21HEG?HN JI7LNC?M

Property

==?JN;<F? @ILG;NM

0=;HH?> ;>A?

"HUFFG?HN /?;>?L

Value

L?;> IHFS

L?;> IHFS HOG<?L

[?@ BIIM?L

-?LMIHH?F PC?QM

Description

ICMJF;SMBR OM;<F? = @ILG;NM @IL
i M=HH?> <;>A? &@ GR.NB;H IH?
@ILG;N CM ;==?2JIN;<FT=FE IHBP
@ILG;N NI OM? &@ IHFS IH? @ILG;N
;==2JN;<F? IL QB?H SIO M?F?=N;
@ILG;N @L; F CMN 1@ NQI IL GIL

NB? MSMN?G ;ONIGN;FS ?HN?LBPN
@ILG;N CHNBN4 C?A;H> #ILG;N
JLIJ?LNS

ICMJF;SMBR ;L > &! HOG<?L
>?N?=N?> < M=;HH?L

17°"H?M NB? 1?;>?L NI OM? @IL
?HILFFCHA H?Q <;>A?M

"HLIFF +?Q ;>A? 00OGG;LS N;<
1BCM N;<CMJF;SM <;>A? CH@ICGINM MIIH ;M SIO M;P? H?Q <;>A? >;N; OMCHBR BLJ?LNC?M =IH AOE IH

NB? ;>A?M N;<

Figure 38. 0OGG;LS N;< @IL "HEF +?Q ;>A?

Summary Badge

[@o [o]

B Type: [[] Badge
i) Credential: 0

23 Facility Code: 1]

) Description:

&x Wiegand Format:
i Status:
&L0wner:
PTenant:

Issueable

4B?H NB? >;N; ;L? M;P?> BCM N;<CMJF;SM 8#;NJL IJLC;N?"> CIRC?Q

Table 7. "HUFF +?Q ;>A? 00GG;LS N;< @C?F>M

Field Description

L ?>?HIC;F

#,=CENS [>?

1?M=LCJBIH

*L =B

1SJ? &>?HBI?MBCM MOGG;LS ;M =IHN;CHCHA <;>AFFBHHN CH@ILGHN

[2JILNM 8? M?KO?INF HOG<?L ;MMCAH?BRK\N>A? 1B? =;L> L?;>?L OM?M
NBCM HOG<?L NIExN? ;==?MM

&>?HOI ?MBP JBSMC=;F <@ IA;HCT;NIH IL =;GJOM QB7LNB? <;>A? G;S
<? OM?>

-LIPC>?M ; G?;HCHA@OP-QULMBILN JBL;M? NI B?FJ SIGG?G<?L NB?

CM




-?LMIHH?F PC?QM +C;A;L; "HN?LILCM? 0?=0OLCNS ?MH@?L

Field Description

JOLJIM? IL =B;L;=N?LCDANM |@N<;>A?

4 C?AH>#ILGN &>?HBI ?MBP QCLCHA MN;BX@IL B? =;L> L?;>?L

ON;NOM [?JILNM 8? =OL2HN =IHECIH |I@BP ?HENS ;M I@N-;MN@AMB U;F;LGW
UXM;<F?>W U>IQHW NV@WEW UMN;F?W UOH;=E?> F;,LGW

,QH?L /?JILNM 8? H;G? |@ B? =;L> BIF>?L

1?H;HN [?JILNM B? H;G? |@ B? ;MMI=C;N?> N?H;HN

>> IL ?> CN +?Q ;>A? PC?Q

1BCM PC?QRC>?M JU?LNC?M NI G;HOHS =2;N? H?Q <;>A?M ;H> ?>CN ?RCMA <;>A?M IH? <;>A? ;N ; ICG?
0;P? <ONNIH CM FI=;N?>BR NIJ |@ B? PC?Q

1B? ;>A? N;<CMBR ;=NCP? N;< <S >?@NORB7?H SIO CBS 1J?H B? PC?QB? N;< CH=FO>B? NUJ?LNC?M NI
=IH AOL? ; H?Q <;>A? L ?=IL>

Figure 39. >>+?Q ;>A? PC?Q

Save || I2) Badges

Summary Badge

Credential 0000000000001110

Facility Code 0

Description Headquarters

Wiegand Format :: 55-Bit Wiegand Format

Status Active v

Issue Date TBA ® 08 ¥ -Sep v -2018 08 v ;09 ¥ | AM ¥ IST
Expiration Date '® Never 08 v - Sep v -2018 |08 v |58 v |AM v IST
Owner &2 Bradley, Mandana » B @

Tenant (P None »

610 ;==?MMBCM PC?Q <S=ECHAMIHH?F ;>A?M @IFIQ?> <S =E=ECHBIN>> <;>A? <ONNIH |+

Property Description

L ?>?HIC;F +I HOG<?L [?JILNM 8? M?KO?N HOG<?L
‘MMCAH?> N\BN<;>A? 1B? =L>
?2;>?L OM?MBCM HOG<?L NI
P;FC>;N? ;==?MM

%L =B
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Property

#=CENS [>?

?M=LCJIBIH

4 C?AH> #ILG;N

ON;NOM

&MMO? I;N?

"RJICL;RIH I;N?

,QH?L

1?H;HN

Value

N?RN

N?RN

1?@ =BlIM?L

>UJ >IQH F CMN

L;>Cl <ONNIHM

L;>CIl <ONNIH ;H> 31 >IQH F CMNM

1?@ =BlIM?L

[?@ =BIIM?L

-?LMIHH?F PC?QM

Description

&>?HBI ?MBP JBSMC=;F <@E#
ILA;HCT;NIH IL =;GJOM QB7L
NB? <;>A? G;S <? OM?>

1?°’H?M ; G?;HCHA@OF QIIL
MBILN JBL;M? NI B?FJ SIO
L?2G?G<?L NB? JOLJIM? IL
=B;L;=N?LCBAW |BN<;>A?

J?HM NB? [?7@ BIIM?L QCH>IQ
OM?> NI ;MMCAH C2A;H> #ILG;N
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=NCP? ICM;<F?> )IMN IL
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1?°"H?M QB?H ?;=B <;>A? CM
;ONBILCT?> @IL OMQI1IN CIHM
;L? JIMMC<F?

1 NI<?;MMCAH?> ;FFIQM BI?
CMMO? >;N? NI <? >?°"H?> ;N ;
F;N?LSG?

OCR >;N; IINCIHMMonth Day Year
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<;>A? IQH?L
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>>+?Q ;>A? 00GG;LS N;<

1BCM N;<CMJF;SM <;>A? CH@ICGINM MIIH ;M SIO =IH AOR ;H> M;P? H?Q <;>A? >;N; OMCHABNJIUJ?LNC?M IH
NB? ;>A?M N;< 4B?H NB? >;N; ;L? M;P?> BCM N;<CMJF;SM 8F;8JL IJLC;N? ">CN PC?Q

Figure 40. >>+?Q ;>A? 00GG;LS N;<

Summary Badge

[[] 00003744372 [0]

EType: [[] Badge

O Credential: 00003744372

O Facility Code: 0

() Description:

s Wiegand Format: 37-Bit Wiegand Format (HID-H10302)
Ty Status: Active

ﬁt}wner: Sanders, Randy

PTenant:

Table 8. >>+?Q ;>A? 00GG;LS N;< @C?F>M

1SJ? &>?HBI ?MBCM MOGG;LS ;M =IHN;CHCHA <;>AF&HAHN CH@ILGHN

L 2>?HIC:F /2JILNM 8?2 M?KO?NF HOG<?L :MMCAH?BRKN>A? 1B? =:L> L?;>?L OM?M
NBCM HOG<?L NI@EN? :==?MM

#=CENS |>? &>?HBI ?MBP JBSMC=:F <@t IA;HCT;NIH IL =:GJOM QB72.NB? <;>A? G:S
<? OM?>

1?M=LCJIBIH -LIPC>?M ; G?;HCHA@OP-QILMBILN JBL;:M? NI B?FJ SIQ&?G<?L NB? JOLJIM?
IL =B:L:=N?LCEBM |BN<;>A?

4 C?2AH> #ILGN &>?HBI ?MBP QCLCHA MN;B>@IL BR =;L> L?;>7L

ON;NOM /2JILNM M2 =OL2HN =IHXGIH |@B® ?HKENS :M I@N-:MN@MB U:F:LGW
UXM;<F?>W U>IQHW NW@ IDWEW UMN;F?W UOH:=E?> F;LGW

,QH?L /?JILNM B? H;G? |@ B? =;L> BIF>?L

12H;HN /2JILNM 8?2 H;G? 1@ B? ;MMI=C;N?> N?H;HN

>A? N:<

1BCM N;<;JJ?;LM QB?H SIO%EN? IL ?7>CN ; H?Q <;>A?

-LIJ?LNC?M
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Save | ) Badges

Summary Badge

Credential |I]I]l]l]l3|1]ﬂD[]I]I] 12345
Facility Code |I]

Description |I'u'l1,rBadge

Wiegand Format i |55-Bit Wiegand Format

Status Issueable v

Issue Date ® TBA 15 ¥~ Sep v 2018 05 v |: 00 ¥ PM % |EDT
Expiration Date ® Never 15 vsep v/ 2018 |05 v|[00 v/ /PM V| EDT
Owner &£ [None

Tenant P |None

610 ;==?MMBCM N;<I@NB? G;CH G?HO <S EEECHAMIHH?F ;>A?M @IFQ?> <S =E=ECHBMN>> <ONNIH

@ IL NI ?7>CN ;H ?RCHMN <;>A? <S >|0<F? €EECHBMN;>A? LIQ CH B? ;>A?M PC?Q

Property Value Description
L ?>?HIC;F L?;> IHFS ICMJF;SMBR <;>A? HOG<?L
#,=CENS [>? L?;> IHFS ICMJF;SMBR <OCEHA IL IIB?L

HOG<?L BN C>?HIN?M QBZLNB?
<;>A? =;H <? OM?>

L ?>?HIC;F1?M=LCIM L?2;> IHFS ICMJF;SM ;HS ;>G06lIH;F CH@ILGIN
<ION NB? <;>A?

4 C?A;H>#ILG;N ?;> IHFS /?@ BIIM?L &>?HO ?MBP QCLCHA MN;BHx@lL
NB? =;|> L?;>?L
ON;NOM ?;> IHFS [?JILNM Z&MMO?;<F?[ OFE@

<;>A? CM ;MMCAHB?NCN G;S <7
=NCP? ICM;<F?> )IMN IL

2HEHIQH
&MMO? I:N? L?;> IHFS ICMJF;SM QB?BN<;>A? Q;M CMMO?>
"RJICL;EIH I;:N? L?;> IHFS &HE=;N?M QB?BN<;>A? CM HI
FIHA?L P,€>
,QH?L L?;> IHFS &>?HB?MB® J?LMIH NI QBIG NB?

<;>A? CM ;MMCAH?>

1?H;HN L?;> IHFS &>?HBI ?MBP N?H;HN NI QBIGBCM
<;>A? <?FIHAM
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;N=B "HLIFF ;>A?M PC?Q;>A? N;<
1BCM PC?Q =IH"AROL;H> =2;N?M H?Q <;>A?M <S M=;HHCBIZA\CH ;N ;HS =IHH?=N?72;2?L
Figure 41. ;N=B "HLIFF ;>A?M ;>A? N;<

k= save | I2) Badges

Summary Badge

Description | |

Wiegand Format : None »

Status Issueable ¥

Issue Date * TBA 08 v -Sep ¥ -2018 | 09~ ;03 v | AM v IST
Expiration Date ® Never 08 ¥ -Sep ¥ -2018 |09 v 103 v | AM v |IST
Owner &3 None »

Tenant P None »

New Badges

Scanned Badge
Enrollment Reader [J None »

610 ;==?MMBCM PC?Q <S ?RIGHA?LMIHH?F ;>A?M ;H>=FC=ECHBN;N=B "HLIFF <ONNII ﬂ
1B? ;>A? N;<=IHN;CHNWBR<;N=B ?HEF JLJ?LNC?M 0;P? <ONNIH CM FI=;N?>BR NIJ 1@ B? PC?Q

Property Value Description

I?M=LCIBIH <;>A? N?RN 12°"H?M ; G?;HCHA@OF GQIIL
MBILN JBL;M? NI B?FJ SIO
L?G?G<?L NB? JOLJIM? IL
=B;L;=N?LCBAW IBN<;>A?

4 C?AH>#ILG;N <;>A? [?@ =BlIM?L J?HM NB? /7@ BIIM?L QCH>IQ
OM?> NI ;MMCAH C2A;H> #ILG;N
@G NB? EMN |@ ;P;CF;<F? @ILG|NM

ON;NOM <;>A? >J>IQH F CMN [?JILNM Z&MMO?;<F?[ OFB@

%L =B
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Property Value Description

<;>A? CM ;MMCAHB?NICN G;S <7

&MMO? ;N? <;>A?

"RJICL;EIH "RICLSIH IIN? <;>A?

QH?L <;>A?

1?H;HN

0=;HH?> ;>A?

"HUFFG?HN /?;>?L

L;>CI <ONNIHM

L;>Cl <ONNIH ;H> 31 >IQH F CMNM

[?@ =BIIM?L

1?@ =BlIM?L

L?;> IHFS HOG<?L

[?@ =BIIM?L RKOCE

=NCP? ICM;<F?> )IMN IL
2HEHIQH

1?°"H?M QB?H ?;=B <;>A? CM
;ONBILCT?> @IL OMQI 1IN CIHM
;L? JIIMMC<F?

1 NI<?;MMCAH?> ;FFIQM B?
CMMO? >;N? NI <? >?°H?> ;N ;
F;N?LGG?

OCR >;N; IINCIHMMonth Day Year
hour minutes H> AMPM>?"H? NB?
CMMO? >;N?

IH'AOL ?M R? >;N? ;H> NCG?
;@N7?L QBC=B ?;=B <;>A? CM HI
FIHA?L ;OBILCT?> @IL OM?

never CHE=;N?NBMW B? <;>A?
>|?M HIN ?RJCL

OCR >;N? IJRIHMVonth Day Year

hour minutes ;H> AM/PM

ONIG;NC=FS 'FM C@ SIORF>
NB? J?LMIH @3_;HIN B?L PC?Q IL
>?2°H?M B? IQH?L OMCHBN?@
BIIM?L 1B? J?LMIH NI QBIG

NB? <;>A? CM ;MMCAH?>BCM N
<;>A? IQH?L

1?°’H?M NB? =IGJ;HS H;G? 1@
NB? ;MMI=C;N?> N?H;HN

ICMJF;SMBR <;>A? &! |@ NB? GIMN
L?=?HNS M=;HH?> <;>A?

&>?HBI ?MBP 1?;>?L NI OM?

;N=B "HLIFF 0OGG;LS N;<

1BCM N;<CMJF;SM <;>A? CH@ICGINM MIIH ;M SIO M;P? H?Q <;>A? >;N; OMCHBR BLIJ?LNC?M =IH AOE IH
NB? ;>A?M N;< 4B?H NB? >;N; ;L? M;P?> IBCM N;<CMJF;SM 8%;MJL IJLC;N? ?>CN PC?Q
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Figure 42. ;N=B "HLIFF ;>A?M 00GG;LS N;<

Summary Badge

Do o]

B Type: [[] Badge
i) Credential: 0

i) Facility Code: 1]

() Description:

zr Wiegand Format:

i Status: Issusable

&L0owner:

PTenant:

Table 9. "HUFF +?Q ;>A? 00GG;LS N;< JL IJ?LNC?M

18J? &>?HBI?MBCM MOGG;LS ;M =IHN;CHCHA <;>AFBAHN CH@ LG

L ?>?HIC;F [?JILNM 8? M?KO?NF HOG<?L ;MMCAH?BRKN-A? 1B? =,L> L?;>?L OM?MVBCM
HOG<?L NI PE>;N? :==?MM

#,=CENS I>? &>?HO ?MBP JBSMC=;F <@ IA;HCT;NIH IL =;GJOM QB7LNB? <;>A? G;S <?
OoM?>

1?M=LCJIBIH -LIPC>?M ; G?;HCHA@OPRQUMBILN JBL;M? NI B?FJ SIOG?G<?L NB? JOLJIM? IL
=B;L;=N?LCBAW |@N<;>A?

4 C?AH> #ILG;N &>?HOI ?MBP QCLCHA MN;EX@IL BPR? =;L> L?;>7L

ON;NOM [?JILNM 8? =O12HN =IHXGIH |@BP ?HENS ;M IB@N-;MN@IMB U;F;LGWQlE<F?>W
U>IQHW U@WFUIEW UMN;F?W UOH;=E?> F;LGW

JQH?L [2JILNM 8?2 H;G? 1@ B? =,L> BIF>?L

1?H;HN [?2JILNM B? H;G? |@ B? ;MMI=C;N?> N?H;HN

[JHA? L ?;N? ;>A?M PC?Q ;>A? N;<

1BCM PC?Q =IH'AOLH> =2;N?M ; MJ?=C'= HOG<?L |@ H?Q <;>A?M <S MJ?=C@SCHA <?ACHHCHA ;H> ?H>
=?>?HNC;F HOG<?LM
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Figure 43. ;HA? L ?;N? ;>A?M PC?Q ;>A? N;<

kH save | [2) Badges

Summary Badge

Facility Code :ID
Description
Wiegand Format 3 None

Status Issueable ¥

Issue Date * TBA 08 ¥ - Sep v -2018
Expiration Date ® Never 08 v - Sep v -2018
Owner &2 None

Tenant (P None

Credential Start 0
Credential Finish 0

-?LMIHH?F PC?QM

b

AM ¥ | IST
AM ¥ | IST

09 v
09 -

19 r
119 r
»

ko

610 ;==?MMBCM PC?Q <S=CHA_MIHH?F ;>A?M @IFIQ?><S =E=ECHB™N;HA? L ?;N? ;>A?M <ONNIH

<

610 ;==?MMBCM N;<I@NB? G;CH G?HO <S EEECHA

1B? ;>A? N;<=IHN;CHNWBRL;HA? =R2;N? <;>A?M JUJ?LNC?M 0;P? <ONNIH CM FI=;N?>BR NIJ 1@ B? PC?Q

Property

#,=CENS [>?

1?M=LCJIBIH

4 C?A;H>#ILG;N

ON;NOM

*L =B

Value

N?RN

N?RN

[?@ =BIIM?L

>UJ >IQH F CMN

Description

&>?HOI ?MBP JBSMC=;F <@EH
ILA;HCT;NIH IL =;GJOM QB7L
NB? <;>A? G;S <? OM?>

1?°’H?M ; G?;HCHA@OF GiIL
MBILN JBL;M? NI B?FJ SIO
L?G?G<?L NB? JOLJIM? IL
=B;L;=N?LCAW IBN<;>A?

J?HM NB? /2@ BIIM?L QCH>IQ
OM?> NI ;MMCAH CPA:H> #ILG;N
@G NB? EMN 1@ ;P;CF;<F? @ILG

[?JILNM Z&MMO?;<F?[ OFBR®

NM



-?LMIHH?F PC?QM +C;A;L; "HN?LILCM? 0?=0OLCNS ?MH@?L

Property Value Description

<;>A? CM ;MMCAHB?NICN G;S <7
=NCP? ICM;<F?> )IMN IL

2HEHIQH

&MMO? ;N? L;>Cl <ONNIHM 1?°"H?M QB?H ?;=B <;>A? CM
;ONBILCT?> @IL OMQI1IN CIHM
;L? JIMMC<F?

1 NI<?;MMCAH?> ;FFIQM B?
CMMO? >;N? NI <? >?°H?> ;N ;
F;N?LGG?

OCR >;N; IINCIHMMonth Day Year
hour minutes H> AMPM>?"H? NB?
CMMO? >;N?

"RJICL;RIH I;N? L;>Cl <ONNIH ;H> 31 >IQH F CMNM IH'AOL ?M R? >;N? ;H> NCG?
;@N?L QBC=B ?;=B <;>A? CM HI
FIHA?L ;ORILCT?> @IL OM?

never CHE=N?NBMW B? <;>A?
>|?M HIN ?RJCL

OCR >;N? IJRIHMVonth Day Year
hour minutes ;H> AM/PM

,QH?L 1?@ =BIIM?L ONIG;NC=JFS 'FM C@ SIOFF2>
NB? J?LMIH @3_;HIN B?L PC?Q IL
>?2°H?M B? IQH?L OMCHBN?@

BIIM?L 1B? J?LMIH NI QBIG
NB? <;>A? CM ;MMCAH?>BCM N
<;>A? IQH?L

1?H;HN 2@ =BIIM?L 12°H?M NB? =IGJ;HS H;G? 1@
NB? :MMI=C;N?> N?H;HN

L ?>?HIC;F ON;LN HOG<?L &>?HOI ?MBP HOG<?L NI OM? @B2?N
"LMN <;>A? CHBRIL;HA?

L ?>?HIC;F #CHCMB HOG<?L &>?HOI ?MBP HOG<?L NI OM? @B2?N
F;MN <;>A? CBAL;HA?

[HA? L ?:N? :>A?M 00GG;LS N:<

1BCM N;<CMJF;SM <;>A? CH@ICGINM MIIH ;M SIO M;P? H?Q <;>A? >;N; OMCHBR BLIJ?LNC?M =IH AOE |H
NB? ;>A? N;< 4B?H NB? >;N; ;L? M;P?> BCM N;<CMJF;SM B88;BIL IJLC;N? ?>CN PC?Q
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Figure 44. [;HA? L ?;N? ;>A?M 00GG;LS N;<

Summary Badge

(] 00003744372 [0]

B Type: [[] Badge

i Credential: 00003744372

1 Fadility Code: 1]

) Description:

g Wisgand Format: 37-Bit Wiegand Format (HID-H10302)
i Status: Active

ﬁl}wner: Sanders, Randy

PTenant:

Table 10. /;HA? L ?;N? ;>A?M 00GG;LS N;< JUJ?LNC?M

18J? &>?HB?MBCM MOGG;LS MILNCHA <;>A? ?HEFG?HN CH@ILGHN

L ?>?HIC;F [?2JILNM B? M?KO?IENF HOG<?L ;MMCAH?BRKN-A? 1B? =;L> L?;>?L OM?NVBCM
HOG<?L NI P;E>;N? :==?MM

#,=CENS 1>? &>?HOI ?MBP JBSMC=;F <@EH IA;HCT;NIH IL =;GJOM QB7LNB? <;>A? G;S <?
OM?>

1?M=LCJIBIH -LIPC>?M ; G?;HCHA@OPRQILMBILN JBL;M? NI B?FJ SIOG?G<?L NB? JOLJIM? IL
=B;L;=N?LCBAW |BN<;>A?

4 C?AH>#ILGN &>?HOI ?MBP QCLCHA MN;HX@IL BP? =;L> L?;>?L

ON;NOM /?JILNM 8? =OL2HN =IHXCIH |@BP ?HKENS ;M IBN-;MNP@1MB U;F;LGWQlE<F?>W
U>IQHW U@IQFUIEW UMN;F?W UOH;=E?> F;,LGW

,QH?L /2JILNM 8?2 H;G? 1@ B? =,L> BIF>?L

1?H;HN /?2JILNM B? H;G? |@ B? ;MMI=C;N?> N?H;HN

==?MM /CABNM PC?Q

H ;==?MM LCABN CM >;N;<?R_ NB;N C>?HN?M QBC=B @S ; J?LMIH G;S ?HN?M=B?>0F? ;MMI=C;N?>
QCBI;H ;==?MM LCABN GS7HMNBP >IIL M ;H>L?;>?L M ; J?LMIH G;S OM? NI ?HN?H ;==?MM LCABNRC>?M
CH@ILGH ;<ION QB?2 ; J?LMIH NSJCFS BMC>?M CH ; <CER>*ORCJF? N?H;HNM G;S MBR? M;G? ;==?MM
LCABNM 1BCM N;<F?GNINE |2 ;==?MM LCABBIM RRCMN EHNAEMN?G

U 1J?H N BCM PC2RJ;H> -?LMIHH?FH> =FC=E==?MM /CABNM
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Figure 45. ==?MM /CABNM PC?Q

o 5 = @ >
A
Employees MorningHours
Operator Evening
Tridium Always

610 ;==?MMBP ==?MM /CABNA@?QM <SGFECHA_MIHH?F ==?MM /CABNM

IHNLIF <ONNIHM
&H ;>>CGIH NI B? MN;H>:: =IHNILF <ONNIHM KCEIFOGH BIIM?L /[?@REMB *H;A? /2JILNM ;H>"RJILN NB?
@IAQCHA 2 ==?MM /CABNM =IHIN{ONNIHM

\

\

\

<) | >>137HM ; PC?Q IL QCH>IQ @IL “NCHA ; H?Q2=IL> CHBR >;N;<:M?

& | %SI?LEHEIHEM NBN?>CN PC?Q IL QCH>IQ @RMPF?=N?> CN?G &P ENAQ ;M >IO<F? E=ECHBN
N;<F?1Q 1BCM <ONNIH CM ;P;CF;<F? QB?H ; IEIHAEM.M?F?=N?>

00GG;LS IJ?HM B? 00GG;LS QCH>IQ @IBRM?F?=N?> CN?G QBC=B MBIQM BIQ CI¢RECRM 2L
=OLPHNS =IH"AOR> lIO<F? =FC=ECHA IH ;HEB)ILCH ; N;<F? IJ?HMBP 0OGG;LS N;< QBC=B =IHN;CBM N
M;G? CH@ILGZMH ;M BI? 00GG;LS QCH>IQ

@ 1?7F?N? RGIP?M B? M?F?=N724IL> LUQ @IG NB? >;N;<;M? N;<F? 1BCM <ONNIH CM ;P;CF;<F? QB?H SIO
M?F?=N ;H CN?G

= *'N=B QCB >CM=IP?LS @HCMM ;H ;<NH NI OJ>;N? ; MCHAF? CNB28 QM FES CHBPR MSMN?G
>N;<;M? &N CM ;P;CF;<F? QB?H SIO M?F?=N ;H CNBOBZH,KIN;M?  J;H? ;H> NB? ICM=IP?R> J;H? 1@ ;
G;H;A?L PC?Q1BCM ;€NH ;MMI=C;N7BPNCM=IP?t CN?G QBNB? M?F?=N?7> CNBNNCM FELS CHBP?
>N;<;M?"OMO;FS ;H CN?G2RCIOMFS ;>>?>@H? 1B? ;>>?> CN?G ;MMOGBMMNIJ?LNC?M >?"H?> @IL CN
CHB® >;N;<;M? 610 =;H ?>CN JI?LNC?M ;@N7?L CHABP CN?G

# | .OC=E ">CN 1J?HMBR .OC=E ">CIQCH>IQ @ILB? M?F?=N?>CN?G M 1BCM@FROLSIO NI 7N IH?
IL GIL ? L?=IL>M QE@&W\ON B;PCHA NI F?;PBN=OL2HN PC?Q

[ IOJFC=;N? 1I3?HM ; +?2Q QCH>IQ ;H> JIJOF;N?M ?;=B lI?LNS Q@NILJ?LNC?MI@INB? M?F?=N?>
CN?G 2MCHBFCNI <ONNIH MJ?BNMIN?G 2INCIH

% 0BIQ "RJICL;NCIHM 1J?HVBE? -?LMIH ==?MM /CABN /?JILRC?Q
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\ [a 0BIQ /?;>?LM 13?HM NB? -?LMIH /?;>?L /2JILN 1B? )(*,+ =B;JN?L >I=OG?HNNGINPLILN

IFOGHM
Table 11. ==?MM /CABNM =IFOGHM

==?MM /CABN +;G? &>?HOI ?MBP NCR? |@BP ;==?MM LCABN ;MMI=C;NB>NEYCNHIENS

0=B?>0F? [?JILNM B? H;G? |@ B? ;MMI=C;N?> M=B?>0F? C@ ;HS

+C;AL; &HN?ALMH &! [?2JILNM B? H;G? |@ B? ;MMI=C;N?> CHN?&IEN! 1B? MSMN?G J?L@ILGM €88F>

;ONIG;NCIH ;=KIHM MO=B ;M NOLHCHRABNM IH ;MMI=C;N?BQEDIM NSJ? |@ &!

1?H;HN [?2JILNM B? H;G? |@ B? ;MMI=C;N?> N?H;HN

1BL?;N )?P?F $LLOJ [?JILNM 8? H;G? |@ B? ;MMI=C;N?BKP;N F?P?F KLJ

==?MM /CABNM 0OGG,;LS N;<

1B? MOGG;LS N;< JPC>?MB® >?N;CFM @i NOL2ZHFS M?F?=N?> ;==?MM LCABN

1B? 00GG;LSN;< IH NB? +?Q ==?MM /CABRC?Q EMJIF;SBN@HQCHA CH@ILGH 1B? MSMN?G OJ>;N?M CN
;@N?L SIO ?HN?L ;H> M;P? ;H ;==?MM LCABRDGBASN;< G;S ;FMI CH=FO>? =IHN?RN IJUC;N? EMNM 1@ allLM
J?IJF? ;H> =L > L?;>7LM B;N ;L? ;MMI=C;N?> CEENB? >CMJF;S?> ;==?MM LCABN

Figure 46. ==?MM LCABNM 00GG;LS QCH>IQ

Summary Access Right People Readers Floors

ERwesterre 3rd Floor

B Type: B3 Access Right
) Access Right Name:  Westerre 3rd Floor
| |Schedule: M-F: 6-6

4 Niagara Integration ID:

{PTenant: Star City Hall

[ Threat Level Group: Threat Level Group

610 ;==?MMBP 00GG;LS N;< @& NB? ==?MM /CABNI@?Q <S EEECHBMNDOGG;LS N;< CH ;H ?RCMAN ==?MM
/CABN IL <S €=ECHBMNOGG;LSN;< @G NB? >>+?Q ==?MM /CABNPC?Q

610 ;==?MMBP H?Q ;==?MM LCABN 00GG;LS N;<GSEFHBMNOGG;LSN;<

Table 12. 00OGG;LS 1@ ;==?MM LCABBJRINC?M

1SJ? &>?HBI ?MBCM MOGG;LS ;M ; EF=GIH 1@ ;==?MM LCABN >;N;

==?MM /CABN +,G? &>?HB ?MBP ICR? |@BP ;==?MM LCABN ;MMI=C;NB>NEYCNHIINS

0=B?>0F? [?JILNM B? H;G? |@ B? ;MMI=C;N?> M=B?>0F? C@ ;HS

+CAL; &HN?ALMH &! [?2JILNM B? H;G? |@ B? ;MMI=C;N?> CHN?&IEN! 1B? MSMN?G J?L@ILGM
<OCIEHA ;ONIG;NIH ;=KIHM MO=B ;M NOLHRCH2ABNM IH ;MMI=C;N?BQCN
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Property Description

1?H;HN [?JILNM B? H;G? |@ B? ;MMI=C;N?> N?H;HN

1BI?;N )?P?F $1OJ [2JILNM B? H;G? 1@ B? ;MMI=C;N?=BIKP;N F?P?F KQJ
-?10F? [?JILNM B? H;G?M 1@B® J?1JF? ;ONBILCT?> NI ?HN?BN<OCEHA

.OC=E ">CN QCH>IQ
1BCM QCH>1Q CNMNCGJIILN;HN J?LNC?M ;MMI=C;N?>B)CGNLMIH¥I ;==?MM LCABNM

Figure 47. ==?MM /CABNM .OC=ENPC?Q

* ppply to selected items: 1 Apply to all records with the current filter

Schedule @ |Bui|ding unlocked »
Miagara Integration ID i} INu-ne b3
Tenant P |FGH Company » =
Threat Level Group /iy, None »
Threat Level Operation Mormal hd
Default Assigned Threat Level | —Default-—- ¥
Add People ﬁlﬂune oy
Remove People &Iﬂune 3
Add Readers W |I"ulune .
Remove Readers [J IMone B
|{ZI_IL| Cancel |

1BCM QCH=>IQ 13?HM QB?H SIC=B?P .OC=E ">CN <ONN =N NB? NI @ B? ==?MM /CABNIZ?Q

Apply to selected items: <number selected> =B;HA?M IHFBN M?F?=N?> ;==?MM LCABNM
Apply to all records with the current filter =B;HA?M ;F R=IL>M C>?iEN?> <S B? "AN?L
Property Value Description
0=B?>0F? N?RN &>?HOI ?MBP H;G? |@ B? M=B?>0F?
C@ ;HBN CM ;MMCAH?BRI&:?MM
LCABN
+C;AL; &HN?ALMH &! N?RN 1?M=LC<?MBRIJBSMC=;F MJ;=?

QB?1? ; N?H;HN =;& BIF>?L
NSJC+FSPMC>?M CH ; @NERBCM
CH@ILGMWH G;S <? J;MM?> NI ;
<OCEHA ;ONIG;NIH MSMN?G <S
H?N @IL ?R;GJF? MI NB;N
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Property Value
1?H;HN [?@ =BlIM?L
1BI1?;N )?P?F $10J 1?@ =BIIM?L

1BI?;N )?P?F ,J?L;NCIH ;JJ?;LM IHFS >UJ>IQHF CMN >?@i{RMNI +ILG;F
QB?H ; Threat Level Group CM

:MMCAH?>
1?7@;0R MMCAH?> B\ )?P?F >?@; O NbDefaultd
>> -?1JF? /7@ BIIM?L

-?LMIHH?F PC?QM

Description

QB?H ; J?LMIH ?R?ECM?BCM
;==?MM LCABN <S ?HN?BCHA N
@;=CRSBR ;JJL IJLC;N? EABTHA
%3 ;H>IN B?L=IHNEM ;>DOMN
;ONIG;NC=FS

1?27H?M NB? =IGJ;HS H;G? 1@
NB? ;MMI=C;N?> N?H;HN

)CMNBALBIZ;N )?P?F $10J C@ :HS
NB:N CM :MMCAH?:BREAE?MM LCABN

1?°H?M BIQ NB? ;==?MM LCABN
L?MJIH>M NI ; BL?;N F?P?F

Normal ;FFIQM HILG;F ;==?MM ;M Q
HI NBI?;N F?P?F CM ;MMCAH?> Q
NB? =OL2HNS ;=RP?BI?;N F?P?F C
?KO;F NI IL F?MB;N NB? NBL?;N
F?P?F ;MMCAH?>B1JLMIHY
;==?MM LCABN

Specific Level ;FFIQM HILG;F
;==?MM ;M C@ BIPNN F?P?F CM
:MMCAH?> :M FIHA 8PN
=OLPHNRS ;=RP?BI?;N F?P?F CM
?KO;F NI BR? BI?;N F?P?F ;MMCAH
NI NB? J?LMIHM ;==?MM LCABN

Reverse ;FFIQM HILG;F ;==?MM ;M
HI NBI?;N F?P?F CM ;MMCAH?> ;N
FIHA ;M R? =OL2HNS ;=8P?
NBL?;N F?P?F CM ?KO;F NI ;ML
NB;H NB? MBL?;N F?P?F ;MMCAH?>
NB? J?LMIHM ;==?MM LCABN

Reverse ;FFIQM MIG? NSJ?M |@
J?IJF? ?G?LA?H=S PMJIH>?LM
CHNI ; @;€0FS QB?BN,=NCP?
NBI?;N F?P?F CM ?F?P;N?>

1?°"H?M ; MJ?=C = BI?;N F?P?F NI
;MMI=C;N? (ECid ;==?MM LCABN
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PDefauto  NB? ;==?MM LCABN
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Property

[?GIP? -?1JF?

>> [?2;:>7LM

[?GIP? [?;>?LM

Value

/?@ BIIM?L

[?@ BIIM?L

[?@ BIIM?L

+C;A;L; "HN?LILCM? 0?=0OLCNS ?MH@?L

Description

LCABN

ICM;MMI=C;N?M J?IJFTG@BCM
;==?MM LCABN

MMI=C;N?M IH? IL GIR L?;>?LM QN
NBCM ;==?MM LCABN

ICM;MMI=C;N?M IH? IL GIIL?;>?LM
QCBINBCM ;==?MM LCABN

#OR?L QCH>IQ

1BCM QCH>1Q M?F?=NM @BO=BANI PC?Q MPMN;<F?
Figure 48. #0¥?L QCH>IQ @IL ;==?MM LCABNM

...\ Access Right Name %
[ | schedule Name |‘3"'n
L] Integration Name |‘3"'n
[ ] Tenant Name |‘3"'=-

[] Threat Level Group Name |‘3-"n

Must Include
Must Include
Must Include
Must Include

Must Include

~ ¥ Case Sensitive
~ | ¥ Case Sensitive
= | *| Case Sensitive
¥ Case Sensitive
wo ¥ Case Sensitive

U ,;==?MM RCMN?PL @NB? G;CH G?HO €EE?LMIHH?F ==?MM /CABN®IFIQ?> <S =E=ECHBMN{CQ¥?L <ONNIH

P

L

£

Type
==?MM /CABN +;G?

0=B?>0F? +,G?

&HN?ALCMH +;,G?

1?H;HN +,G?

1BL?;N )?P?F $LOJ +;G?

Value

QCF>=#

QCF>=x

QCF>=#

QCF>=x

QCF>=#

Description
0?NM OJ IH? IL GII? ;==?MM LCABNM
M?;1=B =LCN?LC;

0?NM OJ IH? IL GILI? M=B?>0F? H;G?M
;M M?;EB =LCN?LC,;

0?NM OJ IH? IL GIL? CHN?AICM
H;G?M ;M M?#B =LCN?LC;

0?NM OJ IH? IL GIL? N?H;HN H;G?M ;M
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0?NM OJ IH? IL GIL? NBL?;N F?P?F
ALOJ H;G?M ;M M?;EB =LCN?LC;
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>>+?2Q :H>?> CN ==?MM /CABNM PE2¥MM /CABN N:<
1BCM PC?QRIC>?M JU?LNC?M NI =IH'AQLH> =L?;N? H?Q ;==?MM LCABNM
Figure 49. >>+?Q ==?MM /CABN PC?Q

Save || D) Access Rights || [ Duplicate

Summary Access Right People Readers Floors

Access Right Name Employees

Schedule MorningHours »
Niagara Integration ID 3 None »
Tenant (P None »
Threat Level Group /A None »
Description
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Property Value Description
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1?@ =BlIM?L
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Threat Level Operation ;H> Default
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1?°H?M BIQ NB? ;==?MM LCABN
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Normal ;FFIQM HILG;F ;==?MM ;M Q
HI NBI?;N F?P?F CM ;MMCAH?> Q
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?KO;F NI IL F?MB;N NB? NBL?;N
F?P?F ;MMCAH?>BQ1JRLMIHW
;==?MM LCABN

Specific Level ;FFIQM HILG;F
;==?MM ;M C@ BIP\N F?P?F CM
:MMCAH?> :M FIHA BPN
=OLPHNRS ;=RP?BI?;N F?P?F CM
?KO;F NI BR? BI?;N F?P?F ;MMCAH
NI NB? J?LMIHM ;==?MM LCABN

Reverse ;FFIQM HILG;F ;==?MM ;M
HI NBI?;N F?P?F CM ;MMCAH?> ;N
FIHA ;M R? =OL2HNS ;=RP?
NBL?;N F?P?F CM ?KO;F NI ;ML
NB;H NB? MBL?;N F?P?F ;MMCAH?>
NB? J?LMIHM ;==?MM LCABN

Reverse ;FFIQM MIG? NSJ?M |@
J?IIF? ?G?LA?H=S PMJIH>?LM
CHNI ; @;€0FS QB?BN,=NCP?
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Property Value Description

PDefauto  NB? ;==?MM LCABN
CHB?LCRPRINRI?;N F?P?FI@NB?
17@;O0N ==?MM /CABN 2B\L)?P?F
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-?21JF? N:<
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Figure 50. >>+?Q ==?MM /CABNM -?1JF? N;<

ki Save || @) AccessRights | [y Duplicate

Summary Access Right People Readers Floors

Newly Assigned
] D ? P E
Last Name - First Name Departmenl Person Type
Unassigned
pE =0
Last Name First Name Department
Anderson Gayle Hardware
Bradley Mandana ITSoftware
Claire Adam Transport
Marie Billiards ITSoftware
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Figure 51. ==?MM /CABNM /?;>?LM N;<

kel Save | G Access Rights || ™ Duplicate

Summary Access Right People Readers Floors

Assigned

Ll D ¥ 3 E

Reader 1 Door 1 antSecurityBl
Reader 2 Door 2 entSecurity8il
Newly Unassigned
(@) @06
Header Name Assignmant Station Name
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\ | & 0%SI2LEHEIHEM N8N?>CN PC2Q IL QCH>IQ @RMPF?=N?> CN?G &P GNER ;M >I0<F? E=ECHBN
N;<F?1Q 1BCM <ONNIH CM ;P;CF;<F? QB?H ; IEHAEM.M?F?=N?>

IFOGHM
Table 14. ==?MM /CABNM -?1JF? N;< =IFOGHM
Column Description
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Figure 52. /?;>?LM N;< 00GG;LS QCH>IQ

[7] entSecurity801:Door 1.Reader 1

_ﬁl‘-’lapped Ord; / Drivers/ Access Network/Base Reader Module/ pointsfDoor 1/Reader 1
[ Tvpe: [ Reader

)Reader Name:  Reader 1

i) Assignment: Door 1

()Station Name:  entSecurity801

i) Status: {fault}

{0 Enabled: trua

i) Reader Config:  Reader Only
() Last Badge Read:
() Key Pad Entry:
{23 Time Attend: Mone
E} Access Rights
E Daytime working hours
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FEMNM NSJC=;F 0OGGHIABIC?MEGMIF;S?> BCNM QCH>1Q

Table 15. 00GG;LS JUJ?LNC?M
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-&+

);MN ;>A?/?;> &>?HBI ?MB® F;MN <;>A?B® 1?;>?L JLI=?MM?>
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BC>>?H
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1?2;>?LM N;< #COR?L QCH>IQ
1BCM QCH>IQ >?"H?M MBI=LCN?LC;
Figure 53. /?;>?LM N;< #Q%¥?L QCH>IQ

Filter
.| Reader Name |% Must Include “| Case Sensitive
] Assignment |% Must Include ~| Case Sensitive
[ ] station Name |% Must Include “| Case Sensitive
(o[ Gonet

P
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Property Value Description

[2;>7?L +,G? QCF> =3 0?NM OJ IH? IL GII? L?;>?L H;G?M ;M
M?;l=B =LCN?LC;

MMCAHG?HN QCF> =3 0?NM OJ IH? IL GII? allL
iMMCAHG?HNM ;M>=ILCN?LC;

ON;\CIH +,G? QCF> =3 0?NM OJ IH? IL GII? MN;BIIH H;G?M
‘M M?;EB =LCN?LC;

#FIILM N;<

1BCM N;< [RC>?M ; M?N 1@ MN;BH=IHNLF <ONNIHM @IL OMEHA?NLH GI>? NI ;MMCAH allLM NB'N;==?MM
LCABN &BMWRIF;SM ; N;<F? 1@ ;P;CF;<F? allLM ;M QREMNBPNOL2HNRS ;MMCAH?> IL H?QFS ;MMCAH?> allLM



-?LMIHH?F PC?QM +C;A;L; "HN?LILCM? 0?=0OLCNS ?MH@?L

NOTE:
#FIILM ;1?2 IHFS ;P;CF;<F? QB?H ?F?P;NILM=IH AOL?>

Figure 54. ==?MM /CABNM #FIILM N;<

Summary Access Right  People Readers Floors

Newly Assigned

eEEe ®EREME=E

Unassigned

OrEEe DB

U PC?Q allL ;MMCAHG?HNI=?LMIHH?F ==?MM /CABNM3?H =E=EBP >>;==?MM LCABN <ON|~Q|
@IAQ?> <S =E=ECHBMFIILMN;<

IHNLIF <ONNIHM
1B?M? <ONNIHMRIC>? PC?Q @7?;RdL

\ |~§|/?GIP? MMCAHG?HN 2H;MMCAEMEMMI=C;N?M ;H ;MMCAHEGNKNNNIRZPCIOMFS G;>?

\ || 0OGG;LS IJ?HM B? 00GG;LS QCH>IQ @IBRM?F?=N?>CN?G QBC=B MBIQM BIQ CIRRECEM 2.
=OLPHNS =IH AOP> !lO<F? =FC=ECHA IH ;HBLCH ; N;<F? IJ?HMBP 00GG;LS N;< QBC=B =IHN;CH™ N
M;G? CH@ILGZMH ;M BI? 00GG;LS QCH>IQ

\ |@| %SJ?LEHEIHEM NBN?>CN PC?Q IL QCH>IQ @RMP?F?=N?> CN?G &P OMI? ;M >I0<F? {F=ECHBN
N;<F?1Q 1BCM <ONNIH CM ;P;CF;<F? QB?H ; MEIHAEM.M?F?=N"?>
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IFOGHM
Table 16. ==?MM /CABNM -?1JF? N;< =IFOGHM

Column Description

#FIIL +,G? /?JILNM B? H;G? ;MMI=C;N?> QENB? L?;>?L
"F?P;NIL +;G? /2JILNM B? H;G? |@ B? ?F?P;NIL

ON;ICIH +,G? /?JILNM B8? MN@IH H;G?

#FIILM N:< #ORL QCH>IQ
1BCM QCH>1Q M?NM O&EBIZILCN?LZE;N?> NI ?F?P;NILM ;H> allLM

Figure 55. +?Q ==?MM /CABN #FIILM N;<K@EQCH>IQ

.| Floor Name  |% Must Incude » | | Case Sensitive
[ ] Elevator Name |‘3-'E~ Must Include ~ | | Case Sensitive
[] station Name |‘3-'E- Must Include = | ¥ Case Sensitive

(o] [cone]

P

610 1J?H NBCM QCH>IQ <E£=ECHBMN!Q¥?L <ONNI|

Property Value Description

#FIIL +,G? QCF> =3 0?NM OB? H;G? |@ IH? ILGIL ?
allLM ;M M?;=B =LCN?LC,;

"F?P;NIL +,G? QCF> =3 0?NM OXBQ H;G? |@ IH? IL GIL ?
?F?P;NILM ;M M2 =LCN?LC;

ON;ICIH +,G? QCF>=3 0?NM OB? H;G? |@ IH? ILGIL ?
MNGIHM ;M MEB =LCN?LC;

1?H;HNM PC?Q
1B?M? PC?QM QCH=>IQ ;H> N;<M G;H;A? N?H;HN CH@H.G;N
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Figure 56. 1?H;HNM PC?Q

System Setup ,i\, Threat Levels

&d’ Monitoring

fi'. Badges ig Access Rights % Tenants Additional Personnel Data

fs People

oll@arlleanm® (@ = 2@
)

FGH Company, Inc.

Mother's Muffins

RiversForall.org

U 13?HN BCM PC2RJ;H> -?LMIHH?FH> =FC=A?H;HNM

&H ;>>CBlIH NI B? MN;H>% =IHNLF <ONNIHM [IFOGH BIIM?L?@RMB *;H;A? /?JILNM ;H>"RJILN NB?M?
=IHNLF <ONNIHM ;JJFS MJ?=C-S;NI 2H;HNM

&
\ >>J?HM ; PC?Q IL QCH>IQ @IL “LNCHA ; H?Q2=IL> CHBR >;N;<;M?

-
\ %SJ?LEHEIHEM NBN?>CN PC?Q IL QCH>IQ @RMPF?=N?> CN?G &P ONM3Q ;M >IO<F? SB=ECHBN
N;<F?1Q 1BCM <ONNIH CM ;P;CF;<F? QB?H ; MEHAEM.M?F?=N?>

\ 00GG;LS IJ?HM B? 00GG;LS QCH>IQ @IBRM?F?=N?> CN?G QBC=B MBIQM BIQ CIRECEM L
=OLPHNS =IH AOP> lO<F? =FC=ECHA IH ;HBLCH ; N;<F? IJ?HMBP 00GG;LS N;< QBC=B =IHN;CB™ N
M;G? CH@ILGINH ;M BI? 00GG;LS QCH>IQ

@

\ 1?E?N? RGIP?M B? M?F?=N?241L> UQ @LG NB? >;N;<;M? N;<F? 1BCM <ONNIH CM ;P;CF;<F? QB?H SIO

M?F?=N ;H CN?G

=]

\ *N=B CHC\WN?M ;H ;€NH NI ;>> ; MCHAF? CN?GB# MSMN?G >;N;<;M? &N CM ;P;CF;<F? IHFS QB?H SIO

M?F?=N ;H CN?G CB #% ;N;<;M? J;H? ;H> NB? ICM=IP?R> J;H? |@ ; G;H;A?L PC?Q1BCM ;€NH
sMMI=C;N?B'N>CM=IP? CN?G QEMNB? M?F?=N?> CNBMNCM FEE&S CHBP? >;N;<;M?*"OMO;FS ;H CN?G
JL?PCIOMFS ;>>?>@H? 1B? ;>>?> CN?G ;MMOGBRINJI?LNC?M >?"H?> @IL CNBCH;N;<;M? 6I0 =;H
?>CN JI?LNC?M ;@N?L CGHABP CN?G 1BCM <ONNIH ;FMI MSEIFBU MCGCF;L M=B?>0OF?MCMOI2INI
MOJ?LPCMIL OH>?L ; MCHAF? H;G?

Is

\ 0BIQ /?;>?LM 13?HM NB? -?LMIH /?;>?L /2JILN 1B? )(*,+ =B;JN?L >I=OG?HNNBGINPLILN

%L =B
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=i

\ 0BIQ "RJCL;NCIHM 1J?HMBR -?2LMIH ==?MM /CABN /?2JILRC?Q
1?H;HNM 00OGG;LS QCH>IQ N;<
1BCM QCH>IQ ;H> N;<CMJF;S CH@IOH:N<ION ; MCHAF? N?H;HN

1B? 00GG;LSN;< CM 2M?HN <ON >I?M HIEMJF;S OJ>;N?> CH@ICGINDHIF SIO ?HN?L >;N; ;H> M;FB?N>>

+?Q 1?H;HNL ?>CN N?H;HN N;<M 4B?H ; H?Q N?H;HN CM BE-NNCMJIF;SM 8F1;8UL IJLC;N? ?>CN PCABCM
N;< G;S ;FMI CH=FO>? =IHN?RN tJUC;N? EMNM |I@ CHICIAIEN J?I1JF? <;>A?M ;H>;==?MM LCABRM N.?
;MMI=C;N?> (EENB? >CMJF;S?> N?H;HN

Figure 57. 1?H;HNM 00GG;LS QCH>IQ ;H> N;<

Summary Tenant Niagara Integration IDs Intrusion Pins Photo ID Templ

Pstar City Hall
EType: PO sy |

O Tenant Mame: Star City Hall

P star City Hall
ﬁ People /i, Threa [ Type: € Tenant
&2 Lohr, Joyce /My Thre|  ©3Tenant Name: Star City Hall
& McManus, Nina a People & Threat Level Groups E Access Rights
& Lohr, Joyce & Threat Level Group E Westerre 3rd Floor

a McManus, Nina

610 ;==?MMBP 00GG;LS QCH>IQ @INB? 1?H;HNNC?Q <S EEECHBMNDOGG;LS <ONNI}

610 ;==?MMBP 00GG;LSN;< @G NB? >>+?Q 1 ?H;HNPC?Q ;@N?L ?HN?LCHA ;H> M;PCHA ; N?HEHMNECHBNN
O0OGG;LSN;<

Table 17. 1?H;HN JLI?LNC?M

1SJ? [?JILNM B? NSJ? 1@ >;N;<;M72=IL>

1?H;HN +;G? /?JILNM B? H;G? |@ B? N?H;HN

-?1JF? -?1JF? ;MMCAH?> NB? N?H;HN ADJ

1BL?;N )?P?F $LOJM 1BI?;N F?P?F KM ;MMCAH?> NMANN?H;HN

==?MM /CABNM ==?MM LCABNM ;MMCAHZ? RHYHN

,NB?L >> COIH;F ;MMCAH?*JALNC?M =;H CH=FO>? +C;A;L; &HNAANMNN'M &HNLOMCIH -CHM -BINI &!
1?GJF;N?M ;H> ;>A?M

#QOR?L QCH>IQ
1BCM QCH>IQ MBIMMYP;EB =LCN?LCIH @IL N?PHHNM
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Figure 58. 1?7H:HNM #CHE QCH>IQ

i Tenant MName |% Must Include | |*" Case Sensitive

[k [t

1B? N?H;HN H;G? M?LP?MBA MIF? =LCN?LCIH @IEBCHA
>> |IL?> CN ; +?Q PH;HN PC?Q

1BCM PC?Q ;>>M ILGNM ; N?H;HNIL> CHBP >;N;<;M?
1BCM N;< B2 MNCP? N;< <S >?@NOF

Figure 59. 1?H;HN N;<

E save || ) Tenants

Summary Tenant Niagara Integration IDs Intrusion Pins People Badges Threat Level Groups Access Rights

Tenant Name FGH Company
10th Floor, New Suites

Description

610 ;==?MMBCM PC?Q <S=HCHAMIHH?F 1?H;HNM@IFIQ?> <S =E=ECHBN>> <ONNIH Q@ 11?>CN;H

?RCIANA N?H;HN >I0<FC=E IH ; N;<F?IQ IL QCBINB? LQ M?F?=N?> €EE IHBP %SJ?LEHE <ONN &l

1B? 1?H;HNN;< CMBIR ;=NCP? N;< <S >?@NDF 0;P? <ONNIH CM FI=;N?>BR NIJ 1@ B? PC?Q ;H>BP @HQCHA
N;<M ;H>JIWI?LNS "?F>M 2;P;CF;<F? @IL MJ?=C@SCHA ; H?Q N?H;HN

Property Description
1?H;HN +,G? N?RN 1?2°’H?M NB? H;G? |@ B? N?H;HN
1?M=LCIBIH N?RN -LIPC>?M ;HS A?H?L;F CH@IC(BIN

;<ION NB? H;NO2LI@ B? N?H;HN

1?H;HNM +C;A;L; &HN?ACIN &M N;<

1BCM N;<;MMCAHM CHNRAUNINIBP N?H;HN H CHN?ALIN &! ;MMI=C;N?M 0 OCEHA ONIG;KIH OSMN?G
MO=B ;MIG N?GJ?L;NOL? ;H> FCABBHA QBNN?H;HN

610 ;==?MMBCM PC?Q <G=HFCHAMIHH?F 1?H;HNM@IFIQ?> <S =E=ECHB™N-C;A;L; &HN?ALMH &!M;<

%L =B
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&H ;>>CEIH NI B? MN;H>: =IHNLF <ONNIHM "RJILN ;H> MMCAH *I>?BR+?QFS MMCAH3:H? |@ NBCMIILN
JLUPC>?MBPM? RIILN MJ?=C = N;<M

@

)2

2H;MMCAHKCM; MMI=C;NBRICHN?AICN &! @& NB? N?H;HN

00GG;LS IJ?HM ; QCH>IQ B;N MOGG;LCT?BPNM?F?=N?> CHNTAH R!M JLI?LNC?M

%SJ?LEHE [J?HMBY? CHN?AICN &! PC?Q @BNM?F?=N?> &! 1BCM PC?Q CM >I=0G?HBP?¢,CH(P6% *
& #+ =B;JN?L

1B? 2H;MMCAH?> J;H? CH=FO8?MMNICAH <ONN o QBC=B ;MMCAHZM=IP?t CHN?AICN &! NI B7?
N?H;HN

1?H;HNM &HNLOMCIH -CHM N;<
1BCM N;< ;MMCAHM CHNLOMCIHBBNRHNN
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Figure 60. &HNLOMCIH -CHM N;<

|l save || Tenants |

Summary Tenant Niagara Integration IDs Intrusion Pins People Badges T

Assigned

eae #/L8

Intrusion Pin Name / Schedule Name Tenant Name

DoorPin Evening FGH Company

Newly Unassigned

2
EIEne 7

Intrusion Pin Name Schedule Nan Tenant Name

610 ;==?MMBCM PC?Q <G=HFCHAMIHH?F 1?H;HNM@IFIQ?> <S =E=ECHBM™&HNLOMCIH ICKM

IHNLIF <ONNIHM
&H ;>>CBIH NI B? MN;H>% =IHNILF <ONNIHM "RJILN ;H> MMCAH *|>?BR+?QFS MMCAH3Z:H? |@ NMCMILILN

JLIPC>?MBPM? RJILN MJ?=C"= N;<M

|

\ o [?GIP? MMCAHG?HN 2H;MMCAEMEMMI=C;N?M ;H ;MMCAHEGNRHNNNIRPPCIOMFS G;>?
B

\ 00OGG;LS 1J?HM B? 00OGG,;LS QCH>IQ @IBRM?F?=N?> CN?G QBC=B MBIQM BIQ CIR2ECEM 2
=OLPHNS =IH'AOR> !IO<F? =FC=ECHA IH ;HR)LCH ; N;<F? IJ?HMBP 00GG;LS N;< QBC=B =IHN;CB®M N
M;G? CH@ILGIH ;M BI? 00GG;LS QCH>IQ

\ %SJ?LEHECHEM NBN?>CN PC?Q IL QCH>IQ @RMPF?=N?> CN?G &P ONGQ ;M >I0<F? E=ECHBN
N;<F?1Q 1BCM <ONNIH CM ;P;CF;<F? QB?H ; MEIHAEMM?F?=N7?>

%L =B
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1B? 2H;MMCAH?> J;H? CH=FOB?M/INVICAH <ONI\|~@,I QBC=B ;MMCAHI@M=IP?t CHNLOMCIH -&+BA N
N?H;HN
1?H;HNM -?1JF? N;<
1BCM N;< ;MMCAHM J?IJFBRNIH;HN
Figure 61. 1?H;HN N;<

| save || Tenants J

Summary Tenant Niagara Integration IDs Intrusion Pins People Badges Thre

Newly Assigned

ekle #= L=

Last Name ~ First Name Department Person lType

Unassigned

ohe ¥

Last Name First Name Depariment Person Type
Anderson Gayle Hardware

Bradley Mandana ITSoftware

Claire Adam Transport

Marie Billiards ITSoftware

610 ;==?MMBCM PC?Q <S=HCHAMIHH?F 1?H;HNM@IFIQ?> <S =E=ECHBN?IJF? N;<

IHNLIF <ONNIHM
&H ;>>CBIH NI B? MN;H>% =IHNILF <ONNIHM "RJILN ;H> MMCAH *|>?BR+?QFS MMCAH3Z:H? |@ NMCMILILN
JLIPC>?MBPM? RIILN MJ?=C = N;<M

o)

\ /?GIP? MMCAHG?HN 2H;MMCAEMMMI=C;N?M ;H ;MMCAHGIRKNNNIPPCIOMFS G;>?

*L =B
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)

\ 00GG;LS IJ?HM B? 00GG;LS QCH>IQ @IBRM?F?=N?> CN?G QBC=B MBIQM BIQ CIR2ETM 2.
=OLPHNS =IH'AOR> !IO<F? =FC=ECHA IH ;HR)LCH ; N;<F? IJ?HMBP 00GG;LS N;< QBC=B =IHN;CB®M N
M;G? CH@ILGIM ;M B? 00GG;LS QCH>IQ

\  %SJ?LEHEIHEM NBN?>CN PC?Q IL QCH>IQ @RMPF?=N?> CN?G & OMI? ;M >I0<F? F=ECHBN
N;<F?1Q 1BCM <ONNIH CM ;P;CF;<F? QB?H ; MEIHAEM.M?F?=N?>

1B? 2H;MMCAH?> J;H? CH=FO8?MMNICAH <ONIJ@| QBC=B ;MMCAHI@M=IP?t J?LMIH NI B? N?H;HN

1?H;HNM >A?M N:<
1BCM N;< ;MMCAHM <;>A?BIPNNPMH;HN
Figure 62. ;>A?M N;<

ke save || Tenants |

Summary Tenant Niagara Integration IDs Intrusion Pins People Badges Threat Level Groups

Newly Assigned

Credential / Facility Code Wiegand Format Name  Status Last Name

Credential Facility Code Description Wiegand Format Name  Status Last Name
000000000000111C O Headquarters 55-Bit Wiegand Format Active Bradley
000000000002345C 0 Main Building 55-Bit Wiegand Format Issueable

610 ;==?MMBCM PC?Q <S=FCHA_MIHH?F 1?H;HNMR@IFIQ?> <S =E=ECHBMN;>A?M N;<

&H ;>>CGIH NI B? MN;H>: =IHNILF <ONNIHM "RJILN ;H> MMCAH *I>?BR+?QFS MMCAH3Z;H? |@ NBCMUIILN
JLUPC>?MBPM? RJILN MJ?=C = N;<M

=)
\ 2H;MMCAHCM;MMI=C;NBRIN>A? @IG NB? N?H;HN
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&)
\

-?LMIHH?F PC?QM

00GG;LS 13?HM ; QCH>IQ B;N MOGG;LCTBPMWI?F?=N?> <;>ABILI?LNC?M
@)
.=

%SJ?LEHE 1J?HMBR <;>A?M PC?Q @BMNM?F?=N?> <;>A? 1BCM PC?Q CM >I=0G?HB?>!GH N
M+ + (I NIJC=M

1B 2H:MMCAH?> J:H? CH=FOB?NMNWICAH <ONN | OBC=B :MMCAHBM=IP2E <:>A2 NI NB? N?H:HN
1?H;HNM 1BIN )?P?F $UOIM N:<
1BCM N:< :MMCAHBP: NF?P2F K0 NI

; N?H;HN
Figure 63. 1BI?;N )?P?F $IlOJ N;<

| I save | ||F-_3| Tenants |

Summary Tenant Niagara Integration IDs Intrusion Pins People Badges Threat Level Groups
Newly Assigned

Access
2E =DE

Threat Level Group Name

Path Active Level Default Access Right Threat Level
Unassigned
oma@ ®@E
Threat Level Group Name Path Active Level Default Access Right Threat Level
Threat Level Group [Threat Level Group/ Low [0] Low [0]

610 ;==?MMBCM PC?Q <S=HCHALMIHH?F 1?H;HNM@IFIQ?> <S =E=ECHBMNLBL?;N )?P?F $LlOJMN;<
IHNLIF <ONNIHM
JUPC>?MBPM? RIILN MJ?=C = N;<M

&H ;>>COlIH NI B? MN;H>% =IHNLF <ONNIHM "RJILN ;H> MMCAH *[>?BR+?QFS MMCAH3Z;H? |@ NBCMILILN
o)

B

[?GIP? MMCAHG?HN 2H;MMCAEMMMI=C;N?M ;H ;MMCAHERKNNNIRPPCIOMFS G;>?

M;G? CH@ILGINH ;M BI? 00GG;LS QCH>IQ

00GG;LS IJ?HM B? 00GG;LS QCH>IQ @IBRM?F?=N?> CN?G QBC=B MBIQM BIQ CI¢RECEM 2L
=OLPHKS =IH'AOP> !lO<F? =FC=ECHA IH ;HRLCH ; N;<F? IJ?HMBP 00GG,;LS N;< QBC=B =IHN;CB® N
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\ %SJ?LEHECHEM NBN?>CN PC?Q IL QCH>IQ @RMPF?=N?> CN?G &P ONVER? ;M >I0<F? <E=ECHBN
N;<F?1Q 1BCM <ONNIH CM ;P;CF;<F? QB?H ; IEHAEM.M?F?=N?>

1B? 2H;MMCAH?> J;H? CH=FO8?MMNICAH <ONIJ~@| QBC=B ;MMCAHI@M=IP? NBL?;N F?P?F KbJ NI NB?
N?H;HN

1?H;HNM ==?MM /CABNM N;<
1BCM N;< ;MMCAHM ;==?MM LCBBNPHHN
Figure 64. ==?MM /CABNM N;<

| kK save | ||Q| Tenants |

Summary Tenant Niagara Integration IDs Intrusion Pins People Badges Threat Level

Newly Assigned

e)E(e ®RME

Access Right Name / Schedule Name Integration Name Tenant Name

Unassigned

e(m)(a) (®)E)

Access Right Name Schedule Name Integration Name Tenant Name

honeywell Schedulel123

610 ;==?MMBCM PC?Q <G=HFCHAMIHH?F 1?H;HNM@IFIQ?> <S =E=ECHBMN==?MM /CABNk

IHNLIF <ONNIHM
&H ;>>CBIH NI B? MN;H>% =IHNILF <ONNIHM "RJILN ;H> MMCAH *I>?BR+?QFS MMCAH3Z;H? |@ NMCMILILN
JLIPC>?MBPM? RJILN MJ?=C = N;<M

=)
\ /?GIP? MMCAHG?HN 2H;MMCAEMEMMI=C;N?M ;H ;MMCAHGIRKNNNIPPCIOMFS G;>?
Bl

\  00GG;LS IJ?HM B? 00GG;LS QCH>IQ @IBRM?F?=N?> CN?G QBC=B MBIQM BIQ CIN2ECJPM 2.
=OLPHNS =IH'AOR> !|IO<F? =FC=ECHA IH ;HEB)LCH ; N;<F? IJ?HMBP 0OGG;LS N;< QBC=B =IHN;CBM N

%L =B
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M;G? CH@ILGIMH ;M BI? 00GG;LS QCH>IQ

&
\ %SJ?LEHEIHEM NBN?>CN PC?Q IL QCH>IQ @RMPF?=N?> CN?G &P OMI? ;M >I0<F? {F=ECHBN
N;<F?1Q 1BCM <ONNIH CM ;P;CF;<F? QB?H ; MEHAEM.M?F?=N?>

1B? 2H;MMCAH?> J;H? CH=FOB?MINMCAH <ONN < QBC=B ;MMCAH@M=IP?t ;==?MM LCABNB® N?H;HN

>> COIH;F -?LMIHH?F I;)N; PC?Q

1BCM PCTYMNM B? ?RCHINA -?LMIH &H@GIF;N?M 1B?M? N?GJF;N?NN2L=OMNIG JI?LNC?MB\N ;L? ;>>7>
NI J?LMIHH?F J?IJF? 2=IL>M

Figure 65. >> COIH;F -?LMIHH?F I;N; PC?Q

+) C Bl 2@

Address
Email

Phone number

NOTE: 610 =;H OM? BP? =IFOGH =BIIM?L GI>? NI ;>>OJ NI ;>> C®GIH;F >;N; lIQM @IL ; J?LMIH

IHNLIF <ONNIHM
1B? @HQCHA 2NB? =IHNIF <ONNIHM @BICN PC?Q

+)
\ >> [J?HM : PC?Q IL QCH>IQ @IL <:NCHA ; H?Q2=IL> CHBR >;N;<:M?
&
\ %SJ?LEHEOHEM NBN?>CN PC?Q IL QCH>IQ @RMPF?=N?> CN?G &P OMI? ;M >I0<F? <E=ECHBMN
N:<F?1Q 1BCM <ONNIH CM :P:CF;<F? QB?H ; IEHAEMM?F?=N?>
\ 00GG:LS IJ?HM B? 00GG:LS QCH>IQ @IBRM?F?=N?> CN?G QBC=B MBIQM BIQ CR2EIRM 2.

=OLPHNS =IH AOP> !lO<F? =FC=ECHA IH ;HBLCH ; N;<F? IJ?HMBP 00GG;LS N;< QBC=B =IHN;CB™ N
M;G? CH@ILGIMH ;M BI? 00GG;LS QCH>IQ

@
\ 1?7F?N? RGIP?M B? M?F?=N724IL> UQ @IG NB? >;N;<;M? N;<F? 1BCM <ONNIH CM ;P;CF;<F? QB?H SIO
M?F?=N ;H CN?G
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IFOGHM

Table 18. >> C@IH;F -?LMIHH?F I;N; =IFOGHM

Description
&H@PGJIF;N? +,G? -LIPC>?M ; >?M=LCRPTR? >CMJF;S H;G? @BMNN?GJF;N?
1?7@;0N 3FO? /?JILNM 8? N?RNBINN <S >?@;8FCMJF;SM @2 JIJ?LNS CHB® >> +?Q -?LMIH ;H> ?> CN J?LMIH PC?Q

>> COIH;F -?LMIHH?F I;N; 0OGG;LS QCH>IQ N;<

1BCM QCH>IQ ;H> N;<CMJF;S CH@IOE:N<ION ; ;>> COIH;F J?LMIHH?F N?GJF;N?

1B? 00GG;LSN;< CM ZM?HN <ON >I?M HISMJIF;S OJ>;N?> CH@ICGINOHDF SIO ?HN?L >;N; ;H> M;FB?N>>
+?Q &H@IAGJIF;N?IL ?> CNB® &H@PGJIF;N?N;< 4B?H ; H?Q N?GJF;N? CM M;P?BOWM N;<CMJF;SM BRI N
;JIL IJLC;N? ?>CN PCABCM N;< G;S ;FMI CH=FO>? =IHN?RNLIJN? EMNM |@ C8#H;F CH@ILG]N

Figure 66. >> CGIH;F -?LMIHH?F !;N; 00GG;LS QCH>IQ ;H> N;<

Summary Info Template

GTempiatel T

EType: &y Info

Templatsl
23 Info Template Name: Templats e F I
Type: Info Template
2 Default Value: lastname gl?: Temolate N @ | ?
) nfo Template Name: Templatz1
Database Column:  infol
© {0y Default Valus: lastnames

O Database Column:  info0

610 ;==?MMBP 00GG;LSQCH>IQ @kiNB? >> CBIH;F -?LMIHH?F I;NPC?Q <S EEECHBMNDOGG;LS <ONNIH

60 ;==?MMBP 00GGLSN;< @G NB? >> +2Q &H@I PGIF;N?PC?Q ;@N?L ?HN?LCHA ;H> M;PCHA ; N?GJF;N? <S
=E=ECHBA0OGG;LSN;<

Table 19. 00GG;LS JUJ?LNC?M

Property Description

1S8J? &>?HBI ?MBPM? MOGG;LS >;N; ;M ;>€6lIH;F J?LMIHH?F >;N;
&H@PGJIF;N? /?JILNM B? H;G? |@ B? N?GJF;N?BYN =IHN;CHBN;>> CCIH;F >;N;
1?7@;0N P;FO? ICMJF;SMBR P;FO?BIN >?@;0iM QB?H HI IBPL P;FO? CMRIC>?>
:N;<;M? =IFOGH &>?HBI?MB@ =IFOGH CIBRN;<F? NI QBC=BNILUJ?LNS CM G;JJ?>

>> COIH;F -?LMIHH?F I;)N; #QPL QCH>IQ
1BCM QCH=>IQ >?"H?BPNM?;EB =LCN?LC; @IL#BZHABN >;N;<;M?



+C;A;L; "HN?LILCM? 0?=OLCNS ?H@?L -?LMIHH?F PC?QM

Figure 67. #QF?L >>CGIH;F -?LMIHH?F I;N;
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Chapter 4. Reports views
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Figure 69. /?JILNM G?HO
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Advanced Time Range Options

Start Time |12 ~ |00 +|[am |
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Property Value Description
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Figure 71. ==?MM %CMNIRILN ;H> 00GG;LS QCH>IQ

B+ (e (a)L 4 p e
4
08-5ep-18 9:56:06 AM IST entSecurity801 true Door 2.Reader 2 0000000000075582 [0] - 75582 HHH75582 Grantec
08-5ep-18 9:56:06 AM IST entSecurity801 true Door 2.Reader 2 0000000000075581 [0] - 75581 HHH75581 Grantec
08-5ep-18 9:56:06 AM IST entSecurity801 true Door 2.Reader 2 0000000000075580 [0] - 75580 HHH75580 Grantec
08-5ep-18 9:56:06 AM IST entSecurity801 _ Door 2.Reader 2 0000000000075579 [0] - 75579 HHH75579 Granted
08-5ep-18 9:56:06 AM IST entSecurity801 Door 2.Reader 2 0000000000075578 [0] - 75578 HHH75578 Grantec
08-Sep-18 9:56:06 AM IST entSecurity801 Timestamp  08-5ep-18 9:56:06 AM IST Door 2.Reader 2 0000000000075577 [0] - 75577 HHH75577 Grantec
08-5ep-18 9:55:56 AM IST entsecuritysor | Station Name entSecurity801 Door 2.Reader 2 0000000000075576 [0] - 75576 HHH75576 Grantec
History Name BadgeSwipeRecord
08-5ep-18 9:55:56 AM IST entSecurity801 Door 2.Reader 2 0000000000075575 [0] - 75575 HHH75575 Grantec
] Granted true
08-5ep-18 9:55:56 AM IST entSecurtyd0L | oo o e Door 2.Reader 2 0000000000075574 [0] - 75574 HHH75574 Grantec
08-5ep-18 9:55:56 AM IST entSecurityB01 Badge 0000000000075579 [0] - 75579 Door 2.Reader 2 0000000000075573 [0] - 75573 HHH75573 Granted
Owner HHH75579
Activity Granted
Details
Person &3 HHH75579
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Figure 72. -OLA? IH'A QCH>IQ CH ; L?GIN? =IHNILFF?L MNGNH

Purge Config
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Full Policy

| ok || cancel |
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Property Value Description

;MMI=C;N?> BCMNILS N;<F? 4B;N
B;JJ?HM QB?H BI? [?=IL> =IOHN
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Full Policy M?NDNHA
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Figure 73. -OLA? IH'AQCH>IQ 00J?LPCMBACMNILBILNM CH=RBA ONI -OA?

Purge Config

|Data Expiration 03760 |h|00 |m|00 | [000 s [Oms - +inf]

Time OF Day |02 | 00 w00 v | AM w |EST

@ paily  Randomization |+ 00000 |hjoo |moo oo s
Days Of Week [v] sun [4] mon [¥] Tue [¥] wed [] Thu [4] Fri [ sat

Auto Purge — Interval [+ +~] hjor - mjoa s
O Interval Time OF Day Start Time | | I Il |EST End Time
Days Of Week Sun  Mom ) Tue  Wwed  Thu U FH S
'f} Manual
Last Trigger |°° | H [0z v koo v|| |EST
Next Trigger | =© H [0z v oo v|| |EST

[ok | [ Cancel | purge Now |
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Figure 74. ==?MM %CMNILSIZCRCH>IQ
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Manage Reports

® ] iew
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O 5 Edit
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| ok || cancel |
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£ 08-Sep-18 10:00 AM IST  08-Sep-18 10:01 AM IST entSecurity801:JACE2_Alarm Medium MNormal Unacked 150 JACEZ Normal Tex
£ 08-Sep-18 5:59 AM IST  (8-5ep-18 10:00 AM IST entSecurity&01:JACE2_Alarm Medium Normal Unacked 150 JACE2 Mormal Tex
JL 08-Sep-18 9:58 AM IST  08-Sep-18 9:59 AM IST entSecurity801:JACE2_Alarm Medium MNormal Unacked 150 JACEZ Normal Tex
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JL 08-Sep-18 9:53 AM IST  (8-Sep-18 9:54 AM IST entSecurityB01:JACE2_Alarm Medium MNormal Unacked 150 JACEZ Normal Tex
L 08-Sep-18 9:52 AMIST  08-Sep-18 9:53 AM IST entSecurity801:JACE2_Alarm Medium MNormal Unacked 150 JACE2 Normal Tex
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Figure 79. F;LG %CMNILS 00GG;LS QCH>IQ

ool ]

Timestamp 16-Aug-17 8:22:58 AM ECT

Uuid 11e7827d-a360-f2de-0000-00000000301d
Source State Alert

Ack State Unacked

Ack Required false

local: | station: | slot: /Drivers/AccessMetwork/R2R520Module0 95 2052d5200r52e5205234520526
£205/points/Doors20452052d%20ICES2050uths205hop420Entrys20Do0r$2 0Haulers/Reader4520

S $2d$2050uths201CES205hap$20Entry$20Haulerss20PINS 2fReader/ grantedButh otUsedAlert:
slot:{Drivers/MiagaraNetwork/WebsEntSect01/alarms
Alarm Class defaulttlarmClass
Priority 150
Normal Time null
Ack Time null
User Higuet, Kent
Timefone  America/Tndianapolis {(-5/-4)
badge 32156 [30] - 2017 ICE Keyfob
escalated
Alarm Data msgText Granted But Mot Used
person a Hiquet, Kent
sourceName WebsEnt5ect01:R2R Moduleds - Dr. #4 & 5.Reader - South ICE Shop Entry
Haulers PIN/Reader

Alarm Transition Alert
Last Update 16-Aug-17 8:22 AM EDT

610 ;==?MMBCM QCH>IQ@NB? G;CH G?HO <S EEECHAIILNM F;LG %CMNIL®IFIQ?> <S M?F?ENA ;H

;F;,LG BCMNILSALL> ;H> =FC=ECHBMNDOGG;LS <ONNI}

Table 22.  F;LG I?N;CFM JU?LNC?M

1CG?MN;GJ /2JILNM QB?H B? 12=IL> Q:M QLCNN?H BPN:N:<;M?
20C> /?JILNM B? 2HCP?LME 2HCKO? &>CHM
0IOL=? ON;N? [?JILNM B? =IGJIH?HN MN;N? NL;HMEN

\ ,@@HILG;F HILG;F NI l@HILG;F

\ F?LN HILG;F NI ;F?LN

\ #,0M HILG;F NI @;NF

\ +ILG;F I@@HILG;F ;F?LN IL @IQFHILG;F

=E ON;N? [?JILNM B8? MN;N? I@N,F;,LG OH;=EHIQF?>A?> ;=EHIQF?>A7?>
=E/?KOCP> &HE=;N?M B@;NLG GOMN <? ;=EHIQF?>A?re IL HIN false
0loL=? [2JILNM 182 /N B;N =B;N?> NB? ;F;LG



+C;A;L; "HN?LILCM? 0?=OLCNS ?H@?L [?JILNM PC?QM

F,LG F;MM /?JILNM B? LONCHA CH@ILGiN @ILBQ ;F;LG
-LCILCNS [?JILNM 8? JLCILCNS F?P?F ;MMCAB?>NLES =F;MM @IL ?;=B =IGJIH?HN MN;N?

NL;HMTN @& HILG;F NI offnormal @G HILG;F NI Faut @G |@@HILG;F @NIE ;F?LN
NI Normal ;H> @IG HILG;F NI Aert 1B? FIQ?L B? HOG<?LNB? GIL? MCAHC =;HB?N
;F;,LG 1B? BCAB?MN JLCILCNS ;F;LG GIMN MCAHC =;HN CM HOG<?LB2BRHQ?L N

+ILGIF 1 CG? 4B?H >CMJF;S?> MBIQM ; RBEFO? OBFEY JICHNINOLHM NI ; HILG;F MN;NBZHNCN
>CMJF;SBNCG? B;N B2 JICHN MN;N@NQLH?> NI HILG;F

=E1CG? ICMJF;SMBR ICG? B;N B2 ;F;LG Q;M ;=EHIQF?>A?> C@ ;IDE<F?

2M?L [?JILNM M?P?L;F JC?=?M |@ CH@IHGNON B? MSMN?G OM?L QBI Q;M FIAA?> CH G@MIMN?G A?H?L;N7

NB? ;F;LG CH=FOMA H;G? QG?TIH? <;>A? HOG<?L ;H> C@?NF;LG B;M <??H 2@?RE OJ NB? G;H;A?G?HN
BC?L#BS ?M=;F;N?>
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Figure 80. F;LG %CMNILS KCE QCH>IQ
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Figure 81. NN?H>;H=? %CMNIRIILN ;H> 00GG;LS QCH>IQ

Attendance History

Activity Timestamp 15-Aug-17 1:22:00 PM ECT

Activity Clock In

Owner Bradley, Wordsworth
Manual Entry true

Person ﬁ Bradley, Wordsworth
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Figure 82. *;HO;F >> QCH>IQ

Activity Timestamp 15 ~ [[Feb + [ 2009 | 05 ~ /13 » | PM + |EST

Activity Clock In (W
Owner &IFick, Dan »
’ Ok ” Cancel ]
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Property Value Description
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Figure 83. *;HO;F %C>? =IH'LG;NCIH QCH>IQ 1J?H?> OMCHZYNLCABNG=E G?HO

Attendance History
% || ¥ || ||B|¥ HYIRF!

Staton Name Actvity Timestamp « Activity Owner Manual Entry

SUpEtyisar L 8:50:00 AM EDT |k, Cuk Person 3, super : krue

Summary

Manual Hide

5

Manual Hide

Are you sure you want to hide the selected record(s)? This action is
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Figure 85. &HNLOMCIH %CNRUILLS$ H> 00GG;LS QCH>IQ

& Personnel g Controller Setup | | A Threat Levels

Home

4 Access History

&a” Monitoring

4y Alarm History = 4 Intrusion History 4 Attendance History 4 Audit History & Log Histo

é}’ P B ¥ [2) @) [

09-Aug-17 7:05:35 AM EDT Zones24242

Timestamp 16-Aug-17 7:00:05 AM EDT

09-Aug-17 7:05:32 AM EDT Zones24242 -
Station Name WebsEntSec601

09-Aug-17 7:00:05 AM EDT Zone3_Dalla History Mame IntrusionRecord Arm-Disarm_intrusion
09-Aug-17 7:00:00 AM EDT  Zone3_Dallal Intrusion Zone Zone3_DallaraOffice Arm-Disarm_intrusion
Authority Schedule: Dallara Office Arm-Disarm_intrusion
09-Aug-17 6:00:00 AM EDT Zoned_Dalla Status Disarmed rtion Arm_Disarm Intrusion
09-Aug-17 6:00:00 AM EDT Zone5_Linos| Location Brm_intrusion
Detail
09-Aug-17 6:00:00 AM EDT  Zone6 Dallaj o0 Lion Arm_Disarm Intrusion
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Figure 86. &HNLOMCIH %CMNIRIS@CH>IQ
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Figure 87. O> CN %CMNRAJEN ;H> 00GG;LS QCH>IQ

(2] & v |[®) (83l 4 P lrae[ 1]t
¥

08-5ep-18 9:51:05 AM IST entSecurityB01 Invoked JServices/AlarmService/Intrusion$20Zonel changeUuid 6682b1f1-9dfe-4be3-bed1-febSbeb3c901

08-5ep-18 9:50:31 AM IST entSecurity801 Added JServices/AlarmService Intrusion$20Zaonel Intrusion Zonel

08-5ep-18 9:49:30 AM IST entSecurityB01 Added /Drivers/Smartkey$20Network SmartKey$20Device Smartkey Device

08-5ep-18 9:48:08 AM IST entSecurity Logout {Timeout) JServices/WebService 172.21.139.79

08-5ep-18 9:47:31 AM IST entSecurity801 Changed /Drivers/SmartkeyS20Network/communicator, portName coM3 com1

08-5ep-18 9:46:19 AM IST entSecurityB01 Added /Drivers SmartKey$20Metwork Smartkey Network

B R e

08-Sep-18 9:43:20 AM IST entSecurityB01 Changed J/Drivers/Accy

08-5ep-18 9:43:10 AM IST entSecurity801 Changed [Driversjacc{  Timestamp  0B-Sep-18 9:43:20 AW IST

Station Name entSecurity801

History Name AuditHistory

Operation Changed

Target [Drivers/AccessNetwork/Remote$20Readers20Module2/points/Doors202/Reader$202/grantedButiotUsedAlert

08-5ep-18 9:43:10 AM IST entSecurityB01 Changed /Drivers/Accy
08-5ep-18 9:42:47 AM IST entSecurityB01 Changed J/Drivers/Accy

Slot Name enableLogging
0ld value true

Value false

User Name  admin
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Figur e 88. )IA %CMNILSLILN ;H> 00GG;LS QCH>IQ

B 8% ) [2] @) [

W
08-5ep-18 10:05 AM IST MNAxisVideo 1000 java.net.ConnectException: Connection timed out: connect
08-Sep-18 10:05 AM IST crypto 1000 Could not create socket. Cause is: Connection timed out: connect
08-Sep-18 10:05 AM IST crypto 800 TLS handshake failed. Cause is: Connection has been shutdown: javax.net.ssl.55LHandshakeExceptio
08-5ep-18 10:00 AM IST MNAxisVideo 1000 java.net.ConnectException: Connection timed out: connect
08-5ep-18 10:00 AM IST crypto 1000 Could not create socket. Cause is: Connection timed out: connect
08-5ep-18 9:59 AM IST crypto 800 TLS handshake failed. Cause is: Connection has been shutdown: javaw.net.ssl.55LHandshakeExceptio
08-5ep-18 9:55 AM IST orionTools.replicate 800 End replicating all stations [3secs] _
08-5ep-18 9:55 AM IST orionTools.replicate 800 Clean BDeletion records upto: 1536
08-5ep-18 9:55 AM IST orionTools.replicate 800 End replicating station entSecuritygr  11Mmestamp 08-Sep-18 9:55:35 AM IST
Log Name orionTools.replicate
08-5ep-18 9:55 AM IST orionTools.replicate 800 Begin replicating station entSecurity .
Severity 800
08-5ep-18 9:55 AM IST orionTools.replicate 800 Num of Replication Executors...5

Message  End replicating all stations [3secs]
Exception
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Figure 90. !IILM L 2JILN ;H> #OR?L QCH>IQ
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Station Name / Description Module Door Status
entSecurity801 Door 1 Remote Reader Module {fault,alarm,unackedAlarm} Locked Closed
entSecurity801 Door 2 Remote Reader Module {fault,alarm,unackedAlarm} Locked Closed
.
entSecurity801 Door 2
entSecurityBo1 Door 1. i_! Station Name I% Must Include » | o Case Sensitive
entSecurity801 Doar 2 [ | Description % Must Include | | Case Sensitive
[ Module I% Must Include w | | Case Sensitive
[ | Door Status  |% Must Incude | & Case Sensitive
[ok]
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Figure 91. /?;>?LM L?JILN ;H> #QR?L QCH>IQ
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Station Name Description Assignment Module
entSecurity@01 Reader 1 Door 1 Remote Reader Module
entSecurityB01 Reader 2 Door 2 Remote Reader Module
entSecurity501 Reader 1 Door 1 Remote Reader Modulel
entSecurity@01 Remote Reader Module2
entSecurityB01 .. Station Name I% Must Include V| /! case Sensitive Remote Reader Module2

[ ] Description  |% Must Include | | Case Sensitive

] Assignment I% Must Include “ | Case Sensitive

[ module |% Must Include V| | Case Sensitive

[] Function |

[ok |

1BCMIILN 1J7HM QB?H SIO FF=HK?JILNM  %;L>Q;L? /?;>?LM 1B? #QR?1QCH>IQ IJ?HM QB?H SIO EEEB?

#QOW?L <ONNI %

Table 28. /?;>?LM L?JILN =IFOGHM ;H> M5B =LCN?LC;

Column/criterion Description

ON;\CIH +,G? ICMJF;SM >;N; ;H> M?F?=NM >;N; NI PC?Q <;M?BIHHIG? |@ B? G;H;ACHA MNJWH

1?M=LCJIBIH ICMJF;SM >;N; ;H>M?F?=NM >;N; NI PC?Q <;M?> |H ;HS >?0HLGIMI=C;N?> GCBI? [?;>?L

MMCAHG?HN ICMJF;SM >;N; ;H> M?F?=NM >;N; NI PC?Q <;M?B?:IN. NI QBC=B R? 1?;>?L CM ;MMCAH?>

*>OF? ICMJF;SM >;N; ;H> M?F?=NM >;N; NI PC?Q <;M?B?IKINIFF?L GI>OF? ;MMI=C;N?> BRE? L?;>?L

#OH=0IIH ICMJF;SM >;N; ;H> M?F?=NM >;N; NI PC?Q <;M?BIHDN: I8;N BCM>?L J?L@ILGM 1B? N?LUJ?HM ;H "HOG

=BIIM?L Q@NB?M? M@ ?RJF;H;NILS @ CH4M1
12;>?L HFS
/2;>?L -FOM (?SJ;>

[?;>?L L (?SJ;>
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Column/criterion Description

12;>?L ,L &HNLOMCIH (?SJ;>

&HNLOMCIH (?SJ;>

&HJONM /?JILN ;H> #ZE QCH>IQ

1BCMIILN EMNBPNCHIONM CE?RNQB?H B? MSMN?&M=IP?LM ?;=B PHN >?PC=? IL GI>OF? ;H> ;>>M CN NI
NB? H?NQILE &HJONM CH=FO>? >|IL M?HMILNMCRINM. ! =IHNLF AF;MM 2|E M?HMILM ;H> GIGBIH M?HMILM

Figure 92. &HJONRULLN ;H> #QAR?L QCH>IQ

[:] y I B)F 2 @)

Station Name Description Termination Module Status
entSecurty801 Dil 1 Remote Reader Module inactive {ok}
entSecurityd0l Di2 2 Remote Reader Module inactive {ok}
entSecurity801 Exit Request 2 Remote Reader Module Inactive {fault,alarm,unackedalarm} CUT
entSecurity801 Sensor 1 Remote Reader Module Closed {fault,alarm,unackedlarm} CUT
entSecurity801 Exit Request 4 Remote Reader Module Inactive {fault,alarm,unackedAlarm} CUT
entSecurity801 Dil 1
| Station Name I% Must Include ~ /| Case Sensitive
entSecurityB01 Di2 2
[ ] Description  |% Must Include % ¥ Case Sensitive
entSecurity801 Exit Request 2 unackedalarm} CUT
L Termination | 'min o max [0
entSecurity8il Sensor 1 hackedAlarm} CUT
[ Module I% Must Include ~ /| Case Sensitive
[ status |% Must Include | % Case Sensitive
O Proxy Ext I% Must Include ~ | Case Sensitive
II"Iu facets
[ Facets =
[

1BCMPOILN 1J?HM QB?H SIO F=H?JILNM %;>Q;L? &HJONMB? #QR?LQCH>IQ IJ?HM QB?H SIO EEEB?

#QW?L <ONNI %

Table 29. &HJONNMUILLN =IFOGHM ;H> M?%B =LCN?LC,;

Column/criterion Description

ON;\CIH +,G? ICMJF;SM >;N; ;H> M?F?=NM >;N; NI PC?Q <;M?BIHHIG? |@ B? G;H;ACHA MNJIMH

1?M=LCJBIH ICMJF;SM >;N; ;H> M?F?=NM >;N; NI PC?Q <;M?> |H ;HS >?@HLEMMI=C;N?> GTBI? CHIJON

1?LGCHBIH ICMJF;SM >;N; ;H> M?F?=NM >;N; NI PC?Q <;M?BIHNG<?2> N?LGCH;F JICHRYNNB? CHIJON CM ;MMCAH?> N
G;S <? ?MJ?=CJS B?FI@OF QBZAHNMJIF;S H;G? MBIQH &2 KPM=LCINH =IFOGH CRHIG?>

*[>OF? ICMJF;SM >;N; ;H>M?F?=NM >;N; NI PC?Q <;M?B2=HINNIFF?L GI>OF? ;MMI=C;N?> B8 CHJON

ON;NOM ICMJF;SM >;N; ;H> M?F?=NM >;N; NI PC?Q <;M?BUHCNJON MN;NOMGE¥,&N;ER? FIM?> J?H?> )I=E?>
,@@ ?N=

*L =B

| 1BCM
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,ONJONM?UILN ;H> #CR?L QCH>IQ

1BCMIILN EMNBPNONJONM C>CHi¥ QB?H B? MSMN?&M=IP?LM ?;=B ZHN >?PC=? IL GI>OF? ;H> ;>>M CN NI
NB? MSMN?G H?NQILE ,ONJONM CH=FO>? RNEMEFALEGMCABNM IH@ B?;N?L IH 1@ ;H> ;CL =IHS®IH?L IH
@@

Figure 93. ,ONJONMUILN

[:]rﬁﬁaé

Station Name / Description Termination Module
entSecuritys01 Strike 1 Remote Reader Module
entSecurityd01 Strike 2 Remote Reader Module

| Station Name I‘!"E- Must Indude s | o Case Sensitive
entSecu

[ | Description  [% Must Indude v ¥ Case Sensitive
entSecu

[ | Termination min Iﬂ max |n

[ Module A Must Indude | ¥ Case Sensitive

[ | Status I% Must Indude s |+ Case Sensitive

1BCMPLILN 1J?HM QB?H SIO €F=HF?JILNM  %;>Q;L? ,ONJONM

Table 30. ,ONJONM?UIILN =IFOGHM

Column/criterion Description

ON;\CIH +,G? ICMJF;SM >;N; ;H>M?F?=NM >;N; NI PC?Q <;M?BIHHIG? |@ B? G;H;ACHA MNIWH

1?M=LCJIBIH ICMJF;SM >;N; ;H>M?F?=NM >;N; NI PC?Q <;M?> |H ;HS >?0HLGMMI=C;N?> GTBI? IONJON

1?LGCHBIH ICMJF;SM >;N; ;H> M?F?=NM >;N; NI PC?Q <;M?B7IHNG<?2> N?LGCH;F JICHBYNNB? IONJON CM ;MMCAH?> NI
1BCM G;S <? ?MJI?=ESB?FJ@OF QBZ$HAMJIF;S H;G? MBIQH &2 RPM=LCINH =IFOGH CRHIG?>

*>OF? ICMJF;SM >;N; ;H>M?F?=NM >;N; NI PC?Q <;M?B?RINIFF?L GI>OF? ;MMI=C;N?>BIE? IONJON

ON;NOM ICMJF;SM >;N; ;H> M?F?=NM >;N; NI PC?Q <;M?> |H IONJON MN;NQ®? &HHER? FIM?> ,J?H?> )I=E?>
@@ ?N=

"F?P;NILM /?JILN ;H> #QPL QCH>IQ

"F?P;NILM ;R >?PC=?NBMW ;L? ;MMCAH?> NI GI>OF?M 1B? "F?P;RIILUN EMNNM F?P;NILB;N ;L? ;MMCAH?>
OH>?L ; MNENH
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Figure 94. "F?P;NILMJILN ;H> #CR?L QCH>IQ

Station Mame / Description Module

.. Station Name I% Must Indude w | Case Sensitive
[ | Description 1% Must Indude “ ' Case Sensitive
[ IModule I% Must Indude » ¥ Case Sensitive
(| Elevator Status |% Must Indude “ & Cace Sensitive

[0k || cancel |

1BCMPOILN 1J?HM QB?H SIO F=HE?JILNM  %;L>Q;L? "F?P;NILMLB? #Q®¥?1QCH>IQ 1J?HM QB?H SIO EEEB?®

- -

#QOW?L <ONNI %

Table 31. "F?P;NILM2JILN =IFOGHM ;H> M?%B =LCN?LC,;

Column/criterion Description

ON;ICIH +,G? ICMJF;SM >;N; ;H>M?F?=NM >;N; NI PC?Q <;M?B?2HHNG? |@ B? G;H;ACHA MNJI\H

1?M=LCJIBIH ICMJF;SM >;N; ;H>M?F?=NM >;N; NI PC?Q <;M?> IH ;HS >?@HLGINI=C;N?> GTBI? ?F?P;NIL
*>0F? ICMJF;SM >;N; ;H> M?F?=NM >;N; NI PC?Q <;M?BH=MINIEF?L GI>OF? ;MMI=C;N?>R™? ?F?P;NIL
"F?P;NIL ON;NOM ICMJF;SM >;N; ;H> M?F?=NM >;N; NI PC?Q <;M?B2FPR?P;NIL MN;NOM

[?GIN? *I>OF?M /?JILN ;H> #CHN?L QCH>IQ

*I>OF?M ;L? NB? =IL? B;L>Q;L? =IGJIH?HNM B;N ;NN;=B NIBP =IHNIFF?L OHCN 1B? *I>OF2WIILN EMNM ;F
GI>OF?MBIN ;L'? CH ; MNCNH ==7?MM 1?PC=? *;H;A?L I;N;<;M?
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NOTE:
*I>OF?M L 2JILN @G ; 00J?LPCMIL MNGNH MBIQMBR GI>OF?MBN ;L? OH>?L ;F MO<HKCH;N? MIgINM

Figure 95. *I>OF?M I?JILN ;H> #0R?L QCH>IQ

[:]rE%@#

Station Name Description Address Device Type
entSecurity@01 Remote Reader Module 2 Remote Reader
entSecurity&01 Remote Reader Modulel 3 Remote Reader
-
i Station Name I"H: Must Include “ | ¥ Case Sensitive
[ | Description  |% Must Include W & Case Sensitive

[ | Address min |l] max |u

[ | Device Type |
[ ] status |2 Must Include | ¥ Case Sensitive

[ ok ][ cancel |

1BCMPOILN 1J?HM QB?H SIO €F=F?JILNM  %;L>Q;L? /?GIN? *I>OF?M 1B? #QR¥?1QCH>IQ IJ?HM QB?H SIO

P

=E=EBP #Q¥?L <ONNI %

Table 32. /?GIN? *I>OF?M L?JILN =IFOGHM ;H> M%B =LCN?LC;

Column/criterion Description

ON;ICIH +,G? ICMJF;SM >N; ;H> M?F?=NM >N; NI PC?Q <;M?BHHIG? |@ B? G;H;ACHA MNCMH

12M=LCJIBIH ICMJF;SM >N; ;H> M2F2=NM >N; NI PC?Q <;M?> IH ;HS >?@HL 0NI=C;N?> GO8? GI>OF?

>>L 2MM ICMJF;SM >;N; ;H> M?F?=NM >;N; NI PC?Q <;M?BIHLM>IG CHN?A?L P;FO? ;MMCAHBNPIN?L ;=B
12;>?L B;M ; > C@7HN CHN?AQBC=B G;S MN;LIG@H?

17PC=? BJ? ICMJF;SM >;N; ;H> M?F?=NM >;N; NI PC?Q <;M?BHEJ? |@ GI>OF? 1B? XCE QCH>IQ IJ?HM ;H "HOG

=BIIM?L Q@INB?M? M@ ?RJF;H;NILS >?PC=? NSJ?M
+IH?

M? L >/?2>7L

[?GIN? /2;>?L

/?GIN? &HJON ,ONJON

&l

&l 3
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Column/criterion Description

&l
&l M?=

ON;NOM ICMJF;SM >;N; ;H> M?F?=NM >;N; NI PC?Q <;M?B2HN>CGIH 1@BP I?GIN? GI>OF? UIEW UOH;=E?> F;LGW
U@;BW ?N=

H?N -ICHNM :H> #CR?L QCH>IQ
1BCMIILN EMNM ;FH?N JICHNM CBBRMSMN?G >;N;<;M?

Figure 96. H?N -ICHNM L?JILN ;H> #0R?L QCH>IQ

D || B % = o b Page of 4 Page Size

Station Name / Description BACnet Object Id Status
entsecurity&0l Remote Reader Module.Dil binaryValue:0 {ok}
entSecurityg01 Remote Reader Module.Di2 binar/Walue:1 ok}
entsecurity&0l Remote Reader Module.5dil binaryValue:2 {ok}
entSecurityg01 Remote Reader Module.Sdi2 binar/alue:3 ok}
entSecurity&01 Remote Reader Module.5di3 binaryWalue:4 {ok}
entSecurity801 o e e b B Lo oo arb. - .o
entSecurity301

entsecurityg0l i station Name I% Must Include w ' Case Sensitive
entSecurity801 I Description |% Must Include » o Case Sensitive
entSecurityB01 [IBACnet Object Id |% MustIncluide % o Case Sensitive
entSecurity01 [ |status |'5{: Must Include w | &f| Case Sensitive

Cancel

1BCMPOILN 1J?HM QB?H SIO F=HK?JILNM  %;>Q;L? H?N -ICHNM 1B? #Q%¥?1QCH>IQ 1J?HM QB?H SIO

P

=E=EBP #Q¥?L <ONNI %

&H ;>>CBlIH NI B? =IGGIH L ?JILN =IFOGHM =IHIRM B? ;=H?N -ICHNM?ILN CH=FO>?M; H?N ,<D?=N &>
=IFOGH ;H>; 3;FO? =IFOGHBYN C>?HIN@OBN;=H?N JICHN NSJ? ;H;FIA <CH;LS ILBRL ;H>P;FO?
L?MJI?=0NP?FS

Table 33. H?N -ICHNM L?JILN =IFOGHM ;H> M5B =LCN?LC;

Column/criterion Description

ON;ICIH +,G? ICMJF;SM >;N; ;H> M?F?=NM >;N; NI PC?Q <;M?BTHHIG? |@ B? G;H;ACHA MNC

1?M=LCIBIH ICMJF;SM >;N; ;H>M?F?=NM >;N; NI PC?Q <;M?> |H ;HS >?0HLGINI=C;N?> @IBI? H?N JICHNM
H?N ,<D?=N &> ICMJF;SM >;N; ;H>M?F?=NM >;N; NI PC?Q <;M?B?HNNJ? I@ H?N JICHN ;H;FIA <CH;LS IL IBPL

3;FO? ICMJF;SM >;N; ;H> M?F?=NM >;N; NI PC?Q <;M?B?4@QL2HN P;FO? I@NIJICHN

ON;NOM ICMJF;SM >;N; ;H>M?F?=NM >;N; NI PC?Q <;M?B?+IN>C8IH |@B? JICHN UIEW ?N=
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&HNLOMCIH ICMJF;SM /?JILN ;N2 ECF

1BCMIILN EMNBPNCHNLOMGIMI3F;SM BPINN;<;M?

&HNLOMOCGIF; SMPML?HN CH@ AN, <ION B? MN;NOM 1@ ;H CHNLOMCIH TIH? ;H> F?N OM?LVBOER TN QCN
OMCHA ; E?SJ;> NIO=BJ;> IL IB?L G?;HM 1@ >;N; CHJON 1B? &HNLOMCIH |CNIIN SBMNEPNCHNLOMCIH
>CMJF;SM CH ; BIN;NNBCM G;S CH=FO>? CHNLCWIEISMEaRORCJIF? CHNLOMCIHM TIH?M

IO<F? =FC=E IHBP CHNLOMQIM3F;S ?HNLS IC=HBP &HNLOMCIH ICMIF?61® CN?G OH>B?N:HNLOMCIH 0?NOJ
G?HO NI PC?Q ;H> &N >?N;CFM ;<ION ; GENF;LCMJF;S

Figure 97. &HNLOMCIH ICMJIRJENNLH> #0OR?L QCH>IQ

ﬂ access . Access History .« Alarm History .4 Intrusion History & Attendance History

|| Station Name I% Must Match ¥ | ¥ Case Sensitive

|| Description % Must Match ¥ | ¥ Case Sensitive

|| Smart Key Device % Must Match ¥ | ¥ Caze Sensitive

I Address I% Must Match ¥ | ¥ Caze Sensitive

| Status I% Must Match ¥ | ¥ Caze Sensitive

|| Intrusion Zones % Must Match ¥ | ¥ Case Sensitive
|Cl_k| Cancel

1BCMPOILN 1J?HM QB?H SIO F=HF?JILNM  %;>Q;L? &HNLOMCIH ICMIEBSMAR?LQCH>IQ IJ?HM QB?H SIO

P

=E=EBP #Q¥?L <ONNI %

1B? &HNLOMCIH ICMJIEJBMIICH=FO>?M >?-tFOGHM Nl MBIQ QB;N CHNLOMCIH BAH2CMJIF;S CM ;MMCAH?> NI
NB? H;G? ;H>;>>L ?MM 1@ ;HS OG;LN(?S >?PC=? ;MMCAHB2 RHNLOMGIM3F;SBR >CMJF;S MN;NOM B?> N
MNGIHM H;G? ,NB?L =IFOGHM G;S <? ;>>7>

Table 34. &HNLOMCIH ICMIRPBML=IFOGHM ;H> M%B =LCN?LC,;

Column/criterion Description

ON;\CIH +,G? ICMJF;SM >;N; ;H> M?F?=NM >;N; NI PC?Q <;M?BTHIG? |@ B? G;H;ACHA MNZIH
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Column/criterion Description

1?M=LCJXBIH ICMJF;SM >;N; ;H> M?F?=NM >;N; NI PC?Q <;M?> |H ;HS >?CHLEAMI=C;N?> @CB? CHNLOMGIMIF;S

OG,LN (?S 1?PC=? ICMJF;SM >;N; ;H> M?F?=NM >;N; NI PC?Q <;M?BHHIG? ;H> ;>>L ?MM I@ ;HS 0G;LN(?S >?PC=? ;MMCAIH?> NI
NB? CHNLOMGIMIF;S

>>L ?MM ICMJF;SM >;N; ;H> M?F?=NM >;N; GM3F;S <;M?> IFBR CHN?A?L P;FO? ;MMCAHB2 KHINLOMCIH 0G;LN(?$
>?PC=?

ON;NOM ICMJF;SM >;N; ;H> M?F?=NM >;N; BWMJF;S <;M?> IHBN F;MNPEIL>?> =IH> CBIH |@BP >CMJF;S >?PC="

&HNLOMCIH 7IH?M ICMJF;SM >;N; ;H> M?F?=NM >;N; GW3F;S <;M?> IHBY ;MMI=C;N?> CHNLOMCIHBPHZNJF;S CM ;MMCAHP> NI

IHMIF C>;N?> &HNLOMCIH ICMJB|EM L
1BCNPLILN ;JJ?;LM IHFS CH ; 00J?LPCMIL ®IN;N.\CHIN EHNLOMCIMJF; SBIIDABION B? MSMN?G

Figure 98. IHMIFC>;N?> &HNLOMCIH !CM3BIEN! L

€ Home | | & Monitoring | | & Personnel | il JEEIINEE | & System Setup Photo ID || /& Threat Levels Mic gdr C

framework

’§ access .. Access History 4 Alarm History . Intrusion History .4 Attendance History .. Audit History 4 Log History

(@ DlE=(#lzlal

1B? IHMIFC>;N?> &HNLOMCIH ICM3ZBIBMRC?Q CM ;P;CF;<F? IH ; 00J?LPCMIL QB?HSEB®RHNLOMCIH
ICMJF;SK?HO CN?G OH>B2?N:HNLOMCIH 07BHO IL QB?H SIO M?F?ENILNM  %;L>Q;L? /?JILNM
&HNLOMCIH !CMJF;SM

[?JILN =IFOGHM ;R NB? M;G? ;M BIM? >CMJF;S?> IH ;H &HNLOMCIH |CMARINHI?;N?> @IL ; MCHAF? FI=;F
MN;GIH

) - 0> CN %CMNRBLN
1BCMPLILN MOGG;LCT?BPN=NCPCNSIL>?> QCBINB? )! - M?LP?L
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Figure 99. )I- 0>  CN %CMNAJAN ;H> #OR?L QCH>IQ

it Home || 6o Monitoring | | &3 Personnel | OGN | 4 system Setup || /& Threat Levels [id 9&1&9

5y access 4 Access History 4 Alarm History . Intrusion History 4 Attendance History 4 Audit History 4 Log History & Hardware Reports = 4 LDAP Audit History

@) DlEF) i@ (s

Timestamp * Ldap Server Ord Activity Owner Activity Id Status Details
24-Jul-18 5:54 AM EDT slot:/Drivers/LdapS20Network/Ldaps205erver Import Personnel Periodc Import ] ERROR Error during import process
24-Jul-18 5:54 AM EDT dol:fDﬁvers,'LdamZDNatwwk.deaMDSewerﬁm details available.Import cannot proceed
24-Jul-18 5:21 AM EDT slot:/Drivers/LdapS20Network/LdapS205erver bt deleted by deanup process.
[V Timestamp »
[JLdap Server Ord |% Must Include | ¥/ Case Sensitive
] Activity |
[Jowner % Must Incude | | Case Sensitive
[ Activity I1d min [0 max [0
[ status o Must Incude | ¥ Case Sensitive
[ Details [ Must Include | ¥ Case Sensitive

1BCMPOILN 1J?HM QB?H SIO G=F?JILNM )I- O> CN %CMNIBS #Q¥?IlQCH>IQ 1J?HM QB?H SIO EEEB?
#QOW?L <ONNI %

1BCMPLILN JUPC>?MBPM? =IFOGHM |@ CH@ULG ;N> "mN~?L IINCIHM

Table 35. )I- O> CN %CMNILS =IFOGHM ;H=BAA,ICN?LC;

Column/criterion Description

1CG?MN;GJ 2JILNM QB?H B? 12=IL> Q:M QLCNN?H BPM:N;<;M?

)>;J 0?LP?L L > /?JILNM B? ;>>L?MM I@N)! - M?LP?L

=NCPCNS &>?HB?MBP NSJ? 1@ )! - L ?KO?MN

,QH?L /?JILNM B?)! - ICMJF;S +,G?

=NCPCNS &! [?JILNM B? NSJ? |@ ;#DPCNS

ON;NOM /2JILNM 8?2 =OL2HN =IH:EGIH I@B® ?HIENS ;M I®N;MN@IMB U:F;LGW
UEM:<F?>W U>IQHW NU®IQEW UMN:F?W UOH;=E?> F;LGW

1?N;CFM -LIPC>?M ;>X0IH;F CH@ILGIN

*CM=H?IOM2IJILNM

*CM=HH?IOMIILNM CH=FO>? -?LMIH ==?MM /CABN /?JILN -?LMIH /?;>?L /?JILN ==?MM /CABN /?;>?L
[?JILN ;H> -?LMIHH?F B;HA?M RJILN

1B? GCM=PH?IOMRIILNM CH=FO>?

\ -?LMIH ==?MM /CABN /?JILN
\'" -?LMIH /?;>?L /?JILN

\ ==?MM /CABN /?;>?L [?JILN
\ -?LMIHH?F B;HA?M

-?LMIH ==?MM /CABN /?JILN
#IL ; ACP?H J?LMIH BCMILILN C>?HIN?M CH@ILGIN RF;N?> NI ;==?MM LCABNM

%L =B
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Figure 100. -?LMIH ==?MM /CABN /?JILN ;H> #ZE

D A RE & 4 || P | Page of Mam
Person / Access Right Name Start Date End Date Tenant
HHH75118 honeywell null null
HHH75160 honeywell null null
HHH75633 honeywell null null
HHH75651 honeywell null null
HHHZ75716 honeywell null null
HHH75994 honeywell |
HHH76070 honeywell .. Person &3 INone
HHH76191 haneywell [ ] Access Right Name |‘K: Must Include ~ | & Case Sensitive
HHH76293 haneywell [Istart Date Time Range V|

[1End Date Time Range W' |
[ I Tenant P |Nane
Cancel

11 ;==?MM RCWUIILN ?RJ;H> -2LMIHH?M?F?=N ; J?LMIH ;H>GFEB? 0BIQ "RJICL;NXCIHM <ONNI EE IL<S
=E=ECHAILNM *CM=7H?IOM -?LMIH ==?MM /CABN /?;>?L /?JILN

IHNLIF <ONNIHM
&H ;>>CGIH NI B? MN;H>:: =IHNLF <ONNIHM KCEIFOGH BIIM?L /?@EMB G;H;A? /?JILNM ;H>"RJILN
NB?M? =IHNIE <ONNIHM ;JJFS NBN-?LMIH ==?MM /CABN /?JILN

- =

\ L & %SJI?LEHE NI -?LMIH 1IJ?HMBR"> CN -?LMIAC?Q @IBNJ?LMIH ;MMI=C;N?> QTBP M?F?=N?724lL>

\ E %SJ?LEHE NI ==?MM /CABN 1J?BBMI'"N CN ==?MM /CABDIPQ @IBN;==?MM LCABN ;MMI=C;NB-NEYCN
M?F?=N?3%lL>

IFOGHM
Table 36. -?LMIH ==?MM /CABN /?JILN =IFOGHM

-?LMIH [?JILNM B? H;G? |@ B? ?GJFIS??

==?MM /CABN +,G? &>?HBI ?MBP NCR? |@BP ;==?MM LCABN ;MMI=C;NB-NEYCNHIENS
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HHH75650 honeywell entSecurity801:Door 2.Reader 2
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Access Right Name Reader Tenant
honeywell entSecurity801:0Door 2.Reader 2
honeywell entSecurity801:Door 2.Reader 2
honeywell entSecurity801:Door 1.Reader 1
honeywell entSecurity801:Door 1.Reader 1
honeywell
. Access Right Name I% Must Indude “ | | Case Sensitive
[ | Reader [ |Mone
[ | Tenant P Mone
[ok]
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entSecurity
entSecurity
entSecurity
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entSecurity
entSecurity
entSecurity
entSecurity
entSecurity
entSecurity
entSecurity
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Added
Added
Added
Added
Added
Added
Added
Added
Added
Added
Added
Added

i b Page of Many Page Size IE
Orion Persan, HHH7 7000 admin
Orion Persan, HHH76999 admin
Orion Person, HHH76958 admin
Orion Person, HHH76997 admin
admin
. admin
Timestamp 08-5ep-18 7:37:10 AM IST
Station Name entSecurity admin
History Name AuditHistory admin
Operation Added admin
Target Orion Person, HHH76998 admin
Slot Name admin
old value adimin
Value
User Name admin
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[ ] old value |

[ ] value |2
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Chapter 5. Controller (System)
SetupbSchedules
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Figure 105. 0=B?>0OF?M G?HO

Schedules

Calendar Schedules

0=B?>0F?M PC?Q
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Figure 106. 0=B?>OF?M PC?Q
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Figure 107. >>;+?Q 0=B?>0F? QCH>IQ

Add a new Schedule

Choose a Schedule Usage...
() Access Right

) Door Unlock

(_) Door Override

(®) Custom

[ox] [cance |
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Figure 108. BIIM? ; 2M;A? QCH>IQ

Choose a Usage...

Usage >

[k o

1BCM QCH>IQ 13?HM ; MNLCHA =BIIM?L

0=B?>0F?M .OC=ECHN QCH>IQ
1BCM QCH>1Q ENM M=B?>0RZ1NC?M
Figure 109. 0=B?>0OF? .OC=E 'GN QCH>IQ

[ lusage |[)|:|-|:|-r Unlack | »
[ I True Text |Llnlnckad | #
[ False Text |Locked | »
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Figure 110. 0=B?>0OF? #CH QCH>IQ

i | Schedule Name |% Must Indude ~| Case Sensitive
[ ] usage 0 Must Indude “| Case Sensitive
g
[ ] Access Right Name |% Must Indude “| Case Sensitive
g
[ | Intrusion Pin Name |% Must Indude ~| Case Sensitive
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610 ;==?MMBCM QCH>IQ@NB? G;CH G?HO <S EEECHANLIFF?L 0OSMN?G 0?NO0=B?>OF?M®IFIQ?> <S

P

=E=ECHBMNQ¥?L <ONNI %

Criterion Value Description

0=B?>0F? +;G? QCF> =3 0?;L=B?M <;M?> IHBP H;G? |@ B?
M=B?>0OF?

2M;A? QCF>=31 0?;L=B?M <;M?> IH BP? JOLJIM? |@
NB? M=B?>0OF?

==?MM /CABN +;G? QCF> =L 0?;L=B?M <;M?> IHBP H;G? |@ B?
;==?MM LCABN ;MMI=C;NBNRXCN
M=B?>0OF?

&HNLOMCIH -CH +;G? QCF> =3 0?;L=B?M <;M?> |HBP H;G? |@ B?
CHNLOMCIH -&+ ;MMI=C;NB-NEYCN
M=B?>0OF?

>>+7Q ?> CNIL >00=;N? 0=B?>0F? PC?Q

1BCM PC?Q ;>>M ; M=B?>0OFBNFN;<;M? H=? ;>>?> N B? M;G? M?N 1@ N;<MChB® M=B?>0OF? !OJE;8HA ;H
?RCIANA M=B?>0F? M;EBPN?=;,0M? [FSIO B;P? NI >| CM =B;HABRJUJ?LNC?MBWN >C@"7L I@INB? MIOE?
M=B?>0F?

%L =B



+C;A;L; "HN?LILCM? 0?=OLCNS ?H@?L IHNLIFF?L OSMN?G 0?NOJ]0=B?>0OF?M

summary Scheduler Schedule Setup Special Events  Access Rights  Intrusion Pins
2 B 280

sun Mon Tue Wed Thu Fri Sat

Denied e

start [09 v}{oo V] EDT
Finish: [05 v]{o0 v] EDT

Output: (] null

The Default Output for this Schedule is currently set to "Denied {ok}".
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Summary Scheduler Schedule Setup Special Events Access Rights Intrusion Pins

Always

& Mapped Ord: [Services/EnterpriseSecurityService/schedules/Always
[ Type: Schedule

) Schedule Name: Always

{0 Usage:

() Status: {ok}

(O Out Source: Default Qutput
) Out: Access {ok}
OlIn: - {null’}

) Next Time: 25-5ep-18 12:00 AM IST
() Next Value: Access {ok}

> Intrusion Pins
Test
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Summary Scheduler Schedule Setup Special Events = Access Rights Intrusion Pins
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The Default Output for this Schedule is currently set to "Access {ok}".
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Summary Scheduler Schedule Setup Special Events Access Rights Intrusion Pins
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Cleanup Expired Events
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False Text No Access »
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Figure 129. $L;JBC=M MC>? <;L
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Figure 134. >>+?7Q &G;A? PC?Q
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Figure 136. +;PCA;NCIH $LOIM PC?Q
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Chapter 7. Controller (System)
SetupbBackup views
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HIN B?L >sC@7H=? <?NQ??H 00J?LPCMIL ;H> =IARAL <;=EOJM CHPIFEEPMINBCPBWN PMOM IBIG;ECHA ;
<;=EOJ L=BCP? F?M G;>?I@L00J?LPCMIL ;H> MO<HCH;N? MIJNIM B;P?; TCJ F? ?RN?HMCIH )I=;F
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Table 46. ;=EOJ L =BCP? =IFOGHM
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Property Value Description
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Figure 141. /2MNIL2 QCH>IQ
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Figure 143. ;=EOQJ 0=B?>0OF? N;<
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Property Value Description
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Figure 144. /?=?HN ;=EOJ %CMNILS N;<
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NB? J;NB NI NB? M?F?=N?>=BCP? 'F? 4B?H SIO €EE CBNFile JLIJ?LNS IL =E=EB® LIQM?<ONNIH ; 'F?
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Chapter 8. Controller (System)
SetupbAccess Setup

1B?M? PC?QM N;<M ;H> QCH>IQM =l ACM Q@BCH ; <OGEHHA @IBNJOLJIM? 1@ G;H;ACHA QBI G;S ?HN?L
1B?M? NIJC=M ;FMI >|=0G?HN-%2;>?L @ILG;NM ;H> ;>XClIH;F J?LMIHH?F >;N;

Figure 146. ==?MM 0?NOJ G?HO

==?MM 7IH?M PC?QM

>?"H?> ;==?MM TIH? =IHNLFM ;H> GIHCNIL\BR?HNLS ;H> ?RCN |@ J?LMIHH?F ;MMCA??7HIN? NG;H;A?M
NB? I==0J;H=S F?P?FM @R-NH? ;H>=IH"AOL?M ;HE J;MM<;=E =IHNIM <;M?> |H I==0J;H=S ;H> R? ICG? |@
>:S

ONNIHM
Figure 147. ==?MM 7IH?M PC?Q

1BCM PC?Q IJ?HM QB?H SICG-EHNLIFF?L OSMN?G 0?NOXF=?MM 0?NOJ ==?MM 7IH?NCH ; RGIN? BIMN &N
CH=FO>?M ; N;<OFJIMIF;S |@;PRCBHA ;==?MM TIH?M CIHROPH?MI@IF F J??L ;H> MO<iCH;N? MICINM

\'" 610 =;HHIN ;>> IL ?> CN ;H ;==?MM TIHFG® DOJ?LPCMIL PC?@ ;>> IL ?> CN OMBN=IHNIFF?L MNGNH
==?MM 7IH?PC?QM

\ #UG ; 00J?LPCMILSIO =;H M?? ;F MSMN?G QC>? ;==?MM TIH?M ;@N?L SIO DIFES 2 IMO<{CH;N?
=IHNIFF?L TIH?M

\' U PC?Q B?>?N;CF?>=IH AOIO\H >IILM ?HNLR{>?LM ?RCR;:?LM ;H>INB?L >?PC=?M 1@ ;HCPE>O;F
;==?MM TIH? SIO GOMN =IHH?=NBRI-NHNIFF?L €2=NS

\' 2MCHAR$LIOJCHAN;< 1@ ; MJ?=C = ;==?MM TIH? PCR2Q =;H DICH ?HNLS ;H> ?RCICMMCHNI ; MCHAF?
;==?MM TIH?

&H ;>>CBIH NI B? MN;H>: =IHNILF <ONNIHM 00OGG;LS ?F?N? /?H;G? #CZEIFOGH BIIM?L /?@RMB
*H;A? /?2JILNM ;H>"RJILN N B?M? <ONNIHMRIC>? MJ?=C = ;==?MM @?MIOL
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&
\ >> =L 7;N?M ; H?Q ;==?MM TIH? 1B? PC?Q CN IJ?HM >?"HZRGMS ;F?LN ?RN?HMCIHM 1==0J;HNM
MOJ?LPCMILM ?HN:E M ?RCR;E?LM ;H> ALOIM

@
\ %SJ?LEHE 1J?HMBY ;==?MM TIH? MOGG;LS PC?Q
IFOGHM
Table 49. ==?MM 7IH? =IFOGHM
Column Description
7IH? +,G? ICMJF;SMBRH;G? 1@ B? ==?MM 7IH?
ON;\CIH +,G? ICMJF;SMBR H;G? |@ B? JLCG;LS MIGM ;MMI=C;N?> @aB? ==?MM 7IH? &N CM JIMMC<F? NI BjP? =;L
L?;>?LM @& GIL ? NB;H IH? MN;BIH CH ; =IGJ;HS QC>? ;==?MM TIH?
#,F<;=E "H@IE?G?HN ICMJF;SMBR =OL2HN MN;N? |@R@&E ?H@HKE?G?HN ,@ OI@N IL %LN\B;N CM ;MMCAH?>E@I:QMJIF;S?>
TIH?

>>+?2Q IL?> CN ==?MM 7IH? PC?Q
1BCM PC?@N2M IL 2ENM H?Q ;==?MM TIH?M IH? TIH? BGN

)CHEM
Figure 148. ==?MM 7IH? PC?Q N;<

1BCM PC?Q IJ?HM@B? G;CH G?HO 1@ ;AGIN? BIMN QB?H SIO EEHHNLIFF?L OSMN?G 0?NOJF=?MM
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0?NOJ ==?MM 7IH?M@IFIQ?> <S =E=ECHBN>> <ONNIH | </ | CHBP ==?MM 7IH?NPC?Q

11 ?> CN ;H ?RCMN ;==?MM TIH?HIL> >IO<F? =E=E ; IQ CH B? ==?MM 7IH?NPC?QH> =FC=EBP ==?MM 7|H?
N;<

1B? 0;P? FEHE CB\NIJ F?@N =ILH?L B® RC?Q M;P?M =B;HA?MBM MNBIH >;N;<;M? 1B? ==?MM 7IH?NICHE
L?NOLHM NB'N==?MM 7IH?NPC?Q

==?MM 7IH? N;< JLI?LNC?M

Property Value Description
ICMJF;S +,G? N?RN -LIPC>?M ; OHCKO? H;G? @R NH?
,==0J;H=S IOHN L?;> IHFS ICMJF;SMBR HOG<?L |@ J?LMIHH?F

=OLPHIRS CIBNTIH?

,==0JC?> L?;> IHFS &HE=;N?M B@;&?MM TIH? CM
=OLPHIRS |==0JC?>

)I=E IQH true IL false >?7@;0F "H;<F?M ;H>>CM;<F?M ; FI=E >IQH
QBC=B JBC<CNM CGGM? ;==?MM NI
NB? TIH? I?A;L>F?MM 1@ BI@N
?H@H?G?HN LOF?M #IH AOL?>

fase ;FFIQM HILG;F 13?L;NCIH

tue >CM;<F?M FI=EM >IQB? N
TIH?

,==0J;H=S LCN?LC; >UJ >IQH F CMN >?@\@MAny (?2JM NL;=E |@ QBI CM BRI NH?

Any =IOHNM FRI?LMIHH?F
CH=FOHKA MOJ?LPCMILM 1BCIM IDN
JJFC?M HI =LCN?RE;LI>CHA QBI
GOMN <? AM?HN

Supervisors  CHE=;N?NBMW ;
MOJ?LPCMIL J?LMIH GOMN <?
JL?M?HN

-;MM<;=E *I>? >1J >IQH F CMN >?@{MMHard 1?N?LGCH?M BIQ NI B;H>? J;MM<;=E
;=NCPCNS ;F?LNM -?LMIHH?F QBI F?[P?
;H,;==?MM TIH? ;H>BNOLH NBN
TIH? ;L? M;C> NI J;MM <;=E NBN
TIH? 1BCM JI?LNS =;H EGCBPCL
;<CENS NPNOLH NBN TIH?

off >CM;<F?M J;MM<;=E GI>?
QBC=B HQM J?LMIHH?F NI ?RCN
;H> L?NOLH ;M |@N?HBYISNQCMB

Soft AL;HNMPNOLH ;==?MM ;A;CH NI
NB? TIH? <ON A?H?L;N?M ;H
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Property Value Description
FLG

Hard >?HC?MNOLH ;==?MM RPN
TIH? ;H> A?H?L;N?M ;H ;F;LG

<IP? %CAB 1BPMBIF> "H@H?G?HN >UJ >IQH F CMN >?@\KImDff 0J?=C?MBP NSJ? |@ ?H@PNG?HN NI
OM? QB?H I==0J;H=S ?R=?7>BPN
BCABBIPMBIF> M?CHNA

off >CM;<F?M ;<IP? BCAH'NBIF>

?H@QHE?G?HN
Soft ;FFIQM ;==?MM ;H> A?H?L;N?M
HFLG
Hard >?HC?M ;==?MM ;H> A?H?L;N?M
H F.LG

N %CAB 1BIMBIF> "H@H?G?HN >UJ >IQH F CMN >7? @\{RIRNDff 0J?=C ?MBP NSJ? |@ ?H@MAG?HN NI

OM? QB?H I==0J;H=S G??NBPBCAB
NBL?MBIF> M7CINA

off >CM;<F?M ?H@G&?HN
Soft  AL;HNM ;==?MM ;H> A?H?L;NPM
HF.LG

?FIQ)IQ 1BL ?MBIF> "H@H?G?HN  >UJ >IQH F CMN >?@{RIRD 0J?=C ?MB® NSJ? |@ ?H@MG?HN NI
OM? QB?H 1==0J;H=S @NF<?FIQB?
FIQ NBI?MBIF> M?GINA

of >CM;<F?M <?FIQ FIBIRMBIF>

?H@HE?G?HN
Hard AL;HNM ;==?MM ;H> A?H?L;NPM
H F.LG

N)IQ 1BL ?MBIF> "H@H?G?HN >UJ >IQH F CMN >?@\{RIRNDff 0J?=C ?MBP NSJ? |@ ?H@MAG?HN NI

OM? QB?H 1==0J;H=S G??NBPIRIQ
NBL?MBIF> M7CINA

off >CM;<F?M <?FIQ FIGIRMBIF>

?H@HE?G?HN
Soft  AL;HNM ;==?MM ;H> A?H?L;NPM
HF.LG

00J?LPCMIL I?KOELH@IE?G?HN >UJ >IQH F CMN I?HC?M ;==?MM NF;HIH MOJ?LPCMILSE

J?LMIHM OHF?MM ; MOJ?LPCMIL CM
;FI2;>S ;H I==0J;HN
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Property Value Description

off >CM;<F?BN?KOCGG?HN @IL ;
MOJ?LPCMIL

Soft L?KOCGM ; MOJ?LPCMIL;HNM
;==?MM ?P?HBNDAB ; MOJ?LPCMIL
CM HIN 3M?HN <ON A?H?L;N?M ;H
FLG

Hard >?HC?M ;==?MM QB?H ;
MOJ?LPCMIL CM HINBHN ;H>
A?H?L;N?M ;H ;F,LG

-?H>CHACG? GCHON?M M?=IH>M 12’H?M NB? CG? ;FIQ?> @IL ;
M?=IH> J?LMIH NI MQCJ? ; <;>A? NI
JL?P?HN ; RI?MBIF> ;F,LG &@ ;
M?=IH> <;>A? CM HIN MQCJ?>EH N
MJ?=C ?>0G? B? MSMN?G A?H?L;N?M
;H I==0J;H=S ;F,LG ;H> G;S >?HS
;==?MM

11
us]

-;,MM<;=E 1ICG?ION BIOLM GCHON?”M M?=IH>M 0J?=C'?M ; BG? NG?ION ;@N?L QBQ
<>A? G;S<?L ? M=;HH?> ;NBP
L?;>?L QCRION =;O0MCHA ; J;MM<;=E
FLG

[?M?N ,==0J;H=S "H;<F?> tue IL false >?@;0F F?;LM B? TIH? |@ J?1JF? QBI >C>
HIN M=;HBPCL <;>A?M QB?IBRE F?@I\
NB? <OCEHA 1BCMJIL ?M B? TIH?
MI NB;N J?1JF? =;H ?HN?L ;A;CH CBP’N
GILHCHA ®© G;S L?M?N |==0J;H=S ;N
HCABN IL QB?H SIO EHI@;N HI I[H?
CM ;=NGF CBRNTIH?

%CAB 1BMBIF> HOG<?L >?@;8M NI100 12°"H?M NB? G;RCGOG HOG<?L |@
I==0J;HNM JAQ?> CH ;H ;==?MM TIH?

)IQ 1BL ?MBIF> HOG<?L >?@;9OHF NF1 1?°H?M NB? GCHCGOG HOG<?L |@
==0J;HNM FHQ?> CH ;H ;==?MM TIH?

>>H?Q ==?MM 7IH? 00OGG;LS N;<

1BCM N;< CKNIRHN <ON >|?M HIBMJIF;S OJ>;N?> CH@ICGINOHIF SIO 2IN? ;H ;==?MM TIH? 1BCM PC?Q G;S
;FMI CH=FO>? ; =IHN?RN JJUIC;N? EMN 1@ allLM J?IIF? ;H> =1L?;>?LM B;N ;L? ;MMI=C;N?> CGENB? ;==?MM
TIH?
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Figure 149. >>+?Q ==?MM 7IH? 00OGG;LS N;<

U ;==?MM BCM PC2@=HHNLIFF?L 0?NOJ ==?MM 0?NO®IFIQ?> <S >|0<F? =E=ECHA ;H ?RIEMN==?MM TIH?
CHB? ==?MM 7IH?MPC?QH> =FC=ECHBMNOGG;LSN;<

Property Description

*J3J?> L > JCHEMBR NI B? ==?MM 7IH?PC?Q @IBN;==?MM LCABN

1SJ? &>?HOI ?MBP [?=IL> ;M >?"HCHA ;H ;==?MM TIH?

7IH? +,G? /?2JILNM B? H;G? 1@ B? ;==?MM TIH?

ON;ICIH +G? /2JILNM 18?2 H:G? 1@ B? MNGIH OH>?LBRQ =IHNIE @ QBC=BN?P?HN I==0OP%

#FR;=E "H@IE?G?HN /2JILNM 18? =OL2HN MN;N? |@R@E ?H@K?G?HNOf Soft IL Had QBC=B CM
‘MMCAH?> N8 NTIH?

,==0J;H=S IOHN [?2JILNM B? HOG<?L |@ J?1JF? =OHIRS CBR;==?MM TIH?

==?MM TIH? =NCPCNS F?LNM "RN N;<
1BCM N;< =IH'AGM QB;N B;JJ?HM QB?H ;H ;==?MM ?P?HN NLCAA?LM ;H ;F?LN &N CH=FO>?M =IH"AOLCHA PC>?| @I
;F?LN

Figure 150. =NCPCNS F?LN "RNM 2L

610 ;==?MMBCM N;<I@NB? G;CH RGIN? BIMN G?HO <S €EECHANLIFF?L 0?NOJ ==?MM 0?NOJ ==?MM

%L =B



+C;A;L; "HN?LILCM? 0?=OLCNS ?H@?L IHNLIFF?L OSMN?G 0?NOJ] ==?MM 0?NQOJ

7IH?M @IFIQ?> <S =2;NCHA ; H?Q TIH? IL >IO<F? €£I=ECHA ;H ?REMN IH? ;H> £F=ECHBMN=NCPCNS F?LN "RN
N;<

F?LNM

Alert Description

HNC -;MM<;=E GIF;8IH F?LN IH'AOL ?M QB;N NI >l QB?HPassback Mode IH NB? ==?MM 7IH?N;< CM M?NHékd ;H>
MIG?IH? B;M ;NN?GJN?> NIZL?HN?LBP TIH? ;@N?L F?;PCBANH?

==?MM 7IH? ICM;<F?> F?LN IH'AOL ?M QB;N NI > QB?H.ock Down IH NB? ==?MM 7IH?N;< CM M?NtNé ;H>;H
;NN?GJIN B;M <??H G;>? NI 2HN?BNTIH?

,==0J;H=S 3CIF;BIH F?LN IH'AOL ?M QB;N NI >l QB?HBP G;RCGOG |==0J;H=S ;M >?"H?> <8ligh Threshold IH
NB? ==?MM 7IH?N;< B;M <??H 2;,=B?> ;H> MIG?IH? B;M <??H JL?P?HN?> @L?HN?LCHA
NB? TIH?

00J?LPCMIL /?KOQELF?LN IH"AOL ?M QB;N NI > QB?HOccupancy Criteria IHNB? ==?MM 7IH?N;< CM M?N NI

Supervisor  ;H>HI MOJ?LPCMIL B;M ?HINB? TIH?

$L;HN?> ON HIC -MM<;=E GIF;8IH F?LN  IH'AOL ?M QB;N NI >| QB?HPassback Mode IH NB? ==?MM 7IH?N;< CM M?NS¢ft H>
MIG?IH? B;M L2 2HN?2> NB? TIH? ;@N?L F?;PCBANH?

$L;HN?> ON ,==0J;H=S LIF;BIH F?LN IH'AOL ?M QB;N NI > QB?H BP? G;RCGOG I==0J;H=S ;M >?"H?> <$iigh Threshold  IH
NB? ==?MM 7IH?N;< B;M <??H 2,=B?> ;H> MIG?IH? B;M ?HN?R> NB? TIH?

$L;HN?> <ON ==?MM 7IH? ICM;<F?> F?LN  |H'AOL ?M QB;N NI > QB?H.ock Down IH NB? ==?MM 7IH?N;< CM M?NiN¢  ;H>
MIG?IH? B;M F?@BATIH?

$L;HN?> <ON 00J?LPCMIL /?ROCGI?LN IH'AOL ?M QB;N NI > QB?HOccupancy Criteria IHNB? ==?MM 7IH?N;< CM M?N NI
Supervisor  ;H> HI MOJ?LPCMIL B;M ?HINNB? TIH?

-LIJ?LNC?M
Property

FiLG F;MM N?RN 1?°"H?M ;F;LG LIONCHA 1JIHM
;H> JLCIL@PM SIC=;F ;F,LG
=F;MM?M CH=Rg» ?Medium ;H>
Low H;F,LG =F;MM I@w GCABN
M?H> ;H ?G;CF G?MM;A? QBCF?[H
;F;LG =F;MM l@h GCABN NLCAA7L
; N?RN G?MM;A? NBR
>?J;,LNG?HN G;H;A?L

Value Description

3C>?1 02NOJ <ONNIH JJ?HM NB? 3C>?1 0?2NOJ QCH>IQ
R@?LNI# ( ,-) I (/ CH
N2 (¢ (%% * 1+ & -
%*& ,-) =B;IN?L

"H;<F? )IAACHA =B?=E <IR >?@;08M NI =B?=E?> ICM;<F?M FIAACHABIP N-NCPCNS FIA
QB?H B? =B?=E G;LE CMAIP?>

Related r efer ence

3C>?10?NOJ QCH>IQ

IHNLIFE?L OSMN?G 0?NOJ] F;L G 0?NOJ

,==0J;HNM N;<

1BCM N;<CMJF;SMCHN |@ ;PIIF? =OLlAHNKS 1==0JSCHBN==?MM TIH? 2MCHACM=IP?L l?MM SIO =;H OM?
NBCM PC?Q NI G;HEBE>> IL L?GIP? J?IJF? @ILG NB? ;==?MM TIH? &N CM ;FQ;SM ;P;CF,8R7HPMM TIH?
PC?QM <OBPNCH@ILGENH CNIRC>?M CM <;M?> |[H \CHNNMI@NB? ;==?MM TIH? G;MN?L MN:N
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ONNIHM
Figure 151. ,==0OJ;HNM N;<

NOTE: 1B?,==0J;HNMN;< >I?M HIN >CMJF;S CH ; 00J?LPCMICIMN;N

610 ;==?MMBCM N;<I@NB? G;CH G?HO <S EEECHANLIFF?L 0?NOJ ==?MM 0?NOJ ==?MM 7IH?M@IFIQ?>
<S =[2;NCHA ; H?Q TIH? IL >I0<F? €F=ECHA ;H ?REMN IH? ;H> T=ECHBN=-=0J;HNMN;<

1B? <ONNIHM @G€M PC?QRC>? MN;H>31.@7?;NOM 00GG;LS #QPL'RJIILN ;H> ICM=IP?LS &H ;>GC6IH B?M?
<ONNIHMIRC>? [==0J;H=S BF;N?> @7?;NDL

@
\ 1?E?N? RGIP?M B? M?F?=N?> J?LMIKG@IB? ;==?MM TIH*?QFS MMCAH3;H?
&
\ >>GIP?M ; > CM=IP?t J?LMIHM R=IL> @G NB? 2H;MMCAHZ:H? NI NB? +?QFS MMCAH3;H?
&
\ %SJ?LEHE CHBANI;H? IJ?HM B? -?LMIHH?F -?1JF? 00GG;LSN;< @ILBP M?F?=N?> J?LMIH
IFOGHM
Table 50. ,==0J;HNM =IFOGHM
Column Description
);MN +;G? &>?HBI ?MBP F;MN H;G? |I@®1==0J;HN
#CLMN +;G? &>?HBI?MB® "LMN H;G? |@BR 1==0J;HN
1?J;LNG?HN &>?HBI ?MBP 1==0J;HNM >?J;LNG?HN
-?LMIH 1SJ? &>?HBI ?MBP NSJ? |@ J?LMIH
1?H;HN +,G? &>?HBI?MBP H;G? 1@ B? <OCEHA N?H;HN

==?MM 7IH? 00J?LPCMILM N;<

1BCM N;< ;MMCAHM ;H> OH;MMCAHM ; J?LMIH >?J;LNG?HN MORPROMHNNEN?MM TIH? &N CM ;FQ;SM
;P;CF;<F? CBN,==?MM TIH? PC?QM <B®NM@ILGIN CN =IHN;CHM CM <;M?> EHARN@NB? ;==?MM TIH?
G;MN?L MNGNH
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ONNIHM
Figure 152. ==?MM 7I1H? 00J?LPCMILM N;<

&H ; RGIN? =IHNIFF?LSIO ;==?MMBCM N;< <S H;PC2EM NIHNLIFF?L 0?NOJ ==?MM 0?NOJ ==?MM 7IH?M
@IAQ?> <S =R;NCHA ; H?Q TIH? IL >IO<F? €=ECHA ;H ?REEMN IH? ;H> ZF=ECHBMNDOJ?LPCMIN¥

\ 1BCM N;< CM ;P;CF;<F? QB?H 3I€IHIH?=N?> NI B? G;MN?L =IHMIE?L MNGNH 1B? =IHNEF?LM J;MM ;==?MM
TIH? CH@ILGNH NI ; 00J?LPCMIL MNHN ;M ;JIJUILC;N? <ON ?HNLS ;H> ?RCRIM G;S HIN <? =I[H AOR>
;H> ;L ? HIN PCMC<IG &R? 00J?LPCMIL

\' ,HFS MNOIHMB\N ;L? DICH?> CH ; J??1F2 |?F; CIHMBCJ3LP;CF;<F? @IL IBLICHA

1B? <ONNIHM G€M PC?QRC>? MN;H>31.@7?;NOGM 00GG;LS #QPL'RJIILN ;H> ICM=IP?LS &H ;>GC6IH B?M?
<ONNIHM IRC>? MOJ?LPCIIE;N?> @7?; NCDL

@
\ 1?F?N? RGIP?M B? M?F?=N7?> J?LMIKG@IB? +?QFS MMCAH3:;H? 1BCM J?LMIH CM HI FIHA?L
>?MCAH;N?> ;M ; MOJ?LPCMIL

@
\ >> GIP?M NB? M?F?=N?> J?LMING@IB? 2H;MMCAHZ:H? NI NB? +?QFS MMCAH3Z;H? 1BCM
>?MCAH;N?BPN?F?=N?> J?LMIH ;M ; MOJ?LPCMIL

-
\ %SJ?LEHE CHB@ANI;H? 1J?HM B? -?LMIHH?F -?1JF? 0OGG;LSN;< @ILBP M?F?=N?> J?LMIH

IFOGHM
"R=?JN @ILB? \CIR? HCM N;< =IHN;CBPINM;G? =IFOGHM ;M >I1?NBR,==0J;HNMN;<

Table 51. 00J?LPCMILM N;< =IFOGHM

Description
);MN +;G? &>?HBI ?MBP F;MN MOLH;G? B2 MOJ?LPCMIL
#CLMN +,G? &>?HBI ?MBP "LMN ACP?H H;G? Ig? NIOJ?LPCMIL
1?J;LNG?HN &>?HBI ?MBP ILA;HCT;NIH;F AI0J NI QBC=BBP? MOJ?LPCMIL <?FIHAM
-?LMIH 1SJ? /?JILNM B? P;FO? 1@N -?LMIH 15J? JUJ?LNS ;MMI=C;N?> @GOR? J?LMIHY J?LMIHH?R4L>
1?H;HN +,G? /?JILNM B? P;FO? 1@N 1?H;HN JLI?LNS ;MMI=C;N?> @GOR? J?LMIHW J?LMIHH?RP=IL>

"HNLS /?;>?LM N;<

1BCM N;<CMJIF;SBINFI=;F =; 2 L?;>?LM =IHH?=N?> NBCM =IHRE?LQBC=B ;2 OM?> NI ?HN?BN;==?MM TIH?
610 =;H IHFS ;>> L?;>?LM NI ;==?MM TIH?M QB?H SIOQ #IHH?=N?> NIBP 1?;>?LY ;MMCAH?2&IN? MN;QIH
[?;>?LM ;L? HIN PCMC<F? ;H> =;HHIN <? =IH'AQ@IG L ?GIN?FS AI0J?> MN;IHM
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ONNIHM
Figure 153. "HNLS /?;>?LM N;<

610 ;==?MMBCM N;<I@NB? G;CH G?HO 1@ AGIN? BIMN MNGINH <S <F=ECHAINLIFF?L 0?NOJ ==?MM 0?NOJ
==?MM 7IH?M@IFIQ?> <S =2;NCHA ; H?Q TIH? IL >IO<F? €=ECHA ;H ?REMNIH? ;H> <I=ECHBNHNLS
[?;:>?LM N;<

NOTE: &H ; =IGJ;HS QC>? MSMN?G ?HNIZRLM ;1?2 ;P;CF;<F? @LGIL ? NB;H IH? =IHNLFF?L

[?GIN? MN;)CIHM J;MM ?HNRSPL CH@ILGINH NI ; 00J?LPCMIL MNHN ;M ;JJUJLC;N? <ON SIO =;HHIN
=IH'AOL? NB?M? 2,>?LM HIL ;L? NB?S PCMC<RK3 iR? 00J?LPCMIL MNEN

1B? <ONNIHM G€M PC?QRC>? MN;H>1.@7?;NOM 00GG;LS #QPL'RJIILN ;H>!ICM=IP?LS &H ;>G6IH B?M?
<ONNIHMIRC>? ?HNLS;E?L L?F;N?> @?;NKBL

@
\ 1?F?N? RGIP?M B? M?F?=N?> ?HNLSIL @G NB? +?QFS MMCAH3J:H?
©
\ >> GIP?M NB? M?F?=N?> ?HNL;S1L @G NB? 2H;MMCAHZ:H? NI NB? +?QFS MMCAH3J:H?
&
\ %SJ?LEHE CHB@NI;H? 1J?HM B? 00GG;LSN;< @ILBP M?F?=N?> ?HNL;S2L
IFOGHM

Table 52. "HNLS /?;>?LM =IFOGHM

Column Description

12;>?L +,G? &>?HBI ?MBP H;G? 1@ B? ?HNL|>?L

MMCAHG?HN &>?HBI ?MBP H;G? 1@ B? >IIL NI QBC=B R? ?HNLS|>?L CM ;NN;=B?>

ON;\CIH +,G? &>?HBI ?MBP 12GIN? BIMN MNGIMH H;G? NB;N G;H;A?M B? >IIL ;H> ?HNLS 2;>?L

"RCN /?;>?LM N;<

1BCM N;< IRC>?M ; Q;S NI G;HO;FS ;MMCAH IL OH;MMCAHR;2RAWNI B? =OL2HN ;==?MM TIH? &WRF;SM IHFS
FI=;F 2RCR£?LM 60 =;H IHFS ;>> L?;>?LM NI ;==?MM TIH?M QB?H SIO {IHH?=N?> NI BP [?;>?LY ;MMCAH?>
MN@IH /?;>?LM ;L2 HIN PCMC<F? HIL BR\? =IHAOR> @G L ?GIN?FS AI0J?> MN;IHM



+C;A;L; "HN?LILCM? 0?=OLCNS ?H@?L IHNLIFF?L OSMN?G 0?NOJ] ==?MM 0?NQOJ

ONNIHM
Figure 154. "RCN /?;>?LM N;<

610 ;==?MMBCM N;<I@NB? G;CH G?HO <S EEECHANLIFF?L 0?NOJ ==?MM 0?NOJ ==?MM 7IH?M@IFIQ?>
<S =2;NCHA ; H?Q TIH? IL >IO<F? €I=ECHA ;H ?REMNIH? ;H> FFT=ECHBMNRCN /?;>?LNN;<

NOTE: &H ; =IGJ;HS QC>? MSMN?G ?RCRIM ;1? ;P;CF;<F? @LGIL ? NB;H IH? =IHNLFF?L

1B? I?GIN? MN;8IH J;MM?M ?RENIL CH@ILGINH NI ; 00J?LPCMIL MNHN ;M ;JJUJILC;N? <ON ?RCIRLM
=;HHIN <? =IH'AO[?> HIL ;L? NB?S PCMC<FZ igR? 00J?LPCMIL MNEN

"R=?JN @ILB? \CN? BCM N;< =IHN;CHM MCGCF;L CH®ENILE;N =IHN;CH?> CBPNHNLS /?;>?LM;<

1B? <ONNIHM G€M PC?QRC>? MN;H>31.@7?;NOM 00GG;LS #QPL'RJIILN ;H> ICM=IP?LS &H ;>GC6IH B?M?
<ONNIHMIRC>? ?HNLS;E?L L?F;N?> @?;NKOL

@
\ 1?F?N? RGIP?M B? M?F?=N?> ?RECN’L @IG NB? +?QFS MMCAH3J;H?
&)
\ >> GIP?M NB? M?F?=N?> ?RTAN’L @IG NB? 2H;MMCAHZ:H? NI NB? +?QFS MMCAH3:H?
&
\ %SJ?LEHE CHB@NI;H? IJ?HM B? 00GG;LSN;< @ILBP M?F?=N?> ?RTAN’L
IFOGHM

Table 53. "HNLS /?;>?LM =IFOGHM

Column Description

[?2;>?L +,G? &>?HBI ?MBP H;G? |@ B? ?RCI;&?L

MMCAHG?HN &>?HOI?MBP H;G? |@ B? >IIL NI QBC=B R? ?RCR;:?L CM ;NN;=B?>

ON;)CIH +,G? &>?HOI ?MBP [?GIN? BIMN MNOINH H;G? B;N G;H;A?M B? >IIL ;H> ?RCN &;>?L
$LIOJCHA N;<

1BCM N;< ;>>M MBIM NIBP >CMJF;S?> ;==?MM TIH? ;HB?KP<S ?RN?H>NBNTIH? NI NB? [?;>?LM ;MMCAH?> NI
NBIM? MN@®IHM &N CM IHFS ;P;CF;<F? QB?? SIBH?=N?> NI B? G;MN?L =IHMIE?L MNCNH &H ;>€0IIH NI
?RN?HEHAB? ;==?MM TIH? JBSMES,FAIDICHA MBAM ;==?MM TIH? H;GCHA 1==0J;H=S ;H> MOJ?LPCMIL
CH@ILGH
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ONNIHM
Figure 155. $LIOJCHA N;<

610 ;==?MMBCM N;<I@NB? G;CH G?HO <S EEECHANLIFF?L 0?NOJ ==?MM 0?NOJ ==?MM 7IH?M@IFIQ?>
<S =2;NCHA ; H?Q TIH? IL >IO<F? €F=ECHA ;H ?REMNIH? ;H> £F=ECHBMNRCN /?;>?LNN;<

,HFS MN@IHMB\N ;L? DICH?> CH ; J??RE;NCIHMBCJ?LP;CF;<F? @ILIGJCHA 60 =;H IHFS ;>> L?;>?LM NI
;==?MM TIH?M QB?H SIO?;EIHH?=N?> NI BP? [?;>?LY ;MMCAH?> I@NIN'?;>?LM ;L? HIN PCMC<F? HIL BR3N<?
=IH'AOL?> @G L ?GIN?FS AI0J?> MN;EIHM

&H ;>>CGIH NI B? MN;H>: @7?;NOM [?F?N? #8PL ;H> "RJILN RCM PC?Q MOJJILNDMIBHA QBNB?M? <ONNIHM

-
\ %SJ?LEHE CHB@ANI;H? 1J?HM B? -?LMIHH?F -?1JF? 0OGG;LSN;< @ILBP M?F?=N?> J?LMIH

\ B = MMCAH *I>? <ONNIHM [J?H ;H> =FIMBNH; MMCAHZH?
IFOGHM

Table 54. $LIOJCHA N;< =IFOGHM

Column Description

ICMJF;S +,G? &>?HBI ?MBP H;G? 1@ B? ALOJ

ON;NOM /2JILNM 8? MN;NOM E®@ NIOJ

11 ICMJF;S -;NB ONLCHA &HE=;N?NBRMNGIH CHBY H?NQILE QBI)BC=EBCM CHNLOMCIH TIHOLM AL

;L > #ILG;NM PC?Q

1BCM PC?QMJIF;SMCHMMA |@FH C?A;H> @ILG;NB;N ;L? >?"H?> @IL R? MSMN?AQGBGCABN OVBCM @7?;NO@
SIO >?F?N?>; @ILG;N ;H> Q;HN CN <;=E IL C@ SIO OJAL;>?> SIOL MSMN?G ;H> 2 +BN\B;P? N\B?M? @ILG;NM
:P:.CF:<F?
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ONNIHM
Figure 156. ;L >#ILG;NM PC?Q

U ;==?MM BRCM PC?@G@IB? G;CH G?HO CH?GIN? BIMN MNgINH =E=HHNLIFF?L 0?NOJ ==?MM 0?NOJ ;L >
#ILG;NM

&H ;>>CBIH NI B? MN;H>% =IHNILF <ONNIHM 0OGG;LS ?F?N?NLAFOGH BIIM?L /?@BMB *H;A?
/?JILNM ;H>"RJILN NB?M? <ONNIHM MOJJILN @ILG;NM

)
\ >> =L 7;N?M ; H?Q =, @ILG;N

\ & %SI?LEHE 1J7HVER ;L >#ILG;N PC?Q @IBNM?F?=N?> =QCBINB? 00GG;LSN;< M?F?=N?>

\ >>#L IG 1?7@;OMN ;L>#ILG;NM <ONNIH IJ?HM ; QCH>IQ @IL =BIIMCHA IH? IL BH?@; ¥ =;I>
@ILG;NM HS >?@NO®ILG;N®;N ;L? HIN ;FR;>S CHB? EMN ;JJ?;L CBNQCH>IQ6I0 ;>> NB? @ILG;N <S
M?F?€MABP ;JJL IJLC;N? =B?=E <IR

IFOGHM
Table 55. ;L > #ILG;NM PC?Q =IFOGHM
Column Description
4 C?A;H> #ILG;N +,G? -LIPC>?M ; >?M=LCRPCR? @ILBY 4 C?A;H>#ILG;N
CN )?HABI 0J?=C?MB® =;L.> @ILG;N NIN;F <CN FBHEBCM HOG<?L BM\IN;F 1@ F=>;N; <CNM ;H>EB;LCNS <CNM
NOTE: 1BCM MSMN?G MOJJILNM OJ NI <©MH> @ILG;N
#ILG;N ICMJF;SMBR F;SION 1@ FFR? <CNM

4 C?A;H> #ILG;N ">CNIL PC?® C?A;H> #ILG;N N;<
1BCM PC?Q =IH ABLH?Q 4C?A;H> @ILG;N II?LNC?M
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NOTE: 610 =;HHIN ?>CN ; =& @ILG;NBIN CM CH OM?> @ILG;NMB\N ;L? HIN =Ol2HNRS OM?> <S ;HS <;>A?M
>CMJIF;S @BPM C?A;H> @ILG;N ©NIL PC?Q ;H> G;S <? TN?>

Figure 157. 4 C?A;H>#ILG;N ">CNIL PC?Q

1BCM PC?Q 1J?HM@B? G;CH G?HO QB?H SIOGEHHNLIFF?L 0?NOJ ==?MM 0?NQOJ ;L >#ILG;NM

@IFQ?> <S =E=ECHBN>> <ONNIH </ | CHBR >>+?Q4 C?A;H> #ILG;NPC?Q
112> CN ;H 2RCHMN @ILG;N >IO<FZT=EB?® @ILG;NIQ CH B? ;L >#ILG;NMPC?Q

NOTE: 610 =;HHIN ?>CN ; =& @ILG;NBIN CM CH OM?> @ILG;NMBI\N ;L? HIN =OLIAHRS OM?> <S ;HS <;>A?
>CMJF;S B?M C?A;H> @ILG;N TNIL PC?Q ;H> G;S <? TN?>

)CHEM
0;P? CHE ;H> 4 C?A;H> #ILG;NNPC?QGHE 2. FI=;N?> ;N B? NIJ 1@ B? PC?Q

NOTE: G;RCGOGI@ <CN4 C?A;H> @ILG;N MCT?>=<CN F?HAXCM MOJJILN?>

4 C?A;H>#ILG;N N;< JIWI?LNC?M
Property Value Description
4 C?AH>#ILG;N +,G? N?RN -LIPC>?M ; >?M=LCRPCR? @ILBY
4 C?AH>#ILG;N

1?7@;ON #;,=@NS [>? N?RN 0?NMB® >?@; D¥Facility Code
JUJI?LNS QB?H ;MMCAHCHA ; @ILG;N NI




+C;A;L; "HN?LILCM? 0?=OLCNS ?H@?L IHNLIFF?L OSMN?G 0?NOJ] ==?MM 0?NQOJ

Property Value Description

; <;>A? &N >I1?M HIN H??> NI G;N=B
NB? Facility Length JLIJ?LNS ;H>
=H<? OM?>NIJRFI;>;JL 2R NI
<? =IGJF?N?> >OLCHA <;>A?
=1?;NCIH

3;FC>;€IH CNM >J >IQH F CMN 0?F?=NNB'NF?P?F 1@ EFICIH NI OM?
QCBINB? @ILG;N 1B1? IINCIHM ;2
P;CF;<F?Al  NB? GIMN RMNLCH? IL
M?=CL P;FC>;N?M <CRM2M?HBHA fF
JIMMC<F?2IM |@ BP? @ILG;N
Credential and Facility Code IHFS
P;FC>;N?MBN L ?>?HIC;F ;H> #,=CINS
I>? <CNM Credential Only NB?
F?2;MN?MNLCH? IL M?=OUHFS
P;FC>;N?MBN L ?>?HIC;F <CNM

CN )?HABI HOG<?L 0J?=C ?MB® =,L> @ILG;N NIN;F <CN
F?HABl 1BCM HOG<?L BMNIN;F |@ FF
>:N; <CNM ;H> FFJ;LCNS <CNM

-,LCNS CNM HOG<?L 0J?=C"?M BIQ G;HS J;LCNS <CNNCH
NB? @ILG;N HINB®Q FI=;NCIH |@B®
<CNM /?@7?LMLG;N JLIJ?LNS

#,=CENS ON;LN HOG<?L 0J?=C?MBP <CN JIMCIN ;N BIF>M
NB? 'LMN <CN E® ®@;=CRS =I>? /[?7@?L]
NI #ILG:N JLIJ?LNS

#;=CENS )?HEN HOG<?L 0J?=C ?MB® NIN;F HOG<?L |@ <CNM
NB;N ;L? >?>C=;N?> NIl @ €085 =I>?
[?@7L NIZILG;N JLIJ?LNS

L ?>?HIC;F MN;LN HOG<?L 0J?=C?MBP <CN JIMCIN B;N BIF>M
NB? 'LMN <CN E® N2?>?HIC;F
HOG<?LM /?7@?L MILG;N JLIJ?LNS

L ?>?HIC;F )?HAB HOG<?L 0J?=C ?MB® NIN;F HOG<?L |@ <CNM
NB;N ;L? >?>C=;N?> NI Z>?HIC;F
HOG<?LM /?7@7?L MILG;N JLIJ?LNS

#ILG;N N?RN 0J?=C ?MB® F;SION |@FR? <CNM
QBC=B GOMN?RIQCBINB?
CH@ILGNH CHBY JL?PCIOM J;LCNS
@;=CRS ;H> 2b?HIC;F JU?LNC?M
3;FC> #ILG;N =B;L;=N?LM CH=FO>?

-]J;LCNS <CN ;H ?RNL; <CN ;>>?>
@IL ?ULL >?N?=KIH

#]@;=CINS =I>? <CN
+]=L?>?HIC;F HOG<?L <CN

JFIHMN;HN =B;L;=N?L 1@ TI?L
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Property Value Description
JFIHMN;HN =B;L;=N?L |@ IH?

1?@7?L NEILG:N JLIJ?LNS

-;,LCNS );SION IH? ILGIL ?;>> COIH;F @ILG;N 17°’H? NB? ?RJ?=N?> J;LCNS >>IL
JLIJ?LNC?M "P?H /?@7?L NI#ILG;N JLIJ?LNS

#ILG;N JLIJ?LNS
Parity Bits G;S <? FI=;N?> ;HSQB?R? CHBP @ILG;N

1B? ?R;GJF?Format ;<IP? B;M NQI J;LCNS <CNM &N MJ?BZ M NCIH |@BPM? <CNM |H? BRIRP;>CHA
JIMCEIH ;H>M®7? INB?L CHBY NL;CHA JIMCM

Facility Start Facility Length L ?>?HIC;F ON;LN ;H> 2>?HIC;F )?HABC>?HNG S QBNB? CH@ILGZMNH
MN;LNM 8PiFdrmat ;H> BIQ G;HS =B;L;=N?LM ;2 CHPIFP?>

1B? Format JLIJ?LNS C>?HN?MBP JOLJIM? I@ ?;=B <CN QBC=B GOMR QXIBINB? Parity Bits Facility
:H> Credential  JLIJ?LNC?M



+C;A;L; "HN?LILCM? 0?=OLCNS ?H@?L IHNLIFF?L OSMN?G 0?NOJ] ==?MM 0?NQOJ

#IL ?R;GJIF? C@RParity Bits P;FO? CM z BW¥? CHMN;H=?MB@MRPNN?L Z-[ GOMN ;JJ?;L &2 Rormat

;M?> IH NB? HOG<?L |@arity Bits ;>> COlIH;FParity Layout JUJ?LNC?M ;JJ?;L <?FIQ N? Format
JLIJ?LNS &@NP;FO? |@arity Bits CM TRL HI);SION JL [13?LNC?M ;JJ7?;L Parity Layout JLIJ?LNC?M
CHE=;N?BP ?RJ?=N?> J;LCNS ,>>IL"P?H

1B? FI=;NCIHM I@R Z'[ ;H> Z,[ =B;L;=N?LM CH R? Parity Layout JUJ?LNS >?MCAH;NBNCNM;N ;L? OM?> NI
=, F=OF;NBRJ;LCNS MOG #I® B?M? LOF?M ;M SIO ?HR?MR=B;L;=N?LM

\ "]CH>C=;N?NBMW ;H ?P?H HOG<?L 1@ IH?M CGMQC NI P?LC@S NL;HMGCMMCIH ;==0L;=S
\' ,]CH>C=,N?NBMW ;H I>> HOG<?L |@ IH?M CMKOCE NI P?LC@S NL;HMGCMMCIH ;==0L;=S
\'" I HIN =IG<CH? Z"[ ;H> Z,[ =B;L;=N?LM CH ; MCHARZarity Layout >?"HCQIH

\

&H ?;=BParity Layout >?"HCEIH ;N F?;MN IH? J;LCNS <CN =B;L;=N?L GANIR?EN;FS <?H?R ;
=I?>?HIC;F <CN IL @CNSEI>? <CN 68lIH;F =B;L;=N?LM?;HIN [?KOC> NI ;FCAH QBNHS J;LNC=OF;L
=B;L;=N?LBIQ?P?L ;N F?;MN IH? =B;L;=N?L GOMN <? <?FIQ ; >;N; “?Facilty Code IL Credential
Number

\ -IMCBIH B? 'LMN Z'TIL Z,[> CP=NWS <?FIQBP Z-[ CH B? Format JLIJ?LNS -;LCNS CN GAHG?HN ;H>
-.LCNS CN EAHG?HN @IL LCABN NI F2@8IR;F>> ;>> CGIH;F =B;L;=N?LM IB? M;G? NSJ? :M2KOC:
<S ¥? J,LCNS @ILG;N >?"alEN

\' FCAH ;H ;>>C@IH;F Z'[ IL Z,[ P?LN C=;FS OH>7?L ;HS ;>G0lIIH;F J;LCNS <CN - EHbimat ;H> ;>>
:>> CBlIH;F =B;L;=N?LM IBPN1;G? NSJ? ;M2KOC> <S NB? >?"HCEIH

4 C?A;H> #ILG;N 0OGG;LS N;<
1BCM N;< MOGG;LCBMINJ?LNC?M @ BNM?F?=N?>@?A;H> @ILG;N
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Figure 158. 4 C?A;H> @ILG;N 00GG;LS N;<

1BCM PC?Q IJ?HM@B? G;CH G?HO QB?H SIOGFHHNLIFF?L 0?NOJ ==?MM 0?NOJ ;L > #ILG;NM
@IFQ?> <S >|0<F? =B=ECHA IH ; =L@ILG;N CBN ;L > #ILG;NMPC?Q

1BCM N;< CKMRHN <OICMJIF;SM HI JZHNPHN CH@ICGINOHIF SIO M;PBNH?Q 4 C?A;H> @ILG;N 1B? N;<
MBIQMBP @ILG;NCN? JLCG;LS M?LNC?M ;H>;EMNM 1@ <;>ABNNNL? OMCHERGCM @ILG;N )CHEM'NI N

4 C?AH> #ILG;NMH> ;>A?M PC?QM72LCH=FO>?> 4B?H SIO M;P@N>;N; NBCM N;<CMJF;SM <S >?® CHBN
"> CN L£?A;H> #ILG;NPC?@N CH=FOSHEM NBR4 C?A;H> #ILG;NMH> ;>A?M PC?QM

==?MM [HNLF 0?NOJ PC?Q
1BCM PC?Q =IH'AB®LR? ==?MM IHNIF 0?LPC="?
-LIJ?LNC?M

Figure 159. ==?MM IHNLF 0?NOJ PC?Q

1 ;==?MM RCM PC?@G@IB? G;CH G?HO 1@ ;AGIN? BIMN =IHNEF?L MNCNH =E=HHNLIFF?L 0?NOJ ==?MM
0?NOJ ==?MM IHNIF 0?NQOJ

&H ;>>CBIH NI B? MN;H>% JLIJ?LNC?Mbtatus  Fault Cause  ;H> Enabled N8?M? JLJ?LNC?M MOJJILN ;==?MM
=IHNLF =IH AOL;NCIH
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Property Value Description

;=B? ON;NOM L?;> IHFS &HE=;N?M C@ =;=B? CMIKRSLL{?CHA
OM?> ;=BCHA MJ??>M 0J ;==?MM &@
;==?MM CM MEEY=E RCM II?LNS
P;FO? NI M?? C@ =;=BCHA @MRESDLL
CH;=GP? IL @;CF?> ;=B? CM HIES;F
N?GJIL;LCFSCGM;<F?>>0OLCHA ; DICH

JU=?MM

ICMJF;S 2HEHIQH 4 ?A;H> #ILG;NM true IL false >?@;OF 10LHM @ @;FM? OHEHIG@PA;H>
G?MM;ACHA

%;M -CH !0RMM true IL false >?@;0F 10LHMBN -&+ >0OPMM ;F;LG @?;ROL
IHH> 1@

-CH IoI?PMM ,@M?N N?RN 4B?H -&+ 'OL ?MM CM ?H;<F?> M?NM ;

HOG<?L OM?> @IL CH=L@B2H;N.+
P;FO? NI Clie=;N? >OMM #IL

?R;GJF? C@ ; -&+ HOG<?L

;H>NB? -CH !OPMM ,@M?N P;FC 'CM
;-&+ HOG<?L 1@ =,0M?M ;
>0IPMM ;F;LG (& Nn Duress

Enabled JLIJ?LNS CM M?Nrié|

[?GIN? 3 ;FC>;ICIH true IL false >?@;QF IHNLIFM B? P;EE>;ICIH |[@ OM?L
=2>?HIC;FM ;N 2GIN? FI=;NCIH
[?GIN? P;FC>;€IH OM@E N;E?M F?MM
NB;H "P? M?=IH>M %IQ?P?IC@ ;
00J?LPCMIL MNHNCM <OMS IL B;M ;
F;1A? >;N;<;M? L?GIN? P;FC>;iKIH
=;H N;E? GO=B FIHA?ILL G;S HIN <?
MO==?MM@ OF ;&HBCM MCNIBiN
=;L> BIF>?L G;S Q;FE ;Q;S JLCIL NI
NB? >lIL OHFI=ECHA 2ZINCHA ;
M?=0OLCNS LCMB2;MIHM BCM
JUJ?LNS >?@;0M Nblse  &@ CN CM
>CM;<F?>|H 28N B? 00J?LPCMIL IL
L?GIN? MN;QIH RGIN? P;FC>;ICIH
>|?M HIN I1==0OL

>> COIH;F -?LMIHH?F "HNLS * &GJILN &H@I N;<
1BCM PC?Q ;JJ?H>M H?Q J?LMIHMIEL>;N; CH=F@HA -BINI & CG;A?M NIBP 2RCRINA MIG >;N;<;M?
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)CHEM
Figure 160. >> CBIH;F -?LMIHH?F "HNLS PC?Q
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Property Value Description
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Figure 161. "R;GJF? 03 'F? @IL >;N; CGJILN
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Property Description

FEHE QENB? J?LMIHH?REIL>

-ILNL;CN IRIH;F DJAIL JHA 1?7°"H?M NB? JBINI OM?> IH ; -BINI
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Figure 162. "RJILN -?LMIHH?F /?=Il>M QCH>IQ

1BCM QCH=>IQ IJ?HMGENB? >> COIH;F -?LMIHH?F "HNRS?Q QB?H SIOGFEB? "RJILN <ONNIH

Property Description
#CF? +,G? N?RN 1?2°’H?M NB? H;G? 1@ B? "F? NI
=1?;N?
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Property Description

2M?L -;MM (?S N?RN 12°"H?M NB? J;MMQIE> NB? MSMN?G RGF
L2KOLQB?H CGJILAHABCM >;N;
<;=E CHNIB® >;N;<;M?
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Chapter 9. Controller (System)
Setupblintrusion Setup

&HNLOMCIH 0?NOJ PC?QM AKARLOMCIH -&+M TIH?M GiIF; SBIN G;H;A? NB? <OCEHAWY;F;LG MSMN?G
1B?M? PC?QM;IP;CF;<F? NI <IB 00J?LPCMIL ;H> =IHNE?L MNGNHM

Figure 163. &HNLOMCIH G?HO

00J?LPCMIL MK >I?M HIN CH=FOB? BIHNLOMCIH !CMJF;SM G?HO CN?G

&HNLOMCIH -CHM PC?Q

H CHNLOMCIH -&+ J?LMIH;F @2HBIH HOG<?L CM ; HOG<BINNCMKOCE> NI ;LG ;H>> CM;LG ;H CHNLOMCIH
TIH? 1BCM PC?QRC>?M ; N;<OF;LCMJF;S |@;ZPRCBHA CHNLOMCIH -&+M

Figure 164. &HNLOMCIH -CHM PC?Q
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\ &l 9SI2LEHE 137HVBY &HNLOMCIHRCRQ NIBP 0OGG;LSN;<

\ | Z| OC=E ">CN 1J?HMBR.OC=E ">CIQCH>IQ @ILBY M?F?=N?>CN?G M 1BCM@FROLSIO NI 7N IH?
IL GIL ? L?=IL>M QE@&W\ON B;PCHA NI F?;PBN=OL2HN PC?Q

IFOGHM

Column Description

&HNLOMCIH -CH +;,G? 1BCMCHEM NICHIMA I@BRH;G?M 1@ ?;=B 1@ =OL2HN -&+M !lO<F? LF=ECHA IBN-&+ >?M=LCCON
>CMJIF;SBINJJL IJLC;N?"> CN "RCMA -&PC?Q

0=B?>0OF? +;G? ICMJF;SMBR H;G? 1@ ;HS M=B?>OF2NCM ;MMCAH?BR -8+

1?H;HN +;,G? ICMJF;SMBR H;G? |@ ;HS N?H;HN ;MMCAH?BR &+

>>+?Q IL?> CN &HNLOMCIH -CHS#MHDR@OMCIH -CH N;<
1BCM PC?Q ;H> N;< M?NM OJ H?Q CHNLOMCIH -&+ -?LNIH;RIS HAEG<?L IH? ;N ; NCG?

Figure 165. &HNLOMCIH -CH N;<
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0;P? EHE CM FI=;N?>BZ2HNN F?@N IBP? IRC?Q ;H> ;H&HNLOMCIH fCHEPNOLHM NMN&HNLOMCIH {SERND
-LIJ?LNC?M
Property Description
&HNLOMCIH -CH +;G? N?RN 12°’H?M ; H;G? @IL N\B? CHNLOMCIH -&+
0=B?>0F? /7@ BIIM?L J?HM ; ?@ BIIM?L @IL ;MMI=CBHA

; M=B?>0F? (CMB? -&+
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Property Description

1?H;HN [?7@ BIIM?L J?HM ; 7@ BIIM?L @IL ;MMI=CBHA
; N?H;HN QBNB? -&+

-&+ HOG<?L 12°’H?M NB? -&+

&HNLOMCIH -CHM 00GG;LS N;<
1BCM N;<CMJF;SM?;k IHFS IEMN 1@ CH@QIB;XION B? M?F?=N?> -&+

Figure 166. 0OGG;LS N;<

1BCM PC?Q 1J?HM QB?H SIO M;P? =B;HA?M G;>? CB?HIBI+ N;< |ICMJF;S JOI?LNC?M CH=F@?-8Bl+ +,G?
;MMI=C;N?> M=B?>0F?M ;H> N?H;HNM )I=;NB2 ANWIG |@ B? N;< CM (MN I@ ®? ;MMI=C;N?> CHNLOMCIH
TIH?M =OPHKS ;MMI=C;N?> B@B®P -&+

Property Description

1SJ? &>?HBI ?MBP NSJ? 1@7EIL> ;M >?"HCHA NI ;H &HNLOMCIH -&+
&HNLOMCIH -CH +;,G? -LIPC>?M ; H;G? @ILB? -&+

0=B?>0F? &>?HBI ?MBP M=B?>0OF? ;MMI=C;N?B N &+

1?H;HN &>?HBI ?MBP N?H;HN =IGJ;HS ;MMI=C;N?> B@? -&+
&HNLOMCIH 7IH?M &>?HBI ?MBP CHNLOMCIH TIH? M ;MMI=C; BTBQIGN&+

-&+ &HNLOMCIH 7IH?M N;<

1BCM N;< ;MMI=C;N?M ;B¥:;MMI=C;N?M CHNLOMCIHG MBR=@L2HRS €MJIF;S?> CHNLOMCIH -&+ BRMCHA N
;MMCAH GI>?B® ;MMCAH ;H> OH;MMCAH <ONNIHM
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ONNIHM
Figure 167. &HNLOMCIH 7IH?M N;<

1BCM PC?Q 137HM QB?H SIO H;PCA;NHNLIFF?L OSMN?G 0?NO&HNLOMCIH 0?N&BINLOMCIH -EIaMF?
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N;< OH>?LBP &HNLOMCIH fEND
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&HNLOMCIH 7IH?M PC?QM

&HNLOMCIH TIH?M =IG<CHTEEFM?HMILM CHNI ; FIACSFCAA @IL GIHCNILCHA ;H> ;F,LGCHA CH ; >?'H?>
MJ;=? TIH? QCBICH ; <OGEHA

Figure 168. &HNLOMCIH 7IH?M PC?Q
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IFOGHM

ICMJF;S +,G? [?2JILNM B8? H;G? NB;N >?M=LC<BPRP?HN IL @O&HN

71H? ON;NOM [?JILNM 8? F;MN P;FO? QLCNN?H OMCHA >?PC=? @ 2VNMFSM QLCN;<F?
JICHNM

1CG? I?F;S /?JILNM B? F?HANI@ QG? R? MSMN?G Q;CNM ;@N?L MIG?IHBWI 7RMN
<?@IR CN ;LGMBR TIH?

4 ;LHCHAQG? /?JILNM B? F?HANI@ §G? R? MSMN?G MIOH>M ; Q;LHCHAXA@ICHA ; TIH?

11 ICMJF;S -;NB ONLCHA 12°H?M NB? MNGIH J:N8 @ILBCM TIH?

>>+?2Q IL?> CN &HNLOMCIH 71H? PC?Q
1BCM PC?QRC>?M =IH ACAM ;H CHNLOMCIH TIH?



IHNLIFF?L OSMN?G 0?NOJ]&HNLOMCIH 0?NOJ +C;A;L; "HN?LILCM? 0?=0OLCNS ?MH@?L

)CHEM
Figure 169. &HNLOMCIH 7IH? PC?Q N;<
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Property
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2H;=E?> F,LGM
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7IH? &HJON
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HOG<?L
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[?7@ BIIM?L

[?@ BIIM?L

Description

0?NMB? ?KOGG?HNM @IL ;H ;F;,LG
;=EHIQF?>AG?HN CBCM CHNLOMCIH
TIH? F,LG ;=EHIQF?>AG?HNM L
L?KO@> IHFS @IL M?F?=N?>CINM

NB? EMN?> JLCILCNS =;N?AILC?M
,@@HILG;F #,0F +ILG;F ;H> F?LN
F;,LGM

/?NOLHMBR NIN;F HOG<?L 1@ ;F;,LGM
1@ ;HS MN;NB;N ;L? ;MMI=C;N?> CEEN
NB? CHNLOMCIH TIH?

/?2NOLHMBR HOG<?L I@ IJ?H ;F;LGM
H ;F,LG CM =IHMC*?2lJ?H QB?H CN
CM HIN ;=EHIQF?>A?> ;H> HILG;F IL
HIN ;=EHIQF?>A?> ;H> CH ;F?LN

/?NOLHMBR HOG<?L 1@ ;F;LGIB;N
;L? =OLPHRS CH ;H ;F;LG MN;N?

/?NOLHMBR HOG<?L |@ ;F;,LG;N
L?KOCL=EHIQF?>AG?HN ;H> B;P?
HIN S?N <??H ;=EHIQF?>A?>

&HE=;N?M QB?BN-;N?MN ;F;LG
==0LP>

"H;<F?M ;H>>CM;<F?M ;F;LG
?M=;F;NIH ;N RCM F?P?F

12°H?M NB? ;GIOHN I@ GIG? NI ;FIQ

;H OH;=EHIQF?>A?> ;F;LG NI2G;CH
OH;=EHIQF?>A?> <?@1ISIO ?M=;F;N?
CN NB? H?RN F?P?F

&HE=;N?NBR MN;NOM B® SHNLOMCIH
TIH? ?H;<F?> true IL > CM;<F?>
false

LGM ;H>>CM;LGM ;H CHNLOMCIH T
;==IL>CHA NI ; M=B?>0OF?CfECHA

@
>?F?N?
M=B?>OF?

L?GIP?M ;H ;MMCAH?>
1?MCAH;N?NBRICHJON NI OM? @IL Tl

=IGGOHC=;NIH FC=ECHA >?F?N?

B
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Property

7IH? ON;NOM

LGCHA PMN ON;NOM

1CG? I?F;S

4 ;LHCHAQG?

IOHN !IQH

);MN =NCPCNS

Value

L?;> IHFS

L?;> IHFS true IL false

BIOLM GCHON?M M?=IH>M ;H>
GCEM?=IH>M

BIOLM GCHON?M M?=IH>M ;H>
GCaEM?=IH>M

BIOLM GCHON?M M?=IH>M ;H>
GCEM?=IH>M

L?;> IHFS

Description

ICMJF;SMBR MN;NOM B® NHNLOMCIH
TIH? LG?> ICM;LG?> IL LGCHA

&HE=;N?M B@RMN ;LGCHA N?MN Qj
MO==?MM@®OF IL OHMO=="MM@OF
false

12°’H?M NB? CG? <?NQ??H QB?H ;H
;F;LG CM M?N ;H> QBB?NIH? CM
;=NO;FS ;LG?> #IL ?R;GJF? ; 1CG?
I?E;S1@ M?=IH>M ;FFIQM
I==0J;HNM NI F?;P? IGJN FS QBNON
M?NMHA 1@B? ;F;LG |OLCHABCM
NCG? >?F;S J?LCI>B® CHNLOMCIH TI
CM CH ;H ;LGCHA MN;N?

1?°"H?M QB?H B? MSMN?G <?ACHM
MCAHCHA NI Q;LH I==0OJ;HNB;N CN C
;<ION NI';LG NB? TIH? 1BCM P;FO?
G;S <? F?MMB\H IL ?KO;F NI B?

1CG? I?F;S #IL ?R;GJF? C@NICG?
1?F;SCM M?=IH>M ;H>BP 4 ;LHCHA
1CG?CM M?=IH>M M?=IH>M ;@N
<?ACHHCHA NI ;LBXNTIIH? NB?
Q;LHCHA MCAH;F MO=B ;M ; <??J?L
MIOH>M @BNH;F M?=IH>M |@

NB? ;LGCHA MN;N?

ICMJF;SMBR ICG? RG;CHCHA <?@IL
NB? MSMN?G ;LGBPNCHNLOMCIH TIHY

[?JILNM 8?2 F;MN ;LGCHA ICK;LGCHA
?P?HN
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M

H?

L

*HO;F ,P?LLC>? QCH>IQ

1BCM QCH>1Q M?F?=NM EIHI®IL G;HOHS ;LGCHA ILGM;LGCHA ;H CHNLOMCIH TIH?
Figure 170. *;HO;F ,P?LLC>? QCH>IQ

1B? QCH>IQ 13?HM QB?H SIO EEEB® Manual Override

<ONNIH IHBP ?>CN CHNLOMCIH TIH? PC?Q
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Table 56. *HO;F ,P?LLC>? IINCIHM

Option Description

LG QC®B ICG? >?F;S LGM NB? CHNLOMCIH TIH? OREZMXG? >?F;S M?N B8R NCG? I?F;S "?F> 1B? TIH? >I?M HIN ;F;.LG C@
NB?L? ;L? ;HS 1J?H ;F;,LGM CHB® TIH?

#IL=? LG LGM NB? CHNLOMCIH TIH? C@3P2FS @GN NCG? >?F;S ;H>PA;L>F?MM QBFNL IL HIN B?[? 1J?H
;F;LGM CHBR CHNLOMCIH TIH?

#IL=? ;LG QCB NLCG? >?F;S LGM NB? CHNLOMCIH TIH? OBEZNXGQ? >?F;S M?N BRI NCG? I1?F;S "?F> ,J?H ;F;LGM CHB® TIH? >|
HIN JI?P?HN @12 ;LGCHA

LGCHA PMN B?=EM @IL JICHNM CH ;BRP2NF;LG MN;N? <?@LGCHABP? CHNLOMCIH TIH? §HHIN ;LG ;H

CHNLOMCIH TBIR ;M JICHNM CH ;HCBR ;F;LG MN;N? 1B? N7ZNINNIM BtN B? TIH? CMPI>S NI ;LG
IL CN EMJF;SMCHN I@ JICHNNI;N? CH ;F;LG

NOTE: *;E? MOL? NB;N B? L2KO?MN NI ?RCNILNC?M IH F>IILM CH ;H CHNLOMCIH TPH[? ;L
CH;=CP? <?@ICHCNCHAB®? ;LGCHA N?MN H GR?2KO?MN NI 7RCN CHBEXGNM-C;N?>
>|IL M?HMIL ;H> ;FFIQCHAB®? M?HMIL NI <SJ;MBM\N?MN

&HNLOMCIH 7IH? 0OGG;LS N;<
1BCM N;20ILNM BI? G;CH JLJ?LNC?M =QHNS =IH AOP> @IL B? CHNLOMCIH TIH?

Figure 171. &HNLOMCIH 7IH? 0OGG;LS N;<

1BCM PC?Q 1J?HM QB?H SIG=EHNLIFF?L 0SMN?G 0?NO&HNLOMCIH 0?N&@BINLOMCIH 7IH?PM>I0<F? =E=E
: TIH? CH B? N;<F?

Property Description

*JJ?> L > [?JILNM 8? ;>>L?MM I@RCHNLOMCIH TIH?

1SJ? [?JILNM 8? NSJ? |@ TIH?

&HNLOMCIH 7I1H? +,G? /?JILNM 8? H;G? |@ B? =OL2HN CHNLOMCIH TIH?

7I1H? ON;NOM /2JILNM 8? =IH>CGIH |@BP TIH?

1CG?I?F;S [?JILNM ;HS >?F;S

4 ;LHCHAQG? &HE=;N?NBR;GIOHN |I@ GG? JLCIL NI ;H ;F;LGBN ; ;F;LG Q;LHCHA <??J CM
MIOH>?> #IL ?R;GJF? Cl@ %?F> ,J?H)CGCNCM M?=IH>M M?=IH>M ;@NBR N
>|IL 13?HM NB? Q;LHCHA <??J MIOH>M ;H> MNIJBACRB?HBPR >1IL =FIM?M IL
QB?H B? >lIL M?HMIL AlI?M CHNI ;H ;F;LG =IHCGIH

&HNLOMCIH ICMJF;SM N;< F?;LH GI>?
1BCM N;<CMJF;SMCHN |@ j@B? CHNLOMCIH GIHCRJNNLR;MMCAH?> NBN=OL2HRS M?F?=N?> CHNLOMCIH TIH?
;H>JLIPC>?M ; Q;S NI G;HO;FS ;MMCAH ;H> OH;MMCAH GIHCNILM
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)CHEM
Figure 172. &HNLOMCIH ICMJF;SM N;<

1BCM N;< IJ?HM QB?H SI@=HHNLIFF?L 0OSMN?G 0?NO&HNLOMCIH 0?N&BINLOMCIH 7IHMI<F? =E=E ;
TIH? CHBP N;<F? ;H>=C=EBP &HNLOMCIH ICMN;EM
1B?*HO;F ,P?LLC>?KCHE [J?HMBR *;HO;F ,P?LLC>? QCH>IQ

ONNIHM
&H ;>>COlIH NI B? MN;H> <ONNIHM !?F?N? N@E;H> "RJILN B?M? <ONNIHM MOJJILN CHNLOMJIH M

\ | '@ %SJI?LEHE 1J?HVBR &HNLOMCIH ICMIEZR) ;NBP OOGG;LSN;<

IFOGHM

Column Description

ICMJF;S +,G? /?JILNM B? H;G? |@ B? CHNLOMGIM3F;S
1?7@;0ON *?MM;A? [?2JILNM B? >?@; DFG?MM;A? @ BRCMCMJIF;S



+C;A;L; "HN?LILCM? 0?=OLCNS ?H@?L IHNLIFF?L OSMN?G 0?NOJ]J&HNLOMCIH 0?NOJ

Column Description

OG;LN (?S 1?PC=? /?JILNM B? H;G? |@ B? =IHH?=N?> 0G;LN(?S >?PC=?
>>L ?MM /?JILNM 8?2 2/) |@ NB? >CMJF;S

ON;NOM /?JILNM B? =OL2HN =IHESIH |@B? >CMJIF;S
&HNLOMCIH 7IH?M /2JILNM 8? CHNLOMCIH TIH? M

[?:>?LM N:<

1BCM N;< [RC>?M ; Q;S NI G;HO;FS ;MMCAH ;H> OH;MMCAHNM NI B? =OL2HN CHNLOMCIH TIH?
Figure 173. /?;>?LM N;<

1BCM N;< IJ?HM QB?H SIC@=HHNLIFF?L 0SMN?G 0?NO&HNLOMCIH 0?N@&BINLOMCIH 7IHMI<F? =E=E ;
TIH? CHBP N;<F? ;H> &=EB? /?;>?LM N;<

610 ;>> CN?GM NIBP =OL2HKS £MJIF;S?> CHNLOMCIH TIH? BMEWACIAH GI>? ;MMCAH ;H> OH;MMCAH <ONNIHM
+IN? NB? @HQCHA ;<ION2;>?LM ;H> CHNLOMCIH TIH?M

\ /?;>?LM G;S <? OM?> NI ;LG ;H>>CM;LG CHNLOMCIH TIH?M

\  MCHAF?>?L G;S <? ;MMCAH?> NI GI2 NB;H IH? CHNLOMCIH TIH? ;H> CN ;LGMGN&EGMERTH?MBYN CN CM
sMMCAH?> NI

\ MCHAF?2{>?L =;HHIN <? ;MMCAH?> NI ,1% ; >lIL ;H> ;H CHNLOMCIH TIH? BPN;G? NCG?
\' &H;=IGJ;HS QC>? MSMN?G ?HRLELM G;S <? ;P;CF;<F? @LGOFNCJIF? =IHNAE?LM

-ICHNM N;<

1BCM N;€MNM #&F? JICHNMBIW ;L? ;MMCAH?> NBN=0OL2HNS M?F?=N?> CHNLOMCIH TIHIPE>?N ; Q;S NI
G;HO;RFS ;MMCAH IL OH;MMCAH JICBRVIN?PNLB? ;MMCAH?> JICHNM >?BI2NH? ;H> CH ; =IGJ;HS QC>?
MSMN?G G;S CH=FO>70GRB;H IH? =IHNLFF?L



IHNLIFF?L OSMN?G 0?NOJ]&HNLOMCIH 0?NOJ +C;A;L; "HN?LILCM? 0?=0OLCNS ?MH@?L

Figure 174. -ICHNM N;<

1BCM N;< IJ?HM QB?H SI@=HHNLIFF?L 0OSMN?G 0?NO&HNLOMCIH 0?N&BINLOMCIH 7IHMI<F? =E=E ;
TIH? CHBP N;<F? ;H> =C=EB? -ICHNM;<

"HNLS JICHNM JICHNM ;#>S ;MMCAH?> OH>B?NCHNM;< QBC=B 2;MMI=C;N?> CEN-I=;NCIH B;N G;S
H??>; >?F;S @IL ;LGCHA ILCM;LGCHA P;FO?tt@ OH>?LBPR "HNLS =IFOGH @? N;<F? C>?aNMBP ?HNLS
JICHNM

&H ;>>CBlIH NI B? ;MMCAH GI>? ;MMCAH ;H> OH;MMEAH;HF ?RJILN <ONNIHBCN N;< [RC>?MBPM? <ONNIHM

\ "> CN "HNLS -ICHN >?MCAH;N?M ; JICHN ;M ;H ?HNLS JICHN 1B? QCH>I1QRDERIVMHMOHAFRIILNS
OM?> NI ?H;<F? NLO? ;HEM;<F? @;F8? OM? I@BRJIICHN ;M ;H ?HNLS JICHN
NOTE: lliL ;F;,LG JICHNM @IL ?R;GJF? !lIL %?F> ,J?H F,LG lIL#IL  =?>,J?H F,LG ;H>00J?LPCM?>
#,0M F,LG =;HHIN <? ;MMCAH?> OH>B2 GHNLOMCIH THHILS -ICHN\ ;H> NB?[?@IR NB?S >| HIN
;JJ?;L CH \B? MMCAH -ICHRNMH>IQ

\ ">CN FQ;SM LG?>-ICHNM =IH"ADL; JICHN NI ;FQ;SM <? ;LG?> ?P?H BEXMHNLOMCIH TBPENL?
iMMCAH?> NI GBWELG?> 1B? QCH>IQ CN IJ?HNP@>?M ; MCHAFIJILNS OM?> NI ?H;<FRue ;H>>CM;<F?
false NB? ;FQ;SM ;LG?> =IH>CGIH
NOTE: 4B?H ;FQ;SM ;LG?> CHNLOMGKB2ION F;LG JICHNM ;HBNJICHNMBN ;L? ;FL?;>S ;>>?> NI NB?
"HNLS -ICHN;< ;L? HIN ;P;CF;<F? 1B?S >I HIN ;JJ?;L CHB? MMCAH -ICHRRIH>IQ

IFOGHM

0lIoL=? +,G? ICMJF;SMBR JICHN MIGR

ICMJF;S +,G? ICMJF;SMBR H;G? |@ B? JICHN

"HNLS &HE=;N?M B@IN_HN CM ;H ?HNLS JIBHNNOCM ; >?F;Strue IL HIN false

FQ;SM LG?> &HE=;N?M B@INCHN CM NE;CH ;LG?> ;@N?LCM;LGCHRNTIH? true IL HIN false

ON;NOM [?JILNM 8? =OL2HN =IH<GIH |@BP ?HENS ;M I@N-;MN@MB U;F,LGWGl#<F?>W
U>IQHW U@@FUIEW UMN;F?W UOH;=E?> F,LGW
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$LIOJCHA N;<

1BCM N;< G;HGEB ;MMCAHM ;H> OH;MMCAHE;BIIH? L?GIN? MN;8IH NI B? =OL2HN CHNLOMCIH TIH? 2BZ€HA N
;MMCAH GI>? ;MMCAH ;H> OH;MMCAH <ONNIB®URCMIH> MO<II>CH;N? MEINM G;S <? CH=FO>?>EH N
TIH?

ONNIHM
Figure 175. $LIOJCHA N;<

1BCM N;< IJ?HM QB?H SI@=HHNLIFF?L OSMN?G 0?NO&HNLOMCIH 0?N&BINLOMCIH 7IH2I<F? =E=E ;
TIH? CHB® N;<F? ;H> =G=EB?P $LIOJCHAN;<

1BCM N;< [RC>?M MN;H=>EIHNIF <ONNIHM

IFOGHM
Description

ICMJF;S +,G? [?JILNM B? H;G? NB;N >?M=LC<BPRP?HN IL @O&HN

ON;NOM [?JILNM 8? =OL2HN =IHECIH |@B? ?HKENS ;M I@N-;MN@IMB U;F;LGW
UXM;<F?>W U>IQHW NW@ WEW UMN;F?W UOH;=E?> F;,LGW

1 ICMJF;S -NB ONLCHA 1?7°’H?M NB? MN@IH J;NB @ILBCM TIH?

[?=CJC?HNM N;<

1BCM N;< IRC>?M ; Q;S NI ;MMCAH ;F;,L&CIJC?HNMB# M?F?=N?> CHNLOMCIH TIHZGH2LMMCAHG?HNM
F;LG L?=CJC?HNMIACP? ;F;LG HIBI=;)CIH ;M MJ?=C"?> <8RMJ?=C = ;F;,LG2ECIC?HNIRLNC?M
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ONNIHM
Figure 176. &HNLOMCIH 7I1H? /?=CJC?HNM N;<

1 ;==?MM BCM PC?@G@IB? G;CH G?HO €EHHNLIFF?L OSMN?G 0?NO&HNLOMCIH 0?N&BINLOMCIH 71INB®
=E=EB? /?=CIC?HNNK

1B? \CR? |@BP PC?Q CB=;N?MBR=0OL2HNKS M?F?=N?> CHNLOMCIH TIH?
610 ;>> CN?GM NIB®? >CMJF;S?> PC?Q OMEHMNICAH GI>? ;H>BP ;MMCAH ;H> OH;MMCAH <ONNIHM
NOTE: 610 =;HHIN M;P? ;H &HNLOMCIH 7IH? OHF?MM CN B;M ;H ;MMCAHZ2-GIERHN? L

&H ;>>CGIH NI B? MN;H>:: =IHNLF <ONNIHM 1?F?N? MAEH> "RJILN NB?M? <ONNIHM CGJILN;HN @IL
G;H;ACHA CHNLOMCIH T2HCIC?HNM

\ | '@ %SJI?LEHE 1J?HVBR GIHCNILCHA PC?Q ;MMI=C;NBNEYOBHNLOMCIH TIH?

\ B = MMCAH *I>? <ONNIHM 13?H ;H> =FIMBNH;MMCAH3H?
IFOGHM

Table 57. /?=CJC?HNM =IFOGHM

Column Description
ICMJF;S +,G? /?JILNM 8? H;G? NB;N >?M=LC<BPRP?HN IL @OEHN
FLG F;MM?M /?JILNM MB? DisplayName 1@ B? ;F;LG =F;MM ;MMI=C;N?>BOBNJICHN 2=CJC?HN I

INB?L =IGJIH?HN

"M=;F;NKCIH )?P?F N;<M

1B?M? N;<M G;HOFS ;MMCAH ;H> OH;MMCAH #&CEA?HNM NI ;H ?MEF?P?F  MMCAH?> ;F2:6C0C?HNM
1?=?CP? ;F;LG ?M=;EM HINC'=;)]CIH QB?HBR MSMN?G ?M=;F;N?M ;2NLIH>CHA ;F;LG ;M MJ?=C"?> <&
MJ?=C’= ;F;LGA=CIC?HNIRLNC?M
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ONNIHM
Figure 177. "M=;F;)CIH )?P?F N;<

1BCM N;< IJ?HM QB?H SI@=HHNLIFF?L OSMN?G 0?NO&HNLOMCIH 0?N&BINLOMCIH 7IHMI<F? =E=E ;
TIH? CHBP N;<F? ;H> =EG=EB® "M=;F;ICIH)?P?N;<

H "M=;F;NCIH )?P?F N;< EMJF;SM @IL ?;=B ?MEIR;N?P?B;N CM ?H;<F?> IBRI&HNLOMCIH 7IH? N;< +I
"M=;F;)CIH )?P?F N;< CI@MJF;S?> QB?H ?M=HHNF?P?FN #HIN ?H;<F?> M?N Nlse

610 ;>> CN?GM NIB®? =OL2HFKS £MJIF;S?> CHNLOMCIH TIH? @¥fFN?F OME&ANWMCAH GI>? ;H>BP ;MMCAH
;H> OH;MMCAH <ONNIHM

&H ;>>CGIH NI B? MN;H>:: =IHNLF <ONNIHM 1?F?N? MAEH> "RJIILN NB?M? <ONNIHM CGJILN;HN @IL
G;H;ACHA CHNLOMCIH T2HCIC?HNM

\ & %SI?LEHE 137HMBR ?M=;F;8IH F?P?F MMI=C;N?BQENCHNLOMCIH TIH?

\ B = MMCAH *I>? <ONNIHM [J?H ;H> =FIMBNH; MMCAHZH?

IFOGHM

Column Description

ICMJF;S +,G? -LIPC>?M ?M=;ENH F?P?F H;G?

F,.LG F;,MM?M 12°"H?M NB? ;F;LG =F;MM?M ;MMI=C;N?B BCNIH?

[?F;S )CHEM N;<

1BCM N;< ;MMCAHM ;H> OH;MMCAHMFCNIQINBR M?F?=N?> CHNLOMCIH TIB? GOLNM? 1@ =IGGOHCEM
IONJON 1BCM IONJBNELCM ;ER? QB?H?P?BNCHNLOMCIH TIH? CM CH ;H ;LG?> MN;N?
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Figure 178. &HNLOMCIH TIH? /?F;S )CHEM N;<

U ;==?MM BCM PC?@G@IB? G;CH G?HO €EHHNLIFF?L OSMN?G 0?NO&HNLOMCIH 0?N&BINLOMCIH 7IINB™
=E=EB?/?F;S )CHEM;<

1B? \CR? |@BP PC?Q CE=;N?MBR=OL2HNKS M?F?=N?> CHNLOMCIH TIH?

610 ;>> CN?GM NIB®? =OL2HNS €MJIF;S?> CHNLOMCIH TIH? BMEWCRH GI>? ;H>B®? ;MMCAH ;H> OH;MMCAH
<ONNIHM

ONNIHM
&H ;>>CBlIH NI B? MN;H>% =IHNILF <ONNIHM ?F?N? MAEH> "RJILN NB?M? <ONNIHM ;JJFS RF{S EHEM

\ '@ %SJ?LEHE I9?HVBR F;LG IOHN NI /?F;S N;< @ILBR M?F?=N?> CHNLOMCIH TIH?

\ MMCAH *I1>? <ONNIHM [J?H ;H> =FIMBNH;MMCAHZ:H?
\ 10LH ,@ /?F;SM G;H(EB £M;<F?M ;H IONJOK &
IFOGHM
Column Description
ICMJF;S +,G? /?JILNM B? H;G? |@ B? I?F;S EHE
F;LG IOHN 1SJ? &>?HBI ?MBP =IOHN NSJ? =IH'AG: CHBP >>+?Q F;LG IOHN NI /?F;S PC?Q NI ;=N CP;N?B? ?F;S
Unacked Alarm Count =NCP;N?NBNI?F;S @ILB¢ F?HANI@ BI? CG? >?"'H?> <STimer IL OHK R ;F;LG CM
;=EHIQF?>A?> Open Alarm count ;=NCP;N?BRI?F;S @ILBe F?HANI@ B? NCG? >?'H?> <STimer IL OHICH
NB? ;F;LG CM =F?;. @G NB? =IHMIF? In Alarm Count ;=NCP;N?NBRNI?F;S @ILB® F?HANI@ QG? >?"H?>
<STimer IL OHKMY? ;F;LG L?NOLHM NI HILG Fotal Alarm Count ;=NCP;N?NBRIL?F;S IL NB? F?HANI@ QG?]
>?"'H?><S Timer QB?H ;H ;F;LG |I==0OLM
F;LG IOHN /?JILNM B? HOG<?L |@ ;F;,LGM @BPR NIH AOL?> =IOHN NSJABW ;=NCP;N?>B®? I?F;S
I?F;S 3;FO? &HE=;N?M B@IQNJON?E;S CM |Hue IL |@@false
1CG~?L /?JILNM B? G;RCGOG ;GIOHN |@¢? B;N B? I?F;S CM ?HCT?>
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"> CN "RCM &HNLOMCIH -CH PC?Q

H &HNLOMCIH -CH -?LMIH;F &2iDH +OG<?L CM OM?> NIBQET?BP ;LGCHA ;H> €M;LGCHA 1@ ;H CHNLOMCIH
TIH? QB?H B? 1?;>?L ;MMI=C;N?> QENB? CHNLOMCIH TIH? CM =P+ ADtH CHNLOMCIH E?SJ;> 1BCM N;<EM?M N
;MMCAH GI>? NI ;MMCAH OH;MMCAEBHEINF?’RCMN CHNLOMCIH -&+M

)CHEM
Figure 179. &HNLOMCIH -CHM N;<

1BCM N;< IJ?HM QB?H SICC=HHNLIFF?L OSMN?G 0?NO&HNLOMCIH 0?N&BINLOMCIH 7IH2<F? =E=E ; JC
CHB® N;<F? ;H> B=EBP &HNLOMCIH {CKHM

1B? *;HO;F ,P?LLC>?FCHE [J?HMBY *;HO;F ,P?LLC>? QCH>IQ
1B? J;H?M =IHN;CHBY MN;H>% +?QFS MMCAH?> 2H;MMCAH?> HKRINNIHM

ONNIHM
&H ;>>CBIH NI B? MN;H>% <ONNIHM [?F?N? MQE;H> "RJILN R?M? <ONNIHM MOJJILN CHNLOMJIH}$SM

\ & %SJI?LEHE 137HMVBR &HNLOMCIHRCPQ ;NBP 0OGG;LSN;<
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\ B = MMCAH *I>? <ONNIHM [J?H ;H> =FIMBNH; MMCAHZH?

IFOGHM

Column Description

&HNLOMCIH -CH +;G? /?JILNM B? H;G? ;MMI=C;N?> Q€ NB? CHNLOMCIH JCH

0=B?>OF? +,G? /2JILNM 8? H;G? |@ B? M=B?>0F? ;MMI=C;N?B@&MNCHNLOMCIH JCH
1?H;HN +,G? /?JILNM ¥8? N?H;HN H;G?

&HNLOMCIH ICMJF;SM PC?QM

&HNLOMOCGIF; SMPML?HN CH@ AN, <ION B? MN;NOM 1@ ;H CHNLOMCIH TIH? ;H> F?N OM?LMBOER TN QCN
OMCHA ; E?SJ;> NIO=B J;> IL IB?L G?;HM 1@ >;N; CHIJON 1&@INLOMCIH ICMFCSR MBIQM ; N;<F? |@ t@B®
;P;CF;<F? CHNLOMCMIE;SM O<F?GHE IHBP >CMJF;S H;G? ?HNLS NI PC?Q ;HENP>?N;CFM ;<IBRNLNC=0F;L
>CMJF;S

ONNIHM
Figure 180. &HNLOMCIH ICMJF;SM PC?Q

610 ;==?MMBCM PC?@G@IB? G;CH G?HO <S EEECHANLIFF?L 0?NOJ &HNLOMCIH 0?N&BINLOMCIH ICMJF;SM

1B? =IHNIF <ONNIHMIRC>? B? MN;H>% @ OHSNM

IFOGHM

ICMJF;S +,G? ICMJF;SMBR H;G? |@ B? CHNLOMGIM3F;S

1?7@;0ON *?MM;A? OBIQM B? N?RNBNN >CMJF;SM IH ;H CHNLO®IH:S >?PC=? IL IBANBCLNO;F ICMJF;S

OG;LN (?S 1?PC=? ICMJF;SMBR H;G? |@ ;HS ;MMCAH?> OG;LN (?S >?PC=?

>>L ?MM OBIQM B? &! |@ B? >?PC=? 0G;LN(?S ;MMCAH?>B¥ GHNLOMCIM3F;S

ON;NOM /?JILNM MB? =OL2HN =IH<GIH |@BP ?HENS ;M I@NF;,MN@IMB U;F,LGWQME<F?>W
U>IQHW U@IQFUIEW UMN;F?W UOH;=E?> F;,LGW

&HNLOMCIH 7IH?M ICMJF;SMBR H;G? |@ B? CHNLOMCIH TBR M? >CMJF;S CM ;MMCAH?> NI

>>+?7Q IL?> CN &HNLOMCIH ICMJF;S PC?Q
1BCM PC?@N2M ; H?Q CHNLOMCIMJIF;S MCGCF;L PCRNFH?RIMNCHNLOMTMHB; SM



+C;A;L; "HN?LILCM? 0?=OLCNS ?H@?L IHNLIFF?L OSMN?G 0?NOJ]J&HNLOMCIH 0?NOJ

)CHEM
Figure 181. >>+2Q &HNLOMCIH ICMJF;S PC?Q

610 ;==?MMBCM PC?Q <S=HCHHANLIFF?L 0SMN?G 0?NO&HNLOMCIH 0?N&BINLOMCIH !CMJBFIQ?> <S

—E=ECHRMN>> <ONNIH | &
117> CN :H ?RCMN CHNLOMCIHIE:S >I0<F7CERP >CMJIF:3Q CH B? N:<F?

0;P? <ONNIH ;H> ;H&RHNLOMCIH ICMIESRIFHE ;2 FI=;N?> >CP=NS ;<IP? ; Display Name JLIJ?LNS ;N B?
NIJ 1@ B? PC?Q

&HNLOMCIH ICMIRBUNC?M
1B?M? JLJ?LNC?M =IH AOLINB? H?Q CHNLOMT@MJIF;S

Property Value Description
1?7@;0ON *?MM;A? N?RN 1?7°"H?M QB;N NI >CMJF;S |H3?
>?@;FLCG? M2RH ;N B? NIJ 1@ B?
>CMJF;S
0G;LN(?S 1?PC=? >lJ >IQH F CMN >?@{RmI +I1H? JCMNBMNG;LN(?S >?PC=?8,N ;L?
iP;CF;<F? NI <? ;MMCAH?>BI? N
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Property Value Description

=OLPHN CHNLOMCMUI¥;S

NOTE: 1BCMCMNCMJIF;SM ;M?Z;:
IHFS “?F> CHBR >> +?Q &HNLOMCIH
ICMJF;PC?QXON CM ;P;CF;<FBCH N
"> CN &HNLOMCIH TPC20Q

O0=LFF ON;LN !?F;S GCHON?M M?=IH>M ;HFEBLEIH>M  0?NMB® ;GIOHN 1@ GIG? <?@1M,
N?RNCH? IH B? >CMJF;S MN;LNM
M=IEFCHA 4B?H ; N?RN "?F> CM NII
FIHA QC>? NI'N =IGJF?N?FSEH N
>CMJF;S CNAARL=IHDHOIOMFSIMM
NB? M=2?H BILCTIHNETS

O0=UFF IFOGH !?F;S GCHON?M M?=IH>M ;HFEBLEIH>M  0J?=C?M BIQ @;MNIMEHA EMJF;S
N?RN GIP?M ;#UM B? >CMJF;S M2H

B;HA? I7F:S GCHON?M M?=IH>M HFEBCEIH>M  0J?=C*?M BIQ FIHA NI J;OM? <?NQ??H
G?MM;A?M QB?IBN? CM GI2 NB;H
IH? G?MM;A? NI 3CMJF;S HBR
>?M@E NCG? NI Q;CN <?NQ??H
M=IEFCHA ?;=B M?KOTHN G?MM;A?

&H;=RPCNSA? GCHON?M :H> M?=IH>M 12°H?M QB?H NI 2P?LN NIBP >?@;DF
G?HO ;H> FIQ JIQ?L GI>? C@BPL?
CM HI ;=BPCNS B?RG;LN(?S >?PC=?
@IL ; =?LN;CH ;GIOHN 1@3e

ON;NOM ?2J true IL false 10LHM IHrue H> |@@false
MCHAF? <??J ;RNDG;LN(?S >?PC="?
QB?H B? CHNLOMCIH TIH? MN;NOM
=B;HA?M @L;LG?> NI > CM;LG?>
MN;NOM

LGCHA -CH /?KOgZt% true L false [?KOCRPMtrue IL >I?M HIN L?2KOCGL
fase ;P;FC>-&+ QB?H ;LGCHA ;H
CHNLOMCIH TIH?

ON;NOM -CH /?K@€L true |IL false /?KOCRM NLO? IL >I?M HIRKOCL
@;FM? ; FOB -&+ QB?H EMJF;SCHA
CHNLOMCIH TIH? MN;NOMBOMCHA N
O0G;LN(?S >?PC=?

-ICHN ICMJF;S >11J >IQH 1?N?LGCH?M BIQ NIGMJF;S ;HS @OHR
G?MM;A? IH B? >CMJF;S KA2H H>
PCLNO;EMJF;S QB?H CHIMNA ;H
;LGCHA ;=0IH OMCHZ?NG;LN(?S
>?PC=Ro Path >CMJIF;SBIIN®;DF
G?MM;A? QBNON C>?dSCHA N
JICHN #IL ?R;GJF?00J?LPCMIL
#,0M ?N?=N?Normal Path >CMJF;SM
NB? @;DFG?MM;A? @IQ7?> <S B?
JICHN C>?EBNS #IL ?R;GJF?

L 0?HMIL O0OJ?LPCMIL #,QF
1?N?=N?XReverse Path >CMJIF;SBN
JICHN C>?EINS ®IB?> <S B? @;0OF
G?MM:;A? #IL ?R;GJF?00J?LPCM?>
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Property Value Description

#,0OM 1?N?=N?> 0?HMILL

1?7@;0ON -;A? >J >IQH F CMN MMCAHM ; >?@IGEMJIF;S J;A? @IL
NB? OG;LN(?S >?PC=? 1BCM J;A?
1IJ?HM ;N B? ?H> 1@ BP Inactivity
Time ;H>CM NSJG=SHB? CHCR
M=P?H ;N ; OM?L M??M BPN
0G;LN(?S >?PC=8ummary M?NNBR
00GG;LSM=P?H ;M B? >?@;DFM2RH
1BCM M2H >CMJF;SM TIH?
C>?HBI=;CIH ;H> MN;NOM CH@B;N
:<ION NB? ;MMCAH?> CHNLOMCIH TIH? ;M
Q?F ;M ; G?HO |@ ;#INHM NI =IHNL
;LGCHA ;H> XM;LGCHBNIIH? Time
M?NNBRILCG?M=P?H ;M B? >?@;DF
M=P?H 1BCM N2H >CMJF;SB™N
>?7@;FG?MM;A? ;M QRPFM BP?
=OLPHN >;N? ;H>QG? -I?MMCHA™N
OG;LN(?S>?PC=?# # IL#
=B;HA?MBP >CMJF;S NBROOGG;LS

M=P?H

&H F;LG ??J true IL false 10LHM IH NLO? H>@@@;FM? ; MCHAF?
<??J QB?H M?? CM ;H CHNLOMCIH TIH?
FLG

&H F;LG*R ??2J BIOLM GCHON?M M?=IH>M 1?°H?M BIQ FIHA NB? ;F;LG <??J

F;MNM QB®tAlarmBeep CM M?N NI
true

3CLNO;F ICMJF;S N;<

1BCM N;< =IHN;CHM ; PCLNO;F OG;LN(?S B RGHIMNCMNM I@M3IF;S ;H> E?SJ;> QGENHNIEM ;H> CHC=;NILM
NB;N @OHEN B? M;G? ;M B? 0G;LN(?S >?PC=?
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Figure 182. 3CLNO;F ICMJF;S N;<

&HNLOMCIH !ICMJF;S N;< =IH@ETAOL;N
1BCM N;< [RC>?M ;==?MM BNCHNLOMGIMS3F;S WI?LNC?M

%L =B
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1B?M? JLUU?LNC?M 2>?M=LC<?> BPN /[ '*+#( #+)% 1 #/ NIJC=

&HNLOMCEMIF;SM ERCNS F?LN "RNM N;<

1BCM N;< =IH'A@GM ;F;LG =F;MM JLGIRENH> PC>?I ;F;LGM #IL GRCH@ILGNH R@?L NY% *& O, "+#('+ #/
CHB? (l’* (%% * 1+, & ,_) % *& '-) :B,JN’)L

F?LNM
Figure 183. =NCPCNS F?LN "RNM IH ;H CHNICDMIE|S >

610 ;==?MMBCM PC?Q <S=HCHHNNLIFF?L 0SMN?G 0?NO&HNLOMCIH 0?N&BINLOMCIH !CMJBFI?> <S
=E=ECHB™N>> <ONNIH

&)
IL >I0<F? =FE=ECHA ;H ?REMMEMIF;S @PNI;<F? ;H> E=ECHBN=NCPCNS F?LN 'RNKM

Alert Description
&HPE> -CH +OG<?L F?LN IH'AOL ?M QB;N NI >l QB?H ; J?LMIH ?HN?LM ;H CEP:B+
+| =N CP? 0=B?>0OF? F?LN IH'AOL ?M QB;N NI >l C@ HI M=B?>0F? CM ;MMI=CBN? QIEIY

F?LN JLJ?LNC?M
Property Value Description

F.LG F;MM >UJ >IQH F CMN 0?NMB®P JLCILCNS 1@ ;H ;F,LG
A?H?L;N?><S ;H ;F?LN

3C>?1 0?NOJ FEHE ,J?HM NB? 3C>?1 0?NOJ QCH>IQ
P@?LNI# ( ,-) 14 (/ CH
N2 (¢ (%% * 1+ & )
&, # + =B;JN?L

Related r efer ence

\ FLG "RN?HMCIHM PC?Q

\ 3C>?10?NOJ QCH>IQ
Related information

\ _IHNLIFF?L OSMN?G 0?NOJ] F;LG 0?NOJ

ICMJIF;S &HNLOMCIH 7IH?M N;<

1BCM N;< G;HGEB ;MMI=C;N?M ;HSM;MMI=C;N?M CHNLOMCIH BINEZMORIGINOMCIM3F;S OM@PAMMCAH GI>?
NB? ;MMCAH ;H> OH;MMCAH <ONNIHM
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ONNIHM
Figure 184. ICMJF;S &HNLOMCIH 7IH?M N;<

610 ;==?MMBCM PC?Q <G=HFCHANLIFF?L 0OSMN?G 0?NO&HNLOMCIH 0?N&BINLOMCIH ICMIgHFW?> <S
=E=ECHBN>> <ONNIH

&
IL >|O<F? =IE=ECHA ;H ?REMMEMJIF;S @PNI;<F? ;H> =C=ECHBMN&HNLOMCIH 714

NOTE: 1BCM =IH'AOLCHH |@ ;H CHNLOMCMUIF;S =;HHIN <? M;P?> OHF?MM ;N F?;MN IH? CHNLOMCIH TIH? CM ;MMC/
NICN

&H ;>>CEIH NI B? MN;H>% <ONNIHM %SJCHE #CH;H> "RJILN NB? ;MMCAH GI>? ;MMCAH ;H> OH;MMCAH <ONNIHM
=IH'AOL? NB? ;MMI=C@IH
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IFOGHM

ICMJF;S +,G? [?JILNM 8? H;G? NB;N >?M=LC<BPIRP?HN IL @OEkHN

7IH? ON;NOM [?JILNM 8? F;MN P;FO? QLCNN?H OMCHA >?PC=? @2VNNMFIMN QLCN;<F?
JICHNM

1CG? I?F;S [?JILNM B? F?HAN@ QG? R? MSMN?G Q;CNM ;@N?L MIG?IHBYI 7RMN
<?@IR CN ;LGMBR TIH?

4 LHCHAQG? [?JILNM B? F?HANI@ §8G? R? MSMN?G MIOH>M ; Q;LHCHAXA@ICHA ;
TIH?

11 ICMJF:S -NB ONLCHA 12°H?M NB? MNGIH J;NB @ILBCM TIH?
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Chapter 10. Contr oller (System)
SetupbAlarm Setup

0?NOJ PC?QM CH=FONMJIF;SB;N ;L? L?F;N?> NI =IH"AOLCHA MSMN?G =IGJIH?HNM ;H> H?NQRENT?M ;M
Q?F ;M OM?LI@7AH=?M ;H> IB?L P;LC;<F?M

Figure 185. F;LG 0?NOJ G?HO

F.LG F;,MM?M PC?QM
F;LG =F;MM?MER SIO NI ALOJ ;F;LGM CHNI =;N?AILC?M ;H> ;MMB2Gi;R;LG JLCILCNS F?P?FM
Figure 186. F;LG F;MM?M PC?Q

1BCM PC?Q 13?HM QB?H SIG-EB? F,LG F,MM?MMO<G?HO OH>BMNSMN?G 0?NOJ F;LG 0?NOJG?HO

ONNIHM
&H ;>>CBIH NI B? MN;H>: <ONNIHM [FOGH BIIM?L#QAR?L*H;A? /2JILNM ;H>"RJILN N B?M? =IHNIE
<ONNIHM G;H;A?BCM PC?Q

\ & 55137HM ; PC?Q IL QCH>IQ @IL “:NCHA ; H?Q2=IL> CHBR >;N:<:M?

\ & %SI?LEHEIHEM NBN?>CN PC?Q IL QCH>IQ @R-N?F?=N?> CN?G &8PONMI? ;M >IO<F? «F=ECHBN
N;<F?1Q 1BCM <ONNIH CM ;P;CF;<F? QB?H ; MEHAEM.M?F?=N?>

\ "> CN -LCILCNS =B;HBR?MING?LC=;F JLCILCNS F?P?F |@ ;HS M?F?=N?> ;F;LG =F;MM
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NOTE: 1l =IH'AOL? GOFCJF? ;F;,LGM @IR? M;G? JLCILCNS M?F?=N ;I@NZGIR NB;H IH? ;F;LG =F;MM
L?=IL> ;N ; NCG?

\ @ 1?E?N? RGIP?M B? M?F?=N?241L> UQ @LG NB? >;N;<;M? N;<F? 1BCM <ONNIH CM ;P;CF;<F? QB?H SIO
M?F?=N ;H CN?G

\ 5 2H:G? 197HM NB? /2H;G? QCH>IQ QCR QBC=B NI =B:HABRH:G? |@ B? M?F?=N?> CN?G

IFOGHM
1B? @HQCHA 2. NB? =IFOGHM GBPNF;LG F;MM?M N;<F?

Table 58. F;LG F;MM =IFOGHM

ICMJF;S +,G? [?JILNM 88? H;G? NB;N >?M=LC<BPIRP?HN IL @O&HN
-LCILCNS [?JILNM M8? JLCILCNS F?P?F ;MMCAB?>NLS =F;MM @IL ?;=B

=IGJIH?HN MN;N? NL;HMBN@E HILG;F NI ofinormal @G HILG;F
Nl Fault @G 1@ @HILG;F @NOE ;F?LN Normal ;H> @IG HILG;F NI
Aert  1B? FIQ?L B? HOG<?LNB? GIL? MCAHC =;HBP ;LG 1B?
BCAB?MN JLCILCNS ;F;LG GIMN MCAHC =;HN CM HOG<?LB2B? FIQ?L N
HOG<?LNB? GIL? MCAHC =;HBP\~;LG 1B? BCAB?MN JLCILCNS ;FjLG
GIMN MCAHC =;HN CM HOG<?L

UN;F FLG IOHN ICMJF;SMBR NIN;F HOG<?L |@ ;F;,LGM ;MMCAHB? NG =F;MMI@L
;FF MIGE2M
,J?H F;LG IOHN ICMJF;SMBR NIN;F HOG<?L |@ =®MM ;F;,LGM H ;F;LG CM =IHME>?1

NI <? IJ?H QB?H CN CM HIN ;=EHIQF?>A?> ;H> HILG;F IL HIN
;=EHIQF?>A?> ;H> CH ;F;LG

&H FILG I0HN ICMJF;SMBR NIN;F HOG<?L 1@ ;F;LG M@
2H;=E?> F,LG IOHN ICMJF;SMBR NIN;F HOG<?L |@ OH;=EHIQF?>A?> ;F;LGM
1CG?1@)MN FILG [2JILNM 8? NCG? B;N B? MSMN?G A?H?L;NB2 N;MN ;F;,LG ;MMCAH?>

NI NBCM ;F;LG =F;MM

>>+?Q IL?> CN F.LG F;MM PC?Q

F;LG =F;MM?M G;H;A? ;F;,LG JLCILCNS ;H> QBC=B ;FKOC®M ;=EHIQF?>AG?HN 1BCM PC?Q =IFMOL;,G?
;H> M;P? ;F,LG =F,MM?NIOGCHE ;F;LG =F;MM?\B QING 1?=CIJC?HNM
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Figure 187. >>+?Q F;LG F;MM

1 ;==?MM RCM PCZ2@=BHNLIFF?L OSMN?G 0?NOJF;LG 0?NOJ;H> =FC=EBP >> =IHNLIF <ONNIF 9 N
NB? NJ 1@ B? F,LG F;MM?MPC?Q IL >IO<F? €EE ;H ?RCWIA ;F;LG =F;MM NIC CNNALNC?M

610 =;H GIP? ;GIHA N;<M QCMION FIMCHA OHM;P?> >;N; BIQ?EP0 GOMN EEEB? 0;P? <ONNIH <?@IL
F?;PCHABR PC?Q IL >;N; CM FIMN ;H> HI H28IL> CM ;>>?> NI B? >N;<;M?

NOTE: 4B?H SIO =L?;N? ; H?Q ;F;LG =F;MM SIO GOMN ;MMCAH ;N F?;MN IH?:f&0G2HN ;H> IH? ;F;LG =F;MM NI
CN <?@IM;PCHA CN

)CHEM
0;P? <ONNIH ;H> ;HF,LG F;MM?MPC?QEHEM?LFI=;N?> >CP=NFS ;<IP? ; Display Name JLIJ?LNS ;N B? NIJ
@ B? PC?QBCM MI?LNS JUPC>?M ; OHCKO? H;G? @R ;LG =F;MM

-LIJ?LNC?M
Property Value Description
=E /?KOCP> true IL false &HE=;N?NBMW ;HS ;F;LG ;MMCAH?> NI

NBCM ;F;LG =F;MKQCM
;=EHIQF?>AG?HN ,HFS M?F?=N?>
=IGJIH?HN MN;N? NL;HMBM HILG;F
NI l@G@HILG;F @NJE ;F?LN?2KOGL
;=EHIQF?>AG?HN
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Property

-LCILCNS

1IN;F F;LG IOHN

J?H F;LG IOHN

&H F;LG IOHN

2H;=E?> F;,LG IOHN

1CG?1@ );MN F;LG

IL

"M=;F;)CIH )?P?FH 1?F;S QB7LH CM
IL

Value

HOG<?L @IL ?;=B I@ @IOL =IGJIH?HN 1?2°"H? N B? JLCILCNS F?P?F NI ;M\

MN;N?M

L?;> IHFS

L?;> IHFS

L?;> IHFS

L?;> IHFS

L?;> IHFS

"M=;F;)CIH )?P?F H "H;<F? QB?2HCM true IL false

BIOLM ;H> GCHO?NM ,H? GCHOMZCM!R'H?M NB? ;GIOHN 1@ GIG? NI ;FIQ
MG;F?MN CMZPHN SIO =;H M?N

Description

NI NB? ;F;LG =F;MM @IL ?;=B
=IGJIH?HN MN;N? NL;HMBNGE
HILG;F NI l@@HILG;F @LHILG;F
NI @;OF @& HILG;F NI ;F?LN
@G |@ @HILG;F NI @NOH> @&
;F?LN NI HILG;F

1B? FIQ?L B? HOG<?LNB? GIL?
MCAHC =;HB® \F;LG 1B? BCAB?M
JLCILCNS ;F;LG CM HOG<?L

ICMJF;SMBR NIN;F HOG<?L |@
F,.LGM ;MMCAH?> BPNiarm
Class @G ;F F MIGi?M

ICMJF;SMBR NIN;F HOG<?L |@
=OLPHN ;F,LGM H ;F,LG CM

=[HMC>? NI <? 1J?H QB?H CN CN
HIN ;=EHIQF?>A?> ;H> HILG;F IL
HIN ;=EHIQF?>A?> ;H> CH ;F,LG

ICMJF;SMBR =OL2HN NIN;F HOG<?
|@ ;F;LGMB\N ;L?

OH;=EHIQF?>A?> ;H> HILG;F IL
OH;=EHIQF?>A?> ;H> ;H ;F?LN

ICMJF;SMBR NIN;F HOG<?L |@
OH;=EHIQF?>A?> ;F;LGM

ICMJF;SM QB?BNMSMN?G
A?H?L:N?>BP? F;MN ;F;LG
:MMCAH?> NBGarm Class

10LHM IH NLO? ;H>@@@;FM?
?M=.F,NIH 1@B? ;F;LG ;N MCM JLCILG
F?P?F

;H OH;=EHIQF?>A?> ;F;LG NI ®G;CH
OH;=EHIQF?>A?> <?@1INB? MSMN?G
?M=;F;N?M CNBA N?RN F?P?F

+C;A;L; "HN?LILCM? 0?=0OLCNS ?MH@?L

VCAH

NS

[?=CJC?HNM N;<

1BCM N;< RC>?M ; Q;S NI G;HO;FS ;MMCAH IL OH;MMCAH #CGA?HNMB@ ;LG =F;MM

&@BM? CM IHFS IH? =IHMIF2ACJIC?HB NMSMN?G ;ONIGN;FS ;MMCAHM @PNFAWM IL TIH? QB?H%NCHA ;
H?Q ;F;LG =F;MM IL CHNLOMCIH TIH? G8H;F=IHMIF72ECIC?HNM ;;CF;<F? SIO GOMN G;HBS=BIIM? ;H>
;MMCABN=IHMIF? 2=CJC?HN OMB®IARHICIC?HNNK <?@IR M;PCHABR H?Q ;F;LG =F;MM IL CHNLOMCIH TIH?

F;LG L?=CJC?HNMACP? ;F;LG HIBI=;)CIH ;M MJ?=C"?> <8RMJ?=C = ;F;,LGAECIC?HNIZLNC?M 16 =;H ;>>
CN?GM NBR=OL2HKS €MJIF;S?> ;F;LG =F;MM ONBCHR;NH GI>? ;H> NB? MMCAH ;H> 2H;MMCAH <ONNIHM

%L =B
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Figure 188. "> CN F,LG F;MM /?=CJC?HNM N;<

610 ;==?MMBCM PC?@G@IB? G;CH G?HO <S EEECHANLIFF?L OSMN?G 0?NOF;LG 0?NOJ F;LG F;MM?M
>|0O<F? =E=ECHA ;H ;F;LG =F;MMCH B? N;<F? ;H> =E=ECHBMNM?=CJC?HNNVK

ONNIHM
&H ;>>CBlIH NI B? MN;H>;: <ONNIHM XCE ;H>"RJILN B?M? <ONNIHM M?BRP7N-CJIC?HNWK

\ < MMCAH GIP?M ;CGM=I1P?2& CN?G BINB? 2H;MMCAHPRC?Q NIB? MMCAH?RC?Q

\ & %SI?LEHEIHEM NBN?>CN PC?Q IL QCH>IQ @R-N?F?=N?> CN?G &8PONMI? ;M >IO<F? «F=ECHBN
N;<F?1Q 1BCM <ONNIH CM ;P;CF;<F? QB?H ; MEIHAEM.M?F?=N"?>

\ MMCAH *I>? C>?HN?M JF OH;MMCAH?> =IHM?ECIC?HNM ;HSMIF;SBAG ;N NB? <INNIG 1@ R? PC?Q

\ B = MMCAH *I>? <ONNIHM 13?H ;H> =FIMBNH;MMCAH3H?
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IFOGHM

Table 59. /?=CJC?HNM N;< =IFOGHM

Column Description
ICMJF;S +,G? &>?HBI ?MBP H;G? 1@ B? [?2=CJC?HN
F,LG F;MM?M JCMNBNF;LG =F;MM?M

[?F;S )CHEM N;<

1BCM N;< G;HGEB ;MMCAHM IL OH;MMCAH TMBMWIB? ;F;LG =F;MMI® ;>> CN?GM NIB? =OL2HNS €MJIF;S?>
;F,LG =F;MM OM@B#AY;LH GI>? ;H>N8? MMCAH ;H> 2H;MMCAH <ONNIHM

Figure 189. /?F;S)CHEM N;<

610 ;==?MMBCM PC?@G@IB? G;CH G?HO <S EEECHANLIFF?L OSMN?G 0?NOF;LG 0?NOJ F;LG F;MM?M
@IAQ?> <S =E=ECHB™M?F;S )CHEM;<

ONNIHM
&H ;>>COlIH NI B? MN;H>3: #0R?L ;H> "RJILN <ONNIHNE?N? <ONNIHM M?BZMN;<
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@
\ 1?7F?N? RGIP?M B? M?F?=N724IL> LUQ @IG NB? >;N;<;M? N;<F? 1BCM <ONNIH CM ;P;CF;<F? QB?H SIO
M?F?=N ;H CN?G

\ & | 132HM :H M?F?=N?3K:S EHE

\ 10LH ,@ /?F;SM NOLH® /@F;SM G;HEB €M;<F?M ;H IONJOR &

\ B = MMCAH *I>? <ONNIHM [J?H ;H> =FIMBNH; MMCAHZ3H?

IFOGHM
Column Description
ICMJF;S +,G? &>?HBI?MB® H;G? |@ B? ;F;LG =F;MM

FiLG IOHNNSJ? &>?HBI?M IH? I@ @IOL ;F:LG MN:RALL =IOHN?> :H> OM?> NI A?H?L;N? :H €M F;LG IOHN 1SJ? CM =IH AQk
OMCHBN>> +2Q F;LG IOHN NI /?F;S PC?Q

Unacked Alarm Count ~ L?2JILNM BP? HOG<?L |@ ;F;LGI8;N B;P? HIN <??H ;=EHIQF?>A?>
OpenAlamcount  L?2JILNM B? HOG<?L 1@ ;F;LGM;N B;P? HIN <??H =F?%> @G NB? =IHMIF?
InAlarm Count ~ L?2JILNM B? HOG<?L |@ ;F;LGM8;N B;P? HIN S?N°NOLH?> NI HILG;F

Total Alarm Count L2JILNM BP? HOG<?L 1@ B~ F;LGMA;L>F?MM |@ ;F;LG MN;N?

F;LG IOHN ICMJF;SMBR =OL2HN ;F;LG =IOHN @IL ;F;LGMB@NNJ? MJ?=C"?> @PWlarm Type Count  JLIJ?LNS
/?F;S 3;FO? ICMJF;SM ; <lIF?;H IONJON P;FO? NLO? IL @;FMPHEUHA CHNF; & =IHNE =IGJIH?HN
1CG?7L ICMJF;SM ; P;FOBNl C>?HN?M BIQ FIHAB® /?F;S ,ON P;FO?M CM <?CHA B?B? GI{DP? NLO? MN;N?

F;LG &HMNLGHNM PC?Q

1BCM PC?QMJIF;SM ; MN;HESNL<F? NSJ?AJILN NB;N JUPC>?M ; Q;S NI PC?QMMCAH ;H> &N ;F,LG CHMNLIGMN
CHBP MSMN?G

ONNIHM
Figure 190. F;LG &HMNLGHNM PC?Q

1BCM PC?Q 13?HM QB?H SIG-EB? F;LG &HMNLCHINMIO<G?HO OH>BNIHNLIFF?L OSMN?G 0?NOF;LG
0?NOJG?HO

&H ;>>CBlIH NI B? MN;H>% <ONNIHM KCEIFOGH BIIM?L *H;A? /?JILNM ;H>"RJILN N B?M? <ONNIHM
MOJJILN ;F;LG CHMNC{BHN

*L =B
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\ "> CN &HMNLIBNI?HVER "> CN &HMNLIBMICH>1Q @ILB® M?F?=N?> CHMGIEOEN
\ *MN?L F;LG &HMNLOHNM 1J?7HMVBQ *; MN?L &HMNLCHENQCH>IQ
IFOGHM
ON;I\CIH +,G? /?JILNM 8? H;G? |@ B? MNSBIH OH>?1B? =IHNLF |@ QBC=BN?P?HN
==0LER>
OIOL=? +,G? /?JILNM 882 =IGJIH?HN NB;N NL;HMIIN?> @& HILG;F NI |@@HILG;F @NOH-
;F?LN &@ >?"HCHAA®B2ZLCN?LC; SIO =;H OM? QCi4 B2
ICMJF:S +:G? /2JILNM 8?2 H;G? NB;N >?M=LC<BPRP?HN IL @OEHN
F;LG &HMNLGHNM ICMJF;SMBR ;=NO;F ;F;LG CHMNCIBEN?RN
1,@ @HILG;FZRN ICMJF;SMBR N?RNBNN >CMJF;SM QB?H ;HQ@&ILG;F ;F;LG =IHEBIH I1==OLM
-NB &>?HBI ?MBP MSMN?G BNNI NB? FI=;NCIH |@B® MIOE? JICHN ;F;LG ?RN?HMCIH

"> CN &HMNCIBRNQCH>IQ

1 1J?H N BCM QCH>IQ?F?=N ; MCHAPTH B? F;LG &HMNLOH#WM N;<F? ;H>GFEB?P "> CN &HMNLIBIWN=IHNL
<ONNIH

Figure 191. "> CN &HMNLIBWNQCH>IQ

==?MMBICM PC?Q <S MZHPANNLIFF?L 0?NOJ F;LG 0?NOJ F;,LG&HMNLGH#{MLB?H M?F?=NIQ;H> LCABN
=E=E ,L M?F?=NIQ;H> =FC=E IH ?€N <ONNIH IH F?@N ;<B?MN\<F?

2M? B? >> "> CN?F?N? *IP?2J ;H> *IP?!IQH <ONNIHM NI €N ;LL;HA? ;H>;>>;F;LG CHMNDD+M NI
NB? >?MCk ;F;,LG ?RN?HMCIHM
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*MN?L &HMNLOFEW QCH>1Q

*MN?L ;F;,LG CHMNLDHN! ;2 ; FCMN |@ M;P?> NBRNNO M?F?=N ;H>;MMCAH NI IH? ILZGIICHNM CHBIRL
PC?QM 1BCM QCHXI®M3;SMCHN |@ FRCOHA *;MN?L F;LG &HMNCOHWMI

Figure 192. *;MN?L &HMNLCHN QCH>1Q

2M? B? >> "> CN?F?N? *IP?2J ;H> *IP?lIQH <ONNIHM NI €N ;LL;HA? ;H>;>>;F;,LG CHMNOOHM NI
NB? >?MCk ;F;LG ?RN?HMCIHM

F;.LG /?F;SM PC?Q F;LG IOHN /?F;SM

F;LG L?F;SM JPC>?; Q;S @IL SIO NI =;N? ; L?F;S IONJON ;€NH CHPMJIHM? NI ; MJ?=C"?> HOG<?L |@ ;F;LGM
#IL ?R;GJIF? SIO G;S Q;HN NI B;P? ; FCABN IL ; <??J?L NOLH IH ;@ B2 NOH;=EHIQF?>A?> ;F;,LGMI® QIOF>
OM? ;H ;F,LG BF;S @ILBCM JOLJIM?

ONNIHM
Figure 193. F,LG /?F;SM PC?Q

1BCM PC?Q 1J?HM QB?H SIO M?B?=RLG IOHN /?F;SM MO<G?HO OH>BMNOSMN?G 0?NOJ F;LG 0?NOJ
G?HO

1BCM PC?QMJIF;SM MN;B=IHNILFM ;=IMM B? N1J ;H> ; N;<F? 1@ ;F ;F;LG RF;S =IH AOL;ICIHM CBNFIQ?L
J;LN

IFOGHM
":=B ?HNLS CBN F;LG /?F;SM N;<F?2JL?M?HNM ; MCHAF? ;F;LG =IOHNF]§IM =|HAOL®IH 1B? =IFOGHM &2 N

*L =B
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N;<F? CH=FO>? ; +;G? F;LG IOHN3J? NIN;F ;F;LGM OH;=E?>;F;LGM ;H>BRLM F;LG IOHN /?F;S 3FO?
1CG?L M7TGHA ;H>;HS IB?L =IFOGHNBI SIO B;P? ;>>?> NI ZOMNIGCTBN>CMJF;S

>>+?Q IL?> CN F;LG IOHN LL/?F;S PC?Q
1BCM PC?Q =IH AOLF;LG =IOHN NPE;S IINCIHM
JCHEM

Figure 194. >>+?Q F;,LG IOHN NI /?F;S PC?Q

1 ;==?MM RCM PC2@=HHNLIFF?L OSMN?G 0?NOJF;LG 0?NOJ F;LG IOHN /?F;SM =E=E IHBP >>

<ONNIF_“ | IL >I0<F? =E=E H ?RCMINA =IOHRES NI 1J?H ;H ?RCNINIA ;F;LG =IOHN NPE;S R=IL>

&@ SI07?1?>CEHA ;H ?RQVIRA=IL> NB? ;F;LG =IOHN NI 2F;S =IH AOL;IH H;G? >CMJF;SM BPININ? |@B?
PC?Q IP?LB? 0;P? 1?MNH> F;LG IOHN 11/?F;SM EHEM

610 =;H GIP? ;GIHA N;<M QCMBION FIMCHA OHM;P?> >:N; BIQ?BP0 GOMN EEEBP 0;P? <ONNIH <?@IL
F2;PCHMAR PC?Q IL >;N; CM FIMN ;H> HI H28IL> CM ;>>?> NI B? >;N;<;M?

1B? 1?MNONNIH =;,O0M?BPNPF;S NI =S=F? |[H ;H> 1@ 1B%#;LG IOHN 11 /?F;SM FEHEANOLHM NB'NF;LG IOHN
U /?F;SM PC?Q

-LIJ?LNC?M
Property Value Description
/?F;S ,ON L?2;> IHFS ICMJF;SMBR =OL2HN 2F;S IONJON
P;FO? ;H> MN;NOM
1CG?L GCHON?M M?=IH>NCGIREIH>M 0?NMBY? ;=NCP? >OL(NH |@BP 1?F;S
IONJON
F;,LG IOHN 1SJ? >UJ >IQH F CMN 12°’H?M NB? NSJ? 1@ ;F;LG MN;NBMNN

;L? =IOHN?> ;H> OM?> NI A?H?L;N? ;Hl
;=NCIH Unacked Alarm Count =IOHNM
;F;LGM R;N B;P? HIN <??H
;=EHIQF?>A?> Open Alarm count
=|OHNM ;F;LGH;N B;P? HIN <??H
=F?:2> @G NB? =IHMIF? In Alarm
Count =IOHNM ;F;LGN8;N B;P? HIN
S?N BENOLH?> NI HILG;Fotal Alarm
Count =IOHNM EEF;LGMA;L>F?MM |@
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Property Description

MN;N?

F:LG F-MM?M N:<
1BCM N:< G;HGEB ;MMCAHM ;H> OH;:MMCAHM :F;LG =FB@ME@N2NNNF:;LG =IOHN NPE:;S :=\CIH

ONNIHM
Figure 195. >>+?Q F;LG IOHN1 [/?F;SPC?Q F,LG F;MM?M N;<

U ;==?MM RCM PC2@=HHNLIFF?L OSMN?G 0?NOJF;LG 0?NOJ F;LG IOHN /?F;SM =E=E IHBP >>

<ONNIF @ IL >I0<F? =FE=E ;H ?RCQMN =IOHRE,S ;H> =E=EB? F,LG F;MM?MN;<

&H ;>>CBIH NI B? MN;H>% <ONNIHM KCEH>"RJILN NB?M? <ONNIHM MOJJILN F;LG /?F;S F,LG F,MM?M

\ &l 96SI2LEHE 137HM ;H ?RCMN =F;MM

\ B = MMCAH *I>? <ONNIHM 13?H ;H> =FIMBNH;MMCAH3H?

IFOGHM
Description
ICMJF;S +,G? /?JILNM B2 H;G? NB;N >?M=LC<BPNRP?HN IL @OBHN
-LCILCNS /?JILNM B2 JLCILCNS F?P?F ;MMCAB?>NLS =F;MM @IL ?;=B =IGJIH?HN

MN;N? NL;HMEBN@L HILG;F NI offnomal @G HILG;F NI Faut @G
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|I@@HILG;F @NIE ;F?LN Ndormal ;H> @IG HILG;F NI Aet 1B? FIQ?L B?
HOG<?LNB? GIL? MCAHC =;HB?N\-;LG 1B? BCAB?MN JLCILCNS ;F;,LG GIMN
MCAHC =;HN CM HOG<?L 1B? FBQHOG<?LNB? GIL? MCAHC =;HB?N
:F;.LG 1B? BCAB?MN JLCILCNS ;F;.LG GIMN MCAHC =;HN CM HOG<?L

1IN;F F,LG IOHN ICMJF;SMBR NIN;F HOG<?L |1@ ;F,LGM ;MMCAHB? NF;NG =F;MMI@IF F
MIOE?M

J?H F,LG IOHN ICMJF;SMBR NIN;F HOG<?L |@ =fMN ;F,LGM H ;F,LG CM =IHME>NI <?
1J?H QB?H CN CM HIN ;=EHIQF?>A?> ;H> HILG;F IL HIN ;=EHIQF?>A?> ;H>
‘FLG

&H F;LG IOHN ICMJF;SMBR NIN;F HOG<?L |@ ;F;LG VHOM

2H;=E?> F,LG IOHN ICMJF;SMBR NIN;F HOG<?L |@ OH;=EHIQF?>A?> ;F,LGM

1CG?1@ );MN F,LG [?JILNM 8?2 NCG? B;N B? MSMN?G A?H?L;NB2 R;MN ;F;LG ;MMCAH?>BaN|
‘F:.LG =F:MM

[?F;SM N;<

1BCM N;< CM NP@>?M ; Q;S NI G;HO;FS ;MMCAH IL OH;MMEANMNIBP =OL2HN ;F;LG =IOHN NPE;S ;=ICIH
ONNIHM
Figure 196. >>+?Q F;,LG IOHN 1 [/?F;SM N;<

1 ;==?MM RCM PC2@=HHNLIFF?L OSMN?G 0?NOJF;LG 0?NOJ F;,LG IOHN /?F;SM =E=E IHBP >>

<ONNIF_“ | IL >I0<F? =E=E ;H ?RCMIA =IOHRE;S ;H> =E=EB® /?F;SMN;<

NOTE: &@ SIO ;MMCAM;% B;N CM FEES ;MMCAH?> ;H ALLG?MM;A? ;JJ?;LM QB?H SIO M;P7B?
=IH'AOL;NCIH
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1BCM PC?Q OM?M MK HBNLF <ONNIHMI® ;>> L ?F;SM NIB? =OL2HNRS £€MJF;S?> =IH AOIC\H OMCHA ;MMCAH

GI>? NB? ;MMCAH ;H> OH;MMCAH <O B B

ICMJF;S +,G? [?JILNM B2 H;G? NB;N >?M=LC<BPIRP?HN IL @O&HN
,ON /?JILNM M? MFIN IONJON P;FO?

&H /?JILNM CHJON =IHNIICHNM P;FO? @ INF;S

&H /?JILNM CHJON =IHNI1ICHNM P;FO? @ INF;S

11 ICMJF;S -NB ONLCHA 12°H?M NB? MNGIH J:NB @ILBCM TIH?

"G;CFO?LPC=? PC?Q "G;CF ==IOHNM
1BCM PC?Q G;H;A?M ?G;CF ;==IOHNM QBG#B?% ;M ;F;LG2=CJC?HNM

)CHEM
Figure 197. "G;CFO?LPC=? PC?Q

1BCM PC?Q 13?HM QB?H SIO M?B?=§;8F ==IOHNNs?HO CN?G OH>B?NSMN?G 0?NOJ F;LG 0?NOJG?HO

1B? >?@;OFPC?QCMIF;SMCIRR IP?L B? 0;P? ;H> *H;A? ==IOHNM <ONNIHM &@ HI ?G;CF ;==I0RNAN.OJ
NB? PC?Q =IHN;CHM IHFS ; MOBAF20?LPCAP< 2M? B?*H;A? ==IOHNM <ONNIH NI ;>> ;H> RGIP? ?G;CF
==IOHNM N;<;JJ?;LM @IL ?;=B ?G;CF ;==IOHN SIO ;>> N\BNPC?Q

-LIJ?LNC?M
Property Value Description
ON;NOM ?;> IHFS [?JILNM 8? =IH>CGIH |@BP

?HKENS IL JE?MM ;N F;MN BIHA

{okh CHE=N?NBN 18?2
=IGJIH?HN CMCE?HM?> ;H>
JIFEEHA MO==?M8@OF

down} CHE=;N?NBN 182 F;MN
=B?=E Q;M OHMO==?MM@OF J?|.B:IM
<?=:0M? |@ ;H CH=P=IN JLJ?LNS
IL JIMMC<FS FIMM 1@ H?NQILE
=IHH?=ICIH
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Property Value Description

{disabledy  CHE=:N?NBN 18?
Enable JLIJ?LNS CM M?NahH

ffauy  CHE=;N?M ;HBPL
JLI<F?G /?7@7?L NFaultCause @IL
GIL? CH@ILENH

#O0mM ;0M? L?;> IHFS &HE=;N?MBRI?;MIH QBS ;
MSMN?G I<D?=N H?NQILE >?PC
=IGJIH?HN ?RN?HMCIH ?N= CM
HIN QILECHA CH ®;aBCM
JUJ?LNS CM ?GJINS OHF?MMN @|OF
?RCMNM

?

"H:<F?> true IL false =NCP;N?Me ;H>>?;=NCP;N?M
false OM? |@B9 I<D?=N
H?NQILE >?PC=? JICHN
=IGJIH?HN N:<F? M=B?>0F?
>?M=LCINRN=

,ONAICHA ==I0HN N;<
1BCM N;<CMJF;SNF;B? JUJ?LNC?M @BMNONAICHA ;==I0HN ;MMI=C;N?-BQEN'G;CF0?LPC="?
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-LIJ?LNC?M
Figure 198. ,ONAICHA ==I0HN JU?LNC?M

U ;==?MM RCM PC2@=HHNLIFF?L OSMN?G 0?NOJF;LG 0?NOJ "G;CF ==IOHNM@IFIQ?> <S =E=ECHB™N
,ONAICHA ==I0HMNN;<

&H ;>>CGIH NI B? MN;H>:: JLIJ?LNC?MEnabled ;H> Status  NB?M? JLJ?LNC?M MOJJILN ;H IONAICHA ;==I0OHN

Property Value Description

%IMNH;G? N?RN &>?HBI ?MBP H;G? |@ B? G;CF
M?LP?EIL ?R;GJF? G;CF ;=G? =IG
=IOF> <?; %IMNH;G?

-ILN HOG<?L @ NICHHCNS >?@NDF &>?HNI ?MBP JILN HOG<?L
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Property

==IOHN

~MMQIL>

-IF FL;N?

);MN -IFF 00==?MM

);MN -IFF #,CFOL

);MN -IFF #,CF®LOM?

1?7<OA

2M? OMF

2M? ON;LN 1FM

1L;HMJILN

Value

NI

N?RN

N?RN ;H>MJ?=C;F =B;L;=N?LM

BIOLM GCHON?”M M?=IH>M

L?;> IHFS

L?;> IHFS

L?;> IHFS

true IL false >?@;0F

true IL false >?@;0F

true IL false >?@;0F

>UJ >IQH F CMN

Description

;MMI=C;N?> (EEMB? ?G;CF ;==IOHN

1SJC=#S BICM P;FO? CM Z [ BIQ?P?L

C@ SIO M?N CN NIE?[NSMN?G
M?;=B?M @IL ;H> OM?M =BILN

&>?HBI?MBP H;G? |@ B? >CNIW¥I=N
;==IOHN R;N CM ;BNLCT?> @IL ;==?MN|
NI NB? Hostname G;CF M?LP#IL
?R;GJF? C@ SIO?IOMCHA ;H ?G;CF
;==I0HN H;G?>

ZGS?G;CF ;=G?=IG[IHN B? BIMN
>?M=LC<?> ;<IP? BP ;==IOHN H;G?
CM MCGJFS ZGS?@ERBF Hostname CH
NBCM =;M? =IOF> <? ZG;CF ;=G? =IG[

12°"H?M NB? FIACH 2&?HIC;F @IBN
==I0OHN

0J?=C"?M BIQ I@N?BN,==IOHN
?R?=0ON?M ; M?H>GIN &H2IMCHA
NB? JIFFL;N? P;FO? CHMZM B NCG?
<?NQ??H JIFM !OLCHBNCG?
<?NQ??H JIFM ?G;CFM G;S <?
KO?0?> OJ NIBP? G;R KO?0? MCT?
OHNA? H?RN JIFRG? N B? H?RN
JIFF BRG? ;F KO?07?> ?G;CFN M?HN

&HE=N?NBRINCG? CH BIOLM ;H>
GCHON?M E? R;MN JEEHA MO==?MM

&HE=;N?MBRINCG? CH BIOLM ;H>
GCHON?M K2 R;,MN JEHA @;CFOL

-LIPC>?M ;H ?IL G?MM;A? NI
CHE=;N? ; 2,MIH @IL JIFEHA @;CFOL

10LHM I?7<OA GI>? IH ;H> @@ 4B?H
IH ; MN;NCIH M MN;H=>;LONJON PC?Q
4 ILE<?H=B-F;N@ILG JJF C=;BIH
ICL2=NIL >CMJF;SM >?<OA CH@ULE;N
QB?HB? MNGIH NLC?M NI M?H> IL
?=?CP? ?G;CF 1BCM =H <? OM?> N
NIO<F?MBIIN ;==IOHNM ;H> GNMIF

"H:<F?Mtrue ;H>>CM;<F?flse
OMF 0?=@DI=E?NM );S?L @IL
=IGGOHC=;NIH Q@&N BIMN ?G;CF
M?LP?1BNN PKOCGIM CN

"H;<F?Mtue ;H>>CM;<F?Mse
1FM LLHMJILN );S?L 0?=OLCNS @
; BIMN ?G;CF M?LPB;NN?KOCGIM
CN

0?F?=NM@P;CF;<F? IINCIHM @IL
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Property

IHH?=NCIH ICG?ION

2M?L OB?HR=;NIH

[?2JFS 1

-?LMCMN?HN -?LMCMN7Z+RLEL

FFIQ !CM;<F?>.0?0CHA

.0?0? 0CT?

*»R .0?0? 0CT?

+OG<?L 0?HN

Value

BIOLM GCHON?”M M?=IH>M

true IL false >?@;0F

N?RN

true IL false >?@;0F

true IL false >?@;0F

L?;> IHFS

HOG<?L @ NI CH'HCNS >?@NDF

12;> IHFS

Description

?G;CF =IGGOHC=CM\H 1B? >?@;NF
M?NDHA ;H> GIMN =IGGIH CM 0*1-

IHNLIFM BIQ FIHAB? MNGIH Q;CNM
@IL ; BMIIHM? @LNB? G;CF M?LP?L
<?@IR A?H?L;)CHA ;H ?R=2INH ;H>
M?NDHAB? @;OF=;0M? &N Q;CNM @
NB? H?RN M=B?>0OF?>RJjH>
;NN?GINM NI =IHN;=BPNG;CF M?LP?L
;A;CH ;N B;N @KO?H=S

0J?=C?MBIN FIACH 2:?HIC;FM 7L
L?KOCE @IL M?HCHA ;HS ?G;CF
0IG?NCG?M ;@PHR=;8IH CM HIN
L?KOCE @IL ?G;CFMDN?> NI
L2=CIC?HNMBZHWNG? >IG;CH
0?NSHABCM WI?LNS Nltue G;E?M
NB? FIACH 2&?HIC;FM G;H>;NILS @IL
;HS ?G;CF

0J?=C?MBP =IHN?HNM [&P Rrom:
JLIJ?LNS CHY ?G;CFBIN CM M?HN

tue M;P?M ?,=B KO?0?> ?G;CF ;M ;H
RGF "F? CBN>?MCAH;N?> J?LMCMN
>CP=NILS ,H=? B? ?G;,CFM 7L
;=NO;FS M?HBNRGF "F?M7L
>?F?N?> @INB? >CP=NILS 1B?
JOLJIM? I@BCM CM NI E??J ; =JS 1@
NB? ?G;CFM @PMO?0? QBC=B QIOF
<? FIMN G& MNGIH Q;M MNI1JJ?>
JLCIL NI B? ?G;CFM <?CHA M?HN 4B
NB? MNGIH EMN;LNM ?G;CFM ;L
FI;>?> @IG NB? Z-2LMCMN?HN
ICL?=NILS[ <;=E NI B? KO?0?

"G;,CFMIMC>? CH ; KO?0? QBEF3 N
Q;CN NI <? M?HN MMOGGE:MIB?
==IOHN ON;NOM CM UIEW RSJBZ;F
F?HABII@ QG? ;H ?G;CF CMEH N
KO?0? >?J?H>M |HB® Pollrate
M?NDHA 0?P?L;F LIPLNC?MPE;N? NI
NB? KO?0? ;H> ?G;CF G;H;A?G?HN
M?NDHA |@e ;FFIQM ?G;CFM NI
L?MC>? CBNKO?0? ?P?H QB?1BN
Enabled MN;NOM CM MabeNI

&HE=;N?M BIQ G;HS ?G;CFM ;L
=OLPHRS CBRKO?0? Q;@NHA NI <?
M?HN

0J?=C"?M BIQ G;HS ?G;CFM?L
;FFIQ?> NI 1==0JS 8? KO?0?

ICMJF;SMBR HOG<?L |@ ?G;CHBN\N
B;P? <??H M?HN

IHNLIFF?L OSMN?G 0?NOJ] F;LG 0?NOJ

PH="?

\Y

PH
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Property Value Description

*R 0?H>;<F? -?L ;S HOG<?L 0J?=C"?M BIQ G;HS ?G;CFM G;S <?
M?HN CH IH? >;S

+0OG<?L ICM=;?> L?;> IHFS &HE=;N?M BIQ G;HS ?G;CFu>HIN
MO==?MNr® ®IPH>

);MN ICM=% L?;> IHFS &HE=;N?M QB?BNF;MN ?G;CE>
@;CF?> NI M?H>

);MN ICM=#% ;0M? L?;> IHFS ICMJF;SM ;H 2LLG?MM;A? ;N
CHE=;N?NBR=;0M? |@B4 F;MN ?G;CF
M?H> @;CFOL

&H=IGCHA ==I0HN N;<
1BCM N;<CMJF;SMF;B? JUJ?LNC?M @BNCH=IGCHA ;==I0HN ;MMI=C;N?7B BCN-=I0HN

-LIJ?LNC?M
Figure 199. &H=IGCHA ==IOHN N;<

U ;==?MM BCM PC2@=HHNLIFF?L OSMN?G 0?NOJF;LG 0?NOJ "G;CF ==IOHNM@IFIQ?> <S =E=ECHB™N
&H=IGCHA ==I0OHN;<
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Figure 201. >>+?Q "G;CF /?=CJC?HN PC?Q

U ;==?MM BCM PC2@=HHNLIFF?L OSMN?G 0?NOJF;LG 0?NOJ "G;CF /?=CJC?HNMFIQ?> <S =E=ECHB™N

>> <ONNIH @ NI =1?;N? ; H?Q L?=CJC?HN IL >IO<FZ=ECHBN?=CJC?HIQICH B? N;<F? NI ?€N ;H ?RCHN
L?=CJC?HN

)CHEM
0;P? <ONNIH ;H> ;H'G;CF /?=CJC?HREPQGHE 2 FI=;N?> >CP=NS ;<IP? ; Display Name JLIJ?LNS ;N B? NIJ
|@ B? PC?Q

610 =;H GIP? <?NQ??H N;<M QB8NON FIMCHA OHM;P?> >;N; BIQ?BM GOMN EEEB?P 0;P? <ONNIH <?@IL
F?,PCHBR PC?Q IL >;N; CM FIMN ;H> HI H?Q M=B?>0F? CM ;>>?>

-LIJ?LNC?M
Property Description

1CG? [;HA? 1QI NCG? JLJI?LNC?M BIOLM GCHON?M?N ; EGCN?> J?LCI> I@5R >OLCHA ;



+C;A;L; "HN?LILCM? 0?=OLCNS ?H@?L IHNLIFF?L OSMN?G 0?NOJ] F;LG 0?NOJ

Property Value Description
M?=IH>M >'S @IL R? =IFF?=0IH |@ ;F;LGM
Start Time ~ >?"H?M QB?H NI <?ACH
;F;LG =IFF?=0lIH End Time >?"H?M
QB?H NI ?H> ;F;LG =IF?=0IH
ON;LN €CG? B?=E IR?M
"H>1CG? B?=E IR?M
I)SM,@ 4 ??E =B?=E <IR?M 0?F?=N MJ?=C"= >;SM NFE2#N ;F;,LGM
1L;HMCNM #IOL =B?=E <IR?M 0?F?=NB® MJ?=C = ;F;LG NL;HMBM
NI CH=FO>? IL ?R=FO>? ;M ;F;LGM NI
M?H> NIBPR ;F;LG [?2=CJC?HN ,HFS
M?F?=N?> NL;I@WVHBN;2 M?HN ] ?P?H
NBIOAB ;F- |@B? ;F;LGM ;I? MISF
M;P?> CHNBHN ;F;LG BCMNILS
/ION? =EM true >?@;ONF ILfalse true UON?M =EM 2Nl BCMECIC?HN
false, UON?M IHFS ;F;,LGM HIN =EM
NI NB? 1?=CJC?HN
U = == N?RN 1?°"H? NI QBIG NI M?H> NB?
G?MM;A?
);HAO;A? N?RN &>?HOI?MBP &0, F;HAO;A? =I>?
@ILBR F;HAO;A? ;MMI=C;N?> @GBP
FEH? JLCHN'BCM CM ; NQI F?NN?L =I3?
FIQ?L=M? Jl?@7?R /?@7L NIR?
@IFQCHAOHE @IBN=IGJF?N? EMN 1@
=I>?M BNNJ QQI= AIP
MN;H>EM CMI  F;HA=I>?M BNGF
"G;CF ==IOHN >11J >IQH F CMN &>?HOI ?MBP ?G;CF ;==IOHN NI OM?
00<D?=N N?RN 1?7°H?M NB? MO<D?HR |@BR ?G;CF
I>S ;>> COIH;F JLJ?LNC?M
[?7@7?L NIG;CF <I>S
"G;CF <I>S
1BCM II?LNS B;M B? @FHQCHA 76N;<F? >?@\QF>C0lIH;F JLJ?LNC?M
Property Value Description
oloL="? F.LGI)N; MIOL =?+;G? 0?H>MBP MIOE? H;G? 1@ B? ;F;LG

NI JLCHN IHB® "LMNCH?

1CG?MN;GJ N CG?MN;GJ 0?H>MBI? CG?MN;GJ I@N;F;LG NI
JLCHN IHBIY M?=IH>EH?

ON;N? MIOL=7?0N;N? ;=EON;N? 0?H>MBPR ;F;LG MN;N? ;H>B®
;=EHIQF?>A?> MN;N? NI JLCHNBH N

*L =B



IHNLIFF?L OSMN?G 0?NOJ] F;LG 0?NOQOJ +C;A;L; "HN?LILCM? 0?=0OLCNS ?MH@?L

Property Value Description

NBCLFCH?

-LCILCNS JLCILCNS 0?H>MBP? ;F;LG JLCILCNS NI JLCHN IH
NB? @IOBNEH?

F,LG F,MM ;F;LG F;MM 0?H>MBP ;F;LG =F;MM NI JLCHNBH N
"@BIEH?

1?RN ;F;LGIN; GMA1 ?RN 0?H>MBP ;F;LG G?MM;A? NI JLCHN IH
NB? MCRIEH?

F.LG F,MM?M N;<
1BCM N;< [RC>?M ; Q;S NI G;HO;FS ;MMCAH IL OH;MMCAH ;F;LG =F;NBA2DKHN "G;CF /?=CJC?HN
ONNIHM

Figure 202. "> CN "G;CF /?=CJC?HN PC?Q
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Figure 204. IHMIF? /?=CJC?HNM F;LG F;MM?M N;<
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ONNIHM
Figure 205. IHMIF? /?=CJC?HNM F;LG F;MM?M N;<
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Figure 206. 3C>?| F;LG /?=CJC?HN PC?Q

1BCM PC?Q IJ?HM QB?H SICEBP 3C>?l F,LG F,MM?NMIO<G?HO OH>BMNSMN?G 0?NOJ F;LG 0?NOJ
G?HO

#IL L?F;N?> PC>?| CH@ILGMR@7?L NBR Z3C>?| &HMR;RCIH[ =B;JN?L CHBRI # ! * ', *)*#+ -*#1
+, %% #( ' #,' #



IHNLIFF?L OSMN?G 0?NOJ] F;LG 0?NOQOJ

&H ;>>CGIH NI B? MN;H>: JLIJ?LNC?Mstatus  ;H> Fault Cause N8?M? JLJ?LNC?M MOJJILN ;H PC>?I ;F,LG

?=CJC?HNM
Property Value
1CG? [;HA? ON;LN €G? "H> ICG?
LISMI@ 4 ??E =B?=E <IR?M
1L;HMCMNM A?H?L;F >11J >IQH F CMN
/ION? =EM true >?@;QF IL false
1?7@;0ON G? /;HA? >lJ >IQH F CMN ;H> ;>C0lIH;F
JLIJ?LNC?M
-L?M?N IH +ILG;F true >?@;0OF ILfalse

Description

0J?=C@S QB?H >OLBRA;S
MN;LN ;H> MNIC&?M BCM
L?=CIC?HR-RCP?M ;F;,LGM

0J?=C"?MB@ >;SM I@BP Q??E NI
CH=FO>?

0?F?=NM QBC=B ;F;LG NIGHNCNI
>CMJF;S BPNRIHMIF? ,HFSBIM?
NL;HMTNM M?F?=NTMIF;S
;ABIOAB B? MNGIH M;P?MFEF
NL;HMTNM CH ;F;,LG BCMNILS

,JN CIHM ;2 toOffnormal toFault
toNormal  toAlert

"H;<F?Mtrue ;H> > CM;<F?Hlse
NB? LONCHA |@ ;F,LG
;=EHIQF?>A?G?HNM NB®
?=CJC?HN 1B? @L;G?QILE >I?M
HIN ION? NL;J ?P?HN HIN=;ICIH

+C;A;L; "HN?LILCM? 0?=0OLCNS ?MH@?L

;=EHIQF?>A?G?HNM C@ SIO M?H?=

false

00AA?MNM ; P;LC?NS P@JH?>
NCG? L;HA?M

*IP?M NB? =;,G?L; NI ; JL ?M?N
JIMCHIH QB?H ; PC>?1 ;F;LG2NOLHM
NI HILG;F true IL F?;P?MBP? =;G?L,;
;N NB? =OL2HN JIMCMH false

F;LG F;MM?M N;<

1BCM N;< IRC>?M ; Q;S NI G;HO;FS ;MMCAH IL OH;MMCAH ;F;LG =F;MBAMR&NIN?HN /?=CIC?PHICR? ;F;LG

HINC =;)CIH ;M MJ?=C"?> <8RMJ?=C = ;F;LG =F;MM?M ;MMCAHZ2NI N
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ONNIHM
Figure 207. 3C>?| F;,LG /?=CJC?HN F;,LG F;MM?M N;<

U ,;==?MM BCM PC2@=BHNLIFF?L OSMN?G 0?NOJF;LG 0?NOJ 3C>?| F,LG F;MM?MH>=FC=EB? F,LG
F;MM?M;<

1BCM PC?Q OM?M MN:HHMIF <ONNIHM

610 =;H ;>> CN?GM NIB? =O12HKS £MJF;S?> =IH AOICN OMCHBYN?;LH GI>? NB? MMCAH ;H> 2H;MMCAH

<ONNIHI B =

IFOGHM

ICMJF;S +,G? [?JILNM BB? H;G? NB;N >?M=LC<BPRP?HN IL @ O8HN

-LCILCNS /?JILNM B? JLCILCNS F?P?F ;MMCAB?>NLS =F;MM @IL ?;=B =IGJIH?HN
MN;N? NL;HMBN®E HILG;F NI offormal @G HILG;F NI Faut @G
|I@OHILG;F @NIE ;F?LN Normal ;H> @IG HILG;F NI Aet 1B? FIQ?L B?
HOG<?LNB? GIL? MCAHC =HB?N-;LG 1B? BCAB?MN JLCILCNS ;F,.LG GIMN
MCAHC =,HN CM HOG<?L 1B? FBQHOG<?LNB? GIL? MCAHC =;HBPN
:F;LG 1B? BCAB?MN JLCILCNS ;F;LG GIMN MCAHC =;HN CM HOG<?L

1N;F F;LG IOHN ICMJF;SMBR NIN;F HOG<?L |@ ;F;,LGM ;MMCAHB2NFNG =F;MMI@IF F
MIOE?M

J?H F,LG IOHN ICMJF;SMBR NIN;F HOG<?L |@ =®MN ;F;LGM H ;F;LG CM =IHME>NI <?
1J?H QB?H CN CM HIN ;=EHIQF?>A?> ;H> HILG;F IL HIN ;=EHIQF?>A?> ;H>|CH
F LG

&H FLG IOHN ICMJF;SMBR NIN;F HOG<?L |@ ;F;LG MH@M

2H;=E?> F,LG IOHN ICMJF;SMBR NIN;F HOG<?L |@ OH;=EHIQF?>A?> ;F;,LGM

*L =B
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Column Description
1CG?1@ );MN FLG [?JILNM B? NCG? B;N B? MSMN?G A?H?L;NB2 N;MN ;F;LG ;MMCAH?>BOM
FLG =F;MM

ON;NCIH /?=CJC?HNM PC?QM

1B? MNOIH R=CIJC?HNCHBP 7L ;F;,LG R=CIC?HNM MO=B?MBCF?=CJC?HN ?R=7BMNNB? ;F;LG CMQN?>
>CP=NFS NI ;HINB?L MNNH

ONNIHM
Figure 208. ON;NCIH /?=CJC?HNM PC?Q

1BCM PC?Q 13?HM QB?H SIC-ER® ON;CIH /?=CJC?HMR<G?HO OH>BMNSMN?G 0?NOJ F;LG 0?NOJG?HO
1B? ON;ICIH /?=CJC?HREPQ EMJIF;SMCHN |@ FROBHN MICKH R=CIC?HNM ";=B ?REMACIC?HNCMNZ> &2 N
N;<F? QBN +;G? ;H>; /?GIN? ON;N CIH =IFOGH CH ;&8lIH NI ;HS INB?L =IFOGHNBM SIO B;P? ;>>?> NI
=OMNIGCTBN-CMJF;S

&H ;>>CBIH NI B? MN;H>% <ONNIHM [?F?N? /?H;G? #CH*H;A? /?JILNM ;H>"RJILN N B?M? <ONNIHM
MOJJILN MNGM R=CJC?HNM

\ 9] >> =L 2,N?M ; H2Q MNGIH R=CJC?HRELL> CHBP >;N;<;M?
\ & %SJI?LEHE 1J7HM ;H M?F?=N2>QJC?HN

\ B = MMCAH *I>? <ONNIHM [J?H ;H> =FIMBNH; MMCAHZH?

>>+?Q IL?> CN ONH /?=CJC?HN PC?Q

1BCM PC?®I®M SIO NI =2;:N? ;H> =IH"AOL? ; H?Q MN;R8IH R=CJC?HN <S =BIIMCHA ;AN;NI LON? ;F;LGM NI
;H> ;MMCAHCHA ;F;LG =F;MM?M
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Figure 209. >>+?Q ON;N CIH /2=CJC?HN PC?Q

U ;==?MM RCM PC2@=HHNLIFF?L OSMN?G 0?NOJF;LG 0?NOJ ON;\CIH /?=CJC?HNMFIQ?> <S =E=ECHB™N

>> =|HNLIF <ONNIF o ;N NB? NIJ 1@ B? PC?QL <S >I0<F? =E=ECHA ;H ?HNLBEN;NF? NI 2NE?
L?=CJC?HN

0;P? <ONNIH ;H> ;HON;NCIH /?=CJC?HRIME 2.FI=;N?> >CP=NWS ;<IP? ; Display Name N?RN JI?LNS ;N H?
NIJ 1@ B? PC?@®BIO =;H GIP? <?NQ??H N;<M Q8NN FIMCHA OHM;P?> >;N; BIQ?BM GOMN EEEB? O;P?
<ONNIH <?@IE?;PCHABR PC?Q IL >;N; CM FIMN ;H> HI H?Q M=B?>0F? CM ;>>7>

1B? Remote Station ~ JLIJ?LNS MJ?=C ?BBANMNBIH NI LON? ;F;LGM NI ONNHMB\N ;L? ;P;CF;<F? IH BI?
MSMN?G H?NQILE ;B;CF;<F? CBNIJNCIH EMN

F;LG F;,MM?M N;<

1BCM N;< G;H&;B ;MMCAHM ;H> OH;MMCAHM ;F;LG =F;MMZNHNEGOCRHN /?=CJIC?PACR? ;F;LG
HINC =;)CIH ;M MJ?=C"?> <8RMJ?=C = ;F;LG =F;MM?M ;MMCAHZ2GNI N
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ONNIHM
Figure 210. >>+?Q ON;N CIH /?=CJC?HN F;,LG F;MM?M N;<

U ;==?MM RCM PC2@=HHNLIFF?L OSMN?G 0?NOJF;LG 0?NOJ ON;MCIH /?=CIC?HNMFIQ?> <S >|O<F?
=E=ECHA%+CJC?HIQICH B? N;<F? ;H> =C=ECHBNF,LG F;MM?M;<

NOTE: 610 =;HHIN M;P? ;H F;LG IHMIF? /?=CJC?HN ONGNH /?=CJC?HN IL "G;CF /?=CJC?HN OBRPRANMNC?HN
B;M ;N F?;MN IH? ;F;LG =F;MM IL CHNLOMCIH TIH? ;MMCAH?> NI CN

1BCM PC?Q OM?M MNHBMIF <ONNIHM

610 =;H ;>> CN?GM NIB? =O12HKS £MJF;S?> =IH AOICN OMCHBYN?;LH GI>? NB? MMCAH ;H> 2H;MMCAH

<ONNIHI B B

IFOGHM

Column Description

ICMJF;S +,G? [?JILNM 8? H;G? NB;N >?M=LC<BPRP?HN IL @OEHN



+C;A;L; "HN?LILCM? 0?=OLCNS ?H@?L IHNLIFF?L OSMN?G 0?NOJ] F;LG 0?NOJ

-LCILCNS [?JILNM M8? JLCILCNS F?P?F ;MMCAB?>NLES =F;MM @IL ?;=B =IGJIH?HN MN;N?
NL;HMTN @& HILG;F NI offnomal @G HILG;F NI Faut @G 1@ @HILG;F @NDF
IL ;F?LN NNormal ;H> @IG HILG;F NI Aert 1B? FIQ?L B? HOG<?LNB? GIL?
MCAHC =;HB? ;LG 1B? BCAB?MN JLCILCNS ;F;LG GIMN MCAHC =;HN CMHOG<?L

1B? FIQ?L NB? HOG<?LNB? GIL? MCAHC =;HBPN\-;LG 1B? BCAB?MN JLCILCNS

:F;.LG GIMN MCAHC =;HN CM HOG<?L

1N;F F,.LG IOHN ICMJF;SMBR NIN;F HOG<?L 1@ ;F,LGM ;MMCAHB? NF;NG =F;MMI@IF F
MIOE?M

J?H F;LG IOHN ICMJF;SMBR NIN;F HOG<?L |@ =®MN ;F,LGM H ;F;LG CM =IHME>NI <? |J?H
QB?H CN CM HIN ;=EHIQF?>A?> ;H> HILG;F IL HIN ;=EHIQF?>A?> ;H> CH ;F;LG

&H F,LG IOHN ICMJF;SMBR NIN;F HOG<?L |@ ;F;LG MH@M

2H;=E?> F,LG IOHN ICMJF;SMBR NIN;F HOG<?L |@ OH;=EHIQF?>A?> ;F;LGM

1CG? 1@ );MN FLG [?2JILNM B? CG? R;N B? MSMN?G A?H?L;NB2 N;MN ;F;LG ;MMCAH?>BJTN
FLG =F;MM

-IQ?L ;F;LG 0?NOJ -F;N@ILGO?LPC=?M PC?Q
1BCM PC?Q =IH AGLE? Q;S SIOL MSMN?G GIHCNILM JIQ?L ¥ARIL@IIBR ;MMI=C;N?> =IHRE?L

)CHEM
Figure 211. -IQ?L F;LG 0?NOJ PC?Q

1BCM PC?Q II?HM@B? G;CH G?HO QB?H SIO M?FIENLIFF?L 0?NOJ F;LG 0?NOJ -1Q?L F;LG 0?NOJ

“=B JIMMC<F? JIQ?L MIGR CMNCMIN?> |H ; MCHAF? N;B QRN EBYN NIAAF?M NCMJF; BRI JUJ?LNC?M @IL ?;=B

JIQ?L MIOL=?
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1B? PC?QMR? XCMJF;SM BRINIJ F?@N =ILH?L ;<IPBNO;P? <ONNIH E=EB®? C=IHM NI ?RJ;H> ;H>>CMJF;S
NB? JUJ?LNC?M OH>?L ?;=B;N@ILG F;LG 00JJILNNSJ? B?;>CHA

Property Value Description

FiLG F;MM N?RN 1?°"H?M ;F;LG LIONCHA 1JIHM
;H> JLCIL@NPM SIC=;F ;F;LG
=F;MM?M CH=Rg@» ?Medium ;H>
Low H;F,LG =F;MM I@w GCABN
M?H> ;H ?G;CF G?MM;A? QBCF? [H
;F;LG =F;MM I@h GCABN NLCAA7L
; N?RN G?MM;A? NBR
>?J;,LNG?HN G;H;A?L

ten=Tuee N?RN /2JILNM B? H;G? |@ B? ;FLG
MIOE? &@ SIO ONB? N?@;DF
M=LCJIN NCHN

JL ?HN EMIF;S+G? NB?

MIOE? H;G? JLIJ?LNS MBIQVER
>CMJF;S H;G? I@N;F;LG
?RN?HMCIH P#HN 60 =;H ?>CN
NBCM M=LCJN IL NSJZGN?LfF
MNLCHA

F?LN 2RN N?RN 12°’H?M ; >?M=LCIBIH B;N CM
;MMI=C;N?> (B ;F?LN

1l #;0FN PRN N?RN "HN?LMB? N?RN NICGMJF;S QB?H
NB? =IGJIH?HN NL;HMTNM NI ;
#,0M MN;NOM 4B?H ;FE<F?
N?RN ?HR2L@ | LFault Algorithm
High Limit Text ‘H>IL  Low Limit
Text G;S IP?LLC>? BCM N?RN

1,@ @HILG;F?RN N?RN "HN?LMVB? N?RN NIGMJF;S QB?H
NB? =IGJIH?HN NL;HMTINM NI ;H
,@@HILG;F ;F;.LG MN;N? 4B?H
:JJFC=;<F? N?RN ?HN?®|LFault
Algorithm  High Limit Text ‘H> IL
Low Limit Text G:SIP?LLC>?BICM
N?RN

1 +ILG;F1 ?RN N?RN IH'AOL ?M QB;N €MJF;SM QB?H
NB? =IGJIH?HN NL;HMTNM NI ;
HILG;F MN;NOM 4B?H ;JCE;<F?
N?RN ?HR2L@ | LFault Algorithm
High Limit Text ‘H>IL  Low Limit
Text G;S IP?LLC>? BCM N?RN

%SJ?LEHE & i MMI=C;N?M ;H ,/! ). KO?LS
IL J;NB QOB\;H ;F;LG MN;N? IH
NB? =IGJIH?HN 4B?H ;H ;F;LG CM
L2JILN?> CHB® =IHMIF? BI?
%SJ?LEHE <ONNIH GINN?M
FC=ECHBOWM <ONNIHHEM N8N




+C;A;L; "HN?LILCM? 0?=OLCNS ?H@?L IHNLIFF?L OSMN?G 0?NOJ] F;LG 0?NOJ

Property Value Description

FI=;NCIH SIO MJ?=C@XB?L

OIOH> #CF? file path IH'AOL ?M RB? J;NB NI ; MIOH>
"F? B;N JF;SM QB?HBR =OL2HN
=IGJIH?HN CM CH ;H ;F;LG MN;N?
2M? B? @IF>?L C=IH NIQM? NI
NB? 'F? FC=EB? ;LUQ C=IH NI
NB? LCABN I@?N@IF>?L C=IH NI
N?MNBR J;NB

FLG &=IH file path 17°’H?M NB? J;NB NI ; AL;JBC="F?
NI ;>> NI NB? >CMJF;S BPN
1CG?MN;GFIFOGH |@BQ ;F;LG
N;<F? CHBR IHMIF? /?=CJC?HN
PC?Q

*N; LN; EHE ,J?HM ; QCH>IQ @IL G;H;ACHA
@;=?N E?SM ;H> P;FO?M

F;LG "RN?HMCIHM PC?Q

1BCM PC?QMJF;SM ; N;<EMIHA |@FAR? ?RCRINA ;F;LG ?RN?HMCIHM CHHABRPEGtation Name  Source
Name Display name  Alarm Class  Alarm State ;H> Status 610 =;H ;FMI ?>CN ;MMCAH?> ;F;LG =F;MM?M
>CP=NFS CIBAM PC?Q

Figure 212. F;LG 0IOL=? "RNM PC?Q BCACN F.LG F;MM QCH>IQ

1BCM PC?QMJIF;SNGANB? G;CH G?HO QB?H SIO M?F@SNIN?G 0?NOJ F;LG 0?NOJ  F;LG "RN?HMCIHM

1B? Edit Alarm Class =IHNLF <ONNIH ‘NNB? NIJ 1@ B? PC?Q IJ?HMBR "> CN F,LG F,MRICH>IQ2M?

NB? >UJ >IQH F CMN @GE€M QCH>IQ NI =B;HAANF;LG =F;MM ;MMCAH?>RM#ZF?=N?> ;F;,LG Mi®ORRN?HMCIH M
IFOGHM

ON;ICIH +,G? [?JILNM B? H;G? |@ B? MNBIH OH>?LB¢ =IHNLF |@ QBC=BN?P?HN I==02%

0I0L=? +,G? [?JILNM MB? =IGJIH?HN NB;N NL;HMIINP?> @& HILG;F NI |@@HILG;F @MH ;F?LN &@ >? HCHA

M?;=B =LCN?LC; SIO =;H OM? QCi# B2
ICMJF;S +,G? [?2JILNM 8? H;G? NB;N >?M=LC<BPRP?HN IL @OEHN

FILG F;MM /2JILNM 187 Display Name 1@ B? :F:LG =F;MM :MMI=C;N?-BOENJICHN 2=CJC?HN ILBRL
=IGJIH?HN

F;LG ON;N? /?JILNM B? =OL2HN MN;N? IBPN-;LG HILG;F ;=EHIQF?>A?> 1J?H OH;=EHIQF?>A?> IL =F?2>

ON;NOM /2JILNM 182 =OL2HN =IHERIH |@BP 2HIENS :M I@NF;MN@AMB U:F:LGWAME<F?>W USIQHW
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Column Description

U@:W UIEW UMN:F?W UOH;=E?> F;.LGW

"> CN F;LG "RN?HMCIHIALNC?M F;LG OIO£? &H@I N;<

";=B ;F;,LG MIOL=? ?RN?HMCIH B;M ; M?N I@LINC?MBWN MJ?=C@3 ¥;LGCHA =IHEGIHM ;H> =?LN;dBNCHA
[INCIHM

-LIJ?LNC?M
Figure 213. F;LG ?RN?HMCIHIJRLNC?M

1BCM PC?Q IJ?HM@B? G;CH G?HO QB?H SIO M?FOSNIN?G 0?NOJ F;LG 0?NOJ  F;LG "RN?HMCIHM>

>|0<F? =E=E IH ; IQ CH B? N;<F? IL M?F?-BPNIQ ;H> =FC=EB? %SJ?LEHE <ONN &

1B? PC?Q EMJIF;SNF;RB? JUJ?LNC?M ;MMI=C;N?>BQ8R M?F?=N?> ;F;LG MHQI?RN?HMCIH 0IG? I@N
JLIJ?LNC?M 2.2>CN;<F?I@NBCM PCTBCF? BPLM ;P L?;> IHFS

NOTE: P;CF;<F?;F;LG JI?LNC?M G;S €@?b?J?H>CHA IHB? NSJ? |@ JICHN NI QBEB;R,LG ?RN?HMCIH CM
:NN;=B?>

Property Value Description

F;LG F;MM N?RN 1?°"H?M ;F;LG LIONCHA 1JIHM
;H> JLCIL@PM SIC=F ;F,LG
=F;MM?M CH=Rg@® ?Medium ;H>
Low H;F,LG =F;MM I@w GCABN
M?H> ;H ?G;CF G?MM;A? QBCF?[H
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Property

0IOL=? +,G?

11 #,0FN PRN

1,@ @HILG;F?ZRN

1 +ILG;F1 ?RN

%SJ?LEHE &>

OIOH> #CF?

Value

N?RN

N?RN

N?RN

N?RN

file path

IHNLIFF?L OSMN?G 0?NOJ] F;LG 0?NOJ

Description

;F;LG =F;MM I@h GCABN NLCAA?
i N?RN G?MM;A? NBR
>?J;LNG?HN G;H;A?L

[?JILNM B? H;G? |@ B? ;F,LG
MIOE? &@ SIO ONB? N?@; DF
M=LCJIN NCHNN

J;L ?HN €MJIF;S+,G? NB?
MIOE? H;G? JLIJ?LNS MBIQNVB?
>CMJF;S H;G? I@BN;F;LG
?RN?HMCIH 2HN 60 =;H ?>CN
NBCM M=LCJN IL NSJ7CNPL_fF
MNLCHA

"HN?LMVB? N?RN NIGMJF;S QB?H
NB? =IGJIH?HN NL;HMTNM NI ;
#,0M MN;NOM 4B?H ;B3E<F?
N?RN ?HR2L@ | LFault Algorithm

High Limit Text ;H> IL  Low Limit

Text G;S IP?LLC>? BCM N?RN

"HN?LMBE? N?RN NICGMJF;S QB?H
NB? =IGJIH?HN NL;HMTNM NI ;H
,@@HILG;F ;F;.LG MN;N? 4B?H
JIFC=;<F? N?RN ?FN7® |LFault
Algorithm  High Limit Text ;H> IL
Low Limit Text G:;SIP?LLC>?BICM
N?RN

IH'AOL ?M QB;N €MJF;SM QB?H
NB? =IGJIH?HN NL;HMTNM NI ;
HILG;F MN;NOM 4B?H ;JCE;<F?
N?RN ?HR2L@ | LFault Algorithm

High Limit Text ;H> IL  Low Limit

Text G;S IP?LLC>? BICM N?RN

MMI=C;N?M ;H ,/! ). KO?LS
ILJ;NB Q@BI;H ;F;LG MN;N? IH
NB? =IGJIH?HN 4B?H ;H ;F;LG CM
L2JILN?> CHB® =IHMIF? BI?
%SJ?LEHE <ONNIH GINN?M
FC=ECHBOWM <ONNMHHEM N8N
FI=;NCIH SIO MJ?=C@<B?L

IH'AOL ?M R? J;NB NI ; MIOH>
"F? B;N JF;SM QB?HBR =OL2HN
=IGJIH?HN CM CH ;H ;F;LG MN;N?
2M? B? @IF>?L C=IH NIQM? NI
NB? 'F? FC=EB? ;LUQ C=IH NI
NB? LCABN |@?N@IF>?L C=IH NI
N?MNBR J;NB
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Property Value Description

FLG &=IH file path 12°’H?M NB? J;NB NI ; AL;JBC="F?
NI :>> NI NB? >CMJF;S BPN
1CG?MN;GFIFOGH 1@BQ ;F;LG
N;<F? CHBR IHMIF? /?=CJC?HN
PC?Q

F;LG &HMNLGHNM "> CN <ONNIH L ?;N?M CHMNCOHWMBNN ;JJ?;L
CHB® F,LG/?=IL > QCH>IQ
L?A;L>CHA BIQ NI B;H¥? R?
;F;.LG 1BCM CM ; Q;S NIBC>?
CH@ILENH B;N G;S <?
CGJILN;HN |@ B?FI@CE?NI N
J?LMIH GIHCNILCHA ;F;LGM

*?N; N; FEHE J?HM ; QCH>IQ @IL G;H;ACHA
@;=?N E?SM ;H> P;FO?M
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Chapter 11. Contr oller (System)
SetupbMiscellaneous

*CM=7FH?IOM PC?QM JEMN?> OH>B? Miscellaneous ~ G?HO 1B?M? PC?QM =IH'A@ILG;NM -!# MNSF?M
1- & M?NNCHAM AL;JBC=M H;RTH;NIOIM ;H>; P;LC?NS I@ PC?QM &BGH+ B?S ?RJF;CH BIQ NI G;H;A?
E=?HM?M ;H> NBRIMISMN?G >;N? ;HEE?

Figure 214. *CM=7H?IOM G?HO

(?SJ;> #ILG;NM (?SJ;> IH@QCAOL;NCIH PC?Q

(?SJ;>M =IHNLF <OCEHA ;==?MM ;N JICHNM I@ ?HNLS ,H? LEZRI;>M G;S <? ;MMI=C;N?> EM? MSMN?G
1B? (?SJ;> #ILG;NM PC?Q M?NM OJ ?;=B E?SJ;>

ONNIHM
Figure 215. (?SJ;>#ILG;NM PC?Q

U ;==?MM RCM PCMPF?=2SJ;> IH'AOL;N CIH@G NB? IHNLIFF?L 0SMN?G 0?NO3ICM=7H?IOM5?HO

*L =B
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1BCM PC?Q =IHMCMNM 1@ ; EMIBHALEBR ?RCUINA E?SJ;> @ILG;NM &HC8#H NI B? MN;H>: =IHNLF

<ONNIHMBR >> #L |G 1?@;0OMN (?SJ;> #ILG;NM =IHNLF <ONNIH 1J?HM ; QCH>IQ @IL =BIIMCHA IH? IL
GIL? >?@;FE?SJ;> @ILG;NM NI ;>>

Figure 216. >>1?@;0OFN (?SJ;>#ILG;NM QCH>1Q

HS >?@;O% @ILG;NB;N ;L? HIN ;FR;>S CHBPR EMN ;JJ?;L CBNQCH>IQ ;H>;L? ;P;CF;<F? @IL ;>GHA <S
M?F?€EMAB? ;JJL IJLC;N? =B?=E <IR D GCABN OMBOM @7?;NO@ SIO B;P? >?F?N?>; @ILG;N ;H> Q;HN CN <;=E
IL C@ SIO B;P? OJAL;>?> SIOL MSMN?G ;H> > HIR>ELB;P? NB?M? @ILG;NM ;P;CF;<F?

Table 60. (?SJ;> #ILG;N =IFOGHM

Column Description

(?SJ;> #ILG;N +,G? 1?M=LC<?MBR E?SJ;> @ILG;N !lO<F? =€=E |[HBP @ILG;N2=IL> ?HNLS IJ?HMBN E?SJ;>
@ILG;N CBN'> CN (?SJ;> #ILG;NPC?Q

(?SJ;>;N; 0OBC@N 0J?=C ?MB® ;=NO;F E?SJ;> @ILG;N

(?S3;> I;N; »; ME JCMNBINCN F?HRAI®D BI? E?SJ;> >;N; G;ME

>>+?Q IL?> CN (?SJ;> #ILG;N PC?Q

1BCM PC?@I®M SIO NI ;>> H?Q E?SJ;> @ILG;NM (?SJ;> =IH'AOLSBIH CM H?=?MM;LS NI ;==IGGI>;NE?N
P;LCIOM E?SJ;> G;HO@;=RMAL>;N; NL;HM@7?L MJ?=TIHWN

Figure 217. >>+7?Q (?SJ;> #ILG;N PC?Q

U 13?H N BCM PC2@=HHNLIFF?L OSMN?G 0?NO3ICM=7H?IOM (?SJ;> IH'AOL;N CIH ;H>=FC=EBP >>

<ONNIF < | |L >10<F? =E=EBP E?SJ;> @ILG;N CBAN;<F? NI ?€N ;H ?RCHMN @ILG;N
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1B? PC?QMR? XCMJF;SM BRINIJ F?@N =ILH?L ;<IPBNO;P? ;H> (?SJ;> #ILG;NM FEEHEM

NOTE: /?7@?L NIBR E?SJ;> G;HO@;=N@L@IL >?N;CFM IH SIOL E?SJ;> >;N; MBC@N ;H> >;N; G;ME J;L;G?N?LM

Property Value Description
(?SJ;> #ILG;N +;G? N?RN -LIPC>?M ; OHCKO? H;G? @R N
@ILG;N
(?SJ;> ;N; OBC@N HOG<?L 0J?=C ?MB® ;=NO;F E?SJ;> @ILG;N
(?SJ;> I;N; »;ME HOG<?L )JCMNBMNCN F?HBAIR BI? E?SJ;>
>:'N; G;ME
00GG;LS N;<

1BCM N;<CMJF;SM?:k IHFS EMN 1@ CH@@AB;{ION ; MCHAF? E?SJ;> @ILG;N &N 1J?HMCES3 SIO M;P?
=B;HA?M G;>? CHB? "> CN (?SJ;> #ILG;N PC?QCMJF;S JLUJ?LNC?M CH=FO$83?1(?SJ;> #ILG;N #ILG;N
+:G? I:N; OBC@N !:N; *;ME

-> @ ONSF?M PC?Q

-> @ ONSF? CM ; M?NJ@NC?MBWN SIO =;H =IH'AOR ;H> M;P? NI ;JJFS EE?; N?GJF;N? NI ;HS 'FBMN SIO
?RJILN CHBN -1# @ILG;N

ONNIHM
Figure 218. -> @ ONSF?M PC?Q

1BCM PC?Q 1J?HM QB?H SIC=EB? -> @ ONSFKZRHO CN?G OH>B?NHNLIFF?L 0SMN?G 0?NO3ICM=4H?IOM
G?HO

1B? PC?Q EMJF;SM MN;B=IHNLFM ;=IMM B? NIJ ;H> ; N;<F? 1@ ;IF 7RCBHNA MNSF?BTHQ?L J;,LN ?FIQ NB?
=IHNLF <ONNIHNBRNPC?QOMNNM B? ?RCNINA -@ MNSHZM N? ;P;CF;<F?

IFOGHM

Column Description

ICMJF;S +,G? 0BIQM B? MNSFZMJIF;S H;G?

&G;A? OBIQM B? FI=;NCIH ;H> H;G? |@ RB? AL;JBC= OM?> GOB? MNSF?
1CR? ICMJF;SMBR MNSFCRR

11 'CMJF;S -;NB ONLCHA ICMJF;SMBR J;NB NI NB? MNSF? >?"BGNFI=;)TIH

>>+?Q IL?> CN -1#0ONSF?M PC?Q
1BCM PC?Q =IH'ROLH;G?M :H>M;P?M ; H?Q -& ONSF?M N?GJF;N?
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)CHEM
Figure 219. >>-> @ ONSF? PC?Q

U ;==?MM RCM PC?Q SICG=HHNLIFF?L 0OSMN?G 0?NO3ICM=7FH?IOM -l# ONSF?M@IFIQ?> <S =E=ECHB™N

>> =IHNLIF <ONNIF & NNB? NIJ 1@ B?-> @ ONSH2GPQ IL SIO >|0<F? €EE ;H ?RCMIN - MNSFEAIL> CH
NB?-> @ ONSHP8PQ NI ?ENEQ [2=IL>

0;P? EEHE ;H> -> @ ONSHRME 2.FI=;N?> >CB=NFS ;<IP? NB? Display Name JLIJ?LNS ;N B? NIJ |@ B? PC?Q
1SJ? ; H;G? @IL SIOL -%# MNSF? CBIOW II?LNS ;H> =IHAOI? NB? JUJ?LNC?M CBPNI# MNSFN;< ;M >?MCk

-LIJ?LNC?M
Property Value Description
&G;A? #CF? BIIM?L 2M? BCM M?LNS NI <LlQM? NI ;H>
;MMCAH ; AL;JBC= NOMJF;S ;#UM Br?
NIJ 1@ B? ?RJILN?> ->@ 1B? CG;A?
GOMN <? FI=;N?> @PWMNGIH
>:N;<;M?
1CR? GORCJF? JI?LNC?M 0?NM OB >CMJF;S =IFILM ;H> @IHN
MNSF? @BR RRJIILN?> RJILN NCR?
FI=E GORCJF? J0?LNC?M 0?NM OJGMJF;S =IFILM ;H> @IHN MNSF?
@ILBR =I2;NCIH BG? |@B? ?RJILN?>
L2JILN
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Property Description
-A?4 CHB CH=B?M 0J?=C?MBP QCIB |@ R? -!1# J;A?
-;A? %?CABN CH=B?M 0J?=C?MBP B?CABN I@?N!#
J;A?

)C=?HM? *;H;A?L PC?Q
1BCM PC?Q G;H;A?BPNE=?HM?RKOCGE NI OM?BP MSMN?G
)C=?HM? PC?Q NC2HM

Figure 220. )C=?HM? ¥;HA?L PC?Q

1BCM PC?Q 1J?HM QB?H SIO MAHNINFF?L OSMN?G 0?NO3ICM=4FH?IOM )C=?HM? *;H;A?L@G NB? G;CH
G?HO

Section Description

OLL?HN )C=?HM? ;H> 2CN:;N? "F?M)CMNM SIOL 2BNE=?HM?M ;H> =CIAN? 'F?M E=E IHBP BSIJ?LEHE?> "F? H;G? NI 1J?H ;H> PC?Q
NB? E=?HM? "F? G KIQM?L

2JFI;> +?Q F C=?HM? =2N;N? IL F;LICMJF;SM ; JU?LNS @IL 4QMCHA NI ;H> OJFI;€HA ; H?QG=?HM? IL =ZLN;N? "F?

#CF?
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2JFI;> +?Q F C=?HM? =T@®C=;N? IL F;L #0B?LNC?M

Property Description
#CF? LIQM? “F? =BIIM?L 0?F?=NM ; 'F? @PNI=;F MNNH
/?MN;LN MICH ;@N?L OJFI;> true >?@;ONF ILfalse IHNLIFM MNGCNH EMN;LN

+?NQILE 1 - & 0?NNCHAM PC?Q

&H ; 00J?LPCMIL MINNSIO =IHAOR NB? 1 - &- JL 1J?LNC?M OMCHA SIOM-¥?L;NCHA MSMN?G #IL ; 00J?LPCMIL
MNGIH BCM PC?Q >?"H?M®IN;M> MSMN?G H;G?M &H ; =IFFIL MN\GNH BCM CM @BSIO =IH AOL? ;FF |@B®
=IHNIFF?IN H?NQILE J?LNC?M CH=EB& H;G?M

%L =B
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Figure 221. !CMJF;S +;G?M ;H> +?NQILE 0?NOHAM 00J?LPCMIL PC?Q
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1BCM PC?Q 1J?HM QB?H SIO FIA CH NI ; HFNL@IB®R LMNOG? IL QB?H SIO M?F2MNQILE 1 - & 0?NNCHAM
@G NB? IHNLIFF?L OSMN?G 0?NO3CM=4FH?IOM5?HO

ICMJF;S +,G?M M?€NH
1B? ICMJF;S +;G?MH> +?NQILE 0?NEGHARIC?QM [RC>? NQI M?€NHM @IL =IH'AOLCBAMNGIH ;H> MSMN?G

>CMJF;S H;G?M
Figure 222. ICMJF;S +;G?M PC?Q

1B? 2J3>;N? ICMJF;S +;G?M<ONNIH M;P?M =B;HA?MB¥ N?RN II?LNC?M ;H>A@IMB?NMBY <UQM?L PC?Q

NOTE: !OLCHA ; E<IIN I@ NB? MNGIH B? MNGIH H;G? >CMJF;S IL ;=NO;F H;G?CsM O8M? MNBIH CM
L?MN;LN?> ONGNH +;G? ;H> %IMN +;G? +?NQILE 0?NNXCHAM MCHN

Property Value Description

ON;NCIH ICMJF;S +,G? N?RN 1?°"H?M ; H;G? N B;N ;JJ?;LM CHB®
NIJ LCABN =ILH?L IB? MSMN?G
CHN?L@;=? BPIR?@N &P Bystem
Display Name  1B? Station Display
NameCM OHCKO? @IL ?;=B HHNL

NOTE: 1BCM H;G? N;E?M JLCILCNS
IP?L NB? ON;ICIH +;G? ;H> > CMJF;SM
CHBP CHN?L@;=? QB?H3NG?M
;L? >?°H?> 1B? MN;NIH H X£MJF;SM C@
HI Station Display Name P;FO? CM
>?"H?>

OSMN?G ICMJF;S +,G? N?RN 12°"H?M ; H;G? N B;N ;JJ?;LM CHB®
NIJ LCABN =ILH?L IB? MISMN?G
CHN?L@;=? BIPNCABN | @rIStation
Display Name  1BCM H;G? CM OHCKO? @IL
NB? MSMN?G ;H>IRC>?M ; BSJ?OHE
NI NB? MOJ?LPCMIL M MR ;
MO<IECH;N? =IHNAE?L

ON;MCIH +;G? ;H> %IMN +;G? +?NQILE 0?NNCHAM ME+HN
1BCM M@HN >I=0G?HNM NQI IBNUI?LNC?M QBC=B =IH'A0B? JF;N@IL@EN CM BIUNABP? MSMN?GQL
<ONNIHM ;BA<INNIG |@ R? PC?Q ;JJFS IL =;H=?F =B;HA?M

CAUTION: B;HA?M G;>? CH BCM PC7ZXDCLSIO NI L?<IIN NB? =IHNIFF?L F C=ECHBMNJJFS B;HA?M ;H>
/?<IIN <ONNIH CGGZxN?F34INM NB? =IHNIFF?L
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NOTE: 1l OM? &-P  SIO GOMN ;FMI ?H;<F? CN IH SIOL BIMNGEHAB? system.properties 'F? @G
4 ILE<?H=B2MCHA &-P G;S EM;<F? 3-+ =IGGOHC=NHM QB?H OMCHA MIG? P?LMCIHMHKRM

Figure 223. 2M? IB? MSMN?GIJRLNC?M "F? NI ?H;<F? ILCM;<F? &-P

Property Value Description

ON;NCIH +,G? N?RN L ?;N?M ; H;G? @ILBP MN@®IH IH
NB? H?NQILE 1BCM H;GZMJIF;SM CH
NB? MSMN?G CHN?L@;=? C@IHI ON;N
ICMJF;S +,G? CM MJ?=C'?>BH N
ICMJF;S +,G?M M?€MH

%IMN +;G? L?;> IHFS &>?HBI ?MBP H;G? &> 1@ B BIMN
JFE;N@ILG #IL ; 00J?LPCMIL -BCM CM
Fl=;BIMN

2M? &-P Yes IL No >?@;0F Yes =IH'AOL?M R? JF;N@ILG >;?GIH

NI L?MJIH> NI &-P L?2KO?MNNB;N CM
NI =1?;N? &-P M?LP?L MI=E?NM
>,?GIH ;H> &P #IR GOF NC=;MN
MI=E?NM 1BCM73NS ;JIFC?M IHFS
NI =?LN;CH BIMNM

IIG;CH N?RN 12°H?M ; 2/) &@ HIN ;JJFC=;<F?
F?;P? CN <F;HE

&P $;N?Q;S &- ;>>L?MM 1?°’H?M NB? &- ;>>L?MM I@N
00J?LPCMIL - IL RGIN? =IHNIFF?L

1+0P 0?LP?LM =IGG; M?J;L;N?> &- >>L?MM 12°’H?M NB? &- ;>>L?MM?M @IL ;HS
1+0 M?LP?LM M?J;LCHA ?;=B QBN
=IGG;

&-P $;N?Q;S &- ;>>L?MM 12°"H?M NB? &- ;>>L?MM @IBN>?PC="?

NB;:N @ILQ#®M J;=E?NM NI BPL
H?NQILEM IL MO<H?NM

1+0P 0?LP?LM =IGG; M?J;L;N?> &- ;>>L?MM 12°’H?M NB? &- ;>>L?MM?M @IL ;HS
1+0 M?LP?LM M?J;LCHA ?;=B QBN
=IGG;

&HN?L@;=7JRLNC?M
1BCM NIJC=>I=OG?HBRHN?L@;=RIZLNC?M
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Figure 224. &HN?L@;=PIALNC?M

Property Value Description

&! 1?M=LCJQIH -BSMC=;F >2MM L?;> IHFS /?JILN C>?HR@SCHA CH@IHZNON
NB? CHN?L@;=?

> IN?L "H;<F?> Enabled >?@;OF IL Disabled LCHAMBY ;>;IN?L IH FCH? ;H> N;E?M
CN H@H?

1% -P Enabled IL Disabled >?@;OF 10LHM OM? BZMN MI=IF !SH;GC=
%IMN IH AOL;NCIH -UNI=IF P?LMCIH

HH> 1@ @
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Property

1+0 lIG;CH

&P >>L ?MM

&P $;N?Q;S

&-P 0O<H?N *;ME

1+0P 0?LP?LM =IGG; M?J;L;N?>

&-P 00JJILN

&P "H;<F?>

,<N;CH &-P 0?NGHAM ONIGSBEFS

&-P >>L ?MM

&P $;N?Q;S

&-P +?NQILE -L?"R )?HANB

1+0P 0?7LP?LM =IGG; M?J;L;N?>

Value

N?RN

&- ;>>L?MM

&- ;>>L?MM

HOG<?L =IHMCMIR |@ @IOL ]<CN
I=N?NM

&- ;>>L?MM?M

Yes >?@;QF ILNo

Enabled >?@ ;N IL Disabled

>1J >IQH F CMNes IL No >?@;OF

&- ;>>L?MM

>?@; M NI TPL

Description

-LIPC>?M >IG;CH C>7€EN;ICIH C@
H?=?MM;LS

127’H?M NB? & &HN?LH?NNIEIF P
P?LMCIH ;>>PMM @IBNVINGIH

12°"H?M NB? HI>? CHBP? H?NQILEBN
M?LP?M ;BBN@ILQ;ECHA BIMN
LUON?L NI INB?L H?NQILEM QB?H HI
INB?L LON? MJ?=C"=(NH G;N=B?MBY
>?MEH;NIH &- ;>>PMM 1@ ; J;=E?N
4 CECJ®

MMI=C;N?> QBR;=B &- ;>>L?MM BCM
HOG<?L >?"H?MB? L;HA? |@ PE&> &-
>>L?MM?M

#IL &-P >?"H? NB? >HM %IMN
>>L?MM C@ H?=?MM;LS 0?J;L;N? ?
?HNLS QGEN=IGG;

&HE=;N?NBRIH?NQILE MOJJILNM &-P
10LHM &-P MOJJILN IH ;H>@@

10LHM ;ONIG@E >IQHFI;>CHA 1@ &-P
M?NDHAM IH ;H> |@

12°’H?M NB? &- ;>>L?MM C@ OMCHA
P?LMCIH

1?°’H?M NB? A;N?Q;S ;>>L?MM @IL &-R
OM;A?

12°"H?M NB? HI>? CH N;H &-P H?NQILH
NB;N M?LP?M ;BN@ILQ;2CHA BIMN
LUON?L NI INB?L H?NQILEM QB?H HI
INB?L LON? MJ?=C"=NH G;N=B?MBY
>?MEH;NIH &- ;>>PMM |@ ; J;=E?N
4 CECJ®

#IL &P >?"H? NB? >HM %IMN
>>L?MM C@ H?=?MM;LS 0?J;L;N? ?
?2HNLS QENEIGG;

IHNLIFF?L OSMN?G 0?NOJ]*CN12EIOM

#CH;F JU?LNC?M

1B?M? JLI?LNC?M ;JJ?;L ;N B? <INNIG |@ B? +?NQILE 0?NCGHANC?Q

*L =B
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Figure 225. #CH;F +?NQILE 0?CINAM LI?LNC?M

Property Value Description
"> CN %IMNM #CF? C=IH QB?H SIO €E CN 1J?HM ; <F;HE ,J?HM NB? %IMNM #CECNILLB?
N?RN “F? 137L;N CHA MSMN?G OBIM BF;CH N?RN

‘F? NI G;J BIMN H;G?M NI &-
>>L?MM?M &N CIaMDHIBR

4 CH>IQM @IF>?L 1BCENENRC>?M
H?2;MS Q;S NI 7>CN CN

610 =;H NSJ? >CP=NS CHNBGM
PC?Q NI ?€NB? BIMNM “F? ;H>
=E=EB® 0;P? <ONNIH ;NB?
<INNIG I@ B? PC?Q NI M;P?

=B;HA?M

JIJFS B;HA?M ;H> /?<IIN <ONNIH <ONNIH 0;P?M =B;HA?M ;H>A<IINM NB?
=IHNLFF?L

[?F1;>4  CBION B;HA?M <ONNIH <ONNIH <;H>IHM =B;HA?M ;H> [?FI;>M 8?2
PC?Q

* CHN?H;H=? PC?Q 0?LP?L

1BCM PC?QRIC>?M CH@ILGN;<ION B? 00J?LPCMIL MNENM?LP?L 1BZCHN?H;H=? &H@&j< =IHN;CHM CMN |@
L?;> IHFS JUJ?LNC?MBWN CHS=;N?B? P?LMCIH |@ CPE>0;F MI@NGQIEOF?M BEN ;L? J;.LN |@ BI? MSMN?G ;H>
M?P?L;F IBPL MNCNH JILI?LNC?M
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)CHEM
Figure 226. 0?LP?L *CHN?H;H=? PC?Q

J?H N BCM PC?Q <S MZHPAINNLIFF?L 0?NOJ *CM=4H?IOM 07?LP?L *;,CHN?H;H=?
\' O;P? OJ>N?MBP M?LP?L G;CHN?H;H22IL> CHBPR >;N;<;M?

\ 0;P? ON;NCIHMN;LNM ; DI< NI M;FB?N-OL2HN P?LMCIH B® MNGIH  JLIAL?MM <;L ;JJ?;LM >OLCHBeN!;P?
JU=?MM @HR)?> <S ; 00==?MM #;CRYCH>IQ NI RJILN NB? MO @R DI<

\ /?MN;LN ONCNHIJ?HM NB? /2MN;LN ON(NH=IH'LG;NCIH QCH>IQ&@ SIO =IH'LG €EEE NB8? MNGIH RMN;LNM
CGG?XC;N?FS

NOTE: !OLCHA ; MNGNH PMN;LNBR MN®IH H;G? FI=;N?> CHBR NIJ LCABN =ILH?L IE? OM?L CHN?L@EGM
4B?H NB? MNGBIH CM ;P;CF;<F? ;A;@? N;G? >CMJF;SM CNM HILG;F =IFIL

\' 2J>N?/?;>?L IOHN O0O0OJ?LPCMIL IHF3ALP?M ;HS 2;>?LM F?@NEHIN;<;M? ;@N?2GIPCHA ; =IHNIEF?L
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@G NB? 00J?LPCMIL H?NQILE ;H> OJ>;NBRN;<;M? QCBI;HS ;>>?7> L?;>?LM

\' $?N &HP(> -CHMN;LNM ; DI< NI =B?=E @IL ;HSCHBRJELOJIN?> -&+M ;H> 1J?HMGet Corrupt Pin
Numbers QCH>IQ MBIQH <?FIQ

-LIJ?LNC?M
Property Value Description

O0l@NQ;23?LMCIH L?;> IHFS ICMJF;SMBR P?LMCIH IBNMNBIH F?P?F
MI@NQ@LNB;N CM LOHHE@&2?AMM$MN?G

"HNM?=23_MCIH L?;> IHFS ICMJF;SMBR P?LMCIH IBNMSMN?G

==?MM ILCP?L2BMCIH L?;> IHFS ICMJF;SMBR P?LMCIH IBNMSMN'MBY
H?NQILECHA GI>OF? >LCP~?L

);MN ON;NIH /?MN;LN L?;> IHFS ICMJF;SMBRXCG? CH >;SM ;H> BIOLM
MCH=BRF;MN M8IN PMN;LN

);MN ON;NIH O;P? L?;> IHFS ICMJF;SMBR NCG? CH BIOLM ;H> GCHONPM
MCH=BRF;MN M8IN M;P?

&HNLOMCIH ?IC2EN L?;> IHFS &HE=N?M B@MHNLOMCIH !?IgPEN
@7?;:NQICMCE?HM?> @HCM ;JIE=;8IH

1BI?;N )?P?F $1lOJ )CGCN L?;> IHFS &HE=;N?MBRHOG<?L |@ 1BIN )?P?F
$LIOIM 8;N =OIAHS ?RCMN

1BL?;N )?P?F IOHN )CGCN L?;> IHFS SHESNABRGRCCOS HOG<?. 1@
1BI2;N )?P?FNBCM ;JJE=;BIH CIZE2HM?>
@IL

1?;>?L)CGCN L?;> IHFS ICMJF;SMBR G;RCGOG HOG<?L |@
L?;>?LM B;N 8? =IHNIFF?L IL MOJ?LPCMIL
CMCE?HM?> @IL

/?;>?L IOHN L?;> IHFS ICMJF;SMBR HOG<?L I@?t>?LM B;N I8?
=I[HNIFF?L IL MOJ?LPCMIL CRHHEE L
OMCHA MOJ?LPCMIICMN-MOHNMFR?
L?2;>?LM CH ; DICH?> MSMN?G =RH9L
MBIQM IHFS CRMAL =IOHN /?;>?L
=|OHN CM <;M?> IBNHOG<?L |@?t>?L
>?PC=?NBMN ;L? ;MMCAH?> NI ; GI>OF? CH
NB? MI@NQIL?IL?M?HN@H /?;>?L
=IOHN >I?M HIN JIF IL =IHH?=N NI >?N?=N
NB? JLI?M?H=? |@ ; IBSMCZ,BPL &@ SIO
L?GIP? IL > CM;<F?|>?L B;L>Q;L? <ON
NB? >?PC=? CNIIWVIXPM?HN CH SIOL MSMN?G
>:N;<;M? NB? MSMN?G =IOHR®M¥PPC="
:M <?CHA AM?HN

-BINI &! L?;> IHFS &HE=;N?M B@NSMN?G CH¥PHM?> NI OMP
-BINI &!

MOPR &!'1?PC=? )CGCN L?;> IHFS HOG<?L

MOI? &! 1?PC=? |IOHN L?;> IHFS HOG<?L &HE=;N?MBRHOG<?L |@ MQK!M
=OLPHNRS CH OM? 83 NISMN?G
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Property Value Description
! L?;> IHFS &HE=;N?M B@N\SMN?G CH#HM?> @IL
!
==?MM 7IH? )CGCN L?;> IHFS &HE=;N?NBRG;RCGOG HOG<?L |@
==?MM 7IH?MBCM ;JJ&=;8IH CI¢F?HM?>
@IL
==?MM 7I1H? IOHN L?;> IHFS &HE=;N?MBRHOG<?L |@ ==?MM 7IH?M

=OLPHNS CH OM?

L ?>?HIC;F )CGCN L?;> IHFS ICMJF;SM ; P;FO? @4:8HABP HOG<?L
I@ NIN;F J?1JF? ;H> NIN;F <;>A?NBN B?
MSMN?G CWMPHM?> @Il ?R;GJF? C@
NB? HOG<?L CM AN B? MSMN?G CM
fC=?HM?> @IL J?1IF? ;H>
<;>A?M
NOTE: &@ SIO B;JJ?H NI <? IP?LB?
FE=?HMCGCNBN@HQCHA ?ILL
G?MM;A? €MJIF,;SM
D;P;R <;D; E=?HM? )C=?HM?"REMIN

L ?>?HIC;F )C=?HM? )CGCN /?;=B?>
FCGCN@JIFC=;BIH IL DICHCHA CM NLSCHA
NI JOMB CH@ILGIN NI ; =IHNLFF?L ;H>
; MN;IEIH CM ?R=CHABP EGCN |@
J?IJF? IL <;>A?M NB? [?2JRC=;BIH IL
DICH @;CHMGDF?N? ; L?JFC=;8IH IL
DICH =I%=N BI? E=?HMCGCN

;>A? I0HN L?;> IHFS &HE=;N?NBRININ;F HOG<?L |@ <;>A?M CH
NB? MSMN?G

-?LMIH 10HN L?;> IHFS &HE=;N?MBRHOG<?L |@ J?IJF? CB'N
MSMN?G

==?MM /CABN IOHN L?;> IHFS &HE=;N?MBRHOG<?L |@CNMM=N ;==?MM

LCABNBIM?RCMN EHWSMN?G

==?MM /CABN MMCAHG?HN IOHN L?;>IHFS &HE=;N?MBRININ;F HOG<?L |@BIPM
;==?MM LCABNMMMCAH?> NI [H? IL
GIL? J?IJF? #IL ?R;GJF? C@ Z ==?MM
/CABN [ CM ;MMCAH?> NI Z-?LMIH [
Z2LMIH [ ;H>Z-?LMIH[ N B?H B;N
;==IOHNM @IBIR? ==?MM /CABN
MMCAHG?HNM &@ Z ==?MM /CABN [ CM
;MMCAH?> NI Z-?LMIH [ Z-?LMIH [ ;H>
Z-?LMIH [ NB?H B;N ;==IOHNM @IL ;H
;>> COIH;F BI?? ==?MM /CABN
MMCAHG?HNM 1B? NIN;F HOG<?L 1@
==?MM /CABN MMCAHG?HNICKZ}4;N1? CM
MCR

#&-0 ON;NOM L?;> IHFS &HE=;N?M B@IF;N@ILG CM M?NOJ NI <P
=IGJFC;HN QEK&-0 MN;H>3M

0BIQ $OC>?> 10L true IL false 4B?H tue CM M?F?=N?>;H> M;PBENA
JUJ?LNS =;O0M?NBRI$OC>?> [IOL NI
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Property Value Description

>CMJF;S ;BRINIJ |@ B? CHN?L@;=? QB?H
; OM?L FIAM IHB® MSMN?G 4B7Hse CM
M?F?=N?> ;H> M;P?BN$OC>?> IOL
>|?M HIN >CMJF;S

I;F?M=? F,LGM true IL false 4B?H true CM M?F?=N7?> ;H> M;PBEN
JLIJ?LNS =IG<CH?M ;F;LG HIN=;\CIHM
QBC=B G;S CGIR? MSMN?G J?L@ILG;H=P
;H> FIQ?L H?NQILE NL#@”0lQ?P?L <S
=|G<CHCHA ;F;LG HIN=;)CIHM CH MIG?
=M?M QB?H ;H ;F;,LG CMCNCN;H>
KOC=EFS =R2,LSIO G;S IHFS M?? BI?
Z;F;LG =F?;R>[ HINC =;ICIH ;H> HIN R?
ILCACH;F ;F,LGl W?? ;F ;F,LG
HINC =;)CIHM CBPC>CGF M?F7abk
4B?H false CM M?F?=N7?>;H> M;PB2 N
I;F?M=? F,LGM >I?M HIN =IG<CH? BP?
:F;.LGM <ON M?H>MCREC>0O;F ;F,LG
HINC =;}CIHM
NOTE: &@ M?KO?H=?M IICHINCIHM CH
NB? 00J?LPCMIL MNEN;L? NLCAAZE <S
:F;LGM SIO MBIOF> HIN =I;F?M=? ;F,LGM
610 > HIN =I;F?M=? ;F,LGM C@ SIO G;S
H??> NI >I=O0G?HN M?=0OLCNS CH=C>?HNM

2J>;N? /?2;>?L IOHN QCH>IQ
1BCM QCH>I@MIF;SBIN?=?CP?> G?MM;A?M

%L =B
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Figure 227. 2J>:N?/2:>?L IOHN QCH>IQ

$?N ILLOJN -CH +OG<?LM QCH>IQ
1BCM QCH>IE@MJIF;SMCHN 1@ =ILLOJN -&+ HOG<?LM

*L =B
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Figure 228. $?N ILLOJN -CH +OG<?LM QCH>IQ

1BCM QCH=>IQ MBIQM DI< MN;NBMGZNIN;GJ?> G?MM;A?BINICHE=;N? C@ ;HS CHR&+M ;2 @IOH> &@ IH? IL
GIL ? CHPE> -&+M ;2 @IOH> BPH B? QCH>1Q XXMJF;SM Z>;N? <ONNIHBYN SIO =;H =E=E NI F;OH=B ; DIB;N
0J>;N?M ;HS -&+MB\WN ;L? C>?HBI?> ;M CHRER

IH@CAQLU;N;<;M? PC?Q I;)N;<;M? 0?LPC=?M N;<
1BCM PC?QMJIF;SBINMNGIHM >;N;<;M? ;H> H?NQILE =IH' AOLMH M?RBNAM
Figure 229. IH'AOL ? I;)N;<;M? PC?Q !;)N;<;M? 0?LPC=?M N;< CH?GIN? MN;8IH

610 ;==?MMBCM PC?Q <S=HFCHANLIFF?L OSMN?G 0?NO3ICM=7H?IOM IH AOL ? I;N;<;M?

1.<M
1B? ;N;<;M? 0?LPC=?MI;< MBIQMB® MN;NOM E® NOL2ZHNWS ;MMCAH?> ,LCIH >;N;<;M? &N =IHN?CHMRS ;H>

%L =B
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INB?L JLWI?LNC?MBWN >?M=LC<BANMN;NOM 1@ !;N;<;M? 0?LPC=?M IL =IH ADLGCHA JU?LNC?ME;N?> NI BI?

LN;<;M? 0?LPC=?M

H;>> CBIH;F N;< C>?8NMB® ;MMI=C;N?> >;N;<;M? RBIOAB ; 00J?LPCMIL MBIMG;S B;P? GIL? NB;H IH?
>N;<;M? ?2;=B MN;BIH =;H B;P? IHFS IH? ,LCIH 5;N;<;M? ;N ; NCG? 1B? %MK!<!;N;<;M? MOJJILNM IHF8QIN?
=IHNLFF?L MNGMHM 1B? >;N;<;M? CH ; 00J?LPCMILOVHNGM ONFS;F*S0.) IL *0 0.) >;N;<;M?

NOTE:

1B? N;<M ;JJ?;L CH <IB 00J?LPCMIL ;H2GIN? MO<IE>CH;N? MMM <ON IHFE?NUJ?LNC?M @B™N
00J?LPCMIL >;N;<;M? G;S <? TN?> %MKFI<I;N;<;M? JU?LNC?M =;HHIN <? TN?>

)CHEM

&H ;>>CBIH NI ; 0;P? NB?M?EGHEM?LP;CF;<F? ;FIHABP NIJ |@ B? PC?Q

\' *HA? EN;<sM?M 1IJ7HM NB? *;H;A? ;N;<;M?M QCH>IQ 610 OM? BICM QCH>IQ NI ;>> >?F?N?HIG? IL
>0JE=;N? >;N;<;M?M @IL OM? CH SIOL MSMN?G #IL ?;=B >;B;KION>> ;H ;>> COIH;F N;< RIL?M?HBHA

NB;N >;N;<;M? =IH"AOL;NCIH >XCMJF;SM IBNPC?Q

\" 0?N ,LCIH IN;<;M? [J?HM BB? 0?N ,LCIH I;N;<;M? QCH>IQ 2M? BCM QCH>1Q NI >?MCAH;N? QBCBB I@ N
=IH'AOL?> >;N;<;M?M C@ SIO B;P? GINB;H IH? =IH"AOL?> NI OM? @IBR,LCIH 0?LPC=? 2M?N I@R
,LCIH I;N;<;M? L ?KOGM ; MNGIH RMN;LN
CAUTION: 2MCHAMAR 0?N ,LCIH ;N;<;M? QCH>IQ =;H 2MQ¥CH OHCHGIFHNFIMM |@ >;N; ? MOB;N SIO
B;P? <;=E?> 0J ;HS >;N; NB;N SIO Q;HN NI JEM?LP? <?@ EB;HACHARY ,LCIH >;N;<;M?

\ /2MN;LN ONCNHMN; LNBMN-OL2HN MNCMHM 1BCM CM H?=?MM;LS ;@N?L =IH AQMMAHCHA ; KINN

>:N;<;M?

Property

"HN?LIJLCM? 0?=0OLCNS 0?LPC=?

==?MM IHNIF 0?LPC=?

&HNLOMCIH 0?LPC="?

,LCIH 0?LPC=?

,LCIH :N;<;M?

[?JFC=;RIH 0?LPC=?

[?JFC=;RIH #,CFOIF,LG F,LG
0IoL=? &H@I

Value

L?;> IHFS

L?;> IHFS

L?;> IHFS

L?;> IHFS

L?;> IHFS

L?;> IHFS

L?;> IHFS

Description

&HE=;N?M B@N\PLPC=? CM LOHHCH
MBIOF>AJILN {Ok}

&HE=:N?M B@N\PLPC=? CM LOHHCH
MBIOF>JILN {Ok}

&HE=;N?M B@N\PLPC=? CM LOHHCH
MBIOF>AJILN {Ok}

&HE=:N?M B@N\PLPC=? CM LOHHCH
MBIOF>JILN {Ok}

&HE=;N?NBW B? =IHH?=RIH @&
,LCIH NI NB? M?F?=N?>4GM
>:N;<;M? CNIOk} ;H>QBC=B
>:N;<;M? ,LCIH CM =IHH?=N?> NI

&HE=:N?M B@N\PLPC=? CM LOHHCH
MBIOF>JILN {Ok}

JCHEM NI ; M?N I@3LNC?M @IL
=IH'AOLCHA ;H>ONCHA ;F;LGM
1B?M? JLJ?LNC?M
>|=0G?HN?> CHBR % *& ,-)
NIJC=1@BQ -!# ;H> CH NB? B?FJ
MSMN?G M2B.@IL F;LG OIOE?
&H@I

IHNLIFF?L OSMN?G 0?NOJ]*CN12EIOM

A &N

A &N

A &N

A &N

A &N
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Property Value Description
[?JFC=;8IH ,P?LLOH F;LG 1BCM L?;> IHFS &HE=;N?NBN B?1? ;L? NIl G;HS
;F;LG 1==0OLM QB?HBN >?F?0@IH N;<F? HIH L?2JFC=;8HA MO<4CH;N?M
L?=IL> =IOHN CMAN?L B;H NB? ;MMCAH?> NB'NOOJ?LPCMIL >;N;<;M?
Replication Overrun Limit JLIJ?LNS 11 A?N LC> |@RM ;F;LG GE? fF
P;FO? MO<IECH;N?M ;P;CF;<F? @IEI=;8IH

IL >?F?N?BPG @G NB? ON;\CIH
*H;A?L IIN;<;M? PC?QLBCM MNIIM
NB? 12JFC=;8IH JI="MM @LE??JCHA
NL;=E |@B? MNGIHM >?F?N?>
?=IL>M 60 =;H ;FQ;SM R >CM=IP?L
>> ;H> DICH B? MO<IECH;N? MIZIM
;N F;N?L >;N?

[?JFC=;BIH ,P?LLOH )CGCN HOG<?L 1B? >?@;QP;FO? CM 0J?=C ?MBP G;RCGOG HOG<?L |@
?=IL>M B;N ;L? ;FFIQ?> CH ; >?FTNH
N;<F? 60 QCFR=?CP? ; RIFC=;8IH
IP?LLOH ;F;LG QB?HE¢ >?F?QIH
?=IL> =IOHN CM2N~?L B;H NBCM
HOG<?L

LN;<sM? I[H@CAOL;BIH N;< %MKF!I<!;N;<;M?

H %0.) >;N;<;M? CM ; L ?F;ICIH;F >;N;<;M? G;H;A?G?HN MSMN?G QLCNN?H CH ";P; &N B;M ;"1 >LCP?L ;H>
MOJJILNM ; FA? MO<M?N 1@ 0.) ;H>0.) MN;H>L >M 4CECJZ: 1BCM N;<CM ;P;CF;<F? CH IFHRINL
MN;GIH

Figure 230. %MKF!<!;N;<;M? JLIJ?LNC?M

610 ;==?MMBCM PC?G@IB? G;CH G?HO <S EEECHANLIFF?L 0?NOJ *CM=MH?IOM IH AOL ? I;N;<;M?
@IAQ?> <S =E=ECHBMNoMKF!<!:N;<;M? N;<

&H ;>>CBlIH NI B? MN;H>:: JLIJ?LNC?M ON;NOM "H;<F?> #{OPM? %?;FB ;H> F;LG 0IOL =? &H@| BRM?
JLIJ?LNC?M MOJJILN ;H %0.) >;N;<;M?
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Property Value
-LCPCF?A?> 2M?LH;G? N?RN
;M? ICL?=NILS L?;> IHFS
LN;<;M? +,G? L?;> IHFS
1?@L;A IH O;P? true IL false >?@;0F

Description

NOTE: ON;LEHA Gig;AL; NB?
%MKFI<!:N:<;M? =IGJIH?HN
JLIJ?LNC?Mse Encrypted

Connection ~ User Name ;H> Password
;L? 2JF;=?> QOBI; MCHAF?
Privileged Username JLIJ?LNS 1B?
%0.) >;N;<;M? CM ;ONIG;NC=FS
A?H?L;N?> ;H> HIN ?€N;<F? IL
PCMC<F? 4B?H ONMOHA C@N
MN@IH E?SLCHA CM =ILLOJN?> SIOQ
H??> NI Fl;> ; <;=EOQJ MN;KCIH ;M
NBCM CHMN;H=BP@®) >;N;<;M?
CM HI FIHA?L 1J?LMOIH;F

1?2°"H?M NB? J;NB NB;N JICHNM NB R
FI=;\NCIH |@B® >N;<;M? NSJC=;F
=|H'AOL;NCIH OM?M ; @IF>?L "F? MJ;
>CP=NFS OH>?BRMNGIH #IL
?R;GIF? C@BN@IF>?L CM H;G?>
BMKRK>NB? J;NB QIOF> <?

‘F? :BMKF=

12’H?M NB? H;G? |@ B? >;N;<;M? NI

=IHH?=N NI &@&?M;N;<;M? >I?M HIN
JFI2;>S 2RCMNBNMSMN?GW?M CN
QB?H SIO M;P?BP JUJ?LNS MB??N

QCBI; =IGJF?N?> Base Directory

;H> Database Name

IH'AOL ?M R? MSMN?G NIGIP?
<F;HE £=IL>M CHBR >;N;<;M? QB?H
SIO M;P? CN /?GIPCHA <F;HEIL>M
=HN;E? €G? ;M?>IH SIOL OM? |@
NB? MSMN?G SIO MBIOF> ?I@NIBF-
L?AOF;LBGIG? NI >?@L;AG?HB?”N
>'N;<;M? ,N B?L <;=EOJM =;H <?
J?L@ILG?> QB8NDN >?@L;AG?HIT M
NI M;P? BG?

IHNLIFF?L OSMN?G 0?NOJ]*CN12EIOM

=2

LEN;<;M? =IH@CAOLNH N;<M *S0.) ;H> OKFO?LP?L >;N;<;M?M

*S0.) CM ;H 13?H MIOL =? I?F;)CIH;F >;N;<;M? G;H;A?G?HN MSMN?G /! *0 MOJJILN?><S ,L;=F? ILJIL;N CIH

OKFO?LP?L CMPEICIH;F >;N;<;M? G;H;A?G?HN MSMN?G >?P?FI1J?> <S 1BH@N 1B? JI?LNC?M?KOGCE> NI

=IH'AOL? NB?M? >;N;<;M?M 2MCGCF;L NI IH? ;HBRL
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-LIJ?LNC?M
Figure 231. *S0.) >;N;<;M? JL  IJ?LNC?M

610 ;==?MMBCM N;<I@NB? G;CH G?HO CH ; 00J?LPCMILOVMNGS$ F=ECHISMN?G 0?NOJ*CM=4H?IOM
IH'AOL ? ;N;<;M?  @IFIQ?> <S =E=ECHBMMySQLDatabase N;<

&H ;>>COlIIH NI B? MN;H>:} JLIJ?LNC?Mbtatus  Enabled Fault Cause Health ;H> Alarm Source Info
NB?M? JLJ?LNC?M MOJJILBNSO.) >;N;<;M?

Property Value Description

%IMN >>1?MM &- ;>>L?MM 12°"H?M NB? &- ;>>L?MM |@N
=IGJON?L JF;N@ILG QBMB?
>:'N;<;M? L?MC>?M

2M?L +,G? N?RN 12°"H?M NB? OM?L H;G? 2=7HIC;F
QCBIQBC=B NI FIA CH RP¥;N;<;M?

#IL *S0.) >;N;<;M?M N BCM
MBIOF> <?; H;G? INB?L B;H NB?
>?@;OF ZUN [ QBC=B IHFS
=IHH?=NM NI ; >;N;<;M? BIMN?>
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Property Value Description
IH FI=;FBIMN
- MMQIL> NQI JUJ?LNC?M 1B? Password JLIJ?LNS >?°H?M ;

J;MMQIL> NB;N CM OM?> NI FIA CHBRI N
>:N;<;M? 1B? Confim JLIJ?LNS GOMN
<? ;H ?R;=N G;N=B NI BI? Password
JLIJ?LNS

IN;<;M? +,G? N?RN 12°’H?M NB? H;G? |@ B? >;N;<;M? NI
=IHH?=N NI &@&?M;N;<;M? >I?M HIN
JFI2;>S ?2RCMNBNMSMN?G>?M CN
QB?H SIO M;P?BP JUJ?LNS MB??N
QCHBI; =IGJF?N?> Base Directory
;H> Database Name

-ILN HOG<?L 0J?=C ?MB® JILN NI OM? QB?H
=IHH?=ICHA NIB® >;N;<;M?

IGGIH >?@;0FN P;FO?M?L
%MKF!<!;N;<;M? HIJILN CM
MJ?=C ?> <?=;,0MBRM-k CM @IL
Fl=;F >;N;<;M? OM? IHFS
*S0.);N;<;M? -ILN

OKFO?LP?L!;N;<;M? -ILN

"RNL; IHH?=NCIH -UJ?LNC?M M?GC=IFIHOMN I@JRLNS P;FO? J;CLM -LIJ?LNC?M MO=BcHélset >?"H?
CHBP @ILG ZJU?LNS P;FO? [ P;FO?M NI OM? QB?H =IHICANIBP
>:N;<;M?
*R =N CP? IHH?=RIHM HOG<?L 17°"H?M NB? G;RCGOG HOG<?L |@

;=NCP? =IHH?€NHMBYN =;H <?
;FFI=;N?> @& NBCM JIIF ;NBP M;G?
NCG? B;HACHABCM MI?LNS
L2KOGM ; MNGBIH EMN;LN

-?;E =N CP? IHH?=RIHM HOG<?L 12°"H?M NB? J?;E HOG<?L I@ ;=GIP?
=IHH?=ICIHM CBNIIIF

=NCP? IHH?=BIHM HOG<?L 17°"H?M NB? HOG<?L |@ =OHN ;=8P?
=IHH?=IHM CBNJIIF

4 ?7< 0?LPC=? PC?Q
1BCM PC?QMJF;SM ; M?N I[@?ILINC?M NI =IH AQLQ?< M?LPC=? MZNAM
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-LIJ?LNC?M
Figure 232. 4 ?<0?LPC=? PC?Q

610 M?F?=MBAM PC?Q <S =BIIMTHNLIFF?L OSMN?G 0?NO3ICM=4FH?IOM 4 ?<0?LPC=@G NB? G;CH
G?HO

&H ;>>CGIH NI B? MN;H>7: JLIJ?LNC?Mstatus  ;H> Fault Cause NB?M? JLJ?LNC?M MOJJILBNE ?< 0?LPC=?

Property Value Description

-O<FC=0?LP?L -ILN HOG<?L >?@;NM NI 0J?=C ?MBP %11- =FC?HMM -
JILN 1B? M?LPCELMN?HM IH IH
NBCM JILN @IL =IHHZHNM

%NNJ "H;<F?> A?H?L;F true IL false 10LHMBR JU=?MMCHA |@ %11-
L?KO?MNM Ite ;H> |@@false

-O<FC=07?LP?L -ILN HOG<?L >?@;9M NI 0J?=C ?MBP %11- =FC?HMM -
JILN 1B? M?LPCELMN?HM IH IH
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Property Value Description

NBCM JILN @IL =IHHZHNM

9%NNJIM "H;<F?> A?H?L;F true >?@;QF IL false 10LHMBR JU=?MMCHA 1@ %11-0
L?KO?MNM lIte ;H> |@@false

%NNIM HFS A?H?L;F e IL false >?@;0F IH'AOL ?M R? M?=OLCNSE® N
=IHH?=IgIH

tue L?>CP=NM ;HS ;NN?GJN NI
=IHH?=N OMCHA ; =IHHZHNE;N
CM HIN M?206LNNJ ;FIH? NI ;
M?=CL%NNJIM =IHHEIN

fase J?LGCNM ;H %NNJ =IHITHN

%NNJIM ?LN A?H?L;F >UJ >IQH F CMN |@ M?LP?IC=2N®M 0J?=C'?MBP ;FC;M 1@~ BIMN

>?@; M Nridium JEN@ILGYM?LP?L =CLAN?
QBC=BB® =E?HN OM?M NCP;R?
M?LP?L ;BYHR=CNS 1B? >?®;0F
C>?HD?M ; M@ MCAH?> €2ENN?
NB;N CM ;ONIGON:FS =2;N?>
QB?H SIO CHEKRS FIA IH NI B?
M?LP?E&N =;HHIN <? >?F?N?> H>
MBIOF> <? OM?> @EIP?LS
JOLJIM?M 1B? >?@NDE?LBI=;N?
CM JN?=N?> <SBP AFI<;F
=?LE=;N? J;MMQKk &@ BPL
=?LR8 =;N?M 2.CHBP? BIMN
JFEN@ILGIYE?S MNILSIO =;H
M?F?=BRMG @G NB? >UJ >IQH
FEMN

5#L,G? ,JN CIHM >UJ >IQH F CMN -L?P?HNM IMM #L;G? 0=LCOWIA 5#0
;NN;=EM 16 =BIIM? QB?NB?L IL HIN ;
<UQM?L MBIOF> <?HRQ?> NI L?H>?L
;JJA?CH; @L,G? IL C@QL;G?

NBOM JIMMC<MF3QEHA SIOL =IHN?HN
NI <? ?G<?>>?> CHNI INB?L MCN?M

Deny JL?P?HNM ;HS ;NN?GJN NI
FI;> NB? J;A? CH ; @L;G? 1BCM
[INCIH G;S H?A;ICP?FS CGJ;BPN
>CMJF;S |@ CH@TIBEN

Sameorigin (default) Fl;:>M 87?
J;A? CH; @L;G? ;M FIHA ;NBR
MCN? CHEHA>CN CH ; @L;G@CM|N
M:;G? ;M 8? IH? M?LPCHB'N
J;:A? M;G? M?LP?L

&@ ; J;A? MJ?=C ?M 0;G?ILCACH
<UQM?LM QEH?P?HN @L;GCHA
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Property

0BIQ ON;=E 1L;=? A?H?L;F

4 ?<);0H=B?L *I>OF? ;=BCHA 15J?
A?H?L;F

4 ?<);0H=B?L "H;<F?>

*CH 1BP;>M

Value

true IL false

>UJ >IQH F CMN >?@{\Host

true >?@;OF ILfalse

HOG<?L >?@;8H NI

Description

IHFS C&”\NIJ F?P?F ILCACH #.!+
@65 KOE ?>>IG;CH H;G?

>|?M HIN ?R;=RS G;N=B #.!+ |@
NB? MO<@L;G? J,AB\WN
>?G;H>?> NB? Sameorigin
L?MNLCHN 1BCM CM =IHME>?L
M;@7? JL;€N?

Any ;FFIQM 5#0 ;H> LIMM OCN?
0=LCIDHA 500 1BCM EWMHA?;MN
M;@? =BIC="?

IHNLIFM C@ ?R=AHNMN;=E
NL;=?M QB?H ;P;CF;<F? ;JJ?;L Ch
?LUL L?MJIIHM?M

tue MBIQM ?R=?dNH MN;=E NL;=7
CH ?LLL?MJIHM?M QB?IBRE ;L?
:P:CF:<F?

fase >CM;<F?M ?R=CINMN;=E
NL;=?M CH RLL?MJIHM?M

1?N?LGCH?M BIQ ; F?HN OMCHA
NB? 4 ?< );0H=B?L =;=B?M
GI>OF?M

Host L?MQNM CH ; @IF>?L ;B2 N
>|QHFI;> CHA |@ CHMINLH
GI>OF?M NIB module @IF>?L
ndapplet @I+ ;H> wbapplet @IL
5 1BCM?’MONM CBN=I?;NCIH 1@
GOFRCJIF? @IF>?LM |@ >IQHFI;>?>
GI>OF?M QBC=B H?ERPFS@®»=N
JF.N@ILG G?GILS OM;A?

User L2MONWM CBN=I?;NCIH |@ ;
.sharedModuleCache =~ @IF>?L IH?
=;=B? J?L BIMN PCMCN?> |H?
MB;2> =;=B? J?L OM?L 1B?
MSMN?B®M >IQHFI;>M NI ; MO<
@IF>?L ;NBEM FI=CNH n4applet
@I+ ;H> wbapplet @IL5 1BCM
IINCIH GCHCGCTBMAPGILS
L?KOCG> QB?H LOHHCHA CH ;
=|HNIFF?L

"H;<F?Mtrue ;H>>CM;<F?Mse
NB? OM? |I@R 4 ?<);0H=B?L

"HMORM R;N ;N F?;MN @I8[?¥M

+C;A;L; "HN?LILCM? 0?=0OLCNS ?MH@?L

M

%L =B
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Property

*»R 1BL ?;>M

1BL?;> &>F? LG?ION

Value

HOG<?L

BIOLM GCHON?M M?=IH>M NMaNODF
"P? BIOLM

Description

JU=?MM ;N ; RG?

10H?M FAR H?NQILEMBNVI? QN
G;HS MN;BIH =IGJIH?HNM NI
JLI=?MM GI? NB;H ; MCHAF?
NBL?;> ;N ; NCG? &N & MFS
PCMC<F? J,LN 1@ ; MB\RI?;>

JIIF M=B?G? @IL M€HA FA?
DI<M ;H> ;FIQM BI? FI=;F MNCNHM
NBL?;> JIIF NI AL 1Q OH=;JJ?>

";=B NBI?;> OM?M [H? 'l

IHH?=NCIH NI =IGGOHC=;N? BCN
NB? >;N;<;M? MI NB?[? ;L? ;M
G;HS =IHH?=ICIHM 2tN?> ;M
NB?L? ;L? NBL?;>M

+ILG;F FS SIO CH5M? NBCM P;FO?
NI <?NQ??H ;H> NICGJL IP?
J?L@ILG;H=? QB?H B;HEHA FA?
PIFOG?M |@ >;N;

IH'AOL ?M R? ;GIOHN |@ &2 RG?
NI ?F;JM? <?@™M; NBL?;> NCG?M ION

IHNLIFF?L OSMN?G 0?NOJ]*CN12EIOM

{

%11- %7?;>?L -L IPC>?7LM PC?Q

1B?M? B?;>?LM J;MM ;>C8lIH;F CH@ILGJN QE&NH %11- L?KO?MN IL2MJIIHM? <?NQ??HBR =E?HN ;H> M?LP?L
1BCM CH@IIGCEN?HM@U R? ;ONB?HR=CNS E® §?MM;A?M IRC>CHA M?=0LCNS ;A;CEHEIND-FECHA ;HBAL
NBI?;NM 1BCM =IGJIH?HN =IHN;CHM @IOL B?B:RLMMG;S =OMNIGCT? ;M H??>?:-?HMOR NB? GIMN I<OMN
M?=0OLCNS F?;FBFE>?LM ?H;<F?>I NOLH |@ ; B?;>?LC@ H?=?MM;LS MENBBIBIM JLIJ?LNS Nlfalse

Figure 233. %NNJ %?;>?L 4PC>?LM PC?Q

U ;==?MM R?M? JLIJ?LNC?M H;PCA;N?08MN?G 0?NE&IM=HH?IOM %NNJ %?;>?L 4PC>?LM
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Property Value Description

"H;<F?> =B?=E <IR >?@;0M Nhlse 10LHM IHrue ;H> |@@false NB?
OM? 1@ %NNJ %7?;>?1RPC>?LM

ICM;<F?BP? =B?=E <IRfase C@
SIOL =;G?L;M > HIN MOJJILN
M?=CL=IGGOHC=;BIH IL SIOL
=;G?L;M ;L? HIN FI;>CHA IH B
<UQM?L

IHN?HN 0?=OLCNSCGHFS ;>> COIH;F JLJ?LNC?M +IN C*?MBP <LQM?L QB;N
L?MNLCHNM MBIOF> <? JON IH CG;AYM
“P;0=LCJN IL 00 CH RMJIHM? NI ;
L?KO?MN @AMLIOE?M

[?@?L NIIHN?HN 0?=OLCNSGHES

5 IHN?HN 1SJ? ,JN CIHM >UJ >IQH F CMN >? @i MHosniff &HE=;N?M NI KQM?LMBN 8?S
MBIOF> ;JJFS ;>£6lIH;F PMNLCHNM
NI ;ONI >?N?=N =IHN?HN NSJ?M CH
SIQHFI;>?> F?M

#IL <?MN M?=OLG&Sf CMBQ
?=IGG?H>?> P:FO?

5#L;,G? ,JN CIHM >lJ >IQH F CMN >?@{mI &HE=;N?M C@IQM?L MBIOF> <?
Sameorigin JFFIQ?> NI L?H>?L J;A?M M?LP7?> <S
SIOL MNENH CH ; @L;G? IL
C@L,G? 1@ ;HIB?L MCN? 2M? CN N
;PIC> =E=E D;=ECHA ;NN;=EM

Sameorigin - ;FFIQM B? <UQM?L NI
?G<?>INB?L J;A?M @& QCNBCH
NB? M;G? MN@OIH 1BCM CM
=IHMC>?t ; M; @7 JL;=0=? ;H> CM
H?=?MM;LS @B?NILL?=N
@OHSZNMICHA I@NA61*) %R
-LI'F?

Deny JL?P?HNMBR <LUQM?L @&
Fl;> CHAB®? J;A? CH ; @L;G?

NOTE: Deny CHBC<MM-BMJIF;S |@
MIG? NSJC=;F %1*) %R -L'F?
PC?QM

Any G;S =,0M?; LIMM #L;G?
O=LCIDHA 5#0 IL =E=E D;=ECHA
POFH?L; NS ;H> CM HIN
?=IGG?H>?> &@ ;H ?RN?LH;F MCN?
H??>M NI 2G<?> SIOL MNCNM
Q?<CHN?L@;=? =IH'RQL
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Property Value Description

@L;G? ;H=?MNILM C2=CP?
OH>?1Content-Security-Policy

5500 -L IN?=ICIH N?RN >?@NDBFNL; "HMOPM B:N C@ :H 500 :NN;=E CM
mode=block >?N?=N?> BP <IQM?L JI?P?HNNBR
J:A? @G FI:> CHA1:
mode=block CMBQ I?=IGG?H>?>
P:FO?

IHN?HN 0?=OLCNSG£S
1B? >?@;OFP;FO?M @BICN B?;>?L B;P? <??H =OMNIGCT?> @IL NSJC=;F BWH?)QBR -L I'F?M >> CGIH;F

MIOE?M G;S <? ;>>?> NI \B?M? €2=NCP?M <ORGIPCHA ;HS 1@B%e >?@;OFMICGE?M G;S =;0M? SIOL PC?QM NI
MNIJ QILECHA
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Figure 234. IHN?HN 0?=OLCNSGHS JU?LNC?M

1B? M=2?H =;JNOR MBIQM ;4 ILE<?H=B-LIJ?LNS 0B??NLI PC?Q BCMLIJ?LNS 0B??N=IHH?=N NIBP? MNBIH
OMCHAILE<?H=B?RJ;H> ON;)CIH IH'A 0?LPC=?M4 ?<0?LPC=? %NNJ %?;>?L IPC>?LM IHN?HN
0?=0OCLNS @gES

U PC?Q B? M;G? JUI?LNC?M CBMND?< 2& H;PCA;N? NISMN?G 0?N&IM=MH?IOM %NNJ %?;>?L 4PC>?LM
;H> ?RJ;H> IHN?HN 0?=OCLNSCGHS

NOTE: 1B? BIMNworkbench CHB® JUJ?LNC?M ;<IP? ;FIQM %1*) PC?QM MO=B ;X< B;LN NI =ILL?=NS
@OHzM CHl ILE<?H=B;H> MBIOF> HIN <?AGIP?> OH>?L HILG;F =GDGMN;H=?M

&H ;>>CBlIH NI B? MN;H>% JLIJ?LNC?M "H;<F?>;H> ON;NON8?M? JLJ?LNC?M 2.OHCKO? NBAM =IGJIH?HN

%L =B
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Property

3CIF;BIH PRN

=BCF>#IL

=IHH?=N ML

>?@; OFML

@L;G? ML

@IHN ML

CGA ML

Value

N?RN

N?RN

N?RN >?@\DFNIself
workbench
ws://%hostname%:%port%
wss://%hostname%:%port%

N?RN >?@\DBFNiself'
workbench

N?RN

N?RN

N?RN >?@\DFNIself
workbench data:

Description

L ?;N?M BI? N?RN NICMJF;S QB?H ;
<UQM?L RJILNM ; IHN?HN 0?=OLCNS

-IF C=®CIF;8IH NI ; MNGIH QBC=B FIAM

CN CBMNQ?< [2JILNCHA =MJ FIA

1B? MNGIH FIAMB? "LMN PCIEM
QCBI0"3"/" JLCILCNS ;H>
MO<M?KO?HN PCIRM ;M #&+"

NOTE: IHN?HN 0?=OLCNSGIES
PCIF;8IH MBIOF> HIN NSJESJE=0OL
>OLCHA HILG;F OM;A? E® MSMN?G
&@ SIQ+?CP? IH? =IHMC>?L QB?N
SIOL IHN?HN 0?=OLCNSGHES

=|H AOL;NCIH MBIOF> <? =B;HA?> NI
G;N=B <IlQM?L <?B;PCIL IL C&?”N
PCIF8IH RIL?M?HNM ;H ;NN?GJIN?>
500 ;NN;=E

12°H?M NB? P;FE> MIGI?M @IL Q?<
QILE?LM ;H> H?MN?>IQ@MCHA
=I[HN?RNM FI;>?> OMCHA ?F?G?HNM
‘M @L;G? IL C@QL;G?

/?MNLC=NB? BI)M NB;N =;H <? FI;>?>
OMCHA M=LCJIN CHN?L@;=?M

610 =;H M?N OJ ; N?GJF;N? VBN
;FF IHN?HN 0?=OLCNS&Fs>CR=ICP?M
LP@7AH=? B? M=B?G?
BIMNH;G? ;H> JILN @L IG
NB? ILCACHIWA %11- PKO?MN

NOTE: 4B?H PC?QCHA %1%)
PC?QM €HEe<?H=8 NBCMPKO?MN CN
G;>? NIl 4 ILE<?H=B IHN?HN 0?=OLCNS
-IFC=87?;>?LM CH=FOBZNI <S
>?@;F /?GIPCHA CN G;S =,0M?
%1*) PC?QM NI MNIJ QILECHA CH
4 ILE<?H=B

0?LP?M ;M ; @GXF=E @IL BI? INB?L
@?N=EC3=CP?M

0J?=C"?M PE&> MIGI?M @IL H?MN?>
<UQMCHA =IHN?RNM EHA OMCHA
?F?G?HNM MO=B ;M @L;G? IL
caL,G?

0J?=C"?M P(E> MIGI?M @IL @IHNM
FI;>?> OMCHA @IHN @;="?

0J?=C"?M PE> MIGI?M |@ CG;A?M ;H>|
@;PC=IHM

IHNLIFF?L OSMN?G 0?NOJ]*CN12EIOM

MO=B

—
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Property Value Description

G;HC@?MN ML N?RN 0J?=C?M PE> MIGI?M |@ ;JJE=;BIH
G;HC@?MN "F?M

G?>C; Mt N?RN 0J?=C"?M P> MIGI?M @IL FIGHA
G?>C; OMCHE?N,O> CI PC>?I
;H> NL;,=E ?F?G?HNM

I<D?=N ML N?RN 0J?=C'?M PE&> MIGI?M @IIBR
I<D?=N ?G<?> ;H> ;JJF?N
?F?G?HNM

L?JILN OLC N?RN >?@\NDMFNIcsp-reports &HMNLO-BMOM?L ;A?HN NAIILN

;NN?GJINM NI PCIF;B? NHN?HN
0?=0OLCNS gES 1B?M? PCEH
L2JILNM =IHMCMN I@ '0,+ >I=OG?HNM
M?HN PC; ;H %11- -,01 I?KO?MN NBR
MJ?=C ?> 2/&

M=LCJIN-ML N?RN >?@\DFNIself 0J?=C?M P& MIGI?M @IL ";P;0=LCJN

workbench 'unsafe-inline'

'unsafe-eval' 1 J?L@ILG P;LCIOM @@t QEN
MOI? &' MO=B ;M N?GJF;N?
>CM=IP?LS N?GJF;N? >;N;
>CM=IP?LS ;H> <:>A? JLGHM SIO
GOMN ;>>BP MOR &! JILN
HOG<?L CHBAM II?LNS 1B?
MSHN;R @B?NILN HOG<?L CM

http://localhost: <number >
QB?I? <number > CVB? MOPR &!
JILN HOG<?L#IL ?R;GJF? 'self’
workbench ‘unsafe-inline'
http://localhost:3001

MNSF?2-ML N?RN >?@\DFNIself 0J?2=C"?M PE> MIGI?M @IL
workbench 'unsafe- MNSF?MB??NM
inline'

>> COIH;F ICe=ICP?M N?RN -LIPC>?M ; FI=;BIH NI ?HN?L ;HS
IHN?HN 0?=OLCNSEGISCP=ICP?M HIN
=IP?L?> <S NB? INB?L JIWJ?LNC?M IH
NBCM =IGJIH?HN

NOTE: 1B? 0?=0OLCNS ;MB<EKLILIPC>?M CH@ILGMI;<ION B? %11- %7?;>?L =IH AOL;NCIH ;H> QB?B?L B?l?
CM ;HS J?L@ILG;H=? >?AL; €M &N [RC>?M HIBI =;)CIH @IL ;HS HIH M?2@2;>?LM ;H> ?RJF;CHM QB3 N
M?NMHAMZLHIN M?=0CL1l M?=0R NB? B?;>?L M M?GNAM MB® R;FO?M ;M >?M=LC<?BCH N *# #/

1< 0?7LPC=? PC?Q
1BCM PC?Q MBIQM ; N;€RBWA |@FFR? DI<MBIN B;P? LOH IHBP Fi=;F MNNH
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ONNIHM
Figure 235. PC?Q

1BCM PC?Q 1J?HM QB?H SIO MAHNINFF?L 0?NOJ 0SMN?G 0?NOGCM=7H?IOM ‘I<xM @G NB? G;CH G?HO
1B? PC?Q MBIQM ; N;<EMBHA |@FR? DIKMB|N B;P? LOH IHBP Fl=;F MNCNH

610 =;H OM? B? MN;H>: =IHNLF <ONNIHM :HM B? N1J 1@ BCM PC?Q NWZE>?F?N? ;ONI2@IMB IL ?RJILN ;
L2JILN 1@ BCM N;<F? &HCSIH NI B? MN;H>: =IHNLF <ONNIHVBR@FQCHA =IHNAM ;2 :FMI ;P;CF;<F? CBQOW
PC?Q

\ 00OGG;LS <ONNIH 1J?HMBR 00==?MM QCH>1Q IL ILQCH>IQ QBC=B JBEC>?M MOGG;LS ;H> >?N;CF?>
L?MOBV PC?QM B@MI?F?=N?> DI<

\ 'I<)IA <ONNIH IJ?HM NB? 'I< )IA QCH>IQ QBC=B JPC>?M ; FIA 1@B¢2 DI< ;=NCIHM @IBNM?F?=N?>
DI<
IFOGHM
Description
I<+,G? 1B? H;G? |@ B? DI<
-LIAL?MM J?L =?HN;A? B;N JUPC>?M A?H?L;F CH@ICGIN<ION BIQ FIHA B? DI< B;M N;E?H ;H> GBERFS NI N;E?
< ON;N? [?JILNM MO==?MM IL @,CFOL
ON;LN €G? [?JILNM QB?H R? DI< MN;LN?>
"H>NCG? /?JILNM QB?H R? DI< "HCMB?>

OSMN?G I;N? £G? ">CNIL PC?Q
1BCM PC?QMJF;SM ; M?N I@?LNC?M @IL NCHNBP ;MMI=C;N?> =IHRE?IM >N? ;H> BG?
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Figure 236. OSMN?G |;N; 1CG? ">CNIL PC?Q

1BCM PC?Q 1J?HME@B? G;CH G?HO QB?H SIOGFHHNLIFF?L OSMN?G 0?NOCM=H?IOM 0SMN?G I;N?
1CG?

1B? JUJ?LNC?M 2>CGG?> OHIF SIO =B?=B'NChange System Time  =B?=E <IR B;HA?M NI B?M? JLJ?LNC?M
GOMN <? M;P?> <?@R?;PCHMABR PC?Q ILBPS ;L? HIN ?@?€NP?

NOTE: MN;NCIH RMN;LN GCHQCG> QB?H SIO =BIIM? ; H?Q IINCIH ?P?H CBP NCG? TIH? XC@7AHIC;F >1?M HIN
=B;HA? #IL ?R;GJF? =B;HACHAI@IG?LC=; +?Q 6 ILE NI G?LC=; 1ILIHNI L?KOCGM ; I?MN;LN ?P?BINAB
NB? =OL2HN BG? XC@7AHINL;F G;S <? R? M;G? @IL <IB IINCIHM

"H>2M?L )C=?HM?M 2RG?HN PC?Q

1BCM PC?QMJIF;SM ; MCHAF? TABWA "H> 2M?L )C=?HM??RG?HN @IIBEM ;JJF=;8IH 0?F?=MBAM PC?Q <S
=E=ECHA IBN@HQCHA G?HO CN?G6GIMB? G;CH G?HOIHNLIFF?L OSMN?G 0?NO3CM=7H?IOM "H>
2M?L)C=?HM? ARG?HN

1BCE-;LNS )C=?HM?M PC?Q

1BCM PC?QMJF;SM ; MCHAF? TABWA |@FEMR? NBCLJI;LNS MI@NQ;EE=?HM?BINI;L? ;MMI=C;N?> GECNBCM
JJFC=;BIH 0?F?=NBAM PC?Q <G=CHA IBN@HQCHA G?HO CN?G6IMH? G;CH G?HO IHNLIFF?L OSMN?G
0?NOJ *CM=7FH?IOM 1BCt-;LNS )C=?HM?M

IHNLIFF?L €CG?0?LP?LM O2NMM
1BCM PC?Q =IH'ABL+1- +?NQILE 1CG? -UNI=IF JLIJ?LNC?M CH ; =IHFR#?L JF;N@ILG
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0?NRHAM M?LNC?M
Figure 237. +1- PC?Q CH ; =IHNEF?L MNGNH

IHNLIFF?L OSMN?G 0?NOJ]*CN12EIOM

1 ;==?MM RCM PCZ2@=HHNLIFF?L 0?NOJ *CM=HH?IOM 1CG?0?7LP?LM OCKRNAM

Property Value
"H;<F?> true >?@;OF ILfalse
OSH=)I=;F FI=E NI +1- true >?@;OF ILfalse
OSH=TG? N IIN true IL false >?@;0F

Description

&@e NB8?BIMN QEBM? +1- NI MSH=
CNM =FI=ERKIG? P;FO?[NLC?P?>
@G IN B?L M?LP?LM

&@e NBCM ?H;<F?BPNBIMN NI
;> DOMN CNM FI=;F =FI=E <S G?;HM l@
+1- &@CM;<F?%ase NB? FI=;F
=FI=E @2.LOHM ;N CNM CHNCGRMCH N
;H> @PKO?H=S I@M?N 1BCM a;A CM
OM?@OF CH BRIRIN;F =FI=E CM
=IHNLFF?> <S MIG? INB?L >?PC=? IL
JLINI=IF ;H> +1- CM OM?> |IHFS NI
JLIPC>? MSH4EBICT;KIH ;M M?LP?L NI
INB?L =E?HNM &dM =;MBNFI=;F
=FI=E >LCP?L =;H <? OM?> NP@>?
NBCM @@HIZNH> ;FMI =?LN;CEGP
P;LC;<F?M @ILIRIAMIEG;N?M ;H>
F?;J CHE=;NILM

17@;ON Cslse  &@ NLO? QBBRI N
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Property

2M?)I=F FI=E ;M ;=EOJ

$?H?L;N? +1- ON;NCNIN¥M

Value

true IL false >?@;0F

true IL false >?@;0F

Description

=IHNLFF?L <lINM <?@2LN8? MNGIHM
MN;LNM IBNHNJ> MN;LNM CN ?R?=Q
NB? HNJ>;N? =IGG;H> 1BCM 0J>;N?M
NB? MSMN?G FI=EG®P

&@e MBIOF>BP MJ?=C ?> +1-
M?LP?L M <?=IG? OH;P;CF;<F? ;N
NB? NCG? 1@ ; JIF B? CG? OM?>
CM JBC>7?> <S R? MSMN?G =FI=E
1BCM IP?HNMBRNCGCHA 1IN
JIFEEHA ;FAILBEGI CHBP HNJ>
QBC=B CM ?R?=0ON?> ;N MJ?=C"
=B;HACHA CHN?LP;RVK@HA
L?M?N

tue P;FO? >1?M HINAMONFCH
;HS =B;HA? NI B? +1- >;?GIHY M
JIFFCHA CHN?LP#K@H=S &H
@;=N <S OM@BARN=;F MSMN?G
=FI=E B? +1- =;F=0OF;N?> JIFCHA
NCG? QIOF>2G;CH B? M;G? ;H>
NBOM HINNMON¥CH GIRRJIF EHA

&@e NB? +NJ-F;N@ILGO?LPC="?
2JILNM QB;N?P?L CH@IOBINCN =;H
;<ION CNM IJ?L{H 1;==?MM R?M?
MN;CNDN¥M (EC8? MNGIH 1J?H?> CH

4 ILE<?H=B LCABNGFEB?
+NJ-F;N@ILGO?LPC=?.HR ;H> M?F?=]
ViewsSpyRemote (??J CH GCH>BJN
NB? HNJ> CM ; .+5 JU=?MM BIOM
+C;A;L; B;M HI =IHNLF IP?L QB;N CN
L?JILNM

+C;A;L; "HN?LILCM? 0?=0OLCNS ?MH@?L

N?M

P>

1CG? 0?LP?LMIJRLNC?M

1B?M? JLJ?LNC?M <?=IG? ;P;CF;<F? QB?H SIC=EB? >> <ONNIH

Property

>>L ?MM

-?7L *1>7?

Value

M?LP?L >IG;CH H;G?

>UJ >IQH F CMN

Description

#OFS KO ?> >IG;CH H;G? &-
;>>L?MM IL BIMN 'F?M;M @IBWN
+1- NCG? M?LP?L

12°"H?M NB? NSJ? |@ M?LP?L

Server  CHE=;N?NBM 8?2 =IHNIF?L
JFEN@ILG CM CH ; MEBHEN?AE?
NI NB? M?LP?L (BORA;L> NI NCG?
MSH=BLCT;EIH

Peer CHE=;N?NBMW B? JF;N@ILG
@OHZNNIM ;M ;H ?KO;F GOR?
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Property Value
OLMN ILIJ>IQHF CMMue IL false
>?@;OF
-L?@7?Rk ILIJ>IQHF CMMue IL false
>?7@;0F

*CH -IFF &HN?LP;F M?=IH>M >?@ NVF NI

*R -IF F &HN?LP;F M?=IH>M >?@ D NI

IHNLIFF?L OSMN?G 0?NOJ]*CN12EIOM

Description

M?LP?L (BCIRA;L> NI NCG?
MSH=BLCT;EIH

fase <S>?@;OF&@e QB?H M?LP?L
CMPL=B;<F? OJIH ?;=B JIFF ; <OLMN
I@ ?CABN J;=E?NRIM?HN CHMN?;> |
NB? OMO;F IH? J;=E?N 0J;=CHA
<?NQ??HBP "LMN ;H> M?=IH>
J;=E?NM CM ;<ION M?=IH>M NFI®

; GI>?G =F F NI =IGJF?N? QBCF?
MJ;=CHA <?NQ??Pd&;CHCHA J;=E?NM
CM ;<ION M?=IH>M

&@e >?MCAH;N?M; M?LP?L ;M
JL?@7?RE IP?L INB?LM @IL
MSH=BHCT;IH +IN? ;FMI B;N
JLCILCNSHRL NIJ BCAB?MN <INNIG
FIQ?MN CM ;FMI ?P;FO;N?> GI@RZOF
M?LP?LM?R2HN?R>

*CHCGOG JIF CHN?LP;F @IL +1-

G?MM;A?M I@LNI  +IN? N B;N

OHCNNMN? €H ZFIA <;M? NQI M?=IH>M [

IL NINB?JIQ?L @ H M?=IH>M +1-

=IHP?HRIH G?;HCHAI@LNIN B?

NB M?=IH>M NI NINB? NB
M?=IH>M

*'RCGOG JIFF CHN?LP;F @IL +1-
G?MM;A?M I@L NI +IN? N B;N
OHCNM €CH ZFIA <;M? NQI M?=IH>M [
IL NINB?JIQ?L @ H M?=IH>M +1-
=IHP?HRIH G?;HCHAI@LNIN B?
N B M?=IH>M NI NIN B? NB
M?=IH>M
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Chapter 12. Contr oller
(System)bMiscellaneous Graphics

$L;JBC=M PC?QN #OMNIG EMJIF;SM SICP;:N? OMCHBM$L;JBC=">CNIPC?@®L;JBC= PC?QM =IHN;CH =IFWIL
FEHEM ;H> GE=NILMPE;N?> NI <OGEHIA ;==?MM ;H> ;ONIGZNH MSMN?G =IHANL $L;JBC= PC?QM MOJJILN NQI
Target Media HxPxMedia @IL PC?QCHA CHQMRL IL WorkbenchPxMedia @IL PC?QCHA QHE<?H=B

Figure 238. $L;JBC=M G?HO

610 ;==?MMBCM G?HO <E=ECHBNIHNLIFF?L OSMN?G 0?NOCM=H?IOM $L;JBC=NME?HO CN?G

&H-C;AL; NBL?? 1@ B? QC>A?NM LOH CHQMRL OMCHA %1*) )CPE3-?I-F;S?L IHNLIF -;H?F ;H>

:G?L;4 C>A?N 1B?G;CHCHA QC>A?NM CRISMR=E 71IGOFC>?1*IOM?!IQH ONNIH ;H>
3C>?I*OAMCMNG-;H? L ?KOGL4 ?<);0OH=B?L ;H> LOH IONMC>?B@NQM?L WorkbenchPxMedia LOH Q8MDN
;>> COIH;F RKOQIG?HNM @HLE<?H=B/OHHCHA CB™MNQ?< 2& B?S PKOCGLNB? ;P; 4 ?<);0OH=B?L ;JJF?N
QBC=BEGMJF;SBA& IONMC>? I@MNULQM?L

$L;JBC=M PC?Q $L;JBC=M *;H;A?G?HN

1BCM PCTCMRN B 2RCEINA AL;JBC= PC?QM GEHABRCL ICMJF;S +;G? *?5C; ;H>-;L ?HN ICMJF;S -Bl 1BCM
PC?Q CM ;FMI QBSIO ;>> H?Q ;H> ?> CN ?RCMA AL:JBC= PC?QM

*L =B
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ONNIHM
Figure 239. $L;JBC=M PC?Q

1BCM PC?Q I3?HM QB?H SIO MAHNRINFF?L 0OSMN?G 0?NO3CM=7-H?IOM $L;JBC=M $L;JBC=M
*H;A?G?HN @G NB? G;CH G?HO

&H ;>>CBIH NI B? MN;H>% <ONNIHM [?F?N? M@EFOGH BIIM?L /?@RMB *;H;A? /?JILNM ;H>"RJILN NBCM
PC?Q JPC>?MBPM? =IHNIE <ONNIHM

\ & 55137HM ; PC?Q IL QCH>IQ @IL “ENCHA ; H?Q2=IL> CHBR >;N:<:M?

o

\ 3C?Q $L;JBC=EMJIF;SBMNM?F?=N?> AL;JBC=BZHNQM?L OMCHZeN-?MCAH;N?> GZ; NSJ?
=

\ $L;JBC=">CNIL 1IJ?HMB® M?F?=N?> AL;JBC=BA$NJBC=">CNIPC?Q @IL C8HA

\ *> C@S OCKRKM IJ?HNBAI> C@S 0ZRRNMCH>IQ QE&\QRBC=B NI N ?RCMA AL;JBC=PC?Q

JUJ?LNC?M 16 =;H =B;HA? NBB? PC?Q H;G? ;MMI=C;N?> C=IHTHrget Media NSJ? OMCHBCNI QCH>IQ

\ "> CN +:P IJ?HMB® "> CN +:P QCH>IQ QERBC=B NI =IH AGIQB?1? N8? AL;JBC= :JJ?:LM CIBN
MSMN2G&?HO MNLO2NOL

\ [?GIP? +;P >?F?N?M B? =OMNIG H;P "F? ;MMI=C;N?>BBRM?F?=N?> AL;JBC= PCBQMSMN?G
JLIGINM SIO NI =IH'LG MB? >?F?QIH 4B?H SIO =IH'LG NB? PC?Q HI FIHA?L ;3J?;LM CBIPMSMNM&?HO
MNLO=ROL
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IFOGHM

Column Description

ICMJF;S +,G? [?JILNM B? H;G? ;MMCAH?> NBRIAL;JBC= QB?H CN Q;MNB>

*?> C; /?JILNM B? NSJ? |@ AL;JBC= 1B? AL;JBC= NSJ? >?N?LGCH?NCRBM <? PC?Q?> £LHE<?H=B<LIQM?L IL
4 ?<);0H=B?L

-;L ?HN ICMJF;S -8l /?JILNM 8? 2/) QB?L ? NB? AL;JBC=2=IL> CM FI=;N?> BPN;N;<;M?

>>; AL:JBC= QCH>IQ
1BCM QCH=>IQIRC>?MBP JUJ?LNC?M NI ;>>; H?Q AL;JBC=

Figure 240. >>; H?Q AL;JBC=QCH>IQ

Property Value Description
3C?Q +,G? N?RN &>?HBI ?MBP H;G? 1@ B? AL;JBC=
3C?Q &=IH 'F? J;NB 12°H?M NB? FI=;NCIH |@ ;H C=IH NI
L?JL?M?HNBY AL;JBC=
LLA?N *?>C; >lUJ >IQH F CMN &>?HBI ?M QB2ANB? AL;JBC= QER?
OM?>4 ILE<?H=BIL NB? Q?<
%R-R*?> C;

1> C@S OUMMM QCH>IQ
1BCM QCH>IQ =IH"A?®M AL ;JBC=MIJRLNC?M

Figure 241. *I> C@S 0@NAM QCH>IQJIRLNC?M

610 ;==?MMBPM? JLI?LNC?M <S M?FZHN ; IQ CH B? $L;JBC=MPC?Q N;<F? @F?> <S =E=ECHBNI> C@S

*L =B
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0?NRHAM <ONNIH
1B? AL;JBC=M WI?LNC?M SIO =;H TN 2.>I=0G?HN?> CHBR Z >> ; AL;JBC= QCH>IQ[ NIJC=

"> CN +;P QCH>IQ
1BCM QCH>IQ =IHA®M QB?2.NB? AL;JBC=;JJ?;LM CHBBN+;P NI??

Figure 242. "> CN +;P QCH>1Q JI?LNC?M

610 ;==?MMBPM? JLI?LNC?M <S M?R?HN ; IQ CH B? $L;JBC=NPC?Q N;<F? @F?> <S =E=ECHBN> CN +P

<ONNIH
Property Value Description
+P +,G? N?RN 0J?=C™?M ; H;G? @ILB? H;PCA;SIH
NR?
ICMJF;S +,G? N?RN 0J?=C’?MBP H;G? |@ B? AL;JBC="F?
;M CN ;JJ?;LM CBMNH;PCAGIH Na?
-;L ?HN -;NB >UJ>IQH F CMN 0J?=C?M QBZLCHBP ?RCRINA
MSMN?G H;PCAMNBC?L5BS NI JF;=?
; H?Q G?HO CN?G
&H>?R HOG<?L 0J?=C"?M QBZLCHBP J;,L?HN BCM
G?HO CN?G CM FI=;N?> 1B? 'LMN
JIMCEIH @& F?@N NI LCABN IL NIJ NI
<INNIG CM R?H ;H> MIIH
&M 1?7@;8FBCF> true IL false 0?NMB?P =OL2HN AL;JBC= ;8N
>?@;FPC?Q GRNB;H IH? AL;JBC=
CM ;MMCAH?>BNL?HN PC?Q

1SJ?M |@ <CBHAM

0IG? <CH>CHAM QILE @ANFS ; =?LN;CH NSJ? I@ QC>A?N @IL ?R;GJF? ; <IOH> F;<C@GHACH> IB?L <CHHAM
G;S <? OM?> Q@&WM?P?L;F NSJ?M 1@ QC>A?NMEIANITBPBIN ;L? HIN ;P;CF;<F? CBNVSMN?G
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Figure 243. 1SJ?M |@ <CEBHAM

U ;==?MM RCM G?HO @A $L;JBC=">CNILI?H NB? 4 C>A?NL2? MC>? <;|>I0<F? =E=EB® I<D?=N CBN4 C>A?N
12? IL IHNB? =;HP;M

<ION <IOH> F;<?F <CHEGHAM

IOH> F;<?F <CHEHAM ?R=FOMCP?FS =IHH?=N ; P;FO? NI ; <IOH> F;<?F QC>A?N I0OH> F;<?FM QBC=B SIO =;H ;>>
@G NB? $L;JBC=M "ENIUIJOJ G?HO B;P? JLIJ?LNC?MB\N ;L? ;P;CF;<F? @LNB? JUJ?LNC?M MC>? <;L

Figure 244. 10H> F;<?F <CHEHA JU?LNC?M

1 ;==?MM R?M? JLIJ?LNC?M ;@N7?L >L;AACHAH>);<?F @G NB? ECN-BF?NN? NIB? -R "> CNIL>IO<F? =E=E
NB? <IOH> F;<?F 1B?M? II?LNC?M 2NIQ;L> NB8? <INNIG |@ R? EMN
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Property Value Description

.L> 1?7@;ORM Niull 12°"H?M NB? FI=;NCIH 1@B® >;N;
P;FO? NI <CH> NBRQC>A?N 1BCM CM ;
L?KOG> JLIJ?LNS @ILB? QC>A?N NI
<? <IOH>

&H; -130J <CH>CHABCM JBINB;N
>?MCAH;N?BPNIGJIIH?HN PC?Q
NI >CMJF;S @PNIJOJ QCH>IQ

1?AL;>? ?B;PCIL 1?7@;ORM N¥lone 0J?=C"?M QB;NB? OM?L M??M QB?H
<CHEHA =IGGOHC£MM ;2 HIN
‘P;CF;<F? &@ ; <CHA =;HHIN <?
OM?> BCM MI?LNS >?N?LGCH?M BIQ
NB? 2& >?AL;>?M AL;=?@ORIL
?R;GJF? C@ ; OM?L >I?M HIN B;P?
J?LGCMMCIH NI CHPIE? ; MJ?=C =
:=NCIH ; <ONNIH <IOH> NIB? ;=NCIH
=;H <? AL;S?> ION IL BC>>?H ?IGRFS

%SJI?LEHE 17@;ONM Niull )JCHEM NI ;HBPL I<D?=N 4B?H OM?>
NB? EHE CMGR® CBN<UQM?L IL CH
NB? AL;JBC= PC?Q

00GG;LS KF .O?LS MN;N?G?HN >?@@NI 0J?=C?M ; XMJF;S H;G? @B™N
> CMJF;S+,G? QC>A?N ;M N?RNIL<S G?;HM I@ ;
M=LCJN

-IJOJ "H;<F?> tue >?@;0F ILfalse 0J?=C’?M C@ ; M?=IH>;LS QCH>IQ CM NI
1J?7H QB?H ; OM?L <F=ENBQOIM F;<?F CH ;
<UQM?L IL NB? AL;JBC= PC?Q

ON;NOM @@=N NBL?2? IIN CIHM IH'AOL ?M QB;N B;JJ?HM QB?HBR
MN;NOM 1@ ; <IOH> P;FO? =B;HA?M

Color =B;HA?MBP <;=EAULOH>
=IFIL

Color and blink =B;HA?M BP
<;=EALUOH> =IFIL ;H> =;0M?MB®
P;FO? NI <GHE

None >CM;<F?M :HS@@NM QB?H
NB? MN:NOM I@ : <IOH> P;FO?
=B:HA?M

<ION P:FO? <CHGHAM

1B?M? <CHPHAM <CH> NI P;F@?NI;N? NSICF1S OH>?L ; =IGJIH?HN FO? <CHZHAM MOJJILN @?M®IO=B ;M
L?;F XCG? AL;JBC=M GIOM? IP{Hi> LCABNGFE ;=CIHM



+C;A;L; "HN?LILCM? 0?=OLCNS ?H@?L IHNLIFF?L OSMN?G J*CMEHP?IOM $L;JBC=M

1BCM JIJ OJ 13?HM QB?H SIO LCABDEERH I<D?=NIH ; -5 ALC>

Property Value Description

L > BIIM?L >?@;ORM Niul 1?°"H?M NB? FI=;NCIH |@BP >;N;
P;FO? NI <CH> NBRQC>A?N 1BCM CM ;
L?KOCE JLIJ?LNS @ILB? QC>A?N NI
<? <|OH>

1?AL;>? ?B;PCIL >UJ >IQH F CMN >?@{KMNone 0J?=C ?M BIQ B? CHN?L@;€M\JF;SM
CHPE> IINCIHM #IL ?R;GJF? C@ ;
OM?L >I?M HIN B;P? J?LGCMMCIH NI
CHPIE? ; MJ?=C’= ;EMH ; <ONNIH
<IOH> NI NB;N ;=NCIH =;H <? AL;S?>
ION IL BC>>?H ?KIRFS

%SJI?LEHE BIIM?L >?@;ORM Niul )JCHEM NI ;HBPL I<D?=N 4B?H OM?>
NB? EHE CMGR® CBN<UQM?L IL CH
NB? AL;JBC= PC?Q

00GG;LS BIIM?L >?@;ORM NI 0J?=C?M ; XMJF;S H;G? @B™N
> CMJF;S+,G? QC>A?N;MN?RNIL<S G?,HM I@ ;
M=LCJN
-IJOJ "H;<F?> tue >?@;0QF ILfalse 0J?=C’?M C@ ; M?=IH>;LS QCH>IQ CM NI

1J?7H QB?H ; OM?L <F=ENBQOIM F;<?F CH ;
<UQM?L IL NB? AL;JBC= PC?Q

1SI?M @ IHP?LN?LM

IHP?LN?LM ;2 J;LN |I@ BP? MSMNMFIAC= @?/MDLLB?S =B;HA? >;N; @LIH? NSJ? NI ;HIN B?L @IL ?R;GJF? ;
MN;NOM IIF?;H NI ; MN;NOM+OG?LCB;M[;NLI=?MM QBC=B IONJONM ;H CP?HNFO? <?=IG?M ; HOG?LC= P;FO?

CH B? H?RN JE?MM &H GIMN =M?M QB?H SIO ;HCG;NR?UNS B? =ILL?=N >;N; =IHP?LN?L ;JJ?;LM <S
>?@;F ;N R? NIJ 1@ B? EMN
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Figure 245. 1SJ?M 1@ =IHP?LN?LM

1B? @HQCHA NSJ?M 1@ =IHP?LN?L®QF;<F? QB?H OMCHA ; P;FO?GIaA>

\' & IIF?;H 1 10CGJIF? =IHP?LNM ; HOG<?L >;N; NSGME NI >IO<F? Nl al;N NI FIHA NI CHN?A?M@EHA CH
; P;FO? @IL; 1IF?;H @;FM? IL C@ ; IIF?;H NLO?

\' &IIFZH1I1IIF?,HB;M;  FalseValue  =IHP?LN?L JI?LNS Q@\ >?@;0% P;FO? 1@1B? >?@;0ON E??JM
NB? MN;NOM IIF?;H P;FO? CH MSHBBEXOWIOE? IIF?;H P;FO? &@alse Value CM M?N NIBNEHE?>
MN;NOM IIF?;H P;FO? CM 1JJIMCN? +B?NVIOE?

\ &"HOG NI 0CGJF? =IHP?LNM ;H ?HOG?L;N?> P;FO? NI ; MCGJF? P;FO?
\ & "HOG NI "HOG =IHP?LNM IH? ?HOG?L;N?> P;FOBRIMG? NSJ? |@ P;FO?
\ #CR?>0CGJF?

<ION MJ?=NLOG <CHHAM

1BCM <GEHA ;HCG;N?>; QC>A?N M <LOMB =IRRLBS <S G;JICHA ; HOG?LC= P;FO? CHNI ; =IFIL L;HA? >?"H?>
<S FIQ IFIL GC> IFIL ;H>BCAB IFIL JUJ?LNC?M

Figure 246. 0J?=NLOG CH3HA JU?LNC?M

Property Value Description

L > BIIM?L >?@;ORM Niull 12°"H?M NB? FI=;NCIH |@B® >;N;
P;FO? NI <CH> NBRQC>A?N 1BCM CM;
L?KOG> JLIJ?LNS @ILB? QC>A?N NI
<? <|IOH>

1?AL;>? ?B;PCIL BIIM?L >?@;ORM Niul 0J?=C"?M BIQ B? CHN?L@;<MJF;SM
CHPE> IUINCIHM #IL ?R;GJF? C@ ;
OM?L >I?M HIN B;P? J?LGCMMCIH NI
CHPIE? ; MJ?=C’= ;€M ; <ONNIH
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Property Value Description

<IOH> NI NB;N ;=NCIH =;H <? AL;S?>
ION IL BC>>?H ?1ARFS

4 C>A?N J1?LNS >J >IQH F CMN 0J?=C ?MB® N;IA?N JLJ?LNS CH3R
<CHEHAWJ;L?HN QC>A?N #IL
?R;GJF? C@NMJI?=NLOG <THHA B;M
; <IOH> F;<?F J;L?HN BCM II?LNS
=;H =B;HA? B? <;=EALOH> IL
@IRAUOH> JLIJ?LNS 1@ B J;L?HN
F;<?F 60 =;H N;LA?N IHFS IH?
JUIJ?LNS CH3R J;L?HN QC>A?N J?L
<CHEHA IIN;LA?N GIL? NB;H IH?
;>>;>> COlIH;F <CHPHAM

)IQ IFIL =BlIM?L 0J?=C?MBP =IFIL @ILBP FIQ?MN
P;FO? ;MMCAHG?HN 4BBR §{OH>
N;IA?N P;FO? CM FBMHVNBP M?NJICHN
GCHOM ?RN?EBRG>?><SNQI CN
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Figure 248. &H=AG?HN M?N JICHN <@ JO?LNC?M
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Figure 249. 0J?=NLOG M?N JICHN CE#A=II?LNC?M
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Figure 252. "R;GJF? AL;JBC=PC?Q
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Figure 253. $L;JBC=">CNIL PC?Q
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Figure 254. $L;JBC=">CNIL =;HP;M
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Figure 257. $L;JBC=M MC>? <;L
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Chapter 13. Threat Levels
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:H ;==?MM LCABN OMKIHBI®;N F?P?F
ALUOJ CM ;MMCAH?> NI ;=RIF>?L
4 CBINB? NBI?;N F?P?F K0J ;MMCAH?>
NI ;H ;==?MM LCABN SIO =;-CREICM
>?@;FF?P?F P;FO?B)ON B;PCHA NI
=B;HA? B? ;MMCAHG?HN BPN==?MM
LCABN

=NCP? ,[>CH;F L?;> IHFS ICMJF;SMBN ;=NCP? =CRHN BI?;N
F?P?F ;M ;H CHN?A?ECH;FM?INB?
=B;L;=N?LCBANC>?ERLVEWN ;L?
J;Cl2> QCBIMNLCHA CE?HNBYN =;H
<? ?>CN?> 1B?M??=H?> N;AM CH
?HOG?L;N?> >;N; NSJ?M QB?MB?[?
CM ; EM2N? L;HA? |@ P;FO?M 1BCM
IL>CH;F CRMJF;S?> 8CH <L;=E?NM9 [H?RN
NI NB? MBL?;N F?P?FCGMJF;S N?RN N;A|
CH IB?L JIW?LNC?M

1?H;HN 2@ =BIIM?L 12°H?M NB? =IGJ;HS H;G? |@
NB? :MMI=C;N?> N?H;HN

00GG;LS 1<
1BCM N;<CMJF;SM CH@CIB;NION B? M?F?=N?BIR;N F?P?F K ;H> CH>C=;N?M =@HN ;=8BP? F?P?F ;H>
>?@;F;==?MM LCABN F?P?F

Figure 272. 1BI?;N F?P?F KL MOGG;LS

0IG? JL 1J?LNC?M 2.HIN JIJOF;N?> OHDF SIO M;PBNALOJ &H B? ?>CNB\P;N F?P?F kI PC?QNB?M?
JLIJ?LNC?MGMJIF;S =@HN CH@ILGIN CH=RTHAGHEM NBN;JJL IJLC;N? ?>CN PC?Q @IL ; MJ?=C'=JC?=? |@
CH@ILGWH #IL ?R;GJF? Hierarchy = Remote Stations ;H> Activation Badges JLIJ?LNC?MGMJIF;S ;I@IHFEM

Property Description

1S8J? &>?HBI ?MBP 1?=IL> NSJ? &HBITM =;M? CN GI2;N\F?P?F KL
1BI?;N )?P?F $lOJ +;G? ICMJF;SMBR H;G? |@ B? ALOJ

-NB &>?HBI ?MBP FI=;NCIH |@BP ALOJ CH B? MNGIH

=NCP? )?P?F /?2JILNM 8?2 =OL2HN AIDJ F?P?F
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Property Description
1?@;0OR ==?MM /CABN 2BL)?P?F /?JILNM 8? HILG;F F?P?F @B?MILOJ QB?H CN CMCE\N?>
1?H;HN &>?HBI ?MBP N?H;HN @IL QBIM? FEGIN OM?BCMBIP;N F?P?F k)

=NCP;QIH ;>A?M N;<

1BCM N;< [RC>?M MN;H>tMMCAH GI>? =IHNIM @IL ;>EHA ?RCHMN ;=CP;NIH <;>A?M NI B? H?Q BL?;N F?P?F
AUOJ H ;=N CP;QIH <;>A? CMBY <;>A? ;MMCAH?> ; J?LMIH QBI CNMIUIHMC<F? @ILCPNRHAB? NBL?;N F?P?F
AUOJ

Figure 273. =NCP;QIH ;>A?M N;<

1 ;==?MM RCM N;< CH ; 00J?LPCMICMNEEBSMN?G 0?NOJ1BI?;N )?P?F $LlOIM >I0<F? =E=E ; AIOJ LIQ CH
NB? N;<F? ;H>=CG=EBP =NCP;8IH ;>A?M N;<

610 ;==?MMBCM N;< IH?GIN? =IHNIFF?LM IHFS QB?H SIO OBPX];A? 1?PC=?M <ONNIH NI ;>> ;H ;=ICP;8IH
F?P?F CHJON >?PC=?

Table 62. =NCP;8IH ;>A?M N;<F? =IFOGHM

Column Description

L ?>?HIC;F [?JILNM 8? M?KO?KN- HOG<?L ;MMCAH?BRIKN>A? 1B? =;L>
?;>?L OM?MBICM HOG<?L NIG:EN? ;==?MM

#,=CENS 1>? &>?HOI ?MBP JBSMC=;F <@ |A;HCT;NIH IL =;GJOM QB72.NB?
<;>A? G;S <? OM?>

1?M=LCIBIH <;>A? -LIPC>?M ; G?;HCHA@OPRQUMBILN JBL;M? NI B?FJ SIOGG?G<?L NB?
JOLJIM? IL =B;L;=N?LCDANV |@N<;>A?

4 C?AH>#ILG:N &>?HBI ?MBP QCLCHA MN;HX@IL BR? =;L> L?;>7L

ON;NOM /?JILNM ? =O12HN =IHXGIH |@BP ?HENS ;M I@N-; MNP @MB
U;F,LGW OM;<F?>W U>IQHW NU@ JWEW UMN;F?W UOH;=E?> F;LGW

j;MN +,G? /2JILNM B? @;GCFS H;G? I@?N?LMIH

#CLMN +,G? /?JILNM 8? ACP?H H;G? IBRNJ?LMIH

1?H;HN +,G? [?JILNM B? H;G? |@ B? ;MMI=C;N?> N?H;HN

=NCP? 1BLN )?P?F ICMJF;SMBR =OL2HNS ;=RP?BI?;N F?P?F

==?MM /CABNM N;<
1BCM N;< [RC>?M MN;H=>[MMCAH GI>? =IHMIM @IL ;>€HA ;==?MM LCABNBP MI7Q BL?;N F?P?F K]
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Figure 274. ==?MM /CABNM N;<

11 ;==?MM BCM N;< CH ; 00J?LPCMICMNBEBSMN?G 0?NOJ1BLZ;N )?P?F $10IM >I0<F? =E=E ; AIDJ LIQ CH

1BCM N;< CM ;P;CF;<F2GIN? =IHNIFF?LM IHFS QB?H SIO OBP*¥;A? 1?PC=?M <ONNIH NI ;>>;H ;=ICP;QIH
F?P?F IONJON >?PC="?

Table 63. ==?MM LCABNM N;< N;<F? =IFOGHM

Column Description

==?MM /CABN +;G? &>?HO ?MBP ICR? |@BP ;==?MM LCABN ;MMI=C;NB=NEYCNHIINS
0=B?>OF? +,G? [?JILNM B? H;G? |@ B? ;MMI=C;N?> M=B?>0F? C@ ;HS

&HN?ALCNH +,G? +CAL; &HN?ALRIH & /2JILNM B? H;G? 1@ B? ;MMI=C;N?> CHN?8lHN\:! 1B? MSMN?G J?L@ILGM
<OCEHA ;ONIG;NIH ;=ICIHM MO=B ;M NOLHCH2ABNM IH ;MMI=C;N?>
QCBINBCM NSJ? |@ &!

1?H;HN +;G? 1?7H;HN [?JILNM B8? H;G? 1@ B? ;MMI=C;N?> N?H;HN
1BI?;N )?P?F $10J +,G? [?JILNM 8? H;G? |@ B? ;MMI=C;N?BIP;N F?P?F L)

[?GIN? ON;NCIHM N;<
1BCM N;< [RC>?M MN;H=>tMMCAH GI>? =IHNMIM @IL ;>EHAIGIN? MN;8IHM NI ; BI?;N F?P?F KLJ
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Figure 275. /?GIN? ON;NCIH N;<

1 ;==?MM RCM N;< CH ; 00J?LPCMICMNEFEBL?;N )?P?FM 1BI?;N )?P?F $lOJM >IO<F? =E=E ; AI0OJ LIQ CH
NB? N;<F? ;H>=E=EB®/?GIN? ON;NCIHNN;<

Table 64. /?GIN? ON;NCIHM N;<F? =IFOGHM

Column Description

ICMJF;S +,G? /?JILNM B2 H;G? NB;N >?M=LC<BPRP?HN IL @OBHN

ON;NOM /?JILNM B? =OL2HN =IH<GIH |@BP ?HKENS ;M I@N-;MN@MB U;F,LGW
UXM;<F?>W U>IQHW NV@ DEW UMN;F?W UOH;=E?> F;LGW

11 ICMJF;S -;NB ONLCHA 17°"H?M NB? MNGIH J;NB8 @ILBCM TIH?

1BL?;N )?P?F 0?NOJ PC?Q

1BCM PC?Q ;H> N;< 2BL)?P?F 0?NOJ 2IN?M ?€NM IL >?F?NBM;N F?P?FM 2M@EMIPC?Q SIO;N? SIOL
IQH =OMNIGCT?BI®;N F?P?F MSMN?G
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=NCP;NIH :F?LN :H> :F;LGOHEM
Figure 276. 1BI?;N )?P?F 0?NOJ N;<

1 ;==?MM BCM PC?Q N;<C=HBBI?;N )?P?FM 1BI?;N )?P?F 0?NOJ

1B? PC?Q B;MQ;P? =IHNLF <ONNIH ;N8? N1J |@ B? PC?Q ;% ;H>; 1BI?;N)?P?F 0?NON;< QCBINQI G;CH
;L?;M NB;N =IHN;CH J?LNC?M NI =IH’AOL

1B? =B?PIHM NI B? LCABN I@”NM? JLJ?LNC?M ;==?MM ;F;LGIRLNC?M NI =IH"ACL@IL ?;=B NSJ? I@IX;N F?P?F
MCNGM

\ H Activation Initiated Alert =IH'AOL?M R? ;F;LG NI A?H?L;N? QB?H SIOL ;H ;BN.CT?> J?LMIH
MQCJ?M B¥;N F?P?F K)J ;=NCP;8IH <;>A?

\ H Activation Failure Alert =IH AOL?M R? ;F;LG NI A?H?L;N? QB?H ;H ;@LCT?> J?LMIH MQCJ?> ;
NBL?;N F?P?F KLJ ;=NCP;8IH <;>A? <ONBP MSMN?G Q;M OH;<F? NCEBN?7B? ALOJ

\H Activation Complete Alert =IH'AOL?M R? ;F;LG NI A?H?L;N? QB?H ;H ;=CP?B?;N F?P?F K0J CM HI
FIHA?L H??>?>

\H Activation Mismatch Alert L?F;N?M NI ; >;N;<;M? RIRC=;8IH M=?H;LCI QB?NB? =OL2HN ;=RP?)?P?F

|@ ; 1BI?;N )?P?F AIOJ >I1?M HIN G;N=B B? ;=NCP?)?P?F I@NLBI?;N )?P?F AlOJ CH R? >;N;<;M? NB;N CM
<?CHALIRC=;N?>

\ H activationFailureAlarm A?H?L;N?M QB?H ;H ;€R;8HA ; BI?;N F?P?F @;CFM NPNQ IL B;M ;
JU<F?G ;=NCP;QHA

"=B ;=NCP;NIH ;F?LN ;H> ;=DP;8IH @;CFGLLG JLIPC>?M ; M?N 1@ C2HNJIO?LNC?M QBC=B #I=0G?HN?>

CH; M?J;L;N? NIJC=
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1BL?;N )?P?F /;HA? N;<F?

1BCM N;<F? M?NM OJGIEE=?MM <;M?> IBN=OL2HN BI?;N F?P?F #IL ?R;GJF? CH ; L;HAPGAI?LI NI

P?  ;J?LMIH ;MMCAH?> NI F?PBE2®  QIOF> B;P? ;==?MM NI ; MJ?=C = FI=(\H QB?HBI?;N F?P?FM

NBLOAB ;L ?;=NCP? <ON QIOF> HIN B;P? ;==?MMBRINNG? FI=;NCIH QB?H F?P?FM ;H> 7L,=NCP? 1BCM L;HA?
>?'"H?M B? G?;HCHA |@ ?;=B F?P16 ®;MN MCAHC =;HN NI GIMN M?P?L

1QI <ONNIHM MOJJILRN=IH AOL;NCIH |@BN?;N F?P?F L;HA?M

©
\ >>|J?HM NB? >> QCH>IQ @IL 2{NCHA ; H?QBI?;N F?P?F

=
\ "> CN IJ?HM ;H N QCH>1Q @IL =B;HACHA ; M?FBIRR-HPP M JLI?LNC?M

1B? N;<F? MOGG;LCTB@ NH AOL?> NBI?;> F?P?FM

Column Description
)?P?F MMCAHM ;H ;L<CNL;LS HOG<?ERNI>=LNBI?;N F?P?F
+G? -LIPC>?M ; >?M=LCIN |@B® F?P?F

=NCP;NIH ;F?LNM

1B?M? ;F?LNM =IH"AQE?LN JU?LNC?M @BN@HQCHAB?;N F?P?F ;€N¥;NIH MN;N?M GR;NIH &HTN?>
=NCP;QIH #;CFOL=NCP;QIH IGJF?N? =NCP;8IH *CMG;N=B ";=BAlarm Source Info JUJ?LNS ?RJ;H>M <S
=E=ECHBMNC=IH NIBP? LCABN I&’NLJ?LNS NI >CMJF;S (VIN |@ ;E8lIIH;F JLJ?LNC?M ;M @&IBM

F?LNM GIHCNIL >;N; MM QBC=B QB?H NLOTEN2BPI? CM ;H CMME)R RPKOCGM ;NN?BMN #IL F?LNM
NB?L? CM HI NI+ILG;F NL;HMCN
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Figure 277. F,LG 0IOL=? &H@I ;>;IJN?> NIBN?;N F?P?FM

U 13?H N BCM N;<I@NB? G;CH G?HO €=E ?RJ;HA4BI?;N )?P?FM:-FEE=HEBI?;N )?P?F 0?NOH> =FC=E ; =B?M

NI ?RJ;H>; M?N I@ F;LG 0IOE? &H@| 11?LNC?M

Property Value Description
F,.LG F;,MM >UJ >IQH F CMN 0J?=C ?MB® ;F;LG LONCHA 1JEIHM
;H> JLCILCNS QBBIONBIP;N F?P?F CM
;=NCP;N?>
OIoL=? +;,G? N?RN ICMJF;SMBR H;G? |@ B? ?HRENSBNN

A?H?L;N?>BICM ;F;LG #ILB\?;N F?P?H
G;H;A?G?HN NBCM N?RN =;H CS@$\
NB? NBL?;N F?P?BINN Q;M ;=KCP;N?>

11 #,0FN PRN N?RN 1?°"H?M NB? N?RN MNLGHW;807?;LM
IHNB? F;,LG IHMIF? QB?H NBCM
NBI?;N F?P?F CMCRIN?>
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Property Value Description
1,@ @HILG;FZRN N?RN 1?°"H?M NB? N?RN NIGMJF;S QB?BN
NBLI?;N F?P?F NL;HMdM NI ;H ;F;LG
MN;N?
U +ILG;F1 ?RN N?RN 1?7°"H?M QB;N NI >CMJF;S IHB? F;LG

IHMIF? QB?H NB? NBL?;N B;M J;MM?>
;H> CM HI FIHA?L ;€¥p?

%SJ?LEHE b L> )KO?LSIL'F? N B I7H?MNB? L> ) .O?2LSILIN B
NI ;HINB?L FI=;ICIH  NBL2;N F?P?F
;F;LG M?HN NBR =IHMIF? ;=BP;N?M
NB? %SJ?LEHE <ONNIHCFECHBOM
<ONNIH =;H NL;HM@7L ;H 1J2L;NIL NI
>> CBIH;F CH@ILGIN ;N BCM
FI=;NCIH

OIOH> #CF? ‘F? J;NB 12°"H?M NB? J;NB NI ; MIOH> "F? R;N
?R?=0ON?M QB7BPNBL?;N F?P?F CM
=NCP;N?> &H 4< 2< -LI'F? GI>?

HIH %R GI>? SIO =;H <LIQM? NI

NB? 'F? NI OM? ;H> €EE ;H ;UQ

C=IH NI B? LCABN |@”?N®@IF>?L C=IH N
N?MNBRIJ;NB NB;N SIO ?HN?>

FLG &=IH “F2 INB 12°"H?M NB? FI=;NCIH 1@ ; AL;JBC="F?
NI ;>> NI NB? \CG?MN;GJ =IFOGH 1@
NB? ;F;LG N;<F? CHBR IHMIF?
/2=CJC?HN PC?Q

F;,LG &HMNLCHIM "> CNONNIH -LIPC>?M ?H> OM?L CHMNHO=QB?H
NBCMBIP;N F?P?F CMCPINN?> E=EB?
"> CNONNIH NI 1J?H BI? Edit QCH>IQ
@IL QILECHA @GNLG CHMNLCHM

*?N; LN; N?RN -LIPC>?M ;>X@lIH;F CH@ILGIN
;<ION NB? MIOE? |@ B? NBI?;N

>> |L?> CNBW?:N F?P?F QCH>IQ
1BCM QCH>IQ ;>>M H?BINN F?P?FM ;H> @NM ?RCHABER;N F?P?FM

Figure 278. >>NBI?;N F?P?F QCH>IQ

610 ;==?MMBCM QCH>IQ@NB? G;CH G?HO <S EEECHBSMN?G M?NOJBI?;N )?P?FM 1BI?;N )?P?F 0?NOJ
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‘H> =FC=ECHBN>> <ONNIH @

Property Value Description
)?P?F HOG<?L >?@;0FNM NI )IQ 12°"H?M ; HOG<?L NI CHE=;N?B?®
+ILG;F ;H> %CAB M?LCIOMH?MNBREBW;N =IH>CGIH
610 >?=C>?
+,G? N?RN MMCAHM ; >?M=0BMH;G? NI B?
F?P?F

"> CN CHMNLIGWNQCH>IQ
1BCM QCH>IQ CNMBIR;N F?P?F CHMNILOMN

Figure 279. "> CN ;F;LG CHMNLUEBMQCH>IQM

1 ;==?MM RCM QCH>IQ@NLB? G;CH G?HO €FHBI?;N )?P?FM 1BI?;N )?P?F 0?NOPRJ;H> ;H ;=NCP;NIH ;F?LN
;H> =FC=EB? "> CNONNIH H?RN Aldrm Instructions
"> CN G?N;>;N; QCH>IQM

1B?M? QCH>IQM ;>>FacetKey QBC=B CM ;BN H;G? @IL G?N;>;N; ;MMI=C;N?> 8@B? NBI?;N F?P?F
*?N;>;N; JL IPC>? ;>>C@lIH;F CH@ILGJN ;MMI=C;N?> @QBI? NBL?;N F?P?F ;F?LN
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Figure 280. "> CN ;F;LG G?N;>;N; QCH>IQ

610 ;==?MMBPM? QCH>IQM@MNB? G;CH G?HO <S EEECHHSMN?G 0?NOJ1BI?;N )?P?FM 1BL?;N )?P?F 0?NOJ
?RJ;H>CHA ;H ;=0P;QIH ;F?LN IL ;F;LG ;H> €EECHBMNEdit <ONNIH NIB? LCABN |@?Neta Data JLIJ?LNS
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Chapter 14. LDAP network driver views,
tabs and windows

1B? N;<M PC?QM ;H> QCH>I@MIIE;H;A? NB? CHN?L@;=? <?NQ??H SIOL MSMN?G ;H> ;H)! - M?LP?IC@@H=2N
NB? >?PC=? G;H;A?G?HN N;<M PC?QM ;H> QCH>IQM

&H=FO>?7>32INB?M? @7?;N®L

NNLC<ONECM=IP?LS
NNLC<ON? G;JICHA NI MSMN3E@NC?M
1B? ;<CENS NI JCHZ?N! - M?LP?L
&GJILN @iLNB?)! - M?LP?L
MN;H>;> H?NQILE >LCP?L ;>>?> NBR/?GIN? ILCP?LMPC?Q JPC>?MBPM? )! - @OH=KIHM

\
\
\
\

)! - +?NQILE PC?Q
1BCM N;< MBIQM MN;H3IULI?LNC?M @B™N! - +?NQILE >LCP?L
) - +?NQILE N;<

Figure 281. )>;J +?NQILE PC?Q Q@N)>;J +?NQILE N;<

U ;==?MM RCM N;< H;PCA;N?INNLIFF?L OSMN?G 0?NOJGIN? I?PC=?M /?GIN? ILCP?LMH> >I0<F? =E=E
SIOL)! - H?NQILE >?PC=? >LCP?I1Q.CH B?/?GIN? ILCP?LMPC?Q

1B? PC?QOR? )>;J +?NQILE CHBICM ?R;GJFBAM H;G? G;S <? €@7HN CH SIOL MSMNZTMIF;SM BRINIJ
F?@N =ILH?L ;<IPBMNO;P? ;H> ILCP?LMCHEM

1BCM N;< NOLBM)N H?NQILE IH ;H> @ @ ;H>2JILNM H?NQILE MN;NOM &EQHIF-+NI B? MN;H>:% JLIJ?LNC?M
Status Enabled FaultCause  Health ;H> Alarm Source Info NB?M? JLJ?LNC?M MOJJILBN>;J
+?NQILE
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Property Value Description

-CHA *IHCNIL ;>> CBIH;F JLJI?LNC?M )JCHEM NI ; M?N I@J2LNC?M @IL
=IH"AOLCHABY JCHA GIHCNILB®
G?=B;HCMG @IL =IH'LGCIBA R?;FB
@ >?PC=?M IBNH?NQILE

[?@7?L N}CHA *IHCNIL

10HCHA -[E=C?M ;>> COIH;F JLJ?LNC?M )JCHEM NI ; M?N I@J3LNC?M @IL
=IH"’AOLCHA H?NQILE NOHCHAQTM
LOF?M @IL QLCN?2EPKO?MNM
@G JIF EHA

[?@7?L NLOHCHA -[B=S

-CHA *IHCNIL
Figure 282. -CHA *IHCNIL JLJ?LNC?M

Property Value Description
-CHA "H;<F?> tue >?@;0QF ILfalse 10LHMBR OM? I@R JCHA GIHCNIL IH
H> @@
-CHA #2KO?H=S BIOLM GCHON?M M?=IH>M 1?°"H?M BIQ @RKO?HKS BP? MSMN?G
JCHAMBR M?LP?L
F;LG ,H #,CFOI? tue >?@;0F ILfalse IHNLIFM QB™BPL IL HIN B? MSMN?G

CMMO?M ;H ;F;LG QB?H ; JCHA @;CFM

ON;LNOJ F;LG I?F;S BIOLM GCHON?M M?=IH>M 12°’H?M ; Q;CNCHA J?LCI> <?@INB?
MSMN?G CMMO?M ;H ;F;LG @B?H N
JCHA @;CFM

+0OG /?NLC?M 2R -CHA #;CF HOG<?L 1?°"H?M NB? HOG<?L I@NLC?M OHN

JCHA CM MO==?MM@OF

10HCHA -IE=S
H?NQILE¥I NOHCHAGHS >?"H?M LOF?M @IL QB?H NI QLCN? NI ; QLARZ;dFZHN ;H> BIQ NI >?N?LGCHBN
@IMBH?MM |@;31L?KO?MNI@LIF FEHA
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Figure 283. )! - +?NQILE1 OHCHA -[B=S J0?LNC?M

Property Value Description
*CH 4 LCNTG? BIOLM GCHON?M M?=IH>M>7@;0ON  0J?=C ?MB®P GCHCGOG ;:GIOHN I@
NI CH'HCNS NCG? :FIQ?> <?NQ??H QLCN?M N|

QLCN;<F?IRS JICHNM ?MJI?-KSF
IH?M IB;N B;P? IH? IL GIL ?
FEHE?> CHIJONM 1BRGHIM ; Q:S
NI NBUNNF? L;JCBS =B;HACHA
P:FO?M MBM IHFSBP F;MN P;FO7
CM QLCNN?H

1B? >?@;OFP;FO? XM;<F?HCM
LOF? =;OMCHAPFO? =B;HA?M NI
;NN?GJIN NI QLCN?

*R4 LCNXAG? BIOLM GCHON?M M?=IH>M>7@;ON 0J?=C ?MBP G;:RCGOG ;:GIOHN
NI CH'HCNS @ 8G? NI Q;CN <?@I?QLGDHA
NB? P;FO? CH =;M? BIBHA ?FM?
B;M NLCAA2L; QLCN? NI QLCN;<R?
JLIRS JICHNM HS QLCN?GHN
L2M?NNBEIMOIG 2L

1B? >?@;0OF >CM;<F?HCM LOF7
L?MOEHA CH HLE?> ROQLCN?M

4 LCN? H"H;<F?> true >?@;QF ILfalse 4B?H CNM MN;NOM NLIHM GL
>CM;<F?> NI ?H;<F?> >?"H?M ;
QLCN?;<F?IRS JICHNW<?B;PCIL

tue CHCM?M ; QLCN? QBBA N
NL;HMTIN |==OLM

fase  JL?P?HNM : QLCN? QBB N
NL;HMTIN |==0OLM

4 LCN? ,HON;LN true >?@;0F ILfalse N MN;:8IH MN;LNOJ >?"H?M ;




)! - H?NQILE >LCP?L PC?QM N;<M ;H> QCH>IQM +C;A;L; "HN?LILCM? 0?=0OLCNS ?MH@?L

Property Value
4 LCN? ,H2J true >?@;QF ILfalse
ON;F? €G? BIOLM GCHON?M M?=IH>M NMINDF
T?U

Description

QLCN?;<F?IRS JICHNW <?B;PCIL

tue CHCNI?M ; QLCN? QBBHR N
MN@GIH "LMNP{=B?M ; MN?;>S
MN;N?

fase JL?P?HNM ; QLCN? QBBH N
MNGIH "LMNP{=B?M ; MN?;>S
MN;N?

4B?H NB? JICHN ;H> CNMZHN
>?PC=? NL;HMIENEE >IQH NI
0J >?'H?M ; QLCN?;<F?IRS
JICHNWY <?B;PCIL

tue CHCM?M ; QLCN? QBBA N
NL;HMTIN |==OLM

faise JL?P?HNM ; QLCN? QBBH N
NL;HMTIN |==OLM

12°’H?M NB? J?LCI> |@CG?
QCBION ; MO==?MM@®F L
CHE=;N?><S ;2> MN;NOM |@
UIEW ;@N7?L QBC=B ; NMCPIRD? C
=IHMC>?> NI <? NIl IF> NI <?
G?;HCHA@OF MN;F?

HIH T?L | P;FO? =;0M?MBR
JICHN NI <?=IG? MN;F? MN;NOM
MN;F? @@ NH AOL?> NCG?
?F;IJM?M QBION ; MO==?MM@OF
L?;> CHXC=;N?><S /?;> 0N;NOM
{ok}

1B? >?@;OFP;FO? TRL> CM;<F?M
NB? MN;FO&G?L =;,0MCHA JICHNM
<?=1G? MN;F? CGG7;N?FS QB?H
OHMO<M=LC<?>

M

NI

)>;J 0?LP?LM N;<
1BCM N;€MNM IH? IL GI)>;J M?LP?L



+C;A;L; "HN?LILCM? 0?=OLCNS ?H@?L ) - H?NQILE >LCP?L PC?QM N;<M ;H> QCH>IQM

Figure 284. )>:J0?LP?LM N:<

1 ;==?MM BCM N;< GABSMN?G 0?NOJ/?GIN? 1?PC=?M /?GIN? ILCP?LM>|O<F? =E=E SIOL )! - H?NQILE
>?PC=? >LCPRQ CH B?/?GIN? ILCP?LMPC?QH> =FC=EB¥? )>;J0?LP?LMN;<

IHNLIF <ONNIHM
&H ;>>CBIH NI MN;H>3=IHNILF <ONNIHM 'GN [?F?N? %SJCHE #CHR/?@PRMB ;H>"RJILN B?M? <ONNIHM
MJ?=C =FS ;JIFS NI )! -

\ +?Q 1I3?HM ; QCH>IQ QCRBIJUJ?LNC?M NI =IH'AQLNB? =IHH?=BIH <?NQ??H SIOL MSMN?G ;H>;H)! -
M?LP?L

\ -CHA M?H>M ; =IGG;H> NIBR )! - M?LP?L NI P?LC@BN=IHH?=RIH

\ #IL=? &GJILN @L)! - M?LP?L IJ?HM N B? &GJILN -P@7AH=?M QCH>I@IO OM? BICM QCH>1Q NP5N?

; H?Q >:N;<;M? 1@ J?LMIHH?R£IL>M IL NI =IGIF?N?FRUF;=? ;H ?RCIANA J?LMIHH?F >;N;<;M? @%>
CGJILN >?F?N?NW FRCOHNA=IL>M CHBR >;N;<;M?

WARNING: !l HIN =F C=EBCM <ONNIH OHF?MM SIO CHN?H> K8 MNLLNF®L

IFOGHM
Table 65. )!- M?LP?L PC?Q =IFOGHM

ICMJF;S +,G? [?JILNM B2 H;G? NB;N >?M=LC<BPIRP?HN IL @ O&HN

IHH?=NCIH 2/) [2JILNM 8?2 )! - M?LP?LYM >IG;CH ;>>1?MM

ON;NOM [?JILNM B? =O12HN =IHXGIH |@BP ?HENS ;M I@N-;MN@IMB

U;F,LGW OM;<F?>W U>IQHW NU@® JJEW UMN;F?W UOH;=E?> F,LGW

"Hi<F?> [?JILNM C@N@OH=N CM NOLH?>title  IL |@@false

#,0M ;0M? &HE=;N?NBRI?;MIH @IL ; @;0F




)! - H?NQILE >LCP?L PC?QM N;<M ;H> QCH>IQM +C;A;L; "HN?LILCM? 0?=0OLCNS ?MH@?L

+2Q ;H>"> CN )! - M?LP?L QCH>IQ
1BCM QCH>IQ =IHN;CBMINI?LNC?M ;MMI=C;N?>BT4B )! - M?LP?L 610 OM? BCM QCH>IQ QB?H SIO;L
M?NDHA OJ SIOL MSMN?G J?LMIHH?F >:N;<;MBaIMNCG?

Figure 285. +?Q)! - M?LP?L QCH>IQ

610 ;==?MMBCM QCH>IQ QB?H SIG=EB? +?Q <ONNIH IH NB?)>;J0?LP?LMN;< 610 ;==?MMBCM PC?Q <S
=E=ECSMN?G 0?NOJ/?GIN? I?PC=?M /?GIN? ILCP?LM@IFIQ?> <S >|I0<F? =E=ECHBMN>:J+?NQILE
>LCP?LQ CH B? N;<F? :H> <E=ECHB®N>;J0?LP?LMN:<

1 ?> CNE? JUJ?LNC?M @IL ;H ?REEMNM?LPSIO M?F?=IBAM?LP?LQ IH NB?)>;J0?LP?LMN;< ;H> =IC=EB?

"> CN <ONN &

Property Value Description

ICMJF;S +,G? N?RN L ?;N?M ;H I<D?=N H;G? @IL
>CMJF;S JOLJIM?M QBC=B G;S
>C@?LI@INB? ;=NO;F I<D?=N
H,G?

ON;NOM L?;> IHFS [?JILNM 8? =IH>CGIH |@BP
?HNENS IL JE?MM ;N F;MN BIHA




+C;A;L; "HN?LILCM? 0?=OLCNS ?H@?L

Property

IHH?=NCIH %IMN )! -

IHH?=NCIH -ILN )! -

"H:<F? IHH?=NCIH 1)0 )I -

IHH?=NCIH 2M~?L )! -

IHH?=NCIH -;MMQIE )! -

Value

2)IL& >>L ?MM

HOG<?L

true IL false >?@;0F

H;G?

J;MMQIL>

Description

ok} CHE=N?NBIW 18?
=IGJIH?HN CMOE?HM?> ;H>
JIFFEHA MO==?M\@OF

down} CHE=:N?NBN 18?2 F:MN
=B?=E Q;M OHMO==?MM@OF J?
<?=;:0M? |1@ ;H CH=R=N JLJ?LNS
IL JIMMC<FS FIMM 1@ H?NQILE
=IHH?=ICIH

{disabledy  CHE=:N?NBN 18?
Enable JLIJ?LNS CM M?NahH

ffaulf ~ CHE=;N?M ;HBPL
JLI<F?G /?7@7?L NFaultCause @IL
GIL? CH@ILGNH

1?27H?M NB? 2/) IL &- ;>>L ?MM 1@
NB? JF;N@ILG IH QBC=H?N>;J
0?LP?L CM LOHHCHA 1BTH#=;N
G;S<? IHNB? M;G? =IGJON?L IL
?FM?QB?LP;CF;<F? IH ;H
CHNL;H?N IBN&HN?LH?N

1?°"H?M NB? JILN IP?L QBC=BBR
=IGJON?L =IGGOHC=;N?M BE?
M?LP?L

0?F?=NM M72QL;HMGCMMCIH ;H
C>?HDNS P?LCEIN OMCH3YN)O0
JUNI=IF !l HIN =B;HA? N BCM
P;FO? OHF?MM SID=sIH>?HN |@
QB;N SIO ;l? >ICHA B;HACHA
NBCM P;FO? =IOF> |J7BPNMSMN?G
NI B;=E?LM

12°’H?M NB? )! - M?LP?L
;NNLC<ON?M BPIMSMN?G
;>GCHCMNL;NIL

OC> ;>GCH CM ;H ?R;GJF? IBP N
>CNIMAOCMB?> H;G? @CMNOM?L

>==IG CM 8? OM?L JPHN =F;MM

1?°H?M NB? J;MMQI> @IL B?
OM?L MJ?=C ?> CHALNS
Connection User 4B?H OM?>
[?PKOCGM ; P;E> J;MMQL.CHBPR

) - M?LP?L 1B? MSMN?G OM?M

)! - H?2NQILE >LCP?L PC?QM N:<M :H> QCH>IQM

| B;JM

\Y




)! - H?NQILE >LCP?L PC?QM N:;<M :H> QCH>IQM

Property

"H;<F? IHH?=NCIH -lIF CHA )! -

&HCNF OCT? )! -

*»ROCT?

-L?@ OCT?

IHH?=NCIH ICG?ION A?H?L;F

0?;L=B 0=1J?

-IF EHA &HN?LP;F

Value

true >?@;QF IL false

HOG<?L >?@;NH NI

HOG<?L >?@;89M NI

HOG<?L >?@;NH NI

HOG<?L |@ GEM?=IH>M

>UJ >IQH F CMN

JFOM IL GCHOM BIOLM GCHON?M ;H>1?"H?M BIQ @RKO?HKS NI JIIF

M?=IH>M

Description

NBCM J;MMQINI =IHH?=N NI B?
M?LP?L @IL EMNE=;RIH

"H;<F?Mtue ;H>>CM;<F?Mise
NB? OM? I@ ; =IHH?EM JIIF 1
MJ?2> JU=?MMCHA )! - M?LP?LM
G;CHN;CH ; JIIF |@ =IHH?EMM
L?KO?MNI@NB? MSMN?@8;N
OM?M ;H ?RCMA =IHH?EN M;P?M
P;FO;<F? JE?MMCHE&G? QBC=B
CGJIIP?M MSMN?G J?L@ILG;H=?
Il HIN =B;HA? NB? >?@;DF NLO?

?2H;<F?> M?NSHA OHF?MM SIO
EHIQ QB;N SIO ;L1? >ICHA

12°H?M NB? HOG<?L 1@ JIEHA
=IHH?=ICIHM

1?°’H?M NB? G;RCGOG HOG<?L |@
=|HH?=ICIHM NIB®? )! - M?LP?L
NB;N B? MSMN?G MOJJILNM
=IH=OLRHNRS

1?°"H?M NB? JL?@7?RE HOG<?L |@
=IHH?=ICIHM NIB® )! - M?LP?L
NB;N IB? MSMN?G MOJJILNM
=|H=OLPHNS

1?N?LGCH?M BIQ FIHA ; MEJN
'NN?GJINM NI =IHH?=N NI ; M?LP?
<?@IR NB? ;NN?GJIN @;CFM 1BCN
NCG? MBIOF> HIN <? NIl MBILN NI
=,0M? @;FM? =IHHZHNG@ ;CHAL
;H>HIN MI FIHA ;M NI =,0M?
?R=?MMCP? >?F,;SM QB?H ; M?LH
>I1QH

1?°"H?M BIQ GO=B |@ B? 2M?L
0?;L=B ;M? NI ;=NO;FS M?;iB

NB?)! - M?LP?L

&GJILN -I2@7H=?M QCH>IQ

1BCM QCH=>IQ =IH"AZM BIQ NI CGJILN >;N; @@NB?)! - M?LP?L 610 OM? BICM QCH>IQ QB?H SIQ M?NDHA
0J SIOL MSMN?G J?LMIHH?F >;N;<;M?B2ILMNOG? ILC@ SIO QIORSH? NI EM=3NB? [?=IL>M CHBR
>;N;<;M? ;H> MN;LN ;A;CHI@M=L;N=B 1BCM QCH>IQ@N®W; Z@’> CGJILN [ S CNM H;RQI@IL=?> CGJILN
>?F?N?MERPRCEOHN J?LMIHHZEIL>M ;N =ILI?MJIH> NI NB? J;LNC=OF;L )! - M?LP?L ;H>BNLC?P?BPNPHIER

>:N; M?N ;A;CH

+C;A;L; "HN?LILCM? 0?=0OLCNS ?MH@?L

?LCM



+C;A;L; "HN?LILCM? 0?=OLCNS ?H@?L ) - H?NQILE >LCP?L PC?QM N;<M ;H> QCH>IQM

Figure 286. &GJILN -?2@7AH=?M QCH>IQ

1BCM QCH=>IQ IJ?HM QB?H SIC=BSMN?G 0?NOJ/?GIN? I?PC=?M /?GIN? ILCP?LM@IFIQ?> <S >|O<F?
=E=ECHBN>;J+?NQILE >LCP?LIQ CH B? N;<F?

HIN B?L Q;S NI 1J?H NBCM QCH>IQ CM GHEB® &GJILN<ONNIH IHBP )>;J 0?LP?L PC?Q610 ;==?MMBCM PC?Q <S

=E=ECHSMN?G 0?NOJ/?GIN? 1?PC=?M /?GIN? ILCP?LM@IFIQ?> <S >|O<F? =E=ECHBMN>;J+?NQILE
>LCP?ULQ@ CH B? N;<F? F=ECHBMN>;J 0?LP?LMN;< M?F?ERABP M?LP?|H> =FC=ECHBMN?IL=? &GJILN @L

) - 0?LP?L <ONNIH

Property Value Description
2M?L 0?;1=B ;M? N?RN 1?°H?M QB?L? NI MN;LN M2BCHA
@IL J?LMIHH?F BRI N- M?LP?L
BC?L#BS

IO MN;H>M @ILAHCT;NIH;F OHCN
>= MN;H>M @IL >IG;CH =IHREL

>H MN;H>M @ CMMAOCMB?>
H;G? 1BCM H;G? <IIB OHCKO?FS
C>?HDI?M ;H ?HNLS B8R -
>:N;<;M? ;H>>?M=LC<?M CNM
JIMCOIH CHBN BC?L#BS

2M?L 0?;=B#CPLM N?RN #IL J?LMIHH?F >?"H?MBN
I<D?=N F;MM G?N;>N;
;MMI=C;N?> (ERN=B [?=IL> NB;N
C>?HD?M CN ;M ; J?LMIHH2HLL>
P?LMOM ; MSMN?G B?INR=IL>
NSJ? CHBR M?LP?L >;N;<;M?




)! - H?NQILE >LCP?L PC?QM N:;<M :H> QCH>IQM

Property

0?;L=B 0=1J?

$LIOJ NNLC<ON?

FFIQ +?Q &H;=RP? 2M?LM

ON;NOM NNLC<ON?

=NCP? ON;NOMQG?M IGG;
0?J;L;N?>

Value

>UJ >IQH F CMN

N?RN

true >?@;OF ILfalse

L?;> IHFS

N?RN P;FO?M =IGG; M?J;L;N?>

Description

1?°"H?M BIQ GO=B |@ B? 2M?L
0?;L=B ;M? NI ;=NO;FS M?;iB

12°’H?M NB? )! - M?LP?L AL10J
iNNLC<OMBZNNJLPC>?MB® )! -
ALOJ ICMICHAOCMB?> +,G? ";=B
) - OM?L <?FIHAM NI ; ALIOJ
0J?=C@B™MNALOJ ;NNLC<ON?
0J?=C@BNNNLC<OBMN\BIF>M
NB? ALOJ ;H> ;MMI=C;N?> QB8NH
;==?MM LCABNB2HF&J M?LP?L

&HE=;N?NBNI OM?LM G;S <?
>>7> <?@I1?2 NB?S ;1? ;=NCP;N?>
CHBP MSMN?G

[?JILNM )! - OM?L MN;NOM ;€N\P?

IL CH;=NP? &H;ER? MN;NOM =IOk

JIMMC<FS <? G;LE?> @IL >CHAIN
@G NB? >;N;<;M? #IL ?R;GJF?
CN =IOF><?; J?LMIBN HI
FIHA?L QILEM ;NBN IQHCHA
=IGJ;HS

1?°’H?M ; FCMN |@ P;FO?M QBC=l
CHE=;N?; P,E> OM?L MN;NOM 1H
FEMN CM MJ?=C = NI SIOL

ILA;HCT;RIHM J?LMIHH?F JIEC?M

+C;A;L; "HN?LILCM? 0?=0OLCNS ?MH@?L

>

5CM

)>:J 0?LP?L PC?Q

1BCM PC?Q ;H> N;< =IH AQL)! -

M?LP?L JLIJ?LNC?M



+C;A;L; "HN?LILCM? 0?=OLCNS ?H@?L ) - H?NQILE >LCP?L PC?QM N;<M ;H> QCH>IQM

-LIJ?LNC?M
Figure 287. )>;J 0?LP?L PC?Q ;H> N;<

1 ;==?MM BCM PC2E=ESMN?G 0?NOJ/?GIN? 1?PC=?M /[?GIN? ILCP?LM>|O<F? =E=E SIOL )! - H?NQILE
>?PC=?>LCPRQ LIQ CH B?/?GIN? ILCP?LMPC?Q=E=EB? )>;J0?LP?LMN;< ;H> >I0O<F? =E=EB? M?LP?ILQ CH

NB? N;<F? IL M?F?=BPNM?LP?IQ ;H> =FC=EBP %SJ?LEHE <ONN &l

1B? PC?QQR? )>;JO?LP?L CHBEM ?R;GIJFBEM H;G? G;S <? €@7AHN CH SIOL MSMNTMJ+;SM BRINIJ F?@N
=ILH?L ;<IP? NB? <ONNIHM ;HERE

0;P? 0J>:N?MBP M?LP?[£IL> CHBP >:N;<:M?

-CHACHCNI?M =IGGOHCEIN QENB? M?LP?L NI P?LGB@SINH?=BIH
&GJILNJ?HM NB? &GJILN -P@7AH=?M QCH>IQ

)>:J+?NQILE L?NOLHBN@I=OM NBN)>;J+?NQILE PC?Q

&H ;>>COIIH NI B? MN;H>* JLIJ?LNC?Mbtatus  Enabled Fault Cause Health ;H> Alarm Source Info
NB?M? JLJ?LNC?M MOJJILBN>;J M?LP?L

—_— = -

Property Description

)>;J IHH?=N CIH ;>> COIH;F JLJ?LNC?M [?@7?L NI - [HH?=N CIH




)! - H?NQILE >LCP?L PC?QM N:;<M :H> QCH>IQM

Property

3?H>IL +,G?

3?H>IL 3?LMCIH

00JJILN?>)! -3 ?LMCIH

2M?L 0?;=B ;M?

2M?L 07;=B#QPL

0?;L=B 0=1J?

-IF EHA &HN?LP;F

-?LCI>C= JQA? M=B?>0F?

Value

L?;> IHFS

L?;> IHFS

L?;> IHFS

N?RN

N?RN

>UJ >IQH F CMN

JFOM IL GCHOM BIOLM GCHON?M ;H>1?"H?M BIQ @RKO?HKS NI JIFF

M?=IH>M

L?;> IHFS

Description

JLIJ?L NC?M

&>?HBI ?MBP H;G? 1@ B?)! -
M?LP?L P?H>IL

[2JILNM 8? MI@NQIP?LMCIH I8N
) - M?LP?L

[?JILNM 8?2 MOJJILN?> P?LMCIH
HOG<?L

1?°H?M QB?L? NI MN;LN M2BCHA
@IL J?LMIHH?F BRI M- M?LP?L
BC?L#BS

IO MN;H>M @ILAJHCT;NIH;F OHCN
>= MN;H>M @IL >IG;CH =IHRNPL

>H MN;H>M @ CMMAOCMB?>
H;G? 1BCM H;G? <IIB OHCKO?FS
C>?HDI?M ;H ?HNLS BRI -
>:N:;<;:M? ;H>>?M=LC<?M CNM
JIMCOIH CHBN BC?Li#BS

1?°"H?M QB?L? NI MN;LN M2BCHA
@IL J?LMIHH?F B8R M- M?LP?L
BC?L#BS

10 MN;H>M @ILAJHCT;NIH;F OHCN
>= MN;H>M @IL >IG;CH =IHNEL

>H MN;H>M @CNMMAOCMB?>
H;G? 1BCM H;G? <IB OHCKO?FS
C>?HBI?M ;H ?HNLS 8P -
>:N;<;M? ;H>>?M=LC<?M CNM
JIMCEIH CHBR BC?L#ABS

1?°"H?M BIQ GO=B |@ B? 2M?L
0?;L=B ;M? NI ;=NO;FS M?;iB

NB?)! - M?LP?L

4B?H ; J?LMIHH?F 2=IL> CM >?F?N?>
@G NB? MSMN?G >;N;<;M? CN H??>
NI >?F?N?> @INB? )! - M?LP?L

1B? MSMN?GGIP?M >?F?N?>%EIL>M
@G NB?)! - M?LP?LIH ;L ?AOF;L
M=B?>0F? QBC=B CM >I=OG?HN?> |
1BCM M=B?>0F? =;H <? =B;HA?> OM

+C;A;L; "HN?LILCM? 0?=0OLCNS ?MH@?L

B7L
CHA




+C;A;L; "HN?LILCM? 0?=OLCNS ?H@?L ) - H?NQILE >LCP?L PC?QM N;<M ;H> QCH>IQM

Property Description
4 |LE<?H=B
)>;J &GJILN H'A ;>> COIIH;F JLJ?LNC?M [?@?L NI)>;J &GJILN IH'A

) - IHH?=N  CIH JILJ?LNC?M
1B?M? JLJ?LNC?M =IH AOLNB? JBSMC=;F =IHHZHN <?NQ??HE? 0OJ?LPCMIL - ;H>R?)! - M?LP?L

Figure 288. )>;J IHH?=N CIH JLI?LNC?M

610 ;==?MMBPM? JLJ?LNC?M <S H;PCEHA NOSMN?G 0?NOJ/?GIN? 1?PC=?M /?GIN? ILCP?LM1B?H SIO
>|0O<F? =E=EB? )! - H?NQILE >LCP?L ILQ CH B? N;<F? =EB®)>;J0?LP?LMN;< >IO<F? =€=EB? )! - M?LP?L
H;G? CHB? N;<F? ;H>?RJ;H> B? Ldap Connection ~ JLIJ?LNS ALOJ

Property Value Description

IHH?=NCIH %IMN 2)IL&- >>L ?MM 1?27H?M NB? 2/) IL &- ;>>L ?MM 1@
NB? JFN@ILG IH QBCB’N>;J
0?LP?L CM LOHHCHA 1BTHH=;N
G;S <? IHNB? M;G? =IGJON7?L IL
?FM?0QB?LP;CF;<F? IH ;H
CHNL;H?N IBN&HN?LH?N

IHH?=NCIH -ILN HOG<?L 1?°H?M NB? JILN IP?L QBC=EBR
=IGJON?L =IGGOHC=;N?M B@?
M?LP?L

"H;<F? 1)0 tue IL false >?@;OF IH'AOL ?M M?=Q@L

=IGGOHC=;NIH <?NQ??HE®
MN;BIH ;H> H?NQILE >?PC=?M S
>?@;F B? MSMN?G OM?M 1)0
M?=CL=IGGOHC=;RIH 60




)! - H?NQILE >LCP?L PC?QM N;<M ;H> QCH>IQM +C;A;L; "HN?LILCM? 0?=0OLCNS ?MH@?L

Property Value Description

QIOF> =B;HA? BCM H?NQILE
JUJ?LNS Nitase  IHFS C@ ; F?A;=$
>?PC=? =;G?L; =;HHIN MOJJILN
1)0

&@ MIG? >?PC=?M IH SIOL H?NQ|LE
MOJJILN 1)0 :H> IN8?LM > HIN
SIO G:S :>> NQI H?NQILEM @89
M;G? NSJ? IH? @ILB® M?=0L
>?PC=?M ;H3BR INB?L @ILB\M?
NB;N >I HIN MOJJILN M?=OLCNS

\"2J

ONB?HE=;BIH *?=B;HCMG >UJ >IQH F CMN >?@{@Mone &>7HBI ?MBP G?NBI> OM?> NI P?LC@
NB? C>?HINS I@N)! - M?LP?L NI CNM
=E?HNBR MSMN?G >;N;<;M?

Simple
Cram Md5
Digest Md5

#IL CH@ILG(NH ;<ION B?M?
IINCIHM 1@7?L AIBPR #!* | #(
#,1 -#

IHH?=NCIH 2M?L H;G? 1?2’H?M NB? )! - M?LP?L
;NNLC<ON?M BPIMSMN?G
;>GCHCMNL;NIL

OC> ;>GCH CM ;H ?R;GJF? IBP N
>CNMIWIAOCMB?> H;G? @CMNOM?L]

>==|G CM B? OM?L J;PHN =F;MM

IHH?=NCIH -;MMQIE J;MMQIL> 1?°H?M NB? J;MMQI> @IL B?
OM?L MJ?=C ?> CHAINS
Connection User 4B?H OM?>
[?KOCGM ; P;FE> J;MMQL. CHBPR
) -M?LP?L 1B? MSMN?G OM?M
NBCM J;MMQINI =IHH?=N NI BP?
M?LP?L @IL MR =;8IH

"H;<F? IHH?=NCIH -IIF CHA true >?@;0F ILfalse "H;<F?Mtue ;H>>CM;<F?Nlse
NB? OM? 1@ ; =IHH?EN JIIF 11
MJ??> JU=?MMCHA )! - M?LP?LM
G;CHN;CH ; JIIF 1@ =IHH?ENM
L?KO?MNI@NB? MSMN?8;N
OM?M ;H ?RCMN=IHH?€NH M;P?M
P;FO;<F? J=E?MMCHEG? QBC=B
CGJIP?M MSMN?G J?L@ILG;H="?




+C;A;L; "HN?LILCM? 0?=OLCNS ?H@?L ) - H?NQILE >LCP?L PC?QM N;<M ;H> QCH>IQM

Property Value Description
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Figure 289. 2M?L 0?;I=B ;M? MNLCHA =BIIM?L
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Figure 290. 2M?L 07?;1=B #QFL MNLCHA =BIIM?L
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Figure 291. )>;J &GJILN JLIJ?LNC?M
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Figure 292. NNLC<ON?M N;<
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Table 66. !:N:;<:M? =IFOGHM

Column Description
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Figure 293. ICM=IP?L ;NNLC<ON?M QCH>BNQCND?=N =F;MM?M
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Table 68. )!- NNLC<ON?M *;H;A?L =IFOGHM
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Figure 294. >> NNLC<ON? QCH>IQ
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Figure 295. $LIOJM N;<
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Figure 296. !|CM=IP?L ADJM QCH>IQ
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Table 70. )!-$L 10J *;H;A?L =IFOGHM

Description
$LIOJ+;G? &>?HBI ?MBP MSMN?G H;G? @BCN ADJ
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Column Description
==?MM/CABN &>?HB?MBP MSMN?G H;G? @B?NVIMCAH?> M?N 1@ ;==?MM LCABNM

ICM=IP?R> -;H?
&H ;>>CGIH NI B? MN;H>: =IHNILF <ONNIHM KQE ;H> "RJILN R?M? <ONNIHM ;JJFS MJ?=ES-M )! -
=IH'AOL;NCIH

&
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Table 71. )!-AL 10J!CM=IP?I?> =IFOGHM

Column Description

>CMWAOCMB?>+;G? &>?HBI ?MBP ;NNLC<ON?EHN M?LP?L

=H &HE=;N?M B@INJ?LNS CNMKOCG> <S NB? )! - M?LP?L
$LIOJ'"RCMNM $LIOJ ?PRCMNM >?@ORI @;FM?

) - 0> CN %CMNILS PC?Q

1BCM PC?QRC>?M ;H ;0€N NL;CF I@!i#M N;E?H NI MSHIHBI[? 2=IL>M @& NB? )! - M?LP?L QCN8 NB?CL
=IOHN?LJ;LNM G B0J?LPCMIL MNEN>;N;<;M?

Figure 297. )!- O> CN %CMNILS PC?Q
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Table 72. )!- O> CN %CMNILS =IFOGHM

Column Description

1CG?MN;GJ &>?HBI?M QB?HBY ;=NCPCNS ==L

)>;J 0?LP?L L > &>?HBI ?MBP FI=;\CIH |@B® )! - M?LP?L
=NCPCNS -LIPC>?M ; KOC=E MOGG;LSB@&NYME

,QH?L &>?HBI?MBP J?LMIH QBI J?L@ILG?>BP ;=NCIH
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Column Description

=NCPCNS &> &>?HB ?MBP DI<

ON;NOM &HE=;N?NBRMO==?MM IL F;BRINI@ |@B? ;=NCPCNS 02 "00 4 /+&+$ "/I,/

1?N;CFM -LIPC>?M ;H ?UL G?MM;A? CHE=;N?M ;HS ;EM N;E?H C>ZEIRMBP )! - GI>? ;H>JL IPC>?M

;>> COIH;F >;N;

-?LCI>C= -OA? 0=B?>0F?
1B?M? JLI?LNC?M 2IHFS ;P;CF;<F? GHLE<?H=B
Figur e 298. -?LCI>C= -OA? 0=B?>0F? JI?LNC?M
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Purge Schedule  JLIJ?LNS

Property Value Description
1LCAA?L *I>? ;>> COIH;F JLJ?LNC?M [?@7?L NILLCAA?L *1>? JUJ?LNC?M
);MN LCAA?L >:N? ;H>NCG? >?@;0M NI HBOF &HE=;N?M QB?BN~;MN DI< L;H
+?RN LCAA?L >:N? ;H>NCG? &HE=;N?NBRH?RNOG? R? DI< QE&F
LOH

1LCAA?L *I1>? JUJ?LNC?M
1B?M? JLJ?LNC?M =IH"AQINB? =F?;H OJ DI<

Property Value Description
1CG? 1@ ;S NCG? 1?°"H?M QB?H NI LOHB® DI<
[;H>IGCT;NCIH BIOLM GCHON?M M?=IH>M 1?°H?M ;H ;GIOHN I@ KCG? <?NQ??H
DI<M
LSMI@ 8?4 ?7E =B?=E <IR?M IH'AOL ?M QB?H NI LOBRADI<

)>;J ILCP?L 1?PC="? *;H;A?L
1BCM PC?Q ;>>M ;HEMJF;SM >?PC=M>M &N CM ;P;CF;<FBHIXP?I=IHN;CH?L
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IFOGHM
Figure 299. )>;J ILCP?L 1?PC=? *;H;A?L
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Column Description
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Column Description
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Chapter 15. Nrio Driver views, tabs and
windows
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+LCI 1?7PC=? *;H;A?L PC?Q

1B? +LCI +?NQILE PC?QM N;<M ;H> QCH>IQM G;H;ANCHA OJ>BHA ;H> >?FARAIGIN? GI>0OF? [?=IL>M
1B? +LCI 1?PC=? *;H;A?L PC?QGMNM >?PC=? F?P?F +LCI*I>0OF? =IGJIH?HNM

Figure 300. +LCI 1?PC=? *;H;A?L PC?Q
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\ 2JAL;>? #CLGQ;2 CHCW?M ;H OJAL;>? |@ ; M?F?=N?> GI>OF?

\ 2JFI;> L ?;>M 12=OLMCP? NL;HMC?HN ;H> J?LMCMN@HANB?N2BC=7 ;H> QLCN?M BPNNGIH
>N;<;M? @N?L EM=IP?LCHA ;H> ;€HA ; H?Q GI>0OF? €EECHBOM <ONNIH JIJOF;N?M?HDLE;N; CHBN
>?PC=R¥=IGJIH?HNM
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<ONNIH NIAMNI2 EHIQH All> P;FO?M ;M JRPCIOMFS M;P?>EHMNGIH

\ )?;LH *1>? <ONNIHM 1J?H ;H> =FIM? B? ICM=IP?R> J;H? CH ; G;H;A?L PC?Q NI MBIQ IL BC>BN
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I'N;<;M? =IFOGHM
Table 73. +LCI 1?PC=? *;H;A?L >;N;<;M? =IFOGHM

Column Description

ICMJF;S +,G? +G? [?JILNM B? H;G? NB;N >?M=LC<BPNP?HN IL @OEHN
“Hi<F?> [?JILNM C@N@OHZIN CM NOLH?>tthe  IL |@@false
ON;NOM [?JILNM 8? =OL2HN =IH<CIH |@BP ?HENS ;M I@N-;MN@IMB U;F;LGW
UXM;<F?>W U>IQHW NU@®@@EW UMN;F?W UOH;=E?> F,LGW
1?PC=? BJ? /2JILNM B? NSJ? |@ GI>OF?
2C> 2HCP?LM;F &!
&HMIEF> 2LMCIH &HE=;N?M QBC=B P?LMCB? @ CP?L CM GFMMN;F
P;CF;<F?3MCIH &HE=;N?M ;H ;P;CF;<F? P?LMCIH

ICM=IP?R> J;H?

1BCM J;H? I3?HM QB?H SIOGHEB? |ICM=IP?L =IHNE<ONNIH

Table 74. +LCI!1?PC=? *;H;A?L |ICM=IP??> =IFOGHM

Description

>>L ?MM &>?HB ?MBP FI=;\CIH |@B®P >CM=IP?k GI>OF?

1?PC=? BJ? [?JILNM B? NSJ? |@ GI>OF? @IOH>

2M?> S @N?L G;N=BCHB®? NCM=IP?2t ==?MM +?NQILE QBMNB? ?RCHINA >;N;<;M? ==?MM +?NQILBBCM
=IFOGH CM 0J>;N?> R@? ?RCHRINA ;==?MM H?NQIIEWF;S H;G?

3?LMCIH &HE=;N?M QBC=B P?LMCB? @ CP?L CM GFMMN:AB? @IOH> GI>OF?

+LCI *I>0OF? PC?Q
1BCM PC?Q 0J>N?M +LOPINC?M ;H> =IH"ACIM JICHNM
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Figure 301. +LCI GI>OF? PC?Q
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=E=EB® %SJ?LEHE <ONN ‘&

)CHEM
1B? UQ 1@ <ONNIHM ;FIHBRNIJ |@ ECM PC?QRT>? B?M? @OBHHKM

\ -ICHN *;H;A?L IJ?HM MB? +LCI -ICHN *;H;A?L PC?Q
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\ $11 1*1>0F? 1J?7HM NB?$I NI *I>OF? QCH>IQ @IL H:PCEMNA NI ;HIB?L +LCI GI>OF? OH>?BR
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\ 1B?+LCI +?NQILE<ONNIH L?NOLHM OJ IH? F?P?FBYHCL+?NQILE PC?Q

-LIJ?LNC?M
&H ;>>COlIH NI B? MN;H>® JLIJ?LNC?Mstatus  Fault Cause :H> Enabled Health ;H> Alarm Source Info
NB?M? JLJ?LNC?M MJ?=CESRMOJJILBR+LCI *I>OF? PC?Q

Property Value Description

>>L ?MM L?;> IHFS ICMJF;SM ;H CHN?A?L <?NQ??H ;H>|
QBC=B CM OHCKO? ;GIHR #.ClI
GI>0OF?M OH>?BR+LCI H?NQILE
1B? MSMN?G ;ONIGIN;FS >?LCPBCNI
HOG<?L ;H> ;MMI=C;N?M CB @CN
JBSMC=;F &, >?PC=?M OJIH ;H3HF
>CM=IP?L

&l ON;NOM L?;> IHFS
&HE=;N?NBRIP;FO? CH
B?R;>?=CG;F F;,MN-RCP?> <H?
;=NLF> ;==?MM =IHN#¥;?GIH
JLI=?MM LOHHCHA B? NIHNIFF?L

1B?M? P;FO?M?;@IL ;>P;H=">
>?<0A JOLJIM?M IHFS

+LCI -ICHN *;H;A?L H;FIA -ICHNM N;<
1BCM PC?QMJF;SM N;8YN\BIF> ;H;FIA IL >CACN;F JICHNM QBC=B SIO =;H ;>> BRIEHAR-ICHNM QCH>IQ
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)CHEM
Figure 302. +/&, -ICHN *H:A?L PC?Q
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;H;FIA ;H>> CACN;F JICHN CH@IHG;N

\' $I1 1*1>0F? 13?HM B? $I NI *I>OF? QCH>IQ @IL H;PC&NA NI ;HIB?L M?N |@ +LCI GI>OF? JICHNM 1B?
MSMN?G JIJOF;N'BCN QCH>IQ IHFS QBBHIN;L? NQI IL GIL ? +LCI GI>OF?M IH BI? H?NQILE

\ +LCI *I>OF? CHBP M=2?H =;JNOR |1J?HM NB? =OL2HN GI>OF? PC?(B? H;G? IH NBCM <ONNIH =B;HA?M
>?J?H>CHA IHBP H;G? |@ B? GI>OF?

1B? MSMN?G?N?M IL ;>>M NI RCM N;< QB?H SIO ;>> ;H ;H;FIA JICHN RIfA? N?GJ?L;NQLL?MCER? IL BCAB

MJ??> =IOHN?L <SGFECHB™MN;H;A? -ICHNM <ONNIH ;H> M?F&HMAdd CHBP +LCI -ICHN *;H;A?L PC?Q

-ICHNMEGMJF;S OH>B2?NJJL IJLC;N? H;FIA IL ICACN/R;< QOBI; BSJ?LEHEBRN N;E?M SIO NBY CHEPC>O;F
JICHN PC?Q QB?8I0 =;H =IH AOL? ?;=B JICHN

*H;A? +LCI -ICHNM QCH>IQM
1B?M? QCH>IQM G;H;A? CEPC>0O;F JICHNM
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Figure 303. *;H;A? +LCI -ICHNM QCH>IQ
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1BCM QCH=>IQ IJ?HBNGI>0OF? PC?Q @IL ;HBRL GI>OF? 1B? <ONNIB;N 1J?HM BCM QCH>IQ CM IHFS ;P;CF;<F? C@
GIL? NB;H IH? GI>OF? CM AM?HN

Figure 304. $I NI *I>OF? QCH>IQ

1BCM QCH>IQ 1J?HM B8R GI>OF? PC?Q QB?H SICGHEB®? $I NI *I>OF? <ONNIH

ICACN;F -ICHNM N;<
1BCM N;< [RC>?M ;==?MM BTNMSMNMNEXCACN;F JICHNM



+C;A;L; "HN?LILCM? 0?=OLCNS ?H@?L +LCIILCP?L PC?QM N;<M ;H> QCH>IQM

)CHEM

1B? MSMN?G?iN?M IL ;>>M NI RCM N;< QB?H SIO ;>> ; EACN;F JICHBIAEN;F CHIJORHISLONJON <SGFECHA
NB? *;H;A? -ICHNM <ONNIH ;H> M?FZ+MAdd CHB® +LCI -ICHN *;H;A?L PC?Q

&H ;>>CBSlIH NIO;P? NB?M?EGHEM MOJJIIB® NMICHN G;H;A?L

\' *H;A? -ICHNM 1J?HM NB? *;H;A? +LCI -ICHNM QCH>IQM QBC=B ;>>M;G? >?F?N? =ON =1JS ;H> J;MN?
;H;FIA ;H>> CACN;F JICHN CH@IHG;N

\' $I1 1*1>0F? 13?HM B? $I NI *I>OF? QCH>IQ @IL H;PC&NA NI ;HIB?L M?N |@ +LCI GI>OF? JICHNM 1B?
MSMN?G JIJOF;N'BCN QCH>IQ IHFS QBBRIN;L? NQI IL GIL ? +LCI GI>OF?M IH BI? H?NQILE

\ +LCI *I>OF? CHBP M=2?H =;JNOR IJ?HM NB? =OL2HN GI>OF? PC?{B? H;G? IH NBCM <ONNIH =B;HA?M
>?J?H>CHA IHBP H;G? |@ B? GI>OF?

+LCI -ICHN ">XCN PC?Q
1BCM PC?QC¥M JICHN @;=?NM IPEPMFHEM NI JICHNRE ?RN?HMCIHM ;HBH JILJ?LNC?M @IL ?;=B JICHN
)CHEM

Figure 305. "R;GJF? |@ ; -ICHN ">CN PC?Q

610 ;==?MMBCM PC?@@IB? G;CH G?HO <S EEECHANLIFF?L 0?NOJ /?GIN? I?PC=?M [?GIN? ILCP?LM
>|0<F? =E=ECHBN-LCI+?NQILELQ CH B? N;<F? >I0<F? €=ECHA ; GI>OF?C=HECHBMNICHN *;H;A?L <ONNIH
@IFAQ?> <S =E=ECHBMNEHE NI ; MJ?=C = JICHN

*L =B



+LCI ILCP?L PC?QM N;<M ;H> QCH>IQM +C;A;L; "HN?LILCM? 0?=0OLCNS ?MH@?L

&H ;>>CElIH NI §? 0;P? EHE BPM?EHEM MOJJILN JICHN G;H;A?G?HN

\' *H;A? "RN?HMCIHNU?HM NB? QCH>IQM @IL?MCHA H?Q JICHN ?RN?HMCIHM
\" -ICHN *;H;A?L L?NOLHM NB'NICHN *;H;A?L PC?Q
\' $I1 I*1>0F? 1J?HM ; QCH>IQ @IL M?FCEMBP GI>OF? NI Al NI

ONNIH
"> CN <ONNIH 1J?HBPR> CRQCH>1Q

-LIJ?LNC?M
1B? JUJ?LNC?M @IL ?;=B JICHRI>P?M=LC<?> @PMDHQCHA NIJC=M

3IFN;A? &HJON JICHNMALNC?M
1BCM PC?QRIC>?M N;<M @ILCBHA ;H> =IH'AOLCHA +LCIRSE JICHNM OH>B?NICHNM ?RN?HMCIH 1@ ; M?F?=N?>
+LCI GI>OF?

Figure 306. 3IFN;A? &HJON N;<

610 ;==?MMBCM PC?@G@IB? G;CH G?HO <S EEECHANLIFF?L 0?NOJ /?GIN? I?PC=?M /?GIN? ILCP?LM
>|0O<F? =E=ECHB™N-LCI+?NQILELUQ CH B? N;<F? >I0<F? €=ECHA ; GI>OF?CHECHBMNICHN *;H;A?L <ONNIH
@IFAQ?> <S =E=ECHBMNEHE NI ; MJ?=C = JICHN

Property Value Description

#,=?NM ;>> COIH;F JLJ?LNC?M [?@7L NI3IEN;A? &HJON JICHNM
JUJ?LNC?M

-LIRS "RN ;>> COIH;F JLJ?LNC?M /?7@7?L NI3IEN;A? &HJON JICHNM
JLIJ?LNC?M

,ON L?;> IHFS [?JILNM 87 =OL2HN P;FO? I®N
JUIRS JICHN ;H> CNM MN;NOM

EH?;L ;FC<L;QIH ;>> COIH;F JLJ?LNC?M /?7@7?L NI3IEN;A? &HJON JICHNM
JLIJ?LNC?M

3IFN;A? &HJON #,=?NM
#,=?NM >?N?LGCH? BIQ ; JICMNPYFO?CGMJIF;SM BRIMNGIH 3FN;A? &HIJON @;=?NM CH=ROQA? PIBG<?LM ;H>
>?=CG;F J2=CMCIH



+C;A;L; "HN?LILCM? 0?=OLCNS ?H@?L +LCIILCP?L PC?QM N;<M ;H> QCH>IQM

Figure 307. 3IFN;A? &HJON #;=?NM ;H>CN @;=?NM QCH>IQ

1BCNF CRCH>IQ 1J?HM QB?H SIO EEEBY? "> CMONNIH

Property Value Description
.O;HNCNS >UJ >IQH F CMN 1?°"H?M CHJON REA?
GR HOG<?L 1?°"H?M NB? G;RCGOG PIN;A? P;FO?
GCH HOG<?L 1?°"H?M NB? GCHCGOG RfA? P;FO?
JL?=CMCIH HOG<?L 1?°’H?M NB? HOG<?L |@ >?=CG;F
JF;=?M ;FIQ?>
OHCNM >?@; M NIIBFNM IHAOL ?M R? >?@;DFOHCN

3IFN;A? -LIRS "RN JILJ?LNC?M
1B?M? JLJ?LNC?M =IH AOLNB? JURS JICHN ?RN?HMCIH



+LCI ILCP?L PC?QM N;<M ;H> QCH>IQM

Figure 308. 3IFN;A? -LIRS "RN JWJ?LNC?M

&H ;>>CGIH NI B? MN;H>: JLIJ?LNC?Mbtatus ~ Fault Cause  ;H>Enabled N8?M? JLJ?LNC?M MOJJILBN

PIAN;A? JURS ?RN?HMCIH

Property

IHP?LMCIH

Value

ILIJ>IQH F CMN >?@\RMDefault

Description

1?°"H?M BIQ NB? MSMN?G =IHP?L]
JURS ?RN?HMCIH OHCNMMN;L
JICHN OHCNM

Defaut ;ONIG;NC=;FS =IHP?LNM
MCGCF;L OHCNM MO=BHB 23BN
NI ?FMCOM BCHNB®? JURS
JICHN

NOTE: &H GIMN =M?8N
MN;H>& Defaut =IHP?LMCIH CM
<?MN

Linear ;JJFC?M NI PREA? CHION
L?MCORP? CHION ;H>NPU?
IONJON QLCN;<F? JICHNINEM
QCBIEH?;L=NCHA >?PC=7MD 6
OM?BP 0=;F? ;H> ,@@M?N
JUJ?LNC?M NI =[HP?LBPNONJON
P;FO? NI ; OHCNBRL B;H NB;N
>?"H?> <S >?PC=? @;=?NM

Linear With Unit CM ;H ?RN?HMCIH
NI NB? ?2RCINACH?;L =IHP?LMCIH
JLIJ?LNS 1BCM MJ?=C'?M 88BN
NB? OHCN =IHP?LMCIH MBIOF> |5
IH Z2!?PC=? 3FO?[ IL Z-LIRS

3;FO?[ 1B? H?Q EH?;L QBXDHCN
=IHP?LNILQAFB;P? ; JUJ?LNS NI
CHE=;N? QBHIL B? OHCN

+C;A;L; "HN?LILCM? 0?=0OLCNS ?MH@?L

NM

=OL




+C;A;L; "HN?LILCM? 0?=OLCNS ?H@?L

Property

10HCHA -IB=S +;G?

Value

>UJ >IQH F CMN >?@{RMDefault
Policy

Description

=IHP?LMCIH MBIOF> N;E? JF;=7?
<?@IR IL ;@N?LB® M=;F? I@M?N
=IHP?LMCIH

Reverse Polarity :JIFC?M IHFS NI
IIF?;H CHJON ;H> I?F;S IONJON
QLCN;<F? JICHNM /?P?LB?M N
FIAC= I@BRB;>Q;L? <CH;LS
CHJON IL IONJON

500 Ohm Shunt  ;JJFC?M NI PNEA?
CHJON JICHNM IHF3; ! ;L

NI G M?HMIL QB?L? NB? 2C
CHIORKOGM,; IBGL ?MCMNI
QCP> ;=LIMM MBOEHA B? CHION
N?LGCH;FM

Tabular Thermistor :JJFC?M NI IHFS
; 1B?LGCMNIL CHJON JICHN ;H>
CHPIFP?M ; =OMNPBICMN;H=? NI
N?GJ?L;NCLP;FO? BMJIHM?
=0OLP? @ISJ? 1B?LGCMNIL
N?GJ?L;NCOLM?HMILM

Thermistor Type 3 :JJFC?M NI ;H
1B?LGCMNIL &HJON JICHN?QB?L
NBCM M?FHNIIIPC>?M ; Z<OCF
CH[ CHJOMMCMN;H=7? NI
N?GJ?L;NCOLP;FO? BMJIHM?
=0OLP? @I8J1? 1B?LGCMNIL
N?GJ?L;NCGLM?HMILM

Generic Tabular ;JJFC?M NI HIH
FEH?;L MOJJILN @IL >?PC=B®LIN
NB;H @ILBPLGCMNIL N?GJ?LNOL
M?HMILM GCHCNM CH
N?GJ?L;NCOL $?H?LC=kxOF;L
OM?M ; FIIEOJ N;<F? GBN
MCGCF,L RPN 1B?LGCMNIL
1;,<OF;L[ =IHP?LMCIH <ONRION
JL?>?"H?> IONJON OHCNM

0?F?=NM ; H?NQILE NOHCHKASIF
<S H;G? 1BCM JIE=S >?"H?M MN;
NCG? ;H> GCHCGOG ;H> G;RCGO
0J>N? ICG?M

IOLCHA JIEHA BY MSMN?G OM?N
NB? NOHCHA @ES NI ?P;FO;N?
<INB QLCN?KO?MNM ;HBN
;==?JN;<CENS WBH?MM I@>L

+LCIILCP?L PC?QM N;<M ;H> QCH>IQM

=
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Property

[?;>3 ;FO?

4 LCN?BO?

-IF F #2KO?H=S

&HMN;H="?

2C BJ?

Value

12;> IHFS

?;> IHFS ;JJFC?M NI QLCN;<F? NSJ?MICMJF;SMBR F;MN P;FO? QLCNN?}

IHFS

>UJ >IQH F CMN >?@tMNormal

HOG<?L

L?;> IHFS

Description

L?KO?MNM

ICMJF;SMBR F;MN P;FO2+ @IG
NB? >?PC=? ?R3IMM?> CH >?PC=1
@;=?NM

OMCHA >?PC=? @;=?NM

0?F?=NM ;GIHAB\?? L;N?M #;MN
+ILG;F ;H> OFIQ NI >?N?LGCH?
BIQ I@N?H NI KO?LBN
=IGJIH?HN @IL CNM P;FO? 1B?
H?NQILBY -IF- 0?LPC="? IL -F~
0=B?>0OF7?L >?"H?BAM? L;N?M CH
BIOLM GCHON?M ;H> M?=IH>M 4
?R;GJF?

Fast G;S M?N JIFCHA @XO?H=S NI
?P?LS M?=IH>

Normal G;S M?N JIIF @KO?H=S NI
?P?LS "P? M?=IH>M

Slow G;S M?N JIF @KO?H=S NI
?P?LS M?=IH>M

1BCM M?LNS ;JIJFC?M NI FRIIRS
JICHNM

1?°H?M NB? JICHNX & , N?LGCH;F
>>L?MM <;M?> |[H CNMSRLL ?
NSJ?

&@ >@IEN?> M;G? CHMN;H=? ;M
M;G? B;L>Q;L? NSJ? M;G?

<l;L > NB? JICHNUILNM ; @;QF
MN;NOM

&@ ;H TN ;NN?GJIN CM G;>? NI ;H
CHMN;H=?7HS CH OM? <S
JHINB?L JIRS JICHN BP MSMN?G
>CM=3;M N? ?>CN ;H>IN;CHNBN
JL?PCIOM CHMN;H=? P;FO?

&>?HBI ?MBP +LCI 2HCP?LM;F &HJON
JICHN NSJ? /?MCHRN&HION 1IF?;H
,ONJON 7?N=

+C;A;L; "HN?LILCM? 0?=0OLCNS ?MH@?L

p

¢

L
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3IFN;A? &HJON )CH?;L O<L;NIH "RN JUJ?LNC?M

1B?M? JLI?LNC?M =C<L;N7B® =;F=0OF;N?> N[A? P;FO? <?@ICN CM ;ZJ% NI B? ,ON MFIN QB?L

8 =, F=OF;N?/D? R 0=;F? ,@@M?N9 ,ON P;FO? 2M;A? CRIR¥ ;RBIOABOffset ;H> Units ;L? =IGGIHFS
=IH AOL?>

NOTE: &H GIMN =M?M QBMB? J;L?HN +LCI JRS JICHNWY @;=?NM B;P? <??H =B;HA?SG @1@;ORM SIO GOMN
?>CNBR? Units  P;FO? CHBBGM ?RN?HMCIH NI G;R2ZBENCNMEHINCHN @;=?NMB?NQCMBRNJ;L?HN JIRS JICHN
L2JILNM ; @;0R@DIL MN;NOM

1SJC=FS SIO M?BEM @NOMN;NOM CGGRPFS ;@N?L SIO ;>>; H?Q CHJON JICHN @IL ?R;GJF?;
3IFN;A?&HJON-ICHN IL /2MCMN;H=?&HJON-ICHN ;H>2=ENATNCH?;L =IHP?LMCIH NSJ? CHzR®>M=;F? ;H>
I@M?N ;HBPMH MJ?=C@3 NCHNWY@;=?NM &N G;S HIN <? CGO®¥FS =F?B;NIB? JU<F?G CM CBOWM )CH?;L
;F C<L;NIH "RN QB7LSIO GOMN G;N=B CNM 2HCNM PFORNCNMEHINHNY @;=?NM

Figure 309. )CH?;L ;FC<L;NIH JILJ?LNC?M

Property Value Description

0=;F? HOG<?L>?@;O¥M NI 12°’H?M ; M=;F? P;FO? 2M@B SIO
F?;P? BCM P;FO? M?NBRIIR @ ; DF
,H? ?R=?INCIH CM C@ SIO =IJBEWVN
?RN?HMCIH OH>?L ; IOHN?L&HJON-|CHN
@ILBR JOLJIM? I@AINOLHCHA ; M=;F?>

NIN;F
,@@M?N JIMCOP? IL H?A,8P? HOG<??@;OM  ;H =IGJ?HM;N? @IL MCAH;FIRLL
NI CHNIO=?> <S M?HMIL QCLCHA

L?MCMN;H=? &@ OH>?L ;
IOHN?L&HJON-ICHN F?;P? CNEN T?L

2HCNM >lJ >IQH F CMN 17°"H?M NB? OHCN 1@ G?;MOBIOF>
<? NB? M;G? ;M B? J;,L?HN JIRS
JICHNW @;=?NM

#0MN ;0M? L?;> IHFS &HE=;N?NBR ?;MIH QBS ;
MSMN?G I<D?=N H?NQILE >?PC
=IGJIH?HN ?RN?HMCIH ?N= CM
HIN QILECHA CH &;aBCM
JLIJ?LNS CM ?GJINS OHF?MMN @|OF
?RCMNM

?

1?GJ?L;NOR &HJON JICHNM
IH'AOL ?M ; N?GJ?L;NCLCHJON JICHN

*L =B
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Figure 310. 1?GJ?L;NOR &HJON N;<

610 ;==?MMBCM PC?@G@IB? G;CH G?HO <S EEECHANLIFF?L 0?NOJ /?GIN? I?PC=?M /?GIN? ILCP?LM
>|O<F? =E=ECHB™N-LCI+?NQILE>LCP?:I0<F? =E=ECHA ; GI>OF?CHECHBNICHN *;H;A?L FCHE @IR?><S
=E=ECHBMNBSJ?LEHE NIB® LCABN ?H> IBP Nemperature Input JICHN

Property Value Description
#,=?NM ;>> COIH;F JLJ?LNC?M [?7@7?L NI12GJ?L:NOR &HJON #;=?NM
-LIRS "RN ;>> COIH;F JLJ?LNC?M [?7@7?L NI12GJ?L:NOP -LIRS "RN
JUIJ?LNC?M
,ON L?;> IHFS /?JILNM 82 =OL2HN N?GJ?L;NOL@

NB? JURS JICHN ;H> CNM MN;NOM

FEH?;L ;Fe<L;NIH ;>> CBIH;F JLI?LNC?M [?@7?L NI1?2GJ?L;NOR &HJON )CH?;L
;E C<L;NIH "RN JUJ?L NC?M

1?GJ?L;NOR &HJON #,=?NM
#,=?NM >?N?LGCH? BIQ ; JICMNMFO?CMJIF;SM BRIMNGIH PGJ?L;NOR @;=?NM CH=FO>? ; GCHCGOG G;RCGOG
;H>>?=CG;F J2=CMCIH
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Figure 311. 1?GJ?L;NOR &HJON #;=?NM ;H>CN @;=?NM QCH>1Q

1B? "> CN QCH>IQ IJ?HM QB?H SIC=EB? "> CNONNIH

Property Value Description

.O;HNCNS >UJ >IQH F CMN 1?°"H?M NB? OHCNM OM?> NI GZMOL
N?GJ?L;NCOL

G;R HOG<?L 1?°"H?M NB? G;RCGOG N?GJ?L;NOL
P;FO?

GCH HOG<?L 17°H?M NB? GCHCGOG N?GJ?L;ROL
P;FO?

JL?=CMCIH HOG<?L 1?°"H?M NB? HOG<?L |@ >?=CG;F
JF;=?M ;FIQ?>

L;>CR HOG<?>?@;¥M NI 1?7°"H?M NB? HOG<?L |@ OHCK@AENN
CH=FOBMA TPLOM?> NI 2JL?M?HN
HOG<?LM CH ; JINDIHNF HOG?L;F
MSMN?G

OHCNM >?2@ ;O NI >?A2M #;BRHB?CN IH'AOL ?M R? >?@;OFOHCN

1?GJ?L;NOR -LIRS "RN JUWI?LNC?M
1B?M? JLJ?LNC?M =IH"AGINB? JURS JICHN ?RN?HMCIH
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Figure 312. 1?GJ?L;NOR -LIRS "RN JILI?LNC?M

&H ;>>COlIH NI B? MN;H>% JLIJ?LNC?Mstatus  Fault Cause ;H> Enabled

N?GJ?L;NCOLILIRS ?RN?HMCIHM

Property

IHP?LMCIH

Value

ILIJ>IQHF CMN >?@\KmDefault

NB?M? JLJ?LNC?M MOJJILN

Description

1?°"H?M BIQ NB? MSMN?G =IHP?L]
JURS ?RN?HMCIH OHCNM™MIN; L
JICHN OHCNM

Defautt ;ONIG;NC=/FS =IHP?LNM
MCGCF:L OHCNM MO=BHB2E\
NI ?FMCOM BCMNB® JLIRS
JICHN

+C;A;L; "HN?LILCM? 0?=0OLCNS ?MH@?L

NM
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Property Value Description

NOTE: &H GIMN =M?8N
MN;H>& Defaut =IHP?LMCIH CM
<?MN

Linear ;JJFC?M NI PNEA? CHIJON
L?MCER? CHJON ;H>NPk?
IONJON QLCN;<F? JICHNINEM
QCBIEH?;,=NCHA >?PC=?MD 6
OoOM?BP 0=;F? ;H> ,@@M?N
JLIJ?LNC?M NI =IHP?LIBPNONJON
P;FO? NI ; OHCNBRL B;H NB;N
>?"H?> <S >?PC=? @;=?NM

Linear With Unit CM ;H ?RN?HMCIH
NI NB? ?RCINACH?;L =IHP?LMCIH
JUJ?LNS 1BCM MJ?=C ?M BBI2N
NB? OHCN =IHP?LMCIH MBIOF> |5=0OL
IH Z1?PC=? 3FO?[ IL Z-LIRS
3;FO?[ 1B? H?Q EH?;L QBXDHCN
=IHP?LNILQGFB;P? ; JUJ?LNS NI
CHE=;N? QBHIL B? OHCN
=IHP?LMCIH MBIOF> N;E? JF;=7?
<?@IR IL ;@N?LB® M=;F? I@M?N
=IHP?LMCIH

Reverse Polarity :JIFC?M IHFS NI
IIF?;H CHJON ;H> I?F;S IONJON
QLCN;<F? JICHNM /?P?LB?M N
FIAC= I@BRB;>Q;L? <CH;LS
CHJON IL IONJON

500 Ohm Shunt  ;JJFC?M NI PNEA?
CHJON JICHNM IHF3; ! ;L

NI G M?HMIL QB?L? NB? 2C
CHIORKOGM ,; IBGL ?MCMNIL
QCP> ;=LIMM MBOEHA B? CHION
N?LGCH;FM

Tabular Thermistor :JJFC?M NI IHFS
; 1B?LGCMNIL CHJON JICHN ;H>
CHPIFP?M ; =OMNPBICMN;H=? NI
N?GJ?L;NCGLP;FO? BMJIHM?
=0OLP? @IS3? 1B?LGCMNIL
N?GJ?L;NCGLM?HMILM

Thermistor Type 3 :JJFC?M NI ;H
1B?LGCMNIL &HJON JICHN?QB?L
NBCM M?FHNIIIPC>?M ; Z<OCF
CH[ CHJOMMCMN;H=7? NI
N?GJ?L;NCOLP;FO? BMJIHM?
=0OLP? @ISJ1? 1B?LGCMNIL
N?GJ?L;NCGLM?HMILM
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Property

10HCHA -IE=S +;,G?

1?;>3 ;FO?

4 LCN?BO?

-IF F #2KO?H=S

Value

>UJ >IQH F CMN >?@\{RMDefault
Palicy

L?;> IHFS

12;> IHFS ;JJFC?M NI QLCN;<F? NSJ?MICMJF;SMBR F;MN P;FO? QLCNN?H

IHFS

>lUJ >IQH F CMN >?@{MNomal

Description

Generic Tabular :JJFC?M NI HIH
FEH?;L MOJJILN @IL >?PC=BRLIN

NB;H @ILBPLGCMNIL N?GJ?L;NOL

M?HMILM @CDHCNM CH
N?GJ?L;NOL $?H?LC=;XxOF;L
OM?M ; FIIEOJ N;<F? GBN
MCGCF;L RPN 1B?LGCMNIL
1;<OF;L[ =IHP?LMCIH <ON RION
JL?>?"H?> IONJON OHCNM

0?F?=NM ; H?NQILE NOHCHASIF
<S H;G? 1BCM JIE=S >?"H?M MN;
NCG? ;H> GCHCGOG ;H> G;RCGO
0OJ>N? ICG?M

IOLCHA JIFCHA B? MSMN?G OM?W

NB? NOHCHA @ES NI ?P;FO;N?
<INB QLCN?KO?MNM ;HBN
;==2JN;<CENS WBH?MM I@>L
L?KO?MNM

ICMJF;SMBR F;MN P;FOZ2+ @IG

NB? >?PC=? ?RIMM?> CH >?PC=?

@;=?NM

OMCHA >?PC=? @;=?NM

0?F?=NM ;GIHABP? L;N?M #;MN
+ILG;F ;H> OFIQ NI >?N?LGCH?
BIQ I@N?H NI KO?LBN
=IGJIH?HN @IL CNM P;FO? 1B?
H?NQILBY -IF- 0?LPC=7? IL -~
0=B?>0OF?L >?"H?BMM? L;N?M CH

+C;A;L; "HN?LILCM? 0?=0OLCNS ?MH@?L

-?

BIOLM GCHON?M ;H> M?=IH>M #IL

?R;GJIF?

Fast G;S M?N JIFCHA @XO?H=S NI
?P?LS M?=IH>

Normal G;S M?N JIIF @KO?H=S NI
?P?LS "P? M?=IH>M

Slow G;S M?N JIF @KO?H=S NI
?P?LS M?7=IH>M

1BCM M?LNS ;JIJFC?M NI FRIIRS
JICHNM
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Property Value Description
&HMN;H=? HOG<?L 1?°H?M NB? JICHNXY & , N?LGCH;F
>>L?MM <;M?> |H CNMSRLL ?
NSJ?

&@ >A@IEN?> M;G? CHMN;H=? ;M
M;G? B:L>Q:L? NSJ? M:G?

<l;L > NB? JICHNJILNM ; @;0F
MN:NOM

&@ ;H TN ;NN?GJIN CM G;>? NI ;H
CHMN;H=?7FS CH OM? <S
;HINB?L JIRS JICHN BP? MSMN?G
>CM=3;M N? ?>CN ;H>IN;CHNBN
JL?PCIOM CHMN;H=? P;FO?

2C BJ? L?;> IHFS &>?HBI ?MBP +LCl 2HCP?LM;F &HJON
JICHN NSJ? /?MCHRN&HJION 1IF?;H
,ONJON ?N=

1?GJ?L;NOR &HJON )CH?;L ¢<L;NIH "RN JLJ?LNC?M

1B?M? JLI?LNC?M =C<L;N7B® =;F=0F;N?> N?GJ?L;NGIFO? <?@NCN CM ;LI NI B? ,ON MFIN QB?L

8 =;F=OF;N?#D? R 0=F? ,@@M?N9 ,ON P;FO? 2M;A? CRIRN¥ ;MBIOABOffset ;H> Units ;L? =IGGIHFS
=IH AOL?>

NOTE: &H GIMN =M?M QBMB? J;L?HN +LCl JRS JICHNW @;=?NM B;P? <??H =B;HA?S @1@;0ONM SIO GOMN
?>CNBR? Units  P;FO? CHBBGM ?RN?HMCIH NI G;R2BNCNMEHINCHN @;=?NMBTNQCMBMNJ;L?HN JIRS JICHN
L2JILNM ; @;0R@IL MN;NOM

Figure 313. )CH?;L ;FC<L;NIH JLIJ?LNC?M

Property Value Description

0=;F? HOG<?L>?@;ONM NI 12°"H?M ; M=;F? P;FO? 2M@B SIO
F?;P? BCM P;FO? M?NBRIER@; DF
,H? ?R=?INCIH CM C@ SIO =1J8CWVN
?RN?HMCIH OH>?L ; IOHN?L&HJON-{CHN
@ILBR JOLJIM? I@INOLHCHA ; M=;F?>

NIN;F
,@@M?N JIMCOP? IL H?A,8P? HOG<?:?@; OV ;H =IGJ?HM;N? @IL MCAH;FIRLL
NI CHMNIO=?> <S M?HMIL QCLCHA

L?MCMN;H=? &@ OH>?L ;
IOHN?L&HJON-ICHN F?;P? CNEN T?L




+LCI ILCP?L PC?QM N;<M ;H> QCH>IQM +C;A;L; "HN?LILCM? 0?=0OLCNS ?MH@?L

Property Value Description

2HCNM >UJ >IQH F CMN 1?°"H?M NB? OHCN 1@ G?;®POBIOF>
<?NB? M;G? ;M B? J;L?HN JIRS
JICHNY @;=?NM

#O0mM ;0M? L?;> IHFS &HE=;N?MBRI?;MIH QBS ;
MSMN?G I<D?=N H?NQILE >?PC
=IGJIH?HN ?RN?HMCIH ?N= CM
HIN QILECHA CH ®;aBCM
JUJ?LNS CM ?GJINS OHF?MMN @|OF
?RCMNM

?

[?MCNOR? &HJON JICHNM
1BCM CM ; +OG?LC=-IBHNNIN>M ; L?MCER? MCAH;FB@EN NI (IBG L;HA? ;H>JL I>0=?M ?@&9L ;H IBGM
P;FO? IL ; EH?;LM=;F?> IONJON P;FO?

Figure 314. /?MCNIR? &HJON N;<

610 ;==?MMBCM PC?@@IB? G;CH G?HO <S EEECHANLIFF?L 0?NOJ /?GIN? I?PC=?M [?GIN? ILCP?LM
@IAQ?> <S >I0<F? =B=ECHBMNLCI+?NQILE >LCPM?F?€NA ;H> >IO<F? €EECHA ; GI>OF?CHECHBNICHN
*H,A?L EEHE @1R?> <S =E=ECHBMN\BSJ?LEHE NB? LCABN ?H> IBR WMIXCP? &HJON JICHN

Property Value Description
#,=?NM ;>> COIH;F JLJ?LNC?M /[?7@7?L NI/2ZMCMIR? &HJON #;=?NM
-LIRS "RN ;>> COIH;F JLJ?LNC?M /?7@7?L NI/[2MCMIR? &HJONRB "RN
JUJ?LNC?M
,ON L?;> IHFS /?JILNM B2 =OL2HN P;FO? IB@N
JLIRS JICHN ;H> CNM MN;NOM




+C;A;L; "HN?LILCM? 0?=OLCNS ?H@?L +LCIILCP?L PC?QM N;<M ;H> QCH>IQM

Property Description

EH?;L ;FC<L;QIH ;>> CBIH;F JLJ?LNC?M [?@7?L NI[2MCMIR? &HJON )CH?;L
;FE C<L:NIH "RN JU?LNC?M

[?MCNIR? &HJON #;=?NM
#,=?NM >?N?LGCH? BIQ ; JICMNPYFO?CGMJF;SM BRIMNBIH /?MCNIR? CHIJON @;=?NM CH=FO>? ; GCHCGOG
G;RCGOG ;H>>?=CG;F A=CMCIH

Figure 315. /?MCNIR? &HJON #;=?NM ;HER-@;=?NM QCH>IQ

1B? "> CN QCH>IQ 1J?HM QB?H SIC=EB? "> CNONNIH

Property Value Description
.O;HNCNS >11J >IQH F CMN 12°"H?M NB? @ILGOF;
2HCN >?2@; 0 NI IBG IH'AOL ?M R? >?@; DFOHCN
*R HOG<?L>?@;¥M NI &H'HCNS 12°"H?M NB? G;RCGOG IBG P;FO?
*CH HOG<?L>?@; M NI H?AQP? &H'HCNS 1?°"H?M NB? GCHCGOG IBG P;FO?
-L?=CMCIH HOG<?L>?@; M NI IH? 1?°"H?M NB? HOG<?L |@ >?=CG;F
JF;=?M ;FIQ?>

[?MCMIR? &HIJONRES "RN JILWI?LNC?M
1B?M? JLJ?LNC?M =IH"AQINB? JURS JICHN ?RN?HMCIH
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Figure 316. /?MCNIR? &HJONRB "RN JILIJ?LNC?M

+C;A;L; "HN?LILCM? 0?=0OLCNS ?H@?

L

&H ;>>CGIH NI B? MN;H>: JLIJ?LNC?Mstatus ~ Fault Cause  ;H> Enabled NB?M? JLJ?LNC?M MOJJILRMCERP?

CHJONIRS ?RN?HMCIHM

Property

IHP?LMCIH

Value

ILIJ>IQHF CMN >?@\KMDefault

Description

1?°"H?M BIQ NB? MSMN?G =IHP?L]
JLIRS ?RN?HMCIH OHCNMMN;L
JICHN OHCNM

Default  ;ONIG;NC=;FS =IHP?LNM
MCGCF;L OHCNM MO=BHBZBN
NI ?FMCOM BCHB® JLURS
JICHN

NM
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Property Value Description

NOTE: &H GIMN =M?8N
MN;H>& Defaut =IHP?LMCIH CM
<?MN

Linear ;JJFC?M NI PNEA? CHIJON
L?MCER? CHJON ;H>NPk?
IONJON QLCN;<F? JICHNINEM
QCBIEH?;,=NCHA >?PC=?MD 6
OoOM?BP 0=;F? ;H> ,@@M?N
JLIJ?LNC?M NI =IHP?LIBPNONJON
P;FO? NI ; OHCNBRL B;H NB;N
>?"H?> <S >?PC=? @;=?NM

Linear With Unit CM ;H ?RN?HMCIH
NI NB? ?RCINACH?;L =IHP?LMCIH
JUJ?LNS 1BCM MJ?=C ?M BBI2N
NB? OHCN =IHP?LMCIH MBIOF> |5=0OL
IH Z1?PC=? 3FO?[ IL Z-LIRS
3;FO?[ 1B? H?Q EH?;L QBXDHCN
=IHP?LNILQGFB;P? ; JUJ?LNS NI
CHE=;N? QBHIL B? OHCN
=IHP?LMCIH MBIOF> N;E? JF;=7?
<?@IR IL ;@N?LB® M=;F? I@M?N
=IHP?LMCIH

Reverse Polarity :JIFC?M IHFS NI
IIF?;H CHJON ;H> I?F;S IONJON
QLCN;<F? JICHNM /?P?LB?M N
FIAC= I@BRB;>Q;L? <CH;LS
CHJON IL IONJON

500 Ohm Shunt  ;JJFC?M NI PNEA?
CHJON JICHNM IHF3; ! ;L

NI G M?HMIL QB?L? NB? 2C
CHIORKOGM ,; IBGL ?MCMNIL
QCP> ;=LIMM MBOEHA B? CHION
N?LGCH;FM

Tabular Thermistor :JJFC?M NI IHFS
; 1B?LGCMNIL CHJON JICHN ;H>
CHPIFP?M ; =OMNPBICMN;H=? NI
N?GJ?L;NCGLP;FO? BMJIHM?
=0OLP? @IS3? 1B?LGCMNIL
N?GJ?L;NCGLM?HMILM

Thermistor Type 3 :JJFC?M NI ;H
1B?LGCMNIL &HJON JICHN?QB?L
NBCM M?FHNIIIPC>?M ; Z<OCF
CH[ CHJOMMCMN;H=7? NI
N?GJ?L;NCOLP;FO? BMJIHM?
=0OLP? @ISJ1? 1B?LGCMNIL
N?GJ?L;NCGLM?HMILM
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Property

10HCHA -IE=S +;,G?

1?;>3 ;FO?

4 LCN?BO?

-IF F #2KO?H=S

Value

>UJ >IQH F CMN >?@\{RMDefault
Palicy

L?;> IHFS

12;> IHFS ;JJFC?M NI QLCN;<F? NSJ?MICMJF;SMBR F;MN P;FO? QLCNN?H

IHFS

>lUJ >IQH F CMN >?@{MNomal

Description

Generic Tabular :JJFC?M NI HIH
FEH?;L MOJJILN @IL >?PC=BRLIN

NB;H @ILBPLGCMNIL N?GJ?L;NOL

M?HMILM @CDHCNM CH
N?GJ?L;NOL $?H?LC=;XxOF;L
OM?M ; FIIEOJ N;<F? GBN
MCGCF;L RPN 1B?LGCMNIL
1;<OF;L[ =IHP?LMCIH <ON RION
JL?>?"H?> IONJON OHCNM

0?F?=NM ; H?NQILE NOHCHASIF
<S H;G? 1BCM JIE=S >?"H?M MN;
NCG? ;H> GCHCGOG ;H> G;RCGO
0OJ>N? ICG?M

IOLCHA JIFCHA B? MSMN?G OM?W

NB? NOHCHA @ES NI ?P;FO;N?
<INB QLCN?KO?MNM ;HBN
;==2JN;<CENS WBH?MM I@>L
L?KO?MNM

ICMJF;SMBR F;MN P;FOZ2+ @IG

NB? >?PC=? ?RIMM?> CH >?PC=?

@;=?NM

OMCHA >?PC=? @;=?NM

0?F?=NM ;GIHABP? L;N?M #;MN
+ILG;F ;H> OFIQ NI >?N?LGCH?
BIQ I@N?H NI KO?LBN
=IGJIH?HN @IL CNM P;FO? 1B?
H?NQILBY -IF- 0?LPC=7? IL -~
0=B?>0OF?L >?"H?BMM? L;N?M CH

+C;A;L; "HN?LILCM? 0?=0OLCNS ?MH@?L

-?

BIOLM GCHON?M ;H> M?=IH>M #IL

?R;GJIF?

Fast G;S M?N JIFCHA @XO?H=S NI
?P?LS M?=IH>

Normal G;S M?N JIIF @KO?H=S NI
?P?LS "P? M?=IH>M

Slow G;S M?N JIF @KO?H=S NI
?P?LS M?7=IH>M

1BCM M?LNS ;JIJFC?M NI FRIIRS
JICHNM
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Property Value Description
&HMN;H=? HOG<?L 1?°H?M NB? JICHNXY & , N?LGCH;F
>>L?MM <;M?> |H CNMSRLL ?
NSJ?

&@ >A@IEN?> M;G? CHMN;H=? ;M
M;G? B:L>Q:L? NSJ? M:G?

<l;L > NB? JICHNJILNM ; @;0F
MN:NOM

&@ ;H TN ;NN?GJIN CM G;>? NI ;H
CHMN;H=?7FS CH OM? <S
;HINB?L JIRS JICHN BP? MSMN?G
>CM=3;M N? ?>CN ;H>IN;CHNBN
JL?PCIOM CHMN;H=? P;FO?

2C BJ? L?;> IHFS &>?HBI ?MBP +LCl 2HCP?LM;F &HJON
JICHN NSJ? /?MCHRN&HJION 1IF?;H
,ONJON ?N=

[?MCMIR? &HJON )CH?;LC4#L;NIH "RN JLJ?LNC?M

1B?M? JLI?LNC?M =Q<L;N?7B®P =;F=OF;N?2MCMN?H=? P;FO? 2Z@IICM ;TJF NI B? ,ON MFIN QB?L

8 =;F=OF;N?#D? R 0=F? ,@@M?N9 ,ON P;FO? 2M;A? CRIRN¥ ;MBIOABOffset ;H> Units ;L? =IGGIHFS
=IH AOL?>

NOTE: &H GIMN =;M?M QBMB? J;L?HN +LCI JRS JICHNW @;=?NM B;P? <??H =B;HA?S @1@;ONM SIO GOMN
?>CNB¢ Units P;FO? CIBEM ?RN?HMCIH NI G;R2BENCNMEHINCHN @;=?NM?NQCMBRAJ;L?HN JIRS JICHN
L?JILNM ; @;QF@IL MN;NOM

1SJC=FS SIO M?BEM @NOMN;NOM CGGR?PFS ;@N?L SIO ;>>; H?Q CHIJON JICHN @IL ?R;GJF?;
3IFN;A?&HJON-ICHN IL /?MCMN;H=?&HJON-ICHN ;H>2>ENAENCH?;L =IHP?LMCIH NSJ? CHzR®>M=;F? ;H>
I@M?N ;HBMNH MJ?=C@3 NCHNWY@;=?NM &N G;S HIN <? CGOP2FS =F?RB;NIB? JU<F?G CM CBQWM )CH?;L
;F C<L;8IH "RN QB7LSIO GOMN G;N=B CNM 2HCNM PEDRNCNMEHINCHNY @;=?NM

Figure 317. /?MCNIR? &HJON )CH?;IC<E;RIH JILI?LNC?M

Property Description

0=;F? HOG<?L>?@;O¥M NI 12°"H?M ; M=;F? P;FO? 2M@B SIO
F?;P? BCM P;FO? M?NBRIER @ ; DF
,H? ?R=?INCIH CM C@ SIO =1JBEWVN
?RN?HMCIH OH>?L ; IOHN?L&HJON-|CHN
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Property Value Description

@ILBP? JOLJIM? I@INOLHCHA ; M=;F7%

NIN;F
,@@M?N JIMCOP? IL H?A,8P? HOG<??@;OM  ;H =IGJ?HM;N? @IL MCAH;FIRLL
NI CHMIO=?> <S M?HMIL QCLCHA

L?MCMN;H=? &@ OH>?L ;
IOHN?L&HJON-ICHN F?;P? CNEN T?

2HCNM >UJ >IQH F CMN 1?°"H?M NB? OHCN 1@ G?;®POBIOF>
<?NB? M;G? ;M B? J;L?HN JIRS
JICHNY @;=?NM

#O0mM ;0M? L?;> IHFS &HE=;N?MBRI?;MIH QBS ;
MSMN?G I<D?=N H?NQILE >?PC
=IGJIH?HN ?RN?HMCIH ?N= CM
HIN QILECHA CH ®;aBCM
JUJ?LNS CM ?GJINS OHF?MWN @
?RCMNM

?

OF

ICACN;F CHJON JICHNM
IH'AOL ?M ; IIF?;H &HJON JIRS JICHN

Figure 318. ICACN;F &HJON [H ACCIN N;<

610 ;==?MMBCM PC?@@IB? G;CH G?HO <S EEECHANLIFF?L 0?NOJ /?GIN? 1?PC=?M /?GIN? ILCP?LM
@IAQ?> <S >I0O<F? =B=ECHBMNLCI+?NQILE >LCPM?F?€NA ;H> >IO<F? €EECHA ; GI>OF?CHECHBNICHN
*H;A?L FECHE EEECHBMNCACN;F -ICHNM @HQ?> <S =E=ECHBMNBSJ?LEHE IH ; ICACN;F &HJON JICHN

1B? CHJON @;=?NM ;HRILZRN?HMCIHJLNC?M 2.NB? M;G? ;M BIM? >I=OG?HN?> @IL BPL +LCI JIRS
JICHNM

Property Description
#,=?NM ;>> COIH;F JLJ?LNC?M [?7@7L NI Z"CN £H>1Q[ <?FIQ
-LIRS "RN ;>> COIH;F JLJ?LNC?M [?@7?L NI ZICACN;RBE "RN

JLIJ?LNC?M[ <?FIQ



+C;A;L; "HN?LILCM? 0?=OLCNS ?H@?L

Property

ON;NOM

Value

L?;> IHFS

Description

/?JILNM 8? =IH>CGIH |@B®¥
?HNENS IL JE?MM ;N F;MN BIHA

ok} CHE=N?NBIW 18?
=IGJIH?HN CMOE?HM?> ;H>
JIFEHA MO==?M\@OF

down} CHE=:N?NBN 18?2 F:MN
=B?=E Q;M OHMO==?MM@OF J?
<?=:0M? |1@ ;H CH=R=N JLJ?LNS
IL JIMMC<FS FIMM 1@ H?NQILE
=IHH?=ICIH

{disabledy CHE=:N?NBIW 18?
Enable JLIJ?LNS CM M?NahH

ffaul} ~ CHE=;N?M ;HBPL
JLI<F?G /?7@7?L NFaultCause @IL
GIL? CH@ILGNH

+LCIILCP?L PC?QM N;<M ;H> QCH>IQM

1B;IM

"> CN QCH>IQ
Figure 319. #;,=?NM ">CN QCH>IQ

1BCM QCH>IQ 1J?HM QB?H SIC=EBP "> CNONNIH

Property

1LO? RN

#,FM? 2RN

Value

N?RN

N?RN

Description

0?NM OXB? N?RN NI ;JJ?;L QB?H
Status @ILBP JICHN CM NLO?

0?NM OXB? N?RN NI ;JJ?;L QB?H
Status @ILBP JICHN CM @;FM?
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ICACN;F RS "RN JILJ?LNC?M

Figure 320. ICACN;F HRS "RN JILJ?LNC?M

&H ;>>CGIH NI B? MN;H>%& JLIJ?LNC?M ON;NOM #QBM? ;H> "H;<F?> NB?M? JLJ?LNC?M =IH"AGINBCM

?RN?HMCIH

Property

IHP?LMCIH

Value

IL1IJ>IQH F CMN >?@{KMMbefault

Description

1?°"H?M BIQ NB? MSMN?G =IHP?L]
JLIRS ?RN?HMCIH OHCNMMIN;L
JICHN OHCNM

Defaut  ;ONIG;NC=;FS =IHP?LNM
MCGCF;L OHCNM MO=BHB 23BN
NI ?FMCOM BCRNB® JLURS
JICHN

NOTE: &H GIMN =M?8N
MN;H> Defaut =IHP?LMCIH CM
<?MN

Linear ;JJFC?M NI PiNFA? CHJON
L?MCER? CHJON ;H>NPUk?
IONJON QLCN;<F? JICHNINEM
QCBIEH?;,=NCHA >?PC=?MD 6
OM?BP 0=;F? ;H> ,@@M?N
JLIJ?LNC?M NI =IHP?LBPNONJON
P;FO? NI ; OHCNBRL B;H NB;N
>?"H?> <S >?PC=? @;=?NM

Linear With Unit CM ;H ?RN?HMCIH
NI NB? ?2RCINATH?;L =IHP?LMCIH
JLIJ?LNS 1BCM MJ?=C'?M BN
NB? OHCN =IHP?LMCIH MBIOF> |5
IH Z2I?PC=? 3FO?[ IL Z-LIRS

+C;A;L; "HN?LILCM? 0?=0OLCNS ?MH@?L

NM

=OL




+C;A;L; "HN?LILCM? 0?=OLCNS ?H@?L

Property

10HCHA -IB=S +;G?

Value

>UJ >IQH F CMN >?@{RMDefault
Policy

Description

3;FO?[ 1B? H?Q EH?;L QBXDHCN
=IHP?LNILQAFB;P? ; JUJ?LNS NI
CHE=;N? QBHIL B? OHCN
=IHP?LMCIH MBIOF> N;E? JF;=7?
<?@IR IL ;@N?LB® M=;F? |I@M?N
=IHP?LMCIH

Reverse Polarity :JIFC?M IHFS NI
IIF?;H CHJON ;H> I?F;S IONJON
QLCN;<F? JICHNM /?P?LB?M N
FIAC= I@BRB;>Q;L? <CH;LS
CHJON IL IONJON

500 Ohm Shunt  ;JJFC?M NI PNEA?
CHJON JICHNM IHF3; ! ;L

NI G M?HMIL QB?L? NB? 2C
CHIORKOGM,; IBGL ?MCMNI
QCP> ;=LIMM MBOEHA B? CHION
N?LGCH;FM

Tabular Thermistor :JJFC?M NI IHFS
; 1B?LGCMNIL CHJON JICHN ;H>
CHPIFP?M ; =OMNPBICMN;H=? NI
N?GJ?L;NCLP;FO? BMJIHM?
=0OLP? @IS3? 1B?LGCMNIL
N?GJ?L;NCOLM?HMILM

Thermistor Type 3 :JJFC?M NI ;H
1B?LGCMNIL &HJON JICHN?QB?L
NBCM M?FHNIIIPC>?M ; Z<OCF
CH[ CHJOMMCMN;H=7? NI
N?GJ?L;NCOLP;FO? BMJIHM?
=0OLP? @I8J1? 1B?LGCMNIL
N?GJ?L;NCGLM?HMILM

Generic Tabular ;JJFC?M NI HIH
FEH?;L MOJJILN @IL >?PC=B®LIN
NB;H @ILBPLGCMNIL N?GJ?LNOL
M?HMILM GCHCNM CH
N?GJ?L;NCOL $?H?LC=kxOF;L
OM?M ; FIIEOJ N;<F? GBN
MCGCF,L RPN 1B?LGCMNIL
1;,<OF;L[ =IHP?LMCIH <ONRION
JL?>?"H?> IONJON OHCNM

0?F?=NM ; H?NQILE NOHCHKASIF
<S H;G? 1BCM JIE=S >?"H?M MN;
NCG? ;H> GCHCGOG ;H> G;RCGO
0J>N? ICG?M

IOLCHA JIEHA B? MSMN?G OM?N

+LCIILCP?L PC?QM N;<M ;H> QCH>IQM

=?
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Property

[?;>3 ;FO?

4 LCN?BO?

&HMN;H="?

-IF F #2KO?H=S

2C BJ?

Value

L?;> IHFS

L?;> IHFS

HOG<?L

>UJ >IQH F CMN >?@\MNormal

>UJ >IQH F CMN

Description

NB? NOHCHA &S NI ?P;FO;N?
<INB QLCN?KO?MNM ;HBN
;==?JN;<CENS WBH?MM I&>L
L?KO?MNM

ICMJF;SMBR F;MN P;FO2+ @IG
NB? >?PC=? ?RIMM?> CH >?PC=1
@;=?NM

ICMJF;SMBR F;MN P;FO? QLCNN?f
OMCHA >?PC=? @;=?NM

1?°"H?M NB? JICHWXY & , N?LGCH;F
;>>L?MM <;M?> [H CNMSRIL ?
NSJ?

&@ >@IEN?> M;G? CHMN;H=?:M
M;G? B;L>Q;L? NSJ? M;G?

<l;L > N8? JICHN2JILNM ; @;0F
MN;NOM

&@ ;H TN ;NN?GJIN CM G;>? NI ;H
CHMN;H=?7HS CH OM? <S
;HINB?L JUIRS JICHN BP MSMN?G
>CM=3;M NB? ?>CN ;H>IN;CHNBRN
JL?PCIOM CHMN;H=? P;FO?

0?F?=NM ;GIHABP? L;N?M #;MN
+ILG;F ;H> OFIQ NI >?N?LGCH?
BIQ I@N?H NI KO?LBN
=IGJIH?HN @IL CNM P;FO? 1B?
H?NQILBEWY -IF- 0?LPC=" IL -~
0=B?>0OF?L >?"H?BMM? L;N?M CH
BIOLM GCHON?M ;H> M?=IH>M 4
?R;GJF?

Fast G;S M?N JIFCHA @XO?H=S NI
?P?LS M?=IH>

Normal G;S M?N JIF @KO?H=S NI
?P?LS "P? M?=IH>M

slow G;S M?N JIF @KO?H=S NI
?P?LS M?=IH>M

1BCM WI?LNS ;JIFC?M NI FRIIRS
JICHNM

&>?HOI ?MBP +LCI 2HCP?LM;F &HIJON
JICHN NSJ? /?MCHRN&HION 1IF?;H

+C;A;L; "HN?LILCM? 0?=0OLCNS ?MH@?L

p

HIL
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Property Description

,ONJON ?N=

%CAB 0J??> |IOHN?L

1BCM CM ; +OG?LC=-IBHIN-NH AOLRM ; 2C NI =IOHN >LS =IHN;=N JOFM?M OJ NI  %T ;M;QNA =;F=OF;N? ;
HOG?LC= L;NEBMJI?=C@S QBC=B P;FO? CM NI ;JJB2,ON MFIN 7N IOHN IL/;N? ;M ; MN;NOM HOG?LC=

1B? JURS ?RN?HMCIH =IHN;CHM =IH A NJI?LNC?M @IL L;N? =;F=OHR;NH> ; MN;NOMIJRLNS @IL NIN;F
HOG<?L I@ JOFM?M =IOHN?> MBZHEONN?L Q;M F;MN M?RVM?N

Figure 321. %CAB 0J??> IOHN?L N;<

610 ;==?MMBCM PC?@@IB? G;CH G?HO <S EEECHANLIFF?L 0?NOJ /?GIN? I?PC=?M /?GIN? ILCP?LM
>|0<F? =E=ECHBMN-LCI+?NQILE>LCP?EIO<F? =E=ECHA ; GI>OF?CHECHBMNICHN *;H;A?L FEHE @IR?> <S
=E=ECHBMNBSJ?LEHE NB® LCABN ?H> IBP Blo.CAB 0J??> IOHN?L JICHN

Property Value Description

#,=?NM <ONNIH ;H> ;>>C0lIH;F JLJ?LNC?M 1?N?LGCH? BIQ P;FO?M?L

@ILG;NN?> @ICMJIF;S >?J?HCHA
IH NB? =IHN?RN ;H>B® NSJ? |@
>N; "R;GIF?M CH=FO>?
?HACH??LCHA OHCNM ;H> >?=CG;F
JL?=CMCIH @IL HOG?LC= NSJ?M| ;H>
>?M=LC3R? P;FO? MN;N? N?RN @IL
<lIF?;H ;H> ?HOG NSJ?M

4 CBINB? ?R=?JEIH 1@ JRS
JICHNM QENMMC<F? >?"H?>
>?PC=? @;=?NM JICHN @;=?NM>|
HIN :@?=N BI(BY @L:G?QILE
JLI=?MM?MBR JICHWYP;FO?




+LCI ILCP?L PC?QM N;<M ;H> QCH>IQM

Property

-LIRS"RN

,ON A?H?L;F

;>> CBIH;F JLJ?LNC?M

Description

?MC>?M =IHNLIJICHNM P;LCIOM
INB?L =IGJIH?HNM B;P? @;=?NM
NIl #IL ?R;GJF? G;HS ECN IHNE
;H> M=B?>0F? =IGJIH?HNM B;P?
@;=?NM !?N;CFM ;<ION JICHN @
:JJFS NI B?M? =IGJIH?HNM NII
OHF?MM ?MJEELHIN?>

610 ;==?MM @;=?NM <G=EEHA ;H
>CNONNIHIL;=B?RH  IN B
12H ;H "> CN #=?NRICH>IQ

[?7@7L NI%CAB 0J??> IOHN?L 4IRS
"RN JILJ?LNC?M

ICMJF;SMBR =OL2HN P;FO? I@N
JURS JICHN CH=BBA @;=?NM ;Hj3
MN;NOM

1B? P;FO? >?J?H>M IHB® NSJ?
|@ =IHNE JICHN

#,=?NM >?"H? BIQ B? P;FO?
>CMJF;SM CHSHaB? P;FON
HOG<?L I@ >?=CG;F JF;=?M
?HACH??LCHA OHCNM IL N?RN
>?M=LCJINILM @IL 1IF?;H ?HOG
MN;N?M@=;H ?>CN JICHN @;=?N
NI JIFF @IL ;>E6lIH;F JLI?LNC?M
MO=B ;MBR H;NCP? MN;NOM#F;AM
;H>IL JLCILCNS LL;S F?P?F

ON;NOMUILNM BI? =OL2HN B?;8B
H> P;FCENS I@NP;FO? ON;NOM
MJ?=C ?><S ; =IG<CHSIH |@
MN;NOM a;AM MO=BuM
overridden alarm ;H>MI IH
&@ HI MN;NOM a;A CM M?N MN;N
=[HMC>? HILG;F ;H> L?JILNM
{ok}

+C;A;L; "HN?LILCM? 0?=0OLCNS ?MH@?L

=?NM

\'4

M

CM

{OM CM

%CAB 0J??> IOHN?L #,=?NM

#,=?NM >?N?LGCH? BIQ ; JICMNMFO?CGMJIF;SM BRIMNGIH %CAB 0J??> IOHN?L @;=?NM CH=FO>? ; GCHCGOG

G;RCGOG ;H>>?=CG;F I=CMCIH
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Figure 322. %CAB 0J??> IOHN?L #;=?NM ;H> CN @;=?NM QCH>1Q

1B? "> CN QCH>IQ IJ?HM QB?H SIC=EB? "> CNONNIH

Property

.O;HNCNS

2HCN

G:R

GCH

JL?=CMCIH

Value Description
>UJ>IQH F CMN >?@RmI GCM= IHAOL ?M R? @ILGOF;
>?2@; O NI HBE IH'AOL ?M R? >?@;DFOHCN
HOG<?L>?@; M NI &H'HCNS 12°"H?M NB? G;RCGOG BCAB MJ??>
=IOHN?L P;FO?

HOG<?L>?@; M NI H?AMP? &H'HCNS 1?"H?M NB? GCHCGOG BCAB MJ?7?>
=IOHN?L P;FO?

HOG<?>?@; ¥V NI 1?2°"H?M NB? HOG<?L |@ >?=CG;F
JF;=?M ;FIQ?>
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%CAB 0J??> IOHN?L 4IRS "RN JILJ?LNC?M
Figure 323. %CAB 0J??> IOHN?L 4RS "RN JILJ?LNC?M

&H ;>>CBIH NI B? MN;H>% JLIJ?LNC?M ON;NOM #QBM? ;H>"H;<F?> NB?M? JLJ?LNC?M MOJJILN BCAB MJ??>
=IOHN?L JRS ?RN?HMCIHM

Property Value Description
IHP?LMCIH IL1J>IQH F CMN >?@{fMbefault 12°'H?M BIQ NB? MSMN?G =IHP?LNM
JURS ?RN?HMCIH OHCNMMN; L
JICHN OHCNM

Defautt ;ONIG;NC=/FS =IHP?LNM
MCGCF:L OHCNM MO=BHB2E\
NI ?FMCOM BCMB?® JLRS
JICHN

NOTE: &H GIMN =M?8™N
MN;H>:k Defaut =IHP?LMCIH CM
<?MN

Linear ;JJFC?M NI PiNFA? CHJON
L?MCER? CHJON ;H>NPUk?
IONJON QLCN;<F? JICHNINEM
QCBIEH?;,=NCHA >?PC=?MD 6
OM?BP 0=;F? ;H> , @@M?N
JLIJ?LNC?M NI =IHP?LBP”NONJON
P;FO? NI ; OHCNBRL B;H NB;N
>?"H?> <S >?PC=? @;=?NM
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Property

10HCHA -IB=S +;G?

Value

>UJ >IQH F CMN >?@{RMDefault
Policy

Description

Linear With Unit CM ;H ?RN?HMCIH
NI NB? ?RCINACH?;L =IHP?LMCIH
JUJ?LNS 1BCM MJ?=C ?M BBI2N
NB? OHCN =IHP?LMCIH MBIOF> |5
IH Z1?PC=? 3FO?[ IL Z-LIRS
3;FO?[ 1B? H?Q EH?;L QBXDHCN
=IHP?LNILQAFB;P? ; JUJ?LNS NI
CHE=;N? QBHIL B? OHCN
=IHP?LMCIH MBIOF> N;E? JF;="?
<?@IR IL ;@N?LB® M=;F? |I@M?N
=IHP?LMCIH

Reverse Polarity :JIFC?M IHFS NI
IIF?;H CHJON ;H> I?F;S IONJON
QLCN;<F? JICHNM /?P?LB?M N
FIAC= I@BRB;>Q;L? <CH;LS
CHJON IL IONJON

500 Ohm Shunt  ;JJFC?M NI PNEA?
CHJON JICHNM IHF3; Wl ;L

NI G M?HMIL QB?L? NB? 2C
CHIORKOGM,; IBGL ?MCMNI
QCP> ;=LIMM MBOEHA B? CHION
N?LGCH;FM

Tabular Thermistor :JJFC?M NI IHFS
; 1B?LGCMNIL CHJON JICHN ;H>
CHPIFP?M ; =OMNPBICMN;H=? NI
N?GJ?L;NCLP;FO? BMJIIHM?
=0OLP? @ISJ? 1B?LGCMNIL
N?GJ?L;NCOLM?HMILM

Thermistor Type 3 :JJFC?M NI ;H
1B?LGCMNIL &HJON JICHN?QB?L
NBCM M?FHNIIIPC>?M ; Z<OCF
CH[ CHJOMMCMN;H=2? NI
N?GJ?L;NCOLP;FO? BMJIHM?
=0OLP? @ISJ1? 1B?LGCMNIL
N?GJ?L;NCGLM?HMILM

Generic Tabular ;JJFC?M NI HIH
FEH?;L MOJJILN @IL >?PC=®LIN
NB;H @ILBPLGCMNIL N?GJ?LNOL
M?HMILM GCHCNM CH
N?GJ?L;NCOL $?H?LC=k¥OF;L
OM?M ; FIIEOJ N;<F? GBN
MCGCF,L RPN 1B?LGCMNIL
1;,<OF;L[ =IHP?LMCIH <ONRION
JL?>?"H?> IONJON OHCNM

0?F?=NM ; H?NQILE NOHCHKASIF

+LCIILCP?L PC?QM N;<M ;H> QCH>IQM

=OL
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Property

1?;>3 ;FO?

4 LCN?,BO?

-IF F #2KO?H=S

&HMN;H=?

Value

L?;> IHFS

Description

<S H;G? 1BCM JIE=S >?"H?M MN;
NCG? ;H> GCHCGOG ;H> G;RCGO
0J>N? ICG?M

IOLCHA JIFCHA B? MSMN?G OM?N
NB? NOHCHA @IES NI ?P;FO;N?
<INB QLCN?KO?MNM ;HBN
;==2JN;<CENS WBH?MM I@>L
L?KO?MNM

ICMJF;SMBR F;MN P;FO2+ @IG
NB? >?PC=? ?RIMM?> CH >?PC=1
@;=?NM

?;> IHFS ;JJFC?M NI QLCN;<F? NSJ?MICMJF;SMBR F;MN P;FO? QLCNN?}

IHFS

>lUJ >IQH F CMN >?@{MMNormal

HOG<?L

OMCHA >?PC=? @;=?NM

0?F?=NM ;GIHABP? L;N?M #;MN
+ILG;F ;H> OFIQ NI >?N?LGCH?
BIQ I@N?H NI KO?LBN
=IGJIH?HN @IL CNM P;FO? 1B?
H?NQILEY -IF- 0?LPC=2? IL -~
0=B?>0OF?L >?"H?BAM? L;N?M CH
BIOLM GCHON?M ;H> M?=IH>M 4
?R;GJF?

Fast G;S M?N JIFCHA @XO?H=S NI
?P?LS M?=IH>

Normal G;S M?N JIF @KO?H=S NI
?P?LS "P? M?=IH>M

Slow G;S M?N JIF @KO?H=S NI
?P?LS M7?=IH>M

1BCM WI?LNS ;JIFC?M NI FRIIRS
JICHNM

12°"H?M NB? JICHMWX & , N?LGCH;F
>>L?MM <;M?> |H CNVERIL?
NSJ?

&@ >@IEN?> M;G? CHMN;H=? ;M
M;G? B;L.>Q;L? NSJ? M;G?

<l;L > NB? JICHNAJILNM ; @;0F
MN;NOM

&@ ;H TN ;NN?GJIN CM G;>? NI ;H
CHMN;H=?7FS CH OM? <S
;HINB?L JURS JICHN BP MSMN?G

+C;A;L; "HN?LILCM? 0?=0OLCNS ?MH@?L

=

p

4

L
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Property

2C BJ?

,ONJON 0?F?=N

1IN;F

/;N?

IIN? ;F=1 SJ?

IIN? ;F=

Value

12;> IHFS

>UJ >IQH F CMN >?@{RMCTount

L?;> IHFS

L?;> IHFS

>UJ >IQH F CMN

;>> CBIH;F JLJ?LNC?M

Description

>CM=3M B? ?2>CN ;H>IN;CH\B N
JL?PCIOM CHMN;H=? P;FO?

&>?HBI ?MBP +LCI 2HCP?LM;F &HJON
JICHN NSJ? /?MCHR&HJION 1IF?;H
,ONJON ?N=

0J?=C?M C@ =IOHN Nibuit IL
=IOHN L;NRate CM ;NBY ,ON MFIN ;M
; MN;NOM HOG?LC=

[?2JILNM 8?2 NIN;F HOG<?L |@ JOFM?
=IOHN?> MCHB?NLRS ?RN?HMCIH
Q;M F;MN M?N AM?N

NB? Rate Calc =IH AOL;NCIH

12°’H?M NB? NSJ? 1@ L;N? =;F=QH:N
1B? JOLJIM? |@BPM? =;F=OENM CM
NI L?JILN ; G?;HCHA@OF P;FO?

FixedWindowRateType Q;CNM @B2?N
CHN?LP;F >?"H?> OH>BR KN?
;F= MFIN NI ?F;JM? 1B?H CN
?=;F=OF;N?BIIN_;N? <;M?> |[H
NB? CHN?LP;F

SlidingWindowRatetype =;F=0OF;N?M
NB? L;N? <;M?> |H B? MJ?=C"?>
CHN?LP;F ?P?LS CHN?LP;F QCH>
HOG<?L |@ M?=IH>M 1BCM 0OJ>;
NB? L;N? GIL? @IKO?HNS QBCF?
G;CHN;CHCHR N;F=OFNH <;M?>
IH NB? MJ?=C"?> CHN?LP;F

TriggeredRateType >>M
L?2=;F=0OF;N?/;N? ;=DH NI B?
J;L?HN JICHN

-LIPC>?M IH? NIBI?? JLIJ?LNC?M NI
OM? CBAL;N? =;F=0OfN

Scale >?@;OFWM NI >?J?H>M IH
NB? CN?G KO;BNS JOFM? ;H>
>?MCE L;N? OHCNM

interval - HIN ;P;CF;<F? €4 Calc
Type CNtiggeredRate ~ NSJ?
>2@;fM NI [H?  GCHON?

+LCIILCP?L PC?QM N;<M ;H> QCH>IQM

1Q
N?M
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Property Value Description

Windows ;P;CF;<F? IHFS R@calc
Type CMidingWindowRateType
>?7@ ;M NI MCR

IIN? ;F=1 CG? L?;> IHFS [?2JILNM 8? NCG?MN;GJ @R F;MN
L;N? =;F=OFS\H

[?F;S ,ONJON JICHNMCACN;F
IH'AOL ?M OJ NI > CACN;F +L@F{S IONJON JICHN N?LGCH;FM

Figure 324. /?F;S ,ONJON IH AOL;NCIH N;<

610 ;==?MMBCM PC?@G@IB? +LCI -ICHN *;H;A?L <S =E=ECHBMNCACN;F -ICHNM @IHQ?><S =E=ECHB™N
BSJ?LEHE IH ; /?F;S ,ONJON JICHN
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Property Value Description
#,=?NM ;>> COIIH;F JLJ?LNC?M [?@7L NI[2E;S ,ON #;=?NM
-LIRS"RN ;>> COIH;F JLJ?LNC?M [?@7?L NI/2E:S ION -LIRS "RN
JLIJ?LNC?M
ON;NOM L?;> IHFS [?JILNM 8? =IH>CGIH |@B®P

?HKENS IL JE?MM ;N F;MN BIHA

o CHE=:N?NBIW 18?
=IGJIH?HN CMOE?HM?> ;H>
JIFFEHA MO==?MA8@OF

down} CHE=;N?NBN 182 F;MN
=B?=E Q;:M OHMO==?MM@OF J?|.B:IM
<?=:0M? |@ ;H CH=P=IN JLJ?LNS
IL JIMMC<FS FIMM I@ H?NQILE
=IHH?=ICIH

{disabled} CHE=;N?NBN B?
Enable JLIJ?LNS CM M?Nalsd

ffauy  CHE=;N?M ;HBPL
JU<F?G /[?@7L NFaultCause @IL
GIL? CH@ILGWH

&H H> true IL false >?@;ONM Ndblse IH'AOL ?M R? ;GIOHN I@ PIN;A?
=IGCHA @.?;=-Bl@ CHJONM

4B?H HOF CM =B?=E7B?NP;FO?
>CMJF;S?> >? GNORNIB?
CH=IGCHA P;FOIG@IB? >?PC="?
&@ SIOQGIP? NB? =B?=E G,LE
SIO =;H =IH'AOL? NB? In P;FO?

#,F,=E tue IL false >?@;OM Nalse -L? >?'H?M ;H> IONJON P;FO? CH
=:M? 1@ ; HGFCHJON

,P?LLC>? "RICLMH 1:N? ;H>NCG? >LJ >IQH F CMNM 1?2°"H?M :H ?RJCL;KIH >;N? ;H> I€G?

*CH =NCP? CG? BIOLM GCHON?”M M?=IH>M 0J?=C"?M ; GCHCGOG ;GIOHN @B
NB;N ; >?PC=? GOMN LOH IH=? CN CM
MN;LN?>

*CH &H;=CP? CG? BIOLM GCHON?M M?=IH>M 0J?=C"?M ; GCHCGOG ;GIOHN [@BR
NB;N ; >?PC=? GOMN <FE3iH=? CN CM
MNIJJ?>

0?N *CH &H;€N¥? €CG? ,H ON;LN true IL false >?@;ONM Niise IH'AOL ?M R? MSMN?G NI MBR N

GCHCGOG CHZRNGG? QB?HBP
MN;GIH MN;LNM
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Property Value Description

*CHCGOG ;=BP? ;H> CH;ER?
NCG?M AP?HN MBILN =GHR 1@
?KOCJG?HN =IHNE?> <S ; JICHN

/?F;S ,ON #;=?NM
M; IIF?;H QLCN;<F? NB?M? JIRS JICHNM MOJJILN NQI MN;N?M QBC=BI:Ni@eOAL false

Figure 325. /?F;S ,ONJON IH AOL;NCIH #;,=?NM

610 OM? BICM QCH>1Q NI =IH'AD:C@7AHN N?RN BRL B;H true ;H> false QB?HB? MNGIH QLCNBCN
IIF?;H P;FO?

[?F;S ION -LIRS "RN JILJ?LNC?M
1B? JURS ?RN?HMCIHJIRELNC?M 2NB? M;G? ;M BIM? >I=OG?HN?> @IL BPL +LCI JIRS JICHNM

Figure 326. /?F;S ,ON -LIRS "RN JILJ?LNC?M

&H ;>>CGIH NI B? MN;H>: JLIJ?LNC?Mstatus ~ Fault Cause  ;H> Enabled NB? I?F;S ION JIRS ?RN?HMCIH
JUPC>?MBPM? JLJ?LNC?M

Property Description

IHP?LMCIH IL1IJ>IQHF CMN >?@{MMbefault 1?°H?M BIQ NB? MSMN?G =IHP?LNM
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Property

Value

Description

JURS ?RN?HMCIH OHCNMMIN; L
JICHN OHCNM

Defaut ;ONIG;NC=;FS =IHP?LNM
MCGCF,;L OHCNM MO=BHB2EN
NI ?FMCOM BCHNB® JLIRS
JICHN

NOTE: &H GIMN =M?8N
MN;H>& Defaut =IHP?LMCIH CM
<?MN

Linear ;JJFC?M NI PNEA? CHIJON
L?MCER? CHJON ;H>NPUk?
IONJON QLCN;<F? JICHNINEM
QCBIEH?;.=NCHA >?PC=?MD 6
OM?BP 0=;F? ;H> ,@@M?N
JLIJ?LNC?M NI =IHP?LBPNONJON
P;FO? NI ; OHCNBRL B;H NB;N
>?"H?> <S >?PC=? @;=?NM

Linear With Unit CM ;H ?RN?HMCIH
NI NB? ?RCRINACH?;L =IHP?LMCIH
JLIJ?LNS 1BCM MJ?=C ?M QBN
NB? OHCN =IHP?LMCIH MBIOF> |5
IH Z1?PC=? 3FO?[ IL Z-LIRS
3;FO?[ 1B? H?Q EH?;L QBXDHCN
=IHP?LNILQGFB;P? ; JUJ?LNS NI
CHE=;N? QBEYL B? OHCN
=IHP?LMCIH MBIOF> N;E? JF;=7?
<?@IR IL ;@N?LB® M=;F? I@M?N
=IHP?LMCIH

Reverse Polarity :JIJIFC?M IHFS NI
IIF?;H CHJON ;H> I?F;S IONJON
QLCN;<F? JICHNM /?P?LB?M N
FIAC= I@BR B;l>Q;L? <CH;LS
CHJON IL IONJON

500 Ohm Shunt  ;JJFC?M NI PNEA?
CHJON JICHNM IHF3;3;L

NI G M?HMIL QB?L? NB? 2C
CHIORKOGM,; IBGL ?MCMNI
QCP> ;=LIMM MBOEHA B? CHIJON
N?LGCH;FM

Tabular Thermistor :JJFC?M NI IHFS
; 1B?LGCMNIL CHJON JICHN ;H>
CHPIFP?M ; =OMNPMMCMN;H=? NI
N?GJ?L;NCLP;FO? BMJIHM?
=0OLP? @IS3? 1B?LGCMNIL
N?GJ?L;NCLM?HMILM

Thermistor Type 3 :JJFC?M NI ;H

+LCIILCP?L PC?QM N;<M ;H> QCH>IQM

=OL
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Property

10HCHA -IE=S +;,G?

1?;>3 ;FO?

4 LCN?,BO?

-IF F #2KO?H=S

Value

>lJ >IQH F CMN >?@{MMDefault
Policy

L?;> IHFS

?;> IHFS ;JJFC?M NI QLCN;<F? NSJ?MICMJF;SMBR F;MN P;FO? QLCNN?}

IHFS

>lUJ >IQH F CMN >?@{MMNormal

Description

1B?LGCMNIL &HJON JICHN?QB?L
NBCM M?FZHENIILPC>?M ; Z<OCF
CH[ CHIOMMCMN;H=2? NI
N?GJ?L;NOLP;FO? PMJIIHM?
=OLP? @IIS3? 1B?LGCMNIL
N?GJI?L;NOLM?HMILM

Generic Tabular :JJFC?M NI HIH
FEH?;L MOJJILN @IL >?PC=BfLIN
NB;H @ILBPLGCMNIL N?GJ?L;NOL
M?HMILM @EHCNM CH
N?GJ?L;NCL $?H?LC=;XxOF;L
OM?M ; FIIEOJ N;<F? GBN
MCGCF;L BPN1B?LGCMNIL
1,<OF;L[ =IHP?LMCIH <ONRION
JL?>?"H?> IONJON OHCNM

0?F?=NM ; H?NQILE NOHCHKASIF
<S H;G? 1BCM JIE=S >?"H?M MN;
NCG? ;H> GCHCGOG ;H> G;RCGO
0J>;N? ICG?M

IOLCHA JIFCHA B MSMN?G OM?N
NB? NOHCHA @IES NI ?P;FO;N?
<INB QLCN?KO?MNM ;HBN
;==2JN;<CENS WBH?MM I@>L
L?KO?MNM

ICMJF;SMBR F;MN P;FO2+ @IG
NB? >?PC=? ?R3IMM?> CH >?PC=1
@;=?NM

OMCHA >?PC=? @;=?NM

0?F?=NM ;GIHABP? L;N?M #;MN
+ILG;F ;H> OFIQ NI >?N?LGCH?
BIQ I@N?H NI KO?LBN
=IGJIH?HN @IL CNM P;FO? 1B?
H?NQILBEY -IF- 0?LPC="? IL -~
0=B?>0OF?L >?"H?BAM? L;N?M CH
BIOLM GCHON?M ;H> M?=IH>M 4
?R;GJF?

Fast G;S M?N JIFCHA @XO?H=S NI
?P?LS M?=IH>

Normal G;S M?N JIF @KO?H=S NI
?P?LS "P? M?=IH>M

+C;A;L; "HN?LILCM? 0?=0OLCNS ?MH@?L

=

p

4

L




+C;A;L; "HN?LILCM? 0?=OLCNS ?H@?L +LCIILCP?L PC?QM N;<M ;H> QCH>IQM

Property Value Description

Slow G;S M?N JIF @KO?H=S NI
?P?LS M7?=IH>M

1BCM M?LNS ;JIJFC?M NI FRILIRS
JICHNM

&HMN;H=? HOG<?L 1?°H?M NB? JICHNX & , N?LGCH;F
>>L?MM <;M?> |H CNMSRLL ?
NSJ?

&@ >@IEN?> M;G? CHMN;H=? ;M
M;G? B;L.>Q;L? NSJ? M;G?

<l;L > NB? JICHNAILNM ; @;0F
MN;NOM

&@ ;H TN ;NN?GJIN CM G;>? NI ;H
CHMN;H=?7FS CH OM? <S
;HINB?L JIRS JICHN B? MSMN?G
>CM=3M R? ?>CN ;H>1IN;CHNBRN
JL?PCIOM CHMN;H="? P;FO?

3IFN;A? ,ONJON JICHNM
1BCM CM ; +OG?LCEAI;<F? JICHNNNI?IL?M?HNM ; NI 3>=;H;FIAIONJON



+LCI ILCP?L PC?QM N;<M ;H> QCH>IQM

Figure 327. 3IFN;A? ,ONJON N;<

+C;A;L; "HN?LILCM? 0?=0OLCNS ?MH@?L

610 ;==?MM CNGA\NB? +LCI -ICHN *;H;A?L H;FIA -ICHNMN;< <S =E=ECHBMNBSJ?LEHE IH ; 3FN;A? ,ONJON

JICHN

Property

#,=?NM

-LIRS"RN

Value

;>> CBIH;F JLI?LNC?M

;>> CBIH;F JLJ?LNC?M

L?;> IHFS

HOG<?L I@ PNM <?NQ??H

>?@;OFNM NI

HOG<?L |@ PNM <?NQ??H

H>

Description

[?@7?L NI3IEN;A? ,ONJON #;=?NM
JUJ?LNC?M

[?@7?L NI3IEN;A? ,ONJON -IRS "RN
JLJ?LNC?M

[?JILNM 87 =OL2HN P;FO? I®N
JLIRS JICHN ;H> CNM MN;NOM

IH'AOL ?M R? HOG<?L |@ IONJON
PIRNM

L ?;N?M ; JI? >?°"H?> IONJON P;FO? CH




+C;A;L; "HN?LILCM? 0?=OLCNS ?H@?L +LCIILCP?L PC?QM N;<M ;H> QCH>IQM

Property Value Description
>?@;0FNM NI =M? 1@ ; HOGFRCHJION
,P?LLC>? "RICLMIH I:N? ;H>NCG? >LJ >IQH F CMNM 12°"H?M QB?H ; Q;CNCHA J?LCI> CM

IP?L ;H>;H ;=NCIH CM ;ONIGN;FS
CMMO?> NI ; JICHN

3IFN;A? ,ONJON #;=?NM W?LNC?M
#,=?NM >?N?LGCH? BIQ ; JICMNPYFO?CMJIF;SM BRIMNGIH 3FN;A? ,ONJON @;=?NM CH=FOEAPHOG<?LM
;H>>?=CG;F J2=CMCIH

Figure 328. 3IFN;A? ,ONJON @;=?NM ;H>CN @;=?NQ QCH>IQ

Property Value Description
.O;HNCNS >lJ >IQH F CMNM >? @\ORlectric IHAOL ?M R? @ILGOF;
potential

2HCN >?@; M NI IBFNM IH'AOL ?M R? >?@;DFOHCN

G;R HOG<?L>?@; M NI 1?°"H?M NB? G;RCGOG BCAB MJ?7?>
=IOHN?L P;FO?

GCH HOG<?L>?@; M NI 12°"H?M NB? GCHCGOG BCAB MJ??>
=IOHN?L P;FO?

JL?=CMCIH HOG<?L>?@; M NI 1?°"H?M NB? HOG<?L |@ >?=CG;F
JF;=?M ;FIQ?>

3IFN;A? ,ONJON -IRS "RN JILJ?LNC?M
+LCI =;J;<F? =IHNILFF?LM ;H> ?RN?LH;F & , GI>OF?M N&XCB;P? MIG? HOG<?L I@H;S NSJ? EACN;F IONJONM
I, sH>IL NI 3>=;H;FIAIONJON , N?LGCH;FM

1B? >LCP?L MOJJILNM NQI QLCN;<F? JICHNM

\ /?F;S,ONJONA4LCN;<F? QBC=B CM ; MN;HF2;H4 LCN;<F? JICHNEYEN-LCI/?F;S,ONJONACN;<F? RS
?RN?HMCIH

1BCM JICHN >?@®MDRI HILG;F FIACB;NCM ;H CHJON P;F@2d@=FIM?MBY =IHN;=NM Conversion NSJ?



+LCI ILCP?L PC?QM N;<M ;H> QCH>IQM

|@Reverse Polarity L2P?LM?NBR [IF?;H MN;N? AICHA @LCHJON NI IONJONBOM 1J?HCHABR=IHN;=NM
\" 3IFN;A?,ONJON4.CN;<F? QBC=B CM ; MN;H3E?LC=4 CN;<F? JICHNEYEN-LCI3IFN;A?, ONJON4.CN;<F?

JURS ?RN?HMCIH

1BCM JICHNIL?M?HNM ; NI 3>=;H;FIA IONJON Q@8N>> CBIIH;F IP?LLC>? Il?LNC?M

Figure 329. 3IFN;A? ,ONJON -IRS "RN JILJ?LNC?M

&H ;>>CBIH NI B? MN;H>%: JLIJ?LNC?M ON;NOM #QBM? ;H>"H;<F?> NB?M? JLJ?LNC?M MOJJILN R|R?

IONJON JRS ?RN?HMCIHM

Property

IHP?LMCIH

Value

ILIJ>IQH F CMN >?@\RMDefault

Description

1?°"H?M BIQ NB? MSMN?G =IHP?L]
JURS ?RN?HMCIH OHCNMMN;L
JICHN OHCNM

Defaut ;ONIG;NC=;FS =IHP?LNM
MCGCF;L OHCNM MO=BHB 23BN
NI ?FMCOM BCHNB®? JURS
JICHN

NOTE: &H GIMN =M?8N
MN;H> Defaut =IHP?LMCIH CM
<?MN

Linear ;JJFC?M NI PREA? CHION
L?MCORP? CHION ;H>NPU?
IONJON QLCN;<F? JICHNINEM
QCBIEH?;L=NCHA >?PC=7MD 6
OM?BP 0=;F? ;H> ,@@M?N
JUJ?LNC?M NI =[HP?LBPNONJON
P;FO? NI ; OHCNBRL B;H NB;N
>?"H?> <S >?PC=? @;=?NM

Linear With Unit CM ;H ?RN?HMCIH
NI NB? ?2RCINATH?;L =IHP?LMCIH
JLIJ?LNS 1BCM MJ?=C'?M 88BN

+C;A;L; "HN?LILCM? 0?=0OLCNS ?MH@?L

NM




+C;A;L; "HN?LILCM? 0?=OLCNS ?H@?L +LCIILCP?L PC?QM N;<M ;H> QCH>IQM

Property Value Description

NB? OHCN =IHP?LMCIH MBIOF> |5=0OL
IH Z1?PC=? 3FO?[ IL Z-LIRS
3;FO?[ 1B? H?Q EH?;L QBXDHCN
=IHP?LNILQAFB;P? ; JUJ?LNS NI
CHE=;N? QBHIL B? OHCN
=IHP?LMCIH MBIOF> N;E? JF;="?
<?@IR IL ;@N?LB® M=;F? |I@M?N
=IHP?LMCIH

Reverse Polarity :JIFC?M IHFS NI
IIF?;H CHJON ;H> I?F;S IONJON
QLCN;<F? JICHNM /?P?LB?M N
FIAC= I@BRB;>Q;L? <CH;LS
CHJON IL IONJON

500 Ohm Shunt  ;JJFC?M NI PNEA?
CHJON JICHNM IHF3; ! ;L

NI G M?HMIL QB?L? NB? 2C
CHIORKOGM ; IBGL ?MCMNIL
QCP> ;=LIMM MBOEHA B? CHION
N?LGCH;FM

Tabular Thermistor :JJFC?M NI IHFS
; 1B?LGCMNIL CHJON JICHN ;H>
CHPIFP?M ; =OMNPBICMN;H=? NI
N?GJ?L;NCLP;FO? BMJIIHM?
=0OLP? @ISJ? 1B?LGCMNIL
N?GJ?L;NCOLM?HMILM

Thermistor Type 3 :JJFC?M NI ;H
1B?LGCMNIL &HJON JICHN?QB?L
NBCM M?FHNIIIPC>?M ; Z<OCF
CH[ CHJOMMCMN;H=7? NI
N?GJ?L;NCOLP;FO? BMJIHM?
=0OLP? @ISJ1? 1B?LGCMNIL
N?GJ?L;NCGLM?HMILM

Generic Tabular ;JJFC?M NI HIH
FEH?;L MOJJILN @IL >?PC=B®LIN
NB;H @ILBPLGCMNIL N?GJ?LNOL
M?HMILM GCHCNM CH
N?GJ?L;NCOL $?H?LC=k¥OF;L
OM?M ; FIIEOJ N;<F? GBN
MCGCF,L RPN 1B?LGCMNIL
1;,<OF;L[ =IHP?LMCIH <ONRION
JL?>?"H?> IONJON OHCNM

10HCHA -IB=S +;G? >lJ >IQH F CMN >?@\KMDefault
Policy 0?F?=NM ; H?NQILE NOHCHKASIF
<S H;G? 1BCM JIE=S >?"H?M MN;F?
NCG? ;H> GCHCGOG ;H> G;RCGOG
0J>N? ICG?M




+LCI ILCP?L PC?QM N;<M ;H> QCH>IQM +C;A;L; "HN?LILCM? 0?=0OLCNS ?MH@?L

Property Value Description

IOLCHA JIEHA BP MSMN?G OM?M
NB? NOHCHA &S NI ?P;FO;N?
<INB QLCN?KO?MNM ;HBN

;==?JN;<CENS WBH?MM I&>L

L?KO?MNM

[?;>3 FO? L?;> IHFS ICMJF;SMBR F;MN P;FOZ2+ @I1G
NB? >?PC=? ?RIMM?> CH >?PC="?
@;=?NM

4 LCN?BO? L?;> IHFS ICMJF;SMBR F;MN P;FO? QLCNN?H

OMCHA >?PC=? @;=?NM

-IF F #2KO?H=S >UJ >IQH F CMN >?@!{KMNormal 0?F?=NM ;GIHAB\P? L;N?M #:MN
+ILG;F ;H> OFIQ NI >?N?LGCH?
BIQ I@N?H NI KO?LBN
=IGJIH?HN @IL CNM P;FO? 1B?
H?NQILBY -IF- 0?LPC="? IL -F~
0=B?>0OF7?L >?"H?BAM? L;N?M CH
BIOLM GCHON?M ;H> M?=IH>M #
?R;GJF?

L

Fast G;S M?N JIFCHA @XO?H=S NI
?P?LS M?=IH>

Normal G;S M?N JIIF @KO?H=S NI
?P?LS "P? M?=IH>M

Slow G;S M?N JIF @KO?H=S NI
?P?LS M?=IH>M

1BCM M?LNS ;JIJFC?M NI FRIIRS
JICHNM

&HMN;H=? HOG<?L 1?°H?M NB? JICHNX & , N?LGCH;F
>>L ?MM <;M?> I[H CNMRLL?
NSJ?

&@ >@IEN?> M;G? CHMN;H=? ;M
M;G? B;L>Q;L? NSJ? M;G?

<l;L > NB? JICHNUILNM ; @;QF
MN;NOM

&@ ;H TN ;NN?GJIN CM G;>? NI ;H
CHMN;H=?7HS CH OM? <S
;HINB?L JURS JICHN BP? MSMN?G
>CM=3;M N? ?>CN ;H>IN;CHNBRN
JL?PCIOM CHMN;H=? P;FO?

2C BJ? L?;> IHFS &>?HOI ?MBP +LCI 2HCP?LM;F &HIJON




+C;A;L; "HN?LILCM? 0?=OLCNS ?H@?L +LCIILCP?L PC?QM N;<M ;H> QCH>IQM

Property Description

JICHN NSJ? /?MCHRN&HION 1IF?;H
,ONJON ?N=

*H;A? "RN?HMCIHM QCH>IQM

1B?M? QCH>IQM ;>> ?RN?HMCIHBNIGHN *;H;A?L PC?QM I8 ;H;FIA ;H>> CACN;F PC?QM MOERLXNCCIH
I@ ?RN?HMCIHM 1B? ?RN?HMCIHM ;JJ?;LCBIEER N;<M IHBP CHJION ;H> IONJON PC?QM

Figure 330. >>"RN?HMCIHM QCH>IQM

610 =:H :==?MMBCM PC?2@G@IB? *;H;A? "RN?HMCIHNPC?Q <S EEECHBN;H:A? -ICHN "RN?HMCIHNt< ;H>
@IFQCHAB? QCTz:

#IFFIQCHA 2 NB? <ONNIHM @3 NH;A? -ICHN "RN?HMCIHM @H>IQ

6l0 =;H ;>> F;LG 0IOL =? ?RN?HMCIHM %CMNILS "RN?HMCIAM ?;eHEM <?NQ??H ;JJLC;N? JICHNM OMCHA
MN;H>& ;MMCAH *I>? @7?; N2\

"RN?HMCIHIIELNC?M 2M?HMIPP NI JICHN NSJ?MAEN;F ;H;FIA IONJON CHJON

%CMNILS 0?NOJ N;<

1BCM N;< =IH'AGM IH? IL GIL ? BCMNILS ?RN?HMCIHM ;MMI=CBNMIXRE0I= JICHN 1BCM BCMNILS ?RN?HMCIH
=IOF> Al IH ;HS JICHN 4B?H ;>>?> NI ; JICHN CN ;JJ?;LM ;M ; N;< IHBP? JICHNWPC?Q



+LCI ILCP?L PC?QM N;<M ;H> QCH>IQM +C;A;L; "HN?LILCM? 0?=0OLCNS ?MH@?L

)CHEM
Figure 331. %CMNILS 0?NOJ N;<

1B? MSMN?@MJIF;SBIOWM N;< QB?H SICC=EB®? *;H;A? "RN?HMCIHMONNIH ;NB? NIJ 1@ ; JURS JICHN PC?Q ;H>
=1?;N? ; +OG?LC= &HN?LP;F IL +OG?LC= IP %CMNILS "RN?HMCLNZ=IL>CHA BCMNRSIL>M SIO GOMN
?H;<F? B? ?RN?HMCIH IBGM N;<

,H=? =L?;N?> SIO ;==?MNMBCM N;<I@NB? +LCI -ICHN *;H;A?L <S =E=ECHBMBSJ?LEHE @IL IH? I@NCHJON
=IOHN?L IL IONJON JICHNM

&HBP %CMNILS 0?NOJ N;€=EHH B JICHN %CMNILS RMNEMI H;PCA;N? BPNACMNILS "RN?HMCIH N;<A3EB0OL
=H L?@7?L NI >?N;CFM ;<IBRBCMNILS-1L>

1B? EHEM ;BNNIJ I@ BCM N;< [RC>? B?M? @OBHIM

\ -ICHN *;H;A?L IJ?HM MB? +LCI -ICHN *;H;A?L PC?Q
\' $I1 1*1>0F? 13?HM B? $I NI *I>OF? QCH>IQ @IL H;PC&NA NI ;HIB?L +LCI GI>OF? OH>?BR
=IHNIFF?IN +LCl +?NQILE 1B? MSMN?G JIJOF;NBBMNQCH>1Q IHFS QBBHIN;L? NQI IL GIL ? +LClI
GI>OF?M IH B? H?NQILE
=NCP? 0=B?>0F? N;<
1BCM ?RN?HMCIH F?;LHM ;H> ;MBACANN NM=B?>0OF? NI ;H IONJON JICHN &N G;S <? OM?¥N@H? GOHNM



+C;A;L; "HN?LILCM? 0?=OLCNS ?H@?L +LCIILCP?L PC?QM N;<M ;H> QCH>IQM

IFOGHM
Figure 332. =NCP? 0=B?>0F? N;<

610 ;==?MMBCM PC?Q <G=HFCHANLIFF?L 0?NOJ /?GIN? I?PC=?M /?GIN? ILCP?LM@IFIQ?> <S >|O<F?
=E=ECHBMN-LCI+?NQILE 1Q CH B? N;<F? >I0<F? €=ECHA ; GI>OHRQLCH B? +LCl| 1?PC=? *;H;A?L PC?Q
=E=ECHBNICHN *;H;A?L <ONNIH €EECHBMNCACN;F -ICH\< =E=ECHB™NEHE NI ;H IONJON JICHN ;H>
=E=ECHBN=-NCP? 0=B?>0ONX

Column Description

ICMJF;S +,G? ICMJF;SMBR M=B?>0F? H;G?

2M;A? ICMJF;SMBR ;MJ?=N 1@ MSMN?G =IHFMA?> <S BI? M=B?>0OF?

ON;NOM &HE=;N?NBRB?;F\B |@ B? M=B?>0F?

,ON 0IOL=" [?2JILNM 8? =OL2HN M=B?>QWMGi? MO=B ;M ZZ?E *IH>;S [ Z0J?=C;F "P?HN
BLCMNG;MZAE[

,ON &HE=;N?NBR B?;F\B |@ B? IONJON MI&2

+?RN LG? &HE=;N?MBRIH?RNAG? ;H ?P?HN CM M=B?>0F?> NI |I==0OL

+?RN 3FO? &HE=;N?NBR ?RJ?=N?> P;FOBRH?RNIG? B? ?P?HN |==OLM

11 'CMJF;S -;NB ONLCHA &>?HBI ?MBP J;NB CHB? MNOIH QB?2 NB? M=B?>0OF? CMMNIL

)CHE NI N:<
1B?M? F?;LH GI>? N;<MCHE JICHNM NBPN >CM=IP?t JICHNM 1BCM N;< CM ;P;CF;<F?NeJGOHCHN ?RN?HMCIHM



+LCI ILCP?L PC?QM N;<M ;H> QCH>IQM +C;A;L; "HN?LILCM? 0?=0OLCNS ?MH@?L

Figure 333. +LCI ?>CN JICHN PC?Q MBIQCHAI)QHH 1

610 ;==?MMBCM PC?@G@IB? +LCI -ICHN *;H;A?L <S =E=ECHBMNBSJ?LEHE H?RN NI ; JICHN BPNH;FIA
-ICHNNL ICACN;F -ICHNM @IHQ?> <S =E=ECHBMNCHE L N;<

Table 75. )CHE I=IFOGHM

Description
ICMJF;S +,G? &>?HBI ?MBP H;G? |@ B? JICHN
,ON /?JILNM B2 ,ON P;FO?
&H /?JILNM B? &H P;FO?
&H /?JILNM B? &H P;FO?
11 'CMJF;S -;NB ONLCHA /?JILNM 82 J;NB NI N8? JICHN
)CHE #IG N;<

1B?M? F?;LH GI>? N;<MCHE I[@UJICHNM NI IIB?L >CM=IP?t JICHNM 1BCM N;< CM ;P;CF;<F? @IL ;H\EMPPIF
IONJON ;H> €ACNFLS IONJON JICHNM IHFS 1BCM N;< CM ;P;CF;,<€JF? GIGHN ?RN?HMCIHM



+C;A;L; "HN?LILCM? 0?=OLCNS ?H@?L +LCIILCP?L PC?QM N;<M ;H> QCH>IQM

Figur e 334. )CHE #G N;<

610 ;==?MMBCM PC?@G@IB? +LCI -ICHN *;H;A?L <S =E=ECHPACN;F -ICHNM NB? BSJ?LEHE H?RN BPM?F;S
,ONJON JICHN @IB?><S =E=ECHBMNCHE #IG N;<

Table 76. )CHE #IG =IFOGHM

Column Description

ICMJF;S +,G? &>?HBI ?MBP H;G? 1@ B? JICHN
,ON /?JILNM 8? ,ON P;FO?

11 ICMJF;S -;NB ONLCHA /?JILNM 8? J;NB NI NB? JICHN

%CMNILS "RN?HMCIH PC?Q
1BCM PC?Q =IH AGL?;=B BCMNILS ?RN?HMCIH



+LCI ILCP?L PC?QM N;<M ;H> QCH>IQM +C;A;L; "HN?LILCM? 0?=0OLCNS ?MH@?L

-LIJ?LNC?M
Figure 335. "R;GJF? 1@ ; +OG?LC= IP %CMNILS "RN PC?Q

1B? M=2?H =;JNOR OM?MBR+OG?LC= IP %CMNILS "RN;H ?R;GJF? PC?Q@B? INB?L ?RN?HMCIHM MOJJILN MCGCF;L
JUIJ?LNC?M

610 ;==?MMBCM PC?@@IB? +LCI -ICHN *;H;A?L <S =E=ECHBMBSJ?LEHE H?RN NI ; JICHN BPNH;FIA
-ICHNNL ICACN;F -ICHNM @IHQ?> <S =E=ECHBMN6CMNILS 0?NQ$ ;H> NB? BCMNILS H;G? BSIZHE

&H ;>>CGIH NI B? MN;H>% JLIJ?LNC?Mstatus ~ Fault Cause  ;H> Enabled NB8?M? JLJ?LNC?M MOJJILBIN
BCMNILS ?RN?HMCIH

Property Value Description
=NCP? -?LCI> L?;> IHFS &HE=;N?M QB?H >;N;2Il<?CHA
=IFF?=N?>
=NCP? true IL false &HE=;N?M C@ >;NF2HBIH CM
=OLPHNS ;=QP? ;M >?"H?> <SB?
Active Period JLIJ?LNC?M
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Property Value Description

%CMNILS +,G? QCF>=3% >?@;0MM NI +,G?M ?;=B BCMNILS OMCHA ;

%CMNILS

%CMNILS

%CMNILS

%CMNILS

%CMNILS

%CMNILS

%CMNILS

%CMNILS

%CMNILS

%CMNILS

IH'A &!

IH'A OIOE?

IH'A CG? 7IH?

IH'A /?=Il> 1SJ?

IH'A ;J;=CNS

IH'A #BFIFC=S

IH'A &HN?LP;F

IH'A OSMN?¢G\M

IH'A P;FO?#;=?NM

IH'A GCH/HP?L3FO?

J;L?HN H;G?

L?;> IHFS

L?;> IHFS /!

L?;> IHFS N?RN

L?;> IHFS N?RN

HOG<?>?@;ONM NI

>UJ >IQH F CMN

L?;> IHFS >?@;08 NI

L?;> IHFS

L?;> IHFS

12;> IHFS

MN;H>:CT?> @ILG;BNA J;NN?LH 1B
>?@;F@ILG;N ;ONIGBEFS H;G?M
BCMNILC?NBQENH;G? 1@ B? J;L?HN
=IGJIH?HN ;H>;JJ?H>M ;

M?KO?HNF HOG<?L NI ;>GBlIH;F
H;G?M ;M H?=?MM;LS

ICMJF;SMBR P;FO? =IH"AC?> CHBP
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Chapter 16. Obix Network view
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Chapter 17. Photo ID management
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