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AAbboouutt tthhiiss gguuiiddee
This topic contains important information about the purpose, content, context, and intended audience for
this document.

PPrroodduucctt DDooccuummeennttaattiioonn
This document is part of the Niagara technical documentation library. Released versions of Niagara software
include a complete collection of technical information that is provided in both online help and PDF format.
The information in this document is written primarily for Systems Integrators. To make the most of the infor-
mation in this book, readers should have some training or previous experience with Niagara software, as well
as experience working with JACE network controllers.

DDooccuummeenntt CCoonntteenntt
This document discusses code-signing for third-party modules and the phased levels of enforcement over
the next few releases. Sections in this guide include common tasks, code-signing concepts, and reference in-
formation. Also included are images and descriptions of the primary software user interface windows
involved.

DDooccuummeenntt cchhaannggee lloogg

Changes to this document are listed in this topic.

AAuugguusstt 33,, 22002200
• Added the chapter, “Signing a third party module”.

MMaarrcchh 2211,, 22001199
• Initial publication

RReellaatteedd ddooccuummeennttaattiioonn

Additional information on Niagara systems, devices and protocols is available in the following documents.

• Getting Started with Niagara

• Niagara Developer Guide

• Niagara Station Security Guide
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CChhaapptteerr 11 OOvveerrvviieeww

Topics covered in this chapter
♦ Verification modes
♦ Staged roll-out
♦ New tools
♦ Changes to existing tools
♦ Signature statuses

Code signing is the process of applying a digital signature to a piece of code so that it can be later verified
to ensure that it has not been modified after it was signed. This can help establish that the code came from a
trusted source and reduce the risk of installing malicious code. In Niagara, all stock modules are signed and
verified at runtime.

In Niagara 4.8 and later, there is added support for the signing and verification of third party modules. Third
party module signing is still optional in most cases, but this will gradually shift to a requirement over the
course of the next three releases.

CCAAUUTTIIOONN:: A security best practice is to encourage the original authors of a module to sign their own code.
Signing a module on behalf of a 3rd party should be done only as a last option, and only if you trust the
authors.

For more details on code signing, see “Code Signing” in the Niagara Developer Guide (Niagara 4.6 and
later).

VVeerriiffiiccaattiioonn mmooddeess

Niagara supports three different verification modes for third party modules. Module verification is based on
the moduleVerificationMode, which can be configured to Low, Medium or High.

Each mode has the following behavior:

• Low— Any modules that are not signed or are signed with an untrusted or expired certificate will cause
warnings but will still function normally. Errors will occur if a signed module is modified after it was signed
and installation of such modules is not allowed.

• Medium— All modules must be signed by a valid, trusted certificate, but this certificate can be self-
signed. Installation of unsigned or invalidly signed modules is not allowed.

• High — All modules must be signed with a CA signed certificate. An internal CA can be used, but in this
case, the CA certificate must be imported into the user trust store. Installation of modules signed with
self-signed certificates is not allowed.

The current default verification mode is Low, but this can be changed if desired. Change the verification
mode for a device by adding the following line to the system.properties file. Where, you would enter
only one of the options shown between the square brackets.

niagara.moduleVerificationMode=[low, medium, high]

SSttaaggeedd rroollll--oouutt

The module signing requirement will be enforced in stages. This gradual increase in the default module veri-
fication mode gives customers time to adjust to the new requirement. Although subject to change, the
planned roll-out schedule will span several releases with the following steps.

• Niagara 4.8 — Default verification mode is Low. Customers can increase the verification mode as needed
for testing or to improve security posture.
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• Niagara 4.9 — Default verification mode is Medium. Customers can decrease the verification mode to
“low” if they are not ready for module signing yet, or up to “high” if they want to enforce more strict
requirements.

• Unspecified future Niagara 4.x release — Default verification mode is High. Customers can decrease veri-
fication mode to “medium” if they still have some modules signed with self-signed certificates. Decreas-
ing verification mode to “low” will no longer be allowed except for developer customers.

NNeeww ttoooollss

In Niagara 4.8 and later, there are added Workbench tools to support module signing.

The MMoodduullee IInnffoo VViieeww checks the signatures of modules installed on your local machine. The view lists the
currently installed modules, each with a signature status icon.

The JJaarr SSiiggnneerr TTooooll is useful for non-developers or anyone using an unsigned legacy module that is no lon-
ger supported by the vendor. The Jar Signer allows you to “sign” an unsigned *.jar file using a code sign-
ing certificate.

For more details, see “About Workbench tools” in Getting Started with Niagara.

CChhaannggeess ttoo eexxiissttiinngg ttoooollss

Several existing tools have been modified to accommodate module signing.

SSooffttwwaarree MMaannaaggeerr//CCoommmmiissssiioonniinngg WWiizzaarrdd
Both the SSooffttwwaarree MMaannaaggeerr and CCoommmmiissssiioonniinngg WWiizzaarrdd show an added icon in the Installed Version and
Available Version columns indicating the signature status of the installed and available modules, as shown
here.

NNOOTTEE:: A red icon ( ) there are errors that are not acceptable for the current module verification mode. A

yellow icon ( )there are warnings, but they are acceptable for the current module verification mode. A

green icon ( ) indicates that the module is signed with a Certificate Authority (CA). For details, see “Signa-
ture statuses” in this chapter.

FFiigguurree 11 Software Manager view with signature status icons
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The SSooffttwwaarree DDeettaaiillss window also includes signature status details for installed and available modules. This
window displays all the signature statuses of the selected module with additional details. It will also provide
a link to view the certificate that the module is signed with.

FFiigguurree 22 Example Software Details dialog

Attempting to install modules with signature warnings will cause a SSiiggnnaattuurree WWaarrnniinngg dialog to be
displayed.
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FFiigguurree 33 Example Software Manager signature warning

NNOOTTEE:: Attempting to install modules with signature errors will cause the installation to fail.

FFiigguurree 44 Example Software Manager signature error
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FFiigguurree 55 Commissioning Wizard software installation window shows module signature status icons
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FFiigguurree 66 Commissioning Wizard signature warning

SSttaattiioonn CCooppiieerr cchhaannggeess
When installing a station that requires additional dependencies to be installed using the SSttaattiioonn CCooppiieerr, any
signature warnings for the dependencies will be displayed in a SSiiggnnaattuurree WWaarrnniinngg dialog, and any signature
errors will cause station copy to fail.

PPrroovviissiioonniinngg IInnssttaallll SSooffttwwaarree sstteepp cchhaannggeess
The Provisioning IInnssttaallll SSooffttwwaarree step dialog shows signature status icons next to each version of each
available module. Selecting modules with signature warnings will cause a warning dialog to display.

12 August 3, 2020



Niagara Third Party Module Signing Chapter 1 Overview

FFiigguurree 77 Provisioning Install Software dialog

FFiigguurree 88 Install Software signature warning
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NNOOTTEE:: Even if the warnings are accepted, the modules may fail to install on the remote host(s) since the ver-
ification mode and trust store of the remote host(s) cannot be determined until the job is run. The job log will
provide more details for any failures.

SSiiggnnaattuurree ssttaattuusseess

Following is a list of all possible signature statuses. Each module can have one or more of these signature
statuses.

• Ok – The module is signed with a trusted CA (Certification Authority) signed certificate and is validly
timestamped.

• Not timestamped – The module is not timestamped. This status is allowed in all verification modes, but
verification will fail once the signing certificate expires.

• Self-signed signing certificate – The module is signed with a self-signed certificate. This status is allowed
in medium verification mode as long as the certificate is installed in the user trust store, but will not be al-
lowed in high verification mode.

• Self-signed timestamp certificate – The module is timestamped by a TSA (Time Stamping Authority) that
uses a self-signed certificate. This status is allowed in medium verification mode as long as the certificate
is installed in the user trust store, but will not be allowed in high verification mode.

• Certificate path validation failure – The module is signed with a certificate that failed validation. This usu-
ally happens when there is not a trust anchor for the certificate in one of the trust stores, or the certificate
has expired and the module is not timestamped. This status is only allowed in low verification mode.

• Unsigned – The module is not signed. This status is allowed only in low verification mode.

• Invalid signature – The module failed signature verification. This usually means the module was modified
after it was signed, possibly by a malicious party. This status is not allowed in any verification mode.

• Unknown – The module’s signature status is not available, either because the remote platform’s version is
earlier than Niagara 4.8 where signature verification is not supported, or the signature needs to be re-
loaded. Rebooting the platform will reload signatures on supported versions.

14 August 3, 2020



August 3, 2020 15

CChhaapptteerr 22 SSiiggnniinngg AATThhiirrdd PPaarrttyy MMoodduullee

Topics covered in this chapter
♦ Creating a self-signed certificate
♦ Using the Jar Signer Tool
♦ Importing the self-signed certificate into a platform

Code signing is the process of applying a digital signature to a piece of code so that it can be verified to
ensure that it has not been modified after it was signed.

CCrreeaattiinngg aa sseellff--ssiiggnneedd cceerrttiiffiiccaattee

This topic explains how to generate a self-signed certificate.

PPrreerreeqquuiissiitteess:: Workbench is running on your PC.

Step 1 In Workbench click TToooollss→→CCeerrttiiffiiccaattee MMaannaaggeemmeenntt.

Step 2 Click NNeeww.

The GGeenneerraattee SSeellff SSiiggnneedd CCeerrttiiffiiccaattee window appears.

Step 3 Fill in all the properties, click the Code Signing option for CCeerrttiiffiiccaattee UUssaaggee (as shown here),
and click OOKK.
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The PPrriivvaattee kkeeyy PPaasssswwoorrdd window opens.

Step 4

Enter a password and click OOKK

NNOOTTEE:: The password should be at least 10 characters. At least one character should be a digit,
one must be lowercase and one must be uppercase letter.

Step 5 The certificate is now visible under User Key Store.

Step 6 Doubleclick the certificate.

A CCeerrttiiffiiccaattee EExxppoorrtt window opens.
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Step 7 Click OOKK to export the certificate.

Step 8 Click UUsseerr TTrruusstt SSttoorree tab and click import. To import the certificate.

Step 9 In the Certificate Import window, navigate to the certificate, click to select it, and click Open to im-
port it.

You can see the certificate with a green icon under UUsseerr KKeeyy SSttoorree

UUssiinngg tthhee JJaarr SSiiggnneerr TTooooll

This topic explains how to sign the third party modules using the Jar Signing Tool.

CCAAUUTTIIOONN:: A security best practice is to encourage the original authors of a module to sign their own code.
Signing a module on behalf of a 3rd party should be done only as a last option, and only if you trust the
authors.

Step 1 In Workbench click TToooollss→→JJaarr SSiiggnneerr TTooooll.
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The JJaarr SSiiggnneerr window opens.

Step 2 Click the Folder icon to navigate to the jar file to be signed, and click open.
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Step 3 In the Certificate Alias field, select the specific certificate from the drop-down list and click open.

Step 4 Click OOKK.

Step 5 In the SSaavvee ssiiggnneedd jjaarr aass window, navigate to Niagara-4.x.x/modules folder on the system , and
click SSaavvee.

Step 6 A confirmation window appears click OOKK to confirm.

IImmppoorrttiinngg tthhee sseellff--ssiiggnneedd cceerrttiiffiiccaattee iinnttoo aa ppllaattffoorrmm

This topic explains how to import a self-signed certificate into the platform where the signed 3rd party mod-
ules will be used.

Step 1 Establish a Workbench connection to the platform.

Step 2 Open TToooollss→→CCeerrttiiffiiccaattee MMaannaaggeemmeenntton the platform.

August 3, 2020 19
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Step 3 Click the UUsseerr TTrruusstt SSttoorree tab, click import, and import the previously created self-signed
certificate..

Once the certificate is imported you should be able to use the signed 3rd party modules on this
platform.
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CChhaapptteerr 33 CCoommmmoonn ttaasskkss

Topics covered in this chapter
♦ Checking module signatures on a remote platform
♦ Checking module signatures on your local platform
♦ Installing modules with signature warnings
♦Obtaining properly signed modules

Procedures related to third party module signing include using Software Manager to check module
signatures on a remote platform, using Module View to check module signatures on your local machine,
installing signed modules, and information on obtaining properly signed modules.

CChheecckkiinngg mmoodduullee ssiiggnnaattuurreess oonn aa rreemmoottee ppllaattffoorrmm

You can easily check for the status of the module signatures for a remote platform by opening the SSooffttwwaarree
MMaannaaggeerr view of the platform. In Niagara 4.8 and later, the installed version and available version columns
contain a shield icon indicating module signature status by color.

PPrreerreeqquuiissiitteess::

• The remote platform is running Niagara 4.8.

Step 1 Open a connection to the remote platform.

Step 2 In the Nav Tree (or Nav Container View) double-click SSooffttwwaarree MMaannaaggeerr.

The SSooffttwwaarree MMaannaaggeerr view opens, displaying module details similar to those shown in this
example.
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NNOOTTEE:: A red icon ( ) there are errors that are not acceptable for the current module verification

mode. A yellow icon ( )there are warnings, but they are acceptable for the current module verifi-

cation mode. A green icon ( ) indicates that the module is signed with a Certificate Authority
(CA). For details, see “Signature statuses” in this chapter.

Step 3 For any module showing the signature warning icon or signature error icon, double-click the row to
view details.

The SSooffttwwaarree DDeettaaiillss window displays all the signature statuses of the module with additional de-
tails. It also provides a link to view the certificate that the module is signed with.

CChheecckkiinngg mmoodduullee ssiiggnnaattuurreess oonn yyoouurr llooccaall ppllaattffoorrmm

In Niagara 4.8 and later, you can easily check for the status of the module signatures for your local platform
using the Workbench tools.

PPrreerreeqquuiissiitteess::

• The local platform is running Niagara 4.8.

Step 1 In Workbench, click TToooollss→→MMoodduullee IInnffoo.

Step 2 In the MMoodduullee IInnffoo view, review the list of currently installed modules and the signature status
icons.
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NNOOTTEE:: A red icon ( ) there are errors that are not acceptable for the current module verification

mode. A yellow icon ( )there are warnings, but they are acceptable for the current module verifi-

cation mode. A green icon ( ) indicates that the module is signed with a Certificate Authority
(CA). For details, see “Signature statuses” in this chapter.

Step 3 For any module listed, double-click the row to view more details.

The MMoodduullee DDeettaaiillss window displays all the signature statuses of the module with additional de-
tails. It also provides a link to view the certificate that the module is signed with.

IInnssttaalllliinngg mmoodduulleess wwiitthh ssiiggnnaattuurree wwaarrnniinnggss

When installing modules through any standard tool, such as SSooffttwwaarree MMaannaaggeerr,, CCoommmmiissssiioonniinngg WWiizzaarrdd,
SSttaattiioonn CCooppiieerr, or PPrroovviissiioonniinngg, any modules with signature warnings will result in a warning dialog.
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FFiigguurree 99 Example Software Manager signature warning dialog

If presented with a warning dialog, click OOKK to accept the warning and continue installing the module(s).

NNOOTTEE:: Any module with signature errors will cause a signature error dialog to display and the installation
will fail. Click OOKK to close the window.

FFiigguurree 1100 Example Software Manager signature error dialog

OObbttaaiinniinngg pprrooppeerrllyy ssiiggnneedd mmoodduulleess

To ensure your systems continue to function properly and securely in future versions, you need to make sure
all the third party modules you use are properly signed. If you don’t develop any modules yourself, you
shouldn’t have to sign any modules, with a few exceptions, but you will need to make sure all of your module
vendors provide you with validly signed modules.

The ideal situation is for your vendors to provide you with modules signed with a public CA (Certification Au-

thority) issued certificate. This will give the module an “Ok” signing status and show a green icon ( ) in the
SSooffttwwaarree MMaannaaggeerr view, and will successfully install in any future version installation without any additional
steps.
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The next best option is a module that is signed with a certificate issued by an internal CA. This module will
still work in all verification modes, but you will have to import the CA certificate into the trust store of every
device you install the module on. The vendor can provide you with a certificate *.pem file to import. A mod-
ule signed with a self-signed certificate will still work, but for later releases where the verification mode de-
fault is changed to “high”, you will have to set your verification mode back to “medium” for the module to
work.

There are two cases where non-developers may still have to sign modules. First is if you use program objects
or program modules. Second, is if you use any legacy modules that are no longer supported by the vendor.
For information on program objects, see “Signing program objects” in Getting Started with Niagara, and for
details on signing legacy modules, see “Jar Signer Tool” in the same guide.

If you do develop your own modules, signing is incorporated into the build process. For more information,
see “Code signing” in the online help version of the Niagara Developer Guide.
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CChhaapptteerr 44 TTrroouubblleesshhoooottiinngg

Topics covered in this chapter
♦ Signature warnings or errors when installing module
♦ Signature warnings in the Application Director
♦ Station fails with error message
♦Workbench fails to start after installing a module

Following is a list of typical problems that you may encounter, and tips on how to resolve them.

SSiiggnnaattuurree wwaarrnniinnggss oorr eerrrroorrss wwhheenn iinnssttaalllliinngg mmoodduullee

For cases where signature warnings or errors occur when installing a module, refer to the following list of
recommended actions.

• For certificate path validation failures, ensure that the certificate that the module is signed with is valid,
and import the certificate or CA certificate into the user trust store of the device you are installing the
module to.

• If you do not have the certificate to install, request it from the module’s vendor.

• For any other warnings or errors, contact the module’s vendor for a solution.

• For a temporary solution, accept warnings or lower verification mode settings to resolve errors.

SSiiggnnaattuurree wwaarrnniinnggss iinn tthhee AApppplliiccaattiioonn DDiirreeccttoorr

Signature warnings are logged in the AApppplliiccaattiioonn DDiirreeccttoorr when loading modules that have signature
warnings.

To resolve warnings or accept them, see listed recommendations in “Signature warnings or errors when in-
stalling module”.

SSttaattiioonn ffaaiillss wwiitthh eerrrroorr mmeessssaaggee

Troubleshooting recommendations for cases where the station fails with the “Unable to load …” message in
Application Director.

This can result in the following situations.

• If a module is installed via non-standard tools.

• The certificate that the module is signed with is removed from the trust store.

• The certificate expired and the module is not time-stamped.

To resolve this, open the SSooffttwwaarree MMaannaaggeerr which lists any modules with signature errors, describing the
problem. To resolve the errors, see listed recommendations in “Signature warnings or errors when installing
module”..

WWoorrkkbbeenncchh ffaaiillss ttoo ssttaarrtt aafftteerr iinnssttaalllliinngg aa mmoodduullee

Troubleshooting recommendations for the case where Workbench fails to start after installing one or more
modules.

This situation can occur if the module is failing verification. Follow the steps below to resolve the error.
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1. Remove the recently installed module, which is probably causing the problem.

2. Workbench should be able to start after removing the module, but run it from a Console window so that
if the problem persists it will generate more debug details.

3. In the Workbench Nav Tree, navigate to wherever you have the module stored in the file system (outside
of the !modules directory) and right-click on the module and click VViieewwss→→MMoodduulleeVViieeww. In the MMoodduullee
VViieeww, check the module’s signatures and resolve any errors. For additional details, see listed recommen-
dations in “Signature warnings or errors when installing module”.
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