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Chapter 1. Getting started

5GHR RBB&/ §QHCDR @M NUDQUHBFII) @ $KNTC 4DESJEBRBQHABRKRD @MC RNE®PEHIRDMSR @R
VDK @RNEDCTIR SN BNMcET§D RLNSD RS@8/1 ENQ BKNTC HWSIMFQES SRHRSDBEDSCDUHBD

5N TROH@F@Q@ $KNTC 4DRNFBDRS G@UD @GDRDKIBOMRBGIQIJADMES "CC HSNM@KXNT LTRS G@UD @
/HOF@R®E@SMIDS HRIORQKIBOMRDC ENOF@Q@ $KNTC 4DCKKHBRRSDLR LTRS AD QTVH@NGQ@

NQ K@¥®RIC RGNTKC ADBIVK®SDRS @U@HK@AKD COSEBRENQ@GRHNM *MSDQMDS @BBDHER ERWOK
RXRSDLR @RK/DK

OUDQUHDV

5GDBKNTC-HMNCTKD OWHCDRIBS ETMBISMIEEK SN RDMC @RUHYD C@S@ SNN@BGIEBKNTC 5GD L@HM
OTQONRD MEDS.NCTKD HR SNUHTD @ LDBG@MHRL SN OTRGLCE@BSEEEINM NE MDSVNQJ B@QO@AKD CDUHBDR

EDQLNRS@SR$)TMHSR /H@F@Q@NSIR RTEESHX B@M AD RDEXQ@M@FDC @MONKDCSED SGD
BKNTC

5GHR LNCTKD @BSR @R @MARQE@RISEDF@R@MSDOM@K C@S@ SN @ BKNTC RODBNEMENBE®'S 5
IHOF@Q@ $KNTC BKISIE OK@SENQL XNT GIDIHES@Q@$KNTCADQUISBDEKNTC-HMI/BRDKDSSD 5GHR
RDQUHBNIGMCDR @ RDS BP@ERSNQR SQ@MRONQSR @MC C@E® B3 @MNUDBRLE TINNHB @85 D
BKNTC OK@SENQL

NOTE: OMKXGDH@F@Q@ $KNTC BHASIT OK@SENQL HR RTOOKGISEED@ S\ UD@GDBKNTC-HMNCTKD
G@R ADDND@SDC \EHSWSDMRISXHKM LHMC *M B@RDRNED@MS SN BNMMDBS @ RHMFKSNRSEIKD
BKNTC OK@SENQLR RTBAD@RIWQ(NNFKD XNT VNTKC MDDC NMD HMRS@MB@R@®S@ $KNTC 4DQUHBD
ODQ BKNTC OK@SENQL

'NQ @ RODBHcB BKNTC OK@ SEMNN B @ O @K @MPTHR DMSR RNLD O@QSEBINEBQUHBEDCEQC
@MC BNMcBIAX GD BGNHBD GIE 6@KDSSD 'NQ DW@EOBNBC-HMJI/ER®DKDSSD BNMS@HMR @
HOF@Q@$KNTCADQG@BEMBBYMcFTL SN BNLLTMHB@SD BI3H@F@Q@ $KNTC 4aWMBSD HMRSEIKED
HOF@Q@$KNTCADQUHBD BNLOWMINIR CQUBBERS RN @MC @ ROBNIQMMHBEM SB8@S OK@SENQL

60NM CDUHEIFRRSHIEN RNLD BNLONMDMS R@ENL @K @ CCDEEGGD/HA@F@Q@ $KNTC 4THSD
OQUHRHNMHMF BKNTC RDQUHBD A@RDC NMHXWIR) RTARBQHOS

5GD RSENM QTMMHIEF@Q@ $KNTC 4DENMS@ HMREMBDR SRSCDUHBDR GMIBDSVNQJ 5GHRIRBIGKRN
HMBKTCORIS@F@Q@ $KNTC 4DENIMBIMDMS ®S G@R @M BERS@BBNMMEBSSBEH@F@Q@ $KNTC 4THSD
OK@SENQL %@S@ HRLFEIDIRSENV SISISR BKNTC OK@SENQL "R C@ SEDIMEDEFIRSL HSHRHRENQ
C@S@A@RDR @MC NQ &UDMS )TAR ACEDQG@EIEBKA SA@RDC VDA KBESRVR VGHBG BNMRADT®S@
®@SQHDUD @@CT @@ PASDQGED &UDMS )TA NQ 3&45 "1*RC HSNM@KC@S@ B@M dNV NGB BRNSTC
OK@SENQL UH@ @ LDBG@DEIRKBEK $NLL@MCR 5GDRI@WDBTSDC D 8S@SV QTMMHEF@Q@ $KNTC
4ADQUHBIMC G@GD BMEX SN@C VQHSD NESDI@KTDRIIMRSIENV CDOMAME NNES BNQBS RDBTQHSX
BNMcFTQ@8/R

3DPTHRLDMSR

5GHR SNOHB CDRBGEANGSENGRDKIRHMF @MC RNGSTEQRDMSR ENQ TRHRF @Q@ $KNTC 4DQWHBD
SOH@F@Q@ $KNTC .@M@FDLDMS INQS@K

1K@SENQL @ MCHB@ESKDPTHIR.DMSR

_ 5GDH@F@Q@$KNTCADPBRHEIR @ BNLO@S/BI@F@Q@QRHNM

_ " 8 NQJADMEBBMMDBISM HRPQHXT SN HMRSEDRKNTC-HMNCTKDR @MC BNMoF&0Q
HOF@Q@$KNTCADQUHBD

_ "AQNVRDQ HFPQHIT SN @BBDBHIS@F@Q@ $KNTC .@M@FDLDMS INQS@K
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$G@OSDQ (DIF™EF RS@QSDC HOF@Q@ $KNTC 4DQUHBD (THCD

-HBDMRDRYHIDMSR

_ " BKNTC-HMHBDMRD LTRS AD DM@AKBT GINFS

_ :NTLTRS G@UD @M @BS&" 4NESV@Q@HMSDM@MBDDEQMS
_ "M @B3UD RTARBAN@SN NMD NCDUN@F@QNTC RDQUHBDR

IHOF@Q@ $NLLTMBRCDME@KR

5N @FHRSDQ @ CDUHBDGIRHEF®Q@ $KNTC .@M@FDLDMSXNIQS®E AD @FHRIDETRDQ NELBH@F@Q@
$NLLTMHSX@MC XNTQ 1@QSMDQ "CLHM LTRS G@UD FHUDM XNT @ESBERSBT @SEREE) VIENTS
@BBDRRR/ARMHYBSDC IN@F@QELLTMHSX

ANESV@QNCTKDR
/$4 @PTHIR @ BN@DS NE LNCTKDR 4NLD LNCTHDRGBAM@K 5GRINKHMF S@AKD RGEMPPSHIT @MC
NOSINM@K LNCTKRERSI®IQDDCDC ENQ D@BG UDQRBN®D @

NOTE: *M 6D 4ANESVIR.@ M@ FDREE KX RDKDEB 8NQBS LNCTKDR A@QRDGRNM@&AKD ADRRODBHEKE
XNT VHRG SN ODQEMNQ® R JOFQ@CD ADB@TRD RNLD LNCTKD M@LDR G@UD BG@MFDC

4DKDB®FED |RDKDBS cQRS” LNCBKNRC-HMJ/BR QIA@RN @ TSMB&EXKRDKDBSR RNLOMESDQ LNCTKDR
HMGD S@AKD ATS MNSEEBL "R @ QRTK XNT VKIMDDC SN HHRIN@E L@MKRK

NOTE: 8GDM TOFQ@RIF DMBRTE@S XNT CDKBEDTSITRDC LNCTKDRERSHRD TMMDBDRR@QX LNCRKDR VHK
MNS AD HMBKTCDEIHREEE A@BJTOR 5GHR VNTKC L@BSR@ A@BJTO BIBTE @FRE® NKC TMMDBDRR@QX
LNCTKDR LTRS AD NAS@HMDORS®EBNVNQJ

Table 1. /H@F@Q@®QRHNMR

Required a%?{mgiign Upgrade to: 4.10.7+, 4.13.2+, 4.14+
XDR @TSNL@SB
BKNTC-HMJ QS 1@Q
XDR L@MT@XK
BKNTC-HMJ TW 1@Q RDKDBS
XDR L@MT@XK
BKNTC-HMJRDTW 1@Q RDKDBS
XDR @TSNL@B IH@F@QBQRHNM  NMKX
NJGSSO QS 1@Q

Table 2. /H@F@Q@®QRHNMR

: Softwar e .
Module Required Installation Upgrade fr om: 4.10.6, 4.12.2, 4.13.0
XDR @TSNL@&B
BKNTC-HMJ QS 1@Q
XDR L@MT@K
BKNTC-HMJ TW 1@Q
XDR @TSNL@&B
BKNTC-HMJ"DIQS 1@Q
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Softwar e
Installation

Required

Upgrade fr om: 4.10.6, 4.12.2, 4.13.0 Notes

XDR L@MT@K
BKNTC-HMJRTW |@Q

XDR RDKDBS cQRSGDM TOFQ@NIF EQ /H@F@Q@ 6RD §D O@KDSSBHRILNCTKD SN HURS @K
BKNTC-HMJ/BR QS 1@Q S  GHRLNCTKDOK@BDR SGDH@F@Q@$KNTCADQUHBD
BKNTC-HMJ/CR QSV@HBG RGNTKC AD
L@MT@X CDKDSDC

XDR @TSNL@B 8GDM TOFQ@MNIF ER /H@F@Q@
LNCDK%HRBNUDQX QSHB®RGNTKC AD
L@MT@X CDKDSDC

LOMT@K 8GDM TOFQ@&WNF EQ /HOF@Q@ *MRS@BHR LNCTKD ENQ $KNTC RTOQNQS NE
BKGBKR#@BMDS QS I@Q S GHR LNCTKDGX@BDR #@BMDS MDSVNQJ CDUHBDR
LNCDK%HRBNUDQX#@BMDESEBGRQ
RGNTKC AD LO@MR@KOKDSDC

L@MT@K 8GDM TOFQ@&NF HDR /HQF@Q@ *MRS@BHR LNCTKD ENQ $KNTC RTOQNQS NE

S  GHRLNCTKDAX@BDR /H@F@Q@@SVNQJ CDUHBDR
BKeSKRIH@F@QG QS1@Q LNCDK%HRBNUDQX/H@F @Q@6S |@Q

RGNTKC AD L@MR@KROKDSDC

XDR @TSNL@B IH@F@QBQRHNM  NMKX
NJGSSO QS 1@Q

*MSDQMDS @BBDRR
*MSDQMDS @BBDRREHEE ENQKARSE@SVR @MMBISR 'NQ IINGMENQH&EDEDQ ERSSMFE TO CDUHBD *MSDQMDS
@BBDRR

4ADBTQHSOB@FHNMR
4S@8IM RDBTQHSX HR @ LTRS G@I@FENGERBIB @SMR "CDPT@SD RDBTQHSX [EDBRKANRSS DEIBS

3DRSQHBSDC OGXRHB@K @BBDRR SN D@BRIED@B0 BNMSSDQ CN MNS L@JD HS D@BXNENYDIM@TS
HMEUHCT@KR SN @BBDRR XNTQ CDUHBDR 6RDQR RGNTKC AD@Y@MELESDINS SSMAK@ RBMBHS
UHDV HR NODM EBIIQRSSN RDD "MX TRDQ VGN G@R @BBDRR S RESGEHRSAD @MEFTENQ @TSN

KNFNE

6RDQ @EBMB@SM VERIDF O@RREIRQ@ LHMHLTL NE BG@Q@BID®RISBKTCD MTLADQR TOODQ @MC
KNVDB@RD KDSSDQR @MC RODBH@K BG@Q@BSDQRDTRD OBRRYBE@RS@RK @ O@RRONEBX
5@S HMBKTCDR BBQRRYBG @MFDR

-HLHSD®RD @RRHFMLOB@GBK BNMcBT@BBDRR ODQLHRRHNMR FHUHMR @ BODRRARKHNNMBDNM S
3NKD4DQUHBBDHRJIX " TRDG @H%HM VQHSD ODQLHRRHBEFSB@HG BRI@LD NQ CDKDSDNEMXDBG
ODQLHRRHNM RGNTHIGHSD& SN NMKX\@QB@ SDGN@FAS DC TRDQR

$KHDMS RDQUDEDEMS@SDC 5-4 BNLLTMHB@ & @BUDKR HMSDQM@K 'NWR BNNMT)ESB@ESVNQJ
BNLLTMHB@&ISM @MC DWSBONIRSKS*MSDQMDS TRHMF 71/ 5-#HBB@SDR LTRS AD RHFMDGHEX @ S
O@QSX $BEEASD 'G8QHSX BRKFMDC BR2O@SDR CN MNSHIEED BNLLTMHE@SESMEE @SM

$NLONMDMSE ®S RTOONQS/FSQ@RRURQDMBQXNS! @MC@NBESMDPK@BD NKCDQ BNLONMDMSR
RTBG @R B@LD@@S SN MNS RTOONQB RRBITMHB@ESV VESNLONMDMSRES RTOONQS 5-4

&MBQXOSDC C@S@ SQ@MRLHRRBNM. NUBB{@#IM BG@MMDKR

4HFMDC BEQ@L BNCDK@®F@QECTKDR @RHFMDC 5GB@QSX LNCTKDR RGNTKC @KRN AD RHFMDC %N M!
RHFM @ LNCTKD NM EINE@ERDO @QSX DWBDOS @R @K@ RBMEDS! NMKX HE XNT SQTRESKD
@TSNQR

4DO@Q@SD KNBRERD $@DLNM 6RDQ )NLD GNNDIADMBRDQ )NLD
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$G@OSDQ (DIF™EF RS@QSDC HOF@Q@ $KNTC 4DQUHBD (THCD

IHOQF@Q@$KNTCA4DQUHBD

5GDBKNTC-HMJ/ER®KDSSRUMEDRFH@F@Q@$KNTCADYEHBB B@M RDMCIBRIBUD C@S@ SN\@BEIEQ
BKNTC 5GD L@HM OTQONED REGUHBD HRISNCI@ LDBG@MHRL SN OTRG GIRESH@ 50! SK@ SENQBEQ
BNKDBSIM NE MDSVNQJ B@O@AKD CDUHBDR EBIDWRA@SRSFMHSR /H@F@Q@NSIR ENQ RDBTQ
L@M@FDLDMS

IH@F@Q@ $KNTC 4DQ@RBIDRHFMDC SN LHMEDHWTLEDQ NERTHXE BNMcFTQH@IS! NBSMR SN NO&¥ RDS
TO &D RDQUHBD GIgRS@RNNGSR L@X MNS AD L@BKBFR SN BG@MFD ENQ LNRS TRDQR 5GHR STMHMF FTHCE
SNTBGDR NM RNLDMEENMcFTG®EE NBSMR @MERBTRRDR VGDM XNT LHFGS MDIDRSED@C

IH@F@Q@$KNTCADQ@RERD A@RHB EIBNOMR

_ "TSGDMSB@SNQR
_ 5Q@MRONQSR
_ $G@MMDKR

Figure 1. H@F@Q@$KNTCADQNBBHA ENQ GIIVB@SNTRAMRONQSR @MC $G@MMDKR

* Station (CloudLink3) ! Config ! Services ! NiagaraCloudService / AXProperty Sheet

£ Property Sheet
@ My Network & NiagaraCloudService (Cloud Connection Service)
. Ul Status {ok}
oAudltHISEUI’}'SEWI[E . Fault Cause
Q LogHistoryService - Enabled @ e
@ Programservice

0 SearchService

CJ SMA Expiration Monitor S M A Expiration Monitor

\ Authenticators Client Authenticators Folder

© Tagbictionaryservice 9, FederatedidentityAuthenticator ~ Federated Identity Authenticator

TemplateService 9, RpkAuthenticator Rpk Authenticator
© webservice ¥4 Transports Transports Folder
€ BatchJobService (=) channels Client Channels Folder
@ NiagaraCloudService @ Messaging  Messaging Channel
T PlatformServices @ Heartbeat  Heartbeat Channel
 orivers %y, Model Model Channel
- A History Histories Channel
D) Backup Backup Channel

* Palette -
G Refresh 1) save

"TSGDMSB@SNQR

5GHR ENKCDQ BNMSAHIE@®MHRLR ENDBEERRMF SN @ RODBHcB BKNTC OK@SENQL ‘NGIDW@LOKD S
'DCDQ@SDC*GIBASTEDMEB @ SHUSDMIB@SDRGINISAF@Q@ $KNTC 4TBCSHSNMI@K @ CDUDKNODQ L@X
BQ@SMHHQ NVM @NSE @ SBIQMCcFTRC SN @SBMEB@SD SNHEDOMS BKNTC OK@SENCIDJIQR) D@BG
@TSDMB@SNQ G@R @ TMERWEREISNQ *C *S HR TREICIQX@GMRONQS SN SASEHIDER @ GOEESESM

SN BNLLTMHB@SD RTBG @@ $Mi@® NQ BNMMWDBSSQHMF

5GD RODBHcB@EMIEB @ SN®RRNMRHAKD ENGHFGED LD@MR NEGDIMSB@SM 'NQ DW@LOKD HE @ZKD VDQ
SN AD TOKN@CDC UH@DPIDRSGCH @ THMB@SNQ VNTKC MDDRISHOD@HIESNIDM BDI551 OPTDRS

5Q@MRONQSR
5GHR ENKCDQ BNMSBIHIERG @ MHRLR ENQ SQ@MFRIBIRE® 4TBG SQ@MRONQSR B@M HMBKTCD

_)551 SQ@MRONG® SDBG@MHRL ENGHRIMI®S@ UH@ )551
_ ".21 SQ@MRONQS3LDBG@MHRL ENGHRIFVIRS@ UH@ ".21
5GD GEDQVS SQ@MRONQSR BNOS@BREDHRDLAKD BNLLNM STMHMF O@Q@HDBEIRNKSRDOQHDR
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HOF@Q@ $KNTC 4DQUHBD (THCD $G@0OSDQ (DIFEF RS@QSDC

@MCHKHSR )NVDUB® LNRS B@RDR XNT RGNTKC MNS G@BEEZROBNDDEHR @FSCDE@RG@UD ADDM
RDKDBSDC SNHNBSIEH A@MC\EBBAT R@FD

$G@MMDKR

5GHR ENKCDQ BNMSIEHWEE DMCDMS ER @@BDM @ SLIHEDF @ Q@$KNTCADRUEBRESM NMBD
O®UHRHNMHMF HR BNLOKDSDC 5GD BG @ NIMENRBIID\B(S CDE GTRDESIFR 4NLD BG@MMDKR @KRN HMBKTC

CDE@EF RWONQSHEWDOR VGHBA T SN BNMSED C@S@ @PRETERIBX @S VGBBE®S@ HR RDEIS BKNSC

_ "K@QLR
_ $NLL@MCR
_ &UDMSR
_ . DRR@FHMF HMRE@¥ CDERTK
_ )D@Q®@s
_ NCDK
_ )HRSNQHDR
_ #@BJTO
_ INHMSR
"TSNL@S$BE@K@CCDC ENQF@Q@ $KNTC 49ESDQ CDUBBIRSAIENS HEDSCDUHBD HR RTARBQHADC

" BG@MMDK PTDTD GNKCR LDRBDEIB\BENES @MMDK &@BG BG@WERIBSI@VICHEES ENQ NMD
@OGIBESM K@RDNBIMS NQ GHRSNQXEBRS@MHB@SDA/BH NTSRHCD VN@HILBS @MMDK TRDR ONHMSDQR SN
S5D RODBHcB SQ@MRONQSIMMIBE@ESNE) HS MDDCR 'NQ D\ )DERBE@S BG@MMDK L@HMS@HMRIBXMMDBS
VHS $D BKNTC OK@SENQL AXHEE¥RIMEIF GDEDNGS LDRR@FDR UH@ "RRTBG GD BNMcFTR®SBI ENQ

5D )D@ABB@S BGA@MMBRRBQ@ $KNTC ABRMDMSQHDR ENQ @ SQ@MRONQS SXOD NE GRMERESEYETS
NE30J"TSGDMEB@SBGHR LD@MRES VGDGIB)D@AB@S BG@MMDK MDDCR SN RDAMIAS GDRIREFD HS CNDR
S5D EKKIVHMF

2TDQHDR B RODBHCBEMIEB@SNQ ERQHDCDTRPMSADKR
$D@SDR @M ".21 LDRR@FD

4DMCRGD LDRR@FD &DS.21 SQ@MRONQS @KNEBRHERRNBH@SDC CDS@HBIEEN-DRREFD B@M
AD RDMS

&@BG BG@MMDKIG@M@DK $SNMEHDBS VGDQNRS STMHMF 0@ Q@ L ISBIQRS@BIMDC "6 BISDRS NE

IH@F@Q@ $KNTC 4DSEBBRGNTKC MNS AD LTBG STMHMF MDDCDC@DBOE@RI@®BGNRDM SN M®S/ D
BNLLTMHB@SM ENQ LNRS RBDM@ QENRDESERV BNLLNM BNMcFFNEINBSMR ENQ LNRS BG@MMDKR

*MRSE@MF RNESM@QCTKDR

*E GDBKNTC-HMNCTKDR @EINS O@QS NE/XIIFR GE@@FD TRGISR NBDCTHSN HMRSEIK. : NT B@M RJHO
S5HR RBDCTHHM B@RDR BGIRF@Q@ $KNTC 4DQRIBEIBI@FDC HMRHCD @ CNBJID G@SRBDMERDIN S
@BS NEDERBVIFGD CNBJIDQ HL@FD GBRICNVMKNBE @MC HMRFARF@Q@ $KNTC 4DQUHBD

Prerequisites:
:NT @RVNQIHMF#HNQJIADMEB@MC @BNMMDBSDC SN BNRGS@SD REIMSEHR BNMMDBSGD SNSHOOMDST
G@UD @ TRDQ @BBNGISTMF Q@ SNLLTMEHNBSY@OQONQS@K

OMKXGD RXRSDL ADHMFHRIBOVHS &D BKNTC MDDGBBEKNTC-HMNCTKDR 4TARM@SD RE@RS CN MNS
MDDCGED LNCTKDR *E @ RIAN@SD RE@ & FRDBDCR SN BNLLTMHBEIREBEK SNG® BKNTC XNTR/MRDC SN
HMRE@K LNCTKDR @MEHRSOEREE RBEN RDO@Q@SDKX

NOTE: *E 6D8 NQJADMEIK@SENQL HR TRDC SNSIHRB®ERQ@ $KNTC 4DENEBHS XNT MDDC SN @KRN
HMRE@R LNCTKDR NGLB"$& TRHMGS OK@SERGNESV@@M@FDMHDVNQ LN@® HMENQHEIE @ANTDS
ANESV@Q@M@FDIHD\RDD GD )!'0! +12&.0, 3)$%

4SDO  00ODM @ VDA AQRDQ @MC KNF HEDBNEF@Q@ $NLLTMHESY@QNQS@K
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$G@OSDQ (DIF™EF RS@QSDC HOF@Q@ $KNTC 4DQUHBD (THCD

5GD @CDRR HRtps://www.niagara-community.com
4SDO  $KHBANESV@HAMGD TOODQ QHFGSINESLD O@FD

4SDO  4BQK CNVM SN KNB@SD $KNTC-HMBEBICBRNQQH@SD YHBMED K
5GD BGNHBD CDODMCR NKHENT@QB@QRHNNT RGNTKC BGNNRDRS@LD L@INQ LHMNQ TOC@SD

UDQRHNMERI® FQ@Q@QRHNBES XNT BOKIRX TRD 'NQ DW@LOKD HE XN®F&IR@ S GD
cKDM@LD NEZBSYHO cKD VNTKC BNMS@HM HM HS 5GD ATHKC UDQRHNIMSEENED B Q@

$KNTC 4DQUKBIIC SQH@F@Q@
5GD YHO cKD CNVMKN@CR SN XNTQ RXRSDL

4SDO  /@UHF@SD SN XNAIIBNVR CNVMKN@CR ENKISBXQ\<UserName>\Downloads VGDO
UserName HR TMHPTD ENQ XNTQ BNLOTSDQ

4SDO  3HFGSIBBJGD YHO cKDGIMGNVMKN@CR ENKCDQ @MC DWSQ@BS HSR BNMSDMSR SN XNTQ 4XR)NL
HMRE8@BIM ENKCDQ ENQ DWaddakdiNiagara-4.10.x

NOTE: *E 6D RXRSDLMXQ@SR XNT SDverwrite any existing previous versions? BKIBJ
01

5GHR HMRS@XLNCTKDR 5GD O@KDESSIRBRTCDCHM SCTKDR
4SDO  3DRS@Q@PRSHNV @ MIRQEEISQIADMBG

4SDO 5N HMRE@R RNES\DANM @MXLOISD OK@SENCH& TRD SD 1IK@SENQL "CLHMHRBQ@S
$NLLHRRHNMHMF SNNGONQIESVIR@M@FDQ SNNK

Result
OMBD &D RSHNIVDRS@QS HR BNLOKDSD XNWBBOMSNHMRE®K BNMIFTHPF@Q@ $KNTC 4DQUHBD

4DS8BMF TO CDUHBD *MSDQMDS @BBDRR

*MSDQMDS @ BBDRRHEE ENQKARSIESVIR @MDBISR *E XNTQ CDUHBD HR NM @M HMSDQM@K GBHRIRBC MDSVNC
CNMD AX RBIS& TO 8¥X RDQUDHRIFRSS X OB @EKIC AXGD NM RHSD *5 CDO@QSIDYIOQVX RDQUDQ

LTRS @KV @BBDRRENRAF@Q@ $KNTC 4EWSBBHS M@LDEVDQRTOONQSMEHIDGETFG SDMDS
)SSO1RWX4DQUERD. SGDMDS QSICTKD @MC BNMEFAS SN XNTRVOQRDQUDQHRIFES'NQ HMENGN@EM GNV

SN RDS TGBOQWX4DQUKBBDQ SEI3%22)-' 2102%$ 5)2( )!'l0!

Prerequisites:

:NT @RVNQIHMF#HNQJIADMBGIS @ OK@SENQL BNHNDESS BNMSIKDNQ D@BG CDUHBD ADGHMC @ MDSVNQJ
c@QV@K @ORQQH@SD %/4 )NRS M@LD @MC %/4 4ADQUDRRR R @ERU@HK@AKD ENQ XNTQ NINBEVNQJ :
OK@SENREBKNBJI HR ROMIBO@C GHSD BKNTC OK@SENQL

*E SDOQWX4DQUHBIRU@HK@AKD @ VDBMEFER@ $KNTC 4ADQUBERDEBE&KTRDR HS *E XNTRBIQIF @
OQWX RDQUDQG BIB1DS )SSONR/X4DQUBEDOQWX4DQUHBRS AD @AKD SN @BBDRREVHMF CNL@HMR
VGHBG @Q@QS BES@F@Q@ $KNTC 4THSD

@YTRQCDUHBDR MDS

EN®D BNL

GNMDXVBKBNL
GNMDXVBIBKNTC BNL
MH@F@Q@ BKNTC BNL
MH@F@Q@ BNLLTMHSX BNL
OHMFNMD BNL

SQHOTL BNL

VHMCNVR MDS

4SDO  *M 6D OK@SEBIL*1 $NMcFTQ@BIMHD\DMSDGB @ ORQQH@SD U@KTGR ENKNEHMF
OQODGBR
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HOF@Q@ $KNTC 4DQUHBD (THCD $G@0OSDQ (DIFEF RS@QSDC

_ DNSDomain ENQ DW@LOKD BNLO@MX MDS
_ DNSv4Servers @CC @ cDKC ENQ NMD N@IANPQUDQR DMEDHONQQH@SD *1 BRECENQ
D@BG

4SDO  $KHBA@UD
OM R@QUHMF XNTQ BG@MFORCNIGBOC SNDANNSGD CDUHBD

Next steps

CAUTION: 'QNL @ BXADQ RDBTQHSX OBQROIBISR BQGEEANITQ RE@SIR MNS DWONRBT MABQMDS
$NLLTMHB@BIMR UH@F@Q@ $KNTC 4D@PRHERNMKX @ MANTVC BNMMBEBIEQXNTQ RI@S1 S5
*MSDQMDSKNK 6D ADRS OQMBBR HBDJ'0! 10 $%-)-' 3)$% VGHBG HR @U@HK@AKD NM

GSSOR VV\3QHMCTL BNL TR DM RDQUHBDR RTEIAR@EK

/HOF@Q@ 3DLNSD

/H@F@@Q@.NSD BNMMDBSR X#IB&X SNCH RSENV UHQST@K L@BGHMD 7. VGHBGIRHRREYTEG
IH@F@Q@ $KNTC AHENTSED MDDC ENQ @ RDO@Q@EBRIM/ OIMRE @M

.NRS ETMBSIM@ HR ODQENQLGD BKNSC 0GB RSNV RHCD XNK RBESS/H@F@Q@ 3DLNS®MRONQS
BNLONMDMS

5GHR HR VG@S XNT RGNTKC JMNV @ANTS HS
_ #DENDHS @TSNHE@KHMRRAONM RE@BEHRSQEN Hd  XNT G@UD LDSSEKKVHMBRTHRDMSR
_ NT G@UD GERRDGEBH@F@Q@ 3DLEEDMRD

_:NT G@UD HM®RER'H@F @BENTC-HUNCTKDR 5GDX0@E @HK @ AK@F@ERQ@ $NLLTMHSX
GSSOR VVWH@F@Q@ BDMSQ@KBSV®®@D RTR $@%H® LNCTKDR UDQRHNM L@SHEOFE®Q@
UDQRHNM XOTT@EMF

_ *M FDMDQ@RFHR MN MDDC ENQ BNMtRVQ@BEE4  %DUHBDNUHRHNMHMF 4DQUHBD CNDR HS ENQ XNT
_ NTBOMHR@AKIDSI@F@Q@ 3DLBSMMDIBSHSX AX RMBEGDENabled OQODQSX Eilse
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/HOF@Q@ $KNTC 4DQUHBD (THCD *MRS@&MC BNMdPTQ

Chapter 2. Install and conygur e

5GD ENKVHMFNEDCTIR CDRBQHAD BSDOR SN @DHHBF@Q@$KNTCADENJKBIDQ RSIGEIFHRSIEDS
CDUHBD G#3@F@Q@ $KNTC 4MEDADFHM RIMFC@S@

.NRS BNLONMDMSBPQHXT ENQ BNLLTMHB@SSIED BKNTC KD BNMS@HMDC THMTB@B@ Q@$KNTCADQUHBD
5GHR RDQUHBDHIDRS @ THMBESM SQ@MRONQSR @MC BG@MMDKR MDBDRR@QXENBRAQDMEHB@SD VHS
$KNTC 4THSD

"CCHMFGD /HQF@Q@$KNTCADQUHBD
5GDIH@F@Q@$KNTCADENIBIMDMS TMOBRIBQUHBENRVIS@HMDQ BNMMDRBRSEISV SSEH@F@BENTC

Prerequisites:
:NT @RVNQIHMF&HNQJIADME@MC @BNMMDBSDC SN BNREGSBKNTC-HMJI/BRICTKD HR HWR&@ K

4SDO 5N NODMGD1@KDSSBCD A@NX)LBGD.DMT A@@®KBSB HMCNV 4HCD #@QR@KDSSD
5GD1@KDSSBCD A@Q NODMBINKNYDQ KDESINB@®FD

4SDO  $KHBJ NMG® 0ODM 1@KDSSD ENKCD fg1BNM
5GDOODM 1@KDSSIMCNV NODMR

4SDO  &MSD@oud HMGD cBDQ ANW RDKBBEKSITC-HMJI/ERQKDSSD @HBDBK

- Palette

- ﬂ 3 ‘ cloudLinkNcs
-
B cloud id Manager
'\ Authenticators
¥4 Transports
E] Channels

5GD O@KDSSD NODGIR RINC® A@Q

4SDO  &WO@MC XNTGHRBABMC CHI@F@Q@$KNTC4DEN/EBEDQUHBENVIS @HMDEHI@ B S
5GD/@LD VHMCNV NODMR

4SDO  "BBDOSGD CDE@T@LD NQ DMSIDQEEDOMS M@LD @MBBK

3DFHRSDQHMF @ CDUHBD
5GHR §BDCTDQFHRSDQR CDUHBERMES @3SODBHCB BTRSNLRDBER *S BRTEIT ENGS TRD NE@F@Q@
%@S@ 4DQUHEF@Q@ 3DBN@RICH@F@Q@ 3DLNSD

Prerequisites:

_ NT @TRHMFNQJADMBEBMC @BNMMDBSDC SN BNREEVGHBG XNT @GODIE@GF@Q@$KNTCA4DQUHBD
_ NTG@QUDKWRF@QPELLTMHSX @BBNTMS

_ NTG@UD RDS TRIDESR HBDSI@F@Q@ $KNTC .@M@FDLDMS INQS@K

4SDO  &WO@NVH@F@Q@$KNTCADQUIEDMEB @ SNINC CNTAKBERRCDQ@ SDC*GIBASTEDMIB@SNQ
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*MRS@Q@&EMC BNMdBTQ

5GD'DCDQ@SDC*GIBASTEDMIB @SNRODQSX 4GDIPMR

: Station ! Config

* Nav ]
#H O & My Network

TemolateService

@ WebService

$ BatchJobService

T PlatformServices

- NiagaraCloudService

0 Authenticators
[l FederatedidentityAuthenticator
i RpkAuthenticator

O Transports

0 Channels
[ Messoging
[ Heartbeat

4SDO

 Services

= Palette A

*  NiagaraCloudService

Property Sheet

9 FederatedidentityAuthenticator (Federated Identity Authenticator

[l Status

(M Fault Cause

(M Enabled

'. Authenticator Id
[ System Id

[Jl Registration State
[l Authentication State
[ Registration Code
[ Registration URL
" Code Expiration
[Jl Host1d

o Alarm Source Info
'- Status Message

[ Certificate Password

. Authenticators

{ok}

@ true

FederatedIdentity

Registered
Authenticated

ZNVLWEWV

https://wew.niagara-cloud.com/registerdevice ?regcode=ZNVLEEW - »

30-Sep-2024 04:54 PM EDT
Tst-5D71-CESD-ETE0-BDAT

Alarm Source Info

HOF@Q@ $KNTC 4DQUHBD (THCD

! FederatedidentityAuthenticator /'  AXProperty Sheet ™|

3HFGSBBIGD @THMB@SNQ M@LD @BIBEINMR4S@QS 3DFHREGI@S

5GHR @B @MMNTMBDRSENM SIBS BKNTORHRSHIENS RDQUHRBDVERIBG HIBRHUDEDEser
Code @MC ONOTK@GSDBs& Code  User Registration Url
NOTE: 5GD3DFHRSEEN $SNCBR FNNC ENQ LHMTSDR *E XNT S@ JOG@IMEEDS SN BNLOKDSD
@FHRSHEN @MNIPRBBTQR @MC XNT LTRS RS@QS @F@HM

: NT MDDC SN BNLOKIEDMDWS RSDGBIM S
ONQS@K ADEBIDHLD HR TO NQ XNK @&®&#UD SN RS@QS @F@HM

5GD DWOHIN®EE D GHROK @ XBa@HEXpiration

4SDO
O@RSD HS HMSNRDAQ

$KHBIGD HKMJ @IYEN SD QHFGS GIBLSer Registration Url

@MCode Expiration OQODG®R

OQODQSX NQ BNEEXE3- @MC

'NQ LN@ HMENQH®E @ANTS GNV SN BNMEDYDA AQVRDQ VGHERKKBKHRS RDD

]$NMcFTQHMEB VDA AQVRDQ VGHERKKRKHRS » HBDS622)-' 2102%$ 5)2( )!'0!

FTHCD @MC

]"CC HMF BKNTC DMCONHNEERSSIQFADMBGNARDQ KNRHRS ~ HBLG!'I0! +.3$ 3)2%

102-%0 3)$%

5GD /HOF@Q@ $NLLTMHSX KNF HM VHMCNV NODMR

4SDO

-NF HM SMGS/H@F@Q@ $KNTC .@M@FDLDMIT RNYF@NTQ /H@F@Q@ $NLLTMHSX @BBNTMS
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4SDO

4SDO

+@MT@QX

5GD3DFHRSDQ MDV CDIHHBONY NODMR RGNVGIMDEHRSEEN $SNCD

Register new device

Registration Code Device Name
My Device

License
LICENSE ID CUSTOMER NAME FEATURES
10564088 NCS Test Customer 1 Remote, Recover, NDS =
Project Name Location

Project 1 ~ Location

Project 1

Project 2

&MSDQD@vice Name RDKDBSH8BMRNESGD @U@HKEBINBRORGENEMLND $@M NMD
KBDMRDR RDKDBEDBSENGDSBTRSNLDQESGDINIDBS /@LOKHRS DMSBRQL&cation  @MC
BKBY%NMD

Device Name B@M AIBS RSNV M@LD )NVDURII B@M BG@MFD HS SN L@JID HS LNQ
CDRBQHOB NEB OQIDBS NQ KNB®IS

@MC ETHMBIM@EX VGHB&WIKA@RDC NEINIL RTARBMHHOMR @ TENQHYDC SN TRD

HR RDKDBSBIC@EROCNVM NEK@O OUDBSR SN VGHEBTRDQ G@R @BBDRR
_ Locaton HCDMSDRED ATHKRIR FDNFQ@OGHBHINB@S
5GD RTBBDRR ONO TO BNMERLEBJHEIFARS OIS

= cloud

- SUCCESS X

& Back New devi

CUSTOMER View the registered device hare
——

PROJECTS (7) ALL PROJECTS Q Searct Sort by v

5GD RXRSDDEHRSDGR SDUHBDYED /H@F@Q@ $KNTC

5N BNMcQLGD EDCDQ@ SPEREREN @MC BNMINDBEN A@BJ SB K SKENIR\
'DCDQ@SDC*GIBASTEDMIB @ SNRODQSX 4GDDS

Licenses RDKDB&DSCDAMHOKBDMRDNE@K @U@HKEBAKMIROR SN CDSDQLHMD VAERS ED@STQ

ProjectName HRGD M@LD NEBH@F@Q@ $KNTC OREIBS SN VGHBBRSCDUHBD ADKNMFR *S



*MRS@Q@&EMC BNMdBTQ

5GD OODQSX RGDDS NODMR

HOF@Q@ $KNTC 4DQUHBD (THCD

. Station (CloudLink2) . Config o Services : NiagaraCloudService © Authenticators . FederatedidentityAuthenticator / AXProperty Sheet *
- Nav Property Sheet
tf O ® My Network %\ FederatedidentityAuthenticator (Federated i« henticato
- - - Stat {ok}
TemplateService
@ webservice o
@ BatchJobService FederatedIdentity
T PlatformServices £0BbEbET-2351-4783-b132-8ec3d0481LT6
[l NiagaraCloudservice Registered
Q Authenticators Al Authenticated
I i FederatedidentityAuthenticator nv RIcZE
[ RpkAuthenticator o U httpa://wew.nisgara-cloud, com/registerdevicerregeode=ALC2E »
Q Transports ) 18-
O Channels Tst
- Messaging Alar
- Heartbeat
........
- Palette B

I 7 Refresh Save

5GD CDUHBDBRRIDE@MC @ESDQ @ LNLDM3IVEE®SDC VGHBG LE@ERS G@R HBIRVRS@S
BDOEB@SD @M@ %BH RNESVARED R MCHRHNVH@F@Q@ $KNTC 4DQUHBD

NOTE: 5GD OQUHRHNMHNBIRR RNLBIDR B@M S@JD @ EDV LHMTSDRUINENEMF HR RDS TO
HMGED RSV @ MEKETEHRSDE 'NQ DW@LOKEDS 1, "TS GDMEB@SNQ S@UDRSS! ADBNLD
@TSDMEBB@SDC BMEDM HS L@X ADRIMS ATS HEIRRBKDC #6MNE VNQJ HE XNT SQX SN DM@AKD
HS

5GD OQUHRHNMHMEINENE ONMDMSR S@JDR OK@BD AZDRIDLNBLERTARBQWR SN TUD@C
HVH@F@@EBDMRHMF "R @M DW@LOKD GIEXBOBNY DKCDSG @MMDEFD#@BITBG@MMDK
VHKAD @TSNHB&K@CCDC

Result

5GD OK@SENQL @NHDRSEIFNV ERX QFHRSIOVHS SDH@F@Q@ $KNTC 4GISP G@UD @ BEBEBSD BB S
EDCDQ@SDC HSENEEMO @MMDBSDCGD'SI5 )TA &D BKNTC )NVDUDMN C@S@ G@UD ADDM REIMS SN S
BKNTC

3D @FHRSDQHMF @ CDUHBD

:NT MDDC @ RS@BR BKNTC HEDAVEN BNMMDBS SN /H@F@Q@ $KNTC 4DQDIKBIS MU S0k
BKNTC *BS BKNTC HGIBXHR KNRSINRSESV HR LNUDC SN @ MDV CDUHBIDOR@HBBDROMS XNT MDIC SN Q
@FHRSOIEPCDUHBD BREWESD RSE@EV R BKNTC HEDMS

&W@LOKDR NE RBDM@QHNR HMD/GHRSRI@EHR MDDCDC

3DRSNQHMF$® RS@SMEQ@ A@BJTO %*45 SNNK NQ ITRENMAED@S SN @ MER/

3DRSNQHMA @DQUHERQ @ A@BJTO \BH® RIS BNOX %*45 SNNK HR MNS RTOONPSDQUNNREQ@

MDV BNLOTSDQ

*E 6D BKNTC HCGISXINE @ RS®ER KNRS ENQ DW@LOKDGADB@FRIE $KNTCADQUHBD V@R CDKDSDC NQ
@TSDMEB@SNQR NEE@SDR DVGOHQ

NOTE: *E 6D RSKENM HRRINQ BQ. @ A@BJTO NQ BNOHBEDSRI@GLD CDUHBD XNT CN MNS MDREFEREDQ
35D CDUHBD NQ BG@MKBBSMRD

%DUHBDRSNOR@LD CDUHBD GIERSSHENM HBRRGNQ BQ. @ A@BJTO NQ BNOHBGEDIRI@GLD CDUHBD XNT L@X
MNS MDDC SN@FHRSEEDSCDUHBD %DUNHBIFRRSQKN HR MDDCDC NERRSESV HR MNS BNNIVIPBRED
BKNTC ENQ DW@LOKD ADB@ERBMBDRINCOHIMBE S RSENV HR QTMMHIGB R®ED GNRS XNT CN MNS
MDDC SN BG@NMNHDHBDMRD

%DUHBD@K@BDLDMS MDV CDUHBD GOHREHRS/ GI® MYHNTRRKKRIBORS @SV HR BNOHCIRSEQ
ENL @ A@BJTO SN @ MDV CDUHBBR*BI@RID SQDPTHRHSIHEHSSKNT LNUBISRTARBGHOSEQSGD NKC

+@MT@QX



/HOF@Q@ $KNTC 4DQUHBD (THCD *MRS@&MC BNMdPTQ

KIBDMRD ANTMGGENNKC )NRS *% SN @ MBOMRB@S HR ANTMGSNBV )NRS *% GHQVHRBIER
@FHRSAEN BBDRR WHHUNS cMC @ RTARBOHEEDSVIDV )NRS *% @30 § @FHRSHEES IBDRR B@MMNS AD
BNLOKDSDC

NOTE: *S HR ONRRHAKD HM RNLGC @@ RDBBJEBR@BDLDEBES VADRSNE BHQ. @ BKNTC A@BJTE REK
@S@HM HSR BKNTSHCOIDIMBUDONT RGNTKC NMKX BNMEBHR [ERSSDLONQ @ @MX@HHR §EEPSCDUHBD SN
@UNHC EDRTARBOHUE HRRTDR BISMDV )NRS *%

3D @FHRSDQHNIE @RS @$M

4SDO  *M &D RSNV

@ &WO@MEMcF 4DQUHBDRI@F@Q@$KNTCADQUMEDMIB@SNQRC CDKDSD
'DCDQ@SDC*GIBASTEDMIB @SRWCO0J' TSGDMIB@SNQ

A *M SDBKNTC-HMJ/BR@KDSSD DWEDMEEF@Q@$KNTCADRNIMBIMDMS @MC DWG@®MC S
"TSGDMEB@SNQRCDQ

B %Q@F @ MDV 'DCDQ@SIMSEKIEBSMIB@SNQ HMSRIE@S TMCSNMcF  4DQUHBDR
IH@F@Q@$KNTCADQUISEDMIB@SNQR

C 5N RS@CQDR OFHRSAENS 8BDRR QHFEBBKM 'DCDQ@SDCHSEMSDMEB@SNQ @MC RDKDBS

"BSHNMR4S@QS 3DFHRE®I@S

Property Sheet

9, FederatedidentityAuthenticator (Federated Identity Authenticator,

O ey ees

5GD TRDQ BNCD @TSHB@SONOTK@SEDREser Code cDKC

D $NOX §D BNCDNIQSGDUser Code cDKC @R XNTKVBM®RSD HSDUdeBCode cDKC HBS
IH@F@Q@ $KNTC .@M@FDLDMSDNDEERSE@EHMCNY

4SDO  *M EDH@F@Q@ $KNTC .@M@FDLDMS INQS@K

@ /@UHF@SD 60 £DUHBD XNT VHRBEGNHRSDQ @NEIEK UDRB@KIIRHEQD UDEB@K
CNSR

Home /Customer1

Customer 1 4 service Accounts

|
J
PROJECTS (9) DEVICES

Device g Host ID N2 Project N3 Location Services
Search Project
Kreaytv Win-303F-74F6-9991 Project 1 Bangalore A Edit
| All Projects 80 g

Project 1 66

CGControls 10

A 'QNL SGD CRO CNVM LDMT RDKBB®DFHRSDQ

+@MT@QX
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: RE-REGISTRATION X

User Code

HOW TO GET USER CODE

STEP 1: Login to Niagara Workbench STEP 3: Copy the user code from the

property sheet panel
STEP 2: Under NiagaraCloudService

right click on Federated|dentityAut
henticator to start registration
& NiagaraCloudService
W cloud id Manager
@, Authenticato

@, rederatedidentityAuthenticator

¥y Transports

Cl - e

R S e RN P | S e

| Cancel ‘

5GD3D 3DFHRSHQEMHMCNY NODMR BNMS@shideiEe&le cDKC HM VGHBG XNT BBISDQ S
TRDQ BNCD @GIZRBSDO AX RSDO HMRBIR B GNV SN NAG@ HRICE) BNCD

B 1@RSIZB TRDQ BNCIES XNT BNOHDE D@EEBSGD RSNV Bser Code  cDKC HIBBUser
Code cDKC NE83D 3DFHRSAEMHMCN\@MC BE¥%NMD

4SDO  *M 6D RSKHNM BGDEICSRS@STRIEDQ@SDC*GIBASTEGDMIB @ SHQICGDH30J TSGDMIBB@SNQ
@R RGNVM ADKNV

FederatedldentityAuthenticator *M$NMcF 4DQUHBDRI@F@Q@$KNTCADQUMEIDMIB@SNQR

SGD'DCDQ@SDC*GIBASTEDMIB @ SRIENTKC RGNBDRegistration State @MRegistered @MC
Authentication state @R\uthenticated 5GDHostld OQODQSX RGNTKC RGIMRTHEIS
)NRS *C

RpkAuthenticator *M$NMcF 4DQUHBDRI@F@Q@$KNTCADQUIMEID MIB@ SHED
30J'TSGDMB@SN@RBIRGNTKC G@UDO® BGDBJ MDWR@te Registered

Authenticator Enabled @MOevice Connected 5GD 30J"TSSDMBB@SNQ RGNTKC G@UD U@KTDR EN
System Type @MGystem Guid

4SDO  3DRS@@DRSHNM

HOQF@Q@ $KNTC 4DBNMBBT QN

AHMBBI@F@Q@ $KNTC 4DERNBS @ CQHISIMEDQREGEGD SXOHB@E@Q@HUDQ RSQTES@S HR @ MDSVNQJ
BNMS@HMHMF NMDINQOUNBDR *MRID@EDQ@ $KNTC 4DENMELT Qkddd HR BNMBQ AXGD $G@MMDKR
@MCB@MRONQSRWES /H@F@Q@$KNTCADQUHBD

NOTE: /NS @K BG@MMDKR SQ@MRONGERMERESEIRIDADMS HKMHBXE @ Q@ $KNTC 4DAUVRE@SIMR
5GD ONOTK@IS! NE XNTQ /H@F@Q@$KNTC4DQUHBD GDOBFERAMISKNTC .@M@FDLDMRINQBGHIER
XNT G@UD BB@RDC EGQ BSE@8V

Alarms Channel

5GHR BG@MMDK L@M@EDREDIE @K@QL LDRR@BPBKENG *S HKIRELEHKNTC-HMI'K@QL3DBHGHDMS HM S
Alarm Service VGHBG RGNTKC AD BNMMDBSDC SN @M "K@ @DEX SIRBSIEVONGD QLIEBNBENTC  4DBCB

+.3% )-* +10, %#))%-2 RDBENM ENQ DNCDS@HMFRA@®IMF @K@QL BNM¢EHNIQ@S

Backup Channel

5GHR BG@MMDK TOKNENIRABRBITORGENEKNTC @ EBBINE SKEB BNMcFTRRIB HECEA@BJITO GIBX 'NQ

LNQ@ HMENQH®¥OG @MF A@BJTO BNMcHNMDRDD ]BKNTC-HMJ #@BJTOSGEMEABKILONMDMSR
RDBE\NM NEIBR FTHCD

Commands Channel

+@MT@QX



/HOF@Q@ $KNTC 4DQUHBD (THCD *MRS@&MC BNMdPTQ

5GHR BG@MMDK BNDBRIRGF LT VHS U@QHNTR BNLL@MCR VGHBG B@M AD @} RNNBBJIMCHRIENX DD
J$KNTC-HMJI SNLL@MCR$G@MBENIXCDS@HKDC HMENI@BNMcFTQHMF BNLL@MCR INQMUIRIQQ HEE
@F@PMF BNLL@MC BNMcFRA®@ SRDD |BKNTC-HMJ $SNLL@MC$GE@MEDENLONMDMSR RDBENEISR
FTHCD

Events Channel

5GHR BG@MMDKKRNR SR C-HMJI&UDMS3DBHOEEMSE I RdrEice VGHBG RGNTKC AD BNMMDBSDC SN @M
&UDMS 4NBQHM GRQQ SWDSD DUDMSRENEKNTC 'NQ LNGMENQHEEE@BIMF DUDMS BNMcHNM@S
RDD |BKNTC-HMJ &UDMSRS$G @WBIDENLONMDMSR RDBSNEISR FTHCD

Heartbeat Channel

5GHR BG@MMBKDQR GRA@S LDRR@FDRESNBENTC OK@SENRETE®Q HMSDQU@K R NIQENQHEIS
@F @MF GDEDMB®S BNMcFTF®SRDD |BKNTC-HMJ AD@IE$G@MMDKSD SNLONMDMSR RDBSNEISR
FTHCD

Histories Channel

5GHR BG@MMDKBRGKRSNGXIODK SDBKNTC OK@SENQL ‘NIHMENQHEE @HMF GHRSNQHDR
BNMcFTQ@8 RDD ]BKNTC-HMJ )JHRSNQHDR$BE/BADKONMDMSR RDBENEISR FTHCD

Messaging Channel

5GHR BG@MMBKBQR LDRR@ FOEDEBKSITC OK@SENDE S @UD@BQADDM RBYBE@KNQ LNQ
HMENQH®ABDE @MF LDRR@FHMF BNMERIND@BD |BKNTC-HMJ .DRR@FHMFP$EEBIVENC ONMDMSR
RDBE\NM NEIBR FTHCD

Model Channel

5GHR BG@MMDKBRIMIT DK DWON@ESBKSITC OK@SENQL NIHMEN QHEIDG @BIMF LNCDK
BNMcFTQ@8M RDD ]BKNTC-HMJ .NCDK$C@MEDKNLONMDMSR RIDBENEISR FTHCD

Points Channel

5GHR BG@MMDK G @R SEWORN@BKIBX VGHBG HR@AKDC AX COE@MHRENLLDMCDC SN TRD )JHRSNQHDR
SN RDMC SDKDLDSQX C@B@KWE THR BG@MMDK G@R DWEBHIFSVIMNB®@B@AKDC GRBHMSR @MC
@MX GHRSNQX C GHECEN{YISKVAIKRDMS 6 BKNTC ERQ B@LD BKNTC HC

5GHR BG@MMDK @KRN G@R @ $NUBRGRIISPT ARBQHAGR KDRDBSDC ONHM&D@ROMCR A@SBG
TOC@SDR 5GD C3@I8BELD HR @ANTS NMD RDBNMC

NOTE: 'NQ INHMSR BG@MMDKCDK $G@MMDK BKNTC *C DWONQS LTRS NBBTQ cQRS 5GDHBNYUREMHINR)S 1INK
VHENT31B BKNTCS@FR NM3ZONHMSR

"K@QQLR BG@MMDK

5GHR BG@MMDKKRNRSKENT C-HMJ"K@QL3DBHGBIAMEHEES/ice 5N QITSD @K@QLREBMBENTC HS RGNTKC AD
BNMMDBSDC SN NMD NIY'KE@EQDL $K@RRDR

$KNTC -HMJ "K@QL 3DBHOHDMS
5GD$KNTC-HMJ"K@QL3DBHBR[EME DWSDMRENMRSE@SMC @@ QL3DBHOHIDMONMDMS @MTIPR @K@QLR SN
35D BKNTC OK@SENQL

:NT LTRS BNMcFD@EHR BNLONMDMMNSRI@K@QLREBNBENTC TRHBMF BFHRID@MC BNMdBTQ
IH@F@Q@$KNTCADEEBIBISNBNK TRDC SN RDMC @K@QLR HR CDSER@HE@ULRES @ MGDROBEHCDC
IH@F@Q@$KNTC4DQUHBD

5N RDMC @K@QLBIBRKNTC @M @K@ QL BRDEREERE BNRQTRS AD RDKDBSDC VGNB&EMIRSXED
$KNTC-HMI"K@QL3DBHOHDMS OMD E® @\ BK@RRDR IB@N A BRI $KNTC-HMJI'K@QL3DBHOHDMS

"R RDDM HBIBADKNV cFDQTMCD@BH4S@NM "K@QLADQUHBD VHIRGDDS UHDV RGEWERESD NDEG@TK

"K@QL $K@RRABIQF SKEB $KNTC-HMJI'K@QL3DBHOHDMS BEIKERT @GNSR SASNM@K BNMMDBSES
%DE@THK@QL $K@RR SN @ RS@K@Q@BNMRNKD 3DBHOHDMS VGHBG XNT B@BDTRRGQLRIDV S

+@MT@QX
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NOTE: 8GDM XNT @CGEH@F@Q@$KNTCADEN/EBIRSENM @M HMRS @ MBBKETE-HMI'K@QL3DBHOHDMS HR
BQ@SDC ATS MN @K@ QL BKK&ARRBRWHWIBBSDC SN HS $WMIDBBE NQ DN@QK@QL BK@RREIR SN S
$KNTC-HMI"K@QL3DBHOHDMS LTRS AD ODQENG@GRDC L@MT@K

Figure 2. $KNTC-HMJ "K@QL 3DBHOHDMS @CCDC SN "K@g4RDISBD 8

CloudLinkAlarmRecipient f!
Cloud Link Alarm Recipient
Route Alarm

Default Alarm Class a
Alarm Class -

Alarm _

Console Recipient
[ Console Recipient by

.DRR@FHMF BG@MMDK

5GHR BG@MMDKRENQMBS LDRR@FHMIGENS® @ MRONQSR KSR @DINDIF HMICHCT @K LDRR@ FBIREHNT C
OK@SENQL TRHMF NMIDNSR@AIKPRONQSR @MC HRGIRQE@EXB @ SNQR SBORAB@SD 65 8KNTC OK@SENQL

D@QEP@S BG@MMDK

5GHR BG@MMDK HR TRDC SN L@HMIEBEHV\BHEQ@ BENTC OK@SENQL *SHBERIDMCR @ GD@GS
LDRR@FD @BBMF SN HEREQVMBX RBBE @MC HR DM@AKDC AX CDE@TK

.NCDK BG@MMDK

5GHR BG@MMDK RDMCR CDS@HKDC BNLONDVESB/ERNQIGABMC HMBKTCDR ONHMSR GHRSNQHDR @MC KNI
GHRSNQHDR 5GD HMENIGINGEK TCDR SXOD ENEBDGRROS@FR @M@8MR 5GD BG@MMDK BNEDIMBHS
$KNTC*C&WONQSBXNK/GHBG RDMCR BNLONSBIQISSRB BEXE@TC*S@F ATS MNMBMWBKTCI@F 5GD $KNTC
*CDMSSX .@M@FDQ @ TSBEESWDBTSBR SNBX HE MDV BNLONMDMERE@IC SESRSE@V *E XNT L@JD
BG@MFDRENBS @EEIF @MX MDV BNLONMDMSR XNT B@M D@MBESD ®WONQHBXKSN TOKNGIC S

BG@MFDR SRIS@F@QENTC

8G@S XNT RGNTKC JMNV @&BT.SISDK BG@MMDK

NOTE: *S HRRTHXT SN TRIBES $KNTC *C .@M@FDQ SNDERAERH OPODQ BKNTC *CR@ETDC SGBMDV
BNLONMDMSRGI®VHRECELNCDK WHIKNS RDNBDE SN GD BKNTC

Temporary Model yles

%TQHMF .NCDK DWOBRQHRRSDL NMKX@EDR SDLONQ@QX (BDR S ENKCDQ M@LDC

cloudLinkModel AX CDE@THE BNMcBUQ@BBOHMFKX 18R $G@MMDK $NMcsEBISTOKN @GR &KDR SN

5D BKNTC *M MNQL@K NOBIGEI HR MN MDDCEBMRVGH cKDR GNVDUWBQL@X AD MDBDRR@QX SN UHDV
SGDRD cKDR ENDAKHDRGMNNG- OTQONRDR

5GD .NCDK DWONQ@S®BEDR SVN SXODR NE cKDR NMD $40. cKD HENME@F XX C@S@ @MC NmD NQ LNQ
BNLONMDMS cKDR ENQNBNMASEM SR GHRSNQHDBR @MVELGNSKD M@LDR HMBEXRSEISV R FKNA@K *C @M
DWONQS MTLA® QKD MTLADQ BNLONMDMS cKD NMKXHBINIEL@RLOQRRDC +40/ ENQL@S *E XNT RDS
.NCDK $G@MMDEGC@MMDK $NMctDKDSD .NCDK 'HRRRDQSX faNe XNT B@WMRHEDIB@SDC cKDR
5GDX VHKHINS AD CDKDSDC @ESDQ TOKN@C ENQ D@BG .NCDK DWONQS

NOTE: 5GDUpload Model Files OQODQSX BNIKRY/GBBQ NQ ME® NCDK C@S@ cKDRI@MS SBI5
BKNTC ENQ D@BG DWONQS 'NQ MNQUEMRNRDHB®SQDQSX B RN 6D .NCDK HR TOKN@CDEDSN S
BKNTC 'NQMTAKDRGMNS OTQONRDR XNT B@M SDLONQ@QHKYaB& @MFD HS SN

5GD LNCDK cKDR @ HME® ENKCGExtation>\cloudLinkModel
Cloud Id

5GD BKNTC *C HR@OINMKMOBS S@WB BKNTCt@MC HBRCSBNLONMDMS R TMHPTIHEDQMBDBKNTC

+@MT@QX
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5GD .NCDK BG@MMDK NMKX DWONQSR BNE@SBEMEREKNTC *CR 5GD $NLONMBIgR BLIINY TMCDQ
5D $KNTC *C .@M@FDQ @ICBKBITC *CR ®@COGED BKNTC *CR DWDBILSHKHTC *C .@M@RMBMBG \KHK
@TSNLEB@&KSQHFFBRQ ISNCDK HEDER) @MMDV BNLONMDMSR 8GDM BNLONMDMSR@DT SN NQ

@LNUDC B SGD RSENM NQ GEMB DWBKTEEF HR @CCDC SNLNQRE B @MX BNLONMDMS DWDBTSD
5D $KNTC *C .@M@PMBEX @ RDKDBS RDS NE BNLONKMDQEBBRWMBENTC*E€@ F HMBKIE BNMNE@NHMSR
GHRSNQX HLONQS$ @HRSNQHDR KNF GHRSNQHDR CDUHBDR @MC MDSVNQJR

Excluding components

5GD .NCDK BG@MMBKICDR @ LDBG@MHRL SN DWBKTCD BNNOSEMDUSREHQ@R N@R DIDMS
SDKDLDSQXLEADHMF RDMS SN BKNTC 5GHR HR @BRSDUKAX @WIE @WB DWBKTCIHOBS S@F $DS
BNLONMDMS 56GIB DWBKTE®F B@M AD @CCDC SN BRIONMDMS @WVINE@ISR CDRBDMCIMBRRMK
@®@BDHUD @B/ DWBKTCROKDC S@F 5B DWBKTCI@F HR @U@HK@AKDARQ@ $KE@E IEBBNM@QX

Proxy point and history imports

8GDM D .NCDK DWONQ$BD®R RS@QSR HS cQRS ODQENQLR EBD@BBESVEDIQ CDUNBXONHMSR
@MC CDUHBD GHRSNQX HLONQSR N@SBGNNWSRI@MC CDUHBD GHRSNGREMEITRWVHK

MB SDKDLDS(®@E 5GHR MDV *C HR TRDC SEXGEDBHRSNQHBR BMNSTC &) HR MN L@SBGHWROQ
ONHMS ENQ @ GHRSNQXGBIMIBIISNS DK \KHBNMS @HMEBIRSNQX HLONQS

JHRSNQHDR BG@MMDK

5GHR BG@MMDK RDMCRIBHNERNENGT) BKNTC @EBBIMP SN @ BNMcHIMIS®CD HM @ GHRSNQX BIBRINQS ONK
BNLDR V@M DWONQS ENKEBR@BBSIMcFTIE @TSN&WONQEBENKGHBG HR@AKDC AX CRE@TK

5GD @TSN&WONGBRINOEFRTBN RDME GHRSNQHOREKNTC ATEMMR ENQESDWBKTRHNM NEBHHBI@ K
GHRSNQHDBMI@AKD GHRSNQX DWGNQERI@ABD @ TSN&WONGBREMC BNMOFER DWBBINGHD NQ

@CC @a8BNM@K BTRSNL GHRSNQX INBEINQSAEHMT C-HMJ )JHRSNQHDR$E@MNMIDE@HKDC HMEMQING S
BNMcFTQHMF GHRSNQX DWONQSIBINMCFTQ@S

NOTE: *S HRBNLLDMCDCG@S XNT NMKX TRD @M @TSN&WENRSESNK @GS S RDKBESE HMZHCT @K
GHRSNQHDR ENQ DWBKTRHNM $NMcFTQHMF BTHESNDFOMEBN@SSMR B@RTKHM RKNDRQNMRBLDR
NM 6D GHRSNQX DWONB$ RBIBVIR

$KNTC )HRSNQX &WONQS .@M@FDQ

5GD$KNTC )HRSNQX &WONQS .@VHOFEK/R XNT SMERBNUDQ GHRSNQHDR @GRL@BRRHFM S
CloudHistoryExportConfig R NQ HMBKTCD DWBOICERE Auto Export Config R
5GD$KNTC )HRSNQX &WONQS .@GHREBIIPE @ KDV NERWONQBRLONMDMS @D :HRSNQHDR $G@MMDK

Figure 3. "TSN &WONQS SNMcFHQ®&S

: Config @ Serviees @ CloudConnectionService @ Chanmels  : Historles  © Exports #  CloudHistory Export Manager ~
Onboarding: @ Exports Ready Backfill Status i11

I
Discovered 1 objects -

Histories Assigned Cloud History Export Config Auto Cloud History Export Config

s CloudLink2

| Database 2 objects hd
Name Enabled Execution Time Last Success Last Failure Last Failure Cause

Auto Export true Manual null null

CustomHistoryExportConfig true 1 minute {Sun Mon Tue Wed Thu Fri Sat} 27-Apr-23 11:30 AM EDT nuill

[ New # Edit #% Discover O Execute
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Figure 4. $TRSNL )JHRSNQX &WONQS $SNMERVQ @S

Onboarding: Exports Ready Backfill Status; [Backfill completed on 2823-84-12T16:10:33.991-04:00.
Discovered 1098 objects v

Histories Assigned Cloud History Export Config Auto Cloud History Export Config
@ station
ATempl00 customExport included
ATempl000 included
ATempl001 customExport included
ATempl002 included
ATempl003 included
ATempl004 customExport included
ATempl00s customExport included

Database 2 objects v

Name Enabled Execution Time Last Success Last Failure Last Failure Cause
Auto Export true Manual 01-Sep-22 11:13 AM EDT 31-Jul-22 8:29 PM EDT
customExport true 2:00 AM {Sun Mon Tue Wed Thu Fri Sat} 12-Apr-2310:37 AM EDT 21-Feb-23 4:58 PM EST

#@BJAKAS@STR

5GD A@BXRS@STR cBHROE@IR BS@STR NE @ K@BIE®ES VGHBG HR QTMGTBRNILADQ NE OBIME
GHRSNQERNXIDR DWBDD@®$@BIKDBMEGOQRGNKC U@KTD 5GD GHRSRONMBREIEBKNTC AX ATRKN@C
Q@PQQEIM UH@ ".21 SQ@MRONQS SGOKNE®C LDBG@MHRL HR CDRHFMDC SNFRTYORNROQYRE@B GHRSNQHDR
8GDM @ A@BHAHR QTMMHMF MN GHRESRQWBBGEEBKNTC \EHSD ".21 SQ@MRONQS @DOSIAN @MF

cDKC VKIEIROKEports Suspended

5GD EKKVHMF S@AKD DWGR@HMBSMIERK NEZPKNTC )HRSNQX &WONQS .@MEFDIQR

Button Description

DV $D@SDR @BEM@K BTRBNTC)HRSNQX&WONQSERNESR

&CHS NQ CNTAKIBBKMF NMODMR @H@KNF VHMCNV ENQ BG @ MBSRNIICHRSNQX&WONQSSRBICFHHKR

S5D DMSQX

%HRBNUDQ %HRBNUDGRMFKIAKD GHRSN GIDRSHMEA

"RRHFM VGDM @ "CCR %D GHRSNQ)XGHSHRKINTC)HRSNQX&WONQSHEMIBINTC)HRSNQX&WONQSHNER @ S@A@RBINM @MC

$KNTC)HRSNQX&WONQSENIBER SNQE BIWHRBN DDEDESNM @ANS RDKDBSDC

HR RDKDBSDC NOTE: 5GD'RRHFM &WBKPAISSNMR BG@MFD SDWSHMOBM® RDKBBBI NE @ BNMcF DMSQX HM
D%@S@A@RBINM

6M@RRHFM VGDM @  3DLNUDRGD GHRSNGK SGD$KNTC)HRSNQXEWONQSSNMCF

iﬁ“gg&g%ss’\é%X&WONQSWWFE: 5GD6M@RRHFM *MBATSSNMR BG@MFD SDWSHMODIES RDKBBSI NE @ BNMcF DMEQX HM
TOU%@S@AG@RBINM

&WBKTCD UHRHAKD VGIWVBKTCOFOSGHRSNGEK EGD "TSN &WONQS VGEM'SSN &WONQS BNMcF HR RDKIES0Q@ $HIARRBENM

Auto Export HR RDKDBSO@MC NMD NQ DNEHRSNQHDRIERQBSDCGReERBN DR DBEINM

NOTE: 5GD&WBKTGTSSNM ENEN &WON@ASBNLDRRRHFME XNT RDKBBS S
$KNTC)HRSNQX&WONQS$NMCF

*MBKTCD UHRHAKAMGDKMBKTCDRIBGHRSNQEHBM SN &WONQS VGDM @ GHRSNQX HR RDKDBSDC
Export HRRDKDBSDC  NOTE: 5GD*MBKTOETSSNM ENEN &WON@ASBNLDRM@RRHAR XNT RDKGES S
$KNTC)HRSNQXEWONQS$NMCF

&WDBTSD &WDBTSDERCESRDKDBSBETC)HRSNQX&WONQSHEMEGHR DM@AKDC 8GDM @ )HRSNQX $NMBE BG@MFDR EQ
CHR@AKDC SN DM@AKDC KaBS@BJI#AD ODQENQLDC VGHBG L@X SQHFFIHB R @BUAKRQ NE OBME
GHRSNQHDR DWBDB@BIEKDBNIBEGQRGNKC

&WONBBIF )HRSNQHDR C@S@
'NKKNV 6D ADKNV RSDOR SN DRI Q @ RBIRESGHRSNQHDRTBBDRRETRDMS S BKNTC
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/HOF@Q@ $KNTC 4DQUHBD (THCD *MRS@&MC BNMdPTQ

Prerequisites:

_NTQ RSS! HFEIRSDIT
_ :NT G@UD DWDBTSDGENTC *% .@M@FDQ

4SDO 4ADKDBH@F@Q@$KNTCADQHEHENMMDKRIRSNQHDRWONQSRTSN &WON@SBVIC RESabled SN
true
&EM@AKIF @M DWON@BXOBIGDBJIR HEGHIRSNQX cKDR RGNTKC AD TOKN @£@8 JAKBIING)
5GQRGNK&MC HE MDBDRR@ QB CRSIRGPBDT OKN@CIBIORR "ESEPRA@BXIBGDBJ HR BNLOKDSD
SSDOMAN@BIMENCD HR RDSEfbort Ready @MC MDV GHRSNIBHOR @DFHM SN dNV 6N S
BKNTC A@QRDC NM GHRSNQX CNBBINGS ONK

4SDO  0OSHNM@KDEIBD MDV BTRSNL GHRSNQX DWONQEMNRIBNI@BICDC ENQ RK ®B@8VIR

#@BJTO BG@MMDK

5GHR BG@MMDKRXNT SN LAQBHB®F@@@BJITOR NEDERSKENM @BEHIQF SN XNTQ A@BJTHBRIBKMCcFTIMS
@MC RERBD A@BJTO @D BKNTC GHBGCE/H@F@Q@ $KNTC 4THSD

5GD OMHBX BN/R XNT SN BNMEFEBD A@BJTEIDR @MC VG@S HR HMBIGHNBEWEBBITO *S BNMS@HMR S
LD @S VGHBG 8@BJTORKWERM VHE SQHFFDQ LNE®DSXNT B@M BG@MFD @R MDDCDC &R BB TK
ONKBX HR BNMEETEN A@BJ TONGMLC @ L NM 4ATMC@XFVE R @MCNLHN@®SE GNFIRD/H@F@Q@ $KNTC
.@QM@FDLDMS IN@GBEKDO @ QMIEANTED KLHS NS MTLADQ NE A@BJTOR

NTQ A@BJTO HRORSRIQBD®X VEBEMSB/H@F@@ENTC *S HR DMBQXOSIEWEBBE@RNDISIDX VGHBG BRQHS
XNTQ RFAB OK@SENQL R RXRSDL O@RROGQ@ RO SK@@ XNGIRREBIADERNGED A@BJTO V@R TOKN@CDC SN
SGD BKNTC

NOTE: *S HR HLONQS@MISRIDQ 6D RXRSDL O@RROGQ@RBR@BROMDM @RR@IKIC JDDO HS R@ED *E XNT
KNREE® RXRSDL O@RROGQ@RD NQ X ®ERRMMINS AD @AKDBNUD@B A@BJTO 5GD A@BJTORGEBDCE

VHEG &D BTQ®IS RXRSDL O@RROGQ@RD NQ tHSRRANRIDL O@RROGQ@RD NQ BRBEEN(F-DC MDV
A@BJTOR YHRDGD MDV RXRSDL O@RROGQ@RD NQABGREVNRTR A@BJTOBMBKNTC KHREKTRDGD
O@QUHNTR RXRSDL O@RROGQ@RD GIQ O@RRVNQ

OMKX XNT NQ RNLDNMD XNT BBUD@GRROGQ@RD NQ OB8RRMBIOBQXOS @MGOTRE@BITONT B@M @MMNS@SD
S5D A@BJTO GHINSDR @MISEHDUD HHAMHASDRSNQHMF HBISAIKSD SENQL NQ HMSN @ MDV OK@®SENQL HM S
DUDMS NE GEHRE@HKTQ

5GD cKD M@LD RBD3@BJTO G@R SN¥NKF ENQL@S

backup_<device name>_<YYYYMMDDHHMMSS>_ <device uuid>.edist2

_ device_name SGD M@LD DMSO@GDMGED RSENMV V@BPFBIRIIIONQ BG@MFDC TRAHMFEF@Q@ $KNTC
.@M@FDLDMS 1INQS@K

_ <YYYYMMDDHHMMSS3D C@SD IDR@BJTO B SIMB@SDC ENQL@S

_ device_uuid  SGD TMHPTD HERDIS @RRHFMIEDSNSHBD VGDRHRSIT)

5GD BKNTC A@BJTO HR QTW@FR@@ :NT B@M UHDDIFORR @MC KNFSBMWISA 4DQUHBIDHISDQ
A@BJTO MNSBRS @@RRNBH@SBEMS@BJITO @D SKNTC RDHBEF@Q@$KNTCADQBBEMMDKR
#@BJTO 1INKIBHDRADE@ITK@BJITO INBX #@BJTO /INSD

NOTE: *E @ BKNTC A@BJTO E@HKR @HVA® RGISDCHEDASarm on Failure OQODQSX HR RBDSESNDS
IH@F@Q@$KNTCADQBEEMMDKR@BJITO INKIBHDRADE@TK#@BJTO 1NBX "K@QL NM '@HKTQ

IH@F@Q@ $KNTC ADENBHEDF @Q@ $KNTC TRISD@M @SB @SM BBRB@SB@S KD TOC@SDC
@OOIWHL@SDKX DUDQX C@XR 5GD RKBSBIEFER @M @ABM@ESTO VGBI BDASB@SD HR TOC@SDC RN
@S BNQBS BOEB@SD HRORINGD A@BJTAst  cKD

#@BJTO cKDR B@M AD CNVMKB@TBESD/H@F@Q@ $KNTC .@M@FDLDMS INQS@K
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%DBQXBEMF @M DMBQXOSDC A@BJTO cKD
:NT B@M CDBQXOS @M DMBQXOSDC A@BJTO ¢HDFASNVERINAES! @ CDC cKEHNEHSQJADMBG

*M8 NQJADMBGNTAKD BRIGD CDRHDA@BJITO cKD " VHMCNY WaOM HHBEBIFGD O@SNGD cKD $i8J
%DBQXOS %*45 SKINODNGS&MBQXAISM ,DXHMCNWGDQ XNT VHKAD OQQOSDC SN DMSDGQMBED RXRSDL
O@RROG@RONQ®RRING@S V@R TRDGERSEID SD A@BJITO V@R L@CHBHK 5GD A@BJITO KHAD
CDBQXOSDCGN B@LDHEBSNQX @R BMBQXOSDC A@BJTO
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Chapter 3. Data management

5GHR BG@OSNQHDDR HMEMDIME@ANTS RDQUHBDR XNT B@M TRD SN L @V@HD Q@ $KNAIRI 4ADQUHBD

NOTE:

_ H@F@Q@ $KNTC 4DRILEBMEEX CNDR MNS RTOCNI}EEF @Q@4XRSDL)HRSNQX@UN@HRSNQX DWONQSR
HMBKTRIFGD/H@F @Q@)HRSNQX&BURIBRA@Q@4XRSDL)HRSNQXBMITNMERSR "RIRTK SDHQ
@RRNBH@SDC BNLONMDMSR @MCIS@RENGER@MNS RTOONQSE@R®Q@ $KNTC 4DQUHBD

_ OOSHNM@K LNCTKDR *E XNT TRD /H@F@Q@/DSVNQJ CDEHBER NURIV@K LNCTKIHBRBB@F@Q@ QS HR
HMRE8@K *E XNT TRD #@BMDS CDUHBD& @ EERTRABNM@K LNCTKOIHBRBEBMDS QS HREIMRS@K

$KNTC "BGHUD )HRSNQHGQDQ

"RNEH@F@Q@ NQ K@SB0Q $KNTCEBHUD)HRSNQHQDEIBIR PTDQHDR @F@HMRS KNBEMGRHRGARX Q
RTOOKDLDMSDC BGEJDC GHREBYIKKE @S G@UD ADDMHNIRKX DWONQSDC SN @ BKNTC OK@SENQL TRHMF
IHOF@Q@ $KNTC 4DQUHBD

5GD $KNTC'EGHUD)HRSNQXQDQ HR @ TSRERB CCDC S0 RSESR)HRSNQX4ADQUINBEIQBGHUD )HRSNQX
1QNUHCDBRMS @HMDQ GHSIEF®Q@$KNTCADGRIFBIRSMSNGD BKNTC 5GD $KNBIZHUD)HRSNQXAGDQ
L@JDR HS ONRRHAKD ENQ MPUBDMREES PTDQX GHRSNQHDR SNABMESESEB@K @BIGHOQDENGR
8GHKDGED RSENMV RERSNR KNB@K GHRSNQHB@RM®BE@ $KNTC 4DQWBBRERIRD GHRSEHBXER SN @

BKNTC OK@SENQL XNDE@RED B@O@BHSNRDOKXNB@K GHRSNREDIR BREBDR HM XNTOHRS@S
GHRSNQX PTEQX $D $KNTCEEHUD)HRSNQXIQDQ B@M DESPHIENRD DWONQSDC NKBBIUBRGHRSNQX
®BNGR QRHOVIF HM @ C@S@A@RD KIEB@SDIC EIKS@ SENQL

-HBDMRD TOC@$DI PRLDMSR
5N TRDGD $KNTC'EBEHUD)HRSNOQDNTHB8DMRDRYHIR SD EKKIVHMF TOC@SDR

_ "FDMDQ@K GHRBEEBOMRD ENES@S BNUDQR @ENE@GHRSNUKORY HLOKDLBMS@S

_ "FDMDQ@K@F@Q@ $KNTC 4DIQBEBRD EDESES BNUDQR LNUHMF GHRSNQX 0@ S@CSBKNIEQ
OK@SENQL

_ "M @B3UD 4." @FQDLDMS

"RRHFMHMF BKNTC *CR SNRBNSONMDMSR TRHMF $KNTC *C . @M@FDQ

:NT B@M TRBIBKNTC *C .@M@HABNQ.ONMDMS SN @RRHFM BKNTGDGRISDNVIDMSRHMSHENM @MC SQ@BJ
BKNTC *CR ENQ GHRSNQHDR "R GHRSNQHDR B@M GD REENNISIBISAY GNVIDAMRBNLONMDMSEEM S
RS@SMGHRKBK/R ENQ RSNGIENGHRSR@XNTC *C 5GD $KNTC *C .@M@FDQ CDSDBSR BG@MFDR SN BNLONMDM
35D RXRSDL @MC @TSBEEDWDBTSBR SICDK $G@MMBROIKNTC *C &WONQBRXK

Prerequisites:
_ NT G@UD @CCOI/SQF@Q@$KNTCADENJKBDQ RIS

*E MDDCDC @MC @R OEMSMIEEE NMAMEIE QIBDRR L@QJ @MX BNLONMEBESRNT V@MS SN DWBKTCD
EQL ADHMF TOKN@CDGBMNBENTC AX TRHAIMS8 DWBKT IR

OOSHNM@K LNCTKDR *E XNT TRD /H@F@Q@/DSVNQJ ADEHBER DUMBRINA@K LNCBKEBKR/HQF@E® QS
HMREB@K *E XNT TRD #@BMDS CDUHEDE @RI M@K LNCBKEBKR#@BMBPROBRBAK

4SDO 5N QTMGD$KNTC *C .@M@HBNLONMDMS DWOSNMICF 4DQUHBDRH@F@Q@$KNTCADQUHBD
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. Station (CloudLink) . Config . Services : NiagaraCloudService . Cloud Id Manager / AXProperty Sheet ~

+ Nav [Z1  Property Sheet

E t§ O ® My Network M cloud id Man
p (@ Status

Views

) = Actions Execute
LT Debugservice (W State - L
BoxService =
® \Jl Enabled
¥ Foxservice Q@
ecutio =
© Hierarchyservice (R
@ Historyservice S REes Make Template
° AuditHistoryService
0 LogHistoryService . Last T
@ Programservice - Next THRSY24 Ctri+C PR v
@ searchService [l Last Atte JEES Ctri+v Rl
© TagDictionaryService (W Last Succ Gl LT
) Templateservice B Last Failu e Ctrl+D
e WebService
& NiagaraCloudService
B cloudid Manager
a, M Fault Cau
Authenticators Link Mark
'ﬁ Transports

4SDO  3HFGSIBBJ NBKNTC *C .@M@FBQIC RDKTESHINMR&WDBTSD

NOTE: 5GD .NCDK $G@MMCHKNTC *C &WONQBBXKR @TSNB@E#VIDC SNFKNTC *C
.@M@FDN HS HR DWDBTSDC VGDM MDV BHNGRRERMDQ

&WBKHMF BNLONMDMSR @MC GHRENEXNIRE HQKN@C

:NT B@M DWBKTCD BNLONMDMSR @M CNBHRBNPHDBKINE® CDGBNBENTC TRHMEMB DWBKTCI@F 5GD
MB DWBKTCIE@F ENVR XNT SN RDKDBENRSRBNLONMDMSR @MC GHR SINQHDROKN@CDGGENBENTC

Prerequisites:

5GD /H@F@Q@ $KNTCHEEBRM@QX G@R ADDKCHMREERSIE@V VGHBG G@OODMR @BEM\@GBM @OIF
SEDH@F@Q@ $KNTC 4DQUHBD

4SDO 5N DWBKTCD @ BNLONMDMSHMREIOMB DWBKTCH@F @R KBS S@F QHREIEGR BNLONMDMS
RDKDBESHS@FRYMC IBBICC 5@F
5GD"CC 5@FCH@KNF ANW NODMR

4SDO  'NQ5@F*C MM S3VISCMB DWBKTCBIBBD, @MC BEI@UBXODCDE@IK Sheja:Marker ~ VGHBG
CNDR MNBRYHIBBG@MFHMBDRM@BKX RDKBBEBMNM@QEBTD CIYO CNVM LDMT @MC
CNTAKD IBBJ NMG® DWBKTCDC L@QJDQ S@F
"KSDQM@EBHKX RDKBBS@F@QENTC EBRM@QGIMGIS@FRHMCN\CNTAKD BEJ NMNGB
DWBKTCDC S@F @BE@KD
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%@S@ LOQM@FDLDMS

Figure 5. 5GD MB DWBKTCDC S@F @CCHREFS@ENM @HRBESICEPIHA@F@Q@/DSVNQJ

A Stationl
© alarm Source Info
) clientconnection
@ points

NumericWritable1
Numericiritable2
Numericiritable3
NumericWritables
Numericiitables

O Histories

O alams

@ schedules

O users

@ syspef

O virtual

QFiles

W security Dashboard Ext

W Plstform Connection

2 stationProxy

& software

D) Backup

[E] Licenses

Templates

[l Device Bootstrap

e e i
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Figure 6. 5GD MB DWBKTCDC S@F @CCDHIRSI@P&EDBNLONMDMSRFHMSIENMV

& Stationl
© Alarm source Info
© clientconnection
@ roints
Numericwritablel
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@il nitype
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&l ncexcluded

#4 Edit Tags: NumericWritablel

& nisgara i N showall
Tag Dictionary
Name Type
B P 1ags
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& cevice Marker
displayName String
& zeonddr string
& eeocity String
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@l nmame NumericWritablel
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control:NumericPoint
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26 objects

5@FFHMF @ BNLONMDIBSSEMB DWBKTCI®F @KRN @CCR @DKMB DWBKTCIIDF SNKAHEED
BNLONMDMS R CDRBDMC@MSR 5GRADSDFFEMF @ CDUHBD ENQ HMRS@GIBS CWWBHETIDR S
@MC DUDGHEIF HS BNMS@HMR RVBE @RHMIR @MC GHRSNQX HLONQSR

"R @MNEDQ DW@LOKD S@FFHMF @ #@BMDS/DSVNGDIMIEBBRNIRR & KNNEF&KEDBMDS

CDUHBDR #@BMDS ONHMSR BMEBKMNSRSQSB BNMS@HBHMNCE VD SVNQJ *E @MX DWBKTCDC
BNLONMDMSR G@UD @RRNBH@SDC GHRSNQHDR RTBG @R GHRSNEGHRENDSBWEDDNRHNABRVHS
S5NRD GHRSNQBIDK@QDWBKTRDBHEIMF TOKN@GENBKNTC

NOTE:

OM @M HMICHCT @K BNLONMEDMB DWBKTGE®@F L@X @KRN AD @CCDC @RIEN @IFOKRHMF S@F
QTKDR *SR CDRBDMC@MSR CN MNB @& && FFDGV&EISMB DWBKTCGIRF
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$KNTC TOKN@C DWBKTRHNMR TRHMF MB DWBKTCDC S@F

1K@BHNEEMB DWBKTCIEF NM @ BNLONMDMEMIKS BNLONMDMSIEEDHMF TOKN@CDGBNBENTC

CTQHMF ETSI{CDK TOKN@C INAR

"ESDQ QTMMIBBASICDK TOKN@C INA SQERSOED$SKNTC *C .@M@FBED BNLONMDMS R @RRNBH@SDC GHRSNQX
DWHRSF HR DWBKTEDEERMGHRSNQX TOKN@CR

NOTE: 5GD$KNTC *C . @M@FIK SQHFFBD BNCDK TOKN@C @ MOCIREEEMB DWBKTCI@FR [@Q

OQBDRRDC *E XNT L@GHXTEIKIFFDQ @ LNCDK TOKN@C HMRSIE@$KNHE CREMPNM@FENQQTNGES TOKN@C

5D TOKN@ GMBI® UD MEDES NS HMSDER@BADSVDDM GHRSNQIEDMB DWBKTCEF 5GD GHRSNQKIDR VHK
BNMSMTD SN AD DWONQSDC

'‘HMEMF DWBKTCDC BNLONMDMSR @MC GHRSNQHDR

:NT B@M RB@BENQ DWBKTCDC BNLONMDMSRINM BGRRE@®SHEIRQMS /&2- PTDQHDFSIS -# %64#+3$%$
/1&2- PTDQX @MCGD }H %6#+3$%$ 1-$ -.2 - /10 %-2 -# %64#+3$%9&2- PTDQX )DQ D HR @M NUDQUHGW NE S
VNQJANVRE@S BQU@HK@AKD SN XN HMFODHE CDRMDS @RS HMENQLS

5GD }# %6#+3$%$TDQX cMCRKEHILONMDMSRIIMRS@SVED'S G@UIMB DWBKTCI@F VGBSQ MBS NQ

HLOKDC 5GD RB@QRTSR NESDM BNMS @BiMMERQHEEIFEDM MDDCDC 'NQ HMRS@MBD HE XNT G@LD S@FFDC ¢
#@BMDS/DSVNQJGMB DWBKTC@& CDRBDMC @M SDOMEBMDS/DSVNQE ¥BR @M HIIMB DWBK T CX@F

"R @ QRTX QTMMHZB SVIB DWBKTOBXDQXHRSRBIB #@BMDS/DSVNQJ @MC DUDQX NMD NE HSR CDRBDMC@MSR
RD@G QRTX VGHBG B@M PTHBJKX ADBNLD SNN LTBG FDMDQ@SEGNTSTIEMEIREDC HM V@R S
#@BMDS/DSVNQJ

"BNLLNM TRD B@RD BR #A8X SN cM& @B BNLONMDMSERS G@UD ADDM LIMINE@BKTCDC 5GD

-# %6#+3$%$ 1-$ -.2 - /10 %-2 -# %6#+3$%F&2- PTDQX RD@BGDR NMKX ENQ BNLONIG@STRRDFFDC \BHS
MB DWBKTG@RIC VGNRD DER @IQNS S@FFDCAMB DWBKTCDCSD OQUHNTR DW@ L@HKIR BTDQ)K\N-N{KX
KR&® #@BMDS/DSVNQJ @ MCHWNESHBR CDRBDMC@MSR VGHBG HM L@ M& [ MIgE® X

6RHMFGD 4D@Q4DQUHBD SN cMC LEAVINGEBKTCDC BNLONMDBESRHE DWBKTCDC BNLONMDMSRM@SIRD O@Q
@OQMNS DWBKTCDC NMKX XNT BEDMA RIB#8-3$%$ I-$ -.2 - /10 %-2 -# %6#+3$%$&2- PTDQX 5GHR PTDQX HR
@BNLLDMCDC HE XNT V@MS SNHEHNEKBKO KDUDK BNLONMDMSR DWEKT GBENgN S= XNT V@ MERESINE
@KDWBKTCDC BNLONMDMSR DBMDBYRS BTDQX @MKIGD RDBNMC PTDQX ENQ VGHBG XNT MDDE@S @V EDQ S
ONHMS HR DWBKTCDC ADB@TRD HS ADHMFGMOR@BKMIDRESSIO KDUDK BNLONMDMSR

Figure 7. /&2- PTDQX RGNVHMR@NO KDUDK DWBKTCDC BNLONMGDIRSENSW S

ncexcluded and not n:parent=nc:excluded Q &

LogHistoryService Log History Service

BacnetNumericWritable2 Log Bacnet History Import A

BacnetNumericWritable3 Log Bacnet History Import A

Security Audit History Source Security Audit History Source

BacnetPoints.BacnetNumericWritable 99.5 {ok}

Stationl Niagara Station

5N CDSDQLHMD HE @iHAMI@K BNLONMDMS HR DWBKTCDC NQ®INBNBGRBIDNMSSHR S@FRDC VHS
MB DWBKTCIEESD S@QF HRRIOMS VGER) @R KRES NQ HHIIC S@BE5BNLONMDMSKWAIKDWBKTCDIC EQ
LNCDK TOKN@CR

*S HR BDIBX MNS ONRRHAKD SNHRBMEGHRRSNHOR S@UD ADDM DWBKTCDGOHQEWSONMDMSR ADHMF
DWBKTCDC

JNVDUDQXNT B@M CDSDQLHMD HHUG HIIK GHRSNQX HR DWBKTCDC ADB@TRD HSR BNLONMRNNRHR DWBKTC
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*E @ GHRSNGRSIRKGD SHRSNQX RO@BD ATFSSDRIFNFKNTC )JHRSNQX &WONQS . @NEHRQWBKTCDC
ADB@TRD HSR BNLONMDMS HR DWBKTCDC

"KSDQMEPBKX KNNIGRESEHRSNQEBIBISRSNQX RO@BD @MC M@UBAQ@RSDBRYFSISFCDBIHV NT B@M
cMC HSR BNLONMDMS AX KNNJED@#e@s SOQNODQSX GEDBNLONMDMS GGMB DWBKTGEIF OBS NQ
HLOKDC GDMG@S HFDPN@RNM VEXEEGHRSNQX HR DWBKTCDC

Figure 8. JHRSNQX R 4BD@QODQSX NM "9NQDQSX 4GDDS SN BNIB@ES® GHRSNQX +@BD%DUHB
#@BMDS/TLDQHBAS@AKD -NF HR DWBKTCDC ADB@TRD HSR BNLONMDMS HR DWBKTCDC

Station (TestStation) : History : Device : BacnetNumericWritable2 Log _/ AXProperty Sheet -

- Nav Property Sheet
#t O () My Network A BacnetNumericWritable2 Log (Fox History)
(@ 1d /JaceDevice/BacnethumericWritable2 Log
S MyHast: [ Source station: |slot:/Drivers/Bacnetetwork/JaceDevice /T
€ vy File system (@ Time Zone uTC (+0)
€ My Modules -
[l Record Type | bacnet BacnetNumericTrendRecord
& Platform -
& station (Teststation) Ml Capacity Unlimitd
A Alsrm [ Full Policy Roll
© config [ Interval regular | [+00000h 15m 00s
@ Files [ System Tags
=) Hi .
Hlerarchy [ valueFacets  min=-inf,ma=-inf predsion=Lunits=nullesolutio.. 3 D -
@ History
8 TestStation
o JaceDevice
A BacnetNumericWritable Log
A BacnetNumericWritablel Log
A\ BacnetNumericWritable2 Log
A BacnetNumericWritable3 Log
A BacnetNumericWritabled Log

.NCDK TOKN@CR SN BKNTC

5GDMB DWBKTCI@F HRNBQRRDC CTQKIIASICDK TOKN@C INAHKIE NQINUHMFSBMB DWBKTCIEF CNDR
MNS G@UD @REBEETMSXNT G@UD QDMNICDK TOKN@C INA

8GDM XNT QTS LNCDK TOKN@C INA @MX BNLONBDSNRTEC MNRX@B TOKN@CDB@QBJIDC END S
MB DWBKTCI®@F *E @ BNLONMDIES@¥MB BKNTCS@F G@FOMB DWBKTE®F HSK/MKS AD TOKN@CDEDLSN S
BKNTC

NOTE: %N MNS LOMKKIBL.NUD SCMB BKNTC3@F *6BMB BKNTCS@F HR L@MX@NUDC @MGI3
DWBKTCDC BNLONMDMS HR HMBKTCDC MB BKNTG@E@FMKKD FDMDQ@ SDCEIMBBIBONMDMS @MC HSR
@RRNBH@SDC GHRSNQX HE HS AGHRIMDIC \GK HE BIgVIQV @ MEEOQMS ONHMS "R @ BNMRDPTIMBD S
ONHMS R HEBXI®AMOIINTRKX TOKN@CDC C@S@ HR KNRS 8GC@HRIIMHMHROM@ESBEM \HIKD RDMS TO
@MDWTS @MX C@S@HBKSITC HR MN KNMFDQ @RRNXB&E@RDCIMMS

&WONRBBF .NCDK C@S@GENBKNTC

#DENDSD RSENM B@M TOKN@C C@3EKSNS HS LTRS QDMIKNTC *C .@M@MBHBG SQHFFDQR @ LNCDK
TOKN@C @ESDQ HS G@R @RRHFMDC BKNMGHNIRRBEIDENEDRBQHAD GNV SN DWONQS LEBCBKEES&<SN S
DWDBHMFGED $KNTC *C .@M@RBHBG @CCR BKNTC *CR @MC SDKDLDSQX *CR 5GHR @KRN SQHFFDQR @ LNCLC
S5D0D @MDV BNLONMDMSKREINGVHRELELNCDK VKNS AD RDMS 5GHBRRRDMBRG @S @ RBEY-NCDK HR

JDOS TO SN C@SBNBENTC

Prerequisites:
_ NTQ RS HFFRIRIDD)
_ :NT G@UD BNMdBTQENTQ MDSVNQJR
"CC MDSVNQJR
"CC CQHUDQR
"CC OQIWX ONHMSRHNBI®2K ENQ LNCDK C@S@
"CC GHRSNQX HLONDQFERI@ ENQ LNCDK @MC SDKDLDSQX C@S@
_ :NT G@UD BNMdPFT®NB@K BNLONMDMSR
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"CC BNM®MK ONHMSR
"CC GHRSNQX DWSDMRRANM®E ENQ SDKDLDSQX C@S@
_ NT G@UD BNMdPTQISDQ GHRSNQHDR @R MDDCDC
"TCHS 4DQUHBD GHRSNQX
-NF 4ADQUHBD GHRSNQX
4AXRSDL .NMHSNQ 4DQUHBD GHRSNQX
_ *EMDDCDC XNT G@UD S@FEMB INEBKTA@X BNLONMDMSR NQ EKEHRRTSCN MNS VHRG SN RDMC SN
SGD BKNTC

4SDO 5N QTMGD$KNTC *C .@M@HBNLONMDMS DWOSNMICF 4DQUHBDRH@F@Q@$KNTCADQUHBD

. Station (CloudLink) . Config . Services I NiagaraCloudService . Cloud |d Manager / AXProperty Sheet ~

- Nav [F1  Property Sheet

E # O ® My Network M cloud id Man,
- \ Status
LT pebugservice O State Actions |d Execute A

@ BoxService

Views

(@ Enabled [EAER

¥ Foxservice Q e
ecutio - .
@ HierarchyService Edit Tags
@ nistoryservice FREEEE  Make Template
o AuditHistoryService
° LogHistoryService - LastT
@) ProgramService . Next TS Ctri+C  ERvls
@ searchservice [l Last AtteriiEEE] Ctrl+v i
© TagDictionaryService (M Last Succ FM EDT
&) Templateservice <l Last Failu e Ctrl+D
@ webservice
& NiagaraCloudService
B cloudid Manager - Find
M Fault Caul
‘\ Authenticators

Link Mark

'Q Transports

4SDO  3HFGSBBIKNTC *C .@M@FBE®C RDKMESBINMR&WDBTSD

Result
5GD @LNTMS NEB §D DWONQS S@JDR CDODEBUORNMBQ NE BNLONMDMSR HM XNNIVDNRISBIEBM LNMHSNQ
GD RS@STRAELSICDK DWONQS INAIHMNS 4ADQUHBD

"ESDQ DUDQX BNMcANM@SC@SD NE XNTQ MDSVNQJ KNB@K BNLONMDMSR @MCGEHRENDEHDRAPIVONQS S

NOTE: 5GD QBNLLDMCDC DWDHNM RDPTDMBG @R XNT cQRS BNMEGDYHRSNQX DWONQSRDONDB/IE AKD
SGDL

JHRSNQX TOKN@ CREEBKNTC
JHRSNQX DWBKTRBNMIB@RRDC @R O@GB $ENFC *C .@M@FDQ DWIRIEBTS

WARNING: " UNHGGH BQ@NM NE CRB®SD C@S@ *E XNBFEED/MSH@F@Q@ $KNTC 4DQDOIRBNMR
OQHNQ SN ENQ KNMF SDQL RTOGN@BKD@RD NQ ENQ MNB4 @KD@RD 1@ BNMcFTID
LTKSHOKD GHRSNQX DWSDMRHNMR NM @ RHMFKD ONHHEBFENRD MICNEISQ SNDRD UDQRHNMRNRIRD'S
BNMCFTRC VHS LTKSHOKD GHRSNQX DWSDMRHNMR NM @ RHMFKDGINR(EISD/BRKTCT RDENRDMEED
GHRSNQP@8R VGHBG KD@CR $HB@RIC C@MHBDE@Q@ $KNTC SHIMN.DSQX C@S@A@RD

*E XNT DWBKTCD @ BNLONMBMBMBBRNBH@SDC GHRSNQR GMWCQTM. @M@ 30 GHRSNQK @HIRN AD
DWBKTCDNIEETSTRGHRSNQX TOKN@CR 5GHR HMBKTCDR GHRSNQXK OHWAEFR NG ATBRBIOKNEDCDC UH@ S
$KNTC)HRSNQX&WONQSBNM2RMDMS *E @ GHRSNQX HR DVEBIRTCOEX Hi% SR MN KIRGDOQEIEKNTC

)HRSNQX &WONQS .@MBRABY @R VNTRKX @RRHFMEKNEE)BRSNQX&WONQS$IEMER @KRN TM@RRHFMDC
EQL SG@$KNTC)HRSNQX&WONQS$SNMCF
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Figure 9. *M 6D $KNTC )JHRSNQX &WONQS . @GMESBRM@\WBUF ¢ @BMDS/TLDQRIBS@AKD -NF @MC
#@BMDS/TLDQHBAS@AKD -NFDEQ GHRSNOQHUINRKRIQIFDMROK @XDC

Assigned Cloud History Export Config  Auto Cloud History Export Config

included

included

included

@TestStation

Database 2objects ¥
Name Enabled  Execution Time Last Success LastFailure  Last Failure Cause
Auto Export true 15 minutes {Sun Mon Tue Wed Thu FriSat}  06-0ct-221:25PMEDT  null
CloudHistoryExportConfig  true Manual 04-0ct-223:07PMEDT  null

D New #edit ) fhoiscover | Bexude | [incude | O Execute

*E XNT OQHNTRKX S@FFDC @ BNLONMDMS @RENBIEERBRYXIMB DWBKTM@RICGEHMDM-NUDC SD S@F
QTMMHNEDSSKNTC *C .@M@ FBQEGRED GHRSNQX SN AD HMBKTCDC HM GHRSNQX TOKN@CR @F@HM 5GD GHRS
CHROK@XDGBESKNTC JHRSNQX &WONQS .@i@tDQ X ADERX HMBKTCDC DWBNLCIBDEQTSN DWONQS @MC
@RRHFMDC TM@RRHENNIG E@KNTC)HRSNQX&WONQSSI$AE@MFDR SN GHRSNQX DWEKARARNDRHBTS

RS@NM KNF 40DBKeB@XKNF RGNVGEDAVMTLADQ NE GHRSK@EHDRIEDWBKTCDC @DV LADQ NE GHRSNQHDR
S5@S VD@ HMBKTCDC @RE&RE QTMMHBIFLNCDK TOKN@C INA

Figure 10. .NCDK TOKN@C INA KNF @E$IMF-®KIO MB DWBKTCDC SQIEN@NEENMD MB DWBKTCDC S¢

4% Job Log
Status

[i] Message
[i] Message
[i] Message
[i] Message
[1] Message
m Message
[i] Message
m Message
[i] Message
m Message
[i] Message
[i] Message
@ Running

@ success

Timestamp

06-0ct-22 1:54 PM EDT
06-0ct-22 1:54 PM EDT
06-0ct-22 1:54 PM EDT
06-0ct-22 1:54 PM EDT
06-0ct-22 1:54 PM EDT
06-Oct-22 1:54 PM EDT
06-0ct-22 1:54 PM EDT
06-Oct-22 1:54 PM EDT
06-0ct-22 1:54 PM EDT
06-Oct-22 1:54 PM EDT
06-0ct-22 1:54 PM EDT
06-0ct-22 1:54 PM EDT
06-0ct-22 1:54 PM EDT

06-0ct-22 1:54 PM EDT

Message i
Started model export.

Preprocessing cloudlds for remote histaries.

Started updating history export configurations with components excluded by tag.
Number of histories no longerexcluded by tag: 1.

Number of previously included histories now excluded by tag: 1.

Completed updating histary export configurations with components excluded by tag.
Started loading remote tagsfor Niagara proxy points.

Completed loading remote tags for Niagara proxy points.

Completed preprocessing cloudlds forremote histories.

Encoding model entities.

Number of entities encoded: 10.

Completed encoding model entities.

Savingstation...

Write working to ¢\Niagara'\r410u3\niagara\niagara_user_home\stations'\TestStation'config.bog.working

ok |

3D HMBKHKF DWBKTCDC BNLONMDMSR @MC GHRSNQHDR

5GD EKKVHMF RSDBRGNT SN HMBKTRIDHNYRKX DWBKTCDC BNLONMDMSR @MC GHRSNQHDR $NDAD TOKN@C

BKNTC

3D HMBKHKF BNLONMDMSR

4SDO

5N @ HMBKTCD @ BNLONGEMSHR BMEY DWBKTCDCNQYD SCMB DWBKTGF EQSGD

BNLONMDMS TRHMRRESHS@FR'HMCNV
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4% Edit Tags: Station x

& Hiazara i N’ Showall
Tag Dictionary 26 objects
Mame Type i
= @ Tags
& bindHints String
device Marker
dizplayMame String
‘geo;‘%ddr String
‘geo(it;.- String
‘geo(oord String
4% Remove hde
DirectTags = Implied Tags
[l direct {Component) M ncexcluded
&l nccloudid 123b1210- O ncdoudid
Bl ncexcluded 4P marker O Removeall
0K | Cancel

Save @AddTag | xnemoveTag B Cancel |

4SDO  'ONL SGD3DLNUDVHMCN\RDKDBSEMB DWBKTEEDBIJANWHBY, @MC BRA@UD

NOTE: *E XNT V@MS SN HMEXT BNLSONMDMS GIMLNCDK TOKN@OMB DWBKTCI@F B@MMNS AD
O@RDMS @RHBBS NQ HHDXC S@F GBMB DWBKTCIE@F HR dDBNLONMDMS @R @NDMLEE® F

ADB@TRD HSR @MBDRSNQ BNLONMDMS 8MB DWBKTUBEDMMS@F HSR @MBDRSNQ @MC NQ
RHAKIF BNLONMDMSR SNIDEHRTIES BNLONMDMSERS XNT VHRG SN DWBHIGD BB

MB DWBKTCI@F EQBS NQ HHDIC VGHKIDSNLONMDME®ES XNT V@MS SN HMBKTCD CNDR MNS OMBE
S5D BNLONMDMS MN KNMFDEDMB DWBKTGEEF GD MDWS $KNTC *C .@M@ FDQHNVDETIS
@RRHFRBDBNLONMDMSMB BKNTCS@F HE HS CNDR PIREXE&Q@UD NMD @MIOWNKIEDS

BNLONMDMS SBDSBKNTC

3D HMBKHKF GHRSNQHDR

4SDO 5N @ HMBKTCD @ GHBSMNNFSBMER DWBKTCDGHQBKTGDSBNLONMDMS @RRNBHG@ SB@YHS
GHRSNQX
5GHR KBK/RE GHRSNQX SN AD HMBKTCDC HM GHRSNQX TOKN@CR @F@HM

4SDO  3TM §D LNCDK TOKN@C INAISBDREES BG@MFD
5GD GHRSNQX HRHRED® IGDEKNTC )HRSNQX &WONQS . @OIGEBK)
*E @ GHRSNERSIRKED SHRSNQX RO@BD ATSHSIGNTR FHRSNQX &WONQS . @VEHKIHSR BNLONMDMS CNDR
MNS G@@PMB DWBKTCR®F HSHIRKE®S BG@MFDR V@TD SNEBMB DWBKTCI@FR HBDRSEEV @MEDS
LNCDK TOKN@C INA V@R MNS QTMGRESTMMEMGTSLNCDK TOKN@C INK\@ED GHRSNQX SN NMBD @F@HM AD
KIRSDC IGIEKNTC )JHRSNQX &WONQS .@¥@E-BEBKTCDC HM GHRSNQX TOKN@CR
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#@BJTO $G@MMDK

5GDH@F@Q@ $KNTC 4DA@BBID $G@MMDK TOKN @SR REBITORENEKNTC @BBIME SIGH

BNMcFTQ@8/ HSCBA@BJTO GIBX 5GD A@BJTARREIHK@GERSL@CD AX@F@@&@BJITO 4DQUHBD
GNVDUDSEDX @@®MBQXOSDEG\VES DMBEKDBIDX VGHBG B@MGIBUEBRXRSDL O@RROGQ@RD NQ @ O@RRVN(C
S5@S XNT DNIEDADERGESDX VOMTOKN@CDC SN BKNTC @KRN RDD #@BJTO BOGERIMDKR S@EMC

BNMcFT) BG@OSDQ *MHBRRIGD #@BJTO $G@MMDKHEARMS DWBKTRIE@NES #@BJTO 4DQUHBD

,DX #@BJTO 1NBED@ DR)

5GD ONHBX BNMBRGD HLD @S VGHBOG 8@BJTORKWERM \H® SQHFFDQ LNCD VGHBG XNT B@M BG@MFD @R
MDDCDC

5GD CDE@W@BJTO G HR RDS SN A@BJ TO NM 4ATMC@XR @32 @@ WEISLHN@®SE GNTQ

&@BG CDUHBBLH#SRC SN @ BDQS@HM MTLADQ NE A@B3ISOR*RDB0  %12.% 120!12% HM SD
IHOF@Q@ $KNTC ATHSD /$4 1@QSMENQIEDS@HKR

5GD cKD M@LD BD2@BJTO G@R BKKVHMF ENQL@S/ $%4)#%

1% $%4)#% 33)$ %$)12

_ device_name  S5D M@LD DMBOQGDMGED RSENV VEABFBIRIDINQ BG@MFDC TRIMMFGF@Q@
$KNTC .@M@FDLDMS INQS@K

_ YYYYMMDDHHMMSSD C@SD DR@BJITO D SMB@SDC ENQL@S

_ device_uuid  SGD TMHPTD HEDMIS @RRHFMIBDSNDS/HBD CTQBRHRS OGNS
'DCDQ@SDC*GEBASTSDMB@SNQ 4XRSDL *C

5GD BKNTC A@BJTO HR QTNGFR@@. :NT B@M UHDDNFORR CDS@HKR @MGHKMRANDQUHBD

IH@F@Q@ $KNTC 4DENGIERZ TRDR @M @IS @SM BHPB@SB@GS \KHKD TOC@SDC @WHR@SDKX DUDQX
C@XR 5GD RXRSDLI/SRHFFDQ @M @ABM@ESTO VGBI BDASB@SD HR TOC@SBO B® BNQBS

BDGEB@SD HRORSN@G® A@BJTGist cKD
60KN@/F RFHRIM A@QBITORGDIBKNTC

$SQO@IVF @ BKNTC A@BJTO

5GD#@BJTO $G@MMRRRDC SN TOKN @NRSGEBITORENEKNTC 6D GDH@F@@@BJITO 4DQUHBDRD
A@BJTORMEEMBQXOSDG\EIS RXRSDL O@RROGQ@RBR@SROM@RRVNQ

Prerequisites:

_ NTG@QUD @BBDREIBNGF@Q@ $KNTC .@M@FDLDMS INQS@K
_ 5GD RSHENM HRFERIBO)VHS EDH@F@Q@ $KNTC 4THSD

_ :NT JIJMNV 6D RXRSDL O@RROGQ@RD NQ@ O@RRVNQ

4SDO 6MCDH@F@Q@$KNTCADQUMEDMG@MMDKR@BJITO INKIBHDRADE@I#@BJTO INBX2MC HM
SEDA@BJITO INSDQODQSX DMSDQ @ MNEEEDWEAS @RRNBH@ SOD&VIBENTC A@BJTO

4SDO &WO@MG@MMDKR@OBJITO %DE@#@BJTO INBXMC HECEXclude Files @MExclude
Folders OQODGIR DMSDOHBRNKI@K cKDR NQ ERKIDRIRTS/@MS SN DWBKTEEIDERKXNTC
A@BJTO
5GD cKDR SN AD DWBKTORD@@Q@SDC AX @ RDLHENBWEBDMBHNER@MESSD BNLOKDSD
M@LD NQ TRHGIF $HKCB@RSDQHRJ 3DEDQ®MN .3-$ &.0 )0 %#2.07 G (..1%0)113% HM
GD 03"+%1(..2)- BG@OSDQ SN IMBT@S XNT DMEDBBIBS ENKCD@GENSEHEXClude
Folders OQODQSX

4SDO

_ 'NQ @ LOMT@K A@BJTO DSE@MMDKR@BJTO 1NKIBHORIFGIHBY NRADEE@IH@BJITO
INKIBX@MC RDKIEHSBINMR&WDBTSD

_ 'NQ @EDBT@MS A@BJTO DWGG@MMDKR@BITO %DE@TK@BJITO INB@MC RBGDCTKD
S5D CDRMDSILD HMESTime Trigger  OQODQSX
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Result

60NM DWDBINF @ A@BJTO @ BKNTC A@BJTO INA HR K@ TM BEIN AGD/EBI T RIRBEDEIS BRNS CNT B@M
UHDV@E BKNTC A@BJTO INA TMDIHBDRNA4DQUHBGD CDS@HKRDNE®BJTO B@M AD UHDVEIT BHINEC
A@BJTO DMSQX R INA KNF

ell.com (CloudLink3) . Station (CloudLink3) . Config . Services . JobService / Job Service Manager

@ JobService ‘CI-) Backup E

Job Service

CloudLink3 on My Host : .honeywell.com (CloudLink3) E
»

°/ Cloud Backup Success )} E

45 JobLog ®

Status Timestamp Message B

m Meszage 29-Mar-2312:22 PMEDT  Started cloud backup.

° Running 2%-Mar-2312:22 PMEDT Savingstation...

5GD A@BJTO cKD HR @M DMBIEXOSIXD VGHBG HR DMBQXGBBDRWXRSDL O@RROGQ@BBNKQEDG
O@RRVBI@SE BLD §D BKNTC A@BJTO V@R L@CD 5GD BKNTC A@BJTOR B@M AD UHDVDC @NVICSGRVMKN@CL
IHE@F@Q@ $KNTC .@M@FDLDMSRDIDE@EH@Q@ $KNTC 4THSD /$4 1@QSMEQQIHEICDS@HKR

NOTE: *E @ BKNTC A@BJTO E@HKR @HVAG RgEDGH8BEAarm on Failure OQODQSX HR RB®ESNDS
$G@MMDKR@BJITO %DE@IH#@BJTO INBX

3DRSNQHMF GHRSEEDQ @ BNGUIED
:NT QRSE@M HMIHCT @ HRIBAER)@ A@BJTOHRSQHHNIG RS TRHBWQJADMBG

Prerequisites:

_ RHMFE/H@F@Q@ $KNTC .@M@FDLDMSXNQS@KD CNVMKNGEIDE@BJITO cKD SN @HNBEN XNTQ
BNLOTSDQ R G@QHUD

_ NT G@UD NODMINRQJIADMEGMC L@CD @ BNMNMDBSIS OK@SENQL GNP @GMWRSNQHMP RSNV
_ :NTJMNV 6D RSENM R O@RROGQ@RD NQ ORIRRESHBHLD NE A@BJTO@RENM

4SDO /@QUHF@SD SN @MC BOMNSMKN@CDC A@BJTO cKDXIMIRSQ .X 'HKD 4XRSDUH@F@Q@
3DBNUDGHROK@XR @ S@AKDYVIEBIQ D@BG A@BJTO

4SDO  %NTAKDIBBIGD cKD M@LD @WBE8D%DBQXO0S %*45 AKBSNM

local:[file:/C:/backup_my station_20230315144022_1fcd3331-9fc5-471d-8565-68dfaf3fa34d.edist2

Decrypt DIST file

NOTE: 5GD cKD LTRS AD CDBQXOSDOAEBI@M AD TRDOFSBINRD RIMIM
5GD&MBQXA@I$M ,DXHMCNV NODMR

Enter the system passphrase or password in use when the Cloud backup was originally created...

0K Cancel
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4SDO  &MSD@B RSHENM R TMHPTD O@RROGQ@RD CIQREGRBASISALD NE A@BJTO @MBIBK
HOF@@BBQXO$DRdist2 cKD VGHBORJBR HMd@t cKD 5GD A@BJTO HR CDBQXGSIDC SN S
R@LD BQBSNQX @R BMBQXOSDC A@BJTO

4SDO  6RD &D OK@SENQL SRS 'HKD *MRERRSNE D RSENM

3DRSNQHMF @ 4TODQUHRIWD RS@S

5GD/H@F @ Q@ RSQHATS'HKD *MESESNNK CNDR MNS R DRINQS! EH @DQUHRMRSD )NVDUDENT B@M
L@MT@XORSNE D4 TODQUHRS@SM EQ@ A@BJTO SBLSR@LD NGEDQMS BNLOTSDQ

3DRSNQHMF 4TODQUHRNQ A@HEYR®ERN B8NLOTSDQ

:NT VHRG SBDR3NQ@ @MYHNTRKX A@BJDC TO UDQRHNNNNESEBR@SED BNLOTSDQ WEBHD A@BJTO V@R
L@CD

Prerequisites:
_ :NTG@UD RGTS CNMYVET Q@IKX QTMMHAMPDQUH RS$@IS M

_ 5GD BNLOTSDQ SN VGHBG XNT VBRSEM QA @BJTO UDQRHNSDGER B )NRS Y8 @F @ Q@QRHNM @MC
H@F@Q@ $KNTC 4DQDBRBNM

- NT JMNV 6D RXRSDL O@RROGQ@RD NQ BRRUNED SLD NE A@BJTO *E XNT CN MNSGERIRRXBSDL
O@RROGQ@RD XNT L@X MDDC SN ODQENQL DIWSQ@® BSPORERD GRQMES O@RRYNEED
A@BJTO BG@MMDK V@R BN TAIEER HMRSD@DNRXESDL O@RROGQ@RD

4SDO  00DM SD/H@F@ Q@ SENQUS@HM $NOHRYIC BNOZ®B TODQUHRS@S M EQSGD KNB@K NQ
@LNSD GNRS $3D8 NQJADMBENRS

4SDO  %DKDSBB NKETODQUHRS@SMHQSGD KNB@KINQED GNRS

4SDO 6RHMFEB/H@F@Q@ $KNTC .@M@FDLDMSCNOE@DKOGISBKNTC A@BJITOGMISDQUHRNQ
RS@8M

4SDO  *M8 NQJADMBGX 'HKD 4XRSDIKNB@SEDEA@BJTO cKD BMEVES:D DAHRSKD DWSDMRHNM
CNTAKD BBJ NMG® DAHRSKD @MCHKNKSD HMRSENBER

NOTE: : NT LTRS DMSBEDRXRSDL O@RROGQ@RD HBDERD @S S@BJTO 'NQ GNRSR TRHMF
HOF@Q@ TNQHE@F@Q@ @MC K@3RDL@X TRIES GRQM@S O@RRYNEED A@BJTO
BG@MMDK V@R BNMEBENI RIBER HMRSD @DNEBFRROGQ@RD

5GD cKD WJIKD CDBQXOSDC SN @ MDVEKIZNRISWSDMRHNM

4SDO  0OODM &D CHR&D VIES@ ;HO SNNK
:NT L@X MDDC SN BG@GIBPRKD DWSDMRHBM RBEBQXOSDC A@BJTONEKDHIREN YHO

4SDO  &WSQ@BB BNMSDMSRENEYHOKD SN @ ENKCDQ TGEHMB SNNK

4SDO  $NOX &D RSHNM IHQSGD DWO@MCDC ENKCBQER@BJTiagara_user_home\stations\
SN XNTRI@F@@@QIADMEBRDQ )NLD ENKCDQ

4SDO 6RHMFEBD/H@F@QE@SENQL US@SNOHDQ SNNK BNESENMV SI8B KNB@KINQED GNRS
4SDO  $NOX &D @K@QLR @MC GHRSNQHDR HE IBIMMHMR@&MC BK

4SDO  4S@QSIBSMDV R$@S! NNEB KNB@KINAED GNRS
5GD RSENM G@R ADIRSMT SN @M NKCDQ UDQRAGBETD @MCR/BIKMMDBSGI BKNTC \EHS
5D R@LD HCBSHS

3DRSNQHMF 4TODQUHRNQ A@BJTO SN @ MDV BNLOTSDQ
:NT VHRG SDR3NG@ MYHNTRKX A@BJDC TO UDQRHNWNNESR RSB/ BNLOTSDQ

Prerequisites:
_ 5GD BNLOTSDQ GERFEQLBI@FQ@EMEH@F@Q@ $KNTC 4DQDOIBENG@S VDRIMRERIKNNGS

+@MT@QX



%@S@ L@M@FDLDMS HOF@Q@ $KNTC 4DQUHBD (THCD

BNLOTSDQ VAD®D A@BJTO V@R L@CD

_:NT JMNV 6D RXRSDL O@RROGQ@RD NQ B@RRUNED SLD NE A@BJTO *E XNT CN MNSGRINRXRSDL
O@RROGQ@RD XNT L@X MDDC SN ODQENQL BWSQR@SRIORED GRQMES O0@RRYNEED A@BJTO
BG@MMDK V@R BNMEBNI RIBER HMRSD@DNEXRSDL O@RROGQ@RD

_ 3DEDQ SBI3 712%, I-$ 8+% /111/(0!11%1 @MC $)2)-' 2(% "' 8+% /111/(0!1% .& 9)-% SNOHBR DS
IHOF@Q@ 1K@SENQIHEMIBDRR@QX

NOTE: 5GD MDVERSNT RS@ESM \KHE@UD @ MDV HSRMEMGAMINS @RRTGD SICDNEX NEB3 NKC REES
ADB@TRD XNT @CC BWIREDQ @ MDV /H@F@Q@ $KNTC 4D{BXHBD HCDMS

4SDO

4SDO

4SDO

4SDO

4SDO
4SDO

4SDO

4SDO
4SDO
4SDO
4SDO

*MRS@WNQJIADMEBMC BNOEIBKNTC-HMNCTKDR SBEH@F@@®LD LNCTKDR ENKCDQ
NOTE: SMRT® @S/@@F@B®@BDMRD G@R ADDMB®IRS@K

6RD SDIH@F@Q@ $KNTC .@M@FDLDMSIMNDPSAKN@D BKNTC A@BITOGMISDQUHRNQ
RS@SM

*M8 NQJADMBGX 'HKD 4XRSDIKNB@SECEA@BJTO cKD BMEVEBSD DHRSKD DWSDMRHNM
CNTAKD BBJ NMG® DAHRSKD @ MCHENKGSD HMRSQNBAR

NOTE: 5GD DMBQXO#& JDX LTRS AD DMSD@EHBG HREDRSED RXRSDL O@RROGQ@RD NQ @ O@RRVNC
@S V@R HM TRED@S 3 NE A@BJTO

5GD cKD WJIKD CDBQXOSDC SN @ MDVEKICNRISWSDMRHNM

0ODM &D CHR&D VIES@ ;HO SNNK
:NT L@X MDDC SN BG@GIBRKD DWSDMRHSKM NBEBQXOSDC A@BJITOIEKCHIRBN YHO

&WSQ@BB BNMSDMSREREYHOKD SN @ ENKCDQ TBEHMP SNNK

$NOX &D RSHNM EIQSGD DWO@MCDC ENKCBQEA@BJTagara_user_home\stations\
SN XNTHI@F@@@QJADMBRDQ )NLD ENKCDQ

6RHMFE/H@F @ QB@SENQL US@SNOHDQ SNNK NEMS@SIREDQ CHNEIXGED RSIE@SV SBS
KNB@K RINSD GNRS

4S@QSCEMDV RFAIS!I NGB KNB@KINQIED GNRS
0ODM &D RSENM @MC M@ UHFRISIBISN4ADQUHBBRIC KNB@ZHD F@Q@$KNTC4DQUHBD
%DKDSBISR DWHHE@F @Q@$KNTCAD@BHEIN/MKIS VNQJ BNEEY NM® MDV BNLOTSDQ

5N @COEYH@F@Q@$KNTCADENKBIDQ RS@S @MIEFBRSIEDSCDUHBDOHBF@Q@ $KNTC 4THSD
ENKNV SD RSDOR @B SMR@RMC BNMEFTSNOHB NEHR& FTHCD

+@MT@QX
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Chapter 4. Components and other
references

$NLONMDMSR HMBKTCD RDQUHBDR EN&DDRQR EIMAHRMEAKNBIR @RRNBH@ SDONGIKDHDVR @Q
OKTFHMR@®S B@M AD @BBDRRDC AX ERJAKIB BKBNLONMDRB HIMBBD NQ QHFEBBHKMF @ BNLONMDMS @MC
RDKDB™EF HSR UHDIVE&:ED HDVR LDMT

5GD BNLONMDMS @MC UHDV SNDH BRI @OOD@Q @R BNMSOWVUD FRIIMRHSINOHBR VGDM @BBDRRDC AX

_ 3HFGSBBIJHMF NBDSVAIDBS @MC RBKMBBSVR (THCD )DKO
_ $KHBJHNIBKO (THCD OM EDS

"KRN EIRBTRRDCGHRRBBB/I @BKNTC RODBHcB DUDMS LDRR@FDR @MC BNLL@ BGD@EDHBRMAHK

BKNTC-HMJ $KNTBE®IUD)HRSNQXHQDQ

"RNEIHQF@Q@ @MC K@SEM$KNTCEGHUD)HRSNQXGQDQ BNLONMKWY@RTDQHDR @F@HMRS KNB@K GHRSI
@BNGR SN AD RTOOKDLDMSD®BS&KENT GHREBYRRIS @S G@UD ADDMHNTRKX DWONQSDC SN @ BKNTC
OK@SENQL TRHIIF@Q@ $KNTC 4DQUHBD

5GHR BNLONMDMS HR @ABEK@BIRBE@KE XNT G@UD @ GHRSNQX BGD BMRENGIFESEBOMRD EDIRSTQ

ATS XNT B@M @KRN cMGBEKNNIGHIQ@KDSID@BBDRFEOSBNLONMDRERODGIHR DWOGNMCF
4DQUHBDRHRSNQX4DQUHBBGHUD)HRSNQXIQDQR

Figure 11. $KNTC"@GHUD)HRSNQXQDQNODGHR

: Stetion(CloudLink4)  : Config @ Services  : HistoryService  : ArchiveHistoryProviders @ CloudArchiveHistoryProvider /  AXProperty Sheet ~

Property Sheet

# o ) My Network = 'Ct.uudArchweHiswryFruw’der (Cloud Archive History Provider)
- L Status {fault}
© huthenticationservice [ Enabled ® i
(e Cloud Connection Service not found.
® Boxservice
¥ FoxService
@ HierarchyService W Fault Cause

@ HistoryService
BN Archive History Providers
== CloudArchiveHistaryProvider

(@ MaxArchive Results Per Query 5000 [1-max]
EL History Groupings =
B = s Ll Archive Limit Notifications Notify Once Per Query Range Per Session
- Palette [ Cloud Connection Service null | |
W X B |# douduink (W History Archive Cache History Archive Cache
(@ Max Record Count  [12000 [1-max]
== CloudArchiveHistaryProvider [l Time To Live 00001h 00m 003 2 [15 minutes-=+inf]
[ History Archive Cache
O T Dictionary 7 Refresh [M] save

Property Value Description
4S@STR @@C NMKX *MEIB@ SO BNMENM NEB
$KNTC"BGHUD)HRSN@XQDQ @ S
K@RS BGDBJ

_ {0k} HMmEB@SOraE:H
SKNTC"@GHUD)HRSNQ@XIQDQ
BNLONMDMS HBRDMMIRDC

_ {disabled} HMdB@SFES
SGDEnable OMODQSX HR RDS $N
false

_ {fault HM4B@SDR @DWMS

+@MT@QX
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Property Value Description

OQAKDL $GDBJXEDrault
Cause OQIODQSX ENQINQ

HMENQH&B!
&M@AKDC tue NQalse CDE@SK "BSHU@SDR @MCHID@ES®IRD NE
D BNLONMDMS @MEIFH
RTABNLONMDMSR
'@TE $@TRD @@C NMKX *MEIB@SDRR@RNM VGTS

$KNTC"@GHUD)HRSNQQMR HM B@TK
5GHR cDKC HR DLOSX TMKDEBR @ E@TK

DWHRSR
.@W "@BGHUD 3D&FKDQ 2TDQX CDE@TKS 5GD L@WHLTL MTLADQ NE GHRSNQX
@BNCGR SNOZFTQM ENQ @ PTDQX
"QBGHUD -HLHSHeYB@ERNMR Notify Once Per Query Range Per %DcMDRG® ADG@UHNQ NE @ RTARPS NE
Session NQ\ever Notify or Always 8 NQJADMBEHDVR ATS MNGNEEDL
Notify 8 DA $G@@M(5.- JHRSNQX 5 @AKD

UHDVR @BBDRRNAKGE®RVRDQ
@M@ NQJADMBGQIUHCIEOHQ NVM
MNBcB@&ENM VGDM @ GHRSNQX PTOQX
DWBDDCBHRKHS

$KNTC SNMMDBSV 4DQUHBD IH@F@Q@$KNTCADQUHBD NQ *MEIB@SDRSH@F@Q@$KNTC4DQUHBD SN
TRD SN PTDQX EBQHRQC GHRSNQX
®BNCR

)HRSNQXBGHUD $@BGD @CESNM@KORQGHR $NMS@HMR @ RDISOIEBEIR ENQ
BNMcFTQHMIDB @BGHMF NE GHRSNQX
@BNGR PTDQHDKLERED BKNTC

BKNTC-HMJ JHRSNEGMUDS$S@BGD

JHRSNQXBQHUD$@BED@ RTABNLONMDMEDSENSTC)HRSNQBERIUINIGHCBRLONMDMS
5N @BBDREDSBNLONMDRSRODGHR DWOGNMCF  4DQUHBDRIRSNQX4DQUHBBGHUD)HRSNQXIQDQR
$KNTC"@GHUD)HRSNQXQDQ

+@MT@QX
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Figure 12. JHRSNQXBGHUD $@BGD

. CloudArchiveHistoryProvider . History Archive Cache AXProperty Sheet ~

4

Property Sheet
# C ) My Network ] tﬂ.story/-\rchlve Cache (History Archive Cache)
- Ll Max Record Count 12000 [1-max]
¥ Foxservice (W Time To Live 00001h 00m 0033 [15 minutes-+inf]
@ HierarchyService
@ HistoryService
B Archive History Providers
E CloudArchiveHistoryProvider
[l History Archive Cache
B History Groupings
° AuditHistoryService
° LogHistoryService
@ ProgramService
~ Palette (&A ) Refresh [ save

Property Value Description
.@W 3DBNEXNTMS 1Pmax CDE@EKSN 5GD L@WHLTL MTLADQ NE GHRSNQX
@®BNGR SN RENQVED B@BGD
SHLD & -HUD hours, minutes, seconds 5GD CTQWENM SN JDDO @M DMSQX HM S
CDE@EKRSN GNTQ B@BGD @ESDQ HSR K@RID@BBDRR S
"BSHNMR

$KD@Q $@BIEDNUDR @RBNGQDC C@S®LESED B@BGD

BKNTC-HMJ $DQBRS. @OOHMF

$DQSHTRS.@OOHMEP THIT SN BNMcATGSD RSEV SREDHUD BNLL@MCR REMSAEDBKNTC OK@SENQL 5GHR
BNLONMDMS HR @CCEDITRS .@M@FDGBEMIKNTC " TEDMEB@SM4BGDLD 18D STSDMB@SMADQUHBD
5GHR BNLONMDMS HR @U@BREREDMEB @SM ENKCDGBBKETC-HIR@KDSSD

[l CertTrustMapping (Cert Trust Mapping)
(Ml App I1d
[ Expected Jwt Audience | NiagaraCloudService
[l Expected Jwt Issuer
(@ Certificate Alias

Type Value Description
"00 *C 7@KTD NELSN@®D @O8R@&SM H(
&WODBSDC +VS HOMBD CloudLink CDE@FK 7@KTD NELSSNJDM @B31BD
]@TC cDKC

#X CDE@T HH@F@Q@ $KNTC 4DQUHBD
ATS GHR L@X AD BG@MFDC SN
L@SBEED UQKTDROMS HBDS

+85 ENQ SNRD QQHCD@Rass CN
MNS G@UD EXEBNMcFTQ@AKD

+@MT@QX
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Type Value Description

@TEDMBD cDKC 'NQ DW@LOKD
4@KDRENQQODMCRSD
4@KDREN@OQB@SM *C MNS SN
AD BNMETRDCOE® 'NGD
@OGIBA@SM *C NM&BDID TMDMBI

&WODBSDC +VS *RRTDQ 5XOHB@KSD 63- NE 6D TRDQ
HCDMSX §QHCDQ

NOTE: 5GHR U@KTDRRIE
5GD U@KTD ENIBSIDM HRRTDQ
JHRR” cDKC LTRS SN AUBIGDC
AX D %DUDKNODQ *MSDFQ@SNQ
CTQHMF $BIOB@SQERS .@OOHMF

BNMcFTQ@8/

$DQBCB@SMHE@R "KH@R NE XNTQ SNJRMORQQ R
OTAKB BOGSB@SD c&@®S V@R
HLONQSDC

BKNTC-HMJ $KNTCGD3HB@NM4BGDLD

"M @TSDMB@&SM RBGDLD UDQB@E & TRDQ BR@TYOC SN @BBDRR\M REGBLDR@TCDC SN NQ
@LNUDC IR SGD "TSSDMEB@SM4BGDLDR BNMS @ HMD'Q 88 4B ®@SM4DQUHBO@EHMB @NSMDRTDRSR
O@ODQITSDCEYTFG 6D RXRSIRATSGDMBE&SM4DQUHBD

NOTE: 8GDM &D /H@F@Q@$KNTCADQUHBD HREDITIPHBNES SKNTC "TSDMBE&SM 4BGDLD HR @CCDC @R
VDK HE HS HR NAgBO&X IORDMS

BKNTC-HMJ $KNTCSNMNNIBED QUHBD

5GDH@F@Q@$KNTCADGREBRDQUHB@ S NQHCDR BNMMDBSX SI/E@F@Q@ $KNTC 4ANRSINE SD
NSDQ BNLONMDMSR@®R@SDC TMGDBI®F@Q@$KNTCADQUHBD

5GD HO@F@Q@$KNTC4DQUHBD HR @ RODBH¢INM NEBLIEBMNSAENMMBEBI4DQUHBD EK@HRRFSCDRHFMDC SN
BNLLTMHB@SDVED /H@F@Q@ $KNTC 4THSD BKNTC OK@SENQL RDQUHBDR

NOTE: /[H@F@Q@$KNTCADQUHHEDNR BCKE TD@MIDO THIR @ WHBKL."
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Property Sheet
(@l NiagaraCloudService
- Status
. Fault Cause
(@l Enabled
(@ Platform Type
3 sMA Expiration Monitor
(@ Mode
(M warn Below
© Alarm Source Info
Remaining
© Authenticators
Q© Transports
O Channels

Property

4S@STR

'‘@TR $@TRD

&M@AKDC

1K@SENQIOD

+@MT@QX

Cloud Connection Service)

{ok}

. true
Forge
S M A Expiration Monitor
Warning
30 day [1-180]
Alarm Source Info
-1 day {stale}
Client Authenticators Folder
Transports Folder

Client Channels Folder

Value

®@C NMKX

®@@C NMKX

true  NQalse

®@@C NMKX

$NLONMDMSR @MGINIECIMBDR

Description

3DONQSRIS BNMESNM NES
DMSSX NQNBORR @S K @RSIDNH

okt HMIEB@ S [FES-H
BNLONMDMS HBIKWMIRDC @MC
ONKIMF RTBBDR&ETK

dowr} HMEB@ SIFESS® K@RS
BGDBJ V@R TMRTBBDRRETK Ol
ADB@TRD NE @M BESK@DQSX
NQ ONRRHAKX KNRR NE MDSVN
BNMMDIBISM

{disabled} HM@B@ SFESED
Enable OQODQSX HR RBSSN

faly HMAEB@SDR @DINS
O®AKDL 3DEDQSM cause ENQ
LNQ HMENQH®E

*MEIB@SIORR@RNM VGX @
RXRSDL NAIDBS MDSVNQJ CDU
BNLONMDMS DWSDMRHNM DSl
MNS VNQIJHMF HIg BB HR
OQIODQSX HR DLOSX TMKDRR @
DWHRSR

"BSHU@SRR @MC CD@B®SDR
false TRD NEXD NAIDBS
MDSVNQJ CDUHBD ONHMS
BNLONMDMS S@AKD RBGDCTK
CDRBQHOBEB

*MEIB@SDR VGHBG BKNTC OK@RE]
HMRS@MBIGNHEDF@Q@$KNTCAD(

DQG@OR

QJ

HBD
B HR

D E@TK

D

QL S
UHBD
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Property Value Description

HR BNMcEEIQSN HMSDQ@®BS VHS

4." &WOHQ@ISIM .NMHSNQ @CESNM@KORGHR $NMS@HMR @ RDISONEWEER ENQ
BNMcFTQHMF V@QMHMF NEHWEFODMC
4." DWOHQ@SM

"TSGDMEB@SNQR ENKCDQ $NMS@HMR NMD NI)@NEPMB@SNOR
TRDC VIBS&D BKNTC OK@SENQL

5Q@MRONQSR ENKCDQ $NMS@HMR SQ@MRONQSR TRDC SN
BNLLTMHB@SDG D BKNTC
OK@SENQL

$G@MMDKR ENKCDQ $NMS@HMR BG@MMDKR TRDC SN HMSDQ@BS

VHE &D BKNTC OK@SENQL

4." &WOHQ@ISIM .NMHSNQ

5GD CDE@BNMcFTQ@S! ENGDRD GIQDGHR BBNMcFTT SN V@QM XNT VGEIVET QIS 4NESV@Q
.@HMSDM@MBDIRDPMS 4." G@R C@XR NQ KDR@BMHMF ADENSDWIRICE XNTFEMH USRI THIR

LNQ $ILD SN GBDRRIEDMRD BG@MFDR XNT L@X VHR@ REEBNIBQOHQ®S/@QMHMF SN @UNHC RDQUHBD
HMSDQ®IMS 5GD V@QMHMF NMKX @ CEIDRESERE NS KB @SM 9BBINQTSOTSNSRDMC @M DWSDQM@K
MNEcB@SM TRD @&@QL 4NBD *MEBNMcFTQ@8/ SN EDIDQ @ LDRR@FDIBHAHDMS UH@ DL@HK NQ LNAHKD
OGNMD

Property Value Description
.NCD CQIO CNVVHRS %DSDQLHMDR VGDM SN Q@HRD
@V@QDRESEH 4." HR
DWOHQHMF

Warning HMIAB @ SIOFESSH
LNMHSNQ RGNTKC Q@HRD @M
@K@QLGEHBAWMEDVDGEM
Warn Below C@XPQ@HMHMF H
ar

Expired HMEB@ S [FESD
LNMHSNQ RGNTKC Q@HRD @M
@K@QL VGIid 8."
DWOBR)

Disabled HMIEB@ SFES:H
LNMHSNQ RGNTKC MNS Q@HRD @M

=

@K@QL
8 @QM #DKNV MTLADQ NEC@XR <" = CDE@BN 40DBHcDRIMTLADQ NE C@XR BDENQ
30 4." DWOHQ@&SM SN Q@HRD @M @K@QL
"K@QL 4NBD *MEN @CHESNM@KORGHDR $SNMS@HMR @ RDISOIEER ENQ

BNMcFTQHMF @MSIRIIF @K@QLH
VGDMGHR BNLONMDMSBIR S
@K@QL BOQ

'NQ ORODQSX CDRBIDIMFBEDQ

A

+@MT@QX
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Property Value Description

SN GD)riot +10,1 3)$%

3DL@HMHMF ®@C NMKX *MEB@SDRE @XBL@HMHMFGIM S
BTQ@MS 4."

BKNTC-HMJ $KNTC*C.@M@FDQ

5GD$KNTC *C .@M@HRBX).ONMDMS @RRHFMR BKNTGPGNSANVIDMSRHMSENM @MC SQ@BJIR BKNTC *CR ENQ
GHRSNQHDR "R GHRSNQHDR B@M AD HEDIRGERV MBISNSS@M DAMIRBNLONMDMSSBMRS NV GFHR KBK/R
ENQ RSNQBIFSHRSR@KINTC *C

"ESDQ XNT G@UD L@QJDC @MX BNLONMDMSR SN ARLCSGBXBKIDTCEDKN @ C TRBWE BWBK T IR
DWDBTSGIHKNTC *C . @M@FBENQLONMDMS @R O@GB NEHERK NMAN®MEO GIBDRR *S BBRNLLDMCDC SN QTM
SGD$SKNTC *C . @M@ FDQQHNBEK @S KD@RS VDDJKX NQ DUDM C@HKX SN OHBJ TCC@IS>GEMDONHIMGER S
@CCDC SN RSHNM NT RDSGD SQHFFEQDEAX RDKEBIEED CDRMI rigger Mode Manual Daily

Interval

.global.ds.honeywell.com . Station : Config . Services : NiagaraCloudService . Cloud Id Manager _/ AXProperty Sheet «
- Nav Property Sheet
E I} @ My Network 7] Flpud Id Manager (Cloud Id Manager)

- B Ul Status {ok}

© Audittistoryservice [ State \dle

© LogHistoryService
@ Programservice

© searchservice

© Tagpictionaryservice
@) Templateservice

(W Enabled @ true
Gl Execution Time Manual

(W Trigger Mode  Manual

@ webservice (W Last Trigger null

& NiagaraCloudService 'i Next Trigger 31-Dec-9999 06:59 PM EST
B cloudid Manager [ Last Attempt 10-Jul-2023 02:31 PM EDT
A, authenticators (W Last Success 10-Jul-2023 02:31 PM EDT
¥4 Transports (W Last Failure null
(&) channels
- Palette [

(W Fault cause
W (x] 3  § coudlinknds

& NiagaraCloudService
B cloud id Manager [l componentidentityWorker ~Component identity Worker

@l Execution Time
™ en

¥y Transports

(& channels
= 7 Refresh [M] save

5GHR BNLONMDMS HR @ BGHK@REK @$KNTCA4DQUHBD
Property Value Description
4S@STR @@C NMKX *MEIB@SO®BNMESNM NEBKNTC

*C .@M@FDQ

ok HMEB@ S DFESGEE$KNTC *C
.@M@FDBNLONMDMS HR
NODQENM @K
disabled HMAB@ SIS
S5DEnable OQODQSX HR RDS $N
false

fault HMEB@SDR @DNS

OMAKDL $GDBJIEDFault
Cause OQIODQSX ENQNQ

+@MT@QX
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Property Value

4S@SD @@C NMKX

&M@AKDC true NQalse CDE@8KShle

5QHFFDQ .NCD Manual Daily Interval CDE@IK SN
Manual

-@RS®BHFFDQ SiLD

/IDWS ®)HFFDQ C@SDHSD

-@RS "SSDLOS @@C NMKX

-@RS 4TBBDRR ®@C NMKX

-@RS '@HKTQ ®@@C NMKX

'‘@TR $@TRD @@C NMKX

$NLONMDMS *CH8X BIQIDQ SDWS

HOF@Q@ $KNTC 4DQUHBD (THCD

Description

HMENQH& B!

*MEIB@QSORBTOHS DWDBRM RS@
NE GD$KNTC *C .@M@FDQ

"BSHU@SDR NQ ED@B8® S
BNLONMDMS @MCHBR
RTABNLONMDMSR

$NMSKR VGDRZBKNTC *C .@M@FDQ
RGNTKC BGDBD RSNV ENQ MDV
BNLONMDMSR NQ GHRE@SBIDIRSC
G@UD @ BKNTC *C @RRHEDDC SN
*MHERK GHR U@KTD HR L@MT@K 9
OQUHCD @M NOONQSTMHSE BN FI
RS@SM GQDQKX BNMERTQMBD
S5D RSNV G@R ADDM BNMEFEBIR
U@KTD RGNTKC AD BG@MFDC SN
ODQHNB@&@KBGDBJ ENQ MDV
BNLONMDMSR NQ GHRSNQHDR

3DONQSRLD @S VGHBBSENTC *C
.@VM@FDY@R K@RS QTM

3DONQSR C@X ®ML@S VGHBO S
$KNTC *C .@QM@FBRKQTM @F@HM

S5HLDRS@LO NEDK@RIE[S SDSKNTC
*C .@M@FEPHDC SN @RRHFM BKNT

5HLDRS@LO NEDK @RS RTBBDRRET

DWDBHSIM

5HLDRS@LO NEDK@RS E@HKDC
DWDBHSIM

*MEIB@SORRN@RNM VGXDBKNTC *C
.@V@FDQR HM B@HR cDKC HR DL
TMKDRR @E@VKRSR

%HROK@BR\BNQIDG®S CNDES
@BST@K @RRHFMLDMS NE BKNDC
B@M ACHEDQMS SXODR NE VNQJDQ
CDODMAMF NM GNV NQ SN VG@S X
@RRHFM BKNTC *CRMEQGD
Component Identity Worker HRGD
NMKX VNQJB@S G@R ADDM
HLOKDLDMSDC

C*CR

K

DSX

*CR 5GDQ
R
NT

"BSHNMR
&WDBTSD 3TMEDSKNTC *C .@M@HBN)LONMDMS

+@MT@QX
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BKNTC-HMJ $KNTC-HMJ'"K@QL3DBHOHDMS

$KNTC-HMJI"K@QL3DBHBNDMSIDMS HR @M DWSDMHRSIBMNESR@ QL3DBHOHDM NEBMR@K@QLEBISN S
BKNTC OK@SENQL *SEVIFESR@LD @FDRS@MCEQ@QL3DBHOHINMONMDMS CNDR DWEIES
$KNTC-HMJI"K@QL3DBHBNDMSVIDMS B@M AD TRDC SN RDMC @K@QLR SN @ BKNTC OK@SENQL
5GD$KNTC-HMJI"K@QL3DBHBNDMSIDMS HR @ THBIERSMRE@K'S HR HLONQS@$IRI$T BNMMDBS "K@QL
$K@RRDR SN HS SN DB/@SAEK® @ RIESDC SEB BKNTC

NOTE: " BNMcFTQC /H@F@Q@S$KNTCADQUHBD NAIDBS LTRS RS@E3 H\CBQ ENGIS
$KNTC-HMJI"K@QL3DBHOHDMSHHNWESIIBEKX

Figure 13. $KNTC-HMJ "K@QL 3DBHOHINIEHBR

Property Sheet
A CloudLinkAlarmRecipient (Cloud Link Alarm Recipient)
. Time Range 12:00 AM - 12:00 AM
. Start Time 12:00:00 AM EST|
(ll End Time 12:00:00 AM EST|2
. Days Of Week [ sun [ Mon [ Tue [# wed [# Thu @ Fri [#] sat
. Transitions [# toOffnormal (] toFault (@ toNormal [ todlert
[l Route Acks @ true
. Cloud Connection Service  |station: |slot:/Services/CloudConnectionService - )
[l Enable Batch Alarms @ Enabled
. Alarm Batch Delay +00000h 00m 308 j
[l Alarm Batch Size 100 [2-512]
[l Last Sent To Cloud 21-Dec-2023 03:10 EM EST
NET Value Description
5HLD 3@MFD RS@QEB @MC DMALB *MEIB@SO®ENTQR CTQHMF VGBIBG S
@K@QLRAAIXRDMS S BKNTC
%@XR NEP®J BGDBJ ANWDR *MEIB@SODE@XR KEDS/DDJ
OK@QLRAAIXRDMS SR BKNTC
5Q@MRNER BGDBJ ANWDR *MEB@SORMK@QL SHAMIERS
VHKAD RDMS 8B 8KNTC
3NTSD "BJR true CDE@F KN@ilse EM@AKBR @MCHR@AKHRER
SGD RTSIMF NE @K@QL
@BJMNVKDCFDLDMSRBBSRBHOHDM$
*E HS HR REBSN SQ@0
@BJIJMNVKDCFDLDMBR/I®®ISDC
$KNTC SNMMDBEV 4DQUHBD nul CDE@3K *MEB@SO®S
IH@F@Q@$KNTCADQUNBSISN
@K@QIBWEFG 5GHR HR
@TSNLE@B&KBNMcAIQ
&M@AKD #@SBG "K@QLR Enabled CDE@H Koisabled &EM@AKDR ONRIATAKGR RDNHMF
NE LTEHOKD @K@ QIGDBKSTC HM
NMD LDRR@FD *E R SN
@OK@QLR @BBTLTK@SDC @MC|@K
S5D ODMOMF @ K@QDRR@IS SN

+@MT@QX



$NLONMDMSR @MGINIELIMBDR HOF@Q@ $KNTC 4DQUHBD (THCD

INET Value Description

S5D BKNTC HM NMD LDRR@FD *E RDS
SNalse D@BG @K@QL HR
HLLDCH@SDKX RDNEDIKSTC HM
@ RDO@Q@SD LDRR@FD

"K@QL #@SBG %DK@X 00000h00m 30s CDE@8K 40DBHCcDRIS @LNTMS NS SN
CDK@X AOERQMAMF A@SBG
@K@QLRGN BKNTC %TQHBWIRS
CDK@XGB @K@BIHUDD@Q
@BBTLTK@SDC

"K@QL #@SBG 4HYD 100 CDE@FK 40DBHCcDRBL@WHLTL MTLADQ
NE @K@QLR SN AD HMBKTCDC HM @
A@SBG

-@RS 4DM$ SKNTC nul CDE@FK AGNVRGD K@QREB @M @K@QL Y@R
RDMS SHIZBKNTC

BKNTC-HMJ $KNQTRS.@M@FDQ
$KNTCQTRS.@M@FDQ HR @ BNMS @BIIETEEGBQERS. @ OOHMF @MC QVREE@OOHMF BNLONMDMSR

BKNTC-HMJ 'DCDQ@SDCEGEXMSDMEIB@SNQ

5GD 'DCDQ@SDC*EBMIEDMIB @ SN@GBRABEPMB@SNQ ERNGI®F@Q@ $KNTC 4BUSES G@MEDRGED
RS@SM RHCBFRRSQEIN VBEED 'DCDQ@SDC *E&BM8DQUHBD @MBCHR @ RDBRYIMDHBSMV S8E/$4
HCDMSX @QHCDQ

+@MT@QX



HOF@Q@ $KNTC 4DQUHBD (THCD

$NLONMDMSR @MGINIECIMBDR

5GHR BNLONMDMS HR KNB @SEBINAIE-EMJI/ER®KDSSD
Figure 14. 'DCDQ@SDC *GEBiS TSDMEB @ SNROIBHHR

[— NiagaraCloudService

O Authenticators
[ FederatedidentityAuthenticator
i RpkAuthenticator

O Transports

© channels
:_i Messaging
. Heartbeat

+ Palette

Property

"TSGDMEB@SNQ *C

4XRSDL *C

3DFHRS®ENM 4S@SD

"TSGDMIB@SM 4S@SD

3DFHRSEENS $NCD

3DFHRSEES 6QK

$NCD &WOH@S

)NRS *C

+@MT@QX

@, FederatedidentityAuthenticator (Federated Identity Authenticator]

! Station ! Config ! Services °  NiagaraCloudService
* Nav 7 Property Sheat
tf O (%) My Network e

- - - L Status

TemplateService [l Fault Cause

e WebService [ Enabled

@ BatchJobService -’. Authenticator Id

T PlatformServices Ll System Id

@ Registration State
@ Authentication State
[l Registration Code
[l Registration URL

[l Code Expiration

[l Host1d

o Alarm Source Info
[ Status Message

(Wl Certificate Password

Value

®@C NMKX

®@@C NMKX

®@@C NMKX

®@@C NMKX

®@C NMKX

®@@C NMKX

®@@C NMKX

®@@C NMKX

! Authenticstors ! FederatedidentityAuthenticator / AX Property Sheet 7|

{ok}

@ true

FederatedIdentity

Registersd

Authenticated

ZNWLHEWV

httpa:/ /www.niagara-cloud.com/registerdevice?regcode=ZNVLHEW - P
30-Sep-2024 04:54 PM EDT

Tat-5D71-CESD-E7E0-BDAT

Alarm Source Info

~

% Refresh

E Save

Description

5GD HCDNEX NES @ GHMB@SNQ
TRDC AX EPH@F@Q@ $KNTC 4DQUH
BNLONMDMSR SN H{EDGISR
@TSDMB@SNQ

$NMS@HMR @ KNFHB@BQIERRRS

RS@SM NTSRHCIENERUHRHNMHM
KIEDBXBKD @MC HR TRBERESDLHIM
5D RXRSDL \BHSD BKNTC OK@SEN

$TQOMS RS@SIERECHUHBD R
OFHRSQEN VE&SD BKNTC OK@SEN

$TQQMS RS@SIGREGEDMEB @SM
OGIBDRR \GISD BKNTC OK@SENQL

5GD BNCOGE®'S XNDEDHUD @ESDQ
HMUNJDGS@QS 3DFHREWEEENM
@MC VGHBGO\AIKOWHCDC SBLB
BKNTC

5GD 6QIGE'S XNDEDHUD @ESDQ
HMUNJH\EDSS@QS 3DFHREG@EENM
*S HR MDDCDC SN BNLGBDSD S
@FHRSAES GBDRR

40DBHcDRS DWOHINYSE D NEGD
BNCD

Y%HROK@BIR@KOG@MTLDQHB BNC
TMHPTD SG3RODBHcB GNRS

’O) TT
l_'l'l

QL

NT




$NLONMDMSR @MGINIELIMBDR HOF@Q@ $KNTC 4DQUHBD (THCD

Property Value Description
"K@QL 4NBD *MEN @CHSNM@KORBDR $NMCcFTOR GNV SN GBM@K@QLR
EQL SGDDCDQ@SDC *GisAS
"TSGDMB@SNQ

NOTE: "K@QLR @RDMS NMKX VGOM
S5DAlarm On Failure OQODQSX HR

RDS Sivie

AS@STR .DRR@FD @@C NMKX SNMS@HMR RS@STR LDRR@FI®OCTQHMF S
@FHRSAEN BDRR

$DQ8cB@SD 1@RBRVNQ SDWS 4DBTRR 6D 31, "TSGDMB@SNQ

BDQ&B@SD RENGVGS 6RDQ ,DX
4SNR SN O(SDBS HSLEQM@ TENQHYDC
@BBDRR 5GD BEE®SD HR TRDC SN
@TSDMEB@SDVIED 'NED HCDMSX
OQUHCDS HPBNLLDMCDC SN RDS [@
O@RRVBI@MC RDBRGIB@HM HS @R MN
O@RRMBIER RDS AX COE @RNE
HOF@Q@

"BSHNMR
Start Registration *MUNJDRES CDUHBIFARSEIEN G8DRR VHS@F@Q@ $KNTC 4THSD

BKNTC-HMJNQ30J"TSGDMEB@SNQ

5GHR BNLONMDMS BERCDUHBIEOMB@SM SEFHAF@Q@ %@S@ 4@WCHEIHCDR @MX MDBDRR@QX SNIDMR
S@S5H CDUHBD MDDCR SN RDMC GO 8E@NIIC S

5GD @ THPMB@SNQ EBRIQcFTT VHS &D HSDLR XNT MDDC RTBED@R@SENQL SXOD @MCHRMWBEIRS

5GD CEDQMS BNMcFTRKMR MDDCDC HEQOMS OK@SENQLR @ ME1DMUSRIBQRUHCDC AX ROBEBE@K
O@KDSSDR

5GHR BNLONMDMS HR @CCDC MBI SKCBEHMNMIRNMHMF *S HR @ RTA BNLOKHMHERGEED$SKNTCA4DQUHBD
@MC HR @ TSNB@EB@CCDC VGO §DCDQ@SDC CMFAHRS QN HR BNLOKDSD

Figure 15. 30J "TSGDMSB@SNROIBHHR

Property Sheet
@ RpkAuthenticator (Rpk Authenticator)
[ status {ok}
(W Fault Cause
(W Enabled ® true
Ml Authenticator Id RpkRuthenticator
(@ system I1d N4:station:Tst-90ED-F599-TDE1-6C51
(M System Guid ba52e£98-deld-4d31-9ee1-282537995189
. System Type pgsdemoniagara-cloud-customer-project-ga
. Registration State Registered
. Authentication State Authenticated
. System Ownership Code 961892b7023bbl318c20105b30edel4aacigaeeTa’

. Certificate Password LLTTTTT

5GD EKKVHMFNXIODGIHR RTOONEIBOJ" TSGDMB@SNQ

+@MT@QX



HOF@Q@ $KNTC 4DQUHBD (THCD $NLONMDMSR @ MGINGEOUMBDR

Property Value Description

4S@STR ®@C NMKX *MEB @S BNMENM NEB
@TSDMEIB@SNQG@KERS BGDBJ

ZNJ[ HNHB @ S[FassH
30J"TSGDMHB@BNQONMDMS HR
KIBDMRDC

ZGR@AKDCHBIEGS FESSH
Enable O®ODQSX HR RDS SN

false

ZE@HKIMB@SDR @GDQIS
OQAKDL $GDBJEDFault
Cause OQEODQSX ENQI@NQ
HMENQHAS!

'‘@TR $@TRD ®@C NMKX *MEIB@SORRN@RNM VGXTH
30J'TSGDMHB@BNRONMDMS HR HSI B@TK
5GHR cDKC HR DLOSX TMKD&R @ E@TK

DWHRSR

&M@AKDC true NQalse CDE@SKSie "BSHU@SDR @VCHID@E3R TRGNE S
BNLONMDMS

"TSGDMEB@SNQ *C ®@C NMKX *CDMEDRGD @ THPMB@SNHR TRDLC

AXNEDH@F@Q@ $KNTC 4DQUHBD
BNLONMDMSR SN H{EDGER
@TSDMEBB@SNQ

4XRSDL *C @@C NMKX $NMS@HMR @ KNFHB@BEQIEREDS
RS@SM NTSRHCIBREEUHRHNMHM
KEDBXBKD @MC HR TRBRENIBIME
S5D RXRSDL \&HSD BKNTC OK@SENQL R
HCDMSX §QHCDQ

4XRSDL (THC ®@C NMKX 4DQUDR @R @ RKXAGHPTD HEEMS
ENQEHR CDUHBD 5GDHSEMHCDQ
VHS VGHBGB BNMMDBSNQ HR
@FHRIDORTOBRRHR U@KTD

4XRSDL %0OD @@C NMKX (QNTOR RXRSDLR NE RHLHK@Q NQHFHM
AQ@MC ENQ C@ S v
OTQONRDRT LTRS BNMcFD@HR
OQODQSX ADERMEHRSDQHMF @ COUHBD

3DFHRSEEN 4S@SD ®@C NMKX *MEIB@QSORBTOWS RS@SD NE
CDUHBDPFRIRSQEN VB $D HCDNEX
OQUHCDQ

"TSGDMBE&BSM 4S@SD @@C NMKX $TOOMS RS@SERE S
@TSDMEB@SM GBDRR \GISD
HCDMSX ®8QHCDQ

4XRSDL OVMDQRGHO $NCD ®@C NMKX 1NUDR OGXRHB@K NVMDQRGHO @MC NQ
ONRRDRRHNMNEBUHBD TRHMF @
TMHPTD BNCD

+@MT@QX



$NLONMDMSR @MGINIELIMBDR HOF@Q@ $KNTC 4DQUHBD (THCD

Property Value Description

$DQBcB@SD 1@R&VNQ SDWS 4DBTRR 6D 31, "TSGDMEB@SNQ
BDQEB@SD RENEMEH® 6RDQ ,DX
4SND SN OEDBS HILEMM@ TENQHYDC
@BBDRR 5GD BEE@®SD HR TRDC SN
@TSDMB@SDFIED 'N@D HCDMSX
OQIUHCDQ H®BNLLDMCDC SN RDS (@
O@RRWI@MC RDBRIP@HM HS @R MN
O@RRWIER RDS AX CE@RNE
He@F@Q@

"BSHNM
3D@TEOMB@ENEDRGD @THMB@SNQ SN HH@EDKX>GEDWIEB @ SD D BKNTC OK@SENQL @F@HM HMRSD@C |
@TSDMB@ERF @BBNRIF SN HSR MKQIRBKDCTKDERRG

BKNTC-HMJ "LP@E@MRONQS
5GHR SQ@MRONGH R EDNIF @ MIBQHUHMF C@6@&UH21 LDRR@FHMF QIINBNK

(@l AMQP Transport  Amgp Transport

. Status {ok}
@l Fault Cause
(@l Enabled [
[l Message Retries 2 [0-10]
. Compression Gzip
(@l Message Throttling Limit 5 [0- max]
@l Default Message Timeout  |00000h 0lm 00s|3 [1second-5minutes]
[l Authenticator Id RpkRuthenticator
(@ Status Message Connected
(M Connect Retry Interval +00000h 00m 208 3
. Connection Type AMQP WebSocket
Type Value Description
AS@STR @@C NMKX

*MEIB@SERBNMENM NES
"LPO5 Q@MRONQS

ZNJ[ HNHB @ SIOFr@ss®
"LPO5 Q@MRONQS BNLONMDMS
HR RTBBDREBKMMDBSDC

ZCNVM[ HMB@ S[OFasEsH
"LPO5 Q@MRONQS HR MNS
BNMMDBSDC GHN $KNTC
OK@SENQL ODQG@OR HS HR MNS
@FHRID NQ ONRRHAKX KNRR
NE MDSVNQJ BNMNNINBS

ZGR@AKD CHBES rassH
&M@AKDNODQSX HR RDS SN
E@KRD

ZE@AKIMB@SDR @GDWNS
OQAKDL $GDBXGD '@TXK

+@MT@QX



HOF@Q@ $KNTC 4DQUHBD (THCD $NLONMDMSR @ MGINGEOUMBDR

Type Value Description

'‘@TE $@TRD

&M@AKDC

.DRR@FD 3DSQHDR

$NLODRRHNM

.DRR@FD 5GQEMF -HLHS

%DE@TORR@FDHLDNTS

"TSGDMEB@SNQ *C

4S@STR .DRR@FD

$NMMDBS 3DSQX *MSDQU@K

$SNMMDBIBIMEOD

®@@C NMKX

true  NQalse

2 CDE@gK

GZip CDE@8 KNone

5 CDE@K MNHKLHS

0000h01m00s CDE@FK

®@@C NMKX

@@C NMKX

0000h 00m20s CDE@8 K

AMQP WebSocket CDE@3 KAMQP

$@TRD GIQDQSX ENQINQ
HMENQH® B!

*MEIB@SO®RN@RNM VGXC5

"LPO5 Q@MRONQS BNLONMDM$ HR HM
E@3$K5GHR cDKC HR DLOSX TMKDRR @

E@SHOWHRSR

"BSHU@SDR @MCHID@E3R TRD
S5D BNLONMDMS

5GD MTLADQ NELHR @ E@HKDG
LDRR@FD RGNTX@SQSDLOS
CDKUDQX ADEMRSEXHMEDS
RDMCDQ®S:® LDRR@FD B@MM
AD CDHUDQ

5GHR HR TRDC SN RGEIBEERIS N
BNLOQRRHNM SN TRG BHR
SQ@MRONQS

.@WHLTL MTLADQ NE LDRR@FD|
RDBNMONEQRS @BIM SN BKNTC
OK@SENQL %BE@RTK

@BNLLDMCDC ENQ RIDRS@QSD
DMUNKILDMS HMRS@MBD

%DcMDRGD V@HgHR8.D ADERGED
RXRSDIHEDR NTS NM LDRR@FDR R
TRHMF ".21 BKIDMS

5GD HCDIVEX NES @ THMB @SN
SN TRD SN FDS @B @SM
HMENQHES!

5GD BTQ®IS RS@SIRE .31
BNMMDBISM

"LNTMS NESLD ADSVDDM
@SSDLOSR SN DRR@ &K
BNMMDBSM TONM @ HGEHKTQ
BNMMDBS

4ODBHERISSXOD NE BNMVIDBSN
L@JD SNGD BKNTC OK@SENQL
"218 DA4NBJIDS SQ@MRONQ
NOSINM BNMMDBSB3BINTC
OK@SENQL TREIMJ5514 VDA
ONQS 5GD".21 SQ@MRONQS
NOSINM BNMMDBSB3BINTC
OK@SENQL NM ONQS ~ *NBANS

NE

NS

R

Q

DMS

+@MT@QX



$NLONMDMSR @MGINIELIMBDR HOF@Q@ $KNTC 4DQUHBD (THCD

Type Value Description

B@RI:S BNMMBBB/ HR
DRS@MGDC TRHMF 5-4

NOTE: : NT VHKMDDC SN
BNMcFTDC@V@R SNKEIN
NTSNTMC BNMMBEBIR\EQ
IHOF@Q@ USER SBISGNRSR
RODBHcDC BB SQPPTHRHSDR ENQ
S5D OBDCT) 4ADSEMF TO
CDUHBD HMSDQMDS @BBDRR” |@MC ENQ
S5D ONQS HB@SDC 8PS
RDKDBSO@@MRONQS U@&DR DHS
"218 DA4NBJIDS NQ".21

"BSHNMR
Reconnect * 'NQBDRGD ".21 SQ@MRONQS SN BKNRD H&MF BWMRIEEBY @MBRIMMDBS SN BKNTC OK@SENQL

BKNTC-HMJ )SSIBMRONQS
5GHR SQ@MRONGHRE @DMIF C@S@5\BIS )551 OQISNBNK

(Ml HTTP Transport (Http Transport)

W Status {ok}

- Fault Cause

‘. Enabled . true

'. Message Retries 2 [0-10]

'- Compression None

(Ml Message Throttling Limit 0 [0-max]
(@l Connect Timeout 15000 ms [0 - max]
(Ml Read Timeout 30000 ms [0- max]
(@l Write Timeout 15000 ms [0-max]

*M @CGEBNM SBS RS@MC@YODGHR 4S@STR S@@TRD @MC &M@ ABDRD SIQDGHR BTQVHPTD SBLS
)JHRSNQHDR $G@MMDK

Property Value Description

.DRR@FD 3DSQHDR 2 CDE@8K $NMCFTQR 6D MTLADQ NHLDR @
E@HKDC LDRR@FD RGFEDQOS
CDKUDQX AIENQIEXHNMFDSRDMCD(
SS@P LDRR@FD B@MMNS AD
CDKUD@

$NLODRRHNM GZip None CDE@HK 40DBHcDRIS SXOD NE BNDERHNM SN
TRD VIE&S&HR SQ@MRONQS

.DRR@FD 5GQEMF -HLHS 0 CDE@EWNHLHS %DcMDRE® L@WHLTL MTLADQ NE
LDRR@FDR RDBNMC EQ@HIM SN
BKNTC OK@SENQL

$NMMDBSHDNTS 15000 CDE@8 K 40DBHcDRB HLD HM IKIRDBNMGB'S

+@MT@QX



HOF@Q@ $KNTC 4DQUHBD (THCD $NLONMDMSR @ MGINGEOUMBDR

Property Value Description

SQ@MRONQS RGNTKC V@HS VGDM
DRS@MGHMF @ BNMNBS

3D@CHLDNTS 30000 CDE@SK 40DBHCDRS HLD HM IKHIRDBNMGRS
SQ@MRONQS RGNTKC V@MBEMD@ Q
®RONMRD

8 QHSBIEDNTS 15000 CDE@JK 40ODBHCcDRI3HLD HM IEHRDBNMG®S
SQ@MRONQS RGNTKC V@HSWIED®] VQHS
®PTDRS

BKNTC-HMJ /H@F@Q@3ME@SMEONQS

5GHR BNLONMDMSIERXNT SHOBEX BNMMDBSENASENM UHQST@K L@BGHMD 7. VGHBGIYHRRNM 0Q
FATFGH@F@Q@ $KNTC AVHEUTSIPTHQHMF @ RDO@Q@SBRIWOGIMRR@EMH@F@Q@ 3DLNSD

5Q @MRONPSAKIFDRSENV SN BNLLTMHB@ SOSBB@F@QEBLNSD RDQUBDBAX @KVHMAHENIS
AQIVRDQR SN DRERA® 'NW RDRRHBIE DIRSES ENQIXRDA@RDC REES BNMcFTIB@MC UHDVHMF
"ESDQ XNT G@UBGBRDGIH@F@QBLNSD RDQUHBD HKXRNMIRERIKBEKVGDM XNIFBIRSOEDRSENS HM
IH@F@Q@ $KNTC 4THSD

5GDH@F@Q@ $KNTC 4FBISBBDNIGHRHNMHMF 4DQUHBD GEERENGRRNDMS BNMCFTQMEENQ XNNT B@M
CHR@AKIDSI@F@QELNSD BNMMBBBISX AX RESSDEnabled OMODQSX Balse

OMBD SD RSENV HR NMAR@ GDH@F@Q@ 3DLNS@MRORIISONMDMS HR @U@HK@AKD TMCDQ
/HOF@Q@$KNTCADQERIBIMRONQSR

. Services . NiagaraCloudService / AX Property Sheet -

. Station . Config

» Nav L7 Property Sheet
& NizgaraCloudService (Cloud Connection Service)
G C My Network -
e t’ e @ . W Status {ok}
~ [ Fault Cause
Q SearchService .
[ Enabled [
° TagDictionaryService
L sMA Expiration Monitor S M A Expiration Monitor
@ TemplateService B Cloud Id Manager CloudId Manager
@ WebService A, Authenticators Client Authenticators Folder
-,
$ BatchJobService ¢ Transports Transports Folder
* HTTP Transport Http Transport
wr
Platformservices ¥ AMQP Transport Amgp Transport
& NiagaraCloudService 4 Miagara Remote Transport  Niagara Remote Transport
 orivers [ status [ok}
[ Fault Cause
@ Apps ,-
. Enabled @ true
Q Files —
Ll Authenticator Id FederatedIdentity
@ Hierarchy . Status Message Connected
@ History [ Connect Retry Interval  [+00000h 00m 20s /3
Channels. Client Channels Folder
A @ Messagin Messaging Channel
- Palette A @ Messaging ging
) Refresh [ save

Property Value Description

4S@STR ®@C NMKX *MCEIB@ SR BNMISNM NEFH@F@Q
3DLNSD  @MRONQS

ZNJ[ H\HB @ S [DFassH
SQ@MRONQS HR RTBBDRRETK
BNMMDBSDC

ZCNVM[ HMB@ SIFE>H
SQ@MRONQS HR MNS BNMMPBSDC

1>

+@MT@QX



$NLONMDMSR @MGINIECIMBDR

Property Value

'‘@TR $@TRD @@C NMKX

&M@AKDC true CDE@ERK Shie NQalse

"TSGDMEB@SNQ *C ®@C NMKX

G LR

HOF@Q@ $KNTC 4DQUHBD (THCD

Description

SN 6D $KNTC OK@SENQL

ODQG@OR ADB@TRD HS HR

@FHRIBIONQ G@R KNRS @
MDSVNQJ BNMMIDBS

ZGR@AKD CHBCS DHESGH

&M@AKDNDDQSX HR RDS SN

E@KRD

ZE@S[KIMEB@SDR @PQIS
OMAKDL $GDBJED '@TK
$@TRD GQDQSX ENQRNQ
HMENQH& B!

*MCEIB@SDR®DRN@RNM VEGTH@F@QE@
3DLNSD R@MROBHEONMDMS HR HM
E@$K5GHR cDKC HR DLOSX TMKIR

DWHRSR

"BSHU@SDR @VCHID@E3R TRGNE

BNLONMDMS

*MEIB@SORDFHCONEX NES

@TSDMB@SMEHBG HR TRDC SN F[

@TSDMB@&SM HMENGN®@S

$NMMDBS 3DSQX *MSDQU@K GNTQR LHMTSDR RDBNMCRSRBE@T40ODBHCDRIS @LNTMS NEB
ADSVDDM @SSDLOSR SNHHRG @AK
BNMMDBSM @ ESDIQMIREENKBNMMDB

MNS

R @ E@TK

S

"BSHNMR
3DBNMMDBB DRS@IRGDR @ BNMNNBISE MDDCDC

BKNTC-HMJ "K@QLR$G@MMDK
5GHR BG@MMDKBREE @ QHUDEX BDBKNTC OK@SENQL

. Alarms (Alarms Channel)
(@ Status {0k}
(@l Fault Cause
(@l Enabled @ true
. Channel Type Alarm
(@l Channel Config Amqp Alarm Channel Config

*M @CGESNM SI$B RS@MT@RPODPHR 4S@STR SGEKRD @MC &M@ABDRD HIQDGIHR RTOONELS S

"K@QLR$G@MMDK

Property
$G@MMDKOD @@C NMKX
$G@MMDK $NMcF @CHSNM@KORGBDR

Description

*CDME&EDRGED SXOD NE BG@MMDOK

$NMS@HMR RODBHcB BG@MMDK

+@MT@QX



HOF@Q@ $KNTC 4DQUHBD (THCD $NLONMDMSR @ MGINGEOUMBDR

Property Description

BNMcFTQ@8/ HMENBNES

BKNTC-HMJ'NDQ'N@FD"LPO"K@QL$G@MMDK$NMcF

5GHR BG@MMDK BNMcF GNKCRINMENGDEIK @QLR BG@MMDK VGDIG BRDGI@BSOK@SENQL @MC
BNLLTMHB@EF NUDGDS'.21 SQ@MRONQS

Property Sheet
(Ml Channel Config (Forge Amgp Alarm Channel Config)
- Transport Information  Transport Config
(Jl Transport Type 2MQP

(@l Authenticator Id RpkRAuthenticator
(@l Channel Queue In Memory Message Queue
(M QueueSize 5000000 [1024 - max]
. Weight 1 [1-max]
(@l Max Message Size 1000000 B [10000 - 10000000]
Property Value Description
5Q@MRONQS *MENML@S @CHSNM@KORQGBH®R $NMS@HKR 521 RODBHcB O@QS NE
S5D BNMcFTGHHB!
5Q@MRON@I6 @@C NMKX *CDM&DR VGHBG SQ@MRONQS RGNTKC AD
TRDC VIBS&HR BNMcFTNS
"TSGDMB@SNQ *C ®@C NMKX *CDMEDR VGHBGEDMEB@SNQ RGNTKC
AD TRDC MNSBHR HR NMKX MDDCOC ENQ
BNMMDBSMKDRR SQ@MRONQSR
Property Value Description
$G@MMDK 2TDTD @CHSNM@KORGBDR $NMS@HKBR 3TDTD HMENQINRESN
TRD ENQ NTSFNHMF LDRR@FDR
2TDTD 4HYD MTLADQ CDE@HRKN000000 %DcMDR @LNTMS NE C@S@ AXSDR @
PTDTD B@M GNKC ADEBIRS@QSR SN
@IDBS @aENM@K LDRR@FDR
8 DHFGS MTLADQ CDE@H KN $NMcFTOR 6D DK@&BD VDHFGS NE
S5D PTDTD HGLSRTMCKAHM
RBGDCHKMF @KFERHES@S RDKDBSR
5D MDWS LDRR@FIOEENQ S
SQ@MRONQS SN RDMC
5GD SQ@MRONQS K@XDQ TRDR @
VDHFGSDNTMCNPAHM @ Q@IBG
SN @BBDOS LDRR@FDR RN
HMB®@ RHMFDSV/DHFGS NM NMD
PTDTD B@TRD HSR LDRR@FDR SN AD
RDMS LNEQPTDMKXG@M
LDRR@FDREQISGDQ PTDTDR

+@MT@QX



$NLONMDMSR @MGINIELIMBDR HOF@Q@ $KNTC 4DQUHBD (THCD

Property Value Description

5GHR L@X AD TRDETK SNDEMRSQ
BDQS@HM LDRR@FDHSXO@R@QLR
@QRDMS \BGHSQHNQHSX NUDQ
SDKDLDSQX C@S@ %N MMXLNC
SSDRD O@Q@LDSDQR TMKDRR|XNT
CDSDQLHMEES MDDCDC LDRR@FDR
@QADHMF GDKC TO AX KDRR
HLONQS@MS NMDR

.@W .DRR@FD 4HYD 1000000 CDE@8K %DcMDRG® LDRR@FD RHYBXK
ADENIBNLOQRRHNM SN TRG &R
BG@MMDK @MC SQ@MRONQS

BKNTC-HMJ #@BJTO$G@MMDK
5GHR BG@MMDK TOKN@BRABEISOREBNEKNTC @EBIME SXEB BNMcFTGEIS HECSA@BJITO GIBK

5GHR BNLONMDMS HR @ABEK@E_CDC ADOYHRHNMHMF RDQUHBDKRGBEGSERKI VG@S SN BNACFTQ

budLink3) - Station (CloudLink3) . Config I Services - NiagaraCloudService NCS . Channels . Backup / AX Property Sheet -

Property Sheet
“T) Backup (Backup Channel)

[—- Status [ok]
r. Fault Cause
[l Enabled @ true

(W Channel Type Backup
@ Channel Config  Backup Channel Config: HTTP
(Wl Folicies Cloud Backup Policy Container

c Refresh

[D Save

*M @CGENM SIBB RS@MCORODGHR 4S@STR SG@IRD @MC &M@ABDRD HIQDGHR BTQVIHPTD SBLS
#@BJITO$G@MMDK

Property Value Description
$G@MMDKOD @@C NMKX 40DBHcDBI3 SXOD NE BG@MMDK
$G@MMDK $NMcF @CHESNM@KORQGBIBDR $NMS@HMR RODBHcB BG@MMDK
BNMCcFTQ@8/ HMENBNE@ENQ BKNTC
OK@SENQL
1INKIBHDR @CESNM@KORQGHR $SNMS@HMRABPHR ENQ A@BJITO
ONKBHDR

BKNTC-HMJ/BR /BR#@BJTO$G@MMDK$NMcF
5GD $G@MMDK3$NMcF GNKCR HiNMENEZESA@BJITO BG@MMDK VGDM GRBO MU K@SENQL

+@MT@QX



HOF@Q@ $KNTC 4DQUHBD (THCD $NLONMDMSR @ MGINGEOUMBDR

. NiagaraCloudService NCS . Channels . Backup . Channel Config

Property Sheet
(@l Channel Config ( NCS Backup Channel Config)
(M Transport Information  Transport Config
[l Transport Type HITP
. Authenticator Id FederatedIdentity
[l Channel Queue Backup:HTTP:In-Mem-MsgQ

(@l QueueSize 5000000 [1024- max]
. Weight 1 [1-max]
[l MaxMessage Size  |1000000 B [10000 - 10000000]

1QNODGHHR RODBHCcBERMRONQS $NMcF
Property Value Description

5Q@MRONEE ®@C NMKX *CDM&DR VGHBG SQ@MRONQS RGNTKC AD
TRDC VIBS&HR BNMcFT®S

"TSGDMEBB@SNQ *C ®@C NMKX *CDM&DR VGHBGEDMEB@SNQ RGNTKC
AD TRDC
$G@MMDK 2TDTD @CHEHSNM@KORBHR $SNMS@HKR 8TDTD HMENGN® SN

TRD ENQ NTSFNHMF LDRR@FDR

.@W .DRR@FD 4HYD < 7 = CDE@TK SR SN -HLHSR5® LDRR@FD RHYD HM AXSDR
ADENDBNLOQRRHNM SN TRG &R
BG@MMDK @MC SQ@MRONQS

1IONODGHR RODBHcB SN *M.DLNQX.DRR@FD2TDTD
Property Value Description

2TDTD 4HYD < 'L@W= CDE@$R SN 40DBHcDRI @LNTMS NE C@S@ HM AXSDR
S5D PTDTD B@M GNKCBBBNRS@QSR SN
@IDBS @@SNM@K LDRR@FDR

8 DHFGS <'L@W= CDEGREN 40DBHCcDR3RK@BD VDHFGSOIE S
PTDTD H\GB RTMCIQAHM RBGDOMK
@KFNGHSG@S RDKDBBRBWS
LDRR@FDMNECEGD SQ@MRONQS SN RDMC
5GD GHFGIEDHMTLADGGD LNQ
SHLDR LDRR@FINLESGHR PTDTDKH
AD ORBDRRDOK@BD SNGI3Q KNVDQ
VDHFGSDC PTDTDR

o)

BKNTC-HMJ $KNTC#@BJIJHBXN$KMS@HMDQ

5GHR BNMS@HMDQ GNKCR A®BIDFOMOMBG CIMDVEDBTEVHED NEGD A@BJTO @MC cKDR @MC ENKCDQR SN
DWBKTCDNEQGD A@BJTO

+@MT@QX



$NLONMDMSR @MGINIELIMBDR HOF@Q@ $KNTC 4DQUHBD (THCD

Property Sheet

@i Policies (Cloud Backup Policy Container)
@l Default Backup Policy  Cloud Backup Policy

@l Retry Trigger 15 minutes {Sun Mon Tue Wed Thu Fri Sa...
Interval 00000h 15m 0053 [1ms-+inf]
(@il Trigger Mode | Interval TimeOfDay [] StartTime|12:00:00 2M EDT |EndTime|11:59:59 PM EDT

Days Of Week [ Sun [#] Mon [ Tue [ wed [#] Thu [#] Fri [#] sat
(W Last Trigger 05-Jun-2024 04:24 PM EDT
(@ Next Trigger  |05-7un-2024 04:33 PM EDT

Property Value Description
%DE@IH@BJITO INBX A@BJTO GiBX BNMS@HMDQ $SNMS@HMRIBXINQDGHR @MC HR
HMR8@®AX CDE®ITK
3DSQXEFFDQ FHLD CDE@RSN LHMTSDR %DcMDRG® HLD HMSDQU@K @ A@BJTO HR

®QTM @ESDQ @E@HKTQ
NOTE: *E @ A@BJTO G@R E@HKDC VGDM
5D RSESV HR RSNOGIA@BJITO
VHK QTM @BBNG SIEB RSQX
SQHFFDQ VGHBG L@X AD HE.SEKX

IQNODGIHR RODBHcB SN %&H@BIR O 1INBX
*M @CGENM SIBB RS@MC@RPODEHR 4S@STR SG@@TRD @MC &M@ABDRD SIQDGIHR RTOONSIMPDE@T K
#@BJTO 1NBX

+@MT@QX



HOF@Q@ $KNTC 4DQUHBD (THCD $NLONMDMSR @ MGINGEOUMBDR

Property Sheet
. Default Backup Policy (Cloud Backup Policy)
. Status {ok}
[ State Idle
[l Enabled @ e
Cﬁ Execution Time 2:00 AM {Sun}+~1 hour
Time Of Day 02:00:00 AM EDT 2

Randomization |+00001h 00m 005 |2

Days Of Week  [#] Sun [] Mon [ Tue [J Wed [ Thu [] Fri [ Sat
03—-Jun-2024 06:03 PM ELT

09-Jun-2024 02:37 EM EDT

@ Trigger Mode  |Daily

@ Last Trigger

. Next Trigger
[ Last Attempt
[ Last Success
[ LastFailure

03-Jun-2024 06:03 EFM EDT
03-Jun-2024 06:03 PM EDT
23-May-2024 05:57 AM EDT

[ Fault Cause

[ Backup Note
. Encryption Key
(@l Encryption Key Type

System Passphrase
System Passphrase
Password sessssss

.l Password

Confirm eesssess

. Exclude Files * . lock; *backup*;console.*;config.bog.b¥*

file:**webFileCache ® X

file:**cloudLinkModel

[ Exclude Folders

@ Alarm On Failure
Q) Alarm source Info

file:**cloudLinkHistory
file:*"arientSystemDb

. true

Alarm Source Info

@ Initial Retry Interval |1 [1-max]
[ Max Retry Interval 96
Property Value Description
&WDBHBIMHLD FHLD CDEBRSN @ L NM %DcMDRG® DWDBTEVHED :NT B@M RDS HS SN T(
ATMC@XR LOMTEK C@HKX NQHEB KMSDQU@K
-@RS "SSDLOS C@SDHED Q@C NMKX *MEIBQSDREK@RES SD A@BJTO V@R QTM
-@RS 4TBBDRR C@SDHED Q@C NMKX *MEIB@SORK@REDS SD A@BJTO V@R RTBBDRRETK
-@RS '@HKTQ C@SDHED Q@C NMKX *MEIB@SORK@REB SD A@BJTO E@HKDC
'‘@T8 $@TRD @@C NMKX *MEIB@SDRRN@RNM VGTB@BJITO INBE@HKDC
5GD cDKC RS@XR DLOSX TMKDRR @ A@BJTO E@QHKDC @S
RNLD ONHMS GMS@RS
#@BJTO /NSD SDWS %DcMDRG® SDWS MNS@S KHXKD @RRNBH@$DC VHS

+@MT@QX



$NLONMDMSR @MGINIECIMBDR

Property

&MBQXAISM ,DX

&MBQXAI$M ,DX>80D

1@RRVEQ

&WBKTCDC 'HKDR

&WBKTCDC 'NKCDQR

"K@QL OM '@HRTQ

"K@QL 4NBD *MEN

*MHEDK 3DSQX *MSDQU@K

.@W 3DSQX *MSDQU@K

Value

@CESNM@KORQGHR

CQO CNVM LDMT

4DBTR SDWS BHENMcQL @'ev

cKD M@LDR

ENKCDQ M@LD

true NQalse CDE@3KSN
true

@CHSNM@KORBHR

MTLADQ CDEERN

MTLADQ

HOF@Q@ $KNTC 4DQUHBD (THCD

Description

S5D A@BJTO 1D SBKNTC

*MEIB@SO®RDKDBSDC DMBIMOBX SXOD TRDC
DMBQXGEDEA@BJITO OQHNQ SN FIMRN® @&DS
BKNTC

NOTE: *E 6D DMBQXA#! JDX HR BG@MFDC
RTARDPTDMS A@BJT®R RBED MDV DMBQXIS
JDX 1QUHNTR A@BJTOBMHBKHNTCHRI RDGD
OQHNQ DMBQHWODIDX VGHBG V@R HM GRB@S S
S5D A@BJTOR Y(D@CD

40DBHcDRI3 SXOD NECSDMBQKA# JDX VGHBG H
DHSDQGDSystem Passphrase NQ GDpPassword  *E XNT
RDKDBSEO @RRENKNT @ADQLOSDC SN DMSDQ
5D BTRSNL O@RRWMNIQSK BPassword OQIODQSX
ADKNV

*E XNT RDKP&Sword EN@ncryption Key Type @

SN

O@RRMBIYGHBG LDDSR CDERDBTQHSX RSEBMC@Q

LTRS AD DMSBE)*MGDConfrm  cDKC XNT LTRS Q
DMSDGS BEQ@SDC O@RR\@A@DBNMLB

$NMS@HMR cKDR RDO@Q@SDC AX @ RDLHBNK
DWSDMRHNMRQNEID BNLOKDSD M@LD NQ TH
5D VHKCB@RSDQHRJ  5GD CIa@ItO 1NBX
BNMS@HDMBNOQLDMCDC cKDR SN DWBKTCD
KNBJ A@BJTO BNMRNKD BNMcF ANF A BNMcF?A@H

$NMS@HMRR® KIE ENKCDQR 5G [SEDE@T KNBX
BNMS@HDMBNQLDMCDC ENKCDQR SN DWBKTCD
@QTRDC ENQ RXRSDL SDLONQ@QX cKDR
cKD >>VDA'HKD$@BE&{D >>BKNTC-HMJ.NCDK
cKD >>BKNTC-HMJ)HRSNQX

*Brue @K@QLRVAKXB@SDC ENQ A@BIJTOMR@H
N&DQVHRD MN @K@QAR BHRSDC

SNMS@HMR RS@M@ @K @ QL BNMcHRI® S
HMENQH&B 'NQ LNHMENQH®Y RM@F@Q@
"K@QLR (THCD

%DcMDFRG® RS@ WS MTLADQ NE HMSDQU®@KR Al
E@HKDC A@BJDARS®ADC '@HKDC A@BITOR @
®SQHDC ODHBIEIE @S HMSDQEBKHIBBRD NUDQ
SHLD RNG@ S EPTDMBX NE A@BJTO @SSDLOS
CDBR@RDR 'NQ RTARDPTDMS A@BJDR B@HKTJ
BTLTK@S/D BNTMS HEAIHOC AX @ cWDC E@BSN
RN 6@S5H A@BJTOR @SSDLOSFO@ENQLDC KDR
EQPTDMS NUDBL® 5GD cQRS A@BJTO HR SQHD
HMSDQU@R DWS @S HMSDGD @BR/'S@S

HMSDQU@KR @MC RN NM OMBD @ A@BJTO HR
S5D HMSDQM@K BNDRISSHISG HMEBSDX
HMSDQU@K

40DBHCDBSL@WHLTL MTLADQ NE HMSDQU@KR
ADEND@SSDLEIEF @ MR A@BJITO 8GIBDS

NM VHS
HMF

JTO

GHBG

Q

ENQ
Q

R
0 NE
R
C @ESDQ

RTBBDRRET

SN V@HS

+@MT@QX



HOF@Q@ $KNTC 4DQUHBD (THCD $NLONMDMSR @ MGINGEOUMBDR

Property Description

HMSDQM@K BN@HES QRFRKHS VBISTS @ RTBBDRRETK
A@BJTO KIRTARDPTDMS A@BJTO @SSR DRV
S5HR MTLADQ NE HMSDQU@KR

"BSHNMR
&WDBTSD *MUNJDR @ L@MT@K A@BBKNIE S

BKNTC-HMJ $SNLL@MCR$G@MMDK
5GHR BG@MMDKG@BMLL@MC @MC BINNESGHBEVIRNEGSGD BKNTC OK@SENQL

4XRSDL BNLL@MCR
5GD BKNTC OK@SENQL B@M RDMC RXRSDL BNLL @ MBERRS@8Y SpaMOVF ENQCEIRD RXRSDL BNLL@MCR HR
CNMD AX DWSBME @ RODBHcB BK@RR 5GHR HFDCMMD@ME@R$G @MMDK

8GDM @ RXRSDL BNLL@MOBBHYDC UH@ @ BNMMDBSDC SDd@MNRORIYSRSG@MMDKKIRERRICDSDQLHMD

HE HS G@FERIDOBNLL@MC SN GEMED HMBNLHMF LDRR@ REDEEHR NMB 3 @ ORQQH @SEHR IDT)
BNLL@MC HR RKSN REDRFG® LDRR@FD

$TQDMEX GDR @ BNLL@MCR SNBE@®C VQHSDGN SNHMSRS @IIVH@F@Q@ $KNTC 4DEGEBD
BNLL@MCR ®RRSDC GDQ

3DSQHDUD$KNTCINHMSRSNLL@MC GEHRARER NE @XONHMSRAHIMRSENMED S @@BBDRRHAKD EQ
S5D BKNTC

SKNTC.TKHINHMS3D@CS$NLL@MC a 3DSTRMREEKTDR MRE®NME BKNTC @BBDRRHAKDGZOINRBIEBE/HM S
SKNTC.TKHINHMQBISDSNLL@MC a 4ADEDI@KTDR MREME BKNTC @BBDRRHAKDGONRBIEBE/HM S
SKNTCINHMS3D@CSNLL@MC a 3DSEONIREEKTDR NE @IMHOT@K BKNTC @BBDRRHAGD RENIES HM S
$KNTCINHMQBISD$NLL@MC a 4DEDI@KTD NE @GNWHEIC@K BKNTC @BBDRRHA&GD RSIEMNS HM S
3D@C.TBHINHMS*MOTSRS$NLL@MC a 3DSK@DBEYTC HMOTSR ENQ @ FHUDM RDS GE RSE#@ER HM S

SKNTC.TKHINHMS$KD@Q$NLL@MC a SDKCRBOREDR MREME BKNTC @BBDRRHAKDEDNRBIEBE/HM S
5@S VD@QUHNTRKX RE5 @HENTCINHRESDSNLL@MC NQ $KNTEIIWHMQBISDSNLL@MC

"K@QL"BI$SNLL@MC a "BJIMNVKDCFDR @M @K@QL

#@SBG"K@QL"BISNLL@MC a "BIMNVKDCFBR&NE @K@QLR

-HRS$KNTCSNLL@MCRSNLL@MC a -HBBRI®LDR NE BN L@MCB® S @@U@HK@AKBIRRERSDL
_ *MUNJD$NLL@MC KBKR HMUNB@ISNE @ NHEMBSIM @ BNLONMDMS

8 HS $KNTC $NLL@MC 2TDTDBZ+"$& 4TODQUHRNY QRONMCR @R RNNSD@RIS.@MC G@R ADDM OK@BDC
HMGD PTDTD 8GDM® BNLL@MC DWDBTSDR HSR NTSOTS &R BENEGNH@ /DV&UDMS.DRR@FD R @MC VGDM
S5D BNLL@MC DWHSRG@®IN®/&UDMS.DRR@FD HR RDMS

5GD $KNTCSNLL@MCR%DUHBD&WS LTRS AD DM @A KDCXAEHBRCQT@K BNLL@MC B@M QTM

$TRSNL BNLL@MCR

*M @GENM SNNUHEMF L@MX [NTS BDANW” BNLL@MOR@F@Q@ $KNTC 4D@URBELPCDRIS B@O @GISHK
SN G@MD BTRSNL BNLL@MCR 5GHIS®SNKIMUNJID BTRSNL BNEICORR®SDQ dDWSEXHENVDUERDD @)
LTKHOKDRSQHEBIR @MC RDBDERERDMSR

*M @CENM SIBB RS@MCOEODGHR 4S@STR S@EIRD @MC &M@ABDRD SIQDGHR @WTMHPTD SBOS
$NLL@MCR $G@MMDK

+@MT@QX



$NLONMDMSR @MGINIELIMBDR HOF@Q@ $KNTC 4DQUHBD (THCD

Property Value Description
$G@MMDKOD @@C NMKX *CDMEDRED SXOD NE BG@MMDOK
$G@MMDK $NMcF @CHSNM@KORBIBDR $NMS@HMR RODBHcB BG@MMDOK

BNMcFTQ@8/ HMENBN@S

$NLL@MCR @CHESNM@KORGIDR JINKCR ®@I6D BNLL@QMCRB&S G@UD
ADDM HMRB@ ENGHR BKNTC
OK@SENQL

%DE@ISNLL@MC 2TDTD @CHSNM@KORGHR *CDME&DRGD PTDTD ENQ OBME

BNLL@VCRE®S G@UD ADDM RDMY SN
5D RSENM "CESNM@K BNLL@MC
PTDTDR B@M AD @CCDC

$G@MMDK BNMcHQWISMEN QN®IS
'NQ BG@MMDK BNMATRI@BS@HKR RDD |BKNTRDHMFRQPO$SNLL@MC$G@MMDK$NMcF?

Property Description

$NLL@MC SHLDNTS +00000h01m00s CDE@8K %DcMDRG® LQWHLTIHED SN V@HS
ENQ @ BNLL@MC SN BNLOKDSD

SNLL@MCR HMENQHIS

&@BG HUWHCT@K SNLL@MODQSXNMPCDR[BENnabled RTAOQODQSX VGHBG HR BRRICHER @ue NQ
false

*M.DLNQX$NLL@MC2TDTD OIQDGBDR

SNLL@MC PTDTDR GNKC CHNWFCBNLL@MGR@S G@UD ADDM ROBISFEHMEREV $NLL@MCRD@RDMS \GH@®
BNLL@MC OQHNQHSX ADSVDDM @MEKNVIB® MTLDQHB U@KTDR ADHUBNRIQAHE®SGHFGDQ U@KTDR
SNLL@MCR @@K@BDCGEIMEIDTD VEISD KNVDRS MTLADQ GHEE@MRE BNLL@MC OQHNQHSX #SCDE@TK
SSDRQHR NMD PTDTD GNVIOESNM@K BNLL@MC PTDTDR B@M AD @CCDC

Property Value Description

1QHNQHSX MTLADQ CDE@RIKRES &RS@ARGDEZ OQHNQHSONET®TD
2TDTDR V5@ KNVDQ MTLDQHB OQHNQHSX

@QCQ@HMDC ADENQYDR \EIS
GHFGDQ MTLDQHB U@KTDR

.@W 4HYD MTLADQ CDEER KB %DcMDRE® MTLADQ NE OBIME
BNLL@MCR

BKNTC-HMJ 'NQ'LPOSNLL@MC$G@MMDK$NMcF

5GHR BG@MMDK BNMcF GNKCRINMENGD@BELL@MCR BG@MMDK VGDM GRBD WD OK@SENQL @MC
BNLLTMHB@MEF NUDGDS'.21 SQ@MRONQS

+@MT@QX



HOF@Q@ $KNTC 4DQUHBD (THCD

UM Channel Config (Forge Amgp Command Channel Config
(@l Transport Information  Transport Config
 Transport Type AMQP
(M Authenticatorid  RpkAuthenticator
'. Channel Queue In Memory Message Queue

'. Queue Size 5000000
B Weight 1

'. Max Message Size 000000

Property
5Q@MRONQS *MENM.@S

5Q@MRONHD

"TSGDMEB@SNQ *C

$G@MMDK 2TDTD

2TDTD 4HYD

8 DHFGS

+@MT@QX

[1024 - max]

[1-max]

B[10000 - 10000000]

Value

®@@C NMKX

®@@C NMKX

@CHSNM@KORGHR

MTLADQ CDE@H KN

1000000 CDE@8K

Description

$NMS@HIBR $21 RODBHCB 0@QS N
5D H@MRONQS BNMERIM @S

$NLONMDMSR @MGINIECIMBDR

*CDM&DR VGHBG SQ@MRONQS RGNTKC AD

TRDC VIBS&HR BNMcFTHNR1S

*CDM&DR VGHBGEDMEB@SNQ RGNTKC
AD TRDC MNSBHR HR NMKX MDDCDOC ENQ

BNMMDBSMKDRR SQ@MRONQSR

$NMS@HRKR S
*M.DLNQX.DRR@FD2TDTD PTDTD
HMENQH®&IB SN TRD ENQ NTSFNHM
LDRR@FDR

%DcMDR @LNTMS NEC@S@ AXSDR @

PTDTD B@M GNKC ADHEBIRS@QS
@IDBS @AENM@K LDRR@FDR

$NMcFTOQR 6D DK@&BD VDHFGS
5D PTDTD HGCSRTMC AHM
RBGDCHKF @KFERHES@S RDKDE
S5D MDWS LDRR@FBSENQ S
SQ@MRONQS SN RDMC

5GD SQ@MRONQS K@XDQ TRDH
VDHFGSDRTMCIQAHM @ O@BG
SN @BBDOS LDRR@FDR RN
HMB@RHMEDSVDHFGS NM NMD
PTDTD B@TRD HSR LDRR@FDR
RDMS LNEQPTDMX G@M
LDRR@FDRIEQISGDQ PTDTDR
5GHR L@X AD TRDETK SNDEM®S
BDQS@HM LDRR@FDHXO@R@&(
@QRDMS \BGISQHNQHSX NUDQ
SDKDLDSQX C@S@ %N MAXLN
S5DRD O@Q@LDSDQR TMKDRR
CDSDQLHMEESS MDDCDC LDRR@
@DADHMF GDKC TO AX KDRR
HLONQS@MS NMDR

R SN

BSR

R @

SN AD

Cc
XNT
DFDR




$NLONMDMSR @MGINIELIMBDR HOF@Q@ $KNTC 4DQUHBD (THCD

Property Description

.@W .DRR@FD 4HYD CDE@TK S %DcMDRG® LDRR@FD RHYBX
AXSDR ADENENLORRRHNM S
TRD VES&HR BG@MMDK @MC
SQ@MRONQS

BKNTC-HMJ &UDMSR$G@MMDK

5GHR BG@MMDKBRMIDMIATDKQX SNDBKNTC OK@SENQL GBS HIDRSENV CNDR MNSIBIRQG @ UEDS
DUDMS RDQUHBIXBNES @KYDMSR BG@MKIRICTHKS G BSHENV

(@ Events (Events Channel)
B Status {ok}
'. Fault Cause
UMl Enabled @ tre
'. Channel Type Event
- Channel Config Forge Amgp Event Channel Config

*M @CGESNM SIBB RS@MC@EODBHR 4S@STR S@@RD @MC &M@ABDRD SIQDGHR @MTMHPTD SBS
&UDMSR$G@MMDK

Property Description
$G@MMDICD @@C NMKX *CDMEDRGD SXOD NE BG@MMDOK
$G@MMDK $NMcF $NMS@HMR RODBHcB BG@MMDK

BNMcFTQ@N HMENGN&S

&UDMS LDRR@FDR

"M DUDMS LDRR@FD HR@NOINE OTRGHMF C@QS@EIINFC 40DBHcB KNFHB SQHFFDQR @M DUDMS LDRR@FD "N
DW@LOKD @M @K@QL SQHFFDQR @ /DV'K@QL DUDMS LDRR@FD 5GD /H@F@Q@$KNTCA4DQUHBD BNMS@HM
@BBNLORG RTBEHMFR @R HMIES DRR@FD SXODR SN RGRIG@RNTC 5GD SXODR NE DUDMS LDRRERREIKE@Q

GDDR

_ IDV'K@QLR RDMS SDSBKNTCNMHCDQ

_ "K@QL"BJ3DPTDRSRNIEGGD BKNTCNMHCDQ

_ "K@QL"BJ3DRONMRDR GENEKNTCMMMHCDQ

_ "R VDK @RGIBQR RTBG @R %DUHBD"BJ3DPTDRSR

BKNTC-HMJ'NQ'NQ@FD"LPO&UDMS$G@MMDK$NMcF

5GHR BG@MMDK BNMcF GNKCRINMENGDEEDMSR BG@MMDK VGDMGTEDCNPIS OK@SENQL @MC
BNLLTMHB@&MF NUDRDS'.21 SQ@MRONQS

+@MT@QX



HOF@Q@ $KNTC 4DQUHBD (THCD

'. Channel Conf g (Forge Amqgp Event Channel (jon“g
‘. Transport Information  Transport Config
@ Transport Type AMQP
‘. Authenticator Id RpkRuthenticator
. Channel Queue In Memory Message Queue
(Ml QueueSize 5000000 [1024 - max]
‘. Weight 1 [1-max]
(B Max Message Size | 1000000 B [10000 - 10000000]
Property Value
5Q@MRONQS *MENM.@S @@C NMKX
5Q@MRONCIHED @@C NMKX
"TSGDMB@SNQ *C @@C NMKX
$G@MMDK 2TDTD @CHESNM@KORGHR
2TDTD 4HYD MTLADQ CDEGHR KN

8 DHFGS MTLADQ CDE@RN.000000

.@W .DRR@FD 4HYD MTLADQ CDE@RIKN.000000

$NLONMDMSR @MGINIECIMBDR

Description

$NMS@HBR S21 RODBHcB O@QS N
S5D BNMcFTGRS!

*CDM&DR VGHBGEDMEB@SNQ RGNTKC
AD TRDC MNSBHR HR NMKX MDDCDOC ENQ
BNMMDBSMKDRR SQ@MRONQSR

*CDM&DR VGHBGGRMEB@SNQ RGNTKC
AD TRDC MNSBHR HR NMKX MDDCDOC ENQ
BNMMDBSMKDRR SQ@MRONQSR

$SNMS@HKR 8TDTD HMENEN® SN
TRD ENQ NTSFNHMF LDRR@FDR

%DcMDR @LNTMS NE C@S@ AXSDR @
PTDTD B@M GNKC ADHEBIRS@QSR SN
@IDBS @AENM@K LDRR@FDR

$NMCFTQR SD RK@BD VDHFGS NE
S5D PTDTD HELSRTMC AHM
RBGDCHMF @KFERES@S RDKDBSR
5D MDWS LDRR@FOSENQ S
SQ@MRONQS SN RDMC

5GD SQ@MRONQS K@XDQ TRDR @
VDHFGSDETMCKAHM @ OI@BG
SN @BBDOS LDRR@FDR RN
HMB@RHNBDSVDHFGS NM NMD
PTDTD B@TRD HSR LDRR@FDR SN AD
RDMS LNXEQPTDMK G@M
LDRR@FDREQISGDQ PTDTDR
5GHR L@X AD TRDETK SNDIEM@SEQ
BDQS@HM LDRR@FDHX0@R@QLR
@QRDMS \BISQHNQHSX NUDQ
SDKDLDSQX C@S@ %N MIMXLNC
S5DRD 0@Q@LDSDQR TMKDRR|XNT
CDSDQLHMEEES MDDCDC LDRR@FDR
@QADHMF GDKC TO AX KDRR
HLONQS@MS NMDR

%DcMDRE® LDRR@FD RHYBXK
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$NLONMDMSR @MGINIELIMBDR HOF@Q@ $KNTC 4DQUHBD (THCD

Property Value Description

AXSDR ADENENLOQRRHNM SN
TRD VES&HR BG@MMDK @MC
SQ@MRONQS

BKNTC-HMJ ) DA@Q® S$G@MMDK
5GHR BG@MMBK/BQR GB@@S LDRR@FDRESNBENTC OK@SENRETR®Q HMSDQU@KR

'- Heartbeat (Heartbeat Channel)

M Status {0k}

(Ml Fault Cause

(Ml Enabled @ true
(@ Channel Type Heartbeat

(Ml Channel Config  Forge Amgp Heartbeat Channel Config

(@ Frequency 00000h 0Sm 00s 4 [1minute-1day]

*M @CGENM SB5 RS@MC@RODGHR 4S@STR S@ETRD @MC &M@ABDRD SIQDGHR @TQVHPTD SBLS
)D@QD@S$G@MMDK

Property Value Description
$G@MMDICD @@C NMKX *CDMEDRGD SXOD NE BG@MMDBK
$G@MMDK $NMcF @CHSNM@KORQBHR $NMS@HMR RODBHcB BG@MMDK
BNMcFTQ@8 HMENGN®S
'‘QDPTDMBX GNTQR LHMTSDR RDBNMCRSRBE@TKIODBHCcDR GNV NESDMBS @ MMDK
G LR RGNTKC FDMDQ@SD @D@EIs2QS
LDRR@FD

BKNTC-HMJ'NQ'N@D"LPO)D@QAD@S$GC@MMDK$NMcF

5GHR BG@MMDK BNMcF GNKCRINMENGDESS @S BG@MMDK VGDM TREBD \MBD OK@SENQL @MC
BNLLTMHB@&®F NUDELS'.21 SQ@MRONQS

(@l Channel Config (Forge Amgp Heartbeat Channel Config)
UMl Transport Information  Transport Config
(@ Transport Type AMQP

. Authenticator Id RpkAuthenticator

(Ml Channel Queue  In Memory Message Queue
(Ml QueueSize 5000000 [1024- max]
(gl Weight 1 [1-max]
(@l Max Message Size 1000000 B [10000 - 10000000]

Property Description

5Q@MRONQS *MEMM. @S $NMS@HIBR 521 RODBHCB O@Q8S
NE SD R @MRONQS BNMERIMD@$
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HOF@Q@ $KNTC 4DQUHBD (THCD

Property Value
5Q@MRONHD @@C NMKX
"TSGDMEBB@SNQ *C @@C NMKX
$G@MMDK 2TDTD
2TDTD 4HYD MTLADQ CDE@GH KN
8 DHFGS 1000000 CDE@8K
.@W .DRR@FD 4HYD MTLADQ CDE@HKN.000000

Description

*CDME&DR VGHBG SQ@MRONQS
AD TRDC VESHR BNMcFTHNGS

*CDM&DR VGHBGGDWEB@SNQ
RGNTKC AD TRDC /NSBIS HR NM
MDDCDC ENQ BNMMDBSDC
SQ@MRONQSR

$SNMS@HKR 8TDTD RHYD @MC
VDHFGS HMENG@U@ SN TRD ENQ
NTSFNHMF LDRR@FDR

%DcMDR @LNTMS NE C@S@ AX
PTDTD B@M GNKC ADHESBIRS@QS
@IDBS @ASNM@K LDRR@FDR

$NMcFTQR 6D DK@BD VDHFGS
5D PTDTD HGCSRTMC AHM
RBGDCHKF @KFERHES@S RDKDE
S5D MDWS LDRR@FBSENQ S
SQ@MRONQS SN RDMC

5GD SQ@MRONQS K@XDQ TRDF
VDHFGSDRTMCIQAHM @ IBG
SN @BBDOS LDRR@FDR RN
HMB@RHNMEDSVDHFGS NM NMD
PTDTD B@TRD HSR LDRR@FDR
RDMS LNEQPTDMX G@M
LDRR@FDRIEQISGDQ PTDTDR
5GHR L@X AD TRDETK SNDEM®S5
BDQS@HM LDRR@FDHXO@R@&Q
@QRDMS \BGHSQHNQHSX NUDQ
SDKDLDSQX C@S@ %N MMXLN
S5DRD O@Q@LDSDQR TMKDRR
CDSDQLHMEEES MDDCDC LDRR@
@QADHMF GDKC TO AX KDRR
HLONQS@MS NMDR

%DcMDRG® LDRR@FD RHYBK
AXSDR ADENENLORQRRHNM SN
TRD VES&HR BG@MMDK @MC
SQ@MRONQS

$NLONMDMSR @MGINIECIMBDR

RGNTKC

KX

SDR @
R SN

NE

BSR

R @

SN AD

BKNTC-HMJ )HRSNQHDR$G@MMDK
5GHR BG@MMDKGRGKRSNGXIORK BDBKNTC OK@SENQL

+@MT@QX



$NLONMDMSR @MGINIECIMBDR

M Histories (Histories Channel)

(M Status {ok}
[l Fault Cause

(@ Enabled @ true
(M Channel Type History

(@ Channel Config  Forge History Channel Config

[l Exports Cloud History Export Config Container
- Max Concurrent Export Executions 10 [2- max]
Q Retry Trigger 15 minutes {Sun Mon Tue Wed Thu Fri Sa...
Interval 00000n 1 4 [1ms-+inf]
B Trigger Mode | Interval TimeOfDay [ StartTime 00:00 AM EST |EndTime 11:59:59 PM EST
DaysOf Week [# Sun [@] Mon [#] Tue [@ wed [@] Thu [#] Fri [ Sat
(Ml Last Trigger 18-Feb-2021 04:41 PM EST
B Next Trigger 18-Feb-2021 04:56 PM EST
[ Auto Export Cloud History Auto Export

HOF@Q@ $KNTC 4DQUHBD (THCD

5N @BBDRFDRD GIQDGHR CNTAKBERKSD)HRSNQHDR $G@MMDKMDMS

*M @CENM SIBB RS@MCOEODGHR 4S@STR SG@@ITRD @MC &M@ABDRD SIQDGHR @WTMHPTD SBS

JHRSNQHDR$G@MMDK

Property Value
$G@MMDKOD @@C NMKX
$G@MMDK $NMcF @CHESNM@K ORGHR
&WONQSR @CHSNM@KORQGBH®R

Description

*CDMEDRED SXOD NE BG@MMDOK

$NMS@HMR RODBHcB BG@MMDOK
BNMcFTQ@ HMENGN®S

1QNUHCDR @ BNMS@HMDQ ENQ )HRSNQX
DWONQS BBHDR

BKNTC-HMJ'RD'NGD)HRSNQX$G @MMDK$NMCcF

5GHR BNLONMDMS GNKCR HiNIHENEESGHRSNQHDR BG@MMDK VGOMETRD@R@O @ $KNTC OKGBENQL

+@MT@QX



HOF@Q@ $KNTC 4DQUHBD (THCD

| Config  Services . CloudConnectionService : Channels

Property Sheet

W Channel Config (Forge History Channel Config)
. Amagp Transport Transport Config

W Transport Type %:
(W Authenticator Id RpfrAuthenticator

(W Channel Queue History:AMQP:In-Mem-MsgQ

(M QueueSize 5000000 [1024 - max]
[l Weight 1 [1-max]
[ Max Message Size 1000000 B [10000-2000000]
(@l Http Transport Transport Config

. Transport Type HITP
(@i Authenticator Id FederatedIdentity
(@ Channel Queue History:HTTP:In-Mem-MsgQ

[ QueueSize  |s000000 [1024- max]
[l Weight 1 [1-max]
[l Max Message Size 1000000 B[10000- 10000000]
[ File Transport Transport Config

@ Transport Type HITP
(W Authenticator Id RpkAuthenticator
(@ Channel Queue History:HTTP:In-Mem-MsgQ

(M QueueSize 5000000 [1024 - max]
[l Weight 1 [1-max]
[ Max Message Size 5000000 B [1000000 - 10000000]
(@i Backfill Record Threshold 500000 [100000 - max]

{3l Backfill Reconnect Min Time ~ [0000€h 00m 0033 [2hours-+inf]

W Backill Status

[ Onboarding @ Bxports Suspended

. Histories  : ChannelConfig #  AxProperty Sheet

$NLONMDMSR @MGINIECIMBDR

5N @BBDREORD GODGHR DWOGHRSNQHDRC CNTAKBEBG@MMDK $NMcF

Property

"LPO 5 Q@MRONQS

)SSO H@MRONQS

'HKD@@MRONQS

#@BJH3DBNIBGORGNKC

+@MT@QX

Value

@CHSNM@KORGHR

@CHESNM@KORBHR

@CHSNM@KORGHR

MTLADQ CDE@ERKN00000

Description

$NMS@HKR S21 RODBHcB
OQIODGI®R NES BNMcFTGRS!

$NMS@HIBR 551 RODBHCB
OGIODGHR NES BNMcFTQES!

$NMS@HBR 8KD TOKN@C RODBHCcH
OQODGI®R NES BNMcFTGRS!

%DcMDRG® MTLADQ NE OBIME
GHRSNQENER @S VGHBG OHEMS S
RS@SM RDMCR GHRSNGEIRCKIBS

TOKN@C SQ@MRBITESHED
"215 Q@MRONQS

4DMEIMF K@ MTLADQR NE
GHRSNQHIR@HED TOKN@C HR
LTBG LN@ DEBHDMS ®M ROHAF
" 21 LDRR@FDR OMBD §D
A@BJIKNE GHRSNQHDR HR BNL
S5D RSE@SVDRTLDR RDMEIF
GHRSNQHOR®HES.21
SQ@MRONQS

OKDSDC




$NLONMDMSR @MGINIECIMBDR

Property Value

#@BJIK3DBNMMDBS .HHB GNTQR LHMTSDR RDBNMCR

#@BJMKAS@STR @@C NMKX

HOF@Q@ $KNTC 4DQUHBD (THCD

Description

$NMCFTQR 6D LHMHLTL @LNTMS N
$ILD 5@%H RSE@SV LTRS AD
CHRBNMMDBSDC BEENG SNV
BGDBJR ENQ A@BJ® DW@LOKD H
SGHR HR RDS SN GNTQR DGRBS/
HR NMKMRENMMDBSDC ENQ  LHMT]
HS ODQENQLR MN A@EREJ HR
ODQENQLDC 5GD IRSI@EDQR SHHR
OQODQSX NMKX VGDMSS @MRONQS
CHRBNMMDBSDC 8GDMRSIE@SV
RS@QSR HS @KV@XR ODQENRLR
BGDBJ

*MEIB@QSORS@STR NE @ K@BJcK
NODQENM VGHBG HR QTMGEBDM S
MTLADQ NE ODHAMFBBNCGR DWBDDCH
S5 DBackfill Record Threshold U@KTDO
5GD GHRSNQHCRD®IQ SBISBKNTC A
ATH TOKN@C QFESaM B &D
"215 Q@MRONQS 5GOARN@C
LDBG@MHRL HR CDRHFMDC SN RT!
K@Q MTLADQR NE GHRSNQHDR 8G
A@BJ&KHR QTMMHMF MN GHRSNQH
RDMS SESBKNTC E&D ".21
SQ@MRONQSGDNEISN @AMF
RDBS\M KIKMB @ ERports
Suspended

SDR

5 HR

@ A@BJcK

DONQS
DM @
DR @Q

5Q@MRONQS$SNMEPD@HR
Property Value

5Q@MRONEE ®@@C NMKX

"TSGDMEB@SNQ *C ®@C NMKX

$G@MMDK 2TDTD @CHSNM@KORGHR

.@W .DRR@FD 4HYD MTLADQ CDE@ERN

Description

*CDM%DR VGHBG SQ@MRONQS RG
TRDC VIBSEHR BNMcF TGS

*CDM&DR VGHBGEDMEB@SNQ RGN
AD TRDC

NOTE: 5GHR HR NMKX MDDCDC EN
BNMMDBSMKDRR SQ@MRONQSR

5GHR BNMS@3HMRISTD HMENGN®IS
SN TRD ENQ NTSFNHMF LDRR@FDR

%DcMDRG® LDRR@FD RHYBXK
AXSDR ADENENLOQRRHNM SN TRD
VHS &HR BG@MMDK @MC SQ@MR

NTKC AD

TKC

1Q

ONQS

*M .DL .RF2 *M.DLNQX.DRR@FD2TDTD OQODG®R

Property Value
2TDTD 4HYD MTLADQ CDEGRKN
8 DHFGS MTLADQ CDE@GRKN

Description

%DcMDRS® @LNTMS NE C@S@ HM
S5D PTDTD B@M GNKCBBENRES@QS
®@IDBS @A8NM@K LDRR@FDR

%DcMDRE® DK@BD VDHFGSGBIE S
PTDTD HNEB RTMCIAHM RBGIHIMK
@KFNGHSG@S RDKDB8BRVIBWS

AXSDR
R SN
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HOF@Q@ $KNTC 4DQUHBD (THCD $NLONMDMSR @ MGINGEOUMBDR

Property Description

LDRR@FDMNECEGD SQ@MRONQS SN RDMC
5GD GHFGIEDHMTLADGGD LNQ

SHLDR LDRR@FINLESGHR PTDTDKH

AD ORBDRRDOK@BD SNBI3Q KNVDQ
VDHFGSDC PTDTDR

BKNTC-HMJ .DRR@FHMF$G@MMDK
5GHR BG@MMBIKDQR LDRR@FDEDSBKSITC OK@SE@E S @UD@BQADDM RBGE@K

(@l Messaging (Messaging Channel
. Status {ok}
(@ Fault Cause
(@l Enabled @ true
'- Channel Type Messaging
. Channel Config Forge Message Channel Config

*M @CGENM SI8B RS@MC@RPODGHR 4S@STR SGE@KTRD @MC &M@ABDRD SIQDGHR TMHPTD SBLS
.DRR@FD$G@MMDK

Property Description
$G@MMDKOD ®@C NMKX *CDMEDRGD SXOD NE BG@MMDOK
$G@MMDK $NMcF @CHSNM@KORGHR $NMS@HMR RODBHcB BG@MMDK

BNMcFTQ@8/ HMENBN@S

BKNTC-HMJ'NQ'NQGD.DRR@FHMF$G@MMDK$NMcF
'NQFD .DRR@FHMF $G@MMDK $NMcF

1QNODG®R

+@MT@QX



$NLONMDMSR @MGINIECIMBDR

Property Sheet

[ Channel Config (Forge Message Channel Config)
@ Authenticatorid |FederatedIdentity
(@l HTTP Transport Config
[l Transport Type HITP
[ Authenticator Id FederatedIdentity
[ Channel Queue Messaging:HTTP:In-Mem-MsgQ

(@l QueueSize 5000000 [1024 - max]
[l Weight 1 [1- max]
(@ Max Message 5ize 1000000 B [10000 - 10000000]
(@l AMQP Transport Config

[l Transport Type 2MOP
. Authenticator I1d BpkRuthenticator
(@ Channel Queue Messaging:AMQP:In-Mem-MsgQ

HOF@Q@ $KNTC 4DQUHBD (THCD

(@l QueuesSize 5000000 [1024 - max]
[l Weight 1 [L-max]
[ Max Message Size 1000000 B [10000 - 2000000]
Property Value Description
"TSGDMB@SNQ *C ®@C NMKX *CDME&DR VGHBGGDMEB@SNQ
RGNTKC AD TRDC MEBR 8§R NMKX
MDDCDC ENQ BNMMIDMEPRR
SQ@MRONQSR
)551 @CHSNM@ K ORQGBB®R 5GHR BNMS @B RODBHcB
O@QS KEbBNMcFTONSI
".21 @CHSNM@KORQGBH®R 5GHR BNMS@HMR2$ RODBHcB
O0@QS KEDBNMcFTRHRISI
5Q@MRONQS$SNMEPD@HR
"KK NEGDRD QIQDGBHR @RODBHCB & R @MRONQS$SNMcF
Property Value Description
5Q@MRONKIHED @@C NMKX *CDMEDR VGHBG SQ@MRONQS RGNTKC
AD TRDC VESHR BNMcFTHNRS
"TSGDMEBB@SNQ *C ®@C NMKX *CDME&DR VGHBGGDMEB@SNQ
RGNTKC AD TRDC MEBR §R NMKX
MDDCDC ENQ BNMMIMEPRR
SQ@MRONQSR
$G@MMDK 2TDTD @CHSNM@KORQEHR 5GHR BNMS@HMR BTD
HMENQH®B SN TRD ENQ NTSFNHMF
LDRR@FDR
.@QW .DRR@FD 4HYD MTLADQ CDE@&HKN000000 %DcMDRG® LDRR@FD RHYBXK

AXSDR ADENENLOQRRHNM SN
TRD VES&HR BG@MMDK @MC

+@MT@QX



HOF@Q@ $KNTC 4DQUHBD (THCD $NLONMDMSR @ MGINGEOUMBDR

Property Description
SQ@MRONQS
*M.DLNQX.DRR@FD2TDTD NDOQDPBR
"KK NEGPRD QIQDGHR @RODBHcB & 3M.DLNQX.DRR@FD2TDTD
Property Value Description
2TDTD 4HYD MTLADQ CDE@GR KN %DcMDR @LNTMS NEC@S@ AXSDR @

PTDTD B@M GNKC ADEBIRS@QSR SN
@IDBS @@8NM@K LDRR@FDR

8 DHFGS 1000000 CDE@SK $NMcFTOR 6D DK@&BD VDHFGS NE
SGD PTDTD HGCSRTMC AHM
RBGDCHKF @KFERQHES@S RDKDBSR
S5D MDWS LDRR@FBSENQ S
SQ@MRONQS SN RDMC

5GD SQ@MRONQS K@XDQ TRDR @
VDHFGSDRTMCIQAHM @ IBG
SN @BBDOS LDRR@FDR RN
HMB@RHNMEDS/DHFGS NM NMD
PTDTD B@TRD HSR LDRR@FDR SN AD
RDMS LNEQPTDMX G@M
LDRR@FDRIEQISGDQ PTDTDR
5GHR L@X AD TRDETK SNDEMRSQ
BDQS@HM LDRR@FDHSXO@R@QLR
@QRDMS \BGHSQHNQHSX NUDQ
SDKDLDSQX C@S@ %N MMXLNC
SSDRD O@Q@LDSDQR TMKDRR|XNT
CDSDQLHMEES MDDCDC LDRR@FDR
@QADHMF GDKC TO AX KDRR
HLONQS@MS NMDR

BKNTC-HMJ .NCDK$G@MMDK
5GHR BG@MMDKBRIMCDK DWONQEDSBKSITC OK@SENQL

Property Sheet

(Ml Model (Model Channel)
(M Status {ok}
(@l Fault Cause
(M Enabled @ true
(Ml Channel Type Model

(Ml Channel Config  Forge Model Channel Config
(Ml Policies Model Export Policy Container

*M @CEINM SI8B RS@MC@RPODBGHR 4S@STR SG@@KTRD @MC &M@ABDRD SIQDGHR TMHPTD SBLS
.NCDK$G@MMDK

+@MT@QX



$NLONMDMSR @MGINIELIMBDR HOF@Q@ $KNTC 4DQUHBD (THCD

Property Value Description
$G@MMDKOD @@C NMKX *CDMEDRED SXOD NE BG@MMDOK
$G@MMDK $NMcF @CHSNM@KORBIBDR $NMS@HMR RODBHcB BG@MMDK

BNMcFTQ@8/ HMENBN@S

INKIBHDR @CHESNM@KORGIDR $NMS@HMDQ HEIIS LNCDK DWONQS
RSQ@SDFHDR

BKNTC-HMJ'NQ'NQD.NCDK$G@MMDK$NMcF
5GHR BG@MMDK BNMcF GNKCRINMENGD&EISCDK BG@MMDK VGDM TREBDVMBD OK@SENQL

1QNODG®R

Property Sheet
@l Channel Config {Forge Model Channel Config)
il Http Transport Transport Config
(@l Transport Type HTTP
. Authenticator 1d Bpkluthenticator
(@i channel Queue Model:HTTP:In-Mem-MsgQ
[l Queuesize  |so00000 [1024 - max]
[l Weight 1 [1-max]
(@l MaxMessage Size 5000000 B [1000000 - 10000000]
(@l Upload Model Files | true

[@ Delete Model Files | true

Property Value Description

)SSO @MRONQS @CHSNM@KORGIDR $NMS@HKR $51 RODBHcB O@QS NE
S5D BNMcFTGEB!

60KN@C .NCDK 'HKDR tue CDE@T K @ise *MEIB@SDRSBE.NCDK C@S@ RGNTKC AD
TOKN@CDC SR 8KNTC
%DKDSD .NCDK 'HKDR true NQalse CDE@SK *MEIB@SDFGBE.NCDK C@S@ RGNTKC AD

R@UDC SN KNB@K cKDR OMKR TRO S
RD$8VIF SOWQ@HBOSC@S@ HM B@RPR NE

RTOONQS OTQONRDR
*M.DLNQX.DRR@FD2TDTD K@D GDR
"KK NEGDRD QIQDGHR @RODBHcB SD3SM.DLNQX.DRR@FD2TDTD
Property Value Description
2TDTD 4HYD 5000000 CDE@FK %DcMDR @LNTMS NE C@S@ AXSDR @

PTDTD B@M GNKC ADESBIRS@QSR SN
@IDBS @AIENM@K LDRR@FDR

8 DHFGS MTLADQ CDEGR®N $NMCFTQR SD RK@BD VDHFGS NE
S5D PTDTD HELSRTMC AHM
RBGDCHMF @KFERES@S RDKDBSR

+@MT@QX



HOF@Q@ $KNTC 4DQUHBD (THCD $NLONMDMSR @ MGINGEOUMBDR

Property Value Description

S5D MDWS LDRR@FBSENQ S
SQ@MRONQS SN RDMC

5GD SQ@MRONQS K@XDQ TRDR @
VDHFGSDETMCKAHM @ BI@BG
SN @BBDOS LDRR@FDR RN
HMB@RHNEDSVDHFGS NM NMD
PTDTD B@TRD HSR LDRR@FDR SN AD
RDMS LNXEQPTDMK G@M
LDRR@FDRIEQISGDQ PTDTDR
5GHR L@X AD TRDETK SNDEMREQ
BDQS@HM LDRR@FDHX0@R@QLR
@QRDMS \BGHSQHNQHSX NUDQ
SDKDLDSQX C@S@ %N MAEXLNC
S5DRD O@Q@LDSDQR TMKDRR|XNT
CDSDQLHMEESS MDDCDC LDRR@FDR
@QADHMF GDKC TO AX KDRR
HLONQS@MS NMDR

BKNTC-HMJ $KNTC*C&WONBR1INK

5GHR BNLONMDMS CDcMDEBDRRGES DWONGBRISCDK S8B BKNTC *S RDMCR BNLONGEBMSB@UD @
BKNTC*®@F ATS MNSMBNMWBKTCEF

*S HR @ TSNMEEX @CCDC ADSOQUHRHNMHMF RDQUHBDKRGBHESERI VG@S SN BNICFTQ

i Station (station) ~ : Config  © Services  : NiagaraCloudService : Channels  : Model  : Polies : CloudidBortFolicy &  AXPropertySheet -
- Nav 1 @ Application Director | [ CloudidExportPolicy [x]
#H O () My Network Property Sheet
TemplateService ] 'Cl.oudldExporlPoUcy (Cloud Id Export Policy)
@ websenice Ul Status {ok}
€ BatchJobservice Q) State Idle
& CloudConnectionService (3 Enabled @ true
M cloudid Manager [ Last Attempt 20-Dec-2023 04:23 PM EST
@, Authenticators [ Last Success 20-Dec-2023 04:23 PM EST
¥4 Transports [ Last Failure null
[E=) channels
 Messaging
D Back -
O . Ll Fault Cause
W Heartbeat
%, Model
I- Channel Config
[l Policies [ Alarm On Failure @ true
(Ml CloudidExportPolicy © Alarm Source Info  Alarm Source Info
A History
-& Commands
A alarms
- Palette A
B -
- g 7 Refresh [M] save

- — — - |

*M @GEBNM SBB5 RS@MC@ODGHR 4S@STR 4S@SD @MC &GIBAKOQDHHR @MTMHPTD SBOSKNTC *C
&WONQS HBK

Properties Description

-@RS "SSDLOS @®@C NMKX *MEIB@SORE@SD @NMONEGD
K@RS .NCDK DWONQS

+@MT@QX



$NLONMDMSR @MGINIECIMBDR

Properties

-@RS 4TBBDRR

-@RS '@HKTQ

'‘@TK $@TRD

"K@QL OM '@HRBTQ

"K@QL 4NBD *MEN

Value

®@C NMKX

®@C NMKX

®@C NMKX

true CDE@H Kalse

@CHESNM@KORBHR

HOF@Q@ $KNTC 4DQUHBD (THCD

Description

*MEIB@QSORE@SD @MONEGD
K@RS RTBBDRRETK .NCDK DWONQ

*MEB@SO®E@SD @NMDOSNEGD
K@RS E@HKDC .NCDK DWONQS

*MEIB@QSORRN@RNM @R SN BBX S
$KNTC *C &WONQSIBMR HM B@BHR
cDKC HR DLOSX TMKDRP®@RBEQDK
DWHRSR

*MEIB@SDFEBESITC *C @WONQSIBXK
RGNTKC SQHFFDQ @M @K@3DL VGI]
LNCDK DWONQS E@HKR

$NMCFTQR RS@MTIE@F @ x@@QL
4NT@D *MENM GNV @K@QNR HED
$KNTC *C &QWONQSIBMRD SN AD
G@MDC

NOTE: 5GD @K@QLRRDMS NMKX
VGDMGD @ANUR@QL OM '@HETQ
OMODQSX HR RB® SN

[92)

DM S

"BSHNMR

Execute 4S@QSR @ LNCDK DWIOBIIFORGD RS@STONED® Q@IS B@M AD UHDVIBO HMAS4DQUHBD

BKNTC-HMJ INHMSR$G@MMDK

5GHR BG@MMDKBRONHMS RM@ ORENKXHDBKNTC OK@SENQL

Figure 16. INHMSR $G@ MNTOO®R

#  AXPropertySheet

() My Network

[ cloudconnectionservice Forge
© Authenticators
Q) Transports

© channels

[ pefault Export Policy
[l cov Export Policy

~ Palette
| [X] B § coudiinkrorge

© Transports
[l AMQP Transport
[ HTTP Transport

Property Sheet
[l Points (Points Channel)
(W Status {ok}
(Wl Fault Cause
(Wi Enabled @ tuc
(@i Channel Type Point
(W Channel Config ~ Forge Amgp Point Channel Config
(@i Policies
[ Default Export Policy
[l Cov Export Policy
[l Max Concurrent Export Executions |10 [1-max]

Point Export Policy Container
Point Export Policy
Point Cov Export Policy

7 Refresh [ save

5N @BBDRFDRD GIQDGHR DWO@NMCF 4DQUHBDRI@F@Q@$KNTCADQBEHEMMIERIC CNTAKBERKNM

INHMSR

*M @CGEBNM SI8B RS@MC@RODGIHR 4S@STR S® @K RD @MC &M@ABDRD HIQDGIBPR DTMHPTD SBLS

+@MT@QX



HOF@Q@ $KNTC 4DQUHBD (THCD $NLONMDMSR @ MGINGEOUMBDR

INHMSR$G@MMDK
Property Value Description
$G@MMDKCD @@C NMKX *CDMEDRGED SXOD NE BG@MMDK
$G@MMDK $NMcF @CHSNM@KORQBHR $NMS@HMR RODBHcB BG@MMDK
BNMcFTQi@8 HMENQN® S
INKIBHDR @CHESNM@K ORQGHR $NMS@HNHEIMS ONHMS DWONQS
RSQ@SDFHDR
.@W $NMBTRKIS &WONQS &\WBHBRS MTLADQ CDEGHKM $NMcFTQR 6D MTLADQ NE DWONQS
ONKBHDB@S B@M DWDBTSD KBKO@Q@K

1INHMS &WONQSBEXNBQDGHR
5GHR BNMS@HMDQ B@M GNKC @MX MTLADQ NEHBX-N/SRBSRCSRSEEISANVESE @ TRMBHDR VGHBG @Q
CHR@AKDC AX CHE@THSNM@KHBMHOR B@M AD @CCDC SN DWONQS RDSRHEEDMSHQIBSERS C

5N @BBDREDRD QIQDGHR DWO@NMcF 4DQUHBDBRKNTC$SNMMDIBEVI4ADQUHBEIDNGG@MMDKRENHMSR
INKIBHBRVC CNTAKBERKNRADE @ &WONQSHBIKBNU &WONQSHRBK

%DE@F BWONQSHBX
*M @CGENM SI8B RS@MC@RPODGHR 4S@STR SG®KTRD @MC &M@ABDRD SIQDGHR TMHPTD SBLS
INHMSR$G@MMDK

Property Value Description

&WDBHBIMHLD Interval Timeof Day  Days of Week SNMIKRGED EHPTDMBX \GI8GHBG
S5DINHMSEWONGRIREGNTKC RDMC
C@S@ SDBKNTC OK@SENQL

5QHFFDQ .NCD Manual Daily  Interval $NMIKR VGDRBIIR DWONQS RGNTKC SQX
SN RDMC C@S@BBISNTC

-@RS "SSDLOS @@C NMKX 3DONQSRI C@SD @MNMMINEGD
K@RS @SSDLOSDC BMMDBTS

-@RS 4TBBDRR ®@C NMKX 3DONQSBSK@RIEEB &D RSHENM
RTBBDRREIRDQENQLOBRS
ETMBHIM

-@RS '@HKTQ @@C NMKX 3DONQSBBK@RIEIS &SD RXRSDL
E@HKDC SN ODENRE BMRBI
3DEDQ $Alitcause ENQ CDS@HKR

$TRSNL INHMS 2TDQHDR KIRS NE PTDQHDR -HRSKEB APK @MC NQ MDPK PTDGHDR VHS
VGHBG SN RDKBB®SHMSR SN AD
DWONQSDC

"K@QL NM '@HKTQ tie CDE@THGise $NMIKRED RBNCHMF NE OHMF
EQHET@K@QLR

e @BNGR @M @K@QEMHM S

+@MT@QX



$NLONMDMSR @MGINIELIMBDR HOF@Q@ $KNTC 4DQUHBD (THCD

Property Value Description

RS@SR\"K@QL)HRSNQX ENQ D@BG
OHMF CDSDBSDC CDUHBD DUDMS
CNVM NQ RTARDPTDMS TO

fase HFMB@& CDUHBD CNVM @MC
TO DUDMSR

"K@QL 4NBD *MEN @CHSNM@KORGHR $NMS@HMR @ RDISOIEERR ENQ
BNMcFTQHMF @WMSIRIF @K@QLF
VGDMGHR BNLONMDMSBIR S
@K@QL RBOQ

'NQ OQODQSX CDRBDHBBEDQ
SN GD)rio! +10,1 3)$%

A

$NU &WONQS HEK
*M @CGENM SBB RS@MCO@RODPHR 4S@STR S@®K RD @MC &M@ABDRD SIQDGHR @TQVIHPTD SBIS
INHMSR$G@MMDK

Property Value Description

-@RS "SSDLOS @@C NMKX 3DONQSRB3C@SD @M@MNEGD
K@RS @SSDLOSDC BMMDBTS

-@RS 4TBBDRR @@C NMKX 3DONQSB[$K@IR$ 6D RSHNM
RTBBDRRETRDQENQLOBS
ETMBBIM

@RS '@HKTQ ®@C NMKX 3DONQSBBK@RES SD RXRSDL
E@HKDC SN ODQENRE BMESI
3DEDQ $hitCause ENQ CDS@HKR

$TRSNL INHMS 2TDQHDR KIRS NE PTDQHDR -HRSKEB APK @MC NQ MDPK PTDQHDR VHS
VGHBG SN RDKBB®SHMSR SN AD
DWONQSDC

"K@QL NM '@HKTQ tue CDE@THI@ise $NMIKRED RBNCHMF NE OHMF
E@HE@XK@QLR

tue @BNGR @M @K@Q@EIHM S
RS@SR\"K@QL)HRSNQX ENQ D@BG
OHMF CDSDBSDC CDUHBD DUDMS

CNVM NQ RTARDPTDMS TO

fase HFMB@& CDUHBD CNVM @MC
TO DUDMSR

"K@QL 4NBD *MEN @CHSNM@KORGHR $NMS@HMR @ RDISOIEERR ENQ
BNMcFTQHMF @WMSIRIF @K@QLF

A

+@MT@QX



HOF@Q@ $KNTC 4DQUHBD (THCD $NLONMDMSR @ MGINGEOUMBDR

Property Value Description

VGDMGHR BNLONMDMGEBIR S
@K@QL BOQ

'NQ OQODQSX CDRB{DHBBEDQ
SN &D)rior +10,1 3)$%

$NU #@SBG %DK@X GNTQR LHMTSDR RDBNMCR %DcMDRG® CDK@X NE RPMHAG@SBG
TOC@SDR
.@W $NMBTRRIS &WONQS &WBRBRS MTLDQHB 40DBHCcDR GNV L@MX BE@NRNTR

SSQ@CRM@IRDC SN DWONQS GHRINQX
C@S@ 6RHMALEBR@CR TO SBLS
MTLADQ NE DWONQSBBIRRSS @Q
TRDC @®KVRGED DWONQS HBORC
LNQ PTHBJKX ATS L@XS@W S
@RNTEDR NE BERE F@SDV@X N(
35D BNMMBBSI A@MCSEHC

a4

BKNTC-HMJ'NQ'N@D"LPOINHMS$G@MMDK$NMcF

5GHR BG@MMDK BNMcF GNKCRINMENQDEISIHMSR BG@MMDK VGDNGTRD INEHSOK@SENQL @MC
BNLLTMHB@&MF NUDRDS'.21 SQ@MRONQS

1QNODG®R

(@l Channel Config {Forge Amgp Point Channel Config)
(@l Transport Information  Transport Config
(@l Transport Type AMQP

UMl Authenticator Id BpkButhenticator

(@ Channel Queue In Memory Message Queue
(@l Queuesize |sn00000 [1024 - max]
[l Weight 1 [1-max]
[l Max Message Size 1000000 B [10000 - 10000000]
Property Value Description
5Q@MRONQS *MENM. @S @@C NMKX $NMS@HKR 521 RODBHcB O@QS NE
5D R@MRONQS BNMERMD @S
5Q@MRONKTHED @@C NMKX *CDME&DR VGHBG SQ@MRONQS RGNTKC AD
TRDC VIBS&HR BNMcFTHN®S
"TSGDMB@SNQ *C @@C NMKX *CDME&DR VGHBGGRMIB@SNQ RGNTKC
AD TRDC MNSBHR HR NMKX MDDCDOC ENQ
BNMMDBSMKDRR SQ@MRONQSR
$G@MMDK 2TDTD @CHSNM@KORGIDR $NMS@HKR 8TDTD RHYD @MC VDHFGS
HMENQH®&BI SN TRD ENQ NTSFNHMF
LDRR@FDR
.@W .DRR@FD 4HYD MTLADQ CDE@&HKN.000000 %DcMDRG® LDRR@FD RHYBXK
AXSDR ADENENLOQRRHNM SN

+@MT@QX



$NLONMDMSR @MGINIELIMBDR HOF@Q@ $KNTC 4DQUHBD (THCD

Property Description

TRD VES&HR BG@MMDK @MC

SQ@MRONQS
*M.DLNQX.DRR@FD2TDTDNDQDG®R
Property Value Description
2TDTD 4HYD MTLADQ CDE@HRKMN000000 %DcMDR @LNTMS NEC@S@ AXSDR @

PTDTD B@M GNKC ADHEBIRS@QSR SN
@IDBS @I8ENM@K LDRR@FDR

8 DHFGS MTLADQ CDE@REN $NMCFTQR 6D QK@&BD VDHFGS NE
S5D PTDTD HELSYTMC KQAHM
RBGDCHMF @KFERES@S RDKDBSR
S5D MDWS LDRR@FIGENQ S
SQ@MRONQS SN RDMC

5GD SQ@MRONQS K@XDQ TRDR @
VDHFGSDETMCKAHM @ I@BG
SN @BBDOS LDRR@FDR RN
HMB@RHNBDSVDHFGS NM NMD
PTDTD B@TRD HSR LDRR@FDR SN AD
RDMS LNXEQPTDMK G@M
LDRR@FDREQISGDQ PTDTDR
5GHR L@X AD TRDETK SNDIEM@SEQ
BDQS@HM LDRR@FDHX0@R@QLR
@QRDMS \BISQHNQHSX NUDQ
SDKDLDSQX C@S@ %N MHMXLNC
S5DRD 0@Q@LDSDQR TMKDRR|XNT
CDSDQLHMEESS MDDCDC LDRR@FDR
@QADHMF GDKC TO AX KDRR
HLONQS@MS NMDR

BKNTC-HMJ INHMSR$NU&&WERRSINK

5GHR SNOHB CDRBGESIRSNVONQSHRENLONMDMS #X CDE@EBSNU &WONQS MBKR BR@AKDC )NVDUDQ
VGDM XNT DM@AKD HS @MEX@ET@H/ID NQOLRTDQHDEDSONHMSR.BED CQHUDMRDO!S SBSBKNTC EHS
S5D R@LD BKNTC HC

+@MT@QX



HOF@Q@ $KNTC 4DQUHBD (THCD

. Station (Space) . Config . Services

tf O (%) My Network

. Niagara Cloud Service
O Authenticators
o Transports
o Channels
i Alarms
[}l Backup
i Commands
. Events
i Heartbeat
[l Histories
. Messaging
[l Model
. Points
(3l Channel Config
>- Policies
[ Default Export Policy
- Cov Export Policy

T PlatformServices

. Niagara Cloud Service . Channels . Points . Palicies : CovExport Policy

Property Sheet

$NLONMDMSR @MGINIECIMBDR

(Ml Cov Export Policy (Point Cov Export Policy)

[ Status

W State

[l Enabled

(M Last Attempt
. Last Success

[ Last Failure

M Fault Cause

. Custom Point Queries

[l Alarm On Failure
O Alarm Source Info
[l Cov Batch Delay

{ok]

Idle

. true

23-Mar-2022 04:20 PM IST
23-Mar-2022 04:20 PM IST

nall

station:|slot:/|bgl:select * from control:BooleanPoint @ x

. true

Alarm Source Info

00000h 00m 01.0003|2 [250 ms-<«inf]

7 Refresh | [M) save

/ AXProperty Sheet ~

5N @BBDRFDRD GIQDGHR DWO@NMCF 4DQUHBDRI@F@Q@$KNTCADQBEEMMDKRNHMSRINIKIBHDR
@MC CNTAKBERKNBNU &WONQSHEK

*M @CGEBNM SI8B RS@MCO@RODGIHR 4S@STR SG@KRD @MC &M@ABDRD HIQDGIBDR DTMHPTD SBLS

INHMSR$NU&WONGEINK

Property

-@RS "SSDLOS

-@RS 4TBBDRR

-@RS '@HKTQ

'@TE $@TRD

$TRSNL INHMS 2TDQHDR

"K@QL NM '@HKTQ

+@MT@QX

Value

®@C NMKX

®@C NMKX

®@@C NMKX

®@C NMKX

KIRS NE PTDQHDR

tue CDE@F K @ise

Description

3DONQSRBC@SD @NIDMNEGD K@R
ONHMS U@KTD DWONQS C@S@

3DONQSRIBK@RS RTBBDRRETK C@
SHLD NEGD ONHMS U@KTD DWONQS

3DONQSRIHLDRS@LO NEDK @RS
E@HKDC DWONQS

*MCEIB@SEDRN@RNM VGXTH

INHMS&WONGEMNHR HMBEFBEHR
cDKC HR DLOSX TMKDRRS @VB@ERER

1QNUHCDRHRBE NE APK PTDQHBR $H
S5D AQVRDQ HBNM SN NODM 'HKD
BGNNRDMEE BGNNRDQ SN RD&DBS S
PTDQX ENGDSONHMSR U@KTD SN A
DWONQSDC

NOTE: 2TDQHDRIGNS
@TSNLE@B&K@CCDC SMR cDKC
:NT LTRS RODBHEX NMD NIQ LNQ
PTDQHDR L@MX@K

SNMSKRED RBNCGHMF NE OHMF
EQHE@K@QLR




$NLONMDMSR @MGINIECIMBDR

Property Value

"K@QL 4NBD *MEN

@CESNM@KORQGHR

$NU #@SBG %DK@X G L R CDE@TK

S

HOF@Q@ $KNTC 4DQUHBD (THCD

Description

tue @BNQR @M @K@Q@EMHM S
RS@SR\"K@QL)HRSNQX ENQ D@BG
OHMF CDSDBSDC CDUHBD DUDMS

CNVM NQ RTARDPTDMS TO

fase HFMB@& CDUHBD CNVM @MC
TO DUDMSR

$NMS@HMR @ RDSOIEFHER ENQ
BNMcFTQHMF @MSIRIF @K@QLF
VGDMGHR BNLONMDMSGBIR S
@K@QL BOQ

A

'NQ OQODQSX CDRBDHBBEDQ
SN GD)rio! +10,1 3)$%

40DBHCDRI3 @LNTMS NEB SN
CDK@X ADERQMAMF A@SBG $NU
ONHMSR 6B 8KNTC

"BSHNMR

: Station(Space)  : Config @ Services : [l
New

) My Network Edit Tags

W Policies

Make Template

. Default Export Pol
[l Cov Export Policy

Y PlatformServices

&WDBTIDWDBTSEFOFPTDQX ERQ EDKDBSDC ONHMSR SN AD DWONQSDC

BKNTC-HMJ +VIRIRS. @ OOHMF

+VJR TRS .@ OOHMMRRHET SN BNMcATEED RSV SREDHUD BNLL@MCR REMSEDBKNTC OK@SENQL
5GHR BNLONMDMS HR @CGDEIRS .@M@FDGBRISNTC TGDMEB@SM4ABGDLD @D S

"TSGDMB®&SM4DQUHBD

5GHR BNLONMDMS HR @U@8RE@R&ED MW &SM ENKCDGBBKETC-H@BKDSSD

(i JwksTrustMapp ng (Jwks Trust Mapping

M App id
B Expected Jwt Audience NiagaraCloudService
. Expected Jwt Issuer

(M Jwks Endpoint

Description

"00 *C

7T@KTD NELSN@D @OBRE@&SM *C

+@MT@QX



HOF@Q@ $KNTC 4DQUHBD (THCD

Type Value
&WODBSDC +VS AQMBD NiagaraCloudService CDE@gEK
&WODBSDC +VS *RRTDQ
$DQBcB@SIHER

Description

7@KTD NELSSNJDM @DBD
]@TC cDKC

#X CDE@TT HH@F@Q@ $KNTC 4BQUH
ATS 6HR L@X AD BG@MFDC SN
L@SBGEED U@KTDROMS HBDS
+85 ENQ SNRD GIQHCD@@RasS CN
MNS G@UD BXBNMcFTQ@AKD
@TEDMBD cDKC 'NQ DW@LOKD|
4@KDRENQDODMCRSBD
4@KDREN@O@BASM *C MNS S
AD BNMETRDCG/E® 'NGD
@OGIBESM *C NMSDID TMDMBL

5XOHB@KSD 63- NE 6D TRDQ
HCDMSX §QHCDQ

NOTE: 5GHR U@KTDRRIE
5GD U@KTD ENIBSIDM HRRTDQ
JHRR” cDKC LTRS SN AUBIGDC
AX D %DUDKNODQ *MSDFQ@S
CTQHMF $BIgB@SQERS .@00HM
BNMcFTQ@8/

"KH@R NE XNTQ SNJDMORQQ R
OTAKB BOIB@SD c&k®S V@R
HLONQSDC

$NLONMDMSR @MGINIECIMBDR

BD

NQ

BKNTC-HMJ 3NKD.@OOHMFR

3NKDR @TRDC SN RODBHBXAEHQHWEIE SN REGBRNTEDR ENQ 4XRSDL $NLL@MCR

'NQ/H@F@Q@ $KNTC 4DSEBIRED L@OOHMERH®IREEAK@MC BNMEET@TSNLEEEK NT B@M @CC
@CHESNM@KR L@OOHMFR LEMT@NKD .@OOHERLONMDMS HR @U@HICERKDTIAVHED@KDSSD TMGDQ S

"TSGDMEB@&SM ENKCDQ

+@MT@QX



$NLONMDMSR @MGINIELIMBDR HOF@Q@ $KNTC 4DQUHBD (THCD

Property Sheet
'. Role Mappings (Cloud Role Mappings

[l Reassert Missing Standard Roles | true

[ CustomerAdmin Mapping Role Mapping
'. Cloud Role customer_admin
'. Station Role CloudAdmin

'. CustomerUserMapping Role Mapping
(M Cloud Role customer_user
(@ Station Role CloudUser

[l NdsOperatorMapping Role Mapping

'. Cloud Role nds_operator
'. Station Role CloudOperator

.. PartnerAdminMapping Role Mapping
(M Cloud Role partner_admin
(M station Role |CloudAdmin

‘. PartnerUserMapping Role Mapping
'. Cloud Role partner_user

(@ Station Role CloudUser

OMBD BNMcFD@ &D RSENMV HRAXC X SREPHUD BNLL@MCR &3 RODBHcDC BKNKDR)

Property Value Description
3D@RRDQS .HRRHMF 4S@NKORQ true CDE@H Kalse &M@AKDRRIOAKIRAERNM NEB
RS@MC@® BNMcFTIT QKDR

4DSBMFGHR SN JE@KRRTEHRMS
5D RS@MT @RDRNIQADHMF
BQ@SDC TONM RSI®BS@QS 8GDM|RDS
SN ]SQTD* @ BGDBJ HR L@CD NMKX NM
RS@SM RS@QSTO @MC ENQED@BG NE S
S5QD RS@MC@RDR
HEGD QKD HR LHRRHMF HS HR
BQ@SDC &HD CDE@TK
ODQLHRRHNMR

HEGD QKD DWHRSR &BS
CDE@S RKDQLHRRHNMEBHMIRS
HR CNMD

*E RKD ODQLHRRHBNAE @RIFDC

CTQHMF RE@BNODBI®S MEIBMA
HR CNMD HYED MDWS RBIBIS

RS@QS

BKNTC-HMJ 6RDQ.@OOHMFR

*M FDMDQ@K ]TRDQ L@OOHMF"* HR TRDC ENQ 4HMFKD 4HFM OM 440 SN A@BJ DMC RXRSDLR RTBG @R @ BKN
6RDQ L@OOHMF L@OR @ ONQS@K THDTRDPESRIHD A@BJ DMC RXRSDL

*MH@F@Q@ $KNTC 4DTRBBD@OOHMF HR TRDC VGDNHEBNRIOCOEONQFD HR L@OODEOBRX SN @
/HOF@OBDQ MN @IBHBE&SM BGDBIJR %HR@AKDC AX SER@NKONMDMEJBIQDR @N8R SN DM@AKD
CHR@AKD TRDQ L@OOHMFR

+@MT@QX



HOF@Q@ $KNTC 4DQUHBD (THCD $NLONMDMSR @ MGINGEOUMBDR

WARNING: %TD SNG HMEDFE RDBTQHSX@BIRRIBNE 6RDQ.@OOHMFR BBNMNSN)CDC *E DM@AKDC @
BNMcQL&SM VHMCNV @OODKRQIMMF XNT SN @BIMNVKD@H ENT VHRG SBOIL VEBSD MNM
@BNLLDMCDC BNMcFTREG

Property Value Description

&M@AKDC tue NQase CDE@IK " U@HK@AKDOE@FC@ IPKNODRQSX H$
HR MNSKBEX DES@AKD

%HR@AKDC AX CRERRRS SN
]SQTD" UH@HBBIR
6RDQ.@OOHMFR BQ@AKDC

*E JE@KRD” BKNTC KNFHM @SSDLOSR
VHK E@ QI SHMFGD
'@HKDC-NFHM&WBIMOSN HMENQL
5D TRDQ

"BSHNMR
5GD EKKVHMF B@BBRE@QUQ@HK@AKD UHEBHHWES BKLONMDMS

_ &M@AKD
_ %HR@AKD

BKNTC-HMJ $KNTC)HRSNQX&WONQS$NMcFSNMS@HMDQ

5GHR BNMS@HMDQ BNLOKNIRMSND SN BNMEFDYONQSHBHOR S&NTC )HRSNQX &WONQS $NMcF
SNMS@HBI® GNKC @MX MTLADQ NE D\MBNDRQIS ONK

5GD @TSN DWONGBRNRDR @M NOS NTS LNCDK @ MODAEI®mAert HR DM@AKDC HS DWOGISEN@KDR HM
S5D RSKENM SKBB BKNTC @EBINGE SKEB DWDBTEVHED 8GDM DM@AKDC L@JID EYQWBKTCD VG@S XNT CN MNS
VHRG SN RDMCENBKNTC *SR CEEGIIN HFD$SKNTC )JHRSNQX &WONQS .@M@FDQ

NOTE: *S HRBNLLDMCDC SN NMKX TRD @M @TSN&WEONES BN R@IS'S RDKBES HMAHCT@K GHRSNQHDR ENC
DWBKTRHNM $NMcFTQHMF BTRSNL (NBERR NEBMERBSMR B@RTKHM RKNDRQNMRBLHR NMG® GHRSNQX
DWONQS BBXRBOMR

5N @BBDRED$KNTC )HRSNQX &WONQS $NMcF $NUIG@BRIHQRGDDS QHBGSBWONQSRE /@U S @MC
RDKDBSDVR 1QNODQSX 4GDDS

+@MT@QX



$NLONMDMSR @MGINIELIMBDR HOF@Q@ $KNTC 4DQUHBD (THCD

Property Value Description

.@W SNMBTRRIS &WONQS &\WMNBITS CDE@TK 5GD MTLADQ NE DWON®S IIDKREBS
B@M DWDBTSD HHD¥@ Q@K

3DSQXEHFFDQ LHMTSDR CDE®TK 40DBHCcDR GNV KNMF SN V@IBS ADENQ
®SQXHMF SN DWDBTSD E@HKDC DWONQSR

"TSN &WONQS @CESNM@KORGHR $NMCFTQR @M DWONQSBEEDS \KHK
DWONQS @HRSNQHDR REI®BS8V *E
DM@AKDGDS@TSN DWONGBRNRDR
@M NOS NTS LNGB®S AX CDE@TK
HMBKTCOR@HRSNQHDRIOKD DWONQS
ONKBHDR B@M AD TRDC SIKEBIMS(Q
EQPTDMBX @S VGHBG GHRSNQBDR C@S@ @Q
DWONQSDCGN BKNTC

"BSHNMR
_ Execute All &WDBTSDK @WONQSIBNBR
_ Retry Failed Exports 3DSQHDR SN DWDBTSD E@HKDC DWONQSR

BKNTC-HMJ $KNTC)HRSNQX&WONQS.@M@FDQ

5GD$KNTC )HRSNQX &WONQS .@VHOFEK/R XNT SMERBNUDQ GHRSNQHDR @GRL@BRRHFM S
CloudHistoryExportConfig R NQ HMBKTCD DWROICERE Auto Export Config R .NQD @BHNMRIRQ
CDRBQHADC ADKNV

5GHR BNLONMDMGSBIRBE@TKIDV NEERWONQS $KNTC )JHRSNQX &WONQS $NMcF SNVS EMIMDE 5
@BBDRBISUHDENTAKD BREWONQBSRE /@U 8D

I Config I Services : CloudConnectionService I Channels I Histories I Exports / Cloud History Export Manager ~

Onboarding: @ Exports Ready Backfill Status: |A backfill was not needed on 2023-84-25T6:31:23.520-04:0¢

I
Discovered 1 objects hd

Histories Assigned Cloud History Export Config Auto Cloud History Export Config
& CloudLink2
| Database 2 objects hd
Name Enabled Execution Time Last Success Last Failure Last Failure Cause
Auto Export true Manual null null
CustomHistoryExportConfig true 1 minute {Sun Mon Tue Wed Thu Fri Sat} 27-Apr-23 11:30 AM EDT nuill
3
& New # Edit #% Discover QO Execute

+@MT@QX



HOF@Q@ $KNTC 4DQUHBD (THCD $NLONMDMSR @ MGINGEOUMBDR

$KNTC )HRSNQX &WONQS .@M@FDQ ATSSNMR
Button Description
/DV $D@SDR @BEM@K BTREBMNTC)HRSNQX&WONQSHNNMEFSR

&CHS NQ CNTAKBEHMF NMODMR @H@KNF VHMCNV ENQ BG @ WBSR\IICHRSNQX&WONQSS$EBIGHKR
5D DMSQX

%HRBNUDQ %HRBNUDGRMEKIAKD GHRSN GIDRIBBS

"RRHFM VGDM @ "CCR %D GHRSNQ)GSHRKINTC)HRSNQX&WONQSHEMBINTC)HRSNQX&WONQSHNIER@S@A@RBINM @MC

$KNTC)HRSNQX&WONQSENBERSNQRE BIWHRBNDDRDEMM BANS RDKDBSDC

HR RDKDBSDC NOTE: 5GD'RRHFM &WBKPAISSNMR BG@MFD SDWSHMORMS RDKBBB/ NE @ BNMcF DMSQX HM
ED%@S@A@REENM

6M@RRHFM VGDM @  3DLNUDRGD GHRSNAK SGD$KNTC)HRSNQX&WONQS$SNMCF
HR RDKDBSDC TD%@S@AGRBINM
&WBKTCD UHRHAKD VGIRNBKTCOFDSGHRSNEX §&D "TSN &WONQS VGEM'SSN &WONQS BNMcF HR RDKTHSA@ $EI/SRRBINM
Auto Export  HR RDKDBSO@MC NMD NQ DNEHRSNQHDRIRQBSDCGNERBN IR DENM
NOTE: 5GD&WBKTEIY SSNM ENIGN &WONBSBNLDRRRHFME XNT RDKDBBS S
$KNTC)HRSNQX&WONQS$SNMCF

*MBKTCD UHRHAKRAMGDKMBKTCDBRISGHRSNQEBIM'SN &WONQS VGDM @ GHRSNQX HR RDKDBSDC
Bxport HRRDKDBSDC  NOTE: 5GD*MBKTORISSNM ENEN &WONASBNLDRM@RRHAR XNT RDKBBS S
$KNTC)HRSNQX&WONQS$NMcF

CHR@AKDC SN DM@AKDC KaBSOBIMHRAD ODQENQLDC VGHBG L@X SQHFFIXHB R @BUARQ NE OBIME
GHRSNQHDR DWBDB@BIKKDBNIEGORGNKC

NOTE: 5N @LNUD @ BTRSNL DWONQS BNMcF HBIRGEBKOMSQX @MICEED BNMSDWS LDMT ROBRBSD

BKNTC-HMJ $KNTC)HRSNQX"TSN&WONQS$SNMcF

5GHR BNLONMDMS BNMBFR®@Y DWONGBREHDS @ TSNHBIBKDWONQRREERSNQHBR REBI®EV SIS BKNTC
5GD @TSN DWONGBRNRDR @M NOS NTS LNCDK 8GDM DM@AKD® GISFREINE®ENSTC @BBINME SN

$KNTC)HRSNQX&WONQSIMEFE: 5GDsM@RRHFM *MBATSSNMR BG@MFD SDWSHMFORM® RDKBBS NE @ BNMcF DMSQX HM

&WDBTSD &WDBTSDRIBRDKDBSBNTC)HRSNQX&WONQSHEMEHR DM@AKDC 8GDM @ )HRSNQX $NMBIE BG@MFDR EQ

S5DExecution Time .TK SHOKD DWON@BENR B@M AD TRDC NKBIMBRTDMBX @S VGHBG GHRSNQBDR C@S@ ¢

DWONQSDCGN BKNTC

NOTE: *S HRBNLLDMCDCG@S XNT NMKX TRD @M "TSN &WONRREEHGHUR'GIT S RDKIBRE HMCHCT@K
GHRSNQHDR ENQ DWBKTRHNM

5N @BBDRFHR BNLONMDMS CNTARDIBK &WONGSIGD /@U S

+@MT@QX



$NLONMDMSR @MGINIELIMBDR HOF@Q@ $KNTC 4DQUHBD (THCD

*M @CENM SBB RS@MC@RODPHR 4S@STR 4S@SD @MC &BIBRIXDNQDHHR BWTMHPTD SBLBKNTC
)HRSNQX "TSN &WONQS $NMcF

Property Value Description
&WDBHBIMHLD HMSDQU@K LHMTSDR C@XR NE S$NMIKRGD HPTDMBX @S VGBBG $
VDDJ @K $KNTC)HRSNQX"TSN&WONQS$SNMCH

RDMCR C@S@BMBENTC OK@SENQL
"TSN &WONQS HR BNBICFHIQ
LHMTSD HMSDQU@K DM@KKIEYRQ @K
NE 6D VDDJ NT B@M LNE)GHIR
RDS$8VF ENQ IINRQ KDRBFEDMS
TOC@SDR/BBF@Q@ $KNTC 4THSD

-@RS "SSDLOS ®@C NMKX *MEIBQSORK@REDB SHR DWONQS
SQHDC SN DWONQS C@S@

-@RS 4TBBDRR @®@@C NMKX *MEB@SO®ELD NEGD K@RS
RTBBDRRETK DWONQS

-@RS '@HKTQ ®@C NMKX *MEIB@SOHELD NEGD K@RS E@HKDC
DWONQS

'‘@TK $@TRD @@C NMKX *MEIB@SO®R@RNM VGXT6

$KNTC)HRSNQX"TSN&WONQS$NMcK HR HM
E@PK5GHR cDKC HR DLOSX TMKERR @ E@TK

DWHRSR
"K@QL OM '@HRTQ tue CDE@S Kalse *MEIB@SD HE @M @K@QL RGNTKC|AD Q@HRD(
HEGDR @ORAKDLR CTQHMF
DWON@$SF C@S@
"K@QL 4NBD *MEN @CESNM@KORQGHR $NMCcFTQR HMENQI®EENQ @K@QUR

FDMDQ@ SDC@HFSBNLONMDMS

"BSHNMR
Execute &WDBTSDR @TSN DWORNES ONK

&UDMS LDRR@FDR @MC RXRSDL BNLL@MCR

"M DUDMS LDRR@FD HR@NCOME OTRGHMF C@SEMINSC 40DBHcB KNFHB SQHFFDQR @M DUDMS LDRR@FD 'N
DW@LOKD @M @K@QL SQHFFDQR @ /DV'K@QL DUDMS LDRR@FD

&UDMS LDRR@FDR
5GD HOF@Q@$KNTC4DQUHBD BNMS@HMR BG @ MRB RRESBHEAER @ PRDES DRR@FD SXODR SN RGMC SN S
BKNTC 5GD SXODR NE DUDMS LDRRBRBSBI@EDQ

/DV'K@QQLR RDMS SDBKNTCNMHCDQ
"K@QL"BJ3DPTDRSRNIEEGD BKNTCNMHCDQ
"K@QL"BJ3SDRONMRDR GENEKNTCNMHCDQ

"R VDK @RGBQR RTBG @R %DUHBD"BJ3DPTDRSR

4XRSDL $NLL@MCR
5GD BKNTC OK@SENQL B@M RDMC RXRSDL BNLL @ MBERRS@8Y SpaMOVF ENQCIRD RXRSDL BNLL@MCR HR
CNMD AX DWSBME @ RODBHcB BK@RR 5GHR HFDCMMD@ME@R$G @MMDK

8GDM @ RXRSDL BNLL@MOBBHYDC UH@ @ BNMMDBSDC SDd@MNRGRINSRSG@MMDKKEIRERRICDSDQLHMD
HE HS G@FERIDOBNLL@MC SN GEMED HMBNLHMF LDRR@ REDEEHR NMG 3 @ ORQQH @SEHR IDT)
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HOF@Q@ $KNTC 4DQUHBD (THCD $NLONMDMSR @ MGINGEOUMBDR

BNLL@MC HR RGXKSN RBDRFG® LDRR@FD

$KNTC-HMJI RTOONGBEKBKVHMF BNLL@MCR ATS IHRIBNEL@MCR HM ANBRTPNQSDO$X UH@B
BNMSE "1*R

-HRS$KNTCSNLL@MCRSNLL@MC a -HEBBRIELDR NE BN L@MCRB ® S QU @HK@AKBIRRERSDL
$KNTCINHMS3D@C*MOTSR$NLL@MC a 3DSBOMIKIKIIC HMOTSR ENQ @ GNHRBGEMNM S

SKNTC.TKHINHMS3D@C*MOTSR$NLL@MC a 3DEBIMBKEKC HMOTSR ENQ @ FHUDM RDSGIE ONHMSR HM S
RS@SM

$SKNTCINHMS3D@CSNLL@MC a 3DSEONIFEEKTD NE GNHRIC@K BKNTC @BBDRRHAGD RSIEN3 HM S
$KNTC.TISHHINHMS3D@CSNLL@BMSTOQMRGD U@KTDR MRENME BKNTC @BBDRRHAKDGOINRBIEBE/HM S

3DSQHDUD$KNTCINHMSR$NLL@MC GEHRBRBR NE GIXONHMSRHMSHENMCEED S @@ BBDRRHAKD EQ
S5D BKNTC

$KNTC.TISHINHMS3D @ C*MUOBGRINLL@MLCIDSTQMRE® HMOTS RKNS RS@STR U@KTDR ENQ @ FHUDM RD:
ONHMSR G BSKENM

$KNTCINHMSQBISD$NLL@MC a 4DEDI@KTD NE GHHRIC@K BKNTC @BBDRRHAGD RSIEMNS HM S
$SKNTC.TISHHINHMQBISD$SNLL@MEDSR &D U@KTDR MREME BKNTC @BBDRRHAKDGDNRBIEBE/HM S

SKNTC.TIHINHMS$KD@Q$NLL@MC a 3SDKGRBOR DR MREME BKNTC @BBDRRHAKDSDNRBIEB&/HM S
S@S VD@OQUHNTRKX RES @HENTCINHRBESDSNLL@MC NQ $KNTEIIMHMQBISDSNLL@MC

SKNTC.TKH"K@QLBHSD$NLL@MC a "CCR @ MDV MNSEDSDVEHRE MNSDR E@BDS NE @ RDS NE@K@QLR HM S
RS@SM

"K@QL"BI$SNLL@MC a "BJMNVKDCFDR @M @K@QL
#@SBG"K@QL"BISNLL@MC a "BIMNVKDCFBERENE @K@QLR
*MUNJIDSNLL@MC a @¥VR HMUNB®ISNE @ MHEBSIM @ BNLONMDMS

8 HS $KNTC $NLL@MC 2TDTDRZ+"'$& 4TODQUHRNNY QRONMCR @R RNNGD@RIS.@MC G@R ADDM OK@BDC
HMGD PTDTD 8GDM® BNLL@MC DWDBTSDR HSR NTSOTS &R BENBEGNH@ /DV&UDMS.DRR@FD R @MC VGDM
S5D BNLL@MC DWHSRG@QIN®/&UDMS.DRR@FD HR RDMS

:NT BOVHR@AKDHIMCT @K BNLL@MCR HE MDBDRR @ (XHFEDMI® KD

AXRSDL $NLL@MC $SNMcFT@I®IE
.NRS RXRSDL BNLL@MCR CN DRSHEBNMcFTG@B NTSRHEDENLL@MC BNLONMDMS\WDE®R )NVDUDQ
RNLD BNLL@MCR CN G@U3ATBRSQHEBIR NORSQHEBIR® S MENMcFTQ@AKD AX S@F

CloudMultiPointwW riteCommand Conyguration

5GHR BNMcFTHMS@KRN DBCRKNTCINHMOBISD$NLL@METS 6@S BNLL@MC HR MINSHOQC AGLS
IH@F@Q@ $KNTC BNABSIR "1*

#DKNV HR @RB(B@O DSTKSH1INHMS8ISD BNLL@MC BNMcANYEESD @M@ EDV BQDEHR SN BNMRHCDQ

5GD CDE@TQHNQHSX @MANMR) @SBDOSIBISDR 0TSRHCD '@BDSR 3@MFD FNUBQY ROEER S®Q
NTSRHOBSLHM L@W Q@MFD CDcMBO ANSIMS R E@BR3R VYRRC INOBS HMAIQHSD U@KEBR *E
VQHSDR NTSREZQ@MFD @@BSDC tte  HS VIKI®BBDGSIBD VQHSDR DEEEQ@LDVNQINGR

%&!3+2 0).0)2BN VQHSD @B BNLL@MR CDE@TBQHNQHSHNRDSSBIT LTRS NLBPHMOTS1QHNIBEEQ
D@BG ONHMZBPRIORS C@S@ VGDMIRBMEBNLL@MCY/E® /$4 BNMI(K "1* *MGD EKKVHMF DW@L@HD S
CQRS ONHME VEHKSD GISENLL@MR CDE@TBQHNQHSX \BEHRDENMC ONHMS/QHISD @S OQHNQHSX

NOTE: 5GDMB VQHS@AKD-B@FKRDD ADKNV GMGNHMS LTRS HMBEIBNIS. @ MR CDE@TBQHNQHSX KDUDK HM
N@DQ ENGIBVQHSD SN AD @BBDOSDC

INHMS@HSD $NLL@MC

z
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$NLONMDMSR @MGINIELIMBDR HOF@Q@ $KNTC 4DQUHBD (THCD

ONHMSR
z
BKNTC*C B D @ AC BAD B
U@KTD
CTQ@8BM
[
z
BKNTC*C C E @D D@ @ C EC D
U@KTD
CTQ@8BM
HMOTS1QHNQHSX
[

QDPTDRSN@DRRHMF1QHNQHSX
[

0).02)%1 " VQHENLL@MCEBDHUDC @S OQHNQHSDR @M@ CVEKSDLONQ@QX CXM@LBBRARKNS VHS
BCloudWritelnfo SN 6D BNLONMDMS S&IbudWritelnfo  VHKAD RDS &HSD U@KTD @MC ENRI@SDBHcDC

AX $D BNLL@MC *M @B8M BMJI HR @CCRC HEDBCloudWriteinfo R U@KTINOQQSX SADRODBHCDC
OQHNQHSX KDUDK HMOG® BSDMESIR CTQ@ISM G@R DVIORIRS SDBCloudWritelnfo ~ CXM@LHB RKNS @MC
5D KMJ SIGB OQHNQHSX HDI QLS| @HT

0).0027 " VQHENLL@MCEBDHUDC @S OQHNQHSX HOUDGQRE@BS\M

3)+2 )- /0).0)27 50)2% +%4842Q)#2).-1

_ 5GDONHMS VQBISID @MC MYDMSR MMS@S OQHNQHSX OQHNQHSX  ENGS@NKDR IBA@E@K

_ 5GDONHMS VQBI¥ED @MC MBGHAHSRNQHSGDIGBD HR BN @S @ OQHNQHSX KD UBBIINVBIHESH@E S
BCloudWritelnfo VGHBG V@REZDC AX @TENTBRNHMS VOBIED. @MC

_ 5GD @ABX SN VQHSBBRIS@HMHMF OGIBROHSBNKBQ AX @M VQHS@AKD-BE@IFKEDRBQHADC ADKNV

# 50)2!"+% %4%+1 2" VQHIENLL@MC HR BNIKSIT AX @8 VQHS@AKD-BUEDKRV @ BNKSDIHMS 5GHR S@F R
U@KTD BNMS@HMR @ RSQHMF NE MTLADQR ADSVDDM @MC RDO@Q@SDC AX BMB@SEFEMMNQMEIR HMC
KDUDKR ENQ VGHBG @ ONHMS VQHSIKBNL (@RMDC/FNQ DW@LOKD VHK K @KV

ONHMS VBN @MCR @8 @BHNQHSX KDUDKR DWBDOS ENGDRIMOQHBRIS®RINS HEIBKHRS *E @

BNLL@MC RODBHCDR @ OQHNQHSX NE KIGDDHIBEBEK 5GD@MSVN UDQRHNMEMEBS/QHS @AKD-BE@FKR

-# 50)2!"+% %4%+1 2!" 11 | $ya#2 2!

'NT B@M @@GDBIB VQHS@AKD-BE@IFKER KBS S@F SN @ BNLONMIV® RSYHMF U@RDIENIQIS®S
CDRBQHADC @ANUD HGB&RS® F KNK/DQQHCIMBMRIHS @AKD-BVERBS S@F @CCDGHAXSTF QTKD

AHMBBOR VHK@XQCX AD @B VQHS@AKD-BIVERBS S@F @CCDCKER8@KS@BKDONMDMSRLS

MB VQHS@AKD-BDHRBRS@F LTRS AD @CCDC AXHRIEOES®FR VHMCN\WHIBS ®FR S@AMC BRIHMF

"CC5@F*M §D'CC 5@FVHMCNV EN@B5 *C DMSDBVQHS@AKD-MRMEENDe BGNNRR@|@ 4SQHEIB

U@KTD NEDBIB VQHS@AKD-BE@IFKRGNTKC AD DMS®R @ RSQHMF NE MTLADQR ADSVDDM @MC RDO@Q@SEL
AX BNLL@R
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HOF@Q@ $KNTC 4DQUHBD (THCD $NLONMDMSR @ MGINGEOUMBDR

Figure 17. MB VQHS@AKD-B@IKBDCcMNS HEDEH@F@ Q@ $KIDFCBEENM@ QX

Figure 18. MB VQHS@AKD-B@IRV @ BNKENHMS

-# 50)21"+% %A%+ 2!' 11 I- )-$)G6#2 2!

5GD /H@F@Q@ $KIDFBBAM@QX BNMS@HMR @ S@F QTKD VBKEBGE@TENIAS)HS @AKD-DUDKR

HMARBS S@F SKHBIQHS @AKD1NIBBISRMHIBS S@F R U@KRRENKED KRS NE OQHNQHSX KDUDKR VGHBG @C
ODQLHSSDC BE SNHMS @MC S@JDR HMSN @BBSTHM@EIQKABIRK#X CDEESFKR S@F QTKBIBROOK

SN @#8 QHS@BKDONMDMSR GMBSES GNVDUDQ NMYRISBNINE@NHMS®S @KRN G@UD @

MB BKNTCS@F KIE@UD @ U@K TEDEBQ/SHS@AKD-BE@FKBENMEQONHMSRENMAS @B BKNTCS@F

B@MMNS AD BNLL@MODCIED BKNTC @D S@F U@KTOAKK@MJ 5GD S@F QTKD B@M AD BTRSNLHYDC
@R MDBDRR@QRSQHBS BDQS@HM HMDRMNABENYAYQHSSDMSISER BKNTC

*M 6D OODQSX RGDDSME SHS@AKD1QHNQHSIMREBNDSRF RDD &FAQKNY GDExcluded
OQODQSX HR TRDONEDHAES VQHSDR @S BDQS@HM OQHNQHSX KDUDKR 5GD U@KTD HR @ RSQHMF NE N
@MC RDO@Q@SDC AX @ BNLL@R 5GD MTHEBESBEBAQHNQHSX KDUDKR ENQ VGHBG @ VQHSD BNLL@M:
VHK MNS ACK®DC "R BNMcAIQHME® cFTR HMOTS OQHDRHB®MC VKKAD DWBKTCDC

*M 6D OODQSX RGDDS&NE GHS@AKD1QHNQHSPIRSNDISRF RDD (FAQKNV GDStrict  OQODQSX
ET@EOQRSQHBSR ONHMS VUGISHRENBHBI@S DCEDERluded OQIODQSX @MIBRAD @S @ GHFGDQ
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$NLONMDMSR @MGINIEMMBDR IH@F@Q@ $KNTC 4DQUHBD (THCD
OQHNQHSXSEHBD OQMODQSX KI@KRN EDQERSQMBEIMS VQBIED @MCR SN OQHNRKES NQ @S @
GHFGDQ OQHNQHSX KDUD& ERFCEBG S

NOTE: 5GD #$KNTC®HSD*MEWIR OK@BDC BMHIIBNHMS VQBIED @MCR BRINDRSQHBSB@SHR
@ MDWONHMS VQBIED @MC B@M NUDQVQHIIHE THRIHMS VOBIMED @MC @SB R@LD OQHNQHSX KDUDK
ATS SNRD HMOTSR @S @ GHFGDQ KORSMDEIRSYHBSDC
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HOF@Q@ $KNTC 4DQUHBD (THCD $NLONMDMSR @ MGINGEOUMBDR

Figure 19. /H@F@Q@ $KNTC BEINU@QRIBS@AKD 1NBIRSGTKD

Figure 20. MB 8QHS@AKD-DUMIBEIB@F A@RDGMNSHS@AKD 1NBRRSGTKD

NOTE: 5GDMB VQHS@AKD-BVERRBS S@F NMKX RGD/BNDRBS OQHNQHSX KDUDKR VGDMAUBDV
5@F .@M@FDEDV BHWQJADMB®™ SD&CHS@FRHMCNVLOKIDCE@®FR@A CNDR MNS @KV@XRBB(
BN@BS U@KTD ENG®F

&W@LOKDR NEID@SX RINISR

Strict Excluded fitr?&'on CloudW ritelnfo nc:writableLevels tag

MNMD MNMD
MNMD MNMD
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$NLONMDMSR @MGINIELIMBDR HOF@Q@ $KNTC 4DQUHBD (THCD

Strict Excluded E,itr?lgon CloudW ritelnfo nc:writableLevels tag

E@KRD MNMD  HMOTS MNMD

SQTD MNMD HMOTS MNMD $NLL@MC HR MNS ODQLHSSDC @S NG@MRGDQ S
OQHNQHSX HMOTS

E@KRD MNMD MNMD HMOTS $NLL@MC VQHSD HR ODQLHSSDC @S HMO[TS

SQTD MNMD MNMD HMOTS $NLL@MC VQHSD HR MNS ODQLHSSDG@MFGDQ S
HMOTS

E@KRD HMOTS HMOTS *MOTS HRRBQHBSDC ATS HMOTS HR MN$
®RSQHBSDC

SQTD HMOTS HMOTS *MOTSR GHFGIEMS @ @RSQHBSDC CTOBN S
$SKNTCSQHSD*MEWIK

$TRSNL BNLL@MCR

*M @CESNM SNNRBHEMF L@MX INTS 8D SNW” BNLLOMIR@F@Q@ $KNTC 4DQURBELBICDRIS B@O@ISHK
SN G@MD BTRSNL BNLL@MCR 5GHIS®SNKIMUNJID BTRSNL BNEICORR®SDQ dDWSXHENVDUEEDD @)
LTKSHOKDRSQHESBIR @MC RDBDERERDMSR
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/HOF@Q@ $KNTC 4DQUHBD (THCD SONTAKDRGNMNE-

Chapter 5. Troubleshooting

5GHR HMENBN® $IRIOBCDC SN L@ED S AKDRG MG @ MB@FMNRHRME@®F@Q@$KNTCAD@BHBD
RSQ@HFGSEN@RINRRHAKD

5GHRISTAKDRGMNG HMENGIN®ISIR HMSDMCDC ENQ @MXNMD VGN L@@ F@QE@$ENTC4DRQHBD
RTOONBEFGENRD VGN @TRHMF HS

.NRS NE SD OHDBDRGEHI3S@F@Q@$KNTCADQBUBHNIEICT @K DM@AKD d@PR BFBMSAD RDO@Q@SDKX DM@AKD!
NQ BR@AKDC *M LNRS B@QRDR XNT RGNREAKDI&MX O @EISRINEGIBD @R LNRS BKNBEGE@RKDODMC

TONM ®@K@S@RBE®R ADHMF HM OK@BD )NN®UB® AD D@RHMMEENGIRD KAKRL VIES@M HUEHCT @K
BNLONMDMS HE XHR@AKID HSDQ BNLONMDMER SV O GXPEKE &D BNLONMDMS TMCDQ HM@BIIBRSG

%N MNSHR@AKIDS8NLONMDMS R TRDGAXERODBSGIEFHRA F@Q@$KNTCADQUHEIRH MU BIFERIS F

8GDM @M HMBHCDMS NBBTQR

SNKDB8FGD EXKIVHMBBNLLDMCDC HMENGIN®ISSDKGR SDBGMHB@K RTOONQS SD@D RNS 8@IRD NE
S5D OQAKDL PTHBJKX BG@Q@BSDQHY XED@MESEEHIED OQAKDL ENQ HLLB@SD @MC ETRERR

*MENQLIENM SN BBBS

%@SD @WCBNE HMBHCDMS AD @R @BBTQ@SD @ FSXNHLB@M VHS

$TRSNLDQ NQ TRDQ HVHNDRSVIBRIEAQ@MC

)@CVAROK@SENQL ENQ DW@LOKD 04 UDQRHNM

$N@/H@F@R®BESVIPDQRHNM @MC @HBKIR@E O@SBGDR ADXNMC A@RD

/H@F@Q@ $KNVCTKDR UDQRHNMR MNEDIQRO@RD AGD KODBHcB UDQRHNM NE D@BG LNCTKD
"MX SSHRO@QSX LNCTKDR HM TRD

"MX @KDU@MS KNF NTSOTS NQ RS@BJ SQ@BDR RDD |SREESNRRSRINISSDQ DWSQ@MDNTR
HMENQH®B! B@M AMRBEHT HE HS HR MNS HLONQS@MS ATS KNRBEMENCDESIDC

"MX @KDU@MS cKDR RDD ]8G@S 'HKKIBBSN $NK

"TSGDMEB@SNQ HMENQL@ESQ DW@LOKD RXRSDL *% RXRSDL SXGDBBHD THSEMEB@SNQ
*MENQLI@8VIA

Questions to answer

8G@S RSDOR V3@ JDM AOEKMC @ESDPORAKDL #D @R RODBHcB @MC BNLOKDSD @R ONRRHAKD

*MENQLENM @ANTHIMDSVNQJI DNMHOMS HR BBEE HM L@MX B@RDRBNRSDWODQHDMBHMF MDSVNQJ
CHRBNMMENER GB® HMSINBDK NQ MNS NRA@ RQQUDQ HM TRD *E XDR HRIMESSQ@DMEBHS Q

M@LDC *RES/H@F@QEBO01QWXADQURIDUHBD TRDC

8G@S RSDOR V3@ JDM $NRQAKUGES OQAKDL

8 @REH@F@Q@$KNTCADQUEREPMB@SHhit@bled  enabled CHC XNT CNEMED3DBNMMDB®RSD
RS@SMRS@QSIME ENT @SSDLODGFIRSIEDSA THMB@SNQ *ER@ISS RSEV RS@SD B@M AD KDES
TMBG@MFDGDRTOONQS SD@L L@X RTFFDRS RSDUBSSD ENBRDL NQ SN KD@QM@RQTS HS

8G@S KNFR SNKEMNES

5GDR @RDUDQ@K KN®B B@M AD DM@AKB@ENDQRHMF BNMIADBRKDLR 5GD KNKHMF S@ AKRESS(
KNFR

IHE@F@Q@ $KNTC 4DRNFIBD
8GDM XNT DM@AKD LNCDQ@SDKX NQ GHFGKX UDQANRD KNABCHS\HREADED QO@BENTSOTS SN @ cKD
'NQ LN@ HMENQH@ RDD |8G@S cKDR BRBBSK5GHRA@R XNT SN BADSE@S L@X AD @KE@LNTMS NE
C@S@®M B@M AD RGNIDEIINFTK@Q RBEINTSOTS VHMCNV @HIORERSLDMCDC V@X SN B@DSTQ
NTSOTS C@S@ "KRN R@DKMF SN @ cKD FHUDR XNGRNESHEDQ SN K@SDQ @MD SNRSIBGMHB@K
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SNTAKDRGNMNE- HOF@Q@ $KNTC 4DQUHBD (THCD

RTOONQS HE MDDCDC

%DBHOVF VGHBG KNFR SN DEIETABR @ AHS NE ITCFLOMSBNTKC RDS DUDQX KNF SN "-GARS/SITKC XHDKC

RN LTBG C@S@ HS VNTKEBIRCSN BF SQITFG HSK@#H HRNK@SD @ RODBIIB 8SOMDDC SN CDBHCD VG@S
LHFGS ADGD KIDKX RRDQ.@BG NEDSA@RHBF@Q@ $KNTC 4DEXMEIMR RTBG @R GHRSNQHDR G@R @ KNF KI
ADFHMMHMP\BBNTC-HMJ* 5GDRD CN MNS FDMDQ@SD @ FH@MS @LNGRX BB CE@KEHNDS SN "--

ENQ VG@SDEDRODBHCB EANBB@ENQ

'NQ HRRTDRGHBRR@FD RDBTQHSX @MEHa@SM RBENTC-HMJ RDBTQHSX GDMEEISIEN "-- 5GD
NTSOTS KDUDK HRXKN&OMNTFG SN AD L@M@FD@AKD

'NQ/H@F@Q@ $KNTC 4DABRSAES RBENTC-HMJ @ESCDQ@SNG- ENQ /%4 31, QDFHRSAIENS TRD
@FHRSAENS TRRKNTC-HMJ @ESKD

'NQ *N5 )TA BNMBDQMR BH{MNTC-HMJ SQ@MRONQSHOVBGHIK B@M AD DMEBE UDQANRD DR GBHEHNQKD
K@Q RXRSDL \GIBE@MX ONHMSR @MC GHRSNQHDR

CAUTION: %N MNS ENI® SNOSTQM KNFFDGHRIFESSRHQ CDB@TKKDUDKR NMBD XNTMARRDL HR

BN@BSDC -D@UHMFISNFFDQR @S GHFGDQ KDUDKR NE CDATF B@M HLO@BS RXRSDL ODQENQL@MBD @MC (
OMAKDLR TMCDQ @ V@UD NE MNNRX\RS@BS 5GHR HR BRGIOEREERBENTC-HMJ SQ@MRONQIHBMSO BK
KNFFDQ

Log Name Description Verbosity
@TSDMBESM *MANTMC BNLL@MC -NV 6RDQ @GBMBE&SM MNM BKNTC ATS L@X AD
@TSDMB@SM KNFFHMF TRDETK HM HHEDIMSIF E@HKDC BN DIE@RWMQ
BKNTC-HMJ @K@QL "K@QLMBHOHDMS KNFFHMF ~ -NV @K@QL LDRR@ RBULIIK
BKNTC-HMJ @ESCDQ@SDC 'DCDQ@SDC %DUHBCHEDMS  -NV RDS SN $0/*( ENQ /$4 QDFHRSRQEN SQ@BD
@TSDMB@SNQ KNFFHMF
BKNTC-HMJ @JIBX -NFFHMFIK@SDC SN IIsQRIDU@W RDS SN $0/*( ENQ HMENQHEN @ANTS JDX
@SQHDU@K FOAMDQ@S
BKNTC-HMJ BG@MMDK $NLLNM BG@MMDK KNFFHMF  -NV
BKNTC-HMJ BG@MMDK @K@QL'K@QL BG@MMDK BNM¢RIQ @ S-NV
HMENQH&S!
BKNTC-HMJ BG@MMDK BNLL@MELL@MC $G@MMDK HMENQL@SCDQ@SD 4DS SN "*/&3 ENQ BNLL@MC SQ@BHMF
BKNTC-HMJ BG@MMDK DUDMS &UDMS BG@MMDK BNMOMQ@ SNV
HMENQH&S!

BKNTC-HMJ BG@MMDKDED®R QS) D@ QD @S $G@MMDK HMENDL-®'S
BKNTC-HMJ BG@MMDK GHRSN@XRSNQX $G@MMDK HMENQL @3V
BKNTC-HMJ BG@MMDK LDRR@ APRFF@FD $G@MMDK HMENRIL@8V
BKNTC-HMJ BG@MMDK LNCDK .NCDK $G@MMDK HMENQN @S -NV
BKNTC-HMJ BG@MMDK 1NHMS 1INHMS $G@MMDK HMENQL@S -NV

BKNTC-HMJ BG@MMDK$NMcF'@BSNQX NV

BKNTC-HMJ BNMNRBBSDQUHBD /H@F@Q@$KNTCADQUHBD KNFRNMF RDS SN "-- ENQ E@BSNQX L@M@FDLDMS KNFFHMF

BKNTC-HMJ DUDMS &UDMPBHOHDMS KNFFHMF  -NV DUDMS LDRR@FBIODRX

BKNTC-HNHBOMRD-HLHS -HBDMRD BGDBJ KNFFHMF ~ -NV

BKNTC-HMJ LNCDK A@SBG NV

BKNTC-HMJ LNCDK DWONBS1NK NV

BKNTC-HMJ ONHMS 1NHMS DWONQSBENKIFFHMF ~ -NV

BKNTC-HMJ PTDTD HM.DLNQX OTSANTMC LDRR@FD PTDTD .NCDQ@SD RDS SN */&3 ENQ LDRR@FD PTDTD SQ@BHMF
KNFFHMF

BKNTC-HMJ RDBTQHSX 5QTRS L@OOHMF KNFFDQ NV

BKNTC-HMJ RL@.NMHSNQ 4." LNMHSNQ KNFFHMF NV

BKNTC-HMJ S@F $KNTC*C S@FFDQ KNFFHMF  -NV

BKNTC-HMJ SQ@MRONQS $NLLNM SQ@MRONQS KNFFHMFHFG RDS SN '*/&3 ENQL LDRR@EMSEIMF @M

SQ@BHMF HMENOL@S
BKNTC-HMJ SQ@MRONQS @LPQ21 SQ@MRONQS -NFFHMF ~ .NCDQ@SD RDS SN "*/& ENQ HMANTMC LDRR@FD SQ@BHMF
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/HOF@Q@ $KNTC 4DQUHBD (THCD SONTAKDRGNMNE-

Log Name Description Verbosity Notes
BKNTC-HMJ SQ@MRONQSHBMBQBKBK HDMS -NFFHMF JHFG RDS SN "-- ENQ ".21 DUDMS SQ@BHMF
BKNTC-HMJ SQ@MRONQS cKD -NB@K cKD RXRSDL SQ@MRONQ8/ 4DS SN "-- ENQ cKD KNBJ DUDMSR

KNFFHMF
BKNTC-HMJ SQ@MRONQS GSSQ651 SQ@MRONQS -NFFHMF  -NV
BKNTC-HMHFS 6SHHSX -NFFHMF NV

$KNTC-HMI'WQ

Log Name Description Verbosity Notes

BKNTC-HMJ @ESKD 'NQFD "TSGDMB@SNQ KNFFHMMNV RDS SN $0/*( ENQ 31, SQ@BD
BKNTC-HMJENQ 6SHHSX KNFFHMF -NV

BKNTC-HMJEDOQRF .DRR@FD RDOMN@BM KNFFHMF )HFG

8G@S cKDR SNKEMNBS

"ESDQ RBBS- KNFR IEDEBSFED RSENM NTSOTS HRERQKI SMT-MNRHBIFGPAKDL 8 CN §HR HS HR ADRS SN
RIN@L &D RSEMNM NTSOTS SN @ cKD N&INQUADMBS 5GHR B@M AD CNMDEED"OOKIB@EISM %BHEINQ
VHMCNV

*E 6D HMBHCDMS G@RKW&Q@OODMDC HS B@M AD TRDETIGENRNREBNSNDB RXRSDL @ NED NEESQ BNMRNKD
NTSOTS 5GHRKWIKHKAS 6RDQ )NLD VBS&ED cKDM@LEohsole.txt ~ 1QOUHNTR BNMRNKD KNERGEIRQ
RS@SM DWDBYBR L@X @KRN AD TRDETKKSSEDNRGMC TMCEdp3dole_backup_YYMMDD_HHMM.txt ~

5GD RSENM C@S@A@RD HR @KV@XR GDKORNK SDEGNMEBREBRRTOONQS SN CDSDQLHMNNBNMIBIR @S
@S KD@CENADG@UHNQ ADHMFAFEBDRFGD RSMS@S@A@RGERKIN.Bog  cKD *S L@X @KRN AD
GDKOETK SN HME{YERRSE8/ TRHIGD RSE@8V BNOHDQ

"R @ GI@FMNBSNNK HS HR @ FNNC HI®@DS® BQBHRSQHHNIS cKD VGHBG @KRN BEDRBEANMR S
BDQ&B@SDRT:L@X TROGHS NQJADMB@BJTO4DQUHBDEEIFEDSR cKD/N@QF@Q@ $KNTC 4DENEHBPHUD
A@BJTOR 8D BKNTOEWYGDQ/H@F@QE@BNUDQ B@S@HDEDE

NOTE: *E XNT @ QRUHEMF SDBGMHB@K RTADSOIAMASKD NQERRES BNOX ADIRSN OQHCIES
TRDQM@LD @MC O @REVGED RSV

"TSGDMB@SNQ HMENNM@ S

5GHR HMENRN@ EIR GIBRQSRQKX HLONQS@MS HE RTOONQS ODQRNMMDK MBioB&N U@ FBIEBCDULNED
OFHRSQEN

5GD 'DCDQ@SDC*EBMISDMEB @SN GBRGBEDMB@SNQ ERGI®F@Q@ $KNTC 4BHSD MORED RSESV
RHCIDEHRSAEN VESD 'DCDQ@SDC *EBM28DQUHBD @GIMBCHR @ RDBRYIMDESM SIS /$4 HCDMESX
OMUHCDQ

5GD 31, "TSGDMB@SNQ HR DKMKXEMEBE@Q@ %@S@ 4IRHIMBB@I5GD @HEBvEB @ SNEy$Eem Id

OQODQSX HR HLONQS@MS HE HS G@R ADDM ONOTH@ESPSYsENUHMARB DLOSX HR @KRN TRDETK RN MNSD HE
HR DLOSX 5GD SDWS cDKC RHYDNESIIREBROK@XNEWEDKTDR GDIADRS @N@BG HR SN QHHBINRK

5031, "TS GDMB@SRGIC RDKDIBSVR 40X 3DLNSCENOX &D DNHR) SDWS Nidss O@FD @MC O@RSD HS HMSN @
SDWS cKD

/IDSVNQJ R@MHSX BGDBJR

*EXNT @ QM@AKD BRHRSDQ @ BKDEQGIESD/H@F@Q@ $KISTDRD R@MHSX BGDBIRS®MICDC SN GDKO XNT
HCDME&EXGD RNBD NEGD OQAKDL

BMENQSTM@SDKX EKEMNMS@X MNSUMTIES ERKRODBSQTL NE SNNKR @U@ HiU@/SD I8N DMNQI
DMUNRILDMS GNVDURKT B@M QTKIGIKA@RHB BGDBJR ADKNSGE@BNMSKDEE XNT B@M BNMMDBS @ K@OSNO
SN 6D BNMSIKDQ MDSVNQJ XNTAB@AKD SN GDVEBRSR GIM@ GENM@K BGDBIRIRDBS
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$GDBJHMF DMCONHMS @HEHK@AHK

5GHR LNIQ@ CU@MBDC SDRS @SSM@SRFNPA DMCONHDSRHIT ENQ CDUHBBIRSEES VEE AYRDQ
*E XNT @ EMREEIK @ 4TODQUSBEDRD BGDBJR RGNTHEHOQ @EBM@K HMENQU@S

Prerequisites:
:NT G@UD @BICNVR NQ -HMTW 1$ BNMMDBSDEE@NSMDSVNQIG@BSMSEKDQ

4SDO 0ODM @ AYRDQ @MC M@UHF@tpB /&ypi.niagara-cloud.com
5GHR RGNTBETQM @ +40/ ENQL@SSRONMMRD

4SDO /@UHF@SD Iatps://gaprodsystemauthentication.sentience.honeywell.com/api/
authentication/rpkchallenge
5GHR RGNTBETQM @M 9.- ENQL@SSHQ DRRR@FD RMBEED S5 RDQUHBD CNDR MNS RGOONQS S
(&5 LDS GNC

4SDO /@UHF@SD Iatps://gaprodregui.sentience.honeywell.com/api/swagger/public
5GHR RGNTRETQM @ +40/ ENQL@SSRONMRD

4SDO  *E XNT B@MMNBEES® DMCONHMSR @SSDLOS SNIREED\GEP®DL HR TRHMF SQ@BDIED
SQ@BXBMCNVR BNLL@MC
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/HOF@Q@ $KNTC 4DQUHBD (THCD SONTAKDRGNMNE-

5GHR RGNVGDO@SHQTFG SD MDSVN@W@S O@BJIDBFIS@IHMF

&MSQHORES FDS @M @R ‘BRBRRDMS MDSVNQJ LDRR@EIFEHC NTS *E @ GNRS EMER S
@RSDQHREIRCBACONHMS GB@BEVM NQ BNMRETONS SNRDNMC SN OHMEEBSQEHJHBDR
QTMMHMFGIMEKNTCCA®R T ®K BNMcHPQ MNS SERIDNMC SN OHMEES@®¥DUDKNT B@M RDD HE
NTQ MDSVNQJ &L @IJHMF HS NTONENB @K MDSVNQN DMDIMHE)

*M 6D DW@LOKD @ANMDRK @MC DDONQS BRONMRINE@ RDQUDQ NVMDCAX “HMDR
HATFG QDONQBHRONMRDRIEGIBONRNES NVMDC L@BGHMDR KR HFEEDED RSHENM HR
@AKD SNT@D NTS NECSKNB@K DIWILBRIS NMSBCEOTAHB *MSDQMDS

5GDRD SQ@BRRICD GBQ HMENGNBISNQ DW@LOKD HE @ GNRS G@R NMD NQ SVN @RSDQHRJR N
KIMDGD GNRS NQ @ GNRBWD@CSN HS NB@HMF O@BJDSR 5GHR CDFQ@CDR ODQENQL@MBD @M(
BNTKC KD@C SDRSBAKDLR " AHF ITLO HDPRDNMRBLBR EQ NMD KMD S8 MDWS BNTKC

HMEB@&BD @ ONSTEMSMDSVNRAKIMY

3DFHRSO®&Y HRRTDR
4DUDQ@KAKDLR B@NDORMED QFHRSAIENS NE CDUHBIRSBIE@F@Q@ $KNTC

%DUHBD 3DFHRBMASIDYV CNDR MNS KN@C

*E 6D CDUHBIFRRSRIEN CNDR MNS KBIERCANRDUDQ@HMER XNT B@M CN

$@TRD

5GD SXOHB@K B@ TRIRMEHR S QN QBKDL HR @ BNQQBBSDC-HMINDTW.NCTKD *E XNT RDD @ VGHSD
RBQDM NE CDK@X @ESDQ EIBIAKB BBOJ"TSGDMIB@SNeD CDUHBIFRRSQEN VHCFOSIOMNS KN@C
5HOR

_ 'HQRS V@HS @ANTS  RDBNMCREBRGE UHDYBB@RHNKMGBD UHDV DRDMSEM L@X S@JIBIEK
KNMFDG®M DWODBSDC SN KN@C @MIRBEWDADAY @ UDERRG

_ 5QXMRS@MDE XNTQWRDQ

_ *E XNT @ QRHMFNQJADMBEKNRD @MEK@QS HS

+@MT@QX



SNTAKDRGNMNE- HOF@Q@ $KNTC 4DQUHBD (THCD

_ *E 6D VHCFDSRE@HKR SN KN@C NGD\@MIBY @MC BNME®S @RNS UHRTBG @RMIBRDQ
.@M@FDIQM 6 D6RDQ4DQUKEM@CR RTBBORRETK
_ *E 6D6RDQ .@M@FDIIDV CNDR MNS KIG@R LEX AD @ LRFDMDQ@KABDL
_ *E 6D6RDQ .@M@FDGDV KN@CR RTBBORRETH.@X G@UDNAKDQ VIESEDTWLNCTKD OQHEMF
S5D%DUHBD 3DFHRBM@S\EGHR BNTKC AD ADB@ TRBKANTIRHMJIRDTW.NCTKD G@R ADDM

BNQQTOSDC 5GHR B@M G@OODM HES@ RS @ RNQHBME @MRIQ cKDREYHEHME® 1@Q cKD
VGDM DL@HAF HS SBDS TRDQR *MBBAKCTKDR @F@HM RDD{MRSIGESY GMC TKDRA

ANKTISNM
*E XNTBKNTC-HMIRITW.NCTKD HR BNQQTOSDC NASEGINOQRMIHEDNENCTKD [BIE) AX CNVMKNMICHS
CHOBRX EQ SGDH@F@Q@ $NLLTMHESV@QNQS@K NQ@SQTRSDC BETQ

$@MMNB@BG CDUHBEHRSE®&S VDA RDQUHBD

5GHR SNOHEUBIEDR GDKO VGDBOS"TSGDMEB@ SHROYDMSDGIEQD @BGHNMED DUHBIFERSAIENS VDA
RDQUHBD

$@TRD

5GHRDBHRSAIENS GAKDL SXOHB@WBBTQR VGDM XNB@QDBSDCEN BSE8V TRHVMRQIADMBE @

AQVRDQ NM @ L@BGH®&S SNDR MNS G@BHRVE @BBDREDSNVISDQMDS 5GEMS@SRS LTRS G@UD *MSDQMDS
@BBDRR SNI@WVSB @ SEBEX VIESED HCDOWEX BQHCDGEHBG DM@AKDR BKNTC BNLEHNWHE@ES NE *MSDQMDS
@BBDRROOQMSR CDUBBERSOIENS

NOTE: 4TEBHDMS @BBDRR LD@MR MB(® SEBHXE@BGHMD G@R @BERERASDOMDS GESBDQS ANMXKTIMC
cDV@KHLHSEPSIRIEMNS HMEDBS 'NQ CDS@HKRSRBDSTHRDMSRA SNOHBIHR STHCNTQ MDSVNQJ
BNMcFTQ@8/ LTRS RIBESS RS@SDETIRDMSR

5HO
5GD EKKVHMF DBQ®INEB88 NQJADMBG MNS SGD RSENM 7. BNMcQLFGES XNTREWSNQJADMBE) AQ/RDQ
CNDR MNS G@UD *MSDQMDS @BBDRR NQ HRWKNBIRQ@KX@RDRLEQD @BGHMF @ MDBDRREN)EIENDRS
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ANKTESNM

&MRTRS@S XNTAMEUS L@BGHMD QBW@RMBMBE SD ARVRDQ G@R *MSDQMDS @BEDRBFMIEF
CDUHBDRMRSEIES "KRN L@JIDRE®D S 63-R RODBHCDCEM]SDPTHIRDMSRA SNOHBEGHRFTHCD @Q
@BBDRRHAKGSE#®MS L@BGHMD @MESAKNBIDC AX @ MDSWOX{ RQROGKBNMCFTREE

SNMMDBHNM HRRTDR

5GDR @MRDUDQEERNMR VGX @ BNMMDBSNQ LHFGS MNS AD @AKD SEIRB@E@QO@KINBTFG 6D
*N5)TA .@MX NEGDL @K@SD SN HRRTDR NTHREEQQ@$SKNTCA4DQUHBD

'DCDQ@SDC HEBMENDR GUHRHNMHMF BGDBJ DUDQX LHMTSDR *E HSRIVNRIBEBJIVEEDMEB@SEO
S5D DMC NE®S BGDBJ HS SQEPRRSNEDS® THMEB @ SHED30J"TSGDMEB @ INRISR @ AKDCHRED OBDRR
®STQMR @ RTBBBRREBIENS RS@SRONMRD

$@MMNS BNMMDBGSBRKNTC

" LDRR@FD&@S HIB®SDR @ BEGNEBRYMDBSENEKNTC L@PPHILRODBH@KNMBS

4SDO  4DS GDBKNTC-HMJ SQ@MRON@BNBHIDT C-HMJ SQ@MRONQSHBMBIIFBKDUDKR @S KD@RS SN */&
:NTL@X RDSBL SN @M DUDM cMDQ KDUDK RTBG @R "*/&3 "*/&45 NQNFF@KSD cMDQ XNT RDS
35D KNF KDUBR INQ C@S@LEKNF QQTBDR

4SDO  $NMcQL E@S XNTQ CDUHBD HR DM@AKDC

+@MT@QX
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5GHR KNF HBI@ SESESH *N5 ) TA G@R AKNBJIDC XNTQ CDUHBD CTIBMINSRDMTBG $B@E

*M 6D RBPM B@OST@ANUD KD @ THMBESM RSDOBTRYM @M )551 3DRONMRD $NCD NE
RDDHMDR @MC  HMB@&SBF RTBBDRR 5GD DMNEMABBTQR NMKX VGDM @I85BNOS
DRS@MGED *N5 ) TA BNMMBBSV RDBMOR °

*E GHR HR G@OODMHMF XNTQ CDUHBD L@X@0 3 KBREEEDS AXGD /H@F@Q@ $KNTC CTD SN
RDMEMF SNN LTBG $B@H5S RNLD ONHME RGNTKC G@BDEUDC @M DL GHEEHRFGED 5B
CDUHBD G@R ADDM AKNBJDC

4SDO *E XNTBBDHUDC @M DL@HK BNMS@BS RDPONRSEEENTQ CDUHBMHRXGNHBNMMDEBSE
BKNTC OK@SENQD BM@AKDC

4SDO  *E XNTKEC MNBEDHUD @M DL@HK @ NICBNNWIMEMBGF ENQCScQREBID SNED BKNTGBR L@X
AD @ ORKDL VHSESD DL@HK @BERPR NM cKD 6NR BXRSDIN®@J VIESSRTOONQS SN 8DSNODQ
MNBcB@&SM BNMcFTIQNRE@ MICOM@AKD XNTQ CRUBIBERX SN BNMMDBS

"TSGDMEB@SNQ JDBRRKERSE
5GHR @BDR SNK@WM 2/9 RSEBSMR $NMEDQR RGNTKC TRIY @@DQMBQXDH/

*E XNTQ RIENTSOTS @OOD@QR @R BGNVM GDQ
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Figure 21. 4S@8M NTSOTS

*M @CGENM XNBQJI'TSGDMB@SDQODGBHR @OOD@Q @R RGNVM GDQ
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SNTAKDRGNMNE- HOF@Q@ $KNTC 4DQUHBD (THCD

XNTQ R$@ B! CNDR MNS GEIURPT HIT OTAKB OQHU@SD JDX OGEIONRESR 6RDQ ,DOASIES HS MDDCR SN
@TSDMEB@SD SRIB@F@Q@ $KNTC

5N BNMcQLGHR BGDBIBRDQ ,DX 4SRG@A NEB$DQBEcB@SD .@MG@FINE@ JDX V@M RR L@SBGEMF S
RS@SM M@LD 5GHR@KHDO ®KNVBQRD DE@BDC BHBKNTC?* @ MCWBSOGDMIOB@BHMF @MX
TMCDQRBRQHNED RSNV M@LD *E XNT CN MNSBIEIGR ENQ XNTANRE@STQ RSEB@MNIFSRSDQ
ADB@TRD HS CNDR MNEG®IDBBRR@QX JDEEERSENM HFERIDDVHS D BKNTC ATS B@MMNS
@TSDMSB@SD

NOTE: *E 6D JDX O@HQ HR LHRRHNMGDVEEMNES! RS@ GERRS@QSTBORR FDMDQ@SDR @ MDV JDX O@HQ
GNVDUDE5HR JDX O@HQ HFFMRIXDVHS &D BKNTC RBODSCDUHBD B@MMBEBMEB® SD TRHMF HS

ANKTEBNM

*E 6HR HR @ MDWREB@MS@BS RTOONQESNSD RFHRSAEN VESDHA@F@Q@ $KNIECDFHRSOEDS
CDUHBD @F@HM

"KV@XR JDDO @ BMSQ@BJTARSQHMNNS cKD NEDRSIENV OK@SESQISBNMS @HMIOKEB@SDRT:L@X
@KRN DWOSRBBHEB@SDRA/EHHQ OQHU@SD JBXFSRINGSL HV B@RD NEBEMEIMC 4SDE@MX DWONQSDC
JDXR HM @ R@ED OREBQ@PEBELOTR

*E 6HR HR @ MHINVHRE®ES! @MC @S RNLD ONHMS XNT DSIDNRQEESGD RSENRGRDQ ,DX 4SRGQX
HLON®BIFGDL A@BJ HMSN YBRID ,DX 4SRPRHMBGS$DQBCB@SD .@M@ED&D cKD BNMS GHMVB\RBS
JDXR GD @THMB@SNQ RGIVEABIYIDBS RTBBBRRETK

HOF@Q@ $KNTC 4DQUHBD CNDR MNS @SSBINDS BNMMDBS

*E XNTOFHRSBOXNTQ @BHB@SNQ @BOHYDC @ RTBBDRR LDRR@FD ATSDMEEXABNE) CNDR MNS @SSDLOS
SN BNMMDBS @ &@& HEDR) HR MN BNMcGINGELDRR@ FDGIMRSENM NTSOTS VGDM BRKNTQC-HMJ @ ESKD
KNF HR RDS SN "-- XNTQ CDDIHBENIRIRBNMMDBSDC

ANKTESNM
)DQD HR @M DW@LOKDNBEBRBR@FO@S RGNTKC @OOD® GNVHE RTBBDIKINE[11:57:26 26-Apr-24
EDT][cloudLink.auth.forge] Authenticated with the cloud identity provider *E HS CNDR MNS

@OOD@QIBDDC VBISD EKKVHMF RNKIG
5QX ER@MKFED30J"TSGDMIB@SHEDMIDM@AKD HS

1QN\WX RDQUDQUDHIF BNMMBBS

*EXNT @ @AKD INFERSOEDRSENV VBSGSDHOF@ Q@ $KATE SD RSNV B@MMNS BNMBDBEMMVIDBSNQ R
Connection State MDUDMHBOK@KERnected @MOED ".215 Q@MRORQSInection State MDUDGHBROK@XR
Connected SGDRL@X AD @ AKDL VHEBS&ED KNB@K *5 MDSVNRWR Q8E-R NQ &HED cQVA@KRDSBIFR
HLONRDC TONGDER SHNM

1QNAKDL

5GDH@F@Q@$KNTCADDBREIR 6M@ESMIB @ SDGIIX "BBDRR HENTSGHRGD OQWX RDQUDQ.OSR ENQ
BOCDMS@KR @MC @RJIR XNTNEND@DOQENMR ENQ IBEEIBSDRGIVHED F@ BRDQBTRS 4SNRGHR 8BDRR
@OD@SR HERPRDMSK @MC CNDR MNISHED @ VNQJ@AKBIRMKTS

*E MDSVNQJ RIDER DQDMEH RSNV EQBNMMDBSIF QIQDQKGSRSESDR@HMR B8R SMIFHRSBRS@SD
DUDM HEFERSEEMIDPNQSE®S HIHRIRIDI *E XN DBDHUDGIS]RTBBDRREKIBFHRIDE? LDRR@FD XNTQ
CDUHBD BRHRSDX) *EGD CDUHBBY, "TS GDMEB @ SNGKRESNVR [6MEHRSDTY' QFHRSAES B@MNINBEES
@TSDMEB@SM DMCONHMS

ANKTESNM

*E XNT @ QRHMF @V@Q RDQUBQ HOTHIR ERCDME@KR NQ @ MENBOK @ LDEVOQRDQUDMREGH
)SSO1EWX4DQURERUHBILEEDMDS QSICTKD @MC BNMEFRS VEIE OBQQH@ SDHRIFSBENQ XNRQ/RQ

RDQUBAD §D)SSO1FWX4DQUIQERBS SQBE
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/HOF@Q@ $KNTC 4DQUHBD (THCD SONTAKDRGNMNE-

3DUHDV VBXNTQ *5 @CLHMHRSQ@SNQ XNTQ *MSE(YMDE BN ENI PESS TO CDUHBD HMSDQMDS @BEDRRA HM S
FTHCD RODBHKRIGRAIHMF @Y @K@BBDRR @MCGIEBESDC SQ @MSIIIX @BBDRR 5GHR HR @ BNLLNM

OMAKDL VHBSMDSVNQJ RDSTO DRK®BIN@EX GD @RIMKBSDC BNQONQ@ SDHIMEK BIRSVNQ.J RREBRIS)
S5D QPTHRDMSR HEHR RBBB/ @DS AX SD *5 MDSVNQJ BNMcRTIQ®S
".21 AKNBJDC

*E XNT @ QRHMF ".21 @R XNTQ SQ@MRONQS XNFHREIIINTQ @B @ SEMC XNTIERDDHMES
BNMMDBSNQ RS@STR R&T@dgHEbnnect  HS L@X AD ADB@TRD ".21 HR AKNBJDC NM XNTQ MDSVNQJ

Figure 22. H@F@Q@S$KNTC4DQNBBIMDA ENQ ".21 AKNBJIDC

5N BNMcQL KNNJ @B BSHEMNV NTSOTS @R @ BNNWIDBBDL 4DSEBKNTC-HMJ SQ@MRONQS @LPO
BKNTC-HMJ SQ@MRON@HMBBBIC-HMJ @RISFR SN "--
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Figure 23. 4S@8\M NTSOTS ENQ ".21 AKNBJDC

ANKTISNM
'NQ @ Q@OHC RNMTRVHSBG SN ".21 NUDDAENBJIDS AX BG@MRHMRESEIF HEBH@F@Q@$KNTC4DQUHBD
5Q@MRONQSR. 5 Q@MRONQS

*E XNTBE@K V@MS SN TRD ".23QX VNQIHMFVKISTQ *5 @ CLHMHRBOFNELMEXCH MDSVNQJ RDER SNKEBK
S5HR RSNBNK

'NQ LNRS HMSDOQM@K MDSVNQJR ".21 HR AKNBJDGE AKX CRE@E TOUHBIERNMBSVYNQJ MDDCR SN TRD ".21
NUDQ BA4NBJIDS

$KNTC A@BJTO BG@MMDK HRRTDR
8GDM XNT TOKN@C A@BJITCRSNS @Q@ $KNTC 4DQEHMEIEER HM MDSVNQJ ODQENQL@MBD L@X B@TRD HRR

*M 6GDRD B@RIG® BKNTC A@BJT® FEKIK @ MCNDM DRR@FD RHLHKGEEMKS HMF WHRGNV HEDER SHENMV
KNF

'@HKDBC "0Q 1= +NA '@HKDC

|@UKk@NH MEILD&WBDMM@ U @ HIS BNMEINDREWDBRSI&WBERE |@U@ MDS 4ANBIDNES&WBENBIHEDNTS
@S BNL SGRACBKNTC-HMJ @ YKO "YTO#KNAOTSOTSBEN BKNRI T#KNAOTSOTSBED. QU@
@S BNL SGACBKNTC-HMJ @ ¥KO "Y TOH#KNA'HKD60OKN@®GDAC@ CN6OKN@TT@#KNA'HKD6OKN @DD@
@S |@U@ RDBTQHSX "BBNRRENHQRUHKDERUD .DSNC
@S BNL SGRACBKNTC-HMJ @ ¥KO "Y TO#KNA'HKD60OKN@RBQKN @CT@D#KNA'HKD60OKN @D@
@S BNL SGRACBKNTC-HMJ cKD 'HKD60OKMIRED@ TOKN@BKDE60OKN @ @@
@S |@UEBKBNMEINR$SNLOKDS @ AKDOTBVIRSGDMS$NLOKFBD OKDS @AKD T3 TQU @
@S 1@UEK BNMEIN®RSNLOKDS @ AKDI6WMEI8GDM$SNLOKDSDRX'BGNLOKDS @AKD TS TQU @
@S |@UEK BNMEIN®RSNLOKDS @ AKDITSNOKDSINIMDTMNLOKDS @ AKD TS TQU@
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@S 1QU@ KQU@STEIGR@C IQU@

$@TRDC AX 1@ U@ ENMEIREWDBRS&WBENE @U@ MDS 4NBIDSES&WBEEBIHEDNTS
@S |@UE@K BNMEIME$SNLOKDS @ AKDIT@INQS(LOKDS @AKD TSTQU@
@S |@UE@K BNMEIMR$SNLOKDS @ AKDIEITSNLOKDS @AKD TSTQU@
@S BNL SGRICBKNTC-HMJ @XRQ "Y T#KNAOTSOTSBREN BKNRD TD#KNAOTSOTSEEL. |@U@

LNQ

$@TRDC AX @U@ MDS 4NBDDSS&WBENBIHEDNTS
@S NJGSSO HMSDQM@K GSSO@SCSHEDLFHLDNTSIDVHLDNTS&WBERSESO 4SQ@L JS
@S NJGSSO HMSDQM@K GSSO@BSCSHENLHLDNTHWHS "MCSSEESLDCOTYSSO 4SQ@L JS
@S NJGSSO HMSDQM@K GSSO@SQ@SEMFAHMHS'Q@LJBSO 4SQ@L JS
@S NJGSSO HMSDQM@K GSSD@SQ@SBMFAHMQPHIBSO 4SQ@L JS

4HMBD @ BKNTC A@BJTOREBNM)@AO@RD GD DNHRA@BJITO cKD HR MNS REBIMIBENTEC RDQUHBD HM NMD
@PTDRS ATS GEBRAKHMSN RDQIC@S@ HSINITB®KBJIR 5GDRD AKNBHD@@DMS 6B 8KNTC HM
LTKSHOKD TOKNEPCMRSR 5GD COEEKNBI RHYD HR LDF@AXSDR ATEBRREBIR HR SNRCK@Q@C MDDCR SN
AD QCTBDCSolution 4DS 6D AKNBJ RHYD SN LDF@AXSDR

4DSBMF BKNTC A@BJTO RHYQ)BADS/IBG
5GD EKKVHMF RSDOR CDRBQHAD GNVBBKROEA@BJTO AKNBJ RHYD SN LDF@ANGIDOMEG

4SDO  *M8 NQJADMBDWO@NMIQF@Q@ $KNTC 4DQBHEEMMDKR@BIT@MC CNTAKBERKNMGH
$G@MMDK $NNBAH_ONMDMS SN NOCBMG @MMDK $NMBBIODQSX RGDDS

4SDO  3HFGSIBBJ NM $G@MMDK $NMcF @MC IRIMRBS4KNS 4GDDEVIGD ONOTO LDMT
5GD4KNS 4GDDBDV NODMR

4SDO  3HFGSBBJ @MXVBBPOGED 4KNS 4GDDS UHDV @MCEDAKBERL SGD ONOTO LDMT
5GD"CC 4KN¥YHMCNV NODMR

4SDO  *M 8D"CC 4KNYHMCN\DMSD@ploadBlockSize ENQame
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4SDO  *M 6D'CC 4KN¥HMCN\RDKDB#hja:Integer ENQype @MCBBD, SN R@UBCBMDV RKNS

4SDO /@UHF@SD A@BGSREOMMDK SNMIRIODQSX RGDDS @MEIRD@KTD GE BIDVKX @CCDC
OQODQsKloadBlockSize SN LDF@AXSDR

4SDO  $KHBA@UBMC DWDBTSD BDE@H@BJITO INBX HES#@BJTO $G@MMNKBHBRKCDQ SN L@JD @
BKNTC A@BJTO

8 NQJ@IQMC ENQ ZHBENQX CBGNNRDQ HRRTD

5GD EKKVHMF RSDOR DMR@S XNT DMEDBSIQBS ENKCDGERGBSEXClude Folders ~ OQODQSX NBLS
$KNTC #@BJITO HEBNLONMDMS

4SDO 5N $D QHFGS GIBEclude Folders OMODQSX RDKGBSISBNM
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5GDOQC VHMCNV NODMR

4SDO  *M 6DOQC VHMCN\BKIBJ NMG® ENKCDQ HBNM SNOIREHIESNQX $GNNRBRCNV

4SDO /@UHF@SD SN @MC REKXBRECOES XNT V@MS SN DWBKTCEB HINDRBRER
5GDOQC VHMCNV HROK@3XR BDKDBSDC ENKQ@ DY/ @ LOHile:*myFolder VGDQ myFolder HR

5D HMSDMCDC DWBKTCDC ENKCDQ M@ LI5S HRUI@RTD HRIMBSBNDII RS BG@MFD HSIDIPNQ
ENQED $KNTC #@BJITO 4DQUHBD SN DWRK BGDAGIBITO

4SDO 5N BN@BSGHR BSED ENKCDQEHIOK@BHGIF KD @KIF BREY VHG &D OxW'shared/
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'NQ DW@LOKilz:*shared/myFolder

4SDO  $KHBD,
5GD BNQBS ENKCDERFDIC IBDEXcluded Folders KRS @ MEKWIKDWBKTCINC BRNTC A@BJTOR
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Chapter 6. Tuning

5GHR RBB&/ QQHCDR A@RHB AMITDENQ STNHBKFEF @Q@$KNTC4DQBHBIEDH @F@Q@ $KNTC 4DQUHBD
ED@ITQ

Tuning Considerations

H@F@Q@ $KNTC 4DQ@REBIDRHFMDG WBRRNMR KD@RMDGEHFR Q@ $KNTC )NMBOAMKDMBD %QHOIRIQ

VHE FQ@SDQ JMNVKDCFOGINB@O @ISBR @ MICHSKNSVIR NELBBKNTC OK@SENQLR SN VGHBG HS LHFGS BNMMDBS
HOF@Q@ $KNTC 4DQ@RHIE SDC SN LHMHIGLY MELADQ NERJTHIT BNMcFTQ@S! NBSMR SN NOB® RDS

TO D RDQUHBD GIGS@RNMBR L@ X MNS AD L@@KBFR SN BG@MFD ENQ LNRS TRDQR 5GHR STMHMF FTHCL
SNTBGDR NM RNLDMNEENMcFTREIB NBSMR @MIRBTRRDR VGDM XNT LHFGS MDDRSEI@C

Individual Stack Components

.NRS NE GD OHDBDRGHIS@F@Q@$KNTC4DQ@YBIHNEICT @K DM@AKD d@PR BRNSAD RDO@Q@SDKX DM@AKD!
NQ ER@AKDC *M LNRS B@RDR XNT RGNREAKDIZMX O GEXSRINEFIBD @R LNRS BKNBEG@ORKDODMC

TONM ®@K@S@RB@® ADHMF HM OK@BD )NN®U@® AD D@RHIMPENVOIRD IARDL VEES@M HUEHCT@K
BNLONMDMS HE XNH@AKID SZISDQ BNLONMDMER SV O @GDE KEIESD BNLONMDMS TMCDQ HM®BIBRE

%N MNSHR@AKID BNLONMDMS R TRDGRX@RODBSGIFIRDF@Q@$KNTC4DQUHBMDH M U DS F

/HOF@Q@$KNTCADQUHBD

4." &WOHQ@ISIM .NMHSNQ

5GD CDE@BNMcFTQ®IS! ENGHR BQDQSX HR SN V@QM XNGREINES 4NESV@@HMSDM@MBDDEQMS

4" G@R C@XR NQ KDRR@HMHMF HM HEFOD@KNC 5GHR V@R SIEGDDMERF HLOKDLDMBSIBISATS HE XNTQ
NE@MHWEE LHFASRPHIN@ KNMFBIQISSN GBDRRIEDMRD BG@MFDR XNT L@X VHR@REEHRBEN @UNHC
RDQUHBD HMSBRIQ TRISDGER B V@QMHMF NMKX @O GERERIENM B OKIB@SM YBBINQTSOTS RN ENQ @

MNBcB@EMEDS B@M AD RDMS DYSSRINIER @R QL 4NBD *“MEBNMCFTQ@S @U@HK @ AKBUENIXGEIDK
@®@BHOHDMSR UH@ DL@HK NQ LNAHKD OGNMD

"TSGDMB@SNQR

30J"TSGDMB@SNQ )NMDKVRED 1K@SENQL
5GHR @3B @SNRUMEDR @DBIBASM SSBNMDXVDK'NGD OK@SENQL TREIMEK@SENQL L@MC@SDC 31,
&WBG@MFD NUDQ 5-4 5GEDEHES@SNQ BRRIQCFTT VHS &D HSDLR XNTRMRDC RTBG @RGK@SENQL SXOD

@MC BNMMINGS 63-R 5GDHEDIQMS BNMcFTRI@ER MDDCDC HEXIMS OK@SENQLR @ WM& DIMUSRIR Q
OQUHCDC AX ROBBBE@IO@KDSSDR

5Q@MRONQSR

5GD CEDQMS SQ@MRONQSR BNMS@HM G@B®ADDARQPRMNLLNM [STMHMF O@ Q@ HEBRRNI SRDQQHDR
@MGKHSR )NVDUB® LNRS B@RDR XNT RGNTKC MNS GI@8GEHROD® Q@LDSDQR GFESRG@UD ADDM
RDKDBSDC SNHNESIEEH A@QMCBBAR@FD 5GD@N@ EDV HSDLR SN MNSD @ANTS SQWDIRERNRS 0Q

SNLLNM OONODG®DR
Message Retries
5GHR \{HEM@AKD SNMMBPBB/ SN ARAQRS @8R LHMNGIERGDR@S 8Q HMUHCT@K LDRR@HACER@M

DWODQHLDMS GHF-GDQ U@KTDR HE XNT D [(THIS/BIUNVEGDBSCQR NQ KNVDQ U@KEGDRIBIS®NQJ
BNMMDBSHSX HRODRIISCRK @AKD

Compr ession

5GD BNLOQRRHNM BGNHBD HXHOGEBKIcDCAX BKNTC OK@SENQL HNDRSDD HR @M NRF VGBBQ
SN TRD BNLORRHNM NQ MNS .NREINE@S@ LDRR@FDR REHF@&Q@ $KNTC 4D@BBBIDUD GHFG
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BNLO®@RRHNM Q@SDR RN HE HENNREREDSBRISITC OK@SENQDBML HBMCDC SN TRD HS

NOTE: .DRR@FD RHYMDHSRIGIE BNLOQRRHNM RN HE XNT STOMRBNHNXMENED L@WHLTL LDRR@FD RHYD
L@X MDDC SN ADT@®SDC 'NQ DW@LGHID*'R5)TA G@R @ L@WHLTL LDRR@FD RHYD NE  GDABG@®MMDKR
S5@S TRD HS G@UD @ COR@ DRR@FD RHYD NE .# 4N HEBRRIM HR STQMBOMEGD L@WHLTL
LDRR@FD RHYD MDDCR SN RBOIZCNVM SN #

Message Thr ottling Limit

ANLD BKNTC OK@SENQLR L@X SIGHIE@EBEMTLADQ NE LDRR@EDFEB @M AD RDMEVERD EQ@LD *M
@CHSNM BNMMINEE NUDQ @\NW@QQ@QDSDQ A@MCVEBNMMDIBEV L@RBTHKLHEVFGD C@S@ dNV
Q@SD 5GHRIB \HHB@ TRECAH@F@Q@$KNTCADENJEBISKED GD MTLADQ NE LDRR@FDRBRWVEESSHR
SQ@MRONQSHRINMTLADQ ODQ RDBNMC 5GHBEMRVEGERENYMC VGDKB VHMCNV HRESR SQ@MRONQS
VHKRHLOKX O@TRD LDRRE&BD@ROK U@KTD NENHEB @SDR GRSHMF

$G@MMDKR

&@BG BG@MMDKIG@RI@DK $NNKDBS VGDQNRS STMHMF O@Q@ L DSBYRS@PIMDC " BHIBDRS NE

HOF@Q@ $KNTC 4DQEBRBBGNTKC MNS AD LTBG STMHMF MDDCDCGD B@E@RED BGNRDM SNHNIGS' D
BNLLTMHB®I!SM ENQ LNRS RBDM@ QENERRETBEQV BNLLNM BNMcFHNEINABSMR ENQ LNRS BG@MMDKR $G@MMD}
VHG BNMcFTQRIM GQDEHR ADXNMNEDSBNLLNM NMDROARRBTRRDC MDWS

SNLLNM OQNODGIDR
Channel Queue

5GHR PTDTD GNKCR LDRREERREMSENES @MMDK 5GD PTDTD RHYD B@M BD BNMGFRQ LINRQ

EDVDQ LDRR@FDR *MSNMI®D PTDTD VDHFGS B@M AD BRRICEER SQ@MRONQS K@XDQ TRDR @ VDHFGSDC
QITMCIAHM @ DI@BG SN @BBDOS LDRR@FDRGRHIBIBHYDHFGS NM NMD PTDRB@IRD HSR LDRR@FDR

SN AD RDMS IINEQPTDM& G@M LDRR@FBR ESEDQ PTDTDR 5GHR L@X AD TRDETK HE XNT MDDC SN DMRTQ
@S BDQS@HM LDRR@ IS XHR GOFRRPKS \BHSQHNQHSX NUDQ SDKDLDSQX C@RELIDMRIMNS Q

SN LNGIEXGBRD 0@Q@LDSDQR TMKDRR XNT G@UDG&DSIMRBMDITLHRR@BRREMF GDKC TO AX KDRR
HLONQS@MS NMDR

Max Message Size

5GHR RODBHEDIRENRS LDRR@ EEE:H BG@MMOKRBIMC *M FDMDQ@K A MEWRISHYDC AX EDVDQ
K@QQ LDRR@FDR@ AX LOMX RUMRR@FDR BN RHYD HR FRXIRRIQK

SNLL@MCR

5GD$NLL@MCRBG@MMKNGR BNMcFTRSNES HMUHCT@K BNLL@MCR JMN®M RXFESDL KKBNLL@MCR
B@M AD HHIEICK®RM@AKDCHREBAKDC 5GD CHHRDKI@AKDC @MC HSBARIMNEIDC SNHR@AKDE
TMKDRR XND @QDBHREE@UHMANAKDY VES@ BNLL@MC 4NLD BNLL@MCR G@ HBEME@K BNMcFTM@S
O@Q@LDSDQR

Application IDs (Honeywell Forge)

5GDR @MHRNLD @ OdB@SM HCRES MENMcFTIT HVGBSNLL@MCRBNMS @ HBE@S KK NQFD
@OGIBE@SMR SN RDMC BNLL@MGR RXBSDL 5GDRD RGNTKC MNSHIDCNC

Write Commands

8 QHSD BNLL@MCR G@UD @ ORE®MPKSX @ MANNEEEBSKHXD TRDC VGOBMDB @BHIF @ GIBIBSM G@R MNS
OQUHCDC NMNT:B@M @RSGHR NM D@BGNE/QHSD BNLL@MCR SN BNMaRVQY QHSD RK\ATKG @KLIC
Command Queue

5GHR PTDTD HR YGDMBNLHMF BNLL@MORENIE SN @V@HS DWIDIBTSSDM @ BNLL@MC BNLURDIRIED
BKNTC HS HR DMPTDTD G ERRIENEGD BNLL@MC HFSQQMDC @RXWBERKX 5GHREENQ BNLL@MC
DWDBHSIM SN MNS GNKGDQRBONMRG@S HS VEDEUDC

)IDE@QAD@S

5GD)D@QD@BG@MMDK RDMCR @ LDRR@FD BDHIUENGIEESS RXRSDL HAKRD®K HS HR @M@KNFNTR SN
5D JOHMF” LDRR@FD RDKEZH@ C@HUDQR 5GD CHE®TRMBX EXBHIR GDADESS LDRR@FD HR LHMTSDR
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ATS B@M ADIGRSDC HE MDDCDC *S VNTBBNADIOMCDC SN RIBFHER @R GHFG @R ONRRHAKD GDAREISN S
OK@SENQL R MDDCR ENEXHNIVEB@HKDC RXRSDNWHEZRIFEIDQ@KTD @MC BNMRTLDR LDRR@FHEEF A@MCVHC

JHRSNQHDR

5G D)HRSNQHER® MMDEERGED DWONQS NE GHRSN.HSDREF @ GBRSNQX C@S@AG@RBKIWE OK@SENQL
5GHR HR CNMB $KITC JHRSNQX &WONQS $NEIERERS BENMcFTT VHS @M DWIHENIEHED SQHFF@IC
BNMS@HMR® KE GHRSEIQEDRS $NME@R BNMcFTIT HMGE$KNTC )HRSNQX &WONQS . @NHORBEDQ
GHRSNQHDR B@RBRBUIT)@MC @RRHFMDEGNQS $NMcRR HMBKTCDC DWBKRCBGEQSN &WONQS
$NMcF

.@W $NMBTRQRIS &WONQS &\WDBIFS

*E GD'TSN &WONB& DM@AKDC HS DWONQSR "-- GHRS IRSEESY HIWNEBDOSENRIES@ S M@ CCDC SN HSR
DWBKTRHMBKBGDM XNT DM@3® 5@JD RTR@S XNT G@UD DWBKTCEMM@MNE CN MNS V@MS RBEIS SN S
BKNTC OK@SENQL

0SGD@NMcFRTRD @M HMBKTCIN@BG®®@N XNT MDDC SN @RRHFM @ GESBIMMcENENQ HS SN AD DWONQSDC
INSD S5@S @ GHRSNQX B@M AD @RRHFMDC SN @S LNRS NMD BNMcF

CAUTION: " UNHC C@S@WH®RBM NT B@M @RRHFM @ GHRSNQX SN @M DWONQSHBNIV @ S @BRIOBDQEBKTCD
HS HEIBTSN &WONQS $NMtW E@BS @S HFDRSMIFK)DBNLLDMCDC BNMcFTERI@S *EB' TSN &WONQS $NMcF

HR TRDC HMHBE® SRETK@WONQS $NMcRRT RGNTKC L@JDIRE®S GHRSNQIGDRWIINDS $SNMER
DWBKTCDNIESGD'TSN &WONQS $NMEF @UNHC C@S @BESM HECEBKNTC OK@SENQL

NOTE: )JHRSNQHOR'S @RNTEDC AX ONHMS@ S QWVBKTCDRLEEED BKNTC RDD INHMSR  &WBKOKNHMSR
@QMNS HMBKTCDC ENGQIRMKIBESTRDQ HMSDQE@BD 5GD GHR$BSIAR WMIONQSDC DGDIBHESNQX BR HM S
&WONQS $NMcF

5GHR FNUDQMR GNV L@MZ@NIDIRED CR WHXD TRDC SN DWONQS GHRSNQX C@ SIEEERANIR LTSN
5D MTLADQ NE DWONGSKEDRSS @TRDC VKIRKY SD DWONQS SHBORC LNDPTHBIKX ATS L@XS@W S
@RNTEDR NE BBRGED F@SDV@X GRENMMBBS A@MCSEHC

.DRR@FHMF

5GDR @MHMN RODBHcB BNMcANY@EDGHR HFDDRR@FHNEG @MMDK ATS HS ERMSIRESAS HS TRDR
LTKIHOKD SQ@MRONQSR ADB@TRD HSIHRHRRONXINESR ENBNDNMICHCT @K LDRR@FDR

.NCDK

5GD.NCDKBG@MMDK TRDR RDUDQ @ KHENW FOQ@ESR SN BNMSGNY LNCDK HMENINISR BB DC @MC
RDMSNT B@M BNMSQGEEDQGD LNCDK cKD HR RDMBEKRTC @MC BENE@ BNOX NE HSIHRKRMENEK
*M @CEBNMGED RS@STRAEKBDRRHMFGIE SNCDK HMENQN@ B@M AD RDOM :BD@RGNTKC MNS MDDC
SN @TRSGDRD O@Q@LDSDQR HM LNRS B@RDR

Cloud Id Export Policy

5GD$SNLONMDMS&WONGRIEKNVRED DWONQS NEHRS@BSILONMDMSR SN @ LNCDK RDQUHBD 5GHR B@M AD
BNMcFTOC VHS @M DWIHINEHED SQHFFREENTFG HM LNRS B@RDR LNCDHRRKMEB) HR @ L@MT@K

@B8\NM CNMD NMBD BXRSDL HRQIOMDKX BNMEFKT @MC NMBR@ SDCGEERHSD RXRSDL BNMEFNIQ@S
BG@MFDR

_ Scope a HR TRDC SN BNWASQGIEBNLONMDMSR @YONQSIMLEQ

_ Component T ypes a HR TRDC SN HCIEWSD RSHNM SXODRES \WHXD HMBKTCDGBIMNEDK
HMENQH®&IB DWONQSDGISRKNTC OK@SENQL
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INHMSR

5GD1INHME®E @MMDK DWONGBRASBIE@NHMSRENEKNTC OK@SENQL *M L@MGB@RDRBORIMF @
C@S@B®Q RHLHK@Q SN GD@SSNQHERAMMDKUNEIDR ATS HS HR @ RM@ORBRSHIESR U@KTD *S BNTKC
AD TRDC S®QTBDGD GHRSNQX C@S@A@RD RHYDVMRS@BWIBKI TFG HS CNDR MNS MDBDRR@RHKX B@OSTQ
DUDQX BG@MFD NE U@&DIDEHRVE R HMRS@MS@MDNTR UK @SHREGEBISVONQS 5GD ONHMS DWONQS HR
BNMSIEDC VBINHMS &WONQSBHERDBG ONBX RODBHCDR ONHMSR SN BO FRMIS@EDMBX @S VGHBG SN
DWONQBEC@S@

Custom Point Queries

5GHR cDKC HB@MIRS5@S RODBHCDR VGHBG OKAMERWINQSHNT B@M TRBHR SN S@ERMRS NE
ONHMSR RODBECB B> ONHB X

Excluding points

.TKSHOKD GIBKIDR B@M AD TRDC SWBRQSFQ@MTK@Q BGNHBDR HM VGHBG ONHMSR SN DWONQS @MC MM
INHMSR B@M AD DWBHRICEEDHIWONQS TREIRMB DWBKTCIEF

Max Concurr ent Export Executions
5GHR FNUDQMR GNV L@ME@NIDNIERED CR WHXKD TRDC SN DWONQS ONHMS C@S@® SOHERND SN

5D MTLADQ NE DWONGSIENRSS BTRDC VK@KV SD DWONQS SMBDRC LNDPTHBIKX ATS L@X S@W
5D QRNTEDR NE BERED F@SDV@X GRENMMBBBEI A@MCHEHC
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Chapter 7. Appendix

5GHR REBS/1 QQHCDR RTOOKDLDMS @ QXHHWME IEDLEEK GHNHMEERIGHBR

SNMcFTQHMEEB RSENV SBDHUD BNLL@MCR

5GD $KNTC"TGDMIB@ASM4BGDLD VGHBG HR @CCDC HBEKEDS RSENR\"TSGDMB@&SM4BGDLDR MNCD HR
@PTHIZ SN BNMcHIT @S KD@RSSRIBRTRS. @ OOHWMPFVIRDTRS. @ OOHAINEONMDMS

NOTE: 'NQ RTBBDRRETK BNMEMNMP@NT MDDC SN G@UD @S KID@QBFIRBI@OOHUFVIRDTRS. @OOHMF
:NT B@M G@UDDLE@M NMD @MC XNT B@M G@UD @NMRNBNXXAM@E S EMNEN DM@AKD XNAQRRS® S
@BBDOS SNJDNIR&K CDRHSNIDM RIGHCDQR

"CCHMF @ $DQ$RS.@OOHMF

5GHR §BDCTCDRBQHADR GNV SN @ CC@BB@IBOHMF SN BNRE@S

Prerequisites:

5GD OTAKB BOEB@SD NE XNTQ SNNDNCDQ

5GD $KNTC"TESDMBE&SM4BGDLD HR@BRQHMRIB@ K

5GDBKNTC-H@@KDSSD HR NODM

4sDO *M &D/@U O@MD DWCGIBOWIHBDRK@SENQL4ADQUHERFS. @M@FDQ4DQUHBD
4SDO 4ADKDBSB6RDQGTRS 4INEXA

4SDO  $KHIBIGD*LONQSBTSSNM

4SDO  #NVRD SNGD KNB@BI NE XNTQ SNIDVHIDQ R GIBABOEB@SD cKD @MC NODM HS
4SDO  &MSDQ @NIE@RERSD BDREB@SD @MBEBK

4SDO  *M6D/@U 8 DWO@MSGDMIB@&SMADQUHBLISKNTC'TSDMIB@&SM4BGDIENLONMDMS

4SDO  'QNL SGDBKNTC-HR@@KDSSD C@BSBTRS.@OOHNEONMDMS NMSEERTRS .@M@RDND
TMCDG@S$KNTC'TSDMEB @SM4BGDHNMGED /@U SO

4SDO 0ODM SD1IWODQSX 4GLBBYV NNEB MDWDQSSTRS. @ OOHBNEONMDMS
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NOTE: 5GD @00 *C U@KTIPRR ENQ $DQSRS.@OOHMF SN VNQGENQCEB@SM *%

4SDO  *M 6DAppld cDKC DMSIBEDSBIMDXVDK'NGD @ OGRESM *%
NOTE: " U@HC U@KTDRRHIT ENGS L@OOHMF SN AD RTBBDRRETK
4SDO  *M SDExpected Jwt Issuer cDKC DMSIBDI@KTD GB SNIDM HRRTDQ JHRR" cDKEXSSIEB @K
NE SD TRDQ HGIBKNQHCDQ
NOTE: 5GD U@KTD EMIBEIDM HRRTDQ JHRR” cDKC LTRS ISMHIDOQELS %DUDKNODQ *MSDFQ@SNQ
CTQHMF $BQB@SQERS .@OOHMF BNMcANR@S
4SDO  *M SDExpected Jwt Audience ~ cDKC DMSIBDSI@KTD GBE SNIDM @DMBD |@TDKC

#X CDE@TKS HRPF@Q@ $KNTC 4DQUHBBHR L@X AD BG@MFDC SN GDIRGKT DRRMS HM
S5D +85 ENQENRD GIQHCD@RES CN MNS G@URX@BEVKFTQ@AKBIMBD cDKC 'NQ DW@LOKD
4@KDRENQRQODMCRED 4@KDRIENQ OBB@SM *C MNS SN AD BNMETREED)MADXVDK 'NGD
@OGB@ESM *C NMEDIDTHDMBD

4SDO  *M &D Certificate Alias cDKC DWO@®EE SQOCNVM @MC RDKEIB @i R NEDSBDREB@SD
L@S V@R HLONQSDC @ANUD

4SDO  4@UBDQSSTRS.@OOHMF

Result

$DQBCcB@SNTERS .@OOHMF HR MNV @U@H K@ AIE@WIEBFSBNMPDETENEBDHUD BNLL@MCR
"CCHMF @ +VIBBRS.@ OOHMF

5GHR OBDCTRHCDRBQHADR GNV SN @CQFRIRB®OOHMF SN BNRE@S

Prerequisites:

63- NE S5D SNJDM HRRTDQR JDX RDQUHBD

5GD $KNTC"TESDMEB @SM4BGDLD HR@BRQHMRIS@ K
5GDBKNTC-H@@KDSSD HR NODM

4sDO *M &D/@U O@MD TMUJBGDMB@&SM4DQUBBID @NICSGDMIB@SM4BGDLDR
SKNTC"TSDMB@ESM4BGDLDSQTRS.@M@FDQ

4SDO  'ONL SGDBKNTC-HR@KDSSD CHIRETRS. @ OOHBWEONMDMS NMSREQTRS . @M@ KNTD
TMCD@GE$SKNTC"TSDMBE@SM4BGDIHMGD /@U 8@

4SDO 0ODM SD1IWODQSX 4GBV NEB @CCHVIRBTRS. @ OOHAMNEONMDMS

4SDO  *M G6DAppld cDKC DMSHPHBIMDXVDK'NGD @OGIB@&SM HC

+@MT@QX



/HOF@Q@ $KNTC 4DQUHBD (THCD "OODMEIW

NOTE: 5GHR U@KTDMRIXE

4SDO  *M 6D Expected Jwt Audience cDKC DMSBD Y @KTD GBE SNJDM @IBB/BD |@TcDKC
#X CDE@ETKIS HRRF@Q@ $KNTC 4DQAIFBBHR L@X AD BG@MFDC SN IGRSEGKI DROMS HM
35D +85 ENQGINRD QIQHCD@REES CN MNS G@QURXBEVKFTQ@AKBIHBD cDKC 'NQ DW@LOKD
4@KDRENQQODMCKED 4@KDREN@ OB@&SM *C MNS SN AD BNMETRERDYNMEDXVDK'N@D
@OGBE&SM *C NME&DID THDMBD

4SDO  *M 6D Expected Jwt Issuer cDKC DMSIBDY@KTD GBE 8lJDM HRRTDQ JHRR” cDKCKXEIHB@K
63- NE S5D TRDQ HGISKINOQHCDQ

NOTE: 5GD U@KTD ENIBSIDM HRRTDQ JHRR” cDKC LTRS ISMHIDOQRQXES %DUDKNODQ *MSDFQ@SNQ
CTQHMF +VIRERS.@OOHMF BNMcARQI@S

4SDO  *M &D Jwks Endpoint cDKC DMSD $3- NE 6D SNIJIDM HRIRTIDX RDQUHBD
4SDO  $KHBA@UBN R@UBS+VIR®TRS. @ OOHMRQURSX RGDDSIRIBRS

Result
+VIR DTRS .@OOHMF HR MNV @U@ H i@ ARSEENIERSBNMBOETENBDHUD BNLL@MCR

"ANTS 3NKD . @OOHMFR
3NKDR @TRDC SN RODBBEX@EHQHHEE SN REGBSENTEDR ENQ 4XRSDL $NLL@MCR

5GD QKDRE®)S @@ TENQHYDCGEIVMEKNTC QGHEESM @DBNMS@HMDGHREBTQHSX SNIJDM RR@SIXRSDL

$NLL@MC 5GDRD @M @ BK@HKDB@KNTKDR VGHBG HR @ BNLL@ RDOGRI@IEBDWS RSQHMFR 'NQ
DW@LOKD BKNWKIR $KNTC3NKD "CLHM $KNTC3NKD 00ODQ@SNQ 5GD 3NKD .@OOHMFR BMHORNRIEMS OQ
V@X SN L@SEBDBKNTEKDR SN @B3KDR QK33 RSENM 4N HEDBKNTGKD HR $KNTC3NKD 00DQ@SNQ HS B@M
AD L@OODC SSI3RKD NE $KNTCOODQ@SNGQINRSENM 5S5GDRGNTKC AD NMRIL@OOHMF ENQ D@BG BKNTC
QKD BNMS@HMDC HM XNTQ RDBTQHBX&SRIDNMD@KNKDEB@M AD L@OODGIR@LD REE@NBD HE
MDBDRR@QX

OMBD BNMcFD@ &D RSENM HRAX X SNEPHUD BNLL@MCB &S RODBHcDC BKNKDR)

NOTE: : NT MDDC SN @CC NI Q@OOHMF ENQ D@BGIRRNBNMI@HMDC HM XNTQ RDBTQHB)&ESRIDNMDNQ
BKNTONED B@M AD L@OODGBRE@LD REEMNBD HE MDBDRR@QX

4S@MCEQD BNMcFTIE QKDR
5GD 3NKD .@OOHMFR BNLONVDESERSD RS@MCREESVWNBEDR @R @ BNMUDMHDMBID HENROGRRQ

$KNTCOODQ@SNQ @MC $KNTC"CLHM

#X CDE@' 0 @BG BKNYKOHR DM@ABRMC G@R UHDV@AKDBEHDRR@DS SN MNMD 5GDEDEETRR ENQ
35D ODQLHRRHNMIDRENBDR @RGNVM HEDEKKVHMF S@AKD

Standard role name Default permissions
$KNTCB6RDQ Q3
$KNTCOODQ@SNQ QVH38*
$KNTC"CLHM QVH38* QVH3 8*

5GDRD B@M BDNYDC HE MDBDRR@QXKIME@M AD@QDC ENQ TRG $BSSNKD .@OOHMFR BNLONMDMS

5N OQUDM&BRD RS @ G@QEDPRNEQADHMF B@SDC TONM RS®RS@QS TOAGRIESDQReassert Missing
Standard Roles ~ HMGD 3NKD .@OOHMFR BNLONMDMS SN E@KRD

5N @BR@SIEHRD RS@IC@EDPR ROFDEOODQReassert Missing Standard Roles HMGED 3NKD .@OOHMFR

BNLONMDMS @ 5GD RS@MC@RDR \KHD B®SDC TONM RS®RS @ QSD'RS@MT @RDR M@R@CX
O@RDMS HBDSNKD 4DQUHEDX YKKINS ADQK@BDC

+@MT@QX



"OODMEIW HOF@Q@ $KNTC 4DQUHBD (THCD

NOTE: *E 6D ODQLHRRHNNGDNESE MC @RDR BIQNCHeDC GD LNGHeDC ODQLHRRHNAVBLGHM HBMES *E
S5D 4S@MC@NKD HR ADHMF TRDC AX @MX 3NKD. @EIDSHNTBVTSDME @SM 4BGDLOSBM @ V@QMHMF K
S5D DW@LOKD RGNVM HR KNFIDOIEKEBRSM %BHBINQ VGOBHR DUDMS NBBTQRIDQLHRRIKBMR ENQ Q
$KNTCOODQ@SNQ QVH Q G@UD ADDM BA@MEE@SER@KTD NE Q8H3KD@RD DMRER SSHR HR
HMSDHNV@K BXIEDVHMEDRSIE@SV 3NKD4DQUHBD

8 "3/*/( < /INU  &45=<MBKNTC RDBTQBSMRRHEMENKD
$KNTCOODQ@SNQVH QVHB* G@UD ADDM BG@ERDCDE GSK@K NE

QVH Q 5GD3NKD.@OOHMNKD.@0OOHMF 00DQ@SES L@ORBMNRNKD
G@R ADDMRI@AKDC

SNMcFTQHMF 3NKD .@ OOHMARNM@K

5GHR ®BDCTRHCDRBQHADR GNV SN BRMYRDEGE'S BTRDC SN RODBEE)XATENQHWEE SN REGBRNTEDR
ENQ 4XRSDL $NLL@MCR

Prerequisites:
_ $KNTC'TSDMBE&SM4BGDLD @MC +@ITRSs. @ OOHMP @R@ CX BNMcBIR
_ 5GDBKNTC-H@@KDSSD HR NODM

NOTE:

_ 5GD /H@F@Q@$KNTCADQUHBMHEB@RQ.GIEISINKD .@O0OHMFR BNMS@BRIDQ SN S
$KNTC'TSDMB@SM4BGDLD *S @KRN @TBEK@SCCR RDUDQ@K 3NKD .@OOHMF BNLGRNEDWSFGHHWIDQ

_:NT B@M @CC NQ BG@MRIKBMBQOHMF ENQ D@BGIRRNBNM3 @HMDC HM XNTQ RDBTQHENVEREDM NOS
NQD $@M NMD BKNWFD@@M AD L@OODGBR®@LD REESKD HE MDBDRR@QX

4sDO *M &D/@U @D TMCDQ "GOHMBESM4DQUHBD DWTEHIMNUHB @ISM 4BGDLDR
BKNTC"TGSDMIB@SM4BGDLD3NKD .@OOHMFR

4SDO  *M SDBKNTC-HR@@KDSSD DWGEDMCISDMBE&SM ENK@EIQC CQ@BN&D .@OOHBRLONMDMS
NMSNGD3NKD .@OOHMEIIR.ONMDMS DWO@MCBD0 BRIBINTR RSDO

4SDO  'NQ $DCloudRole  OQODQSX DMSIDLBV@BS M@LD NE NGID SKNS C 3NKIFRES \KHO HIBS
BK@HL NE XNTQ RDBTQHSX'SBEM FOSISBKNTRKDRNIQSGD OBNMCcF T @KD L@OOHMFR

5GD RKDRE®S Q@ TENQHYDCEIVEKNTC @HBISM @BNMS@HMDGMHRCBTQHSX SNJDM RDMS
VHE @ 4XRSDL $NLL@MC 5GDRDHEID BK@KHDB@KNTMKDR VGHBG HR @ BNLL@ RDO@Q@SDC
KIRS NE SDWS RSQHMFR 'NQ DW@LNKEDR BRNRSNLDQ?@CLHM BTRSNLDQ?TRDQ

5GD RS@QMCE@F@Q@ $KNTC 4DQOHBNMcFIT QKDR @MBDEHQ CDE@DQLHRRHNM@RQ
ENKNVR

_ $KNTCB6RDQ Q3

_ $KNTCOODQ@SNQ @¥H3

_ $KNTC'"CLHM QVHB* QVH3 8

'NQ LN@ HMENQH®9 RDD BKNTC-HMJ 3NKD.@OOHMFR BNLONMDMS SNOHB

4SDO  'NQ $DStation Role DMSD@GBS DW@BS M@LD NE @GWBEMKBRBADRoleService  NE 6D RSKENM

NOTE: %N MNS DMSGR SDE@THCLHM" GIKD ENGISRSIENVNED "MXNKD L@OOHMRMBRIAIS!
QUKD NE ]"CLHM” WHXD HFMIMEENQ RDBT@HBRNMR

4SDO  $KHBA@UD

+@MT@QX



/HOF@Q@ $KNTC 4DQUHBD (THCD "OODMEIW

Result
5GD RSHNM HR MBAGQX SNEDHUD BNLL@MCKBKSITGIRDR RODBHcDC

+@MT@QX



"OODMEIW HOF@Q@ $KNTC 4DQUHBD (THCD

+@MT@QX



HOF@Q@ $KNTC 4DQUHBD (THCD (KNRR@QX

Chapter 8. Glossary

5GD EKNKVHMF FKNRR@QX IMERSIDRADBHCBE@ED SNOHERES @IGVMBKTCDC @R O@ER REBTLDMS
5N cMC LNQ FKNRR@QX SDQLR @MENMIRIBES SN FKNRR@ QISR HMEISCT @K CNBTLDMSR

Alphabetical listing

Cloud Id
"BNLONMDMB\TMPTD HCEM3Q HAMDBKNTC HA@ SDCHEBEQBS L@QJIDQ BI®BKNTC*C

dist
" HOF@@@BJTOHRSQHHNMN cKB@S HMBKTGD R SHENM ENKCDQ @RABISQ BNMcFTRIMMSHMENGN® S
HS@S B@M AD BTRSNLHYGD BK@SENQL

edist

'HKD DWSDMRHNGLEKIQFEIBX #@BJTO @R @ 4DIQUBBI5GORD cKMRVRIQ BNLOKIKD \GHH@F@Q@ $KNTC
4DQUHBD

edist2
" IHOF@Q@ $KNTC 4DEMIHBYSDMRHNM ENQ DMBIRS@EDE GGRBENTC

Federated Device Registration
1QNUHCDR @ GBI SN @RRNBH@SD @ RHMFKG DRBEBBKWHE RDQUHBEDEROQFHRSAIEN B@M DUDM
NBBTQ @S @ K@SDQ C@SD

Host ID
"GNRS *% NQ GNEHR @M @KOG@MTLD CHBBNCIEEIRGED CDUHBR@S HRENTB1YDC SN GDNMREESYD@Q

Niagara Cloud Management Portal

" OK@SENQL NM VGHBG NMDINMMXRSQLR *MSDFQ@ SNQRQR@IGIRHAKD ENQ BNMdEDQHMBBHRD @MC
BKNTC OK@SENQLR NE NMD BIEERNQ.DQR GWB V@X @M 4* G@RIKIXBTRSNLDQR @R RTA SDIG@M&SBR RN S
4* B@M G@UD @ RHMFKD BKNTC KNFHM SRIRQBURSBLEKR

/H@F@Q@ $KNTC 4THSD

HOF@Q@ $KNTC ARIEDBDBHNM NE TRIIBHMF @MC RNLD MNMARENDF VDA GBE@RBMR QTMMHIGHVHS
SED5QHCTLOQIUHCDC "YD@KNTC RO@BRUBEMF @ JMNVM RDS NE RDQUHBD ED@STQ

Niagara Data Service
" ODQ BTRSNLDQ HMRS@MBD NERDEBMBE SDKDLDSQX GHRSNQX @MC LNCRK Q®ESWRBEECDUHBDR @MC
@KNV "1* @BBDRR SIS C@QS@DBIRKNTC

IHEOF@Q@ %@S@ 4DQUHBD /%4

Project (NCS)
"M NF@MHH@RE@K TMHBEIL AX @ O@@ERIHNMS@HMR @ RDS NE CDUHBDR

Telemetry Id
"M HCDMSDQ TRDC SN HEDMVEWD S RDQHDR C@S@BHINEC HMBKMIFGGHRSNQHDR ONHMS U@KTDR KNF C@S@ (€
NM *S HR HB1@ SDCH/[@8B SDKDLDS@@KIOBS L@QJIDQ S@F

+@MT@QX
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