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Module Required Softwar e
Installation Upgrade to: 4.10.7+, 4.13.2+, 4.14+ Notes

BKNTC-HMJ�QS�I@Q

XDR @TSNL@SHB

BKNTC-HMJ�TW�I@Q

XDR L@MT@KKX
RDKDBS

BKNTC-HMJ'NQFD�TW�I@Q

XDR L@MT@KKX
RDKDBS

NJGSSO�QS�I@Q

XDR @TSNL@SHB /H@F@Q@UDQRHNM���������NMKX

Table 2. /H@F@Q@UDQRHNMR��������
��������
������

Module Required Softwar e
Installation Upgrade fr om: 4.10.6, 4.12.2, 4.13.0 Notes

BKNTC-HMJ�QS�I@Q
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XDR @TSNL@SHB
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Module Required Softwar e
Installation Upgrade fr om: 4.10.6, 4.12.2, 4.13.0 Notes
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SN�RDS�TO�SGDOQOQNWX4DQUHBDNWX4DQUHBD
�QDEDQ�SN�SGD�%22)-'��2!02%$�5)2(��)!'!0! �

Prerequisites:
: NT�@QD�VNQJHMF�HM8 NQJADMBGVHSG�@�OK@SENQL�BNMMDBSHNM�SN�SGD�BNMSQNKKDQ��'NQ�D@BG�CDUHBD�ADGHMC�@�MDSVNQJ
cQDV@KK
�@OOQNOQH@SD�%/4�)NRS�M@LD�@MC�%/4�4DQUDQ�*1�@CCQDRR	DR
�@QD�@U@HK@AKD�ENQ�XNTQ�MDSVNQJ��:NTQ
OK@SENQL\R�BKNBJ�HR�RXMBGQNMHYDC�VHSG�SGD�BKNTC�OK@SENQL�

*E�SGDOQOQNWX4DQUHBDNWX4DQUHBDHR�@U@HK@AKD�@MC�BNMcFTQDC
/H@F@Q@�$KNTC�4DQUHBD@TSNL@SHB@KKX�TRDR�HS��*E�XNT�@QD�TRHMF�@
OQNWX�RDQUDQ�VHSG�SGDMDS�)SSO1QMDS�)SSO1QNWX4DQUDQNWX4DQUDQ
�SGDOQOQNWX4DQUHBDNWX4DQUHBDLTRS�AD�@AKD�SN�@BBDRR�SGD�ENKKNVHMF�CNL@HMR

VGHBG�@QD�O@QS�NE�SGD/H@F@Q@�$KNTC�4THSD�

_ ��@YTQD�CDUHBDR�MDS

_ ��ENQBD�BNL

_ ��GNMDXVDKK�BNL

_ ��GNMDXVDKKBKNTC�BNL

_ ��MH@F@Q@�BKNTC�BNL

_ ��MH@F@Q@�BNLLTMHSX�BNL

_ ��OHMFNMD�BNL

_ ��SQHCHTL�BNL

_ ��VHMCNVR�MDS

��4SDO *M�SGD�OK@SENQL5$1�*1�$NMcFTQ@S5$1�*1�$NMcFTQ@SHNMHNMUHDV
�DMSDQ�SGD�@OOQNOQH@SD�U@KTDR�ENQ�SGD�ENKKNVHMF
OQNODQSHDR�

$G@OSDQ���(DSSHMF�RS@QSDC /H@F@Q@�$KNTC�4DQUHBD�(THCD

�� +@MT@QX��
�����



_ DNS Domain 	ENQ�DW@LOKD��BNLO@MX�MDS


_ DNSv4Servers 	@CC�@�cDKC�ENQ�NMD�NQ�LNQD�%/4�4DQUDQR��DMSDQ�SGD�@OOQNOQH@SD�*1�@CCQDRR�ENQ
D@BG


��4SDO $KHBJ4@UD4@UD�
0M�R@UHMF�XNTQ�BG@MFDR�XNT�@QD�OQNLOSDC�SN�QDANNS�SGD�CDUHBD�

Next steps

CAUTION: 'QNL�@�BXADQ�RDBTQHSX�ODQRODBSHUD
�HS�HR�BQTBH@K�SG@S�XNTQ�RS@SHNM�HR�MNS�DWONRDC�NM�SGD�*MSDQMDS�
$NLLTMHB@SHNMR�UH@/H@F@Q@�$KNTC�4DQUHBDQDPTHQD�NMKX�@M�NTSANTMC�BNMMDBSHNM�EQNL�XNTQ�RS@SHNM�SN�SGD
*MSDQMDS��'NKKNV�SGD�ADRS�OQ@BSHBDR�HM�SGD�)!'!0!����!0 $%-)-'��3)$% VGHBG�HR�@U@HK@AKD�NM�
GSSOR���VVV�SQHCHTL�BNL�TR�DM�RDQUHBDR�RTOONQS�KHAQ@QX�

/H@F@Q@�3DLNSD
/H@F@Q@3DLNSD�BNMMDBSR�XNT�CHQDBSKX�SN�SGD�RS@SHNM�UHQST@K�L@BGHMD�	7.

�VGHBG�QTMR�NM�OQDLHRD�SGQNTFG
/H@F@Q@�$KNTC�4THSDVHSGNTS�SGD�MDDC�ENQ�@�RDO@Q@SD�NM�OQDLHRD�71/�HMRS@KK@SHNM�

.NRS�ETMBSHNM@KHSX�HR�ODQENQLDC�HM�SGD�BKNTC��0M�SGD�RS@SHNM�RHCD
�XNT�VHKK�RDD�SGD/H@F@Q@�3DLNSD�5/H@F@Q@�3DLNSD�5Q@MRONQSQ@MRONQS
BNLONMDMS�

5GHR�HR�VG@S�XNT�RGNTKC�JMNV�@ANTS�HS�

_ #DENQD�HS�@TSNL@SHB@KKX�HMRS@KKR�TONM�RS@SHNM�QDFHRSQ@SHNM�HM/$4 
�XNT�G@UD�LDS�SGD�ENKKNVHMF�QDPTHQDLDMSR�

_ : NT�G@UD�OTQBG@RDC�SGD/H@F@Q@�3DLNSDKHBDMRD�

_ : NT�G@UD�HMRS@KKDC�SGD/H@F@Q@BKNTC-HMJLNCTKDR��5GDX�@QD�@U@HK@AKD�@S/H@F@Q@�$NLLTMHSX/H@F@Q@�$NLLTMHSX
	GSSOR���VVV	GSSOR���VVV�MH@F@Q@�BDMSQ@K�BNL
�MH@F@Q@�BDMSQ@K�BNL
� 4NESV@Q4NESV@QDD��#D�RTQD�SG@S�SGD�LNCTKDR�UDQRHNM�L@SBGDR�SGD/H@F@Q@
UDQRHNM�XNT�@QD�TRHMF�

_ *M�FDMDQ@K
�SGDQD�HR�MN�MDDC�ENQ�BNMcFTQ@SHNM�@R�SGD/$4 %DUHBD�1QNUHRHNMHMF�4DQUHBD�CNDR�HS�ENQ�XNT�

_ : NT�B@M�CHR@AKD�SGD/H@F@Q@�3DLNSDBNMMDBSHUHSX�AX�RDSSHMF�SGDEnabled OQNODQSX�SNFalse �

/H@F@Q@�$KNTC�4DQUHBD�(THCD $G@OSDQ���(DSSHMF�RS@QSDC

+@MT@QX��
����� ��



$G@OSDQ���(DSSHMF�RS@QSDC /H@F@Q@�$KNTC�4DQUHBD�(THCD

�� +@MT@QX��
�����



Chapter 2. Install and conÿgur e
5GD�ENKKNVHMF�OQNBDCTQDR�CDRBQHAD�SGD�RSDOR�SN�@CC�SGD/H@F@Q@$KNTC4DQUHBDSN�XNTQ�RS@SHNM
�QDFHRSDQ�SGD
CDUHBD�VHSG/H@F@Q@�$KNTC�4THSD@MC�ADFHM�RDMCHMF�C@S@�

.NRS�BNLONMDMSR�QDPTHQDC�ENQ�BNLLTMHB@SHMF�SN�SGD�BKNTC�VHKK�AD�BNMS@HMDC�TMCDQ�SGD/H@F@Q@$KNTC4DQUHBD�
5GHR�RDQUHBD�OQNUHCDR�SGD�@TSGDMSHB@SHNM
�SQ@MRONQSR
�@MC�BG@MMDKR�MDBDRR@QX�SN�BNLLTMHB@SD�VHSG/H@F@Q@
$KNTC�4THSD�

"CC HMF�SGD�/H@F@Q@$KNTC4DQUHBD
5GD/H@F@Q@$KNTC4DQUHBD/H@F@Q@$KNTC4DQUHBDBNLONMDMS�TMCDQ�SGD4DQUHBDR4DQUHBDRBNMS@HMDQ�BNMMDBSR�SGD�RS@SHNM�SN�SGD/H@F@Q@BKNTC�

Prerequisites:
: NT�@QD�VNQJHMF�HM8 NQJADMBG@MC�@QD�BNMMDBSDC�SN�@�RS@SHNM��5GDBKNTC-HMJ/BRLNCTKD�HR�HMRS@KKDC�

��4SDO 5N�NODM�SGD1@KDSSD1@KDSSDRHCD�A@Q�EQNL�SGD.DMT.DMT A@Q
�BKHBJ88 HMCNVHMCNV� 4HCD�#@QR4HCD�#@QR� 1@KDSSD1@KDSSD�
5GD1@KDSSD1@KDSSDRHCD�A@Q�NODMR�NM�SGD�KNVDQ�KDES�NE�SGD�O@FD�

��4SDO $KHBJ�NM�SGD�0ODM�1@KDSSD�	ENKCDQ
�HBNM�	
�
5GD0ODM�1@KDSSD0ODM�1@KDSSDVHMCNV�NODMR�

��4SDO &MSDQcloud HM�SGD�cKSDQ�ANW
�RDKDBS�SGDBKNTC-HMJ/BRO@KDSSD�@MC�BKHBJ0,0, �

5GD�O@KDSSD�NODMR�HM�SGD�RHCD�A@Q�

��4SDO &WO@MC�XNTQ�RS@SHNM�@MC�CQ@F/H@F@Q@$KNTC4DQUHBD/H@F@Q@$KNTC4DQUHBDSN�SGD4DQUHBDR4DQUHBDRBNMS@HMDQ�HM�SGD�/@U�SQDD�
5GD/@LD/@LD VHMCNV�NODMR�

��4SDO "BBDOS�SGD�CDE@TKS�M@LD�NQ�DMSDQ�SGD�CHEEDQDMS�M@LD�@MC�BKHBJ0,0, �

3DFHRSDQHMF�@�CDUHBD
5GHR�OQNBDCTQD�QDFHRSDQR�CDUHBDR�	RS@SHNMR
�VHSG�RODBHcB�BTRSNLDQ�OQNIDBSR��*S�HR�QDPTHQDC�ENQ�SGD�TRD�NE/H@F@Q@
%@S@�4DQUHBD
 /H@F@Q@�3DBNUDQ
�@MC/H@F@Q@�3DLNSD�

Prerequisites:

_ : NT�@QD�TRHMF8 NQJADMBG@MC�@QD�BNMMDBSDC�SN�@�RS@SHNM�SN�VGHBG�XNT�@CCDC�SGD�/H@F@Q@$KNTC4DQUHBD�

_ : NT�G@UD�@/H@F@Q@$NLLTMHSX�@BBNTMS�

_ : NT�G@UD�RDS�TO�OQNIDBSR�HM�SGD/H@F@Q@�$KNTC�.@M@FDLDMS�1NQS@K�

��4SDO &WO@MC/H@F@Q@$KNTC4DQUHBD/H@F@Q@$KNTC4DQUHBD� "TS"TSGDMSGDMSHB@SNQRHB@SNQR@MC�CNTAKD�BKHBJ'DCDQ@SDC*CDMS'DCDQ@SDC*CDMSHSX"TSHSX"TSGDMSGDMSHB@SNQHB@SNQ�

/H@F@Q@�$KNTC�4DQUHBD�(THCD *MRS@KK�@MC�BNMcFTQD

+@MT@QX��
����� ��



5GD'DCDQ@SDC*CDMS'DCDQ@SDC*CDMSHSX"TSHSX"TSGDMSGDMSHB@SNQHB@SNQ1Q1QNODQSX�4GDDSNODQSX�4GDDSNODMR�

��4SDO 3HFGS�BKHBJ�SGD�@TSGDMSHB@SNQ�M@LD�@MC�BKHBJ"BS"BSHNMRHNMR� 4S@QS�3DFHRSQ@S4S@QS�3DFHRSQ@SHNMHNM�
5GHR�@BSHNM�@MMNTMBDR�SGD�RS@SHNM�SN�SGD�BKNTC�QDFHRSQ@SHNM�RDQUHBD�EQNL�VGHBG�HS�QDBDHUDR�SGDUser
Code
�@MC�ONOTK@SDR�SGDUser Code 
 User Registration Url @MCCode Expiration OQNODQSHDR�

NOTE: 5GD3DFHRSQ@S3DFHRSQ@SHNM�$NCDHNM�$NCDHR�FNNC�ENQ����LHMTSDR��*E�XNT�S@JD�KNMFDQ�SG@M�SG@S�SN�BNLOKDSD
QDFHRSQ@SHNM
�@M�DQQNQ�NBBTQR�@MC�XNT�LTRS�RS@QS�@F@HM�

5GD�DWOHQ@SHNM�SHLD�CHROK@XR�@RCode Expiration ��: NT�MDDC�SN�BNLOKDSD�SGD�MDWS�RSDO�HM�SGD
ONQS@K�ADENQD�SGD�SHLD�HR�TO�NQ�XNT�VHKK�G@UD�SN�RS@QS�@F@HM�

��4SDO $KHBJ�SGD�KHMJ�@QQNV�SN�SGD�QHFGS�NE�SGDUser Registration Url OQNODQSX�NQ�BNOX�SGD�63-�@MC
O@RSD�HS�HMSN�@�AQNVRDQ�
'NQ�LNQD�HMENQL@SHNM�@ANTS�GNV�SN�BNMcFTQD�SGD�VDA�AQNVRDQ�VGHSDKHRS�	@KKNVKHRS

�RDD
]$NMcFTQHMF�SGD�VDA�AQNVRDQ�VGHSDKHRS�	@KKNVKHRS
^�HM�SGD�%22)-'��2!02%$�5)2(��)!'!0! FTHCD�@MC
]"CC HMF�BKNTC�DMCONHMSR�SN�SGD�8NQJADMBG�AQNVRDQ�@KKNVKHRS�^�HM�SGD�)!'!0!��+.3$��3)2%������
�!02-%0��3)$%�
5GD�/H@F@Q@�$NLLTMHSX�KNF�HM�VHMCNV�NODMR�

��4SDO -NF�HM�SN�SGD/H@F@Q@�$KNTC�.@M@FDLDMS�1NQS@KTRHMF�XNTQ�/H@F@Q@�$NLLTMHSX�@BBNTMS�

*MRS@KK�@MC�BNMcFTQD /H@F@Q@�$KNTC�4DQUHBD�(THCD

�� +@MT@QX��
�����



5GD3DFHRSDQ�MDV�CDUHBD3DFHRSDQ�MDV�CDUHBDVHMCNV�NODMR�RGNVHMF�SGD3DFHRSQ@S3DFHRSQ@SHNM�$NCDHNM�$NCD�

��4SDO &MSDQ�@Device Name 
�RDKDBS�@�KHBDMRD�EQNL�SGD�@U@HK@AKD�KHBDMRDR�HE�SGDQD�@QD�LNQD�SG@M�NMD
KHBDMRDR
�RDKDBS�@�OQNIDBS�ENQ�SGD�BTRSNLDQ�EQNL�SGD1Q1QNIDBS�/@LDNIDBS�/@LDKHRS
�DMSDQ�SGDLocation @MC
BKHBJ%NMD%NMD�

_ Device Name B@M�AD�SGD�RS@SHNM�M@LD��)NVDUDQ
�XNT�B@M�BG@MFD�HS�SN�L@JD�HS�LNQD
CDRBQHOSHUD�NE�SGD�OQNIDBS�NQ�KNB@SHNM�

_ Licenses RDKDBSR�SGD�CDRHQDC�KHBDMRD�EQNL�@KK�@U@HK@AKD�KHBDMRDR�SN�CDSDQLHMD�VG@S�ED@STQDR
@MC�ETMBSHNM@KHSX
�VGHBG�VHKK�AD�A@RDC�NM�NQCDQDC�RTARBQHOSHNMR
�@QD�@TSGNQHYDC�SN�TRD�

_ Project Name HR�SGD�M@LD�NE�SGD/H@F@Q@�$KNTC�4THSDOQNIDBS�SN�VGHBG�SGHR�CDUHBD�ADKNMFR��*S
HR�RDKDBSDC�EQNL�@�CQNOCNVM�NE�@KK�SGD�OQNIDBSR�SN�VGHBG�SGD�TRDQ�G@R�@BBDRR�

_ Location HCDMSHcDR�SGD�ATHKCHMF\R�FDNFQ@OGHB�KNB@SHNM�

5GD�RTBBDRR�ONO�TO�BNMcQLR�SGD�CDUHBD�QDFHRSQ@SHNM�

5GD�RXRSDL�QDFHRSDQR�SGD�CDUHBD�VHSG�SGD�/H@F@Q@�$KNTC�

��4SDO 5N�BNMcQL�SGD�EDCDQ@SDC�QDFHRSQ@SHNM�@MC�BNMMDBSHNM
�FN�A@BJ�SN�SGD�RS@SHNM\R
'DCDQ@SDC*CDMS'DCDQ@SDC*CDMSHSX"TSHSX"TSGDMSGDMSHB@SNQHB@SNQ1Q1QNODQSX�4GDDSNODQSX�4GDDS�

/H@F@Q@�$KNTC�4DQUHBD�(THCD *MRS@KK�@MC�BNMcFTQD

+@MT@QX��
����� ��



5GD�OQNODQSX�RGDDS�NODMR�

5GD�CDUHBD�HR�QDFHRSDQDC�@MC
�@ESDQ�@�LNLDMS�@TSGDMSHB@SDC
�VGHBG�LD@MR�SG@S�HS�G@R�HSR�RS@SHNM
BDQSHcB@SD
�@MC�SG@S�SGD�RNESV@QD�G@R�OQNUHRHNMDC/H@F@Q@�$KNTC�4DQUHBD�

NOTE: 5GD�OQNUHRHNMHMF�OQNBDRR�RNLDSHLDR�B@M�S@JD�@�EDV�LHMTSDR�ADENQD�DUDQXSGHMF�HR�RDS�TO
HM�SGD�RS@SHNM�@MC�ETKKX�QDFHRSDQDC��'NQ�DW@LOKD
�SGD�31,�"TSGDMSHB@SNQ�S@JDR�SHLD�SN�ADBNLD
@TSGDMSHB@SDC��6MSHK�SGDM
�HS�L@X�AD�OQDRDMS�ATS�HS�HR�CHR@AKDC��*S�VHKK�MNS�VNQJ�HE�XNT�SQX�SN�DM@AKD
HS�

5GD�OQNUHRHNMHMF�NE�SGD�BNLONMDMSR�S@JDR�OK@BD�A@RDC�NM�SGD�CDUHBD�RTARBQHOSHNMR�XNT�NQCDQDC
HM/H@F@Q@-HBDMRHMF��"R�@M�DW@LOKD
�HE�XNT�NQCDQ�3DBNUDQ
�TMCDQ$G@MMDKR$G@MMDKR
�SGD#@BJTO#@BJTOBG@MMDK
VHKK�AD�@TSNL@SHB@KKX�@CCDC�

Result

5GD�OK@SENQL�@MC�RS@SHNM�@QD�MNV�ETKKX�QDFHRSDQDC�VHSG�SGD/H@F@Q@�$KNTC�4THSD��5GDX�G@UD�@�BDQSHcB@SD�ENQ�SGD
EDCDQ@SDC�HCDMSHSX�@MC�@QD�BNMMDBSDC�SN�SGD�*N5�)TA�	SGD�BKNTC
��)NVDUDQ
�MN�C@S@�G@UD�ADDM�RDMS�SN�SGD
BKNTC�

3D�QDFHRSDQHMF�@�CDUHBD
: NT�MDDC�@�RS@SHNM�R�BKNTC�HCDMSHSX�SN�BNMMDBS�SN�/H@F@Q@�$KNTC�4DQUHBD�@MC�HS�R�QDK@SDC�C@S@�RSNQDC�HM�SGD
BKNTC��*E�SGD�BKNTC�HCDMSHSX�HR�KNRS�NQ�SGD�RS@SHNM�HR�LNUDC�SN�@�MDV�CDUHBD�	CDUHBD�QDOK@BDLDMS

�XNT�MDDC�SN�QD�
QDFHRSDQ�SGD�CDUHBD�SN�QDRSNQD�SGD�RS@SHNM�R�BKNTC�HCDMSHSX�
&W@LOKDR�NE�RBDM@QHNR�HM�VGHBG�@�QD�QDFHRSQ@SHNM�HR�MDDCDC�

_ 3DRSNQHMF�@+"$& RS@SHNM�EQNL�@�A@BJTO�	%*45�SNNK
�NQ�ITRS�@�RS@SHNM�BNOX�SN�@�MDV+"$& �

_ 3DRSNQHMF�@4TODQUHRNQEQNL�@�A@BJTO�VHSG�@�RS@SHNM�BNOX�	%*45�SNNK�HR�MNS�RTOONQSDC�NM�@4TODQUHRNQ
�SN�@
MDV�BNLOTSDQ�

_ *E�SGD�BKNTC�HCDMSHSX�NE�@�RS@SHNM�HR�KNRS
�ENQ�DW@LOKD
�ADB@TRD�SGD�/H@F@Q@$KNTC4DQUHBD�V@R�CDKDSDC
�NQ
@TSGDMSHB@SNQR�NQ�BDQSHcB@SDR�DWOHQDC�

NOTE: *E�SGD�RS@SHNM�HR�QDRSNQDC�EQNL�@�A@BJTO�NQ�BNOHDC�SN�SGD�R@LD�CDUHBD
�XNT�CN�MNS�MDDC�SN�QD�QDFHRSDQ
SGD�CDUHBD�NQ�BG@MFD�SGD�KHBDMRD�

%DUHBD�QDRSNQD�	R@LD�CDUHBD
��*E�SGD�RS@SHNM�HR�QDRSNQDC�EQNL�@�A@BJTO�NQ�BNOHDC�SN�SGD�R@LD�CDUHBD
�XNT�L@X
MNS�MDDC�SN�QD�QDFHRSDQ�SGD�CDUHBD��%DUHBD�QD�QDFHRSQ@SHNM�HR�MDDCDC�NMKX�HE�SGD�RS@SHNM�HR�MNS�BNMMDBSHMF�SN�SGD
BKNTC
�ENQ�DW@LOKD
�ADB@TRD�BDQSHcB@SDR�DWOHQDC��4HMBD�SGD�RS@SHNM�HR�QTMMHMF�NM�SGD�R@LD�GNRS
�XNT�CN�MNS
MDDC�SN�BG@MFD�SGD�KHBDMRD�

%DUHBD�QDOK@BDLDMS�	MDV�CDUHBD
��5GHR�HR�SGD�B@RD�VGDQD�@�OQDUHNTRKX�QDFHRSDQDC�RS@SHNM�HR�BNOHDC�NQ�QDRSNQDC
EQNL�@�A@BJTO�SN�@�MDV�CDUHBD��*M�SGHR�B@RD
�SGD�OQDQDPTHRHSD�HR�SG@S�XNT�LNUD�SGD�RTARBQHOSHNM�EQNL�SGD�NKC

*MRS@KK�@MC�BNMcFTQD /H@F@Q@�$KNTC�4DQUHBD�(THCD

�� +@MT@QX��
�����



KHBDMRD�ANTMC�SN�SGD�NKC�)NRS�*%�SN�@�MDV�KHBDMRD�SG@S�HR�ANTMC�SN�SGD�MDV�)NRS�*%��0SGDQVHRD
�SGD�QD�
QDFHRSQ@SHNM�OQNBDRR�VHKK�MNS�cMC�@�RTARBQHOSHNM�ENQ�SGD�MDV�)NRS�*%�@MC�SGD�QD�QDFHRSQ@SHNM�OQNBDRR�B@MMNS�AD
BNLOKDSDC�

NOTE: *S�HR�ONRRHAKD�HM�RNLD�B@RDR�SG@S�@�CDUHBD�QDOK@BDLDMS�SG@S�V@R�QDRSNQDC�EQNL�@�BKNTC�A@BJTO�VHKK�RSHKK
QDS@HM�HSR�BKNTC�HCDMSHSX��)NVDUDQ
�XNT�RGNTKC�NMKX�BNMRHCDQ�SGHR�@R�SDLONQ@QX�@MC�QD�QDFHRSDQ�SGD�CDUHBD�SN
@UNHC�ETSTQD�RTARBQHOSHNM�HRRTDR�VHSG�SGD�MDV�)NRS�*%�

3D�QDFHRSDQHMF�EQNL�@�RS@SHNM

��4SDO *M�SGD�RS@SHNM�

@� &WO@MC$NMcF$NMcF� 4DQUHBDR4DQUHBDR� /H@F@Q@$KNTC4DQUHBD/H@F@Q@$KNTC4DQUHBD� "TS"TSGDMSGDMSHB@SNQRHB@SNQR
�@MC�CDKDSD
'DCDQ@SDC*CDMS'DCDQ@SDC*CDMSHSX"TSHSX"TSGDMSGDMSHB@SNQHB@SNQ@MC3OJ"TS3OJ"TSGDMSGDMSHB@SNQHB@SNQ�

A� *M�SGDBKNTC-HMJ/BRO@KDSSD
�DWO@MC�SGD/H@F@Q@$KNTC4DQUHBD/H@F@Q@$KNTC4DQUHBDBNLONMDMS
�@MC�DWO@MC�SGD
"TS"TSGDMSGDMSHB@SNQRHB@SNQRENKCDQ�

B� %Q@F�@�MDV�'DCDQ@SDC*CDMSHSX"TSGDMSHB@SNQ�HMSN�SGD�RS@SHNM�TMCDQ$NMcF$NMcF� 4DQUHBDR4DQUHBDR�
/H@F@Q@$KNTC4DQUHBD/H@F@Q@$KNTC4DQUHBD� "TS"TSGDMSGDMSHB@SNQRHB@SNQR�

C� 5N�RS@QS�SGD�QD�QDFHRSQ@SHNM�OQNBDRR
�QHFGS�BKHBJ�NM�'DCDQ@SDC*CDMSHSX"TSGDMSHB@SNQ�@MC�RDKDBS
"BS"BSHNMRHNMR� 4S@QS�3DFHRSQ@S4S@QS�3DFHRSQ@SHNMHNM�

5GD�TRDQ�BNCD�@TSNL@SHB@KKX�ONOTK@SDR�SGDUser Code cDKC�

D� $NOX�SGD�BNCD�EQNL�SGDUser Code cDKC�@R�XNT�VHKK�O@RSD�HS�HM�SGDUser Code cDKC�HM�SGD
/H@F@Q@�$KNTC�.@M@FDLDMS�1NQS@K3D�3DFHRSQ@S3D�3DFHRSQ@SHNMHNMVHMCNV�

��4SDO *M�SGD/H@F@Q@�$KNTC�.@M@FDLDMS�1NQS@K�

@� /@UHF@SD�SN�SGD�CDUHBD�XNT�VHRG�SN�QD�QDFHRSDQ�@MC�BKHBJ�SGD�UDQSHB@K�DKKHORHR�	SGQDD�UDQSHB@K
CNSR
�

A� 'QNL�SGD�CQNO�CNVM�LDMT
�RDKDBS3D�Q3D�QDFHRSDQDFHRSDQ�

/H@F@Q@�$KNTC�4DQUHBD�(THCD *MRS@KK�@MC�BNMcFTQD

+@MT@QX��
����� ��



5GD3D�3DFHRSQ@S3D�3DFHRSQ@SHNMHNMVHMCNV�NODMR�BNMS@HMHMF�SGDUser Code cDKC�HM�VGHBG�XNT�DMSDQ�SGD
TRDQ�BNCD�@MC�SGD�RSDO�AX�RSDO�HMRSQTBSHNMR�NM�GNV�SN�NAS@HM�SGD�TRDQ�BNCD�

B� 1@RSD�SGD�TRDQ�BNCD�SG@S�XNT�BNOHDC�D@QKHDQ�EQNL�SGD�RS@SHNM�RUser Code cDKC�HM�SGDUser
Code cDKC�NE�SGD3D�3DFHRSQ@S3D�3DFHRSQ@SHNMHNMVHMCNV
�@MC�BKHBJ%NMD%NMD�

��4SDO *M�SGD�RS@SHNM
�BGDBJ�SGD�RS@STR�NE�SGD'DCDQ@SDC*CDMS'DCDQ@SDC*CDMSHSX"TSHSX"TSGDMSGDMSHB@SNQHB@SNQ@MC�SGD3OJ"TS3OJ"TSGDMSGDMSHB@SNQHB@SNQ
@R�RGNVM�ADKNV�

FederatedIdentityAuthenticator ��*M$NMcF$NMcF� 4DQUHBDR4DQUHBDR� /H@F@Q@$KNTC4DQUHBD/H@F@Q@$KNTC4DQUHBD� "TS"TSGDMSGDMSHB@SNQRHB@SNQR

SGD'DCDQ@SDC*CDMS'DCDQ@SDC*CDMSHSX"TSHSX"TSGDMSGDMSHB@SNQHB@SNQRGNTKC�RGNV�SGDRegistration State @RRegistered @MC
Authentication state @RAuthenticated ��5GDHost Id OQNODQSX�RGNTKC�RGNVR�SGD�BTQQDMS
)NRS�*C�

RpkAuthenticator ��*M$NMcF$NMcF� 4DQUHBDR4DQUHBDR� /H@F@Q@$KNTC4DQUHBD/H@F@Q@$KNTC4DQUHBD� "TS"TSGDMSGDMSHB@SNQHB@SNQ
�SGD
3OJ"TSGDMSHB@SNQ�RBQDDM�RGNTKC�G@UD�@�FQDDM�BGDBJ�MDWS�SNDevice Registered 

Authenticator Enabled 
�@MCDevice Connected ��5GD�3OJ"TSGDMSHB@SNQ�RGNTKC�G@UD�U@KTDR�ENQ
System Type @MCSystem Guid �

��4SDO 3DRS@QS�SGD�RS@SHNM�

/H@F@Q@�$KNTC�4DQUHBDBNMcFTQ@SHNM
4HMBD/H@F@Q@�$KNTC�4DQUHBDHR�MNS�@�CQHUDQ
�HS�CHEEDQR�EQNL�SGD�SXOHB@K/H@F@Q@CQHUDQ�RSQTBSTQD
�SG@S�HR
�@�MDSVNQJ
BNMS@HMHMF�NMD�NQ�LNQD�CDUHBDR��*MRSD@C
/H@F@Q@�$KNTC�4DQUHBDBNMcFTQ@SHNM�HR�BNMSQNKKDC�AX�SGD�$G@MMDKR
@MC�5Q@MRONQSR�VHSGHM�SGD�/H@F@Q@$KNTC4DQUHBD�

NOTE: /NS�@KK�BG@MMDKR
�SQ@MRONQSR
�@MC�@TSGDMSHB@SNQR�@QD�OQDRDMS�HM�@KK/H@F@Q@�$KNTC�4DQUHBDHMRS@KK@SHNMR�
5GD�ONOTK@SHNM�NE�XNTQ�/H@F@Q@$KNTC4DQUHBD�CDODMCR�NM�SGD/H@F@Q@�$KNTC�.@M@FDLDMS�1NQS@KRTARBQHOSHNMR
XNT�G@UD�OTQBG@RDC�ENQ�SGD�RS@SHNM�

_ Alarms Channel

5GHR�BG@MMDK�L@M@FDR�CDKHUDQX�NE�@K@QL�LDRR@FDR�SN�SGD�BKNTC��*S�HMRS@KKR�@�$KNTC-HMJ"K@QL3DBHOHDMS�HM�SGD
Alarm Service VGHBG�RGNTKC�AD�BNMMDBSDC�SN�@M�"K@QL�$K@RR�HM�NQCDQ�SN�QNTSD�@K@QLR�SN�SGD�BKNTC��4DD�SGD
�+.3$��)-*��+!0,��%#)/)%-2 RDBSHNM�ENQ�LNQD�CDS@HKR�QDF@QCHMF�@K@QL�BNMcFTQ@SHNM�

_ Backup Channel

5GHR�BG@MMDK�TOKN@CR�RS@SHNM�A@BJTOR�SN�SGD�BKNTC�@BBNQCHMF�SN�SGD�BNMcFTQ@SHNM�HM�SGD�A@BJTO�ONKHBX��'NQ
LNQD�HMENQL@SHNM�QDF@QCHMF�A@BJTO�BNMcFTQ@SHNM
�RDD�]BKNTC-HMJ�#@BJTO$G@MMDK^�HM�SGD�$NLONMDMSR
RDBSHNM�NE�SGHR�FTHCD�

_ Commands Channel

*MRS@KK�@MC�BNMcFTQD /H@F@Q@�$KNTC�4DQUHBD�(THCD

�� +@MT@QX��
�����



5GHR�BG@MMDK�BNLDR�OQD�BNMcFTQDC�VHSG�U@QHNTR�BNLL@MCR�VGHBG�B@M�AD�@KRN�BNMcFTQDC�HMCHUHCT@KKX��4DD
]$KNTC-HMJ�$NLL@MCR$G@MMDK^�ENQ�CDS@HKDC�HMENQL@SHNM�NM�BNMcFTQHMF�BNLL@MCR��'NQ�LNQD�HMENQL@SHNM
QDF@QCHMF�BNLL@MC�BNMcFTQ@SHNM
�RDD�]BKNTC-HMJ�$NLL@MC$G@MMDK^�HM�SGD�$NLONMDMSR�RDBSHNM�NE�SGHR
FTHCD�

_ Events Channel

5GHR�BG@MMDK�HMRS@KKR�@�$KNTC-HMJ&UDMS3DBHOHDMS�HM�SGDEvent Service VGHBG�RGNTKC�AD�BNMMDBSDC�SN�@M
&UDMS�4NTQBD�HM�NQCDQ�SN�QNTSD�DUDMSR�SN�SGD�BKNTC��'NQ�LNQD�HMENQL@SHNM�QDF@QCHMF�DUDMS�BNMcFTQ@SHNM

RDD�]BKNTC-HMJ�&UDMSR$G@MMDK^�HM�SGD�$NLONMDMSR�RDBSHNM�NE�SGHR�FTHCD�

_ Heartbeat Channel

5GHR�BG@MMDK�CDKHUDQR�GD@QSAD@S�LDRR@FDR�SN�SGD�BKNTC�OK@SENQL�@S�QDFTK@Q�HMSDQU@KR��'NQ�LNQD�HMENQL@SHNM
QDF@QCHMF�GD@QSAD@S�BNMcFTQ@SHNM
�RDD�]BKNTC-HMJ�)D@QSAD@S$G@MMDK^�HM�SGD�$NLONMDMSR�RDBSHNM�NE�SGHR
FTHCD�

_ Histories Channel

5GHR�BG@MMDK�G@MCKDR�GHRSNQX�CDKHUDQX�SN�SGD�BKNTC�OK@SENQL��'NQ�LNQD�HMENQL@SHNM�QDF@QCHMF�GHRSNQHDR
BNMcFTQ@SHNM
�RDD�]BKNTC-HMJ�)HRSNQHDR$G@MMDK^�HM�SGD�$NLONMDMSR�RDBSHNM�NE�SGHR�FTHCD�

_ Messaging Channel

5GHR�BG@MMDK�CDKHUDQR�LDRR@FDR�SN�SGD�BKNTC�OK@SENQL�SG@S�G@UD�@KQD@CX�ADDM�RDQH@KHYDC��'NQ�LNQD
HMENQL@SHNM�QDF@QCHMF�LDRR@FHMF�BNMcFTQ@SHNM
�RDD�]BKNTC-HMJ�.DRR@FHMF$G@MMDK^�HM�SGD�$NLONMDMSR
RDBSHNM�NE�SGHR�FTHCD�

_ Model Channel

5GHR�BG@MMDK�G@MCKDR�LNCDK�DWONQS�SN�SGD�BKNTC�OK@SENQL��'NQ�LNQD�HMENQL@SHNM�QDF@QCHMF�LNCDK
BNMcFTQ@SHNM
�RDD�]BKNTC-HMJ�.NCDK$G@MMDK^�HM�SGD�$NLONMDMSR�RDBSHNM�NE�SGHR�FTHCD�

_ Points Channel

5GHR�BG@MMDK�G@R�@�%DE@TKS�&WONQS�1NKHBX
�VGHBG�HR�CHR@AKDC�AX�CDE@TKS��*S�HR�QDBNLLDMCDC�SN�TRD�)HRSNQHDR
SN�RDMC�SDKDLDSQX�C@S@�SN�SGD�BKNTC��*E�SGHR�BG@MMDK�G@R�DWONQS�ONKHBHDR�VGHBG�@QD�DM@AKDC
�ANSG�ONHMSR�@MC
@MX�GHRSNQX�C@S@�ENQ�SGD�ONHMS�VHKK�AD�RDMS�SN�SGD�BKNTC�ENQ�SGD�R@LD�BKNTC�HC�

5GHR�BG@MMDK�@KRN�G@R�@�$NU�&WONQS�1NKHBX�SG@S�RTARBQHADR�SN�SGD�RDKDBSDC�ONHMSR�@MC�SGDM�RDMCR�A@SBG
TOC@SDR��5GD�CDE@TKS�A@SBG�SHLD�HR�@ANTS�NMD�RDBNMC�

NOTE: 'NQ�1NHMSR�BG@MMDK
�SGD�.NCDK�$G@MMDK�BKNTC�*C�DWONQS�LTRS�NBBTQ�cQRS��5GD�$NU�&WONQS�1NKHBX�E@HKR
VHSGNTSMB�BKNTC*CS@FR�NM�SGD�ONHMSR�

"K@QLR�BG@MMDK
5GHR�BG@MMDK�HMRS@KKR�@�$KNTC-HMJ"K@QL3DBHOHDMS�HM�SGDAlarm Service ��5N�QNTSD�@K@QLR�SN�SGD�BKNTC
�HS�RGNTKC�AD
BNMMDBSDC�SN�NMD�NQ�LNQD�"K@QL�$K@RRDR�

$KNTC�-HMJ�"K@QL�3DBHOHDMS
5GD$KNTC-HMJ"K@QL3DBHOHDMS$KNTC-HMJ"K@QL3DBHOHDMSHR�@M�DWSDMRHNM�SN�SGD�RS@MC@QC "K@QL3DBHOHDMS"K@QL3DBHOHDMSBNLONMDMS�@MC�QNTSDR�@K@QLR�SN
SGD�BKNTC�OK@SENQL�

: NT�LTRS�BNMcFTQD�SGHR�BNLONMDMS�SN�QNTSD�@K@QLR�SN�SGD�BKNTC�TRHMF�SGD�QDFHRSDQDC�@MC�BNMcFTQDC
/H@F@Q@$KNTC4DQUHBD/H@F@Q@$KNTC4DQUHBD��5GD�OQNSNBNK�TRDC�SN�RDMC�@K@QLR�HR�CDSDQLHMDC�AX�SGD�@K@QLR�BG@MMDK�NE�SGD�RODBHcDC
/H@F@Q@$KNTC4DQUHBD/H@F@Q@$KNTC4DQUHBD�

5N�RDMC�@K@QLR�SN�SGD�BKNTC
�@M�@K@QL�BK@RR�NE�SGD�@K@QL�RNTQBDR�LTRS�AD�RDKDBSDC
�VGHBG�HR�QNTSHMF�SN�SGD
$KNTC-HMJ"K@QL3DBHOHDMS��0MD�NQ�LNQD�@K@QL�BK@RRDR�B@M�AD�KHMJDC�SN�SGD�$KNTC-HMJ"K@QL3DBHOHDMS�

"R�RDDM�HM�SGD�ADKNV�cFTQD
�TMCDQ�SGD4S@S4S@SHNMHNM� "K@QL4DQUHBD"K@QL4DQUHBD
�SGD�VHQD�RGDDS�UHDV�RGNVR�SG@S�SGD�%DE@TKS
"K@QL�$K@RR�HR�QNTSHMF�SN�SGD�$KNTC-HMJ"K@QL3DBHOHDMS��5GD�cFTQD�@KRN�RGNVR�SGD�NOSHNM@K�BNMMDBSHNM�NE�SGD
%DE@TKS�"K@QL�$K@RR�SN�@�RS@MC@QC�@K@QL�$NMRNKD�3DBHOHDMS
�VGHBG�XNT�B@M�TRD�SN�UHDV�SGD�@K@QLR�

/H@F@Q@�$KNTC�4DQUHBD�(THCD *MRS@KK�@MC�BNMcFTQD

+@MT@QX��
����� ��



NOTE: 8GDM�XNT�@CC�SGD/H@F@Q@$KNTC4DQUHBD/H@F@Q@$KNTC4DQUHBDSN�SGD�RS@SHNM
�@M�HMRS@MBD�NE�SGD�$KNTC-HMJ"K@QL3DBHOHDMS�HR
BQD@SDC�ATS�MN�@K@QL�BK@RRDR�VHKK�AD�BNMMDBSDC�SN�HS��$NMMDBSHMF�NMD�NQ�LNQD�@K@QL�BK@RRDR�SN�SGD
$KNTC-HMJ"K@QL3DBHOHDMS�LTRS�AD�ODQENQLDC�L@MT@KKX�

.DRR@FHMF�BG@MMDK
5GHR�BG@MMDK�@KKNVR�ENQ�CHQDBS�LDRR@FHMF�SN�SGD�SQ@MRONQSR��*S�G@MCKDR�RDMCHMF�HMCHUHCT@K�LDRR@FDR�SN�SGD�BKNTC
OK@SENQL�TRHMF�NMD�NQ�LNQD�SQ@MRONQSR
�@MC�HR�TRDC�AX�SGD�@TSGDMSHB@SNQR�SN�@TSGDMSHB@SD�SN�SGD�BKNTC�OK@SENQL�

)D@QSAD@S�BG@MMDK
5GHR�BG@MMDK�HR�TRDC�SN�L@HMS@HM�@M�@BSHUD�KHMJ�VHSG�SGD�BKNTC�OK@SENQL��*S�ODQHNCHB@KKX�RDMCR�@�GD@QSAD@S
LDRR@FD�@BBNQCHMF�SN�HSR�EQDPTDMBX�RDSSHMF�@MC�HR�DM@AKDC�AX�CDE@TKS�

.NCDK�BG@MMDK
5GHR�BG@MMDK�RDMCR�CDS@HKDC�BNLONMDMS�HMENQL@SHNM�SN�SGD�BKNTC�@MC�HMBKTCDR�ONHMSR
�GHRSNQHDR
�@MC�KNF
GHRSNQHDR��5GD�HMENQL@SHNM�HMBKTCDR�SXOD
�E@BDSR
�OQNODQSHDR
�S@FR
�@MC�QDK@SHNMR��5GD�BG@MMDK�BNLDR�VHSG�NMD
$KNTC*C&WONQS1NKHBX
�VGHBG�RDMCR�BNLONMDMSR�SG@S�G@UD�@BKNTC*CS@F�ATS�MNS�@MMB�DWBKTCDCS@F��5GD�$KNTC
*CDMSHSX�.@M@FDQ�@TSNL@SHB@KKX�DWDBTSDR�SGD�ONKHBX�HE�MDV�BNLONMDMSR�@QD�@CCDC�SN�SGD�RS@SHNM��*E�XNT�L@JD
BG@MFDR�VHSGNTS�@CCHMF�@MX�MDV�BNLONMDMSR
�XNT�B@M�L@MT@KKX�DWDBTSD�SGD�DWONQS�ONKHBX�SN�TOKN@C�SGD
BG@MFDR�SN�SGD/H@F@Q@$KNTC�

8G@S�XNT�RGNTKC�JMNV�@ANTS�SGD�.NCDK�BG@MMDK�

NOTE: *S�HR�QDPTHQDC�SN�TRD�SGD�$KNTC�*C�.@M@FDQ�SN�DMRTQD�SG@S�SGD�OQNODQ�BKNTC�*CR�@QD�@CCDC�SN�SGD�MDV
BNLONMDMSR
�NSGDQVHRD�SGD�LNCDK�VHKK�MNS�RDMC�SGDL�SN�SGD�BKNTC�

_ Temporary Model ÿles

%TQHMF�.NCDK�DWONQS
�SGD�RXRSDL�NMKX�BQD@SDR�SDLONQ@QX�cKDR�HM�SGD�RS@SHNM�ENKCDQ�	M@LDC
cloudLinkModel 
�AX�CDE@TKS�HE�BNMcFTQDC�@BBNQCHMFKX�HM�SGD�$G@MMDK�$NMcF��*S�SGDM�TOKN@CR�SGD�cKDR�SN
SGD�BKNTC��*M�MNQL@K�NODQ@SHNM
�SGDQD�HR�MN�MDDC�SN�QDUHDV�SGD�cKDR
�GNVDUDQ
�HS�L@X�AD�MDBDRR@QX�SN�UHDV
SGDRD�cKDR�ENQ�SQNTAKDRGNNSHMF�OTQONRDR�

5GD�.NCDK�DWONQS�BQD@SDR�SVN�SXODR�NE�cKDR
�NMD�$40.�cKD�ENQ�S@F�CHBSHNM@QX�C@S@�@MC�NMD�NQ�LNQD
BNLONMDMS�cKDR�ENQ�BNMSQNK�ONHMSR
�GHRSNQHDR
�@MC�NSGDQR��5GD�cKD�M@LDR�HMBKTCD�SGD�RS@SHNM�R�FKNA@K�*C
�@M
DWONQS�MTLADQ
�@�cKD�MTLADQ�	BNLONMDMS�cKD�NMKX
�@MC�@QD�HM�(;*1�BNLOQDRRDC�+40/�ENQL@S��*E�XNT�RDS
.NCDK�$G@MMDK.NCDK�$G@MMDK� $G@MMDK�$NMcF$G@MMDK�$NMcF� %DKDSD�.NCDK�'HKDR%DKDSD�.NCDK�'HKDROQNODQSX�SNfalse 
�XNT�B@M�QDS@HM�SGD�BQD@SDC�cKDR�
5GDX�VHKK�MNS�AD�CDKDSDC�@ESDQ�TOKN@C�ENQ�D@BG�.NCDK�DWONQS�

NOTE: 5GDUpload Model Files OQNODQSX�BNMSQNKR�VGDSGDQ�NQ�MNS�SGD�.NCDK�C@S@�cKDR�@QD�RDMS�SN�SGD
BKNTC�ENQ�D@BG�DWONQS��'NQ�MNQL@K�NODQ@SHNMR
�RDS�SGHR�OQNODQSX�SNtrue RN�SGD�.NCDK�HR�TOKN@CDC�SN�SGD
BKNTC��'NQ�SQNTAKDRGNNSHMF�OTQONRDR
�XNT�B@M�SDLONQ@QHKX�BG@MFD�HS�SNfalse �

5GD�LNCDK�cKDR�@QD�RSNQDC�HM�SGD�ENKCDQ<station>\cloudLinkModel �

_ Cloud Id

5GD�BKNTC�*C�HR�@�QD@C�NMKX�CHQDBS�S@F�	MB�BKNTC*C
�@MC�HR�SGD�BNLONMDMS�R�TMHPTD�HCDMSHcDQ�HM�SGD�BKNTC�

Figur e 2. $KNTC-HMJ�"K@QL�3DBHOHDMS�@CCDC�SN�"K@QL4DQUHBD�8HQD�4GDDS

*MRS@KK�@MC�BNMcFTQD /H@F@Q@�$KNTC�4DQUHBD�(THCD

�� +@MT@QX��
�����



5GD�.NCDK�BG@MMDK�NMKX�DWONQSR�BNLONMDMSR�SG@S�G@UD�BKNTC�*CR��5GD�$NLONMDMS�*CDMSHSX�8NQJDQ�TMCDQ
SGD�$KNTC�*C�.@M@FDQ�@CCR�SGD�BKNTC�*CR��5N�@CC�SGD�BKNTC�*CR
�DWDBTSD�SGD�$KNTC�*C�.@M@FDQ
�VGHBG�VHKK
@TSNL@SHB@KKX�SQHFFDQ�SGD�LNCDK�HE�SGDQD�@QD�MDV�BNLONMDMSR��8GDM�BNLONMDMSR�@QD�@CCDC�SN�NQ
QDLNUDC�EQNL�SGD�RS@SHNM
�NQ�HE�SGDMB�DWBKTCDCS@F�HR�@CCDC�SN�NQ�QDLNUDC�EQNL�@MX�BNLONMDMS
�DWDBTSD
SGD�$KNTC�*C�.@M@FDQ��0MKX�@�RDKDBS�RDS�NE�BNLONMDMSR�VHKK�QDBDHUD�@BKNTC*CS@F�HMBKTCHMF�BNMSQNK�ONHMSR

GHRSNQX�HLONQSR
�@TCHS�GHRSNQHDR
�KNF�GHRSNQHDR
�CDUHBDR
�@MC�MDSVNQJR�

_ Excluding components

5GD�.NCDK�BG@MMDK�OQNUHCDR�@�LDBG@MHRL�SN�DWBKTCD�BNLONMDMSR�EQNL�SGD�LNCDK�@R�VDKK�@R�OQDUDMS
SDKDLDSQX�EQNL�ADHMF�RDMS�SN�SGD�BKNTC��5GHR�HR�@BBNLOKHRGDC�AX�@CCHMF�@MMB�DWBKTCDCCHQDBS�S@F�SN�SGD
BNLONMDMS��5GDMB�DWBKTCDCS@F�B@M�AD�@CCDC�SN�@�O@QDMS�BNLONMDMS�@MC�@KK�NE�HSR�CDRBDMCDMSR�VHKK�@KRN
QDBDHUD�@MMB�DWBKTCDCHLOKHDC�S@F��5GDMB�DWBKTCDCS@F�HR�@U@HK@AKD�HM�SGD/H@F@Q@�$KNTCS@F�CHBSHNM@QX�

_ Proxy point and history imports

8GDM�SGD�.NCDK�DWONQS�OQNBDRR�RS@QSR
�HS�cQRS�ODQENQLR�@�L@SBGHMF�OQNBDRR�ADSVDDM�CDUHBD�OQNWX�ONHMSR
@MC�CDUHBD�GHRSNQX�HLONQSR��.@SBGHMF�OQNWX�ONHMSR�@MC�CDUHBD�GHRSNQX�HLONQSR�VHKK�RG@QD�@�MDV
MB�SDKDLDSQX*CS@F��5GHR�MDV�*C�HR�TRDC�SN�HCDMSHEX�SGD�GHRSNQHDR�HM�SGD�BKNTC��*E�SGDQD�HR�MN�L@SBGHMF�OQNWX
ONHMS�ENQ�@�GHRSNQX�HLONQS
�SGDM�SGD�LNCDK�VHKK�BNMS@HM�SGD�GHRSNQX�HLONQS�

)HRSNQHDR�BG@MMDK
5GHR�BG@MMDK�RDMCR�GHRSNQX�QDBNQCR�SN�SGD�BKNTC�@BBNQCHMF�SN�@�BNMcFTQ@SHNM�L@CD�HM�@�GHRSNQX�DWONQS�ONKHBX��*S
BNLDR�VHSG�@M�DWONQS�ENKCDQ�VHSG�@�OQD�BNMcFTQDC�@TSN&WONQS�ONKHBX
�VGHBG�HR�CHR@AKDC�AX�CDE@TKS�
5GD�@TSN&WONQS�ONKHBX�CDE@TKSR�SN�RDMC�@KK�GHRSNQHDR�SN�SGD�BKNTC�ATS�@KKNVR�ENQ�SGD�DWBKTRHNM�NE�HMCHUHCT@K
GHRSNQHDR��5N�DM@AKD�GHRSNQX�DWONQSR
�DHSGDQ�DM@AKD�SGD�@TSN&WONQS�ONKHBX�@MC�BNMcFTQD�HSR�DWDBTSHNM�SHLD�NQ
@CC�@CCHSHNM@K�BTRSNL�GHRSNQX�DWONQS�ONKHBHDR��4DD$KNTC-HMJ�)HRSNQHDR$G@MMDK$KNTC-HMJ�)HRSNQHDR$G@MMDKENQ�CDS@HKDC�HMENQL@SHNM�NM
BNMcFTQHMF�GHRSNQX�DWONQS�BNMcFTQ@SHNMR�

NOTE: *S�HR�QDBNLLDMCDC�SG@S�XNT�NMKX�TRD�@M�@TSN&WONQS�ENQ�K@QFD�RS@SHNMR�VHSGNTS�RDKDBSHMF�HMCHUHCT@K
GHRSNQHDR�ENQ�DWBKTRHNM��$NMcFTQHMF�BTRSNL�DWONQS�ONKHBHDR�NM�K@QFD�RS@SHNMR�B@M�QDRTKS�HM�RKNV�QDRONMRD�SHLDR
NM�SGD�GHRSNQX�DWONQS�ONKHBX�RBQDDMR�

$KNTC�)HRSNQX�&WONQS�.@M@FDQ
5GD$KNTC�)HRSNQX�&WONQS�.@M@FDQ$KNTC�)HRSNQX�&WONQS�.@M@FDQUHDV�@KKNVR�XNT�SN�CHRBNUDQ�GHRSNQHDR�@MC�@RRHFM�SGDL�SN
CloudHistoryExportConfig R
�NQ�HMBKTCD�DWBKTCD�SGDL�EQNL Auto Export Config R�
5GD$KNTC�)HRSNQX�&WONQS�.@M@FDQ$KNTC�)HRSNQX�&WONQS�.@M@FDQHR�SGD�CDE@TKS�UHDV�NE�SGD&WONQSR&WONQSRBNLONMDMS�HM�SGD�)HRSNQHDR�$G@MMDK�

Figur e 3. "TSN�&WONQS�$NMcFTQ@SHNM

/H@F@Q@�$KNTC�4DQUHBD�(THCD *MRS@KK�@MC�BNMcFTQD

+@MT@QX��
����� ��



#@BJcKK�4S@STR

5GD�A@BJcKK�RS@STR�cDKC�CHROK@XR�SGD�RS@STR�NE�@�A@BJcKK�NODQ@SHNM
�VGHBG�HR�QTM�VGDM�SGD�MTLADQ�NE�ODMCHMF
GHRSNQX�QDBNQCR�DWBDDCR�SGD�#@BJcKK�3DBNQC�5GQDRGNKC�U@KTD��5GD�GHRSNQHDR�@QD�RDMS�SN�SGD�BKNTC�AX�ATKJ�TOKN@C
Q@SGDQ�SG@M�UH@�".21�SQ@MRONQS��5GD�ATKJ�TOKN@C�LDBG@MHRL�HR�CDRHFMDC�SN�RTOONQS�K@QFD�MTLADQR�NE�GHRSNQHDR�
8GDM�@�A@BJcKK�HR�QTMMHMF
�MN�GHRSNQHDR�@QD�RDMS�SN�SGD�BKNTC�VHSG�SGD�".21�SQ@MRONQS�@MC�SGD�0MAN@QCHMF
cDKC�VHKK�CHROK@XExports Suspended �

5GD�ENKKNVHMF�S@AKD�DWOK@HMR�SGD�ETMBSHNM@KHSX�NE�SGD$KNTC�)HRSNQX�&WONQS�.@M@FDQ$KNTC�)HRSNQX�&WONQS�.@M@FDQATSSNMR�
Button Description

/DV $QD@SDR�@CCHSHNM@K�BTRSNL$KNTC)HRSNQX&WONQS$NMcF$KNTC)HRSNQX&WONQS$NMcFNAIDBSR�

&CHS�	NQ�CNTAKD�BKHBJHMF�NM
SGD�DMSQX


0ODMR�@�CH@KNF�VHMCNV�ENQ�BG@MFDR�SN�SGD$KNTC)HRSNQX&WONQS$NMcF$KNTC)HRSNQX&WONQS$NMcFCDS@HKR�

%HRBNUDQ %HRBNUDQR�@KK�DKHFHAKD�GHRSNQHDR�HM�SGD�RS@SHNM�

"RRHFM�	VGDM�@
$KNTC)HRSNQX&WONQS$NMcF
HR�RDKDBSDC


"CCR�SGD�GHRSNQX�SN�SGD$KNTC)HRSNQX&WONQS$NMcF$KNTC)HRSNQX&WONQS$NMcFHE�@$KNTC)HRSNQX&WONQS$NMcF$KNTC)HRSNQX&WONQS$NMcFHM�SGD%@S@A@RD%@S@A@RDRDBSHNM�@MC
@�GHRSNQX�HM�SGD%HRBNUDQ%HRBNUDQDCDCRDBSHNM�@QD�ANSG�RDKDBSDC�

NOTE: 5GD"RRHFM�&WBKTCD"RRHFM�&WBKTCDATSSNMR�BG@MFD�SDWS�CDODMCHMF�NM�SGD�RDKDBSHNM�NE�@�BNMcF�DMSQX�HM
SGD%@S@A@RD%@S@A@RDRDBSHNM�

6M@RRHFM�	VGDM�@
$KNTC)HRSNQX&WONQS$NMcF
HR�RDKDBSDC


3DLNUDR�SGD�GHRSNQX�EQNL�SGD$KNTC)HRSNQX&WONQS$NMcF$KNTC)HRSNQX&WONQS$NMcF�

NOTE: 5GD6M@RRHFM�*MBKTCD6M@RRHFM�*MBKTCDATSSNMR�BG@MFD�SDWS�CDODMCHMF�NM�SGD�RDKDBSHNM�NE�@�BNMcF�DMSQX�HM
SGD%@S@A@RD%@S@A@RDRDBSHNM�

&WBKTCD�	UHRHAKD�VGDM
Auto Export HR�RDKDBSDC


&WBKTCDR�SGD�GHRSNQX�EQNL�SGD�"TSN�&WONQS�VGDM�SGD�"TSN�&WONQS�BNMcF�HR�RDKDBSDC�HM�SGD%@S@A@RD%@S@A@RDRDBSHNM
@MC�NMD�NQ�LNQD�GHRSNQHDR�@QD�RDKDBSDC�HM�SGD%HRBNUDQ%HRBNUDQDCDCRDBSHNM�

NOTE: 5GD&WBKTCD&WBKTCDATSSNM�ENQ"TSN�&WONQS"TSN�&WONQSADBNLDR"RRHFM"RRHFMHE�XNT�RDKDBS�SGD
$KNTC)HRSNQX&WONQS$NMcF$KNTC)HRSNQX&WONQS$NMcF�

*MBKTCD�	UHRHAKD�VGDMAuto
Export HR�RDKDBSDC


*MBKTCDR�SGD�GHRSNQX�HM�SGD�"TSN�&WONQS�VGDM�@�GHRSNQX�HR�RDKDBSDC�

NOTE: 5GD*MBKTCD*MBKTCDATSSNM�ENQ"TSN�&WONQS"TSN�&WONQSADBNLDR6M@RRHFM6M@RRHFMHE�XNT�RDKDBS�SGD
$KNTC)HRSNQX&WONQS$NMcF$KNTC)HRSNQX&WONQS$NMcF

&WDBTSD &WDBTSDR�SGD�RDKDBSDC$KNTC)HRSNQX&WONQS$NMcF$KNTC)HRSNQX&WONQS$NMcFHE�HS�HR�DM@AKDC��8GDM�@�)HRSNQX�$NMcF�BG@MFDR�EQNL
CHR@AKDC�SN�DM@AKDC
�@�A@BJcKK�BGDBJ�VHKK�AD�ODQENQLDC
�VGHBG�L@X�SQHFFDQ�@�A@BJcKK�HE�SGD�MTLADQ�NE�ODMCHMF
GHRSNQHDR�DWBDDCR�SGD�#@BJcKK�3DBNQC�5GQDRGNKC�

&WONQSHMF�)HRSNQHDR�C@S@
'NKKNV�SGD�ADKNV�RSDOR�SN�DMRTQD�SG@S�@�RS@SHNM\R�GHRSNQHDR�@QD�RTBBDRRETKKX�RDMS�SN�SGD�BKNTC�

Figur e 4. $TRSNL�)HRSNQX�&WONQS�$NMcFTQ@SHNM

*MRS@KK�@MC�BNMcFTQD /H@F@Q@�$KNTC�4DQUHBD�(THCD

�� +@MT@QX��
�����



Prerequisites:

_ : NTQ�RS@SHNM�HR�QDFHRSDQDC�

_ : NT�G@UD�DWDBTSDC�SGD�$KNTC�*%�.@M@FDQ�

��4SDO 4DKDBS/H@F@Q@$KNTC4DQUHBD/H@F@Q@$KNTC4DQUHBD� $G@MMDKR$G@MMDKR� )HRSNQHDR)HRSNQHDR� &WONQSR&WONQSR� "TSN�&WONQS"TSN�&WONQS@MC�RDSEnabled SN
true �
&M@AKHMF�@M�DWONQS�ONKHBX�BGDBJR�HE�ATKJ�GHRSNQX�cKDR�RGNTKC�AD�TOKN@CDC�CTD�SN#@BJcK#@BJcKK�3DBNQK�3DBNQCC
5GQ5GQDRGNKCDRGNKC@MC�HE�MDBDRR@QX
�RS@QS�SGD�ATKJ�cKD�TOKN@C�OQNBDRR��"ESDQ�SGD�A@BJcKK�BGDBJ�HR�BNLOKDSD

SGD0MAN@Q0MAN@QCCHMFHMFLNCD�HR�RDS�SNExport Ready @MC�MDV�GHRSNQHDR�QDBNQCR�ADFHM�SN�dNV�SN�SGD
BKNTC�A@RDC�NM�GHRSNQX�DWONQS�ONKHBHDR�

��4SDO 0OSHNM@K��$QD@SD�MDV�BTRSNL�GHRSNQX�DWONQS�BNMcFTQ@SHNMR�	QDBNLLDMCDC�ENQ�RL@KK�RS@SHNMR
�

#@BJTO�BG@MMDK
5GHR�BG@MMDK�@KKNVR�XNT�SN�L@JD/H@F@Q@A@BJTOR�NE�SGD�RS@SHNM�@BBNQCHMF�SN�XNTQ�A@BJTO�ONKHBX�BNMcFTQ@SHNM
@MC�RSNQDR�SGD�A@BJTO�HM�SGD�BKNTC�VHSGHM�SGD/H@F@Q@�$KNTC�4THSD�

5GD�ONKHBX�@KKNVR�XNT�SN�BNMcFTQD�SGD�A@BJTO�SHLDR�@MC�VG@S�HR�HMBKTCDC�VHSGHM�SGD�A@BJTO��*S�BNMS@HMR�SGD
SHLD�@S�VGHBG�SGD�A@BJTOR�VHKK�QTM�VHSG�@�SQHFFDQ�LNCD�SG@S�XNT�B@M�BG@MFD�@R�MDDCDC��5GD�CDE@TKS�A@BJTO
ONKHBX�HR�BNMcFTQDC�SN�A@BJ�TO�@QNTMC���@�L��NM�4TMC@XR�VHSG�@�Q@MCNLHY@SHNM�NE���GNTQ��4DD/H@F@Q@�$KNTC
.@M@FDLDMS�1NQS@KSN�KD@QM�LNQD�@ANTS�SGD�KHLHS�NM�SGD�MTLADQ�NE�A@BJTOR�

: NTQ�A@BJTO�HR�RSNQDC�RDBTQDKX�VHSGHM�SGD/H@F@Q@BKNTC��*S�HR�DMBQXOSDC�VHSG�@M�DMBQXOSHNM�JDX
�VGHBG�HR�DHSGDQ
XNTQ�RS@SHNM�OK@SENQL�R�RXRSDL�O@RROGQ@RD�NQ�@�O@RRVNQC�SG@S�XNT�DMSDQDC�ADENQD�SGD�A@BJTO�V@R�TOKN@CDC�SN
SGD�BKNTC�

NOTE: *S�HR�HLONQS@MS�SN�QDLDLADQ�SGD�RXRSDL�O@RROGQ@RD�NQ�TRDQ�BQD@SDC�O@RRVNQC�@MC�JDDO�HS�R@ED��*E�XNT
KNRD�SGD�RXRSDL�O@RROGQ@RD�NQ�O@RRVNQC
�XNT�VHKK�MNS�AD�@AKD�SN�QDBNUDQ�SGD�A@BJTO��5GD�A@BJTOR�@QD�RDBTQDC
VHSG�SGD�BTQQDMS�RXRSDL�O@RROGQ@RD�NQ�O@RRVNQC��*E�SGD�RXRSDL�O@RROGQ@RD�NQ�O@RRVNQC�HR�BG@MFDC
�MDV
A@BJTOR�VHKK�TRD�SGD�MDV�RXRSDL�O@RROGQ@RD�NQ�O@RRVNQC�ATS�OQDUHNTR�A@BJTOR�HM�SGD�BKNTC�VHKK�RSHKK�TRD�SGD
OQDUHNTR�RXRSDL�O@RROGQ@RD�NQ�O@RRVNQC�

0MKX�XNT�NQ�RNLDNMD�XNT�FHUD�SGD�O@RROGQ@RD�NQ�O@RRVNQC�B@M�CDBQXOS�@MC�TRD�SGD�A@BJTO��:NT�B@M�@MMNS@SD
SGD�A@BJTO�VHSG�MNSDR�@MC�QDSQHDUD�HS�@MXSHLD�ENQ�QDRSNQHMF�HMSN�SGD�OK@SENQL�NQ�HMSN�@�MDV�OK@SENQL�HM�SGD
DUDMS�NE�G@QCV@QD�E@HKTQD�

5GD�cKD�M@LD�NE�SGD�A@BJTO�G@R�SN�ENKKNVHMF�ENQL@S�

backup_<device name>_<YYYYMMDDHHMMSS>_<device uuid>.edist2 �

_ device_name ��SGD�M@LD�DMSDQDC�VGDM�SGD�RS@SHNM�V@R�QDFHRSDQDC�NQ�BG@MFDC�TRHMF�SGD/H@F@Q@�$KNTC
.@M@FDLDMS�1NQS@K

_ <YYYYMMDDHHMMSS>��SGD�C@SD�NE�SGD�A@BJTO�HM�SGD�HMCHB@SDC�ENQL@S

_ device_uuid ��SGD�TMHPTD�HCDMSHcDQ�@RRHFMDC�SN�SGD�CDUHBD�VGDM�QDFHRSDQDC

5GD�BKNTC�A@BJTO�HR�QTM�@R�@/H@F@Q@INA��:NT�B@M�UHDV�SGD�OQNFQDRR�@MC�KNF�HM�SGD�+NA�4DQUHBD��5N�DMSDQ
A@BJTO�MNSDR�SG@S�@QD�@RRNBH@SDC�VHSG�SGD�A@BJTO�HM�SGD�BKNTC
�RDKDBS/H@F@Q@$KNTC4DQUHBD/H@F@Q@$KNTC4DQUHBD� $G@MMDKR$G@MMDKR�
#@BJTO#@BJTO� 1NK1NKHBHDRHBHDR� %DE@TK%DE@TKS�#@BJTO�1NKS�#@BJTO�1NKHBXHBX� #@BJTO�/NSD#@BJTO�/NSD�

NOTE: *E�@�BKNTC�A@BJTO�E@HKR
�@M�@K@QL�VHKK�AD�BQD@SDC�HE�SGDAlarm on Failure OQNODQSX�HR�RDS�SNtrue @S
/H@F@Q@$KNTC4DQUHBD/H@F@Q@$KNTC4DQUHBD� $G@MMDKR$G@MMDKR� #@BJTO#@BJTO� 1NK1NKHBHDRHBHDR� %DE@TK%DE@TKSS� #@BJTO�1NK#@BJTO�1NKHBXHBX� "K@QL�NM�'@HKTQ"K@QL�NM�'@HKTQDD�

/H@F@Q@�$KNTC�4DQUHBDENQ/H@F@Q@�$KNTC�4THSDTRDR�@M�@TSGDMSHB@SHNM�BDQSHcB@SD�SG@S�VHKK�AD�TOC@SDC
@OOQNWHL@SDKX�DUDQX����C@XR��5GD�RXRSDL�VHKK�SQHFFDQ�@M�@TSNL@SHB�A@BJTO�VGDM�SGD�BDQSHcB@SD�HR�TOC@SDC�RN
SG@S�SGD�BNQQDBS�BDQSHcB@SD�HR�RSNQDC�HM�SGD�A@BJTO.dist cKD�

#@BJTO�cKDR�B@M�AD�CNVMKN@CDC�SGQNTFG�SGD/H@F@Q@�$KNTC�.@M@FDLDMS�1NQS@K�

/H@F@Q@�$KNTC�4DQUHBD�(THCD *MRS@KK�@MC�BNMcFTQD

+@MT@QX��
����� ��



%DBQXOSHMF�@M�DMBQXOSDC�A@BJTO�cKD
: NT�B@M�CDBQXOS�@M�DMBQXOSDC�A@BJTO�cKD�AX�M@UHF@SHMF�SN�SGD�CNVMKN@CDC�cKD�VHSGHM8 NQJADMBG�

*M8 NQJADMBG
�CNTAKD�BKHBJ�SGD�CDRHQDC�A@BJTO�cKD��"�VHMCNV�VHKK�NODM�HMCHB@SHMF�SGD�O@SG�SN�SGD�cKD��$KHBJ
%DBQXOS�%*45�cKD%DBQXOS�%*45�cKDSN�NODM�SGD&MBQXOS&MBQXOSHNM�,DXHNM�,DXVHMCNV
�VGDQD�XNT�VHKK�AD�OQNLOSDC�SN�DMSDQ�DHSGDQ�SGD�RXRSDL
O@RROG@RD�NQ�SGD�O@RRVNQC�SG@S�V@R�TRDC�@S�SGD�SHLD�SGD�A@BJTO�V@R�L@CD��$KHBJ0,0, ��5GD�A@BJTO�VHKK�AD
CDBQXOSDC�SN�SGD�R@LD�CHQDBSNQX�@R�SGD�DMBQXOSDC�A@BJTO�

*MRS@KK�@MC�BNMcFTQD /H@F@Q@�$KNTC�4DQUHBD�(THCD

�� +@MT@QX��
�����



Chapter 3. Data management
5GHR�BG@OSDQ�OQNUHCDR�HMENQL@SHNM�@ANTS�RDQUHBDR�XNT�B@M�TRD�SN�L@M@FD�C@S@�HM/H@F@Q@�$KNTC�4DQUHBD�

NOTE:

_ /H@F@Q@�$KNTC�4DQUHBDBTQQDMSKX�CNDR�MNS�RTOONQS�SGD/H@F@Q@4XRSDL)HRSNQX*LONQSR/H@F@Q@4XRSDL)HRSNQX*LONQSR@MC�GHRSNQX�DWONQSR

HMBKTCHMF�SGD/H@F@Q@)HRSNQX&WONQSR/H@F@Q@)HRSNQX&WONQSR@MC/H@F@Q@4XRSDL)HRSNQX&WONQSR/H@F@Q@4XRSDL)HRSNQX&WONQSRBNLONMDMSR��"R�@�QDRTKS
�SGDHQ
@RRNBH@SDC�BNLONMDMSR�@MC�GHRSNQHDR�@QD�@KRN�BTQQDMSKX�MNS�RTOONQSDC�HM/H@F@Q@�$KNTC�4DQUHBD�

_ 0OSHNM@K�LNCTKDR��*E�XNT�TRD�/H@F@Q@/DSVNQJ�CDUHBDR
�DMRTQD�SG@S�SGD�NOSHNM@K�LNCTKD�BK6SHKR/H@F@Q@�QS�HR
HMRS@KKDC��*E�XNT�TRD�#@BMDS�CDUHBDR
�DMRTQD�SG@S�SGD�NOSHNM@K�LNCTKD�BK6SHKR#@BMDS�QS�HR�HMRS@KKDC�

$KNTC�"QBGHUD�)HRSNQX�1QNUHCDQ
"R�NE/H@F@Q@�����NQ�K@SDQ
�SGD�$KNTC"QBGHUD)HRSNQX1QNUHCDQ�@KKNVR�PTDQHDR�@F@HMRS�KNB@K�GHRSNQX�QDBNQCR�SN�AD
RTOOKDLDMSDC�AX�@QBGHUDC�GHRSNQX�QDBNQCR�SG@S�G@UD�ADDM�OQDUHNTRKX�DWONQSDC�SN�@�BKNTC�OK@SENQL�TRHMF
/H@F@Q@�$KNTC�4DQUHBD�

5GD�$KNTC"QBGHUD)HRSNQX1QNUHCDQ�HR�@TSNL@SHB@KKX�@CCDC�SN�SGD�RS@SHNM\R)HRSNQX4DQUHBD)HRSNQX4DQUHBDHM�SGD"Q"QBGHUD�)HRSNQXBGHUD�)HRSNQX
1Q1QNUHCDQRNUHCDQRBNMS@HMDQ�@ESDQ�SGD/H@F@Q@$KNTC4DQUHBD/H@F@Q@$KNTC4DQUHBDHR�QDFHRSDQDC�SN�SGD�BKNTC��5GD�$KNTC"QBGHUD)HRSNQX1QNUHCDQ
L@JDR�HS�ONRRHAKD�ENQ�@MX�DWHRSHMF�UHDVR�SG@S�PTDQX�GHRSNQHDR�SN�ADMDcS�EQNL�ANSG�KNB@K�@MC�@QBGHUDC�QDBNQCR�
8GHKD�SGD�RS@SHNM�RSHKK�RSNQDR�KNB@K�GHRSNQHDR
�NMBD/H@F@Q@�$KNTC�4DQUHBDDWONQSR�SGNRD�GHRSNQX�QDBNQCR�SN�@
BKNTC�OK@SENQL
�XNT�B@M�QDCTBD�SGD�B@O@BHSX�NE�SGNRD�KNB@K�GHRSNQHDR�SN�EQDD�TO�QDRNTQBDR�HM�XNTQ�RS@SHNM��"S
GHRSNQX�PTDQX�SHLD
�SGD�$KNTC"QBGHUD)HRSNQX1QNUHCDQ�B@M�D@RHKX�QDSQHDUD�SGNRD�DWONQSDC�	NKCDQ
�@QBGHUDC�GHRSNQX
QDBNQCR�QDRHCHMF�HM�@�C@S@A@RD�KNB@SDC�HM�SGD�BKNTC�OK@SENQL�

-HBDMRD�TOC@SD�QDPTHQDLDMSR
5N�TRD�SGD�$KNTC"QBGHUD)HRSNQX1QNUHCDQ
�XNTQ�KHBDMRD�QDPTHQDR�SGD�ENKKNVHMF�TOC@SDR�

_ "�FDMDQ@K�GHRSNQX"QBGHUD�KHBDMRD�ED@STQD�SG@S�BNUDQR�@MX�@QBGHUD�GHRSNQX�OQNUHCDQ�HLOKDLDMS@SHNM

_ "�FDMDQ@K/H@F@Q@�$KNTC�4DQUHBDKHBDMRD�ED@STQD�SG@S�BNUDQR�LNUHMF�GHRSNQX�C@S@�SN�NQ�EQNL�SGD�BKNTC
OK@SENQL

_ "M�@BSHUD�4."�@FQDDLDMS

"RRHFMHMF�BKNTC�*CR�SN�RS@SHNM�BNLONMDMSR�TRHMF�$KNTC�*C�.@M@FDQ
: NT�B@M�TRD�SGD$KNTC�*C�.@M@FDQ$KNTC�*C�.@M@FDQBNLONMDMS�SN�@RRHFM�BKNTC�*CR�SN�SGD�BNLONMDMSR�HM�SGD�RS@SHNM�@MC�SQ@BJ
BKNTC�*CR�ENQ�GHRSNQHDR��"R�GHRSNQHDR�B@M�AD�HLONQSDC�HMSN�SGD�RS@SHNM�VHSGNTS�@M�DWHRSHMF�BNLONMDMS�HM�SGD
RS@SHNM
�SGHR�@KKNVR�ENQ�RSNQHMF�SGD�GHRSNQX\R�BKNTC�*C��5GD�$KNTC�*C�.@M@FDQ�CDSDBSR�BG@MFDR�SN�BNLONMDMSR�HM
SGD�RXRSDL�@MC�@TSNL@SHB@KKX�DWDBTSDR�SGD�.NCDK�$G@MMDK�R�$KNTC�*C�&WONQS�1NKHBX�

Prerequisites:

_ : NT�G@UD�@CCDC�SGD/H@F@Q@$KNTC4DQUHBD/H@F@Q@$KNTC4DQUHBDSN�XNTQ�RS@SHNM�

_ *E�MDDCDC�@MC�@R�O@QS�NE�SGD�HMHSH@K�NMAN@QCHMF�OQNBDRR
�L@QJ�@MX�BNLONMDMSR�SG@S�XNT�V@MS�SN�DWBKTCD
EQNL�ADHMF�TOKN@CDC�SN�SGD�BKNTC�AX�TRHMF�SGDMB�DWBKTCDCS@F�

_ 0OSHNM@K�LNCTKDR��*E�XNT�TRD�/H@F@Q@/DSVNQJ�CDUHBDR
�DMRTQD�SG@S�SGD�NOSHNM@K�LNCTKDBK6SHKR/H@F@Q@�QSHR
HMRS@KKDC��*E�XNT�TRD�#@BMDS�CDUHBDR
�DMRTQD�SG@S�SGD�NOSHNM@K�LNCTKDBK6SHKR#@BMDS�QSHR�HMRS@KKDC�

��4SDO 5N�QTM�SGD$KNTC�*C�.@M@FDQ$KNTC�*C�.@M@FDQBNLONMDMS
�DWO@MC$NMcF$NMcF� 4DQUHBDR4DQUHBDR� /H@F@Q@$KNTC4DQUHBD/H@F@Q@$KNTC4DQUHBD�

/H@F@Q@�$KNTC�4DQUHBD�(THCD %@S@�L@M@FDLDMS
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����� ��



��4SDO 3HFGS�BKHBJ�NM$KNTC�*C�.@M@FDQ$KNTC�*C�.@M@FDQ@MC�RDKDBS"BS"BSHNMRHNMR� &WDBTSD�&WDBTSD�

NOTE: 5GD�.NCDK�$G@MMDK�R�$KNTC�*C�&WONQS�1NKHBX�HR�@TSNL@SHB@KKX�KHMJDC�SN�SGD$KNTC�*C$KNTC�*C
.@M@FDQ.@M@FDQ
�RN�HS�HR�DWDBTSDC�VGDM�MDV�BKNTC�HCR�@QD�@RRHFMDC�

&WBKTCHMF�BNLONMDMSR�@MC�GHRSNQHDR�EQNL�BKNTC�TOKN@C
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�RDKDBS�SGDMB�DWBKTCDCMB�DWBKTCDCBGDBJANW
�BKHBJ0,0, 
�@MC�BKHBJ4@UD4@UD�

NOTE: *E�XNT�V@MS�SN�HMBKTCD�SGD�BNLONMDMS�HM�SGD�LNCDK�TOKN@C
�SGDMB�DWBKTCDCS@F�B@MMNS�AD
OQDRDMS�@R�@�CHQDBS�NQ�HLOKHDC�S@F��*E�SGDMB�DWBKTCDCS@F�HR�NM�SGD�BNLONMDMS�@R�@M�HLOKHDC�S@F
ADB@TRD�HSR�@MBDRSNQ�BNLONMDMS�HR�S@FFDC�VHSGMB�DWBKTCDC
�SGDM�QD�S@F�HSR�@MBDRSNQ�@MC�NQ
RHAKHMF�BNLONMDMSR�SN�DMRTQD�SG@S�SGD�BNLONMDMSR�SG@S�XNT�VHRG�SN�DWBKTCD�RSHKK�G@UD�SGD
MB�DWBKTCDCS@F�	CHQDBS�NQ�HLOKHDC

�VGHKD�SGD�BNLONMDMS�SG@S�XNT�V@MS�SN�HMBKTCD�CNDR�MNS��0MBD
SGD�BNLONMDMS�MN�KNMFDQ�G@R�SGDMB�DWBKTCDCS@F
�SGD�MDWS�$KNTC�*C�.@M@FDQ�DWDBTSHNM�VHKK
@RRHFM�SGD�BNLONMDMS�@MMB�BKNTC*CS@F�HE�HS�CNDR�MNS�@KQD@CX�G@UD�NMD�@MC�VHKK�TOKN@C�SGD
BNLONMDMS�SN�SGD�BKNTC�

3D�HMBKTCHMF�GHRSNQHDR

��4SDO 5N�QD�HMBKTCD�@�GHRSNQX�SG@S�HR�BTQQDMSKX�DWBKTCDC
�QD�HMBKTCD�SGD�BNLONMDMS�@RRNBH@SDC�VHSG�SG@S
GHRSNQX�
5GHR�@KKNVR�SGD�GHRSNQX�SN�AD�HMBKTCDC�HM�GHRSNQX�TOKN@CR�@F@HM�

��4SDO 3TM�SGD�LNCDK�TOKN@C�INA�SN�OQNBDRR�SGD�BG@MFD�
5GD�GHRSNQX�HR�MNV�KHRSDC�HM�SGD$KNTC�)HRSNQX�&WONQS�.@M@FDQ$KNTC�)HRSNQX�&WONQS�.@M@FDQ@F@HM�

*E�@�GHRSNQX�HR�KHRSDC�HM�SGD�GHRSNQX�RO@BD�ATS�MNS�HM�SGD$KNTC�)HRSNQX�&WONQS�.@M@FDQ$KNTC�)HRSNQX�&WONQS�.@M@FDQ
�VGHKD�HSR�BNLONMDMS�CNDR
MNS�G@UD�SGDMB�DWBKTCDCS@F
�HS�HR�KHJDKX�SG@S�BG@MFDR�VDQD�L@CD�SN�SGDMB�DWBKTCDCS@FR�HM�SGD�RS@SHNM�@MC�SGD
LNCDK�TOKN@C�INA�V@R�MNS�QTM�@ESDQV@QCR��3TMMHMF�SGD�LNCDK�TOKN@C�INA�@KKNVR�SGD�GHRSNQX�SN�NMBD�@F@HM�AD
KHRSDC�HM�SGD$KNTC�)HRSNQX�&WONQS�.@M@FDQ$KNTC�)HRSNQX�&WONQS�.@M@FDQ@MC�HMBKTCDC�HM�GHRSNQX�TOKN@CR�

%@S@�L@M@FDLDMS /H@F@Q@�$KNTC�4DQUHBD�(THCD

�� +@MT@QX��
�����



#@BJTO�$G@MMDK
5GD/H@F@Q@�$KNTC�4DQUHBD#@BJTO�$G@MMDK�TOKN@CR�RS@SHNM�A@BJTOR�SN�SGD�BKNTC�@BBNQCHMF�SN�SGD
BNMcFTQ@SHNM�HM�SGD�A@BJTO�ONKHBX��5GD�A@BJTOR�@QD�RHLHK@Q�SN�SGNRD�L@CD�AX/H@F@Q@�R#@BJTO�4DQUHBD#@BJTO�4DQUHBD

GNVDUDQ
�SGDX�@QD�DMBQXOSDC�VHSG�@M�DMBQXOSHNM�JDX
�VGHBG�B@M�AD�DHSGDQ�SGD�RXRSDL�O@RROGQ@RD�NQ�@�O@RRVNQC
SG@S�XNT�DMSDQDC�ADENQD�SGDX�VDQD�TOKN@CDC�SN�SGD�BKNTC�	@KRN�RDD��#@BJTO�BG@MMDK��HM�SGD��*MRS@KK�@MC
BNMcFTQD��BG@OSDQ
��*M�@CCHSHNM
�SGD�#@BJTO�$G@MMDK�G@R�CHEEDQDMS�DWBKTRHNMR�SG@M�SGD�#@BJTO�4DQUHBD�

,DX #@BJTO�1NK#@BJTO�1NKHBXHBXED@STQDR�

_ 5GD�ONKHBX�BNMSQNKR�SGD�SHLD�@S�VGHBG�SGD�A@BJTOR�VHKK�QTM�VHSG�@�SQHFFDQ�LNCD
�VGHBG�XNT�B@M�BG@MFD�@R
MDDCDC�

_ 5GD�CDE@TKS�A@BJTO�ONKHBX�HR�RDS�SN�A@BJ�TO�NM�4TMC@XR�@S���@�L��VHSG�@�Q@MCNLHY@SHNM�NE���GNTQ�

_ &@BG�CDUHBD�HR�KHLHSDC�SN�@�BDQS@HM�MTLADQ�NE�A@BJTOR�	RDD���+.3$�"!#*3/�!-$�0 %12.0%�120!2%'7��HM�SGD
/H@F@Q@�$KNTC�4THSD�	/$4
�1@QSMDQ�(THCDENQ�CDS@HKR
�

_ 5GD�cKD�M@LD�NE�SGD�A@BJTO�G@R�SGD�ENKKNVHMF�ENQL@S�"!#*3/ �$%4)#%
-!,%
 �������������� �$%4)#%�33)$
�%$)12� �

_ device_name ��SGD�M@LD�DMSDQDC�VGDM�SGD�RS@SHNM�V@R�QDFHRSDQDC�NQ�BG@MFDC�TRHMF�SGD/H@F@Q@
$KNTC�.@M@FDLDMS�1NQS@K

_ YYYYMMDDHHMMSS��SGD�C@SD�NE�SGD�A@BJTO�HM�SGD�HMCHB@SDC�ENQL@S

_ device_uuid ��SGD�TMHPTD�HCDMSHcDQ�@RRHFMDC�SN�SGD�CDUHBD�CTQHMF�QDFHRSQ@SHNM
	'DCDQ@SDC*CDMSHSX"TSGDMSHB@SNQ���4XRSDL�*C


_ 5GD�BKNTC�A@BJTO�HR�QTM�@R�@/H@F@Q@INA��:NT�B@M�UHDV�SGD�OQNFQDRR�CDS@HKR�@MC�KNF�HM�SGD+NA4DQUHBD+NA4DQUHBD�

_ /H@F@Q@�$KNTC�4DQUHBDENQ�/$4�TRDR�@M�@TSGDMSHB@SHNM�BDQSHcB@SD�SG@S�VHKK�AD�TOC@SDC�@OOQNWHL@SDKX�DUDQX
���C@XR��5GD�RXRSDL�VHKK�SQHFFDQ�@M�@TSNL@SHB�A@BJTO�VGDM�SGD�BDQSHcB@SD�HR�TOC@SDC�RN�SG@S�SGD�BNQQDBS
BDQSHcB@SD�HR�RSNQDC�HM�SGD�A@BJTO.dist cKD�

6OKN@CHMF�RS@SHNM�A@BJTOR�SN�SGD�BKNTC

$QD@SHMF�@�BKNTC�A@BJTO
5GD#@BJTO�$G@MMDK#@BJTO�$G@MMDKHR�TRDC�SN�TOKN@C�RS@SHNM�A@BJTOR�SN�SGD�BKNTC��6MKHJD�SGD/H@F@Q@#@BJTO�4DQUHBD
�SGDRD
A@BJTOR�@QD�DMBQXOSDC�VHSG�SGD�RXRSDL�O@RROGQ@RD�NQ�TRDQ�BQD@SDC�O@RRVNQC�

Prerequisites:

_ : NT�G@UD�@BBDRR�SN�SGD/H@F@Q@�$KNTC�.@M@FDLDMS�1NQS@K�

_ 5GD�RS@SHNM�HR�QDFHRSDQDC�VHSG�SGD/H@F@Q@�$KNTC�4THSD�

_ : NT�JMNV�SGD�RXRSDL�O@RROGQ@RD�NQ�O@RRVNQC�

��4SDO 6MCDQ/H@F@Q@$KNTC4DQUHBD/H@F@Q@$KNTC4DQUHBD
�DWO@MC$G@MMDKR$G@MMDKR� #@BJTO#@BJTO� 1NK1NKHBHDRHBHDR� %DE@TK%DE@TKS�#@BJTO�1NKS�#@BJTO�1NKHBXHBX@MC�HM
SGD#@BJTO�/NSDOQNODQSX�DMSDQ�@�MNSD�SDWS�SG@S�VHKK�AD�@RRNBH@SDC�VHSG�SGD�BKNTC�A@BJTO�

��4SDO &WO@MC$G@MMDKR$G@MMDKR� #@BJTO#@BJTO� %DE@TK%DE@TKS�#@BJTO�1NKS�#@BJTO�1NKHBXHBX@MC�HM�SGDExclude Files @MCExclude
Folders OQNODQSHDR
�DMSDQ�@CCHSHNM@K�cKDR�NQ�ENKCDQR�SG@S�XNT�V@MS�SN�DWBKTCD�EQNL�SGD�BKNTC
A@BJTO�
5GD�cKDR�SN�AD�DWBKTCDC�@QD�RDO@Q@SDC�AX�@�RDLHBNKNM�VHSG�DWSDMRHNMR�DHSGDQ�VHSG�SGD�BNLOKDSD
M@LD�NQ�TRHMF�SGD�VHKCB@QC�@RSDQHRJ�	�
�3DEDQ�SN��� .0*!0 .3-$�&.0��)0 %#2.07��0$��(..1%0�)113%��HM
SGD��� 0.3"+%1(..2)-' ��BG@OSDQ�SN�DMRTQD�SG@S�XNT�DMSDQ�SGD�BNQQDBS�ENKCDQ�O@SG�ENQ�SGDExclude
Folders OQNODQSX�

��4SDO

_ 'NQ�@�L@MT@K�A@BJTO
�DWO@MC$G@MMDKR$G@MMDKR� #@BJTO#@BJTO� 1NK1NKHBHDRHBHDR
�QHFGS�BKHBJ�NM%DE@TK%DE@TKS�#@BJTOS�#@BJTO
1NK1NKHBXHBX@MC�RDKDBS"BS"BSHNMRHNMR� &WDBTSD&WDBTSD�

_ 'NQ�@�QDBTQQDMS�A@BJTO
�DWO@MC$G@MMDKR$G@MMDKR� #@BJTO#@BJTO� %DE@TK%DE@TKS�#@BJTO�1NKS�#@BJTO�1NKHBXHBX@MC�RBGDCTKD
SGD�CDRHQDC�SHLD�HM�SGDTime Trigger OQNODQSX�

/H@F@Q@�$KNTC�4DQUHBD�(THCD %@S@�L@M@FDLDMS

+@MT@QX��
����� ��



Result
6ONM�DWDBTSHMF�@�A@BJTO
�@�BKNTC�A@BJTO�INA�HR�K@TMBGDC�@MC�@�RS@SHNM�A@BJTO�HR�RDMS�SN�SGD�BKNTC��:NT�B@M
UHDV�SGD�BKNTC�A@BJTO�INA�TMCDQ4DQUHBDR4DQUHBDR� +NA4DQUHBD+NA4DQUHBD��5GD�CDS@HKR�NE�SGD�A@BJTO�B@M�AD�UHDVDC�HM�SGD�BKNTC
A@BJTO�DMSQX�R�INA�KNF�

5GD�A@BJTO�cKD�HR�@M�DMBQXOSDC.dist cKD
�VGHBG�HR�DMBQXOSDC�VHSG�SGD�RXRSDL�O@RROGQ@RD�NQ�SGD�BNMcFTQDC
O@RRVNQC�@S�SGD�SHLD�SGD�BKNTC�A@BJTO�V@R�L@CD��5GD�BKNTC�A@BJTOR�B@M�AD�UHDVDC�@MC�CNVMKN@CDC�EQNL�SGD
/H@F@Q@�$KNTC�.@M@FDLDMS�1NQS@K	RDD/H@F@Q@�$KNTC�4THSD�	/$4
�1@QSMDQ�(THCDENQ�LNQD�CDS@HKR
�

NOTE: *E�@�BKNTC�A@BJTO�E@HKR
�@M�@K@QL�VHKK�AD�BQD@SDC�HE�SGDAlarm on Failure OQNODQSX�HR�RDS�SNtrue @S
$G@MMDKR$G@MMDKR� #@BJTO#@BJTO� %DE@TK%DE@TKS�#@BJTO�1NKS�#@BJTO�1NKHBXHBX�

3DRSNQHMF�@�RS@SHNM�ENQ�@�BNMSQNKKDQ
: NT�QDRSNQD�@M�HMCHUHCT@K�RS@SHNM�EQNL�@�A@BJTO�CHRSQHATSHNM�	CHRS
�TRHMF8 NQJADMBG�

Prerequisites:

_ 6RHMF�SGD/H@F@Q@�$KNTC�.@M@FDLDMS�1NQS@K
�XNT�G@UD�CNVMKN@CDC�SGD�A@BJTO�cKD�SN�@�KNB@SHNM�NM�XNTQ
BNLOTSDQ�R�G@QC�CQHUD�

_ : NT�G@UD�NODMDC8 NQJADMBG@MC�L@CD�@�BNMMDBSHNM�SN�SGD�OK@SENQL�VGDQD�XNT�@QD�QDRSNQHMF�SGD�RS@SHNM�

_ : NT�JMNV�SGD�RS@SHNM�R�O@RROGQ@RD�NQ�O@RRVNQC�TRDC�@S�SGD�SHLD�NE�A@BJTO�BQD@SHNM�

��4SDO /@UHF@SD�SN�@MC�NODM�SGD�CNVMKN@CDC�A@BJTO�cKD�TMCDQ.X�)NRS.X�)NRS � .X�'HKD�4XRSDL.X�'HKD�4XRSDL� /H@F@Q@
3DBNUDQ�CHROK@XR�@�S@AKD�VHSG�@�QNV�ENQ�D@BG�A@BJTO�

��4SDO %NTAKD�BKHBJ�SGD�cKD�M@LD�@MC�BKHBJ�SGD%DBQXOS�%*45�cKD%DBQXOS�%*45�cKDATSSNM�

NOTE: 5GD�cKD�LTRS�AD�CDBQXOSDC�ADENQD�HS�B@M�AD�TRDC�SN�QDRSNQD�@�RS@SHNM�

5GD&MBQXOS&MBQXOSHNM�,DXHNM�,DXVHMCNV�NODMR�

%@S@�L@M@FDLDMS /H@F@Q@�$KNTC�4DQUHBD�(THCD

�� +@MT@QX��
�����



��4SDO &MSDQ�SGD�RS@SHNM�R�TMHPTD�O@RROGQ@RD�NQ�O@RRVNQC�TRDC�@S�SGD�SHLD�NE�A@BJTO�@MC�BKHBJ0,0, �
/H@F@Q@CDBQXOSR�SGD.edist2 cKD
�VGHBG�QDRTKSR�HM�@.dist cKD��5GD�A@BJTO�HR�CDBQXOSDC�SN�SGD
R@LD�CHQDBSNQX�@R�SGD�DMBQXOSDC�A@BJTO�

��4SDO 6RD�SGD�OK@SENQL�SNNK
%HRS�'HKD�*MRS@K%HRS�'HKD�*MRS@KKDQKDQ
�SN�QDRSNQD�SGD�RS@SHNM�

3DRSNQHMF�@�4TODQUHRNQ�RS@SHNM
5GD/H@F@Q@%HRSQHATSHNM�'HKD�*MRS@KKDQ�SNNK�CNDR�MNS�RTOONQS�QDRSNQHMF�@4TODQUHRNQ�CHRScKD��)NVDUDQ
�XNT�B@M
L@MT@KKX�QDRSNQD�SGD4TODQUHRNQRS@SHNM�EQNL�@�A@BJTO�SN�SGD�R@LD�NQ�CHEEDQDMS�BNLOTSDQ�

3DRSNQHMF�4TODQUHRNQ�A@BJTO�SN�SGD�R@LD�BNLOTSDQ
: NT�VHRG�SN�QDRSNQD�@�OQDUHNTRKX�A@BJDC�TO�UDQRHNM�NE�@�RS@SHNM�SN�SGD�R@LD�BNLOTSDQ�VGDQD�SGD�A@BJTO�V@R
L@CD�

Prerequisites:

_ : NT�G@UD�RGTS�CNVM�SGD�BTQQDMSKX�QTMMHMF4TODQUHRNQRS@SHNM�

_ 5GD�BNLOTSDQ�SN�VGHBG�XNT�VHRG�SN�QDRSNQD�@�A@BJTO�UDQRHNM�G@R�SGD�R@LD�)NRS�*C
/H@F@Q@UDQRHNM
�@MC
/H@F@Q@�$KNTC�4DQUHBDUDQRHNM�

_ : NT�JMNV�SGD�RXRSDL�O@RROGQ@RD�NQ�O@RRVNQC�HM�TRD�@S�SGD�SHLD�NE�A@BJTO��*E�XNT�CN�MNS�JMNV�SGD�RXRSDL
O@RROGQ@RD
�XNT�L@X�MDDC�SN�ODQENQL�DWSQ@�RSDOR��:NT�L@X�@KRN�TRD�SGD�@KSDQM@SHUD�O@RRVNQC�HE�SGD
A@BJTO�BG@MMDK�V@R�BNMcFTQDC�SN�TRD�SGHR�HMRSD@C�NE�SGD�RXRSDL�O@RROGQ@RD�

��4SDO 0ODM�SGD/H@F@Q@1K@SENQL1K@SENQL� 4S@S4S@SHNM�$NOHDQHNM�$NOHDQ@MC�BNOX�SGD4TODQUHRNQRS@SHNM�EQNL�SGD�KNB@K�NQ
QDLNSD�GNRS�SN�SGD8 NQJADMBGGNRS�

��4SDO %DKDSD�SGD�NKC4TODQUHRNQRS@SHNM�EQNL�SGD�KNB@K�NQ�QDLNSD�GNRS�

��4SDO 6RHMF�SGD/H@F@Q@�$KNTC�.@M@FDLDMS�1NQS@K
�CNVMKN@C�SGD�BKNTC�A@BJTO�ENQ�SGD4TODQUHRNQ
RS@SHNM�

��4SDO *M8 NQJADMBG� .X�'HKD�4XRSDL.X�'HKD�4XRSDL
�KNB@SD�SGD�A@BJTO�cKD�DMCHMF�VHSG�SGD�DCHRS�cKD�DWSDMRHNM

CNTAKD�BKHBJ�NM�SGD�DCHRS�cKD
�@MC�ENKKNV�SGD�HMRSQTBSHNMR�

NOTE: : NT�LTRS�DMSDQ�SGD�RXRSDL�O@RROGQ@RD�HM�TRD�@S�SGD�SHLD�NE�A@BJTO��'NQ�GNRSR�TRHMF
/H@F@Q@�����T�NQ/H@F@Q@�������@MC�K@SDQ
�XNT�L@X�TRD�SGD�@KSDQM@SHUD�O@RRVNQC�HE�SGD�A@BJTO
BG@MMDK�V@R�BNMcFTQDC�SN�TRD�SGHR�HMRSD@C�NE�SGD�O@RROGQ@RD�

5GD�cKD�VHKK�AD�CDBQXOSDC�SN�@�MDV�cKD�VHSG�@�CHRSDWSDMRHNM�

��4SDO 0ODM�SGD�CHRScKD�VHSG�@�;HO�SNNK�
: NT�L@X�MDDC�SN�BG@MFD�SGD�cKD�DWSDMRHNM�NE�SGD�CDBQXOSDC�A@BJTO�cKD�EQNL �CHRSSN�YHO�

��4SDO &WSQ@BS�SGD�BNMSDMSR�NE�SGD�YHOcKD�SN�@�ENKCDQ�TRHMF�SGD�;HO�SNNK�

��4SDO $NOX�SGD�RS@SHNM�EQNL�SGD�DWO@MCDC�ENKCDQ�EQNL�SGD�A@BJTOniagara_user_home\stations\
SN�XNTQ/H@F@Q@8 NQJADMBG6RDQ�)NLD�ENKCDQ�

��4SDO 6RHMF�SGD/H@F@Q@OK@SENQL�4S@SHNM�$NOHDQ�SNNK
�BNOX�SGD�RS@SHNM�SN�SGD�KNB@K�NQ�QDLNSD�GNRS�

��4SDO $NOX�SGD�@K@QLR�@MC�GHRSNQHDR�HE�MDDCDC
�@MC�BKHBJ'HMHRG'HMHRG�

���4SDO 4S@QS�SGD�MDV�RS@SHNM�NM�SGD�KNB@K�NQ�QDLNSD�GNRS�
5GD�RS@SHNM�G@R�ADDM�QDRSNQDC�SN�@M�NKCDQ�UDQRHNM�EQNL�A@BJTO�@MC�VHKK�BNMMDBS�SN�SGD�BKNTC�VHSG
SGD�R@LD�HCDMSHSX�

3DRSNQHMF�4TODQUHRNQ�A@BJTO�SN�@�MDV�BNLOTSDQ
: NT�VHRG�SN�QDRSNQD�@�OQDUHNTRKX�A@BJDC�TO�UDQRHNM�NE�@�RS@SHNM�SN�@�MDV�BNLOTSDQ�

Prerequisites:

_ 5GD�BNLOTSDQ�G@R�SGD�R@LD/H@F@Q@@MC/H@F@Q@�$KNTC�4DQUHBDUDQRHNMR�SG@S�VDQD�HMRS@KKDC�NM�SGD

/H@F@Q@�$KNTC�4DQUHBD�(THCD %@S@�L@M@FDLDMS

+@MT@QX��
����� ��



BNLOTSDQ�VGDQD�SGD�A@BJTO�V@R�L@CD�

_ : NT�JMNV�SGD�RXRSDL�O@RROGQ@RD�NQ�O@RRVNQC�HM�TRD�@S�SGD�SHLD�NE�A@BJTO��*E�XNT�CN�MNS�JMNV�SGD�RXRSDL
O@RROGQ@RD
�XNT�L@X�MDDC�SN�ODQENQL�DWSQ@�RSDOR�:NT�L@X�@KRN�TRD�SGD�@KSDQM@SHUD�O@RRVNQC�HE�SGD�A@BJTO
BG@MMDK�V@R�BNMcFTQDC�SN�TRD�SGHR�HMRSD@C�NE�SGD�RXRSDL�O@RROGQ@RD�

_ 3DEDQ�SN�SGD���712%,�!-$�8+%�/!11/(0!1%1 ��@MC���$)2)-'�2(%��".'�8+%�/!11/(0!1%�.& 9)-%��SNOHBR�HM�SGD
/H@F@Q@�1K@SENQL�(THCDHE�MDBDRR@QX�

NOTE: 5GD�MDV�QDRSNQDC�RS@SHNM�VHKK�G@UD�@�MDV�HCDMSHSX�@MC�VHKK�MNS�@RRTLD�SGD�HCDMSHSX�NE�SGD�NKC�RS@SHNM
ADB@TRD�XNT�@CC�@MC�QDFHRSDQ�@�MDV�/H@F@Q@�$KNTC�4DQUHBD�HCDMSHSX�

��4SDO *MRS@KK8 NQJADMBG@MC�BNOX�SGDBKNTC-HMJLNCTKDR�SN�SGD/H@F@Q@GNLD�LNCTKDR�ENKCDQ�

NOTE: &MRTQD�SG@S�@/H@F@Q@KHBDMRD�G@R�ADDM�HMRS@KKDC�

��4SDO 6RD�SGD/H@F@Q@�$KNTC�.@M@FDLDMS�1NQS@KSN�CNVMKN@C�SGD�BKNTC�A@BJTO�ENQ�SGD4TODQUHRNQ
RS@SHNM�

��4SDO *M8 NQJADMBG� .X�'HKD�4XRSDL.X�'HKD�4XRSDL
�KNB@SD�SGD�A@BJTO�cKD�DMCHMF�VHSG�SGD�DCHRS�cKD�DWSDMRHNM

CNTAKD�BKHBJ�NM�SGD�DCHRS�cKD�@MC�ENKKNV�SGD�HMRSQTBSHNMR�

NOTE: 5GD�DMBQXOSHNM�JDX�LTRS�AD�DMSDQDC
�VGHBG�HR�DHSGDQ�SGD�RXRSDL�O@RROGQ@RD�NQ�@�O@RRVNQC
SG@S�V@R�HM�TRD�@S�SGD�SHLD�NE�A@BJTO�

5GD�cKD�VHKK�AD�CDBQXOSDC�SN�@�MDV�cKD�VHSG�@�CHRSDWSDMRHNM�

��4SDO 0ODM�SGD�CHRScKD�VHSG�@�;HO�SNNK�
: NT�L@X�MDDC�SN�BG@MFD�SGD�cKD�DWSDMRHNM�NE�SGD�CDBQXOSDC�A@BJTO�cKD�EQNL �CHRSSN�YHO�

��4SDO &WSQ@BS�SGD�BNMSDMSR�NE�SGD�YHOcKD�SN�@�ENKCDQ�TRHMF�SGD�;HO�SNNK�

��4SDO $NOX�SGD�RS@SHNM�EQNL�SGD�DWO@MCDC�ENKCDQ�EQNL�SGD�A@BJTOniagara_user_home\stations\
SN�XNTQ/H@F@Q@8 NQJADMBG6RDQ�)NLD�ENKCDQ�

��4SDO 6RHMF�SGD/H@F@Q@OK@SENQL�4S@SHNM�$NOHDQ�SNNK�NQ�4S@SHNM�5Q@MREDQ�VHY@QC
�BNOX�SGD�RS@SHNM�SN�SGD
KNB@K�NQ�QDLNSD�GNRS�

��4SDO 4S@QS�SGD�MDV�RS@SHNM�NM�SGD�KNB@K�NQ�QDLNSD�GNRS�

��4SDO 0ODM�SGD�RS@SHNM�@MC�M@UHF@SD�SN$NMcF$NMcF� 4DQUHBDR4DQUHBDR@MC�KNB@SD�SGD/H@F@Q@$KNTC4DQUHBD/H@F@Q@$KNTC4DQUHBD�

���4SDO %DKDSD�SGHR�DWHRSHMF/H@F@Q@$KNTC4DQUHBD/H@F@Q@$KNTC4DQUHBD@R�HS�VHKK�MNS�VNQJ�BNQQDBSKX�NM�SGD�MDV�BNLOTSDQ�

���4SDO 5N�@CC�SGD/H@F@Q@$KNTC4DQUHBD/H@F@Q@$KNTC4DQUHBDSN�XNTQ�RS@SHNM�@MC�QDFHRSDQ�SGD�CDUHBD�VHSG/H@F@Q@�$KNTC�4THSD

ENKKNV�SGD�RSDOR�HM�SGD�]*MRS@KK�@MC�BNMcFTQD^�SNOHB�NE�SGHR�FTHCD�

%@S@�L@M@FDLDMS /H@F@Q@�$KNTC�4DQUHBD�(THCD

�� +@MT@QX��
�����



Chapter 4. Components and other
refer ences
$NLONMDMSR�HMBKTCD�RDQUHBDR
�ENKCDQR�@MC�NSGDQ�LNCDK�ATHKCHMF�AKNBJR�@RRNBH@SDC�VHSG�@�LNCTKD��7HDVR�@QD
OKTFHMR�SG@S�B@M�AD�@BBDRRDC�AX�CNTAKD�BKHBJHMF�@�BNLONMDMS�HM�SGD�/@U�SQDD�NQ�QHFGS�BKHBJHMF�@�BNLONMDMS�@MC
RDKDBSHMF�HSR�UHDV�EQNL�SGD�7HDVR�LDMT�
5GD�BNLONMDMS�@MC�UHDV�SNOHBR�SG@S�ENKKNV�@OOD@Q�@R�BNMSDWS�RDMRHSHUD�GDKO�SNOHBR�VGDM�@BBDRRDC�AX�

_ 3HFGS�BKHBJHMF�NM�SGD�NAIDBS�@MC�RDKDBSHMF77HDVRHDVR� (THCD�)DKO(THCD�)DKO

_ $KHBJHMF)DKO)DKO� (THCD�0M�5(THCD�0M�5@Q@QFDSFDS

"KRN�CHRBTRRDC�HM�SGHR�RDBSHNM�@QD�BKNTC�RODBHcB�DUDMS�LDRR@FDR�@MC�BNLL@MCR
�@R�VDKK�@R�DWSDMRHAHKHSX�

BKNTC-HMJ�$KNTC"QBGHUD)HRSNQX1QNUHCDQ
"R�NE/H@F@Q@�����@MC�K@SDQ
�SGD�$KNTC"QBGHUD)HRSNQX1QNUHCDQ�BNLONMDMS�@KKNVR�PTDQHDR�@F@HMRS�KNB@K�GHRSNQX
QDBNQCR�SN�AD�RTOOKDLDMSDC�AX�@QBGHUDC�GHRSNQX�QDBNQCR�SG@S�G@UD�ADDM�OQDUHNTRKX�DWONQSDC�SN�@�BKNTC
OK@SENQL�TRHMF/H@F@Q@�$KNTC�4DQUHBD�
5GHR�BNLONMDMS�HR�@TSNL@SHB@KKX�HMRS@KKDC�HE�XNT�G@UD�@�GHRSNQX�BG@MMDK�@MC�SGD�GHRSNQX"QBGHUD�KHBDMRD�ED@STQD

ATS�XNT�B@M�@KRN�cMC�HS�HM�SGDBKNTC-HMJO@KDSSD��5N�@BBDRR�SGD�BNLONMDMS\R�OQNODQSHDR
�DWO@MC$NMcF$NMcF�
4DQUHBDR4DQUHBDR� )HRSNQX4DQUHBD)HRSNQX4DQUHBD� "Q"QBGHUD)HRSNQX1QBGHUD)HRSNQX1QNUHCDQRNUHCDQR�

Property Value Description

4S@STR QD@C�NMKX *MCHB@SDR�SGD�BNMCHSHNM�NE�SGD
$KNTC"QBGHUD)HRSNQX1QNUHCDQ�@S�SGD
K@RS�BGDBJ�

_ {ok} HMCHB@SDR�SG@S�SGD
$KNTC"QBGHUD)HRSNQX1QNUHCDQ
BNLONMDMS�HR�KHBDMRDC

_ {disabled} HMCHB@SDR�SG@S
SGDEnable OQNODQSX�HR�RDS�SN
false

_ {fault} HMCHB@SDR�@MNSGDQ

Figur e 11. $KNTC"QBGHUD)HRSNQX1QNUHCDQ�OQNODQSHDR

/H@F@Q@�$KNTC�4DQUHBD�(THCD $NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR

+@MT@QX��
����� ��



Property Value Description

OQNAKDL��$GDBJ�SGDFault

Cause OQNODQSX�ENQ�LNQD
HMENQL@SHNM

&M@AKDC true NQfalse 	CDE@TKS
 "BSHU@SDR�@MC�CD@BSHU@SDR�SGD�TRD�NE
SGD�BNLONMDMS�@MC�@KK�HSR
RTABNLONMDMSR�

'@TKS�$@TRD QD@C�NMKX *MCHB@SDR�SGD�QD@RNM�VGX�SGD
$KNTC"Q$KNTC"QBGHUD)HRSNQX1QBGHUD)HRSNQX1QNUHCDQNUHCDQHR�HM�E@TKS�
5GHR�cDKC�HR�DLOSX�TMKDRR�@�E@TKS
DWHRSR�

.@W�"QBGHUD�3DRTKSR�1DQ�2TDQX �����	CDE@TKS
 5GD�L@WHLTL�MTLADQ�NE�GHRSNQX
QDBNQCR�SN�QDSTQM�ENQ�@�PTDQX�

"QBGHUD�-HLHS�/NSHcB@SHNMR Notify Once Per Query Range Per
Session NQNever Notify or Always
Notify

%DcMDR�SGD�ADG@UHNQ�NE�@�RTARDS�NE
8 NQJADMBGUHDVR
�ATS�MNS�@KK�NE�SGDL�
88 DA�$G@QSDA�$G@QS@MC)5.-��)HRSNQX�5)5.-��)HRSNQX�5@AKD@AKD
UHDVR�	@BBDRRHAKD�EQNL�SGD�AQNVRDQ
@MC8 NQJADMBG
�OQNUHCD�SGDHQ�NVM
MNSHcB@SHNM�VGDM�@�GHRSNQX�PTDQX
DWBDDCR�SGHR�KHLHS�

$KNTC�$NMMDBSHNM�4DQUHBD /H@F@Q@$KNTC4DQUHBD�NQC *MCHB@SDR�SGD�/H@F@Q@$KNTC4DQUHBD�SN
TRD�SN�PTDQX�ENQ�@QBGHUDC�GHRSNQX
QDBNQCR�

)HRSNQX�"QBGHUD�$@BGD @CCHSHNM@K�OQNODQSHDR $NMS@HMR�@�RDS�NE�OQNODQSHDR�ENQ
BNMcFTQHMF�SGD�B@BGHMF�NE�GHRSNQX
QDBNQCR�PTDQHDC�EQNL�SGD�BKNTC�

BKNTC-HMJ�)HRSNQX"QBGHUD$@BGD
)HRSNQX"Q)HRSNQX"QBGHUD$@BGDBGHUD$@BGDHR�@�RTABNLONMDMS�NE�SGD$KNTC)HRSNQX"Q$KNTC)HRSNQX"QBGHUD1QBGHUD1QNUHCDQNUHCDQBNLONMDMS�
5N�@BBDRR�SGD�BNLONMDMS\R�OQNODQSHDR
�DWO@MC$NMcF$NMcF� 4DQUHBDR4DQUHBDR� )HRSNQX4DQUHBD)HRSNQX4DQUHBD� "Q"QBGHUD)HRSNQX1QBGHUD)HRSNQX1QNUHCDQRNUHCDQR�
$KNTC"Q$KNTC"QBGHUD)HRSNQX1QBGHUD)HRSNQX1QNUHCDQNUHCDQ�

$NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR /H@F@Q@�$KNTC�4DQUHBD�(THCD

�� +@MT@QX��
�����



Property Value Description

.@W�3DBNQC�$NTMS 1Ðmax 	CDE@TKSR�SN������
 5GD�L@WHLTL�MTLADQ�NE�GHRSNQX
QDBNQCR�SN�RSNQD�HM�SGD�B@BGD�

5HLD�5N�-HUD hours, minutes, seconds
	CDE@TKSR�SN���GNTQ


5GD�CTQ@SHNM�SN�JDDO�@M�DMSQX�HM�SGD
B@BGD�@ESDQ�HSR�K@RS�@BBDRR�SHLD�

"BSHNMR
$KD@Q�$@BGD$KD@Q�$@BGD��3DLNUDR�@KK�QDBNQCDC�C@S@�EQNL�SGD�B@BGD�

BKNTC-HMJ�$DQS5QTRS.@OOHMF
$DQS5$DQS5QTRS.@OOHMFQTRS.@OOHMFHR�QDPTHQDC�SN�BNMcFTQD�SGD�RS@SHNM�SN�QDBDHUD�BNLL@MCR�RDMS�EQNL�SGD�BKNTC�OK@SENQL��5GHR
BNLONMDMS�HR�@CCDC�SN�SGD�5QTRS�.@M@FDQ�HM�SGD�$KNTC"TSGDMSHB@SHNM4BGDLD�HM�SGD�"TSGDMSHB@SHNM4DQUHBD�
5GHR�BNLONMDMS�HR�@U@HK@AKD�HM�SGD�"TSGDMSHB@SHNM�ENKCDQ�HM�SGDBKNTC-HMJO@KDSSD�

Type Value Description

"OO�*C 7@KTD�NE�SGD�'NQFD�@OOKHB@SHNM�HC�

&WODBSDC�+VS�"TCHDMBD CloudLink 	CDE@TKS
 7@KTD�NE�SGD�SNJDM�@TCHDMBD
]@TĈ�cDKC�

#X�CDE@TKS
�]/H@F@Q@�$KNTC�4DQUHBD^

ATS�SGHR�L@X�AD�BG@MFDC�SN
L@SBG�SGD�U@KTD�OQDRDMS�HM�SGD
+85�ENQ�SGNRD�OQNUHCDQR�SG@S�CN
MNS�G@UD�@�ETKKX�BNMcFTQ@AKD

Figur e 12. )HRSNQX�"QBGHUD�$@BGD

/H@F@Q@�$KNTC�4DQUHBD�(THCD $NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR

+@MT@QX��
����� ��



Type Value Description

@TCHDMBD�cDKC��'NQ�DW@LOKD

4@KDRENQBD�OQDODMCR�SGD
4@KDRENQBD�@OOKHB@SHNM�*C�	MNS�SN
AD�BNMETRDC�VHSG�SGD�'NQFD
@OOKHB@SHNM�*C
�NMSN�SGD�@TCHDMBD�

&WODBSDC�+VS�*RRTDQ 5XOHB@KKX
�SGD�63-�NE�SGD�TRDQ
HCDMSHSX�OQNUHCDQ�

NOTE: 5GHR�U@KTD�HR�QDPTHQDC�
5GD�U@KTD�ENQ�SGD�5NJDM�HRRTDQ
]HRR^�cDKC�LTRS�SN�AD�OQNUHCDC
AX�SGD�%DUDKNODQ�*MSDFQ@SNQ
CTQHMF�$DQSHcB@SD�5QTRS�.@OOHMF
BNMcFTQ@SHNM�

$DQSHcB@SD�"KH@R "KH@R�NE�XNTQ�SNJDM�OQNUHCDQ�R
OTAKHB�BDQSHcB@SD�cKD�SG@S�V@R
HLONQSDC�

BKNTC-HMJ�$KNTC"TSGDMSHB@SHNM4BGDLD
"M�@TSGDMSHB@SHNM�RBGDLD�UDQHcDR�SG@S�@�TRDQ�HR�@TSGNQHYDC�SN�@BBDRR�@�RS@SHNM��4BGDLDR�@QD�@CCDC�SN�NQ
QDLNUDC�EQNL�SGD�"TSGDMSHB@SHNM4BGDLDR�BNMS@HMDQ�HM�SGD�"TSGDMSHB@SHNM4DQUHBD��"KK�@TSGDMSHB@SHNM�QDPTDRSR
@QD�QNTSDC�SGQNTFG�SGD�RXRSDL\R�"TSGDMSHB@SHNM4DQUHBD�

NOTE: 8GDM�SGD�/H@F@Q@$KNTC4DQUHBD�HR�@CCDC�SN�SGD�RS@SHNM�SGD�$KNTC�"TSGDMSHB@SHNM�4BGDLD�HR�@CCDC�@R
VDKK�	HE�HS�HR�MNS�@KQD@CX�OQDRDMS
�

BKNTC-HMJ�$KNTC$NMMDBSHNM4DQUHBD
5GD/H@F@Q@$KNTC4DQUHBDHR�SGD�RDQUHBD�SG@S�OQNUHCDR�BNMMDBSHUHSX�SN�SGD/H@F@Q@�$KNTC�4THSD��.NRS�NE�SGD
NSGDQ�BNLONMDMSR�@QD�KNB@SDC�TMCDQ�SGD/H@F@Q@$KNTC4DQUHBD�

5GD�/H@F@Q@$KNTC4DQUHBD�HR�@�RODBHcB�HLOKDLDMS@SHNM�NE�SGD�$KNTC$NMMDBSHNM4DQUHBD�BK@RR�SG@S�HR�CDRHFMDC�SN
BNLLTMHB@SD�VHSG�SGD�/H@F@Q@�$KNTC�4THSD�BKNTC�OK@SENQL�RDQUHBDR�

NOTE: /H@F@Q@$KNTC4DQUHBD�HR�@�KHBDMRDC�ED@STQD
�@MC�QDPTHQDR�@�U@KHC�4."�

$NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR /H@F@Q@�$KNTC�4DQUHBD�(THCD

�� +@MT@QX��
�����



Property Value Description

4S@STR QD@C�NMKX 3DONQSR�SGD�BNMCHSHNM�NE�SGD
DMSHSX�NQ�OQNBDRR�@S�K@RS�ONKKHMF�

{ok} HMCHB@SDR�SG@S�SGD
BNLONMDMS�HR�KHBDMRDC�@MC
ONKKHMF�RTBBDRRETKKX�

{down} HMCHB@SDR�SG@S�SGD�K@RS
BGDBJ�V@R�TMRTBBDRRETK
�ODQG@OR
ADB@TRD�NE�@M�HMBNQQDBS�OQNODQSX

NQ�ONRRHAKX�KNRR�NE�MDSVNQJ
BNMMDBSHNM�

{disabled} HMCHB@SDR�SG@S�SGD
Enable OQNODQSX�HR�RDS�SNfalse �

{fault} HMCHB@SDR�@MNSGDQ
OQNAKDL��3DEDQ�SNFault Cause ENQ
LNQD�HMENQL@SHNM�

'@TKS�$@TRD QD@C�NMKX *MCHB@SDR�SGD�QD@RNM�VGX�@
RXRSDL�NAIDBS�	MDSVNQJ
�CDUHBD

BNLONMDMS
�DWSDMRHNM
�DSB�
�HR
MNS�VNQJHMF�	HM�E@TKS
��5GHR
OQNODQSX�HR�DLOSX�TMKDRR�@�E@TKS
DWHRSR�

&M@AKDC true NQfalse "BSHU@SDR�	true 
�@MC�CD@BSHU@SDR
	false 
�TRD�NE�SGD�NAIDBS
	MDSVNQJ
�CDUHBD
�ONHMS

BNLONMDMS
�S@AKD
�RBGDCTKD

CDRBQHOSNQ
�DSB�
�

1K@SENQL�5XOD QD@C�NMKX *MCHB@SDR�VGHBG�BKNTC�OK@SENQL�SGHR
HMRS@MBD�NE�SGD�/H@F@Q@$KNTC4DQUHBD

/H@F@Q@�$KNTC�4DQUHBD�(THCD $NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR

+@MT@QX��
����� ��



Property Value Description

HR�BNMcFTQDC�SN�HMSDQ@BS�VHSG�

4."�&WOHQ@SHNM�.NMHSNQ @CCHSHNM@K�OQNODQSHDR $NMS@HMR�@�RDS�NE�OQNODQSHDR�ENQ
BNMcFTQHMF�V@QMHMF�NE�HLODMCHMF
4."�DWOHQ@SHNM�

"TSGDMSHB@SNQR ENKCDQ $NMS@HMR�NMD�NQ�LNQD�@TSGDMSHB@SNQR
TRDC�VHSG�SGD�BKNTC�OK@SENQL�

5Q@MRONQSR ENKCDQ $NMS@HMR�SQ@MRONQSR�TRDC�SN
BNLLTMHB@SD�VHSG�SGD�BKNTC
OK@SENQL�

$G@MMDKR ENKCDQ $NMS@HMR�BG@MMDKR�TRDC�SN�HMSDQ@BS
VHSG�SGD�BKNTC�OK@SENQL�

4."�&WOHQ@SHNM�.NMHSNQ
5GD�CDE@TKS�BNMcFTQ@SHNM�ENQ�SGDRD�OQNODQSHDR�@QD�BNMcFTQDC�SN�V@QM�XNT�VGDM�SGD�BTQQDMS�4NESV@QD
.@HMSDM@MBD�"FQDDLDMS�	4."
�G@R����C@XR�NQ�KDRR�QDL@HMHMF�ADENQD�HS�DWOHQDR��*E�XNTQ�NQF@MHY@SHNM�QDPTHQDR
LNQD�SHLD�SN�OQNBDRR�KHBDMRD�BG@MFDR
�XNT�L@X�VHRG�SN�HMBQD@RD�SGD�DWOHQ@SHNM�V@QMHMF�SN�@UNHC�RDQUHBD
HMSDQQTOSHNM��5GD�V@QMHMF�NMKX�@OOD@QR�HM�SGD�RS@SHNM�R"OOK"OOKHB@SHB@SHNM�%HQHNM�%HQDBSNQDBSNQNTSOTS��5N�RDMC�@M�DWSDQM@K
MNSHcB@SHNM
�TRD�@M"K@QL�4NTQBD�*MENBNMcFTQ@SHNM�SN�CDKHUDQ�@�LDRR@FD�SN�@�QDBHOHDMS�UH@�DL@HK�NQ�LNAHKD
OGNMD�

Property Value Description

.NCD CQNO�CNVM�KHRS %DSDQLHMDR�VGDM�SN�Q@HRD
@V@QDMDRR�SG@S�SGD�4."�HR
DWOHQHMF�

_ Warning HMCHB@SDR�SG@S�SGD
LNMHSNQ�RGNTKC�Q@HRD�@M
@K@QL�HE�SGDQD�@QD�EDVDQ�SG@M
Warn Below C@XR�QDL@HMHMF�HM
4."�

_ Expired HMCHB@SDR�SG@S�SGD
LNMHSNQ�RGNTKC�Q@HRD�@M
@K@QL�VGDM�SGD�4."
DWOHQDR�

_ Disabled HMCHB@SDR�SG@S�SGD
LNMHSNQ�RGNTKC�MNS�Q@HRD�@M
@K@QL�

8 @QM�#DKNV MTLADQ�NE�C@XR�<�`���=�	CDE@TKSR�SN
30


4ODBHcDR�SGD�MTLADQ�NE�C@XR�ADENQD
4."�DWOHQ@SHNM�SN�Q@HRD�@M�@K@QL�

"K@QL�4NTQBD�*MEN @CCHSHNM@K�OQNODQSHDR $NMS@HMR�@�RDS�NE�OQNODQSHDR�ENQ
BNMcFTQHMF�@MC�QNTSHMF�@K@QLR
VGDM�SGHR�BNLONMDMS�HR�SGD
@K@QL�RNTQBD�

'NQ�OQNODQSX�CDRBQHOSHNMR
�QDEDQ

$NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR /H@F@Q@�$KNTC�4DQUHBD�(THCD

�� +@MT@QX��
�����



Property Value Description

SN�SGD�)!'!0!��+!0,1��3)$%

3DL@HMHMF QD@C�NMKX *MCHB@SDR�SGD�C@XR�QDL@HMHMF�HM�SGD
BTQQDMS�4."�

BKNTC-HMJ�$KNTC*C.@M@FDQ
5GD$KNTC�*C�.@M@FDQ$KNTC�*C�.@M@FDQBNLONMDMS�@RRHFMR�BKNTC�*CR�SN�SGD�BNLONMDMSR�HM�SGD�RS@SHNM�@MC�SQ@BJR�BKNTC�*CR�ENQ
GHRSNQHDR��"R�GHRSNQHDR�B@M�AD�HLONQSDC�HMSN�SGD�RS@SHNM�VHSGNTS�@M�DWHRSHMF�BNLONMDMS�HM�SGD�RS@SHNM
�SGHR�@KKNVR
ENQ�RSNQHMF�SGD�GHRSNQX\R�BKNTC�*C�

"ESDQ�XNT�G@UD�L@QJDC�@MX�BNLONMDMSR�SN�AD�DWBKTCDC�EQNL�SGD�BKNTC�TOKN@C�TRHMF�SGDMB�DWBKTCDCS@F

DWDBTSD�SGD$KNTC�*C�.@M@FDQ$KNTC�*C�.@M@FDQBNLONMDMS�@R�O@QS�NE�SGD�HMHSH@K�NMAN@QCHMF�OQNBDRR��*S�HR�QDBNLLDMCDC�SN�QTM
SGD$KNTC�*C�.@M@FDQ$KNTC�*C�.@M@FDQODQHNCHB@KKX
�@S�KD@RS�VDDJKX�NQ�DUDM�C@HKX
�SN�OHBJ�TO�@MX�MDV�ONHMSR�SG@S�G@UD�ADDM
@CCDC�SN�SGD�RS@SHNM��:NT�RDS�SGD�SQHFFDQ�SHLD�AX�RDKDBSHMF�SGD�CDRHQDCTrigger Mode 	Manual 
 Daily 

Interval 
�

5GHR�BNLONMDMS�HR�@�BGHKC�NE�SGD/H@F@Q@$KNTC4DQUHBD�
Property Value Description

4S@STR QD@C�NMKX *MCHB@SDR�SGD�BNMCHSHNM�NE�SGD$KNTC$KNTC
*C�.@M@FDQ*C�.@M@FDQ�

_ ok ��HMCHB@SDR�SG@S�SGD$KNTC�*C$KNTC�*C

.@M@FDQ.@M@FDQBNLONMDMS�HR
NODQ@SHNM@K�

_ disabled ��HMCHB@SDR�SG@S
SGDEnable OQNODQSX�HR�RDS�SN
false �

_ fault ��HMCHB@SDR�@MNSGDQ
OQNAKDL��$GDBJ�SGDFault

Cause OQNODQSX�ENQ�LNQD

/H@F@Q@�$KNTC�4DQUHBD�(THCD $NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR

+@MT@QX��
����� ��



Property Value Description

HMENQL@SHNM�

4S@SD QD@C�NMKX *MCHB@SDR�SGD�BTQQDMS�DWDBTSHNM�RS@SD
NE�SGD$KNTC�*C�.@M@FDQ$KNTC�*C�.@M@FDQ�

&M@AKDC true NQfalse 	CDE@TKSR�SNtrue 
 "BSHU@SDR�NQ�CD@BSHU@SDR�SGD
BNLONMDMS�@MC�@KK�HSR
RTABNLONMDMSR�

5QHFFDQ�.NCD Manual 
 Daily 
 Interval 	CDE@TKSR�SN
Manual 


$NMSQNKR�VGDM�SGD$KNTC�*C�.@M@FDQ$KNTC�*C�.@M@FDQ
RGNTKC�BGDBJ�SGD�RS@SHNM�ENQ�MDV
BNLONMDMSR�NQ�GHRSNQHDR�SG@S�MDDC�SN
G@UD�@�BKNTC�*C�@RRHFMDC�SN�SGDL�
*MHSH@KKX
�SGHR�U@KTD�HR�L@MT@K�SN
OQNUHCD�@M�NOONQSTMHSX�SN�FDS�SGD
RS@SHNM�OQNODQKX�BNMcFTQDC��0MBD
SGD�RS@SHNM�G@R�ADDM�BNMcFTQDC
�SGHR
U@KTD�RGNTKC�AD�BG@MFDC�SN
ODQHNCHB@KKX�BGDBJ�ENQ�MDV
BNLONMDMSR�NQ�GHRSNQHDR�

-@RS�5QHFFDQ SHLD 3DONQSR�SHLD�@S�VGHBG�SGD$KNTC�*C$KNTC�*C
.@M@FDQ.@M@FDQV@R�K@RS�QTM�

/DWS�5QHFFDQ C@SD
�SHLD 3DONQSR�C@X�@MC�SHLD�@S�VGHBG�SGD
$KNTC�*C�.@M@FDQ$KNTC�*C�.@M@FDQVHKK�QTM�@F@HM�

-@RS�"SSDLOS QD@C�NMKX 5HLDRS@LO�NE�SGD�K@RS�SHLD�SGD$KNTC$KNTC
*C�.@M@FDQ*C�.@M@FDQSQHDC�SN�@RRHFM�BKNTC�*CR�

-@RS�4TBBDRR QD@C�NMKX 5HLDRS@LO�NE�SGD�K@RS�RTBBDRRETK
DWDBTSHNM�

-@RS�'@HKTQD QD@C�NMKX 5HLDRS@LO�NE�SGD�K@RS�E@HKDC
DWDBTSHNM�

'@TKS�$@TRD QD@C�NMKX *MCHB@SDR�SGD�QD@RNM�VGX�SGD$KNTC�*C$KNTC�*C
.@M@FDQ.@M@FDQHR�HM�E@TKS��5GHR�cDKC�HR�DLOSX
TMKDRR�@�E@TKS�DWHRSR�

$NLONMDMS�*CDMSHSX�8NQJDQ SDWS %HROK@XR�SGD�VNQJDQ�SG@S�CNDR�SGD
@BST@K�@RRHFMLDMS�NE�BKNTC�*CR��5GDQD
B@M�AD�CHEEDQDMS�SXODR�NE�VNQJDQR
CDODMCHMF�NM�GNV�NQ�SN�VG@S�XNT
@RRHFM�BKNTC�*CR��$TQQDMSKX
�SGD
Component Identity Worker HR�SGD
NMKX�VNQJDQ�SG@S�G@R�ADDM
HLOKDLDMSDC�

"BSHNMR
&WDBTSD��3TMR�SGD$KNTC�*C�.@M@FDQ$KNTC�*C�.@M@FDQBNLONMDMS�

$NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR /H@F@Q@�$KNTC�4DQUHBD�(THCD

�� +@MT@QX��
�����



BKNTC-HMJ�$KNTC-HMJ"K@QL3DBHOHDMS
$KNTC-HMJ"K@QL3DBHOHDMS$KNTC-HMJ"K@QL3DBHOHDMSBNLONMDMS�HR�@M�DWSDMRHNM�SN�SGD�RS@MC@QC�"K@QL3DBHOHDMS�@MC�QNTSDR�@K@QLR�SN�SGD
BKNTC�OK@SENQL��*S�ETMBSHNMR�SGD�R@LD�@R�SGD�RS@MC@QC "K@QL3DBHOHDMS"K@QL3DBHOHDMSBNLONMDMS�CNDR�DWBDOS�SG@S�SGD
$KNTC-HMJ"K@QL3DBHOHDMS$KNTC-HMJ"K@QL3DBHOHDMSBNLONMDMS�B@M�AD�TRDC�SN�RDMC�@K@QLR�SN�@�BKNTC�OK@SENQL�
5GD$KNTC-HMJ"K@QL3DBHOHDMS$KNTC-HMJ"K@QL3DBHOHDMSBNLONMDMS�HR�@TSNL@SHB@KKX�HMRS@KKDC��*S�HR�HLONQS@MS�SG@S�XNT�BNMMDBS�"K@QL
$K@RRDR�SN�HS�SN�DM@AKD�SG@S�@K@QLR�@QD�QNTSDC�SN�SGD�BKNTC�

NOTE: "�BNMcFTQDC�/H@F@Q@$KNTC4DQUHBD�NAIDBS�LTRS�DWHRS�HM�SGD�RS@SHNM�HM�NQCDQ�ENQ�SGD
$KNTC-HMJ"K@QL3DBHOHDMS�SN�ETMBSHNM�OQNODQKX�

Name Value Description

5HLD�3@MFD RS@QS�SHLD�@MC�DMC�SHLD *MCHB@SDR�SGD�GNTQR�CTQHMF�VGHBG�SGD
@K@QLR�VHKK�AD�RDMS�SN�SGD�BKNTC�

%@XR�NE�8DDJ BGDBJ�ANWDR *MCHB@SDR�SGD�C@XR�NE�SGD�VDDJ
@K@QLR�VHKK�AD�RDMS�SN�SGD�BKNTC�

5Q@MRHSHNMR BGDBJ�ANWDR *MCHB@SDR�SGD�@K@QL�SQ@MRHSHNMR�SG@S
VHKK�AD�RDMS�SN�SGD�BKNTC�

3NTSD�"BJR true 	CDE@TKS
�NQfalse &M@AKDR�	true 
�@MC�CHR@AKDR�	false 

SGD�QNTSHMF�NE�@K@QL
@BJMNVKDCFDLDMSR�SN�SGD�QDBHOHDMS�
*E�HS�HR�RDS�SNfalse 
�SQ@O
@BJMNVKDCFDLDMSR�@QD�MNS�QNTSDC�

$KNTC�$NMMDBSHNM�4DQUHBD null 	CDE@TKS

 *MCHB@SDR�SGD
/H@F@Q@$KNTC4DQUHBD�SN�QNTSD
@K@QLR�SGQNTFG��5GHR�HR
@TSNL@SHB@KKX�BNMcFTQDC�

&M@AKD�#@SBG�"K@QLR Enabled 	CDE@TKS

Disabled &M@AKDR�@MC�CHR@AKDR�SGD�RDMCHMF
NE�LTKSHOKD�@K@QLR�SN�SGD�BKNTC�HM
NMD�LDRR@FD��*E�RDS�SNtrue 

@K@QLR�@QD�@BBTLTK@SDC�@MC�@KK
SGD�ODMCHMF�@K@QLR�@QD�RDMS�SN

Figur e 13. $KNTC-HMJ�"K@QL�3DBHOHDMS�OQNODQSHDR

/H@F@Q@�$KNTC�4DQUHBD�(THCD $NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR

+@MT@QX��
����� ��



Name Value Description

SGD�BKNTC�HM�NMD�LDRR@FD��*E�RDS
SNfalse 
�D@BG�@K@QL�HR
HLLDCH@SDKX�RDMS�SN�SGD�BKNTC�HM
@�RDO@Q@SD�LDRR@FD�

"K@QL�#@SBG�%DK@X 00000h 00m 30s 	CDE@TKS
 4ODBHcDR�SGD�@LNTMS�NE�SHLD�SN
CDK@X�ADENQD�RDMCHMF�A@SBG
@K@QLR�SN�SGD�BKNTC��%TQHMF�SGHR
CDK@X
�SGD�@K@QLR�QDBDHUDC�@QD
@BBTLTK@SDC�

"K@QL�#@SBG�4HYD 100 	CDE@TKS
 4ODBHcDR�SGD�L@WHLTL�MTLADQ
NE�@K@QLR�SN�AD�HMBKTCDC�HM�@
A@SBG�

-@RS�4DMS�5N�$KNTC null 	CDE@TKS
 4GNVR�SGD�K@RS�SHLD�@M�@K@QL�V@R
RDMS�SN�SGD�BKNTC�

BKNTC-HMJ�$KNTC5QTRS.@M@FDQ
$KNTC5QTRS.@M@FDQ�HR�@�BNMS@HMDQ�ENQ�SGD�@CCDC�$DQS5QTRS.@OOHMF�@MC�+VJR5QTRS.@OOHMF�BNLONMDMSR�

BKNTC-HMJ�'DCDQ@SDC*CDMSHSX"TSGDMSHB@SNQ
5GD�'DCDQ@SDC*CDMSHSX"TSGDMSHB@SNQ�HR�SGD�@TSGDMSHB@SNQ�ENQ�SGD/H@F@Q@�$KNTC�4THSD	/$4
��*S�G@MCKDR�SGD
RS@SHNM�RHCD�QDFHRSQ@SHNM�VHSG�SGD�'DCDQ@SDC�*CDMSHSX�4DQUHBD�@MC�OQNUHCDR�@�RDBTQD�BNMMDBSHNM�SN�SGD/$4
HCDMSHSX�OQNUHCDQ�

$NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR /H@F@Q@�$KNTC�4DQUHBD�(THCD

�� +@MT@QX��
�����



5GHR�BNLONMDMS�HR�KNB@SDC�HM�SGDBKNTC-HMJ/BRO@KDSSD�

Property Value Description

"TSGDMSHB@SNQ�*C QD@C�NMKX 5GD�HCDMSHSX�NE�SGD�@TSGDMSHB@SNQ
TRDC�AX�NSGDQ/H@F@Q@�$KNTC�4DQUHBD
BNLONMDMSR�SN�HCDMSHEX�SGHR
@TSGDMSHB@SNQ�

4XRSDL�*C QD@C�NMKX $NMS@HMR�@�KNFHB@K�HCDMSHcDQ�ENQ�SGD
RS@SHNM�NTSRHCD�NE�SGD�OQNUHRHNMHMF
KHEDBXBKD
�@MC�HR�TRDC�ENQ�QDFHRSDQHMF
SGD�RXRSDL�VHSG�SGD�BKNTC�OK@SENQL�

3DFHRSQ@SHNM�4S@SD QD@C�NMKX $TQQDMS�RS@SD�NE�SGD�CDUHBD�R
QDFHRSQ@SHNM�VHSG�SGD�BKNTC�OK@SENQL�

"TSGDMSHB@SHNM�4S@SD QD@C�NMKX $TQQDMS�RS@SD�NE�SGD�@TSGDMSHB@SHNM
OQNBDRR�VHSG�SGD�BKNTC�OK@SENQL�

3DFHRSQ@SHNM�$NCD QD@C�NMKX 5GD�BNCD�SG@S�XNT�QDBDHUD�@ESDQ�XNT
HMUNJDC�SGD4S@QS�3DFHRSQ@S4S@QS�3DFHRSQ@SHNMHNM@BSHNM
@MC�VGHBG�VHKK�AD�OQNUHCDC�SN�SGD
BKNTC�

3DFHRSQ@SHNM�6QK QD@C�NMKX 5GD�6QK�SG@S�XNT�QDBDHUD�@ESDQ
HMUNJHMF�SGD4S@QS�3DFHRSQ@S4S@QS�3DFHRSQ@SHNMHNM@BSHNM�
*S�HR�MDDCDC�SN�BNLOKDSD�SGD
QDFHRSQ@SHNM�OQNBDRR�

$NCD�&WOHQ@SHNM QD@C�NMKX 4ODBHcDR�SGD�DWOHQ@SHNM�SHLD�NE�SGD
BNCD�

)NRS�*C QD@C�NMKX %HROK@XR�SGD�@KOG@MTLDQHB�BNCD
TMHPTD�SN�SGD�RODBHcB�GNRS�

Figur e 14. 'DCDQ@SDC�*CDMSHSX�"TSGDMSHB@SNQ�OQNODQSHDR

/H@F@Q@�$KNTC�4DQUHBD�(THCD $NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR

+@MT@QX��
����� ��



Property Value Description

"K@QL�4NTQBD�*MEN @CCHSHNM@K�OQNODQSHDR $NMcFTQDR�GNV�SN�G@MCKD�@K@QLR
EQNL�SGD'DCDQ@SDC�*CDMS'DCDQ@SDC�*CDMSHSXHSX
"TS"TSGDMSGDMSHB@SNQHB@SNQ�

NOTE: "K@QLR�@QD�RDMS�NMKX�VGDM
SGDAlarm On Failure OQNODQSX�HR
RDS�SNtrue �

4S@STR�.DRR@FD QD@C�NMKX $NMS@HMR�RS@STR�LDRR@FDR�CTQHMF�SGD
QDFHRSQ@SHNM�OQNBDRR�

$DQSHcB@SD�1@RRVNQC SDWS 4DBTQDR�SGD�31,�"TSGDMSHB@SNQ
BDQSHcB@SD�RSNQDC�HM�SGD�6RDQ�,DX
4SNQD�SN�OQNSDBS�HS�EQNL�TM@TSGNQHYDC
@BBDRR��5GD�BDQSHcB@SD�HR�TRDC�SN
@TSGDMSHB@SD�VHSG�SGD�'NQFD�HCDMSHSX
OQNUHCDQ��*S�HR�QDBNLLDMCDC�SN�RDS�@
O@RRVNQC�@MC�RDBTQDKX�QDS@HM�HS�@R�MN
O@RRVNQC�HR�RDS�AX�CDE@TKS�	@R�NE
/H@F@Q@�����


"BSHNMR
Start Registration ��*MUNJDR�SGD�CDUHBD�QDFHRSQ@SHNM�OQNBDRR�VHSG/H@F@Q@�$KNTC�4THSD�

BKNTC-HMJ'NQFD�3OJ"TSGDMSHB@SNQ
5GHR�BNLONMDMS�G@MCKDR�CDUHBD�@TSGDMSHB@SHNM�SN�SGD/H@F@Q@�%@S@�4DQUHBD@MC�OQNUHCDR�@MX�MDBDRR@QX�SNJDMR
SG@S�SGD�CDUHBD�MDDCR�SN�RDMC�C@S@�SN�SGD�BKNTC�

5GD�@TSGDMSHB@SNQ�HR�OQD�BNMcFTQDC�VHSG�SGD�HSDLR�XNT�MDDC
�RTBG�@R�SGD�OK@SENQL�SXOD�@MC�BNMMDBSHNM�63-R�
5GD�CHEEDQDMS�BNMcFTQ@SHNMR�MDDCDC�ENQ�CHEEDQDMS�OK@SENQLR�@MC�DMUHQNMLDMSR�@QD�OQNUHCDC�AX�RODBH@KHYDC
O@KDSSDR�

5GHR�BNLONMDMS�HR�@CCDC�@TSNL@SHB@KKX�CTQHMF�OQNUHRNMHMF��*S�HR�@�RTA�BNLONMDMS�NE�SGD/H@F@Q@$KNTC4DQUHBD/H@F@Q@$KNTC4DQUHBD
@MC�HR�@TSNL@SHB@KKX�@CCDC�VGDM�SGD�EDCDQ@SDC�CDUHBD�QDFHRSQ@SHNM�HR�BNLOKDSD�

5GD�ENKKNVHMF�OQNODQSHDR�RTOONQS�SGD3OJ"TS3OJ"TSGDMSGDMSHB@SNQHB@SNQ�

Figur e 15. 3OJ�"TSGDMSHB@SNQ�OQNODQSHDR

$NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR /H@F@Q@�$KNTC�4DQUHBD�(THCD

�� +@MT@QX��
�����



Property Value Description

4S@STR QD@C�NMKX *MCHB@SDR�SGD�BNMCHSHNM�NE�SGD
@TSGDMSHB@SNQ�@S�SGD�K@RS�BGDBJ�

_ ZNJ[�HMCHB@SDR�SG@S�SGD
3OJ"TS3OJ"TSGDMHB@SNQGDMHB@SNQBNLONMDMS�HR
KHBDMRDC�

_ ZCHR@AKDC[�HMCHB@SDR�SG@S�SGD
Enable OQNODQSX�HR�RDS�SN
false �

_ ZE@TKS[�HMCHB@SDR�@MNSGDQ
OQNAKDL��$GDBJ�SGDFault

Cause OQNODQSX�ENQ�LNQD
HMENQL@SHNM�

'@TKS�$@TRD QD@C�NMKX *MCHB@SDR�SGD�QD@RNM�VGX�SGD
3OJ"TS3OJ"TSGDMHB@SNQGDMHB@SNQBNLONMDMS�HR�HM�E@TKS�
5GHR�cDKC�HR�DLOSX�TMKDRR�@�E@TKS
DWHRSR�

&M@AKDC true NQfalse 	CDE@TKSR�SNtrue 
 "BSHU@SDR�@MC�CD@BSHU@SDR�TRD�NE�SGD
BNLONMDMS�

"TSGDMSHB@SNQ�*C QD@C�NMKX *CDMSHcDR�SGD�@TSGDMSHB@SNQ��*S�HR�TRDC
AX�NSGDQ/H@F@Q@�$KNTC�4DQUHBD
BNLONMDMSR�SN�HCDMSHEX�SGHR
@TSGDMSHB@SNQ�

4XRSDL�*C QD@C�NMKX $NMS@HMR�@�KNFHB@K�HCDMSHcDQ�ENQ�SGD
RS@SHNM�NTSRHCD�NE�SGD�OQNUHRHNMHMF
KHEDBXBKD
�@MC�HR�TRDC�HM�QDFHRSDQHMF
SGD�RXRSDL�VHSG�SGD�BKNTC�OK@SENQL�R
HCDMSHSX�OQNUHCDQ�

4XRSDL�(THC QD@C�NMKX 4DQUDR�@R�@�FKNA@KKX�TMHPTD�HCDMSHcDQ
ENQ�SGHR�CDUHBD��5GD�*CDMSHSX�1QNUHCDQ
VHSG�VGHBG�SGD�BNMMDBSNQ�HR
QDFHRSDQDC�RTOOKHDR�SGHR�U@KTD�

4XRSDL�5XOD QD@C�NMKX (QNTOR�RXRSDLR�NE�RHLHK@Q�NQHFHM�
AQ@MC�ENQ�C@S@�RDFQDF@SHNM
OTQONRDR��:NT�LTRS�BNMcFTQD�SGHR
OQNODQSX�ADENQD�QDFHRSDQHMF�@�CDUHBD�

3DFHRSQ@SHNM�4S@SD QD@C�NMKX *MCHB@SDR�SGD�BTQQDMS�RS@SD�NE
CDUHBD�R�QDFHRSQ@SHNM�VHSG�SGD�HCDMSHSX
OQNUHCDQ�

"TSGDMSHB@SHNM�4S@SD QD@C�NMKX $TQQDMS�RS@SD�NE�SGD
@TSGDMSHB@SHNM�OQNBDRR�VHSG�SGD
HCDMSHSX�OQNUHCDQ�

4XRSDL�0VMDQRGHO�$NCD QD@C�NMKX 1QNUDR�OGXRHB@K�NVMDQRGHO�@MC�NQ
ONRRDRRHNM�NE�SGD�CDUHBD�TRHMF�@
TMHPTD�BNCD�

/H@F@Q@�$KNTC�4DQUHBD�(THCD $NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR

+@MT@QX��
����� ��



Property Value Description

$DQSHcB@SD�1@RRVNQC SDWS 4DBTQDR�SGD�31,�"TSGDMSHB@SNQ
BDQSHcB@SD�RSNQDC�HM�SGD�6RDQ�,DX
4SNQD�SN�OQNSDBS�HS�EQNL�TM@TSGNQHYDC
@BBDRR��5GD�BDQSHcB@SD�HR�TRDC�SN
@TSGDMSHB@SD�VHSG�SGD�'NQFD�HCDMSHSX
OQNUHCDQ��*S�HR�QDBNLLDMCDC�SN�RDS�@
O@RRVNQC�@MC�RDBTQDKX�QDS@HM�HS�@R�MN
O@RRVNQC�HR�RDS�AX�CDE@TKS�	@R�NE
/H@F@Q@�����


"BSHNM
3D@TS3D@TSGDMSGDMSHB@SDHB@SDENQBDR�SGD�@TSGDMSHB@SNQ�SN�HLLDCH@SDKX�@TSGDMSHB@SD�VHSG�SGD�BKNTC�OK@SENQL�@F@HM�HMRSD@C�NE
@TSGDMSHB@SHMF�@BBNQCHMF�SN�HSR�MNQL@KKX�RBGDCTKDC�QDEQDRG�

BKNTC-HMJ�"LPO5Q@MRONQS
5GHR�SQ@MRONQS�G@MCKDR�RDMCHMF�@MC�QDBDHUHMF�C@S@�VHSG�SGD�".21�LDRR@FHMF�OQNSNBNK�

Type Value Description

4S@STR QD@C�NMKX
*MCHB@SDR�SGD�BNMCHSHNM�NE�SGD
"LPO5 Q@MRONQS�

_ ZNJ[�HMCHB@SDR�SG@S�SGD
"LPO5 Q@MRONQS�BNLONMDMS
HR�RTBBDRRETKKX�BNMMDBSDC�

_ ZCNVM[�HMCHB@SDR�SG@S�SGD
"LPO5 Q@MRONQS�HR�MNS
BNMMDBSDC�SN�SGD�$KNTC
OK@SENQL
�ODQG@OR�HS�HR�MNS
QDFHRSDQDC
�NQ�ONRRHAKX�KNRR
NE�MDSVNQJ�BNMMDBSHNM�

_ ZCHR@AKDC[�HMCHB@SDR�SG@S�SGD
&M@AKD�OQNODQSX�HR�RDS�SN
E@KRD�

_ ZE@TKS[�HMCHB@SDR�@MNSGDQ
OQNAKDL��$GDBJ�SGD�'@TKS

$NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR /H@F@Q@�$KNTC�4DQUHBD�(THCD

�� +@MT@QX��
�����



Type Value Description

$@TRD�OQNODQSX�ENQ�LNQD
HMENQL@SHNM�

'@TKS�$@TRD QD@C�NMKX *MCHB@SDR�SGD�QD@RNM�VGX�SGD
"LPO5 Q@MRONQS�BNLONMDMS�HR�HM
E@TKS��5GHR�cDKC�HR�DLOSX�TMKDRR�@
E@TKS�DWHRSR�

&M@AKDC true NQfalse "BSHU@SDR�@MC�CD@BSHU@SDR�TRD�NE
SGD�BNLONMDMS�

.DRR@FD�3DSQHDR 2 	CDE@TKS
 5GD�MTLADQ�NE�SHLDR�@�E@HKDC
LDRR@FD�RGNTKC�QD�@SSDLOS
CDKHUDQX�ADENQD�MNSHEXHMF�SGD
RDMCDQ�SG@S�SGD�LDRR@FD�B@MMNS
AD�CDKHUDQDC�

$NLOQDRRHNM GZip 	CDE@TKS

None 5GHR�HR�TRDC�SN�RODBHEX�SGD�SXOD�NE
BNLOQDRRHNM�SN�TRD�VHSG�SGHR
SQ@MRONQS�

.DRR@FD�5GQNSSKHMF�-HLHS 5 	CDE@TKS

0 	MN�KHLHS
 .@WHLTL�MTLADQ�NE�LDRR@FDR�
RDBNMC�EQNL�RS@SHNM�SN�BKNTC
OK@SENQL��%DE@TKS�HR
QDBNLLDMCDC�ENQ�'NQFD�RS@QSDQ
DMUHQNMLDMS�HMRS@MBD�

%DE@TKS�.DRR@FD�5HLDNTS 0000h 01m 00s 	CDE@TKS
 %DcMDR�SGD�V@HSHMF�SHLD�ADENQD�SGD
RXRSDL�SHLDR�NTS�NM�LDRR@FDR�RDMS
TRHMF�".21�BKHDMS�

"TSGDMSHB@SNQ�*C QD@C�NMKX 5GD�HCDMSHSX�NE�SGD�@TSGDMSHB@SNQ
SN�TRD�SN�FDS�@TSGDMSHB@SHNM
HMENQL@SHNM�

4S@STR�.DRR@FD QD@C�NMKX 5GD�BTQQDMS�RS@SD�NE�SGD�".21
BNMMDBSHNM�

$NMMDBS�3DSQX�*MSDQU@K 0000h 00m 20s 	CDE@TKS
 "LNTMS�NE�SHLD�ADSVDDM
@SSDLOSR�SN�DRS@AKHRG�@
BNMMDBSHNM�TONM�@�E@HKTQD�SN
BNMMDBS�

$NMMDBSHNM�5XOD AMQP WebSocket 	CDE@TKS

AMQP 4ODBHEX�SGD�SXOD�NE�BNMMDBSHNM�SN
L@JD�SN�SGD�BKNTC�OK@SENQL��5GD
".21�8 DA4NBJDS�SQ@MRONQS
NOSHNM�BNMMDBSR�SN�SGD�BKNTC
OK@SENQL�TRHMF�SGD�)5514�VDA
ONQS������5GD�".21�SQ@MRONQS
NOSHNM�BNMMDBSR�SN�SGD�BKNTC
OK@SENQL�NM�ONQS�������*M�ANSG

/H@F@Q@�$KNTC�4DQUHBD�(THCD $NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR

+@MT@QX��
����� ��



Type Value Description

B@RD�SGD�BNMMDBSHNM�HR
DRS@AKHRGDC�TRHMF�5-4�

NOTE: : NT�VHKK�MDDC�SN
BNMcFTQD�cQDV@KKR�SN�@KKNV
NTSANTMC�BNMMDBSHNMR�EQNL
/H@F@Q@�4S@SHNMR�SN�SGD�GNRSR
RODBHcDC�HM�SGD�OQDQDPTHRHSDR�ENQ
SGD�OQNBDCTQD
�]4DSSHMF�TO
CDUHBD�HMSDQMDS�@BBDRR^
�@MC�ENQ
SGD�ONQS�HMCHB@SDC�AX�SGD
RDKDBSDC�5Q@MRONQS�U@KTD�	DHSGDQ
".21�8 DA4NBJDS�NQ�".21
�

"BSHNMR
Reconnect `�'NQBDR�SGD�".21�SQ@MRONQS�SN�BKNRD�HSR�DWHRSHMF�BNMMDBSHNM�@MC�QDBNMMDBS�SN�SGD�BKNTC�OK@SENQL�

BKNTC-HMJ�)SSO5Q@MRONQS
5GHR�SQ@MRONQS�G@MCKDR�RDMCHMF�C@S@�VHSG�SGD�)551�OQNSNBNK�

*M�@CCHSHNM�SN�SGD�RS@MC@QC�OQNODQSHDR�	4S@STR
�'@TKS�$@TRD�@MC�&M@AKDC

�SGDRD�OQNODQSHDR�@QD�TMHPTD�SN�SGD
)HRSNQHDR�$G@MMDK)HRSNQHDR�$G@MMDK�

Property Value Description

.DRR@FD�3DSQHDR 2 	CDE@TKS
 $NMcFTQDR�SGD�MTLADQ�NE�SHLDR�@
E@HKDC�LDRR@FD�RGNTKC�QD�@SSDLOS
CDKHUDQX�ADENQD�MNSHEXHMF�SGD�RDMCDQ
SG@S�SGD�LDRR@FD�B@MMNS�AD
CDKHUDQDC�

$NLOQDRRHNM GZip 
 None 	CDE@TKS

 4ODBHcDR�SGD�SXOD�NE�BNLOQDRRHNM�SN
TRD�VHSG�SGHR�SQ@MRONQS�

.DRR@FD�5GQNSSKHMF�-HLHS 0 	CDE@TKS
�MN�KHLHS
 %DcMDR�SGD�L@WHLTL�MTLADQ�NE
LDRR@FDR�RDBNMC�EQNL�RS@SHNM�SN
BKNTC�OK@SENQL�

$NMMDBS�5HLDNTS 15000 	CDE@TKS
 4ODBHcDR�SGD�SHLD�HM�LHKKHRDBNMCR�SGD

$NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR /H@F@Q@�$KNTC�4DQUHBD�(THCD

�� +@MT@QX��
�����



Property Value Description

SQ@MRONQS�RGNTKC�V@HS�VGDM
DRS@AKHRGHMF�@�BNMMDBSHNM�

3D@C�5HLDNTS 30000 	CDE@TKS
 4ODBHcDR�SGD�SHLD�HM�LHKKHRDBNMCR�SGD
SQ@MRONQS�RGNTKC�V@HS�VGDM�QD@CHMF�@
QDRONMRD�

8 QHSD�5HLDNTS 15000 	CDE@TKS
 4ODBHcDR�SGD�SHLD�HM�LHKKHRDBNMCR�SGD
SQ@MRONQS�RGNTKC�V@HS�VGDM�VQHSHMF�@
QDPTDRS�

BKNTC-HMJ�/H@F@Q@3DLNSD5Q@MRONQS
5GHR�BNLONMDMS�@KKNVR�XNT�SN�CHQDBSKX�BNMMDBS�SN�SGD�RS@SHNM�UHQST@K�L@BGHMD�	7.

�VGHBG�QTMR�NM�OQDLHRD
SGQNTFG/H@F@Q@�$KNTC�4THSDVHSGNTS�QDPTHQHMF�@�RDO@Q@SD�NM�OQDLHRD�71/�HMRS@KK@SHNM�/H@F@Q@�3DLNSD/H@F@Q@�3DLNSD
55Q@MRONQSQ@MRONQSDM@AKDR�SGD�RS@SHNM�SN�BNLLTMHB@SD�VHSG�SGD/H@F@Q@3DLNSD�RDQUDQ�SGDQDAX�@KKNVHMF�BKHDMS
AQNVRDQR�SN�DRS@AKHRG�@�'NW�RDRRHNM�VHSG�SGD�RS@SHNM�ENQ�AQNVRDQ�A@RDC�RS@SHNM�BNMcFTQ@SHNM�@MC�UHDVHMF�
"ESDQ�XNT�G@UD�OTQBG@RDC�SGD/H@F@Q@3DLNSD�RDQUHBD
�HS�HMRS@KKR�@TSNL@SHB@KKX�VGDM�XNT�QDFHRSDQ�SGD�RS@SHNM�HM
/H@F@Q@�$KNTC�4THSD�

5GD/H@F@Q@�$KNTC�4THSD%DUHBD�1QNUHRHNMHMF�4DQUHBD�ODQENQLR�SGD�BNLONMDMS�BNMcFTQ@SHNM�ENQ�XNT��:NT�B@M
CHR@AKD�SGD/H@F@Q@3DLNSD�BNMMDBSHUHSX�AX�RDSSHMF�SGDEnabled OQNODQSX�SNFalse �

0MBD�SGD�RS@SHNM�HR�NMAN@QCDC
�SGD/H@F@Q@�3DLNSD�5/H@F@Q@�3DLNSD�5Q@MRONQSQ@MRONQSBNLONMDMS�HR�@U@HK@AKD�TMCDQ
/H@F@Q@$KNTC4DQUHBD/H@F@Q@$KNTC4DQUHBD� 55Q@MRONQSRQ@MRONQSR�

Property Value Description

4S@STR QD@C�NMKX *MCHB@SDR�SGD�BNMCHSHNM�NE�SGD/H@F@Q@/H@F@Q@
3DLNSD�53DLNSD�5Q@MRONQSQ@MRONQS�

_ ZNJ[�HMCHB@SDR�SG@S�SGD
SQ@MRONQS�HR�RTBBDRRETKKX
BNMMDBSDC�

_ ZCNVM[�HMCHB@SDR�SG@S�SGD
SQ@MRONQS�HR�MNS�BNMMDBSDC

/H@F@Q@�$KNTC�4DQUHBD�(THCD $NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR

+@MT@QX��
����� ��



Property Value Description

SN�SGD�$KNTC�OK@SENQL

ODQG@OR�ADB@TRD�HS�HR�MNS
QDFHRSDQDC�NQ�G@R�KNRS�@
MDSVNQJ�BNMMDBSHNM

_ ZCHR@AKDC[�HMCHB@SDR�SG@S�SGD
&M@AKD�OQNODQSX�HR�RDS�SN
E@KRD�

_ ZE@TKS[�HMCHB@SDR�@MNSGDQ
OQNAKDL��$GDBJ�SGD�'@TKS
$@TRD�OQNODQSX�ENQ�LNQD
HMENQL@SHNM�

'@TKS�$@TRD QD@C�NMKX *MCHB@SDR�SGD�QD@RNM�VGX�SGD/H@F@Q@/H@F@Q@
3DLNSD�53DLNSD�5Q@MRONQSQ@MRONQSBNLONMDMS�HR�HM
E@TKS��5GHR�cDKC�HR�DLOSX�TMKDRR�@�E@TKS
DWHRSR�

&M@AKDC true 	CDE@TKSR�SNtrue 
�NQfalse "BSHU@SDR�@MC�CD@BSHU@SDR�TRD�NE�SGD
BNLONMDMS�

"TSGDMSHB@SNQ�*C QD@C�NMKX *MCHB@SDR�SGD�HCDMSHSX�NE�SGD
@TSGDMSHB@SNQ
�VGHBG�HR�TRDC�SN�FDS
@TSGDMSHB@SHNM�HMENQL@SHNM�

$NMMDBS�3DSQX�*MSDQU@K GNTQR
�LHMTSDR
�RDBNMCR�	CDE@TKSR�SN
����G���L���R


4ODBHcDR�SGD�@LNTMS�NE�SHLD
ADSVDDM�@SSDLOSR�SN�DRS@AKHRG�@
BNMMDBSHNM�@ESDQ�E@HKHMF�SN�BNMMDBS�

"BSHNMR
3DBNMMDBS��QD�DRS@AKHRGDR�@�BNMMDBSHNM�HE�MDDCDC�

BKNTC-HMJ�"K@QLR$G@MMDK
5GHR�BG@MMDK�G@MCKDR�@K@QL�CDKHUDQX�SN�SGD�BKNTC�OK@SENQL�

*M�@CCHSHNM�SN�SGD�RS@MC@QC�OQNODQSHDR�	4S@STR
�'@TKS�$@TRD�@MC�&M@AKDC

�SGDRD�OQNODQSHDR�RTOONQS�SGD
"K@QLR$G@MMDK"K@QLR$G@MMDK�

Property Value Description

$G@MMDK�5XOD QD@C�NMKX *CDMSHcDR�SGD�SXOD�NE�BG@MMDK�

$G@MMDK�$NMcF @CCHSHNM@K�OQNODQSHDR $NMS@HMR�RODBHcB�BG@MMDK

$NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR /H@F@Q@�$KNTC�4DQUHBD�(THCD

�� +@MT@QX��
�����



Property Value Description

BNMcFTQ@SHNM�HMENQL@SHNM�

BKNTC-HMJ'NQFD�'NQFD"LPO"K@QL$G@MMDK$NMcF
5GHR�BG@MMDK�BNMcF�GNKCR�HMENQL@SHNM�ENQ�SGD�@K@QLR�BG@MMDK�VGDM�TRDC�VHSG�SGD�'NQFD�OK@SENQL�@MC
BNLLTMHB@SHMF�NUDQ�SGD�".21�SQ@MRONQS�

Property Value Description

5Q@MRONQS�*MENQL@SHNM @CCHSHNM@K�OQNODQSHDR $NMS@HMR�SGD�".21�RODBHcB�O@QS�NE
SGD�BNMcFTQ@SHNM�

5Q@MRONQS�5XOD QD@C�NMKX *CDMSHcDR�VGHBG�SQ@MRONQS�RGNTKC�AD
TRDC�VHSG�SGHR�BNMcFTQ@SHNM

"TSGDMSHB@SNQ�*C QD@C�NMKX *CDMSHcDR�VGHBG�@TSGDMSHB@SNQ�RGNTKC
AD�TRDC
�MNSD�SGHR�HR�NMKX�MDDCDC�ENQ
BNMMDBSHNMKDRR�SQ@MRONQSR�

Property Value Description

$G@MMDK�2TDTD @CCHSHNM@K�OQNODQSHDR $NMS@HMR�SGD�2TDTD�HMENQL@SHNM�SN
TRD�ENQ�NTSFNHMF�LDRR@FDR�

2TDTD�4HYD MTLADQ�	CDE@TKSR�SN5000000 
 %DcMDR�@LNTMS�NE�C@S@�	AXSDR
�@
PTDTD�B@M�GNKC�ADENQD�HS�RS@QSR�SN
QDIDBS�@CCHSHNM@K�LDRR@FDR�

8 DHFGS MTLADQ�	CDE@TKSR�SN1 
 $NMcFTQDR�SGD�QDK@SHUD�VDHFGS�NE
SGD�PTDTD�HM�SGD�QNTMC�QNAHM
RBGDCTKHMF�@KFNQHSGL�SG@S�RDKDBSR
SGD�MDWS�LDRR@FD�ENQ�SGD
SQ@MRONQS�SN�RDMC�

5GD�SQ@MRONQS�K@XDQ�TRDR�@
VDHFGSDC�QNTMC�QNAHM�@OOQN@BG
SN�@BBDOS�LDRR@FDR
�RN
HMBQD@RHMF�SGD�VDHFGS�NM�NMD
PTDTD�B@TRD�HSR�LDRR@FDR�SN�AD
RDMS�LNQD�EQDPTDMSKX�SG@M
LDRR@FDR�EQNL�NSGDQ�PTDTDR�

/H@F@Q@�$KNTC�4DQUHBD�(THCD $NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR

+@MT@QX��
����� ��



Property Value Description

5GHR�L@X�AD�TRDETK�SN�DMRTQD�SG@S
BDQS@HM�LDRR@FD�SXODR�KHJD�@K@QLR
@QD�RDMS�VHSG�OQHNQHSX�NUDQ
SDKDLDSQX�C@S@��%N�MNS�LNCHEX
SGDRD�O@Q@LDSDQR�TMKDRR�XNT
CDSDQLHMD�SG@S�MDDCDC�LDRR@FDR
@QD�ADHMF�GDKC�TO�AX�KDRR
HLONQS@MS�NMDR�

.@W�.DRR@FD�4HYD 1000000 	CDE@TKS
 %DcMDR�SGD�LDRR@FD�RHYD�KHLHS

ADENQD�BNLOQDRRHNM
�SN�TRD�VHSG�SGHR
BG@MMDK�@MC�SQ@MRONQS�

BKNTC-HMJ�#@BJTO$G@MMDK
5GHR�BG@MMDK�TOKN@CR�RS@SHNM�A@BJTOR�SN�SGD�BKNTC�@BBNQCHMF�SN�SGD�BNMcFTQ@SHNM�HM�SGD�A@BJTO�ONKHBX�

5GHR�BNLONMDMS�HR�@TSNL@SHB@KKX�@CCDC�AX�SGD�OQNUHRHNMHMF�RDQUHBD
�VGHBG�SDKKR�SGD�RS@SHNM�VG@S�SN�BNMcFTQD�

*M�@CCHSHNM�SN�SGD�RS@MC@QC�OQNODQSHDR�	4S@STR
�'@TKS�$@TRD
�@MC�&M@AKDC

�SGDRD�OQNODQSHDR�@QD�TMHPTD�SN�SGD
#@BJTO$G@MMDK#@BJTO$G@MMDK�

Property Value Description

$G@MMDK�5XOD QD@C�NMKX 4ODBHcDR�SGD�SXOD�NE�BG@MMDK�

$G@MMDK�$NMcF @CCHSHNM@K�OQNODQSHDR $NMS@HMR�RODBHcB�BG@MMDK
BNMcFTQ@SHNM�HMENQL@SHNM�ENQ�BKNTC
OK@SENQL�

1NKHBHDR @CCHSHNM@K�OQNODQSHDR $NMS@HMR�OQNODQSHDR�ENQ�A@BJTO
ONKHBHDR�

BKNTC-HMJ/BR�/BR#@BJTO$G@MMDK$NMcF
5GD�$G@MMDK$NMcF�GNKCR�HMENQL@SHNM�ENQ�SGD�A@BJTO�BG@MMDK�VGDM�TRDC�VHSG�SGD�/$4�OK@SENQL�

$NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR /H@F@Q@�$KNTC�4DQUHBD�(THCD

�� +@MT@QX��
�����



1QNODQSHDR�RODBHcB�SN�5Q@MRONQS�$NMcF
Property Value Description

5Q@MRONQS�5XOD QD@C�NMKX *CDMSHcDR�VGHBG�SQ@MRONQS�RGNTKC�AD
TRDC�VHSG�SGHR�BNMcFTQ@SHNM�

"TSGDMSHB@SNQ�*C QD@C�NMKX *CDMSHcDR�VGHBG�@TSGDMSHB@SNQ�RGNTKC
AD�TRDC�

$G@MMDK�2TDTD @CCHSHNM@K�OQNODQSHDR $NMS@HMR�SGD�PTDTD�HMENQL@SHNM�SN
TRD�ENQ�NTSFNHMF�LDRR@FDR�

.@W�.DRR@FD�4HYD <�����`��������=�	CDE@TK SR�SN
�������


-HLHSR�SGD�LDRR@FD�RHYD�HM�AXSDR
	ADENQD�BNLOQDRRHNM
�SN�TRD�VHSG�SGHR
BG@MMDK�@MC�SQ@MRONQS�

1QNODQSHDR�RODBHcB�SN�*M.DLNQX.DRR@FD2TDTD
Property Value Description

2TDTD�4HYD <����`L@W=�	CDE@TKSR�SN��������
 4ODBHcDR�SGD�@LNTMS�NE�C@S@�HM�AXSDR
SGD�PTDTD�B@M�GNKC�ADENQD�HS�RS@QSR�SN
QDIDBS�@CCHSHNM@K�LDRR@FDR�

8 DHFGS <�`L@W=�	CDE@TKSR�SN��
 4ODBHcDR�SGD�QDK@SHUD�VDHFGS�NE�SGD
PTDTD�HM�SGD�QNTMC�QNAHM�RBGDCTKHMF
@KFNQHSGL�SG@S�RDKDBSR�SGD�MDWS
LDRR@FD�EQNL�SGD�SQ@MRONQS�SN�RDMC�
5GD�GHFGDQ�SGD�MTLADQ
�SGD�LNQD
SHLDR�LDRR@FDR�EQNL�SGHR�PTDTD�VHKK
AD�OQNBDRRDC�QDK@SHUD�SN�NSGDQ�KNVDQ
VDHFGSDC�PTDTDR�

BKNTC-HMJ�$KNTC#@BJTO1NKHBX$NMS@HMDQ
5GHR�BNMS@HMDQ�GNKCR�A@BJTO�ONKHBHDR�VGHBG�CDcMD�SGD�DWDBTSHNM�SHLD�NE�SGD�A@BJTO�@MC�cKDR�@MC�ENKCDQR�SN
DWBKTCD�EQNL�SGD�A@BJTO�

/H@F@Q@�$KNTC�4DQUHBD�(THCD $NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR

+@MT@QX��
����� ��



Property Value Description

%DE@TKS�#@BJTO�1NKHBX A@BJTO�ONKHBX�BNMS@HMDQ $NMS@HMR�ONKHBX�OQNODQSHDR�@MC�HR
HMRS@KKDC�AX�CDE@TKS�

3DSQX�5QHFFDQ SHLD�	CDE@TKSR�SN����LHMTSDR
 %DcMDR�SGD�SHLD�HMSDQU@K�@�A@BJTO�HR
QDQTM�@ESDQ�@�E@HKTQD�

NOTE: *E�@�A@BJTO�G@R�E@HKDC�VGDM
SGD�RS@SHNM�HR�RSNOODC
�SGD�A@BJTO
VHKK�QTM�@BBNQCHMF�SN�SGD�QDSQX
SQHFFDQ�VGHBG�L@X�AD�HLLDCH@SDKX�

1QNODQSHDR�RODBHcB�SN�%DE@TKS�#@BJTO�1NKHBX
*M�@CCHSHNM�SN�SGD�RS@MC@QC�OQNODQSHDR�	4S@STR
�'@TKS�$@TRD�@MC�&M@AKDC

�SGDRD�OQNODQSHDR�RTOONQS�SGD%DE@TK%DE@TKSS
#@BJTO�1NK#@BJTO�1NKHBXHBX�

$NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR /H@F@Q@�$KNTC�4DQUHBD�(THCD

�� +@MT@QX��
�����



Property Value Description

&WDBTSHNM�5HLD SHLD�	CDE@TKSR�SN���@�L��NM
4TMC@XR


%DcMDR�SGD�DWDBTSHNM�SHLD��:NT�B@M�RDS�HS�SN�TO
L@MT@KKX
�C@HKX�NQ�@S�@�SHLD�HMSDQU@K�

-@RS�"SSDLOS C@SD
�SHLD�	QD@C�NMKX
 *MCHB@SDR�SGD�K@RS�SHLD�SGD�A@BJTO�V@R�QTM�

-@RS�4TBBDRR C@SD
�SHLD�	QD@C�NMKX
 *MCHB@SDR�SGD�K@RS�SHLD�SGD�A@BJTO�V@R�RTBBDRRETK�

-@RS�'@HKTQD C@SD
�SHLD�	QD@C�NMKX
 *MCHB@SDR�SGD�K@RS�SHLD�SGD�A@BJTO�E@HKDC�

'@TKS�$@TRD QD@C�NMKX *MCHB@SDR�SGD�QD@RNM�VGX�SGD#@BJTO�1NK#@BJTO�1NKHBXHBXE@HKDC�
5GD�cDKC�RS@XR�DLOSX�TMKDRR�@�A@BJTO�E@HKDC�@S
RNLD�ONHMS�HM�SGD�O@RS�

#@BJTO�/NSD SDWS %DcMDR�SGD�SDWS�	MNSD
�SG@S�VHKK�AD�@RRNBH@SDC�VHSG

/H@F@Q@�$KNTC�4DQUHBD�(THCD $NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR

+@MT@QX��
����� ��



Property Value Description

SGD�A@BJTO�HM�SGD�BKNTC�

&MBQXOSHNM�,DX @CCHSHNM@K�OQNODQSHDR *MCHB@SDR�SGD�RDKDBSDC�DMBQXOSHNM�JDX�SXOD�TRDC�SN
DMBQXOS�SGD�A@BJTO�OQHNQ�SN�TOKN@CHMF�HS�SN�SGD
BKNTC�

NOTE: *E�SGD�DMBQXOSHNM�JDX�HR�BG@MFDC

RTARDPTDMS�A@BJTOR�VHKK�TRD�SGD�MDV�DMBQXOSHNM
JDX��1QDUHNTR�A@BJTOR�HM�SGD�BKNTC�RSHKK�TRD�SGD
OQHNQ�DMBQXOSHNM�JDX
�VGHBG�V@R�HM�TRD�@S�SGD�SHLD
SGD�A@BJTOR�VDQD�L@CD�

&MBQXOSHNM�,DX�5XOD CQNO�CNVM�LDMT 4ODBHcDR�SGD�SXOD�NE�SGD�DMBQXOSHNM�JDX
�VGHBG�HR
DHSGDQ�SGDSystem Passphrase NQ�SGDPassword ��*E�XNT
RDKDBS�SGD�O@RRVNQC
�XNT�@QD�OQNLOSDC�SN�DMSDQ
SGD�BTRSNL�O@RRVNQC�HMSN�SGDPassword OQNODQSX
ADKNV�

1@RRVNQC 4DBTQD�SDWS�VHSG�BNMcQL@SHNM *E�XNT�RDKDBSPassword ENQEncryption Key Type 
�@
O@RRVNQC
�VGHBG�LDDSR�CDE@TKS�RDBTQHSX�RS@MC@QCR

LTRS�AD�DMSDQDC��*M�SGDConfirm cDKC
�XNT�LTRS�QD�
DMSDQ�SGD�BQD@SDC�O@RRVNQC�@�RDBNMC�SHLD�

&WBKTCDC�'HKDR cKD�M@LDR $NMS@HMR�cKDR�RDO@Q@SDC�AX�@�RDLHBNKNM�VHSG
DWSDMRHNMR�DHSGDQ�VHSG�SGD�BNLOKDSD�M@LD�NQ�TRHMF
SGD�VHKCB@QC�@RSDQHRJ�	�
��5GD�CDE@TKS#@BJTO�1NK#@BJTO�1NKHBXHBX
BNMS@HMR�QDBNLLDMCDC�cKDR�SN�DWBKTCD
	��KNBJ��A@BJTO��BNMRNKD���BNMcF�ANF�A��BNMcF?A@BJTO�
�

&WBKTCDC�'NKCDQR ENKCDQ�M@LD $NMS@HMR�@�KHRS�NE�ENKCDQR��5GD�CDE@TKS#@BJTO�1NK#@BJTO�1NKHBXHBX
BNMS@HMR�QDBNLLDMCDC�ENKCDQR�SN�DWBKTCD�VGHBG
@QD�TRDC�ENQ�RXRSDL�SDLONQ@QX�cKDR
	cKD�>>VDA'HKD$@BGD
 cKD�>>BKNTC-HMJ.NCDK

cKD�>>BKNTC-HMJ)HRSNQX
�

"K@QL�0M�'@HKTQD true NQfalse 	CDE@TKSR�SN
true 


*Etrue 
�@K@QLR�VHKK�AD�BQD@SDC�ENQ�A@BJTO�E@HKTQDR
NSGDQVHRD�MN�@K@QLR�VHKK�AD�BQD@SDC�

"K@QL�4NTQBD�*MEN @CCHSHNM@K�OQNODQSHDR $NMS@HMR�RS@MC@QC /H@F@Q@@K@QL�BNMcFTQ@SHNM
HMENQL@SHNM��'NQ�LNQD�HMENQL@SHNM
�RDD/H@F@Q@
"K@QLR�(THCD


*MHSH@K�3DSQX�*MSDQU@K MTLADQ�	CDE@TKSR�SN��
 %DcMDR�SGD�RS@QSHMF�MTLADQ�NE�HMSDQU@KR�ADENQD
E@HKDC�A@BJTOR�@QD�QDSQHDC��'@HKDC�A@BJTOR�@QD
QDSQHDC�ODQHNCHB@KKX�@S�HMSDQU@KR�SG@S�HMBQD@RD�NUDQ
SHLD�RN�SG@S�SGD�EQDPTDMBX�NE�A@BJTO�@SSDLOSR
CDBQD@RDR��'NQ�RTARDPTDMS�A@BJTO�E@HKTQDR
�SGD
BTLTK@SHUD�BNTMS�HR�LTKSHOKHDC�AX�@�cWDC�E@BSNQ�NE��
RN�SG@S�SGD�A@BJTOR�@SSDLOSR�@QD�ODQENQLDC�KDRR
EQDPTDMSKX�NUDQ�SHLD��5GD�cQRS�A@BJTO�HR�SQHDC�@ESDQ
��HMSDQU@K
�SGD�MDWS�@S���HMSDQU@KR
�SGD�MDWS�@S��
HMSDQU@KR
�@MC�RN�NM��0MBD�@�A@BJTO�HR�RTBBDRRETK

SGD�HMSDQM@K�BNTMS�HR�QDRDS�SN�SGD�HMHSH@K�QDSQX
HMSDQU@K�

.@W�3DSQX�*MSDQU@K MTLADQ 4ODBHcDR�SGD�L@WHLTL�MTLADQ�NE�HMSDQU@KR�SN�V@HS
ADENQD�@SSDLOSHMF�@MNSGDQ�A@BJTO��8GDM�SGD

$NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR /H@F@Q@�$KNTC�4DQUHBD�(THCD

�� +@MT@QX��
�����



Property Value Description

HMSDQM@K�BNTMS�QD@BGDR�SGHR�KHLHS�VHSGNTS�@�RTBBDRRETK
A@BJTO
�@KK�RTARDPTDMS�A@BJTO�@SSDLOR�VHKK�AD�@S
SGHR�MTLADQ�NE�HMSDQU@KR�

"BSHNMR
&WDBTSD��*MUNJDR�@�L@MT@K�A@BJTO�SN�SGD�BKNTC�

BKNTC-HMJ�$NLL@MCR$G@MMDK
5GHR�BG@MMDK�G@MCKDR�BNLL@MC�@MC�BNMSQNK�ETMBSHNMR�EQNL�SGD�BKNTC�OK@SENQL�

4XRSDL�BNLL@MCR
5GD�BKNTC�OK@SENQL�B@M�RDMC�RXRSDL�BNLL@MCR�CNVM�SN�SGD�RS@SHNM��)@MCKHMF�ENQ�SGDRD�RXRSDL�BNLL@MCR�HR
CNMD�AX�DWSDMCHMF�@�RODBHcB�BK@RR��5GHR�HR�CNMD�UH@�SGD�$NLL@MCR$G@MMDK�

8GDM�@�RXRSDL�BNLL@MC�HR�QDBDHUDC�UH@�@�BNMMDBSDC�SQ@MRONQS
�SGD�$NLL@MCR$G@MMDK�HR�B@KKDC�SN�CDSDQLHMD
HE�HS�G@R�@�QDFHRSDQDC�BNLL@MC�SN�G@MCKD�SGD�HMBNLHMF�LDRR@FD��*E�SGDQD�HR�NMD
�SGD�@OOQNOQH@SD�QDFHRSDQDC
BNLL@MC�HR�B@KKDC�SN�OQNBDRR�SGD�LDRR@FD�

$TQQDMSKX
�SGDQD�@QD����BNLL@MCR�SN�QD@C�VQHSD�SN�SGD�ONHMSR�SG@S�@QD�HM/H@F@Q@�$KNTC�4DQUHBD��5GD
BNLL@MCR�@QD�KHRSDC�GDQD�

_ 3DSQHDUD$KNTC1NHMSR$NLL@MC�a�-HRSR�SGD�M@LDR�NE�@KK�SGD�ONHMSR�HM�SGD�RS@SHNM�SG@S�@QD�@BBDRRHAKD�EQNL
SGD�BKNTC�

_ $KNTC.TKSH1NHMS3D@C$NLL@MC�a�3DSTQMR�SGD�U@KTDR�NE�@�KHRS�NE�BKNTC�@BBDRRHAKD�ONHMSR�HM�SGD�RS@SHNM�

_ $KNTC.TKSH1NHMS8QHSD$NLL@MC�a�4DSR�SGD�U@KTDR�NE�@�KHRS�NE�BKNTC�@BBDRRHAKD�ONHMSR�HM�SGD�RS@SHNM�

_ $KNTC1NHMS3D@C$NLL@MC�a�3DSTQMR�SGD�U@KTDR�NE�@M�HMCHUHCT@K�BKNTC�@BBDRRHAKD�ONHMS�HM�SGD�RS@SHNM�

_ $KNTC1NHMS8QHSD$NLL@MC�a�4DSR�SGD�U@KTD�NE�@M�HMCHUHCT@K�BKNTC�@BBDRRHAKD�ONHMS�HM�SGD�RS@SHNM�

_ 3D@C.TKSH1NHMS*MOTSR$NLL@MC�a�3DSTQMR�@KK�SGD�BKNTC�HMOTSR�ENQ�@�FHUDM�RDS�NE�ONHMSR�HM�SGD�RS@SHNM�

_ $KNTC.TKSH1NHMS$KD@Q$NLL@MC�a�3DKD@RDR�SGD�U@KTDR�NE�@�KHRS�NE�BKNTC�@BBDRRHAKD�ONHMSR�HM�SGD�RS@SHNM
SG@S�VDQD�OQDUHNTRKX�RDS�VHSG�@�$KNTC1NHMS8QHSD$NLL@MC�NQ�$KNTC.TKSH1NHMS8QHSD$NLL@MC�

_ "K@QL"BJ$NLL@MC�a�"BJMNVKDCFDR�@M�@K@QL�

_ #@SBG"K@QL"BJ$NLL@MC�a�"BJMNVKDCFDR�@�KHRS�NE�@K@QLR�

_ -HRS$KNTC$NLL@MCR$NLL@MC�a�-HRSR�SGD�M@LDR�NE�@KK�BNLL@MCR�SG@S�@QD�@U@HK@AKD�NM�SGHR�RXRSDL�

_ *MUNJD$NLL@MC���@KKNVR�HMUNB@SHNM�NE�@M�@BSHNM�NM�@�BNLONMDMS�

8 HSG�$KNTC�$NLL@MC�2TDTDR�SGD+"$& �4TODQUHRNQMNV�QDRONMCR�@R�RNNM�@R�SGD�BNLL@MC�G@R�ADDM�OK@BDC
HM�SGD�PTDTD��8GDM�SGD�BNLL@MC�DWDBTSDR�HSR�NTSOTS�HR�RDMS�SN�SGD�BKNTC�UH@�/DV&UDMS.DRR@FD	R
�@MC�VGDM
SGD�BNLL@MC�DWHSR�@MNSGDQ�/DV&UDMS.DRR@FD�HR�RDMS�

5GD�$KNTC$NLL@MCR%DUHBD&WS�LTRS�AD�DM@AKDC�ADENQD�@MX�HMCHUHCT@K�BNLL@MC�B@M�QTM�

$TRSNL�BNLL@MCR
*M�@CCHSHNM�SN�OQNUHCHMF�L@MX�]NTS�NE�SGD�ANW^�BNLL@MCR
/H@F@Q@�$KNTC�4DQUHBD@KRN�OQNUHCDR�SGD�B@O@AHKHSX
SN�G@MCKD�BTRSNL�BNLL@MCR��5GHR�@AHKHSX�SN�HMUNJD�BTRSNL�BNCD�OQNUHCDR�FQD@SDQ�dDWHAHKHSX
�GNVDUDQ
�SGDQD�@QD
LTKSHOKD�QDRSQHBSHNMR�@MC�RDBTQHSX�QDPTHQDLDMSR�

*M�@CCHSHNM�SN�SGD�RS@MC@QC�OQNODQSHDR�	4S@STR
�'@TKS�$@TRD�@MC�&M@AKDC

�SGDRD�OQNODQSHDR�@QD�TMHPTD�SN�SGD
$NLL@MCR�$G@MMDK$NLL@MCR�$G@MMDK�

/H@F@Q@�$KNTC�4DQUHBD�(THCD $NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR

+@MT@QX��
����� ��



Property Value Description

$G@MMDK�5XOD QD@C�NMKX *CDMSHcDR�SGD�SXOD�NE�BG@MMDK�

$G@MMDK�$NMcF @CCHSHNM@K�OQNODQSHDR $NMS@HMR�RODBHcB�BG@MMDK
BNMcFTQ@SHNM�HMENQL@SHNM�

$NLL@MCR @CCHSHNM@K�OQNODQSHDR )NKCR�@KK�SGD�BNLL@MCR�SG@S�G@UD
ADDM�HMRS@KKDC�ENQ�SGHR�BKNTC
OK@SENQL�

%DE@TKS�$NLL@MC�2TDTD @CCHSHNM@K�OQNODQSHDR *CDMSHcDR�SGD�PTDTD�ENQ�ODMCHMF
BNLL@MCR�SG@S�G@UD�ADDM�RDMS�SN
SGD�RS@SHNM��"CCHSHNM@K�BNLL@MC
PTDTDR�B@M�AD�@CCDC�

$G@MMDK�BNMcFTQ@SHNM�HMENQL@SHNM
'NQ�BG@MMDK�BNMcFTQ@SHNM�CDS@HKR
�RDD�]BKNTC-HMJ'NQFD�'NQFD"LPO$NLL@MC$G@MMDK$NMcF^�

Property Value Description

$NLL@MC�5HLDNTS +00000h 01m 00s 	CDE@TKS
 %DcMDR�SGD�L@WHLTL�SHLD�SN�V@HS
ENQ�@�BNLL@MC�SN�BNLOKDSD�

$NLL@MCR�HMENQL@SHNM
&@BG�HMCHUHCT@K�$NLL@MC�OQNODQSX�OQNUHCDR�SGDEnabled RTAOQNODQSX�VGHBG�HR�BNMcFTQDC�DHSGDQtrue NQ
false �

*M.DLNQX$NLL@MC2TDTD�OQNODQSHDR
$NLL@MC�PTDTDR�GNKC�ODMCHMF�BNLL@MCR�SG@S�G@UD�ADDM�RDMS�SN�SGD�RS@SHNM��$NLL@MCR�@QD�RDMS�VHSG�@
BNLL@MC�OQHNQHSX�ADSVDDM���@MC�����VHSG�KNVDQ�MTLDQHB�U@KTDR�ADHMF�LNQD�HLONQS@MS�SG@S�GHFGDQ�U@KTDR�
$NLL@MCR�@QD�OK@BDC�HM�SGD�PTDTD�VHSG�SGD�KNVDRS�MTLADQ�GHFGDQ�SG@M�SGD�BNLL@MC�OQHNQHSX��#X�CDE@TKS
SGDQD�HR�NMD�PTDTD��GNVDUDQ
�@CCHSHNM@K�BNLL@MC�PTDTDR�B@M�AD�@CCDC�

Property Value Description

1QHNQHSX MTLADQ�	CDE@TKSR�SN255
 &RS@AKHRGDR�SGD�OQHNQHSX�NE�SGD�PTDTD�
2TDTDR�VHSG�@�KNVDQ�MTLDQHB�OQHNQHSX
@QD�CQ@HMDC�ADENQD�PTDTDR�VHSG
GHFGDQ�MTLDQHB�U@KTDR�

.@W�4HYD MTLADQ�	CDE@TKSR�SN20
 %DcMDR�SGD�MTLADQ�NE�ODMCHMF
BNLL@MCR�

BKNTC-HMJ�'NQFD"LPO$NLL@MC$G@MMDK$NMcF
5GHR�BG@MMDK�BNMcF�GNKCR�HMENQL@SHNM�ENQ�SGD�BNLL@MCR�BG@MMDK�VGDM�TRDC�VHSG�SGD�'NQFD�OK@SENQL�@MC
BNLLTMHB@SHMF�NUDQ�SGD�".21�SQ@MRONQS�

$NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR /H@F@Q@�$KNTC�4DQUHBD�(THCD

�� +@MT@QX��
�����



Property Value Description

5Q@MRONQS�*MENQL@SHNM $NMS@HMR�SGD�".21�RODBHcB�O@QS�NE
SGD�5Q@MRONQS�BNMcFTQ@SHNM�

5Q@MRONQS�5XOD QD@C�NMKX *CDMSHcDR�VGHBG�SQ@MRONQS�RGNTKC�AD
TRDC�VHSG�SGHR�BNMcFTQ@SHNM�

"TSGDMSHB@SNQ�*C QD@C�NMKX *CDMSHcDR�VGHBG�@TSGDMSHB@SNQ�RGNTKC
AD�TRDC
�MNSD�SGHR�HR�NMKX�MDDCDC�ENQ
BNMMDBSHNMKDRR�SQ@MRONQSR�

$G@MMDK�2TDTD @CCHSHNM@K�OQNODQSHDR $NMS@HMR�SGD
*M.DLNQX.DRR@FD2TDTD��PTDTD
HMENQL@SHNM�SN�TRD�ENQ�NTSFNHMF
LDRR@FDR�

2TDTD�4HYD MTLADQ�	CDE@TKSR�SN1 
 %DcMDR�@LNTMS�NE�C@S@�	AXSDR
�@
PTDTD�B@M�GNKC�ADENQD�HS�RS@QSR�SN
QDIDBS�@CCHSHNM@K�LDRR@FDR�

8 DHFGS 1000000 	CDE@TKS
 $NMcFTQDR�SGD�QDK@SHUD�VDHFGS�NE
SGD�PTDTD�HM�SGD�QNTMC�QNAHM
RBGDCTKHMF�@KFNQHSGL�SG@S�RDKDBSR
SGD�MDWS�LDRR@FD�ENQ�SGD
SQ@MRONQS�SN�RDMC�

5GD�SQ@MRONQS�K@XDQ�TRDR�@
VDHFGSDC�QNTMC�QNAHM�@OOQN@BG
SN�@BBDOS�LDRR@FDR
�RN
HMBQD@RHMF�SGD�VDHFGS�NM�NMD
PTDTD�B@TRD�HSR�LDRR@FDR�SN�AD
RDMS�LNQD�EQDPTDMSKX�SG@M
LDRR@FDR�EQNL�NSGDQ�PTDTDR�
5GHR�L@X�AD�TRDETK�SN�DMRTQD�SG@S
BDQS@HM�LDRR@FD�SXODR�KHJD�@K@QLR
@QD�RDMS�VHSG�OQHNQHSX�NUDQ
SDKDLDSQX�C@S@��%N�MNS�LNCHEX
SGDRD�O@Q@LDSDQR�TMKDRR�XNT
CDSDQLHMD�SG@S�MDDCDC�LDRR@FDR
@QD�ADHMF�GDKC�TO�AX�KDRR
HLONQS@MS�NMDR�

/H@F@Q@�$KNTC�4DQUHBD�(THCD $NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR

+@MT@QX��
����� ��



Property Value Description

.@W�.DRR@FD�4HYD ��������	CDE@TK S
 %DcMDR�SGD�LDRR@FD�RHYD�KHLHS
	AXSDR

�ADENQD�BNLOQDRRHNM
�SN
TRD�VHSG�SGHR�BG@MMDK�@MC
SQ@MRONQS�

BKNTC-HMJ�&UDMSR$G@MMDK
5GHR�BG@MMDK�G@MCKDR�DUDMS�CDKHUDQX�SN�SGD�BKNTC�OK@SENQL��/NSD�SG@S�HE�SGD�RS@SHNM�CNDR�MNS�BTQQDMSKX�G@UD�SGD
DUDMS�RDQUHBD�HMRS@KKDC�SGD�DUDMSR�BG@MMDK�VHKK�@CC�HS�SN�SGD�RS@SHNM�

*M�@CCHSHNM�SN�SGD�RS@MC@QC�OQNODQSHDR�	4S@STR
�'@TKS�$@TRD�@MC�&M@AKDC

�SGDRD�OQNODQSHDR�@QD�TMHPTD�SN�SGD
&UDMSR$G@MMDK&UDMSR$G@MMDK�

Property Value Description

$G@MMDK�5XOD QD@C�NMKX *CDMSHcDR�SGD�SXOD�NE�BG@MMDK�

$G@MMDK�$NMcF $NMS@HMR�RODBHcB�BG@MMDK
BNMcFTQ@SHNM�HMENQL@SHNM�

&UDMS�LDRR@FDR
"M�DUDMS�LDRR@FD�HR�@�LDSGNC�NE�OTRGHMF�C@S@�SN�SGD�BKNTC��4ODBHcB�KNFHB�SQHFFDQR�@M�DUDMS�LDRR@FD��'NQ
DW@LOKD
�@M�@K@QL�SQHFFDQR�@�/DV"K@QL�DUDMS�LDRR@FD��5GD�/H@F@Q@$KNTC4DQUHBD�BNMS@HMR�BG@MMDKR�SN
@BBNLOKHRG�RTBG�SGHMFR�@R�FDSSHMF�LDRR@FD�SXODR�SN�RDMC�SN�SGD�BKNTC��5GD�SXODR�NE�DUDMS�LDRR@FDR�@QD�KHRSDC
GDQD�

_ /DV"K@QLR���RDMS�SN�SGD�BKNTC�OQNUHCDQ

_ "K@QL"BJ3DPTDRSR���EQNL�SGD�BKNTC�OQNUHCDQ

_ "K@QL"BJ3DRONMRDR���SN�SGD�BKNTC�OQNUHCDQ

_ "R�VDKK�@R�NSGDQR�RTBG�@R�%DUHBD"BJ3DPTDRSR�

BKNTC-HMJ'NQFD�'NQFD"LPO&UDMS$G@MMDK$NMcF
5GHR�BG@MMDK�BNMcF�GNKCR�HMENQL@SHNM�ENQ�SGD�DUDMSR�BG@MMDK�VGDM�TRDC�VHSG�SGD�'NQFD�OK@SENQL�@MC
BNLLTMHB@SHMF�NUDQ�SGD�".21�SQ@MRONQS�

$NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR /H@F@Q@�$KNTC�4DQUHBD�(THCD

�� +@MT@QX��
�����



Property Value Description

5Q@MRONQS�*MENQL@SHNM QD@C�NMKX $NMS@HMR�SGD�".21�RODBHcB�O@QS�NE
SGD�BNMcFTQ@SHNM�

5Q@MRONQS�5XOD QD@C�NMKX *CDMSHcDR�VGHBG�@TSGDMSHB@SNQ�RGNTKC
AD�TRDC
�MNSD�SGHR�HR�NMKX�MDDCDC�ENQ
BNMMDBSHNMKDRR�SQ@MRONQSR�

"TSGDMSHB@SNQ�*C QD@C�NMKX *CDMSHcDR�VGHBG�@TSGDMSHB@SNQ�RGNTKC
AD�TRDC
�MNSD�SGHR�HR�NMKX�MDDCDC�ENQ
BNMMDBSHNMKDRR�SQ@MRONQSR�

$G@MMDK�2TDTD @CCHSHNM@K�OQNODQSHDR $NMS@HMR�SGD�PTDTD�HMENQL@SHNM�SN
TRD�ENQ�NTSFNHMF�LDRR@FDR�

2TDTD�4HYD MTLADQ�	CDE@TKSR�SN1 
 %DcMDR�@LNTMS�NE�C@S@�	AXSDR
�@
PTDTD�B@M�GNKC�ADENQD�HS�RS@QSR�SN
QDIDBS�@CCHSHNM@K�LDRR@FDR�

8 DHFGS MTLADQ�	CDE@TKSR�SN1000000 
 $NMcFTQDR�SGD�QDK@SHUD�VDHFGS�NE
SGD�PTDTD�HM�SGD�QNTMC�QNAHM
RBGDCTKHMF�@KFNQHSGL�SG@S�RDKDBSR
SGD�MDWS�LDRR@FD�ENQ�SGD
SQ@MRONQS�SN�RDMC�

5GD�SQ@MRONQS�K@XDQ�TRDR�@
VDHFGSDC�QNTMC�QNAHM�@OOQN@BG
SN�@BBDOS�LDRR@FDR
�RN
HMBQD@RHMF�SGD�VDHFGS�NM�NMD
PTDTD�B@TRD�HSR�LDRR@FDR�SN�AD
RDMS�LNQD�EQDPTDMSKX�SG@M
LDRR@FDR�EQNL�NSGDQ�PTDTDR�
5GHR�L@X�AD�TRDETK�SN�DMRTQD�SG@S
BDQS@HM�LDRR@FD�SXODR�KHJD�@K@QLR
@QD�RDMS�VHSG�OQHNQHSX�NUDQ
SDKDLDSQX�C@S@��%N�MNS�LNCHEX
SGDRD�O@Q@LDSDQR�TMKDRR�XNT
CDSDQLHMD�SG@S�MDDCDC�LDRR@FDR
@QD�ADHMF�GDKC�TO�AX�KDRR
HLONQS@MS�NMDR�

.@W�.DRR@FD�4HYD MTLADQ�	CDE@TKSR�SN1000000 
 %DcMDR�SGD�LDRR@FD�RHYD�KHLHS

/H@F@Q@�$KNTC�4DQUHBD�(THCD $NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR

+@MT@QX��
����� ��



Property Value Description

	AXSDR

�ADENQD�BNLOQDRRHNM
�SN
TRD�VHSG�SGHR�BG@MMDK�@MC
SQ@MRONQS�

BKNTC-HMJ�)D@QSAD@S$G@MMDK
5GHR�BG@MMDK�CDKHUDQR�GD@QSAD@S�LDRR@FDR�SN�SGD�BKNTC�OK@SENQL�@S�QDFTK@Q�HMSDQU@KR�

*M�@CCHSHNM�SN�SGD�RS@MC@QC�OQNODQSHDR�	4S@STR
�'@TKS�$@TRD�@MC�&M@AKDC

�SGDRD�OQNODQSHDR�@QD�TMHPTD�SN�SGD
)D@QS)D@QSAD@S$G@MMDKAD@S$G@MMDK�

Property Value Description

$G@MMDK�5XOD QD@C�NMKX *CDMSHcDR�SGD�SXOD�NE�BG@MMDK�

$G@MMDK�$NMcF @CCHSHNM@K�OQNODQSHDR $NMS@HMR�RODBHcB�BG@MMDK
BNMcFTQ@SHNM�HMENQL@SHNM�

'QDPTDMBX GNTQR�LHMTSDR�RDBNMCR�	CDE@TKSR�SN
�����G���L���R


4ODBHcDR�GNV�NESDM�SGD�BG@MMDK
RGNTKC�FDMDQ@SD�@�GD@QSAD@S
LDRR@FD�

BKNTC-HMJ'NQFD�'NQFD"LPO)D@QSAD@S$G@MMDK$NMcF
5GHR�BG@MMDK�BNMcF�GNKCR�HMENQL@SHNM�ENQ�SGD�GD@QSAD@S�BG@MMDK�VGDM�TRDC�VHSG�SGD�'NQFD�OK@SENQL�@MC
BNLLTMHB@SHMF�NUDQ�SGD�".21�SQ@MRONQS�

Property Value Description

5Q@MRONQS�*MENQL@SHNM $NMS@HMR�SGD�".21�RODBHcB�O@QS
NE�SGD�5Q@MRONQS�BNMcFTQ@SHNM�

$NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR /H@F@Q@�$KNTC�4DQUHBD�(THCD

�� +@MT@QX��
�����



Property Value Description

5Q@MRONQS�5XOD QD@C�NMKX *CDMSHcDR�VGHBG�SQ@MRONQS�RGNTKC
AD�TRDC�VHSG�SGHR�BNMcFTQ@SHNM�

"TSGDMSHB@SNQ�*C QD@C�NMKX *CDMSHcDR�VGHBG�@TSGDMSHB@SNQ
RGNTKC�AD�TRDC��/NSD�SGHR�HR�NMKX
MDDCDC�ENQ�BNMMDBSDC
SQ@MRONQSR�

$G@MMDK�2TDTD $NMS@HMR�SGD�PTDTD�RHYD�@MC
VDHFGS�HMENQL@SHNM�SN�TRD�ENQ
NTSFNHMF�LDRR@FDR�

2TDTD�4HYD MTLADQ�	CDE@TKSR�SN1 
 %DcMDR�@LNTMS�NE�C@S@�	AXSDR
�@
PTDTD�B@M�GNKC�ADENQD�HS�RS@QSR�SN
QDIDBS�@CCHSHNM@K�LDRR@FDR�

8 DHFGS 1000000 	CDE@TKS
 $NMcFTQDR�SGD�QDK@SHUD�VDHFGS�NE
SGD�PTDTD�HM�SGD�QNTMC�QNAHM
RBGDCTKHMF�@KFNQHSGL�SG@S�RDKDBSR
SGD�MDWS�LDRR@FD�ENQ�SGD
SQ@MRONQS�SN�RDMC�

5GD�SQ@MRONQS�K@XDQ�TRDR�@
VDHFGSDC�QNTMC�QNAHM�@OOQN@BG
SN�@BBDOS�LDRR@FDR
�RN
HMBQD@RHMF�SGD�VDHFGS�NM�NMD
PTDTD�B@TRD�HSR�LDRR@FDR�SN�AD
RDMS�LNQD�EQDPTDMSKX�SG@M
LDRR@FDR�EQNL�NSGDQ�PTDTDR�
5GHR�L@X�AD�TRDETK�SN�DMRTQD�SG@S
BDQS@HM�LDRR@FD�SXODR�KHJD�@K@QLR
@QD�RDMS�VHSG�OQHNQHSX�NUDQ
SDKDLDSQX�C@S@��%N�MNS�LNCHEX
SGDRD�O@Q@LDSDQR�TMKDRR�XNT
CDSDQLHMD�SG@S�MDDCDC�LDRR@FDR
@QD�ADHMF�GDKC�TO�AX�KDRR
HLONQS@MS�NMDR�

.@W�.DRR@FD�4HYD MTLADQ�	CDE@TKSR�SN1000000 
 %DcMDR�SGD�LDRR@FD�RHYD�KHLHS
	AXSDR

�ADENQD�BNLOQDRRHNM
�SN
TRD�VHSG�SGHR�BG@MMDK�@MC
SQ@MRONQS�

BKNTC-HMJ�)HRSNQHDR$G@MMDK
5GHR�BG@MMDK�G@MCKDR�GHRSNQX�CDKHUDQX�SN�SGD�BKNTC�OK@SENQL�

/H@F@Q@�$KNTC�4DQUHBD�(THCD $NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR

+@MT@QX��
����� ��



5N�@BBDRR�SGDRD�OQNODQSHDR
�CNTAKD�BKHBJ�SGD)HRSNQHDR�$G@MMDK)HRSNQHDR�$G@MMDKBNLONMDMS�

*M�@CCHSHNM�SN�SGD�RS@MC@QC�OQNODQSHDR�	4S@STR
�'@TKS�$@TRD�@MC�&M@AKDC

�SGDRD�OQNODQSHDR�@QD�TMHPTD�SN�SGD
)HRSNQHDR$G@MMDK)HRSNQHDR$G@MMDK�

Property Value Description

$G@MMDK�5XOD QD@C�NMKX *CDMSHcDR�SGD�SXOD�NE�BG@MMDK�

$G@MMDK�$NMcF @CCHSHNM@K�OQNODQSHDR $NMS@HMR�RODBHcB�BG@MMDK
BNMcFTQ@SHNM�HMENQL@SHNM�

&WONQSR @CCHSHNM@K�OQNODQSHDR 1QNUHCDR�@�BNMS@HMDQ�ENQ�)HRSNQX
DWONQS�ONKHBHDR�

BKNTC-HMJ'NQFD�'NQFD)HRSNQX$G@MMDK$NMcF
5GHR�BNLONMDMS�GNKCR�HMENQL@SHNM�ENQ�SGD�GHRSNQHDR�BG@MMDK�VGDM�TRDC�VHSG�SGD/H@F@Q@�$KNTC�4THSDOK@SENQL�

$NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR /H@F@Q@�$KNTC�4DQUHBD�(THCD

�� +@MT@QX��
�����



5N�@BBDRR�SGDRD�OQNODQSHDR
�DWO@MC)HRSNQHDR)HRSNQHDR@MC�CNTAKD�BKHBJ$G@MMDK�$NMcF$G@MMDK�$NMcF�

Property Value Description

"LPO�5 Q@MRONQS @CCHSHNM@K�OQNODQSHDR $NMS@HMR�SGD�".21�RODBHcB
OQNODQSHDR�NE�SGD�BNMcFTQ@SHNM�

)SSO�5Q@MRONQS @CCHSHNM@K�OQNODQSHDR $NMS@HMR�SGD�)551�RODBHcB
OQNODQSHDR�NE�SGD�BNMcFTQ@SHNM�

'HKD�5Q@MRONQS @CCHSHNM@K�OQNODQSHDR $NMS@HMR�SGD�cKD�TOKN@C�RODBHcB
OQNODQSHDR�NE�SGD�BNMcFTQ@SHNM�

#@BJcKK�3DBNQC�5GQDRGNKC MTLADQ�	CDE@TKSR�SN500000 
 %DcMDR�SGD�MTLADQ�NE�ODMCHMF
GHRSNQX�QDBNQCR�@S�VGHBG�ONHMS�SGD
RS@SHNM�RDMCR�GHRSNQHDR�VHSG�SGD�cKD
TOKN@C�SQ@MRONQS�Q@SGDQ�SG@M�SGD
".21�5 Q@MRONQS�

4DMCHMF�K@QFD�MTLADQR�NE
GHRSNQHDR�VHSG�@�cKD�TOKN@C�HR
LTBG�LNQD�DEcBHDMS�SG@M�RDMCHMF
".21�LDRR@FDR��0MBD�SGD
A@BJcKK�NE�GHRSNQHDR�HR�BNLOKDSDC

SGD�RS@SHNM�QDRTLDR�RDMCHMF
GHRSNQHDR�VHSG�SGD�".21
SQ@MRONQS�

/H@F@Q@�$KNTC�4DQUHBD�(THCD $NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR

+@MT@QX��
����� ��



Property Value Description

#@BJcKK�3DBNMMDBS�.HM�5HLD GNTQR�LHMTSDR�RDBNMCR $NMcFTQDR�SGD�LHMHLTL�@LNTMS�NE
SHLD�SG@S�SGD�RS@SHNM�LTRS�AD
CHRBNMMDBSDC�ADENQD�SGD�RS@SHNM
BGDBJR�ENQ�A@BJcKK��'NQ�DW@LOKD
�HE
SGHR�HR�RDS�SN���GNTQR
�@MC�SGD�RS@SHNM
HR�NMKX�CHRBNMMDBSDC�ENQ����LHMTSDR

HS�ODQENQLR�MN�A@BJcKK�BGDBJ�HR
ODQENQLDC��5GD�RS@SHNM�QDEDQR�SN�SGHR
OQNODQSX�NMKX�VGDM�SGD�SQ@MRONQS�HR
CHRBNMMDBSDC��8GDM�SGD�RS@SHNM
RS@QSR
�HS�@KV@XR�ODQENQLR�@�A@BJcKK
BGDBJ�

#@BJcKK�4S@STR QD@C�NMKX *MCHB@SDR�SGD�RS@STR�NE�@�A@BJcKK
NODQ@SHNM�VGHBG�HR�QTM�VGDM�SGD
MTLADQ�NE�ODMCHMF�QDBNQCR�DWBDDCR
SGDBackfill Record Threshold U@KTD�
5GD�GHRSNQHDR�@QD�RDMS�SN�SGD�BKNTC�AX
ATKJ�TOKN@C�Q@SGDQ�SG@M�VHSG�SGD
".21�5 Q@MRONQS��5GD�ATKJ�TOKN@C
LDBG@MHRL�HR�CDRHFMDC�SN�RTOONQS
K@QFD�MTLADQR�NE�GHRSNQHDR��8GDM�@
A@BJcKK�HR�QTMMHMF
�MN�GHRSNQHDR�@QD
RDMS�SN�SGD�BKNTC�VHSG�SGD�".21
SQ@MRONQS�@MC�SGD�0MAN@QCHMF
RDBSHNM�VHKK�HMCHB@SDExports
Suspended �

5Q@MRONQS$NMcF�OQNODQSHDR
Property Value Description

5Q@MRONQS�5XOD QD@C�NMKX *CDMSHcDR�VGHBG�SQ@MRONQS�RGNTKC�AD
TRDC�VHSG�SGHR�BNMcFTQ@SHNM�

"TSGDMSHB@SNQ�*C QD@C�NMKX *CDMSHcDR�VGHBG�@TSGDMSHB@SNQ�RGNTKC
AD�TRDC�

NOTE: 5GHR�HR�NMKX�MDDCDC�ENQ
BNMMDBSHNMKDRR�SQ@MRONQSR�

$G@MMDK�2TDTD @CCHSHNM@K�OQNODQSHDR 5GHR�BNMS@HMR�SGD�PTDTD�HMENQL@SHNM
SN�TRD�ENQ�NTSFNHMF�LDRR@FDR�

.@W�.DRR@FD�4HYD MTLADQ�	CDE@TKSR�SN��������
 %DcMDR�SGD�LDRR@FD�RHYD�KHLHS
	AXSDR
�ADENQD�BNLOQDRRHNM�SN�TRD
VHSG�SGHR�BG@MMDK�@MC�SQ@MRONQS�

*M�.DL�.RF2�	*M.DLNQX.DRR@FD2TDTD
�OQNODQSHDR
Property Value Description

2TDTD�4HYD MTLADQ�	CDE@TKSR�SN��������
 %DcMDR�SGD�@LNTMS�NE�C@S@�HM�AXSDR
SGD�PTDTD�B@M�GNKC�ADENQD�HS�RS@QSR�SN
QDIDBS�@CCHSHNM@K�LDRR@FDR�

8 DHFGS MTLADQ�	CDE@TKSR�SN��
 %DcMDR�SGD�QDK@SHUD�VDHFGS�NE�SGD
PTDTD�HM�SGD�QNTMC�QNAHM�RBGDCTKHMF
@KFNQHSGL�SG@S�RDKDBSR�SGD�MDWS

$NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR /H@F@Q@�$KNTC�4DQUHBD�(THCD

�� +@MT@QX��
�����



Property Value Description

LDRR@FD�EQNL�SGD�SQ@MRONQS�SN�RDMC�
5GD�GHFGDQ�SGD�MTLADQ
�SGD�LNQD
SHLDR�LDRR@FDR�EQNL�SGHR�PTDTD�VHKK
AD�OQNBDRRDC�QDK@SHUD�SN�NSGDQ�KNVDQ
VDHFGSDC�PTDTDR�

BKNTC-HMJ�.DRR@FHMF$G@MMDK
5GHR�BG@MMDK�CDKHUDQR�LDRR@FDR�SN�SGD�BKNTC�OK@SENQL�SG@S�G@UD�@KQD@CX�ADDM�RDQH@KHYDC�

*M�@CCHSHNM�SN�SGD�RS@MC@QC�OQNODQSHDR�	4S@STR
�'@TKS�$@TRD�@MC�&M@AKDC

�SGDRD�OQNODQSHDR�@QD�TMHPTD�SN�SGD
.DRR@FD$G@MMDK.DRR@FD$G@MMDK�

Property Value Description

$G@MMDK�5XOD QD@C�NMKX *CDMSHcDR�SGD�SXOD�NE�BG@MMDK�

$G@MMDK�$NMcF @CCHSHNM@K�OQNODQSHDR $NMS@HMR�RODBHcB�BG@MMDK
BNMcFTQ@SHNM�HMENQL@SHNM�

BKNTC-HMJ'NQFD�'NQFD.DRR@FHMF$G@MMDK$NMcF
'NQFD�.DRR@FHMF�$G@MMDK�$NMcF

1QNODQSHDR

/H@F@Q@�$KNTC�4DQUHBD�(THCD $NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR

+@MT@QX��
����� ��



Property Value Description

"TSGDMSHB@SNQ�*C QD@C�NMKX *CDMSHcDR�VGHBG�@TSGDMSHB@SNQ
RGNTKC�AD�TRDC
�MNSD�SGHR�HR�NMKX
MDDCDC�ENQ�BNMMDBSHNMKDRR
SQ@MRONQSR�

)551 @CCHSHNM@K�OQNODQSHDR 5GHR�BNMS@HMR�SGD�)551�RODBHcB
O@QS�NE�SGD�BNMcFTQ@SHNM�

".21 @CCHSHNM@K�OQNODQSHDR 5GHR�BNMS@HMR�SGD�".21�RODBHcB
O@QS�NE�SGD�BNMcFTQ@SHNM�

5Q@MRONQS$NMcF�OQNODQSHDR
"KK�NE�SGDRD�OQNODQSHDR�@QD�RODBHcB�SN�SGD�5Q@MRONQS$NMcF�

Property Value Description

5Q@MRONQS�5XOD QD@C�NMKX *CDMSHcDR�VGHBG�SQ@MRONQS�RGNTKC
AD�TRDC�VHSG�SGHR�BNMcFTQ@SHNM�

"TSGDMSHB@SNQ�*C QD@C�NMKX *CDMSHcDR�VGHBG�@TSGDMSHB@SNQ
RGNTKC�AD�TRDC
�MNSD�SGHR�HR�NMKX
MDDCDC�ENQ�BNMMDBSHNMKDRR
SQ@MRONQSR�

$G@MMDK�2TDTD @CCHSHNM@K�OQNODQSHDR 5GHR�BNMS@HMR�SGD�2TDTD
HMENQL@SHNM�SN�TRD�ENQ�NTSFNHMF
LDRR@FDR�

.@W�.DRR@FD�4HYD MTLADQ�	CDE@TKSR�SN1000000 
 %DcMDR�SGD�LDRR@FD�RHYD�KHLHS
	AXSDR

�ADENQD�BNLOQDRRHNM
�SN
TRD�VHSG�SGHR�BG@MMDK�@MC

$NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR /H@F@Q@�$KNTC�4DQUHBD�(THCD

�� +@MT@QX��
�����



Property Value Description

SQ@MRONQS�

*M.DLNQX.DRR@FD2TDTD�OQNODQSHDR
"KK�NE�SGDRD�OQNODQSHDR�@QD�RODBHcB�SN�SGD�*M.DLNQX.DRR@FD2TDTD�

Property Value Description

2TDTD�4HYD MTLADQ�	CDE@TKSR�SN1 
 %DcMDR�@LNTMS�NE�C@S@�	AXSDR
�@
PTDTD�B@M�GNKC�ADENQD�HS�RS@QSR�SN
QDIDBS�@CCHSHNM@K�LDRR@FDR�

8 DHFGS 1000000 	CDE@TKS
 $NMcFTQDR�SGD�QDK@SHUD�VDHFGS�NE
SGD�PTDTD�HM�SGD�QNTMC�QNAHM
RBGDCTKHMF�@KFNQHSGL�SG@S�RDKDBSR
SGD�MDWS�LDRR@FD�ENQ�SGD
SQ@MRONQS�SN�RDMC�

5GD�SQ@MRONQS�K@XDQ�TRDR�@
VDHFGSDC�QNTMC�QNAHM�@OOQN@BG
SN�@BBDOS�LDRR@FDR
�RN
HMBQD@RHMF�SGD�VDHFGS�NM�NMD
PTDTD�B@TRD�HSR�LDRR@FDR�SN�AD
RDMS�LNQD�EQDPTDMSKX�SG@M
LDRR@FDR�EQNL�NSGDQ�PTDTDR�
5GHR�L@X�AD�TRDETK�SN�DMRTQD�SG@S
BDQS@HM�LDRR@FD�SXODR�KHJD�@K@QLR
@QD�RDMS�VHSG�OQHNQHSX�NUDQ
SDKDLDSQX�C@S@��%N�MNS�LNCHEX
SGDRD�O@Q@LDSDQR�TMKDRR�XNT
CDSDQLHMD�SG@S�MDDCDC�LDRR@FDR
@QD�ADHMF�GDKC�TO�AX�KDRR
HLONQS@MS�NMDR�

BKNTC-HMJ�.NCDK$G@MMDK
5GHR�BG@MMDK�G@MCKDR�LNCDK�DWONQS�SN�SGD�BKNTC�OK@SENQL�

*M�@CCHSHNM�SN�SGD�RS@MC@QC�OQNODQSHDR�	4S@STR
�'@TKS�$@TRD�@MC�&M@AKDC

�SGDRD�OQNODQSHDR�@QD�TMHPTD�SN�SGD
.NCDK$G@MMDK.NCDK$G@MMDK�

/H@F@Q@�$KNTC�4DQUHBD�(THCD $NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR

+@MT@QX��
����� ��



Property Value Description

$G@MMDK�5XOD QD@C�NMKX *CDMSHcDR�SGD�SXOD�NE�BG@MMDK�

$G@MMDK�$NMcF @CCHSHNM@K�OQNODQSHDR $NMS@HMR�RODBHcB�BG@MMDK
BNMcFTQ@SHNM�HMENQL@SHNM�

1NKHBHDR @CCHSHNM@K�OQNODQSHDR $NMS@HMDQ�ENQ�CHEEDQDMS�LNCDK�DWONQS
RSQ@SDFHDR�

BKNTC-HMJ'NQFD�'NQFD.NCDK$G@MMDK$NMcF
5GHR�BG@MMDK�BNMcF�GNKCR�HMENQL@SHNM�ENQ�SGD�LNCDK�BG@MMDK�VGDM�TRDC�VHSG�SGD�'NQFD�OK@SENQL�

1QNODQSHDR

Property Value Description

)SSO�5Q@MRONQS @CCHSHNM@K�OQNODQSHDR $NMS@HMR�SGD�)551�RODBHcB�O@QS�NE
SGD�BNMcFTQ@SHNM�

6OKN@C�.NCDK�'HKDR true 	CDE@TKS
�NQfalse *MCHB@SDR�HE�SGD�LNCDK�C@S@�RGNTKC�AD
TOKN@CDC�SN�SGD�BKNTC�

%DKDSD�.NCDK�'HKDR true NQfalse 	CDE@TKS
 *MCHB@SDR�HE�SGD�LNCDK�C@S@�RGNTKC�AD
R@UDC�SN�KNB@K�cKDR��0MKX�TRD�SGHR
RDSSHMF�SN�QDS@HM�SGD�C@S@�HM�B@RDR�NE
RTOONQS�OTQONRDR�

*M.DLNQX.DRR@FD2TDTD�OQNODQSHDR
"KK�NE�SGDRD�OQNODQSHDR�@QD�RODBHcB�SN�SGD�*M.DLNQX.DRR@FD2TDTD�

Property Value Description

2TDTD�4HYD 5000000 	CDE@TKS
 %DcMDR�@LNTMS�NE�C@S@�	AXSDR
�@
PTDTD�B@M�GNKC�ADENQD�HS�RS@QSR�SN
QDIDBS�@CCHSHNM@K�LDRR@FDR�

8 DHFGS MTLADQ�	CDE@TKSR�SN1 
 $NMcFTQDR�SGD�QDK@SHUD�VDHFGS�NE
SGD�PTDTD�HM�SGD�QNTMC�QNAHM
RBGDCTKHMF�@KFNQHSGL�SG@S�RDKDBSR

$NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR /H@F@Q@�$KNTC�4DQUHBD�(THCD

�� +@MT@QX��
�����



Property Value Description

SGD�MDWS�LDRR@FD�ENQ�SGD
SQ@MRONQS�SN�RDMC�

5GD�SQ@MRONQS�K@XDQ�TRDR�@
VDHFGSDC�QNTMC�QNAHM�@OOQN@BG
SN�@BBDOS�LDRR@FDR
�RN
HMBQD@RHMF�SGD�VDHFGS�NM�NMD
PTDTD�B@TRD�HSR�LDRR@FDR�SN�AD
RDMS�LNQD�EQDPTDMSKX�SG@M
LDRR@FDR�EQNL�NSGDQ�PTDTDR�
5GHR�L@X�AD�TRDETK�SN�DMRTQD�SG@S
BDQS@HM�LDRR@FD�SXODR�KHJD�@K@QLR
@QD�RDMS�VHSG�OQHNQHSX�NUDQ
SDKDLDSQX�C@S@��%N�MNS�LNCHEX
SGDRD�O@Q@LDSDQR�TMKDRR�XNT
CDSDQLHMD�SG@S�MDDCDC�LDRR@FDR
@QD�ADHMF�GDKC�TO�AX�KDRR
HLONQS@MS�NMDR�

BKNTC-HMJ�$KNTC*C&WONQS1NKHBX
5GHR�BNLONMDMS�CDcMDR�SGD�OQNBDRR�SG@S�DWONQSR�SGD�LNCDK�SN�SGD�BKNTC��*S�RDMCR�BNLONMDMSR�SG@S�G@UD�@
BKNTC*CS@F�ATS�MNS�@MMB�DWBKTCDCS@F�

*S�HR�@TSNL@SHB@KKX�@CCDC�AX�SGD�OQNUHRHNMHMF�RDQUHBD
�VGHBG�SDKKR�SGD�RS@SHNM�VG@S�SN�BNMcFTQD�

*M�@CCHSHNM�SN�SGD�RS@MC@QC�OQNODQSHDR�	4S@STR
�4S@SD�@MC�&M@AKDC

�SGDRD�OQNODQSHDR�@QD�TMHPTD�SN�SGD$KNTC�*C$KNTC�*C
&WONQS�1NK&WONQS�1NKHBXHBX�
Properties Value Description

-@RS�"SSDLOS QD@C�NMKX *MCHB@SDR�SGD�C@SD�@MC�SHLD�NE�SGD
K@RS�.NCDK�DWONQS�

/H@F@Q@�$KNTC�4DQUHBD�(THCD $NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR

+@MT@QX��
����� ��



Properties Value Description

-@RS�4TBBDRR QD@C�NMKX *MCHB@SDR�SGD�C@SD�@MC�SHLD�NE�SGD
K@RS�RTBBDRRETK�.NCDK�DWONQS�

-@RS�'@HKTQD QD@C�NMKX *MCHB@SDR�SGD�C@SD�@MC�SHLD�NE�SGD
K@RS�E@HKDC�.NCDK�DWONQS�

'@TKS�$@TRD QD@C�NMKX *MCHB@SDR�SGD�QD@RNM�@R�SN�VGX�SGD
$KNTC�*C�&WONQS�1NK$KNTC�*C�&WONQS�1NKHBXHBXHR�HM�E@TKS��5GHR
cDKC�HR�DLOSX�TMKDRR�@�BTQQDMS�E@TKS
DWHRSR�

"K@QL�0M�'@HKTQD true 	CDE@TKS

false *MCHB@SDR�HE�SGD$KNTC�*C�&WONQS�1NK$KNTC�*C�&WONQS�1NKHBXHBX
RGNTKC�SQHFFDQ�@M�@K@QL�VGDM�SGD
LNCDK�DWONQS�E@HKR�

"K@QL�4NTQBD�*MEN @CCHSHNM@K�OQNODQSHDR $NMcFTQDR�RS@MC@QC /H@F@Q@"K@QL"K@QL
4NTQ4NTQBD�*MENBD�*MENNM�GNV�@K@QLR�EQNL�SGD
$KNTC�*C�&WONQS�1NK$KNTC�*C�&WONQS�1NKHBXHBX@QD�SN�AD
G@MCKDC�

NOTE: 5GD�@K@QLR�@QD�RDMS�NMKX
VGDM�SGD�@ANUD"K@QL�0M�'@HKTQ"K@QL�0M�'@HKTQDD
OQNODQSX�HR�RDS�SNtrue �

"BSHNMR
Execute ��4S@QSR�@�LNCDK�DWONQS�OQNBDRR��5GD�RS@STR�NE�SGD�NODQ@SHNM�B@M�AD�UHDVDC�HM�SGD�+NA�4DQUHBD�

BKNTC-HMJ�1NHMSR$G@MMDK
5GHR�BG@MMDK�G@MCKDR�ONHMS�RM@ORGNS�CDKHUDQX�SN�SGD�BKNTC�OK@SENQL�

5N�@BBDRR�SGDRD�OQNODQSHDR
�DWO@MC$NMcF$NMcF� 4DQUHBDR4DQUHBDR� /H@F@Q@$KNTC4DQUHBD/H@F@Q@$KNTC4DQUHBD� $G@MMDKR$G@MMDKR@MC�CNTAKD�BKHBJ�NM
1NHMSR1NHMSR�

*M�@CCHSHNM�SN�SGD�RS@MC@QC�OQNODQSHDR�	4S@STR
�'@TKS�$@TRD�@MC�&M@AKDC

�SGDRD�OQNODQSHDR�@QD�TMHPTD�SN�SGD

Figur e 16. 1NHMSR�$G@MMDK�OQNODQSHDR

$NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR /H@F@Q@�$KNTC�4DQUHBD�(THCD

�� +@MT@QX��
�����



1NHMSR$G@MMDK1NHMSR$G@MMDK�

Property Value Description

$G@MMDK�5XOD QD@C�NMKX *CDMSHcDR�SGD�SXOD�NE�BG@MMDK�

$G@MMDK�$NMcF @CCHSHNM@K�OQNODQSHDR $NMS@HMR�RODBHcB�BG@MMDK
BNMcFTQ@SHNM�HMENQL@SHNM�

1NKHBHDR @CCHSHNM@K�OQNODQSHDR $NMS@HMR�CHEEDQDMS�ONHMS�DWONQS
RSQ@SDFHDR�

.@W�$NMBTQQDMS�&WONQS�&WDBTSHNMR MTLADQ�	CDE@TKSR�SN10
 $NMcFTQDR�SGD�MTLADQ�NE�DWONQS
ONKHBHDR�SG@S�B@M�DWDBTSD�HM�O@Q@KKDK�

1NHMS�&WONQS�1NKHBX�OQNODQSHDR
5GHR�BNMS@HMDQ�B@M�GNKC�@MX�MTLADQ�NE�1NHMS&WONQS1NKHBX�NAIDBSR��*S�RS@QSR�VHSG�SVN�CDE@TKS�ONKHBHDR
�VGHBG�@QD
CHR@AKDC�AX�CDE@TKS��"CCHSHNM@K�ONKHBHDR�B@M�AD�@CCDC�SN�DWONQS�RDSR�NE�ONHMSR�@S�CHEEDQDMS�Q@SDR�

5N�@BBDRR�SGDRD�OQNODQSHDR
�DWO@MC$NMcF$NMcF� 4DQUHBDR4DQUHBDR� $KNTC$NMMDBS$KNTC$NMMDBSHNM4DQUHBD'NQHNM4DQUHBD'NQFDFD� $G@MMDKR$G@MMDKR� 1NHMSR1NHMSR�
1NK1NKHBHDRHBHDR@MC�CNTAKD�BKHBJ�NM%DE@TK%DE@TKS�&WONQS�1NKS�&WONQS�1NKHBXHBXNQ$NU�&WONQS�1NK$NU�&WONQS�1NKHBXHBX�

%DE@TKS�&WONQS�1NKHBX
*M�@CCHSHNM�SN�SGD�RS@MC@QC�OQNODQSHDR�	4S@STR
�'@TKS�$@TRD�@MC�&M@AKDC

�SGDRD�OQNODQSHDR�@QD�TMHPTD�SN�SGD
1NHMSR$G@MMDK1NHMSR$G@MMDK�

Property Value Description

&WDBTSHNM�5HLD Interval 
 Time of Day 
 Days of Week $NMSQNKR�SGD�EQDPTDMBX�VHSG�VGHBG
SGD1NHMS&WONQS1NK1NHMS&WONQS1NKHBXHBXRGNTKC�RDMC
C@S@�SN�SGD�BKNTC�OK@SENQL�

5QHFFDQ�.NCD Manual 
 Daily 
 Interval $NMSQNKR�VGDM�SGHR�DWONQS�RGNTKC�SQX
SN�RDMC�C@S@�SN�SGD�BKNTC�

-@RS�"SSDLOS QD@C�NMKX 3DONQSR�SGD�C@SD�@MC�SHLD�NE�SGD
K@RS�@SSDLOSDC�DWDBTSHNM�

-@RS�4TBBDRR QD@C�NMKX 3DONQSR�SGD�K@RS�SHLD�SGD�RS@SHNM
RTBBDRRETKKX�ODQENQLDC�SGHR
ETMBSHNM�

-@RS�'@HKTQD QD@C�NMKX 3DONQSR�SGD�K@RS�SHLD�SGD�RXRSDL
E@HKDC�SN�ODQENQL�SGHR�ETMBSHNM�
3DEDQ�SNFault Cause ENQ�CDS@HKR�

$TRSNL�1NHMS�2TDQHDR KHRS�NE�PTDQHDR -HRSR�SGD�APK�@MC�NQ�MDPK�PTDQHDR�VHSG
VGHBG�SN�RDKDBS�SGD�ONHMSR�SN�AD
DWONQSDC�

"K@QL�NM�'@HKTQD true 	CDE@TKS
�NQfalse $NMSQNKR�SGD�QDBNQCHMF�NE�OHMF
E@HKTQD�@K@QLR�

true QDBNQCR�@M�@K@QL�HM�SGD

/H@F@Q@�$KNTC�4DQUHBD�(THCD $NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR

+@MT@QX��
����� ��



Property Value Description

RS@SHNM\R�"K@QL)HRSNQX�ENQ�D@BG
OHMF�CDSDBSDC�CDUHBD�DUDMS
	CNVM�NQ�RTARDPTDMS�TO
�

false HFMNQDR�CDUHBD�CNVM�@MC
TO�DUDMSR�

"K@QL�4NTQBD�*MEN @CCHSHNM@K�OQNODQSHDR $NMS@HMR�@�RDS�NE�OQNODQSHDR�ENQ
BNMcFTQHMF�@MC�QNTSHMF�@K@QLR
VGDM�SGHR�BNLONMDMS�HR�SGD
@K@QL�RNTQBD�

'NQ�OQNODQSX�CDRBQHOSHNMR
�QDEDQ
SN�SGD�)!'!0!��+!0,1��3)$%

$NU�&WONQS�1NKHBX
*M�@CCHSHNM�SN�SGD�RS@MC@QC�OQNODQSHDR�	4S@STR
�'@TKS�$@TRD�@MC�&M@AKDC

�SGDRD�OQNODQSHDR�@QD�TMHPTD�SN�SGD
1NHMSR$G@MMDK1NHMSR$G@MMDK�

Property Value Description

-@RS�"SSDLOS QD@C�NMKX 3DONQSR�SGD�C@SD�@MC�SHLD�NE�SGD
K@RS�@SSDLOSDC�DWDBTSHNM�

-@RS�4TBBDRR QD@C�NMKX 3DONQSR�SGD�K@RS�SHLD�SGD�RS@SHNM
RTBBDRRETKKX�ODQENQLDC�SGHR
ETMBSHNM�

-@RS�'@HKTQD QD@C�NMKX 3DONQSR�SGD�K@RS�SHLD�SGD�RXRSDL
E@HKDC�SN�ODQENQL�SGHR�ETMBSHNM�
3DEDQ�SNFault Cause ENQ�CDS@HKR�

$TRSNL�1NHMS�2TDQHDR KHRS�NE�PTDQHDR -HRSR�SGD�APK�@MC�NQ�MDPK�PTDQHDR�VHSG
VGHBG�SN�RDKDBS�SGD�ONHMSR�SN�AD
DWONQSDC�

"K@QL�NM�'@HKTQD true 	CDE@TKS
�NQfalse $NMSQNKR�SGD�QDBNQCHMF�NE�OHMF
E@HKTQD�@K@QLR�

true QDBNQCR�@M�@K@QL�HM�SGD
RS@SHNM\R�"K@QL)HRSNQX�ENQ�D@BG
OHMF�CDSDBSDC�CDUHBD�DUDMS
	CNVM�NQ�RTARDPTDMS�TO
�

false HFMNQDR�CDUHBD�CNVM�@MC
TO�DUDMSR�

"K@QL�4NTQBD�*MEN @CCHSHNM@K�OQNODQSHDR $NMS@HMR�@�RDS�NE�OQNODQSHDR�ENQ
BNMcFTQHMF�@MC�QNTSHMF�@K@QLR

$NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR /H@F@Q@�$KNTC�4DQUHBD�(THCD

�� +@MT@QX��
�����



Property Value Description

VGDM�SGHR�BNLONMDMS�HR�SGD
@K@QL�RNTQBD�

'NQ�OQNODQSX�CDRBQHOSHNMR
�QDEDQ
SN�SGD�)!'!0!��+!0,1��3)$%

$NU�#@SBG�%DK@X GNTQR
�LHMTSDR
�RDBNMCR %DcMDR�SGD�CDK@X�NE�RDMCHMF�A@SBG
TOC@SDR�

.@W�$NMBTQQDMS�&WONQS�&WDBTSHNMR MTLDQHB 4ODBHcDR�GNV�L@MX�RHLTKS@MDNTR
SGQD@CR�@QD�TRDC�SN�DWONQS�GHRSNQX
C@S@��6RHMF�LNQD�SGQD@CR�	TO�SN�SGD
MTLADQ�NE�DWONQS�ONKHBHDR�SG@S�@QD
TRDC
�@KKNVR�SGD�DWONQS�SN�OQNBDDC
LNQD�PTHBJKX
�ATS�L@X�S@W�SGD
QDRNTQBDR�NE�DHSGDQ�SGD�F@SDV@X
�NQ
SGD�BNMMDBSHNM�A@MCVHCSG�

BKNTC-HMJ'NQFD�'NQFD"LPO1NHMS$G@MMDK$NMcF
5GHR�BG@MMDK�BNMcF�GNKCR�HMENQL@SHNM�ENQ�SGD�ONHMSR�BG@MMDK�VGDM�TRDC�VHSG�SGD�'NQFD�OK@SENQL�@MC
BNLLTMHB@SHMF�NUDQ�SGD�".21�SQ@MRONQS�

1QNODQSHDR

Property Value Description

5Q@MRONQS�*MENQL@SHNM QD@C�NMKX $NMS@HMR�SGD�".21�RODBHcB�O@QS�NE
SGD�5Q@MRONQS�BNMcFTQ@SHNM�

5Q@MRONQS�5XOD QD@C�NMKX *CDMSHcDR�VGHBG�SQ@MRONQS�RGNTKC�AD
TRDC�VHSG�SGHR�BNMcFTQ@SHNM�

"TSGDMSHB@SNQ�*C QD@C�NMKX *CDMSHcDR�VGHBG�@TSGDMSHB@SNQ�RGNTKC
AD�TRDC
�MNSD�SGHR�HR�NMKX�MDDCDC�ENQ
BNMMDBSHNMKDRR�SQ@MRONQSR�

$G@MMDK�2TDTD @CCHSHNM@K�OQNODQSHDR $NMS@HMR�SGD�PTDTD�RHYD�@MC�VDHFGS
HMENQL@SHNM�SN�TRD�ENQ�NTSFNHMF
LDRR@FDR�

.@W�.DRR@FD�4HYD MTLADQ�	CDE@TKSR�SN1000000 
 %DcMDR�SGD�LDRR@FD�RHYD�KHLHS
	AXSDR

�ADENQD�BNLOQDRRHNM
�SN

/H@F@Q@�$KNTC�4DQUHBD�(THCD $NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR

+@MT@QX��
����� ��



Property Value Description

TRD�VHSG�SGHR�BG@MMDK�@MC
SQ@MRONQS�

*M.DLNQX.DRR@FD2TDTD�OQNODQSHDR
Property Value Description

2TDTD�4HYD MTLADQ�	CDE@TKSR�SN5000000 
 %DcMDR�@LNTMS�NE�C@S@�	AXSDR
�@
PTDTD�B@M�GNKC�ADENQD�HS�RS@QSR�SN
QDIDBS�@CCHSHNM@K�LDRR@FDR�

8 DHFGS MTLADQ�	CDE@TKSR�SN1 
 $NMcFTQDR�SGD�QDK@SHUD�VDHFGS�NE
SGD�PTDTD�HM�SGD�QNTMC�QNAHM
RBGDCTKHMF�@KFNQHSGL�SG@S�RDKDBSR
SGD�MDWS�LDRR@FD�ENQ�SGD
SQ@MRONQS�SN�RDMC�

5GD�SQ@MRONQS�K@XDQ�TRDR�@
VDHFGSDC�QNTMC�QNAHM�@OOQN@BG
SN�@BBDOS�LDRR@FDR
�RN
HMBQD@RHMF�SGD�VDHFGS�NM�NMD
PTDTD�B@TRD�HSR�LDRR@FDR�SN�AD
RDMS�LNQD�EQDPTDMSKX�SG@M
LDRR@FDR�EQNL�NSGDQ�PTDTDR�
5GHR�L@X�AD�TRDETK�SN�DMRTQD�SG@S
BDQS@HM�LDRR@FD�SXODR�KHJD�@K@QLR
@QD�RDMS�VHSG�OQHNQHSX�NUDQ
SDKDLDSQX�C@S@��%N�MNS�LNCHEX
SGDRD�O@Q@LDSDQR�TMKDRR�XNT
CDSDQLHMD�SG@S�MDDCDC�LDRR@FDR
@QD�ADHMF�GDKC�TO�AX�KDRR
HLONQS@MS�NMDR�

BKNTC-HMJ�1NHMSR$NU&WONQS1NKHBX
5GHR�SNOHB�CDRBQHADR�SGD$NU�&WONQS�1NK$NU�&WONQS�1NKHBXHBXBNLONMDMS���#X�CDE@TKS
�SGD$NU�&WONQS�ONK$NU�&WONQS�ONKHBXHBXHR�CHR@AKDC��)NVDUDQ

VGDM�XNT�DM@AKD�HS�@MC�L@MT@KKX�@CC�NMD�NQ�LNQD�PTDQHDR
�SGD�ONHMSR�EQNL�SGD�CQHUDQ�@QD�RDMS�SN�SGD�BKNTC�VHSG
SGD�R@LD�BKNTC�HC�

$NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR /H@F@Q@�$KNTC�4DQUHBD�(THCD

�� +@MT@QX��
�����



5N�@BBDRR�SGDRD�OQNODQSHDR
�DWO@MC$NMcF$NMcF� 4DQUHBDR4DQUHBDR� /H@F@Q@$KNTC4DQUHBD/H@F@Q@$KNTC4DQUHBD� $G@MMDKR$G@MMDKR� 1NHMSR1NHMSR� 1NK1NKHBHDRHBHDR
@MC�CNTAKD�BKHBJ�NM$NU�&WONQS�1NK$NU�&WONQS�1NKHBXHBX�

*M�@CCHSHNM�SN�SGD�RS@MC@QC�OQNODQSHDR�	4S@STR
�'@TKS�$@TRD�@MC�&M@AKDC

�SGDRD�OQNODQSHDR�@QD�TMHPTD�SN�SGD
1NHMSR$NU&WONQS1NK1NHMSR$NU&WONQS1NKHBXHBX�

Property Value Description

-@RS�"SSDLOS QD@C�NMKX 3DONQSR�SGD�C@SD�@MC�SHLD�NE�SGD�K@RS
ONHMS�U@KTD�DWONQS�C@S@�

-@RS�4TBBDRR QD@C�NMKX 3DONQSR�SGD�K@RS�RTBBDRRETK�C@SD�@MC
SHLD�NE�SGD�ONHMS�U@KTD�DWONQS�C@S@�

-@RS�'@HKTQD QD@C�NMKX 3DONQSR�SGD�SHLDRS@LO�NE�SGD�K@RS
E@HKDC�DWONQS�

'@TKS�$@TRD QD@C�NMKX *MCHB@SDR�SGD�QD@RNM�VGX�SGD
1NHMS&WONQS1NKHBX�HR�HM�E@TKS��5GHR
cDKC�HR�DLOSX�TMKDRR�@�E@TKS�DWHRSR�

$TRSNL�1NHMS�2TDQHDR KHRS�NE�PTDQHDR 1QNUHCDR�@�KHRS�NE�APK�PTDQHDR��$KHBJ
SGD�AQNVRDQ�HBNM�SN�NODM�'HKD
BGNNRDQ
�NQC�BGNNRDQ�SN�RDKDBS�SGD
PTDQX�ENQ�SGD�ONHMSR�U@KTD�SN�AD
DWONQSDC�

NOTE: 2TDQHDR�@QD�MNS
@TSNL@SHB@KKX�@CCDC�SN�SGHR�cDKC�
: NT�LTRS�RODBHEX�NMD�NQ�LNQD
PTDQHDR�L@MT@KKX�

"K@QL�NM�'@HKTQD true 	CDE@TKS
�NQfalse $NMSQNKR�SGD�QDBNQCHMF�NE�OHMF
E@HKTQD�@K@QLR�

/H@F@Q@�$KNTC�4DQUHBD�(THCD $NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR

+@MT@QX��
����� ��



Property Value Description

true QDBNQCR�@M�@K@QL�HM�SGD
RS@SHNM\R�"K@QL)HRSNQX�ENQ�D@BG
OHMF�CDSDBSDC�CDUHBD�DUDMS
	CNVM�NQ�RTARDPTDMS�TO
�

false HFMNQDR�CDUHBD�CNVM�@MC
TO�DUDMSR�

"K@QL�4NTQBD�*MEN @CCHSHNM@K�OQNODQSHDR $NMS@HMR�@�RDS�NE�OQNODQSHDR�ENQ
BNMcFTQHMF�@MC�QNTSHMF�@K@QLR
VGDM�SGHR�BNLONMDMS�HR�SGD
@K@QL�RNTQBD�

'NQ�OQNODQSX�CDRBQHOSHNMR
�QDEDQ
SN�SGD�)!'!0!��+!0,1��3)$%

$NU�#@SBG�%DK@X �����G���L�������R�	CDE@TK S
 4ODBHcDR�SGD�@LNTMS�NE�SHLD�SN
CDK@X�ADENQD�RDMCHMF�A@SBG�$NU
ONHMSR�SN�SGD�BKNTC�

"BSHNMR

&WDBTSD&WDBTSDDWDBTSDR�SGD�PTDQX�ENQ�SGD�RDKDBSDC�ONHMSR�SN�AD�DWONQSDC�

BKNTC-HMJ�+VJR5QTRS.@OOHMF
+VJR�5QTRS�.@OOHMF�HR�QDPTHQDC�SN�BNMcFTQD�SGD�RS@SHNM�SN�QDBDHUD�BNLL@MCR�RDMS�EQNL�SGD�BKNTC�OK@SENQL�
5GHR�BNLONMDMS�HR�@CCDC�SN�SGD�5QTRS�.@M@FDQ�HM�SGD�$KNTC"TSGDMSHB@SHNM4BGDLD�HM�SGD
"TSGDMSHB@SHNM4DQUHBD�

5GHR�BNLONMDMS�HR�@U@HK@AKD�HM�SGD�"TSGDMSHB@SHNM�ENKCDQ�HM�SGDBKNTC-HMJO@KDSSD�

Type Value Description

"OO�*C 7@KTD�NE�SGD�'NQFD�@OOKHB@SHNM�*C�

$NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR /H@F@Q@�$KNTC�4DQUHBD�(THCD

�� +@MT@QX��
�����



Type Value Description

&WODBSDC�+VS�"TCHDMBD NiagaraCloudService 	CDE@TKS
 7@KTD�NE�SGD�SNJDM�@TCHDMBD
]@TĈ�cDKC�

#X�CDE@TKS
�]/H@F@Q@�$KNTC�4DQUHBD^

ATS�SGHR�L@X�AD�BG@MFDC�SN
L@SBG�SGD�U@KTD�OQDRDMS�HM�SGD
+85�ENQ�SGNRD�OQNUHCDQR�SG@S�CN
MNS�G@UD�@�ETKKX�BNMcFTQ@AKD
@TCHDMBD�cDKC��'NQ�DW@LOKD

4@KDRENQBD�OQDODMCR�SGD
4@KDRENQBD�@OOKHB@SHNM�*C�	MNS�SN
AD�BNMETRDC�VHSG�SGD�'NQFD
@OOKHB@SHNM�*C
�NMSN�SGD�@TCHDMBD�

&WODBSDC�+VS�*RRTDQ 5XOHB@KKX
�SGD�63-�NE�SGD�TRDQ
HCDMSHSX�OQNUHCDQ�

NOTE: 5GHR�U@KTD�HR�QDPTHQDC�
5GD�U@KTD�ENQ�SGD�5NJDM�HRRTDQ
]HRR^�cDKC�LTRS�SN�AD�OQNUHCDC
AX�SGD�%DUDKNODQ�*MSDFQ@SNQ
CTQHMF�$DQSHcB@SD�5QTRS�.@OOHMF
BNMcFTQ@SHNM�

$DQSHcB@SD�"KH@R "KH@R�NE�XNTQ�SNJDM�OQNUHCDQ�R
OTAKHB�BDQSHcB@SD�cKD�SG@S�V@R
HLONQSDC�

BKNTC-HMJ�3NKD.@OOHMFR
3NKDR�@QD�TRDC�SN�RODBHEX�SGD�@TSGNQHY@SHNM�SN�RS@SHNM�QDRNTQBDR�ENQ�4XRSDL�$NLL@MCR�

'NQ/H@F@Q@�$KNTC�4DQUHBD
�SGD�QNKD�L@OOHMFR�@QD�HMRS@KKDC�@MC�BNMcFTQDC�@TSNL@SHB@KKX��:NT�B@M�@CC
@CCHSHNM@K�QNKD�L@OOHMFR�L@MT@KKX��"3NKD�.@OOHMF3NKD�.@OOHMFBNLONMDMS�HR�@U@HK@AKD�HM�SGDBKNTC-HMJO@KDSSD�TMCDQ�SGD
"TSGDMSHB@SHNM�ENKCDQ�

/H@F@Q@�$KNTC�4DQUHBD�(THCD $NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR

+@MT@QX��
����� ��



0MBD�BNMcFTQDC
�SGD�RS@SHNM�HR�QD@CX�SN�QDBDHUD�BNLL@MCR�VHSG�SGD�RODBHcDC�BKNTC�QNKDR�

Property Value Description

3D@RRDQS�.HRRHMF�4S@MC@QC�3NKDR true 	CDE@TKS

false &M@AKDR�CHR@AKDR�BQD@SHNM�NE�SGD
RS@MC@QC�OQD�BNMcFTQDC�QNKDR�
4DSSHMF�SGHR�SN�]E@KRD^�VHKK�OQDUDMS
SGD�RS@MC@QC�QNKDR�EQNL�ADHMF
BQD@SDC�TONM�RS@SHNM�RS@QS��8GDM�RDS
SN�]SQTD^�@�BGDBJ�HR�L@CD�	NMKX�NM
RS@SHNM�RS@QSTO

�@MC�ENQ�D@BG�NE�SGD
SGQDD�RS@MC@QC�QNKDR�

_ HE�SGD�QNKD�HR�LHRRHMF
�HS�HR
BQD@SDC�VHSG�SGD�CDE@TKS
ODQLHRRHNMR

_ HE�SGD�QNKD�DWHRSR�VHSG�SGD
CDE@TKS�ODQLHRRHNMR
�MNSGHMF
HR�CNMD

*E�QNKD�ODQLHRRHNMR�@QD�BG@MFDC
CTQHMF�RS@SHNM�NODQ@SHNM
�MNSGHMF
HR�CNMD�TMSHK�SGD�MDWS�RS@SHNM
RS@QS�

BKNTC-HMJ�6RDQ.@OOHMFR
*M�FDMDQ@K
�]TRDQ�L@OOHMF^�HR�TRDC�ENQ�4HMFKD�4HFM�0M�	440
�SN�A@BJ�DMC�RXRSDLR
�RTBG�@R�@�BKNTC�OK@SENQL�
6RDQ�L@OOHMF�L@OR�@�ONQS@K�TRDQ�*%�SN�SGD�TRDQ�*%�NE�SGD�A@BJ�DMC�RXRSDL�

*M/H@F@Q@�$KNTC�4DQUHBDTRDQ�L@OOHMF�HR�TRDC�VGDM�@M�@OOKHB@SHNM�*C�EQNL�'NQFD�HR�L@OODC�CHQDBSKX�SN�@
/H@F@Q@6RDQ�	MN�@TSGDMSHB@SHNM�BGDBJR
��%HR@AKDC�AX�CDE@TKS
�SGHR�BNLONMDMS�OQNUHCDR�@BSHNMR�SN�DM@AKD�
CHR@AKD�TRDQ�L@OOHMFR�

$NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR /H@F@Q@�$KNTC�4DQUHBD�(THCD

�� +@MT@QX��
�����



WARNING: %TD�SN�SGD�HMGDQDMS�RDBTQHSX�QHRJ
�SGD�TRD�NE�6RDQ.@OOHMFR�HR�MNS�QDBNLLDMCDC��*E�DM@AKDC
�@
BNMcQL@SHNM�VHMCNV�@OOD@QR�OQNLOSHMF�XNT�SN�@BJMNVKDCFD�SG@S�XNT�VHRG�SN�OQNBDDC�VHSG�SGD�MNM�
QDBNLLDMCDC�BNMcFTQ@SHNM�

Property Value Description

&M@AKDC true NQfalse 	CDE@TKS
 " U@HK@AKD�@R�@�QD@C�NMKX�OQNODQSX
�HS
HR�MNS�CHQDBSKX�DCHS@AKD�

%HR@AKDC�AX�CDE@TKS��*E�RDS�SN
]SQTD^�	UH@�"BSHNMR


6RDQ.@OOHMFR�@QD�DM@AKDC�

*E�]E@KRD^
�BKNTC�KNFHM�@SSDLOSR
VHKK�E@HK
�SGQNVHMF�SGD
'@HKDC-NFHM&WBDOSHNM�SN�HMENQL
SGD�TRDQ�

"BSHNMR
5GD�ENKKNVHMF�@BSHNMR�@QD�@U@HK@AKD�UH@�QHFGS�BKHBJHMF�SGD�BNLONMDMS�

_ &M@AKD

_ %HR@AKD

BKNTC-HMJ�$KNTC)HRSNQX&WONQS$NMcF$NMS@HMDQ
5GHR�BNMS@HMDQ�BNLONMDMS�@KKNVR�XNT�SN�BNMcFTQD�DWONQS�ONKHBHDR��5GD$KNTC�)HRSNQX�&WONQS�$NMcF$KNTC�)HRSNQX�&WONQS�$NMcF
$NMS@HMDQ$NMS@HMDQB@M�GNKC�@MX�MTLADQ�NE�DWONQS�ONKHBHDR�
5GD�@TSN�DWONQS�ONKHBX�TRDR�@M�NOS�NTS�LNCDK�@MC�VGDM�SGDAuto Export HR�DM@AKDC
�HS�DWONQSR�@KK�GHRSNQHDR�HM
SGD�RS@SHNM�SN�SGD�BKNTC�@BBNQCHMF�SN�SGD�DWDBTSHNM�SHLD��8GDM�DM@AKDC
�L@JD�RTQD�SN�DWBKTCD�VG@S�XNT�CN�MNS
VHRG�SN�RDMC�SN�SGD�BKNTC��*SR�CDE@TKS�UHDV�HR�SGD$KNTC�)HRSNQX�&WONQS�.@M@FDQ$KNTC�)HRSNQX�&WONQS�.@M@FDQ�

NOTE: *S�HR�QDBNLLDMCDC�SN�NMKX�TRD�@M�@TSN&WONQS�ENQ�K@QFD�RS@SHNMR�VHSGNTS�RDKDBSHMF�HMCHUHCT@K�GHRSNQHDR�ENQ
DWBKTRHNM��$NMcFTQHMF�BTRSNL�DWONQS�ONKHBHDR�NM�K@QFD�RS@SHNMR�B@M�QDRTKS�HM�RKNV�QDRONMRD�SHLDR�NM�SGD�GHRSNQX
DWONQS�ONKHBX�RBQDDMR�

5N�@BBDRR�SGD$KNTC�)HRSNQX�&WONQS�$NMcF�$NMS@HMDQ$KNTC�)HRSNQX�&WONQS�$NMcF�$NMS@HMDQOQNODQSX�RGDDS
�QHFGS�BKHBJ�NM&WONQSR&WONQSRHM�SGD�/@U�SQDD�@MC
RDKDBS77HDVRHDVR� 1Q1QNODQSX�4GDDSNODQSX�4GDDS�

/H@F@Q@�$KNTC�4DQUHBD�(THCD $NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR

+@MT@QX��
����� ��



Property Value Description

.@W�$NMBTQQDMS�&WONQS�&WDBTSHNM ���	CDE@TKS
 5GD�MTLADQ�NE�DWONQS�ONKHBHDR�SG@S
B@M�DWDBTSD�HM�O@Q@KKDK�

3DSQX�5QHFFDQ ���LHMTSDR�	CDE@TKS
 4ODBHcDR�GNV�KNMF�SN�V@HS�ADENQD
QDSQXHMF�SN�DWDBTSD�E@HKDC�DWONQSR�

"TSN�&WONQS @CCHSHNM@K�OQNODQSHDR $NMcFTQDR�@M�DWONQS�ONKHBX�SG@S�VHKK
DWONQS�@KK�GHRSNQHDR�HM�SGD�RS@SHNM��*E
DM@AKDC
�SGD�@TSN�DWONQS�ONKHBX�TRDR
@M�NOS�NTS�LNCDK�SG@S
�AX�CDE@TKS

HMBKTCDR�@KK�GHRSNQHDR��.TKSHOKD�DWONQS
ONKHBHDR�B@M�AD�TRDC�SN�BNMSQNK�SGD
EQDPTDMBX�@S�VGHBG�GHRSNQHDR�C@S@�@QD
DWONQSDC�SN�SGD�BKNTC�

"BSHNMR

_ Execute All ��&WDBTSDR�@KK�DWONQS�ONKHBHDR�

_ Retry Failed Exports ��3DSQHDR�SN�DWDBTSD�E@HKDC�DWONQSR�

BKNTC-HMJ�$KNTC)HRSNQX&WONQS.@M@FDQ
5GD$KNTC�)HRSNQX�&WONQS�.@M@FDQ$KNTC�)HRSNQX�&WONQS�.@M@FDQUHDV�@KKNVR�XNT�SN�CHRBNUDQ�GHRSNQHDR�@MC�@RRHFM�SGDL�SN
CloudHistoryExportConfig R
�NQ�HMBKTCD�DWBKTCD�SGDL�EQNL Auto Export Config R��.NQD�@BSHNMR�@QD
CDRBQHADC�ADKNV�
5GHR�BNLONMDMS�HR�SGD�CDE@TKS�UHDV�NE�SGD&WONQS�	$KNTC�)HRSNQX�&WONQS�$NMcF�$NMS@HMDQ
&WONQS�	$KNTC�)HRSNQX�&WONQS�$NMcF�$NMS@HMDQ
BNLONMDMS��5N
@BBDRR�SGD�UHDV
�CNTAKD�BKHBJ&WONQSR&WONQSRHM�SGD�/@U�SQDD�

$NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR /H@F@Q@�$KNTC�4DQUHBD�(THCD

�� +@MT@QX��
�����



$KNTC�)HRSNQX�&WONQS�.@M@FDQ�ATSSNMR
Button Description

/DV $QD@SDR�@CCHSHNM@K�BTRSNL$KNTC)HRSNQX&WONQS$NMcF$KNTC)HRSNQX&WONQS$NMcFNAIDBSR�

&CHS�	NQ�CNTAKD�BKHBJHMF�NM
SGD�DMSQX


0ODMR�@�CH@KNF�VHMCNV�ENQ�BG@MFDR�SN�SGD$KNTC)HRSNQX&WONQS$NMcF$KNTC)HRSNQX&WONQS$NMcFCDS@HKR�

%HRBNUDQ %HRBNUDQR�@KK�DKHFHAKD�GHRSNQHDR�HM�SGD�RS@SHNM�

"RRHFM�	VGDM�@
$KNTC)HRSNQX&WONQS$NMcF
HR�RDKDBSDC


"CCR�SGD�GHRSNQX�SN�SGD$KNTC)HRSNQX&WONQS$NMcF$KNTC)HRSNQX&WONQS$NMcFHE�@$KNTC)HRSNQX&WONQS$NMcF$KNTC)HRSNQX&WONQS$NMcFHM�SGD%@S@A@RD%@S@A@RDRDBSHNM�@MC
@�GHRSNQX�HM�SGD%HRBNUDQ%HRBNUDQDCDCRDBSHNM�@QD�ANSG�RDKDBSDC�

NOTE: 5GD"RRHFM�&WBKTCD"RRHFM�&WBKTCDATSSNMR�BG@MFD�SDWS�CDODMCHMF�NM�SGD�RDKDBSHNM�NE�@�BNMcF�DMSQX�HM
SGD%@S@A@RD%@S@A@RDRDBSHNM�

6M@RRHFM�	VGDM�@
$KNTC)HRSNQX&WONQS$NMcF
HR�RDKDBSDC


3DLNUDR�SGD�GHRSNQX�EQNL�SGD$KNTC)HRSNQX&WONQS$NMcF$KNTC)HRSNQX&WONQS$NMcF�

NOTE: 5GD6M@RRHFM�*MBKTCD6M@RRHFM�*MBKTCDATSSNMR�BG@MFD�SDWS�CDODMCHMF�NM�SGD�RDKDBSHNM�NE�@�BNMcF�DMSQX�HM
SGD%@S@A@RD%@S@A@RDRDBSHNM�

&WBKTCD�	UHRHAKD�VGDM
Auto Export HR�RDKDBSDC


&WBKTCDR�SGD�GHRSNQX�EQNL�SGD�"TSN�&WONQS�VGDM�SGD�"TSN�&WONQS�BNMcF�HR�RDKDBSDC�HM�SGD%@S@A@RD%@S@A@RDRDBSHNM
@MC�NMD�NQ�LNQD�GHRSNQHDR�@QD�RDKDBSDC�HM�SGD%HRBNUDQ%HRBNUDQDCDCRDBSHNM�

NOTE: 5GD&WBKTCD&WBKTCDATSSNM�ENQ"TSN�&WONQS"TSN�&WONQSADBNLDR"RRHFM"RRHFMHE�XNT�RDKDBS�SGD
$KNTC)HRSNQX&WONQS$NMcF$KNTC)HRSNQX&WONQS$NMcF�

*MBKTCD�	UHRHAKD�VGDMAuto
Export HR�RDKDBSDC


*MBKTCDR�SGD�GHRSNQX�HM�SGD�"TSN�&WONQS�VGDM�@�GHRSNQX�HR�RDKDBSDC�

NOTE: 5GD*MBKTCD*MBKTCDATSSNM�ENQ"TSN�&WONQS"TSN�&WONQSADBNLDR6M@RRHFM6M@RRHFMHE�XNT�RDKDBS�SGD
$KNTC)HRSNQX&WONQS$NMcF$KNTC)HRSNQX&WONQS$NMcF

&WDBTSD &WDBTSDR�SGD�RDKDBSDC$KNTC)HRSNQX&WONQS$NMcF$KNTC)HRSNQX&WONQS$NMcFHE�HS�HR�DM@AKDC��8GDM�@�)HRSNQX�$NMcF�BG@MFDR�EQNL
CHR@AKDC�SN�DM@AKDC
�@�A@BJcKK�BGDBJ�VHKK�AD�ODQENQLDC
�VGHBG�L@X�SQHFFDQ�@�A@BJcKK�HE�SGD�MTLADQ�NE�ODMCHMF
GHRSNQHDR�DWBDDCR�SGD�#@BJcKK�3DBNQC�5GQDRGNKC�

NOTE: 5N�QDLNUD�@�BTRSNL�DWONQS�BNMcF
�QHFGS�BKHBJ�NM�SGD�DMSQX�@MC�EQNL�SGD�BNMSDWS�LDMT�RDKDBSCDKDSDCDKDSD�

BKNTC-HMJ�$KNTC)HRSNQX"TSN&WONQS$NMcF
5GHR�BNLONMDMS�BNMcFTQDR�@M�DWONQS�ONKHBX�SG@S�@TSNL@SHB@KKX�DWONQSR�@KK�GHRSNQHDR�HM�SGD�RS@SHNM�SN�SGD�BKNTC�
5GD�@TSN�DWONQS�ONKHBX�TRDR�@M�NOS�NTS�LNCDK��8GDM�DM@AKDC
�HS�RDMCR�@KK�GHRSNQHDR�SN�SGD�BKNTC�@BBNQCHMF�SN
SGDExecution Time ��.TK SHOKD�DWONQS�ONKHBHDR�B@M�AD�TRDC�SN�BNMSQNK�SGD�EQDPTDMBX�@S�VGHBG�GHRSNQHDR�C@S@�@QD
DWONQSDC�SN�SGD�BKNTC�

NOTE: *S�HR�QDBNLLDMCDC�SG@S�XNT�NMKX�TRD�@M�"TSN�&WONQS�ENQ�K@QFD�RS@SHNMR�VHSGNTS�RDKDBSHMF�HMCHUHCT@K
GHRSNQHDR�ENQ�DWBKTRHNM�

5N�@BBDRR�SGHR�BNLONMDMS
�CNTAKD�BKHBJ"TSN�&WONQS"TSN�&WONQSHM�SGD�/@U�SQDD�

/H@F@Q@�$KNTC�4DQUHBD�(THCD $NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR

+@MT@QX��
����� ��



*M�@CCHSHNM�SN�SGD�RS@MC@QC�OQNODQSHDR�	4S@STR
�4S@SD
�@MC�&M@AKDC

�SGDRD�OQNODQSHDR�@QD�TMHPTD�SN�SGD$KNTC$KNTC
)HRSNQX�"TSN�&WONQS�$NMcF)HRSNQX�"TSN�&WONQS�$NMcF�
Property Value Description

&WDBTSHNM�5HLD HMSDQU@K�	���LHMTSDR

�C@XR�NE�SGD
VDDJ�	@KK


$NMSQNKR�SGD�EQDPTDMBX�@S�VGHBG�SGD
$KNTC)HRSNQX"TSN&WONQS$NMcF
RDMCR�C@S@�SN�SGD�BKNTC�OK@SENQL�
"TSN�&WONQS�HR�BNMcFTQDC�ENQ���
LHMTSD�HMSDQU@K
�DM@AKDC�ENQ�@KK�C@XR
NE�SGD�VDDJ��:NT�B@M�LNCHEX�SGHR
RDSSHMF�ENQ�LNQD�NQ�KDRR�EQDPTDMS
TOC@SDR�SN/H@F@Q@�$KNTC�4THSD�

-@RS�"SSDLOS QD@C�NMKX *MCHB@SDR�SGD�K@RS�SHLD�SGHR�DWONQS
SQHDC�SN�DWONQS�C@S@�

-@RS�4TBBDRR QD@C�NMKX *MCHB@SDR�SGD�SHLD�NE�SGD�K@RS
RTBBDRRETK�DWONQS�

-@RS�'@HKTQD QD@C�NMKX *MCHB@SDR�SGD�SHLD�NE�SGD�K@RS�E@HKDC
DWONQS�

'@TKS�$@TRD QD@C�NMKX *MCHB@SDR�SGD�QD@RNM�VGX�SGD
$KNTC)HRSNQX"TSN&WONQS$NMcF�HR�HM
E@TKS��5GHR�cDKC�HR�DLOSX�TMKDRR�@�E@TKS
DWHRSR�

"K@QL�0M�'@HKTQD true 	CDE@TKS

false *MCHB@SD�HE�@M�@K@QL�RGNTKC�AD�Q@HRDC
HE�SGDQD�@QD�OQNAKDLR�CTQHMF
DWONQSHMF�C@S@�

"K@QL�4NTQBD�*MEN @CCHSHNM@K�OQNODQSHDR $NMcFTQDR�HMENQL@SHNM�ENQ�@K@QLR
FDMDQ@SDC�AX�SGHR�BNLONMDMS�

"BSHNMR
Execute ��&WDBTSDR�@TSN�DWONQS�ONKHBX�

&UDMS�LDRR@FDR�@MC�RXRSDL�BNLL@MCR
"M�DUDMS�LDRR@FD�HR�@�LDSGNC�NE�OTRGHMF�C@S@�SN�SGD�BKNTC��4ODBHcB�KNFHB�SQHFFDQR�@M�DUDMS�LDRR@FD��'NQ
DW@LOKD
�@M�@K@QL�SQHFFDQR�@�/DV"K@QL�DUDMS�LDRR@FD�

&UDMS�LDRR@FDR
5GD�/H@F@Q@$KNTC4DQUHBD�BNMS@HMR�BG@MMDKR�SN�@BBNLOKHRG�RTBG�SGHMFR�@R�FDSSHMF�LDRR@FD�SXODR�SN�RDMC�SN�SGD
BKNTC��5GD�SXODR�NE�DUDMS�LDRR@FDR�@QD�KHRSDC�GDQD�

_ /DV"K@QLR���RDMS�SN�SGD�BKNTC�OQNUHCDQ

_ "K@QL"BJ3DPTDRSR���EQNL�SGD�BKNTC�OQNUHCDQ

_ "K@QL"BJ3DRONMRDR���SN�SGD�BKNTC�OQNUHCDQ

_ "R�VDKK�@R�NSGDQR�RTBG�@R�%DUHBD"BJ3DPTDRSR�

4XRSDL�$NLL@MCR
5GD�BKNTC�OK@SENQL�B@M�RDMC�RXRSDL�BNLL@MCR�CNVM�SN�SGD�RS@SHNM��)@MCKHMF�ENQ�SGDRD�RXRSDL�BNLL@MCR�HR
CNMD�AX�DWSDMCHMF�@�RODBHcB�BK@RR��5GHR�HR�CNMD�UH@�SGD�$NLL@MCR$G@MMDK�

8GDM�@�RXRSDL�BNLL@MC�HR�QDBDHUDC�UH@�@�BNMMDBSDC�SQ@MRONQS
�SGD�$NLL@MCR$G@MMDK�HR�B@KKDC�SN�CDSDQLHMD
HE�HS�G@R�@�QDFHRSDQDC�BNLL@MC�SN�G@MCKD�SGD�HMBNLHMF�LDRR@FD��*E�SGDQD�HR�NMD
�SGD�@OOQNOQH@SD�QDFHRSDQDC

$NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR /H@F@Q@�$KNTC�4DQUHBD�(THCD
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�����



BNLL@MC�HR�B@KKDC�SN�OQNBDRR�SGD�LDRR@FD�

$KNTC-HMJ�RTOONQSR�SGD�ENKKNVHMF�BNLL@MCR�ATS�NMKX�SGD�BNLL@MCR�HM�ANKC�@QD�RTOONQSDC�AX/$4 UH@�SGD
BNMSQNK�"1*R�

_ -HRS$KNTC$NLL@MCR$NLL@MC�a�-HRSR�SGD�M@LDR�NE�@KK�BNLL@MCR�SG@S�@QD�@U@HK@AKD�NM�SGHR�RXRSDL�

_ $KNTC1NHMS3D@C*MOTSR$NLL@MC�a�3DSTQMR�@KK�SGD�BKNTC�HMOTSR�ENQ�@�ONHMS�HM�SGD�RS@SHNM�

_ $KNTC.TKSH1NHMS3D@C*MOTSR$NLL@MC�a�3DSTQMR�@KK�SGD�BKNTC�HMOTSR�ENQ�@�FHUDM�RDS�NE�ONHMSR�HM�SGD
RS@SHNM�

_ $KNTC1NHMS3D@C$NLL@MC�a�3DSTQMR�SGD�U@KTD�NE�@M�HMCHUHCT@K�BKNTC�@BBDRRHAKD�ONHMS�HM�SGD�RS@SHNM�

_ $KNTC.TK$KNTC.TKSSH1NHMS3D@C$NLL@MCH1NHMS3D@C$NLL@MCa�3DSTQMR�SGD�U@KTDR�NE�@�KHRS�NE�BKNTC�@BBDRRHAKD�ONHMSR�HM�SGD�RS@SHNM�

_ 3DSQHDUD$KNTC1NHMSR$NLL@MC�a�-HRSR�SGD�M@LDR�NE�@KK�SGD�ONHMSR�HM�SGD�RS@SHNM�SG@S�@QD�@BBDRRHAKD�EQNL
SGD�BKNTC�

_ $KNTC.TK$KNTC.TKSSH1NHMS3D@C*MOTS1QH1NHMS3D@C*MOTS1QNODQSNODQSHDR$NLL@MCHDR$NLL@MCa�3DSTQMR�SGD�HMOTS�RKNS�RS@STR�U@KTDR�ENQ�@�FHUDM�RDS�NE
ONHMSR�HM�SGD�RS@SHNM�

_ $KNTC1NHMS8QHSD$NLL@MC�a�4DSR�SGD�U@KTD�NE�@M�HMCHUHCT@K�BKNTC�@BBDRRHAKD�ONHMS�HM�SGD�RS@SHNM�

_ $KNTC.TK$KNTC.TKSSH1NHMS8H1NHMS8QHSD$NLL@MCQHSD$NLL@MCa�4DSR�SGD�U@KTDR�NE�@�KHRS�NE�BKNTC�@BBDRRHAKD�ONHMSR�HM�SGD�RS@SHNM�

_ $KNTC.TKSH1NHMS$KD@Q$NLL@MC�a�3DKD@RDR�SGD�U@KTDR�NE�@�KHRS�NE�BKNTC�@BBDRRHAKD�ONHMSR�HM�SGD�RS@SHNM
SG@S�VDQD�OQDUHNTRKX�RDS�VHSG�@�$KNTC1NHMS8QHSD$NLL@MC�NQ�$KNTC.TKSH1NHMS8QHSD$NLL@MC�

_ $KNTC.TKSH"K@QL8QHSD$NLL@MC�a�"CCR�@�MDV�MNSD�SN�SGD�DWHRSHMF�MNSDR�E@BDS�NE�@�RDS�NE�@K@QLR�HM�SGD
RS@SHNM�

_ "K@QL"BJ$NLL@MC�a�"BJMNVKDCFDR�@M�@K@QL�

_ #@SBG"K@QL"BJ$NLL@MC�a�"BJMNVKDCFDR�@�KHRS�NE�@K@QLR�

_ *MUNJD$NLL@MC�a�@KKNVR�HMUNB@SHNM�NE�@M�@BSHNM�NM�@�BNLONMDMS�

8 HSG�$KNTC�$NLL@MC�2TDTDR�SGD+"$& �4TODQUHRNQMNV�QDRONMCR�@R�RNNM�@R�SGD�BNLL@MC�G@R�ADDM�OK@BDC
HM�SGD�PTDTD��8GDM�SGD�BNLL@MC�DWDBTSDR�HSR�NTSOTS�HR�RDMS�SN�SGD�BKNTC�UH@�/DV&UDMS.DRR@FD	R
�@MC�VGDM
SGD�BNLL@MC�DWHSR�@MNSGDQ�/DV&UDMS.DRR@FD�HR�RDMS�

: NT�B@M�CHR@AKD�HMCHUHCT@K�BNLL@MCR�HE�MDBDRR@QX��5GD�CDE@TKS�HR�DM@AKDC

4XRSDL�$NLL@MC�$NMcFTQ@SHNM
.NRS�RXRSDL�BNLL@MCR�CN�MNS�QDPTHQD�BNMcFTQ@SHNM�NTSRHCD�SGD�BNLL@MC�BNLONMDMS�R�OQNODQSHDR��)NVDUDQ

RNLD�BNLL@MCR�CN�G@UD�ATHKS�HM�QDRSQHBSHNMR�NQ�QDRSQHBSHNMR�SG@S�@QD�BNMcFTQ@AKD�AX�S@F�

CloudMultiPointW riteCommand Conÿguration

5GHR�BNMcFTQ@SHNM�@KRN�@OOKHDR�SN$KNTC1NHMS8QHSD$NLL@MC
�ATS�SG@S�BNLL@MC�HR�MNS�OQNUHCDC�AX�SGD
/H@F@Q@�$KNTC�4THSDBNMSQNK�"1*�

#DKNV�HR�@�RBQDDMB@O�NE�SGD�.TKSH1NHMS8QHSD�BNLL@MC�BNMcFTQ@SHNM��5GDQD�@QD�@�EDV�OQNODQSHDR�SN�BNMRHCDQ�
5GD�CDE@TKS�OQHNQHSX�@MC�CTQ@SHNMR���"BBDOS�8QHSDR�0TSRHCD�'@BDSR�3@MFD��FNUDQMR�VGDSGDQ�VQHSDR�SG@S�@QD
NTSRHCD�SGD�LHM�L@W�Q@MFD�CDcMDC�AX�SGD�ONHMS�R�E@BDSR�VHKK�AD�TRDC�SN�QDIDBS�HMU@KHC�VQHSD�U@KTDR��*Efalse 

VQHSDR�NTSRHCD�SGD�Q@MFD�@QD�QDIDBSDC��*Etrue 
�HS�VHKK�@BBDOS�SGNRD�VQHSDR�VGDQD�SGD�EQ@LDVNQJ�@KKNVR�

�%&!3+2��0).0)27��5N�VQHSD�@S�SGD�BNLL@MC�R�CDE@TKS�OQHNQHSX�RDSSHMF
�XNT�LTRS�NLHS�SGDHMOTS1QHNQHSXHSDL�EQNL
D@BG�ONHMS�R�QDPTDRS�C@S@�VGDM�RDMCHMF�@�BNLL@MC�VHSG�SGD�/$4�BNMSQNK�"1*��*M�SGD�ENKKNVHMF�DW@LOKD
�SGD
cQRS�ONHMS�VHKK�VQHSD�@S�SGD�BNLL@MC�R�CDE@TKS�OQHNQHSX�VGHKD�SGD�RDBNMC�ONHMS�VHKK�VQHSD�@S�OQHNQHSX���

NOTE: 5GDMB�VQHS@AKD-DUDKRS@F�	RDD�ADKNV
�NM�SGD�ONHMS�LTRS�HMBKTCD�SGD�BNLL@MC�R�CDE@TKS�OQHNQHSX�KDUDK�HM
NQCDQ�ENQ�SGD�VQHSD�SN�AD�@BBDOSDC�

1NHMS�8QHSD�$NLL@MC�

Z

/H@F@Q@�$KNTC�4DQUHBD�(THCD $NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR

+@MT@QX��
����� ��



�ONHMSR�� <
Z
�BKNTC*C� � �����B����D��@��AC�����B�A�D����B����� 

�U@KTD�� ����� 

�CTQ@SHNM�� �

[

Z
�BKNTC*C� � ��C���E����@�D���D@��@�����C��EC����D� 

�U@KTD�� ���� 

�CTQ@SHNM�� � 

�HMOTS1QHNQHSX�� �

[
=

�QDPTDRS1QNBDRRHMF1QHNQHSX�� ���

[

�0).0)2)%1����	 ��" VQHSDBNLL@MC�QDBDHUDC�@S�OQHNQHSDR�����@MC������VHKK�@CC�@�SDLONQ@QX�CXM@LHB�RKNS�VHSG�@
BCloudWriteInfo SN�SGD�BNLONMDMS��5GDBCloudWriteInfo VHKK�AD�RDS�VHSG�SGD�U@KTD�@MC�CTQ@SHNM�RODBHcDC
AX�SGD�BNLL@MC��*M�@CCHSHNM
�@�KHMJ�HR�@CCDC�EQNL�SGDBCloudWriteInfo �R�U@KTD�OQNODQSX�SN�SGD�RODBHcDC
OQHNQHSX�KDUDK�HMOTS��8GDM�SGD�BNLL@MC�R�CTQ@SHNM�G@R�DWOHQDC
�ANSG�SGDBCloudWriteInfo CXM@LHB�RKNS�@MC
SGD�KHMJ�SN�SGD�OQHNQHSX�HMOTS�@QD�QDLNUDC�

�0).0)27�
��" VQHSDBNLL@MC�QDBDHUDC�@S�OQHNQHSX���HMUNJDR�@M0UDQQHCD0UDQQHCD@BSHNM�

�3)+2�)-�/0).0)27�50)2%�+%4%+�0%120)#2).-1�

_ 5GDONHMS�VQHSDBNLL@MC�OQDUDMSR�VQHSHMF�@S�OQHNQHSX��
�OQHNQHSX���	ENQ�#NNKD@M8QHS@AKDR
�@MC�E@KKA@BJ�

_ 5GDONHMS�VQHSDBNLL@MC�OQNGHAHSR�VQHSHMF�VGDM�SGDQD�HR�@�KHMJ�@S�@�OQHNQHSX�KDUDK�DWBDOS�HE�SGD�KHMJ�HR�EQNL�@
BCloudWriteInfo 
�VGHBG�V@R�BQD@SDC�AX�@�OQDUHNTRONHMS�VQHSDBNLL@MC�

_ 5GD�@AHKHSX�SN�VQHSD�SN�SGD�QDL@HMHMF�OQHNQHSHDR�HR�BNMSQNKKDC�AX�@MMB�VQHS@AKD-DUDKRS@F�CDRBQHADC�ADKNV�

-#�50)2!"+%�%4%+1�2!'��" VQHSDBNLL@MC�HR�BNMSQNKKDC�AX�@MMB�VQHS@AKD-DUDKRS@F�NM�@�BNMSQNK�ONHMS��5GHR�S@F�R
U@KTD�BNMS@HMR�@�RSQHMF�NE�MTLADQR�ADSVDDM���@MC����RDO@Q@SDC�AX�BNLL@R��5GD�MTLADQR�HMCHB@SD�SGD�OQHNQHSX
KDUDKR�ENQ�VGHBG�@�ONHMS�VQHSD�BNLL@MC�VHKK�AD�@KKNVDC��'NQ�DW@LOKD
��
�
�
�
�
�
�
��
��
��
��
��
���VHK K�@KKNV
ONHMS�VQHSDBNLL@MCR�@S�@KK�OQHNQHSX�KDUDKR�DWBDOS�ENQ���@MC����@R�SGDRD�OQHNQHSHDR�@QD�MNS�HM�SGD�KHRS��*E�@
BNLL@MC�RODBHcDR�@�OQHNQHSX�NE���NQ���
�HS�VHKK�AD�QDIDBSDC��5GDQD�@QD�SVN�UDQRHNMR�NE�SGDMB�VQHS@AKD-DUDKRS@F�

_ -#�50)2!"+%�%4%+1�2!'�!1�!�$)0%#2�2!'�

: NT�B@M�@CC�SGDMB�VQHS@AKD-DUDKRS@F�@R�@�CHQDBS�S@F�SN�@�BNLONMDMS�VHSG�@�RSQHMF�U@KTD�HM�SGD�ENQL@S
CDRBQHADC�@ANUD��5GHR�CHQDBS�S@F�VHKK�NUDQQHCD�@MXMB�VQHS@AKD-DUDKRHMCHQDBS�S@F�@CCDC�AX�SGD�S@F�QTKD�
4HMBD�SGDQD�VHKK�@KQD@CX�AD�@MMB�VQHS@AKD-DUDKRHMCHQDBS�S@F�@CCDC�SN�@KK#*8#*8 QHS@AKDQHS@AKDBNLONMDMSR
�SGD
MB�VQHS@AKD-DUDKRCHQDBS�S@F�LTRS�AD�@CCDC�AX�RDKDBSHMF&C&CHS�5HS�5@FR�VHMCNV@FR�VHMCNV� %HQ%HQDBS�5DBS�5@FR�S@A@FR�S@A
�@MC�BKHBJHMF
"CC5"CC5@F@F��*M�SGD"CC�5"CC�5@F@FVHMCNV�ENQ�5@F�*C
�DMSDQMB�VQHS@AKD-DUDKR@MC�ENQType 
�BGNNRDA@I@�4SQHMF��5GD
U@KTD�NE�SGDMB�VQHS@AKD-DUDKRS@F�RGNTKC�AD�DMSDQDC�@R�@�RSQHMF�NE�MTLADQR�ADSVDDM���@MC����RDO@Q@SDC
AX�BNLL@R�

$NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR /H@F@Q@�$KNTC�4DQUHBD�(THCD

�� +@MT@QX��
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_ -#�50)2!"+%�%4%+�2!'�!1�!-�)-$)0%#2�2!'�

5GD�/H@F@Q@�$KNTC�5@F�CHBSHNM@QX�BNMS@HMR�@�S@F�QTKD
�VGHBG�@TSNL@SHB@KKX�@CCR�@MMB�VQHS@AKD-DUDKR
HMCHQDBS�S@F�SN�@KK#*8#*8 QHS@AKD1NHMSRQHS@AKD1NHMSR��5GD�HMCHQDBS�S@F�R�U@KTD�VHKK�RGNV�SGD�KHRS�NE�OQHNQHSX�KDUDKR�VGHBG�@QD
ODQLHSSDC�NM�SGD�ONHMS�@MC�S@JDR�HMSN�@BBNTMS�@MX�ATHKS�HM�QDRSQHBSHNMR��#X�CDE@TKS
�SGHR�S@F�QTKD�@OOKHDR
SN�@KK#*8#*8 QHS@AKDQHS@AKDBNLONMDMSR�HM�SGD�RS@SHNM
�GNVDUDQ�NMKX�SGNRD�BNMSQNK�ONHMSR�SG@S�@KRN�G@UD�@
MB�BKNTC*CS@F�VHKK�G@UD�@�U@KTD�ENQ�SGDMB�VQHS@AKD-DUDKRS@F��$NMSQNK�ONHMSR�VHSGNTS�@MB�BKNTC*CS@F
B@MMNS�AD�BNLL@MCDC�EQNL�SGD�BKNTC�@MC�SGD�S@F�U@KTD�VHKK�AD�AK@MJ��5GD�S@F�QTKD�B@M�AD�BTRSNLHYDC
@R�MDBDRR@QX�SN�QDRSQHBS�BDQS@HM�HMOTS�OQHNQHSHDR�EQNL�ADHMF�VQHSSDM�SN�EQNL�SGD�BKNTC�

*M�SGD�OQNODQSX�RGDDS�NE�SGD8 QHS@AKD1QHNQHSX-DUDKRBTRSNL�S@F�	RDD�cFTQD�ADKNV

�SGDExcluded
OQNODQSX�HR�TRDC�SN�OQNGHAHS�VQHSDR�@S�BDQS@HM�OQHNQHSX�KDUDKR��5GD�U@KTD�HR�@�RSQHMF�NE�MTLADQR�ADSVDDM��
@MC����RDO@Q@SDC�AX�@�BNLL@R��5GD�MTLADQR�HMCHB@SD�SGD�OQHNQHSX�KDUDKR�ENQ�VGHBG�@�VQHSD�BNLL@MC
VHKK�MNS�AD�@KKNVDC��"R�BNMcFTQDC�HM�SGD�cFTQD
�HMOTS�OQHNQHSHDR����@MC����VHKK�AD�DWBKTCDC�

*M�SGD�OQNODQSX�RGDDS�NE�SGD8 QHS@AKD1QHNQHSX-DUDKRBTRSNL�S@F�	RDD�cFTQD�ADKNV

�SGDStrict OQNODQSX
ETQSGDQ�QDRSQHBSR�ONHMS�VQHSDR�SN�SGD�KDUDKR�HMCHB@SDC�HM�SGDExcluded OQNODQSX�@MC�SGNRD�@S�@�GHFGDQ

Figur e 17. MB�VQHS@AKD-DUDKRS@F�CDcMHSHNM�HM�SGD�/H@F@Q@�$KNTC�5@F�CHBSHNM@QX

Figur e 18. MB�VQHS@AKD-DUDKRS@F�NM�@�BNMSQNK�ONHMS

/H@F@Q@�$KNTC�4DQUHBD�(THCD $NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR

+@MT@QX��
����� ��



OQHNQHSX��5GDStrict OQNODQSX�VHKK�@KRN�ETQSGDQ�QDRSQHBSONHMS�VQHSDBNLL@MCR�SN�OQHNQHSHDR�@S�NQ�@S�@
GHFGDQ�OQHNQHSX�KDUDK�@S�VGHBG�SGDQD�HR�@�KHMJ�

NOTE: 5GD�#$KNTC8QHSD*MEN�KHMJR�OK@BDC�AX�OQDUHNTRONHMS�VQHSDBNLL@MCR�@QD�MNS�QDRSQHBSDC
�SG@S�HR

@�MDVONHMS�VQHSDBNLL@MC�B@M�NUDQVQHSD�@�OQDUHNTRONHMS�VQHSDBNLL@MC�@S�SGD�R@LD�OQHNQHSX�KDUDK

ATS�SGNRD�HMOTSR�@S�@�GHFGDQ�OQHNQHSX�VHKK�RSHKK�AD�QDRSQHBSDC�

$NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR /H@F@Q@�$KNTC�4DQUHBD�(THCD
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NOTE: 5GDMB�VQHS@AKD-DUDKRHMCHQDBS�S@F�NMKX�RGNVR�SGD�BNQQDBS�OQHNQHSX�KDUDKR�VGDM�UHDVDC�VHSG�SGD
55@F�.@M@FDQ@F�.@M@FDQUHDV�HM8 NQJADMBG��*M�SGD&C&CHS�5HS�5@FR@FRVHMCNV
 *LOK*LOKHDC�5HDC�5@FR@FRS@A�CNDR�MNS�@KV@XR�RGNV�SGD
BNQQDBS�U@KTD�ENQ�SGD�S@F�

&W@LOKDR�NE�OQNODQSX�RDSSHMFR

Strict Excluded Station
Link CloudW riteInfo nc:writableLevels tag Notes

E@KRD �
�� MNMD MNMD �
�
�
�
�
�
�
��
��
��
��
��
��

SQTD � MNMD MNMD ��
��
��
��
��
��
��

Figur e 19. /H@F@Q@�$KNTC�S@F�CHBSHNM@QX�8QHS@AKD�1NHMS�5@FR�QTKD

Figur e 20. MB�8QHS@AKD-DUDKR�HMCHQDBS�S@F�A@RDC�NM�SGD�8QHS@AKD�1NHMS�5@FR�QTKD

/H@F@Q@�$KNTC�4DQUHBD�(THCD $NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR
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����� ��



Strict Excluded Station
Link CloudW riteInfo nc:writableLevels tag Notes

E@KRD MNMD HMOTS�� MNMD �
�
�
�
�
�
�
��
��
��
��
��
��

SQTD MNMD HMOTS�� MNMD �
�
�
��
��
��
��
��
�� $NLL@MC�HR�MNS�ODQLHSSDC�@S�NQ�GHFGDQ�SG@M
OQHNQHSX�HMOTS���

E@KRD MNMD MNMD HMOTS�� �
�
�
�
�
�
�
�
��
��
��
��
��
�� $NLL@MC�VQHSD�HR�ODQLHSSDC�@S�HMOTS���

SQTD MNMD MNMD HMOTS�� �
�
�
�
��
��
��
��
��
�� $NLL@MC�VQHSD�HR�MNS�ODQLHSSDC�GHFGDQ�SG@M
HMOTS���

E@KRD � HMOTS�� HMOTS�� �
�
�
�
�
�
��
��
��
��
��
�� *MOTS���HR�QDRSQHBSDC�ATS�HMOTS���HR�MNS
QDRSQHBSDC�

SQTD � HMOTS�� HMOTS�� �
��
��
��
��
��
�� *MOTSR�GHFGDQ�SG@M���@QD�QDRSQHBSDC�CTD�SN�SGD
$KNTC8QHSD*MEN�KHMJ�

$TRSNL�BNLL@MCR
*M�@CCHSHNM�SN�OQNUHCHMF�L@MX�]NTS�NE�SGD�ANW^�BNLL@MCR
/H@F@Q@�$KNTC�4DQUHBD@KRN�OQNUHCDR�SGD�B@O@AHKHSX
SN�G@MCKD�BTRSNL�BNLL@MCR��5GHR�@AHKHSX�SN�HMUNJD�BTRSNL�BNCD�OQNUHCDR�FQD@SDQ�dDWHAHKHSX
�GNVDUDQ
�SGDQD�@QD
LTKSHOKD�QDRSQHBSHNMR�@MC�RDBTQHSX�QDPTHQDLDMSR�

$NLONMDMSR�@MC�NSGDQ�QDEDQDMBDR /H@F@Q@�$KNTC�4DQUHBD�(THCD
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Chapter 5. Troubleshooting
5GHR�HMENQL@SHNM�HR�OQNUHCDC�SN�L@JD�SGD�SQNTAKDRGNNSHMF�@MC�CH@FMNRHR�NE�SGD/H@F@Q@$KNTC4DQUHBD/H@F@Q@$KNTC4DQUHBD@R
RSQ@HFGSENQV@QC�@R�ONRRHAKD�

5GHR�SQNTAKDRGNNSHMF�HMENQL@SHNM�HR�HMSDMCDC�ENQ�@MXNMD�VGN�L@X�AD�TRHMF�SGD/H@F@Q@$KNTC4DQUHBD/H@F@Q@$KNTC4DQUHBD
�NQ
RTOONQSHMF�SGNRD�VGN�@QD�TRHMF�HS�

.NRS�NE�SGD�OHDBDR�NE�SGD/H@F@Q@$KNTC4DQUHBD/H@F@Q@$KNTC4DQUHBDG@UD�HMCHUHCT@K�DM@AKD�d@FR
�RN�SGDX�B@M�AD�RDO@Q@SDKX�DM@AKDC
NQ�CHR@AKDC��*M�LNRS�B@RDR
�XNT�RGNTKC�MNS�CHR@AKD�@MX�O@QSR�NE�SGD�RDQUHBD
�@R�LNRS�BKNTC�@OOKHB@SHNMR�CDODMC
TONM�@KK�C@S@�RSQD@LR�ADHMF�HM�OK@BD��)NVDUDQ
�HS�L@X�AD�D@RHDQ�SN�CH@FMNRD�@�OQNAKDL�VHSG�@M�HMCHUHCT@K
BNLONMDMS�HE�XNT�CHR@AKD�SGD�NSGDQ�BNLONMDMSR�SG@S�@QD�HM�O@Q@KKDK�VHSG�SGD�BNLONMDMS�TMCDQ�HMUDRSHF@SHNM�
%N�MNS�CHR@AKD�SGD�BNLONMDMS	R
�TRDC�AX�SGD�@RODBS�NE�SGD/H@F@Q@$KNTC4DQUHBD/H@F@Q@$KNTC4DQUHBDXNT�@QD�HMUDRSHF@SHMF�

8GDM�@M�HMBHCDMS�NBBTQR
$NKKDBSHMF�SGD�ENKKNVHMF�QDBNLLDMCDC�HMENQL@SHNM�GDKOR�SGD�SDBGMHB@K�RTOONQS�SD@L�FDS�SN�SGD�QNNS�B@TRD�NE
SGD�OQNAKDL�PTHBJKX
�BG@Q@BSDQHYD�CDEDBSR�ETKKX
�@MC�@CCQDRR�SGD�OQNAKDL�ENQ�HLLDCH@SD�@MC�ETSTQD�TRDQR�

*MENQL@SHNM�SN�BNKKDBS

_ %@SD�@MC�SHLD�NE�HMBHCDMS��AD�@R�@BBTQ@SD�@R�XNT�B@M�VHSG�SGD�SHLD

_ $TRSNLDQ�NQ�TRDQ�HM�PTDRSHNM
�HMBKTCHMF�AQ@MC

_ )@QCV@QD�OK@SENQL�	ENQ�DW@LOKD
�04
�UDQRHNM


_ $NQD/H@F@Q@RNESV@QD�UDQRHNM�	@MC�@MX�@CCHSHNM@K�O@SBGDR�ADXNMC�A@RD
�

_ /H@F@Q@�$KNTCLNCTKDR�UDQRHNMR
�MNS�ITRS�SGD�QDKD@RD�ATS�SGD�RODBHcB�UDQRHNM�NE�D@BG�LNCTKD

_ "MX�SGHQC�O@QSX�LNCTKDR�HM�TRD

_ "MX�QDKDU@MS�KNF�NTSOTS�NQ�RS@BJ�SQ@BDR��RDD�]8G@S�-NFR�SN�$NKKDBS^��.NQD�HR�ADSSDQ��DWSQ@MDNTR
HMENQL@SHNM�B@M�AD�CHRB@QCDC�HE�HS�HR�MNS�HLONQS@MS
�ATS�KNRS�HMENQL@SHNM�B@MMNS�AD�QDBNUDQDC�

_ "MX�QDKDU@MS�cKDR��RDD�]8G@S�'HKDR�SN�$NKKDBS^�

_ "TSGDMSHB@SNQ�HMENQL@SHNM�	ENQ�DW@LOKD
�RXRSDL�*%
�RXRSDL�SXOD
��RDD�]$NKKDBSHMF�"TSGDMSHB@SNQ
*MENQL@SHNM^�

Questions to answer

_ 8G@S�RSDOR�VDQD�S@JDM�ADENQD�@MC�@ESDQ�SGD�OQNAKDL �#D�@R�RODBHcB�@MC�BNLOKDSD�@R�ONRRHAKD�

_ *MENQL@SHNM�@ANTS�SGD�MDSVNQJ�DMUHQNMLDMS�HR�BQHSHB@K�HM�L@MX�B@RDR��*R�SGD�GNRS�DWODQHDMBHMF�MDSVNQJ
CHRBNMMDBSHNMR�	DHSGDQ�HMSDMSHNM@K�NQ�MNS
 �*R�@�OQNWX�RDQUDQ�HM�TRD �*E�XDR
�HR�HS�SQ@MRO@QDMS�NQ�DWOKHBHS
	M@LDC
��*R�SGD/H@F@Q@)SSO1Q)SSO1QNWX4DQUDQNWX4DQUDQRDQUHBD�TRDC 

_ 8G@S�RSDOR�VDQD�S@JDM�SN�QDRNKUD�SGD�OQNAKDL 

_ 8 @R�SGD/H@F@Q@$KNTC4DQUHBD/H@F@Q@$KNTC4DQUHBDNQ�@TSGDMSHB@SNQdisabled �enabled 
�CHC�XNT�CN�@ENQENQBD3DBNMMDBSBD3DBNMMDBS
�V@R�SGD
RS@SHNM�QDRS@QSDC
�CHC�XNT�@SSDLOS�SN�QDQDFHRSDQ�SGD�@TSGDMSHB@SNQ �*CD@KKX
�HE�SGD�RS@SHNM�RS@SD�B@M�AD�KDES
TMBG@MFDC
�SGD�RTOONQS�SD@L�L@X�RTFFDRS�RSDOR�SN�BNQQDBS�SGD�OQNAKDL
�NQ�SN�KD@QM�LNQD�@ANTS�HS�

8G@S�KNFR�SN�BNKKDBS
5GDQD�@QD�RDUDQ@K�KNFR�SG@S�B@M�AD�DM@AKDC�ENQ�CH@FMNRHMF�BNMMDBSHNM�OQNAKDLR��5GD�ENKKNVHMF�S@AKDR�KHRS�SGD
KNFR�

/H@F@Q@�$KNTC�4DQUHBDKNFR
8GDM�XNT�DM@AKD�LNCDQ@SDKX�NQ�GHFGKX�UDQANRD�KNFR
�HS�HR�ADRS�OQ@BSHBD�SN�RSQD@L�SGD�RS@SHNM�NTSOTS�SN�@�cKD�
'NQ�LNQD�HMENQL@SHNM
�RDD�]8G@S�cKDR�SN�BNKKDBS^��5GHR�@KKNVR�XNT�SN�B@OSTQD�VG@S�L@X�AD�@�K@QFDQ�@LNTMS�NE
C@S@�SG@M�B@M�AD�R@UDC�EQNL�SGD�QDFTK@Q�RS@SHNM�NTSOTS�VHMCNV�@MC�HR�SGD�QDBNLLDMCDC�V@X�SN�B@OSTQD
NTSOTS�C@S@��"KRN
�R@UHMF�SGD�KNF�SN�@�cKD�FHUDR�XNT�RNLDSGHMF�SN�QDEDQ�SN�K@SDQ�@MC�SN�RG@QD�VHSG�SDBGMHB@K

/H@F@Q@�$KNTC�4DQUHBD�(THCD 5QNTAKDRGNNSHMF

+@MT@QX��
����� ��



RTOONQS
�HE�MDDCDC�

%DBHCHMF�VGHBG�KNFR�SN�DM@AKD�QDPTHQDR�@�AHS�NE�ITCFLDMS��:NT�BNTKC�RDS�DUDQX�KNF�SN��"--
�ATS�SGHR�VNTKC�XHDKC
RN�LTBG�C@S@�HS�VNTKC�AD�CHEcBTKS�SN�CHF�SGQNTFG�HS�@KK�SN�HRNK@SD�@�RODBHcB�OQNAKDL��:NT�MDDC�SN�CDBHCD�VG@S
LHFGS�AD�SGD�KHJDKX�RNTQBD��&@BG�NE�SGD�A@RHB/H@F@Q@�$KNTC�4DQUHBDETMBSHNMR
�RTBG�@R�GHRSNQHDR
�G@R�@�KNF�KDUDK
ADFHMMHMF�VHSG�]BKNTC-HMJ^��5GDRD�CN�MNS�FDMDQ@SD�@�FH@MS�@LNTMS�NE�C@S@
�RN�SGDX�B@M�TRT@KKX�AD�RDS�SN�"--
ENQ�VG@SDUDQ�SGD�RODBHcB�ETMBSHNM�B@KKR�ENQ�

_ 'NQ�HRRTDR�VHSG�LDRR@FD�RDBTQHSX�@MC�@TSGDMSHB@SHNM
�RDSBKNTC-HMJ�RDBTQHSX�@MC�@TSGDMSHB@SHNMSN�"--��5GD
NTSOTS�KDUDK�HR�TRT@KKX�KNV�DMNTFG�SN�AD�L@M@FD@AKD�

_ 'NQ/H@F@Q@�$KNTC�4THSDQDFHRSQ@SHNM�
�RDSBKNTC-HMJ�@TSG�EDCDQ@SDCSN�"--��ENQ�/%4�31,�QDFHRSQ@SHNM
�TRD
QDFHRSQ@SHNM
�TRDBKNTC-HMJ�@TSG�ENQFD�

_ 'NQ�*N5�)TA�BNMBDQMR
�RDSBKNTC-HMJ�SQ@MRONQS�@LPO�BKHDMS��5GHR�B@M�AD�DWSQDLDKX�UDQANRD
�DRODBH@KKX�ENQ�@
K@QFD�RXRSDL�VHSG�L@MX�ONHMSR�@MC�GHRSNQHDR�

CAUTION: %N�MNS�ENQFDS�SN�QDSTQM�KNFFDQ�RDSSHMFR�SN�SGDHQ�CDE@TKS�*/'0�KDUDKR�NMBD�XNTQ�OQNAKDL�HR
BNQQDBSDC��-D@UHMF�SGD�KNFFDQR�@S�GHFGDQ�KDUDKR�NE�CDATF�B@M�HLO@BS�RXRSDL�ODQENQL@MBD
�@MC�GHCD�@MX�MDV
OQNAKDLR�TMCDQ�@�V@UD�NE�MNHRX�RS@SHNM�NTSOTS��5GHR�HR�DRODBH@KKX�SQTD�ENQ�SGDBKNTC-HMJ�SQ@MRONQS�@LPO�BKHDMS
KNFFDQ�

Log Name Description Verbosity Notes

@TSGDMSHB@SHNM *MANTMC�BNLL@MC
@TSGDMSHB@SHNM�KNFFHMF

-NV 6RDQ�@TSGDMSHB@SHNM��MNM�BKNTC
�ATS�L@X�AD
TRDETK�HM�HCDMSHEXHMF�E@HKDC�BNLL@MC�QD@RNM

BKNTC-HMJ�@K@QL "K@QL�QDBHOHDMS�KNFFHMF -NV @K@QL�LDRR@FD�CDKHUDQX

BKNTC-HMJ�@TSG�EDCDQ@SDC 'DCDQ@SDC�%DUHBD�*CDMSHSX
@TSGDMSHB@SNQ�KNFFHMF

-NV RDS�SN�$0/'*(�ENQ�/$4�QDFHRSQ@SHNM�SQ@BD

BKNTC-HMJ�@TSG�JDX -NFFHMF�QDK@SDC�SN�JDX�QDSQHDU@K-NV RDS�SN�$0/'*(�ENQ�HMENQL@SHNM�@ANTS�JDX
QDSQHDU@K�FDMDQ@SHNM

BKNTC-HMJ�BG@MMDK $NLLNM�BG@MMDK�KNFFHMF -NV

BKNTC-HMJ�BG@MMDK�@K@QL"K@QL�BG@MMDK�BNMcFTQ@SHNM
HMENQL@SHNM

-NV

BKNTC-HMJ�BG@MMDK�BNLL@MC$NLL@MC�$G@MMDK�HMENQL@SHNM .NCDQ@SD 4DS�SN�'*/&3�ENQ�BNLL@MC�SQ@BHMF

BKNTC-HMJ�BG@MMDK�DUDMS &UDMS�BG@MMDK�BNMcFTQ@SHNM
HMENQL@SHNM

-NV

BKNTC-HMJ�BG@MMDK�GD@QSAD@S )D@QSAD@S�$G@MMDK�HMENQL@SHNM -NV

BKNTC-HMJ�BG@MMDK�GHRSNQX)HRSNQX�$G@MMDK�HMENQL@SHNM -NV

BKNTC-HMJ�BG@MMDK�LDRR@FHMF.DRR@FD�$G@MMDK�HMENQL@SHNM -NV

BKNTC-HMJ�BG@MMDK�LNCDK .NCDK�$G@MMDK�HMENQL@SHNM -NV

BKNTC-HMJ�BG@MMDK�1NHMS 1NHMS�$G@MMDK�HMENQL@SHNM -NV

BKNTC-HMJ�BG@MMDK$NMcF'@BSNQX -NV

BKNTC-HMJ�BNMMDBSHNM4DQUHBD /H@F@Q@$KNTC4DQUHBD�KNFFHMF-NV RDS�SN�"--�ENQ�E@BSNQX�L@M@FDLDMS�KNFFHMF

BKNTC-HMJ�DUDMS &UDMS�QDBHOHDMS�KNFFHMF -NV DUDMS�LDRR@FD�CDKHUDQX

BKNTC-HMJ�KHBDMRD-HLHS -HBDMRD�BGDBJ�KNFFHMF -NV

BKNTC-HMJ�LNCDK�A@SBG -NV

BKNTC-HMJ�LNCDK�DWONQS1NKHBX -NV

BKNTC-HMJ�ONHMS 1NHMS�DWONQS�ONKHBX�KNFFHMF -NV

BKNTC-HMJ�PTDTD�HM.DLNQX 0TSANTMC�LDRR@FD�PTDTD
KNFFHMF

.NCDQ@SD RDS�SN�'*/&3�ENQ�LDRR@FD�PTDTD�SQ@BHMF

BKNTC-HMJ�RDBTQHSX 5QTRS�L@OOHMF�KNFFDQ -NV

BKNTC-HMJ�RL@.NMHSNQ 4."�LNMHSNQ�KNFFHMF -NV

BKNTC-HMJ�S@F $KNTC*C�S@FFDQ�KNFFHMF -NV

BKNTC-HMJ�SQ@MRONQS $NLLNM�SQ@MRONQS�KNFFHMF)HFG RDS�SN�'*/&3�ENQL�LDRR@FD�SGQNSSKHMF�@MC
SQ@BHMF�HMENQL@SHNM

BKNTC-HMJ�SQ@MRONQS�@LPO".21�SQ@MRONQS�-NFFHMF .NCDQ@SD RDS�SN�'*/&�ENQ�HMANTMC�LDRR@FD�SQ@BHMF

5QNTAKDRGNNSHMF /H@F@Q@�$KNTC�4DQUHBD�(THCD

��� +@MT@QX��
�����



Log Name Description Verbosity Notes

BKNTC-HMJ�SQ@MRONQS�@LPO�BKHDMS".21�BK HDMS�-NFFHMF )HFG RDS�SN�"--�ENQ�".21�DUDMS�SQ@BHMF

BKNTC-HMJ�SQ@MRONQS�cKD -NB@K�cKD�RXRSDL�SQ@MRONQS
KNFFHMF

-NV 4DS�SN�"--�ENQ�cKD�KNBJ�DUDMSR

BKNTC-HMJ�SQ@MRONQS�GSSO)551�SQ@MRONQS�-NFFHMF -NV

BKNTC-HMJ�TSHK 6SHKHSX�-NFFHMF -NV

$KNTC-HMJ'NQFD
Log Name Description Verbosity Notes

BKNTC-HMJ�@TSG�ENQFD 'NQFD�"TSGDMSHB@SNQ�KNFFHMF-NV RDS�SN�$0/'*(�ENQ�31,�SQ@BD

BKNTC-HMJ�ENQFD 6SHKHSX�KNFFHMF -NV

BKNTC-HMJ�ENQFD�LRF .DRR@FD�RDQH@KHY@SHNM�KNFFHMF )HFG

8G@S�cKDR�SN�BNKKDBS
"ESDQ�RDSSHMF�KNFR
�BNKKDBSHMF�SGD�RS@SHNM�NTSOTS�HR�BQHSHB@K�SN�CH@FMNRHMF�SGD�OQNAKDL��5N�CN�SGHR
�HS�HR�ADRS�SN
RSQD@L�SGD�RS@SHNM�NTSOTS�SN�@�cKD�NM�XNTQ8 NQJADMBG1$��5GHR�B@M�AD�CNMD�EQNL�SGD"OOK"OOKHB@SHB@SHNM�%HQHNM�%HQDBSNQDBSNQ
VHMCNV�

*E�SGD�HMBHCDMS�G@R�@KQD@CX�G@OODMDC
�HS�B@M�AD�TRDETK�SN�FN�HMSN�SGD�GNRS�R�cKD�RXRSDL�@MC�FDS�SGD�NKCDQ�BNMRNKD
NTSOTS��5GHR�VHKK�AD�HM�SGD�6RDQ�)NLD�VHSG�SGD�cKDM@LD�]console.txt ^��1QDUHNTR�BNMRNKD�KNFR�EQNL�D@QKHDQ
RS@SHNM�DWDBTSHNMR�L@X�@KRN�AD�TRDETK��5GDX�VHKK�AD�KHRSDC�TMCDQ�]console_backup_YYMMDD_HHMM.txt ^�

5GD�RS@SHNM�C@S@A@RD�HR�@KV@XR�GDKOETK
�@MC�L@X�@KKNV�SDBGMHB@K�RTOONQS�SN�CDSDQLHMD�BNMcFTQ@SHNM�OQNAKDLR
SG@S�KD@C�SN�SGD�ADG@UHNQ�ADHMF�HMUDRSHF@SDC��5GD�RS@SHNM�C@S@A@RD�HR�HM�SGDconfig.bog cKD��*S�L@X�@KRN�AD
GDKOETK�SN�HMBKTCD�SGD�ETKK�RS@SHNM�TRHMF�SGD�RS@SHNM�BNOHDQ�

"R�@�CH@FMNRSHB�SNNK
�HS�HR�@�FNNC�HCD@�SN�BQD@SD�@�A@BJTO�CHRSQHATSHNM�cKD
�VGHBG�@KRN�BNMS@HMR�SGD�BKNTC
BDQSHcB@SDR��:NT�L@X�TRD�SGD8 NQJADMBG#@BJTO4DQUHBD�SN�BQD@SD�SGHR�cKD�NQ/H@F@Q@�$KNTC�4DQUHBDSN�@QBGHUD
A@BJTOR�HM�SGD�BKNTC�EQNL�VGDQD/H@F@Q@3DBNUDQ�B@M�QDSQHDUD�SGDL�

NOTE: *E�XNT�@QD�OQNUHCHMF�SDBGMHB@K�RTOONQS�VHSG�SGD�ANF�cKD�NQ�ETKK�RS@SHNM�BNOX
�AD�RTQD�SN�OQNUHCD�SGD
TRDQM@LD�@MC�O@RRVNQC�ENQ�SGD�RS@SHNM�

"TSGDMSHB@SNQ�HMENQL@SHNM
5GHR�HMENQL@SHNM�HR�O@QSHBTK@QKX�HLONQS@MS�HE�RTOONQS�ODQRNMMDK�MDDC�SN�L@JD�@MX�LNCHcB@SHNMR�SN�SGD�CDUHBD
QDFHRSQ@SHNM�

5GD�'DCDQ@SDC*CDMSHSX"TSGDMSHB@SNQ�HR�SGD�@TSGDMSHB@SNQ�ENQ�SGD/H@F@Q@�$KNTC�4THSD��*S�G@MCKDR�SGD�RS@SHNM�
RHCD�QDFHRSQ@SHNM�VHSG�SGD�'DCDQ@SDC�*CDMSHSX�4DQUHBD�@MC�OQNUHCDR�@�RDBTQD�BNMMDBSHNM�SN�SGD�/$4�HCDMSHSX
OQNUHCDQ�

5GD�31,�"TS GDMSHB@SNQ�HR�NMKX�QDKDU@MS�HE/H@F@Q@�%@S@�4DQUHBDHR�HMRS@KKDC��5GD�@TSGDMSHB@SNQ�RSystem Id
OQNODQSX�HR�HLONQS@MS�HE�HS�G@R�ADDM�ONOTK@SDC��,MNVHMF�SG@S�SGDSystem Id HR�DLOSX�HR�@KRN�TRDETK
�RN�MNSD�HE�HS
HR�DLOSX��5GD�SDWS�cDKC�RHYD�NESDM�OQDUDMSR�ETKK�CHROK@X�NE�SGD�U@KTDR
�RN�SGD�ADRS�@OOQN@BG�HR�SN�QHFGS�BKHBJ�NM
SGD31,�"TS31,�"TS GDMSGDMSHB@SNQHB@SNQ@MC�RDKDBS77HDVRHDVR� 4OX�3DLNSD4OX�3DLNSD��$NOX�SGD�DMSHQD�SDWS�NE�SG@S�O@FD�@MC�O@RSD�HS�HMSN�@
SDWS�cKD�

/DSVNQJ�R@MHSX�BGDBJR
*E�XNT�@QD�TM@AKD�SN�QDFHRSDQ�@�BNMSQNKKDQ�VHSG�SGD/H@F@Q@�$KNTC
�SGDRD�R@MHSX�BGDBJR�@QD�HMSDMCDC�SN�GDKO�XNT
HCDMSHEX�SGD�RNTQBD�NE�SGD�OQNAKDL�

6MENQSTM@SDKX
�@�BNMSQNKKDQ�L@X�MNS�OQNUHCD�SGD�ETKK�RODBSQTL�NE�SNNKR�@U@HK@AKD�SN�OQNAD�SGD�MDSVNQJ
DMUHQNMLDMS��GNVDUDQ
�XNT�B@M�QTM�@KK�SGD�A@RHB�BGDBJR�ADKNV�EQNL�SGD�BNMSQNKKDQ��*E�XNT�B@M�BNMMDBS�@�K@OSNO
SN�SGD�BNMSQNKKDQ�MDSVNQJ�XNT�VHKK�AD�@AKD�SN�QTM�SGD�SDRSR�HM�SGD�@CCHSHNM@K�BGDBJR�RDBSHNM�

/H@F@Q@�$KNTC�4DQUHBD�(THCD 5QNTAKDRGNNSHMF

+@MT@QX��
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$GDBJHMF�DMCONHMS�@U@HK@AHKHSX
5GHR�LNQD�@CU@MBDC�SDRS�@SSDLOSR�SN�QD@BG�SGD�VDA�DMCONHMSR�QDPTHQDC�ENQ�CDUHBD�QDFHRSQ@SHNM�VHSG�@�AQNVRDQ�
*E�XNT�@QD�HMRS@KKHMF�@�4TODQUHRNQ
�SGDRD�BGDBJR�RGNTKC�OQNUHCD�@CCHSHNM@K�HMENQL@SHNM�

Prerequisites:
: NT�G@UD�@�8HMCNVR�NQ�-HMTW�1$�BNMMDBSDC�SN�SGD�R@LD�MDSVNQJ�@R�SGD�BNMSQNKKDQ�

��4SDO 0ODM�@�AQNVRDQ�@MC�M@UHF@SD�SNhttps://api.niagara-cloud.com �
5GHR�RGNTKC�QDSTQM�@�+40/�ENQL@SSDC�QDRONMRD�

��4SDO /@UHF@SD�SNhttps://gaprodsystemauthentication.sentience.honeywell.com/api/
authentication/rpkchallenge �
5GHR�RGNTKC�QDSTQM�@M�9.-�ENQL@SSDC�DQQNQ�LDRR@FD�RS@SHMF�SG@S�SGD�RDQUHBD�CNDR�MNS�RTOONQS�SGD
(&5�LDS GNC�

��4SDO /@UHF@SD�SNhttps://gaprodregui.sentience.honeywell.com/api/swagger/public �
5GHR�RGNTKC�QDSTQM�@�+40/�ENQL@SSDC�QDRONMRD�

��4SDO *E�XNT�B@MMNS�QD@BG�SGD�DMCONHMSR
�@SSDLOS�SN�RDD�VGDQD�SGD�OQNAKDL�HR�TRHMF�SGD�SQ@BD�QNTSD
	SQ@BDQS
�8 HMCNVR�BNLL@MC�

5QNTAKDRGNNSHMF /H@F@Q@�$KNTC�4DQUHBD�(THCD

��� +@MT@QX��
�����



5GHR�RGNVR�SGD�O@SG�SGQNTFG�SGD�MDSVNQJ�SG@S�O@BJDSR�@QD�S@JHMF�

&MSQHDR�SG@S�FDS�@M�@RSDQHRJ�	� 
�QDOQDRDMS�MDSVNQJ�LDRR@FDR�SG@S�SHLDC�NTS��*E�@�GNRS�FDSR�SGQDD
@RSDQHRJR
�SGD�DMCONHMS�HR�DHSGDQ�CNVM�NQ�BNMcFTQDC�MNS�SN�QDRONMC�SN�OHMF�SQ@EcB��4DQUHBDR
QTMMHMF�HM�SGD�BKNTC�@QD�TRT@KKX�BNMcFTQDC�MNS�SN�QDRONMC�SN�OHMF�SQ@EcB��GNVDUDQ
�XNT�B@M�RDD�HE
NTQ�MDSVNQJ�SQ@EcB�HR�L@JHMF�HS�NTS�NE�SGD�KNB@K�MDSVNQJ�DMUHQNMLDMS�

*M�SGD�DW@LOKD�@ANUD
�KHMDR����@MC����QDONQS�@�QDRONMRD�EQNL�@�RDQUDQ�NVMDC�AX�"5�5 ��-HMDR���
SGQNTFG����QDONQS�QDRONMRDR�EQNL�.HBQNRNES�NVMDC�L@BGHMDR��5GHR�SDKKR�TR�SG@S�SGD�RS@SHNM�HR
@AKD�SN�QNTSD�NTS�NE�SGD�KNB@K�DMUHQNMLDMS�NMSN�SGD�OTAKHB�*MSDQMDS�

5GDRD�SQ@BDR�OQNUHCD�NSGDQ�HMENQL@SHNM��'NQ�DW@LOKD
�HE�@�GNRS�G@R�NMD�NQ�SVN�@RSDQHRJR�NM�HSR
KHMD
�SGD�GNRS�NQ�@�GNRS�KD@CHMF�TO�SN�HS�HR�CQNOOHMF�O@BJDSR��5GHR�CDFQ@CDR�ODQENQL@MBD�@MC
BNTKC�KD@C�SN�NSGDQ�OQNAKDLR��"�AHF�ITLO�HM�QDRONMRD�SHLDR�EQNL�NMD�KHMD�SN�SGD�MDWS�BNTKC
HMCHB@SHUD�@�ONSDMSH@K�MDSVNQJ�OQNAKDL�

3DFHRSQ@SHNM�HRRTDR
4DUDQ@K�OQNAKDLR�B@M�OQDUDMS�SGD�QDFHRSQ@SHNM�NE�CDUHBDR�VHSG�SGD/H@F@Q@�$KNTC�

%DUHBD�3DFHRSQ@SHNM�UHDV�CNDR�MNS�KN@C
*E�SGD�CDUHBD�QDFHRSQ@SHNM�CNDR�MNS�KN@C�SGDQD�@QD�RDUDQ@K�SGHMFR�XNT�B@M�CN�

$@TRD
5GD�SXOHB@K�B@TRD�NE�SGHR�QDFHRSQ@SHNM�OQNAKDL�HR�@�BNQQTOSDCBKNTC-HMJ'NQFD�TWLNCTKD��*E�XNT�RDD�@�VGHSD
RBQDDM�NE�CDK@X�@ESDQ�CNTAKD�BKHBJHMF�SGD3OJ"TS3OJ"TSGDMSGDMSHB@SNQHB@SNQ
�SGD�CDUHBD�QDFHRSQ@SHNM�VHCFDS�CHC�MNS�KN@C�

5HOR

_ 'HQRS
�V@HS�@ANTS�������RDBNMCR�@MC�QDEQDRG�SGD�UHDV��0BB@RHNM@KKX
�SGD�UHDV�OQDRDMS@SHNM�L@X�S@JD�@�KHSSKD
KNMFDQ�SG@M�DWODBSDC�SN�KN@C
�@MC�B@M�AD�QDRNKUDC�AX�@�UHDV�QDEQDRG�

_ 5QX�QDRS@QSHMF�XNTQ�AQNVRDQ�

_ *E�XNT�@QD�TRHMF8 NQJADMBG
�BKNRD�@MC�QDRS@QS�HS�

/H@F@Q@�$KNTC�4DQUHBD�(THCD 5QNTAKDRGNNSHMF

+@MT@QX��
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_ *E�SGD�VHCFDS�RSHKK�E@HKR�SN�KN@C
�NODM�@MNSGDQTWTWUHDV�@MC�BNMcQL�SG@S�@MNSGDQ�UHDV
�RTBG�@R�SGD6RDQ6RDQ
.@M@FDQ.@M@FDQNM�SGD6RDQ4DQUHBD6RDQ4DQUHBDKN@CR�RTBBDRRETKKX�

_ *E�SGD6RDQ�.@M@FDQ6RDQ�.@M@FDQUHDV�CNDR�MNS�KN@C
�SGDQD�L@X�AD�@�LNQD�FDMDQ@K�OQNAKDL�

_ *E�SGD6RDQ�.@M@FDQ6RDQ�.@M@FDQUHDV�KN@CR�RTBBDRRETKKX
�XNT�L@X�G@UD�@�OQNAKDL�VHSG�SGDTWLNCTKD�OQNUHCHMF
SGD%DUHBD�3DFHRSQ@S%DUHBD�3DFHRSQ@SHNMHNMUHDV��5GHR�BNTKC�AD�ADB@TRD�XNTQBKNTC-HMJ'NQFD�TWLNCTKD�G@R�ADDM
BNQQTOSDC��5GHR�B@M�G@OODM�HE�@M�*5�@KFNQHSGL�RSQHOR�ONSDMSH@KKX�C@MFDQNTR�cKDR�EQNL�VHSGHM�SGD��I@Q�cKD
VGDM�DL@HKHMF�HS�SN�NSGDQ�TRDQR��*MRS@KK�SGD�LNCTKDR�@F@HM�	RDD�]*MRS@KKHMF�RNESV@QD�LNCTKDR^
�

4NKTSHNM
*E�XNTQBKNTC-HMJ'NQFD�TWLNCTKD�HR�BNQQTOSDC
�NAS@HM�@�U@KHC�UDQRHNM�NE�SGD�LNCTKD
�DHSGDQ�AX�CNVMKN@CHMF�HS
CHQDBSKX�EQNL�SGD/H@F@Q@�$NLLTMHSX4NESV@QD�ONQS@K
�NQ�EQNL�@�SQTRSDC�RNTQBD�

$@MMNS�QD@BG�CDUHBD�QDFHRSQ@SHNM�VDA�RDQUHBD
5GHR�SNOHB�OQNUHCDR�GDKO�VGDM�SGD3OJ"TS3OJ"TSGDMSGDMSHB@SNQHB@SNQHR�OQDUDMSDC�EQNL�QD@BGHMF�SGD�CDUHBD�QDFHRSQ@SHNM�VDA
RDQUHBD�

$@TRD
5GHR�QDFHRSQ@SHNM�OQNAKDL�SXOHB@KKX�NBBTQR�VGDM�XNT�@QD�BNMMDBSDC�SN�SGD�RS@SHNM�TRHMF8 NQJADMBGNQ�@
AQNVRDQ�NM�@�L@BGHMD�SG@S�CNDR�MNS�G@UD�RTEcBHDMS�@BBDRR�SN�SGD�*MSDQMDS��5GD�RS@SHNM�GNRS�LTRS�G@UD�*MSDQMDS
@BBDRR�SN�@TSGDMSHB@SD�CHQDBSKX�VHSG�SGD�HCDMSHSX�OQNUHCDQ
�VGHBG�DM@AKDR�BKNTC�BNLLTMHB@SHNM��-@BJ�NE�*MSDQMDS
@BBDRR�OQDUDMSR�CDUHBD�QDFHRSQ@SHNM�

NOTE: 4TEcBHDMS�@BBDRR�LD@MR�MNS�NMKX�SG@S�SGD�L@BGHMD�G@R�@BBDRR�SN�SGD�*MSDQMDS
�ATS�SG@S�BDQS@HM�OQNWX�@MC
cQDV@KK�KHLHS@SHNMR�@QD�MNS�HM�DEEDBS��'NQ�CDS@HKR
�RDD�SGD�]3DPTHQDLDMSR^�SNOHB�HM�SGHR�FTHCD��:NTQ�MDSVNQJ
BNMcFTQ@SHNM�LTRS�R@SHREX�SGD�RS@SDC�QDPTHQDLDMSR�

5HO
5GD�ENKKNVHMF�DQQNQ�HM�SGD8 NQJADMBG7.
�MNS�SGD�RS@SHNM�7.
�BNMcQLR�SG@S�XNTQ�BKHDMS8 NQJADMBGNQ�AQNVRDQ
CNDR�MNS�G@UD�*MSDQMDS�@BBDRR
�NQ�HR�AKNBJDC�AX�OQNWX�NQ�cQDV@KK�QTKDR�EQNL�QD@BGHMF�@�MDBDRR@QX�CDRSHM@SHNM�

5QNTAKDRGNNSHMF /H@F@Q@�$KNTC�4DQUHBD�(THCD
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4NKTSHNM
&MRTQD�SG@S�XNTQ�BKHDMS�L@BGHMD�QTMMHMF8 NQJADMBGNQ�SGD�AQNVRDQ�G@R�*MSDQMDS�@BBDRR�ADENQD�@SSDLOSHMF
CDUHBD�QDFHRSQ@SHNM��"KRN
�L@JD�RTQD�SG@S�SGD�63-R�RODBHcDC�HM�SGD�]3DPTHQDLDMSR^�SNOHB�NE�SGHR�FTHCD�@QD
@BBDRRHAKD�SN�SGD�BKHDMS�L@BGHMD
�@MC�@QD�MNS�AKNBJDC�AX�@�MDSVNQJ�OQNWX�NQ�cQDV@KK�BNMcFTQ@SHNM�

$NMMDBSHNM�HRRTDR
5GDQD�@QD�RDUDQ@K�QD@RNMR�VGX�@�BNMMDBSNQ�LHFGS�MNS�AD�@AKD�SN�RDMC�C@S@�SN�SGD/H@F@Q@�$KNTCSGQNTFG�SGD
*N5�)TA��.@MX�NE�SGDL�QDK@SD�SN�HRRTDR�NTSRHCD�NE/H@F@Q@$KNTC4DQUHBD/H@F@Q@$KNTC4DQUHBD�

'DCDQ@SDC�HCDMSHSX�CNDR�@�OQNUHRHNMHMF�BGDBJ�DUDQX����LHMTSDR��*E�HS�cMCR�@M�TMQDFHRSDQDC3OJ"TS3OJ"TSGDMSGDMSHB@SNQHB@SNQ@S
SGD�DMC�NE�SG@S�BGDBJ
�HS�SQHDR�SN�QDFHRSDQ�SGD�@TSGDMSHB@SNQ��5GD3OJ"TS3OJ"TSGDMSGDMSHB@SNQHB@SNQHR�CHR@AKDC�TMSHK�SGD�OQNBDRR
QDSTQMR�@�RTBBDRR�QDFHRSQ@SHNM�RS@STR�QDRONMRD�

$@MMNS�BNMMDBS�SN�SGD�BKNTC
"�LDRR@FD�SG@S�HMCHB@SDR�@�E@HKTQD�SN�BNMMDBS�SN�SGD�BKNTC�L@X�QDPTHQD�RODBH@K�@BSHNM�

��4SDO 4DS�SGDBKNTC-HMJ�SQ@MRONQS�@LPO@MCBKNTC-HMJ�SQ@MRONQS�@LPO�BKHDMSKNF�KDUDKR�@S�KD@RS�SN�'*/&�
: NT�L@X�RDS�SGDL�SN�@M�DUDM�cMDQ�KDUDK
�RTBG�@R�'*/&3
�'*/&45�NQ�"--
�@KSGNTFG
�SGD�cMDQ�XNT�RDS
SGD�KNF�KDUDK
�SGD�LNQD�C@S@�SGD�KNF�OQNCTBDR�

��4SDO $NMcQL�SG@S�XNTQ�CDUHBD�HR�DM@AKDC�

/H@F@Q@�$KNTC�4DQUHBD�(THCD 5QNTAKDRGNNSHMF

+@MT@QX��
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5GHR�KNF�HMCHB@SDR�SG@S�SGD�*N5�)TA�G@R�AKNBJDC�XNTQ�CDUHBD�CTD�SN�RDMCHMF�SNN�LTBG�SQ@EcB�

*M�SGD�RBQDDM�B@OSTQD�@ANUD
�@KK�SGD�@TSGDMSHB@SHNM�RSDOR�QDSTQM�@M�)551�3DRONMRD�$NCD�NE����
	RDD�KHMDR��
��
�@MC����

�HMCHB@SHMF�RTBBDRR��5GD�DWBDOSHNM�NBBTQR�NMKX�VGDM�@SSDLOSHMF�SN
DRS@AKHRG�SGD�*N5�)TA�BNMMDBSHNM�	RDD�KHMDR���`���
�

*E�SGHR�HR�G@OODMHMF
�XNTQ�CDUHBD�L@X�AD�AKNBJDC�	SG@S�HR
�SGQNSSKDC
�AX�SGD�/H@F@Q@�$KNTC�CTD�SN
RDMCHMF�SNN�LTBG�SQ@EcB�@S�RNLD�ONHMS��:NT�RGNTKC�G@UD�QDBDHUDC�@M�DL@HK�HMCHB@SHMF�SG@S�SGD
CDUHBD�G@R�ADDM�AKNBJDC�

��4SDO *E�XNT�QDBDHUDC�@M�DL@HK
�BNMS@BS�RTOONQS�@MC�QDPTDRS�SG@S�XNTQ�CDUHBD�R�@AHKHSX�SN�BNMMDBS�VHSG�SGD
BKNTC�OK@SENQL�AD�QD�DM@AKDC�

��4SDO *E�XNT�CHC�MNS�QDBDHUD�@M�DL@HK
�@MC�XNT�@QD�BNMMDBSHMF�ENQ�SGD�cQRS�SHLD�SN�SGD�BKNTC
�SGDQD�L@X
AD�@�OQNAKDL�VHSG�SGD�DL@HK�@CCQDRRDR�NM�cKD�ENQ�SGHR�RXRSDL��8NQJ�VHSG�RTOONQS�SN�RDS�SGD�OQNODQ
MNSHcB@SHNM�BNMcFTQ@SHNM�@MC�QD�DM@AKD�XNTQ�CDUHBD\R�@AHKHSX�SN�BNMMDBS�

"TSGDMSHB@SNQ�JDXR�@QD�KNRS
5GHR�@OOKHDR�SN�@KK�MNM�2/9�RS@SHNMR��$NMSQNKKDQR�RGNTKC�TRD�G@QCV@QD�DMBQXOSHNM�

*E�XNTQ�RS@SHNM�NTSOTS�@OOD@QR�@R�RGNVM�GDQD�

5QNTAKDRGNNSHMF /H@F@Q@�$KNTC�4DQUHBD�(THCD
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*M�@CCHSHNM
�XNTQ3OJ"TS3OJ"TSGDMSGDMSHB@SNQHB@SNQOQNODQSHDR�@OOD@Q�@R�RGNVM�GDQD�

Figur e 21. 4S@SHNM�NTSOTS

/H@F@Q@�$KNTC�4DQUHBD�(THCD 5QNTAKDRGNNSHMF
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XNTQ�RS@SHNM�CNDR�MNS�G@UD�SGD�QDPTHQDC�OTAKHB�OQHU@SD�JDX�O@HQ�RSNQDC�HM�HSR�6RDQ�,DX�4SNQD�SG@S�HS�MDDCR�SN
@TSGDMSHB@SD�SN�SGD/H@F@Q@�$KNTC�

5N�BNMcQL�SGHR
�BGDBJ�SGD6RDQ�,DX�4SNQ6RDQ�,DX�4SNQDDS@A�NE�SGD$DQS$DQSHcB@SD�.@M@FDQHcB@SD�.@M@FDQENQ�@�JDX�VHSG�@M�@KH@R�L@SBGHMF�SGD
RS@SHNM�M@LD��5GHR�@KH@R�VHKK�AD�@KK�KNVDQB@RD
�OQDE@BDC�VHSG�]BKNTC?^�@MC�VHSG�GXOGDMR�QDOK@BHMF�@MX
TMCDQRBNQDR�HM�SGD�RS@SHNM�M@LD��*E�XNT�CN�MNS�RDD�SGD�@KH@R�ENQ�XNTQ�RS@SHNM
�XNTQ�RS@SHNM�B@MMNS�QDFHRSDQ
ADB@TRD�HS�CNDR�MNS�G@UD�SGD�MDBDRR@QX�JDX�O@HQ��5GD�RS@SHNM�HR�QDFHRSDQDC�VHSG�SGD�BKNTC
�ATS�B@MMNS
@TSGDMSHB@SD�

NOTE: *E�SGD�JDX�O@HQ�HR�LHRRHMF�VGDM�SGD�RS@SHNM�RS@QSR
�SGD�RS@QSTO�OQNBDRR�FDMDQ@SDR�@�MDV�JDX�O@HQ

GNVDUDQ
�SGHR�JDX�O@HQ�HR�MNS�QDFHRSDQDC�VHSG�SGD�BKNTC�RN�SGD�CDUHBD�B@MMNS�@TSGDMSHB@SD�TRHMF�HS�

4NKTSHNM
*E�SGHR�HR�@�MDV�RS@SHNM
�BNMS@BS�RTOONQS�SN�QDLNUD�SGD�QDFHRSQ@SHNM�VHSG�SGD/H@F@Q@�$KNTC
�@MC�QDFHRSDQ�SGD
CDUHBD�@F@HM�

"KV@XR�JDDO�@�BTQQDMS�A@BJTO�CHRSQHATSHNM�cKD�NE�SGD�RS@SHNM�OK@SENQL�SG@S�BNMS@HMR�SGD�BDQSHcB@SDR��:NT�L@X
@KRN�DWONQS�SGD�BDQSHcB@SDR�VHSG�SGDHQ�OQHU@SD�JDXR�RN�SG@S�XNT�SGDL�HM�B@RD�NE�ETSTQD�MDDC��4SNQD�@MX�DWONQSDC
JDXR�HM�@�R@ED�OK@BD
�OQDEDQ@AKX�NEE�B@LOTR�

*E�SGHR�HR�@M�DWHRSHMF�RS@SHNM�@MC
�@S�RNLD�ONHMS
�XNT�DWONQSDC�SGD�JDXR�EQNL�SGD�RS@SHNM\R6RDQ�,DX�4SNQ6RDQ�,DX�4SNQDD
�SQX
HLONQSHMF�SGDL�A@BJ�HMSN�XNTQ6RDQ�,DX�4SNQ6RDQ�,DX�4SNQDDTRHMF�SGD$DQS$DQSHcB@SD�.@M@FDQHcB@SD�.@M@FDQ��*E�SGD�cKD�BNMS@HMR�SGD�BNQQDBS
JDXR
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Chapter 6. Tuning
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5GD�BNLOQDRRHNM�BGNHBD�HR�TRT@KKX�RODBHcDC�AX�SGD�BKNTC�OK@SENQL��4NLDSHLDR�SGDQD�HR�@M�NOSHNM�VGDSGDQ
SN�TRD�BNLOQDRRHNM�NQ�MNS��.NRS�NE�SGD�C@S@�LDRR@FDR�RDMS�AX/H@F@Q@�$KNTC�4DQUHBD@BGHDUD�GHFG

/H@F@Q@�$KNTC�4DQUHBD�(THCD 5TMHMF

+@MT@QX��
����� ���



BNLOQDRRHNM�Q@SDR
�RN�HE�HS�HR�@M�NOSHNM�ENQ�SGD�BKNTC�OK@SENQL
�HS�HR�QDBNLLDMCDC�SN�TRD�HS�

NOTE: .DRR@FD�RHYD�KHLHSR�@QD�OQD�BNLOQDRRHNM�RN�HE�XNT�STQM�BNLOQDRRHNM�NEE�SGD�L@WHLTL�LDRR@FD�RHYD
L@X�MDDC�SN�AD�@CITRSDC��'NQ�DW@LOKD�SGD�*N5)TA�G@R�@�L@WHLTL�LDRR@FD�RHYD�NE�����,#�ATS�SGD�BG@MMDKR
SG@S�TRD�HS�G@UD�@�CDE@TKS�L@W�LDRR@FD�RHYD�NE���.#��4N�HE�BNLOQDRRHNM�HR�STQMDC�NEE�SGDM�SGD�L@WHLTL
LDRR@FD�RHYD�MDDCR�SN�AD�@CITRSDC�CNVM�SN����,#�

_ Message Thr ottling Limit

4NLD�BKNTC�OK@SENQLR�L@X�G@UD�@�KHLHS�SN�SGD�MTLADQ�NE�LDRR@FDR�SG@S�B@M�AD�RDMS�VHSGHM�@�SHLD�EQ@LD��*M
@CCHSHNM
�BNMMDBSHNM�NUDQ�@�M@QQNV�NQ�LDSDQDC�A@MCVHCSG�BNMMDBSHNM�L@X�QDPTHQD�KHLHSHMF�SGD�C@S@�dNV
Q@SD��5GHR�KHLHS�VHKK�B@TRD�SGD/H@F@Q@$KNTC4DQUHBDSN�SGQNSSKD�SGD�MTLADQ�NE�LDRR@FDR�RDMS�SGQNTFG�SGHR
SQ@MRONQS�SN�SGHR�MTLADQ�ODQ�RDBNMC��5GHR�HR�@�RKHCHMF�VHMCNV
�@MC�VGDM�SGD�VHMCNV�HR�ETKK
�SGD�SQ@MRONQS
VHKK�RHLOKX�O@TRD�LDRR@FD�CDKHUDQX��"�U@KTD�NE�YDQN�HMCHB@SDR�MN�SGQNSSKHMF�

$G@MMDKR
&@BG�BG@MMDK�G@R�@$G@MMDK�$NMcFNAIDBS
�VGDQD�LNRS�STMHMF�O@Q@LDSDQR�@QD�BNMS@HMDC��"R�VHSG�SGD�QDRS�NE
/H@F@Q@�$KNTC�4DQUHBD
�SGDQD�RGNTKC�MNS�AD�LTBG�STMHMF�MDDCDC�ADB@TRD�SGD�CDE@TKSR�@QD�BGNRDM�SN�NOSHLHYD
BNLLTMHB@SHNM�ENQ�LNRS�RBDM@QHNR��5GDQD�@QD�@�EDV�BNLLNM�BNMcFTQ@SHNM�NOSHNMR�ENQ�LNRS�BG@MMDKR��$G@MMDKR
VHSG�BNMcFTQ@SHNM�OQNODQSHDR�ADXNMC�SGD�BNLLNM�NMDR�@QD�CHRBTRRDC�MDWS�

$NLLNM�OQNODQSHDR

_ Channel Queue

_ 5GHR�PTDTD�GNKCR�LDRR@FDR�QDKDU@MS�SN�SGD�BG@MMDK��5GD�PTDTD�RHYD�B@M�AD�BNMcFTQDC�SN�GNKC�LNQD�NQ
EDVDQ�LDRR@FDR��*M�@CCHSHNM
�SGD�PTDTD�VDHFGS�B@M�AD�BNMcFTQDC��5GD�SQ@MRONQS�K@XDQ�TRDR�@�VDHFGSDC
QNTMC�QNAHM�@OOQN@BG�SN�@BBDOS�LDRR@FDR
�RN�HMBQD@RHMF�SGD�VDHFGS�NM�NMD�PTDTD�VHKK�B@TRD�HSR�LDRR@FDR
SN�AD�RDMS�LNQD�EQDPTDMSKX�SG@M�LDRR@FDR�EQNL�NSGDQ�PTDTDR��5GHR�L@X�AD�TRDETK�HE�XNT�MDDC�SN�DMRTQD
SG@S�BDQS@HM�LDRR@FD�SXODR�KHJD�@K@QLR�@QD�RDMS�VHSG�OQHNQHSX�NUDQ�SDKDLDSQX�C@S@��*S�HR�MNS�QDBNLLDMCDC
SN�LNCHEX�SGDRD�O@Q@LDSDQR�TMKDRR�XNT�G@UD�CDSDQLHMDC�SG@S�MDDCDC�LDRR@FDR�@QD�ADHMF�GDKC�TO�AX�KDRR
HLONQS@MS�NMDR�

_ Max Message Size

_ 5GHR�RODBHcDR�SGD�K@QFDRS�LDRR@FD�SG@S�SGD�BG@MMDK�VHKK�RDMC�*M�FDMDQ@K
�A@MCVHCSG�HR�NOSHLHYDC�AX�EDVDQ
K@QFDQ�LDRR@FDR
�SG@M�AX�L@MX�RL@KK�LDRR@FDR
�RN�SGHR�RHYD�HR�FDMDQ@KKX�K@QFD�

$NLL@MCR
5GD$NLL@MCRBG@MMDK�@KKNVR�BNMcFTQ@SHNM�NE�SGD�HMCHUHCT@K�BNLL@MCR�JMNVM�AX�SGD�RXRSDL��"KK�BNLL@MCR
B@M�AD�HMCHUHCT@KKX�DM@AKDC�NQ�CHR@AKDC��5GD�CDE@TKS�HR�DM@AKDC
�@MC�HS�HR�MNS�QDBNLLDMCDC�SN�CHR@AKD�SGDL
TMKDRR�XNT�@QD�RODBHcB@KKX�G@UHMF�@�OQNAKDL�VHSG�@�BNLL@MC��4NLD�BNLL@MCR�G@UD�@CCHSHNM@K�BNMcFTQ@SHNM
O@Q@LDSDQR�

_ Application IDs (Honeywell Forge)

5GDQD�@QD�RNLD�@OOKHB@SHNM�HCR�SG@S�@QD�BNMcFTQDC�HM�SGD$NLL@MCRBNMS@HMDQ
�SG@S�@KKNV'NQFD
@OOKHB@SHNMR�SN�RDMC�BNLL@MCR�SN�SGD�RXRSDL��5GDRD�RGNTKC�MNS�AD�LNCHcDC�

_ Write Commands

8 QHSD�BNLL@MCR�G@UD�@�CDE@TKS�OQHNQHSX�@MC�CTQ@SHNM�SG@S�VHKK�AD�TRDC�VGDM�SGD�B@KKHMF�@OOKHB@SHNM�G@R�MNS
OQNUHCDC�NMD��:NT�B@M�@CITRS�SGHR�NM�D@BG�NE�SGD�VQHSD�BNLL@MCR�SN�BNMcFTQD�GNV�VQHSDR�VHKK�AD�G@MCKDC�

_ Command Queue

5GHR�PTDTD�HR�VGDQD�HMBNLHMF�BNLL@MCR�@QD�RSNQDC�SN�@V@HS�DWDBTSHNM��8GDM�@�BNLL@MC�BNLDR�EQNL�SGD
BKNTC�HS�HR�DMPTDTDC
�@MC�SGD�QDRTKS�NE�SGD�BNLL@MC�HR�QDSTQMDC�@RXMBGQNMNTRKX��5GHR�@KKNVR�ENQ�BNLL@MC
DWDBTSHNM�SN�MNS�GNKC�TO�SGD�QDRONMRD�SG@S�HS�V@R�QDBDHUDC�

)D@QSAD@S

5GD)D@QSAD@SBG@MMDK�RDMCR�@�LDRR@FD�SN�HMENQL�SGD�BKNTC�SG@S�SGD�RXRSDL�HR�RSHKK�GD@KSGX��HS�HR�@M@KNFNTR�SN
SGD�]OHMF^�LDRR@FD�RDMS�AX/H@F@Q@CQHUDQR��5GD�CDE@TKS�EQDPTDMBX�ENQ�SGHR�GD@QSAD@S�LDRR@FD�HR���LHMTSDR


5TMHMF /H@F@Q@�$KNTC�4DQUHBD�(THCD
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ATS�B@M�AD�@CITRSDC�HE�MDDCDC��*S�VNTKC�AD�QDBNLLDMCDC�SN�RDS�SGHR�@R�GHFG�@R�ONRRHAKD
�RTAIDBS�SN�SGD�BKNTC
OK@SENQL�R�MDDCR�ENQ�HCDMSHEXHMF�E@HKDC�RXRSDLR
�@R�HS�OQNUHCDR�KHSSKD�U@KTD�@MC�BNMRTLDR�LDRR@FHMF�A@MCVHCSG�

)HRSNQHDR
5GD)HRSNQHDRBG@MMDK�@KKNVR�SGD�DWONQS�NE�GHRSNQHDR�EQNL�SGD/H@F@Q@GHRSNQX�C@S@A@RD�SN�SGD�BKNTC�OK@SENQL�
5GHR�HR�CNMD�VHSG$KNTC�)HRSNQX�&WONQS�$NMcFR
�VGHBG�@QD�BNMcFTQDC�VHSG�@M�DWDBTSHNM�SHLD�SQHFFDQ
�@MC
BNMS@HM�@�KHRS�NE�GHRSNQHDR�&WONQS�$NMcFR@QD�BNMcFTQDC�HM�SGD$KNTC�)HRSNQX�&WONQS�.@M@FDQ$KNTC�)HRSNQX�&WONQS�.@M@FDQUHDV
�VGDQD
GHRSNQHDR�B@M�AD�CHRBNUDQDC�@MC�@RRHFMDC�SN&WONQS�$NMcFR
�NQ�HMBKTCDC�DWBKTCDC�EQNL�SGD"TSN�&WONQS
$NMcF�

.@W�$NMBTQQDMS�&WONQS�&WDBTSHNMR
*E�SGD"TSN�&WONQSHR�DM@AKDC
�HS�DWONQSR�"--�GHRSNQHDR�HM�SGD�RS@SHNM
�DWBDOS�ENQ�SGNRD�SG@S�@QD�@CCDC�SN�HSR
DWBKTRHNM�KHRS��8GDM�XNT�DM@AKD�SGHR
�L@JD�RTQD�SG@S�XNT�G@UD�DWBKTCDC�@MXSGHMF�XNT�CN�MNS�V@MS�RDMS�SN�SGD
BKNTC�OK@SENQL�

0SGDQ$NMcFRTRD�@M�HMBKTCD�@OOQN@BG
�RN�XNT�MDDC�SN�@RRHFM�@�GHRSNQX�SN�SG@S�BNMcF�ENQ�HS�SN�AD�DWONQSDC�
/NSD�SG@S�@�GHRSNQX�B@M�AD�@RRHFMDC�SN�@S�LNRS�NMD�BNMcF�

CAUTION: " UNHC�C@S@�CTOKHB@SHNM��:NT�B@M�@RRHFM�@�GHRSNQX�SN�@M�DWONQS�BNMcF�ENQ�DWONQSHMF
�@MC�@KRN�DWBKTCD
HS�HM�SGD"TSN�&WONQS�$NMcF��*M�E@BS
�SG@S�HR�SGD�RSQNMFKX�QDBNLLDMCDC�BNMcFTQ@SHNM��*E�SGD"TSN�&WONQS�$NMcF
HR�TRDC�HM�@CCHSHNM�SN�QDFTK@Q&WONQS�$NMcFR
�XNT�RGNTKC�L@JD�RTQD�SG@S�GHRSNQHDR�HM�SGD&WONQS�$NMcF@QD
DWBKTCDC�EQNL�SGD"TSN�&WONQS�$NMcFSN�@UNHC�C@S@�CTOKHB@SHNM�HM�SGD�BKNTC�OK@SENQL�

NOTE: )HRSNQHDR�SG@S�@QD�RNTQBDC�AX�ONHMSR�SG@S�@QD�DWBKTCDC�EQNL�SGD�BKNTC�	RDD�1NHMSR��&WBKTCHMF�ONHMSR

@QD�MNS�HMBKTCDC�ENQ�RDKDBSHNM�HM�SGD�TRDQ�HMSDQE@BD��5GD�GHRSNQX�VHKK�MNS�AD�DWONQSDC�DUDM�HE�SGD�GHRSNQX�HR�HM�SGD
&WONQS�$NMcF�

5GHR�FNUDQMR�GNV�L@MX�RHLTKS@MDNTR�SGQD@CR�VHKK�AD�TRDC�SN�DWONQS�GHRSNQX�C@S@��6RHMF�LNQD�SGQD@CR�	TO�SN
SGD�MTLADQ�NE�DWONQS�ONKHBHDR�SG@S�@QD�TRDC
�VHKK�@KKNV�SGD�DWONQS�SN�OQNBDDC�LNQD�PTHBJKX
�ATS�L@X�S@W�SGD
QDRNTQBDR�NE�DHSGDQ�SGD�F@SDV@X
�NQ�SGD�BNMMDBSHNM�A@MCVHCSG�

.DRR@FHMF

5GDQD�@QD�MN�RODBHcB�BNMcFTQ@SHNM�OQNODQSHDR�HM�SGD.DRR@FHMFBG@MMDK
�ATS�HS�HR�VNQSG�MNSHMF�SG@S�HS�TRDR
LTKSHOKD�SQ@MRONQSR
�ADB@TRD�HS�HR�TRDC�AX�NSGDQ�BNLONMDMSR�ENQ�RDMCHMF�HMCHUHCT@K�LDRR@FDR�

.NCDK
_ 5GD.NCDKBG@MMDK�TRDR�RDUDQ@K�BNMcFTQ@SHNM�OQNODQSHDR�SN�BNMSQNK�GNV�LNCDK�HMENQL@SHNM�HR�BQD@SDC�@MC

RDMS��:NT�B@M�BNMSQNK�VGDSGDQ�SGD�LNCDK�cKD�HR�RDMS�SN�SGD�BKNTC
�@MC�VGDSGDQ�@�BNOX�NE�HS�HR�RSNQDC�KNB@KKX�
*M�@CCHSHNM
�SGD�RS@STR�NE�SGD�OQNBDRRHMF�NE�SGD�LNCDK�HMENQL@SHNM�B@M�AD�RDDM�GDQD��:NT�RGNTKC�MNS�MDDC
SN�@CITRS�SGDRD�O@Q@LDSDQR�HM�LNRS�B@RDR�

_ Cloud Id Export Policy

5GD$NLONMDMS&WONQS1NKHBX@KKNVR�SGD�DWONQS�NE�RS@SHNM�BNLONMDMSR�SN�@�LNCDK�RDQUHBD��5GHR�B@M�AD
BNMcFTQDC�VHSG�@M�DWDBTSHNM�SHLD�SQHFFDQ
�@KSGNTFG�HM�LNRS�B@RDR�LNCDK�RXMBGQNMHY@SHNM�HR�@�L@MT@K
@BSHNM�CNMD�NMBD�SGD�RXRSDL�HR�OQNODQKX�BNMcFTQDC
�@MC�NMKX�QDOD@SDC�HE�SGD�RHSD�RXRSDL�BNMcFTQ@SHNM
BG@MFDR�

_ Scope a�HR�TRDC�SN�BNMSQNK�VGDQD�BNLONMDMSR�@QD�DWONQSDC�EQNL�

_ Component T ypes a�HR�TRDC�SN�HCDMSHEX�SGD�RS@SHNM�SXODR�SG@S�VHKK�AD�HMBKTCDC�HM�SGD�LNCDK
HMENQL@SHNM�DWONQSDC�SN�SGD�BKNTC�OK@SENQL�

/H@F@Q@�$KNTC�4DQUHBD�(THCD 5TMHMF

+@MT@QX��
����� ���



1NHMSR
5GD1NHMSRBG@MMDK�DWONQSR�RS@SHNM�BNMSQNK�ONHMSR�SN�SGD�BKNTC�OK@SENQL��*M�L@MX�B@RDR
�SGHR�DMCR�OQNUHCHMF�@
C@S@�RSQD@L�RHLHK@Q�SN�VG@S�SGD)HRSNQHDRBG@MMDK�OQNUHCDR
�ATS�HS�HR�@��RM@ORGNS��NE�SGD�ONHMS�R�U@KTD��*S�BNTKC
AD�TRDC�SN�QDCTBD�SGD�GHRSNQX�C@S@A@RD�RHYD�MDDCR�NM�SGD�RS@SHNM
�@KSGNTFG�HS�CNDR�MNS�MDBDRR@QHKX�B@OSTQD
DUDQX�BG@MFD�NE�U@KTD
�@R�SGD�ONHMS�R�HMRS@MS@MDNTR�U@KTD�HR�B@OSTQDC�@S�D@BG�DWONQS��5GD�ONHMS�DWONQS�HR
BNMSQNKKDC�VHSG1NHMS�&WONQS�1NKHBHDR��&@BG�ONKHBX�RODBHcDR�ONHMSR�SN�AD�B@OSTQDC
�@MC�@�EQDPTDMBX�@S�VGHBG�SN
DWONQS�SGD�C@S@�

_ Custom Point Queries

5GHR�cDKC�HR�@M0Q0QC�-HRSC�-HRSSG@S�RODBHcDR�VGHBG�ONHMSR�VHKK�AD�DWONQSDC��:NT�B@M�TRD�SGHR�SN�S@HKNQ�SGD�KHRS�NE
ONHMSR�RODBHcB@KKX�ENQ�SGD�ONKHBX�

_ Excluding points

.TK SHOKD�ONKHBHDR�B@M�AD�TRDC�SN�B@OSTQD�UDQX�FQ@MTK@Q�BGNHBDR�HM�VGHBG�ONHMSR�SN�DWONQS�@MC�MNS�DWONQS�
1NHMSR�B@M�AD�DWBKTCDC�EQNL�SGD�DWONQS�TRHMF�SGDMB�DWBKTCDCS@F�

_ Max Concurr ent Export Executions

5GHR�FNUDQMR�GNV�L@MX�RHLTKS@MDNTR�SGQD@CR�VHKK�AD�TRDC�SN�DWONQS�ONHMS�C@S@��6RHMF�LNQD�SGQD@CR�	TO�SN
SGD�MTLADQ�NE�DWONQS�ONKHBHDR�SG@S�@QD�TRDC
�VHKK�@KKNV�SGD�DWONQS�SN�OQNBDDC�LNQD�PTHBJKX
�ATS�L@X�S@W
SGD�QDRNTQBDR�NE�DHSGDQ�SGD�F@SDV@X
�NQ�SGD�BNMMDBSHNM�A@MCVHCSG�

5TMHMF /H@F@Q@�$KNTC�4DQUHBD�(THCD
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Chapter 7. Appendix
5GHR�RDBSHNM�OQNUHCDR�RTOOKDLDMS@QX�HMENQL@SHNM�@MC�BK@QHcB@SHNM�SNOHBR�

$NMcFTQHMF�SGD�RS@SHNM�SN�QDBDHUD�BNLL@MCR
5GD�$KNTC"TSGDMSHB@SHNM4BGDLD
�VGHBG�HR�@CCDC�@TSNL@SHB@KKX�SN�SGD�RS@SHNM\R�"TSGDMSHB@SHNM4BGDLDR�MNCD
�HR
QDPTHQDC�SN�BNMcFTQD�@S�KD@RS�NMD$DQS5$DQS5QTRS.@OOHMFQTRS.@OOHMFNQ+VJR5+VJR5QTRS.@OOHMFQTRS.@OOHMFBNLONMDMS�

NOTE: 'NQ�RTBBDRRETK�BNMcFTQ@SHNM
�XNT�MDDC�SN�G@UD�@S�KD@RS�NMD$DQS5$DQS5QTRS.@OOHMFQTRS.@OOHMFNQ+VJR5+VJR5QTRS.@OOHMFQTRS.@OOHMF�
: NT�B@M�G@UD�LNQD�SG@M�NMD�@MC�XNT�B@M�G@UD�@MX�BNLAHM@SHNM�XNT�V@MS�HM�NQCDQ�SN�DM@AKD�XNTQ�RS@SHNM�SN
@BBDOS�SNJDMR�EQNL�@KK�CDRHQDC�SNJDM�OQNUHCDQR�

"CC HMF�@�$DQS5QTRS.@OOHMF
5GHR�OQNBDCTQD�CDRBQHADR�GNV�SN�@CC�@�$DQS5QTRS.@OOHMF�SN�@�RS@SHNM�

Prerequisites:

_ 5GD�OTAKHB�BDQSHcB@SD�NE�XNTQ�SNJDM�OQNUHCDQ�

_ 5GD�$KNTC"TSGDMSHB@SHNM4BGDLD�HR�@KQD@CX�HMRS@KKDC�

_ 5GDBKNTC-HMJO@KDSSD�HR�NODM�

��4SDO *M�SGD�/@U�O@MD
�DWO@MC4DQUHBDR4DQUHBDR� 1K@SENQL4DQUHBDR1K@SENQL4DQUHBDR� $DQS.@M@FDQ4DQUHBD$DQS.@M@FDQ4DQUHBD�

��4SDO 4DKDBS�SGD6RDQ�56RDQ�5QTRS�4SNQQTRS�4SNQDDS@A�

��4SDO $KHBJ�SGD*LONQS*LONQSATSSNM�

��4SDO #QNVRD�SN�SGD�KNB@SHNM�NE�XNTQ�SNJDM�OQNUHCDQ�R�OTAKHB�BDQSHcB@SD�cKD�@MC�NODM�HS�

��4SDO &MSDQ�@M�@KH@R�ENQ�SGD�BDQSHcB@SD�@MC�BKHBJ0,0, �

��4SDO *M�SGD�/@U�SQDD
�DWO@MC"TS"TSGDMSGDMSHB@SHB@SHNM4DQUHBDHNM4DQUHBD� � $KNTC"TS$KNTC"TSGDMSGDMSHB@SHB@SHNM4BGDLDHNM4BGDLDBNLONMDMS�

��4SDO 'QNL�SGDBKNTC-HMJO@KDSSD
�CQ@F�@$DQS5QTRS.@OOHMFBNLONMDMS�NMSN�SGD5QTRS�.@M@FDQMNCD
TMCDQ�SGD$KNTC"TSGDMSHB@SHNM4BGDLDHM�SGD�/@U�SQDD�

��4SDO 0ODM�SGD1Q1QNODQSX�4GDDSNODQSX�4GDDSUHDV�NM�SGD�MDV$DQS5QTRS.@OOHMFBNLONMDMS�

/H@F@Q@�$KNTC�4DQUHBD�(THCD "OODMCHW
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NOTE: 5GD�@OO�*C�U@KTD�HR�QDPTHQDC�ENQ�$DQS5QTRS.@OOHMF�SN�VNQJ�ENQ�SGD�@OOKHB@SHNM�*%�

��4SDO *M�SGDApp Id cDKC
�DMSDQ�SGD)NMDXVDKK�'NQFD@OOKHB@SHNM�*%�

NOTE: "�U@KHC�U@KTD�HR�QDPTHQDC�ENQ�SGD�L@OOHMF�SN�AD�RTBBDRRETK�

���4SDO *M�SGDExpected Jwt Issuer cDKC
�DMSDQ�SGD�U@KTD�NE�SGD�SNJDM�HRRTDQ�]HRR^�cDKC�	SXOHB@KKX�SGD�63-
NE�SGD�TRDQ�HCDMSHSX�OQNUHCDQ
�

NOTE: 5GD�U@KTD�ENQ�SGD�5NJDM�HRRTDQ�]HRR^�cDKC�LTRS�SN�AD�OQNUHCDC�AX�SGD�%DUDKNODQ�*MSDFQ@SNQ
CTQHMF�$DQSHcB@SD�5QTRS�.@OOHMF�BNMcFTQ@SHNM�

���4SDO *M�SGDExpected Jwt Audience cDKC
�DMSDQ�SGD�U@KTD�NE�SGD�SNJDM�@TCHDMBD�]@TC^�cDKC�

#X�CDE@TKS
�HS�HR�]/H@F@Q@�$KNTC�4DQUHBD^
�ATS�SGHR�L@X�AD�BG@MFDC�SN�L@SBG�SGD�U@KTD�OQDRDMS�HM
SGD�+85�ENQ�SGNRD�OQNUHCDQR�SG@S�CN�MNS�G@UD�@�ETKKX�BNMcFTQ@AKD�@TCHDMBD�cDKC��'NQ�DW@LOKD

4@KDRENQBD�OQDODMCR�SGD�4@KDRENQBD�@OOKHB@SHNM�*C�	MNS�SN�AD�BNMETRDC�VHSG�SGD)NMDXVDKK�'NQFD
@OOKHB@SHNM�*C
�NMSN�SGD�@TCHDMBD�

���4SDO *M�SGD Certificate Alias cDKC
�DWO@MC�SGD�CQNOCNVM�@MC�RDKDBS�SGD�@KH@R�NE�SGD�BDQSHcB@SD
SG@S�V@R�HLONQSDC�@ANUD�

���4SDO 4@UD$DQS5$DQS5QTRS.@OOHMFQTRS.@OOHMF�

Result
$DQSHcB@SD�5QTRS�.@OOHMF�HR�MNV�@U@HK@AKD�@MC�SGD�RS@SHNM�HR�BNMcFTQDC�SN�QDBDHUD�BNLL@MCR�

"CC HMF�@�+VJR5QTRS.@OOHMF
5GHR�OQNBDCTQD�CDRBQHADR�GNV�SN�@CC�+VJR5QTRS.@OOHMF�SN�@�RS@SHNM�

Prerequisites:

_ 63-�NE�SGD�SNJDM�HRRTDQR�JDX�RDQUHBD�

_ 5GD�$KNTC"TSGDMSHB@SHNM4BGDLD�HR�@KQD@CX�HMRS@KKDC�

_ 5GDBKNTC-HMJO@KDSSD�HR�NODM�

��4SDO *M�SGD�/@U�O@MD
�TMCDQ"TS"TSGDMSGDMSHB@SHB@SHNM4DQUHBDHNM4DQUHBD
�DWO@MC"TS"TSGDMSGDMSHB@SHB@SHNM4BGDLDRHNM4BGDLDR�
$KNTC"TS$KNTC"TSGDMSGDMSHB@SHB@SHNM4BGDLDHNM4BGDLD� 55QTRS.@M@FDQQTRS.@M@FDQ�

��4SDO 'QNL�SGDBKNTC-HMJO@KDSSD�CQ@F�@+VJR5+VJR5QTRS.@OOHMFQTRS.@OOHMFBNLONMDMS�NMSN�SGD55QTRS�.@M@FDQQTRS�.@M@FDQMNCD
TMCDQ�SGD$KNTC"TS$KNTC"TSGDMSGDMSHB@SHB@SHNM4BGDLDHNM4BGDLDHM�SGD�/@U�SQDD�

��4SDO 0ODM�SGD1Q1QNODQSX�4GDDSNODQSX�4GDDSUHDV�NE�SGD�@CCDC+VJR5+VJR5QTRS.@OOHMFQTRS.@OOHMFBNLONMDMS�

��4SDO *M�SGD App Id cDKC
�DMSDQ�SGD)NMDXVDKK�'NQFD@OOKHB@SHNM�HC�

"OODMCHW /H@F@Q@�$KNTC�4DQUHBD�(THCD

��� +@MT@QX��
�����



NOTE: 5GHR�U@KTD�HR�QDPTHQDC�

��4SDO *M�SGD Expected Jwt Audience cDKC�DMSDQ�SGD�U@KTD�NE�SGD�SNJDM�@TCHDMBD�]@TC^�cDKC�
#X�CDE@TKS
�HS�HR�]/H@F@Q@�$KNTC�4DQUHBD^
�ATS�SGHR�L@X�AD�BG@MFDC�SN�L@SBG�SGD�U@KTD�OQDRDMS�HM
SGD�+85�ENQ�SGNRD�OQNUHCDQR�SG@S�CN�MNS�G@UD�@�ETKKX�BNMcFTQ@AKD�@TCHDMBD�cDKC��'NQ�DW@LOKD

4@KDRENQBD�OQDODMCR�SGD�4@KDRENQBD�@OOKHB@SHNM�*C�	MNS�SN�AD�BNMETRDC�VHSG�SGD)NMDXVDKK�'NQFD
@OOKHB@SHNM�*C
�NMSN�SGD�@TCHDMBD�

��4SDO *M�SGD Expected Jwt Issuer cDKC
�DMSDQ�SGD�U@KTD�NE�SGD�5NJDM�HRRTDQ�]HRR^�cDKC�	SXOHB@KKX�SGD
63-�NE�SGD�TRDQ�HCDMSHSX�OQNUHCDQ
�

NOTE: 5GD�U@KTD�ENQ�SGD�5NJDM�HRRTDQ�]HRR^�cDKC�LTRS�SN�AD�OQNUHCDC�AX�SGD�%DUDKNODQ�*MSDFQ@SNQ
CTQHMF�+VJR5QTRS.@OOHMF�BNMcFTQ@SHNM�

��4SDO *M�SGD Jwks Endpoint cDKC�DMSDQ�SGD�63-�NE�SGD�SNJDM�HRRTDQ\R�JDX�RDQUHBD�

��4SDO $KHBJ4@UD4@UDSN�R@UD�SGD�+VJR5QTRS.@OOHMF�OQNODQSX�RGDDS�RDSSHMFR�

Result
+VJR�5QTRS�.@OOHMF�HR�MNV�@U@HK@AKD�@MC�SGD�RS@SHNM�HR�BNMcFTQDC�SN�QDBDHUD�BNLL@MCR�

"ANTS�3NKD�.@OOHMFR
3NKDR�@QD�TRDC�SN�RODBHEX�SGD�@TSGNQHY@SHNM�SN�RS@SHNM�QDRNTQBDR�ENQ�4XRSDL�$NLL@MCR�

5GD�QNKDR�SG@S�@QD�@TSGNQHYDC�HM�SGD�BKNTC�@OOKHB@SHNM�@QD�BNMS@HMDC�HM�SGD�RDBTQHSX�SNJDM�RDMS�VHSG�@�4XRSDL
$NLL@MC��5GDRD�@QD�HM�@�BK@HL�B@KKDC��BKNTCQNKDR�
�VGHBG�HR�@�BNLL@�RDO@Q@SDC�KHRS�NE�SDWS�RSQHMFR��'NQ
DW@LOKD���BKNTCQNKDR����$KNTC3NKD�"CLHM
�$KNTC3NKD�0ODQ@SNQ���5GD�3NKD�.@OOHMFR�BNLONMDMS�OQNUHCDR�@
V@X�SN�L@SBG�SGD�BKNTC�QNKDR�SN�@BST@K�QNKDR�NM�SGD�RS@SHNM��4N�HE�SGD�BKNTC�QNKD�HR��$KNTC3NKD�0ODQ@SNQ�
�HS�B@M
AD�L@OODC�SN�SGD�QNKD�NE��$KNTC0ODQ@SNQ��NM�SGD�RS@SHNM����5GDQD�RGNTKC�AD�NMD�QNKD�L@OOHMF�ENQ�D@BG�BKNTC
QNKD�BNMS@HMDC�HM�XNTQ�RDBTQHSX�SNJDM��.NQD�SG@M�NMD�BKNTC�QNKD�B@M�AD�L@OODC�SN�SGD�R@LD�RS@SHNM�QNKD�HE
MDBDRR@QX�

0MBD�BNMcFTQDC
�SGD�RS@SHNM�HR�QD@CX�SN�QDBDHUD�BNLL@MCR�VHSG�SGD�RODBHcDC�BKNTC�QNKDR�

NOTE: : NT�MDDC�SN�@CC�NMD�QNKD�L@OOHMF�ENQ�D@BG�BKNTC�QNKD�BNMS@HMDC�HM�XNTQ�RDBTQHSX�SNJDM��.NQD�SG@M�NMD
BKNTC�QNKD�B@M�AD�L@OODC�SN�SGD�R@LD�RS@SHNM�QNKD�HE�MDBDRR@QX�

4S@MC@QC�OQD�BNMcFTQDC�QNKDR
5GD�3NKD�.@OOHMFR�BNLONMDMS�BQD@SDR�SGQDD�RS@MC@QC�RS@SHNM�QNKDR�@R�@�BNMUDMHDMBD��5GDRD�@QD�$KNTC6RDQ

$KNTC0ODQ@SNQ�@MC�$KNTC"CLHM�

#X�CDE@TKS
�D@BG�BKNTC�QNKD�HR��DM@AKDC��@MC�G@R��UHDV@AKD�GHDQ@QBGHDR�RDS�SN��MNMD���5GD�CDE@TKS�U@KTDR�ENQ
SGD�ODQLHRRHNMR�NE�SGDRD�QNKDR�@QD�RGNVM�HM�SGD�ENKKNVHMF�S@AKD�

Standar d r ole name Default permissions

$KNTC6RDQ ��Q3�

$KNTC0ODQ@SNQ ��QVH38*

$KNTC"CLHM ��QVH38*����QVH3 8*

5GDRD�B@M�AD�QDLNUDC�HE�MDBDRR@QX��"MX�QNKD�B@M�AD�BQD@SDC�ENQ�TRD�VHSG�SGD�3NKD�.@OOHMFR�BNLONMDMS�

5N�OQDUDMS�SGDRD�RS@MC@QC�QNKDR�EQNL�ADHMF�BQD@SDC�TONM�RS@SHNM�RS@QS�TO
�RDS�SGD�OQNODQSXReassert Missing
Standard Roles HM�SGD�3NKD�.@OOHMFR�BNLONMDMS�SN��E@KRD��

5N�QDBQD@SD�SGDRD�RS@MC@QC�QNKDR
�RDS�SGD�OQNODQSXReassert Missing Standard Roles HM�SGD�3NKD�.@OOHMFR
BNLONMDMS�SNtrue �5GD�RS@MC@QC�QNKDR�VHKK�AD�BQD@SDC�TONM�RS@SHNM�RS@QS��*E�SGD�RS@MC@QC�QNKDR�@QD�@KQD@CX
OQDRDMS�HM�SGD�3NKD�4DQUHBD
�SGDX�VHKK�MNS�AD�QDOK@BDC�

/H@F@Q@�$KNTC�4DQUHBD�(THCD "OODMCHW

+@MT@QX��
����� ���



NOTE: *E�SGD�ODQLHRRHNMR�NE�SGD�RS@MC@QC�QNKDR�@QD�LNCHcDC
�SGD�LNCHcDC�ODQLHRRHNMR�VHKK�QDL@HM�HM�DEEDBS��*E
SGD�4S@MC@QC�3NKD�HR�ADHMF�TRDC�AX�@MX�3NKD.@OOHMF�HM�SGD�$KNTC�"TSGDMSHB@SHNM�4BGDLD
�SGDM�@�V@QMHMF�	KHJD
SGD�DW@LOKD�RGNVM
�HR�KNFFDC�HM�SGD�"OOKHB@SHNM�%HQDBSNQ�VGDM�SGHR�DUDMS�NBBTQR1DQLHRRHNMR�ENQ�QNKD
$KNTC0ODQ@SNQ�	��QVH���Q
�G@UD�ADDM�BG@MFDC�EQNL�CDE@TKS�U@KTD�NE���QVH38*��1KD@RD�DMRTQD�SG@S�SGHR�HR
HMSDMSHNM@K�AX�QDUHDVHMF�SGD�RS@SHNM�3NKD4DQUHBD�

8 "3/*/(�< �� ��� ��� �� �/NU ��� &45=<MBKNTC�RDBTQHSX=1DQLHRRHNMRENQQNKD
$KNTC0ODQ@SNQ	� �QVH�� �QVH38* 
�G@UD�ADDM�BG@MFDCEQNL CDE@TKSU@KTDNE
� �QVH�� �Q� 5GD3NKD.@OOHMF	3NKD.@OOHMF�0ODQ@SNQ
�SG@S�L@OR�SNSGHRQNKD
G@R�ADDM�CHR@AKDC�

$NMcFTQHMF�3NKD�.@OOHMFR�	NOSHNM@K

5GHR�OQNBDCTQD�CDRBQHADR�GNV�SN�BNMcFTQD�QNKDR�SG@S�@QD�TRDC�SN�RODBHEX�SGD�@TSGNQHY@SHNM�SN�RS@SHNM�QDRNTQBDR
ENQ�4XRSDL�$NLL@MCR�

Prerequisites:

_ $KNTC"TSGDMSHB@SHNM4BGDLD�@MC�+VJR5QTRS.@OOHMF�@QD�@KQD@CX�BNMcFTQDC

_ 5GDBKNTC-HMJO@KDSSD�HR�NODM�

NOTE:

_ 5GD�/H@F@Q@$KNTC4DQUHBD�@TSNL@SHB@KKX�@CCR�SGD�3NKD�.@OOHMFR�BNMS@HMDQ�SN�SGD
$KNTC"TSGDMSHB@SHNM4BGDLD��*S�@KRN�@TSNL@SHB@KKX�@CCR�RDUDQ@K�3NKD�.@OOHMF�BNLONMDMSR�HM�SGD�BNMS@HMDQ�

_ : NT�B@M�@CC�NQ�BG@MFD�NMD�QNKD�L@OOHMF�ENQ�D@BG�BKNTC�QNKD�BNMS@HMDC�HM�XNTQ�RDBTQHSX�SNJDM�	NOSHNM@K
�

_ .NQD�SG@M�NMD�BKNTC�QNKD�B@M�AD�L@OODC�SN�SGD�R@LD�RS@SHNM�QNKD�HE�MDBDRR@QX�

��4SDO *M�SGD�/@U�5QDD�TMCDQ�"TSGDMSHB@SHNM4DQUHBD
�DWO@MC"TS"TSGDMSGDMSHB@SHB@SHNM�4BGDLDRHNM�4BGDLDR�
BKNTC"TSBKNTC"TSGDMSGDMSHB@SHB@SHNM4BGDLDHNM4BGDLD� 3NKD�.@OOHMFR3NKD�.@OOHMFR�

��4SDO *M�SGDBKNTC-HMJO@KDSSD
�DWO@MC�SGD�"TSGDMSHB@SHNM�ENKCDQ
�@MC�CQ@F�@3NKD�.@OOHMF3NKD�.@OOHMFBNLONMDMS
NMSN�SGD3NKD�.@OOHMFR3NKD�.@OOHMFRBNLONMDMS�DWO@MCDC�HM�SGD�OQDUHNTR�RSDO�

��4SDO 'NQ�SGDCloud Role OQNODQSX
�DMSDQ�SGD�DW@BS�M@LD�NE�NMD�NE�SGD�$KNTC�3NKDR�SG@S�VHKK�AD�HM�SGD
BK@HL�NE�XNTQ�RDBTQHSX�SNJDM��:NT�B@M�FDS�SGD�BKNTC�QNKDR�EQNL�SGD�OQD�BNMcFTQDC�QNKD�L@OOHMFR�

5GD�QNKDR�SG@S�@QD�@TSGNQHYDC�HM�SGD�BKNTC�@OOKHB@SHNM�@QD�BNMS@HMDC�HM�SGD�RDBTQHSX�SNJDM�RDMS
VHSG�@�4XRSDL�$NLL@MC��5GDRD�@QD�HM�@�BK@HL�B@KKDC��BKNTCQNKDR�
�VGHBG�HR�@�BNLL@�RDO@Q@SDC
KHRS�NE�SDWS�RSQHMFR��'NQ�DW@LOKD���BKNTCQNKDR����BTRSNLDQ?@CLHM
�BTRSNLDQ?TRDQ��

5GD�RS@MC@QC /H@F@Q@�$KNTC�4DQUHBDOQD�BNMcFTQDC�QNKDR�@MC�SGDHQ�CDE@TKS�ODQLHRRHNMR�@QD�@R
ENKKNVR�

_ $KNTC6RDQ����Q3

_ $KNTC0ODQ@SNQ���QVH38*

_ $KNTC"CLHM����QVH38*���QVH3 8

'NQ�LNQD�HMENQL@SHNM
�RDD��BKNTC-HMJ�3NKD.@OOHMFR��BNLONMDMS�SNOHB�

��4SDO 'NQ�SGDStation Role 
�DMSDQ�SGD�DW@BS�M@LD�NE�@M�DWHRSHMF�QNKD�HM�SGDRoleService NE�SGD�RS@SHNM�

NOTE: %N�MNS�DMSDQ�SGD�CDE@TKS�]"CLHM^�QNKD�ENQ�SGD�RS@SHNM�QNKD��"MX�QNKD�L@OOHMF�VHSG�@�RS@SHNM
QNKD�NE�]"CLHM^�VHKK�AD�HFMNQDC�ENQ�RDBTQHSX�QD@RNMR�

��4SDO $KHBJ4@UD4@UD�

"OODMCHW /H@F@Q@�$KNTC�4DQUHBD�(THCD

��� +@MT@QX��
�����



Result
5GD�RS@SHNM�HR�MNV�QD@CX�SN�QDBDHUD�BNLL@MCR�VHSG�BKNTC�QNKDR�RODBHcDC�

/H@F@Q@�$KNTC�4DQUHBD�(THCD "OODMCHW

+@MT@QX��
����� ���



"OODMCHW /H@F@Q@�$KNTC�4DQUHBD�(THCD
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Chapter 8. Glossary
5GD�ENKKNVHMF�FKNRR@QX�DMSQHDR�QDK@SD�RODBHcB@KKX�SN�SGD�SNOHBR�SG@S�@QD�HMBKTCDC�@R�O@QS�NE�SGHR�CNBTLDMS�

5N�cMC�LNQD�FKNRR@QX�SDQLR�@MC�CDcMHSHNMR�QDEDQ�SN�FKNRR@QHDR�HM�NSGDQ�HMCHUHCT@K�CNBTLDMSR�

Alphabetical listing

Cloud Id
"�BNLONMDMS\R�TMPTD�HCDMSHcDQ�HM�SGD�BKNTC�HMCHB@SDC�VHSG�@�CHQDBS�L@QJDQ�S@FMB�BKNTC*C�

dist
" /H@F@Q@A@BJTO�CHRSQHATSHNM�cKD�SG@S�HMBKTCDR�SGD�RS@SHNM�ENKCDQ�@R�VDKK�@R�NSGDQ�BNMcFTQ@SHNM�HMENQL@SHNM
SG@S�B@M�AD�BTRSNLHYDC�ENQ�SGD�OK@SENQL�

edist
'HKD�DWSDMRHNM�ENQ�SGD�KDF@BX�#@BJTO�@R�@�4DQUHBD�OQNCTBS��5GDRD�cKDR�@QD�MNS�BNLO@SHAKD�VHSG/H@F@Q@�$KNTC
4DQUHBD�

edist2
" /H@F@Q@�$KNTC�4DQUHBDcKD�DWSDMRHNM�ENQ�DMBQXOSDC�CHRS�cKDR�RDMS�SGD�BKNTC�

Federated Device Registration
1QNUHCDR�@�LDSGNC�SN�@RRNBH@SD�@�RHMFKD�CDUHBD�VHSG�D@BG�BKNTC�RDQUHBD��*E�OQDEDQQDC
�QDFHRSQ@SHNM�B@M�DUDM
NBBTQ�@S�@�K@SDQ�C@SD�

Host ID
"�GNRS�*%�	NQ�GNRSHC
�HR�@M�@KOG@MTLDQHB�BNCD�SG@S�HCDMSHcDR�SGD�CDUHBD�SG@S�HR�@TSGNQHYDC�SN�QTM�SGD�RNESV@QD�

Niagara Cloud Management Portal
"�OK@SENQL�NM�VGHBG�NMD�NQ�LNQD�4XRSDLR�*MSDFQ@SNQR�	4*
�@QD�QDRONMRHAKD�ENQ�BNMcFTQHMF�SGD�NM�OQDLHRD�@MC
BKNTC�OK@SENQLR�NE�NMD�NE�LNQD�BTRSNLDQR��*M�SGHR�V@X
�@M�4*�G@R�LTKSHOKD�BTRSNLDQR�@R�RTA�SDM@MSR�RN�SG@S�SGD
4*�B@M�G@UD�@�RHMFKD�BKNTC�KNFHM�SN�RDQUHBD�@KK�SGDHQ�BTRSNLDQR�

/H@F@Q@�$KNTC�4THSD
/H@F@Q@�$KNTC�4THSDHR�@�BNKKDBSHNM�NE�TRDQ�E@BHMF�	@MC�RNLD�MNM�TRDQ�E@BHMF
�VDA�@OOKHB@SHNMR
�QTMMHMF�VHSGHM
SGD5QHCHTL�OQNUHCDC�"YTQD�BKNTC�RO@BD
�OQNUHCHMF�@�JMNVM�RDS�NE�RDQUHBD�ED@STQDR�

Niagara Data Service
"�ODQ�BTRSNLDQ�HMRS@MBD�NE�RDQUHBD�SG@S�BNKKDBS�SDKDLDSQX�	GHRSNQX
�@MC�LNCDK�C@S@�EQNL�NM�OQDLHRD�CDUHBDR�@MC
@KKNV�"1*�@BBDRR�SN�SG@S�C@S@�HM�SGD�BKNTC�

/H@F@Q@�%@S@�4DQUHBD�	/%4


Project (NCS)
"M�NQF@MHY@SHNM@K�TMHS�BQD@SDC�AX�@�O@QSMDQ�SG@S�BNMS@HMR�@�RDS�NE�CDUHBDR�

Telemetry Id
"M�HCDMSHcDQ�TRDC�SN�HCDMSHEX�ENQ�SHLD�RDQHDR�C@S@�HM�SGD�BKNTC�HMBKTCHMF�GHRSNQHDR
�ONHMS�U@KTDR
�KNF�C@S@
�@MC�RN
NM��*S�HR�HMCHB@SDC�VHSG�@MB�SDKDLDSQX*CCHQDBS�L@QJDQ�S@F��

/H@F@Q@�$KNTC�4DQUHBD�(THCD (KNRR@QX

+@MT@QX��
����� ���
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