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Chapter 1. Overview
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Table 1. /G?E?P?TCPQGMLQ�������
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Module Required Softwar e
Installation Upgrade to: 4.10.7+, 4.13.2+, 4.14+ Notes

AJMSB-GLI�PR�H?P

WCQ ?SRMK?RGA

AJMSB-GLI�SV�H?P

WCQ K?LS?JJW
QCJCAR

AJMSB-GLI'MPEC�SV�H?P

WCQ K?LS?JJW
QCJCAR

MIFRRN�PR�H?P

WCQ ?SRMK?RGA /G?E?P?TCPQGML���������MLJW

Table 2. /G?E?P?TCPQGMLQ��������
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Module Required Softwar e
Installation Upgrade fr om: 4.10.6, 4.12.2, 4.13.0 Notes
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Module Required Softwar e
Installation Upgrade fr om: 4.10.6, 4.12.2, 4.13.0 Notes

MIFRRN�PR�H?P

WCQ ?SRMK?RGA /G?E?P?TCPQGML���������MLJW
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GLBGTGBS?JQ�RM�?AACQQ�WMSP�BCTGACQ��6QCPQ�QFMSJB�@C�RP?GLCB�LMR�RM�U?JI�?U?W�DPMK�RFC�1$�UFGJC�?�QCLQGRGTC
TGCU�GQ�MNCL�DMP�MRFCPQ�RM�QCC��"LW�SQCP�UFM�F?Q�?AACQQ�RM�?�B?QF@M?PB�QFMSJB�@C�AMLbESPCB�DMP�?SRM�
JMEMDD�

] 6QCP�?SRFCLRGA?RGML�UGRF�QRPMLE�N?QQUMPBQ��?�KGLGKSK�MD����AF?P?ARCPQ�RF?R�GLAJSBC�LSK@CPQ
�SNNCP�?LB
JMUCP�A?QC�JCRRCPQ�?LB�QNCAG?J�AF?P?ARCPQ�	��!������
��BM�LMR�PCSQC�N?QQUMPBQ��CQR?@JGQF�?�N?QQUMPB�NMJGAW
RF?R�GLAJSBCQ�NCPGMBGA�N?QQUMPB�AF?LECQ�

] -GKGRCB�PMJC�?QQGELKCLRQ�RF?R�AMLbESPC�?AACQQ�NCPKGQQGMLQ��EGTGLE�?LW�SQCP�@PM?B�NCPKGQQGMLQ�ML�RFC
3MJC4CPTGAC3MJC4CPTGACGQ�PGQIW��"�SQCP�UGRF�?BKGL�UPGRC�NCPKGQQGMLQ�A?L�APC?RC
�CBGR
�PCL?KC�MP�BCJCRC�?LW�PMJC��4SAF
NCPKGQQGML�QFMSJB�@C�JGKGRCB�RM�MLJW�?NNPMNPG?RCJW�?SRFMPGXCB�SQCPQ�

] $JGCLR�QCPTCP�?SRFCLRGA?RCB�5-4�AMKKSLGA?RGML�?R�?JJ�JCTCJQ��GLRCPL?J�'MVQ�AMKKSLGA?RGML
�)5514�LCRUMPI
AMKKSLGA?RGML
�?LB�CVRCPL?J�JGLIQ�RM�RFC�*LRCPLCR�SQGLE�71/��5-4�ACPRGbA?RCQ�KSQR�@C�QGELCB�@W�?�RFGPB�
N?PRW�$CPRGbA?RC�"SRFMPGRW��4CJD�QGELCB�ACPRGbA?RCQ�BM�LMR�NPMTGBC�AMKKSLGA?RGML�?SRFCLRGA?RGML�

] $MKNMLCLRQ�RF?R�QSNNMPR�QRPMLE�N?QQUMPBQ
�CLAPWNRGML
�?LB�?SRFCLRGA?RGML��PCNJ?AC�MJBCP�AMKNMLCLRQ

QSAF�?Q�A?KCP?Q
�RF?R�BM�LMR�QSNNMPR�QCASPC�AMKKSLGA?RGML�UGRF�AMKNMLCLRQ�RF?R�QSNNMPR�5-4�

] &LAPWNRCB�B?R?�RP?LQKGQQGML�MTCP�?JJ�AMKKSLGA?RGML�AF?LLCJQ�

] 4GELCB�NPMEP?K�AMBC�	?JJ/G?E?P?KMBSJCQ�?PC�QGELCB
��5FGPB�N?PRW�KMBSJCQ�QFMSJB�?JQM�@C�QGELCB��%M�LMR
QGEL�?�KMBSJC�ML�@CF?JD�MD�?�RFGPB�N?PRW�CVACNR�?Q�?�J?QR�MNRGML
�?LB�RFCL�MLJW�GD�WMS�RPSQR�RFC�KMBSJC
?SRFMPQ�

] 4CN?P?RC�JMA?RGMLQ�DMP�RFC�%?CKML�6QCP�)MKC�?LB8 MPI@CLAF6QCP�)MKC�

6QCPQ
"�UGBC�T?PGCRW�MD�NCMNJC�SQC�RFC/G?E?P?�$JMSB�.?L?ECKCLR�1MPR?JRM�AMLbESPC�RFC�AJMSB�QWQRCK
�K?L?EC
RFC�SNJM?BGLE�MD�B?R?
�APC?RC�PCNMPRQ
�?LB�SQC�PCNMPRQ�

/G?E?P?�$JMSB�4SGRC�	/$4
�1?PRLCP�(SGBC 0TCPTGCU
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" 5PGBGSKpartner GQ�?L�MPGEGL?J�COSGNKCLR�K?LSD?ARSPCP�MP�BGQRPG@SRMP�RF?R�PCQCJJQ�RFC�/G?E?P?�'P?KCUMPI�RM�GRQ
customer organizations�

5FC�KCK@CPQ�MD�?�N?PRLCPZQ�QR?DD�UFM�GLQR?JJ�?LB�AMLbESPC�RFC�/G?E?P?�'P?KCUMPI�?R�ASQRMKCP�MPE?LGX?RGML
QGRCQ�?PCsystems integrators 	4*Q
�

4GVroles BCRCPKGLC�RFC�DSLARGMLQ�?L�GLBGTGBS?J�A?L�NCPDMPK�

] 5FCPartner Admin PMJC�NPMTGBCQ�AMKNJCRC�DSLARGML?JGRW�DMP�RFC�QWQRCKQ�GLRCEP?RMP�UFM�DSLARGMLQ�?Q�RFC
?BKGLGQRP?RMP�ML�?�N?PRLCPZQ�QR?DD�

] 5FCPartner UserPMJC�NPMTGBCQ�JGKGRCB�DSLARGML?JGRW�DMP�MRFCP�NCMNJC�UFM�?PC�KCK@CPQ�MD�?�N?PRLCPZQ�QR?DD�

] 5FCCustomer Admin PMJC�NPMTGBCQ�?AACQQ�RM�MRFCP�ASQRMKCP�SQCPQ�

] 5FCCustomer User PMJC�JCRQ�RFC�ASQRMKCPZQ�D?AGJGRW�K?L?ECP�MP�@SGJBGLE�MULCP�TGCU�PCNMPRQ�

] 5FCNds Operator PMJC�NPMTGBCQ�?�KMBCP?RC�JCTCJ�MD�?AACQQ�RM/G?E?P?�%?R?�4CPTGACAMKNMLCLRQ�

] 5FCNiagara Remote PMJC�NPMTGBCQ�PCKMRC�?AACQQ�RM�RFC�QR?RGML�Q�UC@�GLRCPD?AC�

/$4�P MJC�@?QCB�?AACQQ�AMLRPMJ
5FC�DMJJMUGLE�R?@JCQ�EGTC�WMS�?L�MTCPTGCU�MD�RFC�NCPKGRRCB�?ARGMLQ�RF?R�?�QNCAGbA�PMJC�F?Q�UGRFGL/G?E?P?
$JMSB�4SGRC�

/G?E?P?�$JMSB�.?L?ECKCLR�1MPR?J
Action Partner Admin Partner User Customer Admin Customer User Niagara Remote NDS Operator

7GCU�ASQRMKCP

7GCU�NPMHCAR

$PC?RC�NPMHCAR

&BGR�NPMHCAR

Figur e 1. 5WNCQ�MD�SQCPQ
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Action Partner Admin Partner User Customer Admin Customer User Niagara Remote NDS Operator

%CJCRC�NPMHCAR

7GCU�BCTGAC

3CEGQRCP�BCTGAC

&BGR�BCTGAC

%CJCRC�BCTGAC

7GCU�SQCP

.MB GDW�SQCP�PMJC

7GCU�QCPTGAC�?AAMSLR

$PC?RC�QCPTGAC�?AAMSLR

&BGR�QCPTGAC�?AAMSLR

%CJCRC�QCPTGAC�?AAMSLR

3CECLCP?RC�QCPTGAC�?AAMSLR�QCAPCR

.MB GDW�QCPTGAC�?AAMSLR�PMJC

/G?E?P?�%?R?�4CPTGAC
Action Partner Admin Partner User Customer Admin Customer User Niagara Remote NDS Operator

2SCPW�KMBCJ�"1*

2SCPW�CEPCQQ�"1*
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Action Partner Admin Partner User Customer Admin Customer User Niagara Remote NDS Operator

$PC?RC�PCNMPR

%CJCRC�PCNMPR

7GCU�PCNMPR

&VNMPR�FGQRMPW

/G?E?P?�3CAMTCP
Action Partner Admin Partner User Customer Admin Customer User Niagara Remote NDS Operator

7GCU�@?AISNQ

&BGR�@?AISN�BCR?GJQ

%MULJM?B�@?AISN

%CJCRC�@?AISN

/G?E?P?�3CKMRC
Action Partner Admin Partner User Customer Admin Customer User Niagara Remote NDS Operator

$MLLCAR�RM�QR?RGML

-GTC�3C?B�8PGRC
Action Partner Admin Partner User Customer Admin Customer User Niagara Remote NDS Operator

3C?B�NMGLR

8 PGRC�NMGLR

/G?E?P?�"J?PKQ
Action Partner Admin Partner User Customer Admin Customer User Niagara Remote NDS Operator

7GCUGLE�?J?PKQ
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Action Partner Admin Partner User Customer Admin Customer User Niagara Remote NDS Operator

.?L?EGLE�?J?PKQ

/G?E?P?�AJMSB�?SBGR�JMEEGLE
Action Partner Admin Partner User Customer Admin Customer User Niagara Remote NDS Operator

7GCUGLE�?SBGR�JMEQ

&VNMPRGLE�?SBGR�JMEQ

#SJI�CVNMPR
Action Partner Admin Partner User Customer Admin Customer User Niagara Remote NDS Operator

7GCUGLE�@SJI�CVNMPR

%MULJM?BGLE�@SJI�CVNMPR

*LGRG?RC�@SJI�CVNMPR

6QCP�GLTGR?RGMLQ
Action Partner Admin Partner User Customer Admin Customer User Niagara Remote NDS Operator

7GCUGLE�GLTGR?RGML

*LTGRGLE�SQCPQ

3CQCLBGLE�GLTGR?RGML

7GCUGLE�NCLBGLE�GLTGR?RGMLQ

*LRCPD?AC
/G?E?P?�$JMSB�4SGRC	/$4
�PSLQ�GL�?�@PMUQCP�?Rhttps://www .niagara-cloud.com�

5FC�DMJJMUGLE�GQ�?L�CV?KNJC�MD�?�FMKC�N?EC�DMP�?�QNCAGbA�ASQRMKCP�

/G?E?P?�$JMSB�4SGRC�	/$4
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�� .CLS�MNCLQ�?�QGBC�N?LCJ�UGRF�?BBGRGML?J�MNRGMLQ

�� $SQRMKCP�L?KC

�� 1PMHCARQ

�� %CTGAC�QNCAGbA�B?R?�DMP�RFC�QCJCARCB�ASQRMKCP�?LB�NPMHCAR

�� -ME�MSR�GAML

�� 7GCU�?J?PKQ�GAML

�� 7GCU�BCTGAC�QNCAGbA�?J?PK�GAML

�� /G?E?P?�%?R?�4CPTGACQ�GAML

�� /G?E?P?�3CAMTCP�GAML

��� /G?E?P?�3CKMRC�GAML

��� 3MU�DC?RSPCQ�NPMTGBC�DSLARGMLQ�RF?R�?NNJW�RM�C?AF�PMU�MD�B?R?�

��� $PC?RC�LCU�NPMHCAR�@SRRML

8FCL�WMS�MNCL�?�ASQRMKCP
�C?AF�ASQRMKCP�F?Q�?�JGQR�MD�NPMHCARQ�RF?R�?NNC?P�GL�RFC�JCDR�N?LC��8FCL�WMS�QCJCAR
MLC�MD�RFC�NPMHCARQ�MP�AJGAI�ML"J"JJ�1PJ�1PMHCARQMHCARQ
�RFC�PGEFR�N?LC�BGQNJ?WQ�RFC�JGQR�MD�BCTGACQ�?QQMAG?RCB�UGRF�RFC
NPMHCAR�MP�RFC�JGQR�MD�BCTGACQ�DMP�?JJ�MD�RFC�ASQRMKCPZQ�NPMHCARQ�

Figur e 2. )MKC�N?EC
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Chapter 2. Connection pr eparation
$MLLCARGLE�RM�/$4�PCOSGPCQ�RF?R�WMS�QGEL�SN�?LB�?SRFCLRGA?RC�UGRF�4?JCQDMPAC�.' "�

5FC�DMJJMUGLE�RMNGA�BCQAPG@CQ�FMU�RM�ECR�QR?PRCB�UGRF�AMLLCARGLE�RM/$4 �

4GELGLE�SN�DMP/$4 4?JCQDMPAC�.' "
'MP�?JJ/G?E?P?�$JMSB�.?L?ECKCLR�1MPR?JSQCPQ
�KSJRG�D?ARMP�?SRFCLRGA?RGML�	.' "
�GQ�LCCBCB�RM�KCCR�FGEF
QCASPGRW�QR?LB?PBQ��5FC�DMJJMUGLE�QCARGML�BCQAPG@CQ�FMU�WMS�A?L�QGEL�SN�DMP�RFC�4?JCQDMPAC�.' "�DMP/G?E?P?
$JMSB�.?L?ECKCLR�1MPR?J�

Prerequisites:

] : MS�F?TC�APCBCLRG?JQ�RM�QGEL�GL�RM�/G?E?P?�$MKKSLGRW�DMP/$4 ?QQMAG?RCB�UGRF�?L�CK?GJ�?BBPCQQ�UFMQC
?AAMSLR�WMS�A?L�?AACQQ�

] 5FC�4?JCQDMPAC�"SRFCLRGA?RMP�?NN�MP�?�ECLCPGA�?SRFCLRGA?RMP�?NN�GQ�GLQR?JJCB�ML�WMSP�KM@GJC�BCTGAC�

��4RCN 4GEL�GL�RM�RFC/G?E?P?�$JMSB�.?L?ECKCLR�1MPR?J	FRRNQ���UUU�LG?E?P?�AJMSB�AMK
SQGLE�WMSP
/G?E?P?�$MKKSLGRW�APCBCLRG?JQ�

5FC3CEGQRCP�DMP�*BCLR3CEGQRCP�DMP�*BCLRGRW�7GRW�7CPGbA?RCPGbA?RGMLGMLUGLBMU�MNCLQ�

��4RCN $JGAI3CEGQRCP3CEGQRCP�

/G?E?P?�$JMSB�4SGRC�	/$4
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5FC77CPGDW�:CPGDW�:MSP�*BCLRMSP�*BCLRGRWGRWUGLBMU�MNCLQ�

��4RCN (CR�RFC�TCPGbA?RGML�AMBC�DPMK�RFC�?QQMAG?RCB�CK?GJ�?AAMSLR
�CLRCP�GR�GL�RFCVerification Code
bCJB
�?LB�AJGAI77CPGDWCPGDW�
5FC$MLLCAR�4?JCQDMP$MLLCAR�4?JCQDMPAC�"SRAC�"SRFCLRFCLRGA?RMPGA?RMPUGLBMU�MNCLQ�

��4RCN $MLRGLSC�UGRF�RFC�QCRSN�MD�RFC�4?JCQDMPAC�"SRFCLRGA?RMP
�MP�AJGAI$FMMQC�"LMR$FMMQC�"LMRFCP�7FCP�7CPGbA?RCPGbA?RGMLGML
.CR.CRFMBFMBRM�SQC�?�ECLCPGA�?SRFCLRGA?RMP�?NN�

$MLLCARGML�NPCN?P?RGML /G?E?P?�$JMSB�4SGRC�	/$4
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�����



Continuing with Salesforce Authenticator

��4RCN 'PMK�RFC�"NNJC�"NN�4RMPC�MP�(MMEJC�1J?W�4RMPC
�BMULJM?B�RFC�4?JCQDMPAC�"SRFCLRGA?RMP�?NN

MNCL�RFC�?NN
�?LB�AJGAI"BB�?L�"AAMSLR"BB�?L�"AAMSLR�

5FC4?JCQDMP4?JCQDMPAC�"SRAC�"SRFCLRFCLRGA?RMPGA?RMPUGLBMU�BGQNJ?WQ�?�RUM�UMPB�NFP?QC�

��4RCN /?TGE?RC�@?AI�RM�WMSP�@PMUQCP�?LB�CLRCP�RFC�NFP?QC�GL�RFCTwo-Word Phrase bCJB�

/G?E?P?�$JMSB�4SGRC�	/$4
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5FC�@PMUQCP�BGQNJ?WQ�?�KCQQ?EC�RM�AFCAI�WMSP�KM@GJC�BCTGAC�

5FC�?NN�SNB?RCQ�UGRF�RFC�?AAMSLR�GLDMPK?RGML�MD�RFC�QGEL�SN�?AAMSLR�

��4RCN 0L�RFC$MLLCAR�"AAMSLR$MLLCAR�"AAMSLRUGLBMU
�AJGAI$MLLCAR$MLLCAR�
5FC"AAMSLR�"BBCB"AAMSLR�"BBCBKCQQ?EC�AMLbPKQ�RF?R�RFC�NPMACBSPC�U?Q�NCPDMPKCB�QSAACQQDSJJW�

��4RCN 0L�RFC�NSQF�LMRGbA?RGML�RF?R�WMS�PCACGTC
�AJGAI"NNP"NNPMTCMTCRM�?NNPMTC�RFC�QGEL�SN�

$MLLCARGML�NPCN?P?RGML /G?E?P?�$JMSB�4SGRC�	/$4
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"R�RFGQ�NMGLR
�RFC�CLPMJJKCLR�NPMACQQ�GQ�AMKNJCRC�?LB�WMSP�@PMUQCP�AMLRGLSCQ�RM�RFC/$4 SQCP
GLRCPD?AC�

NOTE: 5FC�?SRFCLRGA?RMP�?NN�UGJJ�NPMKNR�WMS�RM�CL?@JC�RFC�JMA?RGML
�UFGAF�GQ�?L�MNRGML?J�QRCN
RF?R�WMS�A?L�AMKNJCRC�GD�WMS�U?LR�RFC�4?JCQDMPAC�"SRFCLRGA?RMP�RM�?SRM�?NNPMTC�JMEGLQ�@?QCB�ML
QMSPAC�BCTGAC�?LB�KM@GJC�JMA?RGML�

&?AF�RGKC�WMS�JME�GL�RM/$4 
�WMS�UGJJ�PCACGTC�?�NSQF�LMRGbA?RGML�DPMK�4?JCQDMPAC�"SRFCLRGA?RMP�
: MS�A?L�?NNPMTC�RFC�JMEGLQ�DPMK�WMSP�KM@GJC�BCTGAC�

Continuing with a generic authenticator

��4RCN 0L�RFC$FMMQC�?�7$FMMQC�?�7CPGbA?RCPGbA?RGML�$MBCGML�$MBCUGLBMU
�QCJCAR6QC�TCPGbA?R6QC�TCPGbA?RGML�AMBCQ�DPGML�AMBCQ�DPMK�?L�?SRMK�?L�?SRFCLRFCLRGA?RMPGA?RMP
?NN?NNMNRGML�?LB�AJGAI$MLR$MLRGLSCGLSC�

: MS�UGJJ�@C�NPMKNRCB�RM�QA?L�?�23�AMBC�UGRF�WMSP�?SRFCLRGA?RMP�?NN�

���4RCN 0NCL�WMSP�?SRFCLRGA?RMP�?NN�?LB�QA?L�RFC�AMBC�

/G?E?P?�$JMSB�4SGRC�	/$4
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: MSP�?SRFCLRGA?RMP�?NN�BGQNJ?WQ�?�QGV�BGEGR�RMICL�DMP�RFC�LCUJW�?BBCB�?AAMSLR�

���4RCN &LRCP�RFC�QGV�BGEGR�RMICL�GL�RFC77CPGbA?RCPGbA?RGML�$MBCGML�$MBCbCJB�?LB�AJGAI$MLLCAR$MLLCAR�
: MS�?PC�?QICB�RM�CLRCP�RFC�TCPGbA?RGML�AMBC�?E?GL�RM�TCPGDW�RFC�JMEGL�

���4RCN &LRCP�RFC�AMBC�DPMK�WMSP�?SRFCLRGA?RMP�?NN�?LB�AJGAI77CPGDWCPGDW�
5FC�CLPMJJKCLR�GQ�AMKNJCRC��:MS�UGJJ�@C�?QICB�DMP�RFC�TCPGbA?RGML�AMBC�?R�C?AF�JMEGL�

1PCN?P?RGML�RM�AMLLCAR�RM�RFC�AJMSB
&?AF�QR?RGML�KSQR�@C�AMLbESPCB�RM�QCLB�B?R?�RM�RFC�/G?E?P?�$JMSB�/G?E?P?�$JMSB�4CPTGACNPMTGBCQ�RFC
AMKNMLCLRQ�WMS�LCCB�RM�AMLbESPC�RFGQ�AMLLCARGML�/G?E?P?�$JMSB�4CPTGACAMLR?GLQ�?�QCR�MD�AMLbESP?@JC
?SRFCLRGA?RMPQ
�RP?LQNMPRQ
�?LB�AMKKSLGA?RGML�AF?LLCJQ�UFGAF�A?L�@C�GKNJCKCLRCB�DMP�MRFCP�BCQGPCB�AJMSB
NJ?RDMPKQ�

*D�WMS�?PC�AMLbESPGLE�RFGQ�QR?RGML�RM�QCLB�B?R?�RM�RFC�/G?E?P?�$JMSB�DMP�RFC�bPQR�RGKC�	?�LCU�QR?RGML

�GR�GQ�?
EMMB�GBC?�RM�GKNMPR�?BBGRGML?J�NMGLRQ�?LB�?BB�FGQRMPW�CVRCLQGMLQ�GLRM�WMSP�QR?RGML�@CDMPC�WMS�AMLbESPC�?LB
PCEGQRCP�RFC�BCTGAC�

*D�WMS�?PC�AMLbESPGLE�?�QR?RGML�UGRF�?�JMR�MD�FGQRMPW�PCAMPBQ
�RFC�QMDRU?PC�CVNMPRQ�RFC�B?R?�RM�bJCQ�?LB�N?QQCQ
RFCK�RFPMSEF�RFC�*M5�)S@��5FC�BCD?SJR�LSK@CP�MD�PCAMPBQ�RF?R�RPGEECPQ�?�@SJI�CVNMPR�GQ����
�����: MS�A?L
AF?LEC�RFGQ�T?JSC�

$MLLCARGML�NPCN?P?RGML /G?E?P?�$JMSB�4SGRC�	/$4
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"SRFCLRGA?RMPQ
�RP?LQNMPRQ�?LB�AF?LLCJQ
5FC�$JMSB-GLI/AQ�KMBSJC�AMLR?GLQ�RFC/G?E?P?$JMSB4CPTGAC/G?E?P?$JMSB4CPTGAC
�UFGAF�NPMTGBCQ�RFC�DSLARGML?JGRW�RM�QCLB�?LB
PCACGTC�B?R?�RM�?LB�DPMK�RFC�AJMSB��5FC�K?GL�NSPNMQC�MD�RFC�QCPTGAC�GQ�RM�NSQF�B?R?�DPMK�?�QR?RGML�RM�QCASPC
QRMP?EC�GL�RFC�AJMSB�

5M�?AAMKNJGQF�RFGQ
�RFC/G?E?P?$JMSB4CPTGAC/G?E?P?$JMSB4CPTGACF?Q�RFPCC�@?QGA�N?PRGRGMLQ�

] "SRFCLRGA?RMPQ

] 5P?LQNMPRQ

] $F?LLCJQ

$F?LLCJQ�?LB�RP?LQNMPRQ�AMKC�NPC�AMLbESPCB�UGRF�BCD?SJR�QCRRGLEQ
�UFGAF�?PC�QSDbAGCLR�DMP�KMQR�GLQR?JJ?RGMLQ
@SR�A?L�@C�AF?LECB�?Q�LCCBCB��4MKC�AF?LLCJQ�?JQM�GLAJSBC�BCD?SJR�CVNMPR�NMJGAGCQ
�UFGAF�AMLRPMJ�RFC�B?R?�?LB
DPCOSCLAW�?R�UFGAF�RFC�B?R?�?PC�QCLR�RM�RFC�AJMSB�

"SRFCLRGA?RMPQ
5FGQ�N?PRGRGML�AMLR?GLQ�RFC�KCAF?LGQKQ�DMP�?SRFCLRGA?RGLE�RM�?�QNCAGbA�AJMSB�NJ?RDMPK��'MP�CV?KNJC
�RFC
'CBCP?RCB*BCLRGRW"SRFCLRGA?RMP?SRFCLRGA?RCQ�RM�RFC�/G?E?P?�$JMSB�4SGRC��5FGQ�QNCAGbA�?SRFCLRGA?RMP�NPMTGBCQ
RFC�KC?LQ�MD�?SRFCLRGA?RGML��'MP�CV?KNJC
�RFC�?SRFCLRGA?RMP�NPMTGBCQ�?�T?JGB�RMICL�UFCL�SNJM?BGLE�?�bJC�TG?�?L
)551�P COSCQR�RM�RFC�AJMSB�

5P?LQNMPRQ
5FGQ�N?PRGRGML�AMLR?GLQ�RFC�KCAF?LGQKQ�DMP�RP?LQNMPRGLE�B?R?��4SAF�RP?LQNMPRQ�A?L�GLAJSBC�

] )551�RP?LQNMPR�GQ�RFC�KCAF?LGQK�DMP�QCLBGLE�B?R?�TG?�)551�

] ".21�	"BT?LACB�.CQQ?EC�2SCSGLE�1PMRMAMJ
�RP?LQNMPR�GQ�RFC�KCAF?LGQK�DMP�QCLBGLE�B?R?�TG?�".21�

$F?LLCJQ
5FGQ�N?PRGRGML�AMLR?GLQ�RFC�GLBCNCLBCLR�DC?RSPCQ�RF?R�CL?@JC�RFC/G?E?P?$JMSB4CPTGAC/G?E?P?$JMSB4CPTGACRM�DSLARGML�MLAC
NPMTGQGMLGLE�GQ�AMKNJCRCB��&?AF�AF?LLCJ�F?LBJCQ�AMKKSLGA?RGML�DMP�MLC�?NNJGA?RGML�J?WCP
�QSAF�?Q�KCQQ?EGLE
MP�FGQRMPW�B?R?��5M�AMKKSLGA?RC�UGRF�RFC�MSRQGBC�UMPJB�RFC�AF?LLCJ�F?Q�NMGLRCPQ�RM�RFC�QNCAGbA�RP?LQNMPR�?LB
?SRFCLRGA?RMP�GR�LCCBQ�

Channel Description

"J?PKQ
*LQR?JJQ�?$JMSB-GLI"J?PK3CAGNGCLR$JMSB-GLI"J?PK3CAGNGCLRGL�RFC"J?PK4CPTGAC"J?PK4CPTGAC
�UFGAF�QFMSJB�@C�AMLLCARCB�RM�?L�"J?PK�$J?QQ�RM
PMSRC�?J?PKQ�RM�RFC�AJMSB�

#?AISN
6NJM?BQ�QR?RGML�@?AISNQ�RM�RFC�AJMSB�?AAMPBGLE�RM�RFC�@?AISN�NMJGAW�AMLbESP?RGML��5FCQC�@?AISNQ�?PC
QGKGJ?P�RM�RFMQC�K?BC�@W/G?E?P?�Q#?AISN4CPTGAC#?AISN4CPTGAC
�FMUCTCP
�RFCW�?PC�CLAPWNRCB�UGRF�RFC�QWQRCK
N?QQNFP?QC�MP�?�AMLbESPCB�N?QQUMPB
�?LB�QCLR�RM�RFC�AJMSB�

)C?PR@C?R

.?GLR?GLQ�?L�?ARGTC�JGLI�UGRF�RFC�*M5�)S@�QCPTGAC�GL�RFC�AJMSB�RM�UFGAF�GR�NCPGMBGA?JJW�QCLBQ�QFMPR
KCQQ?ECQ�	[FC?PR@C?RQ\
�TG?�".21�?AAMPBGLE�RM�GRQ�DPCOSCLAW�QCRRGLE��5FC�AMLbESP?RGML�DMP�RFC
)C?PR@C?R�AF?LLCJ�GL�RFC�/G?E?P?�$JMSB�4SGRC�F?Q�CLRPGCQ�DMP�?�RP?LQNMPR�RWNC�MD�".21�?LB�?L
?SRFCLRGA?RMP�*%�MD3NI"SRFCLRGA?RMP��5FGQ�KC?LQ�RF?R�UFCL�RFC�)C?PR@C?R�AF?LLCJ�LCCBQ�RM�QCLB�?
FC?PR@C?R�KCQQ?EC�GR�BMCQ�RFC�DMJJMUGLE�

�� 2SCPW�RFC�QNCAGbA�?SRFCLRGA?RMP�DMP�RFC�LCCBCB�APCBCLRG?JQ�

�� $PC?RC�?L�".21�KCQQ?EC�

�� 4CLB�RFC�KCQQ?EC�RM�RFC�".21�RP?LQNMPR�?JMLE�UGRF�RFC�?QQMAG?RCB�BCR?GJQ�RM�CLQSPC�RFC
KCQQ?EC�A?L�@C�QCLR�

)GQRMPGCQ

4CLBQ�FGQRMPW�PCAMPBQ�RM�RFC�AJMSB�?AAMPBGLE�RM�?�QR?RGMLZQ�FGQRMPW�CVNMPR�NMJGAW��5FGQ�AF?LLCJ�AMKCQ�UGRF
?L�CVNMPR�DMJBCP�?LB�?�NPC�AMLbESPCB�?SRMK?RGA�CVNMPR�NMJGAW
�UFGAF�GQ�BGQ?@JCB�@W�BCD?SJR��5FGQ�NMJGAW
QCLBQ�?JJ�FGQRMPGCQ�RM�RFC�AJMSB�@SR�?JJMUQ�DMP�RFC�CVAJSQGML�MD�GLBGTGBS?J�FGQRMPGCQ��5M�CL?@JC�FGQRMPW
CVNMPRQ
�CGRFCP�CL?@JC�RFC�?SRMK?RGA�CVNMPR�NMJGAW�?LB�AMLbESPC�GRQ�CVCASRGML�RGKC�MP�?BB�?BBGRGML?J
FGQRMPW�CVNMPR�NMJGAGCQ�

/G?E?P?�$JMSB�4SGRC�	/$4
�1?PRLCP�(SGBC $MLLCARGML�NPCN?P?RGML

'C@PS?PW��
����� ��



Channel Description

-?PEC�QR?RGMLQ�QFMSJB�SQC�RFC�?SRMK?RGA�CVNMPR�NMJGAW��$SQRMKGXGLE�RFC�NMJGAW�@W
�DMP�CV?KNJC

@W�QCJCARGLE�GLBGTGBS?J�FGQRMPGCQ�DMP�CVAJSQGML
�A?L�PCQSJR�GL�QJMU�PCQNMLQC�RGKCQ�ML�FGQRMPW
CVNMPR�NMJGAW�N?ECQ�

.CQQ?EGLE
4CLBQ�KCQQ?ECQ�RM�RFC�AJMSB�DPMK�AMKNMLCLRQ�RF?R�?PC�LMR�AF?LLCJQ
�QSAF�?Q�?SRFCLRGA?RMPQ��5FGQ
AF?LLCJ�GQ�GLQR?JJCB�?LB�CL?@JCB�@W�BCD?SJR��5FC�.CQQ?EGLE�AF?LLCJ�NPMTGBCQ�?�BGPCAR�KCQQ?EGLE
A?N?@GJGRW�RM�RFC�RP?LQNMPRQ��5FC�?SRFCLRGA?RMPQ�SQC�GR�RM�?SRFCLRGA?RC�RM�RFC�AJMSB�NJ?RDMPK�

.MBCJ
5FGQ�AF?LLCJ�QCLBQ�BCR?GJCB�AMKNMLCLR�GLDMPK?RGML�RM�RFC�AJMSB�GLAJSBGLE�NMGLRQ
�FGQRMPGCQ�?LB�JME
FGQRMPGCQ��5FC�GLDMPK?RGML�QCLR�GLAJSBCQ�RWNC
�D?ACRQ
�NPMNCPRGCQ
�R?EQ�?LB�PCJ?RGMLQ��5FC�AF?LLCJ�AMKCQ
UGRF�MLC�CVNMPR�NMJGAW
�UFGAF�RFC�$JMSB�*B�.?L?ECP�UGJJ�CVCASRC�?DRCP�GR�F?Q�?QQGELCB�LCU�AJMSB�*BQ�

1MGLRQ
4CLBQ�B?R?�RM�RFC�AJMSB�@?QCB�ML�GRQ�BCD?SJR�CVNMPR�NMJGAW
�UFGAF�GQ�BGQ?@JCB��6QC�RFC�)GQRMPGCQ�AF?LLCJ
GLQRC?B�RM�QCLB�RCJCKCRPW�B?R?�RM�RFC�AJMSB��*D�WMS�CL?@JC�RFGQ�AF?LLCJ
�@MRF�RFC�1MGLRQ�?LB�)GQRMPGCQ
AF?LLCJQ�QCLB�B?R?�RM�RFC�AJMSB��5FGQ�NMRCLRG?J�BSNJGA?RGML�MD�B?R?�A?L�NPMBSAC�SLCVNCARCB�PCQSJRQ�

*LQR?JJGLE�QMDRU?PC�KMBSJCQ
*D�RFCAJMSB-GLIKMBSJCQ�?PC�LMR�N?PR�MD�WMSP/G?E?P?GK?EC
�SQC�RFGQ�NPMACBSPC�RM�GLQR?JJ�RFCK��: MS�A?L�QIGN
RFGQ�NPMACBSPC�GL�A?QCQ�UFCPC/G?E?P?�$JMSB�4CPTGACGQ�N?AI?ECB�GLQGBC�?�BMAICP�GK?EC��*L�RF?R�QACL?PGM
�RFC
?AR�MD�APC?RGLE�RFC�BMAICP�GK?EC�F?LBJCQ�BMULJM?BGLE�?LB�GLQR?JJGLE/G?E?P?�$JMSB�4CPTGAC�

Prerequisites:
: MS�?PC�UMPIGLE�GL8 MPI@CLAF?LB�?PC�AMLLCARCB�RM�?�QR?RGML��5FC�QR?RGML�GQ�AMLLCARCB�RM�RFC�*LRCPLCR��:MS
F?TC�?�SQCP�?AAMSLR�ML�RFC/G?E?P?�$MKKSLGRW4MDRU?PC�NMPR?J�

0LJW�RFC�QWQRCK�@CGLE�PCEGQRCPCB�UGRF�RFC�AJMSB�LCCBQ�RFCAJMSB-GLIKMBSJCQ��4S@MPBGL?RC�QR?RGMLQ�BM�LMR
LCCB�RFC�KMBSJCQ��*D�?�QS@MPBGL?RC�QR?RGML�GRQCJD�LCCBQ�RM�AMKKSLGA?RC�BGPCARJW�RM�RFC�AJMSB
�WMS�UGJJ�LCCB�RM
GLQR?JJ�RFC�KMBSJCQ�?LB�PCEGQRCP�RF?R�QR?RGML�QCN?P?RCJW�

NOTE: *D�RFC8 MPI@CLAFNJ?RDMPK�GQ�SQCB�RM�GLQR?JJ�RFC/G?E?P?�$JMSB�4CPTGACRM�?+"$& 
�WMS�LCCB�RM�?JQM
GLQR?JJ�RFC�KMBSJCQ�ML�RFC+"$& SQGLE�RFC�NJ?RDMPKZQ4MDRU?P4MDRU?PC�.?L?ECPC�.?L?ECP TGCU��'MP�KMPC�GLDMPK?RGML�?@MSR�RFC
4MDRU?P4MDRU?PC�.?L?ECPC�.?L?ECP TGCU
�QCC�RFCNiagara Platform Guide.

��4RCN 0NCL�?�UC@�@PMUQCP�?LB�JME�GL�RM�RFC/G?E?P?�$MKKSLGRW4MDRU?PC�NMPR?J�
5FC�?BBPCQQ�GQhttps://www.niagara-community.com �

��4RCN $JGAI4MDRU?P4MDRU?PCCGL�RFC�SNNCP�PGEFR�MD�RFC�FMKC�N?EC�

��4RCN 4APMJJ�BMUL�RM�JMA?RC�$JMSB-GLI�?LB�AJGAI�RFC�?NNPMNPG?RC�XGN�bJC�JGLI�
5FC�AFMGAC�BCNCLBQ�ML�WMSP/G?E?P?TCPQGML��:MS�QFMSJB�AFMMQC�RFC�Q?KC�K?HMP�KGLMP�SNB?RC
TCPQGML�?Q�RFC/G?E?P?TCPQGML�RF?R�WMS�ASPPCLRJW�SQC��'MP�CV?KNJC
�GD�WMS�SQC/G?E?P?������
�R FC
bJCL?KC�MD�RFC�XGN�bJC�UMSJB�AMLR?GL����������GL�GR��5FC�@SGJB�TCPQGML�K?W�@C�BGDDCPCLR�DMP/G?E?P?
$JMSB�4CPTGAC?LB�$MPC/G?E?P?
�
5FC�XGN�bJC�BMULJM?BQ�RM�WMSP�QWQRCK�

��4RCN /?TGE?RC�RM�WMSP�8GLBMUQ�BMULJM?BQ�DMJBCP�	c:\Users\<UserName>\Downloads 
�UFCPC
� UserName ��GQ�SLGOSC�DMP�WMSP�AMKNSRCP�

��4RCN 3GEFR�AJGAI�RFC�XGN�bJC�GL�RFC�BMULJM?BQ�DMJBCP�?LB�CVRP?AR�GRQ�AMLRCLRQ�RM�WMSP�4WQ)MKC
GLQR?JJ?RGML�DMJBCP�	DMP�CV?KNJC
Niagara/Niagara-4.10.x 
�

NOTE: *D�RFC�QWQRCK�NPMKNRQ�WMS�RMOverwrite any existing previous versions? 
�AJGAI
0,0, �

5FGQ�GLQR?JJQ�RFC�KMBSJCQ��5FC�N?JCRRCQ�?PC�GLAJSBCB�GL�RFC�KMBSJCQ�

��4RCN 3CQR?PR�RFC�QR?RGML�?LB�PCQR?PR8 MPI@CLAF�

��4RCN 5M�GLQR?JJ�RFC�QMDRU?PC�ML�?LW�PCKMRC�NJ?RDMPK�	+"$& 

�SQC�RFC�1J?RDMPK�"BKGLGQRP?RGML
$MKKGQQGMLGLE�RMMJ�MP�RFC�4MDRU?PC�.?L?ECP�RMMJ�

$MLLCARGML�NPCN?P?RGML /G?E?P?�$JMSB�4SGRC�	/$4
�1?PRLCP�(SGBC

�� 'C@PS?PW��
�����



Result
0LAC�RFC�QR?RGML�PCQR?PR�GQ�AMKNJCRC
�WMS�A?L�NPMACCB�RM�GLQR?JJ�?LB�AMLbESPC/G?E?P?�$JMSB�4CPTGAC�

4WLAFPMLGXGLE�AJMAIQ
"LW�NJ?RDMPK�	BCTGAC
�UFCPC�RFC/G?E?P?$JMSB4CPTGAC/G?E?P?$JMSB4CPTGACGQ�GLQR?JJCB�KSQR�F?TC�/51�	/CRUMPI�5GKC�1PMRMAMJ
�MD
QMKC�RWNC�AMLbESPCB��5FGQ�NPMACBSPC�QCRQ�SN�?�MLC�RGKC�NPMTGQGMLGLE�HM@�RM�QWLAFPMLGXC�RFC�AJMAIQ�GL�?JJ
QR?RGMLQ�

Prerequisites:
: MS�?PC�UMPIGLE�GL8 MPI@CLAF?LB�?PC�AMLLCARCB�RM�?�QR?RGML�

*D�?�NJ?RDMPK�AJMAI�GQ�MSR�MD�QWLAFPMLGX?RGML�UGRF�RFC�AJMSB�NJ?RDMPK
�WMS�K?W�LMR�@C�?@JC�RM�ECR�RFC�ACPRGbA?RC
RM�PCEGQRCP�RFC�DCBCP?RCB�GBCLRGRW��&QNCAG?JJW�GD�WMSP�AJMAI�GQ�@CFGLB
�RFC�QWQRCK�K?W�RFGLI�RFC�ACPRGbA?RC�GQ�LMR
WCR�T?JGB
�UFGAF�NPCTCLRQ�RFC�QR?RGML�DPMK�QRMPGLE�RFC�ACPRGbA?RC�

'MP�?�1$�WMS�AMLbESPC�RFC�AJMAI�RFPMSEF�8GLBMUQ�

��4RCN 0NCL�RFCNPNPMTGQGMLGLE/G?E?P?MTGQGMLGLE/G?E?P?N?JCRRC�?LB�BP?E�?1P1PMTGQGMLGLE/U&VRMTGQGMLGLE/U&VRAMKNMLCLR�RM�RFC
/G?E?P?/CRUMPI/G?E?P?/CRUMPI�

��4RCN 'PMK�RFCNPNPMTGQGMLGLE/G?E?P?MTGQGMLGLE/G?E?P?N?JCRRC
�BP?E�RFC#?RAF+M@4CPTGAC#?RAF+M@4CPTGACAMKNMLCLR�RM�RFC�QR?RGML�Q
4CPTGACQ4CPTGACQ�

��4RCN 5M�MNCL�RFC/G?E?P?�/CRUMPI�+M@�#SGJBCP/G?E?P?�/CRUMPI�+M@�#SGJBCP
�BMS@JC�AJGAI1P1PMTGQGMLGLE/U&VRMTGQGMLGLE/U&VR�

��4RCN 6LBCP�RFC4RCNQ�RM�PSL�DMP�C?AF�QR?R4RCNQ�RM�PSL�DMP�C?AF�QR?RGMLGMLN?LC�	KGBBJC

�AJGAI�RFC�NJSQ�	�
�
5FC/CU�+M@�4RCN/CU�+M@�4RCNUGLBMU�MNCLQ�

��4RCN 4CJCAR�RFC4CR�54CR�5GKCGKCQRCN�
5FC4CR�54CR�5GKCGKCUGLBMU�MNCLQ�

��4RCN 4CJCARUse NTP time ?LB�AJGAI0,0, �

��4RCN 6LBCP�RFC�JMUCP4R?R4R?RGMLQ�RM�GLAJSBC�GL�RGMLQ�RM�GLAJSBC�GL�RFC�HM@FC�HM@N?LC
�AJGAI�RFC�NJSQ�	�
�
5FC"BB�%CTGAC"BB�%CTGACUGLBMU�MNCLQ�

��4RCN 4CJCAR�RFC�QR?RGMLQ�RM�QWLAFPMLGXC�?LB�AJGAI0,0, �

��4RCN 3CTGCU�WMSP�AFMGACQ�?LB�AJGAI3SL�/MU3SL�/MU �
5FC�TGCU�AF?LECQ�RM�RFC�/G?E?P?�/CRUMPI�+M@�7GCU�UFCPC�QRCNQ�?LB�PCQSJRQ�?NNC?P�?Q�RFC�QR?RGML
CVCASRCQ�RFCK�

*D�WMS�BM�LMR�SQC�?�1PMTGQGMLGLE4SNCPTGQMPMP�1PMTGQGMLGLE+"$& 
�UFGAF�?PC�PCOSGPCB�DMP/G?E?P?1PMTGQGMLGLE

WMS�BM�LMR�LCCB�RM�QCR�SN�RFC�AJMAI�QWLAFPMLGX?RGML��*D�WMS�SQC�?�QR?LB?JMLC+"$&����� 
�PCDCP�RM�RFC��Ntp
Platform Service Editor Qnx view (platform-NtpPlatformServiceEditorQnx)" section GL�RFCNiagara Platform Guide
DMP�KMPC�GLDMPK?RGML�

4CRRGLE�SN�BCTGAC�*LRCPLCR�?AACQQ
*LRCPLCR�?AACQQ�GQ�PCOSGPCB�DMP�?JJ�QR?RGMLQ�?LB�AJGCLRQ��*D�WMSP�BCTGAC�GQ�ML�?L�GLRCPL?J�	AJMQCB
�LCRUMPI
�RFGQ�GQ
BMLC�@W�QCRRGLE�SN�NPMVW�QCPTCP�QCRRGLEQ�RWNGA?JJW�F?LBJCB�@W�RFC�ML�QGRC�*5�BCN?PRKCLR��:MSP�NPMVW�QCPTCP
KSQR�?JJMU�?AACQQ�RM�RFC/G?E?P?�$JMSB�4SGRC��&VNJGAGR�	L?KCB
�NPMVW�QSNNMPR�GQ�NPMTGBCB�RFPMSEF�RFCLCR�LCR�
)RRN1P)RRN1PMVW4CPTCPMVW4CPTCPDPMK�RFCLCR�PRKMBSJC�?LB�AMLbESPC�GR�RM�WMSP�NPMVW�QCPTCP�QCRRGLEQ��'MP�GLDMPK?RGML�ML�FMU
RM�QCR�SN�RFCNPNPMVW4CPTGACMVW4CPTGAC
�PCDCP�RM�RFCGetting Started with Niagara �

Prerequisites:
: MS�?PC�UMPIGLE�GL8 MPI@CLAFUGRF�?�NJ?RDMPK�AMLLCARGML�RM�RFC�AMLRPMJJCP��'MP�C?AF�BCTGAC�@CFGLB�?�LCRUMPI
bPCU?JJ
�?NNPMNPG?RC�%/4�)MQR�L?KC�?LB�%/4�4CPTCP�*1�?BBPCQQ	CQ
�?PC�?T?GJ?@JC�DMP�WMSP�LCRUMPI��:MSP
NJ?RDMPKZQ�AJMAI�GQ�QWLAFPMLGXCB�UGRF�RFC�AJMSB�NJ?RDMPK�

/G?E?P?�$JMSB�4SGRC�	/$4
�1?PRLCP�(SGBC $MLLCARGML�NPCN?P?RGML
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����� ��



*D�RFCNPNPMVW4CPTGACMVW4CPTGACGQ�?T?GJ?@JC�?LB�AMLbESPCB
/G?E?P?�$JMSB�4CPTGAC?SRMK?RGA?JJW�SQCQ�GR��*D�WMS�?PC�SQGLE�?
NPMVW�QCPTCP�UGRF�RFCLCR�)RRN1PLCR�)RRN1PMVW4CPTCPMVW4CPTCP
�RFCNPNPMVW4CPTGACMVW4CPTGACKSQR�@C�?@JC�RM�?AACQQ�RFC�DMJJMUGLE�BMK?GLQ

UFGAF�?PC�N?PR�MD�RFC/G?E?P?�$JMSB�4SGRC�

] ��?XSPC�BCTGACQ�LCR

] ��DMPAC�AMK

] ��FMLCWUCJJ�AMK

] ��FMLCWUCJJAJMSB�AMK

] ��LG?E?P?�AJMSB�AMK

] ��LG?E?P?�AMKKSLGRW�AMK

] ��NGLEMLC�AMK

] ��RPGBGSK�AMK

] ��UGLBMUQ�LCR

��4RCN *L�RFC�NJ?RDMPK5$1�*1�$MLbESP?R5$1�*1�$MLbESP?RGMLGMLTGCU
�CLRCP�RFC�?NNPMNPG?RC�T?JSCQ�DMP�RFC�DMJJMUGLE
NPMNCPRGCQ�

] DNS Domain 	DMP�CV?KNJC��AMKN?LW�LCR


] DNSv4Servers 	?BB�?�bCJB�DMP�MLC�MP�KMPC�%/4�4CPTCPQ��CLRCP�RFC�?NNPMNPG?RC�*1�?BBPCQQ�DMP
C?AF


��4RCN $JGAI4?TC4?TC�
0L�Q?TGLE�WMSP�AF?LECQ�WMS�?PC�NPMKNRCB�RM�PC@MMR�RFC�BCTGAC�

Next steps

CAUTION: 'PMK�?�AW@CP�QCASPGRW�NCPQNCARGTC
�GR�GQ�APSAG?J�RF?R�WMSP�QR?RGML�GQ�LMR�CVNMQCB�ML�RFC�*LRCPLCR�
$MKKSLGA?RGMLQ�TG?/G?E?P?�$JMSB�4CPTGACPCOSGPC�MLJW�?L�MSR@MSLB�AMLLCARGML�DPMK�WMSP�QR?RGML�RM�RFC
*LRCPLCR��'MJJMU�RFC�@CQR�NP?ARGACQ�GL�RFCNiagara 4 Hardening Guide UFGAF�GQ�?T?GJ?@JC�ML�
FRRNQ���UUU�RPGBGSK�AMK�SQ�CL�QCPTGACQ�QSNNMPR�JG@P?PW�

"BB GLE�AJMSB�CLBNMGLRQ�RM�RFC8 MPI@CLAF@PMUQCP�?JJMUJGQR
#CDMPC�PCEGQRCPGLE�BCTGACQ
�RFC�@PMUQCP�?JJMUJGQR�	UFGRCJGQR
�GL�RFC8 MPI@CLAF4WQRCK�)MKC�KSQR�?JJMU�RFC
AJMSB�CLBNMGLRQ�RM�AMKKSLGA?RC�UGRF 8 MPI@CLAF�

Prerequisites:
: MS�?PC�AMLLCARCB�RM�?�AMLRPMJJCP�QR?RGML�?LB�UMPIGLE�GL8 MPI@CLAF��: MS�?PC�?U?PC�MD�RFC�QCASPGRW�GKNJGA?RGMLQ
?LB�MPE?LGX?RGML?J�NMJGAGCQ�GLTMJTCB�GL�CBGRGLE�?L�?JJMUJGQR�

��4RCN 5M�L?TGE?RC�RM�RFC�?JJMUJGQR�AMLbESP?RGML�NPMNCPRGCQ
�CVN?LB.W�)MQR.W�)MQR� .W�'GJC�4WQRCK.W�'GJC�4WQRCK� 4WQ4WQ
)MKC)MKC � BCD?SJBCD?SJRQRQ?LB�BMS@JC�AJGAIQWQRCK�NPQWQRCK�NPMNCPRMNCPRGCQGCQ�
5FC�RCVR�CBGRMP�TGCU�MNCLQ�

��4RCN 6QC�RFC�QC?PAF�	$RPJ$RPJ� '' 
�RM�JMA?RC�RFCniagara.webbrowser.urlWhitelist NPMNCPRW�GL�RFC
system.properties bJC�

��4RCN "BB�RFCQC�63-Q�RM�RFC�?JJMUCB�JGQR�auth.pingone.com 
 niagara-cloud.com 
 force.com
?LB�AJGAI�RFC�Q?TC�GAML�	
�

��4RCN 'MP�RFC�SNB?RCB�?JJMUJGQR�RM�R?IC�CDDCAR
�AJMQC�?LB�PCQR?PR8 MPI@CLAF�

"BB GLE�RFC�/G?E?P?$JMSB4CPTGAC
5FC/G?E?P?$JMSB4CPTGAC/G?E?P?$JMSB4CPTGACAMKNMLCLR�SLBCP�RFC4CPTGACQ4CPTGACQAMLR?GLCP�AMLLCARQ�RFC�QR?RGML�RM�RFC/G?E?P?AJMSB�

Prerequisites:
: MS�?PC�UMPIGLE�GL8 MPI@CLAF?LB�?PC�AMLLCARCB�RM�?�QR?RGML��5FCAJMSB-GLI/AQKMBSJC�GQ�GLQR?JJCB�

��4RCN 5M�MNCL�RFC1?JCRRC1?JCRRCQGBC�@?P�DPMK�RFC.CLS.CLS @?P
�AJGAI88 GLBMUGLBMU� 4GBC�#?PQ4GBC�#?PQ� 1?JCRRC1?JCRRC�

$MLLCARGML�NPCN?P?RGML /G?E?P?�$JMSB�4SGRC�	/$4
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5FC1?JCRRC1?JCRRCQGBC�@?P�MNCLQ�ML�RFC�JMUCP�JCDR�MD�RFC�N?EC�

��4RCN $JGAI�ML�RFC�0NCL�1?JCRRC�	DMJBCP
�GAML�	
�
5FC0NCL�1?JCRRC0NCL�1?JCRRCUGLBMU�MNCLQ�

��4RCN &LRCPcloud GL�RFC�bJRCP�@MV
�QCJCAR�RFCAJMSB-GLI/AQN?JCRRC�?LB�AJGAI0,0, �

5FC�N?JCRRC�MNCLQ�GL�RFC�QGBC�@?P�

��4RCN &VN?LB�WMSP�QR?RGML�?LB�BP?E/G?E?P?$JMSB4CPTGAC/G?E?P?$JMSB4CPTGACRM�RFC4CPTGACQ4CPTGACQAMLR?GLCP�GL�RFC�/?T�RPCC�
5FC/?KC/?KC UGLBMU�MNCLQ�

��4RCN "AACNR�RFC�BCD?SJR�L?KC�MP�CLRCP�RFC�BGDDCPCLR�L?KC�?LB�AJGAI0,0, �

3CEGQRCPGLE�?�BCTGAC
5FGQ�NPMACBSPC�PCEGQRCPQ�BCTGACQ�	QR?RGMLQ
�UGRF�QNCAGbA�ASQRMKCP�NPMHCARQ��*R�GQ�PCOSGPCB�DMP�RFC�SQC�MD/G?E?P?
%?R?�4CPTGAC
 /G?E?P?�3CAMTCP
�?LB /G?E?P?�3CKMRC�

Prerequisites:

] : MS�?PC�SQGLE8 MPI@CLAF?LB�?PC�AMLLCARCB�RM�?�QR?RGML�RM�UFGAF�WMS�?BBCB�RFC�/G?E?P?$JMSB4CPTGAC�

] : MS�F?TC�?/G?E?P?$MKKSLGRW�?AAMSLR�

] : MS�F?TC�QCR�SN�NPMHCARQ�GL�RFC/G?E?P?�$JMSB�.?L?ECKCLR�1MPR?J�

��4RCN &VN?LB/G?E?P?$JMSB4CPTGAC/G?E?P?$JMSB4CPTGAC� "SR"SRFCLRFCLRGA?RMPQGA?RMPQ?LB�BMS@JC�AJGAI'CBCP?RCB*BCLR'CBCP?RCB*BCLRGRW"SRGRW"SRFCLRFCLRGA?RMPGA?RMP�
5FC'CBCP?RCB*BCLR'CBCP?RCB*BCLRGRW"SRGRW"SRFCLRFCLRGA?RMPGA?RMP1P1PMNCPRW�4FCCRMNCPRW�4FCCRMNCLQ�

��4RCN 3GEFR�AJGAI�RFC�?SRFCLRGA?RMP�L?KC�?LB�AJGAI"AR"ARGMLQGMLQ� 4R?PR�3CEGQRP?R4R?PR�3CEGQRP?RGMLGML�

/G?E?P?�$JMSB�4SGRC�	/$4
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5FGQ�?ARGML�?LLMSLACQ�RFC�QR?RGML�RM�RFC�AJMSB�PCEGQRP?RGML�QCPTGAC�DPMK�UFGAF�GR�PCACGTCQ�RFCUser
Code
�?LB�NMNSJ?RCQ�RFCUser Code 
 User Registration Url ?LB Code Expiration NPMNCPRGCQ�

NOTE: 5FC3CEGQRP?R3CEGQRP?RGML�$MBCGML�$MBCGQ�EMMB�DMP����KGLSRCQ��*D�WMS�R?IC�JMLECP�RF?L�RF?R�RM�AMKNJCRC
PCEGQRP?RGML
�?L�CPPMP�MAASPQ�?LB�WMS�KSQR�QR?PR�?E?GL�

5FC�CVNGP?RGML�RGKC�BGQNJ?WQ�?QCode Expiration ��: MS�LCCB�RM�AMKNJCRC�RFC�LCVR�QRCN�GL�RFC
NMPR?J�@CDMPC�RFC�RGKC�GQ�SN�MP�WMS�UGJJ�F?TC�RM�QR?PR�?E?GL�

��4RCN $JGAI�RFC�JGLI�?PPMU�RM�RFC�PGEFR�MD�RFCUser Registration Url NPMNCPRW�MP�AMNW�RFC�63-�?LB
N?QRC�GR�GLRM�?�@PMUQCP�
'MP�KMPC�GLDMPK?RGML�?@MSR�FMU�RM�AMLbESPC�RFC�UC@�@PMUQCP�UFGRCJGQR�	?JJMUJGQR

�QCC
[$MLbESPGLE�RFC�UC@�@PMUQCP�UFGRCJGQR�	?JJMUJGQR
\�GL�RFCGetting Started with Niagara ESGBC�?LB
["BB GLE�AJMSB�CLBNMGLRQ�RM�RFC�8 MPI@CLAF�@PMUQCP�?JJMUJGQR�\�GL�RFCNiagara Cloud Suite (NCS)
Partner Guide�
5FC�/G?E?P?�$MKKSLGRW�JME�GL�UGLBMU�MNCLQ�

��4RCN -ME�GL�RM�RFC/G?E?P?�$JMSB�.?L?ECKCLR�1MPR?JSQGLE�WMSP�/G?E?P?�$MKKSLGRW�?AAMSLR�
5FC3CEGQRCP�LCU�BCTGAC3CEGQRCP�LCU�BCTGACUGLBMU�MNCLQ�QFMUGLE�RFC3CEGQRP?R3CEGQRP?RGML�$MBCGML�$MBC�

��4RCN &LRCP�?Device Name 
�QCJCAR�?�JGACLQC�DPMK�RFC�?T?GJ?@JC�JGACLQCQ�GD�RFCPC�?PC�KMPC�RF?L�MLC
JGACLQCQ
�QCJCAR�?�NPMHCAR�DMP�RFC�ASQRMKCP�DPMK�RFC1P1PMHCAR�/?KCMHCAR�/?KCJGQR
�CLRCP�RFCLocation ?LB
AJGAI%MLC%MLC�

] Device Name A?L�@C�RFC�QR?RGML�L?KC��)MUCTCP
�WMS�A?L�AF?LEC�GR�RM�K?IC�GR�KMPC
BCQAPGNRGTC�MD�RFC�NPMHCAR�MP�JMA?RGML�

] Licenses QCJCARQ�RFC�BCQGPCB�JGACLQC�DPMK�?JJ�?T?GJ?@JC�JGACLQCQ�RM�BCRCPKGLC�UF?R�DC?RSPCQ
?LB�DSLARGML?JGRW
�UFGAF�UGJJ�@C�@?QCB�ML�MPBCPCB�QS@QAPGNRGMLQ
�?PC�?SRFMPGXCB�RM�SQC�

] Project Name GQ�RFC�L?KC�MD�RFC/G?E?P?�$JMSB�4SGRCNPMHCAR�RM�UFGAF�RFGQ�BCTGAC�@CJMLEQ��*R
GQ�QCJCARCB�DPMK�?�BPMNBMUL�MD�?JJ�RFC�NPMHCARQ�RM�UFGAF�RFC�SQCP�F?Q�?AACQQ�

] Location GBCLRGbCQ�RFC�@SGJBGLEZQ�ECMEP?NFGA�JMA?RGML�

$MLLCARGML�NPCN?P?RGML /G?E?P?�$JMSB�4SGRC�	/$4
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5FC�QSAACQQ�NMN�SN�AMLbPKQ�RFC�BCTGAC�PCEGQRP?RGML�

5FC�QWQRCK�PCEGQRCPQ�RFC�BCTGAC�UGRF�RFC�/G?E?P?�$JMSB�

��4RCN 5M�AMLbPK�RFC�DCBCP?RCB�PCEGQRP?RGML�?LB�AMLLCARGML
�EM�@?AI�RM�RFC�QR?RGMLZQ
'CBCP?RCB*BCLR'CBCP?RCB*BCLRGRW"SRGRW"SRFCLRFCLRGA?RMPGA?RMP1P1PMNCPRW�4FCCRMNCPRW�4FCCR�
5FC�NPMNCPRW�QFCCR�MNCLQ�

5FC�BCTGAC�GQ�PCEGQRCPCB�?LB
�?DRCP�?�KMKCLR�?SRFCLRGA?RCB
�UFGAF�KC?LQ�RF?R�GR�F?Q�GRQ�QR?RGML
ACPRGbA?RC
�?LB�RF?R�RFC�QMDRU?PC�F?Q�NPMTGQGMLCB/G?E?P?�$JMSB�4CPTGAC�

NOTE: 5FC�NPMTGQGMLGLE�NPMACQQ�QMKCRGKCQ�A?L�R?IC�?�DCU�KGLSRCQ�@CDMPC�CTCPWRFGLE�GQ�QCR�SN
GL�RFC�QR?RGML�?LB�DSJJW�PCEGQRCPCB��'MP�CV?KNJC
�RFC�31,�"SR FCLRGA?RMP�R?ICQ�RGKC�RM�@CAMKC
?SRFCLRGA?RCB��6LRGJ�RFCL
�GR�K?W�@C�NPCQCLR�@SR�GR�GQ�BGQ?@JCB��*R�UGJJ�LMR�UMPI�GD�WMS�RPW�RM�CL?@JC
GR�

5FC�NPMTGQGMLGLE�MD�RFC�AMKNMLCLRQ�R?ICQ�NJ?AC�@?QCB�ML�RFC�BCTGAC�QS@QAPGNRGMLQ�WMS�MPBCPCB
GL/G?E?P?-GACLQGLE��"Q�?L�CV?KNJC
�GD�WMS�MPBCP�3CAMTCP
�SLBCP$F?LLCJQ$F?LLCJQ
�RFC#?AISN#?AISNAF?LLCJ
UGJJ�@C�?SRMK?RGA?JJW�?BBCB�

Result

5FC�NJ?RDMPK�?LB�QR?RGML�?PC�LMU�DSJJW�PCEGQRCPCB�UGRF�RFC/G?E?P?�$JMSB�4SGRC��5FCW�F?TC�?�ACPRGbA?RC�DMP�RFC
DCBCP?RCB�GBCLRGRW�?LB�?PC�AMLLCARCB�RM�RFC�*M5�)S@�	RFC�AJMSB
��)MUCTCP
�LM�B?R?�F?TC�@CCL�QCLR�RM�RFC
AJMSB�

3C�PCEGQRCPGLE�?�BCTGAC
: MS�LCCB�?�QR?RGML�Q�AJMSB�GBCLRGRW�RM�AMLLCAR�RM�/G?E?P?�$JMSB�4CPTGAC�?LB�GR�Q�PCJ?RCB�B?R?�QRMPCB�GL�RFC
AJMSB��*D�RFC�AJMSB�GBCLRGRW�GQ�JMQR�MP�RFC�QR?RGML�GQ�KMTCB�RM�?�LCU�BCTGAC�	BCTGAC�PCNJ?ACKCLR

�WMS�LCCB�RM�PC�
PCEGQRCP�RFC�BCTGAC�RM�PCQRMPC�RFC�QR?RGML�Q�AJMSB�GBCLRGRW�
&V?KNJCQ�MD�QACL?PGMQ�GL�UFGAF�?�PC�PCEGQRP?RGML�GQ�LCCBCB�

] 3CQRMPGLE�?+"$& QR?RGML�DPMK�?�@?AISN�	%*45�RMMJ
�MP�HSQR�?�QR?RGML�AMNW�RM�?�LCU+"$& �

] 3CQRMPGLE�?4SNCPTGQMPDPMK�?�@?AISN�UGRF�?�QR?RGML�AMNW�	%*45�RMMJ�GQ�LMR�QSNNMPRCB�ML�?4SNCPTGQMP
�RM�?
LCU�AMKNSRCP�

] *D�RFC�AJMSB�GBCLRGRW�MD�?�QR?RGML�GQ�JMQR
�DMP�CV?KNJC
�@CA?SQC�RFC�/G?E?P?$JMSB4CPTGAC�U?Q�BCJCRCB
�MP

/G?E?P?�$JMSB�4SGRC�	/$4
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?SRFCLRGA?RMPQ�MP�ACPRGbA?RCQ�CVNGPCB�

NOTE: *D�RFC�QR?RGML�GQ�PCQRMPCB�DPMK�?�@?AISN�MP�AMNGCB�RM�RFC�Q?KC�BCTGAC
�WMS�BM�LMR�LCCB�RM�PC�PCEGQRCP
RFC�BCTGAC�MP�AF?LEC�RFC�JGACLQC�

%CTGAC�PCQRMPC�	Q?KC�BCTGAC
��*D�RFC�QR?RGML�GQ�PCQRMPCB�DPMK�?�@?AISN�MP�AMNGCB�RM�RFC�Q?KC�BCTGAC
�WMS�K?W
LMR�LCCB�RM�PC�PCEGQRCP�RFC�BCTGAC��%CTGAC�PC�PCEGQRP?RGML�GQ�LCCBCB�MLJW�GD�RFC�QR?RGML�GQ�LMR�AMLLCARGLE�RM�RFC
AJMSB
�DMP�CV?KNJC
�@CA?SQC�ACPRGbA?RCQ�CVNGPCB��4GLAC�RFC�QR?RGML�GQ�PSLLGLE�ML�RFC�Q?KC�FMQR
�WMS�BM�LMR
LCCB�RM�AF?LEC�RFC�JGACLQC�

%CTGAC�PCNJ?ACKCLR�	LCU�BCTGAC
��5FGQ�GQ�RFC�A?QC�UFCPC�?�NPCTGMSQJW�PCEGQRCPCB�QR?RGML�GQ�AMNGCB�MP�PCQRMPCB
DPMK�?�@?AISN�RM�?�LCU�BCTGAC��*L�RFGQ�A?QC
�RFC�NPCPCOSGQGRC�GQ�RF?R�WMS�KMTC�RFC�QS@QAPGNRGML�DPMK�RFC�MJB
JGACLQC�@MSLB�RM�RFC�MJB�)MQR�*%�RM�?�LCU�JGACLQC�RF?R�GQ�@MSLB�RM�RFC�LCU�)MQR�*%��0RFCPUGQC
�RFC�PC�
PCEGQRP?RGML�NPMACQQ�UGJJ�LMR�bLB�?�QS@QAPGNRGML�DMP�RFC�LCU�)MQR�*%�?LB�RFC�PC�PCEGQRP?RGML�NPMACQQ�A?LLMR�@C
AMKNJCRCB�

NOTE: *R�GQ�NMQQG@JC�GL�QMKC�A?QCQ�RF?R�?�BCTGAC�PCNJ?ACKCLR�RF?R�U?Q�PCQRMPCB�DPMK�?�AJMSB�@?AISN�UGJJ�QRGJJ
PCR?GL�GRQ�AJMSB�GBCLRGRW��)MUCTCP
�WMS�QFMSJB�MLJW�AMLQGBCP�RFGQ�?Q�RCKNMP?PW�?LB�PC�PCEGQRCP�RFC�BCTGAC�RM
?TMGB�DSRSPC�QS@QAPGNRGML�GQQSCQ�UGRF�RFC�LCU�)MQR�*%�

3C�PCEGQRCPGLE�DPMK�?�QR?RGML

��4RCN *L�RFC�QR?RGML�

?� &VN?LB$MLbE$MLbE� 4CPTGACQ4CPTGACQ� /G?E?P?$JMSB4CPTGAC/G?E?P?$JMSB4CPTGAC� "SR"SRFCLRFCLRGA?RMPQGA?RMPQ
�?LB�BCJCRC
'CBCP?RCB*BCLR'CBCP?RCB*BCLRGRW"SRGRW"SRFCLRFCLRGA?RMPGA?RMP?LB 3NI"SR3NI"SRFCLRFCLRGA?RMPGA?RMP�

@� *L�RFCAJMSB-GLI/AQN?JCRRC
�CVN?LB�RFC/G?E?P?$JMSB4CPTGAC/G?E?P?$JMSB4CPTGACAMKNMLCLR
�?LB�CVN?LB�RFC
"SR"SRFCLRFCLRGA?RMPQGA?RMPQDMJBCP�

A� %P?E�?�LCU�'CBCP?RCB*BCLRGRW"SRFCLRGA?RMP�GLRM�RFC�QR?RGML�SLBCP$MLbE$MLbE� 4CPTGACQ4CPTGACQ�
/G?E?P?$JMSB4CPTGAC/G?E?P?$JMSB4CPTGAC� "SR"SRFCLRFCLRGA?RMPQGA?RMPQ�

B� 5M�QR?PR�RFC�PC�PCEGQRP?RGML�NPMACQQ
�PGEFR�AJGAI�ML�'CBCP?RCB*BCLRGRW"SRFCLRGA?RMP�?LB�QCJCAR
"AR"ARGMLQGMLQ� 4R?PR�3CEGQRP?R4R?PR�3CEGQRP?RGMLGML�

5FC�SQCP�AMBC�?SRMK?RGA?JJW�NMNSJ?RCQ�RFCUser Code bCJB�

C� $MNW�RFC�AMBC�DPMK�RFCUser Code bCJB�?Q�WMS�UGJJ�N?QRC�GR�GL�RFCUser Code bCJB�GL�RFC
/G?E?P?�$JMSB�.?L?ECKCLR�1MPR?J3C�3CEGQRP?R3C�3CEGQRP?RGMLGMLUGLBMU�

��4RCN *L�RFC/G?E?P?�$JMSB�.?L?ECKCLR�1MPR?J�

?� /?TGE?RC�RM�RFC�BCTGAC�WMS�UGQF�RM�PC�PCEGQRCP�?LB�AJGAI�RFC�TCPRGA?J�CJJGNQGQ�	RFPCC�TCPRGA?J
BMRQ
�
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@� 'PMK�RFC�BPMN�BMUL�KCLS
�QCJCAR3C�P3C�PCEGQRCPCEGQRCP�

5FC3C�3CEGQRP?R3C�3CEGQRP?RGMLGMLUGLBMU�MNCLQ�AMLR?GLGLE�RFCUser Code bCJB�GL�UFGAF�WMS�CLRCP�RFC
SQCP�AMBC�?LB�RFC�QRCN�@W�QRCN�GLQRPSARGMLQ�ML�FMU�RM�M@R?GL�RFC�SQCP�AMBC�

A� 1?QRC�RFC�SQCP�AMBC�RF?R�WMS�AMNGCB�C?PJGCP�DPMK�RFC�QR?RGML�QUser Code bCJB�GL�RFCUser
Code bCJB�MD�RFC3C�3CEGQRP?R3C�3CEGQRP?RGMLGMLUGLBMU
�?LB�AJGAI%MLC%MLC�

��4RCN *L�RFC�QR?RGML
�AFCAI�RFC�QR?RSQ�MD�RFC'CBCP?RCB*BCLR'CBCP?RCB*BCLRGRW"SRGRW"SRFCLRFCLRGA?RMPGA?RMP?LB�RFC3NI"SR3NI"SRFCLRFCLRGA?RMPGA?RMP
?Q�QFMUL�@CJMU�

FederatedIdentityAuthenticator ��*L $MLbE$MLbE� 4CPTGACQ4CPTGACQ� /G?E?P?$JMSB4CPTGAC/G?E?P?$JMSB4CPTGAC� "SR"SRFCLRFCLRGA?RMPQGA?RMPQ

RFC'CBCP?RCB*BCLR'CBCP?RCB*BCLRGRW"SRGRW"SRFCLRFCLRGA?RMPGA?RMPQFMSJB�QFMU�RFCRegistration State ?QRegistered ?LB
Authentication state ?QAuthenticated ��5FCHost Id NPMNCPRW�QFMSJB�QFMUQ�RFC�ASPPCLR
)MQR�*B�

RpkAuthenticator ��*L $MLbE$MLbE� 4CPTGACQ4CPTGACQ� /G?E?P?$JMSB4CPTGAC/G?E?P?$JMSB4CPTGAC� "SR"SRFCLRFCLRGA?RMPGA?RMP
�RFC
3NI"SRFCLRGA?RMP�QAPCCL�QFMSJB�F?TC�?�EPCCL�AFCAI�LCVR�RMDevice Registered 

Authenticator Enabled 
�?LB Device Connected ��5FC�3NI"SRFCLRGA?RMP�QFMSJB�F?TC�T?JSCQ�DMP
System Type ?LB System Guid �

��4RCN 3CQR?PR�RFC�QR?RGML�
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Chapter 3. Customer organization
conÿguration
/G?E?P?�$JMSB�4SGRC	/$4
�QRMPCQ�FGQRMPGCQ�GL�RFC�/G?E?P?�$JMSB�DPMK�UFCPC�RFCW�?PC�?T?GJ?@JC�RM/G?E?P?
N?PRLCPQ�UFM�AMLbESPC�PCNMPRQ�DMP�RFC�N?PRLCPZQ�ASQRMKCP�MPE?LGX?RGMLQ�

/$4�QSNNMPRQ�RFCQC�DSLARGMLQ�

] "�QR?RGML�A?L�?AACQQ�RFC�B?R?�DPMK�RFC�AJMSB�

] 4WQRCKQ�GLRCEP?RMPQ�A?L�SQC�"1*Q�UGRF�@SQGLCQQ�GLRCJJGECLAC�?LB�?L?JWRGAQ�QMDRU?PC
�QSAF�?Q�5?@JC?S�?LB
.GAPMQMDRZQ�1MUCP�#*�NJ?RDMPK
�RM�?L?JWXC�RFC�B?R?�

] *D�?�ASQRMKCP�MPE?LGX?RGML�F?Q�GRQ�MUL�AJMSB
�RFC�QWQRCKQ�GLRCEP?RMP�K?W�SQC�"1*Q�RM�?BB�?L�?BBGRGML?J
J?WCP�MD�QRMP?EC�MP�SQC�?LW�MRFCP�RFGPB�N?PRW�RMMJQ�

] $SQRMKCP�SQCPQ�	KCK@CPQ�MD�?�ASQRMKCP�MPE?LGX?RGML
�A?L�TGCU�PCNMPRQ�AMLR?GLGLE�AF?PRQ�

3CEGQRP?RGML�?LB�ACPRGbA?RCQ
"JJ�AMKKSLGA?RGML�@CRUCCL�C?AF�AMLRPMJJCP�QR?RGML�?LB�RFC�/G?E?P?�$JMSB�?Q�UCJJ�?Q�@CRUCCL�RFC/G?E?P?
$JMSB�.?L?ECKCLR�1MPR?J?LB�/G?E?P?�$JMSB�GQ�QCASPCB�@W�ACPRGbA?RCQ�

$CPRGbA?RC�K?L?ECKCLR�	QGELGLE�?LB�PCLCUGLE
�GQ�?SRMK?RCB�DMP�RFC�/G?E?P?�$JMSB�4SGRC�SQGLE�RFCQC
ACPRGbA?RCQ�

] #MMRQRP?N�ACPRGbA?RC
�UFGAF�RFC�QMDRU?PC�?SRMK?RGA?JJW�SNB?RCQ�@?QCB�ML�?L�?SRMK?RGA�CVNGP?RGML�B?RC�

] 3MJJGLE�ACPRGbA?RC
�UFGAF�RFC�QMDRU?PC�?SRMK?RGA?JJW�PCLCUQ�MLC�KMLRF�@CDMPC�GR�CVNGPCQ
�ASPPCLRJW�QCR�DMP
CTCPW����B?WQ��:MS�K?W�AMLbESPC�RFC�CVNGP?RGML�B?WQ�ML�RFC�AJMSB�QGBC��5FGQ�KC?LQ�RF?R�RFC�QWQRCK�PMJJQ
RFC�ACPRGbA?RC�?NNPMVGK?RCJW�CTCPW����B?WQ�EGTC�MP�R?IC�?�B?W�MP�RUM�

] 3MMR�ACPRGbA?RC�GL�RFC6QCP�56QCP�5PSQR�4RMPPSQR�4RMPCCSQCB�RM�QGEL�RFC�PMJJGLE�ACPRGbA?RCQ�

] ,CW�N?GP
�UFGAF�RFC�31,�?SRFCLRGA?RMP�SQCQ�RM�JGLI�RM�RFC�/G?E?P?�$JMSB�

5M�TGCU�RFCQC�ACPRGbA?RCQ
�L?TGE?RC�RM�RFC$CPR.?L?ECP4CPTGAC$CPR.?L?ECP4CPTGAC�

%SPGLE�PCEGQRP?RGML
�?DRCP�RFC'CBCP?RCB*BCLR'CBCP?RCB*BCLRGRW"SRGRW"SRFCLRFCLRGA?RMPGA?RMPPCACGTCQ�RFC�BCTGACZQ�EJM@?J�SLGTCPQ?J�GBCLRGbCP

RFC�QR?RGML�ECLCP?RCQ�?�ACPRGbA?RC�QGELGLE�PCOSCQR�	$43

�UFGAF�GR�QCLBQ�RM�RFC�ACPRGbA?RC�K?L?ECKCLR�UC@
QCPTGAC�

*D�RFC�BCTGAC�AMBC�GQ�T?JGB�?LB�K?RAFCQ�RFC�BCTGACZQ�GBCLRGbCP
�RFC�ACPRGbA?RC�K?L?ECKCLR�UC@�QCPTGACQ�QGELQ
?LB�PCRSPLQ�RFC�QGELCB�@MMRQRP?N�ACPRGbA?RC��5FC�QR?RGML�HMGLQ�RFC�@MMRQRP?N�ACPRGbA?RC�UGRF�RFC�NPGT?RC�ICW�RF?R

/G?E?P?�$JMSB�4SGRC�	/$4
�1?PRLCP�(SGBC $SQRMKCP�MPE?LGX?RGML�AMLbESP?RGML

'C@PS?PW��
����� ��



U?Q�PCR?GLCB�ML�RFC�QR?RGML�?LB�Q?TCB�	LMR�TGQG@JC
��5FC�PMMR�ACPRGbA?RC�MD�RFC�QGELGLE�AF?GL�EMCQ�GLRM�RFC6QCP6QCP
55PSQR�4RMPPSQR�4RMPCC?LB�RFC�@MMRQRP?N�?LB�PMJJGLE�ACPRGbA?RCQ�NJSQ�?LW�GLRCPKCBG?RC�ACPRGbA?RCQ�EM�GLRM�RFC6QCP�,CW6QCP�,CW
4RMP4RMPCC�

�� 0LAC�RFC�?SRFCLRGA?RMP�F?Q�?�@MMRQRP?N�ACPRGbA?RC�RFC�QR?RGML�PCNC?RQ�RFC�NPMACQQ
�RFGQ�RGKC
?SRFCLRGA?RGLE�UGRF�RFC�@MMRQRP?N�ACPRGbA?RC�GLQRC?B�MD�RFC�BCTGAC�AMBC�

�� 5FGQ�NPMBSACQ�RFC�PMJJGLE�ACPRGbA?RC��5FC�QR?RGML�?SRFCLRGA?RCQ�?JJ�QS@QCOSCLR�PCOSCQRQ�UGRF�RFGQ�PMJJGLE
ACPRGbA?RC�

�� "DRCP�RFC'CBCP?RCB*BCLR'CBCP?RCB*BCLRGRW"SRGRW"SRFCLRFCLRGA?RMPGA?RMPF?Q�?�PMJJGLE�ACPRGbA?RC
�/G?E?P?$JMSB4CPTGAC�SQCQ�GR�RM
?SRFCLRGA?RC�RM�RFC�BCTGAC�NPMTGQGMLGLE�QCPTGAC�*D�RFC�BCTGAC�GQ�CLPMJJCB�GL/G?E?P?�%?R?�4CPTGAC
�RFC�BCTGAC
NPMTGQGMLGLE�QCPTGAC�UGJJ�GLQRPSAR/G?E?P?�$JMSB�4CPTGACRM�?BB�RFC�31,"SR FCLRGA?RMP�RM�RFC�QR?RGML�?LB
APC?RCQ�RFC�31,�?SRFCLRGA?RMPZQ�ACPRGbA?RC�GL�RFC6QCP�,CW�4RMP6QCP�,CW�4RMPCC��5FGQ�ACPRGbA?RC�GQ�TGQG@JC�MLJW�GL�LML�+"$&
NJ?RDMPKQ�

CAUTION: 4GLAC�ACPRGbA?RC�K?L?ECKCLR�GQ�?SRMK?RCB�DMP�RFC�/G?E?P?�$JMSB�4SGRC
DO NOT delete these
certiÿcates without instruction fr om support �

4GELGLE�GL�?LB�MSR
Niagara-cloud.com PCOSGPCQ�WMS�RM�QGEL�GL�SQGLE�WMSP�/G?E?P?�$MKKSLGRW�APCBCLRG?JQ��5FGQ�NPMACBSPC�GQ�DMP�?JJ
SQCPQ�

Prerequisites:
: MS�F?TC�?�/G?E?P?�$MKKSLGRW�?AAMSLR�

��4RCN -?SLAF�RFC�/G?E?P?�$JMSB�	FRRNQ���UUU�LG?E?P?�AJMSB�AMK
�
5FC�/G?E?P?�$MKKSLGRW�QGEL�GL�UGLBMU�MNCLQ�

��4RCN &LRCP�WMSP�APCBCLRG?JQ�?LB�AJGAI4GEL�*L4GEL�*L�

$SQRMKCP�MPE?LGX?RGML�AMLbESP?RGML /G?E?P?�$JMSB�4SGRC�	/$4
�1?PRLCP�(SGBC

�� 'C@PS?PW��
�����



5FC1?PRLCP1?PRLCPTGCU�MNCLQ�

��4RCN 5M�QGEL�MSR
�AJGAI�RFC�SQCP�?ARGMLQ�@SRRML�	
�GL�RFC�SNNCP�PGEFR�AMPLCP�MD�RFC�TGCU�?LB�AJGAISign
Out �

"QQGELGLE�N?PRLCP�SQCP�?AACQQ
"Q�?�1?PRLCP�?BKGL�KMBGDWGLE�?�1?PRLCP�SQCP
�WMS�A?L�?QQGEL�MTCP?JJ�?AACQQ�MP�?AACQQ�?R�ASQRMKCP�JCTCJ�

Prerequisites:
: MS�?PC�?�1?PRLCP�?BKGL��:MS�F?TC�APCBCLRG?JQ�RM�QGEL�GL�RM�RFC�/G?E?P?�$MKKSLGRW�

��4RCN 4GEL�GL�RM�RFC/G?E?P?�$JMSB�.?L?ECKCLR�1MPR?J	 https://www.niagara-cloud.com 
�SQGLE
WMSP�/G?E?P?�$MKKSLGRW�APCBCLRG?JQ�

��4RCN /?TGE?RC�RM6QCPQ���3MJCQ6QCPQ���3MJCQ
�?LB�DPMK�RFC�JGQR�MD�"--�64&34
�AJGAI�RFC�L?KC�MD�RFC�BCQGPCB1?PRLCP1?PRLCP
SQCP�
5FC�64&3�*/'03." 5*0/�MD�RFC�PCQNCARGTC�1?PRLCP�MNCLQ�

��4RCN 5M�?QQGEL�?AACQQ�RM�?�1?PRLCP�?R�RFC�MPE?LGX?RGML?J�JCTCJ
�QCJCAR�RFC�?NNPMNPG?RC�PMJC�DPMK�RFC
0TCP?J0TCP?JJ�"AACQQJ�"AACQQBPMN�BMUL�KCLS�

/G?E?P?�$JMSB�4SGRC�	/$4
�1?PRLCP�(SGBC $SQRMKCP�MPE?LGX?RGML�AMLbESP?RGML

'C@PS?PW��
����� ��



*D�WMS�QCJCARNo Access 
�?JJ�ASQRMKCP
�NPMHCAR
�?LB�BCTGAC�JCTCJ�NCPKGQQGML�AF?LECQ�UGJJ�@C�JMQR�

"JJ�?T?GJ?@JC�PMJCQ�@PGCcW�CVNJ?GLCB�

] Admin��6QCPQ�UGRF�RFGQ�NCPKGQQGML�F?TC�?AACQQ�RM�?JJ�ASQRMKCPQ
�NPMHCARQ
�?LB�BCTGACQ�

] User��6QCPQ�UGRF�RFGQ�NCPKGQQGML�F?TC�JGKGRCB�?AACQQ�RM�?JJ�ASQRMKCPQ
�NPMHCARQ
�?LB�BCTGACQ�

] /G?E?P?�3CKMRC��6QCPQ�UGRF�RFGQ�NCPKGQQGML�F?TC�?AACQQ�RM�AMLLCAR�RM�ASQRMKCPQ
�NPMHCARQ

?LB�BCTGACQ�RFPMSEF/G?E?P?�3CKMRC�

] Nds Operator ��6QCPQ�UGRF�RFGQ�PMJC�F?TC�@?QGA/G?E?P?�%?R?�4CPTGACNCPKGQQGMLQ�GL�?BBGRGML
RM�NCPKGQQGML�RM�UPGRC�NMGLR�T?JSCQ�

] Custom��*LBGTGBS?JJW�NPMTGBC�RFC�SQCP�?AACQQ�RM�ASQRMKCPQ
�NPMHCARQ
�?LB�BCTGACQ�

] No Access��5FGQ�PMJC�PCTMICQ�RFC�SQCPZQ�?AACQQ�RM�ASQRMKCPQ
�NPMHCARQ
�?LB�BCTGACQ�

��4RCN *D�*�U?LR�RFC�SQCP�RM�F?TC�MLJW�JGKGRCB�?AACQQ�UGRFGL�RFGQ�4*
�QCJCARCustom ?LB�EP?LR�?AACQQ�?R�RFC
GLBGTGBS?J�ASQRMKCP�JCTCJ�MP�NPMHCAR�JCTCJ��5M�K?L?EC�?AACQQ�ML�RFC�ASQRMKCP�MP�NPMHCAR�JCTCJ
�AJGAI
.?L?EC.?L?EC LCVR�RM�RFC�ASQRMKCP�L?KC�

5FC.?L?EC�"AACQQ.?L?EC�"AACQQN?EC�MNCLQ�

��4RCN 0L�RFC.?L?EC�"AACQQ.?L?EC�"AACQQN?EC
�QCJCAR�RFC�BCQGPCB�?AACQQ�PMJC�

$SQRMKCP�MPE?LGX?RGML�AMLbESP?RGML /G?E?P?�$JMSB�4SGRC�	/$4
�1?PRLCP�(SGBC

�� 'C@PS?PW��
�����



��4RCN 5M�EP?LR�?�SQCP�RFC�PGEFR�RM�PC?B�?LB�TGCU�?JJ�BCTGACQ�?R�RFC�ASQRMKCP�JCTCJ
�@SR�?R�RFC�Q?KC�RGKC

RM�?JJMU�RFC�SQCP�RM�K?L?EC�RFC�PCEGQRP?RGML�?LB�CBGRGLE�MD�ACPR?GL�BCTGACQ�DMP�N?PRGASJ?P�NPMHCARQ

BM�RFC�DMJJMUGLE�

] "QQGEL�MTCP?JJUser ?AACQQ�?R�RFC�ASQRMKCP�JCTCJ��5FC$F?LEC�$SQRMKCP�"AACQQ $F?LEC�$SQRMKCP�"AACQQ UGLBMU
MNCLQ�RM�AMLbPK�RF?R�@W�AF?LEGLE�RFC�SQCP�PMJC
�?JJ�NPMHCAR�?LB�BCTGAC�JCTCJ�NCPKGQQGML
AF?LECQ�UGJJ�@C�JMQR�

] $JGAI�"BB�/CU�3MJC�"BB�/CU�3MJC RM�?QQGELAdmin ?AACQQ�RM�QNCAGbA�NPMHCARQ�MP�BCTGACQ�

'MP�RFC�LCUJW�APC?RCB�PMJC
�RFC3MJC3MJC?QQGELKCLR�?SRMK?RGA?JJW�QUGRAFCQ�RMAdmin GL�RFC�130+&$54
"/%�%&7*$&4�"$$&44�QCAR GML�

��4RCN 0L�RFC�NPMHCAR�JCTCJ
�WMS�A?L�LMU�?QQGELAdmin ?AACQQ�GL�RUM�U?WQ�

] 4CJCAR�RFC�AFCAI�@MV�MD�?�N?PRGASJ?P�NPMHCAR�RM�CL?@JC�RFC�SQCP�RM�CBGR�?LB�PCEGQRCP�LCU
BCTGACQ
�?LB�AJGAI4?TC�$F?LECQ4?TC�$F?LECQ�

/G?E?P?�$JMSB�4SGRC�	/$4
�1?PRLCP�(SGBC $SQRMKCP�MPE?LGX?RGML�AMLbESP?RGML

'C@PS?PW��
����� ��



] &VN?LB�?�N?PRGASJ?P�NPMHCAR�RM�TGCU�GRQ�PCEGQRCPCB�BCTGACQ
�QCJCAR�RFC�AFCAI�@MVCQ�MD�RFMQC
BCTGACQ�WMS�U?LR�RFC�SQCP�RM�K?L?EC
�?LB�AJGAI4?TC�$F?LECQ4?TC�$F?LECQ�

0L�RFC�64&3�*/'03." 5*0/�N?EC�MD�RFGQ�N?PRGASJ?P�SQCP
�GL�RFC�$6450.&3�"$$&44�AMJSKL
�WMS
A?L�QCC�RFC�?QQGELCB�?AACQQ�PGEFRQ�UGRFGL�?�N?PRGASJ?P�ASQRMKCP�

"QQGELGLE�ASQRMKCP�SQCP�?AACQQ
"Q�?�1?PRLCP�?BKGL�KMBGDWGLE�?�$SQRMKCP�SQCP
�WMS�A?L�MLJW�EP?LR�?AACQQ�RM�NPMHCARQ�?LB�BCTGACQ�UGRFGL�RFC
ASQRMKCP�UGRF�UFGAF�RFC�ASQRMKCP�SQCP�GQ�?QQMAG?RCB�

Prerequisites:
: MS�?PC�?�1?PRLCP�?BKGL��:MS�F?TC�APCBCLRG?JQ�RM�QGEL�GL�RM�RFC�/G?E?P?�$MKKSLGRW�

$SQRMKCP�MPE?LGX?RGML�AMLbESP?RGML /G?E?P?�$JMSB�4SGRC�	/$4
�1?PRLCP�(SGBC

�� 'C@PS?PW��
�����



��4RCN 4GEL�GL�RM�RFC/G?E?P?�$JMSB�.?L?ECKCLR�1MPR?J	 https://www.niagara-cloud.com 
�SQGLE
WMSP�/G?E?P?�$MKKSLGRW�APCBCLRG?JQ�

��4RCN /?TGE?RC�RM6QCPQ���3MJCQ6QCPQ���3MJCQ
�?LB�DPMK�RFC�JGQR�MD�"--�64&34
�AJGAI�RFC�L?KC�MD�RFC�BCQGPCB
$SQRMKCP$SQRMKCPSQCP�
5FC�64&3�*/'03." 5*0/�MD�RFC�PCQNCARGTC�$SQRMKCP�MNCLQ�

��4RCN /?TGE?RC�RM�RFC�ASQRMKCP�MD�GLRCPCQR�GL�RFC�"$$&44�#:�$6450.&3�QCAR GML
�?LB�AJGAI.?L?EC.?L?EC �
5FC.?L?EC�"AACQQ.?L?EC�"AACQQN?EC�MNCLQ�

��4RCN 4CJCAR�DPMK�RFC�BPMN�BMUL�KCLS�GD�WMS�U?LR�RM�EP?LR$SQRMK$SQRMK?AACQQ�MP/M�"AACQQ/M�"AACQQ�

4CLBGLE�SQCP�GLTGR?RGML�RM�ASQRMKCP
"Q�?�1?PRLCP�?BKGL
�WMS�A?L�QCLB�SQCP�GLTGR?RGMLQ�RM�ASQRMKCPQ�RM�?JJMU�RFCK�RM�HMGL�?�N?PRGASJ?P�ASQRMKCP
MPE?LGX?RGML�

Prerequisites:
: MS�?PC�JMEECB�GL�RFC/G?E?P?�$JMSB�.?L?ECKCLR�1MPR?J?Q�?�QWQRCK�GLRCEP?RMP�	4*
�

��4RCN *L�RFC/G?E?P?�$JMSB�.?L?ECKCLR�1MPR?J
�L?TGE?RC�RM6QCPQ���3MJCQ6QCPQ���3MJCQ�

/G?E?P?�$JMSB�4SGRC�	/$4
�1?PRLCP�(SGBC $SQRMKCP�MPE?LGX?RGML�AMLbESP?RGML

'C@PS?PW��
����� ��



��4RCN *L�RFC�SNNCP�PGEFR�AMPLCP
�AJGAI"BB�6QCP"BB�6QCP�

��4RCN &LRCP�?�T?JGB�ASQRMKCP�CK?GJ�?LB�QCJCAR�RFC�AMPPCQNMLBGLE�ASQRMKCP�L?KC�	MPE?LGX?RGML
�
"DRCP�WMS�QCJCARCB�RFC�ASQRMKCP�L?KC
�RFC3MJCQ���"AACQQ3MJCQ���"AACQQMNRGMLQ�?NNC?P�

��4RCN 'PMK�RFC3MJCQ���"AACQQ3MJCQ���"AACQQMNRGMLQ
�QCJCAR�RFC�PMJC	Q

�NPMHCAR	Q
�?LB�BCTGAC	Q
�RF?R�WMS�U?LR�RFC
GLTGRCB�SQCP�RM�F?TC
�?LB�AJGAI4CLB�*LTGRC4CLB�*LTGRC�
"�AMLbPK?RGML�UGLBMU�?NNC?PQ�GL�RFC�SNNCP�PGEFR�AMPLCP�MD�RFC�QAPCCL�RM�GLDMPK�WMS�RF?R�RFC
GLTGR?RGML�F?Q�@CCL�QCLR�QSAACQQDSJJW�

NOTE:

5FC�GLTGRCB�SQCP�UGJJ�PCACGTC�?L�CK?GJ
�UFGAF�AMLR?GLQ�GLDMPK?RGML�?Q�RM�FMU�RM�APC?RC�?/G?E?P?
$MKKSLGRW�?AAMSLR�LCCBCB�RM�JME�GL�?LB�?AACQQ�RFC�LCUJW�?QQGELCB/$4 ASQRMKCP�MPE?LGX?RGML�
"DRCP�RFC�GLTGRCB�SQCP�JMEQ�GLRM�RFC/G?E?P?$MKKSLGRW�?AAMSLR
�?6QCP�*LTGR?R6QCP�*LTGR?RGMLGMLUGLBMU
?NNC?PQ�RM�NPMKNR�RFC�SQCP�RM�?AACNR�MP�BCAJGLC�RFC�GLTGR?RGML��"AACNRGLE�RFC�GLTGR?RGML�UGJJ
PCKMTC�RFC�SQCP�DPMK�RFC�ASPPCLRJW�?QQGELCB�MPE?LGX?RGML��%CAJGLGLE�GR�UGJJ�BGPCAR�RFC�SQCP�RM�RFC
ASPPCLRJW�?QQGELCB�MPE?LGX?RGML�

0LAC�SQCPQ�?ARGT?RC�RFCGP�?AAMSLRQ�GL�RFC/G?E?P?$MKKSLGRW
�RFCW�K?W�LCCB�RM�U?GR�SN�RM���
KGLSRCQ�@CDMPC�RFCW�A?L�JME�@?AI�GLRM�RFC�/$4�?NNJGA?RGML��5FGQ�U?GRGLE�NCPGMB�CLQSPCQ�RF?R�RFC
?AAMSLR�GQ�NPMNCPJW�QWLACB�UGRF�4?JCQDMPAC�

��4RCN 5M�PCQCLB�RFC�Q?KC�GLTGR?RGML�RM�RFC�ASQRMKCP
�AJGAI3CQCLB�.?GJ3CQCLB�.?GJGL�RFC"AR"ARGMLQ�4R?RSQGMLQ�4R?RSQAMJSKL�MD

$SQRMKCP�MPE?LGX?RGML�AMLbESP?RGML /G?E?P?�$JMSB�4SGRC�	/$4
�1?PRLCP�(SGBC

�� 'C@PS?PW��
�����



RFC�?NNPMNPG?RC�ASQRMKCP�

��4RCN 5M�BCJCRC�?�SQCP�GLTGRC
�AJGAI�RFC%CJCRC%CJCRCGAML�LCVR�RM�RFC3CQCLB�.?GJ3CQCLB�.?GJMD�RFC�?NNPMNPG?RC�ASQRMKCP�
%CJCRGLE�RFC�SQCP�GLTGRC�UGJJ�PCQSJR�GL�RFC�JMQQ�MD�?JJ�?BBCB�NCPKGQQGMLQ�?R�NPMHCAR�?LB�BCTGAC�JCTCJ�

&BGRGLE�NPMHCAR�L?KCQ
: MS�K?W�CBGR�NPMHCAR�L?KCQ�

Prerequisites:
: MS�F?TC�QGELCB�GL�RM�LG?E?P?�AJMSB�AMK�

5FC�NPMACBSPC�RM�CBGR�RFC�ASQRMKCP�?LB�NPMHCAR�L?KCQ�GQ�RFC�Q?KC�

��4RCN 5M�CBGR�CGRFCP�L?KC
�FMTCP�RFC�ASPQMP�MTCP�RFC�ASQRMKCP�L?KC�MP�NPMHCAR�PMU�
"L�CB GR�GAML�	
�?NNC?PQ�RM�RFC�PGEFR�MD�RFC�L?KC�

��4RCN $JGAI�RFC�CBGR�GAML�
"�@JSC�@?AIEPMSLB�DMP�ASQRMKCP�L?KC�?LB�EP?W�@?AIEPMSLB�DMP�NPMHCAR�MNCLQ�@CFGLB�RFC�L?KC�

��4RCN &BGR�RFC�L?KC�?LB�AJGAI�MSRQGBC�RFC�L?KC�NPMNCPRW�
"�QSAACQQ�KCQQ?EC�GL�RFC�SNNCP�PGEFR�MD�RFC�N?EC�GLBGA?RCQ�RF?R�RFC�L?KC�AF?LECB�

%CJCRGLE�NPMHCARQ
: MS�K?W�BCJCRC�?�NPMHCAR�MLJW�GD�LM�BCTGACQ�?PC�?QQGELCB�RM�GR�

Prerequisites:
5FC�NPMHCAR�GQ�CKNRW�	AMLR?GLQ�LM�BCTGAC�?QQGELKCLRQ
�

��4RCN 0NCL�RFC�JGQR�MD�NPMHCARQ�?LB�QCJCAR�?�NPMHCAR�

��4RCN $MLbPK�RF?R�RFC�NPMHCAR�GQ�CKNRW�	LM�BCTGACQ�?PC�?QQGELCB�RM�GR
�
5FC�BCJCRC�GAML�?ARGT?RCQ�

��4RCN $JGAI�RFC�BCJCRC�GAML�	
�
"�AMLbPK?RGML�KCQQ?EC�MNCLQ�

��4RCN 5M�BCJCRC�RFC�CKNRW�NPMHCAR
�AJGAI$MLbPK$MLbPK�

4CRRGLE�SN�?�NPMHCAR
"�ASQRMKCP�NPMHCAR�A?L�@C�?LW�CLRGRW�SQCB�@W�RFC�ASQRMKCP�RM�MPE?LGXC�AMLRPMJJCP�QR?RGMLQ�UGRFGL�RFC
ASQRMKCPZQ�AMKN?LW��5FGQ�MPE?LGX?RGML�A?L�@C�@W�JMA?RGML�	AGRW
�cMMP
�@SGJBGLE

�DSLARGML
�BCN?PRKCLR
�CRA��5FGQ
NPMACBSPC�GQ�DMP�1?PRLCP�"BKGL�SQCPQ�

Prerequisites:
"JJ�BCTGACQ�F?TC�@CCL�PCEGQRCPCB��:MS�?PC�JMEECB�GL�RM�RFC/G?E?P?�$JMSB�.?L?ECKCLR�1MPR?J?R�RFC�*LRCEP?RMP
FMKC�N?EC�

��4RCN $JGAI�?�ASQRMKCP�RGJC�

/G?E?P?�$JMSB�4SGRC�	/$4
�1?PRLCP�(SGBC $SQRMKCP�MPE?LGX?RGML�AMLbESP?RGML

'C@PS?PW��
����� ��



5FC130+&$54130+&$54 TGCU�MNCLQ�

5FC�JCDR�N?LC
130+&$54130+&$54 
�JGQRQ�RFC�NPMHCARQ�

��4RCN 5M�APC?RC�?�LCU�NPMHCAR
�AJGAI��$P��$P C?RC�/CU�1PC?RC�/CU�1PMHCARMHCAR�
5FC��$P��$P C?RC�/CU�1PC?RC�/CU�1PMHCARMHCAR@SRRML�GQ�?R�RFC�@MRRMK�MD�RFC�1PMHCARQ�N?LC�
5FC/CU�1P/CU�1PMHCARMHCARUGLBMU�MNCLQ�

��4RCN &LRCP�?Project Name ?LB Location 
�RFCL�AJGAI$P$PC?RCC?RC�
"�KCQQ?EC�AMLbPKQ�RFC�APC?RGML�?LB�RFC�NPMHCAR�?NNC?PQ�GL�RFC�JCDR�N?LC�

: MS�A?L�AJGAI�RM�QCJCAR�RFGQ�NPMHCAR
�@SR�LM�BCTGACQ�QFMU�GL�RFC�R?@JC�SLRGJ�WMS�PCEGQRCP�C?AF
BCTGAC�UGRF�RFC�NPMHCAR��0LAC�BCTGAC�PCEGQRP?RGML�GQ�AMKNJCRC
�RFC�QCPTGAC�?SRMK?RGA?JJW�?BBQ�RFC
BCTGAC�RM�RFC�NPMHCAR�?LB�GR�?NNC?PQ�ML�RFC�ASQRMKCPZQ�NPMHCAR�TGCU�

&BGRGLE�BCTGAC�GLDMPK?RGML
: MS�K?W�AF?LEC�?�BCTGAC�L?KC
�?QQMAG?RC�GR�UGRF�?�BGDDCPCLR�NPMHCAR�MP�AF?LEC�GRQ�JMA?RGML�

Prerequisites:
5FC�BCTGAC�GQ�PCEGQRCPCB�?LB�?QQMAG?RCB�UGRF�RFC�NPMHCAR�

��4RCN 0NCL�RFC�ASQRMKCP�N?EC�UFCPC�RFC�NPMHCAR�?LB�BCTGACQ�?PC�ASPPCLRJW�?QQMAG?RCB�

��4RCN 'GLB�RFC�BCTGAC�
: MS�K?W�LCCB�RM�QAPMJJ�MP�QC?PAF�ML�?LMRFCP�N?EC�

$SQRMKCP�MPE?LGX?RGML�AMLbESP?RGML /G?E?P?�$JMSB�4SGRC�	/$4
�1?PRLCP�(SGBC

�� 'C@PS?PW��
�����



��4RCN $JGAI�RFC�RFPCC�TCPRGA?J�BMRQ�RM�RFC�PGEFR�MD�RFC�BCTGAC�PMU�
"L�MNRGMLQ�JGQR�MNCLQ�

��4RCN $JGAI&B&BGRGR�
"�UGLBMU�UGRF�RUM�NPMNCPRGCQ�?LB�?�BPMN�BMUL�JGQR�MNCLQ�

5FC�NPMHCARQ�RF?R�?NNC?P�GL�RFCProject BPMN�BMUL�JGQR�?PC�DMP�RFC�ASPPCLR�ASQRMKCP�

��4RCN 6QC�RFCDevice Name NPMNCPRW�RM�AF?LEC�RFC�L?KC�MD�RFC�BCTGAC
�RFCLocation NPMNCPRW�RM�CLRCP
?�BGDDCPCLR�JMA?RGML
�?LBProject BPMN�BMUL�JGQR�RM�?QQMAG?RC�RFGQ�BCTGAC�UGRF�?�BGDDCPCLR�NPMHCAR

RFCL�AJGAI4?TC�$F?LECQ4?TC�$F?LECQ�
5FC�N?EC�?ARGT?RCQ�RFC4?TC�$F?LECQ4?TC�$F?LECQ@SRRML�?Q�QMML�?Q�WMS�K?IC�?�AF?LEC�
"DRCP�Q?TGLE�AF?LECQ
�RFC�GLRCPD?AC�PCcCARQ�RFC�AF?LEC	Q
��'MP�CV?KNJC
�GD�WMS�AF?LEC�RFC�NPMHCAR

GL�DSRSPC�RFC�BCTGAC�?NNC?PQ�SLBCP�RFC�AF?LECB�NPMHCAR�UGRFGL�RFC�ASQRMKCP�

%CJCRGLE�?�BCTGAC
: MS�A?L�BGQ?QQMAG?RC�?LB�BCJCRC�?�BCTGAC�DPMK�?�NPMHCAR�

Prerequisites:
5FC�BCTGAC�GQ�PCEGQRCPCB�?LB�?QQMAG?RCB�UGRF�?�NPMHCAR�

��4RCN 0NCL�RFC�ASQRMKCP�N?EC�UFCPC�RFC�NPMHCAR�?LB�RFC�BCTGAC	Q
�?PC�ASPPCLRJW�?QQMAG?RCB�

��4RCN -MA?RC�RFC�BCTGAC�WMS�U?LR�RM�BCJCRC�
: MS�K?W�LCCB�RM�QC?PAF�ML�?LMRFCP�N?EC�

��4RCN $JGAI�RFC�RFPCC�TCPRGA?J�BMRQ�RM�RFC�PGEFR�MD�RFC�BCTGAC�PMU
�?LB�AJGAI%CJCRC%CJCRC�

/G?E?P?�$JMSB�4SGRC�	/$4
�1?PRLCP�(SGBC $SQRMKCP�MPE?LGX?RGML�AMLbESP?RGML

'C@PS?PW��
����� ��



5FC%CJCRC�%CTGAC %CJCRC�%CTGAC UGLBMU�MNCLQ�

NOTE: %CJCRGLE�RFC�BCTGAC�NCPK?LCLRJW�?LB�GPPCTMA?@JW�BCJCRCQ�?JJ�B?R?�?QQMAG?RCB�UGRF�RFGQ
BCTGAC�

��4RCN $JGAI%CJCRC%CJCRCRM�BCJCRC�RFC�BCTGAC�
*L�RFC�SNNCP�PGEFR�AMPLCP�MD�RFC�ASQRMKCP�N?EC
�?�KCQQ?EC�?NNC?PQ�AMLbPKGLE�RF?R�RFC�BCTGAC�F?Q
@CCL�QSAACQQDSJJW�BCJCRCB��5FC�B?R?�?QQMAG?RCB�UGRF�RFC�BCJCRCB�BCTGAC�A?LLMR�@C�PCRPGCTCB�

NOTE: %CJCRGLE�?�BCTGAC�BMCQ�LMR�PCKMTC�?LW�MD�RFC�QR?RGML�QGBC�AMKNMLCLRQ��*R�GQ
PCAMKKCLBCB�RM�BCJCRC�RFC/G?E?P?�$JMSB�4CPTGAC/G?E?P?�$JMSB�4CPTGACK?LS?JJW�DPMK�RFC�QR?RGML�

7GCUGLE�BCTGAC�BCR?GJQ
5FC�BCTGAC�BCR?GJQ�N?EC�?JJMUQ�WMS�RM�TGCU�BCR?GJQ�QSAF�?Q�BCTGAC�L?KC
�66*%
�)MQR�*B
�NPMHCAR
�?LB�RFC
JMA?RGML�MD�?�N?PRGASJ?P�BCTGAC
�?LB�WMS�A?L�QCC�RFC�B?R?�RF?R�RFC�BCTGAC�F?Q�QCLR�RM�RFC�AJMSB�

5FC%CTGAC�%CR?GJQ%CTGAC�%CR?GJQN?EC�?JQM�NPMTGBCQ�RFC�DMJJMUGLE�DSLARGMLQ�

] &BGR�RFC�BCTGAC�L?KC�

] "QQGEL�RFC�BCTGAC�RM�?�BGDDCPCLR�NPMHCAR�

$SQRMKCP�MPE?LGX?RGML�AMLbESP?RGML /G?E?P?�$JMSB�4SGRC�	/$4
�1?PRLCP�(SGBC

�� 'C@PS?PW��
�����



] $F?LEC�RFC�BCTGAC�Q�JMA?RGML�

] %CJCRC�?�BCTGAC�

] 3C�PCEGQRCP�?�BCTGAC�

] 0L�RFC"J?PKQ"J?PKQR?@
�WMS�A?L�TGCU�?JJ�RFC�?J?PKQ�MD�RFC�BCTGAC�?LB�bJRCP�RFCK�@W�T?PGMSQ�A?RCEMPGCQ�QSAF�?Q
BSP?RGML
�QMSPAC
�?AILMUJCBECKCLR��:MS�?JQM�F?TC�RFC�MNRGML�RM�QFMU�?LB�FGBC�AMJSKLQ
�DMP�CV?KNJC
�RFC
66*%�MP�SQCP�AMJSKL�

] 0L�RFC)GQRMPW)GQRMPWR?@
�WMS�A?L�TGCU�RFC�FGQRMPW�L?KC�?LB�RFCGP�AMPPCQNMLBGLE�RCJCKCRPW�*B��8FCL�WMS�AJGAI
ML�?�FGQRMPW�L?KC
�WMS�UGJJ�L?TGE?RC�RM�RFC)GQRMPW)GQRMPWN?EC�UFCPC�WMS�A?L�AJGAI�RFC"BB�FGQRMPGCQ�RM�AMKN?P"BB�FGQRMPGCQ�RM�AMKN?PCC
MNRGML��'PMK�RFC�PGEFR�N?LC
�WMS�A?L�QCJCAR�SN�RM����NMGLRQ
�UFGAF�UGJJ�NMNSJ?RC�RFC�FGQRMPGCQ�AF?PRQ
?AAMPBGLEJW�

NOTE: $F?PRGLE�DC?RSPCQ�?PC�LMR�QSNNMPRCB�DMP�FGQRMPW�GRCKQ�RF?R�?PC�MD�CLSK
�@MMJC?L
�MP�QRPGLE�RWNCQ�

: MS�A?L�Q?TC�RFC�PCNMPR�@W�AJGAIGLE4?TC�3CNMPR4?TC�3CNMPRGL�RFC�SNNCP�PGEFR�AMPLCP�MD�RFC$MKN?P$MKN?PC�)GQRMPWC�)GQRMPWQAPCCL�
*L�RFC�JCDR�N?LC�RF?R�BGQNJ?WQ�RFC�QCJCARCB�FGQRMPGCQ
�WMS�A?L�AJC?P�RFC�FGQRMPGCQ�DPMK�RFC$MKN?P$MKN?PC�)GQRMPGCQC�)GQRMPGCQ
JGQR�

*

] 0L�RFC6Q?EC�.CRPGAQ6Q?EC�.CRPGAQR?@
�WMS�A?L�TGCU�RFC�PCRPGCT?J�SQ?EC�MD�RFC/G?E?P?�%?R?�4CPTGACUGRF�RFC�MNRGMLQ
RM�QCJCAR�@W�KMLRF�MP�RMR?J�SQ?EC
�?LB�GR�BGQNJ?WQ�RFC�SQ?EC�QR?PR�B?RC�?LB�CLB�B?RC�

7GCUGLE�SQ?EC�KCRPGAQ
5FC/G?E?P?�%?R?�4CPTGACICCNQ�RP?AI�MD�RFC�LSK@CP�MD�PCAMPBQ�QRMPCB�GL�RFC�AJMSB�?LB�B?R?�PCRPGCTCB�DMP�C?AF
BCTGAC�?QQMAG?RCB�UGRF�C?AF�NPMHCAR�

��4RCN 0NCL�RFC�ASQRMKCP�N?EC�UFCPC�RFC�NPMHCAR�?LB�BCTGACQ�?PC�ASPPCLRJW�?QQMAG?RCB�

��4RCN 4CJCAR�?�NPMHCAR�GL�RFC�JCDR�N?LC�

��4RCN -MA?RC�RFC�BCTGAC
�AJGAI�ML�RFC�TCPRGA?J�CJJGNQGQ�ML�RFC�PGEFR�CLB�MD�RFC�BCTGAC�PMU�?LB�QCJCAR6Q?EC6Q?EC
.CRPGAQ.CRPGAQ�

/G?E?P?�$JMSB�4SGRC�	/$4
�1?PRLCP�(SGBC $SQRMKCP�MPE?LGX?RGML�AMLbESP?RGML

'C@PS?PW��
����� ��



5FC6Q?EC�.CRPGAQ6Q?EC�.CRPGAQUGLBMU�MNCLQ�

5FC6Q?EC�.CRPGAQ6Q?EC�.CRPGAQUGLBMU�QFMUQ�RFC�QS@QAPGNRGML�QR?PR�?LB�CLB�B?RCQ��5FC3CRPGCT?J�6Q?EC3CRPGCT?J�6Q?EC@?P
BGQNJ?WQ�SN�RM�����MD�SQ?EC�GL�EPCCL
�MTCP�����GL�MP?LEC
�?LB�MTCP�RFC�JGKGR�	����
�GL�PCB��5FC
AF?PR�QFMUQ�SQ?EC�@?PQ�NCP�WC?P�MP�KMLRF
�BCNCLBGLE�ML�WMSP�QS@QAPGNRGML�RCPKQ�	��WC?PQ
��
WC?PQ
���WC?P
��5FC�SQ?EC�JGKGR�GQ�GLBGA?RCB�@W�RFC�B?QFCB�FMPGXMLR?J�JGLC��*D�WMS�SQCB�KMPC�RF?L
����MD�WMSP�JGKGR
�?�U?PLGLE�UGJJ�@C�BGQNJ?WCB�

$SQRMKCP�MPE?LGX?RGML�AMLbESP?RGML /G?E?P?�$JMSB�4SGRC�	/$4
�1?PRLCP�(SGBC

�� 'C@PS?PW��
�����



Chapter 4. Niagara Data Service
5FGQ�QCPTGAC�GQ�SQCB�@W�?L�4*�RM�ECLCP?RC�AF?PRQ�	PCNMPRQ
��5FC�AF?PRQ�?PC�?T?GJ?@JC�?Rniagara-cloud.com�

5FC/G?E?P?�%?R?�4CPTGACNPMTGBCQ�

] 3CNMPR�APC?RGML�GKNJCKCLRCB�@W�?L�4*�

] 3CNMPR�TGCUGLE
�UFGAF�GQ�?T?GJ?@JC�RM�?JJ�SQCPQ�

5FC�NPMACBSPCQ�GL�RFGQ�AF?NRCP�?PC�BCQGELCB�RM�@C�NCPDMPKCB�GL�QCOSCLAC�

&VNMPRGLE�.MBCJ�B?R?�RM�RFC�AJMSB
#CDMPC�RFC�QR?RGML�A?L�SNJM?B�B?R?�RM�RFC�AJMSB
�GR�KSQR�PSL�RFC�$JMSB�*B�.?L?ECP
�UFGAF�RPGEECPQ�?�KMBCJ
SNJM?B�?DRCP�GR�F?Q�?QQGELCB�AJMSB�*BQ��5FC�DMJJMUGLE�QRCNQ�BCQAPG@C�FMU�RM�CVNMPR�KMBCJ�B?R?�RM�RFC�AJMSB�@W
CVCASRGLE�RFC�$JMSB�*B�.?L?ECP
�UFGAF�?BBQ�AJMSB�*BQ�?LB�RCJCKCRPW�*BQ��5FGQ�?JQM�RPGEECPQ�?�KMBCJ�CVNMPR�GD
RFCPC�?PC�LCU�AMKNMLCLRQ
�MRFCPUGQC�RFC�KMBCJ�UGJJ�LMR�@C�QCLR��5FGQ�NPMACQQ�CLQSPCQ�RF?R�?�QR?RGMLZQ�KMBCJ�GQ
ICNR�SN�RM�B?RC�GL�RFC�AJMSB�

Prerequisites:

] : MSP�QR?RGML�GQ�PCEGQRCPCB�

] : MS�F?TC�AMLbESPCB�WMSP�LCRUMPIQ�

�� "BB�LCRUMPIQ�

�� "BB�BPGTCPQ�

�� "BB�NPMVW�NMGLRQ�	MNRGML?J�DMP�KMBCJ�B?R?
�

�� "BB�FGQRMPW�GKNMPRQ�	PCOSGPCB�DMP�KMBCJ�?LB�RCJCKCRPW�B?R?
�

] : MS�F?TC�AMLbESPCB�JMA?J�AMKNMLCLRQ�

�� "BB�AMLRPMJ�NMGLRQ�

�� "BB�FGQRMPW�CVRCLQGMLQ�	PCOSGPCB�DMP�RCJCKCRPW�B?R?
�

] : MS�F?TC�AMLbESPCB�MRFCP�FGQRMPGCQ�?Q�LCCBCB�

�� "SB GR�4CPTGAC�FGQRMPW

�� -ME�4CPTGAC�FGQRMPW

�� 4WQRCK�.MLGRMP�4CPTGAC�FGQRMPW

] *D�LCCBCB
�WMS�F?TC�R?EECB�UGRF LA�CVAJSBCB?LW�AMKNMLCLRQ�MP�DMJBCPQ�RF?R�WMS�BM�LMR�UGQF�RM�QCLB�RM
RFC�AJMSB�

��4RCN 5M�PSL�RFC$JMSB�*B�.?L?ECP$JMSB�*B�.?L?ECPAMKNMLCLR
�CVN?LB$MLbE$MLbE� 4CPTGACQ4CPTGACQ� /G?E?P?$JMSB4CPTGAC/G?E?P?$JMSB4CPTGAC�

/G?E?P?�$JMSB�4SGRC�	/$4
�1?PRLCP�(SGBC /G?E?P?�%?R?�4CPTGAC

'C@PS?PW��
����� ��



��4RCN 3GEFR�AJGAI$JMSB�*B�.?L?ECP?LB�QCJCAR"AR"ARGMLQGMLQ� &VCASRC&VCASRC�

Result
5FC�?KMSLR�MD�RGKC�RFC�CVNMPR�R?ICQ�BCNCLBQ�ML�RFC�LSK@CP�MD�AMKNMLCLRQ�GL�WMSP�QR?RGML��:MS�A?L�KMLGRMP
RFC�QR?RSQ�MD�RFC�KMBCJ�CVNMPR�HM@�GL�RFC�+M@�4CPTGAC�

"DRCP�CTCPW�AMLbESP?RGML�SNB?RC�MD�WMSP�LCRUMPI
�JMA?J�AMKNMLCLRQ
�?LB�FGQRMPGCQ
�CVNMPR�RFC�.MBCJ�?E?GL�

NOTE: 5FC�PCAMKKCLBCB�CVCASRGML�QCOSCLAC�GQ�RF?R�WMS�bPQR�AMLbESPC�RFC�)GQRMPW�CVNMPRQ
�?LB�RFCL�CL?@JC
RFCK�

$MLbESPGLE�FGQRMPGCQ�RM�CVNMPR�B?R?�RM�RFC�NMPR?J
"SRMK?RGA�CVNMPR�MD�FGQRMPGCQ�RM�RFC�AJMSB�KSQR�@C�CL?@JCB��#W�BCD?SJR
�?JJ�FGQRMPGCQ�?PC�GLAJSBCB�DMP�"SRM
&VNMPR��5FC�BCD?SJR�?SRM�CVNMPR�*LRCPT?J�GQ����KGLSRCQ�

Prerequisites:
: MS�?PC�AMLLCARCB�RM�RFC�QR?RGML�DPMK�UFGAF�WMS�SNJM?BCB�RFC�B?R?�KMBCJ�RM�RFC�AJMSB�

��4RCN %MS@JC�AJGAI�ML�RFC&VNMPRQ&VNMPRQAMLR?GLCP�SLBCP$F?LLCJQ�)GQRMPGCQ$F?LLCJQ�)GQRMPGCQ�
5FC�AMLbESP?RGML�N?EC�MNCLQ�

��4RCN 5M�TGCU�RFC�?T?GJ?@JC�FGQRMPGCQ
�AJGAI%GQAMTCP%GQAMTCP�

/G?E?P?�%?R?�4CPTGAC /G?E?P?�$JMSB�4SGRC�	/$4
�1?PRLCP�(SGBC
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5FC�BGQAMTCPW�HM@�GBCLRGbCQ�RFC�?T?GJ?@JC�FGQRMPGCQ�

��4RCN 4CJCAR�MLC�MP�KMPC�FGQRMPGCQ�RM�CVNMPR�?LB�AJGAI*LAJSBC*LAJSBC�
4CJCARGLE�?�FGQRMPW�A?SQCQ�RFC"QQGEL"QQGEL?LB 6L?QQGEL6L?QQGEL@SRRMLQ�RM�?SRMK?RGA?JJW�AF?LEC�RM*LAJSBC*LAJSBC?LB
&VAJSBC&VAJSBC@SRRMLQ�

'MP�J?PEC�QR?RGMLQ
�WMS�QFMSJB�SQC�MLJWAuto Export UGRFMSR�QCJCARGLE�GLBGTGBS?J�FGQRMPGCQ�DMP
GLAJSQGML�CVAJSQGML�

��4RCN $MLbESPCAuto Export 
 Trigger Mode Interval ?LB�AJGAI4?TC4?TC�

Next steps
"Q�?L�?JRCPL?RGTC
�WMS�K?W�APC?RC�?�LCU
�ASQRMK�FGQRMPW�CVNMPR�AMLbESP?RGML��5FGQ�GQ�PCAMKKCLBCB�MLJW�DMP
QR?RGMLQ�UGRF�DCU�FGQRMPW�PCAMPBQ�RF?R�LCCB�RM�@C�CVNMPRCB�ML�?�BGDDCPCLR�GLRCPT?J�

#SJI�SNJM?B�?LB�?ARGT?RGLE�RFC�AF?LLCJ
*D�WMSP�QR?RGML�F?Q�?�J?PEC�LSK@CP�MD�PCAMPBQ
�SNJM?BGLE�RFCK�RM�RFC�AJMSB�MLC�@W�MLC�AMSJB�R?IC�?�JMLE�RGKC�
8FCL�RFC�LSK@CP�MD�PCAMPBQ�GL�?L�CVGQRGLE�QR?RGML�CVACCBQ�?�QNCAGbCB�LSK@CP
�UFGAF�BCD?SJRQ�RM����
���
�R FC
QWQRCK�?SRMK?RGA?JJW�AMJJCARQ�RFC�PCAMPBQ�GLRM�bJCQ�?LB�SNJM?BQ�RFC�bJCQ�RFPMSEF�RFC�*M5�)S@�RM�RFC�AJMSB�
&TCL�QM
�BCNCLBGLE�ML�RFC�?KMSLR�MD�B?R?
�@SJI�SNJM?B�A?L�R?IC�?BBGRGML?J�RGKC�

Prerequisites:
: MS�?PC�UMPIGLE�GL8 MPI@CLAF?LB�?PC�AMLLCARCB�RM�RFC�QR?RGML�DPMK�UFGAF�WMS�SNJM?BCB�RFC�B?R?�KMBCJ�RM
RFC�AJMSB�

��4RCN &VN?LB/G?E?P?$JMSB4CPTGAC/G?E?P?$JMSB4CPTGAC� $F?LLCJQ$F?LLCJQ� )GQRMPGCQ)GQRMPGCQ?LB�BMS@JC�AJGAI$F?LLCJ�$MLbE$F?LLCJ�$MLbE�

/G?E?P?�$JMSB�4SGRC�	/$4
�1?PRLCP�(SGBC /G?E?P?�%?R?�4CPTGAC

'C@PS?PW��
����� ��



5FC$F?LLCJ�$MLbE�"9�1P$F?LLCJ�$MLbE�"9�1PMNCPRW�4FCCRMNCPRW�4FCCRMNCLQ�

5FC�#?AIbJJ�NPMNCPRGCQ�AMLbESPC�?�@SJI�SNJM?B�Backfill Record Threshold BCD?SJRQ�RM
���
����P CAMPBQ��5FGQ�KC?LQ�RF?R�?APMQQ�?JJ�FGQRMPGCQ�GL�RFC�QR?RGML
�GD�RFCPC�?PC����
����MP�KMP C
PCAMPBQ�U?GRGLE�RM�@C�QCLR�RM�RFC�AJMSB
�RFC�@?AIbJJ�DSLARGML�N?AI?ECQ�RFC�PCAMPBQ�GLRM�bJCQ

UFGAF�GR�QCLBQ�RM�RFC�AJMSB�RFPMSEF�RFC�*M5�)S@�GLQRC?B�MD�N?QQGLE�RFC�PCAMPBQ�GLBGTGBS?JJW
RFPMSEF�RFC�*M5�)S@�

"�AF?LEC�RM�RFCBackfill Record Threshold ?NNJGCQ�UFCLCTCP�WMS�ML@M?PB�?BBGRGML?J
PCAMPBQ�CTCL�GD�RFC�QR?RGML�F?Q�@CCL�BGQAMLLCARCB�DPMK�RFC�AJMSB�DMP�?�JMLE�NCPGMB�MD�RGKC�

NOTE: 5FC�?SRM�CVNMPR�BCD?SJRQ�RM�BGQ?@JCB�QM�CL?@JGLE�RFC�?SRM�CVNMPR�MP�APC?RGLE�?�LCU�CVNMPR
NMJGAW�QCPTCQ�?Q�AF?LLCJ�?ARGT?RGML�

��4RCN 5M�GKKCBG?RCJW�SNJM?B�B?R?�RM�RFC�AJMSB
�PGEFR�AJGAI"SRM�&VNMPR"SRM�&VNMPR?LB�AJGAI"AR"ARGMLQGMLQ� &VCASRC&VCASRC�

��4RCN 5M�AMLbPK�RFC�CVCASRGML�AFCAI�RFCLast Success NPMNCPRW�

Result
#SJI�SNJM?B�SQCQ�RFC�)551�5 P?LQNMPR�AMKNMLCLR�RM�SNJM?B�RFC�bJCQ�RM�RFC�AJMSB��*L�RFC�AJMSB
�?�B?R?@?QC
QRMPCQ�?JJ�RFC�SNJM?BCB�PCAMPBQ��5FCPC�K?W�@C�QMKC�?BBGRGML?J�BCJ?W�@CRUCCL�UFCL�?�@SJI�SNJM?B�JC?TCQ�RFC
QR?RGML�?LB�?PPGTCQ�GL�RFC�B?R?@?QC��5FC�OS?LRGRW�MD�PCAMPBQ�?LB�RFC�JM?B�GL�RFC�AJMSB�BCRCPKGLC�UFCL�RFC
PCAMPBQ�UGJJ�@C�?T?GJ?@JC�

5M�TGCU�RFC�B?R?�PCAMPBQ�GL�RFC�AJMSB�WMS�UMSJB�SQC�RFC�/G?E?P?�%?R?�4CPTGAC�DSLARGML�?R�LG?E?P?�AJMSB�AMK�

4C?PAFGLE�DMP�FGQRMPGCQ
0LAC�WMSP�FGQRMPGCQ�?PC�GL�RFC�AJMSB
�WMS�A?L�QC?PAF�DMP�?�QNCAGbA�FGQRMPW�SQGLE�GRQ�L?KC
�?L�?QQMAG?RCB�R?E�MP
R?E�T?JSC�

Prerequisites:
: MSP�NMGLRQ�F?TC�FGQRMPW�CVRCLQGMLQ��:MS�?PC�?�QWQRCK�?BKGLGQRP?RMP�UGRF�?BKGL�PGEFRQ�RM�RFC�/G?E?P?�$JMSB
NMPR?J��:MSP�FGQRMPW�CVRCLQGMLQ�?PC�R?EECB�MP�WMS�ILMU�RFC�QNCAGbA�FGQRMPW�L?KC�WMS�?PC�JMMIGLE�DMP��)GQRMPW
B?R?�?PC�?T?GJ?@JC�GL�RFC�AJMSB�

��4RCN 4GEL�GL�RM�RFC�/G?E?P?�$JMSB�	FRRNQ���UUU�LG?E?P?�AJMSB�AMK
�SQGLE�WMSP�/G?E?P?�$MKKSLGRW
APCBCLRG?JQ�
5FC"--�$6450.&34"--�$6450.&34 TGCU�MNCLQ�

��4RCN $JGAI�RFC�ASQRMKCP�RGJC
�QCJCAR�?�NPMHCAR�DPMK�RFC130+&$54130+&$54 AMJSKL�?LB
�?JMLE�?�NPMHCAR�PMU
�AJGAI
RFC�%?R?�4CPTGAC�	
�DMP�?�QNCAGbA�QR?RGML�

/G?E?P?�%?R?�4CPTGAC /G?E?P?�$JMSB�4SGRC�	/$4
�1?PRLCP�(SGBC

�� 'C@PS?PW��
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6LBCP�RFC130+&$54130+&$54 AMJSKL
�RFC�QWQRCK�MNCLQ�RFC�QNCAGbA�QR?RGML�WMS�QCJCARCB�?LB�BGQNJ?WQ�RFC
QC?PAF�bCJBQ�

��4RCN 'PMK�RFC55?E�*B?E�*BBPMN�BMUL�JGQR
�QCJCAR�RFC�RWNC�MD�QC?PAF�
55?E�*B?E�*BQC?PAFCQ�DMP�?�FGQRMPW�@W�R?E�L?KC
�DMP�CV?KNJC
n:geoCity �

55?E�7?E�7?JSC?JSCQC?PAFCQ�DMP�?�FGQRMPW�@W�RFC�R?E�L?KC�?LB�T?JSC�?QQMAG?RCB�UGRF�RFC�R?E�L?KC
�DMP
CV?KNJC
n:geoCity=New York �

)GQRMPW�/?KC)GQRMPW�/?KCQC?PAFCQ�DMP�?�QNCAGbA�FGQRMPW�@W�GRQ�DSJJ�L?KC
�DMP�CV?KNJC
/Station101/
NumericWritable �

��4RCN &LRCP�RFC�QC?PAF�T?JSC�GL�RFCSearSearch herch heree bCJB�?LB�NPCQQCLRCPCLRCP�
8FCL�QC?PAFGLE�DMP�?�QNCAGbA�FGQRMPW
�WMS�KSQR�RWNC�RFC�UFMJC�QRPGLE
�DMP�CV?KNJC
/Station101/NumericWritable �
5FC�QWQRCK�QC?PAFCQ�DMP�RFC�FGQRMPW�UGRFGL�RFC�ASPPCLRJW�MNCL�QR?RGML�?LB�BGQNJ?WQ�RFC�QC?PAF
PCQSJRQ�SLBCP�RFC�QR?RGML�L?KC�GL�RFC�JCDR�AMJSKL��*R�BMCQ�LMR�QC?PAF�?JJ�QR?RGMLQ�GL�RFC�B?R?@?QC�

*D�WMS�QC?PAFCB�DMP�?55?E�*B?E�*B
�RFC�BGQNJ?W�GLAJSBCQ�?JJ�FGQRMPGCQ�RF?R�?PC�R?EECB�UGRF�RFC�L?KC�WMS
CLRCPCB�

*D�WMS�QC?PAFCB�DMP�?55?E�7?E�7?JSC?JSC
�RFC�BGQNJ?W�GLAJSBCQ�?JJ�FGQRMPGCQ�UGRF�RFC�L?KC�?LB�T?JSC�WMS
CLRCPCB�

*D�WMS�QC?PAFCB�DMP�?�QNCAGbA)GQRMPW�/?KC)GQRMPW�/?KC
�RFC�BGQNJ?W�QFMUQ�RFC�QGLEJC�FGQRMPW�L?KC�WMS
CLRCPCB�

'MP55?E�*B?E�*B?LB 55?E�7?E�7?JSC?JSCQC?PAFCQ�WMS�K?W�CLRCP�KSJRGNJC�L?KCQ�QCN?P?RCB�@W�AMKK?Q��'MP
CV?KNJC�n:name,n:type,n:geoState 	LM�QN?AC�?DRCP�C?AF�AMKK?


*L�RFGQ�CV?KNJC
�RFC�MLJW�FGQRMPGCQ�BGQNJ?WCB�UMSJB�@C�RFMQC�RF?R�F?TC�?JJ�RFC�5?E�*BQ�

4C?PAF�CPPMPQ
4C?PAFGLE�PCOSGPCQ�WMS�RM�QSNNJW�CV?AR�QWLR?V�DMP�C?AF�QC?PAF�?PESKCLR��4CTCP?J�CPPMP�KCQQ?ECQ�GBCLRGDW�UF?R
GQ�PCOSGPCB�

5?E�*B�QC?PAF�CPPMP
8FCL�QC?PAFGLE�SQGLE�?�R?E
�WMS�KSQR�QSNNJW�RFC�DSJJ�R?E�

/G?E?P?�$JMSB�4SGRC�	/$4
�1?PRLCP�(SGBC /G?E?P?�%?R?�4CPTGAC

'C@PS?PW��
����� ��



*L�RFC�QAPCCL�A?NRSPC
�RFC�SQCP�NPMTGBCB�MLJW�N?PR�MD�RFC�R?E�*%��5FC�KCQQ?EC
�[1JC?QC�K?IC�QSPC�GLNSR�GQ�GL�RFC
YV�WZ�DMPK?R
\�PCKGLBQ�WMS�MD�RFC�PCOSGPCB�DMPK?R�

)GQRMPW�QC?PAF�CPPMP
8FCL�QC?PAFGLE�SQGLE�?�FGQRMPW
�WMS�KSQR�QSNNJW�RFC�DSJJ�L?KC�

/G?E?P?�%?R?�4CPTGAC /G?E?P?�$JMSB�4SGRC�	/$4
�1?PRLCP�(SGBC

�� 'C@PS?PW��
�����



*L�RFC�QAPCCL�A?NRSPC
�RFC�SQCP�NPMTGBCB�MLJW�RFC�@CEGLLGLE�MD�RFC�bJC�L?KC��5FC�KCQQ?EC
�[1JC?QC�K?IC�QSPC
GLNSR�GQ�GL�RFC�Y�%CTGAC/?KC�)GQRMPW/?KCZ�DMPK?R
\�PCKGLBQ�WMS�MD�RFC�PCOSGPCB�AMKNJCRC�DMPK?R�

$PC?RGLE�?LB�Q?TGLE�PCNMPRQ�	AF?PRQ

0L�BCK?LB�PCNMPRQ�BGQNJ?W�B?R?�@SR�?PC�LMR�Q?TCB�DMP�DSRSPC�SQC��4?TCB�PCNMPRQ�?PC�?T?GJ?@JC�DMP�ASQRMKCPQ�RM
TGCU��: MS�K?W�CVNMPR�?L�ML�BCK?LB�MP�?�Q?TCB�PCNMPR�CGRFCP�?Q�?�1%'�MP�$47�bJC��5FGQ�NPMACBSPC�GQ�DMP�1?PRLCP
"BKGL�SQCPQ�

Prerequisites:
5FC�N?PRLCP�?LB�ASQRMKCP�?AAMSLRQ�?LB�NPMHCARQ�CVGQR�GL�RFC�NMPR?J��5FC�?QQMAG?RCB�BCTGACQ�	QR?RGMLQ
�F?TC
@CCL�PCEGQRCPCB�UGRF�RFC�/G?E?P?�AJMSB
�RFC�KMBCJ�CVNMPRCB�?LB�FGQRMPGCQ�QSAACQQDSJJW�CVNMPRCB�DPMK�RFC
QR?RGMLQ�RM�RFC�AJMSB�

NOTE: 5FC�QWQRCK�APC?RCQ�AF?PRQ�DPMK�LSKCPGA
�#MMJC?L�?LB�CLSK�FGQRMPW�B?R?��&VNMPRGLE�QRPGLE�B?R?�RM�$47
GQ�LMR�QSNNMPRCB�

��4RCN 4GEL�GL�RM�RFC�/G?E?P?�$JMSB�	FRRNQ���UUU�LG?E?P?�AJMSB�AMK
�SQGLE�WMSP�/G?E?P?�$MKKSLGRW
APCBCLRG?JQ�

/G?E?P?�$JMSB�4SGRC�	/$4
�1?PRLCP�(SGBC /G?E?P?�%?R?�4CPTGAC

'C@PS?PW��
����� ��



5FC"--�$6450.&34"--�$6450.&34 TGCU�MNCLQ�

��4RCN $JGAI�?�ASQRMKCP�RGJC�
5FC130+&$54130+&$54 TGCU�MNCLQ�UGRF�?JJ�ASQRMKCP�NPMHCARQ�JGQRCB�GL�RFC�JCDR�AMJSKL�

��4RCN 4CJCAR�?�NPMHCAR�?LB�JMA?RC�RFC�BCTGAC�	QR?RGML
�GL�RFC�ACLRCP�MD�RFC�TGCU�
5FC�QCJCARCB�NPMHCAR�GQ�FGEFJGEFRCB�ML�RFC�/?T�RPCC��0L�RFC�NPMHCAR�TGCU
�WMS�K?W�LCCB�RM�QAPMJJ�RM
bLB�RFC�BCTGAC�MP�WMS�A?L�QC?PAF�DMP�RFC�BCTGAC�L?KC�SQGLE�RFC�QC?PAF�@MV�?R�RFC�RMN�PGEFR�MD�RFC
TGCU�

��4RCN $JGAI�RFC%?R?�4CPTGAC%?R?�4CPTGACJGLI�	 
�SLBCP�RFC�BCTGACZQ4S@QAPG@CB�4CPTGACQ4S@QAPG@CB�4CPTGACQAMJSKL�

/G?E?P?�%?R?�4CPTGAC /G?E?P?�$JMSB�4SGRC�	/$4
�1?PRLCP�(SGBC

�� 'C@PS?PW��
�����



5FC%"%"55"�4&3"�4&3 7*$&7*$& TGCU�MNCLQ�

��4RCN $MLbESPC�RFC�B?RC�P?LEC�DMP�RFC�PCNMPR�
5FGQ�P?LEC�BCD?SJRQ�RMMonth-to-Date ��*L�?BBGRGML
�MNRGMLQ�GLAJSBCLast 7 days 
 Today 
 Last 3
months 
 Last 6 Months 
 Year To Date ?LB Custom Range 
�UFGAF�NMNQ�SN�?�A?JCLB?P�DMP�C?QW
QCJCARGML�

��4RCN 5M�QCJCAR�RFC�QMSPAC�T?JSCQ�	DMP�CV?KNJC
�NMGLR�T?JSCQ
�RM�AF?PR
�QAPMJJ�BMUL
�CVN?LB�RFC�QR?RGML
L?KC�?LB�AJGAI�RFC�QCJCARGML�AFCAI�@MV�RM�RFC�JCDR�MD�RFC�QMSPAC�L?KC�
: MS�K?W�QC?PAF�DMP�QNCAGbA�QMSPAC�T?JSCQ��:MS�A?L�QCJCAR�SN�RM����QMSPACQ�RMECRFCP�ML�RFC�Q?KC
AF?PR�

/G?E?P?�$JMSB�4SGRC�	/$4
�1?PRLCP�(SGBC /G?E?P?�%?R?�4CPTGAC

'C@PS?PW��
����� ��



5FC�QMDRU?PC�NJMRQ�RFC�QMSPAC�B?R?�

*D�WMS�QCJCARCB�KMPC�RF?L�MLC�QMSPAC
�RFC�QMDRU?PC�NJMRQ�RFCK�?JJ�ML�RFC�Q?KC�AF?PR�

��4RCN 5M�TGCU�RFC�T?JSC�DMP�?L�GLBGTGBS?J�QMSPAC
�KMTC�RFC�ASPQMP�?JMLE�RFC�BGQNJ?WCB�JGLC�GL�RFC�ACLRCP
MD�RFC�AF?PR�

1?QQGLE�RFC�ASPQMP�MTCP�?�RGKC�GLQR?LAC�A?SQCQ�RFC�RMMJ�RGN�RM�BGQNJ?W�RFC�QMSPACZQ�T?JSC�?R�RF?R
RGKC��8FCL�WMS�QCJCAR�KSJRGNJC�QMSPACQ
�RFC�RMMJ�RGN�BGQNJ?WQ�RFC�T?JSCQ�DMP�?JJ�RFC�QMSPACQ�?R�RFC
QCJCARCB�RGKC�

��4RCN 8FCL�WMS�ECR�RFC�PCNMPR�RFC�U?W�WMS�U?LR�GR
�AJGAI4?TC�3CNMPR4?TC�3CNMPR�
5FC4"4" 7&�3&1037&�3&103 55 UGLBMU�MNCLQ�

��4RCN &LRCP�?�PCNMPR�L?KC�?LB�AJGAI4?TC4?TC�

5FC�PCNMPR�GQ�LMU�?T?GJ?@JC�DMP�?�ASQRMKCP�SQCP�RM�TGCU�

/G?E?P?�%?R?�4CPTGAC /G?E?P?�$JMSB�4SGRC�	/$4
�1?PRLCP�(SGBC

�� 'C@PS?PW��
�����



7GCUGLE�?LB�CVNMPRGLE�Q?TCB�PCNMPRQ
4?TCB�PCNMPRQ�BGDDCP�DPMK�ML�BCK?LB�PCNMPRQ�GL�RF?R�RFCW�F?TC�L?KCQ�?LB�A?L�@C�TGCUCB�@W�?BKGL�?LB
ASQRMKCP�SQCPQ�?R�?LW�RGKC�

Prerequisites:
: MS�?PC�?�1?PRLCP�"BKGL�SQCP�?LB�F?TC�QGELCB�GL�RMhttps://www.niagara-cloud.com �

��4RCN 4CJCAR�?�ASQRMKCP
�QCJCAR�?�NPMHCAR�?LB�AJGAI�RFC%?R?�4CPTGAC%?R?�4CPTGACJGLI�	 �
5FC%"%"55"�4&3"�4&3 7*$&7*$& TGCU�MNCLQ�

��4RCN $JGAI�RFC�KCLS�@SRRML�	 
�?LB�AFMMQC4?TCB�3CNMPRQ4?TCB�3CNMPRQ�
5FC�JGQR�MD�PCNMPRQ�MNCLQ�

��4RCN 4CJCAR�RFC3&1033&103 5�5*5-&5�5*5-&
 %&7*$&%&7*$&	QR?RGML
�?LB�PCNMPR�APC?RMP�	4"4" 7&%�#:7&%�#: 
�
5FC�PCNMPR�MNCLQ�

&?AF�PCNMPR�A?L�GLAJSBC�B?R?�DPMK�KMPC�RF?L�MLC�BCTGAC�

��4RCN 5M�TGCU�RFC�T?JSC�DMP�?L�GLBGTGBS?J�NMGLR
�KMTC�RFC�ASPQMP�?JMLE�RFC�BGQNJ?WCB�JGLC�GL�RFC�ACLRCP�MD
RFC�AF?PR�

1?QQGLE�RFC�ASPQMP�MTCP�?�RGKC�GLQR?LAC�A?SQCQ�RFC�RMMJRGN�RM�BGQNJ?W�RFC�NMGLRZQ�T?JSC�?R�RF?R
RGKC��8FCL�WMS�QCJCAR�KSJRGNJC�NMGLRQ
�RFC�RMMJRGN�BGQNJ?WQ�RFC�T?JSCQ�DMP�?JJ�RFC�NMGLRQ�?R�RFC
QCJCARCB�RGKC�

/G?E?P?�$JMSB�4SGRC�	/$4
�1?PRLCP�(SGBC /G?E?P?�%?R?�4CPTGAC

'C@PS?PW��
����� ��



��4RCN 5M�CVNMPR�RFGQ�Q?TCB�PCNMPR
�AJGAI�RFC�CVNMPR�@SRRML�	
�GL�RFC�SNNCP�PGEFR�MD�RFC�TGCU�	RM�RFC�JCDR
MD�RFC4?TC�3CNMPR4?TC�3CNMPR@SRRML
�
5FC&9103&9103 5�"45�"4 UGLBMU�MNCLQ�

: MSP�AFMGACQ�?PC)GQRMPW�RM�$F?PR�1%')GQRMPW�RM�$F?PR�1%'?LB )GQRMPW�RM�$47)GQRMPW�RM�$47�

��4RCN 4CJCAR�RFC�RWNC�MD�CVNMPR�DPMK�RFC�BPMN�BMUL�JGQR�?LB�AJGAI$MLR$MLRGLSCGLSC�
5FC�QWQRCK�Q?TCQ�RFC�1%'�MP�$47�bJC�GL�WMSP�AMKNSRCPZQ%MULJM?BQ%MULJM?BQDMJBCP�

-GTC�PC?BGLE�?LB�UPGRGLE�MD�NMGLR�B?R?
5FC�JGTC�PC?B�?LB�UPGRC�DSLARGML?JGRW�?JJMUQ�WMS�RM�PC?B�?LB�UPGRC�LSKCPGA?J
�QRPGLE
�#MMJC?L
�?LB�CLSK�NMGLR
B?R?��5FGQ�CL?@JCQ�WMS�RM�K?IC�@CRRCP�AMLRPMJ�BCAGQGMLQ�DMP�AJMSB�@?QCB�@SGJBGLE�QWQRCKQ�

Prerequisites:
8FCL�AMKK?LBGLE�NMGLRQ�DPMK�RFC�AJMSB
�GR�GQ�GKNMPR?LR�RM�F?TC�RFC0NCP?RMP�3MJC0NCP?RMP�3MJC?QQGELCB�RM�WMSP�SQCP
?AAMSLR��5FGQ�PMJC�GQ�LCACQQ?PW�RM�CLQSPC�RF?R�WMS�F?TC�RFC�NPMNCP�NCPKGQQGMLQ�?LB�RM�CL?@JC�QC?KJCQQ
GLRCP?ARGML�UGRF�NMGLRQ�RFPMSEF�RFC�AJMSB�GLRCPD?AC�

Security considerations ��5FC�QCPTGAC�?AAMSLR�SQCP�CVCASRCQ�UPGRC�AMKK?LBQ�RM�?�QR?RGML��*R�GQ�CQQCLRG?J�RM
AMLbESPC�RFC�QR?RGML�UGRF�QNCAGbA�PMJCQ�RF?R�BCbLC�UF?R�?ARGMLQ�RFGQ�?AAMSLR�GQ�?SRFMPGXCB�RM�NCPDMPK��5FGQ
QCRSN�?JJMUQ�WMS�RM�K?L?EC�UFGAF�/G?E?P?�$JMSB�SQCPQ�A?L�UPGRC�?LB�KMBGDW�B?R?�

��4RCN *L�RFC/G?E?P?�$JMSB�.?L?ECKCLR�1MPR?J
�L?TGE?RC�RM�RFC�%CTGAC�%CR?GJQ�N?EC�MD�RFC�PCQNCARGTC
ASQRMKCP�?LB�QCJCAR�RFC1MGLRQ1MGLRQR?@�

��4RCN 0L�RFC1MGLRQ1MGLRQR?@
�AJGAI�ML�RFC�BCQGPCB�NMGLR�RM�L?TGE?RC�RM�RFC-GTC�7-GTC�7?JSC?JSCR?@�

/G?E?P?�%?R?�4CPTGAC /G?E?P?�$JMSB�4SGRC�	/$4
�1?PRLCP�(SGBC

�� 'C@PS?PW��
�����



: MS�A?L�TGCU�RFC�ASPPCLROut Value ?LB�RFCFacets T?JSCQ�MD�RFGQ�N?PRGASJ?P�NMGLR��5FCMin ?LB
Max T?JSC�P?LEC�BCRCPKGLCQ�RFC�P?LEC�UGRFGL�UFGAF�WMS�QCR�RFC�NPGMPGRGCQ�

��4RCN #?QCB�ML�RFC�D?ACRQ�T?JSCQ�?LB�RFC�NMGLR�RWNC
�QCR�RFC�NPGMPGRGCQ�?Q�LCCBCB�GL�RFC1PGMPGR1PGMPGRGCQGCQQCARGML�
5FCPC�?PC����NPGMPGRGCQ�GL�RMR?J�UGRF�1PGMPGRW���@CGLE�RFC�FGEFCQR�NPGMPGRW�?LB�1PGMPGRW����RFC�JMUCQR
NPGMPGRW�

NOTE: : MS�A?LLMR�CBGR�1PGMPGRW���@CA?SQC�GL/G?E?P?$JMSB�GR�GQ�FGEFJW�PCAMKKCLBCB�RM�APC?RC
Q?DCRW�JCTCJ�AMKK?LBQ�RM�RFC�QR?RGML�K?LS?JJW�?LB�ML�NPCKGQC�

��4RCN 5M�QNCAGDW�RFC�BSP?RGML�MTCPPGBC�MD�?�NPGMPGRW
�AJGAI�RFC�AJMAI�GAML�JMA?RCB�SLBCPLC?RF�RFC�NPGMPGRW
T?JSC�bCJB�
5FC"BB�%SP?R"BB�%SP?RGML�0TCPPGBCGML�0TCPPGBCUGLBMU�MNCLQ�

��4RCN &LRCP�RFC�BCQGPCB�BSP?RGML�?LB�AJGAI4?TC4?TC�
5FC�BCD?SJR�RGKC�GQ����KGLSRCQ��.?VGKSK�BSP?RGML�GQ����FMSPQ�

��4RCN 3CNC?R�RFC�Q?KC�QRCN�DMP�?BBGRGML?J�NPGMPGRGCQ�GD�LCCBCB�?LB�AJGAI4?TC4?TCGL�RFC�SNNCP�PGEFR�AMPLCP�MD
RFC-GTC�7-GTC�7?JSC?JSCN?EC�MD�RFC�NMGLR�
5M�@C�?@JC�RM�QCC�RFC�ASPPCLROut Value @?QCB�ML�RFC�BCbLCB�NPGMPGRGCQ�?LB�BSP?RGMLQ
�PCDPCQF�RFC
-GTC�7-GTC�7?JSC?JSCR?@�

��4RCN 5M�A?LACJ�RFC�?ARGML
�BCQCJCAR�RFC1PGMPGRW1PGMPGRWAFCAI@MV�MP�?BHSQR�RFC�RGKC�BSP?RGML�?AAMPBGLEJW�

/G?E?P?�$JMSB�4SGRC�	/$4
�1?PRLCP�(SGBC /G?E?P?�%?R?�4CPTGAC

'C@PS?PW��
����� ��



&VNMPRGLE�BCTGAC�B?R?
0L�RFC%CTGAC�%CR?GJQ%CTGAC�%CR?GJQN?EC
�WMS�A?L�NCPDMPK�@SJI�CVNMPRQ�MD�BCTGAC�B?R?��5FC�RWNCQ�WMS�A?L�CVNMPR�?PC
5CJCKCRPW
�.MBCJ
�?LB�3CAMTCP�B?R?�

��4RCN 0L�RFC%CTGAC�%CR?GJQ%CTGAC�%CR?GJQN?EC
�AJGAI&VNMPR&VNMPRGL�RFC�SNNCP�PGEFR�AMPLCP�MD�RFC�QAPCCL�
5FC&VNMPR�%CTGAC�%?R?&VNMPR�%CTGAC�%?R?UGLBMU�MNCLQ�

��4RCN &LRCP�?L�CVNMPR�L?KC�RF?R�BMCQ�LMR�CVGQR�WCR
�QCJCAR�RFC�BCQGPCB�B?R?�RWNC	Q
�?LB�RGKC�P?LEC
�?LB
AJGAI&VNMPR&VNMPR�

] 5CJCKCRPW��)GQRMPGCQ�RCJCKCRPGCQ�RF?R�?PC�QCLR�DPMK�RFC/G?E?P?QR?RGML�RM�RFC�AJMSB�

] .MBCJ��5FC�QCK?LRGA�KMBCJ�GLDMPK?RGML�?@MSR�NMGLR�T?JSCQ�RF?R�?PC�QCLR�DPMK�RFC/G?E?P?
QR?RGML�RM�RFC�AJMSB�

] 3CAMTCP��6NJM?BQ�QR?RGML�@?AISN�BGQRPG@SRGML�bJCQ�RM�RFC�AJMSB�

: MS�A?L�AJMQC�RFC�@PMUQCP�UGRFMSR�QRMNNGLE�RFC�CVNMPR�?ARGML��*R�UGJJ�AMLRGLSC�RM�CVNMPR�RFC�B?R?�

��4RCN 5M�A?LACJ�RFC�CVNMPR�?ARGML
�AJGAI�9�GL�RFC�CVNMPR�QR?RSQ�UGLBMU�

��4RCN 5M�TGCU�RFC�CVNMPRCB�B?R?
�L?TGE?RC�RM&VNMPR&VNMPR� $FMMQC�DP$FMMQC�DPMK�&VNMPR�)GQRMPWMK�&VNMPR�)GQRMPW� &VNMPR�)GQRMPW&VNMPR�)GQRMPW
DPMK�UFCPC�WMS�A?L�BMULJM?B�RFC�CVNMPRCB�B?R?�

/G?E?P?�%?R?�4CPTGAC /G?E?P?�$JMSB�4SGRC�	/$4
�1?PRLCP�(SGBC

�� 'C@PS?PW��
�����



��4RCN *L�?BBGRGML
�ML�RFC/G?E?P?�$JMSB�.?L?ECKCLR�1MPR?JFMKCN?EC�SLBCP4?TCB�&VNMPRQ4?TCB�&VNMPRQ
�WMS�A?L
TGCU
�PCRPW�RFC�CVNMPR�?ARGML
�BMULJM?B�?LB�BCJCRC�?JJ�AMKNJCRCB�CVNMPRQ�DPMK�?JJ�BCTGACQ�

&VNMPRGLE�ML�BCK?LB�PCNMPRQ�	AF?PRQ

5FC�CVNMPR�DC?RSPC�NPMTGBCB�@W�/%4�APC?RCQ�?�1%'�MD�?L�ML�BCK?LB�AF?PR�

Prerequisites:
: MS�?PC�?�QWQRCK�?BKGLGQRP?RMP�UGRF�?BKGL�PGEFRQ�RM�RFC�/G?E?P?�$JMSB�NMPR?J��:MS�?PC�?JPC?BW�QGELCB�GL�RM
https://www.niagara-cloud.com �

0L�BCK?LB�AF?PRQ�BM�LMR�F?TC�RGRJCQ��4?TCB�AF?PRQ
�UFGAF�ASQRMKCPQ�A?L�TGCU
�F?TC�RGRJCQ��5FGQ�NPMACBSPC
BCKMLQRP?RCQ�FMU�RM�CVNMPR�?L�ML�BCK?LB�PCNMPR�

��4RCN $JGAI�RFC�ASQRMKCP�RGJC
�QCJCAR�?�NPMHCAR�DPMK�RFC130+&$54130+&$54 AMJSKL�?LB
�?JMLE�?�NPMHCAR�PMU
�AJGAI
RFC%?R?�4CPTGAC%?R?�4CPTGACJGLI�	 
�DMP�?�QNCAGbA�QR?RGML�
6LBCP�RFC130+&$54130+&$54 AMJSKL
�RFC�QWQRCK�MNCLQ�RFC�QNCAGbA�QR?RGML�WMS�QCJCARCB�?LB�BGQNJ?WQ�RFC
QC?PAF�BPMN�BMUL�JGQR�

��4RCN 4C?PAF�DMP�?�FGQRMPW�@W55?E�*B?E�*B
 55?E�7?E�7?JSC?JSCMP)GQRMPW�/?KC)GQRMPW�/?KC�

/G?E?P?�$JMSB�4SGRC�	/$4
�1?PRLCP�(SGBC /G?E?P?�%?R?�4CPTGAC

'C@PS?PW��
����� ��



5FC�?T?GJ?@JC�FGQRMPGCQ�BGQNJ?W�SLBCP�RFC�QR?RGML�L?KC�GL�RFC130+&$54130+&$54 AMJSKL�

��4RCN $MLbESPC�RFC�B?RC�P?LEC�DMP�RFC�PCNMPR�
5FC�QWQRCK�PCRPGCTCQ�RFC�FGQRMPW�B?R?�?LB�AMLQRPSARQ�RFC�JGLC�AF?PR�

��4RCN 5M�CVNMPR�RFGQ�ML�BCK?LB�AF?PR
�AJGAI�RFC�CVNMPR�@SRRML�	
�GL�RFC�SNNCP�PGEFR�MD�RFC�TGCU�	RM�RFC
JCDR�MD�RFC4?TC�3CNMPR4?TC�3CNMPR@SRRML
�
5FC&9103&9103 5�"45�"4 UGLBMU�MNCLQ�

: MSP�AFMGACQ�?PC&VNMPR�$F?PR�?Q�1%'&VNMPR�$F?PR�?Q�1%'?LB &VNMPR�)GQRMPGCQ�?Q�$47&VNMPR�)GQRMPGCQ�?Q�$47�

��4RCN 4CJCAR�?�1%'�MP�$47�bJC�

/G?E?P?�%?R?�4CPTGAC /G?E?P?�$JMSB�4SGRC�	/$4
�1?PRLCP�(SGBC

�� 'C@PS?PW��
�����



5FC�&9103 5�"4�UGLBMU�BGQNJ?WQ�WMSP�AFMGAC�

��4RCN 5M�AMLRGLSC
�AJGAI$MLR$MLRGLSCGLSC�
5FC�QWQRCK�Q?TCQ�RFC�1%'�GL�WMSP�AMKNSRCPZQ%MULJM?BQ%MULJM?BQDMJBCP�

5FC�QAPCCL�A?NRSPC�GQ�?L�CV?KNJC�MD�?�1%'�

&VNMPRGLE�.MBCJ�B?R?�RM�RFC�AJMSB
#CDMPC�RFC�QR?RGML�A?L�SNJM?B�B?R?�RM�RFC�AJMSB
�GR�KSQR�PSL�RFC�$JMSB�*B�.?L?ECP
�UFGAF�RPGEECPQ�?�KMBCJ
SNJM?B�?DRCP�GR�F?Q�?QQGELCB�AJMSB�*BQ��5FC�DMJJMUGLE�QRCNQ�BCQAPG@C�FMU�RM�CVNMPR�KMBCJ�B?R?�RM�RFC�AJMSB�@W
CVCASRGLE�RFC�$JMSB�*B�.?L?ECP
�UFGAF�?BBQ�AJMSB�*BQ�?LB�RCJCKCRPW�*BQ��5FGQ�?JQM�RPGEECPQ�?�KMBCJ�CVNMPR�GD
RFCPC�?PC�LCU�AMKNMLCLRQ
�MRFCPUGQC�RFC�KMBCJ�UGJJ�LMR�@C�QCLR��5FGQ�NPMACQQ�CLQSPCQ�RF?R�?�QR?RGMLZQ�KMBCJ�GQ
ICNR�SN�RM�B?RC�GL�RFC�AJMSB�

Prerequisites:

] : MSP�QR?RGML�GQ�PCEGQRCPCB�

] : MS�F?TC�AMLbESPCB�WMSP�LCRUMPIQ�

�� "BB�LCRUMPIQ�

�� "BB�BPGTCPQ�

�� "BB�NPMVW�NMGLRQ�	MNRGML?J�DMP�KMBCJ�B?R?
�

�� "BB�FGQRMPW�GKNMPRQ�	PCOSGPCB�DMP�KMBCJ�?LB�RCJCKCRPW�B?R?
�

] : MS�F?TC�AMLbESPCB�JMA?J�AMKNMLCLRQ�

�� "BB�AMLRPMJ�NMGLRQ�

�� "BB�FGQRMPW�CVRCLQGMLQ�	PCOSGPCB�DMP�RCJCKCRPW�B?R?
�

/G?E?P?�$JMSB�4SGRC�	/$4
�1?PRLCP�(SGBC /G?E?P?�%?R?�4CPTGAC

'C@PS?PW��
����� ��



] : MS�F?TC�AMLbESPCB�MRFCP�FGQRMPGCQ�?Q�LCCBCB�

�� "SB GR�4CPTGAC�FGQRMPW

�� -ME�4CPTGAC�FGQRMPW

�� 4WQRCK�.MLGRMP�4CPTGAC�FGQRMPW

] *D�LCCBCB
�WMS�F?TC�R?EECB�UGRF LA�CVAJSBCB?LW�AMKNMLCLRQ�MP�DMJBCPQ�RF?R�WMS�BM�LMR�UGQF�RM�QCLB�RM
RFC�AJMSB�

��4RCN 5M�PSL�RFC$JMSB�*B�.?L?ECP$JMSB�*B�.?L?ECPAMKNMLCLR
�CVN?LB$MLbE$MLbE� 4CPTGACQ4CPTGACQ� /G?E?P?$JMSB4CPTGAC/G?E?P?$JMSB4CPTGAC�

��4RCN 3GEFR�AJGAI$JMSB�*B�.?L?ECP?LB�QCJCAR"AR"ARGMLQGMLQ� &VCASRC&VCASRC�

Result
5FC�?KMSLR�MD�RGKC�RFC�CVNMPR�R?ICQ�BCNCLBQ�ML�RFC�LSK@CP�MD�AMKNMLCLRQ�GL�WMSP�QR?RGML��:MS�A?L�KMLGRMP
RFC�QR?RSQ�MD�RFC�KMBCJ�CVNMPR�HM@�GL�RFC�+M@�4CPTGAC�

"DRCP�CTCPW�AMLbESP?RGML�SNB?RC�MD�WMSP�LCRUMPI
�JMA?J�AMKNMLCLRQ
�?LB�FGQRMPGCQ
�CVNMPR�RFC�.MBCJ�?E?GL�

NOTE: 5FC�PCAMKKCLBCB�CVCASRGML�QCOSCLAC�GQ�RF?R�WMS�bPQR�AMLbESPC�RFC�)GQRMPW�CVNMPRQ
�?LB�RFCL�CL?@JC
RFCK�

/G?E?P?�%?R?�4CPTGAC /G?E?P?�$JMSB�4SGRC�	/$4
�1?PRLCP�(SGBC

�� 'C@PS?PW��
�����



Chapter 5. Niagara Recover
5FGQ�QCPTGAC�K?L?ECQ�RFC�QRMP?EC�?LB�PCRPGCT?J�MD�QR?RGML�BGQRPG@SRGML�bJC�@?AISNQ�RF?R�F?TC�@CCL�QRMPCB�GL�RFC
/G?E?P?�$JMSB�.?L?ECKCLR�1MPR?J�

"�1?PRLCP�"BKGL�K?W�LCCB�RM�PCQRMPC�?�QR?RGML�GLRM�?�FMQR�?Q�?�PCNJ?ACKCLR�DMP�?�D?GJCB�BCTGAC�MP�RM�PCTCPR�?L
CVGQRGLE�BCTGAC�RM�?L�C?PJGCP�AMLbESP?RGML��8MPIGLE�UGRF�QR?RGML�@?AISNQ�QRMPCB�GL�RFC�AJMSB�GLTMJTCQ�RFCQC
QWQRCK�DSLARGMLQ�

] 8 MPI@CLAFAMLbESPCQ�@?AISN�DPCOSCLAW�

] /G?E?P?�$JMSB�4CPTGACAPC?RCQ�?LB�SNJM?BQ�QR?RGML�@?AISN�BGQRPG@SRGML�bJCQ�RM�RFC�AJMSB�

] /G?E?P?3CAMTCP�A?L�?QQMAG?RC�LMRCQ�UGRF�AJMSB�@?AISNQ
�BCQGEL?RC�MLC�@?AISN�?Q�NPCDCPPCB
�?LB
BMULJM?B�?�QCJCARCB�@?AISN�RM�?�BCTGAC�

] 8 MPI@CLAFBCAPWNRQ�?LB�PCQRMPCQ�?�BMULJM?BCB�@?AISN�RM�?�QR?RGML�

5M�@?AI�SN�?LB�PCQRMPC�?�QR?RGML�RM�?LB�DPMK�WMSP�JMA?J�BPGTC�GLQRC?B�MD�RFC�AJMSB
�SQC�RFC8 MPI@CLAF
#?AISN4CPTGAC#?AISN4CPTGAC�

$JMSB�@?AISN�?LB�PCQRMPC�QRP?RCEW
&?AF�@?AISN�GQ�?�DSJJ�@?AISN�RF?R�GLAJSBCQ�RFC�FGQRMPW�?LB�?J?PK�B?R?@?QCQ�@W�BCD?SJR��5FC�@?AISN�bJC�K?BC
DPMK�?�AMLRPMJJCP�GQ�PCJ?RGTCJW�QK?JJ
�UFCPC?Q
�RFC�bJC�DPMK�?�4SNCPTGQMP�QR?RGML�K?W�@C�QS@QR?LRG?JJW�J?PECP�
4RMP?EC�GL�RFC�AJMSB�GKNMQCQ�LM�bJC�QGXC�JGKGRQ�

5FC�/G?E?P?$JMSB4CPTGAC�#?AISN�$F?LLCJ�Q%CD?SJ%CD?SJR�#?AISN�1MJR�#?AISN�1MJGAWGAWBCbLCQ�UFCL�@?AISNQ�MAASP��5FGQ�NMJGAW
BCD?SJRQ�RM�MLAC�?�UCCI�?R���?K�ML�4SLB?W�KMPLGLEQ��"JRFMSEF�WMS�?PC�DPCC�RM�AF?LEC�RFGQ�NMJGAW
�@C�?U?PC�MD
RFC�GKNMPR?LR�GKNJGA?RGMLQ�MD�?LW�AF?LECQ�WMS�K?IC�

] /G?E?P?3CAMTCP�K?L?ECQ�?�K?VGKSK�MD�bTC�@?AISN�bJCQ�DMP�C?AF�QR?RGML�

] *D�RFC�LCUCQR�@?AISN�UMSJB�A?SQC�RFC�@?AISN�bJC�AMSLR�RM�CVACCB�bTC�bJCQ
/G?E?P?3CAMTCP�Q?TCQ�RFC
ASPPCLR�@?AISN�?LB�BCJCRCQ�RFC�MJBCQR�@?AISN�RF?R�GQ�LMR�BCQGEL?RCB�?Q�NPCDCPPCB�	RFGQ�GQ�A?JJCB�?�PMJJGLE
SNB?RC
�

] "�@?AISN�GLAJSBCQ�KSJRGNJC�5-4�ACPRGbA?RCQ�C?AF�UGRF�GRQ�NPGT?RC�?LB�NS@JGA�ICWQ��5FCQC�GLAJSBC�?
ACPRGbA?RC�DMP��'CBCP?RCB�*BCLRGRW
�'MV4CPTGAC
�8C@4CPTGAC
�?LB�MRFCPQ��"JJ�ACPRGbA?RCQ�NCPGMBGA?JJW�CVNGPC
?LB�KSQR�@C�PCNJ?ACB��'MP�CV?KNJC
�RFC�'CBCP?RCB�*BCLRGRW�ACPRGbA?RC�CVNGPCQ�CTCPW����B?WQ�/G?E?P?
$JMSB�4CPTGACPCNJ?ACQ�GR�?SRMK?RGA?JJW�CTCPW����B?WQ��0RFCP�ACPRGbA?RCQ�K?W�LMR�@C�?SRMK?RGA?JJW
PCNJ?ACB��%CNCLBGLE�ML�RFC�DPCOSCLAW�MD�QR?RGML�@?AISNQ
�RFC�MJBCQR�QRMPCB�@?AISN�K?W�LMR�@C
?NNPMNPG?RC�RM�PCQRMPC�GD�?LW�MLC�MD�GRQ�ACPRGbA?RCQ�F?Q�CVNGPCB�

] "JRFMSEF�LMR�PCOSGPCB
�WMS�K?W�BCQGEL?RC�MLC�MD�RFC�bTC�bJCQ�?Q�RFC�NPCDCPPCB�@?AISN��5FGQ�A?L�CQR?@JGQF
?�ILMUL�NMGLR�MD�NPMNCP�QR?RGML�AMLbESP?RGML�QFMSJB�?L�MNCP?RMP�GL?NNPMNPG?RCJW�AF?LEC�?�QR?RGMLZQ
AMLbESP?RGML��*D�WMS�BCQGEL?RC�?�NPCDCPPCB�@?AISN
�WMSP�@?AISN�QRP?RCEW�QFMSJB�BCbLC�FMU�DPCOSCLRJW�RM
AF?LEC�RFC�NPCDCPPCB�@?AISN�RM�?�KMPC�PCACLR�bJC�

6QGLE�$JMSB-GLI�RM�@?AI�SN�?�QR?RGML
"�QR?RGML�@?AISN�NPMTGBCQ�?�QL?NQFMR�MD�BCTGAC�AMLbESP?RGML�?R�?�KMKCLR�GL�RGKC��$JMSB-GLI�APC?RCQ�RFC
@?AISNQ�DMP�GLBGTGBS?J�BCTGACQ�	QR?RGMLQ
�?LB�SNJM?BQ�RFCK�RM�RFC�AJMSB�

Prerequisites:
: MS�?PC�SQGLE8 MPI@CLAF?LB�F?TC�GLQR?JJCB�RFC/G?E?P?$JMSB4CPTGAC/G?E?P?$JMSB4CPTGAC�

5FC/G?E?P?$JMSB4CPTGAC/G?E?P?$JMSB4CPTGACNPMTGBCQ�?#?AISN#?AISNAF?LLCJ�

��4RCN &VN?LB$MLbE$MLbE� 4CPTGACQ4CPTGACQ� /G?E?P?$JMSB4CPTGAC/G?E?P?$JMSB4CPTGAC?LB�BMS@JC�AJGAI�RFC#?AISN#?AISNAF?LLCJ�

/G?E?P?�$JMSB�4SGRC�	/$4
�1?PRLCP�(SGBC /G?E?P?�3CAMTCP

'C@PS?PW��
����� ��



5FC$F?LLCJ�$MLbE$F?LLCJ�$MLbE	#?AISN�$F?LLCJ�$MLbE�)551
 "9�1P"9�1P MNCPRW�4FCCRMNCPRW�4FCCRMNCLQ�

5FC�CV?KNJC�QAPCCL�A?NRSPC�QFMUQ�RFC�BCD?SJRExecution Time UGRF Randomization QCR�DMP�MLC
	�
�FMSP��5FGQ�A?SQCQ�RFC�QWQRCK�RM�P?LBMKJW�AFMMQC�RFC�QNCAGbA�@?AISN�RGKC�UGRFGL�MLC�FMSP�MD
��?K��5FC Next Trigger NPMNCPRW�GBCLRGbCQ�RFGQ�P?LBMK�RGKC
�GL�RFGQ�A?QC������?K�ML�4SLB?W
KMPLGLE�

��4RCN 5M�APC?RC�?L�GKKCBG?RC�@?AISN
�PGEFR�AJGAI�RFC#?AISN#?AISNNMJGAW�?LB�AJGAI"AR"ARGMLQGMLQ� &VCASRC&VCASRC�

/G?E?P?�3CAMTCP /G?E?P?�$JMSB�4SGRC�	/$4
�1?PRLCP�(SGBC

�� 'C@PS?PW��
�����



$JMSB-GLI�ECLCP?RCQ
�CLAPWNRQ�?LB�SNJM?BQ�RFC�@?AISN�bJC�RM/G?E?P?3CAMTCPZQ�@?AISN�QRMP?EC
GL�RFC�AJMSB��*R�PCNMPRQ�RFC�MSRAMKC�MD�RFC�?ARGML�GL�RFC�JMUCP�PGEFR�AMPLCP�MD�RFC�TGCU��5FGQ�HM@
?JQM�?NNC?PQ�GL�RFC�HM@�JME�

5FC�@?AISN�bJCL?KC�NPMTGBCQ�GLDMPK?RGML�?@MSR�RFC�QR?RGML�?LB�UFCL�RFC�CLAPWNRCB�@?AISN
U?Q�K?BC�

Number Description

� %CTGAC�	QR?RGML
�L?KC

� %?RC�RFC�@?AISN�U?Q�K?BC�SQGLE�RFC�65$�RGKCXMLC�

� 5GKC�RFC�@?AISN�U?Q�K?BC�SQGLE�RFC�65$�RGKCXMLC�

�
6LGOSC�*%�DPMK�RFC�$JMSB$MLLCARGML4CPTGAC_'CBCP?RCB�*BCLRGRW�"SRFCLRGA?RMP_4WQRCK�*B�
$JMSB-GLI�ECLCP?RCQ�RFGQ�*%�UFCL�?�BCTGAC�GQ�PCEGQRCPCB�

� 'GJC�CVRCLQGML

.?L?EGLE�Q?TCB�@?AISNQ
"DRCP/G?E?P?�$JMSB�4CPTGACAPC?RCQ�?�@?AISN�BGQRPG@SRGML�bJC
�WMS�SQC/G?E?P?3CAMTCP�RM�?BB�?�LMRC�?LB
GBCLRGDW�RFC�bJC�?Q�RFC�NPCDCPPCB�@?AISN�

Prerequisites:
: MS�?PC�?�1?PRLCP�"BKGL�SQCP�?LB�F?TC�QGELCB�GL�RMhttps://www.niagara-cloud.com ��5FC�@?AISN�GQ
?T?GJ?@JC�GL�RFC�AJMSB�

��4RCN 4CJCAR�?�ASQRMKCP
�QCJCAR�?�NPMHCAR�?LB�QC?PAF�DMP�?�BCTGAC�
5FC�BCTGAC�PMU�BGQNJ?WQ�GL�RFC$6450.&3$6450.&3 TGCU�

��4RCN $JGAI�RFC�3CAMTCP�GAML�	
�

/G?E?P?�$JMSB�4SGRC�	/$4
�1?PRLCP�(SGBC /G?E?P?�3CAMTCP

'C@PS?PW��
����� ��



5FC4"4" 7&%�#"$,6147&%�#"$,614 TGCU�MNCLQ�

5FC�QAPCCL�A?NRSPC�QFMUQ�RUM�@?AISN�bJCQ��0LC�GQ�NPCDCPPCB�?Q�GLBGA?RCB�@W�RFC�QR?P�RM�RFC�JCDR
MD�RFC�bJC�L?KC�

5FC�B?RC�?LB�RGKC�WMS�QCC�SLBCP�RFC%"%"5&5& AMJSKL�?PC�RFC�@PMUQCPZQ�COSGT?JCLR�B?RC�?LB�RGKC

UFGAF�K?W�LMR�@C�RFC�Q?KC�?Q�RF?R�PCAMPBCB�GL�RFC�bJCL?KC�

#?AISN�bJC�L?KCQ�A?L�@C�JMLE��5M�QCC�RFC�CLRGPC�L?KC
�KMTC�RFC�ASPQMP�MTCP�RFC�L?KC�

��4RCN 5M�?BB�?�LMRC�MP�BCQGEL?RC�?�@?AISN�?Q�NPCDCPPCB
�AJGAI�RFC�&BGR�GAML�	
�SLBCP�RFC"$5*0/4"$5*0/4
AMJSKL�
5FC&%*5�#"$,61&%*5�#"$,61 UGLBMU�MNCLQ�

��4RCN 5M�?BB�?�LMRC�DMP�RFGQ�@?AISN
�AJGAI�GLRM�RFCBackup Notes NPMNCPRW�?LB�RWNC�WMSP�RCVR�
"�LMRC�A?L�@C������AF?P?ARCPQ�GL�JCLERF
�UFGAF�QFMSJB�@C�CLMSEF�RM�DSJJW�BMASKCLR�RFC�@?AISN�
5FC4"4" 7&%�#"$,6147&%�#"$,614 TGCU�BGQNJ?WQ�RFC�bPQR�RUM�JGLCQ�MD�RFC�LMRC�?LB�NPMTGBCQ�?.MP.MPCCJGLI�RM
BGQNJ?W�RFC�PCQR�MD�RFC�LMRC�

��4RCN 5M�BCQGEL?RC�RFGQ�@?AISN�?Q�NPCDCPPCB
�CL?@JC�RFCMark this backup as preferred AFCAI�@MV�

/G?E?P?�3CAMTCP /G?E?P?�$JMSB�4SGRC�	/$4
�1?PRLCP�(SGBC

�� 'C@PS?PW��
�����



0LJW�MLC�@?AISN�bJC�K?W�@W�BCQGEL?RCB�?Q�NPCDCPPCB��*D�?LMRFCP�@?AISN�GQ�?JPC?BW�NPCDCPPCB
�RFC
AFCAI�@MV�GQ�EP?WCB�MSR�

��4RCN 5M�NPCDCP�RFGQ�@?AISN�GLQRC?B�MD�?LMRFCP
�bPQR�AJGAI$?LACJ$?LACJ
�BGQ?@JC�RFCMark this backup as
preferred AFCAI�@MV�DMP�RFC�MRFCP�@?AISN
�RFCL�AMKC�@?AI�?LB�CL?@JC�RFGQ�MLC�

��4RCN 8FCL�WMS�bLGQF�CBGRGLE�RFC�LMRC�?LB�NPCDCPPCB�QR?RSQ
�AJGAI4?TC4?TC�
*D�RFGQ�GQ�RFC�NPCDCPPCB�@?AISN�RFC�QR?P�GAML�BGQNJ?WQ�RM�RFC�JCDR�MD�RFC�bJC�L?KC��*D�WMS�?BBCB�?
LMRC
�GR�BGQNJ?WQ�SLBCP�RFC#"$,61�/05&4#"$,61�/05&4 AMJSKL�

8FCL�WMS�K?PI�?�@?AISN�?Q�NPCDCPPCB
�WMS�A?LLMR�BCJCRC�GR��5FC�%CJCRC�GAML�SLBCP�RFC
"$5*0/4"$5*0/4 AMJSKL�GQ�EP?WCB�MSR�

3CQRMPGLE�?�QR?RGML
: MS�PCQRMPC�?L�GLBGTGBS?J�QR?RGML�DPMK�?�@?AISN�BGQRPG@SRGML�	BGQR
�bJC�SQGLE8 MPI@CLAF�

Prerequisites:

] : MS�?PC�?�1?PRLCP�"BKGL�SQCP�?LB�F?TC�QGELCB�GL�RMhttps://www.niagara-cloud.com �

] : MS�ILMU�RFC�QR?RGMLZQ�N?QQNFP?QC�MP�SQCP�APC?RCB�N?QQUMPB�

CAUTION: %M�LMR�DMPECR�RFC�QR?RGMLZQ�N?QQNFP?QC��:MS�UGJJ�@C�?QICB�RM�CLRCP�GR�UFCL�WMS�NCPDMPK�?
QR?RGML�@?AISN�

��4RCN 4CJCAR�?�ASQRMKCP
�QCJCAR�?�NPMHCAR�?LB�QC?PAF�DMP�RFC�BCTGAC�RM�PCQRMPC�
5FC�BCTGAC�PMU�BGQNJ?WQ�GL�RFC$6450.&3$6450.&3 TGCU�

��4RCN $JGAI�RFC�3CAMTCP�GAML�	
�
5FC4"4" 7&%�#"$,6147&%�#"$,614 TGCU�MNCLQ�

��4RCN 5M�AMLbPK�RF?R�RFC�bJC�RM�PCQRMPC�GQ�RFC�MLC�WMS�CVNCAR
�N?QQ�RFC�ASPQMP�MTCP�RFC�bJC�L?KC�
5FC�UFMJC�L?KC�BGQNJ?WQ��5FC�bJC�CVRCLQGML�GQ.edist2 ��5FGQ�CVRCLQGML�GLBGA?RCQ�RF?R�RFC�bJC�GQ
CLAPWNRCB�

��4RCN 5M�TGCU�RFC�DSJJ�LMRC
�AJGAI.MP.MPCC�
5FC/MRCQ/MRCQUGLBMU�MNCLQ�

/G?E?P?�$JMSB�4SGRC�	/$4
�1?PRLCP�(SGBC /G?E?P?�3CAMTCP

'C@PS?PW��
����� ��



��4RCN $JGAI�RFC%MULJM?B%MULJM?B@SRRML�?R�RFC�PGEFR�CLB�MD�RFC�PMU�
5FC�QWQRCK�BMULJM?BQ�RFC�bJC�RM�RFC�JMA?J�AMKNSRCP�RF?R�GQ�AMLLCARCB�RM/G?E?P?3CAMTCP��5FGQ�GQ
SQS?JJW�WMSP�J?NRMN�MP�4SNCPTGQMP�1$��5FC%MULJM?B%MULJM?B@SRRML�GLBGA?RCQ�RFC�NPMEPCQQ�MD�RFC
BMULJM?B�

8FCL�RFC�BMULJM?B�bLGQFCQ
�RFC�@PMUQCP�NPMKNRQ�WMS�RM�QCJCAR�UF?R�RM�BM�UGRF�RFC�@?AISN�

��4RCN 4CJCAR�?�JMA?RGML�ML�WMSP�AMKNSRCPZQ�F?PB�BPGTC�
"L�?NNPMNPG?RC�JMA?RGML�RM�QRMPC�RFC�BMULJM?B�GQ�RFC/G?E?P?SQCP�FMKCZQ�@?AISNQ�DMJBCP�$�$� �
6QCPQ6QCPQ� <SQCP�L?KC=<SQCP�L?KC=� <</G?E?P?TCPQGML=TCPQGML=� RPGBRPGBGSKGSK� @?AISNQ@?AISNQ�

��4RCN *D�GRZQ�LMR�?JPC?BW�MNCL
�MNCL8 MPI@CLAF?LB�K?IC�?�AMLLCARGML�RM�RFC�QR?RGML�

��4RCN &VN?LB�RFC�QR?RGML�?LB�L?TGE?RC�RM�UFCPC�WMS�QRMPCB�RFC�BMULJM?BCB�@?AISN�bJC�SLBCP.W�)MQR.W�)MQR
� .W�'GJC�4WQRCK.W�'GJC�4WQRCK�
5FC�QAPCCL�A?NRSPC�QFMUQ�RFC/G?E?P?6QCP�)MKCZQ�@?AISNQ�DMJBCP�
8FCL�WMS�CVN?LB�RFC�DMJBCP
 8 MPI@CLAFBGQNJ?WQ�?�R?@JC�UGRF�?�PMU�DMP�C?AF�@?AISN�bJC�

��4RCN %MS@JC�AJGAI�RFC�bJC�L?KC�?LB�AJGAI�RFC%CAPWNR�%*45�bJC%CAPWNR�%*45�bJC@SRRML�
5FC&LRCP�N?QQNFP?QC&LRCP�N?QQNFP?QCUGLBMU�MNCLQ�

���4RCN &LRCP�RFC�QR?RGMLZQ�SLGOSC�N?QQNFP?QC�?LB�AJGAI0,0, �
8 MPI@CLAFBCAPWNRQ�RFC.edist2 bJC
�UFGAF�PCQSJRQ�GL�?.dist bJC�

���4RCN 6QC�RFC�NJ?RDMPK�RMMJ
%GQR�'GJC�*LQR?J%GQR�'GJC�*LQR?JJCPJCP
�RM�PCQRMPC�RFC�QR?RGML�

%CJCRGLE�?�@?AISN
"R�?LW�RGKC�WMS�A?L�PCKMTC�@?AISN�bJCQ�RF?R�?PC�QRMPCB�GL�RFC�AJMSB�

Prerequisites:
: MS�?PC�?�1?PRLCP�"BKGL�SQCP�?LB�F?TC�QGELCB�GL�RMhttps://www.niagara-cloud.com �

��4RCN 4CJCAR�?�ASQRMKCP
�QCJCAR�?�NPMHCAR�?LB�QC?PAF�DMP�?�BCTGAC�
5FC�BCTGAC�PMU�BGQNJ?WQ�GL�RFC$6450.&3$6450.&3 TGCU�

��4RCN $JGAI�RFC�3CAMTCP�GAML�	
�
5FC4"4" 7&%�#"$,6147&%�#"$,614 TGCU�MNCLQ�

��4RCN $MLbPK�RF?R�WMS�DMSLB�RFC�AMPPCAR�BGQRPG@SRGML�bJC�RM�BCJCRC�?LB�AJGAI�RFC�%CJCRC�GAML�	
�SLBCP
"$5*0/4"$5*0/4 �

/G?E?P?�3CAMTCP /G?E?P?�$JMSB�4SGRC�	/$4
�1?PRLCP�(SGBC

�� 'C@PS?PW��
�����



5FC%&-&5&�#"$,61 %&-&5&�#"$,61 UGLBMU�MNCLQ�

��4RCN 5M�AMLRGLSC
�AJGAI$MLbPK$MLbPK�
/G?E?P?3CAMTCP�BCJCRCQ�RFC�@?AISN�bJC�?LB�BGQNJ?WQ�?�46$$&44�KCQQ?EC�GL�RFC�SNNCP�PGEFR
AMPLCP�MD�RFC�TGCU�

/G?E?P?�$JMSB�4SGRC�	/$4
�1?PRLCP�(SGBC /G?E?P?�3CAMTCP

'C@PS?PW��
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Chapter 6. Niagara Remote
/G?E?P?�3CKMRCCL?@JCQ�WMS�RM�QCASPCJW�?AACQQ�RFC�@SGJR�GL�UC@�GLRCPD?AC�ML�WMSP/G?E?P?QR?RGMLQ�BGPCARJW
DPMK�RFC/G?E?P?�$JMSB�.?L?ECKCLR�1MPR?JUGRFMSR�SQGLE�?�71/��:MS�A?L�AMLLCAR�RM�KSJRGNJC�QR?RGMLQ�?R�MLAC
?LB�QUGRAF�@CRUCCL�RFCK�GD�LCCBCB�

8 GRFMSR/G?E?P?�3CKMRC
�GD�?�BCTGAC�GQ�GLQR?JJCB�ML�?�PCKMRC�LCRUMPI
�RFC�MLJW�U?W�DMP�WMS�RM�?AACQQ�RFC�UC@
GLRCPD?AC�GQ�@W�CVNMQGLE�RFC�BCTGAC�Q�UC@�GLRCPD?AC�ML�?�NS@JGAJW�?AACQQG@JC�UC@�?BBPCQQ
�MP�MTCP�?�QCN?P?RC
71/�QMJSRGML
�UFGAF�GQ�AMKNJCV
�CVNCLQGTC�RM�?BKGLGQRCP
�?LB�AMKNJGA?RCQ�?AACQQ�

$MLLCARGLE�PCKMRCJW�RM�RFC�QR?RGML
/G?E?P?�3CKMRC?JJMUQ�WMS�RM�QCASPCJW�?AACQQ�RFC�UC@�GLRCPD?AC�MD�?/G?E?P?BCTGAC�DPMK�UFCPC�?LB�UFCL�WMS
LCCB�RM�AMLLCAR��)CPC�?PC�RFC�QRCNQ�RM�DMJJMU�

Prerequisites:

] : MS�F?TC�GLQR?JJCB�?JJ�PCOSGPCB/G?E?P?�$JMSB�4CPTGACKMBSJCQ�ML�RFC�QR?RGML�RM�@C�PCEGQRCPCB�

] 5FC�QR?RGML�RM�UFGAF�WMS�U?LR�RM�AMLLCAR�PCKMRCJW�GQ�PCEGQRCPCB�UGRF /G?E?P?�$JMSB�4SGRC�

] 5FC�QR?RGML�F?Q�?/G?E?P?JGACLQC�UGRF�?L�?ARGTC�QS@QAPGNRGML�DMP�RFC/G?E?P?�3CKMRCNPMBSAR�

] : MS�F?TC�RFC/G?E?P?�3CKMRCMP�"BKGL�PMJC��:MS�UCPC�?@JC�RM�KSJRG�QCJCAR/G?E?P?�3CKMRCPMJC�?LB
�DMP
CV?KNJC
�6QCP�PMJC�

��4RCN -ME�GL�RM/G?E?P?�$JMSB�.?L?ECKCLR�1MPR?J?LB�QCJCAR�RFC�BCQGPCB�BCTGAC�

5FC�BCTGAC
�UFGAF�F?Q�RFC/G?E?P?�3CKMRCQS@QAPGNRGML
�BGQNJ?WQ�RFC3CKMRC3CKMRCJGLI�

��4RCN $JGAI�ML�RFC3CKMRC3CKMRCJGLI�

5FC�UC@�JMEGL�UGLBMU�DMP�RFC�QR?RGML�MNCLQ�

��4RCN 5M�JME�ML�PCKMRCJW�RM�RFC�QR?RGML
�CLRCP�SQCPL?KC�?LB�N?QQUMPB�
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: MS�F?TC�?AACQQCB�RFC�QR?RGML�TG?�@PMUQCP��'PMK�FCPC�WMS�A?L�QCC�?JJ�UC@�TGCUQ�HSQR�JGIC�WMS
UMSJB�UFCL�AMLLCARGLE�RM�RFC�QR?RGML�BGPCARJW�

NOTE: /MRGAC��*L�RFC�63-
�LMRGAC�RFC�BCTGAC�66*%�	6LGTCPQ?JJW�6LGOSC�*BCLRGbCP
��5FGQ�63-�UGJJ
?JU?WQ�@C�RFC�Q?KC�DMP�RFGQ�N?PRGASJ?P�BCTGAC�

] : MS�A?L�QF?PC�RFC�63-�UGRF�?LMRFCP�SQCP�UFM�GQ�NCPKGRRCB�RFPMSEF/G?E?P?�$JMSBRM
PCKMRCJW�AMLLCAR�RM�RFGQ�BCTGAC�

] "LMRFCP�NP?ARGA?J�?QNCAR�GQ�RF?R�WMS�A?L�@MMIK?PI�RFC�63-�?LB�J?RCP�SQC�GR�RM�AMLLCAR�RM�RFC
QR?RGML�UGRFMSR�bPQR�JMEEGLE�GL�BGPCARJW�RM�RFC/G?E?P?�$JMSB�.?L?ECKCLR�1MPR?J��'GPQR
�WMS
?PC�BGPCARCB�RM�RFC�/G?E?P?�$MKKSLGRW�JMEGL�DPMK�UFCPC�WMS�?PC�?QICB�RM�CLRCP�WMSP
APCBCLRG?JQ��5FGQ�UGJJ�NPMKNR�?�KSJRG�D?ARMP�?SRFCLRGA?RGML�	.' "
�PCOSCQR��'PMK�RFCPC
�WMS�UGJJ
@C�PCBGPCARCB�@?AI�RM�RFC�QR?RGML�JMEGL�
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Chapter 7. Niagara Alarms
5FC/G?E?P?�$JMSB�.?L?ECKCLR�1MPR?J?JJMUQ�WMS�RM�TGCU�BCR?GJCB�GLDMPK?RGML�?@MSR�?J?PKQ�DMP�C?AF
GLBGTGBS?J�BCTGAC�MP�?JJ�CVGQRGLE�BCTGACQ��:MS�A?L�?JQM�TGCU�?JJ�?J?PKQ�ML�?�NPMHCAR�QNCAGbA�@?QGQ

7GCUGLE�?J?PKQ

��4RCN *L /G?E?P?�$JMSB�.?L?ECKCLR�1MPR?J
�L?TGE?RC�RM�RFC�ASQRMKCP�?LB�RFC�?QQMAG?RCB�BCTGACQ�UFMQC
?J?PKQ�WMS�UGQF�RM�TGCU�

��4RCN 5M�TGCU�RFC�?J?PKQ�DMP�?�QNCAGbA�BCTGAC
�AJGAI�RFC"J?PKQ"J?PKQGAML�GL�RFC4CPTGACQ4CPTGACQAMJSKL�MD�RFC
PCQNCARGTC�BCTGAC�

5FC�"J?PKQ�N?EC�MNCLQ��#W�BCD?SJR
�WMS�QCC�RMB?W�Q�?J?PKQ�DMP�RFGQ�N?PRGASJ?P�BCTGAC�

��4RCN 5M�TGCU�?JJ�CVGQRGLE�?J?PKQ�DPMK�?JJ�BCTGACQ
�AJGAI�RFC"J?PKQ"J?PKQGAML�GL�RFC�SNNCP�PGEFR�AMPLCP�MD�RFC
QAPCCL�

#W�BCD?SJR
�WMS�QCC�RMB?W�Q�?J?PKQ�MD�?JJ�BCTGACQ�MD�?�QNCAGbA�ASQRMKCP�

/G?E?P?�$JMSB�4SGRC�	/$4
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��4RCN 5M�?BB�MP�FGBC�?J?PK�AMJSKLQ
�AJGAI4FMU�)GBC�AMJSKLQ4FMU�)GBC�AMJSKLQGAML�GL�RFC�SNNCP�PGEFR�AMPLCP�MD�RFC
QAPCCL
�?LB�QCJCAR�MP�BCQCJCAR�RFC�BCQGPCB�AMJSKLQ�

: MS�A?L�?JQM�AF?LEC�RFC�MPBCP�MD�RFC�AMJSKLQ�@W�BP?EEGLE�RFC�AMJSKL�L?KC�RM�RFC�BCQGPCB
NMQGRGML�GL�RFC4FMU�)GBC�AMJSKLQ4FMU�)GBC�AMJSKLQUGLBMU��$JGAI3CQCR�RM�BCD?SJ3CQCR�RM�BCD?SJRRGD�WMS�U?LR�RM�EM�@?AI�RM�RFC
MPGEGL?J�AMJSKL�QCRRGLE�

��4RCN 5M�QCR�bJRCPQ
�AJGAI�RFC�bJRCP�GAML�GL�RFC�SNNCP�PGEFR�AMPLCP�MD�RFC�QAPCCL�

5FC�DMJJMUGLE�?J?PK�bJRCPQ�?PC�?T?GJ?@JC�

] %CTGACQ

] 4MSPAC�	DMP�CV?KNJC
�&LSK8PGR?@JC
�?LB�QR?RC�MD�QMSPAC

] "AILMUJCBEKCLR�	"AI�4R?RC
�"AI�3COSGPCB
�"AI�5 GKC


] "J?PK�*LDMPK?RGML�	"J?PK�$J?QQ
�"J?PK�5P?LQGRGML


] 1PGMPGRW�	)GEF
�.CBGSK
�-MU


] 5GKC�	/MPK?J�5GKC


] 6QCP

"JJ�?NNJGCB�bJRCPQ�UGJJ�@C�QFMUL�ML�RFC"J?PKQ"J?PKQPCQSJR�N?EC�

��4RCN 5M�AJC?P�?�bJRCP
�AJGAI�RFCVVMD�RFC�BCQGPCB�bJRCP
�?LB�RM�AJC?P�?JJ�bJRCPQ
�AJGAI$JC?P�'GJ$JC?P�'GJRCPQRCPQ�

/G?E?P?�"J?PKQ /G?E?P?�$JMSB�4SGRC�	/$4
�1?PRLCP�(SGBC
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��4RCN 5M�APC?RC�?�LMRC�DMP�RFC�?J?PK
�AJGAI�RFC�JGLI�GL�RFC4MSP4MSPACACAMJSKL�MD�RFC�N?PRGASJ?P�BCTGAC�RM�MNCL
RFC�?J?PK�BCR?GJQ�UGLBMU
�?LB�AJGAI"BB�/MRC"BB�/MRC�

5FC�?J?PK�LMRC�UGJJ�@C�?BBCB�RM�RFC�QR?RGML�Q�?J?PK�B?R?@?QC�

��4RCN 5M�CVNMPR�RFC�GLDMPK?RGML�?@MSR�BCTGAC�?J?PKQ
�QCJCAR�RFC�BCTGACQ�?LB�AJGAI&VNMPR&VNMPRGL�RFC�SNNCP
PGEFR�AMPLCP�

" .csv bJC�UGJJ�@C�APC?RCB�AMLR?GLGLE�?JJ�?J?PK�GLDMPK?RGML�

��4RCN 5M�?AILMUJCBEC�?�BCTGAC�?J?PK
�AJGAI"AILMUJCBEC"AILMUJCBECGL�RFC�RMN�PGEFR�AMPLCP�MD�RFC�QAPCCL�
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Chapter 8. Niagara Cloud audit logging
"SB GR�JMEEGLE�FCJNQ�KMLGRMP�QNCAGbA�?ARGMLQ�R?ICL�GL�RFC/G?E?P?$JMSB��5FGQ�KC?LQ�WMS�A?L�RP?AI�?ARGTGRGCQ
PCJ?RCB�RM�T?PGMSQ�CLRGRW�RWNCQ
�QSAF�?Q�PCNMPRQ
�BCTGAC�NPMHCARQ
�QCPTGAC�AMLRPMJ�?QQGELKCLRQ
�?LB�@?AISNQ�

7GCUGLE�?SBGR�JMEQ

5FC�DMJJMUGLE�QRCNQ�BCQAPG@C�FMU�RM�TGCU�?SBGR�JMEQ�

��4RCN 5M�?AACQQ�RFC�?SBGR�JME
�AJGAI�RFC�L?TGE?RGML�KCLS�GL�RFC�SNNCP�JCDR�AMPLCP�MD�WMSP�QAPCCL�GL�RFC
/G?E?P?�$JMSB�.?L?ECKCLR�1MPR?J?LB�QCJCAR"SB"SB GR�-MEGR�-ME�
5FC�"SBGR�-ME�QAPCCL�MNCLQ��*R�BGQNJ?WQ�GLDMPK?RGML�?@MSR�B?RC�RGKC
�M@HCAR
�M@HCAR�*B
�?ARGML

NPGLAGN?J
�?LB�BCR?GJQ�

��4RCN 5M�QMPR�RFC�GLDMPK?RGML�@W�B?RC
�RGKC
�M@HCAR
�?ARGMLQ
�MP�NPGLAGN?J
�AJGAI�RFC�?PPMU�GAML�JMA?RCB
LCVR�RM�C?AF�AMJSKL�

��4RCN 5M�TGCU�?BBGRGML?J�SQCP�AMLRCVR�QSAF�?Q�NPCTGMSQ�T?JSCQ�	GD�?NNJGA?@JC
�?LB�ASPPCLR�T?JSCQ
�AJGAI�RFC
GAML�GL�RFC%CR?GJQ%CR?GJQAMJSKL�

��4RCN 5M�JMMI�SN�QNCAGbA�?SBGR�JME�CLRPGCQ
�WMS�A?L�SQC�RFC4C?P4C?PAFAFbCJB�GL�RFC�SNNCP�PGEFR�AMPLCP�MD�RFC
QAPCCL�

��4RCN 5M�CVNMPR�B?R?
�AJGAI&VNMPR&VNMPRGL�RFC�SNNCP�PGEFR�AMPLCP�MD�RFC�QAPCCL�
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5FC�&VNMPR�UGLBMU�MNCLQ��:MS�A?L�CVNMPR�B?R?�SQGLE�RFC�$47�MP�1%'�DMPK?R�?LB�QCJCAR�GD�WMS
U?LR�RM�CVNMPR�RFC�B?R?�MD�RFC�J?QR���
���
�MP����B?WQ�
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Chapter 9. Troubleshooting
5FGQ�GLDMPK?RGML�GQ�NPMTGBCB�RM�K?IC�RFC�RPMS@JCQFMMRGLE�?LB�BG?ELMQGQ�MD�RFC/G?E?P?$JMSB4CPTGAC/G?E?P?$JMSB4CPTGAC?Q
QRP?GEFRDMPU?PB�?Q�NMQQG@JC�

5FGQ�RPMS@JCQFMMRGLE�GLDMPK?RGML�GQ�GLRCLBCB�DMP�?LWMLC�UFM�K?W�@C�SQGLE�RFC/G?E?P?$JMSB4CPTGAC/G?E?P?$JMSB4CPTGAC
�MP
QSNNMPRGLE�RFMQC�UFM�?PC�SQGLE�GR�

.MQR�MD�RFC�NGCACQ�MD�RFC/G?E?P?$JMSB4CPTGAC/G?E?P?$JMSB4CPTGACF?TC�GLBGTGBS?J�CL?@JC�c?EQ
�QM�RFCW�A?L�@C�QCN?P?RCJW�CL?@JCB
MP�BGQ?@JCB��*L�KMQR�A?QCQ
�WMS�QFMSJB�LMR�BGQ?@JC�?LW�N?PRQ�MD�RFC�QCPTGAC
�?Q�KMQR�AJMSB�?NNJGA?RGMLQ�BCNCLB
SNML�?JJ�B?R?�QRPC?KQ�@CGLE�GL�NJ?AC��)MUCTCP
�GR�K?W�@C�C?QGCP�RM�BG?ELMQC�?�NPM@JCK�UGRF�?L�GLBGTGBS?J
AMKNMLCLR�GD�WMS�BGQ?@JC�RFC�MRFCP�AMKNMLCLRQ�RF?R�?PC�GL�N?P?JJCJ�UGRF�RFC�AMKNMLCLR�SLBCP�GLTCQRGE?RGML�
%M�LMR�BGQ?@JC�RFC�AMKNMLCLR	Q
�SQCB�@W�RFC�?QNCAR�MD�RFC/G?E?P?$JMSB4CPTGAC/G?E?P?$JMSB4CPTGACWMS�?PC�GLTCQRGE?RGLE�

8FCL�?L�GLAGBCLR�MAASPQ
$MJJCARGLE�RFC�DMJJMUGLE�PCAMKKCLBCB�GLDMPK?RGML�FCJNQ�RFC�RCAFLGA?J�QSNNMPR�RC?K�ECR�RM�RFC�PMMR�A?SQC�MD
RFC�NPM@JCK�OSGAIJW
�AF?P?ARCPGXC�BCDCARQ�DSJJW
�?LB�?BBPCQQ�RFC�NPM@JCK�DMP�GKKCBG?RC�?LB�DSRSPC�SQCPQ�

*LDMPK?RGML�RM�AMJJCAR

] %?RC�?LB�RGKC�MD�GLAGBCLR��@C�?Q�?AASP?RC�?Q�WMS�A?L�UGRF�RFC�RGKC

] $SQRMKCP�MP�SQCP�GL�OSCQRGML
�GLAJSBGLE�@P?LB

] )?PBU?PC�NJ?RDMPK�	DMP�CV?KNJC
�04
�TCPQGML


] $MPC/G?E?P?QMDRU?PC�TCPQGML�	?LB�?LW�?BBGRGML?J�N?RAFCQ�@CWMLB�@?QC
�

] /G?E?P?�$JMSBKMBSJCQ�TCPQGMLQ
�LMR�HSQR�RFC�PCJC?QC�@SR�RFC�QNCAGbA�TCPQGML�MD�C?AF�KMBSJC

] "LW�RFGPB�N?PRW�KMBSJCQ�GL�SQC

] "LW�PCJCT?LR�JME�MSRNSR�MP�QR?AI�RP?ACQ��QCC�[8F?R�-MEQ�RM�$MJJCAR\��.MPC�GQ�@CRRCP��CVRP?LCMSQ
GLDMPK?RGML�A?L�@C�BGQA?PBCB�GD�GR�GQ�LMR�GKNMPR?LR
�@SR�JMQR�GLDMPK?RGML�A?LLMR�@C�PCAMTCPCB�

] "LW�PCJCT?LR�bJCQ��QCC�[8F?R�'GJCQ�RM�$MJJCAR\�

] "SRFCLRGA?RMP�GLDMPK?RGML�	DMP�CV?KNJC
�QWQRCK�*%
�QWQRCK�RWNC
��QCC�[$MJJCARGLE�"SRFCLRGA?RMP
*LDMPK?RGML\�

Questions to answer

] 8F?R�QRCNQ�UCPC�R?ICL�@CDMPC�?LB�?DRCP�RFC�NPM@JCK �#C�?Q�QNCAGbA�?LB�AMKNJCRC�?Q�NMQQG@JC�

] *LDMPK?RGML�?@MSR�RFC�LCRUMPI�CLTGPMLKCLR�GQ�APGRGA?J�GL�K?LW�A?QCQ��*Q�RFC�FMQR�CVNCPGCLAGLE�LCRUMPI
BGQAMLLCARGMLQ�	CGRFCP�GLRCLRGML?J�MP�LMR
 �*Q�?�NPMVW�QCPTCP�GL�SQC �*D�WCQ
�GQ�GR�RP?LQN?PCLR�MP�CVNJGAGR
	L?KCB
��*Q�RFC/G?E?P?)RRN1P)RRN1PMVW4CPTCPMVW4CPTCPQCPTGAC�SQCB 

] 8F?R�QRCNQ�UCPC�R?ICL�RM�PCQMJTC�RFC�NPM@JCK 

] 8 ?Q�RFC/G?E?P?$JMSB4CPTGAC/G?E?P?$JMSB4CPTGACMP�?SRFCLRGA?RMPdisabled �enabled 
�BGB�WMS�BM�?DMPDMPAC3CAMLLCARAC3CAMLLCAR
�U?Q�RFC
QR?RGML�PCQR?PRCB
�BGB�WMS�?RRCKNR�RM�PCPCEGQRCP�RFC�?SRFCLRGA?RMP �*BC?JJW
�GD�RFC�QR?RGML�QR?RC�A?L�@C�JCDR
SLAF?LECB
�RFC�QSNNMPR�RC?K�K?W�QSEECQR�QRCNQ�RM�AMPPCAR�RFC�NPM@JCK
�MP�RM�JC?PL�KMPC�?@MSR�GR�

8F?R�JMEQ�RM�AMJJCAR
5FCPC�?PC�QCTCP?J�JMEQ�RF?R�A?L�@C�CL?@JCB�DMP�BG?ELMQGLE�AMLLCARGML�NPM@JCKQ��5FC�DMJJMUGLE�R?@JCQ�JGQR�RFC
JMEQ�

/G?E?P?�$JMSB�4CPTGACJMEQ
8FCL�WMS�CL?@JC�KMBCP?RCJW�MP�FGEFJW�TCP@MQC�JMEQ
�GR�GQ�@CQR�NP?ARGAC�RM�QRPC?K�RFC�QR?RGML�MSRNSR�RM�?�bJC�
'MP�KMPC�GLDMPK?RGML
�QCC�[8F?R�bJCQ�RM�AMJJCAR\��5FGQ�?JJMUQ�WMS�RM�A?NRSPC�UF?R�K?W�@C�?�J?PECP�?KMSLR�MD
B?R?�RF?L�A?L�@C�Q?TCB�DPMK�RFC�PCESJ?P�QR?RGML�MSRNSR�UGLBMU�?LB�GQ�RFC�PCAMKKCLBCB�U?W�RM�A?NRSPC
MSRNSR�B?R?��"JQM
�Q?TGLE�RFC�JME�RM�?�bJC�EGTCQ�WMS�QMKCRFGLE�RM�PCDCP�RM�J?RCP�?LB�RM�QF?PC�UGRF�RCAFLGA?J

/G?E?P?�$JMSB�4SGRC�	/$4
�1?PRLCP�(SGBC 5PMS@JCQFMMRGLE

'C@PS?PW��
����� ��



QSNNMPR
�GD�LCCBCB�

%CAGBGLE�UFGAF�JMEQ�RM�CL?@JC�PCOSGPCQ�?�@GR�MD�HSBEKCLR��:MS�AMSJB�QCR�CTCPW�JME�RM��"--
�@SR�RFGQ�UMSJB�WGCJB
QM�KSAF�B?R?�GR�UMSJB�@C�BGDbASJR�RM�BGE�RFPMSEF�GR�?JJ�RM�GQMJ?RC�?�QNCAGbA�NPM@JCK��:MS�LCCB�RM�BCAGBC�UF?R
KGEFR�@C�RFC�JGICJW�QMSPAC��&?AF�MD�RFC�@?QGA/G?E?P?�$JMSB�4CPTGACDSLARGMLQ
�QSAF�?Q�FGQRMPGCQ
�F?Q�?�JME�JCTCJ
@CEGLLGLE�UGRF�[AJMSB-GLI\��5FCQC�BM�LMR�ECLCP?RC�?�EG?LR�?KMSLR�MD�B?R?
�QM�RFCW�A?L�SQS?JJW�@C�QCR�RM�"--
DMP�UF?RCTCP�RFC�QNCAGbA�DSLARGML�A?JJQ�DMP�

] 'MP�GQQSCQ�UGRF�KCQQ?EC�QCASPGRW�?LB�?SRFCLRGA?RGML
�QCRAJMSB-GLI�QCASPGRW�?LB�?SRFCLRGA?RGMLRM�"--��5FC
MSRNSR�JCTCJ�GQ�SQS?JJW�JMU�CLMSEF�RM�@C�K?L?EC?@JC�

] 'MP/G?E?P?�$JMSB�4SGRCPCEGQRP?RGML�
�QCRAJMSB-GLI�?SRF�DCBCP?RCBRM�"--��DMP�/%4�31,�PCEGQRP?RGML
�SQC
PCEGQRP?RGML
�SQCAJMSB-GLI�?SRF�DMPEC�

] 'MP�*M5�)S@�AMLACPLQ
�QCRAJMSB-GLI�RP?LQNMPR�?KON�AJGCLR��5FGQ�A?L�@C�CVRPCKCJW�TCP@MQC
�CQNCAG?JJW�DMP�?
J?PEC�QWQRCK�UGRF�K?LW�NMGLRQ�?LB�FGQRMPGCQ�

CAUTION: %M�LMR�DMPECR�RM�PCRSPL�JMEECP�QCRRGLEQ�RM�RFCGP�BCD?SJR�*/'0�JCTCJQ�MLAC�WMSP�NPM@JCK�GQ
AMPPCARCB��-C?TGLE�RFC�JMEECPQ�?R�FGEFCP�JCTCJQ�MD�BC@SE�A?L�GKN?AR�QWQRCK�NCPDMPK?LAC
�?LB�FGBC�?LW�LCU
NPM@JCKQ�SLBCP�?�U?TC�MD�LMGQW�QR?RGML�MSRNSR��5FGQ�GQ�CQNCAG?JJW�RPSC�DMP�RFCAJMSB-GLI�RP?LQNMPR�?KON�AJGCLR
JMEECP�

Log Name Description Verbosity Notes

?SRFCLRGA?RGML *L@MSLB�AMKK?LB
?SRFCLRGA?RGML�JMEEGLE

-MU 6QCP�?SRFCLRGA?RGML��LML�AJMSB
�@SR�K?W�@C
SQCDSJ�GL�GBCLRGDWGLE�D?GJCB�AMKK?LB�PC?QML

AJMSB-GLI�?J?PK "J?PK�PCAGNGCLR�JMEEGLE -MU ?J?PK�KCQQ?EC�BCJGTCPW

AJMSB-GLI�?SRF�DCBCP?RCB 'CBCP?RCB�%CTGAC�*BCLRGRW
?SRFCLRGA?RMP�JMEEGLE

-MU QCR�RM�$0/'*(�DMP�/$4�PCEGQRP?RGML�RP?AC

AJMSB-GLI�?SRF�ICW -MEEGLE�PCJ?RCB�RM�ICW�PCRPGCT?J-MU QCR�RM�$0/'*(�DMP�GLDMPK?RGML�?@MSR�ICW
PCRPGCT?J�ECLCP?RGML

AJMSB-GLI�AF?LLCJ $MKKML�AF?LLCJ�JMEEGLE -MU

AJMSB-GLI�AF?LLCJ�?J?PK "J?PK�AF?LLCJ�AMLbESP?RGML
GLDMPK?RGML

-MU

AJMSB-GLI�AF?LLCJ�AMKK?LB $MKK?LB�$F?LLCJ�GLDMPK?RGML .MBCP?RC 4CR�RM�'*/&3�DMP�AMKK?LB�RP?AGLE

AJMSB-GLI�AF?LLCJ�CTCLR &TCLR�AF?LLCJ�AMLbESP?RGML
GLDMPK?RGML

-MU

AJMSB-GLI�AF?LLCJ�FC?PR@C?R )C?PR@C?R�$F?LLCJ�GLDMPK?RGML -MU

AJMSB-GLI�AF?LLCJ�FGQRMPW )GQRMPW�$F?LLCJ�GLDMPK?RGML -MU

AJMSB-GLI�AF?LLCJ�KCQQ?EGLE.CQQ?EC�$F?LLCJ�GLDMPK?RGML -MU

AJMSB-GLI�AF?LLCJ�KMBCJ .MBCJ�$F?LLCJ�GLDMPK?RGML -MU

AJMSB-GLI�AF?LLCJ�1MGLR 1MGLR�$F?LLCJ�GLDMPK?RGML -MU

AJMSB-GLI�AF?LLCJ$MLbE'?ARMPW -MU

AJMSB-GLI�AMLLCARGML4CPTGAC /G?E?P?$JMSB4CPTGAC�JMEEGLE-MU QCR�RM�"--�DMP�D?ARMPW�K?L?ECKCLR�JMEEGLE

AJMSB-GLI�CTCLR &TCLR�PCAGNGCLR�JMEEGLE -MU CTCLR�KCQQ?EC�BCJGTCPW

AJMSB-GLI�JGACLQC-GKGR -GACLQC�AFCAI�JMEEGLE -MU

AJMSB-GLI�KMBCJ�@?RAF -MU

AJMSB-GLI�KMBCJ�CVNMPR1MJGAW -MU

AJMSB-GLI�NMGLR 1MGLR�CVNMPR�NMJGAW�JMEEGLE -MU

AJMSB-GLI�OSCSC�GL.CKMPW 0SR@MSLB�KCQQ?EC�OSCSC
JMEEGLE

.MBCP?RC QCR�RM�'*/&3�DMP�KCQQ?EC�OSCSC�RP?AGLE

AJMSB-GLI�QCASPGRW 5PSQR�K?NNGLE�JMEECP -MU

AJMSB-GLI�QK?.MLGRMP 4."�KMLGRMP�JMEEGLE -MU

AJMSB-GLI�R?E $JMSB*B�R?EECP�JMEEGLE -MU

AJMSB-GLI�RP?LQNMPR $MKKML�RP?LQNMPR�JMEEGLE )GEF QCR�RM�'*/&3�DMPK�KCQQ?EC�RFPMRRJGLE�?LB
RP?AGLE�GLDMPK?RGML

AJMSB-GLI�RP?LQNMPR�?KON ".21�RP?LQNMPR�-MEEGLE .MBCP?RC QCR�RM�'*/&�DMP�GL@MSLB�KCQQ?EC�RP?AGLE

5PMS@JCQFMMRGLE /G?E?P?�$JMSB�4SGRC�	/$4
�1?PRLCP�(SGBC
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�����



Log Name Description Verbosity Notes

AJMSB-GLI�RP?LQNMPR�?KON�AJGCLR ".21�AJ GCLR�-MEEGLE )GEF QCR�RM�"--�DMP�".21�CTCLR�RP?AGLE

AJMSB-GLI�RP?LQNMPR�bJC -MA?J�bJC�QWQRCK�RP?LQNMPR
JMEEGLE

-MU 4CR�RM�"--�DMP�bJC�JMAI�CTCLRQ

AJMSB-GLI�RP?LQNMPR�FRRN )551�RP?LQNMPR�-MEEGLE -MU

AJMSB-GLI�SRGJ 6RGJGRW�-MEEGLE -MU

$JMSB-GLI'MPEC
Log Name Description Verbosity Notes

AJMSB-GLI�?SRF�DMPEC 'MPEC�"SRFCLRGA?RMP�JMEEGLE-MU QCR�RM�$0/'*(�DMP�31,�RP?AC

AJMSB-GLI�DMPEC 6RGJGRW�JMEEGLE -MU

AJMSB-GLI�DMPEC�KQE .CQQ?EC�QCPG?JGX?RGML�JMEEGLE )GEF

8F?R�bJCQ�RM�AMJJCAR
"DRCP�QCRRGLE�JMEQ
�AMJJCARGLE�RFC�QR?RGML�MSRNSR�GQ�APGRGA?J�RM�BG?ELMQGLE�RFC�NPM@JCK��5M�BM�RFGQ
�GR�GQ�@CQR�RM
QRPC?K�RFC�QR?RGML�MSRNSR�RM�?�bJC�ML�WMSP8 MPI@CLAF1$��5FGQ�A?L�@C�BMLC�DPMK�RFC"NNJ"NNJGA?RGA?RGML�%GPGML�%GPCARMPCARMP
UGLBMU�

*D�RFC�GLAGBCLR�F?Q�?JPC?BW�F?NNCLCB
�GR�A?L�@C�SQCDSJ�RM�EM�GLRM�RFC�FMQR�Q�bJC�QWQRCK�?LB�ECR�RFC�MJBCP�AMLQMJC
MSRNSR��5FGQ�UGJJ�@C�GL�RFC�6QCP�)MKC�UGRF�RFC�bJCL?KC�[console.txt \��1PCTGMSQ�AMLQMJC�JMEQ�DPMK�C?PJGCP
QR?RGML�CVCASRGMLQ�K?W�?JQM�@C�SQCDSJ��5FCW�UGJJ�@C�JGQRCB�SLBCP�[console_backup_YYMMDD_HHMM.txt \�

5FC�QR?RGML�B?R?@?QC�GQ�?JU?WQ�FCJNDSJ
�?LB�K?W�?JJMU�RCAFLGA?J�QSNNMPR�RM�BCRCPKGLC�AMLbESP?RGML�NPM@JCKQ
RF?R�JC?B�RM�RFC�@CF?TGMP�@CGLE�GLTCQRGE?RCB��5FC�QR?RGML�B?R?@?QC�GQ�GL�RFCconfig.bog bJC��*R�K?W�?JQM�@C
FCJNDSJ�RM�GLAJSBC�RFC�DSJJ�QR?RGML�SQGLE�RFC�QR?RGML�AMNGCP�

"Q�?�BG?ELMQRGA�RMMJ
�GR�GQ�?�EMMB�GBC?�RM�APC?RC�?�@?AISN�BGQRPG@SRGML�bJC
�UFGAF�?JQM�AMLR?GLQ�RFC�AJMSB
ACPRGbA?RCQ��:MS�K?W�SQC�RFC8 MPI@CLAF#?AISN4CPTGAC�RM�APC?RC�RFGQ�bJC�MP/G?E?P?�$JMSB�4CPTGACRM�?PAFGTC
@?AISNQ�GL�RFC�AJMSB�DPMK�UFCPC/G?E?P?3CAMTCP�A?L�PCRPGCTC�RFCK�

NOTE: *D�WMS�?PC�NPMTGBGLE�RCAFLGA?J�QSNNMPR�UGRF�RFC�@ME�bJC�MP�DSJJ�QR?RGML�AMNW
�@C�QSPC�RM�NPMTGBC�RFC
SQCPL?KC�?LB�N?QQUMPB�DMP�RFC�QR?RGML�

"SRFCLRGA?RMP�GLDMPK?RGML
5FGQ�GLDMPK?RGML�GQ�N?PRGASJ?PJW�GKNMPR?LR�GD�QSNNMPR�NCPQMLLCJ�LCCB�RM�K?IC�?LW�KMBGbA?RGMLQ�RM�RFC�BCTGAC
PCEGQRP?RGML�

5FC�'CBCP?RCB*BCLRGRW"SRFCLRGA?RMP�GQ�RFC�?SRFCLRGA?RMP�DMP�RFC/G?E?P?�$JMSB�4SGRC��*R�F?LBJCQ�RFC�QR?RGML�
QGBC�PCEGQRP?RGML�UGRF�RFC�'CBCP?RCB�*BCLRGRW�4CPTGAC�?LB�NPMTGBCQ�?�QCASPC�AMLLCARGML�RM�RFC�/$4�GBCLRGRW
NPMTGBCP�

5FC�31,�"SR FCLRGA?RMP�GQ�MLJW�PCJCT?LR�GD/G?E?P?�%?R?�4CPTGACGQ�GLQR?JJCB��5FC�?SRFCLRGA?RMP�QSystem Id
NPMNCPRW�GQ�GKNMPR?LR�GD�GR�F?Q�@CCL�NMNSJ?RCB��,LMUGLE�RF?R�RFCSystem Id GQ�CKNRW�GQ�?JQM�SQCDSJ
�QM�LMRC�GD�GR
GQ�CKNRW��5FC�RCVR�bCJB�QGXC�MDRCL�NPCTCLRQ�DSJJ�BGQNJ?W�MD�RFC�T?JSCQ
�QM�RFC�@CQR�?NNPM?AF�GQ�RM�PGEFR�AJGAI�ML
RFC31,�"SR31,�"SR FCLRFCLRGA?RMPGA?RMP?LB�QCJCAR77GCUQGCUQ� 4NW�3CKMRC4NW�3CKMRC��$MNW�RFC�CLRGPC�RCVR�MD�RF?R�N?EC�?LB�N?QRC�GR�GLRM�?
RCVR�bJC�

/CRUMPI�Q?LGRW�AFCAIQ
*D�WMS�?PC�SL?@JC�RM�PCEGQRCP�?�AMLRPMJJCP�UGRF�RFC/G?E?P?�$JMSB
�RFCQC�Q?LGRW�AFCAIQ�?PC�GLRCLBCB�RM�FCJN�WMS
GBCLRGDW�RFC�QMSPAC�MD�RFC�NPM@JCK�

6LDMPRSL?RCJW
�?�AMLRPMJJCP�K?W�LMR�NPMTGBC�RFC�DSJJ�QNCARPSK�MD�RMMJQ�?T?GJ?@JC�RM�NPM@C�RFC�LCRUMPI
CLTGPMLKCLR��FMUCTCP
�WMS�A?L�PSL�?JJ�RFC�@?QGA�AFCAIQ�@CJMU�DPMK�RFC�AMLRPMJJCP��*D�WMS�A?L�AMLLCAR�?�J?NRMN
RM�RFC�AMLRPMJJCP�LCRUMPI�WMS�UGJJ�@C�?@JC�RM�PSL�RFC�RCQRQ�GL�RFC�?BBGRGML?J�AFCAIQ�QCARGML�

/G?E?P?�$JMSB�4SGRC�	/$4
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'C@PS?PW��
����� ��



$FCAIGLE�LCRUMPI�NMPR�FC?JRF
5FGQ�@?QGA�AFCAI�SQCQGDAMLbERM�BCRCPKGLC�GD�RFC�NMPR�GQ�DSLARGMLGLE�?Q�CVNCARCB�

��4RCN -ME�GL�RM�RFC�AMLRPMJJCP�RFPMSEF�RFC�64#�NMPR�	QCC�RFCJACE-8000 Install and Startup Guide?LB
CLRCPQFRM�J?SLAF�RFC�QWQRCK�QFCJJ�

��4RCN 5M�QCC�GD�RFC�AMLRPMJJCP�F?Q�?L�*1�?BBPCQQ
�PSLGDAMLbE�
0SRNSR�QFMSJB�@C�QGKGJ?P�RM�RF?R�QFMUL�

] -GLC���QR?PRQ�RFC�BGQNJ?W�MD�GLDMPK?RGML�?@MSR�RFC�NPGK?PW�LCRUMPI�NMPR
�?LB�JGLC����QR?PRQ�RFC
BGQNJ?W�MD�RFC�QCAMLB?PW�LCRUMPI�GLRCPD?AC�

] -GLC���GLBGA?RCQ�RF?R�RFC�NPGK?PW�GLRCPD?AC�GQ�ASPPCLRJW�AMLLCARCB
�UFCPC�?Q�JGLC����GLBGA?RCQ
RF?R�RFC�QCAMLB?PW�GLRCPD?AC�GQ�LMR�AMLLCARCB�

] -GLCQ����?LB����QFMU�RFC�T��?LB�T��*1�?BBPCQQCQ�MD�RFC�NPGK?PW�GLRCPD?AC�

$FCAIGLE�%/4�FC?JRF
5FGQ�@?QGA�RCQR�AMLbPKQ�RF?R�%/4�GQ�UMPIGLE�@W�NGLEGLE�WMSP�D?TMPGRC�UC@�QGRC�

1GLE�WMSP�D?TMPGRC�UC@�QGRC�
.MQR�UC@�QGRCQ�BM�LMR�PCQNMLB�RM�NGLE�PCOSCQRQ�@SR�DMP�%/4�RCQRGLE�WMS�QFMSJB�ECR�?�PCQNMLQC��%/4�GQ
UMPIGLE�GD�WMS�?PC�?@JC�RM�ECR�?L�*1�?BBPCQQ�DMP�RFC�UC@�QGRC�

*L�RFC�?@MTC�CV?KNJC�UC�ILMU�%/4�GQ�UMPIGLE�QGLAC�UUU�EMMEJC�AMK�PCQMJTCQ�RM�?L�*1�?BBPCQQ
�GL�RFGQ�A?QC
216.58.216.4 �

#CJMU�GQ�?L�CV?KNJC�UFCPC�%/4�JMMISN�D?GJCB�

*R�SQS?JJW�R?ICQ�?�QFMPR�RGKC�DMP�RFC�RCQR�RM�D?GJ�?Q�RFC�AMLRPMJJCP�RGKCQ�MSR�U?GRGLE�DMP�RFC�%/4�QCPTCP�RM
PCQNMLB�

5PMS@JCQFMMRGLE /G?E?P?�$JMSB�4SGRC�	/$4
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$FCAIGLE�CVRCPL?J�AMKKSLGA?RGML
5FGQ�@?QGA�RCQR�AMLbPKQ�RF?R�RFC�AMLRPMJJCP�A?L�CQR?@JGQF�?�QCASPC�AMLLCARGML�RM�RFC�MSRQGBC�UMPJB��5FGQ�RCQR
SQCQ�RFC�QCPG?J�QFCJJ�	QQF
�RM�?RRCKNR�?�AMLLCARGML�RMwww.niagara-cloud.com �

��4RCN 'MP�RFGQ�RCQR
�CLRCP�RFC�FMQR�L?KC�MD�RFC�%CTGAC�3CEGQRP?RGML�63-�GL�WMSP3NI"SR3NI"SRFCLRFCLRGA?RMPGA?RMP�
5FGQ�GQ�?�FGBBCL�QJMR
�UFGAF�WMS�A?L�TGCU�DPMK�RFC�QNW�N?EC�MD�RFC�AMKNMLCLR��6QC�RFC�DSJJW
OS?JGbCB�N?RF�RM�RFCQQFAMKK?LB
�?LB�QNCAGDW�RFC-v TCP@MQC�c?E�RM�QCC�UF?R�GQ�F?NNCLGLE�

-GLC���QFMUQ�RF?R�UC�UCPC�?@JC�RM�QSAACQQDSJJW�AMLLCAR�RM�RFC�%CTGAC�3CEGQRP?RGML�4CPTGAC��4GLAC
UC�?PC�AMLLCARGLE�RM�?�UC@�QCPTCP�?LB�LMR�?QQFBQCPTCP�RFC�AMLLCARGML�F?LEQ�

��4RCN 5M�ECR�MSR�MD�RFC�AMKK?LB
�NPCQQ$RPJ$RPJ� $$ �

$FCAIGLE�CLBNMGLR�?T?GJ?@GJGRW
5FGQ�KMPC�?BT?LACB�RCQR�?RRCKNRQ�RM�PC?AF�RFC�UC@�CLBNMGLRQ�PCOSGPCB�DMP�BCTGAC�PCEGQRP?RGML�UGRF�?�@PMUQCP�
*D�WMS�?PC�GLQR?JJGLE�?�4SNCPTGQMP
�RFCQC�AFCAIQ�QFMSJB�NPMTGBC�?BBGRGML?J�GLDMPK?RGML�

Prerequisites:
: MS�F?TC�?�8GLBMUQ�MP�-GLSV�1$�AMLLCARCB�RM�RFC�Q?KC�LCRUMPI�?Q�RFC�AMLRPMJJCP�

��4RCN 0NCL�?�@PMUQCP�?LB�L?TGE?RC�RMhttps://api.niagara-cloud.com �
5FGQ�QFMSJB�PCRSPL�?�+40/�DMPK?RRCB�PCQNMLQC�

��4RCN /?TGE?RC�RMhttps://gaprodsystemauthentication.sentience.honeywell.com/api/
authentication/rpkchallenge �
5FGQ�QFMSJB�PCRSPL�?L�9.-�DMPK?RRCB�CPPMP�KCQQ?EC�QR?RGLE�RF?R�RFC�QCPTGAC�BMCQ�LMR�QSNNMPR�RFC
(&5�KCRFMB�

��4RCN /?TGE?RC�RMhttps://gaprodregui.sentience.honeywell.com/api/swagger/public �
5FGQ�QFMSJB�PCRSPL�?�+40/�DMPK?RRCB�PCQNMLQC�

��4RCN *D�WMS�A?LLMR�PC?AF�RFC�CLBNMGLRQ
�?RRCKNR�RM�QCC�UFCPC�RFC�NPM@JCK�GQ�SQGLE�RFC�RP?AC�PMSRC
	RP?ACPR
�8 GLBMUQ�AMKK?LB�

/G?E?P?�$JMSB�4SGRC�	/$4
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5FGQ�QFMUQ�RFC�N?RF�RFPMSEF�RFC�LCRUMPI�RF?R�N?AICRQ�?PC�R?IGLE�

&LRPGCQ�RF?R�ECR�?L�?QRCPGQI�	� 
�PCNPCQCLR�LCRUMPI�KCQQ?ECQ�RF?R�RGKCB�MSR��*D�?�FMQR�ECRQ�RFPCC
?QRCPGQIQ
�RFC�CLBNMGLR�GQ�CGRFCP�BMUL�MP�AMLbESPCB�LMR�RM�PCQNMLB�RM�NGLE�RP?DbA��4CPTGACQ
PSLLGLE�GL�RFC�AJMSB�?PC�SQS?JJW�AMLbESPCB�LMR�RM�PCQNMLB�RM�NGLE�RP?DbA��FMUCTCP
�WMS�A?L�QCC�GD
MSP�LCRUMPI�RP?DbA�GQ�K?IGLE�GR�MSR�MD�RFC�JMA?J�LCRUMPI�CLTGPMLKCLR�

*L�RFC�CV?KNJC�?@MTC
�JGLCQ����?LB����PCNMPR�?�PCQNMLQC�DPMK�?�QCPTCP�MULCB�@W�"5�5 ��-GLCQ���
RFPMSEF����PCNMPR�PCQNMLQCQ�DPMK�.GAPMQMDR�MULCB�K?AFGLCQ��5FGQ�RCJJQ�SQ�RF?R�RFC�QR?RGML�GQ
?@JC�RM�PMSRC�MSR�MD�RFC�JMA?J�CLTGPMLKCLR�MLRM�RFC�NS@JGA�*LRCPLCR�

5FCQC�RP?ACQ�NPMTGBC�MRFCP�GLDMPK?RGML��'MP�CV?KNJC
�GD�?�FMQR�F?Q�MLC�MP�RUM�?QRCPGQIQ�ML�GRQ
JGLC
�RFC�FMQR�MP�?�FMQR�JC?BGLE�SN�RM�GR�GQ�BPMNNGLE�N?AICRQ��5FGQ�BCEP?BCQ�NCPDMPK?LAC�?LB
AMSJB�JC?B�RM�MRFCP�NPM@JCKQ��"�@GE�HSKN�GL�PCQNMLQC�RGKCQ�DPMK�MLC�JGLC�RM�RFC�LCVR�AMSJB
GLBGA?RGTC�?�NMRCLRG?J�LCRUMPI�NPM@JCK�

3CEGQRP?RGML�GQQSCQ
4CTCP?J�NPM@JCKQ�A?L�NPCTCLR�RFC�PCEGQRP?RGML�MD�BCTGACQ�UGRF�RFC/G?E?P?�$JMSB�

$?LLMR�PC?AF�BCTGAC�PCEGQRP?RGML�UC@�QCPTGAC
5FGQ�RMNGA�NPMTGBCQ�FCJN�UFCL�RFC3NI"SR3NI"SRFCLRFCLRGA?RMPGA?RMPGQ�NPCTCLRCB�DPMK�PC?AFGLE�RFC�BCTGAC�PCEGQRP?RGML�UC@
QCPTGAC�

$?SQC
5FGQ�PCEGQRP?RGML�NPM@JCK�RWNGA?JJW�MAASPQ�UFCL�WMS�?PC�AMLLCARCB�RM�RFC�QR?RGML�SQGLE8 MPI@CLAFMP�?
@PMUQCP�ML�?�K?AFGLC�RF?R�BMCQ�LMR�F?TC�QSDbAGCLR�?AACQQ�RM�RFC�*LRCPLCR��5FC�QR?RGML�FMQR�KSQR�F?TC�*LRCPLCR
?AACQQ�RM�?SRFCLRGA?RC�BGPCARJW�UGRF�RFC�GBCLRGRW�NPMTGBCP
�UFGAF�CL?@JCQ�AJMSB�AMKKSLGA?RGML��-?AI�MD�*LRCPLCR
?AACQQ�NPCTCLRQ�BCTGAC�PCEGQRP?RGML�

NOTE: 4SDbAGCLR�?AACQQ�KC?LQ�LMR�MLJW�RF?R�RFC�K?AFGLC�F?Q�?AACQQ�RM�RFC�*LRCPLCR
�@SR�RF?R�ACPR?GL�NPMVW�?LB
bPCU?JJ�JGKGR?RGMLQ�?PC�LMR�GL�CDDCAR��'MP�BCR?GJQ
�QCC�RFC�[3COSGPCKCLRQ\�RMNGA�GL�RFGQ�ESGBC��:MSP�LCRUMPI
AMLbESP?RGML�KSQR�Q?RGQDW�RFC�QR?RCB�PCOSGPCKCLRQ�
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5GN
5FC�DMJJMUGLE�CPPMP�GL�RFC8 MPI@CLAF7.
�LMR�RFC�QR?RGML�7.
�AMLbPKQ�RF?R�WMSP�AJGCLR8 MPI@CLAFMP�@PMUQCP
BMCQ�LMR�F?TC�*LRCPLCR�?AACQQ
�MP�GQ�@JMAICB�@W�NPMVW�MP�bPCU?JJ�PSJCQ�DPMK�PC?AFGLE�?�LCACQQ?PW�BCQRGL?RGML�

4MJSRGML
&LQSPC�RF?R�WMSP�AJGCLR�K?AFGLC�PSLLGLE8 MPI@CLAFMP�RFC�@PMUQCP�F?Q�*LRCPLCR�?AACQQ�@CDMPC�?RRCKNRGLE
BCTGAC�PCEGQRP?RGML��"JQM
�K?IC�QSPC�RF?R�RFC�63-Q�QNCAGbCB�GL�RFC�[3COSGPCKCLRQ\�RMNGA�MD�RFGQ�ESGBC�?PC
?AACQQG@JC�RM�RFC�AJGCLR�K?AFGLC
�?LB�?PC�LMR�@JMAICB�@W�?�LCRUMPI�NPMVW�MP�bPCU?JJ�AMLbESP?RGML�

$MLLCARGML�GQQSCQ
5FCPC�?PC�QCTCP?J�PC?QMLQ�UFW�?�AMLLCARMP�KGEFR�LMR�@C�?@JC�RM�QCLB�B?R?�RM�RFC/G?E?P?�$JMSBRFPMSEF�RFC
*M5�)S@��.?LW�MD�RFCK�PCJ?RC�RM�GQQSCQ�MSRQGBC�MD/G?E?P?$JMSB4CPTGAC/G?E?P?$JMSB4CPTGAC�

'CBCP?RCB�GBCLRGRW�BMCQ�?�NPMTGQGMLGLE�AFCAI�CTCPW����KGLSRCQ��*D�GR�bLBQ�?L�SLPCEGQRCPCB3NI"SR3NI"SRFCLRFCLRGA?RMPGA?RMP?R
RFC�CLB�MD�RF?R�AFCAI
�GR�RPGCQ�RM�PCEGQRCP�RFC�?SRFCLRGA?RMP��5FC3NI"SR3NI"SRFCLRFCLRGA?RMPGA?RMPGQ�BGQ?@JCB�SLRGJ�RFC�NPMACQQ
PCRSPLQ�?�QSAACQQ�PCEGQRP?RGML�QR?RSQ�PCQNMLQC�

$?LLMR�AMLLCAR�RM�RFC�AJMSB
"�KCQQ?EC�RF?R�GLBGA?RCQ�?�D?GJSPC�RM�AMLLCAR�RM�RFC�AJMSB�K?W�PCOSGPC�QNCAG?J�?ARGML�

��4RCN 4CR�RFCAJMSB-GLI�RP?LQNMPR�?KON?LB AJMSB-GLI�RP?LQNMPR�?KON�AJGCLRJME�JCTCJQ�?R�JC?QR�RM�'*/&�
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: MS�K?W�QCR�RFCK�RM�?L�CTCL�bLCP�JCTCJ
�QSAF�?Q�'*/&3
�'*/&45�MP�"--
�?JRFMSEF
�RFC�bLCP�WMS�QCR
RFC�JME�JCTCJ
�RFC�KMPC�B?R?�RFC�JME�NPMBSACQ�

��4RCN $MLbPK�RF?R�WMSP�BCTGAC�GQ�CL?@JCB�

5FGQ�JME�GLBGA?RCQ�RF?R�RFC�*M5�)S@�F?Q�@JMAICB�WMSP�BCTGAC�BSC�RM�QCLBGLE�RMM�KSAF�RP?DbA�

*L�RFC�QAPCCL�A?NRSPC�?@MTC
�?JJ�RFC�?SRFCLRGA?RGML�QRCNQ�PCRSPL�?L�)551�3CQNMLQC�$MBC�MD����
	QCC�JGLCQ��
��
�?LB����

�GLBGA?RGLE�QSAACQQ��5FC�CVACNRGML�MAASPQ�MLJW�UFCL�?RRCKNRGLE�RM
CQR?@JGQF�RFC�*M5�)S@�AMLLCARGML�	QCC�JGLCQ���^���
�

*D�RFGQ�GQ�F?NNCLGLE
�WMSP�BCTGAC�K?W�@C�@JMAICB�	RF?R�GQ
�RFPMRRJCB
�@W�RFC�/G?E?P?�$JMSB�BSC�RM
QCLBGLE�RMM�KSAF�RP?DbA�?R�QMKC�NMGLR��:MS�QFMSJB�F?TC�PCACGTCB�?L�CK?GJ�GLBGA?RGLE�RF?R�RFC
BCTGAC�F?Q�@CCL�@JMAICB�

��4RCN *D�WMS�PCACGTCB�?L�CK?GJ
�AMLR?AR�QSNNMPR�?LB�PCOSCQR�RF?R�WMSP�BCTGAC�Q�?@GJGRW�RM�AMLLCAR�UGRF�RFC
AJMSB�NJ?RDMPK�@C�PC�CL?@JCB�

��4RCN *D�WMS�BGB�LMR�PCACGTC�?L�CK?GJ
�?LB�WMS�?PC�AMLLCARGLE�DMP�RFC�bPQR�RGKC�RM�RFC�AJMSB
�RFCPC�K?W
@C�?�NPM@JCK�UGRF�RFC�CK?GJ�?BBPCQQCQ�ML�bJC�DMP�RFGQ�QWQRCK��8MPI�UGRF�QSNNMPR�RM�QCR�RFC�NPMNCP
LMRGbA?RGML�AMLbESP?RGML�?LB�PC�CL?@JC�WMSP�BCTGACZQ�?@GJGRW�RM�AMLLCAR�

"SRFCLRGA?RMP�ICWQ�?PC�JMQR
5FGQ�?NNJGCQ�RM�?JJ�LML�2/9�QR?RGMLQ��$MLRPMJJCPQ�QFMSJB�SQC�F?PBU?PC�CLAPWNRGML�
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*D�WMSP�QR?RGML�MSRNSR�?NNC?PQ�?Q�QFMUL�FCPC�

*L�?BBGRGML
�WMSP3NI"SR3NI"SRFCLRFCLRGA?RMPGA?RMPNPMNCPRGCQ�?NNC?P�?Q�QFMUL�FCPC�

Figur e 3. 4R?RGML�MSRNSR
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WMSP�QR?RGML�BMCQ�LMR�F?TC�RFC�PCOSGPCB�NS@JGA�NPGT?RC�ICW�N?GP�QRMPCB�GL�GRQ�6QCP�,CW�4RMPC�RF?R�GR�LCCBQ�RM
?SRFCLRGA?RC�RM�RFC/G?E?P?�$JMSB�

5M�AMLbPK�RFGQ
�AFCAI�RFC6QCP�,CW�4RMP6QCP�,CW�4RMPCCR?@�MD�RFC$CPR$CPRGbA?RC�.?L?ECPGbA?RC�.?L?ECPDMP�?�ICW�UGRF�?L�?JG?Q�K?RAFGLE�RFC
QR?RGML�L?KC��5FGQ�?JG?Q�UGJJ�@C�?JJ�JMUCPA?QC
�NPCD?ACB�UGRF�[AJMSB>\�?LB�UGRF�FWNFCLQ�PCNJ?AGLE�?LW
SLBCPQAMPCQ�GL�RFC�QR?RGML�L?KC��*D�WMS�BM�LMR�QCC�RFC�?JG?Q�DMP�WMSP�QR?RGML
�WMSP�QR?RGML�A?LLMR�PCEGQRCP
@CA?SQC�GR�BMCQ�LMR�F?TC�RFC�LCACQQ?PW�ICW�N?GP��5FC�QR?RGML�GQ�PCEGQRCPCB�UGRF�RFC�AJMSB
�@SR�A?LLMR
?SRFCLRGA?RC�

NOTE: *D�RFC�ICW�N?GP�GQ�KGQQGLE�UFCL�RFC�QR?RGML�QR?PRQ
�RFC�QR?PRSN�NPMACQQ�ECLCP?RCQ�?�LCU�ICW�N?GP

FMUCTCP
�RFGQ�ICW�N?GP�GQ�LMR�PCEGQRCPCB�UGRF�RFC�AJMSB�QM�RFC�BCTGAC�A?LLMR�?SRFCLRGA?RC�SQGLE�GR�

4MJSRGML
*D�RFGQ�GQ�?�LCU�QR?RGML
�AMLR?AR�QSNNMPR�RM�PCKMTC�RFC�PCEGQRP?RGML�UGRF�RFC/G?E?P?�$JMSB
�?LB�PCEGQRCP�RFC
BCTGAC�?E?GL�

"JU?WQ�ICCN�?�ASPPCLR�@?AISN�BGQRPG@SRGML�bJC�MD�RFC�QR?RGML�NJ?RDMPK�RF?R�AMLR?GLQ�RFC�ACPRGbA?RCQ��:MS�K?W
?JQM�CVNMPR�RFC�ACPRGbA?RCQ�UGRF�RFCGP�NPGT?RC�ICWQ�QM�RF?R�WMS�RFCK�GL�A?QC�MD�DSRSPC�LCCB��4RMPC�?LW�CVNMPRCB
ICWQ�GL�?�Q?DC�NJ?AC
�NPCDCP?@JW�MDD�A?KNSQ�

*D�RFGQ�GQ�?L�CVGQRGLE�QR?RGML�?LB
�?R�QMKC�NMGLR
�WMS�CVNMPRCB�RFC�ICWQ�DPMK�RFC�QR?RGMLZQ6QCP�,CW�4RMP6QCP�,CW�4RMPCC
�RPW
GKNMPRGLE�RFCK�@?AI�GLRM�WMSP6QCP�,CW�4RMP6QCP�,CW�4RMPCCSQGLE�RFC$CPR$CPRGbA?RC�.?L?ECPGbA?RC�.?L?ECP��*D�RFC�bJC�AMLR?GLQ�RFC�AMPPCAR
ICWQ
�RFC�?SRFCLRGA?RMP�QFMSJB�PCAMLLCAR�QSAACQQDSJJW�

/G?E?P?�$JMSB�4CPTGAC�BMCQ�LMR�?RRCKNR�AMLLCARGML
*D�WMS�PCEGQRCPCB�WMSP�?SRFCLRGA?RMP�?LB�PCACGTCB�?�QSAACQQ�KCQQ?EC
�@SR�WMSP�?SRFCLRGA?RMP�BMCQ�LMR�?RRCKNR
RM�AMLLCAR�?R�?JJ
�RF?R�GQ
�RFCPC�GQ�LM�AMLbPK?RGML�KCQQ?EC�GL�RFC�QR?RGML�MSRNSR�UFCL�WMSPAJMSB-GLI�?SRF�DMPEC
JME�GQ�QCR�RM�"--
�WMSP�BCTGAC�PCK?GLQ�BGQAMLLCARCB�

4MJSRGML
)CPC�GQ�?L�CV?KNJC�MD�RFC�KCQQ?EC�RF?R�QFMSJB�?NNC?P�GL�RFC�JME�GD�QSAACCBCB�FINE [11:57:26 26-Apr-24
EDT][cloudLink.auth.forge] Authenticated with the cloud identity provider ��*D�GR�BMCQ�LMR
?NNC?P
�NPMACCB�UGRF�RFC�DMJJMUGLE�QMJSRGML�

5PW�BGQ?@JGLE�RFC3NI"SR3NI"SRFCLRFCLRGA?RMPGA?RMP
�RFCL�PC�CL?@JC�GR�
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1PMVW�QCPTCP�NPCTCLRGLE�AMLLCARGML
*D�WMS�?PC�?@JC�RM�PCEGQRCP�RFC�QR?RGML�UGRF�RFC/G?E?P?�$JMSB@SR�RFC�QR?RGML�A?LLMR�AMLLCAR�	RFC�AMLLCARMP�Q
Connection State LCTCP�BGQNJ?WQConnected ?LB�RFC�".21�5 P?LQNMPRZQConnection State LCTCP�BGQNJ?WQ
Connected 

�RFCPC�K?W�@C�?�NPM@JCK�UGRF�RFC�JMA?J�*5�LCRUMPI�Q�NPMVW�QCRRGLEQ
�MP�UGRF�RFC�bPCU?JJ�QCRRGLEQ
GKNMQCB�SNML�RFC�QR?RGML�

1PM@JCK
5FC/G?E?P?$JMSB4CPTGAC/G?E?P?$JMSB4CPTGACPCOSGPCQ�6L?SRFCLRGA?RCB�1PMVW�"AACQQ��8GRFMSR�RFGQ
�RFC�NPMVW�QCPTCP�NPMKNRQ�DMP
APCBCLRG?JQ
�?LB�?QIQ�WMS�RM�?NNPMTC�CVCKNRGMLQ�DMP�ACPRGbA?RCQ�GL�RFC/G?E?P?6QCP�56QCP�5PSQR�4RMPPSQR�4RMPCC��5FGQ�NPMACQQ
PCNC?RQ�GRQCJD�DPCOSCLRJW�?LB�BMCQ�LMR�NPMTGBC�?�UMPI?@JC�QMJSRGML�

*D�LCRUMPI�QCRRGLEQ�NPCTCLR�RFC�QR?RGML�DPMK�AMLLCARGLE�NPMNCPJW
�RFC�QR?RGML�PCK?GLQ�GL�RFC�SLPCEGQRCPCB�QR?RC
CTCL�GD�PCEGQRP?RGML�PCNMPRQ�RF?R�GR�GQ�PCEGQRCPCB��*D�WMS�PCACGTCB�RFC�[QSAACQQDSJJW�PCEGQRCPCB�\�KCQQ?EC
�WMSP
BCTGAC�GQ�PCEGQRCPCB��*D�RFC�BCTGACZQ�31,�"SRFCLRGA?RMP�QRGJJ�QFMUQ�[6LPCEGQRCPCB
\�PCEGQRP?RGML�A?LLMR�PC?AF�RFC
?SRFCLRGA?RGML�CLBNMGLR�

4MJSRGML
*D�WMS�?PC�SQGLE�?�NPMVW�QCPTCP�RF?R�PCOSGPCQ�APCBCLRG?JQ
�MP�?L�CVNJGAGR�	L?KCB
�NPMVW�QCPTCP
�GLQR?JJ�RFC
)RRN1P)RRN1PMVW4CPTCPMVW4CPTCPQCPTGAC�DPMK�RFCLCR�PRKMBSJC�?LB�AMLbESPC�GR�UGRF�?NNPMNPG?RC�QCRRGLEQ�DMP�WMSP�NPMVW
QCPTCP��6QC�RFC)RRN1P)RRN1PMVW4CPTCPMVW4CPTCPRM�BGPCAR�RP?DbA�

3CTGCU�UGRF�WMSP�*5�?BKGLGQRP?RMP�WMSP�*LRCPLCR�AMLLCARGML�	PCDCP�RM�[4CRRGLE�SN�BCTGAC�GLRCPLCR�?AACQQ\�GL�RFGQ
ESGBC

�QNCAGbA?JJW�PCE?PBGLE�bPCU?JJ�?AACQQ�?LB�SL?SRFCLRGA?RCB�RP?LQN?PCLR�NPMVW�?AACQQ��5FGQ�GQ�?�AMKKML
NPM@JCK�UGRF�LCRUMPI�QCRSN
�CQNCAG?JJW�GL�?�FC?TGJW�PCQRPGARCB�AMPNMP?RC�MP�CBSA?RGML?J�LCRUMPI��&LQSPC�RF?R
RFC�PCOSGPCKCLRQ�GL�RFGQ�QCARGML�?PC�KCR�@W�RFC�*5�LCRUMPI�AMLbESP?RGML�

".21�@JMAICB
*D�WMS�?PC�SQGLE�".21�?Q�WMSP�RP?LQNMPR
�WMS�F?TC�PCEGQRCPCB�WMSP�?SRFCLRGA?RMP
�?LB�WMS�?PC�QCCGLE�RFC
AMLLCARMP�QR?RSQ�QRSAI�GLPending Connect 
�GR�K?W�@C�@CA?SQC�".21�GQ�@JMAICB�ML�WMSP�LCRUMPI�
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5M�AMLbPK
�JMMI�?R�RFC�QR?RGML�MSRNSR�?Q�?�AMLLCARGML�NPM@JCK��4CR�RFCAJMSB-GLI�RP?LQNMPR�?KON

AJMSB-GLI�RP?LQNMPR�FRRN
�?LB AJMSB-GLI�?SRF JMEQ�RM�"--�

Figur e 4. /G?E?P?$JMSB4CPTGAC�NPMNCPRGCQ�DMP�".21�@JMAICB
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4MJSRGML
'MP�?�P?NGB�QMJSRGML
�QUGRAF�RM�".21�MTCP�8C@4MAICR�@W�AF?LEGLE�RFC�QCRRGLE�GL�RFC/G?E?P?$JMSB4CPTGAC/G?E?P?$JMSB4CPTGAC�
55P?LQNMPRQP?LQNMPRQ� ".21�5".21�5 P?LQNMPRP?LQNMPR�

*D�WMS�PC?JJW�U?LR�RM�SQC�".21
�RPW�UMPIGLE�UGRF�WMSP�*5�?BKGLGQRP?RGML�RM�KMBGDW�RFC�LCRUMPI�QCRRGLEQ�RM�?JJMU
RFGQ�NPMRMAMJ�

'MP�KMQR�GLRCPL?J�LCRUMPIQ
�".21�GQ�@JMAICB�@W�BCD?SJR��4M
�?LW�BCTGAC�ML�RFC�LCRUMPI�LCCBQ�RM�SQC�".21
MTCP�8C@4MAICR�

3CDCPCLAC
&?AF�TGCU�?LB�UGLBMU�SQCB�@W�RFC/G?E?P?�$JMSB�.?L?ECKCLR�1MPR?JK?W�AMLR?GL�NPMNCPRGCQ
�@SRRMLQ�?LB
R?@JCQ��5FGQ�AF?NRCP�BMASKCLRQ�TGCUQ�

"JJ�$SQRMKCPQ�TGCU
5FGQ�TGCU�GQ�DMP�RFC�4*�RM�TGCU�?JJ�RFC�N?PRLCP�MPE?LGX?RGMLZQ�ASQRMKCPQ
�RFCGP�NPMHCARQ�?LB�RFC�?QQMAG?RCB�BCTGACQ
DMP�C?AF�NPMHCAR�

5FC�QWQRCKQ�GLRCEP?RMP�A?L�TGCU�SQCPQ�?LB�PMJCQ��5FGQ�MNRGML�GQ�LMR�?T?GJ?@JC�ML�RFC�ASQRMKCPZQ�TGCU�

Figur e 5. 4R?RGML�MSRNSR�DMP�".21�@JMAICB
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5M�?AACQQ�RFGQ�TGCU
�JME�GL�RM�RFC/G?E?P?�$JMSB�.?L?ECKCLR�1MPR?J�

&?AF�RGJC�QFMUQ�RFC�ASQRMKCP�MPE?LGX?RGML�L?KC�UGRF�RFC�LSK@CP�MD�NPMHCARQ�?LB�BCTGACQ�RF?R�?PC�?QQMAG?RCB
UGRF�RFC�ASQRMKCP�

130+&$54�TGCU
5FGQ�TGCU�GQ�DMP�QWQRCKQ�GLRCEP?RMPQ�?LB�ASQRMKCP�SQCPQ��*R�MNCLQ�RM�RFC�NPMHCARQ
�?QQGELCB�BCTGACQ�?LB
QS@QAPG@CB�QCPTGACQ�DMP�?�ASQRMKCP�MPE?LGX?RGML�

1?PRLCPQ�?AACQQ�RFGQ�TGCU�@W�AJGAIGLE�ML�?�ASQRMKCP�GL�RFC*LRCEP?RMP*LRCEP?RMPTGCU��$SQRMKCP�SQCPQ�?AACQQ�RFGQ�TGCU
UFCL�RFCW�JME�GL�RM�RFC/G?E?P?�$JMSB�.?L?ECKCLR�1MPR?J�
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Column Description

130+&$54 5FC�KSJRGNJC�NPMHCARQ�SLBCP�RFC�N?PRLCP�AMSJB�PCNPCQCLR�?�A?KNSQ
�?�@SGJBGLE�MP�QMKCRFGLE�CJQC��8F?R�GR
PCNPCQCLRQ�BCNCLBQ�ML�FMU�RFC�4*�MPE?LGXCB�RFC�/G?E?P?�GLQR?LAC�

%&7*$&�)045�*% 8 GRFGL�C?AF�NPMHCAR
�GBCLRGbCQ�RFC�BCTGACQ�	/G?E?P?�QR?RGMLQ
�?QQMAG?RCB�UGRF�RFC�NPMHCAR�

130+&$5�-0$" 5*0/ *BCLRGbCQ�RFC�ASQRMKCP�QGRC�?LB�NPMHCAR�?QQMAG?RCB�UGRF�RFC�BCTGAC�

46#4$3*#&%�4&3 7*$&4 *BCLRGbCQ�RFC�QCPTGAC	Q
�QS@QAPG@CB�DMP�RFGQ�BCTGAC��&?AF�JGLI�MNCLQ�?�QCPTGAC�N?EC�

4?TCB�3CNMPRQ�TGCU
5FGQ�TGCU�JGQRQ�RFC�PCNMPRQ�RF?R�F?TC�@CCL�Q?TCB�?LB�?PC�?T?GJ?@JC�RM�ASQRMKCP�SQCPQ�

5M�TGCU�RFGQ�PCNMPR
�QGEL�GL�RM�RFC�/G?E?P?�$JMSB
�AJGAI�RFC�KCLS�@SRRML�	
�?LB�QCJCAR4?TCB�3CNMPRQ4?TCB�3CNMPRQ�

Column Description

3CNMPR�5GRJC *BCLRGbCQ�RFC�PCNMPR�

4R?RGML 4CJCARQ�RFC�QR?RGML�UFMQC�B?R?�?PC�NJMRRCB�ML�RFC�PCNMPR�

#W 3CNMPRQ�RFC�L?KC�MD�RFC�4*�UFM�APC?RCB�RFC�PCNMPR�

3CNMPR�TGCU
5FGQ�TGCU�NPMTGBCQ�?�AF?PR�MD�SN�RM����B?R?�GRCKQ�QRMPCB�GL�RFC�/G?E?P?�$JMSB�

&?AF�JGLC�ML�RFC�AF?PR�PCNPCQCLRQ�?�B?R?�GRCK�AMJJCARCB�DPMK�?�NMGLR�GL�RFC�BCTGAC�

Figur e 6. 4?TCB�3CNMPRQ�TGCU
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5M�TGCU�?�PCNMPR
�QGEL�GL�RM�RFC�/G?E?P?�$JMSB
�AJGAI�RFC�KCLS�@SRRML�	

�AJGAI�RFC�%?R?�4CPTGAC�JGLI�DMP�WMSP
JMA?RGML�?LB�QCJCAR�RFC�PCNMPR�

1?QQGLE�RFC�ASPQMP�MTCP�?�RGKC�GLQR?LAC�A?SQCQ�RFC�RMMJRGN�RM�BGQNJ?W�RFC�NMGLRZQ�T?JSC�?R�RF?R�RGKC��8FCL�WMS
QCJCAR�KSJRGNJC�NMGLRQ
�RFC�RMMJRGN�BGQNJ?WQ�RFC�T?JSCQ�DMP�?JJ�RFC�NMGLRQ�?R�RFC�QCJCARCB�RGKC�

4?TCB�#?AISNQ�TGCU
5FGQ�TGCU�NPMTGBCQ�?AACQQ�RM�?JJ�Q?TCB�@?AISN�bJCQ�
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Number Description

� $SQRMKCP�L?KC�

� %CTGAC�L?KC
�UFGAF�GLAJSBCQ�RFC�BCTGACZQ�FMQR�*%
�JMA?RGML
�?LB�PCJ?RCB�NPMHCAR�

� #?AISN�GLDMPK?RGML
�UFGAF�GLAJSBCQ�GLDMPK?RGML�?LB�?ARGMLQ�

5M�?AACQQ�RFGQ�TGCU
�JME�GL�RMhttps://www.niagara-cloud.com 
�QCJCAR�?�ASQRMKCP
�QCJCAR�?�NPMHCAR�?LB
QC?PAF�DMP�?�BCTGAC�

Table 3. #?AISN�bJC�AMJSKLQ

Column name Description

/".& 4FMUQ�RFC�@CEGLLGLE�MD�RFC�@?AISN�bJCZQ�L?KC��5M�TGCU�?�RMMJRGN�UGRF�RFC�DSJJ�L?KC
�N?QQ�WMSP�ASPQMP�MTCP�RFC
L?KC��5FC�@JSC�QR?P�GBCLRGbCQ�RFC�NPCDCPPCB�@?AISN�bJC�

%"5& *LBGA?RCQ�UFCL�	B?RC�?LB�RGKC
�RFC�@?AISN�U?Q�K?BC�@?QCB�ML�RFC�65$�RGKCXMLC�

4*;& *LBGA?RCQ�RFC�QGXC�MD�RFC�bJC�GL�KCE?@WRCQ�

#"$,61�/05&4 1PMTGBCQ�SN�RM������AF?P?ARCPQ�MD�?BBGRGML?J�GLDMPK?RGML��*D�RFC�LMRC�GQ�JMLE
/G?E?P?3CAMTCP�QFMUQ�RFC�bPQR�RUM
JGLCQ�?LB�?.MP.MPCCJGLI��$JGAI�RFGQ�JGLI�RM�TGCU�RFC�CLRGPC�LMRC�

"$5*0/4 1PMTGBC�JGLI�RM�CBGR
�BCJCRC�?LB�BMULJM?B�DSLARGMLQ�

&BGR�GAML�MNCLQ�RFC&%*5�#"$,61&%*5�#"$,61 UGLBMU�DPMK�UFGAF�RM�?BB�?�LMRC�?LB�AMLbESPC�RFC
@?AISN�?Q�NPCDCPPCB�

%CJCRC�GAML�PCKMTCQ�RFC�QCJCARCB�bJC�DPMK�AJMSB�QRMP?EC�

%MULJM?B�@SRRML�GLGRG?RCQ�?�BMULJM?B�MD�RFC�@?AISN�bJC�RM�WMSP�1$�

Figur e 7. 4" 7&%�#"$,614�TGCU
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6QCPQ�?LB�3MJCQ�TGCU
5FGQ�TGCU
�DMP�RFC�4*
�APC?RCQ�SQCPQ�	4*�SQCPQ�?LB�ASQRMKCP�SQCPQ
�GLAJSBGLE�?QQGELGLE�?�PMJC�RM�C?AF�SQCP�

: MS�?AACQQ�RFGQ�TGCU�DPMK�RFC�FMKC�N?EC�@W�AJGAIGLE�RFC�KCLS�GAML�	 
�DMJJMUCB�@W�AJGAIGLE6QCPQ���3MJCQ6QCPQ���3MJCQ�

Column Description

/?KC %CbLCQ�RFC�L?KC�MD�RFC�SQCP�

&K?GJ 1PMTGBCQ�RFC�CK?GJ�?BBPCQQ�MD�RFC�SQCP�

6QCP�5WNC *BCLRGbCQ�UF?R�RWNC�MD�MPE?LGX?RGML�RFC�SQCP�GQ�?QQMAG?RCB�UGRF��N?PRLCP�MPE?LGX?RGML�MP�ASQRMKCP
MPE?LGX?RGML�

4AMNC 1PMTGBCQ�?BBGRGML?J�GLDMPK?RGML�?@MSR�RFC�4*��'MP�CV?KNJC
�4AMNC�AMSJB�GBCLRGDW�UFCPC�RFC�4*�UMPIQ�MP
QMKC�MRFCP�U?W�RM�GBCLRGDW�RFC�4*ZQ�bCJB�MD�GLcSCLAC��5FGQ�NPMNCPRW�NPMTGBCQ�?LMRFCP�U?W�RM�EPMSN�NCMNJC
UGRFGL�?L�MPE?LGX?RGML�

/CU�$SQRMKCP�UGLBMU
5FGQ�UGLBMU�AMLR?GLQ�RFC�GLDMPK?RGML�LCCBCB�RM�QCR�SN�?L�?AAMSLR�DMP�C?AF�ASQRMKCP�MD�?5PGBGSKN?PRLCP�
5FCQC�ASQRMKCPQ�?PC�AMKN?LGCQ�RF?R�F?TC�AMLRP?ARCB�UGRF�MD�MLC�MD5PGBGSKZQ�N?PRLCPQ�DMP�/G?E?P?�'P?KCUMPI
QCPTGACQ��5FCQC�?PC�LMR�BGPCAR�ASQRMKCPQ�MD5PGBGSK�
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5M�MNCL�RFGQ�UGLBMU
�JME�GL�RM�RFC/G?E?P?�$JMSB�.?L?ECKCLR�1MPR?J?Q�?L�4*�UGRF�RFC�1?PRLCP�"BKGL�PMJC�?LB
AJGAI�RFC��$P��$P C?RC�/CU�$SQRMKCPC?RC�/CU�$SQRMKCP@SRRML�

Property Value Description

$SQRMKCP�/?KC RCVR /?KC�MD�?�AMKN?LW�

5CL?LR�*% RCVR 1PMTGBCQ�?�SLGOSCGBCLRGbCP�DMP�RFGQ
AMKN?LW�UFM�QF?PCQ�?�KSJRG�RCL?LR
@SGJBGLE�

&BGR�BCTGAC�UGLBMU
5FGQ�UGLBMU�AMLR?GLQ�BCTGAC�GLDMPK?RGML��%CTGACQ�?PC�AFGJBPCL�MD�NPMHCARQ
�UFGAF�?PC�AFGJBPCL�MD�ASQRMKCPQ�

5FGQ�GLDMPK?RGML�GQ�MPGEGL?JJW�CLRCPCB�BSPGLE�BCTGAC�PCEGQRP?RGML�

/G?E?P?�$JMSB�4SGRC�	/$4
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5M�MNCL�RFGQ�UGLBMU
�JMA?RC�?�BCTGAC
�AJGAI�RFC�RFPCC�TCPRGA?J�BMRQ�RM�RFC�PGEFR�MD�RFC�BCTGAC�PMU�?LB�AJGAI&B&BGRGR�

Property Value Description

%CTGAC�/?KC RCVR *BCLRGbCQ�RFC�BCTGAC�

-MA?RGML RCVR *BCLRGbCQ�UFCPC�RFC�BCTGAC�GQ
JMA?RCB�

1PMHCAR BPMN�BMUL�JGQR "QQMAG?RCQ�RFC�BCTGAC�UGRF�?�NPMHCAR
DMP�RFC�ASPPCLR�ASQRMKCP�

$JMSB�)GQRMPW
�R?@JC�MD�FGQRMPGCQ�RM�CVNMPR
5FGQ�TGCU�BGQAMTCPQ�?LB�AMLbESPCQ�CVNMPR�FGQRMPW�NMJGAW�
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Property Value Description

.?V�$MLASPPCLR�&VNMPR�&VCASRGMLQ LSK@CP�	BCD?SJRQ�RM10 
 $MLbESPCQ�RFC�LSK@CP�MD�CVNMPR
NMJGAGCQ�RF?R�A?L�CVCASRC�GL�N?P?JJCJ�

3CRPW�5PGEECP KGLSRCQ�	BCD?SJRQ�RM����KGLSRCQ
 $MLbESPCQ�FMU�JMLE�RFC�QR?RGML
U?GRQ�@CDMPC�?RRCKNRGLE�RM�CVNMPR
FGQRMPGCQ�?E?GL�?DRCP�?�D?GJSPC�

"SRM�&VNMPR ?BBGRGML?J�NPMNCPRGCQ 4CRQ�SN�?�NMJGAW�DMP�CVNMPRGLE�?JJ
FGQRMPGCQ�GL�RFC�QR?RGML��5FGQ�NMJGAW�GQ
BGQ?@JCB�@W�BCD?SJR�

#SRRMLQ

] /CU/CU APC?RCQ�?�LCU$JMSB)GQRMPW&VNMPR$MLbE$JMSB)GQRMPW&VNMPR$MLbE	CVNMPR�NMJGAW
�GL�RFC�B?R?@?QC�

] &B&BGRGRMNCLQ�RFC�BCTGACZQ�B?R?@?QC�PCAMPB�DMP�SNB?RGLE�

] 3CKMTC3CKMTCBCJCRCQ�RFC�QCJCARCB�$JMSB)GQRMPW&VNMPR$MLbE�M@HCARQ�DPMK�RFC�B?R?@?QC�

] %GQAMTCP%GQAMTCPPSLQ�?�BGQAMTCP�HM@�RM�JMA?RC�FGQRMPGCQ
�UFGAF�?NNC?P�GL�RFC%GQAMTCP%GQAMTCPCBCBN?LC��5FGQ�TGCU�F?Q�?
QR?LB?PB�?NNC?P?LAC�RF?R�GQ�QGKGJ?P�RM�?�.?L?ECP�TGCU�

] "QQGEL"QQGEL?BBQ�RFC�FGQRMPW�RM�RFC�$JMSB)GQRMPW&VNMPR$MLbE�

] *LAJSBC*LAJSBC?BBQ�RFC�QCJCARCB�FGQRMPW�RM�RFC�"SRM�&VNMPR�NMJGAW��5FC"QQGEL"QQGEL@SRRML�AF?LECQ�RM�RFC*LAJSBC*LAJSBC
@SRRML�UFCL�WMS�QCJCAR�"SRM�&VNMPR�AMLbE�GL�RFC%?R?@?QC%?R?@?QCN?LC�?LB�MLC�MP�KMPC�FGQRMPGCQ�GL�RFC
%GQAMTCP%GQAMTCPCBCBN?LC�

] 6L?QQGEL6L?QQGELPCKMTCQ�RFC�FGQRMPW�DPMK�RFC�$JMSB)GQRMPW&VNMPR$MLbE�

] &VAJSBC&VAJSBCPCKMTCQ�RFC�QCJCARCB�FGQRMPW�DPMK�RFC�"SRM�&VNMPR�NMJGAW��5FC6L?QQGEL6L?QQGEL@SRRML�AF?LECQ�RM�RFC
&VAJSBC&VAJSBC@SRRML�UFCL�WMS�QCJCAR�"SRM�&VNMPR�AMLbE�GL�RFC%?R?@?QC%?R?@?QCN?LC�?LB�MLC�MP�KMPC�FGQRMPGCQ�GL�RFC
%GQAMTCP%GQAMTCPCBCBN?LC�

] &VCASRC&VCASRCRPGEECPQ�RFC�$JMSB)GQRMPW&VNMPR$MLbE�RM�PSL�GD�GR�GQ�CL?@JCB�

$JMSB)GQRMPW&VNMPR$MLbE
5FGQ�AMKNMLCLR�AMLbESPCQ�CVNMPR�FGQRMPW�NPMNCPRGCQ�DMP�GLBGTGBS?J�NMGLRQ�

Figur e 8. %GQAMTCPCB�FGQRMPGCQ�RM�CVNMPR
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5M�?AACQQ�RFCQC�NPMNCPRGCQ
�CVN?LB

*L�?BBGRGML�RM�RFC�QR?LB?PB�NPMNCPRGCQ�	4R?RSQ
�'?SJR�$?SQC�?LB�&L?@JCB

�RFCQC�NPMNCPRGCQ�AMLbESPC�CVNMPR
NPMNCPRGCQ�

Property Value Description

4R?RC PC?B�MLJW *LBGA?RCQ�GD�RFC
$JMSB)GQRMPW&VNMPR$MLbE$JMSB)GQRMPW&VNMPR$MLbEGQ�ASPPCLRJW
CVCASRGLE�

&VCASRGML�5GKC ?BBGRGML?J�NPMNCPRGCQ $MLRPMJQ�RFC�DPCOSCLAW�UGRF�UFGAF
RFC$JMSB)GQRMPW&VNMPR$MLbE$JMSB)GQRMPW&VNMPR$MLbEQFMSJB
QCLB�B?R?�RM�RFC�AJMSB�NJ?RDMPK�

&VCASRGML�5GKC
�5PGEECP�.MBC

*LRCPT?J

BPMN�BMUL�JGQR $MLRPMJQ�UFCL�RFGQ�CVNMPR�QFMSJB�RPW
RM�QCLB�B?R?�RM�RFC�AJMSB�

&VCASRGML�5GKC
�5PGEECP�.MBC
�5GKC
MD�%?W

AFCAI�@MVCQ�	Start Time BCD?SJRQ�RM
���������".�&45 
 End Time BCD?SJRQ
RM����������1.�&45


$MLbESPCQ�UFCL�RM�QR?PR�CVNMPRGLE
BSPGLE�RFC�B?W�

&VCASRGML�5GKC
�5PGEECP�.MBC
�%?WQ
MD�RFC�8 CCI

AFCAI�@MVCQ�	BCD?SJR�RM�B?GJW
 $MLbESPCQ�ML�UFGAF�B?WQ�BSPGLE�RFC
UCCI�RM�CVNMPR�B?R?�

&VCASRGML�5GKC
�-?QR�5PGEECP PC?B�MLJW 3CNMPRQ�RFC�RGKCQR?KN�DMP�RFC�J?QR
RGKC�RFC�B?R?�UCPC�CVNMPRCB�

&VCASRGML�5GKC
�/CVR�5PGEECP PC?B�MLJW 3CNMPRQ�RFC�RGKCQR?KN�DMP�RFC�LCVR

Figur e 9. $JMSB)GQRMPW&VNMPR$MLbE�NPMNCPRGCQ
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Property Value Description

QAFCBSJCB�B?R?�CVNMPR�

-?QR�"RRCKNR PC?B�MLJW 3CNMPRQ�RFC�B?RC�?LB�RGKC�MD�RFC
J?QR�?RRCKNRCB�CVCASRGML�

-?QR�4SAACQQ PC?B�MLJW 3CNMPRQ�RFC�J?QR�RGKC�RFC�QR?RGML
QSAACQQDSJJW�NCPDMPKCB�RFGQ
DSLARGML�

-?QR�'?GJSPC PC?B�MLJW 3CNMPRQ�RFC�J?QR�RGKC�RFC�QWQRCK
D?GJCB�RM�NCPDMPK�RFGQ�DSLARGML�
3CDCP�RMFault Cause DMP�BCR?GJQ�

)GQRMPW�*BQ TCARMP -GQRQ�RFC�)GQRMPW�*BQ�RM�@C�QCLR�RM�RFC
AJMSB�NJ?RDMPK�UFCL�RFGQ�CVNMPR
CVCASRCQ�

"J?PK�ML�'?GJSPC true 	BCD?SJR
�MPfalse $MLRPMJQ�RFC�PCAMPBGLE�MD�NGLE
D?GJSPC�?J?PKQ�

true PCAMPBQ�?L�?J?PK�GL�RFC
QR?RGMLZQ�"J?PK)GQRMPW�DMP�C?AF
NGLE�BCRCARCB�BCTGAC�CTCLR
	BMUL�MP�QS@QCOSCLR�SN
�

false GELMPCQ�BCTGAC�BMUL�?LB
SN�CTCLRQ�

"J?PK�4MSPAC�*LDM ?BBGRGML?J�NPMNCPRGCQ $MLR?GLQ�?�QCR�MD�NPMNCPRGCQ�DMP
AMLbESPGLE�?LB�PMSRGLE�?J?PKQ
UFCL�RFGQ�AMKNMLCLR�GQ�RFC
?J?PK�QMSPAC�

'MP�NPMNCPRW�BCQAPGNRGMLQ
�PCDCP
RM�RFCNiagara Alarms Guide
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Chapter 10. Glossary
5FC�DMJJMUGLE�EJMQQ?PW�CLRPGCQ�PCJ?RC�QNCAGbA?JJW�RM�RFC�RMNGAQ�RF?R�?PC�GLAJSBCB�?Q�N?PR�MD�RFGQ�BMASKCLR�

5M�bLB�KMPC�EJMQQ?PW�RCPKQ�?LB�BCbLGRGMLQ�PCDCP�RM�EJMQQ?PGCQ�GL�MRFCP�GLBGTGBS?J�BMASKCLRQ�

Alphabetical listing

API
"NNJGA?RGML�1PMEP?KKGLE�*LRCPD?ACQ�MNCL�?�AMKN?LWZQ�?NNJGA?RGMLQZ�B?R?�?LB�DSLARGML?JGRW�RM�MRFCP�GL�FMSQC
BCTCJMNCPQ
�CVRCPL?J
�RFGPB�N?PRW�BCTCJMNCPQ
�?LB�@SQGLCQQ�N?PRLCPQ��"1*Q�?JJMU�QCPTGACQ�?LB�NPMBSARQ�RM
AMKKSLGA?RC
�JCTCP?EGLE�RFC�DSLARGMLQ�NPMTGBCB�@W�C?AF��	*#.


customer organization
"�AMKN?LW�RF?R�@SWQ�RFC�/G?E?P?�'P?KCUMPI�DPMK�?L�MPGEGL?J�COSGNKCLR�K?LSD?ARSPCP�MP�BGQRPG@SRMP��5FGQ�GQ
RFC�MPE?LGX?RGML�RF?R�FGPCQ�?�QWQRCKQ�GLRCEP?RMP�RM�QCR�SN�/G?E?P?�$JMSB�4SGRC�QCPTGACQ�DMP�RFCGP�QWQRCK�

customer user
"�NCPQML�UFM�UMPIQ�DMP�?�ASQRMKCP�MPE?LGX?RGML��5FGQ�MPE?LGX?RGML�GQ�?�ASQRMKCP�MD�MLC�MD�5PGBGSKZQ�N?PRLCPQ�
"�ASQRMKCP�SQCP�GQ�?SRFMPGXCB�RM�NCPDMPK�JGKGRCB�DSLARGMLQ�UGRFGL�RFC�/G?E?P?�$JMSB�4SGRC�

DNS
%MK?GL�/?KC�4WQRCK
�RP?LQJ?RCQ�BMK?GL�L?KCQ�GLRM�*1�?BBPCQQCQ
�UFGAF�@PMUQCPQ�SQC�RM�JM?B�*LRCPLCR
PCQMSPACQ
�QSAF�?Q�UC@�QGRCQ�

export policy
%CbLCQ�UFCL�RM�SNJM?B�B?R?�RM�RFC�/G?E?P?�$JMSB�

federated identity
5FGQ�CLRGRW�JGLIQ�?�NCPQML�Q�CJCARPMLGA�GBCLRGRW�?LB�?RRPG@SRCQ�DMP�SQC�?APMQQ�KSJRGNJC�BGQRGLAR�GBCLRGRW
K?L?ECKCLR�QWQRCKQ��4GLEJC�QGEL�ML�	440
�SQCQ�?L�?SRFCLRGA?RGML�RGAICR�MP�RMICL�RM�RPSQR�?�SQCPZQ�GBCLRGRW
?APMQQ�KSJRGNJC�*5�QWQRCKQ�MP�CTCL�MPE?LGX?RGMLQ��440�GQ�?�QS@QCR�MD�DCBCP?RCB�GBCLRGRW�K?L?ECKCLR�K?BC
NMQQG@JC�@W�QMKC�QMPR�MD�DCBCP?RGML��	8GIGNCBG?


GUID
(JM@?JJW�6LGOSC�*BCLRGbCP�?JQM�ILMUL�?Q�?�66*%�MP�6LGTCPQ?JJW�6LGOSC�*BCLRGbCP
�?�����@GR�SLGOSC�PCDCPCLAC
LSK@CP�RF?R�GQ�FGEFJW�SLJGICJW�RM�PCNC?R�5FC�BCTGAC�66*%�GQ�RFC�Q?KC�?Q�RFC�QWQRCK�*%�AMLR?GLCB�GL�RFC
'CBCP?RCB*BCLR'CBCP?RCB*BCLRGRW"SRGRW"SRFCLRFCLRGA?RMPGA?RMPAMKNMLCLR�

IoT and IoT Hub
*LRCPLCR�MD�5FGLEQ
�PCDCPQ�RM�?�LCRUMPI�MD�NFWQGA?J�BCTGACQ�RF?R�AMLLCAR�DMP�RFC�NSPNMQC�MD�CVAF?LEGLE�B?R?
UGRF�MRFCP�BCTGACQ�?LB�QCPTGACQ�MTCP�RFC�*LRCPLCR��5FC�FS@�GQ�?�K?L?ECB�QCPTGAC�FMQRCB�GL�RFC�AJMSB�RF?R
NPMTGBCQ�?�ACLRP?J�KCQQ?EGLE�ACLRCP�DMP�AMKKSLGA?RGML�?KMLE�*M5�?NNJGA?RGMLQ�?LB�?RR?AFCB�BCTGACQ�

Niagara Cloud Suite
"�QA?J?@JC�AJMSB�@?QCB�QMJSRGML�RF?R�NPMTGBCQ�QCASPC
�PCKMRC�@SGJBGLE�K?L?ECKCLR�QCPTGACQ�

partner
"L�MPGEGL?J�COSGNKCLR�K?LSD?ARSPCP�MP�MRFCP�/G?E?P?�'P?KCUMPI�BGQRPG@SRMP��"�N?PRLCP�QCJJQ�RM�RFC�ASQRMKCP
MPE?LGX?RGMLQ�UFM�SQC�RFC�/G?E?P?�'P?KCUMPI�RM�K?L?EC�RFCGP�D?AGJGRGCQ�

SI admin
4WQRCKQ�GLRCEP?RMP�?BKGLGQRP?RMP��?�NCPQML�?QQMAG?RCB�UGRF�?L�MPGEGL?J�COSGNKCLR�K?LSD?ARSPCP�MP�BGQRPG@SRMP
UFM�GLQR?JJQ�?LB�K?L?ECQ�RFC�/G?E?P?�'P?KCUMPI�?R�?�ASQRMKCP�MPE?LGX?RGMLZQ�QGRC��5FGQ�NCPQML�GQ�?SRFMPGXCB
RM�NCPDMPK�/G?E?P?�$JMSB�4SGRC�DSLARGMLQ�
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SI user
4WQRCKQ�GLRCEP?RMP�SQCP��?�NCPQML�?QQMAG?RCB�UGRF�?L�MPGEGL?J�COSGNKCLR�K?LSD?ARSPCP�MP�BGQRPG@SRMP�UFM
QSNNMPRQ�RFC�/G?E?P?�'P?KCUMPI�?R�?�ASQRMKCP�MPE?LGX?RGMLZQ�QGRC��5FGQ�NCPQML�GQ�?SRFMPGXCB�RM�NCPDMPK�JGKGRCB
/G?E?P?�$JMSB�4SGRC�DSLARGMLQ�

telemetry
5FC�?SRMK?RGA�PCAMPBGLE�?LB�RP?LQKGQQGML�MD�B?R?�DPMK�PCKMRC�QMSPACQ�RM�?�QWQRCK�GL�?�BGDDCPCLR�JMA?RGML�DMP
KMLGRMPGLE�?LB�?L?JWQGQ��/G?E?P?ZQ�RCJCKCRPW�B?R?�AMKC�DPMK�RFC�B?R?@?QCQ�JMA?RCB�GL�AMLRPMJJCP�QR?RGMLQ�RM�@C
QRMPCB�GL�RFC�/G?E?P?�$JMSB��5FC�UMPB�AMKCQ�DPMK�RFC�(PCCI�PMMRQtele
�UFGAF�KC?LQ�PCKMRC
�?LBmetron

UFGAF�KC?LQ�KC?QSPC�
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