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Chapter 1. Platform Management
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7 GL��
@?QCB�FMQR��!JQM��UFCL�MNCLGLE�?�QR?RGML�PSLLGLE�ML�?�7GL���FMQR��WMS�QCC�RFC�Q?KC�AFGJB�QCPTGACQ
SLBCP�GRQ0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQ?Q�UGRF�?�QR?RGML�PSLLGLE�ML�?�7GL���FMQR�

.G?E?P?�0J?RDMPK�'SGBC 0J?RDMPK�-?L?ECKCLR

-?P AF��������� ��



0J?RDMPK�B?CKML��LG?E?P?B	
4FC�NJ?RDMPK�B?CKML�GQ�?L�CVCASR?@JC�RF?R�PSLQ�GLBCNCLBCLRJW�DPMK .G?E?P?AMPC�PSLRGKC��GQ�NPC
GLQR?JJCB�ML
CTCPW�AMLRPMJJCP�?Q�D?ARMPW
QFGNNCB��?LB�PSLQ�UFCLCTCP�RFC�AMLRPMJJCP�@MMRQ�SN��4FC�B?CKML�GQ�*?T?
@?QCB
PSLLGLE�GL�GRQ�MUL�(MRQNMR�*?T?�6-��6GPRS?J�-?AFGLC	��!L�?BBGRGML?J��?LB�QCN?P?RC	�(MRQNMR�*?T?�6-�GQ�SQCB
DMP�RFC�PSLLGLE�RFC�QR?RGML�NPMACQQ�

9MS�LCCB�RFC�NJ?RDMPK�B?CKML�JMA?JJW�GLQR?JJCB�?LB�PSLLGLE�RM�FMQR�?�QR?RGML�ML�WMSP�JMA?J�0#��QSAF�?Q�DMP�?
3SNCPTGQMP��4FGQ�JCRQ�WMS�MNCL�RFC7 MPI@CLAFAJGCLR�NJ?RDMPK�AMLLCARGML�RM�WMSP�JMA?J��-W�(MQR-W�(MQR	�NJ?RDMPK��)R
?JQM�?JJMUQ�PCKMRC�AJGCLR�NJ?RDMPK�AMLLCARGMLQ�RM�WMSP�0#�

7FCL�WMS�GLQR?JJ.G?E?P?ML�WMSP�0#��MLC�MD�RFC�J?QR�^7MSJB�WMS�JGIC�RM�_�GLQR?JJ�MNRGMLQ�GQ�RM)LQR?JJ�?LB�3R?PR
0J?RDMPK�$?CKML��4FC�BCD?SJR�QCJCARGML�GQ�RM�GLQR?JJ�

4FC.G?E?P?FMQR]Q�NJ?RDMPK�B?CKML�KMLGRMPQ�?�BGDDCPCLR�4#0�)0�NMPR�DMP�AJGCLR�AMLLCARGMLQ�RF?L�BMCQ�?
PSLLGLE�QR?RGML�

"W�BCD?SJR��RFGQ�4#0�NMPR�GQ�CGRFCP�

` �����
�DMP�?�QCASPC��4,3	 0J?RDMPK0J?RDMPKAMLLCARGML��GD�?T?GJ?@JC	�

` �����
�DMP�? 0J?RDMPK0J?RDMPKAMLLCARGML�RF?R�GQ�LMR�QCASPC��SLCLAPWNRCB	 �

)D�LCACQQ?PW��WMS�A?L�AF?LEC�CGRFCP�4#0�NMPR�KMLGRMPCB�RM�?�BGDDCPCLR��LML
BCD?SJR	�NMPR�BSPGLE�NJ?RDMPK
AMLeESP?RGML�

)LQR?JJGLE�?LB�QR?PRGLE�RFC�NJ?RDMPK�B?CKML
9MSP7 MPI@CLAF0#]Q�JMA?J�NJ?RDMPK�B?CKML�GQ�LMR�LCACQQ?PW�DMP�K?IGLE�AJGCLR�NJ?RDMPK�AMLLCARGMLQ�RM�MRFCP
FMQRQ��MLJW�RM�NPMTGBC�RFC�?@GJGRW�RM�PSL�?�QR?RGML�JMA?JJW�ML�WMSP�0#��!DRCP.G?E?P?GLQR?JJ?RGML�ML�WMSP�0#��WMS
A?L�GLQR?JJ�?LB�QR?PR�RFC�NJ?RDMPK�B?CKML�?R�?LW�RGKC��GD�LCCBCB�

Prerequisites:
9MS�?PC�SQGLE�RFC�7 GLBMUQ�3R?PR�KCLS�

��3RCN 4M�GLQR?JJ�?LB�QR?PR�RFC�B?CKML��AJGAI3R?PR3R?PR��QAPMJJ�BMUL��CVN?LB�RFC.G?E?P?QMDRU?PC�TCPQGML�?LB
AJGAI)LQR?J)LQR?JJ�0J?RDMPK�$?CKMLJ�0J?RDMPK�$?CKML�QFMPRASR�DMPplat.exe installdaemon 	�
4FC�B?CKML�MNCLQ�?�AMKK?LB�NPMKNR��PSLQ�?LB�GLBGA?RCQ�QSAACQQDSJ�GLQR?JJ?RGML�

��3RCN 4M�TGCU�RFC�NJ?RDMPK�B?CKML�?Q�?�QCPTGAC��AJGAI�RFC�7 GLBMUQ�3R?PR�KCLS��AJGAI3CPTGACQ3CPTGACQ?LB�QAPMJJ
BMUL�RMNiagara �

/NCLGLE�?�NJ?RDMPK�AMLLCARGML�RM�?�FMQR
!�NJ?RDMPK��FMQR	�AMLLCARGML�BGDDCPQ�DPMK�?�QR?RGML�AMLLCARGML�GL�RF?R�UFCL�AMLLCARCB�RM�?�NJ?RDMPK�
7 MPI@CLAFAMKKSLGA?RCQ��?Q�?�AJGCLR	�RM�RFC�FMQR]Q�NJ?RDMPK�B?CKML��LG?E?P?B��B?CKML	��?�QCPTCP�NPMACQQ�
5LJGIC�?�QR?RGML�AMLLCARGML�RF?R�SQCQ�RFC�&MV�&MVQ�NPMRMAMJ��?�AJGCLR�NJ?RDMPK�AMLLCARGML�MPBGL?PGJW�PCOSGPCQ�DSJJ
7 MPI@CLAF��KC?LGLE�GR�GQ�SL?T?GJ?@JC�SQGLE�?�QR?LB?PB�7 C@�@PMUQCP�MP�7C@�,?SLAFCP��5QGLE�?�@PMUQCP��?
3SNCPTGQMPQR?RGML�A?L�AMLLCAR�RM�?�PCKMRC�NJ?RDMPK�RFPMSEF�GRQ0P0PMTGQGMLGLE3CPTGACMTGQGMLGLE3CPTGAC�

Prerequisites:
4FC�NJ?RDMPK��0#�JMA?JFMQR�MP�AMLRPMJJCP	�F?Q�@CCL�NFWQGA?JJW�GLQR?JJCB�?LB�AMLLCARCB��4FC�FMQR�GQ�JGACLQCB�UGRF
RFC�JGACLQC�QCPTCP�

��3RCN 2GEFR
AJGAI-W�(MQR-W�(MQRGL�RFC�.?T�RPCC�?LB�AJGAI/NCL�0J?RDMPK/NCL�0J?RDMPK�

0J?RDMPK�-?L?ECKCLR .G?E?P?�0J?RDMPK�'SGBC

�� -?P AF���������



4FC#MLLCAR#MLLCARUGLBMU�MNCLQ�UGRF�RFC�L?KC�MD�WMSP�AMKNSRCP�MP�PCKMRC�AMLRPMJJCP�?Q�RFCHost
L?KC�

)R�GQ�NMQQG@JC�RM�K?IC�RFGQ�RWNC�MD�QCASPC�4,3��4P?LQNMPR�,?WCP�3CASPGRW	��CLAPWNRCB�NJ?RDMPK
AMLLCARGML�RM�?LW.G?E?P?��FMQR��NPMTGBCB�GR�GQ�NPMNCPJW�AMLeESPCB�

NOTE: &MP�@CQR�QCASPGRW��?JU?WQ�SQC�4,3��)L7 MPI@CLAF��RFC�BCD?SJR/NCL�0J?RDMPK/NCL�0J?RDMPK?LB /NCL/NCL
3R?R3R?RGMLGML�&MVQ	�AMKK?LBQ�?QQSKC�?�QCASPC�AMLLCARGML��4M�K?IC�?L�SLCLAPWNRCB�AMLLCARGML�WMS
KSQR�AF?LEC�RFC�AMLLCARGMLType ePQR�

)D�WMS�PCACGTCB�?L�C
K?GJ�UGRF�RFC�,GACLQC�+CW�DMP�?�FMQR��?�NCLBGLE�SL@MSLB�JGACLQC�?JPC?BW
CVGQRQ�ML�RFC�JGACLQGLE�QCPTCP�

��3RCN )D�NPMKNRCB��CLRCP�RFC�JGACLQC�ICW�?JMLE�UGRF�RFC�N?PR�LSK@CP�RM�?ARGT?RC�RFC�FMQR]Q�JGACLQC��?LB
K?IC�GR�GKKCBG?RCJW�?T?GJ?@JC�

��3RCN 4M�?AACNR�RFC�FMQR�L?KC��AJGAI/+/+ �
4FC!SR!SRFCLRFCLRGA?RGA?RGMLGMLUGLBMU�MNCLQ�

/LAC�RFC�NJ?RDMPK�GQ�AMLLCARCB��RFC�?T?GJ?@JC�NJ?RDMPK�DSLARGMLQ�?PC�GBCLRGA?JbPCE?PBJCQQ�MD
AMLLCARGML�KCRFMB�

��3RCN $M�MLC�MD�RFC�DMJJMUGLE�

` )D�AMLLCARGLE�RM�?�AMLRPMJJCP��CLRCP�RFC�APCBCLRG?JQ��SQCP�L?KC�?LB�N?QQUMPB	�PCOSGPCB�@W
RFC�AMLRPMJJCP�

` )D�AMLLCARGLE�RM�WMSP�0#�JMA?JFMQR��CLRCP�RFC�APCBCLRG?JQ�WMS�SQC�RM�JME�GL�RM�WMSP�AMKNSRCP�
!Q�?�NJ?RDMPK�AJGCLR��WMS�JME�GL�RM�CGRFCP�RWNC�MD�FMQR�SQGLE�FMQR�JCTCJ�APCBCLRG?JQ�DMP
?SRFCLRGA?RGML��4FGQ�KC?LQ�?�SQCP�?AAMSLR�?LB�N?QQUMPB�QCN?P?RC�DPMK�?LW�QR?RGML�SQCP�?AAMSLR�
#MLQGBCP�RFCQC�APCBCLRG?JQ�RFC�FGEFCQR�JCTCJ�?AACQQ�RM�RF?R�QNCAGeA�FMQR�

CAUTION: !�LCU�AMLRPMJJCP�QFGNQ�UGRF�BCD?SJR�NJ?RDMPK�APCBCLRG?JQ�RF?R�?PC�UGBCJW�ILMULb?LB�GD
JCDR�SLAF?LECB�RFC�AMLRPMJJCP�GQ�CVRPCKCJW�QSQACNRG@JC�RM�@CGLE�F?AICB��3R?PRGLE�UGRF�RFC.G?E?P?
� QR?PRSN�AMKKGQQGMLGLE�NPMACQQ��WMS�KSQR�AF?LEC�RFC�BCD?SJR�SQCP�L?KC�?LB�N?QQUMPB�RM
QMKCRFGLE�ILMUL�MLJW�RM�WMSP�AMKN?LW�?LB�MP�ASQRMKCPQ�

��3RCN %L?@JCRemember these credentials ?LB�AJGAI/+/+
!�LCU�AMLRPMJJCP�QFGNQ�UGRF�BCD?SJR�NJ?RDMPK�APCBCLRG?JQ�RF?R�?PC�UGBCJW�ILMULb?LB�GD�JCDR
SLAF?LECB�JC?TC�RFC�AMLRPMJJCP�CVRPCKCJW�QSQACNRG@JC�RM�@CGLE�F?AICB��)D7 MPI@CLAFBCRCARQ
D?ARMPW�BCD?SJR�APCBCLRG?JQ�UFCL�AMLLCARGLE�RM�?�PCKMRC�NJ?RDMPK�GR�J?SLAFCQ�RFC#F?LEC�0J?RDMPK#F?LEC�0J?RDMPK
$CD?SJ$CD?SJRQ�7RQ�7GX?PGX?PBB��UFGAF�DMPACQ�WMS�RM�AF?LEC�RFC�D?ARMPW�BCD?SJRQ�NPGMP�RM�AMKNJCRGLE�WMSP
NJ?RDMPK�AMLLCARGML�

)D�NJ?RDMPK�BCD?SJRQ�?PC�LMR�BCRCARCB�RFC�NJ?RDMPK�AMLLCARGML�AMKNJCRCQ��)D�NJ?RDMPK�BCD?SJRQ�?PC
BCRCARCB�RFCL�NPMACCB�UGRF�RFC�DMJJMUGLE�QS@QRCNQ�

NOTE: )D�RFC7 MPI@CLAF&)03�NPMNCPRWShow FIPS Options GQ�QCR�RMtrue ACPR?GL�&)03�MNRGMLQ
@CAMKC�TGQG@JC�GL�RFGQ�UGLBMU��)D�QCJCARCB��RFC�DP?KCUMPI�CLDMPACQ�&)03
QRPCLERF�N?QQUMPB
PCOSGPCKCLRQ�

?� )L�RFC#F?LEC�0J?RDMPK�$CD?SJ#F?LEC�0J?RDMPK�$CD?SJRQ�7RQ�7GX?PGX?PBB��AJGAI.CVR.CVRRM�QRCN�RFPMSEF�APC?RGLE�?�QWQRCK
N?QQNFP?QC��APC?RGLE�?�LCU�NJ?RDMPK�?AAMSLR��?LB�PCKMTGLE�RFC�BCD?SJR�NJ?RDMPK�?AAMSLR�

@� #JGAI&GLGQF&GLGQFRM�AMKNJCRC�RFCQC�AF?LECQ�

.G?E?P?�0J?RDMPK�'SGBC 0J?RDMPK�-?L?ECKCLR
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4FC�QWQRCK�AMKNJCRCQ�K?IGLE�RFC�AMLLCARGML�@CRUCCL�RFC�FMQR�?LB7 MPI@CLAF��?LB�BGQNJ?WQ�RFC
.?T�#MLR?GLCP�6.?T�#MLR?GLCP�6GCUGCU�

4FC�NJ?RDMPK
AMLLCARGML�QCQQGML�GAML�?NNC?PQ�GL�RFC�.?T�RPCC�UGRF�?�QK?JJ�N?BJMAI�RM�GLBGA?RC
RFC�AMLLCARGML�RWNC��RF?R�GQ��CGRFCP

DMP�QCASPC�4,3�CLAPWNRGML��MP

DMP�?L�SLCLAPWNRCB�AMLLCARGML�

%?AF�NJ?RDMPK�DSLARGML�F?Q�GRQ�MUL7 MPI@CLAFTGCU��NJSEGL	��UFGAF�WMS�?AACQQ�@W�BMS@JC
AJGAIGLE
RFC�TGCU�L?KC��-MQR�MD�RFC�Q?KC�NJ?RDMPK�TGCUQ�CVGQR�DMP�@MRF�?�NJ?RDMPK�AMLLCARGML�RM�?
AMLRPMJJCP�?LB�?3SNCPTGQMP��UGRF�RFCQC�CVACNRGMLQ�

` )D�WMS�MNCL�?�JMA?J�NJ?RDMPK�AMLLCARGML�?R�WMSP�AMKNSRCP��QMKC�NJ?RDMPK�TGCUQ�?NNC?P�RM�@C
KGQQGLE��DMP�CV?KNJC�RFC$GQRPG@SR$GQRPG@SRGML�&GJC�)LQR?JGML�&GJC�)LQR?JJCPJCP?LB 3MDRU?P3MDRU?PC�-?L?ECPC�-?L?ECP?PC�LMR�GL�RFC�JGQR�
4FCQC�TGCUQ�F?TC�LM�?NNJGA?RGML�UFCL�UMPIGLE�?R�WMSP�AMKNSRCP��)LQRC?B��WMS�QGKNJW�SQC
7 GLBMUQ�%VNJMPCP�

` !�DCU�MD�RFC�NJ?RDMPK�TGCUQ�BGDDCP�BCNCLBGLE�ML�NJ?RDMPK�RWNC�

��3RCN 4M�TGCU�GLDMPK?RGML�?@MSR�RFC�ASPPCLR�QCQQGML��PGEFR
AJGAI0J?RDMPK0J?RDMPK� 3CQQGML�)LDM3CQQGML�)LDM�
4FGQ�Q?KC�GLDMPK?RGML�GQ�?T?GJ?@JC�UFCL�PGEFR
AJGAIGLE3R?R3R?RGMLGML� 3CQQGML�)LDM3CQQGML�)LDM

#PC?RGLE�?LB�SNB?RGLE�RFC�(31,�B?R?@?QC�N?QQUMPB
%?AF�AMLRPMJJCP�QFGNQ�DPMK�RFC�D?ARMPW�UGRF�?�BCD?SJR�(31,�B?R?@?QC�N?QQUMPB�?LB�SNEP?BGLE�?L!8 QR?RGML�RM
?L .� QR?RGML�PCQCRQ�RFC�(31,�B?R?@?QC�N?QQUMPB�@?AI�RM�RFC�D?ARMPW�BCD?SJR��7FGJC�RFC�BCD?SJR�N?QQUMPB
GLGRG?JJW�UMPIQ��?Q�QMML�?Q�WMS�GLQR?JJ�MP�SNEP?BC�?�AMLRPMJJCP�?LB�GRQ�QMDRU?PC��WMS�QFMSJB�AF?LEC�RFGQ�N?QQUMPB
RM�?�SLGOSC�?LB�QRPMLE�QRPGLE��4FC�N?QQUMPB�GQ�?SRMK?RGA?JJW�ECLCP?RCB�?LB�QSAACQQDSJJW�QRMPCB�GL�RFC�ICW�PGLE�

Prerequisites:
9MS�F?TC�HSQR�GLQR?JJCB�?�LCU�AMLRPMJJCP�MP�SNEP?BCB�?L�CVGQRGLE�AMLRPMJJCP�DPMK !8 RM.� ��9MS�?PC�SQGLE
7 MPI@CLAFPSLLGLE�ML�?�0#�RF?R�GQ�AMLLCARCB�RM�RFC�LCRUMPI�RF?R�QCPTGACQ�RFC�AMLRPMJJCP�

Figur e 2. 0J?RDMPK�DSLARGMLQ�JGQRCB�GL�NJ?RDMPK]Q�.?T�#MLR?GLCP�6GCU

0J?RDMPK�-?L?ECKCLR .G?E?P?�0J?RDMPK�'SGBC
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��3RCN #MLLCAR�RM�RFC�AMLRPMJJCP�QR?RGML�SQGLE7 MPI@CLAF�

��3RCN %VN?LB#MLeE#MLeE� $PGTCPQ$PGTCPQ� 2B2B@KQ.CRUMPI@KQ.CRUMPI�

��3RCN 2GEFR
AJGAI(QOJ$@$?R?@?QC(QOJ$@$?R?@?QC?LB�AJGAI!AR!ARGMLQGMLQ� 0GLE0GLE��4FC�FC?JRF�NPMNCPRW�GQ�SNB?RCB�@?QCB�ML�RFC
NGLE�PCQSJRQ�

NOTE: 3R?PRGLE�GL.G?E?P?����� ��RFC(QOJ$@$?R?@?QCAMKNMLCLR�NPMNCPRGCQUse Encrypted
Connection � User Name ��?LB Password ?PC�PCNJ?ACB�UGRF�?�QGLEJCPrivileged Username
NPMNCPRW��4FC�(31,�B?R?@?QC�GQ�?SRMK?RGA?JJW�ECLCP?RCB�?LB�LMR�CBGR?@JC�MP�TGQG@JC��7FCL�SQGLE
(31, ��GD�RFC�QR?RGML�ICWPGLE�GQ�AMPPSNRCB��WMS�LCCB�RM�JM?B�?�@?AISN�QR?RGML��?Q�RFGQ�GLQR?LAC�MD
RFC(31, B?R?@?QC�GQ�LM�JMLECP�MNCP?RGML?J�

��3RCN 4M�?AACQQ�?�LCU�(331,�B?R?@?QC�GLQR?LAC�GL�RFC�.��QR?RGML��PGEFR
AJGAI�RFC�(QOJ$@$?R?@?QC�
L?TGE?RC�RM66GCUQGCUQ� 0P0PMNCPRW�3FCCRMNCPRW�3FCCR�
4FC�BCTGAC]Q�0PMNCPRW�3FCCR�MNCLQ�

��3RCN %LRCP�RFCUser Name ?Q SA ?LB�AJGAI3?TC3?TC�

��3RCN 2GEFR
AJGAI(QOJ$@$?R?@?QC(QOJ$@$?R?@?QC?LB�AJGAI!AR!ARGMLQGMLQ� 0GLE0GLE��4FC�FC?JRF�NPMNCPRW�GQ�SNB?RCB�@?QCB�ML�RFC
NGLE�PCQSJRQ�

0PMTGQGMLGLE�RM�?SRMK?RC�NJ?RDMPK�R?QIQ
0PMTGQGMLGLE�?NNJGCQ�RM�QS@MPBGL?RC�AMLRPMJJCPQ��UFGAF�?PC�PCNPCQCLRCB�GL�RFC3SNCPTGQMPQR?RGML�?Q�BCTGACQ
SLBCP�RFC.G?E?P?.CRUMPI.G?E?P?.CRUMPI��0PMTGQGMLGLE�DPMK�? 3SNCPTGQMPQR?RGML�?SRMK?RCQ�QMKC�NJ?RDMPK�R?QIQ�

4FCNiagara Provisioning Guide CVNJ?GLQ�FMU�RM�AMLeESPC�?LB�NPMTGQGML�PCKMRC�FMQRQ�

3MKC�NPMTGQGMLGLE�TGCUQ�NPMTGBCB�@W�?3SNCPTGQMP?PC�LC?PJW�GBCLRGA?J�RM�NJ?RDMPK�TGCUQ�BCQAPG@CB�GL�RFGQ
BMASKCLR��GLAJSBGLE�RFC3MDRU?P3MDRU?PC�-?L?ECPC�-?L?ECP?LB !NNJ!NNJGA?RGA?RGML�$GPGML�$GPCARMPCARMP��?LB�UMPI�GL�RFC�Q?KC�D?QFGML��)D�WMS�?PC
LCU�RM.G?E?P?��@CAMKC�D?KGJG?P�UGRF�RFC�BGPCAR�NJ?RDMPK�TGCUQ�BCQAPG@CB�GL�RFGQ�BMASKCLR��@CDMPC�SQGLE
NPMTGQGMLGLE�DPMK�? 3SNCPTGQMP�

.G?E?P?�0J?RDMPK�'SGBC 0J?RDMPK�-?L?ECKCLR

-?P AF��������� ��



0J?RDMPK�.?T�#MLR?GLCP�6GCU
4FC.?T�#MLR?GLCP�6.?T�#MLR?GLCP�6GCUGCUMNCLQ�CTCPW�RGKC�WMS�BMS@JC
AJGAI�RFC0J?RDMPK0J?RDMPKLMBC�GL�RFC�.?T�RPCC�MD�?�PCKMRC
AMLRPMJJCP�MP�0#�NJ?RDMPK�

4FGQ�TGCU�AMLR?GLQ�NJ?RDMPK�M@HCARQ��DSLARGMLQ	�RF?R�?PC�?T?GJ?@JC�@CDMPC�RFC�NJ?RDMPK�AMLR?GLQ�?�QR?RGML�

3MKC�M@HCARQ�?PC�MLJW�?T?GJ?@JC�GL�?�AMLRPMJJCP�QR?RGML�

` !NNJ!NNJGA?RGA?RGML�$GPGML�$GPCARMPCARMPK?L?ECQ�MLC�MP�KMPC�QR?RGML��9MS�SQC�RFGQ�M@HCAR�DMP�RPMS@JCQFMMRGLE�RFC�QR?RGML
AMLLCARGML�

` #CPR#CPRGeA?RC�-?L?ECKCLRGeA?RC�-?L?ECKCLRK?L?ECQ�RFC�QGELCB�0+)�ACPRGeA?RCQ�RF?R�QCASPC�AMKKSLGA?RGML�

` $GQRPG@SR$GQRPG@SRGML�&GJC�)LQR?JGML�&GJC�)LQR?JJCPJCPML�?�PCKMRC�FMQR�PCQRMPCQ�?�@?AISN�BGQRPG@SRGML���BGQR	�eJC�RM�RFC�R?PECR�NJ?RDMPK�
MP�GLQR?JJQ�?�AJC?L��BGQR�RF?R�PCQRMPCQ�?�AMLRPMJJCP�RM�?�LC?P
D?ARMPW�KGLGKSK�QR?RC�

` &GJC�4&GJC�4P?LQDCP�#JP?LQDCP�#JGCLRGCLRAMNGCQ�eJCQ�@CRUCCL�WMSP7 MPI@CLAF0#�?LB�?�PCKMRC�NJ?RDMPK��GL�CGRFCP�BGPCARGML	�

` ,CVGAML�)LQR?J,CVGAML�)LQR?JJCPJCPNPMTGBCQ�J?LES?EC�QSNNMPR�DMP7 MPI@CLAF�

` ,GACLQC�-?L?ECP,GACLQC�-?L?ECPK?L?ECQ�?�NJ?RDMPK]Q�JGACLQCQ�?LB�ACPRGeA?RCQ�

` 0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGMLAMLeESPCQ��NPMTGBCQ�QR?RSQ��?LB�CL?@JCQ�RFC�RPMS@JCQFMMRGLE�MD�RFC�NJ?RDMPK
B?CKML�

` 3MDRU?P3MDRU?PC�-?L?ECPC�-?L?ECPK?L?ECQ�RFC�QMDRU?PC�KMBSJCQ���H?PQ	�RF?R�QSNNMPR�RFC�DP?KCUMPI�

` 3R?R3R?RGML�#MNGCPGML�#MNGCPGLQR?JJQ��AMNGCQ	�?�QR?RGML�DPMK�WMSP7 MPI@CLAF5QCP�(MKC�RM�?�PCKMRC�NJ?RDMPK��MP�GD�?
3SNCPTGQMP��RM�RFC�JMA?J�0#]Q�B?CKML�5QCP�(MKC	��@?AIQ�SN��AMNGCQ	�?�QR?RGML�RM�WMSP7 MPI@CLAF5QCP
(MKC��?LB�NPMTGBCQ�MRFCP�QR?RGML�"/'�eJC�QCPTGACQ�

` 4#0�)0�#MLeESP?R4#0�)0�#MLeESP?RGMLGMLAMLeESPCQ�RFC�4#0�)0�QCRRGLEQ�DMP�RFC�NJ?RDMPK]Q�LCRUMPI�?B?NRCP�Q	�

` 2CKMRC�&GJC�3WQRCK2CKMRC�&GJC�3WQRCKNPMTGBCQ�PC?B
MLJW�?AACQQ�RM�DMJBCPQ�?LB�eJCQ�ML�RFC�PCKMRC�NJ?RDMPK��GLAJSBGLE�RFMQC
SLBCP�GRQ�QWQRCK�FMKC��3WQ�(MKC	�?LB�B?CKML�5QCP�(MKC�

%VNMPRGLE�RFC�.?T�#MLR?GLCP�6GCU
9MS�A?L�SQC�RFC�AMLRCLRQ�MD�RFC�.?T�#MLR?GLCP�6GCU�MSRQGBC�MD.G?E?P?NCPF?NQ�DMP�RP?GLGLE�MP�MRFCP�NSPNMQCQ�

Figur e 3. .?T�#MLR?GLCP�6GCU�DMP�?�0#�NJ?RDMPK

0J?RDMPK�-?L?ECKCLR .G?E?P?�0J?RDMPK�'SGBC
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Prerequisites:
9MS�?PC�UMPIGLE�GL7 MPI@CLAF?LB�?PC�AMLLCARCB�RM�?�JMA?J�MP�PCKMRC�NJ?RDMPK�

��3RCN $MS@JC
AJGAI�RFC0J?RDMPK0J?RDMPKLMBC�GL�RFC�.?T�RPCC�
4FC.?T�#MLR?GLCP�6.?T�#MLR?GLCP�6GCUGCUMNCLQ�

��3RCN #JGAI�RFC�JGQR�GAML��	�GL�RFC�SNNCP�PGEFR�AMPLCP�MD�RFC�TGCU�
4FC�JGQR�MNCLQ�UGRF�RUM�?ARGMLQ�2CQCR�#MJSKL�72CQCR�#MJSKL�7GBGBRRFQFQ?LB %VNMPR%VNMPR�

2CQCR�#MJSKL�72CQCR�#MJSKL�7GBGBRRFQFQ�RFC�BCD?SJR�?ARGML	�CL?@JCQ�?L�?PPMU�GAML�DMP�BP?EEGLE�RFC�UGBRF�MD�RFC
AMJSKLQ�

��3RCN 4M�CVNMPR�RFC�R?@JC��AJGAI%VNMPR%VNMPR�
4FC%VNMPR%VNMPRUGLBMU�MNCLQ�

4FC�BCD?SJR�?ARGML�GQ�RM�?�0$&�DMP�TGCUGLE�MSRQGBC�MD.G?E?P?�

��3RCN 3CJCAR�FMU�RM�SQC�RFC�CVNMPRCB�B?R?�SQGLE�RFC�P?BGM�@SRRMLQ�
3CJCARGLESave to file CL?@JCQ�RFC"P"PMUQCMUQCNPMNCPRW�?LB�@SRRML�

��3RCN 3CJCAR�RFC�?ARGML�DPMK�RFCSelect Exporter BPMN
BMUL�JGQR
4FC�AMLRCLRQ�MD�RFC3CRSN3CRSNR?@�AF?LECQ�@?QCB�ML�RFC�CVNMPRCP�WMS�QCJCAR��4FC�CVNMPRCP�UGRF�RFC
KMQR�3CRSN�MNRGMLQ�GQAX Table to CSV �

��3RCN )D�WMS�QCJCAR�!8�4?@JC�RM�#36��AMLePK�MP�AF?LEC�RM�QCRSN�MNRGMLQ�?LB�AJGAI/+/+ �
#JGAIGLE/+/+ ML�RFGQ�UGLBMU�GQ�RFC�Q?KC�?Q�AJGAIGLE/+/+ ML�RFC%VNMPR%VNMPRUGLBMU��4FC�DP?KCUMPI
NCPDMPKQ�RFC�PCOSCQRCB�?ARGML�

.G?E?P?�0J?RDMPK�'SGBC 0J?RDMPK�-?L?ECKCLR
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Chapter 2. Platform and station file
systems
$SPGLE�GLQR?JJ?RGML�?LB�NJ?RDMPK�AMKKGQQGMLGLE��RFC�QMDRU?PC�BGDDCPCLRG?RCQ�@CRUCCL�RUM�RWNCQ�MD�eJCQ�?LB
QRMPCQ�RFCK�GL�QCN?P?RC�JMA?RGMLQ��FMKCQ	�@?QCB�SNML�RFC�AMLRCLR�MD�RFC�eJCQ��AMLeESP?RGML�?LB�PSLRGKC�B?R?�

#MLeESP?RGML�B?R?��UFGAF�A?L�@W�AF?LECB�@W�SQCPQ��GLAJSBC�QR?RGMLQ��RCKNJ?RCQ��PCEGQRPW��JMEQ��?LB�MRFCP�B?R?�
2SLRGKC�B?R?�GLAJSBC�AMPC�QMDRU?PC�KMBSJCQ��RFC�*2%��?LB�@GL?PW�CVCASR?@JCQ��-?GLR?GLGLE�QCN?P?RC�eJC
JMA?RGMLQ�CLF?LACQ�QCASPGRW�@W�BCLWGLE�ECLCP?J�?AACQQ�RM�PSLRGKC�eJCQ��PSLRGKC�DMJBCPQ�?PC�PC?B
MLJW	�?LB
?JJMUGLE�C?AF�SQCP�?AACQQ�RM�MLJW�RFCGP�NCPQML?J�AMLeESP?RGML�eJCQ�

-SJ RGNJC�FMKC�BGPCARMPGCQ�QCPTC�RM�QCN?P?RC�AMLeESP?RGML�?LB�PSLRGKC�B?R?��%?AF�NJ?RDMPK�F?Q�?�5QCP�(MKC
DMP�AMLeESP?RGML�B?R?�?LB�?�3WQRCK�(MKC��3WQ�(MKC	�DMP�PSLRGKC�B?R?��3CTCP?J�MRFCP�DMJBCPQ�SLBCP�RFCQC
FMKCQ�QCPTC�QNCAGeA�DSLARGMLQ�

4FC�NJ?RDMPK]Q�3WQRCK�(MKC��3WQ�(MKC	�GQ�QMKCRGKCQ�GBCLRGeCB�@W�GRQ�?JG?Q��LG?E?P?>FMKC��)R�F?Q�?security
QS@DMJBCP�RF?R�AMLR?GLQ�JGACLQC�eJCQ�?LB�JGACLQC�ACPRGeA?RCQ��%VACNR�UFCL�GR�GQ�RGKC�RM�SNEP?BC��RFC�3WQRCK
(MKC]Q�PSLRGKC�eJCQ�?PC�PC?B
MLJW�

4FC�NJ?RDMPK]Q�5QCP�(MKCQ�AMLR?GL�?JJ�AMLeESP?@JC�B?R?��2CDCPPCB�RM�@W�RFC�?JG?Q�LG?E?P?>SQCP>FMKC��RFC
QCN?P?RGML�MD�RFCQC�eJCQ�DPMK�RFC�PSLRGKC�eJCQ�QRMPCB�GL�RFC�3WQRCK�(MKC�DMJBCP�GQ�LCU�GL.G?E?P?����4FC
GKN?AR�MD�RFGQ�AF?LEC�GQ�KMQRJW�DCJR�UFCL�K?LGNSJ?RGLE�QR?RGMLQ��7FCL7 MPI@CLAFAPC?RCQ�?�LCU�QR?RGML��GR�NSRQ
RFC�QR?RGML�GL�RFC�NJ?RDMPK]Q�5QCP�(MKC�BGPCARMPW��4M�QR?PR.G?E?P?��RFC�QR?RGML�KSQR�@C�AMNGCB�DPMK�RFC�QR?RGML
5QCP�(MKC�RM�RFC�NJ?RDMPK]Q�B?CKML�5QCP�(MKC�

$SC�RM�?NNJGA?RGML�BGDDCPCLACQ��RFCPC�?PC�QMKC�KGLMP�BGDDCPCLACQ�@CRUCCL�RFC�AMKNJCRC�JGQR�MD�eJCQ�GL�?�SQCP]Q
5QCP�(MKC�?LB�RFC�B?CKML]Q�5QCP�(MKC��&MP�GLQR?LAC�daemon.properties MLJW�CVGQRQ�GL�RFC�B?CKML]Q
5QCP�(MKC�?LBnavTree.xml MLJW�CVGQRQ�GL�RFC�JMEECB�GL�SQCP]Q�5QCP�(MKC�

3SNCPTGQMP�FMKCQ
4FC�FMKCQ�ML�?3SNCPTGQMPMP�CLEGLCCPGLE�UMPIQR?RGML�QSNNMPR�QSNCPTGQMPW�DSLARGMLQ�

3SNCPTGQMP�FMKCQ�GLAJSBC�

` !�3WQ�(MKC��UFGAF�AMLR?GLQ�PSLRGKC�eJCQ��QSAF�?Q�AMPC�QMDRU?PC�KMBSJCQ��RFC�*2%��?LB�@GL?PW
CVCASR?@JCQ�

` !�5QCP�(MKC�DMP�C?AF�SQCP��4FCQC�?PC�ILMUL�?Q7 MPI@CLAF5QCP�(MKCQ��4FCW�AMLR?GL�QR?RGML
AMLeESP?RGML�B?R?��GLAJSBGLE�MNRGML�eJCQ��?LB�PCEGQRPGCQ�

` !�NJ?RDMPK�B?CKML�5QCP�(MKC��UFGAF�AMLR?GLQ�RFC�3SNCPTGQMP�QR?RGML�?LB�NJ?RDMPK�AMLeESP?RGML�B?R?�

` 4UM�QR?RGML�FMKCQ��?�0PMRCARCB�3R?RGML�(MKC�?LB�?�3R?RGML�(MKC��4FCQC�?PC�JMA?RCB�ML�RFC�AMKNSRCP]Q
BPGTC�#�

.G?E?P?�0J?RDMPK�'SGBC 0J?RDMPK�?LB�QR?RGML�DGJC�QWQRCKQ
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4FC�CV?KNJC�?@MTC�QFMUQ�RFC�eJC�QWQRCK�DMP.G?E?P?��3SNCPTGQMPPSLLGLE�ML�?�7GLBMUQ�0#��)L�RFC�CV?KNJC�
RFC�?ARS?J�JMA?RGML�MD�RFC�3WQRCK�(MKC�DMJBCP�ML�RFGQ�0#�GQ�

C:\niagara\niagara-4.7.109.14 �

4FC�DMJJMUGLE�R?@JC�NPMTGBCQ�?�QSKK?PW�MD�RFC3SNCPTGQMPMP�CLEGLCCPGLE�UMPIQR?RGML�FMKCQ�UGRF�QFMPRASR
GLDMPK?RGML�

Home in
the
7 MPI@CLAF
Nav tr ee

Home in the
Platform
Administration
view

.G?E?P?�� alias Windows folder location and contents File ORD
shortcut

-W�(MQR-W�(MQR�
-W�&GJC-W�&GJC
3WQRCK3WQRCK�
3WQ�(MKC3WQ�(MKC

3WQRCK�(MKC3WQRCK�(MKC LG?E?P?>FMKC C:\niagara\niagara- <4.x.xx >

UFCPC<4.x.xx > GQ�RFC�QMDRU?PC�TCPQGML�RF?R�AMLR?GLQ
CVCASR?@JC�?LB�QMDRU?PC�eJCQ�

���?Q�GL
Niagara4.x 	

-W�(MQR-W�(MQR�
-W�&GJC-W�&GJC
3WQRCK3WQRCK�
5QCP�(MKC5QCP�(MKC

.�! LG?E?P?>SQCP>FMKC C:\Users\ <username >\ .� - <4.x.xx >\ RPGBGSK

UFCPC�

\��SLGOSC�RM
.G?E?P?��	

Figur e 4. %V?KNJC�3WQ�(MKC��LG?E?P?>FMKC	�ML�?3SNCPTGQMPNJ?RDMPK
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Home in
the
7 MPI@CLAF
Nav tr ee

Home in the
Platform
Administration
view

.G?E?P?�� alias Windows folder location and contents File ORD
shortcut

<username > GQ�WMSP�L?KC�RM�GBCLRGDW�WMS�?Q�RFC�SQCP�MD
WMSP�AMKNSRCP�

<4.x.xx > GQ�?�QMDRU?PC�TCPQGML�

4FC7 MPI@CLAF5QCP�(MKC�DMP�C?AF�FSK?L�SQCP�AMLR?GLQ
RF?R�SQCP]Q�SLGOSC�AMLeESP?RGML�eJCQ�

shared
DMJBCP

.�! QR?RGML>FMKC C:\Users\ <username >\ .� - <4.x >\ RPGBGSK\shared

UFCPC�

<username > GQ�WMSP�L?KC�RM�GBCLRGDW�WMS�?Q�RFC�SQCP�MD
WMSP�AMKNSRCP�

<4.x.xx > GQ�?�QMDRU?PC�TCPQGML�

=��?Q�GL
Niagara4.x 	

stations
DMJBCP

.�! NPMRCARCB>QR?RGML>FMKCC:\ProgramData\ .� - <4.x >\ RPGBGSK\stations\<stationName> ==��SLGOSC�RM
.G?E?P?��	

.�! 5QCP�(MKC5QCP�(MKC LG?E?P?>SQCP>FMKC C:\ProgramData\Niagara4.x\<brand>

0J?RDMPK�B?CKML�SQCP�FMKC��LML
FSK?L�SQCP	�FMJBQ
NJ?RDMPK�B?CKML�AMLeESP?RGML�eJCQ��2COSGPCQ�?�JMA?J
NJ?RDMPK�AMLLCARGML�RM�TGCU�GL�RFC0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGML

TGCU�

\��SLGOSC�RM
.G?E?P?��	

#MLRPMJJCP�FMKCQ
!�AMLRPMJJCP�F?Q�MLC�3WQRCK�(MKC�?LB�MLC�5QCP�(MKC��4FC�3WQRCK�(MKC�ML�?�AMLRPMJJCP�?NNC?PQ�?Q3WQRCK3WQRCK
(MKC(MKC GL�RFC0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGMLTGCU�

.G?E?P?�0J?RDMPK�'SGBC 0J?RDMPK�?LB�QR?RGML�DGJC�QWQRCKQ

-?P AF��������� ��



�� )BCLRGeCQ�?�AMLRPMJJCP]Q�3WQRCK�(MKC��?JG?Q��LG?E?P?>FMKC	�GL�@MRF�RFC�.?T�RPCC�?LB�RFC0J?RDMPK0J?RDMPK
!BKGLGQRP?R!BKGLGQRP?RGMLGMLTGCU��)L�RFC�.?T�RPCC��WMS�eLB�RFC�AMLRPMJJCP]Q�3WQRCK�(MKC�@W�CVN?LBGLE0J?RDMPK0J?RDMPK�
2CKMRC�&GJC�3WQRCK2CKMRC�&GJC�3WQRCK��4FC�?ARS?J�JMA?RGML�MD�RFC�3WQRCK�(MKC�DMJBCP�DMP�?�AMLRPMJJCP�GQ�/opt/niagara �

�� )BCLRGeCQ�RFC�AMLRPMJJCP]Q�5QCP�(MKC�MP�B?CKML�5QCP�(MKC��?JG?Q��LG?E?P?>SQCP>FMKC	�RF?R�AMLR?GLQ�RFC
GLQR?JJCB�?LB�PSLLGLE�QR?RGML�?LB�MRFCP�AMLeESP?RGML�eJCQ��4FC�?ARS?J�DMJBCP�DMP�RFC�B?CKML�5QCP�(MKC�GQ�
/home/niagara �

Home in the
Platform
Administration view

Home in the
Platform
Administration
view

.G?E?P?�� alias OFD location and contents File ORD shortcut

0J?RDMPK0J?RDMPK� 2CKMRC2CKMRC

&GJC�3WQRCK&GJC�3WQRCK� 3WQ3WQ
(MKC��2C?B�/LJW	(MKC��2C?B�/LJW	

3WQRCK�(MKC3WQRCK�(MKC LG?E?P?>FMKC /opt/niagara

#MLR?GLQ�MNCP?RGLE�QWQRCK�B?R?�

���?Q�GL
Niagara4.x 	

0J?RDMPK0J?RDMPK� 2CKMRC2CKMRC

&GJC�3WQRCK&GJC�3WQRCK� 5QCP5QCP
(MKC��2C?B�/LJW	(MKC��2C?B�/LJW	

5QCP�(MKC5QCP�(MKC LG?E?P?>SQCP>FMKC/home/niagara #MLR?GLQ�AMLeESP?RGML�B?R?�?LB
RFC�GLQR?JJCB�?LB�PSLLGLE�QR?RGML�

\��SLGOSC�RM
.G?E?P?��	

7 GLBMUQ�SQCP�FMKCQ
&MP�QCASPGRW�PC?QMLQ��C?AF�NCPQML�RF?R�GQ�?�SQCP�MD�?�7GLBMUQ�NJ?RDMPK��F?Q�RFCGP�MUL�SQCP�FMKC��4FGQ�KC?LQ
RF?R�C?AF3SNCPTGQMPNJ?RDMPK�F?Q�?R�JC?QR�RUM�SQCP�FMKC�JMA?RGMLQ�7 MPI@CLAF5QCP�(MKC��DMP�NCMNJC	��?LB�?
NJ?RDMPK�B?CKML�5QCP�(MKC��DMP�RFC�B?CKML�QCPTCP�NPMACQQCQ	�

Figur e 5. #MLRPMJJCP�3WQRCK�(MKC��LG?E?P?>FMKC�	�?LB�5QCP�(MKC��LG?E?P?>SQCP>FMKC	�JMA?RGMLQ

0J?RDMPK�?LB�QR?RGML�DGJC�QWQRCKQ .G?E?P?�0J?RDMPK�'SGBC
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4FC3SNCPTGQMPCLEGLCCPGLE�UMPIQR?RGML�RF?R�GQ�JGACLQCB�RM�PSL�?�QR?RGML�F?Q�?�B?CKML�5QCP�(MKC��4FC�B?CKML
GQ�?�QCPTCP�NPMACQQ�?LB�PCNPCQCLRQ�?��LML
FSK?L	�SQCP�RF?R�K?L?ECQ�RFC3SNCPTGQMP]Q�PSLLGLE�QR?RGML��4FC
3SNCPTGQMP]Q�B?CKML�5QCP�(MKC�AMLR?GLQ�B?CKML
QNCAGeA�AMLeESP?RGML�GLDMPK?RGML��4FC�?ARS?J�JMA?RGML�MD�RFC
3SNCPTGQMP]Q�B?CKML�SQCP�FMKC�GQC:\ProgramData\Niagara4.x\<brand> ��4FC�NJ?RDMPK�B?CKML�GQ
GLQR?JJCB�RM�RFGQ�JMA?RGML�?LB�QR?PRCB�DPMK�RFGQ�JMA?RGML�?Q�?�7GLBMUQ�QCPTGAC�

)L .G?E?P?��RFC�GLQR?JJ?RGML�UGX?PB�NPMTGBCQ�RFC�BCD?SJR�B?CKML�5QCP�(MKC�JMA?RGML��UFGAF�WMS�A?L�AF?LEC�GD
WMS�UGQF��)L�RFC�QRCN�RM�QCJCAR�RFC�B?CKML�5QCP�(MKC�JMA?RGML�WMS�F?TC�RFC�MNRGML�RM�CGRFCP�?AACNR�RFC
BCD?SJR�JMA?RGML�MP�QNCAGDW�?L�?�BGDDCPCLR�JMA?RGML�

CAUTION: 4FC�B?CKML�?LB7 MPI@CLAF5QCP�(MKCQ�?PC�GLRCLBCB�RM�@C�GLQR?JJCB�GL�BGQRGLARJW�QCN?P?RC
JMA?RGMLQ��4FGQ�QCN?P?RGML�MD�FMKCQ�GQ�DMP�QCASPGRW�PC?QMLQ�@SR�GR�?JQM�NPCTCLRQ�ACPR?GL�SLGLRCLBCB�PCQSJRQ��&MP
CV?KNJC��UFCL�RFC�RUM�FMKCQ�?PC�GLQR?JJCB�GL�RFC�Q?KC�JMA?RGML�RFC3R?R3R?RGML�#MNGCPGML�#MNGCP@CAMKCQ�SL?T?GJ?@JC��?LB
WMS�UGJJ�LMR�@C�?@JC�RM�K?IC�?�NMPR?@JC�AMNW�MD�RFC�QR?RGML�

)L�?BBGRGML�RM�RFGQ�B?CKML�5QCP�(MKC��?�7GLBMUQ�FMQR�F?Q�?�QCN?P?RC7 MPI@CLAF5QCP�(MKC�DMP�C?AF�NCPQML
�MNCP?RMP��?BKGLGQRP?RMP	�UFM�JMEQ�GL�UGRF�APCBCLRG?JQ�RM�?�7GLBMUQ
@?QCB�NJ?RDMPK�JGACLQCB�DMP7 MPI@CLAF�
KC?LGLE�?3SNCPTGQMPMP�CLEGLCCPGLE�UMPIQR?RGML��!LW�EGTCL�0#�MP�UMPIQR?RGML�F?Q�?R�JC?QR�MLC��?LB�K?W
AMLR?GL�KSJRGNJC7 MPI@CLAF5QCP�(MKCQ�

%?AF�NCPQML]Q7 MPI@CLAF5QCP�(MKC�GQ�?T?GJ?@JC�GL�RFC�.?T�RPCC�?Q�?�LMBC�SLBCP-W�(MQR-W�(MQR� -W�&GJC�3WQRCK-W�&GJC�3WQRCK
?LB�AMLR?GLQ�SLGOSC�AMLeESP?RGML�GLDMPK?RGML�RF?R�GQ�LMR�QF?PCB��4FGQ�GQ�UFCPC�RM�eLB�?LW�LCU7 MPI@CLAF
QR?RGML��?Q�UCJJ�?Q�?LW�PCKMRC�QR?RGML�@?AISNQ��RCKNJ?RCQ�?LB�MRFCP�AMLeESP?RGML�eJCQ��4FC�?ARS?J�JMA?RGML�MD
C?AF�NCPQML]Q�5QCP�(MKC�GQ�GL�RFCNiagara4.x DMJBCP�SLBCP�WMSP�7GLBMUQUser ?AAMSLR�

4M�QCC�@MRF�RWNCQ�MD�5QCP�(MKCQ�ML�RFC�Q?KC�TGCU��MNCL�?�JMA?J�NJ?RDMPK�AMLLCARGML�RM�WMSP3SNCPTGQMP0#�
CVN?LB-W�&GJC�3WQRCK-W�&GJC�3WQRCKGL�RFC�.?T�RPCC��?LB�BMS@JC
AJGAI�ML�RFC0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGMLTGCU�

�� )BCLRGeCQ�RFC7 MPI@CLAF5QCP�(MKC�

�� )BCLRGeCQ�RFC�B?CKML�5QCP�(MKC�

7FCL�WMS�ePQR�GLQR?JJ.G?E?P?��ML�WMSP�0#�?LB�QR?PR�RFC�B?CKML��@W�AFMMQGLE�RFC�GLQR?JJ�MNRGMLInstall and
Start Platform Daemon on installation 	��RFC�GLQR?JJ?RGML�NPMEP?K�APC?RCQ�RFGQ�B?CKML�5QCP�(MKC
�Niagara4.0 DMJBCP	��)LGRG?JJW��GR�AMLR?GLQ�?L�CKNRWstations QS@
DMJBCP��SLRGJ�WMS�AMNW�?�QR?RGML�RM�GR�

Figur e 6. ,MA?J�NJ?RDMPK�AMLLCARGML�RM�?�3SNCPTGQMP�QR?RGML�UGRF 7 MPI@CLAF?LB�B?CKML�5QCP�(MKCQ

.G?E?P?�0J?RDMPK�'SGBC 0J?RDMPK�?LB�QR?RGML�DGJC�QWQRCKQ
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9MS�A?L�BM�RFGQ�QR?RGML�AMNW�GL�BGDDCPCLR�U?WQ��)L.G?E?P?����WMS�A?L�JCR�RFC.CU�3R?R.CU�3R?RGMLGMLUGX?PB�GLGRG?RC�RFGQ
AMNW�DPMK�GRQ�J?QR�&GLGQF�QRCN��/P��?Q�LCCBCB��WMS�A?L�K?LS?JJW�MNCL�?�JMA?J�NJ?RDMPK�AMLLCARGML�?LB�SQC�RFC
3R?R3R?RGML�#MNGCPGML�#MNGCP�

4FC�?ARS?J�JMA?RGML�MD�C?AF�SQCP]Q�FMKC�DMJBCP�GQ�SLBCP�RF?R�SQCP]Q�NCPQML?J�7GLBMUQ�?AAMSLR��3MKC�CV?KNJC
7 MPI@CLAFSQCP�FMKC�JMA?RGMLQ�?PC�

C:\Users\John\Niagara4.x\<brand>

C:\Users\Mike\Niagara4.x\<brand>

UFCPC�^*MFL_�?LB�^-GIC_�?PC�QCN?P?RC�7GLBMUQ�SQCP�?AAMSLRQ��4FC�ePQR�RGKC�?�7GLBMUQ�SQCP�QR?PRQ
7 MPI@CLAF��RFC�QWQRCK�?SRMK?RGA?JJW�APC?RCQ�RF?R�SQCP]Q�SLGOSC�5QCP�(MKC�DMJBCP�

4FC�NCPQML�RF?R�GLQR?JJQ.G?E?P?��ML�?�0#�?AOSGPCQ�RFC�ePQR�QSAF�5QCP�(MKC��)D�LM�MRFCP�7GLBMUQ�SQCPQ�JME�ML
RM�RF?R�0#��RFGQ�K?W�@C�RFC�MLJW7 MPI@CLAF5QCP�(MKC�ML�RFC�NJ?RDMPK��(MUCTCP��GD�?LMRFCP�NCPQML�JMEQ�ML�RM
7 GLBMUQ�ML�RF?R�AMKNSRCP�?LB�QR?PRQ7 MPI@CLAF��RF?R�SQCP�?JQM�?AOSGPCQ�RFCGP�MUL7 MPI@CLAF5QCP�(MKC�

4FC�DMJJMUGLE�eESPC�QFMUQ�?L�CV?KNJC7 MPI@CLAFSQCP�FMKC�JMA?RGML�GL�7GLBMUQ�%VNJMPCP�

Figur e 7. %V?KNJC�MD�?�B?CKML�5QCP�(MKC�JMA?RGML�GL�7GLBMUQ�%VNJMPCP

0J?RDMPK�?LB�QR?RGML�DGJC�QWQRCKQ .G?E?P?�0J?RDMPK�'SGBC
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3R?RGML�FMKCQ
.G?E?P?��SQCQ�RFC�*?T?3CASPGRW�-?L?ECP3CASPGRW�-?L?ECPRM�NPMRCAR�?E?GLQR�K?JGAGMSQ�?ARMPQ�UFM�K?W�?RRCKNR�RM�?AACQQ
QR?RGML�MP�NJ?RDMPK�B?R?�?LB�!0)Q��4FC3CASPGRW�-?L?ECP3CASPGRW�-?L?ECPSQCQ�QGELCB�NMJGAW�eJCQ�RF?R�QNCAGDW�RFC�NCPKGQQGMLQ�RM
@C�EP?LRCB�DMP�?AACQQ�RM�AMBC�DPMK�T?PGMSQ�QMSPACQ��)LAJSBCB�?PC�RGEFRCP�AMLRPMJQ�?@MSR�UFGAF�?NNJGA?RGMLQ
F?TC�?AACQQ�RM�N?PRQ�MD�RFC�eJC�QWQRCK��4UM�DMJBCPQ�SLBCP�RFC7 MPI@CLAF5QCP�(MKC�QCPTC�RM�NPMRCAR�QCLQGRGTC
B?R?�UFGJC�?JJMUGLE�?SRFMPGXCB�?AACQQ�RM�B?R?�RF?R�A?L�@C�QF?PCB�

` 4FCstations QS@
DMJBCP��MRFCPUGQC�ILMUL�?Q�RFC�0PMRCARCB�3R?RGML�(MKC��?JG?Q�
NPMRCARCB>QR?RGML>FMKC	�AMLR?GLQ�RFC�PSLLGLE�QR?RGML]Q�eJC�QWQRCK��?LB�K?W�@C�?AACQQCB�MLJW�@W�AMPC
.G?E?P?QMDRU?PC�KMBSJCQ��3R?RGML�GRCKQ�RF?R�?PC�?JU?WQ�GL�0PMRCARCB�3R?RGML�(MKC��RF?R�GQ��GRCKQ�RF?R�?PC
LMR�SLBCP�RFCshared QS@
DMJBCP�GLAJSBC�RFC�DMJJMUGLE�DMJBCPQ��?Q�?NNJGA?@JC�

` alarm

` history

` niagaraDriver_nVirtual

` provisioningNiagara

` dataRecovery

!J J�eJCQ�GL�RFCstations DMJBCP�PMMR��AMLeE�@ME��AMLeE�@?AISN�RGKCQR?KN�@ME��CRA�	�?PC�?JU?WQ�GL�RFC
0PMRCARCB�3R?RGML�(MKC��&MP�RFGQ�PC?QML��GL.G?E?P?��GR�GQ�LM�JMLECP�LCACQQ?PW�RM�@J?AIJGQR�MP�UFGRCJGQR
QR?RGML�eJCQ�MP�DMJBCPQ�

` 4FCshared QS@
DMJBCP��MRFCPUGQC�ILMUL�?Q�RFC�3R?RGML�(MKC��?JG?Q��QR?RGML>FMKC	��?JJMUQ�?JJ�KMBSJCQ�RM
F?TC�PC?B��UPGRC��?LB�BCJCRC�NCPKGQQGMLQ�

4FC�?JG?Q�QR?RGML>FMKC�PCR?GLQ�RFC�Q?KC�eJC�/2$�QFMPRASR��=	�?Q�SQCB�GL.G?E?P?!8bMLJW�GL.G?E?P?��GR
NMGLRQ�RM�RFC�QR?RGML]Qshared QS@
DMJBCP�

Figur e 8. %V?KNJC�MD�?L�?SRMK?RGA?JJW
APC?RCB7 MPI@CLAF5QCP�(MKC�GL�7GLBMUQ�%VNJMPCP

.G?E?P?�0J?RDMPK�'SGBC 0J?RDMPK�?LB�QR?RGML�DGJC�QWQRCKQ
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!8 station folder .� station folder

!Q�QFMUL�GL�RFC�eESPCQ�?@MTC��AMKN?PGLE�?L!8 QR?RGML�eJC�DMJBCP�QRPSARSPC��JCDR�QGBC	�RM�RFC�Q?KC�QR?RGML
KGEP?RCB�RM.G?E?P?����?�LSK@CP�MD�DMJBCPQ�?PC�SLBCP�RFGQshared QS@
DMJBCP��)LAJSBCB�?PC�DMJBCPQ�?LB�eJCQ
SQCB�GL�EP?NFGA?J��0V	�TGCUQ�MP�L?TGE?RGML��QSAF�?Q�GK?ECQ��NV��L?T�?LB�QM�ML��-MBSJCQ�RF?R�?PC�NPCTCLRCB�DPMK
UPGRGLE�RM�RFC�QR?RGML�PMMR�@W�RFC3CASPGRW�-?L?ECP3CASPGRW�-?L?ECPKSQR�UPGRC�RM�RFCshared QS@
DMJBCP�

Figur e 9. %V?KNJC.G?E?P?!8 QR?RGML�eJC�DMJBCPQ�AMKN?PCB�RM.G?E?P?��QR?RGML�eJC�DMJBCPQ

0J?RDMPK�?LB�QR?RGML�DGJC�QWQRCKQ .G?E?P?�0J?RDMPK�'SGBC
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!Q�QFMUL�GL�?�QR?RGML�PSLLGLE�?@MTC��RFC�3R?RGML�(MKC��?JG?Q��QR?RGML>FMKC	�eJC�/2$��=	�LMU�NMGLRQ�RM�RFC
AMLRCLRQ�MD�RFCshared QS@
DMJBCP��/R FCP�GRCKQ�GL�NPMRCARCB�3R?RGML�(MKC�?PC�LM�JMLECP�?AACQQG@JC�MP�TGQG@JC�

3F?PCB�DGJC�QRP?RCEW
!�QF?PGLE�QRP?RCEW�K?ICQ�GR�NMQQG@JC�DMP�KSJRGNJC�SQCPQ�MD�?�QGLEJC3SNCPTGQMPMP�CLEGLCCPGLE�UMPIQR?RGML�RM
QF?PC�QR?RGML�eJCQ�GLAJSBGLE�@?AISNQ��4FGQ�RWNC�MD�QF?PGLE�GQ�BGDDCPCLR�DPMK�RFCshared QR?RGML�QS@
DMJBCP��4FGQ
GQ�?�DMJBCP�WMS�APC?RC�DMP�RFC�NSPNMQC�MD�QF?PGLE�@?AISNQ�?LB�BGQRPG@SRGML�eJCQ�

)D�KSJRGNJC�NCMNJC�JME�GL��BGDDCPCLRJW	�RM�7GLBMUQ�ML�?.G?E?P?��FMQR�?LB�SQC7 MPI@CLAF��C?AF�NCPQML�F?Q
RFCGP�MUL�QCN?P?RC7 MPI@CLAF5QCP�(MKC�

7 GLBMUQ�SQCPQ�PCOSGPC�NCPKGQQGMLQ�RM�?AACQQ�MRFCP�SQCPQ]�eJCQ��WCR�GR]Q�NMQQG@JC�RF?R�BGDDCPCLR�SQCPQ�MD�?�QWQRCK
�3SNCPTGQMPMP�CLEGLCCPGLE�UMPIQR?RGML	�K?W�LCCB�RM�QF?PC�GRCKQ��QSAF�?Q�QR?RGML�@?AISNQ��QR?RGML�AMNGCQ�
Q?TCB�RCKNJ?RC�eJCQ��?LB�QM�ML��3SAF�GRCKQ�K?W�@C�GL�KSJRGNJC7 MPI@CLAF5QCP�(MKC�JMA?RGMLQ�GL.G?E?P?���

4FCPCDMPC��GL�QMKC�QACL?PGMQ�WMS�K?W�LCCB�RM�CQR?@JGQF�?�QF?PGLE�QRP?RCEW��NCPF?NQ�PC
AMNWGLE�QSAF�GRCKQ�RM�?
AMKKMLJW
?AACQQG@JC�DMJBCP�JMA?RGML�ML�RFC.G?E?P?��7 GLBMUQ�0#��&MP�CV?KNJC��WMS�KGEFR�APC?RC�?�QF?PCB
DMJBCP�SLBCP�RFC.G?E?P?��3WQRCK�(MKC�JMA?RGML��RFC7 MPI@CLAF5QCP�(MKC�GQ�LMR�QF?PC?@JC	�

Figur e 10. &GJC�/2$�DMP�RFC�3R?RGML�(MKC�GL.G?E?P?��LMU�NMGLRQ�RM�RFC�QF?PCB�DMJBCP

.G?E?P?�0J?RDMPK�'SGBC 0J?RDMPK�?LB�QR?RGML�DGJC�QWQRCKQ
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2SLLGLE�?�QR?RGML�DPMK�RFC7 MPI@CLAF5QCP�(MKC
)LQRC?B�MD�PSLLGLE�?�QR?RGML�MSR�MD�RFC�B?CKML5QCP�(MKC5QCP�(MKC��WMS�A?L�PSL�?�QR?RGML�BGPCARJW�DPMK�WMSP7 MPI@CLAF
5QCP�(MKC5QCP�(MKC�MSRQGBC�MD�LMPK?J�NJ?RDMPK�B?CKML�AMLRPMJ	�

9MS�BM�RFGQ�SQGLE�RFC.G?E?P?AMLQMJC�AMKK?LB�

QR?RGMLQR?RGML.?KC

4FGQ�GQ�LMR�?�PCAMKKCLBCB�U?W�RM�PSL�?�NPMBSARGML�QR?RGML��@SR�GLQRC?B�KMPC�MD�?�BCTCJMNCP�SRGJGRW�RF?R�?JJMUQ
OSGAI�?AACQQ�RM�QR?RGML�BC@SE�KCQQ?ECQ�GL�RFC�AMLQMJC�UGLBMU��)D�WMS�PSL�RFC�QR?RGML�RFGQ�U?W��@C�KGLBDSJ�MD
NMQQG@JC�NMPR�AMLfGARQ�UGRF�?LW�MRFCP�QR?RGML�RF?R�RFC�B?CKML�SQCP�K?W�@C�PSLLGLE�JMA?JJW��GL�B?CKML5QCP5QCP
(MKC(MKC 	��KC?LGLE�&MV�NMPRQ��7C@�NMPRQ��?LB�QM�ML�

0J?RDMPK�?LB�QR?RGML�DGJC�QWQRCKQ .G?E?P?�0J?RDMPK�'SGBC

�� -?P AF���������



Chapter 3. Application Dir ector (station
management)

4FC!NNJ!NNJGA?RGA?RGML�$GPGML�$GPCARMPCARMP� 	�GQ�RFC�NJ?RDMPK�TGCU�SQCB�RM�QR?PR�?LB�QRMN�?�QR?RGML�PSLLGLE�GL�?LW�FMQR��UFCRFCP
?�PCKMRC�AMLRPMJJCP��?�JMA?J��MP�?�PCKMRC3SNCPTGQMP0#	�

4FC�RCPK?NNJGA?RGMLPCDCPQ�RM�?L�GLQR?JJCB�QR?RGML��)L�?BBGRGML�RM�QR?PRGLE�?LB�QRMNNGLE��WMS�SQC�RFC!NNJ!NNJGA?RGA?RGMLGML
$GP$GPCARMPCARMPRM�CV?KGLC�QR?LB?PB�QR?RGML�MSRNSR��DMP�RPMS@JCQFMMRGLE�?LB�BC@SE�NSPNMQCQ��&PMK�GR��WMS�BCeLC�?
QR?RGML]Q�PCQR?PR�QCRRGLEQ��NJSQ�F?TC�?AACQQ�RM�MRFCP�QR?RGML�?ARGMLQ�

)D��UFCL�WMS�MNCL�RFC!NNJ!NNJGA?RGA?RGML�$GPGML�$GPCARMPCARMPWMS�A?LLMR�QCC�RFC�QR?RGML�PMU��BP?E�BMUL�RFC�FMPGXMLR?J�QN?AC�HSQR
?@MTC�RFC�B?CKML�MSRNSR�

%TCPW�����QCAMLBQ��RFC�NJ?RDMPK�B?CKML�DCRAFCQ�B?R?�?@MSR�RFC�QR?RGML�Q	�?LB�SNB?RCQ�RFC!NNJ!NNJGA?RGA?RGMLGML
$GP$GPCARMPCARMP�

4FC�QR?RGML�Q$CR?GJQ$CR?GJQAMJSKL�GLBGA?RCQ�UFGAF�RWNCQ�MD�AMLLCARGMLQ��?LB�RFCGP�AMPPCQNMLBGLE�NMPRQ	�?PC
QSNNMPRCB�@W�RFC�QR?RGML�DMP�AMLLCARGLE�RM�GR��&MP�?LW�AMLLCARGML�RWNCQ�QSNNMPRCB�@W�RFC�QR?RGML��?�NMPR�T?JSC
UGJJ�@C�QNCAGeCB��DMP�CV?KNJC���L�?��KC?LQ�RF?R�RFC�AMLLCARGML�RWNC�GQ�LMR�CL?@JCB�@W�RFC�QR?RGML�

4FC�MNRGMLQ�?LB�@SRRMLQ�ML�RFC�PGEFR�NCPDMPK�?�T?PGCRW�MD�QR?RGML�DSLARGMLQ�

Figur e 11. !NNJGA?RGML�$GPCARMP�TGCU��JMMIGLE�?R�?�QR?RGML

.G?E?P?�0J?RDMPK�'SGBC !NNJGA?RGML�$GPCARMP��QR?RGML�K?L?ECKCLR	
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` !SRM
3R?PR!SRM
3R?PR��UFCL�CL?@JCB��AMLeESPCQ�RFC�QR?RGML�RM�QR?PR�?SRMK?RGA?JJW�DMJJMUGLE�NJ?RDMPK�B?CKML
QR?PRSN�

` 2CQR?PR�ML�&?GJSP2CQR?PR�ML�&?GJSPCC��UFCL�CL?@JCB��A?SQCQ�RFC�NJ?RDMPK�B?CKML�RM�PCQR?PR�RFC�QR?RGML�GD�GRQ�NPMACQQ�CVGRQ
UGRF�?�LML
XCPM�PCRSPL�AMBC��DMP�CV?KNJC��RFC�CLEGLC�U?RAFBME�F?B�IGJJCB�RFC�QR?RGML�@CA?SQC�MD�?
BC?BJMAI�AMLBGRGML	��)L.G?E?P?����AMLRPMJJCPQ�A?L�F?TC�?�QR?RGML�PCQR?PR�UGRFMSR�?�PC@MMR��4FCPCDMPC��GD�RFGQ
MNRGML�GQ�CL?@JCB��?LB�RFC�QR?RGML�D?GJQ��RCPKGL?RCQ�UGRF�CPPMP	��GR�PCQR?PRQ��)D�?�AMLRPMJJCP�F?Q�RFPCC
?SRMK?RGA�PCQR?PRQ�UGRFGL����KGLSRCQ��MP�FMUCTCP�K?LW�QNCAGeCB�GL�RFC�QR?RGML]Q�0J?RDMPK3CPTGACJ?RDMPK3CPTGACFailure
Reboot Limit NPMNCPRW��RFC�QR?RGML�PCK?GLQ�GL�?�D?GJCB�QR?RC��PCE?PBJCQQ�MD�RFC�QCRRGLE�?@MTC�

` 3R?PR3R?PRA?SQCQ�RFC�FMQR]Q�NJ?RDMPK�B?CKML�RM�GKKCBG?RCJW�QR?PR�RFC�QR?RGML��AJC?P�RFC�RCVR�GL�RFC�QR?RGML
MSRNSR��?LB�BGQNJ?W�KCQQ?ECQ�DMP�RFC�QR?RGML�QCQQGML�

` 3RMN3RMNMNCLQ�?�AMLePK?RGML�UGLBMU��)D�WMS�AMLePK��RFC�FMQR]Q�NJ?RDMPK�B?CKML�Q?TCQ�RFC�QR?RGML]Q
AMLeESP?RGML�RM�GRQ�AMLeE�@ME�eJC��?LB�NMRCLRG?JJW�Q?TCQ�FGQRMPW�B?R?��RFCL�QFSRQ�RFC�QR?RGML�BMUL�

` 2CQR?PR2CQR?PRUFCL�NPCQQCB��MNCLQ�?�AMLePK?RGML�UGLBMU��)D�WMS�AMLePK��RFC�FMQR]Q�NJ?RDMPK�B?CKML�QFSRQ�RFC
QR?RGML�BMUL�EP?ACDSJJW��RFCL�PCQR?PRQ�GR�

` 2C@MMR2C@MMRMNCLQ�?�AMLePK?RGML�UGLBMU��)D�WMS�AMLePK��RFC�DP?KCUMPI�PC@MMRQ�RFC�QCJCARCB�FMQR��4FGQ�GQ
AMLQGBCPCB�?�BP?QRGA�?ARGML�

` +GJ+GJJJMNCLQ�?�AMLePK?RGML�UGLBMU��)D�WMS�AMLePK��RFC�FMQR]Q�NJ?RDMPK�B?CKML�RCPKGL?RCQ�RFC�QR?RGML
NPMACQQ�GKKCBG?RCJW�

` $SKN�4FP$SKN�4FPC?BQC?BQA?SQCQ�RFC�FMQR]Q�NJ?RDMPK�B?CKML�RM�QCLB�DPMK�RFC�QR?RGML�?�6-�RFPC?B�BSKN�RM�GRQ
QR?RGML�MSRNSR�

` 3?TC�"ME3?TC�"MEA?SQCQ�RFC�FMQR]Q�NJ?RDMPK�B?CKML�RM�JMA?JJW�Q?TC�RFC�QR?RGML]Q�AMLeESP?RGML�RM�GRQ�AMLeE�@ME�

` 66CPGDW�3MDRU?PCPGDW�3MDRU?PCCA?SQCQ7 MPI@CLAFRM�N?PQC�RFC�QR?RGML]Q�AMLeE�@ME�?LB�RFC�FMQR]Q�NJ?RDMPK�@ME�eJCQ
JMMIGLE�DMP�KMBSJC�PCDCPCLACQ��)R�RFCL�AFCAIQ�RM�QCC�GD�RFMQC�KMBSJCQ��?LB�?LW�MRFCP�QMDRU?PC�SNML�UFGAF
RFCW�BCNCLB��?PC�GLQR?JJCB�

` #JC?P�/SRNSR#JC?P�/SRNSRPCKMTCQ�RFC�MSRNSR�

` 0?SQC�/SRNSR0?SQC�/SRNSRDPCCXCQ�RFC�MSRNSR�DPMK�SNB?RGLE�DSPRFCP��LM�JMLECP�GL�PC?J�RGKC	��7FCL�WMS�DPCCXC�RFC
MSRNSR��RFC�@SRRML�AF?LECQ�RM,M?B�/SRNSR,M?B�/SRNSR�

` /SRNSR�$G?JME/SRNSR�$G?JMENPMBSACQ�?�QCN?P?RC��LML
KMB?J�MSRNSR�UGLBMU�BGQNJ?WGLE�RFC�Q?KC�MSRNSR�RCVR�?Q�GL�RFC
!NNJ!NNJGA?RGA?RGML�$GPGML�$GPCARMPCARMP]Q�QR?LB?PB�MSRNSR�?PC?��)LAJSBCB�?PC�@SRRMLQ�RM$SKN�4FP$SKN�4FPC?BQC?BQ� 0?SQC�/SRNSR0?SQC�/SRNSR� #JC?P#JC?P
/SRNSR/SRNSR��?LB #JMQC#JMQCRFC�UGLBMU�

` 3RP3RPC?K�4C?K�4M�&GJCM�&GJCMNCLQ�?�UGLBMU�DMP�?QQGELGLE�?�eJC�L?KC��/LAC�MNCL��RFC�QWQRCK�Q?TCQ�?JJ�?NNJGA?RGML
MSRNSR�RM�RFGQ�eJC�

` /SRNSR�3CRR/SRNSR�3CRRGLEQGLEQMNCLQ�?�UGLBMU�DMP�QNCAGDWGLE�FMU�RFC�NJ?RDMPK�B?CKML�@SDDCPQ�RFC�MSRNSR�DPMK�RFC
QR?RGML�

3R?PRGLE�?LB�QRMNNGLE�?�QR?RGML
!�QR?RGML�KSQR�@C�PSLLGLE�@CDMPC�WMS�A?L�AMLLCAR�RM�GR�

Prerequisites:
9MS�?PC�AMLLCARCB�RM�?�NJ?RDMPK�RF?R�UGJJ�FMQR�MP�?JPC?BW�FMQRQ�?�QR?RGML�

��3RCN %VN?LB�RFC0J?RDMPK0J?RDMPKLMBC�GL�RFC�.?T�RPCC�MP�BMS@JC
AJGAI0J?RDMPK0J?RDMPK�
4FC�AMLRCLRQ�MD�RFC�NJ?RDMPK�LMBC�MNCLQ�GL�RFC�RPCC�MP�GL�RFC�K?GL�TGCU�

��3RCN $MS@JC
AJGAI�RFC!NNJ!NNJGA?RGA?RGML�$GPGML�$GPCARMPCARMP� 	�
4FC!NNJ!NNJGA?RGA?RGML�$GPGML�$GPCARMPCARMPTGCU�MNCLQ�

��3RCN 4M�QCJCAR�?�QR?RGML��AJGAI�RFC�PMU�GL�RFC�R?@JC�
4FGQ�?ARGML�FGEFJGEFRQ�RFC�QR?RGML��7FCL�?�QR?RGML�GQ�QCJCARCB��RFC�DP?KCUMPI�BGQNJ?WQ�GRQ�QR?LB?PB
MSRNSR�?LB�CL?@JCQ�RFC�PGEFR
QGBC�@SRRMLQ�RF?R�?NNJW�RM�RFC�QR?RGML�

��3RCN 4M�?AACQQ�RFC�QR?RGML]Q�QFMPRASR�KCLS��PGEFR
AJGAI�RFC�PMU�GL�RFC�R?@JC�
4FC�QFMPRASR�KCLS��?�QS@QCR�MD�RFC�?NNJGA?RGML�?LB�MSRNSR�?ARGMLQ�@SRRMLQ	�MNCLQ�

!NNJGA?RGML�$GPCARMP��QR?RGML�K?L?ECKCLR	 .G?E?P?�0J?RDMPK�'SGBC
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��3RCN 4M�MNCL�RFC7 MPI@CLAF�&MV	�AMLLCARGML�RM�?�PSLLGLE�QR?RGML��BM�MLC�MD�RFC�DMJJMUGLE�

` 4M�MNCL�RFC�AMLLCARGML�GL�RFC�ASPPCLR�R?@��BMS@JC
AJGAI�RFC�QR?RGML�PMU�GL�RFC�R?@JC�

` 4M�MNCL�RFC�AMLLCARGML�GL�?�LCU�R?@��NPCQQ#RPJ#RPJ?LB�BMS@JC
AJGAI�RFC�QR?RGML�PMU�GL�RFC�R?@JC
)D�RFC�QR?RGML�GQ�LMR�PSLLGLE��?�BMS@JC
AJGAI�BMCQ�LMR�AF?LEC�RFC�TGCU�

��3RCN 4M�NCPDMPK�MRFCP�QR?RGML�DSLARGMLQ��SQC�RFC�@SRRMLQ�ML�RFC�PGEFR�

` 4M�AMLeESPC�RFC�QR?RGML�RM�QR?PR�?SRMK?RGA?JJW�?LW�RGKC�RFC�FMQR�AMKNSRCP�GQ�PC
@MMRCB�
CL?@JC�RFCAuto-Start MNRGML��#JC?P�RFGQ�MNRGML�RM�BGQ?@JC�?SRM
QR?PR�

` 4M�?SRMK?RGA?JJW�?RRCKNR�?�PCQR?PR�?LW�RGKC�?�QR?RGML�D?GJQ��CL?@JCRestart on Failure �
#JC?P�RFGQ�MNRGML�RM�BGQ?@JC�?SRMK?RGA�PCQR?PR�

` 4M�QR?PR�RFC�QCJCARCB�QR?RGML��AJGAI3R?PR3R?PR�
4FC�QR?RGML�QR?PRQ�?LB�BGQNJ?WQ�QR?LB?PB�MSRNSR�?LB�CPPMP�KCQQ?ECQ�GL�RFC�UGLBMU��$CNCLBGLE�ML
RFC�QR?RSQ�MD�RFC�QR?RGML�QCJCARCB��RFC�QR?LB?PB�MSRNSR�RCVR�AMLQGQRQ�MD�MLC�MD�RFC�DMJJMUGLE�

` )D�RFC�QR?RGML�GQ�PSLLGLE��RFC�MSRNSR�SNB?RCQ�GL�PC?J�RGKC��!Q�KMPC�RCVR�GQ�UPGRRCL�@W�RFC
QR?RGML��RFC�QWQRCK�?NNCLBQ�GR�RM�RFC�@MRRMK�MD�RFC�MSRNSR�?PC?�

` )D�RFC�QR?RGML�GQ�LMR�PSLLGLE��RFC�MSRNSR�RCVR�GQ�DPMK�RFC�KMQR�PCACLR�CVCASRGML�MD�RF?R�QR?RGML�

` )D�LM�QR?RGML�GQ�QCJCARCB��RFC�MSRNSR�RCVR�?PC?�GQ�@J?LI�

��3RCN 4M�TGCU�?JJ�RFC�B?CKML�MSRNSR��SQC�RFC�QAPMJJ�@?PQ�

��3RCN 4M�AMNW�RFC�MSRNSR�RM�RFC�AJGN@M?PB�DMP�DSPRFCP�?L?JWQGQ��SQC�RFC�7 GLBMUQ�AMNW�QFMPRASR��#RPJ#RPJ� ## 	

3R?LB?PB�MSRNSR�KCQQ?ECQ
3R?RGML�MSRNSR�JME�KCQQ?ECQ�GLAJSBC�CPPMPQ�?LB�U?PLGLEQ�RF?R�JCR�WMS�ILMU�UFW�QMKCRFGLE�GQ�LMR�UMPIGLE��?Q
UCJJ�?Q�QGKNJC�GLDMPK?RGML?J�KCQQ?ECQ�?@MSR�CTCLRQ�?Q�RFCW�MAASP��)D�LCCBCB��WMS�A?L�?JQM�AF?LEC�RFC�JME�JCTCJ
MD�QR?RGML�MSRNSR�

4FC�ECLCP?J�DMPK?R�MD�?�QR?RGML�MSRNSR�JME�KCQQ?EC�GQ�

490%;RGKCQR?KN<;QR?RGML>NPMACQQ<KCQQ?EC>RCVR

&MP�CV?KNJC�

).&/�;�����������
&C@
���%34<;DMV<�&/83�QCPTCP�QR?PRCB�ML�NMPR�;����<

-CQQ?EC�JME�RWNCQ�QCCL�GL�QR?RGML�MSRNSR�GLAJSBC�RFC�DMJJMUGLE��@W�JC?BGLE�RCVR�BCQAPGNRMP�

` INFO GQ�RWNGA?J�MD�KMQR�BCD?SJR�QR?RGML�MSRNSR�JME�KCQQ?ECQ��5QS?JJW��C?AF�KCQQ?EC�JCRQ�WMS�ILMU�QMKC
NPMACQQ�KGJCQRMLC�U?Q�QR?PRCB�MP�PC?AFCB��QSAF�?Q�?�QCPTGAC�MP�RFC�QR?RGML�GRQCJD�

INFO GQ�COSGT?JCLR�RM�RFCMESSAGEJCTCJ�GL�RFC�QR?RGML�JME�MSRNSR�

` WARNINGGLDMPKQ�WMS�MD�?�NMRCLRG?J�NPM@JCK��QSAF�?Q�?L�GL?@GJGRW�RM�MNCL�?�QNCAGeA�NMPR��4WNGA?JJW�
U?PLGLEQ�BM�LMR�ICCN�?�QR?RGML�DPMK�QR?PRGLE�

WARNINGGQ�COSGT?JCLR�RM�RFC��Q?KC	WARNINGJCTCJ�GL�RFC�QR?RGML�JME�MSRNSR�

` SEVEREGLDMPKQ�WMS�MD�?�NPM@JCK�RF?R�KGEFR�ICCN�RFC�QR?RGML�DPMK�QR?PRGLE��/P��GD�GR�A?L�QR?PR��?L�CPPMP�RF?R
NPCTCLRQ�QMKC�DSLARGML�MD�RFC�QR?RGML�DPMK�MNCP?RGLE�AMPPCARJW��/DRCL�?L�CVACNRGML�GQ�NPMBSACB�

SEVEREGQ�COSGT?JCLR�RM�RFCERRORJCTCJ�GL�RFC�QR?RGML�JME�MSRNSR�

` FINE GQ�?�TCP@MQC�BC@SE
JCTCJ�KCQQ?EC�RF?R�K?W�@C�ECLCP?RCB�SNML�CTCPW�NPMACQQ�RP?LQ?ARGML��4WNGA?JJW�
RFGQ�GQ�SQCDSJ�MLJW�GL�?BT?LACB�BC@SEEGLE�KMBC��9MS�QCC�RFCQC�DMP�QR?RGML�NPMACQQCQ�MLJW�GD�WMS�F?TC�QCR
RFC�JME�JCTCJ�?RFINE MP�CTCL�eLCP��FINER� FINEST� ALL	�JCTCJ�

3SAF�JCTCJQ�FINE� FINER� FINEST��?PC�COSGT?JCLR�RM�RFCTRACEJCTCJ�GL�RFC�QR?RGML�JME�MSRNSR�

)L�?BBGRGML�RM�RFC�TCP@MQC�MSRNSR�KCQQ?ECQ��MAA?QGML?JJW�WMS�K?W�QCC�?�QRPGLE�MD�*?T?�CVACNRGML�RCVR�GL�RFC
QR?RGML]Q�MSRNSR��4FGQ�GLBGA?RCQ�?L�SLDMPCQCCL�QR?RGML�CVCASRGML�GQQSC��UFGAF�A?L�P?LEC�DPMK�?�JGACLQGLE

.G?E?P?�0J?RDMPK�'SGBC !NNJGA?RGML�$GPCARMP��QR?RGML�K?L?ECKCLR	
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NPM@JCK��?�KGQ
AMLeESP?RGML��MP�QMKC�MRFCP�SLCVNCARCB�NPM@JCK��)D�?L�SLCVNJ?GLCB�CVACNRGML�PCMAASPQ��AMNW
RFC�CVACNRGML�RCVR�?LB�PCNMPR�RFC�NPM@JCK�RM�3WQRCKQ�%LEGLCCPGLE�

3R?RGML�MSRNSR�JMEQ�GL.G?E?P?��SQC�?�QR?LB?PB�*?T?�JMEEGLE�!0)��H?T?�SRGJ�JMEEGLE	��!LW.G?E?P?��QR?RGML�F?Q�?
QR?LB?PB $C@SE3CPTGAC$C@SE3CPTGAC�,MEEGLE3CPTGAC	�DMP�K?IGLE�AF?LECQ�

#MLDGESPGLE�QR?RGML�MSRNSR
5QGLE�RFC�QR?RGML]Q$C@SE3CPTGAC$C@SE3CPTGAC�,MEEGLE3CPTGAC	��WMS�A?L�PCTGCU�?LB�AF?LEC�RFC�JME�JCTCJ�MD�RFC�QR?RGML
NPMACQQCQ�MD�GLRCPCQR��4FGQ�RSLCQ�RFC�QR?RGML�MSRNSR�QCCL�GL�RFC!NNJ!NNJGA?RGA?RGML�$GPGML�$GPCARMPCARMP�

Prerequisites:
9MS�?PC�AMLLCARCB�RM�?�NJ?RDMPK�?LB�GRQ�PSLLGLE�QR?RGML��9MS�F?TC�?BKGL�UPGRC�NCPKGQQGMLQ�ML�RFC�QR?RGML]Q
$C@SE3CPTGAC$C@SE3CPTGAC�

��3RCN %VN?LB3R?R3R?RGMLGML� #MLeE#MLeE� 3CPTGACQ3CPTGACQ?LB�BMS@JC
AJGAI$C@SE3CPTGAC$C@SE3CPTGAC�
4FC,MEECP�#MLeESP?R,MEECP�#MLeESP?RGMLGMLTGCU�MNCLQ�

��3RCN "CEGL�RM�RWNC�?Log Category �KMBSJC�MP�KMBSJC�NPMACQQ	��QSAF�?Q�@?ALCR���	�
!�BPMN
BMUL�JGQR�MD�JME�A?RCEMPGCQ�MNCLQ�

��3RCN 4M�QCJCAR�?�A?RCEMPW��BMS@JC
AJGAI�GRQ�CLRPW���	�GL�RFC�JGQR�
4FC�A?RCEMPW�BGQNJ?WQ�GL�RFCLog Category NPMNCPRW�

��3RCN 3CJCAR�RFC�JCTCJ���	�DPMK�RFC�BPMN
BMUL�JGQR�?LB�AJGAI�RFC�?BB�GAML�� 	���	�GL�RFC�SNNCP�PGEFR�MD
RFCLog Category PMU�
4FC$C@SE3CPTGAC$C@SE3CPTGAC?BBQ�RFC�A?RCEMPW�RM�RFCConfigured Log Categories JGQR�

��3RCN 2CNC?R�RFCQC�QRCNQ�RM�?BB�MRFCP�A?RCEMPGCQ�?LB�AMLeESPC�RFCGP�JCTCJQ�

��3RCN 4M�Q?TC�RFCQC�QCRRGLEQ�RM�RFC�FMQR]Q~/logging/logging.properties eJC��AJGAI3?TC3?TC��	�
3CRRGLEQ�@CAMKC�GKKCBG?RCJW�?ARGTC��?DDCARGLE�QR?RGML�MSRNSR�?Q�QCCL�GL�RFC!NNJ!NNJGA?RGA?RGML�$GPGML�$GPCARMPCARMP�

!NNJGA?RGML�$GPCARMP��QR?RGML�K?L?ECKCLR	 .G?E?P?�0J?RDMPK�'SGBC
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Result

CAUTION:

"C�?U?PC�RF?R�NCPQGQRCB�JME�QCRRGLEQ�?PC�LMR�N?PR�MD�?�QR?RGML]Q�AMLeESP?RGML��CTCL�RFMSEF�WMS�?AACQQ�RFCK
RFPMSEF�?�QR?RGML]Q$C@SE3CPTGAC$C@SE3CPTGAC��3CRRGLEQ�?NNJW�RM�?LW�QR?RGML�PSL�ML�RFC�FMQR��SLRGJ�AF?LECB�?LB�Q?TCB�?E?GL�
4FCPCDMPC��@C�QSPC�RM�PCRSPL�QCRRGLEQ�@?AI�RM�LMPK?J�JCTCJQ�?LB�MP�BCJCRC�?BBGRGMLQ�?DRCP�AMLAJSBGLE�?�BC@SE
QCQQGML��/RFCPUGQC��CVACQQGTC�QR?RGML�MSRNSR�AMSJB�?BTCPQCJW�GKN?AR�QR?RGML�NCPDMPK?LAC�

7 MPI@CLAFF?Q�?�QGKGJ?P�JME�GLRCPD?AC�DMP�GRQ�AMLQMJC��?T?GJ?@JC�GL�RFC44MMJQMMJQKCLS��44MMJQMMJQ� ,MEECP,MEECP
#MLeESP?R#MLeESP?RGMLGML	��4FGQ�JME�?DDCARQ�MSRNSR�QCCL�GL�RFC�AMLQMJC�UGLBMU�UFCL�WMS�QR?PR7 MPI@CLAFUGRF�RFC
QFMPRASR7 MPI@CLAF�#MLQMJC	�#MLQMJC	��DMP��U@�CVC	��#F?LECQ�RM�GR�?PC�QRMPCB�GL�WMSP5QCP�(MKC5QCP�(MKC~/logging/
logging.properties eJC�

#MLDGESPGLE�QR?RGML�JME�FGQRMPW
7FCL�JMMIGLE�?R�?�QR?RGML]Q�MSRNSR��WMS�?PC�SQS?JJW�RPMS@JCQFMMRGLE��!Q�N?PR�MD�RPMS@JCQFMMRGLE��WMS�QFMSJB
?JU?WQ�AFCAI�RFC�QR?RGML]Q�JME�FGQRMPGCQ��UFGAF�QFMSJB�AMLR?GL�PCACLRJW�PCAMPBCB�QR?RGML�CPPMPQ�?LB��GD
AMLeESPCB	�U?PLGLEQ��4FGQ�GLDMPK?RGML�K?W�FCJN�UFCL�CT?JS?RGLE�JGTC�MSRNSR�DPMK�RFC�QR?RGML�

Prerequisites:
9MS�?PC�AMLLCARCB�RM�?�NJ?RDMPK�?LB�GRQ�PSLLGLE�QR?RGML��4FC�QR?RGML�F?Q�@CCL�AMLeESPCB�UGRF�RFC
,ME(GQRMPW3CPTGAC�

��3RCN %VN?LB3R?R3R?RGMLGML� #MLeE#MLeE� 3CPTGACQ3CPTGACQ?LB�BMS@JC
AJGAI,ME(GQRMPW3CPTGAC,ME(GQRMPW3CPTGAC�
4FC,ME(GQRMPW3CPTGAC,ME(GQRMPW3CPTGAC]Q�0PMNCPRW�3FCCR�MNCLQ�

��3RCN %VN?LB(GQRMPW�#MLeE(GQRMPW�#MLeE?LB ,?QR�2CAMP,?QR�2CAMPBB�

.G?E?P?�0J?RDMPK�'SGBC !NNJGA?RGML�$GPCARMP��QR?RGML�K?L?ECKCLR	
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!J J�NPMNCPRGCQ�?PC�?T?GJ?@JC�DMP�AMLeESP?RGML�

"W�BCD?SJR��RFC�JME�JCTCJ�NPMNCPRWMinimum Severity GQ�QCR�RMInfo ��4FGQ�GQ�RFC�KGLGKSK
KCQQ?EC�RWNC�RM�@C�QCLR�DPMK�QR?RGML�MSRNSR�RM�RFC�JME�

��3RCN 9MS�K?W�UGQF�RM�AF?LEC�RFGQ�RMWarning �
4FC�QR?RGML�K?GLR?GLQ�?�@SDDCPCB�FGQRMPW��,ME(GQRMPW	�MD�QMKC�MD�RFC�KCQQ?ECQ�QCCL�GL�RFC�QR?RGML]Q
QR?LB?PB�MSRNSR�

Result
&MP�KMPC�GLDMPK?RGML�?@MSR�JME�FGQRMPW��PCDCP�RM�RFCNiagara Histories Guide�

3CRRGLE�SN�RFC�QR?RGML�QNW
!Q�?L�?JRCPL?RGTC�RM�SQGLE�RFC�QR?RGML]Q$C@SE3CPTGAC$C@SE3CPTGACRM�RSLC�QR?RGML�JME�MSRNSR��WMS�A?L�SQC�RFC�QR?RGML�QNW
(4-,�GLRCPD?AC�DMP�JME�QCRSN�

Prerequisites:
9MS�?PC�PSLLGLE7 MPI@CLAF��?PC�AMLLCARCB�RM�?�NJ?RDMPK�?LB�RM�GRQ�PSLLGLE�QR?RGML�

��3RCN $MS@JC
AJGAI�RFC�PSLLGLE�QR?RGML�GL�RFC�.?T�RPCC�
)RQ3R?R3R?RGML�3SKK?PWGML�3SKK?PWTGCU�MNCLQ�

��3RCN #JGAI�RFCJME3CRSNJGLI�

!NNJGA?RGML�$GPCARMP��QR?RGML�K?L?ECKCLR	 .G?E?P?�0J?RDMPK�'SGBC
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!�R?@JC�MD�RFC�JME�QCRSN�NPMACQQCQ�?LB�AMLeESP?RGML�MNRGMLQ�MNCLQ�GL�RFC�K?GL�TGCU��%?AF�NPMACQQ
QFMUQ�GRQ�ASPPCLR�JME�JCTCJ��?LB�QR?PRQ�UGRF�?��LCU	 DEFAULTJCTCJ��4FC�DMJJMUGLE�?PC�RFC�SNB?RCB
NPMNCPRGCQ�

` ,CTCJ�QCJCARGML�AMJSKLQ�?PC�MPBCPCB�JCDR
RM
PGEFR�GL�GLAPC?QGLE�MPBCP�MD�KCQQ?EC�TMJSKC�

` 4FC�LSK@CP�MD�QCTCPGRW�JCTCJQ�GQ�LGLC���	�GL.� �

` 4FC�JME�JCTCJQ�NCPQGQR�C?AF�RGKC�WMS�AJGAI�RM�QCR�MP�AJC?P�?�AFCAI�@MV��Q?TCB�GL�RFC�FMQR]Q
~/logging/logging.properties eJC��4FCPC�GQ�LM�QCN?P?RCSave To File GL.��� �

` 4FC�JCTCJ�EGTCL�RM�RFC�RMNDEFAULTPMU�GQ�EJM@?J�RM�?LW�PMU�UGRF�RFC�D?P
PGEFRDEFAULT@MV
QCR�

4FC�DMJJMUGLE�eESPC�QFMUQ�RFC�RMN�MD�RFC�QNWJME3CRSNJME3CRSNN?EC�?DRCP�RFCDEFAULTJCTCJ�F?Q�@CCL�AF?LECB�DPMK
INFO RMWARNING��?LB�RFCL�RFC�UC?RFCP�NPMACQQ�QCR�RM�RFC�LML
BCD?SJR�JCTCJFINE�

#?JJMSRQ�GL�RFC�eESPC�?@MTC�QFMU�

�� ,?QR�AF?LEC�K?BC��PCfCARCB�GL�RFGQ�QR?RSQ�JGLC�?PC?��Changed weather log to level ÔFINEÕ. 	

�� 4FCDEFAULTJME�JCTCJ��UFGAF�GL�RFGQ�A?QC�F?Q�@CCL�QCR�RMWARNING��.MRC�RFGQ�JME�JCTCJ�LMU�?NNJGCQ�RM�?JJ
PMUQ�UFCPC�MLC�MD�RFC���LML
BCD?SJR�JCTCJQ��OFFRMALL	�F?Q�LMR�@CCL�QCR�

)LAPC?QGLE�QR?RGML�MSRNSR�@W�?QQGELGLE�T?PGMSQ�JME�JCTCJQ�?@MTC�).&/�AMLQSKCQ�CVRP?�QR?RGML�PCQMSPACQ
?LB�K?W�CV?AR�?�NCPDMPK?LAC�NCL?JRW��!DRCP�RPMS@JCQFMMRGLE��?JU?WQ�PCRSPL�JME�JCTCJQ�RM�BCD?SJR�T?JSCQ�

9MS�A?L�?JQM�C?QGJW�PCTGCU��?LB�GD�LCACQQ?PW��?BHSQR�JME�JCTCJQ�DPMK�RFC�QR?RGML]Q

.G?E?P?�0J?RDMPK�'SGBC !NNJGA?RGML�$GPCARMP��QR?RGML�K?L?ECKCLR	
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Chapter 4. Certificate management
(Platform security)
4FC�NJ?RDMPK]Q�#CPRGeA?RC�-?L?ECKCLR�DC?RSPC�GQ�DMP�RFC�K?L?ECKCLR�MD�0+)�ACPRGeA?RC�QRMPCQ�?LB�MP�?JJMUCB
FMQR�CVACNRGMLQ��UFGAF�?PC�SQCB�GL�ACPRGeA?RC
@?QCB�4,3�AMLLCARGMLQ�@CRUCCL�RFC�QR?RGML�NJ?RDMPK�?LB�MRFCP
FMQRQ�

!�QCN?P?RC�ESGBC��RFCNiagara Station Security Guide BMASKCLRQ�?JJ�?QNCARQ�MD�QR?RGML�QCASPGRW�

#CPRGDGA?RC�7GX?PB
4FC�J?RCQR.G?E?P?TCPQGML�QSNNMPRQ�?#CPR#CPRGeA?RC�7GeA?RC�7GX?PGX?PBB��4FGQ�UGX?PB��?T?GJ?@JC�?Q�?�TGCU�ML�RFC�NJ?RDMPK�PMMR�
NPMTGBCQ�?�AMKNJCRC��AMLRGLSMSQ�UMPIfMU�RF?R�FCJNQ�WMS�NPMNCPJW�QCR�SN�ACPRGeA?RCQ�RM�F?PBCL�?�NJ?RDMPK�?LB
QR?RGML�?E?GLQR�AW@CP�?RR?AI�

4FC�UGX?PB�?QQSKCQ�NPGMP�CVNCPGCLAC�GL�T?PGMSQ�RWNCQ�MD�ACPRGeA?RC�QCRSN�?LB�?�PC?QML?@JC�JCTCJ�MD�AMLeBCLAC
GL�NCPDMPKGLE�QSAF�NPMACBSPCQ�?Q�?PC�AMKKMLJW�BMLC�SQGLE�RFC#CPR#CPRGeA?RC�-?L?ECKCLRGeA?RC�-?L?ECKCLRRMMJ��4F?R�@CGLE�RFC
A?QC��WMS�UGJJ�eLB�RF?R�RFC#CPR#CPRGeA?RC�7GeA?RC�7GX?PGX?PBB QGKNJGeCQ�RFC�ACPRGeA?RC�QCRSN�NPMACQQ�DMP�?�QR?RGML�@W�AMK@GLGLE
QCTCP?J�QRCNQ�GLRM�?�AMLRGLSMSQ�UMPIfMU��)D�WMS�?PC�SLD?KGJG?P�UGRF�ACPRGeA?RCQ��UMPI�RFPMSEF�GLBGTGBS?J�QCRSN
NPMACBSPCQ�SQGLE�RFC#CPR#CPRGeA?RC�-?L?ECKCLRGeA?RC�-?L?ECKCLRRMMJ�?Q�BCQAPG@CB�CJQCUFCPC�GL�RFGQ�ESGBC��4FC�GLBGTGBS?J
NPMACBSPCQ�UGJJ�FCJN�WMS�E?GL�?�@CRRCP�SLBCPQR?LBGLE�MD�RFC�QRCNQ�GLTMJTCB�

!Q�?L�?JRCPL?RGTC�RM�SQGLE�RFC#CPR#CPRGeA?RC�-?L?ECKCLRGeA?RC�-?L?ECKCLRR?@Q�RM�APC?RC�?LB�GLQR?JJ�?�#!�PMMR�ACPRGeA?RC��RFC
#CPR#CPRGeA?RC�7GeA?RC�7GX?PGX?PBB ECLCP?RCQ�RFC�PMMR�#!�ACPRGeA?RC�?LB�CVNMPRQ�GR�UGRF�MLJW�GRQ�NS@JGA�ICW�GL�NPCN?P?RGML�RM
GLQR?JJ�GL�?�@PMUQCP�

NOTE: 4FC#CPR#CPRGeA?RC�7GeA?RC�7GX?PGX?PBB GQ�GLRCLBCB�RM�@C�SQCB�DMP�?�QGLEJC�NJ?RDMPK�?R�?�RGKC��LMR�DMP�NPMTGQGMLGLE
KSJRGNJC�NJ?RDMPKQ�

4FC#CPR#CPRGeA?RC�7GeA?RC�7GX?PGX?PBB K?W�@C�AMLeESPCB�RM�NCPDMPK�QMKC�MP�?JJ�MD�RFC�DMJJMUGLE�R?QIQ�

` 'CLCP?RC�?�LCU�PMMR�#!�ACPRGeA?RC�ML�RFC�JMA?J�FMQR�RF?R�A?L�@C�SQCB�RM�QGEL�?JJ�QCPTCP�ACPRGeA?RCQ�

Figur e 12. #CPRGeA?RC�7GX?PB�NJ?RDMPK�RMMJ�UGRF�BCD?SJR�QCJCARGMLQ

.G?E?P?�0J?RDMPK�'SGBC #CPRGDGA?RC�K?L?ECKCLR��0J?RDMPK�QCASPGRW	
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` 'CLCP?RC�?�LCU�QCPTCP�ACPRGeA?RC�DMP�?�FMQR�NJ?RDMPK�

` 3GEL�?�QCPTCP�ACPRGeA?RC�UGRF�?�LCU�MP�CVGQRGLE�PMMR�#!�ACPRGeA?RC�

` %VNMPR�?�QCPTCP�ACPRGeA?RC�#32��QGELGLE�PCOSCQR	�DMP�QGELGLE�@W�?L�CVRCPL?J�ACPRGeA?RC�?SRFMPGRW�

` )LQR?JJ�?�PMMR�#!�ACPRGeA?RC�GLRM�RFC5QCP�45QCP�4PSQR�3RMPPSQR�3RMPCCMD�?�NJ?RDMPK�QR?RGML�QCJCARCB�DPMK�RFC�B?CKML
BGPCARMPW�

/LAC�RFC#CPR#CPRGeA?RC�7GeA?RC�7GX?PGX?PBB ECLCP?RCQ�RFC�eJCQ��RFCW�KSQR�QRGJJ�@C�GLQR?JJCB�GLRM�?JJ�MD�RFC�?NNPMNPG?RC�BCTGACQ�
4FGQ�GQ�?AAMKNJGQFCB�TG?�RFC#CPR#CPRGeA?RC�-?L?ECKCLRGeA?RC�-?L?ECKCLRRMMJ�DMSLB�GL�RFC7 MPI@CLAF44MMJQMMJQKCLS�

'CLCP?RGLE�?�#!�ACPRGDGA?RC�?LB�QGELCB�3CPTCP�ACPRGDGA?RC�SQGLE�RFC
#CPRGDGA?RC�7GX?PB
4FGQ�NPMACBSPC�BCQAPG@CQ�FMU�RM�SQC�RFC#CPR#CPRGeA?RC�7GeA?RC�7GX?PGX?PBB UMPIfMU�RM�AMKNJCRC�?�QCPGCQ�MD�ACPRGeA?RC
PCJ?RCB
QRCNQ�DMP�?�NJ?RDMPK�?LB�MP�QR?RGML�

Prerequisites:

9MS�F?TC�RFC�PCOSGPCB�?SRFMPGRW�RM�APC?RC�ACPRGeA?RCQ��9MS�?PC�UMPIGLE�GL7 MPI@CLAFML�?�AMKNSRCP�RF?R�GQ
BCBGA?RCB�RM�ACPRGeA?RC�K?L?ECKCLR��GQ�LMR�ML�RFC�)LRCPLCR�MP�RFC�AMKN?LW]Q�,!.�?LB�GQ�NFWQGA?JJW�QCASPC�GL�?
T?SJR�MP�MRFCP�QCASPC�JMA?RGML��9MS�F?TC�?�RFSK@�BPGTC�PC?BW�RM�UFGAF�RM�AMNW�RFC�PMMR�#!�ACPRGeA?RC�DMP�Q?DC
ICCNGLE�

��3RCN )L 7 MPI@CLAF��MNCL�?�JMA?JFMQR�NJ?RDMPK�AMLLCARGML�?LB�GL�RFC!NNJ!NNJGA?RGA?RGML�$GPGML�$GPCARMPCARMPTGCU�AJGAI
3RMN3RMNRM�QRMN�?LW�QR?RGML�RF?R�GQ�PSLLGLE�

��3RCN )L�RFC�.?T�RPCC��PGEFR
AJGAI�ML�RFC�NJ?RDMPK�?LB�AJGAI#CPR#CPRGeA?RC�7GeA?RC�7GX?PGX?PBB�
4FC#CPR#CPRGeA?RC�7GeA?RC�7GX?PGX?PBB UGLBMU�MNCLQ�BGQNJ?WGLE�MNRGMLQ�DMP�ACPRGeA?RC�APC?RGML�?LB�GLQR?JJ?RGML�

��3RCN )L�?BBGRGML�RM�RFC�BCD?SJR�QCJCARGMLQ��AMLeESPC�RUM�MNRGML?J�NPMNCPRGCQ�

` 4M�CVNMPR�RFC�PMMR�#!�ACPRGeA?RC�UGRF�GRQ�NPGT?RC�ICW��AJGAI�ML%VNMPR�R%VNMPR�RFC�#!�ACPRFC�#!�ACPRGeA?RCGeA?RC��)R�GQ
?�EMMB�GBC?�RM�@?AI�SN�RFGQ�ACPRGeA?RC�DMP�?PAFGT?J�QRMP?EC�GL�?�QCASPC�JMA?RGML�

` 4M�AMLeESPC�RFC�4,3�TCPQGML�3CR�KGLGKSK�4,3�JCTCJ�DMP�?J3CR�KGLGKSK�4,3�JCTCJ�DMP�?JJ�QCPTGACQJ�QCPTGACQ� 4,3T���4,3T��� �

NOTE:

4,3T����?LB�4,3T����?P C�QRGJJ�QSNNMPRCB�DMP�@?AIU?PBQ�AMKN?RG@GJGRW��@SR�GR�GQ
PCAMKKCLBCB�RM�SQC�4,3T����?LB�FGEFCP�

#CPRGDGA?RC�K?L?ECKCLR��0J?RDMPK�QCASPGRW	 .G?E?P?�0J?RDMPK�'SGBC

�� -?P AF���������



4FC#MLeESP#MLeESPC�#!�#CPRC�#!�#CPRGeA?RCGeA?RCUGLBMU�MNCLQ�DMP�WMS�RM�CLRCP�RFC�PMMR�#!�ACPRGeA?RC�GLDMPK?RGML�

��3RCN )L�RFC#MLeESP#MLeESPC�#!�#CPRC�#!�#CPRGeA?RCGeA?RCUGLBMU��eJJ�GL�RFC�DMPK��?LB�AJGAI/+/+ �

��3RCN 7FCL�NPMKNRCB�DMP�?0PGT?RC�+CW�0?QQUMP0PGT?RC�+CW�0?QQUMPBB��CLRCP�?LB�AMLePK�?�QRPMLE�N?QQUMPB��KGLGKSK���
AF?P?ARCPQ��GLAJSBC�?R�JC?QR�MLC�MD�C?AF��?�LSK@CP��JMUCPA?QC��?LB�SNNCPA?QC�AF?P?ARCP	��?LB�AJGAI
/+/+ ��&MP�CV?KNJC�Private123% �

.G?E?P?�0J?RDMPK�'SGBC #CPRGDGA?RC�K?L?ECKCLR��0J?RDMPK�QCASPGRW	

-?P AF��������� ��



4FC�QMDRU?PC�APC?RCQ�RFC�LCU�PMMR�#!�ACPRGeA?RC�GL�RFC�@?AIEPMSLB��7FCL�AMKNJCRC��RFC�UGX?PB
MNCLQ�?LMRFCP#MLeESP#MLeESPC�#!�#CPRC�#!�#CPRGeA?RCGeA?RCUGLBMU��4FGQ�MLC�GQ�DMP�RFC�QCPTCP�ACPRGeA?RC�

��3RCN )L�RFC#MLeESP#MLeESPC�3CPTCP�#CPRC�3CPTCP�#CPRGeA?RCGeA?RCUGLBMU��eJJ�GL�RFC�DMPK��?LB�AJGAI/+/+ �

4FGQ�NPMACQQ�ECLCP?RCQ�?�QCPTCP�ACPRGeA?RC�RF?R�GQ�PC?BW�RM�@C�QGELCB��4FC�NJ?RDMPK�UGJJ�LCTCP�@C
?�AJGCLR��@SR�RFC�QR?RGML�UGJJ�PMSRGLCJW�DSLARGML�?Q�?�MLC��?LB��QGLAC�RFC�NJ?RDMPK�?LB�RFC�QR?RGML
QF?PC�RFC�Q?KC�RPSQR�QRMPC��MLJW�MLC�QCPTCP�ACPRGeA?RC�GQ�PCOSGPCB��9MS�UGJJ�LCCB�RM�PSL�RFC�UGX?PB
?E?GL�UFCL�RFGQ�ACPRGeA?RC�CVNGPCQ�

#CPRGDGA?RC�K?L?ECKCLR��0J?RDMPK�QCASPGRW	 .G?E?P?�0J?RDMPK�'SGBC

�� -?P AF���������



3CPTCP�ACPRGeA?RC�ECLCP?RGML�MAASPQ�GL�RFC�@?AIEPMSLB��7FCL�AMKNJCRC�RFC�UGX?PB�MNCLQ�RFC
#CPR#CPRGeA?RC�3GELGLEGeA?RC�3GELGLEUGLBMU�

NOTE: 4FC�QCPTCP�ACPRGeA?RC�RF?R�GQ�?@MSR�RM�@C�QGELCB�GQ�?JPC?BW�QCJCARCB��9MS�A?LLMR�AF?LEC�RFC
QCJCARGML��!JQM��RFC�PMMR�#!�ACPRGeA?RC�?LB�RFC�#!�N?QQUMPB�?PC�?JPC?BW�GBCLRGeCB��4FCPC�GQ�LM
LCCB�RM�K?IC�MRFCP�QCJCARGMLQ�MP�CLRPGCQ�

��3RCN )L�RFC#CPR#CPRGeA?RC�3GELGLEGeA?RC�3GELGLEUGLBMU��PCTGCU�RFC�BCR?GJQ��QGKGJ?P�RM�RFC�CV?KNJC�QFMUL	�?LB�AJGAI/+/+
RM�AMLRGLSC�

.G?E?P?�0J?RDMPK�'SGBC #CPRGDGA?RC�K?L?ECKCLR��0J?RDMPK�QCASPGRW	

-?P AF��������� ��



3GLAC�UC�BGB�LMR�AFMMQC�RM�CVNMPR�RFC�#32��RFC�UGX?PB�BMCQ�LMR�BGQNJ?W�GR�@SR�NPMACCBQ�BGPCARJW�RM
GKNMPR�RFC�QGELCB�#32�GLRM�RFC�3SNCPTGQMP�QR?RGML]Q5QCP�+CW�3RMP5QCP�+CW�3RMPCC?LB�RFC�LCU�PMMR�#!
ACPRGeA?RC�GLRM�GRQ5QCP�45QCP�4PSQR�3RMPPSQR�3RMPCC��7FCL�AMKNJCRC�RFC�UGX?PB�MNCLQ�RFC#CPR#CPRGeA?RC�%VNMPRGeA?RC�%VNMPR
UGLBMU�

��3RCN )L�RFC#CPR#CPRGeA?RC�%VNMPRGeA?RC�%VNMPRUGLBMU��GL�?BBGRGML�RM�RFC�BCD?SJR�QCJCARGML��AJGAI�RFC�MNRGML?J�AFCAI�@MV�
%VNMPR�R%VNMPR�RFC�NPGT?RC�ICWFC�NPGT?RC�ICW��CLRCP�RFC�NPGT?RC�ICW�N?QQUMPB��?LB�AJGAI/+/+ �
"W�BCD?SJR��RFC�UGX?PB�CVNMPRQ�RFC�PMMR�#!�ACPRGeA?RC�UGRF�MLJW�GRQ�NS@JGA�ICW��4FGQ�GQ�?NNPMNPG?RC
DMP�BGQRPG@SRGLE�RFC�PMMR�#!�ACPRGeA?RC��UFGAF�KSQR�@C�GKNMPRCB�RM�RFC5QCP�45QCP�4PSQR�3RMPPSQR�3RMPCCMD�CTCPW
NJ?RDMPK�QR?RGML�RFPMSEFMSR�RFC�CLRCPNPGQC��?LW�0#�RF?R�FMQRQ�?L�GLQR?LAC�MD�RFC7 MPI@CLAF��?LB
?LW�@PMUQCP�SQCB�RM�KMLGRMP�?LB�AMLRPMJ�RFC�QWQRCK��9MS�CVNMPR�?�PMMR�#!�ACPRGeA?RC�UGRF�GRQ
NPGT?RC�ICW�MLJW�DMP�RFC�NSPNMQC�MD�@?AIGLE�GR�SN�RM�?�QCASPC�JMA?RGML�
4FC�UGX?PB�MNCLQ�RFC#CPR#CPRGeA?RC�%VNMPRGeA?RC�%VNMPRUGLBMU�

��3RCN 5QC�RFC�DMJBCP�GAML�RM�JMA?RC�RFC�QRMP?EC�JMA?RGML�DMP�RFC�CVNMPRCB�PMMR�#!�ACPRGeA?RC�GL�RFC
JMA?JFMQR�eJC�QWQRCK��QSAF�?Q�?L�?BBCB�QS@DMJBCP�GL�WMSPcertManagement DMJBCP��?Q�QFMUL	�MP�?
RFSK@�BPGTC��?LB�AJGAI3?TC3?TC�
7 GRFGL�RFCcertManagement DMJBCP��WMS�A?L�APC?RC�QS@DMJBCPQ�DMP�QRMPGLE�ACPRGeA?RCQ�?LB
ACPRGeA?RC�QGELGLE�PCOSCQRQ��#32Q	��)L�RFC�?@MTC�CV?KNJC��RFC�2MMR#CPRQ�DMJBCP�GQ�?�QSGR?@JC
JMA?RGML�DMP�RFC�PMMR�#!�ACPRGeA?RC�UGRF�GRQ�NS@JGA�ICW��UFGJC�RFC�6?SJR�DMJBCP�QGKSJ?RCQ�?�QCASPC
QRMP?EC�JMA?RGML�DMP�RFC�PMMR�#!�ACPRGeA?RC�UGRF�GRQ�NPGT?RC�ICW��UFGAF�QFMSJB�@C�ICNR�SLBCP�JMAI
?LB�ICW�
/L�AMKNJCRGML��RFC�UGX?PB�?AILMUJCBECQ�RF?R�RFC�CVNMPR�U?Q�QSAACQQDSJ�

���3RCN 4M�AMLRGLSC��AJGAI/+/+ �
4FC3CJCAR�3R?R3CJCAR�3R?RGMLGMLUGLBMU�MNCLQ�

#CPRGDGA?RC�K?L?ECKCLR��0J?RDMPK�QCASPGRW	 .G?E?P?�0J?RDMPK�'SGBC

�� -?P AF���������



���3RCN )L�RFC3CJCAR�3R?R3CJCAR�3R?RGMLGMLUGLBMU��AJGAI�RFC�BPMN
BMUL�JGQR�MD�?JJ�QR?RGMLQ�GL�RFC�0J?RDMPK�$?CKML
(MKC��?LB�QCJCAR�RFC�QR?RGML�RM�3CR�RFC�4,3�JCTCJQ�ML��?LB�AJGAI/+/+ �
4FC�UGX?PB�BGQNJ?WQ�?�NPMEPCQQ�QSKK?PW�?Q�WMS�AMKNJCRC�RFC�T?PGMSQ�QRCNQ�

���3RCN 7FCL�NPMKNRCB�UGRF�RFC�KCQQ?EC��^!JJ�MNCP?RGMLQ�?PC�AMKNJCRC_��AJGAI/+/+ ?LB &GLGQF&GLGQF�
4FC�UGX?PB�KMBGeCQ�RFC�QR?RGML]Q��@ME�eJC�GL�RFC�0J?RDMPK�$?CKML�(MKC�

Result
4FC#CPR#CPRGeA?RC�7GeA?RC�7GX?PGX?PBB QSAACQQDSJJW�ECLCP?RCB�RFC�LCU�QCPTCP�ACPRGeA?RC�DMP�RFC�3SNCPTGQMP�0#��?LB�RFC�LCU
PMMR�#!�ACPRGeA?RC�DMP�SQC�GL�QGELGLE�MRFCP�QCPTCP�ACPRGeA?RCQ��4FMQC�ACPRGeA?RCQ�?PC�CVNMPRCB�RM�RFC
ACPR-?L?EKCLR�DMJBCP�GL�RFC�JMA?J�eJC�QWQRCK�DMP�QS@QCOSCLR�SQC��!BBGRGML?JJW��RFC�UGX?PB�QCR�RFC�4,3�JCTCJQ�ML
RFC�QCJCARCB�QR?RGML�RM�RFC�QCJCARCB�T?JSC��4,3T����

2CAMKKCLBCB�TCPGDGA?RGMLQ
4FC�NJ?RDMPK�?LB�RFC�QR?RGML�QF?PC�RFC�Q?KC�ACPRGeA?RC�K?L?ECKCLR�QRMPCQ��UFGJC�RFC7 MPI@CLAF?NNJGA?RGML
F?Q�GRQ�MUL�QRMPCQ��/LAC�WMS�F?TC�QCR�SN�ACPRGeA?RCQ��AMLePK�RF?R�RFC�QRMPCQ�AMLR?GL�RFC�ACPRGeA?RCQ�WMS
CVNCAR�

6CPGDW�RF?R�RFC�LCU�ACPRGDGA?RCQ�?PC�GLQR?JJCB�GLRM#CPR#CPRGDGA?RC�-?L?ECKCLRGDGA?RC�-?L?ECKCLR�
&PMK�RFC�PCKMRC�AMLRPMJJCP�NJ?RDMPK��BMS@JC
AJGAI�ML#CPR#CPRGeA?RC�-?L?ECKCLRGeA?RC�-?L?ECKCLR?LB�TCPGDW�RF?R�RFC�ACPRGeA?RCQ
UCPC�GLQR?JJCB�

` 4FC�LCU�QCPTCP�ACPRGeA?RC�?NNC?PQ�GL�RFC5QCP�+CW�3RMP5QCP�+CW�3RMPCC�

` 4FC�LCU�PMMR�#!�ACPRGeA?RC�?NNC?PQ�GL�RFC5QCP�45QCP�4PSQR�3RMPPSQR�3RMPCC��4FGQ�GQ�?�AMNW�MD�RFC�PMMR�#!�ACPRGeA?RC
CVNMPRCB�UGRF�GRQ�NS@JGA�ICW�

&PMK�RFC7 MPI@CLAF��AJGAI44MMJQMMJQ� #CPR#CPRGeA?RC�-?L?ECKCLRGeA?RC�-?L?ECKCLR�

` #MLePK�RF?R�RFC�LCU�PMMR�#!�ACPRGeA?RC�APC?RCB�@W�RFGQ�GLQR?LAC�MD�RFC7 MPI@CLAF�DMP�SQC�@W�RFC�UGX?PB	
GQ�DMSLB�GL�RFC5QCP�+CW�3RMP5QCP�+CW�3RMPCC��MD�RFC7 MPI@CLAF��?JMLEQGBC�RFC�QCJD
QGELCBBCD?SJRQCPTCP�ACPRGeA?RC��4FC
7 MPI@CLAFGQ�?�AJGCLR�UFCL�AMLLCARGLE�RM�NJ?RDMPKQ�?LB�QR?RGMLQ��QM�GR�GQ�UMPRF�NMGLRGLE�MSR�RF?R�RFGQ�GQ�LMR
?�3CPTCP�#CPRGeA?RC��4FC�PMMR�#!�ACPRGeA?RC�GQ�?T?GJ?@JC�RM�RFC7 MPI@CLAFDMP�SQC�GL�QGELGLE�QCPTCP
ACPRGeA?RCQ�

.G?E?P?�0J?RDMPK�'SGBC #CPRGDGA?RC�K?L?ECKCLR��0J?RDMPK�QCASPGRW	
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` .MRGAC�RF?R�RFC�PMMR�#!�ACPRGeA?RC�U?Q�LMR�GKNMPRCB�GLRM�RFC5QCP�45QCP�4PSQR�3RMPPSQR�3RMPCCMD�RFC7 MPI@CLAF@W�RFC
#CPR#CPRGeA?RC�7GeA?RC�7GX?PGX?PBB��9MS�LCCB�RM�GKNMPR�RFC�PMMR�#!�ACPRGeA?RC�GLRM�RFGQ�JMA?RGML�RM�CLQSPC�RF?R�RFGQ�GLQR?LAC
MD�RFC7 MPI@CLAFA?L�T?JGB?RC�QCPTCP�ACPRGeA?RCQ�UFGJC�F?LBQF?IGLE�UGRF�NJ?RDMPKQ�?LB�QR?RGMLQ�ML�RFC
LCRUMPI�

4M�BM�RFGQ�UGRFGL#CPR#CPRGeA?RC�-?L?ECKCLRGeA?RC�-?L?ECKCLR��#JGAI)KNMPR)KNMPR��JMA?RC�?LB�QCJCAR�RFC�LCU�PMMR�#!�ACPRGeA?RC�GL
~certManagement ��?LB�AJGAI/+/+ �

6CPGDW�RF?R�RFC�4,3�JCTCJ�DMP�C?AF�MD�RFC�DMJJMUGLE�GQ�QCR�RM�4,3T����

NOTE:

4,3T����?LB�4,3T����?P C�QRGJJ�QSNNMPRCB�DMP�@?AIU?PBQ�AMKN?RG@GJGRW��@SR�GR�GQ�PCAMKKCLBCB�RM�SQC�4,3T����?LB
FGEFCP�

` 0J?RDMPK�4,3�3CRRGLEQ��5QGLE0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGML��TGCU�RFC�#F?LEC�4,3�3CRRGLEQ�MNRGML�?LB�TCPGDW�RFC
0PMRMAMJ�T?JSC�

` 3R?RGML�7C@�3CPTGAC��)L�?�QR?RGML�AMLLCARGML�MNCL�?0P0PMNCPRW�3FCCRMNCPRW�3FCCRTGCU�ML�RFC�7 C@�3CPTGAC�?LB�TCPGDW
RFCHttps Min Protocol NPMNCPRW�T?JSC�

` 3R?RGML�&MV�3CPTGAC��/NCL�?0P0PMNCPRW�3FCCRMNCPRW�3FCCRTGCU�ML�RFC�&MV�3CPTGAC�?LB�TCPGDW�RFCFoxs Min Protocol
NPMNCPRW�T?JSC�

!BB GRGML?J�PCAMKKCLB?RGMLQ
)D�WMS�?PC�ASPPCLRJW�PC?BGLE�RFCNiagara Platform Guide��RWNGA?JJW��WMS�LCCB�RM�QCJCAR�RFC�?NNPMNPG?RC�3CPTCP
#CPRGeA?RC�DMP�SQC�GL�QCASPC�NJ?RDMPK�?LB�QR?RGML�AMLLCARGMLQ�

` 3CR�RFC�LCU�QCPTCP�ACPRGeA?RC�RM�@C�SQCB�DMP�QCASPC�NJ?RDMPK��LG?E?P?B	�AMKKSLGA?RGMLQ�

` 3CR�RFC�LCU�3CPTCP�#CPRGeA?RC�RM�@C�SQCB�DMP�QCASPC�QR?RGML�AMKKSLGA?RGMLQ�TG?�&MV�?LB�7C@�3CPTGACQ�

&MP�BCR?GJQ��PCDCP�RM�RFCNiagara Station Security Guide�

#CPRGDGA?RC�K?L?ECKCLR��0J?RDMPK�QCASPGRW	 .G?E?P?�0J?RDMPK�'SGBC
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Chapter 5. Distribution File Installer
4FGQ�NJ?RDMPK�TGCU�GQ�SQCB�RM�GLQR?JJ��BGQR��BGQRPG@SRGML	�eJCQ��!�3SNCPTGQMP�0#�NPCN?PCB�RM�GLQR?JJ�BGQRPG@SRGML�eJCQ
GQ�QMKCRGKCQ�PCDCPPCB�RM�?Q�?L�CLEGLCCPGLE�UMPIQR?RGML�

!�@?AISN��BGQR�eJC�GLAJSBCQ�LMR�MLJW�RFC�CLRGPC�QR?RGML�DMJBCP��@SR�?JJ�MRFCP�AMLeESP?RGML�GLDMPK?RGML�RF?R�K?W
@C�ASQRMKGXCB�DMP�RFC�NJ?RDMPK��4FGQ�?JJMUQ�DMP�?�AMKNJCRC�PCQRMP?RGML�MD�?�QR?RGML�DPMK�RFC�MLC�@?AISN�eJC�

4WNGA?JJW��WMS�K?IC�?�QR?RGML�@?AISN�DPMK�? 7 MPI@CLAFQR?RGML�AMLLCARGML��?�QR?RGML�GQ�PSLLGLE��?LB�F?Q�RFC
"?AISN3CPTGAC"?AISN3CPTGAC	��)L�RFC�.?T�RPCC��PGEFR
AJGAI�RFC�MNCLCB�QR?RGML��?LB�QCJCAR"?AISN�3R?R"?AISN�3R?RGMLGML�

,CQQ�RWNGA?J�GQ�?L�MDf GLC�@?AISN�DPMK�RFC0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGMLTGCU�

"W�BCD?SJR��RFC�DP?KCUMPI�Q?TCQ�QR?RGML�@?AISN��BGQR�eJCQGL�WMSP7 MPI@CLAF5QCP�(MKC5QCP�(MKC��GL�?~/backups
DMJBCP�

5QC�RFGQ�TGCU�DMP�CGRFCP�MD�RFCQC�RUM�R?QIQ�

` 4M�GLQR?JJ�?�AJC?L��BGQR�eJC��4FGQ�BMULEP?BCQ�?�AMLRPMJJCP�RM�?L�MJBCP.G?E?P?��PCJC?QC�JCTCJ��MP�PCQRMPCQ�GR
RM�?�ILMUL�CKNRW�QR?RC��&MJJMUGLE�?�AJC?L��BGQR�GLQR?JJ��WMS�KSQR�AMKKGQQGML�RFC�AMLRPMJJCP�?E?GL��?Q�RFGQ
UGNCQ�MSR�RFC�eJC�QWQRCKb?JKMQR�?JJ�QMDRU?PC��?Q�UCJJ�?Q�?JJ�QR?RGML�eJCQbJC?TGLE�RFC�AMLRPMJJCP�GL�?L
CKNRW�LC?P
D?ARMPW�QR?RC�

NOTE: $M�LMR�SQC�RFGQ�TGCU�RM�SNEP?BC�?�AMLRPMJJCP��)LQRC?B��SQC�RFC#MKKGQQGMLGLE�7#MKKGQQGMLGLE�7GX?PGX?PBB GL�RFC�AMLRPMJJCP�
4FC#MKKGQQGMLGLE�7#MKKGQQGMLGLE�7GX?PGX?PBB GQ�?�PGEFR
AJGAI�MNRGML�ML�?�NJ?RDMPK�UFCL�MNCLCB�GL7 MPI@CLAF�

2CQRMPGLE�?�@?AISN�BGQRPG@SRGML�DGJC
4FGQ�NPMACBSPC�PCQRMPCQ�?�AMLRPMJJCP�RM�?�D?ARMPW�BCD?SJR�QR?RC�

Prerequisites:

` !�@?AISN�BGQReJC�MD�RFC�QR?RGML�ML�RFC�R?PECR�AMLRPMJJCP�CVGQRQ�

` 4FC�QMDRU?PC�B?R?@?QC�MD�WMSP.G?E?P?��GLQR?JJ?RGML�GLAJSBCQ�K?RAFGLE�TCPQGMLQ�MD�?JJ�QMDRU?PC�KMBSJCQ
SQCB�@W�RFC�QR?RGML�UFCL�RFC�QR?RGML�@?AISN�U?Q�K?BC��7GRFMSR�RFCQC�KMBSJCQ��PCQRMPGLE�RFC�@?AISN
�BGQRUGJJ�D?GJ�

` !LW�AMLRPMJJCB�COSGNKCLR��UFGAF�KGEFR�@C�?BTCPQCJW�?DDCARCB�@W�RFC�QR?RGML�QRMNNGLE��?LB�RFC�PCKMT?J�MD
QMDRU?PC	�GQ�NSR�GL�?�K?LS?JJW�AMLRPMJJCB�QR?RC�

` )D�RFC�BGQReJC�GQ�NPMRCARCB�UGRF�?�eJC�N?QQNFP?QC��WMS�ILMU�RFGQ�N?QQNFP?QC�

��3RCN 5QGLE7 MPI@CLAF��MNCL�?�NJ?RDMPK�AMLLCARGML�RM�RFC�PCKMRC�FMQR�

��3RCN )D�?�QR?RGML�GQ�?JPC?BW�PSLLGLE�ML�RFC�PCKMRC�FMQR��SQC�RFC!NNJ!NNJGA?RGA?RGMLQ�$GPGMLQ�$GPCARMPCARMPRM�QRMN�RFC
QR?RGML�

.G?E?P?�0J?RDMPK�'SGBC $GQRPG@SRGML�&GJC�)LQR?JJCP
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��3RCN 4M�JMA?RC�RFC�BGQReJC��BM�MLC�MD�RFC�DMJJMUGLE�

` )L�RFC$GQRPG@SR$GQRPG@SRGML�&GJC�)LQR?JGML�&GJC�)LQR?JJCPJCPAJGAI�RFC"?AISNQ"?AISNQ@SRRML��

	��4FGQ�MNCLQ�RFC!/backups DMJBCP�

` #JGAI�RFC#FMMQC�$GP#FMMQC�$GPCARMPWCARMPW@SRRML�RM�NMGLR�RM�?LMRFCP�@?AISN��BGQR�eJC�JMA?RGML�

4FC�)LQR?JJCP�N?PQCQ�RFPMSEF�RFC�BGQRPG@SRGML�eJCQ��?LB�K?ICQ�QCJCAR?@JC�MLJW�RFMQC�eJCQ�RF?R�?PC
AMKN?RG@JC�UGRF�RFC�MNCLCB�NJ?RDMPK��7FCL�BMLC�N?PQGLE��?T?GJ?@JC�@?AISN�BGQRQ�MNCL�GL�?�JGQR�

$GQRPG@SRGML�eJCQ�RF?R�?PC�GL?NNPMNPG?RC��DMP�CV?KNJC�RFMQC�RF?R�?PC�DMP�?�BGDDCPCLR�R?PECR
NJ?RDMPK�MP�F?TC�SLKCR�BCNCLBCLAGCQ��?PC�BGKKCB�?LB�RFC)LQR?J)LQR?JJJ@SRRML�BMCQ�LMR�@CAMKC
?ARGTC�GD�WMS�QCJCAR�MLC�MD�RFCK�

��3RCN &MP�BCR?GJQ�ML�?LW�BGQReJC��BMS@JC
AJGAI�GR�

$GQRPG@SRGML�&GJC�)LQR?JJCP .G?E?P?�0J?RDMPK�'SGBC

�� -?P AF���������



4FC�QWQRCK�MNCLQ�?�NMNSN�RF?R�GLAJSBCQ�?�JGQR�MD�BCNCLBCLAGCQ�

4FC�BCR?GJQ�UGLBMU�NPMTGBCQ�GLDMPK?RGML�?@MSR�RFC�QCJCARCB�BGQRPG@SRGML�eJC��GLAJSBGLE�?JJ
AMLRCLRQ�?LB�?LW�BCNCLBCLAGCQ�

��3RCN 4M�PCQRMPC�?LW�QCJCARCB�@?AISN��AJGAI)LQR?J)LQR?JJJ�

.G?E?P?�0J?RDMPK�'SGBC $GQRPG@SRGML�&GJC�)LQR?JJCP

-?P AF��������� ��



7FCL�WMS�AJGAI)LQR?J)LQR?JJJ��RFC�QWQRCK�?RRCKNRQ�RM�T?JGB?RC�RFC�eJC]Q�N?QQNFP?QC��)D�RFC�eJC
N?QQNFP?QC�?LB�QWQRCK�N?QQNFP?QC�?PC�RFC�Q?KC��RFC�NPMACQQ�AMLRGLSCQ�UGRFMSR�NPMKNRGLE�DMP�?
eJC�N?QQNFP?QC��)D�RFC�eJC�N?QQNFP?QC�?LB�QWQRCK�N?QQNFP?QC�?PC�BGDDCPCLR��RFC�BGQRPG@SRGML�eJC
GLQR?JJCP�NPMKNRQ�WMS�DMP�RFC�N?QQNFP?QC�

NOTE: )D�NPMKNRCB�DMP�RFC�BGQReJC�N?QQNFP?QC�?LB�WMS�BM�LMR�ILMU�GR��WMS�A?LLMR�GLQR?JJ�RFC�eJC�

��3RCN )D�WMS�?PC�NPMKNRCB�DMP�RFCPassphrase ��CLRCP�GR�?LB�AJGAI.CVR.CVR�
)D�RFC�FMQR�GQ�?JPC?BW�PSLLGLE�?�QR?RGML��?�UGLBMU�MNCLQ�RCJJGLE�WMS�RF?R�RFC�QR?RGML�KSQR�@C
QRMNNCB�

)D�RFC�QR?RGML�@?AISN�BGQReJC�AMLR?GLQ�QMDRU?PC�KMBSJCQ�RF?R�?PC�BGDDCPCLR�DPMK��MP�GL�?BBGRGML
RM	�RFMQC�?JPC?BW�GLQR?JJCB�GL�RFC�PCKMRC�FMQR��?LMRFCP�UGLBMU�MNCLQ�

��3RCN 4M�AMLRGLSC��AJGAI.CVR.CVR�

$GQRPG@SRGML�&GJC�)LQR?JJCP .G?E?P?�0J?RDMPK�'SGBC

�� -?P AF���������



!LMRFCP�UGLBMU�?QIQ�GD�WMS�UGQF�RM�PCQRMPC�RFC�4#0�)0�QCRRGLEQ�QRMPCB�GL�RFC�BGQReJC��?Q
BGQNJ?WCB	�GLRM�RFC�PCKMRC�FMQR�

4FC�4#0�)0�QCRRGLEQ�AMLR?GLCB�GL�RFC�BGQReJC�?PC�JGQRCB��?LB�@W�BCD?SJR��RFC�AFCAI�@MVUpdate
the remote hostÕs TCP/IP settings GQ�AJC?PCB�

��3RCN $M�MLC�MD�RFC�DMJJMUGLE�

` 4M�SQC�RFC�Q?KC�BGQReJC�ML�BGDDCPCLRJW�?BBPCQQCB�FMQRQ��JC?TC�RFGQ�AFCAI�@MV�AJC?PCB�

` 4M�SQC�RFC�4#0�)0�QCRRGLEQ�QRMPCB�GL�RFC�BGQReJC��CL?@JC�RFCUpdate the remote hostÕs
TCP/IP settings AFCAI�@MV�

$CNCLBGLE�ML�WMSP�AFMGAC��?DRCP�RFC�BGQReJC�GLQR?JJQ�?LB�RFC�FMQR�PC@MMRQ��GR�PCR?GLQ�GRQ�ASPPCLR
4#0�)0�QCRRGLEQ�MP�SQCQ�RFC�4#0�)0�QCRRGLEQ�QRMPCB�GL�RFC�BGQReJC�

��3RCN 4M�@CEGL�RFC�GLQR?JJ?RGML��AJGAI&GLGQF&GLGQF�

.G?E?P?�0J?RDMPK�'SGBC $GQRPG@SRGML�&GJC�)LQR?JJCP

-?P AF��������� ��



4FC�BGQRGLQR?JJ?RGML�NPMACQQ�MNCLQ�?�UGLBMU�RF?R�RP?AIQ�GRQ�NPMEPCQQ�

4FC�GLQR?JJCP�?SRMK?RGA?JJW�QRMNQ�RFC�QR?RGML��RFCL�AMLRGLSCQ�UGRF�RFC�BGQRPG@SRGML�eJC�GLQR?JJ
NPMACQQ��UFGAF�MTCPUPGRCQ�RFC�QR?RGML��!DRCP�RFC�BGQRPG@SRGML�eJC��?LB�KMBSJCQ��GD�QCJCARCB	�?PC
GLQR?JJCB�ML�RFC�NJ?RDMPK��RFC�AMLRPMJJCP�PC@MMRQ��?LB�RFC�NPMEPCQQ�UGLBMU�GLBGA?RCQ�AMKNJCRC�

���3RCN 4M�AMLRGLSC��AJGAI#JMQC#JMQC?LB�MNCL�?�LCU�NJ?RDMPK�AMLLCARGML��NCPF?NQ�RM�TGCU�MSRNSR�GL�RFC
!NNJ!NNJGA?RGA?RGML�$GPGML�$GPCARMPCARMP�

2CRSPLGLE�?�AMLRPMJJCP�RM�LC?P�D?ARMPW�BCD?SJRQ
!R�RGKCQ�GR�K?W�@C�LCACQQ?PW�RM�PCQRMPC�?L�AMLRPMJJCP�RM�?�ILMUL�EMMB�CKNRW�QR?RC��CGRFCP�RM�PCAMKKGQQGML�GR
UGRF�RFC�ASPPCLR�PCJC?QC�@SGJB��MP�@CDMPC�PCAMKKGQQGMLGLE�GR�UGRF�?L�C?PJGCP�@SGJB��4M�BM�RFGQ��WMS�A?L�GLQR?JJ�?
AJC?L��BGQR��BGQRPG@SRGML	�eJC�

$GQRPG@SRGML�&GJC�)LQR?JJCP .G?E?P?�0J?RDMPK�'SGBC

�� -?P AF���������



Prerequisites:
4FC�NJ?RDMPK�GQ�PSLLGLE.G?E?P?����9MS�F?TC�@?AICB�SN�?LW�QR?RGML�eJCQ�?Q�UCJJ�?Q�?LW�MRFCP�eJCQ�LCCBCB�J?RCP�
DMP�CV?KNJC�BGEGR?J�ACPRGeA?RC�ICWQ��!JU?WQ�CVNMPR�ACPRGeA?RC�ICWQ�DMP�?LW�4,3
AMLeESPCB�SLGR�?LB�QRMPC�RFC
CVNMPRCB�ICWQ�GL�?�Q?DC�NJ?AC��QSAF�RF?R�GD�RFC�AMLRPMJJCP�LCCBCB�RM�@C�PCNJ?ACB��?�F?PBU?PC�QU?N
MSR	��WMS
AMSJB�PC
GKNMPR�RFC�ICWQ�

7 GNGLE�?�AMLRPMJJCP�AJC?L�GQ��RWNGA?JJW��SLLCACQQ?PW�GD�WMS�?PC�SNEP?BGLE�?L�MNCP?RGML?J�AMLRPMJJCP�RM�?�J?RCP
QMDRU?PC�@SGJB��5QGLE�RFC#MKKGQQGMLGLE�7#MKKGQQGMLGLE�7GX?PGX?PBB QFMSJB�@C�?JJ�RF?R�GQ�LCACQQ?PW��(MUCTCP��GD�WMS�?PC
BMULEP?BGLE�?�AMLRPMJJCP�RM�?L�C?PJGCP�@SGJB��WMS�QFMSJB�GLQR?JJ�?�AJC?L��BGQR�eJC�ePQR��RM�?TMGB�AMKN?RG@GJGRW
NPM@JCKQ��4FGQ�?NNJGCQ�CQNCAG?JJW�RM*!#% AMLRPMJJCPQ��?Q�@GL?PGCQ�DMP�RFC��1.8	�/3�?P C�GLAJSBCB�GL��BGQR�eJCQ�

)LQR?JJGLE�?�AJC?L��BGQR�UGNCQ�RFC�CLRGPC�eJC�QWQRCK�?LB�GLQR?JJQ�?L�?NNPMNPG?RC�TCPQGML�MD�RFC.G?E?P?NJ?RDMPK
B?CKML��PCQCRRGLE�RFC�SLGR�RM�?�LC?P�D?ARMPW�QR?RC��)D�RFC�AMLRPMJJCP�A?KC�UGRF�?L�?NNJG?LAC�GLQR?JJCB��GLQR?JJGLE�?
AJC?L��BGQR�?JQM�PCKMTCQ�RFC�?NNJG?LAC��/LJW�RFC�DMJJMUGLE�QCRRGLEQ�?PC�NPCQCPTCB�

` 4#0�)0�QCRRGLEQ

` JGACLQC�eJCQ

` @P?LB�NPMNCPRGCQ

` KMQR�QCASPC�AMKKSLGA?RGML��4,3	�AMLeESP?RGML

!J J�MRFCP�B?R?�?PC�BCJCRCB�DPMK�RFC�eJC�QWQRCK��GLAJSBGLE�QR?RGML�@ME�eJCQ��0V�eJCQ��KMBSJCQ��CRA�4FC�SLGR]Q
4,3�NPGT?RC�ICW�GLDMPK?RGML�GQ�?JQM�BCJCRCB��)L�?BBGRGML��GLQR?JJGLE�?�AJC?L��BGQR�BCJCRCQ�?JJ�AMLeESPCB
NJ?RDMPK�SQCPQ��PCQRMPGLE�RFC�D?ARMPW
BCD?SJR�NJ?RDMPK�APCBCLRG?JQ�?LB�NMPR������	�

��3RCN 5QGLE7 MPI@CLAF��MNCL�?�NJ?RDMPK�AMLLCARGML�RM�RFC�AMLRPMJJCP�

��3RCN 4M�?AACQQ�RFC!cleanDist BGPCARMPW��MNCL�RFC$GQRPG@SR$GQRPG@SRGML�&GJC�)LQR?JGML�&GJC�)LQR?JJCPJCP?LB�AJGAI�RFC#JC?LGLE#JC?LGLE
@SRRML�
%?AF�AJC?L�BGQR�eJC�F?Q�RFC�QSDeV
AJC?LGL�GRQ�L?KC��#JC?L�BGQRPG@SRGML�eJCQ�?PC�JMA?RCB�GL�WMSP�3WQ
(MKC !cleanDist DMJBCPb?N?PR�DPMK�MRFCP�BGQR�eJCQ�SLBCP�WMSP�QMDRU?PC�B?R?@?QC�

#JC?L�BGQR�eJCQ�?NNC?P�JGQRCB�UGRF�?�7 !2.).'�GL�R FCDescription ��9MS�A?L�QCJCAR�MLJW�RFC
?NNPMNPG?RC�eJC�DMP�RFC�ASPPCLRJW�MNCLCB�NJ?RDMPK�

.G?E?P?�0J?RDMPK�'SGBC $GQRPG@SRGML�&GJC�)LQR?JJCP

-?P AF��������� ��



��3RCN 3CJCAR�RFC�?NNPMNPG?RC�AJC?L�BGQR�eJC�DMP�RFC�NJ?RDMPK�?LB�AJGAI)LQR?J)LQR?JJJ�
2CKMTGLE�?�eJC�QWQRCK�R?ICQ�?�DCU�KGLSRCQ��RFCL�RFC�AMLRPMJJCP�?SRMK?RGA?JJW�PC@MMRQ��7?GR�DMP
RFC�PC@MMR�RM�AMKNJCRC�

NOTE: !DRCP�PC@MMR�DPMK�?�AJC?L�BGQR�GLQR?JJ��RFC�AMLRPMJJCP�PCOSGPCQ�NMPR������	�

��3RCN $M�MLC�MD�RFC�DMJJMUGLE�

` 4M�PC
GLQR?JJ�RFC�QMDRU?PC�TCPQGMLQ�RM�RFC�AMLRPMJJCP��MNCL�?�TCPQGML�MD7 MPI@CLAFRF?R�SQCQ
RFC�Q?KC�QMDRU?PC�TCPQGML�RF?R�WMS�U?LR�ML�RFC�AMLRPMJJCP��?LB�SQC�RFC�NJ?RDMPK
#MKKGQQGMLGLE�7#MKKGQQGMLGLE�7GX?PGX?PBB RM�GLQR?JJ�RFC�BCQGPCB�QMDRU?PC�@SGJB�

` )D�WMS�F?TC�?�@?AISN�BGQR�eJC�DMP�RFC�AMLRPMJJCP�RF?R�U?Q�K?BC�UFCL�GR�F?B�RFC�BCQGPCB�NPGMP
.� QMDRU?PC�TCPQGML��SQC�RFC$GQRPG@SR$GQRPG@SRGML�&GJC�)LQR?JGML�&GJC�)LQR?JJCPJCPRM�GLQR?JJ�GR�

$GQRPG@SRGML�&GJC�)LQR?JJCP .G?E?P?�0J?RDMPK�'SGBC
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Chapter 6. Lexicon Installer
4FC�,CVGAML�)LQR?JJCP�JCRQ�WMS�GLQR?JJ�eJC
@?QCB�QCRQ�MD�RFC�RCVR�SQCB�@W�RFC�QMDRU?PC�DPMK�WMSP7 MPI@CLAF0#
RM�?�PCKMRC�NJ?RDMPK�

CAUTION: )L .G?E?P?����GD�NMQQG@JC��BM�LMR�SQC�RFGQ�TGCU�?Q�eJC
@?QCB�JCVGAML�QCRQ�?PC�RWNGA?JJW�LMR
PCAMKKCLBCB��!JQM��eJC��MP�RCVR��JCVAGMLQ�?PC�LMR�NCPKGRCB�ML�RFC*!#%
���� ��)LQRC?B��K?IC�MLC�MP�KMPC
KMBSJCQ�MD�ASQRMKGXCB�JCVGAMLQ�SQGLE�RFC,CVGAML�-MBSJC�"SGJBCP,CVGAML�-MBSJC�"SGJBCP��?LB�GLQR?JJ�RFCK�GL�?�PCKMRC�NJ?RDMPK�SQGLE
RFC3MDRU?P3MDRU?PC�-?L?ECPC�-?L?ECP��/R FCPUGQC��GQQSCQ�K?W�MAASP�UFCL�?AACQQGLE�?�FMQR�QR?RGML�SQGLE�?�@PMUQCP�

,CVGAMLQ�A?L�?JQM�@C�GLQR?JJCB�?Q�KMBSJCQ���H?P�eJCQ	��GL�UFGAF�A?QC�WMS�SQC�RFC�NJ?RDMPK3MDRU?P3MDRU?PC�-?L?ECPC�-?L?ECP
�GLQRC?B	�DMP�GLQR?JJ?RGML�GL�PCKMRC�NJ?RDMPKQ��)L�D?AR��QR?LB?PB�JCVGAMLQ�?PC�BGQRPG@SRCB�?Q�KMBSJCQ��SQGLE�?
KMBSJC�eJC�L?KC�AMLTCLRGML�MD�

niagaraLexicon Lc -rt.jar

UFCPCLc GQ�RFC�RUM
AF?P?ARCP�J?LES?EC�AMBC��QSAF�?QFr DMP�&PCLAF�?LBEs DMP�3N?LGQF�7 MPI@CLAFNPMTGBCQ�?
,CVGAML�4,CVGAML�4MMJMMJUGRF�?�QNCAG?J,CVGAML�-MBSJC�-?ICP,CVGAML�-MBSJC�-?ICPTGCU�RF?R�WMS�A?L�SQC�RM�KMBGDW�MP�K?IC�LCU�JCVGAML
KMBSJCQ��DPMK�CBGRCB�RCVR
@?QCB�JCVGAML�eJCQ��&MP�AMKNJCRC�BCR?GJQ��PCDCP�RM�RFCNiagara Lexicon Guide�

,CVGAMLQ�RWNGA?JJW�F?TC�MLC�MD�RUM�SQCQ��BCNCLBGLE�ML�HM@�JMA?RGML�

` )LRCPL?RGML?J�JMA?RGMLQ�NPMTGBC�LML
%LEJGQF�J?LES?EC�QSNNMPR

` $MKCQRGA��5�3�	�JMA?RGMLQ�UFCPC�WMS�F?TC�KMBGeCB�RFC�%LEJGQF��CL	�JCVGAML�RM�AF?LEC�RFC�UMPBGLE�SQCB�GL
BCD?SJR�J?@CJQ�

"CDMPCF?LB��SQC�RFC,CVGAML�%B,CVGAML�%BGRMPGRMPTGCU�MD�RFC,CVGAML�4,CVGAML�4MMJMMJGL7 MPI@CLAFRM�PCTGCU�?LB�CBGR�CLRPGCQ��MP�ICWQ	
GL�RFC�GLBGTGBS?J�JCVGAML�eJCQ�UGRF�JMA?JGXCB�T?JSCQ�LCCBCB�DMP�J?LES?EC�QSNNMPR�

#F?LEGLE�RFC�J?LES?EC��,CVGAML�)LQR?JJCP	
4FGQ�QRCN�GLQR?JJQ�MLC�MP�KMPC�RCVR
@?QCB�JCVGAML�eJC�QCRQ�GL�RFC�FMQR�AMLRPMJJCP��,CVGAMLQ�NPMTGBC�QSNNMPR�DMP
LML
%LEJGQF�J?LES?ECQ��!�JMA?JC�AMBC�GBCLRGeCQ�C?AF�JCVGAML��&MP�CV?KNJC��^DP_�GBCLRGeCQ�RFC�&PCLAF�JCVGAML
?LB�^BC_�RFC�'CPK?L�JCVGAML��)L�QMKC�BMKCQRGA��5�3�	�GLQR?JJ?RGMLQ��?L�%LEJGQF�JCVGAML��^CL_	�GQ�?BBCB�?LB
AMLeESPCB�RM�EJM@?JJW�ASQRMKGXC�GRCKQ��QSAF�?Q�RFC�NPMNCPRW�BCQAPGNRGMLQ�GL7 MPI@CLAF�

Prerequisites:
4FC�JCVGAML�eJC�Q	�RM�GLQR?JJ�?PC�GL�RFC�JCVGAMLQ�DMJBCP�SLBCP�WMSP.G?E?P?��3WQ�(MKC3WQ�(MKC�LG?E?P?>FMKC	

NOTE: 4FC�PCAMKKCLB?RGML�DMP.G?E?P?��GQ�RM�QIGN�RFGQ�QRCN��)LQRC?B��K?IC�MLC�MP�KMPC�KMBSJCQ�MD
ASQRMKGXCB�JCVGAMLQ�?LB�GLQR?JJ�RFCK�GL�RFC�LCVR��3CJCAR�KMBSJCQ	�QRCN��/RFCPUGQC��GQQSCQ�K?W�MAASP�UFCL
SQGLE�?�@PMUQCP�RM�?AACQQ�MD�RFC�FMQRCB�QR?RGML��&MP�AMKNJCRC�BCR?GJQ�ML�UMPIGLE�UGRF�JCVGAMLQ�?LB�RFC,CVGAML,CVGAML
-MBSJC�"SGJBCP-MBSJC�"SGJBCP��PCDCP�RM�RFCNiagara Lexicon Guide�

��3RCN %VN?LB�MP�BMS@JC
AJGAI0J?RDMPK0J?RDMPK?LB�BMS@JC
AJGAI�RFC,CVGAML�)LQR?J,CVGAML�)LQR?JJCPJCP�
!LW�CVGQRGLE�eJC
@?QCB�JCVGAML�QCRQ��?JPC?BW�GLQR?JJCB�GL�RF?R�NJ?RDMPK	�?PC�JGQRCB�GL�RFC�TGCU�N?LC�

��3RCN #JGAI�?�J?LES?EC�AMBC�RM�QCJCAR�GR��?Q�QFMUL�
4M�GLQR?JJ�KMPC�RF?L�MLC�JCVGAML��FMJB�BMUL�RFC#RPJ#RPJICW�UFGJC�WMS�AJGAI�

��3RCN #JGAI�RFC.CVR.CVR@SRRML�?LB�DMJJMU�RFC�UGX?PB��?LB�AJGAI/+/+ �
4FC�QCJCARCB�JCVGAML�BGPCARMPW�MP�BGPCARMPGCQ�?PC�GLQR?JJCB�GL�RFC�PCKMRC�NJ?RDMPK��7FCL�?JJ�eJCQ�?PC
RP?LQDCPPCB��?L)LQR?J)LQR?JJ?RJ?RGML�#MKNJCRCGML�#MKNJCRCUGLBMU�MNCLQ�

.G?E?P?�0J?RDMPK�'SGBC ,CVGAML�)LQR?JJCP
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Chapter 7. License Manager
,GACLQC�K?L?ECKCLR�GLTMJTCQ�RUM�QCN?P?RC�B?R?@?QCQ��?L�MLJGLC�JGACLQC�QCPTCP�?LB�?�JMA?J�B?R?@?QC�RF?R
PCQGBCQ�ML�?3SNCPTGQMPAMKNSRCP��4FC,GACLQC�-?L?ECP,GACLQC�-?L?ECPGLQR?JJQ��GKNMPRQ	�JGACLQCQ�?LB�ACPRGeA?RCQ�RM�?�PCKMRC
NJ?RDMPK��QMSPACB�CGRFCP�DPMK�WMSP7 MPI@CLAF0#�MP�RFC.G?E?P?JGACLQGLE�QCPTCP��9MS�A?L�?JQM�TGCU�RFC
AMLRCLRQ�MD�JGACLQCQ�?LB�ACPRGeA?RCQ��?LB�GD�BCQGPCB��BCJCRC�RFCK�DPMK�?�PCKMRC�NJ?RDMPK�

4FC7 MPI@CLAFK?L?ECKCLR�MD�JGACLQCQ�SQCQ�?�QRPSARSPCB�JMA?J�JGACLQC�B?R?@?QC�UGRF�?�JGACLQC�?PAFGTC�eJC
DMPK?R��)L�?BBGRGML��RFC77 MPI@CLAF�,GACLQC�-?L?ECPMPI@CLAF�,GACLQC�-?L?ECPGQ�?T?GJ?@JC��UFGAF�BMCQ�LMR�PCOSGPC�?�NJ?RDMPK��MP�QR?RGML	
AMLLCARGML�RM�SQC��)LQRC?B��GR�SQCQ�?�NJ?RDMPK�RMMJ�RM�K?L?EC�JGACLQCQ�

` 4FC3SNCPTGQMPNJ?RDMPK]Q�JMA?J�JGACLQC�B?R?@?QC�AMLR?GLQ�?JJ�RFC�JGACLQCQ�?QQGELCB�RM�RFC�PCKMRC�AMLRPMJJCP
NJ?RDMPKQ�RF?R�?PC�N?PR�MD�RFC3SNCPTGQMP]Q.G?E?P?.CRUMPI.G?E?P?.CRUMPI��4FGQ�QRPSARSPCB�AMJJCARGML�MD�QS@DMJBCPQ�?LB
eJCQ�GQ�SLBCP�RFC�3SNCPTGQMP�NJ?RDMPK]Q�3WQ�(MKC!/security/licenses/db BGPCARMPW��%?AF
QS@BGPCARMPW�F?Q�?�SLGOSC�FMQR�)$�L?KC�RF?R�K?RAFCQ�?�PCKMRC�FMQR�NJ?RDMPK�

4FC�JMA?J�JGACLQC�B?R?@?QC�BCQGEL�K?ICQ�GR�C?QGCP�RM�QRMPC�JGACLQCQ�DMP�KSJRGNJC�FMQR�NJ?RDMPKQ�UGRFMSR
GL?BTCPRCLRJW�MTCPUPGRGLE�MLC�JGACLQC�eJC�UGRF�?LMRFCP��4FGQ�Q?TCQ�WMS�DPMK�F?TGLE�RM�K?IC�QNCAG?J�JGACLQC
DMJBCPQ��QS@BGPCARMPGCQ	��?LB�MP�PCL?KC�JGACLQC�eJCQ�SLGOSCJW��4FC�PCJ?RCB�JGACLQC�?PAFGTC�QRMP?EC�eJC
DMPK?R���J?P	�D?AGJGR?RCQ�RFC�CVAF?LEC�MD�JGACLQCQ�?KMLE�BGDDCPCLR�0#Q��?LB�GQ�SQCB�UFCL�SNB?RGLE�?LB
QWLAFPMLGXGLE�JGACLQCQ�RM�RFC�MLJGLC�JGACLQGLE�QCPTCP��?Q�UCJJ�?Q�UGRF�NPMTGQGMLGLE�DC?RSPCQ�DMP
.G?E?P?.CRUMPI.G?E?P?.CRUMPIQ�

7 MPI@CLAFAPC?RCQ�?LB�K?L?ECQ�RFC�JMA?J�JGACLQC�B?R?@?QC�?SRMK?RGA?JJW�?LB�SNB?RCQ�GR�UFCL�WMS
NCPDMPK�JGACLQC�MNCP?RGMLQ�DPMK�NJ?RDMPK�AMLLCARGMLQ�0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQ?LB�UFCL�SQGLE�NJ?RDMPK�RMMJQ�
4FC�Q?KC�BGPCARMPW�?LB�eJC�QRPSARSPC�GQ�TGQG@JC�SQGLE�WMSP�0#]Q�7GLBMUQ�%VNJMPCP�

` 4FC�MLJGLC�JGACLQGLE�QCPTCP�GQ�?�B?R?@?QC�MD�JGACLQCQ�?LB�ACPRGeA?RCQ��!Q�RFC�eL?J�JGACLQC�?SRFMPGRW��GR
AMLR?GLQ�RFC�KMQR�ASPPCLR�TCPQGML�MD�C?AF�FMQR�NJ?RDMPK]Q�JGACLQC��4FGQ�GLAJSBCQ�JGACLQCQ�DMP�AMLRPMJJCPQ�
3SNCPTGQMPQ��?LB�UMPIQR?RGML
MLJW�?NNJGA?RGMLQ��4FC�NJ?RDMPK]Q,GACLQC�-?L?ECP,GACLQC�-?L?ECPNPMTGBCQ�RFC�GLRCPD?AC
@CRUCCL�RFC3SNCPTGQMPNJ?RDMPK�?LB�RFC�JGACLQGLE�QCPTCP�

-SJ RGNJC�TGCUQ��NJSEGLQ	�?AACQQ�RFC�JGACLQGLE�QCPTCP�?LB�JMA?J�B?R?@?QC�GLAJSBGLE��RFC�@PMUQCP]Q,GACLQC�2COSCQR,GACLQC�2COSCQR
DMPK�?LB�RFC�NJ?RDMPK]Q,GACLQC�-?L?ECP,GACLQC�-?L?ECP��/R FCP�TGCUQ�SQC�RFC�JGACLQGLE�QCPTCP�RM�AMLePK�RF?R�?�DC?RSPC�GQ
JGACLQCB��%V?KNJCQ�GLAJSBC�RFC,MA?J�,GACLQC�$?R?@?QC,MA?J�,GACLQC�$?R?@?QCRMMJ�?LB�RFC.CRUMPI�,GACLQC�3SKK?PW.CRUMPI�,GACLQC�3SKK?PWTGCU�MD�RFC
,GACLQCQ�QJMR�ML�RFC.G?E?P?.CRUMPI.G?E?P?.CRUMPI]Q0P0PMTGQGMLGLE.U%VRMTGQGMLGLE.U%VR�

4FC�NPMACBSPCQ�GL�RFGQ�ESGBC�BGQRGLESGQF�@CRUCCL�RFC�QCPTCP�?LB�B?R?@?QC�BCNCLBGLE�ML�RFC�PCOSGPCKCLRQ�MD
RFC�R?QI�

!@MSR�JGACLQC�DGJCQ
4FC.G?E?P?JGACLQC�eJC�GQ�?�QRPSARSPCB�8-,�eJC�RF?R�F?Q�?��JGACLQC�eJC�CVRCLQGML��)R�CL?@JCQ�?�QCR�MD�TCLBMP
QNCAGeA�DC?RSPCQ��%?AF�JGACLQC�eJC�GQ�T?JGB�DMP�MLC�QNCAGeA�FMQR�NJ?RDMPK��AMLRPMJJCP��0#	��K?RAFCB�@W�RF?R�FMQR]Q
SLGOSC�FMQR�)$��,GACLQC�eJCQ�?PC�BGEGR?JJW�QGELCB�@W�RFC�TCLBMP�RM�NPCTCLR�R?KNCPGLE�
Item Syntax Description

JGACLQC <license> </license>

4FCQC�?PC�RFC�ePQR�?LB�J?QR�JGLCQ�GL�RFC�JGACLQC�eJC��!JJ�AMLRCLRQ��JGLCQ	�GL�@CRUCCL
?PC �DC?RSPC� CJCKCLRQ��NJSQ�MLCQGEL?RSPCCJCKCLR�

�J GACLQC�TCLBMP�� ��4 PGBGSK� CVNGP?RGML������
��
���
FMQR)B��! 4,!3
3$
&��#
�%�$
$���
""��� QCPG?J.SK@CP������
TCPQGML������� ECLCP?RCB������
��
���
K?GLRCL?LAC%VNGP?RGML������
��
���
SLPCJC?QCB3U!AACQQ%VNGP?RGML������
��
��� �

TCLBMP vendor=" Tridium " 4FGQ�T?JSC�GQ�?JU?WQ4PGBGSK�

CVNGP?RGML expiration="never" $CeLCQ�RFC�CVNGP?RGML�B?RC�MD�RFC�JGACLQC�eJC��!DRCP�RFC�CVNGP?RGML�B?RC7 MPI@CLAF
D?GJQ�RM�QR?PR�BSC�RM�?�JGACLQC�CVNGPCB�CPPMP��4WNGA?JJW��CLEGLCCPGLE�AMNGCQ�MD

.G?E?P?�0J?RDMPK�'SGBC ,GACLQC�-?L?ECP
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Item Syntax Description

7 MPI@CLAFF?TC�CVNGP?RGML�B?RCQ�RF?R�CVNGPC�ML�?L�?LLS?J�@?QGQ��,GACLQC�eJCQ�DMP
?ARS?J�NPMHCARQ�?PC�GQQSCB�UGRF�LML
CVNGPGLE�JGACLQCQ��UFCPC�RFGQ�?RRPG@SRC�T?JSC�GQ�

TCPQGML version="4.x"

)BCLRGeCQ�RFC.G?E?P?QMDRU?PC�TCPQGML�UFCPC ��V GQ�FGEFCQR�PCJC?QC�TCPQGML�MD
QMDRU?PC�RF?R�A?L�@C�GLQR?JJCB�GL�RFC�AMLRPMJJCP��)D�?�LCUCP�TCPQGML�MD�QMDRU?PC�GQ
GLQR?JJCB��RFC�AMLRPMJJCP�K?W�D?GJ�ML�QR?PR�SN�UGRF�?�JGACLQC�TCPQGML�CPPMP�

.G?E?P?�� JGACLQCQ��QR?PRGLE�?R�TCPQGML������?PC�LMR�@?AIU?PB
AMKN?RG@JC�UGRF .G?E?P?!8 �TCPQGML���V	�QMDRU?PC�

FMQRGB hostid="x"

)BCLRGeCQ�UGRF�?L�?JNF?LSKCPGA�AMBC�RFC�SLGOSC�GBCLRGDW�MD�RFC�FMQR�UFCPCVGQ�RFC
LSK@CP��&MP�CV?KNJC�

FMQR)B� �! 4,!3
3$
8888
8888
8888
8888�
FMQR)B� �1LV
4)4 !.
8888
8888
8888�
FMQR)B� �7 GL
8888
8888
8888
8888�

4FC�FMQR)B�GL�RFC�JGACLQC�eJC�KSQR�K?RAF�RFC�FMQR)B�MD�RFC
AMLRPMJJCP��MRFCPUGQC�RFC�AMLRPMJJCP�A?LLMR�PSL�?�QR?RGML�

!�FMQR)B�RF?R�@CEGLQ�UGRF 7 GLGQ�DMP�?�0#�

QCPG?J.SK@CP serialNumber="n"

$CQGEL?RCQ�?�AMLRPMJJCP]Q�SLGOSC�QCPG?J�LSK@CP�?QQGELCB�?R�RFC�D?ARMPW�UFCPCL GQ�?
LSK@CP��4FC�QCPG?J�LSK@CP�GL�RFC�JGACLQC�eJC�KSQR�K?RAF�RFC�QCPG?J�LSK@CP�MD�RFC
AMLRPMJJCP��&MP�CV?KNJC�

QCPG?J.SK@CP� ��������

ECLCP?RCB generated="<date>"

2CAMPBQ�RFC�B?RC� SNML�UFGAF�RFC�JGACLQC�eJC�U?Q�ECLCP?RCB��&MP�CV?KNJC�

ECLCP?RCB� �����
��
���

@P?LB "brand"

&MP�?LW�JGACLQC�UGRF TCLBMP��4PGBGSK� ��RFC�.G#3��.G?E?P?#MKN?RG@GJGRW
3RPSARSPC	�NPMTGBCQ�?�QAFCK?�RF?R�/%-Q�A?L�SQC�RM�BCeLC�RFC�T?PGMSQ�JCTCJQ�?LB
RWNCQ�MD.G?E?P?GLRCPMNCP?@GJGRW�RF?R�RFCGP�NPMBSARQ�QSNNMPR�

&MP�CV?KNJC�

�DC?RSPC�L?KC�?AACNR�QR?RGML�GL� �
� ?AACNR�QR?RGML�MSR� �
�
?AACNR�U@�MSR� �
� �@P?LB� @P?LB)B��NF�AMBCNF��RPGBGSK�

?AACNR�QR?RGML�GLaccept.station.in="*"
0PMTGBCQ�?�JGQR�MD�@P?LBQ�RF?R�RFGQ�JMA?J�QR?RGML�?JJMUQ.G?E?P?B?R?�RM�AMKC�GL�DPMK�
&PMK�RFC�AMLRPMJJCP]Q�NCPQNCARGTC��RFGQ�GQ�RFC�JGQR�MD�@P?LBQ�RF?R�GR�A?L�?AACNR�B?R?
DPMK��4FC�
� GQ�?�UGJBA?PB�BCQGEL?RGML�RM�?JJMU�?JJ�@P?LBQ�

?AACNR�QR?RGML�MSRaccept.station.out="*" 0PMTGBCQ�?�JGQR�MD�@P?LBQ�RM�UFGAF�RFGQ�JMA?J�QR?RGML�?JJMUQ.G?E?P?RM�QF?PC�B?R?�
4FGQ�GQ�RFC�JGQR�MD�@P?LBQ�RF?R�RFC�AMLRPMJJCP�A?L�QF?PC�B?R?�UGRF�

?AACNR�U@�MSR accept.wb.out="*" 0PMTGBCQ�?�JGQR�MD�@P?LBQ�RF?R�RFGQ�RMMJ�GQ�?JJMUCB�RM�AMLLCAR�RM�?LB�CLEGLCCP��4FGQ�GQ
RFC�JGQR�MD�@P?LBQ�RF?R�RFC�QR?RGML�A?L�CLEGLCCP�

@P?LB)B
(MJBQ�?�RCVR�BCQAPGNRMP�RF?R�?ARQ�?Q�RFC�GBCLRGeCP�DMP�RFC�NPMBSAR�JGLC��%TCPW
JGACLQCB�QR?RGML�?LB�RMMJ�F?Q�?�"P?LB�)BCLRGeCP��"P?LB)$	��%?AF�QR?RGML�MP�RMMJ�A?L
F?TC�MLJW�MLC�"P?LB)$�CLRPW�

?AACNR�U@�GL accept.wb.in="*"
0PMTGBCQ�?�JGQR�MD�@P?LBQ�RF?R�RFGQ�QR?RGML�?JJMUQ�RM�@C�AMLLCARCB�RM�GR�DMP
CLEGLCCPGLE�MD�GRQ�?NNJGA?RGML��4FGQ�GQ�RFC�JGQR�MD�@P?LBQ�RF?R�A?L�CLEGLCCP�RFC
QR?RGML�

?@MSR "about"

$CQGEL?RCQ�MNRGML?J�GLDMPK?RGML�?LB�BMCQ�LMR�?DDCAR�QR?RGML�MNCP?RGML�GL�?LW�U?W�
4FGQ�GLDMPK?RGML�A?L�@C�SQCDSJ�DMP�eJRCPGLE�PCAMPBQ�UFCL�QC?PAFGLE�RFC�JGACLQC
B?R?@?QC��4UM�?RRPG@SRCQ�GL�RFGQ�DC?RSPC�?PC�RWNGA?JJW�BCQGEL?RCB�UFCL�MPBCPGLE
NPMBSAR�

,GACLQC�-?L?ECP .G?E?P?�0J?RDMPK�'SGBC
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Item Syntax Description

� JR�DC?RSPC�L?KC� �?@MSR�NPMHCAR��4 CQRGLE�
MULCP��4 CAF�0S@Q��� ER�

NPMHCAR project="x"

)Q�?L�MNRGML?J�?RRPG@SRC�UFCPCVBCQGEL?RCQ�RFC�L?KC�MD�?�NPMHCAR��4FGQ�EPMSNGLE
QFMSJB�RWNGA?JJW�@C�?QQGELCB�RM�?JJ�AMLRPMJJCPQ�SQCB�DMP�?�N?PRGASJ?P�NPMHCAR��&MP
CV?KNJC�

NPMHCAR� �4 CAF�0S@Q�

MULCP owner="x"

)Q�?L�MNRGML?J�?RRPG@SRC�UFCPCVGBCLRGeCQ�RFC�L?KC�MD�?�NCPQML�MP�EPMSN
PCQNMLQG@JC�DMP�RFC�NPMHCAR��MP�NMQQG@JW�?L�CLB�SQCP��&MP�CV?KNJC�

MULCP� �4 CAF�0S@Q�

QGEL?RSPC
<signature>
</signature>

4FGQ�CLBGLE�CJCKCLR�AMLR?GLQ�?�BGEGR?J�QGEL?RSPC� RF?R�GQ�APC?RCB�UFCL�RFC
JGACLQC�eJC�GQ�ECLCP?RCB��)R�NPCTCLRQ�R?KNCPGLE�UGRF�RFC�JGACLQC�eJC��!RRCKNRQ�RM
CBGR�RFC�JGACLQC�eJC�RM�CL?@JC�?BBGRGML?J�DC?RSPCQ�PCLBCP�RFC�JGACLQC�eJC�SQCJCQQ�

4WNGA?JJW��RFC�QGEL?RSPC�CJCKCLR�GQ�RFC�J?QR�CJCKCLR�AMLR?GLCB�GL
RFC�JGACLQC��QM�GR�GQ�DMJJMUCB�@W�RFC�AJMQGLE�JGACLQC�R?E�?Q�RFC�J?QR
JGLC�GL�RFC�JGACLQC�eJC��&MP�CV?KNJC�

� QGEL?RSPC� -#U#&&/BO�U*A9ETF46RPD�M3WS#$#UH!F2H�
(�N.V1'3R"LF%I)O+�P/."��E�� � �QGEL?RSPC� � �JGACLQC�

4FCQC�GRCKQ�?PC�AMKKML�RM�?JJ�JGACLQC�eJCQ�

(?PBU?PC�DC?RSPCQ�RF?R�A?L�@C�JGACLQCB
3MKC�JGACLQC�DC?RSPCQ�?PC�QNCAGeA�RM*!#% AMLRPMJJCPQ�

!JNF?@CRGA?JJW��RFCQC�DC?RSPCQ�A?L�@C�GLAJSBCB�GL�?�JGACLQC��B?R?2CAMTCPW��HPC�OLV��KQRN��LBGM��LPGM��?LB�QCPG?J�

Featur e name Featur e as it appears in the license ÿle Description

B?R?2CAMTCPW

� JR�DC?RSPC�L?KC� �B?R?2CAMTCPW�CVNGP?RGML��LCTCP�
N?PRQ��.0"
32!-� � ER�

,GACLQCQ�?�QR?RGML]Q$?R?2CAMTCPW3CPTGAC$?R?2CAMTCPW3CPTGAC��UFGAF�GQ
QMSPACB�DPMK�GRQNJ?R$?R?2CAMTCPWKMBSJC��4FGQ�GQ
PCOSGPCB�RM�QSNNMPR�GLQR?JJCB�32!-��3R?RGA�2!-	�
UFCRFCP�GLRCEP?J�ML@M?PB�32!-��QSAF�?Q�DMP�KMPC
PCACLR�AMLRPMJJCPQ��MP�?LMRFCP*!#% AMLRPMJJCP�UGRF
?L�GLQR?JJCB�32!-�MNRGML�A?PB�

HPC�OLV

� JR�DC?RSPC�L?KC� �HPC�OLV� CVNGP?RGML��LCTCP�� ER�
,GACLQCQ�RFC��/P?AJC	�3SL�(MRQNMR�*?T?���TGPRS?J
K?AFGLC��6-	�RM�@C�?@JC�RM�PSL�ML�RFC.G?E?P?��
*!#% AMLRPMJJCP��4FCPC�?PC�LM�?RRPG@SRCQ�

KQRN

� JR�DC?RSPC�L?KC� �KQRN� CVNGP?RGML��LCTCP�
NMPR�JGKGR���� N?PRQ��$2
-340
!8� �� ER�

$CRCPKGLCQ�FMU�K?LW�MD�RFC�?T?GJ?@JC�QCPG?J�NMPRQ
K?W�@C�SQCB�DMP�"!#LCR�-3�40�AMKKSLGA?RGMLQ�
&C?RSPCQ�@?ALCR�?LB�QCPG?J�KSQR�?JQM�CVGQR�GL�RFC
JGACLQC�eJC�

NMPR�JGKGR���� QNCAGeCQ�RFC�LSK@CP�MD
QCPG?J�NMPRQ�RF?R�K?W�@C�SQCB�DMP�-340
AMKKSLGA?RGMLQ��4WNGA?JJW��RFGQ�LSK@CP
K?RAFCQ�RFC�LSK@CP�MD�NFWQGA?J�NMPRQ�
3MKC*!#% AMLRPMJJCP�KMBCJQ�F?TC
MNRGML�A?PB�KMBSJCQ�MP�QJMRQ�UGRF�QCPG?J
NMPRQ���)D�?BBGRGML?J�NMPRQ�?PC�?BBCB��RFC

.G?E?P?�0J?RDMPK�'SGBC ,GACLQC�-?L?ECP
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Featur e name Featur e as it appears in the license ÿle Description

NMPR�JGKGR�K?W�@C�JCQQ�RF?L�RFC�LSK@CP
MD�NFWQGA?J�NMPRQ��GD�RFC�NMPR�?ARGT?RGML
F?Q�LMR�@CCL�MPBCPCB�?Q�UCJJ	�

LBGM

� JR�DC?RSPC�L?KC� �LB GM�CVNGP?RGML��LCTCP�
BCTGAC�JGKGR��LMLC� FGQRMPW�JGKGR��LMLC�
NMGLR�JGKGR��LMLC� QAFCBSJC�JGKGR��LMLC�
N?PRQ��$2
.$)/� �� ER�

%L?@JCQ�RFC�.$)/�� .G?E?P?$GPCAR�)LNSR�/SRNSR	
BPGTCP��PCOSGPCB�RM�AMLeESPC�?LB�SQC�RFC*!#%
AMLRPMJJCP�Q�.BGM
RWNC�)�/�KMBSJCQ��.MR�?JJ*!#%
AMLRPMJJCPQ�QSNNMPR�QSAF�)�/�KMBSJCQ��UFGAF
?RR?AF�?Q�?�AF?GL�BGPCARJW�RM�RFC�AMLRPMJJCP�SQGLE
��
NGL�AMLLCARMPQ��2CDCP�RM�RFC�QNCAGeA
AMLRPMJJCP]Q�B?R?�QFCCR�RM�AMLePK�UFCRFCP�RFGQ�GQ
?L�?T?GJ?@JC�MNRGML��)L�RFC�LBGM�DC?RSPCQ�JGLC��?
BCTGACCOS?RCQ�RM�?L�.BGM�"M?PB��(GQRMPW�?LB
QAFCBSJC�JGKGRQ�F?TC�LM�NP?ARGA?J�?NNJGA?RGML�

2CDCP�RM�RFCNDIO Driver Guide N4 DMP
PCJ?RCB�BCR?GJQ�

LPGM

� JR�DC?RSPC�L?KC� �LPGM�CVNGP?RGML��LCTCP�
BCTGAC�JGKGR����� FGQRMPW�JGKGR��LMLC�
NMGLR�JGKGR��LMLC� QAFCBSJC�JGKGR��LMLC�
N?PRQ��$2
.2)/� �� ER�

%L?@JCQ�RFC�.2)/�� .G?E?P?2CKMRC�)LNSR�/SRNSR	
BPGTCP��UFGAF�GQ�PCOSGPCB�RM�AMLeESPC�?LB�SQC�RFC
*!#% AMLRPMJJCP�Q�.PGM
RWNC�)�/�KMBSJCQ�?LB�MP
?LW�ML@M?PB�)�/�MD�?�AMLRPMJJCP��-MQR�1.8
@?QCB
*!#% AMLRPMJJCPQ�QSNNMPR�.2)/�KMBSJCQ��UFGAF
AMKKSLGA?RC�TG?�23
�����)L�RFC�LPGM�DC?RSPCQ�JGLC�
? BCTGACCOS?RCQ�RM�?L�.PGM��-MBSJC��?LB�RF?R
FGQRMPW�?LB�QAFCBSJC�JGKGRQ�F?TC�LM�NP?ARGA?J
?NNJGA?RGML�

2CDCP�RM�RFCNRIO Driver Guide (N4) DMP
PCJ?RCB�BCR?GJQ�

QCPG?J

� JR�DC?RSPC�L?KC� �QCPG?J� CVNGP?RGML��LCTCP��� ER�
%L?@JCQ�RFC�SQC�MD*!#% QCPG?J�NMPRQ�DMP�T?PGMSQ
BPGTCPQ��DMP�CV?KNJC�??NSN�MP�KMB@SQ!QWLA��4FC
*!#% JGACLQC�LCCBQ�RFGQ�QCPG?J�DC?RSPC�GL�?BBGRGML
RM�?LW�QNCAGeA�BPGTCP�DC?RSPC��/LJW�MLC�QCPG?J
DC?RSPC�JGLC�GQ�LCCBCB�PCE?PBJCQQ�MD�RFC�LSK@CP�MD
QCPG?J
@?QCB�BPGTCPQ��)L�RFC�A?QC�MD�RFC*!#% SQCB
DMP�"!#LCR�-3�40��?�JGACLQC�UMSJB�PCOSGPC�RFGQ
QCPG?J�DC?RSPC�?LB�RFC�BPGTCP�DC?RSPCQ�@?ALCR�?LB
KQRN�

$PGTCP�?RRPG@SRCQ
%?AF�BPGTCP�GQ�CL?@JCB�@W�?�DC?RSPC�JGLC��CJCKCLR	�GL�RFC�JGACLQC�eJC��-MQR�MD�RFC�BPGTCPQ�SQC�RFC�Q?KC�?RRPG@SRCQ
UGRFGL�RF?R�DC?RSPC�

4FC�KMQR�AMKKML�BPGTCP�?RRPG@SRCQ�?PC�

� JR�DC?RSPC�L?KC� �BPGTCP.?KC�CVNGP?RGML��CVNGP?RGML$?RC�
BCTGAC�JGKGR��LMLC� FGQRMPW�JGKGR��LMLC� NMGLR�JGKGR��LMLC�
QAFCBSJC�JGKGR��LMLC� � ER�

4FC�T?PGMSQ�JGKGR�?RRPG@SRC�T?JSCQ�A?L�@C�CGRFCP�LMLC� MP�?�LSKCPGA?J��JGKGR	�T?JSC��DMP�CV?KNJCBCTGAC�JGKGR����
!�J GKGR�T?JSC�MDLMLCKC?LQ�SLJGKGRCB��UFCPC?Q�?�JGKGR�T?JSC�MD� KC?LQ�LMLC�?JJMUCB�

&MP�K?LW�BPGTCPQ��MLJW�RFCNMGLR�JGKGR?LB BCTGAC�JGKGR?RRPG@SRCQ�?PC�?NNJGA?@JC��WCR�KMQR�BPGTCPQ�GLAJSBC�?JJ
�JGKGR?RRPG@SRCQ��&MP�CV?KNJC��BSC�RM�RFC�QGKNJGAGRW�MD�RFC�-MB@SQ�NPMRMAMJ��LMLC�MD�RFC�-MB@SQ
PCJ?RCB
BPGTCPQ�F?TC�?LW�FGQRMPW�MP�QAFCBSJC�GKNMPR�CVNMPR�A?N?@GJGRW��4FSQ�FGQRMPW�JGKGR?LB QAFCBSJC�JGKGRT?JSCQ�F?TC
LM�QGELGeA?LAC�GL�RFC�DC?RSPC�DMP�?�-MB@SQ�BPGTCP�

,GACLQC�-?L?ECP .G?E?P?�0J?RDMPK�'SGBC
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)L .G?E?P?����?LB�BCNCLBGLE�ML�RFC�JGACLQC��JGKGR�?RRPG@SRCQ�GL�GLBGTGBS?J�BPGTCPQ�K?W�@C�QSNCPQCBCB�@W�EJM@?J
A?N?AGRW�JGKGRQ�SQGLE�?�JGACLQGLE�KMBCJ�RF?R�QCRQ�JGKGRQ��UFGAF�QN?L�?APMQQ�KSJRGNJC�BPGTCPQ��4FGQ�?JJMUQ�KMPC
fCVG@GJGRW�RM�?JJMA?RC�RFC�LSK@CP�MD�BCTGACQ��NMGLRQ��?LB�QM�ML�UGRFMSR�PCOSGPGLE�MLEMGLE�JGACLQC�AF?LECQ�

Attribute Description

L?KC $CeLCQ�RFC�L?KC�MD�RFC�BPGTCP��MDRCL�RFC�Q?KC�?Q�RFC�?ARS?J�KMBSJC���H?P�eJC	�L?KC��DMP�CV?KNJC��@?ALCR��JMLUMPIQ�
CRA�

CVNGP?RGML $CeLCQ�RFC�B?RC�UFCL�RFC�BPGTCP�CVNGPCQ��4FGQ�GQ��RWNGA?JJW��RFC�Q?KC�?Q�RFC�CVNGP?RGML�NPMNCPRW�MD�RFC�JGACLQC�DC?RSPC�
)L�QMKC�A?QCQ��QSAF�?Q�@CR?�RCQRGLE�?EPCCKCLRQ��GLBGTGBS?J�BPGTCPQ�K?W�@C�QCR�RM�CVNGPC�CTCL�RFMSEF�RFC�K?GL�JGACLQC
eJC�GQ�LML
CVNGPGLE�

BCTGAC�JGKGR $CQGEL?RCQ�?�JGACLQC�JGKGR�ML�RFC�LSK@CP�MD�BCTGACQ�RF?R�K?W�@C�?BBCB�RM�RFGQ�QNCAGeA�BPGTCP�LCRUMPI�GL�RFC�QR?RGML
B?R?@?QC��!@MTC�RFGQ�JGKGR��?LW�?BBCB�BCTGAC�AMKNMLCLR��?LB�?JJ�GRQ�AFGJB�AMKNMLCLRQ	�?PC�GL�D?SJR�
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QCPG?JDC?RSPCQ�?PC�?JQM�PCOSGPCB�
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?AACQQ�RM�RFC�QR?RGML�UGRF�?�@PMUQCP�QS@HCAR�RM�RFCSG?LB SG�U@f?EQ��0PMNCPRW�QFCCR�TGCUQ�?PC
?T?GJ?@JC�ML�AMKNMLCLRQ��3JMR�QFCCRQ�K?W�@C�?T?GJ?@JC�RMM��NPMTGBCB�?�SQCP�F?Q�?BKGL
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NCPKGQQGMLQ�ML�RFC�AMKNMLCLRQ�

7 MPI@CLAF %L?@JCQ�RFC�SQC�MD7 MPI@CLAF�

4FGQ�DC?RSPC�KSQR�@C�NPCQCLR�RM�QR?PR�RFC�DSJJ�TCPQGML�MD7 MPI@CLAF��)D�RFC�?BKGL�f?E�GQ�D?JQC��?JJ
TGCUQ�PCOSGPGLE�?BKGL�?AACQQ�?PC�SL?T?GJ?@JC��4FGQ�DC?RSPC�GQ�GLAJSBCB�DMP�0#�NJ?RDMPKQ�MLJW�
UGRF�RFC�QMJC�CVACNRGML�MD�RFC3MDR*!#%�

� JR�DC?RSPC�L?KC� �UMPI@CLAF�CVNGP?RGML��LCTCP�?BKGL��RPSC��� ER�

@MV %L?@JCQ�?�FMQR�DMP�"?H?QAPGNR�?LB�?�*?T?QAPGNR�!0)��PC?B�?LB�UPGRC	�DMP.G?E?P?B?R?�?AACQQ�DPMK�?�*?T?QAPGNR�CL?@JCB
CLTGPMLKCLR��QSAF�?Q�?�UC@�@PMUQCP��!JMLE�UGRF�RFC�KM@GJC�DC?RSPC��RFGQ�DC?RSPC�GQ�PCOSGPCB�DMP�KM@GJC�?NNJGA?RGML
QSNNMPR�

� JR�DC?RSPC�L?KC� �@MV�CVNGP?RGML��LCTCP�QCQQGML�JGKGR��LMLC�
N?PRQ��%.'
7/2+34 ! 4)/.� �� ER�

CK?GJ %L?@JCQ�RFC�BCTGACQ�KMLGRMPCB�@W�RFC�QWQRCK�?LB�RFC�QCPTGACQ�RF?R�BM�RFC�KMLGRMPGLE�RM�AMKKSLGA?RC�QR?RSQ��?J?PKQ
?LB�PCNMPRQ�?Q�LCCBCB�SQGLE�BGPCAR�CK?GJ�?LB�3-3�KCQQ?EGLE�

4FC�CK?GJ�DC?RSPC�CL?@JCQ�?�QR?RGML�RM�AMKKSLGA?RC�UGRF�?L�3-40�QCPTCP�

� JR�DC?RSPC�L?KC� �CK?GJ� CVNGP?RGML��LCTCP��� ER�

,GACLQC�-?L?ECP .G?E?P?�0J?RDMPK�'SGBC
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Application Description

)D�RFC�DC?RSPC�GQ�LMR�NPCQCLR��RFC�QWQRCK�K?PIQ�RFC%K?GJ3CPTGAC?LB�?JJ�GLAMKGLE�?LB�MSREMGLE
?AAMSLRQ�?Q�GL{fault} �

4FC�3-3�KCQQ?EGLE�DC?RSPC�CL?@JCQ�?�QR?RGML�RM�QCLB�RCVR�KCQQ?ECQ�RM�?�NFMLC�

JB?NT� %L?@JCQ�?�FMQR�RM�SQC�RFC�?SRFCLRGA?RGML�QAFCKCQ�MD�,$!0�?LB�MP�+CP@CPMQ�DMP�QR?RGML�SQCPQ�SLBCP�RFC�QR?LB?PB
5QCP3CPTGAC5QCP3CPTGAC��4FGQ�?JJMUQ�,$!0�RM�?SRFCLRGA?RC�SQCPQ�SQGLE�RFC�QGRC]Q�CVGQRGLE�!ARGTC�$GPCARMPW�QCPTCP�MP�,$!0T��QCPTCP�
4FGQ�BCN?PRQ�DPMK�RFC�DMPKCP�SQ?EC�MD�QNCAG?J�SQCP�QCPTGACQ��QSAF�?Q�RFC�,B?N5QCP3CPTGAC�?LB�,B?N6�!$5QCP3CPTGAC
GL�NJ?AC�MD�RFC�QR?LB?PB 5QCP3CPTGAC5QCP3CPTGACGL.G?E?P?���

)DICP@CPMQ��RPSC���RFC.G?E?P?�� FMQR�GQ�JGACLQCB�DMP�+CP@CPMQ�?SRFCLRGA?RGML�UGRF�,$!0T��

� JR�DC?RSPC�L?KC� �JB?NT�� CVNGP?RGML��LCTCP�ICP@CPMQ��RPSC�
N?PRQ��%.'
7/2+34 ! 4)/.� �� ER�

2CDCP�RM�RFCNiagara LDAP Guide DMP�AMKNJCRC�BCR?GJQ�

KM@GJC %L?@JCQ�RFC�FMQR�RM�QSNNMPR�RFC�-M@GJC�?NNJGA?RGML�DP?KCUMPI�DMP�QR?RGML�QSNNMPR�MD�UC@�@PMUQCP�?AACQQ�DPMK�KM@GJC
BCTGACQ��QSAF�?Q�ACJJ�NFMLCQ�?LB�R?@JCRQ��4FC�FMQR�PCOSGPCQ�RFC@MVDC?RSPC�DMP�"?H?QAPGNR�QSNNMPR�

� JR�DC?RSPC�L?KC� �KM@GJC�CVNGP?RGML��LCTCP�FGQRMPW��RPSC�
QAFCBSJC��RPSC�?J?PK� �RPSC�NV� �RPSC�NPMNQFCCR��RPSC�
N?PRQ��%.'
7/2+34 ! 4)/.� �� ER�

NPMTGQGMLGLE %L?@JCQ�RFC�MNCP?RGML�MD�FMQR�NPMTGQGMLGLE��RWNGA?JJW�SQCB�RM�?SRMK?RC�PMSRGLC�K?GLRCL?LAC��QSAF�?Q*!#% QMDRU?PC
SNEP?BCQ��eJC�BGQRPG@SRGML�?LB�@?AISNQ��)R�?NNJGCQ�RM�?3SNCPTGQMPNJ?RDMPK�MLJW��0PMTGQGMLGLE�SQCQ�RFC
"?RAF*M@3CPTGAC"?RAF*M@3CPTGAC?LB�?�LCRUMPI�CVRCLQGML�KMBCJ��DMP�CV?KNJC��?�NPMTGQGMLGLE�CVRCLQGML�SLBCP�RFC.G?E?P?.CRUMPI.G?E?P?.CRUMPI	
QMSPACB�PCQNCARGTCJW�DPMK�KMBSJCQ@?RAF*M@?LB NPMTGQGMLGLE.G?E?P?�

� JR�DC?RSPC�L?KC� �NPMTGQGMLGLE�CVNGP?RGML��LCTCP��� ER�

QC?PAF %L?@JCQ�RFC3C?P3C?PAF3CPTGACAF3CPTGAC?LB�RFC�SQC�MD�QC?PAFCQ�GL�RFC�QR?RGML��7GRFMSR�RFGQ�DC?RSPC��RFC3C?P3C?PAF3CPTGACAF3CPTGACPCK?GLQ�GL
D?SJR��?LB�RFCQuick Search @MV�?LB�3C?PAF�QGBC@?P�?PC�SL?T?GJ?@JC�

4FCJMA?J?RRPG@SRC�KSQR�@CRPSCRM�?JJMU�QC?PAFCQ�JMA?J�RM�RFGQ�QR?RGML��4FCQWQRCK?RRPG@SRC
?JJMUQ�QC?PAFCQ�RF?R�A?L�QN?L�KSJRGNJC�QR?RGMLQ�

� JR�DC?RSPC�L?KC� �QC?PAF� JMA?J�_RPSC_QWQRCK�_RPSC_�CVNGP?RGML��LCTCP��� ER�

RCKNJ?RC %L?@JCQ�RFC44CKNJ?RC3CPTGACCKNJ?RC3CPTGAC?LB�RFC�SQC�MD�RCKNJ?RCQ�GL�RFC�QR?RGML��7GRFMSR�RFGQ�DC?RSPC��RFC44CKNJ?RC3CPTGACCKNJ?RC3CPTGAC?LB
RCKNJ?RCQ�PCK?GL�GL�D?SJR�

� JR�DC?RSPC�L?KC� �RCKNJ?RC�CVNGP?RGML��LCTCP��� ER�

3S@KGRRGLE�?�JGACLQC�PCOSCQR
)D�WMS�?PC�AMLLCARCB�RM�?�FMQR�RF?R�F?Q�LMR�WCR�@CCL�?QQGELCB�?�JGACLQC�@W�RFC�QCPTCP��MP�F?Q�?�NCLBGLE�JGACLQC	�
WMS�A?L�QS@KGR�?�JGACLQC�PCOSCQR�RM�RFC�QCPTCP�

Prerequisites:
9MS�?PC�SQGLE7 MPI@CLAFPSLLGLE�ML�?�0#�UGRF�?AACQQ�RM�RFC�)LRCPLCR��!�FMQR�NJ?RDMPK�BMCQ�LMR�F?TC�?�JGACLQC
WCR�

��3RCN #MLLCAR�RM�RFC�FMQR�

.G?E?P?�0J?RDMPK�'SGBC ,GACLQC�-?L?ECP
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!�J GACLQC�PCOSCQR�DMPK�MNCLQ�GL�WMSP�AMKNSRCP]Q�BCD?SJR�@PMUQCP�

��3RCN %LRCP�RFCLicense Key ��WMSPName� Company� E-mail ?BBPCQQ�?LB�AJGAI3S@KGR3S@KGR�
5NML�?NNPMT?J��RFC�JGACLQC�QCPTCP�QCLBQ�RFC�FMQR]Q�JGACLQC�eJC��RWNGA?JJW�GL�?�XGNNCB�DMPK?R��@W�C

K?GJ�@?AI�RM�RFC�CLRCPCB�?BBPCQQ��4FC�JGACLQC�GQ�?JQM�?T?GJ?@JC�DMP�?SRMK?RGA�PCRPGCT?J�SQGLE�RFC
AMPPCQNMLBGLE�JGACLQGLE�QCPTCP�MNCP?RGMLQ�DPMK�T?PGMSQ�TGCUQ��QSAF�?Q�RFC,GACLQC�-?L?ECP,GACLQC�-?L?ECPTGCU�
?LB�QM�DMPRF�

��3RCN 4M�?ARGT?RC�RF?R�JGACLQC��CLRCP�RFC�JGACLQC�ICW�WMS�PCACGTCB�GL�C
K?GJ�?JMLE�UGRF�RFC�N?PR�LSK@CP�

)KNMPRGLE�?�FMQR�JGACLQC�DPMK�RFC�JGACLQC�QCPTCP
)D�WMSP�0#�ASPPCLRJW�F?Q�)LRCPLCR�?AACQQ�UFGJC�PSLLGLE�?�NJ?RDMPK�AMLLCARGML�RM�?LW�FMQR��RFC,GACLQC�-?L?ECP,GACLQC�-?L?ECP
?SRMK?RGA?JJW�PCRPGCTCQ�?LB�GLQR?JJQ�GLBGTGBS?J�JGACLQCQ��9MS�A?L�?JQM�PCRPGCTC�?LB�GLQR?JJ�?�JGACLQC�SQGLE�RFC
)KNMPR)KNMPR@SRRML��RFCL�QCJCAR�RFC�JGACLQC�QCPTCP�MNRGML��4FC�QWQRCK�?SRMK?RGA?JJW�SNB?RCQ�WMSP�JMA?J�JGACLQC
B?R?@?QC�

Prerequisites:
4FC�FMQR�RM�UFGAF�WMS�?PC�AMLLCARGLE�GQ�JGACLQCB�

9MS�A?L�SQC�RFC)KNMPR)KNMPR@SRRML�RM�GLQR?JJ�?�JGACLQC�eJC�DPMK�?�JMA?J�eJC��DPMK�RFC�JGACLQGLE�QCPTCP��MP�DPMK�?�JMA?J
JGACLQC�B?R?@?QC�

��3RCN )L�RFC�NJ?RDMPK]Q.?T�#MLR?GLCP�6.?T�#MLR?GLCP�6GCUGCU��BMS@JC
AJGAI,GACLQC�-?L?ECP,GACLQC�-?L?ECP?LB�QSNNJW�WMSP�APCBCLRG?JQ�

,GACLQC�-?L?ECP .G?E?P?�0J?RDMPK�'SGBC
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4FC,GACLQC�-?L?ECP,GACLQC�-?L?ECPTGCU�MNCLQ�

��3RCN 5LBCP�RFC,GACLQCQ,GACLQCQN?LC��AJGAI)KNMPR)KNMPR�
4FC)KNMPR�,GACLQC)KNMPR�,GACLQCUGLBMU�MNCLQ�

��3RCN 3CJCAR�?L�MNRGML�?LB�AJGAI/+/+ �

` Import one or more licenses from files MNCLQ�?3CJCAR�&GJC3CJCAR�&GJCUGLBMU�GL�UFGAF�WMS�A?L
L?TGE?RC�RM�CGRFCP�?�QMSPAC�JGACLQC�?PAFGTC���J?P	�eJC�MP�?L�SLXGNNCB�JGACLQC�eJC��7FCL�WMS
QCJCAR�?�JGACLQC�MP�JGACLQC�?PAFGTC�eJC��RFC�QMDRU?PC�?RRCKNRQ�RM�GLQR?JJ�RFC�JGACLQC�GL�RFC�FMQR
NJ?RDMPK�

` Import licenses from the local license database GQ�SL?T?GJ?@JC��BGK	�GD�RFC�FMQR]Q
JGACLQC�eJC�GQ�LMR�GL�WMSP�JMA?J�JGACLQC�B?R?@?QC��MP�GD�RFC�JGACLQC�GL�WMSP�JMA?J�JGACLQC�B?R?@?QC
?JPC?BW�K?RAFCQ�RFC�ASPPCLRJW�GLQR?JJCB�JGACLQC��7GRF�RFGQ�MNRGML�QCJCARCB��RFC�JGACLQC�GQ
GKKCBG?RCJW�GLQR?JJCB�GL�RFC�PCKMRC�FMQR�NJ?RDMPK�

` Import licenses from the licensing server GQ�?T?GJ?@JC�GD�RFC�0#�WMS�?PC�UMPIGLE�DPMK
F?Q�)LRCPLCR�AMLLCARGTGRW��7FCL�WMS�QCJCAR�RFGQ�MNRGML��RFC�QWQRCK�QGJCLRJW�QC?PAFCQ�RFC
JGACLQGLE�QCPTCP�?LB�GLQR?JJQ�RFC�JGACLQC�

.G?E?P?�0J?RDMPK�'SGBC ,GACLQC�-?L?ECP

-?P AF��������� ��



$CNCLBGLE�ML�RFC�MNRGML�AFMQCL�?LB�RFC�QSAACQQ�MD�RFC�GKNMPR�?RRCKNR�?DRCP�WMS�AJGAICB/+/+ ��MLC
MD�QCTCP?J�UGLBMUQ�K?W�MNCL�RM�QGEL?J�AMKNJCRGML��?Q�DMJJMUQ�

` ,GACLQGLE�#MKNJCRC,GACLQGLE�#MKNJCRC

)LBGA?RCQ�RF?R�RFC�JGACLQC�U?Q�QSAACQQDSJJW�?BBCB�

)D�?�QR?RGML�GQ�PSLLGLE�ML�RFC�FMQR�NJ?RDMPK��RFGQ�UGLBMU�GLDMPKQ�WMS�RF?R�RFC�QR?RGML�KSQR�@C
PCQR?PRCB�DMP�RFC�JGACLQC�Q	�RM�@CAMKC�CDDCARGTC��?LB�NPMTGBCQ�?99CQCQ@SRRML�RM�BM�RFGQ�LMU��/P �
WMS�A?L�QCJCAR.M.M ?LB�BM�RFGQ�K?LS?JJW�J?RCP�

` ,GACLQCQ�?LB�#CPR,GACLQCQ�?LB�#CPRGeA?RCQ�!JPGeA?RCQ�!JPC?BW�#SPPC?BW�#SPPCLRCLR

)LBGA?RCQ�RF?R�RFC�JGACLQC�ASPPCLRJW�GLQR?JJCB�ML�RFC�FMQR�?JPC?BW�K?RAFCQ�RFC�QMSPAC�JGACLQC
�UFCRFCP�QNCAGDWGLE�?LW�MD�RFC�JGACLQC�GKNMPR�MNRGMLQ	��!�UGLBMU�MNCLQ�

` &GJC�.MR�)LQR?J&GJC�.MR�)LQR?JJCBJCB

)LBGA?RCQ�RF?R�RFC�QMDRU?PC�DMSLB�LM�?NNPMNPG?RC�JGACLQC��@W�FMQR�)$	�GL�CGRFCP�RFC�JGACLQC�eJC
MP�RFC�JGACLQC�?PAFGTC�QNCAGeCB�UFCL�GKNMPRGLE�@W�eJC�

` �,GACLQC�2COSCQR�&MPK��GL�@P�,GACLQC�2COSCQR�&MPK��GL�@PMUQCP	MUQCP	

)D�GKNMPRGLE�DPMK�RFC�JGACLQC�QCPTCP��?LB�?L�CVGQRGLE�JGACLQC�U?Q�LMR�DMSLB�DMP�RFGQ�FMQR
NJ?RDMPK��?�QCN?P?RC�UGLBMU��MD�WMSP�BCD?SJR�@PMUQCP	�MNCLQ�UGRF�?�JGACLQC�PCOSCQR�DMPK�
QFMUGLE�RFC�FMQR�)$�

)LQR?JJGLE�?�AMLRPMJJCP�JGACLQC
)D�WMS�BGB�LMR�JGACLQC�RFC�AMLRPMJJCP�BSPGLE�AMKKGQQGMLGLE��WMS�CGRFCP�LCCB�RM�?AACQQ�RFC�JGACLQGLE�QCPTCP�MTCP
RFC�)LRCPLCR�MP�F?TC�BMULJM?BCB�RFC�JGACLQC�DPMK�RFC�QCPTCP�GL�?BT?LAC��9MS�K?W�SQC7 MPI@CLAFMP�RFC�UC@
5)�RM�GLQR?JJ�?�JGACLQC�GL�?�PCKMRC�AMLRPMJJCP��4FGQ�NPMACBSPC�BMASKCLRQ�GLQR?JJ?RGML�SQGLE7 MPI@CLAF�

,GACLQC�-?L?ECP .G?E?P?�0J?RDMPK�'SGBC

�� -?P AF���������



Prerequisites:
9MSP�0#�GQ�AMLLCARCB�RM�RFC�AMLRPMJJCP�NJ?RDMPK�?LB�PSLLGLE7 MPI@CLAF��4FC�0#�GQ�AMLLCARCB�RM�RFC�)LRCPLCR�
MP�WMS�BMULJM?BCB�?LB�F?TC�?T?GJ?@JC�RFC�JGACLQC�eJC�

)LGRG?J�JGACLQGLE�LCCBQ�RM�@C�BMLC�UGRF�?�NJ?RDMPK�AMLLCARGML�@CA?SQC�RFC�QR?RGML�UGJJ�LMR�PSL�SLRGJ�GR�GQ�JGACLQCB�

��3RCN #MLLCAR�RM�RFC�AMLRPMJJCP�NJ?RDMPK�?LB�BMS@JC
AJGAI�RFC,GACLQC�-?L?ECP,GACLQC�-?L?ECPPMU�GL�RFC.?T
#MLR?GLCP�6GCU�
4FC,GACLQC�-?L?ECPTGCU�MNCLQ�

��3RCN #JGAI�RFC)KNMPR)KNMPR@SRRML�SLBCP�RFC,GACLQCQN?LC�
4FC)KNMPR�,GACLQC)KNMPR�,GACLQCUGLBMU�MNCLQ�

��3RCN 3CJCAR�RFC�GKNMPR�MNRGML�RM�SQC�?LB�AJGAI/+/+ �
!DRCP�RFC�QMDRU?PC�GKNMPRQ�RFC�JGACLQC�WMS�QCC�GR�GL�RFC,GACLQC�-?L?ECP�

��3RCN 4M�TGCU�?�JGACLQC��QCJCAR�GR�?LB�AJGAI66GCUGCUMP�BMS@JC
AJGAI�RFC�JGACLQC�GL�RFC�R?@JC�

.G?E?P?�0J?RDMPK�'SGBC ,GACLQC�-?L?ECP

-?P AF��������� ��



4FC�JGACLQC�eJC�MNCLQ�

!�J GACLQC�?LB�?�ACPRGeA?RC�?PC�C?AF�?�BGEGR?JJW
QGELCB�RCVR�eJC��UGRF�BGDDCPCLACQ�@PGCfW�?Q�DMJJMUQ�

` !�J GACLQC�eJC�GQ�SLGOSC�RM�?�QNCAGeA�FMQR��?LB�CL?@JCQ�?�QCR�MD�TCLBMP�DC?RSPCQ��!JJ�FMQRQ
PCOSGPC�?�@P?LBCB4PGBGSKJGACLQC��)D�RFGPB
N?PRW�KMBSJCQ�?PC�GLQR?JJCB��MLC�MP�KMPC�?BBGRGML?J
JGACLQCQ�K?W�@C�LCCBCB�

` !�ACPRGeA?RC�eJC�T?PGCQ�@W�TCLBMP��?LB�K?RAFCQ�RF?R�TCLBMP�RM�?�NS@JGA�ICW�SQCB�DMP
CLAPWNRGML�?LB�RM�TCPGDW�RFC�?SRFCLRGAGRW�MD�JGACLQC�eJC��!JJ�FMQRQ�PCOSGPC�?�BCD?SJR�ACPRGeA?RC�
)D�RFGPB
N?PRW�KMBSJCQ�?PC�GLQR?JJCB��MLC�MP�KMPC�?BBGRGML?J�ACPRGeA?RCQ�K?W�@C�LCCBCB�

CAUTION: $M�LMR�BCJCRC�?L�CVGQRGLE�JGACLQC�MP�ACPRGeA?RC�UGRFMSR�?�QNCAGeA�PC?QML��?Q�WMS�UGJJ
JGICJW�PCLBCP�RFC�AMLRPMJJCP�GLMNCP?@JC�SLRGJ�?�NPMNCP�JGACLQC�MP�ACPRGeA?RC�GQ�PCGLQR?JJCB�

��3RCN !DRCP�GLQR?JJGLE�?�JGACLQC��MNCL�RFC!NNJGA?RGML�$GPCARMP��AMLePK�RF?R�@MRF !SRM�3R?PR!SRM�3R?PR?LB 2CQR?PR2CQR?PR
ML�&?GJSPML�&?GJSPCC?PC�QCJCARCB��RFCL�QR?PR�RFC�QR?RGML�@W�AJGAIGLE3R?PR3R?PR�

%VNMPRGLE�?�JGACLQC
4FC�?@GJGRW�RM�CVNMPR�?�JGACLQC�SQGLE�RFC,GACLQC�-?L?ECP,GACLQC�-?L?ECPGQ�?JU?WQ�?T?GJ?@JC�GD�WMS�F?TC�?�JGACLQC�QCJCARCB��RM
Q?TC�JMA?JJW�?Q�?�JGACLQC�?PAFGTC�eJC��4FGQ�NPMACBSPC�BGDDCPQ�DPMK�RFC�NPMACBSPC�RM�CVNMPR�?�JGACLQC�UGRFMSR�ePQR
CQR?@JGQFGLE�?�NJ?RDMPK�AMLLCARGML�

Prerequisites:
9MS�?PC�AMLLCARCB�RM�RFC�AMLRPMJJCP�MP�0#�?LB�PSLLGLE7 MPI@CLAF�

��3RCN %VN?LB0J?RDMPK0J?RDMPK?LB�BMS@JC
AJGAI,GACLQC�-?L?ECP,GACLQC�-?L?ECP�

,GACLQC�-?L?ECP .G?E?P?�0J?RDMPK�'SGBC

�� -?P AF���������



4FC,GACLQC�-?L?ECPTGCU�MNCLQ�

��3RCN 3CJCAR�RFC�JGACLQC�RM�CVNMPR�?LB�AJGAI%VNMPR%VNMPR�
! 3?TC�,GACLQC�!Q���3?TC�,GACLQC�!Q���UGLBMU�MNCLQ�

"W�BCD?SJR��RFC�QWQRCK�Q?TCQ�?�JGACLQC�?PAFGTC�eJC�GL�RFC�PMMR�MD�WMSP.G?E?P?PCJC?QC�BGPCARMPW�

.G?E?P?�0J?RDMPK�'SGBC ,GACLQC�-?L?ECP

-?P AF��������� ��



��3RCN )D�LCCBCB��SQC�RFC�UGLBMU]Q�L?TGE?RGML�AMLRPMJQ�RM�QNCAGDW�?LMRFCP�R?PECR�DMJBCP�MP�BPGTC�

��3RCN "CDMPC�Q?TGLE��WMS�A?L�?JQM�PCL?KC�RFC�JGACLQC�?PAFGTC�eJC��RM�K?IC�GR�KMPC�GBCLRGe?@JC�
&MP�CV?KNJC��GLQRC?B�MD�licenses.lar ��WMS�AMSJB�PCL?KC�GRMy6E.lar �

��3RCN 4M�AMLRGLSC��AJGAI/+/+ �
!�LMRGeA?RGML�UGLBMU�MNCLQ�

4FC�QWQRCK�Q?TCQ�RFC�JGACLQC�GL�?�AMKNPCQQCB��XGN
AMKN?RG@JC	�DMPK?R�ILMUL�?Q�?�JGACLQC�?PAFGTC�
4FGQ�GQ�?�eJC�UGRF�?��J?P�eJC�CVRCLQGML��)R�GLAJSBCQ�RFC�AMKNJCRClicenses/hostID DMJBCP
�QS@BGPCARMPW	�QRPSARSPC��PCJ?RGTC�RM�QWQ�FMKC	�DMP�?LW�GLAJSBCB�JGACLQCQ�

��3RCN 4M�TGCU�RFC�JGACLQC�XGN�eJC��SQC�7GLBMUQ�%VNJMPCP�RM�L?TGE?RC�RM�RFC�DMJBCP�RF?R�AMLR?GLQ�RFC�eJC�
PGEFR
AJGAI�RFC��J?P�eJC�?LB�MNCL�GR�UGRF�?�SRGJGRW��QSAF�?Q��
XGN�
4FC��J?P�eJC�AMLR?GLQ�MLJW�RFC�JGACLQC�Q	�DMP�RFC�FMQR�RM�UFGAF�WMS�?PC�AMLLCARCB�

2CKMRC�JGACLQC�K?L?ECKCLR
)L�?BBGRGML�RM�RFC!security/licenses/db DMJBCP��RFCPC�GQ�?JQM�?!security/licenses/inbox DMJBCP��4FGQ
GL@MV�?JJMUQ�WMS�RM�BP?E�?�JGACLQC�GLRM�WMSP�JGACLQC�B?R?@?QC�MD�@MRF�GLBGTGBS?J�JGACLQC�eJCQ�?LB�JGACLQC�?PAFGTC
��J?P	�eJCQ��UFGAF�K?W�F?TC�@CCL�Q?TCB�MP�CVNMPRCB�DPMK�MRFCP�0#Q��MP�NCPF?NQ�QCLR�RM�WMS�DPMK�RFC�JGACLQGLE
QCPTCP�

!DRCP�AMNWGLE�JGACLQC�eJCQ�?LB�MP��J?P�eJCQ�GLRM�WMSPinbox QS@DMJBCP��WMS�AJMQC�?LB�PCQR?PR7 MPI@CLAF��4FC
?NNPMNPG?RC�FMQR�)$�L?KCB�QS@DMJBCPQ�?PC�?SRMK?RGA?JJW�APC?RCB�GL�WMSP�JMA?J�JGACLQC�B?R?@?QC��C?AF�UGRF�RFC
?NNPMNPG?RC�JGACLQC�eJC�Q	��4FC�AMLRCLRQ�MD�RFCinbox DMJBCP�?PC�RFCL�BCJCRCB�

!DRCP�WMS�PCQR?PR7 MPI@CLAF��WMS�A?L�NPMTGQGML�PCKMRC�JGACLQCQ�?LB�SQC�RFC�QWLAFPMLGXC�MLJGLC�DC?RSPC�MD�RFC
3SNCPTGQMP�,GACLQC�-?L?ECP3SNCPTGQMP�,GACLQC�-?L?ECPRM�CLQSPC�WMS�F?TC�RFC�J?RCQR�TCPQGML�MD�?JJ�WMSP�JGACLQCQ�

0PCN?PGLE�RFC�3SNCPTGQMP]Q�JGACLQC�B?R?@?QC
"CDMPC�NPMTGQGMLGLE�JGACLQCQ�GL�KSJRGNJC�PCKMRC�FMQRQ��RFC�B?R?@?QC�MD�AMLRPMJJCP�JGACLQCQ�GL�RFC�3SNCPTGQMP�0#
KSQR�@C�SNB?RCB�

Prerequisites:
9MS�?PC�UMPIGLE�GL7 MPI@CLAFAMLLCARCB�RM�?�3SNCPTGQMP�0#��!JJ�JGACLQCQ�DMP�RM�@C�NPMTGQGMLCB�?PC�?T?GJ?@JC�
WMS�F?TC�BMULJM?BCB�JGACLQCQ�DPMK�RFC�JGACLQC�QCPTCP��PCACGTCB�RFCK�GL�?L�CK?GJ�?RR?AFKCLR�MP�CVNMPRCB
JGACLQC�?PAFGTC�eJCQ���J?P�eJCQ	�DPMK�?LMRFCP�0#�

��3RCN 5QGLE�7GLBMUQ�%VNJMPCP��JMA?RC�RFC!security/licenses/inbox DMJBCP�ML�WMSP�3SNCPTGQMP�0#�
4FGQ�DMJBCP�NPMTGBCQ�?�QGLEJC�JMA?RGML�DPMK�UFGAF�RM�SNB?RC�RFC�3SNCPTGQMP]Q�JGACLQC�B?R?@?QC�

��3RCN #MNW�MP�BP?E�RFC�GLBGTGBS?J�PCKMRC�JGACLQCQ�MP�JGACLQC�?PAFGTCQ���J?P�eJCQ	�GLRM�RFGQ�DMJBCP�

��3RCN #JMQC�?LB�PCQR?PR7 MPI@CLAF�
7 MPI@CLAF?SRMK?RGA?JJW�APC?RCQ�RFC�?NNPMNPG?RC�FMQR
)$
L?KCB�QS@DMJBCPQ�GL�WMSP�JMA?J�JGACLQC
B?R?@?QC��C?AF�UGRF�RFC�?NNPMNPG?RC�JGACLQC�eJC�Q	��4FCL�GR�BCJCRCQ�RFC�AMLRCLRQ�MD�RFCinbox
DMJBCP�

.MU�WMS�A?L�SQC�RFC�QWLAFPMLGXC�MLJGLC�DC?RSPC�MD�RFC3SNCPTGQMP�,GACLQC�-?L?ECP3SNCPTGQMP�,GACLQC�-?L?ECPRM�CLQSPC
WMS�F?TC�RFC�J?RCQR�TCPQGML�MD�?JJ�WMSP�JGACLQCQ�

,GACLQC�-?L?ECP .G?E?P?�0J?RDMPK�'SGBC

�� -?P AF���������



!SRMK?RGLE�FMQR�JGACLQC�SNB?RCQ�SQGLE�NPMTGQGMLGLE
4FGQ�NPMACBSPC�SQCQ�RFC.G?E?P?�.CRUMPI�*M@�"SGJBCP.G?E?P?�.CRUMPI�*M@�"SGJBCPRM�APC?RC�?�MLC
RGKC�NPMTGQGMLGLE�HM@�RM�?SRMK?RC
SNB?RGLE�RFC�JGACLQC�GL�MLC�MP�KMPC�FMQR�AMLRPMJJCPQ�

Prerequisites:
4FC"?RAF*M@3CPTGAC"?RAF*M@3CPTGACGQ�?T?GJ?@JC�SLBCP3CPTGACQ3CPTGACQ?LB�RFC0P0PMTGQGMLGLE.U%VRMTGQGMLGLE.U%VRAMKNMLCLR�GQ�?T?GJ?@JC�SLBCP�WMSP
.G?E?P?.CRUMPI.G?E?P?.CRUMPI�

��3RCN $MS@JC
AJGAI0P0PMTGQGMLGLE.U%VRMTGQGMLGLE.U%VR�
4FC�QWQRCK�MNCLQ�RFC.G?E?P?�.CRUMPI�*M@�"SGJBCP.G?E?P?�.CRUMPI�*M@�"SGJBCPTGCU�

��3RCN )L�RFC�RMN�N?LC�0P0PMTGQGMLGLE�QRCNQ�RM�PSLMTGQGMLGLE�QRCNQ�RM�PSL��AJGAI�?BB�� 	�
4FC.CU�*M@�3RCN.CU�*M@�3RCNUGLBMU�MNCLQ�

��3RCN #JGAI�RFC5NB?RC�,GACLQCQ5NB?RC�,GACLQCQQRCN�?LB�AJGAI/+/+ �
4FC5NB?RC�,GACLQCQ5NB?RC�,GACLQCQUGLBMU�MNCLQ�

��3RCN 4M�AMLRGLSC��AJGAI/+/+ �MP�RM�CVGR�RFC�,GACLQC�5NB?RC��AJGAI#?LACJ#?LACJ	�

��3RCN )L�RFC�@MRRMK�N?LC�3R?R3R?RGMLQ�RM�GLAJSBC�GL�RGMLQ�RM�GLAJSBC�GL�RFC�HM@FC�HM@��AJGAI�?BB�� 	�

.G?E?P?�0J?RDMPK�'SGBC ,GACLQC�-?L?ECP

-?P AF��������� ��



4FC!BB�$CTGAC!BB�$CTGACUGLBMU�MNCLQ�

��3RCN 4M�QCJCAR�RFC�QR?RGMLQ�RM�SNEP?BC��AJGAI�MLC�MP�KMPC�MD�RFC�@MVCQ�LCVR�RM�RFC�QR?RGML�L?KCQ�?LB
AJGAI/+/+ �

��3RCN 4M�GLGRG?RC�RFC�NPMTGQGMLGLE�HM@��PCTGCU�WMSP�AFMGACQ�?LB�AJGAI2SL�.MU2SL�.MU ?R�RFC�@MRRMK�MD�RFC
.G?E?P?�.CRUMPI�*M@�"SGJBCP�6.G?E?P?�.CRUMPI�*M@�"SGJBCP�6GCUGCU�
4FC�TGCU�AF?LECQ�RM�RFC.G?E?P?�.CRUMPI�*M@�6.G?E?P?�.CRUMPI�*M@�6GCUGCU��UFCPC�QRCNQ�?LB�PCQSJRQ�?NNC?P�?Q�RFCW�?PC
CVCASRCB�

Result
4FC�QWQRCK�SNB?RCQ�RFC�JGACLQCQ�DMP�?JJ�QCJCARCB�FMQRQ��4M�K?IC�SNB?RGLE�JGACLQCQ�?�PCESJ?P��?SRMK?RGA�CTCLR�
WMS�LCCB�RM�APC?RC�?�HM@�NPMRMRWNC�

5NB?RGLE�JGACLQCQ�SQGLE�RFC�.CRUMPI�,GACLQC�3SKK?PW
2?RFCP�RF?L�APC?RC�?�MLC
RGKC�NPMTGQGMLGLE�HM@��WMS�A?L�SNB?RC�RFC�JGACLQC�ML�MLC�MP�KMPC�PCKMRC�FMQRQ�SQGLE
RFC.CRUMPI�,GACLQC�3SKK?PW.CRUMPI�,GACLQC�3SKK?PW�

Prerequisites:
9MS�F?TC�QWLAFPMLGXCB�RFC3SNCPTGQMP]Q�JGACLQC�B?R?@?QC�UGRF�RFC�FMQR�AMLRPMJJCPQ�GL�WMSP�LCRUMPI��NSPAF?QCB�?
JGACLQC�SNEP?BC�DMP�C?AF�FMQR��?LB�RFC�SNEP?BCQ�?PC�?T?GJ?@JC�ML�RFC�MLJGLC�JGACLQGLE�QCPTCP�

��3RCN 3CJCAR�RFC,GACLQCQQJMR�ML�RFC0PMTGQGMLGLE.U%VR�

,GACLQC�-?L?ECP .G?E?P?�0J?RDMPK�'SGBC

�� -?P AF���������



4FC�QWQRCK�BGQNJ?WQ�RFC.CRUMPI�,GACLQC�3SKK?PW.CRUMPI�,GACLQC�3SKK?PW�

��3RCN 3CJCAR�MLC�MP�KMPC�QR?RGMLQ�?LB�AJGAI5NB?RC5NB?RC�
)D�?�LCUCP�JGACLQC�GQ�DMSLB��RF?L�RF?R�?JPC?BW�GLQR?JJCB	��RFC�QWQRCK�GLQR?JJQ�GR�GL�RFC�PCKMRC�FMQR��Q	�
SNB?RCQ�RFC�JGACLQC�Q	�GL�RFC3SNCPTGQMP]Q�JMA?J�JGACLQC�B?R?@?QC��?LB�PCQCRQ�RFCLast Updated
RGKCQR?KN�RM�RFC�RGKC�MD�RFC�SNB?RC�

3WLAFPMLGXGLE�UGRF�RFC�3SNCPTGQMP]Q�JGACLQC�B?R?@?QC
4FC�JMA?J3SNCPTGQMPK?GLR?GLQ�?�B?R?@?QC�RF?R�GLAJSBCQ�GLDMPK?RGML�?@MSR�C?AF�FMQR]Q�JGACLQC��0CPGMBGA?JJW��GR�GQ
?�EMMB�GBC?�RM�GLRCPPME?RC�C?AF3SNCPTGQMP?LB�SNB?RC�RFGQ�JGACLQC�B?R?@?QC��9MS�SQC�RFGQ�JGACLQC�B?R?@?QC
UFCL�NPMTGQGMLGLE�PCKMRC�AMLRPMJJCP�JGACLQCQ�

Prerequisites:
9MS�F?TC�?�LCRUMPI�MD�JGACLQCB�FMQRQ��4FC�0PMTGQGMLGLE.U%VR�AMKNMLCLR�GQ�?T?GJ?@JC�SLBCP�RFC
.G?E?P?.CRUMPI�

��3RCN %VN?LB�RFC#MLeE#MLeE� $PGTCPQ$PGTCPQ� .G?E?P?.CRUMPI.G?E?P?.CRUMPI� 0P0PMTGQGMLGLE.U%VRMTGQGMLGLE.U%VRGL�RFC�.?T�RPCC�RM�QCC�GRQ
,GACLQCQ,GACLQCQLMBC�

��3RCN 2GEFR
AJGAI,GACLQCQ,GACLQCQ?LB�QCJCAR66GCUQGCUQ� 3SNCPTGQMP�,GACLQC�-?L?ECP3SNCPTGQMP�,GACLQC�-?L?ECP�
4FC3SNCPTGQMP�,GACLQC�-?L?ECP3SNCPTGQMP�,GACLQC�-?L?ECPUGLBMU�MNCLQ�

��3RCN #JGAI3WLAFP3WLAFPMLGXCMLGXC�
4FC�QWQRCK�NPMKNRQ�UGRF�RFC�MNRGML�RM3WLAF�!J3WLAF�!JJ�,GACLQCQJ�,GACLQCQ�

��3RCN #JGAI99CQCQ?LB��?R�RFCSynchronization Complete NPMKNR��AJGAI/+/+ �

Result
4FC3SNCPTGQMP]Q�JGACLQC�B?R?@?QC�AMLR?GLQ�RFC�JGACLQC�GBCLRGeCP�DMP�C?AF�FMQR�GL�RFC�LCRUMPI�

3S@QAPGNRGML�JGACLQGLE
3S@QAPGNRGML�JGACLQGLE�GQ�?T?GJ?@JC�GL.G?E?P?����� ?LB�J?RCP��4FGQ�DC?RSPC�?JJMUQ�WMS�RM�PCESJ?PJW�N?W�DMP�?
.G?E?P?GLQR?LAC�JGACLQC�P?RFCP�RF?L�N?W�RFC�RMR?J�SN
DPMLR�AMQR�MD�?�QR?LB?PB�JGACLQC�.G?E?P?GLQR?LACQ�UGRF
3S@QAPGNRGML�JGACLQGLE�NCPGMBGA?JJW�?AACQQ�RFC.G?E?P?,GACLQGLE�3CPTCP�RM�AFCAI�RFC�JGACLQC�?LB�ECR�SNB?RCB
QS@QAPGNRGML�GLDMPK?RGML��!Q�JMLE�?Q�WMS�ICCN�RFC�QS@QAPGNRGML�SN�RM�B?RC��RFC�JGACLQC�AMLRGLSCQ�RM�?JJMU�?LW
JGACLQCB�DC?RSPC�RM�PSL�

.G?E?P?�0J?RDMPK�'SGBC ,GACLQC�-?L?ECP

-?P AF��������� ��



3S@QAPGNRGML�JGACLQGLE�UMPIQ�?R�RFC�RMN
JGACLQC�JCTCJ�?LB�BMCQ�LMR�QSNNMPR�QS@QAPGNRGML
JGACLQCB�DC?RSPCQ�ML
NCPNCRS?J�JGACLQCQ�MP�NMMJQ�MD�JGACLQCQ�RF?R�A?L�@C�F?LBCB�MSR�ML�BCK?LB�

4FGQ�DC?RSPC�K?ICQ�GR�C?QGCP�RM�PSL.G?E?P?ML�TGPRS?J�K?AFGLCQ�?LB�GLDMPKQ�WMS�GD�WMS�?AAGBCLR?JJW�?RRCKNR�RM
PSL�KSJRGNJC�6-Q�UGRF�RFC�Q?KC�JGACLQC�

2COSGPCKCLRQ
3SAACQQDSJJW�PCEGQRCPGLE�?�QS@QAPGNRGML�JGACLQC�PCOSGPCQ�QCTCP?J�RFGLEQ�

2COSGPCKCLRQ�DMP�QS@QAPGNRGML�JGACLQGLE�GLAJSBC�RFC�DMJJMUGLE�

` !�T?JGB.G?E?P?#CLRP?J�?AAMSLR�UGRF�3S@QAPGNRGML�,GACLQGLE�CLRGRJCKCLR�CL?@JCB

` ! .G?E?P?GLQR?LAC

` ! .G?E?P?����� TCPQGML�MD7 MPI@CLAFRM�AMLLCAR�RM�?LB�DPMK�UGRF�UFGAF�RM�AMKKGQQGML�RFC�QS@QAPGNRGML

JGACLQCB.G?E?P?BCTGAC��RFC.G?E?P?GLQR?LAC	

` !AACQQ�@W�RFC�QS@QAPGNRGML
JGACLQCB�BCTGAC�RM�RFC�DMJJMUGLE�52,Q�?LB�NMPRQ�

` FRRNQ���UUU�LG?E?P?
AMKKSLGRW�AMK����

` FRRNQ���UUU�LG?E?P?ACLRP?J?NGQ�FMLCWUCJJ�AMK�����

` !�QS@QAPGNRGML�ICW�RF?R�GQ�NPMTGBCB�UGRF�WMSP.G?E?P?AMLR?GLCP�NSPAF?QC

)L�?BBGRGML��RFC�QS@QAPGNRGML�JGACLQGLE�NPMACBSPCQ�?QQSKC�RF?R�WMS�?PC�?L�CVNCPGCLACB.G?E?P??LB 7 MPI@CLAF
SQCP�

2CEGQRCPGLE.G?E?P?PSLLGLE�GL�?�AMLR?GLCP
9MS�PCEGQRCP�?.G?E?P?AMLR?GLCP�GLQR?LAC�RFPMSEF�RFC�NJ?RDMPK,GACLQC�-?L?ECP,GACLQC�-?L?ECP�

Prerequisites:
9MSP�TCPQGML�MD.G?E?P?GQ������MP�FGEFCP��9MS�F?TC�?�QS@QAPGNRGML�ICW�

��3RCN 3R?PR�RFC.G?E?P?AMLR?GLCP�GLQR?LAC�

��3RCN ,?SLAF7 MPI@CLAF��MNCL�?�NJ?RDMPK�AMLLCARGML�RM�RFC�AMLR?GLCP�GLQR?LAC��CVN?LB�RFC�NJ?RDMPK
LMBC��?LB�BMS@JC
AJGAI,GACLQC�-?L?ECP,GACLQC�-?L?ECP�
4FC,GACLQC�-?L?ECP,GACLQC�-?L?ECPTGCU�MNCLQ�

��3RCN 4M�PCEGQRCP�RFC�GLQR?LAC��AJGAI�RFC2CEGQRCP2CEGQRCP@SRRML�RM�RFC�PGEFR�MD(MQR�)$(MQR�)$�

,GACLQC�-?L?ECP .G?E?P?�0J?RDMPK�'SGBC

�� -?P AF���������



4FC$CTGAC�2CEGQRP?R$CTGAC�2CEGQRP?RGMLGMLUGLBMU�MNCLQ�

��3RCN %LRCP�RFCSubscription Key NPMTGBCB�UGRF�RFC.G?E?P?AMLR?GLCP�NSPAF?QC�?LB�AMNW�RFCCode�

��3RCN 4M�MNCL�RFC.G?E?P?#MKKSLGRW�N?EC��AJGAI�RFCVerification URL �
4FC%LRCP�#MBC%LRCP�#MBCUGLBMU�MNCLQ�

��3RCN 0?QRC�RFCCode WMS�AMNGCB�?LB�AJGAI#MLLCAR#MLLCAR�

.G?E?P?�0J?RDMPK�'SGBC ,GACLQC�-?L?ECP

-?P AF��������� ��



4FC.G?E?P?#MKKSLGRW�,MEGL�UGLBMU�MNCLQ�

��3RCN %LRCP�WMSP.G?E?P?#CLRP?J�SQCPL?KC�?LB�N?QQUMPB�?LB�AJGAI3GEL�)L3GEL�)L�
4FC!J!J JMU�!AACQQ�JMU�!AACQQ�UGLBMU�MNCLQ�

��3RCN 4M�?SRFMPGXC�WMSPQCJD�?Q�RFC�SQCP��AJGAI!J!J JMUJMU�
4FGQ�?JJMUQ�RFC�QS@QAPGNRGML�JGACLQGLE�QCPTCP�RM�SQC�WMSP.G?E?P?#CLRP?J�APCBCLRG?JQ�DMP
?SRFMPGX?RGML�
4FC,GACLQC�-?L?ECP,GACLQC�-?L?ECPDCRAFCQ�RFC�JGACLQC�?RR?AFCB�RM�RFC�FMQR�)$��?LB�QR?PRQ7 MPI@CLAF�

2CEGQRCP.G?E?P?SQGLE�RFC�.2%�#MKK?LB
)D�WMS�BM�LMR�UGQF�RM�SQC7 MPI@CLAFRM�PCEGQRCP�WMSP.G?E?P?GLQR?LAC��WMS�A?L�SQC�?�AMKK?LB�JGLC�

,GACLQC�-?L?ECP .G?E?P?�0J?RDMPK�'SGBC

�� -?P AF���������



Prerequisites:
9MSP�TCPQGML�MD.G?E?P?GQ������MP�FGEFCP��9MS�F?TC�?�QS@QAPGNRGML�ICW�

��3RCN /NCL�?�AMKK?LB�NPMKNR�
/L 77 GLBMUQGLBMUQ��RFGQ�A?L�@C�BMLC�@W�MNCLGLE�RFC#MLQMJC#MLQMJC?NNJGA?RGML�GL�RFC.G?E?P?GLQR?JJ?RGML��MP
ML,GLSV,GLSV��@W�MNCLGLE�RFC.G?E?P?3FCJJ�?NNJGA?RGML�

4FC!BKGLGQRP?RMP��.G?E?P?�#MKK?LB�,GLC!BKGLGQRP?RMP��.G?E?P?�#MKK?LB�,GLCUGLBMU�MNCLQ�

��3RCN 4WNCnre -register SubscriptionLicenseKey ?LB�NPCQQ�CLRCP�

.G?E?P?�0J?RDMPK�'SGBC ,GACLQC�-?L?ECP

-?P AF��������� ��



4FC�JGACLQC�QCPTCP�AMLLCARQ�?LB�PCRSPLQ�RFC�?�6CPGeA?RGML�52,�?LB�5QCP�#MBC�

��3RCN #MNW�RFC�6CPGeA?RGML�52,��N?QRC�GR�GL�?�@PMUQCP�?LB�NPCQQ�%LRCP�
$M�LMR�AJMQC�RFC�AMKK?LB�NPMKNR�
4FC%LRCP�#MBC%LRCP�#MBCUGLBMU�MNCLQ�

��3RCN 'M�@?AI�RM�RFC�AMKK?LB�NPMKNR��AMNW�?LB�N?QRC�RFC�5QCP�#MBC�?LB�AJGAI#MLLCAR#MLLCAR�

,GACLQC�-?L?ECP .G?E?P?�0J?RDMPK�'SGBC

�� -?P AF���������



4FC!J!J JMU�!AACQQJMU�!AACQQUGLBMU�MNCLQ�

��3RCN 4M�?SRFMPGXC�WMSPQCJD�?Q�RFC�SQCP��AJGAI!J!J JMUJMU�
4FC99MS]PMS]PC�#MLLCARCBC�#MLLCARCBUGLBMU�MNCLQ�

��3RCN #JGAI#MLR#MLRGLSCGLSC�
4FC,GACLQC�-?L?ECP,GACLQC�-?L?ECPDCRAFCQ�RFC�JGACLQC�?RR?AFCB�RM�RFC�FMQR�)$��?LB�QR?PRQ7 MPI@CLAF�

3-!�CVNGP?RGML�PCKGLBCP
)L .G?E?P?DMP�?�@PMUQCP
@?QCB�AMLLCARGML�RM�?�NPMNCPJW�JGACLQCB�QR?RGML��RFC,MEGL,MEGLUGLBMU�BGQNJ?WQ�?
3MDRU?PC�-?GLRCL?LAC�!EPCCKCLR��3-!	�CVNGP?RGML�PCKGLBCP�

4FC�3-!�CVNGP?RGML�PCKGLBCP�GQ�?�JGACLQCB�DC?RSPC��UFGAF�DSLARGMLQ�?Q�BCQAPG@CB�FCPC�

` 3-!�%VNGP?RGML�PCKGLBCP��GLAJSBGLE�CVNGPW�B?RC��BGQNJ?WQ�GL�RFC,MEGL,MEGLUGLBMU�

.G?E?P?�0J?RDMPK�'SGBC ,GACLQC�-?L?ECP

-?P AF��������� ��



` 9MS�A?L�FGBC�RFGQ�GLGRG?J�CVNGP?RGML�LMRGAC�TG?�RFCshowExpirationDate NPMNCPRW�GL�RFC5QCP3CPTGAC5QCP3CPTGAC�

` 3-!�CVNGP?RGML�PCKGLBCP�BGQNJ?WQ�?R�RFC�QNCAGeCB�LSK@CP�MD�B?WQ�@CDMPC�CVNGP?RGML�

` "W�BCD?SJR��RFGQ�MAASPQ�?R����B?WQ�NPGMP�RM�RFC�CVNGP?RGML�B?RC��(MUCTCP�RFGQ�LSK@CP�GQ�AMLeESP?@JC
�P?LEC���a����B?WQ	�TG?�RFCexpirationReminder NPMNCPRW�GL�RFC5QCP3CPTGAC5QCP3CPTGAC�

` 7FCL�RFC�LSK@CP�MD�B?WQ�@CDMPC�CVNGP?RGML�GQ�JCQQ�RF?L�MP�COS?J�RM�RFC�LSK@CP�QCR�GL�RFC
expirationReminder NPMNCPRW��RFC�3-!�CVNGP?RGML�PCKGLBCP�BGQNJ?WQ�?LB�A?LLMR�@C�BGQKGQQCB�MP�FGBBCL�

Figur e 13. 3-!�CVNGP?RGML�PCKGLBCP�GL�@PMUQCP
@?QCB�QR?RGML�,MEGL�UGLBMU

,GACLQC�-?L?ECP .G?E?P?�0J?RDMPK�'SGBC

�� -?P AF���������



` /LAC�RFC�3-!�GQ�CVNGPCB��RFC�3-!�CVNGP?RGML�PCKGLBCP�BGQNJ?WQ�?LB�A?LLMR�@C�BGQKGQQCB�MP�FGBBCL�

Figur e 14. 3-!�CVNGP?RGML�PCKGLBCP�?R�JCQQ�RF?L����B?WQ�@CDMPC�CVNGPW�B?RC

.G?E?P?�0J?RDMPK�'SGBC ,GACLQC�-?L?ECP

-?P AF��������� ��



&MP�BCR?GJQ�ML�RFCSMA Notification Settings ��QCC�^@?H?
5QCP3CPTGAC_�GLGetting Started with Niagara �

Figur e 15. 3-!�CVNGP?RGML�PCKGLBCP�SNML�CVNGPW�B?RC

,GACLQC�-?L?ECP .G?E?P?�0J?RDMPK�'SGBC
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Chapter 8. Platform Administration on a
contr oller
4FC0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGMLTGCU�NPMTGBCQ�?AACQQ�RM�T?PGMSQ�NJ?RDMPK�B?CKML��?LB�FMQR	�QCRRGLEQ�?LB�QSKK?PW
GLDMPK?RGML�

! T?GJ?@JC�DSLARGMLQ�?NNC?P�?Q�@SRRMLQ�ML�RFC�JCDR�QGBC��?LB�QSKK?PW�GLDMPK?RGML�GQ�JGQRCB�GL�RFC�PGEFR�QGBC�
4WNGA?J�SQC�GQ�UFCL�AMKKGQQGMLGLE�?�LCU�AMLRPMJJCP��MP�RM�RPMS@JCQFMMR�NJ?RDMPK�MP�FMQR�NPM@JCKQ�

$SPGLE�?�NJ?RDMPK�AMLLCARGML��SNML�ePQR�?AACQQ�RM0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGML��?�QK?JJ�BCJ?W�MAASPQ�UFGJC
BMULJM?BGLE�B?R?�?@MSR�RF?R�NJ?RDMPK]Q�GLQR?JJCB�KMBSJCQ��9MS�K?W�@PGCfW�QCC�?,M?B,M?BGLE�-MBSJCQGLE�-MBSJCQUGLBMU
@CDMPC�RFC�K?GL�TGCU�?NNC?PQ�

Figur e 16. 0J?RDMPK�!BKGLGQRP?RGML�TGCU�ML�?�AMLRPMJJCP�NJ?RDMPK

.G?E?P?�0J?RDMPK�'SGBC 0J?RDMPK�!BKGLGQRP?RGML�ML�?�AMLRPMJJCP

-?P AF��������� ��



0J?RDMPK�!BKGLGQRP?RGML�ML�?L�CK@CBBCB�AMLRPMJJCP
4FC0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGMLTGCUQ�?T?GJ?@JC�ML�?L�CK@CBBCB�AMLRPMJJCP�BGDDCP�DPMK�RFMQC�RF?R�?PC�?T?GJ?@JC�ML
?�7 GLBMUQ
@?QCB�NJ?RDMPK�

` 5QCP�!AAMSLRQ5QCP�!AAMSLRQK?L?ECQ�UFM�A?L�?AACQQ�RFC�AMLRPMJJCP�NJ?RDMPK�

` !BT?LACB�/NR!BT?LACB�/NRGMLQGMLQCL?@JC�?LB�BGQ?@JC�RFC�DMJJMUGLE�NPMNCPRGCQ�

` &MP*!#%
����
!8 ��3&40�33(�0MPR��$?CKML�$C@SE��?LB�53"�"?AISN

` &MP*!#%
���� ��$?CKML�$C@SE

` #MLeESP#MLeESPC�2SLRC�2SLRGKC�0PGKC�0PMeJCQMeJCQAMLRPMJ�UFGAF�KMBSJCQ�?PC�PSLLGLE�?R�?LW�RGKC��,GKGRGLE�RFC�PSLLGLE�KMBSJCQ
A?L�AMLQCPTC�KCKMPW�

` #MKKGQQGMLGLE#MKKGQQGMLGLENCPDMPKQ�GLGRG?J.G?E?P?GLQR?JJ?RGML�?LB�QR?PRSN�GL�?�PCKMRC�AMLRPMJJCP��MP�UFCL�SNEP?BGLE
?�AMLRPMJJCP�

` 2C@MMR2C@MMRPCQR?PRQ�RFC�NJ?RDMPK�

` 6?PGMSQ�B?R?�GL�RFC�TGCU��PCNC?RCB�GL�^6GCU�$CR?GJQ_	�BGDDCP�EPC?RJW�DPMK�RF?R�DMP�7GLBMUQ�FMQRQ�

Figur e 17. 0J?RDMPK�!BKGLGQRP?RGML�DMP�?�AMLRPMJJCP�NJ?RDMPK

0J?RDMPK�!BKGLGQRP?RGML�ML�?�AMLRPMJJCP .G?E?P?�0J?RDMPK�'SGBC

�� -?P AF���������



0J?RDMPK�!BKGLGQRP?RGML�ML�?�UMPIQR?RGML
0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGMLDMP�?�7GLBMUQ
@?QCB�NJ?RDMPK�GQ�BGDDCPCLR�DPMK�RFC�Q?KC�DMP�?�AMLRPMJJCP�

.G?E?P?�0J?RDMPK�'SGBC 0J?RDMPK�!BKGLGQRP?RGML�ML�?�AMLRPMJJCP

-?P AF��������� ��



` .M 5QCP�!AAMSLRQ5QCP�!AAMSLRQ@SRRML�GQ�?T?GJ?@JC��?Q�NJ?RDMPK�?SRFCLRGA?RGML�GQ�F?LBJCB�BGDDCPCLRJW��UGRF�APCBCLRG?JQ
K?L?ECB�MLJW�GL�7GLBMUQ�

` .M 3&40�33(3&40�33( @SRRML�GQ�?T?GJ?@JC��COSGT?JCLR�AMLeESP?RGML�A?L�@C�BMLC�SQGLE�7GLBMUQ��GD�LCCBCB	��-MPC
RWNGA?JJW��RFC�^2CKMRC�$CQIRMN�#MLLCARGML_�DC?RSPC�MD�7GLBMUQ�GQ�SQCB�

` 4FC#F?LEC�$?RC�4#F?LEC�$?RC�4GKCGKC@SRRML�GQ�BGKKCB��SL?T?GJ?@JC	��4M�AF?LEC�RFC�B?RC�?LB�RGKC�GL�?�0#��SQC
7 GLBMUQ�

` 4FC#MLeESP#MLeESPC�2SLRC�2SLRGKC�0PGKC�0PMeJCQMeJCQ@SRRML�GQ�BGKKCB��SL?T?GJ?@JC	��7GLBMUQ�FMQRQ�?PC�GLT?PG?@JW�CL?@JCB�DMP
?JJ�PSLRGKC�NPMeJCQ�

` 4FC#MKKGQQGMLGLE#MKKGQQGMLGLE@SRRML�GQ�BGKKCB��4FC#MKKGQQGMLGLE�7#MKKGQQGMLGLE�7GX?PGX?PBB GQ�GLRCLBCB�MLJW�DMP�GLGRG?J.G?E?P?
GLQR?JJ?RGML�?LB�QR?PRSN�GL�?�PCKMRC�AMLRPMJJCP��MP�UFCL�SNEP?BGLE�?�AMLRPMJJCP�

` 4FC2C@MMR2C@MMR@SRRML�GQ�BGKKCB��4FGQ�GQ�GLRCLBCB�MLJW�DMP�PCKMRC�NJ?RDMPKQ��!LW�7GLBMUQ�FMQR�KSQR�@C
PC@MMRCB�SQGLE�7GLBMUQ�

` 6?PGMSQ�B?R?�GL�QSKK?PW�GLDMPK?RGML��PCNC?RCB�GL�6GCU�$CR?GJQ	�BGDDCP�EPC?RJW�DPMK�1.8�FMQRQ�

6GCUGLE�NJ?RDMPK�BCR?GJQ
4FC�6GCU�$CR?GJQ�QSKK?PW�GLAJSBCQ�?JJ�RFC�GLDMPK?RGML�QFMUL�GL�K?GL0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGMLTGCU��NJSQ
GLQR?JJCB�KMBSJCQ��?LB�MRFCP�B?R?��'CLCP?JJW��GLDMPK?RGML�GL�RFGQ�TGCU�GQ�FCJNDSJ�UFCL�RPMS@JCQFMMRGLE�MP�?QIGLE
DMP�RCAFLGA?J�QSNNMPR�

Figur e 18. 0J?RDMPK�!BKGLGQRP?RGML�DMP�7GLBMUQ
@?QCB�NJ?RDMPK

0J?RDMPK�!BKGLGQRP?RGML�ML�?�AMLRPMJJCP .G?E?P?�0J?RDMPK�'SGBC

�� -?P AF���������



Prerequisites:
9MS�?PC�UMPIGLE�GL7 MPI@CLAF?LB�?PC�AMLLCARCB�RM�RFC�PCKMRC�AMLRPMJJCP�NJ?RDMPK�

��3RCN %VN?LB�RFC0J?RDMPK0J?RDMPKLMBC�GL�RFC�.?T�RPCC�MP�BMS@JC
AJGAI0J?RDMPK0J?RDMPK�
4FC�AMLRCLRQ�MD�RFC�.?T�#MLR?GLCP�6GCU�MNCLQ�GL�RFC�RPCC�MP�GL�RFC�K?GL�TGCU�

��3RCN $MS@JC
AJGAI�RFC 0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGML�
4FC0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGMLTGCU�MNCLQ�

��3RCN #JGAI66GCU�$CR?GJQGCU�$CR?GJQ�
4FC66GCU�$CR?GJQGCU�$CR?GJQUGLBMU�MNCLQ�

��3RCN 4M�AMNW�?JJ�BCR?GJQ�RM�RFC�7 GLBMUQ�AJGN@M?PB��AJGAI#MNW�4#MNW�4M�#JM�#JGN@M?PGN@M?PBB�

3CRRGLE�SN�RFC�0#�NJ?RDMPK]Q�SQCPQ�EPMSN��UMPIQR?RGML	
3NCAGDWGLE�RFC�7 GLBMUQ�SQCPQ�EPMSN�DMP�NJ?RDMPK�?BKGLGQRP?RMP�?AACQQ�GQ�MLJW�?T?GJ?@JC�ML�7GLBMUQ
@?QCB
FMQRQ�.G?E?P?��SQCQ�MLJW�@?QGA��L?RGTC�7GLBMUQ�/3�SQCP�?SRFCLRGA?RGML�DMP�NJ?RDMPK�?AACQQ��4FCPC�GQ�LM
NJ?RDMPK5QCP�-?L?ECP5QCP�-?L?ECPTGCU��)LQRC?B��WMS�KSQR�SQC�L?RGTC�7GLBMUQ�DSLARGMLQ�RM�APC?RC�?LB�K?L?EC�7GLBMUQ
/3�SQCPQ�?LB�EPMSNQ��4FGQ�RFCKC�?JQM�?NNJGCQ�RM�RFC4#0�)0�#MLeESP?R4#0�)0�#MLeESP?RGMLGMLTGCU�DMP�?.G?E?P?��7 GLBMUQ�FMQR�
UFGAF�GQ�?T?GJ?@JC��@SR�GQ�PC?B
MLJW��?JJMUGLE�WMS�RM�PCTGCU�ASPPCLR�4#0�)0�QCRRGLEQ	��!JQM��RFCPC�GQ�MLJW�MLC�JCTCJ
MD�NJ?RDMPK�?AACQQ�DMP�?LW.G?E?P?��FMQRb?BKGL�JCTCJ��4FGQ�JCTCJ�?NNJGCQ�RM�7GLBMUQ�NJ?RDMPKQ�?Q�UCJJ�?Q�RM
AMLRPMJJCP�NJ?RDMPKQ�

Prerequisites:
9MS�?PC�UMPIGLE�GL7 MPI@CLAF?LB�?PC�AMLLCARCB�RM�?�3SNCPTGQMP�0#�

.G?E?P?�0J?RDMPK�'SGBC 0J?RDMPK�!BKGLGQRP?RGML�ML�?�AMLRPMJJCP

-?P AF��������� ��



��3RCN %VN?LB�RFC0J?RDMPK0J?RDMPKLMBC�GL�RFC�.?T�RPCC�MP�BMS@JC
AJGAI0J?RDMPK0J?RDMPK�
4FC�AMLRCLRQ�MD�RFC�.?T�#MLR?GLCP�TGCU�MNCLQ�GL�RFC�RPCC�MP�GL�RFC�K?GL�TGCU�

��3RCN $MS@JC
AJGAI�RFC 0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGML�
4FC0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGMLTGCU�MNCLQ�

��3RCN #JGAI5NB?RC�!SR5NB?RC�!SRFCLRFCLRGA?RGA?RGMLGML�
!L !SR!SRFCLRFCLRGA?RGA?RGMLGMLJMEGL�UGLBMU�MNCLQ�

��3RCN 5QC�WMSP�QR?LB?PB�7 GLBMUQ�JMEGL�APCBCLRG?JQbGD�RFC�FMQR�GQ�ML�?�7GLBMUQ�BMK?GL��JME�GL�SQGLE
RFC�APCBCLRG?JQ�WMS�SQC�UFCL�JMEEGLE�GL�RM�RF?R�BMK?GL�
4FGQ�GQ�LCACQQ?PW�RM�JGKGR�RFC�LSK@CP�MD�NMQQG@JC�BMK?GL�EPMSNQ�RM�MLJW�RFMQC�EPMSNQ�GL�UFGAF�WMS
?PC�?�KCK@CP��3SAF�EPMSNQ�?PC�QCJCAR?@JC�GL�RFC�LCVR�UGLBMU�RM�AFMQC�RFC�QMJC�7GLBMUQ�SQCPQ
EPMSN�DMP�NJ?RDMPK�B?CKML�?AACQQ��?Q�QFMUL�GL�RFC�eESPC�@CJMU�

0J?RDMPK�!BKGLGQRP?RGML�ML�?�AMLRPMJJCP .G?E?P?�0J?RDMPK�'SGBC

�� -?P AF���������



4FGQ�UGLBMU�JCRQ�WMS�QCJCAR�RFC�MLC�7GLBMUQ�SQCPQ�EPMSN�RF?R�A?L�K?IC�NJ?RDMPK�AMLLCARGMLQ
RM�RFGQ�FMQR��'PMSNQ�GLAJSBC�7GLBMUQ�@SGJR
GL�SQCP�EPMSN�UGRF�RFC�^"5), 4)._�MP�^.4
!54(/2)49_�NP CeV	��?Q�UCJJ�?Q�?LW�JMA?JJW
BCeLCB�SQCP�EPMSNQ��)D�RFC�FMQR�F?Q�@CCL�?BBCB�RM�?
7 GLBMUQ�BMK?GL��EPMSNQ�BCeLCB�GL�RF?R�BMK?GL�?PC�?JQM�JGQRCB�?LB�?T?GJ?@JC��$MK?GL�EPMSNQ
?PC�JGKGRCB�RM�MLJW�RFMQC�GL�UFGAF�RFC�JMEGL�SQCP�GQ�?�KCK@CP�

7FCL�NJ?RDMPK
AMLLCARCB�RM�?�PCKMRC.G?E?P?��7 GLBMUQ�FMQR��QMKC0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGML
TGCU�@SRRMLQ�?PC�SL?T?GJ?@JC��?Q�QFMUL�GL�RFC�eESPC�@CJMU�

.G?E?P?�0J?RDMPK�'SGBC 0J?RDMPK�!BKGLGQRP?RGML�ML�?�AMLRPMJJCP

-?P AF��������� ��



!Q�QFMUL�?@MTC�#F?LEC�$?RC�4#F?LEC�$?RC�4GKCGKC� #MKKGQQGMLGLE#MKKGQQGMLGLE��?LB 2C@MMR2C@MMR?PC�SL?T?GJ?@JC�UFCL�RFC
NJ?RDMPK�GQ�AMLLCARCB�RM�?LW.G?E?P?��7 GLBMUQ�FMQR��PCKMRC�MP�JMA?J	��&MP�?�JMA?J�NJ?RDMPK
AMLLCARGML�#MLeESP#MLeESPC�2SLRC�2SLRGKC�0PGKC�0PMeJCQMeJCQGQ�?JQM�SL?T?GJ?@JC�

#PC?RGLE�?�NJ?RDMPK�SQCP�?AAMSLR��AMLRPMJJCP	
4FC�#MKKGQQGMLGLE�7GX?PB�GLGRG?JJW�ESGBCQ�RFC�APC?RGML�MD�RFC�ePQR�?BKGL�NJ?RDMPK�SQCP��4FC�5QCP�!AAMSLRQ
@SRRML�GQ�MLJW�?T?GJ?@JC�ML�?�PCKMRC�AMLRPMJJCP]Q0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGMLTGCU��9MS�A?L�APC?RC�KSJRGNJC�NJ?RDMPK
?BKGLGQRP?RMP�SQCPQ��SN�RM����K?VGKSK	��!JJ�F?TC�RFC�Q?KC�DSJJ�?BKGLGQRP?RMP�NCPKGQQGMLQ��A?L�APC?RC�?BBGRGML?J
SQCPQ��?LB�A?L�AF?LEC�RFC�N?QQUMPB�MD�RFCGP�MUL�?AAMSLR�

Prerequisites:
9MS�?PC�UMPIGLE�GL7 MPI@CLAF?LB�?PC�AMLLCARCB�RM�?�PCKMRC�AMLRPMJJCP�NJ?RDMPK�

)D�WMS�?PC�AMKKGQQGMLGLE�?�LCU�SLGR��MP�?�AMLRPMJJCP�RF?R�F?Q�F?B�?�AJC?L$GQR�eJC�GLQR?JJCB��MLJW�?�UCJJ
ILMUL
BCD?SJR�NJ?RDMPK�?BKGL�?AAMSLR�CVGQRQ��!LW�SLGR�UGRF�RFC�BCD?SJR�NJ?RDMPK�?BKGL�SQCP�GQ�CVRPCKCJW�QSQACNRG@JC
RM�SL?SRFMPGXCB�GLRPSQGML��4FCPCDMPC��@CDMPC�WMS�A?L�AMKNJCRC�MRFCP�AMKKGQQGMLGLE�R?QIQ��RFC#MKKGQQGMLGLE#MKKGQQGMLGLE
77 GX?PGX?PBB PCOSGPCQ�WMS�RM�ePQR�PCNJ?AC�RFC�BCD?SJR�NJ?RDMPK�SQCP�?AAMSLR�GL�?�UGX?PB�QRCN�

��3RCN %VN?LB�RFC0J?RDMPK0J?RDMPKLMBC�GL�RFC�.?T�RPCC�MP�BMS@JC
AJGAI0J?RDMPK0J?RDMPK�
4FC�AMLRCLRQ�MD�RFC�.?T�#MLR?GLCP�TGCU�MNCLQ�GL�RFC�RPCC�MP�GL�RFC�K?GL�TGCU�

��3RCN $MS@JC
AJGAI�RFC 0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGML�
4FC0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGMLTGCU�MNCLQ�

��3RCN #JGAI�RFC5QCP�!AAMSLRQ5QCP�!AAMSLRQ@SRRML�

0J?RDMPK�!BKGLGQRP?RGML�ML�?�AMLRPMJJCP .G?E?P?�0J?RDMPK�'SGBC

�� -?P AF���������



4FC-?L?EC�NJ?RDMPK�B?CKML�SQCPQ-?L?EC�NJ?RDMPK�B?CKML�SQCPQUGLBMU�MNCLQ�

��3RCN #JGAI.CU�5QCP.CU�5QCP?LB�eJJ�GL�RFC�DMPK�

#F?LEGLE�?�SQCP]Q�NJ?RDMPK�N?QQUMPB��AMLRPMJJCP	
3RPMLE�SQCP�N?QQUMPBQ�?PC�PCOSGPCB�DMP�?JJ�PCKMRC�NJ?RDMPK�SQCPQ�

Prerequisites:
9MS�?PC�UMPIGLE�GL7 MPI@CLAF?LB�?PC�AMLLCARCB�RM�RFC�PCKMRC�AMLRPMJJCP�NJ?RDMPK�

��3RCN %VN?LB�RFC0J?RDMPK0J?RDMPKLMBC�GL�RFC�.?T�RPCC�MP�BMS@JC
AJGAI0J?RDMPK0J?RDMPK�
4FC�AMLRCLRQ�MD�RFC�.?T�#MLR?GLCP�TGCU�MNCLQ�GL�RFC�RPCC�MP�GL�RFC�K?GL�TGCU�

��3RCN $MS@JC
AJGAI�RFC 0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGML�
4FC0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGMLTGCU�MNCLQ�

��3RCN #JGAI5QCP�!AAMSLRQ5QCP�!AAMSLRQ�

��3RCN 3CJCAR�?�SQCP�?LB�AJGAI#F?LEC�0?QQUMP#F?LEC�0?QQUMPBB�

.G?E?P?�0J?RDMPK�'SGBC 0J?RDMPK�!BKGLGQRP?RGML�ML�?�AMLRPMJJCP

-?P AF��������� ��



4FC#F?LEC�0?QQUMP#F?LEC�0?QQUMPB�DMPB�DMP<user name > UGLBMU�MNCLQ�

��3RCN %LRCP�RFC�ASPPCLR�N?QQUMPB��RFCL�CLRCP�RFC�LCU�N?QQUMPB��RUGAC	�GL�RFC�NMNSN�UGLBMU�?LB�AJGAI
/+/+ �

NOTE: )D�RFC7 MPI@CLAF&)03�NPMNCPRWShow FIPS Options GQ�QCR�RMtrue ACPR?GL�&)03�MNRGMLQ
@CAMKC�TGQG@JC�GL�RFGQ�UGLBMU��)D�QCJCARCB��RFC�DP?KCUMPI�CLDMPACQ�&)03
QRPCLERF�N?QQUMPB
PCOSGPCKCLRQ�

)D�WMS�CLRCP�?L�GLAMPPCAR�ASPPCLR�N?QQUMPB��?L )LT?J)LT?JGB�JMEGL�APGB�JMEGL�APCBCLRCBCLRG?JQG?JQCPPMP�NMNSN�MNCLQ��!DRCP
AJGAIGLE/+/+ WMS�PCRSPL�@?AI�RM�RFC�AF?LEC�N?QQUMPB�UGLBMU�?@MTC�

)D�WMS�?PC�AF?LEGLE�WMSP�N?QQUMPB�SQCB�GL�WMSP�ASPPCLR�NJ?RDMPK�QCQQGML��WMSP�LCU�APCBCLRG?JQ
@CAMKC�GKKCBG?RCJW�CDDCARGTC�SNML�AJGAIGLE/+/+ ��)D�WMS�NPCTGMSQJW�F?BRemember these
credentials ��QCJCARCB�GL�RFC!SR!SRFCLRFCLRGA?RGA?RGMLGMLJMEGL�UGLBMU��RFC�A?AFCB�APCBCLRG?JQ�?PC
?SRMK?RGA?JJW�SNB?RCB�

$CJCRGLE�?�NJ?RDMPK�SQCP�?AAMSLR��AMLRPMJJCP	
!Q�?�QCASPGRW�NPCA?SRGML��NJ?RDMPK�SQCPQ�QFMSJB�@C�JGKGRCB�RM�MLJW�T?JGB�SQCPQ��/RFCPQ�QFMSJB�@C�BCJCRCB�

Prerequisites:
9MS�?PC�UMPIGLE�GL7 MPI@CLAF?LB�?PC�AMLLCARCB�RM�?�PCKMRC�AMLRPMJJCP�NJ?RDMPK�

!LW�NJ?RDMPK�SQCP�A?L�BCJCRC�?LW�MRFCP�NJ?RDMPK�SQCP�CVACNR�

` 4FC�SQCP�?ARGTC�GL�RFC�ASPPCLR�NJ?RDMPK�QCQQGML

` 4FC�MPGEGL?J�NJ?RDMPK�SQCP��KC?LGLE�RFC�MLC�APC?RCB�GL�RFC2CKMTC�NJ?RDMPK�BCD?SJR�SQCP�?AAMSLRQRCN
UFCL�SQGLE�RFC#MKKGQQGMLGLE�7#MKKGQQGMLGLE�7GX?PGX?PBB RM�AMKKGQQGML�RFC�AMLRPMJJCP��3SAF�SQCPQ�A?LLMR�@C�QCJCARCB�RM
BCJCRC�

��3RCN %VN?LB�RFC0J?RDMPK0J?RDMPKLMBC�GL�RFC�.?T�RPCC�MP�BMS@JC
AJGAI0J?RDMPK0J?RDMPK�
4FC�AMLRCLRQ�MD�RFC�.?T�#MLR?GLCP�TGCU�MNCLQ�GL�RFC�RPCC�MP�GL�RFC�K?GL�TGCU�

��3RCN $MS@JC
AJGAI�RFC 0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGML�
4FC0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGMLTGCU�MNCLQ�

��3RCN #JGAI�RFC5QCP�!AAMSLRQ5QCP�!AAMSLRQ@SRRML�
4FC-?L?EC�NJ?RDMPK�B?CKML�SQCPQ-?L?EC�NJ?RDMPK�B?CKML�SQCPQUGLBMU�MNCLQ�

��3RCN 3CJCAR�RFC�SQCP�?AAMSLR�RM�BCJCRC��AJGAI$CJCRC�5QCP$CJCRC�5QCP?LB�AJGAI/+/+ �
7 MPI@CLAFBCJCRCQ�RFC�SQCP�?AAMSLR�

0J?RDMPK�!BKGLGQRP?RGML�ML�?�AMLRPMJJCP .G?E?P?�0J?RDMPK�'SGBC

�� -?P AF���������



3WQRCK�?LB�DGJC�N?QQNFP?QCQ
!J J.G?E?P?��NJ?RDMPKQ�F?TC�?�QWQRCK�N?QQNFP?QC��N?QQUMPB	�SQCB�RM�CLAPWNR�QCLQGRGTC�GLDMPK?RGML��QSAF�?Q
AJGCLR�N?QQUMPBQ�QRMPCB�GL�"/'�eJCQ�?LB�QR?RGML�B?R?@?QCQ��AMLeE�@ME�eJCQ	�MP�QR?RGML�@?AISN�BGQRPG@SRGML
��BGQR	�eJCQ��4FGQ�N?QQNFP?QC�GLAPC?QCQ�QCASPGRW�DMP�RFC�eJCQ�RF?R�AMLR?GL�APGRGA?J�GLDMPK?RGML��)L�T?PGMSQ
MNCP?RGMLQ��WMS�?PC�NPMKNRCB�RM�CLRCP�RFC�N?QQNFP?QC��QSAF�?Q�UFCL�AMNWGLE�QR?RGMLQ�MP�PCQRMPGLE�QR?RGML
@?AISNQ�GL�PCKMRC�NJ?RDMPKQ�

4FGQ�QWQRCK�N?QQNFP?QC�?NNJGCQ�RM�RFC*!#%
���� ?LB *!#%
���� AMLRPMJJCPQ�

4FC�DMJJMUGLE�?PC?Q�MD�RFC�DP?KCUMPI�?PC�?DDCARCB�@W�N?QQNFP?QC�GKNJCKCLR?RGML�

` 0PMTGQGMLGLE

` $GQRPG@SR$GQRPG@SRGML�&GJC�)LQR?JGML�&GJC�)LQR?JJCPJCPRM�PCQRMPC�?�@?AISN��BGQR�eJC��)D�WMS�BM�LMR�ILMU�RFC�N?QQNFP?QC�DMP�?��BGQR�eJC
WMS�A?LLMR�GLQR?JJ�GR�

` &GJC�4P?LQDCP�#JGCLR

` 3R?R3R?RGML�#MNGCPGML�#MNGCPRM�RP?LQDCP�?�JMA?J�eJC�

` "?AI�SN

` #MKKGQQGMLGLE

` %VNMPR�4?EQ

4FC�QCLQGRGTC�GLDMPK?RGML�GL�eJCQ�GQ�NPMRCARCB�UGRF�CLAPWNRGML��CGRFCP�@W�CLAPWNRGLE�RFC�GLDMPK?RGML�UGRFGL�RFC
eJC�MP�@W�CLAPWNRGLE�RFC�UFMJC�eJC��(MU�CLAPWNRGML�GQ�?NNJGCB�BCNCLBQ�ML�RFC�CVNCARCB�NMPR?@GJGRW�MD�RFC�eJC�
&GJCQ�JMA?RCB�SLBCP�RFC�B?CKML�5QCP�(MKC��eJCQ�RF?R�@CJMLE�RM�RFC�QWQRCK	�?PC�CLAPWNRCB�SQGLE�?�QRPMLE�
P?LBMKJW�ECLCP?RCB�ICW�RF?R�CVGQRQ�MLJW�ML�RF?R�QWQRCK��7FGJC�eJCQ�JMA?RCB�SLBCP�RFC.G?E?P?5QCP�(MKC��RF?R
GQ��NMPR?@JC�eJCQ�RF?R�A?L�@C�QCLR�RM�K?LW�QWQRCKQ	�?PC�CLAPWNRCB�SQGLE�?�ICW�BCPGTCB�DPMK�RFC�SQCP
BCeLCB
QWQRCK�N?QQNFP?QC�CLRCPCB�BSPGLE�QMDRU?PC�GLQR?JJ?RGML�MP�UFCL�RFC�QWQRCK�N?QQNFP?QC�GQ�AF?LECB�

$SC�RM�RFC�BGDDCPCLR�RWNCQ�MD�CLAPWNRGML�RF?R�?PC�SQCB�DMP�RFC�QWQRCK�?LB�DMP�NMPR?@JC�JMA?RGMLQ��UFCL
RP?LQDCPPGLE�eJCQ�@CRUCCL�RFC�B?CKML�5QCP�(MKC�?LB�?LMRFCP�5QCP�(MKC�WMS�KSQR�SQC�RFC7 MPI@CLAF
NJ?RDMPK�RMMJQ��3R?R3R?RGML�#MNGCPGML�#MNGCP� &GJC�4&GJC�4P?LQDCP�#JP?LQDCP�#JGCLRGCLRMP"?AISN"?AISN	�UFGAF�AMLTCPR�eJCQ�RM�SQC�RFC�AMPPCAR�CLAPWNRGML
ICW�DMP�RFC�R?PECR�JMA?RGML�

CAUTION: $M�LMR�SQC�7GLBMUQ�%VNJMPCP�RM�AMNW�eJCQ�@CRUCCL�RFC�B?CKML�5QCP�(MKC�?LB�MRFCP�5QCP
(MKCQ�@CA?SQC�UGRFMSR�RFC�NPMNCP�CLAPWNRGML�RFMQC�eJCQ�K?W�LMR�@C�PC?B?@JC�

NOTE: !Q�MD.G?E?P?����� �

` )D�RFC�N?QQNFP?QC�RF?R�GQ�SQCB�RM�NPMRCAR�RFC�JMA?J�AMNW�MD�RFC�QR?RGML�K?RAFCQ�RFC�PCKMRC�FMQR�Q�QWQRCK
N?QQNFP?QC��@SR�RFC�PCKMRC�FMQR�TCPQGML��PSLLGLE�ML�?.G?E?P?����� ?LB�C?PJGCP	�BMCQ�LMR�QSNNMPR�ACPR?GL
CLAPWNRCB�CJCKCLRQ��9MS�?PC�PCOSCQRCB�RM�CLRCP�RFC�JMA?J�AMNW�Q�N?QQNFP?QC�MP�SNB?RC�RFC�PCKMRC�FMQR�RM
.G?E?P?����� MP�J?RCP�?LB�GLQR?JJ�RFC�QR?RGML�?DRCPU?PBQ�

` )D�RFC�N?QQNFP?QC�RF?R�GQ�SQCB�RM�NPMRCAR�RFC�JMA?J�AMNW�MD�RFC�QR?RGML�GQ�LMR�RFC�Q?KC�?Q�RFC�PCKMRC�FMQR�Q
QWQRCK�N?QQNFP?QC��WMS�?PC�PCOSCQRCB�RM�CLRCP�RFC�JMA?J�AMNW�Q�N?QQNFP?QC�

)D�RFC�eJC�N?QQNFP?QC�?LB�QWQRCK�N?QQNFP?QC�?PC�RFC�Q?KC��?�QR?RGML�AMNW�NPMACCBQ�UGRFMSR�NPMKNRGLE�DMP�?
N?QQNFP?QC�

` For system-to-portable transfers

9MS�A?L�ECR�NMPR?@JC�AMNGCQ�MD�eJCQ�JMA?RCB�SLBCP�RFC�B?CKML�5QCP�(MKC�@W�?LW�MD�RFCQC�KCRFMBQ�

` -?IC�?�@?AISN�DPMK�RFC0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGMLTGCU

` -?IC�?�@?AISN�DPMK�?�PSLLGLE�QR?RGML

` 5QC�CGRFCP3R?R3R?RGML�#MNGCPGML�#MNGCPMP&GJC�4&GJC�4P?LQDCP�#JP?LQDCP�#JGCLRGCLRDPMK�RFC0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGMLTGCU

4FC�PCQSJRGLE�JMA?J��NMPR?@JC�AMNGCQ�?LB�@?AISN�eJCQ�?PC�NPMRCARCB�UGRF�?�eJC�N?QQNFP?QC�

` For portable-to-system transfers

.G?E?P?�0J?RDMPK�'SGBC 0J?RDMPK�!BKGLGQRP?RGML�ML�?�AMLRPMJJCP

-?P AF��������� ��



!J RCPL?RCJW��UFCL�WMS�SQC�RFC$GQRPG@SR$GQRPG@SRGML�&GJC�)LQR?JGML�&GJC�)LQR?JJCPJCPRM�PCQRMPC�?�@?AISN��BGQR�eJC��MP3R?R3R?RGML�#MNGCPGML�#MNGCPRM
RP?LQDCP�?�QR?RGML�DPMK�WMSP7 MPI@CLAFBGPCARMPW�RM�?�AMLRPMJJCP��RFC�eJC]Q�N?QQNFP?QC�GQ�T?JGB?RCB�?LB
SQCB�RM�RP?LQJ?RC�RFC�B?R?�@?AI�GLRM�RFC�NPMNCP�QWQRCK�CLAPWNRGML�DMPK?R�DMP�SQC�SLBCP�RFC�B?CKML�5QCP
(MKC�

CAUTION: )R�GQ�GKNMPR?LR�RM�PCKCK@CP�RFC�QWQRCK�N?QQNFP?QC�?LB�ICCN�GR�Q?DC��)D�WMS�JMQC�RFC�QWQRCK
N?QQNFP?QC��WMS�UGJJ�JMQC�?AACQQ�RM�CLAPWNRCB�B?R?�

#F?LEGLE�RFC�NJ?RDMPK]Q�QWQRCK�N?QQNFP?QC
!�SLGOSC�QWQRCK�N?QQNFP?QC�GQ�?QQMAG?RCB�UGRF�C?AF�PCKMRC�AMLRPMJJCP�NJ?RDMPK��7FCL�AMKKGQQGMLGLE�?�LCU
PCKMRC�AMLRPMJJCP�NJ?RDMPK�7 MPI@CLAFCLDMPACQ�RFC�PCOSGPCKCLR�RM�AF?LEC�RFC�NJ?RDMPK]Q�BCD?SJR�QWQRCK
N?QQNFP?QC��!DRCP�AMKKGQQGMLGLE��WMS�K?W�AF?LEC�RFC�QWQRCK�N?QQNFP?QC�?R�?LW�RGKC�

Prerequisites:
9MS�?PC�UMPIGLE�GL7 MPI@CLAF?LB�?PC�AMLLCARCB�RM�?�PCKMRC�AMLRPMJJCP�NJ?RDMPK�

4M�AF?LEC�RFC�QWQRCK�N?QQNFP?QC�WMS�K?W�PSL�RFC#MKKGQQGMLGLE�7#MKKGQQGMLGLE�7GX?PGX?PBB MP�SQC�RFC0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGML
TGCU�?Q�BCQAPG@CB�FCPC�

��3RCN %VN?LB�RFC0J?RDMPK0J?RDMPKLMBC�GL�RFC�.?T�RPCC�MP�BMS@JC
AJGAI0J?RDMPK0J?RDMPK�
4FC�AMLRCLRQ�MD�RFC�.?T�#MLR?GLCP�TGCU�MNCLQ�GL�RFC�RPCC�MP�GL�RFC�K?GL�TGCU�

��3RCN $MS@JC
AJGAI�RFC 0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGML�
4FC0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGMLTGCU�MNCLQ�

)D�WMS�?PC�SQGLE�RFC�BCD?SJR�N?QQNFP?QC��?�WCJJMU�U?PLGLE�@MV�BGQNJ?WQ�GL�RFC�@MRRMK�PGEFR�MD�RFC
0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGMLTGCU��4FGQ�U?PLGLE�GLBGA?RCQ�?�NPM@JCK�UGRF�RFC�N?QQNFP?QC�

��3RCN #JGAI3WQRCK�0?QQNFP?QC3WQRCK�0?QQNFP?QC�
4FC3CR�3WQRCK�0?QQNFP?QC3CR�3WQRCK�0?QQNFP?QCUGLBMU�MNCLQ�

NOTE: )D�RFC7 MPI@CLAF&)03�NPMNCPRWShow FIPS Options GQ�QCR�RMtrue ACPR?GL�&)03�MNRGMLQ
@CAMKC�TGQG@JC�GL�RFGQ�UGLBMU��)D�QCJCARCB��RFC�DP?KCUMPI�CLDMPACQ�&)03
QRPCLERF�N?QQUMPB
PCOSGPCKCLRQ�

��3RCN %LRCP�RFC�MJB�QWQRCK�N?QQNFP?QC��CLRCP�RFC�LCU�QWQRCK�N?QQNFP?QC�?LB�AMLePK�GR�
4FC�QWQRCK�N?QQNFP?QC�KSQR�AMLR?GL�?R�JC?QR����AF?P?ARCPQ����BGEGR����JMUCP�A?QC�AF?P?ARCP�?LB��
SNNCP�A?QC�AF?P?ARCP�

!L�CPPMP�NMNSN�PCKGLBQ�WMS�GD�WMS�?RRCKNR�RM�CLRCP�?�N?QQUMPB�RF?R�BMCQ�LMR�KCCR�KGLGKSK
PSJCQ�

��3RCN 3RMPC�RFGQ�N?QQNFP?QC�GL�?�Q?DC�NJ?AC�

CAUTION: )R�GQ�GKNMPR?LR�RM�PCKCK@CP�RFC�QWQRCK�N?QQUMPB�?LB�ICCN�GR�Q?DC��)D�WMS�JMQC�RFC
QWQRCK�N?QQNFP?QC��WMS�UGJJ�JMQC�?AACQQ�RM�CLAPWNRCB�B?R?�

0J?RDMPK�!BKGLGQRP?RGML�ML�?�AMLRPMJJCP .G?E?P?�0J?RDMPK�'SGBC

�� -?P AF���������



%BGRGLE�RFC��@ME�DGJC�N?QQNFP?QC�MDDJGLC
&GJCQ�APC?RCB�GL7 MPI@CLAFGLGRG?JJW�F?TC�LM�N?QQNFP?QC�QGLAC�RFCW�BM�LMR�WCR�AMLR?GL�QCLQGRGTC�B?R?��)D�WMS�BM
LMR�ILMU�RFC�N?QQNFP?QC�DMP�?��@ME�eJC��WMS�A?L�CBGR�GR�MDf GLC��4FGQ�NPMACBSPC�BCQAPG@CQ�RFC�QRCNQ�RM�CBGR�RFC
�@ME�eJC�MDf GLC��QCR�?�LCU�N?QQNFP?QC�?LB�AF?LEC�RFC�?BKGL�SQCP�N?QQUMPB��4FGQ�NPMACBSPC�UMPIQ�DMP�?
3SNCPTGQMPMP�AMLRPMJJCP�QR?RGML�

Prerequisites:
4FC��@ME�eJC�RM�CBGR�GQ�AMLR?GLCB�GL�?�:)0�eJC��9MS�?PC�SQGLE7 MPI@CLAFPSLLGLE�ML�?�0#�

CAUTION: #F?LEGLE�RFC�N?QQNFP?QC�ML�?��@ME�eJC�PCQSJRQ�GL�RFC�JMQQ�MD�QCLQGRGTC�B?R?�GL�RFC�eJC��!LW�N?QQUMPB
T?JSCQ�RF?R�?PC�CLAMBCB�UGRF�RFC�ASPPCLR�N?QQNFP?QC�UGJJ�@C�AJC?PCB��3M�WMS�UGJJ�LCCB�RM�CLRCP�MP�PC
CLRCP�RFC
N?QQUMPBQ�DMP�?JJ�NJ?RDMPK�?LB�QR?RGML�SQCPQ�

��3RCN 5QGLE�7GLBMUQ�&GJC�%VNJMPCP��CVRP?AR�RFC�BMULJM?BCB�:)0�eJC�?LB�AMNW�RFC�QR?RGML�DMJBCP�RM�WMSP
GLQR?JJ?RGML]Q�5QCP�(MKC�QR?RGMLQ�DMJBCP��C:\Users\UserName\Niagara4.x\brand\stations 	�

��3RCN )L�RFC7 MPI@CLAF.?T�RPCC��CVN?LB-W�(MQR-W�(MQR� -W�&GJC�3WQRCK-W�&GJC�3WQRCK� 5QCP�(MKC5QCP�(MKC?LB�L?TGE?RC�RM�RFC
QR?RGML�DMJBCP�HSQR�AMNGCB�RM�RF?R�JMA?RGML�

��3RCN 4M�MNCL�RFC��@ME�eJC��CVN?LB�RFC�QR?RGML�DMJBCP�?LB�BMS@JC
AJGAIconfig.bog �

��3RCN /L�R FC7 MPI@CLAFRMMJ�@?P��AJGAI�RFC�"ME�&GJC�0PMRCARGML�RMMJ��	�
4FC"ME�&GJC�0?QQNFP?QC"ME�&GJC�0?QQNFP?QCUGLBMU�MNCLQ�

��3RCN #JGAI&MP&MPAC�RAC�RFC�eJC�RM�QR?PR�SQGLE�?�BFC�eJC�RM�QR?PR�SQGLE�?�BGDGDDCPDCPCLR�N?QQNFP?QC�RCLR�N?QQNFP?QC�RF?R�WMS�QNCAGDWF?R�WMS�QNCAGDW��CLRCP�RFC�LCUPassphase
?LB Passphrase Confirm T?JSCQ��AJGAI5NB?RC5NB?RC?LB�ML�RFC�QS@QCOSCLR�TGCU��AJGAI#JMQC#JMQC�

��3RCN )L�RFC�.?T�RPCC��CVN?LB#MLeE#MLeE� 3CPTGACQ3CPTGACQ��?LB�BMS@JC
AJGAI5QCP3CPTGAC5QCP3CPTGAC�

��3RCN )L�RFC5QCP�-?L?ECP5QCP�-?L?ECP��BMS@JC
AJGAI�RFC�?BKGL�SQCP�?LB�SLBCP�!SRFCLRGA?RMP��AF?LEC�RFCPassword
?LB Password Confirm T?JSCQ�
2CNC?R�RFGQ�QRCN�?Q�LCCBCB�RM�AF?LEC�N?QQUMPBQ�DMP�MRFCP�SQCPQ�

��3RCN 2GEFR
AJGAI�RFCconfig.bog eJC�?LB�AJGAI3?TC3?TC�
4FC�DP?KCUMPI�NPMKNRQ�WMS�RM�CLRCP�RFC�eJC�N?QQNFP?QC��9MS�A?L3?TC3?TCMLJW�GD�WMS�CLRCP�RFC
AMPPCAR�N?QQNFP?QC�

��3RCN /NCL�RFC3R?R3R?RGML�#MNGCPGML�#MNGCP?LB�AMNW�RFC�QR?RGML�DPMK�RFC�WMSP�5QCP�(MKC�RM�RFC�R?PECR�NJ?RDMPK�

!BB GLE�?LB�PCKMTGLE�SQCPQ�DPMK��@ME�DGJC
9MS�A?L�?BB�SQCPQ�MDf GLC�?LB�PCKMTC�SQCPQ�DPMK�RFC��@ME�eJC�

)L .G?E?P?����� ��WMS�A?L�?BB�SQCPQ�MDf GLC�@W�CBGRGLE�RFC�QR?RGML�MDf GLC�?LB�APC?RGLE�RFC�LCU�SQCP�TG?�RFC�5QCP
-?L?ECP��MP�CBGRGLE�RFC��@ME�eJC�BGPCARJW��(MUCTCP��@CA?SQC�RFC�CLAPWNRGML�ICW�GQ�LMR�WCR�?T?GJ?@JC��RFC�SQCP
N?QQUMPB�UGJJ�@C�CGRFCP�MLJW�F?QFCB�MP�GL�NJ?GL�RCVR��BCNCLBGLE�ML�FMU�RFC�SQCP�U?Q�?BBCB��/LAC�RFC�QR?RGML
QR?PRQ��RFC�N?QQUMPB�UGJJ�@C�F?QFCB�GD�LCCBCB�?LB�RFCL�CLAPWNRCB�

NOTE:

4FC�SQCP�UGJJ�@C�BGQ?@JCB�?LB�?L�?BKGLGQRP?RMP�KSQR�K?LS?JJW�CL?@JC�RFCK�ML�RFC3CPTGACQ3CPTGACQ� 5QCP3CPTGAC5QCP3CPTGAC�
5QCP5QCPNPMNCPRW�QFCCR�

4FCPC�GQ�?�PCAMTCPW�KCAF?LGQK�GL�A?QC�WMS�BM�LMR�F?TC�?AACQQ�RM�RFC�CLAPWNRGML�ICW��9MS�A?L�SQC�GR�RM�ECR�RFC
QR?RGML�@?AI�SN�?LB�PSLLGLE��&MP�CV?KNJC��?Q�?�RCAFLGA?J�QSNNMPR�NCPQML��GR�?JJMUQ�WMS�RM�JME�GLRM�?�QR?RGML
NPMTGBCB�@W�?�ASQRMKCP�UGRFMSR�F?TGLE�RM�K?LS?JJW�BCJCRC�?JJ�RFC�SQCPQ�

��3RCN 4M�PCKMTC�SQCPQ�DPMK�RFC��@ME�eJC��GL7 MPI@CLAFMNCL�RFC"/'�&GJC�0P"/'�&GJC�0PMRCARMRCARGMLGMLRMMJ�

.G?E?P?�0J?RDMPK�'SGBC 0J?RDMPK�!BKGLGQRP?RGML�ML�?�AMLRPMJJCP

-?P AF��������� ��



��3RCN )L�RFC"/'�&GJC�0?QQNFP?QC"/'�&GJC�0?QQNFP?QCUGLBMU��QCJCAR�RFCRemove all users except for one superuser.
The user will use the configured password MNRGML�

��3RCN %LRCP�RFC�L?KC�MD�RFC�QSNCPSQCP�WMS�UGQF�RM�ICCN�

NOTE: 4FC�SQCP�KSQR�CVGQR��@C�?QQGELCB�RFC�PMJC�?Q�?�QSNCPSQCP��?LB�SQC�?�N?QQUMPB
@?QCB
?SRFCLRGA?RGML�QAFCKC�

��3RCN %LRCP�?�LCU�N?QQNFP?QC�DMP�RFC�QSNCPSQCP�?LB�AJGAI5NB?RC5NB?RC��)R�GQ�LMR�PCOSGPCB�RM�ILMU�RFC�MJB
N?QQNFP?QC�
!J J�SQCPQ�F?TC�@CCL�PCKMTCB�DPMK�RFC��@ME�eJC��CVACNR�DMP�RFC�QNCAGeCB�QSNCPSQCP�UFM�A?L�SQC
RFC�QNCAGeCB�N?QQUMPB�

��3RCN )L 7 MPI@CLAF��RM�Q?TC�RFC�AF?LECQ��AJGAI3?TC�"ME3?TC�"ME��.MRC�RF?R�RFGQ�UGJJ�CP?QC�RFC�CVGQRGLE�SQCPQ��QM
@C�QSPC�RM�F?TC�?�@?AISN�GD�LCCBCB�

3WQRCK�N?QQNFP?QC
4FC*!#%
���� ?LB *!#%
���� K?ICQ�SQC�MD�RFC�QWQRCK�N?QQNFP?QC�RM�CLAPWNR�QCLQGRGTC�GLDMPK?RGML��&MP
BCR?GJQ�ML�FMU�RFCQC�AMLRPMJJCPQ�SQC�RFC�N?QQNFP?QC��PCDCP�RM*!#%
�����)LQR?J J�?LB�3R?PRSN�'SGBC?LB�RFC
*!#%
�����)LQR?J J�?LB�3R?PRSN�'SGBC�
7FCL�GLQCPRGLE�RFC*!#%
���� 3$�A?PB�GLRM�?�PCNJ?ACKCLR�SLGR��LMRC�RFC�DMJJMUGLE�

` )D�RFC�PCNJ?ACKCLR�SLGR�GQ�NPC
AMLeESPCB�UGRF�RFC�Q?KC�QWQRCK�N?QQNFP?QC��RFC�SLGR�QR?PRQ�

` )D�RFC�PCNJ?ACKCLR�SLGR�F?Q�?�BGDDCPCLR�QWQRCK�N?QQNFP?QC��RFC�SLGR�UGJJ�LMR�@MMR��?LB�RFC�QR?RSQ�,%$
f?QFCQ�CTCPW�QCAMLB��4M�PCQMJTC��WMS�KSQR�K?IC�?�QCPG?J�AMLLCARGML�?LB��UFCL�NPMKNRCB��QCJCAR�CGRFCP�
5NB?RC�R5NB?RC�RFC�QWQRCK�N?QQNFP?QCFC�QWQRCK�N?QQNFP?QC��MP2CKMTC�?J2CKMTC�?JJ�CLAPWNRCB�B?R?J�CLAPWNRCB�B?R?�

#F?LEGLE�RFC�NJ?RDMPK�B?CKML]Q�(440�NMPR
(440�NMPR������GQ�KMLGRMPCB�@W�RFC�FMQR]Q�NJ?RDMPK�B?CKML�DMP�PCESJ?P�NJ?RDMPK�AJGCLR�AMLLCARGMLQ
�AMLLCARGMLQ�RF?R�?PC�LMR�QCASPC	��9MS�K?W�AF?LEC�RFGQ�NMPR�DMP�QNCAGeA�ePCU?JJ�PC?QMLQ��MP��NCPF?NQ��DMP
?BBGRGML?J�QCASPGRW��4FGQ�BGDDCPQ�DPMK�RFC�NMPR�SQCB�DMP�QR?RGML��&MVQ	�AMLLCARGMLQ�RF?R�GQ�QCASPC�

Prerequisites:
9MSP�LCRUMPI�ePCU?JJ�UGJJ�?JJMU�AMKKSLGA?RGML�RFPMSEF�RFC�LCUJW
AMLeESPCB�NMPR��9MS�?PC�UMPIGLE�GL
7 MPI@CLAF?LB�?PC�AMLLCARCB�RM�?�PCKMRC�AMLRPMJJCP�NJ?RDMPK�

��3RCN %VN?LB�RFC0J?RDMPK0J?RDMPKLMBC�GL�RFC�.?T�RPCC�MP�BMS@JC
AJGAI0J?RDMPK0J?RDMPK�
4FC�AMLRCLRQ�MD�RFC�.?T�#MLR?GLCP�TGCU�MNCLQ�GL�RFC�RPCC�MP�GL�RFC�K?GL�TGCU�

��3RCN $MS@JC
AJGAI 0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGML�
4FC0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGMLTGCU�MNCLQ�

��3RCN #JGAI#F?LEC�(440�0MPR#F?LEC�(440�0MPR�

0J?RDMPK�!BKGLGQRP?RGML�ML�?�AMLRPMJJCP .G?E?P?�0J?RDMPK�'SGBC

�� -?P AF���������



4FC5NB?RC�0J?RDMPK�$?CKML�(440�0MPR5NB?RC�0J?RDMPK�$?CKML�(440�0MPRUGLBMU�MNCLQ�

��3RCN %LRCP�?�BGDDCPCLR�NMPR�LSK@CP�?LB�AJGAI/+/+ �
7FCL�WMS�AJGAI/+/+ ��RFC�NJ?RDMPK�B?CKML�PCQR?PRQ��?LB�WMSP�NJ?RDMPK�AMLLCARGML�PCMNCLQ��RFGQ
BMCQ�LMR�?DDCAR�RFC�MNCP?RGML�MD�?LW�PSLLGLE�QR?RGML	��)D�RFC�NJ?RDMPK�U?Q�NPCTGMSQJW�AMLLCARCB�ML
RFC�NMPR�UGRFMSR�QCASPGRW��RFC�NJ?RDMPK�GAML�QFMUQ�GL�RFC�.?T�RPCC�UGRF�RFC�LCU�(440�NMPR�LSK@CP
��<n>	�GL�N?PCLRFCQGQ�

��3RCN "CDMPC�AJMQGLE�RFC�FMQR��UFGAF�PCKMTCQ�GR�DPMK�RFC�.?T�RPCC��A?PCDSJJW�LMRC�RFC�LCU��LML
BCD?SJR	
NMPR�LSK@CP�WMS�CLRCPCB�
9MS�KSQR�QNCAGDW�RFGQ�NMPR�LSK@CP�RFC�LCVR�RGKC�WMS�MNCL�?�NJ?RDMPK�SQGLE�?�AMLLCARGML�RF?R�GQ
LMR�QCASPC�

��3RCN 4M�AFCAI�RFGQ�NMPR�LSK@CP�GL�?�QR?RGML�PSLLGLE�ML�RFC�FMQR��CVN?LB#MLeE#MLeE� 3CPTGACQ3CPTGACQ?LB�BMS@JC

AJGAI0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQ�
4FCPlatform Daemon Port NPMNCPRW�QFMSJB�PCfCAR�RFC�AF?LEC�WMS�HSQR�K?BC�

#F?LEGLE�4,3�0J?RDMPK�QCRRGLEQ
4FGQ�DSLARGML�ML�RFC0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGMLTGCU�AMLeESPCQ�?�QCASPC��4,3	�NJ?RDMPK�AMLLCARGML��?Q�UCJJ�?Q
AF?LECQ�PCJ?RCB�RM�QCASPC�NJ?RDMPK�AMLLCARGML��NJ?RDMPKRJQ	�NPMNCPRGCQ�

Prerequisites:
9MS�?PC�AMLLCARCB�RM�RFC�NJ?RDMPK�

��3RCN $MS@JC
AJGAI�RFC0J?RDMPK0J?RDMPKLMBC�GL�RFC�.?T�RPCC�MP�CVN?LB0J?RDMPK0J?RDMPK��BMS@JC
AJGAI0J?RDMPK0J?RDMPK
!BKGLGQRP?R!BKGLGQRP?RGMLGML?LB�AJGAI#F?LEC�4,3�3CRR#F?LEC�4,3�3CRRGLEQGLEQ�

.G?E?P?�0J?RDMPK�'SGBC 0J?RDMPK�!BKGLGQRP?RGML�ML�?�AMLRPMJJCP

-?P AF��������� ��



4FC�0J?RDMPK�4,3�3CRRGLEQ�UGLBMU�MNCLQ�

��3RCN )D�WMS�?PC�AMLeESPGLE�?�PCKMRC�AMLRPMJJCP�WMS�K?W�AF?LECState � Port ��?LB Protocol �
7FCL�AMLLCARCB�RM�?�0#�State GQ�QCR�RMTLS only ��RFC�B?CKML�(440 0MPR0MPRPCOSGPCQ5011 �����
GQ�BGQ?@JCB�GL�4,3�QCRRGLEQ	��?LB�0PMRMAMJ�KSQR�@CTLSv1.2+ �MP�J?RCP	�

��3RCN 3CJCAR�RFCCertificate Alias DPMK�RFC�BPMN
BMUL�JGQR�?LB�QSNNJW�GRQ�N?QQUMPB�

��3RCN 4M�AMLRGLSC��AJGAI3?TC3?TC�

0J?RDMPK�!BKGLGQRP?RGML�ML�?�AMLRPMJJCP .G?E?P?�0J?RDMPK�'SGBC

��� -?P AF���������



7FCL�WMS�AJGAI3?TC3?TC?DRCP�K?IGLE�?LW�AF?LECQ��RFC�AF?LECQ�?PC�GKKCBG?RCJW�?NNJGCB��/DRCL�RFGQ
KC?LQ�WMSP�ASPPCLR�NJ?RDMPK�AMLLCARGML�AJMQCQ��?LB�RFCL�MNCLQ�GL7 MPI@CLAF�

&MP�CV?KNJC��GD�WMS�AF?LEC�RFCPort DPMK��BCD?SJR	������RM�?LMRFCP�NMPR�LSK@CP��WMSP�PCMNCLCB
NJ?RDMPK�4,3�AMLLCARGML�SQCQ�RFC�LCU�NMPR��QFMUL�GL�N?PCLRFCQCQ��<nnnn >	�RM�GLBGA?RC�RF?R�?
NMPR�MRFCP�RF?L�RFC�BCD?SJR�GQ�@CGLE�SQCB�

!Q�MD.G?E?P?����� ��WMS�QCJCAR�RFC�?NNPMNPG?RC�ACPRGeA?RC�?JG?Q�DPMK�RFC�BPMN
BMUL�JGQR�?LB
NPMTGBC�RFC�N?QQUMPB�RF?R�GQ�?QQGELCB�RM�GR��)D�RFC�QCJCARCB�ACPRGeA?RC�?LB�RFC�CLRCPCB�N?QQUMPB
BM�LMR�K?RAF��RFC�DP?KCUMPI�LMRGeCQ�WMS�RF?R�RFC�4,3�AF?LECQ�WMS�RPGCB�RM�Q?TC�D?GJCB��?LB�RFC
BCD?SJR�ACPRGeA?RC�GQ�SQCB�GLQRC?B��4FC�BCD?SJR�ACPRGeA?RC�GQ�SLGOSCJW�ECLCP?RCB�DMP�C?AF
GLQR?JJ?RGML�?LB�A?LLMR�@C�BCJCRCB��4FGQ�GQ�RFC�KCQQ?EC�BGQNJ?WCB�GL�RFC0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGML
TGCU�

��3RCN )D�WMS�AF?LECB�RFCPort ��@CDMPC�AJMQGLE�RFC�FMQR��PCKMTGLE�GR�DPMK�RFC�.?T�RPCC	��A?PCDSJJW�LMRC
RFC�LCU�QCASPC�NJ?RDMPK�NMPR�LSK@CP��)L�RFC�DSRSPC�WMS�KSQR�QNCAGDW�RFC�NMPR�LSK@CP�UFCL
K?IGLE�?�QCASPC�AMLLCARGML�RM�RFGQ�PCKMRC�NJ?RDMPK�

.G?E?P?�0J?RDMPK�'SGBC 0J?RDMPK�!BKGLGQRP?RGML�ML�?�AMLRPMJJCP

-?P AF��������� ���



3WQRCK�B?RC��RGKC�?LB�RGKC�XMLC
4M�CLQSPC�?AASP?RC�FGQRMPGA?J�B?R?��C?AF�PCKMRC�NJ?RDMPK]Q�B?RC��RGKC�?LB�RGKC�XMLC�QFMSJB�@C�AMPPCAR�?LB
QWLAFPMLGXCB�UGRF�RFC�3SNCPTGQMP�0#�

4M�ICCN�RGKC�QWLAFPMLGXCB�?APMQQ�KSJRGNJC�NJ?RDMPKQ��WMS�A?L�SQC�RFC.RN0J?RDMPK3CPTGAC.RN0J?RDMPK3CPTGACGL�RFC
0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQMD�RFC�QR?RGML�PSLLGLE�ML�C?AF�NJ?RDMPK��?Q�?NNPMNPG?RC�

4GKC�:MLCQ
0J?RDMPK�AMLeESP?RGML�MD�RFC.G?E?P?FMQR�GLAJSBCQ�QNCAGDWGLE�GRQ�RGKC�XMLC��4FGQ�?DDCARQ�@MRF�PC?J�RGKC�AJMAI
?AASP?AW�SQCB�GL�QR?RGML�AMLRPMJ��?LB�?JQM�FMU�RGKCQR?KNQ�?NNC?P�GL�GRCKQ�JGIC�FGQRMPGCQ�?LB�?J?PKQ�

!�RGKC�XMLC�GQ�?�PCEGML�GL�RFC�UMPJB�RF?R�SQCQ�RFC�Q?KC�QR?LB?PB�RGKC��MDRCL�PCDCPPCB�RM�?Q�RFC�JMA?J�RGKC��4FCPC
?PC�K?LW�BGDDCPCLR�RGKC�XMLCQ��MUGLE�RM�RFC�AMK@GL?RGMLQ�MD�ECMEP?NFGA�JMA?RGMLQ�?LB�NMJGRGA?J�ASJRSP?J
BGDDCPCLACQ��4GKC�XMLCQ�A?JASJ?RC�RFCGP�JMA?J�RGKC�?Q�?L�MDDQCR�DPMK�54#��#MMPBGL?RCB�5LGTCPQ?J�4GKC	��)L
?BBGRGML��K?LW�RGKC�XMLCQ�?NNJW�$34��$?WJGEFR�3?TGLE�4GKC	�

4FC�*?T?
QMSPACB�RGKC�XMLC�B?R?@?QC�F?Q�?L�FGQRMPGA?J�NCPQNCARGTC��UFCPC�?�FGQRMPW�MD�AF?LECQ�DMP�?NNJGA?@JC
RGKC�XMLCQ�?PC�QRMPCB��4FSQ��KSJRGNJC�BCeLGRGMLQ�DMP�?�RGKC�XMLC�K?W�CVGQR��GLAJSBGLE�N?QR�BCeLGRGMLQ�?Q�UCJJ�?Q
GRQ�ASPPCLR�BCeLGRGML��4FC44GKC�:MLC�$?R?@?QC�4GKC�:MLC�$?R?@?QC�4MMJMMJNPMTGBCQ�?AACQQ�RM�RFC�FGQRMPGA?J�RGKC�XMLC�B?R?@?QC�ML�RFC
JMA?J�FMQR�

4FGQ�D?AGJGR?RCQ�RFC�BGQNJ?W�MD�?�QR?RGML]Q�RGKCQR?KNCB�B?R?��FGQRMPGCQ�?LB�?J?PKQ	�AMJJCARCB�GL�RGKC�XMLCQ�SLBCP
NPGMP�PSJCQ��RWNGA?JJW�$34
PCJ?RCB	��4FCQC�RGKCQR?KNQ�BGQNJ?W�UGRF�RFCGP�MPGEGL?J��?LB�AMPPCAR	�AMJJCARCB�RGKC�

NOTE: /L�?J J.G?E?P?��AMLRPMJJCP�NJ?RDMPKQ��RFC�*?T?
QMSPACB�RGKC�XMLC�B?R?@?QC�GQ�FGQRMPGA?JJW�?AASP?RC�MLJW
@?AI�RM�RFC�WC?P�������!LW�NPC
�����FGQRMPGA?J�B?R?�?PC�BGQNJ?WCB�SQGLE������PSJCQ��4FGQ�U?Q�BMLC�RM�GKNPMTC
*?T?�FC?N�SQ?EC�ML�RFCQC�NJ?RDMPKQ�

(MUCTCP��RFC�*?T?
QMSPACB�RGKC�XMLC�B?R?@?QC�ML�7GLBMUQ.G?E?P?��NJ?RDMPKQ�CVRCLBQ�DSPRFCP�@?AI��DMP
CV?KNJC��RM�RFC�WC?P������

)L 7 MPI@CLAF��QCJCAR44MMJQMMJQ� 44GKC�:MLC�$?R?@?QC�4GKC�:MLC�$?R?@?QC�4MMJMMJRM�L?TGE?RC�RFC�*?T?�RGKC�XMLC�B?R?@?QC��UFCPC�WMS
A?L�CVNJMPC�$34�PSJCQ�DMP�?LW�RGKCXMLC��)D�?�JMA?J�QR?RGML�GQ�PSLLGLE�ML�RFC�Q?KC�FMQR��3SNCPTGQMP	��RFGQ�GQ�RFC
RGKC�XMLC�B?R?@?QC�SQCB��&MP�KMPC�GLDMPK?RGML��PCDCP�RM�RFCGetting Started with Niagara �

$?WJGEFR�Q?TGLE�RGKC
7FCPC�GR�GQ�SQCB��$?WJGEFR�3?TGLE�4GKC��$34	�K?VGKGXCQ�B?WJGEFR�FMSPQ�BSPGLE�LMPK?J�U?IGLE�FMSPQ��-?LW�RGKC
XMLCQ��@SR�LMR�?JJ��SQC�RFGQ�RUGAC
WC?PJW�CTCLR�RM�?BHSQR�RFC�JMA?J�RGKC�

4FC�QR?PR�MD�$34�?BBQ�?L�MDDQCR��RWNGA?JJW���FMSP	�RM�JMA?J�RGKC��$SPGLE�RFGQ�NCPGMB�MD�RFC�WC?P��JMA?J�RGKC�K?W�@C
A?JJCB�B?WJGEFR�RGKC��4FC�CLB�MD�$34�PCKMTCQ�RFC�$34�MDDQCR�DPMK�JMA?J�RGKC��$SPGLE�RFGQ�NCPGMB�MD�RFC�WC?P�
JMA?J�RGKC�K?W�@C�A?JJCB�QR?LB?PB�RGKC�

!LW�RGKC�XMLC�SQGLE�$34�F?Q�QNCAGeA�PSJCQ�RF?R�BCeLC�RFC�CV?AR�B?WQ�?LB�RGKCQ�UFCL�$34�QR?PRQ�?LB�CLBQ�
3GLAC�$34�NMJGAGCQ�?PC�QCR�@W�L?RGML?J�?LB�PCEGML?J�EMTCPLKCLRQ��RFCQC�PSJCQ�T?PW�UGBCJW�DPMK�XMLC�RM�XMLC�
!JQM��$34�NMJGAGCQ�?PC�QS@HCAR�RM�AF?LEC�DMP�RFGQ�Q?KC�PC?QMLb?Q�GL�RFC������AF?LEC�DMP�?JJ�5�3��RGKC�XMLCQ
RF?R�M@QCPTC�$34�

&MP�CV?KNJC��GL�RFC������R FC�5LGRCB�3R?RCQ�AF?LECB�RFC�$34�QR?PR�RGKC�RM�RFC�ePQR�3SLB?W�ML�MP�?DRCP�RFC��RF
MD�-?PAF��DPMK�ePQR�3SLB?W�ML�MP�?DRCP�RFC��QR�MD�!NPGJ�DMP������?LB�NPGMP�WC?PQ	��)R�AF?LECB�RFC�$34�CLB�RGKC
RM�RFC�ePQR�3SLB?W�ML�MP�?DRCP�RFC��QR�MD�.MTCK@CP��DPMK�RFC�J?QR�3SLB?W�GL�/ARM@CP�DMP������?LB�NPGMP�WC?PQ	�

NOTE: !�AF?LEC�GL�$34�PSJCQ�DMP�?�RGKC�XMLC�A?L�A?SQC�GQQSCQ�GL.G?E?P?UFCL�BGQNJ?WGLE�FGQRMPGA?J�B?R?
�FGQRMPGCQ�?LB�?J?PK�PCAMPBQ	��N?PRGASJ?PJW�UFCL�?NNJWGLE�LCU��ASPPCLR	�$34�PSJCQ�RM�PCAMPBQ�AMJJCARCB�SQGLE
NPGMP��MJB	�$34�PSJCQ�

0J?RDMPK�!BKGLGQRP?RGML�ML�?�AMLRPMJJCP .G?E?P?�0J?RDMPK�'SGBC

��� -?P AF���������



*?T?�AMKCQ�UGRF�?�RGKC�XMLC�B?R?@?QC�RF?R�F?Q�?L�FGQRMPGA?J�NCPQNCARGTC��4FGQ�KC?LQ�RF?R�GR�QRMPCQ�?�FGQRMPW�MD
AF?LECQ�DMP�?NNJGA?@JC�RGKC�XMLCQ��4FSQ��KSJRGNJC�BCeLGRGMLQ�DMP�?�EGTCL�RGKC�XMLC�K?W�CVGQR�GLAJSBGLE�N?QR
BCeLGRGMLQ�?Q�UCJJ�?Q�GRQ�ASPPCLR�BCeLGRGML��4FGQ�D?AGJGR?RCQ�RFC�BGQNJ?W�MD�?�QR?RGML]Q�RGKC
QR?KNCB�B?R?��FGQRMPGCQ
?LB�?J?PKQ	�AMJJCARCB�GL�RGKC�XMLCQ�SLBCP�NPGMP�PSJCQ��4FCQC�?PC�SQS?JJW�$34
PCJ?RCB�PSJCQ��4FCQC�FGQRMPGA?J
BCeLGRGMLQ�CLQSPC�RF?R�PCAMPBQ�BGQNJ?W�UGRF�RFC�MPGEGL?J�RGKC�RFC�B?R?�UCPC�AMJJCARCB�

)L�? .G?E?P?�� *!#% AMLRPMJJCP��RFC�*?T?�QMSPAC�RGKC�XMLC�B?R?@?QC�GQ�FGQRMPGA?JJW�?AASP?RC�MLJW�@?AI�RM�RFC�WC?P
������!LW�NP C
�����FGQRMPGA?J�B?R?�BGQNJ?W�SQGLE������PSJCQ��4FGQ�GKNPMTCQ�*?T?�FC?N�SQ?EC�ML�RFCQC�NJ?RDMPKQ�

/L�?�7 GLBMUQ�NJ?RDMPK�SQCB�@W�?�3SNCPTGQMP�0#�RFC�*?T?�QMSPAC�RGKC�XMLC�B?R?@?QC�CVRCLBQ�@?AI�RM������

4M�TGCU�RFC�RGKC�XMLC�$34�PSJCQ�DMP�RFC�QR?RGML�ASPPCLRJW�PSLLGLE�ML�?�FMQR��QCJCAR44MMJQMMJQ?LB�AJGAI44GKC�:MLCGKC�:MLC
$?R?@?QC�4$?R?@?QC�4MMJMMJ� Getting Started with Niagara NPMTGBCQ�KMPC�GLDMPK?RGML�?@MSR�RFGQ�RMMJ�

&MP�DMPKCP!8 SQCPQ�.G?E?P?��PCOSGPCQ�LM�QCN?P?RCJW�K?GLR?GLCB�RGKCXMLCQ�H?P�BGQRPG@SRCB�GL�RFC�@SGJBQ��LMP
?QQMAG?RCB�CLRPGCQ�GL�?�NJ?RDMPK]Qsystem.properties eJC��)LQRC?B��RGKC�XMLCQ�?PC�BGPCARJW�QMSPACB�DPMK�RFC
*?T?�6-��TGPRS?J�K?AFGLC	�GL�RFC�FMQR�NJ?RDMPK��4FGQ�KC?LQ�RFCPC�GQ�LM�PCOSGPCKCLR�RM�SNB?RC�RGKC�XMLC
BCeLGRGMLQ�GLBCNCLBCLRJW�DPMK�*?T?�SNB?RCQ�RF?R�K?W�@C�GLAJSBCB�GL.G?E?P?��SNB?RCQ�

#F?LEGLE�?�PCKMRC�NJ?RDMPK]Q�B?RC��RGKC�?LB�RGKC�XMLC
&MP�?�7GLBMUQ�FMQR��WMS�SQC�7GLBMUQ�DSLARGMLQ�RM�QNCAGDW�RFC�B?RC��RGKC�?LB�RGKC�XMLC���/L�?�0#��TGCUQ�RF?R
GLAJSBC�RFC�RGKC�XMLC�?Q�UCJJ�?Q�4#0�)0�AMLeESP?RGML�?PC�PC?B
MLJW��5QS?JJW��WMS�QNCAGDW�RGKC�XMLC�GL�RFC
AMLRPMJJCP�UFCL�WMS�PSL�RFC#MKKGQQGMLGLE�7#MKKGQQGMLGLE�7GX?PGX?PBB��9MS�A?L�AF?LEC�RFC�RGKC�XMLC�?R�?LW�RGKC�SQGLE�RFGQ
NPMACBSPC��UFGAF�SQCQ�RFC0J?RDMPK!BKGLGQRP?R0J?RDMPK!BKGLGQRP?RGMLGMLM@HCAR��9MS�A?L�?JQM�AF?LEC�RFC�B?RC��RGKC�?LB�RGKC�XMLC
SQGLE�RFC0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQTGCU�GL�RFC�QR?RGML�

Prerequisites:
9MS�?PC�UMPIGLE�GL7 MPI@CLAF?LB�?PC�AMLLCARCB�RM�RFC�PCKMRC�AMLRPMJJCP�NJ?RDMPK�

��3RCN %VN?LB�RFC0J?RDMPK0J?RDMPKLMBC�GL�RFC�.?T�RPCC�MP�BMS@JC
AJGAI0J?RDMPK0J?RDMPK?LB�BMS@JC
AJGAI0J?RDMPK0J?RDMPK
!BKGLGQRP?R!BKGLGQRP?RGMLGML�

��3RCN #JGAI#F?LEC�$?RC�4#F?LEC�$?RC�4GKCGKC�

.G?E?P?�0J?RDMPK�'SGBC 0J?RDMPK�!BKGLGQRP?RGML�ML�?�AMLRPMJJCP

-?P AF��������� ���



4FC3CR�3WQRCK�$?RC�43CR�3WQRCK�$?RC�4GKCGKCUGLBMU�MNCLQ�

��3RCN 4M�QCR�RFC�B?RC��BM�MLC�MD�RFC�DMJJMUGLE�

` #JGAI�GL�?�B?W
KMLRF
WC?P�NMQGRGML��RFCL�AJGAI�RFC�SN�?LB�BMUL�AMLRPMJQ�MP�AJGAI�?LB�RWNC�GL
LSKCP?JQ�BGPCARJW�

` #JGAI�RFC�A?JCLB?P�GAML�DMP�?�NMNSN�UGLBMU�?LB�QCJCAR�RFC�B?RC�DPMK�?�A?JCLB?P�

��3RCN 4M�QCR�RFC�RGKC��BM�MLC�MD�RFC�DMJJMUGLE�

` #JGAI�GL�?�FMSP�MP�KGLSRC�NMQGRGML�RFCL�AJGAI�RFC�SN�?LB�BMUL�AMLRPMJQ�

` #JGAI�?LB�RWNC�GL�LSKCP?JQ�BGPCARJW�

��3RCN 4M�QCR�RFC�RGKC�XMLC��QCJCAR�GR�DPMK�RFC�BPMN
BMUL�JGQR�?LB�AJGAI3?TC3?TC�

4FC�RGKC�XMLCQ�?NNC?P�ML�?�QCJCARGML�JGQR�UGRF�?�DMPK?R�QSAF�?Q��Zone ID (± hours UTC offset
DST,± hours UTC offset UST 	�

&MP�CV?KNJC�

America/Chicago (-6,-5)

Europe/Berlin (+1,+2)

Asia/Tokyo (+9)

4FCPC�GQ�LM�$34�M@QCPT?LAC�GL�*?N?L��QM�RFC�QCJCARGML�UGRF�XMLC�)$�!QG?�4MIWM�QFMUQ�MLJW�RFC
54#�MDDQCR�MD����FMSPQ��4FGQ�QCJCARGML�JGQR�MD�RGKC�XMLCQ�GQ�DPMK�?�FGQRMPGA?J�RGKC�XMLC�B?R?@?QC�

4FC�QWQRCK�Q?TCQ�RFC�SNB?RCB�B?RC��RGKC�?LB�RGKC�XMLC�

��3RCN 4M�QWLAFPMLGXC�RFC�PCKMRC�FMQR]Q�B?RC��RGKC�?LB�RGKC�XMLC�UGRF�WMSP7 MPI@CLAF0#��AJGAI�RFC5QC5QC
,MA?J,MA?J?LB�AJGAI3?TC3?TC�

0J?RDMPK�!BKGLGQRP?RGML�ML�?�AMLRPMJJCP .G?E?P?�0J?RDMPK�'SGBC

��� -?P AF���������



��3RCN 4M�TGCU�RFC�ASPPCLR�NJ?RDMPK]Q�B?RC��RGKC�?LB�RGKC�XMLC��CVN?LB#MLeE#MLeE� 3CPTGACQ3CPTGACQ?LB�BMS@JC

AJGAI0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQ�
4FC�RGKC��B?RC�?LB�RGKC�XMLC�?PC�PCNMPRCB�?Q�PMUQ�GL�RFC0J?RDMPK�3CPTGAC�#MLR?GLCP�0JSEGL0J?RDMPK�3CPTGAC�#MLR?GLCP�0JSEGLTGCU�

4FC�NJ?RDMPK
.RN0J?RDMPK3CPTGAC1LV�AMKNMLCLR�GQ�RFC.G?E?P?GLRCPD?AC�RM�RFC�.40��.CRUMPI
4GKC�0PMRMAMJ	�B?CKML�MD�RFC�1.8�/3�PSLLGLE�ML�?�AMLRPMJJCP��)D�CL?@JCB��RFGQ�AMKNMLCLR
NPMTGBCQ�AJGCLR�?LB�QCPTCP�QSNNMPR�DMP�.40�

��3RCN 4M�TGCU�.40�QR?RGQRGAQ��PGEFR
AJGAI�RFC.RN0J?RDMPK3CPTGAC1LV.RN0J?RDMPK3CPTGAC1LVLMBC�SLBCP�RFC�AMLRPMJJCP]Q
0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQ?LB�QCJCAR66GCUQGCUQ� 3NW2CKMRC3NW2CKMRC�
+CCN�GL�KGLB�RF?R�RFC�LRNB�GQ�?�1.8�NPMACQQ��RFSQ.G?E?P?F?Q�LM�AMLRPMJ�MTCP�UF?R�GR�PCNMPRQ�

$GQNJ?WGLE�ASPPCLR�#05�SQ?EC
4FC�1.8�$G?ELMQRGAQ�3CPTJCR��BGQ?@JCB�@W�BCD?SJR�DPMK�PSLLGLE�GL�?�AMLRPMJJCP�NJ?RDMPK�NPMTGBCQ�JGLIQ�RM�?
T?PGCRW�MD�AMLRPMJJCP�GLDMPK?RGML�

Prerequisites:
9MS�?PC�SQGLE7 MPI@CLAFPSLLGLE�ML�?�0#�MP�J?NRMN�?LB�?PC�AMLLCARCB�RM�?�PCKMRC�AMLRPMJJCP�NJ?RDMPK�

��3RCN $MS@JC
AJGAI0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGML?LB�AJGAI�RFC!BT?LACB�/NR!BT?LACB�/NRGMLQGMLQ@SRRML�

.G?E?P?�0J?RDMPK�'SGBC 0J?RDMPK�!BKGLGQRP?RGML�ML�?�AMLRPMJJCP

-?P AF��������� ���



4FC!BT?LACB�0J?RDMPK�/NR!BT?LACB�0J?RDMPK�/NRGMLQGMLQUGLBMU�MNCLQ�

��3RCN #FCAI�RFC�@MV�LCVR�RMDaemon Debug Enabled ?LB�AJGAI/+/+ �

��3RCN /SRQGBC�MD7 MPI@CLAF��MNCL�?�@PMUQCP�?LB�AMLLCAR�RM�https://<ipAddress>:5011/qnx
UFCPC <ipAddress> GBCLRGeCQ�RFC�PCKMRC�AMLRPMJJCP�
4FC�QCPTJCR�NPMKNRQ�WMS�DMP�RFC�PCKMRC�FMQR]Q�NJ?RDMPK�APCBCLRG?JQ�

��3RCN %LRCP�RFC�NJ?RDMPK�APCBCLRG?JQ�?LB�AJGAI/+/+ �
4FC�QCPTJCR�BGQNJ?WQ�?�JGQR�MD�JGLIQ�

��3RCN #JGAI�RFCCurrent CPU usage JGLI�

0J?RDMPK�!BKGLGQRP?RGML�ML�?�AMLRPMJJCP .G?E?P?�0J?RDMPK�'SGBC

��� -?P AF���������



4FC�QCPTJCR�BGQNJ?WQ�?�RCVR
DMPK?RRCB�R?@JC�

!R�RFC�RMN�MD�RFC�R?@JC�GQ�RFC�NCPGMB�MD�RGKC�AMTCPCB�@W�RFC�R?@JC��DMP�CV?KNJC��RFCLast 9d17h
of system time ��)D�RFGQ�NCPGMB�MD�RGKC�GQ�QGELGeA?LR��NPCQSK?@JW�QMKC�RFPC?BQ�RF?R�SQCB�QMKC
#05�RFPC?BQ�F?TC�CVNGPCB��)L�RFGQ�A?QC��QMKC�QCARGMLQ�MD�RFC�R?@JC�K?W�AMLR?GL�?�PMU�RGRJCBdead
threads �

3SEECQRGML��PCQCR�RFC�?AAMSLRGLE�?LB�ECR�?�LCU�A?NRSPC�?DRCP����KGLSRCQ�MP�?�DCU�FMSPQ�

��3RCN 4M�AJC?P�FGQRMPW��AJGAIReset CPU usage �

��3RCN 4M�PCTGQGR�RFC�SQ?EC�QR?RGQRGAQ��AJGAICurrent CPU usage ?DRCP�QMKC�RGKC�F?Q�N?QQCB�

&MP�GLDMPK?RGML�ML�FMU�RM�?L?JWXC�RFC�GLDMPK?RGML�NPMTGBCB�@W�RFGQ�NJ?RDMPK�BG?ELMQRGA�QCPTJCR��PC?AF�MSR�RM
WMSP�4CAFLGA?J�3SNNMPR�AF?LLCJ�UFCL�RFC�LCCB�?PGQCQ�

6GCUGLE�B?CKML�MSRNSR
4FC0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGMLTGCU�JCRQ�WMS�CV?KGLC�QR?LB?PB�MSRNSR�DPMK�RFC�FMQR]Q�NJ?RDMPK�B?CKML�GL�PC?J
RGKC��4FGQ�MSRNSR�GQ�BGDDCPCLR�DPMK�RFC�MSRNSR�MD�?�PSLLGLE�QR?RGML�?Q�QCCL�GL�RFC!NNJ!NNJGA?RGA?RGML�$GPGML�$GPCARMPCARMP��$?CKML
MSRNSR�GQ�?T?GJ?@JC�DMP�RPMS@JCQFMMRGLE�NSPNMQCQ�GL�@MRF�3SNCPTGQMP�?LB�PCKMRC�AMLRPMJJCP�NJ?RDMPKQ�

Prerequisites:
9MS�?PC�UMPIGLE�GL7 MPI@CLAF?LB�?PC�AMLLCARCB�RM�?�PCKMRC�AMLRPMJJCP�NJ?RDMPK�

.G?E?P?�0J?RDMPK�'SGBC 0J?RDMPK�!BKGLGQRP?RGML�ML�?�AMLRPMJJCP

-?P AF��������� ���



��3RCN %VN?LB�RFC0J?RDMPK0J?RDMPKLMBC�GL�RFC�.?T�RPCC�MP�BMS@JC
AJGAI0J?RDMPK0J?RDMPK�
4FC�AMLRCLRQ�MD�RFC�.?T�#MLR?GLCP�TGCU�MNCLQ�GL�RFC�RPCC�MP�GL�RFC�K?GL�TGCU�

��3RCN $MS@JC
AJGAI 0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGML�
4FC0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGMLTGCU�MNCLQ�

��3RCN #JGAI66GCU�$?CKML�/SRNSRGCU�$?CKML�/SRNSR�
4FC/SRNSR�DMP�NJ?RDMPK�B?CKML�ML/SRNSR�DMP�NJ?RDMPK�B?CKML�ML<[IP address] > UGLBMU�MNCLQ

$CNCLBGLE�ML�RFC�JME�eJRCP�QCRRGLEQ�QCR�GL�0J?RDMPK�!BKGLGQRP?RGML]Q$?CKML�/SRNSR�3CRR$?CKML�/SRNSR�3CRRGLEQGLEQ
UGLBMU��RFC�?ARGTGRW�JCTCJ�GL�RFC�MSRNSR�UGLBMU�T?PGCQ��/SRNSR�GQ�LML
KMB?J��KC?LGLE�RF?R�WMS
A?L�JC?TC�RFGQ�UGLBMU�MNCL�?LB�QRGJJ�BM�MRFCP7 MPI@CLAFMNCP?RGMLQ��GLAJSBGLE�AF?LEC�MSRNSR
QCRRGLEQ	�

��3RCN !Q�LCCBCB��SQC�RFC�QAPMJJ�@?PQ�RM�L?TGE?RC�RFPMSEF�KCQQ?ECQ��UFGAF�F?TC�FC?BGLEQ�42!#%�
-%33!'%��7 !2.).'��?LB�%22/2��%?AF�KCQQ?EC�GLAJSBCQ�?�RGKCQR?KN�?LB�?�RFPC?B�)$�LSK@CP�

��3RCN 4M�AMNW�RCVR�MD�GLRCPCQR�RM�RFC�7 GLBMUQ�AJGN@M?PB��SQC�RFC�7 GLBMUQ�AMNW�QFMPRASR��#RPJ#RPJ� ## 	�

��3RCN 4M�DPCCXC�RFC�MSRNSR�DPMK�SNB?RGLE�DSPRFCP��LM�JMLECP�GL�PC?J�RGKC	��AJGAI0?SQC�/SRNSR0?SQC�/SRNSR�
7FCL�WMS�DPCCXC�RFC�MSRNSR��RFC�@SRRML�AF?LECQ�RM,M?B�/SRNSR,M?B�/SRNSR��4FGQ�KC?LQ�RF?R�B?CKML
KCQQ?ECQ�?PC�QRGJJ�AMJJCARCB��7FCL�WMS�AJGAI,M?B�/SRNSR,M?B�/SRNSR��RFC�BGQNJ?W�JM?BQ�RFC�AMJJCARCB
KCQQ?ECQ�?LB�AMLRGLSCQ�?E?GL�GL�PC?J�RGKC�

��3RCN 4M�AJC?P�?JJ�AMJJCARCB�KCQQ?ECQ�DPMK�RFC�ASPPCLR�B?CKML�MSRNSR�UGLBMU��AJGAI#JC?P�/SRNSR#JC?P�/SRNSR�
4FGQ�GQ�LMR�?�BCQRPSARGTC�AJC?P��?Q�?LMRFCP��MP�LCU	�B?CKML�MSRNSR�UGLBMU�PCR?GLQ�RFC�B?CKML
KCQQ?ECQ�

��3RCN 4M�AMLeESPC�RFC�GLDMPK?RGML�GLAJSBCB�GL�RFC�B?CKML�MSRNSR��AJGAI#JMQC#JMQC?LB�AJGAI#F?LEC�/SRNSR#F?LEC�/SRNSR
3CRR3CRRGLEQGLEQ�

0J?RDMPK�!BKGLGQRP?RGML�ML�?�AMLRPMJJCP .G?E?P?�0J?RDMPK�'SGBC

��� -?P AF���������



4FC$?CKML�/SRNSR�3CRR$?CKML�/SRNSR�3CRRGLEQGLEQUGLBMU�MNCLQ�

4FC�7 GLBMUQ�PCDCPCLAC�AF?NRCP�GL�RFGQ�ESGBC�BMASKCLRQ�RFCQC�NPMNCPRGCQ�

.G?E?P?�0J?RDMPK�'SGBC 0J?RDMPK�!BKGLGQRP?RGML�ML�?�AMLRPMJJCP

-?P AF��������� ���



6GCUGLE�AMLRPMJJCP�QWQRCK�JMEQ
4FC0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGMLTGCU]Q66GCU�3WQRCK�,MEGCU�3WQRCK�,ME@SRRML�NPMTGBCQ�?�C?QW�?LB�BGPCAR�KCRFMB�DMP�PCRPGCTGLE
QWQRCK�JMEQ�DMP�BG?ELMQRGA�NSPNMQCQ�

Prerequisites:
9MS�?PC�UMPIGLE�GL7 MPI@CLAF?LB�?PC�AMLLCARCB�RM�?�PCKMRC�AMLRPMJJCP�NJ?RDMPK�

��3RCN %VN?LB�RFC0J?RDMPK0J?RDMPKLMBC�GL�RFC�.?T�RPCC�MP�BMS@JC
AJGAI0J?RDMPK0J?RDMPK�
4FC�AMLRCLRQ�MD�RFC�.?T�#MLR?GLCP�TGCU�MNCLQ�GL�RFC�RPCC�MP�GL�RFC�K?GL�TGCU�

��3RCN $MS@JC
AJGAI 0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGML�
4FC0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGMLTGCU�MNCLQ�

��3RCN #JGAI66GCU�3WQRCK�,MEGCU�3WQRCK�,ME�
4FC3WQRCK�JME�DMP�NJ?RDMPK��)0?BBP3WQRCK�JME�DMP�NJ?RDMPK��)0?BBPCQQ�CQQ�UGLBMU�MNCLQ�

4FGQ�UGLBMU�AMLR?GLQ�KSJRGNJC�R?@Q�DMP�TGCUGLE�T?PGMSQ�QWQRCK�JMEQ�

��3RCN 4M�PCDPCQF��AJGAI2CDP2CDPCQFCQF�

#MLRPMJJCP�QRMP?EC�AMLQCPT?RGML
&MP�AMLRPMJJCPQ�UGRF�JGKGRCB�f?QF
@?QCB�eJC�QRMP?EC��WMS�K?W�AMLQCPTC�QRMP?EC�QN?AC�@W�JGKGRGLE�RFC�?KMSLR�MD
QN?AC�C?AF�QMDRU?PC�KMBSJC�PCOSGPCQ��9MS�BM�RFGQ�@W�AF?LEGLE�RFC�KMBSJC]Q�PSLRGKC�NPMeJC�

&MP�?LW�7GLBMUQ
@?QCB�FMQR��NPMTGBCB�GR�F?Q�?�F?PB�BPGTC�DMP�eJC�QRMP?EC	��WMS�RWNGA?JJW�U?LR�?JJ�PSLRGKC
NPMeJCQ�CL?@JCBbGLAJSBGLE�$/#��BMASKCLR?RGML	�KMBSJCQ�GD�GR�FMQRQ7 MPI@CLAF�

3MDRU?PC�KMBSJCQ�GL.G?E?P?��GLAJSBC�?�QSDeV�ML�RFC�KMBSJC]Q��H?P�eJC�L?KC�RF?R�GBCLRGeCQ�RFC�PSLRGKC�NPMeJC�
3MKC�K?W�F?TC�KSJRGNJC�PSLRGKC�NPMeJCQ��&MP�CV?KNJC��RFC?J?PKKMBSJC�GQ�BGQRPG@SRCB�?Q�RFPCC�QCN?P?RC��H?P
eJCQ�

0J?RDMPK�!BKGLGQRP?RGML�ML�?�AMLRPMJJCP .G?E?P?�0J?RDMPK�'SGBC

��� -?P AF���������



` alarm-rt

` alarm-se

` alarm-wb

4FC�PSLRGKC�NPMeJC�BCQAPG@CQ�RFC�AMLRCLRQ�MD�C?AF��H?P�@?QCB�ML�UF?R�QWQRCKQ�?PC�?@JC�RM�SQC�RFCK��UFCPCrt
KMBSJC��H?PQ�?PC�?�@?QCJGLC�?KMLE�?JJ.G?E?P?��NJ?RDMPKQ��%?AF.jar eJC�GQ�BGEGR?JJW�QGELCB��4FGQ�QCASPGRW
KC?QSPC�CLQSPCQ�RF?R�RFC�AMLRCLR�A?LLMR�@C�AF?LECB�?R�AMKKGQQGMLGLE�RGKC�

4FC�DMJJMUGLE�R?@JC�JGQRQ�RFC�RWNCQ�MD�QMDRU?PC�KMBSJC�PSLRGKC�NPMeJC�RWNCQ��/LJW�?�TCPW�DCU�KMBSJCQ�BM�LMR
F?TC�RFCÐrt CVRCLQGML��/LC�MD�RFMQC�GQbaja.jar � *!#% AMLRPMJJCPQ�SQC�?�*?T?���AMKN?AR�aAMKNJG?LR�6-�
UFCPC?Q�7GLBMUQ
@?QCB�FMQRQ�SQC�RFC�DSJJ�*?T?���3R?LB?PB�%BGRGML��3%	�6-�

Runtime
Proÿle

Example module
name

Minimum �JRE
Version
Dependencies

Description

rt alarm-rt *?T?���AMKN?AR�
-MBSJC�*!2Q�DMP�B?R?�KMBCJGLE�?LB�AMKKSLGA?RGMLQ��4FCQC�F?TC�AMPC�PSLRGKC
*?T?�AJ?QQCQ�MLJW��UGRF�LM�SQCP�GLRCPD?AC��4FGQ�GQ�RFC�J?PECQR�PSLRGKC�NPMeJC�EPMSN�

ux webchart-ux *?T?���AMKN?AR�
-MBSJC�*!2Q�DMP�"?H?58��?LW�*?T?�AJ?QQCQ�GKNJCKCLRGLE�JGEFRUCGEFR�(4-,��
*?T?3APGNR��#33�SQCP�GLRCPD?AC�GLRCP?ARGML��?JQM�RFCKC�KMBSJCQ�

wb report-wb
*?T?���3%�MP�*?T?��
AMKN?AR�

-MBSJC�*!2Q�UGRF�*?T?�AJ?QQCQ�DMP7 MPI@CLAFMP�7C@�,?SLAFCP�SQCP�GLRCPD?AC�
TGCUQ��eCJB�CBGRMPQ��UGBECRQ��?LB�QM�ML��)LAJSBCQ�(V�?LB�(4-,��(V�TGCUQ�

se test-se *?T?���3%
-MBSJC�*!2Q�UGRF�*?T?�AJ?QQCQ�RF?R�SQC�RFC�DSJJ�*?T?���3R?LB?PB�%BGRGML��3%	
NJ?RDMPK�!0)��#SPPCLRJW��RFCQC�A?L�PSL�ML�7GLBMUQ
@?QCB�FMQRQ�MLJW�

doc platformguide-doc LMR�?NNJGA?@JC -MBSJC�*!2Q�UGRFMSR�*?T?�AMBC��AJ?QQCQ	��RWNGA?JJW�DMP�BMASKCLR?RGML�

4FC�PSLRGKC�NPMeJC�RWNCrt GQ�@W�D?P�RFC�KMQR�AMKKML�MD.G?E?P?��QMDRU?PC��H?PQ��!L�GLTCLRMPW�MD�KMBSJC��H?P
eJCQ�@W�RWNC�GL�MLC�"CR?�@SGJB!/modules DMJBCP����������	�WGCJBCB�AMSLRQ�MD�

` 

PR�����

` 

SV����

` 

U@�����

` 

QC���

` 

BMA����

7FCPC�RFC�K?HMPGRW�MD�KMBSJCQ�UGRF�RUM�PSLRGKC�NPMeJCQ�F?B�@MRF PR?LB U@��UGRF�MLJW�?�DCU�KMBSJCQ�F?TGLE
RFPCC�PSLRGKC�NPMeJCQ��?Q�DMJJMUQ�

` ?J?PK� PR� U@� QC

` FGCP?PAFW� PR� SV� U@

` FGQRMPW� PR� SV� U@

` NJ?R#PWNRM� PR� QC� U@

` QC?PAF� PR� SV� U@

` QCPGCQ4P?LQDMPK� PR� SV� U@

#F?LEGLE�?�KMBSJC]Q�PSLRGKC�NPMDGJC
3MDRU?PC�KMBSJCQ�GL.G?E?P?��?PC�BGQRPG@SRCB�UGRF�?�PSLRGKC�NPMeJC�RWNC��BCQGEL?RCB�@W�?�QSDeV�ML�C?AF
KMBSJC]Q��H?P�eJC�L?KC��)L�RFC�PCD?ARMPGLE�MD�KMBSJCQ��K?LW�F?TC�KSJRGNJC�PSLRGKC�NPMeJCQ�

Prerequisites:
9MS�?PC�UMPIGLE�GL7 MPI@CLAF?LB�?PC�AMLLCARCB�RM�RFC�PCKMRC�AMLRPMJJCP�NJ?RDMPK�

��3RCN %VN?LB�RFC0J?RDMPK0J?RDMPKLMBC�GL�RFC�.?T�RPCC�MP�BMS@JC
AJGAI0J?RDMPK0J?RDMPK�
4FC�AMLRCLRQ�MD�RFC�.?T�#MLR?GLCP�6GCU�MNCLQ�GL�RFC�RPCC�MP�GL�RFC�K?GL�TGCU�

��3RCN $MS@JC
AJGAI�RFC 0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGML�
4FC0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGMLTGCU�MNCLQ�

.G?E?P?�0J?RDMPK�'SGBC 0J?RDMPK�!BKGLGQRP?RGML�ML�?�AMLRPMJJCP

-?P AF��������� ���



��3RCN #JGAI#MLeESP#MLeESPC�2SLRC�2SLRGKC�0PGKC�0PMeJCQMeJCQ�
4FC�5NB?RC%L?@JCB�2SLR%L?@JCB�2SLRGKC�0PGKC�0PMeJCQMeJCQUGX?PB�MNCLQ�

4FC�eESPC�?@MTC�QFMUQ�RWNGA?J�QCRRGLEQ�DMP�AMLRPMJJCPQ�GL�RFC�GLGRG?J.G?E?P?��PCJC?QC��&MP.��� �
RFC�QCJCARGML�MD�58�?SRMK?RGA?JJW�GLAJSBCQ�7"��?LB�TGAC
TCPQ?��4FGQ�GQ�JGICJW�RM�AF?LEC�GL�?�DSRSPC
PCJC?QC�

��3RCN 3CJCAR�RFC�NPMeJCQ�RM�SNB?RC�?LB�PCKMTC�?LB�AJGAI.CVR.CVR�

0J?RDMPK�!BKGLGQRP?RGML�ML�?�AMLRPMJJCP .G?E?P?�0J?RDMPK�'SGBC

��� -?P AF���������



!�AMLePK?RGML�UGLBMU�UGRF�? &GLGQF&GLGQF@SRRML�JGQRQ�RFC�?BBCB�MP�PCKMTCB�KMBSJC�L?KCQ�

` )D�WMS�CL?@JCB�?BBGRGML?J�NPMeJCQ��Q?W��?�KMBSJC�EMCQ�DPMK rt MLJW�RMrt � ux ?LB wb�
?BBGRGML?J�KMBSJCQ�UGJJ�LCCB�RM�@C�GLQR?JJCB�GL�RFC�AMLRPMJJCP�

` )D�WMS�BGQ?@JCB�ASPPCLRJW�CL?@JCB�PSLRGKC�NPMeJCQ��Q?W��DPMK rt � ux ?LB wb RM�HSQRrt ��QMKC
KMBSJCQ�UGJJ�LCCB�RM�@C�SLGLQR?JJCB��?Q�RFCW�?PC�LM�JMLECP�QSNNMPRCB�

NOTE: .G?E?P?��BMCQ�LMR�NCPKGR�WMS�RM�BGQ?@JC�ASPPCLRJW�CL?@JCB�PSLRGKC�NPMeJCQ�RM�MLJWPR
?LB SV�

��3RCN 4M�AMLePK�RFC�AMLeESP?RGML��AJGAI&GLGQF&GLGQF�
4FC�UGX?PB�?BBQ�MP�PCKMTCQ�RFC�KMBSJCQ�

��3RCN 4M�AMKNJCRC�RFC�NPMACQQ��AJGAI#JMQC#JMQC�
4FC�UGX?PB�QRMNQ�?LB�PCQR?PRQ�?�PSLLGLE�QR?RGML�

.G?E?P?�0J?RDMPK�'SGBC 0J?RDMPK�!BKGLGQRP?RGML�ML�?�AMLRPMJJCP

-?P AF��������� ���



#MLDGESPGLE�KCKMPW�RM�GKNPMTC�NCPDMPK?LAC
9MS�A?L�K?LS?JJW�AMLeESPC�?�AMLRPMJJCP]Q�.2%��.MBC�2SLRGKC�%LTGPMLKCLR	�KCKMPW�NMMJ�QCRRGLEQ�RM�GKNPMTC
QWQRCK�NCPDMPK?LAC��$CNCLBGLE�ML�FMU�RFC�QR?RGML�GQ�NPMEP?KKCB��WMS�K?W�@C�?@JC�RM�?BHSQR�RFC�?JJMA?RGMLQ�
(MUCTCP��RFCPC�GQ�?�eLC�@?J?LAC�?KMLE�RFCQC�KCKMPW�NMMJ�QCRRGLEQ��3GLAC�RFCPC�GQ�?�eLGRC�?KMSLR�MD�KCKMPW
?T?GJ?@JC��GLAPC?QGLE�MLC�?JJMA?RGML�BCAPC?QCQ�?LMRFCP�

Prerequisites:
9MS�?PC�SQGLE7 MPI@CLAF?LB�?PC�AMLLCARCB�RM�?�PCKMRC�AMLRPMJJCP�NJ?RDMPK�

CAUTION: #MLeESPGLE�?�AMLRPMJJCP�UGRF�GLQSDeAGCLR�KCKMPW�?JJMA?RGMLQ�AMSJB�NPCTCLR�RFC�QR?RGML�DPMK
QR?PRGLE�MP�AMSJB�A?SQC�RFC�QR?RGML�RM�D?GJ�?LB�PCQR?PR�

��3RCN %VN?LB�RFC0J?RDMPK0J?RDMPKLMBC�GL�RFC�.?T�RPCC�MP�BMS@JC
AJGAI0J?RDMPK0J?RDMPK�
4FC�AMLRCLRQ�MD�RFC�.?T�#MLR?GLCP�TGCU�MNCLQ�GL�RFC�RPCC�MP�GL�RFC�K?GL�TGCU�

��3RCN $MS@JC
AJGAI 0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGML�
4FC0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGMLTGCU�MNCLQ�

��3RCN #JGAI#MLeESP#MLeESPC�.2%�-CKMPWC�.2%�-CKMPW�
4FC#MLeESP#MLeESPC�.2%�-CKMPW�0MMJQC�.2%�-CKMPW�0MMJQUGLBMU�MNCLQ�

4FC�QAPCCL�A?NRSPC�QFMUQ�RFC�BCD?SJR�KCKMPW�?JJMA?RGML�T?JSCQ�CQR?@JGQFCB�DMP.G?E?P?����� ?LB
J?RCP��4FC�eJC�QWQRCK�UPGRCQ�RFC�?J?PK�?LB�FGQRMPW�B?R?�BGPCARJW�RM�RFC�f?QF�KCKMPW��4FGQ�DPCCQ�SN
���-"�MD�2!-�RM�GKNP MTC�NCPDMPK?LAC��4FC�eJC�QWQRCK�PC?JJMA?RCQ�RFC�?T?GJ?@JC�QN?AC�RM�RFC
(C?N�3N?AC��-CR?�3N?AC��?LB�#MBC�#?AFC�KCKMPW�NMMJQ��!LW�?BBGRGML?J�KCKMPW�QN?AC�
?NNPMVGK?RCJW�����-"��GQ�?T?GJ?@JC�?Q�ECLCP?J�DPCC�KCKMPW�

"?AIGLE�SN�?�QR?RGML�SQGLE�0J?RDMPK�!BKGLGQRP?RGML
4FC0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGMLTGCU�NCPDMPKQ�?�AMKNJCRC�@?AISN�MD�RFC�AMLLCARCB�AMLRPMJJCP��Q?TCB�?Q�?�BGQReJC
ML�WMSP�0#��4FC�@?AISN�BGQR�AMLR?GLQ�RFC�CLRGPC�QR?RGML�DMJBCP��RFC�QNCAGeA�.2%�AMLeE�SQCB�@W�RFC�NJ?RDMPK�
JGACLQC�Q	��ACPRGeA?RC�Q	��NMGLRCPQ�RM�RFC�?NNPMNPG?RC�.2%�AMPC��*?T?�6-��KMBSJCQ��/3�?LB�RFC�4#0�)0
AMLeESP?RGML�MD�RFC�FMQR�

Prerequisites:

0J?RDMPK�!BKGLGQRP?RGML�ML�?�AMLRPMJJCP .G?E?P?�0J?RDMPK�'SGBC

��� -?P AF���������



9MS�?PC�UMPIGLE�GL7 MPI@CLAF?LB�?PC�AMLLCARCB�RM�RFC3SNCPTGQMPMP�PCKMRC�AMLRPMJJCP�

��3RCN %VN?LB�RFC0J?RDMPK0J?RDMPKLMBC�GL�RFC�.?T�RPCC�MP�BMS@JC
AJGAI0J?RDMPK0J?RDMPK�
4FC�AMLRCLRQ�MD�RFC�.?T�#MLR?GLCP�6GCU�MNCLQ�GL�RFC�RPCC�MP�GL�RFC�K?GL�TGCU�

��3RCN $MS@JC
AJGAI�RFC 0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGML�
4FC0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGMLTGCU�MNCLQ�

��3RCN #JGAI�RFC"?AISN"?AISN @SRRML�
)D�RFC�QR?RGML�GQ�PSLLGLE�7 MPI@CLAF?QIQ�WMS�RM�AMLePK�RF?R�WMS�GLRCLB�RM�AMLLCAR�RM�RFC�QR?RGML
RM�@?AI�GR�SN�

9MS�A?L�NCPDMPK�?�@?AISN�UGRF�?�QR?RGML�PSLLGLE�ML�RFC�R?PECR�FMQR��MP�UFCL�LM�QR?RGML�GQ
PSLLGLE�

��3RCN )D�WMS�AFMMQC�RM�QRMN�RFC�QR?RGML��AJGAI.M.M ��BMS@JC
AJGAI�RFC!NNJ!NNJGA?RGA?RGML�$GPGML�$GPCARMPCARMP��QCJCAR�RFC
QR?RGML��AJGAI3RMN3RMN��RFCL�EM�@?AI�?LB�AJGAI0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGML� "?AISN"?AISN�

.G?E?P?�0J?RDMPK�'SGBC 0J?RDMPK�!BKGLGQRP?RGML�ML�?�AMLRPMJJCP

-?P AF��������� ���



)D�LM�QR?RGML�GQ�PSLLGLE�ML�RFC�AMLRPMJJCP��RFC�NJ?RDMPK�B?CKML�NCPDMPKQ�GRQ�MUL�MDf GLC�@?AISN�MP
WMS�K?W�JME�GL�?Q�?�QR?RGML�SQCP�

)D�RFC�QR?RGML�GQ�PSLLGLE�7 MPI@CLAFSQCQ�RFC�QR?RGML]Q"?AISN3CPTGAC"?AISN3CPTGACRM�NCPDMPK�?L�MLJGLC
@?AISN�

)L�CGRFCP�A?QC��RFC&GJC�#FMMQCP&GJC�#FMMQCPUGLBMU�MNCLQ�

4FCCurrent Path BCD?SJRQ�RM~backup ?LB�RFCFile name NPMNCPRW�BCD?SJRQ�RM�RFC�ASPPCLR
QR?RGML��4FC~ GL�RFC�N?RF�L?KC�PCNPCQCLRQ�RFC�N?RF�RM�?�DMJBCP�SLBCP�RFC�eJC�QWQRCK]Q
7 MPI@CLAF5QCP�(MKC��&MP�CV?KNJC�C:\Users\<user>\<Niagara version>\tridium\
backups UFCPC�

` <user> GQ�WMSP�SQCP�DMJBCP�

` <Niagara version> GQ�WMSP�GLQR?JJCB�TCPQGML�

��3RCN .?TGE?RC�RM�?�R?PECR�JMA?RGML�RM�Q?TC�RFC�@?AISN�eJC��PCL?KC�GR�GD�BCQGPCB��?LB�AJGAI3?TC3?TC�

0J?RDMPK�!BKGLGQRP?RGML�ML�?�AMLRPMJJCP .G?E?P?�0J?RDMPK�'SGBC

��� -?P AF���������



"W�BCD?SJR��RFC�@?AISN�DSLARGML�?SRMK?RGA?JJW�APC?RCQ��GD�LMR�?JPC?BW�NPCQCLR	�?backups
QS@BGPCARMPW�SLBCP�WMSP7 MPI@CLAF5QCP�(MKC��4FC�BCD?SJR�eJC�L?KC�DMP�?�@?AISN�eJC�SQCQ�?
DMPK?R�MD�backup_stationName_YYMMDD_HHMM.dist

)D�RFC�QR?RGML�GQ�PSLLGLE��RFC�QWQRCK�NCPDMPKQ�?�&MV�"?AISN�HM@�?LB�?�LMRGeA?RGML�NMNSN�MNCLQ�GL
RFC�JMUCP�PGEFR�MD�WMSP�BGQNJ?W�UFCL�RFC�@?AISN�GQ�BMLC��4FGQ�HM@�GQ�PCAMPBCB�GL�RFC�QR?RGML]Q
"?AISN3CPTGAC"?AISN3CPTGAC?LB�GQ�TGQG@JC�GL�RF?R�AMKNMLCLR]Q"?AISN�-?L?ECP"?AISN�-?L?ECP TGCU��$CR?GJQ�?PC�?JQM�?T?GJ?@JC
@W�?AACQQGLE�RFC�HM@�GL�RFC�QR?RGML]Q*M@�3CPTGAC�-?L?ECP*M@�3CPTGAC�-?L?ECP�

)D�WMS�NCPDMPK�?L�MDf GLC�@?AISN��LM�QR?RGML�PSLLGLE	��RFC�NJ?RDMPK�B?CKML�NPMTGBCQ�?LMRFCP
NPMEPCQQ�UGLBMU�BSPGLE�RFC�@?AISN�RM�RFC��BGQR�eJC�

5NML�AMKNJCRGML��WMS�A?L�AJGAI#JMQC#JMQCRM�PCRSPL�RM�RFC0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGMLTGCU��MP�AJGAI
$CR?GJQ$CR?GJQRM�QCC�?LMRFCP�NMNSN�UGRF�?�JME�MD�?ARGMLQ�NCPDMPKCB�GL�RFC�@?AISN�

Result
)D�LCCBCB��WMS�A?L�PCQRMPC�?�@?AISN�BGQRSQGLE�RFC�NJ?RDMPK$GQRPG@SR$GQRPG@SRGML�&GJC�)LQR?JGML�&GJC�)LQR?JJCPJCPTGCU��7FCL�PCQRMPGLE�RFC
@?AISN��WMS�A?L�QCJCAR�RM�PCQRMPC�RFCQC�QCRRGLEQ��MP�PCR?GL�RFC�4#0�)0�QCRRGLEQ�ASPPCLRJW�GL�SQC�@W�RFC�R?PECR
FMQR�

.G?E?P?�0J?RDMPK�'SGBC 0J?RDMPK�!BKGLGQRP?RGML�ML�?�AMLRPMJJCP

-?P AF��������� ���



#MKKGQQGMLGLE�?�AMLRPMJJCP
#MKKGQQGMLGLE�GLQR?JJQ�RFC�QMDRU?PC�ML�?�AMLRPMJJCP��4FGQ�NPMACBSPC�UMPIQ�DMP�AMKKGQQGMLGLE�?�LCU�AMLRPMJJCP
MP�SNEP?BGLE�?L�CVGQRGLE�AMLRPMJJCP�

Prerequisites:
9MS�?PC�UMPIGLE�GL7 MPI@CLAF��9MS�?PC�AMLLCARCB�RM�RFC�AMLRPMJJCP�NJ?RDMPK�

��3RCN $MS@JC
AJGAI�RFC0J?RDMPK0J?RDMPKLMBC�DMP�RFC�AMLRPMJJCP�GL�RFC�.?T�RPCC�
4FC!SR!SRFCLRFCLRGA?RGA?RGMLGMLUGLBMU�MNCLQ�

��3RCN %LRCP�RFC�APCBCLRG?JQ�WMS�HSQR�APC?RCB�UFCL�WMS�AMLLCARCB�RM�RFC�NJ?RDMPK�DMP�RFC�ePQR�RGKC�
CL?@JCRemember these credentials ��?LB�AJGAI/+/+ �
4FC.?T�#MLR?GLCP�6GCUMNCLQ�

��3RCN $MS@JC
AJGAI0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGMLPMU�GL�RFC�R?@JC�
4FC0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGMLTGCU�MNCLQ�

��3RCN #JGAI�RFC#MKKGQQGMLGLE#MKKGQQGMLGLE@SRRML�

0J?RDMPK�!BKGLGQRP?RGML�ML�?�AMLRPMJJCP .G?E?P?�0J?RDMPK�'SGBC
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4FC#MKKGQQGMLGLE#MKKGQQGMLGLEUGX?PB�MNCLQ�

4FGQ�UGX?PB�GQ�GLRCLBCB�DMP�?�PCKMRC�AMLRPMJJCP�MLJW��4FGQ�@SRRML�GQ�LMR�?T?GJ?@JC�UFCL�AMLLCARCB
RM�?LW�7GLBMUQ�NJ?RDMPK��&MP�AMKKGQQGMLGLE�BCR?GJQ��PCDCP�RM�RFC�?NNPMNPG?RC�GLQR?JJ?RGML�?LB
QR?PRSN�ESGBC�DMP�WMSP�N?PRGASJ?P�AMLRPMJJCP�

NOTE: )D�RFC7 MPI@CLAF&)03�NPMNCPRWShow FIPS Options GQ�QCR�RMtrue ACPR?GL�&)03�MNRGMLQ
@CAMKC�TGQG@JC�GL�RFGQ�UGLBMU��)D�QCJCARCB��RFC�DP?KCUMPI�CLDMPACQ�&)03
QRPCLERF�N?QQUMPB
PCOSGPCKCLRQ�

��3RCN &MJJMU�RFC�UGX?PB��AJGAIGLE.CVR.CVRSLRGJ�WMS�AMLeESPC�?JJ�MNRGMLQ�

��3RCN !DRCP�PCTGCUGLE�?JJ�AF?LECQ��AJGAI&GLGQF&GLGQF�
#MKKGQQGMLGLE�@CEGLQ�

CAUTION: $M�LMR�GLRCPPSNR�RFC�AMKKGQQGMLGLE�NPMACQQ��)D�WMS�GLRCPPSNR��WMS�K?W�LMR�@C�?@JC�RM
PCQRMPC�RFC�QR?RGML�

!DRCP�RFC�AMKKGQQGMLGLE�NPMACQQ�GQ�AMKNJCRC��RFC�AMLRPMJJCP�@MMRQ�

��3RCN 7FCL�NPMKNRCB��AJGAI#JMQC#JMQC�
4FC�UGX?PB�GLQR?JJQ�RFC�QMDRU?PC�?LB�PC@MMRQ�RFC�AMLRPMJJCP�

#MLDGESPGLE�4#0�)0�QCRRGLEQ
4FC�4#0�)0�#MLeESP?RGML�QRCN�?QQGELQ�?L�)0�?BBPCQQ�RM�RFC�AMLRPMJJCP��4FC�4#0�)0�M@HCAR�GL�RFC.?T�#MLR?GLCP.?T�#MLR?GLCP
66GCUGCU?JJMUQ�WMS�RM�PCTGCU�?LB�?BHSQR�RFC�NJ?RDMPK]Q�4#0�)0�QCRRGLEQ�

Prerequisites:
9MS�?PC�PSLLGLE�RFC�#MKKGQQGMLGLE�7GX?PB�MP�SNB?RGLE�RFC�4#0�)0�NPMNCPRGCQ�?DRCP�AMKKGQQGMLGLE�

.G?E?P?�0J?RDMPK�'SGBC 0J?RDMPK�!BKGLGQRP?RGML�ML�?�AMLRPMJJCP
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��3RCN !R�RFC�4#0�)0�#MLeESP?RGML�QRCN��RFC4#0�)0�#MLeESP?R4#0�)0�#MLeESP?RGMLGMLTGCU�MNCLQ�

��3RCN 2CTGCU�RFC)LRCPD?AC��)LRCPD?AC��QCRRGLEQ�ML�RFC)0T��3CRR)0T��3CRRGLEQGLEQR?@��UFGAF�GLAJSBC�RFC�RCKNMP?PW�D?ARMPW

QFGNNCB�)0�?BBPCQQ�

��3RCN !QQGEL�RFC�AMLRPMJJCP�?�SLGOSC�LCRUMPI�)0T��?BBPCQQ�

0J?RDMPK�!BKGLGQRP?RGML�ML�?�AMLRPMJJCP .G?E?P?�0J?RDMPK�'SGBC
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.M�MRFCP�BCTGAC�ML�RFGQ�LCRUMPI�QFMSJB�SQC�RFGQ�Q?KC�)0�?BBPCQQ��)LAJSBC�RFC�?NNPMNPG?RC�QS@LCR
K?QI�SQCB�@W�RFC�LCRUMPI�

)D�WMS�?PC�CL?@JGLE�KMPC�RF?L�MLC�,!.�NMPR��?NNJGA?@JC�RM�,!.���,!.���?LB�7 G&G	��RFC�)0
?BBPCQQ�DMP�C?AF�KSQR�@C�AMLeESPCB�ML�BGDDCPCLR�QS@LCRQ��MRFCPUGQC�RFC�NMPRQ�UGJJ�LMR�DSLARGML
AMPPCARJW��&MP�CV?KNJC��UGRF�?�RWNGA?J�#J?QQ�#�QS@LCR�K?QI�MD����������������QCRRGLE�)LRCPD?AC
���������������?LB�)LRCPD?AC�����������������?P C�GLT?JGB�?Q�@MRF�?BBPCQQCQ�?PC�ML�RFC�Q?KC
QS@LCR�

!J RCPL?RGTCJW��GD�RFC�LCRUMPI�QSNNMPRQ�$(#0��WMS�A?L�CL?@JC�GR��AJGAIDHCP Enabled 	��)L�RFGQ�A?QC�
RFC�)0�!BBPCQQ�?LB�3S@LCR�-?QI�NPMNCPRGCQ�@CAMKC�PC?B
MLJW�

)L�ECLCP?J��DMP�QR?@GJGRW��QR?RGA�)0�?BBPCQQGLE�GQ�PCAMKKCLBCB�MTCP�$(#0��)D�$(#0�GQ�NPCDCPPCB�
?L�)0�!BBPCQQ�2CQCPT?RGML�QFMSJB�@C�CLRCPCB�DMP�RFC�AMLRPMJJCP�GL�RFC�$(#0�3CPTCP��4FC
AMLRPMJJCP�)0�?BBPCQQ�QFMSJB�LMR�AF?LEC�

CAUTION: $M�LMR�CL?@JC�$(#0�SLJCQQ�WMS�?PC�ACPR?GL�RF?R�RFC�LCRUMPI�F?Q�$(#0�QCPTCPQ�
/R FCPUGQC��RFC�AMLRPMJJCP�K?W�@CAMKC�SLPC?AF?@JC�MTCP�RFC�LCRUMPI�

)D�RFC*!#%
���� NJ?RDMPK�GQ�RM�@C�SQCB�RM�UGPCJCQQJW�AMLLCAR�RM�RFC�CLRCPNPGQC�LCRUMPI��BM�LMR
CL?@JC�$(#0�FCPC��4FC�7 G&G�?B?NRCP�GL�#JGCLR�-MBC�PCOSGPCQ�SQC�MD�RFC�AMLRPMJJCP]Q�$(#0
DC?RSPC��&MP�KMPC�GLDMPK?RGML��PCDCP�RM�RFCJACE-8000 WiFi Guide

��3RCN 2CTGCU��?LB��GD�LCCBCB��?BHSQR�MRFCP�4#0�)0�QCRRGLEQ��UFGAF��GL�SQS?J�MPBCP�MD�GKNMPR?LAC��GLAJSBC�

` IPv4 Gateway BCeLCQ�RFC�)0�?BBPCQQ�DMP�RFC�BCTGAC�RF?R�DMPU?PBQ�N?AICRQ�RM�MRFCP�LCRUMPIQ
MP�QS@LCRQ�

4FC*!#% MLJW�QSNNMPRQ�MLC�E?RCU?W�DMP�?JJ�?B?NRCPQ��4FGQ�GLAJSBCQ�RFC*!#%
���� 7 G&G
!B?NRCP�GL�#JGCLR�KMBC�

` DNS Domain Name NPMTGBCQ�RFC�L?KC�MD�RFC�LCRUMPI�BMK?GL��MP��GD�LMR�?NNJGA?@JC��JC?TC�GR
@J?LI�

` DNSv4 Servers CLRCPQ�RFC�)0T��?BBPCQQ�MD�MLC�MP�KMPC�$.3�QCPTCPQ��#JGAI�RFC�?BB�@SRRML��

	�RM�MNCL�RFC�NPMNCPRW�

` Hostname BCD?SJRQ�K?W@C�RM�^JMA?JFMQR�_�MP�WMS�K?W�CLRCP�?LMRFCP�L?KC�RM�SQC�DMP�RFGQ�FMQR�
)D�WMS�CLRCP�?Hostname ��RWNGA?JJW�RFC�L?KC�GQ�SLGOSC�DMP�RFC�BMK?GL�

)L�QMKC�GLQR?JJ?RGMLQ��AF?LEGLEHostname K?W�PCQSJR�GL�SLGLRCLBCB�GKN?ARQ�ML�RFC�LCRUMPI�
BCNCLBGLE�ML�FMU�RFC�$(#0�MP�$.3�QCPTCPQ�?PC�AMLeESPCB��)D�GL�BMS@R��JC?TCHostname ?R
GRQ�BCD?SJR�QCRRGLE�

` Hosts File MNCLQ�?�4#0�)0�FMQRQ�eJC��AJGAI�RFC�CBGR�NPMNCPRW	��4FC�DMPK?R�DMP�RFGQ�eJC�GQ�?
QR?LB?PB�4#0�)0�FMQRQ�eJC��UFCPC�C?AF�JGLC�?QQMAG?RCQ�?�N?PRGASJ?P�)0�?BBPCQQ�UGRF�?�ILMUL
FMQR�L?KC��%?AF�CLRPW�QFMSJB�@C�ML�?L�GLBGTGBS?J�JGLC��0J?AC�RFC�)0�?BBPCQQ�GL�RFC�ePQR�AMJSKL�
DMJJMUCB�@W�RFC�AMPPCQNMLBGLE�FMQR�L?KC��4FC�)0�?BBPCQQ�?LB�RFC�FMQR�L?KC�QFMSJB�@C
QCN?P?RCB�@W�?R�JC?QR�MLC�QN?AC�

4FC5LBM�#F?LECQ5LBM�#F?LECQ@SRRML�PCQCRQ�?JJ�QCRRGLEQ��?JJ�)LRCPD?ACQ	�@?AI�RM�RFC�MPGEGL?J�NPC
QRCN�T?JSCQ�

��3RCN 4M�?BB�?�JGLC��AJGAI�?R�RFC�CLB�MD�RFC�J?QR�JGLC�?LB�NPCQQ%LRCP%LRCP��RFCL�RWNC�GL�RFC�PCOSGPCB�B?R?�ML�RFC
LCU�JGLC�

��3RCN 4M�PCRSPL�RM�QCC�?JJ�4#0�)0�QCRRGLEQ�UFCL�WMS�?PC�BMLC��AJGAI�RFC�AMLRPMJ�
4FGQ�AMJJ?NQCQ�RFC�CBGR�NPMNCPRW�

��3RCN 4M�AMLRGLSC��AJGAI�RFC.CVR.CVR@SRRML�

.G?E?P?�0J?RDMPK�'SGBC 0J?RDMPK�!BKGLGQRP?RGML�ML�?�AMLRPMJJCP
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*!#%
���� ?LB *!#%
���� AMLRPMJJCPQ�F?TC�RUM�%RFCPLCR�NMPRQ��UFCPC)LRCPD?AC��)LRCPD?AC��GQ�?T?GJ?@JC�DMP
AMLeESPGLE�RFC�QCAMLB?PW��,!.�	�%RFCPLCR�NMPR��"W�BCD?SJR��RFGQ�NMPR�GQ�BGQ?@JCB��RF?R�GQ��GR�GQ
UGRFMSR�?�BCD?SJR�?BBPCQQ��)RQ�GLRCLBCB�SQ?EC�GQ�DMP�RFC�QCAMLB?PW�,!.�NMPR�?Q�DMJJMUQ�

` )QMJ?RGLE�?�BPGTCP]Q�%RFCPLCR�RP?DeA�DPMK�RFC�NPGK?PW��,!.�	�GLRCPD?AC��MP

` #PC?RGLE�?�NPGT?RC�LCRUMPI�@W�B?GQW�AF?GLGLE�KSJRGNJC�)0�BCTGACQ�MDD�MD�RFC�AMLRPMJJCPQ
QCAMLB?PW�,!.�NMPR�

4FGQ�QACL?PGM�PCOSGPCQ�RF?R�WMS�AMLeESPC�RFC�,!.��NMPR�?Q�?�$(#0�QCPTCP�?LB�QCR�SN�RFC
!AACQQ�0MGLR�7G&G�KMBC�

` )L�QMKC�A?QCQ��,!.��K?W�@C�QCR�SN�UGRF�?�QR?LB?PB��eVCB��)0�?BBPCQQ�RF?R�GQ�SQCB�MLJW�@W�?
AMKN?LW]Q�QCPTGAC�RCAFLGAG?L��UFCL�ML�QGRC��4FGQ�?JJMUQ�?AACQQ�RM�RFC*!#% UGRFMSR
BGQAMLLCARGLE�GR�DPMK�RFC�ASQRMKCP]Q�LCRUMPI��MP�UGRFMSR�AMLLCARGLE�RFC�RCAFLGAG?L]Q�QCPTGAC
0#�RM�RFC�ASQRMKCP]Q�LCRUMPI��UFGAF�KGEFR�EM�?E?GLQR�JMA?J�)4�QCASPGRW�NMJGAGCQ	�

)L�?LW�A?QC��MLJW�MLC�,!.�NMPR�A?L�@C�?�$(#0�QCPTCP��)D�WMS�?PC�CL?@JGLE�,!.���WMS�KSQR
QNCAGDW�?LMRFCP��LCRUMPI	�QR?RGA�)0�?BBPCQQ�?LB�RFC�?NNPMNPG?RC�QS@LCR�K?QI��RF?R�GQ��?
BGDDCPCLR�QS@LCR�K?QI�DMP�C?AF�CL?@JCB�,!.�NMPR�)0�?BBPCQQ�

` 4FC*!#% BMCQ�LMR�NPMTGBC�)0�PMSRGLE�MP�?�@PGBEGLE�MNCP?RGML�?KMLE�BGDDCPCLR�)LRCPD?ACQ
�,!.�NMPRQ�MP�7G&G	�

��3RCN /LAC�RFC�AMLRPMJJCP�GQ�AMKKGQQGMLCB��WMS�?AACQQ�RFC�4#0�)0�NPMNCPRGCQ�@W�CVN?LBGLE0J?RDMPK0J?RDMPK
?LB�BMS@JC
AJGAIGLE�4#0�)0�#MLeESP?RGML
4FC4#0�)0�#MLeESP?R4#0�)0�#MLeESP?RGMLGMLTGCU�MNCLQ�

5NEP?BGLE�?�AMLRPMJJCP
9MS�SQC�RFC#MKKGQQGMLGLE�7#MKKGQQGMLGLE�7GX?PGX?PBB RM�SNEP?BC�RFC�QMDRU?PC�GL�?�AMLRPMJJCP��4FGQ�KC?LQ�CGRFCP�?L�SNB?RC
SNEP?BC�DPMK�MLC�QMDRU?PC�@SGJB�RM�RFC�LCVR�TCPQGML�MD�RF?R�@SGJB��MP�?�DSJJ�KGLMP�PCJC?QC�SNEP?BC�DPMK�MLC
@SGJB�RM�?LMRFCP�@SGJB�

Prerequisites:
9MS�F?TC�SNEP?BCB�WMSP3SNCPTGQMP��9MS�NSPAF?QCB�?�JGACLQC�SNEP?BC�GL�NPCN?P?RGML�DMP�RFGQ�SNEP?BC��9MS�?PC
UMPIGLE�GL7 MPI@CLAF�

��3RCN -?IC�?�AMLLCARGML�RM�RFC�AMLRPMJJCP�

��3RCN 4M�J?SLAF��PGEFR
AJGAI�ML�RF?R0J?RDMPK0J?RDMPKLMBC�?LB�AJGAI#MKKGQQGMLGLE�7#MKKGQQGMLGLE�7GX?PGX?PBB�

0J?RDMPK�!BKGLGQRP?RGML�ML�?�AMLRPMJJCP .G?E?P?�0J?RDMPK�'SGBC

��� -?P AF���������



4FC#MKKGQQGMLGLE#MKKGQQGMLGLETGCU�MNCLQ�

��3RCN 3GLAC�RFGQ�GQ�?�AMLRPMJJCP�SNEP?BC��GL�RFC�UGX?PB]Q�MNCLGLE�QCJCARGML�MD�QRCNQ��BCQCJCAR�KMQR�GRCKQ
RF?R�UCPC�NPCTGMSQJW�PSL�?R�RFC�AMLRPMJJCP]Q�GLGRG?J�AMKKGQQGMLGLE��DMP�CV?KNJC�RM�QCR�CL?@JCB
PSLRGKC�NPMeJCQ��QCR�B?RC�?LB�RGKC��AMLeESPC�4#0�)0�QCRRGLEQ��?LB�QM�ML�

` Request or install software licenses BCD?SJRQ�RM�@CGLE�QCJCARCB�

` )D�RFC�GLQR?JJ?RGML�MD�?�QR?RGML�PCOSGPCQ�AMKKGQQGMLGLE�RFC�AMLRPMJJCP��QCJCARInstall station
from the local computer �

` Install/upgrade modules BCD?SJRQ�RM�@CGLE�QCJCARCB�

` Install/upgrade core software from distribution files KSQR�@C�QCJCARCB�

��3RCN 4M�AMLRGLSC��AJGAI.CVR.CVR�
4FC�UGX?PB�?SRMK?RGA?JJW�eLBQ�?LB�QCJCARQ�?JJ�AMPC�BGQRPG@SRGMLQ�LCCBCB�DMP�RFC�AMLRPMJJCP��4FCL��GL
RFC�NPC
QCJCARCBInstall/Upgrade modules QRCN��RFC�UGX?PB�NPMTGBCQ�RFC�MNRGML�RM�?JQM�SNEP?BC
?JJ�MSR
MD
B?RC�QMDRU?PC�KMBSJCQ�

��3RCN !R�RFCInstall/Upgrade modules QRCN�QCJCAR�RFC�MNRGML�RM�SNEP?BC�?JJ�MSR
MD
B?RC�QMDRU?PC
KMBSJCQ�
!�eL?J�QSKK?PW�QRCN�?JJMUQ�WMS�RM�PCTGCU�RFC�SNEP?BC�@CDMPC�RFC�UGX?PB�CVCASRCQ�?LB�NCPDMPKQ
GRQ�MNCP?RGMLQ��&MP�DSPRFCP�BCR?GJQ��PCDCP�RM�RFCJACE Niagara 4 Install and Startup Guide

2C@MMRGLE�?�AMLRPMJJCP�QR?RGML
)L .G?E?P?����PC@MMR�GQ�?T?GJ?@JC�MLJW�DMP�PCKMRC�NJ?RDMPKQ��2C@MMR�GQ�?JU?WQ�SL?T?GJ?@JC�UFCL�AMLLCARCB�RM
?LW�7GLBMUQ�NJ?RDMPK��CGRFCP�JMA?J�MP�PCKMRC�

Prerequisites:

.G?E?P?�0J?RDMPK�'SGBC 0J?RDMPK�!BKGLGQRP?RGML�ML�?�AMLRPMJJCP

-?P AF��������� ���



9MS�?PC�UMPIGLE�GL7 MPI@CLAF?LB�?PC�AMLLCARCB�RM�?�PCKMRC�AMLRPMJJCP��4FC�AMLRPMJJCP]Q�QR?RGML�GQ�AMLeESPCB
DMP�?SRM
PCQR?PR�

��3RCN %VN?LB�RFC0J?RDMPK0J?RDMPKLMBC�GL�RFC�.?T�RPCC�MP�BMS@JC
AJGAI0J?RDMPK0J?RDMPK�
4FC�AMLRCLRQ�MD�RFC�.?T�#MLR?GLCP�6GCU�MNCLQ�GL�RFC�RPCC�MP�GL�RFC�K?GL�TGCU�

��3RCN $MS@JC
AJGAI�RFC 0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGML�
4FC0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGMLTGCU�MNCLQ�

��3RCN #JGAI�RFC2C@MMR2C@MMR@SRRML�
!�KCQQ?EC�AMLePKQ�RFC�?ARGML�

4FC�B?CKML�BPMNQ�WMSP7 MPI@CLAFNJ?RDMPK�AMLLCARGML�?LB�?RRCKNRQ�RM�QRMN�?LW�PSLLGLE
QR?RGML�@CDMPC�GQQSGLE�RFC�PC@MMR��!�PC@MMR�PCQR?PRQ�RFC�1.8�/3��*?T?�6-��NJ?RDMPK�B?CKML�
?LB��eL?JJW��RFC�QR?RGML�

��3RCN #MLLCAR�RM�RFC�PC@MMRCB�QR?RGML�
$CNCLBGLE�ML�RFC�NJ?RDMPK�RWNC��GR�K?W�R?IC�DPMK�QCTCP?J�QCAMLBQ�RM�?�AMSNJC�MD�KGLSRCQ�@CDMPC
WMS�A?L�AMLLCAR�RM�RFC�QR?RGML�?E?GL�

0J?RDMPK�!BKGLGQRP?RGML�ML�?�AMLRPMJJCP .G?E?P?�0J?RDMPK�'SGBC
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Chapter 9. Softwar e Manager
4FC3MDRU?P3MDRU?PC�-?L?ECPC�-?L?ECPICCNQ�RP?AI�MD�RFC�KMBSJCQ�GL�RFC�0#�?LB�ML�RFC�PCKMRC�NJ?RDMPK��)R�D?AGJGR?RCQ
GLQR?JJGLE��SLGLQR?JJGLE�?LB�PCTGCUGLE�?JJ�QMDRU?PC�KMBSJCQ�GLQR?JJCB�GL�?�PCKMRC�NJ?RDMPK��4FGQ�GLDMPK?RGML�?@MSR
RFC3MDRU?P3MDRU?PC�-?L?ECPC�-?L?ECPGQ�QSKK?PGXCB�FCPC�RM�?QQGQR�GD�WMS�?PC�?JPC?BW�D?KGJG?P�UGRF�NPCTGMSQ7 MPI@CLAF
TCPQGMLQ�

4FC�QMDRU?PC�KMBSJC�eJCQ�F?TC�QCN?P?RC�PSLRGKC�NPMeJCQ�

` 4FC3MDRU?P3MDRU?PC�-?L?ECPC�-?L?ECPQFMUQ�MLJW�QMDRU?PC�KMBSJCQ��TCPQSQ�?JJ�GLQR?JJ?@JC�N?PRQ�GLAJSBGLE��BGQR�eJCQ��CRA�
4FC�QR?LB?PB�JCVGAMLQ�?PC�BGQRPG@SRCB�GL.G?E?P?��@SGJBQ�?Q�KMBSJCQ��L?KCB��@W�AMLTCLRGML	�?Q
niagaraLexiconLc-rt.jar �UFCPCLc GQ�?�RUM
AF?P?ARCP�J?LES?EC�AMBC	��&MP�BCR?GJQ��PCDCP�RM�RFC
Niagara Lexicon Guide�

` -MBSJC�QR?RSQCQ�MDOut of Date ?LB Not Installed A?L�GLAJSBC(Requires Commissioning) ��9MS
A?LLMR�GLQR?JJ�QSAF�KMBSJCQ�UGRFMSR�ePQR�AMKKGQQGMLGLE��SNEP?BGLE	�RFC�AMLRPMJJCP��SQGLE�RFC
#MKKGQQGMLGLE�7#MKKGQQGMLGLE�7GX?PGX?PBB�

` )L�QMKC�A?QCQ��WMS�A?L�GLQR?JJ�?�LCU�KMBSJC�MP�KMBSJCQ�UGRFMSR�PC@MMRGLE�RFC�AMLRPMJJCP��UGRF�GRQ�QR?RGML
ICNR�PSLLGLE��4FGQ�BMCQ�LMR�?NNJW�GD�WMS�?PC�SNEP?BGLE��MP�BMULEP?BGLE	�?L�CVGQRGLE�KMBSJC�ML�RFC
AMLRPMJJCP�

` )D�LCCBCB��WMS�A?L�GLQR?JJ�?L�C?PJGCP.G?E?P?��TCPQGML�MD�?�KMBSJC��TCPQSQ�GRQ�J?RCQR! T?GJ?@JC
TCPQGMLbNPMTGBCB�RFC�C?PJGCP�TCPQGML�GQ�GL�WMSP7 MPI@CLAF]Q�QMDRU?PC�B?R?@?QC�

6GCUGLE�RFC�0#]Q�QMDRU?PC�B?R?@?QC
4FC�QMDRU?PC�B?R?@?QC�DMP7 MPI@CLAFGQ�JMA?RCB�SLBCP�RFC�3SNCPTGQMP�0#]Q3WQ�(MKC3WQ�(MKCsw QS@BGPCARMPW��)D
7 MPI@CLAFU?Q�GLQR?JJCB�SQGLE�RFCuse as an installation tool MNRGML��RFGQ�BGPCARMPW�AMLR?GLQ�QCTCP?J
QS@BGPCARMPGCQ�DMP�T?PGMSQ�BGQRPG@SRGML���BGQR	�eJCQ��UGRF�C?AF�QS@BGPCARMPW�L?KCB�@W�GRQ�QMDRU?PC�TCPQGML
LSK@CP��7FGJC�WMS�A?L�QCC�WMSPsw QS@BGPCARMPW�QRPSARSPC�SQGLE�7GLBMUQ�%VNJMPCP��RFGQ�NPMACBSPC�TGCUQ�RFC
B?R?@?QC�DPMK�UGRFGL7 MPI@CLAF

Prerequisites:
9MS�?PC�UMPIGLE�GL7 MPI@CLAF?LB�?PC�AMLLCARCB�RM�WMSP�3SNCPTGQMP�0#�MP�UMPIQR?RGML��4FC�KMBSJCQ�RM�GLQR?JJ
?PC�?T?GJ?@JC�ML�RFC�0#�

��3RCN )L�RFC�.?T�RPCC��CVN?LB-W�&GJC�3WQRCK-W�&GJC�3WQRCK� 3WQ�(MKC3WQ�(MKC?LB�BMS@JC
AJGAIQUQU�

.G?E?P?�0J?RDMPK�'SGBC 3MDRU?PC�-?L?ECP

-?P AF��������� ���



4FC$GP$GPCARMPW�,GQRCARMPW�,GQRDMP�WMSP�QWQRCK�FMKC�MNCLQ�

4FC�QAPCCL�A?NRSPC�GQ�?L�CV?KNJC�MD�RFC�TCPQGML�LSK@CP�L?KCQ�GL�?LQUQUQS@BGPCARMW��9MSP�L?KCQ
UGJJ�T?PW�

NOTE: 4M�CLQSPC�NPMNCP�MNCP?RGML��BM�LMR�K?LS?JJW�APC?RC�MP�PCL?KC�RFCQC�QS@BGPCARMPGCQ�
)LQRC?B��SQC�RFC3MDRU?P3MDRU?PC�-?L?ECPC�-?L?ECPRM�?SRMK?RGA?JJW�?BKGLGQRCP�RFGQ�B?R?@?QC�

)L�RFC.G?E?P?���� GLQR?JJ?RGML����������	��QFMUL�?@MTC��RFC�QMDRU?PC�B?R?@?QC�F?Q�QCTCP?J
TCPQGMLCB�QS@BGPCARMPGCQ�?Q�DMJJMUQ�

` ��������� PCfCARQ�RFC�TCPQGML�MD��BGQR�eJCQ�DMP�RFC�/P?AJC�*?T?���AMKN?AR��*2%�DMP�AMLRPMJJCPQ
�RUM�eJCQ��MLC�DMP�00#�NPMACQQMP�AMLRPMJJCPQ�?LB�MLC�DMP�RFC�!2-�NP MACQQMP*!#%
���� MP
*!#%
���� �

` 1.8.0.31.0 PCfCARQ�RFC�TCPQGML�MD��BGQR�eJCQ�DMP�RFC�/P?AJC�*?T?���3R?LB?PB�%BGRGML�*2%�DMP
7 GLBMUQ�NJ?RDMPKQ��RUM�eJCQ�MLC�DMP���
@GR�7GLBMUQ�?LB�MLC�DMP���
@GR�7GLBMUQ��C?PJGCP
TCPQGMLQ�MD.G?E?P?	�

` 4.0.11.0 PCfCARQ�RFC�ASPPCLR.G?E?P?PCJC?QC��@W�@SGJB�LSK@CP��)R�AMLR?GLQ�LSKCPMSQ
.G?E?P?LPC�AMLeE�?LB�AMPC��BGQR�eJCQ��GLQR?JJCB�@W�RFC7 MPI@CLAFGLQR?JJ?RGML�MNRGML�

` 4.0.25.0 PCfCARQ�RFC�TCPQGML�MD��BGQR�eJCQ�DMP�RFC�1.8�MNCP?RGLE�QWQRCK�DMP�AMLRPMJJCPQ��UGRF
DMSP�BGDDCPCLR��BGQR�eJCQ�

` 5.0.1 GLBGA?RCQ�RFC�TCPQGML�MD�?�DCU�NPMRMRWNC7 MPI@CLAFFCJN�KMBSJCQ�

` inbox NPMTGBCQ�?�KC?LQ�DMP�WMS�RM�AMNW�?LW�GLQR?JJ?@JC�eJC�FCPC��?LB�F?TC�RFC3MDRU?P3MDRU?PCC
-?L?ECP-?L?ECP ?SRMK?RGA?JJW�APC?RC�?�NPMNCP�TCPQGMLCB�QS@BGPCARMPW�DMP�GR��/P��GD�RFC�AMPPCAR
QS@BGPCARMPW�?JPC?BW�CVGQRQ��RFC3MDRU?P3MDRU?PC�-?L?ECPC�-?L?ECPAMNGCQ�RFC�GL@MV�eJC�Q	�RFCPC�

��3RCN 4M�TGCU�DMJBCP�BCR?GJQ�MP�RFC�BCR?GJQ�DMP�?L�GLBGTGBS?J�KMBSJC��BMS@JC
AJGAI�RFC�DMJBCP�MP�KMBSJC
L?KC�GL�RFC�.?T�RPCC�
! $GQRPG@SR$GQRPG@SRGML�6GML�6GCUGCUMD�RFC�DMJBCP�MP�KMBSJC�MNCLQ�

3MDRU?PC�-?L?ECP .G?E?P?�0J?RDMPK�'SGBC
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3CRRGLE�SN�RFC�QMDRU?PC�B?R?@?QC�GL�RFC�0#
7FGJC�QMDRU?PC�KMBSJCQ�?PC�SQS?JJW�N?PR�MD�?.G?E?P?GLQR?JJ?RGML��XGN�eJC��WMS�K?W�PCACGTC�?BBGRGML?J�KMBSJCQ
QCN?P?RCJW�

Prerequisites:
9MS�?PC�UMPIGLE�GL7 MPI@CLAF?LB�?PC�AMLLCARCB�RM�WMSP�3SNCPTGQMP�0#�MP�UMPIQR?RGML��4FC�KMBSJCQ�RM
GKNMPR�?PC�?T?GJ?@JC�GL�?LMRFCP�JMA?RGML�ML�RFC�0#�

7FCL�PCACGTGLE�SNB?RCB�MP�LCU�KMBSJC��H?P�eJCQ��WMS�F?TC�RUM�@?QGA�MNRGMLQ�UFCL�AMNWGLE�RFCK�RM�WMSP
7 MPI@CLAF0#�

` 9MS�K?W�AMNW�RFC�KMBSJCQ�BGPCARJW�GLRM�WMSP!/modules DMJBCP��4FGQ�K?ICQ�RFC�KMBSJC�Q	�?T?GJ?@JC�RM
WMSP7 MPI@CLAFCLTGPMLKCLR��?LB�?JQM�?T?GJ?@JC�RM�GLQR?JJ�GL�MRFCP�PCKMRC�NJ?RDMPKQ��UFCL�RFC�GLQR?JJCP
PSLQ��GR�AMNGCQ�RFC�KMBSJC�Q	�GLRM�WMSP�QMDRU?PC�B?R?@?QC��K?IGLE�RFCK�?T?GJ?@JC�DMP�PCKMRC�NJ?RDMPK
GLQR?JJ?RGML	��4FGQ�GQ�RFC�RWNGA?J�AFMGAC�

` 9MS�K?W�SNB?RC�RFC�QMDRU?PC�B?R?@?QC�@W�AMNWGLE�RFC�KMBSJCQ�MP��BGQR�eJCQ�GLRM�WMSP�AMKNSRCP]Q!/sw/
inbox DMJBCP��)L�RFGQ�A?QC��WMSP7 MPI@CLAFCLTGPMLKCLR�BMCQ�LMR�SQC�RFC�KMBSJC�Q	�RFCKQCJTCQ��@SR
K?ICQ�RFCK�?T?GJ?@JC�GL�RFC�QMDRU?PC�B?R?@?QC�DMP�GLQR?JJ?RGML�GL�PCKMRC�NJ?RDMPKQ��4FGQ�UMSJB�@C�RFC
AFMGAC�UFCPC�WMS�U?LR�RM�ICCN�SQGLE�?�LCUCP��MP�MJBCP	�TCPQGML�MD�RFC�PCACGTCB�KMBSJC�Q	�GL�WMSP
7 MPI@CLAFCLTGPMLKCLR��!�QACL?PGM�RF?R�eRQ�FCPC�GQ�GD�WMS�PCACGTCB�MJBCP�TCPQGMLQ�MD�KMBSJCQ��NCPF?NQ
LCCBCB�RM�PCQRMPC�?L�MJBCP�@?AISN��BGQR�eJC�GL�?�ACPR?GL�PCKMRC�NJ?RDMPK�

#MNWGLE�RFC�KMBSJCQ�RM�RFC�AMKNSRCP]Q!/sw/inbox GQ�COSGT?JCLR�RM�SQGLE�RFC)KNMPR)KNMPR@SRRML�GL�RFC3MDRU?P3MDRU?PCC
-?L?ECP-?L?ECP��UFGAF�RFGQ�NPMACBSPC�BMASKCLRQ�

��3RCN %VN?LB�RFC0J?RDMPK0J?RDMPKLMBC�GL�RFC�.?T�RPCC�MP�BMS@JC
AJGAI0J?RDMPK0J?RDMPK�
4FC�AMLRCLRQ�MD�RFC�.?T�#MLR?GLCP�6GCU�MNCLQ�GL�RFC�RPCC�MP�GL�RFC�K?GL�TGCU�

��3RCN $MS@JC
AJGAI3MDRU?P3MDRU?PC�-?L?ECPC�-?L?ECP�
4FC3MDRU?P3MDRU?PC�-?L?ECPC�-?L?ECPTGCU�MNCLQ�

��3RCN %VN?LB�RFC�BPMN
BMUL�JGQR�MD�RFC)KNMPR)KNMPR@SRRML�

.G?E?P?�0J?RDMPK�'SGBC 3MDRU?PC�-?L?ECP

-?P AF��������� ���



4FC�JGQR�NPMTGBCQ�RFPCC�MNRGMLQ�

` )KNMPR�QMDRU?P)KNMPR�QMDRU?PC�DPC�DPMK�eJCQMK�eJCQMNCLQ�RFC�QR?LB?PB &GJC�#FMMQCP&GJC�#FMMQCPDPMK�UFGAF�WMS�A?L�L?TGE?RC�RM
RFC�KMBSJC�JMA?RGML�?LB�QCJCAR�MLC�MP�KMPC�QMDRU?PC�eJCQ�DMP�GKNMPR�

` )KNMPR�QMDRU?P)KNMPR�QMDRU?PC�DPC�DPMK�BMK�BGPGPCARMPWCARMPWRFC�QR?LB?PB $GP$GPCARMPW�#FMMQCPCARMPW�#FMMQCPUGRF�UFGAF�RM�L?TGE?RC�RM�?LB
QCJCAR�?�BGPCARMPW�DMP�GLAJSQGML�MD�?LW�AMLR?GLCB�QMDRU?PC�eJCQ��&MP�CV?KNJC��WMS�KGEFR�BM�RFGQ
DMP�?L�C?PJGCP�GLQR?JJCB�QMDRU?PC�@SGJB��QCJCARGLE�GRQQUQUDMJBCP�MP�?�NMPRGML�RFCPCMD�

` )KNMPR�QMDRU?P)KNMPR�QMDRU?PC�DPC�DPMK�PMK�PCKMRC�FMQRCKMRC�FMQRMNCLQ�RFC�QR?LB?PB )KNMPR�DP)KNMPR�DPMK�0J?RDMPKMK�0J?RDMPKUGLBMU�GL�UFGAF
WMS�A?L�L?TGE?RC�RM�RFC�JMA?RGML�?LB�QCJCAR�MLC�MP�KMPC�QMDRU?PC�eJCQ�DMP�GKNMPR�

��3RCN 3CJCAR�MLC�MD�RFC�MNRGMLQ�
5NML�GKNMPR��RFC3MDRU?P3MDRU?PC�-?L?ECPC�-?L?ECP@SGJBQ�MP�PC
@SGJBQ�RFC�QMDRU?PC�JGQR��0MNSN�UGLBMUQ�MNCL
UFGJC�QMDRU?PC�eJCQ�?PC�@CGLE�AMNGCB��!DRCPU?PBQ��?LW�KMBSJCQ�RF?R�?PC�LCUCP
TCPQGMLCB��MP�RF?R
BGB�LMR�NPCTGMSQJW�CVGQR��?PC�PCNPCQCLRCB�GL�RFC�QMDRU?PC�R?@JC�

)D�GKNMPRCB�KMBSJCQ�?PC�C?PJGCP�TCPQGMLQ��RFCW�?PC�?JQM�?T?GJ?@JC�DMP�GLQR?JJ?RGML�

7FCL�WMS�?BB�BGDDCPCLR
TCPQGMLCB�GLQR?JJ?@JC�eJCQ��RFC�LSK@CP�MD�BGDDCPCLR�QS@BGPCARMPGCQ�SLBCP
WMSPQUQUBGPCARMPW�GLAPC?QC��"W�BCD?SJR��RFC3MDRU?P3MDRU?PC�-?L?ECPC�-?L?ECPBGQNJ?WQ�MLJW�RFC�KMQR�PCACLR
TCPQGML�MD�?LW�KMBSJC�?Q�RFC!! T?GJ��6T?GJ��6CPQGMLCPQGML�

/JBCP�QMDRU?PC�eJCQ��KMBSJCQ���BGQRQ	�?PC�?JQM�SQCDSJ�GL�WMSP�QMDRU?PC�B?R?@?QC�UFCL�PCQRMPGLE�?
@?AISN��BGQR�DMP�RFC�AMLRPMJJCP��GD�RFC�@?AISN�U?Q�K?BC�SQGLE�?�NPCTGMSQ�QMDRU?PC�PCJC?QC��9MS
SQC�RFC�NJ?RDMPK$GQRPG@SR$GQRPG@SRGML�&GJC�)LQR?JGML�&GJC�)LQR?JJCPJCPRM�PCQRMPC�?�@?AISN�

)LQR?JJGLE�KMBSJCQ�GL�?�PCKMRC�NJ?RDMPK
9MS�K?W�SNEP?BC�MP�BMULEP?BC�RFC�QMDRU?PC�GL�?�PCKMRC�AMLRPMJJCP�

Prerequisites:
9MS�?PC�UMPIGLE�GL7 MPI@CLAF?LB�?PC�AMLLCARCB�RM�?�PCKMRC�NJ?RDMPK��4FC�KMBSJCQ�RM�GLQR?JJ�?PC�?T?GJ?@JC�ML
RFC�0#��!DRCP�GLQR?JJGLE�RFC�KMBSJCQ��WMS�UGJJ�@C�NPMKNRCB�RM�PC@MMR�RFC�AMLRPMJJCP��!LW�AMLRPMJJCB�COSGNKCLR
RF?R�KGEFR�@C�?BTCPQCJW�?DDCARCB�@W�RFC�AMLRPMJJCP]Q�QR?RGML�QRMNNGLE�?LB�RFCL�FMQR�PC@MMRGLE��DPMK�QMDRU?PC
AF?LECQ	�GQ�NSR�GL�?�K?LS?JJW�AMLRPMJJCB�QR?RC�

��3RCN %VN?LB�RFC0J?RDMPK0J?RDMPKLMBC�GL�RFC�.?T�RPCC�MP�BMS@JC
AJGAI0J?RDMPK0J?RDMPK�
4FC�AMLRCLRQ�MD�RFC�.?T�#MLR?GLCP�6GCU�MNCLQ�GL�RFC�RPCC�MP�GL�RFC�K?GL�TGCU�

��3RCN $MS@JC
AJGAI3MDRU?P3MDRU?PC�-?L?ECPC�-?L?ECP�

3MDRU?PC�-?L?ECP .G?E?P?�0J?RDMPK�'SGBC
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)D�RFGQ�GQ�RFC�ePQR�RGKC�WMS�F?TC�?AACQQCB�RFC3MDRU?P3MDRU?PC�-?L?ECPC�-?L?ECP��GR�AMNGCQ�KMBSJCQ�DPMK�WMSP3WQ3WQ
(MKC(MKC !/modules DMJBCP�GLRM�?�@SGJB
L?KCB�QS@DMJBCP�GL�WMSP�QMDRU?PC�B?R?@?QC��!/sw 	��DMP
CV?KNJC!/sw/4.13.11.0 �

#MNWGLE�?JQM�MAASPQ�UFCL�WMS�GKNMPR�QMDRU?PC�GLRM�WMSP�JMA?J�QMDRU?PC�B?R?@?QC��4FCL�CTCPW
RGKC�WMS�?AACQQ�RFC3MDRU?P3MDRU?PC�-?L?ECPC�-?L?ECPGR�PC@SGJBQ�RFC�KMBSJCQ�JGQR��PCfCARGLE�RFC�J?RCQR�PCTGQGML
MD�WMSP�?T?GJ?@JC�KMBSJCQ��?Q�UCJJ�KMBSJCQ�ASPPCLRJW�GLQR?JJCB�GL�RFC�MNCLCB�NJ?RDMPK�

4FC3MDRU?P3MDRU?PC�-?L?ECPC�-?L?ECPJGQRQ�?JJ�RFC�PCKMRC�NJ?RDMPK]Q�MSR
MD
B?RC�KMBSJCQ�?R�RFC�RMN�MD�RFC�R?@JC�
RFCL�JGQRQ�RFC�SLGLQR?JJCB�KMBSJCQ��?LB�J?QRJW�RFC�SN
RM
B?RC�KMBSJCQ��QMPRCB�?JNF?@CRGA?JJW	�

NOTE: 4FC3MDRU?P3MDRU?PC�-?L?ECPC�-?L?ECPTGCU�?LB#MKKGQQGMLGLE�7#MKKGQQGMLGLE�7GX?PGX?PBB]Q3MDRU?P3MDRU?PC�)LQR?JC�)LQR?JJ?RJ?RGMLGMLQRCN
GLAJSBC�QGEL?RSPC�QR?RSQ�GAMLQ�GL�RFC�)LQR?JJCB�6CPQGML�?LB�!T?GJ?@JC�6CPQGML�AMJSKLQ�GLBGA?RGLE�RFC
QGEL?RSPC�QR?RSQ�MD�RFC�GLQR?JJCB�?LB�?T?GJ?@JC�KMBSJCQ��!RRCKNRGLE�RM�GLQR?JJ�KMBSJCQ�UGRF
QGEL?RSPC�U?PLGLEQ��GLBGA?RCB�@W�?�WCJJMU GAML	�MNCLQ�?�QGEL?RSPC�U?PLGLE�UGLBMU��?LB
?RRCKNRGLE�RM�GLQR?JJ�KMBSJCQ�UGRF�QGEL?RSPC�CPPMPQ��GLBGA?RCB�@W�?�PCB GAML	�A?SQCQ�RFC
GLQR?JJ?RGML�RM�D?GJ��&MP�BCR?GJQ�PCDCP�RM��RFCNiagara Third Party Module Signing ESGBC�

��3RCN 4M�QMPR�RFC�KMBSJC�JGQR�?JNF?@CRGA?JJW��AJGAI�?�AMJSKL�RGRJC�

��3RCN 4M�PCBSAC�RFC�LSK@CP�MD�KMBSJCQ�BGQNJ?WCB�@W�RFC�R?@JC��AJGAI�RFC�eJRCP�GAML�� 	�GL�RFC�SNNCP
JCDR�AMPLCP�MD�RFC�TGCU�

.G?E?P?�0J?RDMPK�'SGBC 3MDRU?PC�-?L?ECP

-?P AF��������� ���



4FC%B%BGR�&GJGR�&GJRCPRCPUGLBMU�MNCLQ�

9MS�A?L�SQC�CGRFCPFilter by status MPFilter by name ��MP�?�AMK@GL?RGML�MD�RFC�RUM�

��3RCN 3CJCAR�RFC�eJRCP�MNRGML�Q	�?LB�AJGAI!NNJW!NNJW�

��3RCN 4M�TGCU�BCR?GJQ�?@MSR�?�QNCAGeA�KMBSJC��BMS@JC
AJGAI�GRQ�PMU�GL�RFC�R?@JC�

3MDRU?PC�-?L?ECP .G?E?P?�0J?RDMPK�'SGBC

��� -?P AF���������



4FC3MDRU?P3MDRU?PC�$CR?GJQC�$CR?GJQUGLBMU�MNCLQ�

4FGQ�UGLBMU�GLAJSBCQ�BCR?GJQ�?@MSR�RFC�KMBSJC]Q�QGEL?RSPC�QR?RSQ��!JQM�NPMTGBCB�GQ�?�JGLI�RM�TGCU
RFC�ACPRGeA?RC�RF?R�RFC�KMBSJC�GQ�QGELCB�UGRF��&MP�KMPC�BCR?GJQ�ML�QGEL?RSPC�QR?RSQCQ��PCDCP�RM�RFC
Niagara Third Party Module Signing ESGBC�

��3RCN 3CJCAR�MLC�MP�KMPC�KMBSJCQ�UFMQC�QR?RSQ�GQNot Installed �

.G?E?P?�0J?RDMPK�'SGBC 3MDRU?PC�-?L?ECP

-?P AF��������� ���



4FC�QR?RSQ�MD�RFC�QCJCARCB�KMBSJCQ�AF?LECQ�RMInstall <version> ��)D�WMS�QCJCAR�RFC�KMBSJCQ
?E?GL��RFC�@SRRML�AF?LECQ�RM#?LACJ�)LQR?J#?LACJ�)LQR?JJJ�

)D�?�QCJCARCB�KMBSJC�GQ�BCNCLBCLR�ML�KMBSJCQ�RF?R�?PC�LMR�?JPC?BW�GLQR?JJCB��MP�f?EECB�RM
GLQR?JJ	��RFC�)LQR?JJGLE�!BBGRGML?J�3MDRU?PC�UGLBMU�MNCLQ�

4FGQ�UGLBMU�CVNJ?GLQ�RF?R�?BBGRGML?J�QMDRU?PC�GQ�LCCBCB�

��3RCN 4M�AMLRGLSC��AJGAI/+/+ �
4FC3MDRU?P3MDRU?PC�-?L?ECPC�-?L?ECPf?EQ�RFC�?BBGRGML?J�KMBSJCQ�?LB�AF?LECQ�RFC�QR?RSQ�MD�?JJ�?DDCARCB
KMBSJCQ�RMInstall <version> �

��3RCN 4M�GLQR?JJ�?L�C?PJGCP�TCPQGML�MD�?�QNCAGeA�KMBSJC��PGEFR
AJGAI�RFC�KMBSJC�?LB�AJGAI�RFC�C?PJGCP
TCPQGML�
4FC�C?PJGCP�TCPQGML�KSQR�@C�?T?GJ?@JC�GL�RFC�3SNCPTGQMP�0#]Q�QMDRU?PC�B?R?@?QC�

���3RCN !DRCP�?JJ�KMBSJCQ�RM�GLQR?JJ�MP�PCNJ?AC�?PC�QCJCARCB��AJGAI#MKKGR#MKKGR�

3MDRU?PC�-?L?ECP .G?E?P?�0J?RDMPK�'SGBC

��� -?P AF���������



7FCL�WMS#MKKGR#MKKGR��MLC�MD�RFCQC�RUM�RFGLEQ�F?NNCLQ�?DRCP�RFC3MDRU?P3MDRU?PC�-?L?ECPC�-?L?ECPAMNGCQ�RFC
KMBSJC�eJCQ�DPMK�RFC�3SNCPTGQMP�0#]Q�QMDRU?PC�B?R?@?QC�RM�RFC�PCKMRC�AMLRPMJJCP�

` )D�WMS�?PC�SNEP?BGLE�MP�BMULEP?BGLE�KMBSJCQ��?�AMLePK?RGML�UGLBMU�MNCLQ��4FGQ�UGLBMU
?BTGQCQ�WMS�RF?R�RFC�QR?RGML�KSQR�@C�QRMNNCB�?LB�RFC�FMQR�PC@MMRCB��!DRCP�RFC�QMDRU?PC
MNCP?RGML�AMKNJCRCQ��RFC�FMQR�PC@MMRQ�

` )L�K?LW�A?QCQ��GD�WMS�?PC�MLJW�GLQR?JJGLE�LCU�KMBSJC�Q	��KC?LGLE�KMBSJCQ�LMR�NPCTGMSQJW
GLQR?JJCB��RFC�QMDRU?PC�GQ�GKKCBG?RCJW�GLQR?JJCB�?LB�RFC�QR?RGML�AMLRGLSCQ�PSLLGLE�ML�RFC
NJ?RDMPK�

5NEP?BGLE�MSR
MD
B?RC�KMBSJCQ
7FCLCTCP�MLC�MP�KMPC�JMA?J�KMBSJCQ�?PC�LCUCP�RF?L�GL�RFC�KMBSJCQ�GL�?L�MNCLCB�NJ?RDMPK��RFC3MDRU?P3MDRU?PCC
-?L?ECP-?L?ECP CL?@JCQ�?L5NEP?BC�!J5NEP?BC�!JJ�/SR�MD�$?RCJ�/SR�MD�$?RC@SRRML��4FGQ�?JJMUQ�WMS�RM�f?E�?JJ�MSR
MD
B?RC�KMBSJCQ�RM�@C
SNEP?BCB��5LJGIC�MRFCP�?ARGML�@SRRMLQ��QNCAGeA�GRCK�Q	�BM�LMR�LCCB�QCJCARGML�ePQR�

4FC�NJ?RDMPK�GQ�AMLeESPCB�?LB�PSLLGLE�

��3RCN /NCL�?�QCASPC�NJ?RDMPK�AMLLCARGML�RM�?�R?PECR�AMLRPMJJCP�

��3RCN %VN?LB�RFC0J?RDMPK0J?RDMPKAMLR?GLCP�GL�RFC�.?T�RPCC�?LB�BMS@JC
AJGAI�RFC3MDRU?P3MDRU?PC�-?L?ECPC�-?L?ECPAMLR?GLCP�
4FC3MDRU?P3MDRU?PC�-?L?ECPC�-?L?ECPAMKN?PCQ�RFC�KMBSJCQ�ML�RFC�3SNCPTGQMP�NJ?RDMPK�UGRF�RFC�KMBSJCQ�GL
C?AF�MNCL�NJ?RDMPK��)D�?�KMBSJC�ML�RFC�3SNCPTGQMP�QGBC�GQ�LCUCP�RF?L�GRQ�COSGT?JCLR�ML�RFC
AMLRPMJJCP�QGBC��RFC3MDRU?P3MDRU?PC�-?L?ECPC�-?L?ECPCL?@JCQ�RFC5NEP?BC�!J5NEP?BC�!JJ�/SR�MD�$?RCJ�/SR�MD�$?RC@SRRML�

��3RCN #JGAI�RFC5NEP?BC�!J5NEP?BC�!JJ�/SR�MD�$?RCJ�/SR�MD�$?RC@SRRML�
4FC�QR?RSQ�MD�?JJ�MSR
MD
B?RC�KMBSJCQ�AF?LECQ�RMUpgrade to <version >��UFCPC<version > GQ
RFC�J?RCQR�TCPQGML�?T?GJ?@JC�

2CKMTGLE�KMBSJCQ�DPMK�?�PCKMRC�NJ?RDMPK
-MBSJCQ�WMS�PCKMTC�DPMK�?�PCKMRC�NJ?RDMPK�K?W�@C�SN
RM
B?RC�MP�MSR
MD
B?RC��@SR�LM�MRFCP�KMBSJCQ�A?L�@C
BCNCLBCLR�SNML�RFCK�

Prerequisites:
9MS�?PC�UMPIGLE�GL7 MPI@CLAF?LB�?PC�AMLLCARCB�RM�?�PCKMRC�NJ?RDMPK�

��3RCN %VN?LB�RFC0J?RDMPK0J?RDMPKLMBC�GL�RFC�.?T�RPCC�MP�BMS@JC
AJGAI0J?RDMPK0J?RDMPK�
4FC�AMLRCLRQ�MD�RFC�.?T�#MLR?GLCP�6GCU�MNCLQ�GL�RFC�RPCC�MP�GL�RFC�K?GL�TGCU�

��3RCN $MS@JC
AJGAI3MDRU?P3MDRU?PC�-?L?ECPC�-?L?ECP�

.G?E?P?�0J?RDMPK�'SGBC 3MDRU?PC�-?L?ECP

-?P AF��������� ���



4FC3MDRU?P3MDRU?PC�-?L?ECPC�-?L?ECPTGCU�MNCLQ�

��3RCN 3APMJJ�BMUL�?LB�QCJCAR�RFC�KMBSJC�Q	�RM�BCJCRC�
-MBSJC�QR?RSQ�K?W�@C�CGRFCPUp to Date MPOut of Date �
)D�MRFCP�GLQR?JJCB�KMBSJCQ�?PC�BCNCLBCLR�ML�MLC�MP�KMPC�MD�RFC�KMBSJCQ�WMS�QCJCARCB��?#?LLMR#?LLMR
5LGLQR?J5LGLQR?JJ�-MBSJCJ�-MBSJCUGLBMU�MNCLQ�

��3RCN 9MS�A?L�BCAGBC�RM�PCf?E�?LMRFCP�SLGLQR?JJ��QCJCARGLE�?JQM�?JJ�KMBSJCQ�RF?R�?PC�BCNCLBCLR�

3MDRU?PC�-?L?ECP .G?E?P?�0J?RDMPK�'SGBC

��� -?P AF���������



Chapter 10. Station Copier
4FC3R?R3R?RGML�#MNGCPGML�#MNGCPGQ�MLC�MD�QCTCP?J�NJ?RDMPK�TGCUQ��9MS�SQC�GR�RM�GLQR?JJ�?�QR?RGML�GL�?LW.G?E?P?��NJ?RDMPK
�PCKMRC�MP�JMA?J	��?Q�UCJJ�?Q�K?IC�?�AMNW�GL�WMSP�SQCP�FMKC�MD�?LW�PSLLGLE�QR?RGML��PCKMRC�MP�JMA?J	��9MS�A?L
?JQM�SQC3R?R3R?RGML�#MNGCPGML�#MNGCPRM�PCL?KC�?LB�BCJCRC�QR?RGMLQ��CGRFCP�JMA?JJW�MP�PCKMRCJW�

NOTE: 4M�AMNW�QR?RGMLQ��GR�GQ�QRPMLEJW�PCAMKKCLBCB�RM�SQC�RFC�3R?RGML�#MNGCP�RMMJ�P?RFCP�RF?L�AMNWGLE�RFCK
GL�RFC�eJC�QWQRCK��5QGLE�RFC�3R?RGML�#MNGCP�RMMJ�CLQSPCQ�RF?R�SQCP�N?QQUMPBQ�?PC�NPMNCPJW�RP?LQAMBCB��?LB�RF?R
WMS�A?L�JME�GLRM�RFC�QR?RGML�?LB�SQCPQ�?PC�SQ?@JC�GL�RFC�AMNGCB�QR?RGML�

)L .G?E?P?��RFCPC�GQ�?BBCB�QSNNMPR�DMP�TCPGDWGLE�RFGPB
N?PRW�KMBSJC�QGEL?RSPCQ��7FCL�GLQR?JJGLE�?�QR?RGML�RF?R
PCOSGPCQ�?BBGRGML?J�BCNCLBCLAGCQ�RM�@C�GLQR?JJCB�SQGLE�RFC3R?R3R?RGML�#MNGCPGML�#MNGCP��?LW�KMBSJC�QGEL?RSPC�U?PLGLEQ�DMP
RFC�BCNCLBCLAGCQ�?PC�BGQNJ?WCB�GL�?3GEL?RSP3GEL?RSPC�7C�7 ?PLGLE?PLGLEUGLBMU��?LB�?LW�KMBSJC�QGEL?RSPC�CPPMPQ�A?SQC�RFC
QR?RGML�AMNW�RM�D?GJ��&MP�KMPC�BCR?GJQ��QCCNiagara Third Party Module Signing�

9MS�QCC�RFC3R?R3R?RGML�#MNGCPGML�#MNGCPTGCU�CTCL�UFCL�MNCLGLE�?�JMA?J�NJ?RDMPK�AMLLCARGML�?R�WMSP3SNCPTGQMPAMKNSRCP
?Q�UCJJ�?Q�UFCL�MNCLGLE�?�PCKMRC.G?E?P?FMQR��4FC�DMJJMUGLE�eESPC�QFMUQ�RFC3R?R3R?RGML�#MNGCPGML�#MNGCPGL�?�NJ?RDMPK
AMLLCARGML�RM�?�AMLRPMJJCP�

!Q�QFMUL�?@MTC��RFC3R?R3R?RGML�#MNGCPGML�#MNGCPTGCU�GQ�QNJGR�GLRM�RUM�K?GL�?PC?Q�

` 3R?RGMLQ�ML�WMSP7 MPI@CLAF0#��RWNGA?JJW�WMSP�5QCP�(MKC��JCDR	

` 3R?RGML�GL�RFC�B?CKML�5QCP�(MKC�MD�RFC�MNCLCB�NJ?RDMPK��PGEFR	

"W�BCD?SJR��AMLRCLRQ�MD�WMSP�5QCP�(MKC�QR?RGMLQ�DMJBCP�GQ�QFMUL�ML�RFC�JCDR�QGBC��)D�WMS�F?TC�QR?RGML�DMJBCPQ
JMA?RCB�CJQCUFCPC��AJGAI�RFC�DMJBCP�GAML�DMP�?#F?LEC�$GP#F?LEC�$GPCARMPWCARMPWUGLBMU��?LB�NMGLR�RFC3R?R3R?RGML�#MNGCPGML�#MNGCPRFCPC�
4F?R�AF?LECB�JMA?RGML�GQ�SQCB�RFC�LCVR�RGKC�WMS�?AACQQ�RFC3R?R3R?RGML�#MNGCPGML�#MNGCP�

Figur e 19. %V?KNJC�3R?RGML�#MNGCP�TGCU�DMP�PCKMRC�NJ?RDMPK

.G?E?P?�0J?RDMPK�'SGBC 3R?RGML�#MNGCP

-?P AF��������� ���



#MNWGLE�?�QR?RGML
3R?RGML�GLQR?JJ?RGML�SQS?JJW�GLTMJTCQ�AMNWGLE�?L�CVGQRGLE�QR?RGML�DPMK�RFC7 MPI@CLAFSQCP�FMKC�RM�?�R?PECR
AMLRPMJJCP�NJ?RDMPK��4FC�NPMACBSPC�SQCQ�RFC3R?R3R?RGML�4GML�4P?LQDCP�7P?LQDCP�7GX?PGX?PBB�

Prerequisites:
!J J�F?PBU?PC��0#�MP�AMLRPMJJCP	�F?Q�@CCL�GLQR?JJCB�?LB�AMLLCARCB��4FC�AMLRPMJJCP�F?Q�@CCL�AMKKGQQGMLCB�?LB
LCRUMPI�AMKKSLGA?RGML�AMLeESPCB��4FC�QR?RGML�WMS�UGQF�RM�GLQR?JJ�CVGQRQ�GL�RFC7 MPI@CLAFSQCP�FMKC�

4FGQ�RMNGA�GQ�N?PR�MD�AMLeESPGLE�?�QR?RGML�DMP�RFC�ePQR�RGKC�MP�SNEP?BGLE�?�QR?RGML�DPMK�?�NPCTGMSQ�TCPQGML�MD
.G?E?P?�

��3RCN /NCL�?�QCASPC�NJ?RDMPK�AMLLCARGML�RM�RFC�R?PECR�AMLRPMJJCP��RFC�MLC�ML�UFGAF�WMS�UGQF�RM�GLQR?JJ
RFC�QR?RGML�

��3RCN %VN?LB�RFC0J?RDMPK0J?RDMPKAMLR?GLCP�GL�RFC�.?T�RPCC�?LB�BMS@JC
AJGAI�RFC3WQRCK�#MNGCP3WQRCK�#MNGCP�

4FC�AMNGCP�UMPIQ�GL�CGRFCP�BGPCARGML�

��3RCN )D�RFC�QR?RGML�GQ�JMA?RCB�CJQCUFCPC��AJGAI�RFC�DMJBCP�GAML��	�DMP�?#F?LEC�$GP#F?LEC�$GPCARMPWCARMPWUGLBMU��?LB
NMGLR�RFC3R?R3R?RGML�#MNGCPGML�#MNGCPRFCPC��4FC3R?R3R?RGML�#MNGCPGML�#MNGCPSQCQ�RFGQ�JMA?RGML�RFC�LCVR�RGKC�WMS�?AACQQ�GR�

��3RCN #JGAI�RM�QCJCAR�?�QR?RGML�ML�MLC�QGBC��RM�AMNW�RM�RFC�MRFCP�QGBC	�?LB�AJGAI�RFC#MNW#MNW@SRRML�RF?R
NMGLRQ�RM�RFC�MRFCP�QGBC�MD�RFC�TGCU�

3R?RGML�#MNGCP .G?E?P?�0J?RDMPK�'SGBC

��� -?P AF���������



7FCL�WMS�AJGAI�?�QR?RGML��RFC�QR?RGML�GQ�QCJCARCB��FGEFJGEFRCB	�?LB�RFC�?NNPMNPG?RC#MNW#MNW@SRRML�@W
BGPCARGML�@CAMKCQ�?T?GJ?@JC��4FGQ�AJ?PGeCQ�RFC�QMSPAC�?LB�R?PECR�JMA?RGMLQ�

#JGAIGLE�GL�PGEFR�QGBC�DMP�?�AMNW�DPMK�RFC�B?CKML�5QCP�(MKC�RM�RFC7 MPI@CLAF5QCP�(MKC
K?ICQ�?�JMA?J�AMNW�MD�?�QR?RGML��Q?TCB�RM�WMSP7 MPI@CLAFAMKNSRCP��4FGQ�GQ�BCQAPG@CB�?Q�?
@?AISN�

NOTE: !Q�MD.G?E?P?����� ��RFC�3R?RGML�4P?LQDCP�7GX?PB�NPMKNRQ�WMS�RM�QCJCAR�UFCRFCP�RM�SQC�RFC
QWQRCK�N?QQNFP?QC�MP�CLRCP�RFC�BCQGPCB�ASQRMK�N?QQNFP?QC�

4FC�3R?RGML�#MNGCP�BGQNJ?WQ�^,M?BGLE�KMBSJC�GLDMPK?RGML_�?LB��GD�?JJ�LCCBCB�KMBSJCQ�?PC
?T?GJ?@JC��J?SLAFCQ�RFC3R?R3R?RGML�4GML�4P?LQDCP�7P?LQDCP�7GX?PGX?PBB�

)D�?LW�KMBSJC�LCCBCB�@W�RFC�QR?RGML�F?Q�?�BCNCLBCLAW�RF?R�PCOSGPCQ�RFC�AMLRPMJJCP��NJ?RDMPK	�RM
@C�AMKKGQQGMLCB��AMKKGQQGMLGLE�SNEP?BCQ�AMPC�QMDRU?PC�MP�RFC�MNCP?RGLE�QWQRCK	��RFC�QR?RGML
GLQR?JJ?RGML�QRMNQ�GKKCBG?RCJW��BGQNJ?WQ�?�KCQQ?EC��?LB�NPMTGBCQ�RFC�MNRGML�RM�QR?PR�RFC
#MKKGQQGMLGLE�7#MKKGQQGMLGLE�7GX?PGX?PBB GLQRC?B��4FC�LCCB�RM�AMKKGQQGML�?�AMLRPMJJCP�?PGQCQ�GD�WMS�?PC�GLQR?JJGLE�?
@P?LB�LCU�AMLRPMJJCP�MP�SNEP?BGLE�?�AMLRPMJJCP�DPMK�?L�MJB�TCPQGML�RM�LCU�TCPQGML�?LB�DMPEMR�RM
PSL�RFC#MKKGQQGMLGLE�7#MKKGQQGMLGLE�7GX?PGX?PBB�

7FCL�WMS�AJGAI#MNW#MNW��RFC3R?R3R?RGML�4GML�4P?LQDCP�7P?LQDCP�7GX?PGX?PBB ?RRCKNRQ�RM�T?JGB?RC�RFC�"/'�eJC] Q�N?QQNFP?QC
UGRF�RFC�R?PECR�FMQR�QWQRCK]Q�N?QQNFP?QC��)D�RFCW�?PC�RFC�Q?KC��RFC�NPMACQQ�AMLRGLSCQ�UGRFMSR
NPMKNRGLE�DMP�?�N?QQNFP?QC��)D�RFCW�?PC�BGDDCPCLR��RFC�UGX?PB�NPMKNRQ�DMP�RFC�eJC�N?QQNFP?QC�

)D�?�"/'�eJC�GQ�NPMRCARCB�UGRF�?L�SLILMUL�N?QQNFP?QC��WMS�A?L�SQC�RFC7 MPI@CLAFRMMJ@?P�GAML
RM�SLJMAI��DMPAC
PCKMTC	�RFC�N?QQNFP?QC��K?IGLE�RFC�eJC�SLNPMRCARCB��MP�^DMPAC
AF?LEC_�RFC
N?QQNFP?QC�RM�CLRCP�?�LCU�T?JSC��7FCL�WMS�AFMMQC�CGRFCP�MD�RFCQC�MNRGMLQ��?LW�QCLQGRGTC�B?R?�GL
RFC�eJC�?PC�AJC?PCB�

CAUTION: "C�?U?PC�RF?R�SLJMAIGLE��DMPAC
PCKMTC	�?LB�AF?LEGLE��DMPAC
AF?LEC	�RFC�N?QQNFP?QC
ML�?�"/'�eJC�P CQSJRQ�GL�RFC�JMQQ�MD�QCLQGRGTC�B?R?�GL�RFC�eJC�

��3RCN &MJJMU�RFC�UGX?PB�NPMKNRQ�AJGAIGLE.CVR.CVRMP"?AI"?AI ?Q�LCACQQ?PW�
7FCL�AMNWGLE�DPMK 7 MPI@CLAFRM�?�PCKMRC�NJ?RDMPK��LMR�?JJ�RWNCQ�MD�eJCQ�A?L�@C�RP?LQDCPPCB��&MP
CV?KNJC��RFC�AMNGCP�BMCQ�LMR�?JJMU�?J?PK�?LB�FGQRMPW�B?R?�RM�@C�RP?LQDCPPCB��4FGQ�GQ�RPSC�CTCL�GD
WMS�AFMMQC�RFC�MNRGML�RMCopy every file in the station directory and its
subdirectories ��!LB��GD�WMS�AFMMQC�RFC�MNRGML�RMCopy files from selected directories ��GR
BMCQ�LMR�?JJMU�WMS�RM�QCJCAR�?LW�?J?PK�MP�FGQRMPW�DMJBCP�MP�QS@DMJBCP��4M�GLAJSBC�QSAF�B?R?�
NCPDMPK�?�@?AISN�PCQRMPC�MNCP?RGML�GLQRC?B��RF?R�GQ�@?AI�SN�RFC�QR?RGML�RM�?*.dist eJC�K?IGLE
QSPC�RM�CBGR�RFC�BCD?SJR�@?AISN�QCRRGLEQ�RM�LMR�CVAJSBC��GLAJSBC	�?J?PKQ�?LB�FGQRMPW�B?R?�
)D�RFC�QR?RGML�GQ�PSLLGLE��RFC�UGX?PB�GLDMPKQ�RF?R�GR�UGJJ�QRMN�?LB�PCQR?PR�RFC�QR?RGML�

.G?E?P?�0J?RDMPK�'SGBC 3R?RGML�#MNGCP
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��3RCN 2CTGCU�?JJ�RFC�AF?LECQ�WMS�QCJCARCB�?LB�AJGAI&GLGQF&GLGQF�
4FC�UGX?PB�BGQNJ?WQ�GLQR?JJ?RGML�NPMEPCQQ�GL�RFC44P?LQDCPPGLE�QR?RP?LQDCPPGLE�QR?RGMLGMLUGLBMU�

��3RCN 4M�AMKNJCRC�RFC�MNCP?RGML��AJGAI#JMQC#JMQC�
4FC�3R?RGML�#MNGCP�NPMKNRQ�WMS�RM�MNCL�RFC�!NNJGA?RGML�$GPCARMP�LMU�

��3RCN 4M�TGCU�RFC�QR?RGML�JME��AJGAI99CQCQ�

3R?RGML�#MNGCP�BCNCLBCLAGCQ�AFCAI
4FC3R?R3R?RGML�#MNGCPGML�#MNGCPAFCAIQ��UFCLCTCP�GLQR?JJGLE�?�QR?RGML��RM�BCRCPKGLC�GD�RFC�R?PECR�AMLRPMJJCP�NJ?RDMPK�BMCQ
LMR�?JPC?BW�F?TC�?JJ�KMBSJCQ�GLQR?JJCB�RF?R�?PC�PCOSGPCB�@W�RF?R�QR?RGML��3SAF�BCNCLBCLAGCQ�K?W�NPCTCLR�RFC
GLQR?JJ?RGML�MD�?�QCJCARCB�QR?RGML��#F?LECQ�?PC�QSKK?PGXCB�?Q�DMJJMUQ�

)D�?LW�KMBSJC�LCCBCB�@W�RFC�QR?RGML�F?Q�?�BCNCLBCLAW�RF?R�PCOSGPCQ�RFC�AMLRPMJJCP�RM�@C�AMKKGQQGMLCB
�SNEP?BC�AMPC.G?E?P?QMDRU?PC�MP�1.8�/3	��R FC�QR?RGML�GLQR?JJ�GKKCBG?RCJW�QRMNQ��SNML�QR?RGML�QCJCARGML�
3RCNQ�GL�RFC3R?R3R?RGML�4GML�4P?LQDCP�7P?LQDCP�7GX?PGX?PBB BM�LMR�?NNC?P��!�B G?JME�CVNJ?GLQ�RFC�AMLRPMJJCP�LCCBQ�AMKKGQQGMLGLE��?LB
NPMTGBCQ�RFC�MNRGML�RM�QR?PR�RFC#MKKGQQGMLGLE�7#MKKGQQGMLGLE�7GX?PGX?PBB��?Q�QFMUL�FCPC�

#JGAI99CQCQRM�QR?PR�RFC#MKKGQQGMLGLE�7#MKKGQQGMLGLE�7GX?PGX?PBB��MP.M.M RM�QGKNJW�PCRSPL�RM�RFC�3R?RGML�#MNGCP�

4FGQ�K?W�MAASP�GD�?PC�RPWGLE�RM�GLQR?JJ�?�QR?RGML�GL�?�LCU��SLAMKKGQQGMLCB�AMLRPMJJCP��$CQNGRC�BMASKCLR?RGML�RM
ePQR�AMKKGQQGML�?LW�LCU�AMLRPMJJCP�SQGLE�RFC�NJ?RDMPK#MKKGQQGMLGLE�7#MKKGQQGMLGLE�7GX?PGX?PBB��RFGQ�AMLRGLSCQ�RM�MAA?QGML?JJW
AMKC�SN��&MP�AMKNJCRC�BCR?GJQ��QCC�RFCJACE Niagara 4 Install and Startup Guide�

)D�?JJ�KMBSJCQ�LCCBCB�@W�RFC�QR?RGML�?PC�DMSLB�ML�WMSP�0#��RFC3R?R3R?RGML�4GML�4P?LQDCP�7P?LQDCP�7GX?PGX?PBB QR?PRQ�LMPK?JJW�
(MUCTCP��SNML�PC?AFGLE�RFC�^-MBSJCQ�QRCN_��GL�QMKC�A?QCQ�WMS�K?W�QCC�?�A?SRGML�

3R?RGML�4P?LQDCP�7GX?PB
4FGQ�UGX?PB�?QQGQRQ�UGRF�?LW�QR?RGML�AMNW��GLQR?JJGLE�MP�@?AIGLE�SN	�@W�NPCQCLRGLE�?�LSK@CP�MD�QRCNQ��4FC�CV?AR
QRCNQ�T?PW�@W�RFC�BGPCARGML�MD�AMNW��?Q�UCJJ�WMSP�QCJCARGMLQ�GL�UGX?PB�QRCN�BG?JMEQ�

4FC�UGX?PB�@SRRMLQ�AMLRPMJ�NPMEPCQQ�

` .CVR.CVR?BT?LACQ�RM�RFC�LCVR�QRCN�

` "?AI"?AI PCRSPLQ�RM�?�NPCTGMSQ�QRCN�

` #?LACJ#?LACJCVGRQ�DPMK�RFC�UGX?PB�UGRFMSR�AMNWGLE�RFC�QR?RGML��)D�RFC�QMSPAC�QR?RGML�AMLeE�@ME�eJC�GQ�JMAICB��RFC
UGX?PB�MNCLQ�GL�?�QR?RC�UFCPC�WMS�KSQR�A?LACJ��.M�MRFCP�MNRGML�GQ�?T?GJ?@JC��!�QR?RGML�GQ�JMAICB�GD�

` 4FC�QMSPAC�AMLeE�@ME�AMLR?GLQ�SLQ?TCB�AF?LECQ��RF?R�GQ��GR�GQ�@CGLE�CBGRCB�CJQCUFCPC�GL7 MPI@CLAF�
!DRCP�Q?TGLE�RFC�AF?LECQ��WMS�A?L�RPW�RM�AMNW�?E?GL�

` 4FC�QR?RGML�QMSPAC�AMLeE�@ME�GQ�ASPPCLRJW�GL�RFC�NPMACQQ�MD�@CGLE�Q?TCB��4PW�RFC�AMNW�?E?GL�J?RCP�

` &GLGQF&GLGQFGQ�CL?@JCB�MLJW�GL�RFC�eL?J�QRCN��7FCL�WMS�AJGAI&GLGQF&GLGQF��RFC�AMNW�@CEGLQ�?LB�WMS�QCC�NPMEPCQQ
SNB?RCQ�GL�RFC44P?LQDCPPGLE�3R?RP?LQDCPPGLE�3R?RGMLGMLUGLBMU�

Figur e 20. 5LAMKGQQGMLCB�(MQR�UGLBMU

3R?RGML�#MNGCP .G?E?P?�0J?RDMPK�'SGBC
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` #JMQC#JMQCCVGRQ�RFC�UGX?PB�UFCL�RFC�AMNW�GQ�AMKNJCRC�

4P?LQDCPPGLE�?�QR?RGML�RM�?�AMLRPMJJCP
4FC�3R?RGML�4P?LQDCP�7GX?PB�?QQGQRQ�UGRF�?LW�QR?RGML�AMNW��GLQR?JJGLE�MP�@?AIGLE�SN	�@W�NPCQCLRGLE�?�LSK@CP�MD
QRCNQ��4FC�CV?AR�QRCNQ�T?PW�@W�RFC�BGPCARGML�MD�AMNW��?Q�UCJJ�WMSP�QCJCARGMLQ�GL�UGX?PB�UGLBMUQ��)L�C?AF�QRCN�
AJGAI.CVR.CVRRM�?BT?LAC�RM�RFC�LCVR�QRCN��!Q�LCCBCB��AJGAI"?AI"?AI RM�PCRSPL�RM�?�NPCTGMSQ�QRCN�?LB�K?IC�AF?LECQ�
MP�AJGAI#?LACJ#?LACJRM�CVGR�DPMK�RFC�UGX?PB��LM�QR?RGML�AMNW�NCPDMPKCB	�

Prerequisites:
9MS�?PC�UMPIGLE�GL7 MPI@CLAFPSLLGLE�ML�?�0#�?LB�?PC�AMLLCARCB�RM�RFC�PCKMRC�QR?RGML�

��3RCN 3RMN�RFC�PCKMRC�QR?RGML�

��3RCN )L�RFC�0#��CVN?LB0J?RDMPK0J?RDMPK?LB�BMS@JC
AJGAI3R?R3R?RGML�#MNGCPGML�#MNGCP�
4FC3R?R3R?RGML�#MNGCPGML�#MNGCPTGCU�MNCLQ�

��3RCN 4M�AMNW�RFC�QMSPAC�QR?RGML�"/'�eJC�DPMK�RFC�AMKNSRCP�RM�RFC�R?PECR�PCKMRC�AMLRPMJJCP��QCJCAR�RFC
QR?RGML�RM�AMNW�GL�RFC�JCDR�N?LC�?LB�AJGAI�#MNW�� 	�
4FC3R?R3R?RGML�4GML�4P?LQDCP�7P?LQDCP�7GX?PGX?PBB MNCLQ�UGRF�?�NPMKNR�RM�CLRCP�MP�AMLePK�RFC�QR?RGML�L?KC�

$CD?SJR�L?KC�GQ�RFC�QR?RGML�BGPCARMPW�@CGLE�AMNGCB��)D�WMS�PCL?KC�RFC�QR?RGML��GR�UGJJ�@C�GBCLRGA?J
RM�RFC�QMSPAC��AMNGCB	�QR?RGML�GL�CTCPW�U?W�CVACNR�DMP�RFC�L?KC�MD�RFC�QR?RGML�BGPCARMPW�

��3RCN 4M�AMLRGLSC��AJGAI.CVR.CVR�

.G?E?P?�0J?RDMPK�'SGBC 3R?RGML�#MNGCP
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)D�RFC�R?PECR�AMLRPMJJCP�?JPC?BW�F?Q�?�QR?RGML�GLQR?JJCB�UFMQC�L?KC�GQ�BGDDCPCLR�DPMK�RFC�L?KC�MD�RFC
QMSPAC�QR?RGML��RFC�UGX?PB�NPMKNRQ�WMS�UGRF�?�KCQQ?EC�

4FC�UGX?PB�QIGNQ�RFGQ�KCQQ?EC�MD�LM�QR?RGML�CVGQRQ�ML�RFC�R?PECR�AMLRPMJJCP�MP�RFC�L?KCQ�MD�RFC
QMSPAC�?LB�R?PECR�QR?RGMLQ�?PC�RFC�Q?KC��/RFCPUGQC��GR�BCJCRCQ�RFC�CLRGPC�PCKMRC�QR?RGML�BGPCARMPW
�?JJ�QS@BGPCARMPGCQ�?LB�eJCQ	�UFCL�RFC�QR?RGML�GLQR?JJ?RGML�QR?PRQ��)D�WMS�?PC�SLQSPC��GR�K?W�@C�@CQR
RM#?LACJ#?LACJ��RFCL�@?AISN�RFC�PCKMRC�AMLRPMJJCP]Q�QR?RGML�ePQR�@CDMPC�AMNWGLE�RFC�LCU�QR?RGML�RM�RFC
AMLRPMJJCP�

��3RCN 4M�AMLRGLSC��AJGAI.CVR.CVR�

3R?RGML�#MNGCP .G?E?P?�0J?RDMPK�'SGBC
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)D�RFC�QMSPAC�QR?RGML�AMLQGQRQ�MD�KMPC�RF?L�?�AMLeE�@ME�eJC��RFC�UGX?PB�NPMKNRQ�WMS�RM�QCJCAR�RFC
QR?RGML�eJCQ�RM�AMNW�

4FGQ�QCJCARGML�BCD?SJRQ�RM�AMNW�?JJ�eJCQ�?LB�DMJBCPQ�SLBCP�RFC�QR?RGML�BGPCARMPW�

7FCL�AMNWGLE�DPMK 7 MPI@CLAFRM�?�PCKMRC�NJ?RDMPK��RFC�AMNGCP�RP?LQDCPQ�MLJW�QMKC�eJCQ��&MP
CV?KNJC��RFC�AMNGCP�BMCQ�LMR�?JJMU�?J?PK�?LB�FGQRMPW�B?R?�RM�@C�RP?LQDCPPCB��4FGQ�GQ�RPSC�CTCL�GD
WMS�AFMMQCCopy every file in the station directory and its subdirectories ��!LB�GD
WMS�AFMMQCCopy files from selected directories ��RFC�UGX?PB�BMCQ�LMR�?JJMU�WMS�RM�QCJCAR
?LW�?J?PK�MP�FGQRMPW�DMJBCP�MP�QS@DMJBCP��4M�GLAJSBC�QSAF�B?R?��NCPDMPK�?�@?AISN�PCQRMPC
MNCP?RGML�GLQRC?B��RF?R�GQ��@?AI�SN�RFC�QR?RGML�RM�?�
�BGQR�eJC�K?IGLE�QSPC�RM�CBGR�BCD?SJR�@?AISN
QCRRGLEQ�RM�LMR�CVAJSBC�?J?PKQ�FGQRMPW�B?R?�

` Copy files from selected directories GQ�LMR�QFMUL�GD�RFC�QMSPAC�QR?RGML�F?Q�LM
QS@BGPCARMPGCQ�

` Copy every file in the station directory and its subdirectories AMNGCQ�?JJ�eJCQ�

` Copy only the Òconfig.bogÓ station database file JGKGRQ�RFC�AMNW�RM�MLJW�RFC
AMLeE�@ME�eJC�

��3RCN -?IC�WMSP�AFMGAC�?LB�AJGAI.CVR.CVR�
)D�?L�GBCLRGA?JJW
L?KCB�R?PECR�QR?RGML�?JPC?BW�CVGQRQ��RFC�UGX?PB�NPMKNRQ�WMS�RM�AFMMQC�UF?R�RM�BM
UGRF�GR�

)D�WMS�NPCTGMSQJW�QCJCARCB�RM�AMNW�CTCPWRFGLE��RFGQ�QRCN�BCD?SJRQ�RMDelete existing station
directory before copying ��/R FCPUGQC��RFGQ�QRCN�BCD?SJRQ�RM�RFC�MTCPUPGRC�MNRGML�

��3RCN -?IC�WMSP�AFMGAC�?LB�AJGAI.CVR.CVR�

.G?E?P?�0J?RDMPK�'SGBC 3R?RGML�#MNGCP
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4FC3R?R3R?RGML�3R?PRSN�/NRGML�3R?PRSN�/NRGMLQGMLQUGLBMU�MNCLQ�

!SRM
3R?PR�GQ�MLC�MD�RUM�QCRRGLEQ�DMP�?LW�QR?RGML�?Q�QNCAGeCB�GL�RFC!NNJ!NNJGA?RGA?RGML�$GPGML�$GPCARMPCARMPTGCU�
4WNGA?JJW��WMS�CL?@JC�@MRF�QCRRGLEQ�

��3RCN 4M�AMLRGLSC��AJGAI.CVR.CVR�
)D�WMS�QCJCARCB�RM�AMNW�QCJCARCB�BGPCARMPGCQ��RFC�AMNW�eJCQ�UGLBMU�MNCLQ�

4FGQ�QRCN�NPMTGBCQ�?�RPCC�RM�QCJCAR�QR?RGML�QS@BGPCARMPGCQ��DMJBCPQ	�RM�GLAJSBC�GL�RFC�AMNW��"W
BCD?SJR��?JJ�QCJCAR?@JC�DMJBCPQ�?PC�@MRF�CVN?LBCB�?LB�QCJCARCB��UFGJC�SLQCJCAR?@JC�DMJBCPQ�?PC
LMR��)D�NPCQCLR��WMS�A?LLMR�QCJCAR�?�QR?RGML]Q?J?PK?LB FGQRMPWDMJBCPQ�

��3RCN #JGAI�RM�BCQCJCAR�?LW�DMJBCP�?LB�AJGAI.CVR.CVR�
4FC�UGX?PB�QIGNQ�RFGQ�QRCN�MD�?JJ�PCOSGPCB�KMBSJCQ�?PC�?JPC?BW�GL�RFC�AMLRPMJJCP�

3R?RGML�#MNGCP .G?E?P?�0J?RDMPK�'SGBC
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)D�RFC�R?PECR�NJ?RDMPK�GQ�KGQQGLE�MLC�MP�KMPC�MD�RFC�KMBSJCQ�PCOSGPCB�@W�RFC�QR?RGML�@CGLE�AMNGCB
�GLQR?JJCB	��RFC�UGX?PB�JGQRQ�RFC�KGQQGLE�KMBSJCQ�?LB�TCPQGMLQ�RM�@C�GLQR?JJCB�BSPGLE�RFC�QR?RGML
AMNW�MNCP?RGML�

4FC�3R?RGML�#MNGCP�AMKN?PCQ�?LW�KGQQGLE�KMBSJCQ�?E?GLQR�RFC�QMDRU?PC�RF?R�GQ�?JPC?BW�GLQR?JJCB
GL�RFC�R?PECR�NJ?RDMPK�?LB�JMMIQ�GL�WMSP�5QCP�(MKC�QMDRU?PC�B?R?@?QC�DMP�TCPQGMLQ�MD�RFC
KGQQGLE�KMBSJCQ�RF?R�A?L�@C�GLQR?JJCB�UGRFMSR�PC
AMKKGQQGMLGLE�RFC�R?PECR�NJ?RDMPK�

4FCPC�?PC�RUM�NMQQG@JC�PCQSJRQ�UFCL�RFC�UGX?PB�PC?AFCQ�RFGQ�QRCN�

` 3R?RGML�A?L�@C�GLQR?JJCB�UGRF�KMQR�ASPPCLR�KMBSJCQ��)D�?JJ�KGQQGLE�KMBSJCQ�A?L�@C�GLQR?JJCB
SQGLE�RFC�KMQR�ASPPCLR�TCPQGMLQ��RFCW�JGQR�UGRFMSR�?LW�U?PLGLE�

` 3R?RGML�A?L�@C�GLQR?JJCB�UGRF�MSR
MD
B?RC�KMBSJCQ��)D�?LW�KMBSJC�RM�@C�GLQR?JJCB�GQ�LMR�RFC
KMQR�ASPPCLR�TCPQGML��WMS�F?TC�RFC�MNRGML�RM�A?LACJ�RFC�AMNW�

���3RCN $M�MLC�MD�RFC�DMJJMUGLE�

` 4M�AMLRGLSC�AJGAI&GLGQF&GLGQF�

` 4M�RCPKGL?RC�RFC�AMNW��AJGAI#?LACJ#?LACJ�

.G?E?P?�0J?RDMPK�'SGBC 3R?RGML�#MNGCP
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)D�WMS�AJGAICB&GLGQF&GLGQF��RFC�JMA?J
RM
PCKMRC�AMNW�QR?PRQ�GLAJSBGLE�GLQR?JJ?RGML�MD�RFC�QR?RGML�?LB�JGQRCB
KMBSJCQ��4FC44P?LQDCPPGLE�3R?RP?LQDCPPGLE�3R?RGMLGMLUGLBMU�PCNMPRQ�NPMEPCQQ�

)D�WMS�AJGAICB#?LACJ#?LACJ��4FC3R?R3R?RGML�4GML�4P?LQDCP�7P?LQDCP�7GX?PGX?PBB AJMQCQ��4FCL��CGRFCP�QCJCAR�?LMRFCP�QR?RGML�RM
GLQR?JJ��MP��GD�SNEP?BGLE�RFC�AMLRPMJJCP�GQ�NMQQG@JC�?LB�WMS�F?TC�NSPAF?QCB�?L�SNEP?BC�JGACLQC�DMP
GR��PSL�RFC#MKKGQQGMLGLE�7#MKKGQQGMLGLE�7GX?PGX?PBB��4FGQ�UGJJ�?JQM�GLQR?JJ�?�QR?RGML�ML�RFC�AMLRPMJJCP�

���3RCN 4M�AMKNJCRC�RFC�NPMACQQ��AJGAI#JMQC#JMQC�
4FC�UGX?PB�?QIQ�GD�WMS�UGQF�RM�QUGRAF�RM�RFC!NNJ!NNJGA?RGA?RGML�$GPGML�$GPCARMPCARMP�

)R�GQ�?�EMMB�GBC?�RM�M@QCPTC�?�QR?RGML]Q�MSRNSR�SNML�ePQR�QR?PRSN�

���3RCN 4M�?SRMK?RGA?JJW�QUGRAF�RM�RFC!NNJ!NNJGA?RGA?RGML�$GPGML�$GPCARMPCARMP?DRCP�GLQR?JJGLE�?�QR?RGML��AJGAI�RFC�AFCAI�@MV�RM
DonÕt ask again ��RFCL�AJGAI99CQCQ�
)D�WMS�QCJCARCB�!SRM
3R?PR�GL�RFC�UGX?PB��RFC�QR?RGML�QR?PRQ�?SRMK?RGA?JJW�?LB�WMS�A?L�U?RAF�GRQ
MSRNSR�

#MNWGLE�?�QR?RGML�DPMK�PCKMRC�NJ?RDMPK
!Q�MD.G?E?P?����� ��UFCL�AMNWGLE�?�QR?RGML�DPMK�?�PCKMRC�NJ?RDMPK��WMS�A?L�AFMMQC�RM�QCR�RFC�QR?RGML
N?QQNFP?QC�RM�?�ASQRMK�N?QQNFP?QC�GLQRC?B�MD�MLJW�?JJMUGLE�RFC�QWQRCK�N?QQNFP?QC��!JJ�CLAPWNRCB�N?QQUMPBQ
UGJJ�@C�CLAPWNRCB�UGRF�RFC�PCKMRC�FMQR�QWQRCK�N?QQNFP?QC�SNML�QR?RGML�AMNW�

��3RCN /NCL�?�QCASPC�NJ?RDMPK�AMLLCARGML�RM�?�PCKMRC�NJ?RDMPK�?LB�BMS@JC
AJGAI�RFC3R?R3R?RGML�#MNGCPGML�#MNGCPRMMJ
GL�RFC0J?RDMPK�(MKC0J?RDMPK�(MKCTGCU�

3R?RGML�#MNGCP .G?E?P?�0J?RDMPK�'SGBC
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��3RCN )L�RFC�PGEFR�N?LC�MD�RFC�3R?RGML�#MNGCP��QCJCAR�RFC�QR?RGML�RF?R�WMS�UGQF�RM�AMNW��?LB�AJGAI#MNW#MNW
�DPMK�PGEFR�RM�JCDR	�

4FC3R?R3R?RGML�4GML�4P?LQDCP�7P?LQDCP�7GX?PGX?PBB UGLBMU�MNCLQ�

��3RCN 3CJCAR�GD�WMS�U?LR�RM�SQC�RFC�QWQRCK�N?QQNFP?QC�MP�CLRCP�RFC�BCQGPCB�ASQRMK�N?QQNFP?QC�

4FC�JMA?J�AMNW�MD�RFC�QR?RGML�GQ�NPMRCARCB�UGRF�RFC�QCJCARCB�N?QQNFP?QC�

"?AIGLE�SN�?�QR?RGML�SQGLE�3R?RGML�#MNGCP
!�B GQRPG@SRGML�@?AISN���BGQR	�BCNCLBQ�ML�NJ?RDMPK�eJCQ��UFGAF�K?ICQ�GR�GL?NNPMNPG?RC�UFCL�SNEP?BGLE�RM�?
BGDDCPCLR�KMBCJ�FMQR��4FC�3R?RGML�#MNGCP�A?L�@?AI�SN�?JJ�RFC�eJCQ�?LB�QS@BGPCARMPGCQ�GL�?�QR?RGML�QM�RF?R�WMS�A?L
PCQRMPC�RFC�@?AICB
SN�QR?RGML�RM�?�BGDDCPCLR�KMBCJ�FMQR�NJ?RDMPK��)L�?BBGRGML��3R?RGML�#MNGCP�A?L�@?AI�SN�HSQR
RFC�AMLeE�@ME��MP�HSQR�?�QGLEJC�DMJBCP��3R?RGML�AMNGCQ�BM�LMR�AMLR?GL�CLAPWNRGML�ICWQ�MP�QMDRU?PC�BCNCLBCLAW
GLDMPK?RGML��4FGQ�NPMACBSPC�UMPIQ�DMP�@MRF�3SNCPTGQMP�?LB�PCKMRC�AMLRPMJJCP�QR?RGMLQ�

Prerequisites:
9MS�?PC�SQGLE7 MPI@CLAFPSLLGLE�ML�?�0#�RF?R�GQ�AMLLCARCB�RM�RFC�LCRUMPI�

.G?E?P?�0J?RDMPK�'SGBC 3R?RGML�#MNGCP
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&MP%LRCPNPGQC�3CASPGRWASQRMKCPQ��RFC�UC@�5)�BMCQ�LMR�QSNNMPR�RFC�3R?RGML�#MNGCP�

��3RCN /NCL�?�AMLLCARGML�RM�RFC�PCKMRC�NJ?RDMPK�

��3RCN %VN?LB�RFC0J?RDMPK0J?RDMPKLMBC�GL�RFC�.?T�RPCC�?LB�BMS@JC
AJGAI3R?R3R?RGML�#MNGCPGML�#MNGCPMP�BMS@JC
AJGAI�RFC
0J?RDMPK0J?RDMPKLMBC��?LB�BMS@JC
AJGAI3R?R3R?RGML�#MNGCPGML�#MNGCP�
4FC3R?RGML�#MNGCPTGCU�MNCLQ�

��3RCN #JGAI�RFC�&GJC�GAML��	�ML�RFC3R?RGMLQ�ML�RFGQ�AMKNSRCP�N?LC�JCDR�N?LC	�?LB�QCJCAR�RFC�DMJBCP�GL
UFGAF�RM�QRMPC�RFC�QR?RGML�AMNW�

CAUTION: )D�WMS�?PC�AMNWGLE�MLJW�?security DMJBCP�DPMK�RFC�PCKMRC�RM�WMSP�0#��BM�LMR
MTCPUPGRC�RFCsecurity DMJBCP�GL�WMSP�0#��4FGQ�DMJBCP�AMLR?GLQ�CLAPWNRGML�ICWQ��UFGAF�WMS�UGJJ
LCCB�GL�RFC�LCU�AMLRPMJJCP�RM�BCAPWNR�SQCP�N?QQUMPBQ�

��3RCN 3CJCAR�RFC�QR?RGML�MP�DMJBCP�?LB�AJGAI#MNW#MNW�
4FC,M?B,M?BGLE�-MBSJC�)LDMPK?RGLE�-MBSJC�)LDMPK?RGMLGMLUGLBMU�MNCLQ�DMJJMUCB�@W�RFC3R?RGML�4P?LQDCP�7GX?PB�

��3RCN #JGAI.CVR.CVR�

3R?RGML�#MNGCP .G?E?P?�0J?RDMPK�'SGBC

��� -?P AF���������



4FC�UGX?PB�NPMKNRQ�WMS�RM�QCJCAR�UF?R�RM�AMNW�

4FGQ�MNRGML�BCD?SJRQ�RMCopy every file in the station directory and its
subdirectories ��7FGJC�3R?RGML�#MNGCP�A?L�@?AI�SN�HSQR�RFC�AMLeE�@ME��MP�HSQR�?�QGLEJC�DMJBCP��GR
GQ�PCAMKKCLBCB�RF?R�WMS�?JU?WQ�@?AI�SN�CTCPW�eJC�GL�RFC�QR?RGML�BGPCARMPW�?LB�GRQ�QS@BGPCARMPGCQ�

��3RCN -?IC�?�QCJCARGML��?LB�AJGAI.CVR.CVR�
)D�?�QR?RGML�UGRF�RFC�Q?KC�L?KC�CVGQRQ�GL�RFC�R?PECR�JMA?RGML��RFC�UGX?PB�NPMKNRQ�WMS�RM�BCJCRC�MP
MTCPUPGRC�RFC�CVGQRGLE�QR?RGML�

��3RCN !AACNR�RFC�BCD?SJR��BCJCRC	��?LB�AJGAI.CVR.CVR�
4FC�UGX?PB�PCKGLBQ�WMS�RF?R�RFC�QR?RGML�KSQR�@C�QRMNNCB�@CDMPC�GR�A?L�@C�AMNGCB�

��3RCN 4M�AMLRGLSC��AJGAI.CVR.CVR�

.G?E?P?�0J?RDMPK�'SGBC 3R?RGML�#MNGCP

-?P AF��������� ���



4FC�UGX?PB�?QIQ�WMS�RM�PCTGCU�RFC�AMNW�AMLeESP?RGML��AF?LECQ	�

)D�WMS�QCJCARCB�MLJW�QNCAGeA�QR?RGML�QS@BGPCARMPGCQ�RM�AMNW��RFCW�?PC�JGQRCB�

��3RCN )D�LCCBCB��AJGAI"?AI"?AI ?LB�K?IC�AF?LECQ��MP��RM�AMKNJCRC�RFC�UGX?PB��AJGAI&GLGQF&GLGQF�
4FC�3R?RGML�#MNGCP�Q?TCQ�RFC�QR?RGML��GD�RFC�PCKMRC�QR?RGML�GQ�ASPPCLRJW�PSLLGLE��@CEGLQ�RFC�AMNW
NPMACQQ�?LB�PCNMPRQ�RP?LQDCP�QR?RSQ�GL�RFC44P?LQDCPPGLE�3R?RP?LQDCPPGLE�3R?RGMLGMLUGLBMU�

4FC�3R?RGML�#MNGCP�Q?TCQ�RFC�QR?RGML�GD�RFC�PCKMRC�QR?RGML�GQ�ASPPCLRJW�PSLLGLE�?LB

���3RCN 7FCL�RFC�Q?TC�AMKNJCRCQ��AJGAI#JMQC#JMQC�
4FC�B?RC�DMP�?JJ�AMNGCB�eJCQ�PCfCARQ�UFCL�RFC�eJCQ�UCPC�AMNGCB�

2CL?KGLE�?�QR?RGML
4FC3R?R3R?RGML�#MNGCPGML�#MNGCPA?L�AF?LEC�RFC�L?KC�MD�?LW�QR?RGML��CGRFCP�GL�WMSP5QCP�(MKC5QCP�(MKC�JCDR�QGBC	�MP�GL�RFC�MNCLCB
NJ?RDMPK]Q�B?CKML5QCP�(MKC5QCP�(MKC�PGEFR�QGBC	�

Prerequisites:
9MS�?PC�UMPIGLE�GL7 MPI@CLAFPSLLGLE�ML�?�0#�?LB�?PC�AMLLCARCB�RM�RFC�PCKMRC�QR?RGML�

)D�RFC�PCL?KCB�PSLLGLE�QR?RGML�GQ�?JPC?BW�GLAJSBCB�GL�RFC.G?E?P?.CRUMPI.G?E?P?.CRUMPI��GRQ�AMPPCQNMLBGLE.G?E?P?3R?R.G?E?P?3R?RGMLGML
AMKNMLCLR�PCK?GLQ�BMUL�SLRGJ�PCL?KCB�RM�K?RAF�RFC�LCU�L?KC��4FSQ��?JJ�AFGJB�AMKNMLCLRQ��.G?E?P?NPMVW
NMGLRQ�?LB�QM�ML	�UGJJ�?JQM�@C�BMUL�SLRGJ�RFGQ�GQ�BMLC��)L�?BBGRGML��MRFCP�SLDMPCQCCL�AMLQCOSCLACQ�K?W�PCQSJR
DPMK�AF?LEGLE�RFC�L?KC�MD�?�QR?RGML�RF?R�F?Q�?JPC?BW�@CCL�GLRCEP?RCB�GLRM�MRFCP�QR?RGMLQ��4FCPCDMPC��QR?RGML
PCL?KCQ�?PC�@CQR�BMLC�ML�WMSP5QCP�(MKC5QCP�(MKC�JCDR�QGBC	�QR?RGMLQ�MP�UFCL�GLGRG?JJW�AMLeESPGLE�?�HM@�QGRC�LCRUMPI�
QSAF�?Q�UFCL�ePQR�GLQR?JJGLE��AMNWGLE	�?�QR?RGML�

��3RCN )L�RFC�0#��CVN?LB0J?RDMPK0J?RDMPK?LB�BMS@JC
AJGAI3R?R3R?RGML�#MNGCPGML�#MNGCP�

3R?RGML�#MNGCP .G?E?P?�0J?RDMPK�'SGBC

��� -?P AF���������



4FC3R?R3R?RGML�#MNGCPGML�#MNGCPTGCU�MNCLQ�

��3RCN 3CJCAR�RFC�QR?RGML�L?KC�GL�CGRFCP�RFC�JCDR�MP�PGEFR�N?LC�?LB�AJGAI2CL?KC2CL?KC�
4FC.CU�3R?R.CU�3R?RGML�.?KCGML�.?KCUGLBMU�MNCLQ�

"C�A?PCDSJ�UFCL�PCL?KGLE�QR?RGMLQ��?Q�RFCPC�GQ�LM�SLBM�

��3RCN %LRCP�?�LCU�L?KC�?LB�AJGAI/+/+ �

.G?E?P?�0J?RDMPK�'SGBC 3R?RGML�#MNGCP

-?P AF��������� ���



!�AMLePK?RGML�UGLBMU�GLDMPKQ�RF?R�RFC�QR?RGML�KSQR�@C�QRMNNCB�

!DRCP�RFC�QR?RGML�QRMNQ��RFC�3R?RGML�#MNGCP�PCL?KCQ�GR�?LB�?SRMK?RGA?JJW�PCQR?PRQ�GR��!�QCPGCQ�MD
MRFCP�UGLBMUQ�MNCL��C?AF�QFMUGLE�?�QR?RGML�QR?PRSN�KCQQ?EC�

$CJCRGLE�?�QR?RGML
4FC3R?R3R?RGML�#MNGCPGML�#MNGCPJCRQ�WMS�BCJCRC�?LW�QR?RGML��CGRFCP�GL�WMSP5QCP�(MKC5QCP�(MKC�JCDR�QGBC	�MP�GL�RFC�MNCLCB�NJ?RDMPK]Q
B?CKML5QCP�(MKC5QCP�(MKC�PGEFR�QGBC	��"C�A?PCDSJ�UFCL�BCJCRGLE�QR?RGMLQ��?Q�RFCPC�GQ�LM�SLBM�

Prerequisites:
9MS�?PC�UMPIGLE�GL7 MPI@CLAFPSLLGLE�ML�?�0#�?LB�?PC�AMLLCARCB�RM�RFC�PCKMRC�QR?RGML�

��3RCN )L�RFC�0#��CVN?LB0J?RDMPK0J?RDMPK?LB�BMS@JC
AJGAI3R?R3R?RGML�#MNGCPGML�#MNGCP�
4FC3R?R3R?RGML�#MNGCPGML�#MNGCPTGCU�MNCLQ�

��3RCN "CDMPC�BCJCRGLE�?�PSLLGLE�QR?RGML��K?IC�?�@?AISN�AMNW�ePQR�

3R?RGML�#MNGCP .G?E?P?�0J?RDMPK�'SGBC

��� -?P AF���������



)D�BCQGPCB��UFCL�@?AIGLE�SN��WMS�A?L�PCL?KC�RFC�QR?RGML�SQGLE�QMKC�?�RCKNMP?PW�L?KC�RM�f?E�GR
DMP�J?RCP�FMSQCICCNGLE�

��3RCN 3CJCAR�RFC�QR?RGML�RM�BCJCRC�?LB�AJGAI$CJCRC$CJCRC�
!�AMLePK?RGML�UGLBMU�MNCLQ�

��3RCN 4M�AMLePK�RFC�BCJCRGML��AJGAI99CQCQ�
4FC�3R?RGML�#MNGCP�BCJCRCQ�RFC�CLRGPC�QCJCARCB�QR?RGML�BGPCARMPW�GLAJSBGLE�?JJ�QS@BGPCARMPGCQ�?LB�eJC
AMLRCLRQ�

3NCAG?J�LMRGeA?RGML�BMCQ�LMR�MAASP�GD�WMS�AFMMQC�RM�BCJCRC�?�PSLLGLE�QR?RGML��WMS�K?W�@PGCfW�QCC
?�QRMN
QR?RGML�NMNSN��UGRF�RFC�MNNMPRSLGRW�RM!@MPR!@MPR	�

3R?RGML�GLQR?JJ?RGML�RPMS@JCQFMMRGLE
4FCQC�RPMS@JCQFMMRGLE�RGNQ�AMLACPL�RFC3R?RGML�#MNGCP�

I started the Station Copier , selected the station and clicked Copy , and got a message pr ompting me to
enter a ÿle passphrase.

4FC�@ME�eJC]Q�N?QQNFP?QC�GQ�LMR�RFC�Q?KC�?Q�RFC�R?PECR�FMQR]Q�QWQRCK�N?QQNFP?QC��9MS�KSQR�CLRCP�RFC�AMPPCAR
eJC�N?QQNFP?QC�RM�NPMACCB�UGRF�RFC�QR?RGML�AMNW��!L�?JRCPL?RGTC�GQ�RM�CBGR�RFC�@ME�eJC�MDf GLC�RM�CGRFCP�SLJMAI
RFC�eJC��K?IGLE�GR�SLNPMRCARCB��MP�RM�AF?LEC�RFC�N?QQNFP?QC�T?JSC��(MUCTCP��CGRFCP�MD�RFCQC�AFMGACQ�UGJJ�AJC?P
?LW�QCLQGRGTC�GLDMPK?RGML�GL�RFC�eJC�

I started the Station Copier , enter ed the station name and got a message indicating that the contr oller
requir es commissioning.

4FC�AMLRPMJJCP�K?W�@C�LCU�MP�WMS�K?W�@C�SNEP?BGLE�DPMK .G?E?P?!8 RM.G?E?P?��?LB�WMS�DMPEMR�RM
AMKKGQQGML�RFC�NJ?RDMPK�ePQR��2SL�RFC#MKKGQQGMLGLE�7#MKKGQQGMLGLE�7GX?PGX?PBB ?LB�AMKC�@?AI�RM�RFC�3R?RGML�#MNGCP�J?RCP�

I started the Station Copier , selected the station to copy and clicked Next , but the only option available is
to Cancel and exit the wizar d.

4FC�QR?RGML�B?R?@?QC��AMLeE�@ME	�GQ�JMAICB��4FGQ�F?NNCLQ�GD�

` 4FC�AMLeE�@ME�F?Q�@CCL�CBGRCB�CJQCUFCPC�GL7 MPI@CLAF?LB�AMLR?GLQ�SLQ?TCB�AF?LECQ��!DRCP�Q?TGLE
AF?LECQ��RPW�RFC�AMNW�?E?GL�

` 4FC�QWQRCK�GQ�GL�RFC�NPMACQQ�MD�Q?TGLE�RFC�AMLeE�@ME�SQGLE�RFC�"?AISN3CPTGAC��7?GR�?�UFGJC�?LB�RPW�RFC
AMNW�?E?GL�

.G?E?P?�0J?RDMPK�'SGBC 3R?RGML�#MNGCP
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3R?RGML�#MNGCP .G?E?P?�0J?RDMPK�'SGBC

��� -?P AF���������



Chapter 11. File Transfer Client
4FC&GJC�4&GJC�4P?LQDCP�#JP?LQDCP�#JGCLRGCLR?JJMUQ�WMS�RM�AMNW�eJCQ�?LB�MP�DMJBCPQ�GL�@MRF�BGPCARGMLQ�@CRUCCL�WMSP7 MPI@CLAF0#
?LB�?�PCKMRC�NJ?RDMPK��9MS�A?L�?JQM�SQC�GR�RM�BCJCRC�eJCQ�?LB�DMJBCPQ�

4FC&GJC�4&GJC�4P?LQDCP�#JP?LQDCP�#JGCLRGCLRGQ�SQCDSJ�RM�AMNW�EP?NFGAQ�GK?ECQ�RM�?�AMLRPMJJCP��MP�RM�AMNW�?�RCVR�eJC�DPMK�? 5QCP5QCP
(MKC(MKC DMJBCP�ML�?�PCKMRC�AMLRPMJJCP��Q?W�~etc/system.properties 	�RM�WMSP�JMA?J�0#��RM�?JJMU�CBGRGLE��4FCL
SQC�RFC&GJC�4&GJC�4P?LQDCP�#JP?LQDCP�#JGCLRGCLRRM�AMNW�RFC�CBGRCB�TCPQGML�@?AI�RM�RFC�AMLRPMJJCP]Q~etc DMJBCP�

CAUTION: "C�A?PCDSJ�UFCL�SQGLE�RFC&GJC�4&GJC�4P?LQDCP�#JP?LQDCP�#JGCLRGCLR��CQNCAG?JJW�UFCL�AMNWGLE�eJCQ�RM�?�R?PECR�NJ?RDMPK��MP
UFCL�SQGLE�RFC�BCJCRC��8	�AMLRPMJ��)L�CGRFCP�BGPCARGML��UFCL�RP?LQDCPPGLE�?�eJC�?LB�?L�GBCLRGA?JJW
L?KCB�eJC
?JPC?BW�CVGQRQ�MP�GD�BCJCRGLE�?�eJC��?�NMNSN�UGLBMU�AMLePKQ�RFC�?ARGML��!DRCP�AMLePK?RGML�RFCPC�GQ�LM�5LBM�

$M�LMR�SQC�RFC&GJC�4&GJC�4P?LQDCP�#JP?LQDCP�#JGCLRGCLRRM�AMNW�KMBSJCQ�RM�?�AMLRPMJJCP��?Q�PSLRGKC�NPMeJC�RWNCQ�?PC�LMR�?NNJGCB��LMP
?PC�KMBSJC�BCNCLBCLAGCQ��)LAMPPCAR�MP�KGQQGLE�KMBSJCQ�K?W�PCQSJR��!JU?WQ�SQC�RFC�NJ?RDMPK3MDRU?P3MDRU?PCC
-?L?ECP-?L?ECP RM�GLQR?JJ��MP�SLGLQR?JJ	�QMDRU?PC�KMBSJCQ�ML�?�AMLRPMJJCP�

4P?LQDCPPGLE�DGJCQ�RM�?LB�DPMK�?�PCKMRC�FMQR
4FGQ�NPMACBSPC�NPMTGBCQ�ECLCP?J�QRCNQ�DMP�SQGLE�RFC&GJC�4&GJC�4P?LQDCP�#JP?LQDCP�#JGCLRGCLRRM�AMNW�eJCQ�@CRUCCL�?�3SNCPTGQMP�0#
?LB�?�PCKMRC�AMLRPMJJCP�FMQR��4P?LQDCPPGLE�eJCQ�@CRUCCL�FMQRQ�AF?LECQ�RFCsystem.properties eJC�

Prerequisites:
9MS�?PC�AMLLCARCB�UMPIGLE�GL7 MPI@CLAFPSLLGLE�ML�?�0#�?LB�?PC�AMLLCARCB�RM�?�PCKMRC�AMLRPMJJCP�NJ?RDMPK�

CAUTION: %BGRGLE��?LB�CQNCAG?JJW�?ARGT?RGLEsystem.properties CLRPGCQ�GQ�?L�MNCP?RGML�DMP�?BT?LACB�SQCPQ�
UGRF�RFC�NMQQG@GJGRW�MD�SLBCQGP?@JC�PCQSJRQ��2C?B�?JJ�CLRPGCQ�GL�RFGQ�eJC�A?PCDSJJW��?LB�AMLQSJR�WMSP�QSNNMPR�AF?LLCJ
@CDMPC�K?IGLE�?�AF?LEC��!JU?WQ�Q?TC�?�@?AISN�AMNW�MD�RFGQ�eJC�@CDMPC�CBGRGLE�GR��?LB�RCQR�RFC�QWQRCK�?DRCP
GKNJCKCLRGLE�?�AF?LEC�

��3RCN #MLLCAR�RM�RFC�NJ?RDMPK�?LB�AJGAI0J?RDMPK0J?RDMPK� &GJC�4&GJC�4P?LQDCP�#JP?LQDCP�#JGCLRGCLR�

.G?E?P?�0J?RDMPK�'SGBC &GJC�4P?LQDCP�#JGCLR

-?P AF��������� ���



4FC&GJC�4&GJC�4P?LQDCP�#JP?LQDCP�#JGCLRGCLRUGLBMU�MNCLQ�

4FC&GJC�4&GJC�4P?LQDCP�#JP?LQDCP�#JGCLRGCLRNPMTGBCQ�?�RUM
N?LC�TGCU�

` 4FC�JCDR�N?LC�NPMTGBCQ�?AACQQ�RM�JMA?J�eJCQ�ML�WMSP�UMPIGLE�0#�

` 4FC�PGEFR�N?LC�NPMTGBCQ�?AACQQ�RM�eJCQ�ML�RFC�PCKMRC�NJ?RDMPK�

��3RCN #JGAI�RFC�L?TGE?RGML�AMLRPMJQ�?R�RFC�RMN�MD�C?AF�N?LC�RM�EM�RM�RFC�?NNPMNPG?RC�JMA?RGML�DMP�QMSPAC
?LB�R?PECR�

��3RCN 3CJCAR�MLC�MP�KMPC�GRCKQ�ML�MLC�QGBC��?Q�QMSPAC	�RM�AMNW�RM�RFC�MRFCP�QGBC��R?PECR	��?LB�AJGAI�RFC
?NNPMNPG?RC�RP?LQDCP�?PPMU�

&GJC�4P?LQDCP�#JGCLR .G?E?P?�0J?RDMPK�'SGBC
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&MP�JMA?J
RM
PCKMRC�RP?LQDCP�MD�?�eJC�AMLR?GLGLE�CLAPWNRCB��QCLQGRGTC�B?R?��RFC&GJC�4&GJC�4P?LQDCP�#JP?LQDCP�#JGCLRGCLR
BMCQ�LMR�NPMKNR�WMS�RM�CLRCP�?�N?QQNFP?QC�

4FC�RP?LQDCP�AMKNJCRCQ�QSAACQQDSJJW�GD�RFC�eJC�GQ�NPMRCARCB�UGRF�?�N?QQNFP?QC�RF?R�K?RAFCQ�RFC
QWQRCK�N?QQNFP?QC�

4P?LQDCP�D?GJQ�GD�

` 4FC�eJC�GQ�NPMRCARCB�UGRF�?�N?QQNFP?QC�RF?R�BGDDCPQ�DPMK�RFC�QWQRCK�N?QQNFP?QC

` 9MS�GLAJSBC�KMPC�RF?L�MLC�NPMRCARCB�eJC�GL�RFC�Q?KC�RP?LQDCP

7FCL�eLGQFCB��RFC�QWQRCK�BGQNJ?WQ�

!�QR?RGML�KSQR�@C�PCQR?PRCB�@CDMPC�AF?LECQ�RMsystem.properties R?IC�CDDCAR�

��3RCN 3RMN�RFC�QR?RGML�SQGLE�RFC�NJ?RDMPK!NNJ!NNJGA?RGA?RGML�$GPGML�$GPCARMPCARMP��?LB�U?GR�DMP�RFC�QR?RGML�RM�QRMN
AMKNJCRCJW��CLQSPGLE�RF?R�GR�Q?TCQ�GRQ�B?R?@?QC�

��3RCN &PMK�RFC�NJ?RDMPK0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGMLTGCU��QCJCAR2C@MMR2C@MMR��!J JMU�QSDeAGCLR�RGKC�DMP�RFC
AMLRPMJJCP�RM�PC@MMR�?LB�QR?RGML�RM�QR?PR�

��3RCN 2CAMLLCAR�RM�RFC�QR?RGML�RM�TCPGDW�MNCP?RGML�

.G?E?P?�0J?RDMPK�'SGBC &GJC�4P?LQDCP�#JGCLR
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&GJC�4P?LQDCP�#JGCLR .G?E?P?�0J?RDMPK�'SGBC
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Chapter 12. Platform tools
5LJGIC�NJ?RDMPK�TGCUQ��UFGAF�PCOSGPC�?�NJ?RDMPK�AMLLCARGML	��MP�COSGT?JCLR0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQNJSEGL�TGCUQ
�PCOSGPGLE�?�QR?RGML�AMLLCARGML	��RFC�RMMJQ�?PC�?T?GJ?@JC�UFCLCTCP�PSLLGLE�DSJJ7 MPI@CLAF�

9MS�eLB�RMMJQ�ML�RFC7 MPI@CLAF44MMJQMMJQKCLS�

#PC?RGLE�?�LCU�QR?RGML
5QC�RFC.CU�3R?R.CU�3R?RGMLGMLRMMJ�DPMK�RFC44MMJQMMJQKCLS�RM�APC?RC�?�LCU�AMLRPMJJCP�MP�3SNCPTGQMP�QR?RGML��4FC�LCU�QR?RGML
GQ�?SRMK?RGA?JJW�AMLeESPCB�UGRF�?NNPMNPG?RC�QCPTGACQ�

Prerequisites:
9MS�?PC�AMLLCARCB�RM�RFC�NJ?RDMPK�RF?R�UGJJ�FMQR�RFC�QR?RGML�

!Q�MD.G?E?P?����� ��RFC�SQCP�A?L�CLAPWNR�N?QQUMPBQ�GL�RFC��@ME�eJC�UFCL�APC?RGLE�RFC�QR?RGML��)D�WMS�BM�LMR
QCJCAR�RFGQ�MNRGML��N?QQUMPBQ�UGJJ�QRGJJ�@C�CLAPWNRCB�RFC�ePQR�RGKC�RFC�QR?RGML�PSLQ��)D�GLQR?JJGLE�?LB�PSLLGLE�RFC
QR?RGML�GKKCBG?RCJW��RFGQ�QRCN�K?W�LMR�@C�LCACQQ?PW��)D�WMS�QRMPC�RFC�QR?RGML�DMP�J?RCP�SQC��GR�GQ�PCAMKKCLBCB�RM
CLAPWNR�RFC�QR?RGML�

)D�RFC�NJ?RDMPK�RF?R�PSLQ�GQ�JGACLQCB�DMP�&)03��RFC.CU�3R?R.CU�3R?RGMLGMLRMMJ�APC?RCQ�?�&)03
AMKNJG?LR�QR?RGML�

��3RCN )L 7 MPI@CLAF��QCJCAR44MMJQMMJQ� .CU�3R?R.CU�3R?RGMLGML�
4FC.CU�3R?R.CU�3R?RGML�7GML�7GX?PGX?PBB MNCLQ�

��3RCN %LRCP�RFCStation Name �
4FCStation Name NPMNCPRW�GQ�A?QC
QCLQGRGTC�?LB�KSQR�@CEGL�UGRF�?�JCRRCP��"CQR�NP?ARGAC�GQ�RM�ICCN
QR?RGML�L?KCQ�QFMPR�?LB�SQC�?�QR?RGML�BGQNJ?W�L?KC�GD�?�JMLECP�L?KC�UGRF�QN?ACQ�MP�MRFCP
AF?P?ARCPQ�GQ�PCOSGPCB�

.G?E?P?�0J?RDMPK�'SGBC 0J?RDMPK�RMMJQ
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4M�APC?RC�?�BGPCARMPW�MD�RFC�Q?KC�L?KC��RFC�QWQRCK�?SRMK?RGA?JJW�?NNCLBQ�RFCStation Name RCVR
WMS�CLRCP�RM�RFC�PC?B
MLJWStation Directory NPMNCPRW�

)D�WMS�CLRCP�?�BSNJGA?RC�QR?RGML�L?KC��RFC�QWQRCK�NPMKNRQ�WMS�RM�BCJCRC�RFC�CVGQRGLE�QR?RGML��?Q
QFMUL�@CJMU�

%GRFCP�BCJCRC�RFC�CVGQRGLE�QR?RGML�MP�CLRCP�?�BGDDCPCLR�QR?RGML�L?KC�

��3RCN 3CJCAR�?Station Template RWNC�?LB�AJGAI.CVR.CVR�

4FC3R?R3R?RGML�4GML�4CKNJ?RCQCKNJ?RCQR?@JC�AMLR?GLQ�RFC�BCD?SJR�LCU�QR?RGML�RCKNJ?RCQ�NPMTGBCB�GL7 MPI@CLAF
?Q�UCJJ�?Q�?LW�SQCP
BCeLCB�RCKNJ?RCQ�

!�QCAMLB�UGLBMU�MNCLQ�RM�QCR�RFC�?BKGL�SQCP�N?QQUMPB�?LB�NPMKNRQ�WMS�AFMMQC�?L�?ARGML�RM
R?IC�MLAC�RFC�QR?RGML�APC?RGML�GQ�AMKNJCRC�

��3RCN 4M�CLRCP�RFC�QR?RGML�?BKGL�Q�N?QQUMPB��AJGAI3CR�0?QQUMP3CR�0?QQUMPBB�
4FC3CR�0?QQUMP3CR�0?QQUMPBB UGLBMU�MNCLQ�

0J?RDMPK�RMMJQ .G?E?P?�0J?RDMPK�'SGBC
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��3RCN %LRCP�?�N?QQUMPB�DMP�RFC�QR?RGML�?BKGL�SQCP�?LB�AJGAI/+/+ �
9MSP�N?QQUMPB�KSQR�AMLR?GL�?R�JC?QR����AF?P?ARCPQ��MLC�BGEGR��MLC�JMUCPA?QC�AF?P?ARCP�?LB�MLC
SNNCPA?QC�AF?P?ARCP�
)D�RFC�LCU�QR?RGML�RCKNJ?RC�QCJCARCB�C?PJGCP�AMLR?GLQ�?LW�CVNMQCB�NPMNCPRGCQ��QSAF�?Q�RFC�NMPRQ�
CRA���RFGQ�UGLBMU�NPCQCLRQ�RFMQC�NPMNCPRGCQ�DMP�WMS�RM�AMLeESPC�

��3RCN #FMMQC�?L�CLAPWNRGML�MNRGML��?Q�MD.G?E?P?����� 	�

` 4M�CLAPWNR�N?QQNFP?QCQ��QCJCAR�RFCEncrypt passphrases in station in user home
AFCAI@MV��4FCQC�N?QQUMPBQ�K?W�@C�CLAPWNRCB�SQGLE�RFC�QWQRCK�N?QQNFP?QC��MP�?�ASQRMK
N?QQNFP?QC�

` 4M�SQC�RFC�QWQRCK�N?QQNFP?QC��QCJCAR�RFCUse the system passphrase P?BGM�@SRRML�
4FCPC�GQ�LM�LCCB�RM�CLRCP�?�N?QQNFP?QC��&MP�KMPC�GLDMPK?RGML��AJGAI�RFC�OSCQRGML�K?PI
GAML�LCVR�RMStation Encryption Options �

` 4M�SQC�?�ASQRMK�N?QQNFP?QC��QCJCAR�RFCUse a custom passphrase (enter below)
P?BGM�@SRRML��%LRCP�?LB�AMLePK�RFC�N?QQNFP?QC�DMP�RFC�QR?RGML��@ME�eJC�GL�RFC
N?QQNFP?QC�RCVR�eCJB��&MP�KMPC�GLDMPK?RGML��AJGAI�RFC�OSCQRGML�K?PI�GAML�LCVR�RM
Station Encryption Options �

NOTE: 0?QQNFP?QCQ�KSQR�KCCR�RFC�BCD?SJR�N?QQUMPB�QRPCLERF�DMP�RFC�QWQRCK�

` &MP�QR?LB?PB�����AF?P?ARCPQ����SNNCPA?QC����JMUCPA?QC����BGEGR

` &MP�&)03�����AF?P?ARCPQ����SNNCPA?QC����JMUCPA?QC����BGEGR

��3RCN 3CJCAR�?L�MNRGML�DMP�RFC�NPCDCPPCB�?ARGML
ML
AMKNJCRGML�?LB�AJGAI&GLGQF&GLGQF�
4FC.CU�3R?R.CU�3R?RGML�7GML�7GX?PGX?PBB AJMQCQ��)D�RFC�BCD?SJR�MNRGML�open it in user home GQ�QCJCARCB��?
0P0PMNCPRW�3FCCRMNCPRW�3FCCRTGCU�MD�RFC�LCU�QR?RGMLconfig.bog eJC�MNCLQ�

Result

/L�R FC�GLGRG?J�QR?RGML�QR?PRSN��UFCL�WMS�PSL�?�QR?RGML�GL.G?E?P?����� ��SQCP�N?QQUMPBQ�UGJJ�@C�?SRMK?RGA?JJW
SNEP?BCB�RM�CLAPWNRCB�F?QFCB�N?QQUMPBQ��!�JME�GRCK�UGJJ�@C�BGQNJ?WCB�GL�RFC�QR?RGML�MSRNSR�GL�RFCQWQ�QCPTGAC
JME��?LB�?L�CLRPW�UGJJ�@C�?BBCB�RM�RFC�QCASPGRW�?SBGR�JME�

/L�QS@QCOSCLR�QR?RGML�QR?PRSNQ��GD�WMS�?BB�?�SQCP�RM�RFC��@ME�eJC�MDf GLC��?LB�RFC�SQCP�Q�N?QQUMPB�GQ�LMR
CLAPWNRCB��RFC�SQCP�UGJJ�@C�?SRMK?RGA?JJW�BGQ?@JCB�UFCL�WMS�QR?PR�RFC�QR?RGML��!�JME�GRCK�UGJJ�@C�BGQNJ?WCB�GL
RFC�QR?RGML�MSRNSR�GL�RFCQWQ�QCPTGACJME��?LB�?L�CLRPW�UGJJ�@C�?BBCB�RM�RFC�3CASPGRW�!SBGR�,ME�4M�SQC�RFC�SQCP�
?L�?BKGL�KSQR�K?LS?JJW�CL?@JC�GR�GL�RFC�PSLLGLE�QR?RGML�

#MNWGLE�?�LCU�QR?RGML�RM�RFC�B?CKML�SQCP�FMKC
)L .G?E?P?����RFC.CU�3R?R.CU�3R?RGML�7GML�7GX?PGX?PBB eLGQFCQ�UGRF�?L�MNRGML�RM�AMNW�RFC�QR?RGML�DPMK�RFC�QR?RGML�FMKC��RFC
JMA?RGML�DMP�C?AF�LCU�QR?RGML	�SLBCP�WMSP7 MPI@CLAF5QCP�(MKC5QCP�(MKCRM�RFC5QCP�(MKC5QCP�(MKCMD�RFC�JMA?J�NJ?RDMPK
B?CKML�

Prerequisites:
4FC�LCU�QR?RGML�CVGQRQ�GL�RFC�QR?RGML�FMKC��SLBCP�5QCP�(MKC	�

��3RCN 7FCL�RFC.CU�3R?R.CU�3R?RGML�7GML�7GX?PGX?PBB NPMKNRQ�WMS�UGRF�RFC�MNRGML�RMCopy station ��QCJCAR�RFC�MNRGML
?LB�AJGAI&GLGQF&GLGQF�

��3RCN -?IC�?�JMA?J�NJ?RDMPK�AMLLCARGML�?LB�JME�ML�
4FC3R?R3R?RGML�#MNGCPGML�#MNGCPRP?LQDCPQ�RFC�QR?RGML�?LB�NPMKNRQ�WMS�UGRF�RFC�MNRGMLQ�RM�QR?PR�RFC�QR?RGML
?DRCP�AMNWGLE�?LB�CL?@JGLE�?SRM
QR?PR�

��3RCN 3CJCAR�RFC�MNRGML�RM�QR?PR�RFC�QR?RGML�
4FC!NNJ!NNJGA?RGA?RGML�$GPGML�$GPCARMPCARMPMNCLQ�UGRF�RFC�LCU�QR?RGML�NPCQCLR�GL�RFC�B?CKML5QCP�(MKC5QCP�(MKC�

.G?E?P?�0J?RDMPK�'SGBC 0J?RDMPK�RMMJQ
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Result

4FC�LCU�QR?RGML�LMU�CVGQRQ�GL�RUM�JMA?RGMLQ�ML�WMSP�JMA?J�FMQR��RFC�MPGEGL?J�JMA?RGML�GL�WMSP7 MPI@CLAF5QCP5QCP
(MKC(MKC ��?LB�?JQM�GL�RFC�NJ?RDMPK�B?CKML5QCP�(MKC5QCP�(MKC�

/LAC�RFC�QR?RGML�GQ�PSLLGLE�GL�RFC�B?CKML5QCP�(MKC5QCP�(MKC��WMS�A?L�K?IC�?�@?AISN�MD�RFC�PSLLGLE�QR?RGML��UFCPC
RFC�@?AISN��BGQR�eJC�EMCQ�GL�RFCbackups DMJBCP�MD�WMSP7 MPI@CLAF5QCP�(MKC5QCP�(MKC��/P ��WMS�A?L�SQC�RFC�NJ?RDMPK
3R?R3R?RGML�#MNGCPGML�#MNGCPRM�AMNW�RFC�QR?RGML�@?AI�RM�RFCstations DMJBCP�MD�WMSP7 MPI@CLAF5QCP�(MKC5QCP�(MKC�

NOTE: 5QGLE�RFC3R?R3R?RGML�#MNGCPGML�#MNGCPRM�AMNW�RFC�QR?RGML�@?AI�RM�WMSP7 MPI@CLAF5QCP�(MKC5QCP�(MKCGQ�FGEFJW
PCAMKKCLBCB�GD�WMS�K?BC�?LW�AF?LECQ�RM�RFC�QR?RGML��4FGQ�GQ�CQQCLRG?J�GD�WMS�?PC�GLQR?JJGLE�GR��AMNWGLE�GR	�RM�?LW
PCKMRC�NJ?RDMPK��2CKCK@CP��RFC�AMNW�MD�RFC�QR?RGML�GL�WMSP7 MPI@CLAF5QCP�(MKC5QCP�(MKCGQ�GKKCBG?RCJW�M@QMJCRC�?Q
QMML�?Q�WMS�K?IC�AF?LECQ�RM�RFC�AMNW�MD�RFC�QR?RGML�PSLLGLE�GL�RFC�B?CKML5QCP�(MKC5QCP�(MKC�

)KNMPRGLE�?�JGACLQC�RM�RFC�JMA?J�JGACLQC�B?R?@?QC
4FC�JMA?J�JGACLQC�B?R?@?QC�GQ�?T?GJ?@JC�SLBCP�RFC�NJ?RDMPK]Q-W�&GJC�3WQRCK-W�&GJC�3WQRCK��9MS�A?L�SQC�RFGQ�NPMACBSPC�RM�?BB
?LB�SNB?RC�JGACLQCQ�GL�?�JGACLQC�?PAFGTC�MP�RFC�COSGT?JCLR�GKNMPR�AMKK?LB�DPMK�RFC�NJ?RDMPK,GACLQC�-?L?ECP,GACLQC�-?L?ECP
�MP�QGKGJ?P,GACLQC�0J?RDMPK�3CPTGAC�0JSEGL,GACLQC�0J?RDMPK�3CPTGAC�0JSEGL	�

Prerequisites:
9MS�?PC�UMPIGLE�GL7 MPI@CLAF?LB�?PC�AMLLCARCB�RM�?�3SNCPTGQMP�NJ?RDMPK�

��3RCN %VN?LB-W�&GJC�3WQRCK-W�&GJC�3WQRCK� 3WQ�(MKC3WQ�(MKC� QCASPGRWQCASPGRW?LB�BMS@JC
AJGAIJJGACLQCQGACLQCQ�
4FC$GP$GPCARMPW�,GQRCARMPW�,GQRBGQNJ?WQ�RFC�JGACLQCQ�GL�RFC�JMA?J�JGACLQC�B?R?@?QC�

��3RCN 4M�GKNMPR�?�JGACLQC�DPMK�RFGQ�B?R?@?QC��AJGAI44MMJQMMJQ� ,MA?J�,GACLQC�$?R?@?QC,MA?J�,GACLQC�$?R?@?QC
4FC77 MPI@CLAF�,GACLQC�-?L?ECPMPI@CLAF�,GACLQC�-?L?ECPMNCLQ�

��3RCN #JGAI)KNMPR�&GJC)KNMPR�&GJC
4FGQ�@SRRML�GL�RFC77 MPI@CLAF�,GACLQC�-?L?ECPMPI@CLAF�,GACLQC�-?L?ECPGQ�?JU?WQ�CL?@JCB��?LB�MNCLQ�RFC)KNMPR�,GACLQC)KNMPR�,GACLQC
UGLBMU�DMP�WMS�RM�L?TGE?RC�RM�?�QMSPAC�eJC���JGACLQC�MP��J?P	��/LJW�RUM�RWNCQ�MD�eJCQ�?NNC?P�DMP
QCJCARGML�
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��3RCN 4M�?BB�RM��MP�SNB?RC�GL	�WMSP�JMA?J�JGACLQC�B?R?@?QC��QCJCAR�?�JGACLQC�eJC�?LB�AJGAI/+/+ �

.G?E?P?�0J?RDMPK�'SGBC 0J?RDMPK�RMMJQ
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!�NMNSN�UGLBMU�AMLePKQ�QSAACQQ��?LB�RFC�JGACLQC�Q	�?PC�?BBCB�MP�SNB?RCB�GL�WMSP�B?R?@?QC�

)D�?LW�MD�RFC�JGACLQC�Q	�WMS�QCJCAR�RM�GKNMPR�?PC�MJBCP�RF?L�RFC�MLCQ�ASPPCLRJW�GL�WMSP�JMA?J
B?R?@?QC��KC?LGLE�RF?R�RFC�ECLCP?RCB�?RRPG@SRC�RGKCQR?KN�GQ�C?PJGCP��LCUCP�JGACLQC�Q	�GL�WMSP
JMA?J�JGACLQC�B?R?@?QC�?PC�LMR�MTCPUPGRRCL��(MUCTCP��RFC�Q?KC�GKNMPR�QSAACQQDSJ�KCQQ?EC�NMNSN
?NNC?PQ�DMP�QSAF�eJC�GKNMPR�MNCP?RGMLQ�

2COSCQRGLE�?�JGACLQC�DPMK�RFC�JGACLQC�QCPTCP
9MS�BM�LMR�LCCB�?�NJ?RDMPK�MP�QR?RGML�AMLLCARGML�RM�PCOSCQR�?�JGACLQC�DPMK�RFC�MLJGLC�JGACLQC�QCPTCP�

Prerequisites:
9MS�?PC�SQGLE7 MPI@CLAFPSLLGLE�ML�?�0#�RF?R�GQ�JGACLQCB�

��3RCN 3CJCAR44MMJQMMJQ� 2COSCQR�,GACLQC2COSCQR�,GACLQC�

0J?RDMPK�RMMJQ .G?E?P?�0J?RDMPK�'SGBC
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4FC2COSCQR�"GLB�,GACLQC2COSCQR�"GLB�,GACLQCDMPK�MNCLQ�

��3RCN %LRCP�RFCHost Id DMP�?LMRFCP�0#�MP�DMP�?�PCKMRC�AMLRPMJJCP�?LB�AJGAI3S@KGR3S@KGR�
)D�WMS�?PC�PCOSCQRGLE�?�JGACLQC�DMP�?LMRFCP�0#�ML�UFGAF�WMS�F?TC�GLQR?JJCB.G?E?P?��CLRCP�RFC�0#]Q
FMQR�)$�?JMLE�UGRF�RFC�MRFCP�NCPRGLCLR�GLDMPK?RGML�

%VNMPRGLE�?�JGACLQC�DGJC�SQGLE�?�RMMJ
9MS�K?W�CVNMPR�?�JGACLQC�SQGLE�?�NJ?RDMPK�RMMJ�UGRFMSR�ePQR�K?IGLE�?�NJ?RDMPK�AMLLCARGML��9MS�K?W�Q?TC�?LW
LSK@CP��MP�?JJ	�JGACLQCQ�GL�WMSP�JMA?J�JGACLQC�B?R?@?QC�JMA?JJW�ML�WMSP7 MPI@CLAF0#��?Q�?�JGACLQC�?PAFGTC���J?P	
eJC�

Prerequisites:
9MS�?PC�SQGLE7 MPI@CLAFPSLLGLE�ML�?�0#�RF?R�GQ�JGACLQCB�

4FC�JGACLQC�?PAFGTC�DMPK?R�?JJMUQ�WMS�RM�C?QGJW�QF?PC�Q?TCB��J?P�eJCQ��FMUCTCP�RFCW�?PC�L?KCB	�?KMLE�KSJRGNJC
0#Q�UGRFMSR�MTCPUPGRGLE�?�JGACLQC�eJC�DMP�?�BGDDCPCLR�FMQR�NJ?RDMPK�

.G?E?P?�0J?RDMPK�'SGBC 0J?RDMPK�RMMJQ
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��3RCN 3CJCAR44MMJQMMJQ� ,MA?J�,GACLQC�$?R?@?QC,MA?J�,GACLQC�$?R?@?QC�
4FC77 MPI@CLAF�,GACLQC�-?L?ECPMPI@CLAF�,GACLQC�-?L?ECPMNCLQ�

��3RCN 4M�CVNMPR�?JJ�JGACLQCQ�DPMK�WMSP�JMA?J�JGACLQC�B?R?@?QC��AJGAI%VNMPR�&GJC%VNMPR�&GJCUGRFMSR�ePQR�QCJCARGLE�?
JGACLQC�
4FC�QWQRCK�NPMKNRQ�WMS�RM�AMLePK�RF?R�WMS�GLRCLBCB�RM�CVNMPR�?JJ�JGACLQCQ�

��3RCN 4M�CVNMPR�MLC�MP�KMPC�QNCAGeA�JGACLQCQ��QCJCAR�RFCK�GL�RFC�JCDR�N?LC��FMQR�)$Q�MP�JGACLQC�eJCQ	�

��3RCN $M�MLC�MD�RFC�DMJJMUGLE�

` )D�WMS�?PC�CVNMPRGLE�?JJ�JGACLQCQ��AJGAI99CQCQ�

0J?RDMPK�RMMJQ .G?E?P?�0J?RDMPK�'SGBC
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` )D�WMS�?PC�CVNMPRGLE�QCJCARCB�JGACLQCQ��AJGAI%VNMPR�&GJC%VNMPR�&GJC�
!L %VNMPR�,GACLQCQ%VNMPR�,GACLQCQeJC�AFMMQCP�MNCLQ�

��3RCN .?TGE?RC�RM�RFC�QNMR�RM�Q?TC�RFC��J?P�eJC�

��3RCN 4M�PCL?KC�RFC�JGACLQC�?PAFGTC�eJC�AF?LEC�RFC�L?KC�
&MP�CV?KNJC��GLQRC?B�MD��JGACLQCQ�J?P��WMS�AMSJB�PCL?KC�GR�-W#MLRPMJJCP�J?P�

��3RCN 4M�AMLRGLSC��AJGAI/+/+ �
!�NMNSN�UGLBMU�AMLePKQ�CVNMPR�QSAACQQ�

4FC�QWQRCK�Q?TCQ�RFC�JGACLQC�GL�?�AMKNPCQQCB��XGN
AMKN?RG@JC	�DMPK?R�ILMUL�?Q�?�JGACLQC�?PAFGTC�
4FGQ�GQ�?�eJC�UGRF�?��J?P�eJC�CVRCLQGML��)R�GLAJSBCQ�RFC�AMKNJCRClicenses/hostID DMJBCP
�QS@BGPCARMPW	�QRPSARSPC��PCJ?RGTC�RM�QWQ�FMKC	�DMP�?LW�GLAJSBCB�JGACLQCQ�

��3RCN 4M�TGCU�RFC�JGACLQC�XGN�eJC��SQC�7GLBMUQ�%VNJMPCP�RM�L?TGE?RC�RM�RFC�DMJBCP�RF?R�AMLR?GLQ�RFC�eJC�
PGEFR
AJGAI�RFC��J?P�eJC�?LB�MNCL�GR�UGRF�?�SRGJGRW��QSAF�?Q��
XGN�

.G?E?P?�0J?RDMPK�'SGBC 0J?RDMPK�RMMJQ
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4FC��J?P�eJC�AMLR?GLQ�MLC�MP�KMPC�JGACLQCQ�

4FC�QFMUQ�?��J?P�eJC�GL�7GLBMUQ�%VNJMPCP��MNCLCB�SQGLE��
:GN��?LB�GRQ�QS@QCOSCLR�AMLRCLRQ��)L
RFGQ�A?QC��UFCPC�RFC�?PAFGTC�AMLR?GLQ�KSJRGNJC�JGACLQCQ��GR�U?Q�APC?RCB�@W�?L�CVNMPR�NCPDMPKCB
SQGLE�RFC77 MPI@CLAF�,GACLQC�-?L?ECPMPI@CLAF�,GACLQC�-?L?ECPRMMJ�

$CJCRGLE�?�JGACLQC�DGJC�SQGLE�?�RMMJ
9MS�K?W�BCJCRC�?�JGACLQC�SQGLE�?�NJ?RDMPK�RMMJ�UGRFMSR�ePQR�K?IGLE�?�NJ?RDMPK�AMLLCARGML�

Prerequisites:
9MS�?PC�SQGLE7 MPI@CLAFPSLLGLE�ML�?�0#�RF?R�GQ�JGACLQCB�

��3RCN 3CJCAR44MMJQMMJQ� ,MA?J�,GACLQC�$?R?@?QC,MA?J�,GACLQC�$?R?@?QC�
4FC77 MPI@CLAF�,GACLQC�-?L?ECPMPI@CLAF�,GACLQC�-?L?ECPMNCLQ�

��3RCN 3CJCAR�?�JGACLQC�RM�BCJCRC�?LB�AJGAI$CJCRC$CJCRC�
! $CJCRC�$CJCRC�UGLBMU�NPMKNRQ�WMS�RM�AMLePK�RFGQ�?ARGML�

0J?RDMPK�RMMJQ .G?E?P?�0J?RDMPK�'SGBC
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��3RCN 4M�BCJCRC�RFC�QCJCARCB�JGACLQC�Q	��AJGAI99CQCQ�
4D�RFC�QCJCARCB�FMQR�)$�DMJBCP�AMLR?GLCB�MLJW�?��JGACLQC�eJC��RFC�QWQRCK�PCKMTCQ�RFC�CLRGPC�DMJBCP��)D
RFC�DMJBCP�AMLR?GLCB�MRFCP�eJCQ��MP�QS@DMJBCPQ	��RFC�QWQRCK�PCKMTCQ�MLJW�RFC�QCJCARCB��JGACLQC�eJC�
UFGAF�LM�JMLECP�?NNC?PQ�GL�RFC�JCDR�N?LC�

��3RCN 9MS�K?W�LCCB�RM�AJGAI�PCDPCQF�� 	RM�SNB?RC�RFC�JCDR�N?LC�AMLRCLRQ�

5QGLE�?�RMMJ�RM�QWLAFPMLGXC�JGACLQCQ
5QGLE�RFC77 MPI@CLAF�,GACLQC�-?L?ECPMPI@CLAF�,GACLQC�-?L?ECPWMS�K?W�SNB?RC�?LW�LSK@CP��MP�?JJ	�JGACLQCQ�GL�WMSP�JMA?J�JGACLQC
B?R?@?QC�UGRF�RFC�KMQR�ASPPCLR�JGACLQC�?T?GJ?@JC�MLJGLC�DPMK�RFC�JGACLQGLE�QCPTCP��4FGQ�DC?RSPC�PCOSGPCQ�)LRCPLCR
AMLLCARGTGRW�DPMK�WMSP7 MPI@CLAF0#�

Prerequisites:
9MS�?PC�SQGLE7 MPI@CLAFPSLLGLE�ML�?�0#�?LB�WMS�F?TC�)LRCPLCR�?AACQQ�

��3RCN 3CJCAR44MMJQMMJQ� ,MA?J�,GACLQC�$?R?@?QC,MA?J�,GACLQC�$?R?@?QC�
4FC77 MPI@CLAF�,GACLQC�-?L?ECPMPI@CLAF�,GACLQC�-?L?ECPMNCLQ�

��3RCN 4M�GLAJSBC�CTCPW�JGACLQC�GL�WMSP�JGACLQC�B?R?@?QC��AJGAI3WLA�/LJ3WLA�/LJGLCGLCUGRFMSR�ePQR�QCJCARGLE�MLC�MP
KMPC�JGACLQCQ�
4FC�QWQRCK�NPMKNRQ�WMS�RM�AMLePK�

��3RCN $M�MLC�MD�RFC�DMJJMUGLE�

` 4M�QWLAFPMLGXC�?JJ�JGACLQCQ��AJGAI99CQCQ�

` 4M�QWLAFPMLGXC�QCJCARCB�JGACLQCQ��AJGAI3WLA�/LJ3WLA�/LJGLCGLC�

.G?E?P?�0J?RDMPK�'SGBC 0J?RDMPK�RMMJQ
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4FC�QWQRCK�QCLBQ�?L�GKKCBG?RC�PCOSCQR�RM�RFC�JGACLQGLE�QCPTCP��)LRCPKCBG?RC�NMNSN�UGLBMUQ�K?W
@PGCfW�?NNC?P�UFGJC�RFC�QWLA�PCOSCQR�GQ�F?LBJCB��4FC�MNCP?RGML�AMLAJSBCQ�UGRF�? 3WLAFP3WLAFPMLGX?RMLGX?RGMLGML
#MKNJCRC#MKNJCRCNPMKNR��UFGAF�QSKK?PGXCQ�RFC�LSK@CP�MD�JGACLQCQ�?LB�ACPRGeA?RC�eJCQ�RF?R�UCPC
SNB?RCB�GL�WMSP�JMA?J�JGACLQC�B?R?@?QC�

)D�?JJ�JGACLQCQ��?LB�ACPRGeA?RCQ	�UCPC�?JPC?BW�SN
RM
B?RC��RFGQ�UGLBMU�PCNMPRQ0 licenses and
0 certificates updated �
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Chapter 13. Platform Services
0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQNPMTGBC�RFC�QR?RGML]Q�NCPQNCARGTC�ML�GRQ�FMQR�NJ?RDMPK��4FCW�?AR�?Q�RFC�QR?RGML�GLRCPD?AC�RM
QNCAGeAQ�?@MSR�RFC�FMQR�NJ?RDMPK��UFCRFCP�?�AMLRPMJJCP�MP�?�0#	�5LJGIC�RFC�T?PGMSQ�NJ?RDMPK�TGCUQ��?�NJ?RDMPK
AMLLCARGML�GQ�LMR�LCCBCB�RM�?AACQQ0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQ��)LQRC?B��WMS�LCCB�MLJW�?�QR?LB?PB�QR?RGML��&MV	
AMLLCARGML�

!�QR?RGML�SQCP�UGRF�?BKGL
JCTCJ�NCPKGQQGMLQ�ML�RFC3CPTGACQ3CPTGACQAMLR?GLCP��GL�RFC�AMKNMLCLR#MLeE#MLeEQN?AC	�MD�?
PSLLGLE�QR?RGML�?JQM�F?Q�?AACQQ�RM�?�QNCAG?J�QS@QCR�MD�NJ?RDMPK�DSLARGMLQ��TG?0J?RDMPK�3CPTGACQ0J?RDMPK�3CPTGACQ�

5LBCP#MLeE#MLeE� 3CPTGACQ3CPTGACQ��CTCPW�PSLLGLE�QR?RGML�F?Q�?0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQAMLR?GLCP��UFGAF�?LW�QR?RGML�SQCP��UGRF
?BKGL
JCTCJ�NCPKGQQGMLQ�RM�RFGQ�AMKNMLCLR��A?L�?AACQQ�0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQ?PC�@SGJR�BWL?KGA?JJW�?R�QR?RGML
PSLRGKCbWMS�BM�LMR�QCC0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQGL�?L�MDf GLC�QR?RGML�
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Figur e 21. %V?KNJC�MD�?�QR?RGML]Q�0J?RDMPK3CPTGACQ
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0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQ?LB�?JJ�AFGJB�AMKNMLCLRQ�?PC�SLGOSC�DPMK�?JJ�MRFCP�QR?RGML�AMKNMLCLRQ��)L�?�PSLLGLE�QR?RGML
RFCW�NPMTGBC�RUM�K?GL�RWNCQ�MD�DSLARGML?JGRW�

` !�QS@QCR�MD�RFC�NJ?RDMPK�TGCUQ�RF?R�?PC�?T?GJ?@JC�GL�?�NJ?RDMPK�AMLLCARGML��4FCQC�QCPTGACQ�BM�LMR�NPMTGBC
RFC�DSJJ�QCR�MD�DSLARGMLQ�?T?GJ?@JC�GL�?�NJ?RDMPK�AMLLCARGML��&MP�CV?KNJC��WMS�A?LLMR�GLQR?JJ�MP�SNEP?BC
QMDRU?PC��MP�RP?LQDCP�QR?RGMLQ�?LB�eJCQ��(MUCTCP��?�LSK@CP�MD�NJ?RDMPK�AMLeESP?RGML�TGCUQ�?PC�?T?GJ?@JC�

!N?PR�DPMK�AMLeESP?RGML�SQ?EC��QMKC0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQNPMTGBC�QR?RSQ�T?JSCQ�RF?R�WMS�A?L�DSPRFCP
GLAMPNMP?RC�GLAJSBGLE�@SGJR
GL�?J?PK�DC?RSPCQ��5Q?EC�GQ�RWNGA?J�DMP�NMUCP�KMLGRMPGLE�

` #CPR?GL�NJ?RDMPK�AMLeESP?RGML�QCRRGLEQ�?PC�?AACQQG@JC�MLJW�RFPMSEF0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQ?LB�?PC�LMR�?T?GJ?@JC
GL�?�AJGCLR�NJ?RDMPK�AMLLCARGML�

#F?LECQ�WMS�K?IC�RM0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQ?LB�?JJ�AFGJB�QCPTGACQ�?PC�LMR�QRMPCB�GL�RFC�QR?RGML�B?R?@?QC��)LQRC?B�
AF?LECQ�?PC�QRMPCB�GL�MRFCP�eJCQ�ML�RFC�NJ?RDMPK��QSAF�?Q�GRQ�NJ?RDMPK�@ME�eJC��MP�UGRFGL�RFC�NJ?RDMPK]Q
MNCP?RGLE�QWQRCK��4FC�AF?LECQ�?PC�GLBCNCLBCLR�DPMK�RFC�PSLLGLE�QR?RGML��$M�LMR�?RRCKNR�RM�CBGR�RFC
NJ?RDMPK�@ME�BGPCARJW��?JU?WQ�SQC0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQ]�TGCUQ�

)D�WMS�GLQR?JJ�?LMRFCP�QR?RGML�0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQ?PC�BWL?KGA?JJW�PCAPC?RCB�?E?GL�UFCL�RFC�LCU�QR?RGML�QR?PRQ�
@?QCB�SNML�RFC�J?QR�QCRRGLEQ�

3MKC0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQAF?LECQ�K?W�PCOSGPC�WMS�RM�PC@MMR�RFC�FMQR�RM�@CAMKC�CDDCARGTC��%V?KNJCQ�GLAJSBC�
4#0�)0�AF?LECQ�?LB�QMKC�.40
PCJ?RCB�AF?LECQ�GL�?�AMLRPMJJCP��! 2C@MMR�.MU�2C@MMR�.MU�UGLBMU�MNCLQ�SNML�Q?TGLE
QSAF�?�AF?LEC�

NOTE: 7FCL�WMS�BCQGEL�QR?RGML�QCASPGRW��@C�A?PCDSJ�?@MSR�?QQGELGLE�SQCP�NCPKGQQGMLQ�RM0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQ?LB
GRQ�AFGJB�QCPTGAC�AMKNMLCLRQ��)L�ECLCP?J��WMS�QFMSJB�PCE?PB�RFGQ�NMPRGML�MD�RFC�QR?RGML�?Q�KMQR�APGRGA?J��?Q�GR
?JJMUQ�?AACQQ�RM�GRCKQ�QSAF�?Q�FMQR�JGACLQCQ�?LB�4#0�)0�QCRRGLEQ��&SPRFCPKMPC��PGEFR
AJGAI�?ARGMLQ�ML�RFC
0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQGLAJSBC2CQR?PR�3R?R2CQR?PR�3R?RGMLGML�

Table 2. 0J?RDMPK�3CPTGACQ

Service Platform Description

#CPR-?L?ECP3CPTGAC @MRF�0#�?LB�AMLRPMJJCP -?L?ECQ�0+)�ACPRGeA?RC�QRMPCQ�?LB�MP�?JJMUCB�FMQR�CVACNRGMLQ��SQCB�GL
ACPRGeA?RC
@?QCB�4,3�AMLLCARGMLQ�@CRUCCL�RFC�QR?RGML�NJ?RDMPK�?LB�MRFCP
FMQRQ�

4AN)N0J?RDMPK3CPTGAC @MRF�0#�?LB�AMLRPMJJCP 0PMTGBCQ�?AACQQ�RM�RFC�Q?KC�AMLeESP?RGML�SQGLE�RFC�NJ?RDMPK]Q4#0�)04#0�)0
#MLeESP?R#MLeESP?RGMLGMLTGCU�

,GACLQC0J?RDMPK3CPTGAC@MRF�0#�?LB�AMLRPMJJCP 0PMTGBCQ�?AACQQ�RM�RFC�Q?KC�AMLeESP?RGML�SQGLE�RFC�NJ?RDMPK]Q,GACLQC,GACLQC
-?L?ECP-?L?ECP TGCU�

3CPG?J0MPR3CPTGAC AMLRPMJJCP�MLJW !J JMUQ�PCTGCU�MD�?T?GJ?@JC�QCPG?J�NMPRQ�ML�RFC�FMQR�NJ?RDMPK�

.RN0J?RDMPK3CPTGAC AMLRPMJJCP�MLJW 0PMTGBCQ�RFC.G?E?P?��GLRCPD?AC�RM�RFC�.40��.CRUMPI�4 GKC�0PMRMAMJ	
QCPTGAC�MP�B?CKML�MD�?�AMLRPMJJCP]Q�/3��1.8	��GLAJSBGLE�QCTCP?J
AMLeESP?RGML�NPMNCPRGCQ�?LB�?�JGQR�QNCAGDWGLE�MLC�MP�KMPC�.40�RGKC
QCPTCPQ�

$?R?2CAMTCPW3CPTGAC AMLRPMJJCP�MLJW -MLGRMPQ�RFC�QCPTGAC�RF?R�?SRMK?RGA?JJW�APC?RCQ�?LB�K?L?ECQ�QR?RGA�2!-
@SDDCPQ�GL�RFC�AMLRPMJJCP��?JJMUGLE�@?RRCPW
JCQQ�MNCP?RGML��GD�QM�AMLeESPCB	�
MP�SQ?EC�MD�RFC�32!-�?JMLE�UGRF�?L�GLQR?JJCB�@?AISN�@?RRCPW��GD
?NNJGA?@JC	�

(?PBU?PC3A?L3CPTGAC AMLRPMJJCP�MLJW 0PMTGBCQ�?�EP?NFGA?J�BG?EP?K�MD�AMKKSLGA?RGML�NMPRQ�?LB�MRFCP�DC?RSPCQ
ML�RFC�FMQRGLE�NJ?RDMPK��GLAJSBGLE�A?JJMSRQ�RM�?�R?@JC�RF?R�CVNJ?GLQ�RFC
JMA?RGML��BCQAPGNRGML��QSAF�?Q�#/-�	��NMPR�RWNC��?LB�QR?RSQ�SQ?EC�MD�C?AF
GRCK��4FGQ�MNRGML?J�DC?RSPC�PCOSGPCQ�RFC�GLQR?JJ?RGML�MD�RFC�KMBSJCQ
NJ?R(U3A?L?LB�?�AMPPCQNMLBGLENJ?R(U3A?L�RWNC�UFCPC�RWNC�GQ�?
AMLRPMJJCP�KMBCJ�

3WQJME0J?RDMPK3CPTGAC@MRF�0#�?LB�AMLRPMJJCP 0PMTGBCQ�?�QR?LB?PB�NPMRMAMJ�DMP�KCQQ?EC�JMEEGLE��)R�?JJMUQ�KCQQ?ECQ�RF?R
?PC�ECLCP?RCB�@W.G?E?P?RM�@C�QRMPCB�?LB�?L?JWXCB�ML�?�PCKMRC�QCPTCP�
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-MLGRMPGLE�NMUCP�RM�?�AMLRPMJJCP
5QGLE�RFC0MUCP-MLGRMP3CPTGAC0MUCP-MLGRMP3CPTGAC��?�AMLRPMJJCP�NPMTGBCQ�QR?RSQ�KMLGRMPGLE�MD�GRQ�!#�NMUCP�?LB�@?RRCPW�JCTCJ�

Prerequisites:
9MS�?PC�PSLLGLE7 MPI@CLAF?LB�?PC�AMLLCARCB�RM�?�PSLLGLE�PCKMRC�QR?RGML�

��3RCN %VN?LB#MLeE#MLeE� 3CPTGACQ3CPTGACQ� 0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQ?LB�BMS@JC
AJGAI0MUCP-MLGRMP3CPTGAC0MUCP-MLGRMP3CPTGAC�
4FC0MUCP�-MLGRMP0MUCP�-MLGRMPTGCU�MNCLQ�

��3RCN 4M�AMLeESPC�RFGQ�QCPTGAC��AF?LEC�RFC�3FSRBMUL�$CJ?W�4GKC�?LB�MP�?J?PK�QMSPAC�AMLeESP?RGML�DMP
@MRF�RWNCQ�MD�?J?PKQ��JMU�@?RRCPW�JCTCJ�?LB�NPGK?PW�NMUCP�JMQR�
4FC�QMDRU?PC�NPMTGBCQ�QR?RSQ�KMLGRMPGLE�MD�RFC�DMJJMUGLE�GRCKQ��TG?�"MMJC?L�QJMRQ�

` !#�NMUCP�GQ�KMLGRMPCB�@W�RFC�0PGK?PW�0MUCP�0PCQCLR�QJMR��4FGQ�QJMR�PCNMPRQtrue UFCL�!#
NMUCP�GQ�ASPPCLRJW�QSNNJGCB�RM�RFC�AMLRPMJJCP�

` "?RRCPW�JCTCJ�GQ�KMLGRMPCB�@W�RFC�"?RRCPW�'MMB�QJMR��4FGQ�QJMR�PCNMPRQtrue GD�RFC�J?QR�RCQR�MD
RFC�.G-(�@?RRCPW�U?Q�EMMB�

��3RCN )D�LCCBCB��K?IC�?�0V�@GLBGLE�MP�JGLI�RM�RFC�RFCQC�QJMRQ
"CA?SQC�?LW�QR?RGML]Q0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQ?PC�BWL?KGA?JJW�@SGJR�SNML�QR?PRSN��GD�@GLBGLE�GRQ�QJMRQ�RM�0V
UGBECRQ��MP�JGLIGLE�RM�MRFCP�QR?RGML�AMKNMLCLRQ	��@C�?U?PC�MD�RFC�DMJJMUGLE�JGKGR?RGMLQ�?LB
ESGBCJGLCQ�

` 3S@QAPGNRGML�@CF?TGMP�GQ�SLGOSC�RM�?�QR?RGML]Q0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQQJMRQ�GL�RF?R�NPMNCPRW�T?JSCQ
GLGRG?JJW�JM?B��@SR�BM�LMR�?SRMK?RGA?JJW�SNB?RC��4M�CVNJGAGRJW�PCDPCQF�QSAF�NPMNCPRGCQ��WMS�KSQR
GLTMIC�RFC�NMJ_�?ARGML�ML�RFC�AMLR?GLCP�DMP�RFMQC�NPMNCPRGCQ�

&MP�CV?KNJC��GD�ML�?�0V�N?EC�WMS�@GLB�?�"MSLB,?@CJ�RM�RFC0MUCP-MLGRMP3CPTGAC0MUCP-MLGRMP3CPTGAC]QBattery
Good QJMR��GR�BGQNJ?WQtrue MPfalse ��FMUCTCP��RFGQ�T?JSC�BMCQ�LMR�SNB?RC�SLRGJ�WMS�PGEFR
AJGAI
?LB�CVCASRC�RFC�0MJJ�?ARGML��UFGAF�DMPACQ�?�DPCQF�PC?B�

` ,GLIQ�DPMK 0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQ�?LB�AFGJB�QJMRQ	�RM�MRFCP�QR?RGML�AMKNMLCLRQ�KSQR�SQC�?�QMSPAC
/2$] Q�QJMR�N?RF�P?RFCP�RF?L�GRQ�F?LBJC��!DRCP�?�QR?RGML�PCQR?PR�MP�FMQR�PC@MMR��F?LBJC
QMSPACB
JGLIQ�K?W�@C�JMQR�

#MLQGBCP�RFGQ�SNB?RC�JGKGR?RGML�@CDMPC�JGLIGLE0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQQJMRQ�GLRM�MRFCP�AMKNMLCLRQ
RF?R�NPMTGBC�AMLRPMJ�JMEGA��,GLICB�QJMR�T?JSCQ�K?W�UCJJ�@C�MSRB?RCB�QFMPRJW�?DRCP�QR?RGML
QR?PRSN��WCR�QRGJJ�QS@QAPG@CB�?LB�LMR�K?PICB�?Q�QR?JC�
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4FC�QAPCCL�A?NRSPC�QFMUQ�?�JGLI�DPMK�RFC�2CJ?RGML3FCCR�MD�?�R?PECR�AMKNMLCLR�?LB�FMU�RM�CBGR
RFC�JGLI�RM�SQC�RFC�QJMR�N?RF�DMP�QMSPAC�/2$�

)L�?BBGRGML�RM�RFC�PC?B
MLJW�QR?RSQ�QJMRQ��RFC0MUCP-MLGRMP3CPTGAC0MUCP-MLGRMP3CPTGACNPMTGBCQ�PCJ?RCB�AMLeESP?RGML
QJMRQ��UFGAF�WMS�RWNGA?JJW�PCTGCU�?R�AMKKGQQGMLGLE�RGKC��&MP�KMPC�BCR?GJQ�PCDCP�RM�RFCJACE
Niagara 4 Install and Startup Guide�

!@MSR�RFC�.RN0J?RDMPK3CPTGAC
0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQ��GL�?�1.8�FMQRCB�QR?RGML��AMLR?GLQ�?�AFGJB.RN0J?RDMPK3CPTGACQ1LV.RN0J?RDMPK3CPTGACQ1LVAMKNMLCLR��UFGAF
NPMTGBCQ�?L�GLRCPD?AC�RM�RFC�2&#�����
AMKNJ G?LR�.40��.CRUMPI�4GKC�0PMRMAMJ	�QCPTGAC�MP�B?CKML�PSLLGLE�ML
RF?R�FMQR�NJ?RDMPK��.40�GQ�RFC�ASPPCLRJW�PCAMKKCLBCB�RGKC�QWLAFPMLGX?RGML�NPMRMAMJ�RM�SQC�@CRUCCL�GLRCP

LCRUMPICB�BCTGACQ��MDDCPGLE�KMPC�?AASP?AW�RF?L�RFC�MJBCP�2&#�����4GKC�0PMRMAMJ�

"W�BCD?SJR��RFGQ�NJ?RDMPK�QCPTGAC�GQ�BGQ?@JCB�

` )D�JCDR�BGQ?@JCB��RFGQ�NJ?RDMPK�QCPTGAC�BMCQ�LMRFGLE�

.G?E?P?�0J?RDMPK�'SGBC 0J?RDMPK�3CPTGACQ
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` )D�CL?@JCB��RFGQ�NJ?RDMPK�SQCQ�.40�?Q�?�AJGCLR�RM�QWLA�GRQ�AJMAI�UGRF�RGKC�T?JSCQ�PCRPGCTCB�DPMK�MLC�MP�KMPC
.40�R GKC�QCPTCPQ��?AAMPBGLE�RM�MRFCP�AMLeESP?RGML�NPMNCPRGCQ�

!L�CL?@JCB.RN0J?RDMPK3CPTGACUGJJ�LMR�?JJMU�AJGCLR�QWLAFPMLGX?RGML�UGRF�RGKC�QCPTCPQ�SQGLE�2&#������CTCL
GD�RFC�QR?RGML�?JQM�F?Q�?4GKC3WLA3CPTGACSLBCP�GRQ#MLeE#MLeE� 3CPTGACQ3CPTGACQDMJBCP�

NOTE: 3SNNMPR�DMP77 GLBMUQGLBMUQ?LB ,GLSV,GLSV3SNCPTGQMP.40�0J?RDMPK�3CPTGACF?Q�@CCL�BGQAMLRGLSCB�GL.G?E?P?����
?LB�J?RCP��0PCTGMSQ�TCPQGMLQ�MD�RFC.40�0J?RDMPK�3CPTGACGL�RFCQC�CLTGPMLKCLRQ�U?Q�PC?BMLJW��3SNNMPR�DMP�RFGQ
QCPTGAC�AMLRGLSCQ�DMP�CK@CBBCB�CLTGPMLKCLRQ��4FC.40�0J?RDMPK�3CPTGACGQ�LMU�PCKMTCB�DPMK�RFC
NJ?RDMPK�@ME�eJC�GL.G?E?P?���� ?LB�J?RCP�DMP�?DDCARCB�CLTGPMLKCLRQ�

6CPGDWGLE�?AACQQ�RM�?L�.40�QCPTCP
4FGQ�NPMACBSPC�TCPGeCQ�RF?R�?�NPMTGBCB�.40�QCPTCP�GQ�PC?AF?@JC�?LB�PCQNMLBGLE��)R�A?LLMR�@C�SQCB�UFGJC�.40�GQ
CL?@JCB�ML�RFC�AMLRPMJJCP�

Prerequisites:
9MS�?PC�SQGLE7 MPI@CLAF?LB�?PC�AMLLCARCB�RM�RFC�PCKMRC�AMLRPMJJCP��9MS�ILMU�RFC�BMK?GL�L?KC�MP�)0
?BBPCQQ�MD�RFC�NS@JGA�.40�QCPTCP�RFC�AMLRPMJJCP�GQ�?RRCKNRGLE�RM�AMLLCAR�RM�

��3RCN $GQ?@JC�.40�DMP�RFC�AMLRPMJJCP�

��3RCN %VN?LB#MLeE#MLeE� 3CPTGACQ3CPTGACQ� 0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQ��PGEFR
AJGAI.RN0J?RDMPK3CPTGAC1LV.RN0J?RDMPK3CPTGAC1LV?LB�AJGAI!AR!ARGMLQGMLQ
� 3WLA�.MU3WLA�.MU�
4FC3WLA�.MU3WLA�.MUUGLBMU�MNCLQ�

��3RCN 4WNC�GL�RFC�DSJJW�OS?JGeCB�BMK?GL�L?KC�MD�?�NS@JGA�.40�QCPTCP�MP�RFC�)0�?BBPCQQ�MD�?LW�?AACQQG@JC
.40�QCPTCP�?LB�AJGAI/+/+ �

��3RCN 4M�TCPGDW��BM�MLC�MD�RFC�DMJJMUGLE�

` 2GEFR
AJGAI�RFC�QR?RGML�GL�RFC�.?T�RPCC��QCJCAR3NW3NW� NJ?RDMPK�BNJ?RDMPK�BG?ELMQRG?ELMQRGAQGAQ� JMEJME�

` #JGAI&GJC&GJC� /NCL�MP/NCL�MPBB �#RPJ#RPJ� ,, 	�?LB�CLRCP�
ip:<controller_IP_address>|fox:|spy:/platform diagnostics/log ��UFCPC
RFC�T?PG?@JC�L?KC<controller_IP_address> GQ�RFC�AMLRPMJJCP]Q�)0�?BBPCQQ��?LB�NPCQQ
CLRCPCLRCP�

2CTCPRGLE�RM�RFC�JCE?AW�#05�SQ?EC�DMP�"!#LCR�LCRUMPIQ
&MP�AMLRPMJJCPQ�PSLLGLE.G?E?P?����� ?LB�J?RCP��RFC�-3�40�CLEGLC�GQ�JMA?RCB��@W�BCD?SJR��ML�RFC�AMLRPMJJCP]Q
23
����AM
NP MACQQMP��4FGQ�R?QI�BCQAPG@CQ�FMU�RM�AMLeESPC�RFC��NJ?R-QRN
"?ALCR-QRN0J?RDMPK3CPTGAC1LV
KMBSJC�QM�RF?R�RFC�-3�40�CLEGLC�PSLQ�ML�RFC�AMLRPMJJCP�#05�GLQRC?B�

Prerequisites:
9MS�?PC�UMPIGLE�GL7 MPI@CLAF?LB�?PC�AMLLCARCB�RM�?�NJ?RDMPK�?LB�PSLLGLE�QR?RGML�ML�?�NPMNCPJW�AMLeESPCB
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"!#LCR�.CRUMPI�

4FC"?ALCR-QRN0J?RDMPK3CPTGAC"?ALCR-QRN0J?RDMPK3CPTGACGQ�FGBBCL�@W�BCD?SJR��4FGQ�NPMACBSPC�CVNJ?GLQ�FMU�RM�K?IC�GR�TGQG@JC�SLBCP
0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQ��?LB�FMU�RM�BGQ?@JC�RFC�AMNPMACQQMP�

��3RCN %VN?LB�RFC�AMLRPMJJCP�QR?RGML]Q3R?R3R?RGMLGML� #MLeE#MLeE� 3CPTGACQ3CPTGACQ��PGEFR
AJGAI�RFC0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQ?LB
QCJCAR!8�3JMR�3FCCR!8�3JMR�3FCCRDPMK�RFC�NMNSN�KCLS�
4FC0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQ!8�3JMR�3FCCR!8�3JMR�3FCCRTGCU�MNCLQ�

��3RCN 2GEFR
AJGAI�RFC"?ALCR-QRN0J?RDMPK3CPTGAC1LV"?ALCR-QRN0J?RDMPK3CPTGAC1LV?LB�QCJCAR�RFC#MLeE�&J?EQ#MLeE�&J?EQKCLS�GRCK�

4FC#MLeE�&J?EQ#MLeE�&J?EQUGLBMU�MNCLQ�
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��3RCN #JC?P�RFCHidden NPMNCPRW�AFCAI�@MV�?LB�AJGAI/+/+ �
4FC"?ALCR-QRN0J?RDMPK3CPTGAC"?ALCR-QRN0J?RDMPK3CPTGACAMKNMLCLR�BGQNJ?WQ�SLBCP0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQGL�RFC�.?T�RPCC�

��3RCN 4M�BGQNJ?W�RFCUse Coprocessor NPMNCPRW��PGEFR
AJGAI"?ALCR-QRN0J?RDMPK3CPTGAC1LV"?ALCR-QRN0J?RDMPK3CPTGAC1LV��AFMMQC�GRQ
!8�3JMR�3FCCR!8�3JMR�3FCCR��PGEFR
AJGAIuseCoprocessor ��QCJCAR#MLeE�&J?EQ#MLeE�&J?EQDPMK�RFC�NMNSN�KCLS��AJC?P�RFC
Hidden NPMNCPRW�AFCAI�@MV�?LB�AJGAI/+/+ �
4FCSQC#MNPMACQQMPNPMNCPRW�GQ�LMU�TGQG@JC�GL�RFC0J?RDMPK�3CPTGAC�0P0J?RDMPK�3CPTGAC�0PMNCPRMNCPRGCQGCQTGCU�

��3RCN $MS@JC
AJGAI�RFC"?ALCR-QRNJ?RDMPK3CPTGAC1LV"?ALCR-QRNJ?RDMPK3CPTGAC1LVLMBC�GL�RFC�.?T�RPCC��QCRUse Coprocessor RM
false ?LB�AJGAI�RFC3?TC3?TC�

��3RCN 2CQR?PR�RFC�QR?RGML�RM�eL?JGXC�RFC�AF?LEC�GL�NPMACQQGLE�JMA?RGML�

'JM@?J�A?N?AGRW�JGACLQGLE
4FGQ�JGACLQGLE�KMBCJ�GQ�?T?GJ?@JC�DMP�QMKC�NJ?RDMPKQ��?KMLE�RFCK�RFC*!#%
���� ?LB *!#%
���� ��'JM@?J
A?N?AGRW�JGACLQGLE�RP?AIQ�QNCAGeA�PCQMSPACQ�GL�RFC�QR?RGML�SQGLE�EJM@?J�AMSLRCPQ��4FGQ�NPMTGBCQ�KMPC�fCVG@GJGRW�GL
FMU�PCQMSPACQ�?PC�?JJMA?RCB�

4FC�QR?RGML�ICCNQ�?�EJM@?J�AMSLR�MD�?JJ�LCRUMPIQ��BCTGACQ��NPMVW�NMGLRQ��JGLIQ��FGQRMPGCQ�?LB�QAFCBSJCQ��7FCL
MLC�MD�RFCQC�PCQMSPACQ�EMCQ�MTCP�?�JGACLQCB�JGKGR��RFC�PCQMSPAC�CGRFCP�EMCQ�GLRM�D?R?J�D?SJR�MP�@CAMKCQ�GL?ARGTC�
4FC�AMLRCLR�MD�?LW�N?PRGASJ?P�EJM@?J�A?N?AGRW�JGACLQC�BCNCLBQ�ML�RFC�DC?RSPC�NSPAF?QCB�DMP�RFC�AMLRPMJJCP��&MP
CV?KNJC�

�DC?RSPC�L?KC� �EJM@?J#?N?AGRW�CVNGP?RGML������
��
���
NMGLR�JGKGR������� BCTGAC�JGKGR�����
CVAJSBCB$CTGACQ��LB GM�LPGM�LG?E?P?$PGTCP�
CVAJSBCB0MGLRQ��LB GM�LPGM�LG?E?P?$PGTCP���

4FC�CV?KNJC�?@MTC�QCRQ�EJM@?J�JGKGRQ�ML�NMGLRQ������	�?LB�BCTGACQ����	��@SR�LM�JGKGRQ�ML�LCRUMPIQ��JGLIQ�
FGQRMPGCQ��MP�QAFCBSJCQ��4FC�CVAJSBCB$CTGACQ�?LB�CVAJSBCB0MGLRQ�?RRPG@SRCQ�KC?L�RF?R�RFCPC�GQ�LM�JGKGR�ML�RFC
LSK@CP�MD�BCTGACQ�?LB�NMGLRQ�DPMK�RFCQC�KMBSJCQ��LBGM��LPGM�MP�LG?E?P?$PGTCP�

!�KMPC�PCQRPGARGTC�EJM@?J�A?N?AGRW�CV?KNJC�DC?RSPC�AMSJB�JMMI�JGIC�@CJMU�

� JR�DC?RSPC�L?KC� �EJM@?J#?N?AGRW�CVNGP?RGML��LCTCP�LCRUMPI�JGKGR����
BCTGAC�JGKGR����� NMGLR�JGKGR������ JGLI�JGKGR������ FGQRMPW�JGKGR������
QAFCBSJC�JGKGR����� CVAJSBCB.CRUMPIQ��LPGM�CVAJSBCB$CTGACQ��LPGM�
CVAJSBCB0MGLRQ��LPGM��� ER�

4FC�CV?KNJC�GLBGA?RCQ�

` !�J GKGR�MD�RFPCC�LCRUMPIQ�MD�?LW�IGLB

0J?RDMPK�3CPTGACQ .G?E?P?�0J?RDMPK�'SGBC

��� -?P AF���������



` !�J GKGR�MD����BCTGACQ�MD�?LW�IGLB�

` !�J GKGR�MD�����NMGLRQ�MD�?LW�IGLB

` !�J GKGR�MD�����JGLIQ�MD�?LW�IGLB�

` !�J GKGR�MD�����FGQRMPGCQ�?LB����QAFCBSJCQ�MD�?LW�IGLB�

!RRPG@SRCQ�?JJMU�DMP�CVAJSBCB.CRUMPIQ��CVAJSBCB$CTGACQ��?LB�CVAJSBCB0MGLRQ��C?AF�?Q�?�AMKK?
QCN?P?RCB�JGQR
MD�KMBSJCQ��4FGQ�KC?LQ�RF?R�RFCPC�GQ�LM�JGKGR�DMP�LPGM�LCRUMPIQ��BCTGACQ�?LB�NMPRQ��!LW�KMBSJCQ�GL�RFCQC
?RRPG@SRCQ�?PC�CVAJSBCB�DPMK�RFC�PCQNCARGTC�EJM@?J�A?N?AGRW�JGKGR��(MUCTCP�?JJ�JGLIQ��FGQRMPGCQ��?LB�QAFCBSJCQ
DPMK�RFCQC�KMBSJCQ�?PC�LMR�CVAJSBCB�DPMK�?LW�MRFCP�EJM@?J�A?N?AGRW�AMSLRQ��!JJ�QR?RGMLQ�GLAJSBC�?L
!SB GR(GQRMPW�?LB�,ME(GQRMPW��UFGAF�?PC�GLAJSBCB�GL�RFC�FGQRMPW�JGKGR�

%V?KNJC�EJM@?J#?N?AGRW�DC?RSPC�CLRPW

�DC?RSPC�L?KC��EJM@?J#?N?AGRW��CVNGP?RGML������
��
����NMGLR�J GKGR��������BCTGAC�JGKGR�����
CVAJSBCB$CTGACQ��LBGM�LPGM�LG?E?P?$PGTCP��CVAJSBCB0MGLRQ��LBGM�LPGM�LG?E?P?$PGTCP���

4FC�CV?KNJC�?@MTC�QCRQ�EJM@?J�JGKGRQ�ML�NMGLRQ������	�?LB�BCTGACQ����	��@SR�LM�JGKGRQ�ML�LCRUMPIQ��JGLIQ�
FGQRMPGCQ��MP�QAFCBSJCQ��4FC�CVAJSBCB$CTGACQ�?LB�CVAJSBCB0MGLRQ�?RRPG@SRCQ�KC?L�RF?R�RFCPC�GQ�LM�JGKGR�ML�RFC
LSK@CP�MD�BCTGACQ�?LB�NMGLRQ�DPMK�RFCQC�KMBSJCQ��LBGM��LPGM�MP�LG?E?P?$PGTCP�

!�KMPC�PCQRPGARGTC�EJM@?J�A?N?AGRW�CV?KNJC�DC?RSPC�AMSJB�JMMI�JGIC�@CJMU�

�DC?RSPC�L?KC��EJM@?J#?N?AGRW��CVNGP?RGML��LCTCP��LCRUMPI�JGKGR����BCTGAC�JGKGR������NMGLR�JGKGR������
JGLI�JGKGR�������FGQRMPW�JGKGR������QAFCBSJC�JGKGR������CVAJSBCB.CRUMPIQ��LPGM�
CVAJSBCB$CTGACQ��LPGM�CVAJSBCB0MGLRQ��LPGM���

4FC�CV?KNJC�GLBGA?RCQ�

` !�J GKGR�MD�RFPCC�LCRUMPIQ�MD�?LW�IGLB

` !�J GKGR�MD����BCTGACQ�MD�?LW�IGLB�

` !�J GKGR�MD�����NMGLRQ�MD�?LW�IGLB

` !�J GKGR�MD�����JGLIQ�MD�?LW�IGLB�

` !�J GKGR�MD�����FGQRMPGCQ�?LB����QAFCBSJCQ�MD�?LW�IGLB�

!RRPG@SRCQ�?JJMU�DMP�CVAJSBCB.CRUMPIQ��CVAJSBCB$CTGACQ��?LB�CVAJSBCB0MGLRQ��C?AF�?Q�?�AMKK?
QCN?P?RCB�JGQR
MD�KMBSJCQ��4FGQ�KC?LQ�RF?R�RFCPC�GQ�LM�JGKGR�DMP�LPGM�LCRUMPIQ��$CTGACQ�?LB�NMPRQ��!LW�KMBSJCQ�GL�RFCQC
?RRPG@SRCQ�?PC�CVAJSBCB�DPMK�RFC�PCQNCARGTC�EJM@?J�A?N?AGRW�JGKGR��(MUCTCP�?JJ�JGLIQ��FGQRMPGCQ��?LB�QAFCBSJCQ
DPMK�RFCQC�KMBSJCQ�?PC�LMR�CVAJSBCB�DPMK�?LW�MRFCP�EJM@?J�A?N?AGRW�AMSLRQ�

NOTE: !J J�QR?RGMLQ�GLAJSBC�?L�!SBGR(GQRMPW�?LB�,ME(GQRMPW��UFGAF�?PC�GLAJSBCB�GL�RFC�FGQRMPW�JGKGR�

#FCAIGLE�A?N?AGRW�JGACLQGLE�QR?RSQ
%TCPW�QR?RGML�RF?R�PSLQ�ML�?�NJ?RDMPK�UGRF�EJM@?J�A?N?AGRW�JGACLQGLE�ICCNQ�?�PSLLGLE�R?JJW�ML�?JJ�AMPPCQNMLBGLE
PCQMSPACQ�GL�RFC2CQMSP2CQMSPAC�-?L?ECPAC�-?L?ECPTGCU�

Prerequisites:
9MS�?PC�SQGLE7 MPI@CLAF?LB�?PC�AMLLCARCB�RM�?�QR?RGML�UGRF�EJM@?J�A?N?AGRW�JGACLQGLE�

��3RCN 2GEFR
AJGAI�RFC�MNCLCB3R?R3R?RGMLGML?LB�QCJCAR66GCUQGCUQ� 2CQMSP2CQMSPAC�-?L?ECPAC�-?L?ECP�

.G?E?P?�0J?RDMPK�'SGBC 0J?RDMPK�3CPTGACQ
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4FC2CQMSP2CQMSPAC�-?L?ECPAC�-?L?ECPMNCLQ�

!LW�QR?RGML�UGRF�EJM@?J�A?N?AGRW�JGACLQGLE�F?Q�QNCAGeA�CLRPGCQ�GL�RFC�JMUCP�2CQMSPAC�)LDMPK?RGML
R?@JC�MD�RFGQ�TGCU�

)L�RFGQ�CV?KNJC��RFPCCA?N?AGRW,GACLQGLE�PCAMSLRQR?RGQRGAQ�GLAJSBC�?�RGKCQR?KN�RF?R�GLBGA?RCQ
UFCL�RFC�EJM@?J�A?N?AGRW�PCAMSLR�J?QR�P?L�

!LMRFCP�EPMSN�MDEJM@?J#?N?AGRW�PCQMSPACQR?RSQCQ�QFMU�RFC�ASPPCLR�AMSLRQ�?JMLE�UGRF
PCQNCARGTC�JGACLQC�JGKGRQ��GD�?LW	��4FC�QR?RGML�TGCU�?@MTC�PCfCARQ�RFC�ePQR�EJM@?J#?N?AGRW�CV?KNJC
EGTCL�GQ�

� JR�DC?RSPC�L?KC� �EJM@?J#?N?AGRW�CVNGP?RGML������
��
��� NMGLR�JGKGR�������
BCTGAC�JGKGR����� CVAJSBCB$CTGACQ��LB GM�LPGM�LG?E?P?$PGTCP�
CVAJSBCB0MGLRQ��LB GM�LPGM�LG?E?P?$PGTCP��� ER�

UFCPC�EJM@?J�JGKGRQ�CVGQR�MLJW�ML�BCTGACQ�,GKGR����	?LB�NPMVW�NMGLRQ�,GKGR�������	 UGRF�LBGM��LPGM
?LB�LG?E?P?$PGTCP�BCTGACQ�?LB�NMGLRQ�@CGLE�CVAJSBCB�DPMK�?LW�JGKGRQ�

��3RCN 4M�PCDPCQF�RFC�AMSLR��AJGAI5NB?RC5NB?RC�

0J?RDMPK�3CPTGACQ .G?E?P?�0J?RDMPK�'SGBC
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/DRCL�WMS�BCJCRC�?Q�UCJJ�?Q�?BB�PCQMSPACQ�GL�RFC�NPMACQQ�MD�CLEGLCCPGLE�?�QR?RGML��#?N?AGRW
JGACLQGLE�LCTCP�BCAPCKCLRQ�?LW�PCQMSPAC�AMSLRCP��4FGQ�AMSJB�PCQSJR�GL�GL?AASP?RC�AMSLRQ�MTCP�?�JMLE
NCPGMB�MD�RGKC��4FCPCDMPC��?LW�PCQMSPAC�APC?RCB�UGRF�?L�MTCP
A?N?AGRW�CPPMP�UGJJ�LCTCP�ECR�MSR�MD
D?SJR��9MS�KSQR�BCJCRC�GR�

!�QR?RGML�PCQR?PR�AMPPCARQ�EJM@?J�A?N?AGRW�AMSLRQ��(MUCTCP��QGLAC�RFGQ�GQ�MDRCL�GLAMLTCLGCLR��RFC
QWQRCK�NCPDMPKQ�?�EJM@?J�A?N?AGRW�PCAMSLR�?NNPMVGK?RCJW�CTCPW����KGLSRCQ�RM�AMPPCAR�?LW
GLf?RCB�AMSLRQ��9MS�A?L�?JU?WQ�QCC�RFC�PCAMSLR�QR?RSQ��?JMLE�UGRF�RFC�ASPPCLR�EJM@?J�JGACLQGLE
AMSLRQ�?LB�JGKGRQ�GL�RFC�QR?RGML]Q2CQMSP2CQMSPAC�-?L?ECPAC�-?L?ECPTGCU��MP�QNW�TGCU	�

��3RCN )D�WMS�?PC�?�QSNCP�SQCP��WMS�A?L�ECR�RFGQ�Q?KC�GLDMPK?RGML�@W�PGEFR
AJGAIGLE�RFC�QNW�N?EC�ML�?
QR?RGML��?R�RFC�DMJJMUGLE�JMA?RGML�3NW3NW� KCRPGAQKCRPGAQ�
3NCAG?J�NCPKGQQGML�GQ�PCOSGPCB�RM�TGCU�QNW�N?ECQ�

.G?E?P?�0J?RDMPK�'SGBC 0J?RDMPK�3CPTGACQ
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4FC2CKMRC�3R?R2CKMRC�3R?RGML�Z�KCRPGAQGML�Z�KCRPGAQTGCU�MNCLQ�

4FGQ�GLDMPK?RGML�K?RAFCQ�RFC2CQMSP2CQMSPAC�-?L?ECPAC�-?L?ECPTGCU�CV?KNJC�UGRF�RFC�CVACNRGML�MD�RFC
recountLastRun RGKCQR?KN�QFMUL��MLC�FMSP�J?RCP	�

!BBCB�AMKNMLCLRQ�RF?R�CVACCB�EJM@?J�A?N?AGRW�JGKGRQ�NPMTGBC�?�&?SJR�#?SQC�CVNJ?GLGLE�RFC
PC?QML��)L�RFGQ�CV?KNJC��UFCPC�RFCPC�?PC����EJM@?J�CVGQRGLE�BCTGACQ��GD�eTC���	�LCU
-MB @SQ4AN$CTGACQ�?PC�?BBCB�RFGQ�PCQSJRQ�GL�?�D?SJR��?Q����BCTGACQ�GQ�MLC�MTCP�RFC����BCTGAC�JGKGR�

0J?RDMPK�3CPTGACQ .G?E?P?�0J?RDMPK�'SGBC
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!Q�QFMUL�?@MTC��RFC�NPMNCPRW�QFCCR�DMP�RFC�BCTGAC�QFMUQ�RFGQ�PC?QML�GLFault Cause �

��3RCN $CJCRC�RFGQ��MP�?LW	�AMKNMLCLR�UGRF�?�QGKGJ?P�D?SJR�A?SQC�
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Result
)D�WMS�BM�LMR�BCJCRC�RFC�AMKNMLCLR��GR�PCK?GLQ�GL�D?SJR��#MPPCQNMLBGLE�CTCLRQ�?PC�?JQM�CLRCPCB�GL�RFC�QR?RGML]Q
,ME(GQRMPW�

4FC�EJM@?J#?N?AGRW�AMSLR�DMP�?LW�CVACCBCB�PCQMSPAC�?NNC?PQ�GL�RFC�AMPPCQNMLBGLE�CLRPW�GL�RFC�QR?RGML]Q
2CQMSP2CQMSPAC�-?L?ECPAC�-?L?ECP�

4FC�LCACQQ?PW�BCJCRGML�MD�?L�MTCP
JGKGR�BCTGAC����	�BMCQ�LMR�BCAPCKCLR�RFC�AMSLR�@?AI�?R�RF?R�RGKC��)LQRC?B��?
NCPGMBGA�PCAMSLR��?@MSR�CTCPW����KGLSRCQ	�MP�QR?RGML�PCQR?PR�GQ�LCCBCB�RM�SNB?RC�RFC�AMSLR�

3GKGJ?P�AMKNMLCLR�D?SJRQ�?LB�CPPMP�JMEQ�?NNJW�RM�LCRUMPIQ��NMGLRQ��JGLIQ��?LB�QAFCBSJCQ�

0J?RDMPK�3CPTGACQ .G?E?P?�0J?RDMPK�'SGBC
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!Q�QFMUL�?@MTC��RFC�0PMVW%VR�DMP�?�NPMVW�NMGLR�QFMUQ�?Fault Cause PC?QML��4FC�NPMNCPRW�QFCCR�MD�?�LCRUMPI
GL�EJM@?J�A?N?AGRW�D?SJR�GQ�QGKGJ?PExceeded network limit for globalCapacity ��?LB�RFGQ�?NNJGCQ�?JQM�RM
?�QAFCBSJC�GL�EJM@?J�A?N?AGRW�D?SJR�Exceeded schedule limit for globalCapacity �

%VACCBGLE�RFC�EJM@?J#?N?AGRW�JGLI�JGKGR�NPMBSACQ�?�NMNSN#?N?AGRW�,GACLQGLE#?N?AGRW�,GACLQGLEUGLBMU�ML�RFC�UGPC�QFCCR�MP
?ARGTC�TGCU�RF?R�PCNMPRQ��^%VACCBCB�,GLI�,GKGR�_�?LB�RFC�JGLI�GQ�LMR�DSLARGML?J�

#?N?AGRW�JGACLQGLE�?LB�FGQRMPGCQ
(GQRMPGCQ�RF?R�CVACCB�RFC�EJM@?J#?N?AGRW�JGKGRQ�K?LGDCQR�GL�BGDDCPCLR�U?WQ��)D�RFC�LSK@CP�MD�FGQRMPGCQ�GL�RFC
QR?RGML�GQ�EPC?RCP�RF?L�RFC�EJM@?J#?N?AGRW�JGKGR��RFC�PCQMSPAC�AMSLRCP�GL�RFC�QR?RGML�NPCTCLRQ�KMPC�FGQRMPGCQ
DPMK�@CGLE�APC?RCB�

)L�RFC�BCD?SJR(GQRMPW�%VR�-?L?ECP(GQRMPW�%VR�-?L?ECPTGCU�ML�RFC(GQRMPW3CPTGAC(GQRMPW3CPTGAC��WMS�QCC�?�R?@JC�MD�?JJ�FGQRMPW�CVRCLQGMLQ�?JMLE
UGRF�RFC�QR?RC�MD�C?AF��CL?@JCB��BGQ?@JCB��D?SJR	��)LAJSBCB�GQ�?�RMR?J�AMSLR�MD�?JJ�FGQRMPW�CVRCLQGMLQ��(MUCTCP�
RFCPC�GQ�LM�C?QW��GLRSGRGTC�U?W�RM�ECR�?�AMSLR�MD�RFMQC�GL�?�N?PRGASJ?P�QR?RC�MP�QCR�MD�QR?RCQ��!L�CVRCLQGML�GL�?
D?SJR�QR?RC�UGRF�? Fault Cause MDExceeded history limit GLBGA?RCQ�?�PCJ?RCB�NPM@JCK��3GKNJW�BGQ?@JGLE
QSAF�?L�CVRCLQGML�BMCQ�LMR�eV�RFC�GQQSC��9MS�KSQR�BCJCRC�RFC�FGQRMPW�GL�RFC�FGQRMPW�B?R?@?QC��UFGAF�A?LLMR�@C
BMLC�DPMK�RFC(GQRMPW3CPTGAC(GQRMPW3CPTGAC�

9MS�BCJCRC�FGQRMPGCQ�DPMK�RFC$?R?@?QC�-?GLRCL?LAC$?R?@?QC�-?GLRCL?LACTGCU�MD�RFC(GQRMPW(GQRMPWQN?AC��@SR�LMRC�RFCPC�?PC�LM�AMSLRQ
?T?GJ?@JC�RFCPC��)D�WMS�BCJCRC�MLC�MP�KMPC�FGQRMPGCQ�RM�PCBSAC�FGQRMPW�AMSLR��WMS�KSQR�U?GR�SLRGJ�RFC�NCPGMBGA
PCAMSLR��?NNPMVGK?RCJW�CTCPW����KGLSRCQ	�A?JASJ?RCQ�RFC�PCBSACB�AMSLR��(MUCTCP��WMS�A?LLMR�BCJCRC�RFC
FGQRMPW�CVRCLQGML�RF?R�APC?RCB�RFC�FGQRMPW�DPMK�RFCPC��3M�GR�GQ�JGICJW�RF?R�RFC�FGQRMPW�GQ�EMGLE�RM�@C�PCAPC?RCB�GL
RFC�DSRSPC��SLJCQQ�WMS�BCJCRC�MP�KMBGDW�RFC�FGQRMPW�CVRCLQGML�RF?R�APC?RCB�RFC�FGQRMPW�B?R?@?QC�R?@JC�

)L�?BBGRGML�RM�FGQRMPW�CVRCLQGMLQ�GL�RFC�Q?KC�QR?RGML��MRFCP�GRCKQ�A?L�APC?RC�FGQRMPGCQ��GLAJSBGLE�

` (GQRMPW�GKNMPRQ�GL�RFC�Q?KC�QR?RGML

` (GQRMPW�CVNMPRQ�GL�?LMRFCP�QR?RGML

` !SB GR(GQRMPW�QCPTGAC

` ,ME(GQRMPW�QCPTGAC

4FCQC�?ARGTGRGCQ�?BB�RM�RFC�AMSLR��4FGQ�GQ�RFC�PC?QML�UFW�?�QR?RGML�OSGAIJW�CVACCBQ�GRQ�FGQRMPW�JGKGR�
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Chapter 14. Supervisor components
#MKNMLCLRQ�GLAJSBC�QCPTGACQ��DMJBCPQ�?LB�MRFCP�KMBCJ�@SGJBGLE�@JMAIQ�?QQMAG?RCB�UGRF�?�KMBSJC��4FCQC
AMKNMLCLRQ�?PC�?T?GJ?@JC�MLJW�GL�?�3SNCPTGQMP�0#�NJ?RDMPK�
0PMNCPRW�BCQAPGNRGMLQ�GLAJSBCB�GL�RFC�DMJJMUGLE�RMNGAQ�?NNC?P�?Q�AMLRCVR
QCLQGRGTC�FCJN�RMNGAQ�UFCL�?AACQQCB
@W�

` 2GEFR
AJGAIGLE�ML�RFC�M@HCAR�?LB�QCJCARGLE66GCUQGCUQ� 'SGBC�(CJN'SGBC�(CJN

` #JGAIGLE(CJN(CJN� 'SGBC�/L�4'SGBC�/L�4 ?P?PECRECR

7 MPI@CLAF�,GACLQC�-?L?ECP��NJ?RDMPK
,GACLQC$?R?@?QC4MMJ	
4FGQ�AMKNMLCLR�PCNPCQCLRQ�WMSP7 MPI@CLAF0#]Q�JMA?J�JGACLQC�B?R?@?QC��4FGQ�?JJMUQ�WMS�RM�K?L?EC�JMA?JJW

QRMPCB�JGACLQCQ�

4M�?AACQQ��AJGAI44MMJQMMJQ� ,MA?J�,GACLQC�$?R?@?QC,MA?J�,GACLQC�$?R?@?QC�

4FGQ�TGCU�NPMTGBCQ�?�RUM
N?LC�UGLBMU�GLRM�?JJ�RFC�JGACLQC�eJCQ�?LB�N?PCLR�^FMQR�)$_�DMJBCPQ�

` 4FC�JCDR�N?LC�NPMTGBCQ�RPCC�L?TGE?RGML�UFCPC�WMS�A?L�CVN?LB�DMJBCPQ�?LB�AJGAI��RM�QCJCAR	�JGACLQC�eJCQ�

` 4FC�PGEFR�N?LC�QFMUQ�RFC�RCVR�AMLRCLRQ�MD�?LW�QCJCARCB�JGACLQC�eJC�

"SRRMLQ
"SRRMLQ�?R�RFC�@MRRMK�MD�RFGQ�TGCU�NPMTGBC�?�U?W�RM�K?L?EC�RFC�AMLRCLRQ�MD�WMSP�JMA?J�JGACLQC�B?R?@?QC��?LB
?PC�BCQAPG@CB�?Q�DMJJMUQ�

` )KNMPR�&GJC)KNMPR�&GJC?JU?WQ�?T?GJ?@JC��RFGQ�@SRRML�?BBQ�JGACLQC�eJC�Q	�DPMK�?�JMA?J�JGACLQC�eJC�MP�JGACLQC�?PAFGTC���J?P	
eJC�

` %VNMPR�&GJC%VNMPR�&GJC?JU?WQ�?T?GJ?@JC��RFGQ�@SRRML�Q?TCQ�?JJ�JGACLQCQ��MP�?LW�QCJCARCB�JGACLQCQ	�JMA?JJW��?Q�?�JGACLQC

Figur e 22. 7 MPI@CLAF�,GACLQC�-?L?ECP
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?PAFGTC�eJC�

` $CJCRC$CJCRCBCJCRCQ�QCJCARCB�JGACLQCQ�DPMK�RFC�JMA?J�JGACLQC�B?R?@?QC�

` 3WLA�/LJ3WLA�/LJGLCGLCRWNGA?JJW�?T?GJ?@JC�GD�WMS�F?TC�)LRCPLCR�AMLLCARGTGRW��RFGQ�@SRRML�SNB?RCQ�?JJ�JGACLQCQ��MP�?LW
QCJCARCB�JGACLQCQ	�GL�WMSP�JMA?J�JGACLQC�B?R?@?QC�UGRF�RFC�KMQR�ASPPCLR�TCPQGMLQ�MD�RFC�JGACLQC�Q	�DPMK�RFC
MLJGLC�JGACLQGLE�QCPTCP�

3SNCPTGQMP�AMKNMLCLRQ .G?E?P?�0J?RDMPK�'SGBC
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Chapter 15. Contr oller components
#MKNMLCLRQ�GLAJSBC�QCPTGACQ��DMJBCPQ�?LB�MRFCP�KMBCJ�@SGJBGLE�@JMAIQ�?QQMAG?RCB�UGRF�?�KMBSJC��4FCQC
AMKNMLCLRQ�?PC�?T?GJ?@JC�MLJW�GL�?�PCKMRC�AMLRPMJJCP�NJ?RDMPK�
0PMNCPRW�BCQAPGNRGMLQ�GLAJSBCB�GL�RFC�DMJJMUGLE�RMNGAQ�?NNC?P�?Q�AMLRCVR
QCLQGRGTC�FCJN�RMNGAQ�UFCL�?AACQQCB
@W�

` 2GEFR
AJGAIGLE�ML�RFC�M@HCAR�?LB�QCJCARGLE66GCUQGCUQ� 'SGBC�(CJN'SGBC�(CJN

` #JGAIGLE(CJN(CJN� 'SGBC�/L�4'SGBC�/L�4 ?P?PECRECR

$?R?�2CAMTCPW�3CPTGAC�%BGRMP��NJ?R$?R?2CAMTCPW
$?R?2CAMTCPW3CPTGAC	
4FGQ�AMKNMLCLR�GL�RFCNJ?R$?R?2CAMTCPWKMBSJC�?SRMK?RGA?JJW�APC?RCQ�?LB�K?L?ECQ�@SDDCPQ�GL�?�AMLRPMJJCP]Q
?T?GJ?@JC�2!-��?JJMUGLE�?�AMLRPMJJCP�RM�DSLARGML�UGRFMSR�?�@?RRCPW�MP�RM�SQC�2!-�?JMLE�UGRF�?�GLQR?JJCB�@?AISN
@?RRCPW�

4M�?AACQQ��CVN?LB#MLeE#MLeE� 3CPTGACQ3CPTGACQ� 0J?RDMPK�3CPTGAC0J?RDMPK�3CPTGAC?LB�BMS@JC
AJGAI$?R?2CAMTCPW3CPTGAC$?R?2CAMTCPW3CPTGACMD*!#% �

4FC�AMLRPMJJCPQ�UGRF�GLRCEP?J�2!-�GLAJSBC�*!#%
���� � *!#%
���� ��?LB�RFC�DMJJMUGLE�JCE?AW�AMLRPMJJCPQ�
*!#%
�% � *!#%
�% � *!#%
��� � *!#%
��� 	�?Q�UCJJ�?Q�RFC*!#%
� ?LB *!#%
� UGRF�?L�GLQR?JJCB�32!-�MNRGML
A?PB�

&MP�BCR?GJQ��QCC�RFCNiagara Data Recovery Service Guide�

Figur e 23. $?R?�2CAMTCPW�3CPTGAC�%BGRMP�TGCU

.G?E?P?�0J?RDMPK�'SGBC #MLRPMJJCP�AMKNMLCLRQ
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-MBCJ
QNCAGDGA�0J?RDMPK3CPTGAC#MLR?GLCP�NPMNCPRGCQ
3MKC*!#% AMLRPMJJCP�KMBCJQ�K?W�F?TC�WCR�KMPC0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQNPMNCPRGCQ��QNCAGeA�RM�QNCAG?J�F?PBU?PC
DC?RSPCQ��4FGQ�GQ�GL�?BBGRGML�RM�RFC�QR?LB?PB�?LB�?BBGRGML?J�NPMNCPRGCQ��4WNGA?JJW��RFCQC�?PC�AMLeESPCB�?R
AMKKGQQGMLGLE�RGKC�

&MP�KMPC�BCR?GJQ��QCC�RFC�AMLRPMJJCP
QNCAGeA0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQNPMNCPRGCQ�GL�RFCJACE Niagara 4 Install and
Startup Guide�

.40�0J?RDMPK�3CPTGAC��NJ?RDMPK
.RN0J?RDMPK3CPTGAC.NQBI	
4FGQ�AMLRPMJJCP�AMKNMLCLR�GQ�RFC.G?E?P?GLRCPD?AC�RM�RFC�.40��.CRUMPI�4 GKC�0PMRMAMJ	�B?CKML�MD�RFC.G?E?P?
0MPR?@GJGRW�QMDRU?PC�BCTCJMNKCLR�IGR��.NQBI	�PSLLGLE�ML�?�AMLRPMJJCP��)D�CL?@JCB��GR�NPMTGBCQ�AJGCLR�?LB�QCPTCP
QSNNMPR�DMP�.40�

0J?RDMPK�3CPTGAC�0PMNCPRGCQ��NJ?RDMPK
.RN0J?RDMPK3CPTGAC1LV	
4FGQ�AMLRPMJJCP�AMKNMLCLR�GQ�RFC.G?E?P?GLRCPD?AC�RM�RFC�.40��.CRUMPI�4 GKC�0PMRMAMJ	�B?CKML�MD�RFC�1.8
/3�PSLLGLE�ML�?�AMLRPMJJCP��)D�CL?@JCB��GR�NPMTGBCQ�AJGCLR�?LB�QCPTCP�QSNNMPR�DMP�.40�

4FC�BCD?SJR�TGCU�MD�RFGQ�NJ?RDMPK�QCPTGAC�GQ�RFC0J?RDMPK�3CPTGAC�0P0J?RDMPK�3CPTGAC�0PMNCPRMNCPRGCQGCQTGCU��GL�UFGAF�WMS�A?L�?BHSQR�?�DCU
QCRRGLEQ��?Q�UCJJ�?Q�QNCAGDW�RGKC�QCPTCPQ�

4M�?AACQQ�RFGQ�TGCU�CVN?LB#MLeE#MLeE� 3CPTGACQ3CPTGACQ� 0J?RDMPK�3CPTGACQ0J?RDMPK�3CPTGACQ?LB�PGEFR
AJGAI.RN0J?RDMPK3CPTGAC1LV.RN0J?RDMPK3CPTGAC1LV�
66GCUQGCUQ� 0J?RDMPK�3CPTGAC�0P0J?RDMPK�3CPTGAC�0PMNCPRMNCPRGCQGCQ

Property Value Description

0J?RDMPK�3CPTGAC�$CQAPGNRGML PC?B
MLJW 2CNMPRQ�RFC�RWNC�MD�QCPTGAC�

%L?@JCB true �BCD?SJR	�MPfalse %L?@JCQ�?LB�BGQ?@JCQ�RFC�SQC�MD�RFC
.CRUMPI�4GKC�0PMRMAMJ�GL�RFC
AMLRPMJJCP�

Figur e 24. 0J?RDMPK�3CPTGAC�0PMNCPRGCQ

#MLRPMJJCP�AMKNMLCLRQ .G?E?P?�0J?RDMPK�'SGBC
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Property Value Description

true A?SQCQ�RFC�FMQR�RM�SQC�.40
RM�QWLA�GRQ�AJMAI�UGRF�RGKC�T?JSCQ
PCRPGCTCB�DPMK�MRFCP�QCPTCPQ�

4GKC�3CPTCPQ ?BBGRGML?J�NPMNCPRGCQ� !BB GRGML?J�NPMNCPRGCQ�

3R?RGQRGAQ PC?B�MLJW��BCD?SJRQ�RMfalse 	 )LBGA?RCQ�GD�QR?RGQRGAQ�?PC�?T?GJ?@JC�

true PCNMPRQ�GLDMPK?RGML�?@MSR
.40�MNCP?RGML�

.RN PC?B�MLJW��BCD?SJRQ�RMtrue 	 2CNMPRQ�GD�.40��.CRUMPI�4GKC
0PMRMAMJ	�GQ�CL?@JCB�

,MA?J�"?AISN PC?B�MLJW��BCD?SJRQ�RMfalse 	 2CNMPRQ�FMU�QCPTCP�NMJJGLE�GQ
F?LBJCB�

true GLBGA?RCQ�RF?R�GD�RFC�QNCAGeCB
.40�QCPTCP�Q	�@CAMKC
SL?T?GJ?@JC�BSPGLE�?�NMJJ��RFC
QWQRCK�AJMAI�NPMTGBCQ�RFC�RGKC
SQCB��4FGQ�NPCTCLRQ�RFC�RGKGLE�MD
RFC�NMJJGLE�?JEMPGRFK�GL�RFC�LRNB
�UFGAF�GQ�CVCASRCB�?R�QNCAGeCB�
AF?LEGLE�GLRCPT?JQ	�DPMK�@CGLE
PCQCR��!true T?JSC�BMCQ�LMR
AF?LEC�RFC�.40�B?CKML]Q
NMJJGLE�GLRCPT?J��DPCOSCLAW	��)L
D?AR��@W�SQGLE�RFC�JMA?J�QWQRCK
AJMAI��RFC�.40
A?JASJ?RCB�NMJJGLE
RGKC�UMSJB�PCK?GL�RFC�Q?KC�?LB
RFSQ�LMR�PCQSJR�GL�KMPC�NMJJGLE�

3WLA�!R�"MMR PC?B�MLJW��BCD?SJRQ�RMfalse 	 2CNMPRQ�GD�RFC�JMA?J�QWQRCK�RGKC
QFMSJB�@C�SNB?RCB�?R�NJ?RDMPK�@MMR�

true CVCASRCQ�RFC�LRNB?RC
AMKK?LB�RM�SNB?RC�QWQRCK�JMA?J
RGKC�UFCL�RFC�AMLRPMJJCP�@MMRQ�
4FGQ�F?NNCLQ�@CDMPC�RFC�QR?RGML
QR?PRQ�MP�RFC�LRNB�QR?PRQ�

(MQR�-MBC PC?B
MLJW )LBGA?RCQ�RF?R�RFGQ�FMQR�?ARQ�?Q�?L
.40�AJ GCLR�MLJW��4FC�.40�B?R?
PCRPGCTCB�@W�RFGQ�FMQR�DPMK
AMLeESPCB�QCPTCPQ�GQ�LMR�?T?GJ?@JC�RM
JMA?J�LCRUMPI�BCTGACQ�

.G?E?P?�0J?RDMPK�'SGBC #MLRPMJJCP�AMKNMLCLRQ

-?P AF��������� ���



0J?RDMPK�!J?PK�3SNNMPR��NJ?RDMPK
0J?RDMPK!J?PK3SNNMPR	
4FGQ�AMLRPMJJCP�AMKNMLCLR�GQ�?�AMLR?GLCP�QJMR�RF?R�?NNC?PQ�DMP�C?AF�?J?PK?@JC�T?JSC�SLBCP�?0J?RDMPK�3CPTGAC0J?RDMPK�3CPTGAC�
QSAF�?Q�RFC0MUCP-MLGRMP3CPTGAC0MUCP-MLGRMP3CPTGACDMP�K?LW�AMLRPMJJCPQ�

&MP�RFC�AMLRPMJJCP�NJ?RDMPK��CV?KNJC0J?RDMPK!J?PK3SNNMPR0J?RDMPK!J?PK3SNNMPRAMKNMLCLRQ�GLAJSBC�

` "?RRCPW�!J?PK�3SNNMPR"?RRCPW�!J?PK�3SNNMPRAMLeESPCQ�FMU�JMU�@?RRCPW�JCTCJ�?J?PKQ�?PC�F?LBJCB�GL�RFC�QR?RGML�

` 0MUCP�!J?PK�3SNNMPR0MUCP�!J?PK�3SNNMPRAMLeESPCQ�FMU�!#�NMUCP�JMQQ�?J?PKQ�?PC�F?LBJCB�GL�RFC�QR?RGML�

0PMNCPRGCQ�SLBCP�C?AF0J?RDMPK�!J?PK�3SNNMPR0J?RDMPK�!J?PK�3SNNMPRAMLR?GLCP�?PC�SQCB�RM�BCQGEL?RC�RFC�QR?RGML]Q�!J?PK�#J?QQ�RM�@C
SQCB��?LB�?JQM�RM�NMNSJ?RC�RFC�?J?PK�PCAMPB�UFCL�RFC�QNCAGeA�?J?PK�MAASPQ��4FCQC�NPMNCPRGCQ�UMPI�GL�RFC�Q?KC
D?QFGML�?Q�RFMQC�GL�?L�?J?PK�CVRCLQGML�DMP�?LW�AMLRPMJ�NMGLR�

3WQRCK�0J?RDMPK�3CPTGAC��NJ?RDMPK
3WQRCK0J?RDMPK3CPTGAC1LV*?TCJGL?	
4FGQ�AMLRPMJJCP�AMKNMLCLR�GQ�RFC�1.8�GKNJCKCLR?RGML�MD3WQRCK0J?RDMPK3CPTGAC3WQRCK0J?RDMPK3CPTGACGL�?�QR?RGML�PSLLGLE�ML�?
*6,.
@?QCB��*!#%
��� 	�AMLRPMJJCP�

3WQRCK�0J?RDMPK�3CPTGAC��NJ?RDMPK
3WQRCK0J?RDMPK3CPTGAC1LV.NK�VV	
4FGQ�AMLRPMJJCP�AMKNMLCLR�GQ�RFC�1.8�GKNJCKCLR?RGML�MD3WQRCK0J?RDMPK3CPTGAC3WQRCK0J?RDMPK3CPTGACGL�?�QR?RGML�PSLLGLE�ML�RFC
*!#% AMLRPMJJCP�

4AN�)N�#MLDGESP?RGML��NJ?R$?CKML
4AN)N#MLDGESP?RGML	
4#0�)0�#MLeESP?R4#0�)0�#MLeESP?RGMLGMLGQ�RFC�NJ?RDMPK�TGCU�WMS�SQC�RM�AMLeESPC�?�PCKMRC�FMQR]Q�4#0�)0�QCRRGLEQ��4WNGA?JJW��WMS
K?IC�GLGRG?J�QCRRGLEQ�UFCL�WMS�ePQR�AMKKGQQGML�RFC�AMLRPMJJCP��UFCPC�RFGQ�TGCU�GQ�MLC�QRCN�GL�RFC�NJ?RDMPK]Q
#MKKGQQGMLGLE�7GX?PB��&MP�7GLBMUQ�NJ?RDMPKQ��RFGQ�TGCU�GQ�PC?B
MLJW�GL.G?E?P?��&MP�KMPC�BCR?GJQ��QCC�4#0�
)0�#MLeESP?RGML�

4M�?AACQQ�RFGQ�TGCU�MD�RFC�AMLRPMJJCP�CVN?LB0J?RDMPK0J?RDMPK?LB�BMS@JC
AJGAI4#0�)0�#MLeESP?R4#0�)0�#MLeESP?RGMLGML�

Figur e 25. 4AN�)N�#MLeESP?RGML�TGCU

#MLRPMJJCP�AMKNMLCLRQ .G?E?P?�0J?RDMPK�'SGBC
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Property Value Description

(MQR�L?KC RCVR )BCLRGeCQ�RFC�L?KC��)B	�MD�RFC�FMQR
NJ?RDMPK��&MP�?�3SNCPTGQMP�0#�RFGQ�GQ
JMA?JFMQR�

(MQR�&GJC RCVR $GQNJ?WQ�RFC�BCR?GJQ�MD�FMQR�eJC�SQCB�

5QC�)0T� AFCAI�@MV )D�AFCAICB�SQCQ�)0T��

$.3�$MK?GL RCVR $CeLCQ�RFC�L?KC�MD�RFC�LCRUMPI
BMK?GL��MP�GD�LMR�?NNJGA?@JC��JC?TC�GR
@J?LI�

)0T��'?RCU?W )0�?BBPCQQ )0T��'?RCU?W�GQ�RFC�)0�?BBPCQQ�DMP
RFC�BCTGAC�RF?R�DMPU?PBQ�N?AICRQ�RM
MRFCP�LCRUMPIQ�MP�QS@LCRQ��4FC
AMLRPMJJCP�MLJW�QSNNMPRQ�MLC�E?RCU?W
DMP�?JJ�?B?NRCPQ��4FGQ�GLAJSBCQ�RFC
*!#%
���� 7 G&G�!B?NRCP�GL�#JGCLR
KMBC�

$.3T��3CPTCPQ )0�?BBPCQQ $CeLCQ�RFC�)0�?BBPCQQCQ�DMP�?LW
$.3�QCPTCPQ��3CN?P?RC�C?AF�UGRF�?
AMKK?�

)0T�'?RCU?W )0�?BBPCQQ $CeLCQ�RFC�)0T��?BBPCQQ�DMP�RFC
PMSRCP�RF?R�DMPU?PBQ�N?AICRQ�RM�MRFCP
)0T��LCRUMPIQ�MP�QS@LCRQ�

$.3T��QCPTCP )0�?BBPCQQCQ $CeLCQ�MLC�MP�KMPC�$.3T�
QCPTCP�Q	�

)LRCPD?ACQ BPMN
BMUL�?PPMU $GQNJ?WQ�RFC�BCR?GJQ�MD�RFC�GLRCPD?ACQ�

(?PBU?PC�3A?L�3CPTGAC�6GCU��NJ?R(U3A?L
(?PBU?PC3A?L3CPTGAC	
4FGQ�MNRGML?J�NJ?RDMPK�QCPTGAC�AMKNMLCLR�GQ�?T?GJ?@JC�ML�RFC�AMLRPMJJCP�QR?RGML��NPMTGBCB�RF?R�RFC�NJ?RDMPK�F?Q
RFCNJ?R(U3A?LKMBSJC�GLQR?JJCB��4FGQ�QCPTGAC�NPMTGBCQ�?�EP?NFGA?J�BG?EP?K�MD�AMKKSLGA?RGML�NMPRQ�?LB�MRFCP
DC?RSPCQ�ML�RFC�FMQRGLE�NJ?RDMPK��GLAJSBGLE�A?JJMSRQ�RM�?�R?@JC�RF?R�CVNJ?GLQ�RFC�JMA?RGML��BCQAPGNRGML��QSAF�?Q
#/-�	��NMPR�RWNC��?LB�QR?RSQ�SQ?EC�MD�C?AF�GRCK�

4M�DSLARGML�AMPPCARJW��RFC�?NNPMNPG?RCNJ?R(U3A?L�4WNC�KMBSJC�LCCBQ�RM�@C�GLQR?JJCB�ML�RFC�AMLRPMJJCP�
/R FCPUGQC��RFC�BCD?SJR(?P(?PBU?PBU?PC�3A?L�3CPTGAC�6C�3A?L�3CPTGAC�6GCUGCUBGQNJ?WQ�

Jar file platHwScanType is required to support this platform

UFCPC�RFC�?NNPMNPG?RCNJ?R(U3A?L�4WNC�GQ�?Q�DMJJMUQ�

Contr oller Series platHwScanType module

*!#%
�% � *!#%
� � *!#%
�% NJ?R(U3A?L.NK

*!#%
�

NJ?R(U3A?L*TJL

.G?E?P?�0J?RDMPK�'SGBC #MLRPMJJCP�AMKNMLCLRQ
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Contr oller Series platHwScanType module

*!#%
��� �*!#%
��� UGRF�PCRPMeR�@M?PB	
NJ?R(U3A?L*���

*!#%
��� �*!#%
��� UGRF�PCRPMeR�@M?PB	
NJ?R(U3A?L*���

*!#%
����%VNP CQQ�*
���
802�MP�-�-	
NJ?R(U3A?L8NP

*!#%
����

NJ?R(U3A?L4GR?L

#MLRPMJJCP�AMKNMLCLRQ .G?E?P?�0J?RDMPK�'SGBC
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4M�MNCL�RFGQ�TGCU��CVN?LB#MLeE#MLeE� 3CPTGACQ3CPTGACQ� 0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQ?LB�BMS@JC
AJGAI(?P(?PBU?PBU?PC3A?L3CPTGACC3A?L3CPTGAC�

4FGQ�BG?EP?K�MD�RFC�AMLRPMJJCP�QFMUQ�GRQ�AMKKSLGA?RGML�NMPRQ�?LB�MRFCP�DC?RSPCQ�GLAJSBGLE��GD�?NNJGA?@JC�
GLQR?JJCB�AMKKSLGA?RGML�MNRGMLQ��QSAF�?Q�KMBSJCQ�MP�A?PBQ��4FC�A?JJMSRQ�PCDCP�RM�?�R?@JC�RF?R�CVNJ?GLQ�C?AF
GRCK]Q�JMA?RGML��BCQAPGNRGML��QSAF�?Q�#/-�	��NMPR�RWNC��SQ?EC��?LB�QR?RSQ�

&MP�KMPC�GLDMPK?RGML��PCDCP�RM�RFCNiagara Engineering Notes �

0J?RDMPK�3CPTGAC�0PMNCPRGCQ��NJ?R-QRN
"?ALCR-QRN0J?RDMPK3CPTGAC1LV	
4FGQ�AMKNMLCLR�CLF?LACQ�#05�NPMACQQGLE��)D�WMS�?PC�SQGLE�KSJRGNJC�-3�40�RPSLIQ�?LB�J?PEC�LSK@CPQ�MD�-3�40
NMGLRQ��WMSP�AMLRPMJJCP�#05�SQ?EC�K?W�@C�TCPW�FGEF��AMLRPG@SRGLE�RM�QJMU�NCPDMPK?LAC��"CEGLLGLE�UGRF .G?E?P?
���� ��1.8
@?QCB�AMLRPMJJCPQ�RF?R�?PC�JGACLQCB�UGRF�RFCKQRNJGACLQC�SQC�CLF?LACB�-3�40��CKQRN	�NPMACQQGLE
NPMTGBCB�@W�RFC�#05]Q�23
����AM
NPMACQQMP�

Figur e 26. (?PBU?PC�3A?L�TGCU
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0PGMP�RM�RFGQ��NPMACQQGLE�DMP�-3�40�AMKKSLGA?RGML�U?Q�NPMTGBCB�ML�RFC�AMLRPMJJCP�#05��7GRF�RFGQ�SNB?RC��RFC
CLF?LACB�-3�40�NPMACQQGLE�KMBC�GQ�RFC�BCD?SJR�AMLBGRGML�UFCL�SQGLE�RFGQ�NPMRMAMJ��FMUCTCP��WMS�A?L�PCTCPR
RM�RFC�JCE?AW�KMBC�@W�AMLeESPGLE�RFC"?ALCR-QRN0J?RDMPK3CPTGAC1LV"?ALCR-QRN0J?RDMPK3CPTGAC1LVNPMNCPRGCQ��%LF?LACB�-3�40�NPMTGBCQ�?
QGELGeA?LR�@CLCeR�@W�R?IGLE�?�QS@QR?LRG?J�JM?B�MDD�MD�RFC�#05��NPMTGBGLE�MTCP?JJ�AMLRPMJJCP�NCPDMPK?LAC
GKNPMTCKCLRQ��$CNCLBGLE�ML�WMSP�AMLeESP?RGML��GKNPMTCKCLRQ�K?W�GLAJSBC�GLAPC?QCB�AMKKSLGA?RGMLQ
PCJG?@GJGRW�?LB�KMPC�PCQNMLQGTC�EP?NFGA�TGCUQ�

4FGQ�GQ�?�FGBBCL�AMKNMLCLR��)L�KMQR�QGRS?RGMLQ��GRQ�BCD?SJR�QCRRGLEQ�QFMSJB�@C�QSDeAGCLR�?LB�NPCDCP?@JC�
(MUCTCP��RM�PCTCPR�RM�RFCJCE?AW�#05
@?QCB	�NPMACQQGLE�KMBC��WMS�A?L�K?IC�RFGQ�AMKNMLCLR]Q�NPMNCPRGCQ
TGQG@JC�GL�RFC�QR?RGML]Q0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQ��4UM�MRFCP�NPMNCPRGCQ�?ARGMLQ�?PC�?T?GJ?@JC�RM�@C�CVNMQCB�

7 GRF�QMKC�?BBGRGML?J�AMLeESP?RGML��GR�GQ�NMQQG@JC�RM�A?NRSPC�BG?ELMQRGA�B?R?��4M�?AACQQ�RFC�QR?RGQRGAQ�PCJ?RCB�RM
?L�-3�40�LCRUMPI�NMPR�RF?R�K?W�@C�FCJNDSJ�GL�BG?ELMQGLE�NPM@JCKQ��PCDCP�RM�RFCNiagara Engineering Notes �

%VRCPL?J�3,!�"?RRCPW��NJ?R0MUCP
%VRCPL?J3J?"?RRCPW	

%VRCPL?J3J?"?RRCPW%VRCPL?J3J?"?RRCPW� 	�GQ�MLC�MD�RUM�@?RRCPW�QJMRQ�GL�RFC*?TCJ*?TCJGL?"?RRCPW0J?RDMPK3CPTGACGL?"?RRCPW0J?RDMPK3CPTGACGL�RFC*!#%
���
�*!#%
� QCPGCQ	�AMLRPMJJCP�QR?RGML]Q0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQAMLR?GLCP��4FGQ�QJMR�GLBGA?RCQ�RFC�FMQR*!#% NJ?RDMPK�A?L
SQC�?L�MNRGML?J��QC?JCB
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*?TCJGL?�"?RRCPW�0J?RDMPK�3CPTGAC��NJ?R0MUCP
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4FGQ�AMKNMLCLR�?NNJGCQ�RM�?�QR?RGML�PSLLGLE�GL�RFC*!#%
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JC?B�?AGB��3,!	�@?RRCPW�

)R�A?L�KMLGRMP�?J?PK�AMLR?ARQ�MD�?L�CVRCPL?J��ASQRMKCP
QSNNJGCB�503b�GD�CL?@JCB�?LB�UGPCB�RM�RFC�RUM
AMPPCQNMLBGLE�ML@M?PB�AMLR?AR�GLNSRQ��#)Q	�MD�RFC�AMLRPMJJCP��4FC*!#%
� AMLRPMJJCP�F?Q�RFPCC�ML@M?PB�#)Q�
UGRF�RFC�GLRCLBCB�SQC�DMP�503�!#�NMUCP�JMQR��503�JMU�@?RRCPW��?LB��BMMP	�R?KNCP�QUGRAF�

4FC�R?KNCP�QUGRAF�#)�ML�RFC*!#%
� AMLRPMJJCP�GQ�CL?@JCB�?LB�KMLGRMPCB�@W�RUM�NPMNCPRGCQ�GL�RFC
0MUCP-MLGRMP3CPTGAC0MUCP-MLGRMP3CPTGAC]Q�N?PCLR0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQAMLR?GLCP	�

#MLeESP?RGML�NPMNCPRGCQ�GL�RFGQ0MUCP-MLGRMP3CPTGAC0MUCP-MLGRMP3CPTGAC?JJMU�AF?LEGLE�RFC�QFSRBMUL�BCJ?W�RGKC��?LB�?JQM
QNCAGDWGLE�UFCRFCP�CVRCPL?J�COSGNKCLR�GQ�AMLLCARCB����6�3,!�@?RRCPW��503	��3CN?P?RC�?J?PK�QMSPAC

Figur e 27. "?ALCR�-QRN�0J?RDMPK�3CPTGAC�NPMNCPRGCQ�UGRF�5QC�#MNPMACQQMP�NPMNCPRW�CVNMQCB
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AMLeESP?RGML�NPMNCPRGCQ�?PC�?T?GJ?@JC�DMP�?JJ�eTC�RWNCQ�MD�?J?PKQ��JMU�.G-(�@?RRCPW�JCTCJ��JMU�3,!�@?RRCPW�JCTCJ�
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4FC�QSNNMPR�GQ�CL?@JCB�?LB�AMLeESPCB�?R*!#% AMKKGQQGMLGLE�RGKC��&MP�PCJ?RCB�BCR?GJQ��QCC*!#% NMUCP
KMLGRMPGLE�AMLeESP?RGML�GL�RFC�J?RCQRJACE Niagara 4 Install and Startup Guide�

.)-(�"?RRCPW��NJ?R0MUCP
.GKF"?RRCPW	

.GKF"?RRCPW.GKF"?RRCPW� 	�GQ�?�@?RRCPW�AMLR?GLCP�QJMR�SLBCP�RFC0MUCP-MLGRMP3CPTGAC0MUCP-MLGRMP3CPTGACGL�RFC*!#%
��� �*!#%
� QCPGCQ	
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.NK�.GKF"?RRCPW	

4FGQ�QJMR��	�GLBGA?RCQ�RF?R�RFC�FMQR�AMLRPMJJCP�NJ?RDMPK�SQCQ�?�LGAICJ
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DMP�?JJ�RFPCC�RWNCQ�MD�?J?PKQ��JMU�.G-(�@?RRCPW�JCTCJ��JMU�3,!�@?RRCPW�JCTCJ��NPGK?PW�NMUCP�JMQR	�
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NMUCP�KMLGRMPGLE�AMLeESP?RGML�GL�RFC�J?RCQRInstall and Startup Guide�

0MUCP�-MLGRMP�0J?RDMPK�3CPTGAC��NJ?R0MUCP

0MUCP-MLGRMP0J?RDMPK3CPTGAC1LV	

4FGQ�AMKNMLCLR�KMLGRMPQ�RFC�NPGK?PW�NMUCP�QR?RSQ�?LB�@?AISN�@?RRCPW�JCTCJ�GL�K?LW�AMLRPMJJCPQ��)R�?NNJGCQ
RM�JCE?AW�NJ?RDMPKQ�?LB�LMR*!#%
���� MP*!#%
���� AMLRPMJJCPQ�

4FGQ0MUCP-MLGRMP3CPTGAC0MUCP-MLGRMP3CPTGACGQ�DMSLB�SLBCP�RFC0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQAMLR?GLCP�GL�?�QR?RGML�PSLLGLE�ML�K?LW
AMLRPMJJCPQ�CVACNR�DMP�RFMQC�KMBCJQ�RF?R�?PC�A?N?@JC�?LB�MP�CL?@JCB�DMP�BS?J�@?RRCPW�QSNNMPR��!�DCU
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AMLeESP?RGML�NPMNCPRGCQ�?JJMU�WMS�RM�AF?LEC�RFC�QFSRBMUL�BCJ?W�RGKC��?Q�UCJJ�?Q�?J?PK�QMSPAC�AMLeESP?RGML
DMP�@MRF�RWNCQ�MD�?J?PKQ��JMU�@?RRCPW�JCTCJ��NPGK?PW�NMUCP�JMQR	��4WNGA?JJW��QSNNMPR�GQ�CL?@JCB�?LB�AMLeESPCB�?R
AMLRPMJJCP�AMKKGQQGMLGLE�RGKC�

!L�32!-
COSGNNCB�AMLRPMJJCP�A?L�@C�AMLeESPCB�DMP�@?RRCPW
JCQQ�MNCP?RGML��RFCNJ?R$?R?2CAMTCPWKMBSJC
KSQR�@C�GLQR?JJCB��?LB�RFC�AMLRPMJJCP�JGACLQCB�DMP�RFC�B?R?2CAMTCPW�DC?RSPC	��4FC0MUCP-MLGRMP3CPTGAC0MUCP-MLGRMP3CPTGAC
AMLRGLSCQ�RM�KMLGRMP�DMP�?L��MNRGML?J	�@?AISN�@?RRCPW��?LB�SNML�JMQQ�MD�!#�NMUCP�?JJMUQ�AMLRGLSMSQ�MNCP?RGML
ML�@?RRCPW�NMUCP�SLRGJ�RFCShutdown Delay RGKC�GQ�PC?AFCB��4FGQ�F?NNCLQ�SLJCQQ�WMS�QCR�RFCBattery
Present NPMNCPRW��MD�AMLRPMJJCP]Q0J?RDMPK3CPTGAC#MLR?GLCP0J?RDMPK3CPTGAC#MLR?GLCP	�DPMK true �RFC�BCD?SJR	�RMfalse ��4FGQ�BGQ?@JCQ
@?AISN�@?RRCPW�QSNNMPR�?LB��UFCL�RFCPC�GQ�LM�@?AISN�@?RRCPW��NPCTCLRQ�MLEMGLE�@?RRCPW�@?B�LSGQ?LAC�?J?PKQ�

Property Value Description

0PGK?PW�0MUCP�0PCQCLR true MPfalse 2CNMPRQ�GD�RFC�AMLRPMJJCP�GQ�@CGLE
NMUCPCB�@W�!#�NMUCP��true 	�MP�LMR
�false 	�

"?RRCPW�'MMB true MPfalse 2CNMPRQ�GD�RFC�J?QR�AMLRPMJJCP�RCQR�MD
RFC�.G-(�@?AISN
@?RRCPW�U?Q�EMMB
�true 	�MP�LMR��false 	�

4GKC�MD�,?QR�4CQR RGKCQR?KN 2CNMPRQ�UFCL�RFC�@?RRCPW�U?Q�RCQRCB
J?QR�

&MP�PCJ?RCB�BCR?GJQ��PCDCP�RM�RFC�J?RCQR�?NNJGA?@JCInstall and Startup Guide�

3CPG?J�0MPR�0J?RDMPK�3CPTGAC��NJ?R3CPG?J1LV
3CPG?J0MPR0J?RDMPK3CPTGAC1LV	
4FGQ�AMKNMLCLR�GQ�RFC�PCKMRC�NJ?RDMPK]Q�GLRCPD?AC�RM�GRQ�QCPG?J�NMPR�AMLeESP?RGML��4FGQ�QCPTGAC�GQ�DMSLB�SLBCP
RFC�PSLLGLE�QR?RGML]Q0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQAMLR?GLCP�?Q�RFC3CPG?J0MPR3CPTGAC3CPG?J0MPR3CPTGAC��)R�?JJMUQ�DMP�RFC�PCTGCU�MD�?T?GJ?@JC
QCPG?J�NMPRQ�ML�RFC�FMQR�NJ?RDMPK�

4M�?AACQQ�RFGQ�TGCU�CVN?LB�RFC�PSLLGLE�QR?RGML�#MLeE#MLeE� 3CPTGACQ3CPTGACQ� 0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQ?LB�BMS@JC
AJGAI
3CPG?J0MPR3CPTGAC3CPG?J0MPR3CPTGAC�

Figur e 28. 0J?RDMPK�3CPTGAC�0PMNCPRGCQ
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Properties Value Description

0J?RDMPK�3CPTGAC�$CQAPGNRGML PC?B
MLJW 2CNMPRQ�RFC�RWNC�MD�AMKKSLGA?RGML�

/ULCP PC?B
MLJW 2CNMPRQ�RFC�BPGTCP�LCRUMPI�MP
DSLARGML�ASPPCLRJW�?QQMAG?RCB�UGRF
RF?R�#/-�NMPR��DMP�CV?KNJC�
NrioNetwork � dialup � none �
ModbusAsyncNetwork ��MP
dbgjmpr �J?RRCP�GLBGA?RCB�DMP
#/-��UFCL�R FC�QCPG?J�QFCJJ
HSKNCP�GQ�GLQR?JJCB�ML�RFC
AMLRPMJJCP	�

/Q�0MPR�.?KC PC?B
MLJW 2CNMPRQ�FMU�RFC�NMPR�GQ�ILMUL�RM
RFC�1.8�/3�?LB�?QQMAG?RCB�JMU

JCTCJ�BPGTCPQ�

0MPR�)LBCV PC?B
MLJW #MLeESPCQ�RFC�SLGOSC�QCPG?J�NMPR
GLBCV�LSK@CP��QR?PRGLE�UGRF���DMP
#/-��

-MBSJC�0MQGRGML PC?B
MLJW 2CNMPRQ�?�LSK@CP�RF?R�GLBGA?RCQ
RFC�NMQGRGML�MD�RFC�KMBSJC�GL
PCJ?RGMLQFGN�RM�RFC�AMLRPMJJCP�

6CLBMP PC?B
MLJW !JU?WQ�BGQNJ?WQ�4PGBGSK�

0PMBSAR PC?B
MLJW 2CNMPRQ�NPMBSAR�BCR?GJQ�

%L?@JC�0MPR�2CQCR�ML�%PPMP true �BCD?SJR	�MPfalse #MLRPMJQ�UFCL�RM�PCQCR�RFC�NMPR�

true PCQCRQ�RFC�NMPR�?DRCP�?LW
CPPMP�

3CPG?J�0MPR�3CPTGAC��NJ?R3CPG?J1LV
3CPG?J0MPR1LV	
4FGQ�AMKNMLCLR�AMLR?GLQ�NPMNCPRGCQ�RF?R�BCQAPG@C�FMU�?�QCPG?J�NMPR��23
����MP�23
���	�ML�RFC�AMLRPMJJCP�GQ
@CGLE�SQCB�@W�RFC�QMDRU?PC�?Q�#/-L�
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4M�?AACQQ�RFGQ�TGCU�CVN?LB�RFC�PSLLGLE�QR?RGML�#MLeE#MLeE� 3CPTGACQ3CPTGACQ� 0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQ?LB�BMS@JC
AJGAI
3CPG?J0MPR3CPTGAC3CPG?J0MPR3CPTGAC�

Property Value Description

/ULCP PC?B
MLJW 2CNMPRQ�RFC�BPGTCP�LCRUMPI�MP
DSLARGML�ASPPCLRJW�?QQMAG?RCB�UGRF
RF?R�#/-�NMPR��DMP�CV?KNJC�
NrioNetwork � dialup � none �
ModbusAsyncNetwork ��MP
dbgjmpr �J?RRCP�GLBGA?RCB�DMP
#/-��UFCL�R FC�QCPG?J�QFCJJ
HSKNCP�GQ�GLQR?JJCB�ML�RFC
AMLRPMJJCP	�

/Q�0MPR�.?KC PC?B
MLJW 2CNMPRQ�FMU�RFC�NMPR�GQ�ILMUL�RM
RFC�1.8�/3�?LB�?QQMAG?RCB�JMU

JCTCJ�BPGTCPQ�

0MPR�)LBCV PC?B
MLJW #MLeESPCQ�RFC�SLGOSC�QCPG?J�NMPR
GLBCV�LSK@CP��QR?PRGLE�UGRF���DMP
#/-��

-MBSJC�0MQGRGML PC?B
MLJW 2CNMPRQ�?�LSK@CP�RF?R�GLBGA?RCQ
RFC�NMQGRGML�MD�RFC�KMBSJC�GL
PCJ?RGMLQFGN�RM�RFC�AMLRPMJJCP�

6CLBMP PC?B
MLJW !JU?WQ�BGQNJ?WQ�4PGBGSK�

0PMBSAR PC?B
MLJW 2CNMPRQ�NPMBSAR�BCR?GJQ�

%L?@JC�0MPR�2CQCR�/L�%PPMP true �BCD?SJR	�MPfalse #MLRPMJQ�UFCL�RM�PCQCR�RFC�NMPR�

Figur e 29. 3CPG?J�0MPR�3CPTGAC�NPMNCPRGCQ
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Property Value Description

true PCQCRQ�RFC�NMPR�?DRCP�?LW
CPPMP�
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Chapter 16. Shared components
#MKNMLCLRQ�GLAJSBC�QCPTGACQ��DMJBCPQ�?LB�MRFCP�KMBCJ�@SGJBGLE�@JMAIQ�?QQMAG?RCB�UGRF�?�KMBSJC��4FCQC
AMKNMLCLRQ�?PC�?T?GJ?@JC�GL�@MRF�?�3SNCPTGQMP�0#�?LB�PCKMRC�AMLRPMJJCP�NJ?RDMPK�
0PMNCPRW�BCQAPGNRGMLQ�GLAJSBCB�GL�RFC�DMJJMUGLE�RMNGAQ�?NNC?P�?Q�AMLRCVR
QCLQGRGTC�FCJN�RMNGAQ�UFCL�?AACQQCB
@W�

` 2GEFR
AJGAIGLE�ML�RFC�M@HCAR�?LB�QCJCARGLE66GCUQGCUQ� 'SGBC�(CJN'SGBC�(CJN

` #JGAIGLE(CJN(CJN� 'SGBC�/L�4'SGBC�/L�4 ?P?PECRECR

.?T�#MLR?GLCP�6GCU��NJ?R#PWNRM
$?CKML3CASPC3CQQGML	
4FGQ�AMKNMLCLR�PCNPCQCLRQ�?7 MPI@CLAFQCASPC�NJ?RDMPK�AMLLCARGML�RM�?�FMQR�

0J?RDMPK�?ARGMLQ
!Q�GL�?�PCESJ?P��SL
CLAPWNRCB	�NJ?RDMPK�AMLLCARGML��RFC�BCD?SJR�TGCU�GQ�RFC.?T�#MLR?GLCP�6.?T�#MLR?GLCP�6GCUGCU��UFGAF�NPMTGBCQ
?�R?@JC�MD�?JJ�RFC�T?PGMSQ�NJ?RDMPK�TGCUQ��4FGQ�TGCU�AMLR?GLQ�?BBGRGML?J�DSLARGMLQ�UFCL�AMLLCARCB�RM�?�PCKMRC
NJ?RDMPK�

4M�?AACQQ�RFGQ�TGCU�K?IC�?�NJ?RDMPK�AMLLCARGML�RM�?�FMQR�?LB�BMS@JC
AJGAI�ML0J?RDMPK0J?RDMPK�

4FC�NJ?RDMPK�QCQQGML�GAML��	�GQ�J?@CJCB0J?RDMPK0J?RDMPK��QFMUQ�?�QK?JJ�N?BJMAI��?LB�GQ�BGPCARJW�SLBCP�RFC�FMQR�DMP
RFC�NJ?RDMPK�QCQQGML�RF?R�GQ�GL�NPMEPCQQ��4M�QSNNMPR�QSAF�AMLLCARGMLQ��RFC�FMQR�KSQR�F?TC�GRQPlatform TLS
Settings CL?@JCB��?AACQQCB�GL�GRQ0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGMLTGCU	�

2GEFR
AJGAIGLE�RFC0J?RDMPK0J?RDMPKLMBC�GL�RFC�.?T�RPCC�MNCLQ�?�JGQR�MD�NJ?RDMPK�?ARGMLQ�

Figur e 30. .?T�#MLR?GLCP�6GCU
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` 66GCUQGCUQMNCLQ�?�JGQR�MD�RFC�NJ?RDMPK�DSLARGMLQ�

` #MLLCAR#MLLCARMNCLQ�RFC�APCBCLRG?JQ�N?ECQ�DMP�AMLLCARGLE�RM�RFC�QCJCARCB�NJ?RDMPK�

` $GQAMLLCAR$GQAMLLCARPCKMTCQ�RFC�AMLLCARCB�RM�RFC�QCJCARCB�NJ?RDMPK�

` #JMQC#JMQCRCPKGL?RCQ�RFC�ASPPCLR�NJ?RDMPK�QCQQGML�

` 3CQQGML�)LDM3CQQGML�)LDMBGQNJ?WQ�GLDMPK?RGML�?@MSR�RFC�ASPPCLR�QCQQGML�

` #MKKGQQGMLGLE�7#MKKGQQGMLGLE�7GX?PGX?PBB MNCLQ�RFC�UGX?PB�SQCB�RM�AMKKGQQGML�RFC�LCU�PCKMRC�AMLRPMJJCP�NJ?RDMPK�

` #CPR#CPRGeA?RC�7GeA?RC�7GX?PGX?PBB MNCLQ�RFC�UGX?PB�SQCB�RM�APC?RC�?�LCU�PMMR�#!�ACPRGeA?RC�

` 2CDP2CDPCQF�4CQF�4PPCC�.MBCCC�.MBCPCLCUQ�RFC�.?T�RPCC�

` 'M�)LRM'M�)LRMAJMQCQ�RFC�.?T�RPCC�

0J?RDMPK�M@HCARQ
4FCQC�M@HCARQ�NPMTGBC�NJ?RDMPK�DSLARGMLQ�

` !NNJ!NNJGA?RGA?RGML�$GPGML�$GPCARMPCARMPQR?PRQ��QRMNQ��PCQR?PRQ��IGJJQ�?LB�AMLeESPCQ�?SRM
QR?PR�?LB�PCQR?PR�ML�D?GJSPC�DMP�?
QR?RGML�RF?R�GQ�PSLLGLE�ML�?�NJ?RDMPK��4FC�MSRNSR�DPMK�RFC�QR?RGML�RF?R�BGQNJ?WQ�GL�RFC�TGCU�N?LC�GQ�SQCDSJ
DMP�KMLGRMPGLE�?LB�RPMS@JCQFMMRGLE�

` #CPR#CPRGeA?RC�-?L?ECKCLRGeA?RC�-?L?ECKCLRK?L?ECQ�QGELCB�0+)�ACPRGeA?RCQ�GL�RFC�NJ?RDMPK�Q�ICW�?LB�RPSQR�QRMPCQ�DMP�4,3
QCASPC�AMKKSLGA?RGML��2CDCP�RMNiagara Station Security Guide�

Figur e 31. 0J?RDMPK�?ARGMLQ
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` $GQRPG@SR$GQRPG@SRGML�&GJC�)LQR?JGML�&GJC�)LQR?JJCPJCPPCQRMPCQ�?�@?AISN�BGQRPG@SRGML���BGQR	�eJC�RM�RFC�R?PECR�NJ?RDMPK��MP�GLQR?JJQ�?�AJC?L
�BGQR�eJC�RM�UGNC�RFC�eJC�QWQRCK�MD�?�AMLRPMJJCP�RM�?�LC?P
D?ARMPW�KGLGKSK�QR?RC��4FGQ�TGCU�GQ�?T?GJ?@JC�UFCL
AMLLCARCB�RM�?�PCKMRC�FMQR�

` &GJC�4&GJC�4P?LQDCP�#JP?LQDCP�#JGCLRGCLRAMNGCQ�eJCQ�@CRUCCL�WMSP7 MPI@CLAF0#�?LB�?�PCKMRC�NJ?RDMPK��GL�CGRFCP�BGPCARGML	�
&MP�CV?KNJC��WMS�SQC�RFGQ�NJ?RDMPK�TGCU�UFCL�CBGRGLE�?�AMLRPMJJCP�Qsystem.properties eJCbMLAC�RM
AMNW�GR�DPMK�RFC�AMLRPMJJCP�RM�WMSP7 MPI@CLAF0#��DMP�JMA?J�CBGRGLE	��RFCL�?DRCPU?PBQ�RM�AMNW�GR�@?AI�RM�RFC
PCKMRC�AMLRPMJJCP��4FGQ�TGCU�GQ�?T?GJ?@JC�UFCL�AMLLCARCB�RM�?�PCKMRC�FMQR�

` ,CVGAML�)LQR?J,CVGAML�)LQR?JJCPJCPGLQR?JJQ�eJC
@?QCB�JCVGAML�QCR�DPMK�WMSP7 MPI@CLAF0#�RM�?�PCKMRC�NJ?RDMPK��RM�NPMTGBC
LML
%LEJGQF�J?LES?EC�QSNNMPR��MP�RM�ASQRMKGXC�RFC�%LEJGQF�BGQNJ?W�MD�QCJCARCB�GRCKQ��)L.G?E?P?����SQ?EC
MD�RFGQ�TGCU�?LB�eJC
@?QCB�JCVGAMLQ�K?W�@C�?�RWNGA?J�

` ,GACLQC�-?L?ECP,GACLQC�-?L?ECPPCTGCUQ��GLQR?JJQ��Q?TCQ��?LB�BCJCRCQ�JGACLQCQ�?LB��JGACLQC	�ACPRGeA?RCQ�ML�RFC�PCKMRC
NJ?RDMPK�

` 0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGMLAMLeESPCQ��NPMTGBCQ�QR?RSQ��?LB�CL?@JCQ�RFC�RPMS@JCQFMMRGLE�MD�RFC�NJ?RDMPK
B?CKML��)LAJSBCB�?PC�AMKK?LBQ�RM�AF?LEC�RFC�RGKC�?LB�B?RC��@?AI�SN�?JJ�PCKMRC�AMLeESP?RGMLQ��PC@MMR
RFC�FMQR�NJ?RDMPK��KMBGDW�NJ?RDMPK�SQCPQ��QNCAGDW�RFC�4#0�NMPR�KMLGRMPCB�@W�RFC�NJ?RDMPK�B?CKML��?LB
AF?LEC�T?PGMSQ�QCRRGLEQ�DMP�?�QCASPC��4,3	�NJ?RDMPK�AMLLCARGML�

` 3MDRU?P3MDRU?PC�-?L?ECPC�-?L?ECPPCTGCUQ��GLQR?JJQ��SNB?RCQ��?LB�SLGLQR?JJQ.G?E?P?KMBSJCQ���H?PQ	�ML�RFC�PCKMRC
NJ?RDMPK��)R�AMKN?PCQ�KMBSJCQ�GLQR?JJCB�ML�RFC�AMLLCARCB�NJ?RDMPK�?E?GLQR�RFMQC�?T?GJ?@JC��JMA?JJW	�GL3WQ3WQ
(MKC(MKC MD�WMSP7 MPI@CLAF0#��4FGQ�TGCU�GQ�?T?GJ?@JC�UFCL�AMLLCARCB�RM�?�PCKMRC�FMQR�

` 3R?R3R?RGML�#MNGCPGML�#MNGCPGLQR?JJQ��AMNGCQ	�?�QR?RGML�DPMK�WMSP7 MPI@CLAF5QCP�(MKC�RM�?�PCKMRC�NJ?RDMPK��MP�GD�?
3SNCPTGQMP��RM�RFC�JMA?J�0#�Q�B?CKML�5QCP�(MKC	��@?AIQ�SN��AMNGCQ	�?�QR?RGML�RM�WMSP7 MPI@CLAF5QCP
(MKC��PCL?KCQ�?LB�BCJCRCQ�?�PCKMRC�QR?RGML�

` 4#0�)0�#MLeESP?R4#0�)0�#MLeESP?RGMLGMLPCTGCUQ�?LB�AMLeESPCQ�RFC�4#0�)0�QCRRGLEQ�DMP�RFC�LCRUMPI�?B?NRCP�Q	�MD�RFC
NJ?RDMPK�

` 2CKMRC�&GJC�3WQRCK2CKMRC�&GJC�3WQRCKNPMTGBCQ�PC?B
MLJW�?AACQQ�RM�DMJBCPQ�?LB�eJCQ�ML�RFC�PCKMRC�NJ?RDMPK��GLAJSBGLE�?JJ
RFMQC�SLBCP�GRQ�QWQRCK�FMKC��3WQ�(MKC	�?LB�B?CKML�5QCP�(MKC�

0J?RDMPK�?ARGMLQ
2GEFR
AJGAIGLE�RFC0J?RDMPK0J?RDMPKLMBC�GL�RFC�.?T�RPCC�MNCLQ�?�JGQR�MD�NJ?RDMPK�?ARGMLQ�

.G?E?P?�0J?RDMPK�'SGBC 3F?PCB�AMKNMLCLRQ
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3R?RGML�4CVR�3SKK?PW�%BGRMP�TGCU��NJ?R$?CKML
3R?RGML4CVR3SKK?PW%BGRMP	
4FGQ�AMKNMLCLR�CL?@JCQ�RFC�CVNMPR�MD�B?CKML�?LB�QR?RGML�AMLQMJC�MSRNSR�?LB�RFPC?B�BSKNQ�DMP�RFC�NSPNMQC
MD�RPMS@JCQFMMRGLE�

Figur e 32.
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4M�CVNMPR�RFCQC�B?R?��CVN?LB0J?RDMPK0J?RDMPK� !NNJ!NNJGA?RGA?RGML�$GPGML�$GPCARMPCARMP��AJGAI�RFC%VNMPR%VNMPRRMMJ�@?P�GAML��	��QCJCAR3CRSN3CRSN
R?@�?LB�AJGAI/+/+ �

4FGQ�NPMTGBCQ�RFC�NJ?RDMPK]Q�B?CKML�?LB�QR?RGML�BCR?GJQ��4FC�QAPCCL�A?NRSPC�QFMUQ�RFC�CVNMPRCB�B?R?�?Q�RFCW
?NNC?P�GL�.MRCN?B�

2CKMRC�&GJC�3WQRCK��NJ?RDMPK
$CD?SJR$?CKML&GJC3N?AC	
4FGQ�0#�?LB�AMLRPMJJCP�AMKNMLCLR�GQ�GL�RFCNPMEP?KKMBSJC��4FC2CKMRC�&GJC�3WQRCK2CKMRC�&GJC�3WQRCKTGCU�GQ�MLC�MD�QCTCP?J
NJ?RDMPK�TGCUQ��)R�NPMTGBCQ�?�PC?B
MLJW�TGCU�MD�RFC�PCKMRC�NJ?RDMPK]Q�eJC�QWQRCK�

Figur e 33. 3R?RGML�4CVR�3SKK?PW�%BGRMP�TGCU
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4M�MNCL�RFGQ�TGCU��AMLLCAR�RM�RFC�NJ?RDMPK��CVN?LB0J?RDMPK0J?RDMPK?LB�BMS@JC
AJGAI2CKMRC�&GJC�3WQRCK2CKMRC�&GJC�3WQRCK�

4FC2CKMRC�&GJC�3WQRCK2CKMRC�&GJC�3WQRCK�$CD?SJ$CD?SJR$?CKML&GJC3N?ACR$?CKML&GJC3N?AC	�PCNPCQCLRQ�RFC�eJCQ�RF?R�?PC�?AACQQG@JC�DMP�PC?B
MLJW�?AACQQ
UFCL�?�NJ?RDMPK
GQ�AMLLCARCB�RM�?�PCKMRC�FMQR��!Q�LCCBCB��WMS�A?L�CVN?LB�DMJBCPQ�?LB�CV?KGLC�?LB�MP�AMNW
eJCQ�RM�WMSP�JMA?J�AMKNSRCP��)LAJSBCB�GL�RFC�.?T�RPCC�SLBCP�RFC2CKMRC�&GJC�3WQRCK2CKMRC�&GJC�3WQRCK?PC�K?GL�LMBCQ�DMP�

` 4FC�QWQRCK�FMKC��3WQ�(MKC3WQ�(MKC	�PMMR�DMJBCP��SLBCP�UFGAF�?JJ�GLQR?JJ?RGML�PSLRGKC�eJCQ�?PC�GLQR?JJCB�

` 4FC�SQCP�FMKC��5QCP�(MKC5QCP�(MKC	�PMMR�DMJBCP�DMP�RFC�NJ?RDMPK�B?CKML��SLBCP�UFGAF�?JJ�AMLeESP?RGML�eJCQ�?PC
QRMPCB�

` �AMLRPMJJCPQ�MLJW	�4FC�PMMR�DMJBCP�DMP�RFC�CLRGPC�eJC�QWQRCK��UGRF�@PMUQC�A?N?@GJGRW�

4M�CBGR�MP�UPGRC�eJCQ�ML�RFC�PCKMRC.G?E?P?NJ?RDMPK��WMS�SQC�RFC�NJ?RDMPK]Q&GJC�4&GJC�4P?LQDCP�#JP?LQDCP�#JGCLRGCLR�

$?CKML�3CQQGML��NJ?RDMPK
$?CKML3CQQGML	
4FGQ�AMLRPMJJCP�AMKNMLCLR�PCNPCQCLRQ�?�NJ?RDMPK�AMLLCARGML�K?BC�GL7 MPI@CLAFRM�?�AMLRPMJJCP�FMQR�RF?R�GQ�LMR
QCASPC�
4M�?AACQQ�RFGQ�AMKNMLCLR��CVN?LB-W�(MQR-W�(MQR?LB�BMS@JC
AJGAI0J?RDMPK0J?RDMPK��RFCL�BMS@JC
AJGAI�?LW�MD�RFC�NJ?RDMPK
M@HCARQ��%?AF�MNCLQ�RFGQ�AMKNMLCLR�

)L�RFC�.?T�RPCC�TGCU��RFC�B?CKML�QCQQGML�GAML��	�GQ�J?@CJCB0J?RDMPK0J?RDMPK��?LB�GQ�BGPCARJW�SLBCP�RFC�FMQR�DMP�UFGAF
RFC�NJ?RDMPK�QCQQGML�GQ�GL�NPMEPCQQ�

4FC�BCD?SJR�TGCU�GQ�RFC.?T�#MLR?GLCP�6.?T�#MLR?GLCP�6GCUGCU��UFGAF�NPMTGBCQ�?�JGQR�MD�?JJ�RFC�NJ?RDMPK�M@HCAR�TGCUQ�

Figur e 34. 2CKMRC�&GJC�3WQRCK�DMP�?�AMLRPMJJCP�NJ?RDMPK
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3WQJME0J?RDMPK3CPTGAC��NJ?RDMPK
0J?RDMPK3CPTGAC0PMNCPRGCQ	
!Q�MD.G?E?P?����� 3WQJME�#MLeESP?R3WQJME�#MLeESP?RGMLGMLGQ�?T?GJ?@JC�GL0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQ��3WQJME�GQ�?�QR?LB?PB�NPMRMAMJ�DMP
KCQQ?EC�JMEEGLE��UFGAF�?JJMUQ�KCQQ?ECQ�ECLCP?RCB�@W.G?E?P?RM�@C�QRMPCB�?LB�?L?JWXCB�ML�?�PCKMRC�QCPTCP�
.G?E?P?A?L�QCLB�GRQ�NJ?RDMPK�?LB�QR?RGML�JME�KCQQ?ECQ��?SBGR��?LB�QCASPGRW�?SBGR�KCQQ?ECQ�RM�?�QWQJME�QCPTCP�
5QGLE�RFC�"3$�KCQQ?EC�DMPK?R��KCQQ?ECQ�A?L�@C�QCLR�MTCP�5$0��4#0��MP�4,3�

4M�?AACQQ�RFGQ�TGCU��CVN?LB#MLeE#MLeE� 3CPTGACQ3CPTGACQ� 0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQ?LB�BMS@JC
AJGAI3WQJME0J?RDMPK3CPTGAC3WQJME0J?RDMPK3CPTGAC�

Property Value Description

0J?RDMPK�3CPTGAC�$CQAPGNRGML PC?B
MLJW $GQNJ?WQ�RFC�L?KC�MD�RFC�QCPTGAC�

3WQJME�3CRRGLEQ ?BBGRGML?J�NPMNCPRGCQ #MLeESPCQ�?BBGRGML?J�N?P?KCRCPQ�
2CDCP�RM3WQJME�3CRR3WQJME�3CRRGLEQGLEQQCARGML�@CJMU�

3R?RGML�3CPTCP�3R?RSQ PC?B
MLJW��BGQ?@JCB	 $GQNJ?WQ�RFC�QR?RSQ�MD�J?QR�QR?RGML�JME
KCQQ?EC�QCLR�RM�RFC�QWQJME�QCPTCP�

1SCSC�&SJJ�0CPACLR�3R?RGML PC?B
MLJW��BCD?SJRQ�RM���	 )D�AMLLCARGML�GQ�BMUL��NCPACLR?EC�MD
OSCSC�MD�QR?RGML�KCQQ?EC�SQCB�

Figur e 35. 3WQJME�#MLeESP?RGML�UGLBMU
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Property Value Description

0J?RDMPK�3CPTCP�3R?RSQ PC?B
MLJW��BGQ?@JCB	 $GQNJ?WQ�RFC�QR?RSQ�MD�J?QR�NJ?RDMPK
JME�KCQQ?EC�QCLR�RM�RFC�QWQJME
QCPTCP�

1SCSC�&SJJ�0CPACLR�0J?RDMPK PC?B
MLJW�RM���	 )D�AMLLCARGML�GQ�BMUL��NCPACLR?EC�MD
OSCSC�MD�NJ?RDMPK�KCQQ?EC�SQCB�

3WQJME�3CPTCP�#MLLCARGML�!J?PK
%L?@JCB

true �BCD?SJR	�MPfalse )D�QCR�RMtrue ��GR�ECLCP?RCQ�?J?PKQ�ML
AMLLCARGML�D?GJSPC��MLJW�DMP�4#0�?LB
4,3	�

3WQJME�3CPTCP�#MLLCARGML�!J?PK
3SNNMPR

?BBGRGML?J�NPMNCPRGCQ #MLeESPCQ�?BBGRGML?J�N?P?KCRCPQ�RM
ECLCP?RC�?J?PKQ�

3WQJME�-CQQ?EC�1SCSC�!J?PK
%L?@JCB

true �BCD?SJR	�MPfalse )D�QCR�RMtrue ��GR�ECLCP?RCQ�?J?PKQ�ML
OSCSC�DSJJ�

3WQJME�-CQQ?EC�1SCSC�!J?PK
3SNNMPR

?BBGRGML?J�NPMNCPRGCQ #MLeESPCQ�?BBGRGML?J�N?P?KCRCPQ�RM
ECLCP?RC�?J?PKQ�

3WQJME�3CRRGLEQ
Type Value Description

%L?@JCB false �BCD?SJR	�MPtrue $GQ?@JCQ��D?JQC	�MP�CL?@JCQ��RPSC	�RFC
QWQRCK�JME�QCPTGAC�

3CPTCP�(MQR )0�?BBPCQQ 3NCAGeCQ�RFC�)0�?BBPCQQ�MP�FMQRL?KC
MD�RFC�3WQJME�3CPTCP�

3CPTCP�0MPR LSK@CP��BCD?SJRQ�RM�����	 3NCAGeCQ�RFC�NMPR�DMP
AMKKSLGA?RGML�

-CQQ?EC�4WNC PC?B
MLJW 3NCAGeCQ�RFC�RWNC�MD�KCQQ?EC
QSNNMPRCB��#SPPCLRJW�MLJW�RFC�"3$
RWNC�GQ�QSNNMPRCB�

4P?LQNMPR�0PMRMAMJ BPMN
BMUL�JGQR 3NCAGeCQ�RFC�RP?LQNMPR�NPMRMAMJ�SQCB
DMP�AMKKSLGA?RGLE�KCQQ?ECQ�RM�RFC
QCPTCP�

#JGCLR�!JG?Q�!LB�0?QQUMPB RCVR 4FGQ�GQ�MLJW�PCOSGPCB�GD�RFC�QWQJME
QCPTCP�PCOSGPCQ�KSRS?J�4,3��K4,3	
NPMRMAMJ��4FGQ�NPMNCPRW�BCeLCQ�RFC
AJGCLR�ACPRGeA?RC�GL�RFC�5QCP�+CW
3RMPC�RM�SQC��2CDCP�GL.G?E?P?�3R?RGML
3CASPGRW�'SGBCRM�^#PC?RGLE�?�#JGCLR
#CPRGeA?RC�DMP�3WQJME�AMLeESP?RGML_
DMP�KMPC�GLDMPK?RGML�ML�ECLCP?RGLE
#JGCLR�#CPRGeA?RCQ�

0J?RDMPK�,ME�%L?@JCB true �BCD?SJR	�MPfalse %L?@JCQ��RPSC	�MP�BGQ?@JCQ��D?JQC	�RFC
NJ?RDMPK�JMEQ�QCLR�RM�RFC�QCPTCP�

3R?RGML�,ME�%L?@JCB true �BCD?SJR	�MPfalse %L?@JCQ��RPSC	�MP�BGQ?@JCQ��D?JQC	�RFC

3F?PCB�AMKNMLCLRQ .G?E?P?�0J?RDMPK�'SGBC
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Type Value Description

QR?RGML�JMEQ�QCLR�RM�RFC�QCPTCP�

,ME�,CTCJ�&GJRCP Off � Severe � Warning � Info � Config �
Fine � Finer � Finest � All �BCD?SJRQ�RM
Info 	

3CRQ�RFC�KGLGKSK�JCTCJ�MD�NJ?RDMPK
?LB�QR?RGML�JMEQ�RF?R�UGJJ�@C�QCLR�RM
RFC�QWQJME�QCPTCP�

3R?RGML�!SBGR�%L?@JCB true �BCD?SJR	�MPfalse %L?@JCQ��RPSC	�MP�BGQ?@JCQ��D?JQC	�RFC
QR?RGML�?SBGR�PCAMPBQ�QCLR�RM�RFC
QCPTCP�

3CASPGRW�!SBGR�%L?@JCB true �BCD?SJR	�MPfalse %L?@JCQ��RPSC	�MP�BGQ?@JCQ��D?JQC	�RFC
QCASPGRW�?SBGR�PCAMPBQ�QCLR�RM�RFC
QCPTCP�

&?AGJGRW BPMN
BMUL�JGQR��BCD?SJRQ�RMlocal0 	 3NCAGeCQ�RFC�D?AGJGRW��MP�NPMACQQ	
UFGAF�ECLCP?RCB�RFC�QWQJME
KCQQ?ECQ�

1SCSC�3GXC LSK@CP��BCD?SJRQ�RM�����	 3NCAGeCQ�RFC�OSCSC�QGXC�RM�FMJB�RFC
KCQQ?ECQ�SLRGJ�RFCW�?PC�QCLR�

3WQRCK-MLGRMP3CPTGAC�
�QWQRCK-MLGRMP
3WQRCK-MLGRMP3CPTGAC	
4FGQ�QCPTGAC�KMLGRMPQ�ASPPCLR�KCKMPW�?LB�#05�SQ?EC�GL�WMSP.G?E?P?3R?R.G?E?P?3R?RGMLGMLRM�BCRCAR�KCKMPW�JC?IQ�
BCRCPKGLC�PCQMSPAC�FGEF�U?RCP�K?PIQ�?LB�RP?AI�B?CKML�?T?GJ?@GJGRW�

9MS�A?L�SQC�RFC�QCPTGAC�UFCL�BCTCJMNGLE�?NNJGA?RGMLQ�RM�K?IC�QSPC�RF?R�RFCPC�?PC�QSDeAGCLR�PCQMSPACQ�RM
K?GLR?GL�WMSP�?NNJGA?RGML�MTCP�RGKC��4FC�GLDMPK?RGML�M@R?GLCB�DPMK�RFGQ�QCPTGAC�A?L��GL�QMKC�A?QCQ��@C
RP?LQJ?RCB�RM�FGQRMPGCQ�DMP�RP?AIGLE�MTCP�RGKC�?LB�A?L�A?SQC�RFC�ECLCP?RGML�MD�?J?PKQ�RM�KMLGRMP�QNCAGeA�CPPMP
AMLBGRGMLQ�MP�JGKGRQ�

5QGLE�RFC�3WQRCK�-MLGRMP�3CPTGAC�GQ�LMR�PCAMKKCLBCB�GL�CTCPW�NPMBSARGML�CLTGPMLKCLR�QGLAC�GR�AMLQSKCQ
PCQMSPACQ��GL�RFC�DMPK�MD�FGQRMPGCQ�?LB�FC?N�KCKMPW	��)LQRC?B��GR�GQ�@CQR�SQCB�ML�?�QGLEJC�BCTGAC�GL�?�NMNSJ?RGML
?Q�?�Q?KNJC��)R�A?L�@C�SQCDSJ�DMP�AMLePKGLE�KCKMPW�JC?IQ�ML�?�NJ?RDMPK�UFCPC�WMS�QSQNCAR�MLC�KGEFR�CVGQR��MP
RM�BCRCPKGLC�FGEF�U?RCP�K?PIQ�DMP�RFC�.2%�#MLeESP?RGML�

NOTE: 4FC�QCPTGAC�GQ�@CQR�SQCB�GL�KMBCP?RGML��UFCL�WMS�?JPC?BW�CVNCAR�RF?R�RFCPC�KGEFR�@C�?�KCKMPW
NPM@JCK��/LAC�WMS�F?TC�NPMNCPJW�RSLCB�RFC�QWQRCK�WMS�QFMSJB�PCKMTC�RFC�QCPTGAC�DPMK�RFC�QR?RGML�

.G?E?P?�0J?RDMPK�'SGBC 3F?PCB�AMKNMLCLRQ
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4M�?AACQQ��CVN?LB#MLeE#MLeE� 3CPTGACQ3CPTGACQ?LB�BMS@JC
AJGAI3WQRCK-MLGRMP3CPTGAC3WQRCK-MLGRMP3CPTGAC�

4FGQ�QCPTGAC�?LB�RFC�KMLGRMPQ�GR�NPMTGBCQ�?PC�KMQRJW�GKNJCKCLRCB�GL�*?T?�?LB�A?L�@C�SQCB�ML�@MRF 3SNCPTGQMP
?LB�AMLRPMJJCP�NJ?RDMPKQ��@MRF .G?E?P?NPMBSARQ�?LB.G?E?P?0MPR?@GJGRW�3MDRU?PC�$CTCJMNKCLR�+GR��.03$+	
NPMBSARQ��(MUCTCP��RFC3MAICR�3R?RC�-MLGRMP3MAICR�3R?RC�-MLGRMPGQ�SQCB�QNCAGeA?JJW�UGRF 4PGBGSK*!#% BCTGACQ��4FC2!-�$GQI2!-�$GQI
-MLGRMP-MLGRMPGQ�MLJW�DMP�CK@CBBCB�BCTGACQ�RF?R�SQCQ�?�2!-�BGQI�DMP�?J?PK�?LB�FGQRMPW�PCAMPBQ��4FC3MAICR�3R?RC3MAICR�3R?RC
-MLGRMP-MLGRMPGQ�DSPRFCP�QNCAGeA�RM�RFC4PGBGSK*!#% QGLAC�GR�GQ�RGCB�RM�RFC�LCRQR?R��?L�?NNJGA?RGML�RF?R�GQ�MLJW�?T?GJ?@JC
RFPMSEF�RFC4PGBGSKQNW�

7FGJC�RFCQC�KMLGRMPQ�?PC�T?JGB�DMP3SNCPTGQMPQ��RFCW�?PC�NPM@?@JW�MD�JCQQCP�T?JSC�GL�RFMQC�CLTGPMLKCLRQ�QGLAC
PCQMSPACQ�ML3SNCPTGQMPNJ?RDMPKQ�?PC�CVNCARCB�RM�CVGQR�GL�?@SLB?LAC��&MP�CV?KNJC��GR�KGEFR�@C�MD�JGRRJC�T?JSC
RM�KMLGRMP�QMKCRFGLE�JGIC�RFC�3WQRCK�-CKMPW�ML�?3SNCPTGQMPNJ?RDMPK�@CA?SQC�GR�K?W�F?TC�KSJRGNJC
EGE?@WRCQ�MD�QN?AC��(MUCTCP��WMS�A?L�CJCAR�RM�KMLGRMP�RFGQ�GD�WMS�AFMMQC�

4FC3WQRCK�-MLGRMP�3CPTGAC3WQRCK�-MLGRMP�3CPTGACK?W�@C�MD�N?PRGASJ?P�T?JSC�GL�?LW�CK@CBBCB�AMLRPMJJCP��GLAJSBGLE�RFGPB
N?PRW
AMLRPMJJCPQ��RF?R�CJCAR�RM�SQC�RFC.2%�#MLeESP?R.2%�#MLeESP?RGML�6GML�6GCUGCU��RM�AMLRPMJ�RFC�QGXC�MD�T?PGMSQ�KCKMPW�NMMJQ�

Figur e 36. 3WQRCK�-MLGRMP�3CPTGAC�NPMNCPRGCQ
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7FCL�BC?JGLE�UGRF�RFC�NMMJQ�BCeLCB�FCPC��QN?AC�LMR�?ARS?JJW�SQCB�GQ�QN?AC�U?QRCB��)D�WMS�A?L�SQC�RFC
?QQMAG?RCB�KMLGRMP��RF?R�GQ��(C?N�-CKMPW�-MLGRMP(C?N�-CKMPW�-MLGRMP� -CR?�3N?AC�-CKMPW�-MLGRMP-CR?�3N?AC�-CKMPW�-MLGRMP� #MBC�#?AFC�-CKMPW#MBC�#?AFC�-CKMPW
-MLGRMP-MLGRMPMP2!-�$GQI�-MLGRMP2!-�$GQI�-MLGRMP	�RM�BCRCPKGLC�RF?R�WMS�?PC�LMR�?ARS?JJW�SQGLE�RFC�?KMSLR�MD�QN?AC�WMS�PCQCPTCB�
RFCL�WMS�A?L�AMLeBCLRJW�JMUCP�RF?R�NMMJ]Q�QGXC�?Q�?�KC?LQ�MD�NPMTGBGLE�KCKMPW�DMP�?LMRFCP�NMMJ��&MP�GLQR?LAC�
GD�RFC-CR?�3N?AC�-CKMPW�-MLGRMP-CR?�3N?AC�-CKMPW�-MLGRMPQFMUQ�RFC�?JJMRRCB�KCKMPW�GQ�MLJW�F?JD�SQCB�GL�?�JMLE�PSLLGLE�QR?RGML��RFCL
WMS�A?L�Q?DCJW�PCBSAC�RFC�QGXC�MD�RF?R�NMMJ�RM�DPCC�SN�KCKMPW�DMP�RFC�(C?N�3N?AC�MP�3WQRCK�2CQCPTC�

&MP�KMPC�BCR?GJQ��QCC�BMASKCLR?RGML�RF?R�GQ�GL�RFC�.03$+�

` *?T?�(C?N�3N?AC*?T?�(C?N�3N?ACGQ�SQCB�RM�?JJMA?RC�KCKMPW�?LB�QRMPC�PCDCPCLACQ�DMP�LCU�*?T?�/@HCARQ��(C?N�3N?AC�QGXC
PCOSGPCKCLRQ�UGJJ�GLAPC?QC�UGRF�RFC�LSK@CP�MD�AMKNMLCLRQ�GL�?�QR?RGML�

` *?T?�-CR?�3N?AC*?T?�-CR?�3N?ACQRMPCQ�AJ?QQ�?LB�KCRFMB�B?R?��QR?RGA�T?PG?@JC�B?R?��?LB�MRFCP�GLRCPL?J�*?T?�6GPRS?J
-?AFGLC�KCR?B?R?��-CR?�3N?AC�QGXC�PCOSGPCKCLRQ�RWNGA?JJW�GLAPC?QC�?Q�KMPC�KMBSJCQ�?PC�GLQR?JJCB�ML�?
NJ?RDMPK�

` *?T?�#MBC�#?AFC*?T?�#MBC�#?AFCGQ�SQCB�RM�QRMPC�L?RGTC�AMBC�NPMBSACB�@W�RFC�*?T?�6-�*SQR�)L�4GKC��*)4	�#MKNGJCP�
)LAPC?QGLE�#MBC�#?AFC�K?W�GKNPMTC�RFC�NCPDMPK?LAC�MD�WMSP�QR?RGML�@SR�K?W�PGQI�CVF?SQRGLE�MRFCP
KCKMPW�NMMJQ�

` 2!-�$GQI2!-�$GQI QRMPCQ�QR?RGML�?J?PK�?LB�FGQRMPW�B?R?��2!-�$GQI�QGXC�PCOSGPCKCLRQ�GLAPC?QC�UGRF�RFC�LSK@CP�MD
FGQRMPW�?LB�?J?PK�PCAMPBQ�GL�?�QR?RGML�

` 3WQRCK�2CQCPTC3WQRCK�2CQCPTCGQ�SQCB�RM�PCQCPTC�QWQRCK�KCKMPW�DMP�@?AIEPMSLB�QWQRCK�QCPTGACQ�RF?R�MRFCPUGQC�UMSJB
@C�AMLQSKCB�@W�RFC�.G?E?P?�2SLRGKC�%LTGPMLKCLR��)LAPC?QGLE�RFC�3WQRCK�2CQCPTC�A?L�NPMKMRC�MTCP?JJ
QWQRCK�QR?@GJGRW�

Usage notes

Figur e 37. 0J?RDMPK�!BKGLGQRP?RGML�RMMJ��RFC.2%�#MLeESP?R.2%�#MLeESP?RGML�6GML�6GCUGCU
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7FCL�?BBCB�RM�QR?RGML�3CPTGACQ��RFC�3WQRCK�-MLGRMP�3CPTGAC�GQ�CL?@JCB�@W�BCD?SJR��&MP�?LW�MD�RFC�KMLGRMPQ
NPMTGBCB�@W�RFC�QCPTGAC��RFCPC�GQ�LM�CL?@JCB�QR?RC��4FC�KMLGRMPQ�?PC�CGRFCP�NPCQCLR�?LB�AMJJCARGLE�MP�?@QCLR��)D
WMS�BM�LMR�UGQF�RM�KMLGRMP�?�N?PRGASJ?P�NMMJ��BCJCRC�RFC�AMPPCQNMLBGLE�KMLGRMP�DPMK�RFC�QCPTGAC�

)L�ECLCP?J��AMLeESP?@JC�NPMNCPRGCQ�DMP�?LW�KMLGRMP�?PC�AMLRCVR�QNCAGeA�RM�RFC�KMLGRMP�?LB�QCJD
CVNJ?L?RMPW�
%VACNRGMLQ�?PC�RFCGenerate Alarm ?LB Log Memory to History NPMNCPRGCQ��UFGAF�?PC�BCQAPG@CB�GL�RFC
DMJJMUGLE�QCARGMLQ�

Generate alarm

&MP�?LW�KMLGRMP�RF?R�QSNNMPRQ�JGKGR�NPMNCPRGCQ�JGICMinimum System Memory Limit �3WQRCK�-CKMPW�-MLGRMP	
MPMinimum Heap Memory Limit �(C?N�-CKMPW�-MLGRMP	��RFCGenerate Alarm @MMJC?L�GLBGA?RCQ�RF?R�?L
?J?PK�QFMSJB�ECLCP?RC�UFCL�RFGQ�JGKGR�GQ�APMQQCB��&MP�CV?KNJC��GD�&PCC�(C?N�-CKMPW�UCPC�RM�BPMN�@CJMU����+
�MP�MRFCP�QNCAGeCB�LSK@CP	�UFCL�NMJJCB��?L�?J?PK�QFMSJB�@C�ECLCP?RCB�RM�GLBGA?RC�RF?R�RFC�CTCLR�MAASPPCB�

4FC�ECLCP?RCB�?J?PK�SQCQ�RFC�PCJCT?LR�?J?PK�GLDMPK?RGML��!J?PK�3MSPAC�)LDM��CRA�	�?QQMAG?RCB�UGRF�?LW
N?PRGASJ?P�KMLGRMP�

4FC'CLCP?RC�!J?PK'CLCP?RC�!J?PK?ARGML�DMP�RFC�BGDDCPCLR�KMLGRMPQ�UMPIQ�?Q�DMJJMUQ�

` 0J?RDMPK�-MLGRMP�a�A?SQCQ�?L�?J?PK�GD�RFC������NMPR�GQ�LM�JMLECP�PCQNMLBGLE�RM�RP?DeA��RF?R�GQ��RFC�.G?E?P?
B?CKML�F?Q�CVGRCB�MP�GQ�DPMXCL	

` 3WQRCK�-CKMPW�-MLGRMP�a�A?SQCQ�?L�?J?PK�RM�ePC�GD�RFC�&PCC�3WQRCK�-CKMPW�BPMNQ�@CJMU�RFC�QNCAGeCB
JGKGR�

` (C?N�-CKMPW�-MLGRMP�a�A?SQCQ�?L�?J?PK�RM�ePC�GD�RFC�&PCC�(C?N�-CKMPW�BPMNQ�@CJMU�RFC�QNCAGeCB�JGKGR�

` -CR?QN?AC�-CKMPW�-MLGRMP�a�GQ�LMR�SQCB

` ,M?BCB�#J?QQCQ�-MLGRMP�a�GQ�LMR�SQCB

` #05�)B JC�#WAJCQ�-MLGRMP�a�GQ�LMR�SQCB

` #05�5QCB�#WAJCQ�-MLGRMP�a�GQ�LMR�SQCB

` #MBC�#?AFC�-CKMPW�-MLGRMP�a�GQ�LMR�SQCB

` 2!-�$GQI�-MLGRMP�a�A?SQCQ�?L�?J?PK�RM�ePC�GD�RFC�2!-�B GQI]Q�DPCCQN?AC�D?JJQ�@CJMU����

` 3MAICR�3R?RC�-MLGRMP�a�A?SQCQ�?L�?J?PK�RM�ePC�GD�RFC�KMLGRMP�BCRCARQ�?LW�QMAICR�DPMK�RFC
spy:/platform diagnostics/netstat -A RM�@C�GL�RFC�#,/3%>7 !)4�QR?RC��4FGQ�GQ�MLJW�T?JGB�DMP
4PGBGSK*!#% Q�

Log Memory to History

4FC�FGQRMPW�DMP�?LW�N?PRGASJ?P�KMLGRMP�DMJJMUQ�RFC�PSJCQ�?Q�BCeLCB�GL�RFC�KMLGRMP]QHistory Config ��?JJMUGLE
WMS�RM�AMLeESPC�PCRCLRGML�NMJGAGCQ��A?N?AGRW��R?EQ��CRA���?Q�UGRF�?LW�FGQRMPW�CVRCLQGML��4FC�GLRCPT?JQ�MD�RFCQC
AMLeEQ�QFMSJB�@C�ICNR�?R�RFC�BCD?SJR�QM�RF?R�RFC�FGQRMPW�GQ�?JU?WQ�ECLCP?RCB�?Q�?�AMLQCOSCLAC�MD�RFC#FCAI#FCAI
3WQRCK3WQRCK?ARGML�

4FC,ME�-CKMPW�RM�(GQRMPW,ME�-CKMPW�RM�(GQRMPW?ARGML�DMP�RFC�BGDDCPCLR�KMLGRMPQ�UMPIQ�?Q�DMJJMUQ�

` 0J?RDMPK�-MLGRMP�a�GQ�LMR�GKNJCKCLRCB

` 3WQRCK�-CKMPW�-MLGRMP�a�RPCLBQ�&PCC�3WQRCK�-CKMPW�DMP�C?AF�ePC�MD�RFC3WQRCK�#FCAI�43WQRCK�#FCAI�4GKC�4GKC�4PGEECPPGEECP�

` (C?N�-CKMPW�-MLGRMP�a�RPCLBQ�&PCC�(C?N�-CKMPW�

` -CR?QN?AC�-CKMPW�-MLGRMP�a�RPCLBQ�5QCB�-CR?QN?AC�-CKMPW�

` ,M?BCB�#J?QQCQ�-MLGRMP�a�RPCLBQ�*?T?�#J?QQCQ�JM?BCB�

` #05�)B JC�#WAJCQ�-MLGRMP�a�RPCLBQ�)BJC�#05�#WAJCQ�MTCP�RFC�J?QR�AMJJCARGML�NCPGMB�

` #05�5QCB�#WAJCQ�-MLGRMP�a�RPCLBQ�5QCB�#05�#WAJCQ�MTCP�RFC�J?QR�AMJJCARGML�NCPGMB�

` #MBC�#?AFC�-CKMPW�-MLGRMP�a�RPCLBQ�5QCB�#MBC�#?AFC�-CKMPW�

` 2!-�$GQI�-MLGRMP�a�RPCLBQ�5QCB�2!-�$GQI�3N?AC�

3F?PCB�AMKNMLCLRQ .G?E?P?�0J?RDMPK�'SGBC
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` 3MAICR�3R?RC�-MLGRMP�a�GQ�LMR�GKNJCKCLRCB

0J?RDMPK�-MLGRMP��QWQRCK-MLGRMP
0J?RDMPK-MLGRMP	
4FGQ�AMKNMLCLR�KMLGRMPQ�ASPPCLR�SRGJGX?RGML�MD�KCKMPW�?LB�#05�GL�WMSP�NJ?RDMPK�

4M�?AACQQ��AJGAI#MLeE#MLeE� 3CPTGACQ3CPTGACQ� 3WQRCK-MLGRMP3CPTGAC3WQRCK-MLGRMP3CPTGAC?LB�BMS@JC
AJGAI0J?RDMPK�-MLGRMP0J?RDMPK�-MLGRMP�

Property Value Description

3R?RSQ RCVR 2CNMPRQ�RFC�ASPPCLR�AMLBGRGML�MD
RFC�CLRGRW�?Q�MD�RFC�J?QR�PCDPCQF�
Y?J?PK[��YBGQ?@JCB[��YBMUL[�
YD?SJR[��YMI[��YQR?JC[�
YSL?AICB!J?PK[

,?QR�!J?PK�-CQQ?EC RCVR $GQNJ?WQ�RFC�KCQQ?EC�RF?R�U?Q
RPGEECPCB�@W�RFC�J?QR�?J?PK�

,?QR�!J?PK�4GKC PC?B�MLJW $GQNJ?WQ�UFCL�RFC�QWQRCK
ECLCP?RCB�RFC�J?QR�?J?PK
?QQGELCB�RM�RFGQAlarm Class �

!J?PK�3MSPAC�)LDM ?BBGRGML?J�NPMNCPRGCQ #MLR?GLQ�?�QCR�MD�NPMNCPRGCQ�DMP
AMLeESPGLE�?LB�PMSRGLE�?J?PKQ
UFCL�RFGQ�AMKNMLCLR�GQ�RFC
?J?PK�QMSPAC�

&MP�NPMNCPRW�BCQAPGNRGMLQ��PCDCP
RM�RFCNiagara Alarms Guide

'CLCP?RC�!J?PK true �BCD?SJR	�MPfalse #MLRPMJQ�GD�RFC�QMDRU?PC

Figur e 38. 0J?RDMPK�-MLGRMP�NPMNCPRGCQ
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Property Value Description

ECLCP?RCQ�?L�?J?PK�UFCL�?
NJ?RDMPK�KCKMPW�JGKGR�GQ�APMQQCB�

true ECLCP?RCQ�RFC�?J?PK�UFCL
RFC�JGKGR�GQ�APMQQCB�

false BMCQ�LMR�ECLCP?RC�RFC
?J?PK�

0J?RDMPK�0MPR NMPR�LSK@CP $GQNJ?W�RFC�NJ?RDMPK�NMPR�LSK@CP�

3WQRCK�-CKMPW�-MLGRMP��QWQRCK-MLGRMP
3WQRCK-CKMPW-MLGRMP	
4FGQ�AMKNMLCLR�KMLGRMPQ�ASPPCLR�SRGJGX?RGML�MD�KCKMPW�GL�WMSP�QWQRCK�RM�BCRCAR�KCKMPW�JC?IQ�

4M�?AACQQ��CVN?LB#MLeE#MLeE� 3CPTGACQ3CPTGACQ� 3WQRCK-MLGRMP3CPTGAC3WQRCK-MLGRMP3CPTGAC?LB�BMS@JC
AJGAI3WQRCK�KCKMPW�-MLGRMP3WQRCK�KCKMPW�-MLGRMP

�
Property Value Description

3R?RSQ RCVR 2CNMPRQ�RFC�ASPPCLR�AMLBGRGML�MD
RFC�CLRGRW�?Q�MD�RFC�J?QR�PCDPCQF�
Y?J?PK[��YBGQ?@JCB[��YBMUL[�
YD?SJR[��YMI[��YQR?JC[�
YSL?AICB!J?PK[

,?QR�!J?PK�-CQQ?EC PC?B
MLJW $GQNJ?WQ�RFC�KCQQ?EC�RF?R�U?Q

Figur e 39. 3WQRCK�-CKMPW�-MLGRMP�NPMNCPRGCQ
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Property Value Description

RPGEECPCB�@W�RFC�J?QR�?J?PK�

,?QR�!J?PK�RGKC RCVR $GQNJ?WQ�UFCL�RFC�QWQRCK
ECLCP?RCB�RFC�J?QR�?J?PK
?QQGELCB�RM�RFGQAlarm Class �

!J?PK�3MSPAC�)LDM ?BBGRGML?J�NPMNCPRGCQ #MLR?GLQ�?�QCR�MD�NPMNCPRGCQ�DMP
AMLeESPGLE�?LB�PMSRGLE�?J?PKQ
UFCL�RFGQ�AMKNMLCLR�GQ�RFC
?J?PK�QMSPAC�

&MP�NPMNCPRW�BCQAPGNRGMLQ��PCDCP
RM�RFCNiagara Alarms Guide

'CLCP?RC�!J?PK true �BCD?SJR	�MPfalse #MLRPMJQ�GD�RFC�QMDRU?PC
ECLCP?RCQ�?L�?J?PK�UFCL�?
NJ?RDMPK�KCKMPW�JGKGR�GQ�APMQQCB�

true ECLCP?RCQ�RFC�?J?PK�UFCL
RFC�JGKGR�GQ�APMQQCB�

false BMCQ�LMR�ECLCP?RC�RFC
?J?PK�

,ME�-CKMPW�RM�(GQRMPW true MPfalse �BCD?SJR	 #MLRPMJQ�UFCL�?�RPCLB�DMP�DPCC
QWQRCK�KCKMPW�GQ�APC?RCB�

true APC?RCQ�?�RPCLB�C?AF�RGKC
RFC�3WQRCK�#FCAI�4GKC�4PGEECP
ePCQ�

false GELMPCQ�RPCLB�APC?RGML�UFCL
RFC�3WQRCK�#FCAI�4GKC�4PGEECP
ePCQ�

-CKMPW�(GQRMPW�#MLeE R?@�UGRF�?BBGRGML?J�NPMNCPRGCQ 0PMTGBCQ�?�OSGAI�KCRFMB�MD
TGCUGLE�RFC�RPCLBQ�DMP�5QCB
(C?N�-CKMPW��R?ICL�DPMK�RFC
(C?N�-CKMPW�-MLGRMP	�?LB�RFC
&PCC�3WQRCK�-CKMPW��R?ICL�DPMK
RFC�3WQRCK�-CKMPW�-MLGRMP	
UFCL�RFCLog Memory to History

NPMNCPRW�GQ�QCR�RMtrue �

-GLGKSK�3WQRCK�MSRNSR�-CKMPW LSK@CP

&PCC�3WQRCK�-CKMPW LSK@CP $GQNJ?WQ�RFC�DPCC�KCKMPW�?T?GJ?@JC�GL
RFC�QWQRCK�
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(C?N�-CKMPW�-MLGRMP��QWQRCK-MLGRMP
(C?N-CKMPW-MLGRMP	
4FGQ�AMKNMLCLR�KMLGRMPQ�RFC�(C?N�3N?AC�?JJMA?RGML�MD�KCKMPW�?LB�QRMPC�PCDCPCLACQ�DMP�LCU�*?T?�M@HCARQ�

4M�?AACQQ��CVN?LB#MLeE#MLeE� 3CPTGACQ3CPTGACQ� 3WQRCK-MLGRMP3CPTGAC3WQRCK-MLGRMP3CPTGAC?LB�BMS@JC
AJGAI(C?N�-CKMPW�-MLGRMP(C?N�-CKMPW�-MLGRMP

Property Value Description

3R?RSQ RCVR 2CNMPRQ�RFC�ASPPCLR�AMLBGRGML�MD
RFC�CLRGRW�?Q�MD�RFC�J?QR�PCDPCQF�
Y?J?PK[��YBGQ?@JCB[��YBMUL[�
YD?SJR[��YMI[��YQR?JC[�
YSL?AICB!J?PK[

,?QR�!J?PK�-CQQ?EC RCVR $GQNJ?WQ�RFC�KCQQ?EC�RF?R�U?Q
RPGEECPCB�@W�RFC�J?QR�?J?PK�

,?QR�!J?PK�RGKC RCVR $GQNJ?WQ�UFCL�RFC�QWQRCK
ECLCP?RCB�RFC�J?QR�?J?PK
?QQGELCB�RM�RFGQAlarm Class �

!J?PK�3MSPAC�)LDM ?BBGRGML?J�NPMNCPRGCQ #MLR?GLQ�?�QCR�MD�NPMNCPRGCQ�DMP
AMLeESPGLE�?LB�PMSRGLE�?J?PKQ
UFCL�RFGQ�AMKNMLCLR�GQ�RFC
?J?PK�QMSPAC�

&MP�NPMNCPRW�BCQAPGNRGMLQ��PCDCP
RM�RFCNiagara Alarms Guide

Figur e 40. (C?N�-CKMPW�-MLGRMP�NPMNCPRGCQ
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Property Value Description

'CLCP?RC�!J?PK true �BCD?SJR	�MPfalse #MLRPMJQ�GD�RFC�QMDRU?PC
ECLCP?RCQ�?L�?J?PK�UFCL�?
NJ?RDMPK�KCKMPW�JGKGR�GQ�APMQQCB�

true ECLCP?RCQ�RFC�?J?PK�UFCL
RFC�JGKGR�GQ�APMQQCB�

false BMCQ�LMR�ECLCP?RC�RFC
?J?PK�

,ME�-CKMPW�RM�(GQRMPW true MPfalse �BCD?SJR	 #MLRPMJQ�UFCL�?�RPCLB�DMP�DPCC
QWQRCK�KCKMPW�GQ�APC?RCB�

true APC?RCQ�?�RPCLB�C?AF�RGKC
RFC�3WQRCK�#FCAI�4GKC�4PGEECP
ePCQ�

false GELMPCQ�RPCLB�APC?RGML�UFCL
RFC�3WQRCK�#FCAI�4GKC�4PGEECP
ePCQ�

-CKMPW�(GQRMPW�#MLeE R?@�UGRF�?BBGRGML?J�NPMNCPRGCQ 0PMTGBCQ�?�OSGAI�KCRFMB�MD
TGCUGLE�RFC�RPCLBQ�DMP�5QCB
(C?N�-CKMPW��R?ICL�DPMK�RFC
(C?N�-CKMPW�-MLGRMP	�?LB�RFC
&PCC�3WQRCK�-CKMPW��R?ICL�DPMK
RFC�3WQRCK�-CKMPW�-MLGRMP	
UFCL�RFCLog Memory to History

NPMNCPRW�GQ�QCR�RMtrue �

'?P@?EC�#MJJCARGML�ML�#FCAI�3WQRCKtrue �BCD?SJR	�MPfalse )D�QCR�RMtrue PCJC?QC�SLSQCB�M@HCARQ
?LB�K?IGLE�KMPC�KCKMPW�?T?GJ?@JC
ML�RFC�FC?N�

-GLGKSK�(C?N�-CKMPW�,GKGR LSK@CP )LBGA?RCQ�RFC�KGLGKSK�FC?N�KCKMPW
JGKGR�

4MR?J�(C?N�-CKMPW LSK@CP $GQNJ?WQ�RFC�RMR?J�FC?N�KCKMPW�

&PCC�(C?N�-CKMPW LSK@CP $GQNJ?WQ�RFC�DPCC�FC?N�KCKMPW�DMP
SQ?EC�

5QCB�(C?N�-CKMPW LSK@CP $GQNJ?WQ�RFC�SQCB�FC?N�KCKMPW�

-CR?�3N?AC�-CKMPW�-MLGRMP��QWQRCK-MLGRMP
-CR?3N?AC-CKMPW-MLGRMP	
4FGQ�AMKNMLCLR�KMLGRMPQ�RFC�-CR?�3N?AC�KCKMPW�SRGJGX?RGML�DMP�QRMPCQ�MD�AJ?QQ�?LB�KCRFMB�B?R?��QR?RGA
T?PG?@JC�B?R?��?LB�MRFCP�GLRCPL?J�*6-�KCR?B?R?�
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4M�?AACQQ��CVN?LB#MLeE#MLeE� 3CPTGACQ3CPTGACQ� 3WQRCK-MLGRMP3CPTGAC3WQRCK-MLGRMP3CPTGAC?LB�BMS@JC
AJGAI-CR?QN?AC�-CKMPW�-MLGRMP-CR?QN?AC�-CKMPW�-MLGRMP

Property Value Description

3R?RSQ RCVR 2CNMPRQ�RFC�ASPPCLR�AMLBGRGML�MD
RFC�CLRGRW�?Q�MD�RFC�J?QR�PCDPCQF�
Y?J?PK[��YBGQ?@JCB[��YBMUL[�
YD?SJR[��YMI[��YQR?JC[�
YSL?AICB!J?PK[

,?QR�!J?PK�-CQQ?EC RCVR $GQNJ?WQ�RFC�KCQQ?EC�RF?R�U?Q
RPGEECPCB�@W�RFC�J?QR�?J?PK�

,?QR�!J?PK�4GKC RCVR $GQNJ?WQ�UFCL�RFC�QWQRCK
ECLCP?RCB�RFC�J?QR�?J?PK
?QQGELCB�RM�RFGQAlarm Class �

!J?PK�3MSPAC�)LDM ?BBGRGML?J�NPMNCPRGCQ #MLR?GLQ�?�QCR�MD�NPMNCPRGCQ�DMP
AMLeESPGLE�?LB�PMSRGLE�?J?PKQ
UFCL�RFGQ�AMKNMLCLR�GQ�RFC
?J?PK�QMSPAC�

&MP�NPMNCPRW�BCQAPGNRGMLQ��PCDCP
RM�RFCNiagara Alarms Guide

'CLCP?RC�!J?PK true �BCD?SJR	�MPfalse #MLRPMJQ�GD�RFC�QMDRU?PC
ECLCP?RCQ�?L�?J?PK�UFCL�?
NJ?RDMPK�KCKMPW�JGKGR�GQ�APMQQCB�

Figur e 41. -CR?�3N?AC�-CKMPW�-MLGRMP�NPMNCPRGCQ

3F?PCB�AMKNMLCLRQ .G?E?P?�0J?RDMPK�'SGBC

��� -?P AF���������



Property Value Description

true ECLCP?RCQ�RFC�?J?PK�UFCL
RFC�JGKGR�GQ�APMQQCB�

false BMCQ�LMR�ECLCP?RC�RFC
?J?PK�

,ME�-CKMPW�RM�(GQRMPW true MPfalse �BCD?SJR	 #MLRPMJQ�UFCL�?�RPCLB�DMP�DPCC
QWQRCK�KCKMPW�GQ�APC?RCB�

true APC?RCQ�?�RPCLB�C?AF�RGKC
RFC�3WQRCK�#FCAI�4GKC�4PGEECP
ePCQ�

false GELMPCQ�RPCLB�APC?RGML�UFCL
RFC�3WQRCK�#FCAI�4GKC�4PGEECP
ePCQ�

-CKMPW�(GQRMPW�#MLeE R?@�UGRF�?BBGRGML?J�NPMNCPRGCQ 0PMTGBCQ�?�OSGAI�KCRFMB�MD
TGCUGLE�RFC�RPCLBQ�DMP�5QCB
(C?N�-CKMPW��R?ICL�DPMK�RFC
(C?N�-CKMPW�-MLGRMP	�?LB�RFC
&PCC�3WQRCK�-CKMPW��R?ICL�DPMK
RFC�3WQRCK�-CKMPW�-MLGRMP	
UFCL�RFCLog Memory to History

NPMNCPRW�GQ�QCR�RMtrue �

5QCB�-CR?�3N?AC�-CKMPW LSK@CP $GQNJ?WQ�RFC�SQCB�-CR?�3N?AC
KCKMPW�SQCB�@W�RFC�QWQRCK�

,M?BCB�#J?QQCQ�-MLGRMP��QWQRCK-MLGRMP
,M?BCB#J?QQCQ-MLGRMP	
4FGQ�AMKNMLCLR�KMLGRMPQ�*?T?�#J?QQCQ�ASPPCLRJW�JM?BCB�ML�RFC�QWQRCK�

.G?E?P?�0J?RDMPK�'SGBC 3F?PCB�AMKNMLCLRQ

-?P AF��������� ���



4M�?AACQQ��CVN?LB#MLeE#MLeE� 3CPTGACQ3CPTGACQ� 3WQRCK-MLGRMP3CPTGAC3WQRCK-MLGRMP3CPTGAC?LB�BMS@JC
AJGAI,M?BCB�#J?QQCQ�-MLGRMP,M?BCB�#J?QQCQ�-MLGRMP

Property Value Description

3R?RSQ RCVR 2CNMPRQ�RFC�ASPPCLR�AMLBGRGML�MD
RFC�CLRGRW�?Q�MD�RFC�J?QR�PCDPCQF�
Y?J?PK[��YBGQ?@JCB[��YBMUL[�
YD?SJR[��YMI[��YQR?JC[�
YSL?AICB!J?PK[

,?QR�!J?PK�-CQQ?EC RCVR $GQNJ?WQ�RFC�KCQQ?EC�RF?R�U?Q
RPGEECPCB�@W�RFC�J?QR�?J?PK�

,?QR�!J?PK�RGKC RCVR $GQNJ?WQ�UFCL�RFC�QWQRCK
ECLCP?RCB�RFC�J?QR�?J?PK
?QQGELCB�RM�RFGQAlarm Class �

!J?PK�3MSPAC�)LDM ?BBGRGML?J�NPMNCPRGCQ #MLR?GLQ�?�QCR�MD�NPMNCPRGCQ�DMP
AMLeESPGLE�?LB�PMSRGLE�?J?PKQ
UFCL�RFGQ�AMKNMLCLR�GQ�RFC
?J?PK�QMSPAC�

&MP�NPMNCPRW�BCQAPGNRGMLQ��PCDCP
RM�RFCNiagara Alarms Guide

'CLCP?RC�!J?PK true �BCD?SJR	�MPfalse #MLRPMJQ�GD�RFC�QMDRU?PC
ECLCP?RCQ�?L�?J?PK�UFCL�?
NJ?RDMPK�KCKMPW�JGKGR�GQ�APMQQCB�

Figur e 42. ,M?BCB�#J?QQCQ�-MLGRMP�NPMNCPRGCQ

3F?PCB�AMKNMLCLRQ .G?E?P?�0J?RDMPK�'SGBC

��� -?P AF���������



Property Value Description

true ECLCP?RCQ�RFC�?J?PK�UFCL
RFC�JGKGR�GQ�APMQQCB�

false BMCQ�LMR�ECLCP?RC�RFC
?J?PK�

,ME�-CKMPW�RM�(GQRMPW true MPfalse �BCD?SJR	 #MLRPMJQ�UFCL�?�RPCLB�DMP�DPCC
QWQRCK�KCKMPW�GQ�APC?RCB�

true APC?RCQ�?�RPCLB�C?AF�RGKC
RFC�3WQRCK�#FCAI�4GKC�4PGEECP
ePCQ�

false GELMPCQ�RPCLB�APC?RGML�UFCL
RFC�3WQRCK�#FCAI�4GKC�4PGEECP
ePCQ�

-CKMPW�(GQRMPW�#MLeE R?@�UGRF�?BBGRGML?J�NPMNCPRGCQ 0PMTGBCQ�?�OSGAI�KCRFMB�MD
TGCUGLE�RFC�RPCLBQ�DMP�5QCB
(C?N�-CKMPW��R?ICL�DPMK�RFC
(C?N�-CKMPW�-MLGRMP	�?LB�RFC
&PCC�3WQRCK�-CKMPW��R?ICL�DPMK
RFC�3WQRCK�-CKMPW�-MLGRMP	
UFCL�RFCLog Memory to History

NPMNCPRW�GQ�QCR�RMtrue �

#J?QQCQ�,M?BCB LSK@CP $GQNJ?WQ�RFC�*?T?�AJ?QQCQ�ASPPCLRJW
JM?BCB�ML�RFC�QWQRCK�

#05�)B JC�#WAJCQ�-MLGRMP��QWQRCK-MLGRMP
)BJC#05-MLGRMP	
4FGQ�AMKNMLCLR�KMLGRMPQ�GBJC�#05�#WAJCQ�MTCP�RFC�J?QR�AMJJCARGML�NCPGMB�

.G?E?P?�0J?RDMPK�'SGBC 3F?PCB�AMKNMLCLRQ

-?P AF��������� ���



4M�?AACQQ��CVN?LB#MLeE#MLeE� 3CPTGACQ3CPTGACQ� 3WQRCK-MLGRMP3CPTGAC3WQRCK-MLGRMP3CPTGAC?LB�BMS@JC
AJGAI#05�)B#05�)B JC�#WAJCQ�-MLGRMPJC�#WAJCQ�-MLGRMP�

Property Value Description

3R?RSQ RCVR 2CNMPRQ�RFC�ASPPCLR�AMLBGRGML�MD
RFC�CLRGRW�?Q�MD�RFC�J?QR�PCDPCQF�
Y?J?PK[��YBGQ?@JCB[��YBMUL[�
YD?SJR[��YMI[��YQR?JC[�
YSL?AICB!J?PK[

,?QR�!J?PK�-CQQ?EC RCVR $GQNJ?WQ�RFC�KCQQ?EC�RF?R�U?Q
RPGEECPCB�@W�RFC�J?QR�?J?PK�

,?QR�!J?PK�RGKC RCVR $GQNJ?WQ�UFCL�RFC�QWQRCK
ECLCP?RCB�RFC�J?QR�?J?PK
?QQGELCB�RM�RFGQAlarm Class �

!J?PK�3MSPAC�)LDM ?BBGRGML?J�NPMNCPRGCQ #MLR?GLQ�?�QCR�MD�NPMNCPRGCQ�DMP
AMLeESPGLE�?LB�PMSRGLE�?J?PKQ
UFCL�RFGQ�AMKNMLCLR�GQ�RFC
?J?PK�QMSPAC�

&MP�NPMNCPRW�BCQAPGNRGMLQ��PCDCP
RM�RFCNiagara Alarms Guide

'CLCP?RC�!J?PK true �BCD?SJR	�MPfalse #MLRPMJQ�GD�RFC�QMDRU?PC
ECLCP?RCQ�?L�?J?PK�UFCL�?

Figur e 43. )BJC�#�0�5�-MLGRMP�NPMNCPRGCQ

3F?PCB�AMKNMLCLRQ .G?E?P?�0J?RDMPK�'SGBC

��� -?P AF���������



Property Value Description

NJ?RDMPK�KCKMPW�JGKGR�GQ�APMQQCB�

true ECLCP?RCQ�RFC�?J?PK�UFCL
RFC�JGKGR�GQ�APMQQCB�

false BMCQ�LMR�ECLCP?RC�RFC
?J?PK�

,ME�#�0�5�4 M�(GQRMPW true MPfalse �BCD?SJR	 5NB?RCQ�RFC�FGQRMPW�JME�UGRF�RFC
LSK@CP�MD�GBJC�#05�AWAJCQ�MTCP�RFC
J?QR�AMJJCARGML�NCPGMB�

#NS�(GQRMPW�#MLeE ?BBGRGML?J�NPMNCPRGCQ

4?PECR�#�0�5 RGKC�GL�KGJJGQCAMLBQ

,?QR�)LRCPT?J PC?B
MLJW 2CNMPRQ�GBJC�AWAJCQ�BSPGLE�RFC�J?QR
GLRCPT?J�

3GLAC�3R?PR�0CPACLR PC?B
MLJW 2CNMPRQ��?Q�?�NCPACLR?EC��RFC
?KMSLR�MD�GBJC�AWAJCQ�QGLAC�RFC
NJ?RDMPK�QR?PRCB�

,?QR�-GLSRC PC?B
MLJW 2CNMPRQ�GBJC�AWAJCQ�BSPGLE�RFC�J?QR
KGLSRC�

,?QR�-GLSRC�0CPACLR PC?B
MLJW 2CNMPRQ��?Q�?�NCPACLR?EC��RFC
?KMSLR�MD�GBJC�AWAJCQ�BSPGLE�RFC�J?QR
KGLSRC�

,?QR�(MSP PC?B
MLJW 2CNMPRQ�GBJC�AWAJCQ�BSPGLE�RFC�J?QR
FMSP�

,?QR�(MSP�0CPACLR PC?B
MLJW 2CNMPRQ��?Q�?�NCPACLR?EC��RFC
?KMSLR�MD�GBJC�AWAJCQ�BSPGLE�RFC�J?QR
FMSP�

,?QR�$?W PC?B
MLJW 2CNMPRQ�GBJC�AWAJCQ�BSPGLE�RFC�J?QR
B?W�

,?QR�$?W�0CPACLR PC?B
MLJW 2CNMPRQ��?Q�?�NCPACLR?EC��RFC
?KMSLR�MD�GBJC�AWAJCQ�BSPGLE�RFC�J?QR
B?W�

#05�5QCB�#WAJCQ�-MLGRMP��QWQRCK-MLGRMP
5QCB#05-MLGRMP	
4FGQ�AMKNMLCLR�KMLGRMPQ�SQCB�#05�#WAJCQ�MTCP�RFC�J?QR�AMJJCARGML�NCPGMB�

.G?E?P?�0J?RDMPK�'SGBC 3F?PCB�AMKNMLCLRQ

-?P AF��������� ���



4M�?AACQQ��CVN?LB#MLeE#MLeE� 3CPTGACQ3CPTGACQ� 3WQRCK-MLGRMP3CPTGAC3WQRCK-MLGRMP3CPTGAC?LB�BMS@JC
AJGAI#05�5QCB�#WAJCQ�-MLGRMP#05�5QCB�#WAJCQ�-MLGRMP

Property Value Description

3R?RSQ RCVR 2CNMPRQ�RFC�ASPPCLR�AMLBGRGML�MD
RFC�CLRGRW�?Q�MD�RFC�J?QR�PCDPCQF�
Y?J?PK[��YBGQ?@JCB[��YBMUL[�
YD?SJR[��YMI[��YQR?JC[�
YSL?AICB!J?PK[

,?QR�!J?PK�-CQQ?EC RCVR $GQNJ?WQ�RFC�KCQQ?EC�RF?R�U?Q
RPGEECPCB�@W�RFC�J?QR�?J?PK�

,?QR�!J?PK�RGKC RCVR $GQNJ?WQ�UFCL�RFC�QWQRCK
ECLCP?RCB�RFC�J?QR�?J?PK
?QQGELCB�RM�RFGQAlarm Class �

!J?PK�3MSPAC�)LDM ?BBGRGML?J�NPMNCPRGCQ #MLR?GLQ�?�QCR�MD�NPMNCPRGCQ�DMP
AMLeESPGLE�?LB�PMSRGLE�?J?PKQ
UFCL�RFGQ�AMKNMLCLR�GQ�RFC
?J?PK�QMSPAC�

&MP�NPMNCPRW�BCQAPGNRGMLQ��PCDCP
RM�RFCNiagara Alarms Guide

'CLCP?RC�!J?PK true �BCD?SJR	�MPfalse #MLRPMJQ�GD�RFC�QMDRU?PC
ECLCP?RCQ�?L�?J?PK�UFCL�?
NJ?RDMPK�KCKMPW�JGKGR�GQ�APMQQCB�

Figur e 44. 5QCB�#�0�5�-MLGRMP�NPMNCPRGCQ

3F?PCB�AMKNMLCLRQ .G?E?P?�0J?RDMPK�'SGBC

��� -?P AF���������



Property Value Description

true ECLCP?RCQ�RFC�?J?PK�UFCL
RFC�JGKGR�GQ�APMQQCB�

false BMCQ�LMR�ECLCP?RC�RFC
?J?PK�

,ME�#�0�5�4 M�(GQRMPW true MPfalse �BCD?SJR	 5NB?RCQ�RFC�FGQRMPW�JME�UGRF�RFC
LSK@CP�MD�SQCB�#05�AWAJCQ�MTCP�RFC
J?QR�AMJJCARGML�NCPGMB�

#NS�(GQRMPW�#MLeE ?BBGRGML?J�NPMNCPRGCQ

!NNJGA?RGML�4M�-MLGRMP RGKC�GL�KGJJGQCAMLBQ $CeLCQ�RFC�?NNJGA?RGML�RM�KMLGRMP�

,?QR�)LRCPT?J PC?B
MLJW 2CNMPRQ�SQCB�#05�AWAJCQ�BSPGLE�RFC
J?QR�GLRCPT?J�

3GLAC�3R?PR�0CPACLR PC?B
MLJW 2CNMPRQ��?Q�?�NCPACLR?EC��RFC
?KMSLR�MD�SQCB�#05�AWAJCQ�QGLAC�RFC
NJ?RDMPK�QR?PRCB�

,?QR�-GLSRC PC?B
MLJW 2CNMPRQ�SQCB�#05�AWAJCQ�BSPGLE�RFC
J?QR�KGLSRC�

,?QR�-GLSRC�0CPACLR PC?B
MLJW 2CNMPRQ��?Q�?�NCPACLR?EC��RFC
?KMSLR�MD�SQCB�#05�AWAJCQ�BSPGLE
RFC�J?QR�KGLSRC�

,?QR�(MSP PC?B
MLJW 2CNMPRQ�SQCB�#05�BSPGLE�RFC�J?QR
FMSP�

,?QR�(MSP�NCPACLR PC?B
MLJW 2CNMPRQ��?Q�?�NCPACLR?EC��RFC
?KMSLR�MD�SQCB�#05�AWAJCQ�BSPGLE
RFC�J?QR�FMSP�

,?QR�$?W PC?B
MLJW 2CNMPRQ�RFC�SQCB�#05�BSPGLE�RFC�J?QR
B?W�

,?QR�$?W�0CPACLR PC?B
MLJW 2CNMPRQ��?Q�?�NCPACLR?EC��RFC
?KMSLR�MD�SQCB�#05�AWAJCQ�BSPGLE
RFC�J?QR�B?W�

#MBC�#?AFC�-CKMPW�-MLGRMP��QWQRCK-MLGRMP
#MBC#?AFC-CKMPW-MLGRMP	
4FGQ�AMKNMLCLR�KMLGRMPQ�RFC�ASPPCLR�QRMPCQ�MD�L?RGTC�AMBC�NPMBSACB�@W�RFC�*?T?�6-�*SQR�)L�4GKC��*)4	
#MKNGJCP�

.G?E?P?�0J?RDMPK�'SGBC 3F?PCB�AMKNMLCLRQ

-?P AF��������� ���



4M�?AACQQ��CVN?LB#MLeE#MLeE� 3CPTGACQ3CPTGACQ� 3WQRCK-MLGRMP3CPTGAC3WQRCK-MLGRMP3CPTGAC?LB�BMS@JC
AJGAI#MBC�#?AFC�-CKMPW�-MLGRMP#MBC�#?AFC�-CKMPW�-MLGRMP

Property Value Description

3R?RSQ RCVR 2CNMPRQ�RFC�ASPPCLR�AMLBGRGML�MD
RFC�CLRGRW�?Q�MD�RFC�J?QR�PCDPCQF�
Y?J?PK[��YBGQ?@JCB[��YBMUL[�
YD?SJR[��YMI[��YQR?JC[�
YSL?AICB!J?PK[

,?QR�!J?PK�-CQQ?EC RCVR $GQNJ?WQ�RFC�KCQQ?EC�RF?R�U?Q
RPGEECPCB�@W�RFC�J?QR�?J?PK�

,?QR�!J?PK�RGKC RCVR $GQNJ?WQ�UFCL�RFC�QWQRCK
ECLCP?RCB�RFC�J?QR�?J?PK
?QQGELCB�RM�RFGQAlarm Class �

!J?PK�3MSPAC�)LDM ?BBGRGML?J�NPMNCPRGCQ #MLR?GLQ�?�QCR�MD�NPMNCPRGCQ�DMP
AMLeESPGLE�?LB�PMSRGLE�?J?PKQ
UFCL�RFGQ�AMKNMLCLR�GQ�RFC
?J?PK�QMSPAC�

&MP�NPMNCPRW�BCQAPGNRGMLQ��PCDCP
RM�RFCNiagara Alarms Guide

'CLCP?RC�!J?PK true �BCD?SJR	�MPfalse #MLRPMJQ�GD�RFC�QMDRU?PC
ECLCP?RCQ�?L�?J?PK�UFCL�?
NJ?RDMPK�KCKMPW�JGKGR�GQ�APMQQCB�

Figur e 45. #MBC�#?AFC�-CKMPW�-MLGRMP�NPMNCPRGCQ

3F?PCB�AMKNMLCLRQ .G?E?P?�0J?RDMPK�'SGBC
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Property Value Description

true ECLCP?RCQ�RFC�?J?PK�UFCL
RFC�JGKGR�GQ�APMQQCB�

false BMCQ�LMR�ECLCP?RC�RFC
?J?PK�

,ME�-CKMPW�RM�(GQRMPW true MPfalse �BCD?SJR	 #MLRPMJQ�UFCL�?�RPCLB�DMP�DPCC
QWQRCK�KCKMPW�GQ�APC?RCB�

true APC?RCQ�?�RPCLB�C?AF�RGKC
RFC�3WQRCK�#FCAI�4GKC�4PGEECP
ePCQ�

false GELMPCQ�RPCLB�APC?RGML�UFCL
RFC�3WQRCK�#FCAI�4GKC�4PGEECP
ePCQ�

-CKMPW�(GQRMPW�#MLeE R?@�UGRF�?BBGRGML?J�NPMNCPRGCQ 0PMTGBCQ�?�OSGAI�KCRFMB�MD
TGCUGLE�RFC�RPCLBQ�DMP�5QCB
(C?N�-CKMPW��R?ICL�DPMK�RFC
(C?N�-CKMPW�-MLGRMP	�?LB�RFC
&PCC�3WQRCK�-CKMPW��R?ICL�DPMK
RFC�3WQRCK�-CKMPW�-MLGRMP	
UFCL�RFCLog Memory to History

NPMNCPRW�GQ�QCR�RMtrue �

5QCB�#MBC�#?AFC�-CKMPW LSK@CP $GQNJ?WQ�RFC�KCKMPW�SRGJGXCB�@W
AMBC�A?AFC�

2!-�$GQI�-MLGRMP��QWQRCK-MLGRMP
2?K$GQI-MLGRMP	
4FGQ�AMKNMLCLR�KMLGRMPQ�RFC�ASPPCLR�2!-�B GQI�DPCCQN?AC�ML.G?E?P?NJ?RDMPKQ�

.G?E?P?�0J?RDMPK�'SGBC 3F?PCB�AMKNMLCLRQ

-?P AF��������� ���



4M�?AACQQ��CVN?LB#MLeE#MLeE� 3CPTGACQ3CPTGACQ� 3WQRCK-MLGRMP3CPTGAC3WQRCK-MLGRMP3CPTGAC?LB�BMS@JC
AJGAI2!-�$GQI�-MLGRMP2!-�$GQI�-MLGRMP

Property Value Description

3R?RSQ RCVR 2CNMPRQ�RFC�ASPPCLR�AMLBGRGML�MD
RFC�CLRGRW�?Q�MD�RFC�J?QR�PCDPCQF�
Y?J?PK[��YBGQ?@JCB[��YBMUL[�
YD?SJR[��YMI[��YQR?JC[�
YSL?AICB!J?PK[

,?QR�!J?PK�-CQQ?EC RCVR $GQNJ?WQ�RFC�KCQQ?EC�RF?R�U?Q
RPGEECPCB�@W�RFC�J?QR�?J?PK�

,?QR�!J?PK�4GKC RCVR $GQNJ?WQ�UFCL�RFC�QWQRCK
ECLCP?RCB�RFC�J?QR�?J?PK
?QQGELCB�RM�RFGQAlarm Class �

!J?PK�3MSPAC�)LDM ?BBGRGML?J�NPMNCPRGCQ #MLR?GLQ�?�QCR�MD�NPMNCPRGCQ�DMP
AMLeESPGLE�?LB�PMSRGLE�?J?PKQ
UFCL�RFGQ�AMKNMLCLR�GQ�RFC
?J?PK�QMSPAC�

&MP�NPMNCPRW�BCQAPGNRGMLQ��PCDCP
RM�RFCNiagara Alarms Guide

'CLCP?RC�!J?PK true �BCD?SJR	�MPfalse #MLRPMJQ�GD�RFC�QMDRU?PC
ECLCP?RCQ�?L�?J?PK�UFCL�?
NJ?RDMPK�KCKMPW�JGKGR�GQ�APMQQCB�

true ECLCP?RCQ�RFC�?J?PK�UFCL

Figur e 46. 2?K$GQI-MLGRMP�NPMNCPRGCQ

3F?PCB�AMKNMLCLRQ .G?E?P?�0J?RDMPK�'SGBC
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Property Value Description

RFC�JGKGR�GQ�APMQQCB�

false BMCQ�LMR�ECLCP?RC�RFC
?J?PK�

2?K�$GQI�3GXC LSK@CP $GQNJ?WQ�RFC�BGQI�QN?AC�GL
NCPACLR?EC�UFGAF�GQ�SRGJGXCB�

-?V�2?K�$GQI�3GXC�,GKGR LSK@CP $GQNJ?WQ�RFC�K?VGKSK�BGQI�QN?AC�GL
NCPACLR?EC�RF?R�WMS�A?L�SRGJGXC�

3MAICR�3R?RC�-MLGRMP��QWQRCK-MLGRMP
3MAICR3R?RC-MLGRMP	
4FGQ�AMKNMLCLR�KMLGRMPQ�RFC�ASPPCLR�QR?RC�MD�?LW�QMAICR�GL�RFCspy:/platform diagnostics/netstat -A
ML.G?E?P?NJ?RDMPKQ�

4M�?AACQQ��CVN?LB#MLeE#MLeE� 3CPTGACQ3CPTGACQ� 3WQRCK-MLGRMP3CPTGAC3WQRCK-MLGRMP3CPTGAC?LB�BMS@JC
AJGAI3MAICR�3R?RC�-MLGRMP3MAICR�3R?RC�-MLGRMP

Property Value Description

3R?RSQ RCVR 2CNMPRQ�RFC�ASPPCLR�AMLBGRGML�MD
RFC�CLRGRW�?Q�MD�RFC�J?QR�PCDPCQF�
Y?J?PK[��YBGQ?@JCB[��YBMUL[�
YD?SJR[��YMI[��YQR?JC[�
YSL?AICB!J?PK[

,?QR�!J?PK�-CQQ?EC RCVR $GQNJ?WQ�RFC�KCQQ?EC�RF?R�U?Q
RPGEECPCB�@W�RFC�J?QR�?J?PK�

,?QR�!J?PK�RGKC RCVR $GQNJ?WQ�UFCL�RFC�QWQRCK
ECLCP?RCB�RFC�J?QR�?J?PK
?QQGELCB�RM�RFGQAlarm Class �

Figur e 47. 3MAICR�3R?RC�-MLGRMP�NPMNCPRGCQ

.G?E?P?�0J?RDMPK�'SGBC 3F?PCB�AMKNMLCLRQ
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Property Value Description

!J?PK�3MSPAC�)LDM ?BBGRGML?J�NPMNCPRGCQ #MLR?GLQ�?�QCR�MD�NPMNCPRGCQ�DMP
AMLeESPGLE�?LB�PMSRGLE�?J?PKQ
UFCL�RFGQ�AMKNMLCLR�GQ�RFC
?J?PK�QMSPAC�

&MP�NPMNCPRW�BCQAPGNRGMLQ��PCDCP
RM�RFCNiagara Alarms Guide

'CLCP?RC�!J?PK true �BCD?SJR	�MPfalse #MLRPMJQ�GD�RFC�QMDRU?PC
ECLCP?RCQ�?L�?J?PK�UFCL�?
NJ?RDMPK�KCKMPW�JGKGR�GQ�APMQQCB�

true ECLCP?RCQ�RFC�?J?PK�UFCL
RFC�JGKGR�GQ�APMQQCB�

false BMCQ�LMR�ECLCP?RC�RFC
?J?PK�

3F?PCB�AMKNMLCLRQ .G?E?P?�0J?RDMPK�'SGBC
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Chapter 17. Plugin guides
4FCPC�?PC�K?LW�U?WQ�RM�TGCU�NJSEGLQ��TGCUQ	��/LC�U?W�GQ�BGPCARJW�GL�RFC�RPCC��)L�?BBGRGML��WMS�A?L�PGEFR
AJGAI�ML
?L�GRCK�?LB�QCJCAR�MLC�MD�GRQ�TGCUQ��0JSEGLQ�NPMTGBC�TGCUQ�MD�AMKNMLCLRQ�

)L 7 MPI@CLAF��?AACQQ�RFC�DMJJMUGLE�QSKK?PW�BCQAPGNRGMLQ�ML�?LW�NJSEGL�@W�QCJCARGLE(CJN(CJN� /L�6/L�6 GCUGCU�&�&� 	�DPMK
RFC�KCLS��MP�NPCQQGLE&�&� UFGJC�RFC�TGCU�GQ�MNCL�

!NNJGA?RGML�$GPCARMP�TGCU��NJ?R$?CKML
!NNJGA?RGML$GPCARMP	
4FC!NNJ!NNJGA?RGA?RGML�$GPGML�$GPCARMPCARMPTGCU�GLRCPD?ACQ�RM�C?AF�QR?RGML�UFCRFCP�GR�GQ�PSLLGLE�MP�LMR�

4FC!NNJ!NNJGA?RGA?RGML�$GPGML�$GPCARMPCARMPGQ�QNJGR�GLRM�RFPCC�K?GL�?PC?Q�

` )LQR?JJCB�?NNJGA?RGMLQb�?R�RMN

` !NNJGA?RGML�MSRNSRb�K?GL�?PC?

2CJ?RCB�?PC�JME�JCTCJQ�BCeLCB�DMP�RFC�QR?RGML�

` !NNJGA?RGML�?LB�MSRNSR�AMLRPMJQb�PGEFR
QGBC�AFCAI�@MVCQ�?LB�@SRRMLQ

)L�RFC!NNJ!NNJGA?RGA?RGML�$GPGML�$GPCARMPCARMPDMP�?LW�AMLRPMJJCP��RFC�GLQR?JJCB�?NNJGA?RGMLQ�?PC?�QFMSJB�QFMU��?R�KMQR	�MLJW�MLC
QR?RGML��(MUCTCP��RFC!NNJ!NNJGA?RGA?RGML�$GPGML�$GPCARMPCARMPDMP�?�7GLBMUQ�NJ?RDMPK��3SNCPTGQMP��MP�CLEGLCCPGLE�UMPIQR?RGML	
K?W�QFMU�KMPC�RF?L�MLC�QR?RGML�

Figur e 48. !NNJGA?RGML�$GPCARMP�TGCU�DMP�?�AMLRPMJJCP
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#MJSKLQ
4FC�RMN�?PC?�MD�RFC!NNJ!NNJGA?RGA?RGML�$GPGML�$GPCARMPCARMPQFMUQ�?�R?@JC�MD�GLQR?JJCB�?NNJGA?RGMLQ��QR?RGMLQ	�

Column Description

.?KC $GQNJ?WQ�RFC�L?KC�MD�RFC�QR?RGML�BGPCARMPW�

4WNC )BCLRGeCQ�RFC�QR?RGML�?Q�@CJMLEGLE�RM�RFC.G?E?P?D?KGJW�

3R?RSQ )LBGA?RCQ�RFC�AMLBGRGML�MD�RFC�QR?RGML�?R�J?QR�NMJJGLE�

$CR?GJQ ` DMV�4#0�)0�NMPR�KMLGRMPCB�DMP�PCESJ?P��SLCLAPWNRCB	�&MV�AMLLCARGMLQ�RM7 MPI@CLAF?LB�MRFCP
QR?RGMLQ��3FMUQn/a GD�QR?RGML�GQ�LMR�PSLLGLE��MP�GDFox Enabled GQ�QCR�RMfalse �

` DMVQ�4#0�)0�NMPR�KMLGRMPCB�DMP�QCASPC�&MV�AMLLCARGMLQ�RM7 MPI@CLAF?LB�MRFCP�QR?RGMLQ�GD�QM
AMLeESPCB��3FMUQn/a GD�RFC�FMQR�BMCQ�LMR�QSNNMPR�?�QCASPC�AMLLCARGML��MP�GD�RFC�QR?RGML�GQ�LMR
PSLLGLE��MP�GDFoxs Enabled GQ�QCR�RMfalse �

` DMVUQQ�(4403��7 C@3CPTGAC	�NMPR�KMLGRMPCB�DMP�?�QCASPC�&MV�/TCP�7C@3MAICR�AMLLCARGML
DPMK 7 MPI@CLAF?LB�MRFCP�QR?RGMLQ�GD�QM�AMLeESPCB��3FMUQn/a GD�RFC�FMQR�BMCQ�LMR�QSNNMPR�?
&MV�/TCP�7C@3MAICR�AMLLCARGML��MP�GD�RFC�QR?RGML�GQ�LMR�PSLLGLE��MP�GD�RFC�QR?RGML�Q
&MV3CPTGAC�Q��&MV�/TCP�7C@3MAICR�%L?@JCB��NPMNCPRW�GQ�QCR�RMfalse ��MP�GD�RFC�QR?RGML�Q
7 C@3CPTGAC�Q��(RRNQ�%L?@JCB��NPMNCPRW�GQ�QCR�RMfalse �

` FRRN�(440�NMPR�RF?R�RFC�QR?RGML]Q�7C@3CPTGAC�KMLGRMPQ�DMP�PCESJ?P��SLCLAPWNRCB	�@PMUQCP
AMLLCARGMLQ�RM�RFC�QR?RGML��3FMUQ�^L�?_�GD�QR?RGML�GQ�LMR�PSLLGLE��MP�GD�GR�BMCQ�LMR�F?TC�?
PSLLGLE�7C@3CPTGAC��MP�GD�(RRNEnabled GQ�QCR�RMfalse �

` FRRNQ�(440�NMPR�RF?R�RFC�QR?RGML]Q�7C@3CPTGAC�KMLGRMPQ�DMP�QCASPC�@PMUQCP�AMLLCARGMLQ�RM
RFC�QR?RGML��GD�QM�AMLeESPCB��3FMUQ�^L�?_�GD�FMQR�BMCQ�LMR�QSNNMPR��MP�GQ�CL?@JCB	�DMP�?�QCASPC
AMLLCARGML��MP�GD�RFC�QR?RGML�GQ�LMR�PSLLGLE��MP�GD�(RRNQEnabled GQ�QCR�RMfalse ��MP�GD�RFC�QR?RGML
BMCQ�LMR�F?TC�?�PSLLGLE�7C@3CPTGAC�

!SRM
3R?PR$GQNJ?WQ�RFC�ASPPCLRJW�AMLeESPCBAuto-Start NPMNCPRW�DMP�RFC�QR?RGML�

2CQR?PR�ML
&?GJSPC

$GQNJ?WQ�RFC�ASPPCLRJW�AMLeESPCBRestart on Failure NPMNCPRW�DMP�RFC�QR?RGML�

"SRRMLQ
5LJGIC�GL�KMQR7 MPI@CLAFTGCUQ��UFCPC�AF?LECQ�?PC�CLRCPCB�ePQR�?LB�RFCL�?NNJGCB�UGRF�? 3?TC3?TC@SRRML��GL�RFC
!NNJ!NNJGA?RGA?RGML�$GPGML�$GPCARMPCARMPUFCL�WMS�AJGAI�AFCAI�@MVCQ�?LB�@SRRMLQ��AF?LECQ�?PC�?NNJGCB�GKKCBG?RCJW�RM�RFC�QCJCARCB
QR?RGML�
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` !SRM
3R?PR!SRM
3R?PR3NCAGeCQ�UFCRFCP�RFC�QR?RGML�QR?PRQ�DMJJMUGLE�NJ?RDMPK�B?CKML�QR?PRSN��!�QR?RGML�PCQR?PR
MAASPQ�

` &MJJMUGLE�?�FMQR�PC@MMR��QSAF�?Q�?DRCP�?�NMUCP�AWAJC

` !Q�RFC�PCQSJR�MD�?2C@MMR2C@MMRAMKK?LB

` &MJJMUGLE�RFC�GLQR?JJ?RGML�MD�?LW�BGQR�eJC�Q	

` &MJJMUGLE�?LW�4#0�)0
PCJ?RCB�AF?LECQ

` 7FCL�AF?LEGLE�?LW�CVGQRGLE�KMBSJC��SNEP?BGLE�MP�BMULEP?BGLE	

` 2CQR?PR�ML�&?GJSP2CQR?PR�ML�&?GJSPCCQNCAGeCQ�UFCRFCP�RFC�NJ?RDMPK�B?CKML�PCQR?PRQ�RFC�QR?RGML�GD�GRQ�NPMACQQ�CVGRQ�UGRF�?
LML
XCPM�PCRSPL�AMBC��DMP�CV?KNJC��RFC�CLEGLC�U?RAFBME�F?B�IGJJCB�RFC�QR?RGML�@CA?SQC�MD�?�BC?BJMAI
AMLBGRGML	��)L.G?E?P?����AMLRPMJJCPQ�A?L�F?TC�?�QR?RGML�PCQR?PR�UGRFMSR�?�PC@MMR��4FCPCDMPC��GD�RFGQ�MNRGML�GQ
CL?@JCB��?LB�RFC�QR?RGML�D?GJQ��RCPKGL?RCQ�UGRF�CPPMP	��RFC�QR?RGML�GQ�PCQR?PRCB��)D�?�AMLRPMJJCP�F?Q�RFPCC
?SRMK?RGA�PCQR?PRQ�UGRFGL����KGLSRCQ��MP�FMUCTCP�K?LW�QNCAGeCB�GL�RFC�QR?RGML]Q�0J?RDMPK3CPTGACFailure
Reboot Limit NPMNCPRW��RFC�QR?RGML�PCK?GLQ�GL�?�D?GJCB�QR?RC��PCE?PBJCQQ�MD�RFC�QCRRGLE�?@MTC�

` 3R?PR3R?PRUFCL�NPCQQCB��RFC�FMQR]Q�NJ?RDMPK�B?CKML�GKKCBG?RCJW�QR?PRQ�RFC�QR?RGML��AJC?PQ�RFC�RCVR�GL�RFC

Figur e 49. !NNJGA?RGML�$GPCARMP�QR?PR
SN�MNRGMLQ�?LB�@SRRMLQ
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QR?RGML�MSRNSR��?LB�BGQNJ?WQ�KCQQ?ECQ�DMP�RFC�LCU�QR?RGML�

` 3RMN3RMNUFCL�NPCQQCB��MNCLQ�?�AMLePK?RGML�UGLBMU��)D�WMS�AMLePK��RFC�FMQR]Q�NJ?RDMPK�B?CKML�QFSRQ�RFC
QR?RGML�BMUL��Q?TGLE�AMLeESP?RGML�RM�GRQ�AMLeE�@ME�eJC��?LB�NMRCLRG?JJW�Q?TGLE�FGQRMPW�B?R?	

` 2CQR?PR2CQR?PRUFCL�NPCQQCB��MNCLQ�?�AMLePK?RGML�UGLBMU��)D�WMS�AMLePK��RFC�FMQR]Q�NJ?RDMPK�B?CKML�QFSRQ�RFC
QR?RGML�BMUL�EP?ACDSJJW��RFCL�PCQR?PRQ�GR�

` 2C@MMR2C@MMRUFCL�NPCQQCB��MNCLQ�?�AMLePK?RGML�UGLBMU��)D�WMS�AMLePK��PC@MMRQ�RFC�QCJCARCB�FMQR��4FGQ�GQ
AMLQGBCPCB�?�BP?QRGA�?ARGML�

` +GJ+GJJJUFCL�NPCQQCB��MNCLQ�?�AMLePK?RGML�UGLBMU��)D�WMS�AMLePK��RFC�FMQR]Q�NJ?RDMPK�B?CKML�RCPKGL?RCQ
RFC�QR?RGML�NPMACQQ�GKKCBG?RCJW�

` $SKN�4FP$SKN�4FPC?BQC?BQUFCL�NPCQQCB��RFC�FMQR]Q�NJ?RDMPK�B?CKML�F?Q�RFC�QR?RGML�QCLB�?�6-�RFPC?B�BSKN�RM�GRQ
QR?RGML�MSRNSR�

` 3?TC�"ME3?TC�"MEUFCL�NPCQQCB��RFC�FMQR]Q�NJ?RDMPK�B?CKML�F?Q�RFC�QR?RGML�JMA?JJW�Q?TC�GRQ�AMLeESP?RGML�RM
AMLeE�@ME�

` 66CPGDW�3MDRU?PCPGDW�3MDRU?PCCUFCL�NPCQQCB�7 MPI@CLAFN?PQCQ�RFC�QR?RGML]Q�AMLeE�@ME�?LB�RFC�FMQR]Q�NJ?RDMPK�@ME
eJCQ��JMMIGLE�DMP�KMBSJC�PCDCPCLACQ��)R�RFCL�AFCAIQ�RM�QCC�GD�RFMQC�KMBSJCQ��?LB�?LW�MRFCP�QMDRU?PC�SNML
UFGAF�RFCW�BCNCLB	�?PC�GLQR?JJCB�

` #JC?P�/SRNSR#JC?P�/SRNSRUFCL�NPCQQCB�AJC?PQ�RFC�MSRNSR

` 0?SQC�/SRNSR0?SQC�/SRNSRUFCL�NPCQQCB��RFC�MSRNSR�GQ�DPCCXC�DPMK�SNB?RGLE�DSPRFCP��LM�JMLECP�GL�PC?J�RGKC	��7FCL�WMS
DPCCXC�RFC�MSRNSR��RFC�@SRRML�AF?LECQ�RM,M?B�/SRNSR,M?B�/SRNSR�

` /SRNSR�$G?JME/SRNSR�$G?JMEUFCL�NPCQQCB��GR�NPMBSACQ�?�QCN?P?RC�LML
KMB?J�MSRNSR�UGLBMU�BGQNJ?WGLE�RFC�Q?KC
MSRNSR�RCVR�?Q�GL�RFC!NNJ!NNJGA?RGA?RGML�$GPGML�$GPCARMPCARMP]Q�QR?LB?PB�MSRNSR�?PC?��)LAJSBCB�?PC�@SRRMLQ�RM$SKN�4FP$SKN�4FPC?BQC?BQ�
0?SQC�/SRNSR0?SQC�/SRNSR� #JC?P�/SRNSR#JC?P�/SRNSR��?LB #JMQC#JMQCRFC�UGLBMU�

` 3RP3RPC?K�4C?K�4M�&GJCM�&GJCMNCLQ�?�UGLBMU�DMP�?QQGELGLE�?�eJC�L?KC��/LAC�MNCL��RFC�QWQRCK�Q?TCQ�?JJ�?NNJGA?RGML
MSRNSR�RM�RFGQ�eJC�

` /SRNSR�3CRR/SRNSR�3CRRGLEQGLEQMNCLQ�?�UGLBMU�DMP�QNCAGDWGLE�FMU�RFC�NJ?RDMPK�B?CKML�@SDDCPQ�RFC�MSRNSR�DPMK�RFC
QR?RGML�

(4-,��#CPR GDGA?RC�-?L?ECKCLR�TGCU
)L .G?E?P?����� ?LB�J?RCP��RFCPC�GQ�?BBCB�QSNNMPR�DMP#CPR#CPRGeA?RC�-?L?ECKCLRGeA?RC�-?L?ECKCLR��UFGAF�GQ�?�@PMUQCP
GKNJCKCLR?RGML��5QGLE�RFGQ�TGCU��WMS�A?L�APC?RC�BGEGR?J�ACPRGeA?RCQ�?LB�ACPRGeA?RC�QGELGLE�PCOSCQRQ��#32Q	�?LB
GKNMPR�?LB�CVNMPR�ICWQ��4FC�TGCU�?JU?WQ�F?Q�?BCD?SJBCD?SJRRACPRGeA?RC��4FGQBCD?SJBCD?SJRRACPRGeA?RC�BMCQ�LMR�F?TC�?�SQCP

BCeLCB�N?QQUMPB��?LB�A?LLMR�@C�BCJCRCB��QGELCB��GKNMPRCB��MP�CVNMPRCB�
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4M�?AACQQ�RFGQ�TGCU�GL�UC@�@PMUQCP��CVN?LB#MLeE#MLeE� 3CPTGACQ3CPTGACQ� 0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQ?LB�BMS@JC
AJGAI
#CPR-?L?ECP3CPTGAC#CPR-?L?ECP3CPTGACMP�PGEFR
AJGAI#CPR-?L?ECP3CPTGAC#CPR-?L?ECP3CPTGAC?LB�AJGAI66GCUQGCUQ� #CPR#CPRGeA?RC�-?L?ECKCLRGeA?RC�-?L?ECKCLR�

4FC�@PMUQCP�TGCU�MDDCPQ�DSLARGML?J�COSGT?JCLRQ�RM�RFC7 MPI@CLAFTGCU�UFCL�APC?RGLE�ACPRGeA?RCQ��4FCPC�?PC
MLJW�?�DCU�?BBGRGML?J�DSLARGMLQ�

EC Key Algorithm

4FC�%JJGNRGA�#SPTC�GQ�?�BGDDCPCLR�QMPR�MD�APWNRMEP?NFGA�DMPKSJ?�SQCB�RM�NPMBSAC�RFC�ACPRGeA?RC�ICWQ��QGKGJ?P�RM
RFC�ASPPCLR�23!��UFGAF�GQ�RFC�MLJW�+CW�!JEMPGRFK�GL�RFC�@?H?SG�TCPQGML��9MS�QCJCAR�?KeySpec P?RFCP�RF?L�?
KeySize ��4FC�%#�ICWQ�APC?RC�BGEGR?J�QGEL?RSPCQ��ECLCP?RC�NQCSBMP?LBMK�LSK@CPQ��?LB�CLAPWNR�B?R?�

Extensions

4FC3S@HCAR�!J3S@HCAR�!JRCPL?RRCPL?RGTC�.?KCGTC�.?KCCVRCLQGML�?JJMUQ�GBCLRGRGCQ�RM�@C�@MSLB�RM�RFC�QS@HCAR�MD�RFC�ACPRGeA?RC�

4FC�?JRCPL?RGTC�CVRCLQGMLQ�?PC�

` %K?GJ

4FC�AMLR?AR�?BBPCQQ�DMP�RFC�ACPRGeA?RC�

` $.3�.?KC

#MKKML�L?KC�MD�?�QCPTCP�

` $GPCARMPW�.?KC

$GPCARMPW�.?KC�KSQR�@C�?L�2$.3COSCLAC��QGKGJ?P�RM�?�$GQRGLESGQFCB�.?KC�QSAF�?Q�MPE?LGX?RGML�L?KC�?LB
QR?RC�CRA�

` 5LGDMPK�2CQMSPAC�)BCLRGeCP��52)	

!�5LGTCPQ?J�2CQMSPAC�)BCLRGeCP�GQ�RFC�JMA?RGML�MD�?L�)LRCPLCR�PCQMSPAC��DMP�CV?KNJC��UC@
N?EC��DRN�QCPTGAC�
?LB�QM�ML	�

` )0�!BBPCQQ

$CeLCQ�RFC�)0�?BBPCQQ�MD�RFC�R?PECR�QCPTCP�

` 2CEGQRCP�)$

4FGQ�KSQR�@C�?L�/)$�UGRF�LSK@CPQ�QCN?P?RCB�@W�BCAGK?JQ�JGIC���������

Add Extensions

` %VRCLBCB�+CW�5Q?EC�

Figur e 50. #CPRGeA?RC�-?L?ECKCLR�TGCU
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4FGQ�CVRCLQGML�GLBGA?RCQ�MLC�MP�KMPC�NSPNMQCQ�DMP�UFGAF�RFC�ACPRGeA?RC�K?W�@C�SQCB��GL�?BBGRGML�RM�MP�GL
NJ?AC�MD�RFC�@?QGA�NSPNMQCQ�GLBGA?RCB�GL�RFC�ICW�SQ?EC�CVRCLQGML��)L�ECLCP?J��RFGQ�CVRCLQGML�UGJJ�?NNC?P�MLJW
GL�CLB�CLRGRW�ACPRGeA?RCQ�

` "?QGA�#MLQRP?GLRQ�

4FC�@?QGA�AMLQRP?GLRQ�CVRCLQGML�GBCLRGeCQ�UFCRFCP�RFC�QS@HCAR�MD�RFC�ACPRGeA?RC�GQ�?�#!�?LB�FMU�K?LW
ACPRGeA?RCQ�A?L�DMJJMU�RFGQ�MLC�GL�ACPRGeA?RGML�N?RFQ�

` #2,�B GQRPG@SRGML�NMGLRQ�

4FC�#2,�B GQRPG@SRGML�NMGLRQ�CVRCLQGML�GBCLRGeCQ�FMU�#2,�GLDMPK?RGML�GQ�M@R?GLCB��)R�AMLQGQRQ�MD�?�QCOSCLAC
MD�$GQRPG@SRGML�0MGLRQ��C?AF�MD�UFGAF�AMLQGQRQ�MD�RFPCC�MNRGML?J�eCJBQ��BGQRPG@SRGML�NMGLR��#2,�GQQSCP��?LB
PC?QMLQ��!JRFMSEF�?JJ�eCJBQ�?PC�MNRGML?J��RFCPC�KSQR�@C�?R�JC?QR�?�BGQRPG@SRGML�NMGLR�MP�?�#2,�GQQSCP�

5QCP�ICW�3RMPC
4FC�TGCU�NPMTGBCQ�BGDDCPCLR�RWNC�MD�ACPRGeA?RC�QRMPC�R?@Q�

4FC5QCP�+CW�3RMP5QCP�+CW�3RMPCQCQAMLR?GL�QCPTCP�ACPRGeA?RCQ�?LB�QCJD
QGELCB�ACPRGeA?RCQ�UGRF�RFCGP�K?RAFGLE�ICWQ��%?AF
ACPRGeA?RC�F?Q�?�N?GP�MD�SLGOSC�NPGT?RC�?LB�NS@JGA�CLAPWNRGML�ICWQ�DMP�C?AF�NJ?RDMPK��!5QCP�+CW�3RMP5QCP�+CW�3RMPCQCQ
QSNNMPRQ�RFC�QCPTCP�QGBC�MD�RFC�PCJ?RGMLQFGN�@W�QCLBGLE�MLC�MD�GRQ�QGELCB�QCPTCP�ACPRGeA?RCQ�GL�PCQNMLQC�RM�?
AJGCLR���7MPI@CLAF��NJ?RDMPK�MP�QR?RGML	�PCOSCQR�RM�AMLLCAR�

4PSQR�3RMPCQ
4FC�RPSQR�QRMPCQ��QWQRCK�?LB�SQCP	�AMLR?GL�QGELCB�?LB�RPSQRCB�PMMR�#!�ACPRGeA?RCQ�UGRF�RFCGP�NS@JGA�ICWQ��4FCQC
QRMPCQ�AMLR?GL�LM�NPGT?RC�ICWQ��!�RPSQR�QRMPC�QSNNMPRQ�RFC�AJGCLR�QGBC�MD�RFC�PCJ?RGMLQFGN�@W�SQGLE�GRQ�PMMR�#!
ACPRGeA?RCQ�RM�TCPGDW�RFC�QGEL?RSPCQ�MD�RFC�ACPRGeA?RCQ�GR�PCACGTCQ�DPMK�C?AF�QCPTCP��)D�?�AJGCLR�A?LLMR�T?JGB?RC�?
QCPTCP�ACPRGeA?RC]Q�QGEL?RSPC��?L�CPPMP�KCQQ?EC�?JJMUQ�WMS�RM�?NNPMTC�MP�PCHCAR�?�QCASPGRW�CVCKNRGML��ML�RFC
!J JMUCB�(MQRQR?@	�

4FC3WQRCK�4PSQR�3RMPCQAMLR?GL�GLQR?JJCB�QGELCB�ACPRGeA?RCQ�@W�RPSQRCB�CLRGRGCQ��#!�?SRFMPGRGCQ	�PCAMELGXCB�@W
RFC�*?T?�2SLRGKC�%LEGLC��*2%	�MD�RFC�ASPPCLRJW�MNCLCB�NJ?RDMPK��!5QCP�4PSQR�3RMPCAMLR?GLQ�GLQR?JJCB�QGELCB
ACPRGeA?RCQ�@W�RPSQRCB�CLRGRGCQ�RF?R�WMS�F?TC�GKNMPRCB��WMSP�MUL�ACPRGeA?RCQ	�

/LJW�ACPRGeA?RCQ�UGRF�NS@JGA�ICWQ�?PC�QRMPCB�GL�RFC�RPSQR�QRMPCQ��4FC�K?HMPGRW�MD�ACPRGeA?RCQ�GL�RFC3WQRCK�4PSQR
3RMPCAMKC�DPMK�RFC�*2%��9MS�?BB�WMSP�MUL�ACPRGeA?RCQ�RM�?5QCP�4PSQR�3RMPC@W�GKNMPRGLE�RFCK�

&CCJ�DPCC�RM�N?QQ�MSR�QSAF�PMMR�ACPRGeA?RCQ�RM�WMSP�RC?K��QF?PC�RFCK�UGRF�WMSP�ASQRMKCPQ��K?IC�QSPC�RF?R�?LW
AJGCLR�RF?R�LCCBQ�RM�AMLLCAR�RM�MLC�MD�WMSP�QCPTCPQ�F?Q�RFC�QCPTCP]Q�PMMR�ACPRGeA?RC�GL�GRQ�AJGCLR�RPSQR�QRMPC�

!J JMUCB�(MQRQ�4?@
4FGQ�R?@�JGQRQ�QCJD
QGELCB�ACPRGeA?RCQ�RF?R�F?TC�@CCL�K?LS?JJW�?NNPMTCB�DMP�SQC�RM�?SRFCLRGA?RC�?�QCPTCP��!Q
QSAF��RFCW�F?TC�LMR�@CCL�QGELCB�@W�?�#!��4FCW�QFMSJB�LMR�@C�?NNPMTCB�SLJCQQ�WMS�?PC�ACPR?GL�RF?R�RFC
AMKKSLGA?RGML�RFCW�D?AGJGR?RC�UGJJ�@C�QCASPC�

#MJSKLQ
4FGQ�R?@JC�JGQRQ�?JJ�AMJSKLQ�GL�RFC�QRMPCQ�

Columns Description

!J G?Q )BCLRGeCQ�ACPRGeA?RCQ�@W�JMA?RGML�MP�DSLARGML�

)QQSCB�"W )BCLRGeCQ�RFC�CLRGRW�RF?R�APC?RCB�RFC�ACPRGeA?RC�

3S@HCAR )BCLRGeCQ�RFC�AMKN?LW�RF?R�MULQ�RFC�ACPRGeA?RC�

.MR�"CDMPC $GQNJ?WQ�RFC�B?RC�@CDMPC�UFGAF�RFC�ACPRGeA?RC�GQ�LMR�T?JGB�

.MR�!DRCP $GQNJ?WQ�RFC�CVNGP?RGML�B?RC�DMP�RFC�ACPRGeA?RC�

0JSEGL�ESGBCQ .G?E?P?�0J?RDMPK�'SGBC
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Columns Description

+CW�!JEMPGRFK 2CDCPQ�RFC�APWNRMEP?NFGA�DMPKSJ?�SQCB�RM�A?JASJ?RC�RFC�ACPRGeA?RC�ICWQ��&MP�RFC23!23! QCJCAR
RFC�ICW�QGXC�GL�@GRQ�?LB�DMP�RFC%#%# QCJCARQ�RFC�ICW�QNCAGeA?RGML�

+CW�3GXC &MP23!23! ICWQ��RFC�QGXC�MD�RFC�ICWQ�GL�@GRQ��&MSP�ICW�QGXCQ�?PC�?JJMUCB�������@GRQ�������@GRQ
�RFGQ�GQ�RFC�BCD?SJR	�������@GRQ��?LB������@GRQ��4FC�@GEECP�RFC�ICW��RFC�JMLECP�GR�R?ICQ�RM
ECLCP?RC�

+CW�3NCA &MP%#%# ICWQ�RFC�QGXC�MD�RFC�ICW�GL�@GRQ��3CTCL�ICW�QGXCQ�?PC�"P?GLNMMJ�0����P��@GRQ�
"P?GLNMMJ�0����P��@GRQ��"P?GLNMMJ�0����P��@GRQ��"P?GLNMMJ�0����P��@GRQ��0
����@GRQ��0
���
@GRQ��?LB�0
����@GRQ�

3GEL?RSPC�!JEMPGRFK .?KCQ�RFC�K?RFCK?RGA?J�DMPKSJ?�SQCB�RM�QGEL�RFC�ACPRGeA?RC�

3GEL?RSPC�3GXC 3FMUQ�RFC�QGXC�MD�RFC�QGEL?RSPC�

6?JGB $GQNJ?WQ�RFC�B?RCQ�@CRUCCL�UFGAF�RFC�ACPRGeA?RC�GQ�T?JGB�

3CJD�3GELCB )LBGA?RCQ�RF?R�RFC�ACPRGeA?RC�U?Q�QGELCB�UGRF�GRQ�MUL�NPGT?RC�ICW�

(MQR 2CNMPRQ�RFC�QCPTCP��SQS?JJW�?L�)0�?BBPCQQ�

!NNPMT?J 2CNMPRQ�RFC�QCPTCPQ�UGRFGL�RFC�LCRUMPI�RM�UFGAF�RFC�?�AJGCLR�K?W�AMLLCAR��)D�?NNPMT?J�GQ�LM�
RFC�QWQRCK�BMCQ�LMR�?JJMU�RFC�AJGCLR�RM�AMLLCAR�

#PC?RCB )BCLRGeCQ�RFC�B?RC�RFC�PCAMPB�U?Q�APC?RCB�

"SRRMLQ
4FGQ�JGQR�AMLR?GLQ�?JJ�RFC�@SRRMLQ�?T?GJ?@JC�GL�RFC�QRMPCQ�

` 66GCUGCU?JJMUQ�WMS�RM�TGCU�RFC�GLDMPK?RGML�MD�RFC�QCJCARCB�ACPRGeA?RC�

` .CU.CU APC?RCQ�?�LCU�QCJD
QGELCB�ACPRGeA?RC�

` $CJCRC$CJCRCBCJCRCQ�RFC�QCJCARCB�ACPRGeA?RC�DPMK�RFC�+CWQRMPC�

` #CPR�2COSCQR#CPR�2COSCQRECLCP?RCQ�?�ACPRGeA?RC�PCOSCQR�?LB�RM�CVNMPRQ�GR�

` )KNMPR)KNMPR?BBQ�?�LCU�ACPRGeA?RC�GL�RFC�ICWQRMPC�

` %VNMPR%VNMPRCVNMPRQ�?�QCJCARCB�ACPRGeA?RC�RM�?�LCU�BGPCARMPW�

` 2CQCR2CQCRPCQCRQ�RFC�+CWQRMPC�?LB�ECLCP?RCQ�?�LCU�QCJD
QGELCB�ACPRGeA?RC�

` !NNP!NNPMTCMTCBCQGEL?RCQ�RFC�QCPTCP�?Q�?L�?JJMUCB�FMQR�

` 5L?NNP5L?NNPMTCMTCNPMFG@GRQ�?�AMLLCARGML�RM�RFGQ�QCPTCP�FMQR��4FC�QWQRCK�RCPKGL?RCQ�?LW�?RRCKNRCB
AMKKSLGA?RGML�

,GACLQC�0J?RDMPK�3CPTGAC�0JSEGL��NJ?RDMPK
,GACLQC0J?RDMPK3CPTGAC	
4FGQ�TGCU�NPMTGBCQ�QR?RGML�?AACQQ�RM�?�0#�NJ?RDMPK]Q�JGACLQC�Q	�?LB�ACPRGeA?RC�Q	��4FGQ�QCPTGAC�GQ�DMSLB�SLBCP�RFC
PSLLGLE�QR?RGML]Q0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQAMLR?GLCP��&PMK�RFC�BCD?SJR�NJSEGL��TGCU	��WMS�A?L�NCPDMPK�RFC�Q?KC
MNCP?RGMLQ�?Q�DPMK�RFC,GACLQC�-?L?ECP,GACLQC�-?L?ECPTGCU�SQGLE�?�NJ?RDMPK�AMLLCARGML�

.G?E?P?�0J?RDMPK�'SGBC 0JSEGL�ESGBCQ
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4M�?AACQQ��CVN?LB#MLeE#MLeE� 3CPTGACQ3CPTGACQ� 0J?RDMPK�3CPTGAC0J?RDMPK�3CPTGAC?LB�BMS@JC
AJGAI,GACLQC3CPTGAC,GACLQC3CPTGAC�

"SRRMLQ

` )KNMPR)KNMPRGLQR?JJQ�?�LCU�JGACLQC�MP�ACPRGeA?RC�eJC�DPMK�?�JMA?J�JGACLQC�eJC�MP�JGACLQC�?PAFGTC���J?P	�eJC��4FGQ
@SRRML�GQ�?JU?WQ�?T?GJ?@JC��4WNGA?JJW��WMS�GKNMPR�JGACLQC�eJCQ�DPMK�CGRFCP�RFC�MLJGLC�JGACLQGLE�QCPTCP�MP�DPMK
WMSP�JMA?J�JGACLQC�B?R?@?QC�

` %VNMPR%VNMPRQ?TCQ�?JJ�JGACLQCQ��MP�?LW�QCJCARCB�JGACLQCQ	�JMA?JJW��?Q�?�JGACLQC�?PAFGTC�eJC��4FGQ�@SRRML�GQ�?JU?WQ
?T?GJ?@JC�

` 66GCUGCUMNCLQ�RFC�QCJCARCB�JGACLQC�eJC��#JGAIGLE�RFGQ�@SRRML�GQ�RFC�Q?KC�?Q�BMS@JC
AJGAIGLE�?�JGACLQC�MP
ACPRGeA?RC�

` $CJCRC$CJCRCPCKMTCQ�?L�CVGQRGLE�JGACLQC�eJC�

,MEECP�#MLDGESP?RGML�TGCU��UMPI@CLAF
,MEECP#MLDGESP?RGML	
4FGQ�TGCU�AMLeESPCQ�RFC�JME�JCTCJ�MD�QR?RGML�NPMACQQCQ��4FGQ�RSLCQ�RFC�QR?RGML�MSRNSR�QCCL�GL�RFC!NNJ!NNJGA?RGA?RGMLGML
$GP$GPCARMPCARMP�

Figur e 51. ,GACLQC�0J?RDMPK�3CPTGAC�0JSEGL
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4M�?AACQQ�RFGQ�TGCU��CVN?LB3R?R3R?RGMLGML� #MLeE#MLeE� 3CPTGACQ3CPTGACQ?LB�BMS@JC
AJGAI$C@SE3CPTGAC$C@SE3CPTGAC�

)L�RFC�CV?KNJC�QFMUL�?@MTC��RFCLog Category ��	�MD�RFCbacnet.client NPMACQQ���	�GQ�@CGLE�?BBCB�UGRF�?
JME�JCTCJ�MDFINE ��	��#J GAIGLE�RFC�?BB�GAML���	�?BBQ�RFC�eJRCP�RM�RFCConfigured Log Categories JGQR�?LB
AJGAIGLE�3?TC���	�AMKNJCRCQ�RFC�R?QI��3SAF�?L�CLRPW�KGEFR�@C�SQCDSJ�RM�RPMS@JCQFMMR�CPPMPQ�?@MSR�UPGRCQ�RM
"!#LCR�NPMVW�NMGLRQ�

$?R?�2CAMTCPW�3CPTGAC�%BGRMP�TGCU��NJ?R$?R?2CAMTCPW

$?R?2CAMTCPW3CPTGAC%BGRMP	
4FC$?R?�2CAMTCPW�3CPTGAC�%B$?R?�2CAMTCPW�3CPTGAC�%BGRMPGRMPGQ�RFC�BCD?SJR�TGCU�ML�RFC$?R?2CAMTCPW3CPTGAC$?R?2CAMTCPW3CPTGAC��?Q�DMSLB�GL�RFC
0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQMD*!#% AMLRPMJJCPQ�UGRF�ML@M?PB�QR?RGA�2!-��32!-�MP�&2!-	��MP�?L�GLQR?JJCB�32!-�MNRGML
A?PB�

Figur e 52. ,MEECP�#MLeESP?RGML�TGCU
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4M�?AACQQ�RFGQ�TGCU�CVN?LB�RFC�AMLRPMJJCPQ#MLeE#MLeE� 3CPTGACQ3CPTGACQ� 0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQ?LB�BMS@JC
AJGAI
$?R?2CAMTCPW3CPTGAC$?R?2CAMTCPW3CPTGAC�

4FGQ�TGCU�?JJMUQ�KMLGRMPGLE�MD�RFC�@?RRCPW
JCQQ�QSNNMPR�NPMTGBCB�@W�RFGQ�QCPTGAC��)L�?�DCU�A?QCQ��?L�32!-

COSGNNCB*!#% A?L�?BBGRGML?JJW��?LB�MNRGML?JJW	�SQC�?�@?AISN�@?RRCPW��QSAF�?Q�?L�.G-(�ML@M?PB�@?RRCPW�N?AI�
?LB��GD�?NNJGA?@JC	�?LB�CVRCPL?J���6�QC?JCB�JC?B
?AGB�@?RRCPW��)L�RFGQ�A?QC��@MRF�RFC$?R?2CAMTCPW3CPTGAC$?R?2CAMTCPW3CPTGAC?LB
0MUCP-MLGRMP3CPTGAC0MUCP-MLGRMP3CPTGACA?L�CVGQR�GL�RFC�QR?RGML]Q0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQAMLR?GLCP��MNCP?RGLE�GLBCNCLBCLRJW�MP�GL
SLGQML��?Q�AMLeESPCB�

&MP�BCR?GJQ��QCC�RFC�!@MSR�RFC$?R?2CAMTCPW3CPTGAC$?R?2CAMTCPW3CPTGACQCARGML�GL�RFC�BMASKCLRNiagara Data Recovery Service
Guide�

$GQRPG@SRGML�&GJC�)LQR?JJCP��NJ?R$?CKML
$GQR)LQR?JJCP	
4FGQ�TGCU�?JJMUQ�WMS�RM�GLQR?JJ�BGQRPG@SRGML��BGQR	�eJCQ�DPMK�WMSP7 MPI@CLAF0#�RM�RFC�PCKMRC�FMQR�NJ?RDMPK�

4WNGA?J�SQC�GQ�DMP�PCQRMPGLE�@?AISNQ��MP�DMP�GLQR?JJGLE�?�AJC?L�BGQRPG@SRGML�eJC�RM�CQQCLRG?JJW�CP?QC�RFC�eJC�QWQRCK
MD�?�AMLRPMJJCP�?LB�QR?PR�?E?GL�UGRF�RFC�LC?P
D?ARMPW�BCD?SJRQ�

$GQR�DGJC�QCJCARGML
"W�BCD?SJR��RFC�ePQR�RGKC�WMS�SQC�RFC�)LQR?JJCP��RFC�QWQRCK�QC?PAFCQ�RFC�@?AISNQ�DMJBCP�SLBCP�WMSP7 MPI@CLAF
5QCP�(MKC5QCP�(MKC�~\backups 	��)D�RF?R�DMJBCP�BMCQ�LMR�CVGQR�WCR��LM�@?AISNQ�F?TC�@CCL�K?BC	��RFC�GR�QC?PAFCQ�RFC
AJC?L$GQR�DMJBCP�SLBCP�WMSP.G?E?P?3WQ�(MKC3WQ�(MKC�!\cleanDist 	�GLQRC?B�

Figur e 53. $?R?�2CAMTCPW�3CPTGAC�%BGRMP�TGCU
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!R�RFC�@MRRMK�MD�RFC�TGCU��RFC #JC?LGLE#JC?LGLE?LB "?AISNQ"?AISNQ@SRRMLQ�NPMTGBC�QFMPRASRQ�RM�RFCQC�RUM�DMJBCP
?PC?Q��)D�LCCBCB��WMS�A?L�?JQM�AJGAI�RFC#FMMQC�$GP#FMMQC�$GPCARMPWCARMPW@SRRML�RM�MNCL�?#F?LEC�$GP#F?LEC�$GPCARMPWCARMPWUGLBMU��?LB
NMGLR�RFC�)LQR?JJCP�RM�RF?R�JMA?RGML�

&GJC�4P?LQDCP�#JGCLR��NJ?R$?CKML
&GJC4P?LQDCP#JGCLR	
4FC&GJC�4&GJC�4P?LQDCP�#JP?LQDCP�#JGCLRGCLRGQ�RFC�NJ?RDMPK�TGCU�MD�?�AMLRPMJJCP�RF?R�?JJMUQ�WMS�RM�AMNW�eJCQ�?LB�MP�DMJBCPQ�@CRUCCL
WMSP7 MPI@CLAF0#�?LB�RFC�PCKMRC�NJ?RDMPK�

Figur e 54. ! T?GJ?@JC��BGQR�eJCQ�GL�$GQRPG@SRGML�&GJC�)LQR?JJCP
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4M�?AACQQ�RFGQ�TGCU�GL�?�AMLRPMJJCP�CVN?LB0J?RDMPK0J?RDMPK� &GJC�4&GJC�4P?LQDCP�#JP?LQDCP�#JGCLRGCLR�

(?PBU?PC�3A?L�3CPTGAC�TGCU��NJ?R(U3A?L
(?PBU?PC3A?L3CPTGAC6GCU	
4FC(?P(?PBU?PBU?PC�3A?L�3CPTGAC�6C�3A?L�3CPTGAC�6GCUGCUGQ�RFC�BCD?SJR�TGCU�ML�RFC�NJ?RDMPK�QCPTGAC(?P(?PBU?PBU?PC3A?L3CPTGACC3A?L3CPTGACGL�?�QR?RGML�
NPMTGBGLE�RF?R�RFC%BEC����!#%�$PGTCPNJ?RDMPK�F?Q�RFCNJ?R(U3A?LKMBSJC�GLQR?JJCB��?JMLE�UGRF�RFC
?NNPMNPG?RCNJ?R(U3A?L4WNCKMBSJC��4FGQ�TGCU�NPMTGBCQ�?�EP?NFGA?J�BG?EP?K�MD�AMKKSLGA?RGML�NMPRQ�?LB
MRFCP�DC?RSPCQ�ML�RFC�FMQRGLE%BEC����!#%�$PGTCPNJ?RDMPK��GLAJSBGLE�A?JJMSRQ�RM�?�R?@JC�RF?R�CVNJ?GL�RFC
JMA?RGML��BCQAPGNRGML��QSAF�?Q�#/-�	��NMPR�RWNC��?LB�QR?RSQ�

Figur e 55. &GJC�4P?LQDCP�#JGCLR
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*?TCJGL?�"?RRCPW�0J?RDMPK�3CPTGAC�0JSEGL��NJ?R0MUCP

*?TCJGL?"?RRCPW0J?RDMPK3CPTGAC0JSEGL	
4FC*?TCJ*?TCJGL?�"?RRCPW�0J?RDMPK�3CPTGAC�0JSEGLGL?�"?RRCPW�0J?RDMPK�3CPTGAC�0JSEGLGQ�RFC�BCD?SJR�TGCU�ML�RFC�NJ?RDMPK�QCPTGAC0MUCP-MLGRMP3CPTGAC0MUCP-MLGRMP3CPTGACGL
RFC*!#%
� ����	�QCPGCQ�AMLRPMJJCP��4FGQ�TGCU�NPMTGBCQ�N?P?KCRCPQ�DMP�AF?LEGLE�RFC�QFSRBMUL�BCJ?W�RGKC��?Q
UCJJ�?Q�?J?PK�QMSPAC�AMLeESP?RGML�QCRRGLEQ�

4WNGA?JJW��QSNNMPR�GQ�CL?@JCB�?LB�AMLeESPCB�?R�AMKKGQQGMLGLE�RGKC��&MP�PCJ?RCB�BCR?GJQ��QCC*!#% NMUCP
KMLGRMPGLE�AMLeESP?RGML�GL�RFC�J?RCQRNiagara Data Recovery Service Guide�

,CVGAML�)LQR?JJCP�TGCU��NJ?R$?CKML
,CVGAML)LQR?JJCP	
,CVGAML�)LQR?JJCP�?JJMUQ�WMS�RM�GLQR?JJ�RCVR
@?QCB�JCVGAML�eJC�QCRQ��DMP�JMA?JGX?RGML	�ML�?�PCKMRC�FMQR�

3R?LB?PB�JCVGAMLQ�?PC�BGQRPG@SRCB�?Q�KMBSJCQ���DMP�CV?KNJC�LG?E?P?,CVGAML&P?Q�RFC�&PCLAF�JCVGAML��MP
LG?E?P?,CVGAML$CDMP�'CPK?L��4FC�JCVGAML�RMMJQ�GLAJSBC�?�JCVGAML�KMBSJC�K?ICP��RM�K?IC�LCU�MP�SNB?RCB
JCVGAML�KMBSJCQ�DPMK�JCVGAML�eJCQ��9MS�A?L�QRGJJ�GLQR?JJ�JCVGAML�eJCQ�SQGLE�RFC,CVGAML�)LQR?J,CVGAML�)LQR?JJCPJCP��@SR�RM�GLQR?JJ
JCVGAML�KMBSJCQ�WMS�KSQR�SQC�RFC�NJ?RDMPK3MDRU?P3MDRU?PC�-?L?ECPC�-?L?ECPTGCU�

4M�?AACQQ�RFGQ�TGCU�CVN?LB0J?RDMPK0J?RDMPK?LB�BMS@JC
AJGAI,CVGAML�)LQR?J,CVGAML�)LQR?JJCPJCP�

"SRRMLQ

` )LQR?J)LQR?JJJ?BBQ�LCU�JCVGAML�DPMK�RFC�BGPCARMPW�

` $CJCRC$CJCRCBCJCRCQ�RFC�QCJCARCB�JCVGAML�KMBSJC�

Figur e 56. ,CVGAML�)LQR?JJCP�TGCU
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,GACLQC�-?L?ECP�TGCU��NJ?R$?CKML
,GACLQC-?L?ECP	
4FC,GACLQC�-?L?ECP,GACLQC�-?L?ECP?JJMUQ�WMS�RM�TGCU�?LB�GLQR?JJ�eJCQ�PCOSGPCB�DMP.G?E?P?JGACLQGLE�

4M�?AACQQ�RFGQ�TGCU��CVN?LB0J?RDMPK0J?RDMPK?LB�BMS@JC
AJGAI,GACLQC�-?L?ECP,GACLQC�-?L?ECP�

4FGQ�TGCU�NPMTGBCQ�?�RUM
N?LC�UGLBMU�GL�UFGAF�?JJ�RFC�JGACLQC�eJCQ�?LB�ACPRGeA?RCQ�DMP�RFC�FMQR�?PC�BGQNJ?WCB�

` 4FC�JCDR�N?LC�BGQNJ?WQ�RFC�JGACLQC�eJCQ�?QQMAG?RCB�UGRF�RFC�(MQR�)B�

` 4FC�PGEFR�N?LC�BGQNJ?WQ�RFC�ACPRGeA?RC�eJCQ�?QQMAG?RCB�UGRF�RFC�(MQR�)B�

"SRRMLQ
"SRRMLQ�?R�RFC�@MRRMK�MD�RFGQ�TGCU�NPMTGBC�?�U?W�RM�K?L?EC�RFC�AMLRCLRQ�MD�WMSP�JMA?J�JGACLQC�B?R?@?QC��?LB
?PC�BCQAPG@CB�?Q�DMJJMUQ�

` )KNMPR�&GJC)KNMPR�&GJC?JU?WQ�?T?GJ?@JC��RFGQ�@SRRML�?BBQ�JGACLQC�eJC�Q	�DPMK�?�JMA?J�JGACLQC�eJC�MP�JGACLQC�?PAFGTC���J?P	
eJC�

` %VNMPR�&GJC%VNMPR�&GJC?JU?WQ�?T?GJ?@JC��RFGQ�@SRRML�Q?TCQ�?JJ�JGACLQCQ��MP�?LW�QCJCARCB�JGACLQCQ	�JMA?JJW��?Q�?�JGACLQC
?PAFGTC�eJC�

` 66GCUGCUWMS�A?L�TGCU�RFC�eJCQ�

` $CJCRC$CJCRCBCJCRCQ�QCJCARCB�JGACLQCQ�DPMK�RFC�JMA?J�JGACLQC�B?R?@?QC�
`

,GACLQC�0J?RDMPK�3CPTGAC�0JSEGL�TGCU��NJ?RDMPK

,GACLQC0J?RDMPK3CPTGAC0JSEGL	
4FGQ�NJSEGL�K?L?ECQ�RFC�AMLRPMJJCP�FMQR�Q�JGACLQCQ�?LB�ACPRGeA?RCQ�SLBCP�?�QR?RGML]Q0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQAMLR?GLCP�
)R�NPMTGBCQ�RFC�Q?KC�GLRCPD?AC�?Q�RFC,GACLQC�-?L?ECP,GACLQC�-?L?ECPTGCU�GL�?�NJ?RDMPK�AMLLCARGML�

Figur e 57. ,GACLQC�-?L?ECP�TGCU
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4M�?AACQQ�RFGQ�TGCU�CVN?LB#MLeE#MLeE� 3CPTGACQ3CPTGACQ� 0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQ?LB�BMS@JC
AJGAI,GACLQC3CPTGAC,GACLQC3CPTGAC�

"SRRMLQ
"SRRMLQ�?R�RFC�@MRRMK�MD�RFGQ�TGCU�NPMTGBC�?�U?W�RM�K?L?EC�RFC�AMLRCLRQ�MD�WMSP�JMA?J�JGACLQC�B?R?@?QC��?LB
?PC�BCQAPG@CB�?Q�DMJJMUQ�

` )KNMPR)KNMPR?JU?WQ�?T?GJ?@JC��?BBQ�JGACLQC�eJC�Q	�DPMK�?�JMA?J�JGACLQC�eJC�MP�JGACLQC�?PAFGTC���J?P	�eJC�

` %VNMPR%VNMPR?JU?WQ�?T?GJ?@JC��Q?TCQ�?JJ�JGACLQCQ��MP�?LW�QCJCARCB�JGACLQCQ	�JMA?JJW��?Q�?�JGACLQC�?PAFGTC�eJC�

` 66GCUGCUMNCLQ�RFC�QCJCARCB�JGACLQC�eJC�

` $CJCRC$CJCRCBCJCRCQ�RFC�QCJCARCB�JGACLQC�eJC�

.CRUMPI�,GACLQC�3SKK?PW�TGCU��NPMTGQGMLGLE.G?E?P?


.CRUMPI,GACLQC3SKK?PW	
4FGQ�TGCU�NPMTGBCQ�JGQRQ�RFC�ASPPCLRJW
ILMUL�JGACLQC�GLDMPK?RGML�DMP�C?AF.G?E?P?3R?R.G?E?P?3R?RGMLGMLGL�RFC�LCRUMPI�

Figur e 58. ,GACLQC�0J?RDMPK�3CPTGAC�0JSEGL
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%?AF�PMU�AMLR?GLQ�RFC�JGACLQC�GLDMPK?RGML�DMP�?�FMQR�PSLLGLE�?�QR?RGML�

4M�?AACQQ�RFGQ�TGCU�CVN?LB#MLeE#MLeE� $PGTCPQ$PGTCPQ� .G?E?P?.CRUMPI.G?E?P?.CRUMPI� 0P0PMTGQGMLGLE.U%VRMTGQGMLGLE.U%VR?LB�BMS@JC
AJGAI
,GACLQCQ,GACLQCQ�

Column Value Description

3R?RGML RCVR )BCLRGeCQ�RFC�L?KC�MD�RFC�QR?RGML�

(MQR�)$ RCVR 0PMTGBCQ�?���
AF?P?ARCP�GBCLRGeCP
RF?R�SLGOSCJW�GBCLRGeCQ�C?AF�FMQR�

3R?RSQ 5N
4M
$?RC !�QR?RSQ�MDUp To Date KC?LQ
RF?R�RFC�JGACLQC�ML�RFC�PCKMRC�FMQR
?EPCCQ�UGRF�RFC�JGACLQC�RF?R
RFC3SNCPTGQMPF?Q�DMP�GR�GL�GRQ��MUL	
JMA?J�JGACLQC�B?R?@?QC��)R�K?W�@C
NMQQG@JC�RF?R�?�KMPC�PCACLR�JGACLQC�GQ
?T?GJ?@JC�DMP�GR�ML�RFC�JGACLQGLE
QCPTCP�

,?QR�5NB?RCB B?RC�?LB�RGKC 4FC�RGKCQR?KN�UFCL�RFC�QR?RGML]Q
JGACLQC�U?Q�J?QR�SNB?RCB�

.RN�0J?RDMPK�3CPTGAC�%BGRMP��NJ?RDMPK
.RN0J?RDMPK3CPTGAC%BGRMP.NQBI	
.RN�0J?RDMPK�3CPTGAC�%B.RN�0J?RDMPK�3CPTGAC�%BGRMP�.NQBGRMP�.NQBII GQ�RFC�BCD?SJR�TGCU�MD�RFC�QR?RGML]Q.RN0J?RDMPK3CPTGAC.NQBI ��UFGAF
NPMTGBCQ�RFC�NJ?RDMPK�GLRCPD?AC�RM�RFC�.40�B?CKML��NPMACQQ	�PSLLGLE�ML�?�AMLRPMJJCP��4FGQ�TGCU�NPMTGBCQ�?AACQQ
RM�?�DCU�PCJ?RCB�QCRRGLEQ��NJSQ�?JJMUQ�QNCAGDWGLE�MLC�MP�KMPC�PCKMRC�RGKC�QCPTCPQ�

Figur e 59. .CRUMPI�,GACLQCQ�3SKK?PW�TGCU
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.RN�0J?RDMPK�3CPTGAC�%BGRMP�1LV�TGCU��NJ?RDMPK


.RN0J?RDMPK3CPTGAC%BGRMP1LV	
!L�CV?KNJC�MD�?L�CK@CBBCB.RN�0J?RDMPK�3CPTGAC�%B.RN�0J?RDMPK�3CPTGAC�%BGRMPGRMPDMP�RFC*!#% AMLRPMJJCP�GQ�QFMUL�@CJMU��4FGQ�GQ�RFC
BCD?SJR�TGCU�DMP�RFC.RN0J?RDMPK3CPTGAC1LV.RN0J?RDMPK3CPTGAC1LV�

.RN�0J?RDMPK�3CPTGAC�%BGRMP�1LV�QCRRGLEQ

4FGQ�TGCU�NPMTGBCQ�?AACQQ�RM�QMKC�MD�RFC�ICW�QCRRGLEQ�MD�RFC�.40�B?CKML��LRNB	�MD�RFC�1.8�/3�PSLLGLE�ML
RFC�FMQR�AMLRPMJJCP�NJ?RDMPK�

4FCPC�?PC�RUM�K?GL�?PC?Q�3CRR3CRRGLEQGLEQ?R�RMN�?LB44GKC�3CPTCPQGKC�3CPTCPQ?R�@MRRMK�

4FGQ�AMLRPMJJCP�AMKNMLCLR�QCRRGLEQ�GL�RFC.RN�0J?RDMPK�3CPTGAC�%B.RN�0J?RDMPK�3CPTGAC�%BGRMP�1LVGRMP�1LVGLAJSBC�RFC�DMJJMUGLE�NPMNCPRGCQ�
Property Value Description

%L?@JCB true MPfalse �BCD?SJR	 )D true ��RFC�FMQR�UGJJ�SQC�.40�RM
QWLA�GRQ�AJMAI�UGRF�RGKC�T?JSCQ
PCRPGCTCB�DPMK�MRFCP�QCPTCPQ�

.40�(MQR�-MBCQ 3CPTCP��BCD?SJR	
3CPTCP3CPTCP�BCD?SJR	��)L�?BBGRGML�RM
@CGLE�?L�.40�AJGCLR��RFGQ�FMQR�UGJJ
?AR�?Q�?L�.40�QCPTCP��4FGQ
AMLeESP?RGML�?JJMUQ�JMA?J
LCRUMPI�BCTGACQ�RM�SQC�RFC�FMQR
?Q�?�QMSPAC�MD�.40�B?R?��,MA?J
LCRUMPI�BCTGACQ�UGJJ�?JQM�@C�?@JC
RM�OSCPW�RFGQ�FMQR�DMP�?BBGRGML?J
.40�PSLRGKC�GLDMPK?RGML�

Figur e 60. .RN�0J?RDMPK�3CPTGAC�%BGRMP�1LV�TGCU
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Property Value Description

3CPTCP��43CPTCP��4GKC�/LJW	GKC�/LJW	��)L�?BBGRGML�RM
@CGLE�?L�.40�AJGCLR��RFGQ�FMQR�UGJJ
?AR�?Q�?L�.40�QCPTCP��4FGQ
AMLeESP?RGML�?JJMUQ�JMA?J
LCRUMPI�BCTGACQ�RM�SQC�RFC�FMQR
?Q�?�QMSPAC�MD�.40�B?R?��5LJGIC
�3CPTCP���JMA?J�LCRUMPI�BCTGACQ
UGJJ�@C�SL?@JC�RM�OSCPW�RFGQ�FMQR
DMP�?BBGRGML?J�.40�PSLRGKC
GLDMPK?RGML�

#J#JGCLRGCLR��4FGQ�FMQR�UGJJ�?AR�?Q�?L�.40
AJGCLR�MLJW��4FC�.40�B?R?
PCRPGCTCB�@W�RFGQ�FMQR�DPMK
AMLeESPCB�QCPTCPQ�UGJJ�LMR�@C
?T?GJ?@JC�RM�JMA?J�LCRUMPI
BCTGACQ�

3WLA�,MA?J�#JMAI�RM�.40 RPSC��BCD?SJR	 )D�RPSC��RFC�FMQR�UGJJ�QR?PR�RFC
.CRUMPI�4GKC�0PMRMAMJ�B?CKML��4FGQ
@MMJC?L�BMCQ�LMR�BGPCARJW�Q?W�RF?R
.40�UGJJ�@C�SQCB�?Q�?�RGKC�QMSPAC�ML
RFGQ�NJ?RDMPK��P?RFCP��GR�CL?@JCQ�RF?R
MNRGML��!BBGRGML?J�NPMNCPRGCQ�@CJMU
UGJJ�GLDMPK�RFC�.40�B?CKML�FMU
RGKC�GLDMPK?RGML�LMU�?T?GJ?@JC�UGJJ
@C�SQCB�

3WLA�4GKC�!R�"MMR D?JQC��BCD?SJR	 )D�RPSC��UFCL�RFC*!#% @MMRQ��@CDMPC
RFC�QR?RGMLQ�QR?PRQ�MP�RFC�LRNB�QR?PRQ�
GR�CVCASRCQ�RFCLRNB?RCAMKK?LB�
4FGQ�SNB?RCQ�RFC�QWQRCK�JMA?J�RGKC�

5QC�,MA?J�#JMAI�?Q�"?AISN D?JQC��BCD?SJR	 )D�RPSC��QFMSJB�RFC�QNCAGeCB�.40
QCPTCP�Q	�@CAMKC�SL?T?GJ?@JC�?R�RFC
RGKC�MD�?�NMJJ��RFC�RGKC�SQCB�GQ
NPMTGBCB�@W�RFC�QWQRCK�AJMAI��4FGQ
NPCTCLRQ�RFC�RGKGLE�MD�RFC�NMJJGLE
?JEMPGRFK�GL�RFC�LRNB��UFGAF�GQ
CVCASRCB�?R�QNCAGeCB�AF?LEGLE
GLRCPT?JQ	�DPMK�@CGLE�PCQCR��!�RPSC
T?JSC�BMCQ�LMR�PCQSJR�GL�?LW�AF?LEC
RM�RFC�.40�B?CKML]Q�NMJJGLE�GLRCPT?J
�DPCOSCLAW	��)L�D?AR��@W�SQGLE�RFC�JMA?J
QWQRCK�AJMAI�RFC�.40
A?JASJ?RCB
NMJJGLE�RGKC�UMSJB�PCK?GL�RFC�Q?KC�
?LB�RFSQ�LMR�PCQSJR�GL�KMPC�NMJJGLE�

'CLCP?RC�.40�3R?RGQRGAQ D?JQC��BCD?SJR	 )D�RPSC��RFC�.RN0J?RDMPK3CPTGAC
PCNMPRQ�UF?RCTCP�GLDMPK?RGML�GR�A?L
?@MSR�GRQ�MNCP?RGML��4M�?AACQQ�RFCQC
QR?RGQRGAQ�UGRF�RFC�QR?RGML�MNCLCB�GL
7 MPI@CLAF��PGEFR
AJGAI�RFC
.RN0J?RDMPK3CPTGAC1LV�?LB�QCJCAR
66GCUQGCUQ� 3NW2CKMRC3NW2CKMRC��+CCN�GL�KGLB

0JSEGL�ESGBCQ .G?E?P?�0J?RDMPK�'SGBC
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Property Value Description

RF?R�RFC�LRNB�GQ�?�1.8�NPMACQQ��RFSQ
.G?E?P?F?Q�LM�AMLRPMJ�MTCP�UF?R�GR
PCNMPRQ�

.RN�0J?RDMPK�3CPTGAC�%BGRMP�1LV�4GKC�3CPTCPQ
%?AF�CLRPW�GL�RFC44GKC�3CPTCPQGKC�3CPTCPQJGQR�QNCAGeCQ�?�QCPTCP�RM�UFGAF�RFC�FMQR]Q�AJMAI�QWLAFPMLGXCQ�UFCL�RFC�QCPTGAC�GQ
Enabled �true 	��?LB Sync Local Clock to NTP GQ�?JQMtrue �

4FGQ�?JQM�?NNJGCQ�RM�?LW.G?E?P?0MPR?@GJGRW�#MLRPMJJCP�RF?R�GKNJCKCLRQ�.40�

#MLRPMJQ�@CJMU�RFC�JGQR�?JJMU�WMS�RM�?BB?LB�BCJCRC QCPTCPQ��?Q�UCJJ�?Q�PCMPBCP�SN MP�BMUL �RM
CQR?@JGQF�NPGMPGRW�MPBCP��FGEFCQR�?R�RMN	�

Property Value Description

!BBPCQQ RCVR &SJJW�OS?JGeCB�BMK?GL�L?KC��)0
?BBPCQQ��MP�FMQR�eJCQ�?JG?Q�DMP�RFC
.40�R GKC�QCPTCP�

0CCP�-MBC BPMN
BMUL�JGQR 0CCP�KMBC�RM�SQC�UGRF�RFC�QCPTCP��?Q
CGRFCP�QCPTCP�MP�NCCP
�QWKKCRPGA!ARGTC	�

"SPQR true MPfalse �BCD?SJR	 &?JQC�@W�BCD?SJR��)D�RPSC��UFCL�QCPTCP
GQ�PC?AF?@JC��SNML�C?AF�NMJJ�?�@SPQR
MD�CGEFR�N?AICRQ�?PC�QCLR��GLQRC?B�MD
RFC�SQS?J�MLC�N?AICR��3N?AGLE
@CRUCCL�RFC�ePQR�?LB�QCAMLB
N?AICRQ�GQ�?@MSR����QCAMLBQ�RM�?JJMU
?�KMBCK�A?JJ�RM�AMKNJCRC��UFGJC
QN?AGLE�@CRUCCL�PCK?GLGLE�N?AICRQ
GQ�?@MSR�RUM�QCAMLBQ�

0PCDCPPCB true MPfalse �BCD?SJR	 )D�RPSC��BCQGEL?RCQ�?�QCPTCP�?Q
NPCDCPPCB�MTCP�MRFCPQ�DMP
QWLAFPMLGX?RGML��.MRC�?JQM�RF?R
NPGMPGRW�MPBCP��RMN�FGEFCQR��@MRRMK
JMUCQR	�GQ�?JQM�CT?JS?RCB�GD�KSJRGNJC
QCPTCPQ�?PC�CLRCPCB�

-GL��0MJJ LSK@CP -GLGKSK�NMJJ�GLRCPT?J�DMP�.40
KCQQ?ECQ��DPMK���RM�����5LGRQ�?PC�GL
^JME
@?QC
RUM�QCAMLBQ�_�MP���RM�RFC
NMUCP�MD�L�QCAMLBQ��.40
AMLTCLRGML	��KC?LGLE�DPMK���RM�RFC
�RF�����QCAMLBQ	�RM���RM�RFC���RF
��������QCAMLBQ	�

-?V��0MJJ LSK@CP -?VGKSK�NMJJ�GLRCPT?J�DMP�.40
KCQQ?ECQ��DPMK����RM�����5LGRQ�?PC�GL
^JME
@?QC
RUM�QCAMLBQ�_�MP���RM�RFC
NMUCP�MD�L�QCAMLBQ��.40
AMLTCLRGML	��KC?LGLE�DPMK���RM�RFC
��R F��������QCAMLBQ	�RM���RM�RFC���RF
���������QCAMLBQ	�
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!ARGMLQ

` 3WLA�.MU3WLA�.MUBCeLCQ�RFC�DSJJW
OS?JGeCB�BMK?GL�L?KC�MD�?�NS@JGA�.40�QCPTCP�MP�CJQC�RFC�)0�?BBPCQQ�MD�?LW
?AACQQG@JC�.40�QCPTCP��5QC�RFGQ�?ARGML�MLJW�RM�TCPGDW�RF?R�?�NPMTGBCB�.40�QCPTCP�GQ�PC?AF?@JC�?LB
PCQNMLBGLE��9MS�A?LLMR�SQC�RFGQ�?ARGML�UFGJC�.40�GQ�CL?@JCB�

0J?RDMPK�!BKGLGQRP?RGML�TGCU��NJ?R$?CKML
0J?RDMPK!BKGLGQRP?RGML	
4FC0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGMLTGCU�NPMTGBCQ�?AACQQ�RM�T?PGMSQ�NJ?RDMPK�B?CKML��?LB�FMQR	�QCRRGLEQ�?LB�QSKK?PW
GLDMPK?RGML��)LAJSBCB�?PC�@SRRMLQ�RM�NCPDMPK�T?PGMSQ�NJ?RDMPK�MNCP?RGMLQ�

4M�?AACQQ�RFGQ�TGCU�CVN?LB0J?RDMPK0J?RDMPK?LB�BMS@JC
AJGAI0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGML�

&MJJMUGLE�?PC�RFC�MNRGMLQ�RM�?AACQQ�T?PGMSQ�NJ?RDMPK�B?CKML��?LB�FMQR	�QCRRGLEQ�?LB�QSKK?PW�GLDMPK?RGML�

` 66GCU�$CR?GJQGCU�$CR?GJQ!�NJ?RDMPK�QSKK?PW�RF?R�WMS�A?L�AMNW�RM�RFC�7 GLBMUQ�AJGN@M?PB�

` 5QCP�!AAMSLRQ5QCP�!AAMSLRQ!�NJ?RDMPK�B?CKML�?SRFCLRGA?RGML�UGLBMU�RM�?BB��BCJCRC��MP�K?L?EC�NJ?RDMPK�SQCPQ

Figur e 61. 0J?RDMPK�!BKGLGQRP?RGML
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�GLGRG?JJW�NCPDMPKCB�?Q�?�QRCN�GL�RFC�#MKKGQQGMLGLE�7GX?PB	�

` 3WQRCK�0?QQNFP?QC3WQRCK�0?QQNFP?QC!�UGLBMU�RM�QCR�MP�AF?LEC�RFC�QWQRCK�N?QQNFP?QC�SQCB�RM�CLAPWNR�QCLQGRGTC
GLDMPK?RGML�ML�RFC�NJ?RDMPK]Q�eJCQWQRCK�

` #F?LEC�(440�0MPR#F?LEC�(440�0MPR!�UGLBMU�RM�AF?LEC�RFC�(440�NMPR�

` #F?LEC�4,3�3CRR#F?LEC�4,3�3CRRGLEQGLEQ!�UGLBMU�RM�QNCAGDW�NJ?RDMPK�4,3�QCRRGLEQ��GLAJSBGLE�NMPR��ACPRGeA?RC�?JG?Q�?LB�GRQ
PCQNCARGTC�N?QQUMPB��QCASPC�NPMRMAMJ�RM�SQC��CL?@JC�BGQ?@JC�CVRCLBCB�K?QRCP�QCAPCR��?LB�4,3�#GNFCP
3SGRC�'PMSN��&MP�?L�MTCPTGCU��QCC�#F?LEC�4,3�3CRRGLEQ�GL�RFCNiagara Platform Guide�

` #F?LEC�$?RC���4#F?LEC�$?RC���4GKCGKC!�UGLBMU�RM�AF?LEC�RFC�BCTGAC]Q�ASPPCLR�B?RC��RGKC��?LB�RGKC�XMLC��GLGRG?JJW
NCPDMPKCB�?Q�?�QRCN�GL�AMKKGQQGMLGLE�UGX?PB	�

` !BT?LACB�/NR!BT?LACB�/NRGMLQGMLQ!�UGLBMU�RM�CL?@JC�MP�BGQ?@JC�RFC�DMJJMUGLE�?BT?LACB�NJ?RDMPK�MNRGMLQ

` 3&40���33(�%L?@JCB3&40���33(�%L?@JCB!�UGLBMU�RM�CL?@JC�BGQ?@JC�3&40�?LB�33(�?AACQQ�RM�RFC�BCTGAC��MP�AF?LEC�RFC
BCD?SJR�NMPR�LSK@CP�RF?R�RFCQC�NPMRMAMJQ�SQC�QF?PC�

` $?CKML�$C@SE�%L?@JCB$?CKML�$C@SE�%L?@JCB4CKNMP?PGJW�CL?@JC�RFC�@PMUQCP�@?QCB�B?CKML�BC@SEEGLE�RMMJQ��4FGQ�GQ
?SRMK?RGA?JJW�RSPLCB�MDD�RFC�LCVR�RGKC�RFC�QWQRCK�@MMRQ�

` 53"�"?AISN�%L?@JCB53"�"?AISN�%L?@JCB%L?@JC�MP�BGQ?@JC�RFC�53"�"?AISN�NMPR�ML�RFC�BCTGAC]Q�CLAJMQSPC�

` #F?LEC�/SRNSR�3CRR#F?LEC�/SRNSR�3CRRGLEQGLEQ!�UGLBMU�RM�AF?LEC�RFC�JME�JCTCJ�MD�BGDDCPCLR�NPMACQQCQ�RF?R�A?L�?NNC?P�GL�RFC
NJ?RDMPK�B?CKML�MSRNSR�

` 3WQJME�#MLeESP?R3WQJME�#MLeESP?RGMLGML!�UGLBMU�RM�AF?LEC�3WQJME�AMLeESP?RGML�QCRRGLEQ�DMP�KCQQ?EC�JMEEGLE�

` 66GCU�$?CKML�$C@SEGCU�$?CKML�$C@SE!�UGLBMU�GL�UFGAF�WMS�A?L�M@QCPTC�BC@SE�KCQQ?ECQ�DPMK�NJ?RDMPK�B?CKML
NPMACQQCQ�GL�PC?J�RGKC��!JQM�GLAJSBCQ�?@GJGRW�RM�N?SQC�MP�JM?B�

` 66GCU�3WQRCK�,MEGCU�3WQRCK�,ME!�UGLBMU�DMP�TGCUGLE�QWQRCK�JME�Q	�DMP�RFC�NJ?RDMPK�

` #MLeESP#MLeESPC�2SLRC�2SLRGKC�0PGKC�0PMeJCQMeJCQ!�UGLBMU�RM�AF?LEC�RFC�RWNCQ�MD�PSLRGKC�NPMeJCQ�DMP�QMDRU?PC�KMBSJCQ
GLQR?JJCB�ML�RFC�BCTGAC��GLGRG?JJW�NCPDMPKCB�GL�#MKKGQQGMLGLE�7GX?PB	�

` #MLeESP#MLeESPC�.2%�-CKMPWC�.2%�-CKMPW!�UGLBMU�RM�AMLeESPC�RFC�KCKMPW�?JJMA?RGML�QGXCQ�MD�RFGQ�NJ?RDMPK]Q�.G?E?P?
2SLRGKC�%LTGPMLKCLR�

` "?AISN"?AISN -?IC�?�AMKNJCRC�@?AISN�MD�?JJ�AMLeESP?RGML�ML�RFC�AMLLCARCB�FMQR�NJ?RDMPK��GLAJSBGLE�?JJ�QR?RGML
eJCQ��NJSQ�MRFCP.G?E?P?AMLeESP?RGML�

` #MKKGQQGMLGLE#MKKGQQGMLGLE!LMRFCP�U?W�RM�PC
J?SLAF�RFC�#MKKGQQGMLGLE�7GX?PB��?Q�NPCTGMSQJW�SQCB�GL�RFC�GLGRG?J
AMKKGQQGMLGLE�MD�RFC�BCTGAC�

` 2C@MMR2C@MMR!�KCRFMB�RM�PC@MMR�RFC�NJ?RDMPK��UFGAF�PCQR?PRQ�?JJ�QMDRU?PC�GLAJSBGLE�RFC�/3�?LB�*6-��R FCL�RFC
NJ?RDMPK�B?CKML��RFCL�GD�QM�AMLeESPCB�GL�RFC�!NNJGA?RGML�$GPCARMP��3R?RGML�$GPCARMP	��RFC�GLQR?JJCB�QR?RGML�
)D�WMS�AJGAI�RFGQ��?�AMLePK?RGML�UGLBMU�?NNC?PQ�

)D�WMS�PC@MMR��WMSP�NJ?RDMPK�AMLLCARGML�GQ�JMQR��?LB�GR�GQ�RWNGA?JJW�?�DCU�KGLSRCQ�SLRGJ�WMS�A?L�PCAMLLCAR�RM
RFC�BCTGAC�

0J?RDMPK�#CPRGDGA?RC�-?L?ECKCLR��NJ?R#PWNRM
#CPR-?L?ECP3CPTGAC	
4FGQ�TGCU�GQ�RFC#CPR#CPRGeA?RC�-?L?ECKCLRGeA?RC�-?L?ECKCLRNJ?RDMPK�TGCU�ML�?LW.G?E?P?FMQR�?LB�RFC�BCD?SJR�TGCU�MD�RFC
#CPR-?L?ECP3CPTGAC#CPR-?L?ECP3CPTGACSLBCP�?�QR?RGML]Q0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQ��5QGLE�RFGQ�TGCU�WMS�A?L�APC?RC�BGEGR?J�ACPRGeA?RCQ�?LB
ACPRGeA?RC�QGELGLE�PCOSCQRQ��#32Q	��?LB�RM�GKNMPR�?LB�CVNMPR�ICWQ�?LB�ACPRGeA?RCQ�RM�?LB�DPMK�RFC7 MPI@CLAF�
NJ?RDMPK�?LB�QR?RGML�QRMPCQ�
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4M�?AACQQ�RFGQ�TGCU�DMP�RFC�JMA?JFMQR�QRMPCQ��AMLLCAR�RM�RFC�NJ?RDMPK��CVN?LB0J?RDMPK0J?RDMPK?LB�BMS@JC
AJGAI
#CPR#CPRGeA?RC�-?L?ECKCLRGeA?RC�-?L?ECKCLRMP��GL�RFC�QR?RGML��CVN?LB#MLeE#MLeE� 3CPTGACQ3CPTGACQ� 0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQ?LB�BMS@JC
AJGAI
#CPR-?L?ECP3CPTGAC#CPR-?L?ECP3CPTGAC�

)LAPC?QGLE�RFC�ICW�QRMPC�QGXC�JGKGR
5LBCP-W�(MQR-W�(MQR� -W�&GJC�3WQRCK-W�&GJC�3WQRCK� 3WQ�(MKC3WQ�(MKC� BCD?SJBCD?SJRQRQ� QWQRCK�NPQWQRCK�NPMNCPRMNCPRGCQGCQ��WMS�A?L�GLAPC?QC�RFC�QGXC�JGKGRQ
MD�RFC�ICW�QRMPCQ�DPMK�RFC�BCD?SJR�T?JSC�MD�����SQGLE�RFC�DMJJMUGLE�NPMNCPRGCQ�

` LG?E?P?�APWNRM�K?V+CW3RMPC%LRPGCQ����

` LG?E?P?�APWNRM�K?V5QCP4PSQR3RMPC%LRPGCQ�����

` LG?E?P?�APWNRM�K?V%VCKNRGML3RMPC%LRPGCQ�����

NOTE: "C�?U?PC�RF?R�?�J?PECP�T?JSC�K?W�MTCPJM?B�RFC.G?E?P?B?CKML�MP�QR?RGML�

9MS�CL?@JC�RFC�NPMNCPRGCQ�@W�PCKMTGLE�RFC���QWK@MJ�GL�DPMLR�MD�RFC�NPMNCPRW��!�QR?RGML�KSQR�@C�PCQR?PRCB
@CDMPC�AF?LECQ�RMQWQRCK�NPQWQRCK�NPMNCPRMNCPRGCQGCQR?IC�CDDCAR�

)D�WMS�?PC�TGCUGLE�RFGQ�RMNGA�DPMK�?�ESGBC�MRFCP�RF?L�RFCNiagara Station Security Guide��PCDCP�RM�RFCNiagara
Station Security Guide DMP�KMPC�GLDMPK?RGML�

5QCP�+CW�3RMPC�R?@
4FC5QCP�+CW�3RMP5QCP�+CW�3RMPCQCQAMLR?GL�QCPTCP�ACPRGeA?RCQ�?LB�QCJD
QGELCB�ACPRGeA?RCQ�UGRF�RFCGP�K?RAFGLE�ICWQ��%?AF
ACPRGeA?RC�F?Q�?�N?GP�MD�SLGOSC�NPGT?RC�?LB�NS@JGA�CLAPWNRGML�ICWQ�DMP�C?AF�NJ?RDMPK��!5QCP�+CW�3RMP5QCP�+CW�3RMPCCQSNNMPRQ
RFC�QCPTCP�QGBC�MD�RFC�PCJ?RGMLQFGN�@W�QCLBGLE�MLC�MD�GRQ�QGELCB�QCPTCP�ACPRGeA?RCQ�GL�PCQNMLQC�RM�?�AJGCLR
�7 MPI@CLAF��NJ?RDMPK�MP�QR?RGML	�PCOSCQR�RM�AMLLCAR�

)D�RFCPC�?PC�LM�ACPRGeA?RCQ�GL�?5QCP�+CW�3RMP5QCP�+CW�3RMPCCUFCL�RFC�QCPTCP�QR?PRQ��QSAF�?Q�UFCL�@MMRGLE�?�LCU�NJ?RDMPK�MP
QR?RGML��RFC�NJ?RDMPK�MP�QR?RGML�APC?RCQ�?�BCD?SJR��QCJD
QGELCB�ACPRGeA?RC��4FGQ�ACPRGeA?RC�KSQR�@C�?NNPMTCB�?Q�?L
?JJMUCB�FMQR��4FGQ�GQ�UFW�WMS�MDRCL�QCC�RFC�ACPRGeA?RC�NMNSN�UFCL�MNCLGLE�?�NJ?RDMPK�MP�QR?RGML�

$CD?SJR�QCJD
QGELCB�ACPRGeA?RCQ�F?TC�RFC�Q?KC�L?KC�GL�C?AF5QCP�+CW�3RMP5QCP�+CW�3RMPCC�default 	��FMUCTCP��C?AF
ACPRGeA?RC�GQ�SLGOSC�DMP�C?AF�GLQR?LAC�?LB�GQ�K?GLJW�SQCB�DMP�PCAMTCPW�NSPNMQCQ��9MS�A?LLMR�BCJCRC�RFC�BCD?SJR

Figur e 62. #CPRGeA?RC�-?L?ECKCLR�TGCU�DMP�^JMA?JFMQR_
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ACPRGeA?RC�

#JGAIGLE�RFC.CU.CU ?LB )KNMPR)KNMPR@SRRMLQ�?JQM�?BBQ�ACPRGeA?RCQ�RM�RFC5QCP�+CW�3RMP5QCP�+CW�3RMPCC�

Column Description

!J G?Q 0PMTGBCQ�?�QFMPR�L?KC�SQCB�RM�BGQRGLESGQF�ACPRGeA?RCQ�DPMK�MLC�?LMRFCP�GL�RFC+CW�3RMP+CW�3RMPCC��4FGQ�NPMNCPRW
GQ�PCOSGPCB��)R�K?W�GBCLRGDW�RFC�RWNC�MD�ACPRGeA?RC��PMMR��GLRCPKCBG?RC��QCPTCP	��JMA?RGML�MP�DSLARGML�
4FGQ�L?KC�BMCQ�LMR�F?TC�RM�K?RAF�UFCL�AMKN?PGLE�RFC�QCPTCP�ACPRGeA?RC�UGRF�RFC�#!�ACPRGeA?RC�GL
RFC�AJGCLR]Q�4PSQR�3RMPC�

)QQSCB�"W)BCLRGeCQ�RFC�CLRGRW�RF?R�QGELCB�RFC�ACPRGeA?RC�
3S@HCAR3NCAGeCQ�RFC�$GQRGLESGQFCB�.?KC��RFC�L?KC�MD�RFC�AMKN?LW�RF?R�MULQ�RFC�ACPRGeA?RC�
.MR
"CDMPC

3NCAGeCQ�RFC�B?RC�@CDMPC�UFGAF�RFC�ACPRGeA?RC�GQ�LMR�T?JGB��4FGQ�B?RC�ML�?�QCPTCP�ACPRGeA?RC�QFMSJB�LMR
@C�C?PJGCP�RF?L�RFC.MR�"CDMP.MR�"CDMPCC B?RC�ML�RFC�#!�ACPRGeA?RC�SQCB�RM�QGEL�GR�

.MR�!DRCP3NCAGeCQ�RFC�CVNGP?RGML�B?RC�DMP�RFC�ACPRGeA?RC��4FGQ�B?RC�ML�?�QCPTCP�ACPRGeA?RC�QFMSJB�LMR�@C�J?RCP
RF?L�RFC.MR�!DRCP.MR�!DRCPB?RC�ML�RFC�#!�ACPRGeA?RC�SQCB�RM�QGEL�GR�

Figur e 63. %V?KNJC�MD�?�+CW�3RMPC
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Column Description

!�NCPGMB�LM�JMLECP�RF?L�?�WC?P�CLQSPCQ�PCESJ?P�ACPRGeA?RC�AF?LECQ�K?IGLE�GR�KMPC�JGICJW�RF?R�RFC
ACPRGeA?RC�AMLR?GLQ�RFC�J?RCQR�APWNRMEP?NFGA�QR?LB?PBQ��?LB�PCBSAGLE�RFC�LSK@CP�MD�MJB��LCEJCARCB
ACPRGeA?RCQ�RF?R�A?L�@C�QRMJCL�?LB�PC
SQCB�DMP�NFGQFGLE�?LB�BPGTC
@W�K?JU?PC�?RR?AIQ��#F?LEGLE
ACPRGeA?RCQ�KMPC�DPCOSCLRJW�GQ�CTCL�@CRRCP�

+CW
!JEMPGRFK

2CDCPQ�RM�RFC�APWNRMEP?NFGA�DMPKSJ?�SQCB�RM�A?JASJ?RC�RFC�ACPRGeA?RC�ICWQ�

+CW�3GXC3NCAGeCQ�RFC�QGXC�MD�RFC�ICWQ�GL�@GRQ��&MSP�ICW�QGXCQ�?PC�?JJMUCB�������@GRQ�������@GRQ��RFGQ�GQ�RFC
BCD?SJR	�������@GRQ��?LB������@GRQ��,?PECP�ICWQ�R?IC�JMLECP�RM�ECLCP?RC�@SR�MDDCP�EPC?RCP�QCASPGRW�

3GEL?RSPC
!JEMPGRFK

3NCAGeCQ�RFC�APWNRMEP?NFGA�DMPKSJ?�SQCB�RM�QGEL�RFC�ACPRGeA?RC�

3GEL?RSPC
3GXC

3NCAGeCQ�RFC�QGXC�MD�RFC�QGEL?RSPC�

6?JGB 3NCAGeCQ�ACPRGeA?RC�B?RCQ�
3CJD
3GELCB

)LBGA?RCQ�RF?R�RFC�ACPRGeA?RC�U?Q�QGELCB�UGRF�GRQ�MUL�NPGT?RC�ICW�

5QCP�+CW�3RMPC�@SRRMLQ

` 66GCUGCUBGQNJ?WQ�BCR?GJQ�DMP�RFC�QCJCARCB�GRCK�

` .CU.CU APC?RCQ�?�LCU�BCTGAC�PCAMPB�GL�RFC�B?R?@?QC�

` #CPR�2COSCQR#CPR�2COSCQRMNCLQ�?#CPR#CPRGeA?RC�2COSCQRGeA?RC�2COSCQRUGLBMU��UFGAF�GQ�SQCB�RM�APC?RC�?�#CPRGeA?RC�3GELGLE�2COSCQR
�#32	�

` $CJCRC$CJCRCPCKMTCQ�RFC�QCJCARCB�PCAMPB�DPMK�RFC�B?R?@?QC�

` )KNMPR)KNMPR?BBQ�?L�GKNMPRCB�GRCK�RM�RFC�B?R?@?QC�

` %VNMPR%VNMPRQ?TCQ�?�AMNW�MD�RFC�QCJCARCB�PCAMPB�RM�RFC�F?PB�BGQI�

&MP�ACPRGeA?RCQ��RFC�eJC�CVRCLQGML�GQ��NCK�

` 2CQCR2CQCRBCJCRCQ�?JJ�ACPRGeA?RCQ�GL�RFC5QCP�+CW�3RMP5QCP�+CW�3RMPCC?LB�APC?RCQ�?�LCU�BCD?SJR�ACPRGeA?RC��)R�BMCQ�LMR�K?RRCP
UFGAF�ACPRGeA?RC�GQ�QCJCARCB�UFCL�WMS�AJGAI2CQCR2CQCR

CAUTION:

$M�LMR�PCQCR�UGRFMSR�AMLQGBCPGLE�RFC�AMLQCOSCLACQ��4FC2CQCR2CQCR@SRRML�D?AGJGR?RCQ�APC?RGLE�?�LCU�ICW�N?GP
�NPGT?RC�?LB�NS@JGA�ICWQ	�DMP�RFC�CLRGRW��@SR�K?W�BGQ?@JC�AMLLCARGMLQ�GD�T?JGB�ACPRGeA?RCQ�?PC�?JPC?BW�GL�SQC�
%VNMPR�?JJ�ACPRGeA?RCQ�@CDMPC�WMS�PCQCR�

4PSQR�3RMPC�R?@Q
4FC44PSQR�3RMPPSQR�3RMPCQCQAMLR?GL�QGELCB�?LB�RPSQRCB�PMMR�ACPRGeA?RCQ�UGRF�RFCGP�NS@JGA�ICWQ��4FCQC�QRMPCQ�AMLR?GL�LM
NPGT?RC�ICWQ��!44PSQR�3RMPPSQR�3RMPCCQSNNMPRQ�RFC�AJGCLR�QGBC�MD�RFC�PCJ?RGMLQFGN�@W�SQGLE�GRQ�PMMR�#!�ACPRGeA?RCQ�RM�TCPGDW
RFC�QGEL?RSPCQ�MD�RFC�ACPRGeA?RCQ�GR�PCACGTCQ�DPMK�C?AF�QCPTCP��)D�?�AJGCLR�A?LLMR�T?JGB?RC�?�QCPTCP�ACPRGeA?RC]Q
QGEL?RSPC��?L�CPPMP�KCQQ?EC�?JJMUQ�WMS�RM�?NNPMTC�MP�PCHCAR�?�QCASPGRW�CVCKNRGML��ML�RFC!J!J JMUCB�(MQRQJMUCB�(MQRQR?@	�

4FC3WQRCK�43WQRCK�4PSQR�3RMPPSQR�3RMPCQCQAMLR?GL�GLQR?JJCB�QGELCB�ACPRGeA?RCQ�@W�RPSQRCB�CLRGRGCQ��#!�?SRFMPGRGCQ	�PCAMELGXCB�@W
RFC�*?T?�2SLRGKC�%LEGLC��*2%	�MD�RFC�ASPPCLRJW�MNCLCB�NJ?RDMPK��!5QCP�45QCP�4PSQR�3RMPPSQR�3RMPCCAMLR?GLQ�GLQR?JJCB�QGELCB
ACPRGeA?RCQ�@W�RPSQRCB�CLRGRGCQ�RF?R�WMS�F?TC�GKNMPRCB��WMSP�MUL�ACPRGeA?RCQ	�

/LJW�ACPRGeA?RCQ�UGRF�NS@JGA�ICWQ�?PC�QRMPCB�GL�RFC44PSQR�3RMPPSQR�3RMPCQCQ��4FC�K?HMPGRW�MD�ACPRGeA?RCQ�GL�RFC3WQRCK�43WQRCK�4PSQRPSQR
3RMP3RMPCCAMKC�DPMK�RFC�*2%��9MS�?BB�WMSP�MUL�ACPRGeA?RCQ�RM�?5QCP�45QCP�4PSQR�3RMPPSQR�3RMPCC@W�GKNMPRGLE�RFCK�

&CCJ�DPCC�RM�N?QQ�MSR�QSAF�PMMR�ACPRGeA?RCQ�RM�WMSP�RC?K��QF?PC�RFCK�UGRF�WMSP�ASQRMKCPQ��K?IC�QSPC�RF?R�?LW
AJGCLR�RF?R�LCCBQ�RM�AMLLCAR�RM�MLC�MD�WMSP�QCPTCPQ�F?Q�RFC�QCPTCP]Q�PMMR�ACPRGeA?RC�GL�GRQ�AJGCLR44PSQR�3RMPPSQR�3RMPCC�
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4PSQR�3RMPC�AMJSKLQ
Column Description

!J G?Q 0PMTGBCQ�?�QFMPR�L?KC�SQCB�RM�BGQRGLESGQF�ACPRGeA?RCQ�DPMK�MLC�?LMRFCP�GL�RFC+CW�3RMP+CW�3RMPCC��4FGQ�NPMNCPRW
GQ�PCOSGPCB��)R�K?W�GBCLRGDW�RFC�RWNC�MD�ACPRGeA?RC��PMMR��GLRCPKCBG?RC��QCPTCP	��JMA?RGML�MP�DSLARGML�
4FGQ�L?KC�BMCQ�LMR�F?TC�RM�K?RAF�UFCL�AMKN?PGLE�RFC�QCPTCP�ACPRGeA?RC�UGRF�RFC�#!�ACPRGeA?RC�GL
RFC�AJGCLR]Q�4PSQR�3RMPC�

)QQSCB�"W)BCLRGeCQ�RFC�CLRGRW�RF?R�QGELCB�RFC�ACPRGeA?RC�
3S@HCAR3NCAGeCQ�RFC�$GQRGLESGQFCB�.?KC��RFC�L?KC�MD�RFC�AMKN?LW�RF?R�MULQ�RFC�ACPRGeA?RC�
.MR
"CDMPC

3NCAGeCQ�RFC�B?RC�@CDMPC�UFGAF�RFC�ACPRGeA?RC�GQ�LMR�T?JGB��4FGQ�B?RC�ML�?�QCPTCP�ACPRGeA?RC�QFMSJB�LMR
@C�C?PJGCP�RF?L�RFC.MR�"CDMP.MR�"CDMPCC B?RC�ML�RFC�#!�ACPRGeA?RC�SQCB�RM�QGEL�GR�

.MR�!DRCP3NCAGeCQ�RFC�CVNGP?RGML�B?RC�DMP�RFC�ACPRGeA?RC��4FGQ�B?RC�ML�?�QCPTCP�ACPRGeA?RC�QFMSJB�LMR�@C�J?RCP
RF?L�RFC.MR�!DRCP.MR�!DRCPB?RC�ML�RFC�#!�ACPRGeA?RC�SQCB�RM�QGEL�GR�

!�NCPGMB�LM�JMLECP�RF?L�?�WC?P�CLQSPCQ�PCESJ?P�ACPRGeA?RC�AF?LECQ�K?IGLE�GR�KMPC�JGICJW�RF?R�RFC
ACPRGeA?RC�AMLR?GLQ�RFC�J?RCQR�APWNRMEP?NFGA�QR?LB?PBQ��?LB�PCBSAGLE�RFC�LSK@CP�MD�MJB��LCEJCARCB
ACPRGeA?RCQ�RF?R�A?L�@C�QRMJCL�?LB�PC
SQCB�DMP�NFGQFGLE�?LB�BPGTC
@W�K?JU?PC�?RR?AIQ��#F?LEGLE
ACPRGeA?RCQ�KMPC�DPCOSCLRJW�GQ�CTCL�@CRRCP�

+CW
!JEMPGRFK

2CDCPQ�RM�RFC�APWNRMEP?NFGA�DMPKSJ?�SQCB�RM�A?JASJ?RC�RFC�ACPRGeA?RC�ICWQ�

+CW�3GXC3NCAGeCQ�RFC�QGXC�MD�RFC�ICWQ�GL�@GRQ��&MSP�ICW�QGXCQ�?PC�?JJMUCB�������@GRQ�������@GRQ��RFGQ�GQ�RFC
BCD?SJR	�������@GRQ��?LB������@GRQ��,?PECP�ICWQ�R?IC�JMLECP�RM�ECLCP?RC�@SR�MDDCP�EPC?RCP�QCASPGRW�

3GEL?RSPC
!JEMPGRFK

3NCAGeCQ�RFC�APWNRMEP?NFGA�DMPKSJ?�SQCB�RM�QGEL�RFC�ACPRGeA?RC�

Figur e 64. 3WQRCK�4PSQR�3RMPC%V?KNJC�MD�?�4PSQR�3RMPC
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Column Description

3GEL?RSPC
3GXC

3NCAGeCQ�RFC�QGXC�MD�RFC�QGEL?RSPC�

6?JGB 3NCAGeCQ�ACPRGeA?RC�B?RCQ�
3CJD
3GELCB

)LBGA?RCQ�RF?R�RFC�ACPRGeA?RC�U?Q�QGELCB�UGRF�GRQ�MUL�NPGT?RC�ICW�

Trust Stor e buttons

4FC$CJCRC$CJCRC?LB )KNMPR)KNMPR@SRRMLQ�?PC�?T?GJ?@JC�MLJW�GL�?5QCP�45QCP�4PSQR�3RMPPSQR�3RMPCC�

User Key Stor e buttons

` 66GCUGCUBGQNJ?WQ�BCR?GJQ�DMP�RFC�QCJCARCB�GRCK�

` $CJCRC$CJCRCPCKMTCQ�RFC�QCJCARCB�PCAMPB�DPMK�RFC�B?R?@?QC�

` )KNMPR)KNMPR?BBQ�?L�GKNMPRCB�GRCK�RM�RFC�B?R?@?QC�

` %VNMPR%VNMPRQ?TCQ�?�AMNW�MD�RFC�QCJCARCB�PCAMPB�RM�RFC�F?PB�BGQI�

&MP�ACPRGeA?RCQ��RFC�eJC�CVRCLQGML�GQ��NCK�

!J JMUCB�(MQRQ�R?@
4FC!J!J JMUCB�(MQRQJMUCB�(MQRQR?@�AMLR?GLQ�QCASPGRW�CVCKNRGMLQ�DMP�RFC�ASPPCLRJW�MNCL�NJ?RDMPK��4FCQC�?PC�RFC�ACPRGeA?RCQ
�QGELCB�MP�QCJD
QGELCB	�PCACGTCB�@W�?�AJGCLR�DPMK�?�QCPTCP��FMQR	�RF?R�AMSJB�LMR�@C�T?JGB?RCB�?E?GLQR�?�PMMR�#!
ACPRGeA?RC�GL�?�AJGCLR]Q44PSQR�3RMPPSQR�3RMPCC��7FCRFCP�WMS�?NNPMTC�MP�PCHCAR�RFC�ACPRGeA?RC��RFC�QWQRCK�JGQRQ�GR�GL�RFC
!J!J JMUCB�(MQRQJMUCB�(MQRQJGQR�

!J JMUCB�(MQRQ�AMJSKLQ
4M�@C�?SRFCLRGA��?�PMMR�#!�ACPRGeA?RC�GL�RFC�AJGCLR]Q3WQRCK3WQRCKMP5QCP�45QCP�4PSQR�3RMPPSQR�3RMPCCKSQR�@C�?@JC�RM�T?JGB?RC�RFC
QCPTCP�ACPRGeA?RC]Q�QGEL?RSPC��?LB�RFCSubject MD�RFC�PMMR�#!�ACPRGeA?RC�KSQR�@C�RFC�Q?KC�?Q�RFCIssuer MD
RFC�QCPTCP�ACPRGeA?RC�

!J JMUGLE�CVCKNRGMLQ�K?ICQ�GR�NMQQG@JC�DMP�?�FSK?L�MNCP?RMP�RM�MTCPPGBC�RFC�J?AI�MD�RPSQR�@CRUCCL�?�QCPTCP�?LB
AJGCLR�UFCL�RFC�FSK?L�SQCP�ILMUQ�RFC�QCPTCP�A?L�@C�RPSQRCB�

)D�RFGQ�GQ�?7 MPI@CLAF
RMaQR?RGML�AMLLCARGML��RFC�QWQRCK�NPMKNRQ�WMS�RM�?NNPMTC�RFC�FMQR�CVCKNRGML�
7 MPI@CLAFAF?JJCLECQ�QCPTCP�GBCLRGRW�?R�AMLLCARGML�RGKC�DMP�SL?NNPMTCB�FMQRQ�?LB��SLJCQQ�QNCAGeA�NCPKGQQGML
GQ�EP?LRCB��NPMFG@GRQ�AMKKSLGA?RGML��/LAC�NCPKGQQGML�GQ�EP?LRCB��DSRSPC�AMKKSLGA?RGML�MAASPQ�?SRMK?RGA?JJW
�WMS�QRGJJ�F?TC�RM�JME�GL	��"MRF�?NNPMTCB�?LB�SL?NNPMTCB�FMQRQ�PCK?GL�GL�RFGQ�JGQR�SLRGJ�BCJCRCB�

)D�RFGQ�GQ�?�QR?RGMLaRMaQR?RGML�AMLLCARGML��?LB�RFCPC�GQ�?�NPM@JCK�UGRF�RFC�ACPRGeA?RCQ��RFC�AMLLCARGML�D?GJQ
QGJCLRJW��4FCPC�GQ�LM�NPMKNR�RM�?NNPMTC�RFC�FMQR�CVCKNRGML��(MUCTCP��RFC�J?QR�D?GJSPC�A?SQC�GL�RFC�QR?RGML
PCNMPRQ�RFC�NPM@JCK��CVN?LB�RFC�QR?RGML#J#JGCLR#MLLCARGCLR#MLLCARGMLGMLSLBCP.G?E?P?.CRUMPI.G?E?P?.CRUMPI	�

4FC�?NNPMTCB�FMQR�CVCKNRGML�GL�RFC!J!J JMUCB�(MQRQJMUCB�(MQRQJGQR�GQ�MLJW�T?JGB�UFCL�?�AJGCLR�AMLLCARQ�RM�RFC�QCPTCP�SQGLE
RFC�)0�?BBPCQQ�MP�BMK?GL�L?KC�RF?R�U?Q�SQCB�UFCL�RFC�QWQRCK�MPGEGL?JJW�APC?RCB�RFC�CVCKNRGML��)D�WMS�SQC�?
BGDDCPCLR�)0�?BBPCQQ�MP�BMK?GL�L?KC�RM�AMLLCAR�RM�RFC�QCPTCP��WMS�KSQR�?NNPMTC�?L�SNB?RCB�CVCKNRGML��4FC
Q?KC�GQ�RPSC�GD�?�LCU�QCJD
QGELCB�ACPRGeA?RC�GQ�ECLCP?RCB�ML�RFC�FMQR�

)D�WMS�AMLRGLSC�RM�SQC�?L�?NNPMTCB�QCJD
QGELCB�ACPRGeA?RC��P?RFCP�RF?L�GKNJCKCLR�QGELCB�ACPRGeA?RCQ��UFGAF�?PC
KMPC�QCASPC	��?LB�RFC�QCJD
QGELCB�ACPRGeA?RC]Q�NS@JGA�ICW�AF?LECQ��RFC�QWQRCK�LCE?RCQ�RFC�ACPRGeA?RC��RFC�EPCCL

QFGCJB�GAML�AF?LECQ�RM�?�WCJJMU�QFGCJB�GAML�UGRF�?L�CVAJ?K?RGML�K?PI�� 	��?LB�RFC�QWQRCK�PCRSPLQ�?L�CPPMP��4M
?NNPMTC�RFGQ�AF?LEC��TGCU�RFC�CVCKNRGML��PGEFR
AJGAI�RFC�ACPRGeA?RC�PMU�ML�RFC!J!J JMUCB�(MQRQJMUCB�(MQRQR?@�?LB�AJGAI
66GCUGCU	�RFCL�?NNPMTC�RFC�ACPRGeA?RC�@W�AJGAIGLE!AACNR!AACNR�
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4M�MNCL�RFGQ�TGCU�SQGLE7 MPI@CLAF��AJGAI44MMJQMMJQ� #CPR#CPRGeA?RC�-?L?ECKCLRGeA?RC�-?L?ECKCLR?LB�AJGAI�RFC!J!J JMUCB�(MQRQJMUCB�(MQRQR?@�

Column Description

(MQR 2CNMPRQ�RFC�QCPTCP��SQS?JJW�?L�)0�?BBPCQQ�

3S@HCAR3NCAGeCQ�RFC�$GQRGLESGQFCB�.?KC��RFC�L?KC�MD�RFC�AMKN?LW�RF?R�MULQ�RFC�ACPRGeA?RC�
!NNPMT?J 2CNMPRQ�RFC�QCPTCPQ�UGRFGL�RFC�LCRUMPI�RM�UFGAF�RFC�?�AJGCLR�K?W�AMLLCAR��)D�?NNPMT?J�GQno��RFC�QWQRCK�BMCQ�LMR�?JJMU�RFC

AJGCLR�RM�AMLLCAR�

#PC?RCB )BCLRGeCQ�RFC�B?RC�RFC�PCAMPB�U?Q�APC?RCB�

)QQSCB�"W)BCLRGeCQ�RFC�CLRGRW�RF?R�QGELCB�RFC�ACPRGeA?RC�
.MR
"CDMPC

3NCAGeCQ�RFC�B?RC�@CDMPC�UFGAF�RFC�ACPRGeA?RC�GQ�LMR�T?JGB��4FGQ�B?RC�ML�?�QCPTCP�ACPRGeA?RC�QFMSJB�LMR
@C�C?PJGCP�RF?L�RFC.MR�"CDMP.MR�"CDMPCC B?RC�ML�RFC�#!�ACPRGeA?RC�SQCB�RM�QGEL�GR�

.MR�!DRCP3NCAGeCQ�RFC�CVNGP?RGML�B?RC�DMP�RFC�ACPRGeA?RC��4FGQ�B?RC�ML�?�QCPTCP�ACPRGeA?RC�QFMSJB�LMR�@C�J?RCP
RF?L�RFC.MR�!DRCP.MR�!DRCPB?RC�ML�RFC�#!�ACPRGeA?RC�SQCB�RM�QGEL�GR�

!�NCPGMB�LM�JMLECP�RF?L�?�WC?P�CLQSPCQ�PCESJ?P�ACPRGeA?RC�AF?LECQ�K?IGLE�GR�KMPC�JGICJW�RF?R�RFC
ACPRGeA?RC�AMLR?GLQ�RFC�J?RCQR�APWNRMEP?NFGA�QR?LB?PBQ��?LB�PCBSAGLE�RFC�LSK@CP�MD�MJB��LCEJCARCB
ACPRGeA?RCQ�RF?R�A?L�@C�QRMJCL�?LB�PC
SQCB�DMP�NFGQFGLE�?LB�BPGTC
@W�K?JU?PC�?RR?AIQ��#F?LEGLE
ACPRGeA?RCQ�KMPC�DPCOSCLRJW�GQ�CTCL�@CRRCP�

+CW
!JEMPGRFK

2CDCPQ�RM�RFC�APWNRMEP?NFGA�DMPKSJ?�SQCB�RM�A?JASJ?RC�RFC�ACPRGeA?RC�ICWQ�

+CW�3GXC3NCAGeCQ�RFC�QGXC�MD�RFC�ICWQ�GL�@GRQ��&MSP�ICW�QGXCQ�?PC�?JJMUCB�������@GRQ�������@GRQ��RFGQ�GQ�RFC
BCD?SJR	�������@GRQ��?LB������@GRQ��,?PECP�ICWQ�R?IC�JMLECP�RM�ECLCP?RC�@SR�MDDCP�EPC?RCP�QCASPGRW�

3GEL?RSPC
!JEMPGRFK

3NCAGeCQ�RFC�APWNRMEP?NFGA�DMPKSJ?�SQCB�RM�QGEL�RFC�ACPRGeA?RC�

3GEL?RSPC
3GXC

3NCAGeCQ�RFC�QGXC�MD�RFC�QGEL?RSPC�

6?JGB 3NCAGeCQ�ACPRGeA?RC�B?RCQ�

!J JMUCB�(MQRQ�@SRRMLQ

` 66GCUGCUBGQNJ?WQ�BCR?GJQ�DMP�RFC�QCJCARCB�GRCK�

Figur e 65. %V?KNJC�MD�?L�!JJMUCB�(MQRQ�JGQR

.G?E?P?�0J?RDMPK�'SGBC 0JSEGL�ESGBCQ

-?P AF��������� ���



` !NNP!NNPMTCMTCBCQGEL?RCQ�RFC�QCPTCP�?Q�?L�?JJMUCB�FMQR�

` 5L?NNP5L?NNPMTCMTCNPMFG@GRQ�?�AMLLCARGML�RM�RFGQ�QCPTCP�FMQR��4FC�QWQRCK�RCPKGL?RCQ�?LW�?RRCKNRCB
AMKKSLGA?RGML�

#CPRGDGA?RC�%VRCLQGML�0?P?KCRCP��NJ?R#PWNRM

#CPRGDGA?RC%VRCLQGML0?P?KCRCP	
4FC#CPR#CPRGeA?RC�%VRCLQGML�0?P?KCRCPGeA?RC�%VRCLQGML�0?P?KCRCPAMKNMLCLR�?JJMUQ�WMS�RM�AMLeESPC�?�#CPRGeA?RC�%VRCLQGML�RF?R�UGJJ�@C
?NNJGCB�RM�RFC�#32�RM�@C�QS@KGRRCB�DMP�QGELGLE�
9MS�A?L�?AACQQ�RFGQ�AMKNMLCLR�DPMK�RFCQGELGLE3CPTGACN?JCRRC�@W�CVN?LBGLE5LAMLeESP5LAMLeESPCB�AMKNMLCLRQCB�AMKNMLCLRQ�
#CPR#CPRGeA?RC0?P?KCRCPQGeA?RC0?P?KCRCPQ��?LB�?BB�RFC�BCQGPCB�#CPRGeA?RC�0?P?KCRCP�AMKNMLCLR�RM�?�3GELGLE�0PMeJC�MP�?3GELCB3GELCB
#CPR�#MLeE#CPR�#MLeEAMKNMLCLR��!Q�MD.G?E?P?����� ��RFC�CVRCLQGML�N?P?KCRCP�^3S@HCAR�!JRCPL?RGTC�.?KC_�GQ�?BBCB�@W
BCD?SJR�RM�RFCQCPTCP0PQCPTCP0PMeJCMeJC�

Property Value Description

0?P?KCRCP�4WNC PC?B
MLJW 3NCAGeCQ�RFC�RWNC�MD�ACPRGeA?RC�N?P?KCRCP�

%VRCLQGML�/GB QRPGLE 3NCAGeCQ�RFC�M@HCAR�)B�MD�RFC�ACPRGeA?RC�CVRCLQGML�

T?JSC ?BBGRGML?J�NPMNCPRGCQ ,GQRQ�GLDMPK?RGML�RF?R�GQ�AMLeESP?RGML
QNCAGeA�RM�RFC
QCJCARCB�RWNC�MD�CVRCLQGML��!Q�MD.G?E?P?����� ��RFC
DMJJMUGLE�?BBCB�QNCAG?J�DMPK?R�MNRGMLQ�?PC
?T?GJ?@JC�

` �LG?E?P?3R?RGML!BBPCQQ/P(MQRL?KC/P)N!BBPCQQ��
4FGQ�MNRGML�ePQR�UGJJ�?RRCKNR�RM�JMA?RC�?
AMPPCQNMLBGLE�.G?E?P?3R?RGML�GL�RFC
.G?E?P?.CRUMPI�MD�RFC�JMA?J�QR?RGML�
UFGAF�GQ�RFC�3GELGLE3CPTGAC�QR?RGML��RM�eLB
?�K?RAF�DMP�RFC�PCOSCQRCP��)D�JMA?RCB��RFC
Address NPMNCPRW�T?JSC�MD�RF?R
.G?E?P?3R?RGML�UGJJ�@C�SQCB��)D�LMR
JMA?RCB��GR�UGJJ�LCVR�?RRCKNR�RM�SQC�RFC
(MQR�.?KC�MD�RFC�PCOSCQRCP��)D�RFC�(MQR
.?KC�GQ�LMR�?T?GJ?@JC��GR�UGJJ�SQC�RFC�)0
!BBPCQQ�MD�RFC�PCOSCQRCP�

` �LG?E?P?3R?RGML!BBPCQQ/P(MQRL?KC���4FGQ
MNRGML�UGJJ�ePQR�?RRCKNR�RM�JMA?RC�?

0JSEGL�ESGBCQ .G?E?P?�0J?RDMPK�'SGBC
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Property Value Description

AMPPCQNMLBGLE�.G?E?P?3R?RGML�GL�RFC
.G?E?P?.CRUMPI�MD�RFC�JMA?J�QR?RGML�
UFGAF�GQ�RFC�3GELGLE3CPTGAC�QR?RGML��RM�eLB
?�K?RAF�DMP�RFC�PCOSCQRCP��)D�JMA?RCB��RFC
Address NPMNCPRW�T?JSC�MD�RF?R
.G?E?P?3R?RGML�UGJJ�@C�SQCB��)D�LMR�DMSLB�
GR�UGJJ�SQC�RFC�(MQR�.?KC�MD�RFC
PCOSCQRCP�

` �LG?E?P?3R?RGML!BBPCQQ/P)N!BBPCQQ���4FGQ
MNRGML�UGJJ�ePQR�?RRCKNR�RM�JMA?RC�?
AMPPCQNMLBGLE�.G?E?P?3R?RGML�GL�RFC
.G?E?P?.CRUMPI�MD�RFC�JMA?J�QR?RGML�
UFGAF�GQ�RFC�3GELGLE3CPTGAC�QR?RGML��RM�eLB
?�K?RAF�DMP�RFC�PCOSCQRCP��)D�JMA?RCB��RFC
Address NPMNCPRW�T?JSC�MD�RF?R
.G?E?P?3R?RGML�UGJJ�@C�SQCB��)D�LMR�DMSLB�
GR�UGJJ�SQC�RFC�)0�!BBPCQQ�MD�RFC�PCOSCQRCP�

0J?RDMPK�3CPTGAC�#MLR?GLCP�0JSEGL��NJ?RDMPK
0J?RDMPK3CPTGAC#MLR?GLCP	
4FC0J?RDMPK�3CPTGAC�#MLR?GLCP�0JSEGL0J?RDMPK�3CPTGAC�#MLR?GLCP�0JSEGL?JJMUQ�WMS�RM�TGCU�?LB�CBGR�NJ?RDMPK�NPMNCPRGCQ�ML�RFC�FMQR�PSLLGLE�?L
MNCLCB�QR?RGML��)R�GQ�RFC�BCD?SJR�TGCU�DMP�?�QR?RGML]Q0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQAMLR?GLCP��)R�GQ�?JQM�RFC�AMLR?GLCP�DMP�MRFCP
NJSEGLQ��QSAF�?Q�RFC44AN)N3CPTGACAN)N3CPTGAC� ,GACLQC3CPTGAC,GACLQC3CPTGAC� #CPR-?L?ECP3CPTGAC#CPR-?L?ECP3CPTGAC��?LB�MRFCPQ�BCNCLBGLE�ML�RFC�FMQR
QR?RGML�MNCP?RGLE�QWQRCK�

!J J�NJSEGLQ�?PC�?JQM�?T?GJ?@JC�?Q�(V�N?ECQ�

.G?E?P?�0J?RDMPK�'SGBC 0JSEGL�ESGBCQ
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4M�MNCL�RFGQ�TGCU�CVN?LB#MLeE#MLeE� 3CPTGACQ3CPTGACQGL�?�PSLLGLE�QR?RGML��QAPMJJ�BMUL�?LB�BMS@JC
AJGAI0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQ�

4FC�DMJJMUGLE�NPMNCPRGCQ�?PC�QMKC�RF?R�A?L�@C�AMLeESPCB�SQGLE�RFGQ�TGCU�

NOTE: )R�GQ�PCAMKKCLBCB�RF?R�WMS�JC?TC�CLEGLC
PCJ?RCB�NPMNCPRGCQ�?LB�MRFCP�?BT?LACB�QCRRGLEQ�?R�BCD?SJR
T?JSCQ��SLJCQQ�WMS�F?TC�@CCL�BGPCARCB�MRFCPUGQC�@W�3WQRCKQ�%LEGLCCPGLE�

Property Value Description

.?KC PC?B
MLJW 2CNMPRQ�RFC�L?KC�MD�RFC�PSLLGLE�QR?RGML�

(MQR PC?B
MLJW 2CNMPRQ�RFC�)0�?BBPCQQ�MD�RFC�FMQR�NJ?RDMPK�

Figur e 66. 0J?RDMPK�3CPTGAC�#MLR?GLCP�0JSEGL�ML�?�AMLRPMJJCP

0JSEGL�ESGBCQ .G?E?P?�0J?RDMPK�'SGBC
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Property Value Description

-MBCJ PC?B
MLJW 2CNMPRQ�RFC�AMLRPMJJCP�KMBCJ�L?KC�MP�7MPIQR?RGML�

-MBCJ�6CPQGML PC?B
MLJW 2CNMPRQ�RFC�TCPQGML�LSK@CP�MD�RFC�FMQR�KMBCJ�NJ?RDMPK�

0PMBSAR PC?B
MLJW 2CNMPRQ�RFC�NPMBSAR�

(MQR�)$ PC?B
MLJW 2CNMPRQ�RFC�AMLRPMJJCP]Q�)$��?�QRPGLE�MD�SLGOSC�?JNF?�?LB�LSKCPGA�AF?P?ARCPQ�RF?R
GBCLRGDW�RFGQ�NJ?RDMPK�

.G?E?P?
6CPQGML

PC?B
MLJW 2CNMPRQ�RFC�TCPQGML�MD�RFC.G?E?P?BGQRPG@SRGML�PSLLGLE�GL�RFC�FMQR�NJ?RDMPK�

*?T?�6-
.?KC

PC?B
MLJW 2CNMPRQ�RFC�*?T?�TGPRS?J�K?AFGLC�SQCB��DMP�CV?KNJC��^*?T?�(MR3NMR�4-	
%K@CBBCB�#JGCLR�6-_�DMP�?LW.� AMLRPMJJCP��MP�^*?T?�(MR3NMR�4-	���
"GR
3CPTCP6-_�DMP�?�3SNCPTGQMP�ML�?�7GLBMUQ�FMQR�

*?T?�6-
6CLBMP

PC?B
MLJW 2CNMPRQ�RFC�TCLBMP�DMP�*?T?�6-��/P?AJC�#MPNMP?RGML�

*?T?�6K
6CPQGML

PC?B
MLJW 2CNMPRQ�RFC�TCPQGML�MD�*?T?�6-��DMP�CV?KNJC��^����
@���_�DMP�RFC�*?T?���AMKN?AR�
6-�ML�?�AMLRPMJJCP��MP�^�����
@��_�DMP�RFC�*?T?���3%�6-�ML�?�7 GLBMUQ�FMQR�

/3�.?KC PC?B
MLJW 2CNMPRQ�RFC�MNCP?RGLE�QWQRCK�L?KC��QSAF�?Q�^1.8_�MP�^7GLBMUQ����_

/3�!P AF PC?B
MLJW -?AFGLC�?PAFGRCARSPC�DMP�/3��QSAF�?Q�^?PK_�MP�^NNA_��AMLRPMJJCP�FMQRQ	�MP
^?KB��_��7 GLBMUQ�FMQRQ	�

/Q�6 CPQGML PC?B
MLJW /NCP?RGLE�3WQRCK�TCPQGML��QSAF�?Q�^�����_��1.8	�MP�^����_��7GLBMUQ���	�

0J?RDMPK
$?CKML�0MPR

PC?B
MLJW 2CNMPRQ�RFC�NMPR�LSK@CP�ML�UFGAF�RFC�NJ?RDMPK�B?CKML�RF?R�QR?PRCB�RFC�QR?RGML�GQ
JGQRCLGLE�DMP�GRQ�NJ?RDMPK�QCPTCP��������MP�?LMRFCP�NMPR�LSK@CP	��4FGQ�A?L�NPMTC
SQCDSJ�GL�A?QC�WMS�AF?LECB�RFC�NJ?RDMPK�NMPR��@SR�RFCL�DMPEMR�UF?R�RFC�LCU�NMPR
GQ�

0J?RDMPK
$?CKML�4,3
0MPR

PC?B
MLJW 2CNMPRQ�RFC�NMPR�LSK@CP�ML�UFGAF�RFC�NJ?RDMPK�B?CKML�GQ�JGQRCLGLE�DMP�GRQ
NJ?RDMPK�4,3�QCPTCP�������MP�?LMRFCP�NMPR�LSK@CP�NPMTGBCB�RF?R�NJ?RDMPK�4,3�GQ
CL?@JCB�

)D�NJ?RDMPK�4,3�GQ�BGQ?@JCB��RFGQ�NPMNCPRW�PC?BQUnknown��4FGQ�A?L�NPMTC
SQCDSJ�GL�A?QC�WMS�AF?LECB�RFC�NJ?RDMPK�4,3�NMPR��?LB�RFCL�DMPEMR�UF?R
RFC�LCU�NMPR�GQ�

,MA?JC QRPGLE $CRCPKGLCQ�JMA?JC
QNCAGeA�@CF?TGMP��QSAF�?Q�B?RC�?LB�RGKC�DMPK?RRGLE��?LB�?JQM
UFGAF�JCVGAMLQ�?PC�SQCB��!�QRPGLE�CLRCPCB�KSQR�SQC�RFC�DMPK�J?LES?EC;^>_
AMSLRPW;^>_ T?PG?LR<<�

&MP�CV?KNJC�5�3��%LEJGQF�GQ�^CL>53_�?LB�RP?BGRGML?J�3N?LGQF�UMSJB�@C
CQ>%3>4P?BGRGML?J�

3CC�/P?AJC�BMASKCLR?RGML�?RFRRN���BMAQ�MP?AJC�AMK�H?T?QC�������BMAQ�
?NG�H?T?�SRGJ�,MA?JC�FRKJ�DMP�PCJ?RCB�BCR?GJQ�

.G?E?P?�0J?RDMPK�'SGBC 0JSEGL�ESGBCQ

-?P AF��������� ���
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Property Value Description

3WQRCK�4GKC PC?B
MLJW�GD�?
7 GLBMUQ�FMQR�
FMSPQ�KGLSRCQ
QCAMLBQ�GD�?
AMLRPMJJCP�FMQR

2CNMPRQ�MP�AMLeESPCQ�RFC�ASPPCLR�JMA?J�RGKC�GL�FMQR�

$?RC PC?B
MLJW�GD�?
7 GLBMUQ�FMQR�
B?RC�GD�?
AMLRPMJJCP�FMQR

2CNMPRQ�MP�AMLeESPCQ�RFC�ASPPCLR�JMA?J�B?RC�GL�FMQR�

4GKC�:MLC PC?B
MLJW�GD�?
7 GLBMUQ�FMQR�
BPMN
BMUL�JGQR
GD�?�AMLRPMJJCP
FMQR

2CNMPRQ�MP�AMLeESPCQ�RFC�ASPPCLR�JMA?J�RGKC�XMLC�DMP�FMQR�

%LEGLC
7 ?RAFBME
0MJGAW

BPMN
BMUL�JGQR
�BCD?SJRQ�RM
Terminate 	

$CeLCQ�RFC�PCQNMLQC�R?ICL�@W�RFC�NJ?RDMPK�B?CKML�GD�GR�BCRCARQ�?�QR?RGML�CLEGLC
U?RAFBME�RGKCMSR��4FC�CLEGLC�U?RAFBME�GQ�?�NJ?RDMPK�B?CKML�NPMACQQ��RM�UFGAF
RFC�QR?RGML�NCPGMBGA?JJW�PCNMPRQ�GRQ�SNB?RCB�CLEGLC�AWAJC�AMSLR��4FC�NSPNMQC�MD�RFC
U?RAFBME�GQ�RM�BCRCAR�?LB�BC?J�UGRF�?�FSLE�MP�QR?JJCB�QR?RGML��?LB�GQ�?SRMK?RGA?JJW
CL?@JCB�UFCL�RFC�QR?RGML�QR?PRQ�

Log Only ECLCP?RCQ�?�QR?AI�BSKN�?LB�JMEQ�?L�CPPMP�KCQQ?EC�GL�RFC�QWQRCK
JME��4FC�QR?RGML�QFMSJB�SJRGK?RCJW�@C�PCQR?PRCB�GD�?�U?RAFBME�RGKCMSR
MAASPQ�UGRF�RFCLog Only QCRRGLE�

Terminate IGJJQ�RFC�6-�NPMACQQ��)DRestart on Failure GL�RFC!NNJ!NNJGA?RGA?RGML�$GPGML�$GPCARMPCARMP�
RFC�QR?RGML�PCQR?PRQ�

Reboot ?SRMK?RGA?JJW�PCQR?PRQ�RFC�FMQR�AMLRPMJJCP�NJ?RDMPK��)DAuto-Start GQ
CL?@JCB�GL�RFC!NNJ!NNJGA?RGA?RGML�$GPGML�$GPCARMPCARMP��RFC�QR?RGML�PCQR?PRQ�?DRCP�RFC�NJ?RDMPK
PC@MMRQ�

%LEGLC
7 ?RAFBME
4GKCMSR

FMSPQ�?LB
KGLSRCQ
�BCD?SJRQ�RM��
KGLSRCQ	

)D�RFC�QR?RGML]Q�CLEGLC�AWAJC�AMSLR�QRMNQ�AF?LEGLE�?LB�MP�RFC�QR?RGML�BMCQ�LMR
PCNMPR�?�AWAJC�AMSLR�RM�RFC�NJ?RDMPK�B?CKML��BCeLCQ�FMU�JMLE�RM�U?GR�@CDMPC
ECLCP?RGLE�?�QR?AI�BSKN�DMP�BG?ELMQRGA�NSPNMQCQ��4FC�NJ?RDMPK�B?CKML�A?SQCQ
RFC�6-�RM�ECLCP?RC�RFC�QR?AI�BSKN��RFCL�RFC�B?CKML�R?ICQ�RFC�?ARGML�BCeLCB�@W
RFCEngine Watchdog Policy �

%L?@JC�3R?RGML
!SRM
3?TC

AFCAI�@MV
�BCD?SJRQ�RM
CL?@JCB	

#MLeESPCQ�GDAuto-Save QFMSJB�@C�CL?@JCB�MP�BGQ?@JCB�Auto-Save APC?RCQ�?
config_backup_<YYMMDD>_<HHMM>.bog eJC��UFCPC<YYMMDD>GQ�RFC�B?RC�?LB
<HHMM>GQ�RFC�RGKC�UFCL�RFC�?SRMK?RGA�@?AISN�U?Q�APC?RCB��3R?RGML�!SRM
3?TC
&PCOSCLAW�BCeLCQ�UFCL�RFC�Q?TC�MAASPQ��!SRM
Q?TCB�@?AISN�eJCQ�?PC�ICNR�SLBCP
RF?R�QR?RGML]Q�DMJBCP�

3R?RGML�!SRM

3?TC
&PCOSCLAW

FMSPQ�?LB
KGLSRCQ
�BCD?SJRQ�RM
CTCPW����FMSPQ
DMP�AMLRPMJJCP
NJ?RDMPKQ�?LB
CTCPW�FMSP�DMP
?�7 GLBMUQ
FMQR	

$CeLCQ�FMU�DPCOSCLRJW�RM�APC?RC�?L�?SRM
Q?TC�@?AISN�MD�?�QR?RGML]Q�"/'�eJC�

0JSEGL�ESGBCQ .G?E?P?�0J?RDMPK�'SGBC
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Property Value Description

3R?RGML�!SRM

3?TC�6CPQGMLQ
RM�+CCN

LSK@CP
�BCD?SJRQ�RM
XCPM���	�ML�?
AMLRPMJJCP
NJ?RDMPK�?LB
RFPCC���	�DMP�?
7 GLBMUQ�FMQR	

#MLeESPCQ�RFC�LSK@CP�MD�@?AISNQ�RM�Q?TC��/LAC�RFGQ�JGKGR�GQ�PC?AFCB��RFC
DP?KCUMPI�PCNJ?ACQ�RFC�MJBCQR�MD�RFC�@?AISNQ�UGRF�RFC�LCVR�K?LS?J�MP�?SRMK?RGA
Q?TC�

#F?LEGLE�RFC�BCD?SJR�T?JSC�DMP�?�AMLRPMJJCP�DPMK���RM���NPMTGBCQ�?�@CLCeR
GL�RFC�A?QC�UFCPC�?�A?R?QRPMNFGA��WCR�GL?BTCPRCLR	�QR?RGML�AF?LEC�GQ�K?BC�
)D�RFGQ�F?NNCLQ�?�QR?RGML�IGJJ�PCTCPRQ�RFC�QR?RGML�@?AI�RM�RFC�@?AISN�AMNW�

)L�7 GLBMUQ�FMQRQ��WMS�A?L�Q?DCJW�GLAPC?QC�RFC�BCD?SJR�LSK@CP�RM�Q?TC
KMPC�@?AISNQ�

"?RRCPW
0PCQCLR

true �BCD?SJR	
MPfalse

�!NNJGCQ�MLJW�RM�?�FMQR�MRFCP�RF?L�RFC*!#%
���� MP*!#%
���� 	�3NCAGeCQ�GD�RFC
AMLRPMJJCP�F?Q�?L�GLRCEP?J�@?AISN�@?RRCPW��RWNGA?JJW�?L�ML@M?PB�.G-(�@?RRCPW�

true GQ�PCAMKKCLBCB�SLJCQQ�RFC�AMLRPMJJCP�GQ�@MRF�32!-
COSGNNCB�?LB�GQ
UGRFMSR�?L�?RR?AFCB�@?AISN�@?RRCPW��RFCPC�GQ�LM�U?W�RM�BCRCAR�RFC�J?RRCP
RFPMSEF�QMDRU?PC	�

false BGQ?@JCQ�RFC0MUCP-MLGRMP3CPTGAC0MUCP-MLGRMP3CPTGAC?R�RFC�LCVR�PC@MMR��4FGQ�NPCTCLRQ
LSGQ?LAC�@?RRCPW�@?B�?J?PKQ��3R?RGML�@?AISN�GQ�BCNCLBCLR�RMR?JJW�ML
32!-�?LB�R FC�QR?RGML]Q$?R?2CAMTCPW3CPTGAC$?R?2CAMTCPW3CPTGAC�RFC�AMLRPMJJCP�KSQR�F?TC�RFC
NJ?R$?R?2CAMTCPWKMBSJC�GLQR?JJCB��?LB�@C�JGACLQCB�DMP�$?R?2CAMTCPW	�

4FC�AMLeESP?RGML�BCQAPG@CB�?@MTC�GQ�MLJW�MLC�MD�RFPCC�NMQQG@JC�@?AISN
MNRGMLQ�DMP�?L�32!-
COSGNNCB�AMLRPMJJCP�RF?R�A?L�?JQM�F?TC�?�@?AISN
@?RRCPW�GLQR?JJCB��DMP�CV?KNJC�*!#%
�% ?LB *!#%
�% ��MP*!#%
� ?LB *!#%
�

UGRF�?L�32!-�MNR GML�A?PB	��4FC�RUM�MRFCP�MNRGMLQ�?PC�RM�SQC�@MRF�?
@?AISN�@?RRCPW�?LB�32!-�DMP�@?AISN��MP�RM�SQC�MLJW�?�@?AISN�@?RRCPW
?LB�LM�32!-��4FCQC�MNRGMLQ�PCOSGPC�RF?RBattery Present NPMNCPRW�GQ�QCR
RMtrue �

&MP�PCJ?RCB�BCR?GJQ��PCDCP�RM�RFC�BMASKCLRNiagara Data Recovery Service Guide�

.SK@CP�MD
#05Q

PC?B
MLJW 2CNMPRQ�RFC�LSK@CP�MD�#05Q�SQCB�GL�RFC�FMQR�NJ?RDMPK���4FGQ�GQ�RWNGA?JJW���GD�?
AMLRPMJJCP��KMPC�GD�?�7GLBMUQ�FMQR�

#SPPCLR�#05
5Q?EC

PC?B
MLJW 2CNMPRQ�RFC�NCPACLR?EC�MD�#05�SRGJGX?RGML�GL�RFC�J?QR�QCAMLB�

/TCP?JJ�#05
5Q?EC

PC?B
MLJW 2CNMPRQ�RFC�NCPACLR?EC�MD�#05�SRGJGX?RGML�QGLAC�RFC�J?QR�PC@MMR�

&GJCQWQRCK PC?B
MLJW 2CNMPRQ�eJC�QRMP?EC�QR?RGQRGAQ�DMP�RFC�FMQR��GLAJSBGLE�RMR?J�eJC�QN?AC��?T?GJ?@JC
�DPCC	�QN?AC��?LB�eJC�@JMAI�QGXC��KGLGKSK�QGXC�DMP�CTCL�RFC�QK?JJCQR�eJC	��&MP�RFC
*!#%
���� FMQR��GR�K?W�JMMI�QGKGJ?P�RM�

.G?E?P?�0J?RDMPK�'SGBC 0JSEGL�ESGBCQ

-?P AF��������� ���



Property Value Description

0FWQGA?J�2!- PC?B
MLJW #SPPCLR�RMR?J�?LB�DPCC�2!-�QR?RGQRGAQ�DMP�RFC�FMQR��&MP�RFC*!#%
���� ��GR�K?W�JMMI
QGKGJ?P�RM�

4MR?J&PCC�� ���� ���� +" ��� ���� +"

3CPG?J�LSK@CPPC?B
MLJW �!NNC?PQ�MLJW�DMP�RFC*!#% FMQR	��2CNMPRQ�RFC�AMLRPMJJCP]Q�SLGOSC�QCPG?J�LSK@CP�

(?PBU?PC
2CTGQGML

PC?B
MLJW �!NNC?PQ�MLJW�DMP�RFC*!#% FMQR	��2CNMPRQ�RFC�F?PBU?PC�PCTGQGML�MD�RFC�AMLRPMJJCP�

(?PBU?PC
*SKNCP�0PCQCR

�!NNJGCQ�MLJW�RM�RFC*!#% FMQR��CVACNR�DMP�RFC*!#%
���� 	�%GRFCP�RPSC�MP
D?JQCbGLBGA?RCQ�UFCRFCP�MP�LMR�RFC�KMBC�HSKNCP�GQ�GLQR?JJCB�DMP�^QCPG?J�QFCJJ
KMBC_�?AACQQ��2C?B�?R�@MMR�RGKC�MLJW��2CDCP�RM�RFCJACE Niagara 4 Install and Startup

Guide

&?GJSPC�2C@MMR
,GKGR

LSK@CP
�BCD?SJRQ�RM��	

�#MLRPMJJCP�NJ?RDMPKQ�MLJW	�,GKGRQ�RFC�LSK@CP�MD�QR?RGML�PCQR?PRQ�RF?R�A?L�@C
RPGEECPCB�@W�QR?RGML�D?GJSPCQ��UGRFGL�RFCFailure Reboot Limit Period �GD�RFC�FMQR�GQ
QM�AMLeESPCB�SQGLE�RFC!NNJ!NNJGA?RGA?RGML�$GPGML�$GPCARMPCARMP	�

&?GJSPC�2C@MMR
,GKGR�0CPGMB

FMSPQ�?LB
KGLSRCQ
�BCD?SJRQ�RM���
KGLSRCQ	

�#MLRPMJJCP�NJ?RDMPKQ�MLJW	�3NCAGeCQ�RFC�PCNC?RGLE�DPCOSCLAW�MD�RFCFailure
Reboot Limit NCPGMB�

4FCQC�RUM�D?GJSPC�PC@MMR�QCRRGLEQ�?PC�?JQM�?BHSQR?@JC��GL�?LW�TCPQGML�MD�?
1.8
@?QCB�FMQR	�UGRFGL�RF?R�AMLRPMJJCP]Q!daemon/daemon.properties eJC��GL
RFC�DMJJMUGLE�RUM�NPMNCPRGCQ�

` failureRebootLimit=x UFCPC x GQ�?L�GLRCECP��BCD?SJR�GQ��

` failureRebootLimitPeriod=y �UFCPC y GQ�JMLE�GL�KGJJGQCAMLBQ�
BCD?SJR�GQ��������	

2!-�$GQI NCPACLR?EC
�BCD?SJRQ�RM
��	

$CeLCQ�RFC�?KMSLR�MD�PCK?GLGLE�2!-�$GQI�RF?R�RPGEECPQ�?0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQ?LB
0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGMLU?PLGLE�

Size GLBGA?RCQ�RFC�QGXC�MD�RFC�2!-�B GQI�SQCB�RM�QRMPC�FGQRMPW�?LB�?J?PK
eJCQ��4FGQ�T?JSC�BCD?SJRQ�RM���K@�

Status PCNMPRQ�RFC�ASPPCLR�QR?RSQ�MD�2!-�BGQI�

*?T?�(C?N�
-GL�&PCC

-"��4FC
BCD?SJR�T?PGCQ
?AAMPBGLE�RM
AMLRPMJJCP
KMBCJ�	

3NCAGeCQ�RFC�KGLGKSK�DPCC�*?T?�FC?N�QGXC��GL�-"�?E?GLQR�UFGAF�RFC�QR?RGML
AMKN?PCQ��RCQRQ	�DMP�JMU�KCKMPW�AMLBGRGMLQ��RF?R�GQ�CVACQQGTC�*?T?�FC?N��4FGQ�RCQR
?SRMK?RGA?JJW�PSLQ�MLAC�?�KGLSRC��)D�RFC�FC?N�DPCC�@WRC�AMSLR�GQ�JCQQ�RF?L�RFC
BCeLCB�KGLGKSK�DPCC�FC?N�QGXC��?�JMU�KCKMPW�U?PLGLE�BGQNJ?WQ�GL�?JJ7 MPI@CLAF
TGCUQ�MD�RFC�QR?RGML��4FC�U?PLGLE�GQ�?�WCJJMU�KCQQ?EC�@MV�MTCPJ?GB�ML�?LW�LCU
TGCU�?AACQQCB��MP�ML�?LW�ASPPCLR�TGCU�RF?R�GQ�PCDPCQFCB��4FGQ�U?PLGLE�GQ�PCKMTCB
UFCL�RFC�FC?N�DPCC�@WRC�AMSLR�PGQCQ�?@MTC�RFC�BCeLCB�KGLGKSK�QGXCbQSAF�?Q
KGEFR�MAASP�GD�CLMSEF�AMKNMLCLRQ�?PC�BCJCRCB�DPMK�RFC�QR?RGML�

!J J�KCKMPW�QR?RGQRGAQ��GLAJSBGLE�RFMQC�DMP�FC?N��?PC�?AACQQG@JC�ML�?�QR?RGML
MNCLCB�GL7 MPI@CLAF��TG?�RFC2CQMSP2CQMSPAC�-?L?ECPAC�-?L?ECPTGCU�MD�RFC�3R?RGML
AMKNMLCLR�
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Property Value Description

/NCL�&GJC
$CQAPGNRMPQ�
-GL�&PCC

LSK@CP 3NCAGeCQ�RFC�K?VGKSK�?KMSLR�MD�eJC�BCQAPGNRMPQ�RF?R�A?L�@C�SQCB��4F?R�GQ��RFC
PC?B
MLJWMax Open LSK@CP�KGLSQ�RFCMin Free ?KMSLR��&GJC�BCQAPGNRMPQ�?PC�SQCB
DMP�FGQRMPGCQ��KMBSJCQ��?LB�&MV�AMLLCARGMLQ�)D�CVACCBCB�?�^3R?RGML�F?Q�RMM�K?LW
MNCL�eJCQ�MP�QMAICRQ_�U?PLGLE�GQ�MTCPJ?GB�GL�?JJ7 MPI@CLAFTGCUQ�MD�RFC�QR?RGML�

&PCC�2!-�
-GL�&PCC

+" 3NCAGeCQ�RFC�KGLGKSK�2!-�RF?R�A?L�@C�JCDR�DPCC�BSPGLE�QR?RGML�MNCP?RGML��)D
QR?RSQ�GQ�LMROk��?�^,MU�DPCC�2!-_�U?PLGLE�MTCPJ?WQ�?JJ7 MPI@CLAFTGCUQ�MD�RFC
QR?RGML�

$GQI�3N?AC�
-GL�&PCC

NCPACLR?EC 3NCAGeCQ�RFC�KGLGKSK�NCPACLR?EC�MD�BGQI�QRMP?EC�RF?R�A?L�@C�JCDR�DPCC�BSPGLE
QR?RGML�MNCP?RGML��"CJMU�RFGQ�?KMSLR��?�^0J?RDMPK�PSLLGLE�JMU�ML�BGQI�QN?AC_
U?PLGLE�MTCPJ?WQ�?JJ7 MPI@CLAFTGCUQ�MD�RFC�QR?RGML�

&GJCQ��-GL�&PCC LSK@CP 3NCAGeCQ�RFC�KGLGKSK�LSK@CP�MD�DPCC�eJCQ�?T?GJ?@JC�BSPGLE�QR?RGML�MNCP?RGML�
"CJMU�RFGQ�LSK@CP��?�PCJ?RCB�NJ?RDMPK�U?PLGLE�?NNC?PQ��4FC
0J?RDMPK3CPTGAC#MLR?GLCP0J?RDMPK3CPTGAC#MLR?GLCPQR?RSQ�NPMNCPRW&GJCQWQRCK&GJCQWQRCKGLAJSBCQ�@MRF�RFC�ASPPCLR
LSK@CP�MD�eJCQ�?LB�RFC�K?VGKSK�LSK@CP�MD�eJCQ�DMP�C?AF*!#% AMLRPMJJCP
N?PRGRGML�

3WQRCK3CPTGAC��SLBCP�0J?RDMPK3CPTGACQ	
4FC0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQAFGJB3WQRCK3CPTGAC3WQRCK3CPTGACAMLR?GLCP�GQ�?AACQQG@JC�DPMK�GRQ�NPMNCPRW�QFCCR��5LJGIC�MRFCP�AFGJB
QCPTGACQ�3WQRCK3CPTGAC3WQRCK3CPTGACBMCQ�LMR�?NNC?P�GL�RFC�.?T�RPCC�
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4M�?AACQQ��AJGAI#MLeE#MLeE� 3CPTGACQ3CPTGACQ?LB�PGEFR
AJGAI0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQ� !V�0P!V�0PMNCPRW�3FCCRMNCPRW�3FCCRRFCL�CVN?LB
3WQRCK3CPTGAC3WQRCK3CPTGAC�

Property Value Description

0J?RDMPK�3CPTGAC�$CQAPGNRGML PC?B
MLJW $GQNJ?WQ�RFC�QCPTGAC�BCQAPGNRGML�DMP
RFC�0J?RDMPK�

*?T?�6K�.?KC PC?B
MLJW $GQNJ?WQ�RFC�BCR?GJQ�MD�*?T?�6K�

Figur e 67. 3WQRCK�3CPTGAC�NPMNCPRGCQ
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Property Value Description

*?T?�6K�6 CLBMP PC?B
MLJW $GQNJ?WQ�RFC�TCLBMP�L?KC�MD�*?T?
6K�

*?T?�6K�6 CPQGML PC?B
MLJW $GQNJ?WQ�RFC�TCPQGML�MD�*?T?�6K�

/Q�!P AF PC?B
MLJW $GQNJ?WQ�RFC�MNCP?RGLE�QWQRCK
?PAFGRCARSPC�BCR?GJQ�

/Q�.?KC PC?B
MLJW $GQNJ?WQ�RFC�MNCP?RGLE�QWQRCK�L?KC�

/Q�6 CPQGML PC?B
MLJW $GQNJ?WQ�RFC�MNCP?RGLE�QWQRCK
TCPQGMLQ�

(MQR�)B PC?B
MLJW $GQNJ?WQ�RFC�FMQR�)$�GQ�ECLCP?RCB
SNML�GLQR?JJ?RGML�MD�RFC.G?E?P?
QMDRU?PC��?LB�RWNGA?JJW�@CEGLQ�UGRF
7 GL
��DMP�CV?KNJC
7 GL
�"%�
"���
&#��
�����

(MQR�)B�3R?RSQ PC?B
MLJW $GQNJ?WQ�RFC�QR?RSQ�MD�FMQR��DMP
CV?KNJC��NCPNCRS?J	�

-MBCJ PC?B
MLJW $GQNJ?WQ�KMBCJ�MD.G?E?P?�

0PMBSAR PC?B
MLJW $GQNJ?WQ�RFC�NPMBSAR�BCR?GJQ�

-MBCJ�6CPQGML PC?B
MLJW $GQNJ?WQ�KMBCJ�TCPQGML�MD.G?E?P?�

.G?E?P?�6CPQGML PC?B
MLJW $GQNJ?W.G?E?P?TCPQGML�GL�SQC�

,MA?JC PC?B
MLJW $CRCPKGLCQ�JMA?JC
QNCAGeA�@CF?TGMP
QSAF�?Q�B?RC�?LB�RGKC�DMPK?RRGLE�
?LB�?JQM�UFGAF�JCVGAMLQ�?PC�SQCB��!
QRPGLE�CLRCPCB�KSQR�SQC�RFC�DMPK�
J?LES?EC�;^>_�AMSLRPW�;^>_�T?PG?LR<<�
&MP�CV?KNJC��5�3��%LEJGQF�GQ�^CL>53_
?LB�RP?BGRGML?J�3N?LGQF�UMSJB�@C
^CQ>%3>4P?BGRGML?J_�

3R?RGML�.?KC PC?B
MLJW #SPPCLR�JMA?J�RGKC�GL�FMQR�

3WQRCK�4GKC PC?B
MLJW #SPPCLR�JMA?J�B?RC�GL�FMQR�

4GKC�:MLC PC?B
MLJW #SPPCLR�JMA?J�RGKC�XMLC�DMP�FMQR�

)Q�3WQRCK�4GKC�2C?BMLJW RPSC��BCD?SJR	 )D�QCR�RMtrue RFC�BGQNJ?WCB�RGKC�GQ
PC?B�MLJW�

#SPPCLR�#NS�5Q?EC PC?B
MLJW $GQNJ?WQ�RFC�ASPPCLR�#NS�SQ?EC�GL
NCPACLR?EC�

/TCP?JJ�#NS�SQ?EC PC?B
MLJW $GQNJ?WQ�RFC�MTCP?JJ�#NS�SQ?EC�GL
NCPACLR?EC�
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Property Value Description

.SK�#NSQ PC?B
MLJW $GQNJ?WQ�RFC�LSK@CP�MD�JMEGA?J
NPMACQQMPQ�MD�RFC�QWQRCK�

4MR?J�0FWQGA?J�-CKMPW PC?B
MLJW $GQNJ?WQ�RFC�NFWQGA?J�KCKMPW�GQ
ASPPCLRJW�@CGLE�SRGJGXCB�@W�RFC�3CPTCP�

&PCC�0FWQGA?J�-CKMPW PC?B
MLJW $GQNJ?WQ�RFC�NFWQGA?J�KCKMPW�GQ
ASPPCLRJW�LMR�@CGLE�SRGJGXCB�@W�RFC
3CPTCP�

&GJC�3WQRCK�!RRPG@SRCQ ?BBGRGML?J�NPMNCPRGCQ #MLeESPCQ�?BBGRGML?J�?RRPG@SRCQ�DMP
eJCQ�

)Q�3R?RGML PC?B
MLJW

%LEGLC�7?RAFBME�0MJGAW PC?B
MLJW 4FC�CLEGLC�U?RAFBME�GQ�?�NJ?RDMPK
B?CKML�NPMACQQ��RM�UFGAF�RFC
QR?RGML�NCPGMBGA?JJW�PCNMPRQ�GRQ
SNB?RCB�CLEGLC�AWAJC�AMSLR��4FC
U?RAFBME�NSPNMQC�GQ�RM�BCRCAR�?LB
BC?J�UGRF�?�^FSLE_�MP�^QR?JJCB_
QR?RGML��?LB�GQ�?SRMK?RGA?JJW�CL?@JCB
UFCL�RFC�QR?RGML�QR?PRQ�

4FC�%LEGLC�7?RAFBME�0MJGAW
BCeLCQ�RFC�PCQNMLQC�R?ICL�@W
RFC�NJ?RDMPK�B?CKML�GD�GR�BCRCARQ
?�QR?RGML�CLEGLC�U?RAFBME�RGKC

MSR��7?RAFBME�NMJGAW�QCJCARGMLQ
GLAJSBC�

` ,ME�/LJW�b�'CLCP?RCQ�QR?AI
BSKN�?LB�JMEQ�?L�CPPMP
KCQQ?EC�GL�RFC�QWQRCK�JME�
�4FC�QR?RGML�QFMSJB
SJRGK?RCJW�@C�PCQR?PRCB�GD�?
U?RAFBME�RGKCMSR�MAASPQ
UGRF�RFC�^,ME�/LJW_
QCRRGLE	�

` 4CPKGL?RC�b��$CD?SJR	�+GJJQ
RFC�6-�NPMACQQ��)D�^PCQR?PR
ML�D?GJSPC_�GQ�CL?@JCB�DMP�RFC
QR?RGML��RWNGA?J	��RFC�QR?RGML
GQ�PCQR?PRCB�

` 2C@MMR�b�!SRMK?RGA?JJW
PC@MMRQ�RFC�FMQR*!#%

NJ?RDMPK��)D�^?SRM
QR?PR_�GQ
CL?@JCB�DMP�RFC�QR?RGML��RFC
QR?RGML�GQ�PCQR?PRCB�?DRCP�RFC
QWQRCK�PC@MMRQ�

%LEGLC�7?RAFBME�4GKCMSR PC?B
MLJW $CD?SJR�GQ���KGLSRC��?LB�P?LEC�GQ
DPMK���KQ�RM�GLeLGRW��)D�RFC�QR?RGML]Q
CLEGLC�AWAJC�AMSLR�QRMNQ�AF?LEGLE

0JSEGL�ESGBCQ .G?E?P?�0J?RDMPK�'SGBC
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Property Value Description

?LB�MP�RFC�QR?RGML�BMCQ�LMR�PCNMPR�?
AWAJC�AMSLR�RM�RFC�NJ?RDMPK�B?CKML
UGRFGL�RFGQ�BCeLCB�NCPGMB��RFC
NJ?RDMPK�B?CKML�A?SQCQ�RFC�6-�RM
ECLCP?RC�?�QR?AI�BSKN�DMP
BG?ELMQRGA�NSPNMQCQ��RFCL�R?ICQ�RFC
?ARGML�BCeLCB�@W�RFC�%LEGLC
7 ?RAFBME�0MJGAW�

)Q�3R?RGML�!SRM
3?TC�%L?@JCB RPSC�BCD?SJR	 )D�QCR�RMtrue Q?TCQ�RFC�QR?RGML�B?R?
?SRMK?RGA?JJW�

3R?RGML�!SRM
3?TC�&PCOSCLAW PC?B
MLJW $CD?SJR�GQ�CTCPW����FMSPQ�DMP�?LW
*!#% NJ?RDMPK��MP�CTCPW���	�FMSP�GD�?
7 GLBMUQ�FMQR��2?LEC�GQ�DPMK���RM
K?LW�FMSPQ�

3R?RGML�3?TC�"?AISN�#MSLR PC?B
MLJW $GQNJ?WQ�RFC�LSK@CP�FMU�K?LW�RGKCQ
RFC�QR?RGML�@?AISN�GQ�QRMPCB�

4GKCXMLC�$?W�-MBC�3SNNMPR PC?B
MLJW

,MA?J�$?CKML�!AACQQ PC?B
MLJW $GQNJ?WQ�RFC�RWNC�MD�?AACQQ�DMP�JMA?J
B?CKML�

,MA?J�$?CKML�0MPR PC?B
MLJW $GQNJ?WQ�RFC�NMPR�LSK@CP�DMP�JMA?J
B?CKML�

,MA?J�$?CKML�3QJ�0MPR PC?B
MLJW $GQNJ?WQ�RFC�3QJ�NMPR�LSK@CP�DMP
JMA?J�B?CKML�

3R?RGML�3?TC!J?PK�3SNNMPR ?BBGRGML?J�NPMNCPRGCQ #MLeESPC�?BBGRGML?J�N?P?KCRCPQ�RM
ECR�RFC�?J?PK�ML�QR?RGML�Q?TC�

!J JMU�3R?RGML�2CQR?PR RPSC��BCD?SJR	 )D�QCR�RMtrue ?JJMUQ�RFC�QR?RGML�RM
PCQR?PR�ML�D?GJSPC�

&GNQ�3R?RSQ PC?B
MLJW

)Q�3CPTGAC�2C?BMLJW PC?B
MLJW

!J JMU�"P?LB�#F?LEC PC?B
MLJW

)Q�,GACLQC�2C?BMLJW PC?B
MLJW

)Q�.G?E?P?�(MKC�2C?BMLJW PC?B
MLJW

7FCL�WMS�CVN?LB3WQRCK3CPTGAC3WQRCK3CPTGAC��WMS�QCC�KMQR�MD�RFC�Q?KC�NPMNCPRGCQ�?T?GJ?@JC�GL�RFC�BCD?SJR0J?RDMPK0J?RDMPK
3CPTGAC�#MLR?GLCP�0JSEGL3CPTGAC�#MLR?GLCP�0JSEGLTGCU��)L�?BBGRGML��RFCPC�GQ�?�AMLR?GLCP�QJMR3R?R3R?RGML�3?TC�!J?PK�3SNNMPRGML�3?TC�!J?PK�3SNNMPR�
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0PMNCPRGCQ�SLBCP3R?R3R?RGML�3?TC�!J?PK�3SNNMPRGML�3?TC�!J?PK�3SNNMPR?JJMU�WMS�RM�AMLeESPC�RFC�?J?PK�AJ?QQ�?LB�MRFCP�N?P?KCRCPQ�RM
SQC�DMPQR?RQR?RGML�Q?TCGML�Q?TC?J?PKQ��3SAF�?L�?J?PK�K?W�MAASP��DMP�CV?KNJC��GD�RFCPC�GQ�GLQSDeAGCLR�BGQI�QN?AC�RM�AMKNJCRC
RFC�Q?TC�

0PMNCPRGCQ�UMPI�RFC�Q?KC�?Q�RFMQC�GL�?L�?J?PK�CVRCLQGML�DMP�?�AMLRPMJ�NMGLR�

NOTE: /R FCP�NJ?RDMPK�U?PLGLEQ�DPMK�BCeLCB�JGKGRQ��QSAF�?Q�DMP�JMU�KCKMPW��JMU�BGQI�QN?AC��?LB�QM�ML�?PC
LMR�PC?JJW�?J?PKQbRFCW�QGKNJW�ECLCP?RC�?�WCJJMU�MTCPJ?W�GL�RFC�JMUCP�PGEFR�AMPLCP�UFCL�TGCUGLE�RFC�QR?RGML�GL
7 MPI@CLAF��)D�WMS�LCCB�?ARS?J�?J?PKQ��WMS�A?L�JGLI�DPMK�?L�?NNPMNPG?RC�@MMJC?L�QJMR�MD�RFC3WQRCK3CPTGAC3WQRCK3CPTGAC
AMKNMLCLR��DMP�CV?KNJC��,MU(C?N	�GLRM�MRFCP�NCPQGQRCB�QR?RGML�JMEGA�GL�?LMRFCP�?PC?�MD�RFC�QR?RGML�

)D�JGLIGLE�RM0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQ��@C�?U?PC�RF?R�WMS�QFMSJB�AF?LEC�RFC�JGLI�RWNC�DPMK�F?LBJC�RM�QJMR�N?RF�

0MUCP�-MLGRMP�0J?RDMPK�3CPTGAC�0JSEGL��NJ?R0MUCP

0MUCP-MLGRMP0J?RDMPK3CPTGAC0JSEGL	
4FC0MUCP�-MLGRMP�0J?RDMPK�3CPTGAC�0JSEGL0MUCP�-MLGRMP�0J?RDMPK�3CPTGAC�0JSEGLGQ�RFC�BCD?SJR�TGCU�ML�RFC�NJ?RDMPK�QCPTGAC0MUCP-MLGRMP3CPTGAC0MUCP-MLGRMP3CPTGACGL
KMQR*!#% AMLRPMJJCP�KMBCJQ��4FGQ�TGCU�NPMTGBCQ�N?P?KCRCPQ�DMP�AF?LEGLE�RFC�QFSRBMUL�BCJ?W�RGKC��?Q�UCJJ�?Q
?J?PK�QMSPAC�AMLeESP?RGML�QCRRGLEQ�

4WNGA?JJW��QSNNMPR�GQ�CL?@JCB�?LB�AMLeESPCB�?R*!#% AMKKGQQGMLGLE�RGKC��&MP�PCJ?RCB�BCR?GJQ��QCC*!#% NMUCP
KMLGRMPGLE�AMLeESP?RGML�GL�RFC�J?RCQRNiagara Data Recovery Service Guide�

Figur e 68. 3R?RGML�3?TC�!J?PK�3SNNMPR�CVN?LBCB�GL�NPMNCPRW�QFCCR�MD�3WQRCK3CPTGAC�
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3MDRU?PC�-?L?ECP�TGCU��NJ?R$?CKML
3MDRU?PC-?L?ECP	
4FC3MDRU?P3MDRU?PC�-?L?ECPC�-?L?ECPGQ�RFC�NJ?RDMPK�TGCU�WMS�SQC�RM�GLQR?JJ��SNEP?BC��MP�PCKMTC�KMBSJCQ�GL�RFC�AMLLCARCB
.G?E?P?NJ?RDMPK�

"W�BCD?SJR��RFC3MDRU?P3MDRU?PC�-?L?ECPC�-?L?ECPJGQRQ�?JJ�RFC�PCKMRC�NJ?RDMPK]Q�MSR
MD
B?RC�KMBSJCQ�?R�RFC�RMN�MD�RFC�R?@JC�
RFCL�SLGLQR?JJCB�KMBSJCQ��?LB�J?QRJW�SN
RM
B?RC�KMBSJCQ��QMPRCB�?JNF?@CRGA?JJW	�

4M�MNCL�RFGQ�TGCU��AMLLCAR�RM�?�PCKMRC�AMLRPMJJCP��CVN?LB�RFC0J?RDMPK0J?RDMPKLMBC�GL�RFC�.?T�RPCC�?LB�BMS@JC
AJGAI
3MDRU?P3MDRU?PC�-?L?ECPC�-?L?ECP�

!@MTC�RFC�R?@JC�RFC�K?L?ECP�NPMTGBCQ�B?R?�QRMP?EC�GLDMPK?RGML��#SPPCLR�DPCC�QN?AC��+"	��4M�@C�GLQR?JJCB�+"
?LB�%QRGK?RCB�DPCC�QN?AC�?DRCP�GLQR?JJ?RGML��+"	�

4FC�R?@JC�NPMTGBCQ�RFCQC�AMJSKLQ�

Column Description

&GJC $GQNJ?WQ�RFC�L?KC�MD�JMA?JJW�?T?GJ?@JC�KMBSJC�eJC�MP�@J?LI�GD�RFC�KMBSJC�GQ�ML�RFC�PCKMRC�FMQR�MLJW�

)LQR?JJCB�6CPQGML $GQNJ?WQ�RFC�TCPQGML�MD�RFC�KMBSJC�GLQR?JJCB�GL�RFC�PCKMRC�FMQR�MP�@J?LI�GD�GR�GQ�LMR�GLQR?JJCB�

! T?GJ��6CPQGML $GQNJ?WQ�RFC�J?RCQR�TCPQGML�MD�RFC�KMBSJC�RF?R�GQ�JMA?JJW�?T?GJ?@JC�MP�@J?LI�GD�RFC�QMDRU?PC�GQ�ML�RFC�PCKMRC
FMQR�MLJW�

SLJ?@CJCB 3R?RSQ�MD�RFC�KMBSJC�GL�RFC�PCKMRC�NJ?RDMPK��&MP�C?AF�KMBSJC��QR?RSQ�GQ�MLC�MD�RFC�DMJJMUGLE�

` .MR�)LQR?J.MR�)LQR?JJCBJCB�@JSC�RCVR	�GLBGA?RCQ�RF?R�RFC�KMBSJC�GQ�LMR�GL�PCKMRC�NJ?RDMPK��@SR
GQ�?T?GJ?@JC�JMA?JJW�GL�WMSP�0#]Q�QMDRU?PC�B?R?@?QC�

` .MR�)LQR?J.MR�)LQR?JJCB��2COSGPJCB��2COSGPCQ�#MKKGQQGMLGLE	CQ�#MKKGQQGMLGLE	�@JSC�RCVR	�GLBGA?RCQ�RF?R�RFC�KMBSJC�GQ�LMR�GL
RFC�PCKMRC�NJ?RDMPK��GQ�?T?GJ?@JC�JMA?JJW�?LB�PCOSGPCQ�WMS�RM�ePQR�SQC�RFC

Figur e 69. 3MDRU?PC�-?L?ECP�TGCU
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Column Description

#MKKGQQGMLGLE�7#MKKGQQGMLGLE�7GX?PGX?PBB RM�SNEP?BC�RFC�PCKMRC�NJ?RDMPK�

` 5N�RM�$?RC5N�RM�$?RCGLBGA?RCQ�RF?R�RFC�KMBSJC�GQ�GLQR?JJCB�GL�RFC�PCKMRC�NJ?RDMPK�?LB�GRQ
TCPQGML�GQ�COS?J�RM�MP�FGEFCP�RF?L�RFC�JMA?JJW�?T?GJ?@JC�KMBSJC�TCPQGML�GL�WMSP
0#]Q�QMDRU?PC�B?R?@?QC�

` /SR�MD�$?RC/SR�MD�$?RC�PCB�RCVR	�GLBGA?RCQ�RF?R�RFC�KMBSJC�GQ�GLQR?JJCB�GL�PCKMRC�NJ?RDMPK
?LB�GRQ�TCPQGML�GQ�MJBCP�RF?L�WMSP�JMA?J�TCPQGML�GL�WMSP�0#]Q�QMDRU?PC�B?R?@?QC�

` /SR�MD�$?RC��2COSGP/SR�MD�$?RC��2COSGPCQ�#MKKGQQGMLGLE	CQ�#MKKGQQGMLGLE	�PCB�RCVR	�GLBGA?RCQ�RF?R�RFC�KMBSJC�GQ�GLQR?JJCB
GL�PCKMRC�NJ?RDMPK��GRQ�TCPQGML�GQ�MJBCP�RF?L�RFC�?T?GJ?@JC�JMA?J�TCPQGML�?LB
PCOSGPCQ�WMS�RM�ePQR�SQC�RFC#MKKGQQGMLGLE�7#MKKGQQGMLGLE�7GX?PGX?PBB RM�SNEP?BC�RFC�PCKMRC
NJ?RDMPK�

` .MR�!.MR�! T?GJ?@JC�,MA?JT?GJ?@JC�,MA?JJWJWGLBGA?RCQ�RF?R�RFC�KMBSJC�GLQR?JJCB�GL�PCKMRC�NJ?RDMPK�GQ�LMR
GL�WMSP�JMA?J�QMDRU?PC�B?R?@?QC�

` #?LLMR�)LQR?J#?LLMR�)LQR?JJJGLBGA?RCQ�RF?R�RFC�JMA?J�KMBSJC�GQ�SLPC?B?@JC�MP�F?Q�?�@?B�K?LGDCQR�
9MS�A?LLMR�GLQR?JJ�GR�

` "?B�4"?B�4?P?PECRECRGLBGA?RCQ�RF?R�?�PCKMRCJW�GLQR?JJCB�KMBSJC�GQ�SLPC?B?@JC�MP�F?Q�?�@?B
K?LGDCQR�?LB�GQ�RFCPCDMPC�SLSQ?@JC�@W�?�QR?RGML��3MDRU?PC�GL�RFGQ�QR?RC�QFMSJB
NPM@?@JW�@C�eVCB�QGLAC�GR�AMSJB�A?SQC�RFC�QR?RGML�RM�LMR�UMPI�AMPPCARJW�

` $MULEP?BC�RM��TCPQGML�$MULEP?BC�RM��TCPQGML�GLBGA?RCQ�RF?R�RFC�PCKMRCJW�GLQR?JJCB�QMDRU?PC�GQ�GLRCLBCB
RM�@C�PCNJ?ACB�UGRF�?�KMBSJC�F?TGLE�?�JMUCP�TCPQGML�

` )LQR?J)LQR?JJ��TCPQGML�J��TCPQGML�GLBGA?RCQ�RF?R�RFC�KMBSJC�GQ�GLRCLBCB�RM�@C�GLQR?JJCB��)R�BMCQ�LMR
ASPPCLRJW�CVGQR�ML�RFC�PCKMRC�NJ?RDMPK�

` 2C
)LQR?J2C
)LQR?JJ��TCPQGML�J��TCPQGML�GLBGA?RCQ�RF?R�RFC�PCKMRCJW�GLQR?JJCB�KMBSJC�GQ�GLRCLBCB�RM�@C
PCNJ?ACB�UGRF�?�KMBSJC�UGRF�RFC�Q?KC�TCPQGML�

` 5LGLQR?J5LGLQR?JJ��TCPQGML�J��TCPQGML�GLBGA?RCQ�RF?R�RFC�PCKMRCJW�GLQR?JJCB�KMBSJC�GQ�GLRCLBCB�RM�@C
SLGLQR?JJCB�

` 5NEP?BC�RM��TCPQGML�5NEP?BC�RM��TCPQGML�GLBGA?RCQ�RF?R�RFC�PCKMRCJW�GLQR?JJCB�KMBSJC�GQ�GLRCLBCB�RM
@C�PCNJ?ACB�UGRF�?�KMBSJC�UGRF�?�FGEFCP�TCPQGML�

NOTE: )LRCLBCB�QR?RSQ�T?JSCQ�JGIC�)LQR?JJ��TCPQGML��PCfCAR�SL
AMKKGRRCB�?ARGMLQ
K?BC�BSPGLE�WMSP3MDRU?P3MDRU?PC�-?L?ECPC�-?L?ECP QCQQGML��"JSC�RCVR�GQ�SQCB�RM�JGQR�RFCQC�QR?RSQCQ�

"SRRMLQ
4FC3MDRU?P3MDRU?PC�-?L?ECPC�-?L?ECPCL?@JCQ�RFCQC�@SRRMLQ�UFCL�WMS�QCJCAR�MLC�MP�KMPC�KMBSJCQ�GL�RFC�R?@JC�

` 5NEP?BC�!J5NEP?BC�!JJ�/SR�MD�$?RCJ�/SR�MD�$?RCPCNJ?ACQ�MJBCP�TCPQGML�KMBSJCQ�GL�RFC�PCKMRC�AMLRPMJJCP�UGRF�ASPPCLR�KMBSJCQ
DPMK�RFC�JMA?J�QMDRU?PC�B?R?@?QC�

` )KNMPR)KNMPR?JJMUQ�RFC�GKNMPR�MD�QMDRU?PC�DPMK�eJCQ��BGPCARMPW�MP�PCKMRC�FMQR�

Figur e 70. 3MDRU?PC�-?L?ECP�?ARGML�@SRRMLQ
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` 2C@SGJB�-MBSJC�3GEL?RSP2C@SGJB�-MBSJC�3GEL?RSPCQCQPC@SGJBQ�RFC�KMBSJC�QGEL?RSPCQ�UFCL�RFC�QR?RGML�GQ�LMR�PSLLGLE�

` )LQR?J)LQR?JJJ�2C
)LQR?J2C
)LQR?JJJ�5NEP?BC5NEP?BC�$MULEP?BC$MULEP?BCAF?LECQ�RFC�@SRRML�L?KC�@?QCB�ML�UF?R�A?L�@C�BMLC�UGRF�MLC�MP
KMPC�GLQR?JJCB�KMBSJCQ�RF?R�?PC�QCJCARCB�

` 2C
)LQR?J2C
)LQR?JJJ?NNC?PQ�GD�RFC�GLQR?JJCB�GRCK�GQ�RFC�Q?KC�TCPQGML�?Q�WMSP�JMA?JJW�?T?GJ?@JC�MLC�

` 5NEP?BC5NEP?BC?NNC?PQ�GD�RFC�GLQR?JJCB�GRCK�GQ�?L�C?PJGCP�TCPQGML�RF?L�WMSP�JMA?JJW�?T?GJ?@JC�MLC�

` $MULEP?BC$MULEP?BC?NNC?PQ�GD�RFC�GLQR?JJCB�GRCK�GQ�?L�LCUCP�TCPQGML�RF?L�WMSP�JMA?JJW�?T?GJ?@JC�MLC�

7FCL�WMS�AJGAI�RFGQ�@SRRML��RFC�QMDRU?PC]Q�QR?RSQ�AMPPCQNMLBGLEJW�AF?LECQ�RM�CGRFCPRe-Install
<version> � Upgrade <version> ��MP�D̂owngrade <version> ��?LB�RFC�@SRRML�AF?LECQ�RM#?LACJ#?LACJ
�?AR�?ARGML�GML���DMP�CV?KNJC�#?LACJ�2C
)LQR?J#?LACJ�2C
)LQR?JJJ�

` 5LGLQR?J5LGLQR?JJJPCKMTCQ�RFC�QCJCARCB�KMBSJC�Q	�DPMK�RFC�PCKMRC�NJ?RDMPK�?QQSKGLE�RF?R�LM�MRFCP�KMBSJCQ�?PC
BCNCLBCLR�ML�RFC�QCJCARCB�KMBSJC�Q	�

` 2CQCR2CQCRAJC?PQ�?JJ�f?EECB�KMBSJC�AF?LECQ�QGLAC�RFC�J?QR�AMKKGR�?LB�BGQ?@JCQ�RFC#MKKGR#MKKGR@SRRML�

��9MS�A?LLMR�AJGAI2CQCR2CQCR?DRCP�AJGAIGLE#MKKGR#MKKGR�

` #MKKGR#MKKGRGLGRG?RCQ�RFC�QMDRU?PC�?ARGML�UFCL�WMS�F?TC�MLC�MP�KMPC�NCLBGLE�?ARGMLQ�GL�NJ?AC�ML�QMDRU?PC
GRCKQ��4FGQ�GQ�FMU�WMS�J?SLAF�MP�GLGRG?RC�RFC�QMDRU?PC�?ARGML��f?EECB�AF?LECQ	�

3R?RGML�#MNGCP�TGCU��NJ?R$?CKML
3R?RGML#MNGCP	
4FC3R?R3R?RGML�#MNGCPGML�#MNGCPGQ�RFC�NJ?RDMPK�TGCU�SQCB�RM�GLQR?JJ�?�QR?RGML�GL�CGRFCP�?�PCKMRC�MP�JMA?J.G?E?P?NJ?RDMPK��?Q
UCJJ�?Q�K?IC�?�AMNW�ML�WMSP�JMA?J�0#�MD�?�PCKMRC�MP�?�JMA?JJW�PSLLGLE�QR?RGML��9MS�A?L�?JQM�BCJCRC�?LB�PCL?KC
QR?RGMLQ�SQGLE�RFGQ�TGCU�

4M�?AACQQ�RFGQ�TGCU�CVN?LB0J?RDMPK0J?RDMPK?LB�BMS@JC
AJGAI3R?R3R?RGML�#MNGCPGML�#MNGCP�

!Q�QFMUL�?@MTC��RFC3R?R3R?RGML�#MNGCPGML�#MNGCPTGCU�GQ�QNJGR�GLRM�RUM�K?GL�?PC?Q�

` 3R?RGMLQ�ML�WMSP7 MPI@CLAF0#��RWNGA?JJW�WMSP�5QCP�(MKC��?PC�QFMUL�ML�RFC�JCDR�

Figur e 71. 3R?RGML�#MNGCP�TGCU
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` 3R?RGMLQ�GL�RFC�B?CKML�5QCP�(MKC�MD�RFC�MNCLCB�NJ?RDMPK�?PC�ML�RFC�PGEFR�

"SRRMLQ

` #MNW#MNWAMNGCQ�RFC�QCJCARCB�QR?RGML�RM�JMA?JFMQR�MP�TGACTCPQ?�

` 2CL?KC2CL?KCPCL?KCQ�RFC�QCJCARCB�QR?RGML�

` $CJCRC$CJCRCBCJCRCQ�RFC�QCJCARCB�QR?RGML�

3WQJME�0J?RDMPK�3CPTGAC�0JSEGL�TGCU��NJ?RDMPK
3WQJME0J?RDMPK3CPTGAC0JSEGL	
!Q�MD.G?E?P?����� ��RFGQ�NJSEGL�K?L?ECQ�RFC�QWQJME�AMLeESP?RGML�QCRRGLEQ�DMP�KCQQ?EC�JMEEGLE��UFGAF�?JJMUQ
KCQQ?ECQ�RF?R�?PC�ECLCP?RCB�@W.G?E?P?RM�@C�QRMPCB�?LB�?L?JWXCB�ML�?�PCKMRC�QCPTCP�

4M�?AACQQ�RFC3WQJME�0J?RDMPK�3CPTGAC�0JSEGL3WQJME�0J?RDMPK�3CPTGAC�0JSEGLTGCU��CVN?LB#MLeE#MLeE� 3CPTGACQ3CPTGACQ� 0J?RDMPK�3CPTGACQ0J?RDMPK�3CPTGACQ?LB�BMS@JC

AJGAI3WQJME0J?RDMPK3CPTGAC3WQJME0J?RDMPK3CPTGAC��)L�?BBGRGML��WMS�A?L�?JQM�?AACQQ�RFGQ�NJSEGL�TG?�@PMUQCP�AMLLCARGML�RM�WMSP
NJ?RDMPK�

Type Value Description

%L?@JCB false �BCD?SJR	�MPtrue $GQ?@JCQ��D?JQC	�MP�CL?@JCQ��RPSC	�RFC
QWQRCK�JME�QCPTGAC�

3CPTCP�(MQR )0�?BBPCQQ 3NCAGeCQ�RFC�)0�?BBPCQQ�MP�FMQRL?KC
MD�RFC�3WQJME�3CPTCP�

Figur e 72. 3WQJME�0J?RDMPK�3CPTGAC�0JSEGL�TGCU
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Type Value Description

3CPTCP�0MPR LSK@CP��BCD?SJRQ�RM�����	 3NCAGeCQ�RFC�NMPR�DMP
AMKKSLGA?RGML�

-CQQ?EC�4WNC PC?B
MLJW��BCD?SJRQ�RM�"3$	 3NCAGeCQ�RFC�RWNC�MD�KCQQ?EC
QSNNMPRCB��#SPPCLRJW�MLJW�RFC�"3$
RWNC�GQ�QSNNMPRCB�

4P?LQNMPR�0PMRMAMJ BPMN
BMUL�JGQR 3NCAGeCQ�RFC�RP?LQNMPR�NPMRMAMJ�SQCB
DMP�AMKKSLGA?RGLE�KCQQ?ECQ�RM�RFC
QCPTCP�

#JGCLR�!JG?Q�!LB�0?QQUMPB RCVR 4FGQ�GQ�MLJW�PCOSGPCB�GD�RFC�QWQJME
QCPTCP�PCOSGPCQ�KSRS?J�4,3��K4,3	
NPMRMAMJ��4FGQ�NPMNCPRW�BCeLCQ�RFC
AJGCLR�ACPRGeA?RC�GL�RFC�5QCP�+CW
3RMPC�RM�SQC��2CDCP�GL.G?E?P?�3R?RGML
3CASPGRW�'SGBCRM�^#PC?RGLE�?�#JGCLR
#CPRGeA?RC�DMP�3WQJME�AMLeESP?RGML_
DMP�KMPC�GLDMPK?RGML�ML�ECLCP?RGLE
#JGCLR�#CPRGeA?RCQ�

0J?RDMPK�,ME�%L?@JCB true �BCD?SJR	�MPfalse %L?@JCQ��RPSC	�MP�BGQ?@JCQ��D?JQC	�RFC
NJ?RDMPK�JMEQ�QCLR�RM�RFC�QCPTCP�

3R?RGML�,ME�%L?@JCB true �BCD?SJR	�MPfalse %L?@JCQ��RPSC	�MP�BGQ?@JCQ��D?JQC	�RFC
QR?RGML�JMEQ�QCLR�RM�RFC�QCPTCP�

3WQJME�,ME�,CTCJ�&GJRCP Off � Severe � Warning � Info � Config �
Fine � Finer � Finest � All �BCD?SJRQ�RM
Info 	

3CRQ�RFC�KGLGKSK�JCTCJ�MD�NJ?RDMPK
?LB�QR?RGML�JMEQ�RF?R�UGJJ�@C�QCLR�RM
RFC�QWQJME�QCPTCP�

3R?RGML�!SBGR true �BCD?SJR	�MPfalse %L?@JCQ��RPSC	�MP�BGQ?@JCQ��D?JQC	�RFC
QR?RGML�?SBGR�PCAMPBQ�QCLR�RM�RFC
QCPTCP�

3CASPGRW�!SBGR true �BCD?SJR	�MPfalse %L?@JCQ��RPSC	�MP�BGQ?@JCQ��D?JQC	�RFC
QCASPGRW�?SBGR�PCAMPBQ�QCLR�RM�RFC
QCPTCP�

&?AGJGRW BPMN
BMUL�JGQR��BCD?SJRQ�RMlocal0 	 3NCAGeCQ�RFC�D?AGJGRW��MP�NPMACQQ	
UFGAF�ECLCP?RCB�RFC�QWQJME
KCQQ?ECQ�

1SCSC�3GXC LSK@CP��BCD?SJRQ�RM�����	 3NCAGeCQ�RFC�OSCSC�QGXC�RM�FMJB�RFC
KCQQ?ECQ�SLRGJ�RFCW�?PC�QCLR�

3R?RGML�3CPTCP�3R?RSQ PC?B
MLJW��BGQ?@JCB	 $GQNJ?WQ�RFC�QR?RSQ�MD�J?QR�QR?RGML�JME
KCQQ?EC�QCLR�RM�RFC�QWQJME�QCPTCP�

1SCSC�&SJJ�0CPACLR�3R?RGML PC?B
MLJW��BCD?SJRQ�RM���	 )D�AMLLCARGML�GQ�BMUL��NCPACLR?EC�MD
OSCSC�MD�QR?RGML�KCQQ?EC�SQCB�

0J?RDMPK�3CPTCP�3R?RSQ PC?B
MLJW��BGQ?@JCB	 $GQNJ?WQ�RFC�QR?RSQ�MD�J?QR�NJ?RDMPK
JME�KCQQ?EC�QCLR�RM�RFC�QWQJME
QCPTCP�
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Type Value Description

1SCSC�&SJJ�0CPACLR�0J?RDMPK PC?B
MLJW�RM���	 )D�AMLLCARGML�GQ�BMUL��NCPACLR?EC�MD
OSCSC�MD�NJ?RDMPK�KCQQ?EC�SQCB�

3WQJME�3CPTCP�#MLLCARGML�!J?PK
%L?@JCB

true �BCD?SJR	�MPfalse )D�QCR�RMtrue ��GR�ECLCP?RCQ�?J?PKQ�ML
AMLLCARGML�D?GJSPC��MLJW�DMP�4#0�?LB
4,3	�

3WQJME�3CPTCP�#MLLCARGML�!J?PK
3SNNMPR

?BBGRGML?J�NPMNCPRGCQ #MLeESPCQ�?BBGRGML?J�N?P?KCRCPQ�RM
ECLCP?RC�?J?PKQ�

3WQJME�-CQQ?EC�1SCSC�!J?PK
%L?@JCB

true �BCD?SJR	�MPfalse )D�QCR�RMtrue ��GR�ECLCP?RCQ�?J?PKQ�ML
OSCSC�DSJJ�

3WQJME�-CQQ?EC�1SCSC�!J?PK
3SNNMPR

?BBGRGML?J�NPMNCPRGCQ #MLeESPCQ�?BBGRGML?J�N?P?KCRCPQ�RM
ECLCP?RC�?J?PKQ�

3WQRCK�$?RC�4GKC�%BGRMP�TGCU��NJ?RDMPK
3WQRCK$?RC4GKC%BGRMP	
!Q�?L�?T?GJ?@JC�TGCU�ML�?�QR?RGML]Q0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQAMLR?GLCP��RFC3WQRCK�$?RC�43WQRCK�$?RC�4GKC�%BGKC�%BGRMPGRMP?JJMUQ�WMS�RM�QCR
RFC�B?RC��RGKC��?LB�RGKC�XMLC�DMP�RFC�NJ?RDMPK�PSLLGLE�RFC�QR?RGML��)D�RFC�QR?RGML�GQ�PSLLGLE�ML�?�7GLBMUQ
NJ?RDMPK��RFGQ�TGCU�GQ�PC?B
MLJW�

4M�?AACQQ�RFGQ�TGCU�PGEFR�AJGAI0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQ� 66GCUQGCUQ� 3WQRCK�$?RC�43WQRCK�$?RC�4GKC�%BGKC�%BGRMPGRMP�

Property Value Description

3WQRCK�4GKC FF�KK 3CJCAR�RFC�RGKC�FF�KK�DPMK�RFC
BPMN
BMUL�QCJCARMP�

Figur e 73. 3WQRCK�$?RC�4GKC�%BGRMP
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Property Value Description

$?RC $?RC�#FMMQCP #JGAI�RFC�B?RC�AFMMQCP�RM�QCJCAR�RFC
B?RC�

4GKC:MLC $PMN
BMUL�JGQR 3CJCAR�RFC�RGKCXMLC�DPMK�RFC�BPMN

BMUL�JGQR�DMP�RFC�QWQRCK

3WQRCK�-MLGRMP�#MLDGE��QWQRCK-MLGRMP
3WQRCK-MLGRMP#MLDGE	
4FC-CKMPW�(GQRMPW-CKMPW�(GQRMPWR?@�GL�RFC3WQRCK�-MLGRMP�#MLeE3WQRCK�-MLGRMP�#MLeETGCU�NPMTGBCQ�?�OSGAI�KCRFMB�MD�TGCUGLE�RFC�RPCLBQ�MD
5QCB�(C?N�-CKMPW��R?ICL�DPMK�RFCHeap Memory Monitor 	�?LB�RFC�&PCC�3WQRCK�-CKMPW��R?ICL�DPMK�RFC
System Memory Monitor 	�UFCL�RFCLog Memory to History NPMNCPRW�GQ�QCR�RM�RPSC�

!J RCPL?RGTCJW�WMS�AMSJB�ECR�RFGQ�Q?KC�GLDMPK?RGML�DPMK�RFC�QR?RGML]Q�(GQRMPW�L?T�RPCC��QFMUL	�?BBGLE�RFC
FGQRMPGCQ�RM�?�(4-,��UC@�AF?PR�TGCU�

Figur e 74. -CKMPW�(GQRMPW�R?@�GL�3WQRCK�-MLGRMP�#MLeE�TGCU
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&MP�BCR?GJQ�?@MSR�RFC�3WQRCK-MLGRMP3CPTGAC�?LB�PCJ?RCB�AMKNMLCLRQ��QCC�^QWQRCK-MLGRMP

3WQRCK-MLGRMP3CPTGAC_�GL�RFC�^#MKNMLCLRQ_�QCARGML�MD�RFGQ�ESGBC�

3WQRCK�0J?RDMPK�3CPTGAC�0JSEGL��NJ?RDMPK
3WQRCK0J?RDMPK3CPTGAC0JSEGL	
3WQRCK�0J?RDMPK�3CPTGAC�0JSEGL�?JJMUQ�WMS�RM�TGCU�?LB�CBGR�NJ?RDMPK�NPMNCPRGCQ�ML�?�7GLBMUQ
@?QCB�FMQR
PSLLGLE�RFC�QR?RGML��?LB�GQ�RFC�BCD?SJR�TGCU�ML�RFC�QR?RGML]Q3WQRCK�#MLeESP?R3WQRCK�#MLeESP?RGMLGML
�3WQRCK0J?RDMPK3CPTGAC7GL��	�

Figur e 75. 3R?RGML]Q�(GQRMPW�QN?AC�GL�RFC�.?T�4PCC

0JSEGL�ESGBCQ .G?E?P?�0J?RDMPK�'SGBC
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4M�?AACQQ��AJGAI#MLeE#MLeE� 3CPTGACQ3CPTGACQ?LB�PGEFR
AJGAI0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQ� !V�0P!V�0PMNCPRW�3FCCRMNCPRW�3FCCRRFCL�PGEFR�
AJGAI
3WQRCK3CPTGAC3WQRCK3CPTGAC� 66GCUQGCUQ� 3WQRCK�#MLeESP?R3WQRCK�#MLeESP?RGMLGML�

Column Name Description

.?KC .?KC�MD�PSLLGLE�QR?RGML�

(MQR )0�?BBPCQQ�MD�FMQR�NJ?RDMPK�

-MBCJ -MBCJ�MD�FMQR�NJ?RDMPK�RWNC��QSAF�?Q.0-� � *!#%
���� ��MP�7MPIQR?RGML�

-MBCJ�6CPQGML 2CNMPRQ�RFC�TCPQGML�LSK@CP�MD�RFC�FMQR�KMBCJ�

0PMBSAR $CeLCQ�RFC�NPMBSAR�

(MQR�)$ .G?E?P?FMQR�GBCLRGeCP��?�QRPGLE�SLGOSC�RM�RFGQ�MLC�K?AFGLC�

.G?E?P?6CPQGML 6CPQGML�?LB�@SGJB�LSK@CP�MD�RFC.G?E?P?BGQRPG@SRGML�PSLLGLE�GL�RFC�FMQR�NJ?RDMPK�

*?T?�6-�.?KC *?T?�TGPRS?J�K?AFGLC�SQCB��DMP�CV?KNJC��^*?T?�(MR3NMR�4-	�%K@CBBCB�#JGCLR�6-_�DMP�?LW.� AMLRPMJJCP��MP
^*?T?�(MR3NMR�4-	���
"GR�3CPTCP6-_�DMP�?�3SNCPTGQMP�ML�?�7GLBMUQ�FMQR�

*?T?�6-�6 CLBMP 6CLBMP�DMP�*?T?�6-��/P?AJC�#MPNMP?RGML�

Figur e 76. 3WQRCK�0J?RDMPK�3CPTGAC�0JSEGL�TGCU
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Column Name Description

*?T?�6-�6 CPQGML 6CPQGML�MD�*?T?�6-��DMP�CV?KNJC��^����
@���_�DMP�RFC�*?T?���AMKN?AR��6-�ML�?�AMLRPMJJCP��MP�^�����
@��_�DMP�RFC
*?T?���3%�6-�ML�?�7 GLBMUQ�FMQR�

/3�.?KC /NCP?RGLE�3WQRCK�L?KC��QSAF�?Q�^1.8_�MP�^7GLBMUQ����_

/3�!P AF� -?AFGLC�?PAFGRCARSPC�DMP�/3��QSAF�?Q�^?PK_�MP�^NNA_��AMLRPMJJCP�FMQRQ	�MP�^?KB��_��7GLBMUQ�FMQRQ	�

/3�6 CPQGML /NCP?RGLE�3WQRCK�TCPQGML��QSAF�?Q�^�����_��1.8	�MP�^����_��7GLBMUQ���	�

0J?RDMPK�$?CKML�0MPR0MPR�LSK@CP�ML�UFGAF�RFC�NJ?RDMPK�B?CKML�RF?R�QR?PRCB�RFC�QR?RGML�GQ�JGQRCLGLE�DMP�GRQ�NJ?RDMPK�QCPTCP��������MP
?LMRFCP�NMPR�LSK@CP	��4FGQ�A?L�NPMTC�SQCDSJ�GL�A?QC�WMS�AF?LECB�RFC�NJ?RDMPK�NMPR��@SR�RFCL�DMPEMR�UF?R�RFC
LCU�NMPR�GQ�

0J?RDMPK�$?CKML�4,3
0MPR

0MPR�LSK@CP�ML�UFGAF�RFC�NJ?RDMPK�B?CKML�GQ�JGQRCLGLE�DMP�GRQ�NJ?RDMPK�4,3�QCPTCP��������MP�?LMRFCP�NMPR
LSK@CP��NPMTGBCB�RF?R�NJ?RDMPK�4,3�CL?@JCB	��)D�NJ?RDMPK�4,3�GQ�BGQ?@JCB��GR�PC?BQUnknown��4FGQ�A?L�NPMTC
SQCDSJ�GL�A?QC�WMS�AF?LECB�RFC�NJ?RDMPK�4,3�NMPR	��@SR�RFCL�DMPEMR�UF?R�RFC�LCU�NMPR�GQ�

)L�RFC�AMLR?GLCP�NJSEGL��KMQR�MD�RFC�PCK?GLGLE�CLRPGCQ�?PC�AMLeESP?RGML�NPMNCPRGCQQ�
(MUCTCP�?�DCU�QR?RSQ�T?JSCQ�?PC�?JQM�KGVCB�GL��?LB�?PC�BCQAPG@CB�@CJMU�

,MA?JC $CRCPKGLCQ�JMA?JC
QNCAGeA�@CF?TGMP�QSAF�?Q�B?RC�?LB�RGKC�DMPK?RRGLE��?LB�?JQM�UFGAF�JCVGAMLQ�?PC�SQCB��!�QRPGLE
CLRCPCB�KSQR�SQC�RFC�DMPK��J?LES?EC�;^>_�AMSLRPW�;^>_�T?PG?LR<<��&MP�CV?KNJC��5�3��%LEJGQF�GQ�^CL>53_�?LB
RP?BGRGML?J�3N?LGQF�UMSJB�@C�^CQ>%3>4P?BGRGML?J_�

3WQRCK�4GKC #SPPCLR�JMA?J�RGKC�GL�FMQR��PC?B
MLJW�GD�?�7GLBMUQ�FMQR	�

$?RC #SPPCLR�JMA?J�B?RC�GL�FMQR��PC?B
MLJW�GD�?�7GLBMUQ�FMQR	�

4GKC�:MLC #SPPCLR�JMA?J�RGKC�XMLC�DMP�FMQR��PC?B
MLJW�GD�?�7GLBMUQ�FMQR	�

%LEGLC�7?RAFBME
0MJGAW

4FC�CLEGLC�U?RAFBME�GQ�?�NJ?RDMPK�B?CKML�NPMACQQ��RM�UFGAF�RFC�QR?RGML�NCPGMBGA?JJW�PCNMPRQ�GRQ�SNB?RCB�CLEGLC
AWAJC�AMSLR��4FC�U?RAFBME�NSPNMQC�GQ�RM�BCRCAR�?LB�BC?J�UGRF�?�^FSLE_�MP�^QR?JJCB_�QR?RGML��?LB�GQ�?SRMK?RGA?JJW
CL?@JCB�UFCL�RFC�QR?RGML�QR?PRQ�

4FC�%LEGLC�7?RAFBME�0MJGAW�BCeLCQ�RFC�PCQNMLQC�R?ICL�@W�RFC�NJ?RDMPK�B?CKML�GD�GR
BCRCARQ�?�QR?RGML�CLEGLC�U?RAFBME�RGKCMSR��7?RAFBME�NMJGAW�QCJCARGMLQ�GLAJSBC�

` ,ME�/LJW�b�'CLCP?RCQ�QR?AI�BSKN�?LB�JMEQ�?L�CPPMP�KCQQ?EC�GL�RFC�QWQRCK�JME���4FC
QR?RGML�QFMSJB�SJRGK?RCJW�@C�PCQR?PRCB�GD�?�U?RAFBME�RGKCMSR�MAASPQ�UGRF�RFC�^,ME
/LJW_�QCRRGLE	�

` 4CPKGL?RC�b��$CD?SJR	�+GJJQ�RFC�6-�NPMACQQ��)D�^PCQR?PR�ML�D?GJSPC_�GQ�CL?@JCB�DMP�RFC
QR?RGML��RWNGA?J	��RFC�QR?RGML�GQ�PCQR?PRCB�

` 2C@MMR�b�!SRMK?RGA?JJW�PC@MMRQ�RFC�FMQR�AMLRPMJJCP�NJ?RDMPK��)D�^?SRM
QR?PR_�GQ
CL?@JCB�DMP�RFC�QR?RGML��RFC�QR?RGML�GQ�PCQR?PRCB�?DRCP�RFC�QWQRCK�PC@MMRQ�

%LEGLC�7?RAFBME
4GKCMSR

$CD?SJR�GQ���KGLSRC��?LB�P?LEC�GQ�DPMK���KQ�RM�GLeLGRW��)D�RFC�QR?RGML]Q�CLEGLC�AWAJC�AMSLR�QRMNQ�AF?LEGLE�?LB�MP
RFC�QR?RGML�BMCQ�LMR�PCNMPR�?�AWAJC�AMSLR�RM�RFC�NJ?RDMPK�B?CKML�UGRFGL�RFGQ�BCeLCB�NCPGMB��RFC�NJ?RDMPK
B?CKML�A?SQCQ�RFC�6-�RM�ECLCP?RC�?�QR?AI�BSKN�DMP�BG?ELMQRGA�NSPNMQCQ��RFCL�R?ICQ�RFC�?ARGML�BCeLCB�@W�RFC
%LEGLC�7?RAFBME�0MJGAW�

%LEGLC�3R?RGML�!SRM

3?TC

%GRFCP�%L?@JC��BCD?SJR	�MP�$GQ?@JC��!JJMUQ�DMP�^?SRM�Q?TC_�MD�PSLLGLE�QR?RGML�RM
^AMLeE>@?AISN>�99--$$�>�((--��@ME_�eJC�?R�R FC�DPCOSCLAW�BCeLCB�GL�LCVR�NPMNCPRW��!SRM
Q?TCB�@?AISN
eJCQ�?PC�ICNR�SLBCP�RF?R�QR?RGML]Q�DMJBCP�

3R?RGML�!SRM
3?TC
&PCOSCLAW

$CD?SJR�GQ�CTCPW����FMSPQ�DMP�?LW*!#% NJ?RDMPK��MP�CTCPW���	�FMSP�GD�?�7GLBMUQ�FMQR��2?LEC�GQ�DPMK���RM�K?LW
FMSPQ�

3R?RGML�!SRM
3?TC
6CPQGML�RM�+CCN /JBCQR�MD�ICNR�@?AISNQ�GQ�PCNJ?ACB�SNML�LCVR�K?LS?J�Q?TC�MP�?SRM
Q?TC�@?AISN��MLAC�RFC

QNCAGeCB�JGKGR�GQ�PC?AFCB��4FC�BCD?SJR�T?JSC�DMP*!#% NJ?RDMPK�GQ����LMLC	��?LB�QFMSJB�@C
ICNR�JMU�

(MUCTCP��AF?LEGLE�RM���NPMTGBCQ�?�@CLCeR�GL�RFC�A?QC�UFCPC�?�A?R?QRPMNFGA��WCR
GL?BTCPRCLR	�QR?RGML�AF?LEC�GQ�K?BC��QSAF�RF?R�?�QR?RGML�^IGJJ_�A?L�@C�GQQSCB�RM�PCTCPR�@?AI
RM�RFC�@?AISN�AMNW�ML�RFC*!#% �

)L�7 GLBMUQ�FMQRQ��RFC�BCD?SJR�GQ����?LB�RWNGA?JJW�A?L�@C�Q?DCJW�?BHSQRCB�SN��GD�BCQGPCB�

0JSEGL�ESGBCQ .G?E?P?�0J?RDMPK�'SGBC
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Column Name Description

.SK@CP�MD�#05Q .SK@CP�MD�#05Q�SQCB�GL�RFC�FMQR�NJ?RDMPK��RWNGA?JJW���GD�?�AMLRPMJJCP��KMPC�GD�?�7GLBMUQ�FMQR	�

#SPPCLR�#05�5Q?EC 0CPACLR?EC�MD�#05�SRGJGX?RGML�GL�RFC�J?QR�QCAMLB�

/TCP?JJ�#05�5Q?EC 0CPACLR?EC�MD�#05�SRGJGX?RGML�QGLAC�RFC�J?QR�PC@MMR�

&GJCQWQRCK &GJC�QRMP?EC�QR?RGQRGAQ�DMP�RFC�FMQR��GLAJSBGLE�RMR?J�eJC�QN?AC��?T?GJ?@JC��DPCC	�QN?AC��?LB�eJC�@JMAI�QGXC��KGLGKSK
QGXC�DMP�CTCL�RFC�QK?JJCQR�eJC	��&MP�RFC*!#%
���� FMQR��GR�K?W�JMMI�QGKGJ?P�RM�

4MR?J���������&PCC������&GJCQ��-?V�&GJCQ
�������������������+"�����������+"����������������

�KLR�?P?K��������������+"�����������+"����������������
�KLR�P?K���������������+"�����������+"����������������

0FWQGA?J�2!- #SPPCLR�RMR?J�?LB�DPCC�2!-�QR?RGQRGAQ�DMP�RFC�FMQR��&MP�RFC*!#%
���� ��GR�K?W�JMMI�QGKGJ?P�RM�

4MR?J&PCC�� ���� ���� +" ��� ���� +"

3WQRCK�0J?RDMPK�3CPTGAC�1LV�0JSEGL��NJ?RDMPK

3WQRCK0J?RDMPK3CPTGAC1LV0JSEGL	
3WQRCK�0J?RDMPK�3CPTGAC�1LV�0JSEGL�?JJMUQ�WMS�RM�TGCU�?LB�CBGR�NJ?RDMPK�N?P?KCRCPQ�ML�RFC*!#% NJ?RDMPK
PSLLGLE�RFC�QR?RGML��?LB�GQ�RFC�BCD?SJR�TGCU�ML�RFC�QR?RGML]Q3WQRCK3CPTGAC3WQRCK3CPTGAC�3WQRCK0J?RDMPK3CPTGAC1LV	�

.G?E?P?�0J?RDMPK�'SGBC 0JSEGL�ESGBCQ
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4M�?AACQQ�RFGQ�TGCU�CVN?LB�AMLRPMJJCPQ#MLeE#MLeE� 3CPTGACQ3CPTGACQ?LB�PGEFR�AJGAI0J?RDMPK�3CPTGACQ0J?RDMPK�3CPTGACQ� !8�0P!8�0P MNCPRW�3FCCRMNCPRW�3FCCR
?LB�QCJCAR3WQRCK�3CPTGAC3WQRCK�3CPTGAC�

4AN�)N�0J?RDMPK�3CPTGAC�0JSEGL��NJ?RDMPK
4AN)N0J?RDMPK3CPTGAC	
4FGQ�NJSEGL�NPMTGBCQ�QR?RGML�?AACQQ�RM�RFC�FMQR�NJ?RDMPK]Q�4#0�)0�QCRRGLEQ��4FGQ�QCPTGAC�GQ�DMSLB�SLBCP�RFC
PSLLGLE�QR?RGML]Q0J?RDMPK3CPTGAC#MLR?GLCP0J?RDMPK3CPTGAC#MLR?GLCP��&PMK�RFC�BCD?SJR�NJSEGL��TGCU	��WMS�A?L�NCPDMPK�RFC�Q?KC
MNCP?RGML�?Q�DPMK�RFC4#0�)0�#MLeESP?R4#0�)0�#MLeESP?RGMLGMLTGCU�SQGLE�?�NJ?RDMPK�AMLLCARGML�

4FGQ�NJ?RDMPK�QCPTGAC�QSNNMPRQ�GLQR?JJ?RGMLQ�UFCPC�?JJ�AMLeESP?RGML�GQ�BMLC�SQGLE�MLJW�?�@PMUQCP�AMLLCARGML�?LB
LMR�?�NJ?RDMPK�AMLLCARGML�DPMK 7 MPI@CLAFRM�?�PCKMRC�AMLRPMJJCP]Q�NJ?RDMPK�B?CKML�

Figur e 77. 3WQRCK0J?RDMPK3CPTGAC1LV0JSEGL�TGCU

0JSEGL�ESGBCQ .G?E?P?�0J?RDMPK�'SGBC

��� -?P AF���������



4M�?AACQQ��CVN?LB#MLeE#MLeE� 3CPTGACQ3CPTGACQ� 0J?RDMPK3CPTGACQ0J?RDMPK3CPTGACQ?LB�BMS@JC
AJGAI44AN)N3CPTGACAN)N3CPTGAC�

)D�RFC�QR?RGML�GQ�PSLLGLE�ML�?�7GLBMUQ�NJ?RDMPK�MP�GD�?�7GL���FMQR�?LB�RFC�NJ?RDMPK�?SRFCLRGA?RGML�QCRRGLE
J?@CJCB�3R?RGMLQ�
allow stations to have admin access to platform daemon GQ�BGQ?@JCB��4#0�)0
NPMNCPRGCQ�GL�RFGQ�TGCU�?PC�PC?B
MLJW�

4M�?AACQQ�RFCQC�NPMNCPRGCQ��AJGAI0J?RDMPK0J?RDMPK� 4#0�)0�#MLeESP?R4#0�)0�#MLeESP?RGMLGML��CVN?LB�?LW)LRCPD?AC)LRCPD?AC?LB�QCJCAR)0T�)0T�
3CRR3CRRGLEQGLEQ�

Property Value Description

)0T��3SNNMPR PC?B�MLJW )LBGA?RCQ�GD�FMQR�NJ?RDMPK]Q�/3
QSNNMPRQ�)0T��

)0T��%L?@JCB AFCAI�@MV�DMP�%L?@JCB�UFCPC�BCD?SJR
GQ�AJC?PCB��BGQ?@JCB	

)D�?�7GLBMUQ�FMQR��RFGQ�GLBGA?RCQ�GD�GR
GQ�AMLeESPCB�UGRF�RFC�)0T��NPMRMAMJ�

/@R?GL�)0T��3CRRGLEQ�!SRMK?RGA?JJW #FCAI@MV�DMP�%L?@JCB��BCD?SJR	 0PMTGBCQ�DMP�^?SRM
AMLeESP?RGML_�MD
RFC�)0T��?BBPCQQ��GD�?AACNR?@JC��)D
CL?@JCB�ML�RFC*!#%
���� AMLRPMJJCP�
RFC�LCVR�RUM�NPMNCPRGCQ�?PC�PC?B

MLJW��)D�AJC?PCB��RFC�RUM�NPMNCPRGCQ
@CJMU�KSQR�@C�CLRCPCB�K?LS?JJW�

)0T��!BBP CQQ ?JNF?LSKCPGA 4FC�FMQR]Q�)0�?BBPCQQ�GL�)0T��DMPK?R�
RM�@C�SLGOSC�ML�GRQ�LCRUMPI�

Figur e 78. 4AN�)N�0J?RDMPK�3CPTGAC�0JSEGL

Figur e 79. )0T��R?@�DMP�)LRCPD?AC�MD�RFC*!#%
���� AMLRPMJJCP
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Property Value Description

)0T��.CRUMPI�0PCeV�,CLERF LSK@CP 4FC�LSK@CP�MD�JCDR
KMQR�AMLRGESMSQ
@GRQ�MD�RFC�)0T��?BBPCQQ��GL�BCAGK?J	
RF?R�AMKNMQC�RFC�QS@LCR�NPCeV�

$.3T��3CPTCPQ 2C?B
MLJW )0T��?BBPCQQ�DMP�MLC�MP�KMPC�$.3
QCPTCPQ��C?AF�MD�UFGAF�A?L�?SRMK?RC
?QQMAG?RGMLQ�@CRUCCL�FMQRL?KCQ�?LB
)0T��?BBPCQQCQ���7GLBMUQ�FMQRQ�MLJW�
NPMTGBGLE�FMQR]Q�/3�F?Q�)0T�
CL?@JCB	�

7 MPI@CLAF#CPRGDGA?RC�-?L?ECKCLR��NJ?R#PWNRM
#CPR-?L?ECP4MMJ	
4FGQ�TGCU�?AACQQCQ�RFC7 MPI@CLAFICW�QRMPCQ��9MS�SQC�GR�RM�APC?RC�BGEGR?J�ACPRGeA?RCQ�?LB�#CPRGeA?RC�3GELGLE
2COSCQRQ��#32Q	��?LB�RM�GKNMPR�?LB�CVNMPR�ICWQ�?LB�ACPRGeA?RCQ�RM�?LB�DPMK�RFC7 MPI@CLAFQRMPCQ�

9MS�SQC�RFGQ�TGCU�RM�K?L?EC�0+)��0S@JGA�+CW�)LDP?QRPSARSPC	�?LB�QCJD
QGELCB�BGEGR?J�ACPRGeA?RCQ�RM�QCASPC
AMKKSLGA?RGML�UGRFGL�RFC.G?E?P?.CRUMPI.G?E?P?.CRUMPI��#CPRGeA?RCQ�QCASPC�4,3�AMLLCARGMLQ�RM�RFGQ�FMQR�

4M�?AACQQ�RFGQ�TGCU��AJGAI44MMJQMMJQ� #CPR#CPRGeA?RC�-?L?ECKCLRGeA?RC�-?L?ECKCLR��)R�BCD?SJRQ�RM�RFC�5QCP�+CW�3RMPC

4FGQ�TGCU�F?Q�DMSP�R?@Q�

` 5QCP�+CW�3RMP5QCP�+CW�3RMPCCAMLR?GLQ�RFC�PMMR��QCPTCP��AJGCLR�?LB�GLRCPKCBG?RC�ACPRGeA?RCQ�WMS�APC?RC�

Figur e 80. #CPRGeA?RC�-?L?ECKCLR�TGCU
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` 3WQRCK�43WQRCK�4PSQR�3RMPPSQR�3RMPCCAMLR?GLQ�RFC�RPSQRCB��RFGPB
N?PRW��AJGCLR�ACPRGeA?RCQ�RF?R�AMKKMLJW�QCASPC�)LRCPLCR
QCPTCPQ�

` 5QCP�45QCP�4PSQR�3RMPPSQR�3RMPCCAMLR?GLQ�RFC�RPSQRCB�AJGCLR�ACPRGeA?RCQ�WMSP�AMKN?LW�APC?RCB�RM�QCPTC�?Q�GRQ�MUL
#CPRGeA?RC�!SRFMPGRW�

` !J!J JMUCB�(MQRQJMUCB�(MQRQAMLR?GLQ�?NNPMTCB�QCJD
QGELCB�ACPRGeA?RCQ��4FCQC�?PC�ACPRGeA?RCQ�RF?R�WMS�MP�QMKCMLC�CJQC
GL�WMSP�AMKN?LW�ILMUQ�RM�@C�QCASPC�ACPRGeA?RCQ�RF?R�A?L�@C�SQCB�RM�CLAPWNR�B?R?��4FCQC�ACPRGeA?RCQ
A?LLMR�@C�SQCB�RM�?SRFCLRGA?RC�?�QCPTCP�@CA?SQC�LM�PMMR�#!�ACPRGeA?RC�GL�RFC3WQRCK�43WQRCK�4PSQR�3RMPPSQR�3RMPCCMP5QCP5QCP
44PSQR�3RMPPSQR�3RMPCCF?Q�QGELCB�RFCK�

!�QCN?P?RC�RMNGA�BMASKCLRQ�C?AF�R?@�

7 MPI@CLAF�,GACLQC�-?L?ECP�TGCU��NJ?RDMPK
7MPI@CLAF,GACLQC-?L?ECP	
4FGQ�TGCU�K?L?ECQ�RFC�AMLRCLRQ�MD�WMSP7 MPI@CLAF0#]Q�JMA?J�JGACLQC�B?R?@?QC�

4M�?AACQQ�RFGQ�TGCU�L?TGE?RC�RM44MMJQMMJQ?LB�QCJCAR,MA?J�,GACLQC�$?R?@?QC,MA?J�,GACLQC�$?R?@?QC�

"SRRMLQ

` )KNMPR�&GJC)KNMPR�&GJCGKNMPRQ�RFC�JGACLQC�eJC�DPMK�RFC�JMA?J�BPGTC�

` %VNMPR�&GJC%VNMPR�&GJCCVNMPRQ�RFC�QCJCARCB�JGACLQC�eJC�

` $CJCRC$CJCRCBCJCRCQ�RFC�QCJCARCB�JGACLQC�eJC�

` 3WLA�/LJ3WLA�/LJGLCGLCQWLAFPMLGXC�?JJ�JGACLQCQ�GL�B?R?@?QC�UGRF�RFC�JGACLQGLE�QCPTCP�

Figur e 81. 7 MPI@CLAF,GACLQC-?L?ECP�TGCU
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Chapter 18. Windows
7 GLBMUQ�APC?RC�?LB�CBGR�B?R?@?QC�PCAMPBQ�MP�AMJJCAR�GLDMPK?RGML�UFCL�?AACQQGLE�?�AMKNMLCLR��9MS�?AACQQ
RFCK�@W�BP?EEGLE�?�AMKNMLCLR�DPMK�?�N?JCRRC�GLRM�?�QR?RGML�MP�@W�AJGAIGLE�?�@SRRML�

7 GLBMUQ�BM�LMR�QSNNMPR/L�6/L�6 GCU��&�	GCU��&�	?LB 'SGBC�ML�4'SGBC�ML�4?P?PECRECRFCJN��4M�JC?PL�?@MSR�RFC�GLDMPK?RGML�C?AF�AMLR?GLQ�
QC?PAF�RFC�FCJN�QWQRCK�DMP�ICW�UMPBQ�

!BT?LACB�0J?RDMPK�/NRGMLQ
4FGQ0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGMLUGLBMU�MNCLQ�DMP�AMLRPMJJCP�NJ?RDMPKQ�MLJW��RM�CL?@JC��BGQ?@JC��MP�AMLeESPC
ACPR?GL�QCRRGLEQ�?LB�NPMNCPRGCQ�

&MP�7GLBMUQ
@?QCB�FMQRQ��WMS�A?L�SQC�7GLBMUQ�^2CKMRC�$CQIRMN�#MLLCARGMLQ_�DMP�3&40�33(�

NOTE: 4FGQ�UGLBMU�PCNJ?ACQ�?LFTP/Telnet QCJCARGML�?T?GJ?@JC�DMP�1.8
@?QCB�NJ?RDMPKQ�PSLLGLE.G?E?P?���
UFGAF�?PC�@MRF�GLFCPCLRJW�JCQQ�QCASPC�QCPTGACQ�

Property Value Description

3&40�33(�%L?@JCB�0MPR��?NNJGA?@JC
RM*!#%
����
!8 	

AFCAI�@MV��BCD?SJRQ�BGQ?@JCB��RM�LM
AFCAI�K?PI	

%L?@JCQ��BGQ?@JCQ��?LB�AMLeESPCQ
3&40��3CASPC�&GJC�4P?LQDCP�0PMRMAMJ	
MP�33(��3CASPC�3FCJJ�0PMRMAMJ	�?AACQQ�
&MP�7GLBMUQ
@?QCB�FMQRQ��WMS
RWNGA?JJW�SQC�7GLBMUQ�^2CKMRC

Figur e 82. *!#%
���� !BT?LACB�NJ?RDMPK�MNRGMLQ

Figur e 83. *!#%
����
!8 !BT?LACB�NJ?RDMPK�MNRGMLQ
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Property Value Description

$CQIRMN�#MLLCARGMLQ_�GLQRC?B�

!Q�D?ARMPW
QFGNNCB��?.G?E?P?��

AMLRPMJJCP]Q�3&40�?LB�33(
QCPTGACQ�BCD?SJR�RM�BGQ?@JCB��4FGQ
K?W�@C�@CQR��CQNCAG?JJW�GD�RFC
NJ?RDMPK�GQ�CVNMQCB�RM�RFC�NS@JGA
)LRCPLCR��(MUCTCP��GL�QMKC�A?QCQ�
WMS�K?W�UGQF�RM�RCKNMP?PGJW
CL?@JC�RFC�QGLEJC�NMPR�QF?PCB�@W
RFCQC�QCPTGACQ��NCPF?NQ�RM
D?AGJGR?RC�BC@SEEGLE�

CAUTION: %TCL�3&40�?LB�33(
NMQC�QCASPGRW�PGQIQ��"CDMPC�CL?@JGLE�
UC�QRPMLEJW�PCAMKKCLB�WMS
AMLeESPC�RFC�NJ?RDMPK�4,3�MLJW��?LB
ICCN�RFGQ�DSLARGML�BGQ?@JCB�SLJCQQ
MRFCPUGQC�BGPCARCB�@W�3WQRCKQ
%LEGLCCPGLE�

!DRCP�JMEEGLE�GL�UGRF�NJ?RDMPK
APCBCLRG?JQ��33(�?AACQQ�RM�?
AMLRPMJJCP�NPMTGBCQ�QWQRCK�QFCJJ
?AACQQ�UGRF�RFC�Q?KC�KCLS�?Q
NPMTGBCB�@W�QCPG?J�QFCJJ�?AACQQ�RM
GRQ�23
����NMPR�

9MS�A?L�AF?LEC�RFC�4#0�)0�NMPR
QF?PCB�@W�RFCQC�QCPTGACQ�DPMK�RFC
UCJJ
ILMUL�NMPR�RM�QMKC�MRFCP
NMPR��(MUCTCP��@C�QSPC�RF?R�?LW
ePCU?JJQ�SQCB�ML�WMSP�LCRUMPI
?JJMU�RP?DeA�RM�RFC�?JRCPL?RC�NMPR�

$?CKML�$C@SE�%L?@JCB��?NNJGA?@JC
RM*!#%
����
!8 ?LB *!#%
���� 	

AFCAI�@MV��BCD?SJRQ�BGQ?@JCB��RM�LM
AFCAI�K?PI	

%L?@JCQ�?�UC@QCPTCP�RM�?AACNR
GLAMKGLE�@PMUQCP�AMLLCARGMLQ�ML
������?LB�������

#MLLCARGLE�RM�NMPR������SQGLE�?
@PMUQCP
� https://<ipAddress>:5011 	
NPMTGBCQ�?�JGQR�MD�JGLIQ�RM
?BBGRGML?J�GLDMPK?RGML�?@MSR�RFC
AMLRPMJJCP�

53"�"?AISN�%L?@JCB��?NNJGA?@JC�RM
*!#%
����
!8 	

AFCAI�@MV��BCD?SJRQ�BGQ?@JCB��RM�LM
AFCAI�K?PI	

%L?@JCQ�?LB�BGQ?@JCQ�53"�@?AISN�DMP
NJ?RDMPKQ�RF?R�F?TC�53"�@?AISN
A?N?@GJGRW�

#F?LEC�4,3�3CRRGLEQ�UGLBMU
4FGQ�UGLBMU�NPMTGBCQ�?AACQQ�RM�RFC�NPGK?PW�4,3�QCRRGLEQ�
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4M�?AACQQ��CVN?LB0J?RDMPK0J?RDMPK� 0J?RDMPK�!BKGLGQR?PR0J?RDMPK�!BKGLGQR?PRGMLGML?LB�AJGAI#F?LEC�4,3�3CRR#F?LEC�4,3�3CRRGLEQGLEQ�

Properties Value Description

3R?RC 4JQ�/LJW 3NCAGeCQ�FMU7 MPI@CLAFAJGCLRQ
AMLLCAR�RM�RFGQ�FMQR]Q�NJ?RDMPK
B?CKML�

` 4JQ�/LJW�b�/LJW�QCASPC
NJ?RDMPK�AMLLCARGMLQ�?PC
?JJMUCB��!LW�?RRCKNR�RM
AMLLCAR�UGRFMSR�QCASPGRW
EMCQ�SLPCQMJTCB��CPPMPQ�MSR	�

4FGQ�QR?RC�GQ�PCfCARCB�?KMLE
RFC�NPMNCPRGCQ�JGQRCB�ML�RFC
K?GL�0J?RDMPK
!BKGLGQRP?RGML�TGCU��?Q
^0J?RDMPK�4,3�3SNNMPR_
QR?RC�

NOTE: 4FCTls Only MNRGML
NPMTGBCQ�RFC�@CQR�QCASPGRW��!JJ
NJ?RDMPKQ�QSNNMPR�QCASPC
�4,3	�NJ?RDMPK�AMLLCARGMLQ�

0MPR DMSP
BGEGR�LSK@CP��BCD?SJR�GQ�����	 )BCLRGeCQ�RFC�QMDRU?PC�NMPR
KMLGRMPCB�@W�RFC�NJ?RDMPK�B?CKML
DMP�?�QCASPC�NJ?RDMPK�AMLLCARGML�
4FGQ�GQ�BGDDCPCLR�RF?L�RFC�BCD?SJR
(440�NMPR������	�DMP�?�PCESJ?P

Figur e 84. 0J?RDMPK�4,3�3CRRGLEQ�UGRF�BCD?SJR�T?JSCQ��CL?@JCB	
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Properties Value Description

NJ?RDMPK�AMLLCARGML�RF?R�GQ�LMR
QCASPC�

CAUTION: )D�RFCPC�GQ�?�ePCU?JJ�ML
RFC�FMQR��MP�GRQ�LCRUMPI	��@CDMPC
AF?LEGLE�RFGQ�NMPR�K?IC�QSPC�RF?R
RFC�ePCU?JJ�UGJJ�?JJMU�RP?DeA�RM�RFC
LCU�NMPR�

#CPRGeA?RC�!JG?Q RCVR��BCD?SJRQ�RM�RFCBCD?SJRQCJD

QGELCB�ACPRGeA?RC�DMP.G?E?P?����� ?LB
J?RCP��BCD?SJRQ�RMRPGBGSKQCJD
QGELCB
ACPRGeA?RC�DMP�NPC
.G?E?P?�����
TCPQGMLQ	

4FC�?JG?Q�DMP�RFC�QCPTCP�ACPRGeA?RC
GL�RFC�NJ?RDMPK]Q�ICW�QRMPC�RM�SQC
DMP�?LW�NJ?RDMPKRJQ�AMLLCARGML�
4FC�BCD?SJR�GQ�?SRMK?RGA?JJW
APC?RCB�UFCL.G?E?P?GQ�ePQR
JM?BCB�

NOTE: )D�RFCRPGBGSKACPRGeA?RC�GQ
?JPC?BW�SQCB�ML�RFC�QR?RGML�MP
RFC�NJ?RDMPK�PSLQ�?�NPC
.G?E?P?

���� TCPQGML��RFCRPGBGSK
ACPRGeA?RC�GQ�SQCB��@SR�GR�UGJJ�LMR
QCPTC�?Q�?�PCAMTCPW�ACPRGeA?RC�

)D�?LMRFCP�ACPRGeA?RC�F?Q�@CCL
GKNMPRCB�GL�RFC�NJ?RDMPK]Q�ICW
QRMPC��SQC�RFC�BPMN
BMUL�AMLRPMJ
RM�QCJCAR�GR�GLQRC?B�

#CPRGeA?RCQ�ML�RFC�NJ?RDMPK�?PC
K?L?ECB�TG?�RFC�NJ?RDMPK
#CPR#CPRGeA?RC�-?L?ECKCLRGeA?RC�-?L?ECKCLRTGCU��&MP
ECLCP?J�GLDMPK?RGML�ML�RFGQ�RMNGA�
QCCNiagara Station Security Guide�

#CPRGeA?RC�0?QQUMPB RCVR�?LB�AFCAI�@MV !Q�MD.G?E?P?����� ��RFC�ACPRGeA?RC�GQ
N?QQUMPB
NPMRCARCB�@W�?�SLGOSC
N?QQUMPB�MP�RFC�EJM@?J�ACPRGeA?RC
N?QQUMPB��0PMKNRQ�RFC�SQCP�RM
NPMTGBC�RFC�SQCP
BCeLCB�N?QQUMPB
MP�RFC�EJM@?J�ACPRGeA?RC�N?QQUMPB
?QQMAG?RCB�UGRF�RFC�ACPRGeA?RC�

0PMRMAMJ 4,3T�����b�)LAJSBCQ�4,3�TCPQGMLQ
����������?LB������NP MTGBGLE�RFC�KMQR
fCVG@GJGRW��4,3T�����b�/LJW�4,3
TCPQGMLQ�����MP�����?PC�?AACNRCB�
4,3T�����b��BCD?SJ R	�/LJW�4,3
TCPQGMLQ�����MP�����?PC�?AACNRCB�
4,3T����b�/LJW�4,3�TCPQGML�����GQ
?AACNRCB�

$CeLCQ�RFC�KGLGKSK�4,3
�4P?LQNMPR�,?WCP�3CASPGRW	
NPMRMAMJ�TCPQGML�RF?R�RFC
NJ?RDMPK�B?CKML]Q�QCASPC�QCPTCP
?AACNRQ�RM�LCEMRG?RC�UGRF�?�AJGCLR
DMP�?�QCASPC�NJ?RDMPK�AMLLCARGML�
$SPGLE�RFC�F?LBQF?IC��RFC�QCPTCP
?LB�AJGCLR�?EPCC�ML�UFGAF
NPMRMAMJ�RM�SQC�

5QC�%VRCLBCB�-?QRCP�3CAPCR true �BCD?SJR	�MPfalse 4SPLQ�ML�?LB�MDD�RFC�^%VRCLBCB
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Properties Value Description

-?QRCP�3CAPCR_�ML�?�QCPTCP��7FCL
RSPLCB�MDD��QCR�RMfalse 	�?LB�RFC
NJ?RDMPK�PCQR?PRQ��RFC�#05�SQ?EC
BMCQ�LMR�AF?LEC�QGELGeA?LRJW�UFCL
AMLLCARGLE�RM�RFC0J?RDMPK0J?RDMPK
!BKGLGQRP?R!BKGLGQRP?RGMLGMLTGCU�DPMK�?�&)03
KMBC
7 MPI@CLAF�

4,3�#GNFCP�3SGRC�'PMSN BPMN
BMUL�JGQR�recommended �BCD?SJR	
MPsupported

#MLRPMJQ�UFGAF�AGNFCP�QSGRCQ�A?L�@C
SQCB�BSPGLE�4,3�LCEMRG?RGML��4FC
BCD?SJR�GQ�KMPC�QCASPC�RF?L�RFC�MRFCP
MNRGML��Supported 	�?LB�QFMSJB�@C
SQCB�SLJCQQ�GR�A?SQCQ�AMKN?RG@GJGRW
GQQSCQ�UGRF�RFC�AJGCLR�

#MLDGESPC�.2%�-CKMPW�0MMJQ�UGLBMU
4FGQ�UGLBMU�NPMTGBCQ�?�KCAF?LGQK�RM�AMLeESPC�.2%��.MBC�2SLRGKC�%LTGPMLKCLR	�KCKMPW�

!�eVCB�KCKMPW�DMMRNPGLR�QCPTCQ�?JJ�RFC�KCKMPW�NMMJQ��!BHSQRGLE�MLC�NMMJ�?DDCARQ�?R�JC?QR�MLC�MRFCP�NMMJ�

CAUTION: #MLeESPGLE�?�AMLRPMJJCP�UGRF�GLQSDeAGCLR�KCKMPW�?JJMA?RGMLQ�AMSJB�NPCTCLR�RFC�QR?RGML�DPMK
QR?PRGLE�MP�AMSJB�A?SQC�RFC�QR?RGML�RM�D?GJ�?LB�PCQR?PR�

4M�?AACQQ#MLeESP#MLeESPC�.2%�-CKMPW�0MMJQC�.2%�-CKMPW�0MMJQUGLBMU��MNCL�RFC0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGMLTGCU�?LB�AJGAI#MLeESP#MLeESPCC
.2%�-CKMPW.2%�-CKMPW��4FC�BCQAPGNRGMLQ�QFMUL�GL�RFC�UGLBMU�GLAJSBC�PCAMKKCLBCB�?JJMA?RGML�QGXCQ��)D�WMS�?BHSQR�RFC
QN?AC�?JJMA?RGML�DMP�?LW�MD�RFC�KCKMPGCQ�BCQAPG@CB�?@MTC��WMS�KSQR�PC@MMR�RFC�AMLRPMJJCP�DMP�RFC�LCU
AMLeESP?RGML�RM�@CAMKC�CDDCARGTC�

Figur e 85. #MLeESPC�.2%�-CKMPW�0MMJQ�UGLBMU
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Table 3. .2%�KCKMPW�BCD?SJR�QGXCQ�GL�-"

Type of memory MB Description

3WQRCK�2CQCPTC�3GXC� !J JMA?RCQ�?BBGRGML?J�DPCC�MNCP?RGLE�QWQRCK�QN?AC��"W�BCD?SJR��RFGQ�GQ�QCR�RM��-"��4FC�PC?QML�WMS�KGEFR
PCQCPTC�?BBGRGML?J�DPCC�MNCP?RGLE�QWQRCK�QN?AC�GQ�GD�?BBGRGML?J�QWQRCK�2!-�GQ�LCCBCB�UFCL�?�LCU
RFPC?B�GQ�QN?ULCB�@W�RFC�QR?RGML�MP�LG?E?P?B��B?CKML	�DMP�L?RGTC�QR?AI�?LB�MTCPFC?B�

(C?N�3N?AC�3GXC ��� #MLeESPCQ�UFCPC�RFC�QR?RGML�PSLQ��!Q�WMSP�NPMEP?K�EPMUQ�GR�PCOSGPCQ�KMPC�FC?N�KCKMPW�

-CR?�3N?AC�3GXC ��� (MJBQ�?JJ�MD�RFC�*?T?�AJ?QQCQ�RF?R�?PC�JM?BCB�DPMK�RFC�KMBSJCQ��!Q�WMS�GLQR?JJ�KMPC�BPGTCPQ��RFGQ
GLAPC?QCQ�RFC�LSK@CP�MD��H?P�eJCQ�FMJBGLE�RFC�AJ?QQCQ�

#MBC�#?AFC�3GXC �� (MJBQ�AMBC�RF?R�F?Q�?JPC?BW�@CCL�AMKNGJCB��*?T?�DSLARGMLQ�UGRF�?�*)4��*SQR
)L
4GKC	�AMKNGJCP��!Q�*?T?
CVCASRCQ�AJ?QQCQ��GR�AMKNGJCQ�AMBC�ML�RFC�fW��3?TGLE�AMBC�RF?R�GR�F?Q�?JPC?BW�AMKNGJCB�RM�RFC�#MBC
#?AFC�CJGKGL?RCQ�RFC�LCCB�RM�AMKNGJC�GR�?E?GL��#MBC�RF?R�GQ�SQCB�KMQR�MDRCL�GQ�A?AFCB��(MUCTCP��QGLAC
RFCPC�GQ�?�JGKGRCB�?KMSLR�MD�KCKMPW�?T?GJ?@JC�RM�A?AFC�AMBC��GR�AMLRGLSCQ�SQGLE�RFC�AMKNGJCP�?Q�RFC
QR?RGML�PSLQ��)D�WMS�?BHSQR�RFC�KCKMPW�?JJMA?RGML�RM�?JJMU�?�QGELGeA?LR�?KMSLR�MD�QN?AC�DMP�AMBC
A?AFGLE�RFC�QR?RGML�PSLQ�D?QRCP��@SR�RFC�PGQI�GQ�GL�R?IGLE�?U?W�RMM�KSAF�KCKMPW�DPMK�RFC�MRFCP�KCKMPW
QN?ACQ�PCQSJRGLE�GL�RFC�QR?RGML�@CGLE�SL?@JC�RM�PSL�?R�?JJ�

&PCC�-CKMPW \���

$?CKML�/SRNSR�3CRRGLEQ�UGLBMU
4FGQ�UGLBMU�?BHSQRQ��RSLCQ	�RFC�?KMSLR�?LB�AMLRCLR��MSRNSR	�NPMTGBCB�@W�RFC!NNJ!NNJGA?RGA?RGML�$GPGML�$GPCARMPCARMP]Q�MSRNSR�?LB
NJ?RDMPK�B?CKML�MSRNSR�
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Figur e 86. $?CKML�/SRNSR�3CRRGLEQ�UGLBMU�DMP�RFC�AMLRPMJJCP
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4M�?AACQQ�RFGQ�UGLBMU��CVN?LB0J?RDMPK0J?RDMPK��BMS@JC
AJGAI0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGML?LB�AJGAI#F?LEC�MSRNSR#F?LEC�MSRNSR
3CRR3CRRGLEQGLEQ�

"W�BCD?SJR��?JJ�B?CKML�NPMACQQCQ�F?TC�?�KCQQ?EC�JME�eJRCP�JCTCJ��4FC�JMEQ�GLAJSBC�RFC�DMJJMUGLE�

` niagarad JMEQ�GLDMPK?RGML�DMP�RFC�NJ?RDMPK�B?CKML��LG?E?P?B	�NPMACQQ��UGRF�FGEF�JCTCJ�CLRPGCQ�JGIC
niagarad starting � baja home = ... � niagarad stopping �

` appOut JMEQ�GLDMPK?RGML�DMP�RFC�RFPC?B�RF?R�K?L?ECQ�RFC�@SDDCPQ�?QQMAG?RCB�UGRF�QR?RGML�MSRNSR��K?IGLE
RF?R�MSRNSR�TGQG@JC�GL�RFC!NNJ!NNJGA?RGA?RGML�$GPGML�$GPCARMPCARMPTGCU��%LRPGCQ�K?W�PCfCAR�@SDDCP�QGXC�AF?LECQ��?T?GJ?@JC�GL�RFC
!NNJ!NNJGA?RGA?RGML�$GPGML�$GPCARMPCARMPGLRCPD?AC	��MP�GD�?�NPM@JCK�MAASPQ�QRPC?KGLE�RFC�MSRNSR�RM7 MPI@CLAF�

` file JMEQ�PCOSCQRQ�K?BC�RM�RFC�NJ?RDMPK�B?CKML]Q�eJC�QCPTJCR��0J?RDMPK�TGCUQ���QSAF�?Q�RFC&GJC�4&GJC�4P?LQDCPP?LQDCP
#J#JGCLRGCLR� #MKKGQQGMLGLE�7#MKKGQQGMLGLE�7GX?PGX?PBB� 3MDRU?P3MDRU?PC�-?L?ECPC�-?L?ECP��?LB 3R?R3R?RGML�#MNGCPGML�#MNGCPECLCP?RC�RFCQC�PCOSCQRQ��-?LW
BGDDCPCLR�RFGLEQ�A?L�NPGLR�ML�RFGQ�JME��QSAF�?Qrequest for file <xxx >��?LB wrote file <xxx >��UFCPC
<xxx > GQ�?�eJC�L?KC�

` qnxosupdate JMEQ�GLDMPK?RGML�DMP�RFC�/3�SNEP?BC�QCPTJCR�APC?RCB�@W�RFC�NJ?RDMPK�B?CKML�7 MPI@CLAF
SQCQ�RFGQ�QCPTJCR�RM�SNEP?BC�RFC�1.8�/3�GL�R FC�FMQR�AMLRPMJJCP�UFCL�SQGLE�RFC#MKKGQQGMLGLE�7#MKKGQQGMLGLE�7GX?PGX?PBB MP
$GQRPG@SR$GQRPG@SRGML�&GJC�)LQR?JGML�&GJC�)LQR?JJCPJCP��/SRNSR�A?L�PCfCAR�?�NPM@JCK�UFCL�SNB?RGLE�RFC�1.8�/3��QSAF�?Q os crc
isnÕt right ��?LB waitpid when launching osupdate command failed �

` reboot JMEQ�GLDMPK?RGML�DMP�RFC�PC@MMR�QCPTJCR��UFGAF�GQ�MLC�MD�RFC�QCPTJCRQ�RFC�NJ?RDMPK�B?CKML
K?L?ECQ�

` stationregistry JMEQ�GLDMPK?RGML�DMP�NJ?RDMPK�B?CKML�K?L?ECKCLR�MD�QR?RGMLQ��GLAJSBGLE�QR?PRSN�
QFSRBMUL��?LB�U?RAFBME�?ARGMLQ�

` updatedaemon JMEQ�GLDMPK?RGML�DMP�F?LBJGLE7 MPI@CLAFPCOSCQRQ�DMP�ASPPCLR�NJ?RDMPK�B?CKML
AMLeESP?RGML��4FGQ�NPMACQQ�GQ�SQCB�K?GLJW�@W�RFC0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGMLTGCU�

` webserver JMEQ�GLDMPK?RGML�DMP�RFC�(440�QCPTCP�RF?R�K?L?ECQ�GLAMKGLE�NJ?RDMPK�AJGCLR�AMLLCARGMLQ�
%LRPGCQ�?PC�MDRCL�ECLCPGA��@CDMPC�RFC�B?CKML�F?LBQ�MDD�RM�RFC�?NNPMNPG?RC�NJ?RDMPK�QCPTJCR�

&GJRCP�3CRRGLE
&MP�?LW�NPMACQQ��SQC�RFC&GJ&GJRCP�3CRRRCP�3CRRGLEGLEBPMN
BMUL�JGQR�RM�QCJCAR�MLC�MD�RFC�DMJJMUGLE�

` FINE PCRSPLQ�?JJ�KCQQ?EC�?ARGTGRW��TCP@MQC	��4FGQ�GLAJSBCQ�?JJ�RP?LQ?ARGML?J�KCQQ?ECQ��UFGAF�K?W�PCQSJR�GL
RMM�K?LW�KCQQ?ECQ�RM�@C�SQCDSJ��,CTCJQ��QSAF�?QALL� FINER� FINEST ?PC�COSGT?JCLR�RM�RFCFINE JCTCJ�GL
RFC�QR?RGML�JME�MSRNSR�

` CONFIGPCRSPLQ�AMLeESP?RGML�GLDMPK?RGML�

` INFO PCRSPLQ�GLDMPK?RGML?J�-%33!'%Q��NJSQ�?JJ�%22/2�?LB�7 !2.).'�RWNCQ�

` WARNINGPCRSPLQ�MLJW�%22/2�?LB�7!2.).'�RWNC�KCQQ?ECQ��LM�GLDMPK?RGML?J�-%33!'%Q	�

` SEVEREPCRSPLQ�MLJW�%22/2�RWNC�KCQQ?ECQ��LM�7!2.).'�MP�GLDMPK?RGML?J�-%33!'%Q	�

` OFFBGQNJ?WQ�?L�MDD�KCQQ?EC�

%BGR�&GJRCP�UGLBMU
4FGQ�UGLBMU�QCJCARQ�GRCKQ�DMP�JGQRGLE��RFCPC@W�eJRCPGLE�SLBCQGPCB�GRCKQ�MSR�MD�RFC3MDRU?P3MDRU?PC�-?L?ECPC�-?L?ECPTGCU�
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4M�MNCL�RFGQ�UGLBMU��AMLLCAR�RM�RFC�PCKMRC�NJ?RDMPK��CVN?LB0J?RDMPK0J?RDMPK��BMS@JC
AJGAI3MDRU?P3MDRU?PC�-?L?ECPC�-?L?ECP?LB
AJGAI�RFC�eJRCP�GAML��	�GL�RFC�SNNCP�JCDR�AMPLCP�MD�RFC�TGCU�

Type of ÿlter Description

&GJRCP�@W�QR?RSQ -MBSJCQ�UGRF�?L Out of Date MPOut of Date (Requires Commissioning) QR?RSQ�?JU?WQ

?NNC?P�GL�RFC3MDRU?P3MDRU?PC�-?L?ECPC�-?L?ECP��3M�BM�?LW�UGRF�SLAMKKGRRCB��GLRCLBCB	�QR?RSQ�T?JSCQ��QSAF�?QInstall �

Uninstall ��?LB�QM�ML�

7FCL�WMS�CL?@JC�RFC�eJRCP�@W�QR?RSQ��WMS�A?L�AFCAI�MRFCP�QR?RSQCQ�RM�GLAJSBC�MP�AJC?P�RM
MKGR�DPMK�RFC�JGQR�MD�?QQMAG?RCB�KMBSJCQ�GL�RFC�R?@JC��?Q�DMJJMUQ�

` Not Installed GLAJSBCQ�KMBSJCQ�ML�WMSP�0#�RF?R�A?L�@C�GLQR?JJCB��@SR�?PC�LMR�GL�RFC
PCKMRC�NJ?RDMPK�

` Not Installed (Requires Commissioning) GLAJSBCQ�KMBSJCQ�ML�WMSP�0#�RF?R�?PC�LMR�ML�RFC
PCKMRC�NJ?RDMPK��4FC�PCKMRC�AMLRPMJJCP�KSQR�@C�SNEP?BCB�SQGLE#MKKGQQGMLGLE�7#MKKGQQGMLGLE�7GX?PGX?PBB

ePQR�

` Up to Date GLAJSBCQ�KMBSJCQ�ML�WMSP�0#�?LB�GL�RFC�PCKMRC�NJ?RDMPK��UFCPC�RFC�QMDRU?PC
GQ�LMR�MJBCP�

` Cannot Install GLAJSBCQ�JMA?J�KMBSJCQ�RF?R�?PC�SLPC?B?@JC�MP�F?TC�?�@?B�K?LGDCQR��4FC
3MDRU?P3MDRU?PC�-?L?ECPC�-?L?ECP A?LLMR�GLQR?JJ�RFCQC�KMBSJCQ�

` Bad File GLAJSBCQ�PCKMRC�KMBSJCQ�RF?R�?PC�SLPC?B?@JC�MP�RF?R�F?TC�?�@?B�K?LGDCQR�

&GJRCP�@W�L?KC .?KC�eJ RCPGLE�JCRQ�WMS�GLAJSBC�MP�CVAJSBC�GRCKQ�@?QCB�ML�?�AF?P?ARCP�QRPGLE�NMPRGML�MD�KMBSJC]Q�eJC�L?KC��7FCL
CL?@JCB��AFCAICB	��WMS�A?L�RWNC�GL�?�QRPGLE�MD�AF?P?ARCPQ��?LB�RFCL�AFCAI�MLC�MD�RFC�DMJJMUGLE�

Figur e 87. %BGR�&GJRCP�UGLBMU
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Type of ÿlter Description

` Show rows with names containing text GLAJSBCQ�MLJW�GRCKQ�UGRF�?�eJC�L?KC�RF?R�AMLR?GLQ
RFC�QRPGLE�

` Show rows with names which do not contain text GLAJSBCQ�MLJW�GRCKQ�UGRF�eJC�L?KCQ�RF?R
BM�LMR�AMLR?GL�RFC�QRPGLE�

4FGQ�DC?RSPC�A?L�@C�SQCDSJ�RM�eJRCP�K?LW�KMBSJCQ�UGRF�AMKKML�L?KC�AF?P?ARCPQ��DMP
CV?KNJC�^JML_�MP�^BMA_�N?PR
L?KCB�KMBSJCQ�

"SRRMLQ
7 GRF�QR?RSQ�eJRCPGLE�CL?@JCB��WMS�A?L�?JQM#FCAI�!J#FCAI�!J J�?LB#JC?P�!J#JC?P�!JJ�#FCAICBJ�#FCAICB�

` )D�?JJ�QR?RSQ�GRCKQ�?PC�AJC?PCB��MLJW�^/SR�MD�$?RC_�?LB�SLAMKKGRRCB�QR?RSQ�KMBSJCQ�?NNC?P�

` )D�?JJ�QR?RSQ�GRCKQ�?PC�AFCAICB��RFC�BGQNJ?W�GQ�QGKGJ?P�RM�BGQ?@JCB�QR?RSQ�eJRCPGLE��CVACNR�^LML
KMBSJC_�GRCKQ
?PC�LMR�JGQRCB�

%VNMPR�UGLBMUQ
4FCQC�UGLBMUQ�GLAJSBC��JGKGR�?LB�CVAJSBC�RFC�NJ?RDMPK�QSKK?PW�B?R?��NJ?RDMPK�B?CKML�AMLQMJC�MSRNSR��?LB
QR?RGML�AMLQMJC�MSRNSR�RM�CVNMPR�DPMK�RFC�B?CKML�?LB�QR?RGML��4FC�CVNMPRCB�B?R?�K?W�@C�SQCB�DMP
RPMS@JCQFMMRGLE�NSPNMQCQ�

4M�?AACQQ�RFCQC�UGLBMUQ��CVN?LB0J?RDMPK0J?RDMPK� !NNJ!NNJGA?RGA?RGML�$GPGML�$GPCARMPCARMP?LB�AJGAI�RFC%VNMPR%VNMPRRMMJ�@?P�GAML��	�

Figur e 88. %VNMPR�UGLBMU�!ARGML�R?@
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Property Value Description

3CJCAR�%VNMPRCP BPMN
BMUL�JGQR��BCD?SJRQ�RMApp Text
Summary	

3CJCARQ�FMU�RM�AMLeESPC�RFC�MSRNSR
DMP�CVNMPR�

App Text Summary

Object to Obix

P?BGM�@SRRML�MNRGMLQ BCD?SJR�RMView with external
application

#FMMQCQ�FMU�RM�TGCU�RFC�CVNMPRCB
B?R?�

View internally AF?LECQ�RFC
B?CKML�MSRNSR�RM�M"GV�8-,�

View with external application

MNCLQ�RFC�MSRNSR�GL�?L�CVRCPL?J
?NNJGA?RGML��QSAF�?Q�.MRCN?B�

Save to file CL?@JCQ�RFC"P"PMUQCMUQC

@SRRML�UGRF�UFGAF�RM�QCJCAR�?L
MSRNSR�JMA?RGML�

4M�?AACQQ�RFGQ�UGLBMU��QCJCAR3CRSN3CRSNR?@�

Figur e 89. %VNMPR�UGLBMU�3CRSN�R?@
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Property Value Description

0J?RDMPK�3SKK?PW AFCAI�@MV��BCD?SJRQ�RM�CL?@JCB	 $CRCPKGLCQ�GD�NJ?RDMPK�QSKK?PW
GLDMPK?RGML�QFMSJB�?JQM�@C�CVNMPRCB�

$?CKML�#MLQMJC�/SRNSR BPMN
BMUL�JGQR��BCD?SJRQ�RMDo Not
Display 	

$CRCPKGLCQ�FMU�KSAF��GD�?LW�
B?CKML�AMLQMJC�MSRNSR�RM�GLAJSBC�GL
RFC�CVNMPR�

Do Not Display CVAJSBCQ�AMLQMJC
MSRNSR�

All Contents GLAJSBCQ�?JJ�AMLQMJC
MSRNSR�

Last N Bytes CL?@JCQDaemon Output

Limit (bytes) QM�WMS�A?L�QCJCAR
FMU�K?LW�RM�CVNMPR�

From Last Thread Dump AMLRGLSCQ
RFC�MSRNSR�DPMK�RFC�J?QR�CVNMPR�

$?RKML�/SRNSR�,GKGR��@WRCQ	 PC?B
MLJW�SLJCQQDaemon Console
Output GQ�QCR�RMLast N Bytes

#MLeESPCQ�FMU�K?LW�@WRCQ�MD�B?R?
RM�CVNMPR�

4FPC?B�$SKN AFCAI�@MV��BCD?SJRQ�RM�BGQ?@JCB	 %L?@JCQ�?�RFPC?B�BSKN�

!NNJGA?RGML�#MLQMJC�/SRNSR BPMN
BMUL�JGQR��BCD?SJRQ�RMAll
Contents 	

$CRCPKGLCQ�FMU�KSAF��GD�?LW�
?NNJGA?RGML�AMLQMJC�MSRNSR�RM�GLAJSBC
GL�RFC�CVNMPR�

Do Not Display CVAJSBCQ�AMLQMJC
MSRNSR�

All Contents GLAJSBCQ�?JJ�AMLQMJC
MSRNSR�

Last N Bytes CL?@JCQApplication

Output Limit (bytes) QM�WMS�A?L
QCJCAR�FMU�K?LW�RM�CVNMPR�

From Last Thread Dump AMLRGLSCQ
RFC�MSRNSR�DPMK�RFC�J?QR�CVNMPR�

)KNMPR�,GACLQC�UGLBMU
4FC)KNMPR�&GJC)KNMPR�&GJC@SRRML�GL�RFC77 MPI@CLAF�,GACLQC�-?L?ECPMPI@CLAF�,GACLQC�-?L?ECPGQ�?JU?WQ�CL?@JCB��?LB�MNCLQ�RFC)KNMPR�,GACLQC)KNMPR�,GACLQC
UGLBMU�DMP�WMS�RM�L?TGE?RC�RM�?�QMSPAC�eJC���JGACLQC�MP��J?P	�

/LJW�RUM�RWNCQ�MD�eJCQ�?NNC?P�DMP�QCJCARGML�
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4M�?BB�RM��MP�SNB?RC�GL	�WMSP�JMA?J�JGACLQC�B?R?@?QC��QCJCAR�?�JGACLQC�eJC�?LB�AJGAI/+/+ ��!�NMNSN�UGLBMU
AMLePKQ�QSAACQQ��?LB�RFC�JGACLQC�Q	�?PC�?BBCB�MP�SNB?RCB�GL�WMSP�B?R?@?QC�

Figur e 90. )KNMPR�,GACLQC�BG?JME�RM�eLB�JMA?J�JGACLQC�eJC�MP�JGACLQC�?PAFGTC�eJC
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)D�?LW�MD�RFC�JGACLQC�Q	�WMS�QCJCAR�RM�GKNMPR�?PC�MJBCP�RF?L�RFC�MLCQ�ASPPCLRJW�GL�WMSP�JMA?J�B?R?@?QC��KC?LGLE
RF?R�RFC�ECLCP?RCB�?RRPG@SRC�RGKCQR?KN�GQ�C?PJGCP��LCUCP�JGACLQC�Q	�GL�WMSP�JMA?J�JGACLQC�B?R?@?QC�?PC�LMR
MTCPUPGRRCL��(MUCTCP��RFC�Q?KC�)KNMPR�QSAACQQDSJ�KCQQ?EC�NMNSN�?NNC?PQ�DMP�QSAF�eJC�GKNMPR�MNCP?RGMLQ�

5QCP�!AAMSLRQ
4FGQ�QCJCARGML�DPMK�RFC�K?GL0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGMLTGCU�GQ�?T?GJ?@JC�ML.G?E?P?��AMLRPMJJCPQ�MLJW��9MS�A?L
APC?RC�KSJRGNJC�NJ?RDMPK�?BKGLGQRP?RMP�SQCPQ��SN�RM����K?VGKSK	��!JJ�F?TC�RFC�Q?KC�DSJJ�?BKGLGQRP?RMP
NCPKGQQGMLQ��A?L�APC?RC�?BBGRGML?J�SQCPQ��?LB�A?L�AF?LEC�RFC�N?QQUMPB�MD�RFCGP�MUL�?AAMSLR�

)D�WMS�?PC�AMKKGQQGMLGLE�?�LCU�SLGR��MP�?�AMLRPMJJCP�RF?R�F?Q�F?B�?�AJC?L$GQR�eJC�GLQR?JJCB��MLJW�?�UCJJ
ILMUL
BCD?SJR�NJ?RDMPK�?BKGL�?AAMSLR�CVGQRQ��!LW�SLGR�UGRF�RFC�BCD?SJR�NJ?RDMPK�?BKGL�SQCP�GQ�CVRPCKCJW�QSQACNRG@JC
RM�SL?SRFMPGXCB�GLRPSQGML��4FCPCDMPC��@CDMPC�WMS�A?L�AMKNJCRC�MRFCP�AMKKGQQGMLGLE�R?QIQ��RFC.�
#MKKGQQGMLGLE�7#MKKGQQGMLGLE�7GX?PGX?PBB PCOSGPCQ�WMS�RM�ePQR�PCNJ?AC�RFC�BCD?SJR�NJ?RDMPK�SQCP�?AAMSLR�GL�?�UGX?PB�QRCN�

Figur e 91. )KNMPR�QSAACQQ

Figur e 92. %V?KNJC�UFCPC�RUM�NJ?RDMPK�?BKGL�?AAMSLRQ�F?TC�@CCL�APC?RCB
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.CU�5QCP�UGLBMU
#JGAIGLE.CU�5QCP.CU�5QCPMNCLQ�RFC.CU�5QCP.CU�5QCPUGLBMU�

&MJJMU�RFCQC�@?QGA�ESGBCJGLCQ�RM�APC?RC�QRPMLE�N?QQUMPBQ�

` 5QC�@MRF�SNNCP�?LB�JMUCP�A?QC�

` )LAJSBC�LSKCPGA�BGEGRQ�

` )LAJSBC�QNCAG?J�AF?P?ARCPQ�

` $M�LMR�SQC�BGARGML?PW�UMPBQ�

` $M�LMR�SQC�WMSP�AMKN?LW�L?KC�

` $M�LMR�K?IC�WMSP�N?QQUMPB�RFC�Q?KC�?Q�WMSP�SQCP�L?KC�

` $M�LMR�SQC�AMKKML�LSK@CPQ�JGIC�RCJCNFMLC�LSK@CPQ��?BBPCQQCQ��WMSP�@GPRFB?W��?LB�QM�ML�

Property Value Description

5QCP�.?KC RCVR !�K?VGKSK�MD����?JNF?LSKCPGA
AF?P?ARCPQ��? 
 X� ! 
 : � � 
 � 	��UFCPC
RFC�ePQR�AF?P?ARCP�KSQR�@C
?JNF?@CRGA��?LB�DMJJMUGLE�AF?P?ARCPQ
CGRFCP�?JNF?LSKCPGA�MP�SLBCPQAMPC��
> 	�

0?QQUMPB ?�KGLGKSK�MD����AF?P?ARCPQ�SQGLE��?R
JC?QR�MLC�500%2�#!3%�JCRRCP��?R�JC?QR
MLC�JMUCP�A?QC�JCRRCP��?LB�?R�JC?QR
MLC�BGEGR��LSKCP?J	

#PC?RCQ�?LB�TCPGeCQ�?�QRPMLE
N?QQUMPB�SQGLE�RUM�eCJBQ�

4FC�N?QQUMPB�KSQRmatch GL
@MRF�N?QQUMPB�eCJBQ��4FC
AF?P?ARCPQ�WMS�CLRCP�BGQNJ?W�?Q
?QRCPGQIQ��
	�

!L�CPPMP�NMNSN�PCKGLBQ�WMS�GD
WMS�?RRCKNR�RM�CLRCP�?�N?QQUMPB
RF?R�BMCQ�LMR�KCCR�KGLGKSK
PSJCQ�

Figur e 93. %V?KNJC�.CU�5QCP�BG?JME�?DRCP�RWNGLE�SQCP�L?KC��N?QQUMPB��?LB�AMKKCLR
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Property Value Description

#MKKCLR MNRGML?J�RCVR��?R�KMQR���
?JNF?LSKCPGA�AF?P?ARCPQ��UGRF�RFCQC
?JQM�?JJMUCB�
�������	� ���>

NOTE: !R�RFC�RGKC�MD�RFGQ
BMASKCLR��AMKKCLR�RCVR�A?LLMR�@C
PC
CBGRCB�?DRCP�?BBGLE�GR�RM�?�SQCP
?AAMSLR�

3CR�3WQRCK�$?RC�4GKC�UGLBMU
4FGQ�UGLBMU�AMLeESPCQ�RFC�PCKMRC�NJ?RDMPK]Q�B?RC�?LB�RGKC�

4M�?AACQQ��CVN?LB-W�0J?RDMPK-W�0J?RDMPK� 0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGML?LB�AJGAI#F?LEC�$?RC�4#F?LEC�$?RC�4GKCGKC�

0PMNCPRGCQ
Property Value Description

$?RC RFPCC�eCJBQ $CeLCQ�?�B?W��KMLRF�?LB�WC?P�SQGLE
RFC�SN�?LB�BMUL�AMLRPMJ�@SRRMLQ�

4GKC ��aFP��RGKC !JU?WQ�BGQNJ?WQ�GL���
FMSP�DMPK?R�

4GKC�:MLC BPMN
BMUL�JGQR %?AF�RGKC�XMLC�NPMTGBCQ�?�RCVR
BCQAPGNRGML��?LB�GL�N?PCLRFCQGQ�RFC
FMSP�MDDQCR�DPMK�54#��?LB�GD�B?WJGEFR
Q?TGLEQ�RGKC�GQ�SQCB	�RFC�MDDQCR�NJSQ
B?WJGEFR�Q?TGLEQ��&MP�CV?KNJC�
!KCPGA?�.CU>9MPI��
��
�	 �

"SRRMLQ

` 5QC�JMA?J5QC�JMA?JQWLAFPMLGXCQ�RFC�PCKMRC�FMQR]Q�B?RC��RGKC��?LB�RGKC�XMLC�UGRF�WMSP7 MPI@CLAF0#�

` 3?TC3?TCSNB?RCQ�RFC�B?RC�RGKC�?LB�RGKC�XMLC�GL�RFC�NJ?RDMPK�?LB�AJMQCQ�RFC�UGLBMU��4FGQ�@SRRML�@CAMKCQ
?T?GJ?@JC�?DRCP�WMS�AF?LEC�MLC�MP�KMPC�NPMNCPRGCQ�GL�RFC�UGLBMU�MP�UFCL�WMS�AJGAI5QC�,MA?J5QC�,MA?J�

` #?LACJ#?LACJ?@?LBMLQ�RFC�SNB?RC�

3MDRU?PC�$CR?GJQ�UGLBMU
4FGQ�UGLBMU�BGQNJ?WQ�GLDMPK?RGML�?@MSR�C?AF�QMDRU?PC�KMBSJC�RF?R�GQ�?T?GJ?@JC�JMA?JJW�?LB�GLQR?JJCB�ML�?�PCKMRC
AMLRPMJJCP�NJ?RDMPK�

Figur e 94. 3CR�3WQRCK�$?RC�4GKC�UGLBMU
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4M�MNCL�RFGQ�UGLBMU��AMLLCAR�RM�RFC�PCKMRC�NJ?RDMPK��CVN?LB0J?RDMPK0J?RDMPK��BMS@JC
AJGAI3MDRU?P3MDRU?PC�-?L?ECPC�-?L?ECP��JMA?RC
?�KMBSJC�?LB�BMS@JC
AJGAI�GRQ�PMU�

$CR?GJQ�GLAJSBC�?�@PGCD�KMBSJC�BCQAPGNRGML��AMKN?PGQMLQ�@CRUCCL�GLQR?JJCB�?LB�?T?GJ?@JC�KMBSJCQ��KMBSJC�eJC
?LB�QGXC��QGEL?RSPC�QR?RSQCQ��?LB�UF?RCTCP�KMBSJC�BCNCLBCLAGCQ�CVGQR��@W�N?PR�L?KCQ��$CNCLBCLAGCQ�?PC�JGQRCB
DMP�@MRF�A?QCQ��UF?R�QMDRU?PC�GQ�PCOSGPCB�@W�RFGQ�KMBSJC��NJSQ�QMDRU?PC�RF?R�GQ�BCNCLBCLR�ML�RFGQ�KMBSJC��4FC
BCNCLBCLAW�BCR?GJQ�?PC�DMP�GLDMPK?RGML�MLJW��7FCL�GLQR?JJGLE�KMBSJCQ�DPMK�RFC3MDRU?P3MDRU?PC�-?L?ECPC�-?L?ECP��?JJ
BCNCLBCLR�KMBSJCQ�?PC�?SRMK?RGA?JJW�GLAJSBCB�UFCL�WMS�QCJCAR�?�KMBSJC�RM�GLQR?JJ�

Figur e 95. 3MDRU?PC�$CR?GJQ�BG?JME�DPMK�3MDRU?PC�-?L?ECP
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!Q�UCJJ�?Q�BGQNJ?WGLE�RFC�QGEL?RSPC�QR?RSQCQ�MD�RFC�QCJCARCB�KMBSJC��RFGQ�UGLBMU�NPMTGBCQ�?�JGLI�RM�TGCU�RFC
ACPRGeA?RC�RF?R�RFC�KMBSJC�GQ�QGELCB�UGRF��&MP�KMPC�BCR?GJQ�ML�QGEL?RSPC�QR?RSQCQ��PCDCP�RM�RFCNiagara Third
Party Module Signing ESGBC�

3WLA�.MU�UGLBMU
4FGQ�UGLBMU�?RRCKNRQ�RM�AMLLCAR�RM�?�PCKMRC�.40�QCPTCP�MTCP�RFC�)LRCPLCR��4FC�NSPNMQC�MD�RFGQ�AMLLCARGML�GQ
RM�AMLePK�RF?R�RFC�AMLRPMJJCP�A?L�PC?AF�RFC�.40�QCPTCP�RM�QWLAFPMLGXC�B?RC�?LB�RGKC�

4FGQ�UGLBMU�F?Q�MLJW�MLC�NPMNCPRW�DMP�RFC�DSJJW
OS?JGeCB�BMK?GL�L?KC�MD�?�NS@JGA�.40�QCPTCP�MP�RFC�)0�?BBPCQQ
MD�?LW�?AACQQG@JC�.40�QCPTCP�

3WQJME�#MLDGESP?RGML�UGLBMU
!Q�MD.G?E?P?����� ��WMS�A?L�?AACQQ�RFC3WQJME�#MLeESP?R3WQJME�#MLeESP?RGMLGMLUGLBMU�GL�RFC0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGMLTGCU�
3WQJME�GQ�?�QR?LB?PB�NPMRMAMJ�DMP�KCQQ?EC�JMEEGLE��UFGAF�?JJMUQ�KCQQ?ECQ�ECLCP?RCB�@W.G?E?P?RM�@C�QRMPCB
?LB�?L?JWXCB�ML�?�PCKMRC�QCPTCP�

Figur e 96. 3WLA�.MU�UGLBMU
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4M�?AACQQ�RFC3WQJME�#MLeESP?R3WQJME�#MLeESP?RGMLGMLUGLBMU��MNCL�RFC0J?RDMPK�!BKGLGQRP?R0J?RDMPK�!BKGLGQRP?RGMLGMLTGCU�?LB�AJGAI3WQJME3WQJME
#MLeESP?R#MLeESP?RGMLGML�

Type Value Description

%L?@JCB false �BCD?SJR	�MPtrue $GQ?@JCQ��D?JQC	�MP�CL?@JCQ��RPSC	�RFC
QWQRCK�JME�QCPTGAC�

(MQR )0�?BBPCQQ 3NCAGeCQ�RFC�)0�?BBPCQQ�MP�FMQRL?KC
MD�RFC�3WQJME�3CPTCP�

0MPR LSK@CP��BCD?SJRQ�RM�����	 3NCAGeCQ�RFC�NMPR�DMP
AMKKSLGA?RGML�

-CQQ?EC�4WNC PC?B
MLJW��BCD?SJRQ�RM�"3$	 3NCAGeCQ�RFC�RWNC�MD�KCQQ?EC
QSNNMPRCB��#SPPCLRJW�MLJW�RFC�"3$
RWNC�GQ�QSNNMPRCB�

Figur e 97. 3WQJME�#MLeESP?RGML�UGLBMU
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Type Value Description

4P?LQNMPR BPMN
BMUL�JGQR 3NCAGeCQ�RFC�RP?LQNMPR�NPMRMAMJ�SQCB
DMP�AMKKSLGA?RGLE�KCQQ?ECQ�RM�RFC
QCPTCP�

#JGCLR�0?QQUMPB RCVR 4FGQ�GQ�MLJW�PCOSGPCB�GD�RFC�QWQJME
QCPTCP�PCOSGPCQ�KSRS?J�4,3��K4,3	
NPMRMAMJ��4FGQ�NPMNCPRW�BCeLCQ�RFC
AJGCLR�ACPRGeA?RC�GL�RFC�5QCP�+CW
3RMPC�RM�SQC��2CDCP�GL.G?E?P?�3R?RGML
3CASPGRW�'SGBCRM�^#PC?RGLE�?�#JGCLR
#CPRGeA?RC�DMP�3WQJME�AMLeESP?RGML_
DMP�KMPC�GLDMPK?RGML�ML�ECLCP?RGLE
#JGCLR�#CPRGeA?RCQ�

0J?RDMPK true �BCD?SJR	�MPfalse %L?@JCQ��RPSC	�MP�BGQ?@JCQ��D?JQC	�RFC
NJ?RDMPK�JMEQ�QCLR�RM�RFC�QCPTCP�

3R?RGML true �BCD?SJR	�MPfalse %L?@JCQ��RPSC	�MP�BGQ?@JCQ��D?JQC	�RFC
QR?RGML�JMEQ�QCLR�RM�RFC�QCPTCP�

3WQJME�,ME�,CTCJ�&GJRCP Off � Severe � Warning � Info � Config �
Fine � Finer � Finest � All �BCD?SJRQ�RM
Info 	

3CRQ�RFC�KGLGKSK�JCTCJ�MD�NJ?RDMPK
?LB�QR?RGML�JMEQ�RF?R�UGJJ�@C�QCLR�RM
RFC�QWQJME�QCPTCP�

3R?RGML�!SBGR true �BCD?SJR	�MPfalse %L?@JCQ��RPSC	�MP�BGQ?@JCQ��D?JQC	�RFC
QR?RGML�?SBGR�PCAMPBQ�QCLR�RM�RFC
QCPTCP�

3CASPGRW�!SBGR true �BCD?SJR	�MPfalse %L?@JCQ��RPSC	�MP�BGQ?@JCQ��D?JQC	�RFC
QCASPGRW�?SBGR�PCAMPBQ�QCLR�RM�RFC
QCPTCP�

&?AGJGRW BPMN
BMUL�JGQR��BCD?SJRQ�RMlocal0 	 3NCAGeCQ�RFC�D?AGJGRW��MP�NPMACQQ	
UFGAF�ECLCP?RCB�RFC�QWQJME
KCQQ?ECQ�

1SCSC�3GXC LSK@CP��BCD?SJRQ�RM�����	 3NCAGeCQ�RFC�OSCSC�QGXC�RM�FMJB�RFC
KCQQ?ECQ�SLRGJ�RFCW�?PC�QCLR�

6GCU�$CR?GJQ�UGLBMU
4FGQ�UGLBMU�QSKK?PGXCQ�?JJ�GLDMPK?RGML�PCJ?RCB�RM�RFC�NJ?RDMPK�
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)LAJSBCB�GL�RFC66GCU�$CR?GJQGCU�$CR?GJQUGLBMU�GQ�?�JGQRGLE�MD�?JJ�GLQR?JJCB�KMBSJCQ��JCVGAMLQ��JGACLQCQ��?LB�ACPRGeA?RCQ�
)LAJSBCB�GQ�?�QR?RGML�JGLC��JGQRGLE�AMLeESP?RGML�DMP�?SRMQR?PR�?LB�?SRMPCQR?PR��NJSQ�ASPPCLR�QR?RSQ�

"SRRMLQ�GLAJSBC�

` #MNW�RM�#J#MNW�RM�#JGN@M?PGN@M?PBB NSRQ�?JJ�BCR?GJQ�GL�RFC�UGLBMU�ML�WMSP�0#]Q�7GLBMUQ�AJGN@M?PB�

` #JMQC#JMQCCVGRQ�RFC�UGLBMU��Q?KC�?Q�7GLBMUQ�AJMQC�AMLRPMJ��AMLRCLRQ�AMNGCB�PCK?GL�ML�AJGN@M?PB	�

3MDRU?PC�$CR?GJQ�UGLBMU
3MDRU?P3MDRU?PC�$CR?GJQC�$CR?GJQGQ�RFC�UGLBMU�RF?R�?NNC?PQ�UFCL�WMS�BMS@JC
AJGAI�?L�GRCK��DMP�CV?KNJC��KMBSJC	�JGQRCB�GL�RFC
NJ?RDMPK]Q3MDRU?P3MDRU?PC�-?L?ECPC�-?L?ECPTGCU��!�LSK@CP�MD�BCR?GJQ�GQ�NPMTGBCB�?@MSR�RFC�QCJCARCB�GRCK�

Figur e 98. 6GCU�$CR?GJQ�UGLBMU
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0PMTGBC�RFC�BCR?GJQ�DMP�RFC�QCJCARCB�KMBSJC�

Figur e 99. 3MDRU?PC�$CR?GJQ�TGCU
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Chapter 19. Glossary
4FC�DMJJMUGLE�EJMQQ?PW�CLRPGCQ�PCJ?RC�QNCAGeA?JJW�RM�RFC�RMNGAQ�RF?R�?PC�GLAJSBCB�?Q�N?PR�MD�RFGQ�BMASKCLR�

4M�eLB�KMPC�EJMQQ?PW�RCPKQ�?LB�BCeLGRGMLQ�PCDCP�RM�EJMQQ?PGCQ�GL�MRFCP�GLBGTGBS?J�BMASKCLRQ�

Alphabetical listing

engineering workstation
!L�GLQR?JJ?RGML�MD.G?E?P?ML�?�0#��UFGAF�GQ�SQCB�RM�AMKKGQQGML�AMLRPMJJCP�F?PBU?PC�?LB�NCPDMPK�?NNJGA?RGML
CLEGLCCPGLE�ML�@MRF�MDf GLC�?LB�MLJGLC�QR?RGMLQ��)L�QMKC�A?QCQ�RFC�RFGQ�UMPIQR?RGML�K?W�?JQM�@C�JGACLQCB�RM�PSL
?�QR?RGML�RM�D?AGJGR?RC�?NNJGA?RGML�BCTCJMNKCLR�?LB�RCQRGLE�

NTP
.CRUMPI�4GKC�0PMRMAMJ��4FGQ�NPMRMAMJ�GQ�SQCB�@W�AMKNSRCPQ�?LB�BCTGACQ�RM�QWLAFPMLGXC�AJMAIQ�MTCP�RFC
)LRCPLCR�

UTC
#MMPBGL?RCB�5LGTCPQ?J�4GKC��54#	�GQ�RFC�PCAMELGXCB�?RMKGA
AJMAI�QR?LB?PB�MD�PCDCPCLAC�RGKC��J?PECJW�PCNJ?AGLE
'-4��'P CCLUGAF�-C?L�4GKC	�?Q�RFC�RGKC�RM�PCDCPCLAC��4GKC�XMLCQ�?PC�AMKKMLJW�CVNPCQQCB�?Q�LCE?RGTC�MP
NMQGRGTC�MDDQCRQ�DPMK�54#�RGKC�

.G?E?P?�0J?RDMPK�'SGBC 'JMQQ?PW
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