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4FC 2T REEC MLIRC JCDRMIFGBCQ ?AACQBMRM RGJ?@JC NJ?RDMPRQGEEFEIRQMIQCCR NJ?RDMPKQ ?LB
QRTRVLQ CVN?LECRW (MQR?LB )0 ?BBEQQ LMBCQ

&MK FFGG?E?PFMKC TGCWMS MNCL ? AMLLGMRRM C?AF NJ?RDMPK ?GBIQR?R

4FGQ AF?NRCAMBISAT G QSNNMPRCB NJ?RDMPKQ CHOINERNMQOC MO RI?RDMPK B?CKML ?LEBNEBCQ
NRMACBSH) DMP AMLIGIARRM ? NJ?RDMPK ?LB GNIVER?T #MLR?GLCREU

3SNNMPRCB NJ?RDMPKQ

I NJ?RDMPK GQ CFIR\EIRPR GQ GLITBNIL ? FMQRR GQ LMR N?PR MISMQRIFE NJ?RDMPK GLRCPDCAQCRBP
2J RC QSNNMPR R?9?Q RIMU WMS RM QCR SN QSNNMRB@.ERFMMR ? FMQR

4FCR 22 RUM RWNCQ MD NJ?RDMPKQ
%K@CBBCB AMVBEPQ CRSPNMQC ®FE@RBU?R BCTGACQ QFGNNCB ?L BINERYRQRCK BCQGELCB RM

MNBKGXERAMLRRECP DSIGRLQ MSQC f2QF KCKMPW DMP eJC QRMP?EQ 28RAMEIQNMR *?T?2 6- 2LB
NRMTGBC @BPRCPLCR AMLLGABRW

3SNCPTG@MPMQRQ ?LB MP CLEGLCCPGLE UMPLQRFR?E 7 GLBMUQ @?QCB

-?P AF



0J?RDMPK -?L?ECKCLR .G?E?P? 0J?RDMPK 'SGBC

IKMLE RFC RUM BFSNQ MD AMLRIPQ CK@CBBCB ?LBIZBMUQ @?QCB AMIGFR) C?AF KMBCJ F?Q ? FMQR
KMBCJ RCVR BCQAPGRBAPWMS QCEGBRPBML -?L?ECHFGCU MDG?E?P?.CRUMP(MQR -MBCJ AMJSKL
2LB 2JQM GL NJ?RDMPK TGCUQ 0JZRBMEK 'BKGLGQRR?Q UCI ?QRC0J?RDMPK3CPTGINCR?GLCP MD ?
QRTRVL PSLLGLE ML ? FMQR

4FGQ R?@3QRQ AMLIRP KMBCJQ QRPREGRC FMQR KMBCJ RCVR BCQAMBNRYR?R 7€ LMR AMKNGRJC
UGR.G?E?P? ?FC QM LMRCB 3MKC KMBCJQ K?W CVGQR ML ? HM@RIZRCCFOPEPR KGEP?RCB RM
.G?E?P? ?JMLE UGRMKC LSK@CP MD AMIGHFFR 2@ AMKN?B@JC &MP @MBEB BCR?GEDEP RMCR
Niagara AX to N4 Migration Guide

NOTE: &MP GLDMRBR ?@MSR JCE?AW NJ?RDMRICR®IERP ?LB C?RICPCPCP RM GER TCPQGMIKEND R
BMASKCLR

Table 1. 0J?RDMPK FMQR KMBCJQ

Model text Compatible with

Model name

descriptor .G?E?P? ?

14,13 *#% ,GLSV @?QCB AMKN?AR CK@CBBCB )M4 )LRCPLCR MD 4M3CEQ AMLRP
?LB QCPTCP NJ?RDMPK DMP GMEKSERJIC ?LBEH CPQC BCTGACQ ?LB
QS@ QWQRCKERGLRCPLCR AMIETARW ?LB UC@ QCPTGLERMW?@GJ
REC*1#% NMTGBCQ GLRCEP?RCRARSREPTGQGML B?R? JMEEGLE
?J?PKGLE QAFGBIS?LB LCRUMPI K?L?ECKCLR )RTBRPB?R? ?LB
PGAF EP?NFGETINE?WQ RM ? QRUBGE@P@ARIQCP TG? ?[F@iL.CR MP
UGRJICQQ ,!. MPEKMRCIW MTRP®&.RCPLCR 4FGQVWIZERPSNNMPRQ
.G?E?P? 2CDCP RMCBRACE-9000 Install and Startup GuideDMP
AMKKGQQGMLGLE BCR?GJQ

)4, *1#% 1.8 @?QCB AMLRRICRIGRGLRCEP?&&G @ E QSNNMPR ?LB ? 9CQ CVACNR UFCL
53" NMPR DMP @?AISQRKIBQ?EC SQGLE ? 53" f?QF BPGTC 0JSE @RSLLGLE MIBCP QMDRU?P
MNBML KMBSJCQINBBC ?BIBRML?J AMKKSLGHNARQ NMPRQ 3SNNMPRQ
.G?E?P? 2CDCP RMCBACE-8000 Install and Startup GuideDMP
AMKKGQQGMLGLE BCR?GJQ

%BEC %BEC GQ ?1.8 @?QCB )/ AMLRBCPRRR F?PLCQQEQ BSINMUCP MECR 9CQ
.G?E?P? &P?KCUMPI@R RC CBEC 3SNNMPBCE?P? ?LB J?RCP
3FGNQ UKGRVIDRWI?RM PSL ? NJ?RDMPK B?CKML GIRPGEBRA?RC
?LB ? BCD?RIQRGRIL NFGLQRCB%BEC BCTGARSLAT DSIQR?AlI USR

NMGLRQ MD ML @NI7RB )/ 2 CVN?LQGML A?N?@GRW 4FC
AMLRRICP DC?RQP -" $$2 3$2!- "™ RMR?J C--# f?QF
QRMP?ECHGRCP QN?AC QCR ?R " 5LGTCPQ?J GLNSRQ !L?JME
MSRNSRQ $GEGR?J MSRNSRQ -FBRLCR NMPRQ A?N?@JC MD
B?GQW AF?GLGLE 23 QCPG?J GRIFEKE AIJMAI ?LB QCAZMMR
2CDCP RMXRiagara Edge 10 Install and Startup Guide DMP GLQR2IL
AMKKGQQGMLGLE BCR?GJQ

7 MPIQRGRIL 5QCR)SNNGCB 0# 7 GLBMUQ @?QCB ASQRMKCBCESOINEPR PSLDOMPI@CLABFC 0#  9CQ
DMP CV?KNJC ? QFMSJB @C PSLLGIRCER TCPQGMLGABMUQ
3SNCPTGQMP

CLEGLCCPGLE  _MQR 0# NJ?RDMPKQ SQC ? @&BMUQ /3
UMPIQREML 7 GL @?QCB 'BEMSEF ? 7GL 3SNCPTG@B@CQ ? @GR
*6- *?T? 6 GPRS?J-?AFGLC ?IGBBELR .2% AMP
@GL?PGCQ GRQ NJ?RDMPK GLRCPD?AGGRIIRIPIW GBCLR
7 GL @?QCBsSNCPTGQRMP QGRCQ SQ&ieE  ?LB
C?R3CP

4FC @GR *?T? 6- 6GPRS?J -?AFGLC BMCQ LMR F?TC ?
" KCKMPW JGKGR 8&IC RC*?T?6-ML?7 GL @?QCB
3SNCPTGQMWNGAW ?LW 0# WUGR@GR 7GLBMUQ ?JQM F?Q
" MP KMP C MD 2!- ?LB SLJGIC? @GR GLBMUQ 0#
RFC @GR /3 A?L ADCAR CIJW SQOVII GR 4ECMP GD
WMS ?PSQGLE ?L GBRR2E?P?TCPQGML ? @GHR.BMUQ
FMQR K?W @CRMJISKL RM GKINE RC NCPDMPK?LAC MD
WMSP EFQR CLRCPNPGQGSICHFEEQMP
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Model text
descriptor

Model name %O’Q%aptg)lg with

&GJC QRMP?EC GQ RWREEBPGTC

1JJ AMLRBCPGRR A?L PSIG?E?P? SQCHKC 1.8 MNCP?RSLE QWQRCK OP@VBMUQ @?QCB ARINGTRFRR PSL
7 GLBMUQ 80 %K@CBBCB PMR QSNNMPRCB

3MKC NJ?RDMPK TGCUQ DMP CVFBOURRBMPK IBKGLG@RHAXRCBADCPQ BCN@IE MLAE RWNC MD
AMLRRICP

NOTE: 7FCL AMLLCARCB RM ?L@I'BMUQ FM@R 40 )0 #MLeESP?RBMNJ?RDMPK TGCU GQ ?0IBWAR RNV
JLRCLBCB AMLeESBRR GQ DMP MMLR® MLJW /L ?LVMEZBMUQ FMQR WMS ANIL4HB® ?LB MFCP LCRUMPI
QCRREQ SQGEE RMPK?J GLBMUQ #MMIFO?LCJ GLRCPD?AC

"?AISN @?RRCPW MP LMR

#MLRMJICPQCBCQGELCB RNFQRR.B @PGCD NMIEZPCTCLRQ ! AMIGP K?W MP K?W LMR GLAJSBC ? @?AISN
@?RRCPW

4FC.G?E?P? %BEC *1#% ?LB*1#% AMLRRICPQ GLAJSBC GLRCEP?B MCE&WPW UFGAF
NEQCPTCQ FEK®B?R? SNML ? NMUCP JMQQ CTCLR 'RV BCQCSIMIMREEP NJ?RDMPKQ BM LMR F?TC @?AISN
@?RRCPGCQ

I QR?BML PSLLGLE Ml#% MP1#% F?Q LMMUCP-MLGRMP3CPIGCP GRIZRDMPK3CPTGACQ
AMLR?GLEMP AMGRSMSQ MNGMR?AMQ NMUCP CTCLRQ ?L CVRCPL?J @?RRCPW @CAISBBEMIMICP
RC AMLRBCP

"2AISN KCKMPW QSNNMPR UMPIQ TGGNIQRIFRDMPK QCHICHPRRCAMTCPW3CPIBAQ NJ?RDMPK QCPTGAC
AMLBLSMSQBOANEQ 2IB?R?@?QC AF?LECQ GL KCKMPW ?LE@NAMAMEFR? NMUCP CTCLRQRIIR RCQC
AF?LECQ

+LMUL @GRGKGR3RLQ ?LB GLOASNVIL

4FC J?RC@RE?PZTCPQGMCQHGP? @GR GLBMUQ @?QCB 08SNCPTG@NRRML PSLLGLE SLBCP ? @GR
7 GLBMUQ MNCRARQWQRCK K?W LMR QSNNMPR QMKC JCE?ARNEFEFTKIMQREAGRZRLQ BM LMR ?NNJW RM ?
RWNGA3NCPTGQMRW QFMSJIB @C SLBCPQRMIZE>GQHEREMLGKC

2% QCPG?J QSNNMPR GQ ?T?GJ?@JC DREEMUQGR7RDMPK (MUQUER?J @?QCB BPGTCPQ DMP CV?KNJC
KMB@SQ!QWLA fCV3CPG?J T?PGMSQ JCE?AW BRRTRRMFIACLQCB MBSNCPTGQMB RECEDMP ?/C
LMR DB¥ RCQRCB MP QSNNMPRCB ML? @GR NJ?RDMPK

%VACNKEMLQ RM Q&NELQC PSJICQ A?L MARSKABHRCLEGLCCPGLE UMBMIRYRLB BCKM K?AFGLCQ !E?GL
@GR QCPG?J MBORTRQ LMRWDES?P?LRCCB

I'LMUL GQQSC UGRC @GR QCPGE@EIRPPW K?QQMPR GR@LIGEEX ML NF?QCQREBREC MD? @GR
.G?E?PBCPG?3ULCJ ACLR &MRIPRCB BCR?GJFQCG&Fara Drivers Guide

JLOR2IBML MBQR7 GL @?QCBSNCPTG@BICRC 7 GL @?QCB GLQRBJL CVACNRRQCN?P?RC
CVCASR?@JCEGRIMR MBABSNCPTGQWBSAR GK?EC MP #£ BQCB RM GLIQRERSN>V CVC GLQRC?B MD
QCRSN>V CVCCRNCERCIW

I'NJ?RDMPK AMLLGRR RM ?GL  @?QCBSNCPTGQNMTGBCRIRGBCGR?J AlB2EML MD TGCUQ FPUGR

7 GL @7?QCB FMQR JQM UFCL MNCLGLENMDRRSELGLE MLGLZ FMQR WMS QBTC®?KC AFGJB QCPTGACQ
SLBCP GBIZRDMPK3CPTERACGR QRTML PSLLGLE MLGIZ FMQR
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0J?RDMPK B?CKML LG?E?P?B

4FC NJ?RDMPK B?CKML GQ ?L CVCASRR@SCRGLBCNCLBUIFK .G?E?PAME PSLEKC GQMNBLQREB ML
CTCPW AMUREP 2Q D?ARMPW QFGNNCB ?LB PSLQ BEGIMITRIFGR @MMRQ SN 4FC B?CKML GQ *?T? @?QCB
PSLLGLE GL GRQ MUL (MRQNMR *?GP&SBJ -?AFGLC L 7TBBML?J ?LB QCN?P?RC (MRQNMR *?T? 6- GQ SQCB
DMFFR PSLLGLERQRE@RIL MACQQ

9MS LCCBHT NJ?RDMPK B?CKML JMAGLQ@RBI?LB PSLLGLE RM FMQRGMRRPRWMSP JMA?J 0# QSAF ?Q DMP ?
3SNCPTGQHFEQ JCRQ WMS WMRCLMPI@CLAKGCLR NJ?RDMPK AMRMCARI WMSP IMAWMQR NJ?RDMPK )R
?2J0OM WUQAKMRC GLLR NJ?RDMPK AMMMCARM WMSP 0#

7FCL WMS GLQRB2E?PML WMSP 0# MLC FD RPQR "MSJB WMSIC RM _ GLQRINRVLQ GOLRM3IPLB 3R?PR
0J?RDMPK $?CKMIEC BCD?BJQCJGAR. GQ RM GLQR?J

4FC.G?E?PFMQRINIJ?RDMPK B?CKML KMLGRKBQEPR B 4#0 )0 NMPR DMFCAR AMLLGMRER. BMCQ ?
PSLLGLE Q&FR

"W BCD?RIRGQ 4#0 NMPR GfZTEGR

DMP ? QCASE 4,3 &" 0J?RDMRWILLC/GML GD ?T?GJ?@JC

DMP ? 0J?RDMRAWILLCARMLARR GQ LMR QC/SERELAPWNR ™™

)D LCACQQ?PW WMS A?L AFAGCAZGRMPR KMLEBMRM ? BDOPLR LML BCDRSHNMPR BSPGLE NJ?RDMPK
AMLeESPERIL

)LQRJ3LE ?LB QRERE RC NJ?RDMPK B?CKML

IMSH MPI@CLAR]Q JMA?J NJ?RDMPK B?CKML GQ LMR LCACQQ?PWIINIR KIRREMBK AMEMCAR MO
FMQRQ MLJW RNMGBER ?@GRW RM PSL CORZMARIML WMSP 0# IDRCE?PGLQR?BML ML WMSP 0# WMS
A?L GLQR?1B QR?AFCRIJI?RDMPK B?CKML ?R CGKWE RED LCCBCB

Prerequisites:
9MS ?E SQGLE®7 GLBMUQ 3R?PR KCLS

3RCN  4M GLQR?1B QR?ARB?CKML AJABR?PRAMJI BMUL CVN?LBR.G?E?PQMDRWZPCPQGML ?LB
AGA)LQRIDI?RDMPK $?CKMIFMPRASR piltRexe installdaemon
4FC B?CKML MNCLQ ? AMKK?LBMNNR PSLQ ?LB GIAR2RCQ QSAACQQDRREBILQR?J

3RCN  4M TGCUR NJ?RDMPK B?CKML ?Q ? QCPGANRC AIGLBMUQ 3R?PR KCLGABCPTGARE QARJ
BMUL RMliagara

INCLGLE ? NJ?RDMPK AMLGOWRM ? FMQR

I NJ?RDMPK FMQR AMIGIGABDCPQVI? QRTRVL AMLLGAR. GEFR UFCL AMLLCARCB RM ? NJ?RDMPK

7 MPI@CLARMKKSLGA?RCQ ?QGTAR RECREMQRNJ?RDMPK B?CKML LG?E?P?B B?CKML ? QRIRDGIONP
5LJGIC ? QR3RIL AMLLGARFRR SQCEMR&MY &MVOMRMAMI BEILR NJ?RDMPK ANGMCAFBL?PGOOSGP D$J
7 MPI@CLARC?LGLE GR GQ SL?T?GJ?@JC SQGLE ? QR?@®P)CP MFCT® ,?SLAFCEQGLE ? @IPQCP
3SNCPTG@WRTRVIL A?L AMLLCAR RMMRC NJ?RDMAKIBEF GRRMTGQGMLGLE3CPTGAC

Prerequisites:
4FC NJ?RDMPK 0# JAMZIR MP AMLIRIP F?Q @CCL NFWQGAAIRRI?LB AMLLCARCB 4FC FMQR@QCB EGR
FFC BACLQC QCPTCP

3RCN 2GEFR®4FW (MQRGLIRC .?T REC ?LB AJAYNCL 0J?RDMPK
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3RCN

3RCN

3RCN

3RCN

-?P AF

AFCH#MLLCARIGLBMU MNCLQRBR L?KC MD WMSP AMKNSRCRKMR®AMMIEP ?@-&Host
L?KC

)R GQ NMQQG@JC RMGQRVRNC MD QE€ASPP?LONMPR ,?WCP 3CASPGRW CLAPWNRCB NJ?RDMPK
AMLLCARML RM ?IGPE?P? FMQR NHFGBCB GR BROHIW AMLEESP

NOTE: &MP @CQR QCASPGRW ?JU?WQ BMPUIBCUAR-C BCD?RINCL 0J?RDMPRLB /NCL
3R?BMI&AMVQ AMKK?LBQ ?QQSKC ? GCAMBLCARIL M K?IC ?L SLCLAPWNRCB AMLERARVMS
KSQR AF?LEER8 AMLLCGRIType ePQR

)D WMERCGTCB ?L C K?GF BER GACLQC +CW DMP ? FMQRGLEGLEMSIBACLQCGIBW
CVGQRQ ML BACLQGLE QCPTCP

)D NMKNRCB CLRGERBACLQC ICW ?JMLE BFFGRN?PR LSK@CP RIGPAREKR FMQRBACLQC ?LB
K?IC GR GKKGB?RCJIW ?T?GJ?@JC

IM ?AACNRRFMQR L?KC GWI+
4FCISRFCLBABMUGLBMU MNCLQ

/LAC RFC NJ?RDMPK GQ AMLLCARCB?&J?@JC NJ?RDMRBMDSYBREBCLRA?INPE?BICQQ MD
AMLLCARML KGRIB

$M MLC MIFR DNIMUGLE

)D AMLLCBEE RM ? AMURPFCLRCHR ABBCLR?JQ SQCP L?KC ?LB N?@EMISGB @W
RC AMLRBCP

)D AMLLOBEE RM WMSP 0# JWMJR CLREE REBCLEB?JQ WMS SQC RM JME GL RM WMSP AMKNSR(
IQ ? NJ?RDMPIGELR WMS JME GLAR® BBRIC MD FMQR SQGLE FMQBCIGITCHATMP
?SRCLRBATRVIL 4FGQ KC?LQ ? SQCP ?AAMSLR ?LBBIQUNPRIRGRPLW QRIRL SQCP ?AAMSLR
#MLQGBORIR)C ABCLB?JERFGEFCQR JCTCJ ?2AAGQR GNIGAGeA FMQR

CAUTION: ! LCU AMLRRJICP QFGNE BGR?&INJ?RDMPEBELR?IJG MR 2@ UGBCJIW ILMULb?LB GD
JCDR SLAR?LECERMLRBCP GQ @KRRBW QSQAEBRERC RM @CGLE F?AICBLIRUBREC.G?E?P?

QR?PRSN AMKKGQQGMISLEQMPRVMS KSQR AFAEBID?RIQCP L?KC ?LB N?Q@BIRNP
QMKGORGLE ILMUL MLIW RM WMSP AMKN?LW ?LB MP ASQRMKCPQ

%L? @ JRemember these credentials ?LB AGAI+

| LCU AMLRMJICP QFGN@ BGR?RINJ?RDMPRRELB?JE MR ?€ UGBCJW ILMULb?LB GD JCDR
SLAF?LECB JC?TERRAMLRBCP CVERCIW QSQAERRC RM @CGLE F?ATQBP)@ CLABCRCARQ
D?ARMPW BEDAEBCLE?JQ UFCL AMLIGARRM €RMRC NJ?RDMPK GR J?SEGEFER RC 0J?RDMPK
$CD?RQ GXBPUFGAF DMFQ WMS RM AF?EEXDRARMPW BERASBGMP RM ANBKIEIVRISP
NJ?RDMPK AMLIGBAR

)D NJ?RDMPK BEUPERLMR BCRCAREBRI?RDMPK AMLGERRAMKNJICRCQ )D NJ?RDMRQBD?SJ
BCRCARCOBXR NMACCB UsRC DMWUGLE QS@QRCNQ

NOTE: )D RC7 MPI@CLA%)03 NRINCPRBhow FIPS Options ~ GQ QCRiR& ACPR?GL &)03 GIMRQ
@CAMKC TGQG@IEWBUR BN QCICAREE BP?KCUMP| CLE®I® &)03 QRER N?QQUEP
FCOSGRCLRQ

? )L FC#F?LEC 0J?RDMPK $CREBIGXBPALALCVR RM QRCRIRSEF AP?ISLE ? QWQRCK
N?QQNFP?QCABLE ? LCU NJ?RDMPK ?AAMSLREERNE BLE-R BCD?BINJ?RDMPK ?AAMSLR

@ #IGARGLGRM AMKNJCRC®C AF?LECQ
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4FC QWQRCK AMKNJCRCQ KAGAMRLCARIL @ CRUCEC RMQR ?LBBMPI@CLARLB BGQNJ?WQ R
2T #MLR?GLCPGCU

Figure 2. 0J?RDMPK DSMRQQRCB GL NJ?RDNMPHMLR?GLCBEU

{new_jacel_nCloud2) . Platform / Mav Container View
~ Nav Platform 12 objects
P o %) My Network Name Description B

@ Application Director Control applications and access console output
@ My Host: d
e (new. jacel._nCloud2 O Certificate Management  Manage X.50% Certificates and Host Exemptions.
& Platform (@) Distribution File Installer  Install distribution files to the remote host
Platform (:5011) @ File Transfer Client Transferfilesto and from the remote host
A Station (new_jacel_nCloud2) Q Lexicon Installer Install lexicons to support additional languages

@ Licenze Manager Manage licenses and certificates

o Platform Administration Update the platform daemon's port or credentials, orsetits date and time
D Software Manager Install software to the remote host

@ Station Copier Transferstations to and from the remote host

6 TCP/IP Configuration Manage the host's TCR/IP settings

= WiFi Configuration Manage the host's WiFi Networks and Settings

@ Remote File System The remote host's file system

4FC NJ?RDMPK AMLGEARDCQQGML GAML ?NNE?FXJ BER UGR? QK?J N?BMAI RM GE&?RC
FEC AMLLCSRIL RWNE?PRGQ BGR

&
DMP QCB3R3 CLAPWBSRIL MP

T

DMP ?L SLCLAPWNRCB AGMICAR

%7?AF NJ?RDMPK BMAR?Q GRQ MMPI@CLAFGCU NJSEGL UFGAF WMS ?AACQQ @B/AMISEIC Al
RFC TGCU L?KC -MQR NG R?KC NJ?RDMPK TGCUQ CVGER DNIPRO@MRK AMLBBARRM ?

AMLRRICP ?LB 3SNCPTGQMERACQC CVACHNRLQ

*)D WMS MNCL ? JIMA?J NJ?RDMPKGAMLERMRVISP AMKNIRKE NJ?RDMPK TGCUQ ?NNC?P RM @C
KGQQGLE DMP CV?KR$GRRPG@VERGJIC )LIDRLB 3SMDRUCR?L?ECP ?RC LMR GERGQR
4FCQC TGCUQ F?TC LMGABIIL UFCL UMPIGLE ?R WMSP AMMNSRCTHB WMS QGKNJIW SQC
7 GLBMUQ %VNCIMP

* 1 DCU MDRFE NJ?RDMPK TG@EIB BCNCEBE ML NJ?RDMPK RWNC

3RCN 4M TGCU GLDMBKRR?@MER RSKER.R QCQQGML PGERBR?RDMPK3CQQGML )LDM
4FGQ Q?KC GLDMPMRREQ ?T?GJ?@JC UFCLGYGGERRRBML 3CQQGML )LDM

#PC?RSLE ?LB SNB@RE IRC (31, B?R?@7?QC N?QQUBVIP

%?AF AMLRFCP QFGNMKIFPC D?ARMPVE BBRD?R)(31, B?R?@?QC N?QQBMEB SNEP?BLE 2?18 QRTRVIL RM
2L. QRTRLAEQCRO®R(31, B?R?@?QC N?QQEV@?AI RMFR D?ARMPW BRDZS3JGFR BCD?BN?QQUBIP
GLGRW UMPIQ ?Q QMML ?2Q WMBMR.QREP?BC ? AMURP ?LB GRQ QMDRUNME QFMSJB AF?IHBIRN?QQBMP
RM ? SLGOSC ?LBURERRPGLE 4FC N?@G®IPSRMIGAIW ECLCP?RCB ?LB QSAAVQQRRFGLAT ICW PGLE

Prerequisites:
9MS F?TC HSQR GICER?1CU AMUNRFICP MP SNEP?BCB ?L GYEARILNRICP BIR 18 RM  9MS ?2 SQGLE
7 MPI@CLAFSLLGLE ML ? 0FRR GQ AMLLCARCBGRMRUMPFRR QCPTGATARILRBCP

-?P AF



.G?E?P? 0J?RDMPK 'SGBC 0J?RDMPK -?L?ECKCLR

3RCN  #MLLCAR RMQRAMLRBCP QRN SQGLEPI@CLAF
3RCN  %VN?LBIMLeE $PGTCPQB@KQ.CRUMPI
3RCN 2GEFR@A(QOJI$@$?R?@7?QAMB AGAIARGMLQOGLEAFC FC?8 NIRMNCPRW GQ SNB?RCB @?RCB ML R
NGLECQRQ
(Station_811) . Station (Station_811) . Config . Drivers . HezglDbDatabaze / ‘Property Sheet -
- Nawv O Actions & Topics B 5.:-10.-.;iu_
# C (& My Netwark Display Name Value Commands
(=] (station_811) [ Status ok}
@ Platform @ Enabled true @
& St:‘::r:ation_am (@ Fault Cause
é — 3 Health Fail [null]
@ Services ©Q Alarm Source Info Alarm Source Info
O orivers [ User Name
BNiﬂgﬂdeEtWUrk I " )
ﬁ . & Worker Rdbms Worker
; HsqlDbDatabase @ Export Mode By Historyld v
& surveillanceViewer (@ Use Unicode Encoding Scheme @ false
’:z:isc ; |limes:amrz Storage ::Tlect:ﬁffaurit VF
e . oints tdbms Point Device Ext
@ I:istory (@ Sql Scheme Enabled ® false
9, Rdb Security Settings Rdb Security Settings
@ Base Directory file:**hsqldb » r
(8 Database Name
(@ Defrag On Save @ false
- Palette @l Defrag And Save Periodic Schedule 30 days [Sun}
- |
NOTE: 3R?RRLE GG?E?P? RFC(QOJ$@%$?R?@?QAKKNMLCLR MRCRITQse Encrypted
Connection  User Name 7?LB Password ?FC ENJ?ACB WGRQGLERivileged Username
NRINCPRW 4FC (31, B?R?@7?QC GQ ?SRaWPRCLCP?RCB ?LB LMFRC@®JC MP TGQG@JC 7FCL SQGLE
(31, GDAR QRE@MIL ICWPGLE GQ AMPPSNRCB WMS LCCB RM JM?BM@ 2@&FSQ@REAR?LAC MD
FFC(31, B?R?@?QC GQ LM JMLECPOINCP?R
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NMTGQGMLOIKE DPESNCPTGQMP
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0J?RDMPK .?T #MLR?GLGE 8

4FC.?T #MLR?GLCRGCUWNCLQ CTCRE®WMS BMS@3EIARC0J?RDMRIKIBC GIFR .?T REC MD TRMRC
AMLRRICP MP 0# NJ?RDMPK

4FGQ TGCU AMLR?GLQ NJ?RDMPK M@HIARGRIPBLARGI? @JC @IMRI?RDMPK AMLR?GLGMDR?R

Figure 3. .?T #MLR?GLCR@ECU DMP ? 0# NJ?RDMPK
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- MNav Platform 8 objects
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@ Application Director Control applications and access console output
& My Host: NAandCOV)

& 1y File System
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admin
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g Remote File System The remote host's file system
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AMLLCARML
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(MKC ?LB NRMTGBCQHEZR QRZRL "/'eJC QCPTGACQ

4#0 )0 #MLeESP?BMAMLeESEQ IRC 4#0 )0 QCRR.EQ DVME RIJ?RDMRKICRUMPI ?B?NRCP Q

2CKMRC &GJC 3WQREKGBCQB MLIW ?AACQQ RM DMJIBCPQ ?LBEJEKMRCRNI?RDMPK GELESBIQC
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Chapter 2. Platform and station file
systems

$SPGLE GLQRRML ?LB NJ?RDMPK AMKKGQQGNIMIBREEDOPLE?RCQ @CRUCCL RUM RWNCQ MD eJCQ ?LB
QRNMR®) RCK GL QCN?P?RC M2 FMKCQ @?QCB SFOVANRLRCLR MO &CQ AMLeESPVR ?LB PSERC B?R?

#MLeESPRBML B?R? UFGAF A?L @W AF?LECB @W SQCPQ @VAQSBRCKNZRCEGORPW JMEQ ROPBRR?
2SLRGKC B?R? GLAJSBC AWDRICRVMBSICQFR *2% ?LB @GL?PW CVCASR?@JCQ -?GLR?GLGLE QCN?P?RC eJC
IJMATRVLQ CLF?LACQ QCASPGRW @W BCLWGLE ECLCPBK@ANGY REKRSDRIJBCRORPB MLIW ?LB

2IMUGLE C?AF SQCP ?AACQQ FZGRNERQML?J AMLERSPERCQ

-SJRENJC FMK@BARMPGCQ QCPTC RM QCN?P?RGANIRBIPIERC B?R? %?AF NJ?RDMPK F?Q ? 5QCP (MKC
DMP AMLeESBWR B?R? ?LB ? 3WQRCK (MKC 3WQ (MKC DBRESER? 3CTCPROMFDMIBCPQ SLBOB®R
FMKCQ QCPTC QNCAGeSBISQAR

4FC NJ?RDMBKRWQRCK (MKC 3WQ (MKC GQ @WOCRGBGERB @W GRED?LG?E?P?>FMKC )R Eequfity
QS@DMJIEEARRMLR?GEACLQC eJCQ BACLQC ABRRRCQ %VACNR UFCIGER B BNEP?H RWQRCK
(MKC]Q PSIGKC eJCQXRRE?B MLIW

4FC NJ?RDMBKRQCP (MKCQ AMLR?GARLEESP?@JC B?R? 2CBRRP@RCRE?Q LG?E?P?>SQCP>FMKC R
QCN?P@RIL MBAQC eJCOBREC PSLBKC eJCQ QEBIBLAT 3WQRCK (MKC DMJIBCP GQ IGRE@P? 4FC

GKN?AR MEBR) AF?LEC GQ BWQRUFCL K?LGNSEFE QRZRLQ 7FCE MPI@CLARE?RCQ ? LCU QRVWR GR NSRQ
REC QR@RL GERNJ?RDMBKRCP (MKC BBARMP\W @R?REPE?P?REC QR@NML KSQR @C AMNER BEIPQRERIL
5QCP (MKC RMFR NJ?RDMBI?CKML 5QCP (MKC

$SC RM ?NSAZRVIL BDOBLACQFRE 2 QMKC KGLMEBOXPLACQ @CRUCET RMKNJCREQR MD eJCQ GL @ SQCP]
5QCP (MKC ?LB RC B?CKMLQ 5QCP (MKC &MP GLQR?a&@on.properties  MLIW CVGQRETEREKMLY
5QCP (MKC ?LBhavTree.xml  MLIJW CVGQREZGMRECB GL SQGRICP (MKC

3SNCPTGQMP FMKCQ

4FC FMKCQ ML3SNCPTGQMPCLEGLCCPGLE UMBMIRBNNMPR QSNCPTGQMAVDDSLAR
3SNCPTGQMP FMKCQ GLAJSBC

1 3WQ (MKC UFGAF AMLR?GL@GREL&RICQ QSAF 2@ AWMRIECRMBSICQFR *2% ?LB @GL?PW
CVCASR?@JCQ

I 5QCP (MKC DMP C?AF SQIEEQC TPILMUL ?Q7 MPI@CLABQCP (MKCQ 4FCW AMLR?GGIQR?R
AMLeESP@RIL B?R? GLAISBMRIL eJCQ ?LEFGEQRPGCQ

I'NJ?RDMPK B?CKML 5QCP (MKC UFGAF AMLRCGBERGPTGQMREOIR7RB NJ?RDMPK AMLeEHZP BRR?

4UM QRERIL FMKCQ MRCARCB 3R¥R (MKC ?LB ? 3RE@RIL (MKC 4FCQCCBMA?RCB NHCRAMKNSRGP]
BPGTC #
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Figure 4. %V?KNJC 3WQ (MKC LG?E?P?>FMKC 38NCPTGQMPRDMPK
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Home in Home in the
the Platform File ORD
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.G?E?P? alias Windows folder location and contents et
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Figure 5. #MLRMJICP 3WQRCK (MKC LG?E?P?>FMKC ?LB 5QCP (MKC LG?E?P?>SQCP>ENMKQ JMA?R
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%?AF NCPQUILMPI@CLAFQCP (MKC GQ ?T?GJ?@BC GBI REC ?Q ? LMBC SLBAP(MQR -W &GJC 3WQRCK
2LB AMLR?GLQ SLGOSC AMLENSRIEDMPKAERR GQ LMR QB?RFGQ GQ WFRM eLB ?LW LGUMPI@CLAF
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- daemon 11/13/2018 10:57 ... File folder
_bacnet etc 8/23/201811:38 AM  File folder
Program Files logging 8/23/201811:38 AM  File folder
Program Files (x86) registry 11/5/2018 11:48 AM  File folder
w ProgramData —"— security 11/13/2018 3:37 PM  File folder
Microsoft OneDrive shared 8/23/2018311:38 AM  File folder
stations 11/13/2018 10:57 ... File folder
Mysal W 11/13/201810:03 ...  File folder
Mexthink
MNiagarad.4
Miagarad.7 <j:|
tridiurm
daemon
etc
logging
registry
security
shared
stations

W

9MS A?L BMAGQ QB AMNW GDEBRLR U?WQ )JG?E?P? WMS A?L JGRECU 3R?RGMUGXBPGLGRRERQ
AMNWNIR GRQ J?QR &GLGQF GRONGBCB WMS A?L K?LISPMNCL ? IMA?J NJ?RDMPK GMLLZLARSQER
3R?BML #MNGCP

4FC ?ARS?J JMAVIR MD C?AF SOEMKC DMJBCP GQ SEBRBRCPNCPQML?GEBMUQ ?AAMSLR 3MKC CV?KNJC
7 MPI@CLAFQCP FMKC JMAIYIRQCP

C:\Users\John\Niagara4.x\<brand>
C:\Users\Mike\Niagara4.x\<brand>

UFCE “*MFL_ ?LB A-GIC_ ?E QCN?P?RGLBMUQ SQCP ?AAMSLRQ 4FGKPQRARBMUQ SQCP QR?PRQ
7 MPI@CLARFC QWQRCK ?SRIGRIR APRCEFRR SQCPBLGOSC 5QCP (MKC DMJBCP

4FC NCPQMETR GLQRXG?E?P? ML ? 0# ?AOSGR RC ePQR QSAF 5QCP (MKC )DREPMBLBMUQ SQCPQ JME ML
RMRPR 0# RGQ K?W @RCRILIWMPI@CLAFCP (MKC MLC NJ?RDMPK (MUCTEIP?LHMEBP NCPQML JMEQ ML RM
7 GLBMUQ METR AMKNSRCP ?LB QR?MR{@CLAR-?R SQCP ?JQM ?AQFEREP MULMPI@CLAFCP (MKC

4FC DNMMUGLE eESRFMUQ ?L CV?KNIMPI@CLAFQCP FMKC JMAVIR GLGLBMUQ %VNIMP
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Figure 8. %V?KNJC MD ?L ?SRMKXRV APRCEB MPI@CLAFCP (MKC GL BLBMUQ %VNMP

l Ch\UserstJohn Miagarad 0" Acme

4 Miagarad.0 MName

; Acme
daemon

etc

lzgging
registry
sECuUrity

shared
stations
staticnTemplates

W

3R?BML FMKCQ

.G?E?P? SQCQFR *?T?3CASPGRW -?L?EGPNARCAR ?E?GLQRAGMSQ ?ARMPQ UFM K?W ?RRCKNR RM 2AACQQ
QRZRVIL MP NJ?RDMPK B?R? ?LB 10)QCASPGRW -?L?ECQ QGELCENMMIeJEQRRQNCAGEMNRPKGQQGMLQ RM
@C EP?LRCB DMP ?AACQQ RMKNBRAMSQ QIESP)LAJSBCEABEFRCP ANLRP?@MSR UFGAGATLQ
F?TC 2AACQQ RM N?PRQ &IT RWQRGKIDMIBCPQ SLECH RIPI@CLAFQCP (MKC QCPTC RMREAR QOGDGR
B?R? UFGJONMUGLE 2SRPGXCB ?AACQQ RMFBRR?R @C QEBP
* 4FCstations QS@ DMJIBGRCPUGQC ILMUL FTRMRCARCB 3RVR (MKC 737Q
NRIRCARCB>GRRRFMKC AMLR?EC®R._LGLE QRIR] eJC QWQRCK ?LB K?W @C ?AACQQCB MLIW @W AMP
.G?E?PQMDRUZRMBSJICQ 3N GRCKRR?E ?2JU?WQ GMBTARCB 3RVR (MKC PR GQ GRGKR RE
LMR SLBCF®shared QS@ DMJBCP GLAISBOMRUGLE DMJBCPQ ?GANBIJIC

alarm

history
niagaraDriver_nVirtual
provisioningNiagara
dataRecovery

1] eJCQ GiCRtations DMJBCHIRR AMLeE @ME AMLeE @?SISBPR?KN @ME CR® ?28?WQ GCR
ORMMRCARCB 3R¥R (MKC &MFEQRQML GG?E?P? GR GQ LM JMLECP LCACQQ?P\GGRINGIRBRTJ
QRTRVL eJCQ MP DMJBCPQ

4FCshared QS@ DMJIBMPCPUGQC ILMUL FERRZBML (MKC 13?Q QBML>FMKC JMUQ 2XMBSJCQ RM
F?TC B?B UPGRC ?LB BCJCRC NCPKGQQGMLQ

4FC 267Q QRM>FMKCR?GLERQ?KC eJC /2$ QFMPRASR = ?Q SQGREP?!8bMLIW GIG?E?P? GR
NMGLRQ R®I @RERIJshared QS@ DMJBCP
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Figure 9. %V?KNJGG?E?P?!8 QRTML eJC DMIBCPQ AUKKRRB?E?P? QRTRML eJC DMIBCPQ

18 station folder . station folder

4 || stations a stations
4 | demo 3 demo
. alarm 4 demoToM4
| dev alarm
» . frames ; history
» . history niagaraDriver_nVirtual
» 0 html 4 | shared
| httpd | dev
, images » L frames
| naw » L. html
. niagaralriver_nVirtual | httpd
. public | images
> P , nav
| secure | public
J tree e px
» 0 demoToM4 | secure
| tree

IQ QFMUL GIFR eESEQ ?7@MTC AMKN?PGLE QRTRVIL eJC DMJIBCP QRPIBBRR)GBCFRIQPKC QRZML
KGEP?RCB RME?P? ? LSK@CP MD DMJIBCPELBEPHSGGhared QS@ DMJBCARISBCB ©FDMJIBCPQ ?LB eJCQ
SQCB GL EP?NFGA?J 0V TGCUQ MBMPTQEAR ?Q GK?ECQ NV L?T ?LB QM ML -MBRIGENETCLRCBNIR
UPGR E RWR QRERILNIVIR @PCRBCASPGRW -?L?KERR UPGRCHMiared QS@ DMJIBCP
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Figure 10. &GJC /2$ DMFF® 3SRTB®ML (MKC GG?E?P? LMU NMGLRQ RM/@F2ZEB DMJIBCP

local: |foxs: [file:# _/' Directory List

- Nav [ 3 files

L o ) My Network Name Type Size  Modified =

. O charts  Directory 20-Sep-18 3:50 PM IST
(:l My Host : IEGTDTGODRFDZ.global.ds.honeywell.com (Station_f

@ My File System
A 5y=Home PxFile.px  PxFile 1KB 25-Oct-18 2:34 PM IST

O px Directary 01-Oct-18 12:08 PM IST

'D User Home
@ C
@ =
Q Z:
9 My Modules
dn‘ My Tools
& Platform
# Station (Station_practice)
._‘ Alarm
e Config
&) Files
G charts
Q px
Graphic.px
PxFile.px
@ Hierarchy
@ Histary

IQ QFMUL GL ? QBRR. PSLLGLE ?@NC3RBML (MKC 13?Q QBML>FMKC eJC /2$ = LMU NMGLRGFRM R
AMLRCLRQ MDsRared QS@ DMJBRIFECP GRCKQ GIRGARCB 3RVR (MKC 2B LM JMLECP ?AACQQG@JC MP TGQG@J(

3F?KEB DGJC QRP?RCEW

| QF?PGLE QRP?RCEW K?ICQ GR NMQQGENITITHITREIMD ? QENEPTGQMPCLEGLCCPGLE UMBIQRRRI
QF?€ QRERIL eJCQ GLBISER?AISNQ 4FGQ RWNC MD QFIRGRIR@BECshared QRZRVL QS@ DMIBGP
GQ ? DMJBCP WIMBBBPMCRISPNMQC MD QF?PGLE @?AISSQRPEBISRICQ

)D KSBENJC NCMNJC JMESBOEBEW RMGLBMUQ MLGB?E?P? FMQR ?LB SQ®IPI@CLAE?AF NCPQML F?Q
RECGP MUL QCN?A?REI@CLAFRQCP (MKC

7 GLBMUQ SQGEQIGEACPKGQQGMLQ RM ?ASEEDIRQ] eJCQ WERIGRIG ®IR RDOELR SQCPQ MD ? QWQRCK
3SNCPTGQMPCLEGLCCPGLE UMBMIRRRW LCCB RM QERCKQ QSAF ?QEORAR?AISNQ GRERAMNGCQ
Q?TCB RCKNJ?RC eJCQ ?LB QM ML 3SAF GRCKQ K?\REEBIZGIPK®TLAFQCP (MKC JMAGRILQ @?E?P?

4FCEDMP GL QMKC QACL?PGMQ WMS K?W LCCE:RIA CQR?REIILE QRP?RCEW RCGWHIMGEE QSAF GRCKQ RM ?

AMKKMLJIW ?AACQQG@JC DMIBUPNIMR?G?E?P? 7 GLBMUQ 0# &MP CV?KNJC WMS KEGERR ARQFCB
DMJBCP SLBER.B?E?P? 3WQRCK (MKC JMGRR.AT7 MPI@CLAFQCP (MKC GQ LMR QrR@RIC
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2SLLGLE ? QRZRL MR FFC7 MPI@CLARQCP (MKC

JLQRC?B MD PSLLGLE GRIRRFER MO B?CKMLSQCP (MKCWMS A?L PSL ? QRZRBPARN BIR WMSP MPI@CLAF
5QCP (MKCMSRQGBC MD LMPK?J NJ?RDMPK B?CKINIL AMLRP

9MS BMIRGQ SQGEE &B?E?P?AMLQMJIC AMKK?LB

QRTBMQRTRVL.?KC

4FGQ GQ LMBAMKKCLBCB U?W RM PSLNMBSABML QML @SR GLORCZTBMMP BCTCIMNGRBBWR 2IMUQ
OSGAI ?7AACQQ RMNREE @SE KCQQ?EGRTEIMRQMJIC UGLBMWMS PFHCRIRERILAGQ U?W @C KTEE.BMD

NMQQG@JC NMPEARD BCRN MICP QRZRLARR RC B?CKML SQCP K?W @C PSLLGLBUMA?B?CKMEQCP
(MKC KC?LGLE &MV NMPRQ@ NMPRQ ?LB QM ML
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Chapter 3. Application Dir ector (station
management)

AFCINNJGATRML $GRRMP  GQRR NJ?RDMPK TGCU SQCB RM QR?PR ?LB@RMRSE QRIRGL ?LW FMQRCPFCR
? CKMRC AMDRIEP? JMA?J MPCGHMRGSNCPTGQMP

4FC RCPRNNGATRVECDCPQ RM ?L GIGERORGRIL )L ?BBRML RM QRRERLB QRMNNGLE WMEGRNIGATRVIL
$GEARMEM CV?KGLC QR?BEPRTRVIL MSRNSR DARERICQFEIMR?LB BC@SE NSPNMQIR G® WMS BCeLC ?
QRZRMJ EQR?PR @CER NJSQ F?TC 2AACQECEVORRRL ?6RILQ

Figure 11. INNJGATML $GRRMP TGIMMIGLE ?R ? @GR

Application Director

Connected to 172.31.66.17

Name Type  Status  Details Auto-Start Restart on Failure 2
Emslsutmn station Running fox=n/a foxs=4911 foxwss=443 http=n/a https=443  false false

o e = e e e e e e e P

INFO 17-0ct-18 UTC] [sy3] Saved /home/niagara/stations/newSuper/config.bog (1578ms) [ Auvto-Start
INFO 18-0ct-18 UIC] [sys] Saving station... .
INFO 18-0Oct-18 UIC] [history.db] Saved history archive (129ms) [ Restarton Failure
INFO 18-0ct-18 UIC] [ay3] Sawved /home/niagara/stations/mnewSuper/config.bog (19138ms3) Start
INFO 15-0ct-18 UTC] [sys] Saving station...

INFO [19:41:30 19-0ct-18 UTC] [history.db] Saved history archive (100ms) Stop

INFO [19:41:31 19-0Oct-18 UIC] [sys] Saved /home/niagara/stations/newSuper/config.bog (1552ms)

WRAEBNING [19:15:5% 20-0Oct-18 UIC] [sys.engine] System clock modified: -7110ms Restart
INFO [19:41:24 20-0Oct-18 UIC] [sys] Saving station...

INFO [19:41:2% 20-0Oct-18 UIC] [history.dk] Sawved history archiwve (10lms) Reboot

INFO [19:41:26 20-Oct-18 UIC] [sys] Saved /home/niagara/stations/newSuper/config.bog (1650ms)

INFO [19:41:26 21-Oct-18 UIC] [sys] Saving station... Kill

INFO [19:41:2& 21-0Oct-18 UIC] [history.db] Saved history archive (99ms)

INFO [19:41:28 21-Oct-18 UIC] [sys] Saved /home/niagara/stations/newSuper/config.bog (l602ms) Dump Threads
INFO [19:41:27 22-0ct-18 UIC] [sys] Saving station... Save Bo
INFO [19:41:28 22-0ct-18 UIC] [history.dk] Sawved history archiwve (100ms} g
INFO [19:41:2% 22-0ct-18 UIC] [sys] Saved /home/niagara/stations/newSuper/config.bog (1622ms) Verify Software
INFO [19:41:29 23-0Oct-18 UIC] [sys] Saving station...

INFO [19:41:29 23-0Oct-18 UIC] [history.db] Saved history archiwve (100ms)

INFO [19:41:30 23-0Oct-18 UIC] [sys] Saved /home/niagara/stations/newSuper/config.bog (1516ms) Clear Output
INFO [19:41:30 24-0ct-18 UIC] [sys] Saving station...

INFO [19:41:30 24-0Oct-18 UIC] [history.db] Sawved history archiwve (101lms) Pause Output
INFO [19:41:32 24-0ct-18 UIC] [sys] Saved fhome/niagara/stations/newSuper/config.bog (1500ms)

INFO [19:41:31 25-0Oct-18 UIC] [sys] Saving station... Output Dialog

INFO [19:41:32 25-0Oct-18 UIC] [history.db] Saved history archiwve (104ms)

INFO [19:41:33 25-Oct-18
INFO [05:25:36 26-0ct-18
INFO [05:41:10 26-Oct-18

UIC] [ay3] Saved /home/niagara/stations/newSuper/config.bog (1513ms)
UIC] [fox] Opened: 7e20291c%:1b0df28407ba2d962d5b5ed4c002d25ebcTeeddls <- Sledk
UIC] [fox] Closed: 7e20291c9%1b0df53407Tba2d962d5b5ed4cl02d25ebcTeed3ls <- Sledb

Stream To File

WARNING [11:20:3% 26-Oct-18 UTC] [authentication] Could not authenticate: Read timed out Output Settings
INFO [11:22:17 26-Oct-18 UIC] [fox] Opened: 5959145b5d62eleTédTh0f6£32800f4fcc26d5241cE38bT9dbE <- bflel

INFO [11:43:57 26-Oct-18 UIC] [fox] Closed: 299145b5d62eleTédThb0fE£32800f4fcc26d5241cE38bT79dbE <~ bflel

INFO [19:41:33 26-0ct-18 UIC] [sys] Saving station...

)D UFCL WMS MNEC RINJGATRML $GRRMRFMS A?LLMR QBC@REMLNU BP?E BMULFC FMPGXMLR?J QN?AC HSQR
?@MTGER B?CKML MSRNSR

%TCPW QCAMLBEL RJ?RDMPK B?CKML DCRAFCQ B?RTC@QRERIRQ ?LB SNB?REBQIRNIGATRVL
$GBARMP

4FC QRERIL CR?GAMISKL GIEA?RCQ UFGAF RWNCQ MIEMUQLCLRGGP AMPRMLBLE NMPRE 7P
QSNNMPRCB EDMQR@RIL DMP AMLGCERM GR &MP ?LW AGMLGARNCQ QSNNMPRCBR®BRR. ? NMPR T2JSC
UGD@C QNCAGeCB DMP CV?KNJC L ? KEPRBRAMLLCSRIL RWNC GQ LMR CL?@CBRBNR

4FC MNEMLQ ?LB @SRRMLEXOMRGEFR NCPDMPK ? T?PGCRMIMDSTRARR)Q
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ISRM 3R?PRFCL CL?@JCB AMLeEGHRC QRE@RIL RM QR?PR ?SEBMNVYRMIUGLE NJ?RDMPK B?CKML
QR?PRSN

2CQR?PR ML &TGISEL CL?@JCB A?SQEONRI?RDMPK B?CKMLEMRPPRORORERNIL GD GRAAFQ CVGRQ
UGR? LML XOR ERSPL AMBC DMP CV?KROCLEGLC U?RAFBME FRECESBC QRERIL @CA?SQC MD ?
BC?BIMAI AMLBRML )LG?E?P? AMLRWICPQ A?L F?TC ? GRRRQR?PR EMSR 2R@MMR 4BTRP GIFRQ
MNBML GQ CL?@JCB FCRR@RIL D?GJQ RCPKGLPFRIRFBGBRER?PRQ )D ? MICRFF?GRC
2SRMKBAGQR?PRQAGER KGLSRCQ MP FMUCTCP K?LW QNCABE CIRGR/R] 1?RDMPK3CPFGAR
RebootLimit ~ NAMNCPRWCRQRERILAK?GLQ GL ? D?GJCB @HEZBIANQ MEZR)CBRE ?@MTC

3R?PR?SQCER FMQRNJ?RDMPK B?CKML RM GEKIBIW QRZPRRZRIL AJCHZRRCVR GCR)RERIL
MSRNSR ?LEBNJI?W KCQQ?ECEDYRERIL QCQQGML

3RMNINCLQ ? AMLePK:NAL UGLBNMD WMS AMLePRCAEMQBRNJ?RDMPK B?CKML Q AT QREMJ
AMLeESP@RIL RM GRQ AMLeE @ME eJC ?LBBIMRCRIRQ FGQRMPWE?REIREMRQRERIL BMUL

2CQR?RRCL NEQQCB MNCLQ ? AMLeBKPRIGLBND WMS AMLePRCEEMQRNJ?RDMPK B?CKML QFERQ R
QRZRVIL BMUL EP?AQDSEEL EQR?PRQ GR

2C@MMRNCLQ ? AMLePIGNL UGLBNMD WMS AMLePRCADP?KCUMRT@®MMREZROCICARCB FMQR 4FGQ GQ
AMLQGEIEP? BP?QR 2&RIL

+GIMNCLQ ? AMLePIGML UGLBND WMS AMLePRCEEMQRNJ?RDMPK B?CKML RCPK GECRIRERIL
NRIACQQ GKKEFRCIW

$SKN 4FPC?BQA?SQCER FMQRNJ?RDMPK B?CKML RM Q@K BEIPQRERIL ? 6- FFRC?B BSKN RM GRQ
QRZRVL MSRNSR

3?2TC "MEA?SQCE® FMQRNJ?RDMPK B?CKML RMUWB2TERQRERQY AMLeESFZRL RM GRQ AMLeE @ME

6CPGDW 3MIRPEDCHMPI@CLARM N?PQECRQRERIG AMLeE @ME ?LIBORFMQRNJ?RDMPK @ME eJCQ
JMMIGLE DMP KMBSDGR.ACQ )R®. AFCAIQ RM QCEMQRARKMBSICQ ?LB ?LRCMRMDRUBNML UFGAF
FECW BCNCLB CBLQBEB

#JC?P ISRNSFKEKMTCQHE MSRNSR

0?SQC /SRNSBECXCFR MSRNSRIBFSNB?RBLE DS LM IMLECP@GUBKC 7FCL WMSOEPXCRE
MSRNSHFR@SRRML AF?LECWRBI/SRNSR

/SRNSR $G?JMEMBSACQ ? QCN?P?RC LML KMB?J MSRNSR GGLBIMWBIEFPKC MSRNSR RCVR PQ GL R
INNJGATRML $GRRWPQR?LERMSRNSRC?P )LAJSBCB CR® SRRMLGESKN 4FPC?BQ0?SQC /SRNSRJIC?P
ISRNSR?LB #JMQE&C UGLBMU

3RB?K 4M &GMNCLQ ? UGLBMU DMP ?QQGELGLE ? eJC L?KC /LATNNIQREK Q?TCENNBATRVL
MSRNSR FMGR eJC

/SRNSR 3CRRE®NCLQ ? UGLBMU DMP QNCAGDWRGELERPRDMPK B?CKMLD@BE®MSRNSREFEC
QRZRVIL

3R?RRLE ?LB QRMNNGLE TGCRR?R
| QR?BML KSQR @C PSLLGLEG@ODSIR?L AMLLCAR RM GR

Prerequisites:
9MS ?E AMLLCARCB RM ? NJ?RBRIPHEFMQR MFC2BW FMQRQ ?GVR?R

3RCN  %VN?LBFC0J?RDMRKIBC GIFR .?T REC MP BMS@J&EARI?RDMPK
4FC AMLRCLRQMDNR?RDMPK LMBC MNCEQ EBRMP GERK?GL TGCU

3RCN $MS@JC®AIRC!NNJGA'EFML$GRRMF@
4FCINNJGABML $GRRMRGCU MNCLQ

3RCN  4M QCJCAR ? QRIPR&AI RC MU GLRZ R?@JC
4FGQ ?BRIL FGEEFREQRQRERIL 7FCL ? QRZML GQ QCICARTBPRKCUMPIERINI?WQ GRQ GR?LB?P
MSRNSR ?LB CL?@BCPREFR QGBC @SRMVRIINRW G RRERIL

3RCN  4M ?AACQRIRQRERIC] QFMPRASR KCLS PEEHRARU GLAEZ R?@JC
4FC QFMPRASR KCLS ? QS@@GCRNNBR ML ?LB MSRNSFERAR) @SRRMLQ MNCLQ
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3RCN  4M MNCLRT7 MPI@CLAEMV AMLLCARL RM ? PSLLGLES@R?BM MLC WD BMWMUGLE
4M MNCLRT AMLLCGSRIL GERASFRR R?@ BMS@GEIRL QRERILNU GLAZ R?@JC
4M MNCLART AMLLCSRIL GL ? LCU R?@Q@RP3LB BMS@JGGA RC QRERILMU GLAZ R?@JC
)D RC QRERIL GQ LMR PSLLGLE ? BMZ@®B®IEQ LMR AF?LIHCTRECU
3RCN  4M NCPDMPK-IR QRGRL DSIGWR. Q SGRCROSRRMLQ RMLIRGEFR

IM AMLeESPRC QR@RIL RM QR?PR ?SBNMNYRLVWERC RC FMQR AMKNSRCP @®IMRCB
CL?@JERAuto-Stat MNBML #JC?PGRQ MEBIRL RNGBR?@JC ?SRM QR?PR

4M ?SRMKBRAIW ?RRCKNFREDR?PR ?IGKR ? QRZRL D?GJQ CLR@3E on Failure
#JC?PFGQ MGIRL RNGB?@JC ?SRIBKERR?PR

4M QR?PFCRQCJCARCB GRRRGABR?PR
4FC QRERIL QR?PRQ BBNEI?WQ QRBINSRNSR ?LB IPKCQQ?ECQRELRGLBM$CNCLBGLE ML
FEC QR?RSQ MDPRERIL QCICARBEB FR?LBBRISRNSR RCVR AMLQGQRQ FD DikiSI VIGLE

)D RC QRERIL GQ PSLLEAEMSRNSR SNB?RCQ?GBRC !Q KME RCVR GQ UPGRARL. @W R
QRTML FZ QWQRCK ?NNCLBQ 68 @WIRRMK MDMRSRNSRC?P

)D RC QRERIL GQ LMR PSLLEL FISRNSR RCVMEGDKMQROACLR CVCESR. MBIR QRBRIL
)D LM QRERL GQ QCICARTEIRNSR RCER @0 @J7LI

3RCN  4M TGCUZPRC B?CKML MSRNSR SEICEAR @7?PQ
3RCN  4M AMNWR®&MSRNSR RM RGN@M?BMP DBER ?L?JWQGQ BRTE® BMUQ AMNW QFMRRRER

3R?LB?B MSRNSR KCQQ?ECQ

3R?BML MSRNSR JME KCQQ?ECQ GIMBSBL.BPRPLGLEZRRICR WMS ILMU UFW QMHERSQ LMR UMPIGLE 2Q
UCJ ?Q QGKNJIC GLDBIFK?RKCQQ?ECQ ?@MSR CTECROMAAEPLCCBCB WMS A?L 2JQM AFRCEIME JCTCJ
MD QRERL MSRNSR

4FC ECLCP?J DMPK?R MDGMIRABRNSR JME KCQQ?EC GQ

490% ;FGKCQR?K:QRTRML>NRCQKCQQ?EC>RCVR

&MP CV?KNJC

)& ; &C@ %34<;DMV< &/83 QCPTCP QR?PRCB ML NMPR; <

-CQQ?EC JME RWNCQ QCCLEMIQRSRNSR GLAISHIMMUGLE @W BITBRCVR BCQAPGNRMP

INFO GQ RWNGA?J MD KMQRBRERISMSRNSR JME KCQQ?ECQASQSAF KCQQ?EC JCRQ WMS ILMU QMKC
NRIACQQ KGIJCQRMLC U?Q QRTPREBBIRBAF ?Q ? QCPTGAC QRERIL GRIRCJ

INFO GQ COSGT?JCLRIRMERSAGHCTCJ GERQRERIL JME MSRNSR

WARNINGSLDMPKQ WMS MD ? BIMREBERICK QSAF ?Q ?L CERBE&EM MNCL ? QNCAGeWNHBRI 4
U?PLGLEQ BM LMR ICCN GPRER QR?BRE

WARNING5Q COSGT?JCLRRPTKCWARNINGCTCJ GEARQRERIL IME MSRNSR

SEVEREGLDMPKQ WMS M@ NRKFRR KGEFR ICCRARQRERIL MR QR?BRE /P GD GR A?L QR?PRVRIFERP
NEETCLRQ QMKC DSMARVIEGRQRERIL MR MNCPZRE AMPARV /DRCL ?L CVAGNR GQIBSACB

SEVEREGQ COSGT?JCLRARRORICTCI (EARQRERIL IME MSRNSR

FINE GQ ? TCP@MQC BC@SE JCTCJ KRB ®C ECLCP?RCB SNML CMABRQMRP?LGVARYNGAN
RFFGQ GQ SQCDSJ MLJW GL ?BT?LACB BC@ SEMSLEGIARQCIDMP GRERMACQQCQ MLIW GD WMS F?TC QCR
REC JME JCTCFINE MP CTCL eLORANER FINEST ALL JCTCJ

3SAF JCTCHNE FINER FINEST ?FC COSGT?JCLRARMRACEICTCJI GEARQRERIL IME MSRNSR

)L ?BBGBML REMGRTCP@MQC MSRNSR KCQQ?ECQ NMAARMEMAY QCC ? QRPGLE MD *?GRMC\RNREL R
QRTMOQ MSRNSR 4FGQAXHCQ ?L SKIIMIEL QRBMR. CVCABR. GQQSC UFGAF A?L RAKECIBARCLQGLE

-?P AF
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NM@JICK ? KGQ AMLeESRERMP QMKEGMRSLCVNCARCBI@BCK )D ?L SLCVNJ?GLCB GRMICRRMASPQ AMNW
RFC CVACKHRIL RCVR ?CBIFMPRE&NRI@JCK RM 3WQRCKQ %LEGLCCPGLE

3R?BML MSRNSR JMEBQRE?P? SQC ? QR?LB?PT? JMEEGLE !0) H?TTSRMEEGLE IGVE?P? QRTRML F?Q ?
QR?LBBBC@SE3CPTGMEEGLE3CPTGAC DMP K?IGLE AF?LECQ

#MLDGESPGLE@RZRISRNSR

5QGLERR QRERISC@SE3CPTGMEEGLE3CPTGAC WMEA®OR ?LB AF?LEBRIME JCTCJ MDERERL
NRIACQQCQ MD@GRRCHFGQ RSECIREVL MSRNSR QCEOCBMINIGATRVL $GRRMP

Prerequisites:
9MS ?B AMLLCARCB RM ? NJ?RDMPK ?LB GRQ PSMIGKIS GRPK ?BKGL UPGRC NCPKGQQBMQRBRIE
$C@SE3CPTGAC

3RCN  %VN?LBR?BML #MLeE 3CPTGAQM BMS@JCGRIBC@SE3CPTGAC
4FC ,MEECP #MLeESPRGRIIGCU MNCLQ

172.3166.17 {newSuper) @ Station(newSuper) @ Config  : i : i /  LoggerConfiguration

7  rAddLogCatego
- Nav A g Category /vm G)
Log Category bal FINE ®
L O ) My Network k
backup OFF
@ Roleservice Configured LogCaf 223 SEVERE
I baja.PropertyCursor WARNING
O usersenvice (ROOT)
) bajaui INFO
© Authenticationservice
java.awr | batchlob CONFIG -]
IZ::}' LT Debugservice
® [bacnetciient || e | =
Boxservice sun.awt
bacnethistory FINER
£
¥ Foxservice web.jetty FINEST -]
@ tierarchyService ™
AddLog Category /
Log Category FINE / ‘
Configured Log Categories
(ROOT) INFO
I bacnet.client FINE -] I
Java.awt SEVERE -]
sun.awt SEVERE -]
web.jetty SEVERE =
5 Refresh [ save —O

3RCN  "CEGL RM RWN®©@Category KMBSJC MP KMBSJMNEQQ QSAF ?Q @?ALCR
| BPMN BMULGQR MD JME A?RCEMPGCQ MNCLQ

3RCN  4M QCJCAR ? A?RCEMPW BI@3@ERACLRPW FGIE@R
4FC A?PRCEMPB@NJI?WQGLdAQ Category NRMNCPRW

3RCN  3CJCAR®JICTCJ HNIR FFC BRIN BMULGQR ?LB3A1 RC ?BB GAMI(F) GL FFC SNNCP PGEFR MD
RECLog Category  RMIU
4FC$C@SE3CPTGABQ RC A?RCEMPWHR\ éhfigured Log Categories BGOR

3RCN  2CNC?RARQC QRCNQ RM ?BEAMIRPRCEMPGCQ ?LB ARILEESP JCTCJQ

3RCN  4M Q?TGRQC Q@RIEQ RMIRF-MQ®B/logging/logging.properties eJC A3AB?TC
3CRBLEQ @CAMKC GKEZBCIWZAR PITAR E QRZRL MSRNSR ?Q QCEC GINBGATML $GRRMP

-?P AF
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Result
CAUTION:

"C ?2U?RC R?R NCPQGQRCB JIGEEXTRRMR N?PR MD 2@RIRMLeESFGRL CTCERSEF WMS ?AAGRBH R
REMVMSEF ? QRERISC@SE3CPTGZCRELEQ ?NNJW RM ?LBGNQR?EL. MEGRFMQR SERAF?LECB ?LB Q?TCB ?E?GL
4FCEDMP @C QSRRMERSPL QGRRQ @?Al RM LMPK?J JCTCJQ ?LB MP BGBIMRQ 7EIRCP AMELESEBC@SE
QCQQGMLFEPUGQC CVACQQGINIQRSRNSR AMSJB ?BTCPQCJIW GHW? AR RIRARK?LAC

7 MPI@CLAP?Q ? QGKGJ?P JME GLRCPD?AC DMP GRQ AMLQFMIAMMIREIIANEICRMEECP
#MLeESPBMLAFGQ JMEDTARQ MSRNSR QU1 ANIRMIC UGLBMU UFCL WM3 IIRRBRLAFGRAEC
QFMPRASRPI@CLAEMLOMIOOMP U@ CVC #F?LECQ RN GRMB GL WMEBPCP (MKC~/logging/
logging.properties elJC

#MLDGESPGLE@WRRBME FGQRMPW

7FCL JMMIGLE ?R ? QRAR MSRNSR WNSSZPSIW RIS@JCQFEIMR !Q N?PR MER®JCQFEMR WMS QFMSJB
2JU?WQ AFCARQREMY JME FGQRMPGCQ UFGAF QFMSIRBMYRRGVECE QRERIL ORPQ ?LB GD
AMLeESEB U?PLGLEQ 4FGQ GLIBWRKRRN FCIN UFCL CTTISEBTC MSRNIRKIFC QRERIL

Prerequisites:
9MS ?B AMLLCARCB RM ? NJ?RDMPK ?LB GRQ PSMIGUEQRERR. F?Q @CCL AMLEBSFRIRFEC
,ME(GQRMPW3CPTGAC

3RCN  %VN?LBR?BML #MLeE 3CPTGAQ® BMS@JCAIME(GQRMPW3CPTGAC
4FC ,ME(GQRMPW3CRTGRGICPRW 3FCCR MNCLQ

3RCN  %VN?LRGQRMPW #MEeB ,?QR 2CAMBP

-?P AF
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1JJ NRINCRIZQ CPT?GJ?@JC DMP AMIEGEEP?R

.G?E?P? 0J?RDMPK 'SGBC

Property Sheet
@ LogHistoryService (Log History Service)
(@l Enabled ® e
(Ml Minimum Severity  |Info
(@l History Config Interval: irregular, Record Type: log recol...
O 1d [Titan_110/LogHistory
. Source station: |h:56
. Time Zone UTC (=0}

(@l Record Type  history

. Capacity Record Count
(@l Full Policy Roll
(@ Interval irregular

(@l System Tags

(@ Last Record 07-Jul-15 1:01 PM UTC[INFO]Saved /hom...
[ Timestamp [07-Jul-2015 01:01:18

(@l Log Name ays

[0-max] records

(@ severity 800
. Message Saved /home/niagara/stations/Titan 110/c:
(@l Exception

5 Refresh |

"W BCD?RJIRC JME JCTCMNEP RMimum Severity
KCQQ?EC RWNC RM @C IQKFRERVL MSRNSRARMIKRE

3RCN  9MS K?W UGQF RM AF?EBQMRNarning

GQ QCRif 4FGQ GRERKGLGKSK

4FC QR@RL K?GLR?GLQ P@BFGQRMPW ,ME(GQRMPW MIFOMKQRIPERQ QCCIEGIQREMJ

QR?LBBAMSRNSR

Result

&MP KMPGLDMPIGNRL. ?@MSR JME FGQRIZP\WFERliagara Histories Guide

3CRBLE SNAT QRZRIL QNW

IQ ?L ?RCPLZR C RM SQGIEEFRERDPC@SE3CPTGACRSLC QRIR IME MSRNSR WMS APICSIRIERIL QNW

(4-, GLRCPD?AC DMP JME QCRSN

Prerequisites:

9MS ?E PSLLGLEMPI@CLARRC AMLLCARCB RM ? NJ?RDMPK ?LB RM GRQ BSILGLE QR?R

3RCN  $MS@JC®AI RC PSLLGLE QRVR GER.?T REC
)R@R?BML 3SKK?PW5CU MNCLQ

3RCN  #JGAIRCIJME3CRSHLI

-?P AF
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IR?@JC MBAQRIME QCRSIMNEQQCQ ?LB AMLeEBR?RISRILQ MNCLQFGLKRGL TGCI?AF NRACQQ
QFMUQ GRQASPIME JCTCJ ?LB QR?FROQUOGRDEFAULTICTCJ 4FC DMUGLE CHRC SNB?RCB
NRMNCRITQ

,CTCJ QCIGAR. AMISKL@ MBCEB JCDR RM PGEFREZOQGLABEP MD KCQQ?EC TMJISKC
4FC LSK@CP MD QCTCPGRW JCTCJQ GQ LGLC GL
4FC JME JCTCJQ NCPQGUHKCWIMEA1 RM QCR MP AJC?P ? AFCAI @MV ECTFBIB)®] R

~/logging/logging.properties eJC 4FCP GQ LM QCN?F2RETo File GL
4FC JCTCJ EGTCLARMRRIBEFAULTIMU GQ EIM@?J RMRILWAIRAEC D?PGERBEFAULT@MV
QCR

4FC DNMMUGLE eESRFMUEE RMN MBECRQNVUME3CRWWEC ?DRAFCREFAULTICTCJ F?Q @CCL AF?LE@R DP
INFO RMVARNING?LB RFCL RC UC?RCP NRACQQ QCRARM.RL BCD®JCTEINE

5 5 = ElE |

Remote Station | logSetup | FINE-weather
Changed weather log to level 'FINE'.—@
1
Log Configuration \

B

Y
Log Level  |OFF|SEVERE[WARNING[INFO|CQNFIG[FINE[FINER[FINEST[ALL[DEFAULT |||
DEFAULT WARNING| [ 1] 11 | 3»X] [] L\ O O L 'L [NotApplicable
plat.serial f2‘<_ DEFAULT | 1| L] L O oNO[ O O [0 X
sys.engine \</  pEFAULT| T LI L] O o [N O] o1 [0 [X]
weather FINE L] L] Ll L] L] X4 L L1 L1 L]
history.db DEFAULT | ]| L] L] Ol O (ofuol o o X]
bacnet schedule DEFAULT | ]| L] L] Ol O (olfol oo X]

#?JMSRQ GCRESE ?@MTC QFMU

,2QR AF?LEC K?BCCRCARCB GERQ QR?RBQ EB» Changed weather log to level OFINEO.

4FCDEFAULTIME JCTCJ UFGAFGQ R?QC F?Q @CCL @CRRMIG.MRC RGQ JME JCTCJ LMUGTMNRM ?J
MUQ UFCPMLC MIF® LML BCD?RIICTCIOFFRNMALL F?Q LMR @CCL QCR

)LAR?QGLE QRVR MSRNSR @W ?QQGELGLE T?PGMSQ JME JCTCJQ ?@MTC ).& ANENISRIMBERP? QR?R
2LB K?W CV?AR ? NCPDMPK?LACRVZL'RRCRIB@JCQFEIMR ?JU?WCRSPL JME JCTCJQ RVMRBTDZED

9MS A?L 2JQM C?QEISCBLB GD LCACQQ?AVSQR JME JCTEGEPQRERIDY

-?P AF
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#CPBDGA?RC K?L?ECKCLR 0J?RDMPK QCASPGR\

Chapter 4. Certificate management

(Platform security)

4FC NJ?RDMRHLCRBReA?RC -?L?ECKCLR DCCRSBP DME R?L?ECKCLR MD 0+) AGER?RC QRWPLB MP INIUCB
FMQR CVAGNRQ UFGAE 3RCB GL AGEARRC @?QCB 4,3 AMIGKAR @CRUCTLGRERIL NJ?RDMPK ?LIFECHMR

FMQRQ

I QCN?P?RC ESGB®C Riagara Station Security Guide BMASKCLRQIZQNCARQ MOISQRTRCASPGRW

#CPBDGA?RGXH

4FC J?RC@RE?PZTCPQGML QSNNMRIFR@eA?RCGXHP4FGQ UGR?PT?GJ?@JC ?Q ? TGCROMNIRRDMMRKMR
NRMTGBCQ ? AMKNJCRCGABMBQ UMPIfMEPR FCINQ WM8NEPJIW QCR SNGAEPRCQ RNBERP? NJ?RDMPK ?LB

QRTRML ?E?GLQR AW@CP ?RR?Al

4FC UGXBP?QQSKCQ NPGMP CVNCPGCLAC GL T?PGMSGEAVVRCQVRSACAB?DRIL?@JC JCTCJ MD AMLeBCLAC
GL NCPDMPKGLE Q&WERRR) ?7Q CPAMKKMLIW BMLC SQECEEGPReA?RC -?L?ECKCIHRMMJI 4F?R @CECE R
A?QC WMS LB R?R RC#CPRBeA?RCEXBRQGKEECEHR ACRIRA?RC QCRINANCRQ DMP CPR?®W AMK@GLGLE
QCTCP?J QRCNQ GLRGPSMB®RUMPIfMD WMSCBLD?KGIP USRCRERRA?RCQ UMHMSEF GIBIGBS?J QCRSN
NRMACBSH) SQGLHRCPReA?RC -?L?ECKCIEFRVMMJ ?7Q BCQAPG@CB CIQCHEQRESGBC 4FC33GBS?J
NRMACBSH) UGFCIN WMS E?GL ? @CRRCP SLBCEQHBFERE)RCNQ GLTMJITCB

Figure 12. #CPReA?RCGXENJ?RDMPK RMNRIBGERKRIQCICAR.Q

Certificate Wizard

® options for certificate creation and installation
Certificate checklist

Please select the options below for generating and signing the server certificate for your target host:
[#] Generate server certificate
[# Sign server certificate
@ Sign with local CA certificate Generate New
E Install CA certificate to target usertrust store
[ Exportthe CA certificate
> Export CSR forsigning by external CA

[0 setthe minimum TLS level for all services (niagarad, fox service, web service): TLSvl.2

Finish ¥ cancel

Back

IQ ?L ?RCPLZR C RM SQGIERPReA?RC -?L?ECKCIFR @Q RM2RC ?LB GLQRM PMMR ACGRRA?RER
#CPBeA?RCGXHECLCP?RCELRMMR #! ACRRRA?RC ?LB CVNMPRE GRINGRRQ GA@WV GICNRPPTRVIL RM

GLORZAL ? ®BQCP

NOTE: 4FC#CPRBeA?RCGXBRGQ GLRCLBCB RM @C SQCB DMP ? QGLEJC NSRRDMKDPRRREQGMLGLE

KSFENJIC NJ?RDMPKQ

4FC#CPBeA?RCGXBEXK?W @C AMLeEE’RM NCPDMPK QMKC WA DMWUGLE R?QIQ

'CLCP?RC ? LCUNMMR #! ACRFRA?RC MERIMA?J FMEFRRRA?L

-?P AF
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#CPBDGA?RC K?L?ECKCLR 0J?RDMPK QCASPGRW .G?E?P? 0J?RDMPK 'SGBC

'CLCP?RC ? LCU QCPTCPG&FPRRC DMP ? FMQR NJ?RDMPK
3GEL ? QCPTCP BERMRC BGRCU MP CVGQRVMR #! ACRIRRA?RC
%VNMPR ? QCPTCB&¥TIRT #32 QGELGISEQR DMP QGELGLE @W ?L CVEERIRC ABRFGRW

JLOQRIZ RIMR #! ACRFRRA?RC GLRDSRCP BRSQR 3RNUD ? NJ?RDMPKER?RCICARKIR BFC B?CKML
BGPARMPW

/LAC RFC#CPReA?RCGXBECLCP?RCECRICQFRW KSQRGDRC GLIRBIGLRM PIDAR ?NNMNPG?RC BCTGACQ
4FGQ GQ ?AARBKIRLB TEECRCPRBeA?RC -?L?ECKCIRVIMI DMSLBREL7 RVIP1@ CLAMMMJIRCLS

'CLCP?KGLE ? #! ACRBRDGA?RC ?LB QGELCB 3CPGOBATHRRSPELE R
#CPBDGA?RGXH°

4FGQ NRACBSPBCQAPG@CQ FMU RRCFCQERReA?RCGXBUMPIIMU RM AMKNJCRC ? QCPGCGMIPRCIFRRCB
QRCNQ DMP ? NJ?RDMPK ?LEEMR QR?R

Prerequisites:

9MS F?TCHC EOSGB ?SRMPGRW RIMRPACREA?RCMS ?E UMPIGLE GIMPI@CLAAL ? AMKNSRCIP?R GQ
BCBSA?RCB RM BERPMRC K?L?ECKCLR GQ LMRNILRTCPLCR M@ RMKN?LW],!. ?LB GQ NFWQGAYICASBL ?
T?SR MP R8P QCASBMATRIL ™S F?TC ?HSK@ BPGTC?BW RM UFGAF RM ACNMIMR #! ACRIRRA?RC DMP Q?DC
ICCNGLE

3RCN )L7 MPI@CLANNCL ? IMANQR NJ?RDMPK AMEMCARB GEGINNIGATRML $GRRMIGCU GA
3RMNRM QRMN ?LWENRTRR GQ PSLLGLE

3RCN )L FC .?T REC PGEFRSAIMLRC NJ?RDMPK ?LE8MNICPRBeA?RCGXEP
4AFC#CPReA?RCGXBUGLBMU MNCLGBNJI?WGLEMNG DMP GEFFRCEML ?LB GLQPRML

® options for certificate creation and installation
Certificate checklist

Please zelect the optionz below for generating and signing the server certificate foryourtarget host:
[# Generate server certificate
[ Sign server certificate

@ Signwith local CA certificate Generate New

[ Install CA certificate to target user trust store

|
=3 ] Export the CA certificate

> ExportCSR forsigning by external CA
D Set certificate to be used forn .'-g.'-'.'-:.=:-.35' CE, and wWeD service

—pl | Setthe minimum TLS level for all services (niagarad, fox service, web service]: |TLSv1.2

Back b Next Finish X cancel

3RCN )L ?BBGBML RM@®RBCD?RICIGIR.Q AMLeESRUM MBRIL?J MRCRITQ

4M CVNMPRCRMMR #! ACIRRA?RC BE&RQ NPGT?RC [GAY MiZVNMPR®R# ACPBeA?RIR GQ
? EMMB GBC? RM @?AFSQRG#R?RC DMYFEH ?J QRMP?EC GL CTQNIABRIL

AM AMLeESPRC 4,3 TCPQGMICR KGLGKSK 4,3 JCTCJ DMRCBTGACKBT

NOTE:

4,37 ?LB4,3T ?P C QGIQSNNMPRCB DMP @BRIMRKNTRABRIN @SR GR GQ
FCAMKKCLBCB RM SQC 4,3T ?LB FGEFCP

-?P AF
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3RCN
3RCN
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4FC#MLeESE #! #CPRGeA?RIGLBMU MNCLQ DMP WMS RNFCIFRZR R ACRFRA?RC GLDMBPYER

Configure CA Certificate >

Generate Self Signed Certificate
Generates a self signed certificate and inserts it into the keystore

Alias CA Root Cert Acme Ops (required)
Commaon Name (CN) Acme Support Ops (required)
*thiz may contain the host name or address of the server

Organizational Unit(OU) |Rcme Support Ops

Organization (0) Bcme, Inc. (required)
Locality (L) Richmond

State/Province (ST) Virginia

Country Code (C) Us | (required)

Mot Befare 25—Jan-2021 05:43 PM EST j

Mot After 25-Jan-2022 05:43 PM EST|Z

Key Size > 1024 bits @ 2048 bits > 3072 bits <> 4096 bits

Certificate Usage &> Server <> Clien 0 Code Signing

Alternate Server Name

Email Address supportlacme.com

[] pigital signature [] Mon-repudiation [] Key encipherment
Key Usage |:| Data encipherment |:| Key agreement Certificate signing

CRLsigning [] Encipheronly [] Decipheronly

)L FFC#MLeESE #! #CPRGeA?RGGLBMLED GLAE DMPK ?LB®@AI+

7FCL NEMKNRCB DMBPGT?RC +CW 0?QRUIMRCP ?LB AMLePK ?NIEPN?QQUBIKGLGKSK
AF?P?ARCPQ GLAJSBC ?R JC?QR MLC MD C?ARMUCSK@EICPLB SNNEFQC AF?P?ARCP  ?GBIAJ

[+ &MP CV?KNJ®rivate123%

#CPBDGA?RC K?L?ECKCLR 0J?RDMPK QCASPGR\
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3RCN

Configure Server Certificate >

==| Generate Self Signed Certificate

= | Generates a self signed certificate and inserts it into the keystore

Alias ServerCerthcmeSup (required)

Commeon Mame [CM) Acme Support Server Certificate [required)
*thiz may contain the host name or address of the server

Organizational Unit (OU) |RcmeSupport

Organization (0) Bcme, Inc. (required)

Locality (L) Bichmond

State/Province (ST) Virginia

Country Code (C) Us | (required)

Mot Before 25—Jan-2021 05:25 PM EST ::I'

Mot After 25-Jan-2022 05:25 PM EST|Z

Key Size &> 1024 bits @ 2048 bits > 3072 bits > 4096 bits

Certificate Usage

Alternate Server Name | support.acme.com

Email Address supportlacme.com
Digital signature DN Y £
Key Usage |:| Data encipherment |:| Key agreement |:| Certificate signin
[] cRLsigning [] Encipheronly [] Decipheronly
OK | Cancel |

)L FFC#MLeESE 3CPTCP #@GR?ROGLBMeLY GLAEC DMPK ?LB®@AJ+

.G?E?P? 0J?RDMPK 'SGBC

4FC QMDRIC?RR?RCEFR LCU MMR #! ACRRA?RC GCR?AIBWSLB 7FCL AMKNJCREQRUGXBP
MNCLQ ?LMBRtMLeESE #! #CPRGeA?REGLBMUWFGQ MLC GQ BEMRE&PTCP AePARRC

4FGQ NIACQQ ECLCP?RCQ ? QCPGERRTMR GQTBW RM @C QGELCB 4FC NJ?RDMPICB@EC
? AGCLR @%R RRERIL URSBLCIW DEMR?Q ? MLC ?LB QGEBGCIRPRDMPK ?EERRERIL
QF?€ FC Q?KC RPSQRQRMBW MLC QCPTCB8&¥IR GQFGB IMS UGLCCB RM PFHCRIGXBP

?E?GL UFCLASQ AGRR?RC C\INGP

-?P AF
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3RCN
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#CPBDGA?RC K?L?ECKCLR 0J?RDMPK QCASPGR\

3CPTCP AGRR?RC ECLEAR MAASPFGI@RAIBRSLB 7FCL AMKNJCREIRUGXBRMNCLQRR

#CPReA?RC 3GELBEEBMU

Certificate Signing

Certificate Signing
Sign a certificate signing request with a selected CA certificate.

Select a certificate signing request to sign:

EerverCertAcmeSup
Properties:
Subject Acme Support Server Certificate

digitalSignature, keyEncipherment

isCritical: false

E ¥X50%v3 Subject Alternative Name (2.5.29.17)
Acme Support Serwver Certificate
SUpport.acmes . com
supportlacme.com

MotBefore: |25-Jan-2021 05:56 PM EST|4

Not After: 25-Jan-2023 05:56 PM EST|4

CA Alias:
CA Password:

Save As: PEM

0K | Cancel |

Subject DN C=US,5T=Virginia,L=Richmond,0=Acme\, Inc.,0U=AcmeSupport,CN=
Key Algorithm RSA
Key Size 2048
Signature Algorithm sha256WithRSAEncryption (1.2.840.113549.1.1.11)
Signature Size 256
Extensions:
Identifier: X509v3 Key Usage (2.5.29.15)
isCritical: true

Identifier: X509v3 Subject Rlternative Name (2.5.2%.17)

Identifier: X509v3 Issuer Alternative Name (2.5.29.18)

NOTE: 4FC QCPTCP ARZPRREMR GQ ?@MSR RM @C QGELTBNQCIPARGE A8?LLMR AF?LERCR
QCJICANIL JQOMFE MMR #! ACRIRA?RC ?LBER#! N?QQUMP?RE ?J8?BW GBAKB 4FCRGQ LM

LCCB RM K?IC MRP QCIGMLQ MP CLRPGCQ

)L FFC#CPRBeA?RC 3GELBEEBMWFCTGCUFR BCR?GJQ QGKGBERRMMNIC QFMUL ?LIBAM

RM AMGRSC



#CPBDGA?RC K?L?ECKCLR 0J?RDMPK QCASPGRW .G?E?P? 0J?RDMPK 'SGBC

3RCN

3RCN

3RCN

3GLAC UCEB LMR AFMMQC RM C¥SMBR R-C UGXBBMCQ LMBEBNJI?W GR @ISR CBEQIPARN RM
GKNMPRMRQGELCB #32 GLRMFIENCPTGQMRSQRPRCP +CW 3RNMPEB FFC LCU RIMR #!
ACRRA?RC GLRBERESQR 3RMA-CL AMKNJCRGER UGXBRMNCLGRR #CPRBeA?RC %VNMPR
uGLBMU

Certificate Export >

Certificate

[#] Exportthe public certificate

TableView = ASN.1View PEM View

Properties:

Version 3

Serial Mumber 43 03 05 93 11 04 a3 91 €= 8a 43 ££

lzsued By CA Root Claires BC

lssuer DN CW=CL Root Claires PC,0U=Tridium TechPuks

0\ Private Key

[#] Exportthe private key

Private Key Password (required): (esssssssse

[#] Encryptexported private key

[#] Reuse password to encrypt private key

0K Cancel ‘

)L FFC#CPRBeA?RC %VNMRBMUGL ?BBEBML RMGRBCD?RICIGWR. GAI RC MNBML?J AFCAI @MV
%VNMPRERNPGT?RC ICWRCHR NPGT?RC ICW N?@QRINBPAGAF+

"W BCD?RIRC UGXBFCVNMPRETHYMMR #! ACFRRA?RC BGRJIW GRQGA@W 4FGQ GQMNRIG?RC
DMP®QRPE&EERC MMR #! ACRRA?RC UFGAF KSQR @C GKNMPREREIMRRQR 3RNUD CTCPW
NJ?RDMPK @GVERVISEFMSR&® CLRCPNPGQC ?LWBRMMQRQ ?L GLQR?LACMDFR@CLAPLB
?LW @RJQCP SQCB RM KMLGRMP ?MBIARIIRNQRCKIS CVNMPRVIMR #! ACRRRA?RC B&RQ
NPGT?RC ICW MLIWONESFRIMQC MD @?AIGLE GR SN RMIMATREP

4FC UGXBAMMNCL(RR #CPRBeA?RC %VNMPEBMU

5QC RC DMJBCP GAML RM JMAQRMIR?EC JEIMPFOMICRCVNMPRGBVR #! ACRRA?RC GCR

IJMAEMQR eJC QWQRCK QSAF ?Q ?L ?BBCB QS@DMIB0ORGagaMSR DMIBCP ?Q QFMUL MP ?
RESK@ BPGTC ?LBAB?TC

7 GRGLIRCcertManagement DMJBGRMS A?L BPRC QS@DMJIBCPQ DMP QR3SRCREBCER

ACRBReA?RC QGELGDEEQRQ #32Q FCR@MTC CV?KNIECRMMR#CPRQ DMJBCP GQ ? QSGR?@JC
IJMATRVIL DMICAVMR #! ACRRA?RC BERQ NS@ICW UFGBC BSR DMIBCP QGKSJ?RCQC? QCASP
QRMP?EC JMANRDMITCAVMR #! ACRRA?RC BERQ NPGT?RC ICW UFGAF QFMSJB @C ICNR SLBCP JMA
2LB ICW

/L AMKNJCRML AT UGXBP?AILMUJCBEC®7R RC CVNMPR U?Q QSAACQQDSJ

IM AMLRRLSC BAI+
4FC3CJCAR 3BNRUGLBMU MNCLQ
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3RCN )L FEC3CJCAR 3RBNRIGLBMWABAI RC BRIN BMULGQR MDGQRGERMLQ GICRI?RDMPK $?CKML
(MKC ?LB QCIJCARRQR@RIL RM 3ER R,3 JCTCIQ ML ?LESA+
4FC UGXBBGQNJ?WQNEEQQ QSKK?PW ?2Q WMS AMKRGAREEMSQ QRCNQ

3RCN  7FCL NAFMKNRCB UBHRC KCQQ?EC "UMNCPGRILQCRAMKNJICRC_GAI+ 7?LB &GLGQF
4FC UGXBKMBGeCOP-R QRER) @ME eJC 6C RI?RDMPK $?CKML (MKC

Result

AFC#CPRBeA?RCEXBRQSAACQQMECLCP?REB RCU QCPTCP &eRRRC DMPFENCPTGQMP 0# HBIECU
AVIMR #! ACRRRA?RC DMP SQC GL QGHELBQERIRCP GERMRCQ 4FMQUGGABPRCE@TVNMPRCB R® R
ACPR-?L?EKCLR DMJBCFGINRA?J eJC QWQRCK DMP QS@QCOS@GHRVEQW FEBUGXBRQCRR 4,3 JCTCJQ ML
AFC QCJCARCB QRRRMAGRQCICARCB T?JSC 4,3T

2CAMKKCLBCB TCPGO&WAR

4FC NJ?RDMPK ?EERRERIL QFRZIRC Q?KC ACBRA?RC K?L?ECKCLR QRMPFGJIBIR MPI@CLAMNNGATRVIL
F?Q GRQ MUL QRMPAC WMS F?TC QCR SN-RBPRCQ AMLePRRRRC QRER AMLR?GCRCRIRA?RCQ WMS
CVNCAR

6CPGDW?RRC LCU ACERGA?ROCIGI)RECB GLRAPBDGA?RC -?L?ECKCLR
&MK FFC EKMRC AMMIZP NJ?RDMPK BMS@RIGMICPReA?RC -?L?ECKCIRB TCPGHRRRRC ACIRIRA?RCQ
UCE GLQRCB

4FC LCU QCPTCP A&ePRRC ?NNC?PECRITP +CW 3RMP

4FC LCU MMR #! ACIFRRA?RC ?NNC?PECHECEP BRSQR 3RMA-GQ GQ ? AMNWOVIRANAR #! ACIRFRRA?RC
CVNMPRCBRGRQ N&&ICW

Certificate Management for "localhost®
User Key Store  System Trust Store User Trust Store Allowed Hosts
You have local certificates:
User Key Store 3 objects

Alias Subject Not After Key Algorithm B

supervisor-ncloud N4:supervisor-nCloud:Tst-992F-13CF-3E1B-2348 Mon Jul26 13:50:13EDT 2027 EC

& default Niagarad FriDec2210:38:44 EST2023 RSA

®) newmansupOservercert Sup0 Server Cert Claires PC Fri Sep 24 07:56:53 EDT 2021 RSA

Certificate Management for "localhost®
User Key Store System Trust Store User Trust Store  Allowed Hosts
You have user certificates that identify these certificate authorities:

User Trust Store 1 objects
Alias Subject Not After Key Algorithm Key Size Valid =

0 carootcertcnewman CARootClaire'sPC  Fri Dec22 10:38:44 EST 2023 true

&MK FFC7 MPI@CLARBABMMMIQ #CPReA?RC -?L?ECKCLR

#MLePK R?R RC LCU RIMR #! ACRRRA?RCCYRCB @GR GLOR?LAEGIDNRPI@CLABPMP SQC @W/WRGXBP

GQ DMSLBBISQCP +CW 3RMID IRC7 MPI@CLARIMLEQGHERCROQIQGELEBED?RDCPTCP AG#RRRC 4FC

7 MPI@QCLABQ ? BCLR UFCL AMLLGIARRM NJ?RDMPKQ ?IEVRR?RM GR GRNMGIERE MSRTR RGQ GQ LMR
? 3CPTCP #CR#A?RC 4FMIMR #! ACIFRA?RC GQ ?T?GJ?@JIT RIMI@ CLAPMP SQC GL QGELGLE QCPTCP
ACRRA?RCQ
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Certificate Management for Niagara Workbench
User Key Store  System Trust Store  User Trust Store  Allowed Hosts
You have local certificates:

User Key Store 2 objects
Alias Subject Not After Key Algorithm Key Size Valid ®
tridium Niagarad Sun Sep 06 07:46:33EDT 2020 RSA 2048 true

carootcertcnewman CARootClaire'sPC  FriDec22 10:38:44 EST2023  RSA 2048 true

MRGACRR RC MMR #! ACRRA?RC U?Q LMR GKNMPRCGEGQORF BSQR 3RMDFC7 MPI@CLABWR
#CPRBeA?RCGXBPIMS LCCB RM GKNWERRRVR #! ACRRA?RC GLREQRIMGRR. RM CLOS?R RGQ GLQR?LAC
MDRC7 MPI@CLA&?L T?2GB?RC QCPTCRSAGPRCQ UFGJC F?LBQF?IGINRRRMVPKQ ?LB @RLE MER
LCRUMPI

4M BM RGQ UGR#CPReA?RC -?L?ECKCLRIGA)KNMPRIMA?RC ?LB QCJEBRBU RIMR #! ACRRA?RC GL
~certManagement  ?LB AGAI+

6CPGDW?RRC 4,3 JCTCJ DMP C?AFAZIMMRIMUGLE GQ QCR RM 4,3T
NOTE:

43T ?LB4,3T ?P C QRUQSNNMPRCB DMP @BAIWMKNTRBRIN @SR GRMKKELBCB RM SQC 4,3T ?LB
FGEFCP

0J?RDMPK 4,3 SCREQ 5QGLE’ RDMPK IBKGLG@RAPRCURT #F?LEC 4,3 3CRRLEQ MERL ?LB TCPGIOW R
OAMMRMAMJ T?JSC

3R?EBML T@ 3CPTGAC )L ?@QR?RMLLGAR. MNCLOPFMNCPRW 3FCGRU MIFR 7 C@ 3CPTGAC ?LB TCPGDW
REC Https Min Protocol NRMNCPRW T?JSC

3R?RML &MV 3CPTGAC /NGBVINCPRW 3FCCGRU MIFR &MV 3CPTGAC ?LB TCGRFHOXE Kin Protocol
NMNCPRW T?JSC

IBB GEML?LRMKKCLB?8MLQ
)D WMSCRSRR.RWE?BGLERCNiagara Platform Guide RWNGAMIWMS LCCB RM QEICARKRINPG?RC 3CPTCP
#CPBeA?RC DMP SQC GC QCASPMPK ?LB QRPRAMLLGAR.Q

3CRIRC LCU QCPTCP AePRRC RM @C SQCB DNMNQZREBMPK LG?E?P?B AMKKS&IMBAPR
3CRIRC LCU 3CPTCP #GRR?RC RM @C SQCB DNIFQRERHPAMKKSLGARRQ TG? &MV 2Ry 3CPTGACQ
&MP BCR?GOQP RMCRliagara Station Security Guide
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Chapter 5. Distribution File Installer

4FGQ NJ?RDMPK TGCU GQ SQCB RM)BERFRRGEISRICQ | 3SNCPTGQMRENPRE RM GLUMBADRPGEISRICQ
GQ QMKEHRCQIDCEB RM ?Q ?L CLEGLCCPGLE UIBRIDR?R

| @?AISN BGQR eJC GLAJSBCQ LMRMILBRRRERIL DMIB@SR 2MRCP AMLeESEENAL GLDMBHZERR K?W
@C ASQRMKGXCB-DMBRDMPK 4F@EQUQ DMP ? AMKNJOBRNAENL MD ? @RPREIR FEC MLC @?AISN eJC

AWNGAW WMS K?IC ? QRYR @?AISNVBP? 7 MPI@CLABRTRML AMLLGAR. ? QRSNRL GQ PSLLGLE ?LBAE?Q R
"?AISN3CPTGALL RFC .?T REC PGEFREAIRC MNCLCB QRRR. ?LB QCJICARSN 3R?BML

,CQQ RWNGA?J GIEILAM®?AISNVBFRFC 0J?RDMPK IBKGLGQRARRCU

"W BCD?RJRC DP?KCUMPI Q?TCQGMR?®@ ?AISNGBR eJCQGL TMNSB CLAFQCP (MKCGL 2~/backups
DMJBCP

5QC RGQ TGCU DNIEEGHF-EQC RUM R?QIQ

4M GLQR?JAIC?L BOQR eJC 4FGQ BMULEP?BCQWIAMIERP ?L MIBEFE?P? RCIJC?QC JCTCIOIMREIR GR
RM ? ILMUL CKNRW QR?REM&NELE ? AJC?G@ER GLRRMNS KSQR AMKKGQEGKUMERBCP ?E?GL KR
UGNCQ MR RIC QWQRCKb?IKMDRINMDRE?PQ UC?Q IQRERIL eJCQbIC?TEHEALRBCP GL 7L
CKNRW LC2RPARMPW QR?RC

NOTE: $M LMR SQE®Q TGCU RM SNEP?BC MANIBRRRC?B SQEIRMKKGQQGMLGIEXEGL IRC AMLRBCP
4FCH#MKKGQQGMLGIEMGQ ? PGERRAAMNGML ML ? NJ?RDMPK UFCL MNCEGBGR CLAF

2CQRMPGLE ? @?AISRBP GASDGJIC
4FGQ NRRACBSPEQRER ? AMURFCP RM ? D?ARMPWRBQR?RCL

Prerequisites:
© 1 @?AISN BGQRIC MIFR QR@RIL MIFR RFCR AMURFCP CVGQRQ

4FC QMDRIEB?R?@7?QC MD VBAEPP? GLQR?BML GLAIJSBCQ K?RAFGLE TCPQENDRIMMBSICQ
SQCB @WIRQRERIL UFCIFR QRERIL @?AISN U?Q K?BOGRVISRAEQC KMBSJCQQRMPGEE B ?AISN
BGQRGID?GJ

ILW AMLRRICB COSGNKCLR UFGAF KGEFR @C ?B TIIARCBV@FD QRERIL QRMNNGLE RCBEKMT?J MD
QMDRW?EEQ NSR GL ? K?082PAMINRIEB QR?RC

)D RC BGQRIC GQMIRCARCB BIGRIC N?QQNFP?QC WMS EGIQ R?QQNFP?QC
3RCN  5QGLE MPI@CLANNCL ? NJ?RDMPK AMIGIBARMEREKMRC FMQR

3RCN  )D ? QR3RIL GQCZBW PSLLGLE FC RKMRC FMQR SECIRNJGATMLQ SFFRMEM QRMECR
QRZRVIL
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3RCN

3RCN

43 Distribution File Installer e

Distribution File Installer
Stopping application(s)

Running applications must be stopped before installation can proceed. Choose
'Finish' to stop the applications and perform the software installation.

4M IMA?RECRBGQRIC BM MLC MECREDNMUGLE
© )L FFC$GQRPGENVER.GJIC )LIQRB Al RC"?AISNQ@SRRML

9
4FGQ MNCLELRbackups DMJBCP
#JGAI RC#FMMQC $GRRMIHPERRML RM NMGLR REP?@PRISNEIR eJC JKBARR

4FC )LQRIIP N?PQERMREF RC BGQRPGHERICQ ?LB K?ICQ QCICAR?@ FMRICIWIGEXR 7€
AMKN?B@JC BE MNCLCB NJ?RDMPK 7FCL BMLC N?PQGLE ?T?GJ? GREE@AANSNGLGQR

fC:/Users/ /Niagarad.7/tridium/backups
sdistribution files were found in directory "/Cif/Users/ J/Niagara4.7/tridium/backups”
File Version  Status Description i

@ backup_newSuper2_181106_1052.dist Tridium0 Modified Onlinebackup of station "newSuper2” on""
¢I backup_newSuper2_181106_1107.dist Tridium0 Modified Onlinebackup of station "newSuper2”on""
III backup_newSuper2_181112_1712.dist Tridium0 Modified Onlinebackup of station "newSuper2"on ™"

mbﬂckup_nc—wSupc—rZ_iSlll':‘l_l?Zl.dist Tridium® Modified Online backup of station "newSuper2" on ™"

¢Ibﬂckup_nc—wSupc—rZ_lSlllQ_l?EE.dist Tridium® Modified Online backup of station "newSuper2" on ™"

$SCGQRPGEMERICEPR 2@ GL?NNNPG?RC DMP CV?RMATHRR 2@ DMP "dCPLR REER
NJ?RDMPK MP F?TC SLKCR BCNCLBCIABEKKCB ?LB RC)LOQR2@SRRML BMCQ LMR @CAMKC
?AKBTC GD WMS QCIJCARRMIIKC MD R

&MP BCR?GJQ MLBG@RC BMS@JGAUGR
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4FC QWQRCK MNCLQ ? NMIPBNGRAISBCQQR MD BCNCLBCLAGCQ

/ Distribution File Installer

fC:z/Users/ fHiagarad.7/tridium/backups
Sdistribution files were found in directory "/Ci/Users/ fMiagarad.7/tridium/backups"
File Version  Status Description

(D) backup_newSuper2_181106_1059.dist

Tridium0 Modified Onlinebackup of station "newSuper2”on""

(@ backup_nfwsuper2_181106_1107.dist | 43 hackup_newSuper2_181106_1059.dist
¢I backup_nfwSuper?_181113_1718.dist

File backup_newSuper2_181106_1052.dist
m backup_nfwSuper2_181119 1721.dist Size 135.4 KB
¢I backup_npwSuper2_18111%_1722.dist | Distribution Name backupdist

Description COnline backup of station "newSuper2”" on ™"

‘:-- Version Tridium 0
Release Date none
Contents

Dependencies
[ alarm-rt {=Tridium 4.7.109.14)
D alarm-ux (=Tridium 4.7.109.14)
[ slarm-wb (=Tridium 4.7.109.14)
[ app-rt (=Tridium 4.7.109.14)
[] 2pp-wb (=Tridium 4.7.102.14)

g armle-v7
M harloan-rt i=Tridinm 4 7 108 141

4FC BCR?GJQ UGLBMUGIECQ GLDNFMI?R@MER RCICARCBIRPE@MESRIC GLAISBA

AMLRCLRQ ?LB ?LW BCNCLBCLAGCQ
4M EQREPLW QCJCARCB @7?AISA)AJIR2J
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7FCL WMS SA)LQRIF-C QWQRCK ?RRCKNREGBYRER eJ@) N?QQNFP?QGGIERC
N?QQNFP?QC ?LB QWQRCK N?QQEFRCEZRE RC NRIACQQ AKBLBCQ BGISR WKNRSLE DMP ?
eJC N?QQNFP?QEGRERC N?QQNFP?QC ?LB QWQRCK N?QQNEHEXPLRARC BGQRPGEISRIC
GLQREP MAKNRQ WMS TEMRQQNFP?QC

-

Distribution File Installer ==
Distribution File Installer
Enter distribution file paszphrase
The passphrase that's used to protect the distribution file is notthe same as the
remote host's system passphrase. Please enter the file's passphrase.

Passphrase

Finish ¥ cancel

NOTE: )D NRKNRCB DMIERBGQRIC N?QQNFP?QC ?LB WMS BM LMR ILMU GR WMS APROMRGLQR?J

3RCN )D WMSCRRIKNRCB DMRassphrase CLRCP GR ?LBMACVR
)D RC FMQR G@78BW PSLLGLE ? GRPR? UGLBMU MNCLR EEWMBMR RC QRERIL KSQR @C
QRMNNCB
)D RC QRERIL @?AISBGQRIC AMLR?GLQ QMDRMBBICERR 7€ BADCPLR MK MP GL ?EERML
RM RMQC TPBW GL@RBIGIFR EKMRC FMQR ZECRUGLBMU MNCLQ

45 Distribution File Installer pod

Distribution File Installer

Analyzing software dependencies
The following software must be installed to meet dependencies for the distribution
file or the platform:

@ bacnetUtil-rt (Tridium 4.7.109.14)

Finish ¥ cancel

3RCN  4M AMIR.SC BALCVR
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ILMRFCP UGLBMU ?QIQ GD WMS UGQRIEM® 440 )0 QCRRLEQ QREBIBLAT BGQRC ?Q

BGQNJ?WCB GIRRKMRC FMQR

4

:arad. 7/tridium/backups"
Description

| Online backup of station "newSuper2"on ""

| Online backup of station "newSuper2" on ""

| Online backup of station "newSuper2" on ™"

| Online backup of station "newSuper2" on ""

| Online backup of station "newSuper2" on ™"

P Install

ing AConversion | ‘J-)Bnckups |

Distribution File Installer =

4% Distribution File Installer

)

Distribution File Installer
Restore TCP/IP settings on remote host

update the remote host:

Host Mame newSuper2
Use IPvE false
Domain {empty)
|Pvd Gateway

DNSw4 Servers (empty)
IPvE Gateway (empty)

Physiczl Address  S0:72:24:F4:68:00
AdapterEnabled true

Physiczl Address 50:72:24:F4:6B:02
Adapter Enabled false
[JiUpdate the remote hast's TCP/IP settinzs

4 Back

The distribution file contains TCP/IP settings that may be used to

DNSVE Servers (empty)
Interfaces
D enld
Description Onboard Ethernet Adapterend

DHCPwd false

IPv4 Address C

|IPvé Subnet Mask 255.255.252.0

IPvE Support true

IPvé Enabled false

D enl

Description Onboard Ethernet Acapterenl

P Next

/ Finish | ¥ cancel |

4FC 4#0 )0 QCRRLEQ AMLR?GLCBGGBERXEIC ?€ HQRCB 7LB @W BRIRGAFCAI @ MIpdate

the remote hostOs TCP/IP settings

GQ AJCH®

3RCN  $M MLC MIFE DNMMUGLE
IM SQCHR Q?KCBGQRIC ML BDOPLRW ?BERQCB FMQRQ JEETA-CAI @MV BR?P
4M SQCR 4#0 )0 QCRRLEQ QREIBLAT BGQRIC CL?@JE®Jpdate the remote hostOs
TCPIIP settings AFCAI @MV
$CNCLBSLE ML WMSP AFMGAC FIDBRGEIRC GLQIRPPLBFC FMQR@MMRQGCEREBLQ GRQISPP
4#0 )0 QCRBLEQ MP SQEIVR0 )0 QCRR.LEQ QRBIBLAT BGQRC
3RCN  4M @CEGERGLQB?BML SBARGLGQF
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4FC BGQRLQR?BML NRACQQ MNCLQ ? UGLBRRIRP?AIQ GRMERPQ

4% Installing Distribution X

® Installing Distribution

Installing:

0 Stoprunning application(s)  Success
€D Install software SUCCESS
Installation complete,

UELETEF 1 1IEDTOIELLIEMENT : :QELETEF11E [ NO0ME/N1Aagaras STatlons/NeEWoUper s/ Conso
DeleteFileStoreElement: :deleteFile fhome/niagara/stations/newSuper2/conso
DeleteFileStoreElement: :deleteFile fopt/niagara/defaults/platform.bog del
DeleteFileStoreElement: :deleteFile fopt/niagara/defaults/platform backup
DeleteFileStoreElement: :deleteFile fhome/niagara/stations/newSuper2/conso
DeleteFileStoreElement: :deletefFile Jhome/niagarafetc/ntp.conf deleted
DeleteFileStoreElement: i:deleteDirectory "/home/niagara/etc" deleted
DeleteFileStoreElement: :deleteFile fhome/niagara/stations/newSuperd/alarm
DeleteFileStoreElement: :deleteFile fhome/niagara/stations/newSuperd/alarm
DeleteFileStoreElement: :deleteDirectory "/home/niagara/stations/newSuper?2
DeleteFileStoreElement: :deleteDirectory "/home/niagara/stations/newsSuper2
DeleteFileStoreElement: :deleteFile fhome/niagara/stations/newdSuperd/histo
DeleteFileStoreElement: :deleteFile fhome/niagara/stations/newSuper2/histo
DeleteFileStoreElement: :deleteDirectory "/home/niagara/stations/newsSuperz
DeleteFileStoreElement: ideletelirectory "/home/niagara/stations/newsuper2
DeleteFileStoreElement: tdeleteDirectory "/home/niagara/stations/newsSuper2
DeleteFileStoreElement: :deleteDirectory "/home/niagara/stations/newsuper2
FileCachedFileStoreElement: :commit file written /home/niagara/stations/ne
FileCachedFileStoreElement::commit file written Sopt/niagara/defaults/pla
KeyRingImportFileStoreElement: icommit imported data to keyring in fhome/n
FileCachedFileStoreElement: :commit file written /home/niagara/daemon/daem
FileCachedFileStoreElement::commit file written Jopt/niagara/platform/wif
FileCachedFileStoreElement::commit f£ile written Jopt/niagara/platform/wif
FileCachedFileStoreElement::commit file written Jopt/niagara/platform/wif
FileCachedFileStoreElement::commit file written Jopt/niagara/platform/wif
FileCachedFileStoreElement::commit file written fopt/niagara/platform/wif
FileCachedFileStoreElement::commit file written Jopt/niagara/platform/wif
FileCachedFileStoreElement::commit file written Jopt/niagara/platform/wif
FileStore::commitInstance commit complete

Installation complete.

Close

4FC GLQBRP ?SRMIZRIW QRMRQ QRERIL ATL AMIR_SCQ BGRC B5QRPGEISRIC GLDR?J
NRIACQQ UFGAF MTCPUPGREB@ML 'DRCRFEGQRPEMISRIC ?LB KMBSJCQ GD QCJCARCB ?P
GLQREB MLAT NJ?RDMPRCRAMLREBCPG@MMRQ ?EBRIMERQQ UGLBMU GABRCQ AMKNJCRC

3RCN  4M AMIR.SC GAKIMQCLB MNCL ? LCU NJ?RDMPK AMGIMIARICPF?NQ RM TGCU MSRRESR GL R
INNJGATRMVL $GRRMP

2CRSPLGLE ? ANWRKHP RM LC?P D?ARMPWRBCD?SJ

IR RGKCQ GR K?W @C LCACQ@ZPRIZRNI RMLRBCP RM ? ILMUL EMMB CKNRW QRRPBE RBGRMKKGQQGML GR
UGRHRC ASRRR@JC?QC @SGJB MRCEAMKKGQQGMLGLEFGR OBRBCP @SGYBBMI IRGQ WMS A?L GL®R?J
AJC?L BORGRRPGMERJIC
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Prerequisites:

4FC NJ?RDMPK GQ PSIGTHI? 9MS F?TC @?AICB SN ?LW@RRRICQ ?QIUTI ?LW MEP eJCQ LCCBCB J?RCP
DMP CV?KNJGBGR?J SERRRC ICWQ JU?WQ CVNMRRARERCWQ DMP ?LW 4,3 AKIBEESER ?LB QRFE
CVNMPRCB ICWQ GL ? Q?DC NJ?ACRGBERRMLRBCP LCCBCB RM @WPACB ? FBB?C QU?N MSR WMS
AMSJIBPGKNMPRIRICWQ

7 GNGLE ? AMLLREP AJC?L GQ RWMGARTACQQ?PW GIT\SNEPZBLE 2L MNCENRL?J AMUBEP RM ? J?RCP
QMDRUZBSGJIB 5QGEARMKKGQQGMLGIEMRQFMSJIB @C RPR GQ LCACQQ?PW (MGDTWME ?P

BMULEP?BLE ? AMINMFCP RM 7L G3€P @SGJB WMS QFMSIB EICPRBQR eJC ePQR RM ?TMGBHGHRMPR
NRM@JICKQ 4FGQ GUICQNCAGRIA#Y% AMLRRICPQ ?Q @GL?PGEQ DMPR?P C GLAJSBCB GEQR eJCQ

JLORIELE ? AJC?LGRR UGNERE BP eJC QWQRCK ?LB GQURINNNPG?RC TCPQGRL GIPERPNI?RDMPK
B?CKML RQCRRERC SLGR RM ? LC?P D?ARMPW BRARILRBEP A?KC USR. ?NNG?LAC GLQBBIGLQRRE ?
AJC?L BOR ?JQMNTCQRR ?NN3?LAC /LIWB DMWMUGLE QGRRQ CRINEQCPTCB

4#0 )0 QCRBLEQ
BACLQC eJCQ

@P?LB NINCRFTQ

KMQR QCASRMKKSLGAGRIL 4,3 AMLeESRZRL

1JJ MRCP B?R? CBBCIJCRCB/MBFC eJC QWQRCK GGAESBRZRL @ME eJCQ 0V eJCQ KMBSJCQ CRAMFC SLGR]
4,3 NPGT?RC ICW GLDBRKRQ ?JQM BCICRCBGRMIBEBLQR™ ? AJC?LGRR BCICRLAMLEESHB
NJ?RDMPK SQECQRMPGEE R?ARMPW BEDRERDMPEBELE?JQ ?LB NMPR

3RCN  5QGLE MPI@CLANMNCL ? NJ?RDMPK AMIGIZARMERAMLRBCP

3RCN  4M ?AACQR®cleanDist BGPARMPW MNEL#GQRPGENVER.GIC )LIQIRLB AGAI RC#JC?LGLE
@SRRML
%?AF AJC?LIA)R eJC FPQ RIY AJC?IGL GRQ L?KC #JCAQRPGWSRICLMA?RCB GL WMSP 3WQ
(MKC IcleanDist DMJBCPb?N?PRIORRCP BQR eJCQ SLBCP WMSP QBITHRA@PQC

fC:/Niagara/Niagara-4.7.108.14/cleanDist
2 distribution files were found in directory "/C:/Niagara/Niagara-4.7.109.14/cleanDist"

File Version Status Description &
m qnx-jace-nd-titan-am335x-clean.dist  Tridium 4.1.27.20  Modified WARMING: restores unit to empty N4.1 state - removes station data
tridium-gnx7-n4-edgeld-clean.dist 7] 4% gnx-jace-nd-titan-am335x-clean.dist 3 |wesstation data

File gnx-jace-n4-titan-am335x-clean.dist

Size 49,830.5 KB

Distribution Name gnx-jace-n4-titan-am335x-clean

Description WARNIMG: restores unit to empty N4.1 state - removes station data

Version Tridium 4.1.27.20

Release Date none

Contents

Dependencies
A TITAN
A% na-titan-am335x-hs (<=4.1.0)

Exclusions

) Install; Cancel |

#JC?L B5QR eJCQ ?NNGQRRGB BGR 12.)." GLR  FCDescription 9MS A?L QCICAR MEGW R
?NNRINPG?RC eJC BOBARIKR.AW MNCLCB NJ?RDMPK
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3RCN  3CJCAR®?NNMNPG?RC AJC2QB eJC (NGMR?RDMPK ?LBAYLQR3J

2CKMTGLE ? eJC QWQRCK R?ICQ ? DCU KECEMTAMLRBCP ?SRMIGRIWEDMMR@GER DMP
RFC E@MMR RM AMKNJCRC

NOTE: IDRCPG@MMRBF AJC?L BQR GLDRZIAMLRBCPGOSGR NMPR
3RCN  $M MLC MOFR DNIMUGLE

IM E GLQRTRIC QMDRIE7FCPQGMLGFRMRLRBCMVINCL ? TCPQGMLWR@ CLAE?R SQCQ
AFC Q?KC QMDRUTEPQGHMPRWMS U?LR MCRMLRBCPLB SQCHFC NJ?RDMPK
#MKKGQQGMLGIEMPRM GLQRRC BCQGPQMDRE?®SGJIB

)D WMS F2TC ? @?AISNOR eJC IAGARILRBCPARR U?Q K?BC UFCL GR FRB BRCQGBRNPGMP
QMDRU?PCPQGML F$RQRPGERGJIC )LIOR GLQRGR
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Chapter 6. Lexicon Installer

4FC ,CVGAML )LQRPIICRQ WMS FIIRAPQCB QCREOWTRR SQCB E/ORIDREIBRK WMSP MPI@CLAGR
RM ?@KMRC NJ?RDMPK

CAUTION: )L.G?E?P? GD NMQQG@JC BM LMBEUER 2Q eJC @?QCB JCVGAMRWNEAFEMR
FCAMKKCLBCB 'JQM eJC MP RCVR JCVAGMIEQNEPKGRCBAGE!RY )LQRC?B K?IC MLC MP KMP
KMBSJCQ MD ASQRMKGXCB JCVGARCETSGAME RVBSJC "SGIBCB GLQRMCK GL ? @KMRC NJ?RDMPK SQGLE
REC3MDRUGR?L?ECP /R FCPUGQC GQQSCQ K?W MAASP UFCL ?AACQQGEH R SHIGEEQRRARCP

,CVGAMLQ A?L 2JQM @CGBQRKMBSICQ H?P eJCQ GL UFGAF A?QEGNNISFRITMBMDRUGR?L?ECP
GLQRC?B DMP G2RRRIGCRMRC NJ?RDMPKQ )L D?AR BBCVEAMLQ BBQRPG@SRCB ?Q KMBSJCQ SQGLE ?
KMBSJC eJC L?KC AMLTGMR MD

niagaraLexicon  Lc-rt.jar

UFCE Lc GQFR RUM AF?P?ARCP J?LES?EC AMBC RSBNMPEPAF ?LBEs DMP 3N?LGQMPI@CLAFMTGBCQ ?
,CVGAMIMMIIGR? QNCAGCYGAML -MBSJC -?ICPGCURR WMS A?L SQC RMAHMBMP K?IC LCU JCVGAML
KMBSJCQ NMR CBGRCB RCVR @?QCB JCVGAML eJCQ &MP AMKNJDRE BRIEREJ&raF exicon Guide

,CVGAMLQ RWNEA?TC MLC MD RUM SQCQ BCEGABHM@ JEMER

JLRCPLERIL?J IMBRRQ MPGBC LML %GRF J?LES?EC QSNNMPR
$MKCQRA 53 IJMAGRILQ URCWMS F?TC KI@BCBRT %LEIQF CL JCVGAML RM AFFELBEMBGLE SQCB GL
BCD?R1J?@CJQ
"CDMPEF?LB SQCHR,CVGAML BBRMIECU MBGRCVGAMIMMEL? MPI@CLARME@TGCU ?LB GIR CLRPGCQ MP ICWQ
GLRC GLBTGBS?J JCVGAML é80RAENTB T?JSCQ LCCBCB DMP J?LES?EC QSNNMPR

#F?LEGLERC J?LES?EC ,CVGAML )LIQgR?J

4FGQ QRCN GI@QRRL MP KBRCVR @7?QCB JCVGAML eJCFQTRMMBLARMRERCVGAMLQNIFGBC QSNNMPR DMP
LML %LE3QF J?LES?ECQ ! IMA?JC AMBGEBTIRAF JCVGAML &MP CV?KNJC "B¥CEHEBE&ERAF JCVGAML
?LB *BC_ RC 'CPK?L JCVGAML )L QMKC BM&EBQR3 GLQRBMLQ 7L %IF ICVGAML ~CL_ GQ ?BBCB ?LB
AMLeESEB RM EIM@PASQRMKGXC GRCKQ GSAHMYIRRW BCQARGREIMPI@CLAF

Prerequisites:
4FC JCVGAML eJC Q RMIGBJRF JCVGAMLQ DMJIBCP SLBGPRARSP3WQ (MKCLG?E?P?>FMKC

NOTE: 4FC EAMKKCLB?BML DNG?E?P? GQ RM QIBEERQRCN )LQRC?B K?IC MLC I@KKMBICQ MD
ASQRMKGXCB JCVGAMLQ ?LIRGK@RMC LCVR 3CIJCAR KMBSJCQ QRCRUBQC GQQSCQ K?W MAASP UFCL
SQGLE ? @PQCP RM ?AACQEDMAMRRCB @GR &MP AMKNJCRC BCR?GJQ ML UMBCMEAMLER ?EB RVGAML
-MBSJC "SGIJBAEDCP RMRliagara Lexicon Guide

3RCN  %VN?LB MP BMS@GABJ?RDMPKB BMS@JGGA] RC,CVGAML )LQRR
ILW CVGQEE eJC @?QCB JCVGAML QCRWY GURIRBIGIFRR NJ?RDMPIC BQRCB 6C RGCU N?LC

3RCN  #JGAI ? J?LES?EC AMBC RM QCJCAR GR ?Q QFMUL
4M GLORRME E?L MLC JCVGAML FMJB BMUARPICW UFGJC WMBAAJ

3RCN  #JGAIRC.CVR @SRRML ?LBIMWWRC UGXBP?LB AGAI+
4FC QCJCARCB JCVEGBARBIPW IGEARMPGCOERBCEB GIFR EKMRC NJ?RDMPK 7FQLe3CQ CP
RP?LQDCBP’L)LQRIZBML #MKNJCRGLBMU MNCLQ

-?P AF



,CVGAML )LQKR .G?E?P? 0J?RDMPK 'SGBC

-?P AF



.G?E?P? 0J?RDMPK 'SGBC ,GACLQC -?L?ECP

Chapter 7. License Manager

,GACLQC K?L?ECKCLR GLTMJTCQ RUM QCN?P?RC B?R?@RQEEITPQMIQLPTCP ?LB ? JIMA?J BARF®?QC R
FCQGBCQ MBSNCPTG@WRKNSRGHFC ,GACLQC -?L?EGBLQR® GKNMPRACLQCQ ?LB GERRRCQ RIIKMRC
NJ?RDMPK QACEPCEBP MK WMSPMPI@CLAR MP RC.G?E?P2GACLQGLE QCENISRA?L 2JQM TGEU R
AMLRCLRQGHCLQCQ ?LB SERRRCQ ?LB GDEEBGPCREGK DRK ? CKMRC NJ?RDMPK

4FC7 MPI@CLAR?L?ECKCLR MESACLQCQ SQCQ ? QRBSIWRSBACLQC B?R?@?GUSRCLQCARGTC eJC
DMPK?R )L ?BBML A7 MPI@CLAF ,GACLQC -?L?BCP?T?GJ?@JC UFGAF BMUQSGFRNI?RDMPK MPGIR?R
AMLLCARML RM SQC )LQRC?B GR SQCQ ? NJ?RDMPK RMBRGIPERL?EC J

4FC3SNCPTGQMPRDMBKIMAZIACLQC B?R?@?QC AMLRRELBAILQCQ ?QQGELEB RMNMRC AMMRIEZP
NJ?RDMPKQR?€ N?PR MBCBSNCPTGIMFP?E?P?.CRUMPHFGQ QRPSBR3RIZABRML MD QS@DMJIBCPQ ?LB
eJCQ GQ SLBEPFIENCPTGQMP NJ?QBMRKIMKEsecurity/licenses/db BGPARMPW %?AF
QS@BBARMPW F?Q ? SLGOSC FMQR )5 PRKCRAFCQCHMRC FMQR NJ?RDMPK

4FC IMA?GACLQC B?R?@7?QC BCQGEL K?ICQ GR C?QGAR RYOQRMIFGKEEL FMQR NJ?RDMPKSRIGR
GL?BTCPROMRMTCPIERERILGACLQC eJCAUBLRIRCPAFGQ Q?TCQ WMIS BFTGLE RM K?IC QNCAROLDC
DMJBCPQ QSEBBMPGCQ ?LBEIMPKE BACLQC eJCQ SLGOSCIBI2ZRCEACLQCAFRS TC QRMP?EC eJC
DMPK?R J?P FRIREERVAF?LEC MBACLQCQ ?KMIEIBELR 0#Q ?LB GQ SQCB UFCL SBIHPRLB
QWLAFRGXGIGATLLQCQ RMMRGLOGACLQGLE QCPICRI ?Q USRMTGQGMLGLE DQPREP
.G?E?P?.CRUMR)

7 MPI@QCLARE?RCQ ?LB K?L?ECRCRIMAPGACLQC B?R?@?QC ?SBAMIIPRLB SNB?RCQ GR UFCL WMS
NCPDMPBACLQC MNGRARNIKNI?RDMPK AMLGBAR)J?RDMPK3CPTEACQFCL SQGLE NJ?RDMPK RMMJQ
4FC Q?KC BPARMPW ?LB eJC QRESARBBQG@JIC SQGLEQNVNGEBIA]Q %VINCMP

4FC MLGLOGIACLQGLE QCPTCP GQ ? B?RGACQUIMD?LB GERRRCQ 'BReL?JGACLQC FSPGRW GR
AMLR?GLEERKMQR ASRR TCPQGML MD C?AF FMQR RIBROMIK]4FGQ GLAGRELQCQ DMPMILRP
3SNCPTGQMR.B UMPIQRZRL MLIW ZBNPRVLQ 4FC NJ?RONBATLQC -?L?EQRMTGBCERGLRCPD?AC
@CRUCCEG3SNCPTGQMPRDMPK ?LBBOREACLQGLE QCPTCP

-SJRGNJC TGCUQ NJISEGLQ FREABACLRGLE QCPTCP ?LB JMA?J B?R? @RIFGLAMSE)CRJGACLQC 2COSCQR
DMPK ?LBAE NJ?RDMRIGACLQC -?L?ECHR FCP TGCUQ SRCERACLQGLE QCPTCP RM AMRPRE?RSBQ
JGACLQCB %V?KNJCQ GLRISHATR ,GACLQC $?R?@AQC) ?LER.CRUMPI ,GACLQC 3SKK?PBCU MBAR
,GACLQCQ QIMRMGRE?P?.CRUMFPOMTGQGMLGLE.U%VR

4FC NMACBSR) GIFRQ ESGBE@RESGQF @CRUBTRRPTCP ?LB B?R?@7?QC BENEMBAR EOSGRCLRQ MD
FEC R?QI

I@MSRGACLQC DGJICQ

4FC.G?E?P2GACLQC eJC GQ ? QRBSARSE RF?R F?Q ?GACLQC eJC CVRCLQGML )R CL?@JCQ ? QCR MD TCLBMP
QNCAGeA DAZRSBR?ABGACLQC eJC GEBIDWP MLC QNCAGeA FMQR NJ?RMNER#AMPRRFCB @VFRR FM@R]
SLGOSC FMQR )$ ,GACLQC EIBEETFRRIQGELCB EBM eLBMP RMCNELR R?KNCPGLE
Item Syntax Description
4FCQC TPRC ePQR ?LB J2QFCD GICREACLQC eJG AMLRCLRELAQ GL @CRUCCL
?c DC?RSP CJCKCLRQ NJSQ QGEL?RZBCKCLR

JGACLQC TCLBMR PGBSK CVNGR=RL

BACLQC <license> </license> FMQR)B 4,33%$& # %$$ ™ QCPG?J.SK@CP
TCPQGML ECLCP?RCB
K?GLRCL?LAC%VN&E?R
SLEZJC?QCB3UIAACQQ%\BIGP?R

TCLBMP vendor="Tridium " 4FGQ T2JSC GQ ?APTBIK

$CeLCQ RC CVNGRBML. B?RC WD BACLQC eJC DRCFOR'NGBNR. B?RCMPI@CLAF

CVNGRERL expiration="never D?GJQ RM QR?PR BEARMITIC\EGEPPAWNGAW CLEGLCCPGLE AMNGCQ MD
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Item Syntax Description

7 MPI@CLAF?TC CVNGBRR. B?RAEPR CVNGHIL 7L ?LLS?J @?QGQ ,GACLQC eJCQ DMP
2ARS?J NFICARQ BQSCBRIGR. CVNGPGEECLQCQ UEBRGQ ?RRPG@SRC T2JSC GQ

)BCLBeCFR.G?E?PTQMDRUZPCPQGML UE V GQ FGEFGTIRPQC TCPQGML MD
QMDRU?R?R A?L @C GLITEGIFR AMLRRCPD ? LCUCP TCPQGML MD QMEIRU?P
GLQREB RC AMLRBCP K?W D?GJ ML QR?PR SNEUGRQC TCPQGME CPP

TCPQGML version="4.x"
.G?E?P? GACLQCQ RTRR TCPQGML C EFMR @?AIUBP
AMKN?8@JC BGRE?P?218 TCPQGML V QMBRU?P

)BCLReCQ UGR ?INF?LSKCPGA AMBCR GOSC GEEDW WD RMQR URCVGGR
LSK@CRMP CV?KNJC

FMQR)B 4,!3 3% 8888 8888 8888 8888
FMQR)BLLV 4)4 !. 8888 8888 8888
o FMQR)B7 GL 8888 8888 8388 8888
FMQEB hostid="x
4FC FMQR)B GCRACLQC eJC KSQR K?2RAFRQR)B MO R
AMLRRICAMRCPUGQECRAMLRBCP A?LLMR PSL ? QRRER

| FMQR)BFRPR @CEGLQF7 GIGQ DMP ? 0#

$CQGEL?RCQ ? AMIBE SLGOSC QCPG?J LSK@CP ?QQBEDCBRRRW QILIBQ ?
LSK@CRFC QCPG?J LSK@CPGIBEACLQC eJC KSQR KARARRPG?J LSK@CPAD R
. o AMLRRICRMP CV?KNJC
QCPG?J.SK@CP serialNumber="n

QCPG?J.SK@CP

2CAMBQ RC B?RC SNML UFGAF®REGACLQC eJC U?Q ECLCP?RCB &MP CV?KNJC

ECLCP?RCB  generated="<date> ECLCP?RCB

&MP ?2LVEACLQC BTCLBMP 4PGBSK RFC .G#3 .G?E?P%#MKN?FRE @RW
3RPSARSRRITGBCQ ? QAFORZRR%-Q A?L SQC RM BCelRCRI?PGMSQ JCTCJQ ?LB
RWNCQ BRE?PGLRERNCP? @RWHR RCGP MBSARQ QSNNMPR

@P?LB "brand"” &MP CV?KNJC

DC?RSPL?KC ?AACNR QSNRGL ?AACNR QB8PSR
?AACNR UMSR @P?LB @P?LB)BNF AMBCNFRRPGBSK

OMMTGBCQ®EQIR MD @PABOREQ IMA?J @RRRMUQG?E?PB?R? RM AMKC GIKDP
2AACNR QBPFR GLaccept.station.in="+*" &MMK FEC AMLRBCR] NCPQNGAR AGQ GRTEEQR MD @PABOGR A?L ?2AACNR B?R?
DFK 4FC  GQ ? UGJEABRQGEIGRL RMPU 2@P?LBQ

ORMMTGBCQ®EQR MD @P?LBQ RMREFGAMR?) GRRRYMUQG?E?PRM QFCHB?R?
4FGQ GTREQR MD @PABORE AMLRECP A?L QR?B?R? UER

ORMMTGBCQ®GQIR MD @PABORSQ RMMJIIBWEB RM AMLLCAR RM ?LB CLEEGQARQ
REC BQR MD @PABORR QRERIL A?L CLEGLCCP

(MJBQ ? RCVR BCQAPGIRNMRMRQ HLREBCGRCP DME RRBSARGLC %TCPW
@P?LB)B JGACLQCB @RPR?LB RMMJ F?Q ? "P?LB JBSIIR "P?LB)$ %?AF @GRMRMP RMMJ A?L
F?TC MLJW MLC "P?LB)$ CLRPW

ORMMTGBCQGQIR MD @PABORSQ QR 2MUQ RM @C AMLLCARCB RM GR DMP
?AACNR U@ GL accept.wh.in="*" CLEGLCCPGLE MD GBATNNIAFGQREQEOR MD @PABOARL CLEGLCER R
QRTRVL

$CQGEL?RCQGMIRJ GLDMBKRRLB BMCQ LMFICAR QBRVR MNCBRR. GL 2LW U?W
4FGQ GLDMPRARA?L @C SQCDS.RIVE EEAVEQ UFCL QCAPGLERR GACLQC
B?R?@?Q@WM ?RRPG@SREQGDRIRSE RWNGAPBCQGEL?RCB UFECRGLE
NRMBSAR

?AACNR Q&FR MSECCept.station.out="*"

?AACNR U@ MSR accept.wb.out="*"

?@MSR "about"
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Item Syntax Description

RDC?RSR.?KC ?@MSRNMHCAR CQBLE
MULCP 4 CAF 0S@Q ER

)Q ?L MNRML?J ?RRPG@ SRIMBIPGEL?REQ RPKC MD ? NBHCAR 4FQASERSLE
QFMSJB RWNBARL ?QQGELCB RMITWBCPQ SQCB DMP BHSBRPMMFCAR &MP

N CV?KNJC
NMMHCAR project="x

NMHCAR CAF 0S@Q

)Q 7L MNRVIL?J ?RRPG @ SRIMEBEIGRCER L?KC MD ? NCPQML MESEP
FCQNMLQG@JG-OMIIRICAR MP NMQQG@JW ?L &VIB SYERNJIC

MULCP owner=-x
MULCP 4 CAF 0S@Q

4FGQ CI®.E CICKCLR AMLR?GGEGF QGEL?RSEP FF?R GQUYRCB UFCLFR
JGACLQC eJC GQ ECLCP?RCEBCIFRRFR?KNCPGLEBGREACLQC eJC 'IRRCKNRQ RM
CBGRR GACLQC eJC RM CL?@GENMBBI DCTSELBCPHC GACLQC eJC SQCICQQ

_ AWNGAW FC QGEL?RSRICKCLR GQ B?QR CICKCLR AMLR?GLCB GL
QGEL?RSP <signature> REC GACLQC QM GRBQIBV@WARAIMQGGACLQC R?ERPQ RQR
</signature> BLC GERBACLQC eJC &MP CV?KNJC

QGEL?RSP#U#&&/BO U*AQETF46RPD M3WS#$#UH!F2H
(N.V1'3R"LF%I)O+ P/." E QGEL?RSP JGACLQC

4FCQC GRCKQ ARMKKML RMPGACLQC eJCQ

(?PBU?RC DC?RS® R?R A?L @GACLQCB
3MKC GACLQC DCCRSI QNCAGeA'RM AMLRRICPQ

IINF?@CRAW FCQC DC?ROA?L @C GLAISBCBGACPQC B?R?2CAMTCRW\HRQRN LB8M LPGM ?LB QCPG?J

Feature name  Feature as it appears in the license yle Description
B?R?2CAMTCPW ,GACLQCQ ? @RHB$?R?2CAMTCPW3CPUGABF GQ

RDC?RSR.?KC B?R?2CAMTCPONNGRZRLLCTCP QMIFTB DK GRW?R$?R?2CAMTERBSIC 4FGQGQ
N'7PRQ0" 321 ER FCOSGB RM QSNNMPR GCBR23 3R?RGA 2!-

' ' UFCRCP GLRCEP?J MIBBI?RQSAF ?Q DMP KMR

FCACLR AMMREPQ MP ?ENIR!#% AMLRRICP UBR

?L GLQREB 32!- MNRGML ABP

He OLV ,GACLQCRR/P?AJC 3SL (MRQNMR *?T? TGPR$?J

RDC?RSR?KC HE OLV CVNGRZRLLCTCP ER K?AFGLC 6- RM @C ?@JC RM PSICMEFE?P?
*I#% AMLRRICRIFCE ?E LM ?RRPG@SRCQ

KQRN $CRCPKGLCQ FMU K?LWFIDRGJ?@JC QCPG?) NMPRQ
RDC?RSR?KC KQRN CVNGRZRLLCTCP K?W @C SQCB DMP "I#LCR -3 40 AMKKSL GARQ
? ? ? ? ? 5
NMPREKGR N?PRGS2 -340 18 ER icAgL%Ig e@J.CALCR ?LB QCPG?J KSQR ?JQWCVGQR GL R

NMPRBKGR QNCAGe®EQ RSK@CP MDD
QCPG?J NMPRRXRW @C SQCB DMP -340
AMKKSLGAZGRILQWNGAW FGQ LSK@QP
K?RAFCFR LSK@CP MD NFWQGA?J NMPRQ
3MKC##% AMLRRICP KMBCJQ F?TC
MNBML ABKMBSJCQ MP QIMR@UE&PJ
NMPRQ )D @&EB/L?J NMPRQ’BBCB RC
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Feature name  Feature as it appears in the license yle Description

NMPRSKGR K?W @C JEQ@R LSK@CP
MD NFWQGA?J NMPRQINFERRGIRERVIL
F?Q LMR @CCBERB ?Q UQJ

LBGM %L?@JCRRS)) .G?E?PBGEAR )LNSR /SRNSK
RDC?RSR.?KC LB GMCVNGRZRLLCTCP SEEIG OIS 2 R AMLG?’}S?‘LB SO0
AMLRRICP Q .BM RWNC ) / KMBSJICQ .MR!#%
BCTGAGKGRMLC FGQRMBWGRMLC AMLRRICPQ QSNNMPR QSAF )/ KMBSJICQ UFGAF
NMGLBKGRMLC QAFCBSJGKIGR.MLC 2RR?AF 2Q ? AF?GEERN RMKRAMLRBCP SQGLE

N?PRQ52 .$)/ ER NGL AMLLCARMPQ 2CDGFCRONRAGeA
AMLRRICR] B?R? QFCCR RM AMLePKOPEBQ GQ
2L ?2T?GJ?@JICGMIR )LAT LBGM DC?B9BLC ?
BCTGAf®OS?RCQ RM ?2LGBI "M (GQRMPW ?LB
QAFCBSJGKIGRQ F?TC LM NFZeARNBIEZRVIL

2CDCP RMIRIDIO Driver Guide N4 DMP
RCJ?RCB BCR?GJQ

LPGM %L?@ICRR2)) .G?E?P2CKMRC )LNSR /SRNS
RDC?RBR.?KC LPGMCVNGFZRLLCTCP BPGTAHGAF CQUBGB RM AMLEESPLB SQORR

*#% AMLRRICP Q .PGM RWNC ) /KMBSJCQ ?LB MP
BCTGAGKGR FGQRMBHUGRMLC ?LW ML@NB?P MD ? AMLRIRICRMQR 1.8 @?QCB

NMGLBKGRMLC QAFCBSJGKIGRMLC *1#% AMLRRICPQ QSNNMPR .2)/ KMBSICQ UFGAF
N?PRQ52 .2)/ ER AMKKSLGA?RC TG? 23 )IFR LPGM DCE@RER.C
? BCTGAOS?RCQ RM ?L .PGM -MBSJC HHR

FGQRMPW ?LB QAFGBERQ F?TC LM NRYAR
PNNGABRIL

X

2CDCP RMIRIRIO Driver Guide (N4) DMP
FCJ?RCB BCR?GJQ

QCPG?J %L?@JCEIRSQC ME% QCPG?J NMPRQ DMP TAPGMSQ
RDC?RSR?KC QCPG?CVNGRZRLLCTCP ER  BPGTCPQ DMP CV?KNJC 7?NSNGEHQWLA 4FL
*1#% JSACLQC LCCBORQCPG?J DXZR3BBRML
RM ?LW QNCAGeA BPGTGP DORRBEC QCPG?J
DC?RSER5LC GQ LCCBCBHBICQQ MIZRSK@CP NID
QCPG?J @?QCB BPGTEP@?RERMBER!#% SQCB
DMP "#LCR -3 40 ? JGACLQC UMSIBEGHRGQ
QCPG?J DC?RIPRC BPGTCP DCXREP?ALCR ?LE
KQRN

$PGTCP ?RRPG@SRCQ

%7?AF BPGTCP GQ CL?@JCB @QW/BIDCTREKCLR BL BACLQC eJC -MQRAGBRGTCPQ FQERKC ?RRPG@SRCQ
UGRGLIR?R DC?RSP

4FC KMQR AMKKML BPGTCP ?RRP@@SRCQ ?P

RDC?RSR.?KC BPGTCP.?KC CVNGRZRL CVNGPGRIL$?RC
BCTGAGKGRMLC FGQRMBHWGR.MLC NMGLBKGRMLC
QAFCBSJGKIGRIMLC ER

4FC T?PGM8BGR ?RRPG@SRC T?JSCQHCH LMLC G ? LSKCPGAGKGR T?JSC DMP CVBCTGAGHKGR
I'J GKGR T?JS(LMLCKC?LQ SIGKGRCB UECR ?AGKGR T?JS( MD?LQ LMLC 3MUCB

&MP K?LW BPGTCPQ MLNMGLRBKGRB BCTGAGKHGHRRPG@SRTENNBA?@JC WCR KMQR BPGTCPQ GLAJSBC ?J
JGKCGRRPG@SRCQ &MP CV?KNJCFBSQGRERGRWHEDNRB @SQ NRMAMJ LMLCRMDRB @ SQAJ?RCB

BPGTCPQ F?TC ?LW FGOQRMPW MP QAFCBSJC GKNMREREYMMIFGQRMBUGR B QAFCBSIGKIGRJISCQ F?TC

LM QGELGeA?LAEGDR?RSPMP ? -M@SQ BPGTCP
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)L.G?E?P? ?LB BCNCLBLE MLARR BACLQGKGR ?RRPG@SRGIGRS3IBPGTCPQ K?W @C QSNCPQCBCB @W EJM
A?N?AGRINGRQ SQGGRACUQGLE KMBCRRCREKERQ UFGAF QNRIQTARSZNIC BPGTCPQ IMEBQ KMP
fCVG@RW RIMAPRERLSK@CP MD BCTGACQ NMGLRQ ?LE-QIBREDSGRGLE MLENBBIE.QC AF?LECQ

Attribute Description

L?KC

CVNGR=RL

BCTGAGKGR

FGQRMBKWGR

NMGLBKGR

QAFCBSJGKIGR

N?PRQ

$CeLCQ RC L?KC MDAR BPGTE®RCER Q?KC ?CFR ?ARS?J KMBSJC H?P eJC L?KC DMP CV?KNJC @?ALCR J
CRA

$CeLCQ RC B?RC UFCIER BPGTCP CENGHFGQ GQ RWMEBTI?KC ?QFR CVNGIBNRL WINCPRW MD®EACLQC DCER
)L QMKC A?QCQ QSAF ?Q @ CRZEREEPRKCLRQ GEBGBS?J BPGTCPQ K?W @C QCRRKIIRISEF RC K?GLGACLQ
eJC GQ LML CVNGPGLE

$CQGEL?RCGACLQGKGR MEARLSK@CP MD BCTGARRXRW @C ?BBCB RBRQNCAGeA BPGTCP LCRRIMPRARIR
B?R?@?QC |@MFG&KGR ?LW ?BBCB BCTGAC AMKNMLCLRGR@BABGIB AMKNMLCLRD D7FSJ

4FG@GKGR F?Q LM GKN?ARGMIARS?J NFWQGRGRIRL MD ? eCIB @SQ &MP CV?KNJIC HS
@CA?SQERIMLUMPIQ DCCRER QCR RM BGIKIAR LMLC BMCQ LMR KO7RPRRWVMS A?L
CVACCHR LMPK?LGKGR MD BCTGACQ NCP QCEKCLR

,GKGRERLSK@CP MD FGQRNMAGAR. C GKNMPROBSMRMRC FGQRMPGCQ JRERWMBERRCRRERIL Q FGQRM
QN?AC ?LB MP CVNMPROBQ@RTRVIL FGQRMPGCQ RM ?NNC?P ?Q FGQRPBTIEACH '@MEE@KGR ?LW ?BBCH
FGQRMPW GKNMPR BCQAPGNRMP MP FGQRMPW CVNMHAR BERRE CARMRGCEZRCE GREMPR CVNMPR GQ LM#

%CQGEL?RBEQKRVGKSK LSK@CP MMN® NMGLRR R?W @C ?BBCB ROIGRERIL B?R?@?QC DMPGASIPR BPGT
I@MTC RG@KGR ?LW ?BBCBWK NMGLR GE DFSJ

,GKGRORK?VGKSK LSK@CP MD QAFCBSIRAR @C GKNMPROBARMRC QAFCBSICQ ECRIRBRID B?R?@7?QC
2LB MP CVNMPROBKOPRBML QAFCBSICQ RM ?2NNC?P 2Q QAFCESIRDBIITEACQ @ME@KGR ?LW ?BBCB
QAFCBSJC GKNMPR BCQAPGNRMP MP QAFCBSJC CVNMPR BROABRIRMIDIBAGIRDBIIKNMPR CVNMPR GQ
QSAACQQDSJ

MLUMPIQ

SP
C

QR

PW
3
R QSAACQQDS

CP

LMR

4FGQ GQ ?L ?2INF?LSKCPGA N?PR AMBC GARBRNKRAELCB UFCL ECGCERR GACLQC eJC ?LB GQ DMP GLRCPL

2J SQC

$PGTCP RWNCQ

%?AF BPGTCP RWNC GQ CL?@JCB @W ? QCENCBCRCIFCRMEEE QRGPR UGRFCL?KC ?RRPG@SRC 7?LB F?Q
AMKKML ?RRPG@SRCQGECEPPBPGTCPQ AMLBLSIW @CGLE BCTCIMNCBDZOBB/I) NWBSARQ 4FGQ RMNGA
GLAJSBCQ QMKC @SRIWEBERIBPGTCFAR?E ?T?GJ?@JC )R GQ GLAIJISBOQRRMRGFMU BPGTCEQCRREPP

GLGACLQCQ

Driver Description

??NFN
??NSN
@?ALCR

@?ALCRIQ

@?ALCR/UQ

-?P AF

%L?@JCRRKCPGA?L ISRM -?RPGV GEMQRNMRMAMJ 0(0 BPGFER QCPGPRSEEQ 2JGMBGB

%L?@JCRRKCPGA?L ISRM -?RPGV SELGR?PW (MQR 050 BRERTQCP@&ZPRSREQ 2J@DBGB

%L?@JCRFDSLARILERW MD R#LCR BPGTCP DMP "#LCRE@MR.CR ?LB "#LCR )QD RC*!#% AMLRRICE] MRCP
DC?R6R A?L @C ?BBCB RM CL?@JC "#LCR -3 40 AMKKSBBATRMTCP QCPG?J NMPRQ KQRN ?LB QCPG?J

RDC?RER.?KC @?ALCRCVNGRZRLLCTCP BCTGAGKGRMLC
CVNMPRPSC FGQRMBWGR.MLC NMGLERBKGRMLC
QAFCBSJGKIGRIMLC  ER

CVNMPR RPSCL?@JCQ "#LCR QCPTCP MGNMIE?R
CVNMPR D?JQMCPKGRQ MLIW "#LGTAR MNCHPYR

7FCL "#LCR CVNMPR GQ CL?@JCB ?L@MRFFTRORMPGCQ ?LB MP QARGEEICYNRVIPRCE
"I#LCR BM LMR AMSLR RMR?PL\FGQRMBHERFQAFCBSJIGKIGRJISCQ GICRBACLQC GD 7

2CDCP RMRiiagara 4 BACnet Driver Guide DMP BCR?GJQIMERCR GLRCERFRL

ORMMTGBCQ ?BBCB DSMARRW ?Q ? "I#LCR'8 3SNCPTGQMPRUGRACPRGeATRML ?Q BCQAPG@RIB"GILER
ABT?LACB /NCP?RMP MIPIQRGRIL_ QNCAGBARR" 73 | T?GJ?@JC DMP 0# NJ?RDMPKQ NHBNVNUVRDMPK®G

"I#L.CR DC?RIPGQ ?J@DBGB GLAT GACLQC -I@BCR?GJQ ?P?GJ?@JC GL ?L ?NBMMB®Niagara 4 BACnet
Driver Guide

OMTGBCQ ?BBCB DSMARRW ?Q ? "I#LCR /73 3SNCPTGQMP'YGRCPRGeATRVL ?7Q BCQAPG@RB 'GILER

RM
LW
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Driver Description

eJC$PGTCP

JMLUMPIQ

KMB@SQ!QWLA

KMB@SQ#\P

KMB@SQ3J?TC

KMB@SQWN

KMB@SQ¥N3J?TC

M@GV$PGTCP

MNA

LG?E?P?$PGTCP

B@/P?AJC

MB@30J3CPTCP

ANCP?RMP ¥PIQRGRIL_ QNCAGBARR" /73 !
?RC ?T?GJ?@JC GL ?L ?NBMMB®Niagara 4 BACnet Driver Guide

%L?@JCRRBPGTCP SQCB RM GKNMPR AMKK? IMRERE@EBRIVR eJCQ ?LB AMCRCRERR FGQRMPGCQ GMP K|

BCR?GJQ QEILRC &GJIC.CRUMPI RMNB2NEgRra Drivers Guide

%L?@JCRARMLUMPIQ BPGBQRBLEREQ BPGTIPSER) ? /. GLRCPD?AC MER!#% AMLRRICRMQR AMLRBCP
KMBCJQI®OSGP?L MNEML?J ,MLUMPIQ GLRCPDBARIARR GLIZB?IMIE BCR?GJQ ?P?GJ?@JCFGNRgara

Lonworks Driver Guide

%L?@JCRRMB @SQ -?QRCP 3CPG?J BFGFERs AMLRRICP MNCP?RCECAMB @SQ -?QRCP BCTGAC
AMKKSLGABRE TG? ?L ?T?GJ?@JC QCPG?J NMPEPSQIBEESQERMP -MB@SQ 13#)) 4FCKMB@ SQ#MPLB

QCPGZPRER % 2JQMPSGE

2COSGB @WR*1#% AMLRRICP MP -M8SQ 3SNCPTGQMP FMQR DNV 2MB ®B@®BPGTCPQ QWLA 3J?T4804#

3J?TC &MP BCR?GJQ ML ?L@&SNWBPGTRCBCP RMRliagara Modbus Driver Guide (N4)

%L?@JCERMB @SQ 3J?TC 3CPG?J BFEFERs AMLRRICP MNCP?RCQ ?Q 288 3J?TC AMKKSLGRERG? 7L
?2T?GJ?@JC QCPG?J NMPRFEBGUB@S®R45 MP 13#)) RM ? -MB@SQ -?QRCP BCTGACKMB@ SQ#MIPLB

QCPG@ZPRSP 7€ 2JQMPSGB

%L?@JCRRMB @SQ -?QRCP 4#0 BPGARF*!#% AMLRRICP MP -M@SQ 3SNCPTGQMP MNCP?RC @3Q -WIBRCP

BCTGAC AMKKSLEGAPRTG? -MBSQ 4#0 YuFC KMB@ SQ#MIPC?RSEQ 2JQ@MBGB

%L?@JCRIRMB @SQ 3J?TC 4#0 BPAKT*!#% AMLRRICP MP -M8SQ 3SNCPTGQMP MNCP?RCQ@8Q3MH C

BCTGAC AMKKSLGATRTG? -MBSQ 4#0 YUFC KMB@ SQ#MIPC?RSEQ 2JAMDBGB

%L?@JCRCRVI")8 BPGT@RC BPGTCP QSNNMERQ)B NRMRMAMJ UFGAF GQ - - -?AFGLC RM -?AFGLC

AMKKSLGA@RILQ TG? 8-, MTCP 4#0 )0

I J GACLQC GQFGB DMF&Q DCARSIFC GACLQCTBQ ?Q DMUQ
RDC?RER?KC M@GV$PGTCPNGRZRLLCTCP BCTGAGKGRMLC

CVNMPRRPSC FGQRMBWGRMLC NMGLBKGRMLC

QAFCBSJGKGRMLC ER

CVNMPR RPSCL?@JCQ M")8 QCPTCP NGMIP?R

CVNMPR D?JQECPKGRQ MLIW M38IER MNGBWIR

2CDCP RMXBIX Guide D NADMRCB?RCB BCR?GJQ

%L?@JCERO# AJGCLR BPGTEPGQ MLIW ?T?GJ?@JELBMUQ @?QCB NJ?RDMPKQ @CRCSTRIRNINRJ

BCNCLBCLAW MIGI.BMUQ 2CDCPHRMDRC UA Driver Guide DMRCB?RCB BCR?GJQ

%L?@JCQ AMKKSLGRIERI CRREMV NIIRMAMJ RMORB?E?P?3RERQ ?LB 2IMUQ AREML MDG?E?P?.CRUMPI

GLAJER E NWW NMGLRQ G&NEERNMHHEE FGQRMPGCQ ?LB QAFCBIMSKLA BIPPKQ

RDC?RER.?KC LG?E?P?$PGTCR/NGRZRLLCTCP TGPRSRBPSC
QAFCBSIGKGRIMLC NMGLBKGRMLC FGQRMBWGR-MLC
BCTGAGKGRMLC N?PRQ%.' 7/2+34 I 4)/. ER

&MP KMPBCR?GJCDEP RIMCRiagara Drivers Guide

%L?@JICRORCITRML?J $?R?@?QC $PGTCPRE)BRER B?R?@?QC DMPK?R 4FGQBREJCNRBER MD FGQRM
DRK FFC.G?E?P?3R&RIRM ?L /P?AJC B?R?@7?QC 4FC BPGTCP BMCQ LM @RAABBQRDRUMFGAF KSQR @C

NSRF?QCB QCN?P?RERN?HPGPN?PRW QNSP

RDC?RER?KC PB@/P?AJCCVNGRZRLLCTCP
N?PRQ%. 7/2+34 1 4). ER

%L?@JCRORCITBRML?J $?R?@?QC $PGTCPRERGAFRMDR 31, B?R?@?QC DMPK?R 4FGQRPGTEHNKER ?LB
CVNMBRE MD FGQRMPGCQ RK B GPE?P?3RERI?LB RM ?LB MK ? -GARMQMDR 31, B?R?@?QC 4FC BPGTC
LMR GLAJSBC RGARIQMDR 31, QMDRUIPGAF KSQR @CAR3RCB QCN?P?REIK\?BFCPN?PRW QMSRIFC BPGT(
BMCQ UMPI UFGRC -3$% TCPQGML UFGAFCEDBER -GARMQMDR FMUCREPLMPK?J -GMRMDR GKNMGKBRERL

T?GJ?@JC DMP 0# NJ?RDMPKQ NHANVNINRDMPKQ KNBEZR?GJ

Q

MP

PGCQ

P BMCQ
P

R

-?P AF
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Driver Description

QLKN

TGBCM$PGTCP

ML RC -3$% TCPQGMLADRINIW

RDC?RSR.?KC PB@30J3CPTCR/NGRZRLLCTCP FGQRMBKGR
FGQRMPW)KNRIPBC N?PRQ%.' 7/2+34 | 4)]. ER

%L?@JCETB.-0 3GKNJC .CRUMPI -?L?ECKCLR ORMRMAMJ BPGFGAF 2MUQ QCGBE ?LBGACGTGLE 3.-0
KCQQ?ECQ

RDC?RER.?KC QLKN CVNGRZRLLCTCP BCTGAGKGRMLC
FGQRMBWGRMLC NMGLBKGR QAFCBSJGKIGRIMLC  ER

2CDCP RMRiiagara Drivers Guide ?LB Snmp V3 Driver Guide DMPCB?RCB BCR?GJQ

%L?@JCRIRG?E?PBGBCM &P?KCUMPI BPGTCP KNLTGBCITGBCM$PGL$PGTCR?R NRTGBER
DMSLB@ML RM GLRCEP?RC QCJCARGMIBKEP QF QI TGBCM QSPAIGEI?L BEAMBGLE QWQRCKQ GCRBPR?P?
QRTRVL $CNCIE E MLAR QNCAGeA TGBMURRPSQCB MLC MP KMIELBMBNCAGERALLQC DCCRIMRPGCQ ?P
?2JQMIDSEGB 2CDCP RiCRiagara Video Framework Guide DMRCB?RCB BCR?GJQ

INNJGATRVLQ

IINF?@GCRAIW ?NSATRVIL RWNGQRCB ECFLAJSBC @MV CK?GJ JB?NT KME@GIQANRGLEARGXPKNJI?RC
QRTVL UC@ ?IIBMPI@CLARMNJIGATRVLQ QBVR UC@ ?BMPI@CLAFTC QNCAG?J GKNMPR?LACC?LB ?P
QSKK?PGXCB ePQR

1JJ.G?E?P? FMQRQCR?N?@JC MD 4,3 MNGHRRIBRSRAG GACLQC DCCRGRAP BCR?GINCP RRCRliagara
Station Security Guide

Application Description

QRTRML

FCQMBE GKGR

uc@a

-?P AF

ESCQR%L?@JCB %L?@JCRIRESCQR GICBQCP3CPTGAC

%L?@JCQ ? GRARRM PSL 4FGGAMRIL GETRELR GL CTCRW NJ?RDMPK ?88NCPTGQMPRDMPK )R K?W LMR @C
NFEQCLR GLEGACLQC DMP ?L CLEGLCCPGLEGMIPIBRSRICQQ QNCABEREIEB UGRGR /NBML?J 2RRPG@SRCQ PP
BQRCB @CIMU

RDC?RER.?KC QR?EMLCVNGHRZRL
FCOMAE GKGRIMLC ESCQR%L?@.NF AMBCNF RPSC AMBC ER

%QRAGIFOGKGRQ MORISEQ GERSQ?LBQ MIDMSE SLGRQ 125Q
FCQM®E GKGR LMLCCLDMEEQ LMGKGR

)D RCFRCQM3E GKARE GQ QNCAGeCB ABTRARS?COMBE SLGRQ CVACCERIKGRRQRERIL
BGQNJ?WQ ? U?PLGLE ML QR?PRENQMBR SLGRQ CVAGCEREIKGR @W  RC QRE@RIL UGJ
LMR @MMR 2R ?J

)L .G?E?P? RECRCQM®E GKGRE GQ QSNCPQCBCB @W EIJM@?) BREREAGRAGAF SQCQ ?
BACLQGLE KMBCRRCREKGRQ MCRSK@CPQ MD BCTGACQ NMGLRQ FGQRMPGER ?LB QM ML R
QN?L ?APQQ KSBNJC BPGTCHRT GRRRIL 4FGQMUQ ? AJCFPKC?QSAMDIQMIE A?N?AGRW

GL ?GACLQER FECFCQMBE GKARCREMB

ESCQR%L?@JCB RREE®OSGB MRCPUGQEIRQREMIEQCP3CPTE#2) GRQ @SGBQCP ESCRR
FGBBCL SNML ePQRADRZABR?PR SN 2Q ? QCASPGRWIK@PEEPREACLQCB 2Q BCKM FMQRQ
A?L CL?@JC ?LB SEC ESCQR SQRRSQ SL?T?GJ?@JC ML ?LW FRIQRIUGRIGPGEECLQC

%L?@JCRN C@3CPTGAC? PSLLGLE @RARRM ?AACQQUR @ QCPTCP TGMB@IP (440 AMLLCBARL )D LNBACLQCH
RFC QCPTCP GQ QCRRVMIEREPNNRINPG?RC RZ233QC
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Application Description

RDC?RSR.?KC UC@ CVNGRZRLLCTCP SG RPSC
SG U@RPSCSG U@ ?BKGRPSC ER

&SJ7 MPI@CLAA?L AMLLCAR RM ?@RRRTG? ? &MV AMIGRIARCTCL 60 BC@ DC?REQ KGQQGLE
MP CVNEZHP

SG %L?@JCQ ?LBEB?@JICR@TP ?AACQQ RM SQEPQUWGR/ NP MeJC
SG RPSC?IMUQ @®IBQCP ?AACQQ RM SQEPIQWGRY OP MedC

SG D?JQANETCLRQ ?AACQEFRIGRUQCP 5) USBGRP (4-, (V MP 7@ UC@ NPMeJCQ .M
@MUQCP ?AACQQIBIQGB CVACNR DMP 3NW N?ECQ

SG U@ %L?@JCQ ?LBEB?@JCR@EP ?AACQQ RM SQEPQ@GR @ NReJC
SG U@ RPSQIMUQ ®BQCP ?AACQQ RM SQEPQ@GR @ NWReJC

SG U@ D?JQRIMUQ @®IBQCP ?AACQE® BIGR-, (VUC@ NP MeJC ?Q JMLESG RPSC

SG U@ ?BKGL  %L?@JCQ ?LBB?@JCRE@EP SQCP® BG@ UC@ NReJC RM ?AACQQ ?BKGL MLIW TGCUQ ML AMKNMLCLRQ

SG U@ ?BKGL RPSZIMUQ @®PQCP SQCP® BG@® UC@ NReJC 2AACQQ RM ?BKGL MLIW TGCUQ
ML AMKNMLCLRQVNBBCE®W F?TC ?BKGL NCPKGQQGMLQ ML AMKNRIISAFITGERQ
IBKGL MLJW TGCUQ GLAJSBC KMQR RWNCQ MD TGCUMNVRRWRIBEIBRIPGCUQ &MP GV?KNJIC
UGB QFCCRQ ?LB KMQR K?L?ECP TGOSGARGQ MBRL "MUQCP ?AACQQ RM QSAF TGCUQ GQ

SL?T?GJ?@JC DMP ?LW SKRCRAIGR UC@ NP MeJC

SG U@ ?BKGL D?JPCLBCPQ QSAF TGCUQ SL?T?GJ?@JC RMN@CUSQOHY) 5QCRIFIC
2AACQQ RAC RRERVIL USR @MUQCP QS@HCAR S®IEB SG UBEQ 0MNCPRW QFCCR TGIIUQ 2P
2T?GJ?@JC ML AMKNMLCLRQ 3JMR QFCCRQ K?W @C ?TRGGB@BC BRQIPNPQ ?BKGL JGTCJ

NCPKGQQGMLEGMNKNMLCLRQ

7 MPI@CLAF %L?@JCRIRSQC MDMPI@CLAF

4FGQ DCTREBOR @CAPCLR RM QREPRIRITCPQGME MBP@cLAD RC ?BKGL f?E GQ D?JQC|?J
TGCU@PBSGPGLE ?BKGL ?AACGQ7IRPGI?@JC 4FGQOGYZRSPAISBCB DMP 0# NJ?RDMPKQ MLJW
UGRAC QMJIC CVAGMR MBGBMDR*#%

RDC?RER.?KC UMPI@CLAFCVNGRZRLLCTCP ?BKGL RPSC ER

@MV %L?@JCQ ? FMQR DMP "?H?QAPGNR ?LB ? *?TTAPRBRIPERC MZE?PB?R? 2AACQEIDR *?T?QAPGNR CL?@JCB
CLTGRKCLR QSAF ?Q ? UCE@RMLE UGRAFC KM@GJC DC?RBBQ DCTRERCBSGB DMP KM@ GJCGARRYIL
QSNNMPR

RDC?RER?KC @MV CVNGRIRLLCTCP QCQQGBKGRMLC
N?PRQ%. 7/2+34 1 4). ER

CK?GJ %L?@JCRARBCTGACQ KMLCIR@MWR QWQRCK ?IHER)CPTGACIR BMAC KMLGRMPGLE RM AMKKSLGA?RC QR?R$Q ?J?PKQ
?LB ENMPRQ ?Q LCCBCB S@PAR EK?GJ ?LB 3-3 KCQQ?EGLE

4FC CK?GJ DCTRER?@JCQ ? GRIRRM AMKKSLGA?RC?UGRO0 QCPTCP

RDC?RER.?KC CK?GJ CVNGRZRLLCTCP ER

-?P AF
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Application Description

2AAMSLRQ ?@fallt}
4FC 3-3 KCQQ?EGLE DCZRSR?@JCQ ? @RARRM QCLB RCVR KCQQ?ECQ RM ? NFMLC

JB?NT %L?@JCQ ? FMQR RMSQ@SRELIBATRVL QAFCKCQ MD ,$!0 ?LB MP +CH@ODRIP @RARSQCPQ SLECRIR?LBBP

4FGQ BCN?PRIKIIFC DMPKCP SQ?EC MD QNCAG?J SQCP QCPTGACER NIE2EPETRTGAC 7LB ,B?N6 I$5QCP3CPT]
GL NJ?AC MO RR?LBBBQCP3CPTGAG?E?P?

)CICP@®RQ RPSC RFC.G?E?P? FMQR @@CLQCB DMP +CRERFCLIBEATRVL UGSRI0T

RDC?RSR.?KC JB?NT CVNGRZRLLCTCP ICP@GCRQ RPSC
N?PRQ%.' 7/2+34 I 4)/. ER

2CDCP RMRiiagara LDAP Guide DMP AMKNJCRC BCR?GJQ

KM@GJC %L?@JCECRFMQR RM QSNNIGRRI@ GJC 2MBWERVIL DP?KCUMPI DMBRRZSNNMPR MD WG@@P?AAC MK BRI @G
BCTGACQ QSAF 2DNFGALCQ ?LB R?@JCRQ 4FCRISGRIRC @ MBC?RSMMP "?H?QAPGNR QSNNMPR

RDC?RER.?KC KM@GJICVNGRZRLLCTCP FGQRMMRISC
QAFCBSIRPSC ?2J?PK RPSCNV RPSCNRMNQFCCRPSC
N?PRQ®%.' 7/2+34 I 4)/. ER

NMTGQGMLGLE %L?@JCRARVINCPGRIL MD FMOQIRTISRGMLGLE RMWINEE2CB RM ?SRMHIBRLIE K?GLRCL?LAC QSAEZQ QMDRW?P
SNEP?BCQ eJGBRPGMSERLB @?AISNQ )R CRURNMSNCPTGQMPRDMPK MLIWTERGMLGLE §QCQ R
"?RAF*M@3CPTGAL? LCRUMPI CVRCLQGML KMBCJ DMP CV?KNIEQGMEGLE CVRCLQGMICSGBEPPR.CRUMPI
QMSTCB BONCARCIWIRKMBSJC@ ?RAF*MREB NIMTGQGMLGLE.G?E?P?

RDC?RSR.?KC NPMTGQGMLGMNGRZRLLCTCP ER

QCRF %L?@JCRBC?RAF3CPTGAMB FFC SQC MD QXFEQ GERQRERIL TGRVISRAEQ DCRFPC3C?RF3CPTGRIK?GLQ GL
D?R ?LB RCQuick Search @MV ?LB 3CAP QGBC@® SEP?T?GJ?@JC

4FCIMA72RRPG@SRC KSRPS&61 2MU QCAPCQ JMA?J RBIRQBRR. 4FQWQRCRRPG@SR
2IMUQ QCICQARR A?L QN?L KEENJC QBIRQ

C

RDC?RER.?KC QC?RF JMA?IRPSC QWQRCRPSC_CVNGPYRLCTCP ER

RCKNJ?RC %L?@JCRARCKNJI?RC3CPTEACHC SQC MD RCKNJ?REQ GREBRIL GRVSRAGQ DCTRIPCACKNI?RC3ICPTEAE
RCKNJ?ROCKRPGL GL DRSJ

RDC?RER.?KC RCKNJ?RCCVNGRZRLLCTCP ER

3S@KGEBRE ?GACLQCE®SCQR

)D WMSCRMLLCARCB RM ? FMPRRQ LMR WCR @CCL ?QQGRICIRC JBW/ RCPTCP MP F?Q ? GBCEBACLQC
WMS A?L QS@KE&EACIQCE®SCQR FZ RCPTCP

Prerequisites:

)D RC DC?RSBQ LMROQELRFR QWQRCK K?PRQRK?GJ3CPTEAS 2J GLAMKGLE ?LB MSREMGLE

5QCP3CPTGARGQ MUQ ,$10 RM ?SFCLIBA?RC SQCPQ SEGUEBRAVGERIE IABTC $GRRMPW QCPTCP MP ,$10T QEPTCP
GAC

9MS ?E SQGLEMPI@CLAFSLLGLE ML ? 0# WFGRRACQQ R RLRCPLCR ! FMQR NJ?RDMPK BMCQ LMFAERTIC? J

WCR
3RCN  #MLLCAR RME&RFMQR

-?P AF
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' JGACLQC®SCQR DMPK MNCLQ GL WMSP AVBOISTEIBPUQCP

&« C | [} axlicensing.tridium.com/license/request?params=YnJhbni1Q ¥

niagara

licensing

Request/Bind License

License Details

Host Id" : Win-5BE1-B094-FC24-3440
License Key"
Requester Details

Mame*

m

Company”

E-mail*

4 | 3

3RCN  %LRCHR@License Key  WMSRame Company E-mail ?BBEEQQ ?LBBABS@KGR
5NML ?NNRT?J FRC GACLQC QCPTCP (ELBYBRFACLQC eJC RWMGEBRP XGNNCB DMPK?R @W C
K?GJ @?Al RMCRCLRCIB ?BBEQQ 4FGACLQC GQ ?JQM ?T?GJ?@JC DEATRFFAIN 7R S(FELE R
AMRIQONMLBLEGACLQGLE QCPTCP GBMOBNIRPT?PGMSQ TGCUQ QFAT,GAR.QC -?L?ECRGCU
?LB QM DMWPR

3RCN  4M?ABT?REMRGACLQC CLREPE&ACLQC ICW WMEBTCB GL C K?GJ ?2JMLEFOBRPR LSK@CP

)KNMPEBLE ? FMQBRACLQOQVBFFC GACLQC QCPTCP

)D WMSP 0# ASERW F?Q )LRCPLCR ?AACQQ UFGJC PSLLGLE ? NJ?RENMPRM\MILVWIARIRGRCLQC -?L?ECP
?SRMKTBAIWCERPGCTCQ ?LB GQUHE GBSCACLQCOIDA?L ?2JQMFRPGCTC ?7LB GLOBRALLQC SQGLE R
JKNMPRRSRRMEM. QCICARCRBEACLQC QCPTABMANAR-C QWQRCK ?SRMRVWRSNB?RCQ WMSPGNMBRQC
B?R?@?QC

Prerequisites:
4FC FMQR RM UFGAF VUM®PPCARE GGACLQCB

9MS A?L SQER)KNMPRISRRML RM GLRRACLQC eJZOP IMA?J] e JOMBRFC GACLQGLE QCHPAMK ? JIMA?J
JBACLQC B?R?@7?QC

3RCN )L FFC NJ?RDMBRIT #MLR?GLCPGCWIBMS@JCGWIGACLQC -?L?ECR.B QSNNJW WMGEBGIER?JQ

-?P AF
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3RCN

3RCN

-?P AF

4FC,GACLQC -?L?ECRGCU MNCLQ

5LBCP RC,GACLQCQRLC ASA)KNMPR
4FC)KNMPR ,GACL@EL BMU MNCLQ

17231.66.17 (newsuper)  © Platform #  License Manager -
- Nav License Manager
Host Address 172.3166.17
P C &) My Network
Host ID Qni-TITAN-7ES8-A1CT-CC4B-EBFO
@ My Host : IE67DTGODRFD2.global.ds.honeywell.com (Statio Brand ID tridium
@ 172.31.66.17 [newSuper] Licenses Certificates
& Platform Tridium.license (Tridium 4.7 - expires 2020-09-30) Tridium.certificate (Tridium - never expires)
® Application Director
) certificate Management
@ oistribution File Installer
4 Impc

@ File Transfer Client
@ Lexicon Installer . .

@ Importone ar more licenses from files
o License Manager

Platform Administrati
Q piatiorm administration ¢ Import Engineering Workstation alltricked out (for HQ use ONLY) (Tridium 4.7) licenses from the licensing server

1O software Manager

@ Station Copier oK cancel

€ 1cpiiP configuration

“= WIFi Configuration
@) Remote File System

& Station (newSuper)

Import | Export | | View | Delete Import | View  Delete

3CJICAR ?L MBNWRL ?LB BAJ+

Import one or more licenses from files MNCLQ 3CJCAR &GELBMU GL UFGAF WMS A?L
L?TGE?RC RMFCBR QMSE GACLQCARGTC J?P eJC MP ?L SLXGMNIIRCE eJC 7FCL WMS
QCJICARGALCLQC MBRCLQCAHESTC eJEGRQMDRIE?AIRRCKNRQ RM GIRIRBACLQC 6C RMQR
NJ?RDMPK

Import licenses from the local license database GQ SL?T?GJ?@=EK BPRFMQR]
JACLQC eJC GQ LMR GL WNREZIREB?R?@?QC MPEITRQC GL WMSPGMAIXQYAQ B?R?@?QC
?JE?BW K?RAFCRLRASFR. RW GLIRBIBACLQC GRAFGQ MBIRL QCICARBB BARCLQC GQ
GKKCE;?RCJIW GICERGIFR EKMRC FMQR NJ?RDMPK

Import licenses from the licensing server GQ ?T?GJ?@¥C GBH\RMS TPUMPIGLENDR
F?Q )LRCPLCR AMLGTBRW 7FCL WMS QEGQARGIAL I QWQRCK QBICREYFCQRT
JGACLQGLE QCPTCP ?LB@ERQBALCLQC



,GACLQC -?L?ECP .G?E?P? 0J?RDMPK 'SGBC

$CNCLBSLE MLAR MNBML AFMQCL ?EB RSAACQQMIDGKNMPR ?RRCKNR ?DRCPANEE AMLC
MD QCTCP?J UGLBMUQ K?W MNCL RM QGEGMIAM&NRNIIR)

,GACLQGLE #MKNJCRC

45 Licensing Complete et
The licenses and certificates forthe remote host have
been successfully updated.

Updated

® Honeywell.license (Honeywell 4.7 - expires 2020-02-30)
Tridium.license (Tridium 4.7 - expires 2020-09-30)

Conservelt.license (Conservelt 4.7 - expires 2020-02-30)

Running station (=) must be restarted forthe licenses
to become effective. Restart now?

Yes No

JLBGA?RCOEPR RC GACLQC U?Q QSAAQWQ@BBCB

)D ? QRBRIL GQ PSLLGLEM®ENRQR NJ?RDMIBQRIGLBMU GLDMPKE2RWRS RRERIL KSQR @C
FCQR?PRCB BPMIFBRCLQC Q RM @CAMKAERT ?LB NH GBCQECQ@SRRML RM BMR-MIP
WMS A?L QCIBGARLB BM RGQ K?LSP) J?RCP

© ,GACLQCQ ?LB #GPR?RCQCHBW #SERR

45 Licenses and Certificates Already Current >

All files on the remote host are up to date.

ok |

)LBGA?RCOEPR RC GACLQC ASHRV GLQRBIMLAT FMQR EPBW K?RAFCRCROMBEE GACLQC
UFCRCP QNCAGDWGLE HOBWIERQC GKNMPENINR ! UGLBMU MNCLQ

&GJC .MR )LQIRE

JLBGA?RCOEPR RC QMDREPPMSLB LM ?NWIRPG?RBACLQC @W FMQR )$CR RGBACLQC eJC
MP IRC GACLQCAHSTC QNCAGeCB UFCL GHNMPW eJC

,GACLQC 2COSCQR &MPKMEIQGP

)D GKNMREE DK AFC BACLQC QCPLBPL CVGGREGACLQC U?Q LMR DMSLBAMAVROR
NJ?RDMPK ? QCN?P?RC UGLBMU MD WRISRBQDPSMNCLQFUGRACLQC®SCQR DMPK
QFMUGLE®FMQR )$

)LQRIZLE ? AMURFCPGACLQC

)D WMSEB LMBACLQEGRAMLRBCP BSPGLE AMKKGQQGMLGLECRMSTBIRMV ?AACGQ@RCLQGLE QCPTCP MTCP
RFC )LRCPLCR MP F?TC BMULIMPB@EARLQWGBHEC QCPTCP GL ?BT?LME K?W SOCMPI@CLAAP IRC UC@
5) RM GLQR?EACLQC GCRMRC AMMIERFGQ NRACBSPBMASKCLRQ GLRRIL SQGLEIPI@CLAF

-?P AF



.G?E?P? 0J?RDMPK 'SGBC

Prerequisites:

,GACLQC -?L?ECP

9MSP 0# GQ AMLLCARCBGRMVR.RBCP NJ?RDMPK ?LB PSI1LMPEQCLAEBFC 0# GQ AMLLCARCBRNMLRCPLCR

MP WMS BMULIJM?BCB ?LB F?TC ?T?GC?BICLRC eJC

)LGR?GACLQGLE LCCBQ RM @C BMVLEJI?&RMPK AMLEBAR@CA?SEC GREVML UAMR PSL SERGRGICUIQCB

3RCN #MLLCAR RFGRAMLRBCP NJ?RDMPK ?LB BMSBAIRB,GACLQC -?L?ECIRIU GLAT .?T
#MLR?GLCBGU
4FC,GACLQC -?L?ECRGCU MNCLQ
3RCN  #JGAIRC)KNMPRSRRML SLBEE,BACLQGRLC
4FC)KNMPR ,GACL@E BMU MNCLQ
& Importone or more licenses from files
<» Import licenses from the local license database
» Import INDIVIDUAL JACE-8000 (INCLUDES USD CARD) (Miagara 4.6) licenses from the licensing server
oK Cancel
3RCN  3CJCARR® GKNMPR MR RM SQC ?1G&AMS
IDRCPAE QMDRICBKNMPHQ BBACLQC WMS QCCFRGR3IAICRQC -?L?ECP
File  Edit Search Bookmarks Tools Window  Help
4 O- o A O - - B
172.31.66.10 (Entsec_J3_Unit10) : Platform / License Manager -
- Nav License Manager
Host Address  172.31.66.10
hs G @ Hyetwork Host ID Qnx-TITAN-ATAL-EB27-6C60-843B
@ My Host : VAS1LTCSCZQC2.glol Brand ID Miagara
Q My File System Licenzes Certificates
O My Modules Conserveltlicense (Conservelt 4.6 - expires 2022-01-01) Conservelt.certificate (Conservelt - never expires)
&G Platform Honeywell.license (Honeywell 4.6 - expires 2022-01-01) Honeywell.certificate (Honeywell - never expires)
& Station (MyEntsecSupervi Miagara.license (Tridium 4.6 - expires 2022-01-01) Tridium.certificate (Tridium - never expires)
@ 172.31.66.10 (Entsec_J8_Unit1
BT Platform
T Platform
& Station (Entsec_J8_Unitl
172.31.66.11
172.31.66.20
Import Export View Delete Import View Delete
3RCN 4M TGCU BACLQC QCJICAR GBRARBBEIMP BMS@JGAIIRC GACLQC 6C R?@JC

-?P AF
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.G?E?P? 0J?RDMPK 'SGBC

4FC BACLQC eJC MNCLQ

<feature
<feature
<feature
<feature
<feature
<feature
<feature
<feature
<feature
<feature
<feature
<feature
<feature
<feature
<feature
<feature
<feature
<feature

Tridium.license >

Llicense vendor="Tridium" eXpiration="2020-058-30" hostlId="0nx-TITAN-TESZ-R1C7-

name="brand™ accept.station.out="*" accept.wb.in="%" accept.wb.out='
name="aaphp™ expiration="2020-09-30"/>

name="about"™ owner="Tridium Tech Pubs" project="Technical Publicatit
name="accesaControl”™ expiration="2020-09-30" point.limit="none"™ rea(
name="adr" expiration="2020-0%-30" history.limit="none"™ point.limit-
name="alarm"™ expiration="2020-08-30" console.limit="none™ type="bas:
name="analytics™ expiration="2020-08-30" alerts="none" algorithms="1
name="andoverAC256" expiration="2020-09%-30"/>

name="appFramework™ expiration="2020-09-30" app.limit="none™/>
name="axisvVideo™ expiration="2020-0%-30" history.limit="none™ point.
name="axvelocity™ expiration="2020-09-30"/>

name="bacnet”™ expiration="2020-09-30" history.limit="none™ point.lir
name="bacnethAws" expiration="2020-0%-30"/>

name="bacnetiws" expiration="2020-0%-30"/>

name="bacnetws" exXxpiration="2020-09-30"/>

name="kboX" eXxpiration="2020-0%-30" session.limit="none"/>
name="cloudBackupService™ expiration="2020-09-30"/>
name="cloudSentienceConnector™ expiration="2020-09-30" systemlype="1

ok |

'JGACLQC ?LB ? A&iRRCCE?AF ? BEGRRIQGELCB RCVR eFGBHEIBRLACQ @PGCIW JQIDMJ

1 JGACLQC eJC GQ SLGOSC RM ? QNCAGeA FMQR ?LB CL?@JCQ ? QCRMD FRILEP DC?RSP
FCOSGP? @P?LBCPGBSKGACLQC FERN?PRW KMBSJGRGEEQRECE MLC MP KMPBBSBRML?J
BACLQCQ K?W @C LCCBCB

I ACPIBeA?RC eJC T?PGCQ @W?LEBUBNRAFCFRR TCLBMP RM ? IE2@JW SQCB DMP
CLAPWGERL ?LB RM TCHEDYS RCLIEAGRWAMDBLIQC eJA RMQRQISGP? BCD?RIACRBRA?RC
)D RGPN?PRW KMBSJCRGEQRCB MLC MP KPBBSBML?J AGBR?RCQ K?W @C LCCBCB

CAUTION:

$M LMR BCJICRC ?L CMEFRCLQC MP BERMRC BHIRR ? QNCAGEARIL ?Q WMIUGJ

GICIVCEBCPRC AMLRBCP GLMNCP?@&J SIWMNCRGACLQC MP BERMRC GQLRBCB

3RCN IDRCP GLQRAH ?GACLQC MNECRINJGATML $GRRMRMLePK R?R @MFRSRM 3R?PRB 2CQR?PR
ML &?GISPC QCICARCBCRQR?PRCRORERIL @VBAIGLER?PR

%VNMBRE ?GACLQC

4FC ?@GRW RM CVNMNEATRQC SQGIEGACLQC -?L?ECRQ ?JU?WQ ?T?GJ?@JC GD WHSHTICQUIJCARCB RM
Q?TC IMA ?7Q GACLQCAHSTC eJC 4FGQAIB SPBEADCPQMMPH-C NMACBSPRM CVYNMPRARGOLQC BEER ePQR
CQR?@QJFGLE ? NJ?RDMPK ABMLCAR

Prerequisites:

9MS ?E2 AMLLCARCB R RMLRBCP MP 0# ?LB PSLLGLEPI@CLAF
3RCN  %VN?LEJI?RDMPKB BMS@JGGRGACLQC -?L?ECP

-?P AF
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3RCN

-?P AF

4FC,GACLQC -?L?ECFGCU MNCLQ

My Host:

- Nav

(MAandCOV)

. Platform

License Manager

Host Address localhost

O ® My

Host ID

v @ My Host:
b @ My File System
b 0 My Modules
» T Platform
Platform
’ Station (NAandCOV)
! Alarm

b e Config

- Palette

Brand 1D

Licenses

Win-3E76-CEAL1-8FDF-2F1D

tridium

Conservelt.license (Conservelt 4.13 - expires 2025-12-31)
Haoneywelllicense (Honeywell 4,13 - expires 2025-12-31)
Tridium.license (Tridium 4,13 - expires 2025-12-31)

Import | Export | View | Delete |

3CICARR® GACLQC RM CVNMPRGABYNMPR
I 3?TC ,GACLQC IQUGLBMU MNCLQ

,GACLQC -?L?ECP

/ License Manager -

Certificates

Conservelt.certificate (Conservelt - never expires)
Honeywell.certificate (Honeywell - never expires)

Tridium.certificate | Tridium - never expires)

Delete

Import View

k 0 conversion
¥ o defaults

¥ O docs

» 0 etc

k 0 javadoc

b O jre

b 0 lexicon

y Olib

k 0 modules

b ™ ot

0 cleanDist

O Cconversion

Q© defaults
QO doc=

O ete

© javadoc
Oire

O lexicon

Mame |licenses.lar

oK Cancel |

Save License As... >
E] Save License As...
Choose a name forthe new local copy of the selected license file
v @ My File System A sysHome | & KB
1% sysHome Name Host ID fs
b 0 bim O bin
k 0 cleanDist

"W BCD?RIRC QWQRCK Q?TGACLQCAHESTC eJC 6C RIMR MD WNBSE?PFCIC?QUCIPARMPW



,GACLQC -?L?ECP .G?E?P? 0J?RDMPK 'SGBC

3RCN )DLCCBCB SQERIGLBMQIL?TGEGRIL AMMI®) RM QNCAGRERIREER DMJIBCP MP BPGTC

3RCN "CDMP Q?TGLE WMS A?L WONME RC BACLQCAHSTC eJC RM K?IC GRIGBRFR?@JC
&MP CV?KNJC GLQRC?iBéviBes.lar WMS AMSJBLRPKC GRY6E.lar

3RCN  4M AMIRSC BAI+
I LMRGeATRML UGLBMU MNCLQ

File saved >

licenses.lar zaved

4FC QWQRCK Q?FCQERACLQC GL ? AMKNFCB XGN AMIG@EC DMPK?R ILMUL GRCLQCARGBTC
4FGQ GQ ? eJE BGRP eJC CVRCLQGML )R GLROSBEMRCRENses/hostiD DMJBCP
QS@BPARMPW QRRSABRBIETC RM QWQ FMKC DMP ?LW GRAGEBCBJ

3RCN  4M TGCUR GACLQC XGN eJC $SRQEBMUQ %VNERVRM L?TGE?RERWMRIBAF’R AMLR?GEQ &C
PGEFRERAI RC J?P eJC ?LB MNCL GRASBIBIRW QSAF ?Q XGN
4FC J7?P eJC AMLR?GLORMIBAER.QC Q MMEFFRIQR RM UFGAF \EMBMPPCARCB

2CKMRCGACLQC K?L?ECKCLR

)L ?BBGBML RM® security/licenses/db DMJIBGECE GQ ?JQMeturity/licenses/inbox DMJBCHGQ
GL@M\IPIUQ WMS RM BP@RACLUQC GLRM WAMIRQL B?R?@?QC MBIBWRBSGALCLQC eJCQ BAMBCL QCARSTC

J?P eJCQ UFGAF K?W F?TC @CCL Q?TCB MP CMKMHRIIBIZE) MP NCPF?NQ QCLR RMMKWAS BRCLQGLE
QCPTCP

IDRCP AMNWGEAELQC eJCQ ?LB MP J?P eJCQ GhBRi WQRAR DMIBORS AJIMQC ?CBR?FRVPI@QCLAEBFC
?NNRINPG?RC FMQR )$ L?KCB QS@DIZ@JESFNKAR\ W APRCB GL WMSP JBXCUQC B?R?@?QC CTARFGGR
?NNRINPG?RBACLQC eJC Q 4FC AMLRCER@MD> RDMJIBCRC?RCL BCICRCB

IDRCP WMSJR?FRVMPI@CLAWMS A?L NHGQGNKMRCGACLQCQ ?LB SEICRNVLARPGXC NHLL DC?R3FDHRT
3SNCPTGQMP ,GACLQC -?EMCPQSMWMS F?TERI?RCOR TCPQGNIWHISBACLQCQ

ORCN?PGLER® 3SNCPTGQMBACLQC B?R?@7?QC

"CDME NMTGQGMLGAELUQCQ GIREBIJCRMRC FMQREE B?R?@?QC MD AMOREIACLQCQREL. 3SNCPTGQMP 0#
KSQR @C SNB?RCB

Prerequisites:

9MS ?B UMPIGLE GIMPI@CLAKMMLLCARCB RM ? 3SNCPTGQMRERXCLIQCQ DMP RNMEEIEMLCB7IPGJI?@JC
WMS F?TC BMULIM?BEBCLQCRIA-C GACLQC QCADBEGTCBAK GL ?L CK?GJ ?RR?AFKCLR MP CVNMPRCB
JGACLQCAABTC eJCQ J?P eMIQ?DRRCP 0#

3RCN  5QGLE GLBMUQ %VNRIRMA?RE®R security/licenses/inbox DMJBCP ML WMSP 3SNCPTGQMP 0#
4FGQ DMJIBORPTREBCQ ? QGLEJCGMARR UFGAF RM SNB?RTISNCPTGQMEACLQC B?R?@7?QC

3RCN  #MNW MP BPHCRGLBTGBSZKRIRCGACLQCQEARCLQCAHGTCQ J?P eJCQ BRQRMRIBCP

3RCN  #IJMQC ?LBI®)R?FPRIPI@CLAF
7 MPI@CLATSRMKRAIW APRCEFR ?NNMNPG?RC FMQR )$ L?KCB QS@DMJIBCPQ GIGWBISFCIMA?J J
B?R?@?QC C?AFFUER ?NNMNPG?REACLQC eJC Q 4FCL GR BEICRGLRELRQMINROX
DMJBCP

.MU WMS A?L SQERQWLARPGXC NALL DC?RIFDHC3SNCPTGQMP ,GACLQC -?ENECRQSP
WMS F?TER J?RCQR TCPQGNMMISBACLQCQ

-?P AF
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ISRMK?RSLE FMQBRALLQC SNB?RCQ SQBLEQBMLGLE

4FGQ NRACBSPSQCER.G?E?P? .CRUMPI *M@ "SGJRVPU?RC ? MLEGRC NATGQGMLGLE HM@ RM ?SRMK?RC
SNB?BLERC GACLQC GL MLC ME KMR AMUBEPQ

Prerequisites:
AFC"?RAF*M@3CPTGACT?GJ?@JC QBT AU@ FFCOMTGQGMLGLE. USMHRIMLCLR GQ ?T?GJ?@JC SLBCP WMSP
.G?E?P?.CRUMPI

3RCN  $MS@JCBADMTGQGMLGLE.U%VR
4FC QWQRCK MNEEPE?P? .CRUMPI *M@ "SGJBGRU

3RCN )L FFC RMN N?LORMTGQGMLGLE QRCNQ/RBAPSEB (3)
4FC.CU *M@ 3RCNJGLBMU MNCLQ

3RCN  #JGAIRC5NB?RC ,GACLQURCN ?LB@al+
4FC5NB?RC ,GACLQEIE.BMU MNCLQ

Update Licenses X

Update Licenses
Update all of the station(s), importing licenses from the licensing server

Running station(s) must be restarted forthe licenses to become effective

[#] iRestart station(s) after licenses update

oK Cancel

3RCN  4M AMIER.SC BAI+ MP RM CVEBR,BACLQC 5NB?RGAY?LACI
3RCN )L FC @MRRMK N?BR?BMLQ RM GLAJSIBC GMREAI ?BB @

-?P AF
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4FC!BB $CTGA@GLBMU MNCLQ

Add Device X

Check each device to be added to the job:

e Station_811{ok]
Clale Station_815{ok}
& EntSecJACES00_10{ok}

Check All OK Cancel

3RCN  4M QCICARR)RERILQ RM SNEP?BAIAILC MP KMMDRT @MVCQ LCVRRMDRERIL L?KCQ ?LB
AGAV+

3RCN  4M GLGPREE NRITGQGMLGLEENG@ZWPWMSP AFMGACGARBIAMU ?R RC @MRRMK FMD R
.G?E?P? .CRUMPI *M@ "SGJBGE6
4FC TGCU AF?LECQ RM®&?E?P? .CRUMPI *M@EEUJFCRE QRCNQ ?LBFERQ ?NNC?P FCR/ T
CVCASRCB

Result

4FC QWQRCK SNB?RC@ERCLQCQ DMBCRICARCB FMORQIG SNB?RBLEGACLQCQCEBJ?RPSRMK?2BA CTCLR
WMS LCCB R2RC ? HM@NFRWNC

S5NB?RGLEGQACLQCQ SQECECRUMPI ,GACLQC 3SKK?PW

2?FFCPR?L AR?RC ? MLGRC NATGQGMLGLE HM@ WMS A?ECSNBYROR ML MLC MIEEHEBHMRC FMQRQ SQGLE
AEC.CRUMPI ,GACLQC 3SKK?PW

Prerequisites:
9MS F?TC QWLMEBXCB®3SNCPTGIEMPACLQC B?R?@ ?QGURGRVIQR AMUREPQ GL WMSP LCRUMYH?RSB ?
JGACLQC SNEP?BC DMP C?AF FMRERSNIBFRBCQC?PT?GJ?@JC MLMRLGLOGACLQGLE QCPTCP

3RCN  3CICARR,GACLQCIIMR MEGFORMMTGQGMLGLE.U%VR

-?P AF
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4FC QWQRCEBNJI?WQ.BRUMPI ,GACLQC 3SKK?PW

172.31.66.17 (newSuper2)

- Nav (A

E@ o @ My Network Station Host ID Status La
- : w13 () Qe HPHG-0000-1430021[UpTo e[
o Platfarm Administration 8Sup_Mabile {ok} Qrx-NPM6E-0000-153C-6644 UpToDate  2€ Wire Sheet
o Software Manager J7_Bret_36 {ok} Qnx-JVLN-0000-00F7-6310 Qut Of Date 24 Property Sheet
e Station Copier 1202_TestW {ok} Qnx-NPM2-0000-12C5DD2C UpToDate 26

J600E_T1 {ok} Qnx-NPMEE-0000-153C-7BE2  Unknown

. Station (newSuper2) . Config : NiagaraNetwork - ProvisioningNwExt © Licenses / Metwork License Summary =

Network License Summary

Licenses

i)

Supervisor License Manager

AX Property Sheet

6 TCP/IP Configuration AX Slot Sheet
2> WiFi Configuration
Q - Relation Sheet
y Station (newSuper2) New View
‘ Alarm
6 Config
@ Services
e Drivers
e NiagaraMetwork
$ ProvisioningNwExt
9 Software

Licenses

3RCN  3CJCAR MLC MP&RQRERILQ ?LBGWENB?RC
)D ? LCUCBACLQC GQ DMSUBARR 2J?BW GLQRRBI RC QWQRCK GIQRR 5C RKMRC FMQR Q
SNB?RCERBACLQC Q BIISNCPTGRIMMMATBACLQC B?R?@?QC CRBRBA ast Updated
FGKCQR?KN RACAEKC MIF& SNB?RC

SWLARPLGXGLE BER 3SNCPTGQMBACLQC B?R?@7QC

4FC IMABBNCPTGQIIBLR?GLQ ? B?R? @RIRAISBCQ GLDMPK?@MSR C?AF ONBAR].QC 0CREAIB/ GR GQ
2 EMMB GBC? RM QURERE C?ASNCPTGQUP SNB?RBGACLQC B?R?@ 7€ SNEFRGACLQC B?R?@?QC
UFCL NMTGQGMLGKKIRC AMMRIEFGACLQCQ

Prerequisites:
9MS F?TC ? LCRUMPI BBAQLQCB FMQRQ 4FCIPGMLGLE.U%VR AMKNMLCLR GQ ?T?GF®@JC SLBCP R
.G?E?P?.CRUMPI

3RCN  %VN?LBFC#MLeE $PGTCPQG?E?P?.CRUMPI OMTGQGMLGLE.USAVE .?T REC RM QCC GRQ
,GACLQC®IBC

3RCN  2GEFR@AIGACLQCQB QCICABCUQ 3SNCPTGQMP ,GACLQC -?L?ECP
4FC3SNCPTGQMP ,GACLQC -?ILFEHEMU MNCLQ

3RCN  #JGABWLARRLGXC
4FC QWQRCH/KRIRQ USREC MNEML RBWVLAF 1J ,GACLQCQ

3RCN  #JGABCQ’LB ?R RCSynchronization Complete NMKNR AJAF+

Result
4FC3SNCPTGI@IMPACLQC B?R?@7?QC AMIER?GAQIR)C GBI DMP C?AF FMERIGRRIMPI

3S@QAPGMRGACLQGLE

3S@QAPGNEEACLQGLE GQ ?T?GJE@EYPGL  ?LB J?RCHFGQ DC?R3BPMUQ WMS REFI?PIW N?W DMP ?
.G?E?PTGLOR?LABALLQC PCRIR?L N?WHC RMR?J SNIDR AMQR MD ? QRRIBACLQG?E?PGLOR?LACQFUGR
3S@QAPGMNEEACLQGLE NCRENMB?AACEQ B?E?P?GACLQGLE 3CPTCP RM ABABARLQC ?LB ECR SNB?RCB
QS@QARBNRGLDMBHZR |Q JMLE ?Q WMS IGENFS @ QABGNEN RM B?RC KACLQC ABLECQ RNNUJ ?LW
JGACLQCB DOCHRRBIPPSL

-?P AF
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3S@QAPGMEEACLQGLE UMPIGCRRNGACLQC JCTCJ ?LB BMCQ LMR QSNNMPEMISBQAPGHIRCCRIAL
NCPNCRSGALLQCQ MP NMMEAAURTPRA?L @C F?LBCB MSR ML BCK?LB

4FGQ DCREPICQ GR C?QGCP RSP ML TGPRS?J K?AFGLCQ ?LB GLDMPKQ WMS GD MIM3SRREKER FRA?J
PSL KSBGNJC 6-Q UBHC Q?KCGQACLQC

2COS@KCLRQ

3SAACQQIVBFEGQRCPGLE ? QS @NABENRCESGP QCTCPRGEEQ
2COSGRCLRQ DMP QS@GNEENR QGLE GLAFSBONMIUGLE

I T2JGBG?E?P#CLRP?J ?AAMSLAFB6® QAPGMR ,GACLQGLERIKCLR CL?@JCB
I .G?E?PGLQR?LAC

I .G?E?P? TCPQGML/MIPI@CLARM AMLLCAR RM MB DIBRUFGAF RM AMKKGQ®G ISR QARBGMR
BLACLQAB?E?PBCTGAGR G?E?PTGLQR?LAC

IAACQQ @ACROS@QABBIRACLQCB BCTGABRMIUGLE 52,Q ?LB NMPRQ
FRRNQ UUUG?E?P? AMKKSLGRW AMK
FRRNQ UUUG?E?P?ACLRP?J?NGQ FMLAMKICJ

| QS@QAPGNR ICVFFR GQWFGBCB FGRVISB?E?PAMLR?GLCPARC

)L ?BBGEML AT QS@QARGNRACLQGLEINEBSI) ?QQSKETR WMSEGPL CVNCPGCLAGEE?P7?LB 7 MPI@CLAF
SQCP

2CEGQRCPEHE?PPSLLGLE GL ? AMLR?GLCP
9MS BEGQRCB?E?PAMLR?GLCP GLOQRPRMSER RC NJ?RDMBACLQC -?L?ECP

Prerequisites:
OMSP TCPQGMGREPPGQ MP FGEFCRIS F?TC ? QS@QANBENRW

3RCN  3R?PHR.G?E?P?AMLR?GLCP GLQR?LAC

3RCN ,?SLAF7 MPI@CLANNCL ? NJ?RDMPK AMIGIGARMRAMLR?GLCP GLQR?LAC (RQIRUBRDMPK
LMBC ?LB BMS@JGAIGACLQC -?L?ECP
4FC,GACLQC -?L?ECPRGCU MNCLQ

- Nawv : B License Manager b ol License Manager IE
E #H O & My Network License Manager
@ My Host : [E4LLTDTKVGK3.global.ds.honi st Adfsirozs " lpegthest
0 My Modules Host ID Nre-8273-AZ7A-07D0-41E6-A928-4358-BIAB-TTAD ‘ Register Regencrale
&y File System Brand ID Niagara
& Platform Licensas Certificates
@Aua.i'\et:ur' Director Niagara.license (Tridium 4.12 - expires 2023-06- 20 Tridium.certificate (Tridium - never expires|
0 Certificate Management
o Lexicon Installer
o License Manager
o Platform Administration
€ 1c0/ip configuration
Q Remote File System

3RCN  4M EEGQREER BLQR?LAGA.RC2CEGQREBRRML R RGEFR(MQR )$

-?P AF



.G?E?P? 0J?RDMPK 'SGBC

4FC$CTGAC 2CEG@RWIERLBMU MNCLQ

Device Registration

i Licensing
Register the device for subscription license

Subscription Key
Verification URL https://wew.niagara-community.com/setup/connect

Code 24GVTLAS

Follow these steps to complete subscription licensing:

1} Enteryour Subseription Key abowve.

2] Go to the Verification URL with a browser.
3) Enterthe Code atthe website.

4) Login to youraccount.

5) Approve the device you are registering.

o OK | XClnml |

,GACLQC -?L?ECP

3RCN  %LRCHFF&Subscription Key NMTGBCB BFGRC.G?E?P?AMLR?GLCPASI)C ?LB AMNMZ Rode

3RCN  4M MNCLRT .G?E?P#MKKSLGRW N?EGGAIRC Verification URL
4FC%LRCP #MBLSLBMU MNCLQ

Enter Code

Enter the 8-digit code from the device or app you're

connecting.

Code

3RCN  0?QRCHR Code WMS AMNGCB ?IGRAKMLLCAR

-?P AF
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4AFC.G?E?P#MKKSLGRW ,MEGL UGLBMU MNCLQ

Username
@honeywell.com
Password
Forgot Your Password? Sign Up

3RCN  %LRCP WMSPE?P#CLRP?J SQCPL?KC ?LB N?CRRIGABGEL )L
4FC1JIMU IAACQQ@GLBMU MNCLQ

Allow Access?

NiagaraEntServerDeviceAuth is asking too

s Access the identity URL service

* Perform requests at any time

Do you want to allow access for

? (Mot you?)

Deny ‘ “

To revoke access at any time, go to your personal settlngs.

3RCN  4M ?SRMPGXC WMBPQHEZ SQCREGAL) JIMU

AFGQ WIUQRR QS@QABSNEACLQGLE QCPTCP RM SGCEARMBELRP?JBBCLB?JQ DMP
2SRMPGX3RL

4FC,GACLQC -?L?EAPCRAFCECRBACLQC ?RR?AFCBRRMVQR )$ ?LB QR7PRBI@CLAF

2CEGQR@PE?PSQGLER .2% #MKK?LB
)D WMS BM LMR UGQF RMIPQ@CLARMPEGQRCP WBEEH?PPGLQR?LAC WMS A?L SQC ? AMKBIZCB J

-?P AF



.G?E?P? 0J?RDMPK 'SGBC ,GACLQC -?L?ECP

Prerequisites:
9MSP TCPQGMGREPPGQ MP FGEFGRIS F?TC ? QS@QABNENRW

3RCN  /NCL ? AMKK?LB NFMKNR
/L 7 GLBMUGGQ A?L @C BMLC @W MNECEVE@VIINNGATRVIL GERG?E?PTGLQR?BMIMP
ML,GLSV@W MNCLGEE RB?E?PZBFCJ ?NN3ATRML

BB Niagara44.13.0.114

& Alarm Portal

Conscle
I:I Install Platform Daemon
Workbench

Workbench (Console)

4FCIBKGLGQRP?RMP .G?E?P? #MKK?LBJGLBMU MNCLQ

B Administrator: Niagara Cornmand Line — O x

Microsoft Windows [Versionm 18.6.19842,2486]
{c) Microsoft Corporation. All rights reserved.

c:\niagara‘niagara-4.13.8.114>

3RCN  AANOhre -renjster SubscriptionLicenseKey ?LB NEQQ CLRCP
=]
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4FC GACLQC QCPTCP AMLLCABRSRIBEFR? 6CPGeAGRL 52, ?LB 5QCP #MBC

[ Administrater: Niagara Command Line - nre -register 9205-D082-0000-0234 - | X

Found string security property [jdk.tls.disafd
F Z 4, 3DE C, anon, MULL
.jsse.provider.PropertyUtils] Found stri property [jdk.certpath|
& usage TLSServer, RSA keySize < 1824, DSA ize < 1824, EC keySize < 224,
3 20619-81-01

©2-Feb-23 IST][org.bour jsse.provider.DisabledAlgorithmConstraints] Ignoring unsupported entry
.disabledAlgorithms " : < age TLSServer

e.provider.DisabledAlgorithmConstraints] Ignoring unsupported entry

.PropertyUtils] Found boolean security property [keystore.ty
. true
© 82-Feb-23 IST][org.bouncycastle.jsse.provider.PropertyUtils] Found string system property [Jjava.home]:

3 IST][erg.bounc stle.jsse.provider.PropertyUtils] Found string system property [java.home]:
4.13.8.114\jre
© ©2-Feb-23 IST][org.bouncycastle.jsse.provider.PropertyUtils] Found stri stem property [Jjava.home]:
\niagara\niagara-4.13.8.114\jre
[14:11: - h-23 IST][sys

Verification URL:
User Code:

INFO [14:11:2 2 b -2 i i ription] Polling for istration status (will poll for 5 minutes)

3RCN  #MNWHC 6CPGeABRL 52, N?QRC GR GMR@EP ?LB 80Q %LRCP
$M LMR AJMGTTRMKK?LB NRKNR
4FC%LRCP #MBGSLBMU MNCLQ

Enter Code

Enter the 8-digit code from the device or app you're

(=)

connecting.

(=]

Code

Cance

3RCN 'M @?Al RMIRC AMKK?LB NMKNR AMNW ?LB N?(HBGRCP #MBC ?LBGREMLLCAR
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4FC1JJIJMU IAACQQGLBMU MNCLQ

Allow Access?

MiagaraEntServerDeviceAuth is asking to:

* Access the identity URL service

¢ Perform requests at any time

Do you want to allow access for

? (Mot you?)

Dery ‘ “

To revioke access at any time, go to your personal settings.

3RCN  4M ?SRMPGXC WMBPQEE SQCREAL) JIMU
4FCIOMS]E #MLLCARABGLBMU MNCLQ

You're Connected

Your device or app is now connected to
@honeywell.com.

3RCN  #IGAEMLRSLSC
4FC,GACLQC -?L?EAPCRAFCECRBEACLQC ?RR?AFCBRRMVIQR )$ ?LB QR7PRBI@CLAF

3- CVNGP?BBMLEKGLBCP

)L .G?E?PDMP ? @BQC®?QCB AMLLGMR. RM ?NNFCPJBACLQCB @R ,MEGIUGLBMU BQNJ?WQ ?
3MDRUCR?GLRCL?LAC IEFCKCLR 3-! CVNGPAMLEKGLBCP

4FC 3-! CVNGP?EGMLEKGLBCP GGACLQCB DCCRIAFGAF DSCAR.Q ?Q BCQAPG@XCB FCP

3- %VNGP?BMLEKGLBCBLAJSR E CVNGPW BTRONB?WQ@GIMEGIUGLBMU
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Figure 13. 3-l CVNGP?BMLOKGLBCP GIMZRC®?QCB QRM. ,MEGL UGLBMU

Username: admin

Lrs Change User
I
Password: | |

Logi

Use of this software is subject to the
End User License Agreement and other Third Party Licenses

Your Software Maintenance Agreement will expire on 23-Jan-18.

To connect using Java Web Start click here

9MS A?L FGBE®R) GEERCVNGEMRLIGRC TGRhowExpirationDate NRMNCPRW BLIQCP3CPTGAC
3- CVNGP?BMLEKGLBCPEINI?WFRINCAGeCB LSK@CP MD B?WXCRNGRIR.

"W BCD?RIRGQ MAASPQ ?R B?WQ NPBME\RMERNL B?RC (MUCTEBR LSK@CP GQ AMLeESP?@JC
P?LEC a B?WQ TG? RCexpirationReminder NRMNCPRW BLIFQCP3CPTGAC

7FCL RFC LSK@CP MD B?WQ @CBNBRENL GQ JEQRNRP COS?J FIE RSK@CP QCRREL R
expiratonReminder ~ NRAMNCPRWOR-! CVNGP?GMLEKGLBCPEINI?WQ ?LB A?LLME@HGEQCB MP FGBBCL
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Figure 14. 3-1 CVNGP?RBMLEKGLBCP ?R JACMQ RB?WQ @CDBEVNGPW B?RC

[ Username: admin
J _

\ han r
ol S
Password: ‘|

Login

Use of this software is subject to the
End User License Agreement and other Third Party Licenses

You have 43 days until your Software Maintenance Agreement expires.

To connect using Java Web Start click here

* ILAC RFC 3-1GQ CVNGB RC 3-! CVNGP?E&MLGKGLBCP@EINJI?WQ ?LB A?LLMB@CRQCB MP FGBBCL
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Figure 15. 3-l CVNGP?BMLEKGLBCP SNML CVNGPW B?RC

webUnitTest

) Username:

r.' T
I\. i

J\ N Login |

——

Use of this software is subject to the
End User License Agreement and other Third Party Licenses

Your Software Maintenance Agreement has expired.

To connect using Java Web Start click here

&MP BCR?GJFRIBRA Notification Settings QCC "@?H? 5QCP3CPTGa&tinglStarted with Niagara
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0J?RDMPK IBKGLG@A?RIL ? AMMREP

Chapter 8. Platform Administration on a

contr oller

4FC0J?RDMPK 'BKGLG@RAZECU WTGBCQ ?AACQQ RM T?PGMSQ NJ?RDMPK B?CKML GLBFMERSKRFPW

GLDMPKERL

Figure 16. 0J?RDMPK IBKGLG@RR?RGCU ML ? AMIEBP NJ?RDMPK

Platform Administration -

Platform Administration

# View Details

‘ User Accounts

'l.. System Passphrase

4 Change HTTP Port

%] Change TLS Settings

C'-) Change Date/Time

ﬁ Advanced Options

? Change Output Settings

View Daemon Output

View System Log

' Configure Runtime Profiles

‘J Configure NRE Memory

1) Backup

‘\ Commissioning

7 Reboot

Baja Version
Daemon Version
System Home
User Home

Host

Daemon HTTP Port
Daemon HTTPS Port
Host ID

Model

Product

Local Date

Local Time

Local Time Zone
Operating System
Niagara Runtime

Architecture

7

Tridium 4,7.109.14

4,7.108.14

fopt/niagara

/home/niagara

172.31.66.17 (newSuper2)

3011

5011
Qnx-TITAM-TES8-A1CT-CC4BE-EEFD
TITAN

JACE-8000

05-Mov-18

6:53 Coordinated Universal Time
UTC (+0)
qnx-jace-nd-titan-am335x-hs (4.7.109.14)
nre-core-gnx-armle-v7 (4.7.109.14)

armle-vT

Enabled Runtime Profiles rt,uxwh

Java Virtual Machine

oracle-jre-compact3-gnx-arm (Oracle Corporation 1.8.0.161.1.0)

Niagara Stations Enabled enabled

Number of CPUs
Current CPU Usage
Overall CPU Usage
Filesystem

Physical RAM

Other Parts

1

4%
2%

Total Free Files Max Files
! 3,492,848 KB 3,255,233KB 483 109152
/mntfaram0 383,215KB 333,051KB 0 0
/mnt/ram0 8,192 KB 8,131 KB 1] 1]
Total Free

1,048 576 KB 75,772 KB
hsm-ecc508 (Tridium 0.1.50)
nd-titan-am335x-hs (4.1.0)

| T2GJ?@JC DSMAR ?NNC?P ?Q @SRRMIOJEDRQGBC ?LB QSKK?PW GEMMBERIRCB 5C RGEFR QGBC
AWNGA?J SQC GQ UFCL AMKKGQQGMLGLEVICEMARMWE@ JCQFMMR NJ?RDMPK MR@VITHONP

$SPGLE ? NJ?RDMPK AMGMIZABNML ePQR ?AACIICGRENMIPK |BKGLG@RR?RK?J BCI?W MAASPQ UFGJC
BMULIJM7BLE B?R? ?@MSFRRNJ?RDMP&] QRZB KMBSJCMS K?W @PGCfW QUICBGLE -MBSJCQGLBMU
@CDNIFC K?GL TGCU ?NNC?PQ
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0J?RDMPK IBKGLG@N?RIL ?L CK@CBBCB AMIGP

4FC0J?RDMPK IBKGLG@RHZRCUQ ?T?GJ?@JC ML ?L CK@CBBNUBGNEREP IR FFMQCHRR 7@ ?T?GJ?@JC ML
? 7 GLBMUQ @?QCB NJ?RDMPK

Figure 17. 0J?RDMPK |BKGLG@RR?BMP ? AMIRP NJ?RDMPK

Platform Administration

# View Details

Baja Version

Daemon Version

Tridium 4.7.109.14
4,7.108.14

a User Accounts

q.. System Passphrase

System Home

User Home

fopt/niagara

fhome/niagara

4 Change HTTP Port

Host

172.31.66.17 (newSuper)

|
|
|
|
E] Change TLS Settings |
|
|
|
|
|

View System Log

r’ Configure Runtime Profiles

"‘ Configure NRE Memory

Daemon HTTP Port 3011
Daemon HTTPS Port 3011

cl_) Change DatefTime Host 1D Qre-TITAM-TES8-A1CT-CC4B-EBFOD
Model TITAN

ﬁ Advanced Options Product JACE-3000

5 Change Output Settings Local Date 29-Oct-18
Local Time 9:26 Coordinated Universal Time
View Daemon Output

Local Time Zone UTC (+0)

Operating System
Niagara Runtime

Architecture

qnx-jace-nd-titan-am335x-hs (4.7.109.14)
nre-core-gnx-armle-v7 (4.7.108,14)

armle-v7

Enabled Runtime Profiles rt,uxwb
Java Virtual Machine oracle-jre-compact3-qnx-arm (Oracle Corporation 1.8.0.161.1.0)
Niagara Stations Enabled enabled

9 Backup |

| “\ Commissioning |
I 5 Reboot I

Number of CPUs

1

Current CPU Usage 3%

Overall CPU Usage 1%

Filesystem Total Free Files Max Files
! 3,402,848 KB 3,255,222 KB 483 108152
/mntfaram0 323215KB 392 98TKB o 0
fmntfram0 8,192 KB 3,131 KB ] 0

Physical RAM Total Free
1,048,576 KB 75,384 KB

Other Parts hsm-ecc508 (Tridium 0.1.50)

né-titan-am335x-hs (4.1.0)

5QCP !AAMSLRQL?ECQ UFM A?L ?AACEQ RMLRBCP NJ?RDMPK

IBT?LACB /NRGMLQL?@JC ?LBE)?@ FCRNMUGLE NRCRICQ
&MP#% 18 3&40 33(OMPR $?CKML $C@SE ?LB 53" "?AISN
&MP1#% $?CKML $C@SE

#MLeESE 2SLIEKC 0MeJCAMLRR UFGAF KMBSJGQPFLLGLE ?R ?IGKR ,GKGRERC PSLLGLE KMBSJCQ
A?L AMLQCPTC KCKMPW

#MKKGQQGMLSCPDMPKQGLGRE?PGLQR?BML ?LB QR?PRSN GKNMRC AMMIEMMP UFCL SNEPGRE
? AMLRRICP

2C@MMRQR?PRQ RJ?RDMPK
6?PGMSQ B?RTFGITRCUCRC?RCB GLG6U $CR?GIEDEP ERPRW MK FF?R DMPGLBMUQ FMQRQ
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0J?RDMPK BKGLG@M?RIL ? UMPIQRVIR
0J?RDMPK !BKGLG@RFPRP ? GLBMUQ @?QCB NJ?RDMHEBCEIGREMK FFC Q?KC DMP ? ANLRP

-?P AF



0J?RDMPK IBKGLG@RM?RIL ? AMMREP
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Figure 18. 0J?RDMPK IBKGLG@RR?BMRELBMUQ @?QCB NJ?RDMPK

Platform Administration

| Baja Version Tridium 4,7.108.14

_f View Details

Daemon Version 4,7.108.14

. —
@ Ypdate Authentication I System Home C:\Miagara\Miagara-4.7.102.14

"\ System Passphrase User Home C:\Niagara\New folder

Host My Host : IEETDTGODRFD2.global.ds. honeywell.com (Station_practice)
% Change HTTP Port

Daemon HTTP Port 3011 (disabled in TLS settings)
%] Change TLS Settings | Daemon HTTPS Port 5011
::: Change Date/Time Host ID Win-81A8-ED20-1ATS-FASD
Model Workstation
7 Change Output Settings | Product Waorkstation
T | Local Date 29-0ct-18
Local Time 15:49 India Standard Time

W Configure Runtime Profiles

Asia/Caloutta (+5:30)
ﬂ-) Backup |

Local Time Zone

Operating System Windows 10 Enterprize (10.0)

Niagara Runtime nre-core-win-x64 (4,7.108.14)

Architecture XG4

%, Commissioning

Ji=buus Enabled Runtime Profiles rt,se,ux.wb

Java Virtual Machine

oracle-jre-win-x64-es (Oracle Corporation 1.8.0.181.0)

Miagara Stations Enabled enabled

Number of CPUs 4
Current CPU Usage T%
Overall CPU Usage T8%
Filesystem Total Free
€\ 482 864,124 KB 419,626,972 KB
Physical RAM Tatal Free
8,270,364 KB 3,908,740 KB
Other Parts Mone

.M 5QCP A AMSLIRIERRML GQ ?T?GJ?@JC ?Q NJPRDERIRGRERGQ FICB BIDOPLRW UBREBCLR?JQ
K?L?ECB MLJW GIGLBMUQ

.M 38&40 33( @SRRML GQ ?T?GJ?@JC COSGT?JCIGVAMIREBIZ?BMLC SQ@&IBMUQ GD LCCBCBC-MF
RWNGAWFT "2CKMRC $CQIRMN #MLLGMR DC?&MD GLBMUQ GQ SQCB

AFC#F?LEC $?RC SKC@SRRML GRIBCB SL?T?GJ?@M AE?LECHT B?RC ?LB3KC GL ? 0# SQC
7 GLBMUQ

4FC#MLeESE 2SLIBKC OMeJC@SRRML GRICB SL?T?GJ?@JGLBMUQ FMQRIZR2H?PG?@JW CL?@JC
?J PSIBKC NReJCQ

4FC#MKKGQQGML@IIRRML GRIBCB 4FGIMKKGQQGMLGIEPGQ GLRCLBCB MLJW GRIBTHBR
GLQR?BML ?LB QR?PRSN GKMRC AMIMIERMP UFCL SNEPGBE ? AMUIRICP

4FC2C@MMRBSRRML GRIBCB 4FGQ GQ GLRCLBCB MCRAMBR®MRI?RDMPKQ !lGYBMUQ FMQR KSQR @(
FC@MMRCB SQGGEBMUQ

6?PGMSQ B?R? GL QSKK?PW GEMMENCRRCB GG6U $CR?GIGDEP ERPRW BIK 1.8 FMQRQ

6GCUGLE NJ?RDMPK BCR?GJQ

4FC 6GCU $CR?GJQ QSKK?PW GLAIHBIR BMPIGM. QFMUL GL KGERDMPK !BKGLGQRAZECINISQ
GLQREB KMBSJCQ ?LEA@R B?R? 'CLCPRY GLDMRKARGE®Q TGCU GQ FCINDSMF@UGPFRMRMP ?QIGLE

DMP RCAFLGA?J QSNNMPR
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Prerequisites:
9MS ?2 UMPIGLE GIMPI@CLAAB ?FZ AMLLCARCB R RKMRC AMDMRIEP NJ?RDMPK

3RCN  %VN?LBFRC0J?RDMRIKIBC GIFR .?T REC MP BMS@JeARI?RDMPK

4FC AMLRCLRQMD. R #MLR?GLCR&EU MNCLQ BC RBC MP GEQRRK?GL TGCU

0J?RDMPK IBKGLG@RM?RIL ? AMMREP

3RCN $MS@JCBAIRC o 0J?RDMPK 'BKGLG@RR?R
4FCO0J?RDMPK 'BKGLG@RHIARCU MNCLQ
3RCN  #JGABGCU $CR?GJQ
4FC6GCU $CR?GIR.BMU MNCLQ
View Details
Flatform summary for 172.31.66.17
Daemon Versiomn: 4.7.1058.14
Daemon HITF Port: 3011
Host ID: Onx-TITAN-TESE8-R1CT-CCAB-ERFQO
Niagara Buntime: nre-core—gqnx—armle-v7 (4.7.109%.14)
Architecture: armle-v7
Humber of CPUs: 1
Mode]: TITEN
Product: JACE-8000
Enabled RBuntime Profiles: rt,ux,wh
Operating System: qnx-jace-nd-titan-am335x-hs (4.7.105.14)
Java Virtual Machine: oracle-jre-compactl-gnx-arm {Oracle Corporation 1.8.0.1gl.
Niagara Stations Enabled: enabled
Platform TLS Support: enabled
Port: 5011
Certificate: tridium
Protocol: TLSw1. 0+
System Home: Sopt/niagara
User Home: Jhome/niagara
Physical RAM Free Total
75,704 KB 1,045,576 EB
Filesystem Free Total Files Max Files
! 3,255,233 KB 3,492,348 EB 453 108152
fmntfarami 3493.051 KR 3493.215 HR il n
':ﬁ Copy to Clipboard Close
3RCN  4M AMNWIBCR?GJQRMW KELBMUQEN@MNB?RGAEMNW M #I5N @ NB?P

3CRBLE SNAT 0# NJ?RDMPK$QCPQVESN UMPIQRZRL

3NCAGDWGEGERGLBMUQ SQCRIBEFDMP NJ?RDMPK ?BKGLGQRP?RMP ?AACQQ GQ MIGUBRTAG BEICHVIL 7

FMQR@?E?P? SQCQ MLIW @?QGAQZR.BMUQ /3 SQCP FERRBATRVL DMP NJ?RDMPK ?AACDQQERP
NJ?RDMBRCP -?L?ECAGCULQRC?B WMS KSQR S@EIC?RBLBMUQ DSEMRQ RM2RC ?LB K?L?EC GLBMUQ
/3 SQCPQ ?LB BPSNQ 4FGEERC 2JQM ?NBIQ RRCR#0 )0 #MLeESP?RMIGCU DMFG?E?P? 7 GLBMUQ FMQR

UFGAF GQ ?T?GJ?@JC @BRIGIWINMUGLE WMS&RVGRU ASRR 4#0 )0 QCRREQ 'JQMFGRE GQ MLIW MLC JCTCJ

MD NJ?RDMPK ?AACQQ DBFE?PW FMQRb?BKGL JCTCJ 4FGQ JCTEIQNWELBMUQ NJ?RDMPKQ PRQURNI

AMLRRICP NJ?RDMPKQ

Prerequisites:

9MS ?B UMPIGLE GIMPI@CLAHRB ?FC AMLLCARCB RM ? 3SNCPTGQMP 0#

-?P AF
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3RCN  %VN?LBFRC0J?RDMRIKIBC GIFR .?T REC MP BMS@ J&EARI?RDMPK
4FC AMLRCLRQMD. R #MLR?GLCP TGCU MNCIEg &PK MP GERK?GL TGCU

3RCN $MS@JCBAIRC o 0J?RDMPK |BKGLG@RR?R
4FCO0J?RDMPK |BKGLG@RHIZECU MNCLQ

3RCN  #JGABNB?RC ISRCLATML
IL 'SRFCLBABMIMEGL UGLBMU MNCLQ

Authentication X

® Platform Daemon Authentication
Flatform daemon credentials

Please enter the username and password you usewhen logging into the host's domain;

User Name |

Password

Back Next Finizh ¥ cancel

3RCN  5QC WMSP QR?BE?BLBMUQ JMEGBEPR?JQbGECAEMQR GQ MLELBMUQ BMK?GL JME GL SQGLE
FEC ABBCLR?JQ WMS SQC UFCL JMEEGLE?BIBRMTGL
4FGQ GQ LCACQQTNEGRIRISK@CP MD NMQQG@JC BMERGLR® MLBMJT BFSNQ GL UFGAF WMS
2R ? KCK@CRBSAF ERISNQ ?PQCJICAR?@JEGLAVR UGLBMU RM ARREGNRIC GLBMUQ SQCPQ
ERMSN DMP NJ?RDMPK B?CKML ?AACQQ ?Q BEMESE@RIMU
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Authentication

® Platform Daemon Authentication
Platform daemon access control

Platform Daemon Group EBUILTIN'Administrators

Pleaze choose the Windows group which will have the ahility to use the platform daemaon:

Authentication

® platform Daemon Authentication
Platform daemon access control

Platform Daemon Group BUILTIN'\Administrators

4 BUILTIN'Backup Operators

BUILTINYCryptographic Operators
BUILTIN'Distributed COM Users
BUILTIN'Event Log Readers
BUILTINGuests

BUILTIN'Hyper-V Administrators
BUILTINWIS_IUSRS
BUILTIN'Network Configuration Operators
BUILTIN'Performance Log Users
BUILTIN'Performance Monitor Users
BUILTIN'\Power Users
BUILTIN'Remote Desktop Users

BUILTIN'Remote Management Users

O TR M | e

Pleaze choose the Windows group which will have the ability to use the platform daemﬁp:

BUILTIN'Administrators

1]

4FGQ UGLBMU JCRQ WMS RIEMEAR'GLBMUQ SQCRBEAR?’R A?L K?IC NJ?RDMPK AMIEKIAR
RMRGQ FMQRVIBNQ GLAJSBGLBMUQ @SGU SQCIMER UGHRFC M'5), 4)._ MP *.4

154(/2)49_NP CeV ?Q UQRPQ ?LW JMAPBCelLCB SQCRERQ )FRFMQR F?Q @CCL ?BBCB RM ?
7 GLBMUQ BMK?GLMERQ BCeLCB GRRBMK?GLCRIQMEORCB ?LB ?T?GJ?@JC $MKIBNCEP

?FC EKGRCB RM MENQARGL UFGAE RMEGL SQCP GQ ? KCK@CP

7FCL NJ?RDMPK AMLLCARCB ®&WREG?E?P? 7 GLBMUQ FMQR QOIRRDMPK BKGLG@RR?R

TGCU @SRRMCGRPT?GI?@JC ?Q QFMBC EESE @CIMU
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/ Platform Administration

Platform Administration
Baja Version Tridium 4.7.109.14
# View Details | !
Daemon Version 47.109.14
. —
@ Ypdate Authentication | System Home C:\Miagara\Miagara-4.7.108.14
Q“ System Passphrase | User Home C:\ProgramData\Niagarad.7\tridium
Host My Host: IEGTDTGODRFDZ2.global.ds.honeywell.com (Station_practice)
Change HTTP Port - . .
Daemon HTTP Port 3011 (disabled in TLS settings)
%] Change TLS Settings | Daemon HTTPS Port 5011
Win- - — -
$ Change Date/Time Host ID Win-81A8-ED20-1A73-FASD
Model Workstation
? ELELE i S | Product Workstation
View Daemon Output | Local Date 05-Nov-18
Local Time 15:40 India Standard Time
=> Configure Runtime Profiles ) )
Local Time Zone Asia/Calcutta (+5:30)
9 Backup | Operating System Windows 10 Enterprize (10.0)
:D Commissioning Niagara Runtime nre-core-win-x64 (4,7,109.14)
Architecture x5S
Reboot
=> S Enabled Runtime Profiles rt,se uxwhb
Java Virtual Machine oracle-jre-win-x64-es (Oracle Corporation 1.8.0.181.0)
Miagara Stations Enabled enabled
Number of CPUs 4
Current CPU Usage 11%

1Q QFMUL ?@MT#EF?LEC $?RC 5KC#MKKGQQGMLGLEB 2C@MMIC SL?T?GJ?@JC URTL R
NJ?RDMPK GQ AMLLCARCB®&NE?PW 7 GLBMUQ FM@KMRC MP JMA?J &MP ? IMA?J NJ?RDMPK
AMLLC/ARMI#MLeESE 2SLIBKC 0MeJCQQ ?JQM SL?T?GJ?@JC

#PC?IKELE ? NJ?RDMPK SQCP ?AAMSLRIBMLRP

4FC #MKKGQQGMLGEXBPGLGRW ESGBEQ RE?RML MBARePQR ?BKGL NJ?RDMPKBRBECP IAAMSLRQ
@SRRML GQ MLIW ?T?GJ? GKIRL ANVPMRIERJ0J?RDMPK |BKGLG@RAZRCOMS A?L AP?RC KSENJIC NJ?RDMPK
?BKGLGQRP?RMP SQCPQ SNRM K?VGKRSKCEL Q?KC DS2BKGLGQRP?RMP NCPKGQQGNRT 2BEARL?J
SQCPQ ?LB A?L AF?LEC R?QQUBIRIDFCGP MUL ?AAMSLR

Prerequisites:
9MS ?B UMPIGLE GIMPI@CLARB ?’C AMLLCARCB RIZRNPRC AMDMRIEP NJ?RDMPK

)D WMSCRMKKGQQGMLGLE ? LCU SLGR MRIERFRRP?Q F?B ? AJC?L$GQR eJOGRQRDV ? UAIMUL
BCD?&INJ?RDMPK ?BKGL ?AAMSLR CVGQRQ 'EWFSILBFDIRRII?RDMPK ?BKGL SQCPCHTONVRFSQAERBC
RM SL?$RIPGXCB GLRPSQGNDMIF@RCDMWMS A?L AMKNJCRCRIRMKKGQQGMLGLE REFMKRGQQGMLGLE
7 GXBRCOSGR WMS RM eERRPRG-R BCD?BINJ?RDMPK SQCP ?AAMSLR . QRGX?P

3RCN  %VN?LBFC0J?RDMRKIBC GIFR .?T REC MP BMS@ J&EARI?RDMPK
4FC AMLRCLRQMD. R #MLR?GLCP TGCU MNCIEg G®P& MP GERRK?GL TGCU

3RCN  $MS@JC®AIRC £y 0J?RDMPK !BKGLG@RR?R
4FC0J?RDMPK |BKGLG@RHIZRCU MNCLQ

3RCN  #JGAIRC5QCP !|AAMSLRIERRML
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3RCN

4FC-?L?EC NJ?RDMPK B?CKML SQOGRBMU MNCLQ

Manage platform daemon users >
Users
Mame Comment B
Tridium1

Tridium123 Recommended plat usercredentials

New User ‘ Delete User Change Password

ok |

#JGALCU 5QCP7?LB eJ GLAZ DMPK

#F?LEGLE ? SQCPNJ?RDMPK N?QBRUMARRRICP
3RFILE SQCP N?Q@MIPE EOSGB DMPIREKMRC NJ?RDMPK SQCPQ

Prerequisites:
9MS ?2 UMPIGLE GIMPI@CLAAB ?FZ AMLLCARCB R RKMRC AMDMRIEP NJ?RDMPK

3RCN

3RCN

3RCN
3RCN

-?P AF

%VN?LBFFC0J?RDMRIKIBC GIFR .?T REC MP BMS @ JeARI?RDMPK
4FC AMLRCLRQMD. R #MLR?GLCP TGCU MNCIEKg ®&PK MP GERK?GL TGCU

$MS@JICBAIRC 0 0J?RDMPK |BKGLG@RR?R
4FC0J?RDMPK |BKGLG@RHIZRCU MNCLQ

#JGABQCP |AAMSLRQ
3CJCAR ? SQCP ?(BMF?LEC 0?QQUMEP



0J?RDMPK IBKGLG@RM?RIL ? AMMREP .G?E?P? 0J?RDMPK 'SGBC

3RCN

AFC#F?LEC 0?2QQUBEMMRuUser name > UGLBMU MNCLQ

User Name Tridiem123
Current Password TLIITTIT)
New Password I

Confirm New Password sssssses

OK | Cancel |

%LRCHFR ASRI.R N?QQUWBVIFFCL CLRCFRLCU N?QQUBRIRUGAC GICRIMNSN UGLBMU ?LBAU
[+

NOTE: )D RC7 MPI@CLA%)03 NRMNCPRBhow FIPS Options  GQ QCRrid ACPR?GL &)03 GIMEQ

@CAMKC TGQG@JEEUR BN QCICAREE BP?KCUMP| CLEGID &)03 QRER N?QQUEP
FCOSGRCLRQ

)D WMS CLRCP ?L GIARIRBEER N?QQUBVPL )LT?6EB IMEGCBELR?IGPMP NMNSN MNCLQ !'DRCP
AGAIGLE WMSIRSPL @?AlI A€ RF?LEC N?QQBMGLBMU ?@MTC

)D WMSCGRF?LEGLE WMSP N?@GBOEB GL WMSPRASARI?RDMPK QCQQGML WMSBOLEBI KP
@CAMKC GKKGBRCIWCAR C SNMIGRIGLE  )D WMS GIRGMSQJW Ré&Bember these

credentials ~ QCJCARCBIBLISRFCLREABMIMEGL UGLBIREC A?AFCB BBCLB?JQGP
?2SRMK2BA2W SNB?RCB

$CICBLE ? NJ?RDMPK SQCP ?AAMSLRIBRILRP
IQ ? QCASPGRUARSBML NJ?RDMPK SQCPQ QFIGEIERE@E BM MLEB SRICPQFEPQ QFMSJIB @C BCIJCRCB

Prerequisites:
9MS ?B UMPIGLE GIMPI@CLARB ?’C AMLLCARCB RIZRNPRC AMDMRIEP NJ?RDMPK

ILW NJ?RDMPK SQCP A?L BCJCRECBWMRDMPK SQCP CVACNR
* 4FC SQCP BRC GERASRR.R NJ?RDMPK QCQQGML

4FC MPGEGL?J NJ?RDMMCSQEIEE RC MLC AP’ RCB GEGRCKMTC NJ?RDMPK BEDEQCP ?AAMQREN
UFCL SQGLEG#MKKGQQGMLGIEERM AMKKGQQGMIARILRBCRBSAF SQCPQ A?LLMR @C QCJCARCB RM

BCJCRC

3RCN

3RCN

3RCN

3RCN

%VN?LBFFC0J?RDMRIKIBC GIFR .?T REEC MP BMS@ JEARI?RDMPK
4FC AMLRCLRQMD. R #MLR?GLCP TGCU MNCIEg BP& MP GERK?GL TGCU

$SMS@JICBAIRC o 0J?RDMPK |BKGLG@RR?R
4FC0J?RDMPK |BKGLG@RHIZRCU MNCLQ

#JGAI RC5QCP !|AAMSLRIERRML
4FC-?L?EC NJ?RDMPK B?CKML SQOCRBMU MNCLQ

3CICARR® SQCP ?AAMSLR RM BCBHBCIERC 5QCEB AGAI+
7 MPI@CLABCICRCRORSQCP ?AAMSLR
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.G?E?P? 0J?RDMPK 'SGBC 0J?RDMPK IBKGLG@RM?RIL ? AMMREP

3WQRCK ?LB DGJC N?QQNFP?QCQ

13J.G?E?P? NJ?RDMPKQ F?TC ? QWQRCK N?QQNFP?@ SQEBERMELAPWNR QUL GERMBHAR QSAF 2Q
AGCLR N?QOBMPREBGL "' eJCQ ?LB QRTRL B?R?@?QCQ AMLEeE @ME e JCOMURBDPRPREBRPGEISR

BGQR eJCQ 4FGQ N?QQNFER2QCGQEASPGRYWE BMRIRRR AMLR?GLARTIFGLDMBKRR)L T?PGMSQ
MNCPZRILQ WMS RIRIKNRCB RM CLREPNPQQNFP?QC QSAF 2Q UFCL AMN\GGILD OBRRMPGLE@WREZR
@?AISNQ GIKMRC NJ?RDMPKQ

4FGQ QWQRCK N?QQNFP TEIYRICR #% 2LB *1#% AMLRRICPQ
4FC DNMUGLE @PQ MIF& DP?KCUMPICRDCARCB @W N?QQNFP?QC GKNGRIKCLR?R

OMMTGQGMLGLE

$GORPGHMER.GJIC LIV GQRKP @?AISN BQR eJC )D WMS BM LMRFCMOGOQNFP?QC DMPQREJC
WMS A?LLMR GOQR?J

&GJ®PPLQDCREOLR

3R?BML #MNG@® RP?LQDCP ? JMA?J eJC
"2AI SN

#MKKGQQGMLGLE

%VNMPRERD

4FC QCL@IR GLDMERARGL eJCQ MROMRCB HGRAPWERL TGP @W CLARVEIRC GLDMPIGNR. UBRIKC
eJC MP @W CLABVEWR UFMJC eJC (MU CLAPBMIRGQ 2B6B BCNCLBQ MC RVNCARCB NMPEREMD RIC
&GJCQ JMA?RCB SEBEPRKML 5QCP (MKC eJOEPR @CJIMLE REI @WQRCKCTELAPWNRCB SQGLEIRPE)RP
P?LBMKJW ECLCP?RCB FCR/®/GQRQ MLI?RIQWQRCK 7FGJC eJCQ JMA?ROBCSGBEPARBEQCP (MKC R?R
GQ NMPR?@JCEZRAR. @C QCLR RM K?LW QWQRCKEPRAMNRCB SQGLE ? ICW BORK FEB BPAFCeL.CB
QWQRCK N?QQNFP?QCEBESEBLE QMDRGROR?BML MP UFGECRQWQRCK N?QQNFP?QC GQ AF?LECB

$SC RMART BADOPLR RWNCQ MD CIARFRR 7€ SQCB DMIZRWQRCK ?LB DMP NMPR? @3 QMBRPRL
RP?LQDCPPGLE eJCQ @ERWBCCKMKL 5QCP (MKC ?LB ?LMEP 5QCP (MKC WMS KSQR BQT RPI@CLAF
NJ?RDMPK RMBREBML #MNG&BJIPPLQDCRFILRP?AISN UFGAF AMLTCPR eJCQ RVMCSAMERR CLAPWGNR
ICW DMPRRCR JMAZRL

CAUTION: $M LMR SQCGLBMUQ %VICRRM AMNW eJCQ @CROBICRML 5QCP (MKC ?LB &P 5QCP
(MKCQ @CA?SQC ENSRAT NRINCP CLAPGMERIQC eJCQ K?W LMRO@E?@JC
NOTE: |Q MDG?E?P?

)D RC N?QQNFP?GCRRGQ SQCB RIRERRRIMA?J AMNWFRIRERIL K?RAFGRTREKMRC FMQR Q QWQRCK
N?QQNFP?QC @SARRMRC FMQR TCPQGML PSLLGREEAR?  ?LB C?R3CP BMCQ LMR QSNNMPR ACPR?GL
CLAPWNRCB CJCKCMSY?B EOSCQRCB RM CLRERVRA?J AMNW Q N?QQNFP?QC MPGRBAMNRARFMQR RM
.G?E?P?  MP J?RCP ?LB GLERQRERIL ?DRCBIPP

)D RC N?QQNFP?GCRRGQ SQCB RIRERRRIMA?J AMNWFRIMRENL GQ LMR@?KC 2GR EKMRC FMQR Q
QWQRCK N?QQNFP?QC GABISSIEQRCB RM CLRRTIVRA?J AMNW Q N?QQNFP?QC

)D RC eJC N?QQNFP?QC ?LB QWQRCK N?QQ@NREIQIKEP? QRIML AMNVWINECBQ BGISR NKNSLE DMP ?
N?QQNFP?QC

For system-to-portable transfers

9MS A?L ECR NMPR?@JC AMNGCQ MD eJCQ JMACBCBISUBGREP (MKC @W ?LWFRIQRKERVBQ
-?I1C ? @?AISN DMK FFC0J?RDMPK BKGLG@RHAZECU
-?IC ? @?AISN DWK ? PSLLGLE QBRR
5QC CGBRBR?BML #MNAIR.GJIP2LQDCREILBNK FFC0J?RDMPK 'BKGLG@RHIZRCU

4FC EQSELE IMA?J NMPR?@JC AMNGCQ ?LB @?8ISIMIARTB BGRIC N?QQNFP?QC

For portable-to-system transfers
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1IJRCPL?RCIW UFCL WMESREIRPGIBERGJIC )LITRRWIEQRIP @?AISN BQR eJC 3RPBML #MNGOR
RP?LQDCP ? GRRRIR WMSP MPI@CLABGEARMPW RM ? AMCRREC eJ@) N?QQNFP?QC GB7RGB ?LB
SQCB RM RP?LQFTREMR? @?Al GLR®IRRINCP QWQRCK CLGRIVBRIPK?R DMP SQC BCEAERML 5QCP
(MKC

CAUTION: )R GQ GKNMPR?IGKRM@CPRR QWQRCK N?QQNFP?QC ?LB ICCN GR Q?DC FT\YWRRIRC R
N?QQNFP?QC WMSIMGE ?AACQQ RM CLAPWNRCB B?R?

#F?LEGLERC NJ?RDMRKQWQRCK N?QQNFP?QC

I SLGOSC QWQRCK N?QQNFP?QC GQ ?QMIBFREBSRERAMMITP NJ?RDMPK 7FCL AMKKGQQGMLGLE ? LCU
FCKMRC AMIMRIEP NJ?RDMPMPI@CLAELDMEQRT ROSGRCLR RM AF?LEECRNI?RDMBIICD IBDWQRCK
N?QQNFP?QC 'DRCP AMKKGQQGMLGLE WMS FBAQAFQREERI?QQNFP?QC @RECLW R

Prerequisites:
9MS ?2 UMPIGLE GIMPI@CLAA.B ?FC AMLLCARCB RIZRNPRC AMMRIZP NJ?RDMPK

4M AF?LECRE QWQRCK N?QQNFP?QC WMS ROAMNRSKEQQGMLGIEEMP SQER0I?RDMPK BKGLG@RR?R
TGCU ?Q BCQAPG@CB FCP

3RCN  %VN?LBFRC0J?RDMRIIBC GIFR .?T REC MP BMS@JeABRI?RDMPK
4FC AMLRCLRQMD. R #MLR?GLCP TGCU MNCIEKg ®PK MP GERK?GL TGCU

3RCN $MS@JC®BAIRC 0’ 0J?RDMPK |BKGLG@RR?R
4FC0J?RDMPK IBKGLG@RHZECU MNCLQ
)D WMSCBQGLE®BCD?RN?QQNFP?QC IMUCI?PLGLE @NBOBIJ?WQFGIAMRRMK PGEFREMD R
0J?RDMPK IBKGLG@RHABECUIFGQ U?PLGLEGAERCQ MEPICK USHEC N?QQNFP?QC

3RCN  #JGABWQRCK 0?QQNFP?QC
4FC3CR 3WQRCK 0?QQNRFGQEMU MNCLQ

Set System Passphrase X

setthe passphrase used to encrypt sensitive information
on platform's filesystem:

Current Passphrase LIITIT LT
New Passphrase CIITYTITITT T Y]

Confirm New Passphrase #sssssssssssss

[#] iThis host will be licensed for FIPS 140-2

OK | Cancel

NOTE: )D RC7 MPI@CLA$)03 NRINCPRBhow FIPS Options ~ GQ QCRrB& ACPR?GL &)03 GINRQ
@CAMKC TGQG@IEGUR BN QCICAREE BP?KCUMPI CLA®I® &)03 QRER N?QQUEP
FCOSGRCLRQ

3RCN  %LRCF® MJB QWQRCK N?QQNFP?QGCLRURR/QRCK N?QQNFP?QC ?LB AMLePK GR
4FC QWQRCK N?QQNFP?QC KSQR AMLR?GL ?R JC?QR AGEERARMAQCHBA?QC AF?P?ARCP ?LB
SNNCP A?QC AF?P?ARCP

IL CPRAMP NMNSKRGLBQ WMS GD WMS ?RRCKNR RM CLREBFRRBMCYPMR KCCR KGLGKSK
PSJCQ
3RCN  3RMPRGQ N?QQNFP?QC GL ? Q?DC NJ?AC

CAUTION: )R GQ GKNMPR?IGKRM@CPAR QWQRCK N?QBUMPICCN GR Q?DC )D WMEFAMQC R
QWQRCK N?QQNFP?QC WWEIZRRACQQ RM CLAPWNRCB B?R?
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%BSBLERC @ME DGJC N?QQNFP@&RC MD

&GJCQCARCB GLMPI@CLABLGRW F?TC LM N?QQNFP?QC EGNANR MR WCR AMLR?GETERZRZR)D WMS BM
LMR ILMU IRC N?QQNFP?QC DMP ? @ME eJC WER SREE 4FGQNEBSPBCQAPGGEFCMRCNQ RIGRER
@ME eJCMRLC QCR ? LCU N?QQNFP?QC ?LB AFCIIBKAL SQCP N?QBUMIBEQ NFACBSPUMPIQ DMP ?
3SNCPTGQAPAMLRICP QRENAL

Prerequisites:
4FC @ME eJC RMGBEGQ AMLR?GLCB GL ? :)aeRe SQGLEMPI@CLAFSLLGLE ML ? O#

CAUTION: #F?LEGLERC N?QQNFP?QC ML ? @MEBRPGERJIMQQ MD QGLQBRR? GCRJIC LW N?QQUBVIP
T?JSCERR 2€ CLAMBCB UFRC ASFR R N?QQNFP?QC@GAJCHE 3M WMS UGECB RM CLRCROMR.RCFR
N?QQUEBR DMRINJ?RDMPK ?LB GREFSQCPQ

3RCN  5QGLE GLBMUQ &GJC %ERAMRP?ARFBMULIM?BCB :)0 eJC ?LB AMRQVGR@RIL DMIBCP RM WMSP
GLQR?BM) 5QCP (MKC QRENR.Q DMJIBGBsers\UserName\Niagara4.x\brand\stations

3RCN )LHC7 MPI@CLART RRCC CVN?LBW (MQR -W &GJC 3WQRCBQCP (MKC?LB L?TGE?RC M@ R
QRTRML DMJIBCP HSQR AMNCGREBNRKB L

3RCN  4M MNCLRTZ @ME eJC CVN?EERRERIL DMJBCP ?LB BMS@EAKDAY.bog

3RCN /L RFC7 MPI@CLARMMJ @RBAI RC "ME &GJCNIRCARIL RMN:
4FC"ME &GJC 0?QQNFRAQMBMU MNCLQ

3RCN  #JGAKMRC RC eJC RM QR?PR SQGIBEFRLR N?QQNFP7ERXRRVMS QNCAEBWHR LCUPassphase
?LB Passphrase Confirm T?JSCQ GABNB?RCLB ML RC QS@QCOSCLR HEBAKIMQC

3RCN )L FC.?TREC CVN?LBMLeE 3CPTGACB BMS@JCGRBQCP3CPTGAC

3RCN )L FFC5QCP -?L?ECPBMS@JCGWI RC ?BKGL SQCP ?LB SLBCHGHESA?RMIP?LEC RCPassword
?LB Password Confirm  T?JSCQ
2CNC?RAGQ QRCN ?Q LCCBCB RM AF?LEC BR@DARARR SQCPQ

3RCN  2GEFR®AIRCconfig.bog  eJC ?LB AJAB?TC
4FC DP?KCUMPIMRNRQ WMS RM CIERGRHI& N?QQNFP?MIS A?13?TCMLIW GD WMS GERCP R
AMREAR N?QQNFP?QC

3RCN  /NCL RFC3R?BML #MNGCB AMNW-R QRERIL MR AFC WMSP 5QCP (MKC RMRAFCR NJ?RDMPK

BB GLE ?LBEKMTGLE SQCRXDB®ME DGJC
9MS A?L ?BB SQCPQAID ?LBEKMTC SQCPRIKAC @ME eJC

)L .G?E?P? WMS A?L ?BB SQCRGMD@WER ERC QRERIL MGLC ?LB ARRELERC LCU SQCP TG BQCP
-?L?ECP MP CBBLERC @ME eJGBARN (MUCTC@®CA?SQEMRCLAPWBIAL ICW GQ LMR WCR ?TF&I3@4e R
N?QQUBRIGI@C &R MLIW F?QFCB MP GL NJ?GL RCVBLBONEINBFR SQCP U?Q ?BBCB /LABIRQR@ERIL
QR?PRECRI?QQUBIBGI@C F?QFCB GD LCCBCB-GLBIRAPWNRCB

NOTE:

4FC SQCP U@ICBQ?@JCB ?LB ?L ?BKGLGQRP?RMP KSRREAGFLR ML RC3CPTGACGQCP3CPTGAC
5QCRMNCPRW QFCCR

4FCE GQ TRMTCPW KCAF?LGQK GL A?QC WMS BM LMR F?TEC/AAGOQMRRL RCWMS A?L SQC GR RMAECR R
QRTRVIL @?AI SN ?LB PSLLGLE &MP CV?KNJC ?Q ? RCAFLGA?J QSNNMRRUQOR@IEIRIBRNE GLREGMLQR?R
NRITGBCB @W ? ASQRMEMSBERTGLE RM K?08”BCICRTRA SQCPQ

3RCN 4M EKMTC SQCPRIOAFC @ME eJC GMPI@CLARNCL RC"/' &GJC OP MRCARRMMJ
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Window  Help

Bog File Protection: enter, change or add bog file passphrase

JOE

3RCN )L FFC"I' &GJIC 0?QONFP?QIGLBMUWQCICARGRemove all users except for one superuser.
The user will use the configured password MNBML

3RCN  %LRCHF® L?KC MDRR QSNCPSQCP WMS UGQF RM ICCN

NOTE: 4FC SQCP KSQR CVGQR @C ?GQGHICB®R ? QSNCPSQBBQC ? N?QQUEBM®?QCB
?SRCLBATML QAFCKC

3RCN  %LRCP ? LCU N?QQNFP?QEDYBNTPSQCP ?RBBIB?RC)R GQ LMFOSGB RM ILMUFT MJB
N?QQNFP?QC
13J SQCPQ F?TC @CEMFCB MK FEC @ME eJC CVACNRAIMPNEAGeCB QSNCPSQCP UFM A?L SQC
REC QNCAGeCB N?QBUMP

3RCN )L7 MPI@CLARM Q?TERAF?LECQ @AB?TC "ME .MRC R?R RGQ UEP?QERCVCEIE SQCPQ QM
@C Q8RM F?TC ? @?AISN GD LCCBCB

3WQRCK N?QQNFP?QC
AFCH1#% 2LB *1#% K?ICQ SQC MBRQWQRCK N?QQNFP?QC RM CLAFGNREROMEBRRR &MP
BCR?GJQ ML FFMUQJT AMMRIEPQ SQECR?QQNFP?@DEP RM%  )LQR?J J ?LB 3R?PRSN 'SGE® FEC
*1#% )LQR?J J ?LB 3R?PRSN 'SGBC
7FCL GLQCBRE RC*!#% 3$ A?MB GLRM €RJ?ACKCLR SLGR LMRDMWUGLE

)D RC ENJ?ACKCLR SLGRGAWRESEB UGREC Q?KC QWQRCK N?QQNFPEGCER QR?PRQ

)D RC ENJ?ACKCLR SLGR F2@IPBLR QWQRCK N?QQNFPCRLAR UGMR @MMR 7B QR?RSQ ,%$
f?QFCQ CTCPW QCANMLEEMITC WMS KSQR K?IC ? QCPG?JGWILRCBRIFCL NRNRCB QCJCARIGR
5NB?RCIRC QWQRCK N?QQNARPZEKMTC 2DCLAPWNRCB B?R?

#F?LEGLERC NJ?RDMPK B?CKM({440 NMPR

(440 NMPR  GQ KMLGREP @WR FMQRNJ?RDMPK B?CKML OERIPP NJ?RDMBKIAR AMLLGRMRQ
AMLLCARMLE MR 2?8 LMR QCASPMS K?W AF?LECEEQ NMPR DMP QNCAGIARETOMLQ MEPF?NQ DMP
?BBGEBML?J QCASPGRWAEBEBMBPR-C NMPR SQCB DMBIRZMVQ AMLBIAREFPR GQ QEASP

Prerequisites:
9MSP LCRUMPG#?J UGPIMU AMKKSLGARLFRMSEF RC LCUJW AMLeEBANMPRMS ?E UMPIGLE GL
7 MPI@CLAHRB ?fC AMLLCARCB RIRNWRC AMDMRIEP NJ?RDMPK

3RCN  %VN?LBFC0J?RDMRKIBC GIFR .?T REC MP BMS@ JEARI?RDMPK
4FC AMLRCLROQMD. R #MLR?GLCP TGCU MNCIEg BP& MP GERK?GL TGCU

3RCN $MS@JC(AAI° 0J?RDMPK IBKGLG@RR?R
4FC0J?RDMPK |BKGLG@RHIZRCU MNCLQ

3RCN  #JGAKF?LEC (440 OMPR
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.G?E?P? 0J?RDMPK 'SGBC 0J?RDMPK IBKGLG@RM?RIL ? AMMREP

3RCN

3RCN

3RCN

4FC5NB?RC 0J?RDMPK $?CKML (440 OMERBMU MNCLQ

Update Platform Daemon HTTP Port >

Enterthe new HTTP port on which the platform daemon will listen,
Once the changes are made, any connections to the platform daemon
will be briefly interrupted.

Port

0K Cancel

%LRCP IOPLR NMPR LSK@CP ?GB

7FCL WMS 8AI+ R-C NJ?RDMPK B?CKNMQR?PRQ ?LB WMSP NJ?RDMPIKKMMEMBIER QFRQ

BMCQ LMROTAR&® MNCPGRIL MD ?LW PSLLGLEMIR®B® NJ?RDMPK U?QMEMSQJIW AMLLCARCB ML

RFFC NMPR BGRBR QCASPGRWJIRRDMPK GAML QFMAQ ALRREZC UGRFEC LCU (440 NMPR LSK@CP
<n> GL NTBLRCQGQ

"CDME AIMQGEHERMQR UFGERKMTCQ GRIOR-C .?T REC A?eDS¥ LMRERLCU LML BCDF5J
NMPR LSK@CP WMS CBRCP

9IMS KSQR QNCABBYWNMMVPR LSK@CREVRIKC WMS MNCL ? NJ?RDMPK SQGLE GMIEFRRAR)
LMR QCASP

AM AFCAIIRGQ NMPR LSK@CP GIGMQREFRLGLE MC RMQR CVN?tMLeE 3CPTGAW@ BMS@JC
AGADJ?RDMPK3CPTGACQ
AFCPlatform Daemon Port NRMNCPRW QFMSHBAR IRC AF?LEC WMS HSQR K?BC

#F?LEGLE 4,3 0J?RDMPK @CER

4FGQ DSGAR. MIER0J?RDMPK |BKGLG@RAZBRCU AMLeESP? QCASR,3 NJ?RDMPK AMLIEMR 2Q UCAQ
AF?LECQ®?RCB RM QCASPRDMPK AMLGEARNJ?RDNPKRANCRFCQ

Prerequisites:
9MS 7?2 AMLLCARCB RN RIJ?RDMPK

3RCN

-?P AF

$MS@JICBAI RC0J?RDMRIKIBC GIFR .?T REC MP CVN?I08?RDMPBMS @JCGWDJ?RDMPK
IBKGLGQRBNRLB AGAKF?LEC 4,3 3CRBLEQ



0J?RDMPK IBKGLG@RM?RIL ? AMMREP .G?E?P? 0J?RDMPK 'SGBC

4FC 0J?RDMPK 4,3 3GRRQ UGLBMU MNCLQ

Platform TLS Settings *
State TLSOnly
Port 5011
Certificate Alias pwd

(L1111 ]]
Certificate Password
] useglobal certificate password

Protocol TLSw1.2+
Use Extended Master Secret . true
TLS Cipher Suite Group Recommended

Save | Eancel|

3RCN  )D WMSCGRMLeESPGLECKRIRC AMIMRIEP WMS K?W AF?BE@ Port  ?LB Protocol
7FCL AMLLCARCB RM ? Btate  GQ QCRIRSlonly RFC B?CKML (440 OMPRCOSGR5011
GQBQ?@JCB GL 4,3QERR ?LB BRMAMJ KSQRI@CL.2+ MP J?RCP

3RCN  3CJCAR@Certificate Alias DRIK FEC BRIN BMULGQR ?LB QSNNJW GRQ BI?QQUMP
3RCN  4M AMIBLSC BAB?TC

-?P AF



.G?E?P? 0J?RDMPK 'SGBC 0J?RDMPK IBKGLG@RM?RIL ? AMMREP

7FCL WMS &AB?TC?DRCP K?IGLE ?LW AF?LEEDAR?LECQ CREKKCEB?RCJIW TIE /DRCIERQ
KC?LQ WMSP AGHPNJ?RDMPK AMIGIZARIMQCQ A@ RINCLQ BIMPI@CLAF

&MP CV?KNJC GD WMS ARRCE@RDRIK BCD?& RM ?LMRFCP NMPR LSK@@RSERNCLCB
NJ?RDMPK 4,3 AMLLEGMR SQGRTRCU NMPR QFMUL GCINREQC®nnnn> RM GIBA\?RETR ?
NMPR MEP RPL FEC BCD?BJGQ @CGLE SQCB

IQ MDG?E?P?  WMS QCJCAR RINFINPG?RC SERRROGZQ MR AEC BRIN BMULGQR ?LB
NRTGBER N?QQUBIFE?R GQ ?QQGELCB RAGROICRRCB BERFRC ?LBARRCLRCB N?QQUBIP

BM LMR K?RAF®DP?KCUMPI LEHCQ WNFSIRRC 4,3 AF?LECQ WMS RPGCB RM Q?TC D?60CB ?LB R
BCD?&IACERA?RC GQ SQCB GLQRC?B 4RABER2IRC GQ SLGOSCJIW ECLCP?RCB DMP C?AF
GLQR?BML ?LB A?LLMR @C BCJCRCB HEXTRQMECEINI?WCHEGORRDMPK |BKGLGQRR?R

TGCU

Platform Administration

# View Details

& Update Authentication

‘\ System Passphrase

" Change HTTP Port

n Change TLS Settings

Change Date/Time

? Change Output Settings

LT syslog Configuration

E View Daemon Qutput

¥ Configure Runtime Profiles

1) Backup

%, Commissioning

Reboot

Baja Version
Daemon Version
System Home

User Home

Host

Daemon HTTP Port
Daemon HTTPS Port
Host ID

Host |D Status
Model

Product

Serial Number
Local Date

Local Time

Local Time Zone
Operating System
Niagara Runtime
Architecture

Tridium 4.13.0.107

4,13.0.107
C:\niagara\ré13\niagara\niagara_home
C:\niagara\r413\niagara\niagara_user_home
My Host:

3011 (disabled in TLS settings

3011

Win-42F8-AEBA-D800-2658

Perpetual

Workstation

Workstation

None

16-Dec-22

10:24 Eastern Standard Time
America/New_York (-5/-4)

windows 10 Enterprise (10.0)
nre-core-win-x64 (4.13.0.103)

x64

Enabled Runtime Profiles rt se uxwh

Java Virtual Machine

oracle-jre-win-x64-es-dev (Oracle Corporation 1.8.0.351.0)

Niagara Stations Enabled enabled

Number of CPUs
Current CPU Usage
Overall CPU Usage

Filesystem

Physical RAM

Other Parts

20
9%
23%
Total Free
C:\ 493,342,716 KB 208,895,648 KB
Total Free
66,772,024 KB 35,886,896 KB

None

A Bad password for certificate 'pwd’. Using 'default’ instead.

3RCN )DWMS ARF?LEGERort @CDNRIMQGEHERMQRCRMTGLE GRIOREC .?T REC A?eDSW LMRC
RFC LCU QCASMJI?RDMPK NMPR LSK@BEE DSRSRVMS KSQR QNCAGINMPRR LSK@CP UFCL

K?IGLE ? QCASFAMLLCARIL RMEOKMRC NJ?RDMPK

-?P AF



0J?RDMPK IBKGLG@RM?RIL ? AMMREP .G?E?P? 0J?RDMPK 'SGBC

SWQRCK B?RGKE ?LBBKC XMLC

4M CLQEP?AASP?RC FGQRMPGA?J BABRMERANF?RDIPEIRCAKC ?LBEBKC XMLC QFMSJB @ CARIPEB
QWLAMRGXCB BERC 3SNCPTGQMP 0#

4M ICCN BKC QWLMRSXCB MEPQ K83NJC NJ?RDMPKQ WMS AZC.BRICIRRDMPK3CPT&EARC
0J?RDMPK3CPTEAEQ QRERIL PSLLGLE ML C?AF NJ?RDMPKMI{PIRE

4GKC :MLCQ

0J?RDMPK AMLeESRRRMBARRG?E?PFMQR GLAJISBCQ QNCAGMMGLEMERQURGRCARQ @MRJI BKC AIJMAI
?AASP?AW SQCB GGIRIRARIMIP?LB ?JQM FMEKEQR?KNQ ?NNC?P GL GRCKQQRMPGCQ ?LB ?J?PKQ

'RGKC XMLC GE@EBGML GIARUJMPJIB-RR SQCRIRQ?KC QR?LB’RSKC MDRE@DEEB RM ?GR IMA?GRC 4FCGP
?FC K?LW EDCPLR BKC XMLCQ MUGLEFRMRK@GGMLQ MD ECMEP?NFGAMMA?RB NBEBRA?J ABIP?J
BADCPLACQ @KC XMLCQ A?JASFREPRIMAGHR ?Q ?L MQCRVXPS4# #MMABGL?RCB 5LGTCPQRT4 )L
?BBGBML K?LWGERC XMLCQ ?NNJW $34 GBNR 3?TGLEKIC

4FC *?T? QM3EB BKC XMLC B?R?@7?QC F?Q ?L FGQRMPGAFICICF@NCHBEQRMPW MD AF?LECQGAVIFERNINJ
FGKC XMLCQC?RRMB 4FSQ KSEBNJIC BCeGBRQ DMBREBXMLC K?W CVGQR GLAMNER BCE&MIED 7Q UCQH
GRQ ASPR BCeLGRL 4F@GKC :MLC $?R?@?QAIMBIMTGBCQ ?AACQRERRMGRRMPGKZIRVLC B?R?@?QCGNIL R
JMA?J FMQR

4FGQ DBRRECTBGONI?W MD TORPRKCQR?KNCB B?R? FGQRMPGCQ ?LB 3CRRCB AKR XMLCQ SLBCP
NPGMP PSJCQ RMWNIBACI?RCB 4FCQEKEQR?KNGBNJI?WRIERGP MPGEGL?J ?IBGARVRBUARCEBRC

NOTE: /L ?J J.G?E?P? AMLRRICP NJ?RDMPRQ*R? QM38EB RKC XMLC B?R?@7?QC GQ FGWRMRSAZRC MLIW
@7?Al RMFR WC?P ILWNRC FGQRMPGA?J B?RZEBFQONJ?WCB SQGLE  PSJCQ 4FGQ U?Q BML@TRM GKNP
*?T? FC?N SQ?EC MEGDQC NJ?RDMPKQ

(MUCTCPR-C *?T? QM3EB BKC XMLC B?R?@7?QC GILBMUG?E?P? NJ?RDMPKQ CVRCLBZPEPRAI DMP
CV?KNJC RM&WC?P

)L 7 MPI@CLARCJICARIMIQ 4GKC :MLC $?R?@?QEMRM L?TGE?RC R?T? BKC XMLC B?R?@7?QC CURORS
A?L CVNJEIR34 PSJCQ DMP TGMCRMLC )D ? IMA?GRIRTFR PSLLGLEMRRKC FMQR 3SNCPTGEBAPPGRER
RGKC XMLC B?R?@7?QC SQCB &M B IKDAPPIGNR. GDCP RMCIGetting Started with Niagara

$?WGEGEFR Q?TGGKR®

7FCPC GR GQ SQCBGEMRI3?TGLEKIC $34 K?VGKGXCQ BBNKR FMSPQ BSPGLE LMPK?J U?IGLE FMSBBG?LW R
XMLCQ @SR LMRSTICHEQ RUGAC WC?PJW CTEISQRRIBA?GRC

4FC QR?PR MD $34 ?BBQ PQNR RWNWATMSP RM JMBRERSSPGLE®RQ NCPGMBE®IVR?FMA? IR C K?W @C
A?JCB B?GEFRSRC 4FC CLB MD $3¢RMTCQRR $34 MDQCRVMBPIMA?ILRC $SPGLE®RQ NCPGMEGIW/R?P
JMA?GRC K?W @C 2B QR?LEBBPRGKC

ILW RGKC XMLC SQGLE $34 F?Q QNCAGeRSBCELRAR CV?AR B?WQ 2GEBQ UFCL $34 QR?PRQ ?LB CLBQ
3GLAC $34 NBAGCQ TR @WGENR?J ?LEPGML?J EMTCPLKCIERQ®PSICQ T?PW UGBCIAMIBPRM XMLC
1IJQM $34 NM3AGCQ TS@HCAR RM AF?LERGQMP?PRCPOMLD?Q GE®R  AF?LEC DMP 235 3 RGKC XMLCQ
RE?R M@QCPTC $34

&MP CV?KNJC GCR R FC5LGRCB 3R?RCQ AF?LETB3R QR?PRIRC RNFR ePQR 3SLB?W ML MP BREGP R
MD -?RAF DRK ePQR 3SLB?W ML MP ?BRCFRRMVD INPGJ DMP  ?LB NPGMP WC?PQ )RRAEHFECRB R EKC
RMIRC ePQR 3SLB?W ML MP THRQRRID .MTCK@CRIKOREC J?QR 3SLB?W GL /ARM@CP DMP  ?LB NPGMP WC?PQ

NOTE: ! AF?LEC GL $34 PSJCQ DMPKORXMLC A?L A?SQC GQQSCEPBRIFCL BGQNJI?WGLE FGQRMPGA?J B?R?

FGQRMPGCQ ?LB WARERP N?RFASI?PJW UFCL ?NNJWGLE LCILR ARERPSICQ RMIFBQ AMCARCB SQGLE
NPGMP MJB $34 PSJCQ

-?P AF



.G?E?P? 0J?RDMPK 'SGBC 0J?RDMPK IBKGLG@RM?RIL ? AMMREP

*2T? AMKCQ UBRREKC XMLC B?R?@TIR R?Q ?L FGQRMPGA?J NERDNEBR KC?EQRRGR QRMPFGQRMPW MD
AF?LECQ DMP TBIARI@JEKT XMLCQ 4FSQ RBUIC BCeGGRQ DMP ? EGIKT RMLC K?W CVGQR GLAISE)R
BCeLGRVILQ ?Q URDH GRQ BERMCeLGRL 4FGQ RIRFTRGQNJI?W MD BYRPRKC QR?KNCB B?R? FGQRMPGCQ
2LB 2J?PKQ AMARCB @KR XMLCQ SLBCP NPGMP PSJCQC&QEINZB4CI?RCB PSICQ 4FCQC FGQRMPGA?J
BCeLGRVILQ CLQSP?R EAVBQ ESQNJI?WRSR MPGEGIGK®RRC B?R? UCPAMICARCB

)L 2 .G?E?P? *I#% AMLRRICAEC *?T? QMSBE BKC XMLC B?R?@?QC GQ FOWRMRSAZRC MLIW @78 RIGTP
ILWNP C FGQRMPGA?JB?RBOBJ?W SQGLE  PSJCQ 4FGQIGRNPT? FC?N SQ?EC MLGT NJ?RDMPKQ

/L?7 GLBMUQ NJ?RDMPK SQCB @W ? 3SNCHIGQVPQMBE BKC XMLC B?R?@?QC CVRCLBQ @?AI RM

4M TGCUFR RBKC XMLC $34 PSJCQ PMPRERIL ASRFW PSLLGLE ML ? FMQR @NMIBEB AGAXGKC :MLC
$?R?@?Q@®MJGetting Started with Niagara NRMTGBCQ KNBLDMPIGNRL ?@MERQ RMMJ

&MP DMPKIBP SQCP@G?E?P? RCOSGR LM QCN?P?RCIW K?GLRAGLIBLRQ HERBPG@SREB @ISBIBQ LMP
2QQMAG?RCB CLRPGCQ GL TNysRBMPtflerties eJC )LQRC?EBIRC XMLCQC?BSEARN QMSEB WK FEC
*2T2 6- TGPRS?J K?AFGLC RELAMQR NJ?RDMPK 4FGQ RCB.Q®LMOSGRCLR RM SNB?RER XMLC
BCeLGRVILQ GLBCNCLBEIBR *?T? SNB?RCEMR K?W @C GLAJSBGB?GRP? SNB?RCQ

#F?LEGLE ? @KMRC NJ?RDNPBIRC GKC ?LBBKC XMLC

&MP ? TGLBMUQ FMQR WMS SQBMUQ DSENMRQ RM QNCRGBWYRR GKC ?LBE®KC XMLC /L ? 0# TGCURMR
GLAJSBERKEKC XMLC ?Q UCQ 4#0 )0 AMLeESFGRIL ZPE?B MLIW 5Q3R0 WMS QNCEBBOVXRLC GICR
AMLRRICP UFCL WMS PREAVMKKGQQGMLGIEXAEPIMS A?L AF?LEGR KBKC XMLC ?R ?IKKR SQGLEIR)
NRMACBSP UFGAF SQGQ 8I?RDMPKIBKGLGGRR2B HCARPA?L ?JQM AF?LIEEC B?RC GKC ?LBEBKC XMLC
SQGLERO0J?RDMPK3CPTEACQ GERQRERIL

Prerequisites:
9MS 7?2 UMPIGLE GIMPI@CLAH.B ?RC AMLLCARCB R RKMRC AMMIZP NJ?RDMPK

3RCN  %VN?LBFC0J?RDMRKIBC GIFR .?T REEC MP BMS@ JEARI?RDMPKB BMS @ JCGRDI?RDMPK
IBKGLGQRBNRL

3RCN  #JGAKF?LEC $?RC 45KC

-?P AF



0J?RDMPK IBKGLG@RM?RIL ? AMMREP .G?E?P? 0J?RDMPK 'SGBC

4FC3CR 3WQRCK $?RekJGLBMU MNCLQ

4% Set System Date/Time W
e Le-Nov-201813 gy
Time 10:04/4

Time Zone America/Mew_York (-5/-4)
America/Indiana/Vincennes [-5/-4)
U=

America/indiana/Winamac (-5/-4)
T

America/indianapolis (-5/-4)

Americallgaluit (-5/-4)
America/Jamaica (-5)
America/Kentucky/Louisville (-5/-4)
America/Kentucky/Monticello (-5/-4)
America/Lima (-5)
America/Louisville (-5/-4)
America/Montreal (-5/-4)
America/Massau (-5/-4)
America/Mew_York (-5/-4)
America/Mipigon (-5/-4)
America/Panama |-5)

fArmmarionaMamonickianed E0 A%

3RCN  4M QCHe B?RC BM MLC ¥MD BMMUGLE

#JGAI GL ? B?W KMLMRC?P NMRIGIRFTL AGAI RC SN ?LB BMUL AMINRI) MREAJ ?LB RWNC GL
LSKCP?JQ@EPARN

© #JGAIRC A?JCLB?P GAML DMP ? NMNSN UGLBMU ?IIBC@E2FONRRR? A?JCLB?P

3RCN 4M QCHe BKC BM MLC MiIT®NMMUGLE
© #JGAI GL ? FMSP MP KGLSRGMMBGRGAI RC SN ?LB BMUL AMIMNRID)
#JGAI ?LB RWNC GL LSKCRZBAB®/

3RCN  4M QCHR RBKC XMLC QCJICARIKGRCBRN BMULGQR ?LBERAB?TC

4FC EKC XMLCQ ?NNC?P ML ? GMIGAIR BGOMPK?R QSARZA@ ID (+ hours UTC offset
DST+ hours UTC offset UST

&MP CV?KNJC
America/Chicago (-6,-5)
Europe/Berlin (+1,+2)
Asia/Tokyo (+9)

4FCE GQ LM $34 M@QCPT?LAC GL *?NPC QGIRARL USRMLC )$ 1QG?MIWM QFMUQ MIEEBV R
54# MIDQCR MD FMSPQ 4FGQ@EMLEPRMIXR XMLCQ GIX DFEGQRMP@&AZI RMLC B?R?@?QC

4FC QWQRCK Q?FCEBRB?RCB B?RGKR ?LBBKC XMLC

3RCN  4M QWLAREGXER REKMRC FMQE?RCGAKC ?LBEBKC XMLC WGRMSP MPI@CLAR AJGAIRC5QC
,MA?RLB AGAB?TC

-?P AF



.G?E?P? 0J?RDMPK 'SGBC 0J?RDMPK IBKGLG@A?RIL ? AMMREP

3RCN  4M TGCUR ASKR.R NJ?RDMPBPRCAKC ?LBEBKC XMLC CVN?iBILeE 3CPTGAQ@®@ BMS@JC
AGADI?RDMPK3CPTGACQ
4FC BKC B?RC ?LBRC XMLCCRENMPRCB 'NIUR) GIER0J?RDMPK 3CPTGAC #MLR?GLCRAJSEGL
= 1 Station(best] o Config ! Services I PlstformServices .o' PLatform Service Con tain e Plugin =
* MNav Platform Service Container Plugin
E t O ) My Metweork Name test
® catezoryservice :::El P
! Model Version
; s"”i""f‘“"“ Praduct Workstatian
© userservice :?::al:'}nﬁfn'nn 4130136
O suthenticatianservios Java VM Name Java HotSpoti TM) 64-BIt Sarver VM
L DebugServics Java VM Vendar Oracle Corporation
® Boservice Java VM Version 25.361-b0Z
i 05 Name Windows 10
05 Arch amdsd
@ HistoryService 05 Version 100
o AU GIHIStonyS2n o2 Platform Daemon Port 3011
O LogHisarysenvice Platform Dacmon TLS Part 5011
&) ProgramSenics Locala 55
08{0':'8:'}!:: System Timea 13:57
o Taglhictionary service Date 13-Bpr-2023
Teim z Time Tone AsiafCaloutts (-5:30)
e —
@ CioudConnector_Sentience nCloudDriver Engine Watchdag Timeout G0000h dam =) [Omassind]
g ::':&NE Enable Station Auto-Sawve # Enable
s Station Auto-Save Frequency cooa1n oo <l minEtesint
':::' :l::o:::u; e Station Auto-Save Versions to Keep 3 [1-10]
e o Humber of CPUs 8 :
. e
e 2::! : F'IH:L"" - ) 434 :::-:q KB L E'FZHJZU KB
@ History T.ﬂ..l : Frl.se- .
O tes Physical RAM 16,532,240 KE 3,535,408 KB
172.31.66.15 [JACE_815) — -
4FC NJ?RDMPK .RNOJ?RDMPK3CPTGACI1LVY AMKNMLGRRTPER RCPD?ACRMAR .CRUMPI
4GKC OMRMAMJ B?CKMLMMDIRB /3 PSLLGLE ML ? AMLRRICHD CL?@JCBG) AMKNMLCLR
NRITGBC@GALR ?LB QCPTCP QSNNMPR DMP .40
3RCN  4M TGCU .40 QRGRIAQ PGEBERWRC.RNOJ?RDMPK3CPTGACMBC SLBCHFR AMLRBCE)

0J?RDMPK3CPTEACQCICABCUQ 3NW2CKMRC
+CCN GL KGLB'HRR RC LRNB GQ ? 1.8 NPACQFFQG?E?PF?Q LM AMINRPMTCP UF?RCBRIPRQ

$GQNI?WGLE@GFPR0O5 SQ?EC

4FC 1.8 $G?ELMQRAQ 3CPTIGRB@JCB @W BUBMRSPSLLGLE GL ? AMURP NJ?RDMRYTEBCRLIQ RM ?
T?PGCRW MD MMLRBLDMRH2AR

Prerequisites:
9MS ?E SQGLEMPI@CLAFSLLGLE ML ? 0# MP J?NRMN TCRVRLCARCB RIZRNRC AMMIZP NJ?RDMPK

3RCN  $MS@JC®BADJI?RDMPK 'BKGLG@RHZMB AGAI RC!BT?LACB /INRGML@SRRML

-?P AF



0J?RDMPK IBKGLG@RM?RIL ? AMMREP .G?E?P? 0J?RDMPK 'SGBC

4FCIBT?LACB 0J?RDMPK /SRILQGLBMU MNCLQ

Advanced Platform Options X

[JisFTP/sSH Enabled: Port

[] peemon Debug Enabled
[] vsE Backup Enabled

OK Cancel

3RCN  #FCAI FFC @MV LCVRI®REMon Debug Enabled  ?LB AGAI+

3RCN  /SRQGBC MIMPI@CLANMNCL ? @RJQCP ?LB AMLLCARH®pE://<ipAddress>:5011/gnx
UFCE <ipAddress> GBCIGRCEFR EKMRC AMMIZP
4FC QCPTJCRIKRRQ WMS IMCHEXMRC FMQR{J?RDMPERBELE?JQ

3RCN  %LRCF& NJ?RDMPKBELR?JQ ?LBHI+
4FC QCPTJICRENI?WGQGR DI

QMX Diagnostics Servlet

System information

pidin

pidin arg

pidin env

pidin family

pidin fds

pidin in

pidin mem

pidin pmem

pidin times

pidin ttimes

Current CPU usags

Reset CPU usage

View current system log

View historical system log 1
Wiew historical system log 2
View network interface controllers
View network interface paramsters
View network statistics
Beport freese disk =pace
Report disk usage

Report file descriptor usage
View linear flash strings
Misgara Dasemon JMX Info

3RCN  #JGAIRCCurrent CPU usage  JGLI

-?P AF



.G?E?P? 0J?RDMPK 'SGBC 0J?RDMPK IBKGLG@RM?RIL ? AMMREP

4FC QCPTJCRENJI?WQ ? RCVR DMPK?RRCB R?@JC

Wed Sep 3@ 19:15:18 2820

Last 34d@2h of system time in last 34d@2h interval: 22 PIDs 67 TIDs

PID/TID MAME TIME CPUR DELTA CPU%

1 procnto
1 32d23h 96X 32d23h 96%
2 8.000 2% a.aea o%
3 8.008 2% a.egea 2%
4 B.008 a3 a.agea o%
5 B.008 a3 a.agea o%
] B.208 0% a.agea 2%
7 SmS6s o% SmSEs %
8 Tm3ls 0% 7m31ls %
9 8.000 ax a.eea o%
1@ 23meas ax 23m@es %
11 18m32= e 18m32s o%
12 16meas 2% lomaes o%
13 2Bm35= a3 2@m35s o%
14 2.131 a3 a.12e o%
15 22m27= 0% 22m27= 2%
16 27m37= 0% 27m37= 2%
- [child procs] 11.589 9%

2 proc/boot/random
1 8.000 e a.aea o%
2 Timer Thread Smads 2% Sméds 2%
3 Syspoll Thread 26.767 2% 26.767 2%
4 2.86%9 a3 2.86%9 o%

3 proc/boot/pipe
1 a.008 a% @.aea 2%
2 1em23s a% lom23s o%
3 0.047 ax @.845 o%
4 16ml7= e loaml?s o%
- [dead threads] 3m22s 2%

4 proc/boot/devc-seromap
1 3ml8s a3 3ml8s o%

4161 proc/boot/slogger?
- 2.839 a% Smid3 9 o%

IR RFC RMN MBARR? @JC BEQNRCPGMB MRARAMTCE @WR R?@JC DMP CV?KNGJCa& 9d17h

of system time )D RGQ NCPGMEKID BQ QGELGeACQFSRD IJW QMREFBQIRPR SQCB QMKC
#05 RFRE?BQ F?TC CVNBPL RGQ A?QC QMKC@IILRMITR?@JC K?W AMLR2GU RERCBlead
threads

3SEECIRVIL GQCHR ?AAMSGRE ?LB ECR ? LCU A?NRREPRCP  KGLSRCQ MP ? DCU FMSPQ
3RCN  4M AJC?P FGQRNEAR eS8t CPU usage

3RCN  4M ETGQER BQ?EC QRBTBAQ GACurrent CPU usage  ?DRCP QMIKEKR F?Q N?QQCB

&MP GLDMRER ML FMU RM ?L?JAXGIEDMPIGNL. W GBCB @8R NJ?RDMBREREMGR QCPTJCRAP MSR RM
WMSRECAFLGA?J 3SSNNMPR AF?LLCIRIEFCC®E®B ?PGQCQ

6GCUGLE B?CKML MSRNSR

4FCO0J?RDMPK |BKGLG@RHIZRCU JCRQ WMS CV?KGLC BREBRIIBRVBAFC FMQRNJ?RDMPK B?CKMICGL P
FGKC 4FGQ MSRNSHIBBRIR MK FFC MSRNSR MD ? PSLLGIEMRRTRQCCLREUNIGATBML $GRRME?CKML
MSRNSR GQ ?T?GJ? QNS @VEGHRIMRNSPNMQCQ GLIBNEPTGQMP AKVIRC AMMRIEP NJ?RDMPKQ

Prerequisites:
9MS 7?2 UMPIGLE GIMPI@CLAFRB ?FC AMLLCARCB RIZRNPRC AMMRIZP NJ?RDMPK

-?P AF



0J?RDMPK IBKGLG@RM?RIL ? AMMREP

3RCN

3RCN

3RCN

3RCN

3RCN
3RCN

3RCN

3RCN

.G?E?P? 0J?RDMPK 'SGBC

%VN?LBFRC0J?RDMRIIBC GIFR .?T REC MP BMS@ J&EARI?RDMPK
4FC AMLRCLRQMD. R #MLR?GLCP TGCU MNCIEg &PK MP GERK?GL TGCU

$|\/IS@JC(AAI|° 0J?RDMPK IBKGLG@RR?R
4FCO0J?RDMPK |BKGLG@RHIZECU MNCLQ

#IJGABGCU $?CKML /SRNSR

4FC/SRNSR DMP NJ?RDMPK B?CKMLPMiddress]

> UGLBMU MNCLQ

INFO
INFQ
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFQ
INFO
INFO
INFO
INFO
INFO
INFO

III-IF':} [

6:02:
103
103
103
:03:
103
:05:
:28:
28:
128:
:128:
128:
:28:
128
128:
g:30:
10z

42
30
35
36
37
37
36
12
12
12
22
28
259

05-Now-18
05-How-18
05-Now-18
05-How-18
05-Now-18
0S-Now-18
05-How-18
05-Now-18
05-Now-18
05-How-18
05-Now-18
05-How-18
05-Now-18
0S-Now-18
05-How-18
05-Now-18
05-Now-18

3 Cutput for platform daemon on 172,31.66,17

O

UIC] [file] FileCachedFileStoreElement::commit file

UIC] [stationRegistry]
UTIC] [staticnRegistry]
UTIC] [stationRegistry]
UTC] [stationRegistry]
UTIC] [stationRegistry]
UTIC] [stationRegistry]

station
station
station
station
station
station

newsuper2
newsuper2
newsuper2
newSuper?2
newsuper2
newsupers2

stopping
exited witk
restarting
watchdog tk
starting
startup cor

UTC] [file] FileCachedFileStoreElement::commit file
UIC] [file] FileCachedFileStoreElement::commit file
UIC] [file] FileCachedFileStoreElement::commit file

UTIC] [staticnRegistry]
UTIC] [stationRegistry]
UTC] [stationRegistry]
UTIC] [stationRegistry]
UTIC] [stationRegistry]
UTC] [stationRegistry]
UIC] [filteredlog] set

station
station
station
station
station
station

newsuper2
newsuper2
newSuper?2
newsuper2
newsupers2
newSuper?2

stopping
exited witk
restarting
watchdog tk
starting
startup cox

"nre.hsm" log to ALL

X

Pause Output Clear ODutput Close

$CNCLBSLE MLAR JME &CP QGREQ QCR GL 0J?RDMPK |BKGMEBRERRIL /SRNSR 3CRREQ
UGLBMUREC ?ABTGRW JCTEC GISRNSR UGLBMU T?PGCQ /SRNSR GQ LML KMB?F¥ORIMEE R
A?L JC?TGRQ UGLBMU MNCL ?GBRN MITF? MPI@CLAANCPZRILQ GLAGSBAF?LEC MSRNSR
QCRREQ

IQ LCCBCB SQER QAR @?PQ RM L?TGEPMREHEF KCQQ?ECQ UFGAF F?TCHERB42!#%
-%33!'"% 7 12.)." ?LB %22/2 %?AF KCQQ?EC GLAJSBCQ ? BKCQR?KN ?LB FRR?B )$ LSK@CP

4M AMNW RCVR MIZGERRIMER? GLBMUQGN@M?BQCIC 7 GLBMUQ AMNW QFMBPRRIR

4M DECXCRC MSRNSRIBRSNB?BLE DSREP LM JMLECPGLIBKC ASAD?SQC /SRNSR
7FCL WMS DRXCAT MSRNSR(R@SRRML AF?LECRIFBISRNSRAFGQ KC?LETR B?CKML
KCQQ?ECQ@PEIAMTIARCB 7FCL WMSAM?B /SRNSRREC BGQNJ?W JMPBRARICARCB
KCQQ?ECQ ?LB ABLRCQ ?E?GLGRI BKC

4M AJC?PIANMTARCB KCQQ?EG® BFC ASRR R B?CKML MSRNSR UGLBEBINKIC?P /SRNSR
4FGQ GQ LMR ? BCGRESWR?0 ?LMRCP MP LCU B?CKML MSRNSR UGIHRAGIHERB?CKML
KCQQ?ECQ

4M AMLeESPRC GLDMPIGNR. GLAJSBCEGIBRCKML MSRNSRABIMQCLB AGAKF?LEC /SRNSR
3CRBLEQ
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4FC$?CKML /SRNSR 3CBREQGLBMU MNCLQ

Daemon Cutput Settings >
Log Filter Setting
acctmgt INFO
appOut INFO
auth.domain INFO
auth.scram INFO
crypto IMFO
dhepd INFO
file IMFC
filteredlog INFO
ip.util IMFO
jars INFO
jetty OFF
niagarad INFO
nre.hism ALL
nreconfig
FINER
gnxosupdate FINE
anxwifi CONFIG
reboot INFO
security.initializer WARNING
. . SEVERE
security.keyMaterial oFF
security.keyRing INFO
security.niagaraPolicy INFO
security.systemPassphrase | INFO
sharedkey INFO
stationRegistry INFC
zye.file INFO
updatedaeman INFO
webserver INFO
_ok |

4FC 7 GLBMU@BCGR.AC AF?NRCPEEE(RESGBC BMASKGIRICRVNCRITCQ

-?P AF



0J?RDMPK IBKGLG@RM?RIL ? AMMREP .G?E?P? 0J?RDMPK 'SGBC

6GCUGLE AMUREP QWQRCK JMEQ
4FC0J?RDMPK 'BKGLG@RRRECP6GCU 3WQRCK ,BSRRMIMIREBCQ ? C?QW THBAR KGRVB DMERPGCTGLE
QWQRCK JMEQ GREBIGR NSPNMQCQ

Prerequisites:
9MS ?B UMPIGLE GIMPI@CLARB ?’C AMLLCARCB RIZRNPRC AMDMRIEP NJ?RDMPK

3RCN  %VN?LBFC0J?RDMRKIBC GIFR .?T REC MP BMS@ JEARI?RDMPK
4FC AMLRCLRQMD. R #MLR?GLCP TGCU MNCIEg G®P& MP GEGRRK?GL TGCU

3RCN  $MS@JC®AILY 0J?RDMPK !BKGLG@RR?R
4FC0J?RDMPK |BKGLG@RHIZRCU MNCLQ

3RCN  #JGABGCU 3WQRCK ,ME
4FC3WQRCK JME DMP NJ?RDMPKCQEBBFLBMU MNCLQ

=] System log for platform on 172.31.66.17 — O >

‘Current System Log  HistoricalLogl  Historical Log2

Mosr 01 13:12:01 3 1234 15 chunkfs file 0 chunk count -1 size 0

HNow 01 13:12:01 3 1234 15 chunkfs file 1 chunk count -1 size 0

How 01 13:12:01 3 1234 15 chunkfs file 2 chunk count -1 size 0

Now 01 13:12:01 nto root: dhepdmon: dhepd update initiated

Now 01 13:12:01 nto root: dhcpdmon: No adapters present to run dhepd

NHow 0l 13:12:01 nto root: dhcpdmon: dhcpd update complete

Now 01 13:12:02 nto root: SEEM mounted successfully at Sdev/chunkfs

Now 01 13:12:02 nto root: Starting USB server...

Nosw 01 13:12:02 nto root: Starting USB-0 Host controller...

Now 01 13:12:03 nto root: Starting USB-1 Host controller...

NHow 01 13:12:06 nto root: Check for expansion modules to reprogram

Hov 01 13:12:06 nto root: usb expansion 0.2 S1014090YMNCS53]1 Tridium485-2 rl
Now 01 13:12:07 nto root: Starting single instance of ACM-CDC driver...

How 0l 13:12:07 1 0 serusb is device supported: Device 2 on bus
Now 01 13:12:08 nto root: Starting enum-usk and ulauncher...

Now 01 13:12:26 nto root: niagarad init: Integrity wvalidatiom success. Conti
Hov 01 13:12:26 nto root: niagarad init: creating mjueue /niagarad-to-os
Wow 01 13212228 ntn ront: niamgarad init: creating mmiens Sna-tn-niamarad

&

Close Refresh

4FGQ UGLBMU AMLR?GEENISIR?@Q DMP TGCUGLE T?PGMSQ QWQRCK JMEQ
3RCN  4M EDEQF ASARCDEQF

#MLRMJICP QRMP?EC AML@DHT ?R

&MP AMINRFCPQ WGRKGRCB f?QF @?QCB eJC QRMP?EC WMS K?W AMLQCPTC QRGIRERE BB ?KCI8W WD
QN?AC C?AF QMDRYRBSICTOSGR %S BMFRGQ @W AF?LEBCEKRBSJQ| PSIGKC NReJC

&MP ?LW GLBMUQ @?QCB FMIRGEEB GR F?QB BPBTC DMP eJC QRMP?EC WS RNIREFBELIEKC
NMeJCQ CL?@JCBbGLAUSHE/# BMASKCLRT®ML KMBSJCQ GD GR RPQRQLAF

3MDRUCKKMBSJICQ @?E?P? GLAJSBC ? &&DIL RC KMBSJQ] H?P eJC L?KE?’R GBGEECFR PSLEBEKC NReJC

3MKC K?W F?TC KSGNJC PSIKC NReJCQ &MP CV?KNBC 28?PKKMBSJC GGBRPG@SREETIIFEN?P?RC H?P
eJCQ
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alarm-rt
alarm-se
alarm-wb
4FC PSLEBKC N#eJC BCQAPGELAMR.RCLRQ MD C?AF H?P @?QCB ML UF?RCXEIRING SRCKRUFCE rt

KMBSJC H?P@ 7R@?QGUC ?KMLE 2.G?E?P? NJ?RDMPKQ %jskF eJC GGEGRRIQGELCB 4FGQ QCASPGRW
KC?QSe CLQSK) R’R RC AMLRCLR A?LLMR @C AF?LECB ?R AMKKGG®RGMLGLE R

4FC DNIMUGLE R?@JQRECRRWNCQ MD QMDRMBBJIC PSERC NReJC RWNCQ /LJW ? TCPW DCU KMBSJCQ BM LMR
F?TC RCBrt CVRCLQGML /LC MRI@C Bajar  *#% AMLRRICPQ SQC ?*?T? AMKN?AR aARRMR 6-
UFCR?Q 7GLBMUQ @?QCB FMQRECSOEIRT? 3R?LB?7B %BSBML 3% 6-

Minimum JRE
Version Description
Dependencies

Example module

name

-MBSJC *12Q DMP B?R? KMBCE ?LB AMKKSLGGSRMR.Q 4FCQC F?TCANPEKC

. *T? 2
t alarm-rt T2 AMKNZAR 015 AJ2Q0QCQ MLIW LINGEOCP GLRCPD?AC 4RGIMBIDR PSERC NReJC BRSN
“MBSJC *12Q DMP "?H?758 ?LW *?T? AJ?QQCQ GKNSOR@ERRUCGEFR (4-,
= *2T? ?,
ux DA ?T? AMKN?AR  5193APGNR #33 SQCP GLRCPD?AGRBLROBFERC KMBSICQ
Wb report-wb T2 3% MP *?T? -MBSJC *12Q UGR*?T? AJ?QQCQ DMPI@CLAAP 7C@ ,?SLAFCP SQCP GLRCPD?AC

AMKN?AR TGCUQ eCJBEEMPQ UGBECRQ ?LB QM ML )LAJSBCQ (V ?LB (4-, (V TGCUQ

-MBSJC *12Q UGR*?T? AJ?QQER SQER DSX?T? 3R?LB?B %BESBML 3%
NJ?RDMPK 10) #SBIFRW FCQC A?L PSL MIGLBMUQ @?QCB FMQRQ MLJW

doc platformguide-doc LMR ?NIGA?@JC  -MBSJC *12Q UGRMSR *?T? AMBC AJ?QQCQ RWNGIRBMASKCGERRR

se test-se *T? 3%

4FC PSLEBKC NReJC RWNCGQ @W BPZPHRMQR AMKKML MI?E?P? QMDRW?MH?PQ L GLTCLRMPW MD KMBSJC H?P
eJCQ @W RWNC GL MLC "CR/Mm@is&8 DMJIBCP WGCJIBCB AMSLRQ MD

PR
sv
u@
QC
BMA

7FCPC FC K?HMPGRW MD KMBSHRQMBRGERC N#eJCQ F?B @IPRLB U@ UGRMLJW ? DCU KMBSJCQ F?TGLE
AERCC PSIGKC NReJCQ 7Q INMAUIQ

2J?PKPRU@ QC
FGCPRPWPRSV U@
FGQRMPRSV U@
NJ?R#PWNPRQCU@
QC7F PRSV U@
QCPGEQRUQDMFPRSV U@

#F?LEGLE ? KMBSJZPSIERC NRDGJIC

3MDRUCKKMBSJICQ @?E?P? ?FC BGOQRPG@SREB PERBKC N#eJC RWNC BCQGEL?RCB @\WR-QSBF
KMBSJ@ H?P eJC L?KC RRED?ARMPGLE MD KMBSJCQ K7?LW RBNIEBEKT NReJCQ

Prerequisites:
9MS ?2 UMPIGLE GIMPI@CLAAB ?FZ AMLLCARCB R RKMRC AMDMRIEP NJ?RDMPK

3RCN  %VN?LBFRC0J?RDMRIKIBC GIFR .?T REC MP BMS@JeABRI?RDMPK
4FC AMLRCLRQMD. R #MLR?GLCR&EU MNCLQ BC RBC MP GEQRRK?GL TGCU

3RCN $MS@JCBAIRC 0 0J?RDMPK |BKGLG@RR?R
4FC0J?RDMPK |BKGLG@RHIZRCU MNCLQ
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3RCN  #JGAKMLeESE 2SLIEKC 0MeJCQ
4FC 5NB?RCG6L?@JCB 2SERC 0MeJCQGXBMNCLQ

Update Enabled Runtime Profiles
Choosethe enabled profiles

Pleaze choose which runtime profiles are to be enabled on this host:

RUMTIME: Module JARs having core runtime Java classes only, no userinterface.

[#] U¥: Module JARs having lightweight HTML5+JavaScript+C55 user interface anly.

[#] WE: Madule JARs having Workbench orWorkbench Applet userinterface classes.

[] 5E: Module JARs having Java classes that use the full Java 8 Standard Edition (SE) platform API.

[] poC: Module JARs having no Java classes,

Back b Next Finizh ¥ cancel

4FC eESE ?@MTC QFMUQ RWNGBREQORR AMIGPQ GICRGLGRG?E?P? FCIC?QC &MP
REC QCJQBRL MD 58 ?SRM&2RW GLAJSBCQ 7" ?LB TGAC TCPQ? GRGYVGMAF?LEC GL TDSRSP
RCJC?QC

3RCN  3CIJCAR&NRIeJCQ RM SNB?RC eKBHC ?LB AAICVR
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.G?E?P? 0J?RDMPK 'SGBC 0J?RDMPK IBKGLG@RM?RIL ? AMMREP

I AMLePK?REML UGLBMU BGRGLG@SRRMEQRECR?BBCB MEERMTCB KMBSJC L?KCQ

Update Enabled Runtime Profiles *

Update Enabled Runtime Profiles
Choose the enabled profiles

Please choose which runtime profiles are to be enabled on this host:

RUNTIME: Module JARs having core runtime Java classes only, no userinterface.

m

Update Enabled Runtime Profiles >

Update Enabled Runtime Profiles
Software Updates

The runtime profiles will be changed as follows:
RUMTIME: Module JARs having core runtime Java classes only, no userinterface.

odule JA Update Enabled Runtime Profiles X
odule JA

SE: Module JAI
% DOC: Module J Update Enabled Runtime Profiles

Please review the ch

Completing installation:

o CommitChanges Success
Filter level change completed successfully.

Making the changes...
Transferring files...
Filter level change completed suc:u:essfully.l

Close

* )DWMS CL?@JCBBBL?J MBJCQ Q?W ? KMBSJC ENMBQ@DRILIW RM ux ?LBwb
?BBGEBML?J KMBSJCQ UGJB RM @C GICHREIFR AMLRBCP

)D WMSIR?@JCB B5RW CL?@JCB BBRNReJCQ Q?WIDR  ux ?LBwb RM HS®R QMKC
KMBSJCQ UGLCB RM @C SLGICHR2DARW LM JMLECP QSNNMPRCB

NOTE: .G?E?P? BMCQ LMR NCPKGR WNERR® EC S8R CL?@JCB BERIRN®eIJCQ RM VPBW
?LBSV

3RCN  4M AMLePKAT AMLeESFGRIL BARGLGQF
4FC UGXBPBBQ MIERMTCQARR KMBSJCQ

3RCN  4M AMKNJCRECRNMACQQGRKIMQC
4FC UGXBRORMNQ ?LBPR?PRQ ? PSLLGLEMIR?R

-?P AF



0J?RDMPK IBKGLG@RM?RIL ? AMMREP .G?E?P? 0J?RDMPK 'SGBC

#MLDGESPGLE KCKMPW RMTG&KNPEPDMPK?LAC

9MS A?L K?LSW AMLeESP AMLRBCR] .2% .MBC 2SLRGKC %LTMHEKCLR KCKMPW NMMJIRERFRRM GHINE
QWQRCK NCPDMPK?LAC $GNEMB. FMUFR QR@RL GQMEP?KKCB WMS K?W @C ?@JCHEQRER?IMATRVLQ
(MUCTCPRECE GQ ? eLC @?J?LAC ?KNAER KCKMPW NMMIQERR3GLATR GQ ? eLGRC ?KMSLR MD KCKMPW
2T?GJ?@JC GI@BLE MLOKMATRL BOBPQCQ ?LKMEP

Prerequisites:
9MS ?B SQGLEMPI@CLAAB ?FC AMLLCARCB RICRNRC AMMRIEZP NJ?RDMPK

CAUTION: #MLeESPGLE ? AMUREP UGRBLQ&RGCLR KCKMPW/RATRMVLQ AMSIB NI RAT QRERIL MR
QR?BRE MP AMSJB A?SQQRERIL RM D?GJCORPPR

3RCN  %VN?LBFC0J?RDMRKIBC GIFR .?T REC MP BMS@ JEARI?RDMPK
4FC AMLRCLRQMD. R #MLR?GLCP TGCU MNCIEg BP& MP GEQRK?GL TGCU

3RCN  $MS@JC®AILY 0J?RDMPK !BKGLG@RR?R
4FC0J?RDMPK |BKGLG@RHAIZRCU MNCLQ

3RCN  #JGAKMLeESE .2% -CKMPW
4FC#MLeESE .2% -CKMPW OMMJQGLBMU MNCLQ

Configure NRE Memory Pools X

Configure NRE Memory Pools
Configure the memory allocation sizes of this platform's Niagara Runtime Environment

System Reserve: The System Reserve is used to reserve system memory for background system services that otherwise would be
consumed by the Niagara Runtime Environment. Increasing the System Reserve can promote overall system stability.
A minimum size of 0 MB is required.

Heap Space: The Heap Space is used to allocate memory and store references for new Java Objects. Heap Space size requirements
willincrease with the number of componentsin a Niagara Station. A minimum size of 64 MB is required.

Meta Space: The Meta Space stores class and method data, staticvariable data, and otherinternal Java Virtual Machine metadata.
Meta Space size requirements typically increase as more modules are installed on a platform. A minimum size
of 34 MB is required.

Code Cache: The Code Cache is used to store native code produced by the Java VM Just In Time (JIT) Compiler. Increasing Code
Cache may improve the performance of your Niagara Station but may risk exhausting other memory pools.
A minimum size of 6 MB is required.

[~ System Reserve Size 0 ME [ Heap Space Size 334 ME [~ Meta Space Size 54 MB [T Code Cache Size 32 MB

Use Defaults Save

4FC QATCL A?NRSEFMUGR BCD?BKCKMPWINATRVL T?JSCQ CQRWF@EB DRPE?P?  ?7LB
J?RCRFC eJC QWQRCK UPERCIPRK ?LB FGQRMPW BERRE RM&RF?QF KCKMPW 4FGGUIPSN

~"MD 2!- RM GKNP MTC NCPDMPK?LAC 4FC eJC QWQRIAPRCELRT?GJ?@JC QN?ATRM R
(C?N 3N?AC -CR? 3N?AC ?LB #MBC #?AFC KCKMPW NMMJQ !lGRYBBJ KCKMPW QN?AC
2NNRIVGK?RCIW  -" GQ ?T?GJ?@JC ?Q ECCCRITKIFPW

"?AIGLE SN ? QRGRL SQGLE 0J?RDMPK IBKGGMRRP?R

4FC0J?RDMPK |BKGLG@RHIRCU NCPDMPKQ ? AMKNJCRC @?RAGAMIDEARCB AMURFRQ?TCB ?Q BGQRIC
ML WMSP 0# 4FC @7?AISBIER AMLR?BLGQIERC QRERVL DMIBEE QNCAGeA .2% AMLeE SQCE@MIFRDMPK
JLACLQC Q MePRRC Q NMGLRCROQRMWIRNPG?RC .2% BMPT? 6- KMBSJCQ /3 ?LB R-C 4#0 )0
AMLeESPERIL MBAGRFMQR

Prerequisites:
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9MS ?E UMPIGLE GIMPI@CLAFR.B ?FC AMLLCARCB RRIFSNCPTGQMREKMRC AMIMRIZP

3RCN  %VN?LBFRC0J?RDMRIKIBC GIFR .?T REC MP BMS@JeARI?RDMPK
4FC AMLRCLRQMD. R #MLR?GLCR&EU MNCLQ BC RBC MP GEQRRK?GL TGCU

3RCN $MS@JCBAIRC o 0J?RDMPK |BKGLG@RR?R
4FC0J?RDMPK |BKGLG@RHIZRCU MNCLQ

3RCN  #JGAIRC"?AISN @SRRML
)D RC QRERIL GQ PSLLGMP1@CLAFIQ WMS RM AMLEPIRRVMS GLRCLB RM AMLLEBRREFARL
RM @?Al GR SN

Connect to Station? >

® Station "newSuper2" is currently running. Do you
want to connect to the station to back it up?

Yes No

9MS A?L NCPDMPK ? @?AISN UGRTML PSLLGLE MC RECR FMQR MP UFCL LMGORZRQ
PSLLGLE

3RCN )D WMS AFMMQC RMFIRQRZRIL GALM BMS@JCGWI RCINNJGATBML $GRRMRCJICARMR
QRTML BABRMNRFCL EM @7?Al ?LB 34DJ?RDMPK |BKGLG@RR?R?AISN

-?P AF
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)D LM QRERL GQ PSLLGLEMARLRBCHFC NJ?RDMPK B?CKML NCPDMPKQ GRGUZUE® MISN MP
WMS K?W JME GL ?Q BRIRFQCP

)D RC QR@&RIL GQ PSLLGMPI@CLAFQCEFHR QREMJ ?AISN3CPTGAD/! NCPDMPK ?LGUC]
@?AISN

)L CGRP A?Q0-R&GJIC #MMQGRBMU MNCLQ

File Chooser

g File Spa ces Current Path
~backups

« oA K| | o- B8

¢y backup_x300E _T38_150220_0833.dist
({3 backup_x645_N4_150220_0834.dist
{1} backup_»5E_East_150220_1007.dist
i) backup_x6E_West_150220_0833.dist
¢y backup_x74_150220_0840. dist

{4 backup_xDemo_150220_0835 dist

{4 badup_Supvsr_150220_1338 dist

&) My File System

A Bookmarks

Filename:  backup newSuper2 151106 l046.dist Save

Files of type: | Distribution File Cancel

AFCCurrent Path BCD?RD RMbackup ?LB HECFilename NBRNCPRW BCORQRMRASFR.R
QRTRVL 4FE GLIRC N?RL?KC ENEQCLRBMRN?R RM ? DMJBCP SLBCREIC QWQRIK]

7 MPI@CLAQCP (MKC &MP CV?KNIZ\Users\<user>\<Niagara version>\tridium\

backups UFCE

<user> GQ WMSP SQCP DMJBCP
<Niagara version> GQ WMSP GICERIIPQGML

3RCN .?TGE?RC RM ? RCR JMAZRL RM Q?FC B?AISN eJCCP?KC GR GD BIRQE@MB AGAB?TC
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Result

0J?RDMPK IBKGLG@RM?RIL ? AMMREP

"W BCD?RIRC @?AISN DSIGWR. ?SRMK243W APRCQ GD LMIRBYP NIQCLR Packups
QS@BPARMPW SLBCP WMBRo)CLAFQCP (MKC 4FC BCDRS4JC L?KC DMP ? @?AISN eJC SQCQ ?
DMPK?R NtBckup_stationName_YYMMDD_HHMM.dist

)D RC QRERIL GQ PSLLEAEQRVQRCK NCPDMPKQ ? &MV "?AISN HM @GABTRIMRMNSN MNCLQ GL
FEC JMUCP PGEFR MD @MWEP® UFEC @?AISN GQ BMLC 4FGQ EMIZFGR GLAT QREMJ
"2AISN3CPTGACB GQ TGQG@TTRGMKNMLCORIAISN -?L?ECP TGCUBCR?GIQ?RIQM ?T?GJ?@JC
@W ?AACQQECEIRI@ GC RRERIM@ 3CPTGAC -?L?ECP

)D WMS NCPDMPKGIMD@?AISN LM @RARPSLLGLECRIJ?RDMPK B?CKMUTNEBCQ ?ER

NRIEEQQ UGLBMU BSPECEGRAISN RMGR BGQR eJC

File

Status

4% Saving Backup Distribution File >

~packups/backup_192.168.1.123_150228_1400.dist{6,275.4 KB written)

¥, Running

Cancel Details

SNML AMKNJGRL WMS A?GABIMQE&MERSPL RMIRJI?RDMPK IBKGLGQ@RAXBCWP AJAl
$CR?GRY QCC ?LIMR NMNSN FGRIME MD THRLQ NCPDMPKOBIGE BAISN

Job Leg X
Status Timestamp Message Details B
m Message 06-Nov-18 11:07 AM IST Host: 199.63.106.133
m Message 06-Mov-18 11:07 AMIST  Path: file:~backups/backup_newSuper2_181106_1107.dist
mrdessage 06-Nov-18 11:07 AM IST  User: admin
0 Running 06-Mov-18 11:07 AMIST Savingstation...

° Success  06-Mow-1811:07 AMIST  Write workingto fhome/niagara/stations/newSuper2/config.bog.warking

o Success  06-Mov-18 11:07 AM IST  Make backup; null

° Success  06-Mov-181L:07 AMIST Renameworking to /home/niagara/stations/newSuper2/config.bog

€@ Success  06-Nov-13 11:07AMIST  Save HistoryService local:|station:|slot:/Services/HistoryService

@ Success  06-Nov-18 11:0TAMIST  Save AlarmService local:|station:|sloty/Services/AlarmService

€ Success  06-Nov-1811:07AMIST  Save NtpServiceSavelistenerlocal:|station:|slot:/Services/PlatformServices/NtpPlatformServiceQnx
o Success  (06-Mow-1811:07 AMIST  Save SystemPlatformService local:|station:|slot:/Services/PlatformServices/SystemService

° Success  06-Mov-183 11:07 AM IST Saved 1600ms

m Meszage 06-Mov-18 11:07 AMIST Backup starting...

0 Success  06-Mov-18 11:07 AM IST  Analyzing modules

)D LCCBCB WMS A2QRKIP @?AISNBGQRQGLER NJ?RDMHBQRPGEVBR.GJIC )LIDRTGBCUIFCL PCQRMPGEE R

@?AISN WMS A?L QCICARIRKIRCQC Q@REQ MER?GER 4#0 )0 QCRELEQ ASRRW GL SQC BBARRECR

FMQR

-?P AF



0J?RDMPK IBKGLG@A?RIL ? AMNMREP .G?E?P? 0J?RDMPK 'SGBC
#MKKGQQGMLGLE ? AMMORP

#MKKGQQGMLGLE GQERZTIMDREML ? AMLRBCRIFGQ NRACBSPUMPIQ DMP AMKKGQQGMLGLE ? MGICRMLRP
MP SNEP@RE ?L CVGQR AMLRICP

Prerequisites:
9MS ?B UMPIGLE GIMPI@CLABMS ?E2 AMLLCARCB R RMLRBCP NJ?RDMPK

3RCN $MS@JC@®BAI RC0J?RDMRKIBC DMP(RRAMLRBCP GER.?T REC
AFCISRFCLBATRMUGLBMU MNCLQ
3RCN  %LRCHF® ABBCLE?JQ WMS HEQREPUFCL WMS AMLLCARCE RNPRDMPK BI@¢RRQRERC
CL?@JRemember these credentials ?LB AGAI+
AFC.?T #MLR?GLCPECWINCLQ
3RCN $MS@JCBADJ?RDMPK |BKGLGQ@RHRR) GLAT R?@JC
4FCO0J?RDMPK 'BKGLG@RHIARCU MNCLQ
Platform Administration
!t View Details ‘ Baja Version Tridium 4.5.74.4
Daemon Version 45744
i User Accounts ‘ System Home Joptiniagara
Q‘. System Passphrase ‘ User Home /home/niagara
Host 172,31.66.10 (J8_Unit10_Fips)
* Change HTTP Port ‘ Daemon HTTP Port 3011
I] Change TLS Settings ‘ Daemon HTTPS Port 5011
G_) Change Date/Time ‘ HostID Qnx-TITAN-ATAL-E327-6CE0-843E
Model TITAR
4% Advanced Options ‘ Product JACE-8000
‘1? Change Qutput Settings ‘ Local Date 14-May-18
L ITi %35 Eastern Daylight Ti
View Daemon Cutput ‘ acal fime astermn FayHEnt fime
Local Time Zone AmericafNew_York (-5/-4)
View Zystem Log ‘ Operating System qnx-jace-nd-titan-am335x-hs (4.5.74.6)
r- Configure Runtime Profiles ‘ Niagara Runtime nre-core-gqnx-armle-v7 (4.5.74.4)
- - Architecture armle-w7
‘ s ‘ Enabled Runtime Profiles ri,uxwb
{} Backup Java Virtual Machine oracle-jre-compact3-gnx-arm (Oracle Corporation 1.8.0.141.4.0]
6 [!l]mmlsmumD Niagara Stations Enabled enabled
Number of CPUs 1
1—" Reboot Current CPU Usage A%
Overall CPU Usage 7%
Filesystem Total Free Files Max Files
3,492,848 KB 3,294 370 KB 374 108152
/mntfaram0d 383215KB 393017 KB 0 0
Smntfram 3,192 KB 3131 KB o ]
Physical RAM Total Free
1,048,575 KB 78,984 KB
3RCN  #JGAI RC#MKKGQQGML@IFRRML

-?P AF
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3RCN
3RCN

3RCN

AFC#MKKGQQGMLGGE BPMNCLQ

\ Commissioning

This wizard combines steps for configuring a host to run stations. Please check below foreach type of configuration
change you wish to make:

Request orinstall software licenses

[#] setenabled runtime profiles

[#] Install a station from the local computer

[ Install lexicons to support additional languages
nstalliupgrade modules

[# Install/upgrade core software from distribution files
[ syncwith my local system date and time

[#] configure TCP/IP network settings

[] configure system passphrase

[#] configure additional platform daemon users

ClearAll | Checkal

Back

Finish X cancel

4FGQ UGB TQ GLRCLBCB DBKMRT AMIMREEP MLIW 4FGQ @SRRML GQ LMR ?T?GJ?@JC UFCL AMLLC/
RM ?LW GLBMUQ NJ?RDMPK &MP AMKKGQQGMLGELEBTRMGIONMNPG?RC GITERAL ?LB
QR?PRSN ESGBC DMP WEASEIRP ARNLIP

NOTE: )D RC7 MPI@CLA$)03 NRINCPRBhow FIPS Options ~ GQ QCRrB& ACPR?GL &)03 GINRQ
@CAMKC TGQG@IEGUR BN QCICAREE BP?KCUMPI CLA®ID &)03 QRER N?QQUEP
FCOSGRCLRQ

&MIMU RC UGXBPAGAIGLEVR SLR5J WMS AMLEEEPMNBRMLQ
IDRCPGYGCUGLH AF?LECQ GAKGLGQF

#MKKGQQGMLGLE @CEGLQ

CAUTION: $M LMR GLRCPPBBIRRKKGQQGMLALEWNFYQ )D WMS GLRCPPSNR WMS K?W LMR @C ?@JC
FCQRKIFRC QRERIL

IDRCPAE AMKKGQQGMLGUAMNPQ GQ AMKNFERAMRRBCP @MMRQ

7FCL NPMKNRCB &AHIMQC
4FC UGXBRGLQRQIFC QMDRIC?A.B E@MMREZRMLRBCP

#MLDGESPGLE 4#0 )0 GCRQ

4FC 4#0 )0 #MLeESP?BML QRCN ?QQGELQ 2L IRBRMARAMLRBCRIFC 440 )0 M@HCAR BL.RT #MLR?GLCP
6GCLPIMUQ WMS RVGCU ?LB PESQRENJI?RDMBKFO0 )0 QCRREQ

Prerequisites:
9MS ?B PSLLGLER#MKKGQQGMLGEXBMP SNBZRERC 4#0 )0 NAMNCRITQ ?DRCP AMKKGQQGMLGLE

-?P AF
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3RCN IR R-C 4#0 )0 #MLeESP?8ML QRCRNCR#0 )0 #MLeESP?BMIGCU MNCLQ

=

TCP/IP Configuration

st socaine B

Hosts File ¥

DNS Domain

4 IPv4 Settings

172.31.66.17
55255 252.0

3RCN 2CTGCUR)LRCPD?AQCRREQ MER)OT 3CRBLEQ?@ UFGAF GLAJSBEBKNMP?PW D?ARMPW
QFGNNCB )0 ?BERQ

3RCN  IQQGELAR AMLRBCP ? SLGOSC LCRUMPI )OT CBBP

-?P AF
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3RCN

3RCN

3RCN

3RCN

-?P AF

.M MRFCP BCTGAC MG®& LCRUMPI QFMSJEFEQUIRKC )0 ?BBPQ )LAJSEFCRNNMNPG?RC QS@LCR
K?Ql SQCB @\WARLCRUMPI

)D WMS@RL?@ELE KMPR?L MLC ,I. NMPR ?NNGA?@JCRM,!. . ?LB7 G&GFR)0

?BBEQQ DMP C?AF KSQR @C AR MESRIDOELR QS@LCRECRBEGQECRIMPRQIGIR DSIGNR

AMREARW &MP CV?KNJCFUIGRVNGA?J #32QQ # QS@LCR K?QI MD QBIHR)LRCPD?AC
2LB )LRCPD?AC 2P C GLT@B ?Q @GMBBEQQCQXFIL RC Q?KC

QS@LCR

1J RCPL@R CIW FREDLRRUMPI QSNNMPRQ ${#dS A?L CL?@JC GRDMCP Enabled )L FFGQ A?QC

FEC )0 IBBPCQQ ?LB 3S@LCR -?QMNCRICQ @ CAMRREPMLIW

)L ECLCP?J DMP QRR@GIRRI ?BERQGLE GAMKKCLBCB MTCP $(#0D $(#0 GQ NEDCEB
2L )0 IBBPCQQ 2CQCRIMR QFMSJB @C CBRUMIFR AMLRRCP GER$(#0 3CPTCP4FC
AMLRRICP )0 ?BBRQ QFMSJB LMR AF?LEC

CAUTION: $M LMR CL?@JC $(#0 SLICQQ WBIBCPR?GRRRC LCRUMPI F?Q $(#0 QCPTCPQ
/RFCPUGQECRAMLRBCP K?W @ CAMKCCRAF?@JC MTEE ECRUMPI

)D RC*#% NJ?RDMPK GQ RM @C SQCBEMIBPAMLLCAR RUACPNPGQC LCRUMPI BM LMR
CL?@JC $(#0 FCE 4FC 7 G&G ?B?NRCP GCIR -MBAI®OSGRP) SQC MECRMLRBCR] $(#0
DC?RSP&MP KMPGLDMPIGNR GDCP RECRACE-8000 Wi Guide

2CTGCULB GD LCCBCB MBQRRMIR 4#0 )0 QCRREQ UFGAF GL SQBCPNID GKNMPR?LAC GLAJSBC

IPv4 Gateway BCel.CQRT )0 ?BBEQQ DMIEBCTGAEIR DMPWBIPN?AICRQ RIMGAR.CRUMPIQ
MP QS@LCRQ
AFC*I#% MLIW QSNNMPRQ MLC E?RCUPRBDNRCEQ 4FGQ GLABSBE®B R 7 G&G
IB?NRCP GLBTLR KMBC

* DNS Domain Name NRTGBCEMR.?KC MDA LCRUMPI BMK?GL GIPLMR ?BR2@JC JC?TC GR
@J7Ll
DNSv4 Servers CLRCPB®R)0T ?BBREQQ MD MLC MRIKSMPQCPTCPQ @Al RC ?BB @SRRML

&
RM MNCIER NRINCPRW

* Hostname BCD?&D K?W@C RM "EMQR _ MP WMS K?W CLRERPLINRC RM SQC HE)RMQR
)D WMS CLRGR&name RWNGAMEIT L?KC GQ SLGOSC BMBNK?GL

)L QMKC GLQRBRMLQ AF?LEGIdStname K?W EQRGL SLGLRCLBCB GKN?ARQIMIRRIMPI
BCNCLBLE ML FMUFR $(#0 MP $.3 QCPTCPQ @PAMLeESIB )D GL BMS@R JB6Sitame ?R
GRQ BCIR?QCRBRE

Hosts File MNCLQ ? 4#0 )0 FMQRQ eJGARNBC CE5R NINCPRW 4FC DMPK?REGWEIR GQ ?
QR?LBBA#0 )0 FMQRQ eJC UBRCP?AFGLC ?QQMAG?RCGASIPR )0 ?BER) USRILMUL
FMQR L?KC %?AF CLRPW QFMSJB @C GILGBSZREBI 0J?AER)0 ?BBERQQ CERePQR AMJSKL
DMMUCB @WIRAMERNMLBLE FMQR L?KC 4FC )0 788R ?LBR FMQR L?KC QFMSJB @C
QCN?P?RCB @W ?R JC?QR MLC QN?AC

4FC5LBM #F?LECQ@ SRRMLPCRQQICBREQ PJLRCPD?ACQ @?ARMHGEGLZTIQRCN T?JSCQ

4M ?BB ? GLC &AI ?RAR CLB MIOFR J?QRLIC ?LB NRQQLRCR-CL RWNC GCREOSGB B?R? MLFR
LCU &LC

4M ERSPL RM QQCH20 )0 QCRRLEQ UFCL WMES BRILC &AIRC AMLRB
4FGQ AMBNQCBRCESR NINCPRW

IM AMLRLSC &AI RC.CVR @SRRML



0J?RDMPK IBKGLG@RM?RIL ? AMMREP .G?E?P? 0J?RDMPK 'SGBC

1Y% 2LB *1#% AMLRRICPQ F?TC RUMG@PRCR NMPRQ ORGFCPD?AGQ ?T?GJ?@JC DMP
AMLeESPGLIERQCAMLB?PW ,!. %RCPLCR NMPR "W BBDRSH NMPREPBICRRGQ GR GQ
UGRMSR ? BCDRZBBEQQ )RQ GLRCLBCB SQ?EGGQ@DMRALB?PW ,!. NMPR ?QNIN
* YOMJERE ? BPGTITRICPLCR REFPDRK FEC NPGK?PW ,I. GLRCPD?AC MP
#PC?RLE ? NPGT?RC LCRUMPI @W B?GQW ARFRIG)EBCIGAOQIR AMLRRCPQ
QCAMLB?PW ,!. NMPR
4FGQ QACL?RIENMEP R?’R WMS AMLeERC ,!. NMPR ?Q ? $(#0 QCPTCP ?LB QCR FCR
IAACQQ OMGLRE&G KMBC
)L QMKC A?QCQ ,I. K?W @C QCR SNAUGFR?LBBPeVCB )0 ?BBEQQFRR GQ SQCB MLIW @W ?

AMKN?LW)] QCPTGAC RCAFLGAG?L UFCL ML QIBREX) 2ABQCQOFM AL UGRVISR
BGQAMLLGAE GRIBFFC ASQRMKGQRICRUMPI MP RNESR AMLLGARRC RCAFLGAGRACPTGAC

0# RM RC ASQRMKGQRICRUMPI UFGAF KGEFR EM ?E?GLQR JMA?J )4 GBGSRGRW NMJ
)L 2LW A?QC MLJW MLC .. NMPR A?L @C ? $(#0 QP WIRSCEL?@ELE ,!. WMS KSQR
QNCAGDW PCMR.CRUMPI QR0 ?BERQ ?LER ?NNFNPG?RC QS@LCR F2RIGD ?
BADOELR QS@LCR K?QI DMP C?AF CL?@JCB ,!. NMPRCOGBBP

4FC*#% BMCQ LMRWFGBC )BRLE MP ? @PGBEGLE BMCPRRILEBDCPLR )LRCPD?ACQ
1. NMPRQ MP 7G&G

3RCN /LAC RFC AMLRBCP GQ AMKKGQQGMLCB WMBCAATIDQIRVINCRFCQ @W CVIGHUBI?RDMPK
?LB BMS@JGGRIGLE 4#0 )0 #MLeESRZRL
4FC4#0 )0 #MLeESP?BMIGCU MNCLQ

TCP/IP Configuration =

172.31.66.15 (JACE_815)  : Platform Ve

- MNav TCP/IP Configuration

E ) O ® My Networl Host Name J8-Unit-15

Hosts File ¥
@ License Manager

O Platform Administration
e Station Copier
'B TCP/IP Configuration

Use IPvE [ ves
DNS Domain

IPv4 Gateway 172.31.¢64.1

@ Remote File System DNSv4 Servers G)
@ Station (test)
Q Test

@ 172.31.66.15 (JACE_815) DNSVE Servers  (3)

& Platform N Interfacel ¥
nterraces
& station [JACE_815) Interface2 ¥

c Refresh D Save

IPv6 Gateway

SNEP?B5LE ? AMURICP

IMS SQGR#MKKGQQGMLGIEXERM SNEP?BERQMDREZBL ? AMINREERIFGQ KC?LQ EGIR?L SNB?RC
SNEP?BC MR MLC QMDRO®®SGJIB R ECVR TCPQGMEMNMOFSGIB MPIHISMEPC?QC SNEP?BA@ORLC

@SGJB RM AQGRRDSGJIB

Prerequisites:
9MS F?TC SNEP?BCB WASHZPTGQAHFS NSAF?QCB TGACLQC SNEP?BC GNNFPERML DMIER SNEP?BRID?E

UMPIGLE GLMPI@CLAF
3RCN  -?IC ? AMLLCARGML RMEGRAMLRBCP
3RCN  4M J?SLAF PGEFRAMMILARROJ?RDMPRIIBC ?LB AAEMKKGQQGMLGIGEXP

-?P AF
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AFC#MKKGQQGMLBGEEU MNCLQ

4% Commissioning for "172.31.66.17 (newSuper2)" ot

\ Commissioning

Thizwizard combines steps for configuring a host to run stations. Please check below foreach type of configuration
change you wish to make;

Reguest orinstall software licenses
[] setenabled runtime profiles

[ In=tall a station from the local computer

[ Install lexicons to support additional languages
netalliupgrade modules

[#] Installiupgrade core software from distribution files

[ synmcwith my local system date and time

[CJiconfigure TCP/IP network settings

[ configure zystem passphrase

[ configure additional platform daemon users

Clear All | CheckAll

Back P HNext | Finizh ¥ cancel

3RCN  3GLAGRQ GQ ? AMIGP SNEP?BC BC BGXBI) MNCLGLE QG3UARD QRCNQ BCQCJICAR KMQR GRCKQ
FE?R UCP NETGMSQJW PSECRNWRLRBCR) GLGR AMKKGQQGMLGLE DMP CV?KNJC RM QCR CL?@JCB
PSLEBKC N#eJCQ QCR B?RC GKERAMLeESRH#0 )0 QCRRLEQ ?LB QM ML

Request or install software licenses BCD?RD RM @CGLE QCJCARCB

" )D RC GLQBZBML MD ? @GMERFOSGR AMKKGQQGMEGLAMR RBCRQCJCAmtall station
from the local computer

Install/upgrade modules BCD?&D RM @CGLE QCJCARCB
Install/upgrade core software from distribution files KSQR @C QCJCARCB

3RCN  4M AMIR.SC GALCVR
4FC UGXBP?SRMKRAW eLBQ ?LB QCICARMBRBGQRP&MER LCCBCB HZARILRBCRIFCL GL

REC NE QCJCARIG&all/lUpgrade modules QRCNFR UGXBMPRTGBCRMRVINEML RM ?JQM SNEP?BC
?J MSR MD B?RC QMDRMBSJCQ

3RCN IR RFClInstall/lUpgrade modules QRCN QCJICGARMRNEML RM SNEP?BA/ER MD B?RC QMDRU?P
KMBSJCQ

IeL?J QSKK?PW QRCNNMUQ WMS RVIGCUFR SNEP?BC @GDRE UGXBRCVCASRCQ ?LB NCPDMPKQ
GRQ MN@GWR)Q &MP BSPBCR?GORDCP RMCBACE Niagara 4 Install and Startup Guide

2C@QMMRE ? AMUIRFCP QRZRL

)L.G?E?P? FC@MMR GQ ?T?GJ?@JC MKIROMBIRDMPKQ 2C@MMR GQ ?JU?WQ SL?T?GJ?@JC UFCL AMLLCARC
?LW 7GLBMUQ NJ?RDMPAKCEGRA?J RMRC

Prerequisites:
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0J?RDMPK IBKGLG@RM?RIL ? AMMREP .G?E?P? 0J?RDMPK 'SGBC

9MS ?E UMPIGLE GIMPI@CLAFR.B ?FC AMLLCARCB RIZRNPRC AMMIEZRIFC AMLRBICRE] QRGRIL GQ AMLEBSP
DMP ?SR&IHR?PR

3RCN  %VN?LBFRC0J?RDMRIKIBC GIFR .?T REC MP BMS@JeARI?RDMPK
4FC AMLRCLRQMD. R #MLR?GLCR&EU MNCLQ BC RBC MP GEQRRK?GL TGCU

3RCN $MS@JCBAIRC a 0J?RDMPK BKGLG@RR?R
4FC0J?RDMPK |BKGLG@RHIZRCU MNCLQ

3RCN  #JGAIRC2C@MM&SRRML
I KCQQ?EC AMLePKER?ABML

45 System Reboot >

A Do you wish to reboot the system?

Areqguest has been sent to stop all running applications. Please wait until
the applications have finished shutting down. This may take several minutes.

V77T ITTITIIIIIIITIIII7777
Abort

%% 172.31.66.17 Rebooting X

The remote computerat 172.31.66.17 is now rebooting.

4FC B?CKML BRNQ WMBRPI@CLAR?RDMPK AMLGBAR?LB ?RRCKNRQ RM QRMN ?LW PSLLGLE
QRTML @COMRQSGEE R@MMR CRMMRBER?PRQ R.8 /3 *?T? 6- NJ?RDMPK B?CKML
?LB eL?JW FC QRERIL

3RCN  #MLLCAR RMGRE@MMRCB GRRR
$CNCLBSLE MLAE NJ?RDMPK RWNC GR K?WIRQCDEP?J QCAMLBQ RM ? AMSNJC MD KGCSRCQ @CDM
WMS A?L AMLLCARFRMDRERIL ?E?GL

-?P AF
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Chapter 9. Softwar e Manager

4FC3MDRUGR?L?ECP ICCNQ RP?AI MIZRKMBSJCQ GICR# ?LB ML RC EKMRC NJ?RDMPK )RER?RGD
GLORBIE SLGLQBRE ?LBETGCUGLH @VMDROHMBSICQ GLITREL TRMRC NJ?RDMPK 4FGQ GEDMPH@RISR
REC3MDRUGR?L?ECP GQ QSKK?PGXCERIP?QQGQR GIZVIESBR D?KE3P USRETGMIMPI@CLAF
TCPQGMLQ

4FC QMDRIERMBSJC eJCQ F?TC QCN?P?REEKEMNIRICQ

4FC3MDRUGR?L?ECP QFMUQ MLIW QMORWESJICQ TCPQSGRQEP@JIC N?PRQ GELESBQR eJCQ CRA
4FC QR?LBBRCVGAMLQ BBQRPG@SRGEE3P? @SGJBQ ?Q KMBSJCQ L?KCB @W@BMLTERR

niagaralexiconLc-rt.jar UFCELc GQ ? RUM AF?P?ARCP J?LES?EC AMBC &MEBCRRMR P
Niagara Lexicon Guide
-MBSJC QR?RSQCQWIDf Date ?LB Not Installed A?L GLAJSBRequires Commissioning) 9IMS

A?LLMR GLQR¥SAF KMBSJCQRMSR ePQR AMKKGQQGMLGLE ISNER78/LRBCFSQGLER
#MKKGQQGMLGIEXEP

)L QMKC A?QCQ WMS A?L BRQRIKMBSIC MP KMBSJCEMERRRD MIBRE FC AMLRBCRJGRGRQ QRZR
ICNR PSLLGLE 4FGQ BMCQ LMR ?NNJW G EAASLE MP BMULERR2EE 7L CVGRR KMBSJC MER
AMLRRICP

)D LCCBCB WMS A?L GLRRZIECR;?E?P? TCPQGML MD ? KMBSJC TCPQSQ GRIGBJ?RUQR
TCPQGMLIWFGBCER C?RICP TCPQGML GQ GMRAIEER AT QMDRUB?R?@7?QC

6GCUGLE® 0#]Q QMDRUB?R?@?QC

4FC QMDRICB?R?@?QC DNWPI@CLAEQ JMA?RCB SLBCBSNCPTGQMPBWIQ (MKGwW QS@BPARMPW )D

7 MPI@CLABF?Q GLQRZB SQGLETRIse as an installation tool MNBML FREQEBPARMPW AMLR?GLQ QCTCP?J
QS@BPARMPGCQ DMP TZBQGREBEMBERBQR eJCOQRUIZRF QS@BARMPW L?KCB @W GRQGMIFRLEAL
LSK@CHFGJC WMS A?L QCC WiMSB@BPARMPW QRRSERSPE GLBMUQ %VNERAPGQ NRACBSPTGCUB®R
B?R?@?QMBRJGRG7 MPI@CLAF

Prerequisites:
9MS 7?2 UMPIGLE GIMPI@CLAFRB ?RC AMLLCARCB RM WMSP 3SNCPTGQMP 0# BRMUMPQRVYIBSICQ RM GLQR?J
R ?2T?GJ?@JC ML G

3RCN )L FEC.?T REEC CVN?LBW &GJC 3WQRCBWQ (MKC?LB BMS@JCERIQU

-?P AF
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4FC$GERARMPW BIQRWMSP QWQRCK FMKC MNCLQ

My Host: IEETDTGODRFDZ.global.ds.honeywell.com (Station_practice) My File System . SysHome D= /  DirectoryList =
- Nav s 15 files
L:@ 9] @ My Network Name Type Size Modified i

_ Q o103 Directory 12-Oct-18 1:58 PM IST
& My Host: IE67DTGODRFD2.global.ds.honeywell.com (Statio
1.0.20 Direct 12-Oct-18 1:58 PM IST
Q My File System D S
M sysHome Q) 18016110  Directory 12-Oct-18 11:20 AM ST
O bin © 1801810  Directory 12-Oct-18 11:20 AM IST
Q dleanbist © 180181123 Directory 12-Oct-18 11:20 AM ST
O conversion Q213 Directory 12-Oct-18 1:58 PM IST
O sefautis Q2132 Directory 12-Oct-18 1:58 PM IST
D docs .
o Q20181010  Directory 12-Oct-18 11:20 AM IST
etc
) O 1867 Directory 12-0ct-18 L:58 PM IST
D javadaoc
O Q2018829 Directory 12-Oct-18 11:20 AM IST
O lexicon O 4022163  Directory 12-0ct-18 L:58 PM IST
Qb Q45914 Directory 12-0ct-18 1:58 PM I5T
Q modules Q4710814 Directory 12-0ct-18 L:58 PM IST
O security QO 47108.141  Directory 12-0ct-18 11:30 AM IST
O Qa2 Directory 12-0ct-18 L:58 PM IST
QO 1o0a03
Q Lo
QO 1s0.16110
Q 1801810

4FC QATCL A?NRSIEQ ?L CV?KNJIC MDTCPQGML LSK@CP L?KCQURIQB@BEARMWISP L?KCQ
UGDT?PW

NOTE: 4M CLQEPNRINCP MNCBRR. BM LMR K?LBRJAPRC MEF?KC RCQC QS@BARMPGCQ
JLOQRC?B SQECRMDRUGR?L?ECP RM ?SRMKBR3W ?BKGLGQRGR B?R?@7?QC

)LEC.G?E?P? GLQR?BML QFMUL ?@MTC RC QMDREMB?R?@?QC F?Q QCTCP?J

TCPQGMLCB @&ARMPGCQ 2010@1)

: FCfCARGFR TCPQGML MM eJCQ BEIFPRAIC *?T? AMKN?AR *2% DMP ANILERQ
RUM eJCQ MLC DMP O04ATR)QMP AMIGPQ ?LB MLC DRP'R NP MACQQN#% MP
#1549/
1.8.0.31.0 RCfCARGFR TCPQGML NHDMeJCQ BOIFPRAIC *?T? 3R?LBEP%BESBML *2% DMP
7 GLBMUQ NJ?RDMPKQ RUM eJCQ MLC DNERBNRER?LB MLC DMP  @@BWMUQ CGEP
TCPQGMLQAAB?P?

* 4.0.11.0 RCfCARGR ASFRRG?E?PTCIC?QC @W @SGJB LEKEMER?GLQ LIKSD
.G?E?PLFC AMLeE ?LB ARIPBGQR eJCQ GICERRNE’ MPI@CLAGLQR?BML MSRIL

4.0.25.0 FCfCARQFR TCPQGML MQmelJCQ BEIR.EMNCP?RELE QWQRCK DMRVNIGERP FGR
DMSPADCPLR BQR eJCQ

" 5.01 GLBA?ROECRCPQGML MD ? DMRMPNVN®IPI@CLAFCIN KMBSJCQ

inbox NRMTGBCQ ? KC?LQ DMP WMS RM AMNW 2@ACH.ITRE0A.B F?TC IRC3MDRURP
-2L?ECP ?SRMK2BAZW APRC ? MNCP TCPQGMLCBIE3@BPW DMP GRA® AMPRR
QS@BEARMPWCZBW CVGQRTBRDRUCR?L?ECP AMNGCRORGL@MYV eJGFQRR

3RCN  4M TGCU DMJBCP BCR7BIGGHF?BJQ DMP @I GBB?J KMBSJC BMSGAIGRB.DMIBCP MP KMBSJC
L?KC GLIRC .?T REC
I $GQRPGEVERECWIDRC DMJIBCP MP KMBSJC MNCLQ

-?P AF
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3CRBLE SN QMDRIC?B?R?@7?QC BC B#

7FGJC QMDRURRIBSICQCBQSIW N?PR MBZE?PTGLQR?BML XGN eJC WMSGRBGTC 2BBML?J KMBSJICQ
QCN?P?RCJIW

Prerequisites:
9MS ?B UMPIGLE GIMPI@CLARB ?’C AMLLCARCB RM WMSP 3SNCPTGQMP 0# BRIUMPORVIBSICQ RM
GKNMPRZ?PT?GJ?@JC GLFERRVAGRL MIFR O#

7FCL PCACGTGLE SNB?RCB MP LCU KMBSJC H?P eJCQ WMS F?TCRUMADFQCAMNRBLE RM WMSP
7 MPI@CLAR

* 9MS K?W AMNRCRKMBSJCQEBARN GLRM WikiSBules DMJIBGFEGQ K?ICEFR KMBSJC Q ?T?GJ?@JC RM
WMSP MPI@CLAELTGR.KCLR ?LB 2JQM ?T?GJ?@JC R\GGMEFBKMRC NJ?RDMPKQ UFCIGRQBCP
PSLQ GR AMNGIKMBSIC Q GLRM WMSP QMDRRI@PQC K?IGIFER ?T?GJ?@JC DKMRIRC NJ?RDMPK
GLQR?BML 4FGQRIRRVNGA?J AFMGAC

9MS K?W SNB?REGRQMDREB?R?@?QC @W AMNWGMESICQ MBBR eJCQ GLRM WMSP ARIKNSRCP]

inbox DMJBQP FEGQ A?QC WMZPI@CLAELTGRKCLR BMCQ LMR SKOKRIBSIC FRKQCITCQ @SR

K?ICQ FFCK ?T?GJ?@JCRELRMDREB?R?@?QC DMP FEREM2ECIRMRC NJ?RDMPKQ 4FGQ UMBAB @C R
AFMGAC UBORMS U?LR RM ICCN SQGLE ? LCUCP MP MJBCP FCHQEIGTEB RMBSJC Q GL WMSP

7 MPI@CLAELTGR.KCLR ! QACL?PGI@RReRQ RCBQ GD VEMSETCB MJBCP TCPQGMLQ MD KMBSJCQ NCPF?NQ
LCCBCB RMORKIPL MIBCP @?AISIB@R eJC GL ? ACRRMRENJI?RDMPK

#MNWGLERKMBSJICQ RRCRAMKNSRQREswW/inbox GQ COSGT?JCLR RMBD)&ENMRR SRRML SCIMDRUCP
-?L?ECP UFGAFRGQ NIACBSPBMASKCLRQ

3RCN  %VN?LBFRC0J?RDMRIIBC GIFR .?T REEC MP BMS @ J&A8RJ?RDMPK
4FC AMLRCLRQMD. R #MLR?GLCR&U MNCLQ BC RPC MP GEQRK?GL TGCU
3RCN  $MS@JCBABMDRUGR?L?ECP
4FC3MDRUCR?L?ECPTGCU MNCLQ
- Nav ? Current free space 3,245,179KE  To be installed 0 KB Estimated free space after install 3,245,172 KB
' My Network File Installed Version Avail. Version i
K o
_ - wiresheet-ux Tridium 4,7.108.20.98  Tridium 4.7.110.2.10 Outof Date
o (South_Store)
wiresheet-wb Tridium 4.7.109.14 Tridium 4.7.110.2.10 Outof Date
& Platform
@ApplicationDirector workbench-wh Tridium 4.7.108.14 Tridium 4.7.110.2.10  Qutof Date
OCErtificatEManagement baja Tridium 4.7.109.14 Tridium 4.7.110.2.10 Outof Date (Reguires Commissioning)
@DistribLtion File Installer platBacnet-rt Tridium 4.7.108.0 Tridium 4,7.110,2.10 Outof Date (Requires Co
© File Transfer Client platCrypto-rt Tridium4.7.108.14  Tridium 4.7.110.2.10 Out of Date (Requires Commissioning)
O Ledicon installer platform-rt Tridium4.7.108.14  Tridium 4.7.110.2.10  Out of Date (Requires Commissioning)
@LicenseManager . L - . .
platSerial-rt Tridium 4.7.109.14 Tridium 4.7.110.2.10 Outof Date (Requires Co
o Platform Administration
platserialQnu-rt Tridium 4.7.109.14 Tridium 4.7.110.2.10 Outof Date (Requires Commissioning)
o Software Manager
] : lonContcontrol-rt Tridium 4.7.110.2.10 NotInstalled
e Station Copier
eTCP_-"IP Configuration lonControlsolutions-rt Tridium 4,7.110.2.10  NotInstalled
Z WiFi Configuration lonControlTechnigues-rt Tridium 4.7.110.2.10 NotInstalled
eRemotEFilES,:ster‘ﬂ lonEnergyControlSystems-rt - Tridium 4,7.110.2.10  NotInstalled
& station (South_store) lonPentacontrol-rt Tridium 4.7.110.210 NotInstalled
admin lonSmartcontrols-rt Tridium 4.7.110.2.10  NotInstalled
Upgrade All Out of Date| Import~| Install Uninstall Reset| Commit
3RCN  %VN?LBRFC BRIN BMULGQR NHZ JKNMPRSRRML

-?P AF
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3RCN

4FC GQRMPGBCRRRC MNBRMLQ

smartlableHx-wb Indium 4, £,108.14  Indiom 44,108,144 Upto Date
tagdictionany-rt Tridium 4.7.109.14 Tridium 4.7.102.14 Upto Date
tagdictionary-wh Tridium 4.7.108.14 Tridium 4.7.102.14 Upto Date

template-rt Tridium 4.7.109.14 Tridium 4.7.102.14 Upto Date

Upgrade All Out of Date Re-lnstalq Uninstﬂlq Reset] Commit

Import software from files

Import software from directory

Import software from remote host

)KNMPR QMDRUIRK eJCQINCLQAR QR?LBBRGJIC #FMMQ@EK UFGAF WMS A?L L?TGE?RC RM
AFC KMBSJC JMGMR ?LB QCIJCAR MLC MPOMWPRIC?EICQ DMP GKNMPR

JKNMPR QMDRIIIIRK BGPARMPYC QR?LBBBGEARMPW #FMMIBERJFGAF RM L?TGE?RC RM ?7LB
QCJICAR GBARMPW DMP GLAJSQGML MD ?LW AMLR?&IER QMPRY?RNIJC WMS KGEHFRRBM R
DMP ?L CE&P GLQEBOMDROU®@PSGIB QGCARKRQDMIBCP MP ? SMPRCEMD

)KNMPR QMDRUIIRK FCKMRC FMEIRCLOAR QR?LBBFKNMPR MR 0J?RDMRIGLBMU GL UFGAF
WMS A?L L?TGE?RGRNINRAGRIL ?LB QCICAR MLC MPMWPRIE2EICQ DMP GKNMPR

3CJCAR MLC MO RNEBMLQ
5NML GKNMPRGBMDRUCR?L?ECP @SGJBQ CIRBGIFZE RMDRE?2BQR OMNSN UGLBMUQ MNCL

UFGJC QMDRUZRQ CRACGLE AMNGCB DREIP?PRV KMBSJCGQR 2@ LCUCFCPQGMLCB WARR
BGB LMRGFGMSQJW CVC@ENRRCLRCB GCRMDRER?@JC

)D GKNMPRCB KMBSJICQ?REICP TCPQGHCY R?JQM ?T?GJ?@JC DMPREUQR?J

7FCL WMS ?BB @DOELR TCPQGMLCB GR2@R2&JCEL RSK@CP MAEELR QS@BARMPGCQ SLBCP
WMSBUBGEARMPW G2AE "W BCDRSBC3MDRURR?L?ECP BGQNJ?WQ MIOWNRQROACLR
TCPQGML MD ?LW KMBSIC! 7I?8J GPQGML

/JBCP QMDREAICQ KMBSICGERQC?PQM SQCDSJ GL WMSFOB2RR@ZRC UFCIORMPGLE ?
@?AISN BQR DFE RMLREBCFGOAR @?AISN U?Q K?BC SQGLECTIEMSQ QMIRB2E?QCMS
SQCC NJ?RDM$BQRPGENVER.GJIC )LIGHRNI EQRIZP @?AISN

JLORIILE KMBSJCQ GCRMRC NJ?RDMPK
9MS K?W SNEP?BC MP BMULEPRPBQRIDRE?BL ?GKMRC AMINRIEP

Prerequisites:
9MS ?B UMPIGLE GIMPI@CLARB ?’C AMLLCARCB RIZRNPRC NJ?RDMPK 4FC KMBSJCQ RMERORBI?@JC ML
REFC 0# 'DRCP GLQRPEFRC KMBSJCQ WMS @I MKNRCB R @MMRARAMLRBCPLW AMLRPICB COSGNKCLR

FF?R KGEFR @C ?BTCPQIEINRYIB @¢® RMLRBCE] QRGRIL QRMNNGLE PCB RMQR@MIGRE DK QMDRWI?P
AF?LECQ GQ NSR GL ? KMASARVINRIEB QR?RC

3RCN

3RCN

%VN?LBFRC0J?RDMRIKIBC GIFR .?T REC MP BMS@ JEARI?RDMPK
4FC AMLRCLRQMD. R #MLR?GLCR&U MNCLQ BC RBC MP GEQRK?GL TGCU

$MS@JICBABMDRUGR?L?ECP

-?P AF
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)D RGQ GRERPQRERC WMS F?TC ?AACURICGBMRRUCR?L?ECP GR AMNGCQ KMB3JK @/BISRVQ
(MKC !/modules DMJBCP GLRM ? @SGJB L?KCB QS@DMJBCP GC BNRSRQNBRU?PMP
CV?KNJI@sw/4.13.11.0

f .

@ Copying module "workbench-wb"

VIS SISV ISV ISV

#MNWGLE 2JQM MAASPQ UFCL WMS GKNMRRLEMIRUSP JMA?J GNBDRRI@PQC 4FCL CTCPW
RGKC WMS ?AAGI3RDRUCR?L?ECP GRISGJIFQ RMBSICGQRCIEABLERC J?RCARBQGML
MD WMSP ?T?GJ?@JC KMBSJOXKNMOIICD ASPRW GLQIRBIGIER MNCLCB NJ?RDMPK

(jace) . Platfarm / Software Manager -

- Nav 7 Current free space 3,287,442KE  To be installed 0 KE Estimated free space after install 3,287 442 KB

E@ G @ My Network File Installed Version Avail. Version
invalidSig-rt - g Acme 1.0 NotInstalled
@ My Host: hor (supen
o caSigned-rt Acme 1.0 Acme 1.0 Up to Date
Q (jace)
& Platform selfSigned-rt Acme 1.0 Acme 1.0 Upta Date
# Station (jace) selfsignedTimestamped-rt Acme 1.0 Acme 1.0 Up to Date
unsigned-rt Acme 1.0 Acme 1.0 Up to Date
casSignedTimestamped-rt ®) Acme 10 ) Acmel0 Up to Date
aaphp-rt - 9 Tridium 4.8.0.16 NotInstalled
aaphp-wh - Tridium 4.8.0.16 NotInstalled
aapup-rt - o Tridium 4.8.0.16 NotInstalled
aapup-wh - /] Tridium 4.8.0.16 NotInstalled
ace-rt - ®) Tridium4.8.0.16 Notinstalled
ace-wb = /] Tridium 4.8.0.16 NotInstalled

alarm-rt /] Tridium 4.8.0.16 oTndiumf\l.S.D.lE Up to Date

Upgrade All Out of Date Import~ | Install Uninstall Reset| Commit

4FC3MDRUGR?L?ECP LQRQ RC EKMRC NJ?RDIQREKSR MD B?RC KMBSJEQ RRVIR MBCRR?@JC
RFFCL BQRECRSLGLQRZB KMBSJCQ ?LB JYWHT SN RM B?RC KMBSJCQ QMPRCB GARR@CR

NOTE: 4FC3MDRUGR?L?ECP TGCU ?LBMKKGQQGMLGIEMIQ3MDRUCHLQRPIBMORCN
GLAJSBC QGEI?RBPRSQ GAMEQ RIORFIB €EPQGML ?LB2GJ?@IPRGML AMJISKLOQATEBE RC
QGEL?RSOR?RSQ MDE.QBEB ?LB ?T?GJ?@JC KMBSJCQ 'RREKRRGLDRABSICQ BGR
QGEL?RSB?PLGLEQ GUBRCB @W MU'~ GAML MNCLQ ? QGELRRBRGLE UGLBNILB

?RRCKNRLE RM GLORMBSICQ BEIGEL?RSEARPQ GGB?RCB @WREY GAML A?SQEQR
GLOQR?BML RM D?GJ &MP BCBCBRMPRIiagara Third Party Module Signing ESGBC

3RCN  4M QMPRRKMBSJGGEDR ?INFA@CR SAl ? AMISKIGRC

3RCN  4M EBSACKT LSK@CP MD KMBSJGQNBI?WCB FVRR@ JCGAJ RC e RCP GAI\? GL RC SNNCP
JCDR AMPLCFMDACU

-?P AF
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4FC%B5R &R GLBMU MNCLQ

/ Software Manager -

E Current free space 3,254 343 KE To be installed 0 KB Estimated free space after install 3,254,943 KB
File Installed Version  Awvail. Version
app-rt Tridium 4.7.108.14 Tridium 4.7.109.14  Up to Date
app-wh Tridium 4.7.108.14  Tridium 4.7.108.14  Up to Date
bai Edit Filter >
bas J Mot Installed
baj +/ Notinstalled [Requires Commissioning)
Check AlL

] Up to Date |

baj| [# Filter by status
CannotInstall Clear All Checked |

baj

: Bad Remote File
baj Mot Available Locally

<& Show rowswith names containing text
[ Filter by name
<{» Show rowswith nameswhich do not contain text

Apply | Cancel

9MS A?L SQC ECHFilter by status MFFilter by name MP ? AMK@GERR. MBARRUM
3RCN  3CICARReRCP MERNL Q ?LBGAINNIW
3RCN  4M TGCU BCR?GJQ ?@MSR ? QNCAGeA KMBSBA IRDREIGREL AT R?@JC

-?P AF
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4FC3MDRUCRCR?GUGLBMU MNCLQ

4% Software Details -

Module selfSignedTimestamped-rt

Description A self signed, timestamped module
Installed Available
Version Acme 1.0 Acme 1.0

Release Date

Status Signature Warning Signature Warning

Processed for Jace MNotProcessed Mot Processed

Installable File Details
Path C:\Niagara\Miagara-4.8.0.168"sw'\1.0\selfSignedTimestamped-rt.jar
Size 59KB

Installed Signature Details

Status Self-signed signing certificate
Certificate path validation failure

Signers
self_signed

Thissigneris using a self-signed certificate, Self-signed certificates will not be
allowed by defaultin a future version,

Thissigner's certificate path could not be validated. Modules must be signed
with awvalid trusted certificate in a future version.

Available Signature Details

Status Self-signed signing certificate
Certificate path validation failure

Signers
self_signed

Thiz signeris using a self-signed certificate. Self-signed certificates will not be
allowed by defaultin a future version.

Thissigner's certificate path could not be validated. Modules must be signed
with awalid trusted certificate in a future version.

4FGQ UGLBMU GLAJSBCQ BCR?GEQ RBBMEIFGEL?REIR?RSQ [JQMNEBCB GG RM TGCU
FFC ACRRA?RETR RC KMBSJC GQ QGELEBEMRKMPBCR?GJQ ML QGELQR3RSQUDCEP RKFCR
Niagara Third Party Module Signing ESGBC

3RCN  3CJCAR MLC MP&KMBSJCQ UFMQC QR?R8QIrG@lled

-?P AF
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3RCN

3RCN

3RCN

4FC QR?RSQ MDECJCARCB KMBSJCQ AF?LEGRIRMersion>
?E?GL FC @SRRML AF?LECEPEACJ )LQR?J

)D ? QCIJCARCB KMBSJC GQ BCNCLBCLR MLFKREERIOQMRGPBW GLQRBI MP f?EECB RM
GLOQR?JRC )LQR¥LE !BBGBRML?J SAMDRIJIBLBMU MNCLQ

)D WMS QCJIELSRKRIBSJICQ

themelucid-ux Tridium 4.7.108.14 Mot Installed

tls-rt Installing Additienal Software X
tewb Thefollowing software must also be installed to
tunnel-rt @ catisfy dependencies:

weather-wb.jar

videoDriver-rt

videoDriver-wh Cancel

Upgrade All Out of Date Import~ Install Uninstall Reset Commit

4FGQ UGLBMU CVNJFGRQBBEML?J QMDRIGP LCCBCB

IM AMIR_SC BAI+
4FC3MDRUGCR?L?ECP?EQ FC ?BESBML?J KMBSJCQ ?LB AF?LECQR?RSQ MDDCARCB
KMBSJCQ Rhdtall <version>

4M GLQR?L C?RECP TCPQGML MD ? QNCAGeA KMBSA RGEMBAIC ?LB BAI RC C?RECP
TCPQGML
4FC C?RICP TCPQGML KSQR @C ?T?GIEBNCBIEQMP GIDRUB?R?@?QC

et Indium 4.0.11.0 | Indium 4.0,11.0 |Up to Date -
flexSerial-rt - Tridium 4.0.11.0 Mot Installed
flexSerial-wh - Tridium 4.0.11.0 Mot Installed
.
fox-rt Software Details ) Tridium 4.0.11.0 Up to Date
i|foxAnalyzer4  Install Tridium 4.0.11.0 Tridium 4.0.11.0 Mot Installed
foxAnalyzer- M Tridium 4.0.11.0 Mot Installed
gx-t Uninstall 0 Tridium 4.0.11.0 Up to Date
gx-wh - Tridium 4.0,11.0 Up to Date
haystack-rt wridium 4.0,11.0 Mot Installed
help-wh Tridsgm 4.0,11.0 Mot Installed
hierarchy-rt I Tridiurs3.0.11.0 Up to Date
b= P ORI RESEt A ot TR 14 0 Ll #m Comdem b
|U_|J;|TEI'E'E1TIT‘U'HWTDEITE’|_|'IIII[!]¢* | |Re-In5L.—1| | I.Irilslﬂ| |RE-E|:| |Commit|
— —— L ———————

Tridium 4.0,11.0  |Tridium 4.0,10,2
Tridium 4.0,11.0  Tridium 4.0,11.0 Up to Date
Tridium 4.0,11.0 Mot Installed

i Tridiim= A M 44 N

fox-t
foxAnalyzer—t -

Froebim=lurmme

. flexSerial-rt -
N\ flexserial-wh -

Flomd Temmb=lla A

IDRCP 2KXMBSJCQ RM GLE#RGNJ?AC CRQCICARCBAMKKGR

-?P AF
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.G?E?P? 0J?RDMPK 'SGBC 3MDRUCR?L?ECP

7FCL WMStMKKGRMLC MIFRQC RUM®LEQ F?NNCLQ ?DRCIMBDRUCR?L?ECP AMNGCELR
KMBSJC eJCQMBAEC 3SNCPTGQMR @Y DRUB?R?@?QC RMBKMRC AMMITP

)D WMSCBNEP?BLE MP BMULER2E KMBSJCQ ? AMLe@B{PRUGLBMU MNCLQ 4FGQ UGLBMU

?BTGQCQ WIPRIRC QRERIL KSQR @C QRMNNCBCIEB/RR@MMRCB DREPGMDRE?P
MNCP@&ML AMKNJCREQ FMQR @MMRQ

)L K?LW A?QCQ GD WBALZRV GLE@REILCU KMBSJC Q KC?LGLE KMBSJCQTMEMERIW

GLQREZB RC QMDRIE?BQ GKKGCBRCJIJW GICHER?UB IRC QRERIL AMERSCQ PSLLGLERL R
NJ?RDMPK

SNEP?B5LE MSR MD B?RC KMBSJCQ

7FCLCTCP MLC MP KBAIMA?J KMBSJCQ XPUCPHRL GLIRC KMBSJCQ GL ?L MNCLCB NJ?RBEMBNMDRUCP
-?L?ECP CL?@JCQ 3NEP?BC !J /SR MD $?R@SRRML 4FAQRIBQ WMS RM f2EMP3R MD B?RC KMBSJCQ RM @C
SNEP?BCB 5iGIC MICP ?ARML @SRRMLQ QNCAGeA GRCK Q BM LMREMLGEQRJICAR

4FC NJ?RDMPK GQ AMLBEEB PSLLGLE
3RCN  /NCL ? QCASE NJ?RDMPK AMLGEARM ? RCR AMURFCP

3RCN  %VN?LBFC0J?RDMILR?GLCPREL.RT REEC ?LB BMS@JGADRC 3MDRUGR?L?ECP AMLR?GLCP
4FC3MDRUCR?L?ECP AMKN?EQ RC KMBSJCQ MEAR3SNCPTGQMP NJ?RDMARICWBMBSICQ GL
C?AF MNCL NJ?RDMPK )D ? KMBSBC BENCPTGQMP QGBC GEUCGRE ROSGT?JCIHFEML R
AMLRRICP QGBECBMDRUCR?L?ECP CL?@JCRESNEP?BC \J /SR MD $?R@SRRML

3RCN  #JGAIRC5NEP?BC |J /SR MD $?R@SRRML
4FC QR?RSQ NIMBR MD B?RC KMBSJCQ AF?LEBafpaRMto  <version > UFCRE<version > GQ

RFC J?RCQR TCPQGML ?T?GJ?@JC
2CKMTGLE KMBSJCRIPOP CKMRC NJ?RDMPK

-MBSJCQ WMEKMTC DMK ? CKMRC NJ?RDMPK K?W @C SN RM B?RC MP MSR MD BFRP QEESIRMR?L @C
BCNCLBCLR SNMECK

Prerequisites:
9MS ?2 UMPIGLE GIMPI@CLAH.B ?FC AMLLCARCB RMRNMRC NJ?RDMPK

3RCN  %VN?LBFRC0J?RDMRKIBC GIFR .?T REC MP BMS@ JEARI?RDMPK
4FC AMLRCLRQMD. R #MLR?GLCR&EU MNCLQ BC RBC MP GEQRRK?GL TGCU

3RCN  $MS@JC®BABMDRUCR?L?ECP

-?P AF



3MDRUGCR?L?ECP .G?E?P? 0J?RDMPK 'SGBC

4FC3MDRUECR?L?ECP TGCU MNCLQ

7 Current free space 3,245,172 KB To be installed 0 KB Estimated free space after install 3,245,172 KB

- Nav
o @ My Network
(South_Store)
& Platform

@Application Director
0 Certificate Management
@ pistribution File Installer
@ File Transfer Client

9 Lexicon Installer

@ License Manager

o Platform Administration

File
wiresheet-ux
wiresheet-wb
workbench-wb
baja
platBacnet-rt
platCrypto-rt
platform-rt
platSerial-rt

platSerialQnx-rt

Installed Version
Tridium 4.7.109.20.93
Tridium 4.7.109.14
Tridium 4.7.109.14
Tridium 4.7.109.14
Tridium 4.7.109.0
Tridium 4.7.109.14
Tridium 4.7.109.14
Tridium 4.7.109.14

Tridium 4.7.108.14

Avail. Version

Tridium 4.7.110.2.10
Tridium 4.7.110.2.10
Tridium 4.7.110.2.10
Tridium 4.7.110.2.10
Tridium 4.7.110.2.10
Tridium 4.7.110.2.10
Tridium 4.7.110.2.10
Tridium 4.7.110.2.10

Tridium 4.7.110.2.10

Outof Date
Out of Date
Outof Date
Outof Date (Requires Commissioning)
Outof Date (Reguires Commissioning)
Outof Date (Reguires Commissioning)
Outof Date (Reguires Commissioning)
Outof Date (Reguires Commissioning)

Outof Date (Requires Commissioning)

®

o Software Manager

lonContcontrol-rt Tridium 4.7.110.2.10 Not Installed

e Station Copier
6 TCR/IP Configuration

% WiFi Configuration

lonControlsolutions-rt Tridium 4,7.110.2.10  NotInstalled

lonControlTechnigues-rt Tridium 4.7.110.2.10 Mot Installed

Q Remote File System lonEnergyControlSystems-rt Tridium 4.7.110.2.10 NotInstalled

# Station (South_Store)

lonPentacontrol-rt Tridium 4.7.110.2.10 Not Installed

admin

lonSmartcontrols-rt Tridium 4,7.110.2.10  NotInstalled

Upgrade All Out of Date| Import~| Install Uninstall Reset| Commit

3RCN  3ARIJI BMUL ?LB QCIJCRR RMBSJC Q RM BCJCRC
-MBSJC QR?RSQ K?W @CTRGRo Date  MPOut of Date
)D MICP GLQRB KMBSJCQ?BCNCLBCLR ML MLC MRKNIBHT KMBSJCQ WMS QCJICARBMR

5LGLQR>MBSJQJGLBMU MNCLQ

Cannet Uninstall Module X

Cannot uninstall "web-rt" because the following parts
depend on it

platCrypto-wb
box-rt
bajaux-ux
app-wh
driver-wb

OK

3RCN  9MS A?L BCAGBC fEP?LMRCP SLGLQRQALJICARE ?JQM KMBSJCE@TR 7€ BCNCLBCLR

-?P AF
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Chapter 10. Station Copier

4FC3R?BML #MNGE&P MLC MD QCTCP?J NJ?RDMPMI GQUGR RM GRQRREGRNIL GL ?LGPE?P? NJ?RDMPK
FCKMRC MP JMA?J ?Q MZE?IC ? AMNW GL WMSP SQCP FMKC MD ?LW RSULGVBRETRP JIMAMS A?L
?2JQM S@R?BML #MNGOWEL?KC ?LB BCJICRC @RQ) EGR IJMAW MERMRCJIW

NOTE: 4M AMNW QRVPRQ GR GRERPAMKKCLBCB RM SECRBRZBRML #MNGCP RMIVIFFRR. AMNWGILRER
GLIRC eJC QWQRCK 5QBLBRBML #MNGCP RMMICLRIBPSQCP N?Q@IVFR NRINCPJW RP?LQAMBCH-7RB R
WMS A?L JME GERMQRERIL ?LB SQCPQ $0?@JC EC RMNGCB C@RAR

)L .G?E?P?R-CE GQ ?BBCB QSNNMPR DMP TERBNARR\E RMBSJC QGELQRSECL GLQBERLE ? QRPRLARR
FCOSGP ?BBEBML?J BCNCLBCLAGCQ RM @CBEQRHERR?BML #MNGURV KMBSJC QGELCRBEPLGLEQ DMP
RFC BCNCLBCLAGCOQRERFQNJI?WCB 8GEL?RSH ?PLGLEGLBMPLB ?LW KMBSJC QGELCRFRPQ A?SQHFCR
QRTRVL AMNW RM D?GJ &MBTIRABJIQ RNi@gara Third Party Module Signing

9MS QCCER3R?BML #MNGIFCU CTCL UFCL MNCLGLE ? JMA?J NJ?RDMREMAMIR QARSRCPTG@AWNIKNSRCP
?Q UCD?Q UFCL MNCLGLERMROG?E?PFMQR 4FC DMUGLE eESB)FMUG-E3R?EBML #MNGEIP? NJ?RDMPK
AMLLCARML RM ? ANWLIRFP

Figure 19. %V?KNJC 3R3RL #MNGCP TGCICRMR®NJ?RDMPK

Station Copier

@ Stations on thiscomputer T Stationson "172.]

fC: /Uaers/. /tridium/stations (] /home/niagara/stations

Station_practice newSuper2

TCP_IP

Copy
Copy
Rename

Delete

IQ QFMUL ?@MTEEBR?BML #MNGKIFCU GQERIGLRM RUM KE3Q?P

3R?BMLQ ML WWMSHPI@CLAF RWNGARIWMSP 5QCP (MKC JCDR
3R?BML GE®RB?CKML 5QCP (MKC MBCRMNCLCB NJ?RDMPK PGEFR

"W BCD?RJAMLRCLRQ MD WMSP 5QCP ((GLQRMIBCP GQ QFMCOLINMDRQGBC )D WMS FEMLQRRBCPQ
JMA?RCB CJQCUFABAI RC DMJBCP GAML#R2EEC $GBARMRWELBMIPLB NMGLRE3R?BML #MNGERE
4F?R AF?LECB JMGRR. GQ SCEBIREVRIXKC WMS ?AAGIZIR?BML #MNGCP

-?P AF



3R?BML #MNGCP .G?E?P? 0J?RDMPK 'SGBC

#MNWGLE ? QRYIR

3R?BML GLQRRML SQIW GLTMITCQ AMNWGLEALECYERR BIR FFC7 MPI@CLASQCP FMKC RM TERFP
AMLRRICP NJ?RDMPK 4RCAUBSPSQCER3R?BMLRPLQDCFGKX B

Prerequisites:

1JJ F?BU?KC 0# MP AMLRBPCP F?Q @CCL GICHER?UB AMLLCARCB 4FC AWIGTPF?Q @CCL AMKKGQQGMLCB ?LB
LCRUMPI AMKKSLG&RR. AMLeEIP 4FC QRGRIL WMS UGQF RM GMERIRFCL RIPI@CLAFQCP FMKC

4FGQ RMNGA GQ N?PR MD AMLeEESRGLBNFORPRERC MP SNERREE ? QRPRL MR ? NETGMSQ TCPQGML MD
G?E?P?

3RCN  /NCL ? QCASE NJ?RDMPK AMLGEARRMGRRAECR AMURFCAEC MLC ML UFGAF WMS UGQF RM GLQR?J
FEC QRERIL

3RCN  %VN?LBFC0J?RDMLR?GLCPREL.RT REEC ?LB BMS@JGAURC3WQRCK #MNGCP

Station Copier
@ Stationson thiscomputer BT Stationson
fC:/Users/B /Niagarad.7/tridium/scations O /home/niagara/stations

Station_practice newSsuper2

TCP_IP

test

testl

P Copy |

4 Copy

[] Rename |
¥ pelete |

4FC AMNGCP UMPIQ ECEBRARML

3RCN  )D RC QR@RIL GQ JMA?RCB CIQAEGATIRC DMJIBCP GAT)L DMP #2F?LEC $GEARMPRELBMPLB
NMGLRE3R?BML #MNGERE 4FC3R?BML #MNGEPCEBQ IMEGRRAT LCVRAKC WMS ?AACQQ GR

3RCN  #JGAI RM QCJCAR GNIRNR. MLC QGBC RM AMMDNVRVIFRQGBC ?LBAURC#MNWE SRRME?R
NMGLRQ R®IRRCP QGBC MDRGCU

-?P AF



.G?E?P? 0J?RDMPK 'SGBC 3R?BML #MNGCP

7FCL WMS &AI ? QRERIL I QRERIL GQ QCICARCB HIEEB ?LBR?NNMNPG?RAENWD SRRML @W
BGPARML @CAMKCQ ?T?GJ?@JC 4AFGEFERNIECD R RECR JIMAZRLQ

#JGAIGLE GL PGEFR QGBC DMPRIR ARONBPORML 5QCP (MKC RMIR MPI@CLASQCP (MKC

K?ICQ ? IMA?J AMNW MD GRIRTR?TCB RM WNWER@ CLARMKNSRCGH-GQ GQ BCQAPG@CB ?Q ?
@?AISN

NOTE: !IQ MDG?E?P?  RFC 3R7TBRMLRP?LQDCRGXEPNMKNRQ WMS RM QCJICARBIRBRSQRCR
QWQRCK N?QQNFP?QC MAFCIBTIFEP ASQRMK N?QQNFP?QC

4FC 3RBML #MNGCHBI?WQ *,8PB KMBSJC GLDMBPKIPR?LB GDIZJICBCB KMBSJCQ@Q ?P
?T?GJ?@JC J?SLAFCERREMLR?LQDCRGXHP

)D ?LW KMBSJC LCCBCBR@WRERIL F?Q ? BCNCLBCLRAR ROSGP RC AMLRBCP NJ?RDMPK RM
@C AMKKGQQGMLCB AMKKGQQGMLGLE SRNERBREMPIC MNCPGRE QWQRCKC RRERIL
GLQR?BML QRMNQ GKKEEIVB@ENI?WQ ? KCQQ?EC MBIBCERVINEML RM QRPER R
#MKKGQQGMLGIEMPGLQRC?B 4FC LCCB RM AMKKGQQGWLICRNRERCQ GOO/BUSBRIE ?
@P?LB LCU AMMREP MP SNEBRE ? AMIRICP BIR ?L MJB TCPQGML RM LCU TCPQGNEMR BBMP
PSL RC#MKKGQQGMLGIEXPP

7FCL WMS SAEMNWR-C3R?EBMLR?LQDCRGXHP?RRCKNRQ RMB?RER "/ eJC] Q N?QQNFP?QC

UGRAFC RFCR FMQR QWQRCAQQNFP?QGIMVREPRC Q?KC RC NRIACQQ AKBLBCQ BGPBR
NRMKNRSLE DMP ? N?QQNFP?RCWIFBGEDCELR RC UGXBMMMKNRQ DMNAZRJIC N?QQNFP?QC

-

Station Transfer Wizard @

> Transferring station "Titan_10"
u Enterthe passphrase

The passphrasze that's used to protect the local copy of the station is not the
zame as the remote host's system passphrasze. Please enterthe local copy's
paszsphrase,

Passphrase

Finish ¥ cancel

)D ?"/'eJC GQ NRIRCARCB H@RSLILMUL N?QQNFP?QC WMS A?IESQT/IRI@ CLARMMNI?P GAML
RM SLIMAI BIGEREKMTC RC N?QQNFP?QC K?IGHE&IC SLMRCARCB MPADMIP?LEC_HR
N?QQNFP?QC RM CLRCP ? LCU T?JSC 7FCL WMS RERNMIFBOGRVBRILQ ?LW QCETIGR?R? GL
AFC eJC TPAICTB

CAUTION: "C ?U?FC F?R SLIMAIGLE ABMBKMTC ?LB AF?LEGLE AMRF?LEC A N?QQNFP?QC
ML?"'eJCP CQRQ GERIMQQ MD QGLQBRR? GLRJIC

3RCN  &MIMU RC UGXBANRIKNRQ BAIGLEVR MP?AlI ?Q LCACQQ?PW
7FCL AMNWGLEVBF MPI@CLARM ?GKMRC NJ?RDMPK LMR/ZNCQ MD eJCQ A?L @C RIB?RHPFCPP
CV?KNJC FC AMNGCP BMCQ UMR ?J?PK ?LB FGQRMPW B?R? RM @ CRRIAGDGCBFRPSC CTCL GD
WMS AFMMEBC RINBML RBbpy every file in the station directory and its
subdirectories ILB GD WMS AFMNMEZOMRNBML RBbpy files from selected directories GR
BMCQ LMRIPIU WMS RM QCJCAR ?LW ?J?PK MP FGQRMPW DMJBRIFGURIQGB@DQBABERPR?
NCPDMPK ? @?AISNQRKIMNCPERIL GLQRCRBRRGQ @7?Al $I¢ RRARIL RMdlist  eJC K?IGLE
QSe RM GBRR BCD?RI®?AISN QGRRQ RM LMR CVAJSBC GLAJSBC ?J?PKQ ?LB FGQRMPW B?R?
)D RC QR@RIL GQ PSLLEAEUSXBRGLDMPKEPR GR UQRMN ?LBER?PRIRQRERIL

-?P AF



3R?BML #MNGCP .G?E?P? 0J?RDMPK 'SGBC

3RCN  2CTGCU2RC AF?LECQ WMS QCJCARCEBAAGQF
4FC UGXBBGQNJI?WQ GRERRINFEEQQ GEGUP?LQDCPPGLERRZR BMU

3RCN  4M AMKNJCRECRVINCPGRIL GAKIMQC
4FC 3RBML #MNGCHMIKIRRQ WMS RM MRCINNGATML $GRRMP LMU

3RCN  4M TGCUFR QRERIL IMEGRABCQ

3R?BML #MNGCP BCNCLBCLAGCQ AFCAI

4FC3R?BML #MNGURCAIQ UFCLCTCP GIRIE23? QRZRL RM BCRCPKGEC B#FRR AMURICP NJ?RDMPK BMCQ
LMR ?aPBW F?TCFPEMBSJCQ GLIIWB?R 7€ EOSGB @WRR QRGRIL 3SAF BCNCLBCLAGCQ ICTWINFRE
GLQR?BML MD ? QCICARCBMRRAR?LECQCRSKK?PGXCB ?Q@MVQ

)D 2LW KMBSJC LCCBCBR\@RERIL F?Q ? BCNCLBCLFAR ROSGP RC AMLRBCP RM @C AMKKGQQGMLCB
SNEP?BC ARIRS?E?PTQMDRW?RIP 1.8/3 R FC QRERIL GLQREKKCB?RCIW QRMNQ SNOMIQBCBGKR

3RCNQ GEGBR?BMLRPLQDCFGXEBM LMR ?NNC?B G?JME CVNJ?6CRRLRBCP LCCBQ AMKKGQQGMLGLE ?LB
NRMTGBCERMNEML RM QRPERWMKKGQQGMLGIEM®P?Q QFMUL FCP

Figur e 20. 5LAMKGQQGMLCB (MQR UGLBMU

4% Uncommissioned Host ot
The host must be commizsioned before the station can run
there. Do you want to commizzsion it now?

#IJGABCRM QR?PFRAVKKGQQGMLGIEXBPMP.M RM QGKNORIPL RMIRBRTBML #MNGCP

4FGQ K?W MAASPIIRPYPGLE RM GRQRZERIL GL ? LCRLAMKKGQQGMLCB MICRFZEQNGRC BMASKCGRIPRRM
ePQR AMKKGQQGML ?LW LOUWIERLRPGIFERIJ?RDMAMKKGQQGMLGIEEP R-FGQ AMEIESCQ RM MAA?QGML?J
AMKC SN &MP AMKNJCRC BCR?GBQJACE Riagara 4 Install and Startup Guide

)D 2WKMBSJCQ LCCBCB EBDNMRERIL ZPDMSLB ML WMSP 6€ 3R?BMLR?LQDCRGXBRQR?PRQ LMBW?J
(MUCTCPSNML E?AFGLER *-MBSJCQ QRCN_ GL QMKC A?QCQ WMS K?W@QLC ? A?SR

3R?BMLR?LQDCPGXHE

4FGQ UGB 7RQGQRE UGRQRZML AMNW GIRMENP @?AIGLE SN @QCOMRLE ? LSK@CP MD QRCNQ 4FC CV?AR
QRCNQ T?PWRQ\BGRABML MD AMNW ?QWKRISP QCAVAR GL UBXIRCNE?IMEQ

4FC UGXBR&@SRRMLQ AMILRREEQQ

.CVR?BT?LACQ RMIRL.CVR QRCN
"?Al FCRSPLQ RM E€NBPMSQ QRCN

#?LACLCVGRERFC UGXBRIGRMSR AMNWGHEGRERIL )PR QMARE QRGRIL AMLeE @ME eJC GQ JMAICB R
UGXEBMNCLQ GL ? QR?RCAMGAS KSQR A?LACJ .HORRVNBML GQ ?T?GJ?@JCGMRRZR JMAICB GD

4FC QM3 AMLeE @ME AMLR?GLQ SLQ?TCB AF?EEGQ BR GQ @GRIBCBQCWUFGP MPI@CLAF
IDRCP Q?TGEERF?LECQ WMS A?L RPW RM AMNW ?E?GL

4FC QR&ERIL QMEPAMLeE @ME GQLABMWPGERNRACQQ MD @CGLE QPWHE AMNW ?E?GL J?RCP

&GLGQR CL?@JCB MLIWCELR QRCN 7FCL WMSARIGLGEFC AMNW @CEGLQ ?LB WM3/BEQA{P
SNB?RCQ GICRP?LQDCPPGLERIRLBMU

-?P AF



.G?E?P? 0J?RDMPK 'SGBC 3R?BML #MNGCP

#IMQCVGREORUGXBRJFCL RC AMNW GQ AMKNJCRC

4P?LQDCPPGLE GRRMRM ? AMILREP

4FC 3RTRMLPP?LQDCRGX BP?QQGQRE AGRQRIRL AMNW GIRENP @?AIGLE SN @QONRE ? LSK@CP MD
QRCNQ 4FC CV?AR QRCNQ TREBGEABRL MD AMNW ?QWKISP QCGEAR GL UBXZFLBMUQ )L C?AF QRCN
ABALCVRRM ?BT?LAC RRCRCVR QRCN !Q LCCBGRAKZAI RMERSPL RM TNBMSQ QRCN ?LB K?IC AF?LECQ
MP &AK?LACRM CVGRIOREC UGXBPLM QRERIL AMNW NCPDMPKCB

Prerequisites:
9MS ?2 UMPIGLE GIMPI@CLAFSLLGLE ML ? 0# ?LBCRAMLLCARCB Rl RKMRC QRSNRL

3RCN  3RMNAT EKMRC QRSNAL

3RCN )L FEC 0# CVN?LBOJ?RDMPKB BMS@JCGRBR?BML #MNGCP
4FC3R?BML #MNGKIFCU MNCLQ

(AccessControllerStation_1) . Platform / Station Copier -

- Nav Station Copier
1.‘ G @ My Network @ Stations on this computer &t Stationson
@ My Hosts! /C:/Users/U123456 /Niagarad.8/d 0 /home/niagara/stations
y Host: i -
e My File System accessControl801 AccessControllerStation_1
AccessStation24
G My Modules
Supervisor_48
&% My Tools » copy
& Platform
4 Copy
Platform
- _— R
@ Station (AccessSupervisor) M
e AccessControllerStation_1) x Delete
& Platform
# Station (AccessControllerStation_1)

3RCN  4M AMNWRQMSBE QRERIL /' eJC DMK FFC AMKNSRCP R REECREKMRC AMMIZRQCICARR
QRTML RM AMNWGIGDR N?LC ?LBAKFMNW )
4FC3R?EBMLEP?LQDCRGXEAMNCLQ USRNRMKNR RM CLRCP MP AME€PRRFERIL L?KC

4% Station Transfer Wizard ot

™ Transferring station "TCP_IP"
What name would you like the new station to have?

Station name TCF_IF

/ Finizh X cancel |

$CD?RN L?KC GERQRERIL BPARMPW @CGLE AMNGCEC)RRENECRORERIL GRIUGC GBGIARJ
RMFC QM3 AMNGCB GQRRRGL CTCPW U?W CVAGNRLDKIC RDAR QRERIL BPARMPW

3RCN  4M AMIER.SC GAICVR

-?P AF



3R?BML #MNGCP .G?E?P? 0J?RDMPK 'SGBC

)D RC RZECR AMLRICP 2GPBW F?Q ? QBRVR GLQRBIUFMQC L?KC GEDBELR IMK FEC L?KC MDFR
QMSFC QRGRIL AT UGXBMMKNRQ WMSREIBRCQQ?EC

4% Station Transfer Wizard Y

{ % Transferring station "TCP_IP"
Delete existing stations

The remote host can only have one station. If vou proceed, existing station
"newsuper2” will be deleted.

4 Back | P Next ; Finizh ¥ cancel

4FC UGXBRIGNFERQ KCQQ?EC MD LIGRRERGQREMRTEECR AMURICP MPRL?KCQ MBF®
QMSEC ?LB REER QRERLQCHC Q?KC /RFCPUGQC GR BCJIRCIER EKMRC QRENL BEARMPW
23 QS@ELARMPGCQ ?LB eJCQ BEQRERIL GLQRRML QR?PRQ )D WHISYSP GR K?W @C @CQR

RM#?LACIR-CL @?AISNAE EKMRC AMMIZR] QRGRIL ePQR GCAMRWGIEHER CU QRGRIL RAAR
AMLRRICP

3RCN  4M AMIR.SC BALCVR

-?P AF



.G?E?P? 0J?RDMPK 'SGBC 3R?BML #MNGCP

3RCN

3RCN

-?P AF

)D RC QM3E QRGRIL AMLQGQRQ RIBFRIMPAMLeE @ME eJECRIGXBINRMKNRQ WMS RM QGITAR R
QRTRML eJCQ RM AMNW

% Transferring station "Station_practice”
Which station files are to be copied?

> Copy files from selected directories
¢&» Copy every file in the station directory and its subdirectories

<» Copy only the "eonfig.bog" station database file

4 Back | P Next | Finish X cancel

4FGQ QCIGMRBCDRRIRM AMNV¢P3Q ?LB DMIBCPQ SEBCHRRERIL BPARMPW

7FCL AMNWGLBBF MPI@CLARM ? E@KMRC NJ?RDMPR AVNGCP RP?LQDCPQ MLIJW QMKC eJCQ &MP
CV?KNJC FZ AMNGCP BMCQ UMR ?2J?PK ?LB FGQRMPW B?R? RM @ CRRHAGDGBFRPSC CTCL GD
WMS AFMMQIPy every file in the station directory and its subdirectories ILB GD

WMS AFMMQPy files from selected directories RFC UGXBBMCQ LMRIMILU WMS RM QCJCAR

?LW ?J?PK MP FGQRMPW DMJBCP MB\)S@AJEBECPSAF B?R? NCPDMPK ? @QRIER P

MNCP@ML GLQRCRBRFRGQ @7?Al HICRRAEARL RM ? AR eJC K?IGLECFSR GBR BCDRD ?AISN

QCRRREQ RM LMR CVAJSBC ?J?PKQ FGQRMPW B?R?

Copy files from selected directories GQ LMR QFMUEGDRR3E QRGRIL F?Q LM
QS@BPARMPGCQ

* Copy every file in the station directory and its subdirectories AMNGCQ 8JCQ
Copy only the Oconfig.bogO station database file GKGRECRAMNW RM MEGN R

AMLeE @ME eJC

-?2IC WMSP AFMGAC ?LBMCVR
)D ?L GBGER3IW L?KCB RRER QREZRL TVPBW CVGQRQUSXBMMKNRQ WMS RM AFMMQC UF?R RM BM

UGRGR

4% Station Transfer Wizard b4

(™ Transferring station "test”
How do you want to deal with any existing files?

{» Deletethe existing "test" directory before copying

& Overwrite existing station files with new files, while leaving ather files intact

4 Back | ......... } ..... Next 1 Finizh X cancel

)D WMSOIFGMSQJW QCJCARCB RM AMBWECREPWRCN BEDY BhElete existing station
directory before copying /R FCPUGQEGR) QRCN BEHIPEMEKRMTCPUPGRGMNR

-?2IC WMSP AFMGAC ?LBMCVR



3R?BML #MNGCP .G?E?P? 0J?RDMPK 'SGBC

4FC3R?RBML 3R?PRSN@GIR.QGLBMU MNCLQ

4% Station Transfer Wizard >

£ Transferring station "test”
Station Startup Options

[#] START AFTER INSTALL: Start the station immediately afteritis copied
[#] AUTO-START: Start the station every time the platform daemon starts

ook |F i | e

ISRM 3R?PR GQ MLC MD RGNEQURAP ?LWCHR?FY) QNCAGeCEOMNNIGATML $GRRMRSCU
IWNGAW WMS CL?@JE QORREQ

3RCN  4M AMIR.SC BALCVR
)D WMS QCJCARCB RM AMNW @EFEARIBE) AVINW eJCQ UGLBMU MNCLQ

£ Transferring station "Station_practice”
Copy files from selected directories

Please check each of the directories to be copied:

) shared

S html
HIC) images

HC) nav

D px
) images
B kitPxGraphics

HI) cCoils

4 Back | P Next | Finish ¥ cancel

4FGQ QRCNIRBBCQ TRMM QCICARCRRIBRS@BARMPGCQ DMJIBCPQ RM GIAISBU/GI\R
BCD?RJ 2J QCIJCAR?@JC DMIB@MIRZWN?LBCB ?LB QCIJCARCB UFGJC SLQCJCAR?@0C DMJBCPQ ?P
LMR )D BRCLR WMS A?LLMR QCJIC/ARME?J?PK?LB FGQRMMNBCPQ

3RCN  #JGAI RM BCQCJCAR ?LW DMJIBGRLCMRAJ
4FC UGXBRIGNEEQ QRCN MERSGB KMBSJCQCPRJIE?BW GERAMLRBCP

-?P AF



.G?E?P? 0J?RDMPK 'SGBC 3R?BML #MNGCP

)D RC RZECR NJ?RDMPK GQ KGQQGLE ML MBARKIFBSICCOSGB @WR QRERIL @CGLE AMNGCB
GLQREB RC UGXBRGQRECRKGQQGLE KMBSJCQ ?LB TCPQGMLQ RIEESBGIRRDRERIL

AMNW MNGBIYIR

-

Station Transfer Wizard @

Transferring station "J6E_West"
Please review your changes

All station files will be copied from the local computer to "192. 168, 1. 123"

The following software needs to be installed before the station can run:
() seriesTransform-rt (Tridium 4.0, 11.0)
(1 seriesTransform-ux (Tridium 4.0.11.0)

() seriesTransform-wh (Tridium 4.0, 11.0)
If you proceed with the installation, the software listed above will be installed. To avoid
installing this software, hit the "Cancel” button now.

Please select the "Finish™ button to start the transfer.

4 Back Net I </ Finish (=) Cancel

4FC 3RZBML #MNGCP AMER?R.W KGQQGLE KMBSJCQ ZECEQMIREIR?R GQ CIBW GLJRB]
GLIRC RZECR NJ?RDMPK ?LB JMMIQ GL WMSP 5QCP (MKMBQRIEERRQE DMP TCPQ®E3GLQ MD R
KGQQGLE KMBSFCR R?L @C GLIRUGRISRCAMKKGQQGMLELRAECR NJ?RDMPK

4FCE ?2 RUM NMQQGEIERID UFCLAR UGXBAC?AFCFRQ QRCN

* 3R?BML A?L @C GUQRRIGKMQR ASHR KMBSJCQ WDKGQQGLE KMBSJICQ A?L @ICELQR?J
SQGLER KMQR ASPR TCPQGMEQAMBQR BBIBR ?LW U?PLGLE

* 3R?BML A?L @C GUQRRIGRSR MD B?RC KMBSJCQ )D ?LW KMBSJC RNVC8 G G LR
KMQR ASER TCPQGML WMS FETMN&EML RM A?LARI RVINW

3RCN  $M MLC MIF& DMMUGLE
T 4M AMLR.SC BARGLGQF
4M RCPKGL?RC RMNW GWIE?LACJ

-?P AF



3R?BML #MNGCP .G?E?P? 0J?RDMPK 'SGBC

3RCN

3RCN

)D WMSGRICR.GLG@FC JMA?J RBKRRC AMNW QR?PR@GEAISBRRML MBQRRQRERIL ?LEGDRRCB

KMBSJCQ 4FP?LQDCPPGLESRIBLBMUGNMPRQUWEEQQ

e ] )
x J Transferring station

Completing transfer:

P Transferfiles SuCcess
@ startstation(s)  Success
Transfer complete,

Transferring files...

Sending ~stations/testl/config.bog

FileStore::commit

FileCachedFileStoreElement::commit file written C:\ProgramData\MNiagarad4.T7\tridium\staticns
FileStore::commitInstance commit complete

Station "testl™ starting.

Transfer complete.

Close

)D WMSGRICB?LACJI4FC 3R?BMLPPLQDCRGXBPAIMQCQ 4FCLFCBROCICAR AAPRORGRL RM
GLQR?MFGD SNERGZEE RC AMLRBCP GQ NMQQG@JC ?LB WMBF2PCBISPSNEP?EEACLQC DMP
GR PSEG#MKKGQQGMLGIEXBP4FGQ URIQM GLORARERIL MIER AMLRBCP

4M AMKNJCRECRNMACQQGRKHIMQC
4FC UGXBP?QIQ GD WMS UGQF RM QUFERRNFBABML $GRRMP

® Open the Application Director now?
[] Don't ask again
Yes No

)R GQ ? EMMB GBC? RM M@ QCEMIYMIRNSR SNML ePQR QR?PRSN

AM ?SRMKEBA3W QUGRAFRIMNRIGATML $SGRRMIDRCP GLGRE? QRZRL S&AI RC AFCAI @MV RM
DonOtaskagain ~ RFCL AGABCQ

)D WMS QCJCARCB !SRM 3FTPBG{BRA-C QRERIL QR?PRQ ?SREMBRRR?LB WMS A?L U?RAF GRQ
MSRNSR

#MNWGLE ? QRYR BIRK CKMRC NJ?RDMPK

IQ MDG?E?P?  UFCL AMNWGLE ? GRPAUR ? CKMRC NJ?RDMPK WMS A?L AFMMQERYRERR R
N?QQNFP?QC RM ? ASQRMK N?QQNFP?QC GLQRMBAUERIQMICRCK N?QQNFPI@LAPWNRCB N?ERMP
UGD@C CLAPWNROBREGREKMRC FMQR QWQRCK N?QQNFP?QCSNMMDRYR

3RCN

/INCL ? QCASE NJ?RDMPK AMLGEARRM CKMRC NJ?RDMPK ?LB BMSEANERB3R?EML #MNGIORPMJ
GLRC0J?RDMPK (MKGGCU

-?P AF



.G?E?P? 0J?RDMPK 'SGBC 3R?BML #MNGCP

3RCN )L FFC PGEFR N?LCMD3RBML #MNGQRICARRQREMLMRR WMS UGQF RM AMNWGAURMAW
DRK PGEFR RM JCDR

Station Copier

: Stations on this computer J* Stationson "localhost”
/C:/_dev/niagara/r4lSb/niagara/niagara_user_home/stations o ~atations
bql demo_ldap
demo_password demo_passwor
dfds demo_password_manyUsers
ds demo_saml
4 Copy
m Rename
X Delete

4FC3R?BMLPPLQDCRGXBPUGLBMU MNCLQ
3RCN  3CJCAR GD WMS U?LR FAC SPEIRCK N?QQNFP?QC MPCBRGEBRASQRMK N?QQNFP?QC

4% Station Transfer Wizard *

% Transferring station "demo_password_manyUsers"
Select a passphrase

Please select a passphrase to use to protect the local copy of the station

0 s& the system passphrase
@ Use a custom passphrase (enter below
Passphrase sesenenene

Confirm Passphrase ""i‘"“l

d Bad P Next | Finish xi:ancell

4FC JIMA?J AMNWAZIRERIL GOMREARCB BER QCICARCB N?QONFP?QC

"?AIGLE SN ? QRGRIL SQGLE ERPR#MNGCP

I B GORPE&MISRD?AISNGBR BCNCLBQ ML NJ?RDMPK eJCQ UFGAF K?IGINBBTRCNREL SNEREERM ?
BADCPLR KMBCJ FMQR 4FCGRRRMNGCP A?L @?AIBRC?4JCQ ?LB QSE@BRMPGCQ GLGMIRQM™R WMS A?L
FCQREIFRC @?AICB SN QRRR. RM @BCPLR KMBCJ FMQR NJ?RDMPKGEMBBRGRIL #MNGCP A?L @?Al SN HSQR
REC AMLeE @ME MP HSQR ? QGLEBREPEBNBEMNGCQ BM LMR AMLR?GCGMILARWQRIP QVDROCRELBCLAW
GLDMPKZRL 4FGQMEBSPUMPIQ DMP E3SRICPTGQMP AKMVRC AMIMREEP QRESNRLQ

Prerequisites:
9MS ?E SQGLEMPI@CLAPFSLLGLE ML ? 0FRR GQ AMLLCARCBRMRUMPI

-?P AF



3R?BML #MNGCP .G?E?P? 0J?RDMPK 'SGBC

&MP4LRCPNPGQC 3CASPRRINCPECRIC@ 5) BMCQ LMR QSNRRIBRTRML #MNGCP
3RCN  /NCL ? AMLLCABML RMGREKMRC NJ?RDMPK

3RCN  %VN?LBFRC0J?RDMRKIBC GIFR .?T REEC ?LB BMS@JGABR?RML #MNGIPBMS@JCAIRC
0J?RDMRIKIBC ?LB BMS@JGABR?RML #MNGCP
4FC3R?BML #MNGIFCU MNCLQ

(AccessControllerStation_1) . Platform / Station Copier -

- Nav Station Copier
1.‘ G @ My Network @ Stations on this computer &t Stationson
@ S /C:/Users/U123456 /Niagarad.8/d 0 /home/niagara/stations
y Host: P .
e My File System accessControl801 AccessControllerStation_1
AccessStation24
0 My Modules
Supervisor_48
&% My Tools » copy
& Platform
4 Copy
Platform
- _— R
@ Station (AccessSupervisor) M
e AccessControllerStation_1) x Delete
& Platform
# Station (AccessControllerStation_1)

3RCN  #JGAIRC &GJC GAQ ML RC3R?BMLQ MEGQ AMKNSRCP NPCDR N?LC ?LB QCIJEARNRIBCP GL
UFGAF RM QRREe QRERIL AMNW

CAUTION: )D WMSCRMNWGLE MLs§eitity DMJIBCRVBHEC EKMRC RM WMSP 0# BM LMR
MTCPUPGRCsRcurity = DMJBCP GL WMSP 0# 4FGQ DMJBCP AMLRZMLQCSVAPUYAGAF WS UGJ
LCCB GLFR LCU AMLRBCP RM BCAPWNR SQCP BQQQUMP

3RCN  3CJCARR QRERIL MP DMJIBCP @AA&H#NNW
4FC,M?BGLE -MBSJC )LDMP&RRJGLBMU MNCLQIMULB @WIRBR?EMLR?LQDCRGXBP

3RCN  #JGALCVR
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4FC UGXBINRMKNRQ WMS RM QCJCAR UF?R RM AMNW

> Transferring station " 5tationName "
Which station files are to be copied?

<> Copyfilesfrom selected directories
@& Copy every filein the station directory and itz subdirectories

<> Copy only the "config.bog" station databaze file

4 Back | p HNext | Finish ¥ cancel

4FGQ MGIML BCDR&IRGbpy every file in the station directory and its
subdirectories 7FGJC 3R@RIL #MNGCP A?L @?Al SNRESQR BE @ME MP HSQR ? QGLEERDMJIBCP
GQOAMKKCLBCBRR WMS ?2JU?WQ @?AlI SN CTCPWEIIRBRR BPARMPW ?LB GRERSRMPGCQ
3RCN  -?IC? QCICABML ?LBBAICVR
)D ? QRBRIL UBRC Q?KC L?KC CVGQREBGRHECR JMAZRL AT UGXBMRKNRQ WMS RM BCJCRC MP
MTCPUPGRC KGRI QRZRL
3RCN !AACNRIRC BCD?BIJBCJCRC ?LEBSAICVR
4FC UGXBACKGLBQ WMER RC QRE@RIL KSQR @C QRMNNCE @RDBIVIP@C AMNGCB

:_ Station Transfer Wizard

{ ™ Transferring station “TCP_IP"
Running station must be stopped

The station cannot be copied while it is running. It will be stopped before
copying begins, and restarted afterward.

Back

Finish K cancel

3RCN  4M AMIR.SC BALCVR
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4FC UGXBPQIQ WMS RM BCUFR AMNW AMLeESVR AF?LECQ
)D WMS QCJICARCB MLIW QNGMEERSEERMPGCQ RM ACMNIREQRCB
3RCN  )D LCCBCB ®AI?Al ?LB K?IC AF?LECQ MRM AMKNJCRRC RIGXBPAGARGLGQF

4FC 3RTRML #MNGCP Q7HCQRERL GECAREKMRC QREML GQ ARRRV PSLLGLE @ CERELEMANW
NRMACQQ ?LBMPRQ RP?LQDCP QRTREQIQDRPPGLERIBLBMU

 x

Transferring station
&/ g

Completing transfer:

€D Transferfiles Success
0 Startstation(s] Success
Transfer complete.

Tranaferring files...

Sending ~stations/testl/config.bog

FileStore::commit

FileCachedFileStoreElement: :commit file written C:\ProgramData\Miagarad.T7\tridium\staticons
FileStore::commitInstance commit complete

Station "testl™ starting.

Transfer complete.

Close

4FC 3RTBML #MNGCP QHCQRZR/IL GEICREKMRC QRN GQ ARRW PSLLGLE ?LB

3RCN  7FCL RFC Q?TC AMKNJCR@AKRIMQC
4FC B?RC DMP AMNGCB eJCIGRRQ UFCEER® eJCQ UCFAMNGCB

2CL7?KGLE ? QRZML

4FC3R?BML #MNGCR AF?LECHT L?KC MD ?LW QRIR &R GL WNRIZP (MKCJCDR QGBC MICGINTLCB
NJ?RDMBKB?CKMI5SQCP (MKCPGEFR QGBC

Prerequisites:
9MS ?2 UMPIGLE GIMPI@CLAFSLLGLE ML ? 0# ?LBCRAMLLCARCB Rl RKMRC QRSNRL

)D RC EL?KCB PSLLGLE QRAR GQCZBW GLAJSBCH-GLGRE?P?.CRUMPGRQ ARIBRMLUBLEG?E?P?3RERIL
AMKNMLCLRR?GLQ BMUL SERR ?KCB RM K?RAF®LCU L?KC 4FSQ 3JAFGJB AMKNMLCIGRE 2P NMVW
NMGLRQ ?LB QM M1 JQM @C BMULGHSQ GQ BMLC )LGEBBL MRP SLDRBCCL AMLQCOSCLACQGQWIP

DRIK AF?LEGLEER L?KC MD ? QRNRARR F?Q 7UPBW @CCL GLRCEP?RCBREIERORBRLQ 4FCIENP QRERIL

FCL?KCQ 22 @CQR BMLC ML \B®ISP (MKC JCDR QGBC GMRTRMP UFCLEIWRMLEESPGLE ? HM@ QGRC LCRUMPI
QSAF ?Q UFCL ePQR GERAMNWGLE ?2GR?R

3RCN )L FEC 0# CVN?LBOJ?RDMPKB BMS@JCGRABR?BML #MNGCP
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4FC3R?BML #MNGKFCU MNCLQ

(AccessControllerStation_1) . Platform / Station Copier -

- Nav Station Copier
t‘ G IT @ My Metwork @ Stations on this computer &T Stationson -

@ My Host fC:/Users/ 123456 /Niagarad.g/d O /home/niagara/stations
v y Host: W “< Qi g

b a My File System accessControld0l AccessControllerStation_1

AccessStation24
4 0 My Modules
Supervisor_48
> J’ My Tools » copy
4 Platform
= 4 Copy
Platform
& Station (AccessSupervisor) m Rename
v ° AccessControllerStation_1) x Delete
© BT Platform

4 # Station (AccessControllerStation_1)

3RCN  3CJCARR QRERIL L?KC GL BGRRC JCDR MP PGEFR N?LGACAIKC
4FC.CU 3R?RGML .?KCUGLBMU MNCLQ

4% Mew Station Mame >
Mew Station Name
Pleasze enterthe new name forthe station

0K Cancel

"C A?EDSJ UFCICB?KGLE QRZRLQ ?RGE GQ LM SLBM
3RCN  %LRCP ? LCU L?KC ?LBGRY+
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I AMLePK?REML UGLBMU GLDMPIREIRR QRERIL KSQR @C QRMNNCB

A Stop Station? X

@ The station must be stopped before it can be renamed.
Stop it mow?

IDRCPAE QRERIL QRMNZ BRTBML #MNGCRTKCQ GR ?LB ?SRMKEFRNEQR?PRQ GR ! QCPGCQ MD
MRCP UGLBMUQ MNCL C?AF QFMUGLGEMIQBRRPRSN KCQQ?EC

4% Starting Application *

® INFO [10:57:22 13-Nowv-18 |5T] [sys] Logging initializec

$CJICBLE ? QRZML

4FC3R?BML #MNGICRQ WMS BCJICRC ?CMIQRFEP GL WNSZP (MKCJCDR QGBC MRCGINTLCB NJ?RDMPK]
B?CKML5QCP (MKCPGEFR QGBC "CBSB UFCL BCGCR QRZRLQ ?RAE GQ LM SLBM

Prerequisites:
9MS ?E UMPIGLE GIMPI@CLAFSLLGLE ML ? 0# ?LBCRAMLLCARCB Rl RKMRC QRSNRL

3RCN )L FEC 0# CVN?LBOJ?RDMPKB BMS@JCGRABR?BML #MNGCP
4FC3R?BML #MNGKIFCU MNCLQ

172.31.66.11 (JACE_811) . Platform / Station Copier =

- Nav Station Copier
E t O ) My Netwo (S stations on this computer &T Stations on "172.31.66.11"

/C:/Users/E522605/Niagaras.13/; Q) /home/niagara/stations
0 Lexicon Installer

@ License Manager MySupervisor JACE 811

o Platform Administration
P Copy

o Software Manager

® station Copier 4 copy
6 TCP/IP Configuration m Rename

=

T OWGE Canfimaratinn
K pelete

- Palette

3RCN "CDMEBCJI@RE ? PSLLGLE @GRRRK?IC ? @?AISN AMNW ePQR
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)D BCQE@EPUFCL @?AIGLE SN WMS BRRIRC RC QRERIL SQGLE QMKC ? RCKNMP?PW L?KC RM f?E GR
DMP J?RCP FMSQCICCNGLE

3RCN 3CJCAR® QR@RIL RM BCICRC TRHIICRC
I AMLePK?REML UGLBMU MNCLQ

4% Delete Station? >y

® Are you sure you wish to delete station "tests"7

3RCN  4M AMLePKAT BCIJGRIL BABCQ
4FC 3RBML #MNGCP BCJERCDRRE QCICARCB GREBEARMPW GLAUSRIQS @EARMPGCQ ?LB eJC
AMLRCLRQ

3NCAG?J IGHRA ML BMCQ LMR MAASP GD WMS AFMMQC RM BCJICREIM: PSMSKPVQ RIRG CfW QCC
? QRMN Q8RR NMNSN BERC MNNMPRSLGR@MNFRR

3R?BML GLQREML RB@JCQFEMR
4FCQC RB@JCQFEIMRRNQ AMLACRCIR?BML #MNGCP

| started the Station Copier , selected the station and clicked Copy , and got a message pr ompting me to
enter a yle passphrase.

4FC @ME eIZN?QQNFP?QC GECNMRIC ?GFR RZFECR FMQRPWQRCK N?QQNFRPRESHR CLRER RMERAR
eJC N?QQNFP?QC RIMGEB USREC QRERL AMNW LIROPLERC GQ RERER @ME eJCHIGDC RM BGRSLIMAI
FEC eJC K?IGLE GR SUREARCB MP RM AFAERRQNFP?QC T?JSC (MUCTEBEP MFEQC AFMGACDAIGIP
2LW QCLGQER GLDMBHARGE®ReJC

| started the Station Copier , enter ed the station name and got a message indicating that the contr oller
requir es commissioning.

4FC AMLRBCP K?W @C LCU MP WMS K?W @CGENHMRBG?E?P?!8 RM5?E?P? ?LB WMS MR RM
AMKKGQQGHL RJ?RDMPK ePQR RPSENMKKGQQGMLGIE®P?’LB AMKC @?Al REGRRBRBML #MNGCP J?RCP

| started the Station Copier |, selected the station to copy and clicked Next , but the only option available is
to Cancel and exit the wizar d.

4FC QR@RIL B?R?@?QC AMLeE @ME GQ JMAICB 4FGQ F?NNCLQ GD

4FC AMLeE @ME F?Q @C@GRUB CIQCUFGP MPI@CLARB AMLR?GLQ SLQ?TCB AF?LECQ !DRCP Q?TGLE
AF?LECQ RAMZ RMNW ?E?GL

4FC QWQRCK GRGGNRACQQ MD Q?TFRl ENRLeE @ME SQGIE"RAISN3CPTGAC?ER ? UFGJC ?LB REW R
AMNW ?E?GL
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Chapter 11. File Transfer Client

4FC&GJICP2LQDCREFUILRIMUQ WMS RM AMNW eJCQ ?LB MP DMJBBEBRAGMEN® CRUCCL WMBR CLAF
?LB ? EKMRC NJ?RDMRAS 7L ?2JQOM SQC GR RM BCJCRC eJCQ ?LB DMJBCPQ

4FC&GJPALQDCRIOLEQ SQCDSI RM AMNW EP?NFGAQ GK?ERIQURMP? RIMIARAW ? RCVRKIEC BFCP
(MKC DMJBCP MLCKIMRC AMDMRIEP Q?Wétc/system.properties RM WMSP JMA?J 0# IRNUTIBBLE 4FCL
SQCRC&GIP2ALQDCRIEILRM AMNACRCESRCB TCPQGML @ FAC RMIERRBCR}~etc  DMJBCP

CAUTION: "C A?EDSJ UFCL SQGEE&GIP2LQDCRFEILRQNCAGRIUFCL AMNWGLE eJCQ EXIR RPPRDMPK MP
UFCL SQGLE®BCJCRC 8 AMURAL CBB°P BPARML UFCL RP?LQDCPPGLE ? eJC ?LBGATIBLAURCB eJC
?2JE?BW CVGQRQ MP GDBZad& ? NMNSN UGLBMU AMLERKRABML IDRCP AMLe@BWMIBICE GQ LM 5LBM

$M LMR SQER&GJIP2LQDCRFOLRM AMNW KMBSJCQ RM MARIPRPPSIGKC NReJC RWNCQ [ZWR ?NSCB LMP
2’ KMBSJC BCNCLBCLAGCQ LARMP KGQQGLE KMBSJOQISIWII?WQ SQECRNJ?RDMBMDRURP
-?2L?ECP RM GLQRMP SLGLQRIWDRGARMBSICQ ML ? AMLREP

4P?LQDCPPGLE DGJCQ RM ?IBIKMMRC FMQR

4FGQ NRCBSPNRITGBCQ ECLCP?J QRCNQ DVME SQEPRIFQDCRFEILRM AMNW eJCQ @CRUCCL ? 3SNCPTGQMP 0#
2LB ? EKMRC AMMRIEP FMQR?LQDCPPGLE eJCQ @CRUCCL FMQRELCAFSteEODIRerties eJC

Prerequisites:
9MS ?2 AMLLCARCB UMPIGLENERI @CLAFSLLGLE ML ? 0# ?LBCRAMLLCARCB RIGRMRC AMMIEP NJ?RDMPK

CAUTION: %B5BLE ?LB CQNCAG?IEH TR EBystem.properties CLRPGCQ GQ 7L NBNMAFPDRP ?BT?LACB SQCPQ
UGRAC NMQQGBWGMD SLBCQGEQREAL FC?B PLLRPGCF-GRRIC APEW ?LB AMLRIYMSP QSNNMPR AF?LLCJ
@CDNMR?IGLE ? AF?LEC JU?WQ Q?TC ? @?AISN AMNBQMDR@COBEBBELE GR ?LB REQRR/QRCK ?DRCP
GKNJCKCIRE ? AF?LEC

3RCN  #MLLCAR RMQRNJ?RDMPK ?LE8AIJ?RDMPK&GIPALQDCRGELR
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4FC&GIP2LQDCREFILBGLBMU MNCLQ

4FC&GJP2LQDCRIOLRMTGBCQ ? RUM N?LC TGCU
4FC JCDR N?LO/NBBCQ ?AACQQ RM JMA?J eJCQ ML WMSP UMPIGLE 0#
4FC PGEFR N?L&INBBCQ ?AACQQ RM e RUFPHIMIRC NJ?RDMPK

3RCN  #JGAIRC L?TGEGRIL AMMR®E) ?R&RMN MD C?AF N?LC RM BN RMNNANPG?RC JRIMNRROMP NGSP
?LB R7”ECR

3RCN  3CJCAR MLC MPE&KRCKQ ML MLC QGBC ATCRASRMNWRO/MIRCP QGBC ECR ?LB &AIRC
?NNRINPG?RC RP?LQDICP ?PP
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&MP JMA?J RMNPRC RP?LQDCP MD ? eJC AMLR?GLGLE CLARMTNREEZR BREGQBRPLQDCRGEILR
BMCQ LMRNMNR WMS RM CLRCP ? N?QQNFP?QC

4FC RP?LQDCP AMKNJCRCQ QSWAAGIDRDSIG QMWRCARCB BGR?QQNFP?GCRK?RAFCOR
QWQRCK N?QQNFP?QC

4P?LQDCP D?GJQ GD
4FC eJC GQWICARCB B/@R?QQNFP?EeREDCPQUIPFEC QWQRCK N?QQNFP?QC
9MS GLAJSBC KMIP?L MLC NRRCARCB eJCFGLQRKC RP?LQDCP

7FCL eLGQFCBFR QWQRC&BNJ?WQ

| QR?BML KSQR @QR?PRCB @TBNRECQ Rystem.properties R?IC CDCAR

3RCN  3RMNAT QR@NL SQGEE RIJ?RDMRHNIGATRVL $GRRMPLB U?GR DNFE RR@VL RM QRMN
AMKNJCRCJW CLQSPZTR.ER Q?TCQ GRQ B?R?@7?QC

3RCN  &RK FFC NJ?RDM@X’RDMPK 'BKGLG@RHFBRCRCICAR @MMR IMU QSBGCLBRC DMPR
AMLRRICP RE@MMR ?LB @RARRM QR?PR

3RCN 2CAMLLCAR RV RRERIL RM TCPGDWGWMICP?R
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Chapter 12. Platform tools

5LJGIC NJ?RDMPK TGCUQ WKIBGFPNJ?RDMPK AMLGEAR MP COSGTRIZCEPMPK3CPTEASELL TGCUQ
FCOSGPGLE ? @RRRMLLGAR. R RMMJI@7H ?GJ?@JC UFCLCTCP PSLUGINFDBILAF

9MS eLB RMMJQ FC RMPI@CLAMMJIRCLS

#PC?IGLE ? LCU QREMRL

5QC RC.CU 3R?RGMRMMINIRRECAMMJIRCLS RM APRC ? LCU AMMREP MP 3SNCPTGQENQRFR LCU Q8RR
GQ ?SRMIGIRIW AMLeES® UGR?NNRINPG?RC QCPTGACQ

Prerequisites:
9MS ?B AMLLCARCB R RJI?RDMARR UGFMQRE®RQRERIL

IQ MDG?E?P?  FFC SQCP A?L CLAPWNR NBIQBIFR @ME eJC UFCICARSLE RC QRERIL )D WMS BM LMR
QCJICARGD MGIRL N?QQBRRIGNRI@C CLAPWNRCRRQRERC RC QR@RL PSLQ )D GBQR?ZLB PSLLGIFER
QRTRVL GKKGE®RCJIRGR QRCN K?W LMR @C LCACQQ?PWC) BEQ/RIB@RMPMP J?RCP SQCABRKEQLBCB RM
CLAPWNRCRQR@RIL

)D RC NJ?RDMARRR PSLQ GAGLQCB DMP &Ji3.GJ 3R?RFGMRMMJIGPFRCQ ? &)03 AMIGPLR QRAR.

3RCN )L7 MPI@CLARCJICARIMIQ .CU 3R?RGML
4FC.CU 3R?RGML GXBPMNCLQ

3RCN  %LRCH&Station Name
4FCsStation Name  NRMNCPRW GQ A?QC3JCLRBRKSQR @CEGLAUERROPQR NP?BRC GQ RM ICCN
QRTRML L?KCQ QFMPR ?LB SQCGMRRBBNJI?W L?KC GD ? JMLECP LPKINGGRQ MFEIR
AF?P?ARCPCGQEGB
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4M AR?RC ? BPARMPW MD@?KC L?KC RC QWQRCK ?SRNBAZY ?NNCLBREIStation Name  RCVR
WMS CLRCP RMR&?B MLJ®tation Directory NRMNCPRW

)D WMS CLRCP ? BARRC QRZRL?KC IR QWQRCHIKRRQ WMS RM BCHFCRIYVRGIFEE QRZRL ?Q
QFMUL @CJIMU

%GR P BCICRCREVGERIE QRFRL MP CLRCEREPLR QR3RL L?KC

3RCN  3CJCARSation Template RWNC ?LBGRLCVR

4FC3R?BML@KNI?RORP @JC AMLR?BLBED?R1LCU QR3RIL RCKNJ?ROQTSBCB GMPI@CLAF
2Q UCI?Q ?LW S@IRLCB RCKNJ?RCQ

I QCAMLB UGLBMU MNCLQ RMFQCRKGL SQCP N?QBLPUB NIMKNRQ WMS AFMMQC GIVRARM
R?IC MLAGR QRERIL AREEML GQ AMKNJCRC

3RCN  4M CLRCFRQRERIL ?BKGL Q N?QBUMPABCR 0?QQUBIP
4FC3CR 0?QQUBIBGLBMU MNCLQ
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3RCN  %LRCP ? N?QQB/MMAFR QRERNIL ?BKGL SQCP 2B\
9MSP N?QQEMESQR AMLR?GL ?R JC?QR  AF?P?ARCBEGRLEIEC JMRQE AF?P?ARCP 2LB MLC
SNNCR?QC AF?P?ARCP
)D RC LCU QRE@RIL RCKNJ?RC QCJCAREEFORMIR?GLQ ?LW CVNMRCEFRR QSAF FQ RMPRQ
CRA FGQ UGLBMICRELRENRQC NINCRFCQ DMP WMS RM AMLeESP

3RCN  #FMMQC ?L CLAPBMRMBSRIL ?Q MEYE?P?

4AM CLAPWNR N?QQNFP?QCQFQEdGWR fassphrases in station in user home
AFCAI@MV 4FCQC N?QRQKPW @C CLAPWNRCB FQGMEEGRCK N?QQNFP?QC MP ? ASQRMK
N?QQNFP?QC
T 4AM SQCRR QWQRCK N?QQNFP?QC RTCUI&ReRystem passphrase P?E5M @SRRML
4FCE GQ LM LCCB RM CLRCP ? N?QQNFP?QC GMNIWHNENR. GAlI RC OSCQRIL K?PI
GAML LCVRSilon Encryption Options

4M SQC ? ASQRMK N?QQNFP?QC FZLIKeARWtom passphrase (enter below)

P?E5M @SRRML %LRCP ?LB ARCAPRIRINFP?QC BEMRRERIL @ME eJCREL R
N?QQNFP?QC RCVR eCJB &/BLOWPIGNL. GAI RC OSCGRIL K?PlI GAML LCVR RM
Station Encryption Options

NOTE: 0?QQNFP?QCQ KSQR KETBID?BN?QQURIORR.ER DMAFR QWQRCK
* &MP QR?LB?P AF?P?ARCPQ SNNG®C JMUBRQC BSEGR
* &MP &)03 AF?P?ARCPQ SNNCE JMUBRPQC BSEGR

3RCN  3CJCAR ?L MMWR. DMIERIEDCEB ?ABML ML AMKNGOR. ?LB BABGLGQF

4FC.CU 3R?RGML GXBPAIMQCQ KO BCD?RMNBEMLopen it in user home GQ QCJICARCB ?
ORMVINCPRW 3FCGRU MBGRLCU QRGRIConfig.bog  eJC MNCLQ

Result

/L R FC GLGR QBNR. QR?PRSN UFCL WMS PSEMIQBEEFE?P? SQCP N?QQBNRRIG&C ?SRMKAIW
SNEP?BCB RM CLAPWNRCB F?QFCB BQQQNHERSRCK U@ BQNJ?WCBFGLRERIL MSRNSREGRR/Q QCPTGAC
JME ?LB ?L CLRPW\@3J ?BBCB RMCR)CASPGRWRSIBIE

/L QS@QCOSCLR GRRRQR?PRSNQ GD WMS ?BB FSQ@RIRMIIGDC ?LBAT SQCP Q N?Q@UBMPLMR
CLAPWNRCECRBQCP U@C ?SRMIGARIW 8Q?@JCB UFCL WMS BRZAFERIL | IME GRCKIU&GE BQNJ?WCB GL
FEC QRERIL MSRNSRFGRR/Q QCPTBIEC?LB ?L CLRPW (@33 ?BBCB RRCRCASPGRWGSEMEM SQCAR SQCP
2L ?BKGL KSQR K?LSAY CL?@JC GRIRRLGLE QRIR

#MNWGLE ? LCU QBRVR RME&RB?CKML SQCP FMKC

)L.G?E?P? RFC.CU 3R?FGML GXBRLGQFCQ BGRMNEBML RM AMNW/GRERIL MR F-C QRERIL FMKCFR
JMATRVIL DMP C?AF LCUGDR?BLBCP WNSPI@CLAFQCP (MKCRMIRC5QCP (MKCMDIC JMA?J NJ?RDMPK
B?CKML

Prerequisites:
4FC LCU QRGERIL CVGQREOGRERIL FMKC SLBCP 5QCP (MKC

3RCN  7FCL RFC.CU 3R?RGML GXBAINMKNRQ WMSRJER MNBML RBbpy station QCICARGRMNEML
?LB AGARGLGQF

3RCN  -?IC ? IMA?J NJ?RDMPK AMLERIARLB JME ML
4FC3R?BML #MNGTH?LQDCPQ@RERIL ?LB MKNRQ WMSHER MNEMLQ RM QRZPRRERIL
?DRCP AMNWGLE ?LB@&IR@RM QR?PR

3RCN  3CIJCARK® MNEBML RM QRFER)RERIL
4FCINNJGABML $GRRMINCLQ USHEC LCU QRGRIL NIR)CLR GIOB?CKML5QCP (MKC
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Result

4FC LCU QRGRIL LMU CVGQRQ GL RGBWIRAPRWMSP JIMA? FEMIIRGRGL?J BWA?RL WIISHP1@ CLAFQCP
(MKC ?LB ?JQM GEGRNJ?RDMPK B?CKIQICP (MKC

/LAC RFC QRE@RIL GQ PSLLGLIEO@R?RKML5QCP (MKCWMS A?L K?IC ? @?AISN NFC RSLLGLE QR?R UFCP
RFC @?AISN BQR eJC EMCQW@iatkups DMJIBCP MD WNER@ CLAFQCP (MKC/P WMS A?L SQECRNJ?RDMPK
3R?BML #MNG® AMNRCRORE@RIL @?AlI RRCRtations  DMJBCP MD WNWER@ CLAFQCP (MKC

NOTE: 5QGLEAR 3R?BML #MNGOW AMNECRORERIL @?AI RM WMBPI@CLAFQCP (MKOGQ FGEFJW

FCAMKKCLBCB GD WMS K?BC ?LW AF?LEERIRERIL 4FGQ GQ CRRIGRWISSERBRIE GR AMNWGLE GR RM ?LW
FCKMRC NJ?RDMPK 2CKCKRBCRMNW MIZTRRERL GL WVISHPI@CLAFQCP (MKOGQ GKKGBRCJIW M@QMJICRC ?Q
QMML ?Q WMS K?IC AF?LECEGMNRNW MIZRRERIL PSLLGLERE BRCKML5QCP (MKC

)KNMPELE ?GACLQC HAZ BMA?GACLQC B?R?@7?QC

4FC JMA?GACLQC B?R?@7?QC GQ ?T?GJ? @ONSRPRORRAY &GJIC 3WQRDKS A?L SQEERQ NIACBSPRM ?BB
?LB SNB?REGACLQCQ GRACLQCAHETC MRCRCOSGT?JCLR GKNMPR AMKMRLEEORJ?RDMACLQC -?L?ECP
MP QGKGGACLQC 0J?RDMPK 3CPTGAC 0JSEGL

Prerequisites:
9MS ?E UMPIGLE GIMPI@CLAAB ?F”Z AMLLCARCB RM ? 3SNCPTGQMP NJ?RDMPK

3RCN  %VN?LBW &GJC 3WQRCBWQ (MKC QCASPGRBBMS@JGHRAIGACLQCQ
4FC$GEARMPW BRBNJ?WQ BACLQCQRELIMAGACLQC B?R?@?QC

3RCN  4M GKNMPRCALLQG/BHFGQ B?R?@?QEAKNIMIQ ,MA?J ,GACLQC $?R?@?QC
4FC7 MPI@CLAF ,GACLQC -?L?EDKLQ

3RCN  #JGADKNMPR &GJC
4FGQ @SRRMEGL RPI@CLAF ,GACLQC -?L?BCP?JU?WQ CL?@JCB ?LB NROJKRNRPR ,GACLQC
UGLBMU DMP WMS RM L?TGE?RCARB/IQKBELQC MP J?P /LJW RUM RWNCQ MD eJCQ ?NNC?P DMP
QCJICANIL
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3RCN  4M ?BB RM MP SNB?RC GL WMSPAIMAXS B?R?@?QC QG3BBRQPCIeJC ?LBANF
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INMNSN UGLBMU AMLePKQ QSAACQEGCEARLQC QC7ZBBCB MP SNB?RCB GL WMSP B?R?@7?QC

)D ?LW MBARBACLQC Q WMS QCJCAR RMGKNBEIRRAEC MLCQ ASRRW GL WMSP JMA?J
B?R?@7QC KC?LGEFRRRC ECLCP?RCB ?RRPGEERERRKN GQE@&ZPCUCPGACLQC Q GL WMSP

JMA?EACLQC B?R?@7QCMR MTCPUPGRRCL (MBETCRPKC GKNMPR QSAACQQDSJ KCQQ?EC NMNSN
?NNC?PQ DMP QSAF eJC GKNMRRWIRCP?R

2COSCQ@RE ?AACLQAVBF-C GACLQC QCPTCP
9MS BM LMR LCCB ? NJ?RDMPK GIRIQRARL GARL RIIGSCQRGACLQG/BFFC MLGLOGACLQC QCPTCP

Prerequisites:
9MS ?B SQGLEMPI@CLAFSLLGLE ML ? OFRR GQACLQCB

3RCN  3CIJCARMMIQ2COSCQR ,GACLQC

-?P AF
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4FC2COSCQR "GLB ,GACRIIEK MNCLQ

<« C | [ axlicensing.tridium.com/license/request?params=YnJhbnC1Q 37 =
niagara .
g licensing

Request/Bind License

License Details

Host Id- P Win-5BE1-B094-FC24-3440
License Key"
Requester Details

Mame-

m

Company”

E-mail

4 [ 3

3RCN  %LRCHF®Hostld DMP ?LMBP 0# MP DMFCKMRC AMMIZP ?LB BABS@KGR
)D WMSCR.OSCGQRE ?GACLQC DMPFRCRIB# ML UFGAF WMS F?TC BLRR?E?P?CLRCHR 0#]Q
FMQR )$ ?JMLE BER MRCP NCBRCLR GLDMBK®R

%VNMBRE ?GACLQC DGJC SQGLE ? RMMJ

9MS K?W CVNMPRAGCLQC SQGLE ? NJ?RDMPKARMIREBGR K?IGLE ? NJ?RDMPK /AL @SK?W Q?TC ?LW
LSK@CP MRI?GEACLQCQ GL WMSIBATARQIIB?R?@?QAVUMALIWNMSHPI@CLAR ?Q ? GACLQCARSTC J?7P
elC

Prerequisites:
9MS ?B SQGLEMPI@CLAFSLLGLE ML ? 0FRR GQACLQCB

4FC BACLQCARBTC DMPK2RIBD WMS RM C?QGIWTIER J?P eJCQ FMUGTR ®PL?KCB ?KMLE KSBENJIC
0#Q UGRVISR MTCPIGRGRGACLQC eJC DMEDRELR FMQR NJ?RDMPK
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3RCN  3CJCARMMIQ ,MA?J ,GACLQC $?R?@7?QC
4FC7 MPI@CLAF ,GACLQC -?L?EELQ

3RCN  4M CVNMPR GACLQCRIDWMSP JMENOLQC B?R?@?QGPAINMPR &B3IBVISR ePQR QGIEAR
BGACLQC
4FC QWQRCHKRIRQ WMS RM AMLEPR WMS GLRCLBCB RM CUNBARR.QTQ

3RCN  4M CVNMPR MLC MPROKONCAGEMTLQCQ QCRTARIR.IRC JCDR N?LC FMQR )$GAGRQC eJCQ

3RCN  $M MLC MIF& DMMUGLE
)D WMSCRVNMBRE WEACLQCEGABCQ

-?P AF
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3RCN
3RCN

3RCN

3RCN

-?P AF

)D WMS@REVNMBRE QCJCARBRCLQCEABGVNMPR &GJC
IL %VNMPR ,GACIEQC@FMMQCP MNCLQ

2TGE?RC RMRONMR RM QFICRP eJC

4AM EL?KC RC BACLQCAHESTC eJC AF?LEC R?KC
&MP CV?KNJC GLQRC?6BAMILQCQWNS AMSIE PKC GR -W#MURICB?P

IM AMLRLSC BAI+
I'NMNSN UGLBMU AMLePKQ CVNMPR QSAACQQ

4FC QWQRCK Q?FOQERCLQC GL ? AMKMFCB XGN AMIQ@ERC DMPK?R ILMUL GRCLQCARSTC
4FGQ GQ ? eJE BGRP eJC CVRCLQGML )R GLROSBEMNECRE&nses/hostiD DMJBCP
QS@BBARMPW QRRSABREBTC RM QWQ FMKC DMP ?LW GAACGSECH J

4AM TGCUFR GACLQC XGN eJC $EMUQ %VNEVRM L?TGE?RERMRIBAF?R AMLR?GEQ &C
PGEFRGAI RC J?P eJC ?LB MNCL GRAUEBIRW QSAF ?Q XGN
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4FC J?P eJC AMLR?GLQ MLC MIBBRNIEQCQ

4FC QFMUQ ? J?P eJC GLBMUQ %VNRUMNCLCB SQGLE :GN ?LB GRQ QS@QCOSCLR AMLRCLRQ )L

FEGQ A?QC UE®FC ?RFGTC AMLR?GLEBKSGACLQCQ GR UIZAREB @W ?L CVNMPR NCPDMPKCB
SQGLEFR7 MPI@CLAF ,GACLQC -?L?ROMMJ

$CICRBLE ?GACLQC DGJC SQGLE ? RMMJ
9MS K?W BCICRGACLQC SQGLE ? NJ?RDMPKAMBREBGR K?IGLE ? NJ?RDMPK ABMLLCAR

Prerequisites:
9MS ?B SQGLEMPI@CLAFSLLGLE ML ? OFFRR GQACLQCB

3RCN  3CJCABMMIQ,MA?J ,GACLQC $?R?@?QC
4FC7 MPI@CLAF ,GACLQC -?L?EDELQ

3RCN  3CJCAR GACLQC RM BCICRCGEABRICRC
I $CICRCUGLBMU MKNRQ WMS RM AMLEBR) RGRIL

-?P AF
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3RCN  4M BCIJCREGRQCJICARGBGLQC QGABCQ
4D RC QCJCARCB FMQR )$ DMJBCP AMLR?G GZEMDIVE FIIRWQRCKKRITCQORR CLRE DMJIBJP

RFC DMJBCP AMLR?GECB BFICQ MP QS@DMIBEQYARCKKMTCQ MLINCRCICARTBACLQC eJC
UFGAF LM JMLECP ?NNC?FQ GLIR N?LC

3RCN  9MS K?W LCCB RNBAICDEQF RM SNB?RE@QRICDR N?LC AMLRCLRQ

5QGLE ? RMMJ RM QMILAXEACLQCQ

5QGLERR 7 MPI@CLAF ,GACLQC -?L?BOWS K?W SNB?RC ?LW LSK@CB BRGUQCQ GL WMSREMTARL)

B?R?@7?QC BER KMQR ASRRGACLQC ?T?GJ?@300MMB FEFC GACLQGLE QCAHGE DC?REEOSGP )LRCPLCR
AMLLCAR GRMKDRMSP MPI@ CLAGH#

Prerequisites:
9MS ?E SQGLEMPI@CLAFSLLGLE ML ? 0# ?LB WMS F?TC )LRCPLCR ?AACQQ

3RCN  3CJCARMMIQ,MA?J ,GACLQC $?R?@7?QC
4FC7 MPI@CLAF ,GACLQC -?L?EELQ

3RCN  4M GLAJSBC CTGAGLIQC GL WB/SRLOC B?R?@?QGBMILA /LGLOGRVISR ePQR QGIEARLC MP
KMFE BACLQCQ

4FC QWQRCHKHWIRIRQ WMS RM AMLePK

3RCN  $M MLC MIF& DMMUGLE
4M QWLAREGXCIBACLQCGABCQ
AM QWLAREGXC QCICABABLRCGABWLA /ILEBLC

-?P AF
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4FC QWQRCK QCLBQ ?L GERRRERSCQR HIZ BBACLQGLE QCRRCPKOB?RC NMNSN UGLBMUQ K?W
@PGCIW ?NNC?P UFGIDMR ELSCQR GQ BB 4FC MNCIENL AMLAJSBCE DARLARRLGXGRIL
#MKNJICREMKNR UFGAF QSKK?PGRCQIK@CP MEALLQCQ ?LB BERRRC eJEQRRUCP

SNB?RCB GL WMSP BAA)JIC B?R?@7?QC

)D 2DGACLQCQ ?LB SERRRCQ QCBE?BW SN RM B?REGR® UGLBMENRIPRQicenses and
0 certificates updated

-?P AF
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Chapter 13. Platform Services

0J?RDMPK3CPTERCGBER QREM) NCPQNGAR ML GRQ FMQR NJ?RDMPK 4FEQVQRBRADR_.RCPD?AC RM
QNCAGeAQ ?@MSRNRQR NJ?RDMPK RIFCRAMLRFCP MP ? 0# 5GIC RC T?PGMSQ NJ?RDMPK TGCUQ ? NJ?RDMPK

AMLLCARML GQ LMR LCCBCB RM Q3RUMPK3CPTGAQRC?B WMS LCCB MLIW ? (BROEZ®VIL &MV
AMLLCARML

| QR?BML SQCPRITBKGL JCTCJ NCPKGQQGMOGGRTRASRLR?GLCP RELAVKNMLCIERILeE QN?AC MD ?
PSLLGLE Q8RR 2JQM F?Q ?AACQQ RM ? QNCAG?J QS@QCR MBI RIFRONFKBCPTGACQ

SLBCP#MLeE 3CPTGACQPCPW PSLLGLEGENR?R?QOI?RDMPK3CPTGNCR?GLOPGAF ?LW QRYR SQUBR

?BKGL JCTCJ NCPKGQQGMEQ RMKNMLCLR A?L ?AACTRDMPK3CPTGROQSSBWL?KGARI?R QBPR
PSLEKCbWMS BM LMR QTCZRDMPK3CPTGACQMGLC QRMAL

-?P AF
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Figure 21. %V?KNJC MD ? @A 0J?RDMPK3CPTGACQ
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0J?RDMPK 3CPT

GACQ

0J?RDMPK3CPTGEACQI AFGJB AMKNMLCLEGIRBOSOVIX?J MRCP QRZRL AMKNMLCLRQ )L ? PSLLGEGMRR?R

RFCW NWTGBC RUM K?GL RWNCQ BMDERMAR

I QS@QCR NHO RIJ?RDMPK TGERR TR ?T?GJ?@JC GL ? NJ?RDMPKGWIL UEARC QCPTGACQ BMTGBONP
REC DSIQCR MD DSMAR) ?T?GJ?@JC GL ? NJ?RDMRHVAMEMPAR/?KNJC WMS A?LLMRMGLQREP?BC
QMDRUWZMP RP?LODCIBRIRQRLB eJCQ (MUCPCBK@CP MD NJ?RDMPK AMLEGEEATRCUQ ?P?GJ?@JC

IN?PR DK AMLeESP@RIL SQ?EC QMKICRDMPK3CPTERCEGBC QR?RSQ THEHCYRS A?L BFEIPR
GLAMPNMP?RC @LAIGRGIL ?J?PK DCEREBQ?EC GQ RWNGA?J DMP NMUCP KMLGRMPGLE

#CPR?GL NJ?RDMPK AMLEEBREREQ CP?AACQQG@JC MiMBERJI?RDMPK3CPTEALCT LMR ?T?GJ?@JC

GL ? &CLR NJ?RDMPK AMRMCAR

#F?LECQ WMS K?IC RNPRDMPK3CPTGACRQI AFGIB QCPTGBCHUIRRRIMBFGLATC QRERIL B?R?@7?QC )LQRC?B
AF?LECQ ZPQRKZB GL MRP eJCQ MEANJ?RDMPK QSAF ?Q GRQ NJ?RDMPK @MEBERC NIPRGRARK]
MNCPZRE QWQRCK 4FC AF?LECGLIBCNCLBCLRIODAC PSLLGLE QR?AR $M LMR ?RRCKNR 8RB
NJ?RDMPK @MEARNV ?JU?WQ BOXRDMPK3CPTIGAIWQ

)D WMS GLDRNIRCP QRZRL0J?RDMPK3CPTGREWL?KGAWEAR?RCB ?E?GL UFGICR.CU QRGRIL QR?PRQ

@?QCB SNMERI?QR QGERR)

3MKCO0J?RDMPK3CPTERAECQ K?VCRSGPRVMS RE@MMRERFMQR RM @ CAMBICAHDC %V?KNJCQ GLAJSBC
4#0 )0 AF?LECQ ?LB QMKC .40 J?RCB AF?LECQ GL ? MBNICRP2C@MMR .MWGLBMU MNCLQ SNML Q?TGLE

QSAF ? AF?LEC

NOTE: 7FCL WMS BCQGEL QRPROCASPGRW GSA?2@®MSR ?QQGELGLE SQCP NCPBRERRQGIMKGCEM GLEQ
GRQ AFGJB QCPTGAC AMKNMLCLRQ )L ECLCP?TRABFEHY SMNR MBARQRERIL 2Q KMQRGWBR?Q GR
2IMUQ ?AACQQ RM GRCKQ QSAGATEQIQR 2LB 4#0 )0 GLRR &FRPKME PGEFRGAJ 2ARMLQ MER

0J?RDMPK3CPTGALRIGEXCQR?PR IRVIR

Table 2. 0J?RDMPK 3CPTGACQ

Service Platform
#CPR-?L?ECP3CPTGAC @MRO# ?LB AMLR®ICP

4AN)NOJ?RDMPK3CPTGAC @MRO# ?LB AMLRRICP
,GACLQCO0J?RDMPK3CPTGA@MRO# ?LB AMLRRICP

3CPG?JOMPR3CPTGAC AMLRRICP MLJW
.RNOJ?RDMPK3CPTGAC  AMLRRICP MLJW

$?R?2CAMTCPW3CPTGAC AMLRRICP MLIJW

(?PBU?RC3A?L3CPTGAC  AMLRRICP MLIJW

3WQJMEOJ?RDMPK3CPTGA@MRO# ?LB AMLRRICP

Description

-?L?ECQ 0+) ACRBeA?RC QRMPLB MP MUCB FMQR CV/ABNR SQCB GL
ACREeA?RC @?QCB 4,3 AMIGNIAR @CRUGTLERERL NJ?RDMPK ?LECH
FMQRQ

ORMTGBCQ ?AACQEROPRC AMLeESEENL SQGEE RIJ?RDMBAZ0 )0
#MLeESPZBMIGCU

ORMVTGBCQ ?AACQBEMREPRC AMLeESEML SQGEE RIJ?RDMBIGACLQC
-2L?ECP TGCU

1JIMUQTGCU MD ?T?GJ?@JC QCPG? HINHVRIRMLIFRDMPK

ORMMTGBCERG?E?P? GLRCPD?ACFRMAR .CRUMPI 4 GKC OMRMAMJ
QCPTGAC MP B?CKML MD RIAGRR® 1.8 GLAJSBGLE QCTCP?J
AMLEESP@RIL MNCRFTQ ?LB GQR QNCAGDWGLE MIC. MPRGHC
QCPTCPQ

-MLGRMPERQCPTGACRR?SRMKGRIW APRCQ ?LB K?L?ECQ GRIR-
@3DCPQ GCRMLRBCP?IMUGLE @?RRCPW JCQGMWINGE?@M AMGEESH
MP SQ?EC NAZR2!- 2JMLE UGR 7L GLQREB @?AISN @?RRCPW GD
2NNGA?@JC

ORMMTGBCQ ? EP?NF@&YERRK MD AMKKSLGAMRNMPRQ ?LIEORRDC?REP
ML RC FM@RE NJ?RDMPK GGAESEIMSRQ RM ? RF@RIIWNJI?GEQ R
JMATRML BCQARBBNRQSAF ?Q #- NMPR RWNC ?LB QR?RSQ SQ?EC
GRCK 4FGQGMR?J DCTRE®SGR RC GLORZBML MBARKMBSJCQ
NJ?R(U3A?I2LB ? AMRRONMLBLENJ?R(U3A?L RWNGQJFCE RWNC GQ ?
AMLRRICP KMBCJ

ORMITGBCQ ? QR?BBERIRMAMJ DMP KCQQ?EC JMEEMIEQ)RCQQ?EERH

MD C?AF

?FC ECLCP?RCB @WE?PRM @C QBRIPLB ?L?JWXCB MLCKRIRC QCPTCH
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-MLGRMPGLE NMUCP RM MNANERP
5QGLEAR OMUCP-MLGRMP3CPPGMLRRICP NPTGBCQ QR?RSQ KMLGRMPGLE MD GRQ # NMUCP ?LB @?RRCPW JC

Prerequisites:
9MS ?B PSLLGLEMPI@CLAA.B ?F”C AMLLCARCB RM ? PSLICRINERT QFRGNARL

3RCN

3RCN

3RCN

%VN?LBIMLeE 3CPTGACQJ?RDMPK3CPTGABMS @JCCRADMUCP-MLGRMP3CPTGAC
4FCOMUCP -MLGRMBCU MNCLQ

4M AMLeESPRGQ QCPTGAC AFRCERFBRBMUL $CJ?WKC ?LB MP 2J?PK QMSRMLeESRZRL DMP
@MRRWNCQ MD 2J?PKQ JMU @?RRCPW JCTCJ ?LB NPGK?PW NMUCP JMQR
4FC QMDRIGZRRITGBCQ QR?RSQ KMLGRNASAEWMBGRE GRCKQ TG? "MMJIC?L QIMRQ

I# NMUCP GQ KMLGEB/@WR 0PGK?PW OMUCGERIELR QIJMR 4FGCRWWR® UFCL '#
NMUCP GQ £ QSNMIB RMGRRAMLRBCP

* "?RRCPW JCTCJ GQ KBB.@RWR "?RRCPW 'MMB QJMR 4FGONMRGP GIFR J?QR RCQR MD
FEC .G-( @?RRCPW U?Q EMMB

)D LCCBCB K?IC ? 0V @GILE MBI RVAR RCQC QIMRQ
"CA?SQC ?LW QRVRIJ?RDMPK3CPTGREWL?KGAW @BGNML QR?PRSN GBELE GE® QIMRQ RM 0V
UGBECRQ KPIGLE RVAGR QRZRL AMKNMLCLRQ @QC?MBRT DNMUGLEBEGRERLQ 2LB

ESGBGILCQ

3S@QAPGMR @CF?TGMP GQ SLGOSGRIIMIARDRPK3CPTGAKIRQ BXRRNRNCPRW T2JSCQ
GLGRW JM?B @SR BM LMR ?SRAMRPBNB?RM CVNGABREDEQF QSAFMRCRFCQ WMS KSQR
GLTMICAR NMJ?ARML MIER AMLR?GLCP BMEGRNNCRITQ

&MP CV?KNJC GD ML ? 0V N?EC WMS @GLB ? "MSLBC@UGR RLGRMP3CHIBASY
Good QJIMR GIOBIJ?WE MHalse FMUCTCIREGQ T?JSC BMCQ LMR SNBERO\SLR PGEAR Al
2LB CVCASREROMI ?ABML UFGAFAMP? DRFE?B

,GLIQ DMK 0J?RDMPK3CPTGAB@AFGJIB QIMRQ ARV RRIML AMKNMLCLRQ KSQR SQRAZQMSP
/2$] Q QIMR RFRRCP RPL GRQ F2® 'DRCP ? QRVREDR?PR MP FEIQRIFR FABGQMSEB
BLIQ K?W @C JMQR

#MLQGBORGR) SNB?RKGRIRL @ CONERIGLBI?RDMPK3CPTGARRQ GLREAMMKNMLCLRQ
FE?R NATGBC AMMRBMEGA ,GLICB QIMR T?JSCQIK@W MSRB?RCB QWEMIERRCP QRRR
QR?PRSN WCGBIF@QAPG@CB ?LB LMR K?PICB ?Q QR?JC
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4FC QATCL A?NRSIFMUQ &11 INMK AEC 2CJBRML3FCCR MD EGRAMKNMLCLR ?LB FMU RBRCB
RFC 6LI RM SQRARQIMR IRTRVIP QMER2$

)L ?BBGBML RARE?B MLIW QR?RSQ GIMRQEP-MLGRMP3CPIBEAGBCQIPRCB AMLeESHAR
QIJMRQ UFGAF WMS R ?R AMKKGQQGKBKGLERP KRIBCR?GEODEP RMCRACE
Niagara 4 Install and Startup Guide

I@MSRFC .RNOJ?RDMPK3CPTGAC

0J?RDMPK3CPTEACKYL.8 FMQRCB QML AMLR?GLQ ? AARIERDMPK3CPTGACANIKWMLCLR UFGAF

NMTGBCQ ?L GLRCPDTATRM R AMKNJ G?LR .40 .CRUMPI &KC OMRMAMJ QCPTGAC MP B?CKML PSLLGLE ML
FF?R FMQR NJ?RDMPK .4BGASRR.BWEAMKKCLBCBEKC QWLMIREXGRIL NMRMAMJ RM SQC @CRUCCL GLRCP
LCRUMPICB BCTGAOUCMELE KBMPAASP?ARPRAEEC MJIBCP 2&# 4GKC OMRMAMJ

"W BCD?BJRGQ NJ?RDMPK QCPTGRRGITB

)D JCDRB?@JUBGR NJ?RDMPK QCPTGAC BBE) LMR
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)D CL?@JCBGR) NJ?RDMPK SQCQ .40 BTRRARM QWLA GRQ ARXWTGRSCORPGCTABKOMLC MP KNP
40 R GKC QCPTCPQ "BGINERM M AMLeESIENAL NINCRITQ

IL CL?@JCBRNOJ?RDMPK3CPTEGALLMR IWMU AICLR QWIMERPXGRIL USREKC QCPTCPQ SQGLE 2&# CTCL
GOFR QRE@RIL 2JQM FAUBKC3WLASCPTEACP GROLeE 3CPTGADNIJBCP

NOTE: 3SNNMPR DVBLBMU®LB ,GLS\BSNCPTGQARJ?RDMPK 3CPTGRQ @CCLEAMEESCB GR?E?P?

?LB J?RCHFCTGMSQ TCPQGMIQAMDIPRDMPK 3CPTEGAICQC CLMAKCLRQ U?@PBMLIW 3SNNMPRABP R
QCPTGAC AUSRQ DMP CK@CBBCBACKOERQ 4F@0 0J?RDMPK 3CPTE@ALLMICRMTCB MK REC

NJ?RDMPK @ME eJ&2G6RPP? ?LB J?RCP DMPCARCB CIMIG®CLRQ

6CPGDWGLE ?AACQQ RM ?L .40 QCPTCP

4FGQ NRACBSPTCPGe(QR? NRTGBCB .40 QCPTCROGAR? @JC ?LEBGNMLBLE )R A?LLMR @C SQCB UFGJC .40 GQ
CL?@JCB MEGRRAMLRBCP

Prerequisites:
9MS ?E SQGLEMPI@CLARB ?FZ AMLLCARCB R RKMRC AMMIEPMS ILMU RC BMK?GL L?KC MP )0
?BBEQQ MBARNS@A .40 QCPTCRRAMLRBCP GQ ?RRGKERM AMLLCAR RM

3RCN  $GQ?@JC .40 DME RMLRBCP

3RCN  %VN?LBtMLeE 3CPTGACQJ?RDMPK3CPTESEPRGIRNOI?RDMPK3CPTGACLB\AGAIARGMLQ
3WLA .MU
4FC3WLA .MUUGLBMU MNCLQ

3RCN  4WNC GE®RDSYW 0S38CB BMK?GL L?KC MD ? B3@D QCPTCP Fe P ?BBEQQ MD ?LW ?AACQQG@JC
40 QCPTCP ?7LB @A+
3RCN 4M TCPGDW BM MLECMIMRIUGLE
© 2GEFR@AI RC QRE@RIL GER.?T REC QCJC3RW NJ?RDMPKBELMGRQ JME
#JGAKRGJIC/NCL MPB #RPJ , ?LB CLRCP

ip:<controller_IP_address>|fox:|spy:/platform diagnostics/log UFCRE
FEC T?PG?@JC L2kgontroller_IP_address> G@R AMLRRBCE] )0 ?BBEQQ ?LB EPRQ
CLRCP

2CTCRR.E RMFR JCE?AW #05 SQ?EC DMP "1#LCR LCRUMPIQ

&MP AMINRICPQ PSLLGREE?P? ?LB J?RCRFC -3 40 CLEGLC GQ JMA?RCB @WRBGMLFEIAMLRBCE]
23  AM NP MACQQMIFGQ R?QI BCQAPG@CQ FMU RN ARILBHSR-QRN "?ALCR-QRNOJ?RDMPK3CPTGACI1LV
KMBSJC QMR RC -3 40 CLEGLC PSLQ MERAMLRBCP #05 GLQRC?B

Prerequisites:
9MS 7?2 UMPIGLE GIMPI@CLAFRB ?RC AMLLCARCB RM ? NJ?RDMPK ?LB PSLGMLIEMQR?RRICPJIJW AMLEHESP
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"I#LCR .CRUMPI

4FC"?ALCR-QRN0OJ?RDMPK3CRIGAGBBCL @W BTBRRPSDMRCBSPCVNJI?GLQ FMU RM K?IC GR TGQG@JC SLBCP
0J?RDMPK3CPTGABEMU RMBQ?@FCRMNPACQQMP

3RCN  %VN?LBFFC AMLRBCP QRMIBR?BML #MLeE 3CPTGACGQGEFRGW RCOJ?RDMPK3CPTGALQ
QCICAR3IMR 3FCCRMK FEC NMNSN KCLS

4FCO0J?RDMPK3CPT@EAIMR 3FCCRGCU MNCLQ
3RCN 2GEFR@AI RC"?ALCR-QRNOJ?RDMPK3CPTGAMARIQCICARRMLeE &J?ERCLS GRCK

4AFC#MLeE &J?EQGLBMU MNCLQ

-?P AF
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3RCN  #JC?PHRCHidden NRMNCPRW AFCAI @MV @A-AJ
4FC"?ALCR-QRNOJ?RDMPK3CRAMIKAGVILCLREINI?WQ SIBCRDMPK3CPTGAR) .?T REC

3RCN  4M BGQNJ?NCRse Coprocessor NRNCPRW PGEARPNLCR-QRN0J?RDMPK3CPTGACNIMQC GRQ
18 3JMR 3FCCRGEFR3seCoprocessor  QCJCARILeE &J?EQNMK AEC NMNSN KCLS AJCPER
Hidden NRMNCPRW AFCAI @MV @AAJ
AFCSQCH#MNIACQQNIRINCPRW GQ LMU TGQEI®JZPREIMRK 3CPTAGMROBTRGCU

3RCN  $MS@JC®BAI RC"?ALCR-QRNJ?RDMPK3CPTGARBO/GIFR .?T REC QCBse Coprocessor  RM
false ?LB AGAIRC3?TC

3RCN  2CQR?PRIQRERIL RM eGXFR AF?LEC GLMRCQQGLE JBMER

IM@7?J A?N?AGBMCLQGLE

AFG@ACLQGLE KMBCJ GQ ?T?GJ?@JC DMP QMKC NJ?REBEPHEQ *BRMLE R ?LB *1#% IM@7?J
A?N?AGRIMCLQGLE RP?AIQ QNURBSER GERQRERIL SQGLE EJIM@7?J AMSLRCRQTGBGQ KBIEVG@GBW GL
FMU EQM3EQ T?IMA?RCB

4FC QR&RIL ICCNQ ? EJIM@7?J AMSUR.GRUNPIQ BCTGAMYWRMGLERQ FGQRMPGCQ ?LB QAFCBSJCQ 7FCL
MLC MOFRQCCQMAIQ EMCQ MTCRACLQGBKIGRFREQMAE CERBP EMCQ GLRM D?RRPMBBCAMKCQ GITAR
4FC AMLRCLR MD ?LWEREIRP EIM@?J A?NZAGEYC BCNCLBQAZIDRE ?RSRSRF?QCB DNIECRMLRBCR.MP
CV?KNJC

DC?RSPL?KC EIM@?J#?N?AGBVNGRZRL
NMGLRKGR BCTGAGKGR
CVAJSBCB$CTGARGM LPGM LG?E?P?$PGTCP
CVAJSBCBOMGLURER)GM LPGM LG?E?P?$PGTCP

4FC CV?KNJC ?@MTC QCRQ E3N@Q ML NMGLRQ  ?LBBCTGACQ @SFERQML LCRUMEL® J
FGQRMPGCQ MP QAFCBSJCQ 4FC CVAJSBCB$CTGACQ ?LB CVAJSBCBOMGERR RRRFERA SNGRHETR R
LSK@CP MD BCTGACQ ?LB NM&IFRQ@PKMBSICQGM LPGM MP LG?E?P?$PGTCP
| KMPC REQRPGAR EIM@7?J A?N?AGRW CV?KNIBNMEIRIRGIC @CIMU
RDC?RER?KC EIM@?3#?N?AGBVNGRZRL LCTCP LCRUMPGKGR
BCTGAGKGR NMGLBKGR LI GKGR FGQRMBKGR
QAFCBSJGKGR  CVAJSBCB.CRUMPIPGMCVAJSBCB$CTGACRGM
CVAJSBCBOMGLEREM ER
4FC CV?KNJC GEB?RCQ

I'J GKGR NHBOR LCRUMPIQ MD ?LW IGLB
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.G?E?P? 0J?RDMPK 'SGBC 0J?RDMPK 3CPTGACQ

' JGKGR MD BCTGACQ MD ?LW IGLB

'JGKGRMD NMGLRQ MD ?LW IGLB

' JGKGR MD GLIQ MD ?LW IGLB

'JGKGRMD FGQRMPGCQ ?LB QAFCBSJCQ MD ?LW IGLB

IRRPG@SROMPDMP CVAISBCB.CRUMPIQ CVAJSBCB$CTGACQ ?LB CVAJSBCBOMGLRQ C?AF ?Q ? BRIRK? QCN?F
MD KMBSJCQ 4FGQ KO7ERRCE GQ LKBKGR DMP LPGM LCRUMPIQ BCTGACQ ?LB NMPRQ !IFEBWBSICQ GL R
?RRPG@SRTQVRISBCBVBFFC EQNCAIC EIM@7?J A?NTBIGERRVMUCTCPBLIQ FGQRMPGCQ ?LB QAFCBSJCQ
DWK FFCQC KMBSJC@ MR CVAJSBABKOALW MICP EIM@7?J A?N?AGRW AN QIFRERLIQ GLAJSBC 7L

ISB GR(GQRMPW ?LB ,ME(GQRMPWC (GEBAEEEB BC RGQRMENGR

%V?KNJC EJIM@ ?J#?N?AGRVC DL RSP

DC?RSPL?KC EIM@?J#?N?AGRW CMVBIBGP?R NMGLRJ GKGR BCTGAC BKGR
CVAJSBCB$CTGACQGMBLPGM LG?E?P?$PGTCP CVAJSBCBWBAMELRGM.BG?E?P?$PGTCP

4FC CV?KNJC ?@MTC QCRQ E3N@ERQ ML NMGLRQ  ?LBBCTGACQ @SFERQML LCRUMELD J
FGQRMPGCQ MP QAFCBSJCQ 4FC CVAJSBCB$CTGACQ ?LB CVAJSBCBOMGERR RER FXRa SNERHE?R R
LSK@CP MD BCTGACQ ?LB NM&IFRQ@PKMBSICQGM LPGM MP LG?E?P?$PGTCP

I KMPC EQRPGAB EIM@7?J A?N?AGRW CV?KNIJEDEMRIRGIC @CIMU

DC?RSPL?KC EIM@?J#?N?AGRW CVBIGPARTCP LCRUMBKGR BCTGAGKGR NMGLRGKGR
GLI GKGR  FGORMPBKGR  QAFCBSJOGKGR  CVAJSBCB.CRUMPIQ LPGM
CVAJSBCB$CTGACQ LPGM CVAJSBCBOMGLRQ LPGM

4FC CV?KNJC GEB?RCQ

' J GKGR NHBOR LCRUMPIQ MD ?LW IGLB

I JGKGR MD BCTGACQ MD ?LW IGLB

I JGKGRMD NMGLRQ MD ?LW IGLB

' JGKGR MD GLIQ MD ?LW IGLB

IJGKGRMD FGQRMPGCQ ?LB QAFCBSJCQ MD ?LW IGLB

IRRPG@SROQPDMP CVAIJSBCB.CRUMPIQ CVAJSBCB$CTGACQ ?LB CVAJSBCBOMGLRQ C?AF ?Q ? BRIRK? QCN?F
MD KMBSJCQ 4FGQ KO?PRRCR GQ LIBKGR DMP LPGM LCRUMPIQ $CTGACQ ?LB NMPRQ !LRCKI@BSICQ GL R
?RRPG@SRTQVRISBCBVBFEC EQNCERC EIM@7?J A?NTRIGRRV(MUCTCPBLIQ FGQRMPGCQ ?LB QAFCBSJICQ
DRIK FECQC KMBSJC@ PR CVAJSBOBIOPLW MITP EIM@?J A?N?AGRW AMSLRQ

NOTE: 1JJ QRE@RILQ GLAJSBC ?IGRBGQRMPW ?LB ,ME(GQRMPWC (FBASEEB BL RGQRMEKEGR

#FCAIGLE A?N?AGBMCIQGLE QR?RSQ

%TCPW QRAERR PSLQ ML ? NJ?RDMEPKEUG® ?J A?N?AGRVLQGLE ICCNQ ? PSLLGMEVRZBAMERNMLELE
FEQM3RQ GEG2CQMIF -?L?ECPTGCU

Prerequisites:
9MS ?E SQGLEMPI@CLARB ?FZ AMLLCARCB RM ?@R?RGRIM@?J A?N?AGRW.QGLE

3RCN  2GEFR®AI RC MNCLCBR?BMRELB QCICABCUQ 2CQMAHNT -?L?ECP

-?P AF



0J?RDMPK 3CPTGACQ .G?E?P? 0J?RDMPK 'SGBC

4FC2CQMS® -?L?ECPMNCLQ

ILW QRZRVL UBRIM@?2J A?N?AGRWQGLE F?Q QNCAGeA CLRPAEQARLIR QMSFLDMPKERIL
R?@JC NFBR TGCU

)L FFGQ CV?KNJERECA?N?AGRW, GACLQEVSIFRRTRERQ GLAISBEKTRR?KIRTR GIEBA?RCQ
UFCL RC EIM@7?J A?N?AGRISER J?QR P?2L

ILMRFCP BRSN MEIM@?J#?N?AFCQMBEQR?RSQCQ QMBABRR R AMSLRQ ?JMLE UGR
FCQNCSRGGACLQGKGRQ GD ?LW 4REMDRTRCU ?@MITCARGR ePQR EIM@?J#?N?AGRW CV?KNJIC
EGTCL GQ

RDC?RER.?KC EIM@?J#?N?AGEBVNGRFRL NMGLRKGR
BCTGAGHKGR CVAJSBCB$CTGARGM LPGM LG?E?P?$PGTCP
CVAJSBCBOMGLHERGM LPGM LG?E?P?$PERCP

UFCE EIM@BWKIGRQ CVGQR MLJW ML,GKGR QLB NMMVW NMG ,GKGR UGRLBGM LPGM
?LB LG?E?P?$PGTCP BCTGACQ ?LB NMGLRQ @ CGMKV/NWSRGROP

3RCN  4M EDEQFIRC AMSLR @GABNB?RC

-?P AF
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3RCN

-?P AF

/DRCL WMS BCJCRC ?Q2LCIBBEFOMACQ GERNMACQQ MD CLEGLCCPGIEWN QRNRAGRW

JACLQGLE LCTCRBCARQ ?LWR@MAE AMSLREPGQ AMSIBIR GL GL?AASP?RC AMSLRQ MTCP ? JMLE
NCPGMB 3B R 4FCFDMP ?LWEQMAE AB?RCB UGRL MTCR?N?AGRWMEFPBGICTCP ECR MSR MD

D?R MS KSQR BCICRC GR

| QR?BMLIQR?PR AMIRR) EJIM@?J A?N?AGRW AMSLRQQGUAETEEPGQ MDRCL GLAMLTELGCLR R
QWQRCK NCPDMPKQ ? EIM@7?J SAVIRIGRIMRPGK?RCIW CTCPW  KGLSRCTRRIAMPP
GLf?RCB AMSLR@SHA?L 2JU?WQ QETRAMSLR QR?RSQ ?IME EROGSRRR EIM@GACLQGLE
AMSLRQ ?LBKGRQ BL GRERICQMPH -?L?ECPTGCU MP QNW TGCU

)D WMSCP QSNCP SQENS A?L ECR3R) Q?KC GLDMPHMRRRW PGERGLER QNW N?EC ML ?
QRTML ?FE DNWMUGLE JMAMRINW KCRPGAQ
3NCAG?J NCPKGQQGNMEGB RM TGCU QNW N?ECQ



0J?RDMPK 3CPTGACQ .G?E?P? 0J?RDMPK 'SGBC

4FC2CKMRC 3RGRIL Z KCRPG&ATY MNCLQ

4FGQ GLDMBHRARK?RAF(RCRCOQMSBE -?L?ECPTGCU CV?KNJC P& CVACKRIL MBAR
recountLastRun ~ RGKCQR?KN QFMUL MLC FMSP J?RCP

IBBCB AMKNMLCLREMR CVACCB EIM@7?J A?NGRGRQINTIEBC ? &P58?SQC CVNJI?GLECE R
FC?QML )LA&GQ CV?KNJIC UEGFCE ?E EJM@7?J CVGORBCTGACQ GDeTC LCU

-MB @SQWS$CTGACE7BBCB RGQUORQ GL ? LRSI BCTGACQ GQ MLC MTCBE&TGAGGKGR

-?P AF



.G?E?P? 0J?RDMPK 'SGBC 0J?RDMPK 3CPTGACQ

IQ QFMUL ?@MTERNRNCPRW QFCCROBERGAC QFMERER QML Glault Cause
3RCN  $CJCRGFRQ MP ?LW AMKNMLCER Q&RGJ?PR233QC

-?P AF
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Result
)D WMS BM LMR BCFCREMKNMLCLR GR7GLQ GL FRFMRFQONMLBLE CTCLR@ 7BQM CLRBFRGLAT QRERID)
,ME(GQRMPW

4FC EIM@?J#?N?AGRW AMSLR DMP ?LW CYNBSEBTNENT ?PQ 6C RMERNMLBLE CLRPWRELGRERIGQ)
2CQM&HE -?L?ECP

4FC LCACQQ?PW BJICRID ?L MX&RGR BCTGAC BMCQ LMBKEIIARC AMSLR @?Al FRRBKC )LQRC?B ?
NCPGHBEAMSLR ?@MSR CTCPW KGLSRCGWIERR?RR GQ LCCBCB RM SNBARISIER

3GKGJ?P AMKNMLCLR@Q?88 OAP JMEQ ?NNJW RM LCRUMPIQ GIMBG IR QAFCBSJCQ

-?P AF
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IQ QFMUL ?@MTEERORMVW%VR DMRYWANMGLR QFMAd@ Tause  FC?QML 4FC NINCPRW QFCCR MD ? LCRUMPI
GL EIM@7?J A?N?AGRWQ ZBIKEXEReded network limit for globalCapacity ?LB FEGQ ?NBICQ ?JQM RM
? QAFCBSJC GL EIM@7?J A?N?REReeERRSIschedule limit for globalCapacity

%VACCE.ERC EIM@?J#?N?AGRWBKGRMBPSACQ ? NMNSM?AGRW ,GACLQGLEMU MIFR UGPQFCCR MP
?ARBTC TGCRPR ENMPRQ "%VACCBCB ,GLI ,GKGRFCAEBIREQ LMR DGMARJ

#?N?AGRBACLQGLE ?LB FGQRMPGCQ

(GQRMPGZR RVACCBREIM@?J#?N?AGRBRD) K?LGDCE@RGR B U?WQ HCRSK@CP MD FGQRMFGECQ GL R
QRTML GEERCHRL FC EIM@?J#?N?AGRBRBREQMAT AMSLRCP BL @RERIL KH CLRQ KMFGQRMPGCQ
DMK @CGLEGWRCB

)L FEC BCD?R(GQRMPW %VR -?L7E&EU MIER (GQRMPW3CPWGBAEQCC ? R?@JCMOQRMPW CVRCLQGMLQ ?JMLE
UGRAEC QR?RC MD C?AF CL?@IQBE@HCB R?JAISBCB GQ ? RMR?J AMSIFGRRNMPW CVRCLQGMLQ (MUCTCP
FECE GQ LM C?QW &IRSGRV RM ECR ? AMSER®DEL ? NGRBJ?P QR?RC MP QCR MD QR?RCQ !L CVRCLQGML GL
D?R QR?RCE/GRault Cause  MIExceeded history limit GLBA?RCQCIPRCB N®JCK 3GKNJBOB@LE

QSAF 2L CVRCLQGML BMCQ REFEEISBEDKSQR BCICRC RGQRMPWGEGORMPW B?R?@?QC UFGAF A?LLMR @C
BMLC MK FEC(GQRMPW3CPTGAC

9MS BCJIJCRC FGOQRMRGEQ$IR?@7?QC -?GLRCL?IMTU MBGXGQRMBI?AC @SR LMRERR?E LM AMSLRQ
?T?GJ?@FCR )D WMS BCICRC MLC MHFKIQRMPGMBRMPFGQRMPW AMSLR WMS KSORAE? SRFSEEYS
FCAMSLR ?NNPGK?RCJW CTCPW KGLSRCQ A?FASEBSACRAMSLR (MUCTEMS A?LLMR BCJERC R
FGORMPW CVRCEQSMEZ?RCBAE FGORMRK BFCE 3M GR GRJIVWHR RC FGORMPW GQ EMGLEARRKDE BSL
RFC DSRSRSLICQQ WMS BCICRC KBPREREGQRMPW CVROERFAEZRCBAT FGQRMPW B?R?@?QC R?@JC

)L ?BBGBML RM FGQRMPW CVRCIFQGMKT GIRBRL MRP GRCKQ AT FGQRMPGCQGEEAISB

(GQRMPW GKNMARDIPKR QRIML
(GQRMPW CVNMPRQREIP?QRERL
ISB GR(GQRMPW QCPTGAC
ME(GQRMPW QCPTGAC
4FCQC 28R GRQ ?BB RACRMSLR 4FGEFG@RQML UFW ? QRAR OSGAIJW CVACCBQ GRGKGRRMPW J

-?P AF
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.G?E?P? 0J?RDMPK 'SGBC 3SNCPTGQMP AMKNMLCLRQ

Chapter 14. Supervisor components

#MKNMLCLRQ GLAJSBC QCPTGACQ DMJIBCIPRMBE MR BLB@IMAIQ ?7QQMAGTRERNBRIC 4FCQC
AMKNMLCLRQ@?PT?GJ?@JC MLIW GL ? 3SNCPTGQMP 0# NJ?RDMPK

OAMMNCPRW BCQGRERRELAISBCBEGDMWMUGLE RMNGAQ ?NNC?P ?Q AMLREMREIINFIRNGAQ UFCL ?AACQQCB
@W

2GEFR@BAIGLE MERM@HCAR ?LB QGUBAUQ 'SGBC (CJN
#JGAIGLEIN 'SGBC/L 4 ?FECR

7 MPI@CLAF ,GACLQC -?L?ECP NJ?RDMPK ,GACLQC3?R2@?QC4

4FGQ AMKNMLCCRRQCLRQ WMSP1@ CLAFH] Q IMATGACLQC B?R?@7QC IMEQWMS RM K?L?EC JWA?J
QRNIB GACLQCQ

Figure 22. 7 MPI@CLAF ,GACLQC -?L?ECP

4M ?AACQQGABMMJIQ ,MA?J ,GACLQC $?R?@?QC
4FGQ TGCWNBBCQ ? RUM N?LC UGLBMU BRRMBATLQC eJCQ ?LENRPFMQR )$_ DMJIBCPQ

4FC JCDR N?LO/NBBCERR.?TGESGRIL UFCRVMS A?L CVN?LB DMJIBCP@GAIBRM QCJICGAARCIQC eJCQ
4FC PGEFR N?7LC QFNC@RRVR AMLRCLRQ MD ?LW QEACKRCBJIC

"SRRMLQ

"SRRMLQ 2RR@MRRMK MBRTGCWNEBC ? U?W RM K?L2ECAMLRCLRQ MD WMSBAREQTB?R?@?QC ?LB
?”C BCQAPG@CB Q1001

)KNMPR &RIC?WQ ?T?GJ?@3Q @SRRML BBRQLDC eJC RKOPIMA?GACLQC eJCGACLQCARSTC J?P
eJC

%VNMPR &BEICWQ ?T?GJ?@3Q @SRRML Q2TEAGIQCQ MP ?LW QCIEARCECD JIMA?2Q BACLQC

-?P AF
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?AFGTC eJC
$CICRBCICRCQ QCICARCRQCHORC IMAMGACLQC B?R?@7?QC

3WLA /LELRWNGMRPT?GJ?@JC GD WMS F?TC )LRCPCIR RRGRM@ERRML SNBZREACLDCQ MP 2LW
QCJCARGACLQCQ GL WMSKEAARCIB?R?@ ?@FHEGRVQR ASRR TCPQGMLEGIBATLQC MPOREC
MLGLOGACLQGLE QCPTCP

-?P AF
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Chapter 15. Contr oller components

#MKNMLCLRQ GLAJSBC QCPTGACQ DMJIBCIPRMBE MR BLB@IMAIQ ?7QQMAGTRERNBRIC 4FCQC
AMKNMLCLRQ@?PT?GJ?@JC MLIWVC&MRE AMMIZP NJ?RDMPK

OAMMNCPRW BCQGRERRELAISBCBEGDMWMUGLE RMNGAQ ?NNC?P ?Q AMLREMREIINFIRNGAQ UFCL ?AACQQCB
@W

2GEFR@BAIGLE MERM@HCAR ?LB QGUBAUQ 'SGBC (CJN
#JGAIGLEIN 'SGBC/L 4 ?FECR

$?R? 2CAMTCPW 3CPTGBRMEB NJ?R$?R?2CAMTCPW $?R?2CAMTCPW3CPTGA

4FGQ AMKNMLCLRFGNR?R$?R?2CAMTEMB/SIC ?SRMKZRW APRCQ ?LB K?L?ECQ @& GL ? AMIRE)
?T?GJ?@JC 2!- IMUGLE ? AMUBEP RM DSEMR UBRSR ? @?RRCPW MP RM SQC 2!- ? VR BELQRRZB @?AISN
@?RRCPW

Figure 23. $?R? 2CAMTCPW 3CPTGARMEBIGCU

4M ?AACQQ CVN#MAeE 3CPTGACQJ?RDMPK 3CPTEBBMS@JCERIB?R?2CAMTCPW3CPVUIBAC,

4FC AMLRBCPQ WER.RCEP?J 2!- GLAJSBE% *1#% ?LB AFC DMMUGLE JCE?AW AMJOR®)
*#% % *1H% % *1H% *1#% ?QUCI?QRC*#%  ?LB*#% UGR?L GLQREB 32!- MNRGML
A?B

&MP BCR?GJQ EXdidara Data Recovery Service Guide

-?P AF
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-MBCJ QNCAGDGA 0J?RDMPK3CPTGAC#MNTFFCQP NP

3MKC*#% AMLRRICP KMBCJQ K?W F?TC WGRKREDMPK3CPTEROERITQ QNCAGeA RM QNGAGRI F?P
DC?RSP 4FGQ GQ GGREB RFRQR?LBBPLB ?BBECRML?J MRCRFCQWNGAW FICQC TPAMLeESEB ?R
AMKKGQQGMLGKER

&MP KMPBCR?GJQ GTCARILRBCRINCAGOA?RDMPK3CPTEROMTRFCQ GICRACE Niagara 4 Install and
Startup Guide

.40 0J?RDMPK 3CPTGAC NJ?RDMPK .RNOJ?RDMPK3CPTGAC.NQB

4FGQ AMMREP AMKNMLCLRFGEERE?PGLRCPD?ACRMAR .CRUMPI 4 GKC OMRMAMJ B?CKML MDGPE?P?
OMPR?@RW QMDRBCFCIMNKCLR IGR .N®BLLGLE ML ? AMMRRRD CL?@JCB GRIHBC@GALR ?LB QCPTCP
QSNNMPR DMP .40

0J?RDMPK 3CPTGHNBIORFCQ NJ?RDMPK .RNOJ?RDMPK3CPTGAC1LV

4FGQ AMNMREP AMKNMLCLRFGEERE?PGLRCPD?ACRMAR .CRUMPI 4 GKC OMRMAMJ B?CKML MDIR8
/3 PSLLGLE ML ? AMINREERD CL?@JCB GRIGBCM@ALR ?LB QCPTCP QSNNMPR DMP .40

4FC BCD?RI'GCU MR NJ?RDMPK QCPREACTROMPK 3CPTCMROBTDRGCUGL UFGAF WMS AHMS@BR ? DCU
QCRREQ ?7Q UCD QNCAGINE RCPTCPQ

Figure 24. 0J?RDMPK 3CPTGAROBBTQ

aM ?AACQRGR) TGCU CVNAMBeE 3CPTGACQJ?RDMPK 3CPTGAERGEFREZAIRNOJ?RDMPK3CPTGACILLV
6GCUQ 0J?RDMPK 3CPTGMROBBTQ

Property Value Description
0J?RDMPK 3CPTGAC $C&MPGNR FC?B MLIW 2CNMPREGRRWNC MD QCPTGAC
%L?@JCB tue BCD?& MRise %L?@JCQ ?LBR?@JIEQ 8QC MBR
.CRUMPI 4.GKC OMRMAMJ BC R
AMLRRICP

-?P AF
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Property

4GKC 3CPTCPQ

3R?BQ@AQ

.RN

,MA?J "?AISN

3WLA IR "MMR

(MQR -MBC

Value

?BBGBML?J MRCRITQ

FC?B MLIW BCDRRQ Riskse

FC?B MLIJW BCDR3Rive

FC?B MLIJW BCDRQ Riskse

FC?B MLIJW BCDRAQ Riskse

FC?B MLIW

#MLRMJICP AMKNMLC

Description

e A?SQCER®FMQR RM SQC .40
RM QWLA GRQ AJRREKGR?JSCQ
FCRPGCTABIOMRCP QCPTCPQ

BB GBML?J NRCRQ

)LBGA?RCQ GIE@RERCPT?GJ?@JC

tue FCNMPRQ GLDMEM?R@MSR
.40 MNCP?RBML

2CNMPRQ GD .40 .CRUMBKE
OMRMAMJ GQ CL?@JCB

2CNMPRQ FMU QCPTAHR.ENAD
F?LBICB

tue GLBA?RCEPR GBARQNCAGeQ
.40 QCPTCP Q @CAMKC
SL?T?GJ?@JC BSPGLE RQVJ
QWQRCK AIMMTEBCEREKC
SQCB 4FGQINELRER RKGLE MI
REC NMBLE ?JEMAGEL RC LRNB
UFGAF GQ CVCASRCB ?R QNCA
AF?LEGLE GLRCPTRMIQ@EBGLE
FCQCR tue T?JSC BMCQ LMR
AF?LEC RC .40 B?CKML]Q
NMIELE GLRCPTEDSELAW )L
D?AR @W SQBLHEWA?J QWQRCK
AIMAI FC .40 A2JASI?RCB NBLE
REKC UMSJBR?GLIRC Q?KC ?LB
FESQ LMRP R GL KMANMIBLE

2CNMPRQRDIMA?I QWQRIBICR
QFMSJB @C SNB?RCB ?R NJ?RDMPH

tue CVCASROELR.RNB?RC
AMKK?LB RM SNB?RC QWQRCK
REKC UFCLAC AMLRBCP @MMRQ
4FGQ F?NNCLQ @THBIGR)RERIL
QR?PRQ MPIFRNB QR?PRQ

)LBGA?RCEPR RGQ FMQR ?ARQ 2Q 21

.40 AJGCLR MLJW 4FC .40 B?R?
FCRPGCTCB FEBR RMQRIDP
AMLEeESEB QCPTCPQ GQ LMR ?T?GJ
JMA?2J LCRUMPI BCTGACQ

LRQ

B

GeCB

@MMR

IMA?J

P@JC RM

-?P AF
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0J?RDMPK 1J?PK 3SNNMPR NJ?RDMPK 0J?RDMPK!J?PK3SNNMPR

4FGQ AMMBEP AMKNMLCLR GQ ? AMLR?GECR NNETRQ DMP C?AF ?J?PK?@JC T?JSGISRBOPK 3CPTGAC
QSAF ?(r-ROMUCP-MLGRMP3CPDRRE&?LW AMUREPQ

&MPFC AMLRBCP NJ?RDMPK CV?RIZRDMPKIJ?PK3SNNMPRRNMLCLRQ GLAJSBC

"?RRCPW 1J?PK 3SNNMRR=ESEQ FMU JMU @?RRCPW JCTCJ CIRPKEICE GIFR QRERIL
OMUCP 1J?PK 3SNNMRRLeESEQ FMU '# NMUCP JMQQ ?J?PEG7AHRICB GIFR QRERIL

ORVINCRFCQ SLBCP COAPRDMPK !J?PK 3SNNMRRR?GLCE S®CB RM BCQGEEZTRQRRERIY 1J?PK #J?QQ RM @C
SQCB ?LB 2JQM RM NMNSI2RERKEAMPUFCL RC QNCAGeA 2J?PK MAASPQ 4NGIQERI® UMPI GCR?KC
D?QFGML FQIQC GL ?L ?J?PK CVRCLQGML DMPNIWMGILIRP

3WQRCK 0J?RDMPK 3CPTGAC NJ?RDMPK 3WQRCKO0J?RDMPK&IPTGAC1LV*?

4FGQ AMMREP AMKNMLCLRFGQ B GKNJCKCLR?BML MIWQRCKO0J?RDMPK3CBPI GAEZML PSLLGLE ML ?
*6,. @?QCB *#% AMLRRICP

3WQRCK 0J?RDMPK 3CPTGAC NJ?RDMPK 3WQRCK0J?RDMPK3CPTGAC1LV.N}

4FGQ AMMREP AMKNMLCLRFGQ B GKNJCKCLRBML MIWQRCKO0J?RDMPK3CPTGACEML PSLLGLE MC R
*1#% AMLRRICP

4AN )N #MLDGESBPR NJ?R$?CKMAM)N#MLDGESPVYR

4#0 )0 #MLeESP?RBMGGR NJ?RDMPK TGCU WMS SQC RMAMEEESTC FMQRF0 )0 QCRREQWNGAW WMS
K?IC GL@&RJ QGREQ UFCL WMS ePQR AMKKGQQBMERBCRIFCE FGQ TGCU GQ MLC QRCNERRMBK]
#MKKGQQGMLGIE®P &MP 7TGLBMUQ NJ?RDMPRQ RGCUCB RLIW G?E?P? &MP KMPBCR?GJQ QCC 4#0
)0 #MLeESPZRVL

Figure 25. 4AN )N #MLeESP@RIL TGCU

. Platform TCP/IP Configuration -]

4

172.31.66.15 (JACE_815)

- MNav TCP/IP Configuration
tf O (9 My Networl Host Name J8-Unit-15
= Hosts File ¥
@ License Manager
Use IPvG ¥
a Platform Administration € [ ves
e Station Copier S o
 Tcr/ip configuration IPv4 Gateway 172.31.64.1
) Remote File system DNSv4 Servers ()
& Station (test]
IPvE Gateway
O Test
@ 172.31.66.15 [JACE_815) DNSv6 Servers (%)
& Platform Interface 1 ¥
S : Interfaces
H Station [JACE_815) Interface2 ¥
G Refresh [T_"] Save

IM ?AACQRGY) TGCU MDARVILRBCP CVN?LB?RDMPKB BMS@JC3RU#0 )0 #MLeESP?BML
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Property Value Description

(MQR L?KC RCVR )BCLBeCER L?KC )B MDAR FMQR
NJ?RDMPK &MP ? 3SNCPTGEGRR G(R
JMAEMQR

(MQR &GJC RCVR $GQNJI?WQ BCR?GJQ MD FMQR eJC|SQCB

5QC )0T AFCAI @MV )D AFCAICB SQCQ )0T

$.3 SMK?GL RCVR $CelLCQ RC L?KC MDRR LCRUMPI
BMK?GL MP GD LMRGA®GIJIC JC?TC|GR
@J?LI

)OT '"?2RCU?W )0 ?BBEQQ )OT '?RCU?W G@ER )0 ?BBEQQ DMP

AFC BCTGAE?R DMPUBZPN?AICRQ RM
MRCP LCRUMPIQ MP QS@LCRQ 4F(¢
AMLRRICP MLIJW QSNNMPRQ MLC EYRCU?W
DMP 22B?NRCPQ 4FGQ GLABEBCQ R
*1#% 7 G&G IB?NRCP @CGLR
KMBC

$.3T 3CPTCPQ )0 ?BBEQQ $CeLCQ RC )0 ?BBRQQCQ DMP ?LW
$.3 QCPTCPQ 3CN?P?RC C?AFUGR
AMKK?

)OT "?2RCU?W )0 ?BBRQQ $CeLCQRC )0T ?BBEQQ DMNFER
MSRCETR DMPUBZPN?AICRQ RAGH
)0T LCRUMPIQ MP QS@LCRQ

$.3T QCPTCP )0 ?BBEE.QQCQ $CelLCQ MLC MP KM$.3T
QCPTCP Q
JLRCPD?ACQ BRAVIN BMUL ?RRJ $GONJI?WQ RCR?GJIJQAIDERRCPD?ACQ

(?PBU?RC 3A?L 3CPTGAGG®U NJ?R(U3A?L (BU?RC3A?L3CPTGAC

4FGQ MEBML?J NJ?RDMPK QCPTGAC AMKNMLCLR GQRC7BIRRRICAVRENRL. WPTGBCEB MR RC NJ?RDMPK F?Q
RFCNJ?R(U3A?IKMBSJC GLQRB] 4FGQ QCPTGANGBEQ ? EP?NFG3YERRK MD AMKKSLGAMRNMPRQ ?LBORAR
DC?RER ML FM@RE NJ?RDMPK GGAESRINSRQ RM ? RF@RITRNI?GEQ RVAGRIL BCQABBNRQSAF ?Q
#/- NMPR RWNC ?LB QR?RSQ SQ?EC MD C?AF GRCK

4M DSLERIL AMIARN FC ?2NNMNPG?RE?R(U3A?L AWNC KMBSJC LCCBQ RM @C BLRRPIC AMLRBCP
/R FCPUGQERBCD?B(?PBU?RC 3A?L 3SCPTGABEBGQNJI?WQ

Jar file platHwScanType is required to support this platform

UFCRE RC ?NNMNPG?RE?R(U3A?L AVNC GQ ?Q INUIQ

Contr oller Series platHwScanType module
*#% % W% *1H% % NJ?R(U3A?L.NK
NJ?R(U3A?L*TIL

*1#%
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.G?E?P? 0J?RDMPK 'SGBC

Contr oller Series platHwScanType module

NJ?R(U3A?L*
*1#% *1#% UGRFCRWAeR @ MPP

NJ?R(U3A?L*
*1#% *1#% UGRFCRWAeR @ MPP

NJ?R(U3A?L8NP
*#% %VNP CQQF 802 MP - -

NJ?R(U3A?LGR?L
*1#%
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Figure 26. (?PBU?RC 3A?L TGCU

AM MNCLRGQ TGQWN?LB#MLeE 3CPTGACQJ?RDMPK3CPTEACBMS @JCA?PBU?RE3A?L3CPTGAC

AFGQ®?EP?K MBARAMLRBCP QFMUQ GRQ AMKKSMEAMRPRQ ?LIEORC?REPGLAISEE GD ?8BN2@JC
GLQREB AMKKSLG/&ML MBRILQ QSAF ?Q KMBSJCQBIP 4P AIMSRGBPCP RM ? R?EZR®/NJI?GLQ C?AF
GRCR]IJMAGRIL BCQABBNRQSAF ?2Q #- NMPR RWNC SQ?EC ?LB QR?RSQ

&MP KMPGLDMPIGNRL CDCP RMCRliagara Engineering Notes

0J?RDMPK 3CPTGHNBIORFCQ NJ?R-QRN "?ALCR-QRNOJ?RDMPK3CPTGAC1LV

4FGQ AMKNMLCLR CLF?LACQ #038QQGLE )D WIMSXPLE KEINJC -3 40 RPSLIQ ?LB EFPLSK@CPQ MD -3 40
NMGLRQ WMSPMIMLRFO5 SQ?EC K?W @C TCPW FGEF ANMLRRMABRU NCPDMPK?LAC "CEGIELGZERREZR

1.8 @7QCB AMLRRICPERR 7@ HLACLQCB PERKQRNGACLQC SQC CLF?LACB -340 CKQRWARRQGLE
NRMTGBCB @\ R05]Q 23 AM NPMACQQMP
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OPGMP RiG® NRACQQGLE DMP -3 40 AMKKSIGBA?B?Q NPGBCB MEGRAMLRBCP #05 7 GRAEGQ SNB?RECR
CLF?LACB -3 40 NAMACQQGLE KMBEGBTED?BAMLEBEBML UFCL SQGEER NIRMAMJ FMUCWGBRS A?ICHCPR
RMIRC JCE?AW KMBC @W AMLeEERG2A RR-QRNOJ?RDMPK3CPTGA@INZRITQ %LF?LACB -3 40 NHFGBCQ ?
QGELGeA?LR @CLCeR @W R?IGLE SQBHQEMEFR #05 NFMTGBLE MTCBPAMLRBCP NCPDMPK?LAC
GKNMTCKCLRQ $CNGEBE ML WMSP AMLe EBBR?REKMPCKCLRQ K?W GLAJSBCTQIGHBPAMKKSLGARR.Q

FCH? @RV ?LB KMEQNMLQGTC EP?NFGA TGCUQ

Figure 27. "?ALCR -QRN 0J?RDMPK 3CPTEACRREQ RER)C #MNRACQQMRINEPRW CVNMQCB

4FGQ GQ ? FGBBCL AMKNMLCLR )L KMGRLQGRSZRBR QTHREQ QFMSJIB @EAGSDR ?LBAFCP?@JC
(MUCTCPRMETCPR RRCRCE?AWO05 @?QCB NRACQQGLE KMBC WMS A?L REQ RMKNMLCLRPINCRITQ
TGQG@JEGQREMI0I?RDMPK3ICPT@AGMRCP NANCRFTQ 7BRLQCPT?GJ?@JC RM @C CVNMQCB

7 GRQMKC ?BBEBML?J AMLeESFHMR GR GQ NMQQG @ JCHIA 7ENIER B?R2VE? AACORRQREVRACBF?RCB RM
?L -3 40 LCRUMPI NMPRFRR K?W @C FCINDSGHLBQGLEERCKQBCP RMRliagara Engineering Notes

%VRCPL?J 3,! "?RRCPW NJ?ROMWNRPPL?I3I?"?RRCPW

%VRCPL?J3J?"?RRCP®Q MLC MD RUM @?RRCPWFQIRTREEGR RRRCPW0J?RDMPKI&RIARGAL,
*#%  QCPGCQ AMIGP QRSNAJI0J?RDMPK3CPTBRCR?GLOFGQ QIMREBEBRCECREMQR % NJ?RDMPK A?L
SQC ?L MERIL?J QC?JCB JC?B ?AGB 3,! @?RRCFRUBNILRBEBRML@MBRG-( @?AISN @?RRCPW

*TCGBL? "?RRCPW 0J?RDMPK 3CPTGAC NJ?ROMUCP
*2TCHBL?"?RRCPWOJ?RDMPK3CPTGAC

4FGQ AMKNMLCLR @I0NJRM ? GRRZRPSLLGLERGI*R’% *I#% QCPGCQ AMIBHR A?L KMLGRMP NPGK?PW
NMUCP QR?RSQ ?LB @?AISN @?RRCPW JEHRIQICOERM .G-( @?RRCPW ?LB ?L MNGML?J 6 QC?JCB
JC?B ?AGB 3,! @?RRCPW

)R A?L KMLGRMP ?J?PK AMLR?ARQ MD ?L CVRCPLQSMSIR\VIKGEF GD CL?@JCB ?LEBRRAT RUM
AMREONMLEBLE ML@MBZARMLR?AR GLNSRQ #ECMDIRRBCRIFC*1#% AMLRRICP F?GRC ML@MPR)Q
UGRAEC GLRCLBCB SQC DMP 503 # NMUCP JMQR 503 JMU @?RRCPW ?LB BMMP R?KNCP QUGRAF

4FC R?KNCP QUGRAF #RGrIR%  AMLRRICP GQ CL?@JCB ?LB KMBGEWRUMNERFICQ GICR
OMUCP-MLGRMP3CHJPGRELR0J?RDMPK3CPTGKCR?GLCP

#MLeESPBRML NINCRITQ GIGRMUCP-MLGRMP3CPTIBACQ AF?LEGLEQRQFSRBMUL BCIGRIR ?LB ?7JQM
QNCAGDWGLHEIPGR/RCPL?J COSGNKCLR GQ AMLLCARCB 6 3,! @?RRCPW 503 3CN?PARC ?J?PK QMSP
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AMLeESP@ERIL NINCRFCQ CPT?GJ?@JC DMACRWNCQ MD ?J?PKQ JMU .G-( @?RRCPW JCTCJ JMU 3,! @?RRCPW J
NPGK?PW NMUCP JMQR 503 # NMUCP JMQR 503 JMU @?RRCPW

4FC QSNNMPR GQ CL?@JCB ?LB SR#E8% AMKKGQQGMLGKERMEP?RCB BCR?GJQ#&AMNMUCP
KMLGRMPGLE AMLeESRBERI?RCQRCE Niagara 4 Install and Startup Guide

J)-("?RRCPW NJ?ROMUCBKF"?RRCPW

.GKF"?RRCPW GQ ? @?RRCPW AMLR?GLCP QBRIGVBIBRRMRGRMP3CPGGIRCH1#% #%  QCPGCQ
QRTMJ0I?RDMPK3CPTGNCR?GLAFGQ QIMREBRPRCELHEFMQR% NJ?RDMPK SQCQ ? LGAICJ KCR?J FWBPGBC
.G-( @?RRCPW )LAJSBCB RUM QR?RIQNCIEFCFRR QFMUFR ASRR.R 3R?RCJB #F?EGLE $GQAE@RE

SLILMUL 7?LB #F?PEC 4GKC ,CDR GL FMSPQ ?LB KGLSRCQ GD QRBRE GQ AF?P

.0- )-("?RRCPW NJ?ROMUCP .NK .GKF"?RRCPW

4FGQ QIMR GLBA?RCEPR RC FMQR AMUREP NJ?RDMPK SQCQ ? LGAICJ KCR?J FWBPGBC .G-( @?RRCPW )LAJSB!
?FC RUM QR?RIQNFBTCFRR QFMUFR ASRRR 3R?RCJIB #F?EGLE $GQAE@RE 5LILMUL ?LB #F?BC 4GKC

,CDR GL FMSPQ ?LB KGLSRCQ GD QFEREG{FSEPRIMR GQ JMA?REE SMBICIPRMLGRMP3CPVIBAC
0J?RDMPK3CPTANCR?GLCP BCN&IBML AMMIEP RWNC

4FGQ QIMR ?2JQM ?NNCPQIKESRI"?RRCPWO0J?RDMPK3CBB3A@ ?RROMYCP-MLGRMP3CPMBEAC
AMLRRICPRRR GQ A?N?@JC ?LB CL?@JCB DMP BS?J @?RRCPW QSNNMPR

.0- %VRCPL?J 3,! "?RRCPW NJ?ROMWNKRAVRCPL?J3J?"?RRCPW

.NK%VRCPL?J3J?"?RRCPWGQ MLC MD RUM @?RRCPW QJFERNKESTPTRRCPW0J?RDMPK3CEIGAS?]
@?RRCPW CL?@#68Q QRGRIJOJ?RDMPK3CPTANCR?GLAFGQ QIMREBRRAEPR RC FMQR¥% NJ?RDMPK
A?L SQC ?L MERIL?J QC?JCB JC?B ?AGB 3,! @?RRCFRUENILRBERML@MBRG-( @?AISN @?RRCPW

.NK $S?J "?RRCPW 0J?RDMPK 3CPTGAC NJ?ROMUCP
.NK$S?J"?RRCPWO0J?RDMPK3CPTGAC

.NK$S?J"?RRCPW0J?RDMPK3CRMEAP-MLGRMP3CPPEAEGCQ RM ? GRRRPSLLGLE GEKMRC FMQR
NJ?RDMPK?R GQ A?N?@JC ?LB CL?@JCB DMP BS?J @?RRCPW QSNNMPR )R GQ SQCB RM KMLGRMP NPGK?PW I
@7?AISN @?RRCPW JCTCJIQHEL AIMRVBEG-( @?RRCPW ?Q UCQIRC MNBML?J QC?JCB JC?B ?AGB 3,! @?RRCPW
I DCU AMLeESP@ERIL N?P?KCRCBRIGAF?LEGLERRQFSRBMUL BCIGWR ?Q UC2Q ?J?PK QMEFAMLeESRZML
DMP PRREC RWNCQ MD ?J?PKQ JMU .G-( @?RRCPW JCTCJ JMU 3,! @?RRCPW JCTCJ NPGK?PW NMUCP JMQR

AWNGAW QSNNMPR GQ CL?@JCB ?LBOBVRRESP AMKKGQQGMLGKE RMEP?RCB BCR?GJQ *FeC
NMUCP KMLGRMPGLE AMLEEERERRI?RCORtall and Startup Guide

OMUCP -MLGRMP 0J?RDMPK 3CPTGAC NJ?ROMUCP
OMUCP-MLGRMPOJ?RDMPK3CPTGAC1LV

4FGQ AMKNMLCLR KMLGRMRRGK?PW NMUCP QR?RSQ ?LB @?AISN @?RRCPW JCTOUCGPEIR?BNIDRP
RM JCE?AW NJ?RDMPKQ ZIBAMR  MP!#% AMLRRICPQ

4FGQMUCP-MLGRMP3CPGQABMSLB SLBCFOBR?RDMPK3CPTANCR?GLCP GL BORMSLLGLE ML K?LW
AMLRRICPQ CVACNRENMPARKMBCIPR 7€ A?N?@JC ?LB MP CL?@JCB DMP BS?J @?RRCPW QSNNMPR ! DCU
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AMLeESPERIL NINCRFICQINU WMS RM AF?LIEC@FSRBMUL BCIGWAR ?Q UCZQ ?J?PK QMESRAMLeESFZML

DMP @G?MRNVNCQ MD ?J?PKQ JMU @?RRCPW JCTCJ NPGK?PMNGABLRIMRIRPR GQ CL?@JCB ?LBOBMRESP
AMLRRICP AMKKGQQGMG&LE R

IL 32!- COSGNNCB AMLRRJICP A?L @C AMLEEESBMP @?RRCPW JCQGNUNRINI?R$?R?2CAMTERBSIC

KSQR @C GLIEER.PLB RC AMLRRBCFGACLQCB DRMPERR?2CAMTCPW DT 2RSEOMUCP-MLGRMP3CPTGAC

AMLBLSCQ RM KMLGRMP DMBRILNMN&?AISN @?RRCPW ?LB SNML JMQQ MDJI¥INRUGERIMSQ MNGMIR

ML @?RRCPW NMUGRFRLShutdown Delay  RGKC GQTAFCB 4FGQ F?NNCLQ SLICQQ WAGSQER R

Present NRMNCPRW MD AMORIPI?RDMPK3CPTGACHMLRREL@R RC BCD?BJRKise 4FGQBQ?@JCQ

@?AISN @?RRCPW QSNNMPR ?LBAB-GORM @?AISN @?RRCPBLRE MLEMGLE @?RRCPW @7?B LSGQ?LAC 2J?PK(

Property Value Description

OPGK?PW OMUCEQ@EeLR true MRPalse 2CNMPRQEDAMLRBCP GQ @CGLE
NMUCEB @W '# NMUCkRue MP LMR
false

"?RRCPW 'MMB true MRPalse 2CNMPRQRDIRQR AMUREP RCQR MDP
FFC .G-( @?AISN @?RRCPW U?Q EMMB
true MP LMRilse

4GKC MD ,?Q8@R REKCQR?KN 2CNMPRQ UFGICR®?RRCPW U?Q ROQRCB
J?QR

&MP®J?RCB BCR?GREL P RMCRI?RCOR TBNI@UGtall and Startup Guide

3CPG?J OMPR 0J?RDMPK 3CPTGAC NJ?R3CPG?J1LV 3CPG?JOMPROJ?RDMPKS

4FGQ AMKNMLCLAEG@RMRC NJ?RDIQRE]JRCPD?AC RM GRQ QCPG?J NMRRAMGESFPRTGAC GQ DMSLB SLBCP
FEC PSLLGLE QRWR)J?RDMPK3CPTGRCR?GLCP PQI-EPG?JOMPR3ICARGACUQ DMIERETGCU MD ?T?GJ?@JC
QCPG?J NMPREQVAMROR NJ?RDMPK

Figure 28. 0J?RDMPK 3CPTGARORETQ

4M ?AACQRGY) TGCU CVNHBRSLLGLE QRVBIMLeE 3CPTGACQJ?RDMPK3CPTGACBEMS @JCRI
3CPG?JOMPR3CPTGAC
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Properties Value Description
0J?RDMPK 3CPTGAC $C&MPGNR FC?B MLIW 2CNMPREGRRWNC MD AMKKSIGA?R
/ULCP FC?B MLIW 2CNMPREGBPGTCP LCRUMPI MP

DSLARML ASEHRW ?QQMAG?REB|UGR
FE?R #/- NMPR DMP CV?KNJC
NrioNetwork  dialup  none
ModbusAsyncNetwork  MP
dbgjmpr J?RRCP GABRCB DMP
#/- UFCLR FC QCPG?JQFCJ

HSKNCP GQ GICERVILAC
AMLRRICP

/Q OMPR .?KC FC?B MLIW 2CNMPRQ FMRCRIMPR GQ ILMUL|RM
RC 1.8 /3 ?LB ?QQMAG?RCB JMU
JCTCJIBPGTCPQ

OMPR )LBCV FC?B MLJW #MLeESEQ RC SLGOSC QCPG?J NMPR
GLBCV LSK@QR?BRE UERDMP
#l-

-MBSJC OMQGIRL RC?B MLIW 2CNMPRQ ? LSK @ERRGIBA?RCQ
REC NMQEWL MBARRKMBSJC GL
FCJ?BMLQFGN ROMRILRBCP

6CLBMP FC?B MLIW 1JU?WQ BQNJI?VPQBSK

ORMVIBSAR RC?B MLJW 2CNMPRQVNBSAR BCR?GJQ

%L?@JC OMPR 2CQCR MR %PP true BCD?® MRise #MLRMJIQ UFCL RETHR NMPR

tue FCQCREGNMPR ?DRCP ?LW
CPHP

3CPG?J OMPR 3CPTGAC NJ?R3CPG?J1LV 3CPG?JOMPRI1LV

4FGQ AMKNMLCLR AMLRMIMQRFRR BCQAPG@C FMU ? QCPG?J NMPR 23 MP 23C AMLIRRBCP GQ
@CGLE SQCB EBMRIDRG?RQ #/-L

-?P AF



#MLRMJICP AMKNMLCLRQ

Figure 29. 3CPG?J OMPR 3CPTIGRCRIRQ

.G?E?P? 0J?RDMPK 'SGBC

4M ?AACQRGY) TGCU CVNHABRSLLGLE QRVBIMLeE 3CPTGACQJ?RDMPK3CPTGACBMS @JCN

3CPG?JOMPR3CPTGAC

Property

/ULCP

/Q OMPR .?KC

OMPR )LBCV

-MBSJC OMQGIRL

6CLBMP

ORMBSAR

%L?@JC OMPR 2CQCR MPoPP

Value

FC?B MLIW

FC?B MLIW

FC?B MLIW

FC?B MLIW

FC?B MLIW

FC?B MLIW

true BCD?®J MRise

Description

2CNMPRREBPGTCP LCRUMPI Mi
DSLARML ASHERW ?QQMAG?REB
RE?R #/- NMPR DMP CV?KNJC
NrioNetwork  dialup  none
ModbusAsyncNetwork  MP
dbgjmpr J?RRCP GABRCB DMP
#/- UFCLR FC QCPG?J QFCJ

HSKNCP GQ GICERVILAT
AMLRRICP

2CNMPRQ FMECRIMPR GQ ILMUL
REC 1.8 /3 ?LB ?QQMAG?RCB JMU
JCTCJ BPGTCPQ

#MLeESEQ RC SLGOSC QCPG?J
GLBCV LSK@QR?BRE UERDMP
#l-

2CNMPRQ ? LSK @ERRFSIBA?RCJ
REC NMQ&WRL MBRKMBSJIC GL
FCJ?BMLQFGN RIMRILRBCP

1JU?WQ BQNJI?VPQBSK
2CNMPRQWBSAR BCR?GJQ

#MLRMJIQ UFCL ROGTHR NMPR

UGR

RM

NMPR

-?P AF



.G?E?P? 0J?RDMPK 'SGBC #MLRMJICP AMKNMLCLRQ

Property Description

tve PFCQCROA@NMPR ?DRCP ?2LW
CPMP
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Chapter 16. Shared components

#MKNMLCLRQ GLAJSBC QCPTGACQ DMJBCPRMBEMR SLB@IMAIQ ?2QQMAGTRERNBRIC 4FCQC
AMKNMLCLRQC?PT?GJ?@JC GE @3SRICPTGQMP 0# TTRNPRC AMMRIEP NJ?RDMPK
ORMMNCPRW BCQGRERRSLAISBCBERMYUGLE RMNGAQ ?NNC?P 2Q AMLREMRREINRIMNGAQ UFCL ?AACQQCB
@w

2GEFRBAIGLE MERM@HCAR ?LB QGUEB&TUQ 'SGBC (CJIN

#JGAIGLEIN 'SGBC /L 4 ?FECR

2T #MLR?GLCP@GCU NJ?R#PWNRM $?CKMLEBGESRGML
4FGQ AMKNMLCCRBQCLRQYMPI@CLABCASPNI?RDMPK AMLGEARRM ? FMQR

0J?RDMPK ZARQ

IQ GL ? ESJ?P SL CLAPWNRCB NJ?RDMPKGAMLIEECBRD?BITGCU GQ RT #MLR?GLCPBCUWFGAF NMPTGBCQ
? R?@JC MDRC T?PGMSQ NJ?RDMPK TGCUQ 4FGQ TGCUGERMR2EDGEARR) UFCL AMLLCARCB GRMRE
NJ?RDMPK

Figure 30. .?T #MLR?GLCP&CU

My Host:he o u (NAandCOV) . Platform #  NavContainerView

- Nav Platform & objects

K tl_ ] C;)Mer:twork Mame Description @

@ Application Director Control applications and access console output

@ My Host: NAandCOV)
g My File System Q Certificate Management  Manage X.502 certificates and host exemptions
0 My Modules 9 Lexicon Installer Install lexicons to support additional languages
AT Platform @ License Manager Manage licenses and certificates
Platform ° Platform Administration Update the platform daemon's port orcredentials, orset itsdate and time
@ Station (NAandCOV) e Station Copier Transfer stations to and from the remote host
admin

6 TCPR/IP Configuration Manage the host's TCP/IP settings

ﬁ Remote File System Theremote host's file system

4M ?AACQRGRD TGCU K?IC ? NJ?RDMPK AMMICRIR ? FMQR ?LB BMSEAJMBI?RDMPK

4FC NJ?RDMPK QCQQGM & ABQ J?@COTERDMPBFMUQ ? QKPNI?BMAI ?LB GEBARN SLBCPGRFMQR DMP
FEC NJ?RDMPK QCQRTRVMEGRGMERQQ M QSNNMPR QSAF AMEMCARE FMQR KSQR F?T®IaREN TLS
Settings CL?@JCB ?AACQQCB GI?BRIIPK !BKGLGQRAZECU

2GEFR@BAIGLEROJ?RDMPRIIBC GIFR .?T REC MNCLQ GQR MD NJ?RDMBMLZAR

-?P AF



3F?KEB AMKNMLCLRQ .G?E?P? 0J?RDMPK 'SGBC

Figure 31. 0J?RDMPK BAR.Q

6GCUGRINCLQ BDR NIT RIJ?RDMPK DSMAR)

#MLLCARINCLQRR ABBCLB?JQ N?ECQ DMP AMHLIERRE QCICARCB NJ?RDMPK
$GQAMLLCERMTCQRR AMLLCARCB R® ®CJCARCB NJ?RDMPK

#IMQBCPKGL?REQ RSKR R NJ?RDMPK QCQQGML

3CQQGML )EIPNI?WQ GLOBAK?@MSER RSFR.R QCQQGML

#MKKGQQGMLGIEXERMNCLQAR UGXBRSQCB RM AMKKGQ@GMCH EKMRC AMMRIEP NJ?RDMPK
#CPReA?RCGXEMNCLQAR UGXBFSQCB RMAWRC ? LCUMMR #! ACRRA?RC

2CDEQF BCC .MBCFCLCUQRC .2T REC

'M )LRMAIMQCECR?T REC

0J?RDMPK M@HCARQ
4FCQC M@HCARTQGBT NJ?RDMPKESLAR

INNJGATRML $GRRMPR?PRQ QRMBPRQQELB AMLeES® ?SRM QR?PRCQRPPR ML D2GIGP ?
QRTRVILARR GQ PSLLGLE ML ? NJ?RDMPK 4FC MBRRSRRBERLARR BEQNJ?WEFGITBCU N?LC GQ SQCDSJ
DMP KMLGRMPGLENBEREQFEIMR

#CPRBeA?RC -?L?ECKCI{RL?ECQ QGELCB 0+) ABHARRCQ BL RI?RDMPK Q ICW ?LB RP STIRINRRMP3
QCASPAMKKSLGAGRIL 2CDCPN#Adara Station Security Guide
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$GQRPGEVER.GJC )LIDREDRIZR ? @?AISNB)RPGEISREBQR eJC RBIRIECR NJ?RDMPK MP JE.QR3IC?L
BGQR eJC RM UBBIEIR QWQRCK MD ?MBMARRM ? LEPPARMPW KGLGKSK QR?RC 4FGQ TGCU GQ ?T?GJ?@JC U
AMLLCARCB RMRMRC FMQR

&GIP2LQDCRFILRMNGCQ eJCQ @CRUCCLMINVBELAF ?LB ? PCKMRC NJ?RDMPK GCE&RARML

&MP CV?KNJC WMS FGQRIJI?RDMPK TGCU UBBELEB AMINRFCP gystem.properties eJCbMLAC RM
AMNW GRIOFFC AMLRBCP RM WVISMPI@CLAR DMP JMA?JGERE RCL ?DRCPBZPRM AMNW GR @I RM R
FCKMRC AMMRERIFGQ TGCU GQ ?T?GJ?@JC UFCL AMLLCARMBERRMIDIR

,CVGAML )LQRRLQR®QIeJC @?QCB JCVGAMIKERIBPMPI@CLAF: RM ? EKMRC NJ?RDMPK RNGEC
LML %LE3QF J?LES?EC QSNNMPR MP RM ASTIRMIKEERQEBRQINJI?W MD QCICARCB GRERBR?)LSQ?EC
MDFGQ TGCU ?LB eJC @?QCB JCVGAMLQ K?W @C ? RWNGA?J

,GACLQC -?L?EAETGCUQ GLIGRAW?TCQ ?LB BCICRAQ.QCQ ?LEBACLQC ABERRCQ MCREKMRC
NJ?RDMPK

0J?RDMPK |BKGLGQRRFRLeESEQ NRTGBCQ QR?RSQ ?LB CLP@BRRS@JCQFEMRMB&NJI?RDMPK
B?CKML )LAJSBCBCRMKK?LBQ RM AF?LERCARSKC ?LB B?RC @?Al SNIRKMRC AMLeESBRR QCBMMR
FEC FMQR NJ?RDMPKGMBNJI?RDMPK SQCPQ FINGAGDNPR KMLGEBI®WR NJ?RDMPK B?CKML ?LB
AF?LEC T?PGMSQ®ERFOMP ? QCASP NJ?RDMPK AMLIGMR

SMDRUCR?L?ECP CTGCUQ GLRBNB?RCQ ?LB SLGAIQIE?PKMBSICQ H?PQ RML.RKMRC
NJ?RDMPK )R AMK?RMBSJCQ GUQRMNMLAC AMLLCARCB NJ?RDMPK ?EMQORRGJI?@JCITMAEAWQ
(MKC MD WMBRIPI@QCLAR 4FGQ TGCU GQ ?T?GJ?@JC UFCL AMLLCBRIZB&FVIGR

3R?BML #MNGEIRDR®Q AMNGCQ ?GR?ER WMSPMPI@CLAFQCP (MKC RM TRMRC NJ?RDMPK MP GD ?
3SNCPTGQRWPRC JMA?J 0# Q B?CKML 5QCP (MKC @7?AIQ SN AMNGGM P RIR YRVISP 1@ CLAFQCP
(MKC PCL?KCQ ?LB BCICRCQRMRC QFRENAL

4#0 )0 #MLeESP?BMECTGCUQ ?LB AMLEEGQIRC 4#0 )0 QCRR_.EQ DNfE RCRUMPI ?B?NRCP QFGID R
NJ?RDMPK

2CKMRC &GJC 3WQHGKGBCQMB MLJW ?AACQQ RM DMJIBCPQ ?LBEJEKMRCINI?RDMPK GERESB
FFMQC SLBCP GRQ QWQRCK FMKC 3WQ (MKC ?LB B?CKML 5QCP (MKC

0J?RDMPK TARLQ
2GEFR@GAIGLEROJ?RDMPRIIBC GIFR .?T REC MNCLQ GQR MD NJ?RDMBLZAR
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Figure 32.

3R?BMLA@VR 3SKK?PW BBMP TGCU NJ?R$?CKMGRBRPRR3ISKK?PW®BRMP

4FGQ AMKNMLCLR CL?@CQCTYRMPR MD B?CKML ?LEBS@IRAMLOMIC MSRNSRREB RSKNQ DMFCRNSPNMQC
MD REB@JCQFBIMR
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Figure 33. 3R?BML@AVR 3SKK?PW BRMP TGCU

4M CVNMPRORC B?R? CVNEBRDMPKINNJGABML $GRRMREAI RC%VNMPFRIMI @7?P GAMLQCJCARRSN
R?@ ?LB @A+

4FGQ NFGBCERNJ?RDMBHK?CKML ?LB QRARL BCR?GJQ 4FTQARPNRSRFMUFR CVNMPRCB B?RFOPR
?NNC?P GL .MRCN?B

2CKMRC &GJC 3WQRCK NJ?RDMPR$CBMIEGIC3N?AC

4FGQ 0# ?LB AMMRIEP AMKNMLCLR GROSBIEP?KKMBSJC 4FQCKMRC &GJC 3WQRKTKI GQ MLC MD QCTCP?J
NJ?RDMPK TGCUQWRIEC QB MLIW TGCURIDEXMRC NJ?RDIQRKIC QWQRCK
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Figure 34. 2CKMRC &GJC 3WQRCK DMRWAR NIPRDMPK

4M MNCLRGQ TGAWLLCAR RRCRNJ?RDMPK CVNGIFRDMPKB BMS@JCSRRCKMRC &GJC 3WQRCK

4FC2CKMRC &GJIC 3WQRIIR? R$?CKMLEGIC3N?RINEQCLREReICEFRR 7€ ?2AACQQG@JCEBMIBW ?AACQQ
UFCL ? NJ?RDMPK GQ AMLLCARCEKNRC PMQR !Q LCCBCB WMS A?L CVN?LB DMJBCPQ ?LB CV?KGLC ?LB MP AMI
eJCQ RM WMSP JMA?J AMHMSBBEB GER.?T REC SLBCHFR2CKMRC &GJC 3WQ@RCK?GL LMBCQ DMP

4FC QWQRCK FMR®W/Q (MKCARVIMR DMJEBCBCP UFGAR GLQRZBML PSGRC eJCQCBLQRCHB

4FC SQCP FMKBQCP (MKCAVMR DMJBCPEIMRIRRDMPK B?CKML SLBCP URGAWLRESFGRIL eJCQ?P
QRIB

AMLRRICPQ MLJW 4HA®IR DMJIBCPEMELRP® eJC QWQRCKFUE@EIRUQC A?N?GRY
4M CE5R MP UPGRC eJEQ RKRRCG?E?PNJ?RDMPK WMS BQGIIRRDMR&GJIPALQDCRGFILR

$?CKML 3CQQGML NJ?RDMPK $?CKML3CQQGML

4FGQ AMMREP AMKNMLCIRIEQCLRQ ? NJ?RDMPK ABMICARBC GLMPI@CLARM ? AMURICP FMQRR GQ LMR
QCASP

4M ?2AACQEGRD AMKNMLCLR CVNALBVQR?LB BMS@JGFADJI?RDMPRECL BMS@JGAJ 2LW MBCRNJ?RDMPK
M@HCARQ %?AF MRGQ@RKNMLCLR

)L FEC .2T REC TGCBFC B?CKML QCQQGML GAMGQ J?@COCERDMPX.B GQBPARW SLBCPGRFMQR DMP UFGAF
REC NJ?RDMPK QCQQGMIMEEGQ NP

4FC BCD?RJIIGCU GQ RT #MLR?GLCPGCUWFGAF MPTGBCQEQER MDIRC NJ?RDMPK M@HCAR TGCUQ

-?P AF



.G?E?P? 0J?RDMPK 'SGBC 3F?KEB AMKNMLCLRQ

SWQJIMEOJ?RDMPK3CPTGAC NJ?RDMPK 0J?7RDMWREREZEFY GACOP

IQ MDG?E?P?  3WQJIME #MLeESPNIBQ ?T?GJ?@0L?BDMPK3CPTGRCRME GQ ? QRZNEMRMAMJI DMP

KCQQ?EC JMEEGLE UFGMEQIKCQQ?ECQ ECLCP?RGBERRRM @C QBRIPLB ?L?JWXCB MICKRIRC QCPTCP
.G?E?P?A?L QCLB GRQ NJ?RDMPK TGEBIQR?R KCQQ?ECQGRSBLB QCASPGRAR FEB)Q?ECQ RM ? QWQJIME QCPTCP
5QGLERR "3$ KCQQ?EC DMPK?R KCQQ?ECQ A?L @C QCLR MEFCRE%2,3

Figure 35. 3WQJME #MLeESFVR UGLBMU

4M ?AACQRGD TGQWN?LBEMLeE 3CPTGACQJ?RDMPK3CPTEACBMS @JCCABWQJIMEOJ?RDMPK3CPTGAC

Property Value Description
0J?RDMPK 3CPTGAC $C&MPGNR FC?B MLIW $GONJI?WQ R?KC MDARE QCPTGAC
3WQJIME 3GRRQ ?BBGBML?J MRCRITQ #MLeESEQ ?BBBML?J N?P?KCRCPQ

2CDCP BWQJME 3GRRQCARVIL @CIMU

3R?BML 3CPTCP 3R?RSQ FC?B MLIWGED?@JCB $GQNJI?WGQ RR?RSQ MD J?CRIQBVIR
KCQQ?EC QCLR RM@®NQJIME QCPTdP

1SCSC &SIOCRCLR 3RGRIL FC?B MLJW BCIRGRM )D AMLLOBRL GQ BMUL ACIR?EC MD)
0SCSC MD @RIRKCQQ?EC SQCB
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Property

0J?RDMPK 3CPTCP 3R?RSQ

1SCSC &SIOCRCLR 0J?RDMPK

Value

FC?B MLIW@?@JCB

FC?B MLIJW RM

.G?E?P? 0J?RDMPK 'SGBC

Description
$GONI?WQ RR?RSQ MD J?QR NJ?R

JME KCQQ?EC QCLAFRMWQJIME
QCPTCP

)D AMLLCBRL GQ BMUL ALIR?EC M

DMPK

OSCSC MD NJ?RDMPK KCQQ?EC SQCB

3WQJIME 3CPTCP #MIGIMIIAR?PK true BCD?& MRise )D QCR &R GR ECLCP?RCQ ?J?PKQ ML

%L?@JCB AMLLCARML D?@ISR.IJW DMP 4#0 ?LB
4,3

3WQJIME 3CPTCP #MGMIAR?PK ?BBGBML?J MRCRITCQ #MLeESEQ ?BBEBML?J N?P?KCRCPQ RM

3SNNMPR ECLCP?RC ?J?PKQ

3WQJIME -CQQ?EC 1SCSC J?PK true BCD?& MRise )D QCR &R GR ECLCP?RCQ ?J?PKQ ML

%L?@JCB OSCsC DBJ

3WQJIME -CQQ?EC 1SCSC 1J?PK ?BBGBML?J MRCRITCQ #MLeESEQ ?BBEBML?J N?P?KCRCPQ RM

3SNNMPR ECLCP?RC ?J?PKQ

3WQJIME 3GRRQ
Type Value Description

%L?@JCB false BCD?®J MRue $GQ?@JICQ D?JQC MP CL?@JEQ RPSC R
QWQRCK JME QCPTGAC

3CPTCP (MQR )0 ?BBEZQQ 3NCAGeCRR0 ?BBEQQ MP FMQRL?KC
MDFC 3WQJME 3CPTCP

3CPTCP OMPR LSK@CP BCDR&®IRM 3NCAGeCRORNMPR DMP
AMKKSLGA@RIL

-CQQ?ECWNC FC?B MLJW 3NCAGeCRORWNC MD KCQQ?EC
QSNNMPRCB #3ARN MLJRACR3$
RWNC GQ QSNNMPRCB

4P?LQNMPRIGBMAMJ BN BMULGQR 3NCAGeCERP?LONMARRMPAMI SQCB
DMP AMKKSLGBPRKCQQ?ECQRM R
QCPTCP

#JGCLR G?Q LB 0?QQUBIP RCVR 4FGQ GQ MCIY$BB GIF& QWQJIME
QCPTCEe®SGR KSRS?J 4,3 K4,3
NMRMAMJ 4FQINTPRW BCellEQ R
AGCLR AGRR?RC GCRQCP +CW
3RMPRM SQC 2CDCBTE2P? 3RTML
3CASPGRW 'SEBCMHE?IELE ? #3CLR
#CPReA?RC DMP 3WQJME AMERESHA?R
DMP KMFGLDMPIGNR. ML ECLCBRR
#JGCLR #CRPEA?RCQ

0J?RDMPK ,ME %L?@JCB true BCD?® MRise %L?@JCQ RPSCAP@®JICQ DHEQC R
NJ?RDMPK JMEQ QCER RKIFRTCP

3R?BML ,ME %L?@JCB true BCD?®] MRise %L?@JCQ RPSCAIP®JCQ DHEQC R
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Type Value Description
QRTML IMEQ QCLRERRIEGPTCP
,ME ,CTCJ &R&QP Off Severe Warming Info  Config 3CROAR KGLGKSK JCTCJ MD NJ?RDMPK
Fine Finer Finest Al BCD?R®DQRM ?LB QR&ML IMEHZR UGEC QCLR RN
Info HEC QWQJME QCPTCP
3R?BML ISBR %L?@JCB true BCD?®] MRise %L?@JCQ RPSCAIP®JCQ DHEQC R
QRTML ?SBRIAMBQ QCLR RMCR
QCPTCP
3CASPGRWE&EB%L?@JCB true BCD?R] MRise %L?@JCQ RPSCAIP®JCQ DHQC R
QCASPGRVGESBVEQ QCLR RICR
QCPTCP
&?AGRW BMN BMULGQR BCHE3RiEical0 SNCAGeCROD?ARW MRINEQQ
UFGAF ECLCP?REB QWQJIME
KCQQ?ECQ
1SCSC 3GXC LSK@CP BCDRIRM 3NCAGeCRROSCSC QGXC RM FWJB|R
KCQQ?ECQ &REW TPQCLR

SWQRCK-MLGRMP3CPTGAC QWQRCMAPRERMWRLGRMP3CPTGAC

4FGQ QCPTGAC KMLGRMHERXEFNPW ?LB #05 SQ?EC GL VBREPP?3R®RIRM BCRCAR KCKMPW JC?1Q
BCRCPKGLOIMBE FGEF U?RCP K?PIQ ?LB RP?AlI B?CKML ?Tr38?@GJ

9MS A?L SQER QCPTGAC UFCL BCTCIMNGEABNING RM K?IC QB?R RCE 2 QSIAGCLREMIEQ RM

K?GLR?GL WMSPGARRIL MTCPKE 4FC GLDMRKIR M@R?GLIGB BIBQ QCPTGAC A?L GL QMKC A?QCQ @C
RP?LQJ?RCB RM FGQRMPGCQ DMP RBREIALEAPLCPBQRCRECLCP@RIL MD 2J?PKQ RM KMLGRMP QNIBAGeA CPP
AMLBEMLQ MEKBRQ

S5QGLEAE 3WQRCK -MLGRMP 3CPTGACBRNKKMR BCB GL CTCPMBSARVL CLMERKCLR QGLAC GR AMLQSKCQ
FCQMAQ GERDMPK MD FGQRMPGCQ ?LB FC?N KCKMPW )LQRC?B GR GQ @CQR SQCB ML ? QGEMIC BCTGAC
?Q ? Q?KNJC )R A?L @C SQCDSJ DMP AMLePKGLE KCKMPW JC?1Q ML TNARRDYBBRNEARMLC KGEFR CVGQR MP
RM BCRCPKGLC FGEF U?RCP K?FIQ.YMBERLeESP?GML

NOTE: 4FC QCPTGAC GQ @CQR SQCB GMMBRERR/MST2ZBW CVNCARRRCE KGEFR @C ? KCKMPW
NM@JCK /LAC WMS F?TGINEPJIW RSLBB RVQRCK WMS QFSMBERC QCPTGAIKIEC QRERIL
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Figure 36. 3WQRCK -MLGRMP 3CPTGNCREIRQ

IM ?AACQQ CVNZFMAieE 3CPTGAC®m BMS@JCRBWQRCK-MLGRMP3CPTGAC

4FGQ QCPTGACFTBRLGRMPQ BROBFCCARMQRV GKNIJCKCLRCB GL *?T? ?LB A?L @C SQUB3ISNAMEQMP

2LB AMLRRICP NJ?RDMPKJ @RERPNRIBSARQ ?LB?E?POMPR?@RW 3MDRWSZTCIMNKCLR +GR .03$+
NRIBSARQ (MUCTEFC3MAICR 3R?RC -MLGR®IBQCB QNCAB¢EAERPGBSK 4% BCTGACQ 4BC$GQI

-MLGRMBQ MLJW DMP CK@CBBCB BERG3QQM®R? 2!- B3QI DMP 2J?PK ?LB FGQRAMWEY RFC3MAICR 3R?RC
-MLGRMBQ DSER QNCAGeARMAGESK #% QGLAC GREGB RMGRLCRQR?R 7L BAERVLARR GQ MLIW ?T?GJ?@JC
FERMSEF RC4PGBSKQNW

7TFGICIRCQC KMLGRMRQ ?8B DNMABNCPTGQMRCW TPNR@?@JW MD JCQQCP FNMQC GLRERCLRQ QGLAC
FCQMBEQ MBSNCPTGQMPRDMPKQ @®%NCARCB RM CVGQR GL ?@SLB?LAC &MP CV?KNJC GFRR&GERS@C MD J
RM KMLGRMP QMBIIRSIC RC 3WQRCK -CKMPW MISNCPTGQMPRDMPK @CA?SQC GR K?W RBN3&SJ
EGE?@WRCQ MD QN?AC (MUZ3@RPL CICAR RM KMIEGRMELRVMS AFMMQC

4FC3WQRCK -MLGRMP 3CRPBA@C MD NZRRJI?P T?JSC GL ?LW CK@CBBUB@ARHLRPER EFREPN?PRW
AMLRRICPQFRR CIJCAR RM $QQ2®% #MLeESP?BML 6CURM AMURFPRC QGXC MD T?PGMSQ KCKMPW NMMJQ
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Figure 37. 0J?RDMPK |BKGLG@RR?RMNMRC R% #MLeESP?BML 6CU

7FCL BC?ELLE UBRFC NMMJQ BCeLCBECIN?AC LMR ?ARESPQCB GQ QN?AC U?QRCB )D WMBQA\?L SQC R
?QQOMAG?RCB KMLGRRIBE?N -CKMPW -MLGRMER? 3N?AC -CKMPW -MLGRMMBC #?AFC -CKMPW
-MLGRMRR2!- $GQI -MLGRMPRM BCRCPKGEZRRWVMSCGEMR ?ARFRISQGIHERKMSLR MD QN?AC WRISHTCB
RFCL WMS A?L AMLeBBVRMUGP?R NMIQIQGXC ?Q ? KC?LQ MDGERE KCKMPW DMP PCRIRIMMJ &MP GLQR?LAC
GOFR-CR? 3N?AC -CKMPW -MLGRIPFMUGFR ?JMRRCB KCKMPW GQ MLBQEBIGL ? IMLE PSLLGICEMDRRR

WMS A?L Q?DCRBRCHC QGXC MERRNMMJ REIDMEN KCKMPW DMP [®?N 3N?AC MP 3WQRCK 2CQCPTC

&MP KMPBCR?GJQ QCC BMASIGDIURRR GQ GCRO3%+

*2T? (C?N 3N?ACGQ SQCB RWIAPRC KCKMPW ?LB@QRMER.ACQ DMP LCU *?T? /@HCARQ (C?N 3N?AC QGXC
FCOSGRCLRQ UG3LARQC UBREC LSK@CP MD AMKNMLCLRQ GGRIQR?R

*2T? -CR? 3N?ACQRNI®) AJ?QQ ?LB KGR B?R? QRIRT?PG?@JC B?R? FOPIGRRCPL?J *2GPRS?J

-2AFGLC KCR?B?R? -CR? 3N?AC QGRSERCLRQ RWNBAGIGH)C ?Q KKKMBSICQCRELQBEB ML ?
NJ?RDMPK

*2T? #MBC #?AFGQ SQCB RMQENETC AMBOWSSACB @RCR?T? 6- *SQR )L 4GKC *)4 #MKNGJICP
)LAR?QGLE #MBC #?AFC K?W GRIARC NCPDMPK?LAC MD WMSHIQRER K?W PGQ| CGEEIGRP
KCKMPW NMMJQ

21-$GQI QRNMR QR3BRL ?J?PK ?LB FGQRMPW B?R? 2!- $CQTQEBRER-RQ GLCARC UBR-C LSK@CP MD
FGQRMPW ?LB ?JCRKHY) GL ? QBRR

3WQRCK 2CQCBIXSQCB RREPTC QWQRCK KCKMPW DMZSEBABRRCK QCPTFERAMIRRPUGQC UMSJIB
@C AMLQSKCB @W/.B?E?P? 2SIGKC %LTHIKCLR )LAP?QGLE® 3WQRCK 2CQCPTC ARKINRC MTCP?J
QWQRCK QFSFNGJ

Usage notes
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7FCL ?BBCB RM QRENAL 3CPTGABQ3R/QRCK -MLGRMP 3CPTGAC GQ CL?@JBB&MMN BICHMHI RMLGRMPQ
NMTGBCB @ RCPTGATR GQ LM CL?@JCB QR?RC 4FC KMOGREHERNFQCLR ?LB ARARLE MP ?@QCLR )D
WMS BM LMR UGQF RM KMLGRGIRSIRPRRIMJ BCECROGMRBNMLBLE KMLGRMIKIHFC QCPTGAC

)L ECLCP?J AMLeESP?@NECIBTQ DMP ?LW KMLERMALRZVR QNCAGES RMIEGRMP ?LBDQBINJI?L?RMPW
%VACKERMLQCHC Generate Alarm  ?LB Log Memory to History NRMNCRFCQ UFGAE BEQAPG@CBGL R
DMMUGLE QGAMRQ

Generate alarm

&MP ?LW KMLGHRIIR RSNNMPRERCERMIRC R @G IOMinimum System Memory Limit 3WQRCK -CKMPW -MLGRMP
MPMinimum Heap Memory Limit (C?N -CKMPW -MLGRMPF®Generate Alarm @MMJC?L GEBRCEPR 7L

?J?PK QFMSJB ECLCP?RC UFEBRGR GQQECB &MP CV?KNJCOEBRGEGMN -CKMPW UGPRM BIN @CIJMU  +

MP MITP QNCAGeCB LSK@CP UFQCBIMUI ?J?PK QFMSJB @C ECLCP?RCBARREGEB RC CTCLR MAASPP

4FC ECLCP?RCB ?J?PK SGC@BCT?LR ?J?PK GLDNHM?RI?PK 3M&E )LDM CRA ?QQMAG?RECBMGR
N?PBASJ?P KMLGRMP

4FC'CLCP?RC 1J?PKRARBML DMEREDOPLR KMLGRMPQ UMPIQIRQURMJ

0J?RDMPK -MLGRMP a A?SQCQ ?L ?BCPK GMPRR GQ LM JIMLECRRMLBLE RM RIPER?R GG-R.G?E?P?
B?CKML F?Q CVGRCB MRIXCLDP

3WQRCK -CKMPW -MLGRMP a A?SQCQ ?L ?JTPP&RE &2C 3WQRCK -CKMPWIBR @CJIJMICRONCAGeCB
BKGR

(C?N -CKMPW -MLGRMP a A?SQCQ 2L 2J?PICRAFEPLEC (C?N -CKMPW BRNQ @CIMACR)NCAGeGEKGER
-CR?QN?AC -CKMPW -MLGRMP a GQ LMR SQCB

,M?BCB #J?QQCQ -MLGRMP a GQ LMR SQCB

#05)B JC #WAJCQ -MLGRMP a GQ LMR SQCB

#05 5QCB #WAJCQ -MLGRMP a GQ LMR SQCB

#MBC #?AFC -CKMPW -MLGRMP a GQ LMR SQCB

21- $GQI -MLGRMP a A?SQCQ 2L 2J?PK R\GEPR 2!- B GQQ DECQN?AC IRJ@CIMU

3MAICR 3R?RC -MLGRMP a A?SQCQ ?L ?JZPEREIKAMLGRMP BCRCARQ ?LW QMATER DP
spy:/platform diagnostics/netstat -A RM @C GICR,/3%>7 )4 QR?RC 4FGQ GQ MIGB\DIB
4PABSK1#% Q

Log Memory to History

4FC FGQRMPW DMP 2GAN?PRMLGRWWAEWE PSICQ ?Q BCeL CEGIKRLGRERitory Config 2IMUGLE

WMS RM AMLEESERCIGML NBIAGCQ A?N?AGRW R?EQ CRALWFEGGRMPW CVRCLQGML 4FC GERGRT?JQ MD R
AMLeEQ QFMSJB @C ICNFCIBRI®?BIRMRR RC FGQRMPW GQ ?JU?WQ ECLCP?RCB ?Q ? AMLEEEESAILAC MD R
3WQRCKARML

4FC ,ME -CKMPW RM (GQRRMML DMCAEDOPLR KMLGRMPQ UMPIQIRUDMJ

0J?RDMPK -MLGRMP a GQ LMR GKNJCKCLRCB
3WQRCK -CKMPW -MLGRMELBRFEC 3WQRCK -CKMPW DMP CCARRFR 3WQRCK #FCAGKC RGEECP
(C?N -CKMPW -MLGRMP £RBQ &EC (C?N -CKMPW

-CR?QN?AC -CKMPW -MLGRMEAERP 5QCB -CR?QN?AC -CKMPW

,M?BCB #J?QQCQ -MLGRMELBRP?T? #J?QQCQ JM?BCB

#05 )B JC #WAJCQ -MLGRMELBRRABC #05 #WAJCQ MTEG FPQR ARIARML NCPGMB

#05 5QCB #WAJCQ -MLGRMEBBRP5QCB #05 #WAJCQ MFCRIRQR ARIARVL NCPGMB

#MBC #?AFC -CKMPW -MLGRMFCLRBB 5QCB #MBC #?AFC -CKMPW

21- $GQI -MLGRMP a RRBQ 5QCB 2!- $GQI 3N?AC
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3MAICR 3R?RC -MLGRMP a GQ LMR GKNJCKCLRCB

0J?RDMPK -MLGRMP QWQRCK-0PERMPK-MLGRMP
4FGQ AMKNMLCLR KMLGRMA@RABBREML MD KCKMPW ?LB #05 GL WMSP NJ?RDMPK

Figure 38. 0J?RDMPK -MLGRN/MNERTQ

4M ?AACQQGAHMLeE 3CPTGACQWQRCK-MLGRMP3CPIBANS@JCGADI?RDMPK -MLGRMP

Property Value Description
3R?RSQ RCVR 2CNMPRERRASFR.R AMIEBML MD
AC CLRRW ?Q MDRQRBPQF

Y2J?PK[ YBQ?@JCB[ YBMUL|
YD?8) YMI[ YQR?JC|

YSL?AICB!J?PK]
,?QR 1J?PK -CQQ?EC RCVR $GONI?WQ RCQQ?EERR U?Q
RPGEEEBP@WR J?QR ?J?PK
,7QR 1J?PK £5KC FC?B MLIJW $GOQNI?WQ UFBC QWQRCK
ECLCP?RCB®RJI?QR ?J?PK

?2QQGELCB REI@um Class

1J?PK 3MSRC )LDM ?BBGEML?J MRCRZTQ #MLR?GLQ ? QCR MNCGHETQ DMH
AMLEeESPGLE ?BSBLE ?J?PKQ
UFCL RGQ AMKNMLCLREGQ R
2J?PK QMSe

&MP NINCPRW BCQ&MERNERCP
RMMPCNiagara Alarms Guide

'CLCP?RC 1J2PK tue BCD?®) MRise #MLRRJIQ GITROMDRQ?P

-?P AF
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Property Value Description

ECLCP?RCQ ?L ?J?PK UFCL ?
NJ?RDMPK KCKMBWGR GQQPECB

tue ECLCP?RCELR?JI?PK UFCL
RC GKGR Q@Q@CB

fase BMCQ LMR ECLCPPRC R
?2J?7PK

0J?RDMPK OMPR NMPR LSK@CP $GONI?RONI?RDMPK NMPR LSK@GP

3WQRCK -CKMPW -MLGRMP QWQRCK3IWGROHCKMPW-MLGRMP
4FGQ AMKNMLCLR KMLGRMARABBREBML MD KCKMPW GL WMSP QWQRCK RM BCRCAR KCKMPW JC?IQ

Figure 39. 3WQRCK -CKMPW -MLGRWRRRFQ

4M ?AACQQ CVN#MAieE 3CPTGACQWQRCK-MLGRMP3CPIBAWS@JCCRBWQRCK KCKMPW -MLGRMP

Property Value Description
3R?RSQ RCVR 2CNMPRERASRR.R AMIBBML MD
AEC CLBRW ?Q MDRQRBPQF

Y2J?PK[ YBQ?@JCB[ YBMUL][
YD?8) YMI[ YQR?JC]
YSL?AICBIJ?PK]

,2QR 1J?PK -CQQ?EC FC?B MLIW $GQNJI?VWQ RCQQ?EERR U?Q

-?P AF
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Property Value
,7QR 1J?PK BKC RCVR
1J?PK 3MSRC )LDM ?BBGBML?J MRCRTQ
'CLCP?RC J?PK true BCD?® MRise
,ME -CKMPW RM (GQRMPW tue MHalse BCD?®J
-CKMPW (GQRMPW #MLeE R?@ UGRBBGEBML?J NRCRITQ
-GLGKSK 3WQRCK MSRNSR -CKMPW LSK@CP
&FEC 3WQRCK -CKMPW LSK@CP

3F?KEB AMKNMLCLRQ

Description

RPGEEBP@WR J?QR ?J?PK

$GQNJI?WQ UFBEC QWQRCK
ECLCP?RCB®RJ?QR ?J?PK
?QQGELCB RM@um Class

#MLR?GLQ ? QCR MNCGHBTQ DMH
AMLeESPGLE ?IIBLE ?J?PKQ
UFCL RGQ AMKNMLCLRFGQ R
?J7PK QM&e

&MP NWWCPRW BCOQAMENERCP
RMMCNiagara Alarms Guide

#MLRMJIQ GITROMDRE?P
ECLCP?RCQ ?L ?J?PK UFCL ?
NJ?RDMPK KCKMBWGR GQQPECB

tue ECLCP?RCELR?I?PK UFCL
RFC GKGR QQQ@CB

fase BMCQ LMR ECLCPPRC R
?2J?PK

#MLRMJQ UFCL ?GHB DMPIIP
QWQRCK KCKMPWGZRBB

tue AR?RCQ ?GB C?AF®&KC
REC BWQRCK #FCABGKC RGEECP
eRFCQ

fase GELM®) RPRB AB?REML UFCL
REC 3WQRCK #FCAGKC RGEECP
eRFCQ

OAMMTGBCQ ? OSGAIRUEBRMD
TGCUGLE®RRPLBQ DMP 5QCB
(C?N -CKMPW R?ICL MK REC
(C?N -CKMPW -MLGRMP ?LB®R

&FCC 3WQRCK -CKMPW R?IGAKDF

REC 3WQRCK -CKMPW -MLGRMP
UFCL RCLog Memory to History
NRMNCPRW GQ QGR RM

$GQNI?WQ REC KCKMPW ?T?GJ?@J
RFFC QWQRCK

CGL

-?P AF
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(C?N -CKMPW -MLGRMP QWQRCK-M(GRMEKMPW-MLGRMP

4FGQ AMKNMLCLR KMLGRM@2R3N?AC AIMATRML MD KCKMPW ?LBEIRBIER ACQ DMP LCU *?T? M@HCARQ
Figure 40. (C?N -CKMPW -MLGRMPNAIRCRFCQ

4M ?AACQQ CVN#MAieE 3CPTGACQWQRCK-MLGRMP3CPIBBNS@JCR(C?N -CKMPW -MLGRMP

Property Value Description
3R?RSQ RCVR 2CNMPRERASRR.R AMIBBML MD
REC CLRRW ?Q MDRQRBPQF

Y2J?PK[ YBQ?@JCB[ YBMUL|
YD?8) YMI[ YQR?JC|

YSL?AICBIJ?PK]
,?0R 1J?PK -CQQ?EC RCVR $GONJI?WQ RCQQ?EERR U?Q
RPGEEEP@WR J?QR ?2J?PK
,?QR 1J?PK BKC RCVR $GQNJ?WQ UFBT RWQRCK
ECLCP?RCB®RJI?QR ?2J?PK

?2QQGELCB REI@um Class

1J?PK 3MSRC )LDM ?BBGEML?J MRCRZTQ #MLR?GLQ ? QCR MNCHETQ DMH
AMLEeESPGLE ?IBSBLE ?J?PKQ
UFCL RGQ AMKNMLCLREGQ R
2J?PK QMSe

&MP NINCPRW BCQAMERNERCP
RMMCNiagara Alarms Guide
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Property Value
'CLCP?RC 1J?PK tue BCD?& MRise
,ME -CKMPW RM (GQRMPW tue MHalse BCD?®]
-CKMPW (GQRMPW #MLeE R?@ UsRBBGEBML?J MRCRFTCQ

?P@?EC #MICARML ML #FCAI BWQRCHKrue BCD?&I MRise

-GLGKSK (C?N -CKMPW ,GKGR LSK@CP
4MR?J (C?N -CKMPW LSK@CP
&REC (C?N -CKMPW LSK@CP
5QCB (C?N -CKMPW LSK@CP

3F?KEB AMKNMLCLRQ

Description

#MLRMJIQ GITROMDRE?P
ECLCP?RCQ ?L ?J?PK UFCL ?
NJ?RDMPK KCKMBWGR GQQPECB

tue ECLCP?RCELR?JI?PK UFCL
RC GKGR Q@Q@CB

fase BMCQ LMR ECLCPPRC R
?J?PK

#MLRMJQ UFCL ?GHB DMPIIP
QWQRCK KCKMPWGZRBB

tue AR?RCQ ?GRB C?AF®KC
REC 3WQRCK #FCABGKC BRGEECP
eFCQ

false GELMR®) RIRB AB?REML UFCL
REC BWQRCK #FCABGKC BRGEECP
eRFCQ

ORVITGBCQ ? OSGAIRWBRMVD
TGCUGLEQRRELBQ DMP 5QCB
(C?N -CKMPW R?ICL MK FC
(C?N -CKMPW -MLGRMP ?LBR
&FEC 3WQRCK -CKMPW R?IGAKDH
REC 3WQRCK -CKMPW -MLGRMP
UFCL RCLog Memory to History
NRMNCPRW GQ QGR RM

)D QCR R RCIC?QC SLSQCB M@H(
?LB K?IGLE KME KCKMPW ?T?GJ?@
ML RC FC?N

)LBGA?RCELRKGLGKSK FC?N KCKMP!
JGKGR

$GONI?WQ RMR?J FC?N KCKMPW

$GQNI?WQ REC FC?N KCKMPW DMH
SQ?EC

$GONI?WQ BQCB FC?N KCKMPW

CARQ
IC

W

-CR? 3N?AC -CKMPW -MLGRMP QWQRCK-MCBRBN?AC-CKMPW-MLGRMP
4FGQ AMKNMLCLR KMLGRMEIRR 3N?AC KCKMPWERX VL DMP GRNUD AJ?QQ ?LEAMERB?R? QREAR

T?PG?@JC B?R? ?EERBLRCPL?J *6- KCR?B?R?

-?P AF
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Figure 41. -CR? 3N?AC -CKMPW -MLGRMRNNERITQ

4M ?AACQQ CVN#MAeE 3CPTGACQWQRCK-MLGRMP3CPIBERUIS@JGERFCR?QN?AC -CKMPW -MLGRMP

Property Value Description
3R?RSQ RCVR 2CNMPRERASKER.R AMIBBML MD
REC CLBRW ?Q MDRQRBPQF

Y2J?PK[ YBQ?@JCB[ YBMUL|
YD?8) YMI[ YQR?JC|

YSL?AICBIJ?PK]
/2QR 1J7PK -CQQ?EC RCVR $GQNJI?WQ RCQQ?EGRR U?Q
RPGEREP@WR J?QR 2J?PK
,2QR 1J?PK GKC RCVR $GOQNJI?WQ UFBEC RWQRCK

ECLCP?RCB®RJ?QR ?J?PK
?0QQGELCB RM@m Class

137PK 3MSRC )LDM ?BBGRML?J NRCRICQ #MLR?GLQ ? QCR MRGETQ DMA
AMLEESPGLE ?LBSBLE 2J?PKQ
UFCL RGQ AMKNMLCLEGQ R
2J?PK QM&e

&MP NINCPRW BCQ&MERNERCP
RMRCNiagara Alarms Guide

'CLCP?RC J?PK true BCD?®& MRise #MLRMJIQ GITROMDRC?P
ECLCP?RCQ ?L ?J?PK UFCL ?
NJ?RDMPK KCKMBWGR GQQPCB

-?P AF



.G?E?P? 0J?RDMPK 'SGBC 3F?KEB AMKNMLCLRQ

Property Value Description

tue ECLCP?RCELR?JI?PK UFCL
RC GKGR Q@Q@CB

fase BMCQ LMR ECLCPPRC R
?J?PK

,ME -CKMPW RM (GQRMPW true MPRalse BCD?®&J #MLRMJIQ UFCL ?(REB DMPIIP
QWQRCK KCKMPWGZRBB

tue AR?RCQ ?GRB C?AF®KC
REC 3WQRCK #FCABGKC BRGEECP
eFCQ

false GELMR®) RIRB AB?REML UFCL
REC BWQRCK #FCABGKC BRGEECP
eRFCQ

-CKMPW (GQRMPW #MLeE R?@ USRBBGBML?J MRCRITQ ORVITGBCQ ? OSGAIRWBRMD
TGCUGLEQRRELBQ DMP 5QCB
(C?N -CKMPW R?ICL MK FC
(C?N -CKMPW -MLGRMP ?LBR
&REC 3WQRCK -CKMPW R?IGAKDP
REC 3WQRCK -CKMPW -MLGRMP
UFCL RCLog Memory to History
NRMNCPRW GQ QGR RM

5QCB -CR? 3N?AC -CKMPW LSK@CP $GQNJI?WAQ BQCB -CR? 3N?AC
KCKMPW SQCB @®/®VNQRCK

,M?BCB #J?7QQCQ -MLGRMP QWQRCK;MRBERB/?QQCQ-MLGRMP
4FGQ AMKNMLCLR KMLGRMPQ *?T? #J?QIIEMD ASFFCB NICROWQRCK
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Figure 42. ,M?BCB #J?QQCQ -MLGRMRGBTQ

4M ?AACQQ CVN#MieE 3CPTGACQWQRCK-MLGRMP3CPIBBNMS@JICEAIM?BCB #J?QQCQ -MLGRMP

Property Value Description
3R?RSQ RCVR 2CNMPRERRASFR.R AMIEBML MD
AEC CLBRW ?Q MDRQRBPQF

Y2J?PK[ YBQ?@JCB[ YBMUL|
YD?8) YMI[ YQR?JC|

YSL?AICBIJ?PK]
,?QR 1J?PK -CQQ?EC RCVR $GQNJI?WEQ RCQQ?EETR U?Q
RPGEEEP@WR J?QR ?2J?PK
,?QR 1J?PK BKC RCVR $GQNJI?WQ UFBL QWQRCK
ECLCP?RCB®RJI?QR ?J?PK

?2QQGELCB REI@um Class

137PK 3MSRC )LDM ?BBGRML?J NRCRICQ #MLR?GLQ ? QCR MNGHTQ DMP
AMLEESPGLE ?LBSBLE 2J?PKQ
UFCL RGQ AMKNMLCLEGQ R
2J?PK QMAe

&MP NINCPRW BCQAMERNERCP
RMRCNiagara Alarms Guide

'CLCP?RC 1J?PK e BCD?® MRise #MLRRJIQ GITROMDRIQ?P
ECLCP?RCQ 2L ?J?PK UFCL ?
NJ?RDMPK KCKMBWGR GQQ®CB
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Property Value Description

tue ECLCP?RCELR?JI?PK UFCL
RC GKGR Q@Q@CB

fase BMCQ LMR ECLCPPRC R
?J?PK

,ME -CKMPW RM (GQRMPW true MPRalse BCD?®&J #MLRMJIQ UFCL ?(REB DMPIIP
QWQRCK KCKMPWGZRBB

tue AR?RCQ ?GRB C?AF®KC
REC 3WQRCK #FCABGKC BRGEECP
eFCQ

false GELMR®) RIRB AB?REML UFCL
REC BWQRCK #FCABGKC BRGEECP
eRFCQ

-CKMPW (GQRMPW #MLeE R?@ USRBBGBML?J MRCRITQ ORVITGBCQ ? OSGAIRWBRMD
TGCUGLEQRRELBQ DMP 5QCB
(C?N -CKMPW R?ICL MK FC
(C?N -CKMPW -MLGRMP ?LBR
&REC 3WQRCK -CKMPW R?IGAKDP
REC 3WQRCK -CKMPW -MLGRMP
UFCL RCLog Memory to History
NRMNCPRW GQ QGR RM

#J?QQCQ ,M?BCB LSK@CP $GQNJI?WQ RPT? AJ?QQCQ GERW
JM?BCB MIEER QWQRCK

#05 )B JC #WAJCQ -MLGRMP QWQRCK)}BIGREHRILGRMP
4FGQ AMKNMLCLR KMLGRIZRQSEBVAICQ MTEC RPQR ARABRML NCPGMB
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Figure 43. )BIC# 05 -MLGRMP MRCRITQ

4M ?AACQQ CVN#MAeE 3CPTGACQWQRCK-MLGRMP3CPIBAMS@JICEAK05 )B JC #WAICQ -MLGRMP

Property Value Description
3R?RSQ RCVR 2CNMPRERASKER.R AMIBBML MD
AEC CLBRW ?Q MDRQRBPQF

Y2J?PK[ YBQ?@JCB[ YBMUL|
YD?8) YMI[ YQR?JC|

YSL?AICBIJ?PK]|
,2QR 1J?PK -CQQ?EC RCVR $GQONJI?WGQ RCQQ?EERR U?Q
RPGEEEP@WR J?QR 2J?PK
,?QR 1J7PK BKC RCVR $GQNJI?WQ UFBT RWQRCK

ECLCP?RCB®RJ?QR ?J?PK
?QQGELCB RM@m Class

137PK 3MSRC )LDM ?BBGRML?J MRCRFCQ #MLR?GLQ ? QCR MNGHTQ DMP
AMLEESPGLE ?BIBLE ?J?PKQ
UFCL RGQ AMKNMLCLREGQ R
2J?PK QMSe

&MP NINCPRW BCQAMERNERCP
RMRCNiagara Alarms Guide

'CLCP?RC J?PK tue BCD?®& MRise #MLRMJIQ GITROMDRE?P
ECLCP?RCQ ?L ?J?PK UFCL ?
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Property Value Description

NJ?RDMPK KCKMBWGR GQQPECB

tue ECLCP?RCELR?JI?PK UFCL
RC GKGR Q@Q@CB

fase BMCQ LMR ECLCPPRC R
?J?PK

,ME#054 M (GQRMPW true MRalse BCD?®) 5NB?RCCEFR FGQRMPW JHAERIGR
LSK@CP MDIGB05 AWAJCQ MTACP R
J?0QR AlGABRML NCPGMB

#NS (GOQRMPW #MLeE ?BBGBML?J MRCRITQ
A?ECR#05 FGKC GL KGQCAMLBQ

,?2QR)LRCPT?J FC?B MLIW 2CNMPRQ@GBWAJCQ BSHELE’RR
GLRCPT?J

3GLAC 3R?PRAITR FC?B MLIW 2CNMPRQ ?7Q ?ACMR?ECFR
?KMSLR MDJGBAWAJCQ QGLCAC R
NJ?RDMPK QR?PRCB

,7QR -GLSRC FC?B MLIW 2CNMPRQ@GBWAJCQ BSHELE’RR
KGLSRC

,7QR -GLSRC 08BELR FC?B MLIW 2CNMPRQ ?7Q ?ACMR?ECFR
?KMSLR MDJGBAWAJCQ BSHGELE’RR
KGLSRC

2QR (MSP FC?B MLIW 2CNMPRQIGBWAJCQ BSAGLIEPRR
FMSP

,7QR (MSP 0¥ LR FC?B MLIW 2CNMPRQ ?7Q ?ACMR?ECFR
?KMSLR MDJGBAWAJCQ BSHGELE’RR
FMSP

,20QR $?W FC?B MLIW 2CNMPRQGBWAJCQ BSARELEPRR
B?2W

,7QR $?W 0@ELR FC?B MLIW 2CNMPRQ ?7Q ?ACMR?ECFR
?KMSLR MDJGBAWAJCQ BSHGELE’RR
B?W

#05 5QCB #WAJCQ -MLGRMP QWQRCK-MDGBMB-MLGRMP
4FGQ AMKNMLCLR KMLGRMPQ SQCB #05 #WAJC Q?RIRCRRRVL NCPGMB
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Figure 44. 5QCB # 0 5 -MLGRMP MRCRFQ

4M ?AACQQ CVN#MieE 3CPTGACQWQRCK-MLGRMP3CPIBBNS@JCERK05 5QCB #WAJCQ -MLGRMP

Property Value Description
3R?RSQ RCVR 2CNMPRERRASFR.R AMIEBML MD
AEC CLBRW ?Q MDRQRBPQF

Y2J?PK[ YBQ?@JCB[ YBMUL|
YD?8) YMI[ YQR?JC|
YSL?AICBIJ?PK]

/2QR 13?PK -CQQ?EC RCVR $GQNJI?WQ RCQQ?EEER U?Q
RPGEEEP@WR J?QR 2J?PK

,2QR 1J?PK BKC RCVR $GQNJI?WQ UFBEC QWQRCK
ECLCP?RCB®RJI?QR ?2J?PK
?2QQGELCB RMI@m Class

137PK 3MSRC )LDM 2BBGRML?J NRCRICQ #MLR?GLQ ? QCR MNGHTQ DMP
AMLEESPGLE ?LBSBLE 2J?PKQ
UFCL RGQ AMKNMLCLEGQ R
2J?PK QM&e

&MP NINCPRW BCQAMENERCP
RMMCNiagara Alarms Guide

'CLCP?RC 1J?PK e BCD?® MRise #MLRRJIQ GITROMDRIE?P
ECLCP?RCQ 2L ?J?PK UFCL ?
NJ?RDMPK KCKMBWGR GQQMCB
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Property

,ME#054 M (GQRMPW

#NS (GOQRMPW #MLeE

INNJGABMLM -MLGRMP

,?2QR )LRCPT?J

3GLAC 3R?PRAITR

,7QR -GLSRC

,7QR -GLSRC 08BELR

,2QR (MSP

,7QR (MSP NGELR

2QR $?2W

,?0R $?W 0@GELR

Value

true MRalse BCD?®J

?BBGBML?J MRCRITQ

RGKC GL KGQCAMLBQ

FC?B MLIW

FC?B MLIW

FC?B MLIW

FC?B MLIW

FC?B MLIJW

FC?B MLIW

FC?B MLIJW

FC?B MLIW

3F?KEB AMKNMLCLRQ

Description

tue ECLCP?RCELR?JI?PK UFCL
RC GKGR Q@Q@CB

fase BMCQ LMR ECLCPPRC R
?J?PK

5NB?RCCEFR FGQRMPW JHAERIGR
LSK@CP MD SQCB #05 AWAJCQFMIT(
J?0QR AlGABRML NCPGMB

$CeLCQ RC ?NNSATRVL RM KMLGRM

2CNMPRQ SQCB #05 AWAJCQ BSPG
J?0QR GLRCPT?J

2CNMPRQ ?7Q ?ACMR?ECFR
?KMSLR MD SQCB #05 AWAJCQ RGL
NJ?RDMPK QR?PRCB

2CNMPRQ SQCB #05 AWAJCQ BSPG
J?0QR KGLSRC

2CNMPRQ ?7Q ?ACMR?ECFR
?KMSLR MD SQCB #05 AWAJCQ BSP
RFC J?QR KGLSRC

2CNMPRQ SQCB #05 BSPRLATR
FMSP

2CNMPRQ ?7Q ?ACMR?ECFR
?KMSLR MD SQCB #05 AWAJCQ BSP
RFC J?QR FMSP

2CNMPREMIRSQCB #05 BSPGLERI?QH
B?W

2CNMPRQ ?7Q ?ACMR?ECFR
?KMSLR MD SQCB #05 AWAJCQ BSP
RFC J?0QR B?W

PR

lER

AC R

lER

GLE

GLE

GLE

#MBC #?AFC -CKMPW -MLGRMP QWQRCK-MMBRMPAFC-CKMPW-MLGRMP
4FGQ AMKNMLCLR KMLGRMREFR.-R QRMPMD LGRC AMBOMBSACB @WCR?T? 6- *SQR )L 45KC *)4

#MKNGJICP
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Figure 45. #MBC #?AFC -CKMPW -MLGRMMNERITQ

IM ?AACQQ CVNZMAieE 3CPTGACQWQRCK-MLGRMP3CPIBERMS@JCRKHMBC #?AFC -CKMPW -MLGRMP

Property Value Description

3R?RSQ RCVR 2CNMPREXRASRR R AMIERML MD
FEC CLBRW ?Q MDRQRBEQF
Y?2J2PK[ YB?@JCB[ YBMUL]
YD?8) YMI[ YQR?JC[
YSL?AICBII?PK|

,?QR 1J?PK -CQQ?EC RCVR $GQNJI?WEQ RCQQ?EEGTR U?Q
RPGEEEP@WR J?QR ?2J?PK

,2QR 1J?PK BKC RCVR $GQNJI?WQ UFBEC QWQRCK
ECLCP?RCB®RJI?QR 2J?PK
?2QQGELCB RMI@um Class

137PK 3MSRC )LDM 2BBGRML?J NRCRICQ #MLR?GLQ ? QCR MRGETQ DMA
AMLEESPGLE ?LBSBLE 2J?PKQ
UFCL RGQ AMKNMLCLEGQ R
2J?PK QMA&e

&MP NNINCPRW BCQGRIGRNEPCP
RMMRCNiagara Alarms Guide

'CLCP?RC 1J?7PK tue BCD?® MRise #MLRRJIQ GITROMDRG?P
ECLCP?RCQ ?L ?J?PK UFCL ?
NJ?RDMPK KCKMBWGR GQQPCB
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Property Value Description

tue ECLCP?RCELR?JI?PK UFCL
RC GKGR Q@Q@CB

fase BMCQ LMR ECLCPPRC R
?J?PK

,ME -CKMPW RM (GQRMPW true MPRalse BCD?®&J #MLRMJIQ UFCL ?(REB DMPIIP
QWQRCK KCKMPWGZRBB

tue AR?RCQ ?GRB C?AF®KC
REC 3WQRCK #FCABGKC BRGEECP
eFCQ

false GELMR®) RIRB AB?REML UFCL
REC BWQRCK #FCABGKC BRGEECP
eRFCQ

-CKMPW (GQRMPW #MLeE R?@ USRBBGBML?J MRCRITQ ORVITGBCQ ? OSGAIRWBRMD
TGCUGLEQRRELBQ DMP 5QCB
(C?N -CKMPW R?ICL MK FC
(C?N -CKMPW -MLGRMP ?LBR
&REC 3WQRCK -CKMPW R?IGAKDP
REC 3WQRCK -CKMPW -MLGRMP
UFCL RCLog Memory to History
NRMNCPRW GQ QGR RM

5QCB #MBC #?AFC -CKMPW LSK@CP $GQNJI?WQ RCKMPW 8BXCB @W
AMBC A?AFC

21- $GQI -MLGRMP QWQRCK-MLGRN$GQI-MLGRMP
4FGQ AMKNMLCLR KMLGRMREFR R 2!- B GQI BEQN?AC ME?E?PNJ?RDMPKQ
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Figure 46. 2?K$GQI-MLGRMPMIRCRICQ

4M ?AACQQ CVN#MAeE 3CPTGACQWQRCK-MLGRMP3CPIBRERNIS@JCAR!- $GQI -MLGRMP

Property Value Description
3R?RSQ RCVR 2CNMPRERASRR.R AMIBBML MD
AEC CLBRW ?Q MDRQR BPQF

Y2J?PK[ YBQ?@JCB[ YBMUL[
YD?8) YMI[ YQR?JC]

YSL?AICBIJ?PK]
/2QR 1J7PK -CQQ?EC RCVR $GQNJI?WQ RCQQ?EGRR U?Q
RPGEEIEP@WR J?QR 2J?PK
,2QR 1J?PK BKC RCVR $GQNJI?WQ UFBC RWQRCK

ECLCP?RCB®RJ?QR ?J?PK
?QQGELCB RM@um Class

13?PK 3MSRC )LDM ?BBGBML?J MRCRITQ #MLR?GLQ ? QCR MNGHTQ DMA
AMLeESPGLE ?LBSBLE 2J?PKQ
UFCL RGQ AMKNMLCLEGQ R
2J?PK QM&Ee

&MP NPNCPRW BCQARERNEPCP
RMMRC Niagara Alarms Guide

'CLCP?RC 1J?PK true BCD?®& MRise #MLRMJIQ GITROMDRQ?P
ECLCP?RCQ ?L ?J?PK UFCL ?
NJ?RDMPK KCKMBWGR GQQECB

tue ECLCP?RCELR?I?PK UFCL
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Property Value Description
RC GKGR GQQ®CB
false BMCQ LMR ECLCPPRC R
?2J?PK
27K $GQI 3GXC LSK@CP $GONI?WQ RGQI QN?AC GL

NCRCLR?EC UFGAF GQ)SIB

-?V 2?K $GQI 3GXC ,GKGR LSK@CP $GQNI?WQ R?VGKSK BQI QN?AC GL
NCRCLR?EG-RR WMS A?LGEBRC

3MAICR 3R?RC -MLGRMP QWQRCK3MAGBRIR?RC-MLGRMP

4FGQ AMKNMLCLR KMLGRMREFR R QR?RC MD ?LW QMACRpgLpRatform diagnostics/netstat -A
ML.G?E?PNJ?RDMPKQ

Figure 47. 3MAICR 3R?RC -MLGRMR G Q

IM ?AACQQ CVNZMAieE 3CPTGACQWQRCK-MLGRMP3CPIBEMWS@JCRABMAICR 3R?RC -MLGRMP

Property Value Description
3R?RSQ RCVR 2CNMPRERASFR.R AMIEBEML MD
AEC CLRRW ?Q MDRQRBPQF

Y2J?PK[ YBQ?@JCB[ YBMUL[
YD?8) YMI[ YQR?JC|

YSL?AICBIJ?PK]
,?QR 1J?PK -CQQ?EC RCVR $GONJI?WQ RCQQ?EERR U?Q
RPGEEIBP@WR J?QR ?2J?PK
,?QR 1J?PK BKC RCVR $GQNJI?WQ UFEL RWQRCK
ECLCP?RCB®RJI?QR ?J?PK

?2QQGELCB RMI@um Class
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Property Value Description

13?PK 3MSRC )LDM ?BBGBML?J MRCRITQ #MLR?GLQ ? QCR MNGHTQ DMHA
AMLeESPGLE ?LBSBLE 2J?PKQ
UFCL RGQ AMKNMLCLEGQ R
2J?PK QM&e

&MP NWWCPRW BCOQAMENERCP
RMMCNiagara Alarms Guide

'CLCP?RC 1J?PK true BCD?& MRise #MLRMJIQ GITROMDRQ?P
ECLCP?RCQ ?L ?J?PK UFCL ?
NJ?RDMPK KCKMBWGR GQQPECB

tue ECLCP?RCELR?I?PK UFCL
RFC GKGR QQQ@CB

fase BMCQ LMR ECLCPPRC R
?2J?PK
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Chapter 17. Plugin guides

0JSEGL ESGBCQ

4FCE ?F K?LW U?WQ RM TGCU NJSEGLQ TGCUQ /LGERRNGEERREC )L ?BEBML WMS A?L PGEARMI
?L GRCK ?LB QCJCAR MLC MD GRQ TGCUMT3BEGIGINE) MD AMKNMLCLRQ

)L 7 MPI@CLARPAACQG®DNIMUGLE QSKK?PW BCAAMRGNNIL ?LW NJSEGL @\GIEHTIDAR/L 6 GCU& DRIK
FEC KCLS MP NFDQGEE UFGJGR TGCU GQ MNCL

INNJGATML $GRRMP TGCU NJ?R$?CKMLCGHNREML$GRRMP
4FCINNJGATRML $GRRMFGCU GLRCPD?ACQ RM GZME QRERP GR GQ PSLLGLE MP LMR

Figure 48. INNJGATRVIL $GRRMP TGCU DMP NNIGERP

Application Director

Name

INFQ
INFO
INFO
INFO
INFO
INFO
INFO

INFO
INFQ
INFO
INFO
INFO
INFO
INFO
INFO
INFQ
INFO
INFQ
INFO
INFO
INFO
INFO
INFO
INFO
INFQ
INFO
INFO

L===

[19:
[19:
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[19:
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[19:
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WARNING [19:
[18:
[19:
[19:
[18:
[19:
[18:
[1g:
[19:
[19:
[19:
[19:
[19:
[18:
[19:
[18:
[1g:
[19:
[19:
[05:
[05:
WARNING [11
INFO [11:22
INFO [11:43
INFO [19:41

= teststation

41:
41:
41:
41:
41:
41:
41:

41:
41:
41:
41:
41:
41:
41:
41:
41:
41:
41:
41:
41:
41:
41:
41:
41:
41:
25:
41:

28
28
29
30
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30
21

24
25
26
26
26
28
27
28
29
29
29
30
30
30
32
21
32
33
36
10

=20

=17
=57
=33

Type  Status  Details Auto-Start Restart on Failure
station Running foxsn/a foxs=4911 foxrwss=443 httpsn/a https=443 false false
17-0ct-18 UIC] [sys] Sawved /home/niagara/stations/newSuper/config.bog
18-0ct-18 UIC] [svy=s] Saving staticn...
18-0ct-18 UTC] [history.db] Saved history archiwve (129ms)
18-0ct-18 UIC] [sy3] Saved /home/niagara/stations/newSuper/config.bog
18-0ct-18 UTC] [sys] Saving station...
159-0ct-18 UIC] [history.db] Saved history archiwve (100ms)
18-0ct-18 UTC] [sys] Sawved /home/niagara/stations/newSuper/config.bog
59 20-0ct-18 UIC] [svs.engine] System clock modified: -7110ms
20-0ct-18 UIC] [sy=s] Saving station...
20-0ct-18 UIC] [history.db] Saved history archiwve (101lms)
20-0ct-18 UIC] [sys] Sawved /home/niagara/stations/newSuper/config.bog
21-0ct-18 UTC] [sys] Saving station...
21-0ct-18 UIC] [history.db] Saved history archiwve (99ms)
21-0ct-18 UTC] [sys] Sawved /home/niagara/stations/newSuper/config.bog
22-0ct-18 UIC] [sys] Saving station...
22-0ct-18 UTC] [history.db] Saved history archiwve (l100ms)
22-0ct-18 UIC] [sys] Saved /home/niagara/stations/newSuper/config.bog
23-0ct-18 UIC] [svy=s] Saving staticn...
23-0ct-18 UIC] [history.db] Saved history archiwve (100ms)
23-0ct-18 UIC] [sys] Sawved /home/niagara/stations/newSuper/config.bog
24-0ct-18 UTC] [sys] Saving station...
24-0ct-18 UIC] [history.db] Saved history archiwve (101lms)
24-0ct-18 UTC] [sys] Sawved /home/niagara/stations/newSuper/config.bog
25-0ct-18 UIC] [sys] Saving station...
25-0ct-18 UTC] [history.db] Saved history archiwve (l04ms)
25-0ct-18 UIC] [sys] Sawved /home/niagara/stations/newSuper/config.bog
26-0ct-18 UIC] [fox] Opened: 7e20291c9%lb0df&407ba2d962d5b5ed4c002d25ebcTecb3lE
26-0ct-18 UIC] [fox] Closed: 7e20291c%1b0df28407ba2d962d5b5ed4c002d25ebcTee6318
3% 26-0ct-18 UIC] [authentication] Could not authenticate: Read timed out
26-0ct-18 UIC] [fox] Opened: 899145k5d62eleTfdT7h0f6£32800f4fcc26d5241c£38b79dbE
26-0ct-18 UIC] [fox] Closed: 299145b5d62eleT6dTh0£6£32800£48cc26d45241c£380794bE
26—0ct-18 UTC] [sys] Saving station...

15z

Connected to 172.31.66.17

{1578ms)

{1915ms)

{1592ms)

({1650ms)

{1602ms)

{1622ms)

({1516ms)

{1500ms)

{1513ms)

<— SOedb
<— 5S0edb

<— bf0el
<- bElel

[ Auto-Start
[ Restarton Failure
Start

Stop

Restart
Reboot
Kill
Dump Threads
Save Bog
Verify Software

Clear Output
Pause Qutput
Output Dialog
Stream To File

Output Settings

4FCINNJGABML $GRRMPQ (BR GLRCR K?GL T?Q

* )LQR3ICB ?NNEATRMLQDb ?R RMN
* INNJGATRML MSRNSRb K?GL?P
2CJ?RCB @RME JCTCJQ BCel CBAOMFRRRIL

© INNJGATRVL ?LB MSRNSR AMICRFPGEFR QGBC AFCAI @MVCQ ?LB @SRRMLQ

)L FECINNJGABRML $GRRMPMP ?LW ANMLRFREC GLQBCB ?NNEATRILQEP QFMSJIB QFMU ?R KMQR MLJIW MLC
QRZRVL (MUCTORECINNJGATRVL $GRRMPMP ? GLBMUQ NJ?RDBBENCPTGQUP CLEGLCCPGLE UMBIQR?R
K?W QFMU KNIFR?L MLC QR3RIL
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#MJISKLQ

4FC RMN P MDA INNJGABML $GRRMPFMUQ ? R?@JC MDIEBORMNEATMLQ QBVRQ

Column Description

$CR?GJIQ

&?GJEP

2KC $GQNI?VWQ R?KC MDAR QRERIL BBARMPW
AWNC )BCLBeCER QRERIL ?2Q @CJIMLEGLECRMERPD?KGIW
3R?RSQ  )LBGA?RCECRAMLBERML MBARRQRERIL ?R J?QRIIM]

ISRM 3R?PR$GQNJI?VWQ RSRIR.RW AMLeESBAuUto-Start  NAMNCPRW DRMIRQR@RIL
2CQR?PR MBGQNJ?WQ RSRR.RW AMLeEIPRestart on Failure NRMNCPRW DAIRCHRERIL

DMV 4#0 )0 NMPR KMLGREPMREESJ?P SLCLAPWNRCB &MV ABNILQARMPI@CLARLB MRCP
QRTRVLQ 3FMU@ GD QBRMR GQ LMR PSLLGLEoMRED GQ QCRARA

DMVQ4#0 )0 NMPR KMLGREB®MP QCA&MYV AMLLGEARLQ RMPi@CLAPLB MRCP QRZRLQ GD Q
AMLeESEB 3FMUQ@/a GOFR FMQR BMCQ LMR QSNNMPR ARICASERIL MP BD @RERIL GQ LN
PSLLGLE MRdédEnabed GQ QCRERM

DMVUQ@403 7 C@3CPTGAC NMPR KEBGRWMP? QCASRIV /TCP T@3MAICR AMLLEMR
DWK 7 MPI@CLAPLB MRCP QRZRLQ GD QM AMEBESMUQ@/a GOFR FMQR BMCQ LMR QSNNMH
&MV /TCP 7TC@3MAICR AMLLEMR MP BD GRERIL GQ LMR PSLLGLEFRIRRERR. Q
&MV3CPTGAC Q &MV /TCRBMAICR %L?@BEBINCPRW GQ Q&R RMP GBGRORERIL Q
7 C@3CPTGAC Q (RRNQ %LREMNBPRW GQ QER RM

FRRN (440 NMPR R?R RC QR@&RI} 7C@3CPTGAC KMLGRMEERIRP 8LCLAPWNRGR) GIHP
AMLLCARMLQ RVCRORERIL 3FMUQ AL ?_ GDEMR?BQ LMR PSLLGLE MP GD GR BMCQ LMR F
PSLLGLE C@3CPTGAC MP GERRINGQ QCRdRM

FRRNQ440 NMPR R?R RC QR@RI)] 7C@3CPTGAC KMLGRMPQ DMENIEXIPAMLLCGARQ RM
RFC QRE@RIL GD QM AMGHESFMUQ AL ?_ GD FMQR BMCQ LMR QSNNMPR MP GQ CL?@JCH
AMLLCARML MP BD @RERIL GQ LMR PSLLGLE MP GlabdREQ QCR&RM MP GBQRRQRERIL
BMCQ LMR F?TC ? PSLLGL®3CPTGAC

.G?E?P? 0J?RDMPK 'SGBC

==
pj

PR ?

?TC ?

DMP ? QC

"SRRMLQ

5LJGIC GL KM@RIPI@CLAFGCUQ URCRF?LECQ CRCLRT@B ePOQR ?LBE&. ?NN3CB UBR3?TC@SRRML 6CR
INNJGATRML $GRRMI-CL WMS @Al AFCAI @MVCQ ?LB @SRRMLQ ARZIPRBIZICB GKK@RRCIW RMFCICARCB

QRTRVL
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Figure 49. INNJGATRIL $GRRMP QR?PR SEBIMMINR?LB @SRRMLQ

ISRM 3R?PRICAGeCQ UFCR RC QR@RIL QR?PRIVDIZLE NJ?RDMPK B?CKML QR?PREBWLERRRPR
MAASPQ

&MIMUGLE ? FMQRRIMR QSAF ?Q ?DRCP ? NMUCP AWAJC
IQ RFC RQRIMD 2C@MMRIKK?LB

&MIMUGLER GLQB?BML MD ?LBER eJC Q

&MIMUGLE ?LW 4#0 )JCP?RCB AF?LECQ

7FCL AF?LEGLE ?LW C\GEERKMBSJC SNERRE MP BMULER2E

2CQR?PR ML &TIISEAGeCQ URIFRRC NJ?RDMPK B?CKEIQR?PRQ RRERIL GD GRAMFQ CVGREPUGR
LML XOR ERSPL AMBC DMP CV?KROCLEGLC U?RAFBME F2ECESBC QR@RML @CA?SQC MD JBIB?B
AMLEBGML )LG?E?P? AMLRRICPQ A?L F?TC ? GRREBDR?PR EMSR 2R@MMR 4BCRCP GIFRQ MEIRL GQ
CL?@JCB ?LER QR@RNIL D?GJQ RCPKGLPRIRFBGRC QR@ERVL GQUR?PRCB )D ? MICRFF?GRC
?2SRMKZRAGQR?PRQAGER KGLSRCQ MP FMUCTCP K?LW QNCABECERGRIR) 0J?RDMPK3CPFEIAE
RebootLimit ~ NRVNCPRWCRQRERILEK?GLQ GL ? D?GJCB @RZRBIGDQ MECR)CRRE ?@MTC

* 3R?PBFCL NEQQCBFR FMQRNJ?RDMPK B?CKML GIGEREIW QRPERIRBRIL AJC?PQ RCVR GCR
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QRTRVL MSRNSR ?ERBIJ?WQ KCQQ?ERTDKE RREGRIL

3RMNUFCL NEQQCB MNCLQ ? AMLeBKRRJGLBND WMS AMLePRCREMQRNJ?RDMPK B?CKML QFERQ R
QRTML BMUL Q?TGLE AMLeESR?RM GRQ AMLeE @ME eJC ?LBAMRCIBLE FGQRMPW B?R?

2CQR?RRCL NEQQCB MNCLQ ? AMLeBKPRIGLBMD WMS AMLePRCAEMQRNJ?RDMPK B?CKML QFERQ R
QRTRVL BMUL EP?ACDSEEL EQR?PRQ GR

2C@MMR-CL NEQQCB MNCLQ ? AMLeBK'PRJGLBMD WMS AMLePE@PMMREZRICICARCB FMQR 4FGQ GQ
AMLQGEEP? BP?QR ?&RIL

+GIUFCL NEQQCB MNCLQ ? AMLeBKIPRUGLBNMD WMS AMLePRCREEMQRNJ?RDMPK B?CKML RCPKGL?RCQ
AEC QRERIL MACQQ GKKEERCIW

$SKN 4FPC?BQJFCL NEQQCBFR FMQRNJ?RDMPK B?CKML FBYIRERIL QCLB ? 6-FHC?B BSKN RM GRQ
QRTML MSRNSR

3?TC "MEUFCL NEQQCBFR FMQRNJ?RDMPK B?CKML FEXIRERIL IMARIQ?TC GRQ AMLERBPRRI
AMLeE @ME

6CPGDW 3MIRIFEL NEQQCB MPI@CLAF?PQCERQREMY AMLeE @ME ?LIBORFMQRNJ?RDMPK @ME
eJCQ JMMIGLE DMP KMBBAERRCQ )RE. AFCAIQ RM QCEBDMRKMBSICQ ?LB ?LRCHMRMDRUBNML
UFGAFRW BCNCLB CBLQBCS

#JC?P /ISRNSBFCL NEQQCB AJCTRONRSRNSR

0?SQC /SRNSBFCL NEQQCBFR MSRNSR @QX® MK SNB?RBLE DFRFP LM JIMLECP@GIRKC 7FCL WMS
DECXCHC MSRNSRMR@SRRML AF?LECRIRBA/SRNSR

/SRNSR $G?IMECL NEQQCB GRIBFACQ ? QCN?P?RC LML KMB?J MSRNSR GQMNIVWYBIEGPKC
MSRNSR RCVR 7EOHINRIGATBML $GRRNMPOR?LEBRMSRNSRCP )LAJISBCB CROSRRMLGEKN 4FPC?BQ
0?SQC /SRNSRJC?P /SRNSRLB #JIMQ&C UGLBMU

3RE?K 4M &GIMNCLQ ? UGLBMU DMP ?QQGELGLE ? eJC L?KC /LATNNIQRTK Q?TCCNNBATRVIL
MSRNSR RMGR eJC

/SRNSR 3CRRE®INCLQ ? UGLBMU DMP QNCAGDWELEPRDMPK B?CKMLD@BE® MSRNSREREC
QRTRVL

(4-, #CPR GDGA?RC -?L?ECKCLR TGCU

)L .G?E?P? ?LB J?RCRFCE GQ ?BBCB QSNNMRCBREA?RC -?L?ECKCLBFGAF GQ M@RKCP

GKNJCKCLRZRL 5QGLEXR) TGRUMS A?L BPRC BEGR?J SERRRCQ ?LB SePRRC QGELGDECQRQ #32Q ?LB
GKNMPR ?LB CVNMPR ICWQ 4FC TGCU 2JUBBIPBRAQCREEA?RC 4BED?RACRRA?RC BMCQ LMR F?TC ? SQCP
BCelLCB N?QQUBIRPLB A?LLMR @C BCJCRCB QGELCB GKNMPRCB MP CVNMPRCB
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Figure 50. #CPBeA?RC -?L?ECKCLR TGCU

IM ?AACQRGR) TGCU GL UG @TEVN?LBEMLeE 3CPTGACQJ?RDMPK3CPTEACBMS@JGGR]
#CPR-?L?ECP3CPTGACPGEFBMNICPR-?L?ECP3CPTGAB AGABGCUQ #CPRBeA?RC -?L?ECKCLR

4FC @RUQCP TGCDE®RQ DSEMR?J COSGT?ICLRQRMMR@CLAFGCU UFCL BPRLE ACBEA?RCQ 4ECKE
MLJW ? DCU 7BEBML?J DSGARQ

EC Key Algorithm

4FC %IENRA #SPTC GQ@BBPLR QMPR MD APWNRMEP?NFGA DMPKMBSQURRZIRIRA?RC ICWQ QGKGJ?P RM
RFC ASKRR 23! UFGAF GECRMLIW +CW IJEMIRGR RC @?H?SG TCPQBMQ®ICAReYSpec P?RCP R?L ?
KeySize 4FC %# ICWQ BPRC BEGR?J QGELQRSPLCP?RC NQCSBMP?LBMK LSK@CPQ ?LB CLAPWNR B?R?

Extensions

4FC3S@HCARDPLZR C .?KCCVRCLQGMIMRIQ GBGEZQ RM @C @MSIFECRM @ HCARFMBERFRA?RC

4FC ?RCPLER C CVRCLQGMLQ ?P
%K?GJ
4FC AMLR?AR ?BER) DNFCRCRIRA?RC
$.3.7KC
#MKKML L?KC MD ? QCPTCP
$GBARMPW .?KC

$GBARMPW .?KC KSQR @C ?L 2$.3COSCLAC QGKGJ?PGRMSGQREB .?KC QSAF EMRXEML L?KC ?LB
QR?RC CRA

5LGDMPK 2CQMSFBCLReCP 52)

I 5LGTCPQ?J 2CQMSFBCLRCP @ BMAGRIL MD ?L )LRCPCQRIBE DMP CV?KNJC UC@ N?EC DRN QCPTGAC
2LB QM ML

)0 'BBPCQQ
$CeLCQ RC )0 ?BBEQQ MBARRACR QCPTCP
2CEGQRCP)$
4AFGQ KSQR @C ?L /)$ BGBK@CPQ QCN?P?RCB @W BGAGK?JQ J
Add Extensions
%VRCLBCB +CW 5Q?EC
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4FGQ CVRCLQGMIAGRBQ MLC MEEKIEPNMQCQ DMP UFGAERRA?RC K?W @C SQCB GERYBERM MP GL
NJ?AC MBR@?QGA NSPNMQGA?ELCB GC RCW SQ?EC CVRCLQGML )L ECEGRTIVRCLQGWENNEI?P MLIW
GL CLB CORW AGERRCQ

"2QGA #MLQRP?GLRQ

4FC @?QGA AMLQRP?GLRQ CVRCGEGNUBERLIRC QS@HCARFNBE&PRA?RC GQ ? #! ?LB FMU K?LW
ACREeA?RCQ A?UMMERGQ MLC GL GERBML NFR

#2,B GQRPGBISRIMGLRQ

4FC #2, B GQRPGEMISRIMGLRQ CVRCLQGBHOGEMMR #2, GLDMEHIRGQ M@R?GLCB )R AMLQGQRQ MD ? QCOSCL

MD $GQRPGMSRIGLRQ C?AF MD UFGAF AMEEEQREMDR eCIBGERPGEISRIMGLR #2, GQRAKCP
FC?QMLQ FFMSEF WeCJBQCRNEML?2JFRBE KSQR @C ?R JC?@ORBPGEISRIMGLR MP ? #2, GQQSCP

5QCP ICW 3RBP
4FC TGCU NFGBC@BOPLR RWNC MDQ¥APRC QRRIRDQ

4FC5QCP +CW 3RIQRMLR?GL QCPTCBACHTQ ?LBINYGELCB ARPRRCQIUEBRGP K?RAFGLE ICWQ %?AF
ACRBeA?RC F?Q ? N?GP MD SLGOSC NPGT2RE CLEMNSIR ICWQ DMP C?AF NJ?RBIIER +CW 3RIQP
QSNNMPRQ RCPTCP QGBEMVMDIREMLQFGN @WGERELBLC MD GRQ QGELCB QGRPECRBQERNMLQC RM ?
AGCLR WPI@CLAF NJ?RDMPK NGMRRETFSCQR RM AMLLCAR

4PSQR 3RMP

4FC RPSQR QRMBWQRCK ?LB SQCP AMLR?GL QGELCB ?MVRPEQRERR?RCQIUERGP NERAICWQ 4FCQC
QRNI® AMLR?GL LM NPGT?RC ICWQ ! RPSSRNQFRD R3CLR QGBFIER?BMLQFGN @W SQGLERSRQ P
ACRBReA?RCQ RM TGREDBER?REPMIFR ACRRA?RCQMETCRIDE?AF QCPTIP? ASCLR A?LLMRGBZRC ?
QCPTCP AGERRTDGEL?RSA. CARP KCQQ?EQMUQ WMS RM RNKFMREPICAR ? QCASPGRWEMCHMRR
1JJMUCB (MQRR2@

4FC3WQRCKSQR 3RMRMLR?GL GLIPRQGELCB B2RRRCQ @W RPSQBRBI ER?SRVMPGRQCAMELGXCB @W
FEC *?T? 2SLBKC %LEGLC *2% WMDASRR.RW MNCLCB NJ?RDMB®CP RSQR 3RMRLR?GLQ GIQRQGELCB
ACRBReA?RCQ @W RPSQBRBERRWMS F?TC GKNMPRCB WMSP GRA?RCPR

/LIW ACRRRA?RCQRIBRAEA ICWQC?QRIZB GLAZ RPSQR QRVHFC K?HMPGRW GBAYERI) BLRVQRCKEQR
3RMPAMKC DMK AFC *2% MS ?BB WMSP MUL 8eRRRCQ RWQCP RSQR 3RMPW GKNEPRRCK

&CCJ BE RM N?QQ MSR QMR RCRA?RCQ RM WMSP RCZKRORABPGRWMSP ASQRMKCPQ K(TRBP?LW
AGCLRERR LCCBQ RM AMLLCAR RM MLC MD WMSP GCRICPUIMIMR ACRRA?RC GL GRRRRPSQREQRMP

13IJMUCB (MQRQ@

4FGQ R?GROMQGELCB ABHRROEPR F?TC @CCL K?LSRI?NNHCB DMP SQC RMCEERA?RC ? QCPRTCP
QSAF FCW F?TC LMR @CCL QGELCB @W ? #! 4FCW QFMSJB MR BIELINRD WIKIRALPR?EG2RRC
AMKKSLGAGRILFEW D?BRIRCLUBL QCASP

#MJISKLQ

4FGQ R?@EQRQ AMISKLQ GICRORN®

Columns Description
1JG?Q )BCLBeCQ AGRR?RCQ @WGMANRP DSEMR
)JQQSCB "W )BCLBeCER CLERRWHR AP?RCBAT ACFRA?RC
3S@HCAR )BCLBeCEFR AMKN?LWRR MULQ-R ACRRRA?RC
.MR "CDMP $GONJI?WQ R?RC @COMPGARR ACFRA?RC GQ LMEBT?J
.MR 'DRCP $GQNJI?WQ RVNGBNR. B?RC DMPACFERA?RC
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Columns Description

+CW IJEMHABR 2CDCPEERAPWNRMEP?NFGA DMPKSJ? SQCB RMAAINERZARBR ICWQ &IRFR QCICAR
RC ICW QGXC GL @GRQ ABBQEFCARG RCW QNCAGEAPR

+CW 3GXC &MR3! ICWQ T QGXC D RWQ GL @GRQ &MSP ICVCQEMOQRP @GRQ  @GRQ
FFGQ GRTMCD?BJ @GRQ ?LB  @GRQ 4FC @GEECR@®V RC JMLECP GR R?ICQ RM
ECLCP?RC

+CW 3NCA &MPs# ICWQRT QGXC D RW GL @GRQ 3CTCL ICW QERRGRRRIMIO P @GRQ

"P?GLNMMJO P @GRQ "P?GLNMMJO0 P @GRQ "P?GLNMMJO P @GRQ 0 @GRQ O
@GRQ ?LB0 @GRQ

3GEL?RSPIEMPER .?KCQ RFC K?RECK?R5A?J DMPKSJ? SQCB RMQGERRA?RC
3GEL?RSBGXC 3FMUQIRC QGXC MD RGEL?RSP

6258 $GQNJ?WAQ B?RCQ @CRUCCL UFGARIRRA?RC GGB?J

3CD 3GELCB )LBGA?RCEPR RC ACRRA?RC U?Q QGELEBARERMUL NPGT?RC ICW

(MQR 2CNMPRECRQCPTGE®SZAW 2L )0 ?BERQ

INNPMT?J 2CNMPRECRQCPTCPGFGGRC LCRUMPI RM UFGAFRAGCLR K?W AMLLCAR )IMARBIBQ LM

FFC QWQRCK BMCQ UMR RC AGCLR RM AMLLCAR

#PC?RCB )BCLBeCEFR B?RCAR EAMPU?Q AB?RCB

"SRRMLQ
AFG@GHR AMLR?GIRC2®SRRMLQ ?T?GJ?@IQBER

6GCLPIMUQ WMS RM TECGEDMPIGNR. MBARQCJICARCB BERFRC
.CU AR?RCQ ? LCU QCIGELCB ARPRRC
$CJCRBCICRCEORQCICARCB BERFRAVBFEC +CWQRMP

#CPR 2COSCERL.CP?RCQ ? B2PRRCESCQR ?LB RM CVNMPRQ GR
)KNMPRBBQ ? LCU ACB&A?RC GCRCWQRMP

%VNMRR/NMPRQ ? QCJCARGRATRRRM ? LGREBRMPW
2CQCRCQCREMR+CWQRMRB ECLCP?RCQ ? LCWDAEIELCB ARPRRC
INNPMT@BCQGEL?REQ RCPTCP ?Q AMRICB FMQR

S5L?NNMTAONRMFG@GRQ ? AMBMCARAGED QCPTCP FMQR 4FC QWQRCK RCPKGL?RCQ ?LW ?RRCKNRCB
AMKKSLGAGRIL

,GACLQC 0J?RDMPK 3CPTGAC 0JSEGL NJ?RDMPK ,GACLQCO0J?RDMPK3CPTG!

4FGQ TGCUWNBBCQ @RIR?AACQQ RM ? 0# NJ?RIIMPKC Q ?LB SERRRC Q 4FGQ QCPTGAC GQ DMSLB SLBCP R
PSLLGLE Q8FRRYJ?RDMPK3CPTGNCR?GLEMK HEC BCD?BINJSEGL TGCU WMS A?L NCPORIPK®R
MNCPEMLQ ?QIRFFC,GACLQC -?L?ECRGCU SQGLE ? NJ?RDMPK ABMLCAR
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Figure 51. ,GACLQC 0J?RDMPK 3CPTGAC 0JSEGL

4M ?AACQQ CVN?#MAeE 3CPTGACQJ?RDMPK 3CPTAEBBMS@JOERGACLQC3CPTGAC

"SRRMLQ

JKNMPBLQR®@Q? LCUGIACLQC MP GERPRC eJNUIORP IMA?GACLQC eJCBATLQCARGTC J?P eJC 4FGQ
@SRRML GQ ?JU?WQ ?T?ENEAW WMS GKNBRBLDC eJQIKIFGRP RC MLGLOGACLQGLE QCPTORKMP DP
WMSP JIMERCLQC B?R?@?QC

%VNMRRTCQPEACLQCQ MP ?LW QCIEARCECD JMA7IQ GACLQCAHGTC eJC 4FGQ @SRRML GQ ?JU?WQ
?T?GJ?@JC

6GCUWINCLQAR QCICARGBGLQC eJGGAIGLERQ @SRRMEMQRPRC ?Q BMS@EEAMGLE BACLQC MP
ACRERA?RC

$CICRECKMTCQ ?L CVGIETACLQC eJC
,MEECP #MLDGESHMRTGCU UMPI@CLAF ,MEECP#MLBGESP?R

4FGQ TGCU AMLEEBRC JME JCTCJ MOSRRIMMACQQCQ 4FGQ RBLOQRERIL MSRNSR QCEICHNINRGABML
$GBARMP
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Figure 52. ,MEECP #MLeESFGRIL TGCU

172316617 (newSuper) @ Station(newSuper)  :© Confiz  © Services @ DebugService #  LogeerConfiguration
Add LogCatego o 2
- Nav A 2 Category /@
Log Category bal FINE [©]
e o () My Network i
backup OFF
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O userservice ) baja.PropertyCursor WARNING
baja
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java.awt  batchlob CONFIG - |
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[bacnetciient | e | B
BoxService Sun.awt
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Add Log Category /
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Configured Log Categories
{ROOT) INFO
[ bacnet.client FINE -] I
java.awt SEVERE -]
Sun. awt SEVERE -]
web.jetty SEVERE =
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4M ?AACQEGR TGOYWN?LB3R?BML #MLeE 3CPTGAC(® BMS@JCHBC@SE3CPTGAC

)L FFC CV?KNJC QFMUL ?@MARCL&y Category MD RCbacnet.client NRMACQQ GQ @CGLE ?BBEB UGR
JME JCTCIJRNE  #J GAIGLER ?BB GAML ?BBB®ReRCP RMEConfigured Log Categories BGOR ?LB

AGAIGLE 3?TC AMKNJICHROJRRQI 3SAF ?L CLRPW KGEFR @C SQUIB&IRIQRPVRIPP@MSR UPGRCQ RM
"I#LCR NPMVW NMGLRQ

$?R? 2CAMTCPW 3CPTGBRMEBTGCU NJ?R$?R?2CAMTCPW
$?R?2CAMTCPW3CPT&RDAPB

4FC$?R? 2CAMTCPW 3CPTG2RMEZR BCD?RIIGCU MEGH?R?2CAMTCPW3CPPQAB/SLB GICR
0J?RDMPK3CPTGIEG®, AMLRRICPQ FGR.@MBRORTA 2!- 32!- MP &2!- MP ?L GLQR?JJCB 32!- MNRGML
A?B
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Figure 53. $?R? 2CAMTCPW 3CPTGARMEBIGCU

4M ?AACQRGYD) TGCU CVNRBAVILRBCPEMLeE 3CPTGACQJ?RDMPK3CPTGACBMS@JGGA]
$?R?2CAMTCPW3CPTGAC

4FGQ TGCUMUQ KMLGRMPGIEEMD?RRCPW JCQQ QSNNIBBRBIBRG® QCPTGAC )L ? DCU A?QCQ 7L 32!-
COSGNNGB% A?L ?BESBMLZW ?LB MSRILIW SQC ? @?AISN @?RRCPW QSAF ?Q 7L .G-BNQ@RRTPW N?AI
7LB GD ?NB?@JC ?LB CVRCPL?J 6 QC?JCB JC?B ?AGB @RGROPQC)LEMR$?R?2CAMTCPW3CPAEBAC
OMUCP-MLGRMP3CPABACVGQRRE GREMI0I?RDMPK3CPTGINCR?GLUIRCPZR.E GLBCNCLBIURIP GL
SLGQML ?Q AMLEESP

&MP BCR?GJQ RECERMMSRR $?R?2CAMTCPW3CRJGAR/IL GERBMASKCLRiagara Data Recovery Service
Guide

$GOQRPCEABRLGIC LA NJ?R$?CKML $GQRICHR?J
4FGQ TGCUMUQ WMS RM GIBJRRPGEISFBQR eJOKDRMSP MPI@CLAGH RM RC EKMRC FMQR NJ?RDMPK

AWNGA?J SQC GQ@RIFFSLE @?AISNQ MP DIBPESR BRZIIGRRPEEISRIC RM CQERWRCP?@RCRIC QWQRCK
MD ? AMINREEP 2LB QR?PR ?E?GLREGERC?®?ARMPW BEEPSJ

$GQR DGJC QENICAR

"W BCD?RJRC ePQRRC WMS SEC R.QRIIFRFC QWQRCK QELRRT @?AISNQ DMJIBCP SLBCR WRISPCLAF
5QCP (MKC~\backups )D R?R DMJBCP BMCQ LMR CVGQR WCR LM @?AISNQ F?TE@QGR IQGFRTAR
AJC?L$GQR DMJIBCP SLBOBAERFSBWQ (MKC!\cleanDist ~ GLQRC?B
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Figure 54. | T?GJ?@JG@R eJCQ GL $CCRREGSR )LIOR?J

'R RFC @MRRMK MDRGCBFC  #JC?LGLELB "?AISNQ@SRRMLAINBBC QFMPRASRQGI/RIM DMIBCP
?RC?Q )D LCCBCB WMS A?L GAMRBH#FMMQC $GRRMEWSRRML RM MNER?REC $GBARMRELBMPLB
NMGLR®R)LQRXIP RATR JMAGRIL

&GJIJCPPALQDCPRGALR NJ?R$?CKML &RRIQDCRHILR

4FC&GIP2LQDCREFILRCHR NJ?RDMPK TGCU MD MANPRR 2IMUQ WMS RM AMNW eJCQ ?LB MP DMJBCPQ @CRUC
WMSP MPI@CLAF ?LB R-=C EKMRC NJ?RDMPK
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Figure 55. &GICP2LQDCREILR

aM ?AACQRGR) TGCU GL ? AMCRFCVN?LB?RDMPK&GIP2LQDCREFELR

(?PBU?RC 3A?L 3CPTGAC TGCU NJ?R(USABUZRE3A?L3ICPTGAIH

4FC(?PBU?KC 3A?L 3CPTGABBGQHR BCD?RIIGCU MEGRNJ?RDMPK QCRTERIC?RC3A?L3CPTGAL? QRFML
NMTGBLERPR RC%BEC #% $PGTCINJ?RDMPK FFQRI?R(U3A?IKMBSJIC GLQRR) ?JMLE UKGRC
?NNRINPG?RE?R(U3A?IAWNEMBSJIC 4FGQ TGAUMEBCQ ? EP?NFGYERRK MD AMKKSLGAMIRNMPRQ ?LB
MRCP DC?REPMLATC FM@REABEC #% $PGTCRJ?RDMPK GLAISRAIVMSRQ RM ? RTRRIIWNI?GICR
JMATML BCQABBNRQSAF ?Q #/- NMPR RWNC ?LB QR?RSQ

-?P AF



.G?E?P? 0J?RDMPK 'SGBC 0JSEGL ESGBCQ

*TCGHEL? "?RRCPW 0J?RDMPK 3CPTGAC 0JSEGL NJ?ROMUCP
*TCHEL?"?RRCPW0J?RDMPK3CPTGACOJSEGL

4FC*?TCEL? "?RRCPW 0J?RDMPK 3CPTGSGRRBEREI?RIIGCU MEGRNJ?RDMPK QCRIMICP-MLGRMP3CPGGAC
FEC*1#% QCPGCQ AMMIERIFGQ TGCWNBBCQ N?P?KCRCPQ DMP AFTLEGBRBMUL BCJGWR ?2Q
UCJ ?Q ?2J?PK QMESRMLEeESRIML QGREQ

AWNGAW QSNNMPR GQ CL?@JCB ?LBOBVRRBSKKGQQGMBBIE KMEEF?RCB BCR?GJIQHACNMUCP
KMLGRMPGLE AMLeESRBERI?RCARgara Data Recovery Service Guide

,CVGAML )LQRB TGCU NJ?R$?CKML ,CVGAMIJRR?J
,CVGAML )LQRR 3MUQ WMS RM GIRIRR @?QCB JCVGAML eJC QCREXBME MAZKMRC FMQR

3R?LB?R JCVGAMLQ BBQRPG@SRCB ?Q KMBSJCQ DMLG?E?P?,CVGAMGRC &EBLAF JCVGAML MP
LG?E?P?,CVGAMDMP 'CPK?L 4FC JCVGAML RMMJQ GLAJSBC ? JCVGAML KRB 8PCHAITHAVIP SNB?RCB

JCVGAML KMBSJNIR DPVGAML eJBLE 87L @RGLORICVGAML eJCQ SRGOVRAML )LQRRRDSR RM GLIQR?J
JCVGAML KMBSJCQ WMS KSGR NPXRRMBMDRUCR?L?ECP TGCU

Figure 56. ,CVGAML )LQRR TGCU

4M ?AACQRGR) TGCU CVNOIERDMPKB BMS@JGERICVGAML )LQRRB

"SRRMLQ
JLOR33BBQ LCU JCVGANIKIHFC BZPARMPW
$CICRBCICRCRRQCICARCB JCVGAML KMBSJC
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,GACLQC -?L?ECP TGCU NJ?R$?CKML ,GACLQC-?L?ECP
4FC,GACLQC -?L?ECRIMUQ WMS RM TGCU ?LBIG1QERSGB DMB?E?P2AGACLQGLE
Figure 57. ,GACLQC -?L?ECP TGCU

4M ?AACQRGD TGQWN?LBOJ?RDMPKB BMS@JCGRL,GACLQC -?L?ECP
4FGQ TGCWNBBCQ ? RUM N?LC UGLBMU GL URREAGARCLQC eJCQ ?LBREAPRCQ IMIH-RIQRCBGQNJ?WCB

4FC JCDR N?LGBNJ?WQ BACLQC eJCQ ?QQMAGRREE MER )B
4FC PGEFR N?LG@NJ?WQ RCRRA?RC eJCQ ?QQMAGFRES (MEJR )B

"SRRMLQ

"SRRMLQ 2RR@MRRMK MBQRTGCWNEBC ? U?W RM K?L2ECAMVLRCLRQ MD WMSBAREQTB?R?@?QC ?LB
2’ BCQAPG@CB Q1001

JKNMPR &RIC?WQ ?T?GJ?@3Q @SRRML BRQLDC eJC RKOPIMA?GACLQC eJCGATLQCAHGTC J?P
elJC

%VNMPR &GBICWQ ?T?GI?@3Q @SRRML Q2 TGAAIQCQ MP ?LW QCIEARCECD JIWA7XQ SACLQC
?RAFGTC eJC

6GCWMS A?L TGRCRICQ
$CICRBCICRCQ QCICARCRQCHRIOAC IMAPGACLQC B?R?@?QC

,GACLQC 0J?RDMPK 3CPTGAC 0JSEGL TGCU NJ?RDMPK
,GACLQCO0J?RDMPK3CPTGACOJSEGL

4FGQ NJSEGL K?L?BEDARMLRBCP FMQRSAALQCQ ?LB BERRRCQ SLBCP TCMRIR?RDMPK3CPTAMCR?GLCP
)R NMTGBCRARQ?KC GLRCPD?ARBCZGARCLQC -?L?ECRGCU GL ? NJ?RDMPK AMGIMICAR
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Figure 58. ,GACLQC 0J?RDMPK 3CPTGAC 0JSEGL

4M ?AACQRGD TGCU CVNAMBeE 3CPTGACQJ?RDMPK3CPTEACBMS @JCER,GACLQC3CPTGAC

"SRRMLQ
"SRRMLQ ?RR@MRRMK MBEQRTGCWINBBC ? U?W RM K?L2ECAMLRCLRQ MD WMSBARLQRLB?R?@?QC ?LB
?FC BCQAPG@CB QDM

)KNMPRJU?WQ ?T?GJ?@JC GBBQQC eJC RKDPIMA?GACLQC eJCGARCLQCAHETC J?P eJC
%VNMPRU?WQ ?T?GJ?@JC QPBACRQCQ MP ?LW QCIEARCECD JIMA7IQ GACLQCAHETC eJC
6GCWINCLQAR QCICARGBGALQC eJC

$CICRBCICRCRRQCICARGBALQC eJC

.CRUMPI ,GACLQC 3SKK?PW TGAQUWTNRGMLGLE.G?E?P?
.CRUMPI,GACLQC3SKK?PW
4FGQ TGCWNBBORQRECASERRW ILMULGACLQC GLDNGMEZRMP CTBPE?P?3RERIGL IRC LCRUMPI
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Figure 59. .CRUMPI ,GACLQCQ 3SKK?PW TGCU

%?AF AU AMLR?GEQ BBACLQC GLDMFMEZRMP ? FMQR PSLLGLEMIQR?R

4M ?AACQEGR) TGCU CVNBMBEE  $PGTCPQG?E?P?.CRUMPI ORMTGQGMLGLE.UPLBRBMS@JAEH
,GACLQCQ

Column Value Description
3R?BML RCVR )BCLBeCER L?KC MDAR QR@RIL
(MQR)$ RCVR ORVTGBCQ ? AF?P?ARCP GBCR

LORPY)
Py

FF?R SLGOSCJW GBCLRC?AF FM

3R?RSQ 5N 4M $?RC I QR?RSQ P To Date  KC?LQ

FE?R RC BACLQC MICREKMRC FMQR
?ERCCQ UBREC GACLQEMR
REG3SNCPTGQ@R® DMP GR GL GRQ MUL
IJMA?BEACLQC B?R?@7?QC )R K?W @|C
NMQQG @& R KME REACLRGACLQC GQ
2T?GJ?@JC DMP BRBA® QGLE
QCPTCP

,7QR 5NB?RCB B?RC ?LBGKC 4FC BKCQR?KN UFCERQRERIO)
JGACLQC U?Q J?QR SNB?RCB

.RN 0J?RDMPK 3CPTGAERMB NJ?RDMPK .RN0J?RDMPK3GRMPALEHS

.RN 0J?RDMPK 3CPTGRR¥B .NQBHR BCD?RIIGCU MECR)RERI).RNOJ?RDMPK3CPTGAG.NJHESAF
NMTGBCRARNI?RDMPK GLRCPDFACARANBRCKML NAMACQQ PSLLGLE ML ? KNCRFGQ TGCUWNIBBCQ ?AACQQ
RM ? DCICBP?RCB QGREQ NJSQVIQ QNCAGDWGLE MLC MKKIREGKC QCPTCPQ
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.RN 0J?RDMPK 3CPTGAERMB 1LV TGCU NJ?RDMPK
.RNOJ?RDMPK3CPTGGR¥B1LV

IL CV?KNJC MD ?L CK@CBB®EB 0J?RDMPK 3CPTGRRMB/IFFR *1#% AMLRRICP GQ QFMUL @@BMQ (TR
BCD?®RITGCU DME.RNOJ?RDMPK3CPTGAC1LV

.RN 0J?RDMPK 3CPTGAERMB 1LV QGIER)
Figure 60. .RN 0J?RDMPK 3CPTGBR¥B 1LV TGCU

4FGQ TGCWNBBCQ ?AACQQ RM QNFKQCHD RCRAEQ MBOR40 B?CKML LRNB MLFR 1.8 /3 PSLLGLE ML
AEC FMQR AMMREP NJ?RDMPK

4FCE ? RUM K?GL CPQ3CREBLEQR RMN ?L4HB5KC 3CPTCHR@MRRMK

4FGQ AMMREP AMKNMLCLR GURRGEARRN 0J?RDMPK 3CPTGARMB 1IM AJSBERDMWUGLE MRCRFCQ
Property Value Description

%L?@JCB true MHalse BCD?® )Dtrue  R-C FMQR USQC .40 RM
QWLA GRQ AIMARBIKRT?JSCQ
FCRPGCTAOBKOMRCP QCPTCPQ

.40 (MQR -MBCQ 3CPTCP BCIRSJ
3CPTCIBCD?® )L ?BESEML RM
@CGLE ?L .40 ACLRFBQ FMQRUGJ
?AR ?Q ?L .40 QCPT@PGQ
AMLeESP@RIL IMUQ JMA?J
LCRUMPI BCTGACQ RMFSG®IRR
2Q ? QMSE MD .40 B?R? ,MA?J
LCRUMPI BCTGACQ2JGM @C ?@JC
RM OSCPNGR FMQR DME®BB?J
.40 PSLRGKC GLDMPBNVR
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Property Value Description

3CPTCPGKC /LJW )L ?BBGBML RM
@CGLE ?L .40 &CLRFBQ FMQRUGJ
?AR ?Q ?L .40 QCPT@PGQ
AMLeESP@RIL 2MUQ JMA?J]
LCRUMPI BCTGACQ RMFSE™RR
?Q ? QMS&E MD .40 B?R? 5IGIC
3CPTCP JMA?J LCRUMPI BCTGACQ
UGI@C SL?@JC RM OFGRWFRQR
DMP ?EERML?J .40 PSIGXC
GLDMPKZRL

#IGCLRIFGQ FMQRIUBR 2Q 2L .40
AGCLR MLIJW 4FC .40 B?R?
FCRPGCTCB @B RMQRIDP
AMLeESEB QCPTCPQ UER @C
2T?GJ?2@JC RM JMA?J LCRUMPI
BCTGACQ

3WLA ,MA?J #JMAI RM .40 RPSC BCDRSJ )D RPSERFMQR UGR?FFCR
.CRUMPI 4GKC OMRMAMJ B?CKML 4RGQ
@MMJC?L BMCQ LGERBN Q?W?R
40 UGD @C SQCB ?QGKR QMSE ML
REGQ NJ?RDMPROPBR CL?@JEZRR
MNBML !BESEML?J NRCRITCQ @CIMY
UGIGLDMPKIR40 B?CKML FMU
FGKC GLDMPBYR LMU ?T?GJ?@JC UGJ
@C SQCB

3WLA GKC IR "MMR D?JQC BCI®RSJ )D RPSC UFGER#% @MMRQ @CDNIP
FEC QR@RLQ QR?PREOMRRB QR?PRQ
GR CVCASRGLRNB?RAMKK?LB
4FGQ SNB?REQ QWQRCK JMBRER

5QC ,MA?2J #JMAI 2Q "?AISN D?JQC BCIRSJ )D RPSC QFMSIBENCAGECB .40
QCPTCP Q @CAMKC SL?T?GJE@JC[?R R
RGKC MD ? NMEC BKC SQCB GQ
NRMTGBCB @® RWQRCK AJMAI 4FGQ
NETCLRE® RKGLE MBCRNMGLE
2JEMARBRGL RC LRNB UFGAF GQ
CVCASRCB ?R QNCAGeCB AF?LEGLE
GLRCPT?JQKI@CGLEBGCR ! RPSC
T?2JSC BMCQ LRSI GL ?LW AF?LEC
RMIRC .40 B?CKML]Q NMBLE GLRCPT]?J
DEOSCLAW )L D?AR @W SQGMAR)
QWQRCK AJNFE RO A?JASJ?RCB
NMBLEBKC UMSJER?GLIRC Q?KC
7LB FESQ LMRR I GL KMANMIELE

'CLCP?RC .40 3R?B@RQ D?JQC BCI®RSJ )D RPSE®R.RNOJ?RDMPK3CPTGAC
FCNMPRQ UF?RCTCP GLOMPIGHRA?L
2@MSR GRQ MGIPMR?AACQREIRC
QRTRTAQ URFRC QRERIL MNCLCB Gl
7 MPI@QCLAPGEFRGY RC
.RNOJ?RDMPK3CPTGACI1LV ?LB QCJCAR
6GCUQ 3NW2CKMRECCN GL KGLB

-?P AF



.G?E?P? 0J?RDMPK 'SGBC 0JSEGL ESGBCQ

Property Description

RE?R RC LRNB GQ ? 1.8 NPACQTFFQ
.G?E?PF?Q LM AMIMRPMTCP UF?R GR
FCNMPRQ

.RN 0J?RDMPK 3CPTGAGRR¥MB 1L\GKC 3CPTCPQ
%?AF CLRPWR&EI4BKC 3CPTCEBQR QNCAGeCQ ? QCPTCP RN EMQRPRVIAI QWIMIEBXCQ UFEICRYCPTGAC GQ
Enabled true ?LB Sync Local Clock to NTP GQ ?2JQne

4FGQ ?2JOQM BB RM 2BRE?POMPR? @RBW #MMREPHRR GKNJCKCLRQ .40

#MLRMJIQ @ CINFC FEQRIRIU WMS RM 7@3?LB BCIJCRC QCPTCPQ ?QJPQIPMBCP SN MP BMUL RM
COR?@JF NPGMPBEWGEEFCQR ?R RMN

Property Value Description

IBBPCQQ RCVR &SJW 0SBaCB BMK?GL L?KC )0
?BBEQQ MP FMQR eBE2Q BV R
.40 R GKC QCPTCP

0CCP -MBC BAVIN BMULGQR 0CCP KMBC RM SQGUBRQCPTCR
CGRP QCPTCP MP NCCP
QWKKCRPG/AGAR

"SPQR tue MFAalse BCD?® &?JQC @W BADIBRPSC UFCL QCPTCP

GQRPAF?@JC SNML C?AR RMEISPQR
MD CGEFR N?AICRQEPR GLQRC?B MD
REC SQS?J MLC N?AICR 3N?AGLE
@CRUCCE®ePQR ?LB QCAMLB

N?AICRQ GQ ?@MSR QCAMLBRIBRM 2J
2 KMBCK A?J RM AMKNJCRC UFGJC
QN?AGLE @CRUCBRBLGLE N?AICRQ
GQ ?@MSR RUM QCAMLBQ

OFCDCEB tue MFAalse BCD?® )D RPSC BCQGEL?RCQ ? QCPTCP 20
NFEDCEB MTCP MEPQ DMP
QWLAMRGXGRIL .MRC ?2J2R
NPGMPGRBAVIRMN FGEFCQR @MRRMK
JMUCQR GQ ?JQM CT?JS?RRBNGO KSJ
QCPTCPQ TR.RTB

-GL OMJ LSK@CP -GLGKSK NMUGLRCPT?J DMP .40
KCQQ?ECQMMXP RM  5LGRQ ZPGL
A"ME @?QC RUM QCAMLBQ _ M RM R
NMUCP MD L QCAMLBQ .40
AMLTCIGML KC?LGLEVBP RM RC
RF QCAMLBQ RM RF®R RF
QCAMLBQ

-2V 0MJJ LSK@CP -2VGKSK NMJ GLRCPT?J DMP .40
KCQQ?ECQMMX RM 5LGRQ ?B GL
~"ME @2?QC RUM QCAMLBQ _ MFC RM R
NMUCP MD L QCAMLBQ .40
AMLTCIGML KC?LGLEVBP RM RC
RF QCAMLBQ RM RMAR RF
QCAMLBQ
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IARGMLQ

3WLA .MUBCeLCQRT DSW 0SB&CB BMK?GL L?KC MD ? 88@W0D QCPTCP MP (BRIDRBBEQQ MD ?LW
?AACQQG@JC .40 QGRITRGQ ?ARIL MLIW RM TCRPEWWRTGBCB .40 QCPTCROGARRP@JC ?LB
FCONMLBLE ®IS A?LLMR SQRGR) ?8RIL UFGJC .40 GQ CL?@JCB

0J?RDMPK IBKGLG@RM?RGCU NJ?R$?CKML 0J?RDMPK!BK@&NMIQRP?R

4FC0J?RDMPK 'BKGLG@RRZRCU IMTGBCQ ?AACQQ RM T?PGMSQ NJ?RDMPK B?CKML GLBFRMERSKRFPW
GLDMPIKZRL )LAJSBCE®SRRMLQ RM NCPDMPK T?PGMSQ NJ?BBMOK MNCP?R

Figure 61. 0J?RDMPK IBKGLG@RR?R

4M ?AACQRGR) TGCU CVNGITRDMPKB BMS@JCGADI?RDMPK IBKGLGQ@RR?R
&MIMUGLE CARC MNEBMLQ RM ?AACQQ T?PGMSQ NJ?RDMPK B?CKML ALEEVIQR IBBRRPW GLDRIMK?R

6GCU $CR?GBQ?RDMPK QSKK?HWRWMS A?L AMNVFRVI BLBMUQGN@ NB?P
5QCP !|AAMSLRRJ?RDMPK B?CKML FERSATRML UGLBMU RM ?BB BCJCRC MP K?L?EC NJ?RDMPK SQCPQ

-?P AF



.G?E?P? 0J?RDMPK 'SGBC 0JSEGL ESGBCQ

GLGRW NCPDMPKCB ?Q ? QRENGIKRGQQGMLGEXEP

3WQRCK 0?QQNFPRBLBMU RM QCR MP AF?EE@QR/QRCK N?QQNFP?QC SQCB RM CLABWNR QCLQGR
GLDMPKZRL MIER NJ?RDMBKJJICQWQRCK

#F?LEC (440 OMPR UGLBMU RM AF?LEEQR(440 NMPR

#F?LEC 4,3 3CRRLEQUGLBMU RM QNCAGDW NJ?RDMPIGUBIMGRAGSE NMPR ARPRRAG ?LB GRQ
FCQNCBRC N?QQBMPCASPNRIRMAMJ RM SQC CLB@IAEBC CVRCLBCB K?QRIFP QUBMP3 #GNFCP
3SGRC ®SN &MP ?L MTCPTGCG #F?LEC 4,3 3CRREQ GE@iagara Platform Guide

#F?LEC $?RC 45KA UGLBMU RM AF?LEEQRBCTGACASERR B?RCGRC ?LBEBKC XMLC GTBR
NCPDMPKCB ?7Q ? QRCN GL AMKKGQQGBLGLE UGX?P

IBT?LACB /NRGMLQUGLBMU RM CL?@JC BB FCMNWMUGLE ?BT?LACB NJ?RDMBRKIMYR

3&40 33(%L?@JCB UGLBMU RM CL?@JGE?@JC 3&40 ?LB 33( PAACQEMRBLRGAC MP AR?IEELT R
BCD?RINMPR LSK@ERRRRCQC NIRMAMJIQ SQCRF?P

$?CKML $C@SE %L?@JEEKNMP?PGJIW CLRGIGWIQCP @?QCB B?CKML BC@SEEGLE RMMJQ 4FGQ GQ
2SRMKZRAZW RSPLCBND LCVRIKC RC QWQRCK @MMRQ

53" "?AISN %L?@JCBoL?@JC MBB?@FCR3" "?AISN NMPR MLAR BCTGAOTLAIM@SP

#F?LEC /SRNSR 3CRREQUGLBMU RM AF?LEERIME JCTCJ IGDIELR NRACQQGQRA?L ?NNC?P 6CR
NJ?RDMPK B?CKML MSRNSR

3WQJIME #MLeESFVMRUGLBMU RM AF?LEC 3WQJME AMLERBRQEREQ DMP KCQQ?EC JMEEGLE

6GCU $?CKML $C@SBE)GLBMU GL UFGAF WMS A?L M@QCPTC BC@SE KIIQRNIERIOMBPK B?CKML
NMACQQCQEIRKC JQM GLAJSBCGRAEM N?SQC MP JM?B

6GCU 3WQRCK ,ME5LBMU DMP TGCUGLE QWQRCK JVE QIPRIPMPK

#MLeESE 2SLISEKC 0MeJCQUGLBMU RM AF?LEEGRRWNCQ MDGSCRWReJCQ DMP QMODRWMBEJICQ
GLQREZB MLRC BCTGAC GEZBRNCPDMPKCB GL #MKKGQQGBIMIFLE 7

#MLeESE .2% -CKMPW! UGLBMU RM AMLeESRC KCKMPW IATRVL QGXCE G RI?RDUIRBPE?P?
2SLRGKC %LTVHEKCLR

"?AISN -?IC ? AMKNJCRC @?AISN MDANILeESFGRIL MIFR AMLLCARCB FMQR NJ?RDMP& LG BQFEARIL
eJCQ NIJSGFRG?E?P7AMLeESP@&RIL

#MKKGQQGMLEMRFCP U?W RM P?SLAFE #MKKGQQGMLGEXEP ?7Q NeTGMSQJIW SQECE GLER
AMKKGQQGMLGLEQVCRGAC

2C@MMRCR FMB RMOR®MMRARNJI?RDMPK UFE@AFRRPPROGVDRETBLAISBERC /3 ?LB *6- R FCL RC
NJ?RDMPK B?CKMICRGD QM AMLEBSPLAT INNGATRVL $GRRMP 3BRR. SGRRMPFRGLQBCEB QR3RL
)D WMSGHI RGQ ? AMLePIGNRL UGLBMU ?NNC?PQ

)D WME@MMR WMSP NJ?RDMPKGAWMILBTARMOQR ?LB GR QY RWEGBAGLSRCQBURIS ACANLLCAR RM
REC BCTGAC

0J?RDMPK #G@PR5A?RC -?L?ECKCLR NJ?R#PWNRM #CPR-?L?ECP3CPTGAC

4FGQ TGCUREZ#&PReA?RC -?L?ECKCINU?RDMPK TGCU MLG2BPPFMQR ?LER BCD?RIIGCU MITR
#CPR-?L?ECP3CPTGABCP ? QRZRU0J?RDMPK3CPTGAGRERGQ TGCU WMS AARRERBEGR?J SERRRCQ ?LB
ACRBReA?RC QGELGDEEQRQ #32Q ?LB RM GKNMPR ?LB CVNMPR ICWEAPRRCATRR 2MKBFC7 MPI@CLAF
NJ?RDMPK ?LB GRRRQRIQP
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Figure 62. #CPBeA?RC -?L?ECKCLR TGCU DMPFNIQR?J

Certificate Management for "localhost®
User Key Store  System Trust Store User Trust Store Allowed Hosts
You have local certificates:

User Key Store 3 objects
Alias Subject Not After Key Algorithm B
supervisor-ncloud N4:supervisor-nCloud:Tst-992F-13CF-3E1B-2348 Mon Jul26 13:50:13EDT2027 EC
o default Niagarad Fri Dec 22 10:38:44 EST 2023 RSA

®) newmansupOservercert Sup0 Server Cert Claires PC Fri Sep 24 07:56:53 EDT 2021 RSA

Certificate Management for "localhost®
User Key Store System Trust Store User Trust Store Allowed Hosts
You have user certificates that identify these certificate authorities:

User Trust Store 1 objects

Alias Subject Not After Key Algorithm Key Size Valid ®

G carootcertcnewman CARootClaire'sPC  Fri Dec22 10:38:44 EST 2023 true

4M ?AACQRGY) TGCU HERRAPVMOQR QRNMIPAMLLCAR REIRI?RDMPK CVNOIERDMPKB BMS@JGGAI
#CPBeA?RC -?L?ECKCINRPGL RC QRERIL CVN?i#BILeE 3CPTGACQJ?RDMPK3CPTGACBMS@JCGA]
#CPR-?L?ECP3CPTGAC

JLAE?QGLER ICW QRMOGXGKGR
5LBCP-W (MQR -W &GJC 3WQRCBWQ (MKC BCD?8®D QWQRCKWICRFE@MS A?L GCARCHT QGXGKGRQ
MDFC ICW QRMPIHK FEC BCD?BJ?JSC MD  SQGIEERNMUGLE MRCRICQ

LG?E?P? APWNRM K?V+CWIERHESCQ
LG?E?P? APWNRM K?VBQQRBRIMR-RPGCQ
LG?E?P? APWNRM K?V%GIHISREABLRPGCQ

NOTE: "C ?2U?RC F?R ? JEHCP T?JSC K?W MTCPIMZEBRE?PB?CKML MP QSN

9MS CL?@JERNRINCRQ @WKMTGLEFR QWK@MJ GUUBPMB&NMNCPRW ! QRVR KSQR @QR?PRCB
@CDRIRF?LECQ RIWVQRCKWWFCRFCR?IC CDCAR

)D WMSCRGCUGLER) RMNGK DEESGBC MEP IR?L FECNiagara Station Security Guide RCDCP RMCRliagara
Station Security Guide DMP KNMIFGLDMPIGNRL

5QCP +CW 3RV @

4FC5QCP +CW 3RIQRMLR?GL QCPTCBACHTQ ?LBINUGELCB ARPRRCQIUBRGP K?RAFGLE ICWQ %?AF
ACRBeA?RC F?Q ? N?GP MD SLGOSC NPGT?RE CLEMNSR ICWQ DMP C?AF NJ?RBRIER +CW 3RMISNNMPRQ
REC QCPTCP QGBEAVRIREMLQFGN @WGRELBLC MD GRQ QGELCB QGRECRECERNMMVLQC RMGAR

7 MPI@CLARJ?RDMPK MP@R2EOSCQR RM AMLLCAR

)D RCE ? LM ACBRA?RCQ GRQEP +CW 3RMIECL RC QCPTCP QR?PRQ QSAF ?Q USCE @MMRNIJ?RDMPK MP
QRTRVIL AT NJ?RDMPK MPGDR?BPRCQ ? BCIRSITIQGELCB ARPRRC 4FGQAEPRC KSQR @CMRGB ?Q 2L
2IJMUCB FMQR 4FGQ GQ UFW WMS NFORGIRRZCRC NMNSN UFCL MNCLGLE ? NJ?RDMBKIMP QR?R

$CD?R QOIQGELCB ABHMRPRCQ F?FC R?KC L?KC GL C?BRCP +CW 3RMffault FMUCTCRE?AF
ACRBeA?RC GQ SLGOSC DMP C?AF GLQR?LAC ?LB GQ KCAMW BYCEBMMBSQ@ A LMR BCIARTCECD?RJ
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ACRBeA?RC
#JGAIGLER.CU ?LB)KNMPRSRRMLQ 2JQM ?BBEEACRRQ RESRCP +CW 3RMP

Figure 63. %V?KNJC MD ? +CW BRMP

Column  Description

NG?Q  ORMMTGBCQ ? QFMPR L?KC SQCGHEIRE SGQF MePRRCYIRRILC ?LMICP GIER+cw 3RERAFGQ NINCPR
GQIOSGB )R K?W GBCGIIRVEGRRWNC MD GERPRAFIR GLRCP&EBC QCPTCP GMAMNRP DSEMR

RFC AGCLEWPSOQR 3RMP
)QQSCB "WBCLBeCEFR CLBRWMR QGELOECRACRRA?RC
3S@HCARINCAGeCRIRFG@RESGQFCB .?KE®RL?KC MDAR AMKN?LWRR MULQFR ACRIRA?RC

MR 3NCAGeCEIRB?RC @COMPGAFR ACRRA?RC GQ LMGBT2BGQ B?RC ML ? QCPTGEARBPRQFMSJH
COME @C C2BCHERL FEC.MR "cDMPB?RC MLAR #! ACPReA?RC SQCB RM QGEL GR

-MR IDRCP3NCAGeCRORCVNGBNL B?RC DMPACRIRA?RC 4FGQ B?RC ML ? QCRGER?RCRRF-MSJIB LMR @C

4FGQ L?KC BMCQ LMR F?TC RM K?RAF UFCL AMKINC?QGPEGP AZePRRC BERC #! ACPReA?RC GL

w

LMR

J?RCP

AE?L FFC.MR IDRCB?RC MLAR #! ACPReA?RC SQCB RM QGEL GR

-?P AF
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Column  Description

I NCPGMB LM JMLEER.R WC?P CLQSREESJ?P AGRR?RC AF?LECQ K?IGLE GREIGBVETR RC
ACREReA?RC AMLRBLQ?RCQR APWNRMEP?NFEBQRABEBSAGLER LSK@CP MD MJB LCEJCARCB
ACREBeA?ROEPR A?L @C QRMJICL CLBIEB DMP NFGQFGLE ?LB BPGTC @ RRRZAIP#F?LEGLE
ACR&RA?RCQ KMFEOSCLRV GQ CTCL @CRRCP

+CW &R 2CDCPQ F@ RPWNRMEP?NFGA DMPKSJ? SQCB RMAAINEEARBR ICWQ
IJEMP

+CW 3GXCINCAGeCRIRQGXC MO RWQ GL @GRQ &MSP ICVCQEMOQRP @GRQ @GRF®Q GCTR
BCD?®RI @GRQ ?LB @GRQ ,HCP ICWQ R?IC JMLECP RM ECLCP?RCRERRMIP QCASPGRW

3GEL?REP3NCAGeCRXRAPWNRMEP?NFGA DMPKSJ? SQUBIRACERERRC
IJEMPGR

gg EE?RGFBNCAGeCQ:RQGXC MO RGEL?RSP
X

6?5B  3NCAGeCQ AGHRRC B?RCQ

3CD )LBGA?RCEPR RC ACIRFRA?RC U?Q QGELCBARERMUL NPGT?RC ICW
3GELCB

5QCP +CW 3RM®SRRMLQ
6GCBGQNJI?WQ BCR?GIQQBIERRCB GRCK
.CU AR?RCQ ? LCU BCTGMMVPGLIRC B?R?@72QC

#CPR 2COSCRIRCLQ 2CPReA?RC 2COSUQRBBMWEFGAF GQ SQCB BMRAP? #CBRA?RC 3GELGLE 2COSCQR
#32

$CICRECKMTCQHE QCICARCRMP DMK HFC B?R?@?QC
)KNMPRBBQ ?L GKNMPRCB GRGICHBIR?@7?QC
%VNMRRTCQ ? AMNWRIBDORJCARCBRMPRMFC F?B BGQI
&MP ACBEA?RCBCRIC CVRCLQGML GQ NCK

2CQCRCJICRCQ ACRRA?RCQBILIQCP +CW 3RNMEB AE?RCQ ? LCU BCIRACRRA?RC )R BMCQ LMR K?RRCP
UFGAF ACRA?RC GQ QCIJCARCB UFGQARGIICR

CAUTION:

$M LMREQCR UBFSR AMLQGBCFGLAVR QCOSCLACQ 2EQCRSRRML DFRERCQABLE ? LCU ICW N?GP
NPGT?RC ?LB N&@ICWQ DMPE.BRW @SR KGYEDJIC AMLGUAR GIEBACBEA?RCE7RE?BW GL SQC
%VNMPR ACRRA?RCQ @CDMFORDCR

4PSQR 3RVR?@Q

4FC4PSQR 3RNMRMLR?GL QGELCB ?LB RPBQRCEBERRA?RCQRUEBRGP N&RICWQ 4FCQCQRMALR?GL LM
NPGT?RC ICWEPSQR 3RMFSNNMPRQ RGCLR QGBG-RIER?EMLQFGN @W SQGIMRSRQALRIRA?RCQ RM TCPGDW
RFFC QGEL?REPMIF& ACRRA?RCQEHTBTCHIBE?AF QCPTIIP? AJCLR A?LLMRGBZRC ? QCPTCRASPIRT]
QGEL?RSPL CARP KCQQ?EJMUQ WMS RM RNIEIMREFICAR ? QCASPGRWEMCKINRR |J JIMUCB (MQRR@

4FC3WQRCKSQR 3RMRMLR?GL GLIBRQGELCB MERARRCQ @W RPSQBRBLIER?SRMPGRQCRMELGXCB @W
REC *?T? 2SLBKC %LEGLC *2% MDASRR.REW MNCLCB NJ?RDMBRAP BSQR 3RMRILR?GLQ GIQRQGELCB
ACRReA?RCQ @W RPSQBRBERRWMS F?TC GKNMPRCB WMSP GRA?RCER

/LIW ACRRRA?RCQRIBRAEA ICWQC?QRKIB GLAC4PSQR 3RMEFC K?HMPGRW MGeRCRR Q BLRVQRCKHSQR
3RMPAMKC WK HFC *2% MS ?BB WMSP MUL 8eRRRCQ RQCP RSQR 3RMPW GKNEPRIRCK

&CCJ DB RM N?QQ MSR QAR RGRRA?RCQ RM WMSP RCZKRQR?BGRWMSP ASQRMKCPQ K2TRGP?LW
AGCLAERR LCCBQ RM AMLLCAR RM MLC MD WMSP GCRICPUHIVR AGRR?RC GL GRDARBQR 3RMP

-?P AF



.G?E?P? 0J?RDMPK 'SGBC 0JSEGL ESGBCQ

Figure 64. 3WQRCHKEQR 3RV ?KNIJC MDPSDQR 3RMP

4PSQR 3RMFAMISKLQ

Column  Description

NG?Q  ORVMTGBCQ ? QFMPR L?KC SQCEIRM BGQF AePRRCOIRMLC ?LMCP GIER+cw 3REIPAFGQ NINCPR
GQIOSGB )R K?W GBGIRVEGRRWNC MD GERPRAMR GLRCP&EIBC QCPTCP GMAMNRP DSEMR

RC AGCLEWPSQR 3RMP
)QQSCB "WBCLBeCEFR CLBRWHR QGELOBECRACRRA?RC
3S@HCARBNCAGeCRRBG@RESGQFCB .?KERL?KC MDAT AMKN?LWRR MULQGFR ACRRRA?RC

Al 3NCAGeCRIB?RC @COMFPGARR ACRRA?RC GQ LNGBT2BGQ B?RC ML ? QCPTGEARBRRQFMSJH
COME  @C C2BCARL FEC.MR "cDMPB?RC MLAR #! ACPReA?RC SQCB RM QGEL GR

‘MR IDRCP3NCAGeCRIRCVNGBNL B?RC DMPACRIRA?RC 4FGQ B?RC ML ? QCRGER?RCRRF-MSJIB LMR @C
AE?L FFC.MR IDRCB?RC MLAR #! ACPReA?RC SQCB RM QGEL GR

I NCPGMB LM JMLEER.R WC?P CLQSREESJ?P AGRR?RC AF?LECQ K?IGLE GREIGBVFTR RC
ACREBeA?RC AMLRIBLQ?RCQR APWNRMEP?NFEWQRABBBESAGLER LSK@CP MD MJB LCEJCAT
ACRBeA?ROEPR A?L @C QRMJICL CLBIEB DMP NFGQFGLE ?LB BPGTC @RRRZAIP#F?LEGLE
ACR&RA?RCQ KMFEOSCLRV GQ CTCL @CRRCP

+CW &R 2CDCPQ F@ RPWNRMEP?NFGA DMPKSJ? SQCB RMAAINEEARBR ICWQ

IJEMP

+CW 3GXCGINCAGeCRIRQGXC MO RWQ GL @GRQ &MSP ICVCQEMOQRP @GRQ @GRF®Q GCTR
BCD?®R] @GRQ ?LB @GRQ ,HZP ICWQ R?IC JMLECP RM ECLCP?RCRBERRIP QCASPGR

4FGQ L?KC BMCQ LMR F?TC RM K?RAF UFCL AMKIC?QGPE &P AZePRRC BERC #! ACPReA?RC Gl

w

LMR

J?RCP

RCB

N

3GEL?§GP3NCAGeCQRAPWNRMEP?N FGA DMPKSJ? SQUBIRACERBERRC
IJEMPGR
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Column  Description

gg EE?RGFBNCAGeCQ:FQGXC MO RGEL?RSP
X

6?5B  3NCAGeCQ AGHRRC B?RCQ

3CD )LBGA?RCEPR RC ACIRFRRA?RC U?Q QGELCBARERMUL NPGT?RC ICW
3GELCB

Trust Stor e buttons

4FC$CJICRCLB )KNMPRSRRML@Q ?FP?GJ?@JC MLIBQIEPRSQR 3RMP

User Key Stor e buttons

* 6GCIBBGQNJI?WQ BCR?GIQ QBITRRCB GRCK
$CICRECKMTCQHE QCICARCRMP DMK HC B?R?@?QC
)KNMPRBBQ ?L GKNMPRCB GRGICRB@R? @?QC
%VNMRRTCQ ? AMNWRIDLR JCARCBFBPRMFC F?B BGQI
&MP ACBEA?RCBCRJIC CVRCLQGML GQ NCK

1 JMUCB (MQRQ R?@

4FC1J JIMUCB (MQRR?@ AMLR?GLQ QCASPGRBMLQUNRR RSFRRW MNCL NJ?RDMPK 4FCEEC2RCRRA?RCQ
QGELCB MPI)QGELCEACGTCB @WGTABRNIR? QCPTCP FMEFRRMSJB LMR @GHB7RCB ?E?GLQRVIRR#!
ACRBeA?RC GLEAURIPSQR 3RMAECRFCP WMS ?NMNC MEEPICARRACRRA?RERQWQRGQRQ GRGL R
13JMUCB (MQREQR

1JJMUCB (MQRQ AMJSKLQ

IM @C ?SRLIBA ?NAMR #! ACRRA?RC GCRGCLE3WQROKFSQCP RSQR 3RMBQR @C ?@JC REBPRER
QCPTCP AGSRRTDNGEL?RSALB RCSubject MDRFC RMR # ACPRA?RC KSQR EIOJRKC ?GFR Issuer  MD
REC QCPTCP ARPRRC

13 JMUGLE CVCKBNRLQ K?ICQ GR NMQQG@JC DMP ? FSK?L MNCP?RMECRPAVIVIOFFRIEIRR@ CRUCCL ? QCPTCP 7LB
AGCLR UFCERFSK?L SQCP ILMUBMRQCPTCP A?L @C RPSQRCB

)D RGQ GQ MPI@CLARMaQREFRL AMLLGAR. FZ QWQRCKHIKRIRQ WMS RM PNIRARC FMQR CVCKMR-

7 MPIQCLARF?JCLECQ QCPTCP GBULRR AMLGEBREKC DMP SL?NNEB FMQRQ ?LB SLICQQ QNCAGeA NCPKGQQGN
GQ EP?LRCBVNB@GRQ AMKK&MIA?RAC NCPKGQQGML GQ EP?LRUBVIREBISBAGRIL MAASPQ ?SRBAKRR

WMS QBF?TC RM JME GL F'®NRNRITCB ?LB SL?NNH CB FMQRKPGL GER@NR $SLRBCIJCRCB

)D RGQ GQ ? GREBRMa@RARAMLLGARL. ?LBRRE GQ ? M@ JCK USHC ACRIRA?RCECRAMLLCARIL D?GJQ
QGJAMVR 4FCPGQ LMMIRNR RM ?NWPC IRC FMQR CVCKNR. (MUCTCOREC J?QR D2GASBQC GEARQRERIL
FCNMPREORNRI@JCK CVN?LBROQREMEIGCLR#MLLGARSLBCRG?E?P?.CRUMPI

4FC ?NNMTCB FMQR CVC&MR GERJ JMUCB (MQREQR GQ MLBB UELL ? GCLR AMLLCARBRNRIEPTCP SQGLE
REC )0 ?BBERQQ MP BMK?GL L?RCRRU?Q SQCB UFGCROWQRCK MPGQBGERPRCBRE CVCKNRML )D WMS SQC ?
BADCPLR )0 ?BBERQQ MP BMK?GL L?KC RM AMLLCARFOPRIFMS KSQR ?NNFE ?L SNB?RCB CVCENR 4FC
Q?KC GQ RPSC GD ? LEQGEUCB A&#ARRC GQ ECLCP?REB MUGR

)D WMS ABLEBC RM SQC ?L RMNINFB QRDGELCB ABHRRC PCR IR?L GKNJCKCLR QGELCERBPRCQ UFGAF ?P
KMRC QCASP ?LB RC Q@IQGELCB ABRRTNS @A ICW AF?LECEL RWQRCK LCE?RCQARBRRA?RERERECL

QFGCJB GAML AF?LECQ RM2 QRICIB GAMI?2UGRAJ?KTRVL K?P1  ?LB RFC QWQRGERSPLQ 2L ®IPRM
?NNRITC RGQ AF?LEC TGEU ®/CKNBRML PGERRAMRC ACRRA?REIB ML RC!J JMUCB (MQRR?@ ?LB Al
6GCURFCL ?NNMTC RC ACFRA?RC @®MGLBACNR
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Figure 65. %V?KNJC MD ?LINIUCB (MQRGQR

4M MNCLRGQ TGCU SQAUBI@CLARBAMMMIQ #CPBeA?RC -?L?ECKCIRB AGAI RC!J JMUCB (MQRR@

Column  Description

(MQR  2CNMPRERQCPTGR®SZAW 2L )0 ?BERQ
3S@HCAR3INCAGeCRIRSG@RESGQFCB .?KERL?KC MDAE AMKN?LWFRR MULQFR ACFRRRA?RC

INNPMT?J 2CNMPRRIRQCPTCPQRGERC LCRUMPI RM UFGAFRAGCLR K?W AMLLCAR )IMARBIBQ R-C QWQRCK BMCQ UMK RC
AGCLR RM AMLLCAR
#PC?RCB )BCLBeCER B?RCHRE EAMPU?Q AB?RCB

)QQSCB"WBCLBeCFR CLRRWIR QGELOECRACRIRRA?RC

'COME @C C2BCHRL FEC MR "cDMPB?RC MLAR #! ACPBeA?RC SQCB RM QGEL GR

‘MR IDRCP3NCAGeCRIRCVNGRBNL B?RC DMPACRIRA?RC 4FGQ B?RC ML ? QCRGER?RCRBFMSJIB LMR @C
R?L FFC.MR IDRCIB?RC MLAR #! ACPIBeA?RC SQCB RM QGEL GR

INCPGMB LM JMLEER.R WC?P CLQERPESI?P AGRR?RC AF?LECQ K?IGLE GREIZBVWTR RC
ACRRA?RC AMLR7EBLQ?RCQR APWNRMEP?NFERQRBBBSAGLER® LSK@CP MD MJB LCEJCAJ
ACRRA?ROEPR A?L @C QRMJICLCIBIB DMP NFGQFGLE ?LB BPGTC @WPRRZAIP#F?LEGLE

ACRRA?RCQ KMPPOSCLRV GQ CTCL @CRRCP

+CW  2CDCPQ FZ RPWNRMEP?NFGA DMPKSJ? SQCB RM@ARER2RER ICWQ

IJEMPGR

+CW 3GXC3NCAGeCEIRQGXC D RWQ GL @GRQ &MSP ICVCQENOQRP @GRQ @GRE®Q GTR
BCD?® @GRQ ?LB  @GRQ ,HTP ICWQ R?IC JMLECP RM ECLCP?RC@BERRIP QCASPGR

3GEL?ggP3NCAGeCQRAPWNRMEP?N FGA DMPKSJ? SQUBRRACEHSERRC
IJEMP

3GEL?REP3NCAGeCRIRQGXC MD QGEL?RSP
3GXC

-MR 3NCAGeCRRBB?RC @COMPGARR ACRFRA?RC GQ LMEBT2BGQ B?RC ML ? QCPTGEARBRRQFMSJB LMR

J?RCP

RCB

67158 3NCAGeCQ ARHARRC B?RCQ

1JJMUCB (MQRQ @SRRMLQ
6GCBGQNJI?WQ BCR?GIQQBOIERRCB GRCK

-?P AF
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INNPMT@BCQGEL?REQ RCPTCP 2Q AMRICB FMQR

S5L?2NNMTAONMFG@GRQ ? AMBMCARAGY QCPTCP FMQR 4FC QWQRCK RCPKGL?RCQ ?LW ?RRCKNRCB
AMKKSLGAGRIL

#CPBDGA?RC %VRCLQGML 0?P?KCRCP NJ?R#PWNRM
#CPBDGA?RC%VRCLQGMLO?P?KCRCP

4FC#CPBeA?RC %VRCLQGML 0?PAKIBRER.CLRIMUQ WMS RM AMIGESRPReA?RC %VRCLEGRIUEIC
?NNGCB RMG#32 RM @C QS@KGRRCB DMP QGELGLE

9MS A?L ?AACHRER AMKNMLCINKCHEC QGELGLE3CPNGACRRC @W C\BIESRAMLeESEB AMKNMLCLRQ
#CPReA?RCO0?P?KCRUMBY’BB RC BCQGR#CPReA?RC 0?P?KCRCP AMKNMLCLR RM ? 3@EIGMPGBELCB

#CPR #MLeBAMKNMLCLR !Q MBPE?P? RFC CVRCLQGML N?P?KCRCP "3S@CRIARNG .?KC_ GQ ?BBCB @W
BCD?RIRMFR QCPTCRO&IC

Property Value Description
0?P?KCRCRMNC RC?B MLJW 3NCAGeCRORRWNC MD BERPRC N?P?KCRCP
%VRCLQGML /GB QRPGLE 3NCAGeCRRVI@HCAR )BHaARRIRRA?RC CVRCLQGML
T?JSC ?BBGBML?J MRCRFCQ ,GQRQ GLDMFMIERR GQ AMLeESIIRQNCAGeARM R

QCJCARCB RWNC MD CVRCLQGME?EQ MD RFC

DMMUGLE ?BBCB QNCAG?.J DMRBIRQNR

?T?GJ?@JC
LG?E?P?3RTRILIBBEQQ/P(MQRL?KC/P)N!BERQQ
4FGQ MEML ePQRIPERCKNR RM JMA?RC
AMRFEONMLBLE .G?E?P?3ENRL GER
.G?E?P?.CRUMPI MBRRIMA?J QR7R
UFGAF GELCRGELGLE3CPTGAGMIR ™R/ eLB
? K?RAF DMPQRREOSCQRIPIJMA?RCBCR
Address NFMNCPRW T?2JSGR®D R
.G?E?P?3RE@ML UG@C SQCB )D LMR
JMA?RCB GR L@GMR ?RRCKNR RMFEQC R
(MQR .?KC MDIRC EOSCQRIFPRC (MQR
.?KC GQ LMR ?T?GJ?@JCIGRTARI)0
IBBPCQQ MBREOSCQRCP

LG?E?P?3RBMLIBBEQQ/P(MQRL?KC 4FGQ
MNBML UZEPQR ?RRCKNR RM JMA?RC ?

N

-?P AF



.G?E?P? 0J?RDMPK 'SGBC 0JSEGL ESGBCQ

Property Value Description

AMRFONMLBLE .G?E?P?3RENL GER
.G?E?P?.CRUMPI MBRRIMA?J QBRVIR
UFGAF GRCRBGELGLE3CPTGAGMIRP eLB
? K?RAF DMPREOSCQRIPIMA?RCBCR
Address NIMNCPRW T?2JSE®D R
.G?E?P?3RERIL UG@C SQCB )D LMR DMSLB
GR UGEQCR (MQR .?KC MDRE
FCOSCQRCP

LG?E?P?3RBRLIBBEQQ/P)NIBBEQQ 4FGQ
MNBML UZEPQR ?RRCKNR RM JMA?RC ?
AMRFONMLBLE .G?E?P?3RENR. GER
.G?E?P?.CRUMPI MBARRIMA?J QRYIR
UFGAF GECRBGELGLE3CPTGAGMIR®R eL.B
? K?RAF DMPREOSCQRIFPIMA?RCBCR
Address NPMNCPRW T?JSEGRD R
.G?E?P?3RE&ML UG@C SQCB )D LMR DMSLB
GR UGRCHR )0 IBBPCQQ MEREOSCQRCP

0J?RDMPK 3CPTGAC #MLR?GLCP 0JSEGL NJ?RDMPK 0J?RDMPK3CPTGAC#ML

4FC0J?RDMPK 3CPTGAC #MLR?GLCRIMSEGUMS RM TGCU &R NB?RDMMRKNIRFCQ MERFMQR PSLLGLE 7L
MNCLCB QR )R GQ BCD?BJIGCU DMP ?GWIRI?RDMPK3CPTGRCR?GLIFPGQ 2JGK RMLR?GLCP DRGEPMR
NJSEGLQ QSAFFZARN)N3CPTGAGACLQC3CPTGBPR-?L?ECP3CPTGAB MRCPQ BCNCGBE MLAR FMQR
QRZRVIL MNCBRE QWQRCK

IJINISEGL@7RBQM ?T?GJ?@JC ?Q (V N?ECQ

-?P AF



0JSEGL ESGBCQ .G?E?P? 0J?RDMPK 'SGBC

Figure 66. 0J?RDMPK 3CPTGAC #MLR?GLCP 0JSEGUIMCR AMLRP

4M MNCLRGQ TGCU CVNAMBeE 3CPTGAGQ? PSLLGLE @RHR QAPBMUL ?LB BMS@JGANJ?RDMPK3CPTGACQ

4FC DMMUGLE MRCRICQ CRMKCHRR A?L @C AMLeEBRBQGLE®Q TGCU

NOTE: )R G@RMKKCLBCBRRR WMS JC?TC CLEGITREB NRCRITQ ?LB MEP ?BT?LACB QGHR) ?R BCIR?SJ
T?JSCQ SLICQQ WMS F?TC @ARCB MRPUGQC @W 3WQRCKQ %LEGLCCPGLE

Property Description
.?KC FC?B MLJW 2CNMPRREM®RL?KC MDA PSLLGLE QR?R
(MQR FC?B MLIW 2CNMPRER)0 ?BBEQQ MBGRFMQR NJ?RDMPK

-?P AF



.G?E?P? 0J?RDMPK 'SGBC 0JSEGL ESGBCQ

Property Value Description
-MBCJ RC?B MLIJW 2CNMPRRRAMLRRBCP KMBCJ L?KC MMPIQRGRIL
-MBCJ 6CPQGML FC?B MLIJW 2CNMPRRARTCPQGML LSK@ CPOVIVRR KMBCJ NJ?RDMPK
ORMVIBSAR RC?B MLIJW 2CNMPRRR\RIBSAR
(MQR)$ FC?B MLIJW 2CNMPRRRAMLRBCPF] )$ ? QRPGLE MD SLGOSC ?JNF? ?LB LSKCPGA AFPRP?ARCPQ R

GBCIGDWGED) NJ?RDMPK

.G?E?P? FC?B MLIW 2CNMPRERTCPQGMLADERE?PBCORPE@ERSLLGLEREL FMQR NJ?RDMPK
6CPQGML

*?T7? 6- FC?B MLIW 2CNMPRRR?T? TGPRS?J K?AFGLC SQCB DMP CV?KNJC "*?T? (MR3NMR 4-
.?KC %K@CBBCB &CLR 6-_ DMP ?LWAMLRRICRMP ~*?T? (MR3NMR 4- "GR

3CPTCP6-_ DMP ? 3SSNCPTGQMP®BAUBYMUQ FMQR

*?T7? 6- FC?B MLIW 2CNMPRERTCLBMP DMP *?T? 6- /P?AJC #MPNBNA?R

6CLBMP

*?T? 6K FC?B MLIW 2CNMPRRRTCPQGML MD *?T? 6- DMP CV?KNJC &~ @ _BMPR? AMKN?AR
6CPQGML 6- ML ? AMLRRIUCAMP~ @ _ DMP RFC *?T? 3% 6- ML ? 7 GLBMUQ FMQR
13.?KC FC?B MLIW 2CNMPRRARMNCPGRE QWQRCK L?KC QSAF ?Q 1.8_ MBIBMUQ

131P AF FC?B MLIW -?AFGLC ?RFGRCARBRIP /3 QSAF ?Q "?PK_ MP *NNA_ KNICRFMQRQ MP

AKB _ 7 GLBMUQ FMQRQ

/1Q 6 CPQGML FC?B MLIW INCP?RELE 3BWQRCK TCPQGML QSAF?Q" _ 1.8 MP* GEBMUQ

0J?RDMPK FC?B MLIW 2CNMPRERNMPR LSK@CP ML UREARRRDMPK B?CKMPRRQR?PREB RRERIL GQ

$?CKML OMPR JQRCLGLE DMP GRQ NJ?RDMPK QCPTCH-CP NIMPRMBK@CP 4FGQMPC NP
SQCDSJ GL A?QC WMS AFRCECERDMPK NMPRF@SRMMR UF?HER LCU NMPR
GQ

0J?RDMPK FC?B MLIW 2CNMPRERNMPR LSK@CP ML UFEARRRDMPK B?CKMGQROLGLE DMP GRQ

$?CKML 4,3 NJ?RDMPK 4,3 QCPTCP  MP HGARNMPR LSK@QPTEBCE MR NJ?RDMPK 4,3 GQ

OMPR CL?@JCB

)D NJ?RDMPK 4,3 GQEDJGBGR NINCPR@”BQJnknown 4FGQ A?L MPC
SQCDSJ GL A?QC WMS AFPCECERDMPK 4,3 NMPR B RNEMR UF?R
RC LCU NMPR GQ

MA?2JC QRPGLE $CRCPKGLCQ JMA?JC QNCAGeA @SARTGMEI?RC 2B DMPKERE ?LB 2JQM
UFGAF JCVGAMCGQRB ! QRPGLE CCREBQR SQERDMPII?LES?EC>
AMSLRPW T?PG%R

&MP CV?KNJC 5 3 %IIJF CCL>53 ?LB RP2BBML?J 3N?LGQF UMSJB @
CQ>%3PPRBML?J

U

3CC /P?AJC BMASKCLRRR. ZRRRN BMAQ MP?AJC AMK H?T?QC  BMAQ
2NG H?T? GR.MA?JC FRKJ ONIPFREB BCR?GJQ

-?P AF


http://docs.oracle.com/javase/1.4.2/docs/api/java/util/Locale.html
http://docs.oracle.com/javase/1.4.2/docs/api/java/util/Locale.html

0JSEGL ESGBCQ

Property

SWQRCKEKC

$?RC

4GKC :MLC

%LEGLC
7 ?RAFBME
OMGAW

%LEGLC
7 ?RAFBME
4GKCMSR

%L?@JC 3SNRL

ISRM 3?TC

3R?BML ISRM
3?TC
&RCOSCLAW

Value Description

FC?B MLIJW GD ? 2CNMPRQ MP AMIe@$E ASRR.R JIMATGKLC GL FMOQR
7 GLBMUQ FMQR

FMSPQ KGLSRCQ

QCAMLBQ GD ?

AMLRRICP FMQR

RC?B MLJW GD ? 2CNMPRQ MP AMI@EHE ASRR R JMA?J B?RC GL FMQR
7 GLBMUQ FMQR

B?RC GD ?

AMLRRICP FMQR

FC?B MLJW GD ? 2CNMPRQ MP AMIGESE ASRR R JMATBKE XMLC DMP FMQR
7 GLBMUQ FMQR

BRVMN BMULGQR

GD ? AMMBEP

FMQR

BMN BMULGQR $CeLCQ RC EQNMLQC R?ICL EOWR?RDMPK B?CKML GD GR BCREARQCLERER

BCD?&D RM U?RAFBMEIKCMSR 4FC CLEGLC U?RAFBME GQ ? NJ?RDMPKRVBRUBMLIRNPUFG

Terminate FFC QRERIL NCPGMBIVENMPRQ GRQ SNB?RCB CLEGLC AWAJC AMSLR 4FBON
U?RAFBME GQ RM BCRCAR ?LB BECFHLERIP QBCB QRERL ?LB GQ ?SRIGKAZR/
CL?@JCB UFCERQR@RIL QR?PRQ
Logonly ECLCP?RCQ ? QR?AlI BSKN ?LB IMEQMR.KPRQ?EC 6C RWQRC
JME 4FC QRENAL QFMSJIESEPRCIW @QH?PRCB GD ? U?RAGRNIEER
MAASPQ BBRCLogony QCRRE
Terminate  |GJQRC 6- NPMACQQ Ré3tart on Failure GL RCINNJGATRML $GRRMP
AEC QREMLADR?PRQ
Reboot ?SRMKARAIWCEQR?PRQ RMQR AMUREP NJ?RDMPKigBat GQ
CL?@JCB GICRNNIGATML $GRRMAFC QRERILADR?PRQ ?IHFRIRIRRDMPK
FE@MMRQ

FMSPQ ?LB )D RC QR@&MJ CLEGLC AWAJC AMSLR QRMNQ AF?LEGIEQRBRIE BMCQ LMR

KGLSRCQ FCNMPR ? AWAJC AMSER RIPRDMPK B?CKML BCelLCQ FMU JMLE RM UCGR @

BCD?&D RM ECLCPTRLE ? QR?Al BSKN DIRPH_MGR NSPNMQCQ 4FC NJ?RDMPK B?CKML A?

KGLSRCQ RFC 6- RM ECLCP?RE®RQR?AI BSKNFRL RC B?CKML R?ICGR ?ABML BCeLCB @
REC Engine Watchdog Policy

AFCAI @MV #MLeESEQ Gito-Save QFMSJIB @C CL?@JCBNP@IGHo-Save AR?RCQ ?

BCD?®D RM config_backup_<YYMMDD>_<HHMM>.bog eJC UFQP<YYMMDD&(HR B?RC ?LB

CL?@JCB <HHMMGQHR RBKC UFCLRT ?SRMKBA @?AISN U?QCARCB 3R3RIL ISRM 3?TC
&RZOSCLAW BCeLCQ URBL Q?TC MAASPQ !SRM Q?TCB @?AISNCAENR FBCP
FF?R QRGRI DMJIBCP

FMSPQ ?LB $CelLCQ FMU DPSCLRV RMOYIRC ?L ?SRM Q?TC @?AISN MOIEMQRPRIC

KGLSRCQ

BCD?&D RM

CTCPW FMSPQ

DMP AMNMREP

NJ?RDMPKQ ?LB

CTCPW FMSP DMP

?7 GLBMUQ

FMQR

.G?E?P? 0J?RDMPK 'SGBC

\F
5PNMQC MD

CDMP
SQCQ
W

-?P AF



.G?E?P? 0J?RDMPK 'SGBC

Property
3R?BML ISRM

RM +CCN

"2RRCPW
OFCQCLR

.SK@CP MD
#05Q

#SPELR #05
5Q?EC

[TCP?2J #05
5Q?EC

&GJICQWQRCK

-?P AF

Value

LSK@CP

3?TC &CPQGMLQ BCD?&D RM

XCHl ML ?
AMLRRICP
NJ?RDMPK ?LB
FREC DMP?

7 GLBMUQ FMQRD RGQ F?NNCLQ ? GRPRGETCPREGRQRERNIL @7?Al RRCRD?AISN AMNW

tue BCD?®R]
MHalse

FC?B MLIW

FC?B MLIW

FC?B MLIW

FC?B MLIW

0JSEGL ESG

Description

#MLeESEQ RC LSK@CP MD @?AISNQ RM Q?TCHEEEKER GRQAFCB F’C
DP?KCUMPCRJI?ACERMIBCQR MD®?AISNQ WGRC LCVR K?LS?J MP ?SRNHA?R
Q?TC

#F?LEGLERC BCD?RJ?JSC DMP ? AMIEGPMR RM NRMTGBCQ ? @CLC
GLRC A?QC UFCP A?R?QIRFFGA WCR GL?BTCPRGNR. @R?REC GQ K?B|

)L 7 GLBMUQ FMQRQ WMS A?L Q7ORJURSIBED?RBISK@CP RM Q?TC
KMIEE @?AISNQ

INNJGCQ MLIW RM ? FMQRIRAR FEC *1#% MP1#% 3NCAGeCQRD R
AMLRRICP F?Q ?L GLRCEP?J @?AISN @?RRCRW? RMINGR28-( @?RRCPW

tue GQOUAMKKCLBCB SLICQ@Q@ RMLRBCP GQ @32k COSGNNCB ?LB GQ
UGRMSR ?L ?RR?AFCB @?AISN @?RRERYD RM U?W RM BCRCARRRCP
REFMSEF QMDRO?P

fase  BGQ?@JEQUIRUCP-MLGRMP3CP?BRARC LCVRI®MMR 4FGIIEPRQ
LSGQ?LAC @?RRCPW @?B ?J28KQ @RARBN GQ BCNCLBCLRARMIR?J
321-7LBR FC QRE@RIDJS?R?2CAMTCPW3CPFEACAMLRBCP KSQR F?TRER
NJ?R$?R?2CAMTERBSIC GLQRE ?LB @GACLQCB DMP $?R?2CAMTCH

4FC AMLeESPGRIL BCQAPG@CB ?@MTC GQ MIEFRMIWWIKIQMDE®IC @?Al
MNBMLQ DMP ?L 32!- COSGNNCB AMCRRRR A?L ?2JQM F?TC ? @?AISN
@7?RRCPW GUOBRDRDMP CV?KNH#% % ?LB*#% % MP#%  ?LB *1#%
UGR?L 32!- MNR GML ABP 4FC RUM WMRP MNBMLQCRM SQC ®MR
@?AISN @?RRCPW ?LB 32!- DMP @?AISN MP RM SQC MLJW ? @?AISN

BCQ

D
Py

PW

@?RRCPW

?LB LM 32!- 4FCQC MNREMLE@ P SGHR ?RBattery Present NRMNCPRW GQ QR

RMrue

&MP®J?RCB BCR?GIL P RMCRBMASKCLiRagara Data Recovery Service Guide

2CNMPRERLSK@CP MD #05Q SQCEGERQR NJ?RDMPK 4FGQ GVRBNGA?J
AMLRRICAKMFC GD ? BLBMUQ FMQR

2CNMPRRARNCRCLR?EC MD #05@&XBML GERI?QR QCAMLB

2CNMPRERNCRCLR?EC MD #05@BML QGLAC RPQR@MMR

2CNMPRQ eJC QRMP?B@RR?BY¥E RMOQR GLAISBRMR?J eJC QN?AC ?T?GJ?@
DEC QN?AC ?LB eJC @IJMAI QGXC KGLGKSK QGXEDRIRNTIQRRIC &ME R
*1#% FMQR GR K?W JMMI QGKGJ?P RM




0JSEGL ESGBCQ

Property Value

OFWQGA?J 2!- RC?B MLJW

3CPG?J LSK@CPRC?B MLJW

(?PBU?RC FC?B MLIW

2CTGQGML

(?PBU?RC
*SKNCP OBQCR

&?GJISRC@MMR LSK@CP
,GKGR BCD?RD RM

&?GIGRC@MMR FMSPQ ?LB

,GKGR 0CPGMB KGLSRCQ
BCD?&RD RM
KGLSRCQ

NCRCLR?EC
BCD?&D RM

21- $GQI

*?T? (C?N
-GL &FCC

- 4FC

?AAMBGLE RM
AMLRRICP
KMBCJ

BCD?RIT?PGCQ

.G?E?P? 0J?RDMPK 'SGBC

Description

#SPELR RMR?J ?LEBOA- QR?RG@AQ DME RMQR &NHER#% GR K?W JMMI

QGKGJ?P RM

IMR?&FEC

INNC?PQ MLIW CMMPI®R FMQR 2CNMPROAMLRBCR] SLGOSC QCPG?J LSK@C

INNC?PQ MLIW CRPR FMOQR 2CNMPARORBU?RC ETGQGMLRIDARILRBCP

INNJGCQ MLIWRMIRs FMQR CVACNR BOMRR %GKP RPSC MP
D?JQCbGGBR?RCQ UFCRMP LMRCRKMBC HSKNCP GQ GCBRMP "QCPGA] QFCJ
KMBC_ ?AACQQ 2C?B ?R @GHIRVR.IJW 2CDCHFRDIAEE Niagara 4 Install and Startup
Guide

#MLRRMJICP NJ?RDMPKQ MLIW FGKGER@RP MD GRRROQR?PRQIRA?L @C
RPGEEEP@W QBPR D?GIZRIGR L RCFailure Reboot Limit Period
QM AMLEeESB SQGLE®NNIGABML $GRRMP

#MLRMJICP NJ?RDMPKQ MLJW 3NEA®&NTYELE B®SCLAW NHT Riilure
Reboot Limit NCPGMB

4FCQC RUM DGES2MMR (BLER CRP2JQOM MBQR?@JC GL ?LW TCPQGM
1.8 @?QCB FMQR &R R?R AMLRBPCIE)'daemon/daemon.properties eJC GU
RFC DNMUGLE RUMNERFCQ

UFCE x GQ ?L GLRCBCRP?RIGQ
UFCE y GQ JMLE GLIB@JAMLBQ

failureRebootLimit=x

failureRebootLimitPeriod=y
BCD?RIGQ

$CeLCQ RC ?KMSLR MDK?GLGLE 2!- $GQI R?R RPGEECPIIRDMPK3CPTGRBQ
0J?RDMPK 'BKGLG@RAZRPLGLE

size GLBA?ROECROGXC MO ®-B  GQI SQCB RM QREBRMPW ?LB 2J?PK
eJCQ 4FGQ T?JSC BRQTM K@

Statis  FCNMPREXCRASRR.R QR?RSQ MD 2G8I

3NCAGeCROKGLGKSK 0@ *?T? FC?N QGXC GL -" ?E?GLQR UKGAR@RIL

P

GDFR FMQR GQ

L MD ?

AMKN?8Q RCQRQ DMP JMU KCKMBEBMIMEFR GQ CVACQQGTC *?T? FC?N 4FGQ RCQR

?SRMKZRAIW PSLQ MLAC ? KGLSHC HTRN D @WRC AMSLR GRAGBQ R
BCeLCB KGLGKSK@PFC?N QGXC ? JMU KCKMPW U?@QNLEB/Q BLIMRI@CLAF
TGCUQ MITRRERIL 4FC U?PLGLE GQIMWERCQQ?EC @MV MTCPJ?GB ML ?LW
TGCU ?AACQQCB MP ML ?IGNRIBRETR GQEPQFCB 4FGQ U?PLGLEKMY EB

UFCL RC FC?N O @WRC AMSLR PGQCEC@NEICCB KGLGKSK QGXCbQSAF ?Q)

KGEFR MAASP GD CLMSEF AMKNML BG(RQREBMBFFC QRERIL

| CU

1JJ KCKMPW QBRRAQ GLAIBBRVQC DMP FC?RE 2RACQQG@JC MLGMRR?R

MNCLCB Glvri@CLAA G?FRC2cQM3e -?2L?ECPTGCU MBGR3RRML
AMKNMLCLR

-?P AF



.G?E?P? 0J?RDMPK 'SGBC

Property Value
INCL &GJC LSK@CP
$CQAPGNRMPQ
-GL &RCC
&REC 2!- +"
-GL &FCC
$GQI 3N?AC NCRCLR?EC
-GL &RCC

&GJICQ -GL&AP LSK@CP

0JSEGL ESGBCQ

Description

3NCAGeCEIRK?VGKSK ?KMSLR MD eJC BCQAPGRRMPQ@&C SQCB 4F?RFGQ R
FC?B MLJWéx Open LSK@CP KGLSECRInFree ?KMSLR &GJC BCQAPGNRSIPGEP
DMP FGQRMPGCQ KMBSJCQ ?LB &\BWIARI)DCARCCBCB ?G3RARPQ RMM K?LW
MNCL eJCQ MP QMAICRQ_ U?PLGLE GQ MIZRIMGBIGEGCUQ MITRRGENIL

3NCAGeCRRKGLGKSK 2!- RF?R A?L @C JCDR BBPGLE @RPRMNCERR. )D
QR?RSQ GQAKRA, MU DEC 2!-_ U?PLGLE MTCPJ?WIZ MPI@CLAFGCUQ MITR
QRTRVL

3NCAGeCRIRKGLGKSK NEELR?EC MB@I QRMP?EZRRA?L @C JCDR BBPGLE
QRTML MNCBRR. "CIMEFEQ ?KMSLR ? "0J?RDMPK PSLLGLE JMY RINBAC_
U?PLGLE MTCPJ?WQIPI@CLAFGCUQ MACR)RERIL

3NCAGeCROKGLGKSK LSK@CP MIT[BRCQ ?T?GJ?@JC BSPGMLQRIEBRI
"CJMU RGQ LSK@ECPCJ?RCB NJ?RDMPK U?PLGLE ?NNC?PQ 4FC
0J?RDMPK3CPTGAC#MLRFARPQUINT PRABICQWQERCRISBCQ AR ASFIR
LSK@CP MD eJCQ ABIRPVGKSK LSK@CP MD eJCQ DMP#&? AMLRRICP
N?PEBML

3WQRCK3CPTGAC SLBCP 0J?RDMPK3CPTGACQ

4FC0J?RDMPK3CPTEGRGIBNQRCK3CPTAAIR?GLCP GQ ?AACQOGERIINMINCPRW QFCCRISLNFCP AFGJB
QCPTGABWQRCK3CPTEMCQ LMR ?NNC?HFGLH REC

-?P AF



0JSEGL ESGBCQ .G?E?P? 0J?RDMPK 'SGBC

Figure 67. 3WQRCK 3CPTGAMDINRICQ

IM ?AACQQGASMLeE 3CPTGAQ® PGEFRGADI?RDMPK3CPTGACQPMNCPRW 3FE&CR. CVN?LB
3WQRCK3CPTGAC

Property Description
0J?RDMPK 3CPTGAC $CEMPGNR FC?B MLIW $GQNI?WQ RCPTGAC BCEAWCDNRP
REC 0J?RDMPK
*?T? 6K .?KC RC?B MLJW $GONJI?WQ RCR?GJQ MD *?T? 6K

-?P AF



.G?E?P? 0J?RDMPK 'SGBC

Property

*?T? 6K 6 CLBMP

*?T? 6K 6 CPQGML

QP AF

/1Q .2KC

/1Q 6 CPQGML

(MQR)B

(MQR )B 3R?RSQ

-MBCJ

ORVIBSAR

-MBCJ 6CPQGML

.G?E?P? €PQGML

,MA?JC

3R?BML .?KC

SWQRCKEKC

4GKC :MLC

)Q 3WQRCKKC 2C?BMLIW

#SPELR #NS 5Q?EC

ITCP?J #NS SQ?EC

-?P AF

Value

FC?B MLIW

FC?B MLIW

FC?B MLIW

FC?B MLIW

FC?B MLIW

FC?B MLIW

FC?B MLIW

FC?B MLIW

FC?B MLIW

FC?B MLIW

FC?B MLIW

FC?B MLIW

FC?B MLIW

FC?B MLIW

FC?B MLIW

RPSC BCDRSJ

FC?B MLIW

FC?B MLIW

0JSEGL ESG

Description
$GONJI?VWQ RCLBMP L?KC MD *?T?
6K
$GONI?WQ RCPQGML MD *?T? 6K

$GQNI?WQ RINCPGRE QWQRCK
?RMFGRCARBERR?GJIQ

$GONI?WQ RINCPGRE QWQRCK L?K

$GQNI?WQ RINCPGRE QWQRCK
TCPQGMLQ

$GQNJI?WQ RMQR )$ GQ ECLCP?RCH
SNML GLQRBML MBARG?E?P?
QMDRW?PLB RWNGA?® CEGL® UGH
7 GL DMP CV?KNJC
7GL "% " &#

$GQNI?WQ RR?RSQ MD FMQR DMH
CV?KNJC NCPNCRS?J

$GONI?WQ KMBC3MEP?
$GQNJI?WQ RRIBSAR BCR?GJQ
$GQNJI?WQ KMBCJ TCPQGMRMD
$GQNJI2BPE?P?TCPQGML GL SQC

$CRCPKGLCQ JMA?JC QNCAGeA @
QSAF ?Q B?RC ?IKKR DMPKERE

?LB ?JQM UFGAF JCVGAMEQCB !
QRPGLE CKBIRSQR SQERRDMPK
J?LES?EC ;»>_ AMSLRPW ;*>_ T?PGY

&MP CV?KNJC 5 3 %IGEJF GQ "CL>53_

2LB RP?2BBML?J 3N?LGQF UMSJB @4
ACQ>%3PPEEBML?J

#SPELR JIMATGKLC GL FMQR

#SPELR JMA?J B?RC GL FMQR

#SPELR JIMATGKC XMLC DMP FMQR

)D QCR RM REC BSQNJ?WGEB® GQ
FC?B MLIW

$GQNI?WQ RSRIR #NS SQ?EC GL
NCRCLR?EC

$GONI?WQ RITCRPENS SQ?EC GL
NCRCLR?EC

BCQ

(@)

]

F?TGMP

LR<<

N




0JSEGL ESGBCQ

Property

.SK #NSQ

4AMR?J OFWQGA?J -CKMPW

&REC OFWQGA?J -CKMPW

&GJC 3WQRCK IRRPG@SRCQ

)Q 3RBIL

%LEGLC 7RAFBME 0GIBW

%LEGLC 7TRAFBMEGKCMSR

Value

FC?B MLIW

FC?B MLIW

FC?B MLIW

?BBGEBML?J MRCRICQ

FC?B MLIW

FC?B MLIW

FC?B MLIW

.G?E?P? 0J?RDMPK 'SGBC

Description

$GQNJI?WQ RSK@CP MD JMEGA?J
NRMACQQMPFRIIDR/QRCK

$GONI?WQ RFWQGA?J KCKMPW G(
ASRPLRW @CGLBIFCB @VWCRCPTCH

$GQNI?WQ RFWQGA?J KCKMPW G(
ASRELRW LMR @CGEE$BB @WZR
3CPTCP

#MLeESEQ ?BBRML?J ?RRPG@SRC
eJCQ

D DMP

4FC CLEGLC U?RAFBME GQ ? NJ?ROMPK

B?CKML NMACQQ RM UFGEF R
QRTRVIL NCPGMBIVENMPRQ GRQ

SNB?RCB CLEGLC AWAJC AMSLR 4kC
U?RAFBME NSPNMQC GQ RM BCRCAR ?LB

BC?J UGR "FSLE_ MP "QBCB
QRTRVL ?LB GQ ?SRIGAZR CL?@JC
UFCL RC QR@RIL QR?PRQ

4FC %LEGLC?RAFBME 0GIAW
BCeLCQRE EQNMLQC R?ICL @W

B

RFC NJ?RDMPK B?CKML GD GR BCRCARQ

? QRTBML CLEGLC U?RAFEBMER
MSR 7RAFBME NBAW QCBIAR)
GLAJSBC

ME /LJW b 'CLCP?RCQ QR?AI
BSKN ?LB JMEQ ?L GRP
KCQQ?EC GEGRQWQRCK JME
4FC QRERIL QFMSJB
SFGK?RCIW @QR?PRCB GD 7
U?RAFBMEIRCMSR MAASPQ
UGRFEC A ME /LIW_

QCRRE

ACPKGL?RC b $CDRSIGQ
REC 6- NPMACQQ )TGR?PR
ML D?GESRGQ CL?@JCB BMP
QRTRVL RWNGAT QRERIL
GQU®OR?PRCB

2C@MMR b |SRMKGRIW
FC@MMRESRMQR:%

A

NJ?RDMPK )D A?SRM QR?PR_| GQ

CL?@JCB DWE RRERIL T
QRTRVIL GQIR?PRCB ?DRTP R
QWQRCE@MMRQ

$CD?R GQ KGLSRC ?LB P?LEC GQ
DMK KQ RM GLeLGRW-QIR@RQ
CLEGLC AWAJC AMSLR QRMNQ AF?

-?P AF
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.G?E?P? 0J?RDMPK 'SGBC 0JSEGL ESGBCQ
Property Value Description

?LB MP RC QR&RIL BMCQ LKIRNPR ?
AWAJC AMSLRFRNNBR?RDMPK B?CKML
UGRGLIRGQ BCeLCB NCPGMB R
NJ?RDMPK B?CKML A?SRCQ-RM
ECLCP?RC ? QR?AI BSKN DMP
BG?ELMGR NSPNMQEQLR?ICQHE
?ARBML BCelLCB @W ®WLEGLC
7 ?RAFBME 0BIBW

)Q 3RTML ISRM 3?TC %L?@JCB RPSC BCDRSJ )D QCR RN Q?TCQFR QRE@RIL B?R?
?SRMKRAIW

3R?BML ISRM 3?TCRPSCLAW FC?B MLIW $CD?R GQ CTCPW FMSPQ DMP ?L\W
1% NJ?RDMPK MP CTCPW FMSPGD ?
7 GLBMUQ FMQR 2?LEQMBQ RPHM
K?LW FMSPQ

3R?BML 3?TC "?AISN #MSLR FC?B MLIW $GQNI?WQ RSK@CP FMU K?LWKEQ
RC QR&RIL @?AISN GQEBRMP

4GKCXMLC $?W -MBC 3SNNMPR FC?B MLIW

,MA?J $?CKML !AACQQ FC?B MLIW $GONI?WQ RWNC MD ?AACQQ DMP|IMA?J
B?CKML

,MA?J $?CKML OMPR FC?B MLIW $GONJI?WQ RMPR LSK@CP DMP JMA?J
B?CKML

,MA?J $?CKML 3QJ OMPR FC?B MLIW $GONJI?WQ BQJ NMPR LSK@CP DMH
JMA?J B?CKML

3R?BML 3?TC!IJ?PK 3SNNMPR ?BBGBML?J MRCRBTQ #MLeESE ?BBSBML?J N?P?KCRCPQ RM
ECRIRC ?J?PK ML QBRMR. Q?TC

1JIMU 3RBML 2CQR?PR RPSC BCDRSJ )D QCR RN ?IMUQHE QRERIL RM
FCQR?PR ML D2GJSP

&GNQ 3R?RSQ FC?B MLIW

)Q 3CPTGAC 2C?BMLJIW FC?B MLIW

1IJJMU "P?LB #F?LEC FC?B MLIW

)Q ,GACLQC 2C?BMLJIW FC?B MLIW

)Q .G?E?P? (MKC 2C?BMLIW FC?B MLIW

7FCL WMS CVN?LBNQRCK3CPTBAL QCC KMQRAZIMRKC NPNCREITQ ?T?GJ?@FCBCR?R0J?RDMPK
3CPTGAC #MLR?GLCP (JSEGIL ?BBGEBML AFCE GQ ? AMLR?GLCBRZRNR. 3?TC 1J?PK 3SNNMPR

-?P AF
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Figure 68. 3R?RBML 3?TC 1J?PK 3SNNMPR CVN?LBCBIBCRRW QFCCR MD 3WQRCK3CPTGAC

ORMVINCRFTQ SLBBR?BML 3?TC 1J?PK 3SNNMBRIU WMS RM AMLEESE 2J?PK AJ?QQ ?LBGRN?P?KCRCPQ |
SQC DMIRTRMVL Q?TPA?PKQ 3SAF 2L 2J?PK K?W MARASP CV?KNJC FEIPRGQ GLEPSICLRG®| QN?AC RM AMKI
FEC Q?TC

OAVNCRICQ UMAHRQ?KC ?CHRQC GL 7L ?J?PK CVRCLQGML DNRI 'NMELERP

NOTE: /R FCP NJ?RDMPK U?PLGUE@OELCBABKGRQ QSAF ?Q DMP JMU KCKMBWI (M3AC ?LB QM ML ?F
LMR®?JW ?J?PKQBRW QGKNJW ECLCP?RIMYWICPJI?WFGLIRUCP PGEFR AMPLCP UFCL TBCQRER/IR Gl
7 MPI@CLAJD WMS LCCB ?ARS?J ?J?PKQ WGIS B#K PL ?NNRINPG?RC @MMJIC?L GIVBNIRBK3CPTGAC
AMKNMLCLR DMP CV?KNJC ,MU(C?N GEEGRINMHPQGQRCBMIRMAEGA GLFLRMRE? MDA QRERIL

)DGLIGLE RNI?PRDMPK3CPTEC QU F?R WMS QFMSJIB AF?EE@GRI RWNO/BH-?LBIC RM QIMAEN?R

OMUCP -MLGRMP 0J?RDMPK 3CPTGAC 0JSEGL NJ?ROMUCP
OMUCP-MLGRMPO0J?RDMPK3CPTGACOJSEGL

4FCOMUCP -MLGRMP 0J?RDMPK 3CPTGAZ BESEGD?RIIGCU MERNJ?RDMPK QCRMACP-MLGRMP3CPEGAC
KMQR!#% AMLRRICP KMBCJQ 4FGQ TGOWGREQ N?P?KCRCPQ DMP AFL.RGEERBMUL BCIGWAR ?Q UC2Q
?J?PK QM&E AMLeESFZML QGREQ

IWNGAN QSNNMPR GQ CL?@JCB ?LBCBVRRESP AMKKGQQGMLGKE RRMEEP?RCB BCR?GJQH&NMUCP
KMLGRMPGLE AMLeESRBERI?RCARgara Data Recovery Service Guide

-?P AF
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3MDRUECR?L?ECP TGCU NJ?R$?CKML 3MDBRIRRPECP

4FC3MDRUCR?L?ECP GQHR NJ?RDMPK TGCU WMS SQC RENHFMBZI MBKMTC KMBSJCQ 6C RMLLCARCB
.G?E?PNJ?RDMPK

"W BCD?RIJRC3MDRUGCR?L?ECP GQRQ RC EKMRC NJ?RDIQRUIR MD B?RC KMBSJEQ VIR MBECRR?@JC
RECL SLGLQRZB KMBSJCQ ?LB JYQBN RM B?RC KMBSJCQ QMPRCBGAN¥? @CR

Figure 69. 3MDRUGR?L?ECP TGCU

o Platform Administration
O Software Manager
e Station Copier
6 TcP/P Configuration
Z WiFi Configuration
Q Remaote File System

# Station (South_Store)

admin

platSerialQnx-rt
lonContcontrol-rt
lonControlsolutions-rt

lonControlTechniques-rt

Tridium 4.7.109.14

lonEnergyControlSystems-rt -

lonPentacontral-rt

lonSmartcontrols-rt

Tridium 4.7.110.2.10
Tridium 4.7.110.2.10
Tridium 4.7.110.2.10
Tridium 4.7.110.2.10
Tridium 4.7.110.2.10
Tridium 4.7.110.2.10

Tridium 4.7.110.2.10

Out of Date (Requires
Mot Installed
Mot Installed
Mot Installed
Mot Installed
Mot Installed

Mot Installed

Commis

Upgrade All Out of Date| Import~| Install Uninstall Reset| Commit

zioning)

- MNav ? Current free space 3,245,172 HE To be installed 0 KB Estimated free space after install 3,245 173 KB
EQ' o @ My Network File Installed Version Awvail. Version &
— - wireshest-ux Tridium 4.7.108.20.98  Tridium 4.7.110.2.10 Outof Date
Q (South_Store)
& Plati wiresheet-wb Tridium 4.7.109.14 Tridium 4.7.110.2.10 Outof Date
atform
@ Application Director workbench-whb Tridium 4.7.109.14 Tridium 4.7.110.2.10 OQutof Date
0 Certificate Management baja Tridium 4.7.109.14 Tridium 4.7.110.2.10  Out of Date (Requires Commissioning)
@ Distribution File Installer platBacnet-rt Tridium 4.7.108.0 Tridium 4,7.110.2.10  Qutof Date (Requires Commissioning)
© File Transfer Client platCrypto-rt Tridium4.7.109.14  Tridium4.7.110.2.10  Out of Date [Requires Commissioning)
@ Leicon nstaller platform-rt Tridium47.108.14  Tridium4.7.110.2.10  Out of Date [Requires Commissioning)
@Licensel‘danager i L L h . o
platSerial-rt Tridium 4.7.109.14 Tridium 4.7.110.2.10  OQutof Date (Requires Commissioning)

4M MNCLRGQ TGAMLLCAR RMCKRIRC AMMIEFCVN?LB RC0J?RDMRIIBC GIFR .?T RIEC ?LB BMS@JGAU

3MDRUECR?L?ECP

I@MTC RC R?@JBARK?L?ECP NWPTGBCQ B?R? QRMP?EC GEMMRISEERR O QN?AC +" M @C GLQRBH"

?LB %QBEK?RCBOP QN?AC ?DRCP GXRRRI+"

4FC R?@JOMNFGBCEIR)C AMISKLQ

Column Description

&GJC $GQNI?VWAQ R?KC MD JMARI?T?GJ?@JC KMBSJC eJC MP ERMBEIR GQ FC RKMRC FMQR MLIW

JLQRICB €PQGML $GQNI?WAQ RCPQGMLRMCKRIBSIC GLQBRBIGIER EKMRC FMQR MP @J?LI GD GR GQOBVIR GLQR?J

| T2GJ BPQGML $GQNJI?WAQ B?RCQR TCPQGRL KBS ICFRR GQ JNARIT?GJ?@JC MP @BCLOGIDREBQ MERIEKMRA
FMQR MLJW

SLI?@CJCB 3R?RSQ MIZRMBSJC GEREKMRC NJ?RDMPK &MP C?AF KMBSJC QR?RSEGQICGIER

‘MR )LQR2¢B @JSC RCVRGHARCEPR RC KMBSJC GQ LMRKURC NJ?RDMPK @
GQ ?T?GJ?@JITWBLWMSR@MDRIB?R?@2QC

MR )LQR3GB 2COSBGP#MKKGQQGMLGEHESC RCVRGAHRCEPR RC KMBSJC GQ LMR G
RFC EKMRC NJ?RDMPK GQ ?T?GJZRJ2L.BIBSGE) WMS RM ePQRFEQC R

-?P AF
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.G?E?P? 0J?RDMPK 'SGBC

Column Description

#MKKGQQGMLGIE®RM SNEP?BERREKMRC NJ?RDMPK

5N RM $?RGLBA?ROEPR RC KMBSJC GQ GIQRGIFR EKMRC NJ?RDMPK ?LB G
TCPQGML GQ COS?J RM MEAGEECRVRAN ?T?GJ?@JC KMBSJC TCPQGML g
0#]Q QMDRUB?R?@2QC

/SR MD $?RCFCB RCVR @APROEPR RC KMBSJC GQ GIQRGBICRMRC NJ?RDMPK
?LB GRQ TCPQGML GERLIBGSR JMA?J TCPQGML GLONMMEPRIFB?R?@2QC

ISR MD $?RC 2COSGRMKKGQQGMLEDB RCVR @&AXRCEPR RC KMBSJC GQ GIQIR?]
GLEKMRC NJ?RDMPK GRQ TCPQGME?G@FRIIBCB R @JC JIMA?J TCPQGML 7
FCOSGR WMS RM ePQRFS@@IKRGQQGMLGIE®PRM SNEP?BEREKMRC
NJ?RDMPK

MR! T?GJ?@JC MGl BA?ROEPR RC KMBSJC GLQBBIGICKMRC NJ?RDMPK GQ ||
GL WMSP JMA?J QUIBRE?@?QC

#?LLMR )LQRBLBA?RCEPR RC JMA?J KMBSJC GQ?82&JC MP F?Q ? @7?B K?LG
9MS A?LLMR GLODEBRI

“?B 4?FECRGLBA?RCEPR ? EKMRCJW GUQRKIMBSJIC GQCIH?@JC MP F?Q ? @1
K?LGDCQR ?LBFEERMPSLSQ?@JC @W BOR?BVDROBLAGQ QR?RC QFMSJ
NM@?@JW @C eVCB QGLAC GR AMSIBRREZRACRR LMR UMPIGARNP

$MULEP?BC RM TCPQGULBA?RCOEPR RC EKMRCJIW GUQRTIMDROUBE) GLRCLBC
RM @CRJ?ACB UIGRKMBSJC F?TGLE ? IMUCP TCPQGML

JLQRATCPQGMGLBA?ROEPR RC KMBSJC GQ GLRCLBCB RM @CBGIRBRALQ LMR

ASFEPLRW CVGQRAGLEKMRC NJ?RDMPK

RQ
L WMSP

MR

DCQR

B
B

B

2C )LQRAITCPQGMGLBA?RCEPR RC EKMRCJIW GUQRXKXMBSJC GQ GLRCLBCB RM @C

FCNJ?ACB FGRKMBSJC UBR-C Q?KC TCPQGML

5LGLQRPICPQGMGLBA?ROEPR RC EKMRCJIW GLUGRXMBSJIC GQ GLRCLBCB R
SLGLQRCB

5NEP?BC RM TCPQGUILBA?RCOEPR RC EKMRCJIW GUQRKMBSIC GQ GLRCLBCB
@CENJ?ACB IFGRKMBSJC UBR FGEFCP TCPQGML

NOTE: )LRCLBCB QR?RSQ T7G8CRQR?TCPQGMLCFCAR SL AMKKGRRCERAR
K?BC BSPGLE WN@BRUeR?L?ECP QCQQGML "JSC RCVR GQ GQEERRNI QR?RSJ

M @C

RM

cQ

"SRRMLQ

4FC3MDRUCR?L?ECP CL?@JCREC @SRRMLQ UFCL WMS QCJCAR IGLAMBS KBAP GICARR?@JC

Figure 70. BAMDRUGR?L?ECP ?ABML @SRRMLQ

5NEP?BC \J /SR MD $?REENJ?ACQ MJIBCP TCPQGML KMEEIRRNIRRAMMIZP USGRSRELR KMBSJCQ
DRK FFC JMA?J QMDBRB?R?@7?QC

)KNMPRIMUQAE GKNMPR MD QMDBRBRRICQ BPARMPW GRMRC FMQR

-?P AF
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2C@SGJIB -MBSJC 3GECTRS@ SGIBQ RMBSJC QGELERBPFCLIC QRERIL GQ LMR PSLLGLE

JLQR32C )LQRISNEP?BCSMULEP?BQAF?LECQHR @SRRML L?KC @?QCB ML UF?R A?L @C BNULCWGR
KM GLQRECB KMBSJCR?R 7€ QCJCARCB

2C )LQRIINNC?PQ ED BLQBCB GRCK BQ@?KC TCPQGML ?Q WMSR IAGI?@JC MLC
5NEP?BCNNC?PQ GD BLQBCB GRCK GQ ?LGTAPTCPQGRIL\RMSP JMKXPPT?GJI?@JC MLC
$MULEP?BCNNC?PQ GD BLQBEB GRCK GQ ?L LCUCP TOPRGMNISP IMAPPT?GJ?@JC MLC

7FCL WMS &AI RGQ @SRRML GVMDRICTPQOR?RSQ ERRMLBLEIW AF?LECQ FAZEREeRnNstall
<version> Upgrade <version> MP Downgrade <version> ?LB FFC @SRRML AF?LEGEPRAC)
?ARGML DMP CV?KNJ£2LACJ 2C )LQR?J

5LGLQRIFEKMTCQRR QCJCARCB KMBSJ®IR FBE EKMRC NJ?RDMPK ?QQSKZR.ENRNIRP KMBSJCQC?P
BCNCLBCLR MERQCJCARCB KMBSJC Q

2CQCRJIC?PQITIEECB KMBSJC AF?LECQ QGIAC?RR AMKKGR ?GRB@JEQHMKKGR®SRRML
9MS A?LLMRGWRCQCRDRCPFGRIGLEMKKGR

#MKKGRGLGRRCRAROQMDRIE7FARBML UFCL WMS F?TC MLC MP KBIESLE ?AMLQ GL NJ?AC ML QEIDRU?P
GRCKQ 4FGQ GQ FMU WMS J?SIGFREBRIGBRE?PMEBML f?EECB AF?LECQ

3R?BML #MNGCP TGCU NJ?R$?CKNIMRRRRIGCP

4FC3R?BML #MNGEER NJ?RDMPK TGCU SQCB RM@KRIEAL GL BGR? EBKMRC MP JNMB?8?PNJ?RDMPK ?Q
UCJ ?Q K?IC ? AMNW ML WMSP JMA?J 08HWMRERVIP ? IMAPPSLLGLE GRRRAS A?L ?JQM BCICRCCLBKE
QRTMLQ SQGRERTGCU

Figure 71. 3R?BML #MNGCP TGCU

4M ?AACQRGR TGCU CVNAITRDMPKB BMS@JCGRBR?BML #MNGCP
IQ QFMUL ?@MTEEBR?BML #MNGKIFCU GQERGLRM RUM KETZIQ?P

3R?&RMLQ ML WNMSHPI@CLAF RWNGARIWMSP 5QCP (MKC @PMUL MIFR JCDR
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3R?BMLQ GICHBB?CKML 5QCP (MKC MBCRMNCLCB NJ?RDMEKWPRC PGEFR

"SRRMLQ

#MNWAMNGCELCRQCICARCB QRRRM JMAZIR MP TGACTCPQ?
2CL?KC FCL?KCQ RC QCICARCB GRER
$CICRBCICRCRRQCICARCB GRER

SWQJME 0J?RDMPK 3CPTGAC 0JSEGL TGCU NJ?RDMPK 3WQJMEO0J?RDMPK3C

IQ MDG?E?P? RFGQ NJSEGL K?L?BEQRNVQIME AMLeEBR?RCGREQ DMP KCQQ?EC JMEEGLE JMABAF ?J
KCQQ?ECETR 72 ECLCP?RCB @BWE?PRM @C QBBIPLB ?L?JWXCB MILCKRIRC QCPTCP

Figure 72. 3WQJME 0J?RDMPK 3CPTGAC 0JSEGL TGCU

IM ?AACOQRRBWQJIME 0J?RDMPK 3CPTGATGUSEAI?LB¥MLeE 3CPTGACQJ?RDMPK 3CPTGAERMS@JC

AGABWQJIMEOJ?RDMPK3CORTBBGERML WMS A?L ?2JQM ?ARGQANISEGL TRU@TP AMLLGAMR RM WMSP
NJ?RDMPK

Type Value Description
%L?@JCB false BCD?®J MRue $GQ?@JICQ D?IQC MP CL?@JEQ RPSC R
QWQRCK JME QCPTGAC
3CPTCP (MQR )0 ?BBEEQQ 3NCAGeCRR0 ?BBEQQ MP FMQRL?KC
MDFC 3WQJME 3CPTCP
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Type
3CPTCP OMPR

-CQQ?EC WNC

4P?LQNMPRBRMAMI

#JGCLR G?Q ILB 0?QQUBIP

0J?RDMPK ,ME %L?@JCB

3R?BML ,ME %L?@JCB

3WQJME ,ME ,CTCR&8J

3R?BML ISEBR

3CASPGRWGEHB

&?AGRW

1SCSC 3GXC

3R?BML 3CPTCP 3R?RSQ

1SCSC &SIOCRCLR 3RGRIL

0J?RDMPK 3CPTCP 3R?RSQ

-?P AF

Value

LSK@CP BCDR&RM

FC?B MLJW BCDRGRM "3%

BMN BMULGQR

RCVR

true BCD?R] MRise

tue BCD?®] MRise

Off Severe Warning Info
Fine Finer Finest All
Info

Config
BCD?RD RM

tue BCD?®] MRise

true BCD?R] MRise

BAVN BMULGQR BCHZZRidcal0

LSK@CP BCDR&RM

FC?B MLIWA@?@JCB

FC?B MLIJW BCIRGRM

FC?B MLIWA@?@JCB

0JSEGL ESG

Description

3NCAGeCRORNMPR DMP
AMKKSLGAGRIL

3NCAGeCRORRWNC MD KCQQ?EC
QSNNMPRCB #3HPRN MLJRCR3$
RWNC GQ QSNNMPRCB

3NCAGeCRORP?LONMRARRIPAMI SQ
DMP AMKKSLGAPRKCQQ?ECQRM R
QCPTCP

4FGQ GQ MCIVBEB GIFR QWQJIME
QCPTCE®SGP KSRS?J 4,3 K4,3
NRMRMAMJ 4FGENOPRW BCelB® R
AGCLR AGRR?RC GCBQCP +CW
3RMPRM SQC 2CDCBTERP? 3RERIL
3CASPGRW 'S®BLME?RELE ? #3CLR

#CPReA?RC DMP 3WQJIME AMERESH?

DMP KMFGLDMPIGNR. ML ECLCBER
#JGCLR #CGBRA?RCQ

%L?@JCQ RPSCAIP@®JICQ DBRQC
NJ?RDMPK JMEQ QCER RKIFRICP

%L?@JCQ RPSCOP@®JICQ DEQC
QRZRVL JMEQ QCLRRRIGPTCP

3CRQAR KGLGKSK JCTCJ MD NJ?RDI
?LB QREBML IMEEPR UGEC QCLR RN
RFC QWQJME QCPTCP

%L?@JCQ RPSCOP@®JICQ DEQC
QRTRVL ?SBRIAMBQ QCLR TR
QCPTCP

%L?@JCQ RPSCAIP@®JICQ DBQC
QCASPGRVGRIBMEQ QCLR RMR
QCPTCP

3NCAGeCREFD?AERW MRINEQQ
UFGAF ECLCP?REB QWQJIME
KCQQ?ECQ

3NCAGeCRXROSCSC QGXC RM FWJB
KCQQ?ECQ SLRRW QCLR

$GONI?WQ RR?RSQ MD J?QVMQBVIR

KCQQ?EC QCLR RM@®VQJIME QCPTd

)D AMLLCBRL GQ BMUL AGR?EC M
OSCSC MD @R2RKCQQ?EC SQCB

$GQNJI?WQ RR?RSQ MD J?QR NJ?R
JME KCQQ?EC QCLAERMR/QIME
QCPTCP

BCQ

7R

MPK
f

R

P

DMPK
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Type Value Description
1SCSC &SJO0CRCLR 0J?RDMPK FC?B MLJW RM )D AMLLCARL GQ BMUL ACIR?EC MD
OSCSC MD NJ?RDMPK KCQQ?EC SQCB
3WQJME 3CPTCP #MIGMIIAR?PK true BCD?®RI MRise )D QCR Rl GR ECLCP?RCQ ?J?PKQ ML
%L?@JCB AMLLC/ARML D?@ISRIW DMP 4#0 ?LH
4,3
3WQJME 3CPTCP #MIGIGIAR?PK ?BBGEBML?J NRCRIQ #MLeESEQ ?BBEBML?J N?P?KCRCPQ RM
3SNNMPR ECLCP?RC ?J?PKQ
3WQJIME -CQQ?EC 1SCSC 1J?PK true BCD?®RI MRise )D QCR Rl GR ECLCP?RCQ ?J?PKQ ML
%L?@JCB OSCSC DBJ
3WQJIME -CQQ?EC 1SCSC 1J?PK ?BBGEBML?J NRCRIQ #MLeESEQ ?BBEBML?J N?P?KCRCPQ RM
3SNNMPR ECLCP?RC ?J?PKQ

3WQRCK $?RGKC %BRMP TGCU NJ?RDMPK 3WQREKGABRAMP

IQ 7L ?T?GJ?@JC TGCU ML GIPBPRRDMPK3CPTGINCR?GLERC 3WQRCK $?RGHC %BRMBMUQ WMS RM QCR
RFC B?RCGXC ?LBE®KC XMLC DME RJ?RDMPK PSLLECER@NIL )P QRERIL GQ PSLLGLE MEIBMUQ
NJ?RDMPRGRQ TGCUGZB MLIW

Figure 73. 3WQRCK $?RGKC %BRMP

4M ?AACQRER TGCU PGEARIZRDMPK3CPTGAGTUQ 3WQRCK $?RGHC “BRMP

Property Description

3WQRCKEKC FF KK 3CICARR BKC FF KK DK FEC
BRAMN BMUL QCJCARMP
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Property Value Description
$?RC $?RC #FMMQCP #JGAI RC B?RC AFMMQCP RM XTICAR R
B?RC
4GKC:MLC $PMN BMULGQR 3CICARR KEKCXMLOMKPHEC BRIN
BMUL GQR DMP RWQRCK

3WQRCK -MLGRMP #MLDGE QWQRCRWREREBKMRLGRMP#MLDGE

4FC-CKMPW (GQRMPM® GEGBWQRCK -MLGRMP #MLBEU WMATGBCQ ? OSGAIMUERMD TGCUGIERPLBQ MD
5QCB (C?N -CKMPW R?ICLNIR RECHeap Memory Monitor ?LB FFC &BC 3WQRCK -CKMPW R?IGAKIHEC
System Memory Monitor UFCL RCLog Memory to History NRMNCPRW GQ QCR RM RPSC

Figure 74. -CKMPW (GQRMPW R?@ GL 3WQRCK -MLGRMP #MLeE TGCU

IJRCPLER CIW WMS AMSIBEQRRKC GLDMPHMPRIR AFFC QRERIY (GORMPW LECRPFMUL ?BBLERC
FGQRMPGCQ RM ? (4-, UC@ AF?PR TGCU
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Figure 75. 3R?RGMQ (GQRMPW QN?AC GITR FCC

&MP BCR?GJQ ?@RISR/RRCK-MLGRMP3CPTGAS7RBBPAMKNMLCLRQ QCC "QWQRCK-MLGRMP
3WQRCK-MLGRMP3CPTGRAC MAIKRAIMLCLRQ QGMR MBGQ ESGBC

3WQRCK 0J?RDMPK 3CPTGAC 0JSEGL NJ?RDMPK 3WQRCK0J?RDMPK3CPTGA

3WQRCK 0J?RDMPK 3CPTGAC ONVBREBWRIS RM TGCU 7GR RB?RDMRMNIRBTQ ML ?GLBMUQ @?QCB FMQR
PSLLGLER QR@RIL ?LB GRZBCD?RIIGCU MERQRERIIBWQRCK #MLeESBRR
3WQRCKOJ?RDMPK3CPGGACTY

-?P AF
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Figure 76. 3WQRCK 0J?RDMPK 3CPTGAC 0JSEGL TGCU

aM ?AACQQGAMLeE 3CPTGAQ®B PGEFRGADI?RDMPK3CPTGACQPMNCPRW 3FEER. PGEFRGAD
3WQRCK3CPTGAGCUQ 3WQRCK #MLeESBRR

Column Name Description

2KC .?KC MD PSLLGLE QBWR

(MQR )0 ?BBEQQ MD FMQR NJ?RDMPK

-MBCJ -MBCJ MD FMQR NJ?RDMPK RWNC.09SAF 26 MP 7MPIQRGRIL

-MBCJ 6CPQGML 2CNMPRERTCPQGML LSK@CPOBVIRR KMBCJ

ORVBSAR $CeLCQ RC NRIBSAR

(MQR)$ .G?E?PFMQR GBGERP QRPGLE SLGOSERYNR_C K?AFGLC

.G?E?PBCPQGML  6CPQGML ?LB @SGJB LSK@CREIE® BGQRPGEISRSLLGLEREL AVMQR NJ?RDMPK

#2772 6- .2KC *2T? TGPRS?J K?AFGLC SQCB DMP CV?KNJC ~*2T? (MR3NMR 4- %K@EITREEBBVP ?LW AMLRRICAVIP
~9T? (MR3NMR 4-  "GR 3CPTCP6-_ DMP ? 3SNCPTGQMPGUBMTQ FMQR

*?T?2 6-6 CLBMP 6CLBMP DMP *?T? 6- /P?AJC #MPNEIRER

-?P AF
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Column Name Description

*?T?6-6 CPQGML  6CPQGML MD *?T? 6- DMP CV?KNJC # @ _ BEIPHR? AMKN?AR 6-ML? AMLRRICAMP~ @ _ DMP RFC
*2T? 3%6-ML?7 GLBMUQ FMQR

/3 .2KC INCP?RGLE 3WQRCK L?KC QSAF 2Q A1.8_ MBIBMUQ
/3P AF -?AFGLC ?RFGRCARSIP /3 QSAF 2Q ~?PK_ MP ANNA_ MICREMQRQ MP ~?KB GZBMUQ FMQRQ
/36 CPQGML INCP?RGLE 3WQRCK TCPQGML QSAF?Q~ _ 1.8 MPA GEBMUQ

?LMRCP NMPR LSK@CP 4FGQMPCISRCDSJ GL A?QC WMS AFZLECERRMPK NMPRF@ISRMERR UF?RER

LCU NMPR GQ
0J?RDMPK $?CKML 4,30MPR LSK@CP ML UFGBMB?RDMPK B?CKMGGRALGLE DMP GRQ NJ?RDMPK 4,3 QCPTCPFCPMIMPIRVR
OMPR LSK@CRMTGBCE ™R NJ?RDMPK 4,3 CL?@JCB )D NJ?RDMP&@ABATBAZRE®@INKNOWN 4FGQ A?L MPC

SQCDSJ GL A?QC WMS AFFCECERDMPK 4,3 NMPR  ECEFOREMR UF?AER LCU NMPR GQ

)L FC AMLR?GLCP NJSEGL KMORRMDELGLE CLRPGIAVARRESPGRIL NINCRICQQ
(MUCTCP ? DCU QR?RSQ T?JSCINPKGVCB GL ?IBBPQAPG@CB @CIMU

CLR@FB KSQR SQERRDMPK J?LES?EC ;*>_ AMSLRPW ;*>_ T?PG?LR<< &MP CV?KKIJF &8 %IIEb3_ ?LB
RP?8BML?J 3N?LGQF UMSJB @C "ORPRARML?]

3WQRCHKEKC #SPELR JMABKE GL FMQREPMLIW GDGIBMUQ FMQR
$?RC #SPELR JMA?J B?RC GL RMBRIEIW GDGLIBMUQ FMQR
4GKC :MLC #SPELR JMATKE XMLC DMP FNIQR NLIW GDGLBMUQ FMQR

OMBAW AWAJC AMSLR 4FC U?RAFBME NSPNMQC GQ RM BCRCAR ?EBIECVPGRBEE QRTML ?LB GQ ?SRIGRIRY
CL?@JCB UFCERQR@ML QR?PRQ

4FC %LEGLC?RAFBME 0GI8W BCeLEQ RQNMLQC R?ICL @OWR?RDMPK B?CKML GD G
BCRCARQ ? GRRRCLEGLC U?RAFEBMERSR 7RAFBME NFAW QCEBIAR) GLAJSBC

,ME /LJW b 'CLCP?RCQ QR?AI BSKN ?LB JMEQ MEREQQ?EC 6C RWQRCK JME 4
QRTRVL QFMSJIESEPRCIW @QR?PRCB GD ? U?RAGERIESR MAASPRREGR ME
ILIW_ QCRRE

4CPKGL?RC b $CDRSIGQRC 6- NPMACQQ )IZER?PR ML D2GESPCL?@JCB BHP R
QRTRVL RWNGAT QRERIL GQUR?PRCB

CL?@JCB DM RRERIL T QRERIL GLIR?PRCB ?DIRCORQRGKFMMRQ

%LEGLC 7RAFBME ~ $CD?R GQ KGLSRC ?LB P?LEGIEQHIPRM GLeLGRW-GIR@M(J CLEGLC AWAJC AMSLR QRMNQ AF?LEGL

4AGKCMSR REC QR@RIL BMCQ LIIRMPR ? AWAJC AMSER RIPRDMPK B?CKMIEGGRGQ BCeLCB NCPGMENB?RDMPK
B?CKML A?SQCERS- RM ECLCP?RC ? QR?AI BSKN IIELBIGR NSPNMQEQL R?ICQHR ?ABML BCeLCB @@ R
%LEGLC 7RAFBME 0GIAW

%LEGLC 3REML ISRM  %GRP %L?@JC BOR8P $GQ?@JIIMLIQ DMP ~?SRM Q?TC_ MD PSLGBLERIR?R

37TC AAMLEE>@?AISN> 99--$$ > (- @ME_eJC?RR  FC DEOSCLAW BCeLCB GL LOMRG#RW ISRM Q?TCB @

eJCQ ZPICNR SLBCIFRR QR3BR} DMJBCP

3R?BML ISRM 3?TC  $CD?R GQ CTCPW FMSPQ DMPRLNMI?RDMPK MP CTCPW FMSBGEMUQ FMQR 2?LEQMBQ RM K?LW
&RCOSCLAW FMSPQ

3R?BML ISRM 3?TC

6CPQGML RM +CCN  3BCQR MD ICNR @?AISNGNGQY¥B SNML LCVR K?LS?J Q?TC MP ?SRM Q?TC @?AFEN
QNCAGe@EKGR GQAFCB 4FC BCDRI?JSC DMR NJ?RDMPK GQ LMLC ?LB QFMSJB
ICNR JMU

(MUCTCPAF?LEGLE RM MPGBCQ ? @CLCeRCAMRC UFCP A?R?QIRFFGA WCR
RMIRC @?AISN AMNW MC 4%

)L 7 GLBMUQ FMQRQETD?RGQ ?LB RWNBARZL @C Q?DCHBICE SN GDEEQGP

-?P AF

,MA?JC $CRCPKGLCQ JMA?JC QNCAGeA @CF?TGMP QSABRQ BRRKZRER?LB ?2JQM UFGAF JCVGBOEBP! QRPGIL

GL?BTCPRCLR GR?RF?LEC GQ K?BC QSAFRQRGRIL NGA?L @C GQQSCEREHR @?Al

0J?RDMPK $?CKML OMBRPR LSK@CP ML UFEBMB?RDMPK B?CKMERRQR?PREB RRERIL GERRCLGLE DMP GRQ NJ?RDMPK QCPTCP MP

%LEGLC 7RAFBME  4FC CLEGLC U?RAFBME GQ ? NJ?RDMPK BRBIIUIONRM UFGARIREML NCPGRBIVENMPRQ GRQ SNB?RCB CLEGLC

R

T
(@)

2C@MMR b ISRMKERIWED MMREZREMQR AMUREP NJ?RDMPK )D ~?SRM QR?PR_ GQ

E ?LB MP

AISN

MLAC R
@cC
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Column Name Description

.SK@CP MD #05Q .SK@CP MD #05Q SQCB BT RMQR NJ?RDMPK RMINGE?3 AMILFERKMFC GD ? GLBMUQ FMQR
#SPELR #055Q?EC  OCRACLR?EC MD #05GITRVL GERJI?QR QCAMLB
ITCP?J #055Q?EC  OCRACLR?EC MD #05@R ML QGLAC BPQR@MMR

QGXC DMP CFCIQR?ICQR eJC &FE*R% FMQR GR K?W JMMI QGKGJ?P RM

4AMR?J &C &GICQ -?V &GICQ

o o
KLR ?P?K +" +"
KLR P?K +" +"

OFWQGA?J 2!- #SPELR RMR?J ?LEDE- QR?RGERAQ DIME RMQR &NFER#% GR K?W JMMI QGKGJ?P RM
AMR?&FEC +" +"

3WQRCK 0J?RDMPK 3CPTGAC 1LV 0JSEGL NJ?RDMPK
3WQRCKO0J?RDMPK3CPTGAC1LVOJSEGL

3WQRCK 0J?RDMPK 3CPTGAC 1LV 0MEGMNMS RM TGCU &R NB?RDMPK N?P?KCRERR!#HMh RNJ?RDMPK
PSLLGLER QR@RIL ?LB GEZBCD?RIIGCU MERQRERIPBWQRCK3CPTEGWQRCK0J?RDMPK3CPTGACI1LV

-?P AF

&GJCQWQRCK &GJC QRMP?EG@RERDIME RMQR GLAISBRMR?J eJC QN?AC ?T?GICAIN?BE ?LB eJC @IMAI QGXC KGLEKSK
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Figure 77. 3WQRCK0J?RDMPK3CPTGAC1LVOJSEGL TGCU

4M ?AACQRGR) TGCU CVN?LB MJCOREMLeE 3CPTGACRE PGEFFGADJ?RDMPK 3CPTGAEQP MNCPRW 3FCCR
?LB QCICAWQRCK 3CPTGAC

4AN )N 0J?RDMPK 3CPTGAC 0JSEGL NFZNRDPPARBMPK3CPTGAC

4FGQ NJSEGUNBBCQ @RAR?AACQQARMFRIQR NJ?ROMPH] )0 QCRREQ 4FGQ QCPTGAC GQ DMSI® SLBCP R
PSLLGLE QBRRI0I?RDMPK3CPTGACH#MLRPGKEPC BCD?BNJSEGL TGCU WMS A?L NCPORIPK®R
MNCPZRIL ?QMIPREC 4#0 )0 #MLeESP?RBMIGCU SQGLE ? NJ?RDMPK ABMLCAR

4FGQ NJ?RDMPK QCPTGAC QSNNVIBRQGUEBRPI AMLeESFGRIL GQ BMLC SQGLE MMVQT@RMLLGAR ?LB
LMR ? NJ?RDMPK AMOMIABR 7 MPI@CLARM ?GKMRC AMMIZRE] NJ?RDMPK B?CKML

-?P AF
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Figure 78. 4AN )N 0J?RDMPK 3CPTGAC 0JSEGL

IM ?AACQQ CVNZ#MAieE 3CPTGACQJ?RDMPK3CPTGEACBMS@JCGRBAN)N3CPTGAC

)D RC QR@RIL GQ PSLLGLE MEIIBMUQ NJ?RDMPK MPGED PMQR ?LB-R NJ?RDMPKPSESATRVL QGRE
J?@CJCB 38R Callow stations to have admin access to platform daemon GQBQR?@JCB 4#0)0
NRNCRTQ GIGR) TGCIC *e?B MLIW

Figure 79. )0T R?@ DMP )LRCPD?ACMB®R AMLRRICP

4M ?AACQEIRC NINCRIEQ BADI?RDMPKA#0 )0 #MLeESP?REMICVN?LB ?LWL.RCPD?AB QCJCAR
3CRBLEQ

Property Value Description

)OT 3SNNMPR FC?B MLIW JLBGA?RCQ GD FMQR NQ?RDMPK]
QSNNMPRQ )0T

)OT %L?@JCB AFCAI @MV DMP %L?@JCB BEORPRJ )D ? 7TGLBMUQ FM@IE@®GER?RCQ GO GR
GQ AJCRPBGQ?@JCB GQ AMLeEBUGRFC )0T NMRMAMJ

/@R?GL )0T 3CRBREQ !SRMKGR3IW #FCAI@MV DMP %L?@JCB BCD?SJ ORMTGBCQ DMP "?SRM AMIGHAEPRD
RC)0T ?BBEEQQ GD ?AACNR?@JC ()D
CL?@JCB ME®R!#% AMLRRICP
RFC LCVR RUMNNYCRFTCQ CHE?B
MLIW )D AZRHRC RUM WINCRFTCQ
@CJIMU KSQR @C QRKALS?IW

)OT !BBP CQQ ?2INF?LSKCPGA 4FC FMQR)0 ?BBEQQ GL )0T DMPK?R
RM @C SLGOSC ML GRQ LCRUMPI

-?P AF
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Property Value Description
)OT .CRUMPI OFCeV ,CLER LSK@CP 4FC LSK@CP MD JCDR KMIFESMIS®)

FE?R AMKNMQECRQS @LCROSR

$.3T 3CPTCPQ 2C?B MLJW )OT ?BBRCQQ DMP MLC ME i$M\P

)0T ?BBRCQQCQ GLBMUQ FMQRQ M
NRMTGBLE FMQRB F?Q )T
CL?@JCB

7 MPIQCLAFCPBDGA?RC -?L?ECKCLR NJ?R#PWNRM #CPRMMJIECP4

4FGQ TGCU ?AACTQCQRI@CLAEW QRBIP #1S SQC GR RMREBEGR?J SERRRCQ ?LB #G&RRC 3GELGL
2COSCQRQ #32Q ?LB RM GKNMPR ?LB CVNMPR IC\BEXZRCAORR 2MKBRC7 MPI@CLABRNIR)

9MS SQG-RBQ TGCU RM K?L?EC 0+) G8@GW )LDP?QRESAHSRCIQGELCBBGR?J BE8RRRCQ RM @CASP
AMKKSLGAERIL UBRLIC.G?E?P?.CRUMPECPReA?RCQ QCASPAMLLCARMLQ RVGR FMQR

Figure 80. #CPReA?RC -?L?ECKCLR TGCU

4M ?AACQEGRD TGAWBAUMMIQ #CPReA?RC -?L?ECKCLR BCD78Q RME&5QCP +CW 3BMP
4FGQ TGCU F?Q DMSP R?@Q

5QCP +CW 3RMRILR?GLECARIMR QCPKIFCLR ?LB GLRCRKERE AGER?RCQ WNISRE®

-?P AF

@GRQ MD)BT ?BBEQQ GL BCAGK?J

QCPTCPQ C?AF MD UFGAF A?L ?SRMK?RC
?2QQMAGRRQ @CRUCCL FMQRL?KCR ?LB

LIW

E
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SWQRCKSQR 3RMIMLR?GLETRPSQRCEIRN?PRWGULR AGRR?ROEPR AMKKMLIW QCASRCPLCR
QCPTCPQ

5QCPRBSQR 3RMPRILR?GLECRPSQRGBGLR AGRR?RCQ WMSP AMKNZPRCBRRM QCPTC ?Q GRQ MUL
#CPBeA?RC ISRIPGRW

1JJMUCB (MQRMILR?GLQ ?MNEB QDDGELCB ARPRRCQ 4FCEAERIRA?ROEPR WMS MP QMKCMLC CJQC
GL WMSP AMKN?LW ILMUQ RM @AQERSF?ROEPR A?L @C SQCB RM CLAPWNR B?R? 4GERTREGPR
A?LLMR @C SQCB RNC2¥RA?RC ? QCPTCP @CA?SMMR K RCPRA?RC GCBWQRCKHSQR 3RMASQCP
4PSQR 3RMPQ QGELJBOK

I QCN?P?RC RMNGA BMASKCLRQ C?AF R?@

7 MPI@CLAF ,GACLQC -?L?ECP TGCU NJ?RERIRKCIAF,GACLQC-?L?ECP
4FGQ TGCU K?L?EEQ RMLRCLRQ MD WMISI® CLARH] Q JMATBACLQC B?R?@7?QC

Figure 81. 7 MPI@CLAF,GACLQC-?L?ECP TGCU

4M ?2AACQEGR TGCU L?TGE?RMNRIGLB QCICARA?J ,GACLQC $?R?@72QC

"SRRMLQ
)KNMPR &GIKNMPRETCREACLQC eJAHOREC JMA?J BPGTC
%VNMPR &GJIBMPRECRYCICARGBALQC eJC
$CICRBCICRCECRICICARGBALQC eJC
3WLA ILGLQWLAFRGXCIBACLQCQ GL B?R?@ FPEAMERCLQGLE QCPTCP

-?P AF
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Chapter 18. Windows

7 GLBMUQGHRC ?LB CGBER B?R?@7QEMBQ MP AMAR GLDMBIKRRUFCL ?AACQQGLE ? AMKNMUSLITRRAACQQ
RFCK @W BP?EEGLE ? AMKNMLRIKRPIN?JCRRC GLRM GRIRRP @BAMILE ? @SRRML

7 GLBMUQ BM LMR QSNNBIRBCU & ?LB'SGBC ML 2FECRECIN M1 JC?PL ?@MBR& GLDMPIGNR. C?AF AMLR?GLQ
QC2%F RC FCIN QWQRCK DMP I®® UMP

IBT?LACB 0J?RDMPK /RRILQ

4FGQJ?RDMPK 'BKGLG@RR?BLBMU MNCLQ DMP MVMZRRJ?RDMPKQ MLJW RM @GQ@IICBMP AMC2ESP
ACPR?GL QCER ?LB NRCRFQ

Figure 82. *1#% IBT?LACB NJ?RDMPK BMEQ

&MP 7GLBMUQ @?QCB FMQRQ WMS AGLBGQJ "2CKMRC $CQIRMN #MGMIAR DMP 3&40 33(
Figure 83. *I#% 18 IBT?LACB NJ?RDMPK GIMBQ

Advanced Platform Opticns x

[] paemon Debug Enabled
[] usBBackup Enabled

OK | Cancel

NOTE: 4FGQ UGLBMINS?ACQ PIP/Telnet QCJCARIL ?T?GJ?@JC DMP 1.8 @?QCB NJ?RDMPK&PE3RPRGLE
UFGAF ZP@MRGLFCR.RW JCQQ QCAEPTGACQ

Property Description

3840 33( %L?@JCB OMPR ?BN2@JC AFCAI @MV BCORSBQ?@JCB RM LM%L?@JCQGB?@JCQ ?LB AMIGESP
RM#% 18 AFCAI K?PI 3840 3CASE &GJ®2LQDCRMRMAMJ
MP 33( 3CASE 3FCIORMRMAMJ ?AACQQ
&MP TGLBMUQ @?QCB FMQRQ WMS
RWNGAYBQCGLBMUQ "2CKMRC

-?P AF
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Property Value Description

$CQIRMN #MLLCBRLQ_GLQRC?B

IQ D?ARMPW QFGNNER?9?
AMLRRICR] 3840 ?LB 33(
QCPTGACQ BRIRI$EBQ?@JCB 4FGQ
K?W @C @CQR CQNWATFTR
NJ?RDMPK GQ CVNMQEBNO@RA
)LRCPLCR (MUCTGP QMKC A?QCQ
WMS K?W UGQF RM RCKNMP?PQJW
CL?@JER QGLEJC NMPRCBRORY
FECQC QCPTGACQ NCPF?NQ RM
D?AGR?RC BC@SEEGLE

CAUTION: %TCL 3&40 ?LB 33(
NMQC QCASPGRW PG@CL'QTELE
UC QRALEJWCAMKKCLB WMS
AMLeESP RC NJ?RDMPK 4,3 MLIW ?|.B
ICCN RGQ DSGAR BQ?@JCB SLICQQ
MRCPUGQGEBARCB @W 3WQRCKQ
%LEGLCCPGLE

IDRCP JMEEGLE GENIZRDMPK
ARBCLB?JQ 33( ?2AACQQ RM ?
AMLRRICP WPTGBCQ QWQRCK QKCJ
?2AACQQ BERC Q?KC KCLS ?Q
NRMTGBCB @W QCPG7XAETI RM
GRQ23 NMPR

9MS A?L AF?LEGR 4#0 )0 NMPR
QF?EB @WRQC QCPTGATQREE
UCJ ILMUL NMPR RM QMKECHR
NMPR (MUCTG@®C QSHR?R ?LW
eFCU?JQ SQCB ML WMSP LCRUMPI
2IJMU RRIDRMAT ?RCPL?RC NMRAR

$?CKML $C@SE %L?@JCB BIWNI@JC AFCAI @MV BCIRGBQ?@JICB RM LM%L?@JCQ ? UC@QCPTCP RM ?AACNR
RM#% 18 ?LB *1#% AFCAI K?PI GLAMKGLEMRIR)CP AMLLGARQ ML
?LB

#MLLCABLE RM NMPR  SQGLE ?
@RUQCP

https://<ipAddress>:5011
NMTGBCQGEQR NEDIDQ RM
?BBGBML?J GLDMBKPRP@MER R
AMLRRICP

53" "?AISN %L?@JCB ?NEA?@JC RM AFCAI @MV BCIR3IBQ?@JICB RM LM%L?@JCQ ?LBR?@JCQ 53" @?AISN DMP
*1#% 18 AFCAI K?PI NJ?RDMPKQRF?TC 53" @?AISN
A?N? @&RW

#F?LEC 4,3 3CRBLEQ UGLBMU
4FGQ UGLBMWNBBCQ ?AACQBRARNPEK?PW 4,3 @GLER)

-?P AF
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Figure 84. 0J?RDMPK 4,3 3@GREQ USRCD?RIT?JSCQ CL?@JCB

7 GLBMUQ

4M ?AACQQ CVNBUIBRDMPKOJ?RDMPK IBKGLG@RMAMB AGAKF?LEC 4,3 3CRBLEQ

Properties

3R?RC

OMPR

-?P AF

Value

43Q ILIW

DMSPGEGR LSK@CP BRIBX3J

Description

3NCAGeCQ FMMPI@CLAKGCLRQ
AMLLCAR RAGR FMQRJ?RDMPK
B?CKML

43Q /LIW b /LIW QCASP
NJ?RDMPK AMLGBAR)GP
2IJMUCB LW ?RRCKNR RM
AMLLCAR BGRBR QCASPGRW
EMCQ SO®MJTCB ©IPP MSR

4FGQ QR?RCIEBRCB ?KMLE
REC NRINCRFCGORCB NACR
K?GL 0J?RDMPK
IBKGLGQRBNRL TGCAQ
70J?RDMPK 4,3 3SNNMPR_
QR?RC

NOTE: 4FCTisonly MNBML

NMTGBCER@CQR QCASPGR
NJ?RDMPKQ QSNNMPR QCASH
4,3 NJ?RDMPK AMLLGMRQ

)BCLBeCEFR QMDREARMPR
KMLGREB @W-B NJ?RDMPK B?CKML
DMP ? QC&3R?RDMPK AMLGBAR
4FGQ GQIBBLR RPL FEC BCD?RJ
(440NMPR  DMP ? EESJ?P

v 1J
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Properties

#CPReA?RCGPQ

#CPBeA?RC 0?QQBRIMP

OAMMRMAMJ

5QC %VRCLBCB -?QRCP GRAP

Value

RCVR BCLRQRMGBCD?R)@
QGELCB AGER?RC DME?P?  7LB
J?RCP BCIRGRRPGBKQ@ QGELCB
ACREeA?RC DMP.GFE?P?

TCPQGMLQ

RCVR ?LB AFCAI @MV

43T b)LAISBCQ 4,3 TCPQGMLQ

2LB NP MTGBLERC KMQR
fCVG@RW 4,3T b/LIW 4,3
TCPQGMLQ MP GRAACNRCB
43T b BCD?SJ R /LIW 4,3
TCPQGMLQ MP GRAACNRCB
43T b/LIW4,3TCPQGML GQ
?2AACNRCB

true BCD?R] MRise

.G?E?P? 0J?RDMPK 'SGBC

Description

NJ?RDMPK AMLBIARRR GQ LMR
QCAEP

CAUTION: )DRCE GQ ? €P?J ML

RC FMQR MP GRQ LCRUMPC @CDMP

AF?LEGLEFRBQ NMPR K?ICQEPR
RFC eRU?J UGRIMU RREDRMAT
LCU NMPR

4FC ?G?Q DNWWE RCPTCP ALPRRC

GLIRC NJ?RDMRHKEW QRIVRM SQ(
DMP ?LW NJ?RDOIQPR_L CARL
4FC BCD?BIGQ ?SRMBARW
AR?RCB UFCI7E?P?GQ ePQR
JM?BCB

NOTE: )D RCRPGBKACREeA?RC
2JE?BW SQCB MICRQR@RIL MP
FEC NJ?RDMPK PSLQC2d4E?P?
TCPQGMECRPGEK
ACREeA?RC GQ SQCB @SRIER U
QCPTC ?QCAMTCPW AB2RRRC

)D ?LMICP ACBRA?RC F?Q @CCL
GKNMPRCB BL RI?RDMBKEW
QRMIPSQCHT BRIN BMUL AMLRP
RM QCJCAR GR GLQRC?B

#CPBeA?RCQ MCRIJ?RDMPIC?P
K?L?ECB TGH NJ?RDMPK
#CPBeA?RC -?L?ECKCLRGCW&MP

GJ

ECLCP?J GLDMEBKRRMIFRQ RMNGA

QCQliagara Station Security Guide

IQ MDG?E?P?  FFC ACRRA?RC GQ
N?QQUBMMRCARCB @W ? SLGOS(
N?QQUBMMP IRC EIM@?J ARRPRRC
N?QQUBPORMMKNRGFAR SQCP RM
NRMTGBER SQ@CeL.CB N?QQUBIP
MP IRC EIM@7?J AB?RRC N?Q@BIMP
?2QQMAG?RCB BRGRACRRA?RC

$CeLCQ RC KGLGKSK 4,3
4P?LQNMPR ,?WCP 3CASPGRW
NMRMAMJ TCPGGRIRR
NJ?RDMPK B?CKMJCASRCPTCH
2AACNRQ RM LGERR WGRAGCLR
DMP ? QCE$R?RDMPK AMLGSAR
$SPGLER F?LBQF?IC FC QCPTC
2LB AGCLR ?EE ML UFGAF
NMRMAMJ RM SQC

4SPLQ ML ?LB PBC "%VRCLBCB

D

U

-?P AF
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Properties

4,3 #GNFCP 3SGRGI8N

Value

BMIN BMULQQFRcommended BCD?®]
MPsupported

7 GLBMUQ

Description

-?QRCP 3CAR_ ML ? QCPTERL
RSPLCB DII)CR Rt  ?LB AFC
NJ?RDMPBPR?PREL RO5 SQ?EC
BMCQ LMR AF?LEC QGELBNATERL
AMLLCAR E RWMB0J?RDMPK
IBKGLGQRBMRIGCU MR ? &)03 KMBC
7 MPI@CLAF

#MLRMJIQ UFGAF AGNFCP QSGRCQ
SQCB BSPGLE 4,3 LCEMRMVIL 4FC
BCD?RIGQ KMIBCASHR?L FEC MRCP
MNBMLSupported  ?LB QFMSJB @C
SQCB SLICQQ GR A?SQCQGGEEIIVR
GQQSCQRIER AGCLR

A?L @C

#MLDGEGP2% -CKMPW OMMJQ UGLBMU
4FGQ UGLBMWNBBCQ ? KCAF?LGQK RM ARBLBESIVBC 2SLRGKC %LTMHEKCLR KCKMPW

I eVCB KCKMPW DMMRNPGLR QCROXLZKMPW NMMJICHEBIRE MLC NMMICERQ ?R JC?QR MCE NIRMJ

CAUTION: #MLeESPGLE ? AMUREP UGRBLQ&BRGCLR KCKMPWRATERMLQ AMSIB NI RAT QRERIL MR
QR?BRE MP AMSJB A?SQQRERIL RM D?GJCORPPR

Figure 85. #MLeESE .2% -CKMPW OMMJQ UGLBMU

aM ?AACGRILeESE .2% -CKMPW OMMJQGLBMWMNCL RC0J?RDMPK IBKGLG@RHIZBCU ?LB BAHMLeESE
.2% -CKMPW 4FC BCQAPGNRQ QFMULKL BGLBMU GLAJSBAMKKCLBCB IMATRML QGXCQ )D WMEQRMIR
QN?AC IMATRVL DMP ?LWFRIIKBGKMPGCQ BCQAPG@CB ?@MTC WEAMKKRFRRILRBCP DMCR.CU

AMLeESPERIL RM @ CAMHITCER C

-?P AF



7 GLBMUQ

.G?E?P? 0J?RDMPK 'SGBC

Table 3. .2% KCKMPW BCDRGXCQ GL -"

Type of memory MB
3WQRCK 2CQCPTC 3GXC
(C?N 3N?AC 3GXC

-CR? 3N?AC 3GXC

#MBC #?AFC 3GXC

&REC -CKMPW \

Description

1IJIMA?RCQ TEBVL?JGPMNCRGRE QWQRCK QN?AC "W RABBEQRGQ QCR RM -" 4EXML WMS KGEFR
FCQCPTC ?8BML?JIPMNCRGRE QWQRCK QN?AC GQBBIL?BRWQRCK 2!- GQ LCCBCB UFCL ? LCY
FFRC?B GQ QN?ULCB BWJRERIL MP LG?E?P?B B?CKML DBIFCLQR?AI ?LB MTCPFC?B

#MLeESEQ UFGPRC QRERL PSLQ 'Q WMSFERPK EMUQ GRESGR KME FC?N KCKMPW

(MJIBQ ZIMOFR *?T? AJ?QQEQRR?E JM?BCBIIR FEC KMBSJCQ 'Q WMS GLRRRIBPGTCFRB®R
GLAPQCER LSK@CP MD H?P eJCOQLERBAJ?QQCQ

(MIBQ AMBERR F?Q TUPBW @CCL AMKNGJCB *?TAMILAFGR)4 *SQR )L GKC AMKNGJIQP?T?
CVCASRCQ AJ?QQCQ GR AMKNGJGCAMBI?MELE AMBE?R GR F?(C2BW AMKNGJCBARMRBC
#?AFC Q3KGL?RGTRCCB RM AMKNGJC GR ?E?GIF#RIBQBQCB KMQR MDRCL GQ A?AFCBQBGACTCP
FFCE GQ BKGRCB ?KMSLR MD KCKMPW ?T?GJ?@JC RM A?AFCABIBQ SSRAEBMNIKNGICPRPQ R
QRTRVL PSLQ )D WMSQBRKCKMPWIMATRVIL RMIFIU ? QGELGeA?LR ?KMSLR MD QN?AC DMP AMBC
A?AFGLER QRERIL PSLQ D?@REHRH PGQI GQ GL R?IGLE ?U?W RMM KSAF KBKRAS\WMREP KCKMPW
QN?AC@RIFEBLE GER QRERIL @CGLE SL?@JC RM BSL ?R ?J

$?CKML /SRNSR 3CRREQ UGLBMU

4FGQ UGLBMUHEQRQ RSLEQ?RMSLR ?LB AMLRCLR MSRNSFGBIEB @GAU'RNJGATML $GRRNMPMSRNSR ?LB
NJ?RDMPK B?CKML MSRNSR

-?P AF
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Figure 86. $?CKML /SRNSR 3CRREQ UGLBMU HERARILRBCP

Daemon Output Settings *
Log Filter Setting
acctmgt IMFO
appOut IMFO
auth.domain INFO
auth.scram INFO
crypto IMFO
dhcpd INFO
file INFO
filteredlog INFO
ip.util INFO
jars IMFO
jetty OFF
niagarad INFO
nre.hsm ALL
nreconfig
FINER
qnxosupdate FINE
amawifi CONFIG
reboot INFO
security.initializer WARNING
_ _ SEVERE
security. keyMaterial oFe
security. keyRing INFO
security.niagaraPolicy INFO
security.systemPassphraze | INFO
shared ey INFO
stationRegistrny INFO
zys file INFO
updatedaemon INFO
webserver INFO
_ox |

-?P AF
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4M ?AACQEGR) UGLBMIVN?LB0J?RDMPBMS @ JCRWDI?RDMPK |BKGLGCRAZE AGAKF?LEC MSRNSR
3CRBLEQ

"W BCD?RJ?J B?CKML NRPACQQCQ F?TC ? KCQQ?ECRIBHEXITCJ 4FC JMEQ GLAOSBINRIGLE

© niagarad JMEQ GLDMBHARDMIZRNJI?RDMPK B?CKML LG?E?RABAMRY BGRBEF JCTCJ CLRBECQ J
niagarad starting baja home = ... niagarad stopping

> appOut JMEQ GLDMBKARDMITARIC?B R?R K?L?ECQRR @3SECPQ ?QQMAG?AGBRIRAL MSRNSR K?IGLE
FE?R MSRNSR TGQGELINIEIGRZRVL $GRRMRGCWLRPGCQ KW RR @SDP QGXC AF?LECQ ?T?GIP@JC GL R
INNJGATRML $GRRMELRCPD?AC MP GI@IGIR MAASPQ BRI EFRC MSRNSR RMPI@CLAF

fle JMEQ®DSCQRQ K?BC RMNI?RDMPK B?CKQA]C QCPTICR 0J?RDMPK TGCUQFQ&BFPRLRDCP
#IGCLRMKKGQQGMLGIGEEP 3SMDRUCR?L?ECP ?LB 3R?BML #MNGER.CP?RERYICGOSCQRQ -?LW
BADCPLR RGLEQ A?L NPGLRFBQ RME QSAFegast for file <xxx > ?LB wrote file <xxx > UFCRE
<xxxX > GQ ? eJC L?KC

gnxosupdate JMEQ GLDMBHRARDMIZR3 SNEP?BC QCPTJCR?REB @RACRNJ?RDMPK B?CKKMMPI@CLAF
SQCEFRQ QCPTJCR RM SNERZBE/RGL R FC FMQR AMURPP UFCL SQGEERVMKKGQQGMLGIE®EMP
$GQRPGHMERGJC )LIDRERNSR A?LEfCAR ? NP@JCK UFCL SNEZIEERC 1.8 /3 QSAF ?Q os crc

isnOt right ?LB waitpid when launching osupdate command failed

reboot  JMEQ GLDMBHRARDMICRE @MMR QCPTJCR UFGAF GEQMRCAMDGRQNRI?RDMPK B?CKML
K?L?ECQ

stationregistry JMEQ GLDMBHMARDMP NJ?RDMPK B?CKML K?L?ECKCLRMIBIREBRRISBQR?PRSN
QFSRBMUL ?LB U?RAFBMESRAR)

updatedaemon JMEQ GLDMEBHARDMP FILBY MPI@CLAEOSCQRQ DMEASRB?RDMPK B?CKML
AMLeESPERIL 4FGQQMEQQ GQ SQCB K?GIEVWWERORIPK IBKGLGQRHECU

webserver JMEQ GLDMBHARDMICR440 QCPTCHFRR K?L?ECQ GLAMKGLE NJ?RVPR AMLLGNRQ
%LRPGCQ VPRCL ECLCPGA @ROMPCKML F?LBQ MBMR ?NNMNPG?RC NJ?RDMPK QCPTJCR

&@ICP 3CREE
&MP ?LWMRCQQ SGCRAICP 3IGRABMN BMULGQR RM QCJCAR NHCCINIWRIGLE

FINE FCRSPLQIKCQQ?EC BFRGRW TCP@MQC 4FGQ GIRRSBRTINRI?) KCQQ?ECQ UFGARKIS GL
RMM K?LW KCQQ?ECQ RM @C SQCDSJ ,CTCAQ GBER?EINEST ?RC COSGT?JCLRARWIRE JCTCJ GL
FEC QRERIL JME MSRNSR

CONFIGFCRSPLQ AMLeESRIRGLDMHZR
INFO FCRSPLQ GLDMBMRRI -%331'%Q NJSQI22/2 ?LB 7 12.). RWNCQ
WARNINGERSPLQ MLIW %22/2 ?LE7.' RWNC KCQQ?ECQ LM GLDMP&RR 2J -%33!'%Q
SEVEREFCRSPLQ MLIW %22/2 RWNC KCQQ?EQR)L MR GLDMPK?RGML?J -%33!'%Q
OFFBGQNJ?WQ T KIRQ?EC

%B5R &&P UGLBMU
4FGQ UGLBMU QCJICARQ GREERIDMERI@WRCPGLE SLBCBGRCKQ MSRAGBNMDRUCR?L?ECP TGCU

-?P AF
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Figure 87. %B5R &&P UGLBMU

/ Software Manager -

ﬁ Current free space 3,254 343 KE To be installed 0 KB Estimated free space after install 3,254,343 KB
File Installed Version  Awail. Version
app-rt Tridium 4.7.102.14 Tridium 4.7.109.14  Up to Date
app-wh Tridium 4.7.108.14  Tridium 4.7.109.14  Up to Date
Bon Edit Filter >
bas \f Mot Installed
baj J Mot Installed (Requires Commissioning)
i Up to Date Check All
baj| [# Filter by status
- CannotInstall Clear All Checked
a
! Bad Remote File
baj Mot Available Locally
<& Show rows with names containing text
] Filter by name
<> Show rows with nameswhich do not contain text
Apply | Cancel

4M MNCLRGQ UGLBMIMLLCAR RRCAREKMRC NJ?RDMPK CVRIPRDMPBMS @ JCGWBMDRURCR?L?ECP ?LB
AGAIRC eRCP GAML RiL&NNCP JCDR AMPLEG MBECR

Type of ylter Description

&@ICP @W L?KC

&®RCP @W QR?RSQ.MmBsJCQ UERL Out of Date  MFOut of Date (Requires Commissioning) QR?RSQ 2JU?W|
?NNC?P GEGBMDRUER?L?ECP 3M BM ?LW UER.AMKKGRRCB GLRCLBCB QR?RSQ T?JSdasdlAF 2Q
Uninstall ?LB QM ML

7FCL WMS CL?@XFCRRCP @W QR?RSQ WMS A?LREEARIRSQCQ RM GLAJSBC MP A|
MKGRMR FFC GOQR MD ?QQMAG?RCB KMBERTHGEC R QM@

~

.?KC eJ RCPGLE JCRQ WMS GLAJSBC MP CVAJSBC GRCKQ @?QCB ML ? AR ARCRMBRRE]E NMRR7FCL
CL?@JCB AFCAICB WMS A?L RWNC GL ? QRPGLE MD AFFRRARER(Q MILE RECFOMWUGLE

Not Installed GLAJSBCQ KMBSJCQ ML WMER®?R @C GLITHRJOSRZPMR GER
FCKMRC NJ?RDMPK

Not Installed (Requires Commissioning) GLAJSBCQ KMBSJCQ ML WMERAERMR MIFR
FCKMRC NJ?RDMPK 4HAQVIRC AMIMRIEP KSQR @C SNEP?BCB S(XREBQGMLGIE®
ePQR

UptoDate GLAJSBCQ KMBSJCQ ML WMSP 0#FPCEBXBMRC NJ?RDMPK GHEE QMDR?H
GQ LMR MJBCP

Cannot Install GLAJSBCQ JMA?J KMBRRGESLE?B?@JC MP F?TC ? @7?B K?LGDCQR
3MDRURR?L?ECP A?LLMR GLQRRIQC KMBSJCQ

BadFile GLAJSBGTKRIRC KMBSJG?R ?€ SLE?B?@JC MPRF?TC ? @?B K?LGDCQR

GBC

Q

C?P RM

4FC

-?P AF
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Type of ylter Description

Show rows with names containing text GLAJSBCQ MLJW GRERCUHGRKC R?R AMLR?GLQ
REC QRPGLE
Show rows with names which do not contain text GLAJSBCQ MLJW GREKQQIGRCOMRR

BM LMR AMLR#&L @RPGLE

4FGQ DCRBPL @C SQCDSJIRMPH?LW KMBSICEFUVEKRKML L?KC AF?P?ARCPQ DMP
CV?KNJC NIML_ MP "BMA_ N?PR L?KCB KMBSJCQ

"SRRMLQ
7 GRQR?RS@EPGLE CL?@JCB WMS AZECADMJ ?LB#IC?P |J #FCAICB

)D 2WQR?RSQ GRCKAITB MLIW ~SR MD $?RC_ ?LB SLAMKKGRRCB QR?RSQ KMBSJCQ ?NNC?P

)D 2WQR?RSQ GRGKAFTAICB AT BGONJI?W GQ QGKERP@ICB QR?RSPGUE CVACNR LML KMBSJC_ GRCKQ
2R~ LMRGQRCB

%VNMPR UGLBMUQ

4FCQC UGLBMUQ GLAJSBGRI?LB CVAJSEINI?RDMPK QSKK?PW B?R? NJ?RDMPK B?CKML AMLQMJC MSRNSR 2L
QRTRVL AMLQMJIC MSRNSR RM EMNFEB BEKML ?LB QRZRL 4FC CVNMPRCB B?R? K?W @C SQCB DMP
RRIS@JCQFEIMRNSPNMQCQ

Figure 88. %VNMPR UGLBMUWEKR R?@

4M ?AACQRAIRC UGLBMUQ CVNRIIRDMPKINNIGABML $GRRMRRB AGAI RC%VNMPRIMI @?P GAML

-?P AF
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Property Value Description
3CJCAR %VNMPRCP BRAVN BMULGQR BCHBXZRAbp Text 3CJCARQ FMU RM AMCHESRVISRNSR
Summary DMP CVNMPR
App Text Summary
Object to Obix
P?E5M @SRRMIGWMINR BCD?&IRMiew with external #FMMQCQ FMU RM TECICRNMPRCB
application B?R?

View internally AF?LECQRR
B?CKML MSRNSR RM M"GV 8-,

View with external application
MNCLOQAR MSRNSR GL ?L CVRCP[L?J
2NNGABML QSAF ?2Q .MRCN?B

Save to file CL?@JCEe®PMUQC
@SRRML BGRGAF RM QCJCAR ?L
MSRNSR JMFR

Figure 89. %VNMPR UGLBMU 3CRSN R?@

4M ?AACQEGR UGLBMICIC/ARRSIR? @
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Property

0J?RDMPK 3SKK?PW

$?CKML #MLQMJIC /SRNSR

$?RKML /SRNSR ,GKGR @WRCQ

4FRC?B $SKN

INNJGABML #MLQMJIC /SRNSR

Value

AFCAI @MV BCORGRM CL?@JCB

BMN BMULGQR BCHXZRM Not
Display

RC?B MLJW SLJOZ¢hon Console
Output GQ QCRLE¥WN Bytes

AFCAl @VV BCORSRMR?@JCB

BMIN BMULGQR BCIRGZIRM
Contents

7 GLBMUQ

Description

$CRCPKGLCQ GD NJ?RDMPK QSKK7PW

GLDMPKZRL QFMSJB ?JQM @C CVN

$CRCPKGLCQ FMU KSAF GD ?LW

MPRCB

B?CKML AMLQMJC MSRNSR RM GLASBC GL

REC CVNMPR

DoNotDisplay ~ CVAJSBCQ AMLQMJC
MSRNSR

AlContents  GLAJSBCQAMLQMJIC
MSRNSR

LastNBytes  CL?@J@@emon Output

Limit (bytes)
FMU K?LW RM CVNMPR

From Last Thread Dump ~ AMLEBLSCQ
REC MSRNSHRBFEC J?QR CVNMP

QM WMS A?L QCICAR

#MLeESEQ FMU K?LW @WRCQ MD B?R?

RM CVNMPR
%L?@JCQFRR?B BSKN

$CRCPKGLCQ FMU KSAF GD ?LW
?NNGATBML AMLOMJIC MSRNSR RM
GLRC CVNMPR

Do Not Display
MSRNSR

All Contents
MSRNSR

GLAJSBCQ AMLOQMJIC

LastNBytes CL?@JQQplication
Output Limit (bytes) QM WMS A?L
QCJCAR FMU K?LW RM CVNMPR

From Last Thread Dump ~ AMLBLSCQ
REC MSRNSRIRFEC J?QR CVNMP

5LAJSBC

CVAJSBCQ AMLQMJC

JKNMPR ,GACLQC UuGLBMU

4FC)KNMPR &G@SRRML ECRMPI@CLAF ,GACLQC -?L?BCP?JU?WQ CL?@JCB ?LB NAOJKRNPR ,GACLQC
UGLBMU DMP WMS RM L?TGE?RCARNVeIQKEBELQC MP J?P

/LIW RUM RWNCQ MD eJCQ ?NNC?P GMIR QCICAR

-?P AF
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Figure 90. )KNMPR ,GACL@?BVIE RM eLB ING¥ILIQC eJCBARTLQCAFSTC eJC

4M ?BB RM MP SNB?RC GL WMSBAMARS B?R?@?QC QQ3BBRACIeJC 2LBAF ! NMNSN UGLBMU
AMLePKQ QSAACQQ PCEERACLQC QCZBBCB MP SNB?RCB GL WMSP B?R?@?QC

-?P AF
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Figure 91. )JKNMPR QSAACQQ

)D ?LW MBARBACLQC Q WMS QCJCAR RMGKNBPIRRAC MLCQ ASRRW GL WMSP JMA?J B?R?@?QC KC?LGLE
AF?R RC ECLCP?RCB ?RRPGERERIRRKN GQGZPCUCPGACLQC Q GL WMSFGAARICIB?R? @ 2QCMR
MTCPUPGRRCL (MUBFCR)?KC )KNMPR QSAACQQDSJ KCQQ?EC NMNSN ?NNC?PQ DMP QSAF &aLGKNMPR MNCP

5QCP IAAMSLRQ

4FGQ QCIGMRMR AFC K?Gl0J?RDMPK 'BKGLG@RHIBECU GQ ?T?GJ?@3CHE2E? AMLRRICPQ MLJWSA?L
AR?RC KFENJIC NJ?RDMPK ?BKGLGQRP?RMP SQCPQ SN RM JKAIGREKQ28C DSIBKGLGQRP?RMP
NCPKGQQGMLQ E?REPBBBML?J SQCPQ ?LB A?L AFAERTRIQUBIRIDFCGP MUL 7AAMSLR

Figure 92. %V?KNJC UFCRRUM NJ?RDMPK ?BKGL ?AAMSLRQ F?TC®CBL AP

Manage platform daemon users *

Users
Mame Comment i
Tridium1

Tridium123 Recommended plat user credentials

New User | Delete User Change Password

ok |

)D WMSCRMKKGQQGMLGLE ? LCU SLGR MRIZRRRIRP?Q F?B ? AJC?L$GQR eJQGRQR2IWV ? UOIMUL
BCD?&INJ?RDMPK ?BKGL ?AAMSLR CVGQRQ 'EWFSILBFDIRRII?RDMPK ?BKGL SQCPIKT OVRISQABRBC
RM SL?$RIPGXCB GLRPSQGNIDMIFEFCDEIWMS A?L AMKNJCFRCMRMKKGQQGMLGLE R@QIQ R
#MKKGQQGMLGIEPEFCOSGR WMS RM eBRBR?PRCG-R BCD?BNJ?RDMPK SQCP ?AAMSLR B QRIGX?P

-?P AF
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.CU 5QCP UGLBMU
#IGAIGLEU 5QCPMNCLQRR .CU 5QCPUGLBMU

.G?E?P? 0J?RDMPK 'SGBC

Figure 93. %V?KNJC .CU 5QCP@&JME ?DRCP RWNGLE SQCP L?K® REBAWHRCLR

&MIMU RCQC @?QGA ESGGBQRMARC QWEE N?QQURP

5QC @MBNNCP ?LB JMUCP A?QC

JLAJSBC LSKCPGIEERQ

JLAJSBC QNCAG?J AF?P?ARCPQ

$M LMR SQCBGML?PW BKQP

$M LMR SQC WMSP AMKN?LW L?KC

$M LMR K?IC WMSP N?Q@U¥P Q?KC ?7Q WMSP SQCP L?KC

$M LMR SQC AMKKML LSK@GRQRCJICNFMLC LSK@CPXT QBER) WMSIFEPBPRLB QM ML

Property Value

5QCP .?KC RCVR

MLC JMUCP A?QC JCRBCR JC?QR
MLC BSEGR LSKCP?J

Description

I K?VGKSK MD  ?IJNF?LSKCPGA
AF?P?ARC?QX ! : UFCRE
RC ePQR AF?P?ARCP KSQR @C
?2INF?@CR ?LB DWNWUGLE AF?P?ARG
CGRP ?INF?LSKCPGA MP SLBCPQA
>

0?2QQUNBP ? KGLGKSK MD AF?P?ARCPQ SQGLE#PR?RCQ ?LB TCPGeCQMEBRP
JC?QR MLC 500%2 #13% JCRACIC?QR N?QQUBRSQGLE RUM eCJBQ

4FC N?QQUBIRSQRnatch GL
@MRN?QQUERCJIBQ 4FC
AF?P?ARCPQ WMS CGRCBBN 2Q
?2QRCPGQIQ

IL CPRMP NMNSKERGLBQ WMS G[
WMS ?RRCKNR RM CLRCP ? NB?Q
AE?R BMCQ LMR KCCR KGLGKSK]
PSJCQ

PQ
MP

QUMP

-?P AF
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Property Description
#MKKCLR MNBML?J RCVR ?R KMQR NOTE: IR RFC RKC MIFGQ
?INF?LSKCPGA AF?P?ARCPEFLBR  g\ASKCLR AMKKCLR RCVR A?LLMR @C
?JQM UCE > FC CB5RCB ?DRCFGIEBGR RM ? SQCP
?AAMSLR

3CR 3WQRCK $?REKLC UGLBMU
4FGQ UGLBMU AMLEESRC RKMRC NJ?RDIQFKIRC ?LBERC

Figure 94. 3CR 3WQRCK $?R&xL£ UGLBMU

IM ?AACQQ CVNAABOJ?RDMPKO0J?RDMPK IBKGLGQRRZB AGAKF?LEC $?RC 45KC

ORVINCRICQ
Property Value Description
$?RC RRCC eCJBQ $CelLCQ ? B?W KMERLB WC?P SQGLE
RFC SN ?LB BMUL AMMNRP@SRRMLQ
4GKC aFP RGKC JU?WQ BONJ?WQ GL FMSP DMPK?PR
4GKC :MLC BRAMN BMULGQR %?AF BKC XMLC MPGBCQ ? RCVR
BCQAPGNR ?LB GL ICBRRCQGR®R
FMSP MQCRMIP54# ?LB GD B?GHFR
Q?TGLEQKC GQ SQGE RDQCR NJS(
B?WGEFR Q?TGLEQ &MP CV?KNJC
IKCPGA? .CU>MPI
"SRRMLQ

© 5QC IMARQINLAMRGXCRIREKMRC FMQE?RCAKC ?LBEBKC XMLC WGRMSP MPI@CLAR

> 3?TCSNB?RCE®B?ROGKC ?LBEKC XMLC GICRIJ?RDMPK ?LB AJMKEAQERBMUFGQ @SRRML @CAMKCQ
2T?GJ?@JC ?DRCP WMS AF?LEC MCONRNKRIEQ GICRUGLBMU MP UFCL WIBSBQC ,MA?J

T #?LACR@?LBMLEEB SNB?RC

3SMDRUCRCR?GJQ UGLBMU

4FGQ UGLBMG@NJ?WQ GLDMRK?@MSR C?AF QMIRMBBICHRR GQ ?T?GJ?@JON B LGLQARBIML ?GKMRC
AMLRRICP NJ?RDMPK

-?P AF
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Figure 95. 3SMDRUCRCR?GIQBMEMK3MDRUCR?L?ECP

4% Software Details >

Module selfSignedTimestamped-rt

Description A zelf signed, timestamped module
Installed Available
Version Acme 1.0 Acme 1.0

Releasze Date
Status Signature Warning Signature Warning

Processed for Jace MNotProcessed Mot Processed

Installable File Details
Path C:\MNiagara\MWiagara-4.8.0.16\sw'\1.0=elfSignedTimestamped-rt.jar
Size 5.0KB

Installed Signature Details

Status Self-signed signing certificate
Certificate path validation failure

Signers

zelf_signed

This signeris using a self-signed certificate. Self-signed certificates will not be
allowed by defaultin a future version.

This signer's certificate path could not be validated. Modules must be signed
with avalid trusted certificate im a future version.

Available Signature Details

Status Self-signed signing certificate
Certificate path validation failure

Signers

zelf_signed

Thissigneris using a self-signed certificate. Self-signed certificates will not be
allowed by defaultin a future version.

This signer's certificate path could not be validated. Modules must be signed
with awvalid trusted certificate in a future version.

4M MNCLRGQ UGLBMIMLLCAR RRCAREKMRC NJ?RDMPK CVRIPRDMPBMS @ JCGWBMDRUCR?L?ECP JMA?RC
? KMBSJC ?LB BMS@JGAAGRQP

$CR?GIQ GLAISBC ? @PGCD KMBSGEBMBCAMRIGNIEQMLQ @CRUCEIBAUBRI?GI?@IC KMBSICQ KMBSJC eJC

?LB QGXC QGEIZRERPRSQCQ ?LB UF?RCTCP KMBSJC BCNCLBCLAGCQ CVGQR @W N?PR L?KCRIFTRICBBCLAGC
DMP @VRQCQ UF?R QMORGERSGB @WRQ KMBSJC NJSQ QMIRPRBQ BCNCLBCLRFBOKMBSJIC 4FC
BCNCLBCLAW BCR?GIQVIP GLDMBKPRVLIW 7FCL GURQE2KMBSIJCHYIRFFC3MDRUGCR?L?ECP ?J

BCNCLBCLR KMBSJCQ ?ZPRMKTAIW GLAISBCB UFCL WMS QCJCAR ? KMBSJC RM GLQR?J

-?P AF
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IQ UCJ ?Q BONJ?WHEPGGEL?RIPR?RSQCERIMRICARCB KMBFIEQRJGLBMWNBBCQGL) RM TGCRLR
ACPRA?REMR RC KMBSJC GQ QGELEBSMRKMPBCR?GJQ ML QGELQR3RSQUDCEP RKCRliagara Third
Party Module Signing ESGBC

3WLA .MU UGLBMU

4FGQ UGLBMU ?RRCKNRQ RM AMLLCKRIRM.20PQCPTCP MTRKP)RRCPLCR 4FC NSPNM@GOIBMRLLGME GQ
RM AMLePKkPR RC AMLRBCP A?ICRAF RC .40 QCPTCP RM QWMIERC B?RC ?GKR

Figure 96. 3WLA .MU UGLBMU

4FGQ UGLBMU F?Q MLIW MNCRRW DDV OSG2CB BMK?GL L?KC MD ? B3@D QCPTCP WE R ?BBEQQ
MD ?LW ?AACQQG@JC .40 QCPTCP

SWQJIME #MLDGEIW?RGLBMU

IQ MDG?E?P?  WMS A?L ?2AACEQIWQIME #MLeESBNMR GLBMU GEGOJ?RDMPK 'BKGLGQ@RRZBECU
3WQJIME GQ ? QRZNEIRMAMJ DMP KCQQ?EC JMEEGLENBGAERQ?ECQ ECLCP?RGBEIWRM @C QBBIP
2LB ?L?JWXCB MLGKMRC QCPTCP
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Figure 97. 3WQJME #MLeESR¥YR UGLBMU

4M ?AACORARBWQIME #MLeESFMRIGLBMWNCL RC0J?RDMPK |BKGLG@RHARCU ?LB GBABWQJIME
#MLeESPBML

Type Value Description

%L?@JCB false BCD?® MRue $GQ?@JCQ D?JQC MP CL?@JEQ RPSC R
QWQRCK JME QCPTGAC

(MQR )0 ?BBEQQ 3NCAGeCER0 ?BBEQQ MP FMQRL?KC
MDRC 3WQJIME 3CPTCP

OMPR LSK@CP BCDR®RM 3NCAGeCRORNMPR DMP
AMKKSLGA@RIL

-CQQ?ECWNC FC?B MLJW BCDORIRM "3% 3NCAGeCRORRWNC MD KCQQ?EC
QSNNMPRCB #3HPRN MLJRACR3$
RWNC GQ QSNNMPRCB
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Type
4P?LQNMPR

#JGCLR 0?QQBMP

0J?RDMPK

3R?B8ML

3WQJME ,ME ,CTCR&8J

3R?BML ISEBR

3CASPGRWGHB

&?AGRW

1SCSC 3GXC

Value

BMN BMULGQR

RCVR

true BCD?R] MRise

tue BCD?®] MRise

Off Severe Warning Info
Fine Finer Finest All
Info

Config

BCD?®RD RM

tue BCD?®] MRise

true BCD?R] MRise

BAVN BMULGQR BCHZZRidcal0

LSK@CP BCDR&RM

7 GLBMUQ

Description

3NCAGeCRORP?LONMRARRIPAMI SQ
DMP AMKKSLGAPRKCQQ?ECQRM R
QCPTCP

4FGQ GQ MCIVBEB GF& QWQJIME
QCPTCE®SGP KSRS?J 4,3 K4,3
NRMRMAMJ 4FGENOPRW BCelB® R
AGCLR AGRR?RC GCBQCP +CW
3RMPRM SQC 2CDCBTERP? 3RERIL
3CASPGRW 'S®BL ME?RELE ? #3CLR
#CPBeA?RC DMP 3WQJIME AMERESP
DMP KNFGLDMPIGNR. ML ECLCBRR
#JGCLR #GRA?RCQ

%L?@JCQ RPSCAIP@®JICQ DBQC
NJ?RDMPK JMEQ QCER RKEIRRICP

%L?@JCQ RPSCOP@®JICQ DEQC
QRZRVL JMEQ QCLRRRIGPTCP

3CRQFR KGLGKSK JCTCJ MD NJ?RD
2LB QRBML IMEEPR UGEC QCLR RN
FEC QWQJME QCPTCP

%L?@JCQ RPSCOP@®JICQ DEQC
QRTRVL ?SBRIAMBQ QCLR TR
QCPTCP

%L?@JCQ RPSCAIP@®JICQ DBQC
QCASPGRVGRIBMEQ QCLR RMCR
QCPTCP

3NCAGeCREFD?AERW MRINEQQ
UFGAF ECLCP?REB QWQJIME
KCQQ?ECQ

3NCAGeCRXROSCSC QGXC RM FWJB
KCQQ?ECQ SLRRW QCLR

?R

MPK
f

R

6GCU $CR?GJQ UGLBMU
4FGQ UGLBMU QSKK?PGXGQIMPKRR(I?RCB RVCRVJ?RDMPK
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Figure 98. 6GCU $CR?GJQ UGLBMU

View Details X

Flatform summary for 172.31.66.17

Daemon Version: 4.7.1058.14

Daemon HITP Port: 3011

Host ID: Cnx-TITAN-TES8-A1CT7-CCAB-EBFQO

HNiagara Buntime: nre-core-gqnx-armle-v7 (4.7.10%.14)
Architecture: armle—v7

Humber of CPUs: 1

Model: TITEN

Product: JARCE-2000

Enabled Buntime Profiles: rt,ux,wb

Operating System: gnx—jace-nd-titan-am335x-hs (4.7.1059.14)

Java Virtual Machine: oracle-jre-compact3—-gnx-arm (Oracle Corporation 1.8.0.161.
NHiagara Stations Enabled: enabled
Platform TLS Support: enakbled

Port: 5011
Certificate: tridium
Protocol: TLSw1.0+
Syatem Home: JSopt/niagara
User Home: Jhome /niagara
Physical RAM Free Total
75,704 KB 1,048,57¢ KB
Filesystem Free Total Files Max Files
! 3,255,233 KB 3,452,848 KB 483 109152
fmmtfaramil 393%.051 KR 3493%.215 KR N n
Q}Eupytuﬂhphomﬂ Close

)LAJSBCB GEG6GCU $CR?GIR BMU GQGIERE MDIZBLQRCE KMBSJICQ JCVGABACLQCQ ?LB SERRRCQ
)LAJSBCB GQ ? QRELC G@RE AMLeESEML DMP ?SRMQR?PR ?(EYRIRRPNISQARRPR?RSQ

"SRRMLQ GLAJSBC

#MNW RM@B@NB?RSRQ PBCR?GJIQFFGLSLBMU ML WMSR)OALBMUQGN@ MB?P
#IMQCVGRECRUGLBMIQ?KC ?Q 7GLBMUQ AIMQC MILRPRLRCLRQ AMNKBEBIPML GN@ MB?P

3MDRUCRCR?GJQ UGLBMU

3MDRUCRCR?GBQFR UGLBMUFRR ?NNC?PQ UFCL WMS BMSEAJICIAGRCK DMP CV?KNJC KMBRRLB 6C R
NJ?RDMBRRMDRUCR?L?ECP TGCU LSK@CP MD BCR?GJQ/GQBEB ?@MSRECICARCB GRCK
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Figure 99. 3SMDRUCRCR?GJQ TGCU

OMMTGBER® BCR?GJQ BOIRRICARCB KMBSJC
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Chapter 19. Glossary

4FC DMMUGLE EIMQQ?PW CCRPRCQNCAGYARIMRRMNGARQRR?E GLAJSBCB ?Q N?PRAIDERMASKCLR
4M eLB KME EJMQQ?PW RCPKQ ?LBBME@HICP RM EJIMQQ?PGUP GIBIBBS?J BMASKCLRQ

Alphabetical listing

engineering workstation

IL GLOQRIIBML MB?E?PML ? 0# UFGAF GQ SQCB RM AMKKGQQRMLAAWEBRF ?LB NCPDMPK ?0NERVIL
CLEGLCCPGLE MIE@BELC ?LB MGLC QRARLQ )L QMKC A?GCERQ UMPIQR?R K?W 2JQM@ACIL1QCB RM PSL
? QRTML RM DBRERC ?BNIFVL BCTCIMNKCLR ?LBREQR

NTP
.CRUMPI 4GKC OMRMAMJ 4FQIRNMAMI GQ SQCB @W AMKNSRCPQ ?LB BCTOAGXRMIDIALARATP R
JLRCPLCR

uTC

#MMBGL?RCB 5LGTCPQRT454# GGFR EAMELGXCB ?RMKGA AJIMAI BRAERRERAC BKC JETIWONI?AGLE
"4 'P  CCLUGAF -C?L@KC ?QFR RBKC RMCPGRAC GKC XMLCQ2RMKKMLIW C\OQRICB ?Q LCETR MP
NMQGRC RMQCR®RB4# RGKC
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