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About this Guide
This topic contains important information about the purpose, content, context, and intended audience for this
document.

Product Documentation
This document is part of the Niagara technical documentation library. Released versions of Niagara software
include a complete collection of technical information that is provided in both online help and PDF format. The
information in this document is written primarily for Systems Integrators. To make the most of the information
in this book, readers should have some training or previous experience with Niagara software, as well as
experience working with JACE network controllers.

Document Content
This guide describes how to set up provisioning jobs on a NiagaraNetworkNiagaraNetwork. Topics included describe how to
install and configure provisioning services and how to setup and manage provisioning jobs across the
NiagaraNetworkNiagaraNetwork. Also included are FAQs, component and plugin references, and troubleshooting information.

Document change log
This topic summarizes the releases of this document and the changes made at each release.

August 28, 2024
• Added Provisioning backup best practices (as of Niagara 4.15)

June 7, 2024
• Updated “Configuring prototype job retention policy” section

• Updated Import Signed CertImport Signed Certificateificate job step (as of Niagara 4.14 )

June 20, 2023
• Updated the “Update Connections Using Provisioning Station's DHCP Server”, “Provisioning in a mixed

AX/N4 or N4.x network” and “Updating connections using a provisioning station’s DHCP Server” for
JACE-9000 reference.

March 10, 2022
• Added retention policy information and how to apply them to “Configuring prototype job retention

policy” section.

• Updated the general backwards compatibility table of the 4.12 provisioning step “Set Platform User
Password” in chapter “Provisioning in a mixed AX/N4 or N4.x network”.

• Added job step components for “Configure Niagara IdP and SAML Scheme” (4.9), “Copy Supervisor File”,
“Remove Property” (4.12), and “Security job steps”. In addition, included “Removing a Property” in the
“Housekeeping” chapter.

• Updated components, many screen captures and job steps.

• Added new job step “Set Platform User Password” and component “SetPlatformUserPasswordJobStep”.

• Added new topic “Device Bootstrap” in the “Components” chapter.

August 18, 2021
• Edited multiple topics in the process of documenting client certificate authentication.

• Updated “Job list step management.”

• Updated screen capture and graphics in “provisioningNiagara-NiagaraNetworkJobBuilder”.

• Updated “provisioningNiagara-NiagaraNetworkPrototypeView” with new Set Property job step.

• Added new control to view and edit the details of a selected step.
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October 30, 2020
• Many edits throughout related to functional changes for Niagara 4.10.

• Included additional details on backwards compatibility of provisioning steps for Niagara 4.9.

September 6, 2019
• Updated “Updating connections using provisioning station’s DHCP Server”.

June 11, 2019
Many edits throughout on changes in Niagara 4.8. These edits include the following:

• Replaced several figures throughout to show latest changes.

• Added topics on the provisioning steps: “Add Station User step”, “Install Clean Distribution step”, and
“Remove Station User step”.

• Added new procedures on: “Installing a Clean Distribution File”, “Setting station connection credentials”,
“Adding a station user”, Removing a station user”, and “Setting a property”.

April 11, 2019
Many minor edits throughout to reflect functional changes in Niagara 4.8, including updates to the following:

• Edited “Update License” job step and job progress indicator.

• Replaced many figures shown in Chapter 6: Plugins (views).

December 12, 2018
• Updated topics “Software Installation step” and “Installing software using the add button” on the added

filtering capability in Niagara 4.8 and later.

October 9, 2018
• Many changes throughout including updating/adding topics describing provisioning steps and functional

changes added in Niagara 4.7.

April 30, 2018
• Updated for template bulk provisioning

August 19, 2015
Initial publication

Related documents
Following is a list of related guides.

• Niagara Platform Guide

• This Warehouse Topic includes EC-Net 4 Pro (Workbench) “Core” SW Documents, including Enterprise
Security. This list does not include driver documents.

• Niagara Templates Guide
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Chapter 1. Provisioning overview
Provisioning is available as a licensed feature of a station running on a Supervisor. Provisioning automates tasks
to perform on remote hosts in the station’s NiagaraNetworkNiagaraNetwork. For the most part, these are platform tasks that
would otherwise be done using Workbench. Provisioning robot tasks allow the running of custom program
code in the host station (executed by each station’s ProgramService). The Supervisor station automatically
performs these tasks, which are modeled in the station as provisioning jobs.

Outside of provisioning, you would have to perform similar tasks on each station using (full) Workbench and
one of the following methods:

• Making individual platform connections directly to remote hosts, then using the appropriate platform
views.

• Making individual tunneled platform connections to remote hosts, then using the appropriate platform
views.

• In the case of provisioning robots, by opening station connections and then copying and executing
program objects.

For details about the platform user interface, see the Niagara Platform Guide.

Provisioning provides these advantages over individual platform (or station) connections:

• When provisioning, you need only one station connection to the Supervisor, and no other connections
(platform or otherwise). This means that you can run a provisioning job from any location where you can
open the Supervisor station. Even using Web Workbench (ordinary platform tasks cannot be done using
Web Workbench).

• Provisioning allows the same series of tasks (executed as job steps), to be run on any number of target
hosts. Job steps execute sequentially on a single host. Provisioning is useful when performing the same
tasks on multiple stations, such as when implementing a company-wide software upgrade, or a periodic
backup of all hosts’ station configurations. Starting in Niagara 4.7, it is possible to execute these jobs in
parallel across stations. The minimum parallel job count depends on the Supervisor's hardware
architecture (tied to the number of CPU cores of the host machine). The maximum parallel job count is 10.
A specific value can be changed by setting the Max Provisioning Threads property on the
BatchJobServiceBatchJobService component.

• By default, provisioning provides persistent storage of all jobs on the Supervisor, including all statistics
associated with each job and step (creating user, begin and end job times, step details, log output, and so
on). In the case of station backups, any saved .dist file can also be restored directly from its batch job step
log— via a RestorRestoree function, which executes it as another provisioning job.

There are two types of provisioning jobs.

• The first is a job intended to be run only once, usually immediately. You build this type of provisioning job
using the Niagara Network Job BuilderNiagara Network Job Builder, which is the default view accessed by double-clicking the
NiagaraNetworkNiagaraNetwork’s ProvisioningNwExt component.

• The second type of job is one that is intended to be run on a regular basis, called a prototype job. This is
the type of job you would set up to back up all station configuration data. A prototype job is linked to a
TriggerSchedule, which specifies when it runs. A prototype job can also be run immediately.

In addition to setting up and running provisioning jobs, provisioning (device) extensions in each station require
configuration as well as provide additional provisioning services, under each station modeled in DriversDrivers >
NiagaraNetworkNiagaraNetwork.

Provisioning FAQs
Below are some frequently-asked questions (FAQs) about the provisioningNiagara module:
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What is meant by provisioning?
Provisioning allows an administrator, from a Supervisor station, to configure the automation of one or more
pre-defined tasks against one or more (potentially many) stations in the Supervisor’s NiagaraNetworkNiagaraNetwork. A
provisioning job records results, which you can refer to later.

Tasks would otherwise need to be performed manually by a user with Workbench, often by making an
individual platform connection to each host. All provisioning work is performed by the Supervisor station, as
one or more provisioning jobs.

What type of pre-defined tasks can provisioning perform?
Among other things, a provisioning job can perform station backups, install software, update licenses, copy
files, install and configure certificates, change default credentials, install templates, and configure properties.

Can a provisioning job run a custom program
Yes. You can write custom program code to execute as a provisioning robot. This feature makes it possible to
change the station database programmatically.

Is there any other sort of provisioning besides “provisioning Niagara”?
The information in this document applies only to the niagaraDriver for hosts represented in the
NiagaraNetworkNiagaraNetwork of a Supervisor station. However, with the separation of provisioning functions into different
modules, reflected by a BatchJobServiceBatchJobService as well as a network-level PrProvisioningNwExtovisioningNwExt, other driver types may
support provisioning in the future.

Provisioning Installation
Provisioning software requires multiple modules installed in the modules folder of the Supervisor PC.

Supervisor requirements:

• Niagara 4 or later is installed on your Supervisor.

.

• The Supervisor must be licensed for provisioning. A licensed Supervisor has the following entry in its
[brand].license (license) file:

<feature name="provisioning" expiration="never" parts="ENG-WORKSTATION"/>

• The following modules must be installed in the modules folder of the Supervisor PC.

• provisioningNiagara

• batchJob

Host controller requirements:

• Controllers should be running the same software release as the Supervisor. However, hosts running an
earlier release than the Supervisor may be supported for most provisioning operations.

• Controllers do not require any provisioning-related module (provisioningNiagara, batchJob, provisioning),
nor do they require a license feature for provisioning. They do require the program module and the
PrProgramServiceogramService in their station to process provisioning jobs with Run Robot steps.

Adding the BatchJobService
The BatchJobServiceBatchJobService manages provisioning jobs.

Prerequisites:
The Supervisor PC is licensed for provisioning and has the required modules installed.

1.Step If it is not already open, in Workbench, open the Supervisor station.

2.Step Open the provisioningNiagara palette in the palette side bar.

Provisioning overview Niagara Provisioning Guide
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3.Step Expand ConfigConfig and double-click ServicesServices
The Service ManagerService Manager opens.

4.Step Do one of the following:

• If a BatchJobServiceBatchJobService is already listed, verify that it is enabled (status ok).

• If no BatchJobServiceBatchJobService exists, from the palette, drag the BatchJobService onto the station’s
ServicesServices folder. In the popup NameName window, rename the service—or use the default name
and click OKOK.

A BatchJobService (or whatever you named it), appears under your ServicesServices folder.

5.Step Right-click the BatchJobServiceBatchJobService and click VViewsiews > AX PrAX Property Sheetoperty Sheet.

6.Step Expand Job QueueJob Queue and set the service’s Max Threads property to a value greater than 1, say 2 or
3 and click SaveSave.
This allows more than a single provisioning job to run concurrently.

7.Step To monitor provisioning alarms, change Alarm Class from the default Default Alarm Class to
another alarm class

Adding the ProvisioningNwExt
The ProvisioningNwExt (Provisioning Network Extension) sets up the jobs to run on the remote stations.

Prerequisites:
The Supervisor PC has been licensed for provisioning and has the required modules installed.

1.Step If it is not already open, in Workbench, open the Supervisor station.

2.Step Open the prprovisioningNiagaraovisioningNiagara palette in the Workbench palette side bar.

3.Step Under the station’s ConfigConfig space, expand its NiagaraNetworkNiagaraNetwork.

4.Step If a ProvisioningNwExt is already a child of the network, verify that it is enabled (status ok) and
skip ahead to the next procedure.

5.Step From the palette, drag the ProvisioningNwExt to the station’s NiagaraNetworkNiagaraNetwork. In the popup
NameName window, you can rename the PrProvisioningNwExtovisioningNwExt—or, use the default name and click OKOK.

Result

You now have a ProvisioningNwExt (or whatever you named it), under your NiagaraNetworkNiagaraNetwork. When you add
this extension to a Supervisor station, every existing remote station under the network automatically receives
five new device extensions. As you add more NiagaraStatNiagaraStationsions to your network, they too have these extensions.

Configuring platform port and credentials
Provisioning requires a connection to each remote platform/station. For each NiagaraStatNiagaraStationion in the client
station’s NiagaraNetworkNiagaraNetwork, you must confirm the port and enter the corresponding platform daemon
credentials of its host. The simplest way to do this is by using either the StatStation Managerion Manager or PrProvisioningovisioning
ManagerManager views.

Prerequisites:
All platform/stations to be provisioned are running. Each has its own signed server certificate recognized by
the client station for server authentication.

1.Step In the Nav tree, expand ConfigConfig > DriversDrivers, right-click NiagaraNetworkNiagaraNetwork and select VViewsiews >
PrProvisioning Managerovisioning Manager.
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The PrProvisioning Managerovisioning Manager opens.

Each row in the table represents a connection to a remote server platform/station.

2.Step Select one or more (a group) of stations and click EdEditit.
The system opens an EdEditit window.

3.Step Enter platform connection credentials, and, if using a non-default port address, change the port
from the default port 5011 to the port number used and click OKOK.
These platform credentials and port should be the same credentials and port you use when you
open a platform connection directly to each remote host.
Upon the next monitor ping of the host’s platform daemon, its Station Run State should
change from Unknown to Running and the station’s Platform Connection extension should now
have a status of ok.

4.Step To confirm the platform connection immediately, right-click the station’s Platform Connection
extension and click ActActionion > PingPing.

5.Step Confirm that the station, as shown in the PrProvisioning Managerovisioning Manager, has a platform status of ok.

6.Step To test the validity of the credentials, right-click the station row and click ActActionion > PingPing.

Provisioning overview Niagara Provisioning Guide
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Result
Repeat this procedure for each NiagaraStation listed in the StatStation Managerion Manager.

Installation troubleshooting
This topic provides suggestions to resolve error conditions.

Platform Status reports down and the remote station’s HealHealtthh reports Fail with the cause of
certificate_unknown
The remote platform/station presented only a self-signed certificate to the client station, which cannot perform
server authentication or another certificate error occurred, which was caused by the attempt to securely
connect.

As a temporary measure, expand ServicesServices > PlatformServicesPlatformServices, double-click CertManagerServiceCertManagerService, click the
AlAllowed Hostslowed Hosts tab, select the unapproved certificate (its icon is a white X on a red shield), click ApprApproveove and
click YYeses. The red shield changes to a white check mark on a green shield.

The remote station’s certificate should appear twice in the Supervisor station’s AlAllowed Hostslowed Hosts tab, once to
connect to the remote platform and the second instance to connect to the remote station.

Approving a certificate using AlAllowed Hostslowed Hosts provides only minimum communication security between client
and server. The certificates in AlAllowed Hostslowed Hosts are self-signed by the remote controller station. They encrypt
communicated data. But, approving them bypasses the client station’s normal client certificate authentication.
Rather than rely on approved self-signed certificates, each platform/station’s certificate should be signed by a
certificate authority recognized by the client station

Provisioning steps
Each provisioning job consists of one or more steps that the Supervisor’s JobService controls and the remote
station’s ProgramService executes on the remote host. These steps include station backup, update and file
copy, among others.
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Figure 1. The New Job StepNew Job Step window
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Each job runs one or more provisioning steps:

• Add StatAdd Station Userion User (component:AddStationUserStep) – adds a new user to the station.

• Backup StatBackup Stationsions (component: BackupStationExt) – makes an online backup of each running station.

• ConfigurConfigure Niagara IdP and SAML Schemee Niagara IdP and SAML Scheme configures authentication properties.

• Copy Local FileCopy Local File (component: FileCopyStep) – makes a copy of a local file on your PC.

• Copy Supervisor FileCopy Supervisor File (component: FileCopyStep) – makes a copy of a Supervisor file.

• Deploy TDeploy Templateemplate (component: DeployTemplateStep) – deploy a component template to each station using
and Excel file.

• Enable Bootstrap ModeEnable Bootstrap Mode (component: EnableBootstrapStep) – creates a one-time provisioning job to
connect from the Supervisor to the remote controller using a certificate exemption for the default self-
signed certificate. This step is intended for use with other provisioning steps that set up credentials and
configure certificates. It is useful for provisioning new out-of-the-box devices.

• Export ApplExport Applicatication Tion Template Configuratemplate Configurationion exports an application template configuration as an .xlsx file.

• Export CertExport Certificate Signing Requestificate Signing Request (component: ExportCsrJobStep) - generate and export a CSR for each
remote host.

• Generate CertGenerate Certificateificate (component :GenerateCertJobStep) – generate a certificate on each remote host.

• Import Signed CertImport Signed Certificateificate (component: ImportSignedCertificateJobStep) – import a signed certificate for
each remote host.

• InstalInstall Appll Applicatication Tion Templateemplate (component: DeployApplicationStep) – install and application template on
each station using an Excel file.

• InstalInstall Certl Certificateificate (component: InstallCertificateJobStep) – installs a certificate from the supervisor's user
trust store to each remote host's user trust store.

• InstalInstall Clean Distributl Clean Distributionion (component: InstallCleanDistStep) – installs the selected clean distribution file to
the target platforms.

• InstalInstall Softwarl Softwaree (component: InstallBySpecStep) – installs a software module in one or more remote hosts.

• RebootReboot (component: RebootJobStep) – reboots the platform host.

• Remove StatRemove Station Userion User (component: RemoveStationUserStep) – remove a named user from the station.

• Rename Device StatRename Device Stationion (component: RenameStationStep) – renames the station on the remote host to
match the name in the supervisor's NiagaraNetworkNiagaraNetwork.

• Run RobotRun Robot (component: RunRobotStep) – allows you to create custom code to run on each station.

• Security Job Steps is a convenience step that configures and inserts the three credential-related steps in
one sequence. The results are the same as if you added the steps for Set Platform Credentials, Set System
Passphrase, and Set Station User Password individually.

• Set CertSet Certificate Alificate Aliasias (component: SetCertificateAliasJobStep) – set the certificate alias used for the remote
device's platform, web, and fox services.

• Set Platform CrSet Platform Credentedentialsials (component: SetPlatformCredentialsJobStep) – adds a new platform user
account and remove the default account on the remote device.

• Set Platform User PassworSet Platform User Passwordd (component: SetPlatformUserPasswordJobStep) – changes password for an
existing platform user.

• Set PrSet Propertyoperty (component: SetPropertyJobStep) – set or add a property.

• Set StatSet Station Connection Connection Crion Credentedentialsials (component: SetStationConnectionCredentialsStep) – set the station
credentials used to connect to the remote station.

• Set StatSet Station User Passworion User Passwordd (component: SetStationUserPasswordJobStep) – sets the station user
password.

• Set System PassphraseSet System Passphrase (component: SetSystemPassphraseJobStep) - sets the system passphrase.

• Set TLS LevelSet TLS Level (component: SetTlsLevelJobStep) – set the minimum TLS level for the remote device's
platform, web, and fox services.
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• Set TSet Timeime (component: SetTimeJobStep) - set the time on the remote device.

• Setup ReciprSetup Reciprocal Connectocal Connectionion (component: SetupReciprocalConnectionStep) – sets the connection settings
for the "reciprocal" station connection, which is the station proxy in the NiagaraNetworkNiagaraNetwork on the remote
station that points back to the Supervisor.

• Sign CertSign Certificateificate (omponent: SignCertificateStep) signs a certificate (typically a server certificate) for each
remote platform in the job.

• Update ConnectUpdate Connections Using Niagara Network Discoveryions Using Niagara Network Discovery (component: NiagaraNetworkDiscoveryStep) –
updates station connections using NiagaraNetworkNiagaraNetwork discovery.

• Update ConnectUpdate Connections Using Prions Using Provisioning Statovisioning Station’ion’s DHCP Servers DHCP Server (component: DhcpDiscoveryStep) –
updates station connections using the provisioning station’s DHCP server leases.

• Upgrade Out-of-Date SoftwarUpgrade Out-of-Date Softwaree (component: SoftwareStationExt) – installs software, upgrades out-of-date
software, supports copy supervisor step, and the reboot step.

• Update TUpdate Template or Applemplate or Applicatication Configuration Configurationion (component: UpdateConfigurationStep updates the
template configuration values of an installed template in each remote station.

• Update LicensesUpdate Licenses job step (component: UpdateLicensesJobStep – updates software license in each remote
host.

• Upgrade ApplUpgrade Applicatication Tion Templateemplate (UpgradeApplicationStep) upgrades the installed application template in
each remote host.

• Upgrade Out-of-Date SoftwarUpgrade Out-of-Date Softwaree (UpgradeOutOfDateStep) compares module versions on the target hosts
with the latest versions in the Supervisor’s software database and installs updates as needed.

• Upgrade TUpgrade Templateemplate (component: UpgradeTemplateStep) - upgrades deployed component template
instances on each station using and Excel file.

Provisioning extensions
This topic introduces the seven special device extensions that are automatically created under each of the
NiagaraStation devices contained in its NiagaraNetworkNiagaraNetwork. Provided the network has the ProvisioningNwExt, the
system automatically includes these extensions when you add a new station under the Supervisor’s
NiagaraNetworkNiagaraNetwork.

The provisioning extensions appear under a different area of the Supervisor station from the station’s
PrProvisioningNwExtovisioningNwExt, and from the job prototype components separately copied from the provisioningNiagara
palette.
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These seven device extensions are in addition to the standard extensions for points, histories, alarms,
schedules, users, sys def and files that exist for any NiagaraStatNiagaraStationion.

Some of the extensions have special views. Along with the PrProvisioningNwExtovisioningNwExt and its children, all station
extension components are required to be present (and enabled) for full provisioning support.

The seven provisioning extensions are:

Figure 2. Provisioning extensions added to NiagaraStation device
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• Platform Connection manages the link between the Supervisor and the remote host running the station.

• StatStationPrionProxyoxy polls the station for system statistics.

• SoftwarSoftwaree holds a snapshot of the current software versions installed on the remote host.

• BackupBackup enables the Supervisor to make backups of the station.

• LicensesLicenses enables the Supervisor to update licenses on the host that is running the station.

• TTemplatesemplates

supports the DetailsDetails action, which will show information about component and device templates that have
been deployed to the remote station.

• Device BootstrapDevice Bootstrap

specifies the target host Id in bootstrap mode.

Provisioning-related alarms
For any provisioning job, you can configure it to generate an alarm either upon job failure, successful job
completion, or both.

You configure alarms on the Niagara Network Job BuilderNiagara Network Job Builder and Niagara Network PrNiagara Network Prototype Vototype Viewiew.

Alarm routing uses the alarm class specified in the Supervisor’s BatchJobService properties, and any alarm

appears as an Alert (source state) in the alarm console, which identifies the BatchJobService ORD as source
(local:|station:|slot:/Services/BatchJobService).
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The single alarm source of the BatchJobService applies to all provisioning-related alarms (alerts). This means
that only one row is used in the alarm console for all provisioning alerts. Keep this in mind if there are multiple
alerts. When you click AcknowledgeAcknowledge on the row, you are acknowledging all provisioning alerts.

To see multiple provisioning alerts in the Alarm DetailsAlarm Details view for the BatchJobService, double-click the row.

Each provisioning alert includes a hyperlink for more detail. When you select (highlight) the alert and click
the HyperlHyperlinkink button, the view changes to either:

• Batch Job Log File VBatch Job Log File Viewiew — For that job, in cases where the alert is raised for successful job completion.

• Batch Job Step Log File VBatch Job Step Log File Viewiew — For a failed job step, in cases where the alert is raised for a job failure.

Figure 3. A provisioning alarm is an alert with source as BatchJobService
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If you disposed of a provisioning job before acknowledging an alarm it generated in the Alarm ConsoleAlarm Console, and
you click the HyperlHyperlinkink button to view it from an associated Alarm Details view, the system advises, “Cannot
Display Page.” This happens because disposing of a job removes the batch job log (.bjl) file and all batch job
step log (.bjsl) files associated with the job. Therefore, acknowledge any related alarms (alerts) before
disposing of provisioning jobs.

Provisioning in a mixed AX/N4 or N4.x network
For a number of reasons, including the increased emphasis on security in Niagara 4, limitations apply in
installations where hosts running AX-3.8 and others running Niagara 4 share the same network. Provisioning
job steps continue to be added to Niagara 4, and may not always be backward-compatible with previous
versions.

Be aware that:

• The Niagara 4.7 Supervisor can provision the AX-3.8 station using these steps: Backup Stations, Copy
Supervisor File, Install Software, Update Licenses, Set Time, and Reboot.

• The AX-3.8 Supervisor cannot provision Niagara 4 stations.

• Niagara 4 provisioning robots do not run on AX-3.8 stations.

• Component and device templates can be provisioned to stations running Niagara 4.6 and later

• Application templates can be provisioned to stations running Niagara 4.7 and later

• In Niagara 4.7 and later, provisioning no longer runs most job steps against a remote station if default
platform credentials or default system passphrase are detected on the station. In that situation, only those
steps that set platform credentials or set system passphrase will run.

The table below shows the general backwards compatibility of provisioning steps run on a Niagara 4.9
Supervisor against stations running prior Niagara versions. Certain steps have some restrictions listed in the
numbered notes following the table.

Job Step NiagaraVers.
Available AX Support Legacy Niagara 4

Support Fox/Plat

Enable Bootstrap Mode 4.7 Yes Yes Both

Figure 4. A Batch Job Step Log File View from the Hyperlink in the Alarm Console
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Job Step NiagaraVers.
Available AX Support Legacy Niagara 4

Support Fox/Plat

Update Connections Using Niagara Network Discovery 4.7 N/A Yes 4.7 (9) Both

Update Connections Using Provisioning Station's DHCP
Server 4.7 N/A Yes 4.7 (9) Both

Update Licenses AX/4.0 No (1) No 4.4 (1) Plat

Add Station User 4.8 No Yes Both

Backup Stations AX/4.0 Yes Yes Both

Configure Niagara IdP and SAML Scheme 4.9 N/A Yes 4.4 (6) Both

Copy Local File AX/4.0 Yes Yes Both

Copy Supervisor File AX/4.0 Yes Yes Both

Deploy Template 4.6 N/A Yes 4.6 Both

Export Certificate Signing Request 4.7 No Yes Both

Generate Certificate 4.6 No Yes Plat

Import Signed Certificate 4.6 No Yes Both

Install Application Template 4.7 N/A Yes 4.7 Plat

Install Software AX/4.0 Yes (2) Yes (5) Both

Reboot AX/4.0 Yes Yes Plat

Remove Station User 4.8 Yes Yes Both

Rename Device Station 4.7 Yes (4) Yes Plat

Run Robot AX/4.0 No Yes Both

Security Job Steps 4.7 N/A Yes Both

Set Certificate Alias 4.6 No Yes Both

Set Platform Credentials 4.6 N/A Yes Plat

Set Platform User Password 4.12 No Yes Plat

Set Property 4.8/4.9 Yes Yes Both

Set Station Connection Credentials 4.8 Yes Yes N/A

Set Station User Password 4.7 No Yes (8) Both

Set System Passphrase 4.6 N/A Yes Plat

Set TLS Level 4.6 No Yes Both

Set Time 4.7 Yes (3) Yes Both

Setup Reciprocal Connection 4.6 No Yes Both

Sign Certificate 4.6 No Yes Plat

Update Template or Application Configuration 4.9 N/A Yes 4.6 (7) Both

Upgrade Application Template 4.9 N/A Yes 4.7 Both

Upgrade Out-of-date Software AX/4.0 Yes (2) Yes Both

Upgrade Template 4.6 N/A Yes 4.6 Both

1. This is prevented from running as expected. This is being addressed.

2. Yes, provided the AX software modules are available under the !sw folder of the Supervisor and a reboot
of the remote AX host is required.

3. NTP Host Mode is not a supported property in AX and is ignored.

4. An AX station cannot be restarted after being stopped without a host reboot step or manual reboot.

5. Yes, provided the legacy Niagara 4 software modules are available under the !sw folder of the Supervisor.

6. Requires the saml and samlEncryption modules installed on the remote host. You must add the station to
desired the circle of trust under the SAMLIdPServiceSAMLIdPService.

7. Update Template Configuration is available for Niagara 4.6 and later. Application Templates are available
from version Niagara 4.7 and later.

8. A Niagara 4.8 Supervisor works against Niagara 4.6 and later. A Niagara 4.9 Supervisor only works against
Niagara 4.6.
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9. Intended for use on aJACE-9000 acting as a Supervisor for connected Edge devices.
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Chapter 2. Provisioning environment
The benefit of using a provisioning job is that you can run multiple steps against one or more remote hosts. A
provisioning environment on a Supervisor provides these provisioning features the: creation of provisioning
jobs to run a sequence of steps, monitoring the execution of these jobs on a set of devices, and reviewing job
results.

There are two types of provisioning jobs:

• One-time provisioning jobs is for executing special, infrequent tasks, such as updating license files or
software modules in selected (or all) remote hosts. A one-time provisioning job uses the Niagara NetworkNiagara Network
Job BuilderJob Builder (the default view of the ProvisioningNwExt) to configure sequences of provisioning steps
against one or more stations in a Supervisor’s NiagaraNetworkNiagaraNetwork.

Unlike prototype jobs, a one-time provisioning job cannot be saved as a component for reuse.

• Regularly scheduled provisioning jobs are especially useful for large enterprises with hundreds of remote
hosts. For this type of job you create and configure a NiagaraNetworkJobPrototype component, which
can be saved and reused. The job prototype allows you to configure job retention, which is not available
when creating a one-time job. For job retention purposes you should run a backup stations step only using
a prototype job.

Provisioning jobs run concurrently across multiple stations. By default, the number of parallel executions is
derived based on the Supervisor's hardware platform.

One-time jobs
The Niagara Network Job BuilderNiagara Network Job Builder is the default view on the PrProvisioningNwExtovisioningNwExt component. You start here to
specify a one-time provisioning job needed now, meaning that you do not need to save it as a reusable
template.

The PrProvisioningNwExtovisioningNwExtcomponent is in the provisioningNiagara palette.

Creating a one-time job
This procedure demonstrates the general procedure used to create one-time provisioning jobs.

Prerequisites:
The Supervisor is licensed for provisioningNiagara, the BatchJobServiceBatchJobService is available under ServicesServices folder and
PrProvisioningNwExtovisioningNwExt component is available under your NiagaraNetworkNiagaraNetwork.

1.Step Under the Supervisor station’s NiagaraNetworkNiagaraNetwork, double-click PrProvisioningNwExtovisioningNwExt.
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The Niagara Network Job BuilderNiagara Network Job Builder view opens.

2.Step In the top pane, PrProvisioning steps to runovisioning steps to run, click add ( ).
The New Job StepNew Job Step window opens.

3.Step Select the job step, for example, Enable Bootstrap Mode and click OKOK.

4.Step To select the stations to provision, do one of the following:

• Drag the stations from the NiagaraNetworkNiagaraNetwork in the Nav tree one by one into the bottom
pane, StatStations to include in tions to include in the jobhe job.

• Click add ( ) or right-click in the StatStations to include in tions to include in the jobhe job and click Add.
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If you clicked to add stations, the Add DeviceAdd Device window opens.

5.Step Choose the station(s) or, to select them all, click Check AlCheck Alll and click OKOK.
The system adds the job step and stations to the job builder.

6.Step Review your choices and click Run NowRun Now at the bottom of the job builder.
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The view changes to the Niagara Network Job VNiagara Network Job Viewiew, where steps and results appear as the
system executes them.

NOTE: Running this step by itself makes no persistent change on the target stations.

Adding one-time job list steps
These job list steps define the one-time tasks to be performed on one or more stations. The BatchJobService
provisions each station following the sequence defined in the job list steps.

Prerequisites:
The Supervisor is licensed for provisioningNiagara, the BatchJobServiceBatchJobService is available under ServicesServices folder and
PrProvisioningNwExtovisioningNwExt component is available under your NiagaraNetworkNiagaraNetwork.

1.Step Click the add button ( ) below the list.
The system displays the New Job StepNew Job Step menu.

2.Step Choose the step and click OKOK.
The same types of job steps are available as in the Niagara Network PrNiagara Network Prototype Vototype Viewiew.

3.Step Select the copy action: Copy Local File or Copy Supervisor File.

4.Step Right-click in the steps list, select Add, and choose the step type from the menu.

5.Step Drag a file from the Nav tree into the steps list (implicit File Copy step).

6.Step Drag a software item (module or .dist) from the Nav tree that appears under the
PrProvisioningNwExtovisioningNwExt’s SoftwarSoftwaree container, into the Job Steps ListJob Steps List (implicit Install Software step).

7.Step Drag a PrProvisioningRobotovisioningRobot that exists in the station’s ConfigConfig (component) architecture into the JobJob
Steps ListSteps List (implicit Run Robot step).

Updating connections using host name or IP address
This procedure creates a one-time provisioning job to update the Supervisor-to-station connections using a
NiagaraNetworkNiagaraNetwork discovery function. It runs a Station Discovery job on the Supervisor. If the stations are not
already present under the NiagaraNetworkNiagaraNetwork, the job automatically adds them.

Prerequisites:
The BatchJobServiceBatchJobService is available under ServicesServices folder and PrProvisioningNwExtovisioningNwExt component is available under
your NiagaraNetworkNiagaraNetwork.

1.Step In the Supervisor station’s NiagaraNetworkNiagaraNetwork, double-click PrProvisioningNwExtovisioningNwExt.
The Niagara Network Job BuilderNiagara Network Job Builder window opens.

2.Step In the top pane, InitInitial steps to runial steps to run, click add ( ).
The New Job StepNew Job Step window opens
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3.Step Select the Update Connections Using Niagara Network Discovery step and click OKOK.
The system prompts for the selection of the HostnameHostname or IP AddrIP Addressess option for connection
updates.

4.Step Select an option and click OKOK.
The system returns to the Niagara Network Job BuilderNiagara Network Job Builder window.

5.Step In the bottom pane, StatStations to include in tions to include in the jobhe job, click add ( ).
The Add DeviceAdd Device window opens.

6.Step Select the stations and click OKOK.
The Niagara Network Job BuilderNiagara Network Job Builder view displays your choices.

7.Step To initiate the provisioning job, review your choices and click Run NowRun Now at the bottom of the view.
The view changes to the Niagara Network Job VNiagara Network Job Viewiew, where steps and results appear as the
system executes them.

Updating connections using a provisioning station’s DHCP Server
This procedure creates a one-time provisioning job to update the JACE-9000-to-station connections using
information pulled from the DHCP server running on the JACE-9000 provisioning station (the Supervisor). It
updates the IP address and port information for Fox and Platform connections based on the discovery results.
It is intended to be used in installations where a JACE-9000 is acting as a Supervisor for a group of Edge
devices connected through the secondary network port.

Prerequisites:
The BatchJobServiceBatchJobService is available under the ServicesServices folder and the PrProvisioningNwExtovisioningNwExt component is available
under your NiagaraNetworkNiagaraNetwork. The Niagara Network Job BuilderNiagara Network Job Builder (for a one-time job) or the Niagara NetworkNiagara Network
PrPrototype Vototype Viewiew (for a prototype job) is open.

NOTE: Only Edge devices respond to this request in a NiagaraNetworkNiagaraNetwork. Controller devices do not respond to
these requests.

1.Step In the Niagara Network Job BuilderNiagara Network Job Builder window, top pane, PrProvisioning steps to runovisioning steps to run, click add ( ).
The New Job StepNew Job Step window opens.

2.Step Click the Update Connections Using Provisioning Station’s DHCP Server step and click
OKOK.

3.Step In the bottom pane, StatStations to include in tions to include in the jobhe job, click add ( ).
The Add DeviceAdd Device window opens.

4.Step Select the stations and click OKOK.
The Niagara Network Job BuilderNiagara Network Job Builder view reports your choices.

5.Step To initiate the provisioning job, review your choices and click Run NowRun Now at the bottom of the view.
The view changes to the Niagara Network Job VNiagara Network Job Viewiew, where steps and results appear as they are
executed.
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Setting the reciprocal connection
This procedure creates a provisioning job to set up the reciprocal connection to enable the station-to-
Supervisor Fox connection under the NiagaraNetworkNiagaraNetwork of each remote station.

Prerequisites:
The BatchJobServiceBatchJobService is available under the ServicesServices node and PrProvisioningNwExtovisioningNwExt component is available under
your NiagaraNetworkNiagaraNetwork in the Nav tree. The Niagara Network Job BuilderNiagara Network Job Builder (for a one-time job) or the NiagaraNiagara
Network PrNetwork Prototype Vototype Viewiew (for a prototype job) is open.

1.Step In the top pane, PrProvisioning steps to runovisioning steps to run, click add ( ).
The New Job StepNew Job Step window opens.

2.Step Select the Set ReciprSet Reciprocal Connectocal Connectionion step and click OKOK.
The system opens the Setup ReciprSetup Reciprocal Niagara Network Connectocal Niagara Network Connectionion window, which prompts for
the Supervisor connection information.

3.Step Enter the credentials to use for the station-to-Supervisor connection, and click OKOK.

4.Step In the bottom pane, StatStations to include in tions to include in the jobhe job, click add ( ).
The Add DeviceAdd Device window opens.

5.Step Click to select the stations and click OKOK.
The Niagara Network Job BuilderNiagara Network Job Builder view reports your choices.

6.Step To initiate the provisioning job, review your choices and click Run NowRun Now at the bottom of the view.
The view changes to the Niagara Network Job VNiagara Network Job Viewiew, where steps and results appear as they are
executed.

Regularly–scheduled jobs
For this type of job, you create and configure a NiagaraNetworkJobPrNiagaraNetworkJobPrototypeototype component, which can be saved
and reused. A prototype job allows you to configure job retention, which is not available when creating a one-
time job.

This component is in the provisioningNiagara palette. From it you can copy a NiagaraNetworkJobPrNiagaraNetworkJobPrototypeototype
anywhere in the Supervisor station and use it to schedule, save, duplicate and modify prototype jobs.

Creating a prototype job
The benefit of creating a prototype job is that you can specify various provisioning steps against one or more
stations in the NiagaraNetworkNiagaraNetwork and save the set of steps as normal persisted components. You can duplicate
and edit them as needed. Each NiagaraNetworkJobPrototype provides a default Niagara Network PrNiagara Network Prototypeototype
VViewiew for managing job steps. A prototype job is the recommended method for regular, scheduled backups of
networked controllers.
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Prerequisites:
The Supervisor PC is licensed for provisioningNiagara, the BatchJobServiceBatchJobService is available in the ServicesServices folder
and the provisioningNiagara palette is open.

1.Step Copy a NiagaraNetworkJobPrNiagaraNetworkJobPrototypeototype component from the provisioningNiagara palette into the
Supervisor station.
You may locate NiagaraNetworkJobPrNiagaraNetworkJobPrototypeototype component anywhere in the architecture of the
station database. It does not need to be under the NiagaraNetworkNiagaraNetwork.

2.Step To open its Niagara Network PrNiagara Network Prototype Vototype Viewiew, double-click the component.
The Niagara Network PrNiagara Network Prototype Vototype Viewiew opens.

3.Step In the top pane, PrProvisioning steps to runovisioning steps to run, click add ( ) or right-click in the PrProvisioning steps toovisioning steps to
runrun pane and click Add.
The New Job StepNew Job Step window opens.

4.Step Select the job step, for example, Backup Stations and click OKOK.
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5.Step To select the stations to regularly provision, do one of the following:

• Drag the stations from the NiagaraNetworkNiagaraNetwork in the Nav tree one by one into the bottom
pane, StatStations to include in tions to include in the jobhe job.

• Click add ( ) or right-click in the StatStations to include in tions to include in the jobhe job and click Add.
If you clicked to add stations, the Add DeviceAdd Device window opens.

6.Step Choose the station(s) or, to select them all, click Check AlCheck Alll and click OKOK.
The system adds the job step and stations to the job builder.

Result
The prototype job is ready for the BatchJobServiceBatchJobService to provision each station following the sequence defined in
the job list steps.

Configuring prototype job retention policy
Among the various types of batch job components, the ability to set up the disposal of information related to a
previously executed job is unique to a job prototype component. When a batch provisioning job is disposed of,
any associated files stored on the Supervisor are deleted, and the job removed from the various job list views.
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Disposal is especially important for jobs with backup steps, each of which results in an associated backup .dist
file to be stored for each station. Although a Supervisor platform has large amounts of hard disk storage, over
time, retaining all .dist files can consume huge amounts of file space. As a best practice, you should periodically
back up all files to removable media and set the job retention to automatically delete old backups.

By default (as copied from the provisioningNiagara palette), a job prototype component’s retention is set for
all of its jobs to be permanently retained (until manually disposed of). However, you can (and often should)
modify a job prototype’s retention policy such that some executed jobs are automatically disposed
of—depending on either elapsed time or by reaching some number of job executions.

You can access the job retention properties from either the PrPrototype Job Listototype Job List view (this procedure) or from
the component’s property sheet.

1.Step Double-click the NiagaraNetworkPrNiagaraNetworkPrototypeJobototypeJob container.
The system displays the Niagara Network PrNiagara Network Prototype Vototype Viewiew.

2.Step Click the drop-down list in the upper right corner of the view and click Prototype Job List.
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The system displays the PrPrototype Job Listototype Job List.

3.Step Click the file folder to the right of the Retention policy property and select the retention policy.

• Retain permanently
• Dispose after a specified amount of time (default is 7 days)

• Keep a limited number of executions (default is 10) with Count only successful
executions deselected or selected.

• Keep a limited number of executions per device
Successful executions to keep per device (default to 5 days)

Unsuccessful executions to keep per device (default to 1 day)
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To understand how to apply the different retention policies, take a look at the following
information:

Retain permanently: All successful and unsuccessful job executions are retained.

Dispose after a specified amount of time: All successful and unsuccessful job executions
are disposed of after a defined period of time.

Keep a limited number of executions and deselect Count only successful executions:
This policy keeps a defined number of job executions regardless of their status, causing the files
for the latest successful backups of certain stations to be disposed of when the limit is reached.

Keep a limited number of executions and select Count only successful executions.
This policy keeps a defined number of job executions with a successful job status, causing files
for a large number of job executions to be retained.

Keep a limited number of executions per device and define the number of Successful
executions to keep per device and Unsuccessful executions to keep per device: This
policy keeps per station the specified number of successful and unsuccessful job executions.
Only when in each station the status limits are exceeded, the job is safe to be disposed of. If the
status limit for even one job step is under its limit for its station, the job is retained.

Example: Keep by device, three successful executions and two unsuccessful executions

In the right column, the shaded entries indicate that the status limits for all steps in the job are
exceeded, and the job is safe to be disposed of (Apr 15). If the status for even one step in a job is
at or under its limit for its station, the entire job is retained (Apr 25).

Result

NOTE: Keep in mind that if you configure retention properties and then duplicate the job prototype for the
purpose of creating a new provisioning job, all copied job components will have that same retention
configuration.

Prototype job actions
Each job prototype (provisioning job) has two available right-click actions.
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The Submit JobSubmit Job action is equivalent to the Run NowRun Now button when in the job prototype’s default NiagaraNiagara
Network PrNetwork Prototype Vototype Viewiew. The EnforEnforce Retentce Retention Polion Policyicy action immediately applies the job’s retention policy.

Setting up the prototype job schedule
Although you can manually run a provisioning job, most provisioning jobs run automatically based on a trigger
schedule. This example procedure demonstrates how to configure each of the three job prototypes to backup
a total of 12 different stations per provisioning job. This includes adjusting each TriggerSchedule to a slightly
different time of execution. For example, you may have one backup provisioning job scheduled at 12:30AM,
another at 1:00AM, and another at 1:30AM.

Prerequisites:
All stations are properly configured for platform connections.

1.Step To go to the TTrigger Schedulerigger Schedule view, double-click the linked TriggerSchedule and add a new event
on the left side, for example: Type: WWeek and Dayeek and Day: Sat, Any Week, Any Month (for a weekly
backup), and on the right side add an “off hours” time, for example: 12:30AM.

2.Step Click to SaveSave this schedule configuration.
Later, after duplicating this component and re-configuring, you will select a slightly different off-
hours time.

3.Step With the NiagaraNetworkJobPrototype linked to the TriggerSchedule, select both components,
then right-click and select Duplicate. This puts another linked pair on the wire sheet.

4.Step Move the copied linked pair to a new spot on the wire sheet, and repeat this procedure again.

Job list step management
You can remove, reorder, review and edit job list steps.

Removing job list steps
Remove a provisioning job step using either of these two methods:

• Click to select the step, then click the XX (remove) button below the list.

Figure 5. Actions for a NiagaraNetworkJobPrototype
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• Right-click the step, and select RemoveRemove from the popup menu.

Reordering job list steps
You may reorder a selected job step using either of these two methods.

• Click the (up) or (down) arrow button at the bottom of the list.

• Right-click a job step and click Move UpMove Up or Move DownMove Down, as needed.

The JobService executes job steps from top to bottom in the order that you define them in the two step lists:
initial steps first, then steps for each station.

Reviewing and editing job list steps
You can use any of these three methods to review and edit the details of steps that require additional
information:

• Click to select the step, then click the spyglass button ( ) below the list.

• Right-click the step and select VView Step Detailsiew Step Details from the popup menu.

• Double-click the step.

NOTE: Only steps that require additional information support review and editing. Other steps report an error
message if you attempt to review or edit them.

Creating a provisioning robot
Using a provisioning robot you can customize a provisioning job to perform steps beyond the built-in steps
provided. To successfully customize, you should already be familiar with the Baja class structures and methods,
as well as the Java syntax used by Baja program code.

Prerequisites:
You must have super user permissions to add or edit the Program and Robot components, including
ProvisioningRobots. The niagara.program.requireSuperUser entry in the Supervisor’s system.properties file
controls this requirement.

1.Step Copy the ProvisioningRobot component from the prprovisioningNiagaraovisioningNiagara palette into the Supervisor
station.

NOTE: The program code in the ProvisioningRobot includes several helpful programming tips
within the remark lines near the top of the code.

2.Step Modify the robot’s program code as appropriate.

3.Step Click the Compile and Save button ( ).
The system saves your changes.

Adding a robot step to a provisioning job
The Run RobotRun Robot step adds an existing robot to a provisioning job for running on each remote host.

Prerequisites:
A ProvisioningRobot customized to perform a task (or tasks) that specifically apply to all stations included in
the provisioning job exists. The station user in any remote host used by the Supervisor for client access (fox)
must be a super user for such a provisioning job to run successfully on the station.

Super user permissions are not required to configure a provisioning job that includes a Run Robot step, where
the referenced ProvisioningRobot was previously added or edited by a super user.

1.Step In the top pane, PrProvisioning steps to runovisioning steps to run, of the Niagara Network Job BuilderNiagara Network Job Builder or NiagaraNiagara
Network PrNetwork Prototype Vototype Viewiew, click add ( ).
The New Job StepNew Job Step window opens.
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2.Step Select the Run RobotRun Robot step and click OKOK.
The Select a RobotSelect a Robot window opens.

3.Step Navigate to the robot, select it and click OKOK.
As a simple test, select the PrProvisioningRobotovisioningRobot itself (as copied from the provisioningNiagara
palette). It should execute without errors on any target station with the PrProgramServiceogramService.

4.Step In the bottom pane, StatStations to include in tions to include in the jobhe job, click add ( ).
The Add DeviceAdd Device window opens.

5.Step Select the stations and click OKOK.

6.Step To initiate the provisioning job, review your choices and click the Run NowRun Now.
The PrProgramServiceogramService of each station in the provisioning job runs the robot. The view changes to
the Niagara Network Job VNiagara Network Job Viewiew, where steps and results appear as they are executed.

Provisioning Job management
Provisioning uses batch jobs as the method for doing most of its tasks. A combination of objects, including
components, files, and histories are used to model provisioning jobs, and their contained steps.

Batch jobs are different from other jobs run by the Supervisor’s JobService, because:

• The file records of a batch job execution are retained until the job is explicitly disposed of, instead of
being held temporarily as children of the JobService, then quickly deleted.

• Batch jobs can optionally trigger alarms (alerts) upon successful or unsuccessful completion.

• Batch jobs are first dispatched to a thread pool job queue, before being given to the JobService.

• Histories are automatically created for provisioning batch jobs as well as for individual device steps.

These sections describe those objects and their relationship to each other.
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Job execution
Just prior to execution, some steps in a provisioning batch job are combined. Currently, the only steps that are
combined are Install Software, Copy File, and Upgrade Out-of-date Software steps that are adjacent to each
other. Combining steps avoids duplication of dependency-checking with a station and minimizes the number of
reboots required.

Upon execution, the provisioning batch job first executes any initial steps to run only once. NiagaraNetworkNiagaraNetwork
provisioning this means that the system runs the Update Licenses step (if included) first. Typically, the
Supervisor has Internet connectivity, and makes a single, silent inquiry to the licensing server, passing the
current licensing information for each host running an included station (in the job) to the licensing server. The
licensing server responds with updated licensing information (if any) for these hosts in the form of a license
archive, where any updated licenses are installed, as well as updated within the Supervisor’s local license
database. For more background details, refer to related Niagara Platform Guide sections.

Following this, the provisioning batch job executes the remaining steps in sequence for each station, working
through its list of stations in sequence. When the job reaches a station in the list, its station state reports
Running. If any step fails, the station’s state reports Failed, no additional steps are run for that station, and the
job continues with the next station in the list.

If every step succeeds for a station, the station state reports Success. If the job is canceled during a station
step, the station state and that of all following stations in the list report Canceled.

When all steps are complete for all stations without canceling, and all steps complete successfully, the job state
reports Success. However, if even one step failed, the job state reports Failed.

The PrProgrogress Indess Indicatoricator will show the number of job steps completed, total number of expected steps and the
percent complete. Note that the total step count can change while the job runs due to automated step
combination (e.g. for software installation steps), automatic step creation (for license updates), and for step
failures (where subsequent steps will not be run).

Provisioning data files
Provisioning creates a number of files on the Supervisor PC.

Two types of files back up provisioning jobs:

• Batch job log files and batch step log files are binary records of each completed provisioning batch job
and step. The system writes these files under the Supervisor’s StatStationion directory using the following
convention:

^batchJob/logs/batchJob_type/timestamp.bjl (or .bjsl)

• Station files are .dist files and software snapshots. The system writes these files under the station’s FilesFiles
node.

To see the station files, station users require admin-level Read (R) permissions on a category assigned to
the prprovisioningNiagaraovisioningNiagara subfolder.

Backup .dist files are written under the Supervisor’s StatStationion directory using the following convention:

^provisioningNiagara/stationData/station/backups/backup_station_timestamp.dist

• Snapshots of the software installed on the hosts running the stations are written under the Supervisor’s
StatStationion directory using this convention:

^provisioningNiagara/stationData/station/software/snapshot.bog
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CAUTION: Do not manually delete any provisioning files from the Supervisor PC, for example, by using
Windows Explorer, or in Workbench by using the My File SystemMy File System node in the Nav tree. Instead, use the
DisposeDispose button on various provisioning views. This button is on the Niagara Network Job ListNiagara Network Job List and PrPrototypeototype
Job ListJob List view. When you dispose of a job, the system automatically deletes all its related batch job log files and
provisioning station data files.

Histories related to provisioning
The system automatically records provisioning jobs within the history space of the Supervisor.

The system automatically creates these histories using the following names:

• DeviceNetworkHistoryRecorDeviceNetworkHistoryRecordd contains one record for each provisioning job attempted. The record
includes various fields that record the job's finished state, submitting user, stations to process, and
whether the job has been disposed of.

• DeviceStepHistoryRecorDeviceStepHistoryRecordd contains one record for each run for each station step, per station, for any
provisioning job. The record includes the step's type, finished state, description, station, and whether the
step was disposed of (that is, it was included in a job that was disposed of).

• NetworkStepHistoryRecorNetworkStepHistoryRecordd contains one record for each initial step to run only once (that is the Update
Licenses step). The record includes the step's type, finished state, description, network type, and stations
to process.

Figure 6. Provisioning related histories in Supervisor’s history space
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CAUTION: Do not rename, delete, or clear these histories on the Supervisor, for example by using the
Database MaintenanceDatabase Maintenance view on the Supervisor’s history space. These histories are used by the station’s
BatchJob API code, and by various job list views.

Deleting these histories can result in provisioning-related files becoming orphaned, such that it becomes
impossible to know if they can safely be deleted. Therefore, examination of these histories is optional, and in
most cases you can simply ignore them.
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Chapter 3. Housekeeping
You only need to use the following procedures occasionally in individual cases.

Adding a station user
This procedure creates a provisioning job to add a new user to the UserService in each station.

Prerequisites:
The BatchJobServiceBatchJobService is available under ServicesServices and PrProvisioningNwExtovisioningNwExt component is available under your
NiagaraNetworkNiagaraNetwork. Either the Niagara Network Job Builder VNiagara Network Job Builder Viewiew (for a one-time job) or the Niagara NetworkNiagara Network
PrPrototype Vototype Viewiew (for a prototype job) is open.

1.Step In the top pane, PrProvisioning steps to runovisioning steps to run, click add ( ).
The New Job StepNew Job Step window opens.

2.Step Click the default Add StatAdd Station Userion User step and click OKOK.
The Add a new user to tAdd a new user to the stathe stationion window opens.

A password must be supplied for the new user.

3.Step Enter the Username and Password for the new user, if the user will have the administrator role,
select the CrCreate witeate with admin rh admin roleole check box, and click OKOK.

NOTE: If the check box is not selected, the job creates the user with no role assigned.

4.Step In the bottom pane, StatStations to include in tions to include in the jobhe job, click add ( ).
The Add DeviceAdd Device window opens.

5.Step Select the stations and click OKOK.

6.Step Review your choices and click Run NowRun Now at the bottom of the Niagara Network Job BuilderNiagara Network Job Builder view to
initiate the provisioning job.
The view changes to the Niagara Network Job VNiagara Network Job Viewiew, where steps and results appear as they are
executed. This step adds a named user to the UserServiceUserService for each station in the provisioning job.

Removing a station user
This procedure creates a provisioning job to remove a user from the User Service on each station in the job.

Prerequisites:
The BatchJobServiceBatchJobService is available under ServicesServices. The PrProvisioningNwExtovisioningNwExt component is available under your
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NiagaraNetworkNiagaraNetwork. Either the Niagara Network Job Builder VNiagara Network Job Builder Viewiew (for a one-time job) or the Niagara NetworkNiagara Network
PrPrototype Vototype Viewiew (for a prototype job) is open.

1.Step In the top pane, PrProvisioning steps to runovisioning steps to run, click add ( ).
The New Job StepNew Job Step window opens.

2.Step Click the Remove StatRemove Station Userion User step and click OKOK.
The Remove StatRemove Station Userion User window opens.

3.Step Enter the Username of the user to be removed from the stations, and click OKOK.

4.Step In the bottom pane, StatStations to include in tions to include in the jobhe job, click add ( ).
The Add DeviceAdd Device window opens.

5.Step Select the stations and click OKOK.

6.Step To initiate the provisioning job, review your choices and click Run NowRun Now at the bottom of the view.
The view changes to the Niagara Network Job VNiagara Network Job Viewiew, where steps and results appear as they are
executed.

Setting station user password
This procedure creates a provisioning job to set the user credentials for the existing Fox connection on each
remote device station in the job. It also updates the user credentials in the corresponding station proxy in the
Supervisor’s NiagaraNetworkNiagaraNetwork.

Prerequisites:
The BatchJobServiceBatchJobService is available under the ServicesServices node and the PrProvisioningNwExtovisioningNwExt component is available
under your NiagaraNetworkNiagaraNetwork in the Nav tree. The Niagara Network Job BuilderNiagara Network Job Builder (for a one-time job) or the
Niagara Network PrNiagara Network Prototype Vototype Viewiew (for a prototype job) is open. You have the credentials for the platform
connection to the remote device.

1.Step In the Niagara Network Job BuilderNiagara Network Job Builder window in the top pane, PrProvisioning steps to runovisioning steps to run, click add (
).

The New Job Step window opens.

2.Step Click the Set StatSet Station User Passworion User Passwordd step and click OKOK.
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The the Set Platform CrSet Platform Credentedentialsials window prompts for the new username and password for the
platform connection to the remote device.

3.Step Enter the current and new username and password used for the Fox connection to the remote
station, and click OKOK.

NOTE: To change the existing Fox connection user, deselect the check box and enter the new
Username.

4.Step In the bottom pane, StatStations to include in tions to include in the jobhe job, click add ( ).
The Add DeviceAdd Device window opens.

5.Step Select the stations and click OKOK.

6.Step To initiate the provisioning job, review your choices and click Run NowRun Now at the bottom of the
Niagara Network Job BuilderNiagara Network Job Builder view.
The view changes to the Niagara Network Job VNiagara Network Job Viewiew, where steps and results appear as they are
executed.

Automating host license updates using provisioning
This procedure uses the Niagara Network Job BuilderNiagara Network Job Builder to create a one-time provisioning job to automate
updating the license in one or more host controllers.

Prerequisites:
The BatchJobServiceBatchJobService is available under ServicesServices and the PrProvisioningNwExtovisioningNwExt component is available under your
NiagaraNetworkNiagaraNetwork.

1.Step Double-click PrProvisioningNwExtovisioningNwExt.
The system opens the Niagara Network Job BuilderNiagara Network Job Builder view.

2.Step In the top pane, PrProvisioning steps to runovisioning steps to run , click add ( ).
The New Job StepNew Job Step window opens.

3.Step Click the Update LicensesUpdate Licenses step and click OKOK.
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The Update LicensesUpdate Licenses window opens.

4.Step To continue, click OKOK (or to exit the License Update, click CancelCancel).

5.Step In the bottom pane, StatStations to include in tions to include in the jobhe job, click add ( ).
The Add DeviceAdd Device window opens.

6.Step To select the stations to upgrade, click one or more of the boxes next to the station names and
click OKOK.

7.Step To initiate the provisioning job, review your choices and click Run NowRun Now at the bottom of the
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Niagara Network Job Builder VNiagara Network Job Builder Viewiew.
The view changes to the Niagara Network Job VNiagara Network Job Viewiew, where steps and results appear as they are
executed.

Result
The system updates the licenses for all selected hosts. To make updating licenses a regular, automatic event,
you need to create a job prototype.

Synchronizing with the Supervisor’s license database
The local Supervisor maintains a database that includes information about each host’s license. Periodically, it is
a good idea to interrogate each Supervisor and update this license database. You use this license database
when provisioning remote controller licenses.

Prerequisites:
You have a network of licensed hosts. The ProvisioningNwExt component is available under the
NiagaraNetwork.

1.Step Expand the ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork > PrProvisioningNwExtovisioningNwExt in the Nav tree to see its
LicensesLicenses node.

2.Step Right-click LicensesLicenses and select VViewsiews > Supervisor License ManagerSupervisor License Manager.
The Supervisor License ManagerSupervisor License Manager window opens.

3.Step Click SynchrSynchronizeonize.
The system prompts with the option to Synch AlSynch All Licensesl Licenses?

4.Step Click YYeses and, at the Synchronization Complete prompt, click OKOK.

Result
The Supervisor’s license database contains the license identifier for each host in the network.

Updating licenses using the Network License Summary
Rather than create a one-time provisioning job, you can update the license on one or more remote hosts using
the Network License SummaryNetwork License Summary.

Prerequisites:
You have synchronized the Supervisor’s license database with the host controllers in your network, purchased a
license upgrade for each host, and the upgrades are available on the online licensing server.

1.Step Select the Licenses slot on the ProvisioningNwExt.
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The system displays the Network License SummaryNetwork License Summary.

2.Step Select one or more stations and click UpdateUpdate.
If a newer license is found (than that already installed), the system installs it in the remote host (s),
updates the license(s) in the Supervisor’s local license database, and resets the Last Updated
timestamp to the time of the update.

Copying a file
You may copy a file from your PC (local file) or a Supervisor file to your remote stations. A local file may be
anywhere on your PC. It is a file that is outside of the directory structure that is available from inside your
Supervisor station.

Prerequisites:
You are working in Workbench and are connected to your Supervisor station. A ProvisioningNwExt component
and a NiagaraNetworkJobPrNiagaraNetworkJobPrototypeototype component are available under your NiagaraNetworkNiagaraNetwork.

1.Step Expand ConfigConfig > DriversDrivers and do one of the following:

• To set up a one-time job that copies a local file from anywhere on your PC to your remote
devices, double-click PrProvisioningNwExtovisioningNwExt

• To set up a repeating job that copies a file from inside the directory structure that is
available from inside your Supervisor station, double-click NiagaraNetworkJobPrNiagaraNetworkJobPrototypeototype.

For the local file, a Niagara Network Job BuilderNiagara Network Job Builder opens. For the Supervisor file, a NiagaraNiagara
Network PrNetwork Prototype Vototype Viewiew opens. They look the same except for the title and buttons at the
bottom.

2.Step In the top pane, PrProvisioning steps to runovisioning steps to run, click add ( ) and select the a copy file step.
The system opens the file chooser.

If you are creating a one-time job using the Niagara Network Job BuilderNiagara Network Job Builder, you can select either a
Supervisor file or a local file on your PC. If you are creating a job prototype using the NiagaraNiagara
Network PrNetwork Prototype Vototype Viewiew, you can select only a Supervisor file.

3.Step Select a local source file to copy.
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A DestDestinatinationion window prompts you for the target destination to copy this file to.

This destination folder applies to all stations in the job.

4.Step To edit the destination, click into the entry box and type a destination.

In the example above, the destination was changed to specify a nav folder under the station
root absolute (^). If a destination folder does not already exist on the target host, the step
creates it.

NOTE: The destination string must always begin with the character for either the system-home
relative (!) or the station-home relative (^). The system provides no means to modify any files
outside of the release directory on any target hosts.

Result

When the job runs, the system makes a temporary copy of the file on the Supervisor unless the file being
copied is local to the Supervisor (that is, you are using Workbench on the Supervisor). Once the job completes,
the system deletes this temporary file.

To run the provisioning job more efficiently, the system combines file copy steps with other file copy steps,
install software steps, or upgrade out-of-date software steps.

Copying a Supervisor file
A Supervisor file is a file located in the My File System of the Supervisor’s Nav tree.

Prerequisites:
You have created a new job (one-time, or job prototype) and have either the Niagara Network Job BuilderNiagara Network Job Builder or
Niagara Network Schedule VNiagara Network Schedule Viewiew open.

1.Step In the top pane, PrProvisioning steps to runovisioning steps to run, click add ( ), and select the Copy Local FileCopy Local File or CopyCopy
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Supervisor FileSupervisor File step.
The system opens the File ChooserFile Chooser for the files available as part of the Supervisor station.

2.Step Using the File ChooserFile Chooser, navigate to the source file for the copy operation, select the file, and click
OKOK.
If you are creating a one-time job using the Niagara Network Job BuilderNiagara Network Job Builder, you can select either a
Supervisor file or a local file on your PC. If you are creating a job prototype using the NiagaraNiagara
Network PrNetwork Prototype Vototype Viewiew, you can select only a Supervisor file.
The system prompts you for the target destination.

This destination folder applies to all stations in the job. You may need to edit the destination.

3.Step Edit the destination system-home-relative or station-home-relative.
The destination string must always begin with the character for either the system-home relative (!)
or the station-home relative (^). The system provides no means to modify any files outside of the
software release directory on any target host.

The destination is changed to specify a logos subfolder under the images folder, which is at
the station root absolute (^). If a destination folder does not already exist on the target host, the
step creates it.

4.Step Click Run NowRun Now.

Result
To run more efficiently, the system combines this step with other file copy steps, install software steps, or
upgrade out-of-date software steps in the job.

Rebooting the system
This procedure provides a provisioning step to restart the station in each remote device in the job.

Prerequisites:
The BatchJobServiceBatchJobService is available under ServicesServices. The PrProvisioningNwExtovisioningNwExt component is available under the
NiagaraNetworkNiagaraNetwork. The Niagara Network Job BuilderNiagara Network Job Builder (one-time job) or Niagara Network PrNiagara Network Prototype Vototype Viewiew
(reoccurring job) is open.

1.Step In the top pane, PrProvisioning steps to runovisioning steps to run, click add ( ).
The New Job StepNew Job Step window opens.

2.Step Select the Reboot step and click OKOK.

3.Step In the bottom pane, StatStations to include in tions to include in the jobhe job, click add ( ).
The Add DeviceAdd Device window opens.

4.Step Select the stations to reboot and click OKOK.

5.Step To initiate the provisioning job, review your choices and click Run NowRun Now at the bottom of the view.
The step restarts the station’s host (platform), then waits until its platform daemon comes back up
and is available for connections to begin.

The view changes to the Niagara Network Job VNiagara Network Job Viewiew, where steps and results appear as they are
executed.

Removing stations
You may remove a station from a job in the Niagara Network Job BuilderNiagara Network Job Builder or Niagara Network PrNiagara Network Prototype Vototype Viewiew
using either of these methods.

• Click to select the station, then click the XX (remove) button below the list.

• Right-click the station, then select RemoveRemove from the popup menu.
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Renaming remote stations
This procedure creates a step to rename the station on the remote device to match the name of the station’s
proxy name in the Supervisor’s NiagaraNetworkNiagaraNetwork. This is particularly useful for Edge devices, which are
delivered with a default station whose name is unique based on the host ID.

Prerequisites:
The BatchJobServiceBatchJobService is available under ServicesServices. The PrProvisioningNwExtovisioningNwExt component is available under the
NiagaraNetworkNiagaraNetwork. The Niagara Network Job BuilderNiagara Network Job Builder (one-time job) or the Niagara Network PrNiagara Network Prototype Vototype Viewiew
(reoccurring job) is open. All stations are named as desired under the NiagaraNetworkNiagaraNetwork in the Supervisor
station.

1.Step In the top pane, PrProvisioning steps to runovisioning steps to run, click add ( ).
The New Job StepNew Job Step window opens.

2.Step Select the Rename Device StatRename Device Stationion step and click OKOK.

3.Step In the bottom pane, StatStations to include in tions to include in the jobhe job, click add ( ).
The Add DeviceAdd Device window opens.

4.Step Select the stations to rename and click OKOK.

5.Step To initiate the provisioning job, review your choices and click Run NowRun Now at the bottom of the view.
The view changes to the Niagara Network Job VNiagara Network Job Viewiew, where steps and results appear as they are
executed.

Reordering stations
Reorder a selected station in the Niagara Network Job BuilderNiagara Network Job Builder or Niagara Network PrNiagara Network Prototype Vototype Viewiew using one
of two methods.

• Click the (up) or (down) arrow button at the bottom of the list.

• Right-click a station and select Move UpMove Up or Move DownMove Down, as needed.

Stations are processed in the same top-to-bottom order as defined in the Stations List.

Setting a property
This procedure creates a provisioning job to set a property value of a component on each remote station in the
job.

Prerequisites:
The BatchJobServiceBatchJobService is available under ServicesServices. The PrProvisioningNwExtovisioningNwExt component is available under the
NiagaraNetworkNiagaraNetwork. The Niagara Network Job BuilderNiagara Network Job Builder or Niagara Network PrNiagara Network Prototype Vototype Viewiew is open.

1.Step In the top pane, PrProvisioning steps to runovisioning steps to run, click add ( ).
The New Job StepNew Job Step window opens.

2.Step Click the Set PrSet Propertyoperty step and click OKOK.
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The Set PrSet Propertyoperty window opens.

3.Step Enter the slot path (Target ORD) for the target component, the Property Name to change, the
Property Type information, the Property Value and click OKOK.

4.Step In the bottom pane, StatStations to include in tions to include in the jobhe job, click add ( ).
The Add DeviceAdd Device window opens.

5.Step Select the stations for which to change the property value and click OKOK.

6.Step To initiate the provisioning job, review your choices and click Run NowRun Now at the bottom of the view.
The view changes to the Niagara Network Job VNiagara Network Job Viewiew, where steps and results appear as they are
executed.

Removing a property
Starting in Niagara 4.7, this procedure creates a provisioning job to remove a property value of a component
on each remote station in the job.

Prerequisites:
The BatchJobServiceBatchJobService is available under ServicesServices. The PrProvisioningNwExtovisioningNwExt component is available under the
NiagaraNetworkNiagaraNetwork. The Niagara Network Job BuilderNiagara Network Job Builder or Niagara Network PrNiagara Network Prototype Vototype Viewiew is open.

The property that you remove is a dynamic property. The target must be a component and the property must
be dynamic.

1.Step In the top pane, PrProvisioning steps to runovisioning steps to run, click add ( ).
The New Job StepNew Job Step window opens.

2.Step Select the Remove PrRemove Propertyoperty step and click OKOK.
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The Remove PrRemove Propertyoperty window opens.

3.Step Enter the slot path (Target ORD) for the target component, the Property Name to remove, and
click OKOK.
In the PrProvisioning steps to runovisioning steps to run pane, the newly added job appears.

4.Step In the bottom pane, StatStations to include in tions to include in the jobhe job, click add ( ).
The Add DeviceAdd Device window opens.

5.Step Select the stations for which to remove the property value and click OKOK.

6.Step To initiate the provisioning job, review your choices and click Run NowRun Now at the bottom of the view.
The view changes to the Niagara Network Job VNiagara Network Job Viewiew, where steps and results appear as they are
executed.

Setting the time
This procedure creates a provisioning job to set the time on each remote device in the job.

Prerequisites:
The BatchJobServiceBatchJobService is available under ServicesServices. The PrProvisioningNwExtovisioningNwExt component is available under the
NiagaraNetworkNiagaraNetwork. The Niagara Network Job BuilderNiagara Network Job Builder (one-time) or Niagara Network PrNiagara Network Prototype Vototype Viewiew
(reoccurring job) is open.

1.Step In the top pane, PrProvisioning steps to runovisioning steps to run, click add ( ).
The New Job StepNew Job Step window opens.

2.Step Select the Set TSet Timeime step and click OKOK.
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The system opens the Set TSet Timeime window.

3.Step Select the bullet and configure the time as needed, and click OKOK.

4.Step In the bottom pane, StatStations to include in tions to include in the jobhe job, click add ( ).
The Add DeviceAdd Device window opens.

5.Step Select the stations and click OKOK.

6.Step To initiate the provisioning job, review your choices and click Run NowRun Now at the bottom of the view.
The view changes to the Niagara Network Job VNiagara Network Job Viewiew, where steps and results appear as they are
executed.
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Chapter 4. Station backup
Configuring a job prototype to back up all stations provides a good example of how to set up a provisioning
job. The provisioning job backs up one or more stations to a Supervisor PC.

Configuring a regularly-scheduled station backup by adding a provisioning job prototype using the NiagaraNiagara
Network PrNetwork Prototype Vototype Viewiew is a better practice than setting up a one-time station backup using the NiagaraNiagara
Network Job BuilderNetwork Job Builder.

Provisioning backups use either the local BackupServiceBackupService or the CloudBackupServiceCloudBackupService. The CloudBackupServiceCloudBackupService
provides all the functions of the local BackupServiceBackupService. You can make successful backups using either the BackupBackup
ManagerManager view to create manual backups, or using the Backup Stations step in a provisioning job. Backups
contain the expected files based on the CloudBackupServiceCloudBackupService exclusions. Backups created by provisioning job
prototype follow the configured job disposition settings and are deleted when a new backup is created.

The topics that follow provide an example procedure for regularly backing up a Supervisor station with 36
device stations in its NiagaraNetworkNiagaraNetwork.

Manually triggering a backup
A manual backup is another way to organize a one-time event.

Prerequisites:
A ProvisioningNwExt component is configured and in your NiagaraNetworkNiagaraNetwork. You have super user permissions
in the Supervisor station.

1.Step Right-click PrProvisioningNwExtovisioningNwExt and click ActActionsions > Start BackupStart Backup
The system automatically adds the Backup Stations step (for every station), and stores the backup
.dist file for each on the Supervisor, using this path:

^provisioningNiagara/stationData/stationName/backups/
backup_stationName_timestamp.dist
where

• <stationName> is the name of the station processed in the step.

• <timestamp> is the job’s start time, formatted as YYYYMMDD_HHmmss.sss.

2.Step To view the .dist files, navigate to the provisioningNiagara subfolder on the Supervisor
station.
The resulting backup files are encrypted and require credentials to restore.

Preparing the folder and trigger schedule
Setting up a provisioning job begins with setting up the necessary components under the station ConfigConfig folder:
PrProvBackupsovBackups folder, NiagaraNetworkJobPrototype component, TriggerSchedule component.

Prerequisites:
All stations are properly configured for platform connections. You have super user permissions.

1.Step With the Supervisor station opened in Workbench, expand it to reveal its ConfigConfig node.

2.Step Right-click ConfigConfig and select NewNew > FolderFolder.

3.Step Name the folder PrProvBackupsovBackups (or whatever name you wish. You can create this folder anywhere
under ConfigConfig.)

4.Step Open the PalettePalette side bar, and, in the side bar, open the prprovisioningNiagaraovisioningNiagara palette.

5.Step From the prprovisioningNiagaraovisioningNiagara palette, drag a NiagaraNetworkJobPrototype component to the
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new PrProvBackupsovBackups folder.

6.Step From the prprovisioningNiagaraovisioningNiagara palette, drag a TriggerSchedule component to the same
PrProvBackupsovBackups folder.

7.Step To view its Wire Sheet, double-click the PrProvBackupsovBackups folder.

8.Step In the Wire Sheet, link the Trigger slot of the TriggerSchedule to the SubmitJob slot of the
NiagaraNetworkJobPrototype component.

Setting up the backup provisioning job
Each action to be taken is a step in the provisioning job.

Prerequisites:
The station Config container contains the necessary folder and components.

1.Step To view the provisioning job’s Niagara Network PrNiagara Network Prototype Vototype Viewiew, double-click the
NiagaraNetworkJobPrNiagaraNetworkJobPrototypeototype.
The system opens the provisioning job view.

2.Step Configure how you want failed and completed jobs to appear on the alarm console.

NOTE: The alarm check box settings apply to the provisioning job being built, and do not affect
other provisioning jobs that may already exist either as other provisioning components, jobs
already queued to run, or built in the NiagaraNetworkJobBuilderNiagaraNetworkJobBuilder (one-time jobs).

3.Step In the top pane, click add ( ).
The New Job StepNew Job Step window opens.

4.Step Select the Backup Stations step and click OKOK.
The system adds this job step to the PrProvisioning steps to runovisioning steps to run pane.

5.Step In the bottom pane, click add ( ).
The Add DeviceAdd Device window opens.

6.Step Select the stations to back up or click Check AlCheck Alll and click OKOK.

NOTE: Later, you can duplicate this component and select different stations to back up.

7.Step To save the prototype, click the SaveSave at the bottom of the view.
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Provisioning backup best practices
When performing a provisioning backup that includes a large number of stations, typically more than 100
stations, you might encounter various types of timeout issues before the provisioning job can complete. Here
are some best practices for running backups via provisioning.

Station backups may take different amounts of time depending on the size of a station, the network
connection between the Supervisor and subordinate station, and the platform the station is running on. Adding
all the stations in a large Niagara Network under a single backup station provisioning job may cause
connections to time out.

Best practices for provisioning backups
1. Group the stations based on backup needs and create multiple station backup provisioning jobs. Some

stations may require to be backed up at different frequencies and different times of day.

Using a small number of stations in each provisioning job group instead of a large number of stations
increases the likelihood that each job will finish successfully without error, and facilitates troubleshooting
in cases where a particular station fails to backup.

2. When there are multiple station backup provisioning jobs, avoid overlapping their execution times. Set the
triggers for backup jobs to execute at different times.
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Chapter 5. Provisioned software
installation
Installing software on multiple remote hosts using provisioning involves installing the modules to the
Supervisor PC, synchronizing Workbench and Supervisor databases, setting up a one-time provisioning job,
and executing the job.

You need to obtain the necessary license(s) for the software, and download the modules into your Supervisor
PC.

Synchronizing software databases
Installing Workbench on a Supervisor PC or engineering workstation makes all licensed software modules
available. To update the modules in a remote host using the Supervisor station, you must first synchronize the
Workbench and Supervisor databases.

1.Step To open the Supervisor SoftwarSupervisor Software Managere Manager in the Supervisor station, expand ConfigConfig > DriversDrivers >
NiagaraNetworkNiagaraNetwork > PrProvisioningNwExtovisioningNwExt and double-click SoftwarSoftwaree.

2.Step Click the Sync WSync Workbenchorkbench button at the bottom of the window.
One of the following happens:

• If the Supervisor already has all the software installable files that are available in the
Workbench database, a display window displays:

• If installable files are available that the Supervisor does not have, an Add SoftwarAdd Softwaree window
lists the files, and asks if you wish to transfer them to the Supervisor

.

3.Step Click YYeses or NoNo depending on your needs.
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Installing software using the add button
When it is time to install new software on all hosts in a network, you can use provisioning to speed the process
of upgrading each remote host. This procedure uses the add button.

Prerequisites:
The Niagara Network Job BuilderNiagara Network Job Builder (for a one-time job) or the Niagara Network PrNiagara Network Prototype Vototype Viewiew (for a prototype
job) is already open.

1.Step If you are using a remote PC, connect to the Supervisor station.

2.Step In the Niagara Network Job PrNiagara Network Job Prototypeototype view, click the (add) button to add the Install Software
step to the job.
The system opens the InstalInstall Softwarl Softwaree window in which you select the software modules or .dist
files to install.

3.Step Click the triangle to expand an artifact to display available module version numbers. Select the
version(s) and click OKOK.

NOTE: In Niagara 4.8 and later, in the InstalInstall Softwarl Softwaree window there is added support for filtering
the list of available artifacts for installation (by version or module name), and for making multiple
selections of artifacts for installation in a single provisioning step. The Install Software Step will
install all modules selected from the InstalInstall Softwarl Softwaree window.

• To filter available artifacts, click in the text box next to the (Filter icon) and start typing the
artifact name (as shown) or version. The list of available artifacts will automatically be filtered
to match the search string.

• To make multiple selections, press the Ctrl key while you click on multiple artifacts.

Once added, the Install Software step appears in the Job Steps ListJob Steps List.

To satisfy dependencies, if the software has dependencies on one or more modules that are not
yet installed on a particular host, and the modules are in the Supervisor’s software registry, the
step automatically includes the modules in the processing for host (station).

NOTE: It is your (provisioning user’s) responsibility to ensure that platform dependencies of the
software are met by the hosts running the target stations. For example, it is permissible to have a
job with an Install Software step that includes stations running on different platform types.
However, if a step installs a distribution file specific to one type of controller, note that the
dependency check may fail on a different type of device, with no software being installed on that
host.
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Result

A slightly different step (InstallStep) is created when you copy/drag a backup .dist file into the Job Steps ListJob Steps List. A
backup .dist is not a versioned install (nor is it a FileCopyStep).

To run the provisioning job more efficiently, the system combines Install Software steps with other software
install steps, copy file steps, and upgrade out-of-date-software steps.

Installing software by dragging from the Software container
Dragging a file to the Network Job BuilderNetwork Job Builder or Niagara Network PrNiagara Network Prototype Vototype Viewiew is an easy way of setting up a
copy step.

Prerequisites:
The Niagara Network Job BuilderNiagara Network Job Builder (for a one-time job) or the Niagara Network PrNiagara Network Prototype Vototype Viewiew (for a prototype
job) is open.

1.Step If you are using a remote PC, connect to the Supervisor station.

2.Step On the Supervisor station, locate the new software module(s) in the Software container.

3.Step From the Nav tree, copy or drag a local software module into the Job Steps ListJob Steps List.
The JobService automatically checks to see if the software file and version already exist on the
Supervisor. If not, the service downloads the file and registers it with the Supervisor. This
download process occurs in the background.

If more than one version (file) for the item is in the Supervisor’s software database, a popup
window prompts you to select the version.

4.Step Select the version and click OKOK.
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Once added, the Install Software step appears in the Job Steps ListJob Steps List.

To satisfy dependencies, if the software has dependencies on one or more modules that are not
yet installed on a particular host, and the modules are in the Supervisor’s software registry, the
step automatically includes the modules in the processing for host (station).

NOTE: It is your (provisioning user’s) responsibility to ensure that platform dependencies of the
software are met by the hosts running the target stations. For example, it is permissible to have a
job with an Install Software step that includes stations running on different platform types.
However, if a step installs a distribution file specific to one host, note that the dependency check
may fail on another type of device, and no software will be installed on that device.

Result

A slightly different step (InstallStep) is created when you copy/drag a backup .dist file into the Job Steps ListJob Steps List. A
backup .dist is not a versioned install (nor is it a FileCopyStep).

To run the provisioning job more efficiently, the system combines Install Software steps with other software
install steps, copy file steps, and upgrade out-of-date-software steps.

Installing a clean distribution file
This procedure creates a provisioning job to install a clean distribution file on each station job.

Prerequisites:
The BatchJobServiceBatchJobService is available under ServicesServices. The PrProvisioningNwExtovisioningNwExt component is available under the
NiagaraNetworkNiagaraNetwork. The target platform types match the distribution file you intend to provision. Either the
Niagara Network Job BuilderNiagara Network Job Builder (one-time job) or the Niagara Network PrNiagara Network Prototype Vototype Viewiew (repeating job) is open.

1.Step In the top pane, PrProvisioning steps to runovisioning steps to run, click add ( ).
The New Job StepNew Job Step window opens.

2.Step Click the InstalInstall Clean Distributl Clean Distributionion step and click OKOK.
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The Clean DistributClean Distribution Fileion File window opens.

3.Step Navigate to and select the desired clean distribution file, and click OKOK.

4.Step In the bottom pane, StatStations to include in tions to include in the jobhe job, click add ( ).
The Add DeviceAdd Device window opens.

5.Step Select the stations and click OKOK.

NOTE: Only select stations that match the platform of the selected clean distribution file. The job
step fails for any device that does not match the selected clean distribution file.

6.Step To initiate the provisioning job, review your choices and click the Run NowRun Now.
The view changes to the Niagara Network Job VNiagara Network Job Viewiew, where steps and results appear as they are
executed.

Installing new software modules
Installing new modules that are not already running on the target device may be required to support all
dependencies required by the deployed station services, networks, templates and other components. This is a
one-time provisioning procedure.

Prerequisites:
The BatchJobServiceBatchJobService is under ServicesServices. The PrProvisioningNwExtovisioningNwExt component is under the NiagaraNetworkNiagaraNetwork.

1.Step In the top pane, PrProvisioning steps to runovisioning steps to run, click add ( ).
The New Job StepNew Job Step window opens.

2.Step Select Install Software and click OKOK.
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The Install Software window opens.

3.Step Apply a filter to the list.

4.Step Select one or more modules and click OKOK.

5.Step In the bottom pane, StatStations to include in tions to include in the jobhe job, click add ( ).
The Add DeviceAdd Device window opens.

6.Step Select the stations and click OKOK.

7.Step To initiate the provisioning job, review your choices and click the Run NowRun Now.
The view changes to the Niagara Network Job VNiagara Network Job Viewiew, where steps and results appear as they are
executed. The step installs all modules selected from the list.
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Result

If needed, the Sync WSync Workbenchorkbench button in the Supervisor SoftwarSoftware Managere Manager view copies the latest software
from the Workbench installation to the Supervisor station. For more details, refer to “provisioningNiagara-
SupervisorSoftwareManager” in the “Components” chapter of this guide.

Upgrading out-of-date software
This procedure creates a provisioning job to upgrade each target device with the latest versions of platform
(.dist file) and module (.jar file) software available in the Supervisor's software database.

Prerequisites:
The BatchJobServiceBatchJobService is available under ServicesServices. The PrProvisioningNwExtovisioningNwExt component is available under the
NiagaraNetworkNiagaraNetwork. The Niagara Network Job BuilderNiagara Network Job Builder (one-time) or Niagara Network PrNiagara Network Prototype Vototype Viewiew
(reoccurring job) is open.

1.Step Use the Sync WSync Workbenchorkbench button in the Supervisor SoftwarSoftware Managere Manager view to copy the latest
software from the Workbench installation to the Supervisor station if needed. For details, refer to
the “Software installation” and “Synchronizing software databases” in this guide.

2.Step In the Niagara Network Job BuilderNiagara Network Job Builder’s top pane, PrProvisioning steps to runovisioning steps to run, click add ( ).
The New Job StepNew Job Step window opens.

3.Step Select the Upgrade Out of Date SoftwarUpgrade Out of Date Softwaree step and click OKOK.
The system adds the job to the list.

4.Step In the bottom StatStations to include in tions to include in the jobhe job pane, click add ( ).
The Add DeviceAdd Device window opens.

5.Step Select the stations and click OKOK.

6.Step To initiate the provisioning job, review your choices and click Run NowRun Now.
The Upgrade Out of Date SoftwarUpgrade Out of Date Softwaree step compares the versions of software installed on the
station’s host with the latest versions of the same software in the Supervisor’s software database.
Any software the step finds with a higher version on the Supervisor it installs to the station.

The view changes to the Niagara Network Job VNiagara Network Job Viewiew, where steps and results appear as they are
executed.

Result
Normally, a Supervisor has the latest versions of software modules installed. If for some reason it does not, this
step always installs the latest version of any software module found under the Supervisor’s software database
(under !sw) even if the Supervisor itself is using an earlier installed version (as found in its !modules
directory).

To run more efficiently, the system can combine the upgrade out-of-date-software steps with other software
install steps and copy file steps.
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Chapter 6. Certificates and credentials
Certificates and credentials are important security elements for every station. Provisioning their deployment
across a NiagaraNetworkNiagaraNetwork saves substantial configuration time.

All the certificate steps are intended to run as part of a provisioning workflow that establishes valid server
certificates on the stations connected to a Supervisor. The typical sequence to run these steps is as follows:

• Generate Certificate

• Create Certificate Signing Request

• Sign Certificate

• Import Signed Certificate

• Set Certificate Alias

The Niagara Station Security Guide covers all these topics in more detail.

Configuring subordinate stations for SAML IdP Service and Scheme
A provisioning job can configure each remote station’s SAML (Security Assertion Markup Language)
authentication scheme and local SAML IdP (Identity Provider) service. This procedure covers running a
provisioning job on the Supervisor station to configure one or more remote stations with a server certificate
(private and public keys) and the SAML authentication scheme configured for the internal IdP.

Prerequisites:
You are working in a Supervisor station. The SAMLIdServiceSAMLIdService is installed and configured on the Supervisor
station.

The NiagaraNetworkNiagaraNetwork on the Supervisor contains one or more remote stations.

1.Step Expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork.

2.Step To open the Niagara Network Job BuilderNiagara Network Job Builder view, double-click on PrProvisioningNwExtovisioningNwExt
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The Niagara Network Job BuilderNiagara Network Job Builder view opens.

3.Step In the top pane, PrProvisioning steps to runovisioning steps to run, click add , click ConfigurConfigure Niagara IdP and SAMLe Niagara IdP and SAML
SchemeScheme, and click OKOK.
The ConfigurConfigure Niagara IdP and SAML Schemee Niagara IdP and SAML Scheme window opens.

4.Step Fill in the following required properties and click OKOK.

• Login Button Text Format is the preferred text to display on the login button to access
the subordinate station. For example, Log in to Floor1_%displayName% , where the
system substitutes the name of the Circle of Trust for the BFormat script %displayName%.
If multiple Circles of Trust include the subordinate station, the system creates multiple login
buttons.

• IdP Certificate Alias is the public key of the certificate configured as the IdP Signing
Cert in the SAMLIdPServiceSAMLIdPService that the system imports to the subordinate station's User TUser Trustrust
StorStoree. This property configures the alias of the resulting public key as it appears in the
subordinate station, for example: niagaraIdP . Entering a value in this property activates
the OKOK button in the window.
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• SAML Signing Certificate Alias defines the alias of the certificate to use as the
subordinate station's SAML Server Certificate. If not generating a new server certificate (see
option below), the certificate should already exist in the subordinate station's User KeyUser Key
StorStoree.

• Optionally, you can generate a new server certificate and/or a new remote SAML
encryption certificate to use for this purpose. Click the check box to Generate new remote
SAML signing certificate and/or to Generate new remote SAML encryption
certificate, fill in the required data in the additional properties, and click OKOK.

The provisioning application adds the step to the job builder.

5.Step In the bottom pane, StatStations to include in tions to include in the jobhe job, click (Add).
The Add DeviceAdd Device window opens

6.Step Select the devices (that is, stations in the NiagaraNetworkNiagaraNetwork that are included in a Circle of Trust) to
be added to the job, and click OKOK.
The provisioning application adds the job to the step builder.

7.Step To start the provisioning job, click Run NowRun Now.

8.Step To view the job progress open the Job Service Job LogJob Log view.
The Job LogJob Log opens.

Result

This provisioning job exports the public key of the Supervisor's IdP Signing Certificate to the User TUser Trust Storrust Storee
of each subordinate station in the job. For each station, it generates a unique SAML Signing Certificate in the
station's User Key StorUser Key Storee (or selects from server certificates already existing in the User Key StorUser Key Storee). It then
assigns a copy of this certificate's public key to the Station Service Provider under the Circle of Trust in the
Supervisor's SAMLIdPServiceSAMLIdPService using certificate pinning.

NOTE: The signing certificates mentioned in the previous paragraph are actually Server certificates. They
should not be confused with Code Signing Certificates which have a different purpose.

For each Circle of Trust that a subordinate station is a part of, the provisioning job creates a SAML
Authentication Scheme in the subordinate station’s AutAuthenthenticaticationServiceionService.

For more information, see “About the SAML IdP Service” section of the Niagara Station Security Guide.
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Setting security job steps
This procedure creates three provisioning job steps to set platform credentials, set station user password and
set platform user password. It is equivalent to adding these three steps individually.

Prerequisites:

• The BatchJobServiceBatchJobService is available under ServicesServices and PrProvisioningNwExtovisioningNwExt component is available under your
NiagaraNetworkNiagaraNetwork.

• Either the Niagara Network Job Builder VNiagara Network Job Builder Viewiew or the Niagara Network PrNiagara Network Prototype Vototype Viewiew (for a prototype
job) is open.

1.Step In the Niagara Network Job BuilderNiagara Network Job Builder view, click (Add) in the top pane, PrProvisioning steps toovisioning steps to
runrun.
The New Job StepNew Job Step window opens.

2.Step Select the Security Job StepsSecurity Job Steps and click OKOK.
The Set Platform CrSet Platform Credentedentialsials window opens.

3.Step Enter the new platform username and password, confirm new password, select the This host wilThis host willl
be lbe licensed for FIPS 140–2icensed for FIPS 140–2 check box if this system is intended to be FIPS compliant, and click OKOK.
The Set StatSet Station User Passworion User Passwordd window opens.

4.Step Select the Use connectUse connection usernameion username check box if you intend to use the connection username.
Enter the current station user password, new password, confirm new password, and click OKOK.
The Set Platform User PassworSet Platform User Passwordd window opens.

5.Step To change the password for an existing platform user, enter the current username, current
password, new password, confirm password. Select the This host wilThis host will be ll be licensed for FIPS 140–2icensed for FIPS 140–2
check box if this system is intended to be FIPS compliant, and click OKOK.

6.Step In the bottom StatStations to include in tions to include in the jobhe job, click (Add).
The Add DeviceAdd Device window opens.

7.Step Select the stations and click OKOK.

8.Step Review your choices and click the Run NowRun Now button at the bottom of the Niagara Network JobNiagara Network Job
BuilderBuilder view to initiate the provisioning job.
The view changes to the Niagara Network Job VNiagara Network Job Viewiew, where steps and results appear as they are
executed.

Generating a certificate
This procedure creates a provisioning job to generate a server certificate on each remote device in the job.

Prerequisites:
The BatchJobServiceBatchJobService is available under ServicesServices. The PrProvisioningNwExtovisioningNwExt component is available under the
NiagaraNetworkNiagaraNetwork. The Niagara Network Job BuilderNiagara Network Job Builder or Niagara Network PrNiagara Network Prototype Vototype Viewiew is open.

1.Step In the Niagara Network Job BuilderNiagara Network Job Builder window in the top pane, PrProvisioning steps to runovisioning steps to run , click
(Add).
The New Job StepNew Job Step window opens.

2.Step Click the Generate CertGenerate Certificateificate step and click OKOK.
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The system opens the Generate SelGenerate Self Signed Certf Signed Certificateificate window.

3.Step Enter the certificate information and click OKOK.
Some of the information is optional, but it is generally beneficial to fill in as much information as
possible and practical. For Certificate Usage, configure Server. The image shown here
contains an example set of certificate information.

4.Step In the bottom pane, StatStations to include in tions to include in the jobhe job, click (Add).

5.Step In the Add DeviceAdd Device window, click to select the stations and click OKOK.

6.Step To initiate the provisioning job, review your choices and click the Run NowRun Now button at the bottom
of the Niagara Network Job BuilderNiagara Network Job Builder view.
The view changes to the Niagara Network Job VNiagara Network Job Viewiew, where steps and results appear as they are
executed. The job puts the resulting certificate into the User Key StorUser Key Storee of the remote device
platform.

Setting the certificate alias
This procedure creates a provisioning job to set the certificate alias for the certificate to be used for Platform,
Fox, and Web services on each remote device in the job. Successfully running this step enables secure
connections from the Supervisor to the remote device without having to enable certificate exemptions for the
device’s Platform and Fox services.
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Prerequisites:
The BatchJobServiceBatchJobService is available under ServicesServices. The PrProvisioningNwExtovisioningNwExt component is available under the
NiagaraNetworkNiagaraNetwork. The Niagara Network Job BuilderNiagara Network Job Builder (one-time) or Niagara Network PrNiagara Network Prototype Vototype Viewiew
(reoccurring job) is open.

1.Step In the top pane, PrProvisioning steps to runovisioning steps to run , click (Add).
The New Job StepNew Job Step window opens.

2.Step Click the Set CertSet Certificate Alificate Aliasias step and click OKOK.
The system opens the Set CertSet Certificate Alificate Aliasias window.

3.Step Enter the Certificate Alias on the remote device, and click OKOK.

4.Step In the bottom pane, StatStations to include in tions to include in the jobhe job, click (Add).
The Add DeviceAdd Device window opens.

5.Step Select the stations and click OKOK.

6.Step To initiate the provisioning job, review your choices and click Run NowRun Now.
The view changes to the Niagara Network Job VNiagara Network Job Viewiew, where steps and results appear as they are
executed.

Signing a certificate
This procedure creates a provisioning job to sign a certificate. This step is intended to run as part of a
provisioning workflow to establish server certificates on stations connected to a Supervisor.

Prerequisites:
The BatchJobServiceBatchJobService is available under ServicesServices. The PrProvisioningNwExtovisioningNwExt component is available under the
NiagaraNetworkNiagaraNetwork. The Niagara Network Job BuilderNiagara Network Job Builder (one-time) or Niagara Network PrNiagara Network Prototype Vototype Viewiew
(reoccurring job) is open.

1.Step In the top pane, PrProvisioning steps to run for each statovisioning steps to run for each stationion, click (Add).
The New Job StepNew Job Step window opens.

2.Step Click the Sign CertSign Certificateificate step and click OKOK.
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The system opens the Sign CertSign Certificateificate window.

3.Step Enter the appropriate Server Certificate Alias on the remote device and CA Certificate
Alias (as in the example shown above), and click OKOK.
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If a CA certificate has not been generated in the Supervisor’s User Key StorUser Key Storee, or if a new CA
certificate is desired, select Generate NewGenerate New under the CA Certificate Alias dropdown. This
opens the ConfigurConfigure CA Certe CA Certificateificate window (shown below) for entering the CA certificate
information to be used for the signing CA certificate. When complete, click OKOK.

See the “Creating a root CA certificate” section of the Niagara Station Security Guide for more
information on creating a CA certificate used to sign server certificates

4.Step In the bottom pane, StatStations to include in tions to include in the jobhe job, click (Add).
The Add DeviceAdd Device window opens.

5.Step Select the stations and click OKOK.

6.Step To initiate the provisioning job, review your choices and click Run NowRun Now.
The view changes to the Niagara Network Job VNiagara Network Job Viewiew, where steps and results appear as they are
executed.

Installing a certificate
If the System TSystem Trust Storrust Storees in your remote stations already contain the root CA certificate from the CA
(Certificate Authority) that signed your intermediate, server or code-signing certificates, you do not need to
run a provisioning job. If your company serves as its own CA, you must install a root CA or intermediate
certificate in the User TUser Trust Storrust Storees of each platform/station that serves as a client. Installing this certificate can
be useful before running a signed provisioning robot on several stations.

Prerequisites:
The BatchJobServiceBatchJobService is available under ServicesServices. The PrProvisioningNwExtovisioningNwExt component is available under the
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NiagaraNetworkNiagaraNetwork. The Niagara Network Job BuilderNiagara Network Job Builder (one-time) or Niagara Network PrNiagara Network Prototype Vototype Viewiew
(reoccurring job) is open.

This is a recurring provisioning job that uses the NiagaraNetworkJobPrNiagaraNetworkJobPrototypeototype.

1.Step On your Supervisor, expand ConfigConfig > ServicesServices > PlatformServicesPlatformServices, double-click
CertManagerServiceCertManagerService and click the User TUser Trust Storrust Storee tab.

NOTE: You cannot complete this procedure if you import the certificate into the Workbench UserUser
TTrust Storrust Storee of your Supervisor PC.

2.Step Click the ImportImport button, navigate to the location on the thumb drive that contains the root CA
certificate and click OpenOpen.

3.Step Confirm that the Subject of the certificate identifies it as the root CA certificate and click OKOK.
The system imports the certificate in preparation for the provisioning job.

4.Step Navigate to the location in the station where you manage provisioning jobs.

5.Step Drag a NiagaraNetworkJobPrNiagaraNetworkJobPrototypeototype component to this location and name the component
something like, “Root CA certificate provisioning.”

6.Step Double-click the new component.
The Niagara Network PrNiagara Network Prototype Vototype Viewiew opens.

7.Step In the top pane, PrProvisioning steps to runovisioning steps to run, click (Add).
The New Job StepNew Job Step window opens.

8.Step Select Install Certificate and click OKOK.
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The InstalInstall Certl Certificateificate window opens.

9.Step To complete the installation, select the root CA certificate and click OKOK.

10.Step Define the stations to include in the job.
The system copies the certificate from the Supervisor station’s User TUser Trust Storrust Storee to the User TUser Trustrust
StorStorees of the other clients.

Exporting a certificate signing request
This procedure creates a provisioning job to generate and export a certificate signing request (CSR) file for a
certificate installed on each remote device in the job. It stores the resulting files in the ^csrExport folder on
the Supervisor station. This step is intended to run as part of a provisioning workflow to establish server
certificates on stations connected to a Supervisor.

Prerequisites:

• The BatchJobServiceBatchJobService is available under ServicesServices. The PrProvisioningNwExtovisioningNwExt component is available under the
NiagaraNetworkNiagaraNetwork. The Niagara Network Job BuilderNiagara Network Job Builder (one-time) or Niagara Network PrNiagara Network Prototype Vototype Viewiew
(reoccurring job) is open.

• A server certificate, typically created from the Generate Certificate step.

1.Step In the Niagara Network Job BuilderNiagara Network Job Builder’s top pane, PrProvisioning steps to runovisioning steps to run click (Add).

2.Step In the New Job StepNew Job Step window, click the Export CertExport Certificate Signing Requestificate Signing Request step and click OKOK.
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The system opens the Export CertExport Certificate Signing Requestificate Signing Request window.

3.Step Enter the appropriate File Naming Identifier and Certificate Alias for the certificate on
the remote device (as shown in the example), and click OKOK.

NOTE: The alias must be for a server certificate that exists on the target device.

4.Step In the bottom pane, StatStations to include in tions to include in the jobhe job, c click (Add).

5.Step In the Add DeviceAdd Device window, click to select the stations and click OKOK.

6.Step Review your choices, and to initiate the provisioning job, click the Run NowRun Now button at the bottom
of the Niagara Network Job BuilderNiagara Network Job Builder view.
The view changes to the Niagara Network Job VNiagara Network Job Viewiew, where steps and results appear as they are
executed. The resulting files will be in the ^csrExport folder on the Supervisor station.

Result
A CA certificate signs the CSR. The Import Certificate step can then be used to import the signed certificate.

Refer to the “Creating a CSR” topic of the Niagara Station Security Guide for more information.

Importing a signed certificate
This procedure creates a provisioning job to import a signed certificate for each remote device in the job. The
files to import should be located in the ^certImport folder on the Supervisor station. See the “Importing the
signed certificate back into the User Key Store” section of the Niagara Station Security Guide for more
information on importing a certificate.

Prerequisites:

• The BatchJobServiceBatchJobService is available under ServicesServices. The PrProvisioningNwExtovisioningNwExt component is available under the
NiagaraNetworkNiagaraNetwork. The Niagara Network Job BuilderNiagara Network Job Builder (one-time) or Niagara Network PrNiagara Network Prototype Vototype Viewiew
(reoccurring job) is open.

• A signed certificate exists in the ^certImport folder on the Supervisor station.

1.Step In the Niagara Network Job BuilderNiagara Network Job Builder window in the top pane, PrProvisioning steps to run for eachovisioning steps to run for each
statstationion, click add ( ).
The New Job StepNew Job Step window opens.

2.Step Select the Import Signed CertImport Signed Certificateificate step and click OKOK.
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The system opens the Import Signed CertImport Signed Certificateificate window.

3.Step Select the File Naming Identifier and the Certificate Alias for the certificate on the
remote device. If the certificate contains a private key, enter it into the Supervisor Password
property.

4.Step Alternatively (as of Niagara 4.14), you have the following options while importing the signed
certificate:

• The File Naming Identifier is Hostname: if you select the Use Filename as Alias
checkbox and leave the Certificate Alias property empty, the Import Signed CertImport Signed Certificateificate
job step will use the host name as the certificate alias. The file name of the certificate will be
<hostname>.pem.

• The File Naming Identifier is Host Id: if you select the Use Filename as Alias
checkbox and leave the Certificate Alias property empty, the Import Signed CertImport Signed Certificateificate
job step will use the host id as the certificate alias. The file name of the certificate will be
<Hostid>.pem.
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• The File Naming Identifier is Station Name: if you select the Use Filename as Alias
checkbox and leave the Certificate Alias property empty, the Import Signed CertImport Signed Certificateificate
job step will use the station name as the certificate alias. The file name of the certificate will
be <StationName>.pem.

5.Step In the bottom pane, StatStations to include in tions to include in the jobhe job, click add ( ).
The Add DeviceAdd Device window opens.

6.Step Click to select the stations and click OKOK.

7.Step To initiate the provisioning job, review your choices and click the Run NowRun Now button at the bottom
of the Niagara Network Job BuilderNiagara Network Job Builder view.
The view changes to the Niagara Network Job VNiagara Network Job Viewiew, where steps and results appear as they are
executed.

Setting system passphrase
This procedure creates a provisioning job to set the system passphrase on each remote device in the job.

Prerequisites:
The BatchJobServiceBatchJobService is available under ServicesServices. The PrProvisioningNwExtovisioningNwExt component is available under the
NiagaraNetworkNiagaraNetwork. The Niagara Network Job BuilderNiagara Network Job Builder (one-time) or Niagara Network PrNiagara Network Prototype Vototype Viewiew
(reoccurring job) is open.

1.Step In the top pane, PrProvisioning steps to runovisioning steps to run, click add ( ).
The New Job StepNew Job Step window opens.

2.Step Click the Set System PassphraseSet System Passphrase step and click OKOK.
The system prompts for the current and new system passphrase for the remote device.

3.Step Enter the current and new system passphrase for the remote device, select the check box if this
system is intended to be FIPS compliant, and click OKOK.

4.Step In the bottom pane, StatStations to include in tions to include in the jobhe job, click add ( ).
The Add DeviceAdd Device window opens.

5.Step Select the stations and click OKOK.

6.Step To initiate the provisioning job, review your choices and click Run NowRun Now.
The view changes to the Niagara Network Job VNiagara Network Job Viewiew, where steps and results appear as they are
executed.

Niagara Provisioning Guide Certificates and credentials

August 28, 2024 79



Setting platform credentials
This procedure creates a provisioning step to set the platform credentials on each remote device in the job. It
also updates the platform credentials in the corresponding station proxy in the Supervisor’s NiagaraNetworkNiagaraNetwork.

Prerequisites:
The BatchJobServiceBatchJobService is available under ServicesServices. The PrProvisioningNwExtovisioningNwExt component is available under the
NiagaraNetworkNiagaraNetwork. The Niagara Network Job BuilderNiagara Network Job Builder (one-time) or Niagara Network PrNiagara Network Prototype Vototype Viewiew
(reoccurring job) is open.

1.Step In the top pane, PrProvisioning steps to runovisioning steps to run, click add ( ).
The New Job StepNew Job Step window opens.

2.Step Click the Set Platform CrSet Platform Credentedentialsials step and click OKOK.
The system prompts for the new username and password for the platform connection to the
remote device.

3.Step Enter the Username and Password for the platform connection to the remote device, select the
check box if this system is intended to be FIPS compliant, and click OKOK.

4.Step In the bottom pane, StatStations to include in tions to include in the jobhe job, click add ( ).
The Add DeviceAdd Device window opens.

5.Step Select the stations and click OKOK.

6.Step To initiate the provisioning job, review your choices and click Run NowRun Now.
The view changes to the Niagara Network Job VNiagara Network Job Viewiew, where steps and results appear as they are
executed.

Setting platform user password
This procedure helps you create a provisioning step to change the password for an existing platform user.

Prerequisites:
The BatchJobServiceBatchJobService is available under ServicesServices. The PrProvisioningNwExtovisioningNwExt component is available under the
NiagaraNetworkNiagaraNetwork. The Niagara Network Job BuilderNiagara Network Job Builder (one-time) or Niagara Network PrNiagara Network Prototype Vototype Viewiew
(reoccurring job) is open.

1.Step In the top pane, PrProvisioning steps to run for each statovisioning steps to run for each stationion, click add ( ).
The New Job StepNew Job Step window opens.

2.Step Select the Set Platform User PassworSet Platform User Passwordd step and click OKOK.
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The Set Platform User PassworSet Platform User Passwordd window opens.

3.Step Enter Current Username, Current Password, New Password and Confirm Password for the
platform connection to the remote device, select the check box if this system is intended to be
FIPS compliant, and click OKOK.

4.Step In the bottom pane, StatStations to include in tions to include in the jobhe job, click add ( ).
The Add DeviceAdd Device window opens.

5.Step Select the stations and click OKOK.

6.Step To initiate the provisioning job, review your choices and click Run NowRun Now.
The view changes to the Niagara Network Job VNiagara Network Job Viewiew, where steps and results appear as they are
executed.

Setting station connection credentials
This procedure creates a provisioning job to set the username and password for the station (foxs or fox)
connection credentials for each station proxy in the job on the Supervisor’s Niagara NetworkNiagara Network. No changes are
made to the remote station. Existing station connections are reset to use the new credentials as part of this
step execution.

Prerequisites:
The BatchJobServiceBatchJobService is available under ServicesServices. The PrProvisioningNwExtovisioningNwExt component is available under the
NiagaraNetworkNiagaraNetwork. The Niagara Network Job BuilderNiagara Network Job Builder (one-time) or Niagara Network PrNiagara Network Prototype Vototype Viewiew
(reoccurring job) is open.

1.Step In the Niagara Network Job BuilderNiagara Network Job Builder window, top pane, PrProvisioning steps to runovisioning steps to run, click add ( ).
The New Job StepNew Job Step window opens.

2.Step Click the Set StatSet Station Connection Connection Crion Credentedentials stepials step and click OKOK.
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The Set StatSet Station Connection Connections Crions Credentedentialsials window prompts for the new username and password for
the station connection to the remote device.

3.Step Enter a username and password for the station connection and click OKOK.

4.Step In the bottom pane, StatStations to include in tions to include in the jobhe job, click add ( ).
The Add DeviceAdd Device window opens.

5.Step Click to select the stations and click OKOK.

6.Step To initiate the provisioning job, review your choices and click the Run NowRun Now button at the bottom
of the Niagara Network Job BuilderNiagara Network Job Builder view.

Result
The view changes to the Niagara Network Job VNiagara Network Job Viewiew, where steps and results appear as they are executed.

Setting the TLS level
This procedure creates a provisioning job to set the Transport Layer Security (TLS) level for Platform, Fox, and
Web services on each remote device in the job.

Prerequisites:
The BatchJobServiceBatchJobService is available under ServicesServices. The PrProvisioningNwExtovisioningNwExt component is available under the
NiagaraNetworkNiagaraNetwork. The Niagara Network Job BuilderNiagara Network Job Builder (one-time) or Niagara Network PrNiagara Network Prototype Vototype Viewiew
(reoccurring job) is open.

1.Step In the top pane, PrProvisioning steps to runovisioning steps to run, click add ( ).
The New Job StepNew Job Step window opens.

2.Step Click the Set TLS LevelSet TLS Level step and click OKOK.
The system opens the Set TLS LevelSet TLS Level window.

3.Step Select the appropriate level from the drop-down list, and click OKOK.
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4.Step In the bottom pane, StatStations to include in tions to include in the jobhe job, click add ( ).
The Add DeviceAdd Device window opens.

5.Step Select the stations and click OKOK.

6.Step To initiate the provisioning job, review your choices and click Run NowRun Now.
The view changes to the Niagara Network Job VNiagara Network Job Viewiew, where steps and results appear as they are
executed.
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Chapter 7. Templates
Provisioning supports deploying standard and application templates.

Adding a template
Component and device templates are created from components in an existing station. One or more templates
can be distributed to multiple stations using the Deploy TDeploy Templateemplate provisioning step. Bulk template
provisioning involves the following primary steps.

Prerequisites:
A template created from a station and exported to an Excel file exists. The Excel file contains at least one
entry. The template and Excel files were copied to the Supervisor

For details on creating and editing templates, refer to the “Template bulk deployment” topic in the Niagara
Templates Guide.

1.Step If it does not already exist, generate the bulk deployment Excel file for one or more templates to
be provisioned.

2.Step Edit the Excel file to include template instances to be deployed.

3.Step Copy the Excel and template files to the provisioning Supervisor.

4.Step Expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork, double-click PrProvisioningNwExtovisioningNwExt, in the top pane,
PrProvisioning steps to runovisioning steps to run, click (Add), select InstalInstall Appll Applicatication Tion Templateemplate and click OKOK.
This opens an ApplApplicatication Tion Template Configuratemplate Configurationion file chooser.

5.Step Navigate to the Supervisor’s ^templateCache folder and select the Excel file to use for this step.
The system adds this step to the job sequence and shows the file path ORD to use.

Result

If more than one Excel file/template file combination is needed to complete an entire application installation,
you may export multiple templates to a single Excel file, where each template configuration occupies a
separate Excel worksheet tab. Each tab in the Excel workbook configures a separate template instance.

You may include multiple Deploy TDeploy Templateemplate steps in a single provisioning job.

Exporting the template spreadsheet
Exporting template configuration properties to an Excel spreadsheet assembles in a single file the information
to be deployed to each station.

Prerequisites:

• The TTemplateemplate sidebar is open showing the list of templates.

• The templates to include in the bulk deployment (already created) are visible in the TTemplateemplate sidebar list.

You may create and deploy more than one Excel file/template file set to complete an entire application
installation or include multiple templates as part of the single Excel file. The export function generates a
separate Excel worksheet tab for each template.

1.Step In the TTemplateemplate sidebar, select one or more templates, right-click and click Export ConfigExport Config.
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The File ChooserFile Chooser window opens.

2.Step In the File ChooserFile Chooser window, select a destination and name (extension .xls or .xlsx) for the
exported file, and click SaveSave.

An Encrypt DocumentEncrypt Document window opens. This document encryption is generally optional, but if the
template contains password elements, the exported configurations must be encrypted.

If encryption is desired, enter and confirm the password for unlocking the exported file.

3.Step A Select TSelect Templatesemplates window opens. Click YYeses to include string tags as configurations, or NoNo to skip
(no other tags, such as marker tags, can be included).
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4.Step If you clicked “Yes” in the previous window, in this second Select TSelect Templatesemplates window click the
dropdown list in the upper-left corner and select a template. In the example shown here, a
template named “Tags” is chosen.

The system populates the table to the right of the dropdown list with the set of string tags that
are attached to any component in the chosen template. These are the tags that are available for
export. By default, the Selected indicator for all tags is initially set to false.

5.Step To include a string tag, click its row in the table. The Selected indicator changes to true.
The table at the bottom of the window contains the accumulated set of tags for export as well as
the default value of the tag, which initially is blank.
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6.Step To change the Default value, select the row in the bottom table, and edit the text in the Tag Id
field.
The system populates the Default value in the accumulation table.

NOTE: The system applies the selected tags to the template from which they were selected. If
multiple templates have components with the same tag you must select the tag in each applicable
template.

7.Step Once the accumulation table contains all the tags you need, click OKOK.

Result
The system creates an Excel spreadsheet in the templates folder.

Editing the Excel file to configure template instances
Adding template instances into the Excel file is exactly the same for provisioning as it is for regular template
bulk deployment.

See the “Editing a spreadsheet” section of the Niagara Templates Guide for information on configuring the
Excel file for bulk deployment.

Copying the Excel file and templates to the Supervisor
Before running the bulk provisioning job, this procedure copies the Excel file and templates to the
templateCache folder in the Supervisor station.

Prerequisites:
The templates to bulk deploy and Excel file exist. You are working in the Supervisor station.

NOTE: This copying procedure is the same for component/device templates (.ntpl) and application
templates ( .napl), the only difference being the template file extension.

1.Step Navigate to ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork and double-click PrProvisioningNwExtovisioningNwExt
The Niagara Network Job BuilderNiagara Network Job Builder view opens.

2.Step Click the Copy TCopy Templatesemplates button at the bottom of the view.
A File Chooser window opens.

3.Step Use the multi-select (ShiftShift and ContrControlol) to select the set of .xls and .ntpl (or .napl as needed)
files to be used for provisioning, and click OKOK.
The system transfers the selected files from their source (typically inside the user home
templates folder) to the Supervisor where it places them in the templateCache folder.

Setting up and running the bulk provisioning job
These steps configure the bulk provisioning job. A single provisioning job may include multiple Deploy
Template steps.

Prerequisites:
The BatchJobServiceBatchJobService is available under ServicesServices. The PrProvisioningNwExtovisioningNwExt component is available under the
NiagaraNetworkNiagaraNetwork. The Niagara Network Job BuilderNiagara Network Job Builder (one-time) or Niagara Network PrNiagara Network Prototype Vototype Viewiew
(reoccurring job) is open.

1.Step In the Niagara Network Job BuilderNiagara Network Job Builder window in the top pane, PrProvisioning steps to runovisioning steps to run, click
(Add).
The New Job StepNew Job Step window opens.

2.Step Click the Deploy TDeploy Templateemplate step and click OKOK.
A File ChooserFile Chooser window opens so you can select the Excel file to be used for deploying templates
to each remote station in the job.
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3.Step Navigate to the templateCache folder and select the Excel file to use for this step, and click OKOK.

The system adds the use of the Excel file as a step in the job sequence and displays the file path
ORD to use.

A PassworPasswordd window opens.

4.Step If the selected Excel file is encrypted, click the check box, type in the password and click OKOK.
The Niagara Network PrNiagara Network Prototype Vototype Viewiew opens.

5.Step To initiate the provisioning job, review your choices and click Run NowRun Now at the bottom of the view.
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The view changes to the Niagara Network Job VNiagara Network Job Viewiew, where steps and results appear as they are
executed, as shown.

Each row in the table represents a single step execution on a single station.

6.Step On completion, for any row in the table double-click the double arrow chevron icon (>>) at the far-
right end of the row to see the job execution details.
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The Batch Job Step Log File VBatch Job Step Log File Viewiew opens.

Entries in this table display the first line of any progress update or failure messages for that job
step.

7.Step Double-click on a line to see the full text of the log message.
This can be helpful to determine why a step succeeded or failed.

Upgrading a template
This procedure creates a provisioning job to upgrade an existing component or device template on each
remote device station in the job.

Prerequisites:
The BatchJobServiceBatchJobService is available under ServicesServices. The PrProvisioningNwExtovisioningNwExt component is available under the
NiagaraNetworkNiagaraNetwork. The Niagara Network Job BuilderNiagara Network Job Builder (one-time) or Niagara Network PrNiagara Network Prototype Vototype Viewiew
(reoccurring job) is open.

1.Step To copy the upgraded .ntpl file to the Supervisor station, expand ConfigConfig > DriversDrivers >
NiagaraNetworkNiagaraNetwork,double-click PrProvisioningNwExtovisioningNwExt and click the Copy TCopy Templatesemplates button at the
bottom of the view.

2.Step In the top pane, PrProvisioning steps to runovisioning steps to run , click (Add).
The New Job StepNew Job Step window opens.

3.Step Select the Upgrade TUpgrade Templateemplate step and click OKOK.
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The system opens a File ChooserFile Chooser window so you can select the template (*.ntpl) file to be used
for deploying templates to each remote station in the job.

4.Step Navigate to the templateCache folder and select the Excel file to use for this step.
The system adds the step in the job sequence and displays the template file path ORD to use.

5.Step In the bottom pane, StatStations to include in tions to include in the jobhe job, click (Add).
The Add DeviceAdd Device window opens.

6.Step Click to select the stations and click OKOK.

7.Step Review your choices and do one of the following:

• Click the Run NowRun Now button at the bottom of the Niagara Network Job BuilderNiagara Network Job Builder view to initiate
the provisioning job.

• Click the SaveSave button at the bottom of the Niagara Network PrNiagara Network Prototype Vototype Viewiew and RunRun the
prototype to apply the upgraded template.

The results if you save the job are the same as if you upgraded each template individually with
each station's TTemplate Manageremplate Manager. The job reapplies initial configurations on the template to the
upgraded template.

The view changes to the Niagara Network Job VNiagara Network Job Viewiew, where steps and results appear as they are
executed.

Result
You may include multiple Upgrade TUpgrade Templateemplate job steps in a single provisioning prototype to upgrade multiple
templates at the same time.

Provisioning application templates
Application templates can be deployed to multiple stations using provisioning and template bulk deployment.
The workflow is similar to component and device templates, with a few key differences that are outlined here.

NOTE: Keep in mind that only one application template can be installed on a station at any one time.
Deploying multiple instances of an application template to a station is not meaningful - only the contents of the
last application template installed will exist on the station.
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Exporting configurations for an application template
This procedure describes the steps to export the configurations of an application template to an Excel
spreadsheet.

Prerequisites:
There is an existing application template to be exported.

NOTE: Application templates are not made available from the TTemplateemplate sidebar.

1.Step Navigate to the Workbench user home applicationTemplates folder.

2.Step Right-click on the desired application template file (.napl) and click the Export ConfigsExport Configs option in
the pop-up menu.

Result

The results are the same as for component templates, the configuration data is exported to an Excel
spreadsheet, except that application templates have no input, output, or relation configurations. For details,
see Exporting the template spreadsheet.

Editing the spreadsheet for an application template
This procedure describes how to edit application template data exported to an Excel spreadsheet.

Prerequisites:
You have already exported an application template (which creates the template Excel spreadsheet).

1.Step Navigate to the spreadsheet file and double-click to open it in Excel.
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2.Step Edit any configuration value as needed, using appropriate entries.

NOTE: Application templates have no input, output, or relation configurations.

Next steps

NOTE: One entry is required in the Excel spreadsheet to generate an instance of the application template
during installation.

Installing an application template
This procedure creates a provisioning job to install the application template in each remote station in the job.

Prerequisites:
The BatchJobServiceBatchJobService is available under ServicesServices. The PrProvisioningNwExtovisioningNwExt component is available under the
NiagaraNetworkNiagaraNetwork. The Niagara Network Job BuilderNiagara Network Job Builder (one-time) or Niagara Network PrNiagara Network Prototype Vototype Viewiew
(reoccurring job) is open.

Installing an application template is always a one-time job.

NOTE: Only one application template can be installed on a station.

1.Step To copy the template and Excel files to the Supervisor, click the Copy TCopy Templatesemplates button at the
bottom of the Niagara Network Job BuilderNiagara Network Job Builder.
A File ChooserFile Chooser window opens.

2.Step Select the application (*.napl) and Excel (*.xls) files to copy to the Supervisor and click OKOK.
The system puts these files into the ^templateCache folder on the Supervisor.

3.Step In the top pane, PrProvisioning steps to runovisioning steps to run , click (Add).
The New Job StepNew Job Step window opens.

4.Step Click the InstalInstall Appll Applicatication Tion Templateemplate step and click OKOK.
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A File ChooserFile Chooser window opens so you can select the Excel file to be used for deploying templates
to each remote station in the job.

5.Step Navigate to the ^templateCache folder on the Supervisor, select the Excel file to use for this
step, and click OKOK.
The system adds the use of the Excel file as a step in the job sequence and displays its file path
ORD.

6.Step In the bottom pane, StatStations to include in tions to include in the jobhe job, click (Add).
The Add DeviceAdd Device window opens.

7.Step Select the stations and click OKOK.

8.Step Re-initiate the provisioning job, review your choices and click the Run NowRun Now.
The view changes to the Niagara Network Job VNiagara Network Job Viewiew, where steps and results appear as they are
executed.

Upgrading an application template
This procedure creates a provisioning job to upgrade an existing application template on each remote device
station in the job.

Prerequisites:
The BatchJobServiceBatchJobService is available under ServicesServices. The PrProvisioningNwExtovisioningNwExt component is available under the
NiagaraNetworkNiagaraNetwork. The Niagara Network Job BuilderNiagara Network Job Builder (one-time) or Niagara Network PrNiagara Network Prototype Vototype Viewiew
(reoccurring job) is open. A new version of an installed application template is copied to the Supervisor’s
templateCache folder.

1.Step In the top pane, PrProvisioning steps to runovisioning steps to run, click (Add).
The New Job StepNew Job Step window opens.

2.Step Select the Upgrade ApplUpgrade Applicatication Tion Templateemplate step and click OKOK.
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The system opens a File ChooserFile Chooser window so you can select the application template (*.napl) file
to be used for upgrading application templates to each remote station in the job.

3.Step Navigate to the templateCache folder and select the application template file to use for this
step.
The system adds the step in the job sequence and displays the template file path ORD to use.

4.Step In the bottom StatStations to include in tions to include in the jobhe job, click (Add).
The Add DeviceAdd Device window opens.

5.Step Select the stations and click OKOK.

6.Step Review your choices and click Run NowRun Now.
The view changes to the Niagara Network Job VNiagara Network Job Viewiew, where steps and results appear as they are
executed.

Updating template or application configurations
This procedure creates a provisioning job to update the configuration values of an existing component, device,
or application template on each remote device station in the job.

Prerequisites:
The BatchJobServiceBatchJobService is available under ServicesServices. The PrProvisioningNwExtovisioningNwExt component is available under the
NiagaraNetworkNiagaraNetwork. The Niagara Network Job BuilderNiagara Network Job Builder (one-time) or Niagara Network PrNiagara Network Prototype Vototype Viewiew
(reoccurring job) is open. An updated Excel spreadsheet containing new configuration values is copied to the
Supervisor’s templateCache folder.

1.Step In the top pane, PrProvisioning steps to runovisioning steps to run, click (Add).
the New Job StepNew Job Step window opens.

2.Step Select the Update TUpdate Template or Applemplate or Applicatication Configuration Configurationion step and click OKOK.
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The system opens a File ChooserFile Chooser window so you can select the Excel file to be used for updating
configurations to each remote station in the job.

3.Step Navigate to the templateCache folder and select the Excel file to use for this step.
The system adds the step in the job sequence and displays the Excel file path ORD to use.

4.Step In the bottom pane, StatStations to include in tions to include in the jobhe job, click (Add).
The Add DeviceAdd Device window opens.

5.Step Select the stations and click OKOK.

6.Step Review your choices and click Run NowRun Now.
The view changes to the Niagara Network Job VNiagara Network Job Viewiew, where steps and results appear as they are
executed.

Next steps

Provisioned application templates can be updated at some later time using the Upgrade Application job step.
First, use the Copy Template button to copy the upgraded .napl file to the Supervisor station. Then set up a
provisioning prototype to include the Upgrade Application job step and the stations to be updated. Save and
Run the prototype to apply the upgraded application.

The results will be the same as if you upgraded each application individually with each station's Upgrade
Application Template menu item. Initial configurations on the application will be reapplied to the upgraded
application.
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Chapter 8. Components
Components include services, folders and other model building blocks associated with a module. You may drag
them to a property or wire sheet from a palette.
Descriptions included in the following topics appear as context-sensitive help topics when accessed by:

• Right-clicking on the object and selecting VViewsiews > Guide HelpGuide Help

• Clicking HelpHelp > Guide On TGuide On Tarargetget

Components in the batchJob module
There are two components in the batchJob module: BatchJobService and ThreadPoolJobQueue.

batchJob-BatchJobService
This service provides job control functions for provisioning jobs, including sending each provisioning job (as a
batch job) to be run by the station’s JobService.

The BatchJobService is required in the Supervisor station to facilitate provisioning. After copying it from the
batchJobbatchJob or prprovisioningNiagaraovisioningNiagara palettes into the Supervisor’s ServicesServices folder, you do not normally interface
with it, apart from specifying the station’s alarm class to use for provisioning alarms.

The BatchJobService requires the Supervisor station to also have the HistoryService and JobService, otherwise
the BatchJobService is in fault. Typically, any Supervisor already has these services.

In addition, the BatchJobService requires the Supervisor host platform to be licensed with the provisioning
feature, or else the service is in fault.

Property Value Description

Status read-only Reports the condition of the
entity or process at last polling.

{ok} indicates that the

Figure 7. BatchJobService properties
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Property Value Description

component is licensed and
polling successfully.

{down} indicates that the last
check was unsuccessful, perhaps
because of an incorrect property,
or possibly loss of network
connection.

{disabled} indicates that the
Enable property is set to false.

{fault} indicates another
problem. Refer to Fault Cause for
more information.

Enabled true (default) or false Activates (true) and deactivates
(false) use of the object
(network, device, point,
component, table, schedule,
descriptor, etc.).

Job Queue thread pool job queue Manages the submission of
provisioning batch jobs by using a
thread pool, to ensure that the
Supervisor’s CPU and network
resources are not overtaxed by
concurrent sessions. A single
property, Max Threads, defaults to
one (1), meaning only one
provisioning job can run at a time.
No special views or other features
are provided.

Only after determining the
station has available resource
overhead, should Max Threads be
adjusted to values over 2 or 3.
Otherwise, other tasks
performed by the station may be
affected.

Alarm Class drop-down list Specifies the alarm routing
option for the component.

Replace provides a selection list of
a local alarm classes, from which
to select one to use for all alarms
received from this device.

Use Existing routes alarms from
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Property Value Description

this remote station to any
matching alarm class, that is, one
with an identical name as that in
each alarm record. If the program
finds no local matching alarm
class, it uses the station's default
alarm class.

Prepend adds leading text (as
specified) to the incoming alarm
class string, then routes it to any
local matching alarm class in the
station.

Append adds trailing text (as
specified) to the incoming alarm
class string, then routes it to any
local matching alarm class in the
station.

The check boxes at the top of
the Niagara Network Job BuilderNiagara Network Job Builder and
Niagara Network PrNiagara Network Prototype Vototype Viewiew
configure when to generate an
alarm for a provisioning job that
failed.

Summary Manager Type read-only (defaults to batchJob:
HistoryJobSummaryManager)

Reports the type of the class that
manages summary logs. Developers
who extend the BatchJobServiceBatchJobService can
set this value to a custom manager
that implements the
BIJobSummaryManager interface.

Max Provisioning Threads number from 1 through 10 (defaults
to 1)

Starting in Niagara 4.7, provisioning
allows job steps to run in parallel
across multiple target stations. This
property defines the maximum
number of parallel jobs that can be
run for a single provisioning job step.
If there are more target stations than
Max Provisioning Threads for a
provisioning job, the system queues
the remaining station jobs and runs
them when the running jobs finish.

batchJob-ThreadPoolJobQueue
This frozen container slot under the BatchJobServiceBatchJobService has only one property: .
Max Threads specifies the maximum number of concurrent provisioning jobs that can be performed by the
Supervisor. By default, this is one (1), and is sometimes best left at default, as provisioning threads can be
resource intensive in a Supervisor station.

NOTE: Only after determining that the station has available resource overhead, should Max Threads be
adjusted up over 2 or 3. Otherwise, other tasks performed by the station may be affected.
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Extension components in the provisioningNiagara module
These components provide a variety of services. They extend the functionality of the components to which
they are added.

The following extension components are automatically added to every NiagaraStatNiagaraStationion under the Supervisor’s
NiagaraNetworkNiagaraNetwork, providing the Supervisor also has the ProvisioningNwExt (ProvisioningNiagaraNetworkExt)
under its NiagaraNetworkNiagaraNetwork. These provisioning extensions are listed here.

• BackupStationExt

• LicenseStationExt

• SoftwareStationExt

• TemplateStationExt

BackupStationExt (provisioningNiagara-BackupStationExt)
This component supports the Backup StatBackup Stationsions step in provisioning jobs. It is one of the seven device
extensions that are automatically added to every station under the Supervisor’s NiagaraNetworkNiagaraNetwork. By default
the extension is enabled.

This component requires that the ProvisioningNwExt component be resident under its NiagaraNetworkNiagaraNetwork. No
special views exist for this extension.

To access these properties, expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork > NiagaraStatNiagaraStationion and double-click
BackupBackup. NiagaraStatNiagaraStationion represents your station name.

Property Value Description

Enabled true or false; defaults to true Activates (true) and deactivates

Figure 8. Backup Station Ext properties
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Property Value Description

(false) use of the object
(network, device, point,
component, table, schedule,
descriptor, etc.).
To prevent the use of the Backup
Station step in any provisioning job
created for this station, change this
value to false.

Status read-only Reports the condition of the
entity or process at last polling.

{ok} indicates that the
component is licensed and
polling successfully.

{down} indicates that the last
check was unsuccessful, perhaps
because of an incorrect property,
or possibly loss of network
connection.

{disabled} indicates that the
Enable property is set to false.

{fault} indicates another
problem. Refer to Fault Cause for
more information.

Fault Cause read-only Indicates the reason why a
system object (network, device,
component, extension, etc.) is
not working (in fault). This
property is empty unless a fault
exists.

Last Backup Time read-only Displays the date and time of last
backup occurred.

Start Backup action
When invoked, the Start Backup action immediately submits a provisioning job that contains a single Backup
Stations step against this station. To schedule the backup to run at a specific time or at a specific interval for
this particular station, you can link a TriggerSchedule output to this action. An even better practice is to add a
job prototype component to the station and configure it to perform the backup using its own TriggerSchedule
to set the time. This method allows you to configure job retention, which provides automatic backup job
disposition.

NOTE: Provisioning backups work using either the local BackupService or the CloudBackupService. When the
CloudBackupService is installed it provides all the functions of the local BackupService. You canmake successful
backups using either the Backup ManagerBackup Manager view to create manual backups or using the Backup StatBackup Stationsions step in
provisioning jobs in the Supervisor. Backups will contain the expected files based on the CloudBackupService
exclusions. Backups created by a provisioning job prototype follow the configured job disposition settings and
will be deleted when new backups are created.
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LicenseStationExt (provisioningNiagara-LicenseStationExt)
This component provides the Niagara Network Job BuilderNiagara Network Job Builder and the PrProperty Sheetoperty Sheet that configures it. It is one
of seven device extensions the system adds automatically to every station under the Supervisor’s
NiagaraNetworkNiagaraNetwork.

By default this component is enabled. The properties you configure on its PrProperty Sheetoperty Sheet update the values
reported in the ProvisioningNwExt’s LicensesLicenses view. No special views exist for this extension. Adding this
component to a job triggers a pop-up window for a potential brand change. To change the license brand, you
enter the new brand ID.

When initiated by the Supervisor, this component gathers information about the licenses installed on each
target host, accesses the online licensing server (in one message) to see if the licenses are up-to-date, and, if a
host’s license is out-of-date, updates each license in the target station’s host, and in the Supervisor’s local
license database. For brand updates, this component looks for a license matching the new Brand ID in the local
license database and the online licensing server for each target platform Host ID in the job. If it finds a license,
It deletes the existing license and copies the new license to the platform. It also copies license vendor
certificates to the target platforms if needed.

NOTE: If the Supervisor is not configured for Internet connectivity, this component uses only its local license
database to compare against licenses installed in the target host(s). If a host’s license is out-of-date, the step
updates the license in the target host(s).

To access these properties, expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork > NiagaraStatNiagaraStationion, and double-click
LicensesLicenses. NiagaraStatNiagaraStationion represents your station name.

Properties
Property Value Description

Enabled true (default) or false Activates (true) and deactivates

Figure 9. License Station Ext properties
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Property Value Description

(false) use of the object
(network, device, point,
component, table, schedule,
descriptor, etc.).

To prevent a provisioning job
from running the Update
Licenses step against this station,
set this property to false.

Status read-only Reports the condition of the
entity or process at last polling.

{ok} indicates that the
component is licensed and
polling successfully.

{down} indicates that the last
check was unsuccessful, perhaps
because of an incorrect property,
or possibly loss of network
connection.

{disabled} indicates that the
Enable property is set to false.

{fault} indicates another
problem. Refer to Fault Cause for
more information.

Fault Cause read-only Indicates the reason why a
system object (network, device,
component, extension, etc.) is
not working (in fault). This
property is empty unless a fault
exists.

Last Update date and time Reports the date and time that a
provisioning job updated the license
last. This property reports null if the
license has not yet been updated
this way.

License Status Up-to-Date, Unknown, Expired Indicates the state of the license:

• Up-to-Date reports that the
license is the most recent
available.

• Unknown indicates that
provisioning has never
updated the license in this
station.

Niagara Provisioning Guide Components

August 28, 2024 105



Property Value Description

• License Summary provides a
container slot to hold
properties describing the
license(s). The information
held by this slot includes the
unique Host ID for the
platform, brand identifiers,
and other vendor license
information with timestamps
to indicate when each
license was originally
generated, and its
expiration date (if ever).

Certificates Summaries text Provides a container slot to hold
properties that describe installed
certificate(s), including when each
certificate was originally generated,
and its expiration date (if ever).

Poll action
Each licenses station provisioning extension provides its own PolPolll action, which when invoked immediately
submits an update request to retrieve the latest license from the licensing server (or, if unavailable, from the
Supervisor’s local license database). This action is equivalent to the UpdateUpdate command issued from the LicenseLicense
Summary VSummary Viewiew of the ProvisioningNwExt’s Licenses slot.

ProvisioningNiagaraNetworkExt (provisioningNiagara-ProvisioningNiagaraNetworkExt)
This component supports the ProvisioningNwExt extension that runs in a Supervisor station. It is the core
provisioning component and is required to enable the provisioning of hosts represented by stations under the
Supervisor’s NiagaraNetworkNiagaraNetwork.

ProvisioningNiagaraNetworkExt provides a central spot to perform provisioning tasks, which the system
dispatches as batch jobs by the station’s BatchJobService, and executed by its JobService.

This component has a number of frozen slots, both of which are containers (some with special views), as well as
a few properties. The default view is the Niagara Network Job BuilderNiagara Network Job Builder. A Niagara Network Job ListNiagara Network Job List view is also
available.
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To access these properties, expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork, and right-click the PrProvisioningNwExtovisioningNwExt
> VViewsiews > AX PrAX PropertySheetopertySheet.

Type Value Description

Status read-only Activates (true) and deactivates
(false) use of the object
(network, device, point,
component, table, schedule,
descriptor, etc.).

Enabled true or false; defaults to true Reports the condition of the
entity or process at last polling.

{ok} indicates that the
component is licensed and
polling successfully.

{down} indicates that the last
check was unsuccessful, perhaps
because of an incorrect property,
or possibly loss of network
connection.

{disabled} indicates that the
Enable property is set to false.

{fault} indicates another
problem. Refer to Fault Cause for
more information.

Figure 10. Provisioning Network Ext properties

Niagara Provisioning Guide Components

August 28, 2024 107



Type Value Description

Fault Cause read-only Indicates the reason why a
system object (network, device,
component, extension, etc.) is
not working (in fault). This
property is empty unless a fault
exists.

Device Reboot Timeout seconds(defaults to 600) Specifies the maximum time in
seconds that a provisioning job step
waits while attempting to reconnect
to a station that has been rebooted
before setting the step status to
failed and advancing to the next
station. The default time is 600
seconds (10 minutes).

Station Shutdown Timeout seconds(defaults to 300) Specifies the maximum time in
seconds a provisioning step waits
between receiving a shutdown
request and setting the step status
to failed, followed by advancing
to the next station. The default time
is 300 seconds (5 minutes).

Connect Timeout milliseconds (defaults to 60000) Defines how long the provisioning
job waits before going on to the
next station when a connection to
the current station fails.

Socket Timeout milliseconds (defaults to 5000) Defines how long the provisioning
job waits before going on to the
next station when the current
station’s socket fails.

Backup Schedule frozen child component A standard TTriggerScheduleriggerSchedule with its
trigger output pre-linked to the
PrProvisioningNwExtovisioningNwExt’s Start Backup
action, which, when invoked,
performs a backup of all stations.
This is just a convenience you can
use to set a regular schedule for a
backup of all stations at the same
time. To view its TTrigger Schedulerrigger Scheduler
view, double-click the component.

Use of this Backup Schedule is
not advisable on a larger
enterprise system, where the
Supervisor has many subordinate
stations. Instead, use the job
prototype components
(NiagaraNetworkJobPrNiagaraNetworkJobPrototypeototype) copied
from the prprovisioningNiagaraovisioningNiagara
palette.

Components Niagara Provisioning Guide

108 August 28, 2024



Type Value Description

Software frozen child container Summarizes the software versions
available on the Supervisor to be
installed into stations.

Licenses frozen child component Provides views into the licenses
installed in NiagaraStations under
the NiagaraNetworkNiagaraNetwork, as well as the
Supervisor’s license database.

Poll Scheduler frozen child component Controls the polling of the
StatStationPrionProxyoxy extensions by the
PrProvisioningNwExtovisioningNwExt component. This
poll scheduler operates as in most
driver networks. Polling only
happens for station proxy objects
that are subscribed (linked
somewhere, or being viewed or
charted, etc.).

Often you can leave the poll
configuration properties set at
their default values. Otherwise,
you may need to configure the
StatStationPrionProxyoxy extentions
(NiagaraStatNiagaraStationion provisioning
extensions) to something other
than the default, which is Normal.

Device Reboot Timeout seconds (defaults to 600) Configures how long to wait before
rebooting the provisioned station.
This time prevents the remote
station from hanging an entire
provisioning job.

Station Shutdown Timeout seconds (defaults to 300) Configures how long to wait before
shutting down the provisioned
station. This time prevents the
remote station from hanging an
entire provisioning job.

Connect Timeout milliseconds (defaults to 60000) Configures how long to wait before a
failed connection attempt times out.
This time prevents the remote
station from hanging an entire
provisioning job.

Socket Timeout milliseconds (defaults to 5000) Configures how long to wait before
an attempt to connect to a socket
times out. This time prevents the
remote station from hanging an
entire provisioning job.

SoftwareStationExt (provisioningNiagara-SoftwareStationExt)
This component supports the steps that a provisioning job can run on a station. By default this component is
always enabled. Other functions provided by the station are available using the StatStation Softwarion Software Ve Viewiew.
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To access these properties, expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork > NiagaraStatNiagaraStationion and right-click the
SoftwarSoftwaree > VViewsiews > AX PrAX Property Sheetoperty Sheet. NiagaraStatNiagaraStationion represents your station name.

Property Value Description

Enabled true (default) or false Activates (true) and deactivates
(false) use of the object
(network, device, point,
component, table, schedule,
descriptor, etc.).
Changing this property to false
prevents the processing of any steps
against this station. Enabled must be
set to true to use the StatStation Softwarion Softwaree
VViewiew and Supervisor SoftwarSupervisor Software Managere Manager
on this station.

Status read-only Reports the condition of the
entity or process at last polling.

{ok} indicates that the
component is licensed and
polling successfully.

{down} indicates that the last
check was unsuccessful, perhaps

Figure 11. Software Station Ext properties

Components Niagara Provisioning Guide

110 August 28, 2024



Property Value Description

because of an incorrect property,
or possibly loss of network
connection.

{disabled} indicates that the
Enable property is set to false.

{fault} indicates another
problem. Refer to Fault Cause for
more information.

Fault Cause read-only Indicates the reason why a
system object (network, device,
component, extension, etc.) is
not working (in fault). This
property is empty unless a fault
exists.

Last Update date and time Documents the last platform
snapshot. This property is null if a
platform snapshot has never
occurred.

TemplateStationExt (provisioningNiagara-TemplateStationExt)
This component currently only supports a DetailsDetails action, which will show information about component and
device templates that have been deployed to the remote station.

These are the only template types managed by a station’s Template Service (application and station templates
are not). Invoking the DetailsDetails action will print deployed template information to the Supervisor console.

This extension will provide additional functionality in future releases and template management capabilities are
expanded.
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To access these properties, expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork > NiagaraStatNiagaraStationion, and double-click
TTemplatesemplates. NiagaraStatNiagaraStationion represents your station name.

Property Value Description

Enabled true or false; defaults to true Activates (true) and deactivates
(false) use of the object
(network, device, point,
component, table, schedule,
descriptor, etc.).

Status read-only Reports the condition of the
entity or process at last polling.

{ok} indicates that the
component is licensed and
polling successfully.

{down} indicates that the last
check was unsuccessful, perhaps
because of an incorrect property,
or possibly loss of network
connection.

{disabled} indicates that the
Enable property is set to false.

Figure 12. Templates Station Ext Properties
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Property Value Description

{fault} indicates another
problem. Refer to Fault Cause for
more information.

Fault Cause read-only Indicates the reason why a
system object (network, device,
component, extension, etc.) is
not working (in fault). This
property is empty unless a fault
exists.

To access this action, right-click the TTemplatesemplates > ActActionsions > DetailsDetails. The DetailsDetails action displays information
about templates deployed to remote station.

UpdateStationExt (provisioningNiagara-UpdateStationExt)
This component supports the Update LicensesUpdate Licenses step. It updates the software licenses in each remote host.

You add this component in the top pane (TTo run for each stato run for each stationion) of the Niagara Network Job BuilderNiagara Network Job Builder or the
Niagara Network PrNiagara Network Prototype Vototype Viewiew.

Supporting components in the provisioningNiagara module
The purpose of these components is to provide support and services to other components, job steps, and
views.

InstallableSummary (provisioningNiagara-InstallableSummary)
This component facilitates the creation of a list of software files under the !sw directory of the Supervisor host,
and displays the files under the SoftwareContainer of the NiagaraNetworkNiagaraNetwork’s ProvisioningNwExt. This container
contains all installed software modules, including modules added to the registry after the initial scan. To
manage this container you use the Supervisor SoftwarSupervisor Software Managere Manager.

Each installable summary contains one or more specification objects for each version in the software registry.
Each object is represented as an InstallableSpec component. At station startup, this service starts a thread that
scans the software registry and populates the SoftwareContainer.

Direct children of the SoftwareContainer are summary objects (InstallableSummary components) for named,

Figure 13. Action
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typed software files (for example, file type module named “baja”). For each summary object, there is a
specification object (InstallableSpec components) for each version in the registry.

Apart from these summary children, the SoftwareContainer has but a single frozen property: loaded—a
boolean slot that indicates if the startup thread has finished scanning the registry (by default, it is hidden).

Your key interface to the SoftwareContainer is its default view: the Supervisor SoftwarSupervisor Software Managere Manager.

InstallableSpec (provisioningNiagara-InstallableSpec)
These components are children of InstallableSummary components. They occupy the lowest level under the
SoftwareContainer in the NiagaraNetworkNiagaraNetwork’s ProvisioningNwExt component.

InstallableSpecs are version-specific, and describe each software item that can be installed on a remote host,
including version number, dependencies and other data.

InstallStep (provisioningNiagara-InstallStep)
This component supports the Install backupdist steps the system creates when you copy an existing backup
.dist file into the middle job step pane (To run for each station) in either the Niagara Network Job BuilderNiagara Network Job Builder or
the Niagara Network PrNiagara Network Prototype Vototype Viewiew.

This step differs from the Install Software steps supported by InstallBySpecStep. It does not require selection
by version number.

There is no Workbench factory option for this component, so it is not available in the list of selectable
provisioning steps.

NiagaraNetworkJob (provisioningNiagara-NiagaraNetworkJob)
This component facilitates the Niagara Network Job VNiagara Network Job Viewiew, which lists the job stages with steps that the system
performed on each host in the job list.

Jobs are found under the Supervisor station’s JobServiceJobService. The default view of this component is the NiagaraNiagara
Network Job VNetwork Job Viewiew.

NiagaraNetworkJobPrototype (provisioningNiagara-NiagaraNetworkJobPrototype)
This component is a persisted component that represents a provisioning job—meaning a specific set of steps
to be performed on a given list of host stations. It differs from a one-time job in that the prototype job’s
specific set of steps are to be performed regularly on its given list of host stations.

Because of available job retention policies, NiagaraNetworkJobPrototype components are the preferred
components to configure regular station backup provisioning jobs—something otherwise unavailable when
setting up a provisioning job from the ProvisioningNwExt (Niagara Network Job BuilderNiagara Network Job Builder view).

You copy this component from the prprovisioningNiagaraovisioningNiagara palette or duplicate it from another
NiagaraNetworkJobPrototype. To specify some future (and possibly periodic) execution, you link the out
(Trigger) slot of a standard TriggerSchedule to the component’s Submit Job action. To schedule the job to run
immediately, you click Run NowRun Now.

Like other components, you can duplicate, modify, and reuse these jobs as needed in the Supervisor station.

This component’s default view is the Niagara Network PrNiagara Network Prototype Vototype Viewiew. The PrPrototype Job Listototype Job List view, which is
also available on this component, provides job retention options.

PlatformConnection (provisioningNiagara-PlatformConnection)
This component is used by the ProvisioningNwExt to poll each station.

To configure each host’s newly-created PlatformConnection component, you access the Platform Connection
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property sheet by right-clicking ProvisioningNwExt and clicking VViewsiews > PrProperty Sheetoperty Sheet. Then you specify both
the connection’s HTTP port and platform credentials (username and password). No special view, other than the
property sheet, exists for this component.

Most provisioning jobs use secure platform connections (platformssl for versions 3.7 and 3.8; platformtls for
versions 4.0 and later).

To access these properties, expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork > NiagaraStatNiagaraStationion, and double-click
Platform ConnectPlatform Connectionion. NiagaraStatNiagaraStationion represents your station name.

Property Value Description

Status read-only Reports the condition of the
entity or process at last polling.

{ok} indicates that the
component is licensed and
polling successfully.

{down} indicates that the last
check was unsuccessful, perhaps
because of an incorrect property,
or possibly loss of network
connection.

{disabled} indicates that the

Figure 14. Platform Connection Properties
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Property Value Description

Enable property is set to false.

{fault} indicates another
problem. Refer to Fault Cause for
more information.

Fault Cause read-only Indicates the reason why a
system object (network, device,
component, extension, etc.) is
not working (in fault). This
property is empty unless a fault
exists.

Port number (defaults to 3011 for a
connection that is not secure;
defaults to 5011 for a secure
connection)

Identifies the port on which the
platform daemon in the station’s
host is listening.

Displays as Platform Port in
the AddAdd or EdEditit windows when
working in the StatStation Managerion Manager
view.

Credentials Username and password Specifies the credentials used for a
platform connection to the host’s
running station. Credentials display
as Platform User and
Platform Password in the AddAdd
or EdEditit windows when working in the
StatStation Managerion Manager view.

Secure true (must be true for N4.0 and later)
or false (default for AX-3.7 and
AX-3.8)

Specifies if a secure connection
should be used to the host. Displays
as Secure Platform in the AddAdd
or EdEditit dialog in the StatStation Managerion Manager
view.

Health text Contains information about the
success or failure of the last pings,
and is similar to the standard
“Health” slot in most driver
networks.

Alarm Source Info Specifies how and if alarms are to be
generated as a result of ping monitor
failures, similar to the standard Alarm
Source Info slot in most driver
networks.

Action
A single Ping action is available on the Platform Connection, to immediately force a short message to the
host’s platform daemon. Its Health property updates with ping results. To test their validity, issue this action
after entering port and credentials properties.
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ProvisioningRobot (provisioningNiagara-ProvisioningRobot)
This special program component can be customized and saved on the Supervisor station, then selected as the
source robot in a Run RobotRun Robot step when configuring a provisioning job.

You can find the PrProvisioningRobotovisioningRobot in the provisioningNiagara palette. The default view for this component is
the PrProvisioning Robot Edovisioning Robot Editoritor, which provides the ability to edit and compile the baja code for running in each
host.

NOTE: Super user permissions are required to add and edit robot components.

As copied from the provisioningNiagara palette, a ProvisioningRobot comes pre-configured with some
essential wrapper lines of code. Also included is placeholder do-something code that may prove useful in some
cases.

The Supervisor’s JobServiceJobService runs the job that contains the robot code. When it comes to the robot step, the
PrProgramServiceogramService in each host station (that is included in the job) executes the robot’s program code in the
station.

SoftwareContainer (provisioningNiagara-SoftwareContainer)
This component supports the SoftwarSoftwaree component under the PrProvisioningNwExtovisioningNwExt extension. It provides
visibility into the Supervisor’s software registry that contain the software files (stored under the !sw directory)
that can be installed on a remote host.

The children of this container are summary objects for named, typed, software files, for example, modules and
platform distributions (dist) represented as InstallableSummary components. The default view of this
component is the Supervisor SoftwarSupervisor Software Managere Manager.

StationPollScheduler (provisioningNiagara-StationPollScheduler)
This component controls the polling of StationProxy extensions by the PrProvisioningNwExtovisioningNwExt of the
NiagaraNetworkNiagaraNetwork. As a container slot under this network extension, the poll scheduler operates as in most
driver networks.

Polling only happens for StationProxy extensions that are subscribed, that is, linked somewhere or being
viewed or charted, etc.

In most cases, you can leave the poll scheduler properties at their default settings. If needed, you may change
the Poll Frequency property of the StationProxy slots.

StationProxy (provisioningNiagara-StationProxy)
This component provides platform administration functions like those available when you open a direct
platform connection in Workbench, using the StatStation Dirion Directorector and Platform AdministratPlatform Administrationion views. It also
provides a number of actions for station control functions.

This component’s default view is the PrProvisioning Statovisioning Station Dirion Directorector. The StationProxy component provides other
special views, including the default view (PrProvisioning Statovisioning Station Dirion Directorector) as well as a StatStation Job Listion Job List.
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To access these properties, expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork > NiagaraStatNiagaraStationion, and right -click the
StatStationPrionProxyoxy > VViewsiews > AX PrAX Property Sheetoperty Sheet. NiagaraStatNiagaraStationion represents your station name.

By default, this component is enabled to allow polling from the ProvisioningNwExt for values of the extension’s
properties.

Property Value Description

Enabled true (default) or false Activates (true) and deactivates
(false) use of the object
(network, device, point,
component, table, schedule,
descriptor, etc.).

To prevent polling by the
ProvisioningNwExt, set this property
to false. To use the special views
on the Station Proxy extension,
namely the PrProvisioning Statovisioning Stationion
DirDirectorector and StatStation Job Listion Job List, Enabled
must be true.

Status read-only Reports the condition of the
entity or process at last polling.

Figure 15. Station Proxy Properties
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Property Value Description

{ok} indicates that the
component is licensed and
polling successfully.

{down} indicates that the last
check was unsuccessful, perhaps
because of an incorrect property,
or possibly loss of network
connection.

{disabled} indicates that the
Enable property is set to false.

{fault} indicates another
problem. Refer to Fault Cause for
more information.

Fault Cause read-only Indicates the reason why a
system object (network, device,
component, extension, etc.) is
not working (in fault). This
property is empty unless a fault
exists.

Station Status read-only Reflects one of the following
values:

• Idle — Station is not
currently running, and can
be started without a reboot.

• Starting — Station
process is running, but has
not completed its startup
sequence.

• Running — Station is
running.

• Stopping — Station is in
process of shutting down,
but its process is still alive.

• Halted — Station is not
currently running, and the
host must be rebooted
before it can start.

• Unknown — StationProxy
status is disabled or
fault. As a result, station
status is unknown. Status is
also unknown if the station
is unreachable, or if a poll
has not happened yet.
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Property Value Description

Poll Frequency Corresponds to the PolPoll Schedulerl Scheduler in
the ProvisioningNwExt, as part of its
monitor ping mechanism (a ping of
the platform daemon in the host
running each station).

Is Restart Enabled read-only If true, the station you can restart
the station without a reboot of its
host platform (such as with
Win32-based platforms).

Is Reboot Enabled read-only If true, the host’s platform daemon is
capable of (and allows) rebooting of
the host.

Is Auto Start read-only If true, the station restarts
automatically after the host reboots.

Is Auto Restart read-only If a station terminates with a failure
exit code and this property is true,
the host restarts (or reboots) if Is
Restart Enabled =false).

Is Accepting Messages read-only If false (unlikely), thread dumps,
station saves, and graceful shutdown
are not possible using the platform
daemon.

Log Buffer Size read-only Configures the size (in bytes) of the
buffer used by the platform daemon
to hold the console output.

Log Buffer File Size read-only The maximum size of the console.txt
file (in bytes) that the platform
daemon saves console output to
when the station stops.

Num Cpus read-only The number of CPUs on the host
running the station.

Current Cpu Usage read-only The percentage of time the CPU(s)
have been in use in the last second.

Overall Cpu Usage read-only The percentage of time the CPU(s)
have been in use since the platform
daemon started.

Total Physical Memory read-only The total KB of physical RAM on the
station’s host.

Free Physical Memory read-only The KB of available physical RAM on
the station’s host.

File System Attributes read-only Free space statistics for each file
system on station’s host.
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Actions

Many of these actions are also available in the Provisioning Station Director view, as well as in views using a
direct platform connection. When invoked, each action performs as follows

Action Description

Poll Causes Supervisor to poll the host’s platform daemon for current data.

Dump Threads Supervisor requests that the station send a thread dump to its console output.

Save Station Supervisor requests that the station save its current state to its own (local) config.bog file. requests
that the station save its current state to its own (local) config.bog file.

Stop Station Supervisor requests that the station shuts down gracefully.

Start Station Supervisor requests the platform daemon to start the station. This action is applicable only if current
station status is idle.

Kill Station Supervisor requests for the station to terminate immediately, without graceful shutdown.

Restart Station Depending on Is Restart Enabled value, causes one of the following:

• If Is Restart Enabled is false the station’s host is rebooted.

• If Is Restart Enabled is true the station is stopped gracefully, then restarted again.

Reboot Host Depending on Is Reboot Enabled value, causes one of the following:

• If Is Reboot Enabled is false nothing happens.

• If Is Reboot Enabled is true, the Supervisor requests for the platform daemon to shut
down gracefully, then reboot the host.

SupervisorLicenses (provisioningNiagara-SupervisorLicenses)
This component supports the Licenses slot under the NiagaraNetworkNiagaraNetwork’s ProvisioningNwExt component.

Among the PrProvisioningNwExtovisioningNwExt slots, the LicensesLicenses slot provides two views of the licenses related to the
NiagaraNetworkNiagaraNetwork.

• The Network License SummaryNetwork License Summary is the default view for the slot. It lists NiagaraStations and their host IDs.

Figure 16. Action menu for StationProxy extension
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• The Supervisor License ManagerSupervisor License Manager provides a window into the Supervisor’s local license database (under its
!licenses/db subdirectory).

This slot has no direct component children and only a single property: Allow License Server Access, which
is true by default.

DeviceBootstrap (provisioningNiagara-DeviceBootstrap)
This component sets up the target host Id was the bootstrap mode.

It is one of the seven device extensions that are automatically added to every station under the Supervisor’s
NiagaraNetworkNiagaraNetwork. By default the extension is enabled.

To access these properties, expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork > NiagaraStatNiagaraStationion, and double-click the
Device BootstrapDevice Bootstrap. NiagaraStatNiagaraStationion represents your station name.

Property Value Description

Target Host Id Alpha numeric code Sets up the target host Id was the
bootstrap mode.

Job step components in the provisioningNiagara module
These components are job steps that you can run as part of a provisioning job using the Niagara Network JobNiagara Network Job
BuilderBuilder or the Niagara Network PrNiagara Network Prototype Vototype Viewiew.

You add this job step components in the top pane (PrProvisioning steps to runovisioning steps to run) of the Niagara Network JobNiagara Network Job
BuilderBuilder or the Niagara Network PrNiagara Network Prototype Vototype Viewiew.

Add Station User
This component supports the Add StatAdd Station Userion User step. This step adds a named user to the UserServiceUserService for each
station in the provisioning job.

You add this step to the top pane (PrProvisioning steps to runovisioning steps to run) of the Niagara Network Job BuilderNiagara Network Job Builder or the
Niagara Network PrNiagara Network Prototype Vototype Viewiew.

Figure 17. Device Bootstrap property
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Property Value Description

Username text Defines a Username.

Password text Defines a Password for the Username.

Confirm Password text Verifies the entered password for the
Username

Create with admin role check box Adds new admin role to new station
user.

HTML5 Add Station User
In Niagara 4.14 and later, there is added browser support for Add StatAdd Station Userion User step. This step adds a named
user to the UserServiceUserService for each station in the provisioning job. The “HTML5” version of this view is a web-
browser-based implementation and it provides the same functions as the Workbench view.

Figure 18. Add a new user to the station
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To access this view, expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork and click .PrProvisioningNwExtovisioningNwExt. To open the job

steps window, click and double-click Add StatAdd Station Userion User or select Add StatAdd Station Userion User and click OKOK.

You add this step to the top pane (TTo run for each stato run for each stationion) of the Niagara Network Job BuilderNiagara Network Job Builder or the NiagaraNiagara
Network PrNetwork Prototype Vototype Viewiew.

Property Value Description

Username text Defines a UsernameUsername.

Password text Defines aPassworPasswordd for the UsernameUsername.

Confirm Password text Verifies the entered password for the
UsernameUsername

Create with admin role check box Adds new admin role to new station
user.

Backup Stations
This component enables the Backup StatBackup Stationion steps used to make an online backup for each specified station
(provided the station is running), or if it is not running, an offline backup. In either case, the backup .dist file for
each station is stored on the Supervisor

You add this step to the top pane (TTo run for each stato run for each stationion) of the Niagara Network Job BuilderNiagara Network Job Builder or the NiagaraNiagara
Network PrNetwork Prototype Vototype Viewiew.

Convert To Perpetual License Mode
In Niagara 4.14 and later, there is added browser support that converts all the stations' licensing mode from
subscription to perpetual. The HTML 5 version of this view is a web-browser-based implementation and it
provides the same functions as the Workbench view.

Figure 19. Add a new user to the station
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To access this view, expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork and click .PrProvisioningNwExtovisioningNwExt. To open the job

steps window, click and double-click Convert TConvert To Perpetual License Modeo Perpetual License Mode or select Convert TConvert To Perpetualo Perpetual
License ModeLicense Mode and click OKOK. This adds the job step Convert TConvert To Perpetual License Modeo Perpetual License Mode and Update LicensesUpdate Licenses to
the in the top pane (PrProvisioning steps to runovisioning steps to run) of the Niagara Network Job BuilderNiagara Network Job Builder or the Niagara NetworkNiagara Network

PrPrototype Vototype Viewiew. Click to add the appropriate station in the StatStations to include in tions to include in this jobhis job. Running this job
converts all the stations' licensing mode from subscription to perpetual.

NOTE: Restart the station to get the changes effective.

HTML 5 Convert To Perpetual License Mode
In Niagara 4.14 and later, there is added browser support that converts all the stations' licensing mode from
subscription to perpetual. The “HTML5” version of this view is a web-browser-based implementation and it
provides the same functions as the Workbench view.

Figure 20. Convert To Perpetual License Mode
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To access this view, expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork and click .PrProvisioningNwExtovisioningNwExt. To open the job

steps window, click and double-click Convert TConvert To Perpetual License Modeo Perpetual License Mode or select Convert TConvert To Perpetualo Perpetual
License ModeLicense Mode and click OKOK. This adds the job step Convert TConvert To Perpetual License Modeo Perpetual License Mode to the in the top pane
(PrProvisioning steps to runovisioning steps to run) of the Niagara Network Job BuilderNiagara Network Job Builder or the Niagara Network PrNiagara Network Prototype Vototype Viewiew. Click

to add the appropriate station in the StatStations to include in tions to include in this jobhis job. Running this job converts all the
stations' licensing mode from subscription to perpetual.

NOTE: Restart the station to get the changes effective.

HTML5 Backup Stations
In Niagara 4.14 and later, there is added browser support that enables the Backup StatBackup Stationion steps used to make
an online backup for each specified station (provided the station is running), or if it is not running, an offline
backup. In either case, the backup .dist file for each station is stored on the Supervisor. The “HTML5” version
of this view is a web-browser-based implementation and it provides the same functions as the Workbench view.

Figure 21. Convert To Perpetual License Mode
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To access this view, expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork and click .PrProvisioningNwExtovisioningNwExt. To open the job
steps window, click and double-click Backup StatBackup Stationsions or select Backup StatBackup Stationsions and click OKOK.

You add this step to the top pane (TTo run for each stato run for each stationion) of the Niagara Network Job BuilderNiagara Network Job Builder or the NiagaraNiagara
Network PrNetwork Prototype Vototype Viewiew.

Configure Niagara IdP and SAML Scheme
This component sets up a provisioning job on the Supervisor station to configure one or more remote stations
with a server certificate (private and public keys) and the SAML (Security Assertion Markup Language)
authentication scheme configured for the internal IdP (Identity Provider). First this provisioning job configures
SAML authentication schemes on the remote station based on the Circle of Trust for which the station is
configured in the SAMLIdpServiceSAMLIdpService. Then, it updates the StatStation Service Prion Service Providerovider objects in the Circle of Trust
with the correct values from the remote station.

You add this job step component in the top pane (PrProvisioning steps to runovisioning steps to run) of the Niagara Network JobNiagara Network Job
BuilderBuilder or the Niagara Network PrNiagara Network Prototype Vototype Viewiew.

Figure 22. Backup Stations
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Property Value Description

Login Button Text Format text Displays the text on the login button

Figure 23. Niagara IdP and SAML Scheme Properties
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Property Value Description

to access the subordinate station.

IdP Certificate Alias text Specifies the alias for the certificate
(with public key).

SAML Signing Certificate Alias text Specifies the alias of the certificate
to use as the subordinate station’s
SAML Server Certificate.

SAML Encryption Certificate Alias text Specifies the alias of the encryption
certificate.

Generate new remote SAML signing
certificate

check box Generates a new server certificate to
use as the subordinate station's
SAML Server Certificate.

Common Name (CN) text Specifies the distinguished name of
the host or address of the server.

Generate new remote SAML
encryption certificate

text Generates a new server encryption
certificate to use as the subordinate
station's SAML Server Certificate.

Common Name (CN) text Specifies the distinguished name of
the host or address of the server.

Organizational Unit (OU) text The name of a department within the
organization or a Doing-Business-As
(DBA entry).

Organization (O) text The legally registered name of your
company or organization. Do not
abbreviate this name.

Locality (L) text The city in which the organization for
which you are creating the certificate
is located.

State/Province (ST) text The complete name of the state or
province in which your organization
is located. This property is optional.

Country Code (C) two-character ISO-format country
code

If you do not know your country's
two-character code, check
www.countrycode.org.

Not Before date Specifies the date before which the
certificate is not valid.

Not After date Specifies the expiration date for the
certificate.

Key Size number Specifies the size of the keys in bits.
Four key sizes are allowed: 1024 bits,
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Property Value Description

2048 bits (this is the default), 3072
bits, and 4096 bits. Larger keys take
longer to generate but offer greater
security.

Certificate Usage: text Specifies the purpose of the
certificate.

Alternative Server Name text This property provides a name other
than the Subject (Common Name)
that the system can use to connect
to the server.

Email Address email address The contact address for this
certificate. It may also be the
address to which your signed
certificate (.pem file) will be sent.

Key Usage check box Indicates the business scenario that
requires authentication, encryption,
and digital signing. The public and
private keys associated with each
certificate may be used to provide
these secure features.

Copy Local File
This component supports the copy file steps (Copy Supervisor FileCopy Supervisor File step and Copy Local FileCopy Local File step).

When creating a one-time job using the Niagara Network Job BuilderNiagara Network Job Builder, you can select either a Supervisor file or
a local file on your PC to copy. A Copy Local File step is only available in the Niagara Network Job BuilderNiagara Network Job Builder. It is
not available in the Niagara Network PrNiagara Network Prototype Vototype Viewiew.

If you are creating a job prototype using the Niagara Network Schedule VNiagara Network Schedule Viewiew, you can select only a Supervisor
file.

Copy Supervisor File
This component copies a single file from your Supervisor station’s file system to a location in each remote
station in the job. The system opens the File ChooserFile Chooser for the files available as part of the Supervisor station.

You add this job step component in the top pane (PrProvisioning steps to runovisioning steps to run) of the Niagara Network JobNiagara Network Job
BuilderBuilder or the Niagara Network PrNiagara Network Prototype Vototype Viewiew.
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Property Value Description

File Chooser File path Prompts you to navigate to a source
file from the file system of the
Supervisor to copy to each station
within the job.

HTML5 Copy Supervisor File
In Niagara 4.14 and later, there is added browser support that allows to copy a single file from your Supervisor
station’s file system to a location in each remote station in the job. The system opens the File ChooserFile Chooser for the
files available as part of the Supervisor station. The “HTML5” version of this view is a web-browser-based
implementation and it provides the same functions as the Workbench view.

Figure 24. Copy Supervisor File
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To access this view, expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork and click .PrProvisioningNwExtovisioningNwExt. To open the job

steps window, click and double-click Copy Supervisor FileCopy Supervisor File or select Copy Supervisor FileCopy Supervisor File and click OKOK. The
Choose FileChoose File window opens.

You add this job step component in the top pane (PrProvisioning steps to runovisioning steps to run) of the Niagara Network JobNiagara Network Job
BuilderBuilder or the Niagara Network PrNiagara Network Prototype Vototype Viewiew.

Property Value Description

File Chooser File path Prompts you to navigate to a source
file from the file system of the
Supervisor to copy to each station
within the job.

Deploy Template
This component supports the Deploy TDeploy Templateemplate step that can be added in the top pane of the Niagara NetworkNiagara Network
Job BuilderJob Builder or the Niagara Network PrNiagara Network Prototype Vototype Viewiew.

Running this step deploys a template file (*.ntpl to run for each remote station from an Excel workbook
containing template configurations.

Figure 25. Copy Supervisor File
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HTML5 Deploy Template
In Niagara 4.14 and later, there is added browser support for the Deploy TDeploy Templateemplate step that can be added in
the top pane of the Niagara Network Job BuilderNiagara Network Job Builder or the Niagara Network PrNiagara Network Prototype Vototype Viewiew. The “HTML5”
version of this view is a web-browser-based implementation and it provides the same functions as the
Workbench view.

To access this view, expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork and click .PrProvisioningNwExtovisioningNwExt. To open the job

steps window, click and double-click Deploy TDeploy Templateemplate or select Deploy TDeploy Templateemplate and click OKOK. he TTemplateemplate
ConfiguratConfigurationion window opens, select the required file and click OKOK. You add this job step component in the top
pane (PrProvisioning steps to runovisioning steps to run) of the Niagara Network Job BuilderNiagara Network Job Builder or the Niagara Network PrNiagara Network Prototype Vototype Viewiew.

Running this step deploys a template file (*.ntpl to run for each remote station from an Excel workbook
containing template configurations.

Enable Bootstrap Mode
This component triggers a Supervisor-to-device connection using a certificate exemption for self-signed
certificate.

To access these job step components, double-click PrProvisioningNwExtovisioningNwExt or NiagaraNetworkJobPrNiagaraNetworkJobPrototypeototype. The
Niagara Network Job BuilderNiagara Network Job Builder or the Niagara Network PrNiagara Network Prototype Vototype Viewiew view opens. In the top pane PrProvisioningovisioning
steps to runsteps to run click the (+) symbol and click Enable Bootstrap ModeEnable Bootstrap Mode.

Figure 26. Deploy Template
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NOTE: Running this step by itself makes no persistent change in the target stations.

HTML5 Enable Bootstrap Mode
In Niagara 4.14 and later, there is added browser support to trigger the Supervisor-to-device connection using
a certificate exemption for self-signed certificate. The “HTML5” version of this view is a web-browser-based
implementation and it provides the same functions as the Workbench view.

To access this view, expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork and click .PrProvisioningNwExtovisioningNwExt or
NiagaraNetworkJobPrNiagaraNetworkJobPrototypeototype. The Niagara Network Job BuilderNiagara Network Job Builder view opens. In the top pane PrProvisioningovisioning

steps to runsteps to run click the ( ) symbol and double-click Enable Bootstrap ModeEnable Bootstrap Mode or select Enable Bootstrap ModeEnable Bootstrap Mode
and click OKOK.

NOTE: Running this step by itself makes no persistent change in the target stations.

Export Application Template Configuration
This step exports an application template configuration as an Excel (*.xlsx) file on each station in the job. It is
available in the New Job StepNew Job Step menu when adding a step in either the Niagara Network Job BuilderNiagara Network Job Builder or NiagaraNiagara
Network PrNetwork Prototype Vototype Viewiew.

A prerequisite for adding this step to a provisioning job is that there is an existing application template to be
exported.

See the “Template bulk deployment” section of the Niagara Templates Guide for details on creating,
configuring, and deploying templates.

NOTE: Application templates are not made available from the TTemplateemplate sidebar. Instead, the files (*napl) can
be found in the Windows User Home applicationTemplates folder.

This opens a File ChooserFile Chooser window where you navigate to the Supervisor’s ^applicationTemplates folder
and select the application template file (*.napl) to use for this step and click the Export ConfigsExport Configs option. The
step will be added to the job sequence and will show the file path ORD to use.

For more details, see “Exporting the template spreadsheet” in this guide.

Figure 27. Enable Bootstrap Mode
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HTML5 Export Application Template Configuration
In Niagara 4.14 and later, there is added browser support to export an application template configuration as an
Excel (*.xlsx) file on each station in the job. It is available in the New Job StepNew Job Step menu when adding a step in
either the Niagara Network Job BuilderNiagara Network Job Builder or Niagara Network PrNiagara Network Prototype Vototype Viewiew. The “HTML5” version of this view
is a web-browser-based implementation and it provides the same functions as the Workbench view.

To access this view, expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork and click .PrProvisioningNwExtovisioningNwExt. To open the job

steps window, click and double-click Export ApplExport Applicatication Tion Template Configuratemplate Configurationion or select ExportExport
ApplApplicatication Tion Template Configuratemplate Configurationion and click OKOK.

The Export ApplExport Applicatication Tion Template Configuratemplate Configurationion window opens. Enter the station password and click OKOK. This
adds the job step in the top pane (PrProvisioning steps to runovisioning steps to run) of the Niagara Network Job BuilderNiagara Network Job Builder or the
Niagara Network PrNiagara Network Prototype Vototype Viewiew

A prerequisite for adding this step to a provisioning job is that there is an existing application template to be
exported.

See the “Template bulk deployment” section of the Niagara Templates Guide for details on creating,
configuring, and deploying templates.

NOTE: Application templates are not made available from the TTemplateemplate sidebar. Instead, the files (*napl) can
be found in the Windows User Home applicationTemplates folder.

This opens a File ChooserFile Chooser window where you navigate to the Supervisor’s ^applicationTemplates folder
and select the application template file (*.napl) to use for this step and click the Export ConfigsExport Configs option. The
step will be added to the job sequence and will show the file path ORD to use.

For more details, see “Exporting the template spreadsheet” in this guide.

Figure 28. Export Application Template Configuration
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Export Certificate Signing Request
This component supports the Export CertExport Certificate Signing Requestificate Signing Request step. Running this step exports a Certificate
Signing Request (CSR) from each remote device for external signing. Certificates installed for use on a
controller are typically Server certificates.

To access these job step components, double-click PrProvisioningNwExtovisioningNwExt or NiagaraNetworkJobPrNiagaraNetworkJobPrototypeototype. The
Niagara Network Job BuilderNiagara Network Job Builder or the Niagara Network PrNiagara Network Prototype Vototype Viewiew view opens. In the top pane PrProvisioningovisioning
steps to runsteps to run click the (+) symbol and click Export CertExport Certificate Signing Requestificate Signing Request.

Property Value Description

File Naming Identifier drop-down Defines the file Name.

• Hostname
represents the name of the
server.

• Host id represent the
alphanumeric code unique
to the specific host.

• Station Name represents the
remote station name.

Certificate Alias text Defines the certificate name.

HTML5 Export Certificate Signing Request
In Niagara 4.14 and later, there is added browser supports the Export CertExport Certificate Signing Requestificate Signing Request step.
Running this step exports a Certificate Signing Request (CSR) from each remote device for external signing.
Certificates installed for use on a controller are typically Server certificates. The “HTML5” version of this view is
a web-browser-based implementation and it provides the same functions as the Workbench view.

Figure 29. Export Certificate Signing Request Job Step
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To access this view, expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork and click .PrProvisioningNwExtovisioningNwExt. To open the job

steps window, click and double-click Export CertExport Certificate Signing Requestificate Signing Request or select Export CertExport Certificate Signingificate Signing
RequestRequest and click OKOK.

After configuring the properties the job step gets added to the top pane (PrProvisioning steps to runovisioning steps to run) of the
Niagara Network Job BuilderNiagara Network Job Builder or the Niagara Network PrNiagara Network Prototype Vototype Viewiew

Property Value Description

File Naming Identifier drop-down Defines the file Name.

• Hostname
represents the name of the
server.

• Host id represent the
alphanumeric code unique
to the specific host.

• Station Name represents the
remote station name.

Certificate Alias text Defines the certificate name.

Password text Defines the password for retrieving
the private key. Click on Use globalUse global
certcertificate passworificate passwordd to use the global
password.

Update Connections Using Provisioning Station’s DHCP Server
This component updates the Supervisor-to-station connections when a JACE-9000 is acting as a Supervisor for
a group of Edge devices connected through the secondary network port. It uses information pulled from the
DHCP (Dynamic Host Configuration Protocol) server running on the JACE-9000. This information includes IP
address and port information for Fox and Platform connections.

Figure 30. Export Certificate Signing Request

Niagara Provisioning Guide Components

August 28, 2024 137



To access these job step component, expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork and double click the
PrProvisioningNwExtovisioningNwExt or NiagaraNetworkJobPrNiagaraNetworkJobPrototypeototype. The Niagara Network Job BuilderNiagara Network Job Builder or the NiagaraNiagara

Network PrNetwork Prototype Vototype Viewiew view opens. In the top pane PrProvisioning steps to runovisioning steps to run click the ( ) icon and click
Update ConnectUpdate Connections Using Prions Using Provisioning Statovisioning Station’ion’s DHCP Servers DHCP Server.

NOTE: Only Edge devices respond to this request in a NiagaraNetworkNiagaraNetwork. JACE controllers do not respond to
these requests.

HTML5 Update Connections Using Provisioning Station’s DHCP Server
In Niagara 4.14 and later, there is added browser support that updates the Supervisor-to-station connections
when a JACE-9000 is acting as a Supervisor for a group of Edge devices connected through the secondary
network port. It uses information pulled from the DHCP (Dynamic Host Configuration Protocol) server running
on the JACE-9000. This information includes IP address and port information for Fox and Platform
connections.. The HTML 5 version of this view is a web-browser-based implementation and it provides the
same functions as the Workbench view.

Figure 31. Update Connections Using Provisioning Station’s DHCP Server
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To access this view, expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork and click .PrProvisioningNwExtovisioningNwExt. To open the job

steps window, click and double-click Update ConnectUpdate Connections Using Prions Using Provisioning Statovisioning Station’ion’s DHCP Servers DHCP Server or
select Update ConnectUpdate Connections Using Prions Using Provisioning Statovisioning Station’ion’s DHCP Servers DHCP Server and click OKOK.

You add this job step component in the top pane (PrProvisioning steps to runovisioning steps to run) of the Niagara Network JobNiagara Network Job
BuilderBuilder or the Niagara Network PrNiagara Network Prototype Vototype Viewiew.

NOTE: Only Edge devices respond to this request in a NiagaraNetworkNiagaraNetwork. JACE controllers do not respond to
these requests.

For Each Station Stage
This component contains the sequence of provisioning steps that can be added in the middle pane (TTo run foro run for
each stateach stationion) of the Niagara Network Job BuilderNiagara Network Job Builder or the Niagara Network PrNiagara Network Prototype Vototype Viewiew.

Figure 32. Update Connections Using Provisioning Station’s DHCP Server
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This component has properties that control the execution of provisioning jobs executed across a set of remote
devices. You can set the following properties through the PrProperty Sheetoperty Sheet view on the For Each Station Stage
component.

Property Value Description

Stage Name read-only Specifies whether a provisioning job
step is added to the “initial” job
stage or to “for each station” stage.

Stage State read-only Specifies the state of the job stage.

Steps folder This folder contains the various
added job steps.

Device States folder This folder contains the various
added device stages.

Run Devices In Parallel true (default) or false To run provisioning jobs for each
remote device serially (one at a
time), change this value to false.
When set to false forces all job
steps to complete for one remote
device before proceeding to run the

Figure 33. For Each Station Stage properties
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Property Value Description

same job steps on the next remote
device. This can take considerably
longer to run, but uses less system
resources on the Supervisor.

Force Unsafe Parallel Execution true or false (default) To force parallel execution of job
step that are not always considered
“safe”, change this value to true.
When set to true, this allows parallel
execution of job steps considered
“unsafe”. Examples of these steps
include those that might cause the
system to reboot, like installing or
updating software, or renaming the
station.

CAUTION: This is particularly
important for IP devices configured
in a daisy chained network
topology, where rebooting the
system causes the network
segment to be disabled for some
time. This will likely cause
communication disruptions
between the Supervisor and remote
devices, which would make some
provisioning jobs fail to complete.

Generate Certificate
This component supports the Generate CertGenerate Certificateificate step. This step generates and installs a self-signed
certificate on the remote device platform.
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To access these job step components, double-click PrProvisioningNwExtovisioningNwExt or NiagaraNetworkJobPrNiagaraNetworkJobPrototypeototype. The
Niagara Network Job BuilderNiagara Network Job Builder or the Niagara Network PrNiagara Network Prototype Vototype Viewiew view opens. In the top pane PrProvisioningovisioning
steps to runsteps to run click the (+) symbol and click Generate CertficateGenerate Certficate.

Property Value Description

Alias text Provides a short name used to
distinguish certificates.

Common Name (CN) text Defines the host name or the
address of the server.

Organizational Unit (OU) text The name of a department within the
organization or a Doing-Business-As
(DBA entry).

Figure 34. Generate Certficate
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Property Value Description

Organization (O) text The legally registered name of your
company or organization. Do not
abbreviate this name.

Locality (L) text The city in which the organization for
which you are creating the certificate
is located.

State/Province (ST) text The complete name of the state or
province in which your organization
is located. This property is optional.

Country Code (C) two-character ISO-format country
code

If you do not know your country's
two-character code, check
www.countrycode.org.

Not Before date Specifies the date before which the
certificate is not valid.

Not After date Specifies the expiration date for the
certificate.

Key Size number Specifies the size of the keys in bits.
Four key sizes are allowed: 1024 bits,
2048 bits (this is the default), 3072
bits, and 4096 bits. Larger keys take
longer to generate but offer greater
security.

Certificate Usage: text Specifies the purpose of the
certificate.

Alternate Server Name text This property provides a name other
than the Subject (Common Name)
that the system can use to connect
to the server.

Alternate Server URI text Provides an alternate server URI that
the system can use to connect the
server.

Email Address email address The contact address for this
certificate. It may also be the
address to which your signed
certificate (.pem file) will be sent.

Email Address check box Indicates the business scenario that
requires authentication, encryption,
and digital signing. The public and
private keys associated with each
certificate may be used to provide
these secure features.
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Import Signed Certificate
This component supports the Import Signed CertImport Signed Certificateificate step that can be added in the top pane (PrProvisioningovisioning
steps to runsteps to run) of the Niagara Network Job BuilderNiagara Network Job Builder or the Niagara Network PrNiagara Network Prototype Vototype Viewiew.

Running this step imports a signed certificate into the User Key StorUser Key Storee on the remote device platform in the job.

To access these job step components, double-click PrProvisioningNwExtovisioningNwExt or NiagaraNetworkJobPrNiagaraNetworkJobPrototypeototype. The
Niagara Network Job BuilderNiagara Network Job Builder or the Niagara Network PrNiagara Network Prototype Vototype Viewiew view opens. In the top pane PrProvisioningovisioning
steps to runsteps to run click the (+) symbol and click Import Signed CertImport Signed Certificateificate.

Property Value Description

File Naming Identifier text Defines the file name.

• Hostname
represents the name of the
server.

• Host Id represent the
Alphanumeric code unique
to the specific host.

• Station Name represents the
remote station name.

Use Filename as Alias checkbox If selected, the chosen File Naming
Identifier (Hostname, Host Id,
Station Name) will be used as the
certificate alias.

Certificate Alias text Defines the certificate name.

Supervisor Password text Defines the Password required to
access the Supervisor station.

Figure 35. Import Signed Certificate
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HTML5 Import Signed Certificate
In Niagara 4.14 and later, there is added browser support to Import Signed CertImport Signed Certificateificate step that can be added
in the top pane (PrProvisioning steps to runovisioning steps to run) of the Niagara Network Job BuilderNiagara Network Job Builder or the Niagara NetworkNiagara Network
PrPrototype Vototype Viewiew. The “HTML5” version of this view is a web-browser-based implementation and it provides the
same functions as the Workbench view.

To access this view, expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork and click .PrProvisioningNwExtovisioningNwExt. To open the job

steps window, click and double-click Import Signed CertImport Signed Certificateificate or select Import Signed CertImport Signed Certificateificate and click
OKOK.

The Import Signed CertImport Signed Certificateificate window opens. Enter the properties mentioned below and click OKOK. This adds
the job step component in the top pane (PrProvisioning steps to runovisioning steps to run) of the Niagara Network Job BuilderNiagara Network Job Builder or the
Niagara Network PrNiagara Network Prototype Vototype Viewiew. Running this step imports a signed certificate into the User Key StorUser Key Storee on the
remote device platform in the job.

Property Value Description

File Naming Identifier text Defines the file name.

• Hostname
represents the name of the
server.

• Host Id represent the
Alphanumeric code unique
to the specific host.

• Station Name represents the
remote station name.

Use Filename as Alias checkbox If selected, the chosen File Naming
Identifier (Hostname, Host Id,
Station Name) will be used as the

Figure 36. Import Signed Certificate
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Property Value Description

certificate alias.

Certificate Alias text Defines the certificate name.

Supervisor Password text Defines the Password required to
access the Supervisor station.

Install Application Template
This component supports the InstalInstall Appll Applicatication Tion Templateemplate step. Running this step installs an Application
Template file (*.napl) on each station in the job.

To access these job step component, double click the PrProvisioningNwExtovisioningNwExt or NiagaraNetworkJobPrNiagaraNetworkJobPrototypeototype.
The Niagara Network Job BuilderNiagara Network Job Builder or the Niagara Network PrNiagara Network Prototype Vototype Viewiew view opens. In the top pane
PrProvisioning steps to runovisioning steps to run click the (+) symbol and click InstalInstall Appll Applicatication Tion Templateemplate.

Property Value Description

Select Application Template File path Prompts you to navigate the
application template in the Supervisor
station using an Excel file

Figure 37. Install Application Template
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HTML5 Install Application Template
In Niagara 4.14 and later, there is added browser supports the InstalInstall Appll Applicatication Tion Templateemplate step. Running this
step installs an Application Template file (*.napl) on each station in the job. The “HTML5” version of this view
is a web-browser-based implementation and it provides the same functions as the Workbench view.

To access this view, expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork and click .PrProvisioningNwExtovisioningNwExt. To open the job

steps window, click and double-click InstalInstall Appll Applicatication Tion Templateemplate or select InstalInstall Appll Applicatication Tion Templateemplate and
click OKOK.

The ApplApplicatication Tion Template Configuratemplate Configurationion window opens. Select the application template in the Supervisor
station using an Excel file. This adds the job step in the top pane (PrProvisioning steps to runovisioning steps to run) of the NiagaraNiagara
Network Job BuilderNetwork Job Builder or the Niagara Network PrNiagara Network Prototype Vototype Viewiew. Running this step imports the application
template on the remote device platform in the job.

Install Certificate
This component supports the InstalInstall Certl Certificateificate step. Running this step installs a certificate to the User TUser Trustrust
StorStoree of each remote station in the job.

You add this step in the top pane (PrProvisioning steps to runovisioning steps to run) of the Niagara Network Job BuilderNiagara Network Job Builder or the
Niagara Network PrNiagara Network Prototype Vototype Viewiew.

HTML5 Install Certificate
In Niagara 4.14 and later, there is added browser supports the InstalInstall Certl Certificateificate step. Running this step installs
a certificate to the User TUser Trust Storrust Storee of each remote station in the job. The “HTML5” version of this view is a
web-browser-based implementation and it provides the same functions as the Workbench view.

Figure 38. Install Application Template

Niagara Provisioning Guide Components

August 28, 2024 147



To access this view, expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork and click .PrProvisioningNwExtovisioningNwExt. To open the job

steps window, click and double-click InstalInstall Certl Certificateificate or select InstalInstall Certl Certificateificate and click OKOK.

The InstalInstall Certl Certificateificate window opens. Select the certificate and select one of the options Install with
unique alias or Replace certificate or Dont install and click OKOK. This adds the job step in the top
pane (PrProvisioning steps to runovisioning steps to run) of the Niagara Network Job BuilderNiagara Network Job Builder or the Niagara Network PrNiagara Network Prototype Vototype Viewiew.
Running this step installs the certificate on the remote device platform in the job.

Install Clean Distribution
This component supports the InstalInstall Clean Distributl Clean Distributionion step. It installs the selected clean distribution file to the
target platforms. This effectively returns the device to the factory default state.

Figure 39. Install Certificate

Components Niagara Provisioning Guide

148 August 28, 2024



To access these job step components, double-click PrProvisioningNwExtovisioningNwExt or NiagaraNetworkJobPrNiagaraNetworkJobPrototypeototype. The
Niagara Network Job BuilderNiagara Network Job Builder or the Niagara Network PrNiagara Network Prototype Vototype Viewiew view opens. In the top pane PrProvisioningovisioning
steps to runsteps to run click the (+) symbol and click InstalInstall Clean Distributl Clean Distributionion.

NOTE: Clean distribution files are specific to a platform type, so only include target platforms that support the
specific clean distribution in the list of target devices. The step fails for any mismatched platform.

Property Value Description

Clean Distribution File alpha-numeric file name Installs the selected clean
distribution file to the target
platforms.

Install Software
This component supports the InstalInstall Softwarl Softwaree step, which allows you to install a versioned software module or
dist to the target host(s) from the Supervisor’s software database (files under its !sw folder).

Figure 40. Install Clean Distribution
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When adding a software item (module or .dist), you must specify a specific version.

To access these job step components, double-click PrProvisioningNwExtovisioningNwExt or NiagaraNetworkJobPrNiagaraNetworkJobPrototypeototype. The
Niagara Network Job BuilderNiagara Network Job Builder or the Niagara Network PrNiagara Network Prototype Vototype Viewiew view opens. In the top pane PrProvisioningovisioning
steps to runsteps to run click the (+) symbol and click InstalInstall Softwarl Softwaree.

Property Value Description

Install Software text Installs a software module in one or
more remote hosts.

HTML5 Install Software
In Niagara 4.14 and later, there is added browser supports the InstalInstall Softwarl Softwaree step, which allows you to install
a versioned software module or dist to the target host(s) from the Supervisor’s software database (files under
its !sw folder). The “HTML5” version of this view is a web-browser-based implementation and it provides the
same functions as the Workbench view.

Figure 41. Install Software
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To access this view, expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork and click .PrProvisioningNwExtovisioningNwExt. To open the job

steps window, click and double-click InstalInstall Softwarl Softwaree or select InstalInstall Softwarl Softwaree and click OKOK.

Figure 42. Install Software
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The InstalInstall Softwarl Softwaree window opens. Select the software and click OKOK. This adds the job step in the top pane
(PrProvisioning steps to runovisioning steps to run) of the Niagara Network Job BuilderNiagara Network Job Builder or the Niagara Network PrNiagara Network Prototype Vototype Viewiew.
Running this step installs a software module in one or more remote hosts. When adding a software item
(module or .dist), you must specify a specific version.

Reboot
This component supports the RebootReboot step. Running this step restarts the station’s host (platform), then waits
until its platform daemon comes back up and is available for connections to begin.

HTML5 Reboot
In Niagara 4.14 and later, there is added browser support to the RebootReboot step. Running this step restarts the
station’s host (platform), then waits until its platform daemon comes back up and is available for connections to
begin. The “HTML5” version of this view is a web-browser-based implementation and it provides the same
functions as the Workbench view.

To access this view, expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork and click .PrProvisioningNwExtovisioningNwExt. To open the job

steps window, click and double-click Reboot StatReboot Stationsions or select Reboot StatReboot Stationsions and click OKOK.

You add this job step in the top pane (PrProvisioning steps to runovisioning steps to run) of the Niagara Network Job BuilderNiagara Network Job Builder or the
Niagara Network PrNiagara Network Prototype Vototype Viewiew. Running this step restarts the station’s host (platform), then waits until its
platform daemon comes back up and is available for connections to begin.

Remove Property
Starting in Niagara 4.12, this component supports the Remove Property job step. Running this step removes a
property from a component at a defined slot path for each station in the provisioning job.

You add this job step component in the top pane (PrProvisioning steps to runovisioning steps to run) of the Niagara Network JobNiagara Network Job
BuilderBuilder or the Niagara Network PrNiagara Network Prototype Vototype Viewiew.

Figure 43. Reboot
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Property Value Description

Use NEQL true or false (default) Turns on (true) and off (false) the
use of a NEQL query to identify the
property to remove.

Target ORD ORD Selects one of seven choosers to
identify the property.

Property Name text Specifies the name of the selected
property.

HTML5 Remove Property
In Niagara 4.14 and later, there is added browser supports the Remove PrRemove Propertyoperty job step. Running this step
removes a property from a component at a defined slot path for each station in the provisioning job. The
“HTML5” version of this view is a web-browser-based implementation and it provides the same functions as
the Workbench view.

Figure 44. Remove Property
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To access this view, expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork and click .PrProvisioningNwExtovisioningNwExt. To open the job

steps window, click and double-click Remove PrRemove Propertyoperty or select Remove PrRemove Propertyoperty and click OKOK.

The Remove PrRemove Propertyoperty window opens. Enter the properties mentioned below and click OKOK. This adds the job
step component in the top pane (PrProvisioning steps to runovisioning steps to run) of the Niagara Network Job BuilderNiagara Network Job Builder or the NiagaraNiagara
Network PrNetwork Prototype Vototype Viewiew. Running this step removes a property from a component at a defined slot path for
each station in the provisioning job.

Property Value Description

Use NEQL true or false (default) Turns on (true) and off (false) the
use of a NEQL query to identify the
property to remove.

Target ORD ORD Selects one of seven choosers to
identify the property.

Property Name text Specifies the name of the selected
property.

Remove Station User
This component supports the Remove Station User step. Running this step removes a named user from the
User Service for each station in the provisioning job.

Figure 45. Remove Property
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To access these job step components, double-click PrProvisioningNwExtovisioningNwExt or NiagaraNetworkJobPrNiagaraNetworkJobPrototypeototype. The
Niagara Network Job BuilderNiagara Network Job Builder or the Niagara Network PrNiagara Network Prototype Vototype Viewiew view opens. In the top pane PrProvisioningovisioning
steps to runsteps to run click the (+) symbol and click Remove StatRemove Station Userion User.

Property Value Description

Username text Identifies the Username of the user to
be removed from the station.

HTML5 Remove Station User
In Niagara 4.14 and later, there is added browser support to Remove StatRemove Station Userion Userstep. Running this step
removes a named user from the User ServiceUser Service for each station in the provisioning job. The “HTML5” version of
this view is a web-browser-based implementation and it provides the same functions as the Workbench view.

To access this view, expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork and click .PrProvisioningNwExtovisioningNwExt. To open the job

steps window, click and double-click Remove StatRemove Station Userion User or select Remove StatRemove Station Userion User and click OKOK.

The Remove StatRemove Station Userion User window opens. Enter the Username of the user to be removed from the station job
step in the top pane (PrProvisioning steps to runovisioning steps to run) of the Niagara Network Job BuilderNiagara Network Job Builder or the Niagara NetworkNiagara Network
PrPrototype Vototype Viewiew. Running this step removes a named user from the User ServiceUser Service for each station in the
provisioning job.

Figure 46. Remove Station User

Figure 47. Remove Station User
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Rename Device Station
This component supports the Rename Device StatRename Device Stationion step. Running this step renames the station on the
remote device to match the station proxy name in the Supervisor’s NiagaraNetworkNiagaraNetwork. This is done for each
station in the provisioning job.

You add this component in the top pane (PrProvisioning steps to runovisioning steps to run) of the Niagara Network Job BuilderNiagara Network Job Builder or the
Niagara Network PrNiagara Network Prototype Vototype Viewiew

HTML5 Rename Device Station
In Niagara 4.14 and later, there is added browser supports the Rename Device StatRename Device Stationion step. Running this step
renames the station on the remote device to match the station proxy name in the Supervisor’s
NiagaraNetworkNiagaraNetwork. This is done for each station in the provisioning job.. The “HTML5” version of this view is a
web-browser-based implementation and it provides the same functions as the Workbench view.

To access this view, expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork and click .PrProvisioningNwExtovisioningNwExt. To open the job

steps window, click and double-click Rename Device StatRename Device Stationion or select Rename Device StatRename Device Stationion and click OKOK.
Running this step renames the station on the remote device.

Run Robot
This component supports the Run RobotRun Robot step. This step passes the specified ProvisioningRobot (custom-
created program code) located in the Supervisor station to the ProgramService on each station in the job. The
station’s ProgramService runs the custom code in the remote station.

It is available in the New Job StepNew Job Step menu when adding a step in either the Niagara Network Job BuilderNiagara Network Job Builder or
Niagara Network PrNiagara Network Prototype Vototype Viewiew.

For any Run RobotRun Robot step, you use the Select a RobotSelect a Robot window to specify a provisioning robot on the Supervisor.
The PrProgramServiceogramService of each station in the provisioning job runs the robot.

Usage is expected to be infrequent, perhaps as a temporary measure for some misbehaving third-party
software module. This job step fails if a station’s Software device extension is disabled or in fault.

Figure 48. Rename Device Station
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HTML5 Run Robot
In Niagara 4.14 and later, there is added browser supports the Run RobotRun Robot step. This step passes the specified
ProvisioningRobot (custom-created program code) located in the Supervisor station to the ProgramService on
each station in the job. The station’s ProgramService runs the custom code in the remote station. The
“HTML5” version of this view is a web-browser-based implementation and it provides the same functions as
the Workbench view.

To access this view, expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork and click .PrProvisioningNwExtovisioningNwExt. To open the job

steps window, click and double-click Run RobotRun Robot or select Run RobotRun Robot and click OKOK.

The Run RobotRun Robot window opens. Specify a provisioning robot on the Supervisor. This adds the job step in the top
pane (PrProvisioning steps to runovisioning steps to run) of the Niagara Network Job BuilderNiagara Network Job Builder or the Niagara Network PrNiagara Network Prototype Vototype Viewiew.
The PrProgramServiceogramService of each station in the provisioning job runs the robot. Usage is expected to be infrequent,
perhaps as a temporary measure for some misbehaving third-party software module. This job step fails if a
station’s Software device extension is disabled or in fault.

Security Job Steps
This component is a convenience step that generates three separate sets of credentials in one place and in one
sequence. The individual steps are Set Platform CrSet Platform Credentedentialsials, Set StatSet Station User Passworion User Passwordd and Set Platform UserSet Platform User
PassworPasswordd.

You add this component in the top pane (PrProvisioning steps to runovisioning steps to run) of the Niagara Network Job BuilderNiagara Network Job Builder or
Niagara Network PrNiagara Network Prototype Vototype Viewiew.

Figure 49. Run Robot
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Property Value Description

New Username text Defines the New Username to access
an existing platform.

New Password text Defines the New Password to access
an existing platform.

Confirm Password text Confirms the changed password to
access an existing platform.

This host will be licensed for FIPS
140–2

check box Enables the Federal Information
Processing Standard, version 140–2.

Figure 50. Security Job Steps — Set Platform Credentials
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Property Value Description

Use connection username check box Enables the use of the same
connection username.

Current Password text Defines the Current Password to
access an existing station.

New Password text Defines the New Password to access
an existing station.

Confirm Password text Confirms the changed password to
access an existing station.

Figure 51. Security Job Steps — Set Station User Password
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Properties Value Description

Current Username text Defines the Current Username to
access an existing platform.

Current Password text Defines the Current Password to
access an existing platform.

New Password text Defines the New Password to access
an existing platform.

Confirm Password text Confirms the changed Password to
access an existing platform.

This host will be licensed for FIPS
140–2

check box Enables the Federal Information
Processing Standard, version 140–2.

HTML5 Security Job Steps
In Niagara 4.14 and later, there is added browser support to generate three separate sets of credentials in one
place and in one sequence. The individual steps are Set Platform CrSet Platform Credentedentialsials, Set StatSet Station User Passworion User Passwordd and
Set Platform User PassworSet Platform User Passwordd. The “HTML5” version of this view is a web-browser-based implementation and it
provides the same functions as the Workbench view.

Figure 52. Security Job Steps — Set Platform User Password
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To access this view, expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork and click .PrProvisioningNwExtovisioningNwExt. To open the job

steps window, click and double-click Security Job StepsSecurity Job Steps or select Security Job StepsSecurity Job Steps and click OKOK.

The Set Platform CrSet Platform Credentedentialsials window opens. Enter the properties mentioned below and click OKOK. This adds the
job step component in the top pane (PrProvisioning steps to runovisioning steps to run) of the Niagara Network Job BuilderNiagara Network Job Builder or the
Niagara Network PrNiagara Network Prototype Vototype Viewiew. Running this step generates three separate sets of credentials in one place
and in one sequence.

Property Value Description

New Username text Defines the New Username to access
an existing platform.

New Password text Defines the New Password to access
an existing platform.

Confirm Password text Confirms the changed password to
access an existing platform.

This host will be licensed for FIPS
140–2

toggle button Enables the Federal Information
Processing Standard, version 140–2.

Set Certificate Alias
This component supports the Set CertSet Certificate Alificate Aliasias step. Running this step sets the certificate alias for the
platform, Fox and Web services on each remote device in the job.

Figure 53. Security Job Steps
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To access these job step components, double-click PrProvisioningNwExtovisioningNwExt or NiagaraNetworkJobPrNiagaraNetworkJobPrototypeototype. The
Niagara Network Job BuilderNiagara Network Job Builder or the Niagara Network PrNiagara Network Prototype Vototype Viewiew view opens. In the top pane PrProvisioningovisioning
steps to runsteps to run click the (+) symbol and click Set CertSet Certificate Alificate Aliasias.

Property Value Description

Certificate Alias text Sets the certificate alias for the
platform, Fox and Web services on
each remote device in the job.

HTML5 Set Certificate Alias
In Niagara 4.14 and later, there is added browser support for the Set CertSet Certificate Alificate Aliasias step. Running this step
sets the certificate alias for the platform, Fox and Web services on each remote device in the job. The
“HTML5” version of this view is a web-browser-based implementation and it provides the same functions as
the Workbench view.

To access this view, expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork and click .PrProvisioningNwExtovisioningNwExt. To open the job

steps window, click and double-click Set CertSet Certificate Alificate Aliasias or select Set CertSet Certificate Alificate Aliasias and click OKOK.

Figure 54. Set Certificate Alias

Figure 55. Set Certificate Alias
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This adds the job step in the top pane (PrProvisioning steps to runovisioning steps to run) of the Niagara Network Job BuilderNiagara Network Job Builder or the
Niagara Network PrNiagara Network Prototype Vototype Viewiew. Running this step sets the certificate alias for the platform, Fox and Web
services on each remote device in the job.

Property Value Description

Certificate Alias text Sets the certificate alias for the
platform, Fox and Web services on
each remote device in the job.

Password text Enter the password or click Use globalUse global
certcertificate passworificate passwordd for retrieving the
private key.

Set Platform Credentials
This component supports the Set Platform CrSet Platform Credentedentialsials step. It creates a new platform account and sets the
credentials for that account on each remote device in the job. It also removes the default platform account.

To access these job step components, double-click PrProvisioningNwExtovisioningNwExt or NiagaraNetworkJobPrNiagaraNetworkJobPrototypeototype. The
Niagara Network Job BuilderNiagara Network Job Builder or the Niagara Network PrNiagara Network Prototype Vototype Viewiew view opens. In the top pane PrProvisioningovisioning
steps to runsteps to run click the (+) symbol and click Set Platform CrSet Platform Credentedentialsials.

Property Value Description

New Username text Defines the New Username for the new
platform account on each remote
device in the job.

New Password text Defines the New Password for the new
platform account on each remote
device in the job.

Confirm Password text Confirms the new password for the
new platform account on each
remote device in the job.

Figure 56. Set Platform Credentials
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Property Value Description

This host will be licensed for FIPS
140–2

check box Enables the Federal Information
Processing Standard, version 140–2.

HTML5 Set Platform Credentials
In Niagara 4.14 and later, there is added browser support to the Set Platform CrSet Platform Credentedentialsials step. It creates a new
platform account and sets the credentials for that account on each remote device in the job. It also removes
the default platform account. The “HTML5” version of this view is a web-browser-based implementation and it
provides the same functions as the Workbench view.

To access this view, expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork and click .PrProvisioningNwExtovisioningNwExt. To open the job

steps window, click and double-click Set Platform CrSet Platform Credentedentialsials or select Set Platform CrSet Platform Credentedentialsials and click
OKOK. The Set Platform CrSet Platform Credentedentialsials window opens. Enter the properties mentioned below and click OKOK. This
adds the job step component in the top pane (PrProvisioning steps to runovisioning steps to run) of the Niagara Network Job BuilderNiagara Network Job Builder or
the Niagara Network PrNiagara Network Prototype Vototype Viewiew. Running this step creates a new platform account and sets the
credentials for that account on each remote device in the job.

Property Value Description

New Username text Defines the New Username for the new
platform account on each remote
device in the job.

New Password text Defines the New Password for the new
platform account on each remote
device in the job.

Confirm Password text Confirms the new password for the
new platform account on each
remote device in the job.

Figure 57. Set Platform Credentials
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Property Value Description

This host will be licensed for FIPS
140–2

check box Enables the Federal Information
Processing Standard, version 140–2.

Set Platform User Password
This component supports the Set Platform User PassworSet Platform User Passwordd step. It changes the password for an existing
platform user on each remote device in the job.

You add this component in the top pane (TTo run for each stato run for each stationion) of the Niagara Network Job BuilderNiagara Network Job Builder or
Niagara Network PrNiagara Network Prototype Vototype Viewiew.

Type Value Description

Current Username text Defines the Current Username to
access an existing platform.

Current Password text Defines the Current Password to
access an existing platform.

New Password text Defines the New Password to access
an existing platform.

Confirm Password text Confirms the changed Password to
access an existing platform.

This host will be licensed for FIPS
140–2

check box Enables the Federal Information
Processing Standard, version 140–2.

Figure 58. Set Platform User PassworSet Platform User Passwordd window
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HTML5 Set Platform User Password
In Niagara 4.14 and later, there is added browser supports the Set Platform User PassworSet Platform User Passwordd step. It changes the
password for an existing platform user on each remote device in the job. The “HTML5” version of this view is a
web-browser-based implementation and it provides the same functions as the Workbench view.

To access this view, expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork and click .PrProvisioningNwExtovisioningNwExt. To open the job

steps window, click and double-click Set Platform User PassworSet Platform User Passwordd or select Set Platform User PassworSet Platform User Passwordd and
click OKOK. The Set Platform User PassworSet Platform User Passwordd window opens. Enter the properties mentioned below and click OKOK.
This adds the job step component in the top pane (PrProvisioning steps to runovisioning steps to run) of the Niagara Network JobNiagara Network Job
BuilderBuilder or the Niagara Network PrNiagara Network Prototype Vototype Viewiew. Running this step changes the password for an existing
platform user on each remote device in the job.

Type Value Description

Current Username text Defines the Current Username to
access an existing platform.

Current Password text Defines the Current Password to
access an existing platform.

New Password text Defines the New Password to access
an existing platform.

Confirm Password text Confirms the changed Password to
access an existing platform.

This host will be licensed for FIPS
140–2

toggle button Enables the Federal Information
Processing Standard, version 140–2.

Figure 59. Set Platform User Password
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Set Property
This component supports the Set PrSet Property Joboperty Job step. Running this step sets or adds a property to a component
at a defined slot path for each station in the provisioning job.

You add this component in the top pane (Provisioning steps to run) of the Niagara Network Job BuilderNiagara Network Job Builder or the
Niagara Network PrNiagara Network Prototype Vototype Viewiew.

Property Value Description

Use NEQL true or false (default) Turns on (true) and off (false) the
use of a NEQL query to identify the
property to update.

Target ORD ORD Selects one of seven choosers to
identify the property.

Property Name read-only Reports the name of the selected
property.

Property Type two drop-down lists Select any type registered with the
Supervisor.

Add if Missing true or false (default) Adds the property at the slot path.

Unique Value per Station true or false (default) Indicates if the updated property in
each station should have the same
value false or a unique value (true).

Property Value text Contains the value. The editor for

Figure 60. Set Property properties
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Property Value Description

this value changes based on the
selected Property Type.

You can set individual values if
the Unique Value per Station is set
to true. The property Value pane
will contain an entry for each
available station in the
NiagaraNetworkNiagaraNetwork.

HTML5 Set Property
In Niagara 4.14 and later, there is added browser supports the Set PrSet Property Joboperty Job step. Running this step sets or
adds a property to a component at a defined slot path for each station in the provisioning job. The “HTML5”
version of this view is a web-browser-based implementation and it provides the same functions as the
Workbench view.

To access this view, expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork and click .PrProvisioningNwExtovisioningNwExt. To open the job

steps window, click and double-click Backup StatBackup Stationsions or select Backup StatBackup Stationsions and click OKOK. The SetSet
PrPropertyoperty window opens. Enter the properties mentioned below and click OKOK. This adds the job step
component in the top pane (PrProvisioning steps to runovisioning steps to run) of the Niagara Network Job BuilderNiagara Network Job Builder or the NiagaraNiagara
Network PrNetwork Prototype Vototype Viewiew. Running this step creates a new platform account and remove default platform
account.

Figure 61. Set Property properties
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Property Value Description

Use NEQL true or false (default) Turns on (true) and off (false) the
use of a NEQL query to identify the
property to update.

Target ORD ORD Selects one of seven choosers to
identify the property.

Property Name read-only Reports the name of the selected
property.

Property Type two drop-down lists Select any type registered with the
Supervisor.

Add if Missing true or false (default) Adds the property at the slot path.

Unique Value per Station true or false (default) Indicates if the updated property in
each station should have the same
value false or a unique value (true).

Property Value text Contains the value. The editor for
this value changes based on the
selected Property Type.

You can set individual values if
the Unique Value per Station is set
to true. The property Value pane
will contain an entry for each
available station in the
NiagaraNetworkNiagaraNetwork.

Set Station Connection Credentials
This component supports the Set StatSet Station Connection Connection Crion Credentedentialsials step. Running this step sets the Username
and Password for the client connection in the station proxy in the Supervisor’s NiagaraNetworkNiagaraNetwork.

To access these job step components, double-click PrProvisioningNwExtovisioningNwExt or NiagaraNetworkJobPrNiagaraNetworkJobPrototypeototype. The
Niagara Network Job BuilderNiagara Network Job Builder or the Niagara Network PrNiagara Network Prototype Vototype Viewiew view opens. In the top pane PrProvisioningovisioning

Figure 62. Set Station Connection Credentials
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steps to runsteps to run click the (+) symbol and click Set StatSet Station Connection Connection Crion Credentedentialsials.

NOTE: This step resets any existing connection to use the new credentials when the step is executed.

Properties Value Description

Username text Defines the Username to connect the
remote station.

Password text Defines the Password for the
Username.

HTML5 Set Station Connection Credentials
In Niagara 4.14 and later, there is added browser supports the Set StatSet Station Connection Connection Crion Credentedentialsials step.
Running this step sets the Username and Password for the client connection in the station proxy in the
Supervisor’s NiagaraNetworkNiagaraNetwork. The “HTML5” version of this view is a web-browser-based implementation and it
provides the same functions as the Workbench view.

To access this view, expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork and click .PrProvisioningNwExtovisioningNwExt. To open the job

steps window, click and double-click Set StatSet Station Connection Connection Crion Credentedentialsials or select Set StatSet Station Connection Connectionion
CrCredentedentialsials and click OKOK. The Set StatSet Station Connection Connection Crion Credentedentialsials window opens. Enter the properties
mentioned below and click OKOK. This adds the job step component in the top pane (PrProvisioning steps to runovisioning steps to run) of
the Niagara Network Job BuilderNiagara Network Job Builder or the Niagara Network PrNiagara Network Prototype Vototype Viewiew. Running this step sets the Username
and Password for the client connection.

Properties Value Description

Username text Defines the Username to connect the
remote station.

Password text Defines the Password for the
Username.

Set Station User Password
This component supports the Set StatSet Station User Passworion User Passwordd step. Running this step sets the password of a station
user on each remote device in the job. It provides the option of changing the password for the established
NiagaraNetworkNiagaraNetwork Fox user, or changing the password of another user account on the station.

Figure 63. Set Station Connection Credentials
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To access these job step component, double click the PrProvisioningNwExtovisioningNwExt or NiagaraNetworkJobPrNiagaraNetworkJobPrototypeototype.
The Niagara Network Job BuilderNiagara Network Job Builder or the Niagara Network PrNiagara Network Prototype Vototype Viewiew view opens. In the top pane
PrProvisioning steps to runovisioning steps to run click the (+) symbol and click Set StatSet Station User Passworion User Passwordd.

Property Value Description

Use connection username check box Enables the use of the same
connection username.

Current Password text Defines the Current Password to
access an existing station.

New Password text Defines the New Password to access
an existing station.

Confirm Password text Confirms the changed password to
access an existing station.

HTML5 Set Station User Password
In Niagara 4.14 and later, there is added browser support for the Set StatSet Station User Passworion User Passwordd step. Running this
step sets the password of a station user on each remote device in the job. It provides the option of changing
the password for the established NiagaraNetworkNiagaraNetwork Fox user, or changing the password of another user account
on the station.. The “HTML5” version of this view is a web-browser-based implementation and it provides the
same functions as the Workbench view.

Figure 64. Set Station User Password
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To access this view, expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork and click .PrProvisioningNwExtovisioningNwExt. To open the job

steps window, click and double-click Set StatSet Station User Passworion User Passwordd or select Set StatSet Station User Passworion User Passwordd and
click OKOK. The Set StatSet Station User Passworion User Passwordd window opens. Enter the properties mentioned below and click OKOK.
This adds the job step component in the top pane (PrProvisioning steps to runovisioning steps to run) of the Niagara Network JobNiagara Network Job
BuilderBuilder or the Niagara Network PrNiagara Network Prototype Vototype Viewiew. Running this step sets the password of a station user on each
remote device in the job.

Property Value Description

Use connection username toggle button Enables the use of the same
connection username.

Current Password text Defines the Current Password to
access an existing station.

New Password text Defines the New Password to access
an existing station.

Confirm Password text Confirms the changed password to
access an existing station.

Set System Passphrase
This component supports the Set System PassphraseSet System Passphrase step. Running this step sets the system passphrase on
each remote device in the job.

Figure 65. Set Station User Password

Components Niagara Provisioning Guide

172 August 28, 2024



You add this component in the top pane (TTo run for each stato run for each stationion) of the Niagara Network Job BuilderNiagara Network Job Builder or
Niagara Network PrNiagara Network Prototype Vototype Viewiew.

Property Value Description

Current Passphrase text Defines the current passphrase.

New Passphrase text Creates a new passphrase.

Confirm Passphrase text Confirms the new passphrase.

This host will be licensed for FIPS
140–2

check box Enables the Federal Information
Processing Standard, version 140–2.

HTML5 Set System Passphrase
In Niagara 4.14 and later, there is added browser support for the Set System PassphraseSet System Passphrase step. Running this
step sets the system passphrase on each remote device in the job. The “HTML5” version of this view is a web-
browser-based implementation and it provides the same functions as the Workbench view.

Figure 66. Set System Passphrase properties
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To access this view, expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork and click .PrProvisioningNwExtovisioningNwExt. To open the job

steps window, click and double-click Set System PassphraseSet System Passphrase or select Set System PassphraseSet System Passphrase and click OKOK.
The Set System PassphraseSet System Passphrase window opens. Enter the properties mentioned below and click OKOK. This adds the
job step component in the top pane (PrProvisioning steps to runovisioning steps to run) of the Niagara Network Job BuilderNiagara Network Job Builder or the
Niagara Network PrNiagara Network Prototype Vototype Viewiew. Running this step sets the system passphrase on each remote device in the
job.

Property Value Description

Current Passphrase text Defines the current passphrase.

New Passphrase text Creates a new passphrase.

Confirm Passphrase text Confirms the new passphrase.

This host will be licensed for FIPS
140–2

toggle button Enables the Federal Information
Processing Standard, version 140–2.

Set TLS Level
This component supports the Set TLS LevelSet TLS Level step. Running this step sets the minimum TLS level for the
platform, Fox, and Web services for each remote device in the job.

Figure 67. Set System Passphrase
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To access these job step components, double-click PrProvisioningNwExtovisioningNwExt or NiagaraNetworkJobPrNiagaraNetworkJobPrototypeototype. The
Niagara Network Job BuilderNiagara Network Job Builder or the Niagara Network PrNiagara Network Prototype Vototype Viewiew view opens. In the top pane PrProvisioningovisioning
steps to runsteps to run click the (+) symbol and click Set TLS LevelSet TLS Level.

Property Value Description

TLS Level drop-down list Selects the version of TLS required
to support secure communication.

HTML5 Set TLS Level
In Niagara 4.14 and later, there is added browser supports the Set TLS LevelSet TLS Level step. Running this step sets the
minimum TLS level for the platform, Fox, and Web services for each remote device in the job. The “HTML5”
version of this view is a web-browser-based implementation and it provides the same functions as the
Workbench view.

To access this view, expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork and click .PrProvisioningNwExtovisioningNwExt. To open the job

steps window, click and double-click Set TLS LevelSet TLS Level or select Set TLS LevelSet TLS Level and click OKOK. The Set TLS LevelSet TLS Level
window opens. Enter the properties mentioned below and click OKOK. This adds the job step component in the
top pane (PrProvisioning steps to runovisioning steps to run) of the Niagara Network Job BuilderNiagara Network Job Builder or the Niagara Network PrNiagara Network Prototypeototype
VViewiew. Running this step sets the minimum TLS level for the platform.

Figure 68. Set TLS Level properties

Figure 69. Set TLS Level
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Property Value Description

TLS Level drop-down list Selects the version of TLS required
to support secure communication.

Set Time
This component supports the Set TSet Timeime step. Running this step sets the time for each remote device in the job.

You add this component in the top pane (PrProvisioning steps to runovisioning steps to run) of the Niagara Network Job BuilderNiagara Network Job Builder or
Niagara Network PrNiagara Network Prototype Vototype Viewiew.

Property Value Description

Use supervisor time bullet Enables use of the time as set in the
Supervisor PC to replicate in the
remote stations.

Figure 70. Set Time properties
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Property Value Description

Use selected time bullet Enables the Date/Time and Time Zone
properties.

Date/Time calendar Sets the date and time.

Use NTP time bullet Enables the use of the time as
supplied by the Network Time
Protocol. This protocol synchronizes
clocks among computer systems
using a packet-switched, variable-
latency data network.

Enabled true (default) and false Enables (true) and disables (false)
use of NTP time.

NTP Host Mode drop-down list Selects the NTP host. Options are
Server, Server (Time Only) and
Client.

Sync Local Clock to NTP true (default) and false Enables (true) and disables (false)
local synchronization immediately.

Sync Time At Boot true and false (default) Enables (true) and disables (false)
synchronization when the platform
restarts.

Use Local Clock as Backup true and false (default)

Generate NTP Statistics true and false (default) Enables (true) and disables (false)
the tracking of information about
NTP accuracy.

table read-only Provides NTP statistics.

HTML5 Set Time
In Niagara 4.14 and later, there is added browser support to the Set TSet Timeime step. Running this step sets the time
for each remote device in the job. The “HTML5” version of this view is a web-browser-based implementation
and it provides the same functions as the Workbench view.
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To access this view, expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork and click .PrProvisioningNwExtovisioningNwExt. To open the job

steps window, click and double-click Set TSet Timeime or select Set TSet Timeime and click OKOK. The Set TSet Timeime window opens.
Enter the properties mentioned below and click OKOK. This adds the job step component in the top pane
(PrProvisioning steps to runovisioning steps to run) of the Niagara Network Job BuilderNiagara Network Job Builder or the Niagara Network PrNiagara Network Prototype Vototype Viewiew.
Running this step sets the time for each remote device in the job.

Property Value Description

Use supervisor time bullet Enables use of the time as set in the
Supervisor PC to replicate in the
remote stations.

Figure 71. Set Time properties
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Property Value Description

Use selected time bullet Enables the Date/Time and Time Zone
properties.

Date/Time calendar Sets the date and time.

Use NTP time bullet Enables the use of the time as
supplied by the Network Time
Protocol. This protocol synchronizes
clocks among computer systems
using a packet-switched, variable-
latency data network.

Enabled true (default) and false Enables (true) and disables (false)
use of NTP time.

NTP Host Mode drop-down list Selects the NTP host. Options are
Server, Server (Time Only) and
Client.

Sync Local Clock to NTP true (default) and false Enables (true) and disables (false)
local synchronization immediately.

Sync Time At Boot true and false (default) Enables (true) and disables (false)
synchronization when the platform
restarts.

Use Local Clock as Backup true and false (default)

Generate NTP Statistics true and false (default) Enables (true) and disables (false)
the tracking of information about
NTP accuracy.

table read-only Provides NTP statistics.

Setup Reciprocal Connection
This component supports the Set ReciprSet Reciprocal Connectocal Connectionion step. Running this step sets up the NiagaraNetworkNiagaraNetwork
connection from the remote station to the Supervisor station for each station in the job.
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You add this component in the top pane (To run for each station) of the Niagara Network Job BuilderNiagara Network Job Builder or the
Niagara Network PrNiagara Network Prototype Vototype Viewiew.

Property Value Description

Supervisor Username text Defines the Username required to
access the Supervisor station.

Supervisor Password text Defines the Password required to
access the Supervisor station.

Supervisor IP Address/Hostname text Defines the IP address or host name
for the Supervisor station.

HTML5 Setup Reciprocal Connection
In Niagara 4.14 and later, there is added browser support for the Set ReciprSet Reciprocal Connectocal Connectionion step. Running this
step sets up the NiagaraNetworkNiagaraNetwork connection from the remote station to the Supervisor station for each station
in the job. The “HTML5” version of this view is a web-browser-based implementation and it provides the same
functions as the Workbench view.

Figure 72. Setup Reciprocal Niagara Network Connection properties
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To access this view, expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork and click .PrProvisioningNwExtovisioningNwExt. To open the job

steps window, click and double-click Set ReciprSet Reciprocal Connectocal Connectionion or select Set ReciprSet Reciprocal Connectocal Connectionion and
click OKOK. The Set ReciprSet Reciprocal Connectocal Connectionion window opens. Enter the properties mentioned below and click OKOK.
This adds the job step component in the top pane (PrProvisioning steps to runovisioning steps to run) of the Niagara Network JobNiagara Network Job
BuilderBuilder or the Niagara Network PrNiagara Network Prototype Vototype Viewiew.

Property Value Description

Supervisor Username text Defines the Username required to
access the Supervisor station.

Supervisor Password text Defines the Password required to
access the Supervisor station.

Supervisor IP Address/Hostname text Defines the IP address or host name
for the Supervisor station.

Sign Certificate (provisioningNiagara-SignCertificateStep)
This component supports the Sign CertSign Certificateificate step. Running this step signs a certificate (typically a server
certificate) for each remote platform in the job.

You will enter the alias of the certificate on the remote platform, and select the CA certificate alias for the
signing certificate on the Supervisor platform.

The “Signing a certificate” section of the Niagara Station Security Guide contains more information about
signing a server certificate.

Figure 73. Setup Reciprocal Niagara Network Connection properties
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You add this component in the top pane (TTo run for each stato run for each stationion) of the Niagara Network Job BuilderNiagara Network Job Builder or the
Niagara Network PrNiagara Network Prototype Vototype Viewiew.

Property Value Description

Server Certificate Alias text Defines the certificate name.

CA Certificate Alias text Defines the CA (Certificate
Authority) name.

CA Certificate Password text Defines the CA’s password.

Not Before date and time Configures when the certificate
becomes valid.

Not After date and time Configures when the certificate
expires.

HTML5 Sign Certificate (provisioningNiagara-SignCertificateStep)
In Niagara 4.14 and later, there is added browser support for the Sign CertSign Certificateificate step. Running this step signs
a certificate (typically a server certificate) for each remote platform in the job. The “HTML5” version of this
view is a web-browser-based implementation and it provides the same functions as the Workbench view.

You will enter the alias of the certificate on the remote platform, and select the CA certificate alias for the
signing certificate on the Supervisor platform.

The “Signing a certificate” section of the Niagara Station Security Guide contains more information about
signing a server certificate.

Figure 74. Sign Certificate properties
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To access this view, expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork and click .PrProvisioningNwExtovisioningNwExt. To open the job

steps window, click and double-click Sign CertSign Certificateificate or select Sign CertSign Certificateificate and click OKOK. The SignSign
CertCertificateificate window opens. Enter the properties mentioned below and click OKOK. This adds the job step
component in the top pane (PrProvisioning steps to runovisioning steps to run) of the Niagara Network Job BuilderNiagara Network Job Builder or the NiagaraNiagara
Network PrNetwork Prototype Vototype Viewiew.

Property Value Description

Server Certificate Alias text Defines the certificate name.

Server Certificate Password text Defines the certificate password.

Server Certificate To Use Global
Password

toggle button Allows to use the global password
for server certificate.

CA Certificate Alias text Defines the CA (Certificate
Authority) name.

CA Certificate Password text Defines the CA’s password.

Not Before date and time Configures when the certificate
becomes valid.

Not After date and time Configures when the certificate
expires.

Update Connections Using Network Discovery
This component updates each Supervisor-to-station connection using NiagaraNetworkNiagaraNetwork discovery.

Figure 75. Sign Certificate properties
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To access these job step components, double-click PrProvisioningNwExtovisioningNwExt or NiagaraNetworkJobPrNiagaraNetworkJobPrototypeototype. The
Niagara Network Job BuilderNiagara Network Job Builder or the Niagara Network PrNiagara Network Prototype Vototype Viewiew view opens. In the top pane PrProvisioningovisioning
steps to runsteps to run click the (+) symbol and click Update ConnectUpdate Connections Using Niagara Network Discoveryions Using Niagara Network Discovery.

Property Value Description

Hostname text Identifies the name of the remote
station server.

IP Address range Defines the IP address of the remote
station.

HTML5 Update Connections Using Network Discovery
In Niagara 4.14 and later, there is added browser support for updating each Supervisor-to-station connection
using NiagaraNetworkNiagaraNetwork discovery. The “HTML5” version of this view is a web-browser-based implementation
and it provides the same functions as the Workbench view.

To access this view, expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork and click .PrProvisioningNwExtovisioningNwExt. To open the job

steps window, click and double-click Update StatUpdate Station Connection Connection Configuration Configurationion or select Update StatUpdate Stationion

Figure 76. Update Station Connection Configuration

Figure 77. Update Station Connection Configuration
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ConnectConnection Configuration Configurationion and click OKOK. The Update StatUpdate Station Connection Connection Configuration Configurationion window opens. Enter
the properties mentioned below and click OKOK. This adds the job step component in the top pane (PrProvisioningovisioning
steps to runsteps to run) of the Niagara Network Job BuilderNiagara Network Job Builder or the Niagara Network PrNiagara Network Prototype Vototype Viewiew. Running this step
updates Supervisor to station connection.

Property Value Description

Hostname text Identifies the name of the remote
station server.

IP Address range Defines the IP address of the remote
station.

Update Licenses
This component updates the software license in each remote host.

You add this component in the top pane (Provisioning steps to run) of the Niagara Network Job BuilderNiagara Network Job Builder or the
Niagara Network PrNiagara Network Prototype Vototype Viewiew. This is the only step you can add as an initial step. When processed, the
Supervisor gathers information about the licenses installed in each target host. Then, using a single message, it
accesses the license server to determine if the licenses are up-to-date. If it finds updated licenses in the server,
the system installs the license in each host, and updates the Supervisor’s local license database.

If the Supervisor is not configured for Internet connectivity, the component uses only its local license database
to compare against licenses installed on the target host(s). If it finds an updated license, the system installs the
license in each host.

Updating the license may include changing the license brand. When you add this step to the Niagara NetworkNiagara Network
Job BuilderJob Builder or Niagara Network PrNiagara Network Prototype Vototype Viewiew, a window prompts you to change the brand. If you change
the brand and the job step finds the new brand in the license server it deletes the old brand and installs the
new brand in each host.

HTML5 Update Licenses
In Niagara 4.14 and later, there is added browser support for updating the software license in each remote
host. The “HTML5” version of this view is a web-browser-based implementation and it provides the same
functions as the Workbench view.
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To access this view, expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork and click .PrProvisioningNwExtovisioningNwExt. To open the job

steps window, click and double-click Update LicencesUpdate Licences or select Update LicencesUpdate Licences and click OKOK. The UpdateUpdate
LicencesLicences window opens. Select Restart Station(s) after license update and click OKOK.

This adds the job step component in the top pane (PrProvisioning steps to runovisioning steps to run) of the Niagara Network JobNiagara Network Job
BuilderBuilder or the Niagara Network PrNiagara Network Prototype Vototype Viewiew. This is the only step you can add as an initial step. When
processed, the Supervisor gathers information about the licenses installed in each target host. Then, using a
single message, it accesses the license server to determine if the licenses are up-to-date. If it finds updated
licenses in the server, the system installs the license in each host, and updates the Supervisor’s local license
database.

If the Supervisor is not configured for Internet connectivity, the component uses only its local license database
to compare against licenses installed on the target host(s). If it finds an updated license, the system installs the
license in each host.

Update Template or Application Configuration
This component supports the Update TUpdate Template or Applemplate or Applicatication Configuration Configurationion step. It updates the template
configuration values of an installed template on each station.

This step signs a certificate (typically a server certificate) on each remote device platform in the job. You enter
the alias of the certificate on the remote platform, and select the CA certificate alias for the signing certificate
on the Supervisor’s platform.

You add this component in the top pane (TTo run for each stato run for each stationion) of the Niagara Network Job BuilderNiagara Network Job Builder or the
Niagara Network PrNiagara Network Prototype Vototype Viewiew.

HTML5 Update Template or Application Configuration
In Niagara 4.14 and later, there is added browser support the Update TUpdate Template or Applemplate or Applicatication Configuration Configurationion
step. It updates the template configuration values of an installed template on each station. The “HTML5”
version of this view is a web-browser-based implementation and it provides the same functions as the
Workbench view.

Figure 78. Update Licenses
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To access this view, expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork and click .PrProvisioningNwExtovisioningNwExt. To open the job

steps window, click and double-click Update TUpdate Template or Applemplate or Applicatication Configuration Configurationion or select UpdateUpdate
TTemplate or Applemplate or Applicatication Configuration Configurationion and click OKOK.

The TTemplate Configuratemplate Configurationion window opens. Select the application template in the Supervisor station using an
Excel file. This adds the job step in the top pane (PrProvisioning steps to runovisioning steps to run) of the Niagara Network Job BuilderNiagara Network Job Builder
or the Niagara Network PrNiagara Network Prototype Vototype Viewiew. Running this step updates the application template on the remote
device platform in the job.

Upgrade Application Template
This component supports the Upgrade ApplUpgrade Applicatication Tion Templateemplate step. It upgrades the installed application
template on each station.

You add this component in the top pane (TTo run for each stato run for each stationion) of the Niagara Network Job BuilderNiagara Network Job Builder or the
Niagara Network PrNiagara Network Prototype Vototype Viewiew.

HTML5 Upgrade Application Template
In Niagara 4.14 and later, there is added browser support supports the Upgrade ApplUpgrade Applicatication Tion Templateemplate step. It
upgrades the installed application template on each station. The “HTML5” version of this view is a web-
browser-based implementation and it provides the same functions as the Workbench view.

Figure 79. Update Template or Application Configuration
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To access this view, expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork and click .PrProvisioningNwExtovisioningNwExt. To open the job

steps window, click and double-click Upgrade ApplUpgrade Applicatication Tion Templateemplate or select Upgrade ApplUpgrade Applicaticationion
TTemplateemplate and click OKOK. The Upgrade ApplUpgrade Applicatication Tion Templateemplate window opens. Select the template from the file
chooser and click OKOK. This adds the job step component in the top pane (PrProvisioning steps to runovisioning steps to run) of the
Niagara Network Job BuilderNiagara Network Job Builder or the Niagara Network PrNiagara Network Prototype Vototype Viewiew. Running this step upgrades the installed
application template.

Upgrade Out-of-date Software
This component supports the Upgrade Out-of-Date SoftwarUpgrade Out-of-Date Softwaree step. When processed, the versions of software
on the target host(s) are compared with the latest versions in the Supervisor’s software database. If the system
finds newer versions, this step installs them to the target host(s).

You add this component to the top pane (TTo run for each stato run for each stationion) in the Niagara Network Job BuilderNiagara Network Job Builder or the
Niagara Network PrNiagara Network Prototype Vototype Viewiew.

HTML5 Upgrade Out-of-date Software
In Niagara 4.14 and later, there is added browser support the Upgrade Out-of-Date SoftwarUpgrade Out-of-Date Softwaree step. When
processed, the versions of software on the target host(s) are compared with the latest versions in the
Supervisor’s software database. If the system finds newer versions, this step installs them to the target host(s).
The “HTML5” version of this view is a web-browser-based implementation and it provides the same functions
as the Workbench view.

Figure 80. Upgrade Application Template
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To access this view, expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork and click .PrProvisioningNwExtovisioningNwExt. To open the job

steps window, click and double-click Upgrade Out-of-Date SoftwarUpgrade Out-of-Date Softwaree or select Upgrade Out-of-DateUpgrade Out-of-Date
SoftwarSoftwaree and click OKOK. This adds the job step in the top pane (PrProvisioning steps to runovisioning steps to run) of the NiagaraNiagara
Network Job BuilderNetwork Job Builder or the Niagara Network PrNiagara Network Prototype Vototype Viewiew. Running this step upgrades the software with
the latest version to the target host.

Upgrade Template
This component supports the Upgrade TUpgrade Templateemplate step. Running this step upgrades the deployed template
instances on each station.

You add this component in the top pane (TTo run for each stato run for each stationion) of the Niagara Network Job BuilderNiagara Network Job Builder or the
Niagara Network PrNiagara Network Prototype Vototype Viewiew.

HTML5 Upgrade Template
In Niagara 4.14 and later, there is added browser support for the Upgrade TUpgrade Templateemplate step. Running this step
upgrades the deployed template instances on each station. The “HTML5” version of this view is a web-
browser-based implementation and it provides the same functions as the Workbench view.

Figure 81. Upgrade Out-of-date Software
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To access this view, expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork and click .PrProvisioningNwExtovisioningNwExt. To open the job

steps window, click and double-click Upgrade TUpgrade Templateemplate or select Upgrade TUpgrade Templateemplate and click OKOK. The
Upgrade TUpgrade Templateemplate window opens. Select the template from the file chooser and click OKOK. This adds the job
step component in the top pane (PrProvisioning steps to runovisioning steps to run) of the Niagara Network Job BuilderNiagara Network Job Builder or the NiagaraNiagara
Network PrNetwork Prototype Vototype Viewiew. Running this step upgrades the deployed templates.

Figure 82. Upgrade Template
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Chapter 9. Plugins (views)
Plugins provide views of components and can be accessed in many ways. For example, double-click a
component in the Nav tree to see its default view. In addition, you can right-click on a component and select
from its VViewsiews menu.

Plugins in batchJob module
The provisioning batchJob module views list jobs and steps.

batchJob-BatchJobLogFileView
The Batch Job Log File VBatch Job Log File Viewiew displays the details for the execution of a single provisioning job that has
completed. It is the default view for any batch job log file (.bjl extension). You access this view by clicking the
details (>>) button at the end of each row on the Niagara Network Job ListNiagara Network Job List or the PrPrototype Job Listototype Job List. You can
also access this view when in the Batch Job Step Log File VBatch Job Step Log File Viewiew by clicking the Job SummaryJob Summary button.

This view provides a summary table showing each step for each station in the job. To view additional LogLog
DetailsDetails, if any, for a specific step, double-click its row.

This view is nearly identical to the Niagara Network Job VNiagara Network Job Viewiew (for a provisioning job that is still under the
station’s JobServiceJobService). From top to bottom, this view has three areas:

• Job elements, which are read-only.

• A summary table of the steps in the job.

• A series of buttons at the bottom.

Figure 83. Batch Job Log File View lists the steps in one job
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Elements
Element Value Description

User [provisioning] text Defines the station user that
requested the job. This column
displays unknown if job was
triggered by a linked schedule.

Start or Started date and time (read-only) Displays the date and time that
the system submitted the job to
the job queue.

End or Ended [job] date and time Displays the date and time when
the job stopped running. This
property is blank if the job is still
running.

Status or State read-only text: Displays the current or final state
of the job. The first three states
appear on the Device Network JobDevice Network Job
view.

• Unknown —the job is
pending execution.

• Running — the job is
executing.

• Canceling — request to
cancel the job was sent, but
has not been processed yet,
and the job is still executing.

• Success — job finished
successfully, with all steps
completed for all stations.

• Canceled — job was
canceled before it
completed, and is no longer
running.

• Failed — at least one step
failed in one station; job is
no longer running.

Each row in the table ends with a
details button (>>) and a dispose
button (X) . Clicking this button
changes the view to the NiagaraNiagara
Network JobNetwork Job view or the Batch JobBatch Job
Step Log FileStep Log File view, which shows all
logged messages that are related
to this single job.

The overall status for the job in
other stations, may be different).

Progress job steps complete, total step count, As the job executes, the progress
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Element Value Description

percent complete updates as steps are started and
completed. Note that the total step
count can change while the job runs
due to automated step combination
(e.g. for software installation steps),
automatic step creation (for license
updates), and for step failures (where
subsequent steps will not be run).

Table columns
Column Value Description

Device element Identifies the station that is being
processed or has been
processed.

Job Step element Identifies the type of
provisioning step: Backup
Stations, File Copy, Install
Software, etc.

Start or Started date and time (read-only) Displays the date and time that
the system submitted the job to
the job queue.

End or Ended [step] date and time Displays the date and time when
the step stopped running. This
property is blank if the job is still
running.

Buttons
Type Value Description

View Log button enabled when a job row is
selected

Opens a popup Job LogJob Log window
that displays the messages
output by the selected job or
step.

Job List button always enabled Opens the Niagara Network Job ListNiagara Network Job List.

Cancel or Cancel Job button enabled only if a job is
running

Clicking this button notifies the
system to cancel the job when it
is safe to do so. Not all job steps
can be canceled.

Cancel Device button enabled only if a job is
running and a step row is selected

For the selected station only,
clicking this button notifies the
system to cancel the job when it
is safe to do so. The system
begins processing the job for the
next station.
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Type Value Description

Dispose button enabled when a job is finished Clicking this button prompts you
to confirm that you want to
delete the selected job(s). The
deletion includes all associated
job files. If you confirm the
deletion:

1. The system deletes the job
from the JobServiceJobService (if it is still
there and not rolled off as
the 11th job, or station
restart)

2. The system deletes all
associated job files including
the batch job log file, batch
log step log files, and other
files if applicable. For a
backup job, this includes
deleting the backup .dist
file(s).

3. The system removes the job
from the Jobs TJobs Tableable in the
PrProvisioningNwExtovisioningNwExt’s NiagaraNiagara
Network Job ListNetwork Job List.

You can select multiple jobs to
dispose of at the same time.

batchJob-BatchJobStepLogFileView
The Batch Job Step Log File VBatch Job Step Log File Viewiew shows details for one provisioning job step executed and completed against
a single station. It is the default view for any batch job step log file (.bjsl extension). You access this view on
a completed step by clicking the details button (>>) at the end of a step row in the Niagara Network Job VNiagara Network Job Viewiew
or StatStation Job Listion Job List.

This view provides a summary table, which lists the log messages that occurred during step execution. To view
additional Log DetailsLog Details, if any, for a specific step, double-click a step row.

Plugins (views) Niagara Provisioning Guide

194 August 28, 2024



From top-to-bottom this view has three areas:

• Step elements, which are read-only

• Step log table

• Buttons

Step elements
Elements Value Description

Device element Identifies the station that is being
processed or has been
processed.

Job Step element Identifies the type of
provisioning step: Backup
Stations, File Copy, Install
Software, etc.

Start or Started date and time (read-only) Displays the date and time that
the system submitted the job to
the job queue.

End or Ended [job] date and time Displays the date and time when
the job stopped running. This
property is blank if the job is still

Figure 84. Batch Job Step Log File View lists details on one step for a station.

Niagara Provisioning Guide Plugins (views)

August 28, 2024 195



Elements Value Description

running.

Status or State read-only text: Displays the current or final state
of the job. The first three states
appear on the Device Network JobDevice Network Job
view.

• Unknown —the job is
pending execution.

• Running — the job is
executing.

• Canceling — request to
cancel the job was sent, but
has not been processed yet,
and the job is still executing.

• Success — job finished
successfully, with all steps
completed for all stations.

• Canceled — job was
canceled before it
completed, and is no longer
running.

• Failed — at least one step
failed in one station; job is
no longer running.

Each row in the table ends with a
details button (>>) and a dispose
button (X) . Clicking this button
changes the view to the NiagaraNiagara
Network JobNetwork Job view or the Batch JobBatch Job
Step Log FileStep Log File view, which shows all
logged messages that are related
to this single job.

The overall status for the job in
other stations, may be different).

Columns
Elements, columns and buttons Value Description

Status or State read-only text Displays the current or final state of each
step:

• Running — the step is executing.

• Canceling — the request to cancel
the step was sent, but has not been
processed yet. The step is still
running.

• Success — the step finished
successfully.

• Canceled — the step was canceled
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Elements, columns and buttons Value Description

before it completed and is no longer
running.

• Failed — the step did not complete

Each row in the table ends with a details
button (>>) and a dispose button (X) . This
button functions the same as the StepStep
DetailsDetails button at the bottom of the view.

The overall status for the step in other
stations, may be different).

File text (visible only if a Backup
Stations step)

Identifies the file path and name on
theSupervisor for the saved backup .dist file.
It uses the convention:
^provisioningNiagara/stationData/
stationName/backups/
backup_stationName_yymmdd_hhmm.dist

Timestamp date and time Displays the date and time when the log
message was written.

Message text Displays the log message.

Details text Provides additional information (or the
beginning of such information) related to
the step.

Batch Job Step File Log View buttons
Button Value Description

Job Summary button always enabled Changes to the Batch Job Log File VBatch Job Log File Viewiew
for the job that contains this step.

Refresh Log button enabled when information
needs to be refreshed

Recreates the log.

Restore button available if the job step is
Backup Station and the backup
completed successfully

Restores the station using the
.dist file saved from this
provisioning job. If you answer
YYeses to the confirmation window
(no undo), an install backup job
executes immediately and the
view changes to the NiagaraNiagara
Network Job VNetwork Job Viewiew.

Run Robot buttons
Selecting a Run Robot step provides additional robot-specific buttons near the bottom of the view.
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Button Value Description

Job Summary button always enabled Changes to the Batch Job Log File VBatch Job Log File Viewiew
for the job that contains this step.

Refresh Log button enabled when information
needs to be refreshed

Recreates the log.

Robot Source button always enabled Displays a read-only listing of the
ProvisioningRobot code u sed in the
Run Robot step.

Robot Log button always enabled Displays any text written by the
system to the robot’s log PrintWriter
during the execution of the step.

Job Log
The popup Job LogJob Log table opens a running log of messages output with the execution of the job. Each row
includes a column for status, timestamp, message, and details.

Figure 85. Run Robot step in Batch Job Step Log File View
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NOTE: New log messages do not appear dynamically—to see newer messages you must reopen the Job LogJob Log.

To see more details (if available) on any row, double-click it for a Job DetailsJob Details popup dialog, as shown below.

Figure 86. Example of a Job Log
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batchJob-JobStepDetailsView
The Job Step Details VJob Step Details Viewiew shows the details for the provisioning job step that is currently running on a single
station. You access this view from either the Niagara Network Job VNiagara Network Job Viewiew or the StatStation Job Listion Job List when you click
the “<<” button to the right of the running step. After the job completes and you ask for step details, instead
of this view the system opens the Batch Job Step Log File VBatch Job Step Log File Viewiew.

This view provides a summary table showing the log messages that occurred during step execution. To show
additional Log DetailsLog Details, if any, double-click a step row in the table.

Figure 87. Log Details example from Job Log
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If the currently-running station step is a backup of the station, instead of this view, the system opens a slightly
different view: the Backup Step Details VBackup Step Details Viewiew. The view for a Run Robot stepRun Robot step provides additional buttons.

Elements
Elements, columns and buttons Value Description

Device element Identifies the station that is being
processed or has been processed.

Job Step element Identifies the type of provisioning step:
Backup Stations, File Copy, Install
Software, etc.

Start or Started date and time (read-only) Displays the date and time that the
system submitted the job to the job
queue.

End or Ended [job] date and time Displays the date and time when the job
stopped running. This property is blank if
the job is still running.

Status or State read-only text: Displays the current or final state of the
job. The first three states appear on the
Device Network JobDevice Network Job view.

Figure 88. Details for the currently-running step on a single station
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Elements, columns and buttons Value Description

• Unknown —the job is pending
execution.

• Running — the job is executing.

• Canceling — request to cancel the
job was sent, but has not been
processed yet, and the job is still
executing.

• Success — job finished successfully,
with all steps completed for all
stations.

• Canceled — job was canceled before
it completed, and is no longer
running.

• Failed — at least one step failed in
one station; job is no longer running.

Each row in the table ends with a details
button (>>) and a dispose button (X) .
Clicking this button changes the view to
the Niagara Network JobNiagara Network Job view or the Batch JobBatch Job
Step Log FileStep Log File view, which shows all logged
messages that are related to this single
job.

The overall status for the job in other
stations, may be different).

File text (visible only if a Backup
Stations step)

Identifies the file path and name on
theSupervisor for the saved backup .dist file.
It uses the convention:
^provisioningNiagara/stationData/
stationName/backups/
backup_stationName_yymmdd_hhmm.dist

Status or State read-only text Displays the current or final state of each
step:

• Running — the step is executing.

• Canceling — the request to cancel
the step was sent, but has not been
processed yet. The step is still
running.

• Success — the step finished
successfully.

• Canceled — the step was canceled
before it completed and is no longer
running.

• Failed — the step did not complete

Each row in the table ends with a details
button (>>) and a dispose button (X) . This
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Elements, columns and buttons Value Description

button functions the same as the StepStep
DetailsDetails button at the bottom of the view.

The overall status for the step in other
stations, may be different).

Timestamp date and time Displays the date and time when the log
message was written.

Message text Displays the log message.

Details text Provides additional information (or the
beginning of such information) related to
the step.

Columns
Elements, columns and buttons Value Description

Device element Identifies the station that is being
processed or has been processed.

Job Step element Identifies the type of provisioning step:
Backup Stations, File Copy, Install
Software, etc.

Start or Started date and time (read-only) Displays the date and time that the
system submitted the job to the job
queue.

End or Ended [job] date and time Displays the date and time when the job
stopped running. This property is blank if
the job is still running.

Status or State read-only text Displays the current or final state of each
step:

• Running — the step is executing.

• Canceling — the request to cancel
the step was sent, but has not been
processed yet. The step is still
running.

• Success — the step finished
successfully.

• Canceled — the step was canceled
before it completed and is no longer
running.

• Failed — the step did not complete

Each row in the table ends with a details
button (>>) and a dispose button (X) . This
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Elements, columns and buttons Value Description

button functions the same as the StepStep
DetailsDetails button at the bottom of the view.

The overall status for the step in other
stations, may be different).

File text (visible only if a Backup
Stations step)

Identifies the file path and name on
theSupervisor for the saved backup .dist file.
It uses the convention:
^provisioningNiagara/stationData/
stationName/backups/
backup_stationName_yymmdd_hhmm.dist

Status or State read-only text Displays the current or final state of each
step:

• Running — the step is executing.

• Canceling — the request to cancel
the step was sent, but has not been
processed yet. The step is still
running.

• Success — the step finished
successfully.

• Canceled — the step was canceled
before it completed and is no longer
running.

• Failed — the step did not complete

Each row in the table ends with a details
button (>>) and a dispose button (X) . This
button functions the same as the StepStep
DetailsDetails button at the bottom of the view.

The overall status for the step in other
stations, may be different).

Timestamp date and time Displays the date and time when the log
message was written.

Message text Displays the log message.

Details text Provides additional information (or the
beginning of such information) related to
the step.

Buttons
Button Value Description

Job Summary button always enabled Changes to the Batch Job Log File VBatch Job Log File Viewiew
for the job that contains this step.
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Button Value Description

Refresh Log button enabled when information
needs to be refreshed

Recreates the log.

batchJob-PrototypeJobList
This view provides a table-based history of this batch job and its results. It is available on any reusable
provisioning job component (NiagaraNetworkJobPrototype), and is accessed by using the view selector, or by
right-clicking the component and selecting VViewsiews > PrPrototype Job Listototype Job List.

This view has just one list area, a table with buttons on the right and the bottom. It differs from the NiagaraNiagara
Network Job ListNetwork Job List (NiagaraNetworkNiagaraNetwork’s ProvisioningNwExt view) in the following ways:

• The two retention properties for the associated job prototype component are shown at top, where you
can adjust if needed. Setting retention policy is recommended for any job that includes ongoing periodic
backups.

• The table shows only jobs from the (one) associated job prototype (provisioning job), whereas the NiagaraNiagara
Network Job ListNetwork Job List table shows all retained provisioning jobs.

Retention Policy
These rules determine what happens to the completed provisioning job.

Retention policy
rule Value Description

Retain
permanently

n/a Causes all
executed
batch jobs to
remain in the
Supervisor’s
station job
management

Figure 89. Prototype Job List is another view of a NiagaraNetworkJobPrototype component
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Retention policy
rule Value Description

system until
manually
disposed of.

Dispose after
a specified
amount of
time

days, hours, and minutes (default 7 days) Causes
executed
batch jobs to
be deleted
after a period
of time
relative to the
job’s end
timestamp.

Keep a limited
number of
executions

number and check box

The check box defaults to count only successful executions.

Causes the
system to save
only the most
recent number
of executed
batch jobs,
after which
older jobs are
deleted.

Removing
the selection
causes the
system to
include all
job attempts.

Policy
enforcement
frequency

hours, minutes, seconds (default is one hour) Establishes the
periodic
frequency at
which the job’s
retention
policy is
evaluated and
enforced. You
can manually
invoke the
EnforEnforcece
RetentRetention Polion Policyicy
action on the
job
component.

Columns
This main area of the PrPrototype Jobs Listototype Jobs List shows provisioning jobs that have been sent to run, are running, or
are have completed. Any pending jobs do not appear until the job prototype’s linked trigger schedule actually
fires.

Column Value Description

Start or Started date and time (read-only) Displays the date and time that
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Column Value Description

the system submitted the job to
the job queue.

End or Ended [step] date and time Displays the date and time when
the step stopped running. This
property is blank if the job is still
running.

User text Defines the station user that
requested the job. This column
displays unknown if job was
triggered by a linked schedule.

Status or State read-only text: Displays the current or final state
of the job. The first three states
appear on the Device Network JobDevice Network Job
view.

• Unknown —the job is
pending execution.

• Running — the job is
executing.

• Canceling — request to
cancel the job was sent, but
has not been processed yet,
and the job is still executing.

• Success — job finished
successfully, with all steps
completed for all stations.

• Canceled — job was
canceled before it
completed, and is no longer
running.

• Failed — at least one step
failed in one station; job is
no longer running.

Each row in the table ends with a
details button (>>) and a dispose
button (X) . Clicking this button
changes the view to the NiagaraNiagara
Network JobNetwork Job view or the Batch JobBatch Job
Step Log FileStep Log File view, which shows all
logged messages that are related
to this single job.

The overall status for the job in
other stations, may be different).
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Buttons

Button Value Description

Submit Job always enabled Lets you request that this
provisioning job run now. The system
adds a new job row at the top of the
jobs table, dynamically updating the
job status to indicate the job’s
progress.

View Log button enabled when a job row is
selected

Opens a popup Job LogJob Log window
that displays the messages
output by the selected job or
step.

Job Summary button always enabled Changes to the Batch Job Log File VBatch Job Log File Viewiew
for the job that contains this step.

Cancel or Cancel Job button enabled only if a job is
running

Clicking this button notifies the
system to cancel the job when it
is safe to do so. Not all job steps
can be canceled.

Dispose button enabled when a job is finished Clicking this button prompts you
to confirm that you want to
delete the selected job(s). The
deletion includes all associated
job files. If you confirm the
deletion:

1. The system deletes the job
from the JobServiceJobService (if it is still
there and not rolled off as
the 11th job, or station
restart)

2. The system deletes all

Figure 90. Buttons along right side of Prototype Job List view.
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Button Value Description

associated job files including
the batch job log file, batch
log step log files, and other
files if applicable. For a
backup job, this includes
deleting the backup .dist
file(s).

3. The system removes the job
from the Jobs TJobs Tableable in the
PrProvisioningNwExtovisioningNwExt’s NiagaraNiagara
Network Job ListNetwork Job List.

You can select multiple jobs to
dispose of at the same time.

Plugins in provisioningNiagara module
Provisioning includes use of the following provisioningNiagara views (listed alphabetically).

• Backup Step Details View

• Network License Summary

• Niagara Network Job Builder

• Niagara Network Job List

• Niagara Network Job View

• Niagara Network Prototype View

• Provisioning Manager

• ProvisioningRobotEditor

• Provisioning Station Director

• Station Job List

• Station Software View

• Supervisor License Manager

• Supervisor Software Manager

provisioningNiagara-BackupStepDetailsView
This view shows the details for a Backup Stations step executed against a single station, while that step is still
running. You access this from the Niagara Network Job VNiagara Network Job Viewiew or the StatStation Job Listion Job List by clicking “>>” next to
the running step.

If the job step is other than a Backup Stations step, and the step is still running, you see a slightly different
view, the Niagara Network Job VNiagara Network Job Viewiew. In either case, once the step finishes, neither view is accessible. Both are
replaced by the Batch Job Step Log File VBatch Job Step Log File Viewiew.

This view provides a summary table of log messages that occur during step execution. To view additional LogLog
DetailsDetails, if any, double-click an individual row.
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NOTE: Provisioning backups work using either the local BackupService or the CloudBackupService. When the
CloudBackupService is installed it provides all the functions of the local BackupService. You canmake successful
backups using either the Backup ManagerBackup Manager view to create manual backups or using the Backup StatBackup Stationsions step in
provisioning jobs in the Supervisor. Backups will contain the expected files based on the CloudBackupService
exclusions. Backups created by a provisioning job prototype follow the configured job disposition settings and
will be deleted when new backups are created.

Step elements
Elements, columns and buttons Value Description

Device element Identifies the station that is being
processed or has been processed.

Job Step element Identifies the type of provisioning step:
Backup Stations, File Copy, Install
Software, etc.

Start or Started date and time Displays the date and time that the step
began processing.

End or Ended [job] date and time Displays the date and time when the job
stopped running. This property is blank if
the job is still running.

Status or State read-only text Displays the current or final state of each
step:

• Running — the step is executing.

• Canceling — the request to cancel
the step was sent, but has not been
processed yet. The step is still

Figure 91. Backup Step Details View with details on one running backup step for a station
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Elements, columns and buttons Value Description

running.

• Success — the step finished
successfully.

• Canceled — the step was canceled
before it completed and is no longer
running.

• Failed — the step did not complete

Each row in the table ends with a details
button (>>) and a dispose button (X) . This
button functions the same as the StepStep
DetailsDetails button at the bottom of the view.

The overall status for the step in other
stations, may be different).

File text (visible only if a Backup
Stations step)

Identifies the file path and name on
theSupervisor for the saved backup .dist file.
It uses the convention:
^provisioningNiagara/stationData/
stationName/backups/
backup_stationName_yymmdd_hhmm.dist

Columns
Columns Value Description

Status or State read-only text Displays the current or final state
of each step:

• Running — the step is
executing.

• Canceling — the request to
cancel the step was sent,
but has not been processed
yet. The step is still running.

• Success — the step finished
successfully.

• Canceled — the step was
canceled before it
completed and is no longer
running.

• Failed — the step did not
complete

Each row in the table ends with a
details button (>>) and a dispose
button (X) . This button functions
the same as the Step DetailsStep Details button
at the bottom of the view.

The overall status for the step in
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Columns Value Description

other stations, may be different).

Timestamp date and time Displays the date and time when
the log message was written.

Message text Displays the log message.

Buttons
Button Value Description

Job Summary button always enabled Changes to the Batch Job Log File VBatch Job Log File Viewiew
for the job that contains this step.

Refresh Log button enabled when information
needs to be refreshed

Recreates the log.

Restore button available if the job step is
Backup Station and the backup
completed successfully

Restores the station using the
.dist file saved from this
provisioning job. If you answer
YYeses to the confirmation window
(no undo), an install backup job
executes immediately and the
view changes to the NiagaraNiagara
Network Job VNetwork Job Viewiew.

Network License Summary view (provisioningNiagara-NetworkLicenseSummary)
This view provides lists the currently-known license information for each NiagaraStatNiagaraStationion in the network.

Each row contains the license information for a host running a station.

Figure 92. Network Licenses Summary view
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To access this view expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork > PrProvisioningNwExtovisioningNwExt and double-click
LicensesLicenses.

Column Value Description

Station text Identifies the name of the station.

Host ID text Provides a 20-character identifier
that uniquely identifies each host.

Status Up-To-Date A status of Up To Date means
that the license on the remote host
agrees with the license that
theSupervisor has for it in its (own)
local license database. It may be
possible that a more recent license is
available for it on the licensing
server.

Last Updated date and time The timestamp when the station’s
license was last updated.

provisioningNiagara-NiagaraNetworkJobBuilder
This view creates a one-time provisioning job for immediate execution (to run now). It is the default view on the
PrProvisioningNwExtovisioningNwExt component.

Each provisioning job consists of one or more steps that the Supervisor’s JobService controls and the remote
station’s ProgramService executes on the remote host. These steps include station backup, update and file
copy, among others. Using this view, you specify the steps to be performed by the one-time job, and for which
stations. Then you submit the job without saving the job as a reusable component.

NOTE: To build a job that you can schedule or run at a later time, save, duplicate and modify, use a
NiagaraNetworkJobPrNiagaraNetworkJobPrototypeototype component copied anywhere in the Supervisor’s station (each has its own
equivalent view). You can find them in the prprovisioningNiagaraovisioningNiagara palette. In general, those are the components
you should use to create regularly scheduled station backup jobs.
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To access this view, expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork and double-click PrProvisioningNwExtovisioningNwExt.

Alarm check boxes
Alarm check box Value Description

Generate an alarm when any step
fails or is canceled

check box Determines if the BatchJobServiceBatchJobService is
to issue alarms for this
provisioning job, and under what
circumstances. Alarms use the
alarm class specified in the
BatchJobServiceBatchJobService and appear in the
alarm console as alerts.

When selected, the BatchJobServiceBatchJobService
raises an alarm whenever a job
step fails or is canceled.

Generate an alarm when job
completes successfully

check box Configures the BatchJobServiceBatchJobService too
raise an alarm when a job
completes with no step failures.

Steps and stations
List area Value Description

Provisioning steps to run text Provides a one-line summary for
each step to be run for each
station specified in this job. In
most provisioning jobs, you add
one or more steps.

Stations to include in the job text Lists all the stations to be
processed by the job. This means
each station processes all steps

Figure 93. Niagara Network Job Builder is the default view of ProvisioningNwExt
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List area Value Description

in the (middle pane) Steps for EachSteps for Each
StatStation Listion List. Only stations in the
Supervisor’s NiagaraNetworkNiagaraNetwork can be
added. For any job, you add one
or more stations, and you can
also remove and reorder stations
(stations are processed in a top-
to-bottom order).

Controls
Control Description

Adds a step.

Moves the selected step up in the sequence of steps.

Moves the selected step down in the sequence of steps.

Removes the selected step.

View and edit the details of the selected step.

Buttons

• Run NowRun Now dispatches the job to the batch job queue for immediate execution. The view automatically
changes to the Niagara Network JobNiagara Network Job view. This button is enabled when there is at least one job step in
either the InitInitial Steps Tial Steps To Run Once Listo Run Once List or Steps for Each StatSteps for Each Station Listion List, and one station in the StatStations Listions List.

• Copy TCopy Templatesemplates opens a Copy TCopy Templatesemplates chooser.

• RefrRefreshesh removes all entries from the three lists.
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Steps
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Figure 94. The New Job StepNew Job Step window
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The screen captures shows all provisioning job steps to run for each station. This list includes all steps:

• Add StatAdd Station Userion User (component:AddStatAddStationUserStepionUserStep) – adds a new user to the station.

• Backup StatBackup Stationsions (component: BackupStatBackupStationExtionExt) – makes an online backup of each running station.

• Convert TConvert To Perpetual Licence Modeo Perpetual Licence Mode — Converts all the stations' licensing mode from subscription to
perpetual

• Copy Local FileCopy Local File (component: FileCopyStep) – makes a copy of a local file on your PC.

• Copy Supervisor FileCopy Supervisor File (component: FileCopyStepFileCopyStep) – makes a copy of a Supervisor file.

• Deploy TDeploy Templateemplate (component: DeployTDeployTemplateStepemplateStep) – deploys a component template to each station
using and Excel file.

• Enable Bootstrap ModeEnable Bootstrap Mode (component: EnableBootstrapStepEnableBootstrapStep) – creates a one-time provisioning job to
connect from the Supervisor to the remote controller using a certificate exemption for the default self-
signed certificate. This step is intended for use with other provisioning steps that set up credentials and
configure certificates. It is useful for provisioning new out-of-the-box devices.

• Export ApplExport Applicatication Tion Template Configuratemplate Configurationion — Exports an application template configuration as an xlsx file

• Export CertExport Certificate Signing Requestificate Signing Request (component: ExportCsrJobStepExportCsrJobStep) - generates and exports a CSR for
each remote host.

• Import Signed CertImport Signed Certificateificate (component: ImportSignedCertImportSignedCertificateJobStepificateJobStep) – imports a signed certificate for
each remote host.

• InstalInstall a Signed Certl a Signed Certificate for an Indificate for an Individual Service (Fox, Wividual Service (Fox, Web, etc)eb, etc) – Install an Individual Signed Cert
Config to onboard/renew a signed certificate for a particular service, like the FoxServiceFoxService or WWebServiceebService.

• InstalInstall a Signed Certl a Signed Certificate for Fox/Wificate for Fox/Web/Platform to shareb/Platform to sharee – Install a Combined Signed Cert Config to
onboard/renew a signed certificate for Fox, Web, and/or Platform to share.

• InstalInstall Appll Applicatication Tion Templateemplate (component: DeployApplDeployApplicaticationStepionStep) – installs an application template on
each station using an Excel file.

• InstalInstall Certl Certificateificate (component: InstalInstallCertlCertificateJobStepificateJobStep) – installs a certificate from the supervisor's user
trust store to each remote host's user trust store.

• InstalInstall Clean Distributl Clean Distributionion (component: InstalInstallCleanDistSteplCleanDistStep) – installs the selected clean distribution file to
the target platforms.

• InstalInstall Softwarl Softwaree (component: InstalInstallBySpecSteplBySpecStep) – installs a software module in one or more remote hosts.

• RebootReboot (component: RebootJobStepRebootJobStep) – reboots the platform host.

• Remove PrRemove Propertyoperty (component: RemovePrRemovePropertyStepopertyStep) – removes a property from a component at a
defined slot path for each station in the provisioning job.

• Remove StatRemove Station Userion User (component: RemoveStatRemoveStationUserStepionUserStep) – removes a named user from the station.

• Rename Device StatRename Device Stationion (component: RenameStatRenameStationStepionStep) – renames the station on the remote host to
match the name in the supervisor's NiagaraNetworkNiagaraNetwork.

• Run RobotRun Robot (component: RunRobotStepRunRobotStep) – allows you to create custom code to run on each station.

• Security Job StepsSecurity Job Steps is a convenience step that generates three separate sets of credentials in one place
and in one sequence. The individual steps are Set Platform CrSet Platform Credentedentialsials, Set StatSet Station User Passworion User Passwordd and SetSet
Platform User PassworPlatform User Passwordd.

• Set CertSet Certificate Alificate Aliasias (component: SetCertSetCertificateAlificateAliasJobStepiasJobStep) – sets the certificate alias used for the
remote device's platform, web, and fox services.

• Set Platform CrSet Platform Credentedentialsials (component: SetPlatformCrSetPlatformCredentedentialsJobStepialsJobStep) – adds a new platform user
account and removes the default account on the remote device.

• Set Platform User PassworSet Platform User Passwordd (component: SetPlatformUserPassworSetPlatformUserPasswordJobStepdJobStep) – changes password for an
existing platform user.

• Set PrSet Propertyoperty (component: SetPrSetPropertyJobStepopertyJobStep) – set or add a property.

• Set StatSet Station Connection Connection Crion Credentedentialsials (component: SetStatSetStationConnectionConnectionCrionCredentedentialsStepialsStep) – sets the station
credentials used to connect to the remote station.

Plugins (views) Niagara Provisioning Guide

218 August 28, 2024



• Set StatSet Station User Passworion User Passwordd (component: SetStatSetStationUserPassworionUserPasswordJobStepdJobStep) – sets the station user
password.

• Set System PassphraseSet System Passphrase (component: SetSystemPassphraseJobStepSetSystemPassphraseJobStep) - sets the system passphrase.

• Set TLS LevelSet TLS Level (component: SetTlsLevelJobStepSetTlsLevelJobStep) – sets the minimum TLS level for the remote device's
platform, web, and fox services.

• Set TSet Timeime (component: SetTSetTimeJobStepimeJobStep) - sets the time on the remote device.

• Setup ReciprSetup Reciprocal Connectocal Connectionion (component: SetupReciprSetupReciprocalConnectocalConnectionStepionStep) – sets the connection settings
for the "reciprocal" station connection, which is the station proxy in the NiagaraNetworkNiagaraNetwork on the remote
station that points back to the Supervisor.

• Sign CertSign Certificateificate (omponent: SignCertificateStep) signs a certificate (typically a server certificate) for each
remote platform in the job.

• Update ConnectUpdate Connections Using Niagara Network Discoveryions Using Niagara Network Discovery (component: NiagaraNetworkDiscoveryStepNiagaraNetworkDiscoveryStep) –
updates station connections using NiagaraNetworkNiagaraNetwork discovery.

• Update ConnectUpdate Connections Using Prions Using Provisioning Statovisioning Station’ion’s DHCP Servers DHCP Server (component: DhcpDiscoveryStepDhcpDiscoveryStep) –
updates station connections using the provisioning station’s DHCP server leases.

• Upgrade Out-of-Date SoftwarUpgrade Out-of-Date Softwaree (component: SoftwarSoftwareStateStationExtionExt) – installs software, upgrades out-of-date
software, supports copy supervisor step, and the reboot step.

• Update TUpdate Template or Applemplate or Applicatication Configuration Configurationion (component: UpdateConfiguratUpdateConfigurationStepionStep updates the
template configuration values of an installed template in each remote station.

• Update LicensesUpdate Licenses job step (component: UpdateLicensesJobStepUpdateLicensesJobStep – updates software license in each remote
host.

• Upgrade ApplUpgrade Applicatication Tion Templateemplate (UpgradeApplUpgradeApplicaticationStepionStep) upgrades the installed application template in
each remote host.

• Upgrade Out-of-Date SoftwarUpgrade Out-of-Date Softwaree (UpgradeOutOfDateStepUpgradeOutOfDateStep) compares module versions on the target hosts
with the latest versions in the Supervisor’s software database and installs updates as needed.

• Upgrade TUpgrade Templateemplate (component: UpgradeTUpgradeTemplateStepemplateStep) - upgrades deployed component template
instances on each station using and Excel file.

HTML5 Niagara Network Job Builder
In Niagara 4.14 and later, there is added browser support for the Lon Network Router Manager View. The
“HTML5” version of this view is a web-browser-based implementation and it provides the same functions as
the Workbench view. This view creates a one-time provisioning job for immediate execution (to run now). It is
the default view on the PrProvisioningNwExtovisioningNwExt component.

Each provisioning job consists of one or more steps that the Supervisor’s JobServiceJobService controls and the remote
station’s PrProgramServiceogramService executes on the remote host. These steps include station backup, update and file
copy, among others. Using this view, you specify the steps to be performed by the one-time job, and for which
stations. Then you submit the job without saving the job as a reusable component.

NOTE: To build a job that you can schedule or run at a later time, save, duplicate and modify, use a
NiagaraNetworkJobPrNiagaraNetworkJobPrototypeototype component copied anywhere in the Supervisor’s station (each has its own
equivalent view). You can find them in the prprovisioningNiagaraovisioningNiagara palette. In general, those are the components
you should use to create regularly scheduled station backup jobs.
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To access this view, expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork and click PrProvisioningNwExtovisioningNwExt.

Alarm check boxes
Alarm check box Description

Generate an alarm
when any step fails or
is canceled

Determines if the BatchJobServiceBatchJobService is to issue alarms for this provisioning job, and under what
circumstances. Alarms use the alarm class specified in the BatchJobServiceBatchJobService and appear in the
alarm console as alerts.

When selected, the BatchJobServiceBatchJobService raises an alarm whenever a job step fails or is canceled.

Generate an alarm
when job completes
successfully

Configures the BatchJobServiceBatchJobService too raise an alarm when a job completes with no step
failures.

Steps and Stations
List Area Description

Provisioning
steps to run

Provides a one-line summary for each step to be run for each station specified in this job. In most
provisioning jobs, you add one or more steps.

Stations to
include in
the job

Lists all the stations to be processed by the job. This means each station processes all steps in the
(middle pane) Steps for Each StatSteps for Each Station Listion List. Only stations in the Supervisor’s NiagaraNetworkNiagaraNetwork can be added.
For any job, you add one or more stations, and you can also remove and reorder stations (stations
are processed in a top-to-bottom order).

Controls
Control Description

Adds a step.

Moves the selected step up in the sequence of steps.

Moves the selected step down in the sequence of steps.

Figure 95. HTML5 Niagara Network Job Builder
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Control Description

Removes the selected step.

View and edit the details of the selected step.

Buttons

• Run NowRun Now dispatches the job to the batch job queue for immediate execution. The view automatically
changes to the Niagara Network JobNiagara Network Job view. This button is enabled when there is at least one job step in
either the InitInitial Steps Tial Steps To Run Once Listo Run Once List or Steps for Each StatSteps for Each Station Listion List, and one station in the StatStations Listions List.

• RefrRefreshesh removes all entries from the three lists.

Steps

The screen captures shows all provisioning job steps to run for each station. This list includes all steps:

• Add StatAdd Station Userion User (component:AddStationUserStep) – adds a new user to the station.

• Backup StatBackup Stationsions (component: BackupStationExt) – makes an online backup of each running station.

• Convert TConvert To Perpetual Licence Modeo Perpetual Licence Mode — Converts all the stations' licensing mode from subscription to
perpetual

• Copy Local FileCopy Local File (component: FileCopyStep) – makes a copy of a local file on your PC.

• Copy Supervisor FileCopy Supervisor File (component: FileCopyStep) – makes a copy of a Supervisor file.

• Deploy TDeploy Templateemplate (component: DeployTemplateStep) – deploys a component template to each station
using and Excel file.

• Enable Bootstrap ModeEnable Bootstrap Mode (component: EnableBootstrapStep) – creates a one-time provisioning job to
connect from the Supervisor to the remote controller using a certificate exemption for the default self-
signed certificate. This step is intended for use with other provisioning steps that set up credentials and

Figure 96. The Add Steps Window
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configure certificates. It is useful for provisioning new out-of-the-box devices.

• Export ApplExport Applicatication Tion Template Configuratemplate Configurationion — Exports an application template configuration as an xlsx file

• Export CertExport Certificate Signing Requestificate Signing Request (component: ExportCsrJobStep) - generates and exports a CSR for
each remote host.

• Import Signed CertImport Signed Certificateificate (component: ImportSignedCertificateJobStep) – imports a signed certificate for
each remote host.

• InstalInstall a Signed Certl a Signed Certificate for an Indificate for an Individual Service (Fox, Wividual Service (Fox, Web, etc)eb, etc) – Install an Individual Signed Cert
Config to onboard/renew a signed certificate for a particular service, like the FoxServiceFoxService or WWebServiceebService.

• InstalInstall a Signed Certl a Signed Certificate for Fox/Wificate for Fox/Web/Platform to shareb/Platform to sharee – Install a Combined Signed Cert Config to
onboard/renew a signed certificate for Fox, Web, and/or Platform to share.

• InstalInstall Appll Applicatication Tion Templateemplate (component: DeployApplicationStep) – installs an application template on
each station using an Excel file.

• InstalInstall Certl Certificateificate (component: InstallCertificateJobStep) – installs a certificate from the supervisor's user
trust store to each remote host's user trust store.

• InstalInstall Clean Distributl Clean Distributionion (component: InstallCleanDistStep) – installs the selected clean distribution file to
the target platforms.

• InstalInstall Softwarl Softwaree (component: InstallBySpecStep) – installs a software module in one or more remote hosts.

• RebootReboot (component: RebootJobStep) – reboots the platform host.

• Remove PrRemove Propertyoperty (component: RemovePropertyStep) – removes a property from a component at a
defined slot path for each station in the provisioning job.

• Remove StatRemove Station Userion User (component: RemoveStationUserStep) – removes a named user from the station.

• Rename Device StatRename Device Stationion (component: RenameStationStep) – renames the station on the remote host to
match the name in the supervisor's NiagaraNetworkNiagaraNetwork.

• Run RobotRun Robot (component: RunRobotStep) – allows you to create custom code to run on each station.

• Security Job StepsSecurity Job Steps is a convenience step that generates three separate sets of credentials in one place
and in one sequence. The individual steps are Set Platform CrSet Platform Credentedentialsials, Set StatSet Station User Passworion User Passwordd and SetSet
Platform User PassworPlatform User Passwordd.

• Set CertSet Certificate Alificate Aliasias (component: SetCertificateAliasJobStep) – sets the certificate alias used for the
remote device's platform, web, and fox services.

• Set Platform CrSet Platform Credentedentialsials (component: SetPlatformCredentialsJobStep) – adds a new platform user
account and removes the default account on the remote device.

• Set Platform User PassworSet Platform User Passwordd (component: SetPlatformUserPasswordJobStep) – changes password for an
existing platform user.

• Set PrSet Propertyoperty (component: SetPropertyJobStep) – set or add a property.

• Set StatSet Station Connection Connection Crion Credentedentialsials (component: SetStationConnectionCredentialsStep) – sets the station
credentials used to connect to the remote station.

• Set StatSet Station User Passworion User Passwordd (component: SetStationUserPasswordJobStep) – sets the station user
password.

• Set System PassphraseSet System Passphrase (component: SetSystemPassphraseJobStep) - sets the system passphrase.

• Set TLS LevelSet TLS Level (component: SetTlsLevelJobStep) – sets the minimum TLS level for the remote device's
platform, web, and fox services.

• Set TSet Timeime (component: SetTimeJobStep) - sets the time on the remote device.

• Setup ReciprSetup Reciprocal Connectocal Connectionion (component: SetupReciprocalConnectionStep) – sets the connection settings
for the "reciprocal" station connection, which is the station proxy in the NiagaraNetworkNiagaraNetwork on the remote
station that points back to the Supervisor.

• Sign CertSign Certificateificate (omponent: SignCertificateStep) signs a certificate (typically a server certificate) for each
remote platform in the job.

• Update ConnectUpdate Connections Using Niagara Network Discoveryions Using Niagara Network Discovery (component: NiagaraNetworkDiscoveryStep) –
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updates station connections using NiagaraNetworkNiagaraNetwork discovery.

• Update ConnectUpdate Connections Using Prions Using Provisioning Statovisioning Station’ion’s DHCP Servers DHCP Server (component: DhcpDiscoveryStep) –
updates station connections using the provisioning station’s DHCP server leases.

• Upgrade Out-of-Date SoftwarUpgrade Out-of-Date Softwaree (component: SoftwareStationExt) – installs software, upgrades out-of-date
software, supports copy supervisor step, and the reboot step.

• Update TUpdate Template or Applemplate or Applicatication Configuration Configurationion (component: UpdateConfigurationStep updates the
template configuration values of an installed template in each remote station.

• Update LicensesUpdate Licenses job step (component: UpdateLicensesJobStep – updates software license in each remote
host.

• Upgrade ApplUpgrade Applicatication Tion Templateemplate (UpgradeApplicationStep) upgrades the installed application template in
each remote host.

• Upgrade Out-of-Date SoftwarUpgrade Out-of-Date Softwaree (UpgradeOutOfDateStep) compares module versions on the target hosts
with the latest versions in the Supervisor’s software database and installs updates as needed.

• Upgrade TUpgrade Templateemplate (component: UpgradeTemplateStep) - upgrades deployed component template
instances on each station using and Excel file.

Toolbar for Niagara Network Job Builder
Toolbar Icon and Name Description

Undo

Reverses the previous command.

Redo

Restores a command action after the Undo command has removed it.

Multi-selection Mode

Enables you to individually select multiple points without holding down the ctrl key.

Export

Exports the current view or object.

provisioningNiagara-NiagaraNetworkJobList
This view provides a supervisor-wide, table-based history of provisioning jobs and their results. It is an available
view for the ProvisioningNwExt component of a NiagaraNetwork.
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To access this view, expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork and right-click PrProvisioningNwExtovisioningNwExt > VViewsiews >
NiagaraJobListNiagaraJobList.

This main area shows a Supervisor-wide list of provisioning jobs that have been sent to run, are running, or
have completed. Note that any pending jobs do not appear until the linked trigger schedule actually fires.

Columns
Column Value Description

Start or Started date and time (read-only) Displays the date and time that
the system submitted the job to
the job queue.

End or Ended [job] date and time Displays the date and time when
the job stopped running. This
property is blank if the job is still
running.

User text Defines the station user that
requested the job. This column
displays unknown if job was
triggered by a linked schedule.

Status or State read-only text: Displays the current or final state
of the job. The first three states
appear on the Device Network JobDevice Network Job
view.

• Unknown —the job is
pending execution.

Figure 97. Niagara Network Job List is another view of the ProvisioningNwExt
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Column Value Description

• Running — the job is
executing.

• Canceling — request to
cancel the job was sent, but
has not been processed yet,
and the job is still executing.

• Success — job finished
successfully, with all steps
completed for all stations.

• Canceled — job was
canceled before it
completed, and is no longer
running.

• Failed — at least one step
failed in one station; job is
no longer running.

Each row in the table ends with a
details button (>>) and a dispose
button (X) . Clicking this button
changes the view to the NiagaraNiagara
Network JobNetwork Job view or the Batch JobBatch Job
Step Log FileStep Log File view, which shows all
logged messages that are related
to this single job.

The overall status for the job in
other stations, may be different).

Buttons
The system enables most buttons near the bottom of the Niagara Network Job ListNiagara Network Job List when you select a job in
the Jobs TJobs Tableable.

• VView Logiew Log opens a popup Job LogJob Log window that displays the messages output by the selected job or step.

• Job SummaryJob Summary changes to the Batch Job Log File View for the job that contains this step.

• Cancel JobCancel Jobclicking this button notifies the system to cancel the job when it is safe to do so. Not all job
steps can be canceled.

• DisposeDispose

HTML5 Niagara Network Job List
In Niagara 4.14 and later, there is added browser support for the Lon Network Router Manager View. The
“HTML5” version of this view is a web-browser-based implementation and it provides the same functions as
the Workbench view. This view provides a supervisor-wide, table-based history of provisioning jobs and their
results. It is an available view for the PrProvisioningNwExtovisioningNwExt component of a NiagaraNetworkNiagaraNetwork.
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To access this view, expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork and right-click PrProvisioningNwExtovisioningNwExt > VViewsiews >
NiagaraJobListNiagaraJobList.

This main area shows a Supervisor-wide list of provisioning jobs that have been sent to run, are running, or
have completed. Note that any pending jobs do not appear until the linked trigger schedule actually fires.

Columns
Column
Name Description

Start Displays the date and time that the system submitted the job to the job queue.
End Displays the date and time when the job stopped running. This property is blank if the job is still

running.
User Defines the station user that requested the job. This column displays unknown if job was triggered by

a linked schedule.
Status Displays the current or final state of the job. The first three states appear on the Device Network JobDevice Network Job view.

• Unknown —the job is pending execution.

• Running — the job is executing.

• Canceling — request to cancel the job was sent, but has not been processed yet, and the job is
still executing.

• Success — job finished successfully, with all steps completed for all stations.

• Canceled — job was canceled before it completed, and is no longer running.

• Failed — at least one step failed in one station; job is no longer running.

Each row in the table ends with a details button (>>) and a dispose button (X) . Clicking this button
changes the view to the Niagara Network JobNiagara Network Job view or the Batch Job Step Log FileBatch Job Step Log File view, which shows all logged
messages that are related to this single job.

The overall status for the job in other stations, may be different).

Buttons
The system enables most buttons near the bottom of the Niagara Network Job ListNiagara Network Job List when you select a job in

Figure 98. Niagara Network Job List
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the Jobs TJobs Tableable.

• VView Logiew Log opens a popup Job LogJob Log window that displays the messages output by the selected job or step.

• Job SummaryJob Summary changes to the Batch Job Log File VBatch Job Log File Viewiew for the job that contains this step.

• Cancel JobCancel Jobclicking this button notifies the system to cancel the job when it is safe to do so. Not all job
steps can be canceled.

• DisposeDispose

Toolbar for Niagara Network Job List View
Toolbar Icon and Name Description

Undo

Reverses the previous command.

Redo

Restores a command action after the Undo command has removed it.

Multi-selection Mode

Enables you to individually select multiple points without holding down the ctrl key.

Export

Exports the current view or object.

Niagara Network Job view
This view shows the details for the execution of a single provisioning job and is the default view for any
NiagaraNetworkJobNiagaraNetworkJob component.

You can access this view several ways:

• By clicking Run NowRun Now in the Niagara Network Job BuilderNiagara Network Job Builder or Niagara Network PrNiagara Network Prototype Vototype Viewiew.

• By clicking the “>>” button in the Niagara Network Job ListNiagara Network Job List or PrPrototype Job Listototype Job List on any provisioning job
that is still running.

If the job has completed and no longer appears in the Job Service ManagerJob Service Manager view, the system displays the
Batch Job Log FileBatch Job Log File view instead of this view. The Batch Job Log FileBatch Job Log File functions the same as the NiagaraNiagara
Network Job VNetwork Job Viewiew.

• By clicking Job SummaryJob Summary on the Batch Job Step Log File VBatch Job Step Log File Viewiew.
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From top to bottom, this view has three areas:

• Job elements, which are read-only.

• A summary table of the steps in the job.

• A series of buttons at the bottom.

Job elements
Element Value Description

User text Defines the station user that
requested the job. This column
displays unknown if job was
triggered by a linked schedule.

Start or Started date and time (read-only) Displays the date and time that
the system submitted the job to
the job queue.

End or Ended [job] date and time Displays the date and time when
the job stopped running. This
property is blank if the job is still
running.

Status or State read-only text: Displays the current or final state
of the job. The first three states
appear on the Device Network JobDevice Network Job
view.

Figure 99. Niagara Network Job View lists steps in one job
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Element Value Description

• Unknown —the job is
pending execution.

• Running — the job is
executing.

• Canceling — request to
cancel the job was sent, but
has not been processed yet,
and the job is still executing.

• Success — job finished
successfully, with all steps
completed for all stations.

• Canceled — job was
canceled before it
completed, and is no longer
running.

• Failed — at least one step
failed in one station; job is
no longer running.

Each row in the table ends with a
details button (>>) and a dispose
button (X) . Clicking this button
changes the view to the NiagaraNiagara
Network JobNetwork Job view or the Batch JobBatch Job
Step Log FileStep Log File view, which shows all
logged messages that are related
to this single job.

The overall status for the job in
other stations, may be different).

Columns
Column Value Description

Device element Identifies the station that is being
processed or has been
processed.

Job Step element Identifies the type of
provisioning step: Backup
Stations, File Copy, Install
Software, etc.

Start or Started date and time Displays the date and time that
the step began processing.

End or Ended [step] date and time Displays the date and time when
the step stopped running. This
property is blank if the job is still
running.
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Column Value Description

Status or State read-only text Displays the current or final state
of each step:

• Running — the step is
executing.

• Canceling — the request to
cancel the step was sent,
but has not been processed
yet. The step is still running.

• Success — the step finished
successfully.

• Canceled — the step was
canceled before it
completed and is no longer
running.

• Failed — the step did not
complete

Each row in the table ends with a
details button (>>) and a dispose
button (X) . This button functions
the same as the Step DetailsStep Details button
at the bottom of the view.

The overall status for the step in
other stations, may be different).

Buttons

• VView Logiew Log opens a popup Job LogJob Log window that displays the messages output by the selected job or step.

• Opens the Niagara Network Job ListNiagara Network Job List.

• Cancel JobCancel Jobclicking this button notifies the system to cancel the job when it is safe to do so. Not all job
steps can be canceled.

• Cancel DeviceCancel Device for the selected station only, clicking this button notifies the system to cancel the job when
it is safe to do so. The system begins processing the job for the next station.

• DisposeDispose Clicking this button prompts you to confirm that you want to delete the selected job(s). The
deletion includes all associated job files. If you confirm the deletion.

HTML5 Niagara Network Job view
In Niagara 4.14 and later, there is added browser support for the Lon Network Router Manager View. The
“HTML5” version of this view is a web-browser-based implementation and it provides the same functions as
the Workbench view. This view shows the details for the execution of a single provisioning job and is the
default view for any NiagaraNetworkJobNiagaraNetworkJob component.

Job elements
You can access this view several ways:

• By clicking Run NowRun Now in the Niagara Network Job BuilderNiagara Network Job Builder or Niagara Network PrNiagara Network Prototype Vototype Viewiew.

• By clicking the “>>” button in the Niagara Network Job ListNiagara Network Job List or PrPrototype Job Listototype Job List on any provisioning job
that is still running.

If the job has completed and no longer appears in the Job Service ManagerJob Service Manager view, the system displays the
Batch Job Log FileBatch Job Log File view instead of this view. The Batch Job Log FileBatch Job Log File functions the same as the NiagaraNiagara
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Network Job VNetwork Job Viewiew.

• By clicking Job SummaryJob Summary on the Batch Job Step Log File VBatch Job Step Log File Viewiew.

From top to bottom, this view has three areas:

• Job elements, which are read-only.

• A summary table of the steps in the job.

• A series of buttons at the bottom.

Element Description

User Defines the station user that requested the job. This column displays unknown if job was triggered by
a linked schedule.

Started Displays the date and time that the system submitted the job to the job queue.
Ended Displays the date and time when the job stopped running. This property is blank if the job is still

running.
State Displays the current or final state of the job. The first three states appear on the Device Network JobDevice Network Job

view.

• Unknown —the job is pending execution.

• Running — the job is executing.

• Canceling — request to cancel the job was sent, but has not been processed yet, and the job is
still executing.

• Success — job finished successfully, with all steps completed for all stations.

• Canceled — job was canceled before it completed, and is no longer running.

• Failed — at least one step failed in one station; job is no longer running.

Each row in the table ends with a details button (>>) and a dispose button (X) . Clicking this button
changes the view to the Niagara Network JobNiagara Network Job view or the Batch Job Step Log FileBatch Job Step Log File view, which shows all
logged messages that are related to this single job.

The overall status for the job in other stations, may be different).

Figure 100. Batch Job Log File View
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Columns
Column Description

Device Identifies the station that is being processed or has been processed.
Job
Step

Identifies the type of provisioning step: Backup Stations, File Copy, Install Software, etc.

Started Displays the date and time that the step began processing.
Ended Displays the date and time when the step stopped running. This property is blank if the job is still

running.
State Displays the current or final state of each step:

• Running — the step is executing.

• Canceling — the request to cancel the step was sent, but has not been processed yet. The step is
still running.

• Success — the step finished successfully.

• Canceled — the step was canceled before it completed and is no longer running.

• Failed — the step did not complete

Each row in the table ends with a details button (>>) and a dispose button (X) . This button functions
the same as the Step DetailsStep Details button at the bottom of the view.

The overall status for the step in other stations, may be different).

Buttons

• VView Logiew Log opens a popup Job LogJob Log window that displays the messages output by the selected job or step.

• Opens the Niagara Network Job ListNiagara Network Job List.

• Cancel JobCancel Jobclicking this button notifies the system to cancel the job when it is safe to do so. Not all job
steps can be canceled.

• Cancel DeviceCancel Device for the selected station only, clicking this button notifies the system to cancel the job when
it is safe to do so. The system begins processing the job for the next station.

• DisposeDispose Clicking this button prompts you to confirm that you want to delete the selected job(s). The
deletion includes all associated job files. If you confirm the deletion.

Toolbar for Niagara Network Job Builder
Toolbar Icon and Name Description

Undo

Reverses the previous command.

Redo

Restores a command action after the Undo command has removed it.

Multi-selection Mode

Enables you to individually select multiple points without holding down the ctrl key.

Export

Exports the current view or object.

provisioningNiagara-NiagaraNetworkPrototypeView
The Niagara Network PrNiagara Network Prototype Vototype Viewiew, which is nearly identical to the PrProvisioningNwExtovisioningNwExt’s Niagara NetworkNiagara Network
Job BuilderJob Builder, is the default view on each reusable job prototype component (NiagaraNetworkJobPrNiagaraNetworkJobPrototypeototype).
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You use this view to specify and edit a specific provisioning job.

To access this view, expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork and double-click
theNiagaraNetworkJobPrNiagaraNetworkJobPrototypeototype , or right-click NiagaraNetworkJobPrNiagaraNetworkJobPrototypeototype > VViewsiews > Niagara NetworkNiagara Network
PrPrototype Vototype Viewiew

As on the Niagara Network Job BuilderNiagara Network Job Builder view, this view has alarm check boxes, three list areas with controls,
and buttons at the bottom of the view.

Alarm check boxes
Alarm check box Value Description

Generate an alarm when any step
fails or is canceled

check box Determines if the BatchJobServiceBatchJobService is
to issue alarms for this
provisioning job, and under what
circumstances. Alarms use the
alarm class specified in the
BatchJobServiceBatchJobService and appear in the
alarm console as alerts.

When selected, the BatchJobServiceBatchJobService
raises an alarm whenever a job
step fails or is canceled.

Generate an alarm when job
completes successfully

check box Configures the BatchJobServiceBatchJobService too
raise an alarm when a job
completes with no step failures.

Figure 101. Niagara Network Prototype View example
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Steps and stations
List area Value Description

Provisioning steps to run text Provides a one-line summary for
each step to be run for each
station specified in this job. In
most provisioning jobs, you add
one or more steps.

Stations to include in the job text Lists all the stations to be
processed by the job. This means
each station processes all steps
in the (middle pane) Steps for EachSteps for Each
StatStation Listion List. Only stations in the
Supervisor’s NiagaraNetworkNiagaraNetwork can be
added. For any job, you add one
or more stations, and you can
also remove and reorder stations
(stations are processed in a top-
to-bottom order).
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Figure 102. New Job Step windows
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The upper left window opens when you click the plus (+) in the PrProvisioning steps to runovisioning steps to run pane. The windows
provide a brief description for each step. Additional details on each step are available in the "Provisioning
steps" section of Chapter 1, as well as in the following table.

Step Use this job step to

Enable Bootstrap Mode Enable the bootstrap mode for Supervisor-to-remote device connections. It creates a one-time
provisioning job to set the Supervisor-to-device Platform and Fox connections to bypass any certificate
checks during the execution of the provisioning job. This step is intended for use with other provisioning
steps that set credentials and configure certificates.

NOTE: Running this step by itself makes no persistent change on the target stations.

Update Connections Using
Niagara Network Discovery

Update station connections using the NiagaraNetworkNiagaraNetwork Discovery function.

Update Connections Using
Provisioning Station’s DHCP
Server

Update the station connections using the provisioning station’s DHCP server leases.

Update Licenses Update the licenses on all remote hosts included in the job.

When processed by the Supervisor, it gathers information about the licenses installed
on each target host, then accesses the online licensing server (in one message) to
see if the licenses are up-to-date. If a host’s license is out-of-date, the step updates
each licence in the target station’s host, and in the Supervisor’s local license database.

NOTE: If the Supervisor is not configured for Internet connectivity, only its local license
database is used to compare against licenses installed in the target host(s). If a host’s license
is out-of-date, the step updates the license in the target host(s).

The Brand of a license can also be changed. Existing license files will be deleted and
the new license will be copied to the platform. License vendor certificates may also
be copied to the target platform if needed.

Backup Stations Make an online station backup if the station is running, or an offline backup if it is idle.

NOTE: Configuring a regularly-scheduled station backup by adding a provisioning job
prototype (using the Niagara Network PrNiagara Network Prototype Vototype Viewiew) is a better practice than setting up a
one-time station backup (using the Niagara Network Job BuilderNiagara Network Job Builder).

Copy Local File Copy a single file from your (local) PC to a given location on each remote station in the job. You access
this step in the New Job StepNew Job Step menu when adding a step in the Niagara Network Job BuilderNiagara Network Job Builder view.

This is not available in the Niagara Network PrNiagara Network Prototype Vototype Viewiew.

Copy Supervisor File Copy a single file from your Supervisor station’s filesystem to a location in each remote station in the job.

Deploy Template Deploy a component or device template file to each remote station in the job. Each template instance
can have custom configurations, inputs, outputs, and relations using the Bulk Deploy Excel spreadsheet.

Export Certificate Signing
Request

Export a Certificate Signing Request (CSR) from each remote host for external signing. CSRs are part of
the certificate setup for establishing trusted secure communications between a supervisor and remote
devices.

Generate Certificate Generate and installs a certificate into the User Trust Store on each remote station. This is part of the
certificate setup when the Supervisor will be used to sign certificates.

Import Signed Certificate Import a signed certificate for each remote device Use this to import certificates signed externally
(initiated from a CSR) into devices containing the original certificate with the matching private key.

Install Application Template Install an application template file to each remote station in the job. Application templates are useful for
establishing a complete station in a single deployable container. Provisioning application templates
enables installation across a set of stations. Each installation can have custom configurations applied to it.

Install Certificate Install a certificate to the User Trust Store of each remote station in the job so that it can connect to the
Supervisor. This is a step you would perform when you initially bring up your NiagaraNetworkNiagaraNetwork, or after a
certificate expires and a new one needs to be installed in each station.

Install Software Install software to each remote station in the job. This step installs new modules not already running on
the target device.
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Step Use this job step to

NOTE: All software MUST be installed on the device to support all dependencies required
by the deployed station services, networks, templates, and any other components.

Reboot Restart each remote station in the job. Typically this step is not explicitly needed, but can be used to
ensure a system restart after changes have been made to remote devices.

Rename Device Station Rename each device station to match station proxy name.

Run Robot Passes the specifiedPrProvisioningRobotovisioningRobot (custom-created program code) located in the Supervisor station
to the PrProgramServiceogramService on each remote station in the job. The remote station’s PrProgramServiceogramService runs the
custom code in the station. For more details, see “Run Robot step” in Chapter 1.

Security Job Steps Add security-related job steps This is a convenience step that adds the Platform Credentials, Station User
Password, and System Passphrase steps all at once.

Set Certificate Alias Set the certificate alias for the Platform, Fox, and Web services This is typically done after signed
certificates have been installed or configured in the User Trust Store on each remote device.

Set Platform Credentials Assign a user name and password for the Platform connection to each remote device in the job. This is
used to replace the default Platform credentials.

Set Property Sets or adds a property to an existing component for each station in the job. You can define the
component using a slot path ORD or a NEQL query. If necessary, you can set a unique value for each
station in the job.

Set Station User Password Set the password of the current station user for each remote station in the job. This is typically used to
replace the default Fox user credentials for new devices, but can be used to replace any user password
for the user associated with the current Fox connection.

Set System Passphrase Set the system passphrase for each remote station in the job. This is used to replace the default system
passphrase for new devices.

Set TLS Level Set the TLS level for the Platform, Fox, and Web services. The TLS level can be customized across a set of
remote devices.

Set Time Set the time for each device in the job. System time for a set of remote devices can be updated to match
the Supervisor, or a specific time can be pushed down.

Setup Reciprocal Connection Set up the NiagaraNetworkNiagaraNetwork connection from each remote station to the Supervisor. Certain station
functionality (alarm reporting, etc.) requires a Fox connection from the remote station to the Supervisor.

Sign Certificate Sign a certificate on each remote station in the job. This is done as part of the certificate setup, where the
Supervisor is acting as the signing authority.

Upgrade Out-of-date
Software

Upgrade out-of-date software on each remote station in the job. This step compares the versions of
software installed on the station’s host with the latest versions of the same software in the Supervisor’s
software database. If an older version is found on the station, it installs the latest software there.
Common software versions across remote devices reduces the risk of errors caused by version
incompatibility.

Upgrade Templates Upgrade deployed template instances on each remote station in the job. For more details. see “Upgrade
Template step” in Chapter 1.

Controls
Control Description

Adds a step.

Moves the selected step up in the sequence of steps.

Moves the selected step down in the sequence of steps.

Removes the selected step.
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Control Description

View and edit the details of the selected step.

Buttons

• Run NowRun Now dispatches the job to the batch job queue for immediate execution. The view automatically
changes to the Niagara Network JobNiagara Network Job view. This button is enabled when there is at least one job step in
either the InitInitial Steps Tial Steps To Run Once Listo Run Once List or Steps for Each StatSteps for Each Station Listion List, and one station in the StatStations Listions List.

• RefrRefreshesh removes all entries from the three lists.

• SaveSave saves changes to the corresponding job prototype component.

HTML5 Niagara Network Prototype View
In Niagara 4.14 and later, there is added browser support for the Lon Network Router Manager View. The
“HTML5” version of this view is a web-browser-based implementation and it provides the same functions as
the Workbench view. The Niagara Network PrNiagara Network Prototype Vototype Viewiew, which is nearly identical to the
PrProvisioningNwExtovisioningNwExt’s Niagara Network Job BuilderNiagara Network Job Builder, is the default view on each reusable job prototype
component (NiagaraNetworkJobPrNiagaraNetworkJobPrototypeototype).

To access this view, expand ConfigConfig > DriversDrivers > NiagaraNetworkNiagaraNetwork and click theNiagaraNetworkJobPrNiagaraNetworkJobPrototypeototype , or
right-click NiagaraNetworkJobPrNiagaraNetworkJobPrototypeototype > VViewsiews > Niagara Network PrNiagara Network Prototype Vototype Viewiew.

As on the Niagara Network Job BuilderNiagara Network Job Builder view, this view has alarm check boxes, three list areas with controls,
and buttons at the bottom of the view.

Alarm check boxes
Alarm check box Description

Generate an alarm
when any step fails or
is canceled

Determines if the BatchJobServiceBatchJobService is to issue alarms for this provisioning job, and under what
circumstances. Alarms use the alarm class specified in the BatchJobServiceBatchJobService and appear in the
alarm console as alerts.

Figure 103. Niagara Network Prototype View
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Alarm check box Description

When selected, the BatchJobServiceBatchJobService raises an alarm whenever a job step fails or is canceled.

Generate an alarm
when job completes
successfully

Configures the BatchJobServiceBatchJobService too raise an alarm when a job completes with no step
failures.

Steps and Stations
List Area Description

Provisioning
steps to run

Provides a one-line summary for each step to be run for each station specified in this job. In most
provisioning jobs, you add one or more steps.

Stations to
include in
the job

Lists all the stations to be processed by the job. This means each station processes all steps in the
(middle pane) Steps for Each StatSteps for Each Station Listion List. Only stations in the Supervisor’s NiagaraNetworkNiagaraNetwork can be added.
For any job, you add one or more stations, and you can also remove and reorder stations (stations
are processed in a top-to-bottom order).

Controls
Control Description

Adds a step.

Moves the selected step up in the sequence of steps.

Moves the selected step down in the sequence of steps.

Removes the selected step.

View and edit the details of the selected step.

Buttons

• Run NowRun Now dispatches the job to the batch job queue for immediate execution. The view automatically
changes to the Niagara Network JobNiagara Network Job view. This button is enabled when there is at least one job step in
either the InitInitial Steps Tial Steps To Run Once Listo Run Once List or Steps for Each StatSteps for Each Station Listion List, and one station in the StatStations Listions List.

• RefrRefreshesh removes all entries from the three lists.
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Steps

The screen captures shows all provisioning job steps to run for each station. This list includes all steps:

• Add StatAdd Station Userion User (component:AddStatAddStationUserStepionUserStep) – adds a new user to the station.

• Backup StatBackup Stationsions (component: BackupStatBackupStationExtionExt) – makes an online backup of each running station.

• Convert TConvert To Perpetual Licence Modeo Perpetual Licence Mode — Converts all the stations' licensing mode from subscription to
perpetual

• Copy Supervisor FileCopy Supervisor File (component: FileCopyStepFileCopyStep) – makes a copy of a Supervisor file.

• Deploy TDeploy Templateemplate (component: DeployTDeployTemplateStepemplateStep) – deploys a component template to each station
using and Excel file.

• Enable Bootstrap ModeEnable Bootstrap Mode (component: EnableBootstrapStepEnableBootstrapStep) – creates a one-time provisioning job to
connect from the Supervisor to the remote controller using a certificate exemption for the default self-
signed certificate. This step is intended for use with other provisioning steps that set up credentials and
configure certificates. It is useful for provisioning new out-of-the-box devices.

• Export ApplExport Applicatication Tion Template Configuratemplate Configurationion — Exports an application template configuration as an xlsx file

• Export CertExport Certificate Signing Requestificate Signing Request (component: ExportCsrJobStepExportCsrJobStep) - generates and exports a CSR for
each remote host.

• Import Signed CertImport Signed Certificateificate (component: ImportSignedCertImportSignedCertificateJobStepificateJobStep) – imports a signed certificate for
each remote host.

• InstalInstall a Signed Certl a Signed Certificate for an Indificate for an Individual Service (Fox, Wividual Service (Fox, Web, etc)eb, etc) – Install an Individual Signed Cert
Config to onboard/renew a signed certificate for a particular service, like the FoxServiceFoxService or WWebServiceebService.

• InstalInstall a Signed Certl a Signed Certificate for Fox/Wificate for Fox/Web/Platform to shareb/Platform to sharee – Install a Combined Signed Cert Config to
onboard/renew a signed certificate for Fox, Web, and/or Platform to share.

• InstalInstall Appll Applicatication Tion Templateemplate (component: DeployApplDeployApplicaticationStepionStep) – installs an application template on
each station using an Excel file.

• InstalInstall Certl Certificateificate (component: InstalInstallCertlCertificateJobStepificateJobStep) – installs a certificate from the supervisor's user
trust store to each remote host's user trust store.

Figure 104. The Add Steps Window
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• InstalInstall Clean Distributl Clean Distributionion (component: InstalInstallCleanDistSteplCleanDistStep) – installs the selected clean distribution file to
the target platforms.

• InstalInstall Softwarl Softwaree (component: InstalInstallBySpecSteplBySpecStep) – installs a software module in one or more remote hosts.

• RebootReboot (component: RebootJobStepRebootJobStep) – reboots the platform host.

• Remove Platform UserRemove Platform User Remove a user from the platform.

• Remove PrRemove Propertyoperty (component: RemovePrRemovePropertyStepopertyStep) – removes a property from a component at a
defined slot path for each station in the provisioning job.

• Remove StatRemove Station Userion User (component: RemoveStatRemoveStationUserStepionUserStep) – removes a named user from the station.

• Rename Device StatRename Device Stationion (component: RenameStatRenameStationStepionStep) – renames the station on the remote host to
match the name in the supervisor's NiagaraNetworkNiagaraNetwork.

• Run RobotRun Robot (component: RunRobotStepRunRobotStep) – allows you to create custom code to run on each station.

• Security Job StepsSecurity Job Steps is a convenience step that generates three separate sets of credentials in one place
and in one sequence. The individual steps are Set Platform CrSet Platform Credentedentialsials, Set StatSet Station User Passworion User Passwordd and SetSet
Platform User PassworPlatform User Passwordd.

• Set CertSet Certificate Alificate Aliasias (component: SetCertSetCertificateAlificateAliasJobStepiasJobStep) – sets the certificate alias used for the
remote device's platform, web, and fox services.

• Set Platform CrSet Platform Credentedentialsials (component: SetPlatformCrSetPlatformCredentedentialsJobStepialsJobStep) – adds a new platform user
account and removes the default account on the remote device.

• Set Platform User PassworSet Platform User Passwordd (component: SetPlatformUserPassworSetPlatformUserPasswordJobStepdJobStep) – changes password for an
existing platform user.

• Set PrSet Propertyoperty (component: SetPrSetPropertyJobStepopertyJobStep) – set or add a property.

• Set StatSet Station Connection Connection Crion Credentedentialsials (component: SetStatSetStationConnectionConnectionCrionCredentedentialsStepialsStep) – sets the station
credentials used to connect to the remote station.

• Set StatSet Station User Passworion User Passwordd (component: SetStatSetStationUserPassworionUserPasswordJobStepdJobStep) – sets the station user
password.

• Set System PassphraseSet System Passphrase (component: SetSystemPassphraseJobStepSetSystemPassphraseJobStep) - sets the system passphrase.

• Set TLS LevelSet TLS Level (component: SetTlsLevelJobStepSetTlsLevelJobStep) – sets the minimum TLS level for the remote device's
platform, web, and fox services.

• Set TSet Timeime (component: SetTSetTimeJobStepimeJobStep) - sets the time on the remote device.

• Setup ReciprSetup Reciprocal Connectocal Connectionion (component: SetupReciprSetupReciprocalConnectocalConnectionStepionStep) – sets the connection settings
for the "reciprocal" station connection, which is the station proxy in the NiagaraNetworkNiagaraNetwork on the remote
station that points back to the Supervisor.

• Sign CertSign Certificateificate (component: SignCertSignCertificateStepificateStep) signs a certificate (typically a server certificate) for each
remote platform in the job.

• Update ConnectUpdate Connections Using Niagara Network Discoveryions Using Niagara Network Discovery (component: NiagaraNetworkDiscoveryStepNiagaraNetworkDiscoveryStep) –
updates station connections using NiagaraNetworkNiagaraNetwork discovery.

• Update ConnectUpdate Connections Using Prions Using Provisioning Statovisioning Station’ion’s DHCP Servers DHCP Server (component: DhcpDiscoveryStepDhcpDiscoveryStep) –
updates station connections using the provisioning station’s DHCP server leases.

• Upgrade Out-of-Date SoftwarUpgrade Out-of-Date Softwaree (component: SoftwarSoftwareStateStationExtionExt) – installs software, upgrades out-of-date
software, supports copy supervisor step, and the reboot step.

• Update TUpdate Template or Applemplate or Applicatication Configuration Configurationion (component:UpdateConfiguratUpdateConfigurationStepionStep updates the
template configuration values of an installed template in each remote station.

• Update LicensesUpdate Licenses job step (component:UpdateLicensesJobStepUpdateLicensesJobStep – updates software license in each remote
host.

• Upgrade ApplUpgrade Applicatication Tion Templateemplate (UpgradeApplUpgradeApplicaticationStepionStep) upgrades the installed application template in
each remote host.

• Upgrade Out-of-Date SoftwarUpgrade Out-of-Date Softwaree (UpgradeOutOfDateStepUpgradeOutOfDateStep) compares module versions on the target hosts
with the latest versions in the Supervisor’s software database and installs updates as needed.
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• Upgrade TUpgrade Templateemplate (component: UpgradeTUpgradeTemplateStepemplateStep) - upgrades deployed component template
instances on each station using and Excel file.

Toolbar for Niagara Network Prototype
Toolbar Icon and Name Description

Save

Saves the changes.

Undo

Reverses the previous command.

Redo

Restores a command action after the Undo command has removed it.

Multi-selection Mode

Enables you to individually select multiple points without holding down the ctrl key.

Export

Exports the current view or object.

provisioningNiagara-ProvisioningManager
This view provides a central look at the status and health of platform connectivity to the various remote hosts,
as well as quick access to some of the provisioning (device) extensions under each NiagaraStatNiagaraStationion. It is an
available view on the Supervisor’s NiagaraNetworkNiagaraNetwork, provided that theSupervisor is licensed for provisioning
and has the ProvisioningNwExt installed.

The view is based on a table, where each row represents a NiagaraStatNiagaraStationion component (similar to the network’s
default StatStation Managerion Manager view).
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Columns
Column Value Description

Name text The identifying name of the station.

Exts n/a Provides double-click access to two
provisioning device extensions views:

• PrProvisioning Statovisioning Station Dirion Directorector for
StationProxy

• StatStation Softwarion Software Managere Manager for
Software

To access the other provisioning
extensions, expand a
NiagaraStatNiagaraStationion in the Nav tree or
use the property sheet of a
NiagaraStatNiagaraStationion.

Address IP format The IP address of the station.

Platform Status Displays the current condition of the
provisioning extension.

Platform Health This information is updated by the
ongoing ping monitor to the
platform daemon. For any station
(row), you can also right-click it and
manually issue a Ping action.

Figure 105. Provisioning Manager view of the Supervisor’s NiagaraNetworkNiagaraNetwork

Niagara Provisioning Guide Plugins (views)

August 28, 2024 243



Buttons
Button Value Description

Edit enabled when one or more rows is
selected.

Provides a way to modify the
platform connection credentials and
port. These credentials provide
provisioning access to the Supervisor
station. These credentials also may
be modified using each
NiagaraStatNiagaraStationion’s Platform ConnectPlatform Connectionion
(device extension) property sheet.

provisioningNiagara-ProvisioningRobotEditor
This view provides a program editing window that closely resembles the EdEditit tab of the PrProgram Edogram Editoritor view
for Program components, in that, you view, edit and compile the Baja code represented as a
ProvisioningRobot. This view is the main view of the ProvisioningRobot component.

This view operates like the Robot EdRobot Editoritor view of a station’s ProgramService.

Button Icon Description

Compile and save Compiles and saves the code.

Run now Opens the Choose StatChoose Stationsions window.

provisioningNiagara-ProvisioningStationDirector
This view is the default view on the StationProxy provisioning extension of a NiagaraStation. This view closely
resembles the StatStation Dirion Directorector view in a direct platform connection.

Figure 106. Provisioning Robot Editor is default view for a ProvisioningRobot
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This view closely resembles the ApplApplicatication Dirion Directorector view available in a direct platform connection to a host.

Refer to the “Application Director” section in the Niagara Drivers Guide for descriptions of most elements in
this view. Only elements that differ from that view are explained here.

• Since the PrProvisioning Statovisioning Station Dirion Directorector only shows information for one station, it does not show the
station name and status within a table (at the top of the view), but instead shows this data at the top using
simple text labels.

• Where the ApplApplicatication Dirion Directorector updates the Auto-Start and Restart on Failure settings immediately
when changed, the PrProvisioning Statovisioning Station Dirion Directorector works more like a normal view, meaning you must click
the SaveSave button after making any changes.

• Although the appearances of the two views are similar, their implementations are different. The
ApplApplicatication Dirion Directorector connects the Workbench view directly to the station’s platform daemon, and is best
for extended troubleshooting. Whereas, the PrProvisioning Statovisioning Station Dirion Directorector uses the Supervisor station as
an intermediary, and as a result is not as responsive, and is less efficient (uses additional Supervisor
resources).

provisioningNiagara-StationJobList
This view summarizes provisioning job steps that have been executed against this particular station, with
additional details available. It is an additional view of the StationProxy extension under a NiagaraStation
device. You access this view using the view selector or by right-clicking the StationProxy extension and
selecting VViewsiews > StatStation Job Listion Job List or by selecting it from the extension’s view selector.

Figure 107. Provisioning Station Director is default view on StationProxy extension
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Step table
This main area of the StatStation Job Listion Job List view shows a row for each step that has been executed against the
station. No record is available for a step’s execution unless it has started. For this reason, the following steps
do not appear in this view:

• steps for jobs not yet started.

• steps for jobs that are running, but are still running prior steps.

• steps that come after any earlier steps (for any station) that were canceled.

• steps that would have executed after another step, but the other step failed for this station.

Because of this, the StatStation Job Listion Job List is not the appropriate view to use to find the answer for questions like,
“Why did the backup scheduled for Tuesday on this station not run?” For this type of information, look in the
Niagara Network Job ListNiagara Network Job List of the ProvisioningNwExt.

The step table includes columns for various data. You can do any of the following within the table:

• To view any step’s Step Log File VStep Log File Viewiew, which is the same as using the Step DetailsStep Details button at the bottom of
the view, click the “>>” (Details) button to the right of the status

• To view the Job LogJob Log for any job, double-click any step row. The Job Log lists a series of messages about
the step. This is the same as using the VView Logiew Log button at the bottom of the view.

• Right-click a step for a popup menu, providing the same functions as those provided by the buttons at
bottom of view.

Figure 108. Station Job List is available view on StationProxy extension
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Column Value Description

Job Step element Identifies the type of
provisioning step: Backup
Stations, File Copy, Install
Software, etc.

Start or Started date and time (read-only) Displays the date and time that
the system submitted the job to
the job queue.

End or Ended [step] date and time Displays the date and time when
the step stopped running. This
property is blank if the job is still
running.

Status or State read-only text: Displays the current or final state
of the job. The first three states
appear on the Device Network JobDevice Network Job
view.

• Unknown —the job is
pending execution.

• Running — the job is
executing.

• Canceling — request to
cancel the job was sent, but
has not been processed yet,
and the job is still executing.

• Success — job finished
successfully, with all steps
completed for all stations.

• Canceled — job was
canceled before it
completed, and is no longer
running.

• Failed — at least one step
failed in one station; job is
no longer running.

Each row in the table ends with a
details button (>>) and a dispose
button (X) . Clicking this button
changes the view to the NiagaraNiagara
Network JobNetwork Job view or the Batch JobBatch Job
Step Log FileStep Log File view, which shows all
logged messages that are related
to this single job.

The overall status for the job in
other stations, may be different).
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Buttons
Button Value Description

View Log button enabled when a job row is
selected

Opens a popup Job LogJob Log window
that displays the messages
output by the selected job or
step.

Step Detail button always available Switches the view to the Batch JobBatch Job
Step Log File VStep Log File Viewiew.

Job Summary button always enabled Changes to the Batch Job Log File VBatch Job Log File Viewiew
for the job that contains this step.

provisioningNiagara-StationSoftwareView
This displays the current state of the station’s software modules. It is the default view for the Software
provisioning extension.

The StatStation Softwarion Software Managere Manager closely resembles the SoftwarSoftware Managere Manager that is available with a direct platform
connection to a host. For more information about this view, refer to the Software Manager section in the
Niagara Platform Guide. Only elements that differ from that view are explained here.

When you access this view, the system takes a snapshot of the station’s current software configuration and
displays it as a table. Other differences from the SoftwarSoftware Managere Manager view in a direct platform connection are
summarized as follows:

• The SoftwarSoftware Managere Manager provides columns for Installed Version and Available Version. These identify the
version of each module installed on the station and available in Workbench. The StatStation Softwarion Software Ve Viewiew has
equivalent columns labeled Station Version and Supervisor Version.

• Instead of a CommitCommit button that starts the software installation by running it in Workbench, the StatStationion
SoftwarSoftware Ve Viewiew has an Execute JobExecute Job button. To submit the installation as a provisioning batch job in the

Figure 109. Station Software View is default view on Software provisioning extension
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Supervisor station, you click Execute JobExecute Job, which opens the Niagara Network Job VNiagara Network Job Viewiew.

provisioningNiagara-SupervisorLicenseManager
This view provides management access to the Supervisor’s local license database, which is located under its
!licenses/db subdirectory. The Supervisor License ManagerSupervisor License Manager is an available view on the Licenses slot of the
ProvisioningNwExt under the NiagaraNetworkNiagaraNetwork. To access this view, double-click the Licenses slot.

The Supervisor’s local license database is the structured organization of “host ID-named” sub-folders under the
Supervisor’s !/licenses folder that contain license files. As in the equivalent Workbench License ManagerLicense Manager
view, this view provides a two-pane window into all the license files and parent host ID folders, where the:

• Left pane provides tree navigation, where you can expand folders and click (to select) license files.

• Right pane shows the text contents of any selected license file.

Buttons at the bottom of this view provide a way to manage the contents of the Supervisor’s local license
database.

Button Value Description

Import File always enabled Adds license file(s) fro a local licence
file or license archive (.lar) file.

Export File always enabled Allows you to save all licenses (or any
selected licenses) locally as a license
archive file.

Delete enabled when a row is selected Allows you to remove licenses from
the Supervisor’s local license
database.

Synchronize enabled if you have Internet
connectivity

Allows you to update all licenses (or
any selected licenses) in the
Supervisor’s local license database

Figure 110. Supervisor License Manager view is available view on ProvisioningNwExt’s License slot
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Button Value Description

with the most current versions on the
online licensing server.

For more details and related
information, refer to the Niagara

Platform Guide.

provisioningNiagara-SupervisorSoftwareManager
This view lists all components found in the !sw directory on the Supervisor PC that may be installed in a
station. You access this view by double-clicking the Software container under the ProvisioningNwExt extension.

When the SoftwareService starts (at station startup), it starts a thread that scans the software registry and
populates this container. The SoftwarSoftwaree container includes software files added to the registry after the initial
scan.

Direct children of the Software container are summary objects for named, typed software files (for example, file
type module named “baja”). For each summary object, there is a specification object (InstallableSpec
components) for each version in the registry.

Apart from these summary children, the Software container has but a single frozen property: loaded, a
boolean slot that indicates if the startup thread has finished scanning the registry (by default, this property is
hidden). Your key interface to the Software container is this default view.

Software tree

The left pane of the Supervisor SoftwarSupervisor Software Managere Manager shows all child module and distribution file nodes,
where each root node represents a software file’s name, and its children represent the versions of the software

Figure 111. Supervisor Software Manager is default view of Software container
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file in the registry.

You can drop a module or distribution file from Workbench’s Nav tree into this software tree. If the file you
drop is an acceptable file (that is readable and correctly formatted), its version is checked against the software
database of the Supervisor. If not a duplicate, the file is transferred to the Supervisor for registry in the
Supervisor’s software database.

Details pane
This right pane of the Supervisor SoftwarSupervisor Software Managere Manager shows details about any version node selected in the
software tree.

Information Description

File Displays the name of the module .jar.

Size Displays the file size in thousand bytes.

Module
Name

Displays the logical name of the module.

Description Briefly identifies what the module does.

Version Displays the software version number

Status Indicates the state of the module as follows:

Out of Date identifies a module that is older than the one available in the Supervisor’s software
database.

Not Installed identifies a module that is available in the Supervisor’s software database, but
has not been installed on the platform.

Signature Warning indicates a self-signed certificate is being used. These certificates encrypt
transmitted data, but cannot validate a server.

Up to Date identifies modules that have the same version or possibly a newer version) than that
in the Supervisor’s software database.

Buttons

• Sync WSync Workbenchorkbench updates the Supervisor station’s software database to include all the files that can be
installed from the software installation’s database (under the !sw directory).

• Add FileAdd File adds a software module or distribution file manually using a standard File ChooserFile Chooser window.

• Check StatCheck Stationsions reports the status of an individual module in each station. This component enables this
button when you select a software node in the software tree.

Check stations list
Clicking the Check StatCheck Stationsions button at the bottom of the Supervisor SoftwarSupervisor Software Managere Manager window opens the
check stations list.
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The window shows one row for each NiagaraStatNiagaraStationion. The last column in the table shows the status of the
platform snapshot for each station.

Columns

Columns Description

Station The station identifier.

Snapshot Date The date the most recent state of
the station was captured.

Station version The version of the software in the
platform snapshot (viewable in its
SoftwarSoftwaree extension).

Status Up to Date indicates that the
station version is equal to or greater
than the software file in the
equivalent file in the Supervisor
stationOut of Date indicates that
the version of the file in the
Supervisor station is greater than the
version installed on the station’s
host.Not Installed indicates
that this file is not installed on the
station’s host.No Snapshot
indicates that no platform snapshot
has been taken for this station. There
is no basis for comparison. Click to
select the station row and click
Update SnapshotUpdate Snapshot.Bad Remote
file indicates that the version of
the module on the station’s host is
corrupt or otherwise unusable.

Figure 112. Example window for installable from Check Stations function
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Buttons

Buttons Description

Select Out of Date Causes the system to display the
information for only stations whose
software is not current.

Update Snapshot Captures the current state of the
software modules and stores it in the
Supervisor database

Create Job Creates a new provisioning job.

Cancel Closes the window.
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Chapter 10. Troubleshooting
Use these notes to resolve provisioning problems.

Provisioning steps fail when applied to my remote device.

Check to be sure the remote station is not using default credentials/passphrase. In Niagara 4.7 and later,
provisioning no longer runs most job steps against a remote station if default platform credentials or a default
system passphrase are detected on the station. Only those provisioning steps that alter default platform
credentials or default system passphrase will run.

The Supervisor station’s ProvisioningNwExt (under its NiagaraNetwork) and all provisioning-related
extensions for NiagaraStations under its NiagaraNetwork have a fault status.

A license for the provisioningNiagara feature is missing or expired. Only a Supervisor can be (or needs to be)
licensed for provisioningNiagara.

I attempted to drag the BatchJobService folder to my station Config container and got the message, “The
following missing modules are required for root targets to be transefeerd: ‘batchJob’.”

Your Supervisor station is not licensed for provisioning.

When comparing the module databases on my Supervisor with those on each host station one of the
station module files appears to be corrupted.

Back up the station data, commission the station again, and restore the backup.

I clicked the Hyperlink button on the Alarm Console in an attempt to view the details of a provisioning
alert and got the message, “Cannot Display Page.” What is going on?

You or someone else disposed of the related provisioning job before it was acknowledged. Disposing of a job
removes the batch job log (*.bll) file and all batch job step log (*.bisl) files associated with the
provisioning job. Provisioning alarms should be acknowledged before disposing of them.

Why the Start Backup action is NOT recommended
The Start Backup action works well for systems with only a few controllers. As controllers multiply, there is a
better way to back up all stations.

In a large system with many controllers connected to a single Supervisor, invoking the action to backup all
stations (or equivalent steps listed) creates a provisioning job that can take an excessive amount of time to
complete and can put an undue load on the system, especially if an administrator invokes it at a peak time.
Finally, unlike a provisioning job from a NiagaraNetworkJobPrNiagaraNetworkJobPrototypeototype, which is the preferred backup method,
the accumulated backup .dist files remain stored on the Supervisor until manually deleted. These files are not
controlled by job retention policies. Without manual intervention, over a long period of time this could lead to
a disk-full condition on a Supervisor.

For a large enterprise system where a Supervisor has many controllers, backing up is better accomplished by
adding multiple NiagaraNetworkJobPrNiagaraNetworkJobPrototypeototype components in the Supervisor’s station. You copy the
components from the prprovisioningNiagaraovisioningNiagara palette. Then you can configure each one for a custom backup job,
selecting some of the system’s host stations in each component.

To run each backup job at some periodic interval, perhaps at an off-hours time, you could add and link to a
standard TTriggerScheduleriggerSchedule component (also available on the provisioningNiagara palette). You set up
multiple TTriggerSchedulesriggerSchedules, one configured slightly differently for each linked NiagaraNetworkJobPrNiagaraNetworkJobPrototypeototype.
Using this method, you could constructively stage multiple backups in sequence—say 10 minutes apart from
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one another.

Additionally, each NiagaraNetworkJobPrNiagaraNetworkJobPrototypeototype component has job retention policies, which you can
configure via its PrPrototype Job Listototype Job List view. You can (and should) configure them to provide automatic disposal of
older saved backup .dist files, based on age or some number of earlier saved backup .dist files. For an example
procedure including NiagaraNetworkJobPrNiagaraNetworkJobPrototypesototypes, see “Prototype jobs” in Chapter 3.
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Chapter 11. Glossary
The following glossary entries relate specifically to the topics that are included as part of this document.

To find more glossary terms and definitions refer to glossaries in other individual documents.

Alphabetical listing

batch job
A station job that is managed (sent to the station’s job service) by the station’s BatchJobService. Provisioning
functions using batch jobs.

job prototype
Refers to the NiagaraNetworkJobPrNiagaraNetworkJobPrototypeototype component found in the prprovisioningNiagaraovisioningNiagara palette. This
persisted component defines a provisioning job by containing one or more processing steps to be performed
on a given list of host stations. To set up the regular performance of a task, such as backing up multiple
stations, you drag this container to the wire sheet and connect the out slot (TTriggerrigger slot) of a standard
TTriggerScheduleriggerSchedule to the component’s Submit JobSubmit Job action.

job
The mechanism used to manage a task that a station performs. Jobs run asynchronously in the background
while providing user visibility regarding what is going on in the station. See also, provisioning job.

platform snapshot
A list of installed software on a remote host that is running a station. When you access the Software extension
under a NiagaraStatNiagaraStationion component, the system builds or updates this list. Provisioning uses this list when
performing queries and installing software.

provisioning
Automating the tasks required to maintain host controllers in a station’s NiagaraNetworkNiagaraNetwork. For the most part,
these are platform tasks—that is, they would otherwise done using Workbench and an individual platform
connection directly to a remote host.

Using a provisioning robot you can run custom program code in the station running on each host. The stations’
ProgramServices run the custom code. The Supervisor station performs all these tasks, modeled in the
Supervisor station as provisioning jobs.

Outside of provisioning, you must perform similar tasks manually using full Workbench.

provisioning job
A sequence of steps to perform on one or more host stations. The steps provide a way to perform the same
task on multiple stations, such as update licenses, back up, install software, copy files, etc.

software registry
The catalog of available software files, such as modules (.jars) or distribution files (.dists), that are located under
the Supervisor’s !sw directory and can be installed in a remote host.
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