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About station security
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%TLKNBIC = 2AEP?=PA
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IHHKSA@ DKOPO I=J=CAIAJP
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50ANO
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3APBJC QL = QOAN O L=O@SKN
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Chapter 5.  Authorization management
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2KHAO =J@ LANIEOOEKJO
|@@EJC KHAO =J@ LANIEOOEKJO
I@@EJC = ?KILKIAIP
%@BJC KHAO =J@ LANIEOOEKJO
IOOECJEJBINAO PK QOANO
#KJI'NIEJC =??A00 OA?QNEPU
2AREASEJC LANIEOOEKJO
1J?A0OPKN LANIEOOEKJO
&EHA LANIEOOEKJO
(EOPKNU LANIEOOEKJO
#KILKJAJP LANIEOOEKJKBNHAODKKE
Chapter 6.  Components, views and windows
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3=IH 8IH $A?NULPAN O=IH%J?NEKUIR=IH8IH$A?NULPAN
3=IH 8IH %J?NULPAN O=IH%J?EKILB=IH8IH%J?NULPAN
OHQCEJO REASO
3AOOEKK&AJ -=J=CAN &€AS OECJEJC3ANRE?A 3AGERI4=J=CAN
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#ANE ?=PA 0=N=IAPAN LH=P#NULPE24&RR0=N=IAPAN
#KIIKJ =IA 4 AILH=PA LH=P#NULPK #KIIKJ.=IA4 AILH=PA
#ERHA /B JIQOP ®&@XN O=IH 2HN/BANQOPHHN
#=PACKNU K$OAN S>@M #=PACKNKBRAN
#=PACKNU -=J=CAN S>BIR #=PACKNU-=J=CAN
S>QMEH #=PACKNU3DAAP
S>QMEH 0ANIEOOEKISOAN
2KHA -=J=CAN S>@M 2KHA-=J=CAN
7 EJ@KSO
#ANE ?=PA 3ECJEJC SEJ@KS
#ANE ?=PA %TLKNP SEJ@KSO
'AJAN=PA 3AH3ECIA@ #ANP-PA SEJ@KS
AS ?=PACKNU SEJ@KSO
AS %@EPKHAO SEJ@KS
OH=PBKNI @AJE?=4FKJI SEJ@KS
OH=PBKNI #KJJA?P
OH=PBKNI 4,3 OARIEO
OANIEOOEKJO I=L
3AO0O0EKJ )JBK SEJ@KS
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3P=EKJ #KJJA?P SEJ@KS
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I>KQP DEO CQE@A
4DEO PKLE? ?KJP=EJO EILKNP=JP ERRKMNIKPPR LQNLKOA ?KJPAJP ?KJPATP =J@ EJPAJEMIEARXEIFO
@K?QIAJP

Product Documentation

ADEO @K?QIAJP EO L=NPAKB=N-PA?DIE?=H @K?QIAERIESPN=NU 2AHA=0A@ RANCECNLBKBPSAN
EJ?HQ@A = ?KILHAPAARERJ KB PA?DJE?=H EJEHNIEBRP EOKRE@A@ EJ>>KPHJA DAHL =J@ 0$& BKNI=P 4DA
EJBKNIZEKJI EJEO @K?QIAJP EO SNEPPAJ LNEI=NEHU BKN 3UOPAIK)IFAE RBRHKOP 4 BIA EJBKNIERJ

EJ PEO >KKQANDANO ODKQH@ D=RA OKIA PN=EAREEKKQN ANLANEAJTA BEP=N-OKBPSAN=-0O SAH#i=0
ATLANEAJ?A SKNGEJOB#ER JAPSKNG ?KHXHHANO

Document Content
4DEO @K?QIAJPHBRE@AO CQE@=J?A =J@ >AGPADIEPROECIA@ PK DAHL UKQAKIIACRBNIP=EJ OARQN
OPHKJO SDEHA P=GEJC =@R=JBAXKR POIE-P EJPANJAP ?KJEREPBKRO

$K?QIAIP ?D=JCA HKC

4DEO HKKRE@ADP@=PHEO @K?QIAIP SAMHN=0A@ =E@RO =JU OQ>0AMQAIP @K?QIAIJP QL:@=P#RAP
K22QM@
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\ 5L@=PA@ '@@C =J@WKREJC QOANGIBNC "HA EJ 3A?QM ?KIIQJE?=PEKJ ?D=LPAN

$A?AI>AN
\ 1@@A@ %J?NULPA@ D=ODA@ L@QOBKDNE? PK 3ARQKIIQIE?=PEKJ ?D=LPAN =0O.KBC=N=
\ 1@@A@ 3AEBC QL 0+) =@AJE?=EKJ PKLE? PK 50ANBARE?=HEKJ ?D=LPAN =0.EBC=N=

\ 1@@A@ 0+) !IQBAJE?=EKJI 3?DAIA ?HAIP#ANP!RPR+)!QPDAJIE?=IEKJI3?DAIA #! #KJ'CQN=P EKJ
?IEAIP#ANPIRQEBI#KI CON=FEKJ =J@ #=#ANP U@ #NH @NERANP!IJ@#NH ?KILKJAJP PKLE?O =0 KB
.E=C=N=

\ 1@@A@ &KT/RAN A>3K?GAP ?KJJARR] ?D=LPAN =0O.EBC=N=
\ 1@@A@ )ILKNBIC EJ?KILHAPA ?BIRRPA EJPK 50AN +AUSBRPKINKBE=C=N=
5L@=PA@ 3PERJ!QPK KCKB PKLE? PK EJ?HQARAFOKHQPA ,KCEBB6J=>HAK) PEKJ =O KB=C=N=

@@A@ %J?NULPA@ D=ODA@ L@ODSKNAN =0 KIB=C=N=

@@A@ "KC &EHABRIEKI PKKPKLE? =0 KB=C=N=

@@A@ '@BIC =J@ANKREJC QOANRIBMNKC 'HA PKLE? =0 KB=C=N=
I@@A@ 2ARARNIEZ OFERJ BKN ?KIL-E>ERU PKLE? =QHHEC=N=

IQCQOP
\ [@@A@ 3AEBC QL 0+) =@AJE?3EK] ?D=LPARHEAJP#ANP!QPR+)!IQPDAJE?ZFEKI3?DAIA
?HEAJP#ANPIRDRI#KI CON=FEKJ =J@ @NERANANP!J@#NRKILKIJAIP PKLE?O =0 KB=C=N=

\ |@@A@ ORKDEVEIBP EJBKNER] PK ZOH=PBKNI BAREPA -=J=CAIAJP LH=P#NULPK
#ANP-=J=CAN3ANRE?A [ PKLE? H>GBN=

\ 1@@A@ JAS PKLE? Z%TLKERIPHIARP=PA EJ 0+#3 &KNI=P[ PKIPA Z50AN |@AJE?=4EKJ[ ?D=LPAN =0
KB.E=C=N=

—_— = -

_:U
\ 5L@=PA@ Z3!-, \QPDAJE?=PKJ 3?DAIA O=IH 3!-,!IQP DAJE?=ZEKJI3?DAIA [ PK EJ?HQ@A R2AMQAOPA@
IQPDAJE?=EKJ #KIL=NEOKJ -K@A[ LKLANPU =0 EBC=N=

\ 5L@=PA@ 4,3 3APFCO EJ Z#KJ CQNEJC GARIGNPBKNI ?KIIQIE?-HKJI[ EJBKNIEHKJI PKAYA?P1#%
MMQEMJIPO
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\ 5L@=PA@ Z3A&BE QL 'KKCHA |QPAJE?=EKJI[ PKLE? PK EJ?HQ@A EIBKN{IR40 ?K@A

\ |@@A@ /40 ?K@A EJBKNEKR SDAJ QOEJC 'KKCHA DRBIE?=FKJI PK Z50AN BARE?=FKJ
PKQ>HAODKKE[ PKLE?

\ 1@@A@ JAS PKLE? Z3!-, 0=00SEN>=0A@ !QRJIE?=EKJI[ PKIPA Z50AN |@AJE?=EKJ[ ?D=LPAN

\ 1@@A@ JAS IKNLANPU Z2AMQAOPAQATI?=PKJ WLA[ EJ BA Z3!-, IQP DAJE?=EKJ 3?DAIA[ PKLE? PROR
Z #KILKJAJPO[ ?D=LPAN

\ 5L@=PA@ CQE@A >=0A@ KJ CAJAN=HARREABIEPU N
\ 1@@A@ JAS PKLE? Z#D=JCEJC QOAN LESii Z50AN |@AJE?=EKJI[ ?D=LPAN
\ |@@A@ Z$EOLH=UEITDN>HA OPKPO KJ 3A?QNEPU $=0O@PRKNE? =0 KB=C=N=

*QJA
\ 1@@A@ Z%I=EH MIE?=PKN[ KERJO PK Z3A?QNEJC AlI=EHO[ ?D=LPAR=82XB
\ |@Q@A@#% MBANI?A

\ |{@@A@ ZJOO 3A?QNEPUS$=@BAREPA%TP[ ZJOO 2A=?D=>HK3PAPQNEPUS$=0O@¥P[ =J@ ZJOO
3A?QNEPU$=0D&X$HP=)ILKNP[ ?KILKJAJP PKLE?0O

\ 5L@=PA@ Z3A?QNEPU $=C@HRANREAS[ KJ ?ANP-PA @=P=

\ )J Z0H=PBKNI 4,3 OABERO[ =@@A@ @AP=EHO =>KQP QL@ERARBAZBANP Z#ARP?=PA 0=00S&N-J@
Z50A 'HK>=H #ANP=PA 0=OOS#NNKLANPU

\ ) Z#NA=IEJC = OANRANEANPA[ =@ @A@ @AP=EHMA-QIEMQA LNER=PA GAU L@COIEKNHK>=H
?ANP ?=PA L=OOS&N

\ |@@A@ ZAREIC = #BAIP #ANP=PA BKN 3UOHKC ?KJEIQNIPRLE? PK 3AAGKIIQJE?=PEKJ ?D=LPAN
\ 2AIKRA@ OKIA ?KILKJAJP PKLE?@#P =AILMOAJP EDR .$)" .,. 1$# $",
\ |@@A@ JAS PKLE? Z(4-, #ANP ?=PA 5T -=JCAIAJP 6EAS[ PKIPA ZOHQCEJO[ ?D=LPAN

[?PK>AN

\ [@@A@ KNANPU @AOERKEILIPK A>3ANRE?KILKJAJP Hitps Min Protocol LNKLANPLAR=IgEJC =@HRKJ
KB 4,3R KLPEKJ

-=U

\ 1@@A@ 3=IA 3EPAKINANPU EJ SA>A>3ANRE?A ?KILKJAJP PKLE?

ILNEH
\ )J PKLE? Z3A?QNEPU >AOEPABRPPD=JCA@AFLAC "HAO PK LJC

*=JQ=NU

\  2ALH=?A@R 3?NAJ ?=LPQN\KB Z’AJAN=PA 3BHECIA@ #ANP-PA SEJ@KS[ =)@ =@ @A@AU QO=CA
5L@=PA@R Z3A?QNEPU $=O0@KA:=PQRI@ ZJOO 3A?QNEPU$=0BEKAS|] PKLE?0 SERD @A@ @AP=EHO
KJ FDA3UOPAI EEASBA=P@N

/?PK>AN

\ 5L@=PA@ PK EJ?HQ@A @AP=EHEANP>€RA OECJIEJC QORICKNG>AJ?BANE ?=PA 3ECJEJC RBEHA
3AHAEKJ PKKH =R=EH=+E#CEN= =)@ H=PAN

*QHU

\ I@@A@ = JAS ?KILKJAJP (PPL (A=@ANKRE@ANO EJ SA>3ANRE?A PKLE?

*QJA
\ l@@A@DA PKLE? ZB1JAN=EPH I=J=CAIAJP PKKHO[

ILNEH
\ -EJKN A@P PIOR PKLE? ZAHIEJ=NU OPALO[EA PAHKJI KJ OARFC QL 3!-, ) @0 3ANRE?A
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ILNEH

\ |@@A@DA LK?A@Q@NZ)JOPHHC = OFER] ?KLU KJ = EBANIP LH=PBKNI[ 'HOK BB @ PO @K?QIAJP BKN
?KIJOEOPAJ?U =J@ ?H=NEPU

-=N?D

\ 1@@A@DA LK?A@®@NZ3APRPIC QL =H=NIEJC BKNE?ANPA ATLERKH EJBPA Z3A?@N\?KIIQJE?=PEKJ[
?D=LPAMNOK =@ @ ABABKHKSEJC ?KILKJAIP PKLE?O PK OQLLKNR RAHL JOO %TLENU!H=NI%TP =J@ JOO
#ANE ?=PA)JBK

*=JQ=NU

5L@=PA@ BENC=N=

\ 1@@A@ JAS ?KIPAJP KIAP3!-, ) @0 SANRE?A EDRA Z3EJCHA 3ECJ /J[ OERB =J@ EDR Z#KILKIJAIPO[
OAZBKJ

\ THOK ALH=?A@BKAI?AO PK Z=LLHAP[ =J@AZBP=NP[ SBEZ7 A> ,=QJ?DAN[

\ )J A PKLE? Z3A?QNERORKIO[ =@@A@ = EXIBKPA =HBRNP?QOPKIANO RARNE?P =??A06 PK =H
?KILQPANO @ARE?AO "AH@ >QOAO ?KILKIAJHB-FARI=CA DAEN >QEHAK@AH

\ 1@@A@ OAMI KJ BA #ANP ?=PA EV-@ LH=PBKNI PKKH

3ALPAI>AN
\ JJ#D=LPAN =@@A@ ?KIPAJP KJ QD¥=4ANE ?=PA EV-@

*QHU
-=JU ?D=JCAO BIKQCDKQP PK OQLLRRFERC=N= MHA=OA EJZEIQ®A BKHKSEJC ARO

\ )JJ#D=LPAN =@@A@ = BKIKJ BA Z3A?QNEPU $=0OD@KA:PYN

\ )J#D=LPAN A@PA@ Z#KJ CQNEJC = QOANEBKR #ANP=PA |QPAJE?=4FKJ[ =J@ =@ @A@ = JAS
LNK?A@Q@NBKN Z%JEIT = GEKEGA IK@A QOEJEARNP ?ANP=PA =QRJIE?=EKJ[

\ )JJ#D=LPAN =@@A@ = JKPAIRKRAREASEJC LANIEOOEKKAGNAN

\ )JJ#D=LPAN =@@A@ = ?KILKJAIP PKLEDRIBOO 3A?QNEPU3ANRE?A[ =J@ REASIPKIHORJ P
3A?QNEPU$=0OD@XHNOK =@ @A@ EJBKEHIR->KQMR 3PHKJ ,EJG #KJ C LKLANPU PRARZJOO
3A?QNEPU3ANRE?A[ ?KILKJAJP PKIHPA@®® ZS>QBH OANIEOOEKIEUNMN| PKLE? PK =@ @ EJEKNIKP
EILNKRAIAJPO PKDAOANIEOOEKJMIDAREAS

&A>NQ=NU

\ )JJ#D=LPAN ABPA@R ZIQMAJE?=4KJ 3?DAIAO[ PKLE? PK =@ @ EJHKNI¥XB BA #BAJP #ANP=PA
IQPDAJE?=EKJ 3?DAIA =J@MFA 'KKCHAIQPAJE?=PKI3?DAIA

\ JJ#D=LPAN =@@A@ PSKBERRXP SER-OOK?E=PAKPAR QI PA [[@IEJ SKNGaKS BKNEAIP ?ARP=PA
=QPAJE?THEKI[ =J@ Z50AN SKNGaKS BEAIPH ARP=PA =QRJE?=EKJ[

\ 1@@A@OAOA ?KILKJAJP PKLE?O PK #D=LPANEAIPHANP!RQRHEAIP#ANPP=PAIQPAJE?=EKJI3?DAIA[
=J@ ZC=@PKKCHAIQDAJE?=EKJI3?DAIA[

.KRAI>AN

\' %@PA@R ?KILKIAIP PKLE? ZO=IH 3!-,/PPNE>QPA-=LLAN[ PK =@ @ EJBE{NI+B = APAIP ?KJ CQNERJ]
?D=JCA PK D=HA IQFELHA R=HQ¥RNJA@XBRNDA )@0 BKNALKPKPULA.=IA =PPNE>QPA

\' %@PA@R ?KILKIAIP PKLE? ZO=IH 3!-,/QPDAJE?=FKJI3?DAIA[ PK =@ @ EJBKEKIPKJ 3!-, IAP=@=P=
52, SDE?D ?=J =QPKI=B?+U CAJAN=PRARPERJ O 3!-, IAP=@=P= 8-,

\ l@@A@DA ?KILKIAJP PKLE? ZO=IH 3=IH8IH$A?NULPAN[ SDE?D UKQ ?=J =@@ PK =
31-,IQP  DAJE?=HFKJI3?DAIA PK ?KJ CQ@N= ?7ANP ?=PA BKN @ATRKILP

\ %@PA@ ?KILKJAJP PKLE?O ZEHGRPACKNKBRAN[ =J@ ZS>6R #=PACKNU3DAAP[ PK = @@ JKPA KJ
>AD=REKN JAS.E3C=N=

\ -EJKN ?D=JCAO BORLK?A@@NZ#QOPKIEVEJC 3!-, =PPNE>QPA I=LLEJC
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IQCQOP

\ #KNN?EKJ PK OLA?E’A@ 30 IAP=@=P-ABINIEOEPAO BKN Z#KJ CRQABUICIQP DAJE?=FKJ 3?DAIA[
LNC?A@@N

_:U

\ 1@@A@ = ?=E}R NC=IEEJC CEREJC =@IEJ SNEPA LANIEOOBKAIZKXKABANRE? ADABHKHSEJC PKLE?O
2KHAO =J@ LANIEOOEKJO[ Z2KHA 3ANRE?A[ =J@ Z2KHA -=J=CAN]

-=N?D

\' )J A Z3EJCHA 3ECJ J[ =J@ Z#KILKJAJPO[ OBRPO =@ @A@ EJBEKIJH4R BA >=F= 50ANOPKPULA SDE?D
EOAMQREI®D BKN 3!-, =QBAJE?4KI =HOK =@ @A R?A@@NZ#M=EJC = 50AN KRKPULA BKN 3!-,
—QPAJE?=EK][

&A>NQ=NU

\ %@PA@R LN?A@Q@N#KJ CQNEJR 3!-, IQP  DAJE?=EKJ O?DAIA [ PK =@ @ EJBKEHIAKJ AMQEI®
31, 30 IAP=@=P= P D=P IQOP >A OD@& SEPPA 3I-, )@0 %TL=J@A@ KJ EJBKEKPLNRE@A@ B4 P
ZO=IH 3!-,IPPNE>QPA-=LLAN[ ?KILKJAJP PKLE? =)@ =@ @A@2A@@NBKN Z#QOPKIEVEJC 3!-, =PPNE>QPA
I=LLEJCO[

*=JQ=NU

\ #D=JCA@IPA PKLEERA Z!QPK ,KCIBBPK Z3PHKJ |QPK ,KCKH =J@ ?H=NE ' A@@KR BKQCDKQP 'HOK
A@EPA@KINANPU @ AOBKEITPBKN |QPK ,KBKBAERCO EDR Z>=F= 50AN3ANRE?A[ ?KILKJAJP PKLE?

.KRAI>AN

\ )J DA PKLE? ZI>KQP RGPOA?QNEPU] QJ@BKNBEIR] [=J=CAIAIJP HEOP EPAI @AHAPA@ = JKPA
@O?Q0O0EJC QJOQLLKNPA@ P=CCA@ ?=PACKNEAO

/?PK>AN

\ )J FDA 50AN |QPAJE?=EK] ?D=LPANEEPA@R Z!QAJE?=EKJ 3?DAIAO[ PKLE? =@ @B&BEJCHA 3ECJ
N[=J@ Z!QPK ,KCKBB[ PKLE?O =J@ =@ @A@AIKPA@QRAID Z#KJ CQNEJOR3!-, IQP DAJE?=EKJ
3?DAIA[=J@ Z,KCCEJC EJ IEB3/[

\ )J DA #KILKJAJPO ?D=LPAND @ A@AR[O=IH 3!-,!PPNE>QPA-=LLAN[ =J@ ZO=IH
3-,!1QP  DAJE?Z4PKJI3?DAIA[ PKLE?O =J@QERA@AR Z>=F= 33/#KJ"CQN=EKJ[ =J@ Z>=F=50AN3ANRE?A[
PKLE?O

\' %@PA@R PKLE?O BARBA?QNAKIIQJIE?=P EKJ ?D=LPANSNERC Z#N=EJC = OANRANRANPA [ =@#dC
ZH#NA=IEJC = KKP #! 2ANE ?=PA =)@ ZANEJC = ?K@A OECJIEJE?ANTA [

\ |@@A@ ZBREOEKJEJC = FK> PKHESCREP=PA[ PKDA O=IA ?D=LPAN
\ |@@ACGABANI?AO PK ?K@A OECJEJE ?ARRORQCD PA ?D=LPAN
\ |@@AQ@ Z#ANP=PA %TLKNP SEJ@KS@MRKEKILKIAIPO REASO =J@ SEJ@KSO ?D=LPAN

3ALPAI>AN
\ |@@A@DA PKLE? Z7DAJ = ?ANP=PA ATLAD] PKPA Z#ANP ?=PA 3APQL[ ?D=LPAN
\ 5L@=PA@ IGHLHA PKLE?M@BIRANP ?=PA 3APQL[ ?D=LPAN PK EJ7BIQ@#A OECIEJCEANIPA

3ALPAI>AN
\ 5L@=PA@DR 7 A>3ANRE?AHIMNPU @AOBKELP] SA> A>3ANRE?A PKLE?

3ALPAI>AN
\ 5L@=PAO PKAEZ3ANRE?AHIMNEAO =J@ @AOENBDFEDR SA> 7 A>3ANRE?A ?KILKJAJP PKLE?

IQCQOP
4DA BKHKSEJEBP KB IKE?=EKJO ANEJ?HQ@AGEDRL@=PA

\ )J DA PKLE? >=F= 50AN3ANRE?A HA@*NO M P->KQP ZB#2P KBKNANPU ?D=JCAO KJ QOAN OAOOEKJ[

-=N?D



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A I>KQP BDEO CQE@A

\ )J DA PKLE? Z#KJ CQNEJC 3ATRNPBKNI #KIIQJE?EKI[ =J@ ZOH=PBKNI 4,3 3BBFE] IK@QE A@DA
@AO?NEKP BKN O0H=PBKNI 4,3 BXPBEJ@KS

\ #NA=PA@ JAS PKLEA¥3ANRE?A ?=?DA#KHPRJI@ADAP?D=LPAN #KILKJAJPO REASO =J@ SEJ@KSO

\' 2A0PKN® .APSKNG 50AN ?KJPAJP BKNIANHU BKQJ@ KJHU EJ HAC=7EK@ KIQ@ AIE@RPAEPP?KIPAJP
PK NaA?P QOAN OWKZEYHKJ BA=RQOIQLLKNP ?ANNU EE=C=N=

\ 1@@AQ@ >=F=IQRJIE?=EKI3ZANRE?A ?KILKIJAIJPOBXHKILKIAIPO OAEHK]
\ 2ARECA@APONRB=?A OAZIR] PKAYKRA ?KJPAJP SDE?D JKS I=GAO AP?D=LPARI>KQP OPHKJ OA?QNEPU [
\ )J DA 50AN |QPAJE?=EK] ?D=LPADL@=PA@ OARAN=H PKLE?0O PIOALIGARBHDA
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*QHU
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.KRAI>AN
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IQCQOP
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.E=C=N= 3P&KJ 3A?QNEPU 'QE@A I>KQP OPHKJ OA?QNEPU

Chapter 1. About station security

3A?QNEPU OP=NP®SERJ CQNEKJ =J@ IKJIEPKNEJC KB A=?BKIPFAPEJIRKHRAGIARP OAZQN
?KIIQJIE?=PEKJ OA?ANRI=EH OAZRRNOANARAIP-HO =J@ ?KJ CQNEJC ?KILKIJAIJPO ?=PACKNEATEAEBAN=N
=J@ KHAO PK CN=JP QOANO =??A0MRAIBUCKRA? K>FA?BAWPIAA@ PK @HREN FK>R ?DEARABYBERA
OA?QNEPU EP ECEABGAKIROABE =N= YD OA?QNEPU BXGRQ® ?KJ CANJKQN JAPSKNGLANHU +AUA=D
=P JAA@ ?KJ CQEKP BKN GBKPOA?QNEPU EJ?HQ@RAKIKXIHI=PEKJ OAPFCO QOANBRHRE?=EKJI =J@
=QBPKNEMER] I1=J=CAIAJP

\ L (S S LNKRE@AO
\ 3ANRAN E@RIPRANEEXP SDE?D ARAJPO |=J EJPA [E@@A =)@ OLKK' JC =PP=?BOAP QLR
@CEP=H EANPAMPP RANEBU OANRABPE@ID QOA#ANE ?=PA -=J=CAIREAS

\' $=P=AJ?NUBERJ BKTO DPPLO LH=RBENSDE?DARAIPO A=RAKI@NIC @QNEDAR?PQ=H PN=JOIEOOEKJ
KB @=P=KQ @A JAPA GAU OEVA QOA@ PK AJ?NULP @=P= PN=JOIEOOEK3 DA IKQEIP-PA

\ 3A?QNAI=EH ?KIIQJE?=EKJ & ?KJ CQN Al=EH OA?QNEPU UKQ&BIEEH3ANRE?A

\ -, L#)$ %Y LNKPA?PO =C=EJOP QIGEVA@ =??A00 >U AJCINEIIHY HEGER QOANO DQI=J KN
OP=EKJ ?=J HKC EJ QOEBGIG>AJ?EN = SA> >KSOANKQ QOARIQPDAIE?=FKI3ANREPA =72PR=P DR
=QPAJE?=FKJ O?DAIAMA OPERJ JAA@O =JBABOAN3ANRPK=00ECIP=QPAJE?=FKJ O?DAIA =J@
HKCEJR®AIP=HO PKEREB@Q=H QOANO DQI=J] RNNI®EHR KQ ?=) =@@ IGELHA O?DAIAO A=?D KB
SDE?D I=U >A QOA@ >UEBBNIP QOAN

\ LS4 390" ). EJRKHRABKHKSEJIC
\ $A JAO SDE?D ?KILKIJAIP OHKPO "HAO =J@ DECPKNBAENHA
\ $A"JAO SDE?D QOANO I=U IREDAI

\'" $A'JAO SD=P IK@ ?=EKJO QOANO I=U |=@&C=N=QOAKHA >=0A@ =??A00 RKIBRANQOANCA=N
=OOECJAKGHNMDMRP AI=LLA@ PK ?KILKJAJP LANIEOOEKJO

9KQ QOARH#=PACKNU3ANRERDAP QL ?KILKIJAIP ?=PACKNERQLONKB ?KILKJAJPODR2KHA3ANREFMA
=OOECJ LANIEOOEKJODAEDRN3ANRPKA=-OOEEHAO PK QOANO

NOTE: OH=PBKNI OA?QNEPU EO >BDARPELA KBBPO @K?QIAJP

3A?QNEPARNQPKJO

7DAPDAN UKQANNKPARIC =OOAPO EJ = OEJCHAC®KHED = BIANQHE OEPA =ERHEKJ OPERJ OA?QNEPU EO
?NE?=H 4DA LNE?PH EILHAIAJRER] KB = OAPQRIARE?A JAPSKAIEAD KJ >=0E? ?KIIKJ OAJOA

\ $K JKP ?KJJA?P =JU OBB @N?PU PIOR )JJPANJAP )B UKQ JANGPAN =??A00 QOA = 60. BNPQ=H ONER=PA
APSKNG OKHEBB SDANUKQN @ARE?AQMIRA?PA@ >ADEJGASHH >QPANKPAHU =??A00EKRANS0.
OKHERJ ODKQH@ EJ?KNLKN=PA 23! 2ERAQRIDHHEINPSK B=?PKN B@BE?=4FKJ

\ $K JKP ODAN=??KQJIPO !'HS=UO HKC EJ =0 BKQNOAH

\ $K JKP ?W=PA = 2AEP=PA =J@ GAU L=EN KJ = HK?=H ?KILQPAN =)@ @XSIANPE-PA EJPBASOAN
+AU 3PKAKB A=?DANKPA ?KJPKHARL=?D DKORMRQE® EPO KSJ QIEMQA7AWA LQER =J@ LNER=PA GAUO
SDE?D ODKQH@ >A CAJAN=FA&?KUFRHAN =J@ ODKQRE@®DA KIHWAIJIKIANHAN KN KJ =>=?GQL
IA@EQI iD=P EO LDUGEPHNPA?PA@N4JOIERRBC = ?2AEP=PA SBEEPO LNER=PA GAU ATDRANUFPOR
NEOG KB ?=BR@QNNEJC PN=JOIEOOEKJ

\ $K JKP ?KIIEOOEKJ =AKPA ?KJPKHHAN KRADADJIPANJAP )B EP >A?KIAO JA?AOOANUERPK N ?KIRINAN
LDUOEP#HHPN=RAHDRKHK?ERJ P=GAR ?KIANHAN BBRA JAPSKNG ?KJJA?P KON KRAN ?=>HA =J@
EILKNP PA >=?GA@ QL ORBN'DEHM®R +AU =J@NQOP 3RKN-A>=7?GA@ QL SEBA OPERJ BAU =AJKP
L=NP KB = OPKP?KLU

\' $K JKP IET OA?@N_H=PBKNIO BEPM=PBKNID=P sANJIKP OA?@IKJI MDA O=IA JAPSKNG H?KIJRHIANO =J@
3QLANREGMNEKJIO IQOP >A OARQN

\ $K JKP QOA BNEECJA@ EAREPAO )J =#! OECIJA@ BANPA DAIssued By LNKLANPU EO JBR P=IA =0
FDASubject
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\' $K JKP QOA @AB=HOOSID KN L=OO&Q-P ?=J >A A=OEHU CQAOOA@ >U =PP=?GBNRIBOA @
L=OOSKH&O BKN A=?DERIP &KN AT=ILHA QEBBARIP QOANJ=IAO =J@ L=O@BBBKN UKQN OUOPAI
L=OOSK& LH=PBKNARIAIP-HO =J@ ERIPANDAIP-HO )ILHAIAJP ®PC L=OOSK®RO =J@ ?D=JU2AP
BAMQAJIU 3PANJI@ QOA L=OOEKINOA7PN) OPNE?RKIRMNEJIC =??A00 PK "HA OUOPAIO

\' $K JKP MHU KJ =J .40 .APSKNG EIA ONKPK?KH OANRAR RKQ @K JKEN@MU ?KJIRN )B UK@ENC=N=
JAPSKNG @ALAJ@O KJ =J ATPANJ=H .40 OANBAIEBKKBR@=U =J@-+P OANRAN EO MEDA@ KN
OLKKBA@ UKBERC=N-OUOPAI I=U >A D=NIA@ &KN AT=ILHA HK?GO I=U >A PQNRIJKIGBRB-H=NI OUOPAI
@O=>HA@ )B UKQ QOA =J .40 OANRYODP >A =J EJPANJ=H OANRAOR.DUGHEP2KIRNA@ >U UKQN
PNQOPA@+INVHEKJ

\' "AS=NJA@ )B UK@NC=N-OUOPAI EO @ALAJ@AJIP KJ =J ATPANBANSBARRE?A =J@-EBRIPAN
OANRE?A EO ?KIERA@ KN OLKKBA@ =JU HKCE? EJ UKQD-OUTPHDAPPAILAN=PAMBKN DAEFC KN
?KKBJC KN =JU BRN LQNLKOA I=U >A D=NIA@

CAUTION: ONKPA?P =C=EJOP QUKREVA@ =??A0BGCRNEIE LDUOE?=H =??A@A PKIBQPANO =J@ @ARE?AO
=P 1=J=CA UKQN >QEH@K@AH 3AP QL QOARNAIR?=FKJ SEHPORNC L=0O0OSKRIO =J@ OARQKILKIAIPO

>U ?KIPRNHEJC LANIEOOEKJO &-PHEBNOANRPADAAPKIIAJ@A@ LM?=QPKJO ?KQH@ ATLKOA UKQN JAPSKNG
OUOPAIO PK QIBRREVA@ =??A00 =J@ P=ILANEJC

3A?QNEPU >AOP HYATP

%JOQNEJIDAFOA?QNEPU KB UKQN @ARE?A JAPSKNG EO ?NQ?E+HJRAIPHKOAMBKAIRENEO AOBAIRP UKQ
=HK?=PAQK@NRO =J@ @B&@PA PK EILHAIAJP BA >AOP LNEZAO

\ IHS=UO QLCN=@A UKQN LH=PBKNI EK@ PRRH=PAOP OKBASANOEKJ )JERHH =P?DAO =J@ OKBPS=N
QL@=PAO

\ ODUOE?=H OA?QNEPU EO ?N@?28+KILQRAN AMQELIAJP EJ = HK?&AGNA OQNA =P A=7?D OB¥B EO
KJHU =??A00E>HA BKNEFVA@ QOANO

\ ODUOEPHHLANPA?P SENEJC ARBNP =J QJ=QRNEVA@ LANGKILBRCCEJC EJ PK UKQN JAPSKNG

\ 50A @CEP=H EANPAO PK OAP@NP= PN=JOIEOOEKJ KRENKSEBENAOO ?KJJERBO )B UKQ IQOP ?KJJA?P
= DKOP OE¥B @N?PU PIOR LQ>ER )JJPANJAP 1=GA AQKQ ANQOEJC #! OECIA@ EANIPAO

\ )B UKQN ?KIL=JU EOERXP=0 EPO KSJ #! #ANP=PA |QPKNEPU UKKKPM! ?2ANE ?=PA IQOP >A OAL=N=PAHU
EJOREAM@ EJ A=?D BRFBOANMQOP 3RKN

\ ODUOEPHHINPA?FOA IA@QEQI QOQHM =53" PQI> @NERA UKQ QOA PK >=?G QL =J@ PN=JOLKNP ATLKNPA@
?ANP ?=PAO

\ )JOP+HHKSOANO QOEJC KJHU = PNQOPAEKEI®ENI 4DA LMCN=I UKQ QOA EJERPEHN L=NPU
?ANP ?=PAOKBK!O 4DAOA IQOP >A PNQOPIBWIRPANRP?=PAO

\ &KN DECD PREP=HPKIO AOLAMHFIDEHIOIR-P LKRE@A LEPH??A00 PK = ?KHAN JAPSKNG OA?QN
JE=C=N=8EP = OAL=N=PA TANPPA BN\° D=P QOA@ BKN RKTBANRE2A@7 A>3ANRE?A

\ "=?G QL A=?D OMERI NCQH=NHU %I>A@@A@ OUOPAIO*@%?DKIPKHANO SNEPAPEIBKNER PK =
NKHEJC >(@EANMK =RKE@ HKOEJC EKFGRE® PN=EBQH=NHU ATLKNEPQED PKNEABDRKINR E GHNEKJI

3A?QNEPU $=OD&KRANREAS

)J .E=C=N=FDA 3A?QNEPU $=0OD@KBA-RPQNKRE@AO BKN =@IEJ -DENKFDRNEVA@ QOAN@B ABIK REAS KB
DA OA?QNEPU ?KJ EBNKB UKQN BRIRIDECHKSO UKQ PK A=OEHU IKIZEPRINTYNEPU ?KJ GBNER 1=JU
OP=HKJ OANRE?AO =J@HEB@AI® OA?QNEPU ?KEROQNAPGIAOOAQ B4 PPERJ

CAUTION: 4DA3A?QNEPU $=OD@&K&S=U JKP @OLH=U ARANU LKOOE>HA OAEQGIERG@UNPHQH@ JKP >A
?KIOE@¥@ =0 = CQ=N=JPBPPARANMIIC EO ?KJ G@OA?NU )J L=EPQHENEN L=NPU IK@QHAO I=U D=RA
OA?QNEPUEISRER-P @K JKRCEOPAN BK @=0D>KaN

4DA3A?QNEPU $=OD@RIMAS EOAR@ABFIREAS KDA OPERII3A?QNEPU3ANRE2AANPO UKQ PK OA?QNEPU
SA=GJAOOAO OQ?MAMBRHKSEJIC
\ LKKN L=OOSE&NORICHD OAFBCO

\ ATLEA@ OBHDECIA@ QJIK>P=EJACE@IRERP-PAO KN TARPPAO SERJ?KILHAPA ?D=EJ =CB<B=N=
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—HOK OAAS 1$)" $) *(+'. ,.$5 .-*) /$3 -#*,
\' QJAJ?NULPA@ PN=JOLKRR?2HHO E2@IC =AEO SDANA ?KJ ' CONEKJ ODKQH@ >AAKDA?@N
/P DANALKNPA@ @=P=EJ?HQ@A

\ OUOPAI DAEH

\ EJBKNIZEKJI KJ ?AEP?=PA QO=CA =J@ =OOK?E=PA@ OA?QNEPU S=NJEJCO BENAHA(DRR AN
AJ?NULPA@ BERQIEMQA L=OG&KN

\' JQI>AN KB =7BRA =??KQJPO
\ EJ=7BRA =??KQJPO
\ JQI>AN KB =??KQJPO BEFRQLARIOAN LANIEOOEKJO

/LP EKJ#HJ UKQ I=U OAPASystem =PPNE>QPABAIA?QNEPU $=OD@HERAIJOA BA=#BKrue 4DEO OERBE
AJ=>HAMR3UOPAI EASKB BA OPERJ B=P LKRE@AO OA?QNEPU @AP=EHO Bl ;=0 QEXKEIDA
.E=C=N=.APSKNG

4DA OQII=NU L=JA EJIPA QLLAN HABP ?KNJAMKEEAS OQII=NEVAIARBQI>AN =J@ PULA KB OA?QNEPU OP=PQO
IAOO=CAOIR-P A=?D OEXB OANRE?A CAJAN=PAO %=7?D DAIREAFPKRE@AO OA?QNEPU ?KBII@=P= BKN =
L=NE?QH=N OANREEHY PEO EJ?HQ@AO = BIERKHA OANRE?A KN PK = ?KILKIJAJFDERBKQ ?=J A=OEHU
?D=JCA = ?KJ'CQNERJ)J ?=0A0 SDANDAN EO JK ?KILKIAIP PIEHE PKDA L=JA LKRE@AO JK DUEABIH

Related r efer ence

3A?QNEPU3ANRE?A JOO 3A?QNEPU3ANRE?A
3A?QNEPU $=0OD#EK&MS JOO 3A?QNEPUS=CDEKASD

$EOLH=UEJGRD=>HA OBKPO KJ 3A?QNEPU $=0@>K=N

10 KB.E=C=N= = IQHFE BAN 3A?QNEPU $=0@>##80 UKQ PK =??A00 @+PPBERKJIO EDR.E=C=N=
APSKNG B=P =AJKP @N?PU ?KIJJA?PA@ BKIQLANRECKN ?=J >AAE?DA@ EHBEPIHU >U OB¥BO EJ EPO
.E=C=N=APSKNG )B AJ=>HA@ UKQ ?=J REAS =BEHIOR-TO=>HAKBI® DA3QLANREO&IKN AT=ILHA EB
3QLANREOKR ?KJJA?PA@ FBLANREOKSDE?D EPBAD ?KJJA?PA@ PK ERP=MDA @=0D>KaNEHBOLH=W=H
DA OPEIRJO ARAJER ANREOKID JKP BA?IPU ?KJJA?PA@ PKEXB=P

Prerequisites:
\ 'HH OPERJO =HKJIDAKQPA IQOP >A QLCN=@A@®—I<N= =J@ H=PAN AT?ALPEBXANID OF) SDE?D
?=J>A.E=C=N= =J@ H=PAN

NOTE: &KN OFERIO =HKIBARKQPAR=-P -AJKP QLCN=@A@ERIC=N= =J@ H=PRDAENKQPA SHEA
ECIKAD@
\ HH OPERJO IQOP D=RA =J AJ=>HA@ 3A?QNEPU 3ANRE?A

\ 4DA.E=C=N=APSKNG HAJP ?KJJAERJ ?A@AIP-HO IQOP D=RA =??A@ABAPQNEPU SANRERRAKI@
OP#HKJ

4DEO BA=REN QOABQH EJE EXN AJREMJIP SE® IQHELHBQLANREOKNJIJA?PA@ PK = OEJCHA I=EJ
3QLANREOKN

3PAL 4K AJ=>HADA |IQHE BEAN OUOPAI OA?QNEPU @2ObHKEEKI'C  3ANRE?A3A?QNEPU 3ANRE?A
=J@ BN P DAG6EAS 3AHA?RKBQ EJ DA QLLAN NECDP ?KRMM?BRLKLANPU ODAAP

3PAL  &KI P DAStation Link Config @KL @KSJ IAJQ OAHAMRsplay remote station dashboard
(directly connected and reachable stations)



I>KQP OPHKJ OA?QNEPU .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

10 = NAOGHBKNHIDPERIOIA BIG KJPA 3UOPAI 3A?QNEPU $=0[>KHHA=@ UKQIKMIKPA
OP=HKJIY 3A?QNEPU $=00@K=N

)B UKQ OAHB#Bplay local view of remote station dashboard BKN #OPERIJODA BIG KJ
FDA 3UOPAI 3A?QNEPU $=0@> BHNHA=@ UKQIFA?QNEPU $=0D@x%NPAJOEKJ RIAP
.E=C=N=-OP+HKJ KJ BASQLANREO&KN AJRENAJPO EJ SDE?DR OPERJO EDR.E=C=N=
APSKNG ?=J >AAN-?DA@ >R ?HAJP >QPR W=?D=>HA OBKPO ?=JJKP UKQ ?=J OABIs®@&y
remote station dashboard (directly connected and reachable stations) 4DEO SEH
?=QOADA BIG KJPA 3A?QNEPU $=OD@XRKIHA=@ UK(@RKIKPA OPHKJ BKNES?PHU
?KJJA?PA@ OBKBO =)@ $BHA=@ PR BA?QNEPU $=OD@KSARE?A % TPAJOEKABRDENHA

OP#XKJO
3PAL 3AP BAInclude Reachable Stations On System Dashboard PKtrue
4DA JATPHRA UKQ REABR 3A?QNEPU $=0D@KEM N=?D=>HA OPKPO SEHQPKI=F?+HU >A
EJ?HQ@A@

6QHJAN=EPH |=J=CAIAJP PKKHO

)J?M=0OEJCHU RQHJEREHEB-CAIAIP PKKHAEQDA@ PK CA-RKILQPANO JAPSKNGO =J@2HEKIO BKN
LKPAJE=H OA?QNERUDANQE=C=N= EJAM@Q?A@ = JQI>AN KB ?D=JCAO EJPAJQAKBRIE=B=N>=0A@
D=I®S=N LH=PBKNI PK =IKLINE=PAROINJI@ PIOR O?=JJEJC BHPAO SDEHA BIJHEJIC KLANRKR

4DAOA PKKHO ?=J ?=8€62=N+H=PBKNIO OQ?D H&% KN 1#% KNvo@CA PK>A?KIA
QJIMOLKJIOERA KNARKKP RE= =] %JCEJAPPD@KEMKQP 4DEO >AD=REKN EO JKP =??ALPBAFRNBRNHP
=LLHE?=EKJOD=PE=C=N-B=7ER=PAO

4DA LH=PBKNI @=AIKAGLKJ@O HIADA S=UO HBAPO?=JIJEJC BHPAO

\ Recognition of non- Niagara traf yc on the platform 4DA @=AIKJ M?KCJEVAO JKEB=C=N-PN=BKJ PDA
LH=PBKNI KRAN = LANEKEAKBPQPO @KEINP?’KIJA?EKJ EB JA?AOO0=NU =J@ S=EPQ\ERAPANEJAQ@
=IKQJP KB BIA >ABKA ?KJJA?BJC =C=EJ

4DA O?=JJAN I=UALKNP = @AJE=H KB OANRE?ABESG-PFIEO=>HATAPKIIQJE?=FEKJ IA?D=JEOI >U
SDE?DDA 0?=JJAN =PPAILPO EPOKEIARKIN 4DECBA2PO JKNI=H LH=PBKNI ?KIIQJERSPDKSARAMDA
LH=PBKNI =J@ @ETP?KIPIQA PK NQJ

\ Prioritization of inter nal vs. exter nal communication on the station .E=C=N4+.NEKEERO EJPANJ=H RO
ATPANJ=H 0O?=JJAN ?KIIQJEXPKJ BA OPERJ !J EJPAKR=EKJ BN= O?=JJAN I=U ?=Q0A =J %JCEJA
7 =P?D@KEHAKQP SDE?D OPKLO AGPMNNEARDPERIY7 A>3ANRE?A

4DA 0O?=JJAN I=UALKNPI*-P PA.E=C=N-EJOP=J?A =>NRUFOPKLLA@ ?KIIQJEEIR =J@ |I=U D=RA
AJ?KQIPA® = @AJE=H KB OANRE?A .IAHMIA> ?KIJAERJIO PIOR OPERJ =A=BA?PA@ DKSARBN
LH=PBKNI =J@ @ETP?KIPIQA PK NQJ

6QHJAN=EEH |=J=CAIAJP PKKHO 7KIBA PK ARKHRA RRANP =C=EJOREPO !0 = >AOP LNEZR PA 0?=JJEJC
KB >QEEI@ =QPKI=EKJ OUOPAIO ODKQH@ >A O?DA@QHA@ @BIREIC @ESEFCO K>OANRA@ @QNEJC @KSJ
FEIA =M\ FQOP =0 HBEER=0PKOAMNKNPA@ @QNEJC JKNI=H EKAN=P

)P 1=U >A LNQ@AJP PK SKN® 8 0?=JJEJC PKKHO PK ?K&€RN.LNKLNE=PA O?=J LNEKNEPU 4DA EJHAJOEPU SEP

SDE?D UKQ 0?=J KIQHEKJ IQHE?KAN B=EHKRA® QJ@=JP SA>OANRAN DEGAHLOHIAR-AOP ?DKE?A BKN
0?=JJEJC = OEJCHA ?KNPKIHAN KNIX¥AN AI>A@ @A@ @ARE?A

-=N?D



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A 3A?QN ?KIIQJE?=PEKJ

Chapter 2. Secure communication

I 0Q>HE? +AU )JBN=OPN@TRQDQLLKNPDA@OPNEIQP-J@ E@RAIZEKJ KB LQEPIAJ?NUER]I GAUO QOA@ PK

LNKPA?FOA AT?D=JCA KB @=P= KRAN JAPSKNGO DRRXIPANJAP 0+) RANEDXCEH®R APU KBARKBPAN L=NPU

=J@ AJ?K@ADA=?PQ=H @=P= PN=JOIEOOEEBURANEE}PLNRE@AO JKALIY @=PA@ =OOQN=J12B P

E@ABEPU KBROANRAN?NUIEKJI LKRE@AO ?KJ" @xPU @QNEJC JAPSKNG PN=JOIEOOEKJ 2AMQENEJC OECJA@

IK@QHAO AJAQNB=P KJHU ATLA?PA@ ?K@A NRA@BEDPAI

4K LNKRE@A OARQAPSKNG ?KIIQJE?HKJI QOEJC 0#=C=N=DQLLKNPO 4,3N4JOLKNP ,=UAN 3A?QNEPU RANOEKJO
=J@

NOTE: 4,3 RANOEKJO =J@ “ANOBHOQLLKNPA@ BKN >=@G@S2NL=E>ERU >QE@->HA@ >U @RABHINU
=M JK HKICARRKIIAJ@A@ =0 BAU =AJKP ?KIJIOE@ENOA?AQN

%=?DE=C=N-EJOR+HPKJ =QPKI=FP?+HU A¥PAO = @ABR-ZHE?=PA SDE?IHKIOIA ?KIJA?EKJ PK >A
AJ?NULPA@ ElIIARPAHU (KSARAMOA ?ARRP=PAO CAJAN=PA S=NJEJDA BEKEOAN =J@KNG>AJ?BI@ =N
CAJAN+HHJ) JKP OQEP=>HA BKN AJ@ SERND=#8 OECJEJC ?QOBREE=H EANIPAOHKSO = OA=IHAOO QOA KB
4,3 EJ DA >KSOAN-J@ LKRE@AO BKRI?NUIBEKJI =O SAH0 OANRARATR?=EKJ

"AUKJI@ ?KIIQJE?=IEKJ OA?QNEPU A=?D IK@QHA KB ?KILQPANPHN@AFBEAFOUOPAI EKBEN?PA@ BEP
@ECEP=H OEQ¥-RIA@ KICN=I K>FA?PAMQENDEO OECJIAROMNPAU @K JKP NQJ

NOTE: 6ANEBUEDG BANRABNPNULRIC PA PN=JOIEOOEKJ =J@ AJORNEHIIRU OECIA@ ?K@A NQJO @KAKP OA?QN
@=P= ORA@MIKJ = OPKN=CA @AREQAHH JAA@ PKOPNE?P LDUOE?=H =?DXOXRIQPANO =J@ ?KIRNNO+P

I=J=CA UKQN >QHH@ IK@AH OAP QL QOANAIBP=KJI SHEPORNC L=OOSK®IO =J@ OARQKILKIJAIPO >U

?KIPKHEJC LANIEOOEKJO

.E=C=N-=OQLLKNPO =J@ QOAQCNTNE?=PEKJ =J@ OECJA@ ?K@A >U B AB>@HK JKP JAA@ PKADBIDA =J
=@ @PKJ=HEPAJOA

3A?QNEPU EO =J KICKEJC ?KJ?ANJ 7DEHA UGQJGHEBR=HQ=>HA EJBEKIHPIIA OA?@NKIIQIE?=PEKJ
PKLE?0 ATLA?P BREQE=PAO =J@ ?D=JCAO

#HEAJP OANRAN-BKJODELO

#HEAJP OANRAN-KJODELO EEBUIA ?KJJA?EKIOI-P AMQEN.NKPAZEKJI? KNG>AJ?RIEAIP OANRAN
MH=EKJODELO R=NU @EIBXQ DKS UKQ ?KJ CQNI@ QOA = OUOPAI

7 KNG>AJ?BO =HS=UOEAJR ! LH=PBKNI EO =HS=UO = OABRREKJ I=U >A = ?HAJP =J@ = OANRAN

-=N?D



3A?QN ?KIIQJE?=PEKJ .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

Figure 1. 2AH=EKJODELO

Clients Servers
Miagarad
Platform!station
Workbfench ot
Hitps Local or
remote
Station Supervisor
Supervisor Foxs Local of remote
station Platform/station
| ! Https
Browser ~_ Station
Foxs
Station - Station

4DA OUOPAI KRK?KHD=#P 1=J=CA ?KIIQJE?=FEKJO >APSAADROA AHPAO AN

\ OH=PBKNI ?KJJAZRIO BN 7 KNG>AJ?IPHAIP PK ?KKHAN KN 3QLANREOKN 0# LH=PBKNI @=AIKJ OANRAN QOA
JE=C=N=@ ! OAAQIN=PBKNI ?KJJAZR] EO OKIERAO NBAN® PK =O LH=PBKAIRQ AJ=>HA LH=PBIKIOP
QOEJOR O0H=PBKNI |@IEJEOPK¥>REAS

\ ,K?=H OPERJ ?KJJAEKJIO 3QLANREOKN =J@ LH=PBKNI Q®®&FSHIOAOA ?KIJAERJIO EJ = OBKEY
&KT3ANRE#KJI'C 3ANRE?A@KT3ANRE?A

\" "NKSOAN ?KJJAERJO QOA (PPLO =CHSAMH&KTO EB UKQORJICA> ,=QJ?DAN SBR: 7>7 A>0N'HA &Q
AJ=>HADPAOA ?KIJAERJIO QOEIAMPERIY 7A>3ANREZ2KJI'C 3ANRE?AQ A>3ANRE?A

\ #HEAJP ?KJJAERJO PIOR OPERJY Al=EH OANEAN-LIE?=>HAK® AJ=>HA OAAQNEEH QOEJITAFOPER XY
%I=EH3ANRE®#AI'C 3ANRE?AQ6I=EH3ANRE?A

4DAOAAH-HKJIODELO @APANIEJA EPBYPANF?=PAMVQEMJIPO &KN AT=ILHA = OEXB AMQEN = OECJA@
OANRAN BRPPA SDE?D EP QOAO SDAJ EREIFPER- OANRK®I = ?KLU KR KKP #! 2ANE ?=PA SDE?D EP QOAO
SDAJ EP BQEKIO =0 =EAJIP 3ARSC QL EBCEP=H EANPAO BKN EEPAIRANEEFPEIRKHRAGENC OAL=N=PA

?ANP ?=PAO PK RANEBE@ASPU KB A=7D OAKRAN OANRARYEMQA BARPPA OECJA@ >U = #! #ARRPPA
IQPDKNEPWAOE@AO E5BRN +AU 3PKBo=?D HAJPAVQER BA KKP #! 2ANE ?=PA QOA@ PK OECJ A=?D OANRAN
?ANP ?=PA 4DANP #! ?ANE ?=PAAOE@AOIEA PH=PBKNI| OBBUOPAIKNSOANMQOP 3RPKN

#ANEBE?=PAO

| 2ANFE ?=PA EO =J AHAIPN@K ?QIAJPDRP QOAO E@P=H OEQYPRQNEJ@+#'$ & 3 SEP = LANOKJ KN
KNC=JEVEKJ #ANP?=PAO I=U OANRA = R=NEAPU KB LQNLKOEBIC@ADKTUKQ ?KJ COMA 2ANP?=P.&Key
Usage LNKLANPU 4DAEN LNEI=NU LQNLEE® EXOPAI EO PK RAAEBABPU KB = OANRADEGKRIIQJIE?=EKJ
2=J >A PNQOPA@

.E=C=N=OQLLKNPDADA PULAO KBEANPAO

\ 85 . [#8$3 ,$5. EO = BNBECJA@ TAREPAIRR-P >AHKJCO PK = #! 4DEO ?KQH@ER® =P
L=NPU KN = ?KIL=JU OANREJC =0 EPO KSJ #!



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A 3A?QN ?KIIQJE?=PEKJ

\ Lo 85 . EO = BNEECJA@ #! ?ANP-PA SDKOA LNER=PA GAU EO QOA@RK QEERPKIPAO
?M=EJC = PNQOPA@E?ARA RN 7 EP EPO LNER=PA GRKP#N?ANE ?=PA |=U >A ATLKNPA@ SEKNI =
53" PDQI> @NERA EJ = R=QHD HNQCDP KQP KJHU SDARAKRPAO JAA@ PK >A OECJIA®P!N
?ANP ?=POYLNER=PA GNIQERN PA ?N=FEKJ KB = L=OO$KNKJ ATLKNP =J@AR.KREOEKJ KB P=IA
L=OOSK& SDAJ UKQ QOA EP PK QBN RARP=PAO

V13 9%)..(%. ,$5. EO = #! 2ANP?=PA OECJA@ >KIKPN#! 2ANE ?=PAIR-P EO QOA@ PK OECJ OANRAN
?ANP ?=PAO KNDWN EJPANIB@PA #! 2ANP?=PAO 50EJC EJPARIRA ?ANP=-PAO EOKH=PA®E KR OANRAN
?ANP ?=PAO

\ 1 -0, ,$5. MLMOAIP®R OANRBE@A KB = OAZBNIA?EKJ

7DEHA UKQ I=U ?KJ'CAN LH=PBKNI =J@ @RIP=0 OANRAND 8 =N=PA OANRAK ?ARKO BKN OEPEFU
IKOP OUOPAIO Qa{-Q0BAR O=IA OANRAN FARHPA

V1 $). %5 MLMOAJP®R ?HAJP OE@A KB = AARQM?EKJ )P EO QOA@EAIRPKDUOPAIO PK I=GA
=QPAJE?=PA@MQAOPO PK = OANRAN

\ Lo g)e)” ?ANP ?=PA EO = FARFPA QOA@ PK OKCN=NK>FA?PO =J@ IK@QHAO 3UOPAIO EJPACN=PKNO
QOAPEO ?ANP=PA PK ARAJPIPA EJR® QHKJ KB I=H?EKQO ?K@A SIMAP?QOPKIEVDABN=IASKNG

)J@AJPPU RANEEXGPQOAO IELHA ?ANP=-PAO EJ = PNQQRA@ ., 3APEJC QL E@EFR RANEEXPI=U
EJRKHRABRER L=NPU #! #ANMP?=PA IQPKNEPU KN UKQ I=U @A?E@A PK OANRA =0 UKQN KSJ #!

)J FDA EHKQOPRKP=>KRA

"AHKS PA CKQJ@ EOARNKKP #! 2ANE ?=PA
4DA I=FKN >N=J?DARLN\OAJP EJPANE@PA ?ANP=PAO
4DA HA=RAQ\-DANRAN EAREPAO

(KS 1=JU 2ANPE ?=PAO UKQ JAA@ @ALAJ@O KJ UKQN ?RECEN=REIEIQI UKQ JAA@ = QIEMQA OANRAN
2ANP ?=PA BKN A=?D OANRANKHIKIPRI@ = OEJEKR X ?ANE ?=PA PK OECJ UKQN OANRANPAGPB UKQN
2KIL=JU EO HEN UKQ I=U JAA@ =J EJPANES®A ?ANP=PA BKN A=?D CAKCN=LEREGE&J KN BK?=P

-=N?D



3A?QN ?KIIQJE?=PEKJ

.E=C=N= 3PHKJ 3A?QNEPU 'QE@A

EJERE@Q=H OANRAN |=U DERAIQMHENP-PAO KJA A=7?D PK ORERDN &KT (PPL =J@ JE=C=N=@ LH=#®BKNIP
?KJJA?EKJIO HDKQCD A=?D LH=PBKNI =J@RPOP GHHODNRDA O=IA ?2ANP?=PA UKQ I=U ANPA = OAL=N=PA

LH=PBKNI ?ANP=-PA =J@ EBANIP OPERJ ?ARP?=PA

)B UKQN JAPSKNG EA #RIPKQO=J@O0 KB EAMNPAO JAA@ PK >A OECJA@ EP EO >ADRBERJIEIE BANRE?A

=HOK OAZ=C=N= 3ECJEJC 3ANRE?A 'GBANREOEKJEJC FK>0

3AB OECJA@ HBE?=PAO

| OAlB OECJA@ TAREPA EO KIZ-P EO OECJA@ >U @ABREJE EPO KSJ LNER=PADBAPNFPU PA LNER=PA GAU
KB = KKP #! #ANFE ?=PA |IQPKNEPU HRRPFPA

4DA OUOPAI OQLLKNPO PSK PULAB BBCIAI® EARFPAO

\

b= .$5 .

?ANP ?=PAO ?HKOAH@ECRENKKP #! 2ANE ?=PA O =J@ LNER=PA GAUO ,EGASEOA EB UKQN ?KIL=JU EO OANR

EO EIEPHR PNQOPA@ >A7BARABG JK DECDANDKQIEPDER WA #! #ANFE ?=PA
IQPDKNEPD=P KSJODEO ?ANP=PA &KIDPOANOKJ #!0 SDKOA >QOEJAOO EP EO PK AI@KNAKLEA O

=0 EPO KSJ #! UKQ ODKQH@ ?HKOAHRAQQENH! ?2ANE ?=PA UKQ QOA PK OBBNKIARP=PAO

L, -8

;$5 .

4DA "NOHERA UKQ OP=NP =J EJOP=JPKKB>AJ?> LH=PBKNI KN = @&XIP

=BPAN EJEEEKD ?KIIEOOEKJEJCDAOUOPAI ANPAO = @ABR-QMB-HOECJA@ OANRAN 2ZANPSERDA =H=-0

KBPNEQ@!

Figure 2. 3AB OECJA@ FAREPA

tridium

Information for certificate Niagarad

Table View = ASN.1View

Properties:

Alias

Version

Serial Number
Iszued By

|ssuer DM

Subject

Subject DN

Mot Before

Mot After

Key Algorithm

Key Size

Signature Algorithm
Signature Size

Basic Constraints
Key Usage
Extended Key Usage

3EJ?APAIssuer DN
OECJA@ QOEJC EPO KSJ

PEM View

tridium

w3

48 03 05 93 04 &9 40 77 £d 96 Ta £d
Niagarad

CH=Niagarad,0=Tridium, C=US5
Niagarad

CN=Niagara4,0=Tridium, C=US3

Fri Jul 07 11:12:04 EDT 2017

Sat Jul 07 11:12:04 EDT 2018

RSR

2048

SHR2S56withRSA

256

Subject Type: End Entity
digitalSignature, keyEncipherment

TLS Web Server Ruthentication (1.3.6.1.5.5.7.3.1),

ok |

$ECRPICQEODA@ .=IA =XFabject DN

TL5S Web Clie

=M DA O=IA A ?ANP?=PA EO O=E@ PKB-A OAH
[>EP LNER=PA GAU 4DA LONLR@EKBA@AEREPA EO PHKHOA?AN??A00 PK
DA LH=PBKNI =J@ BR3BABKRN- PNQOPA@EANIPA RN SEP OECJA@ OANRARI 2ARKO EO AGDRAD 3EJ?A =
?EAIP ?=JIKP R@+PBIFO PULA KB EANPA EP EO ARRIMI@A@ BKNKSFQOP HKJC PANI OA?QNEPU
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.E=C=N= 3P&KJ 3A?QNEPU 'QE@A 3A?QN ?KIIQJE?=PEKJ

7DAJ LNAOAJPA@ BEPOAOECIA@ EARKFPA =HS=UO ?KJ'NDP EP BA RTLA?PA@ 7ANPPA >ABKNKQ
1=JQ=HHU =LIKRA EPO QOA /J?A =KRA@ UKQ @K JKP D=RA PKRALBIA ?ANP?=PA A=?ER UKQ I=GA =
?KJIJA?EKI PKDA OANRAN

NOTE: $K JKP ATLKNEO ?ANP=PA =J@ EILKNP EP EJPK =ALKBRKKPAN LH=PBKNI KNEXZ=RIDKQCD
LKOOE>HA @KEJC OK=@AYNOA?QNEPU =2@0A0NRQHIAERREH

4K IEJEIEVA BA NEOG KB = I=J BARE@ @A =PP=?G SDAJ QOEBXEAHA@ FARFPAO HHKQN LH=PBKNIO ODKQH@
>A ?KIP=EJA@ EJ = OARRQIER=PA JAPSKNBHB =J@ SERQP LQER =??AO0O®BNDA )JPANJAP

CAUTION: 4K QOA CRBECJIA@ FARFPAO >ABKBKQ =??A00ALH=PBKNI KN BR3BN 7 KNG>AJ?BKNDIA
"NOPHYA 1=GA OQN M=P UKQN 0# =J@APLH=PBKNIABKP KJ =JU ?KNLKN=PA JAPSKNTGANFANJIAP /J?A
@EO?KIIA?PA@ ?KIJAR B @EN?PU PIOR LH=PBKNI KLADR LH=PBKNKBN7 KNG>AJ?>J@ =LLKRA EPO
OABIOECIA@ TARFPA /JHUDAJ ODKQH@ UWKBWA?PIPA LH=PBKNI PK = ?KNLKN=PA JAPSKNG

+AUO

I L=EN KB =OUIIAPNE?3- KJA LQ>H? =J@JA KBPAN LNER=PA [=GAO OANRAN RRNEJ@RJ?NHEKR LKOOE>HA
4DA PANI =OUIIAPNE? IA=JO B=P PA PSK GAUCEEBANIP >QPA¥H=PA@ 4DA OUOPAI ?=JQOINER=PA GAU
PK N=@ IAOO=CAO AJ?NULPA@E&EPQ>EP GAU =J@ RE?A RANO=

4DA OECJEJC KB RANPAO SEPA LNER=PA GABMOQBRE) PK RANEBDAI?EPU 'BIBAUO ANAMQEREI®D PK
AJ?NULP EJBKNEXB )J =@R=J?A GAU CAJBKIFPKBPS-NQJIJEIJC KANPA ?KIPKHAN KN GRPFCAJAN=PAO
FDEO L=EN KB =OUIIAPNE? GAUO

\ | +/'$ &3 EO=O0PNEJC KB >UPAO EJ?HR@AEPEIPA 4DEO GAOBRDAOEA DANRABUDPAIKNSOAN
ANQOP 3RAKN@ EO QOA@ PKERDBBP-QPAJE?EPU KBRRPKJIJA?RIC HAIP ?ARNP=PA

\' 1 +$0. &3 EO =HOK = OPNEJC KBD=HXOEHRDAO RARDANRABNA IMKP #! 2ANE ?=PA O LNER=PA GAU IQOP
>A LDUOEPHHIKPA?PA@ BKN =E2ANPA RN PKAI=EJ OA?QN! LNER=PA GAU IQOP JKP >A OAJP RE= Al=EH
=J@ EB JA?AOO=NU ODKQH@ >AILIRMNGHHHKNPA@ BQR RNERA KNDAR IA@&QI ID=P EO JKP
?KIJA?PA@ PRA)IPANJIAP

(KS ?ANFEEBE?=PAO RANEBEPE@AJP

13?A UKQ OAP QL = ?ANP-PA RN E@AHPU RANEEXPP=GAO LH=?A @ @¥=3IBAP OANRAN D=J@OD=GA >ABKN
PN=JOIEOOEKJ >ACEJO =J@ BBKNJOPAI =RQRIE?=PAO A=?D QOANKIUR.EJC BKNARAIP-HO QOAN J=IA
=J@ L=OOSKN

4DEO EO DKEBC@P=H EANPAO RANEBUHR®AJIP

I QIEMQA OANRANEANIPAAOE @AOCSEPO LEHJI@ LNER=PA GADBIEIAN +AU 3PKKB A=?D OANRAN
LH=PBKNI OB£B =J@ 3QLANREOKN

7DAJ = ?HEAJP ?KJJA?PO PK = OARIRADANRAN OAJ@O EPO-PANRDR ?HAJP

4DA ?BAJP OB RE®@=PADANOANRAN FARPA =C=EJORKR#! ?ANE ?=PA EJ BRIOPAKNS5OANMQOP
3PKA>U [=P?DEJC GAUO AJOQNEFRIBASubject KB BA KKP #! ?2ANE ?=PA EDAO=IA =0 PAlssuer

KB = OANRAN EANPA =J@ ?KJ NIEJCBARN B=?PKNO EAIP HEOAN @KADARO=IA %=?D HEOAN D=0 =
PNQOP @RKBIKKP #! 2ANE ?=PAO

)B PA OANRAN EANAPA EO IR@HIA OUOPAI AOREOBAO = PNQOPA@ HKIJARAPSAAIIA OANRAN =JEAIPI
=J@ AJ?NULPA@ ?KIIQJEEKB >ACEJO BAP?ANPP?=PA EO JKFE@HA OPERJ KN K$OAN JKPAOPA
?HAIP =J@ ?KIIQJE?EHKI @KAO JKP >ACEJ

9KQ I=U ?DKKOA PK =LKRA = NFA?PA@ TARPPA EB UKQ GJIBSP-fBKQCD QJOECIJA@ EP ?=J >A PNQOPA@

NOTE: 'HS=UO RANHBN FOOQAN J=IA KJ =JU EANAPA IADAIPA@ >DAPOUOPAI =0 QIPNQOPA@ $K JKP
=LLNKRA = ?ARP?=PA RN=J AJP EPWDRP UKQ @K JHPKICJIEVA

-=N?D



3A?QN ?KIIQJE?=PEKJ .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

%J?NUIEKJ

%J?NUBKJ EOR LK?AOO KB AJTKI@ @=P= PN=JOIEOOERZP®ERP?=JIKP ¥ >U QIPNQOBA® P-NEFAO

4,3 QOAO AJ?NWEIKI PK PN=JOIEP @=P=>APBARHRJIP =J@ OANRMRHA EP EO LKOOE>HA PK I=GA =]
QJAJ?’NULPA@ ?KIIARPQOEJIC KIJBIA BKT KN DPPKRK?KHO UK®A ORNCHU AJ?KQN=CA@ JKP PK L@NEOQA P
KLREKJ 7EBKQP AJ?NWEIK UKQN ?KIIQJE?ERJIO ANLKPAJPHHJ OQ>FA?P PK =J =PP=?G IHS=UOBA?ALP P
@AB=RKEKTO KN (PPLO ?KJERIO

4DA BKHKSEJC OQII=NEVAO DKS AJBKILBKNGO

IP PDA OP=NP KB = 4,3 OAOQEKOUOPAI AJ?NULPS GANRARAK D=J@OD=GA QDEJERIP =J@ OANRAN
?ANP ?=PAQY GAU L=ENO

$QNEJAA D=J@OD=GRRUOPAI RANE AO OANRAYEB@MNIRIABGLPAO AJ?NEKPGAUO

13?A ?KIIQJE?=P EKJ EO AOESBA@ E@RURRANEEXPEO JK HKICAN JAA@A@ =J@ AJ?’NULPA@ @=P=
PN=JOIEOOEKJ >ACEJO @BHEKCRP-PA@ GAUO

+AU OEVA EREHUAH=PA@ PK AJ?EKILRA?QNEPU 4CAN=KM ?KILHAT BA GAUDA IKNA OA?Q@QNDA @=P=
PN=JOIEOOEKJCANAUO @K JKP OHKS AERNIUERFDAU @K P=GA HKICAN BHHEUERIAN=PA

=IEJC ?KIRAJPEKJ

4DA50AN +AU 3PXISOAN MQOP 3RKMN@3UOPAI NQOP 3RIBKNI DA DA=NP KBAP?KJ CONERJI #ANP?=PAO

HKKG = HKBGHN =J@R R=NEKQO @RBRBDECIA@ TARFPAOAN=-IA@ E@AERHU 7DEHA @ARAHKLEJC =

J=IEJC ?KIRAJEKJ EO JKPAMDEMJIP PDA OUOPAI $EBQJERJ FQOP "JAERS PANP?=PAOANR=HA@ Z?ANP [
Z?ANP [AP? =?KJOEOPAJP J=IEJC O?DAIA ?=J IBBAR?AO00 1Q?D A=OEAN PKBKH

#KJOE@AN QOB2@IRs KB A=?D ?ARNP=PA PK EGZRIPR ?ANP?=PAYLQNLKOA #&NP-PA EHOAO IECDP
EJ?HQ@A

4DA SKI®O KKP EJPANIA@-PA ZOANRAMEAJP [ Z?K@A OECJEJC]

4DA CAKCN=LDE? HERZRBIOA NIKPA ?KIPKNHANOKRNA?PA@ >DIF?ANP?=PA
4DA DKOP J=IA KEDR OANRAN

4DA )0 =@ @N0 KBR OANRAN

—_— = -

#ANEBE?=PA @QPKN

#ANE ?=PA 1=J=CAIAJP QOAO BKQNATPRKI [=J=CA ?AEP?=PAO 50AN +AU 3PKISUOPAI NQOP 3RKBDAN
ANQOP 3RAKN@!HHKSA@ (KOHEDP

4DA50AN +AU 3PKEO =OOK?E=PAGREFEPANRAN OE@RNKBRIP OANRANHEKJODEL 4DEOCAIPKIN@O
?ANP ?=PAO A=?D BHEPO LEHJ@ LNER=PA GAUO BRK®BEO ORPKMJIP=EJOR OBDECIA@ EARFPA
EJERHH) AYPA@ SDAJ UKQ H=QJ7DRGE>AJ?RN >KKPA@A LH=PBKNI BRX INOFER

4DAS50AN-J@3UOPAI ANQOP 3RKNM =OOK?E=PA@ 8:A°?HAIJP OE@AIMBHAIP OANRANHRKIODEL 4DA
3UOPAI AQOP 3RKIKIAO LN\ LKLQH=PA@ BEP=J@@N.Q>EP ?PAEP?=PACKKP #! ?2ANE ?=PACKBISAHH GJKSJ
#ANE ?=PA |QPKNERO OQ?D ANE3ECJ 4D=SPA =J@ $ECE?ANSANIMQOP 3RPKIKH@KKP #! =J@
EJPANIAE-PA ?ANP=PAO BKN ?KIL=JEAO SDK OANBAENKSJ ?ANP=-PA =QRNEPU

4DAHHKSA@ (KOREDP ?KJP=EJO OANRAR=AN® BKN SDE?D JK PNQRIPA@ANE ?=PA ATEOPOAPBAJRY
3UOPAIKNSOAN MQOP 3RIKNQP BA OANRAN EANAPAO D=RA >AAJ KRN @ BKN QOA =JUS=U 4DEO EJ?HQ@AO
OANRANO BKN SDETIK®P J=IA KEDRA OANRAN EODKPRIA =O PACommon NameEJ BA OANRAN EANPA

9KQ =LLKRA PA QOA KBAOA ?ABIP=PAO KJ =] BEIRE@Q=H >=0OEO 7DEHA ?KIEKIEZSFOAR@P EO >APPAN PK
QOA OECJA@ OANREN2RAO

??A00EJ@MRA OPKRID

4DA OUOPAI OQLLKNPO PSK OAP@RB-GPARNBKKNG>AJ?BJ@ =JKBPAN OD&A® OAP BKN A=?D LH=PBKNI =J@
OPHKJ7 KNG>AJ?DNKRE@AO =??A00 PK A=?D OAR®B OPKN

3PAL ,=QJ?D7 KNG>AJ?RBN7 KNG>AJ?BJ PA >KSOAN

-=N?D



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A 3A?QN ?KIIQJE?=PEKJ

3PAL  /LAJ = OQLANREOKNAIKMRA LH=PBKNI OExB

3PAL  $K KJA KB PA BKHKSEJC
= 4K =??A0MR7 KNG>AJ?DPKIO HEP@KKHO #ANE ?=PA -=J=CAIAJP
> 4K =??A0MR LH=PBKNI OBPOPKE ATL=J@H=PBKNJ@ @KQ>HEZBANE ?=PA
-=J=CAIAJP EJPA =R PRA K =??A0MRA OPKN BEO S=UDR OPERJ IQOP >A EH&
3EJ?A = LH=PBKNI GRIR=U BQIEKJ =P EBANIP EIAO =0 = #AJP KN = OANRAN)OP D=RA =
OANRAN ARPPA EJ EPOAEEDAN +AU 3PKNI@ = PNQOPRIGP ! ?2ANE ?=PA EJ BROPAI
KNSOANMQOP 3PKN

? )B UKQN B<PEO NQJJEJC UKQ ?=J ="DAQB+PBKNI OBPKPOPKN >U ATL=J&C3P=EKJ
#KJ'C 3ANRE?A@H=PBKNISANREZ&D @KQ>HAPBEHXANP-=J=CAN3ANREIPA .=R
PHRA
4DA OPERJ |1=U D=RA EPO KSJ OANRAR 2ANP SDAJ EP BEKI® =O = OANRAN HK?=BA@ EJ P
O=IA 50AN +AU 3PKN

3PAL 4K ?KJ'NI PD=P UKQ D=RA =??A00A@KMIP OPKN ?DA?®R J=IA EJ DA #ANP ?=PA
-=J=CAIAJP P ERA =>KR/ADRA OPRR

3PKNO BKH@AN OPNQ?PQN
4DA7 KNG>AJ?BJ@ LH=PBKNI GBRSPOPK® NOE@A EJ OAL=N=PEKIO+B = 3QLANREOKNAK@AN.H=PBKNI

4DA BKHKSEJC P=>HAPDA @ABFIBIOAN DKIADOFP ?KIP=HIROPKR SDE?DARKJIOE@¥®I ?KJ CQNERJ
"HAO )®R BKH@ANOGP=RA >AAJ ?D=JCABACGA HKEHIO JK HKICAN =LkidEername > EODA 7 EJ@KSO QOAN
J=IA KB FDA LANOKJ OF=IMFPA7 KNG>AJ?BLLHE?=EKJ

Table 1. $AB=MHQOAN DKIAO
Stores Nav tr ee node Default folder path
7 KNG>AJ?D -U(KOP  -U&EHA 3UOPAI 50AN (KIA  OA?QNEPQ:\Users\  <username >\Niagara4.x\security
3QLANREOKN KN AJCEJABNEPBKNI 2AIKPAZEHA3UOPAISOAN (KIA 2A=@ ProgramData\Niagara4.x\security
SKNGOFMERJ /JHU  OA?QNEPU
MIKPA ?KIPKHAN OH=PBKNI 2AIKPA&EHA3UOPAI5S0AN (KIA 2A=@ \home\niagara\security
/JHU OA?QNEPU
%=?0¥ KNG>AJ?RQOAN D=DAEN KSJ 50AN (KIA

4DAOA LH=PBKNI =J@EXR-PPKN O=IA OPKR =N EJBA O0H=PBKNI @=AIKJ 50AN (KIA KBA3QLANREOKN
KN =JU AJCEJAANEJC SKNEXOP=P

4DAOA LH=PBKNI =J@EXR-PPKN O=IA OPKR =N EJBA OH=PBKNI @=AIKJ 50AN (KIA KBARKIKPA
?KIPKIHAN

3PKNO BEHA J=IAO
4DA BKH@ADEPPKIP=E)A&7 KNG>AJ?BJ@ LH=PBKNI GBCPOPKN A=?D ?KJP=EJ = OAPKB ®=P="HAO KJA
LAN PULA KB OPKN

NOTE: /JHU DA =LLKLNE=PAKNG>AJ?DH=PBKNI KN GRPPKKHO I=U >A QOA@ PKEBUWRAOA @=P="HAO
IPPAILPO PK IK@BWRAI >U KFDAN IA=JO NJ@ANORI ?KNNQLP =J@ QJQO=>HA

\ keystore.jceks EODAS50AN +AU 3PKN 7 KNG>AJ?EP ?KJP=EJO = ?KIL=0WRKP #! EJPANIAB=PA =J@
?K@A OECJEJC EANPAO )J = OANRRRKJIP=EDARANRAN EANHPA

\ cacerts.jceks EODAS0ANMQOP 3RKN = ?HEAIP EP ?KIP=BAIMKP #! =J@ EJPANIAZPA ?ANP=PAO
SEP KJHUWZJAEN LEZHGAUO

\  exemptions.tes EODAIHHKSA@ (KOHEDP )J =EAUDP EP ?KJP=B2AC?RNEP?=PA BKN DKOPO OANRANO SEP
SDKI P DA ?HAJP 1=U OA?ANU ?KIIQJE?=PA ARADIRQCDDA ?HAJP AEAN

\ @KAO JKP D=RAKKR #! 2ANE ?=PA EJ BRIOPAIKNSOAN MQOP 3RHNKNIA OANRKN

-=N?D



3A?QN ?KIIQJE?=PEKJ .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

\ |=U D=RA = |=P?DEJCKKP #! 2ANE ?=PA >QP RCommon NameKNAlternate Server Name KB BA
OANRAN RREPA EO JKAR=IA =OPA DKOP J=IA KIDAR OANRAN >AEJOAJE?=PA@

\ .bcfks EODA &)03 &A@AN=H )JBKEKIRPK?AOOEJC 3P=J@-NILHE=JP GAU OPKNIKJ &)03 IK@A FDAU
=M OPKY@ EJ jceks GAU ORPKMDAOA GAU ORKNNI=J=CA@ OAL=N=PAHU 4DA &)03 =J@ JKJ &)03
?ANP ?=PAO @K JKP KRANH=L

NOTE: ! 2ANFE"?=PA EDR7 KNG>AJ?BOAN +AU 3PKNU D=RA PA O=IA J=IA =0 = ?ANP ?=PA EJ = LH=PBKNI
OPHKIBOAN +AU 3PXKNQP BAU I=U JKP >ABA O=IA ?ANP?=PA 3EIEH=NHU "HBAEA BRONI=U D=RA
@EBANEJCEHD J=IAO =J@ EJB=?P ?KJIB#EOQRA LQ>H? GAUO )PIHOL®>E? LNER=PA GAU D=EN®A JAO =
?ANP ?=PA JKDR ?ANP?=PRAYJ=IA

#32 BKH@AN OPN®?PQN

9KQ I=U ?M\=PA #320 #ARP?=PA 3ECJEJC 2AMQAOP®@ FORKN =J@ EILKNP OECJA@EANPAO LAl 'HAO
BKI =JU BKH@AN KJ UKQN 3QLANREOKN KN AJCEJAANEJC 0F HRZERABSGHSKNGEJC BKHOAREAR "HA
OL="?A

4DA "NOFER UKQ =??A0DAR#ANP ?=PA -=J=CAIAJP REASIBIN 7 KNG>AJ?DBDA OUOPAI ANPAO =J AILPU
?ANP-=J=CAIAJPBKH@ANEA BKHKSEJC HKEKP

c:\Users\ <username >\Niagara4.x\certManagement SDAM <username > EODA J=IA UKQ QOA PK HKC EJ
PK BA ?KILQPAN

)J DA .=R PRA BEO HKEKB EAU &EHA 3UOPAIS50AN (KIA  ?ANP-=J=CAIAJP

4DEO BKHB&IMNKNG>AJ?D QOAN OL=?A EO = SKNGEJC BKH@AN BKN OPKNEJC #320 =J@ LAl 'HAO ATLKNPA@ =J
EILKNPA@ >DR#ANE ?=PA -=J=CAN EBEJPEO BKH@KR® |=U ?M=PA = OPNQAREIN 1=J=CEJC ATLKNPO =J@
EILKNPO KN UKQ I1=U QOABA®IP HK?ERJ BKN ATLKNPO =J@ EILKNPO

NOTE: $K JKP ?KIBQORRcertManagement BKH@ANCSERcertificates BKH@AN-P OPKDI KJA KN IKN
?ANP ?=PAO QOA@ FK@RPBR=QPAJE?EPU.EBC=N-OUOPAH?AJOEJC "HAO d&tficates BKH@AN D=0
JKEJC PK @K BEPA?@QNPKIIQJIE?=PEKJ

4DA LH=PBKNI =)@ BR3BKH@ANO @K JKP BeriManagement BKH@AN

#NA=EJC = #32 BKH@AN OPMQ?PQN

1 #32 #ANPE ?=PA 3ECJEJC 2AMQAOP BKH@AMN DRNQ@PPRIKNEVA = KGANIQI>AN KB OANRANEANPAO BKN
A=OUAPNEARHDPN=PAPEO OPNQYRQ®ANDRcertManagement BKH@ARNE?D EO =J =QPKE2BHU ANPA@
BKH@AN EJ UKQN LANOKJ=H JE=C=N=<QOAN<DKIA

3PAL  50EJC TEJ@KSO %TLAMNK?=PA UKQN JE=C=N=<QOAN<DKIA
C:\Users\ <username >\niagara4.x\ <brand >\certManagement  SDAM
<username > EO UKQN J=IA KNDAN PATP QOA@ PKEBRAIRQ BAROAN KB UKQN ?KILQPAN
<brand > EO UKQN ?KIL=JU J=IA KNB&N J=IA QOA@ PK H=>AH LANOKJ=H EBBKNI=P

3PAL  #NA=PA BKH@ANO @é@Adhagement
&KN AT=ILHA

?ANP-=J=CAIAJP MKP#ANP?=PA EJPANIE@PA#ARRP=PAO OANRANEANPAO
?K@OECIEICHANP-PAO

#ANEBE?=PA OAPQL

#KJ'CQNEJC = JAPSKNG BKN ARRDNIE?=PEKJ QOEJE@EP=H EANIPAO EJRKHRAO =??ADYOHIONR NE=PA
OPKYD ?A=EJC ?AEPP=PAO =J@ TARPPA OECJEANIQAOPO OECJEJE ?ARKO EILKRRE BAI EJPK DKOPO
50AN +AU 3PXD =J@ EILKHBC BPA KKP #! 2ANE ?=PA KN EJPANEA@A ?ANP=PA EJPIEABBOANMQOP 3RRN

-=N?D



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A 3A?QN ?KIIQJE?=PEKJ

CAUTION: )B BA LNER=PA GAU KB KKRM!NJ@ EJPANIARPA ?ANP=PAO BHIPROR SKJC D=J@0O UKQN
AJFEEN JAPSKNG ?=J >A EJ @=JCAN KB = OECJE ?=JP ?U>AN AFPRGAPQNEPU =HSASRARA KKP #! =J@
EJPANIAE-PA ?ANP=-PAO =J@ QDAIPK OECJ KRAN ?ANP=PAO EXNG>AJ?NQJJEJIC KJ = OAAQKILQPAN
SDE?D EO HK?=PA@ QJ@AN HK?G =J@EAZPKOAHAN BKN KIJHU KJA LQNLKOA PK 1=J=CA =J@EOERITANP
ARAN ?KJJA?PDEO ?KILQPAN B¥ARIPANJAP =J@ ARAN =??A00 EP KRAN UKQN ?KIL=JU JABQKNBERAN
=JU BQI> @NERRFP ?KIP=EJO =JU EANPA SBFEEPO LNER=PA GAU

9KQ I=U QOA =PER L=NPU #! #ANP?=PA |QPKNEPU OQ?DAMEBECJ KN 4D=SPA PK OECJ UEKQNPABIKN UKQ
I=U OANRA =0 UKQN KSJ #!

NOTE: )B UKQ QOA = 3QLANREOKN KN =J AJCEJAANEJC 0# PK =KIASDRK PRIRNBKNALQNLKOA KB
CAJANHRIC = OANRAN EANPA =J@ #320A LNER=PA GNEENO KJ PA RIKPA OPHKJ %JOANKQ @K JKP
ATLKNFDA LNER=PA GAU

4DA LRBANRD >AOP LNE?R EO PK OAP QE7ARAO >ABKEEOPNERIQPA=?D ?KJRMAN PK ERNRMA HK?-HKJ )B
?KIPKHANOA-RHN-@U EDR "AH@ PN=RABRKRKPA HK?-HXJ P=GAR ?KIJRHAN REA )JJPANJAP =J@
?KNLKN=PA ,I. ®DAJ ?KJJA?P UKQN AJCEJAANEJERZRD PIOR ?KIRNHAN QOEJCKOMIKRAN ?=>HA

2KKP =J@ EJPANIB&P A ?ARBE?=PA ?DERGH

4DEO ?DAEGR =00QIAZP UKQ AKDANREJC =0 UKQ KSJ #! #AREPA |QPKNEPU )P OQII=NEBAGPALO BKN
OARRIC QL BCEP=H EANIPAO QOHIEPKNG>AJ?BOAN +AU 3PKKB = LDUOHISHJI@ AHKIERHU OAZQN
?KILQPAN

50A PA ?DA?G8P PK I=GA BQXQ LANBKNIH-BA?AOO=NU ?KJ CERNHP=-0OGO

\ #KILQPAN =J@ @ARE?A JAPSIKOGK@IA?PA®I BNDA ?KIL=JU ,!. =J@ CHK>=H )JPANJAP

\ . AA@A@ ?ANP=PAO EGFASR KIAKKP #! 2ANE ?=PA PSK KN IKNEJPANIAEEPA ?ANP=PAO KERJ=H
=J@ KJA OANRANEANPA LAN ?KENANKQ JAA@ = ?K@A OECJEJE ?ARR EB UKGISAH QOPKIEVEIE P
OUOPAI >U =@ LKCN=I K>FA?PO

\ ,KCE?=H ?ANP=PA J=IEJC ?KIRAHERJ AOPEGDA@ =J=IEJC ?KIREKP EO JKRM\DEID >QP EPFSBEAHL UKQ
@EBANIFE=PA =IKJC UKQN ?BNRRPAO

#32 BKH@AN OPNQCR@WMNDR?ANP-=J=CAIAJPBKH@ANEA FE=C=N=<QOAN<DKASPN@
2KKP #! 2ANE ?=PA =J@ =JU EJPANIARA ?ANP=PAORNA@

#32 BKN A=?D EJPANES®A =)@ ?K@A OECJIEEC7AMPENPA@

1JU EJPANIA@=PA =)@ ?K@A OECJEE 724 OECJA@ QDEIGKP #! ?2ANE ?=PA

IJU OECJA@ EJPANEXBA ?ANP=PAO EILKNPA@ >=?G BATKKING>AJ?BOAN +AU 3PKNEDAN IDAU SAN
KNECEBEHAYPA@

"=?GQL KBPA KKP #! ?2ANE ?=PA =J@R OECJA@ EJPARHRA ?ANP-PAOARNA@

\  2KKP #! 2ANE ?=PA SBEKJHU EPO [E2*BAU ATLKNPA@ALFNNEPKJ PK EILKNP EP HIRK. R=PBKNI OBPP
ANQOP 3RKN

3QLANREOKN AJCEJAANEJC 0#EOR?GH

50A PEO ?DAEGR PK RANEBUKQ ?KILHAPABMNWQEI® P=OGO PK OAP QL = 3QLANREOKN KN AJCEJAANEJC 0#
LH=PBKNI =)@ @&P

\ .E=C=N=.APSKN&J=>HA@

2AIKPA ?KJPKIHAN O OAP QL =O 3QLANREOKN AJCEJABNEIO0# ?H

3ANRAN ?ENR-PA BKDAP3QLANREOKN AJCEJAANEJC 0# LH=PBKMNPRFR/RD

#32 BKN PA OANRAN EANAPA CAJAN=PA@

3ANRAN ?ENR-PA #32 OECJA@ B RKP #! KN EJPANIARPA ?ANP=-PA O LNER=PA GAU
3ECJA@ OANRANE?ANIA EILKNPA@ >=?G HIRKIP=-PBKNI OBPKPBOAN +AU 3PKN

4DA ATEOPAJ?ABR PER L=NPU KKR #! 2ANE ?=PA EDR LH=PBKNI OBXPGUOPAI NQOP 3RKN

—_— = = - -

—_— = = = - -



3A?QN ?KIIQJE?=PEKJ .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

— = - -

?KINIA@ KNKKP #! 2ANE ?=PA EILKNPA@ EDPKLPI=PBKNI OBKP GOANMQOP 3RKN
#ANE ?=PA LAl 'HA @AHAPA@

#KJI'NIA@ LH=PBKNI .E=C=N=@ AJ=>HA@

3A?QN &KT3ANRE?A ?KI'NIAGARDABFQHI@ &KTO #ANP OAHA?PA@

3A?QN 7 A>3ANRE?A ?KI'NIA@A@ABFQHI@ (PPLO #ANP OAHA?PA@

OH=PBKNI =J@ RH<P?DA?E6P
50A PEO ?DAEGR PK RANEBUKQ ?KILHAPABMNHWQREI® P=OGO PK OAP QL = JAS LH=PBKNIEK@ OP=P

\
\
\

— = - - -

\
\
\

.E=C=N=.APSKN&J=>HA@
3QLANREOKN OAP QL =®IHANRAIP

3ANRAN ?ENR-PA O ANPA@ KJ A=?D LH=PBKNEBR=-IB JAA@QA@ = OAL=N=PA OANRRZNPRAANFPA@ BKN
A=7D ?KIQJE?=FEKJ LKPK?KH BKTO DPPLO =J@ LH4OBEASWRQ@

#32 O CAJAN=PA@ KJ A=?D LH=PBKMIKOP=P

#32 O OECJA@ >DIPKKP #! KN EJPANIARPA ?ANP=PA O LNER=PA GAU
3ECIJA@ OANRANE?ANFA O EILKNPA@ >=?G BIPKH2PBKNI OBP<IBOAN +AU 3PKN
#ANE ?=PA O LAI 'HAO @AHAPA@

)B QOEJCBHN L=NPU #! PA ATEOPAJ?A BB PER L=NPU KKR® #! ?ANE ?=PA EDR LH=PBKNI OP<PO
3UOPAI ANQOP 3RKIMI NIA@

)B OANREJCDBAR ?KIL=JU O NKKP #! 2ANE ?=PA EILKNPA@ EIPKPI=PBKNI OPXPBGOAN MQOP 3RPKN
AHPAN KJA =P £RA KN QOEJC =HREOEKJEJC FK>

#KJI'NIA@ LH=PBKNI .E=C=N=@ AJ=>HA@ =J&PRPRNEP?=PA =OOECJA@
3A?QN&KT3ANRE?RI'NIA@ DA @ABFQHI@oxs Cert OAHA?PA@ &XMNTLAYE ? KRA@G@N
3A?QN7 A>3ANRE?KJI'NIA@ MDA @ABFQHI@Htps Cert  OAHA?PA@ &XNTLAPE? KRA@QG@N

/ILAJEJC = OA?QNLH=PBKNI ?KJJAZR] JE=C=N=@

%RAJ >ABANJKQ ?KJ'CQNAECEP=H EANIPAO PKKRE@A OANRANHER@ARFRNEERP ARANU ?KJJBRR UKQ I=GA
BKI = ?HEAJP PK = OANRAN ?=J >AZ0ARPHOOA UKQ ?=J I=JGHHRANHBAUFIPAIE?EPU KRARDANRAN

3PAL 2ECDPEPEU (KOP BKN 3QLANREOKN KN =J )AG@ BN = ?KIHNN =J@E?dLAJ OH=PBKNI
4DA#KIJA?PSEJ@KS KLAJO JHPlatform TLS Connection =HAEF@U OAHA?PA@

4DEO SEJ@KS E@APA AJEPU PK SDE?D URQKJIA?EIC UKQN HK?=H ?KILGFF]LANREOKN
LH=PBKNI KN = ?KKIHMAN SERJ )0 =@ @NO

3PAL  )BJAA@A@ AJPBNPKOP )0 =J@: &+
)B UKQ AN-??AOOEJOAPLH=PBKNI BRI INOFERA FDA OUOPAIE®LH=UO =J EEPAIRANEEXP
S=NJEJC =J@ = BAECIA@ Q@ABXANF?=PA

4DEO IAOO=CA =)@ EANPPA ANATLA?PA@ BRREGAAN-OKJIO

\ 4DASubject KNCN #KIIKJ .=IA KBP DA @ABFJMNP?=PANiagara4 @KAO JKP I=P?D
FDA DKOP J=IA SDE?D EO QGUPFAHDKOP )0 =@@0N KN @KI=EJ J=IA

\ 4DA @ABFIMANP?=P@®Yssued By =J@Subject =M DA O=IA EJE?=FIC P=P PA ?ANP?=PA
EO G\BECJA@ .IOBE® L=NPU #! #ANP?=PA IQPKNEPU D=0 RANBAAGAR RANTIPAJE?EPU

\ 4DA ?ANP?=PA EO OECJA@ >@IRBKIN?ANE ?=PA EDR ?HAJPBOANKN3IUOPAI NQOP 3RKN
?=J RANEBU EPO ORCJ=PQN
3PAL  )B UKQ ANLMMOAJPA@ BSHBEO S=NJEJC =J@ =EANPA |=GA OANKQAPKCIEVMDR ?ANP?=PAY
Issued By =J@Subject LNKLANPAO
CAUTION: $K JKP =LLMRA = ?ARP?=PA EB UKQ @KARRINEVDROA LKLANPAO

3PAL  I0OQIEJC P=PBEO HD\Eefault ?ANE?=PA @ABRSE KE=C=N= SDE?D EO EJPAJ@A@ BKN
QOA @QNEJC >KKPOPN=LLEIKCRMNN EAG?2ALP



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A 3A?QN ?KIIQJE?=PEKJ

3PAL

3PAL

3PAL

12?2ALPEJC BA ?ANP?=PA 2XPAO =J =LKRA@ DKOP ATAEKJ EJOA LH=PBKNI OPXPHHKSA@
(KOPOEOP

NOTE: 'HFDKQCDDA J=IA KB DA @ABFQOMNEP?=PA EDAPO=IA BKN A=?D ?KKPMN =J@ BKN
7 KNG>AJ?PDA ?KIPAJP KB A=?D ZANIPA EO QIEMQA $K JKFDR@Rdefault  ?ANP ?=PA BKN
A=?D ?KIFHAN EJ UKQN JAPSKNG

4DA OUOPAI =0GO UKQ PK AJPAN KN ?KJ NI UKQN LAEPRENHEN

%JPAN UKQN LH=PBKRIRRR-HO =J@ 7B+

4DA LH=PBKNI EO JKS ?KJJA?PA@ KRANATBAZIANEKJ 'HH @=P= PN=JOIEPPAMI2NMULPA@ )B
UKQ HKCCA@ KJ BBNROFER =J@ =??ALPA@AR @ABFMANP?=PA KIJHDAOANRAN O EHRBJIP
?=JJKP >A RE®@=PA@

4K ?KJI'NI PD=P UKQ AKDQOEJOR OA-HDECIA@ EARHEPA NECIH?@H=PBKNiJ PA .=R PRA =J@
?E?&ession Info
4DA OUOPAIE®LH=UO OAOOEKJ EHRBKNI=P

Session Info for localhost *

b
. You are connected as

B
1 Hostname is localhost.

The identity of this host has not been verified.

- Server's certificate does not match the address.
- Server's certificate is not trusted.

Certificate Information

Yourconnection to localhost is encrypted with 256-bit
encryption.The connection uses TLSv1.3.

The connection is encrypted using AES_256_GCM, with
SHA384 for message authentication and RSA asthe key

exchange mechanism.

Your connection started at 08-Nov-23 10:56 AM EST.

ok |

©C & | @a

\ 4DA N@ ODEAH® BEP8 EJ@?=PAO+FP PA D=J@0OD=GA S=0 QJ=>HA PK RANEBAFE?EPU KB
A OANRAKENP?=PA K REASPA ?ANP?=PA BHGDA BJGCertificate Information

\ 4DA CANAJ ODEAH@IER ?DA?G I=NG EHH&PAO+FP AJ?NUER]I EO AJ=>HA@DE®AT=ILHA
DA OA?ANRKJIJA?EKJI EO QOEUSV1.3 =0 PA LKMPK?KH =J@ @=P=EO AJ?NULPR®AQOEJC
2ERAOP 3D=I¥BHAI=J =J@AES_256_GCM!@R=J?A@ %J?NEKB 3P=J@@NSHPCBC=J@
SHA1?ELDANE@@->HA@ >U @RB=QH

#HE? G+
4DA EJU HK?G KIARLH=PBKNI E?KJEA PR PRA EJE?=PAO = OAPQN?NULPA@ ?KJIJBRP

%J=>HJC BA .E=C=N=.APSKNG

4DA.E=C=N=.APSKNGKRE@ADALDUOE?=H ?KJBEK3IP BKN @=P= PN=JOIEOOERPKBIQIEP=PEKJI AJOGN
=P @=P=-ARN=JOIEPPA@ G¥IDNAPSAAJ PNQOPABALIP

3PAL
3PAL

-=N?D

2ECDP RPGOA JK@A EDRSNERARRIP=EJAN =J@7XBEASO ONKLANPU 3DAAP
%TL=J@DANiagaraNetwork ~ LNKLANPU



3A?QN ?KIIQJE?=PEKJ .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

3PAL  #KJ'NI P D=PPAtrue ?DA?G >KT EO OAHA?PE@lidtN

#KJIBENIEJC EAJP OANRAN-BKJODELO

IP =JU CERABPA FDA 3QLANREOKNERP+HU >A DA ?HAJP KB = ?KBRIMN OBKR =J@ RE?A RANO= 4RHR @GN
?KJI'NIO FD=P = BAJP BKDAP3QLANREOKNERIPAHEOPMRITKIRNHAN OBKP =J@ = EAJIP BKDAP?KIANHAN
OPHKJ ATEOP(RAIF)LANREOKNERP=P

3PAL %TL=J@DPASNERANOE=C=N=.APSKNE@A EIA 3QLANREOKN .#RP){f ODKQH@ ?KJP=EJ = JK@A
BKN A=?D ?KERNN

3PAL  %TL=J@DPASNERANOE=C=N=.APSKNBEJ = ?KIPRIHAN .=R RN )P ODKQH@ ?KJP=EJ = JK@A BKN P
3QLANREOKNEKR=P

3PAL  )B ABAN JK@A @KAO JKP ATHOKKANAFOPERJ

#NA=EJC = KKP #! 7ANEBE?=PA

I ?2KIL=JUY O KKP #! 2ANE ?=PA EO =®XAHCJA@ EAREPA #KIL=JEACCEP OANRA BAEN KSJ #! QOA EPO
LNER=PA GAU PK OBENFEJPANEX®A OANRHDAIP =J@ ?K@A OECIEE2ANID 4DKKP #! 2ANE ?=PA
MOE@AOBAPKNG>AJ?BANE ?=PA -=J=CAIAJP50AN +AU 3PXSEP >KP EPO LEH-J@ LNER=PA GKQO 9
ATLKNP EPBEBHU EPO E2>GAU OB-P UKQ ?=J EILKNP EP EJPK A=?D LH=P BKNIY&SIPARMQOP 3RKN

Prerequisites:

9KQ D=RADA KMQEI® =@KNEPU PK=MA ?ANP=PAOK® =N SKNGEJC EXNG>AJ?RJ = ?KILQPAN B=P EO
@AE?P=PA@ PK BANHPA I1=J=CAIAJP EO JKP KDR )JPANJAP KMPKIL=JUY ,!. =J@ EO LDUOEREHOAZQRD =
R=CHKN KFAN OAQNK?HKJ

3PAL 127?2A00 PA7 KNG>AJ?BANE ?=PA -=J=CAIAJPREAS >U ERGEMEKHO #ANE ?=PA -=J=CAIAJP
4DA#ANE ?=PA -=J=CAIAJPREAS KLAJO PBIASOAN +AU 3PKN

10 KB.E=C=N= A @ABHRitlium ?2ANP ?=PA S=Q\NH=?A@ >DA&default ?ANP ?=PA
SDE?D D=0 AJD=J?A@ BAERQID ?=JIKP >A @AHAPA@ 4DHHBIQRGI= JAFE=C=N-RANOEKJ
SEH JKP >U @QABR-RIPHQ@Adium ?ANP ?=PA >QP QLCHE3@= OUOPAI I=U D=RA £PA
tridium =J@ BPAdefault ?ANP ?=PA

3PAL  #KJ'NI P D=P UKQ KLAJARAT KNG>AJ?BOAN +AU 3PKNI@ HEPGDA.AS >QPPKJ =BPR >KPPKI
KB BA REAS

NOTE: )B UKQ KLAJA@ALH=PBKNI OPKPANE ?=PA -=J=CAIAJPREAS >U IEOP=GA UKQ 7BHOP
?M=PA =HKP #! ?2ANE ?=PA >QP ERHSKI? >A =R=EH=>HA PKDBEM®EIAN ?ANP=PAO

4ADA'AJAN=PA #ANP?=PSEJ@KS KLAJO

IHH ?AEP?=PAO >ACEJ =B Q&ETCIA@ TARFPAO /JHIDR KKP #! 2ANE ?=PAMNEEJO OB-DECIA@
>A?=QO0A EP OERTAHKR KEDR ?ANP?=PA ?D=EJ

3PAL  &HBHEIXIA BKNI =J@ ERGH

-=N?D



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A 3A?QN ?KIIQJE?=PEKJ

3PAL

3PAL

3PAL

N?D

\ 50AAlias PKE@AIBWDEO =0 KKP ?ARP?=PA
\ 50A PADistinguished Name (CN) A@P IK@A PKHEIA BKHKSEJC EJBKNEEB

\ 4DACommon Name(CN)>A?KIAO BDASubject =HOK GJKSJ =DAR$EGRCQEODA@ .=IA &KN
= NKKP #! 2ANE ?=PA BACommon Name(CN) I=U >A PDA O=I|A =OPAAlias

\ Organizaton = ODKQH@ BMR=IA KB DA ?KIL=JU

\ HDKQCDocalty =J@State/Province =M JKP AMQEI® =J@ AN-N>EPN=NU HASREJC P
>H=JG CAJAN=PAO = S=NJEJC IAOO=CA

\  4DA PSK ?D=N=?RZntry Code ~EOAWIQE®D =J@ IQOP >A = GJKSJ R=HQA 0Q?D =0 53 ).
# &2 $% %3 AP? MBAN PRR)3/ #/$% ?KHQIJ =P ?KQIPNU?K@AXKN

\ "=OA@ KJ[PANot Before =J@NotAfter @=PAO ?ENRPA REBPU @ABRMPK = UAEN
HKJCAN LANEK@ EAIKPNN@A@ =J@ JKP PKHAN=PA@ >U OKBOANIO #D=JCEJC PK =JAS
?ANP ?=PA =JJQHH KN ARAJ BEP= UA=N |I=GAO EPAKBRGAHD=P UKQN ?BAIBPA ?KJP=EDA P
H=PAOP ?NULPKCN=LDE?@P=3@aN® Q?AOR JQI>AN KB KH@ JACHA?PAR72ANMFDEP
?=J >A OPKHAJ =J&QOA@ BKN LDEODEJC =J@ @NERAAHPRHESN

\ KeySize @AB=RBIPK ! H=NCAN GAU EIKRAO OA?QNEPU =J@ @KAO JKP GECER7RJIP
?KIIQJIE?=PEKJ BIA 4DA KJHU EIL=?P EP D=0 EO PRAIABBHEIA EP P=GAO PX=PIAPA
?ANP ?=PA EHERU

\  &KNCertificate Usage OAHATA

\ 4DA (4-, '‘AJAN=PA #ANP?=PSEJ@KS #KSO UKQ PK =@ @ ATPAJOEKJO SDE?D OLA?EBU
EJBKNIFEKJ OQ?D =@ANJHRA OQ>FA?P J=IAO =J@ QASPANRBO PK ?ENP-PAO

\ 3-" @A JAOPA LQNLKOA BKN AT=ILHA AJ?ELDANIAJP OECZANBYR-PA OECJEJC
KB BA GAU ?KJIP=EJA@BRIRNF?=PA RQ ?=J QOA EP RRRNERR R)O=CA KB = TARPPAY
GAU KJHU PK LANIEPPA@ EKAR=BKN AT=ILHA = GBEFPODKQH@ KJHU >A QOA@ BKN GAU
I=J=CAIAJP ODKQH@ D=RMFGAU%J?ELDANIAJP >EP OAP

\' /% .., ).$0 ( =HKSO E@BBRO PK >A >KQJ@ PK ®Q>FA?P RB PANP?=PA
$AJA@ KLEKJIO EJ?HQ@A =J )JPANJARJH?AZEN =@@R =3$.3J=IA =J)0=@@NOO
=J@ = 5JEBKNI 2AOKBN@AIPAN 52)

\ 2) 3-" EJ@?=PAO KJA KN KNQNLKOAO BKN SOBRDANP?=PA 1=U >A
QOA@ EJ #R& PK KN EJ LH=?AB>POE? LONLKOAEERA@ BARGAU QO=CA ATPAJOEKJ
)J CAJAN=HDEO ATPAJOEKH SBtA=N KJHU EJ AJ@PUPANP=PAOK® ?=J ?N=PA =
?QOPKI GAU QO=CA ATPAJDERJI®OP >A =3 /)$ SEB JQI>ANO OAL=N=PA@ >U @A?EI=HO BKN
AT=ILHA

4DAPrivate Key Password SEJ@KS KLAJO

%JPAN =J@ ?KJ'NI = GBS L=OOSK® =J@ ERG+
4DA OUOPAI EJBKNIO UBEPHPA ?ANP?=PA D=0 >AAJ OQ>IEPPA@ EMKIANEP?=PA =LLA=NO
>ADEJ@R )JBK IAOO=CA HIASOAN +AU 3PKR=>HA

4K ?KIEJQA G+
4DA KKP #! 2ANE ?=PA JKS ATEOP® SEP EPO GAUMBTY KNG>AJ?BOAN +AU 3PKNNI P DEO
HK?HKJ UKQ ?=J QOA EP PK QN RANP=PAO EJPANEX@A OANREMJIP =J@ ?K@A OECJEJC

NOTE: 4DA AT?H=IEKJ E?KJ EJ@?=PAO+P PA ?ANP?=PA EO JKP OECJA@ >UE=?#P
IQPDKNEPU &KN = OANIRANY KN ?K@A OECIEIE2ANP EP IA=JOFP PA ?ANP?=PA SEEIKP >A
PNQOPA@ >MAPL=RRO &KN KK #! SDE?D EPBAIR OKQN KB PNQ@HE® EO JKNI=H =J@
ATLA?PA@

&KN PEO ?ANP=PA PK AQRIE?=PARA ?ANP?=PAO EP OECJO UKQ JKS JAA@ PK ATIXKIHEPEFEP
LQ>H? GAU =J@ EILKNP EPEABRAN MQOP 3RKMB A=?D PFAJIP ?KILQPAN =J@ LH=PBKNEKP=P
3AHA?DR JAS KKP #! 2ANE ?=PA =J@EAMB6TLKNP
4ADA#ANE ?=PA %TLKSIPI@KS KLAJO

CAUTION: $K JKP ?B?GDA ?DA?G >KT Mgport the private key 4DA KIHUWERA UKQ HEPGIHEO
?DA?G >KT EO SDAJ UKQ=PGEJC QDR ?ANP?=PA PK =JBRN HKEHRJ BKN O=BA GAALEJC



3A?QN ?KIIQJE?=PEKJ .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

3PAL 4K ?M\=PADPA KKP #! 2ANE ?=PAD>-P SHINOE@A EJ A=HAIBIBOAN MQOP 3RAKNE?G+
4DA #ANP ?=PA %TLKNP SEJ@KS KLAIDBBEPHAAE@U PK ATLKNP =0 = LAI "HA

4DA#QNAIP 0=P ODKSO SDANDA OUOPAI ORKNDA ATLKNPA@ FARHPA

3PAL .=REC=PA PKrootcert = BKH@AN KN EK3#R =BQI> @NERA =J@78-RA
4DA OUOPARMNKNP@EP EP ATLKNHAMG?RNEP?=PA OQ??ACQBQH

3PAL 4K ?KILHAPAPA ATLKNP E?MB+

Next steps

7DAJ ATLKNPA@ $HRJHU EPO [E2>BAUDR KKP #! 2ANE ?=PA 1=U >A BMHUEDPNE>QPKXR@=B M=@U PK
I=JQ=HHU EILKNBR KKP #! 2ANE ?=PA SBRKJHU EPO [E2>6AU EJEKMBOAN MQOP 3RKNB PA ?KILQPAN

QOQHHY 3QLANREOKN AJCEJAANEJC ?KILQBKNSDE?D PK ABRN I=JQ=HU KN SEP LMREOEKJEJC FK> HJOP=H
FDEO ?ANP=PA EDR50ANMQOP 3RKMNB SHAKPA LH=PBKNIO CBEFO

0=0O0SK& ORBCBD

4K LNKPA?P A=?D ?BNRPAYLNER=PA GAU UKQ IQOP OQLLHU = LNER=PA GAURADSIKNEIC QL ?ANP-PA
LNER=PA GAUO >U ARIRRREFP?=PAO UKQ I=U QOA =J EBKX@=H AJ?NBKB L=0O0OSKEN 4DA @ABRAI?NUERJ
L=OOSK® EMR O=IA =OPA LNER=PA GAU L=GDSKN.MRAJP QJ=QDRNEVA@ =??A00 UKQN [@0Q8ki®d PK
>A ORNIC

I OPKJC LH=PBKNI KN GRIR-=OO0SEN

\ (=0 KN IKN A ?D=N=?PANO
\ )I?HQ@AO HAPPANO LEXZRQEPKHO =J@ JQI>ANO
\ )0 QIEMQA BKN A=?D OARGKEIPRHO

CAUTION: $K JKP MQOA L=00SRE

\ | RKE@E®@KI=NU SN EJ =JU H=JCQ=CAGBERLAND >=?GCIBN KN SENF-P QOA ?KIIKJ
IEOOLAHICO =J@ =>AREHKJO OAMQAJ?ACAKNHPA@ ?D=N=?PANO LANOKJ=HEKBRRRP =0 UKQN
>ENR@=U @NERBRAYIOA L=OOLKNP JQIARQ

4DAOA LAP=QPKJO SAN-@=LPA@BERIUBKNI=FEKJ =P IEMOKBP ?KI SDE?DHRE@AO = OA2GROSKM
?DA?GAN UKQ ?=J QOA PKIPAORHECD KB =JU L=OOSRINE=C=N= =HIKSO UKQ PK ?KHN-OOSENDRICD®
BKN QOANBGRRE?=HFKJI 4DA L=OOSENRICH® ?KJ'CQNHKJI BKN QOANDAQR?=HFKJI @KAO JKP =LLHU PK
?ANP ?=PA L=OO &N

#NA=EJC = #HAJIP #ARBE?=PA BKN 3UOHKC ?KEBHCQN=P

4DA OANRAN ?KJ C@KIGAVIQENHAJIPO PK OQLLKNPAIPHDECIA@EANPA >WDA =LLKRA@ #! 2ANP?=PA
4DEO #! 2ANP?=PA D=0 >AAJ =@ @AGAKPKLNE=PA BKH@ /X BEARRAN PK OQLLKNPHKEEIEH-DRNEVA@
?EAJIPO PK OAJ@ IAOO=CAODEOA?ANP=PA EDRClient Alias "AH@ BKN 3UOHKC ?KJBIQID-P

Prerequisites:
9KQ D=RADA KMQEI® =@KNEPU PK=PA =J@ |=J=CA ?AERP=PAOK® =N AHPAN NQJJEI&KNG>AI?KJI UKQN
0# KN H=LPKL
3PAL 4K KLAJ DA ?ANP?=PA ORAON @K KJA KBARBKHKSEJC EDR .=R PHNA
\' %TL=J@H=PBKNMJ@ @KQ>HEZBANE ?=PA -=J=CAIAJP

\' %TL=J@P=BKJ #KJ'C 3ANRE?A@H=PBKNISANREZWD@KQ>HE7Hl
#ANP-=J=CAN3ANRE?A

-=N?D



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A 3A?QN ?KIIQJE?=PEKJ

"KPD OPALO KLADR O=IA OPKW® 7DE?D PK QOA @ALAJ@O KJ DKSAJRQIAPPA@ PBA
LH=PBKNI OE+B

| 4
~ Nav AX Certificate Management
E # C & My Network Certificate Management for "localhost”
@ My Host .global.ds.honeywell.com (Common) User Key Store  System Trust Store  User Trust Store  Allowed Hosts
& iy File System
You have local certificates:

) iy Modules

g Platform User Key Store 3 objects
) axcertificate Management

Alias Subject Mot After Key Algorithm  Key Size Valid ]
@ Application Director
) cloud_nétestwin-e798-5f73-lebe-e8ff  NaitestWin-E788-5F73-1EBE-EBFF  Mon Dec16 12:01:561ST 2081 EC 256 true

@ Lexicon Installer
© LicenseManager & default Niagarad TueSep1211:04:291ST2023  RSA 2048 true
© Platform Administration B tricium Niagarad Tue May 17 13:59:271ST2022  RSA 2028 false
@ station Copier
€ TcPiP Configuration
) Remote File System

@ Station (Common)

Q) Test
View 5 New | Cert Request % Delete
[5 1mport 2 Export X Reset

- |

3PAL  #HE?GDA.AS >QPPKJ =PR >KPPKI KBO;A REAS
4DA'AJAN=PA 3M3ECIA@ #ANP-PSEJ@KS KLAJO
3PAL  &HHEJIIA BKNI =J@ ERIG+
\ 50AAlas PKE@ABDEO =0 £E2dP ?ARNRP=PA

\ 4DACommon Name (CN) >A?KIAO PASubject )J PDA (4-, REAS UKQ ?=J ABPDA #. /5
IN C=JEVEKJI=H 5JEP / /R=JEVEK] , K?=lEPU 34 3P=PAMREJI?A =J@ # #KQJIPNU #K@A
QOEJDR A@P IK@A JATP PBADIstinguished Name (DN)

NOTE:

&KN = HAJP ?ARIP=PA DA #KIIKJ .=IA EO KBPAJ P DA J=IA KB DA AJEPU I=GEJDR
?KJIJA?EKI OQ?D =0 = QOANJI=IA

\ Organizaton = ODKQH@ BMR=IA KB BA ?KIL=JU

\ HDKQCDocalty =J@State/Province =M JKP AMQBEI® =J@ AN-N>EPN=NU HASREJIC P
>H=JG CAJAN=PAO = S=NJEJC IAOO=CA

\ 4DA PSK ?D=N=?FZdintry Code = EOAVIQEID =J@ IQOP >A = GJKSJ R=HQA OQ?D =0 53 ). #!
&2 $% %3 AP? ABAN PRR)3/ #/$% ?KHQIJ =P ?KQJPNU?K@AKN

\  &KNCertificate Usage OAHAClient
3PAL  #NA=PA = #! 2ANP ?=PA KN QOA =J AHEDR 2ABAN PK ZANEJC =KKP #! 2ANE ?=PA][
3PAL  #HE?@&ANP 2AMQARIR?A=PA = ?ANP=PA OECJEARIQAOP

3PAL .=REC=PA PAKKHO #ANE ?=PA 3ECJARKH
4DA#ANE ?=PA 3ECJESEJ@KS KLAJO

3PAL 3AHA?DR ?ANP?=PA OECJEANIQAOP =J@ AJENLROOSIKINOAP SDEHAENC BA #! 2ANE ?=PA
3PAL 3ECJ BPA 7HAJP ?ARIP=PA SBRDA #! 2ANIE ?=PA EOKNG>AJ?D

-=N?D



3A?QN ?KIIQJE?=PEKJ .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

Generate Self Signed Certificate

i
1
x

Generate Self Signed Certificate
Generates a self signed certificate and inserts it into the keystare

=
: [

cacert (required)
Commaon Mame (CN) cacert (required)
" this may contain the host name or address of the server

Organizational Unit (OU) engineering

Organization (0) Tridium (required)
Locality (L)

State/Province (ST) Virginia

Country Code(C) Us | (required)

Mot Before 09-Feb-2022 10:55 AM EST|4

Mot After 09-Feb-2023 10:55 AM EST|3

Key Size <> 1024 bits @ 2048bits <> 3072 bits ¢ 4086 bits

Certificate Usage > Server > Client @CA > Code Signing

Alternate Server URI

Email Address

[] pigital signature [] Mon-repudiation [] Key encipherment

Key Usage D Data encipherment D Key agreement Certificate signing
CRL signing [[] Encipheronly [] Decipheronly
oK Cancel |

3PAL  )ILKNP A OECIA@ EARFPA >=?G EJPKNG>AJ?DALH=?EJOR OB-DECIA@ TARFPA
3PAL  %TLKNMR #! 2ANE ?=PA =J@ GAU =0 = 0%- OAL=N=RAHUKNG>AJ?D

Next steps
4DEO #! 2ANP?=PA =J@ GAU ?=J >A =@ @A BKRRANE ?=PA BKH@ANA3POHKC OANRAN =J@ >A QOA@ PK OECJ
DA OANRAN EAMNPA SDEHA ?KJ CONEACIHPQ=H =DRIE?=4EKJ

#NA=EJC = OANRAN EBRP=PA

%=?D 3QLANREOKN 0# AJCEJAANEJC AHKMKRKNPKHANJI@ NIKPA OPHKJ AMQER = OANRAN RAINPA BKN
FDKOARAO SDAJ EP BCHRBO =0 = OANBARP EO EILKNP=JP PK UKQ BKN E=2EP2ANPE GERIPRA ,K?=HPU =J@
3P=PA QOBHEO KRA@Q@NPK I=GA = JAS ?ANPP?=PA BKN A=?D OANRAN

Prerequisites:
9KQ D=RADA KMQEI® =@KNEPU PK=A =J@ |=J=CA ?ARRP=PAOK® =N AHPAN NQJJEIEKNG>AI?RJI UKQN
0# KN H=LPKL KNA=RKJJA?PA@ PBAPNIKPA ?KIPKIHAN KJ SDE?D UKQ?2M=EIC BA ?ANP?=PA

TIP: 7DEHA JKP AMQEMJIP SDAJ ?M=EJC =AIKPA OANRAN RARPPA =0 = >A0P LN2RPUKQ ODKQH@
@0?KJIJA?P IKRPKQN ?KILQPAN =JA PKIRNHAN LH=PBKKI BNDA )JJPANJAP =J@ ?KIL=JU ,!. BAJ ?KJJA?P
UKQN KNG>AJ?RKILQPAN PKOA LH=PBKNI QOEJKOENRAN ?=>HA
3PAL 4K KLAJ DA ?ANP?=PA OPAON@K KJA KBABKHKSEJC EDR .=R PHNA
\' %TL=)J@H=PBKNMI@ @KQ>HEZBANE ?=PA -=J=CAIAJP

\' %TL=J@P=BKJ #KJ'C 3ANRE?AQ@H=PBKNISANREZAD@KQ>HEZBI
#ANP-=J=CAN3ANRE?A

-=N?D



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A 3A?QN ?KIIQJE?=PEKJ

"KPD OPALO KLADR O=IA OPKW® 7DE?D PK QOA @ALAJ@O KJ DKSAJRQIAPPA@ PBA
LH=PBKNI OE+B

3PAL  #KJ'NI P D=P PA ERA =D PKL KEDA REAS EGRAHNDPA DKOP BKN SDE?D WKZW=REJIC BA
OANRAN BREPA &KN AIKNPA ?KIPKHARDEO HOAPO =@ @NO

3PAL  #HE?GDA.AS >QPPKJ =PR >KPPKI KBOA REAS
4DA'AJAN=PA 3MBI3ECIA@ #ANP-PSEJ@KS KLAJO

3PAL 'ERA DA ?ANP?=PA =P HA=ORliad Common Name(CN) Organization Locality State/
Province =J@Country Code

\ 50AAlas PKE@ABDEO =0 = OANRAN?ARR EJ?HE)@EIIA J=IA PDA ?KIL=JU
CAKCN=LDU KN @AL=NPIAJP

\ Common Name(CN) ODKQH@ BMFO=IA =OPA DKOP J=IA SDE?D EO DKS = OANRANADAJIP
EPCGAHMDA ?KIIKJ J=IA >A?KIAO P DASubject =HOK GJKSJ=DASEERBCQEODA@ .=IA 4DA
)0 =@@NDO KB = ?KBRMN KN EPEB.ORHEHA@ $KI=EJ .=IA &1$. =N A =LLNKLNE=PAias
=J@Common Nam® BKN ANMPA ?KJPKHAN KN 3QLANREOEKJIOP=P

1J &1%$. EO P DAHosthame LHQ@RAPrimary Dns Suffix &KN = ?KILQPANKQ ?=J OADEO
J=IA EJ -U #KILQPAN ONKLANPAO Z&PPKILQPAN J=IA [ &KN = ?KIRNAIRDAN EO JK CKK@
LH=?A PK OARHED J=IA >QP EP SKQH@ >A OKIJTHGA [U?KIFHAN @KI=EJ ?KI KN
IU?KIPNHAN @KI=EJ JAP

NOTE: $K JKP QOADA O=IA J=IA BKNCommon Name (CN) KB = OANRAN EANPADR-P UKQ QOA
BKN =KP KN EJPANE@A ?ANP=P&OCommon Name (CN)

\ 'HDKQCMDocalty =J@State/Province =M JKP AMQE® =J@ ANN>EPN=NU HASREJIC P
>H=JG CAJAN=PAO = S=NJEJC IAOO= L4DHEN #!0 |=U JKP OECJ FANHPAO SHQPDIAOA
LNKLANPAO @A JA@

\ 4DA PSK ?D=N=?FRZdintry Code =EOAVIQEI® =J@ IQOP >A = GJKSJ R=HQA OQ?D =0 53 ). #!
&2 $% %3 AP? ABAN PRR)3/ #/$% ?KHQIJ =P ?KQJPNU?K@AKN

\ NotBefore =J@NotAfter @A JA PALANEK@ KEE®BHAY BKDAP?ANEP?=PA

\ KeySize @AB=RBIPK ! H=NCAN GAU EIKRAO OA?QNEPU =J@ @KAO JKP GECER7RJP
?KINQJE?=PEKJ BIA 4DA KJHU EIL=?P EP D=0 EO PEAJAPBHEIA EP P=GAO PP [PA
?ANP ?=PA EHERU

)B = BE® L=NPU SEBPECDR ?ANP?=PA ?KJAQEHP UKQN #! #ANP?=PA !QPKNEPU PK
@APANIEJBR =??ALP=>HA GAU OEVA 3KIA #!0 OQLLEEPA®& JQI>AN KB GAU OEVAO

\  &KNCertificate Usage OAHABerver BKN = LH=PBKNI GR3P

\ Alternate Server Name OLA?E AO =JRANJI=PA J=IA BKNAAOANRARE?D EO QOA@ PK
?KIJOPNQ?P = 3Q>FAPARNBHERA .=IA &KN AT=ILHA QOMR OANRAN O )0 AQ@HNBA#. EO
FDA DKOPJ=IA =J@ RE?A RANO=

4DA/+ >QPPKJ =ER=PAO SDABMNMQAEID EJBKNERJ EOKRE@A@

3PAL 4K ?M\=PADPA ?ANP?=PA BHG+
4DAONER=PA +AU 0=0@®N@KS KLAJO

3PAL  %JPAN = @GBG L=OOSK® BKN = QIEMQA L=G@DEKNDAHAPRIOA CHK>=H TARPPA L=OOS&N
?DA?G >KT
9KQN L=OOSENQOP >A =P HA=OP ?D=N=?PANO HKJC !P HA=OP KJA ?D=N=?PACEPORIM = @
IQOP >A HKSAN ?=0A =J@ KJA IQOP >A QLLAN ?=0A
4DA OUOPAI OQ>IEP®A RPANP?=PA BKNKROOEJC BAR=?GEQJ@ ! LKL QL SEJ@KS EDR
HKSAN NECDP KB UKQN 9@REOAO WG BEJIC PA EIA EP I=U P=GA PK CAJANERAPRNP?=PA
4DA HAJCPKB BIA EP P=GAO @ALAJ@DAXGRU OEVA =D@IMH=PBKRIYK?AOOEJC ?=LEMHH
7DAJ ?NA=PA@DA ?ANP?=PA =LLA=NO =®&S HJ PA50OAN +AU 3PKR=>HA

3PAL 4K REASDA ?ANP?=PA BN° DA LH=PBKNI OP<B50AN +AU 3PKIMKQ>HAEZG EP KN OAHA?P EP =J@
?H?GEAS

-=N?D



3A?QN ?KIIQJE?=PEKJ .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

KP E?AP=P PAlssuer =J@Subject =M DA O=IA =J@ PA ?ANPP?=PA EO E@A® SBR- UAHKS
ODEAH@ E" J4DAOA B=?PKNEEIDRP PEO EO =BIMECIA@ TAREPA

3PAL #KJ'NI P D=P PA EJBKNIEKJ EO ?KRRR

NOTE: 4K ?D=JCA = ?AEP=PA UKQ FQAEPPA@ @AHAPA EPATIR2NIAS ?ANP=PA $K JKP
@AHAPA = FAREPAI-P EO AH®U EJ QOA

Next steps
2ALA=P BEO KRA@ @QN\PK ?A=PA =@HBKJI=H ?ANP=-PAO

#NA=EJC = ?K@A OECJEJCEBHEMRPA

4DA OUOPAI OECJO ?K@A K>FA?PO QOEJC = ?K@ABEERAFEP?ENR = OOCBKMPA?PA@ 4DBECPAD@N
ATLH=EJO DKS PK CAJAN=PA = ?K@A OEEIR3CARIEIBNG>AI?DBKQ I=U QOA =FPEH L=NPU PKKH PK
CAJAN=PA = ?K@A OECJEE 2ANPBHKSA@ >U EILKNIZ EP EJPK UKRING>AJ?BOAN +AU 3PKISQ?D =J
EILKNPA@ ?ANP-PA IQOP D=RA = ?K@A OECJEJC OAP =0 EPO ATPAJ@A@ GAU QO=C& FBEBECA OP=J@=N
ATPAJOEKJ

Prerequisites:
9KQ =N SKNGEJC EXNG>AJ?NQJIJIEJIC KJ = 3QLANREOKN KN AJCEJAANEJC 0#

3PAL  #HE?@KKHO #ANE ?=PA -=J=CAIAJP
4DA#ANE ?=PA -=J=CAIAJPREAS KLAJO

3PAL  #HE?GDA.AS >QPPKJ =PR >KPPKI KBOA REAS
4DA'AJAN=PA 3M3ECIA@ #ANP-PSEJ@KS KLAJO

3PAL  &HBHEIA LKLANPAO
)J =@ E@PKJ PKOA KMQEI® LKLANPAO @A’JA UKQ@bality (L) ?EPU =J®ate/Province
(ST) 7 EBKQPDAOA LNLANPACDA OUOPAANKNPO =J ANNAOO=CA
Country Code EO = PSK ?D=N=?PAN )3/ ?KEBANPRR )3/ #/$% ?KHQIJ =P ?KQJIPNU?K@AXKN
#DKKOACode Signing  BKNCertificate Usage
4DA/+ >QPPKJ =ER=PAO SDABAMQED EJBKNIERJ EOKRE@A@

3PAL 4K ?M\=PADPA ?ANP?=PA BHG+
4DAONER=PA +AU 0=0@SN@KS KLAJO

3PAL  %JPAN = @GBS L=OOSKR =J@ ERG+
9KQN L=OOSENQOP >A =P HA=OP ?D=N=?PANO HKJC !P HA=OP KJA ?D=N=?PACEPORIM = @
IQOP >A HKSAN ?=0A =J@ KJA IQOP >A QLLAN ?=0A
4DA OUOPAI OQ>IEP® PANP?=PA BKNKROOEJC BAR-=?GEQJI@

3PAL 7DAJ PDA ?ANP?=PA D=0 >AAR2RA@ EPE+
4DEO BABECJIA@ TAREPA =LLA=NO =®&S EJ PA50AN +AU 3PKR=> E@AIRA@ >U = U#SE ODEAH@
E?KJ

Next steps

ONKPA?PEQ ?ANP=PA =J@ L=OOEKHN OKIAKJA OPA=HO UKQE?ARR =J@ GJKSO UKQN L=@D 8N ?KQH@
@=1=CA UKQN KLARB >U QOEJC UKQNE?ZAA PK OEDAEN KSJ IHEPEKQO ?K@A

#NA=EJC = #32

1 #32 #ANPE ?=PA 3ECJEJC 2AMQAREPAN = ?0N "HA BKN A=?D EJPAPIA@ANRA® ?K@A OECJEJC

?ANP ?=PA 4DEO "HA ?=J >A OECJA@ KB KNNEJPANB@®@A #! 2ANP?=PA

Prerequisites:
&KN AEEJC EJPANIAGPA =J@ ?K@A OECJEEC72AMD UKQ-REASEJOR? KNG>AJ?DPKRD &KN ANEJC
OANRAN BREPAO UKQ-FREASEJOR LH=PBKNI OBPOPK®

3PAL 3AHA?DR ?ANP?=PA PK OECJ =H@@&ANP 2AMQAOP

-=N?D



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A 3A?QN ?KIIQJE?=PEKJ

4ADA#ANE ?=PA 2AMQAOP BBKa@KS KLAJO

3PAL  #KJ'NI P D=P PA ?ANP?=PA INANPAO AN KNAPP =)@ BERIG+
/JA KB PDA BKHKSEJC D=LLAJO

\' )B UKQ ANLML=NEJC = #32 BKN = OANRAR 2ANPIA OUOPAIEDL H=BAPANP-=J=CAIAJP
BKH@AN BKN UKQ PK ?DRKBERERJI PK OPAMBRA #32

\ )B UKQ ANPM=EEJC = #32 BKN = #! 2ARP?>=PA KKP KN EJPANEB®A KN = ?K@A OECJEJC
?ANP ?=PA BA#ANE ?=PA -=J=CANNKILPO UKQ BKRRLNER=PA GAU L=GD IKNPARKR
L=OOSKH =J@ ERG+ 4DA OUOPAIEDLH=WAPANP-=J=CAIAJPBKH@AN BKN UKQ PK ?DKKOA
DA HK?ERJ PK OPAA #32

4DAAlias BKNDA ?ANP?=PA EO QOA@ACHA J=IA KB PA #32

3PAL  50A PA @ABFBKH@NOAHA?PEBENIP BKH@AN EJ SDE?D RIRDBR3Y =J@ HPG=RA
4DA OUOPAIE®LH=W3R generation complete

3PAL 4K ?KJ NI ?KILHAPEKJ PG+

NOTE: /J?A UKQ ?M=PA = #32 @K JKP @AHBRAKRECEJ=HE?ANPA RNSDE?D UKQ A¥PAGDRA

#32 ,=PAN EJIPA LK?AO00 UKQ IBEH KNP = OECJA@E?2ANA >=7G EJBABOAN +AU 3PKSDAN

EPO LEEHGAU IQOP |=P?DRLNER=PA GAIDKBEKRECEJ=HEZANPA #\EJC = JAS ?ARP?=PA SBP
DA O=IA J=IA @KAO JKP CAJAN=BA P=IA GAU L=EN =@ D EJ AAND SDAJ UKQ PNU PK EILKNP
DA OECJA@ EAREPA )B EP EO =>OKHQPAHU JA?AOO=NU BKMAKILGPAREKDP SDE?DA

?ANP ?=PA EO QRO RQHJAN=>HA UKQ I=U ADAKNECEJ=HE?ANIPA SBFEPO LNER=PA GAU =J@
EILKNP EP EJPRBOAN +AU 3PKBDAJ UKQAPAERMDR OECIA@ TARFPA "QP E@R+fHIKQ ODKQH@
HA=R/ADR KNECEJ=HE?ANPA EDR50AN +AU 3PXKB BA KNECEJ=H @ADKOIP

3PAL  )B=JATPANJ=H # 0OQ?D ARNE3ECJ KN 4D=SPA SEEJ UKQN OANREI=ZRAD BIKIS DA #32

0Q>IEOOEKKZR@@N-0 AMQEI® >UPA #!
4DA #! RANE AMRP UKQ AISDK UKQ ?H=EI PK >B=P A=?D ?ANP=PA EO BKN = OANRAN UKQN
KNC=JEVEKJ =?PQ4Hl I=EJP=EJO =J@APEILKNP=JP EJBKEKPADALIAJ RPQNJ = OECIJA@ OANRAN
2ANEP?=PAO KJA BKN A=?D OANRAN

ADA #!1=U ?KILN AOO >KP®A JAS OECJA@ TREPA =)@ = ?KLU KBIKP #! 2ANE ?=PA
?2KJIP=EJEJC KIBW PQ>ER GAU SEP=0OSKM LKNPAZEKJ LQP >KPKJ = SA>OEPA Al=MMIGO

PK UKQ =J@ LDKJA UKQDSBER L=0OSIBKMR ?KILNAOOA@ L=OOBKNIPA?PA@ "HAO 4DA

NKKP #! 2ANE ?=PA SBREPO LESHGAU @KAO JKP D=RA PIKPATRA@ =J@ ?=J >A OAJP RE= Al=EH

3ECJEJC = ?AHE?=PA

3ECJEJC = ?ANP=PA EDAPFK> KB = #! #ANP?=PA |QPKNEPU ! R=NEAPU KB7ZANPOECJEJC OKBPSINHOA=N
=R=EH=>HAQ=N JKP AMQEI®D PK QOBABN=IASKNG =JaKNG>AJ?BK OECJ ?ENR-PAO 4DERIAQGN
@K?QIAJPO DKS PK OECJEARIPAO )P =HA®D PK ?KIL=JEAO SDK OANRPAEDIKSJ #! )J = HEM EJOPHEKJ

UKQ QOA UK®&KMN#! ?2ANE ?=PA PK OECJ =JU EJPANRAG? ANP=PAO =J@AEJPANIARPA ?ANP=PAO PK OECJ
UKQN OANRAN =J@ ?K@A OECHEHXPAGNR = OIHHEJOR=EKJ UKQ I=U QOA UKKKMN#! ?ANE ?=PA PK OECJ =H
?ANP ?=PAO

Prerequisites:

\ 9KQ =N SKNGEJC EXNG>AJ?RJ = LDUOEPHH=J@ AHKIERHU OAZDH# PD=P EO JARAN ?KJJA?PABAPK P
)JJPANJAP =J@ EO QOA@ AT?HQOERAHE PKR¥TJ ?ANP

\  4DA KKP #! KN EJPANIARPA ?ANP=PAIR-P SHHQKDA OECJEJC E®EJI RNG>AJ?BOAN +AU 3PKN
\ 9KQ GJIKS BA L=OOSINKBIA #! OECJEJC ?ANP=PA KKP KN EJPANBB&@ACRP SHHOECDR ?ANP?=PA O
\ 9KQ D=RA KJA KN IKN#32 "HAO OECJE2AMRAOPA=I®U PK OECJ

NOTE: 4K AJOQNJAPSKNG OA?QNEPU =HS=UO BREBABNFOEING>AIJ?R] = ?KILQPANP=P EO
@O0?KIJA?PAEI BNDA )JPANJAP =J@&I BPNDA ?KIL=JU ,!. -=EJP=EJ P DEO ?KILQPAN EJ = LDUQEBA¥ON
HK?HKJ

3PAL  )J 7 KNG>AJ?RJ UKQN LDUOHZ=HI@ AHKIERHU OAQNI@ JARAN ?KJJA?PAGDRRYIPANJIAP
0# PD=P EO QOA@ AT?HQOERAHU ER?6ERD ERIRKHO #ANE ?=PA 3ECJARKH

-=N?D



3A?QN ?KIIQJE?=PEKJ .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

4DA#ANE ?=PA 3ECJESEJ@KS KLAJO

3PAL  #HE?GDA BKH@AN E?KJ HK?=PA =J@KKA2 BKNOA ?ANP?=PA UKQ SEOD PK OECJ
ADA#ANE ?=PA 3ECJESEJ@KS ATL=J@0 PK ODKE?2NA @AP=EHO

3PAL  #KJ'NI P D=P PEO HDAPPKMIPP #32 >U ?DA?GEJOABQ>FA?P

3PAL 3AHA?DR @=PA KJ SDERIARPANP?=PA >A?KIAO BB7PRANot Before  =J@ PA @=PA =BPAN SDE?D
EP ATLADINot After

3PAL  &KNCAAlias QOAPA @i @KSJ HOP PK OAHARPR ANEP?=PA KKKP KN EJPANEA SDKOA LNER=PA
GAU SHHDECDPO ?ANP=PA

3PAL 3QLLHUDA #! 2ANE"?=POYL=00SKN=-J@ ERG+
3ECJEJC EO @KIADAIINER=PA GAWDKEKKP KN EJPANBERRA ?ANP=PA

4DA O=IA "HA BKH@*Nsers/[username]/Niagara4d.x/certManagement @EOLH=UOBEP
DA "HA J=IA ATPAJOEKJ LAl HA@ EJ BKN UKQ

9KQ I=U IK@ EBWIDEO "HA OPNATRQNE@ BPR=J=CAIAJP KB DAOA 'HAO
3PAL 4K ?KILHAPAPA OECJEJE?B=RA

3PAL  #KLU DA OECJA@ EREPA LAI 'HA PK -D®)I> @NERA =J@ EILKNP EP >=?®EIPKAR +AU 3PXKN
KB BA ?KILQPAND=P ANPA@GDR ?ANP?=PA =J@ CAJAN=H2G}#B2

Result
9KQ ?=J NLA=P PEO KRA@®@NBKN A=?D #32

NOTE: )J .E=C=N+DAN EO =@ @A@ OQLLKNPBRANEPHPA OECJEIC &KMIGMP=EABAN PRR Z3ECJIEJC
IQHFELHA ?ANP=PAO[ PKLE?

)JILKNPEJC BA OECJA@ BBE?=PA >=?G EDRIKBOAN +AU 3PKN

3ECJEJC = ?ANP=PA AYPAO = LAl 'HA SDE?D EO KJHU EJPAJ@A@ BYR BEHIGNPIFABASOAN +AU 3PKMD=P
?KIP=EJDR KNECEJ=HEANPA SEFDA |=P?DEJC LNER=PA GAU &KN = OANRANPABRNP HDAR_H=PBKNI
OP-HKBOAN +AU 3PKMD=P KNECHI+M¥PAG@RA ?ANP?=PA =J@ #32 &KN =J EJPANBARGA ?ANP=PA KN = ?K@A
OECJEJC ?ENRPA EO EO IKEBAHDAT KNG>AJ?BOAN +AU 3PKKJ FDA OA?ANKILQPANSDE?D UKQ QOA PK
OECJ KAN ?ARNP=PAO

Prerequisites:
9KQ D=RADA OECJA@ LAI 'HAO 4DA BK?QO BO $0AN +AU 3RKEI BA =LLIM{LNE=PA ORBNK7ERJ
7 KNG>AJ?EBN LH=PBKNI OBP

3PAL  #HE?GILKNP

3PAL ,K?=PA =J@ OAHAZR BECJA@ TAREPA O LAI 'HADA KQPLQP HBAP?ANP?=PA OECJANIN PAI
"HA UKQNIAERA@BNP DE® L=NPU #! =J@EMAAJ
ADA#ANE ?=PA )ILKNBEJ@KS KLAJO
3PAL  #KJ'NI P D=P UKQ ANILKNEJC BA ?KN®P ?ARP?=PA =] @EA&+
)B PAAlias KB PA ?ANP?=PA UKQAEILKNEJC EO JKPAO=IA =OPAAlias KB BA ?ANP?=PA
UKQ sAMLH=?EJ(DR OUOPAI KN.PO UKQ BKBRAlias KB BA ?ANP?=PA PIANH=?A

3PAL  )BJIAA@A@ AJPBAARas =)@ PG+
ADA CNAJ ODEAH@ E®Z INALH=?AMR UAHKS ODEAH@ E 'KJATP PKDA ?ANP?=PAlias EJ BA
50AN +AU 3PKR=>

3PAL 50EJCIPA KLANERC OUOPAI @AHBRALAI 'HA O BN P DA OA?@AN KNG>AJ?RKILQPAN

-=N?D



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A 3A?QN ?KIIQJE?=PEKJ

)JILKNPEJC EJ?KILHAPA ?ERP?=PAO EJPK 50AN +AU 3PKN

10 KB.E=C=N= UKQ ?=J EILKNP ?ANP=-PAO SERPJ?KILHAPA ?D=EJO HIRIS®AN +AU 3PKN'EJC LNREKQO
EILKNP AKNO %TEGP?ARFP?=PAO SEPJ?KILHAPA ?D=EDSHP-A=HN-@U EDR 50AN +AU 3RKN-J >A QOA@ >U
OANRE?AO OQ7DA-&KT 3ANRE?AY 3ANRE?A JE=C=N=@ £IDIRR-O OANRAR ?ARRO EHJIP ?ARP=PAO

SEP EJ?KILHAPA ?D=EJO I=U =HOK >A QOARIFC?ANP=PAO BKNGANE?=EKJ

/RANREAS

4DEO AJD=J?AIAJP BBNO UKQ B3TM@ aATEFEHSDAJ EILKRIC =)@ @BVEJC ?ANP-PAO SHRIE=C=N=3KIA
?KIL=JEAO ?DKKOA JKP PK @EBA LQ>ERP ?AEPP=PA KBREN #ANP=PA |QPKNEPU #! SDE?D ?=J DEJ@AN P
=>HEPU PK >QEH@ = ?KILHAEA?2RNPD=EJ AREKQOHIE® ARAIPA@ ?ENRPA EILKNPO EERAC=N=

)JILKNPEJC = ?ARBE?=PAIEP EJ?KILHAPA ?D=EJ
4DA EILKNP IPA@@NDKAO JKP ?D=JCA (KSAREBIA ?ANP?=PA D=0 =J EJ?KILHAPA ?DBEERKNP SHEH
0Q??AA@ 4DA E?KDRHRNE ?=PA -=J=CAREAS SHHEOLH=U =] HR=-H >=@CA PKERI@DEO

4DA#ANE ?=PA -=J=CAIAJP BKN .E=C=NKRNG>AJ?REAS EJ?HQ@AXKBEKJI=H ?KHQE&QH #ANP #D=EdHQIJ
SDE?D UKQ ?=J =@ @ >U GAKRQHA #ANP #D=BHll P DA @Gl @KSJ IAJQ EJ PA QLLAN NECDP ?KNJAN

Allowed Hosts

/' Alias
Issued By
' Subject

Not Before
' Not After

v Key Algorithm
v Key Size
Key Spec
Signature Algorithm
Signature Size
v Valid
Self Signed

Full Cert Chain RIlvy]

4DA&QH #ANP #D=FKRHQIJ @OLH=t@ BKN ?ARP=PAO SEPKILHAPA ?D=EJO g2 BKN ?ARIRP=PAO
SEPKQP ?KILHAPA ?D=EJO

Certificate Management for Niagara Workbench

User Key Store System Trust Store User Trust Store Allowed Hosts

Alias Subject Not After Key Algorithm Key Size Valid Full Cert Chain
rootca rootCA 08-Nov-2025 11:08 AM EST RSA 4096 true true
e  default Niagara4 06-Nov-2025 1:26 PM EST RSA 2048 true true
% foxserver jace.domain.com 08-Nov-2026 11:09 AM EST RSA 4096 true false
9 localhost2040signed localhost 24-May-2040 12:20 PM EDT RSA 2048 true true

"AOP LN=E?AO

7DAJ R=lH@EBC ?ARP?=PAOCDR RHEH@EBC AJPPU ODKQH@ ?KJ NI = ?D=EJ KB RIN(FDREBNA@ HEREPA PK
DA LMOAIPA@ ?BNRPA ?D=EJAOAIPA@ >DAPKPAN L=NPU )B =J EJ?KILHAPA ?D=EROBOHA@ BQH

-=N?D



3A?QN ?KIIQJE?=PEKJ .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

RANE ?ERJ I=U JKP >A LKOOE>HA 7DEHAERIEO®A@ PK QOA = ?KILHAPA ?D=EJ BKKNEA®
EJPAUAN=>EPU |=JU O?AJ=NEKO =??ALP EJ?KILHAPA ?D=EBQCEBRIAR®@# =LLHE?=EKJO

3A?QNEPU ?KJOEEKAID=-P

4DA QOA KB =J EJ?KILHAPARRNIPA ?D=EJ @KAO JKP B RE@AAJIP = OA?QNEPU NEOGE@ERREN?AOO SEH
OBHOPNERA PK A0P==1?D=EJ KB PNQOP (KSAEAMKILHAPA ?D=EJ IECDRRANJPPA RE@EBC L=NPWKBN
0Q??A0CBNOBKNIEIOEO PNQOP SDE?D ?=J EIL=?P HKJBBKN ?ANP=EEZHBKIO

50OEJC = ?ANBE?=PAEB?KILHAPA ?D=EJ EJ SANRE?AO

4DA LIK?A@@NPK QOA = ?ENP-PA SBR-J EJ?KILHAPA ?ANP ?D=EJEO-FPA =O PA ATEEIC LK?A@G@NPK QOA =
?KILHAPA ?ANP ?D=EJ

3AHA?DR @AGEN?ARP?=PA BRN° DA @ @KSJ IAJQ EJ PA OANRERAPUKQ ANRKJI'CQNEJC =J@ EB JAA@A@
AJPANDA L=OOSIKN

IBPAN OAHARP = ?ANP=PA UKQ ?=J JKFA PSK I=EJ EBANI?AO
\  4DA ?ANP?=PA SHISKNG

\ 3ANRE?AD-P EJ?HQ@5&rver Certificate Health LNKLANPU BKN AT=ILHA &KT 3ANRE?AAI@ 7
3ANRE?A D=RA =J EEX@=H ?ANP-PA DAEHOP=PQX Incomplete Chain
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Figure 3. &KT 3ANRE?A O BEANIPA DAEH_ NLANPU

FoxService
Display Name Value

[W Fox Port ServerPort:1911 tcp any false
[ Fox Enabled ® false

(M Foxs Port ServerPort:4911 tcp any false
[l Foxs Enabled true @

(M Foxs Only true @

@ Foxs Min Protocol TLSv1.3 v

@i Fox Over WebSocket Enabled true @

M Cipher Suite Group Recommended v

Alias foxserver
[l Foxs Cert

Password |(unchanged) [Use global certificate password

[l Server Certificate Health foxserver == foxserver : Ok Incomplete Chain

M Requested Cert foxserver
[l Returned Cert foxserver
[l Cert Status Ok Incomplete Chain v

Figure 4. 7 A> 3ANRE?A O FAREPA DAEH_ NKLANPU

WehService

Display Name
@ Status
@ Fault Cause
@ Enabled
@l Hitp Port
@ Http Enabled
™ Https Port
(@i Https Enabled
[ Https Only
[l Https Min Protocol

@ Cipher Suite Group

(@ Main Https Cert

Value

{ok}

true @

ServerPort:80 tcp any false
@ false

ServerPort:443 tcp any false
true @

true @

TLSV13

Recommended v

Alias webserver
Password |(unchanged)

[Ouse global certificate password

[ Server Certificate Health webserver == webserver : Ok Incomplete Chain

M Requested Cert webserver
(@ Returned Cert webserver
[ Cert Status Ok Incomplete ain v

6EASEJC EJ?KILHAPA EBMRP=PAO KJ 3A?QNEPU $@D>K=N

1J P DA #ANP ?=PA -=J=CAIAJP 3ANRE?A KB BA?QNEPU $=0D@KEKQ ?=J REASIEBFOAN +AU 3RKNKIP=EJO
=JU ?ANP?=PAO SERJ?KILHAPA ?ANP ?D=EJO

4K REASDA EPAI CK PHOR3A?QNEPU $=OD@RIBANS EDA 3A?QNEPU 3ANRE?A KHEPBONH#ANE ?=PA



3A?QN ?KIIQJE?=PEKJ .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

-=J=CAIAJP 3ANRE?R=\@

Certificate The keystore contains 0 globally encrypted key(s).
Management
Service The keystore contains 2 uniguely encrypted key(s).
The keystore contains 0 expired key(s).
l 0 The user truststore contains 0 expired certificate(s).
Found 3 keystore key(s).
Found 172 system truststore certificate(s).
Found 4 user truststore certificate(s).
Found 0 exemption store entry(-ies).
The keystore contains 1 key(s) that are self-signed.
OK 4 The kevstore contains 1 kev(s) with incomplete certificate
Info 6 MORE

)JOPHHIC = KKP ?ARBE?=PAEBA PEJ@KSO PNQORAOPKN

&KN ?KIIQJIE?=EKJ PK >A OAABDAJ =??A00EJC = BRFBOEJICASA> 5) = ?KIL=JUYO KKP ?ARP?=PA IQOP
>A EILKNPA@ EJBAR EJ@KSO PNQOR OPKN

Prerequisites:
50EJT KNG>AJ?MJKQ ATLKNPAGAMKKP ?ARP?=PA EJPK EA2PKNU UKQ ?=J =??AKI® BM 0# 4DA
ATPAJOEKJ BKKKRMN?ARP?=PA "HA J=IA EO LAl

3PAL

3PAL

3PAL

3PAL

3PAL

/J P DA O# KLAJ =7 EJ@KSO ?KlI=J@ LKILP >U ?HE?GEBP=NRPI@ PULEJEnd
4DA#KII=J@ ON KILP SEJ@KS KLAJO

4ULA certmgr.msc  =J@ LNO®bJPAN
4DA ?ANPP?=PA 1=J=CAN SEJ@KS KLAJO

)J FDA ?KHQIJ PKIA NECDP NEGDBIFRUNQOPA@ 2KKP EZNPA IQPKNERBKH@AN =JRP@HH
4=0GO )ILKNP
FDA #ANP ?=PA )ILKNP SE\@SEJ@KS KLAJO

&KHKS BA OPALO KBARSEVEPK HEOA PKOA 50AN (KIA SDAR IDA KKP ?ARP?=PA LAI 'HA EO
HK?=PA@ OAHA?P PK REASHAO OABA?PIR=J@EMAAJ

&EJEODASEVEN

TLKNRIC = 7ARBE?=PA

4DANR =M PSK N=OKJO PK ATLKNPEARNPAO PKAKPA =HKP #! 2ANE ?=PA SBRKJHU EPO [E2>6AU BKN A=?D

?EAIPBOANMQOP 3RPKN@ >KSOANJ@ PK ?N=PA =>=?GQL BKN O=BA GAALEJC?KRPHHPAO SE®AEN
LNER=PA GAUO

-=N?D
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10 OKKJ =0 UKQ "JEOD EILEKNPHH?ARP?=PA LAl 'HAO >=?G EJPAPMILATERAOAN +AU 3PXN I=GA =
>=?GQL KB HHB ?ANP=PAO =J@ @FPRIN >=?GQL KJ 0R)I> @NERA EJ = OAL=N=PA LBPUCERZFONK?EHKJ KQ
>=?G QL A=?D ?ANP=PA KJA =P EIR

NOTE: 4K LNKPA?P UKQN >=?GQREPAORIC L=OOSKRIO =J@ ORKN?GQL IA@= EJ = R¥QHDAOA >=?GQLO
?KIP=EJIA GAU O QOA@ PK GECANRAN PANPAO
3PAL  /LAJ P DA OPKRRN B=P ?KJP=E)/&R?ANP?=PA O PK ATLKNP

3PAL  /J P DA50OAN +AU 3PKR=> OAHATIP?ANP?=PA =J@QEZMB6TLKNP
4DA OUOPAI KLAJOAHANE ?=PA %TLKSIPI@KS

3PAL  $K KJA KB PA BKHKSEJC
4DA LNER=PA GAU L=GDEKRA?POAR GAU EDR +AU 3PKN-J@ E@GMQREI® PK ATLKNP EP 7DAJ UKQ
ATLKNFZA LNER=PA GAU UKQ ?EKKEM AJ?NULP EBEZRIAN=PA@ "ARKNAJ@A@ 9KQ ?=J
MQOADA O=IA L=0O0SK® P=P UKQ KRE@A@ PK ATLKNP EP KN UKQ ?=J CAJAN=PA = J&S L=OOSKN

0\ Private Key

[# Exportthe private key

Enterthe private key passwaord:

[#] Encrypt exported private key

[]iReuse passwaord to encrypt private key

Password

Canfirm

Your password must contain:

- at least 10 character(s)

- at least 1 digit(s)

- at least 1 lower case character(s)
- at least 1 upper case character(s)

- at most 64 character(s)
OK Cancel

\ 4K ?M=PA = #! 2ANP ?=PA KKP KN EJPANE@®A BKN EILENPEJPK EAIBOAN MQOP 3RKN
FQOFEZ&+ @K JKP OAHERpOrt the private key

\ 4K >=?G QL = ?AEP=PA SBEEPO LNER=PA GR@Eidrt the private key @AOAHARXIse
password to encrypt private key QJ@ABNCcrypt exported private key =J@ OQLLHU
DA =@EPKJ=H L=OO&KN

3PAL .=REC=PA PK = HKEPKJ = BQI> @NERA =J@78=-RA
4DA OUOPAANKNP®EP PA ATLKNP S=0 0Q??A00BQH

3PAL 4K ?KILHAPADPA =?BKJ PG+

-=JQ=HHU EILKNBC = 7ARBE?=PA EJPK = 50Q0~A 3PKN

)B UKQ@UOPAI ANQOP 3RKNHAN-@U ?KIP=BIAKKP #! 2ANE ?=PA KBR #! #ANFE ?=PA |IQPKNEPD=® OECJA@
UKQN EJPANE@®A OANRAN KN ?K@A OECHE3PAEANBKQ @K JKP JAA@ PK EILKBBIIYB UKQA-DIANREJC =O
UKQN KSJ #! UKQ IQOP EILKNBAKKP #! 2ANE ?=PA UKQ ATLKNPA@KSHPEPO LNER=PA GADAGOANMQOP
3PKNKB A=?D EHJP %=?D LH=PBKNI =J@KIFGBANDA O=IA OPKI® 4DEOKM@@N2K?QIAIJPO DKS PK
I=JQ=HHU EILKNBR KKP #! 2ANE ?=PA EJPK =J ERB@ Q&AM

Prerequisites:

4DA BK?QO EO B BOANNQOP 3RKERN BA =LLKLNE=PA ORBKNK?ER] SDE?D SKQH@DAIH=PBKNI OBKP
50AN MQOP 3RKBKN = OANRANE?ZNFA =J@R7 KNG>AJ?BOANMQOP 3RKBKN = ?K@A OECJEJE ?ARR

-=N?D
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NOTE: 4DAKW EO JK JAA@ PK EILKDIR BANRAN EANAPAO KDAPEJPANIARPA #! 2ANBP?=PAO PK =SOANMQOP
3PKAN %=?D OECJA@ OANRAN?2RNP=NNEADEHEP =JU EJPANEAR =J@WP #! 2ANE ?=PA EJBKNERI

3PAL 3AHA?DR50ANMQOP 3RKMN>
3PAL  #HE?GILKNP

3PAL ,K?=PA =J@ OAHAZR RKP #! 2ANE ?=PA O LAl 'HA KIOA PQI> @NERA =J@7H.AJ
4DA#ANE ?=PA )ILKNBEJ@KS KLAJO

3PAL  #KJ'NI P D=P PA3Q>FA?ENKLANPU EGRADPA ?KMPP ?AEP?=PA =) QER &+
ADA OUOPAI EILKNFEAPANP?=PA E@EBEBREJC EPSEENAJ ODEAH@ EY

Next steps
9KQ I=U MALA=P BEO KNA@Q@NBKN A=?CEAIP LH=PBKNI BRIFKN QOA HKREOEKJIEJC FK> PK =QPKIAPA P
LNK?AOO

)JOPHEIC = ?ARBE?=PA
)B PA3UOPAI NQOP 3RRNEJ UKQAIRPA OPHKJO AN U ?KIP=BIPFKKP #! 2ANE ?=PA BNP DA #!

#ANE ?=PA |QPKNEPD=P OECJA@ UKQN EJEARA@ANRAN KN ?K@A OECHEXP2AEANPKQ @K JKP JAA@ PK
NQJ = LKREOEKJEJC FK> )B UKQN ?KIL=JU OANRAO =0 EPO KSJ #! UK@ HXBIP BEIRR-EIPANIABPA

?2ANP ?=PA EDR50AN MQOP 3RRNKB A=?D LH=PBKNIEXHP=P OANRAO =GAJAH )JOREIE BEO ?ANP=PA ?=]
>A QOABQH >ABYQIJEJC = OECIJAGRERNEKJEREKYP KJ OARAN=HEXBEP

Prerequisites:

4DA"=P?D*K>3ANREEA =R=EH=>HA GARRE?ADAONKREOEKJEJC.S%KRKJAIP EO =R=EH=>HA QD@AN P
.E=C=N=.APSKN@DA .E=C=N=.APSKNG *K>"QEH@MFEIA KN.E=C=N=.APSKNG RNRKPULAEAS
MK??QNNEJC FK> EO KLAJ

4DEO EO?QNNEJKREOEKJEJC BECPRYOADAPE=C=N=.APSKNG*K>BRKPULA

3PAL  /J UKQN3QLANREOKRL=J@#¥KJ'C 3ANRE?AMH=PBKNI3ANRE@AM>HAEAG
#ANP-=J=CAN3ANRE3J® TEPGIAS0AN MQOP 3RKN:>
NOTE: 9KQ ?=JJKP ?KILHAPDEO KRA@Q@NEB UKQ EILKNRAPANP?=PA EJPBAY KNG>AJ?BOAN
ANQOP 3RHAB UKBQLANREQ@KN

3PAL  #HE?GDA)ILKNP>QPPKJ J=REC=PAIKHK?ERJ KJ BA PQI> @NERB+FP ?KIP=EJDARKKP #!
?ANP ?=PA =J@EMILAJ

3PAL #KJ'NI P D=P PASubject KB BA ?ANP?=PA E@BIO EP IARKKP #! 2ANE ?=PA =J@E &+
4DA OUOPAI EILKNRIAPANP?=PA EJ AN=N=KJ BKIDR LIKREOEKJEJC FK>

3PAL .=REC=PA PIOR HK?ERJ EJJA OPERJ SDANUKQ I=J=CA LKREOEKJEJC FK>0O

3PAL  $N=C =E=C=N=.APSKNG*K>RRKPULZKILKJAJP PK DEO HKEKR =J@ J=IA BA ?KILKJAJIP
OKIAFPDEJCHGBA Z2KKP #! 2ANP=PA IMREOEKJEJC |

3PAL  $KQ>HA B2GDA JAS ?KILKIAIP
4DA.E=C=N= .APSKNG BRKPULAEASKLAJO

3PAL  )J DA PKL L=JAONKREOEKJEJC OPALO FHIEN@ @@
4DA.AS *K> 3PAL SEJ@KS KLAJO

3PAL 3AHAZRstall Certificate =)@ HEPGH
4DA)JOP+HHANP?=PSEJ@KS KLAJO

3PAL 4K ?KILHAPAPA EJOPHEKJ OAHAPRAINKP #! 2ANE ?=PA =J@EA&+

3PAL  $A'JA PDA OPERJO PK EJ?HQ@WEXKR
4DA OUOPAI ?KLEAB PANP?=PA BRN° DA 3QLANREOKNEREFFOAN MQOP 3RKNK PASOANMQOP
3PKAO KBBA KPAN BAJPO
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3P=BKJ DAHB ?KJBENIHKJ

7DAJ UKQ "JEOD ?KJ 'CQNEJCEAJIR KN OANBRKL =J@ARP=NP = OAQREKJI =J@ ?DA?G GRIMAHD 4DA
OUOPAI @KAO JKFERHPA AEHCPKIJAEKJIO =C=EJOP JAS EAMNPAO (B UKADP=NPAOPERJ 4DA OUOPAI
@KAO JKP =QPKEPRHU ?D=JCA ?KJJAMIO BRNPPL =J@ &KT PK (PPLO =J@ &KTO ARAJ SDAJ UKQ AdtpdHA
Only =J@FoxsOnly QJEH UK@ADP=EBIDA ?KJJA?EKJ

6EASEJC OAOOEKJ EJBHNI=P

4DA3AOOEKJ )JBRIJ@KS IRRE@AO QOABQH EEBRNE® = CN=LDEAEMNAIPERJ KB ?ARNP=PA OP=PQBACN
=J@ N@ E?KJO

Prerequisites:
7 KNG>AJ?BO NQJJEJC

3PAL 4K REAS OAOOEKJ EJBEWNI=@K KJA KBARBKHKSEJIC
\  #HE?GDA 3A00EKJ )JBK E?KJ

[

EJ PA KS KB E?KJO FPAPPKL KBDA L=CA

\ 2ECDPEPGDA OPERJ J=IA EJ PA .=R PHRA =J@ B?GAOOEKJ )JBK
4DA OUOPAIE®LH=UO KJA KB3ZSPHOEKJ )JJBKI@KSO

= 4DA3AOOERJIBK IAOO=CARP EX2=PAO+P UKQ D=RA I=@A = OATTNIA?EKJ

For the Server identity section (1), a red shield with a white X indicates that the client is

unable to verify the authenticity of the Fox host. There are multiple reasons why this host may
not be authentic, for example, because the server's certificate does not match the address or is
not trusted.

A green shield with a white check mark indicates that a root CA certificate in the clientOs
3UOPAIlor 50ANMQOP 3RKis able to validate the signature on the server certificate, verifying
the authenticity of the Fox host.

For the Connection encryption section (2), a red shield with a white X indicates that the Fox
session connection is not sufficiently encrypted.

A green shield with a white check mark indicates that the Fox session connection is sufficiently
encrypted.

#KIIQJE?=P EKJ E@R IKOP OA?AISDAJ >KP ODEAH@CCHAI
> 4DA 3A00EKJ )JBK IAOO=CEERAOFP UKQ D=RA I=@AAOQH=N ?KJJERB = ?KIJIJAEKJ
FD=P EO JKP OA?@NIIQJE?=P EKJ E@OR HA=OP OAZEIAJ >KP ODEAH@®

3PAL #HE?GDAACertificate Information HEJG
ADA OUOPAIE®LH=IDARAP=EHOKB.RT OANRAN RANPA

IHHKSA@ DKOPO |=J=CAIAJP

1J =HHKSA@ DKOP SDE?D UK®RALN =??AE3IC EPOBBHCIA@ FARFPA I=GAO EP LKOOE>HA BEQKIKQN
SKNGaKS QJEJPANNQLPA@ (KSARANJKQ CAP OP=NPA@ MxEMAPK OAP QL OECJA@E?ANAO SDE?DHSEH
LMRAJP BQR@S?GANEBMXILN KIEOEJC UKQN OUOPAI

\ 4K =?2?A0MR7 KNG>AJZBHKSA@ (KOREDP EPEKKHO #ANE ?=PA -=J=CAIAJP =)@ 7EPGIAIHHKSA@
(KOPQP=>

\ 4K =??A0MR LH=PBKNI OPKPHHKSA@ (KOHEDP ATL=D@-PBKN@ @KQ>HEZHANE ?=PA
-=J=CAIAJP EJPA .=R PNA 4DAJ EH?GDAIHHKSA@ (KOIPS>

\ 9KQ I=U =HOK =??A@A PH=PBKNI OP<POPKN >U ATL=JC3P=BKJ #KJ'C 3ANRE?AO
OH=PBKNIBANREZID @KQ>HEZBEHANP-=J=CAN3ANREIDPA .=R PRA

-KN A D=J KJA ATAILFEKJ I=U >A =HKSA@ EJ UKGINKSA@ (KOHREDP /J?A UKQ D=RA OAP QL OECJE@-P\0P
BKN HHDKOPO @AHMPATAILFEKIJO RNA=?D 'HHKSA@ (KOREDF KNG>AJ?DH=PBKNI OE+B

)B =BPAN UKQ KRA=J ATAILFEKJ EPO L2I6AU ?D=JCADARUOPAI JAC=PAB PANP?=PA =J@R CNAJ

ODEAH@ E?KJ ?D=JCAA PRIKS ODEAH@ E?RISEAH ?H=I=PKJ I=NG

-=N?D
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4K =LLNKRA BEO ?D=JCA NEGBFSGERA ?ANP?=PAKS ?HE?GEAS-J@ HPG??ALP EJ PASAPA?PA@ 0@?HAU
#D=JCASEJ@KS

4DA KN=JCA PATPBEAFAPA?PA@ 0@2HAU #D=JCAEJ@KS EE®-PAOR ?D=JCA

7DAJ = ?7ANEBE?=PA AACEN
%=?DHKP EJPANIAGPA OANRA® ?K@A OECJIEJCE?ANPAANEEJO R BKN = OLA?E ? LANEEKI@ KAIR
From =J@Valid To @=PAO 7DAJ = ?ANP=-PA ATIAN OUOPAI QOANRBERA ANMNAOO=CAO

%JOQNEJC 7RIRA@ OARQUOPAI =2?ACMERN =@R=J?A LH=JJEJC &KN A=?D ATLENEIEPAANKQ IQOR N
OECJ EP =J@ KJ OEQy+P@M! ?=J IK@ EBWRA ATLENER] @=PA !0 KB-C=N= UKQ ?=J QOPR 3ECIEJIC
3ANRE?A XS ?ANP ?=PAO OAZA-C=N= 3ECJEJC 3ANRE?A 'QBE@HWOQN ?KIL=JU QOAMER L=NPU #! PA
SDKHA IKPAOO ?=J P=GA = ?KQLHA KB SAAGO !0 = >ABFALNAZR. PN=?G KB A=?B?ARR ATLERKP @=PA
=J@ LH=J =DA=@ RKHN-?A KH@ FANAPAO >ABKRIAU ATLEN

|@@EPKJ=H @AP=EHO

\  &/83 ?KIJA?PEKJO >APSAAJ CEKFOIR-P -AIQOEJC HKSA@ (KOPO ATARIRIO SHIEHM ?KJJA?P ARAJ SDAJ
= ?ANP ?=PA D=0 ATAGN

\  &/83 ?KIJA?PEKJO >APSAAJ ABKIO JKP QOEJEHBA@ (KOPO ATAERIO SEIB=EH RRNJIA?P
#ANE ?=PAO IQOP >AROOQA@ BKN OQ??AOOBEBHIBJIIA?P

\ "NKSOAN ?KJJAERJO SHIDP=NP ODKSEJC IAOOBERDA?ANP?=PA EO JK HKICAN PNQOPA® &P SEH
?KJIJA?P

\ 7 KNG>AJ?BEH ?KJJA?P ARADIRQCD = ?ARP=PA D=0 ATAEN
NOTE: 50EJC IHKSA@ (KOPO ATARIRIO EO JKP =0 @ATQRNOEJC OECIA@ ?ARRO SHEQP ATAILEKJO 4DA
QOA KB OECJA@E?2NFAO IA=J@RP A=?D ?ANP=PA SEJAA@ PK >A ROOQA@ >ABBAU ATLEWK =RKE@

?KJJA?EKJI LK>HAIO )P EO EILKNP=JP PK IKHAGOEJC OECIAE® ?ARRO SHEQP ATAILBKJIO KRE@AO =1Q?D
IKNA OA?@NAIREKNIAIP

3APBJC QL =H=NIEJC BKNEBEP-PA ATLERNEP

4DEO KRA@Q@N@AO?NE>BO BPALO PK =@@ =J =H=NI ATPAJOEKJ KJ OENRRN @ARP@BRIA?QNEPU3ANRE?A
PK JKEBU UKQ @=UO LNEKN PK BRLENERP UKQ ?=J >ACERP?ANP?=PANEOOQAIMOO >ABKATLENER]
K??QNO

Prerequisites:
4DA3A?QNEPU3ANRE2AIND U IADAJP EDR OPERINSANREIK@A )B JKP UKQ ?=J =@ @IEPIBNOQ =HAPPA

4ULE?+/) OANRANEANPAO D=RA =J ATLENF@=PA OAP BKN PSK UA-NDABRI=PA KB\2REKJ BA @=PA ?=]
R=NU 7DAJIPA ?ANP?=PA ATLAEDN ?KJIJATEKI >APSAATA.E=C=N=APSKNG =J@OA OPERJ B=EHO 4DA AB®.EN
?ANP ?=PA SEHAA@ PK >ABOOQA@

NOTE: 4DA#ANE ?=PABKH@AN QJEARRNEPU3ANRE 2QPKIER+HU LKLQH=PA@ SEP OANRAN EANPAO
EJOR4A@ KDRA LH=PBKNI

3PAL  )J DA .=RAN\A ATL=J@DA OPERI#KJ'C 3ANRE?AGA?QNEPU3ANREANE ?=PACK@A
3PAL  %TL=J@DIA BKH@AN BKNRARNEPP?=PAI=-P UKQ $EHD @R =H=NI ATPAJOEKJ PK
3PAL  /LAJ P DAJOQ=HAPPA =J@ ATL=D&#ANE ?=PAIH=NIBKH@AN

3PAL &N P DA L=HAPPA @NDAYH LENU!H=NIWTEHFA?P KIPRARY% TLENDHKP KBAP? ANEP?=PA

NOTE: 4DA%TLENKILKIAIPYOOUTR=HQAE@LH=WARBQI>AN KB @=URONIEIC QDA
?ANP ?=PA SEATLEN

3PAL  /LAJ= ONKLANPU 3DARPAS KBDR%TLENU!H=NI%TR ?KJ CQNPAAlarm Class LNKLANPU =O
@AOKEN
&KN AT=ILHA UKQ IECDRA2RA =Alarm Class = QJ@ANDR IH=NISANRE?A FQOMBKN_.RNLKOA
J=IA@ ?ANP ?=PAIH=NI#H=800 ?KJ CQNEP PKQPADA =H=NI PK#KJOKHA2A?ELEAJP

-=N?D
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3PAL /LP EKJ#HHJ UKQ ?=J AJPANBANI® =H=NI PATP BAP Offnormal Text LNKLANPU
Result

1J ?KILHAP EKJ SDAJ =J %TLENU =H=NI EO CAJAN=PAGP EBEBM-H=NI| ?H=00 SDEQPANDA =H=NI PK#H
M?ELEAJPOKRBMNA@ PK = #KJOKHA 2A?EDBAIR-NI SHKODKS QL HIAH=NI #KJOKHREAS @=UO LNEKN PK
DA ?ANP?=PRYATLENER) @=PA 4DEEKSKH ORBAJPHA PK D=RADA ?ANP?=PAMNEOOQA@

NOTE: "U @AB=RHPA%TLENU!H=NIYE® ?KJ CA® BKN @=UO 'TA@ R=HQA LNEKN AKKATLEN=P

$AHARIC = ?ARBE?=PA

10 = CAJAN=H NQBA®PL=NPU ?ENRPAO I=U >ANASA@ >QP JKP ?D=JCA@ 3KIA #!OISEKP HKS =JU
?D=JCAO KJ?AA ?ANP?=PA EO OECJA@ )B UKQ JAA@ PK I=GA = ?D=JCBA@ANRPAR =J@ OP=NP =CHEJ SEP
= JAS ?ANE ?=PA

ATTENTION: $K JKP @AHAPA = TANPA QEPI ERCHN-?AIAJP EO EJ LH=?A =J@ ?KA@QR UKQ @AHAPA =

?ANP ?=PADP-P EO EJ QOA IEH=PBKMIKT3ANRERA7 A>3ANRE?KQH@ B=EA®R-NP )B UKQ DBRAORNRE?AO
?KIJICONR@ BHKilitps Only = OA?Q@N_H=PBKNI ?KJJARI QOEJC 4,3 0H=PBKNI 4,3 BXR® KFdoxsOnly =

IEOOEJC ?ANP-PA ?KQH@DRE>EP ?KJJBEREPU QOEJC AJ?NULPA@EMIIJARRNG>AJ?BERAO JK S=NJEJC EB UKQ
@AHAPA = FARFPAIR-P EO ?ANNU >AEJC QOA@ KNG>AJ?EIN BA LH=PBKNI OBP

3PAL  #KJJA?P PKIPA LH=PBKNI

3PAL  $K KJA KB PA BKHKSEJC

\ 4K =??A0M®@R7 KNG>AJ?DPKRD BKN [=J=CEJOR KKP #! EJPANIAG=PA =J@ ?K@A OECJEJC
?ANP ?=PAO EMEKKHO #ANE ?=PA -=J=CAIAJP

\ 4K =??A0@RA LH=PBKNI OPKPOPKA ATL=J@H=-PBKNJ@ @KQ>HEZHANE ?=PA
-=J=CAIAJP EJPA .=R PRA K =??A0@R OPKN BEO S=UDR OPERJ IQOP >A E@&

3PAL 3AHA?DR ?ANP?=PA EDR50AN +AU 3PKNI@ TEPGAHAPA
4DA OUOPAI =0GO UKQ PK ?KDNI@AHAR

3PAL  #=NABQH ?KIOE@AN UKEXN=3@ ERPGAOKN.K

#ANEBE?=PAY=

4DA H=PABRC=N-RANOEKJ OQLLKNANE ?=PA EV@4DEO SE\&N-R=EH=>HA =0 = RER& KHPPBKN{KP
LNKRE@AO = ?KILHAPA EHQKRQO SKNGaKs-P DAHLO UKRUANHU OAP QLEANPAO PK @A = LH=PBKNI =J@
OP#HKJ =C=EJOP ?U>AN =PP=?G

4DA SEV@I=00QIAO LNEKN ATLANEAJ?A EJ R=NEKQO FRARAKBAPIP=] @=0KJ=>HA HARAH KB ?KJ @AJ?A
EJ LANBKNIEJC OQHPA® QK =0 ANPKIIKIHU @KJA QOEJORHANE ?=PA -=J=CAIAJPPKKH 4D=P >AED® P
2=0A UKQ $EH@ P=P PA#ANE ?=PA EV-ROEILE AOPA ?ANP?=PA OAPQIKRNOO BKN = BR3PU ?KI>EJEJC
OARAN=H OPALO EJPKEIQKI® SKNGa)BUKQ ANDJIB=IEEEN SERANP?=PAO SKNIMQCD EERE@Q=H OAPQL
LNC?A@ Q@ QOEJDAHANE ?=PA -=J=CAIAJPPKKH =0 @AO?NE>A@ ANGABESNCQE@A 4DERE@Q=H
LNK?A@Q@I SEHDAHL UKQ C=EJ = >APPAN QJ@HISGMEERA@PALO EJRKHRA@

10 =J =HPANJHRA PK QOHIGHANE ?=PA -=J=CAIAJPP=>0 PK ANPA =J@ EJOP=H! NKKP ?ARP?=PA DA
#ANE ?=PA EV-@BCAJAN=PADAKKP #! ?2ANE ?=PA =J@ ATLKNPO BK$HB EPO EQ>BAU EJAINN=IEKJI PK
EJOR£HJ = K$OAN

NOTE: 4DA#ANE ?=PA EVREO EJPAJ@A@ PK >A QOA@ BKN = OEJCHA LB#PBKRIBHN-KIREOEKJEJC
IQHFEELHA LH=PBKNIO

ADAH#ANE ?=PA EV=@I=U >A ?KJ'CQN@ PK LANBKNI OKIA KN &HJA BKHKSEJC P=0GO
\ 'AJAN=PA = JAS KKP #! 2ANE ?=PA KJIA HK?=H DKD¥PP?=J >A QOA@ PK OEGIARRAN RAPAO
\ 'AJAN=PA = JAS OANRAN EAMPA BKN = DKOP LH=PBKNI

-=N?D



3A?QN ?KIIQJE?=PEKJ .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

\ 3ECJ = OANRANRANPA SBR- JAS KN ATHOE KKP #! 2ANE ?=PA
\' %TLKNP = OANRANE7AIRR #32 OECIEXMMQPAOP BKN OECJEJC >U =J ATPANI=RAARRNEPU

\' )JOP#H-IKKP #! 2ANE ?=PA EJPBASOAN MQOP 3RKNB = LH=PBKNI GR&POAHA?PA@FBDA @=AIKJ
@EN?PKNU

1J?A P DA#ANE ?=PA EVRICAJAN=PADA HAODRAU IQOP G >A EJORAK EJPH KIBOA =LLKLNE=PA @ARE?AO
4DEO EO =??KHGDA@ RBEAHANE ?=PA -=J=CAIAJPPKKH BKQJ@IA/PKNG>AJ?BKKHAJQ

'AJAN=FEJC = #! 2ANBBE?=PA =J@ OECJA@ 3ANEREP2RNR)OBAGIRNPBE?=PAY=®

4DEO KRA@@NDAO?NE>AO DKS PKORBANE ?=PA EV@SKNGaKS PK ?KILHAPA = OANEAO EB2RARH=PA@
OPALO BKN = LH=PBKNI =J@ EKJOP=P

Prerequisites:

9KQ D=RAJA KMQEI® =@KNEPU PK=MA ?ANP=PAOK® =N SKNGEJC EXNG>AJ?RJ = ?KILQPAN B=P EO
@AEP=PA@ PK BANFPA 1=J=CAIAJP EO JKP KDR)JPANJAP KMPKIL=JUY ,!. =J@ EO LDUOEREHOAZQRD =
R=CQHKN KFAN OAQNK?HKI KQ D=RA ®)|1> @NERANDU PK SDE?D PK ?RIAUNKP #! 2ANE ?=PA BKN O=BA
GAALEJC

3PAL  )J 7 KNG>AJ?IKLAJ = HK?EHKOP LH=PBKNI ?KJEKIP=J@ EDRILLHE?4FKJ $SEAPPKREAS B2G
3PKLPK OPKL =JU aB<PB=P EO NQJJEJC

3PAL  )J DA .=R PRA NECDE?8 KIDA LH=PBKNI =J@?&#ANE ?=PA EV-@
4DA#ANE ?=PA EVSEJ@KS KLAJOEHOLH=UEJCE{JO BKN BREPA AYEKI =J@ EJGREKJ

3PAL )J=@E&PKJ PKDA @ABFRBAHAMIO ?KJI CANPSK KLEKJ=H KNANPAO

\ 4K ATLKNPDA KKP #! 2ANE ?=PA SBEEPO LNER=PA GRG RBbTLKNMDR #! 2ANE ?=PAP EO
= CKK@ E@A= PK >=?@RO0OP?ANP-PA BKNPBER=H OPKN=CA EJ AGIK?E&XJ

\ 4K ?KJ'CQN A 4,3 RANOEKAP IEJEIQI 4,3 HARAH BKNM=ANRE?ACBR

NOTE:

43R =J@ 4,3R =N A OBHOQLLKNPA@ BKN >=@@82INL=E>ERU >QP EP EO
M?KIIAJ@A@ PK QOA 4,3R =J@ DECDAN

4DA#KJI CQM #! #ANPE ?=PSEJ@KS KLAJO BKN UKQ PK ADRAIKP #! 2ANE ?=PA EJBKNEKJ
3PAL  )J MDA#KJI CQM #! #ANPE ?=PSEJ@KSHH EIDA BKNI =J@ ERG+

3PAL 7DAJ LNKILPA@ BKNBGNER=PA +AU 0=0@BXNPAN =J@ ?KJ NI = GBI L=OOSK®N IEJEIQI
?D=N=?PANO EJ?HQ@A =P HA=0P KJA KB A=?BKSABMN=J@ QLLANDA ?D=N=?PAN =E@®H
I+ &KN AT=ILHA Private123%
ADA OKBPS¥RM=PACDA JAS KKP #! 2ANE ?=PA EDR >=?GHQJ@ 7DAJ ?KILHAPADA SEV&)
KLAJO =JKPANtKJI 'COQM #! #ANPE " ?=PSEJ@KSADEO KJA EO EXNFANRAN EANAPA

3PAL  )J MDA#KJ CQM 3ANRAN #ANP-PSEJ@KSHH EXDA BKNI =)@ ERG+

4DEO KRAOO CAJAN=PAO = OANFHAR-PANRP EANDU PK >A OECIJA@ 4DA LH=PBKMFSAR>A
= ?BAJP >QPR OPERJ SEHKQEJAHU BERP=0 = KJA =J@ OEJI?A EH=PBKNI =J@AFOPERJ
OD=-AIDA O=IA PNQOP @GPKNU KJA OANRANE?2NFA EAMOQEID 8Q SEHHIAA@ PK NQABEV@
=C=EJ SDAJBEO ?ANP=PA ATLAN

3ANRAN ?ENR-PA CAJANEKR K??QNO BAB="GEQJ@ 7DAJ ?KILHAPADA SEV@IKLAJODA
#ANE ?=PA 3ECJESEJ@KS

NOTE: 4DA OANRAN FANHPAIR-P EO =>KQP PK >A OECJAG @0 SANA?PK@ 7¢JJKP ?D=JCAR
OAHARR] 'HOKDOA KKP #! 2ANE ?=PA =J@R #! L=OOSKI® =N=HN-@U E@BIR® 4DANEO JK
JAA@ PK I=GA KIAN OAHBRBPO KN AJPNEAO

3PAL  )J FDA#ANE ?=PA 3ECJESEJ@KSNMREASIA @AP=EHO OEIEBANAPKIPHA ODKSJ =J@EAG+
PK ?KJBJQA



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A 3A?QN ?KIIQJE?=PEKJ

3PAL

3PAL

3PAL

3PAL

3PAL

Result

3EJ?A SA @@ JKP ?DKKOA PK ATIDNASR FDA SEVEN @KAO JKE@H=U EP >QPAA@CEE?IMU PK
EILKNP PA OECJA@ #32 EJPK BQLANREOKNEREIFOAN +AU 3PKNI@ BPA JAS KKP #!

?ANP ?=PA EJPK HBAN MQOP 3RKRDAJ ?KILHAPA PA SEV@IKLAJODA#ANE ?=PA %TLKNP
SEJ@KS

)J DAZANE ?=PA %TLKSIPI@QKEJ =@EPKJ PKDA @ ABFQOIAHAN) HEPGDOA KLEKJ=H ?DA?G >KT
%TLKNPR LNER=PA GAIBANDA LNER=PA GAU L= SKIb ERAG+

"U @AB=RHPA SEVGIATLKNPODAPKKP #! 2ANE ?=PA SBKJHU EPO E2>6AU 4DEO EQKENEN-PA
BKN EDPNEEIQFPA KKP #! 2ANE ?=PA SDE?D IQOP >A EILKNPA@ABORN MQOP 3RKNB ARANU
LH=PBKNI OE¥B BKQCDKQBPR AJPANLNEOA =JUIB#FDKOPO =J EJOP=JTMREKNG>AJ?EJ@
=JU >IKSOAN QOA@ PK IKJEPKN =J@XPHEPRNUOPAIKED ATLKNP KIKP # ?ANE ?=PA SBEEPO
LNER=PA GAU KIHWBKIPRLKOA KB >=?GEJC EP QL PKA-HXXZERN

4DA SEVAIKLAJOOAH#ANE ?=PA %TLKSIPI@KS

50A PA BKH@AN E?KJ PK HBA=PRKN=CA HERIBKMR ATLKNPAKKR #! 2ANE ?=PA EDR

HK?EHKOP "HA OUOPAI OQ?D =0 =] =@ @A@ OQ>BKld@AMdmaheemN BKH@AN =0 ODKSJ KN =

DQI> @NERA =J@7H=-RA

7 EBEJDPAcertManagement BKH@AKQ ?=J AEPA OQ>BKH@ANO BKN OPENERB QANRD

?ANP ?=PA OECJEANIQAOPO #320 DAR=>KRA AT=ILHADA 2KKP#ANPO BKH@AN EO = OQEP=>HA
HK?HKJ BKIDR KKP #! 2ANE ?=PA SBEEPO LEHCAU SDEBA &QF BKH@AN OEIQH=PAQA= OA?QN
OPKN=CA HIEKFBKDR KKP #! 2ANE"?=PA SBEEPO LNER=PA GAU SDE?D ODKQH@ >A GALP QJ@AN HK
=J@ GAU

/3 ?KILHAP EKJ BA SEV@I=?GIKSHA@CBEPAPA ATLKNP S=0 OQ??A00BQH

4K 2KIEEIQA BIG+
4ADA3AHA?P 3EHISEJ@KS KLAJO

)J DA3AHA?P 3ERSEJ@KS?HE?GDA @ @KSJ BOP KBI-BFPERJO EDR OH=PBKNI $=AIKJ
(KIA =J@ OAHA?FHDA OPERJ PK 3APR 4,3 HARAHO KJ =JE&r@H
4DA SEV&I @OLH=UO KCMXOO OQII=NU =0 UKQ ?KILHAPA R=NEKQO OPALO

7DAJ LNKILPA@ SHP DA IAOO=CA ZHKLANERJO A\?KILHAPA[ ZEP?G+ =J@&EJEOD
4DA SEV@IIK@E AOPA OPERJYY >KC "HA EDR OH=PBKNI $=AlIKJ (KIA

4DA#ANE ?=PA EV-E0Q??A00BNEAIAN=PAA JAS OANRAN FARHPA BKDAPSQLANREOKN 0# $I@IAS

NKKP #! 2ANE ?=PA BKN QOA EJ OECDBAINEANRANEANPAO 4DKOA FARFPAOANRTLKNPA@ BIAP
?ANP-=J=CIAJP BKH@ANDRIHK?=H "HA OUOPAI BKN OQ>0AMQAJEE}OAHERAR SEV@IOAPR 4,3 HARAHO KJ
FDA OAHA?PA@EBRBHKDA OAHA?PA@ R=HQA 4,3R

2A?KIIAJ@A@ RANEBEXRO

4DA LH=PBKNI =J@AFOPERJ ODANDA O=IA ?ANP?=PA 1=J=CAIAJP OPRI® SDEHBAATY KNG>AJ?BLLHE?=EKJ
D=0 EPO KSJ @RKN?A UKQ D=RA OAP QL EANIPAO ?KJ NIP=P PA OPKRN ?KJIP=EDR ?ANP?=PAO UKQ

ATLA?P

6ANEBD=P PA JAS ?ANEBE?=PAQ EJNOR+A@ EJRKNEBE?=PA -=J=CAIAJP
&NI P DA WIKPA ?KJPKHAN LH=PBKNI @KQEPB REANE ?=PA -=J=CAIAJP=J@ RANEBERPA ?ANP?=PAO
SAM EJOR4A@

\ 4DA JAS OANRAN FARHPA =LLA=NO EABSOAN +AU 3PXN

\ 4DA JAS KKP #! 2ANE ?=PA =LLA=NO BASOAN MQOP 3RKADEO EO = ?KLUKBIRKP #! 2ANE ?=PA
ATLKNPA@ BHEPO LEHGAU

&NI P DA7 KNG>AJ?DPHE?@KKHO #ANE ?=PA -=J=CAIAJP

\ #KJ'NI P D=P PA JAS KKP #! 2ANE ?=PA AYPA@ >DBO EJOP=J?A0F KNG>AJ?BKN QOA >DIFPSEVEN
EO BKQJ@EAFODAN +AU 3PKKB BPA7 KNG>AJ?BHKICOE @A R AHOECIADGAB-RBIANRAN HRARPPA 4DA
7 KNG>AJ?BO = EAJP SDAJ ?KJJAREC PK LH=PBKNIO =J@KF>FOK EP ECCEKNRIPIC KQRP PEO EO JKP
= 3ANRAN #ANP=-PA 4DAKKP #! 2ANE ?=PA EO =R=EH=>BAPKNG>AJ?BKN QOA EJ OECJEJC OANRAN

-=N?D



3A?QN ?KIIQJE?=PEKJ .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

?ANP ?=PAO

\ .KPE?AP-=P PA KKP #! 2ANE ?=PA S=0 JKP EILKNPA@ BFEORNMQOP 3RKNB BPA7 KNG>AJ?BU DA
#ANE ?=PA EV-@9KQ JAA@ PK EILKNPARKKP #! 2ANE ?=PA EJPBHED HKEKB PK AJOQR=P PEO EJOP=J?A
KB PA7 KNG>AJ?R=J R=EH@=PA OANRAR?ARRO SDEHA D=J@OD=GHIG-FBKNIO =)@ BR3P KIDA
JAPSKNG

4K @K PEO SBEPX¥ANE ?=PA -=J=CAIAJP #HE?GILKNP HK?=PA =J@ OAHZRBAS KKP #! 2ANE ?=PA EJ
~certManagement =J@ ZEPG+

6ANEBD=P PA 4,3 HARAH BKN A=?IDKBRHSEJC EO OAP PK 4,3R
NOTE:

43R =J@ 43R =N A OBHOQLLKNPA@ BKN >=@GS2NL=E>ERU >QP ERBAINI@A@ PK QOA 43R =J@
DECDAN

\ OH=PBKNI 4,3 3ABFCO 50EOEI=PBKNI |@IEJEOBN3REASIPA #D=JCA 4,3 3ARRICO KIEKJ =J@ RANEBU P
ONKPK?KH R=HQA

\ 3P=EKJ 7A> 3ANRE?A )J = @P?KIJATEKI KLAJ -ONKLANPU 3DAREBAS KJPA 7A> 3ANRE?A =J@ RANEBU
FDAHTttps Min Protocol LNKLANPU R=HQA

\  3P=EKJ &KT 3ANRE?A /LADMKLANPU 3DARBAS KJPA &KT 3ANRE?A =J@ RAMEBKSMIn Protocol
LNKLANPU R=HQA

|@@EBKI=HARKIIAJ@=PEKJO
)B UKQ ANNQMNFHUAN@JCBA S, ".I*( /$ PULE?HH UKQ JAA@ PK OABA2RIIKLNE=PA 3ANRAN
#ANE ?=PA BKN QOA EJ AAPRRBKNI =J@ ®RIP?KIJAEKIO

\ 3AP BA JAS OANRAN FARHPA PK >A QOA@ BKNAQARPBKNI JE=C=N=@ ?KIIQJERI®
\ 3AP BA JAS 3ANRAN #ENP-PA PK >A QOA@ BKNAI¥PEIK ?KIIQJIE?=EKJO RE= &KT =J@&73ANRE?AO
&KN @AP=EARANIPRRS$", ..$*) /$3 /%

3ECJEJC IGHLHA ?ANBE?=PAO

.E=C=N-=OQLLKNPO GANP?=PA OECJEJC 4DETAIDNANDAO?NE>AO DKS PK OBELHAHANP=-PAO EJ KJA
KLAN=EKJ

Prerequisites:

\' 9KQ =N SKNGEJC EXNG>AJ?RJ = LDUOEP#H=J@ AHKIERHU OAZQD¥ PD=P EO JARAN ?KJJA?PABAPK P
)JJPANJAP =J@ EO QOA@ AT?HQOERAHE RPKRMELJ ?2ANP

\  4DA KKP #! KN EJPANIARPA ?ANP=PADR-P SHHQKDA OECJEJC E®EI RNG>AJ?BANE ?=PA
-=J=CAIAJP 50AN +AU 3PKN

\' 9KQ GJIKS BA L=OOSKINKBIA #! OECJIEJC ?ANP=PA KKP KN EJPANBGACRP SH-OECDR ?ANP?=PA O
\ 9KQ D=RA KJA KN IKNODANRAN EREPA #32 '"HAO OECJBIMIAOPA=IDU PK OECJ
\ 4DA >QB#ANP3ECJAR?AJOA BA=R QN AJ=>HA@ BKN UKQN LH=PBKNI

3ECJEJC ?ANP=PAO BIAFFK> KB = #! #ANP?=PA |QPKNEPU ! R=NEAPU KBZ2ANMPOECJEJC OKBPBHHOAN
=R=EH=>HAQ>=N JKP AMQEI® PK QOBABN=IASKNG =J@KNG>AJ?BK OECJ ?ENRZPAO &KN ?KIL=JEAO SDK
OANRA =DAEN KSJ #! BKN AT=ILHA EJ -CA-RIORHIKI UKQ I=U QOA UKKQKRN#! ?2ANE ?=PA PK OECJ =JU
EJPANIAE:-PA ?ANP=PAO =J@AEIPANIABPA ?ANP=PAO PK OECJ UKQN OANRAN =J@ ?K@ABEEZBRIC ?ANP
7DEHA EJ = OHHEJOR=EKJ UKQ I=U QOA UKKKRN#! ?ANE ?=PA PK OECJ 2ARP?=PAO

NOTE: 4K AJOQNJAPSKNG OA?QNEPU =HS=UO BREBABNFOEIKNG>AIJ?RI = ?KILQPANP=P EO
@EO?KJIJA?PAE®I BNDA )JPANJAP =J@&IBNDA ?KIL=JU ,!. -=EJP=EJ P DEO ?KILQPAN EJ = LDUGBEBA¥ON
HK?+HKJ

3PAL  )J 7 KNG>AJ?DHE?@KKHO #ANE ?=PA 3ECJAN RBHHA 3AHERP KKH

-=N?D



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A 3A?QN ?KIIQJE?=PEKJ

3PAL

3PAL

3PAL
3PAL

3PAL

N?D

4DA PKKH KLAJO = SEJ@KS PK OAHA?P KJA RANRR=PA OECJEANIQAOPO #320 =0 ODKSJ

Select Certificate Signing Request{s) X

B File Spaces ]
C:/ Certificate / Signing / Requests

@I-‘-, File System B =
<« oD aE | E: o588

OU;'Modulcs
E]dwioel_r_'.t
ﬂ deviced.csr
;] deviced.cor
ﬂ deviced.csr
ﬂ AEviees.es devicel.csr

. . ﬂcc-lﬁc-i-c:' 1KB
R Bookmarks [ 25-5ep-2010:12 AM EOT

&) deviceT.car
;] devices.csr
Filename: |devicel.car Open |
Flles of type: Certificate Signing Request Cancel |

)J DA HK?=H "HA OUOPAI J=RECEPABK AN ?KIP=HIBISPFO OAHA?P KJA KNAKNI@ HEPG

/LAJ
4DA PKKH SEJ@KEBO@H=UO ?KIIKJ IKILANPAO =>KRABR P=>HE@®JIC PA OAHA?PA@ #320

4DA ?KIIKJ LN KLANPAO AN

CAAlias #! 2ANPE ?=PA EDR7 KNG>AJ?BOAN +AU 3PXRK QOA BKN OECJEJC
CAPassword ?ANE ?=PA L=OOS®N

Save As ?ANP ?=PA PULA PK CAJAN+PR BIA #32

Extension "HA ATPAJOEKJ PK QOA SDAJ O=REJC CAJANERARBARANP

Filename Format "HAJ=IA PK QOA L=PPANJ BKN CAJAN=HA@&PARNP

= )JMACAPassword "AH@ AJPADAPH! ?ANIE?=PAYL=00SIN

> )JMASave As 'AH@ OLA?EBA PULA KB ?ENRPA O PK CAJAN=PA BA@HA ATPAJOEKJ PK
QOA AERN >U OAHAIPBNP DA @ @KSJ HOP KN >U AJPANEJC EP

? )J DAFilename Format "AH@ UKQ ?=J @A JA =BPANJ=PA "&KNI=P OPNEJC PK QOA SDAJ
CAJANHRIC PA OECJIA@ TARFPA "HAJ=IAO "U @AB=BPHA "&BKNI=P OPNEJC BRMRECEJ=H
#32 "HAJ=IA EO QOA@E#A& (AHL >QPPKJIBKN @AP=EHO KJ DKS PK @¥Na=FA "HAJ=IAO

4DAYANE ?=PA 3ECJEJC 2AMQAOP -=JECANOP=J@ZMNG>AJ?xJ=CAN REASB UKQ SEOD
OAHA?P =J@ER@IEBPA@ #320 =0 JAAQA@
ONKLANBACCRP UKQ ?=J E@#N

\ Filename

\  Subject

\ NotBefore @ OLA?E A@ @=EMP

\  Not After OLA?E A@ @=FMP

1J?A =HH AEGPO ARKILHAPA@ EPEAJAN=PA

)J DA#DKKOANEJ@KS J=REC=PA PK OAMA@EAPPKNU HKEKPBKN O=REIE PAJAN=PA@ OECJIA@
?ANP ?=PAO =)@ ?&DKKOA

)J IDA#KJI NI 'AJAN=P EJC #ANP?=PABSEJ@KS?HE?G+ PK ?KIBJQA

— = = - -



3A?QN ?KIIQJE?=PEKJ .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

3PAL  )J FDA#ANE ?=PA 'AJAN-HKJ 2AORGEJ@KS?HE?G+ PK ?HKOBASEJ@KS

Result
4ADA LK?A@@NEO ?KILHAPAQ OQ??A0BGBE@AJAN=PA@ KJA KX BERCJA@ 7RIRBPAO SDE?R SNRAQ@ HBAP
EJ@?=PA@MPPKNU

#KIBECQNEJC OATBINPBKNI ?KIQJE?HKJ

OH=PBKNI =J@ @ERIFOA?QNERIEI®ALAI@AIP KB KJABAKBDA OUOPAI @ABRMPK AJ==HC OA?AN
?KIIQJIE?=PEKJ BKN >BRH=PBKNI =J@ GRIP#KI CQNEJIC = LH=PBKNI .E=C=N=@ BKN?QAQQEP=PEKJ
LH=PBKN#® EJRKHRAO ?KJ'NIBEAC.RNP OAHAZTFPA OECJA@ OANRAN Z2ANPPK QOA =J@AHEBEID
MOPNEZ€ PA 4,3 L\KPK?KH RANOEKJ

I OP=[EKJ O SEJ@KS EJPK PH=PBKNAQE@AJP OAZBINQJIE?=PEKJ BA=RXINEO FEIAHJU RRNOH=PBKNI
SANRETAN@ANDA OPERJ @H=PBKNI |@IEJEOBEK3IK@A EIJA .=R PNA 4DEO IA=JaRP =JUFEJIC ?KI CQI@
BKN = LH=PBKNI EO EJ@ALAJ@AJP KB SDHARAD NRFEJCHKSHPEO KIRA@ @NBKNIDA 3QLANREOKN H@ =H
MIKPA ?KJPKHAN LH=PBKNIO
3PAL  $KQ>HA B?@H=PBKN®KQ>HAEZAG®H=PBKNI |@IEJEOBEK3IRI@ HEPFD=JCA 4,3 3APBJCO
4DAOH=PBKNI 4,3 3ABFCGEJ@KS KLAJO
4DA BKHKSEJC OEBPEO AN-R=EH=>HA

\ State TLSonly 4DEO HOAPRMQBEI® =J@ KJHU EKB BKDR*!#% /1J P DA
*1#% FDEO ?=J >A ?D=JCA@ER#le KNDisable
\' $=AIKJ (4403 Port 5011 4DEO HOPAMQEID OAPKC BKIDR*!1#% /1J P DA
*1#% MEO ?=J >A ?D=JCA@CPK
\ Certificate Alias default  )B UKQ ANQOEJC = OAL=N=P/A?2ANA BKN RANEBUEJC JE=C=N=@

?KIIQJE?=PEKJ PEO EO SBRAKQ OAHARR PANPP?=PA SDE?D EQ=@®IN EILKNPA@ EDAK P
#ANE ?=PA -=J=CAIAJP50ANMQOP 3RKN

\ Certificate Password

4DA L=OOSKMNLKPA?POR ?ANP?=PA SBR- QJIEMQA L=OQ&HKN UKQ ?=J QDA EHK>=H
?ANP ?=PA L=OOSEN?DA?G >KT PKKINP PDA QOAN PKKRE@A =J@ RARNERRRD AIP=H

\" Protocol TLSv12+ 4DEO ?=J>A OAP PK BA{PRANOEKJ BRE®RL @KSJ HOP KN OAP @QNEJC
DA ?ANP?=PA CAJANEKE LK?AO00
NOTE:
43R =J@ 4,3R =N A OBHOQLLKNPA@ BKN >=@@2fNL=E>ERU >QP EP EO
M?KIIAJ@A@ PK QOA 4,3R =J@ DECDAN
\ Use Extended Master Secret 4ADEO EO =J AJD=J?A@ OA?QNHKBFREPH=>HE 8BP
#DKKOA PK Q(28® KERJTrue KN JKP QOPalse

\  TLS Cipher Suite Group #DKKOA =J KLPKJ PK ?KJRIN SDE?D ?ELDAN OQEPAO ?=J >A QOA@
@QNEJC 4,3 JAGIPKI 4DARecommendedKLAEKJ EO IKNOA?@ND=JSupported =J@ ODKQH@
>A QOA@ QJHAOO EP ?=QOAEBSERIFEOOQADMBEPHAIP

3PAL  #KJ'CQM MDA LKKLANPAO =0 JAA@A@ HAZARA

%J=>BJC HAIJPO =J@ ?KIBECQDNEUBKN BA ?KNYPP LKNP

7DEHA JKPEEPPIUAH=PA@ PK OA?QNQJE?=PEKJ OARKC QL A=7?D LH=PBKNIBEXR>:PO =EHIP =J@ OANRAN EO
EILKNP=JP BKN @4eR)L >=0OE? ?KIIQIETERI AHHKIODELO

3PAL  )B EP EO JKR=@N KLAJ @KQ>HZCBA.E=C=N=_APSKNE&K@A EIJA .=R PNA KB >KP DA
3QLANREGKI® BA ?KIRNHAN OBKBO
4DA3P=BKJ -=J=CANREAS KLAJO

3PAL  $KQ>HA B2GDIA ?HAJP OER QJ@ANA?EAIP EDR$=P=>=0A=JA

-=N?D



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A 3A?QN ?KIIQJE?=PEKJ

&KN PA3QLANREGHNEK] BEO HDAP?KIRNHAN OBKP =O EAJP =J@ BKMPKJIANHAN OEBKB BEO
EODA3QLANREGHKNEKJI =0 EAJP

3PAL &KN A=?DEBANIP ?KJ' NI B=PPAFoxPort EO OAP4™1 =J@ P=FRJUse Foxs EO OAPtRI¢

#KIJBECQNEJC OATINEKI ?KIIQIE?=HEKJ
4DEO PKLE? ATLH=EJO DKS PK OAPARKIA?EN® (PPLO ?KIIQIEZER] BKN 3QLANREOKN =J@HANRIEKBO

&KHKS BEO KRA@@NBKN >KP&KTO =J@ A>0
3PAL -=GA = OA?QN?KJJA?EKJ PKOA OPERJ

3PAL  2ECDPPEPREKT3ANRERN7 A>3ANRETN@ANKI'C 3ANRE?EQDPA .=R PHNA
4DAONKLANPU 3DAKRPAJO =J@ EAGEASO ONKLANPU 3DAAP

3PAL #KJI'NI P D=P PAtrue ?DA?G >KT EO OAHA?PA@HKidbled KNHttps Enabled

3PAL  &NI P DAFoxsCert KNHttpsCert HEOP OAHAZPRLKLNE=PA ?BENRPA
%=?D LH=PBKNI GIRSFODKQH@ D=RA EPO KSJ QJIEMQA OECJA® OANMRAK JANDODAO=IA
OANRAN HAREPA BKN IKND=J KJA LH=PBKNI OB<P )B UKQ ?DKKOA PK QEBANIP ?ANP?=PA
BKN UK@KT3ANREBKI P D=P QOA@ BKN UKQBANREEO EO SPAKQ OLA?EBU EP

%J?NULPA@ D=ODA@ L=@OSKN
IOKB.E=C=N=  L=OOSK&O #AAJ?NULPA@ EJEBK@PK >AEJC D=ODA@

I OP=EKJ SEPAJ?NULPA@ D=ODA@ L=-@OSNIKP NQJ [E>XC=N= KN A=NAMK @KSJCN=@BAOPERJ]
UKQ IQOPARANDR OPERJ QOEJDA"' &EHA ONKPAZEKJ PKKH &KN KKEJIBKNIHKJI OAA 2ARANIE OPERJ
BKN ?KIL=E>ERU

3P=EKJ QOAN L=OGBRNNAJ?NULPA@ =J@ D=ODA@ KBI=PBKNIO
NOTE: 4DEO BA=R@KAO JKP =LLHU PK LH=PBKNI QOANO

"KC &EHA BIRAZPKI PKKH

4DA "KC &EHAKRAZTEKJ PKKHHSO UKQ PK AJPBNICA KN =@ @ = >KC "HA L=OOLDN=0A
4DA >KC "HA QOAO AJEK@P=P @KAO JKAKBIUKQ PK O=RA ?D=JCAO PK L&DRSHAAKI B KNG>AJ?EDEO
PKKH LANIEPO PK LANEBKNBRHKSEJC

\" %JPANDR "HA O L=OOLDN=0A

3P=NP KRAZRIC PA "HA SEP= L=OOLDN=0A

#D=JCA PA "HA O L=OOLDN=0A

2ARANP OPKEPPK >A ?KIL=P>HA SERHA=0AO LNEKEHCKN=

2AIKRA =HH QOANO AT?ALP BKN KJA OQUAKQIDYNN SEPODR ?KJ CQA@ L=0OSEN

&KIIA DA "HA PK OP=NP QOERANI® L=OOLDN=0OARPUKQ OLA?EBU JU L=C@REHQAP -ANAI?K@A@
SEP DA ?QNMNP L=OOLDN=OAISEHHA®

\' &KRA =JU L=OOSKNR=HQAGZP @ALAJ@ KIAR?QMNP "HA LKPATEKJ PK >A ?HAGN

)JOPHHIC = OPERJ ?KLU KJ =JHIAN LH=PBKNI

9KQ I=U JAA@ PK EJ@P=RKLU KB = GBGP?A-PA@ KJ =JRRN LH=PBKNI )J OQ?D ?=DAQ@HERJ >KC "HA
L=OOLDN=0A IKEBANHEEAN BRN° D=P KEDA P=BCAP LH=PBKNI =J@ I=JEIRO PA L=OOLDN=0A =J@ QOAN
?M@AIRP-HOARJIGIKSJ )J P=P ARAJP >ABHKIKQ ?=J NQDR OPERJ UKQ IQOP E@PA >KC "HA KBJA 4DEO
LNK?A@ QN2 AO?NE>BO GPALO PKERBA >KC "HA KBJA OAP = JAS L=OOLDN=0A ?DB2CAGIEJ QOAN
L=OOSKH =J@ EJOPPHA ?KLEA@ AHEPKJI BA P=CAP LH=PBKNI 4DECAK @NSKNGO BKRGLANREGKN
?KIPKIHAN OBXB =J@ =OO0QIADAP?KLEA@ GRSPEOKRE@A@ =0 =:)0 "HA

— = = - -

Prerequisites:

-=N?D



3A?QN ?KIIQJE?=PEKJ .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

\ 4DA OKQ@KN =J@ PERP ?KIRKHANOANQJIIJEJDOR H=PABRC=N-RANOEKJ
\' 9KQ =N QOEJCKNG>AJ?NQJIJIEJIC KJ = 0#
\ 9KQ D=RA FE=C=N=3PER KLU P=P S=0 ANPA@ KJ =JRRN LH=PBKNI =I R’ "HA L=OOLDN=0A EO JKP

GJIKSJ

NOTE: 4DA ?KLEA@ ORSPIECDP >A = OEJCHA >KC "HA >QP RULEPERREB@A@ =0 =:)0 "HA ?KJIP=EJEJC =
?KHAEKJ KB "HADP |=U EJ?HQ@A =JU ?KI>EIFKBOA BKHKSEJC ?KILKJAJPO >KC PAILH=PAO JPLH
0T 'HAO LT CN=LDE?EI=CAO =J@ AP?

3PAL

3PAL

3PAL
3PAL

3PAL

3PAL
3PAL

3PAL
3PAL

Result

50EJC EJ@KSO &EHA %ANAKRN=?PR @KSJHK=@A@ :)0 "HA =J@ TBAWPERJ BKH@AN PK UKQN
50AN (KIA OP=PKJO BKH@AN BKN UKENERIOPHbsers\UserName\Niagara4.x\brand\
stations

)J IDA7 KNG>AJ?R4MA ATL=J@U (KOP -U &EHA 3UOPAI50AN (KIA =J@ J=REC=PA PR P
OP-HKJ BKH@AN FQOP ?KLIBARHRKER]

%TL=J@DA OPERJ BKH@AN =J@ @KE2@anfig.bog PK KLAJBA 'HA

/J P DA7 KNG>AJ?BKKH >=’NEE?G|?'h "KC &EHA BRAZEKJ PKKH

4DA"KC &EHA BRATEK PKKH HKSO UKQ PK AJPBNICA KN =@ @ = >KC "HA L=OOLDN=0A
CAUTION: JU L=O0OSK® R=HQABZP -ANAJ?K@A@ SHPA ?QMNNP L=OOLDN=OAISA-HPHASN 3K
UKQ SHHAA@ PK AJPANRIPANIA L=OOSKMNOD*=P PA OPERJ QOAO =OEA3RP OQ?D BAP
L=0OOSKHNO ?KJ'CAP KJ = OFER] PK O ?KJJATEKJI KNOA %l=EH 3ANRE?A

)J IDA"KC &EHA 0=OOLDNSEIR KS?HE?@KIRA DA "HA PK OP=NP QOERAI® L=OOLDN=0DARP
UKQ OLA?ERIPANDA JAS 0=0O0LD=0A =J@ 0=OOLDN=0A #KJ'NI R=HQERQGU@-PAJ@ KJ PA
O0Q>0AMQAJP REESEHKOA

)J (DA.=R4MA ATL=J@?KJ'C>KC 3ANRE?A0@ @KQ>HE?E6 5O0AN3ANRE?A

)J FDAS0AN -=J=CAN@KQ>HAEAGDA =@IEJ QOAN =J@ QJ@ADATIF?=PKND=JCA BA 0=00SKN
=J@ 0=OO0SKEN#KJ NI R=HQAO
2ALA=P BEO OPAL =0 JAA@A@ PK ?D=JCA @OBRKIMN QOANO

2ECDPRPGIAcoNfig.bog  "HA =J@ EAG=RA
/LAJ P DA3P=BKJ #KLEAN @ ?KLUPA OPERJ BN P DA UKQN 50AN (KIA PRAR P=CAP LH=PBKNI

/3 ?KILHAP EKJ UKQ D=RA OQ??AQDB@A@R OPERXonfig.bog KBEJA OAP =JAS L=OOLDN=0OA =J@
?D=JCA@DA =@IEJ QOAN L=O@KN

Next steps

AULE?+H) [PA OPERJ SEH-QPKOP=NP =BPAN ?KLUEJC )BLIKEBBA] $ENPPKRK OP=NP EPDIFQPLKEJP UKQ
?=J ?KJJA?P PKDA OPERJ

l@@EJC =J@AKREJC QOAN®IBNKC BEHA
9KQ ?=J = @@ QOABIAB-J@NKRA QOANKBR DA >KC "HA

-=N?D



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A 3A?QN ?KIIQJE?=PEKJ

)J .E=C=N= UKQ ?=J =@ @ QOAMEIKEU AFPIC PA OPERJ K&EJA =J@ ANEJC PA JAS QOAN REABOAN
-=J=CAN KN AERJC PA >KC "HAEN?PU (KSARANA?=QOAIA AJ?NUBERJ GAU EO JKP UAP =R=HH-HDAR
L=OOSK& SEH>A ABRN KJHU D=ODA@ KN EJ LH=EJ PATRIGKRLBEBPA QOAN S=0 = @@A@ /DPADPERJ
OP=NPDARL=OOSIINSEH>A D=ODA@ EB JAA@ARASIRMULPA@

NOTE:

4DA QOAN BEA @0=>HA@ =J@ =J =@IEJEOPN=PKN IQEP I£JO=HBA KJ PDASANRE?AGOAN3ANRE?A
50ANLNKLANPU ODAAP

ADAN EO sARKRANU IA?D=JEOI EJ ?=0A UKQ @K JKP D=RA =?RAGOTNUERJ GAUK®D ?=J QOA EP PK OAP P
OP=HKJ >=?G QL =J@ NQJJEJC &KN AT=ILHA =0 = PA?DJE?=H OQLLKNMKSOOKICHPK=HKC EJPKEKDOP=P
LNKRE@A@ >U = ?QOPKIANKSED=REJC PK I=J@3KD AHAPABAIQOANO

3PAL 4K MIKRA QOANOKBR DA >KC 'HA EJKNG>AJ?BLAJ DA"/' &EHA ONKPATEKIPKKH

Window  Help

- - R DR

Bog File Protection: enter, change or add bog file passphrase

© My File System . Userk._ ..JOE

3PAL  )J DA" &EHA 0=OOLDN=GEJ@KSOAHA?BARemove all users except for one superuser.
The user will use the configured password KLREKJ

3PAL  %JPANDR J=IA KB DA OQLANQOAN UKQ SEOD PK GAAL

NOTE: 4DA QOAN IQOP ATEOP >A =OUBELHKKNA PO = OQLANGOANJOA = L=OOBKN-0A@
=QBPAJE?=EKJI O?DAIA

3PAL  %JPAN = JAS L=OOLDN=0OABKNR ANQOAN =HEGUH@D=PAP EO JKRMQEI® PK GIKDA KH@
L=OOLDN=0A
IHH QOANO D=RA >AKRA@ BN P DA >KC "HA AT?ALP BRN PLA?E'A@ OQLANQOAN SDK ?=J QOA
FDA OLA?E'A@ L=OQ@KN

3PAL  )J 7 KNG>AJ?[PK O=RAR ?D=JCAO EM3=RA "KC .KPA PD=P PEO SEAN=OBAATEBIC QOANO OK
>A OQNPK D=RA =>=?GQL EB JAA@A@

2ARANRIC OPERJ BKN ?KIL#>ERU

)J .E=C=N= AJ?NULRIC BA D=ODA@ QOAN L=@DSRI®O = L=-O@BKRIPK@ADFP @@ JKP ATEOP EJ EAN=NH
.E=C=N-RANOEKJO !QAOH= OPERJ B=P D=0 >AAJ NQJEIC=N= EO JKP =>HA PK NQJ EJ EIMERANOEK]
KB.E=C=N=4DA BKH#KSEJC OEKI LKRE@AOA?KRANU KERJ] B=P HKSO UKARANPR OPERJ PK I=GA EP

?KIL=P E>HA SEE=C=N-RANOEKJO LNEKI¥CEN= 4DEO EO QOABRA ARRIFDRP UKQ @K JKP D=RA =
LNKLAN >=?GQL KB UKQN=BB=P

NOTE: %JO@ND=P PA >KC 'HA ECKEMA?PA@ >U =J ATPANJ=H GAU OUOPAI L=OOLDN=0A /2 ?QOPKI L=OOLDN=0A
N=BANP=J = GAU NEJC ! OPKPNQJIJEJIC KJ = LH=PBKNIKFARRA@ >U = GAU NEJC /J £EQP2RLU PHOR HK?=H
@ARE?A EP ERATRPA@ BHPA OUOPAI L=OOLDN=0OBAXRJPOPK| L=OOLDN=0A OAP @QEREKJCZKIR:P

3PAL  )J 7 KNG>AJ?IKLAJ IDA"KC &EHA BRAZPKIPKKH

-=N?D



3A?QN ?KIIQJE?=PEKJ .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

3PAL

3PAL

Window  Help

Bog File Protection: enter, change or add bog file passphrase

JOE

4DA"KC &EHA 0=OOLDNSEMRKS KLAJO

4K QIHK?®R >KC "HA OAHADRBIPANDA "HA O L=OOLDNHDEKJ AJPAIDR ?KMXPP L=OOLDN=0OA
=J@ EPGL@=PA
)B PA KLANEHKJ S=0 0Q??A00BQNAZF CNOOLDN=0A =??ALRPAGD=CA SHH>A @OLH=UA@

[J?A PDA >KC "HA EO QJHK?GA@ ReéveAsRtion to be compatible with releases
prior to 4.15 =J@ EPGL@=PA

)B PA KLANHKJ S=0 0Q??A00BQAAF BRFEKJ ARANOEKJ OQ??ACQEIHTA SHH>A
@OLH=UA@

9KQ ?=J JKS NQJIDA OPERJ EJ = RANOEKJ LNEHENEKI=

NOTE:

\ 4DEO PKKH KJHU LANBMNHIRANOEKJ KB L=O@SEKNDR OPERJ I=U ATLANEAJ?ADN
EOOQAO 0OQ7?D =0 ?KILKIAHOM EOPH=C=N= >QP JKP EJ AEAN RANOEKJO UKQ IQOP
=JQ=HHU AEPDAI EJ DA "' "HA

\ 4DEO PKKHIRAO AJ?NUERJ BN QOAN L=OOLDN=0AO0 =J@ ODKQH@ KJHU >AAQKRA&NEJ = N
O?AJ=NEK

3A?QNEJC Al=EH
.E=C=N=DQLLKNPO OAADPCKEJIC =)@ EJ?KIEJC AI=EH QOEJEAJ®IKNP ,=UAN 3A?QNEPU

Prerequisites:

4DA%I=EH3ANRETAEJ UKEANRE?ARRIP=EJAN BEKD )J?KIEJC!??KQIP=J@/QPCKEJC!??KQJIPKILKIAIPO
)B JKP =@ @A%I=EH3ANRERALKJAJIP BIKI P DAAI=EH.=HAPPA >ABRKIQ >ACEJK®) |=U D=RA IQFELHA
EJ?KIEJC =)@ KQPCKEJC =??KQJPO SBESKI) PK OAP QL ?KBRPB PK OANRBEDEGQLLKNP OA?QN
?KIIQJIE?=PEKJ =J@ KRAN®RP |1=U JKP

&KHKS BEO KRA@@NBKN >KPUKQN EJ?KIEJC =J@ KQPCKEJC =??KQJPO

3PAL

3PAL

3PAL

3PAL

)J FDA OPERJ O .=R P\ NECDE?680A)J?KIEJC!??KQIPKNQPCKEJC!??KQJPK@A QJ@ADAP
%I=EH3ANRERAP=EJAN =J@ZBEASO ONKLANPU 3DAAPA =??KQJBNKLANPU 3DAKPAJO

10 KB.E=C=N= BKNEmail Authenticator OAHA?BRLNBANID Al=EH =QRIE?=EKJ PULA BKN
AT=ILHA >U -E?KOKBP %T?D=JCA =J@ 'l=EH &KN IRNEJBKNIHKJI OAA ZAI=EH
)J?KIEJC!I??KQJIP[ =J@ ZAI=EH /QPCKEJC!??KQJP[ ?KILKJAJPOIEA.P=C=N=!H=NIO 'QE@A

4DA OUOPAI KRE@AO PSK OA?QNQJIE?=PEKJ KLEKJO

\ 4DA @ABHQbe Ssl AJ?NULPOR ?KJJA?EKJ >ABKNEP EO ARAN KLAJA@ KIPA AJ?NUEBERJ
EP =QPKIERP+HU =??ALPDAY,3 RANOEKDFP EO ?KJ G EIDATIs Min Protocol QOEJC
DA >AOP 4,3 HARBHRPEO OQLLKNPA@ BUBKPPERJ =J@OA OANRAN

\ Use Start Tls I=GAO EP LKOOE>HA PK ?KJJA?P PKKBAZRARD@ Al=EH OANRAN=J@OD=GA
K??QNO SHOP AJ?NEHKI BAJ OSEP?DAO PK AJ?NIWLIRGO=CA EP®AH

Use Ssl =J@Use Start Tls =M IQPQ=HU AT?HQOERR I*{P>A false
\ &KNTrls Min Protocol OAHA?BRIEJEIQI =??ALP=>HA 4,3 RANOEKJ PK QOA

4K L\KRE@A OAR@NEH OAP KIAKIMNPU Riie =J@ PBA KBAN Pfalse

-=N?D



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A 3A?QN ?KIIQJE?=PEKJ

4DA AT=ILHA ODKSOR ?KJ'CQNERJI SDAJransport  EO OAP &ktp
)J?KIEJC =J@ KQPCKEJC IAOO=CAO EBMNIP LKNPO BKN GAZAQNQIE?=PEKJ =0 BHKEO

Table 2. %I|=EH LKNPO >=0A@ KJ PN=JOLKNP PULA

Outgoing (SMTP) Incoming (IMAP) Incoming (POP3)
.KP AJ?NULPA@
50A 3P=NP 4HO
50A 30H

.KP =HH OANRANBKEKBIAOA NQHAM &=U JAA@ PK ?DA?G BEKQN )30 )JPANJAP 3ANRE?A
ONKRE@AN

NOTE: $K JKP AJ=>HA KNE@=>HBAUse Ssl KNUse Start Tls LNKLANPAO SBRQP ?KJ'CQNEJC
FDAPort

3PAL #D=JCA BPAPort PK PA =LLKLNE=PA LKNP JQI>AN @RB8-8H BKN KQPCKEJC =J@ BKN
EJ?KIEJC AlI=EH
4DA OUOPAI =HOKRE@AO OANRANEE@RANEEXP &KN IKOP Al=EH OANRBAIRIKI® ?ARP?=PA EO
=HAE@U EDR3UOPAI AQOP 3PKN

3PAL  )B JK KKP #! ?ANE ?=PA BKDAPAI=EH OANRAN BA EIFERJ GUOPAI NQOP 3PKRDER L=NPU
OECJA@ ?EBNRPA KN HIASOAN MQOP 3RKNKQN KSJ ?ANP=PA EB UKQRBE@A UKQN KSJ GA?QN
AlI=EH OANRANDAHP

\' )ILKNP UKQN KSJ KN BE® L=NPU OECH@ K! ?ANE ?=PA EJPBAPOPERJII50ANMQOP 3RKN

\ /N EB UKQ @K JKP D=RA = OECIE@=PMNPAP =??ADRARPUOPAI CAJAN=PA@ OREIA@
?ANP ?=PA SDAJ ?DHAICA@ 4DES-PRAO =J ATAILEKJI EJDAIHHKSA@ (KOMDP ,=PANLKNP
DA KKP #! 2ANE ?=PA =J@ @AHBEA PAILKN=NU ATARKJ

3A?QN ?KIIQJE?=PEKJ HQ>HAODKKE
4DEO PKLE? OQCCAOFEXTBIBRR 2KIIKJ ?KIJAEKI OA?QNERIHAIO

When | attempt to import the signed server certiycate back into the host User Key Stor e, | get err ors.

4DEO I=U D=LLAJ EB UKQ @AHARK@ETEJ=HEANPA AYPA@ KDA DKOPKBISDE?D UKQ A¥PA@DRA #32 )B
UKQ >=?GA@ QBED ?ANP=PA EILKNP EP >=?G BASORN +AU 3PXN@ EILKNFDA #32 =C=EJ 'AJAN=RIC =
JAS ?ANE ?=PA SBADA O=IA J=IA @KAO JKP CAJAN=BA P=IA GAU L=EN =J@HMEMPHEJ AKINO SDAJ UKQ
=PPAILP PK EILKNP = OECJA@ 25RR SDKOA GAUO @K JKP I=P?D

For months | have been able to log in without being pr ompted to accept a certiycate. All of a sudden the
softwar e is asking me to accept the certiycate again.

/JA KN IKN A KB PA BKHKSEJC 1=U >A K??QNNEJC

\ 4DA ?HAJP |1=U JK HKJCAN ?KJPERIPKOP RK¥P #! 2ANE ?=PA EDR50AN MQOP 3RKBKN SD=PARAN
M=0KJ #DA?@RA ?ANP?=PA =J@ EILKNP = |=P?DEIKPAN#! 2ANE ?=PA EJPBASOAN MQOP 3RKN

\  4DA KKP #! 2ANE ?=PA 1=U D=RA ATBEN KN ?D=JCA@ =J@ UKQ JAA@ PK EILKNP BAS-PARP#DA?BA
OANRAN HAREPA ?ABQH) PK I=GA OQEP EO PNQOPA@ =J@ PAILKNKRAHEP-RARJIC =J ATAILFEKJ EJ
MAHHKSA@ (KOHEDP ANPA KN =?MQENAS XKP #! 2ANE ?=PA =J@AMNA JAS OANRANERANPAO ‘AP
DA JAS OANRAN FARHFPAO OECJA@AUIRS KKP #! 2ANE ?=PA &EMH EILKNDR ?ANP?=PAO EJBKAP
=LLNKLNE=PA ONBN@AHEAE =JU ATLAR ?AEP?=PAO =J@ =JU PAILKN=NU ATEHUP UKQ =IKHRA@ EDR
IHHKSA@ (KOHEDP

\ 4DAN I=U >A = LNK>HAI SEB A &KT LKNP #DAPCARKT3ANRERA FDA ?HAJFE=C=N=.APSKNBK AJO@N
DA ?KMIPP &KT LKNP ~ BKN &KTO  BKN &KT

\' 9KQ I=U >A OQ>FA?P PK = |=] HIRIE@ @A =PP=?G =J@ JK PNQOHA@D MNE ?=PA ATEOPOBKNP=?GAN
EJ PA LH=PBKNI OB<BNQOP 3RKMDA?G BA ?ANP?=P®fssued By =J@Issuer DN $EORPICQEODA@



3A?QN ?KIIQJE?=PEKJ .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

=IA ?=N ABQHJ) $K JKP 1=JQ=+HH =LIHRA = ?ARP?=PA BKN =J EOOQAN UKQ &K CKP\KA

The Session Info window (right-click ~ Station > Session Info) shows a r ed shield with a white x in the
section that r eports host identity authentication.

4DAN I=U >A = JQI>AN KB R=0OKJO BKDED

\ )B UKQ ANDANREJC =0 UKQN KSE#AR |QPKNEPU = LH=PBKNI =JEKORMOBER UKQKHKP #!
?ANP ?=PA EJ BZANMQOP 3RKRDAJ UKQ OP=NPAPLH=PBKNI KN BR3BKDR "NORER FDA50ANMQOP
3PKNEO AILPU 4DEO ?=QODAMIIOPAI PK CAJAN=PAB-QRECIA@ FARFPA =J@E@LH=U EP BKN UKQ PK
=LLNKRA >ABKNEP AOPEGBADAR?KIJA?EK] #KIL=NA PDAIssued By =J@Subject LNKLANBAO 4DAU
=M DA O=IA BKN = BABECIA@ TAREPA )B UKEPKCIEVAR J=IA UKQ ?=J I=JQ=HU =LLARA BA
?ANP ?=PA =J@\QP =0@@NP=P ?KIIQJE?=[EKJ EO OARQB UKQ @K JK¥?KICIJEVADR J=IA @K JKP
I=JQ=HHU =LI{RA BA ?ANP?=PA )B UKQ@Q\=IKJ CQNEJDOR DKOP BEKMPNORER EILKNP UKQKHKP #!
?ANP ?=PA POR DKGB30OAN MQOP 3RKIND OKKJ =0 LKOOE>HA =J@ @AHARBFBA-DECIA@ TARFPA

\ )B EJ=DQNNU UKKQSA@ = ?ANP-PA SERQP ?DA?GEJAd$sB&l By =J@Issuer DN $EORPIJCQEODA@
=IA =)@ UKQ =N\ SKNNEA@ =>KQP SD=P UKRRAGNKLAJIA LH=PBKNI OP<POPKN#KJ C
3ANRE?A@H=PBKNI 3ANRE?AANP-=J=CAN3ANRE?¥’?GDAIHHKSA@ (KOPS> HK?=PBAR?ANP?=PA
=J@ EB UKQ @K MIKQJEVA EE7BI=LLNKRA

When running in a br owser, the Https in the addr ess is crossed thr ough with ar ed X next to it.

4DEO EH@&PAO+P UKQANKDOEJC = BAMECIA@ FAREPA BKN SDE?D HAIP ?ARNP=PA ATEOPOESRSOARY
PNQOP @PEBREJC 'KKCHA #BM P DA >KSOAN ?=?DA0O DERC RQ ?=J G =??A0DALH=PBKNI =J@ BR3P
>QP OUOPAI LANBKNI=J?A EOBHATEADEN=—>KDOIAA@ LANBKNI=J?A OAP QL =J@ EILKNP UKQKR&EJ N
?ANP ?=PA EJPBA>KSOARYPNQOP ARMNNLOND=0A =J@ EJER=BIECJA®AIRP ?ARP=PA BN=#! #ANP E ?=PA
IQPDKNEPU

| enabled TLS and logged in using a secur e connection, but the platform icon does not include the lock
symbol. Why did the platform boot with a connection that is not secur e?

-KOP HGAHDAN EO OKIAMEJC SKUC SEP DA ?ANP?=PA )B = ?ENP-PA B=EHO KN BKA-QKJ KDA?AN
?KINQJIE?=PEKJ ?=JJKP OP=NANE=J HK?G UKQ KQFBLPI=PBKNDR OUOPAI AJ=>HAO = ?KJBKIFSEKQP
OA?QNEPU 2AO0OPANPIPPBKNI

NOTE: )B UKQ D=RA RKMN=?A = LH=PBKNI EANPA =O0QIEJC UKQ ATLKNIPAGARO UKQ ?=J EILKDIRI PK
?KJ'CQM DA JAS LH=PBKNI BKN OR?RINIJIE?=PEKJ

| enabled TLS and logged in using a secur e connection. The platform icon shows the lock symbol, but no
communication is occurring.

I'N AS=H KN OA2QKIQPAN I=U >A >HK?GEJC KN ECJKNEJC = LKNPUKQRAS=H KNKQPAN @K?QIAJBKP
BKN HOP KB >HK?GA@ LRNPAHPAN QJ>HKABARLKNP EDR "MS=H KNKQPAKN ?D=JCADA LKNP QOEJC
7 KNG>AJ?D

I'm using a signed server certiycate, but the message "Unable to verify host identity" still appears when
connecting to the platform.

4DA OUOPAI ?=JJKP "J@KK®P #! 2ANE ?=PA EJ4ANQOP 3PKN=P |=P?DAMRA OANRAN EANPA )ILKNPOA KKP
#! 2ANFE ?=PA QOA@ PK @ECORNRAN ZANPA EJPBASOAN MQOP 3RKN

My platform or Supervisor private key has been compr omised, what should | do?

‘AP KJ OEPA =0 MQE?GHU =0 LKE@EBAMJIEN JAPSKNG BRA )JJPANJAP #KJ CRNA?QNEPU =C=EJ BKN A=?D
?KILNKIEOA@ LH=PBKM=RJC =J@ OECJEJCIAS ?ARP?=PAO

When importing ar oot CR certiycate into a client User T  rust Stor e | get the message, "The OlmportO
command encounter ed an err or" or the certiycate simply did not import.

-=N?D



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A 3A?QN ?KIIQJE?=PEKJ

#HE?GDASAP=EHQPPKJ PK REARP KNG>AJ?RKIOKHA )IJRACRPAROA LKOOEBER

\' 9KQ I=U >A =PPAILEJC PK EILKNP = LNER=PA GADASBKIRPNQOP 3RKADEO ?=JJKP >A @KJA

%TLKNR KKP #! 2ANE ?=PA RN° DA7 KNG>AJ?BOAN +AU 3PKSEPKQP EPO LNER=PA GAU =J@ PNU PK
EILKNP EP =C=EJ EDACBAIBOAN MQOP 3RKN

\ 4DAlssuer KB BA ?ANP?=PA UKQARILKNEJC IQOP >ADA O=IA =OPASubject KB BA ?ANP?=PAIR-P
EO >AHKS EFDRAITANP?=PA RN DA ?ANP?=PA QOA@ PK @ECKJA P=P EO ?=QOBJCANMN 4DEO I=U >A
=J EJPANIAE-PA ?ANP=PA KNDR KKP #! 2ANE ?=PA "ACEJJEJC £ARKPPKI KBOA PAA DA EOOQAN
OQ>FA?RHNEKJIODEL EO ORRAREGATHEO

JOOQMDQ>FA?P# $" #! "

7DAMNA ZI[ EO PA KKP #! #ANFE"?=PA |QPKNEPU ERAMKKP KBOA ?ANP?=PA RN Z$[ EOPA OQ>FA?P RB P
“J=H OANRAN ZANHPA EDR PAA 4DA NOP ANEJPANIAEEPA ?ANP=PAO

)B JA?AOO=NU @ABAPARP?=PA ZNPA = JAS ?AEP=PA OECJ EP QORJTARP?=PA >AHKS EFDAJ P
PNQOPA@EANPA RN =J@ =PPAILP PK EILKNP =C=EJ

I'm trying to get two stations to connect and it is not working.

)B BEO HDAPNORERA UKQ =AI=GEJC PEO ?KJJAER] ?DA?®R!IHHKSA@ (KOMDP 4DA GRHSPOANREJCEA P
?EAJIP [=U JKP D=RA = ?BNRPA EJ EZAN MQOP 3RKNNIA OPERJ B=P EO OANREJTAOANRANDA
IHHKSA@ (KOHEDP =J=HUDA RTAILFEKJ PAJ OAHATPAP?ANP?=PA PK [=GA OQB=P UKQRKCJIEVA EPO
Issued By =J@lssuer DN $EOCRPICQEODA@ .=IA =J@?&_LN KRA#DA?G BA ?ANP?=PA BKDIAP?KMPP
J=IA =J@ LKNP JQI>AN EDA (KOP ?KHQIJ

)B UKQ D=RA >AAJ ?KJJBXE 0Q??A0BBRRAP 0Q@ @AJHUABIF=NA PK ?KJJA?P PNU PR KIQINSD=P
?2D=JCA@ #DA?GR @=AIKJ HKCO BKN =KANNAOO=CA

)B UKQ ANQOEJBKP =J@ EJPANE®@A ?ANP=-PAO ?DATIARBsuer J=IA KJ UKQN OECJA@ EJPARHA =J@
OANRAN HAREPAO )P ODKQH@A-BHRA =OPASubject J=IA KJ P DA KKP #! 2ANE ?=PA 7DAJ EP EO QJ=>HA PK
R=B@=PBR ?ANP?=PA RN DA OKBPSNMRAJIPO ?KIIQJE?HKJ

We use self-signed certiycates. All hosts ar e appr oved in the Allowed Hosts list, and we've been able to
connect to our platforms without getting the message that our hosts ar e not trusted. All of a sudden
we'r e getting that message again. What happened?

)B PA)0 =@@0O0 KBR LH=PBKNIO ?D=JCA@ ARAPNU EIFPHHKSA@ (KOREDP EO JK HKICEA®R=H

| get the message, OCannot connect. Ensur e server is running on speciyed port.O when | attempt to log in
to a secur e station:

4DEO EO = CAJAN=H IAOO=CA ! JQI>ADEIB® ?KQH@ >AIEN

\ 4DAN I=U >A = LNK>HAI SEB A ?KIRNHARIJOQGND=P PA ?KIJRNHAN EO ?KJJA?PA@ PK LKSANAJ@ P
LKSAN EO KJ

\ 9KQ AJIPAE EJRE® AWAIR-HO BKN OKIA KPANAEOKJ UKQ AND=REJCEEQIRU HKCCEJC HIAROPERJ
I=U D=RA OPKLLA@ NQJJEJC #KJ NI UKQ@2NP-HO OPBMR-A=PBKNI =J@ QDAGH=PBKNI ILB?=-EKJ
$ER?PKN PK OPEMROPERJ BAJ ?KJJA?P =C=EJ

\' 9KQN OANA>3ANREARPLO KM.KT3ANREZAKTO I=U JKP >A AJ=>HA@ OARIPK "KPD IQOP >A
AJ=>HA@ PK I=GA = OARQR-HKJI ?KIJJAHEKJ -=GA = NCQH=N E&P?KIJAEKI >U BIGEXEHA/LAJ

/LAJ 3P=PEKJOAHA@®ation Connection LNKRE@QAARIAIP=-HDARI KJ PALKT3ANREGKKLANPU 3DAAP
?KJ'NI PD=FFoxs EO AJ=>HA@ OARPK ?HKOADR OPERJ =J@ ?KJJA?P PK EP =C=EJ -=GAUBQNDAHA?P
= Station TLS Connection BKNype EJ BA#KJJA?PSEJ@KS

$AB=H4#0 )0 LKNPO
4DA R=NEKQO OUOKAKMNKHO BKT BKTO AP? [|=J=CA ?KIIQIRFPHWOO OLA?E ? LKNPO

-=N?D



3A?QN ?KIIQJE?=PEKJ .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

4DEO P=>HA OQII=NEDACEABFH0 )0 LKNP JQI>ANO BKEBEJIC ?KIIEOOEKJIEIQ9I=U ?D=JCA BAOA LKNPO
=0 JAA@A@ )B ASNH KNKQPAN >HK?GO = LKNP ?KIIQEKIB-EHO "A #SKB PEO LKPAHH =J@ |=GA
=LLNKLNE=PA ATAIERJ NQHAO SDMPAOO=NU

Type of - ;
Protocol Default port ETTEE e Security To change this port...
BKT OPHKJ JKP OA?&N ATL=J@#KJ'C  3ANRE?AO@ @KQ>HA
BKTO OPHKJ OA?QN ?HE?&KT3ANRE?AO
LH=PBKNI @=AIKJ JE=C=N=@ JKP OA?@N QOAPA#D=JCA (440 OKNP>QPPKJ QJ@AN
LH=PBKNI OH=PBKBH=PBKNI |@IEJEOEK3P
LH=PBKNH® OH=PBKNI OKNP JE=C=N=@ OA?QN QOAA#D=JCA 4,3 3APEJCOQPPKJ QI@AN
LH=PBKNI OH=PBKBIH=PBKNI |@IEJEOFK3P
DPPL >NKSOAN JKP OA?@N ATL=J@#KJ'C =)@ @KQ>HA
DPPLO >NKSOAN OA?QN ?iE?&KT3ANRE?AO
AI=EH EJ?KIEJC =??KQJP M?AERA JKP OA?@N ATL=J@#KJ'C =)@ @KQ>HA
AI=EH KQPCKEJC =??KQJP OAJ@ JKP OA?@N ?E?@I=EH3ANRE?AO
AI=EH EJ?KIEJC =?2?KQIRe  )-10 M?AERA OA?GN NOTE: $K JKP AJ=>HA 50A 30H KN $0A
Ssl 0/0 3P=NP 4HOB&PP ?KJ CQNEDRRKNP
Al=EH KQPCKEJC =??KQsP onl@ OA?QN =0 EX@=PA@ BER P=>HA 2ABARARI P
Ssl /, *((H$ .$%) ?D=LPAN BKN
AI=EH EJ?KIEJC =2?KQIRe  )-10 M?AERA OA2QN IKN A EJBKNI-E#KJ =>KQPROA LKNPO
Start Tis 0/0 =J@ LKLANEAO
AI=EH EJ?KIEJC =??KQlRe OAJ@ OA?QN
Start Tls

IBPAN ?D=JCEJC = LKNP BKN ERE@D-HBP-B0?KJIJA?KBR DA OPERJ =J@AOP=NPAOPERJ QOEJC
ILLHE?=PKJ $SEAPPKNB UKQ ?D=JCBRBKT KN BKTO LKNP SDAJAPKQIN?P QGEHA/LAJ  /LAJ 3P=PEKJ
4ADEO CERAO WXRLKNPQJEPU PK ?D-&ARABFOMIIQIE?=HEKJ LKNP BKNBKT=J@ BKN BKTO
/P DANSEOA UK@HSEHQJI=>HA PK ?KJJA?P

#ANEBE?=PA 1=J=CAIAJP SDAAINH=?EJC = ?KEMAN

7DAJ NALH=?EJ®#% ?KJIPKHAN EDR AH@ UKQ I=BWQO0A >=?GQLO RBFOAN +AU 3PKNI@50AN MQOP 3RKN
BKI P DA KH@ ?KBERBMNB JK OPERJ >=?GQL EO =R=EH=>HA UKQ IQOP CAJAN=PA = JASEOANRAN @A\QECJ EP
KN CAP EP OECJA@

Prerequisites:
9KQ =N KJ OEPA 2AIKPAHU EILEKNP= OA?QNEPU >=?GQI#E4PRKIPKHAN EO JKPKIIAJ@A@ >A?=QO0A UKQ
ODKQH@ JKPRKNDAS0AN +AU 3PKNI@50ANMQOP 3RISIDEHAR OPERJ EO ?KJJA?PAGDRKJPANJAP

3PAL -=GA OQN =P PA*'#% ?KJPKHAN EO JKP B4 RIPANJAP
3PAL 2A>KKP BA ?KIJRMHAN =J@OPHKNDA OPERJ
3PAL Y%HEPANADPKINBKI P DA OPERJ >=?GQL KN EILKNAPPK® BN = LN AREKQOHU ATLKNPA@ "HA

1?7?ALPEJC = OBHDECJIA@ B#BHE?=PA =BPAN = ?D=JCA

9KQN OUOPAI EO HAO® EBRIDPA=@ KB EILHEISIBECIA@ OANRAN?ZRRP UKQ =??ALB OEQGJA@
?ANP ?=PAO )B =BPAN =??ALPBI?AA-DECIA@ AR AYLQEP GAU ?D=JCADARUOPAI JAC=PAB P
?ANP ?=PA ?D=JCADAPCNAJ ODEAH@ E?KDRIHMKSA@ (KOPS> PK = UAKS E?KJ SERJ AT?H=I=BKJ I=NG

=J@ @AJEAO =??A00 ?=QOEJKN-J ANN

Prerequisites:
9KQ =N SKNGEJC EXNG>AJ?BJ@ =N ?KJJA?PA@ PBA=LLKLNE=PA ORP



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A 3A?QN ?KIIQJE?=PEKJ

)B UKQ PNQDPIAS GAU BHIKS BEO KNA@Q@NPK =??ALMDA ?D=JCA@ ?ANR-PA )B UKQ OQOLA?P DEIRFEO
SNKIC EJRAEE=PA BRARBK JKP =??ALP = CBRABECIJA@ TAREPA SBER- JAS LQ>H? GAU QIJHAOO UKQ =N
?KIJ @AIPP=P EP EO OA?ARPAN UAP OPKL QORIOBRA@ FARFPAO =J@ EILHAIAJP OECIA® ?ARKO
SDE?D IMRE@A OANRADIRSERHEKJ =0 SAH-0 AJ?NEKB

3PAL 4K =??A00 FHHKSA@ (KOPS> @K KJA KBRBKHKSEJC

\ 4K =??A0MR7 KNG>AJ?IHHKSA@ (KOHEDP EMEKKHO #ANE ?=PA -=J=CAIAJP =J@ 7EPG
AIHHKSA@ (KOPS>

\ 4K =??A0MA LH=PBKNI OPKPHHKSA@ (KOFEDP ATL=I@=-PBKNJ@ @KQ>HEZEI
#ANE ?=PA -=J=CAIAJPEJ PA .=R PRNA 4DAJ 7EPGDAIHHKSA@ (KOPS>
\' 9KQ I=U =HOK =??A@A RH=PBKNI OPKPOPKAN >U ATL=J@CP=BKJ #KJ'C 3ANRE?AO
OH=PBKNISANREZHD @ KQ>HAZBE HXANP-=J=CAN3ANREIPA .=R PRA
4DA P=> KLAJO

3PAL 4K ?KJI'NI PD=P PA LQ>EP GAU ?D=JCA@ OABAZRARP?=PAKS$ EJ PA P=>HA =J@?2BEAS
4DA ?ANP?=PA KLAJO HIABSAPA?PA@ 0@?HAU #D=JCBEJ@KS

3PAL  #KJ'NI =P HA=OMRIssued By =J@Subject LNKLANPAO
4DA PSK J=IAO ODKQH®@ >A J=IAO UKBBUEVA =0 >AHKJCEJC PK UKQN ?KIL=JU

3PAL 12?ALP FDA OBHOECJA@ TARFPA SERDA JAS LQ>H? GAU EME??ALP
4DA ?ANP?=PA E?KJ ?D=JCAO PKAACNDEAH@SEMA?G I=NG



3A?QN ?KIIQJE?=PEKJ .E=C=N= 3PHKJ 3A?QNEPU 'QE@A
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.E=C=N= 3P&KJ 3A?QNEPU 'QE@A &KT /RAN 7A>3K?GAP ?KJJARRJ

Chapter 3. Fox Over W ebSocket
connection

&KT KRAN A>OK?GAP EO EJPAJ@AEBNBEMJI?PK OPERJ =J@ OB PK O >HAREKI=H ?KJJAARIO
QOEJDOR OPERJ O ATIEQ® (4403 LKNP @ABRQHPK  SDE?D EO I=J=CA@ RAFOPERJ O A>3ANRE?A )P
=HKSO BKN SN=LLEJC BKT ?KIIQIRFEJ = A>3K?GAP ORFP UKQ ?=J ?KIIQIE?=PA SHPA OPERJ BKQCD
.E=C=N-O ATEBKC 7A>3ANRE?A

4ADA =@R=JP=CA KB ?KIIQJEE3e >APSAAE=C=N-DKOPO REA>BK?GAP HZ-P EP AT?HQOERAHU QAAO OA?QN
(4403 ?KIIQJE?=P EKJ PULEREHKRAN OP=@a::INP  SDE?D EO IKNBNEAJ@ PK IK@ANJ )4 JAPSKNG
AJRENIAIPO

7DAJ UKQ I=GA =7 KNG>AJ?BK OPERJ KN OE+B PK O3 .E=C=N=.APSKNG ?KJJBRB UKQ ?=J OAHAP P
&KT KRAN A>3K?GAP BKTSOO ?KJEKIFPULA EJ =PE&J PKDA ATEEJC BKT BKTO ?KIJIARPKLEKJIO )B =
"NAS=H LARAJPO = BKT KN BKTO ?KEKAA7 KNG>AJ?PK OPERJ KN OFB PK OF=R) ?KJJAEKJ ?=J BHH
FDIKQCD PK = BKTSOO ?KJBK3IMEB =J EHHPBKT KN BKTO ?KEHAZPPAILP B=EHO @QA PR=3QMHA DKOP
LKNP AKINADEO HKSO ATEQ®Z KNG>AJ?BKKGI=NGO KN AEICH2$0 ?KJP=EJEJC BKT BKTO OAOOEKJO PK
?KIEJQA PKRKRKHRA RE= BKTSOO ARAJ SDAJ BKT BKTEKIIFLCMRAIPA@

2AMQEMJIPO

.E=C=N=6ANOEKJ )JBKNE

7 KNG>AJ?DE=C=N= =J@ DECDAN PKEXIEEB=C=N= =J@ DECDAN ?KJEJIO ?=J QOA BKTSOOEBB=P
.E=C=N= =J@ DECDAN PKEXMIEEP=C=N= =J@ DECDAN ?KJIAIO ?=J QOA BKTSOB=C=N= =J@

DECDANKNG>AJ?RANOEKJ KN BEX=P=J ?KJJA?P PK =J AAAMRANOEKERPEOEIOPATEBIC BKT BKTO
?KJIJA?EKJI PULAO

3A?QNEPAMQEMJIPO =J@ >AOP LNE?RO
&KHKS BA OA?QNERMIQEMJIPO BKN &KT3ANRE?A sAEBANRE?A #KJOE@AN >ACE?AC-BRINAP? ANEP?=PA
QOA@ >U (4403 =0 ?KJ'CA&A EIIA 7 A>3ANRE?A

&KT KRAN A>3K?GAP BKTSOO ?KJJA?PDAPRFERJ O A>3ANRE?A EJOPA=DAKEPERJ O &KT3ANRE?A SDE?D
IA=JO PD=P UKQ ?KJ CARDA OANRAN EANHPA QOA@ BHNSKT KRANA>3K?GAP ?KJJARRI EJOA

7 A>3ANRE?Aain Hitps Cert LNKLANPU =J@ JKPEA BKT3ANRE?A &KT3ANREBA QOA® BKN BKT BKTO
?KJJA?EKJIO >QP JKP BKN BKTSOO HKIA?EKSARARDAN EO Bif= LKLANPU PK AJ=>HA BKTSOO ?KKI&YBJ
DA &KT3ANRE?A =DANBKAUKQ IQOP OAPAMttps Enabled LNKLANPU HIA&7A>3ANRE?ARIE EJ K®AN

BKN BKTSOO ?KJEKI® PK >A I=@A PK = BR3P&KN IKN EJBKNI-HKJ OAARA SA>7 A>3ANRE?A OEBRB EJ

DA 'APPEJC 3P=NPA@PSERC=N-CQE@A

NOTE:

)B BA 7 A>3ANRE?AOP=NPO =JUIERPE&KT KRAMY3K?GAP ?KJJARRIO PIOR OPERJ SEHHA BRA@ ?HKOA@ &KN
=7 KNG>AJ?D PK GRPBKTSOO ?KJJBERP UKQ I1=U JKE?AP=P >A?=QU0AKNG>AJ?BEH ®O?KJJA?P =J@"B

UKQ SHHIAA@ PK NKCEJ PBAOPERJ =BPADAP7 A>3ANRE?A D=0 "JEOBBEBF-NIC 7A>3ANRE?AOP=NP® =N

N=N >QP ?=J D=LLAJ BKN ?ANP=EJ ?KJBEIQN2>=JCAO &KN AT=ILHA JASAIP ?ANP B@OANO PSK IEJQPAO
=BPAN OBKPOP=NPQL =J@ ?ANR=BANRE?A ?KJ C@NGPLKLANPU ?D=JCAO ?=J PNECCAPBANRE?ADP=NP



&KT /RAN 7A>3K?GAP ?KJJAERJ .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

NOTE: 7DAJ UKQ QOA % KNG>AJ?EN OPERJ RANOHEIC=N= KN H=PAN PK ?KJJA?P RKEAOP+HKJ

DAKW EO SD=P D=LLAJO >U @RBBMA EJERPH BKT KN BKTO ?KaKAPPAILP B=EHO >A?E2@NKPA DKOP LKNP
EO QAN?D=>HA = BKTSO8 BRQCD ?KJJAEKJ =PPAILP SEHQPKI=F?+U D=LLAJ >ABKRKJOE@ANRIK P
?KJJA?EKJ B=EHA@ 4DEO I=U ?=QOAEEBKI@HA® AH=U BKN PRQPDIQHIN BKN AT=ILHA IEO?KJIXEDN
?KJJA?EKJI =PPAILPO JBAPKIKPA OP-HKJ O ?ARIRP=PA QOA@ >U ERGANRE?A EO QIPNQORPA@CIABR = JAS
AJPNU [=U =LLA=N HIA?HAJP O #ANP=PA -=J=CAIAJP AHHKSA@ (KOPS> BKNDR BKTSOO ?KJJERD

=PPAILP I=@A PKDA KIKPA DKOP O (4403 LKNP 4DEO AJPNUSEN-PA@ EB =J AJPNU S=0 MAHKIA RN

= LNEKN ?KJJAMI PKDA (4403 LKNP BKN =JUDXENAN-OKJ

ONAMMQEOEPAO
\ .E=C=N= =J@ H=PAN D=0 >AAJ BX@®@&KT KRAN>BK?GAP EO AJ=>HA@ >U B@AB=QH
\ .KJAS HE?AJOANIQEMJIPO =K JAA@QA@

#KIJJA?HEJC BN 7 KNG>AJ?BK = OPERJ

3PAL  )J 7 KNG>AJ?DHE?GEHA/LAJ  /LAJ 3P=PEKJ
4DA#KJIJA?PSEJ@KS KLAJO

3PAL  &NXI P DAType @KL @KSJ IAJQ OAHABwation TLS WebSocket Connection

NOTE: #KJ'CQM MDA LKNP PK ?KJJA?P BK P=CAP OFER] O (4403 LKNP =0 @A JAG@GDRAIFRBAP
OP#HKJ O A>3ANRE?A

9KQ ?=J (i QOMRStation TLS Connection =J@ BAStation Connection KLREKJ (KSARAN
EBDA EJEPH BKTO BKT ?KBK2B=EHO H BR{QCD ?KJJAEKJI PK BKTSOO I=U >A =PPAILPA@ =O
OP=PA@ BAFKIJA?PSEJ@KSConnect to station using fox over TLS (foxs). May

revert to a Station TLS WebSocket Connection on failed foxs attempt

3PAL 4K ?KJ CQW DA BHBNKQCD ?KJJAEKJ =PPAILP PK BKTSODKNG>AJ?AHAZRKHO /LP EKJO
&KT /LPEKJQANA UKQ ?=J OLA?EBA PRBAN® (4403 LKNP PK QOA BKABKTSOO BEHKQCD
?KJIJA?EKJI =PPAILP

-=N?D



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A &KT /RAN 7A>3K?GAP ?KJJARRJ

I Genera

A Alarm Console - -
v ‘ ¥ FoxOptions

‘ Alarm Portal (M Preferred Fox Over WebSocket Port 443 [1-max]
Il FIPS Options
D Text Editor

v FoxOptions
A Lexicon Editor
Q Wb FoxAnalyzer
a Bajadoc

O Station Copier Options

'. Attempt Fox Over WebSocket If Fox Or Foxs Fails @ true

™ Platform Connections
;] Code Signing Options
:"_—J Px Editor

Jl Template Options
Wire Sheet
@ Web Browser

OK Cancel

9KQ ?=J =HOK E@D P RAttempt Fox Over WebSocket If Fox Or Foxs Fails OAHRRC PK
AJ=>HA KNE@=>HBAB+HBKQCD BKTSOO ?KJIBRP=PPAILP

1J?A = BKTSOO ?KJJAEKJ EO AOESBA@BN KNG>AJ?BK = OPERJ UKQ ?=J ?KHPQA PK
J=REC=PBR OPERJ =0 >ABKN

#KJIJA?HEJC BN OP=EKJ PK OER

&KN OFER] PK OF=R) ?KJJAEKIO UKQ ?=J ?KJ GORA QOA KB &KT KRAN-3K?GAP EDR .E=C=N=3FERIO KB
FDA .E=C=N=.APSKNG

3PAL

3PAL

3PAL

3PAL

3PAL

-=N?D

5J@ANE=C=N=.APSKNG .E=C=N=3PERJ #HEAJP #KJJABKJIFDA BKHKSEJC ?KJ CQEXE KLEKJO
=M =R=EH=>HA

Fox Over WebSocket &NKI P DA @l @KSJ IAJQ OAHARRe WebSocket if Fox or Foxs

fails @AB=BHEB UKQABYXN BKT KN BKTO =0 ?KIGCEINPA ATEBFC LKLANPAO >QP S=JP PHK3$
BKTSOO PK >A QOA@ =6 BBEKD EBABKT BKTO =PPAILPEEHEPB=EHQ 9=J =HOK OARKKEP
WebSocket Only  KNWebSocket Disabled &KN IKNA EJBKNIFHKJI OAA BKT &KEAIPA#KIIJAEK]
EJ PA.E=C=N= $NERANO 'QE@A

Fox Over WebSocket Port $A JA PDA LKNP PK QOA BKN BKTSOO EKIAZDEO ODKQHEA>A P
(4403 LKNP QOA@ >DARKNIKPA OPHKJ &KN IKN EJBKNIHKJI OAA BKT &KEAIPH#KIJAEKI EJ
FDA.E=C=N= $NERANO 'QE@A

Fox Over WebSocket in Use ADEO EOA=I® KIJHU R=HDPEKP=PAO SI¥NPA H=0OP OQ??A00BQH
?KJJA?EKI QOA@ BKTSOO KN JKP 4DEO DAHLO @APANEBAIENMQED K??QNO &KNAKN
EJBKNIZEKJ OAA BKT &KEAIP#KJIJAHEKI EJPA.E=C=N=$NERANO 'QE@A

4K ?KJ'CQN A BHBQCD ?KJJAHKJ =PPAILP PK BKTSOO BKN BANRR@A NQJJEJCIXY P

OP=HKJ B=P I=GAO = BAJP ?KJJAERJ PK =JIKIAN OFER) KQPOE@A KB .E=C=N=.APSKNG J=REC=PA PK
DA KKP OPERJ @onfig LNKLANPU ODAAP =J@ KDABBO )JBK #KJ'C &=?APGEJ@KS

9KQ ?=J =@@ B=?APO PK OLA?EBU SDE?D LKNFCPKBROAGEBEHKQCD =PPAILPO KB OQ?D
?KJJA?EKJIO =J@ UKQ ?=J =HOK @A?EQANIPMB+HPKQCD BKTSOO =PPAILP ODKQH@ >A AJ=>HA@
KN @0=>HA@ BXIOR O PK O ?KJJATEKIO



&KT /RAN 7A>3K?GAP ?KJJAERJ .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

*KEJEJC = OQ#EN=PA OFEKR QOEJC ATLKNP P=CO

7DAJ UKQ QOA=C=N-ATLKNP P=CO PK FKEJ =@%)=RN OBxB PK 3QLANREGHNEKJ KJ BA OQ>k#J=PA O
3Q>KKEJ=PA%TLKNCAPSKNG%TREJ OK'HA LKLANPU ODAAP UKQ ?=J ?KA EQRPELIP=H .E=C=N=3BP
?KIJA?EKJI BN P DA3QLANREQXNEKJ >=7G PIOR OQ>K#J=PA OEXB =P FKEI®R

4DADefault Fox Over WebSocket =J@Default Fox Over WebSocket Port ?KNADLKJI@ EB?PHU PHORFox
Over WebSocket =J@ &KT /RAN A>3K?GAP OKNKLWNPAO EDREKT #HAJIP #KJJAHKIOAABKT
EKTHEAIP#KIJAHKIEJ.E=C=N= SNERANO 'QE®RA .E=C=N=3PER] 2AFPA@ H)AB3QLANREGQKN
.E=C=N=.APSKNG =P FKHA PO SEP® MDA ATEBF Default Subordinate Port LNKLANPUDR Default Fox

Over WebSocket Port LNKLANPU EO = BKND-FPRJKQ ?=J QOA PK HKKBAQU4#03 LKNP BN P DA OQ>k@J=PA O
7 A>3ANRE?A BRAN R?ELRP=H ?KJJAERJI @ABPQ+HQA KN UKQ ?=J OLA?EBU EAKNB @

-=N?D



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A SOAN =Q@RAJE?=PKJ

Chapter 4. User authentication

50AN =QRJIE?=4PKJI RE@=PADAFE @APU KB = OQ>FA?P SDE?D ?=J >A = DQI= QQARAI KN =J =LEPHEKJ
4DAIQPDAJE?ZFKISANRERA @AOECJIA@ PK >A ATPAJOE>HA HIOQRNEAPU KBAIEP-IEKJ O?DAIAO )J
=@EPKJ BAC=QBL=HAPPA 'KKCHA IRIE?=PKN =LL KRE@AO = PSK B=?PKN IA?D=DEGINMQERN = QOAN
PK AJPADDREN L=008KNO SAHO = OEJCHA QOA PKGADRKERBPA

IHH OPERJO 1QOP D=RAIPDAJE?=FPKI3ANRE3AP ®AAuthenticator LNKLANPU BKN A=?D QOAN OAP PK KJA KB
FDA OQLLKNPA@ O?DAIAO

7DAJ = OP=EKJ =PPAILPO = ?KJJEMI EP ?DA?GA QOAN O HKGEIANP-HO QOAN J=IA L=0@5KN@ PKGAJ
EB QOEIAPKKCHA IQPAJE?=PKN =LL =C=EJD}FFOANO QJ@ANDPERJ GOAN3ANREUAEO KPAOO EOCHAB
-, 1#)$ .$% 4DA =?PQ=H{MOO0 @ALAJ@ODA FOPAJE?=PKJI O?DAIA =J@ KDRA PULA KB ?KJJAEN

\ 7 KNG>AJ?BK OPERJ&KT3ANRE?A

7DAJ = QOAN KLAJO = GHCRREHA/LAJ  /LAJ 3P=PEKJ 7 KNG>AJ?DNKILPO BKN QOAN J=IA =)@
L=OOSKH =J@ PKGAJ EB QOBIEKCHA IQPAJE?=PKN =LL 7DAJ QOEHEC=N= FDEO PULA KB
=QPAJE?=4PKJ @ABPQHPKDRSECAOP3?DAIAKJIIJA?FEKIO PK KH@AN OKBRSNNIEKEXC=N=!8 @AB=RH
PK BAIBSECAOP3?DAIA

\ (4400 >NKSOAIRK OPERJ7 A>3ANRE?A

7DAJ = QOAN KLAJO = GR<PBN = >N KSOANDA OUOPAI KN.PO BKN QOAN J=IA =J@ L=0@5KN@ PKGAJ
EB QOEIDAPKKCHA IQPAJE?=PKN =LL 4DA B8@RBE?=EKJ IA?D=JEOI QOA@ @ALAJ@DKIRPDAIA
OAHA?PA@OAIQPDAJE?=EKI3ANRE?A

\ 3P=EKJ PK O &KT3ANRE?A

10 BKN' KNG>AJ?BK OPERJ ?KJIJIAHKJ = OPERJ PK O ?KJJAHEKI AMQERN =J =OOECJA@
=QPAJE?=4PKJ O?DAIA =J@ = ANPKI CQR@ QOAN J=IA =J@ L=OGBKADAKHA =OOECJA@ PKEKIRZBAN
I=?DEJA PK I=?DEJA ?KIIQJE?=EKJ ODKQH@ CN=JPBAHBNEOOEKJIO JAA@ALBA=PPAOOEJIC ERZFP

SOAN =Q@RAJE?PKJI ?DA?E6P

10 PDA OUOPAI =@IEJEOPNE®BKFREO ?DAEGR PK RANEBUKQ ?KILHAPABMNHWQREI® P=OGO PK OAP QL QOAN
=QPAJE?=HEK]

\ #KJIJA?FEKJIO ANDA?@QNDPPLO BANDP=J DPPL BKTODNEWP=J BKT

\  4DA =QPAJE?=EKJ O?DAIA D=0 >AAJ OAHA?PA@ BKN A=?D QOAN

\ 50ANKHAO D=RA >AAJ EBATP RQ JAA@ PK @APANIEJA SD=P A=?D QOAN ?EJA@RCEBFALKJIAIP EJ
FDA OUOPAI />FA?PO PKRA?P ANPKILKIAJPO "HAO =J@ DEOPKNEAO %BATMAKBIP-OOECJA@ = ?=PACKNU

\ 2KHAO D=RA >AAA2RA@ =J@ =OOECJA@ PK A=2DEXDANOECJIAJP CN=JPO LANIEOOBK DEKMNAPK
=??A00 A=?D ?=PACKNU KB K>FA?P 4DKIQOEMNIAD ATHRPSD=P A=?D QOAN ?=J @KASEIP K>FA?P EJ
FDA OUOPAI

\ )B UKQ ANQOEJCEAIP QOANBRHRE?=EKI A=?D QOAN D#GPN@ =EAIP ?ARP=PA =J@ OQ>IEPHMER
?ANP ?=PA SBREEPO LEHGAU

\ )B UKQ ANQOEJCEAIP QOANBRHRE?=EKI A=?D QOAN D#GPN@ =EAIP ?ARP=PA =J@ OQ>IEPHMER
?ANP ?=PA SBREEPO LEHGAU

\ 4DA =Q&P HKC D=0 >AAJ OAP QL BKN H=PAN =J=HUOEO

IQPDAJE?=PKI OANRE?A

4DA IQPAJE?=EKJ SANREKORAOHH@AJIE?=EKI AMQAOPO =)@ @APANEARDPAO KB BAFE?=EKJ B=P =
OP=EKJ OQLLKNPO

4DEO OANRE?A [=J=CAO DKS QOANDREN EFBP PRAR OPERJ QOEJC B@BE?=EKJ O?DAIAO &KN IKN
EJBKNIZEKJ OAA/#).$ .$%) 0% % /#).$ .$%) ,08 [ EJ IDA ZAPPEJC 3P=NPA@SERC=NE
CQE@A

-=N?D



SOAN =Q@RAJE?=PKJ .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

IQPDAJE?=HPKJI O?DAIAO

1J =QPDAJE?=EKJ O?DAIA RANE AGHP= QOAN EOKREVA@ PK =??A0CEKOPH#P=-QAJE?=IEKJ AMQAOP@ =N
NKQPA@RQCD PA OUOPAINPDAJE?-IEKI3ANRE?A

4DAOA =QRJIE?=HEKJI O?DAIAOC ANNNKRE@A@ =0 OP@ @<INKIAIPO KEDRAIQPDAJIE?-IFEKI3ANRE?A

\ DigestScheme @AB=RHQPAJE?=EKJ O?DAIA JARAN OAJ@O = QOAN L@CErMHU PIOR OPERJ
JJOPA=@ EP OAJ@BIBN-P PA QOAN GIKSIAR=0OO0SIKINN 4DEO O?DAIA ?KIJA?PE-€=N= 3QLANREOKN PK
=.E=C=N= OP#HKJ

\  AXDigestScheme @AB=RHQPAJE?=EKJI O?DAIA L=OOAO OARAN=H IAOO=CAO >=?G R BRAP=P
DA ?HAJP GIKSOR L=00SIN )P JARAN =?PQHPN=JOIEBA PHAIPYL.=OO0SIKIN SDE?D DAHLKHAAPFIA
OUOPAI EB =I¥fN H=UAN KB OA?QNEPU OQ74BWARQIE?=P EKJ B=EHO

4DEO O?DAIAKRE@AO ?KILEFERU SEPPEKJO NQJJEJAREKQO OKBREAWOEKJIO BRIP NQJIEJIC
E=C=N=!8 IQOP D=RA >AAJ QLCN=@AD BEBKHKSEJC OA?QNEPU QL@=PAO Q Q KN Q 4DEO
O?DAIA =HKSO £=C=N= OQLANREOKN PK ?KJJA?ERB=N=!8 OPHKJ

\ HTTPBasicScheme LANBKNIO (440 "=OE? =QRIE?=PKI QOEJIC OP=@(##0 DA=@ANO )P KIJHU SKNAIARE= P
SA> =J@ EO EJPAJQA@EBYKIR@HRP ?=JJKP QOA ?KKGEAO 4DRJOETHEKI O?DAIA OAJGARYOAN J=IA
=J@ L=OOSKNKRAMDR ?KIJA?EKJI 4DEO ?KILKJAJP EO HK?=PBE&>EFR=HAPPA

"KPD BDASECAOP3?DAIAI@!8SECAOP3?DAIAQOA 3#2!- 3(! 3=H PA@ #DHAJCA 2AOLKJOA QRIE?=FK]
-A?D=JEOI PK OA?@GNDA PN=JOIEOOEKJ KBPAPRN=OOSHN KRAN = ?D=JJAPRINPA@ >U 4, N4JOLKNP
,=UAN 3A?QNEPU 4DBEBQJIBPIEKJ IA?D=JEOI ?KIBKNIO PRR2&# OP=J@=N@ =0 @A JA@ DAP%4&
)JJPANJAP %JCEJAANEIG &R )P EOR O=IA IA?D=JEOI BKN >KPO?DAIAO 4DA I=EJ EBANJ?A >APSAAJ
FDA PSK O?DAIAO D=0 PK @R BEPKIDAN KB KLARKFOIR-P EAMQAID PK OQLLKRR EEBAANI?AO >APSAAJ
.E=C=N=I8 =J@.E=C=N=

@ @EBKJ=H O?DAIAO
I OP=EKJ ?=J OQLLKNP IKRD=J KJA =QPAJE?=FKJ O?DAIA 3?DAIAO I=U >A =@ @A@ PKAKNRN@ BN P DA
IQPDAJIE?=EKJI3?DAIACKIP=EJAN EARQPDAJIE?=FKI3SANRE2A@ANDR3ANRE?ARRIP=EJAN

%=?D QOAN =??KQJP EO =OOK?E—PAEA3EP O?DAIA 4DBEAKID OKIA QOAN =??KQJIPO PK QOA KJA O?DAIA
SDEHA BRN =??KQJPO QEBA®IP O?DAIAO &KN AT=ILHA E@OP O?DAIA EO KLNE=PA BKN DQI=J QOANO
SDANR=0 = #ANP?=PA KN (440 "=OE? O?DAIA EOAKNLNKLNE=PA BKN @ARE?AO 4DA OUOPAI| OQLLKNPO KJHU
O?DAIAOP=P D=RA >AAJ =@ @A@RKQPDAJE?-IFKI3ANRE?A

CAUTION: $AHARIC = O?DAIA I=U HA=RA UKQN QOANE) FHRERABANI?A PK = JKJ ATEOPAJP O?DAIA

|@@PKJ=H O?DAIAGHN PA>=F=H@=EJ@O0=IH =J@?EAIP#ANPIQP=HAPPAO DRN O?DAIAO I=U >A BKQJ@
EJ KPAN L=HAPPAO =)@ @ARAHKLANERAUAS =@AJE?=FKJ O?DAIAO 4MEN=NPU O?DAIAO I=U =HOK >A
=R=EH=>HA

4DA BKHKSEJC O?DAIAO SDEXMQENDA QOA KB =J ,$!0 OANRAN =J@ERREH KNANPAO SDE?D IQOP >A
?KI'CQR@ =ANEJBAH@=L=HAPPA

\ ,@=L3?DAIA
\ +AN>AKO3?DAIA

#HEAJP #ANBE?=PA M E?=PKJ 3?DAIA

)J .E=C=N=FDA?IEAIP#ANPIQP=HAPPA ?KJP=EI}FEAIP#ANPIQB?DAIA SDE?D IKRE@AO BAFE?=EKJ
QOEJC =EAJP 2ARP=PA %=?D QOMENRJIP ?ANP=PA SBREPO LEHGAU EENGIMU >KQJ@ AXARQOAN K>FA?P
%=?D ?AEP=PAYLQEP GAU I=P?DAO EPO LNER=PA GAU $QNEJC = HKTF SPPRAPKR.PO FDA QOAN PK
QLHK=@ DEO KN DANZAMNPSBREPO LNER=PA BAQRIAJE?=P/DR QOARDA OUOPAI RANE B¢PHPA LNER=PA
GAU I=P?DAMRA LQ>EP GAU ORENKJ PA QOAN K>FA?P

'KKCHA 1QAJE?=HPKI 3?DAIA
4DAC=0QB L=HAPPA ?KJP=BJKKCHA!IQMAJE?FFKI3?DAIA 'KKCHA QD IQFDAJE?=PKN SDE?RRE@AO

-=N?D



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A SOAN =Q@RAJE?=PKJ

PSK B=?PKN B@BE?=EKJ QOEJC = L=O@BKN@ OEJCHA QOA PKGAJ MWL PKIRK>EHA LDKJA 4DA
=QPAJE?=PKN =LL EOAR=0A@ =J@ =QPKEPRHU QL@=PBA PKGAJO ARANU OA?KJ@O

)J =@EPKJ PK =@@& BPA'KKCHAIQMAJE?=EKJI3?DAIAPK PA OP=J@@N)PDAJE?=FKI3ANRERBEO O?DAIA
MMQER B=P PA 'KKCHA IQPAJE?=PKN =LL >A EJBRGHKDR QOANYDKJIA

3!, 1QP  DAJE?=PKJ 3?DAIA

4DAO=IHL=HAPPA ?KJP=BA3P,!QP DAJE?=3FKJI3?DAIA SDE?D ?=J >A =@ @AQ@DAHGPDAJIE?=EKJI3?DAIAO
?KJIP=EJAN PK ?KJ 8@ OPERJ BKN 3!-, 33/ 3EJCHA 3ECJ/J QPDAJE?=HEKJ O?DAIAMEP OQLLKNP 33/
=HKS OQLLKNPA@ QOANO PK >UL=00 AJPANEJC = QAANIHKREDIFOPAL )JOPAAG AN -MNEA?PA@ PK
=J =IPANJ=PA HKCEJ L=CA

#HEAJP ?ARBPE?=PABAHE?=PKI OAPQL

3APRJC QL HAJP ?ARP=PA =QRJE?=FKJ EO = IGHOPAL KRAOO SDANDKIA LNK?A@ Q@I IQOP >A LANBKNIA@
>U DA OPERJ =@IEJEOPN=RBKNKBAN LKPA@ QI >UPA QOAN

4DA OPERJ =@IEJEOPNERKNP EDARLK?AOO EO PK K>P=EJ OARAN=H LEA?AOKE BMBR DX PIK?=H )4
JAPSKNG =@IEJEOPN=PKBAJI@XP CQN A QOAN BKBEAIH ?ARRP=PA =QRJIE?=EKJ

4DA QOAN IQOP ?KILHAPA OARAN=H P=QGE0-REZ@E AR OPERJ =@|EJEOPN=PRNESEPEAIP ?ARP=PA =)@
EPO LEEMHGAU

2ABAN PR BKHKSEJC =@IEJEOPN=PKN =J@ QOAN SKNGCAKEIPB(ENTA@ Q@ BKN A=7?D

I@IEJ SKNGBHKS BKEAHP ?ARBE?=PA BARE?=PKJ
4DA OPERJ =@IEJEOPN=PKN LANBERNIGKNGaKS PK ?KJ'E@M OPERJ BKNEAIP ?ARP=PA =QRJE?=EKJ

#HEAJP =QRJIE?=EKJ EO = IANK@ BKN QOANO PKABRAZIRAOCGMKRA OPHKJ RE==KSIOAN >U AT?D=JCEJC =
?EAJIP ?ARP=PA SBERDA RIKPA OP-HXJ 4DA ?ANP=PA BAPRAHALNAOAJPO = QOAN ERBIR@ D+HKD
HKCCEJC EJ =J@DAQIE?=RPIC PKDA OPERJ

/{JHU A QOANEAIP ODKQH@ D=RA =??ABCPRKEF?=PA SBEFDA LNER=PA GAU BRNP?RARP=PA
=QPAJE?TEKI (KSARANDA ?ANP?=PA SBRDA LQ>ER? GAU ?=J >A AI=EHA@ =J@A@D&KNDEO SKNGaKBA
OPHKJ =@IEJEOPN=PKN "NOBAARAR AP ?ARNRP=PA SBEPO LEHSAU ANPAMA OPERJ QOAN =??KQJP
=J@ =OOECD® PANP?=PA SERDA LQ>EP? GAU HIAOANRANBAQRE?=PKADA BHIKSEJC KRA@@NDAP=EBBP
?KJ CON=EKJ IAMDK@

#KJIBECQNEJC = QOANBXIR ?ARBE?=PA BAOHE?=PKJ

| OP=EKJ =@IEJ QOAN LANBKDEDRRA@@NPK ?KJ CQN= JAS QOAN =?2?KQJP PK Q@A P
#HEAJP#ANPIQB?DAIA =)@ =OOECQIFQOANYANP?=PA SBFEPO LESHGAU PRARQOANY
HHEAIPHANPIQRIE?=PKN

Prerequisites:
\' 9KQ =N SKNGEJC EE?ZRIOABGKNG>AJ?BJOR+HPK]
\ 9KQ D=RA #H@U =?MAENPA ?ANP?=PA SBEADA LQ>EP GAUANPA@ >DR QOAN

4DEO ?D=LPAKRE@AO = OAL=N=PA SKNGaK@BJOAR @AO?NE>AO DKSRRAN BAIP ?ARNP=PA ATLKNP EP
SEP EPO LE&sHPAJ EPO LNER=PA GAU =J@EACGRMNR?=PA EJ = KSOAN

3PAL  )J DA7 KNG>AJ?R PMA ATL=J@DA OPERI3ANRE?AGQPDAJE?4FKI3ANRE?A
IQPDAJIE?=EKJI3?DAIAQK@A

3PAL  /LAJ P DA?IEAJP#ANPIQE=HAPPA =J@ @ NAGHEAJP#ANPIQB?DAIA PK PA
IQPDAJIE?=EKJI3?DAIAGBKH@AN

3PAL  %TL=J@DAIQPDAJE?Z4FKI3?DAIAG-I@ @KQ>HEZEIA#HEAIP#ANP!IRQB?DAIA PK KLAJ BA

-=N?D



SOAN =Q@RAJE?=PKJ .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

ONKLANPU 3DARPAS=-J@ AGPDA @AB+HQbhin Button Text =0 JAA@A@
4DEO HKCEJ >QPPKJ EO =@ CEIFSEJ@KS BKKSOAN OFRR ?KJJAEKI EJ =@EKJ PK =JU
33/ HKCEJ >QPPKJO BHMKP?KJ CQM® 33/ O?DAIAO

3PAL 4K ?M\=PA = JAS QOABKQ>HAEZAZBOAN3ANREZA® EJPASOAN -=J=CANRE?CAS

3PAL 4K =??ALP @ABRQUPNEAOB#Itoadd =J@Numbertoadd ?HE?G EJ BA ?KJ CQNERJ
LKLQL SEJ@KS

3PAL  )J DA OA?KI@ ?KJI COQRKPSEJ@KBJIPAN QOAN @AP=EHO EJ?HQ@ @-KBANHEHM UKMSEH
LNKILPA@ PK AJPAN KJAE?8DAAuthentication Scheme Name @KL @KSJ HOP OAHA P
#HEAJP#ANPIRQB?DAIA =)@ PG+
IP PDEO LKEJP UKQ I=U GAABHKHKSEJC IAOO=CAO )B BRAEG-IKD PA IAOO=CAO M5+ PK ?HKOA
A=?D LKLQL SEJ@KSI@ ?KIBJQA SERDA JATP OPAL

4DA JAS QOAN EO =@ @BESBARN -=J=CANREAS
3PAL  $KQ>HA B2GDIA JAS QOAN PK KLAONKLANPU 3DARPAS-J@ 7E?G PK ATL=Xathenticator

3PAL 5J@ ANCertificate ?HE?@&DKKOA &EHR KLAJ = &EHA #DKKOAN SEXHSOA PK HK?=PA =J@
OAHA?BARQOANKRE@AQ@ LEP-PARP?=PA.pem "HA=J@ &IG+
I JKP E?A =LLA=NO =HAGIRK@RP PA QOANYANF?=PA ?D=JCA SHINRAJPFAI BNKI ?KJJA?PEJC
QIEHIA&LKT3ANRE22@7 A>3ANRE2M MOP=NPA@

3PAL  #HE?GB=RA
4DA3=RA=?EEKJ PNECCANDANPKADOP=NPARE&KT =J@ A> OANRE?AO EJ PSK IEJQRAO=9 =HOK
MOP=NPAOANRE?AO I=HHDANDP=NP EO JA?AOO=NU BKN UKQN ?D=JCBEHK P=GA AB

Result

IBPANPEO ?KJ CQEKB EO OQ??AB0BRHHAPA@ SDARMROAN =PPAILPO PK HKCEA eRERJ RE= =KSIOAN
DA >KSOAN "NORIINPO DA QOAN PK OAHDX?PNER=PA FARFPA PK QOA PKO2QE?=PA PRAR OPERJ .ATP
A >KNSOAN EDLH=BRAPPERJ LN HKCEJ SEJ@KS SO QOANE2GMR,KCEJ 7 EDP #HEAJP#ANPIDPQPPKJ
=J@ EIIA@E=PAHU BARE?=PAO HXAFOPERJ 4DANEO JK JAA@ PK AJPAN QOANJ=IA =)@ L@RBIEKNIP=HO
&KN IKM @AP=EABAN PRR LK?A@Q@N,KCCEJC EJ REKSNAN QOEJEAIP ?ARP=PA =QRJE?=EKJ[

5OAN SKNGBHKS BEAIPH ARPE?=PA BAOHE?PKJ
I QOAN LANBKNIDHEHD SKNGaKS =0 AENEJ=NU OPAL LNEKRARPERJ] =@I|EJEOPN=PKEIOARPBKNERQIP
?ANP ?=PA =QRJIE?=EKJ

4DA QOAN CAJAN=PAO = BEIPIHPARIP=PA =J@ ATLKNPO BEEBERLEHCAU =J@ =C=EDISHFO AJ?NULPA@
LNER=PA GAU

IBPANS=O PA QOAN CERNOZANP?=PA SBER.Q>H? GAU PRAOPERJ =@IEJEOPN=PKN SDK QOAO EP PK OAP QL
#HEAJP #AEP?=PA |QPAJE?=EKJ KJ BA OPERJ

4DA QOAN O=RBOATLKNPA@ FAREPA SBEEPO AJ?NULPA@ LNER=PA GAU EJ E£QFBA KRG "HA OUOPAI
BKN H=PAN HKCEJ QOA 4DA LNER=PA GRA ECBBAEEERJ@ ODKQH@ >A GAHRRRA?PA@ !0 = Q@AK JKP
OPKNUKQN ?ANP=PA SBREPO LNER=PA GAU OKIASDAN EP |IECDP >A =??A00E>HBANXP

)J = OQ>0AMQAJR2A@@NA QOAN EJBEEH ?ANP?=PA SBREPO LNER=PA GBHA EAP>IKSOAN

#NA=EJC = HAJP ?ARPE?=PA

4DEO KRA@Q@ANQOAMR7 KNG>AJ?BANE ?=PA -=J=CAIAJPPKKH NDMN[P=J DA OPERJ O ?ARRP=PA OFAONPK
CAJAN=PA =EAJP ?ARP=PA BKNEABP ?ARRP=PA =QRJIE?FKJ "U CAJANEBC PA ?ANP?=PABEO S=UDR
?ANP ?=PAAOE @ AOBAPKNG>AJ?DPKRND

Prerequisites:
\ 9KQ D=RADA RMQE® =@KNEPU PK=A ?AEP=PAO
\' 9KQ =N NQJJIEJT KNG>AJ?RJ UKQN 0#

-=N?D



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A SOAN =Q@RAJE?=PKJ

NOTE: 4DKOA AJ@ QOANO SDK @K JKP BiNEAAJ?BEH JAA@ PK QOA OKIBANR PKKH BKN AT=ILHA /LAJ33,
PK CAJAN=PA EABP ?ARP=PA

3PAL  )J 7 KNG>AJ?DHE?@KKHO #ANE ?=PA -=J=CAIAJP

3PAL  #HE?GDA.AS >QPPKJ =PR >KPPKI KBOA REAS
4DA'AJAN=PA 3MBI3ECIA@ #ANP-PSEJ@KS KLAJO

3PAL 'ERA DA ?ANP?=PA =P HAHDPH¥MQEI® EIJBKNERAIas Common Name(CN) Organization =J@
Country Code
\ 50AAlas PKE@ABDEO =0 £E2dP ?ANRP=PA

\' %JPANEJC UKQNERPEOANJI=IA EDARCommon NameLNKLANPU BEMEHPAO H=PAMIEP=EKJ
KJ FDA OPERJ

\ 4DA PSK ?D=N=?FZiNntry Code EOAMQEI® =J@ IQOP >A = GJKSJ R=HQA 0Q?D =0 53 ). #!
&2 $% %3 AP? ABAN PRR)3/ #/$% ?KHQIJ =P ?KQJPNU?K@AKN
3PAL  &KNCertificate Usage OAHATHient

3PAL  7DAJ UKQ D=RA HA@ BEDARKMQREI®D "AH@ Ce 7@
4DA OUOPAI OQ>IEP®G PANP?=PA BKNKZROOEJC EAR=?GEQJ@ ! LKL QL SEJ@KS EDR
HKSAN NECDPEKNRB UKQNAZIN-@REOAO WAZBEIC PA EIA EP I=U P=GA PK CAJANERA P
?ANP ?=PA 4DA HADGRB PIA EP P=GAO @ALAJ@DAGRU OEVA =D& IFH=PBKRNIYK?AOOEJC
?=L=>HPU

7DAJ ?NA=PA@DRA ?ANPP?=PA =LLA=NO =0 = JKS EJ BA50AN +AU 3PXR=>HA
Next steps
4DA JATP L=NP KBARSKNGaKS EO PK ATLRIHR PAIP ?ARP=PA EJ PSKBANIP BKNI=PO LEHJ@ LNER=PA

NTLKNRIC = HAJP ?ARBE?=PA

4DEO KRA@Q@ANDAO?NE>BO BPALO PK ATLKNP UEQNP ZARIP=PA EJ PSK BKNI=PO EQSAU =J@ LNER=PA GAU
4DA ?ANP?=PA SBPublic GAU EO JKP ?KJQE@ANPA?PA@ @=P= UKQ ?=AEBR=0D JAA@A@ "U ?KIPE£OP P
?ANP ?=PA SBR-J AJ?NULPAfvate GAU EOHRA?PA@ @=P= BKN UKQN QOA KJHU )P EO |[ECHEPB BERN D
=J@ ODKQH@ >A GALP EJ = O=BRHHIRE??A00E>HA >U =JUKJA AHOA

Prerequisites:

\' 9KQ =N NQJJEJT KNG>AJ?RJ UKQN 0#

\ 9KQ =N HKCCA@ EJBK BPPERJ

\' 9KQ D=RA #HH@U CAJAN=PA@GEATH?ARNP=PA SDE?D LH=?A0 EP EJ UKQNPSOIRN +AU 3PKN

3PAL  )J 7 KNG>AJ?IXLAJ DA#ANE ?=PA -=J=CAIAJPREAS

3PAL /3 P DA5OAN +AU 3PKR=> OAHA?P UKENIPHPARRP=PA =J@EAB6TLKNP
4DA OUOPAI KLAJOARHANE ?=PA %TLKSIPI@KS

3PAL 4K ATLKNFDRAPublic 2ANP ?=PA BrG+ @K JKP OAHERBrt the private key



SOAN =Q@RAJE?=PKJ

I OA?KI@HANE ?=PA %TLKSIPJ@KS KLAJO

.E=C=N= 3PHKJ 3A?QNEPU 'QE@A

Certificate Export *

E File Spaces Current Path

C:f Users, /Niagara4.8/ tridium / certManagement
3 My File System —_— =
« B h E|E | O- WS

ﬂ UzerPublicCert.pem

A Bookmarks
Filename: |clientcert.pem Save
Filez of type: |PEM Files Cancel

=J@ LKN?AA@ SBEADA RI=EJEJC OPALO PK ATLENXP P

3PAL 50A PA @ABFHK?ERJ KJ UKQN @*YHA OUOPAI KN J=REC=PA IANKRER =J@ ERAG=RA
4DA OUOPAI ?KJ'NICDRP PA ?ANP?=PA ATLKNP S=0 OQ??A00BQH

3PAL 4K ?HKOMR ?KJI'NI=FEKJ SEJ@KSHE?G+
?ANP ?=PA SBREEPRYivate GAU

3PAL  /J P DA5S0OAN +AU 3PKR=> SDANUKQNEAMIP ?ARP=PA EGEBRPAHA?PA@ BEEH.KNPOA?KI@

FEIA



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A SOAN =Q@RAJE?=PKJ

3PAL

3PAL

3PAL

Next steps

ADA#ANE ?=PA %TLKSIPI@KS KLAJO

Certificate Export >

Certificate

[#] Exportthe public certificate

Tableview = ASM.1View PEMView

Properties:

Version v3

Serial Mumber 43 03 05 93 68 bec 82 cd 60 =4 29 9f
Issued By user

|ssuer DN Cl=user,0=Tridium, C=US5

q\ Private Key

[#] Exportthe private key

[#] Encryptexported private key

Pﬂss"NDrd LLL L Ll Ly Ll ll]]

Confirm -.o..o.o..o.ol

0K | Cancel ‘

ADECHRA EJ PA#ANE ?=PA %TLKSIPJ@KS EDRONER=PA +AB?PKJ OAHABPort the private
key QJ@AHNcrypt exported private key ?M=PA = ORIC L=OOSK® =J@ EHG+

NOTE: "A OQN PK I=GA JKPA KIDEO L=008KN-J@ GAAL EP EJ = GATAYA ,=PASDAJ
=QPAJE?=RPIC PK = OB¥B QOEJOA?HAIP ?ARIP=PA UKQ SEH LKILPA@ PK AJPAREO LNER=PA
GAU L=OO0SEN

4DA OA?KIEANE ?=PA %TLKSIPJ@KS KLAJO

50A PA @ABFHK?ERJ KJ UKQN @@YHA OUOPAI KN J=REC=PA RXANKRBAN HKRFP-J@ ERG
3=RA

4DA OKBPSxR=RA0 UKQN EQ=H@ LNER=EAJH?ARP=PAO *@em "HAO PIOR
~certManagement BKH@AN EJ UKQN 50AN (KIA RN BKPERJ UKQ OAHA?PA@ QOMNETCKNP
-=GA OQN P®EO HKEKB EO O=BA =J@ JKP =??A00E>HA >U =JUKJA AHOA

ADA OUOPAI ?KJ'NICDEP PA ?ANP?=PA ATLKNP S=0 OQ??ACUBMODAR ?KJI'NI=FEKJ SEJ@KS
?|?G

'ERA BDA LQ>E? ?ANP?=PA "HA PBAP3P=HKJ |@IEJ SDK SEHQOA EP EJRIBRPL #EAJIP #ANP=PA
IQPDAJE?=EKJI KJ BA OPERJ

)J = OAL=N=PAK'M@@NUKQ SBHEJORBA LNER=PA FARFPA "HA EJ UKQREEMN PNQOPABMNNQOA SDAJ
HKCCEJC EJ PR PPERJ

NOTE: .KP =HH >KISOANO $E+P?ALP LNER=PA?ANFA "HAO*Faem "HA BKNI=P )JOPA=BAPAMQENP®AN
BKNI=P@.pfx  *.pl2 AP? )B UKQNKSOANAVIQERN KPANP=J*.pem 'HAO ?KJRANOEKJ PKKHO A C /LAJ33,
AP? =AM=@&HU =R=EH=>HA SDE?D UKQ ?=J QOA PK ?KJRANP UKE)R{NERFPPREZRNFMQEID BKNI=P

-=N?D



SOAN =Q@RAJE?=PKJ .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

)JOPHHIC BA LNER=PEARIP ?ARBE?=PA EJ UKRBOAN PNQOPAOPKN

4DEO KNA@GQNQAO?NE>BA BPALO PK EJOPKENERAIP ?ARRP=PA SBREPRYivate GAU EJ UKQKSRARDY
?ANP ?=PA PNQOPAOPBAJ = OP=FKJ = OFERJ EO ?KJ CR BKNEAIP ?ARIP=PA =QRJE?=PKJ EPO HKCEJ
MBANI?AO PEO ?ANP=-PA REBA>KSOAN

Prerequisites:
\ 9KQ D=RA IAREKQOHU CAJAN=PE&IE ?MEIP=PA =J@ ATLKNPA@ EEBEBRJ?NULPA@ LNER=PA GAU

\ )BJAA@A@ UKQ D=RA Q@@ £-fNPU ?KIRANOEKJ PKKH PK ?KIJRANP UKQNELNERNT?ANR PKDPA
?ANP ?=PA "HA BKNIAMQBEI® >U UKQNKIDAN BKN AT=ILHAfx  KN-.pl2 *.pkcsl2

4DEO KRA@@ANDAO?NE>AO HITPBA LNER=PA FARHEPA EDR #DKIA SA> >NKSOAN ?ARP=PA OAONQOEJC
DA #ANP ?=PA EILKNP PKKH =R=EBARHADA LK?A@@NR=NEAO OKIASD=P @AEAC@J SDE?DKSIOAN UKQ
QOA >QP EP ODKQH@ >A OEIEH=N PK SD=P EOAQAO?NE>A@ DAN

3PAL  )J MDA #DHNIA >NKSOANRBAPBRICREAS?HE?G KIDA-=EJ -AJQ E?KJ QLLAN HABP =B@G?H
I@R=J?A@ ONER=?U =J@ OA?QNEPU

3PAL /3 P DAONER=?U =J@ OA?QEEBD?KH @KSJ =J@EAE&=J=CA ?ANE?=PAO

3PAL )] MDA#ANE ?=PABEJ@KS KJ[PAOANOKJH+> ?H?GILKNP=J@ BKIKS BA LKILPO EJ BA
#ANE ?=PA )ILKNP EV-@PK EILKNP UKQN ?KJRANPA@ LNER=RARRANR PEBA>KSOAN PNQOP
OPKN
50A PA @ABFQHA HKER EXP=PA@ >DIPEILKNP PKKH &KN AT=ILHA >U @ABXGHKNP PKKH
EJ #DKIA EJ@E?=PAOAR 0ANOKJI=H PNQGPHHHKJ
9KQN LNER=PARANPA EO OQ??AQDBITHPA® EJ UKQREMDY?ANF?=PA PNQOPAOPKN

Result

IP PDEO LKEJP UKQ D=RA ?KILHARAGDAN SKNGaKS BEAIPHARP=PA =QRJE?=EKJ )BOA OPERJ EO
LNKLANHU ?KJ'CR®R UKQ ODKQH@ >A =>HA PK HKEKEORE=KMNKNG>AJ?MOEJCEMNIP ?ARP=PA
=QPAJE?=EKJ

%TLKNP EAJP #ANBE?=PA EJ 0+#3 &KNI=P

3P=NRIC EJ .E=C=N=  SEJ@KSO KJHU OQLLKNPOEATLKERAJIP ?ANP=PA =J@ LNER=PA GAU EJ 0+#3
BKNI=P 4DEOKHM@@MTLH=EJO DKS PK ATLRANRPEAJP ?ARNP=PA EDR7 KNG>AJ?BK =QPAJE?=P /DR
OP=HKJ RE=KSOANSERPKQP JAARIC PA /LAJ33,

Prerequisites:
\ 7 KNG>AJ?BO NQJJEJC =J@ ?KJJA?PA@ EKIOP=P
\ 9KQ D=RA A#H@U CAJAN=PA@ATRH?ARIP=PA SDE?D LH=?ACE?ANAA EEDAN +AU 3PKN

3PAL  )J 7 KNG>AJ?DHE?@KKHO #ANE ?=PA -=J=CAIAJP

-=N?D



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A

3PAL

3PAL

3PAL

3PAL

3PAL

N?D

4DA#ANE ?=PA -=J=CAIAJPREAS KLAJO

Certificate Management

- Nav (%] [ Certif £3]
E# O @ My Network Certificate Management for Niagara Workbench
© wy Host User Key Store System Trust Store User Trust Store Allowed Hosts
@ wyFile System
Alias Subject Not After KeyAlgorithm  KeySize  Valid b4
° default Niagara4 20-Mar-2025 11:30 AM IST RSA 2048 true
clientcert  clientcert ~ 25-Mar-20255:13 PM IST RSA 2048 true
& station (TestCert)
B Y X
New Import Reset
|

4K ATLKNP = ?ANP=PA KIBPAS50AN +AU 3PKR=> OAHABTAP?ANP?=PA =J@EAB6TLKNP
ADA#ANE ?=PA %TLKSIPI@KS KLAJO

$K PDA BKHKSEJC =J@E?K+

\ &KN PA%TLKNP BKNIEFAHA?BAPKCS12BKNI=P BNP DA @ @KSJ IAJQ

\ )J IDAONER=PA +AB?7PKJ HEPGDIA ?DA?G>KT 2TLKNPR LNER=PA GA@ AJPAIDR
L=OOSK& EJJAONER=PA GAU 0=0Q@ MNEID

4DA&KEHA #DKKCHN@KS KLAJO 3=RBA?ANP?=PA EDR50AN (KIA

$KQ>HA BRIGOAN (KIA =J@ EPG=RA
4DA ?ANP?=PA EO ATLKNPA@ OQPMRAOOBQH

.=REC=PA PK ?ENP-PA HKER =J@ @KQ>HEGHA ?ANP?=PA
4ADA#ANE ?=PA )ILKNP EV-@KLAJO

£* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

(O Local Machine

To continue, dick Next.

Cancel

6ANEBU =J@?BATP PK ?KJRJQA

SOAN =Q@RAJE?=PKJ



SOAN =Q@RAJE?=PKJ .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

4DA&EHA PK)ILKBBJ@KS KLAJO

€ &* Certificate Import Wizard

File to Import
| Specify the file you want to import. |

File name:
C:\Usersy \Niagara4. 15\tridium \dientcert.p12| Browse...

| Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 ((PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)
Microsoft Serialized Certificate Store (.S5T)

Next Cancel

3PAL 4K EILKNPPA "HA B?GNKSOAKN ?KIRJQA SERDA ATEBEIRC "HA =J@QEZAGATP
4DAONER=PA +AKKPNEKISEJ@KS KLAJO

X
€ L* Certificate Import Wizard
Private key protection
To maintain security, the private key was protected with a password.
Type the password for the private key.
Password:
[ sSesessRRRN
[Displ
Import options:
[C]Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.
[[]Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.
Protect private key using virtualized-based security(Non-exportable)
[ Indude all extended properties,
Next Cancel

3PAL  4ULA PA L=0OOSKIN=J@ EHGATP



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A SOAN =Q@RAJE?=PKJ

3PAL

3PAL

4ADA#ANE ?=PA 3PKSEJ@KS KLAJO

| & ¢ Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:

| Browse...

| Next Cancel

4K OPKINDA ?ANPP?=PA OAHADR PANP?=PA =QH=?A #PANP?=PAO HIRBKHKSEJC ORKN@ HEPG
"NKSOA
4DA3AHA?P #ANP=-PA 3PKSEJ@KS KLAJO

3AHA?PROANOKIDPKN?H?G+ =J@.ATP



SOAN =Q@RAJE?=PKJ .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

ADA#KILHAPEJC BA #ANP ?=PA )ILKNP EV@KLAJO

& &¢ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have specified the following settings:

Certificate Store Selected by User JEEE =]

Content PFX

File Name C:\Users)| ‘Niagara4. 15\tridium\dientcert.p1
< >

Einish Cancel

3PAL  #HE?@EJEOD
4DA ?ANEP?=PA EILKNPA@ OQ??MDOBQH

3PAL  )J DA >NSOAMJIPANDA OPERJ =@ &DD =J@ ANO %JPAN

4DA >KSOAN KLAJO = SEJ@KKILP EJC UKQ PK OAHA?P E?ARR PK SDRJE?=PA UKQBGXDA
OPHKJ

Select a certificate for authentication

Site localhost:443 needs your credentials:

= clientcert
clientcert
3/25/2024

Certificate information @ Cancel

3PAL  #HE?G+
4DA OPERJ LN HKCEJ SEJ@KS KLAJO

3PAL  %JPANDRASOANJ=IA=J@ HEPGKC EJ SHP 33/
5LKJ ?HE?GEJOR >QPPKJ UKQ EllAF2PAHU BAFE?=PA PRAROPERJ



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A SOAN =Q@RAJE?=PKJ

,KCCEJC EJ RE= KIODAN QOEJEAHP ?ARBE?=PABARE?=PKJ

4DEO KRA@@N@AO?NE>BO BPALO PK HKCEJ RE= KEQAN-RK = OBKP?KJ CQN@ BKNEAIP 2ARP=PA
=QPAJE?=EK]

Prerequisites:

\
\

9KQ =N NQJIEJT KNG>AJ?BJORSHEKJ

9KQ D=RA IAREKQOHU CAJAN=PB&IR ?AEP=PA UK@bblic 2ANP ?=PA =J@ CERBE® LAI HA PKDA
OPHKJI =@IEJ

4DA OPERJ =@IEJ D=0 AHRU ?KJ CAI® UKQN QOAN =??KQJIFERKRHANP!QRIE?=EKJI

9KQ D=RA =HOKWREKQOHU CAJAN=PBE&IR ?AEIP=PA SBERNER=PA GAU PK@ite ?ANP ?=PA =J@ O=RA@
EP PK UKQN 0# "HA OUOPAI

9KQ D=RA AH@U EJORE UKQN LNER=FEA72RRFEDR >KSOARY?ANF?=PA PNQOPATPKN
3PAL  )J DA >NSOAMJIPANDA OPERJ =@ &DD =J@ AROLIPAN

4DA >KSOAN KLAJO = SEJ@KIKILP EJC UKQ PK OAHA?P E?ARR PK SRIE?=PA UKQBMGXIPA
OP#HKJ

3PAL  )J PDA3AHA?P = ?ENP-PSEJ@KS?HE?G PK OAHA?P UKQN LNER=RRAAN@ER G+

= O X
MNew Tab ® =+

X Y @ https//localhost/login ¥ (] 3 e

HoApps W Tec o ® || Other bookmarks
| Select a certificate |

Select a certificate to authenticate yourself to localhost:443

Subject Issuer Serial

clientCert clientCert 4866058E2AB2C5755...

Certificate information “ Cancel

Processing request...

N?D



SOAN =Q@RAJE?=PKJ .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

NOTE: $EBANIP >KSOANO $HENOAJP EBANIP @=HKCO >QRf =KREOANO SEHKS UKQ PK OAHA?P =
?ANP ?=PA PK EGERIP UKQBORKN AT=ILHADRA3AHA?P = ?ENP-PAGE=HKC =>KRA EO OAAJ SDAJ
QOEJC #RM SDEHAPAS0AN )@ARP=EKJ 2AMQA@P-HKC >AHKS EO OAAJ SDAJ Q@BKT &EN

This site has requested that you identify yourself with a
certificate:

localhost:443

Organization: “Tridium”

Issued Under: "Tridium”

Choose a certificate to present as identification:

clientCert [48:66:05:8E:2A:B2:C5:75:54:BC:29:74] e

Details of selected certificate;

Issued to: C=US,0=Tridium,CN=clientCert

Serial number: 48:66:05:8E:24:B2:C5:75:54:BC:29:74

Valid from Friday, August 31, 2018, 12:56:41 PM to Saturday, August
31, 2019, 12:56:41 PM

Key Usages: Signing

Issued by: C=US,0=Tridium,CN=clientCert

Stored on: Software Security Device

Remember this decision

| OK | Cancel

3PAL  )J FDA OPERIOM ,KCEJSEJ@KS?HE?GKCEJ 7 EB #HEAJP#ANP!IQP
NOTE: 4DAN EO JK JAA@ PK AJPAN QOANJ=IA L@ ONEMIE-HO



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A SOAN =Q@RAJE?=PKJ

5LKJ ?HE?GEJOR >QPPKJ UKQ EllARPAHU BARE?=PA PRAROPERJ

Config oO® t} PropertySheet v [X]

O Actions & Topics  [8] Slot Details

(@ Station Name

N48_Weather

[l Sysinfo &

@ Services

Service Container
 Drivers

Driver Container
© Apps

App Container
&) Logic

Folder

© Files
Folder

,KCCEJC EJ REKNG>AJ?RQOEJCEAMIP ?ARBE?=PABRAQHE?=PKJ
4DEO KRA@@N@AO?NE>RO BPALO PK HKCEJ REZ KIKGNAJ?BK = OPERJ ?KJ' CQN@ BKNEAJIP ?ARIP=PA
=QPAJE?=EKJ

3PAL ) 7 KNG>AJ?EJERPATA OPERJ ?KJJATEK]

3PAL 7DAJ LNKILPA@ OAHA?P UKQN LNEREPA-PANEN° DA @GNL@KSJ HOP
NOTE: 4DAN EO JK JAA@ PK AJPAN QOANJ=IA L= ONERIEP-HO

3PAL  #HE?G+ PK ?KJIBJQA

Result
9KQ =N EIIA@ E=PAHU BRHE?=PA@ RX¥AFOPERJ

%J=>HJC = GEKE&A IK@QA QOEJEABP#ANP!DP

)J .E=C=N=UKQ ?=J QOBR #HAJIP #ANP’=PA |QPAJE?=KJ BA=ROQRK B=HH+PA = ZGEKG@B[HLLEP=HFKI 4DEO
SKQH@ >A QOABQOBAKRRLKOA KIKREEIC =J EJBKNIERJ ®OLH=U EJ = HK>>U KN =J KLAN=PKN PANIEJ=H EJ =
IA?D=JE?=HI SDANA DA >NSOAN =QPKIERHU ?KIJA?PO =J@CAJIE?=PAO RXAFOPERJ SHEKQP QOAN
EJPANER] 4DEOHM@@NEO LANBKNIA@ DA BPHKJ |@IEJ

Prerequisites:
\ | .E=C=N=OPHKJ NQJJEJIC BHPA!QPDAJE?4FKI3ANREMAN-@U ?KJ CAI® BKN 3EJCHA 3ECJ /J
\ |@IEJ LNEREHACAO =@AMQ=PABRNPANP=CAIAIP =J@ MN-EJC ?KJ'CQNEJIC ERIFQOANO
3PAL  )J =O0NKLANPU 3DARBAS KBDR OPERIY3ANRE?ARRIP=EJANE?G PK ATL=J@PDAJE?4FKJ3ANRE?A

33/ #KJ'CQN=PEKIFJ@ ?KJ NI FD=P PAAuto Attempt Single Sign On LNKLANPU EO OAP PK
B=HOA



SOAN =Q@RAJE?=PKJ .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

3PAL

3PAL

3PAL
3PAL

4DEO HKSO =QRJE?=EKJ PK >UL=CDAR=-QPKI=B? 33/ HKCKJ LIKILP SDAJ = QOAN =??AMAP
OP#HKJ

&KHKS BA SKNGaKSOKRE@A@ PK Z3APEAJIPHPARIP=PA =QRJIE?4PKI[ @AO?NE>A@ EJ 50AN
IQPDAJE?=EKJI ?D=LPAN

NOTE: 9KQ SEHIAA@ PK ?KILHAPARIK?A@ @D BKN >BIDA |@IEJ =J@ 50AN SKNGaKSO BKN
2EAIP 2ARP=PA =QRJE?=EKJ KQ SEH>A MEEIC = BAIP 2ARP=PA BKN = JAS QOANBKGEKOG
HEGA IK@A KJIFEO OBKB =)@ UKQ BEHOK ?KJ CQNBEDRQOAN BKNIRIARIP=PA

=QPAJE?=EK]

)J DA =R4MA @KQ>HA?B KIJDA 5O0AN3ANRE?A PK KRAS®AN -=J=CANREAS-J@ EPCGAS PK
?M=PA = JAS OFER]I QOAN AC ZGEKOG50AN[ =J@ AKDEQAS QOAN =OHB(IO
= &KMAuto Logoff Enabled ?H?GDA ?DA?G>KT PK @QAOAHAORP>EA EP

> &KN PAAuthentication Scheme Name ?B?GDA G @KSJ BOP =J@?8 PK OAHA?P
#HEAJP#ANPIRQB?DAIA

? &KNPassword AJPANDA KMQEI®D ONER=PA +AU 0=C@BKNDR QOANIEAIP ?ANP=PA
)J 50AN -=J=CANREAS?HE?GIAG6EAS@KL@KSJ HOP =J@?8 KOANIEOOEKJ&ISDAN

)J DAOANIEOOEKJIEIDAMTL=J@ BKH@ANO =J@ ?KD3HRPEO JAS QOAN DFIEPA@
LANIEOOEKJO OAP KILNE=PA BRE® GEKBEAHK@A

3APBJC QL 0+) =@RAJE?=PK]

4DA 0+) IQFDAJE?=EKJ 0QEP +AU )IJBN=OPN@IPRIMJIE?=EKJ #KSO UKQ PK HKC EIPRIPER] QOEJEABP
2ANP ?=PA =QRJE?=EKJ 14,3 4DEO ?ARP?=PA EO OECJA@ >U = PNQDIRREPEQR KQ ?=J QOA 0+)
IQPDAJE?=EKJ KJ =JU LH=PBKNI =J@ EP @KAMIPENE?AIOA BAZRQN

Prerequisites:
\ 9KQ D=RA AOPEGBA@ 4,3 ?KJJAEMXIO BKN 0+) BAPE?=EKJ
\  4DA ?HAJP#ANP!RP=HAPPA EZKNAJ@A@

\' 9KQ IQOP D=RA = #! OECJAGAAR ?ARIP=PA EJOINE HIAEN KROANIDA LQ>H? 2AEP?=PA KBR #!
IQOP >A =R=EH=>HARAKPERJ

\' NOTE: 50ANO ?=J KJHU HKC EJ PKEKORER 0+) |@AJE?=4EKJI EJOA >KSOAN

50A ?=0AO0 BKN 0+)GANE?=EKJ

\" 50AN !QBAJE?=EKJ ®Q S=JP UKQN QOANO PK HKC EJ GAHBC ARPEPA
\ ANQOPA@ #AREPAO 4DAEPHP ?ARRP=PAOARECIA@ >U = GJKSJ #DEP ?7=J >A ?KJ CQ&@ EIJA OPERJ
\' OMA #KJ'CQN=PKJ &KQN QOANO JAA@ PK >A OAP QL EJ =@ RAIQREBF

3PAL

3PAL

3PAL

3PAL

3PAL

)J 7 KNG>AJ?PKIJA?P PKDA OPERJ =J@ J=REC=PRANRE?AQQPDAJE?=#KJ 3ANRE?A
IQPDAJIE?=EKJ 3?DAIAO

/LAJ P DA?IEAJP#ANP!IQE=HAPPA =J@ =@A&DH |QPDAJIE?=EKJ 3?DAIAPK PA!IQPDAJE?=EKJ
3?DAIAOBKH@AN

5J@AN+) IQPDAJE?=EKJ 3?DAIA KLAJ DA #! #ANFE ?=PAO BKHI@AKKI CQN=P EKJ ODKQH@
=HAE@U >A IADAIP HBAO?DAIA S=O @N=CCA@®@MBDA L=HAPPA -KN=J>A =@ @A@ =0 JAAQA@

)J #! #KI°CQN=PEKJ?KJ'CQM DA #! =0 JAA@A@ OAR). ,./# *)5',.$*) EJ DA
#KILKJAJPO REASO =J@ SEJ@KSO ?D=LPAN BKNIKR=EHO

)J BANRE?AGOAN 3ANREZR=PA = JAS QOAN BAPPERJ =J@ =OOHQA P+) |QFDAJE?=EKJ
3?DAIA =J@ = KHA PK EP

-=N?D



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A SOAN =Q@RAJE?=PKJ

4DA QOAN O J=IA ODKQH@ I-PRMPANJI=IA ?KJ'CAI® EIIA QOAN O FARFPA BKN IKN@AP=EHO
KJ DKS DA QOANJ=IAEO BKQJ@ GAA,./# *)5"/,.$%) EJ A #KILKJAJPO REASO
=J@ SEJ@KSO ?D=LPAN

3PAL 2A0P=NBA7 A> 3ANRE?A 7DADR #! ?KJ'CQN=EKJO ANK@E'A@ [PA 7A> 3ANRE?A BRIOP=NP
=QPKI=E?#U =BPAN |IEJQPAO >QP UKQ ?=J =HOKUAQRENP EP =PEIJU P

Result
User login with PKI authentication

)J FDA >KSOANSDAJ = QOAN =PPAILPO PK =?TAHOBKETCEJ L=CAAJ SHHA LKILPA@ PK OAHARREN

?ANP ?=PA BRN- HEOP ER\PEAJP ?ARNP=PA ECKLANHU EJBR@HEIAEN KROAN-J@ PA #! EO ?KJ CQN@
KJ DA OPERJ

4DA QOAN OAHAPRENP? ANP-PA

4K HKC EJPBAPOPERJ BPA QOANE2GM®BC EJ SHP33/ 4DA PATP I=U >A EBANIP EBRLogin Button
Text LNKLANPU KDR 0+) IQFDAJIE?=EKJ 3?7DAIA S=0 IK@ A@

3APBJC QL 'KKCHA =QRJE?=PKJ ''QPD

4DA 'KKCHA IQPAJE?=EKJ 3?DAIA EO = PSK B=?PKNAIEE?=EKJ IA?D=JEOI P=P AMQE® BA QOAN PK AJPAN

FDAEN L=0O@K&D SAH=0 = OEJCHA QOA PKGAJ SDAJ HKCCEJC EEPHBEBKRA?PO = QOANPKQJIP ARAJ EB

FDAEN L=OOBKEO ?KIIKNEOA@ 4DEO BAFE?=EKJ] O?DAIAAEAO KJ 4/40 4EIA >=0A@ /JA ZEIA 0=O0SK®&

SDE?D ?=JJKP >AGOA@ =JOAPKKCHA IQPAJE?=PKN =LL KDR QOANNK>EHA @ARE?A PK CAJAN=PA =J@ RANEBU
OEJCHA QO/DAQE?=EKJ PKGAJO 'KKCHABAFE?=EK] EGR >=0A@ OKRW EO JK @ALAJ@AJ?U KJ JAPSKNG
2KIIQJE?=PEKJ >APSAAIRA QOANNK>EHA @ARERA BPERJ KN ATPANJ=H OANRANMABEQPABE?=PKN EO

FEIA >=OA@ DA EIA EJ PA OPERJ =J@ERA EJ PA LDKJA IQOP OP-AHNERAHU EJ OUJ? 4DA =KREAO = BAB

KB LHQO KN IEJQO  IEJQPAO PK =??KQJP BKN ?HK?G OGAS

Prerequisites:

\ 4DA QOANK>EHA LDKJANQER PA 'KKCHA 'QPAJE?=PKJ =LL
\ 9KQ =N SKNGEJC EXNG>AJ?D

\ 4DA QOAN ATEOHIAEIFERJ @=P=>=0A

3PAL  /LAJ P DAC=QBL=HAPPA =J@ =@&KRCHA!IQMAJE?=EKI3?DAIAPK PA3ANRE?AO
IQPDAJIE?=EKJI3ANRE?AQPDAJIE?=FKJI3?DAIAGK@A EDA .=R PRA

3PAL 2ECDPEPGOAN3SANRE2A® @KQ>HE?GDA QOAN BEAFP=>HA
4ADA%@MRREAS BKNAQOAN KLAJO

3PAL  #KJ CQM MAAuthentication Scheme Name =0 JA A@QA@ =J@7”B+RA
3PAL 5J@AMuthenticator ?HE?GDA >QPPKJ JATP SiCret Key
4DASet Up Authenticator SEJ@KS KLAJO

3PAL 3?7=J DA @OLH=UA@ >=N ?K@AJBEMN 'KKCHA |QRJE?=PKN =LL BKB BA OPALO BEAP-LL =J@
?H?G+
ADA#KJI'NI 4 KGAJSEJ@KS KLAJO

3PAL  )J MDA#KI'NI 4 KGAJAIJPNU "AH@ AJEMN RECEP PKGAEDEH=UA@DRJIRKCHA |QPAJE?=PKN
=LL =)@ 7E?G+
NOTE: 4DA /40 /[JA4 EIA0=0O0SKH ?K@A ?=JIKP >AQDA@ SERPQPD %JO@GND=P UKQ QOA =
JASHU CAJAN=PA@ /40 ?K@A BKRJEPH HKCEJ

3PAL 4K ?KILHAPAPA ?KJ CQNERJ HPG=RA
$ALAJ@EJIC PA REAS UKQMQOEJC UKQ I=U D=RA PK KID}¥J @OAN =C=EJABARD =BPAN O=REJC



SOAN =Q@RAJE?=PKJ .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

3EJCHA 3ECJ /]

.E=C=N-D=0 =J ATPAJOE>HA 3EJCHA 3ECJ/J 33/ BN=IABKRGF OQLLKNP [=JU PULAO KB 33/ &KN AT=ILHA
DA +AN>AMD O?DAIA EO =J 33/ O?DAIA 3!-, 3A?QNEPU |OCARNP-=NGQL ,=JCQ=CA 33/ EOR I=EJ
OQLLKNPA@ 33/ O?DAIA =J@ABK?QO KEP PKLE?

33/ EO =J =??A00 ?KEPNADK@P=P HKSO BKN =QPKH2MKCCEJC EJ PRHOHAN=PA@ >QP EJ@QALAJ@AJP
OKBPSANDUOPAIO )DR ?QMNP EILHAIAIJP=EKJ 33/ SKNGO RE= K8DAN ?KJJAERJ PK = OEKB 7DAJ
=??A00EJC IF#HHA OBKBO ?KJ C@AI® BKN 33/ UKQANMQEAI®D PK AJPARE@MNIP=HO KJHU KJ?A PK =?7A00 =H
OPHKJO 33/ =HOK I=GAO EP LKOOE>HA PK HKERHB®IQEBEBPOFSERQP >AEJCHINPA@ BKN QOAN J=IA KN
L=OOSK® A=?DERA

4DA =@R=JP=CAOBBIPAMRE @AJP BKN ?QOPKIANBISED=J KJA RIKPA ?KIPKHAN

\ 50ANO ?=J HKC EJ PK KJA RKIRNI@ JKP >A LKILPA@ PK HKC EJ PRAR ?KIJRMIANO SDE?D KRNO
QO=>EPU

\ #AJPNEVA@ I=J=CAIAJP KB R®AJP=HO IA=JDEP QOANO JK HKICAN JAA@ PK I=EJFEEJAGKLEAO KB
DA O=IA E@AEPU =J@HA EJBKNER) AHEJ=EJC PA ANONO EJDWR EJ @ @ZHEKJ =)@ >AEJC KQP KB
ouJ?

\' JA ?KIPNKHA@ =QRIE?=EKJ LKEJP I=GAO HZRE?=EKJI HAOO ?KEMPA@ =J@ERXPAHU IKNOA?@N

INAO@HKB QOEJC 33/ BEP HHANDAIP-HO E@RIPEIBKNEXB =QPKNEER) EJBKNIERJ REXNAO ANDPKN®
=J@ 1=J=CA@ ?AJPNHH =)@ -RIE?=EKI EO ?KERMN@ ?AIJRNFHO SAH

NOTE: 2KHA J=IAO =NI=J=CA@ ?AJPN=#H >QPR KHAO I=L M JAA@O PK >A I=J=CA@ >U A=?BRB@Q=H
OPHKJ &KN AT=ILHA =J)@EPR BIRE@AN IECDP EJBKNDARPIU MHA EO 0=NPU OH=JJAN DRQPPERJ
JAA@O PK D=RAHAN SEAPD=P J=IA SDE?D I=LO PK ?=PACKNEAO AHR?=-RIHER]

Related tasks

#KJ CQNEJCOA 3!-, IQP DAJE?=HKJ 3?DAIA
KCCEJC EJ SBB!-, 33/

#QOPKIEVEJC 3!-, =PPNE>QPA I=LLEJC
Related r efer ence

31-, 1Q0P DAJE?HPKJ 3?DAIA O=IH 3!-,!QP DAJE?PKI3?DAIA
3!-,IPPNE>QPA -=LLAN O=IH 3!-,IPPNE>QPA-=LL AN

(KS 3!-, 33/ SKNGO

)J .E=C=N=3!-, 33/ EOP DA I=EJ OQLLKNPA@ 33/ O?DAIA 4BA!QP DAJE?=PKJ3?DAIA BKQJ@ EDRO=IH
L=HAPPA ?KJ G@N\= OPERJ BKN 3!-, 3EJCHA 3ECJ /J 33/ 4DEO O?DAIA ORGIRKJI CQNERJ LKLANPAO
MMQEI® BKN ?KIIQJE?ERJIO SBR 3!-, )@0 )@AJPEPU BRE@AN EP 33/ SDAJ = QOAN PNEAO PK =?RA0O P
OP#KJ =J@ D=0 JKP >AAIBRIE?=PA@MROPERJ @AHAC=PADAIE?=EKJ PKOA ?KJ CQN@ )@0

4DA BN=IASKNG8!-, O?DAIA QOAO 3!-, 3A?QNEPU IOOANEKJ -=NGQL ,=JCQ=CAR 4DEO EO =J KLAJ
OP=J@@NBKN AT?D=JCEJOAQR?ZFKJI =J@ =QRNEER @=P= EIABKNI KB AJ?NULPA@ IAOO=CAO L=OOA@
>APSAAJ OA?QNEPU @KI=EJO 3LARBKZKHOKDAOA 3!-, N AMQAORGLKJOA IAOO=CA AT?D=JCAO KRAN =
OA?@AIN?KJIJA?EKJ 33/ RE= = SA> >KSOAN QOATAR!-, 7 A>"NKSOAN 33/ LMHA PK @A JA DKS PK QOA
3!l-, IAOO=CAO =J@ >EJ@JCO >APSAAIKBSOARKIJA?PA@ 3QLANREOKMEIGARKIPKHAN OBKRO

7 EP 33/ P DA LK?AOO0 KB 3!-, MMQAORGLKJOA IAOO=CA AT?D=JCAO K??QNO >APSAAJ PSK OEBRaI AJP

\ 30 3ANRE?AKRE@AN SDE?D ECEKOPEYREREHNQJIJEIC KIHKPA ?KIPKHAN
\ )@0 )@AHPU BRE@AN SDE?DAOPKI® I=EJP=EJUTAR-QPAJE?=FKJI =J@ =QRNE\ERI EJBKNIERJ]

3!l-, 33/ QOAO =J =LLN K=?D OEIEH=N PK ,$!0 B2BE?=4KJ SDE?D =HOKAIPKFAJE?=FKJ "N@AIP=-HO
ATPANJ=H BAMIKPA OPHKJ
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Figure 5. 3!-, PN=JO=?PEKJ OPALO

)

Service
Provider (SP)

2

Identity
Provider (IdP)

Browser

(o (o (&

ACSURL .7 mi 6 l

8

— —

"ACEJJEJC SEROPAL JQI>AN KJA

I QOAN @A?POIAEN SA> KNOAN PK =52, DKOPA@ >E=E€=N-OP+KJ SEPPASAML Authentication
Scheme =R=EH=>HA

4DA 30 CAJAN=PAO = 3!-, AMQAOP 3EJDAR2, >AEJC NMQAOPAMMIPER =@AJE?=EK] PA OPERJ
KLAJO = HKCEJ SEJ@KDFENEKQOKKLIO 4DA QOAN ?DKKOAO PK QOA IDAIBPEK] 4DA OFEHR)
=?fEJC =O0A 30 CAJAN=PAO = 3!-, MMQAOPP EO QIEMQARIQPAN =J@ PE® L=KFQH=N OAOOEKJ REOEP

4DA 30 M@A?PODA >KSOAN PIOR 3!-, ) @0 3EJCHA 3ECJ/J 33/ 52, )J .E=C=N=FDA 3!-, )@0 ?=J >A
=JKIANE=C=N=OPHKJ 0Q?D =0A3QLANREOKNERP+W EP ?=J >ADER L=NPU 3!-, ) @0 OANRAN

4DA )@OAPAERADARN@EA?P @A?K@AO EP FHIEPONFDA QOAN PK HKC HIRKFO QOEITAEN AR AIP-HO
IBPANIPA QOAN OQ??ABOBBKBO BA R@0 CAJAN=PAO = 3!I-ADLKJOA PK >A OAJP >=?M®RK3P

4DA )@0 AJ?K@ADAR!-, N AOLKJOA =J@E®A?POIA QOANSA> >KSOAN >=?G PBA300 |OOAHNRJ
#KJOQIAN 3ANRE?A #3 52, ADAANEAN?PA@ 52, ?KIP=EIDANAI?K@A@ 3!-, MOLKJOA =J@HBA QOAN
@=P= SDE7”DAP30 EO =RQRNEVA@ RRAERA

4DA 30 '#3 52, RANE'AO PA 3!-,N AOLKJOA

4DA 30 CN=JPO =??A0MRAK-PLH?TEKJ =J@AEEA?PODA QOANSA> >KSOAN >=?G PBAPKNECEJ=H F2AR
=PPAILPA@ PK =??A00 4BEC-POA@ KIJOA )@0 =QRJIE?PKJI PA =LLH?=FPKJIY SA> L=CA KLAJO

4K ?KJ'CQNM = OPHKJ BKN 3!-, 33/ EJ =@ @&PKJ PKIA @ ABFQHQPAJE?=EKJ O?DAIAO $ECAOP =J@ !T$SECAOP
DA OPERIYQPDAJE?=FKJI3ANREQOP ?KIP=EJ = KNANHU ?KJ CAR 3!-, =QP DAJE?=EKJ O?DAIA 4DA
IQPDAJE?=FKI3ANREZAOK ?KIP=EJO 33/ ?KJ' CE¥SR.KLANPAO SERDE?D PK P=EBIKN@PAJE?=FKJ
SKNGaKS

NOTE: )J .E=C=N=J =@ @A@ >=F= 50KRRRULA ?KILKJAJP OQLLKNPABRAN3ANREZA =QP DAJE?=EKJ
MMQER® BEO 5OANGKPULA

NOTE: 4DA 7 A>3ANRE®ame Site  LNKLANPU R=HQA Z3PNE?P[ EO JKP OQLLKNPA@ BRBIBP<EQP)BIA
LNKLANPU EO OARrieK  EP SHI=QOA 3!-, =QPAJE?=FKJ PK B=EH

4DA #KILKIJAJPO ?D=LPAN KBED CQE@MREXAO IKNEIBKNIHKI =>KQMPR 7 A>3ANRE?A ?KILKJAIJP =J@ QOAN
=QPAJE?HEK] ?KILKJAIPO >=F= 50AN3ANRE?A O=IH 3!-PAPE?=KI3?DAIA O=IH 3!-,IPPNE>QPA-=LLAN
=J@ O=IH 3=IH8IH$A?NULPKN

#NA=EJC = 50AN RRKPULA BKN 3!-, IQPAJE?=PKJI

3l-, IQP  DAJE?=PKJ AMQER = QOANKENKPULA KBAPULA Z>=F= 50ANPULA[ 4DEXXRN@@NDAO?NE>AQ
DKS PK 7AEPAPEO JAS KPKPULA =J@ ?KJ @RAAlternate Default Prototype BKNDAS0AN3ANRE?A
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Prerequisites:

\  9KQ D=RA ?KJJA?PA@ PK =J EJTEQPER]

\ 9KQ D=RAOA>=F= =HAPPA KLAJ

\ 9KQ D=RA #H@U K>P=EJA@ PA?AOO0=NU )@0 ?KJ ENIRP=@=PHEP PA )@0AMQEN BKN
=QPAJE?=K] 3LA?E?HH UKQ JAA@ PK GIBS R=HQA KB\R!-, =PPNE>QP,.LNKPKPULA.=IA
3PAL  /LAJ= ONKLANPU 3DARBAS KBDR OPERIY50AN3ANRE?A

3PAL  $N=C PASOANMPKPULZKILKJIAJP BIKI P DA>=F=L=HAPPA HXARJser Prototypes BKH@AN QJ@AN
FDAS0OAN3ANRE?A

3PAL  )JMA=IA SEJ@KSAJPAN = J=IA BKNDEO KRKPULADRP AT=PRJ I=P?DAMR R=HQA KB\P
LNKPKPULA.=IA =PPNE>QPA >AEJC QOA@ >U UKQN 3!-, )@m?&@ ?H
)B PA 3!l-, Y@0 OAJ@0O PA =PPNE>LNKPKPULA.=IA 3!-,0N KPKPULADA LKPKPULARP UKQ
?M=PA IQOP >A J=IA@ 3!-,0N KPKPUILA

3PAL )J DA =R PNA NECDE?80A OPERJ =J@ ERG=RA 3PHKJ
4DA OUOPAI =@ @8 S 5O0ANBPKPULA PR @ @KSJ BOP BKltdrnate User Prototypes

3PAL  %TL=J@DAAlternate Default Prototype @KL @KSJ BOP OAHA?P UKQNKRERNLA =JCE?B
3=RA

NOTE: )B PA 3!-, LNKPKPULA.=IA=PPNE>QPA R=HQA @KAO JKP |=P?RRKFQMNAN=IA PA
50AN3ANREZAB=RBIPA J=IA PK Default Prototype

Result
9KQ D=RA ANPA@ = JAS KRKPULA KBAPULA >=F=50AKBKPULA[ =J@ ?KJ CQA BASOAN3ANRE?A
Alternate Default Prototype PK >A BEO JAS KWPKPULSAMLPrototype

#KIBECQNEIIARS!-, IQP DAJE?=PKJ 3?DAIA

31, 33/ EO AJ=>HA@ >U =@®@JC = 3!-, QP DAJE?=EKJ 3?DAIA PKIPA OPERJ 4DA O?DAIA IQOP >A
?2KJ'CQM@ BKN = LENRPH=N )@0 )EPJBRE@ANKQ SEHIAA@ PK K>P=EJ OARAN=H ?KERCQNP=R®=P=KBN
UKQN)@0 =J@ QDX EJ ?KJ CQNEJDR O?DAIA &Q SEH=HOK JAA@ RRE@AR)@0 SBRIKQN OBKRY 30
IAP=@=P= 4DAOA 3!-, IAP=@=P= ANQOA@ PK GD2#0" CQN=EKJ EJBKNIERJ >APSAAIR )@0 =J@R 30 BKN
IKNA @AP=EABAN PRR OMMMQEOEPAGERABBIFEO PKLE? 8-, 'HAO @A DWMRAP=@=P= /J?APA 3!-,
=QPAJE?=FKJ O?DAIA EOKIMNHU ?KJ Of@ BA OPERJ EO =>HA PK AT?D=JCA 3!-, BAPE?=EKJ IAOO=CAO
SEP DA )@0

Prerequisites:
\ 9KQ D=RAOAO=IHL=HAPPA KLAJ

\' 9KQ D=RA AH@U K>P=EJA@R PA?AOO=NU )@0 ?KJ EpNIRP=@=PHPP PA )@0AMQED BKN
=QPAJE?ZEKJ YLE?+H A )@0 3!-, BANRAN =@I|EJEOPN=RREBIADADA R=HQAO 4DA ?KJ GBN=P
IAP=@=P= SDE?D I=U >AKRE@A@ EJ =J 8-, HAA=RD BKKSO

\ (440 2A@EARP 52, ?KNAOLKJ@O PK )@0 (KOP 52, )@0 (KOP OKNP =J@ )@0 ,HCEXDAREAO
\ )@0 #ANP

3EJ?A 3!-, EO =J KLAJ OP=J@@N= JQI>AN KBOE® L=NPU 3!-, 3BANRANOA=R=EH=>HA E A /LAJ!-
3=HAOBYWNAP?

\ 9KQ D=RA KRRE@ADBAPD @O0 3!-, OANRAN =@IEJEOPN=FAKNJSEP HA ?KJP=EJEJC UKQN R3P30
IAP=@=P==J@ 3!-, LQ>HE? ?ANP?=PA 4DA 30 IAP=@=P= PUHEREBPHQLMNI® Z%JPPU )$[ =J@DA
ZIOOANEKJ #KJOQIAN 3ANRE?A[ 4DA )@0 JABEIARAP=@=P= PK QJIEMQAHEBEHBIP-J@ RED=PBR
IAOO=CAO OAJP DAFOPERJ

4DA %JPPU )$ EO = QIEMQA JBFPRUKQ ?DKKOA =0 =R8+EH = 52, &KN AT=ILHADA %JEPU )$ PULERIH

EO OKIAPEJCEHGADEDPPLO ?KIRNA®KI=EJ ?KI LKNP.QI>AN O=IH SDAM UKQ SKQH@ QOA UKQN
?KIPKHARYDKOPJ=IA ! LKNP JQI>AN EEMQEI® 4DA Z!00AXB #KJOQIAN SANRE?A[ SKQH@ >BABKP

52, BKN AT=ILHADPPLO ?KJRNA®KI=EJ ?KI LKNP.QI>AN O=IH =OO0ARKRI#KIOQIAN3ANREZ-EJ

QOEJC UKQN ?KEPNRDKOPJ=IA /J?A UKQ D=RA CAJAN=PA@ UKQN 30 IAP=@=P= O=RA EP EJ 8-, BKNI=P =J@

-=N?D
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OD-AIDA "HA SBEADA )@0 3!-, OANRAN =@IEJEOPN=PKN
\' 9KQ D=RA #H@U ANPA@ =J RFANJ=PA $ABRQNKPKPULA BKN 3!-, =@AJE?=4KI QOEIDA
50ANMPKPULA ?KILKJAJP EDR>=F-.=HAPPA 4DEO S5GAKINLA EMMQED BKN 3!-, =QRPAJE?=EKJ

3PAL  )J DA .=R PRA ATL=J@DA OPERI*#KJ'C 3ANRE?AQQPDAJE?Z4PKISANREM@A =J@ @NBAP
3!-,IQP  DAJE?HPKJI3?DAIA?KILKIAIP BKI P DAO=IHL=HAPPA KIJAKARQPDAJE?=4FKJI3?DAIAO
BKH@AN

3PAL ) MA.=IA SEJ@KSAJPAN =J=IA KN QOBR @ABFIPATP =J@:?@B+

3PAL  %TL=J@QPDAJE?ZFKI3?DAIAGI@ @KQ>HEZE KIDA3!-,IQP DAJE?=FKJI3?DAIAPK KLAJ BA
ONKLANPU 3DARPAS

3PAL  %JPAN R=HQAOBKBKHRKSEJC KNANPAO

3PAL  /J ?KILHAP EKJ H#PG=RA

= &KN.ogin Button Text AJPANDA LRBANI® PATP H=>AHBXKBBPHKCEJ >QPPHI}HP
=LLA=NO KIDAKCEJSEJ@KS

&KNdP HostURL ~ AJPANDFA DKOP KB UKQN FRPABIRE@AN K>P=EJN@@BN-@IEJ

&KNdP Host Port AJPANDA LKNP JQI>AN KB UKQN )EBJIBRE@AN K>P=EJNQ@BN
=@IEJ

@ &KNdP Login Path AJPANOA HK?ERJ KJ BA )@ ABPU BIRE@AN PK SDE?D UKQ IQOP J=REC=PA
PK PNECCBAN 8-, =QP DAJE?=EKJ K>P=EJA@IB&O0 =@IEJ

A &KNdP Cert AJPANDA ?ANP?=PA QOA@ PK AJ?NULP IAOO=CAO DAJRRK® PK RE@=PA
IAOO=CAO OECJA@DA)@0 K>P=EJAE ENO0 =@IEJ

B &KNSAML Server Cert AJPANDA ?ANPP?=PA QOA@ B4 PPERJ PK OECQIFFAOO=CAO >AEJC
OAJP >=?G PRR)@EGJ@ @A?NULP IAOO=CAO OATRAS@P

NOTE: &KNPA )@0 PKAN@ =J@ R=@=PBRIAOO=CAO OAJP BAPPERJ BPA ?ANP?=PA
SEP EPO LEZHGAU IQOP >AHRE@A@ PR R@0 3!-, OANRAN =@IEJEOPN=PKN+O SAH

Related concepts

3EJCHA 3ECJ/J
Related r efer ence

#QOPKIEVEJC 3!-, =PPNE>QPA I=LLEJC

4DEO KERJ=H KRA@@NDAO?NE>AQO DKS PK ?KA'@BNDPERJ PK I=L =N>EPN=NEHU J=IA@ 3!-, =PPNE>QPAO PK
50AN LKLANPAO 50ABQH S @AB-FIHLLEICO =ANJKP OQEP=>HA UKQ I=U ?QOPRKEVIKIPANPU =J@
=PPNE>QPA I=LLEJCO =0 @AO?NE>A@ DAN

Prerequisites:

\' 9KQ D=RA #H@U ?KJ CAID PA 3!-,!/QP DAJE?=HEKJI3?DAIA BKNDR OPERJ
\ 9KQ D=RA E@RIR@ SDE?D 3!-, =PPNE>QPACKNJC EJ BMNP DA )@0

\' 9KQ D=RADAO=IHL=HAPPA KLAJ

2ABAN PR )@0 LRRE@A@ @K?QIAHRIPK @APANIEJA SDE?D 3!-, =PPNE>QPAQEIC EJ BN P DA )@00
=J =IPANJEHRA UKQ ?=J EJBR3#, = @@ KJ PK UKQN SA>EKSIOANSDE?D HAPO UKQ REBASHPNE>QPAO ?KIEJC EJ
BKI P DA )@@&KN AT=ILHA PAN EQCOA 3!-, $AR4 KKHO ATPAJOEKJ BRI IBIHE?D UKQ ?=J QOA

3PAL  )J FDA OPERJ J=REC=PA BKA3-,/QP DAJE?=FKJ3?DAIA
3PAL  &KI P DAO=IHL=HAPPA @N3&3R,IPPNE>QPA-=LLANPK PA3!-,IQP DAJE?=IFKJ3?DAIA
3PAL  #HE?GDA LHQO PKATL=J@A3!-,'PPNE>QPA-=LLAN"AH@ APKN

-=N?D



SOAN =Q@RAJE?=PKJ .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

IJ A@EPKN BKN = JAS I=LLEJC KLAJO

3PAL  )J DA A@PKMLH=?~=PPNE>QPA.=IREP DA J=IA KB DA =PPNE>QPA OAIPARI-P)@0 &KN
AT=ILHA AILHKUAA'NKQL

3PAL %TL=J@DA @ @KSJ HOP PK OAHA?RLIANPU HIR QOANKIRKPULA &KN AT=ILHA
PrototypeName

4DEO I=LOIPA 3!-, =PPNE>QPAILHKUAA'NKQLPK PAONKPKPULA.=IA OHKP EIAPSOANBIRKPULA

#ANP=EJ KNANPAO I=UAMQEN@ EPKJ=H EJBKNEXR PK I=L =J =PPNE>QPADBE®?=0A =J ATPN=
"AH@ APKN KN ?DA?G >KT =LLA=NO &KN A% TLENERIMMQERN =@HBKJ=H EJBKNEKR BPA
BKNI=P EJ SDETAPATLENER] BIA EO OAJP @M¥P PA @=PA =J@ R ?=J >A =LLNKLNE=PAHU
L=NOA@ 3EIEH-0NKPKPULA.=IALNKRE@AO = ?DA?G >KT PK >A OAHA?PA@ EJ A=JA@GDAN
MPQNJO = SECGFQEODA@ .=IA $. BKDRLNKPKPULA.=IA =PPNE>QPA &KMIEMP=EHABAN PK
ZO=IH 'PPNE>QPA-=LLAN[ BARKILKIJAIPO OAHKJ KBIEO @K?QIAJP

3PAL  2ALA=P BAOA OPALO =0 JAA@A@ PK |HEK@® =PPNE>QPAE2B2RASDAJ "JEODA@
Related concepts

3EJCHA 3ECJ/J
Related r efer ence

3!-, 1QP DAJE?=FKJ 3?DAIA O=IH 3!-!1QP DAJE?=EKJI3?DAIA
3!-,IPPNE>QPA -=LLAN O=IH 3!-IPPNE>QPA-=LLAN

,KCCEJC EJ SEBR!-, 33/

3!l-, 33/ SKNGO RE= = >NKSOAN ?KJJAERJ PK = OE¥B 7EP 33/ UKQ HKC EJ PK KJA GIR3IR-J@ UKQA=N
=QPKI=E?+HU #H(SA@ =??A00 PKBAN JAPSKNGA@EXRBERR-P -A=HOK ?KJ CA® BKN 33/ RQ SHHIKP >A
LNKILPA@ BKN R®AFR-HO SDAJ HKCCEJC BAREIAN JAPSKNGA@EIREP

Prerequisites:

\ 9KQN OREH) EO AH®U ?KJ CAI® BKN 33/

\ 9KQ D=RA #H{@U IIRE@A@ UKQN )@0 =@EIBEAMQEID @=P=
\' 9KQ =N QOEJC = SA>KSOAN

7DAJ AJPANEJDR 52, BKN PA OPERJ EJOA >KSOANKIIQJIE?=PEKJO AN-KQJ@ >UDA @KI=EJ OLA?E’'A@ >U
MDA )@AHBPU BRE@AN OQ?Btatipnl.domain.com 4DEO IA=JOP=P UKQ ?=JJKP I=GA = HK?=H ?KEKN?P
QOERJa@ttps:\\localhost JJOPA=@ UKQ SKQH@tf3A\station1.domain.com 4DEO =?PgtH
@ALAJ@O KDR)@0AMQEMJIPO $EBAMIP )@00 I=UAMIQENEBAMNIP EJBKNIERJ] =J@ EJ EBANIP BKNI=P
&KN AT=ILHA BKNAP3=HAOBKN@0 = "AH@ OLA?ED¥OIKOP J=IAP=P UKQ $EQOA =J@ BBA/RAJ!-)@0

UKQ JAA@ PKHRE@A = OLARBBKNI=PPA@ 8-, 'HBFP OQLEACCA DKOP J=IA =J@ RRN @=PX®Q SEHHIAA@
PK =O@®@R )@0 =@IEJEOPN=PKN SD=P ERKRIKRRE@A

3PAL  )J DA SA> >IKSOANKLAJ = OPHKJ ?KIJAEKJ

3PAL )J DA, KCEJSEJ@KSAJPAN UKQN QOANJ=IA =B@GRE )J SEP 33/ MDA =?PQ=H >QPPKJ PATP I=U
@EBAN @ALAEE KJ BA 33/ O?DAIA ?KJ CON=EKJ

ADA2AIAI>AN |U ?DKE?A KLFEKJ EO IKOP QOABQH SBMIRA IQHELHA 3!-, =QFDAJE?=EKJ

O?DAIAO EDA OPERJ )J P=P OEPEP = OAL=N=PA 33/ ,KCEJ >QPPEQI@=UO BKN A=?D 33/
O?DAIA 7DAJ ?DA?GA@DR HKCEJ BERPAIAI>ANO PDA ?DKOAJ 33/ ,KCEJ >QPPKJ =QPKI2RIU
QOAO EP KJ OQ>0AMQAJP =PPAILPO PRATIAER] RPIDEO GARP?=] =HOK =LLHU SI¥MPEO FQOP
KJA 33/ O?DAIA )B FDA OPERJ EO JKP OAP BKN =QPKEB3GREDEO ?DA?G >KT OEIQH=PAO =QPK 33/
>U =PPAILEJC PK HKC EISER O=RA@ O?DAIA

)B UKQ D=RAAF®IU HKCCA@ HJ S$&PP DA OPERJ ?KJJA?PO ElIAB-PAHU

)B PEO HDAPNORERA UKQ =AHKCCEJC EJI3BB UKQN >KSOANAEA?PO PR )@AHPU
ONKRE@BNDEPA

-=N?D



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A SOAN =Q@RAJE?=PKJ

3PAL  )J DA)@AEPU BRE@BNIKCEJ SEJ@KEAN UKQN BRIPA@AIP=HO QOANJ=IA =J@ L=G®SKN
=J@ FEPGKC )J
4DA AT=ILHA ODKSJ DARDKSCDR /LAJ!- )@0 33/ ,KCEJ SEJ@KS

VRN xR XY RN x T X x TRV RN XTI RNV ROV RAXVGrx XX po0

openam.example.com:8080/cpenam /XUl #login/&realm=/SAML& forward =truespEntityl D= https%3A%2F%2 Fstation Ldon

(4

FORGEROCK

SIGN IN TO OPENAM

|l Remember my usemame

Result

13 OQ??A00BQHBAJE?=EKJ ?KILHAPKJ UKQ ANHKCCA@ EJ BK BPERJ =J@OA >KSOAN EO EllA2PAHU
M@EN?PA@RN 'HOK UKQ EIIA@=PAHU C=EJ =??AMELIOEXR =J@ PKH-KPAN JAPSKNGA@EKREP
|@@EPKJ#HH) UKQ D=RA =JERR OAOOEKD #P)@EDE?D #KSO UKQ PK >UL=00 AJPANEIKIRAMHOAR JATP
FEIA UKQ HKC EJ PK = BIREP?PQ+H) UKQEBIRAIM@EA?PA@ PRAR)@0 >QP EP GJKSO UKQ DAR@tHIKCCA@ EJ
=J@ N@A?PO UKQ NECDP >=TARKPERJ

Related concepts

3EJCHA 3ECJ /]
Related r efer ence

I>SKQP MDA 3!-, ) @0 3ANRE?A

IO KB.E=C=N= AN EO =@@A@ OQLLKNIABKN@0 3ANRE?A3APEJC QLPEO OANRE?A KI3MANREOKN
OP=HKJ F#KSO UKQ PK P=GA =@R=JP=CA KB 3!- BQJPU SERQP D=REJC PK OAP QL =J ATPANEM)@AJP
ONKRE@AN )@0 )HBFGHI@ ?KJ CONEDAPANREMAKSO UKQ PK OAP QL =J EJPANDHP)SINGO BHPA

3!, 1QP  DAJE?=KJ 3?DAIA

4DAO=IH$0 BA=PANE?AJOA EMQEKD PK NQIAS!-)@03ANRE?A

7 EBEJPA OANRE?ADRGHERHA KB\QOR/4 ?KILKIAJIP /J?A ?KI'CQN=P EKJ EO ?KILHAPBAR{/4 HEOPDA
?KHAEKJI KB OQ@N=PA OEXBO =J@R ?KHATKJ KB QOANEPP-A=HKSA@ PK HKC EDROR OFEHIO &KN
AT=ILHA EB3QLANREGRNP EO ?KJJA?PA@ PK  ORIO EO QOEJC 3!-, pRIE?=FKJI BKN FQOP = BASAB P
UKQ ?=J QL BDKOA BAS OBKPO PKAMN SBIEJ Circle of Trust

9KQ ?=J ?KJ'CQAIIA OANRE?ADSEELHAERHA KBNQORKILKIAIPO

|@@EPKJIHH UKQ ?=J =@ @IKRA OPHKJ B=P EO JKP BAE=C=N=.APSKNEK =JU #ENA KBMQOP KN OLA?EBU
KMAN =QRJIE?=EKI O?DAIAO KNIKIN QOANKPMPULAO#P |=U >A QOA@ SDAJ HKCCEJC EJ

-=N?D



SOAN =Q@RAJE?=PKJ

50ANO JKP EJ?HQ@ A@delof Trust ?=JJKP HKC EJ BXAROPERJ O OLA?E’A@IEPR#/4 3Q7?D =PPAILPO
PK HKC ElAMFA?PA@ DAPD@O0

CAUTION: 1JU QOAND®=P D=0 =@IEJ =??A0MRKIR,)@03ANRE?A ?=] OABRRBKHKSEJC OAFZPEIBKNEKI BKNHH
OP#HKJO EDR.E=C=N=.APSKNG

\ I HEOP KBH-BIOANO QOANJ=IAO KJBA EBERJIO
\ | HEOP KB{-BFERJO OB J=IAO =J@ DKOPJ=IA KJHU
\ I HEOP KBI=HDAJE?=EKJ O?DAIAO O?DAIA J=IA KJHU

4DEO EO Pie¢@dx dless of the permissions that user has on those components &KN OA?QNEPU LQNLKOAO SEAC B @
3!-,J@03ANRE?A PK = OE#B P=GA OLA?E=AIPKNH=?A EP EJ KLN¥=PA ?=PACKNEAO

|@@EPKJ#HH =JU QOANSE®IEJ SNEPA LANIEOOEKITAKI-D@03ANRE?A ?=J BBPRAHU ?KIRISDK HKCQO
EJ Pkl stations EJ BPA.E=C=N=APSKNGJ@ SHPSD=P LANIEOOEKJODRKAF PAJPHKEA@ >R RIKPA
OP=#HKJ BKIIMPA QOANO 4DR?KIIAJ@A@ OA?QNEPU >AOPEMED+P UKQANP BEO =CQvery sensitive
role =OOECJEJC EP KJHU PK DECDHU PNQOPA@ QOANMBEDEI-BKTA =QP

LN KREOEKJEJC BXPEO NQJ RABQLANREGHEILE AO ?KJ'CQNEJC O@ERNPA OFXBO PK QOA 3!-,)@0 =0

SAH

OMEIEJ=NU OPALO
#KILHAPA PAOA OPALO ELEN=EKJ BKN CARPQLIPA 3!-, )@0 3ANRE?A
4DA BKHKSEJC OPALO ?=J >A ?KILHAPA@ EJ&AlN KN

\

\

'‘AJAN=PA = OANRAN EAPA EDR3QLANREGMMANE?=PA -=J=CAIAJP 4DA ?ANP?=PA @KAO JKP JAA@ PK

>A OECJA@ OEJ?A 3!-, )@0 QOACE?2NFA LEJIEJIC )P FQOP JAA@ O RBAIPLBDR50AN +AU 3PKN

$APANIEJA DKS I=JU #ENHAO KBIQOP UKQ EJPAJ@GAPRANKN A=?D KJA EE@RBUFRSDE?D ER3® PK EJ?HQ@A

=J@ SDE?D QOANO PK EJ?HQ@A KOKFDAKAON

@@ HKBEOA OQ>KJ=PA OEXBO PIOR3QLANREW@KE=C=N=_APSKN&I@ |=GA OQ\\®=P PA OPERJO
LEJC 4DEO ?KJJERR EO JA?AOO0=NU >A?=QO0A H=PANNQK®@ ERHOEKJEJC FK-DRAITQ>KHI=PA
OP#HKJO

#NA=PA QOANKBEKPULAO EJ A=RIKXRA OPHKJ ¥Q JAA@ HHKBOA QOANKIRKPULAO BHKINKHEEIA QOANO EJ
=JU #ERHAO KB@OP#P = OH=RI EO = L=NP KB 4DA QRRAKAIN.AO @K JKP JAA@ PK ATHGREARREOKN
OP=HKJ 7DAJ =J =PPAILP PK HKC EJ PK = @g3RA OEXB =0 = 3!-, QOAN EO =@ R QOAN E&-PM@ EJ
DA OQ>KHJ=PA OE+B =??KA#EJC PK = QOANRKPULA &KNHANOKJ PA LKPKPULAO IQOP ATE@RAEJ P
MIKPA OP-HKJ >ABRD=J@

NOTE: 4DA 3!-, IQP DAJE?=FKJ 3?DAIA KIJHU OQLLKNIFO>RF= 50ANGPKPULA 7DEHA ,$!0 =J@ +ANKAN
OQLLKNBPPO QOANKRKPULA =0 $AHITA @ABFIBIOANKIRKPULA

)J DA3QLANRE@KBOANIANRE2A=RPN +HKBOA QOAND-P UKQ JAA@ BKN =JRHARBNQOP KN O@BERNPA
OP#HKJ

"=OE? SKNGBHKS BKIEIIAQPPA OANRE?A

50A BPEO >=0OE? SKNGaKS BKINOARIPA 3!-, )@0 3ANRE?A -KOP KBBR SKNGaKS K??QNO BABQLANREOKN
OP=HKJ (KSARANDAM =M = BAS OPALD=P IQOP >A ?KILHAPA@ RARKIKPA OPHKJ O

/3 P DA3QLANREGBIRHKJ

4

DA LH=PBKNI IQOP #?HJOA@ IO=IH$0

)JJOP+HPA 3!-, ) @0 3ANRE?A
#KJ CQM LNKLANPAO BKDIAR3!-, Y@0 3ANRE?A

-=N?D
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.E=C=N= 3P&KJ 3A?QNEPU 'QE@A SOAN =Q@RAJE?=PKJ

#KJ CQN\ DA #ENHA /B MQOP

@@ OQ>I@RI=PA OEXBO

@@ QOANO

3LA?EBU =JU =EPEU=H =RQIRJE?=FKJ O?DAIAMRP |=U >A QOA@ SDAJ HKCCEJC EJ

NOTE: 4DEO EO JA?AO00=NU KJHU PK =@& @ANPRIAP ATEOR BQPANRE@QPD =0 ,$!0 QOANO

@ 3LA?EBWDR J=IAO KB PA QOANKIRKPULAO BKNIKHEIA QOAND=P -AEJ?HQ@A@PEDRH4 4ADAOA AN
FDA J=IAO KB PA LKPKPULAO=+P =AN@U ATEOMRIPQ>KHI=PA OEXB O

#KJ'CQM MDA OQ>KJI=PA OEXB O BKN 3!-,)@03ANRE?A >U NQJIJEXREOEKJIEJIC FKB BHEO OPAL
#KJ'CQM .E=C=N=)@0 3=IH 3?DAIA

DV

13 A=7?D 3Q>KNaEJ=PA 3PERJ

3AP QL 50ANKRKPULAO 4DAOAISEHQOA@ =0 PAILH=PAGFKATA QOANO QLKJ HKCHEIFBHERJ

I OECJEJC #AEP=PA 3ANRAN ?ANP=$EP LQ>H? =J@ LNER=PA GAV®IEEN 4DA NREOEKJEJC FK> NQJO
KJ IDASQLANREGKNAN=PADARIA?AOO=NU ?ANP

4DA 3!-, 1QP DAJE?=EKJ 3?DAIA IQOP >A EJORA® =J@ ?KJ @@ 4DA IMREOEKJEJC FK> NQIUAKJ P
3QLANRECHN-PACA JA?AOO=NU O?DAIA

3APBJC QLPA 3!-, ) @0 3ANRE?A

3APBJC QLA 3!-, )@0 3ANRE?A KJ UKGRLANREQHKNEKJ I=GAO EP A=0U PK ?KAGQHJIPANJ=H .E=C=N=)@0
FD=P SKNGO BERKQN 3!-, IQP DAJE?=EKJ 3?DAIA

Prerequisites:

\ 4DA LH=PBKNI EQAHOA@ IO=IH$0 SEP ®AON/Off =PPNE>QPA OA&ePK

\ 1 3ANRAN #AEP?=PA D=0 AH®U >AAJ CAJAN=PA@ASBAN +AU 3RKBKN QOABBR, )@0
\ 4DA3QLANRECGHNEXKJIY 7A>3ANRE?A EO NQJJEJC

\ 4DAO=IHL=HAPPA EO KLAJ

NOTE: )JOP#HPA 3!-,)@03ANRE?A KJHU KBQLANREQXMNEKJI

3PAL &I P DAO=IHL=HAPPA @N>R3R,)@03ANRE?A?KILKIJAIP PK BDA3QLANREKNEKII3ANRE?AO
JK@A =J@ SDAJ KNPA@ AJPAN = J=IA BKRROANRE?A &KN AT=ILHA .E=C=N=)@0

3PAL  /LAJ= ONKLANPU 3DARPAS KBDR OANRE?A =J@ ?KACOQA BKHKSEJC KNANPAO

= IdP Signing Cert AN ?HE?GDA @GR @KSJ BOP =J@ OAHARRTFEBIC 3ANRAN #ARPPA
BKI P DA OPERJIY50AN +AU 3PKN

> EnttylD " AJPAN PA OPERJY)0 =@@NO KN DKOPJ=IA LHROLRNFDRA 7 A>3ANRE?A EO
NQJJEJIC KJ

NOTE: 4DA LKNP JQI>AN BEEMQEI® BKN AT=ILHA BKN DPPLO )P IQOP >A EJ?H@@RA@ EJ P
%JIEPU)$ KRNSEOBAOANRE?AIFEHEH HAMQEBID -ANPA ?D=N=?PAN&a#l/ [SDE?D

IQOP >A =LLAJ@A@ ABAPAJEPU)$ R=HQA &KN AT=ILHA EB UKKEAJPAN
Zhttps://192.68.19.20:443 [ BKNPAEnttylD  UKQ BAJ JAA@ PK =LLAJ@ EP SEP

Z/saml/ [ OK =P ERNQO Mitps://192.68.19.20:443/saml/ [

2 Time Skew ” OAP DA JQI>AN KB IEJQPAO PK ATPARGREEEPU LANEK@KEBR, N AMQAOP
BKI P DA OQ>K@J=PA OE¥B 4DEO EO EJPAJ@ABPRISHAOO=CA PK >A =??ALPA@ SDAJ
FDA OQLANREOKN =J@@Q>KAIOEHBO0 ?=JJKP OURIEVAIRENER 50A LKOERA R=HQAO
$AB=QHR=HQA EO IEJQPAO

@ Apply Skew to Response AN ?HE?GDA @NL@KSJ HOP =J@ OAHARP PK =LLHUDBA
OLA?E A@E#A 3GAS OAEBC PKDA MOLKJOA &KN ?=0A0 B8BANIA @GEBANI?A ATEOPO
>APSAAJ BA3QLANREGKI® = OQ>KRJ=PA OF+B BPEO SEH_LHWDR £IA 3GAS PKPA
MOLKJOA O
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SOAN =Q@RAJE?=PKJ .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

3PAL  $KQ>HA BIEERHA KBNQOFK KLAJ BA#ERHA /B NQOP HBN @ ?KJ CNA BKHKSEJIC

LNKLANBAO
= Description N KLP EKJ=H AJPAN = @ AGRNBKIDPO #HHA KB\OP
> Hittp Redirect Endpoint MN A=@ KIHU R=H@#RODKSOAR52, BKN PEO #HA KBNQOP

3PAL  4DA HKSAN B=BDPA REAEBPO O@KINPA OBXBO EDR.E=C=N=.APSKNGHE?G = ?DA?G>KT BKN
=JU OPERJ O PK EJ?HQ@ABMFCEIEA KENQOP

NOTE: 9KQ =N JKP HEPA@ PK GRSP EJ UKENC=N=_APSKNGH=?G@ @ 3P-HXKIPK OAHA?P =
JKJ .E=C=N=.APSKNGP+#XJ &Q SHH>A LKILPA@ PK AJPAN = .=IA 3ANRAN #BNRPA LQER GAU
=J@ )OOQAN 52, BRN PPERJ 'JU OPHKJO JKP AI®U EDR.E=C=N=.APSKNG&=-JJKP >A
?KICONR@ REBR #KJ'CQN .E=C=N=)@0 =J@ 3!-, 3?DAIA L\KREOEKJEJC FK> BX@ P

3I-,IQP  DAJE?=EKJI3?DAIAO KJPA RIKPA OP-HKJ IQOP >A =@ @A@ |=JQ3H

3PAL  #HE?GOANGK OAHAZIARDOAN KIBNKQN 50AN3ANRE?A PK EJ?HREDAHHINR KB\MQOP 4DBIKSO
FDKOA QOANO PK HKMRIEKAZE A@ @R3P EDR #/4

3PAL  #HE?@QPD 3?DAIAOPK OLA?EBU SDERBKRPQRAJE?=FKI O?DAIAO I=U >A QOA@ SDAJ HKCCEJC EJ

NOTE: 4DEO EO PK =??KIIK@=PA QOANO SDK I=U JKP UAP BPAEQIPARIRE GXNEKJI &KN
AT=ILHA UKQ IECDP OLA?ERU @®=L3?DAIA OKP>=P ,$!0 QOANO ?=J HKCEJ (KSARKN PULE?=H
31-,1QP  DAJE?HEKJ 3?DAIA QO=CA UKQ ?=J OGEDROPAL

3PAL  #HE?@NKPKPULAZX OLA?EBU KJA KNAKMDAN KRKPULAO#P |=U >A QOA@ SDAJ HKCCEJC EJ

NOTE: 4DA OLA?E’'A@KINKPULAO ODKQHEDHNID PK 50AKBKPULAO KDAROQ>KHI=PA
OP#HKJ O 4DA 50ANKBKPULA EO QOAG\PRARA QOAN KDR OQ>KlJ=PA OFXB KJ HKCEJ =J@
JAA@O PK ATEORIFPERJ =PIR-P PIA

IP PDEO LKEJP UKQ D=RA ?KILHAPA@ ?KJ CANEJJ@R®3ANRE?A =J@ =&1@ QOANKENKPULAO PK
FDA #EMHA KBNQOP

3PAL  )J MDA3QLANREM®KBOAN3ANRE?A =O0ECJ = 3KPBIRULA PK A=?DHENKBOP QGHKNPDEO BKN
A=7D #EMA KBNQOP#P PA QOAN EO EJ

NOTE: 9KQ ?=J ?2DKKOABNJIU KB FDA LIKPKPULA J=IACCR-P D=RA >AAJ =@ @A @FKAENA KB
ANQOP

Result

#KILHAPEJC BA #ENHA KB\MQOP ?KJ CQEKPEOR H=0OP EPAIEBA BKNGaKS BKN ?KJ'CQNB2GR, )@0
3ANRE?A KDAR3QLANREOKINGEPKJ=H ?KJ 'CQHEKRB IQOP >A @KJA KDR OQ>KHJ=PA OEB O &KIDROA
@AP=EHO OAA Z#KJ CQNEMQPKIEJI=PA OF#B BKN 3!-)@03ANRE?A[

#KIBECQNEJC O@EBHNPA OFERKRBO BKN 3!-, )@0 SANRE?A =J@ 3?DAIA

I LNKREOEKJEJC FK> ?=J ?KABGSRD NIKPA OPHKJY 3!-, 3A?QNEPU IOOAMNR -=NGQL ,=JCQ=CA
=QPAJE?Z4EKJ O?DAIA =J@ HK?=H 3!-, ) @0 )@2BB BRE@AN OANRE?A KREQ@®@NPKRANO NQJJEJC =
LNKREOEKJEJC FKDRBRLANREGHINEKJI PK ?7KJ'CANKIA KN IKM MIKPA OP-HKJO SER OANRAN FAREPA
LNER=PA =)@ [EP>BAUO =JBAR!-, =QP DAJE?=KJ O?DAIA ?KJ'CQ® BKMR EJPANJ=H )@0

Prerequisites:

9KQ =N SKNGEJC E3QLANREQHKNEKI 4DA!-,)@3ANRE?AEO EJOPEE® =J@ ?KJ G@NKJI PA3QLANREOKN
OPHKJ

4DA.E=C=N=.APSKN&J F[DA3QLANRECHKNP=EJO KJA KN IKNAIKPA OP-H#KJO

3PAL  %TL=J@KJI'C $NERANOE=C=N=.APSKNG
3PAL 4K KLAJ DA.E=C=N= .APSKNG *K> "QEHBEAEQ KQ>HAE?XE KONKREOEKJEJC.S%TP

-=N?D



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A SOAN =Q@RAJE?=PKJ

3PAL

3PAL

3PAL

3PAL

N?D

4DA.E=C=N=.APSKNG *K> "QEH@BANE KLAJO

My Host: : Station : Config I Drivers I NiagaraNetwork I ProvisioningNwExt / Niagara Network Job Builder «

- Nav [ Generate an alarm when any step fails oris canceled

[] Generate an alarm when job completes successfully

#H O ) My Network

Provisioning stepsto run
Q My Host:
vy File system 42 New Job Step
O My Modules
Select the type of step to add to the job from the list
@ Platform e
# Station
A Alarm Type Description
© config a{_ Add Station User Add a new userto the station.
@ services Statit | ¥T) Backup Stations Back up each station in thejob
e Drivers o Configure Miagara IdP and SAML Scheme Configure the remote SAML Authentication Schemesand local SAML 1dP Service
e Hiazaeatehnoll D Copy Local File Copy a local file to each station in the job
$ ProvisioningMwExt
[ copy SupervisorFile Copy a file from the supervisor's filesystem to each station in the job
CP NiagaraNetworkJob
@ n Deploy Template Deploy a template file to each station in the job
Pps
e Files I Enable Bootstrap Mode Enable bootstrap mode forthe stations.
@ Export Application Template Configuration Exports an application template configuration as an xdsxfile
- Palette = Export Certificate Signing Request Export a CSR from each device forexternal signing
& Generate Certificate Generate and install a certificate on each station
3 Impart Signed Certificate Impart a signed certificate for each device
@ Install Application Template Install an application template file to each station in the job
C:\Users\H477160\Niagarad.l2\tridium> [ ISR S, O T PP TP
OK Cancel

Add: Add a step to the job

)J FDA PKL L=JAONKREOEKJEJC OPALO PHIRQF@@) ?HE?@&KJI CQM .E=C=N=)@0=J@ 3!,
3?DAIA =)@ PG+
4DA#KJI'CQM .E=C=N=)@0 =J@ 3!-, 3?DAIA SEJ@KS KLAJO

&BEHEIA BKHKSEJGANQAID LKLANPAO =J@EAG+

\  Login Button Text Format EODA LIRBAM® PATP PR@H=U KIFPHKCEJ >QPPKJ PK =2?A00
DA OQ>K@J=PA OEXB &KN AT=ILHA og in to Floorl_%displayName% SDAM A
OUOPAI OQEPRPADARI=IA KB A #ENHA KBMQOP BB P&KNI=P O?NELPE@LH=U.=IA
)B IQHELHA #BHAO KR@OP EJ?HQ@MP>I@J=PA OEXE DA OUOPAIANPAO IGHLHA HKCEJ
>QPPKJO

\  IdP Certificate Alias EODR LQ>ER GAU KBAR?ANP?=PA ?KJ' C@I® =CDRIdP Signing
Cert EJ PA3!-)@03ANRE?AD=P PA OUOPAI EILKNPO PK ©Q>@EJ=PA OEX8 GOANMQOP
3PKA 4DEO IKMANPU ?KJ CAN BA =B=0 KBR ROGEIC LQ:H? GAU =0 EP =LLA=NDAEJ P
OQ>KBEJ=PA OE¥B BKN AT=ILHAiagaraldP ~ %JPANEJC = R=HQBHED RNANPU =2R=PAO
DA/+ >QPPKJEDR SEJ@KS

\ SAML Signing Certificate Alias @A JAODPA =H=0 KBR ?ANP?=PA PK QOABA P
OQ>KBEJ=PA OE#B O 3!-, 3ANRAN #ANP?=PA )B JKP CAJANEP= JAS OANRAN RANPA OAA
KLFAEKJ >AHKS DA ?ANP?=PA ODKQH@&=@HNATEOFDRAIGQ >k I=PA OExB GOAN +AU
3PKN

\ /LP EKJ#HHJ UKQ ?=J CAJAN=PA = JAS OANRAR=-FIMNRI@ KN = JASIKPA 3!-,
AJ?NULEKJ] ?ARP?=PA PK QOA BEXDdOR.QNLKOA ZEIA ?DA?G >KT M€nerate new remote
SAML signing certificate =J@ KN P&enerate new remote SAML encryption
certificate "HH EXA RMQER @=P= BAR-@EPKJI=H KNANPAO =J@EA&+
4DA LIMREOEKJEJC EPHEKJI =@ @AFOPAL PRR FK> >QEH@AN

)J FDA >KPPKI L=JA3P=BKJO PK EJ?HQ@J&AEEI@?IE?GG} {@lE)
4DA!@@ $AREBEJ@KS KLAJO

3AHA?DR @ARE?AD-PEOC GRGIO EDR.E=C=N=.APSKN®=P -AEJ?HQ@A@ EJHARBNOQOP PK
>A=@@A@ BRFK> =J@EME+
4DA LKREOEKJEJC EPHBKJ =@ @AH-K> PKOR OPAL >QEH@AN



SOAN =Q@RAJE?=PKJ .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

3PAL 4K OP=NBALKREOEKJEJC FIE2@QJ .KS

3PAL 4K REASDA FK> IRCROO KLAJDA *K> SANRERR> ,KC REAS
4DA*K> ,KC KLAJO

Result

4DEO KREOEKJEJC FK> ATLEINRQHE? GAU KBABQLANREWXNDO0 3ECIEIC #ARPPA PHOR50AN MQOP 3RKN
KB A=?D OQ>E@N=PA OEXB EJOA FK> &KN A=?D GRIPEP CAJAN=PAO = QJEMQA 3!-, 3BECIJEEFAMEDR
OP#KJ GOAN +AU 3PKKN OAHA?ROBANRAN ?ANP=PAO ARI®U ATEQP EXJAS50AN +AU 3PKNP BAJ
=OO0OECJO = ?KLUBBIP?ANP=-PA O LEEHGAU PEA3PEKJ 3ANRE?ABRE@AN QJ@ANIENHA KBNQOP EIAP
3QLANREQXN,)@03ANRE?AQOEJC ?ANP-PA LEJJEJC

NOTE: 4DA OECJEJC HERFPAO IAIPKIA@ EDARLRREKQO L=N=CN=RG-2RQHH 3ANRAN EANIPAO 4DAU
ODKQH@ JKP >A ?KJBQOBEKBER 3ECIEIC #BENRPAO SDE?D D=REBAGIP LQNLKOA

&KN A=7D #HEHA KBNQOP P = OQ>ERJ=PA OEXB EO = L=NP RB IBKREOEKJEJC FK=PAD = 3!-,
IQPDAJE?=EKJ 3?DAIA EJIPA OQ>KiRJ=PA OEBYQPDAJE?=HEKI3ANRE?A

&KN IKM EJBKNI-EKJ OAA ZI>KQPR 3!-, )@0 3ANRE?A[ OAERIJKBOA $ ", ..$*) /$3 /$

3!-, 0=0O0SKN @ >=0A@ 'QRJIE?=FKJ
3P=NRJIC EE=C=N= FDA 3!I-, 1QP DAJE?=EKJ 3?DAIA =HKSODA =@IEJEOPN=PKN PK ODAZEBLAKB
=QPAJE?=4PKJ B=P ECHKSA@ KDRA3QLANREOKN

Prerequisites:

\ 7 KNG>AJ?BEO NQJJEJC

\ 4DA3QLANRECHKNEKJ EO ?KJ CAR SEPDAS!-,)$03ANRE?A SEP#ERHAKBOP&KH@BANC QR @
\ ILLN KLNE=PA QOANGE@WVA@ BABOAN3ANREKIADAIQLANREGHXMNEK]

3PAL  /LAJ = LH=PBKNI ?KJJAEKJ BKIDR RIKPA ?KIPKIHAN =J@ ?KJJA?P PK OPERJ

3PAL  %TL=J@KJ'C 3ANRE?ACQPDAJE?=IEKJI3ANRE?AQPDAJIE?=EKJ 3?DAIAONECDFE2G
3-,IQP DAJE?9FKJI3?DAIA=J@ TEPGEASO ONKLANPU 3DAAP
4DAONKLANPU 3DAKRPAJO

3PAL  )J FDARequested Authentication Type LNKLANPU EMGODA LAJ?EH E?KJ
4DA3AHA?P %JQIGJA KLAJO

3PAL 3AHA?PRO=O0SKAOKNPA?PAGAIOLKNRILA KB =RQRIE?=EKJ =J@ ERG+
3PAL  /LAJ P DA 3QLANREOKNERPEREJIC = SASKSDAN
3PAL  )J DA,KCEJSEJ@KSAJPAN KN RANEBU 50ANJ=IAE2@&CHJ SEB 33/

3PAL  %JPAN UKQN L=0@5KM® ERGKCEJ
)B BA ?N@AJP-HOARKNAPP BA HKCEJ EO OQ??A00BQH EX@REAERLH=UO
NOTE: )B OQ??A00BQH UKQ ?=J HKCK@REB @AOEN

9KQ ?=J ?D=JCADA =QPAJE?=IEKJ PULA =0 JAA@QA@ 7MW RIPAIJE?=EKJI PULA EO IE@@
HKC EJ SEPA =LLKLNE=PA QOAN BKN AT=ILBA4EB\GBUJ? KGAFQPAJE?=FKJ PULA EO
OAHA?PALGA ROAN ODKQH@AGKEHA IQPAJE?=EKJI O?DAIA

50OANO

I QOAN EO = BEKRPKN [=?DEJA BKN AT=ILHA =@IEJ KLANMPKNR=P ALMOAJPO = PULA KB OUOPAI =??A00
N=BANP=J =J EJERE@Q=H LANOKJ

50ANO ANQPKNEVA@ PK HKC EJ PK 3QLANREBHRNM 2KGPNIHAN OBKBO BKDAPLQNLKOA KB ?KJ'CQNEJC =J@

-=N?D



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A SOAN =Q@RAJE?=PKJ

1=J=CEJC ?KILKJAJPO =J@ @=P= %=?DE}ZHPU D=RAPA O=IA OAP KB QOANO J@ A=7BKOP=I® D=RA EPO
KSJ QJIEMQA HK?=H QOAN O

)J = OPHKJI @=P=>=0A = ?KILKIJAJR-MOAJIPO A=?D QOAN QD@ANERJ GOAN3ANRE?AHK@QHA 50EJC
FDAS0AN -=J=CANREAS KIDEO OANRE?A UKQ =@EBUK@@ @AHAPA QOAN ?KILKJAIPO

4DA @ABFIHPKPULA ?KJ CA® BA LIKLANPAO =OOK?E=PAIGASHEP JAS QOAN

)J H=PAOP RANOEKBECLBI=FDAN EO =@ @A@ OQLLKNIIABKBLP=7PRA OAOOEKJ =OOK?EEPAQBZHP
PANIEJ=PAO SDAJ UKQ I=GRNBPA ?D=JCACSEIAN3ANRBEMLANPU 3DAAP

)B UKQANKRA PDA QOANKBR DASOAN3ANRBMLANPU 3DAAP

)B PAEnabled LNKLANPU EO OA8IdeK

)B PAExpiration ~ LNKLANPU EO ?D=JCA@ PK =[EPH2P AU ATLALN
)B PAAuthentication Scheme Name EO ?D=JCA@

)B PAAllow Concurrent Sessions EO OAPTRIKe

5OAN LIWPKPULAO

I' LN KPKPULA KRILO QOANO SDK ABNO=IA LANIEOOEKJO =J@AKP?D=N=?PAMEORDEXQNEJC B=PEHPAO
OAHRC QL OUOPAI QOANO QDEFDARIBANRERZDOPKIEVEJOR @ABFQHPKPULA =J@A2REIC ?QOPKI QOAN
LNKPKPULAO OHBM QOAN I=J=CAIAJP

— = = - -

$AB=QHLKPKPULA

4DA50AN GRPKPULABIP=EJAN ECK¥BBIOHKP QJ@AN ERBSPAN3ANREPA?KIP=EJO KBMNI$SAB=CQH
ONKPKPULRK OQLLKNP ?AJEXAE QOANDADPERIY.E=C=N=.APSKN&I@ KSO BKN H&KI=H QOAN
LNKPKPULAO#P OQLLKNP QOAN GUEYERKJ =J@ANKPA =QPAJE?=EKJ O?DAIAO 0Q?D =0 ,$#AN>AKO =J@
3!,

4DEO OAP KB QGANMNEAO EO = ?DEH@ ?KILKIABR QOANB PASOAN HPKPULABIP=EJAN QJ@IZAN P
50AN3ANREX®AEJCIPA @ABFIHKPKPULA OEEAO QOAN [=J=CAIAJP >A?=QOA EPO RERAB4QAO LKLQH=PA A=?D
JAS QOANKN AT=ILHAPA @ABFIHKPKPULA ?=J ?KJ 'CRN OAP KB IEJEIQI LANIEOOEKJIEPP=LLHU PKI£pDANO
=J@ = PULE?=H .=R "HA PK =LLHH PK =H

4DA KIJHU KNANPU R=HRARFP@KAO JKP OANRA =0 =RBHABIPAEEIC = JAS QOANAESSWord
,$10 =J@ +AN>ANKO OQLLKNPAP@ABFIBIOANKIRKPULA DKSAR3IN @KAO JKP

50AN LRPKPULAO

4DAOA IHPKPULAO =HEIR= QOANILKIAIPO AJ=>HA JAPSKNG QOAN ®UHYERKJ K ?M=PAPEO PULA KB
LNKPKPULA UKQ @Q:RAR @ABFQAHPKPULA CEREJC A=?E@®@A JAS J=IA =J@OAJ IK@EBU EPO
LNKLANPAO KQ ODKQH@ J=IA @QERA KRKPULAO QOEJC @ ABNEARPAP ?=J] >A HKCERFHOOK?E=PA® SEP
CNMQLO KB OBKB QOANO 0Q?D =0 !@IEJ(R=? 'AJ/LANGIO ,PCIJ@!H=NIO =J@ OK KJ

50AN LHKPKPULAO =LLA=N QJ@ABIJAN3SANREZIPA .=R PNA =J@ KJ EBKLANPU 3DAABP BA50AN
-=J=CAN REAS @KAO JERBRI )JJOPA=@ SDAJUKQ =@ @ = GUMNKLANPBrototype Name LNKRE@ACEOR
KB =R=EH=>HPKIRULAGKBSDE?D PK ?DKKOA

NOTE: 7DAJ UKQ I=JQ=HiU =@@ = JAS QOANASIIAN -=J=CANREASDA QOANYKLANPU R=HQAO @ABEQH
FDKOA KR @ABFQHKPKPULAR=IBHAOO KBAPrototype Name ~ UKQ ?DKKOA 4DA @ABERPKPULA OANRAO =0
= PAILH=PA PK LKLQH=PA = JAS QQKNANPAO HIAT?ALPassword 4DAPrototype Name  =LLHEAO KJHU SDAJ
OUJ?DANEVEJC QOANO

IQPDAJE?=PKJ LKPKPULAO
4DEO KRKPULA=F= 50ANRRKPULA®QLLKNPAIKPA =QPAJE?=FKJ O?DAIAO EJ?HE@$!0 +AN>AKO =J@
3!,

-=N?D



SOAN =Q@RAJE?=PKJ .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

NOTE: 4DA 3!-, =QP DAJE?=FKJ O?DAIA KJHU OQLLKNREHF= 50ANRRKPULADEHA ,$!0 =J@ +AN>AND
OQLLKNPPO QOANKRIKPULA =0 $HPA @AB-FQBOANKRKPULA

4DA LIKLANPAO KRE@A@ BAP=F= 50ANRRKPULAM OEIEH=N PKGA KBDR @ABFIHKPKPULA SERKIA
AT?ALEKJO JOverridable = LNKLANPU BARAJPO = R=HGABMNEIC KRANSNEPPADSEBAB-RIREHQA =P JATP
HKCEJ

3P=EKJ PK OH=R QOANO
I OP=EKJ PK OFE=J QOAN EO = |=?DEJA QOAN =0 KLLKOA@ PK = DQI=J QOAN EWUA KN BQJ?P

"U ?KIRAJEKJ = OPERJ PK O QOAN ODKQH@ >A J=IA@ DKIBRAIKN=>HA LAND=LO = J=I®RP EO
QJEMQA PK UKQN ?KIL=JU KN ARAJ PK = FK> OEPA

10 SEP =H QOANQI=J =J@ |I=?DEJA UKQ ODKQH@BBM CQENQOAN L=0GBRN'FDKQCD BMQAJRU = OFEKD
PK OPERJ QOAN EO =OOEA®SER=JU admin HARAHNEPA LANIEOOEKJO ARANDEOAB@ I=?DEJA
ODKQH@ >A =OOEGHNE@RP LANIEPRI EP PK =22A00 KIDAIFKILKIAIPO AMQER PK @RAEN FKX 4
EILNKRA OUOPAI OA?QNEPU @K JKP |=G2KS OR=DEHI QOAN = OQLAN QOAN

7DAJ =@@JC PEO QOANLANPAO OQ?DFetets NavFile  =J@Web Profile SDE?D =LLHU PKSRAN
=??A00 ANEJ?KIOAMQEIHA

NOTE: $K JKP QOA = OE¥B PK O QOAN PK HKC EJ =0 = DQI=J QOANPKI=)0PRR=@ UKBANI?A PEO
QOAN EJ =IK&N OH=ER) SDAJ =@HAC = @ARE?A QJ@QBEHC=N=.APSKNG

|@@EJC KN A®8JC = QOAN

I JAPSKNG QOAN @AJBA PULA KB LANOKJ KN 1=?DB3R ECHKSA@ =??A00 PK £RP4EKN AT=ILHA =@IEJ
KLAN=PKIN?DEJA PK I=?DEJA -- 5J@AN PDA OPERJ GANRE?ARIP=EJARDASOAN3ANRERKRE@AQO =
@AB=RBDAN -=J=CANREAS BKN UKQ PK=@@ @AHAPRPIM@®I@G QOANO

Prerequisites:

9KQN OUOPAI D=0 =P HA=0OP KJA 3QLANREDEKNGORIAKN 1KNOQ>KHREJ=PA ?KIRNAN OEKBO %=?D (HPEJ
UKQN JAPSKNBRE@AO =??A00 PK = OAP KB QOANOZBUICODHEIKJI LKLANPAO 4DAOA I=U EJ?HQ@RKOP=P
PK OPERJ QOANO =(HSAM=J =@IEJ KLAN=RPK® KBAN PULE?=H =??A0ERI{IJMK) =N SKNGEJC EJ

7 KNG>AJ?BJ@ =N ?KJJA?PA@ PK = HK?=H 3QLANREBHBN OP=P

3PAL 4K ?KJCQK =??A00 LANIEOOEKJO AHKI@ 3ANRE?AQKHA3ANREZ® —@@EZAGAS =
NKHA BKN A=?D PULA KB QOAN
3P=EKJ PK O QOANO ODKQH@ D=REAERAKNAO /BAN PULAO KB QOANO 0OQ?D =0 KLAN=PKNO
I=U >A =HHKSA@ PK REAS @=P=>QP JKP |=GA ?D=JCAO

3PAL  #NA=PAIPA O=IA KHAO EJ A=?D O@BBHPA ?KIRNAN OBKP
3UJ?DKUJEV-HKJ @KAO JKRLE?=PANAO EJ AR OQ>ERI=PA OEXBO

3PAL  #KJ'COM DA @ABFIHKPKPULA >U ATL-HE@#KJ'C 3ANRE?AGOAN3ANRE2A® @KQ>HA
?E?GEXAB=CHONPKPULA
4DA50AN3ANREXAAMIEO KIRKPULA PK OAP QL A=?D OUOPAP@DXQH@ ?KIPEEBABP=J@&N
R=HQAO BKN QG®ANNIRAO

3PAL -=GA =JU ?D=JCAO PRR @ABFIHPKPULAMQEI®D PK OQLLKNP UKQN ?KIL=JU EX@ZRA

3PAL 4K I=GA = ?2QOPKI QOANKRKPULA SDETIARDUOPAI SEBOA PK OUBIEMA QOANGKEZNUKQN
JAPSKNG NECERGBA$SAB=QHOKPKPULAIE?®uplicate =J@ CERBR LIKPKPULA = @AOERALP
J=IA >=0A@ KJ EPO QIJEMQAHU ?K@QBNANPAO

3PAL  $KQ>HA BIGIAS50AN3ANRBREAA EDA OPERJ .=R PANA
4DA50AN -=J=CANREAS KLAJO

3PAL 4K ?MA=PA = JAS QOANE?GDA.AS >QPPKJ KIANSEOA PKER@J ATIEEOR QOAN OAHARBPAN =J@
?HR?GDA%@&PQPPKJ

-=N?D



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A SOAN =Q@RAJE?=PKJ

3PAL

4DA.AS KNYo@RSEJ@KS KLAJO

NOTE: )B PASecure Only Password Set LNKLANPU EO OAREK =J@ PA ?KJJA?EKJ PKDA
OP=HKJ EO JKP OAPQIEJC &KT KN (440 EJOPA=@ KB &KTO KN @405 P-QPPKJ EE@>HA@

#NA=PA KN IK@BU QOAKUANPAO =J@EZAB=RA
ONKLANPAO PK ?KJ CQRI?HQ®réatotype Name  Network User  Authentication Scheme Name
=J@Roles

)J = IQHE OPERJ OUOPAI UKQ ?KQH&PAPEO O=IA QOAN EJ A=?EBIQP<R QOA OUKIENHKJ
PK NLE?=PAR QOAN ?D=JCAO EJ KIAKPRR HKPAN OFERIO EDR JAPSKNG

l@@EJC KHAO =J@ LANIEOOEKJO
IKQ =@ @&NAO QOEDB PPERIY2KHA -=J=CANREAS2KHA3ANRE?A

Prerequisites:
9KQ AJ=>HA@AOperator ?KJ'C a=C AJ=>HA@ BKN AOMNE?PA@ ?KILKIJAIPO #=PACKNEAO D=R&BPA&)J ?N
=J@ =JU >=0E? ?=PACKNEAO =OOECJA@ PK ?KILKJAJPO

-KOP ?KIL=JEAO AMQEN=0 = IEJEIQI =J =@IEJEOPN=PKN OQLANK}MHN INJ=CANKHA =J@ ARQH=N QOAN
KN KLAN=PKNHX

3PAL

3PAL

3PAL
3PAL

3PAL

-=N?D

2ECDP EPRZKHASANREIPA =R PNA ?H?GEASO 2KHA -=J=CAN
4DA2KHA -=J=CANREAS KLAJO

#HE?GAS AJPANDA JQI>AN KBRHAO PKAARA EDA LKL QL SEJ@KS =J@E?d+
4DA OUOPAIE®LH=UWIARAS SEJ@KS SBR- KS BKN A=?IKNA UKQARN=EJC

=IAP DA KHA

4K ?KJI'CQM = MHA =0 = OQLAN Q@ESDAPermissions  ?DA?G >KT Bishiper User

4DA >QPHEAdmMin NKHA CN=JP& EKOOE>HA NECDPO BKN ARANU ?=PACKNU OQLAN QOAN /JHU SDA
HKCCA@ EJ BaAdmin QOAKN =JKBAN OQLAN Q@ANJKQ =O0OECJ OQLAN QOAN NECDRO QOEJC P
SuperUser ?DA?G >KT

)J CAJAN=H =OOECJEJC OQLAN QOAN NECDPO OBKRHERAEA-IBNEXPA@ KJ OLA?E=H JAA@O &KN
AT=ILHA =3QLANREOKNEBP+J JAA@ OQLAN QOAN NECDPO PK ?KIKBRANSERER) HEAIPO

I=?DEJA HKCEJ RO HKCEJ >U = LANOKJ EJ O?AJAEHKCISEANFA?POANTLKNPAGKBN

OP=HKJO QOEJC %TLHA®4QI=J QOANO I=U JAA@ OQLAN QOAN NECDPO PK E@@®GN@ K@

2K>KP ?KILKJAJPO

CAUTION: $K JKP I=GA EP = ?KIIKJ LN=?FE?A PK CERA BIREPK OFEKI QOANO =@IEJ LNEREHACAO )B
UKQN JAPSKNG BE2DA@ = OPKB PK OFEXI QOAN ?KQH@ ?=QOA OECJE ?=JP @HEEA SEP
@N=SEJC =PHAIPPK SD=P EO D=LLAJEJC

4K OAP QL EHHRE@Q=H LANIEOOERGDA?FDARN =P PA AJ@ KBRPermissions LNKLANPU



SOAN =Q@RAJE?=PKJ .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

3PAL

3PAL
3PAL

4DAOANIEOOEK3D KLAJO

4DA "NOP ?KHQIJ #=PACKNOR®DACKQLO PK SDE?D UKQ I=U CN=JP LANIEOOEKJ 4DA /LAN=PKN
=J@ '@IEJ ?KHQIJOAH=PA PBALANIEOOEKJO HARAH 2K@BQM=7?D ?KILKJAIP "AHKDROA
DA=@JCO ANDA ?AHO PK QOA BKN =OOECJEJOKRIA IKBNFEOOEKJO PK A=?D ?=PACKNU

\' 2 2A=@ =HKSOOA QOAN PK RHASHR>FA?P

\ 7 7 NEPAHKBODA QOAN PK ?D=JDA R>FA?P

\' ) )IRKGA =HKSODA QOAN PKEIER =J =FRJ AH=PA@ BPRAK>FA?P

$ALAJ@EJIC KJ DKSIPA LANIEOOEKJ HARAH EOMMOHKP OET LANIEOOEIIANERA@

\ 4K =HKS = QOAN PK Ripegator HARAH EJBKEIP ?DA?M®ROperator ?KJ'C a=C KJ DA
OHKP =J@ OAHX?RRN=PKN 2 ?KHQIJ KDA LANIEOOEKJ I=L

\ 4K =HKS = QOAN PK IEBbperator HARAH EJBKRIKPEB EP EOAK® KJHU ?DABAP
Operator ?KJ'C a=C KJ DA OHKP =J@ OABA7BAN=PKN 7 ?KHQIJ KJIPA LANIEOOEKJ I=L

\ 4K =HKS BA QOAN PK REAS =)@ Edp#&@ar HARAH KLARKFO =HKJO ?DA?0R
Operator ?KJ'C a=C KJ A OHKP =J@ OABA7BRAN=PKN ) ?KHQIJ KDR LANIEOOEKJ I=L

\ 4K =HKS BA QOAN PK RE&8in HARAH EJBKEIGP HA=RBAOperator ?KJ'C a=C QJ?DA?GA@
KJ DA OHKP =J@ OABA?RIEJ 2 ?KHQIJ KJ A LANIEOOEKJ I=L

\ 4K =HKS BA QOAN PK IiE@admin HARAH EJBKNIPEB EP ECAK® KJHU HA=BA®perator
?KJC a=C QJ?DA?GA@ KIAOHKP =J@ OABAZRIFEJ 7 ?KHQIJ KJ PDA LANIEOOEKJ I=L

\ 4K =HKS BPA QOAN PK REAS =J@ E4BIRIBAHARAH KLARKFO =HRJO HA=FWBperator
?KJC a=C QJ?DA?GA@ KIAROHKP =J@ OABAZRIEJ] ) ?KHQIJ KJ DA LANIEOOEKJ I=L

7DAJ UKQ =OOECJ LANIEOOEKJO BERBAMANIEOOEKAA] CNA?G I=NGO =QPKEPRHU EJ?HQ@A
DA HKSAMNARAH KJAO CN=U ?DA?G I=NGO &KN AT=ILHA EB WKQiAJEARMH SNEPA DAP
OUOPAI =QPKIER?HU AJ=>Hadmin HARAAND 2 =0 SAH-Operator HARAAHND =J@ SNEPA

27

#HE?GDA ?AiPK =OOECJ = LANIEOOEKE2E® ?H
4DA APermissions  LNKLANPUE@LH=WARANIEOOEKJO

4K "J=HEVA LANIEOOEKED?@&H

)J = IQHFE OPERJ OUOPAI LANBKNRARA O=IA OPALO EJ A=?ERQPERTEP A=?D OE¥B D=(DRA
O=IA OAP KEKNAO

NOTE: $QNEJCCR JAPSKNG QOAN OKJPDHEKJ LK?AOCR BN=IASKNG OAJ@® BOANMHA
=OOECJIAJP PRARN?AEREJC GRIPDKSARAEP @KAO JKR=ADPA =?PQ=KiHA O KD N?AEREJC
OP=HKJ %Q IQOP OAP QL I=P?DEBEIAO KJ A=?BMEREJC GRIP-ABIKNOUI?BNEVEIC JAPSKNG
QOANO

IOOECJEJBENAO PK QOANO
4DEO P=0G =OOK?BARAMINEOOEKJIO @A JA@ >U = OLKRRESBM=7?D QOAN

Prerequisites:
2KHAO =J@ QOANO D#RAHNAAJ ANPA@ )J = IQH OPERJ OUOPAI A=?D GRIM=DR O=IA OAP KRHAO

3PAL
3PAL

3PAL

2ECDP EAMGEOANSANREIPA .=R PRA ?H?GEASO 50AN -=J=CAN

$KQ>HA BIGIA QOANMS EJ PASOAN -=J=CAN
4DA QOADOKKLANPU 3DAAR.A=NO

&KNPARoles LNKLANPU OAHA?P KJA KA BKINA J=IAO >U B1RGEJC BEINP?DA?G >KT =J@E 8@+

#D=JCEJC QOAN L=O@BKN

3P=NRIC SEPE=C=N= I@IEJ QOANO D=RA PSKEKFO = JASL@=PA 0=00S&N’FEKJ =J@ = L=OOSKNAH@
A@PKEKN JKJ =@I1EJ QOANBA®P L=-OOSENAJPANEJCAQPNE?PA@ )B UKQ BARYRNP 0=O0SKN UKQ ?=J
IK@ EBU EP QOBAARS =?EKBL@=PA 0=0O0S&N

-=N?D



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A

Prerequisites:

9KQ =N ?KJIJIA?PA@ FKKNG>AJ?BJ@ OPERJ EO NQJJEJC

3PAL

&KN JKJ =@IEJ QOANO ATLH#I@C

S=JP PK AP =J@ ?DKKIMKLANPU 3DABHRI P DAGEASQAJQ
4DAONKLANPU 3DAKPAJO

- Nav
# C ® My Network
v © config
v @ sewices
» © Alarmservice

@ Backupservice
@ categoryservice
© Jobservice

W securityService
@ Roleservice
© usersenvice

(vvwvvwvww

» @ UserPrototypes
~ @ Operator

» [Jl Authenticator
@ Authenticationservice
@ Boxsenvice
¥ Forservice
@ Hierarchyservice
@ Historyservice

© AuditHistoryservice

Config Services  © UserService Operator
Operator
Display Name Value
(@ Email

(M Authenticator
(Ml Password

A, Password Config
(W Facets

(Ml Cell Phone Number
[l Default Web Profile
(@ Hx Theme
(M Enable Hx Workbench Views
(Ml Enable Nav Tree Side Bar
(M Enable Search Side Bar
(Ml Enable Palette Side Bar
[l Enable Nav File Tree
[ Enable Config Tree
(M Enable Files Tree
(8l Enable Histories Tree
(M Enable Hierarchies Tree
[l Enable View Selection
(M Mobile Web Profile
(@ Hx Theme
(Ml Enable Hx Workbench Views
(M Enable Nav Tree Side Bar
(Ml Enable Search Side Bar
(Ml Enable Palette Side Bar
(Ml Enable Nav File Tree
(Ml Enable Config Tree
(M Enable Files Tree
(Ml Enable Histories Tree
(Ml Enable Hierarchies Tree

(Ml Enable View Selection

Password Authenticator
Password
User Password Configuration
timeFormat (default)

unitConversion None v

HTMLS Hx Profile

HTMLS5 Hx Profile

Confirm

Yes @
Yes @
Yes @
Yes @
Yes @
Yes @
Yes @
Yes @
Yes @
Yes @

Yes @
Yes @
Yes @
Yes @
Yes @
Yes @
Yes @
Yes @
Yes @
Yes @

O Actions & Topics

SOAN =Q@RAJIE?=PKJ

3ANRE?AGOAN3ANRERACDRE2AG KIDA QOAREP UKQ

7/ PropertySheet ~

3PAL

4K QOADA =?PKJ @K KJA KBABKHKSEJIC

\' %TL=J@ QOAN =J@ NEEAPKIQPDAJE?=PKN!I?PEKJO 5L@=PA L=OOS&N
\' )J DAONKLANPU 3DAAECDFEZG KIPAIQPDAJE?=PKNI?PEKJO 5L@=PA 0=OOS&N
4DASL@=PA 0=O0SHEBSEJ@KS KLAJO

Update Password

(M Current Password

(@ New Password

Password

OK

Confirm

Cancel




SOAN =Q@RAJE?=PKJ .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

3PAL  %JPANDRCurrent Password "NOP BHKSA@ >R JAS KJA ?KJI'NI EP PAJ ?H?G+
4DA L=OOSKMNEO OQ??ACOERIR=PA@

NOTE: )J DASL@=PA 0=0O0S&h?FEKJ )BOA QOAN AJPANO RIFIKNMDOSENRA BIAO EJ
OA?KI@M®AR =?BKJ EO HK?GA@ BKN IEJQPAO =JKMN+4@ANNCA =LLA=NO

Error X

Q Could notinwoke the command "Update Password",

The current password was incorrectly entered 5 times, so this action is currently locked out by the system. Please try again after 5 minutes.

E Details

4ADAOA L=N=IAPANG@ @ABRQ@ UKQ ?=J ?D=J@MR_=N=IAPANO BAFOUOPAI KNANPAO

3PAL  &KN =@IEJ QOANO @K KIBABHHKSEJC
= 2ALA=P OPALO =J@ PK QDATE@=PA L=OOS&N?EKJ

> 4K QOADA L=OOSIN'HA@ ERKEJ PAIQPDAJE?=PHNKLANPU AJPAMBASO0=0O0SK&=J@
?KJI'NI EP
4DA L=OOSKNQL@=PA@ OQ??ROOBQH

IOOECJEJC 40RIE?HPKI O?DAIAO PK QOANO

%=?D QOAN EO =OOIBAENEKBJ |(MAJE?=IEKI3?DAIA 4DEOHKEO0 FBANIP QOANO PK (BBAMIP O?DAIAO
=LLNKLNE=PA RKAFQOAN PULA 3KIA O?DAIAO =LLHU AX&KP=J@ A> /P DAN O?DAIAO OQ?D =0 (440 "=OE?

=LLHU KJHU PK ?ANP=EJ SA> HKCEJO BKN AT=ILHAJPE&T4BAOA O?DAIAO @K JKP SKNG KRAN &KT KN ARAJ RE=
FDA BKNI HKCEJ

Prerequisites:
4DA =QPAJE?=PKJI O?DAIA PK QOA D=0 >AAJ =@ @B@&@PRORAJE?4PKI3SANRE?A

"U @AB=RH\=?D JAS OFER] ?KIAO SHPPDASECAOP3?DAIAI@!8$ECAOP3?DAIA-HAE@U EJOIRE 4DA
$ECAOP3?DAIEO =OOECIJA@HPRGANO DXFFEJ OEILHA ?=0A0 JKEB&IEH OAPQLABADAEID

3PAL 2ECDP EPGOAN3SANREIPA .=R PRA =J@ B?GEASO 50AN -=J=CAN
4DASOAN -=J=CANREAS KLAJO

3PAL 3AHA?BR QOAN =J@& ZBb@&P
4DA50AN3ANRBMLANPU 3DARPAJO

3PAL 3?NH @KSJ PKuthentication Scheme Name =J@ ATL=J@DRAuthenticator OAZPKJ

3PAL 4K =OOECJ =J fpRE?=IFKJ O?DAIA OAHADRR P?DAIA BN P DAAuthentication Scheme Name
@KL @KSJ HOP

Result
/J?A P DAOA OAPQL OPAACKINHAPA PA OPERJ E@ANOU BKN BAFE?=EKJ

0=0O0SK® 1=J=CAIAJP

-=J=CEJC L=0O0OSK®O EJRKHRAO ?KJ CQNEQRHCPD KB PA L=00SI®D PK >A QOA@AQR?=EKJ O?DAIA
AOP=EDEJDARLANEK@ EBAP-BPAN SDETIAR=OOSIKINATLER OARPFC PA S=NJEJC LANEK@ =J@J0ARP
DA L=OOSKINBKN A=?D QOAN

4DA OUOPAI OQLLKNP@APL=0O0SKMBA=PAIN@AOECIA@ RYCPAJ =??A00 OA?QNEPU

\' 0=O0OSK& ORICH ®=P I=U >A ?KJ'CQN@ BKN A=?D BAFE?=EKJ O?DAIA
\ 1JATLEN=EKJ EJPANR=H BKN = L&@®OSKN
\ 0=OOSK& DEOPKNU

-=N?D



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A SOAN =Q@RAJE?=PKJ

3APBJC QL L=OOSENORBICD

3PKJC L=OOSK®IO AM?KIIAJ@A@ 'HKJIC SHP DA KPAN L=OOSENBA=PXIN L=OOSKNORBCP® SBHBNQOPN=PA
=JU =PPAILP PK AN?D UKQN OUOPAI

Prerequisites:
IQPDAJE?=EKJ O?DAIA D=0 >AAJ =@ @A@ARRPDAJE?=FKI3ANRE?A

0=O0SKH ORBCP EO =OOK?E=PAIGEREOAHA?PA@AQR?=HPKJI O?DAIA BKN AT=ILHA $ECAOP KN "=EO? >QP JKP
,$/0  BKN SDE?D L=OGBKMRICD EO I=J=CA@ >DR ,$!0 OANRANKQ ?=J ?N=PA @BANIP ORNCP®O BKN

@BANIP O?DAIAO =J@ =LLIBKBA O?DAIAO PEBBAIP ?H=00AO KB &MNT=ILHA =J =@IEJEOPN=PKN ?KQH@
D=RA OPNE?PAN L-@Q@RICD MMQEMJIPO

/3?A P DA .AS 3P=FEKJ SEV@N?KILHAPAO UKQ ?=FE@PR O?DAIA O L=OOIRIDRICH LXLANPAO =O
JAA@A@ )B ?D=JCA@ BKN = O?DAIA =JAJIBQRIIKA ?D=JCA BKN =JU BIR¥ROAN EJEHQ®Aadmin QOAN
MMQER BA IEJEIQI R=HQAO OLA?E A@@&Password Strength ~ LNKLANBAO

NOTE: HIDKQCD UKQ =LA@ Q?A L=OOEXKNMRICH >U AJPANEJCK@ABKN EPKLANPU R=HQAO ERKHOPN
M?KIIAJ@A@ =P UKQAR=EJ = HARAH KB L=QU3RNCH® OEIEH=N BPK RABFOHARAH EB JKPRANM.KN
AT=ILHA UKQ I=U SEOD PKMQENP HA=OP KJA OLA?E=H =J@ =P HA=OP PSK QLLAN ?=0A ?D=N=?PANO

9KQ ?KJI'CONL=0OOSK® ORBCP® BKN A=7D BRBIE?=FKJI O?DAIA

3PAL  2ECDPRPRGIAIQPDAJE?=EKIZANRERZAPA .=R PRA =J@ B?GEASO ONKLANPU 3DAAP
4DAIQPDAJE?=PKI3ANRE? KDANPU 3DABRI@KS =LLA=NO

3PAL  %TL=J@DA O?DAIA =J@OA'HK>=H 0=0O0SEN!KJ CQN-HKJ 0=0O0SK& 3PNICP ?KJP=EJAN BRN P

O?DAIA
3PAL #KJ'CQM WA IEJEIQI ?D=N=?PAMMQEMJIPO Expiration Interval Warning Period =J@
Password History Length KN ?D=N=?PANO

3PAL  $K PDA O=IA BKN =JU BIRN O?DAIA UKQ LH=J PK QOA E?@-RA

3APBJC QL L=OOSEINKLEKJO

)J IKOP ?=0A0 QOAMGPRAIPAEN KSJ L=OO&KN RQ I=U ?M=PA = PAILKN=NU L=O@@HRXN A=?D QOANAJ P
50AN3ANREJI® AMQENDAI PK ?D=JCA PA L=OOSIIN=PDPAEN JATP HKGE) I8U =HOK ?KJ 'CANDA L=00SIN
ATLENERJ @=PA

Prerequisites:
4DA =QPAJE?=EKJI O?DAIA UKQ JAA@ EO =R=EHBAHDHRBE?=EKJI3ANRE?A

3PAL 2ECDP EPGOAN3SANREZI® HEPGEASO ONKLANPU 3DARPPA =R PHA

3PAL  /LAJ P DA QOADOKKLANPU 3DAAP

3PAL  %TL=J@DA QOAN SDKOA L=0@8KKQ S=JP PK OAP

3PAL 3?MH @KSJ =)@ ATL=JOARQPDAJIE?=PKNO=00SK®# #KJ C ?KIP=EJAN QJ@AN@OAN J=IA

Force Reset At Next Login @ AB=RBI Pue
3PAL 4K =HKS BA QOAN PK 7RIJQA QOEIARD=IA L=OOSKM OAIRorce Reset At Next Login PK
false

3PAL 3AP PA L=OOSKINATLENEZ @=PA QPN@KSJ =J@EZ&+

3APBJC QL = QOAN O L=0@SKN

9KQ ?KJI'CQNQOAN L=00&MLQCD PA 50AN3ANRE?A )B UWKE2NOOEJOASOAN3ANRERABIN KSOAN
UKQN ?KJJARRJ IQOP >A OAQRPPLO KN UKGISEHRI=>HA PK MWPLR-OOSIEN

3PAL  $KQ>HA BTGOAN3ANREEA®A .=R PNA =J@ @KQ>HE?BIFA QOANNKID

-=N?D



SOAN =Q@RAJE?=PKJ .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

3PAL 4K REASDA L=OOSKMNLKLANPAO ATL=J@AQPDAJE?=PKN
3PAL  %JPAN =J@ ?KJ'NDR L=OOSKN PAJ ?H?G+

,KCCEJC KJ PK = OEB

50EJC 4,3 = OA?@RKIQJIE?=PEKJ OAOOEKJ EO EOPA >ABRM OUOPAI =OGO BKN UKQNAGDME-HND

7DAJ UKQ HKC KJ QOED® PPERJ IQBPAJE?=HPKJI SEJ@KEDA OUOPAI ?KJ'NIO UKQN EEPAIFSDE?D @APANIEJAO
UKQN .=R AR ?KJ CQNHEKJ =J@DA ?KILKIJAIPO UKQ D=RA LANIEOOEKJ PK =??A00 4DA OUOPAI EO @AOECJA@ P
MMQENEJEIQI EJPAN=HKJ SDEHARERIC = OA?RRKIJA?EKI =J@ AJOQNEJODKREVA@ =??A00

Prerequisites:
1J =QPDAJE?=PKJ O?DAIA D=0 >AAJ =OOECJA@ PK A=2D@GADAN J=IA =J@ L=OOBKM-PA@

4DEO KRA@@N@AIKJOPN=PAO QOAMIBP=EKJ QOEJDA@ABRBECAOP3?DAIA

3PAL  /LAJ P DA OPERJ
4DA OUOPAI KLAJO = BERRKIJA?PSEJ@KS
4DEO SEJ@KS EJEROR LK?AOO KB RANEBDIE IIARRAN

3PAL  %JPANDRA )0 =@@QO0 KN ?KJI'NIDA @ABFHD @NO0 =J@EAG+
)B IJK I=P?DEJQKKP #! 2ANE ?=PA ?=J >A BKQJ@IA PHAIRY3UOPAI KN 50ANQDP 3RKNBA
OUOPAI LADAJPO = @AB=0NEP?=PA BKN UKQNKREN

3PAL  )B UKQ ANLMNOAJPA@ SEP?ANP?=PA |I=GA OQNKQAPKCIEVADR ?ANP?=P®¥sued By =J@
Subject LNKLANPAO

CAUTION: $K JKP =LLMRA = ?ARP?=PA EB UKQ @KARRINEVDROA LANPAO 4DA SA=GAOP
HEJG EDRA OA?QNEPU ?D=EA EORN SDK OEILHE2G8 /+ SEKQPIHEJGEJIC

4DA OUOPAIEDLH=UBARPERIQPDAJE?SEKISEIJ@KS

3PAL  )B UKQ ANHKCCEJC KJ BRN WNORER AJPAN UKQN QOAN J=IA
3P=EKJO ?=J D=RA 1=JU =QRIE?4PKJ O?DAIAO 4DA 'NERPARJKQ HKC KJ PK = JAS GIRIPA
OUOPAI HKSO UKQ PK AJEMUBername )P QOAOPO EJBKNEKB PK @APANIEJA SD=P
=QBPAJE?=PKJI O?DAIA PK QOA BAAMNPFEIER HKCKJ UKQ ?=JJKP ?DHIEABAN >A?=Q0A
=JKIAN QOAN I=U QOAB&IP O?DAIA SEP@BANIP ?PAN@AJP-FANIQEMJIPO 4DAChange
User HEJG LKRE@AO = S=U BKEBAMIP QOAN BSEP@BANIP =QPAJE?=PKJ O?DAIA PK HKC KJ

3PAL 4K ?D=JCA PK =EBANIP QOANE?GDAChange User HEJG =J@ AJPANEBGNIP J=IA

3PAL  %JPAN UKQN BIRFP=00SEN OAHAREMember these credentials =)@ EPGH
7DAJ UKQ OAHATRemember these credentials ?DA?G >KT DA OUOPAI O=RB@ A=0P QOAN
J=IA =J@ L=00SK® UKQ AJF®A =J@ @ABPIKORI PDA JATPEA UKQ HKC KJ

Result
4DEO KA@@MOP=ERDAO = OAPQBI ?KIJIJA?FEKJI PKOA OPERJ QOEJDAEKTO KWPK?KH KRAN LKNP DEO
EODA @ABFQJHKNP

4ADA @ABFRHKCKDRODKH@ EO 'RA =PPAILPO )B UKQ I=GA 'RA QJOQ??A00BQH =PPAILPO PK HKC EJ @QNEJC =
OA?KJ@ LANEK@AOUOPAI HK?GO UKQ KQP BKN  OARKIED?®=JCA BA HKCKDMODKH@ BAP

SOAN3ANRE?A

4K HKC EB?HKOAKNG>AJ?RN BA >KSOAN

%=?D =Q@AJE?=EKJI O?DAIA OQLLKNPO EPO KEPHKE@ EJEHQ@=-REJC @=PA QUAKRAJIP 4DEO EJBEKE-P

EO SNEPPAIKQ@EP(EOPKNIWDRIBKHKSEJC HKEKR3P=BKJ (EOPKNU OP=EKJ J=IA IQ@EP(EOPKNU
OANIEOOEKJ IQOP >A =OOECIA@PKIA EIPRKHASANREMACN=JP = QOAN =??A00 PK REAS EP

-=N?D



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A SOAN =Q@RAJE?=PKJ

6EAS HKCEJ =PPAILPO RIPNDOAN

IOKB.E=C=N=  UKQ ?=J REAS OBI<PKN LH=PBKNI HKCEJ =PPAILPO BKN UKQN QOAN =??KQJP KDEBKN =JU QOA
UKQ D=RA =@IEA-N® HARAH =?2?A0B®KR=3 QOA KNG>AJ?EN = >KSOAN PK REAS 2QRIROAN HKCEJ =J@ QOAN
HKCEJ DEOPB&RJEI?HQ@AO 0Q??A00BQH =J@ QJOQ??A00BQH HKCEJ =PPAILPO

Prerequisites:

\ 4K REAS QOAN HKCEJ DEOPKNU UKQ JAA@ IRIM@=RREN = >KISOAN ?KJJAERJ PKDFA OPERJ KN =
7 KNG>AJ?RKJIJA?EKI PKOA LH=PBKNI UK@ ENPAQPA@ EJ IKJIEPKNEJC

\ 4K REAS EJBKNER =>KQP QOANIAKE=J UKQNBAHKQ JAA@ PK D=RA =@I|EJ LNERBHAERHP FBA
QOAN UKQHKJIEPKNEJC

4DAN =M OARAN=H S=UO BKN UKQ PKAREAQONHKCEJ =PPAILPO EKDORNPE LH=PBKD{P UKQ D=RA =??A00
PK )J OKIA O?AJ=NEKE® EO = ?KIJRAJEAI?A >QPANIKEP EO = R=HQ=>HA OA?QNERP BRRE@MO = S=U PK
@APA?BFP = QOAN I=U >A =PP=?GEJC UKQN =??BGIESERQO HKCEJ =PPAILPO URBEBKH?KIPAJP
@AO?NE>AO DKS UKQ ?=DBOABR-RQN

3PAL  /LAJ P DA3AOOEKJ )JBRIJ@KS PK REAS UKQMIBNKCEJ EJBKEIKP>U ?DKKOEJC KJADS P

BKHKSEJC
See current session information for platform or
Connection type station
OH=PBKNI OAOOEKNG>AJ?D 2ECDPERG KIDA ?KIJJA?PA@ LH=PBKNI =J@ ?DKKOA
3AOO0EKJ )JBKII P DA IAJQ
3P=EKJ OAOOEKB&NG>AJ?D 2ECDP ERG KIDA ?KJJA?PA@ AREP=J@ ?DKKOA
3A0O0EKJ )JBKII P DA 1AJQ

4DA3A0O0EKJ )JBRIJ@KS KLAJO =J@& @ H=UO UKQNIRNNJIAZEKI EJIBKNIERJI =J@ QOAN J=IA
=P PA PKL =J@DA LMREKQO HKER #P PA >KPPKI KBDA SEJ@KS

3PAL  /LAJ P DASOAN ,KCEJ (EOPISRU@KS PK REASARQOAN HKEBPKNEKN UKQN 2QRIDOAN HKCEJ >U
2IE?GEJOR(EOPKNIBIG =FDR >KPPK| KBIA SEJ@KS
4DA50AN ,KCEJ (EOPKNU BERI@KS KLAJO E®@LH=UEJC QL PK B8 R=PAORREKQO HKCEJ
=PPAILPO >KPOQ??A00BQH =J@ QJOQ??A00BQH

L *1-, %) L$%) *0$ 1/, ") #$-%31, (1, *1-, %) $X) el o#
!

3PAL  #HE?GDA QOAN E?KJEA PKL NECDP ?KNJADKERSOAN =J@ OAHEAS ,KCEJ (EOPKU P DA
@KL@KSJ IAJQ
4DA50AN ,KCEJ (EOPISEU@KS BDLH=UO BX\?RMNHU HKCCA@ EJ QOAN

3PAL  )J 7 KNG>AJ?IKLAJ FDA50AN 3ANRE?2B BKHKSO %TL=¥®&J'C 3ANRE?AGOAN3ANRE?A

3PAL 2ECDPEPG KIDA @AGEDQOAN J=IA =J@ OABEAB ,KCEJ (EOPKNU
4DA50AN ,KCEJ (EOPISRU@KS KLAJO E@LH=UEJC QLCH>=OP HKCEJ =PPAILPM@ &F??A00BQH
=J@ QJOQ??A0O0BEBRI=@IEJ N=@ LANIEOOEKJO = QOAN ?=DRHEASIEJ DEOPKNDA®B ®RANO

6EAS HKCEJ =PPAILPOANPQOANO
9KQ ?=J REAS AREKQO HKCEJ DEOPKNEBKNMPER??KQIR® PKQ D=RA =@IEJ LANIEOOEKJ PK REAS

Prerequisites:
9KQ D=RA = OE¥B ?KJJAEKJI BN 7 KNG>AJ?RN = SA> >KSOAN PIOR OPERJ UKQ S=JP PK IKJEPKN

4DA OPERJBOAN -=J=CAN EAS=J@ PA J=R P\ LKRE@A REABEPFODKS £8P KB QOAN =??KQJP J=IAO

3PAL 5J@ANDPA ?KJJA?PA@ GREP EJDA J=R P\ OAHAZRI'C 50AN3ANRPKA@OLH=-DA50AN
-=J=CAN REAS SER-R=EH=>HA QOANO



SOAN =Q@RAJE?=PKJ .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

3PAL 2ECDPEPG KIDA @AGEDQOAN J=IA =J@ ?DKISEAS ,KCEJ (EOPKNU P DA @ @KSJ IAJQ
4DA50AN ,KCEJ (EOPISRU@KS EDLH=UOSBEROPKNU EJBENIHBKN QL PK OAOOEKJOABKN P
OAHA?PA@ QOAN

3P=EKJ IQPK ,KCKB

)J .E=C=N=FDAN EO OQLLKNP BKNOPERJ =QPK HKERBL=>ERU -A=JEJXRP =JU O ?KJJAEKJ EJ = SA>
>NKSOAN KN EKNG>AJ?R=J HKCIPA QOANK®& QA PK EEREPU 4DA LONLKOAAKBRERJI =QPK HKEKB

LNKLANPAO =J@ OAL=N=RNG>AJ?BQPK HKEBLEKJO EO PHIKFBKN CARPIKNA MOPNERRA ODKNPAN KN HAOO
MOPNERRA HKJCAN =QPK BKBKEKE&AO PK =??KIIK@=PA EBANJP QOA ?=0A0

NOTE: 4DA7 KNG>AJ?D=0 OAL=N=PA =QPK BIKGEBFCO QJ@ANKHO /LP EKJGD=P =LLHU PK KJHLDRK P
7 KNG>AJ?DAOOEKJ

%J=>HA@ >U @AB-BYHOPERJAU LogOff  BA=P@AR=J >A ?KJ CQN@ QOEJoADefault Auto Logoff
Period LNKLANPU EDA50AN3ANRERALKIAIP =J@ =@@PKJI=Buto Logoff  LNKLANEAO EDR EJBRE@Q=H 50AN
=2?7KQJPO

7DAJ PDA OPERJ @KAO JKP @APA?P =JU (EREPEBKN = ?KJ'CQN=>HA LAREK BFKBIPE@.H=UO = S=NJEJC
LKLQL #HE?GEJE EJ PA S=NJEJCHKSO UKQ PK 7RIRA SKNGEJCEA OPERJ ?KJJAHKI KPANSEOBA
OP=HKJ =QPKI=P?+HU HKCO UKE®) KBA =QPK HKAKEB??QNO UK@ EMOAIPA@ BER =QPK HKEBKEKE?A EDA
,KCEJSEJ@KS EDR >KSOANB UKQN COBKP?KIJJAEKI EO REKNG>AJ?E OEIEH=N S=NJEJC =J@ B{BKIKBA\
@OLH=UORA FEJ@KS

10 KB.E=C=N= FDA 1>OKHQPA ,K@ERLEKJ AJOBN B=P PA QOAN@Q=QPKI=E?+HU HKCCA@ KQP =BPAN =J
=>OKHQFAAKQP &KN AT=ILHA BB EIAKQP EO OAP BKN @=UOP@BB3GBPAN @=UO KB HKCHFIMOO KB
=?EREPDARQOAN BEA BRN@ PK HKC EJ =Ca&J B=J AJ=>HA KIR@->HA EP 3KBKH

\ 'HK>=HU EDR>=F= 50AN3ANREIAKIAIP QOEJ@AAbsolute Logoff Enabled LNKLANPU )B AJ=>HA@
FDAAbsolute Logoff Enabled LNKLANPU EO =@ @AGASBAN -=J=CANREAS SDANUKQ ?=J =LLHU EP PK
EJERE@Q=H QOANO

\" 0AN QOAN BAP=F= 50ARKILKJAJP >U AJ=>HJC @O=EHIC PAAbsolute Logoff Enabled LNKLANPU &KN
@AP=EHODPA BPERJ =QPK HKBEKRLANPAOABAN PK >=F=50AN3ANRE?A =J@ >=F=50AN

NOTE: 4DA I>OKHQPA ,KAXBA=PRHEO JKP =R=EH=>HABEJJOBP NQE=C=N= =J@ A=EANKSARAN FDA
AS 3P=PEKJ PAILH=PAO AJ=>HA EP >URABEQHB IA=JOE-P JAS OPERJIO AYPA@ JEMAOA PAILH=PAO
LNKRE@APO KERJ

&KN @AP=EHOKIOPERJ =QPK HKEKRLANPAOABAN PK-F= 50AN3ANRE®>=F= 50ARKILKIJAIPO EJPA
'APPEJC 3P=NPA@SERC=NEQE@A

#D=JCEJC UKQN L=OO&KN

"=OA@ KJPA L=OOSIN?KI'CQNERJ PA OUOPAI S=NJO UKQ SDAJ UKQN L@ ESKNKQP PK ATEERN ?=J]
KJHU ?D=JCA UKQN L=0@SI{MJ AMQEI® PK @K OK BIAPUOPAI &HKS BA HKCEJKINPO

50AN =@RJE?=PKJ IQ>HAODKKIE

13?A =QPDAJE?=EKJ EO ?KJ CAR =J@ L=O0O SN =OOECJA@ ERHUMJ CK INC

| am attempting to set up new users using a br  owser, and the New button is not available.

4DEO EO = OA?QNERH?KICRESG AHDIASecure Only Password Set EO KJ OAPHRIE =J@ UKQ D=RA I=@A =
MCQH=N ?KJJERB DPPL PBALH=PBKNI OPP 7DAJ = OA?@NKJIJA?EKI EGMQEI® UKQ IQOP I=GA =
OA?@N?KJIJA?EKJ DPPLO BMARH=PBKNI OBPPK OAPAPL=00SKN

My cr edentials wer e working, but they no longer allow me to log in.

\" 9KQN L=OOS&N=U D=RA ATLA®

-=N?D



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A SOAN =Q@RAJE?=PKJ

\' 9KQ I=U JKP D=RA LANIEOOEKJ PK =?REOMELR #DA?G SBER/IKQN I=J=CAN

\ 4DA ?H@AJP-HO ?=7DA |1=U D=RA >A?KIA ?KNNQLPA@ ?BRQEFRARATIAIP-HO PK JK HKIJCAN SKNG #HA=N
FDARemember these credentials ?DA?G >KTAWPULAIPA L=OOSINKN ?HA=N UKQN ?KILQPARIYA

\ 4DAN EO = K¥HAI SEP DA ?KJ'CQNERJ KBOA =QPAJE?=EKJI O?DAIA &KN AT=ILHA EB UK@ENEIJOR
,$!10 O?DAIA P DA LKNP EO >HK?GA@ AS$=HNKNTJA SIKJIC ,$!0 DKOP J=IA KN LKNP D=0 >AAJ
?KI'CQR@ 2ABAN HXAR@DK?QIAJPERJ BKIDR ,$!0 O?DAIA



SOAN =Q@RAJE?=PKJ .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

-=N?D
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Chapter 5. Authorization management

13?A = DQI=J KN NAIKPA OP#KJ QOAN E@AQR?=PA@ BBNE\ER] PK =??A00 BRFPKILKJAIJPO EO >=0A@

QLKJ DA LANIEOOEKJ HARAH =OOECJA@ PK BA?B-RPABIRNE EAO EJPK SDE?D ?KILKIAIREN@ =J@R

NKHA =OOECJA@ PK A=?DHPIAKN CQNERJ EO ORENEIIA OUOPAI @=P=>=0A QOEJC OANRE?AO ?KILKJAJPO =J@
?KILKJAJP REASO

Figure 6. 3P=BKJ OA?QNEPU ?KJ EQNEB?HQ@AO ?=PACKNBAG-I® QOANO

Component objects

@ Each object (slot) is assigned a permissions level

Operator
Config flag =
operator
(checked)

Operator
Config flag =
admin
unchecked),

Qperator
Config flag =
operator

@ Objects are grouped into categories (checked)

Files Al
Components

Selected

Selected Components
Alarms
Histories Selected
Alarms All Alarms
Category 1 Category 2 Category 3
(admin components) (management components) (operator components)

Permissions to access
groups of objects are granted
by roles

(super user)

o role

A user may be -
assigned multiple roles

"ACEJJEJC =R PKL KEDA @=CN=I BA+ ,($--$*)'0"' I=U>A?KJ'CON@ KJ A=?D ?KILKIAIP =O
JAA@A@KR ?D=JCADA @ABFQUANIEOOEKJI HARAH BKN = ?KILKJAJP >U PAR@EHDP ?KJ C a=C BKN
FDA OHKP KJ KB KB

J$ - KNC=JEVA ?KILKJAJPO "HAO =J@ DEOPKNEKQEIPKE AP QL ?=PACKNEAO RAEIATKNU
-=J=CAN REAS#=PACKNU3ANRE?A

* - =OOK?E=PA LANIEOOEKIEGPISNEPA KN EJRKGAEKIFRP = ?=PACKNU KB OUOPAI ?KILKIJAIPG-SEP
CAJANE? J=IA OQ?D =0, * () KNB$).)) , 1 9KQ OAP QKNAO =J@ LANIEOOEKJO RAEJC P
2KHA -=J=CANREAS2KHA3ANREZRA .AS 3P=PEKISEV=R EJOREBAAdmMIin NKHA 4DEO OLA?E=H OQLAN QOAN
?=JJKP >A IKGE A@ KN ?KJ'CRA =J@ @KAO JKP =LLA=NAZKPA -=J=CAN

(QI=3=J@ I=?DEJA /- - =M =0O0OECJA@ IRHAO BHMR.QNLKOA KB CR3CRQOANIAMNECDP RK@ SNEPA
=J@ EJRKGA ERBO KJ ?KILKJAIPO K =OOEEHMO PK ERE@Q=H QOANCDAGEAMBI P=J=CANREAS
50AN3ANRE?A
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#KILKJAJP LANIEOOEKJO ?D A0

50A BPEO ?DAEGR PK RANEBUKQ ?KILHAPABMNWQEI® P=OGO PK OARHNCN-J@ LANIEOOEKJO
#=PACKNEAO D=RA >AAJ OAP QL =J@ >=0E? ?=PACKNEAO =OOECJA@ PK ?KILKJAJPO
3UOPAI ?KILKJAJPOP=P AMQEN-??A00 ?KKFHND=RA >AAJ E@AI@

4DA LANIEOOEKJ HARAH ?KJ'C a=C D=0 >AAJ OAP KJ ?KILKJAJP OHKPO

"=OE? ?=PACKNEAO D=RA >AAJ OAP QL

"=OE? ?=PACKNEAO D=RA >AAJ =OOECJA@ PK ?KILKJAJPO

2KHAO D=RA >AAA2RA@ =J@ LANIEOOEKJO CN=JPA@

2KHAO D=RA >AAJ =OOECJA@ PK QOANO

3P=EKJ OA?QNEPU D=0 >AAJ PAOPA@

— -

#KILKJAJP LANIEOOEKJ HARAH

4DA ?KILKJAJP LANIEOOEKJ HARAH EO = ?KJ'C a=C =OOKPRHBRARIISERIDA ?KJ CEKIKBIEO a=C >ACEJO
DA LKK?AO0 KB CN=IP LANIEOOEKJ PK =??ABREA@=H ?KILKJAIP OHKPO

\ )B BA ?KILKJAJP OHKI®perator ?KJ C a=C EO ?HAEN QJ?DA?GA@ARHKP EO ?KIAGRBK®Radmin
+,($-%$%)'0" I QOAN IQOP >A =OOECJAIGHA SER-P HA=MAREJEIQI LANIEOOEKJ OAP BAZKHA
-=J=CAN REAS P&dmin HARAH 2A=@ 2

\ )B BA OHK®yperator ?KJ'C a=C EO OAP ?DA?GA@ OPIKP EO ?KIAGBKMRoperator LANIEOOEKJ HARAH
=J@ ?=J >A =??A00A@ >U = QOAN SDK D=0 >AAJ =ORHE BHEIBANEJEIQI LANIEOOEKJ OAP BAZKHA
-=J=CAN REAS P#perator HARAAHND N )J KIAN SKRO =JU QOAN =OOEDHAKMR |=U =??A00A&R OHKP
=P HA=OP RK@® EP

7 EB ®DAadmin LANIEOOEKJ HARAH QOANO ?=J OAA =J@ ?D=JCAKDAKRAGEKPBDDAAP KB =JU ?KILKJAJP "U
@AB=RHKOP OHKP@A 2KJ'CQN@ BK®Radmin LANIEOOEKJ HARMKRP OHKP EO MU BARHPEKABperator
LANIEOOEKJ HARAH

#D=JCEJC = ?KILKJAJP #KIBEC BH=C
#KJ'C a=CO OAP QL OUOPAI BAPORDA ?KILKIJAIP HARAH

3PAL  $EOLH=DAR?KILKIJAIP OHKP ODAAP

3PAL  2ECDPPRRGIA OHKP =J@7®KJ C &H=CO
4DA#KJI C &H=CGEJ@KS =LLA=NO

3PAL 3AHA?BDROperator ?DA?G>KT =J@EAG+

50OAN3ANRE?A LANIEOOEKJ HARAHO

"U @AOECDR50AN3ANRERALKIAIP AJFKUO = OLA?E=H LANIEOOEKJ HARAH O?INRRINEAOD BDHA
O?DAIA @AO?NE>A@ BHWIKRRILKIAIP =??A00

"U @AB=RHBDAOA QOANMLANPAO =LLA=N =0 OHKBPAFEINN3ANRE?A

\' %I=EH

\ 0=OOSK®&

\ #AHH ODKJA .QI>AN

\  &=?APOERA BKNI=P =J@ QJEP ?KJRANOEKJ

4DAOperator ?KJC a=C BKNCFAOA OHKPO |=U >A AJ=>HA@ ?DA?GAEBD=3EA@ QJ?DA?GA@ FQOP =0 UKQ SKQHC(
?KJ'CQM IDA LANIEOOEKJ HARAH KJBA KHKP 4DA OLA?E=H ORBRIALPEAO KIHU PABOAN3ANRE?A
?KILKIJAIP UEAH @2 BKHKSEIGNO GO

\ )B BAoperator LANIEOOEKJHARAH EO Alperttaw ?DA?GA@ KDR OHKP =J@AMHA =OOECJA@RK P
QOAN CN=JRE@ LANIEOOEKJ DA QOAN BEIKSAGAN@ KIHU =??A0MAKIOANKIMANEPAO Al=EH

-=N?D
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L=OOSKH& AP? KJIAEN KSJ QOAN =??KQHKBAN QOANABE@@AJ

\ )B PAoperator LANIEOOEKJHARAH EO ADpdrtd@® ?DA?GA@ KDR OHKP =J@AMHA =OOECJA@RK P
QOAN CN=JPO SNEPA LANIEOOERXINANEIKSA@ >RM=@ =J@ SNEPA =??AQIARXTANKINANPAO
KJ FDAEN KSJ QOAN =??KIKBAN QOANA BN@ @AJ 4DEDARKB CQNERJI AMQEI® PK HKS = QOAN PK
?D=JCA BAEN KSJ L=OO&KN

\ )B PAadmin LANIEOOEKJ HARAH EO ABperbta® QJ?DA?GA@ KDAROHKP =JBAMHA =OOECJA@ PK = QOAN
CN=JP@HN@ LANIEOOEKJ NZA QOAN BAKSACGAN@ KIHU =??A00 RIQEANILANPAO BKIN =R=EH=>HA
QOANO

\ )B BAadmin LANIEOOEKJ HARAH EO ADpertta® QJ?DA?GA@ KDAROHKP =J@AMHA =OOECJA@ PK = QOAN
CN=JPO SNEPA LANIEOOEKJICP B32Q0AN BIKSA@ >RRA=@ =J@ SNEPA =??A08 BKLANPAO BKN=H
=R=EH=>HA JKJ OQLAN QOANKRAWDAU D=RA =??A00DAGPAN -=J=CAN-J@ ?=J =@ @ JAS QOANO =J@
@AHAPA OAHA?PA@ QOAREK)I BAGANIEOOEKIAIDANREAS KEDRSOAN3ANREA=R=EH=>HBAK P

NOTE: ! QOAN ?=JJKP =OOECJ LANIEOOEKDAIRIQRANSPPAU @K JKP D=RRRAHRAO &KN AT=ILHA = JKJ
OQLAN QOAN ?=JJKP I=GA BANPQOAN = OQLAN QOAN

4K =HKS A=?D QOAN PK ?D=DBER KSJ L=OOEKNQP JKP D=RA =?? A0OOIX\KPOANQY L=GDSKHIKQ SKQH@
OAPDA ?KJ"C a=C BKNDRAuthenticator OHKP PBA®perator LANIEOOEKJ HARAH ?DAREA@IRARD ABFIBKN
FDEO OHKP =J@ =OQ&0y BKRIA QOARFP CN=JBferator HARAH SNEPA NS LANIEOOEKJO

IHH JKJ OQLAN QOANND ODKQH@ >A ?KA@BKiperator HARAH SNEPA NS LANIEOOEEA@-RRIR
?=PACKND#P ?KIP=EIDABOAN3ANRE?4 @AB=QHPA.AS 3P=PEKJ 7EV-@OOECJIOABOAN3ANRPKAPA
Admin J=IA@ ?=PACKNU ?=PACKNU =HKICBEP-PACKNU3ANRE?A

NOTE: 1JU QOAN CN=JPA@ OQLAN QOAN LANIEOOEKJO D=6 2RIXIBJFAOC-HI@ ?=J =@ @ AMBIQLAN QOANO

#=PACKNEAO

#=PACKNEA® €/QLO PK SDE?D A=?DEMIAILKIAJIP I=U >A =OOECJA@ B¥N®NLKOA KB 1=J=CEJC SDK
D=0 LANIEOOEKJ PK =?THNOZKR.KJAIP

4DA OUOPAI KRE@AO PSK PULAO KB ?=PACKNEAO

\ "=OE? KN ATHEP ?=PACKNBAKDLO ?KIAHEKIO PK SDE?D UKQ =OOECJ A=?D ?KILKIJAIP

%=7D ?KILKJAJP I=EJP=EJO = >EPI=L BKN >=0E? ?=PACKNU IAI>ANODEL 4DAE@BB-BZRACKNEAO
?KJIOQIA KIJA >UPA =J@ A=?D BIRIN’ KB AECDP ?=PACKNEAO UKQ =@ @ ?KJOQEEKIHERA |
] 1 =J@OKKJ EJP DA ?KILKIJAIP M?KI®D

\ )JDANEPA@ ?=PACKMEHAOSN@ @KSHKIBMILKIAIP L=N AJP PK ?KILKJAJP ?DEH@

IHH ?KILKJAJPO IQOP >A =OOECJA@ PK =P HA=0OP KJA >=0OE? DAMEKNUBREP =OOECJIAJP KN =J EJDANEPA@
=OOECJIAIJPKEN L=NAJP ?KILKJAJP "AUKJ@PEO =OOECJIAJP SDE?D PULA KB ?=PACKNU PK QOA @ALAJ@O KJ L
JAA@O K I=U QOA ATHIEP =J@ EJDANEPA@ ?=PACKNEAA BRAP

"=0OE? ?=PACKNEAO

4DA OUOPAI I=EJP=EJO >=0E? ?=PACKNEAO =0 EJ@ATAKBRIEIERNEE&IQ38OOECJ ?KILKIAIJIPMBIFPERJ
PK A=?D ?=PACKNU 3Q>0AMQAJRQ OAP RHAD PK CN=JP LANIEOOEKJ PK =??A00 ?KILKJAIJPO BAOA@ KJ P
?=PACKNU UKQ =OOK?E=PA@7EEPKILKIAIP &EJHH UKQ =OOEE&HANPK A=?D QOAN

I JAS OP=EKJ ?AN-PA@ QOEDG AS 3P=FEKJ SEVEN ?KIAO SHPPSK @ABPQRIHOE? ?=PACKNEAO

\ User #=PACKNU
\ Admin #=PACKNU

10 PDA J=IAO EILHU ACQH=N QOANO I=U REAS =JEBIK@KIA OEXRB K>FA?PO /JHU =@IEJEOPN=PKNO ODKQH@ D=R
LANIEOOEKJ PK =??A0BNXR>FA?POH IkbFA?PO @ RERKIPAUser ?=PACKNU AT?ALP BRIOR SDE?D @ABPKRH
FDAAdmMIn ?=PACKNU

\ 4DA ?KJ CQNEKJ OANREBUAN3IANREPAPACKNU3ANREPEONKCN=I3ANRE?A

-=N?D
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\ 'HH 'HACDR AJEA "HA OL=?A

9KQ I=U =@@ >=0E? ?=PACKNEAO =0 JAA@A@ &KN AT=ILHA KRQ ZKIQKRBIPD >U AMQELIAJP PULA OQ?D
=OLighting Door access  =J@ HVAC !J =HPANJ=PA O?DAIA IECDRQN?KILKJAIJPO >U CAKCN=LDU

Floor 1 Floor 2 =J@ Floor 3 (KS UKQ CKQL ?KILKJAIPO @ALAJ@O KJ UKQN KRANEH®@ IK@AH

=J@ OLA?E MIKJ DKS UKQ LH=J PK OARHAON LANIEOOEKJO =J@ QOANO

NOTE: "=OE? ?=PACKNEAO QEKDRHNU 4K EILNKRA OUOPAI LANBKNI=J?A |IEJEIHYAJQI>AN KB
?=PACKNEAO =J@ GAAL ?=PACKNU EJ@ZOQIKIP

l@@EJC =J@ ABIC = >=0E? ?=PACKNU
9KQ =@@ =J@ER@>=0E? ?=PACKNEACIRBEBAEKNU -=J=CAN
3PAL  2ECDP RPGIA#=PACKNU3ANREM EPGEASO #=PACKNU -=J=CAN
ADA#=PACKNU -=J=CAREAS KLAJO
4DA KSO EJPA#=PACKNU -=J=CAREASALMOAJP ATEQ® ?=PACKNEAO

3PAL  $K KJA KB BA BKHKSEJC
\ 4K A@PDA J=IA KN EJ@AT KB =J AEEOP=PACKNU @KQEHGIFAN ?=PACKNKBENE] PA
P=>HA
\ 4K ?M=PA = JAS ?=PACKNE?7BAS

3PAL )J ADA.AS SEJ@KS?’DKKOA&ategory BKNype OAHA?BARJQI>AN KB ?=PACKNEAO PK =@ @?&@ ?H
[+
SAHATRCategory BKI P DAType HOPHKISO UKQ PK =OOECJ = J=IA PK KJA KI\NSHOE?
?=PACKNEAO

3PAL %JPAN = J=IA =J@ =J EJ@AT BKN A=?D ?=PACKEOGJI@ ?H
4DA J=IA O MLH=?AD0A @ABF#=PACKNU [Z#=PACKNU [ AP? J=IAO

IOOECJEJC = ?KILKJAJP PK =>=0E? ?=PACKNU

9KQ QOAR#=PACKNU K$OARK =OOECJ ER@@Q=H ?KILKJAJPO PK >=0OE? ?=PACKNEAO #KILKJAJPO |=U >AHKJC
PK IKNA BD=J KJA ?=PACKNU BRA ®=IA EIA

3PAL 2ECDPEPG %TL=H@PACKNU3ANREFBA =R PNA =J@ BT?GEASO #=PACKNU K$OAMKJ PA .=R
PHRA
4DA#=PACKNU R$OAREAS =LLA=NO 5@eP® REAS PK =OOECJ ?KILKJAJPO

"U @AB=RIPEO REAS ODKFOKILKIAIP PULAO HH OA@ EJRBOEJ = RN OPNQ?A@HNENI
#KJ'C ?KILKIJAIJPO &EHAO =J@ (EOPKNU 4DA ?KAMBOAIPDA ?=PACKNEAMEIHPERJ
4DA ?KHQIJ BRAOC E@EB®RA ?=PACKNEAO

3PAL 4K REAS #PKILKIJAJPOP=P D=RA ?=PACKNU =OOECJIATREIFRHEIK?QH=N EfJ KJ FDA
PKKHN
IHH ?KILKJAJPO =LLA=N HIPP=>HA

3PAL  50A PA ATL=J@=>HARNRK J=REC=PA PK ?KILKJAJPO KRABFPERR P=>HAKMPQNJ PRR
LMREKQO PKHOA@ REBASHA?BACategory Browser BKI P DA @ @KSJ HOP KB REASO
3PAL 10 JAA@A@ EJ=JU ?KILKIJAIRN ?HE?G ABAN

\ )J DA ?=PACKNU ?KHQIJ PK =O0OECJ = ?KILKJAJP PK = ?=PAGRNU-KNEHPKCCHA PK
MIKRA PDA ?KILKJAJP =OOECJIAIPKBIR DA ?=PACKNU

\ )J DA )IDANEP ?KHQIJ PK =OOECJ = ?KILKJAIP PK BAPKBACKNEAO ERIPLEN =OOECJA@
PK

-=N?D
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7 EP DA AT?ALEKJI KBOA KKP ?KILKJAJPO 'H=NIO #KJ'C &EHAO =J@ (EOPKNU A=?D K>FA?P IQOP
>AHKJC PK =P HA=0OP KJA >=0E? ?=PACKNU KN ENIRSEREACKMNN=0OOECJIIAIPOKKPAIFA?PO
?=JJKP EJDANEP 4DAU IQOP >AHKJC PK KJA RNRKNKNEAO

NOTE: 7DAJ =J =@IEJ QOAN QOANDSEREJ SNEPA LNEREHACHMKIPACKNU3ANRER KJ =
L=NE?QH=N BR3PKILKIJAIP >AEJC HQOPA@ |=GAO = ?=PACKNU |-FI®P@BIPDRA QOAN IQOP
=HOK D=RA =P HAZORAN=PKN SNEPA LNEREHBBA+BACKNU >AEJEGOPA@EA P=-PACKNU
I=OG BKNDA OPERJ K>FA?P 4DEO EJ?HQ@AO ?D=JCAO PK ?DADRA IZNCANEHP ?KHQIDR
QOAN IQOP D=RA =P HA=OP /LAN=PKN SNEPA =??A38I@K=PAEKWNEACEA@HENP DA )JJDANEP
?D=JCA

Result

50EJCIPA#=PACKNU KR$OANRK =OOECJ = ?KILKJAJP PK = >=0E? ?=PACKNU @AZRRQIRIPY ?=PACKNU
>EPI=L #KLUEJCIPA ?KILKJAJP PK =JKIPAN OF=R] KN O=REJC EP EJ = >KE&ERKXNEN?HQ @ACQFPACKNU
>EPI=L

$AHARIC = ?=PACKNU J=1A
9KQ @AHAPA = ?=PACKNU J=IA Qe8P RCKNU -=J=CAN

Prerequisites:
4DA ?=PACKNU D=0 >AAJ =@ ®AEG@NREASEJOR #=PACKNU -=J=CAN

4K @AHAPA = ?=PACKNU J=ERGIFA KS EJ PA#=PACKNU -=J=CAREAS =J@ ARGAHAPKN NECDB7GBIA KS
=J@ EPGAHAPA

Result
$AHAPRPIC = ?=PACKNU J=IA ?D=JCBA P=IA >=?G PK BA CAJANE? EJ@AT J=IA KB #=PACKNU AP? )P @KAO JKP
MIKRA PDA ?=PACKNU EJ@QAPEM K>FA?P O BESDE?D EP EO =OOK?E=PA@

2KHAO =J@ LANIEOOEKJO

1J?A = QOAN D=0 >AAJ HPRE?=PA@AR QOAN EO CN=JPA@ KN BAMNEIDIP PK =??A00 APRBIMN@ K>FA?P EJ
FDA OUOPAI QOEJC = LANIEOOEKJO I=L = ?=PACKNU >=0OA@ I=PNET SDE?D BA KHAFGEDECJA@RK P
QOARANIEOOEKJO @ADA RECDPO = QOAN D) B8EPD ?=PACKNU KBEKR<HFA?PO

2KHAO A=CBAPI=J=CAIAJP KB LANIEOOEKJO BKNCAHEN-AN KB QOANO 4DA LANIEOOEKJCKEKNGBCXDANO
SDK =) =OOECJA@ PK ©=IA KHA ?=] >A QL@=PA@ >U ?D=JOBJEHA 4DEO O=RAO D=REJC PK QL@=PA A=?D
QOANYANIEOOEKJERE®IQEH

&KN AT=ILHA EB KLAN=PKNO JAA@ =??A00 PK = JAS ?KILKIWPEER] UKQ I=U JAA@ PK QL@=PA KJHU

FDAEN OB@NKLAN=PKIHN =J@RJ KIJHU EB = ?=PACKNU D=0 >AAJ =@@A@ KN LANIEOOEKJO JAA@ PK >A ?D=JC/
4DA EJEPH ?KJ CQREXB KB = OB+BY OA?QNEPU SDE?D EJRKHRAO K>FA?P LANIEOOEKJ HARAHO KHAXPP ?=PACK
LANIEOOEKJO =J@ QOANO I=URAGK BAOECJ =J@ OAP QL EJ OKIA ?KEBQDI=FQPR PN=@AKBD SKNP

FDA BQPRREIA O=RA@ SDAJ QLE3PPA LANIEOOEKJO KBARDEI KIA QOAN =PEIAR

CAUTION: 4DAR =M NEOGO EJRKHRA@ EJ CEREJC K3@QANNESIDEK JODR BKHA 3ANRE?A &KN AT=ILHA
CEREJC = Q@aNin write  LANIEOOEKJO RARKHA 3ANREMKSAI-P QOAN PA=IA ABP Al=IA KN @AHAPA
=JU KHA "AOP LNE?RQARKIIAJ@ P D=P OQ?D LANIEOOEKJDAKIKHA SANRE?ASBRA@ KJHU PK KLNE=PAHU
=QPKNEVA@ QOANO

l@@EJC KHAO =J@ LANIEOOEKJO
9KQ =@@&NAO QOEDB PPERIY2KHA -=J=CANREAS2KHA3ANRE?A

Prerequisites:

9KQ AJ=>HA@AOperator ?KJ'C a=C AJ=>HA@ BKN AIOPNE?PA@ ?KILKIJAIPO #=PACKNEAO D=RA&BA&) ?N
=J@ =JU >=0E? ?=PACKNEAO =OOECJA@ PK ?KILKJAJPO

-=N?D



IQPDKNEMVER] [=J=CAIAJP .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

-KOP ?KIL=JEAO AMQEN=0 = IEJEIQI =J =@IEJEOPN=PKN OQLANIK}MN INJ=CANKHA =J@ ARQH=N QOAN
KN KLAN=PKNHX
3PAL 2ECDP EPM2ZKHASANREIPRA =R PNA ?H?GEASO 2KHA -=J=CAN
4DA2KHA -=J=CANREAS KLAJO

3PAL  #HE?GAS AJPANDA JQI>AN KBRHAO PKAARA EDA LKL QL SEJ@KS =J@E?k+
4DA OUOPAIERLH=WIARAS SEJ@KS SBR= IKS BKN A=?[KNA UKQARNM=EJC

3PAL =IAP DA NHA

3PAL 4K ?KJCQNW = MHA =0 = OQLAN Q@&AGDAPermissions  ?DA?G >KT Blshper User

4DA >QBHEAdmMIin NKHA CN=JP& EKOOE>HA NECDPO BKN ARANU ?=PACKNU OQLAN QOAN /JHU SDA
HKCCA@ EJ BaAdmin QOAKN =JKBAN OQLAN Q@ANJKQ =OOECJ OQLAN QOAN NECIDRO QOEJC P
SuperUser ?DA?G >KT

)J CAJAN=H =OOECJEJC OQLAN QOAN NECDPO OBKRERRA EA-OBNEAPA@ KJ OLAPE=H JAA@O &KN
AT=ILHA =3QLANREOKNEBP+RJ JAA@ OQLAN QOAN NECDPO PK ?RIERANSERE=R] HEAJPO

I=?DEJA HKCEJ RO HKCEJ >U = LANOKJ EJ O?AJAEKCSHANFA?POANTLKNPAGBN

OP=HKJO QOEJC %TLHA®4QI=J QOANO I=U JAA@ OQLAN QOAN NECDPO PK E@@®GN@ K@

2K>KP ?KILKJAJPO

CAUTION: $K JKP I=GA EP = ?KIIKJ LN=?E?A PK CERA BER¥PK O QOANO =@IEJ LNEREHACAO )B
UKQN JAPSKNG BEE2DA@ = OBKR PK O QOAN ?KQH@ ?=QOA OECJE ?=JP @HEPA SEP
@N=SEJC =PHAIPPK SD=P EO D=LLAJEJC

3PAL 4K OAP QL EHRE@Q=H LANIEOOERGODA?FDARN =P PA AJ@ KBRPermissions LNKLANPU
4DAOANIEOOEK3D KLAJO

4DA "NOP ?KHQIJ #=PACKNHOR®DACKQLO PK SDE?D UKQ I=U CN=JP LANIEOOEKJ 4DA /LAN=PKN
=J@ '@IEJ ?KHQIJOAH=PA PBALANIEOOEKJO HARAH 2K@BQM=7?D ?KILKJAIP "AHKDROA
DA=@JCO ANDA ?AHO PK QOA BKN =OOECJEJOKRIA IKBNFEOOEKJO PK A=?D ?=PACKNU

\' 2 2A=@ =HKSOOA QOAN PK REHASHR>FA?P

\' 7 7 NEPAHKBODA QOAN PK ?D=JDA R>FA?P

\ ) )IRKGA =HKSODA QOAN PKIEIER =J =FRJ AH=PA@ BPRAK>FA?P

$ALAJ@EJIC KJ DKSIPA LANIEOOEKJ HARAH EOMMOHKP OET LANIEOOEIIANERA@

\ 4K =HKS = QOAN PK Ripegator HARAH EJBKEIP ?DA?M®ROperator ?KJ'C a=C KJ DA
OHKP =J@ OAHX?RRN=PKN 2 ?KHQIJ KDA LANIEOOEKJ I=L

\ 4K =HKS = QOAN PK IEBbperator HARAH EJBKRIKPEB EP EOAK® KJHU ?DABAP
Operator ?KJ'C a=C KJ DA OHKP =J@ OABA7BRAN=PKN 7 ?KHQIJ KJIPA LANIEOOEKJ I=L

\ 4K =HKS BA QOAN PK REAS =)@ Edp#&@ar HARAH KLARKFIO =HKJO ?DA?0R
Operator ?KJ'C a=C KJ A OHKP =J@ OABA7RAN=PKN ) ?KHQIJ KDR LANIEOOEKJ I=L

\ 4K =HKS BA QOAN PK RE&8in HARAH EJBKEIP HA=RBAOperator ?KJ'C a=C QJ?DA?GA@
KJ DA OHKP =J@ OABA?RIEJ 2 ?KHQIJ KJ ®A LANIEOOEKJ I=L

\ 4K =HKS BA QOAN PK IiE@admin HARAH EJBKNIGPEB EP ECAK® KJHU HA=BA®perator
?KJC a=C QJ?DA?GA@ KIAOHKP =J@ OABAZRIFEJ 7 ?KHQIJ KJ PDA LANIEOOEKJ I=L

\ 4K =HKS BPA QOAN PK REAS =J@ E4BIRIBAHARAH KLARKFO =HIRJO HA=FWBperator
?KJC a=C QJ?DA?GA@ KIAROHKP =J@ OABAZRIEJ] ) ?KHQIJ KJ DA LANIEOOEKJ I=L

7DAJ UKQ =OOECJ LANIEOOEKJO BERBAMANIEOOEKAA] CNA?G I=NGO =QPKEPRHU EJ?HQ@A
DA HKSANARAH KJAO CN=U ?DA?G I=NGO &KN AT=ILHA EB WKIQiAJEARMH SNEPA DAP
OUOPAI =QPKIER?HU AJ=>Hadmin HARAAND 2 =0 SAH-Operator HARAAHND =J@ SNEPA

27

3PAL  #HE?GDA ?AHPK =OOECJ = LANIEOOEKE2E® ?H
4DA APermissions  LNKLANPUE@LH=WARANIEOOEKJO

3PAL 4K J=HEVA LANIEOOEKE?@&H

-=N?D



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A IQPDKNEMVER] [=J=CAIAJP

3PAL

)J = IQHFE OPERJ OUOPAI LANBKNARA O=IA OPALO EJ A=?ERPORIE-P A=?D OBKB D=0RA
O=IA OAP KEKNAO

NOTE: $QNEJIA JAPSKNG QOAN OKIJPBH#KJ LK?AOCDRA BN=IASKNG OAJ@® @OANKHA
=OOECJIAJP PRARKR?AEREJIC GRIPDKSARAEP @KAO JKR=PADPA =?PQ=KHA O KDA W?AEREJC
OP#KJ &Q IQOP OAP QL I=P?DEBEAD KJ A=?AMEREJC GRIP-ABKNUJ?BNEVEIC JAPSKNG
QOANO

l@@EJC = ?KILKIAIP

I@@EJC = ?KILKIAIP PK UKQN >@EEI @ @AH EJRKHRAO @N-0AEIITRIAIP BKI = L=HAPPA LKOOE>HE&APP
FDA#KJI C &H=CKJ DA ?KILKJAIP OHKP =J@ ?KJ CQNBACRILKJAJIP PK =OOECJ EP PK = ?=PACKNU !
?KILKJAJP I=U >A = JAS JAPSKNG @ARE?A KN OANRE?A

Prerequisites:

\ )BAMQEI® UKQ D=RAE?AJOA PK =@@& PKILKIJAIP PK UKQN IK@AH

\' 1JU ?=PACKNEARHRO LANIEOOEKJO PK =O@ECIIKKBAIP D=RA >AAJ OAP QL
\ 4DA QOANO SDK-SEMAODA?KILKIAIP ATEOP BARDUOPAI

3PAL
3PAL
3PAL

3PAL
3PAL

3PAL

3PAL

3PAL

Result

/LAJ P DA L=HAPH2=P ?KIP=EJDAP?KILKJAJIP IK@QHA
%TL=J@DA .=R PNA PK REABDR3ANRE?KGSNERANRRIP=EJAN

$K KJA KB PA BKHKSEJC

\ $N=C BA ?KILKJAJP BKI P DA L=HAPPA PRGNKLANPU 3DARRSNERAN -=J=CAN

\ $N=C BA ?KILKJAJIP PK PA =LLIKLNE=RBANRE?KQSNERANIP=EJAN EAP=R PNA
4DA.=IA  SEJ@KS KLAJO
#D=JCA PA J=IA KB DA ?KILKJAIP KN QOAR @ABFQHIA =J@ ?H?G+
)B UKQ JAA@ PK ?KJ'EE@M LANIEOOEKJ HARABBIABP?KILKIJAIJP OHKP NECBFGERA
?KILKJAJP EJ PA .=R PRA =J@ B?GHKP 3DAAPAJ NECDE?280A OHKP =J@?®KJ C &H=CO

\" ,A=RA PAOperator ?KJ'C a=C QJ?DA?GA@ BBMNadmMin LANIEOOEKJ HARYD PIARAKSHE
M=@ =J@ SNEPA =??A00

\ 4KCCHADEO a=C ?DA?GA@ [BKdpPrator LANIEOOEKJI HARED PIARXBPNIE?PO QOAN =??A00
PK = IEJEIQI KB M\=@ KJHU LANIEOOEKJ

4K =OOECDR ?KILKJAJIP PK = ?=PACKNU @K KIDKBRHKSEJC
\ 1@@ PA ?KILKIJAJP PK PA ?=PACKNU QOBA3&+PACKNU K$OAN
\ 1@@ PA ?KILKIJAJP PK PA ?=PACKNU QOBA3C?RILKIJAIPO#=PACKNU 3DAAP

)B UKQ ANPA@ = JAS >=0OE? ?=PACKNU QD@##MP-OOECJA@ PK QOBHNO RBIEKJAJP PK

EJ?HQ@A LANIEOOEKIIABKS PKILKIJAIP KIDANSEOA ?KJ'NDRP PA KHA EJ?HQ@WO P
?=PACKNU

#KJI'NI P D=P ?KILKJAIP3P=PQBEJ 0k}

9KQ =N M=@U PK ?KJ CRMA ?KILKIAIP

%@BJC KHAO =J@ LANIEOOEKJO
4DA LNEI=NWAKROKJ BKN BRJIC =IKHA EO PK QL@=PA LANIEOOEKJO

Prerequisites:
4DA LANIEOOEKJ HARAH EO RIAREARAHU K 2KILKIJAIPO #=PACKNEAO D=RA >AABA® 2KHAO D=RA >AAJ

?M=PA@

3PAL

2ECDPEPG %TL=JZRHASANREIPA .=R PRA =J@ B?GEASO 2KHA -=J=CAN



IQPDKNEMVER] [=J=CAIAJP .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

4ADA2KHA -=J=CANREAS KLAJO

3PAL  $KQ>HA B2GDA KS BKNDPA KHA PK AB KN OAHBE2PKS =J@ EPGIA%@PQPPKJ
4ADAY%@REJ@KS KLAJO

3PAL 4K ?D=JCA LANIEOOEKJEXGBA ?DARN PK PA NECDP RBRermissions LNKLANPU
4DAOANIEOOEKS3Q =LLA=NO

3PAL  5L@=PAMPA LANIEOOEKJO =0 JAA@A@E2E® ?H
3PAL 4K J=HEVADA ?D=JCAO EM&+

IOOECJEJBENAO PK QOANO
4DEO P=0G =00K?BEARAMNEOOEKJIO @A JA@ >U = OLKIRESBM=?D QOAN

Prerequisites:
2KHAO =J@ QOANO D#RMAHNAAJ ANPA@ )J = IQH OPERJ OUOPAI A=?D GRIM=DR O=IA OAP KRHAO

3PAL 2ECDPEPBOAN3SANREIPA .=R PNA ?H?GEASO 50AN -=J=CAN

3PAL  $KQ>HA BIGDIA QOANMKS EJ PAS0OAN -=J=CAN
4DA QOADORKLANPU 3DAAR.A=NO

3PAL  &KNPARoles LNKLANPU OAHA?P KJA KA FKNA J=IAO >U BIGEJC EAP?DA?G >KT =J@E?Bt+
#KJIBENIEJC =??A00 OA?QNEPU
9KQ ODKQH@ PAOP A=7D €X0ANYD NECDPOAABKSEJC QOANO PKORARROPAI

3PAL ,KC KQP KEDA OPERJ

3PAL ,KC >=7G EJ =0 = QOBNPALMOAJPO A=7HA

3PAL  #KJ'NI P D=PPA .=R PRA ODKSO KJHRKPA ?KILKJAJPO PK SDERB BOAN D#E@® SNEPA KN
EJRKGA #2RJ NECDPO

2AREASEJC LANIEOOEKJO
4DAOANIEOOEKJ®IDAREAS EDLH=UWAMNECDPO CN=JPA@ PKHAAZTDOMN

Prerequisites:
2KHAO ATEOP SERIEOOEKJO CN=JPA@

NOTE: )J .E=C=N=FDAN EO =@ @A@ OQLLKNIABRNNBANREIPAOANIEOOEKIEIDAREASOA PA3DKS
OANIEOOEKJO B8IKN @KSJ HOP PK OSEP?D >APSAAJ LANIEOOEKJO BKN 50ANO =J@ BKN 2KHAO 7DAJ REASEJC
LANIEOOEKJO BBAN®DA REASEDLH=UO = OAL=N=PA ?KHQIJ BKN A=?D QAN =0OUFRKPULA

3PAL ,KC EJ PKIPA OPERJ =0 = OQLAN QOAN B A QOAN
3PAL 2ECDPEPG 2KHA3ANRE?A KN 50AN3ANREZR PRR =J@ BPGEASO OANIEOOEKJIXIDAN
3PAL  %TL=J@DA .=R PNA PK REAS LANIEOOEKJO BKKNAA?RNNGOAN

Result

&KN IKNM @AP=EHOKN PILNKRAIAJPO PKOA OANIEOOEKJRSNAN REAS BEMC=N=0AA ZS>(EH
OANIEOOEKJRIOAN[ EIDA #KILKIJAJPO REASO =J@ SEJ@KSERARBIEO @K?QIAIP

NOTE: 'HFDKQCD UKQ I=U @KQ>HARGHJU K>FARS [EJ PAOANIEOOEKIM&ISDANREASPA LANIEOOEKJO I=L

=J@ QL@=PA LANIEOOEKJO BKERE@Q@H EIFEMNIAPK@ KB QL@3€ LANIEOOEKJO @KAO JKP ?DAICA P
LANIEOOEKJO =0 ?KJX@E.IRA QOANMHA

-=N?D
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1J7A0OPKN LANIEOOEKJO

/BPAJ UKQ I=U SEOD PK CN=JP = @ZANBETDP PK =??A00 ?KILKJAIJPO QOEJC ?=PACKMNEKS BPJ?HQ@A@ EJ
DA ?KILKIJAIPD L=NJP OQ?MEP LANIEOOEKJO PK = ?KILKJAJP O =J?AQRKN BP ATIEPHR CN=JPA@ )J
FDEO ?=OBRAOUOPAI =QPKIEEPHU CN=J&e&rator LANIEOOEKJ HARA® MJHU =??A00 IRKIIAOPKN
?KILKJAIPO EJPA ?KILKIJAJP PNA /PDANSEOA = QOAN SKQH@ >A QJ=>HA PK J=REZFPAMKKBABP EJDA
=R PMA

4DEO =QPKIEP =J?A0OPKN LANIEOOEKJ HARAH =OOECJIAJP BA GRERIHAREEGHU >QP UKQ ?=JBKEP =P
=JU [EIA SEP = NECDE?BL@=PA?EKJ KJ BA#=PACKNU3ANREK2AA EDA .=R PRA

&EHA LANIEOOEKJO

"U @AB=RHPA .AS 3P=FEKJ 7TEV- =OOECDA RIJEN OPHKJIY &EHA OL=?A PK ?=PACKibin ! OP=EKJ O

?KJ'C >KC "HA =J@ ?KJ'C >KC >=?GQL "HADJP =??A00E>HA ARAJ >U OQLAN QDANPERIP® "HA OL=?A )B
JAA@A@ BRN ORER) "HAO =J@ BKH@ANO |=U >A DE@@RIENA OP-HKJ

50ANO PULEMAVQEND=P PA KHA =OOECJA@RKIE=RAoperator HARABHND LANIEOOEKJ KJEXFIHA

BKH@ANO OQ?D =QLJ=FEI=CAO ;DPIH =J@ OK KJ (KSARANLANIEOOEKJO DEADAN-Boperator HARAH

M=@ KIPAAdmMin ?=PACKNU ODKQH@ KJHU >A =OOECJA@ PK OAHA?PA@ QOANO KJ =J =0 JAA@A@ >=0OEO )J I
OEP@ERIO AEJIC = JAS ?=PACKNU ?KJIP=EJBJEDA ?KILKIJAIJPO = QOAN JAA@O PK =??A00 KO = IKN
=LLNKLNE=PA OKHQP

,=NCAHU NECDPO CN=JPA@ PK =??A00 DBFRASKNBA@P-U "HAO =J@ BKH&ppE@AteN HARAH LANIEOOEKJO
=0 BIKIKSO

\ &EHAGMMDENperator HARAHMND N =??A00 PK RB@&dperator HARAH SNEPA NS =??A0BFPK'A@® EB
=LLHE?=>HA &KN EJOP=J?A = QOANes#ifr HARAH SNEPA =J@ SNEPA NS =??A00 PK =J DPIH "HA ?=J
IK@ EBU EP QOBA@H P &EHAERREN EXNG>AJ?D

\ &KH@ANEBNEPKNEASMENperator HARAAND N =??A00BBFHJ@ PK ?KLU ?DEH@ 'HAO =J@
operator HARAH SNEPA NS =??A0GRPKIANS KN @AHAPARIKEOREH@ "HAO

I BAS REASO KB "HA®IREMdmMin HARAHNEPA NB2ZANIEOOEKJO PK =??A00 OQRB.=R EEHA 9a@KBKN =
=R "HA 4DAN =M =HOKOROA OLA?E=H ?=0OA "HA LANIEOOEKJO

\ 4DA OUOPAI =QPKIEPHUAOPNE?PO =JU OUOPAI IK@QH/Aop¢rdddPK HARAWND N =??A00
\ )B =QOAN EO JKP = OQLAFDBQANDPAI @AJEAD-2RAOO KQPOE®@A KBERJ O DKIA BN?PKNU

\" 50ANO JAA@min HARAH 2A=@ RS2?A00 PK OAA = 3QLANREOEKKJI@xBvisioningNiagara
BKH@AN SNEPPAJ BK 3QIEANREOKNKEENEKJIEJIC IA?D=JEOI

\ )B UKQ D=RA = @ARAHKRPANIA UKQN OUOPAI EJ?HQ@ARKJ=HIR@PACKNHAEH
~K@QHASAR&EHAOANIEOOEKJ 4DEO ?=PACKNU TNASFEDOEKJI PK =??AGOCHOPAI IK@QHAO

(EOPKNU LANIEOOEKJO

(EOPKNEA®IQEND=P PAoperator LANIEOOEKJ HARAH >A OAperdi@r HARAKAN® N LANIEOOEKJ CN=JPA@
>U PA KHA PK =??A0@=RFEH=>HA REASO

(EOPKNU REASO EJ?HQ@A (EOPKNWHAEKIPA#KIA =J@ (EOPK&tHA 4DEO EJ?HQRACERU PRINIA =
DEOPKNU

#KILKJAJP LANIEOOEKJIKEIY: HAODKKIE

4K >ACEJ RQ>HAODKKE ?KILKJAJP LANIEOOEKJO CK >=?G ABRBA$ UKQN KNECEJ=H @AOECJ =J@ @KQ>HA ?DA?!
=H ?KJ'CQNERJ LKLANPAO

| can successfully log in to a station, but | get the message, OUser <username> does not have access to
the station. Check permissions.O

4DA QOAN J=IA UKQ QOA@ PK HKO EDSEP-RQRIE? QOAN J=IA >QPRVER JKHHA D=0 >AAJ =OOK?E=PB@ SEP
FDA QOAN KDAR_ANIEOOEKJO ?KIP=EJA@& KBIR ?KJ CONERI @K JKPHSE BA QOAN PK =??ABCOPERJ ,KC

-=N?D



IQPDKNEMVER] [=J=CAIAJP .E=C=N= 3PHKJ 3A?QNEPU 'QE@A
EJ SHP= QOADPP D=0 LANIEOOEKJ PK =T?PAOBERJ =J@ QL@=PARPKJI CQNEKJ ! KHA JAA@O LANIEOOEKJO
KJ =P HA=OP KJA ?KILKJAJP BKN = QOAN PK >A =>HA PBA-QRERO P

| set up categories and r oles, but my users can still access some components they should not be able to
access and cannot access others that they should be able to access.

#KJI'NI P D=P UKQ ?KJ CA® PA ?KILKJAJP LANIEOOEKJ HARAA?RWMIBKN A=?D ?KILKJAJP

/LAJ P DA#=PACKNU KR$OANI@ NREASDA ?=PACKNEBS® @OAN D=0 LANIEOOEKJ PK =ANKBD-# DAN =M
JK QJATLA?PA@ ?KILKIJAIPO BAP=PACKNEAO

My users cannot change their own passwor ds.

9KQ JAA@ PK =OOEGHANPK A=7?D QMPREN=JPO SNEPA =??A00 DNgP#&ivird OHKP KDR50AN3ANRE?A



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A #KILKJAJPO REASO =J@ SEJ@KSO

Chapter 6. Components, views and
windows

4DA QOAN EJPANB=?A EJ?HQ@AO ?KILKIJAJPO REASO =J@ SEJERE@ ARDERDQMBKN ?KIQJIE?=RIC SEP
FDA OUOPAI

4DA (AHL PKLE?0 EJ?HQ@A ?KIPAERAAIBERER =>KQP A=?D ?KILKJAIP =J@ REASSAH =O EJBKNEXR
=>KQP EERE@Q=H SEJ@KSO

#KILKJAJPO

#KILKJAIJPO EJ?HQ@A OANRE?AO BKH@RANDIKI@AKP-QEHIZ>HK?GO =OOK?E=PXAISERHA K I=U @N=C
FDAI PK = LNKLANPU KN SENDAAPKBN L=HAPPA
$AO?NEERJO EJ?HQ@ABABHKPKSEJC PKLE?O =LLA=N =0 ?KIPATERZADBHP PKLE?O SDAJ =??A00A@ >U

\ 2ECDPEPGEJC KDR K>FA?P =J@ OAHRBEASO 'QE@A (AHL
\ #HE?GEJBHL 'QE@A /J 4=ICAP

#HEAJP #ANP 1QRB?DAIA ?HAIP#ANP!IQRHEAIP#ANPIQBE?DAIA

4DEO ?KILKJAJP IMRE@AO KJA IBR@ KB RANEBDEFG-RQOAN EOKRNEVA@ PK HKC EJ PEKIOBRRE@A@ >U
FA?IEAIP#ANPIRQE=HAPPARHHEAIP#ANP!QB?DAIA EO =J =QRJIE?=EKJ IA?D=JEOI AMQENEIZPPA QOAN
AJPAN DEO KN DAN L=@GEKSIH-0 = ?ANP=PA

7 EB BEO O?DAIA A=?D QOAN K>FA?P D=DAIERPKN ?KIP=EJEJC ERQAEFP=PA SDE?D |I=P?DARBR)OAN
?ANP ?=PA O LNER=PA GAERPKI@H) A=7D ?ANP-PA IQOP >A =@ @A@RIORNRAN OK?@NROP!J?DKROP
$QNEJIC = HKCEJ =PPADR @OAN ERILRA@ PK QLHK=[APANP?=PA 4DA OANRAN RARERNBAP?ANP?=PA
I=P?DAO BA ?ANP?=PA ORA@I KJ PA 50AN K>FA?P

|@@EJC PEO ?KILKIJAJIP POR OPERJQPDAJE?ZPKJI3?DAIAGK@A =@ @0 = >QPPKDRKECEJSEJ@KIADA
PATP H=>AH RAPQPPKJ EO ?KJ CQN=>HBABgifButton Text LNKLANPU "U @ABR=@A >QPPKJ PATP H=>AH
EO Z3ECJ EJ3B®[ >QP UKQ ODKQH@ ?D=IEFOFPK UKQABAKI® PATP

NOTE: )J IDA AT=ILHA ODKSJOA QOAN K>FA?P EO ?KA@RK QOAABP#ANPIRDE?DAIA =QPAJE?4K] =)@
PK NOAP DEO KN DANSBP=EKJ O?DAIA KJ HKCEJ REFFOARorce Scheme Reset To LNKLANPU

&KN =@HEKJ=H EJBKNEXKB ABAN PK !@IEJ 50AN SKNGaKS E&NPRANP=PA =QRJIE?=FKJ EJOA Z50AN
IQPDAJE?=EKJ[ ?D=LPAN

Figure 7. #ANE ?=PA =QRNE\EHR) LKLANPU

: Station (MySupervisor) @ Config @ Services @ AuthenticationService @ AuthenticationSchemes  © ClientCertAuthScheme /  AXProperty Sheet ~

L

Property Sheet
() My Network [l ClientCertAuthScheme (Client Cert Auth Scheme)

—_ . Login Button Text Log in with 550
Ll SAMLAuthenticationScheme

[l ClientCertauthscheme

[ 550 Configuration

- Palette 7
7 Refresh Save

4K =??A0OMEO KNANPU ATL=3RJ'C 3ANRE?AQQPDAJE?=HKI3ANRE?AQPDAJE?=KJ 3?DAIAG-J@



#KILKJAJPO REASO =J@ SEJ@KSO .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

@KQ>HAEAEHEAIP#ANPIRQB?DAIA

Property Description

,KCEJ "QPPKJATP PATP #KJ'CQMO BA PATBDRP =LLA=NO KJ
DA HKCEJ >QPPKJ

0+) IQPDAJE?=PKJ 37DAIA ?HAJP#ANP!QR+)!IQPDAJE?=PKI3?DAIA

4DEO ?KILKIAIP =@ @0 = JAAJIIE?=EKJI O?DAIA PKOR OPERJ HKSEJMRA QOAN PK HKC EJ QOEJC 0+) >=0A@
PEAJIP ?ARNP=PA =QRJIE?=EKJ

My Host: : Station(pki_auth_demo)  © Config @ Serices  : AuthenticationService  : AuthenticationSchemes  : PKlAuthenticationScheme o/  AXProperty Sheet ~

~ Nav %) Property Sheet
E # O @ My Network (Ml PKIAuthenticationScheme (P K | Authentication Scheme)

—_— [l Login Button Text  |Log in with SSO

Il AXDigestscheme © ca certificates Ca Configuration Folder

[l PKIAUthentication Scheme (M CAConfiguration  Ca Configuration

(@ cacertand crl CaCert And Crl
(W status {ok}

) CN=CACert-TestCriServiet

W CA Certificate

(3 Use CRL Distribution PointinCA @ true
httpa://localhost/driverTest/dynanic/cr.
hstp://localhost/driver ./dyni 1
hteps://localhost: %090/driverTest/dynam
heep://localhost: 3050/driverTest/dynami:

[ crl Distribution Point Urls

(M Crl Descriptor Base Crl Descriptor
© Alarm Source Info Alarm Source Info
s (@l Username Extractor Type Selection | clientCertAuth UsernameExtractorCNFromSubjectON D -
= Palette (Ta) . P %
O validation Rules Validation Rules

W X 5 @ dientCertauth

[J Clientcenauthscheme
[l PiAuthenticationScheme
[ caconfiguration

© validationRules.

\ #KILKIJAIP HK?=BKJ?EAIJP#ANP!QP=HAPPA

\ 4K =??A0MROA ILANPAO ATL=HEKJI'C 3ANRE?ACQPDAJE?=IEKJ 3ANRE?AQPDAJIE?=EKJ 3?DAIAO
BKH@AN

Property Value Description

,KCEJ "QPPKJIATP PATP

$EOLH=UDAPATRP SHH-A
@OLH=UA@ BB PKSOAN HKCEJ
BKNI )P EGQNKIIAJ@A@ =P UK(
?M=PA = PATBFHP @AO?NE>AO PK
DA QOAN SD=P PULA KB HKE€EJ|SEH
>A QOA@ BKN AT=ILHA ,KCEJ
SED ##

#! #ANPE ?=PAO BKH@AN E8K@=-H KNANPAO
! BKH@AN ?KJP=EJEJC #!
?KJI CON=KIO %=?D #!
?KJI CQON=KJI @AO?NE>AO SDE?D #!
EO QOA@ BKNGERKD PK SDE?D
NQHADAP?HAJIP ?ARP=PAO IQOP




.E=C=N= 3P&KJ 3A?QNEPU 'QE@A #KILKJAJPO REASO =J@ SEJ@KSO

Property Description

?KJIBKNI =J@ DKS PK "J@R
QOANJ=IA EDA ?HAJP ?ARP=PA

#! #KIBECQNHKJI HAIP#ANP!QRI#KIBECQNEKJ

4DEO ?KILKIJAIP @AO?NE>AQO SDE?D #! ODKQH@ D=RA CERIAGNRP=PAO PK SDE?D NQNABRIP
?ANP ?=PA IQOP ?KJBKNI BKN AT=ILANMQEID ATPAJOEKJ KN GAU OEVA =)@ DKDRQIANI=IA EDR
?EAIP ?ARP=PA

: Station (pki_auth_demo) @ Config @ Services @ AuthenticationService @ Authentication Schemes @ PKlAuthenticationScheme 7/ AXProperty Sheet ~
* Nav £l Property Sheet
EHC &) iy Network (i PKIAuthenticationscheme (P K1 Authentication Scheme)
- (@ Login Button Text |Log in with 550
@ securityservice Q ca Certificates Ca Configuration Folder
€D Rolesenvice [l CA Configuration  Ca Configuration
O usersenice [ cacertand crl Ca Cert And Crl
© Authenticationservice [ Username Extractor Type Selection | clientCertAuth UsernameExtractorCNFromSubjectDN o~
£ Authentication Schemes O validation Rules Validation Rules D R e
Jil DigestScheme UsernameExtracto lCNFrom SubjectDN
(Ml AxDigestscheme UsernameExtractorEmailAddressSan
[}l PKIAuthenticationScheme UsernameExtractorEmailUserSan

UsernameExtractorUPNSan

- Palette | Ta |
W (X 3 @ dentcerauth

[l ClientCertAuthScheme

[l PKIAuthenticationScheme

[} caconfiguration

© validationRules
[ ExtendedKeyUsagevalidationRule
[ KeySizevalidationRule
[} KeyAlgorithmValidationRule

_ Crefresh | [T seve

NET Value Description

# #ANP =J@ #2, PATP 3LA?EAODA #! PD=P IQOP D=RA OECI¥@ P
?HAJIP ?ARNRP=PAO =J@ ?=J >A ?KJ B@\PK QOA
#ANE ?=PA 2ARKER] ,EOPO #2, PKI$
MRKGA@ ?ENP-PAO PK >AA?PA@ KJ HKCEJ DAA

B0, ) ) ?KILKIAIP
50ANJ=IA % TPN=?PKNA! @KL @KSJ IAJQ $APANIEJAO DKS PK "J@AQOANJI=IA EDR
3AHAEKJ 2IEAJP 2ARNP=PA 4DA BHESEIC KERJO AN

=R=EH=>HA

\  UsermnameExtractorCNFromDirectoryNameSan
,KKGO BKIWDR QOANJ=IA EDR
#KIIKJ .=IA #. KB =$EN A?PKNU
=IA $. 3Q>FA?P ERA IPANJHRA
=1A 3L

\' UsernameExtractorCNFromSubjectDN ,KKGO
BKNIA QOANJ=IA EDR #KIIKJ
=IA #. KBP DA 7HAJP ?ARIP=PA O
3Q>FA?P $.




#KILKJAJPO REASO =J@ SEJ@KSO

Name Value

6=E@ERJI 2QHAO

@KL @KSJ IAJQ

.E=C=N= 3PHKJ 3A?QNEPU 'QE@A

Description

\  UsernameExtractorEmailAddressSan ,KKGO
BKNDA QOANJ=IA EJ =J Al=EH BKNI=P
3Q>FA?P RANJHRA .=IA ATPAJOEKJ
4DA AJEN Al=EH =@&D0D
J=IA @KI=EJ ?KI SEH H >A QOA@

\  UsernameExtractorEmailUserSan ,KKGO
BKNDA QOANJ=IA EJ =J Al=EH BKNI=P
3Q>FA?P RANJHRA .=IA ATPAJOEKJ
/JHU DA QOANJ=IA LKERJ KBOA
Al=EH =@ &DD SEHA QOA@ BKN
AT=ILHA EBDA Al=EH =@%@XD EO
J=IA @KI=EJ ?KI J=IA SEH H>A
QOA@ =DAQOANJI=IA

\  UsermameExtractorUPNSan  ,KKGO BKWDR
QOANJ=IA EJ =50. BKNI=P 3Q>FA?P
IHPANJHRA J=IA

#KJIP=EJO RE®ERJ NQHAGP @APANIEJA K
SD=P NQHA&® PHAJP ?ARIP=PA IQOP
?KJBKNI "U @ABIQIDA lHE@ERJ 2QHAO
BKH@ AKI PNDA?EAIP#ANPIDRE=HAPPA
?KJIP=EJO =}tended Key Usage validation

Rue SDE?D UKQ ?=4IKRA KN NLH=?A >U
=@ E@&JIC KPANO 4DA BKBEJC R=®ER]
NQHAGMDRLLKNPA@

Extended Key Usage Validation Rule )B
?KI'CQMR@ BA ?HAJP ?ARIP=PA IQOP
?KIP=EIDJA OLA?E'A@ %TPAJ@A@ +AU 5
ATPAJOEKJO 3I=NR®=N@ 4,3 7A> #HEAJIP
=M ?KIIKJ KLP EKJO =J@ANR=EH=>HA =(
"KKHA=J LKLANEBAO >QP ?QOPKI ATPAJO
N$0 2= =HOK >A =@ @A@ FEMHIA )$O =]
>A OLA?E’A@ OAL=N=PA@ >U OAIE ?KHK

Key Size Validation Rule )B ?KJ'CQA@ BA
GAU OEVA RB PHAJP ?ARIP=PA IQOP >A =H
HA=0OP =0 >EC =0 |EJEIQI CARP KN
AT=?RAU AT=?P OARBE B=J DA OLA?E AQ
GAU OEVA

Key Algorithm Validation Rule )B ?KJ"COQA@
FDA GAU =HCKINEFOP >A KJA KB BA
=HCKNHE® OLA?E"A@ HIROAIE?KHKJ
OAL=N=PAFDH

PK

D=CA

EKJ

#=#ANP 1J@ #NH @NERAANP!I@#NH

4DEO ?KILKJAJP EO KBAJ OHKP KIAPH! #KJ CQN=FEKJ )P HAPO UKQ ?KAE@N=-J@ SDAMAN KN JKP
#ANE ?=PA 2ARKER] ,EOPO #2,0 SEA QOA@EAIP ?ARNRP=PAO IQOP >A OECJA@ >U =P HA=0OP KJA@KJ CQN
#! )B #2,0 =NA QOA@ =JU ?BNRPA EDR #2, SEH >AAFA?PA@ =J@AROAN BEIKP >A =>HA PK HKC EJ KN

?KJJA?P PKOA OPERJ SDEHA QOE3® PANP=PA

-=N?D



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A

QGI}IOB&Q' o

ﬂ._ e

o

]

B Fraborheenaangs lohess
W

= = O &

B Chertlerub etk b

9KQ @K JKPEAPIMU =@@CertAndCrl

Property

3P=PQO

# #ANPE ?=PA

50A #2, SEOPNEERP OKEJP EJ #!

OwZ 1

On
Om

#KILKJAJPO REASO =J@ SEJ@KSO

PK BA 0+) IQFDAJE?=EKJ 3?7DAIA )JOPA=@ UKQ =@@ #! #KJ" CEXXKP
SDE?D D=RA = #! #ANP =J@ #2KBMJ OHKR-#ANP!J@#NBQJEKIODA O=IA S=U =C=?JAP )OOQAN#ANP!J@#NH

Value

M=@ KJHOK, fault, alarm,
unacked

"HA ?DKKOA

true KNfalse

Description

$AO?NE>ADAP?QMNIP OP=PQO KH
FDA #! #ANP =J@ #2,

3AHA?PO = #! ?ANP=PA SDE?D ODK(
>A DA #! PD=P D=0 OECJA@ KNCHEK
DA ?BHAJP ?ARIP=PAO

NOTE: 4DA #! @KAO JKP JAA@ PK
D=RA EN?PU OECJIATA PANP?=PA
)P ?=J >A = KKP KN EJPANE@A #!
NOTE: /JHU A LQ>ER ?AEP?=PA
KB BA #! EO JAA@A@ 4DA LNER=PA

GAU ODKQH@ JKP >A EJ?HQ@A@ H
OAHA?PA@ "HA

)Brue FDA #! 2ANIE ?=PA SHEHA
L=NOA@ PK “J@ = #2, SEOPEE3Q
OKEJP ATPAJOEKJ )B =sABKRJ@
FDAEN R=HQAQ®:SEBOA@ BA P
#2, SEOPNESEXY OKEJP 52,0
LNKLANPU SDE?DFSEAIN=@ KIHU

)Bralse FDA #2, SEOPNEERD
OKEJP 52, LKLANPU $E+HA
A@P=>HA

PH@

JP




#KILKJAJPO REASO =J@ SEJ@KSO .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

Property Value Description

#2, SEOPNEE}J OKEJP 52,0 PATP $EOLH=UCESOH KB 52,0 SI»N
#2, 1=U >A BKQJ@ %=7D 52,
ODKQH@ >A KJ EPOKI2J HBse
CRL Distribution Point in CA EO OAP
PKirue EP EA&I® KJHU =J@ EO OAP
PK PA R=HQAO BKQJ@AE4 PB
A #! @KAO JKP D=RA =JU #2,
$EOPNEEBRIWPOKEJIP ATPAJOEKJ HP
I=U >A >H=JG )Bse CRL

Distribution Point in CA EO OAP PK
fase UKQ ?=J 1=JQ=HU AJPADIA>
52,0

NOTE: )B PEO KNANPU EO JKP
>H=JG #2,0 AN=00QIA@ PK >A
?2KJ'CQR@ =J@NIQBI® )EFEO

LNKLANPU EO JKP >H=JG =)@ = #2,
2=JJKP >A =?MQEN BKN AT=ILHA
@QA PK H=?G KB ?KEREPU KN =
>=@ 52, PDA *APPU 3ANRAN SEH
JKP OP=NP 1J ANNAOO=CA SEH
>A HKCCA@ BRFOPERJ KQPLQP

#2, SAO?NELPKN PATP (=J@HAO BAP?DERICH2, BXI P DA
OLA?E A@RL Distribution Point
URLs 9KQ ?=J ?KJ'CQAIDA EIA
PNECCAN =0 JAA@A@ 4DA@OERIQH
BAP?D = JAS #2, @=EHU

IH=NI 3KQNA )JBK =@ EPKJ=H KNANPAO
'‘AJAN=PAO =J =H=NI EB = #2,
?=JJKP >A BAP?DA@ 4DA =H=NI [EO
?M=PA@ >=0OA@ RAEIBKNIEKJ
EJ BEO KNANPU

3A?QNEPU3ANRE?A JOO 3A?QNEPUSANRE?A

4DEO ?KILKJAJP IKJEPKNO FAREPAO =J@ CAJAN=PAO =H=NDRBKIRSP A=>KQP PK ATAER DAN OFEHJ
OANRE?AMSHES CQN=>HA OA?QNEEICTARRNP POR3A?QNEPU3ANRBAXKILKIAIP EO =R=EH=>HME0PD
L=HAPPA

NOTE: -=JQ=HHU EJGB3€ PA JOO IK@QHAO JOO NP QTAGSED = OPER] AOP=NP IANSEOA SDAJ UKQ
2E?G KIDA =@ @/SA?QNEPU3ANRERKIAIP = KP &KQJ@ ANMKN IAOO=CAEBDLH=UG KNG>AJ?DJ 2=0A0
SDAM UKQADP=NPAOPERJ =BPAN EJBREBA IK@QHAO UKQ @K JKPIFGAAMHOK QJEJOEIS PA JOO
IK@QHAO ?=QOA0 =J =ABRMP KRPPER]

4DA3A?QNEPU $=OD@EDIA @ABFQREAS BKDABA?QNEPU 3ANRE?A &KN ?KILHAPA @BREEAGKE M PK
ZJOO 3A?QNEPU$=OMREAS EJ DA ZOHQCEJO[ GAIRKBIFEO CQE@A

-=N?D



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A

Figure 8. 3A?QNEPU3ANRERANEAO

My Host ' honeywellcom (Bacnet)  © Station (Bacnet)  © Confiz @ Services | SecurityService /"  AxPropertySheet -

- Nav Property Sheet
E # O () My Neture W securityService (Security Service)
L E [ Status {ok}
A alarm (W Fault Cause
© config [l Enabled O
@ services Q Certificates Certificate Folder

o AlarmService
@ BackupService
0 CategoryService
@ JobService

W securityService
m RoleService

O UserService

(@ Save Dashboard Data To Bog @ false
Ii Station Link Config Display remote station dashboard (directly connected and reachable stations)

(M Include Reachable Stations On System Dashboard @ true

- Palette
X A (En

W securityService O Refresh D Save

\ #KILKIJAJIP HK?=EKJJOQ =HAPPA

\ 4K =??A0MROA LLANPAO ATL=HHBJIC 3ANRE?AECDFEZBA?QNEPU3ANREDAEPGEASO
ONKLANPU 3DAAP

)J =@EPKJ PKIRA OP=J@@NKLANPAO 3P=PQO R#SEOA =J@ %J=>HATR\ B¥HSEJIC ?KJ CQEB
LNKLANPAO ANLNMOAJP

NETE] Value Description

3=RA $=0OD>K@$=P= PK "KC

3P=BKJ ,EJG #KJ'C

N?D

#ANE ?=PAO =@ EPKJ=H KNANPAO

PNQA B=HOA @%B=QH

@KL @KSJ IAJQ

#KIP=EJORA ?ANP?=PAO EJ QORI
OP#HKJ &KN A=?D ?BENRPAHDPAQAP
BKHKSEJAAN@ KJHU @=P= EO ODKS]

)J = OQLANREOKN BANKEHEIR]
HE?AJOA@ BBAN BUOPAI OA?QNEPU
@=0OD>K@N EB OARrizK FDA
@=0OD>K@\EJBKNIERJ EO ORENEJ
FDA OPERJ hog "HA 4DEO I=GADAF
EJBKNIEKJ =R=EH=>HA EIEX@AHU K|
OP-HXJ NOP=NP EJOPA=@ KB D=RE
BAP?D ERIBNDA NIKPA OP-HKJO )B
OAP PK B=HDA @ABFQHPA @=P= $E
JKP >A O=RA@ BXABog "HA /J
OP-HXJ NOP=NBAOUOPAI
@=0D>K@N@=P= SEMP >A =R=EH=>
QJIEH = @=0OD&NBAOD EO PNEU@A
RE=[PA =?BKJ KJ BA OANRE?A

$APANIEJACA BIGO KDA
3UOPAI 3A?QNEPU $=0O0@K=N

Display remote station dashboard
(directly connected stations only)

#KILKJAJPO REASO =J@ SEJ@KSO

N




#KILKJAJPO REASO =J@ SEJ@KSO

Name

)I?HQ@A 2A=?D=>HASIP/J
3UOPAI $=0D>K@)\

Value

true KNfalse

@AB=PH

.E=C=N= 3PHKJ 3A?QNEPU 'QE@A

Description

@AB=RHJ P DA 3UOPAI 3A?QNEPU

$=0OD>K=® PA BJG J=REC=PAO
UKQ PKOR RIKPA OPKIY
3A?QNEPU $=OD@XBKNEEPPIU
?2KIJA?PA@ OPKBO >QP BKN
M=?D=>HA OPKBPO ERIBO UKQ PH
FDA 3A?QNEPU $=0D@K=N
%TPAJOEKJ KIPE=C=N-OPKJ
KJ FDA3QLANREOKN

Display local view of the remote

station dashboard &KN HHOPERIO
FDA BIG J=REC=PAO UKDRA&K P
3A?QNEPU $=ODEXATPAJOEKJ |
FDA.E=C=N-OP-HKJ KJ BA
3QLANREOKN

Display remote station dashboard

(directly connected and reachable

stations) &KN HHOPERIO KJIDA
3UOPAI 3A?QNEPU $=0O0K3A
HEJG J=REC=PAO UKDRAKIRPA
OP=HKJIY 3A?QNEPU $=0D&@K=N

J

%J=>HAOR IQHE EAN OUOPAI OA?QNEPU

@=0D>K@N'BPAN AJ=SJC BA JATP
FEIA UKQ REABR 3A?QNEPU
$=OD>K=@ PA W=?D=>HA OPKBO
=M =QPKI=E?+HU =@ @A@

?PEKJO

2ABROD 3UOPAI $=0D>@8=P=4DEO =FRJ BAP?DAIABA?QNEPU $=0D@Ka@NP3+BNHH AIKPA OP-HXJO KN
=H OPERJO I=P?DEJOR LKRE@A@ AN

Related concepts

3A?QNEPU $=OD#XKRANREAS

#ANEBE?=PA &KH@AN JEBEZNALKH@AN
4DEO ?KILKJAJP OANRAO =0 = ?KIP=EJANBKNPAENP



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A #KILKJAJPO REASO =J@ SEJ@KSO

Figure 9. #ANE ?=PA &KH@AN

I SecurityService . Certificates / AX Property Sheet ~

Property Sheet

() My Netwark Q) certificates (Certificate Folder)

- - - @ tridium  Certificate Info
@ Jobservice

W securityService
m RoleService
ﬂ LlzerServire

- Palette

4DEO BKH@AN ?KJP=EJO JK QHEM@E@AONKB EPO KSJ

#ANEBE?=PA )JBK JOCEBHEPRPA)JBK
4DEO ?KILKJAIP IMRE@AO EJBKBHIR->KQP OLA?E™? EANIPAO

4DA 3A?QNEPU3ANRE?A =RPHERKLQH=PBA ANP ?=PAO BKH@AN-SENE ?=PA)JBK ?KILKIJAJP BKN =JU
ATE@BC OANRAN EANPA EJOPSE KDRA LH=PBKND#P EO QOA@ >U KIBABANRE?AO A G>BANRE?A
&KT3ANRE?AKQ =@ @PEO ?KILKIJAIP EN° DA3A?QNEPU3ANRE?A%HAKMIBANEAJD A =HAPPA

Figure 10. #ANE ?=PA )JBK KNANPAO

@i tridium (Certificate Info)
[l Alias tridium
) Expiry 210.0 {ok}
0 Used In  Folder

[ webService slot:/Services/WebService - P
[ Foxservice slot:/Services/FoxService S
NET Value Description
?ANP ?=PA J=IA PATP $EOLH=UDAP?ANEP?=PA J=IA 'HE=O
%TLENU JQI>AN $SEOLH=UDARIQI>AN KB @=UO EHRP
OEJ?ADA ?ANP?=PA ATLENU @=PA 3J@
DA ?ANP?=PA OP=PQO
50A@ )J J=l@ =J@ /2$ OHKP L=P $EOLH=UDARI=IA =J@ /2$ OHKP
L= KB PA 3ANRE?A QOBAC P
?ANFP ?=PA A C A>3ANRE?A
&KT3ANRE?A

-=N?D



#KILKJAJPO REASO =J@ SEJ@KSO .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

#ANEBE?=PA % TLENU OKEJP JXERBEZARKRXTLENUOKEJP
4DEO ?KILKJAJP ?KJ'CAIW = JQIANE? ?ANP-PA ATLESKPLKEJP

Figure 11. #ANE ?=PA %TLENU OKEIPANIPAO

! Certificates ! tridium : Expiry / AX Property Sheet -

Property Sheet
® My Network @ expiry (qpytificate Expiry Point)

- - F. Facets units=null precision=1,min=-inf, max=+inf >>
@ JobService
' SecurityService
O Certificates
[ tridium
m RoleService
-

Q Proxy Ext null

= Qut 284.0 {ok}

[l Fault Cause

& ExpiryAlarmExt  Alarm Source Ext

- Palette

\  #KILKJAJP HK?=EKJJOQ =HAPPA

\ 4K =??2A0MROA LANPAO ATL=H#KJIC 3ANRE?AGA?QNEPU3ANREANE ?=PAO#ANE ?=PA)JBK
=J@ HEPGOTLENU

Property Value Description

&=?APO #KJ'C &=?APO $A JAO DA QJEP KB IA=@@KN =
JQIANE? R=HQA

unis @A JAOPA QJEP KB IA=@QQN
BKN AT=ILHAKN acceleration PK

volumetric flow

precision @A JAOPA JQI>AN KB
@A?EI=H LH=?A0

ONKTU %TP =@ E@PKJ=H KNANPU ONKRE@AO =??A00RKEH ?KIRK
LKEJP

QP M=@ KJHU 2ALKNP®R ?QMNP R=HQA KB\P
LKEJP

&=QPI#=QO0A M=@ KJHU ONKRE@AO = >NEAB ATEKS§HEA

B=@H?=QOA EB\RKEJP EO EJB=QH

%TLENU!H=NI%TP =@EPKJ=H KNANPAO #KJ'CQMO =J =H=NI| OKZaN
ATPAJOEKJ BRN PKEJP

4DA PKLE? Z=H=NI
IH=NI3KQNA%T[ EJPA ' (-
1$  @K?QIAJPCOAOA
LNKLANBAO

-=N?D



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A

#KILKJAJPO REASO =J@ SEJ@KSO

3A?QNEPU $=OD&K$NRE?A %TP JOO 3A?QNEPUSETHAREDM% TP

4DEO ?KILKJAJIP HKSO UKQ PK ?KJ G@A2APNUNECCAN@ PA$=P=)ILKNPANJ@ EO =@ @A@RK P
.E=C=N=3PERXEJ BPA.E=C=N=.APSKNGDAJ DA OPERJ D=0 = 3A?QNEPU 3ARNREZORIKP EJB=0QH

4DA @ABFIREAS HIARBA?QNEPU $=OD@KREASDE?D ODKSDAPOEJCHA BR3@=0D>IGREAS BHKMP
.E=C=N=3PERXN N=?D=>HA OPKP 4DA OUOPAI OA?QNEPU @@OREKSKEO JKP =R=EH=>HA

- Nav 4| Property Sheet
EfH O (D) My Network W Security Dashboard Ext (Security Dashboard Device Ext)

- Gl Retry Trigger 15 minutes {Sun Mon Tue Wed Thu Fri Sa...

& station (demo_dash_sup) Interval 000R 15m 0032 [1ms-=inf]
A Asm [ Trigger Mode  |Interval TimeOfDay [ StartTime |l M EDT |EndTime 11:59:59 PM EDT
© config Days Of Week [#] Sun [# Mon [ Tue [ wed [# Thu [#] Fri [#] sat

@ services M Last Trigger ~ |04-May-2023 10:16 AM EDT
f} Drivers '. Next Trigger 20
@ NiagaraNetwork W Data Importer  Security Dashboard Data Import
_ D demo_dash 1 (@ sStatus {down}
© Alarm Source Info ( state dle
© client connection [ Enabled
@ roints Gl Execution Time  2:00 AM {Sun Mon Tue Wed Thu Fri Sat}
O Histories (@ Last Attempt 0
© alerms [l Last Success
0 Schedules '. Last Failure
© users
@ sysDef
O virtual (M Fault Cause
O Files
| Security Dashboard Ext
© 4pps
& Files
[=) Hierarchy

4DA ?KILKIJAJP EO =@ @A@ @UJHBRPR.E=C=N=3PERJ

Property Value

2APNUNECCAN =@ E@PKJ=H KNANPAO OAKJIPKH
4EIAANECCAXILKJIAJIP EJ'APPEJC
3P=NPA@ BHP-C=N=

$=P=)ILKNPAN =@ EPKJ=H KNANPAO OAQO0
3A?QNEPU$=OD@&S$-NP=)ILKNP

Description

2A=PPAILPO PK CAPAFOA?QNEPU
@=0D>K@NEJBKNIERJ BN P DA
MIKPA OP#HKJ EJJA ARAJFRP PA
MCQH=NHU O?DA@QHA@ =PPAILP

#KJIP=EJO = PNECCANGR¥H¥NHU CAR
@=0D>K@N@=P=BR DA RIKPA
OP=KJ )P D=0 OP=G@ENLANPAO PK|
HAP UKQ GJKSIEBELKNP D=0
0Q??AA@A@

B=EHA@

?PEKJO

Retry -=JQ=HHUA:PPAILPO PK CAP OA?QNEPU @B @B=H=R0 ?KJ B@N

3A?QNEPU $=ODx$NP=)ILKNP JOO 3A?QNEPU$=UD$KRPNILKNP
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Figure 12. 3A?QNEPU $=0D@&K$NP=)ILKNP LNLANPAO
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=PPNE>QPAO 4DAOA I=U ?KJIP=EJ EEIBK&HRPR QOAN@ ?=J >A QOA@ BAFOPERJ PK >QEB® @OAN
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Figure 14. /LAJEJC PDA 3!-, IPPNE>QPA -=LLAN
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$10 SKNGO

\ &KNE=C=N=
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Figure 15. 3!-, I1QP DAJE?=EKJ 3?DAIA LIKLANBAO
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,KCEJ "QPPKJATP

)@0 (KOP 52,
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)@0 (KOP ,KCEJ 0BP
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DA 33/ HKCEJ >QPPHKI-P =LLA=NO
KJ FDA,KCEJSEJ@KSADEO >QPPKJ
=HS=UCH@LH=UMBB?RMOLKI@&IC
O?DAIA EO BEDR=QPAJE?=EKJ
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Y@AJPPU BRE@ADEP UKQ IQOP
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AJ?NULP IAOO=CAO OAJPRK@O0
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Property Value Description
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Related concepts
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3EJCHA 3ECJ/J
Related tasks

#KJI'CQNEJCOA 3!-, IQP  DAJE?=FKJ 3?DAIA
KCCEJC EJ SBB!-, 33/

#QOPKIEVEJC 3!-, =PPNE>QPA I=LLEJC

3!-, #K4 ON  KPKPULAO O=IH 3!-,#K40MPKPULAO-ET)J
4DEO ?KILKJAJP OANRAO =0 = BKH@KRRKBKNLAN

Figure 16. 3!-, #K4 ON KPKPULAOHKIMNPU
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Figure 17. 3!-,)@0 3ANRE?A LKLANBAO
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NETE Value Description
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INET Value Description

DA RHEHEPU LANEK@KBR,
MMQAORKBR DA OQ>KiJ=PA OE+B
ADEOHKSODA 3!-, IAOO=CA PK >A
=??ALPA@ SDADR 3QLANREOKN =)@
OQ>KBEJ=PA OE¥BO ?=JJKP
OUJ?INEVAAENERA R=HQAO 50A
LKOERA R=HQAO

ILLHU 4EIA 3GAS K 2A0LKJOA tue =J@false @AB=RH ILLHEAQrue =J@ ECJRA®false FDA
OLA?E A@me Skew OARRIC PKOA
MOLKJOA &KN ?=0A0 BBARIA
@EBANI?A ATEOPO >APSAMW P
3QLANREOKN =J@KPd OP#KJ BEO
=LLHEACDRA EIA OGAS PKDA
MOLKJOA O

#ERHA KBENQOP ®IRKN O=IH 2EHN/BMNQOP

,K?=PA@ EDR3!-,)@03ANRE?AFDEO ?KILKJAJP OLA?E"AO HAMKJ KB QOANERP?=J HKC EJ PK H2KHEKJ KB
OP#HKJO )P EO QOABQH BKN I1=J=CEJC = OAHATEKOAPR-E@BRXPANO HKCCEJC BEBK BEERIO

9KQ ?KI'CQNEO ?KILKIAIPYLKLANPAO QOEDAFERHA /B NQOP BRKNDAM UKQ ?=J J=IA DA ?ENA
LNKRE@A = @AOEKELAP?

%=?D ?ENA IQOP D=RA = 3QLANREBERNPO DA @AHEPU BRE@AN )@0 4DA)@0 I=J=CAO KJHURJA ?EN
/JHU = .E=C=N-OP#XJ |I=U OANRA =0 =J )@0

(=N@S=N OQLLKNP @ALAJ@ DKINHA=0A RANOEKIH®B BPA=-RQN
4DEO ?KILKJAJP EO BKQIJ@AIHAHL=HAPPA

Figure 18. #ERHA KB\MQOP &N KNANPAO

My Host; VAS1LTIKHBSDS global.ds.honeywell.com (MySupervisor) isor)  : Confi © Services | SAMUdPService  © CircleOfTrustFolder  : CircleOfTrust #  Cirdle Of Trust Editor -~

- Nav Display Name N Value Commands
O ) My Netwerk (@i Description
TemplateService: (g Http Redirect Endpoint https://supervisor.domain.com:443/saml/idp/a
@ websenvice -
M Enabled true @

@ Batchlobservice

Stations Users Auth Schemes Prototypes

filter list
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+ Palette

\ #KILKIJAIP HK?=BKJO=IHL=HAPPA

\ 4K =??A0MROA ILANPAO ATL=HEKJI'C 3ANRE?AQ!-,)@03ANRE?A #ERHA /B AQOP &KHEAN
@KQ>HAEAEERHA/BAIQOP

)J =@ E@BKJ PKDA OP=J@2NKLANPU %J=>HATGA LANPAO ?KJ 'CANDEO ?KILKIJAIP
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Property

$AO?NHEER]

(PPL 2A@N?P %J@LKEJP

Value

OPNEJC

M=@ KJHU

#KILKJAJPO REASO =J@ SEJ@KSO

Description

ONKRE@AO = J=IA BIE® 7EM KB
PNQOP

3DKSO PA 52, BKNPEO 7EM KB PNQOP

4DEO R=HQA =GiSAHA )@0
(KOP 52, @0 (KOP OKNP

?KJ CQMO BAIdP LognPath  EJ
FDA WIKPA OPHKJXY 3!-,
=QPAJE?=PKJ O?DAIA ULE?+H)
?KRAN@ >UPA ?KJ COAN.E=C=N=
)@0 =J@!-,!QP DAJE?=EKJI3?DAIAD
LNKREOEKJEJC FK> >QP BEKIOR
JKP EJIPA.E=C=N=.APSKNEDA UKQ
IQOP =@ @R O?DAIA I=JQ=HU

#ERHAO
4ADEO A®KN =LEAD PK BKQKILI KB OBKBO

\

3P=EKJO OAHATHOOPERJ O PK EJ?HQ@EE)HEM KB PNQR® N JKP HEPA@ PK BR3P EDR

.E=C=N=.APSKNG

50ANO OAHA?PO QAN KQBEOAN3ANRFPKAEJ?HQ@ADETPZEM KB PNQOP 4DA OAHA?PA@ QOANO I=U HKC EJ
PK BA OPERJO EDR ?ENA

IQPD 37?DAIAO OLA?E AO SDE?MAQE?=HEKJI O?DAIAO I1=U >A QOA@ SDAJ HKCCEJC EJ 4DEO =??KIIK@=PAO

QOANO SDK I=U JKP UAP ATEOP EJ UKHQNSBRERT=ILHA UKQ IECDP OLADREB@#PL3?DAIA OKD*=P

,$!10 QOANO ?=J HKC EJ

ONKPKPULAO OAHA?PO KJA KIQGBAN KRKPULAO BARBBQLANREOBGBXN3ANRERAP |=U >A QOA@ SDAJ

HKCCEJC EJ BA RIKPA OPHKJ

3P=EKJO >QPPKJO
#HE?GEJOR.AS 3P=PEK>QPPKJ KLAJO = SEJ@KS BKIRITAQP = JAS OFEIR) 4DA@P 3PERI>QPPKJ KLAJO

FDA O=IA SEJ@KS BKN =J AEEOPPER] 4DAAHAPA 3FERI>QPPKINKRAO PA OAHA?P BRIBN P DA ?BNA
KB PNQOP
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Figure 19. #ERHA KB PNQOP .AS BR3PKLANPAO

[l stationName

SubjectDN: Choose a client certificate PEM file.

"W Certificate [Choose File | Nofile chosen
[ Issuer URL https://jace.domain.com:443/saml/
(W Use SAML Encryption true @
oK Cancel
Property Value Description
OPHXJ.=IA PATP OPNEJC Y@AJP AOPA J=IA KB DA OPERJ PK
@@ PBRR ?ENA KB PNQOP
#ANE ?=PA #DKKOA &EHA =J@ #HA=N &EHA >QPPRAIBA?PO =J@ ?HAMNORERJY 3!-,
?ANP ?=PA
)JOOQAN 52, 52, Y@AJE AO
50A 3!-, %J?NULPEKJ tue @AB=RHKNhIse %J=>HA@®ue =J@ @O=>HA®Re
QOA KB 3!-, AJ?NULEBKJ

"QPPKJO BKDIAPOIKPKPULAO 2N

\ I@@KLAJO =)@ @ OKPKPULBEJ@KS SER- OEJCHALNNPU QOA@ PK ERRBERPLKPKPULA
\' %@KLAJO = SEJ@KS BKNERE PA J=IA KB DA LIKPKPULA

\ $AHAPBAIKRAO PA OAHA?PAEPKYULAKBN DA ?EENA KB PNQOP

ONKPKPULA &KH@AN O=IH 3!-,50ARNPULA&KH@AN

4DEO ?KILKJAJP OANRAO =0 = ?KIP=EI2NHRMAKB PNQOP QKPHRPLNLAO BARNIKPA OPHKIY50AN3ANRE?A
=J@50ANMHPKPULAQI@ANDAHERHA/BAIQOP

4DEO ?KILKJAJP D=0 JK QIEMBAANPAO KB EPO KSJ

3P=EKJ SANRE?AKBE@AN &KH@AN O=HK3BARRE?KBE@AN&KH@AN
K?=PA@ QJ@AMPERHA/BAIQOIKILKIJAIP PDEO EO = ?KJP=EJANAB+PKI3ANRERRE@AKILKIAIP
\ #KILKIJAJIP HK?=EKJO=IHL=HAPPA )P D=0 JK QJEMQANBAO KB EPO KSJ

\ 4K =??A0@EO BKHAANJ@#KI'C 3ANRE?AQ!-,)@03ANRE?A #ERHA /B AQOP &KH@AN
#ERHA/BAIQORECDFEZAGANRE?AKIRE @ AN HPGEASO ONKLANPU 3DAAP

3=IH 8IH $A?NULPAN O=IH%J?NBKIP3=IH8IH$A?NULPAN

4DEO ?KILKJAJP OQLLKNPO 3!-, %J?NULPA@!EKRFNEB =J )@AMDEN AJ?NUERJ UKQ ?=J=@@ =
3=IH8IH$A?NULPARK PA3!-,IQP DAJE?=4FKJ3?DAIA=J@ ?KJ CQAEP SEA AJ?NUERJ ?ARP?=PA RN° DA
50AN +AU 3PKN

IBPAN =@x3C PA3=IH8IH$A?NULPARK PA3!-,!IQP DAJE?=HKJI3?DAIA UKQ ?KJ CQNDA @A?NULRSAVIL
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Server Encryption Cert LNKLANPU SEPA =LLKLNE=PA AJ?NEKP?ARP?=PA )J OKIA ?=0A0 UKQ I=U >A
QOEJDR O=IA ?ANP?=PA =@R 3!-, OANRAN OECJEJC EANHPA

Figure 20. 3=IH 8IH $A?NULPAN KNANPU

o SAMLAuthenticationScheme I SAMLYmlDecrypter / AX Property Sheet ~

Property Sheet

() My Netwark [l sAMLXmlDecrypter (Saml Xml Decrypter)
- - (M SAML Server Encryption Cert
m CloudAuthenticationScheme

ri SAMLAuthenticationScheme
& SAMLXm|Decrypter
m ClientCertAuthScheme
[i 550 Configuration

- Palette

\ #KILKIJAIP HK?=EKJ O=IH%J?NUERIL=HAPPA

\ 4K =??A0MEO KNANPU ATL=K®J'C 3ANRE?AQQPDAJE?=EKJ 3ANRE?AQPDAJE?=EKJ 3?DAIAO
3I-,IQP  DAJE?=EKJI3?DAIA=I@ @KQ>HEZE!-,8IHSA?NULPAN

Property Description

3!-, 3BANRAN %J?NULIEKJ #ANP @KL @KSJ BOP 3AHA?POAR?ANP?=PAANVIQEID >U
FDA 3!-, SANRAN BKN AJ?NEKR

3=IH 8IH %J?NULPAN O=IH%J?RKIB=IH8IH%J?NULPAN

4DEO ?KILKJAJP IRRE@AO =J@ 8-, AJ?NULPAN

\  #KILKJAIP HK?=EKJO=IH%J?NUERL=HAPPA )P D=0 JK ?KJ CQN=KHANEAO

\  9KQ ?=J @N=C EPIXP-)@03ANRE?A QJ@MKI'C  3ANRE?AP D=0 JK ?KJ CQN=>HKLANEAO

OHQCEJO REASO

OHQCEJCKRE @A REASO KB ?KILKJAJPO =J@ ?=J >A =??A00A@ EJ I1=JU S=UO &KN AT=ILHERGEKQ>HA ?H
?KILKJAJP EJ PA .=R PRA PK OAA EPO @AREAH) =@ @BKJ UKQ ?=J NECEBRPGIKJ = ?KILKIJAIP =J@ OAHA?P
BKI EPGGEASQAJQ

3AOOEKK&GAJ -=J=CAN EAS OECJEJC3ANRE?A 3AK@EKI4=J=CAN

9KQ ?=J =LLKRA KNA¥A?P PKGAJO QOEBKIT?RJ EERE@Q=H OAOOEKJ PREBNJERAHU UKQ ?=J @BA P
3AOOEKK@&AJ -=J=CANREASSDE?D EDA@AB-RIREAS BHDAFOPKN

Name State Profile comment requestingStation usernar ¥
1fd35913-f002-4412-b248-faTe18fd2693 Approved Aws Please add new device. aws_nodel

caed9610-0636-479a-8f72-30b3f09e12a% Rejected New test component, please sign with corporate QA cert. aws_nodel admin

bbecc9d4b-1cTi-47ee-beab-cb692d56d941 Unapproved Please sign certificate for gw dev x42 aws_nodel admin
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4K =??A00 EP ATLH#K@C 3ANRE?AGECJEJC3ANREZN=JOLKNPBKTH=JOLKNB@ @KQ>HEZHAOOEKJ

4KGAJ 3PKNADA REASEDLH=UO A=?D OAOOEKJ PKBSIFEGR-RJ?HQ@HOIP=PQO B PKGAJ LHQB BA

IAP=@=P= R=HQAO OQ>IEPPA@ BRMRAEBPC ?KILKIJAIJP SDE?D ODKQH@ DAHL UKQ KJ UKQN @A?EKHAJ PK =LLN
KN AFA?FDRA PKGAJ

NOTE: /JHU =@IEJ QOAN@ +RNIEPPA@ PK HRN KNAFA?P PKGAJO 4DAU I=U >=P?CKRANNFA?P KN @AHAPA
OAOOEKJ PKGAJO >U BXHEHELHASO

7DAJ =LLNKREJC = PKGAJ UKQ IQOP OABNSECIEJIC BNHAPK SDE?MECANIQAOP ODKQH@ >A =OOK?E=PA@ 4DA
#32 SEH >A OECJA@ BW P! 2ANE " ?=PA @A JA@ B3P LKTHA

9KQ ?=J =LLKRA = AFA?PA@ PKGAJ =P = H=PANKRERHINPKGAJ D=0 JKP =QPERHU >AAMKRA@
>ABKA

3A?QNEPU $=0ODxEH&NAS JOO 3A?QNEPUS$=0OHKASI

4DA3A?QNEPU $=OD@EODA |I=EJ REAS BKIP3A?QNEPU 3ANRE?A 4DA REB@®AK BKN =@IEJEOPN=PKNO =J@
KMAN =@RNEVA@ QOANO = OJ=LADKOABNEPU ?7KJ GBNHB UKQN BRIP

I HE?AJOA BA=ARHRUIPKHO SDBRN UKQ ?=J OAMBUOPAI EASEJ PA 3A?QNEPU $=OD@X3WOPAI EAS
LNKRE@AO OA?QNEPU @AP=EHO Bl =70 QERKEITA.E=C=N=.APSKN@K AJ=>HADPA3UOPAI EEAS
BA=PANJKQ JAA@R ZOA?QNEPU$=0OBFHEMIOA BARQER MDA ZOUOPAI[ =PPNE>QPA @4 PK EBKQP
FDEO OEBE UKQ OAA KJBIA BPERJ @=0D>I@&BP=EKJ EEASBKNIPA HK?=H @&RIP

4DA 3A?QNEPU $=0OD@KREAS EO =R=EH=BABHEHSEIC HKEKBO

\ 3ANRE?AGA?QNEPU 3ANRE?A

\ SNERANOE=C=N=.APSKNG WOHRER) J=IAX 3A?QNEPU $=ODEX$NRE?A %TP

\ SNERANOE=C=N=APSKNG WEA?IMU ?KJJA?PA@ ERFP=IAX 3UO$AB 2A=?D=>HA 3FEEHRIO
WN-?D=>HA OBKP J=IAX 3A?QNEPU $=ODEKXK$ANRE?A %FP KBE=C=N=

NOTE: 4DA3A?QNEPU $=0D@-JOIEPO OAIREEIBKNERI K IEJEIEVA OA?QNEPU NEOG®. ITOPOAZQN
&KT LKMPK?KH PK I1=J=CA LH=PBKNI ?KJHK3® HOKDR (4403 LNKPK?KH EO AZBKNBKN OALNIQJIE?=PEKJ
KRANDA JAPSKNG 4BA?QNEPU $=OD&XK&RASEO JKP =??A00E>HA KRAN (440
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Figure 21. %T=ILHA 3A?QNEPU $=O03KENS

CAUTION: 4DA3A?QNEPU $=OD@&K&S=U JKP @OLH=U ARANU LKOOE>HA OAEQGIERG@UNPHQH@ JKP >A
?KIOE@¥@ =0 = CQ=N=JPBPPARANMIC EO ?KJ G@OA?ANU )J L=EPQHENEN L=NPU IK@QHAO I=U D=RA
OA?QNEPUEISRER-P @K JKRCEOPAN BK @=0OD>KaN

&KN A=?D Z7@NEJ?HQ@A@EA REAS JQI>AN KB OA?QNHERM+RA@ EPAIO BKN AT=ILHA OA?QREFWIIBRP
&KT3ANRE?A ODKSIRI&KTIANRE?A@=8N IHOPA@ %=?ME?@0OLH=UO = OP=PQO ?KHKARSRECDA\HKSAOP
OP=PQO KB =JU KB EPO EPAIO

\ 'N=U)JBK E?KJ EJ@?=PAO OA?KJ@=NU EJBKNIERN AT=ILHADRKN EO =J EJBK HARAM®P=PAO DKS
I=JU QOANO ANEJ BA OPERJ ¥Q @K JKP JAA@ PK P=GA £RONRNERP )P EO FQABANA@ BKN
?KIOE@ARKP

\' 'NAAJ/+ E?KJ EJ@?=PAOREPAL OA?QNEPU OP=PQO EO CKK@

\' 9AHKS 7=NJEJC E?KJ EJ@?=PAO = S=NJEJC OP=PQA KBA SDE?D IA=J®PP PA OAEBC ODKQH@ >A
AT=IEJA@ =J@ LKOOE>HU ?D=JCA@

\' 2A@ 'HANP E?KJ EJ@?=PAO =J =HANP OP=BRERAP4DA OARE N=EOAO = OA?QNEPU ?KJ?ANJ =J@ ODKQH@
LNK>=>HU >A ?D=JCA@

%=?D ?=® @OLH=UO OARANZA IKBP QCAJP EPAIO )BAN =M IKNA EPAIOIP=J 'P KJ = ?=l@ =KNA>QPPKJ
=P BPA >KPPKI KBOA ?=8 SEH.KL QLPA BGHEDP KB EPAIO BKR BANRERAERHY = ?@ILKRE@AO = DUEXBIH
PK P=P L=MRPQH=N OANRE?A KN PK = ?KILKIJAMP OK® ?=J A=OEHU ?DBICARB CQNHKJ )J ?=0A0 SDAN
FDAN EO JK ?KILKIAJP PIEHE PKDA L=JA LKNRE@AO JK DUEABGIHU @ABRQBIA BHIGO KDA EJERE@Q=®>-NJ
DA 3A?QNEPU $=ODGKREAE G BN?PU PHOR KIKPA OP-HXJ (KSARANUKQ ?=J ?KJ CQNDAI QOEJCIA
Station Link Config LNKLANPU KDR 3A?QNEPU3ANRE?A ?KILKJAIJP &KN @ABARRNEBABRANRE?A JOO

3A?QNEPU3ANRE?A

4DA 3QlI=NU ?=N@ SDE?D EO HK?=PB@& GULAN HABP ?KIRIAN-NEVACIA JQI>AN KB OA?QNEPU OP=PQO
IAOO=CAO BKN£DANRE?AMKRIPPERJ 4DA 3QII=NU ?=8 BA=PIXE@A 3DKSKLREKJO SDE?MHKIS UKQ PK
DE@A KN OD&H IAOO=CAO BKN KJA KMIQN?QNEPU OP=PQO HARAHO &KN AT=IERGIRREGWER PREKJI
QJ@AN ZNJEJC =0 ODKSJ >AHKIS KA 7=NJEJC OP=PQO IAOO=CAO BKN @=RDEID @AKIBREAS
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Figure 22. %T=ILHA 3QII=NU ?=i OAP PK (E@AHNIEIC OP=PQO IAOO=CAO

3ANRE?AQ KNBJC PKOA 3A?QNEPU $=ODE@KENHQ®@A BKHKSEJC

&KT SANRE?A BKN AT=ILHA 4,3 OP=PQO

7 A> 3ANRE?A BKN AT=ILHA 4,3 OP=PQO

IQPDAJE?=EKJ 3ANRE?A BKN AT=ILHA SA=G L@ OHERD
$A>QC 3ANRE?A BKN AT=ILHA &).% HKCO AJ=>HA@

-K@QHA OANIEOOEKJO BKN AT=ILHA 3%6%2% LANEHOQERPO®
-K@QHA 3ECJ=RQNBKN AT=ILHA IK@QHAO QJOECJA@

ONKCN=I />FA?PO BKN AT=ILHA QJOECJKG@N=NK>FA?PO
OH=PBKNI 3ARIEO BKN AT=ILHA 4,3 OP=PQO

&EHA 3UOPAI BKN AT=ILHA QOANENEPR =??A00

50AN 3ANRE?A BKN AT=ILHA OQLAN QOAN OP=PQO

3UOHKC 3&BE0 BKN AT=ILHN=4OLKNPHRK?KH OP=PQO

/P DAN OANRE?AO =J@ ?KILKJAJPO |=U =HQKNRIT PKDA 3A?QNEPU $=0D@K=N

—

@ @EBKJIHU [PA $=0D>K-@ EO ZLHQCC=>HADEKBPEN L=NFAO ?=J =@E@AEN KSJ OA?QNEPU S=NJEJCO BKN
@NERANO

3A?QNEPU $=0ODx&2RBYDOD
)J =@EBKJ PKDA =?PKJ =R=EH=>HADKIFA?QNEPU3ANREM =M OARAN=H S=D€PRIKQ ?=J PNECCAN = @=P=
MBAOD BKREO REAS

\ IPPAILPEJC PKARNEARMRB=0OD>K@ @=P= BKN AT=ILHA >U REABEJSOD>K® SDAJPAN =M JK
@=P==R=EH=>HA UAP LKOOE>HWAAPERADF*=-0O FQAPMNNPA@ PNECGEENOBE N
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\' 1J %TA?QPAEKJI KJ BA.E=C=N=.APSKNG 3P=BKJ 3A?QNEPU$=OD@&SARE?A%TB=P=)ILKNPAN
MBAODAMR @=P= BKINP OFERJ

\ I PEIA PNECCAN RAFE=C=N=.APSKNG 3P=EKJ 3A?QNEPU$=OD&SARE?A%TB=P=)ILKNPARD=P
=HKSO UKQ PK O?DA@BBRGIN4ADA @AB>RE PKBNOD @=EHU

\ 4DA2ABNOD 3UOPAI $=0D>k&8=P=7FEKJ KJ BA 3A?QNEPU3ANRE?A P=GAO =GPINEBC)RIS EHABAOD
=JU OPERJ B=P |I=P?DAMRP 3PNEJC &KN AT=ILBA GPNEJ2E?DIKI@[ SEH I=P?D =JU OFEKJ B=P
OP=NPOZER?DIKI@ KN [SEH I=P?D HHOPERJO

\' /J P DA3UOPAI $=0OD>K@EASFDA ?=& BKN A=?D GRIM=0 2ABNOLE?KJ JATP PKDA Z’AJAN=PA@
T FEIA =CK[ PATP #EPGDA E?KJ PK PNECCARNOD BKRAOPERJ

Related concepts

3A?QNEPU $=OD#XKRANREAS

7 KNG>AJ?BANEBE?=PA -=J=CAIAJP LH=P#NULPK #ANP-=JKKAN4

4DEO REAS =??A0DADKNG>AJ?BAU OPKD KQ QOA EP PX=P\ ECEP=H EANIPAO =J@ #BENRPA 3ECJEJC
2AMQAOPO #320 =J@ PK EILKNP =J@ ATLKNP GAUBD 2=5/ACANC=J &l BNDA7 KNG>AJ?DPKRYD

9KQ QOADEO REAS PK I=J=CA 0+) 0B®HAU )JBN=OPN2R@NOBIDECIA@T@EP=H EANPAO PK OAPQN
2KIIQIE?=PEKJ SEFEJ PA.E=C=N=.APSKNGANE ?=PAO OAR@S ?KJIA?FEKJIO PIOEO DKOP

Figure 23. #ANE ?=PA -=J=CAIAJP REAS

4K =??A0OMEO REAE ?@KKHO #ANE ?=PA -=J=CAIAJP )P @ABFQHPKDRA 50AN +AU 3PKN

4DEO REAS D=0 BKQN P=>0
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\" 50AN +AU 3PKRKIP=EJOR KKP OANRAHAJP =J@ EJPANEARA ?ANP=PAO UKQ2RA

\ 3UOPAI NQOP 3RKINIP=EJOR PNQOPABBPL=NPUEAIP ?ANRP=PADPP ?KIIKJHU OA?@QNJPANJAP
OANRANO

\" 50ANMQOP 3RKIIP=EJDR PNQOPABRIH?ANP=PAO UKQN ?KIL=JB2RA@ PK OANRA =0 EPO KSJ
#ANE ?=PA |QPKNEPU

\ IHHKSA@ (KOPRJP=EJO =LKRA@ NEECJA@ FARFPAO 4DAOA 2NNP ?=PAMPP UKQ KN OKIAKJA AHOA
EJ UKQN ?KIL=JU GJKSO PK >A OA?ANP ?=PAMPP ?=J >A QOA@ PK AJ?NULP @=P= 4DRACAPHIMP
?=JJKP >A QOA@ PKBANE?=PA = OANRAN >A?=QBKBKNANE ?=PA EDR3UOPAI NQOP 3RKNN50AN
ANQOP 3PHN-O OECJATAP

I OAL=N=PA PKLE? @K?QIAJPO A=?D P=>

OH=PBKNI #ARBE?=PA -=J=CAIAJP LH=P#NULPK #ANP-=J=CAN3ANRE?A

4DEO REASBAHRNE ?=PA -=J=CAIAJPLH=PBKNI REAS KJ =H3C=N-DKOP =J@R @ABFIREAS KBAR
#ANP-=J=CAN3ANREX¥@D AN = OPKBYOH=PBKNISANREZRABICIPEO REAS UKQ ?A¥:PR ECEP=H EANIPAO =J@
?ANP ?=PA OECJEANIQIAOPO #320 =J@ PK EILKNP =J@ ATLKNP GAUBD 2= ANC=J& BNDA7 KNG>AJ?D
LH=PBKNI =J@ GFOPKN

Figure 24. #ANE ?=PA -=J=CAIAJP REAS BKN ZHKXROR[

4K =??A0OMEO REAS HENHK?BKOP ORKN?KJJA?P PRR LH=PBKNI ATL=08=-PBKNU@ @KQ>HE7EI
#ANE ?=PA -=J=CAIAJPKNEJ PA OPERJ ATL=J@KJ'C 3ANRE?A@H=PBKNISANREZD@KQ>HE7H
#ANP-=J=CAN3ANRE?A

)J?M=0OEJMRA GAU OPKQEVEIEP
5J@ANU (KOP -U &EHA 3UOPAI3UO (KIA @AB=R®I OUOPAI INANPAQJKQ ?=J EJANOAIPA OEVRIEHPO
KB PA GAU ORRKNBN P DA @ABFREFHQA KB  QOEDABKHKSEJIC KNANEAO

\ JE=C=N=?NULPK I=T+AUZRKI¥PNEAO
\ JE=C=N=?NULPK I=TS5QMQBP3RBNPNEAO
\ JE=C=N=?NULPK I=T%TAHKI3PK%%IPNEAO

NOTE: "A =S=NA BD=P = HEAN R=HQA |I=U KRANHBA@-F=N=@=AIKJ KN OPERJ

-=N?D



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A #KILKJAJPO REASO =J@ SEJ@KSO

9KQ AJ=>HADA LKLANPAO >WANREJC PA OUI>KH EJ R)P° KBPA LKLANPU ! OFERI IQOP >AADP=NPA@
>ABKA?D=JCAO RBUOPAI INANPAG=GA BB\?P

)B UKQ ANREASEJOPPO PKLERIBNCQE@A KANP=J DA $", ..$*) /$3 /$ MBAN PRRS$ ",
.8 183 /% BKN IKK EJBKNIHKJ

50AN +AU 3PKR=>

4DA50AN +AU 3PXDOPKIP=EJ OANRANE?2ANFAO =J@ BAHCIA@ FARFPAO SEP®AEN I=P?DEJC GAUO %=?D
?ANP ?=PA D=0 = L=EN KB QJEMQA LNER=PE2Z=A4E@NCZERI GAUO BKN A=?D LH=PBXDAN +AU 3PKNQLLKNPO
FDA OANRAN OE@RNHBPREKIJODEL >U OBJ@KJA KB EPO OECJA@ OARRARAANRONLKJOA PK =EAIP

7 KNG>AJ?IDH=PBKNI KN GFEPAMQAOP PK ?KJJA?P

)B BAN =M JK ?ANP ?=PAO ES6AN +AU 3PKSIDAJ DA OANRAN OP=NPO OQ?D =0 SRKJ=BKP LH=PBKNI KN
OP=HKJ BA LH=PBKNI KN BR3IPA=PAO = @ABR-QMHOECJIA@ TARFPA 4DEO EARKEPA IQOP >A =LKRA@ =0 =J
=HKSA@ DKOP 4DEO EO SDU UKQ KBRAINNERA-HPA LKLQL SDAJ KLAJEJC = LH=PBKNI KEKOP=P

$AB=QHOB-DECIA@ TAREPAO D=FMFO=IA J=IA EJ A=?D50AN +AU 3PKNefault ~ DKSARAM=?D
2ANP ?=PA EO QJEMQA BKN A=?D EJOP=J?A =J@ EO |=EAKRYOA@ BKNNKOKQ B=JIKP @AHAPA ®ABFQH
2ANP ?=PA

#HE?GEJOR.AS =J@)ILKNP>QPPKJO =HOK =@ @O?2/RNP PRASOAN +AU 3PKN
Figure 25. %T=ILHA KB = +AU 3PKN

Column Description

HE=0 ONKRE@AO = ODKNP J=IA QOAIRIK@QEOD FAREPAOKBIKIA =JKPDAN EDA+AU 3PKN
4DEO KNANPU EMQERD )P I=U E@ARDA PULA KB ?ENRPAKKP EJPANIAGPA
OANRAN HERSKN BQEMI 4DEO J=IA @KAO JKP D=RA PK |=P?D SDAJ ?KIL=DEJC P
OANRAN AREPA SEADA #! 2ANE"?=PA EDR ?HAIRYNQOP 3RKN

-=N?D



#KILKJAJPO REASO =J@ SEJ@KSO .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

)OOQA@ "U J@AJP AOIPA AJEPLDEP OECJAGAPANP?=PA

3Q>FA?P 3LA?E AODA SEGRCQEODA@ .=IADR J=IA KB PA ?KIL=JU FD=P KSJODA ?ANP?=PA

-KP "ABKM 3LA?E AODA @=PA >ABKIDE?DIA ?ANP?=PA EO JKFH&HIDEO @=PA KJ = OANRAN
?ANP ?=PA ODKQH@ JKP >BAMNERHD DA KP "ABKM @=PA KIJA #! 2ANIE?=PA QOA@ PK
OECJEP

-KP IBPAN 3LA?E'AODA ATLENEIR] @=PA BRN PANP?=PA 4DEO @=PA KJ = OANEAN-PANPDKQH@

JKP >A H=PAN-P DA KP 1BPAN@=PA KA #! 2ANE"?=PA QOA@ PK OECJ EP

I LANEK@ JK HKICANP= UA=N AJO@NNCQH=N ?BIRPA ?D=JCAO I=GEJC ERNKIGAHU
FD=P PA ?ANP?=PA ?KJP=EI®B P{=PAOP ?NULPKCN=LDE2@P=U@*® Q?EJOR
JQI>AN KB KH@ JACHA?PA® 2ARRDEP ?=] >A OPKHAJ =A@®GA@ BKN LDEODEJC FJ@
@NERA >U I=H8=NPP=?GO #D=JCEJCEANPAO IKABAMQAMU EO ARAJ >APPAN

+AU IHCKNEIP 2ABANO PFBAP?NULPKCN=LDE? BKNIQH= QOA@ PK RA-PMERRRR GAUO

+AU 3EVA 3LA?E"AODA OEVA KBARGAUO EJ >EPO &KQN GAUAGHHIKEA@N  >EPO >EPO
FDEO HDARDABFQH >EPO =J@ >EPO ,=NCAN GAUO P=GA HKJCAN PK CAJAN=PA >QP
KBAN @NPAN OA?QNEPU

3ECJ=PRNHCKNEP 3LA?E"AODA ?NULPKCN=LDE? BKNIQH= QOA@DRAK?AERIFHPA

3ECJ=PQISEVA 3LA?E AODA OEVA KEANFOECJ=RON
6=IH@ 3LA?E AO ?ARIP=PA @=PAO
3AB 3ECJAQ@ )J@E?=PAO+P PA ?ANP?=PA S=0 OECJA@ EPP KSJ LNER=PA GAU

50AN +AU 3PKNQPPKJO

\ 6EAS@GOLH=UO @AP=-HBIOGKNAPPA@ EPAI
\ .AS ?M=PAO =JAS @QAREYKKD EJDA @=P=>=0A

\ #ANP 2AMQAKIRAJO =#ANE ?=PA 2AMQASHI @KSSDE?D EO QOA@AARAN: #ANRP?=PA 3ECJEJC 2AMQAOP
#32

\ $AHAPBAIKRAO PA OAHA?PA@KND BN P DA @=P=>=0A

\ )ILKNP=@@O =J EILKNPA@ EPADRKIR-P=>=0A

\' %TLKNB=RAO = ?KLU KRA\FDAHA?PAE@KM PKDA D= @O0G
&KN ?AEP=PACDR "HA ATPAJOEKJ EO LAl

\' 2A0ARDAHAPAB 2AEP?=PAO HIAS0AN +AU 3PXKNI@ ?A=PAO = JAS @ABR=QMIEP?=PA )P @KAO JKP |=PPAN
SDE?D ?ARIP=PA EO OAHA?PA@ SDAHRRAOAP

CAUTION:

$K JKP MOAP SERQP ?KJOE@ANIAICKIOAMQAJ?AO AADABQPPKJ B-REEPAG\2RJIC = JAS GAU L=EN
LNER=PA =J@ LEP>GBAUO BRAN RIEPU >QP I=UE@=>HA ?KJJERBO EBER@-PANP=PAO ANHN-@U EJ QOA
%TLKNPHEHAAEPP=PAO >ABKIKQADAP

ANQOP 3RKRE>O

4DAANQOP 3RKRKJIP=EJ OECJA@ =J@ PNRKPAERN?=PAO SEPAEN LEHGAUO 4DACAAIPRKIP=EJ JK
LNER=PA GAUGNQOP 3RAKDDLLKNPDAP?HAIP OE @ ADKBNIH-H#KJODEL >U QOEJKKP®! IRANE ?=PAO PK RANEBU
FDA OECJ=RQNKBOA ?ANP?=PAO BRPAERAWBAE?D OANRAB = EAJP ?=JJKP B&EPA = OANRAN ?ARBY
OECJI=PQNJ ANKN IAOO=CA HKSO UKQ PK =KBX KNA¥A?P = OA?QNEPU AHKRILRJ PAIHHKSA@ (KOPS>

4DA3UOPAI NQOP 3RKRKJIP=EJ EJO® OECIA@E?ANAO >U PNQOPABAMIR =QPKNEROAIKCIEVA@ >U
A *=R=2QHA %JCEJA *2% KBR ?QNNHU KLAJA@ LH=PBKNHOAN MQOP 3RKI{IP=EJO EJEBR&IOECIA@
?ANP ?=PAO >U PNQOPABARIPR-P UKQ D=RA EILKNPA@ UKQN KEJ?2RRP



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A #KILKJAJPO REASO =J@ SEJ@

KSO

/JHU ?ANP ?=PAO SEPQ>H? GAUOADIPK® EIAANQOP 3RKMDA I=FKNEPU KB EANIPAO HIABUOPAI AQOP

3PKA?KIA BXKI P DA *2% KQ =@@ UKQN KSJ EANPAO PKOANMQOP 3RKIN EILKNBJIC PAI

&AAH BN PK L=00 KQP ORRE RAREP?=PAO PK UKQN PA=l OB SEFD UKQN ?QOPKIANO |=GAAGERNP =JU
2EAIPIEP JAA@O PK ?KJJA?P PK KJA KB UKQN OANIRAGIONRARIKP ?AEP?=PA EJ EFEAZBENQOP 3RKN

Figure 26. 3UOPAI NQOP 3RKNT=ILHA

ANQOP 3RAKNKHQIJO

Column Description

HE=0O ONKRE@AO = ODKNP J=IA QOARRK@EOD FARFPAOKBMJIA =JKPDAN EDA+AU 3PN 4DEO
LNKLANPU EMQED )P I=U E@ABRDA PULA KB ?ENRPAKKP EJPANIAGPA OANRAN
HK?-#KJ KN BQEMI 4DEO J=IA @KAO JKP D=RA PK I=P?D SDAJ ?KIL=-DEJITARRAN
?ANFP ?=PA SBERDA #! 2ANE"?=PA EDR ?HAJRYNQOP 3RKN

JOOQA@ "U J@AJP AOIPA AJEPWDRP OECJAGARPANP?=PA
3Q>FA?P 3LA?E AODA $EERCQEODA@ .=IADR J=IA KB DA ?KIL=JU FD=P KSJODA ?ANP?=PA
-KP "ABKM 3LA?E AODA ATLENEIR] @=PA BRN PANPP?=PA 4DEO @=PA KJ = OANEAN-PANPDKQH@ Jt

>A H=PAN=) DA .KP 1BPAN@=PA KIOA #! 2ANE ?=PA QOA@ PK OECJ EP

I LANEK@ JK HKICANFP= UA=N AJG@\NCQH=N ?BN}RPA ?D=JCAO I=GEJC ERAIKIGAHD-P
DA ?ANP?=PA ?KIJP=EDA P=PAOP ?NULPKCN=LDE@P=-@*® Q?EJOR IQI>AN KB KH@
JACHA?PA@ EARFPAMEPEP ?=J >A OPKHAJ =8@0A@ BKN LDEODEJC =J@ @NERAA>U I=H
=PP=?GO #D=JCEJCEMANPAO IKNBAMQAJRU EO ARAJ >APPAN

-KP!IBPAN 3LA?E AODA ATLENEIR] @=PA BRN PANPP?=PA 4DEO @=PA KJ = OANEAN-PANPDKQH@ Jt
>A H=PAN-) DA.KP 1BPAN@=PA KIOA #! ?ANE ?=PA QOA@ PK OECJ EP

I LANEK@ JK HKICANFP= UA=N AJG@\NCQH=N ?BN}RPA ?D=JCAO |I=GEJC ERAIKIGAHD=P

S=N

-=N?D



#KILKJAJPO REASO =J@ SEJ@KSO .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

Column Description

A ?ANP?=PA ?KJP=EDA P=PAOP ?NULPKCN=LDE@P=1@*® Q?EJOR IJQI>AN KB KH@
JACHA?PA@ EARFPAMPEP ?=J >A OPKHAJ =8@0A@ BKN LDEODEJC =J@ @NERAA>U I=HS=N
=PP=?GO #D=JCEJCEMANPAO IKNBAMQAJRU EO ARAJ >APPAN

+AU IHCKNEIP 2ABANO PBAP?NULPKCN=LDE? BKNIQH= QOA@ PK RA-PIMERRRR GAUO

+AU 3EVA 3LA?E AODA OEVA KBARGAUO EJ >EPO &KQN GAUCHIKEA@N >EPO  >EPO BPEO EC
A @ABEQH >EPO =J@ >EPO ,=NCAN GAUO P=GA HKJCAN PK CAJAN-BAMN-GISALB
OA?QNEPU

3ECJ=P@N 3LA?E AODA ?NULPKCN=LDE? BKNIQH= QOAGDRKBERIFPA

IHCKNEP

3ECI=P@NEVA  3LA?E AODA OEVA HBAFOECJ=RQN

6=H@ 3LAZE AO ?ARIP=PA @=PAO

3AB3ECIA@  )J@E?=PAOHP BA ?ANP?=PA S=0 OECJA®@ EPP KSJ LNER=PA GAU

ANQOP 3RKMPPKJO
ADASAHAPAI@)ILKNP >QPPKJOANR=EH=>HA KJHB@ANMQOP 3PKN
50AN +AU 3PKNQPPKJO

6EASGEOLH=UO @AP=HBIOGKINAPPA@ EPAI
$AHAPBAIKRAO PA OAHA?PA@GKMD BN P DA @=P=>=0A
JILKNP=@@O =J EILKNPA@ EPADRKR-P=>=0A
%TLKNB=RAO = ?KLU KB\ROAHA?PACKID PKDA D= @O0G
&KN ?AEP=PACDR "HA ATPAJOEKp&D

IHHKSA@ (KOPO P=>

4ADAHHKSA@ (KOPG> ?KJIP=EJO OA?QNEPU ERAQ BKDA?QNNHU KLAJ LH=PBKNI 4DAGABA ?ANP?=PAO
OECJA@ KNBORECIA@?NERA@ >U EAHP BN- OANRAN DKCOP=P ?KQH@ JKP >E@=RA@ =C=EJRRP=H\
?ANP ?=PA EJ =EAJIPMNQOP 3RKRDAPDAN UKQ =LKRA KNAFA?DR ?ANP?=PA A OUOPAEBPO EDRJ P
IHHKSA@ (KOHEDP

— = - -

IHHKSA@ (KOPO ?KHQIJO

4K >A =QBAJE? =KKP #! ?2ANE ?=PA EDR ?HAJPBUOPAIKNSOAN MQOP 3RPKQOP >A =>HA PK R@+PBR
OANRAN HAREPAYOECI=RQN@ PASubject KB BA KKP #! 2ANE ?=PA IQOP >MR O=IA =OPAlssuer KB
FDA OANRAN EANHPA

IHHKSEJC ATAILEKJO I=GAO EP LKOOE>HA BKN = DQI=J KLAN=PKN PRARARBIE@RNQOP >APSAAJ = OANRAN =J@
?EAJIP SDAIDA DQI=J QOAN GJKSDAPOANRAN ?=J >A PNQOPA@

)B PEO EG@ KNG>AJ?BK]OP-HKJ ?KJJAHEKI BA OUOPAI KN.PO UKQ PK =LKIRA BA DKOP ATAIBEKJ

7 KNG>AJ?RD=HAJCAO OANRAN H@a¥P ?KJJERS BIA BKN QJ=LKRA@ DKOPO =J@ QJHAOO OLA?E? LANIEOOEKJ
EO CN=JPA@DE>-EPO ?KIIQJEEK /J?A LANIEOOEKJ EO CN=JPA@ BQRIYIE?=PEKJ K??QNO =QPH2#U

UKQ @M D=RA PK HKC EJD"{ELMKRA@ =J@ QJ=IHRA@ DKORGRJ EJ PEEBAP (B @AHAPA@

)B PEO EO = ERHPK]OPERJ ?KJJAHKJ =J@OAKN EO = KR¥HAI SEP DA ?ANP?=PACDR ?KJJA?EKJ B=EHO

OEHAIP 4DANEO JK IKNLP PK =LLNKRA PA DKOP ATAIEKJ (KSARANDA H=0OP B#EMQIDA EDR OPERJ
MLKNP®R LK>HAI ATL=J@ PA OPERH#HEAJP#KJJAEKIQJ@ANE=C=N=.APSKNG

-=N?D



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A #KILKJAJPO REASO =J@ SEJ@

KSO

4DA =LLKRA@ DKOP ATAEKI EJDA'HHKSA@ (KOHEDP EO KIJHEARSBAJ =RAMIP ?KJJA?PO PR PANRAN QOEJC
DA )0 =@@Q0 KN @KI=EJ J=IRP S=0 QOA@ SDBA PUOPAI KNEGHRJZAEPAG@RA ATAILFEKJ )B UKQ QOA =
@EBANIP )0 =@ @0I0 KN @KI=EJ J=IA PK ?KJJA?P PK BANRAKQ IQOP =LIKRA =J QL@=PA@ ATAEKB 4DA
O=IA EO PNQA EB = JAB OREUA@ EAREPA EO CAJAN=PA@ADIROP

)B UKQ ?KEBQA PK QOA =J =KRM@ (REECIA@ TAREPA NBRNP=J EILHAIAJP OECJA@ TAREPAO SDE?B =N
IKNA OA?@N =J@ BA OB-DECIA@ FAREPAYLQSEP GAU ?D=JCADARUOPAI JAC=PAB PANP?=PA A CNAJ
ODEAH@ E?KJ ?D=JCAO PIKS OBREAH@ E?RIESBA?H=I=PKJ I=NC ' =J@ PA OUOPARRQNJO =J KNKK
=LLNKRA PEO ?D=JCA REBS RTAILFEKJ NECDPZBIA ?ANP?=PAKS KJ FDAIHHKSA@ (KOPS> =)@ BAG
6EASFDAJ =LLIKRA PA ?ANP?=PA >URPGEIC?ALP

Figure 27. %T=ILHA KB =J IHKSA@ (KOHEDIR

4K KLAJ DEO REAS QUEING>AJ?DHE?@KKHO #ANE ?=PA -=J=CAIAJP=J@ HEPCDAIHHKSA@ (KOPS>

Column Description

(KOP
3Q>FA?P
ILLN KR=H

#NA=PA@
YOOQA@ "U
KP "ABKM

.KP IBPAN

+AU IHCKNEP
+AU 3EVA

3ECJ=P@N

-=N?D

2ALKNP@R OANRAIDQEN =J )0 =@AN0
3LA?E"AODA SEGRCQEODA@ .=IADR J=IA KB ®A ?KIL=JU PD=P KSJODA ?ANP?=PA

2ALKNP®R OANRANMEEPA JAPSKNG PK SDEZ®P?HAIP I1=U ?KJJA?P )B =IH{REH E® FDA OUOPAI @KAO JKP
=HIKS BA ?BAJP PK ?KJJA?P

Y@AJP AOPA @=PAR N2KI® S=0 2NPA@
Y@AJE AOPA AJEPLDRP OECJAGARANP?=PA

3LA?E AODA @=PA >ABKINDE?DDA ?ANP?=PA EO JKFH&EHIDEO @=PA KJ = OANEAMN-PANH
ODKQH@ JKP >AEBSNIEJ DA.KP "ABKM @=PA KIDA #! 2ANE"?=PA QOA@ PK OECJ EP

3LA?E AOCDA ATLENEIRI @=PA BRN PANEPP?=PA 4DEO @=PA KJ = OANEAN-PANPDKQH@ Jt
>A H=PAN=FJ DA KP BPAN@=PA KIOA #! 2ANE"?=PA QOA@ PK OECJ EP

I LANEK@ JK HKICANP= UA=N AJG@\NCQH=N ?BNEPA ?D=JCAO I=GEJC ERAIKGAHDP

DA ?ANP?=PA ?KJP=EDA PI=PAOP ?NULPKCN=LDE@P=1@® Q?EJOR JQI>AN KB KH@
JACHA?PA@ EAREPAMEP ?=J >A OPKHAJ =A@O0A@ BKN LDEODEJC =J@ @NERAASU I=H
=PP=?GO #D=JCEJCEMANPAO IKNBAMQAJRU EO ARAJ >APPAN

2ABANO FBAP?NULPKCN=LDE? BKNIQH= QOA@ PK RAHZQHERRR GAUO

3LA?E AODA OEVA KBAFGAUO EJ >EPO &KQN GAUAGHIKENGN >EPO  >EPO BEO EQ
MA @ABFQH >EPO =J@ >EPO ,=NCAN GAUO P=GA HKJCAN PK CAJAN-BrN\-@IRHAMB\
OA?QNEPU

S=N

3LA?E AODA ?NULPKCN=LDE? BKNIQH= QOA@DAK?BERIFPA



#KILKJAJPO REASO =J@ SEJ@KSO .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

Column Description

IHCKNEP

3ECJ=PRBEVA  3LA?E AODA OEVA KBAROECJ=PQN
6=H@ 3LA?E AO ?ARIP=PA @=PAO

IHHKSA@ (KOPO >QPPKJO

\ 6EAS@GEOLH=UO @AP=-HBIOGBKNAPPA@ EPAI

\ ILLNKRA@AOECJ=PBA BANRAN =0 HKSA@ DKOP

\ 5J=LLNKRALNKDE>EPO = ?KIEPPKIEO OANRAN DKOP 4DA OUOPAI PANIEJ=PAO =JU =PPAILPA@
?KINQJIE?=PEKJ

(4-, #ANP EBE?=PA 5T -=J=CAIAJPEAS

)J .E=C=N= =J@ H=PRDAN EO =@ @AKSMN OQLLKNP BRMRNP ?=PA -=J=CAIAJP 6EAS4DA (4-,
RANOEKJ KE® REAS EO = SKSEMN=0A@ EILHAIAJPERJ =)@ EKRE@ADAO=IA BQJHEKJIO =R
7 KNG>AJ?BEAS

Figure 28. #ANE ?=PA 5T -=J=CAIAJP REAS

9KQ ?=J =??A00 HP BRN KSOAN KB UKQN @AOGPKL KN IK>EHAKZAREQADEO REAKIBNDA >KSOAN
ATL=J@#KJ'C 3ANRE?A@H=PBKNISANREZAD @KQ>HEZHANP-=J=CAN3ANREMNECDP7ZH
#ANP-=J=CAN3ANRE3® HEPGEASO #ANE ?=PA 5T -=JCAIAJP

Figure 29. 4KKH=N KB #ANP?=PA 5T -=J=CAIAJP

4DEO PKN KBANO B=HEN BA=RQNXB KNG>AJ?ADA BKIKSEJC PKKHO DKSARRMGIIEMQA HABAR4-,
REAS

Description

5J@K 2ARANOADAPLIMREKQO ?KII=J@

-=N?D



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A #KILKJAJPO REASO =J@ SEJ@KSO

Tools Description
2A@K 2A0PKYD = ?KII=J@ =?FEKJ =BPADRRJ@K ?KII=J@ D=0 NIKRA@ EP
%J=>HA OAHARP-K@A %J=>HAO UKQ PKERE@PIDAHA?PFERDHA LKEJPMBEFP DKHIE@ @KSJDA ?PNH
GAU
%TLKNP %TLKNPOAR?QMNP REAS KN K>FA?P
"QPPKJO
6EAS IHHKSO UKQ PK REZSPIBKNIERJI KBOFA OAHA?PAQ@BE ANPA
AS #NA=PAO = JAS BABECJIA@ FARFPA
$AHAPA $AHAPAOR OAHA?PA@E?ANPA RNP DA +AUOPKN
#ANP 2AMQAOP 'AJAN=PAO = ?ARIP=PAAMQAOP =J@ PK ATLKNPO EP
)JILKNP 1@@0 = JAS ?ARP=PA EDR GAUORKN
%TLKNP %TLKNPO = OAHA?PAR?2RNAPK = JASER?PKNU
2A0AP 2A0APDR +AUOPKNI@ CAJAN=PAO = JABQECIA@ TAREPA

#ANEBE?=PA 3ECJARE(HA 3AHERP LH=P#NULPK #ZBHE?=PA3ECJARHHASAHERPKKH
4DEO PKKH OECJHGAEPQ?AOR EIA OLAJP OECJEJC FRIEHA ?ANP=PA OECJEARMIGAOPO 4DA PKKH =HOK
EJ?HQ@AO = ?KIRANPAN PK CAKSGARMHN-P E>HA ?ANP=-PA BKNI=PO

50EJCIFEO PKKH UKQ ?=J BEIGKQOHUGQECJ ?ANP=PAO SEPA O=IA MKP #! ?2ANE ?=PA 4DEO RBS4te
As LNKLANPU HAPO UKQ OBABKRPE-P EJ SDE?D PK (BROBPCIA@ FAREPA 0%- =J@ 0+#3 =) OQLLKNPA@



#KILKJAJPO REASO =J@ SEJ@KSO .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

Figure 30. #ANE ?=PA OECJANHEMHA OAHAIFP KKHKIMANEAO

4K KLAJ DEO REARSE?@KKHO #ANE ?=PA 3ECJAN fBHHA 3AHERP KKHEJ PA3AHA?P #ANP=PA 3ECJEJC
2AMQAOP SEJ@KSOAHA?BR?ANP?=PAO PK OECJ =B@H2AJ

Column Description

#!IH E=O J@AJP AOPA NKP #! 2ANE ?=PA SBFSDE?D PK OEDA PAHA?PA@EANPAO
#! 0=OOSKND 2ALKNP@R ?ANP?=PAO LNER=PA GAU L@OSKN
3=RA!0 2ALKNPO KJA KBADA BKNI=PO

PEM ONER=?U %JD=J?A@ -=EH

PKCS7EO = OP=J@-DUJP=T BKN OPKNEJC OECJA@ =J@ KN AJ?NULPA@ @=P= O0+#E@PFJ@O BKN
+AU #NULPKCN=LDU 3P=@i@=N

%TPAJOEKJ 2ALKNP@R ATPAJOEKJ BBEANTFANP?=PA "HA %=?D BKNI=P D=0 = OAP KB ATPAJOEKJO
&KN 0%- A LKOOE>HA ATPAJORKID =N  pem KNkey

&KN 0+#3 PDA LKOOE>HA ATPAJORKIO kKiNb7c

&EHAJ=IA &KNI=P 2ALKNP®R BKNI=P OPNEJC QOA@&-PRBN ?ANP?=PA "HAJ=IA O CAJAN=PAG?BNFE ?=PA OECJEANMIQAOPO 4DEO
JKNI=H PATP D=0 AI>PA@@A@ O?NE{@OEN@INU ?D=N=?PAN L=ENO BREHIE®=LLAI@O =J =KLNE=PA
"HAJ=IA ATPAJOEKJ BKN AT=ILHA LAl

&EHA BKNI=P O?NELPO
6=HH@ O?NELPO BKN "HAJ=IA BEKRI=RDAOA

\  %csrFile% "HAJ=IA KB PA KNECEJ=H ?0ON OAHA?PA@

\ %subject% OQ>FA?P =PPNE>QPA RBNP

\  %altSubject%  FDA ‘NOP OQ>FARPRNHERA J=IA KBIFPA 70N
/P DAN KLEKJO EJ?HQ@A

-=N?D



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A #KILKJAJPO REASO =J@ SEJ@KSO

\  %csrFile%_%subject%

\  %csrFile%_%altSubject%

\  %csrFile%.pem

1@ @EPKJ=H EJBKNEER ?=J >A BKQJ@ BAPH=00 @K?QIAERIMBKN "&KNI=P

#ANEBE?=PA 0=N=IAPAN LH=P#NULPBEPRAO=N=IAPAN

9KQ ?=J =@@ANE ?=PA 0=N=IAPARK= OECJEJEKIHA PK @A JA @AB=GHQAO BKN =JU "B<@BPB>A
QJOLA?E A@ BAFEJ?KIEJC #32 | R=H@ERJ AKN SEH-APKSJ EBIPA EJ?KIEJC #32 @A JA@ EBANIP
R=HQA ?=QOHIE GECIEJAMDAOP PK ArN?PA@

4K QOAPAHANE ?=PA 0=N=IAPANILKIJAIJPO @N=ORI BNKI P DKOA =R=EH=>HBDALJFCJEJC3ANREMAPPA
>AJA=P =3ECJIEJC BNHAQI@ANJABFDA3ECJIEJIC 3ANRE2A NQJJEJC (HKP

%T=ILHA L=N=IAPANO =R=EH=>BIRNEEGIEJC3ANREPAPPA EJ?HQ@A
+AU 4JLA ] 23! %#

+AU 3EVA ] OLA?EBU =J ATHAREI® GAU OEVA

-EJEIQI +AU 3EVA ] OLA?EBU = IEJEIQIAMQEI® GAU OEVA

%# #QNRA ] OLA?EBI PQNRA J=IA BKN =J BCER 2QNRA GAU

$.] @A JA P DA BOH.=NE-HEGEFICQEODA@ J=IA =PPNE>QPA R=HQAO

\
\
\
\
\
\' $."AH@ L=N=IAPAN ] @A JA = OEJCHBRRICQEODA®@ J=IA =PPNE>QPA R=HQA

-=N?D



#KILKJAJPO REASO =J@ SEJ@KSO .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

Property Value Description

0=N=IAPANUYLA M=@ KJHU $EOLH=UDARI=IA KB DA ?ANP?=PA
L=N=IAPAN

6=HQA OPNEJC $A JAO DA R=HQA KBA\PANPP?=PA
L=N=IAPAN

$J &EAH@ OPNEJC $A'JAO DA J=IAKB DA $. "AH@ PK
LKLQH=PA 3LA?E? PK
#ANE ?=PASI&EAH@ PULA L=N=IAPAN

#KIIKJ .=1A 4 AILH=PA LH=P#NULPK #KIIKJ.=IA4 AILH=PA

4ADA#KIIKJ .=IA 4 AILH=PA?KILKJAJP EO = PULA KB #BRBPA 0=N=IAPADEP SHHCAJAN=PA = @UJ=IE?
?KIIKJ J=IA BKN P DA OECJA@ TAREPA >=0A@ QLKJ ?KJ'CQN=>HAIOBPADA I=EJ >AJA’P KBEFO HOAP
=>HEPU PK CAJAN=PA = LEBNIRQIEMQA ?KIIKJ J=IA BKN A=?D ?KILKJAIP

4K QOADBA#KIIKI .=IA 4 AILH=PA?KILKJAIP @N=C ERBNDAOECJEJC3ANREMAPPA >AJB=P3ECJEJC
ONKC'HA QI@ANJIATBA3ECJIEJC 3ANRE2A NQJJEJC GRGP

4DA CAJAN=PA@ ?KIIKJ J=IA SEH>U @ABREDKHRBAR#QOPKI "&KNI=P =C=EJ@PARRIMQAEBPC ?KILKJAIP
MOG@BIC EJ = ?KIIKJ J=IA I=P?DEJC PDA ?KILKJAIP® L=RNJP J=IA

4DEO ?=J >A ?QOPKIEVA@ > EB@EIJOACuUstom R=HQA =J@ >U OAHREMR=HQAO R AN@ KN =LLAJ@ KN BKP
EJ BA KOLATRARrefix =J@Sufix @KL @KSJO 4DSeparator R=HQA EO QOA@ PRAIEBAPIP L=NPO KB
DA ?KIIKJ J=IA

NOTE: 4DA .E=C=N=3P=RJ] |@ @O0 KIHKJO BKDIAPrefix Middle =J@Suffix LNKLANPAO =0 KB-C=N=

SEH KIHBWOKHRA FXAPE=C=N=3FER] !@ @NDOO SDAJ OLA?E A@ KJK HN KBOA 3ECJEJC 3ANRE?A JKP
SDAJ =@ @A@ PRMIKPA OECJIEJBMQAOPANAU =HOK BEKPAOKHRA EB QOAG SIKP=H OECJENQNOPAN
MKOA ?=0A0A®) SEHARANP PRARIATP B#H?G KLPKJ 4DAAEOKJ EOFP =AIKPA &/8 ?KJIJA?PEKJ EO JAAQA@
FDKQCD SDE?DAR 3ECJEJC SANRE?£&ARKPEBEP APAERADARNMQAOP ?=J HK?ERARKMOLKI@IC
.E=C=N=3PERJ EJ EPO .E=C=N=.APSKNG 4DEO EO JKP LKOOE>HA BKRMR2HPANOINGCHNA PRILKIAIP
EO =@@A@ PHIKPR OPHXKJ EJOPA=Q@IBLMN HA EJOA 3ECIJEJC 3ANRE?ARKP=P
I R=EEH=>HA R=HQAD BB @BANIP L=NPO KBARI=IA =NA
None * JK R=HQA =J@ JK OAL=N=PKN QOA@
Value of Format Slot N P DA R=HQA KIAP&KNI=P ROKHRA@ =C=HI®ORMQAEBPC ?KILKJAIP
Station Name
Device Name ~ KN =J AILPU OPNEJC BB PKILKJAJP EO JKP >AJA-P @ARE?A
Network Name ”~ KN =J AILPU OPNEJC BB PKILKJAJP EO JKP >AJA*E JAPSKNG
Host Name

— = = = - -



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A #KILKJAJPO REASO =J@ SEJ@KSO

Uid ~= ]?D=N=?PAN QJEMQA OPNEJC
Ip Address
Host Name Or Ip Address

NiagaraStation Address Or Host Name NADEO KLEKJ SEHNOP =PPAILP PK HK?=PAAORKNEIC
.E=C=N=3P£RJ EJJA .E=C=N=.APSKNG KBANHK?=H GRIPSDE?D BABECJEJC3ANRE?ERPHK J@ =
I=P?D BKNDA KMQAOPNHK?=PA@ARddress LNKLANPU R=HQADKP FE=C=N=3ExJ SEEHA QOA@ )B JKP
BKQJ@ EPSEBMR (KOP .=IA KB FDA NMQAOPAN

\ NiagaraStation Address Or Ip Address N 4ADEO KLEKJ SEHNOP =PPAILP PK HK?=PAAORKNEIC
.E=C=N=3PERJ EJJA .E=C=N=.APSKNG KBAMHK?=H @RIPSDE?D BABECJEJC3ANRE?ERPHK J@ =
I=P?D BKNDA AMQAOPMNHK?=PA@ARddress LNKLANPU R=HQADKP FE=C=N=3ExJ SEHA QOA@ )B JKP
BKQJ@ EPFSEBMAR )0 !@@NDO KBR KMQAOPAN

\ NiagaraStation Address, Host Name, Or Ip Address N ADEO KLEKJ "NOP SEHPPAILP PK HK?=PA =
?KNAOLKJI@JC .E=C=N=3EJ EJJA .E=C=N=.APSKNG KBARHK?=H GRIPSDE?D BARBECJEJC3ANRE?A
OPHKJ PKJ@ = I=P?D BKDWAINMQAOPMNHK?=PA@ARddress LNKLANPU R=HQADKP FE=C=N=3ExR
SEH >A QOA@ )B JKP HK?=PABJEPFSEPPAILP PK QDA(ROP .=IA KB FDA KMQAOPYBPA (KOP .=IA EO
JKP =R=EH=>HA HR)EHDPR )0 !|@@NDO KBR RMQAOPAN

— = - -

Property Value Description
0=N=IAPANULA M=@ KJHU $SEOLH=UDARI=IA KB DA ?ANP?=PA
L=N=IAPAN
$J &EAH@ M=@ KJHU CN
OMNN'T @KL @KSJ @ABRHPKone 3AHA?PDAPULA KB R=HQA RKAI®

PK BA ?KIIKJ J=IA '/OKB .E=C=N=
DA BKHKSEJC =@RBKJ=H KERJO
=M =R=EH=>HA
\  NiagaraStation Address Or
Host Name

\'  NiagaraStation Address Or Ip
Address

\'  NiagaraStation Address, Host
Name, Or Ip Address

-E@@A @KL @KSJ @ABRHPK 3AHA?PDAPULA KB R=HQA BKNIAQ P
NiagaraStation Address, Host Name, IE@@A KR ?KIIKJ J=IA !0 KB
Or Ip Address .E=C=N= DA BKHKSEJC =@BKJ=H

KLEEKJO ANR=EH=>HA

\'  NiagaraStation Address Or
Host Name

\'  NiagaraStation Address Or Ip
Address

\'  NiagaraStation Address, Host
Name, Or Ip Address

3QBr @KL @KSJ @ABRHPKone 3AHA?PDAPULA KB R=HQA PK =LLAJ@
PK BA ?KIIKJ J=IA '/OKB .E=C=N=
DA BKHKSEJC =@RBKJ=H KERJO
=M =R=EH=>HA
\  NiagaraStation Address Or
Host Name




#KILKJAJPO REASO =J@ SEJ@KSO .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

Property Value Description

\'  NiagaraStation Address Or Ip
Address

\' NiagaraStation Address, Host
Name, Or Ip Address

#QOPKI "&KNI=P OPNEJC &KNI=P QOA@ ROKHRA =C=EI®@P P
MMQAGPC ?KILKIAJIP

3AL=N=PKN OPNEJC 3LA?E’AODA R=HQA PK FRRJ P
@EBANIP L=NPO KBAP?KIIKJ J=IA
OPNEJC

#ERHA /B AQOP ®RIXN O=IH 2BR/BMQOPHRIXN

4DEO HOAR=EJ REAS BKNAP#ENHA/BMQOP ?KILKJAJP )P EO QOA@ PK KBIZMN IKM #ERHAO KBIQOP EJ
DA 3!-,)@03ANRE?A

"ABKN UKQ ?=J =??A00HD ABKN UKQ KN OKIAKJA AHOA 1QOP D=RA RAJA@IEHAPPA =J@ ?KLEA@ KN
@N=CCA@'=)@03ANRE?APK PASANRE?BRH@AND =#ERHA/BMQUOIK PA#ERHA /B NQOP &KH@AN

Figure 31. #ERHA /B NQOP ®®KN REAS

My Host: VAS1LT1KHBEDS. global ds.honeywell.com (MySupervisor) isor)  : Config  : Services  : SAMUdPSewvice  © CirdeOfTrustFolder  : CircleOfTrust /  cirdeof TrustEditor +
- Nav Display Name & Value Commands
#H O ® My Network (W Description

TemplateService (@i Hitp Redirect Endpoint https://supervisor.domain.com:443/saml/idp/a
@ webservice
& BatchJobservice {8l Enabled true @
sentience nCloudbriver
© Upgrade From cloudBackup Only to ncloudbriver
[ SaMLAuthenticationScheme. stations users Auth Schemes Prototypes
@ samUdPsenvice
Q Circle O Trust Folder filter list
[t CircleOfTrust
(] Name %
7 Platformservices
6 orivers [m] EntSecJACES00_10
@ nop [m] Station_811
| consolerecipient.
O asm ] Station_815
O Files a Station_816
& verarchy [} Station_817
@ History
New Station
- Palette 54|

4K =2?2A0MEO REAS ATL#B@C  3ANRE?AG!-,)@3ANRE?A #ERHA /B NQOP &KH@@N@KQ>HE 7
#ERHA/BNQOP

Property Value Description
$AO?NEERJ PATP
(PPL 2A@A?P %J@LKEJP @KI=EJ =J@ LKNP
%J=>HA@ true @AB=RHKNalse %J=>HA®ue =J@ @O=>HAdBe
FDEO AB®KN

-=N?D



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A #KILKJAJPO REASO =J@ SEJ@KSO

"QPPKJO
4DA BKHKSEJC >QPPKIOHK?=PA@ BA BLLAN DBHBDPA REAS

\ 3P=EKI@AHA?PO O@BHNA OEXBO RN° DKOA BKQJ@ BA BOQLANREOKEFC=N=.APSKNEK EJ?HQ@A EJ
DA ?ENA KB PNQOP

\ 50ANOAHA?HTARYOANO EA EJIPA OPERJ
\ IQPD 3?DAIAOOAHA?POBGRHAE?=EKI O?DAIAMRP |=U >A QOA@ SDAJ HKCCEJC BARKHKPA OP-HXJ

\ ONKPKPULATAHA?PO QOKRRKINULAO BARBQLANREOBAXN3ANRERAP |=U >A QOA@ SDAJ HKCCEJC EJ PK
FDA WIKPA OPHKJ

4DA BKHKSEJC >QPPKI®HEK?=PA@ BA PFIKSAN BHBDPA 3PHKJIO REAS

\ 1@@ 3PHEHKF@@O JKE=C=N=_APSKNGP-HKJO PIOR ?ENA KB PNQOP
\ %@P 3PERIA@PO = OPKPEJIA ?ENA KB PNQOP
\ $AHAPA 3FEIRMIKRAO = OPERJ BN P DA ?EINA KB PNQOP

#=PACKNU K$OAN S>@EM #=PACKNKS®AN

4DEO REASE® ®ABFIREAS KBR OPERII#=PACKNU3ANRE2® PULEPKHSDANUKQ OLAJ@ IKOP KB UKEN P
=00ECJEJC ?=PACKNEAO PK ?KILKJAIPOEBRARRIHEP PA ?=PACKNEAO

NOTE: 7DAJ =J =@IEJ QOAN QOANDSEREJ SNEPA LNEREHAMMKIPACKNU3ANREZA KJ = L=NE?QH=N

OP=HKJ ?KILKJAJIP >AEJC FQOPA@ I=GAO = ?=PACKNU |IFIDPE@BJIPDA QOAN IQOP =HOK D=RA =FDAA=0OP P
/LAN=PKN SNEPA LNEREHABAKPRCKNU >AEJEGGPA@EA P=-PACKNU |I=0G BKANGPERJ K>FA?P 4DEO

EJ?HQ@AO ?D=JCAO PK ?DA?G |-DiSD) HIANEP[ ?KHQIIDR QOAN IQOP D=RA =P HA=OP /LAN=PKN SNEPA =??A00 F
=JU =FAN@ ?=PACKNEACEA@HENP DA )JDANEP ?D=JCA

Figure 32. #=PACKNU K$OAN REAS

4K =??AOMEO REATFL=J@#KJ'C 3ANRE?A0Q @KQ>HEZ&=PACKNU3ANRE?A

#KHQIJO
Column Description

)JJDANEP ! ?DA?G I=NG EJEP=PAO+P PA K>FA?P EJDANEPB-PACKNHKIENPO L=AUP EJPA P=>HA

-=N?D



#KILKJAJPO REASO =J@ SEJ@KSO .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

50AN )J@E?=PAOR ?=PACKNUHIDUOPAI K>FA?PO AT?ALBPKSBMNEPPA@ =0 =OOECHEITR =M =OOECIA@ PE®?=PACKNU
I@IEJ
4DAOA K>FA?PO @RPHPAAdmMIn ?=PACKNU

\  4DA ?KJ CQNHKJ OANREBAEN3ANREZAPACKNU3ANREIDONKCN=I3ANRE?A
\ |HH "HACDR AJEA "HA OL="?A

#=PACKNEAO
] I >KH@ >QHAP EE@-PAO+P PA K>FA?P EO =OOECIB@RIRRCKNU

I CN=UA@ KQP H3aR EB@PAO EJDANEP=J?A

"H=JG EX@=PAO+P PA ?=PACKNU D=0 JKP >AAJ =OOECJA@

#=PACKNU -=J=CAN S>8R #=PACKNU-=J=CAN

4DEO REAS BB B=PACKNU3ANREMMSHUKQ PR2RA AJ=>HA =J@ @AHXPBNQDLOP=P PA OA?QNEPU IK@AH
QOAO PK ?KKAN??A00 PRK>FA?PO EJ = BEIRFPI?A UKQ ?AEPA ?=PACKNEAO UK@A&EARRCKNU K$OAN
REAS PK ?AJRMN3HOOECJ OUOPAI K>FA?PO PK ?=PAGRNEABJEBRE @Q=H ?KILKJAJP HARAH UKQ QOA =
?KILKIAIPYO#=PACKNU 3DARPAS PK =OOHIAN PKILKIAJIP PK KJA KN IKN?=PACKNEAO

#KHQIJO
9KQ ?=J =OOECJ =J K>FA?P PK 1=JU ?=PACKNEZAO=R [EIA %=?D K>FA?P ORKEPO KSJ ?=PACKNEAO

Figur e 33. #=PACKNU -=J=CABAILAN=PQAIOKEJPO =0 #=PACKNU

4K =??A0OMEO REATFL=J@#KJ'C 3ANRE?A0@ NECDPZE=-PACKNU3ANREA HPGEASO #=PACKNU
-=J=CAN

Column Description
JW@AT 2ALKNPO = QJEMQA JQI>ANBKRFPACKNU =0 EP EO GJKB GRERJ



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A #KILKJAJPO REASO =J@ SEJ@KSO

Column Description
=IA $EOLH=UO @AEREPRTPIP AbA?PORA LQNLKOA KBAPAJEPU KN HKCERENLENC

3P=PQO2ALKNP®R ?QMNP ?KJ@BKJ KBOA AJEPU =0 KBARH=ORBMNOD W=H=NDEW#EHA@X W@KSIKXWB+QH
WKGX WOP=HAX WQJ=?GA@'H=NIX

&=QPl  )J@E?=PAOA&RNR=0KJ BKN = B2=QH
#=QOA

S>QMEH #=PACKNU3DAAP

4DEO REAS =OOECJO = ?KILKJAJIP PK KIAKREIRACKNEAO KN ?KRAOCE@R PK EJDANEP ?=PAKKEREAQ-BNP
%RANU ?KILKJAJP D=@=PACKNU 3DARPAS

NOTE: 7DAJ =J =@IEJ QOAN QOANDSEREJ SNEPA LNEREHAOHMKEIPACKNU3ANRER KJ = L=NE?QH=N

OP=HKJ ?KILKJAJIP >AEJC F#QOPA@ |=GAO = ?=PACKNU |IFIOP@AIPDA QOAN IQOP =HOK D=RA =FDAA=0P P
/LAN=PKN SNEPA LNEREHARAKPRCKNU >AEJEGOPA@EA P=PACKNU |I=0G BN®PERJ K>FA?P 4DEO

EJ?HQ@AO ?D=JCAO PK ?DA?G |-DIGD)HIANEP[ ?KHQIIDR QOAN IQOP D=RA =P HA=OP /LAN=PKN SNEPA =??A00 F
=JU =RAN@ ?=PACKNEACEA@HENP DA )JDANEP ?D=JCA

Figure 34. #=PACKNU 3DAAP

Column/ Description

option

#=PACKNEAKRE@AO KJA P=KISBKN A=?D ?=PACKNU J=IA

)JJDANEP ! ?2DA?G I=NG EJEP=PAO+P PA ?KILKIJAIP >AHKJICO PBAPO=IA ?=PACKNEAO =0 ERIP RKIN.KJAIP .K ?DA?G I=NG #HKSO
UKQ PK I=GA ATEREP ?=PACKNU =OOECJIAJPEMBRNIEKIAIP

"QPPKJO

\ 3AHA?P HHO BB7ERA EBerit EO ?HAG #B?GEJOPO >QPPKJ =OOBEIDKILKIAIP PKH-R=PACKNEAO EJ
FDEO OBxB

\' SAOAHA?PHED BB7ERA EBerit EO ?HAGN #H?GEJOPO >QPPKRIKIRAO PEO ?KILKJAIP BN-HH
?=PACKNEAO

\  #=PACKNU 3ANRE?AIO PA#=PACKNU K$OAN

\ 2ABNODW @OLH=WAR=PACKNU 3DAAP

-=N?D



#KILKJAJPO REASO =J@ SEJ@KSO .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

\ 3=RAM\?KIRODIA ?D=JCAO I=@A

S>QHREH OANIEOOEKKSOMN

4DEO REASKBO UKQ PK MQEARHASNA K>FA?PD=P OKIAKJA SDK D=0 >AAJ =OOECJA@ = RHRASW
=??A00KD =??A00PO REAS >U NEERBEHKHASANREIPA .=R PRA =J@ B?GEBEASO OANIEOOEKJO
"NKSOAN

NOTE: )J .E=C=N=FDAN EO =@ @A@ OQLLKNABRNNSANREZIPAOANIEOOEKIEIDAREASOA PA3DKS
OANIEOOEKJO BKN @KSJ HOP PK OSEP?D >APSAAJ LANIEOOEKJO BKN 50ANO =J@ BKN 2KHAO 7DAJ REASEJC
LANIEOOEKJO BBAN®DA REASE®DLH=UO = OAL=N=PA ?KHQIJ BKN A=?D QAN =0OUIRKPULA

Figure 35. OANIEOOEKJ®X3DAN REAS ODKSEJC LANIEOOEKHABKN® QOANO

#KHQIJO NLMOAJPKMHAO KN QOANO KS@E@AIBRDA K>FA?PO BAPMPERJ) SHPA=?D P=>HARADKSEJC QOAN
LANIEOOEKJO

-=N?D



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A #KILKJAJPO REASO =J@ SEJ@KSO

\ 9AHKS KISO =N K>FA?PO AERER =OOECJA®@ BERIEOOEKJO
\' $EIIA@ NKSO NLMOAJP K>FA?PORPEIJDANEAREN LANIEOOEKI® BREN LABP K>FA?P

$KQ>HA B2G = ?HHPK >NEJC QIARANIEOOEKJO SEJ@KDBRRIPA KN QOAN @AEXJI®JI SDE?D KERJ EO
OAHA?PA@IABPKS 0ANIEOOEKJO®KN @KSJ HOP 4DEBKSD UKQ PK CHHI-AD=JCA LANIEOOEKJ HARAHO BKN

=JU ?=PACKNU BAP®PERJ

Column Description

&ENOP %=7D .=R PM JK@A K??QLEABS EJ PA P=>HA 4DEO ATL=J@=*AARRO UKQ J=REC=PA PK K>FA?FXDRBPERREAS ?QNR
?KHQIJ LANIEOOEKJO

'@IEJ  2ALKNPMR NECDPO =OOECJBEARIKAN NKHA !0 BEO EO = OQLANEEINN D=0 NECDPOAR@NSNEPA =J@ EJRKGAEKE?H
BKN EHK>FA?PO

LANIEOOEKJO2AMN@7 SNEPA) EJRKGA ERBdmin HARAH LANIEOOEKJO =LLA=N EJ QLLAN ?=0A

SOAN  2ALKNP@AR NECDPO =OOECJBAUBEIP NKHA 4DA @AB=BB JK NECDPO =OOECJA@

LANIEOOEKJOM=I®S SNEPAE EJRKGAKBPBerator LANIEOOEKJO =LLA=N EJ HKSAN ?=0A

2KHA -=J=CAN S>@EH 2KHA-=J=CAN

4DEO |=J=CAN ANPAO ARO =J@ @AHKPINONP BB BABFIREAS KBA2KHA3SANREZ2® EO HK?=PAG@AEJ P
OPHKISANRE?ARIP=EJAN

#KHQIJO

4DA OUOPAI ARPAMPAadmin NKHA >U @AB=QHD CN=JPO EP OQLAN QOAN LANIECQiENI ONHDMN@KAO JKP
=LLA=N EXDA2KHA -=J=CANREAS =J@ UKQ I=U JKP @AHAPA EP

Figure 36. 2KHA -=J=CAN REAS

4K =??A0MEO REATFL=J@#KJ'C 3ANRE?A0Q® @KQ>HAZAKHA3ANRE?A

Column Description

=IA J@AIP AOPA NHA PK >A =O0OECJA@ PK KIAKRGMNO 2KHA J=IA@ 2N0A OAJEER
OANIEOOEKJO I00K?E=PAO = J=IA SEPOLA?E ? OAP KB LANIEOOEKJO

6EAS=>HA )J@AJP AOPA DEANRENEAMEO QOAN I=U REAS

(EAN=MNDEAO

4ULA J@AJP AOPA PULA KB AU >AEJ\2RA@

.QI>ANPK=@@ 'HHKSO UKQ PR2RA |1=JU KSO =P KJ?A EDR2KHA -=J=CANREASYP=>HA




#KILKJAJPO REASO =J@ SEJ@KSO .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

.AS NKHA SEJ@KS
Figure 37. .AS NKHA SEJ@KS

Property Value Description
4ULA Role @AB=RPH J@AJP AOPA PULA KB AU >AEJC
?M=PA@
.QI>AN PK=@@ JQI>AN IHHKSO UKQ PKR2RA I=JU IKSO =P
KJ?A EJPA2KHA -=J=CANREA®YP=>HA

.AS NKHA LILANPAO

CAUTION: 4DAN =M NEOGO EJRKHRA@ EJ CEREJC K3@QABNNESIDEKIJOD AKHA 3ANRE?A &KN AT=ILHA
CEREJC = Q@dnNin write  LANIEOOEKJO KRARKHA SANREMKSIE=P QOAN PK=MA AP AJ=IA KN @AHAPA

=JU KHA "AOP LNE?ROARKIIAJ@ P D=P 0Q?D LANIEOOEKJDAKZKHA 3ANRE?AEIBRA@ KIHU PK KLINE=PAHU
=QPKNEVA@ QOANO

Figure 38. .AS NKHA LKLANPAO

Property Description
=I1A PATP ONKRE@AO = J=IA BEMIKHA
OANIEOOEKJO ?DA?G >KT =J@ PATP "AH@ ‘N=JPO LANIEOOEKJCKMHARN
7 EJ@KSO

7 EJQKSOANPA =J@ AR @=P=>=AAKND O KN M&PP EJBKNEKB SDAJ =??A00EJC = ?KILKIAIRQE=??A00
DAl >U @N=CCEJC = ?KILKJAIJKBHN L=HAPPA EJPK = GR3KN >UERPGEJIC = >QPPKJ



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A #KILKJAJPO REASO =J@ SEJ@KSO

7 EJ@KSO @K JKP OQUIBNFEAS & =J@'QE@A KJANCAFDAHL KM HA=NJ =>K@PAFEJBKNIERJ A=?D ?KJP=EJO
OA=PD PA DAHL OUOPAI BKN GA®SKN

#ANEBE?=PA 3ECJEJC SEJ@KS
4DEO SEJ@KS E@AIHPA KKP #! 2ANE ?=PA BKN OECJHIENKPANP=PAO =J@ PULA KEE72ANIA PKARAPA

Figure 39. #ANE ?=PA OECJEJKLANPAO

4K =??A0OMEO SEJ@RE?EAKKHBANE ?=PA 3ECJARKH

Property Value Description

3AHA?P = ? ENP-PA OECJEANIQIAOP PK?DKKOAN ,K?=PAODA ?ANP?=PA KIJDA HK?=H

OECJ DKOPO OUOPAI

.KP "ABKM @=PA =J@IR 3APODA @=PA =J@AR SDAJ DA
?ANP ?=PA P=GABAB

.KP IBPAN @=PA =J@&IR 3APODA @=PA =J@ /R SDAJ DA
?ANP ?=PA ATLAN

#!1H E=0 @KL @KSJ HOP J@AJP AOIPA KKP #! 2ANE ?=PA SBP
SDE?D PK OEDARPAHA?PA@
?ANP ?=PAO

#! 0=O0OSKN@ PATP ILLHEACDA ?ANP?=PAO LNER=PA GAU
L=OOSKH

3=RA 0 @KL @KSJ HOP 3AHA?PO =IKIJDROA BKNI=PO
PEM ONER=?U %JD=J?A@ -=EH

-=N?D



#KILKJAJPO REASO =J@ SEJ@KSO .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

Property Value Description

PKCS7EO = OP=J@=DUJP=T BKN
OPKNEJC OECJA@ =J@ KN AJ?NULPA@
@=P= 0+#3 OP=J@0O BKNEGQAW
#NULPKCN=LDU 3P=@1-N

#ANEBE?=PA %TLKNP SEJ@KSO
4DAOA SEJ@KSO O=RA = ?KLDAKBAHA?PA@EANPA PK = BKH@AN KJ UKDBDNERABQIP @NERA

#ANEBE?=PA %TLKNP ?DKKOAN

Property Value Description
%TLKNPR LQ>ER? 2AEP?=PA ?DA?G >KT @ABRQRK OAHA?PA@ )J@E?=PAO+P PA OUOPAI SENTLKNP
DA ?2ANP?=PA SBKJHU EPO IEQ>H
GAU
4=>HA 3. 6 EAS =J@ 0%- &£AS P=>0 3DKSO BA ?KJPAJPO KB\PANP?=PA

EJ PANIO KBKINMANPAO !3. I>OPN=?P
3UJP=T .KP=EKJ =J@ 0%- ONER=?U
%JD=J?A@ -=EH

%TLKNMR LNER=PA GAU ?2DA?G >KT @ABRQRK @A OAHA?PA@JOPNQ?B®A PUOPAI PK ATLKIR P
LNER=PA GAWSBR LQ>ER GAUK®
SKQH@ OAHBEOKERJ KIHU EB UK(
=M >=?GEJC QL KKP #! KN
EJPANIAEE=PA ?ANP=PA PK = OA?KJ@
OA?QNHK?EKJ

ONER=PA +AU 0=0O@5KN PATP 3QLLEBACOA L=OOSKIN?A-PA@ SDAJ
DA ?ANP?=PA S=O RNPA@




.E=C=N= 3P&KJ 3A?QNEPU 'QE@A

Property Value

%J?NULP ATLKNPA@ LNER=PA GAU ?DA?G >KT @ABRRQRK OAHA?PA@

2AQO0A L=OOS®ENPK AJ?NULP LNER=PA?DA?G >KT @ABRRQRK OAHA?PA@
GAU

0=O0SK& =J@ #KJ'NI PATP

#KILKJAJPO REASO =J@ SEJ@KSO

Description

#=QOAA OUOPAI PK AJ?K@A P
LNER=PA GAU BKN AJD=J?A@ OA?Q

)JJ@E?=PAOFP JK =@HEKJI=H
L=OOSKN E@QNQED PK AJ?NULCAP
LNER=PA GAU $AOBBRABEO KERJ
=HKSO UKQ PK =OOECJ = OA?KJ@

L=OOSKH PK IKPA?FCA LNER=PA GAU

#NA=PA =J@ ?KJ'NIPA OA?KI@
L=OOSKH

NEPU

#ANEBE?=PA %TLKNP BEHA ?DKKOAN

N?D

$EOLH=UDAP-R=EH=>HA "HA OL=?A0 4DA BKPN=?R@ ATL=JOEKJ

4DA ?KJIRfH E?KJO @APANIBAX?’RIPAIPO KBAPHA REAS L=JA
MPQNJO PK AREKQO BKH@AN
@OLH=UO "HADABRH@AN =>KHIAF)NNP BKH@AN
@OLH=UO "HADAKRP KBOA QOAN DKIA

?M=PAO = JAS BKH@AN

E?KIJOADEVAR OAHA?PA@ L=JA




#KILKJAJPO REASO =J@ SEJ@KSO

?KJ'CQIRO BA ?DKKOAN PEG@H=DA"HA J=IA KJHU
?KJI'CQNRO BA ?DKKOAN FEO@H=-DA@AP=EHO BKN A=?D "HA
LNKRE@AO K@®KSJ BOP KB =R=EH=>HAMA L=P
?M=PAO =J AJPNUIA 'KKGI=NGO L=JA

PONJDR @OLH=U KB RAP=EHO L=JA KJ =B@ KB

4DA "HA REAS L=JA

4DEO L=JAEDLH=WAR AP=EHOBKAAHA?PA@ "HA

"KKGI=NGO L=JA

.E=C=N= 3PHKJ 3A?QNEPU 'QE@A

'AJAN=PA 3ABISECIA@ #ANBE?=PA SEJ@KS

4DEO SEJ@KS @A JBO® BILKNP=JP EJBKNEKP AMQEID PK ANPA = 2ARP=PA KQ QOAIEO SEJ@KS PK=A

UKQN KSJ ?ARP=PAO =HKJCCSERBAU L=EN LE2HJ@ LNER=PA

-=N?D



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A #KILKJAJPO REASO =J@ SEJ@KSO

Figure 40. $AB=QHREAS KBR'AJAN=PA 3BBECIJA@ #ANP-PA SEJ@KS

4DEO SEJ@KS KLAJO SDAJ URZCAS =P PA >KPPKI KBIFASOAN +AU 3PXKR=>

| OAlB OECJA@ HAREPA IMRE@AO @=P= AJENWKBHU 3EJ?A EP EO JKP OECJA@ >U E#=PANRBPKNEPU EP
?=JJKP RANEBU OANRABRBEIZAIJRNERC = OBKDECJA@ FAREPA ODKQH@ >A = PAILKN=NU KQOBN = OECIA@
?ANP ?=PA EO E}R@HDIR>KSOARY=J@ OFERY PNQOP ABKBPAN EJBRIHPA OECIA@ EAREPA UKQ
ODKQH@ @AHAPA BIDETAW@ TAREPAO

4DAN EO EHEP KB ?D=N=?PANO BKN A=-DB BEBHRSEJC KNANPAO MKQCD >H=JGKLMNPAO ANLANIEPPA@
EP EANKIIAJ@A@ PK ?KMRMU HEJ HHKLANPAO =0 JKP @KEJC OK I=U CAJANKRA ANIN?=QO&® L=NPU
#10 PK MFA?P UKQN EARIPA 3L=?A0 =J@ LANEKAGZBIKSA@ %JPAMBAC=H J=IAO

INET Value Description
IHE=O PATP ONKRE@AO = ODKNP J=IA QOA@|PK
@EGRBCQEOD EARFPAOKBIKJIA

=JKMAN EDR+AU 3PN 4DEO
LNKLANPU EMQED )P 1=U
E@AHEBWA PULA KB ?ENRPA
NKKP EJPANIA@PA OANRAN
HK?-HKJ KN BQEXI 4DEO J=IA
@KAO JKP D=RA PK I=P?D SDAJ
?KIL=NEJC BA OANRAN ZANPA

-=N?D



#KILKJAJPO REASO =J@ SEJ@KSO

Name

#KIIKJ .=1A #.

/N C=JEVHEKJI=H 5JEP /5

IN C=JEVEKJ /

,K?=HEPU ,

3P=PA GRREJ?A 34

#KQJIPNU #K@A #

.KP "ABKM

.KP IBPAN

Value

PATP AVIQE =HLD=JQIANE? @K JKPHOK GJKSJ =R $EEBCQEODA@

QOA Z[KN Z [ =0 L=NP KBARI=IA

PATP

PATP

PATP

PATP

PSK ?D=N=?PAN )3/ BKNI=P ?KQJPNU
?K@A

@=PA

@=PA @ABXQ@PK KJA UA=KI BNDA
NotBefore ~ @=PA

.E=C=N= 3PHKJ 3A?QNEPU 'QE@A

Description

SEP A #! ?ANE"?=PA EDR
?EAIRPYANQOP 3RKN

.=IA P DEO "AH@ ODKQHmABXPP
J=IA )P =LLA=NO =@RASubject EJ
FDA5SOAN +AU 3PKN

4DA J=1A KB = @AL=NPIAJP $HR PA
KNC=JEVHEKJ KN = $KEJC "QOEJACO
$" AJPNU &NMMQAJRU PEO AJPNU
HOPA@ =0 )4 A>3A?QNEPU
3A?QM 3ANRE?AO $AL=NPIAJP KN}
>H=JG

4DA HACHHACEOR@® J=IA KB UKQN
?KIL=JU KN KIC=JEVHKJI $K JKP
=>>MRE=PAPO J=IA 4DEOHKIMNPU
EOAQEI®D

4DA ?EPU EJ SDEOKR=JEVHKJ BKN
SDE?D UKQA-RIA=EJC BA ?ANP?=PA
EO HK?=PA@ 4DENMIEE®N KIJHU BKN
KNC=JEVEKIOACEO M@ =FOA HK?=H
HARAH )B UKQ QOA EP @K ARE=PA|

4DA ?KILHAPA J=IA KBIPA OP=PA KN
LNKREJ?A EJ SDE?D UKQNIEMEKJ
EO HK?=PA@ 4D&EBGNRU EO KKP-H

)B UKQ @K JKP GJKS UKQN ?KQJPN
PSK ?D=N=?PAN ?K@A ?DA?G

SSS ?KQIPNU?K@E KNDEO KNANPU
EOAVIQEI®

3LA?E AODA @=PA >ABKIDE?D
DA ?ANP?=PA EO JKFE&HIDEO
@=PA KJ = OANRANE?Z:NIA
ODKQH@ JKP >ARRSNIEJ DA .KP
"ABKR @=PA KA #! 2ANE"?=PA
QOA@ PK OECJ EP

3LA?E"AODA ATLENEIR] @=PA BK
MDA ?ANP?=PA 4DEO @=PA KJ =
OANRAN BARPPA ODKQH@ JKP >
H=PAD®) MDA KP IBPAN@=PA KJ
DA #! 2ANE " ?=PA QOA@ PK OE(Q

I LANEK@ JK HKICANFP= UA=N
AJOQAD ACQH=N ?BREBPA
?D=JCAO I=GEJC EP IKEGAHU
FD=P PA ?ANP?=PA ?KJP=ED®\P

(0]
O

HABP

A

JEP

H=PAOP ?NULPKCN=LDE?@E=J@=N

=J@ N@Q?EJORJIQI>AN KB KH@




.E=C=N= 3P&KJ 3A?QNEPU 'QE@A #KILKJAJPO REASO =J@ SEJ@KSO

INET Value Description

JACHA?PA@ TARFPAMEPRP ?=J >A
OPKHAJ =J@QDA@ BKN LDEODHJC
=J@ @NERA >U I=HS=RP=?GO
#D=JCEJC ?ANP=PAO IKA
BAMQAJRU EO ARAJ >APPAN

+AU 3EVA JQI>AN 3LA?E"AODA OEVA KBARGAUO EJ
>EPO &KQN GAU ORVAIKSN@
>EPO  >EPO P DEO HOAP
@AB=RH >EPO =J@ >EPO
,=NCAN GAUO P=GA HKJCAN PK
CAJAN=PA >QmBKB @NPAN
OA?QNEPU

#ANE ?=PA 50=CA PATP 3LA?E AODA LQNLKOA KBAP
2ANE'2=PA OANRABAJIP KN #!
2ANEP'?=PA /AN ?AEP=PA
I=J=CAIAJP OKBPS=NQBEPAO I=U
=HIKS KPAN QO=CAO

IHPANJ=PA 3ANRAN .=IA PATP 4DEO KNANPU KRE@AO = J=IABRN
=J BA 3Q>FA?€ommon Name
FD=P PA OUOPAI ?=J QOA PK ?KJJA?P
PK PA OANRARGA BACommon
Name FDA OUOPAI QOA® P
Alternative Server Name PK
R=H@=PBRAR OANRAN EANHPA |I=GEJC
EP LKOOE>HA PK OLATEBW)SKP
)JPANJAP RRK?KH =J@ &1$. &GH
1Q=H"A@ $KI=EJ .=IA

%I=EH '@ @NO Al=EH =@@&DD 4DA ?KJIP=?P =@@0 BKDHD
?ANP ?=PA )P |=U =HOK %P
=@ @0 PK SDE?D UKQN OECJA@
?ANP ?=PA LAI 'HA SHEHA OAJP

+AU 50=CA N=@K >QPPKJO @ AH>BHigital )JJ@E?=PAOAR>QOEJAOO O?AJBENEK I
signature MMQER =QPAJE?=PKI AJ?NUERJ

=J@ @CEP=H OECJEJC 4[E°I=:Q&H
LNER=PA GAUO =OOK?EEPABLSEP
?ANP ?=PA |1=U >A QOA@ PKRE@A
FDAOA OAZOBA=PAN &KN =
@AO?NEKP KB A=?DABIAN PK

+AU 50=CA KIEKJO
Select this Key

Usage option... L

Digital MDA GAU EO PK >A QOAGHB-RAR =QPAJE?EPU KRARANRAN

signature

Non-repudiation UKQ JAA@ PK AJ®EN-P = PN=JOBANMOO=CA S=0 OAJP =8BANRA@ >DAR_=NPAO ?H=EIEJC PK D=RA OAJP =J@

M?AERA@AIAOO=CA 4DEO CQ=N=JBFDR OAJ@AN KB = IAOO=CA ?=JJKP H=PAN @AJU D=BREJSCWIPA=J]
FD=P PA W?ELEAJP ?=JJKP @AJU D=REAERA@AIAOO=CA

Key encipherment UKQ JAA@ = KRK?KHDEP AJ?NULPO GAUO !1J AT=ILHA EO 3 -P#PAJ?NULPO = B=OP OUIIAPNE? GADRUDEI?H
GAU BNP DA ?ANP?=PA 4DA 33, lPK?KH =HOK LANBKNIO GAU AJ?ELDANIAJP

)




#KILKJAJPO REASO =J@ SEJ@KSO .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

Select this Key

Usage option... L

Data UKQN =LER=EKJ ?-+H0D BKN QOBAQR>ER? GAU PK AJ?NULP QOAN @=P+=BANULPKCN=LDE? GAUO

encipherment

Key agreement FDA OAJ@AN =F@AERAN KR\R.Q>EP GAU JAA@ PK @ADERAB SERQP QOEJC AJ?NEKIRIDA =LIEP=FKJ ?=J PAJ
QOAPA LQ>EP? GAU PK AJ?NULP IAOO=CAO >AEBABARQAN =¥@AERANEBA (AHHI=J ?ELDANO QOQEAIOQNAU
=CIAIAIP

Certificate DA OQ>FA?P LEZBAU EO QOA@ PK RANEBUAKIERNPONPAO /JHU #! 2ANPP=PAO I=U QOBHEDO ATPAJOEKJ

signing

CRL signing FDA OQ>FA?P LE2BAU EO QOA@ PK RANEBUAKOBEBKPERKJ EJBKNIERJ OQ7?D =0 = #2, #ANP=PA 2ARKZER]
,EOP HOP KE@EP=H EANPADMPEP D=RA >AAARA?PA@ >U = FANFPA =QRNEPU

Encipher only GAU =@MIAJP EO =HOK AJ=>HA@ 4DEO AD#-HREHP GAU PK >A QOA@ KJHU BKN AJ?ELDANEJC @=P= SDEHA LANBKNIEJC
GAU =GMIAIP

Decipher only GAU =@MIAJP EO =HOK AJ=>HA@ 4DEO ADA-HMEP GAU PK >A QOA@ KJHU BKN @A?ELDANEJC @=P= SDEHA LANBKNIEJC
GAU =GMIAIP

AS ?=PACKNU SEJ@KSO
4DEO SEJ@KS OAPO QL JAS ?=PACKNEAO

"=0OE? ?=PACKNU SEJ@KSO
Figure 41. #=PACKNU KNANPAO

4K KLAJ DAOA SEJ@KSO ATL#K@C 3ANRE?ABCDHE?E=PACKNU3ANREA EPGEASO #=PACKNU
-=J=CAN

Property Value Description
=I1A PATP 1 J=IA BKN PDA CERAJ ?=PACKNU 4DEO

?=J>A =JU J=IA PD=P @AO?NE>AO DOKS
UKQ AQOEJDR ?=PACKNU

4ULA @KL @KSJ HOP 3AHA?PDAPPULA KBAKKD

VJ@AT JQI>AN #NA=PAO = QJEMQA JQI>AN BKN P
?=PACKNU =0 EP EO GJKBA PK P




.E=C=N= 3P&KJ 3A?QNEPU 'QE@A #KILKJAJPO REASO =J@ SEJ@KSO

Property Description

OP=HKJ

AS %@EPKHHAO SEJ@KS
4DEO SEJ@KA2RA0 =)@ BRIXNAO =J@ LANIEOOEKQ@G-B?A00 HE BMWA2KHA -=J=CANREAS2KHA3ANRE?A

Figure 42. %@PKHA SEJ@KS

Property Value Description

=IA PATP ONKRE@AO @ACEREPATDP
MaA?PA E@AIPU KBARAJEPU
KN HKCE?=KLRJIC

OANIEOOEKJO ?DA?G >KT =J@ ?DKKOAN #KJ'CQMO BA PULA KB =??A00

All Powerful User OAPO QL = OQLAN
QOAN JER??AO00 PBAPAJEN
OP=HKJ =J@ "HA OUOPAI

4K ?KJCQW EJBRE@Q=H
LANIEOOEKJO BK&AHANEZGIA
2DARKJ

4DA >KT >APSAAIDA 'HH
OKSANBQH 50AN -D@7PARN
@OLH=UB 2#PACKNEAO "=OE?
?=PACKNEAfDEH=U >U EJ@AT
JQI>AN BKN AT=ILHA NSE

P=CO PATP ONKRE@A =ERBJ=H OABN>HA
EJBKNIZEKJI =>KQMDR K>FA?P

-=N?D



#KILKJAJPO REASO =J@ SEJ@KSO .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

Property Value Description

1JU P=CO =OOK?E=PADMEP
K>FA?P =LLA=N BARJ@ KBR
ONKLANPU 3DAMDA P=C E?KJ
E@ABPAOPAI

OH=PBKNI '@AJE?=PKJI SEJ@KS

4DEO SEJ@KS KLAJO =BPAN AQA2ORKNI ?KJJAHRI EO I=@A )PO LONLKOA EQRKERP/DA LH=PBKNI
QOAN

Figure 43. OH=PBKNI =QWRJIE?=EKJI SEJ@KS

NET Value Description

=IA PATP 4DA J=IA I=U EJ?HQ@A UKQN ?KIL=JU
JAPSKNG J=IA SDAJ ?KJJATIC PK =
7 EJ@KSO >=0A@ ?KILQP/AM )P
=@@00 KBR ?KIRMHAKN DKOP
J=IA KB PDA ?KJRHIAN

3?DAIA PATP 4DEO EJBKNEB E@/AIROPA
=QPAJE?=EKJI O?DAIA QOA@ PK HK
KJ PK = LH=PBKNI (440 "=0OE? (440
$ECAOP KN 3#2!- 3(!

)

#NA@AJP=-HO"50ANJI=IA PATP 4DEO EO SBAQ AJPANALH=PBKNI
QOAN J=IA 2N=PA@ SDADR
?KIPKHAN S=0 ?KIIEOOEKJA@ !??A00
PK BEO J=IA E@ORQCDH=PBKNI




.E=C=N= 3P&KJ 3A?QNEPU 'QE@A #KILKJAJPO REASO =J@ SEJ@KSO

INET Value Description

I@IEJEOPNEIRI  50AN 1??KQJPO

#NA@AIP=HO"0=OO BN PATP 4DEO HDAR=OOSKN?A=PA@ SDAJ
DA ?KIJPHAN S=0 ?KIIEOOEKJIA@
12?A00 PKIFEO L=OOSKED®RQCD
OH=PBKNI |@IEJEOEN3P 50AN
122KQIPO

2AIAI>AN 4DAOA #NM@AJP=-HO ?DA?G >KT 3AHA?EO ?DA?G >KT PK DBRA P
OUOPAI =QPKIE?+U HEJA QOAN
J=IA =)@ L=OOSK® SDAJ UKQ HKC KJ
DA JATPEHA

OH=PBKNI #KJJA?P
4DEO SEJ@KS KLAJO SDAJ UKQ KLAJ = LH=PBKNI OQLANREOKNKB#MN ?KIPN

Figure 44. OH=PBKNI ?KJJA?P SEJ@KS

NET Value Description
4ULA @KL @KSJ HOP @APSPRatform 3AHA?POAPULA KB ?KJIEMD
TLS Connection OP=J@@NKN 4,3 OA?AN
(KOP PULA PULA @N @KSJ >KT =J@ ?DKKOAN  )@AJP AOIPA LH=PBKNI
@AB=RBIPR
)0 =@@D0 )0 =@@0 J@AJP AOPA )0 =@@Q0 KN 52, KB
FDA DKOP LH=PBKNI
OKNP JQI>AN @AB=R® PK )J@AJP AOIPA LKNP BKN OA?QN
LH=PBKNI ?KIIQJE?-HKJ

OH=PBKNI 4,3 OARKO

4DEO SEJ@KS OAPOALIR=PBKNI® JE=C=N=@&LANPACCR-P LKRE@A OANRADPSERIFKJ =J@ AJ?NEKR K
=??A00 EP NEER®HHPBKNI 6EASO OH=PBKNI !@IEJEOBK3RI@ @KQ>HEZ&D=JCA 4,3 3APEJCO



#KILKJAJPO REASO =J@ SEJ@KSO

Figure 45. OH=PBKNI 4,3 3ARFCO SEJ@KS

Name

3P=PA

OKNP

#ANE ?=PA 'B=0

#ANE ?=PA 0=OO &N

Value

4,3

JQI>AN

PATP @ABRQRKOR @ AB=Rb1B
OECJA@ ?BNRPA

PATP =J@ ?DA?G >KT

.E=C=N= 3PHKJ 3A?QNEPU 'QE@A

Description

$AB=QRO PK 4,3 KJHU

4DA LKNP BKN OAZBINQJE?=PEKJ
$AB=RO PK

ONKRE@ACEOR KB =R=EH=>IHA2RNP
=lE=0OAO PK ?DKKKIA BN

10 KB.E=C=N= FDAdefault

?ANP ?=PA EDAOSHOECIA@
?2ANP ?=PA =QPKIER+HU A¥PA@
SDAJ UKQ 'NOP =2?A0M»@ P
LH=PBKNI

NOTE: )B PAPNEQ| ?ANP ?=PA E

=HAE@U QOA@ RAPPERJ KN

FDA LH=PBKNI NQJOA: EAc=N=
RANOEKDAPNEQ!

2ANP ?=PA EO QOA@ >QPIBRFSE

OANRA =OA?KRANU ?ENR-PA

)P 2=JJKP >A @AHAPA@ =J@ OD
>A QOA@ BRIIKRANU LQNLKOAQ
4DA @ABFQMNEP?=PA EO
LNKPA?PA@ >DIPCHK>=H
2ANE'?=PA L=OOS®NB KIAN
2ANE'?=PAO AKJ DA DKOP
LH=PBKNIGAU ORKNKQ ?=J
OAHA?BA BNKI P DA @ @KSJ
HEOP

10 KB.E=C=N= DA ?ANP?=PA EO
L=0OOSKH LKPA?PA@ >U = QJIEMQA
L=OOSK& KNO”A CHK>=H 7ANRPPA
L=OOSK& OKILPO FDA QOAN PK

H

KQH@

-=N?D



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A

Name

ONKPK?KH

50A %TPAJ@A@ -=OPANABA?N

4,3 #ELDAN 3QEPAKRL

Value

43R ")J?HQ@AO 4,3 RANOEKJO

=J@ LN KRE&CBA IKOP
aATE>EPU 4,3R  ~/JHU 4,3
RANOEKJO KN AN??ALPA@
43R " @AB=QHP /JHU 4,3
RANOEKJO KN AN??ALPA@
43R ~/JHU 4,3 RANOEKJ EO
=??ALPA@

true @AB=RHKNalse

@KL @KSJ HOlRcommended @AB=BH
KNsupported

#KILKJAJPO REASO =J@ SEJ@KSO

Description

LNKRE@BR QOANAJA@ L=O0S&N
KN BA CHK>=H 7ANREPA L=OOSRIN
=OOK?E=PA@ 8ER ?ANP?=PA

$AJAO DA IEJEIQI 4,3
4N=JOLKNP ,=UAN 3A?QNEPU
LNKPK?KH RANOEKP PA
LH=PBKNI @=AIKJ)YOA?@MXDANRAN
=??ALPO PK JAGCPA SEB ?HAJP
BKN = OAZQNH=PBKNI ?KJJAZARI
$QNEJAA D=J@OD=GBARDANRA
=J@ HAJIP =GN KJ SDE?D
LNKPK?KH PK QOA
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Figure 46. OANIEOOEKJO SEJ@KS

Column Description
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Figure 47. 3A0O0OEKJ EJBK SDAJ QOEJB OBAIA@ EAREPA

Section Description
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Figure 48. 3P=EKJ |QBPAJE?=EKJI SEJ@KS
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Figure 49. 3P=BKJ #KJJA?P SEJ@KS

NET e Value Description

AULA @KL @KSJ HOP @AB&UFstation \  Station TLS Connection

TLS Connection
\  Station TLS WebSocket

Connection

\  Station Connection

(KOP PULA @KL @KSJ HOP $AB=CrD PIR

)0 =@@00O PATP 4DEO EO SRAIXQ AJPANAR)O
=@@W0 KN 52, KBDR DKOP LH=PBKN

OKNP JQI>AN 4DA LKNP BKN OATOREKJ BKTO
?KIIQJE?=PEKJ $AB=Q8 PK




#KILKJAJPO REASO =J@ SEJ@KSO .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

-=N?D



.E=C=N= 3P&KJ 3A?QNEPU 'QE@A 'HKOO=NU

Chapter 7. Glossary

4DA BKHKSEJC CHKOO=NU AJRMHEXONLA?EFFRIOR PKLE?D#P -AEJ?HQ@A@ =0 L=REBHEK?QIAJP
4K "J@ IKNA CHKOO=NU PANIO =J@ EXVOBBAN PK CHKOO=NEBANEEERRE@Q=H @K?QIAJPO

Alphabetical listing

Certificate Authority (CA)

1J AJP EPWDRP EOOQBR® @CEP=H EANIPAO QOA@ PH=BADI® KSJANODEL KB = EQXAU >DR J=IA@ OQ>FA?P
KB PA ?ANP?=PA 4DE®GIKEO OUOPAI QOANEGHRKINLKJ OECJARQRN =OCANI® I=@A >DA LNER=PA GB+PP
?KNAOLKJ@O PBAP?ANPA@ LQER GAU )DECAN-HEKJODEL IK@ABIAR=NPDEP AIHAO KIFA ?ANP?=PA PNQOPO
FD=P PA OQ>FA?P KSJAN IXBTANP?=PA EO BAPE? >A?=Q0A KBA\RIHHKJODEL KB BHENPAO PRR #!

Certificate Revocation List (CRL)
I HEOP KE@EP=H EANPAMDMPP sAJK HKIJCAN B ARAJ BRB =AIOECJA@ >U = PNQOPA@ #!

chain of trust

IHOK ?#HA@ = SA> KB PNQOE ?ARIR] L=B KN PNQOPA@E7ARA BN EO =J =LKN?D PK OANRAN RAEKIBEP
QOAO = BAPECIA@ TARFPA KSJA@ >U =#! #ANPP=PA |QPKNEPU PK >ACRHOPKNEVAGHNEKIODELO 4DA
LNER=PA GAUIMERKP #! 2ANE ?=PA OECJO = ?KIL=-OWDANRAN EANPA O )JPANIEEPA ?ANP=PAO I=U >A
QOA@ PK BRINFEOKHAPAEKIODELO 0Q?D =0 >U CAKCN=LBE3 KKN2NLKN=ERFEDEKJ

Distinguished Name
| SEOEEJCQEODA@ .=IA $. EO = OPNB3e RIEMQAHU E@AIR AJPNU BAES!0 @ EA?PKNU QPXKIL=N=>HA
PK =L=P EJ = "HA OUOPAI 4DA #. LKN® KBOA $. EO ?KIL=N=>HA PK = "HA J=IA

10 EP =LIEAO PK 3!-, =PPNE>QPA I=LLEJC =J)@RUFBIRE@AN I=BRDNJ =$. A C #. QOAN'NKQL
/5 50ANO $# @KI=EJ $# JAP BKN PDA LIKPKPULA.=IA =PPNE>QPA AKRIAP=EHO KJ 3!-, =DRIE?=EKJI =J@
=PPNE>QPA I=LLEJB =R=EH=>HADAIABEJCHA 3ECJ /JJ[ OERB KBOA $ ", ..$*) /$.3 /$

Incomplete certificate chain

I 2ANFE"?=PA ?D=HJ)#P EO IEOOEJC KJA KN NP ?=PAOKBIR DA KKP OE@A KRB PD=EJ BKN AT=ILHA ,.
$..(%. KN) ,. $).,(9%. $..(9%. 4DA L=NP KBR ?D=EIDRP AN=EJO
IQOP OEti>A LKLANHU OECJA@ =@M

Key

| @ECEP=H GAU EO = RANEBNP PK LA@E?P JQI>AN OGRN@A@ >U = ?BIREPA +AUO OANIRYOR LQNLKOAO
4DA LQ>HE? GAU KBKK® #! 2ANE ?=PA EJ =EAIPBUOPAIKNSOAN MQOP 3RPKMNE ADAR=QPAJE?EPU KB A=?D

OANRANIDA LNER=PA GAU KB = PNQBIPAH?NNE ?=PA |1=U OECJB&N ?AEP=PAO BPAN OANRAN

=QPAJE?=EKJ 1=P?DEJC LQEM=J@ LNER=PA GAUO AJ?NULP =J@ @A?NULP @=P= PN=JOIEOOEKJ

NEQL

.E=C=N= %BEPU 1QANU ,=JCQ=CKRE@AO = OEILHA IA?D=JEOI BKN MQANUEJC K>PATRD BERO "1,
OQLLKNPDAPPAA OAI=JFE?0 =)@ LBRIC KB KNG>AJ?RKILKIAIP OL=?A BKN AT=ILHA 1A L=NJP =)@
"&KNI=P KLAN=EKJO .%1, MQANEAO KJHU BKN P=COREEJIEN= P=C=>HA =)@ E&R) 10)0

object

1J K>FA?P E@R >=0A ?H=QOIQER BKNH=-BUOPAI ABPACRP ?KJBKNI PR >=F= IK@AH />FA?P®QN
EJBKNIZEKJ QOA@ PK ?KJOPNQ?P = B&RAH THQ@AOBIEB@RE?AO RENPQ=H @AREBQ=-EI@EIPO QOANO
OUOPAI BA=RQN-J@ OANRE?AQO />FA?PO =LLBANFRIFNA =0 "HAO IK@QHAO EYNGH@IEJEOPN=PKNO
?KLEANO @NERANO =J@ =LLO -AP=@=P==OQKREERZD SEPHQ@-PACKNEKBAR LANIEOOEKJO =]@
DEAN2DEAO KRE@A =??A00 MIRB@ ?KJ CQIEKB KLEKJIO PK 1=J=CA =QPKI=PA@ >REHEXEAIPU

-=N?D



'HKOO=NU .E=C=N= 3PHKJ 3A?QNEPU 'QE@A

pem file

I ONER=?U %JD=J?A@ -=EHEANPA 0%- EO = ?A&NEPA "HA BKNBAFE?ZRIC = OA?ANANRAR I=U ?KJIP=EJ
= LNER=PA GAU =J@ R=NEKJZPANPOQ?D =0 =E?2NPA =QRNEPU #! ?ANP=PA LNEI=NU RBAREPA =J@
EJPANIAEXPA ?ANP=PA 4DAOA 7AIRBPAO |I=GA QDR ?D=EJ KB PNQOP

permission

4DA NECDP PK =??A00 = ?KILKJAJP OHKP HBXIKNGIPEROPKNWBWAIRECDPO I=U >A CN=JAMGNEPCDP RK®

EJBKNI-EKJ LKRE@QA@ BAK>FA?FDR NECDP PK SNEPA ?DBJOA>PA?P =J@ANECDP PK EJRKGAEKSFRP

DA K>FA?P 2ECDRACNNIPA@ QORAZRHA -=J=CAND LANIEOOEKJO I=L OANIEOOERJDERA@ PK QOANO >U
=0OOECJEJC A=?D QU&ANA=NDQLAN QOAN EO =@ PCN=JPA@ ARANU LANIEOOEKJ EJ ARANU ?=PACKNU BKN AR
K>FA?P

permission level

I OHKP ?KJ'C a=P EX¥®=PAO SDK EHXSA@ PK =??ADOCHKP 7DAJ QJ?DA?GAR® @ABFQHP HA=0OP
admin 2A=@ 2 LANIEOOEKJAMQEI® =0 @A JA@ BAEKHA -=J=CAND LANIEOOEKJO I=L 7DAJ ?DA?GA@ =
QOAN SERIEJEIQI KB operator NA=@ LANIEOOEKJ N [=U =??BABQ@RKP

Certificate

10+) 0Q>HE? +AU #AEP=PA KNE@EP=H BANPA EO =J AHATEPN@ K?QIAJP QOA@ RIRANKSIJANODEL KB =
LQ>H? GAU 4DA ?ENRPA EJ?HQ@AO EJBKINE=KQMR GAUDA E@AIPU KB EPO KSIHINPA @CEP=H
OECJ=POKB =J AJPPIDEP RANE A® REHE®PU KBR?ANP?=POY?KIPAJPO [B\ROECJI=RA@E0O FE® =J@R
?EHAJP ?=J PNQDPEGECIANA ?HAIP ?=J >A ?KJ @AJIPP EP ?=J QOA PQ>E? GAU ?KIP=EJA@AIRNP?=PA
PK ?KIIQJE?=PA SEP®DA OANRAN

Public Key Infrastructur e (PKI)
2ABANO PBAP?N=FEKJ OECJ=RQN@ |=J=CAIAJP KB @CEP=H EANIPAO

role

| HKCE?=HIGDLEJCI*=P EO =OOECJA@ =0 IAP=@=P= PK OUOPAI QOANO DQI=J=J@ I=?DEJA BKN OA?QNEPU LQN
&KN AT=ILHA KHAO I=U >A QOA@ RFKQINQOANO =0 =@IEJEOPAMRKNOVCQH=N QOANO QOAN =J@ KLAN=PKNO
operator

2KHAO OLAA@ARP=J=CAIAJP KB LANIEOOEKJO BKNCARHEN-AN KB QOANO 4DA LANIEOOEKJB®B KECRIOANO
FD=P ODANDA O=IA KHA ?=J >A QL@=PA@ >U ?D=JOBIEHRYLANIEOOEKJO EJOPA=@ KBEIQL@2P QGANY
LANIEOOEKJOEREIQIFH

9KQ [=J=CA XKHAO QOEDBIKHA3ANRE?A

signatur e

| @ ECEP=H OEQY¥2RGEIAO = QIEMQA DDHPREOANPA@ QOEJC = ?NULPKCN=LDHEX =GIZRDIE® 3(!

SEP = LQ>H? GAU 4DEO EO @KJA >U QOEJC = I=P?DEJC LNER=PA GAARKX-AI?MDANPHIC OECI=REGND
QJEMQA PK BKIBA ?ANP?=PA =J@R QOAREJZHJ [PA OECIEJKEZNROO0 AI>A@OR @CEP=H OEGYEI@A
?2ANP ?=PA

user permission
3AA LANIEOOEKJ

-=N?D
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