
Technical Document

Niagara Station Security Guide

Mar ch 10, 2025



Legal Notice

Tridium, Incorporated
�����7 AOPANJ�0=NGS=U��3QEPA����

2E?DIKJ@��6ENCEJE=������

5�3�!�

Confidentiality

4DA�EJBKNI=PEKJ�?KJP=EJA@�EJ�PDEO�@K?QIAJP�EO�?KJ`@AJPE=H�EJBKNI=PEKJ�KB�4NE@EQI��)J?���=�$AH=S=NA�?KNLKN=PEKJ
�4NE@EQI	��3Q?D�EJBKNI=PEKJ�=J@�PDA�OKBPS=NA�@AO?NE>A@�DANAEJ��EO�BQNJEODA@�QJ@AN�=�HE?AJOA�=CNAAIAJP�=J@�I=U
>A�QOA@�KJHU�EJ�=??KN@=J?A�SEPD�PD=P�=CNAAIAJP�

4DA�EJBKNI=PEKJ�?KJP=EJA@�EJ�PDEO�@K?QIAJP�EO�LNKRE@A@�OKHAHU�BKN�QOA�>U�4NE@EQI�AILHKUAAO��HE?AJOAAO��=J@
OUOPAI�KSJANO��=J@��AT?ALP�=O�LANIEPPA@�QJ@AN�PDA�>AHKS�?KLUNECDP�JKPE?A��EO�JKP�PK�>A�NAHA=OA@�PK��KN
NALNK@Q?A@�BKN��=JUKJA�AHOA�

7DEHA�ARANU�ABBKNP�D=O�>AAJ�I=@A�PK�=OOQNA�PDA�=??QN=?U�KB�PDEO�@K?QIAJP��4NE@EQI�EO�JKP�NAOLKJOE>HA�BKN
@=I=CAO�KB�=JU�GEJ@��EJ?HQ@EJC�SEPDKQP�HEIEP=PEKJ�?KJOAMQAJPE=H�@=I=CAO��=NEOEJC�BNKI�P DA�=LLHE?=PEKJ�KB�PDA
EJBKNI=PEKJ�?KJP=EJA@�DANAEJ��)JBKNI=PEKJ�=J@�OLA?E`?=PEKJO�LQ>HEODA@�DANA�=NA�?QNNAJP�=O�KB�PDA�@=PA�KB�PDEO
LQ>HE?=PEKJ�=J@�=NA�OQ>FA?P�PK�?D=JCA�SEPDKQP�JKPE?A��4DA�H=PAOP�LNK@Q?P�OLA?E`?=PEKJO�?=J�>A�BKQJ@�>U
?KJP=?PEJC�KQN�?KNLKN=PA�DA=@MQ=NPANO��2E?DIKJ@��6ENCEJE=�

Trademark notice

"!#JAP�=J@�!3(2!%�=N A�NACEOPANA@�PN=@AI=NGO�KB�!IANE?=J�3K?EAPU�KB�(A=PEJC��2ABNECAN=PEJC�=J@�!EN

#KJ@EPEKJEJC�%JCEJAANO��-E?NKOKBP��%T?AH��)JPANJAP�%TLHKNAN��7 EJ@KSO��7EJ@KSO�6EOP=��7EJ@KSO�3ANRAN��=J@
31,�3ANRAN�=NA�NACEOPANA@�PN=@AI=NGO�KB�-E?NKOKBP�#KNLKN=PEKJ��/N=?HA�=J@�*=R=�=NA�NACEOPANA@�PN=@AI=NGO�KB
/N=?HA�=J@�KN�EPO�=B`HE=PAO��-KVEHH=�=J@�&ENABKT�=NA�PN=@AI=NGO�KB�PDA�-KVEHH=�&KQJ@=PEKJ��%?DAHKJ��,/.�
,KJ-=NG��,KJ4 =HG��=J@�,KJ7KNGO�=NA�NACEOPANA@�PN=@AI=NGO�KB�%?DAHKJ�#KNLKN=PEKJ��4NE@EQI��*!#%��.E=C=N=
&N=IASKNG��=J@�3A@KJ=�&N=IASKNG�=NA�NACEOPANA@�PN=@AI=NGO��=J@�7KNG>AJ?D�=NA�PN=@AI=NGO�KB�4NE@EQI�)J?�
!HH�KPDAN�LNK@Q?P�J=IAO�=J@�OANRE?AO�IAJPEKJA@�EJ�PDEO�LQ>HE?=PEKJ�PD=P�=NA�GJKSJ�PK�>A�PN=@AI=NGO�
NACEOPANA@�PN=@AI=NGO��KN�OANRE?A�I=NGO�=NA�PDA�LNKLANPU�KB�PDAEN�NAOLA?PERA�KSJANO�

Copyright and patent notice

4DEO�@K?QIAJP�I=U�>A�?KLEA@�>U�L=NPEAO�SDK�=NA�=QPDKNEVA@�PK�@EOPNE>QPA�4NE@EQI�LNK@Q?PO�EJ�?KJJA?PEKJ�SEPD
@EOPNE>QPEKJ�KB�PDKOA�LNK@Q?PO��OQ>FA?P�PK�PDA�?KJPN=?PO�PD=P�=QPDKNEVA�OQ?D�@EOPNE>QPEKJ��)P�I=U�JKP�KPDANSEOA�
EJ�SDKHA�KN�EJ�L=NP��>A�?KLEA@��LDKPK?KLEA@��NALNK@Q?A@��PN=JOH=PA@��KN�NA@Q?A@�PK�=JU�AHA?PNKJE?�IA@EQI�KN
I=?DEJA
NA=@=>HA�BKNI�SEPDKQP�LNEKN�SNEPPAJ�?KJOAJP�BNKI�4 NE@EQI��)J?�

#KLUNECDP�_������4NE@EQI��)J?��!HH�NECDPO�NAOANRA@�

4DA�LNK@Q?P�O	�@AO?NE>A@�DANAEJ�I=U�>A�?KRANA@�>U�KJA�KN�IKNA�5�3��KN�BKNAECJ�L=PAJPO�KB�4NE@EQI�

&KN�=J�EILKNP=JP�L=PAJP�JKPE?A��LHA=OA�REOEP�DPPL���SSS�DKJL=P�?KI�

http://www.honpat.com/


#KJPAJPO

About this guide ���������������������������������������������������������������������������������������������������������������������������������� �

$K?QIAJP�?D=JCA�HKC���������������������������������������������������������������������������������������������������� �

2AH=PA@�@K?QIAJPO������������������������������������������������������������������������������������������������������ ��
Chapter 1. About station security ������������������������������������������������������������������������������������������������ ��

3A?QNEPU�LNA?=QPEKJO����������������������������������������������������������������������������������������������������� ��

3A?QNEPU�>AOP�LN=?PE?AO������������������������������������������������������������������������������������������������� ��

3A?QNEPU�$=OD>K=N@�KRANREAS�������������������������������������������������������������������������������������� ��

$EOLH=UEJC�NA=?D=>HA�OP=PEKJO�KJ�3A?QNEPU�$=OD>K=N@����������������������������������� ��

6QHJAN=>EHEPU�I=J=CAIAJP�PKKHO���������������������������������������������������������������������������������� ��

Chapter 2. Secure communication ������������������������������������������������������������������������������������������������ ��

#HEAJP�OANRAN�NAH=PEKJODELO������������������������������������������������������������������������������������������� ��

#ANPE`?=PAO������������������������������������������������������������������������������������������������������������������� ��

3AHB
OECJA@�?ANPE`?=PAO������������������������������������������������������������������������������������ ��

+AUO����������������������������������������������������������������������������������������������������������������� ��

(KS�?ANPE`?=PAO�RANEBU�E@AJPEPU����������������������������������������������������������������������� ��

%J?NULPEKJ������������������������������������������������������������������������������������������������������� ��

.=IEJC�?KJRAJPEKJ����������������������������������������������������������������������������������������� ��

#ANPE`?=PA�OPKNAO���������������������������������������������������������������������������������������������������������� ��

!??AOOEJC�PDA�OPKNAO��������������������������������������������������������������������������������������� ��

3PKNAO�BKH@AN�OPNQ?PQNA ������������������������������������������������������������������������������������ ��

3PKNAO�`HA�J=IAO��������������������������������������������������������������������������������������������� ��

#32�BKH@AN�OPNQ?PQNA����������������������������������������������������������������������������������������������������� ��

#NA=PEJC�=�#32�BKH@AN�OPNQ?PQNA ���������������������������������������������������������������������� ��

#ANPE`?=PA�OAPQL����������������������������������������������������������������������������������������������������������� ��

2KKP�=J@�EJPANIA@E=PA�?ANPE`?=PA�?DA?GHEOP���������������������������������������������������� ��

3QLANREOKN�AJCEJAANEJC�0#�?DA?GHEOP�������������������������������������������������������������� ��

0H=PBKNI�=J@�OP=PEKJ�?DA?GHEOP������������������������������������������������������������������������� ��

/LAJEJC�=�OA?QNA�LH=PBKNI�?KJJA?PEKJ��JE=C=N=@	����������������������������������������� ��

%J=>HEJC�PDA�.E=C=N=.APSKNG������������������������������������������������������������������������ ��

#KJ`NIEJC�?HEAJP�OANRAN�NAH=PEKJODELO������������������������������������������������������������ ��

#NA=PEJC�=�NKKP�#!�?ANPE`?=PA������������������������������������������������������������������������� ��

0=OOSKN@�OPNAJCPD������������������������������������������������������������������������������������������� ��

#NA=PEJC�=�#HEAJP�#ANPE`?=PA�BKN�3UOHKC�?KJ`CQN=PEKJ����������������������������������� ��

#NA=PEJC�=�OANRAN�?ANPE`?=PA���������������������������������������������������������������������������� ��

#NA=PEJC�=�?K@A
OECJEJC�?ANPE`?=PA����������������������������������������������������������������� ��

#NA=PEJC�=�#32������������������������������������������������������������������������������������������������ ��

3ECJEJC�=�?ANPE`?=PA����������������������������������������������������������������������������������������� ��

)ILKNPEJC�PDA�OECJA@�?ANPE`?=PA�>=?G�EJPK�PDA�5OAN�+AU�3PKNA���������������������� ��

)ILKNPEJC�EJ?KILHAPA�?ANPE`?=PAO�EJPK�5OAN�+AU�3PKNA ���������������������������������� ��

5OEJC�=�?ANPE`?=PA�SEPD�EJ?KILHAPA�?D=EJ�EJ�3ANRE?AO������������������������������������� ��

6EASEJC�EJ?KILHAPA�?ANPE`?=PAO�KJ�3A?QNEPU�$=OD>K=N@�������������������������������� ��

)JOP=HHEJC�=�NKKP�?ANPE`?=PA�EJ�PDA�7 EJ@KSO�PNQOP�OPKNA ���������������������������������� ��

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A #KJPAJPO

-=N ?D��������� �



%TLKNPEJC�=�?ANPE`?=PA������������������������������������������������������������������������������������� ��

-=JQ=HHU�EILKNPEJC�=�?ANPE`?=PA�EJPK�=�5OAN�4NQOP�3PKNA �������������������������������� ��

)JOP=HHEJC�=�?ANPE`?=PA�������������������������������������������������������������������������������������� ��

3P=PEKJ�DA=HPD�?KJ`NI=PEKJ����������������������������������������������������������������������������� ��

6EASEJC�OAOOEKJ�EJBKNI=PEKJ��������������������������������������������������������������������������� ��

!HHKSA@�DKOPO�I=J=CAIAJP��������������������������������������������������������������������������� ��

7DAJ�=�?ANPE`?=PA�ATLENAO������������������������������������������������������������������������������� ��

3APPEJC�QL�=H=NIEJC�BKN�?ANPE`?=PA�ATLEN=PEKJ������������������������������������������������� ��

$AHAPEJC�=�?ANPE`?=PA��������������������������������������������������������������������������������������� ��

#ANPE`?=PA�7EV=N@�������������������������������������������������������������������������������������������������������� ��

'AJAN=PEJC�=�#!�?ANPE`?=PA�=J@�OECJA@�3ANRAN�?ANPE`?=PA�QOEJC�PDA�#ANPE`?=PA
7 EV=N@�������������������������������������������������������������������������������������������������������������������� ��

2A?KIIAJ@A@�RANE`?=PEKJO���������������������������������������������������������������������������� ��

3ECJEJC�IQHPELHA�?ANPE`?=PAO����������������������������������������������������������������������������������������� ��

#KJ`CQNEJC�OA?QNA�LH=PBKNI�?KIIQJE?=PEKJ�������������������������������������������������������������� ��

%J=>HEJC�?HEAJPO�=J@�?KJ`CQNEJC�PDAI�BKN�PDA�?KNNA?P�LKNP���������������������������������������� ��

#KJ`CQNEJC�OA?QNA�OP=PEKJ�?KIIQJE?=PEKJ����������������������������������������������������������������� ��

%J?NULPA@�D=ODA@�L=OOSKN@O�������������������������������������������������������������������������������������� ��

"KC�&EHA�0NKPA?PEKJ�PKKH���������������������������������������������������������������������������������� ��

)JOP=HHEJC�=�OP=PEKJ�?KLU�KJ�=JKPDAN�LH=PBKNI������������������������������������������������� ��

!@@EJC�=J@�NAIKREJC�QOANO�BNKI��>KC�`HA ����������������������������������������������������� ��

2ARANPEJC�OP=PEKJ�BKN�?KIL=PE>EHEPU����������������������������������������������������������������� ��

3A?QNEJC�AI=EH�������������������������������������������������������������������������������������������������������������� ��

3A?QNA�?KIIQJE?=PEKJ�PNKQ>HAODKKPEJC���������������������������������������������������������������������� ��

$AB=QHP�4#0�)0�LKNPO��������������������������������������������������������������������������������������� ��

#ANPE`?=PA�I=J=CAIAJP�SDAJ�NALH=?EJC�=�?KJPNKHHAN������������������������������������ ��

!??ALPEJC�=�OAHB
OECJA@�?ANPE`?=PA�=BPAN�=�?D=JCA����������������������������������������� ��

Chapter 3. Fox Over W ebSocket connection ������������������������������������������������������������������������������ ��

2AMQENAIAJPO ��������������������������������������������������������������������������������������������������������������� ��

#KJJA?PEJC�BNKI�7 KNG>AJ?D�PK�=�OP=PEKJ������������������������������������������������������������������� ��

#KJJA?PEJC�BNKI�OP=PEKJ�PK�OP=PEKJ������������������������������������������������������������������������������ ��

*KEJEJC�=�OQ>KN@EJ=PA�OP=PEKJ�QOEJC�ATLKNP�P=CO��������������������������������������������������������� ��

Chapter 4. User authentication ����������������������������������������������������������������������������������������������������� ��

5OAN�=QPDAJPE?=PEKJ�?DA?GHEOP��������������������������������������������������������������������������������������� ��

!QPDAJPE?=PEKJ�OANRE?A������������������������������������������������������������������������������������������������� ��

!QPDAJPE?=PEKJ�O?DAIAO����������������������������������������������������������������������������������������������� ��

#HEAJP�?ANPE`?=PA�=QPDAJPE?=PEKJ�OAPQL������������������������������������������������������������������������� ��

!@IEJ�SKNGaKS�BKN�?HEAJP�?ANPE`?=PA�=QPDAJPE?=PEKJ������������������������������������� ��

#KJ`CQNEJC�=�QOAN�BKN�?HEAJP�?ANPE`?=PA�=QPDAJPE?=PEKJ���������������������������������� ��

5OAN�SKNGaKS�BKN�?HEAJP�?ANPE`?=PA�=QPDAJPE?=PEKJ���������������������������������������� ��

#NA=PEJC�=�?HEAJP�?ANPE`?=PA����������������������������������������������������������������������������� ��

%TLKNPEJC�=�?HEAJP�?ANPE`?=PA��������������������������������������������������������������������������� ��

)JOP=HHEJC�PDA�LNER=PA�?HEAJP�?ANPE`?=PA�EJ�UKQN�>NKSOAN�PNQOP�OPKNA ���������������� ��

%TLKNP�#HEAJP�#ANPE`?=PA�EJ�0+#3���&KNI=P��������������������������������������������������� ��

,KCCEJC�EJ�RE=�=�>NKSOAN�QOEJC�?HEAJP�?ANPE`?=PA�=QPDAJPE?=PEKJ��������������������������������� ��

#KJPAJPO .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

� -=N ?D���������



,KCCEJC�EJ�RE=�7KNG>AJ?D�QOEJC�?HEAJP�?ANPE`?=PA�=QPDAJPE?=PEKJ������������������������������ ��

%J=>HEJC�=�GEKOG
HEGA�IK@A�QOEJC�#HEAJP#ANP!QPD������������������������������������������������������� ��

3APPEJC�QL�0+)�=QPDAJPE?=PEKJ�������������������������������������������������������������������������������������� ��

3APPEJC�QL�'KKCHA�=QPDAJPE?=PEKJ��'!QPD	������������������������������������������������������������������ ��

3EJCHA�3ECJ�/J�������������������������������������������������������������������������������������������������������������� ��

(KS�3!-,�33/�SKNGO ������������������������������������������������������������������������������������ ��

#NA=PEJC�=�5OAN�0NKPKPULA�BKN�3!-,�!QPDAJPE?=PEKJ������������������������������������� ��

#KJ`CQNEJC�PDA�3!-,�!QP DAJPE?=PEKJ�3?DAIA���������������������������������������������� ��

#QOPKIEVEJC�3!-,�=PPNE>QPA�I=LLEJC����������������������������������������������������������� ��

,KCCEJC�EJ�SEPD�3!-,�33/ ����������������������������������������������������������������������������� ��

!>KQP�PDA�3!-,�)@0�3ANRE?A��������������������������������������������������������������������������� ��

0NAHEIEJ=NU�OPALO��������������������������������������������������������������������������������������������� ��

"=OE?�SKNGaKS�BKN�OAPPEJC�QL�PDA�OANRE?A������������������������������������������������������� ��

3APPEJC�QL�PDA�3!-,�)@0�3ANRE?A�������������������������������������������������������������������� ��

#KJ`CQNEJC�OQ>KN@EJ=PA�OP=PEKJO�BKN�3!-,�)@0�3ANRE?A�=J@�3?DAIA����������� ��

3!-,�0=OOSKN @
>=OA@�!QPDAJPE?=PEKJ����������������������������������������������������������� ��

5OANO����������������������������������������������������������������������������������������������������������������������������� ��

5OAN�LNKPKPULAO���������������������������������������������������������������������������������������������� ��

3P=PEKJ
PK
OP=PEKJ�QOANO����������������������������������������������������������������������������������� ��

!@@EJC�KN�A@EPEJC�=�QOAN��������������������������������������������������������������������������������� ��

!@@EJC�NKHAO�=J@�LANIEOOEKJO������������������������������������������������������������������������� ��

!OOECJEJC�NKHAO�PK�QOANO���������������������������������������������������������������������������������� ��

#D=JCEJC�QOAN�L=OOSKN@��������������������������������������������������������������������������������� ��

!OOECJEJC�=QPDAJPE?=PEKJ�O?DAIAO�PK�QOANO��������������������������������������������������������������� ���

0=OOSKN@�I=J=CAIAJP ���������������������������������������������������������������������������������������������� ���

3APPEJC�QL�L=OOSKN@�OPNAJCPD����������������������������������������������������������������������� ���

3APPEJC�QL�L=OOSKN@�KLPEKJO������������������������������������������������������������������������ ���

3APPEJC�QL�=�QOAN�O�L=OOSKN@������������������������������������������������������������������������ ���

,KCCEJC�KJ�PK�=�OP=PEKJ���������������������������������������������������������������������������������������������� ���

0NAREKQO�HKCEJ�=PPAILPO,KCEJ�DEOPKNU������������������������������������������������������������������������ ���

6EAS�HKCEJ�=PPAILPO��KPDAN�QOANO	������������������������������������������������������������������������������ ���

3P=PEKJ�!QPK�,KCKBB���������������������������������������������������������������������������������������������������� ���

#D=JCEJC�UKQN�L=OOSKN@������������������������������������������������������������������������������������������� ���

5OAN�=QPDAJPE?=PEKJ�PNKQ>HAODKKPEJC������������������������������������������������������������������������� ���

Chapter 5. Authorization management �������������������������������������������������������������������������������������� ���

#KILKJAJP�LANIEOOEKJO�?DA?GHEOP����������������������������������������������������������������������������� ���

#KILKJAJP�LANIEOOEKJ�HARAH������������������������������������������������������������������������������������� ���

#D=JCEJC�=�?KILKJAJP�#KJ`C�a=C�������������������������������������������������������������� ���

5OAN3ANRE?A�LANIEOOEKJ�HARAHO����������������������������������������������������������������������� ���

#=PACKNEAO������������������������������������������������������������������������������������������������������������������ ���

"=OE?�?=PACKNEAO�������������������������������������������������������������������������������������������� ���

!@@EJC�=J@�A@EPEJC�=�>=OE?�?=PACKNU������������������������������������������������������������ ���

!OOECJEJC�=�?KILKJAJP�PK�=�>=OE?�?=PACKNU������������������������������������������������� ���

$AHAPEJC�=�?=PACKNU�J=IA����������������������������������������������������������������������������� ���

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A #KJPAJPO

-=N ?D��������� �



2KHAO�=J@�LANIEOOEKJO������������������������������������������������������������������������������������������������ ���

!@@EJC�NKHAO�=J@�LANIEOOEKJO����������������������������������������������������������������������� ���

!@@EJC�=�?KILKJAJP������������������������������������������������������������������������������������ ���

%@EPEJC�NKHAO�=J@�LANIEOOEKJO����������������������������������������������������������������������� ���

!OOECJEJC�NKHAO�PK�QOANO�������������������������������������������������������������������������������� ���

#KJ`NIEJC�=??AOO�OA?QNEPU���������������������������������������������������������������������������� ���

2AREASEJC�LANIEOOEKJO���������������������������������������������������������������������������������� ���

!J?AOPKN�LANIEOOEKJO������������������������������������������������������������������������������������ ���

&EHA�LANIEOOEKJO��������������������������������������������������������������������������������������������� ���

(EOPKNU�LANIEOOEKJO��������������������������������������������������������������������������������������� ���

#KILKJAJP�LANIEOOEKJO�PNKQ>HAODKKPEJC����������������������������������������������������������������� ���

Chapter 6. Components, views and windows ��������������������������������������������������������������������������� ���

#KILKJAJPO ��������������������������������������������������������������������������������������������������������������� ���

#HEAJP�#ANP�!QPD�3?DAIA��?HEAJP#ANP!QPD
#HEAJP#ANP!QPD3?DAIA	 ������������� ���

0+)�!QPDAJPE?=PEKJ�3?DAIA��?HEAJP#ANP!QPD
0+)!QPDAJPE?=PEKJ3?DAIA	���� ���

#!�#KJ`CQN=PEKJ��?HEAJP#ANP!QPD
#!#KJ`CQN=PEKJ	����������������������������������� ���

#=�#ANP�!J@�#NH��@NERAN
#=#ANP!J@#NH	�������������������������������������������������������� ���

3A?QNEPU3ANRE?A��JOO
3A?QNEPU3ANRE?A	������������������������������������������������������������ ���

#ANPE`?=PA�&KH@AN��JOO
#ANPE`?=PA&KH@AN	����������������������������������������������������� ���

#ANPE`?=PA�)JBK��JOO
#ANPE`?=PA)JBK	�������������������������������������������������������������� ���

#ANPE`?=PA�%TLENU�0KEJP��JOO
#ANPE`?=PA%TLENU0KEJP	������������������������������������ ���

3A?QNEPU�$=OD>K=N@�$ARE?A�%TP��JOO
3A?QNEPU$=OD>K=N@$ARE?A%TP	������������ ���

3A?QNEPU�$=OD>K=N@�$=P=�)ILKNP��JOO
3A?QNEPU$=OD>K=N@$=P=)ILKNP	������� ���

2A=?D=>HA�3P=PEKJ�3A?QNEPU�$=OD>K=N@�%TP��JOO

2A=?D=>HA3P=PEKJ3A?QNEPU$=OD>K=N@%TP	������������������������������������������������������������ ���

'KKCHA�=QPDAJPE?=PEKJ�O?DAIA��C=QPD
'KKCHA!QPDAJPE?=PEKJ3?DAIA	 ������ ���

3�!�-�,�!PPNE>QPA�-=LLAN��O=IH
3!-,!PPNE>QPA-=LLAN	 ��������������������������� ���

3!-,�!QP DAJPE?=PEKJ�3?DAIA��O=IH
3!-,!QP DAJPE?=PEKJ3?DAIA	 ������������ ���

3!-,�#K4�0N KPKPULAO��O=IH
3!-,#K40NKPKPULAO-ET)J	���������������������������� ���

3!-,�)@�0�3ANRE?A��O=IH
3!-,)@03ANRE?A	��������������������������������������������������� ���

#EN?HA�KB�4NQOP�%@EPKN��O=IH
#EN?HA/B4NQOP	���������������������������������������������������� ���

0NKPKPULA�&KH@AN��O=IH
3!-,5OAN0NKPKPULA&KH@AN	����������������������������������� ���

3P=PEKJ�3ANRE?A�0NKRE@AN�&KH@AN��O=IH
3P=PEKJ3ANRE?A0NKRE@AN&KH@AN	��������� ���

3=IH�8IH�$A?NULPAN��O=IH%J?NULPEKJ
3=IH8IH$A?NULPAN	��������������������������� ���

3=IH�8IH�%J?NULPAN��O=IH%J?NULPEKJ
3=IH8IH%J?NULPAN	���������������������������� ���

0HQCEJO��REASO	������������������������������������������������������������������������������������������������������������ ���

3AOOEKJ�4KGAJ�-=J=CAN�6EAS��OECJEJC3ANRE?A
3AOOEKJ4KGAJ5T-=J=CAN	��� ���

3A?QNEPU�$=OD>K=N@�6EAS��JOO
3A?QNEPU$=OD>K=N@6EAS	������������������������������ ���

7 KNG>AJ?D�#ANPE`?=PA�-=J=CAIAJP��LH=P#NULPK
#ANP-=J=CAN4KKH	��������� ���

0H=PBKNI�#ANPE`?=PA�-=J=CAIAJP��LH=P#NULPK
#ANP-=J=CAN3ANRE?A	��������� ���

5OAN�+AU�3PKNA�P=>���������������������������������������������������������������������������������������� ���

4NQOP�3PKNA�P=>O��������������������������������������������������������������������������������������������� ���

!HHKSA@�(KOPO�P=>����������������������������������������������������������������������������������������� ���

(4-,��#ANP E`?=PA�5T�-=J=CAIAJP�6EAS���������������������������������������������������� ���

#ANPE`?=PA�3ECJAN�-QHPELHA�3AHA?PEKJ��LH=P#NULPK

#ANPE`?=PA3ECJAN-QHPELHA3AHA?PEKJ4KKH	�������������������������������������������������������������� ���

#KJPAJPO .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

� -=N ?D���������



#ANPE`?=PA�0=N=IAPAN��LH=P#NULPK
#ANPE`?=PA0=N=IAPAN	���������������������������� ���

#KIIKJ�.=IA�4 AILH=PA��LH=P#NULPK
#KIIKJ.=IA4 AILH=PA	���������������� ���

#EN?HA�/B�4NQOP�%@EPKN��O=IH
#EN?HA/B4NQOP%@EPKN	����������������������������������������� ���

#=PACKNU�"NKSOAN��S>QPEH
#=PACKNU"NKSOAN	����������������������������������������������� ���

#=PACKNU�-=J=CAN��S>QPEH
#=PACKNU-=J=CAN	�������������������������������������������� ���

S>QPEH
#=PACKNU3DAAP����������������������������������������������������������������������������������� ���

S>QPEH
0ANIEOOEKJO"NKSOAN��������������������������������������������������������������������������� ���

2KHA�-=J=CAN��S>QPEH
2KHA-=J=CAN	������������������������������������������������������������ ���

7 EJ@KSO��������������������������������������������������������������������������������������������������������������������� ���

#ANPE`?=PA�3ECJEJC�SEJ@KS��������������������������������������������������������������������������� ���

#ANPE`?=PA�%TLKNP�SEJ@KSO��������������������������������������������������������������������������� ���

'AJAN=PA�3AHB
3ECJA@�#ANPE`?=PA�SEJ@KS���������������������������������������������������� ���

.AS�?=PACKNU�SEJ@KSO��������������������������������������������������������������������������������� ���

.AS�%@EP�NKHAO�SEJ@KS��������������������������������������������������������������������������������� ���

0H=PBKNI�!QPDAJPE?=PEKJ�SEJ@KS������������������������������������������������������������������ ���

0H=PBKNI�#KJJA?P������������������������������������������������������������������������������������������ ���

0H=PBKNI�4,3�OAPPEJCO������������������������������������������������������������������������������������ ���

0ANIEOOEKJO�I=L�������������������������������������������������������������������������������������������� ���

3AOOEKJ�)JBK�SEJ@KS�������������������������������������������������������������������������������������� ���

3P=PEKJ�!QPDAJPE?=PEKJ�SEJ@KS��������������������������������������������������������������������� ���

3P=PEKJ�#KJJA?P�SEJ@KS������������������������������������������������������������������������������� ���

Chapter 7. Glossary ��������������������������������������������������������������������������������������������������������������������� ���

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A #KJPAJPO

-=N ?D��������� �



� -=N ?D���������



!>KQP�PDEO�CQE@A
4DEO�PKLE?�?KJP=EJO�EILKNP=JP�EJBKNI=PEKJ�=>KQP�PDA�LQNLKOA��?KJPAJP��?KJPATP��=J@�EJPAJ@A@�=Q@EAJ?A�BKN�PDEO
@K?QIAJP�

Product Documentation
4DEO�@K?QIAJP�EO�L=NP�KB�PDA.E=C=N=PA?DJE?=H�@K?QIAJP=PEKJ�HE>N=NU��2AHA=OA@�RANOEKJO�KB.E=C=N=OKBPS=NA
EJ?HQ@A�=�?KILHAPA�?KHHA?PEKJ�KB�PA?DJE?=H�EJBKNI=PEKJ�PD=P�EO�LNKRE@A@�EJ�>KPD�KJHEJA�DAHL�=J@�0$&�BKNI=P��4DA
EJBKNI=PEKJ�EJ�PDEO�@K?QIAJP�EO�SNEPPAJ�LNEI=NEHU�BKN�3UOPAIO�)JPACN=PKNO��4K�I=GA�PDA�IKOP�KB�PDA�EJBKNI=PEKJ
EJ�PDEO�>KKG��NA=@ANO�ODKQH@�D=RA�OKIA�PN=EJEJC�KN�LNAREKQO�ATLANEAJ?A�SEPD.E=C=N=OKBPS=NA��=O�SAHH�=O
ATLANEAJ?A�SKNGEJC�SEPD*!#% JAPSKNG�?KJPNKHHANO�

Document Content
4DEO�@K?QIAJP�LNKRE@AO�CQE@=J?A�=J@�>AOP�LN=?PE?AO�@AOECJA@�PK�DAHL�UKQ�?KJ`CQNA�=J@�I=EJP=EJ�OA?QNA
OP=PEKJO�SDEHA�P=GEJC�=@R=JP=CA�KB�PDA�>AJA`PO�PD=P�EJPANJAP�?KJJA?PEREPU�KBBANO�

$K?QIAJP�?D=JCA�HKC
4DEO�HKC�LNKRE@AO�PDA�@=PA�PDEO�@K?QIAJP�S=O�NAHA=OA@�=J@�HEOPO�=JU�OQ>OAMQAJP�@K?QIAJP�QL@=PAO�PD=P�D=RA
K??QNNA@�

-=N ?D���������

\ 5L@=PA@��!@@EJC�=J@�NAIKREJC�QOANO�BNKI��>KC�`HA��EJ��3A?QNA�?KIIQJE?=PEKJ��?D=LPAN�

$A?AI>AN��������

\ !@@A@��%J?NULPA@�D=ODA@�L=OOSKN@O��PKLE?�PK��3A?QNA�?KIIQJE?=PEKJ��?D=LPAN��=O�KB.E=C=N=����� 	�

\ !@@A@��3APPEJC�QL�0+)�=QPDAJPE?=PEKJ��PKLE?�PK��5OAN�=QPDAJPE?=PEKJ��?D=LPAN��=O�KB.E=C=N=����� 	�

\ !@@A@��0+)�!QPDAJPE?=PEKJ�3?DAIA��?HEAJP#ANP!QPD
0+)!QPDAJPE?=PEKJ3?DAIA����#!�#KJ`CQN=P EKJ
�?HEAJP#ANP!QPD
#!#KJ`CQN=PEKJ���=J@��#=�#ANP�!J@�#NH��@NERAN
#=#ANP!J@#NH	��?KILKJAJP�PKLE?O��=O�KB
.E=C=N=����� 	�

\ !@@A@��&KT�/RAN�7A>3K?GAP�?KJJA?PEKJ��?D=LPAN��=O�KB.E=C=N=����� 	�

\ !@@A@��)ILKNPEJC�EJ?KILHAPA�?ANPE`?=PA�EJPK�5OAN�+AU�3PKNA���=O�KB.E=C=N=����� 	�

\ 5L@=PA@��3P=PEKJ�!QPK�,KCKBB��PKLE?�PK�EJ?HQ@A�PDA��!>OKHQPA�,KCKBB�%J=>HA@��KLPEKJ��=O�KB.E=C=N=
���� 	�

\ !@@A@��%J?NULPA@�D=ODA@�L=OOSKN@��?D=LPAN��=O�KB.E=C=N=����� 	�

\ !@@A@��"KC�&EHA�0NKPA?PEKJ�PKKH��PKLE?��=O�KB.E=C=N=����� 	�

\ !@@A@��!@@EJC�=J@�NAIKREJC�QOANO�BNKI��>KC�`HA��PKLE?��=O�KB.E=C=N=����� 	�

\ !@@A@��2ARANPEJC�OP=PEKJ�BKN�?KIL=PE>EHEPU��PKLE?��=O�KB.E=C=N=����� 	�

!QCQOP���������

\ !@@A@��3APPEJC�QL�0+)�=QPDAJPE?=PEKJ��?D=LPAN���?HEAJP#ANP!QPD
0+)!QPDAJPE?=PEKJ3?DAIA��
�?HEAJP#ANP!QPD
#!#KJ`CQN=PEKJ���=J@��@NERAN
#=#ANP!J@#NH��?KILKJAJP�PKLE?O��=O�KB.E=C=N=����� 	�

\ !@@A@�OPKNA�OEVA�HEIEP�EJBKNI=PEKJ�PK�Z0H=PBKNI�#ANPE`?=PA�-=J=CAIAJP��LH=P#NULPK

#ANP-=J=CAN3ANRE?A	[�PKLE?��=O�KB.E=C=N=����� 	�

\ !@@A@�JAS�PKLE?�Z%TLKNP�#HEAJP�#ANPE`?=PA�EJ�0+#3���&KNI=P[�PK�PDA�Z5OAN�!QPDAJPE?=PEKJ[�?D=LPAN��=O
KB.E=C=N=����� 	��

-=U���������

\ 5L@=PA@�Z3!-,�!QPDAJPE?=PEKJ�3?DAIA��O=IH
3!-,!QP DAJPE?=PEKJ3?DAIA	[�PK�EJ?HQ@A�PDA�Z2AMQAOPA@
!QPDAJPE?=PEKJ�#KIL=NEOKJ�-K@A[�LNKLANPU��=O�KB.E=C=N=����� 	�

\ 5L@=PA@�4,3�3APPEJCO�EJ�Z#KJ`CQNEJC�OA?QNA�LH=PBKNI�?KIIQJE?=PEKJ[�EJBKNI=PEKJ�PK�NAaA?P*!#%
����
NAMQENAIAJPO�

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A !>KQP�PDEO�CQE@A

-=N ?D��������� �



\ 5L@=PA@�Z3APPEJC�QL�'KKCHA�!QPDAJPE?=PEKJ[�PKLE?�PK�EJ?HQ@A�EJBKNI=PEKJ�KJ�/40�?K@A�

\ !@@A@�/40�?K@A�EJBKNI=PEKJ�SDAJ�QOEJC�'KKCHA�!QPDAJPE?=PEKJ�PK�Z5OAN�=QPDAJPE?=PEKJ
PNKQ>HAODKKPEJC[�PKLE?�

\ !@@A@�JAS�PKLE?�Z3!-,�0=OOSKN@�>=OA@�!QPDAJPE?=PEKJ[�PK�PDA�Z5OAN�!QPDAJPE?=PEKJ[�?D=LPAN�

\ !@@A@�JAS�LNKLANPU�Z2AMQAOPA@�!QPDAJPE?=PEKJ�4ULA[�EJ�PDA�Z3!-,�!QP DAJPE?=PEKJ�3?DAIA[�PKLE?�PK�PDA
Z�#KILKJAJPO[�?D=LPAN�

\ 5L@=PA@�CQE@A�>=OA@�KJ�CAJAN=H�OA?QNEPU�NAREAS�

\ !@@A@�JAS�PKLE?�Z#D=JCEJC�QOAN�L=OOSKN@[�PK�PDA�Z5OAN�!QPDAJPE?=PEKJ[�?D=LPAN

\ !@@A@�Z$EOLH=UEJC�NA=?D=>HA�OP=PEKJO�KJ�3A?QNEPU�$=OD>K=N@[�PKLE?��=O�KB.E=C=N=����� 	�

*QJA���������

\ !@@A@�Z%I=EH�!QPDAJPE?=PKN[�KLPEKJO�PK�Z3A?QNEJC�AI=EHO[�?D=LPAN��=O�KB.E=C=N=����� 	�

\ !@@A@*!#%
���� NABANAJ?A�

\ !@@A@�ZJOO
3A?QNEPU$=OD>K=N@$ARE?A%TP[��ZJOO
2A=?D=>HA3P=PEKJ3A?QNEPU$=OD>K=N@%TP[��=J@�ZJOO

3A?QNEPU$=OD>K=N@$=P=)ILKNP[�?KILKJAJP�PKLE?O�

\ 5L@=PA@�Z3A?QNEPU�$=OD>K=N@�/RANREAS[�KJ�?ANPE`?=PA�@=P=�

\ )J�Z0H=PBKNI�4,3�OAPPEJCO[��=@@A@�@AP=EHO�=>KQP�QL@=PA@�Z#ANPE`?=PA�!HE=O[��Z#ANPE`?=PA�0=OOSKN@[��=J@
Z5OA�'HK>=H�#ANPE`?=PA�0=OOSKN@[�LNKLANPU�

\ )J�Z#NA=PEJC�=�OANRAN�?ANPE`?=PA[��=@@A@�@AP=EHO�=>KQP�PDA�QJEMQA�LNER=PA�GAU�L=OOSKN@�=J@�CHK>=H
?ANPE`?=PA�L=OOSKN@�

\ !@@A@�Z#NA=PEJC�=�#HEAJP�#ANPE`?=PA�BKN�3UOHKC�?KJ`CQN=PEKJ[�PKLE?�PK�3A?QNA�#KIIQJE?=PEKJ�?D=LPAN�

\ 2AIKRA@�OKIA�?KILKJAJP�PKLE?O�PD=P�=NA�LNAOAJP�EJ�PDA� ..$)"��.�,. ��1$.#��$�"�,� �

\ !@@A@�JAS�PKLE?�Z(4-,��#ANPE`?=PA�5T�-=JCAIAJP�6EAS[�PK�PDA�Z0HQCEJO[�?D=LPAN�

/?PK>AN���������

\ !@@A@�LNKLANPU�@AO?NELPEKJ�PK7 A>3ANRE?A?KILKJAJP Https Min Protocol LNKLANPU�NAC=N@EJC�=@@EPEKJ
KB�4,3R����KLPEKJ�

-=U���������

\ !@@A@�3=IA�3EPA�LNKLANPU�EJ�SA>
7A>3ANRE?A�?KILKJAJP�PKLE?�

!LNEH���������

\ )J�PKLE?�Z3A?QNEPU�>AOP�LN=?PE?AO[�?D=JCA@�PDA�FLAC�`HAO�PK�LJC�

*=JQ=NU���������

\ 2ALH=?A@�PDA�3?NAAJ�?=LPQNA�KB�Z'AJAN=PA�3AHB
3ECJA@�#ANPE`?=PA�SEJ@KS[�=J@�=@@A@�PDA�+AU�QO=CA�
5L@=PA@�PDA�Z3A?QNEPU�$=OD>K=N@�BA=PQNA[�=J@�ZJOO
3A?QNEPU$=OD>K=N@6EAS[�PKLE?O�SEPD�=@@A@�@AP=EHO
KJ�PDA3UOPAI�63UOPAI�6EASEASBA=PQNA�

/?PK>AN���������

\ 5L@=PA@�PK�EJ?HQ@A�@AP=EHO�KJ�>QHG�?ANPE`?=PA�OECJEJC�QOEJC�PDA7 KNG>AJ?D#ANPE`?=PA�3ECJEJC�-QHPELHA
3AHA?PEKJ�PKKH��=R=EH=>HA�EJ.E=C=N=����� =J@�H=PAN�

*QHU���������

\ !@@A@�=�JAS�?KILKJAJP�(PPL�(A=@AN�0NKRE@ANO�EJ�SA>
7A>3ANRE?A�PKLE?�

*QJA���������

\ !@@A@�PDA�PKLE?��Z6QHJAN=>EHEPU�I=J=CAIAJP�PKKHO[

!LNEH���������

\ -EJKN�A@EP�PK�PDA�PKLE?��Z0NAHEIEJ=NU�OPALO[�EJ�PDA�OA?PEKJ�KJ�OAPPEJC�QL�3!-,�)@0�3ANRE?A�

!>KQP�PDEO�CQE@A .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

�� -=N ?D���������



!LNEH��������

\ !@@A@�PDA�LNK?A@QNA��Z)JOP=HHEJC�=�OP=PEKJ�?KLU�KJ�=�@EBBANAJP�LH=PBKNI[��!HOK��A@EPA@�PDEO�@K?QIAJP�BKN
?KJOEOPAJ?U�=J@�?H=NEPU�

-=N ?D��������

\ !@@A@�PDA�LNK?A@QNA��Z3APPEJC�QL�=H=NIEJC�BKN�?ANPE`?=PA�ATLEN=PEKJ[��EJ�PDA�Z3A?QNA�?KIIQJE?=PEKJ[
?D=LPAN��!HOK�=@@A@�PDA�BKHHKSEJC�?KILKJAJP�PKLE?O�PK�OQLLKNP�KJHEJA�DAHL��JOO
%TLENU!H=NI%TP�=J@�JOO

#ANPE`?=PA)JBK�

*=JQ=NU���������
5L@=PA@�BKN.E=C=N=���� �

\ !@@A@�JAS�?KJPAJP�KJ�PDA�3!-,�)@0�3ANRE?A�EJ�PDA�Z3EJCHA�3ECJ�/J[�OA?PEKJ�=J@�EJ�PDA�Z#KILKJAJPO[
OA?PEKJ�

\ !HOK��NALH=?A@�NABANAJ?AO�PK�Z=LLHAP[�=J@�Z7A>3P=NP[�SEPD�Z7A>�,=QJ?DAN[�

\ )J�PDA�PKLE?��Z3A?QNEPU�LNA?=QPEKJO[��=@@A@�=�?=QPEKJ�JKPA�=HANPEJC�?QOPKIANO�PK�NAOPNE?P�=??AOO�PK�=HH
?KILQPANO��@ARE?AO��`AH@�>QOAO��?KILKJAJPO��AP?���PD=P�I=J=CA�PDAEN�>QEH@EJC�IK@AH�

\ !@@A@�OA?PEKJ�KJ�PDA�#ANPE`?=PA�7EV=N@�LH=PBKNI�PKKH�

3ALPAI>AN���������

\ )J�#D=LPAN����=@@A@�?KJPAJP�KJ�QOEJC�PDA#ANP#ANPE`?=PA�7E`?=PA�7EV=NEV=N@@�

*QHU���������
-=JU�?D=JCAO�PDNKQCDKQP�PK�OQLLKNP�PDA.E=C=N=���� NAHA=OA��EJ?HQ@EJC�PDA�BKHHKSEJC�A@EPO�

\ )J�#D=LPAN����=@@A@�=�OA?PEKJ�KJ�PDA�Z3A?QNEPU�$=OD>K=N@�BA=PQNA[�

\ )J�#D=LPAN����A@EPA@�Z#KJ`CQNEJC�=�QOAN�BKN�#HEAJP�#ANPE`?=PA�!QPDAJPE?=PEKJ[��=J@�=@@A@�=�JAS
LNK?A@QNA�BKN�Z%J=>HEJC�=�GEKOG
HEGA�IK@A�QOEJC�?HEAJP�?ANPE`?=PA�=QPDAJPE?=PEKJ[�

\ )J�#D=LPAN����=@@A@�=�JKPA�PK�PDA�Z2AREASEJC�LANIEOOEKJO[�LNK?A@QNA�

\ )J�#D=LPAN����=@@A@�=�?KILKJAJP�PKLE?�KJ�PDA�ZJOO
3A?QNEPU3ANRE?A[��=J@�REAS�PKLE?�KJ�PDA�ZJOO

3A?QNEPU$=OD>K=N@[��!HOK�=@@A@�EJBKNI=PEKJ�=>KQP�PDA�3P=PEKJ�,EJG�#KJ`C�LNKLANPU�PK�PDA�ZJOO

3A?QNEPU3ANRE?A[�?KILKJAJP�PKLE?��%@EPA@�PDA�ZS>QPEH
0ANIEOOEKJO"NKSOAN[�PKLE?��PK�=@@�EJBKNI=PEKJ�KJ
EILNKRAIAJPO�PK�PDA0ANIEOOEKJO�"N0ANIEOOEKJO�"NKSOANKSOANREAS�

&A>NQ=NU���������

\ )J�#D=LPAN����A@EPA@�PDA�Z!QPDAJPE?=PEKJ�3?DAIAO[�PKLE?�PK�=@@�EJBKNI=PEKJ�KJ�PDA�#HEAJP�#ANPE`?=PA
!QPDAJPE?=PEKJ�3?DAIA�=J@�PDA�'KKCHA!QPDAJPE?=PEKJ3?DAIA�

\ )J�#D=LPAN����=@@A@�PSK�OA?PEKJO�SEPD�=OOK?E=PA@�LNK?A@QNAO��PDA�[!@IEJ�SKNGaKS�BKN�?HEAJP�?ANPE`?=PA
=QPDAJPE?=PEKJ[�=J@�Z5OAN�SKNGaKS�BKN�?HEAJP�?ANPE`?=PA�=QPDAJPE?=PEKJ[�

\ !@@A@�PDAOA�?KILKJAJP�PKLE?O�PK�#D=LPAN����Z?HEAJP#ANP!QPD
#HEAJP#ANPE`?=PA!QPDAJPE?=PEKJ3?DAIA[
=J@�ZC=QPD
'KKCHA!QPDAJPE?=PEKJ3?DAIA[�

.KRAI>AN���������

\ %@EPA@�PDA�?KILKJAJP�PKLE?��ZO=IH
3!-,!PPNE>QPA-=LLAN[��PK�=@@�EJBKNI=PEKJ�KJ�=�NA?AJP�?KJ`CQN=PEKJ
?D=JCA�PK�D=J@HA�IQHPELHA�R=HQAO�NAPQNJA@�BNKI�P DA�)@0�BKN�PDA�LNKPKPULA.=IA�=PPNE>QPA�

\ %@EPA@�PDA�?KILKJAJP�PKLE?��ZO=IH
3!-,!QPDAJPE?=PEKJ3?DAIA[��PK�=@@�EJBKNI=PEKJ�KJ�3!-,�IAP=@=P=
52,�SDE?D�?=J�=QPKI=PE?=HHU�CAJAN=PA�PDA�OP=PEKJ�O�3!-,�IAP=@=P=�8-,�

\ !@@A@�PDA�?KILKJAJP�PKLE?��ZO=IH
3=IH8IH$A?NULPAN[�SDE?D�UKQ�?=J�=@@�PK�=
3!-,!QP DAJPE?=PEKJ3?DAIA�PK�?KJ`CQNA�=�?ANPE`?=PA�BKN�@A?NULPEKJ�

\ %@EPA@�?KILKJAJP�PKLE?O��ZS>QPEH
#=PACKNU"NKSOAN[�=J@�ZS>QPEH
#=PACKNU3DAAP[�PK�=@@�JKPA�KJ
>AD=REKN�JAS�EJ.E=C=N=���� �

\ -EJKN�?D=JCAO�EJ�PDA�LNK?A@QNA��Z#QOPKIEVEJC�3!-,�=PPNE>QPA�I=LLEJC��

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A !>KQP�PDEO�CQE@A

-=N ?D��������� ��



!QCQOP��������

\ #KNNA?PEKJ�PK�OLA?E`A@�30�IAP=@=P=�EJ�LNANAMQEOEPAO�BKN�Z#KJ`CQNEJC�PDA�3!-,�!QP DAJPE?=PEKJ�3?DAIA[
LNK?A@QNA�

-=U���������

\ !@@A@�=�?=QPEKJ�NAC=N@EJC�CEREJC�=@IEJ�SNEPA�LANIEOOEKJO�KJ�PDA�2KHA�3ANRE?A�PK�PDA�BKHHKSEJC�PKLE?O�
2KHAO�=J@�LANIEOOEKJO[��Z2KHA�3ANRE?A[��=J@�Z2KHA�-=J=CAN[�

-=N ?D��������

\ )J�PDA�Z3EJCHA�3ECJ�/J[�=J@�Z#KILKJAJPO[�OA?PEKJO��=@@A@�EJBKNI=PEKJ�KJ�PDA�>=F=
5OAN0NKPKPULA�SDE?D
EO�NAMQENA@�BKN�3!-,�=QPDAJPE?=PEKJ��=HOK�=@@A@�PDA�LNK?A@QNA��Z#NA=PEJC�=�5OAN�0NKPKPULA�BKN�3!-,
=QPDAJPE?=PEKJ[�

&A>NQ=NU���������

\ %@EPA@�PDA�LNK?A@QNA��#KJ`CQNEJC�PDA�3!-,�!QP DAJPE?=PEKJ�O?DAIA�[�PK�=@@�EJBKNI=PEKJ�KJ�NAMQENA@
3!-,�30�IAP=@=P=�P D=P�IQOP�>A�OD=NA@�SEPD�PDA�3!-,�)@0 ��%TL=J@A@�KJ�EJBKNI=PEKJ�LNKRE@A@�EJ�PDA
ZO=IH
3!-,!PPNE>QPA-=LLAN[�?KILKJAJP�PKLE?��=J@�=@@A@�=�LNK?A@QNA�BKN�Z#QOPKIEVEJC�3!-,�=PPNE>QPA
I=LLEJCO[�

*=JQ=NU���������

\ #D=JCA@�PDA�PKLE?�PEPHA�Z!QPK�,KCKBB��PK�Z3P=PEKJ�!QPK�,KCKBB[�=J@�?H=NE`A@�SKN@EJC�PDNKQCDKQP��!HOK
A@EPA@�LNKLANPU�@AO?NELPEKJO�BKN�!QPK�,KCKBB�OAPPEJCO�EJ�PDA�Z>=F=
5OAN3ANRE?A[�?KILKJAJP�PKLE?�

.KRAI>AN���������

\ )J�PDA�PKLE?��Z!>KQP�OP=PEKJ�OA?QNEPU[��QJ@AN�=QPDKNEV=PEKJ�I=J=CAIAJP�HEOP�EPAI��@AHAPA@�=�JKPA
@EO?QOOEJC�QJOQLLKNPA@�P=CCA@�?=PACKNEAO�

/?PK>AN���������

\ )J�PDA�5OAN�!QPDAJPE?=PEKJ�?D=LPAN��A@EPA@�PDA�Z!QPDAJPE?=PEKJ�3?DAIAO[�PKLE?��=@@A@�PDA�Z3EJCHA�3ECJ
/J[�=J@�Z!QPK�,KCKBB[�PKLE?O��=J@�=@@A@�PDAOA�LNK?A@QNAO��Z#KJ`CQNEJC�PDA�3!-,�!QP DAJPE?=PEKJ
3?DAIA[�=J@�Z,KCCEJC�EJ�SEPD�33/[�

\ )J�PDA�#KILKJAJPO�?D=LPAN��=@@A@�PDA�[O=IH
3!-,!PPNE>QPA-=LLAN[��=J@�ZO=IH

3!-,!QP DAJPE?=PEKJ3?DAIA[�PKLE?O��=J@�A@EPA@�PDA�Z>=F=
33/#KJ`CQN=PEKJ[��=J@�Z>=F=
5OAN3ANRE?A[
PKLE?O�

\ %@EPA@�PDA�PKLE?O�EJ�PDA�3A?QNA�#KIIQJE?=PEKJ�?D=LPAN��NASNEPEJC�Z#NA=PEJC�=�OANRAN�?ANPE`?=PA�[�=@@EJC
Z#NA=PEJC�=�NKKP�#!�?ANPE`?=PA��=J@�Z#NA=PEJC�=�?K@A
OECJEJC�?ANPE`?=PA�[

\ !@@A@�Z0NKREOEKJEJC�=�FK>�PK�EJOP=HH�=�?ANPE`?=PA[�PK�PDA�O=IA�?D=LPAN�

\ !@@A@�NABANAJ?AO�PK�?K@A
OECJEJC�?ANPE`?=PAO�PDNKQCD�PDA�?D=LPAN�

\ !@@A@�Z#ANPE`?=PA�%TLKNP�SEJ@KSO[�PK�PDA�#KILKJAJPO��REASO�=J@�SEJ@KSO�?D=LPAN�

3ALPAI>AN���������

\ !@@A@�PDA�PKLE?�Z7DAJ�=�?ANPE`?=PA�ATLENAO[�PK�PDA�Z#ANPE`?=PA�3APQL[�?D=LPAN�

\ 5L@=PA@�IQHPELHA�PKLE?O�EJ�PDA�Z#ANPE`?=PA�3APQL[�?D=LPAN�PK�EJ?HQ@A�PDA�?K@A
OECJEJC�?ANPE`?=PA�

3ALPAI>AN���������

\ 5L@=PA@�PDA�7A>3ANRE?A�LNKLANPU�@AO?NELPEKJ�EJ�SA>
7A>3ANRE?A�PKLE?�

3ALPAI>AN���������

\ 5L@=PAO�PK�7A>3ANRE?A�LNKLANPEAO�=J@�@AO?NELPEKJO�EJ�PDA�SA>
7 A>3ANRE?A�?KILKJAJP�PKLE?

!QCQOP���������
4DA�BKHHKSEJC�HEOP�KB�IK@E`?=PEKJO�=NA�EJ?HQ@A@�EJ�PDEO�QL@=PA�

\ )J�PDA�PKLE?�>=F=
5OAN3ANRE?A��=@@A@�PDA�@AO?NELPEKJ�=>KQP�Z%BBA?P�KB�LNKLANPU�?D=JCAO�KJ�QOAN�OAOOEKJ[

!>KQP�PDEO�CQE@A .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

�� -=N ?D���������



\ )J�PDA�PKLE?�Z#KJ`CQNEJC�3A?QNA�0H=PBKNI�#KIIQJE?=PEKJ[�=J@�Z0H=PBKNI�4,3�3APPEJC[�IK@E`A@�PDA
@AO?NELPEKJ�BKN�0H=PBKNI�4,3�OAPPEJC�SEJ@KS�

\ #NA=PA@�JAS�PKLE?�7A>3ANRE?A�?=?DA#KJPNKH�QJ@AN�PDA�?D=LPAN�#KILKJAJPO��REASO��=J@�SEJ@KSO�

\ 2AOPKNA@�.APSKNG�5OAN�?KJPAJP��BKNIANHU�BKQJ@�KJHU�EJ�HAC=?U�@K?QIAJP=PEKJ	�=J@�QL@=PA@�PD=P�?KJPAJP
PK�NAaA?P�QOAN�OUJ?DNKJEV=PEKJ�BA=PQNA�OQLLKNP�?QNNAJPHU�EJ.E=C=N=���

\ !@@A@�>=F=
!QPDAJPE?=PEKJ3ANRE?A�?KILKJAJPO�PK�PDA�#KILKJAJPO�OA?PEKJ�

\ 2AREOA@�PDA�0NAB=?A�OA?PEKJ�PK�NAIKRA�?KJPAJP�SDE?D�JKS�I=GAO�QL�PDA�?D=LPAN��Z!>KQP�OP=PEKJ�OA?QNEPU�[

\ )J�PDA�5OAN�!QPDAJPE?=PEKJ�?D=LPAN��QL@=PA@�OARAN=H�PKLE?O�PK�QL@=PA�PDA�J=IA�KB�PDA
,AC=?U$ECAOP3?DAIA�SDE?D�?D=JCA@�PK�!8$ECAOP3?DAIA�EJ.E=C=N=���

*QHU���������

\ 5L@=PA@�PK�OQLLKNP�NA>N=J@EJC��IEJKN�?D=JCAO�PDNKQCDKQP	

.KRAI>AN��������

\ 5L@=PAO�PK�7A>3ANRE?A�LNKLANPEAO�@AO?NELPEKJ�EJ�SA>
7A>3ANRE?A�?KILKJAJP�PKLE?

!QCQOP���������
)JEPE=H�NAHA=OA�@K?QIAJP

2AH=PA@�@K?QIAJPO
&KHHKSEJC�EO�=�HEOP�KB�NAH=PA@�CQE@AO�

\ �$�"�,���,$0 ,-��/$� 

\ �$�"�,���'�.!*,(��/$� 

\ �$�"�,��	���, � )$)"��/$� �=R=EH=>HA�KJDPPLO���SSS�PNE@EQI�?KI�QO�AJ�OANRE?AO
OQLLKNP�HE>N=NU	

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A !>KQP�PDEO�CQE@A

-=N ?D��������� ��



!>KQP�PDEO�CQE@A .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

�� -=N ?D���������



Chapter 1. About station security
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Chapter 2. Secure communication
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QOA�@QNEJC�>KKPOPN=LLEJC�KN�NA?KRANU��?HE?G!??ALP!??ALP�

3A?QNA�?KIIQJE?=PEKJ .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

�� -=N ?D���������



!??ALPEJC�PDA�?ANPE`?=PA�?NA=PAO�=J�=LLNKRA@�DKOP�ATAILPEKJ�EJ�PDA�LH=PBKNI�OP=PEKJ!H!HHKSA@HKSA@
(KOPO(KOPOHEOP�

NOTE: !HPDKQCD�PDA�J=IA�KB�PDA�@AB=QHP�?ANPE`?=PA�EO�PDA�O=IA�BKN�A=?D�?KJPNKHHAN�=J@�BKN
7 KNG>AJ?D��PDA�?KJPAJP�KB�A=?D�?ANPE`?=PA�EO�QJEMQA��$K�JKP�QOA�PDA�O=IAdefault ?ANPE`?=PA�BKN
A=?D�?KJPNKHHAN�EJ�UKQN�JAPSKNG�

4DA�OUOPAI�=OGO�UKQ�PK�AJPAN�KN�?KJ`NI�UKQN�LH=PBKNI�?NA@AJPE=HO�

��3PAL %JPAN�UKQN�LH=PBKNI�?NA@AJPE=HO�=J@�?HE?G/+/+ �
4DA�LH=PBKNI�EO�JKS�?KJJA?PA@�KRAN�=�OA?QNA�?KJJA?PEKJ��!HH�@=P=�PN=JOIEPPA@�=NA�AJ?NULPA@��)B
UKQ�HKCCA@�KJ�BKN�PDA�`NOP�PEIA�=J@�=??ALPA@�PDA�@AB=QHP�?ANPE`?=PA��KJHU�PDA�OANRAN�O�E@AJPEPU
?=JJKP�>A�R=HE@=PA@�

��3PAL 4K�?KJ`NI�PD=P�UKQ�=NA�QOEJC�PDA�OAHB
OECJA@�?ANPE`?=PA��NECDP
?HE?G0H=PBKNI0H=PBKNIEJ�PDA�.=R�PNAA�=J@
?HE?GSession Info �
4DA�OUOPAI�@EOLH=UO�OAOOEKJ�EJBKNI=PEKJ�

\ 4DA�NA@�ODEAH@�SEPD�PDA�8�EJ@E?=PAO�PD=P�PDA�D=J@OD=GA�S=O�QJ=>HA�PK�RANEBU�PDA�=QPDAJPE?EPU�KB
PDA�OANRANYO�?ANPE`?=PA��4K�REAS�PDA�?ANPE`?=PA��?HE?G�PDA�HEJG��Certificate Information 	�

\ 4DA�CNAAJ�ODEAH@�SEPD�PDA�?DA?G�I=NG�EJ@E?=PAO�PD=P�AJ?NULPEKJ�EO�AJ=>HA@��)J�PDEO�AT=ILHA�
PDA�OA?QNA�?KJJA?PEKJ�EO�QOEJCTLSv1.3 =O�PDA�LNKPK?KH�=J@�@=P=�EO�AJ?NULPA@�QOEJCRSA
�2ERAOP
3D=IEN
!@HAI=J	�=J@AES_256_GCM�!@R=J?A@�%J?NULPEKJ�3P=J@=N@	�SEPDCBC=J@
SHA1?ELDANO�@EO=>HA@�>U�@AB=QHP�

��3PAL #HE?G/+/+ �
4DA�PEJU�HK?G�KJ�PDA�LH=PBKNI�E?KJ�EJ�PDA�.=R�PNAA�EJ@E?=PAO�=�OA?QNA��AJ?NULPA@�?KJJA?PEKJ�

%J=>HEJC�PDA�.E=C=N=.APSKNG
4DA.E=C=N=.APSKNG.E=C=N=.APSKNGLNKRE@AO�PDA�LDUOE?=H�?KJJA?PEKJO�BKN�@=P=�PN=JOIEOOEKJ��3A?QNA�?KIIQJE?=PEKJ�AJOQNAO
PD=P�@=P=�=NA�PN=JOIEPPA@�OA?QNAHU�>APSAAJ�PNQOPA@�AJPEPEAO�

��3PAL 2ECDP
?HE?G�PDA�JK@A�EJ�PDA$NERANO$NERANO?KJP=EJAN�=J@�?HE?G66EASOEASO� 0N0NKLANPU�3DAAPKLANPU�3DAAP�

��3PAL %TL=J@�PDANiagaraNetwork LNKLANPU�

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A 3A?QNA�?KIIQJE?=PEKJ

-=N ?D��������� ��



��3PAL #KJ`NI�P D=P�PDAtrue ?DA?G�>KT�EO�OAHA?PA@�BKNEnabled �

#KJBENIEJC�?HEAJP�OANRAN�NAH=PEKJODELO
!P�=JU�CERAJ�PEIA�PDA�3QLANREOKN�OP=PEKJ�I=U�>A�PDA�?HEAJP�KB�=�?KJPNKHHAN�OP=PEKJ�=J@�RE?A�RANO=��4DEO�LNK?A@QNA
?KJ`NIO�PD=P�=�?HEAJP�BKN�PDA�3QLANREOKN�OP=PEKJ�ATEOPO�EJ�PDA�?KJPNKHHAN�OP=PEKJ�=J@�=�?HEAJP�BKN�PDA�?KJPNKHHAN
OP=PEKJ�ATEOPO�EJ�PDA�3QLANREOKN�OP=PEKJ�

��3PAL %TL=J@�PDA$NERANO$NERANO� .E=C=N=.APSKNG.E=C=N=.APSKNGJK@A�EJ�PDA�3QLANREOKN�.=R�PNAA��)P�ODKQH@�?KJP=EJ�=�JK@A
BKN�A=?D�?KJPNKHHAN�

��3PAL %TL=J@�PDA$NERANO$NERANO� .E=C=N=.APSKNG.E=C=N=.APSKNGEJ�=�?KJPNKHHAN�.=R�PNAA��)P�ODKQH@�?KJP=EJ�=�JK@A�BKN�PDA
3QLANREOKN�OP=PEKJ�

��3PAL )B�AEPDAN�JK@A�@KAO�JKP�ATEOP��@EO?KRAN�PDA�OP=PEKJ�

#NA=PEJC�=�NKKP�#!�?ANPEBE?=PA
!�?KIL=JUY O�NKKP�#!�?ANPE`?=PA�EO�=�OAHB
OECJA@�?ANPE`?=PA��#KIL=JEAO�PD=P�OANRA�=O�PDAEN�KSJ�#!�QOA�EPO
LNER=PA�GAU�PK�OECJ�PDAEN�EJPANIA@E=PA��OANRAN��?HEAJP�=J@�?K@A
OECJEJC�?ANPE`?=PAO��4DA�NKKP�#!�?ANPE`?=PA
NAOE@AO�EJ�PDA7 KNG>AJ?D#ANPE`?=PA�-=J=CAIAJP5OAN�+AU�3PKN5OAN�+AU�3PKNAA SEPD�>KPD�EPO�LQ>HE?�=J@�LNER=PA�GAUO��9KQ
ATLKNP�EP�SEPD�KJHU�EPO�LQ>HE?�GAU�OK�PD=P�UKQ�?=J�EILKNP�EP�EJPK�A=?D�LH=PBKNI�OP=PEKJYO5OAN�45OAN�4NQOP�3PKNNQOP�3PKNAA�

Prerequisites:
9KQ�D=RA�PDA�NAMQENA@�=QPDKNEPU�PK�?NA=PA�?ANPE`?=PAO��9KQ�=NA�SKNGEJC�EJ7 KNG>AJ?DKJ�=�?KILQPAN�PD=P�EO
@A@E?=PA@�PK�?ANPE`?=PA�I=J=CAIAJP��EO�JKP�KJ�PDA�)JPANJAP�KN�PDA�?KIL=JUYO�,!.�=J@�EO�LDUOE?=HHU�OA?QNA�EJ�=
R=QHP�KN�KPDAN�OA?QNA�HK?=PEKJ�

��3PAL !??AOO�PDA7 KNG>AJ?D#ANP#ANPE`?=PA�-=J=CAIAJPE`?=PA�-=J=CAIAJPREAS�>U�?HE?GEJC44KKHOKKHO� #ANP#ANPE`?=PA�-=J=CAIAJPE`?=PA�-=J=CAIAJP�
4DA#ANP#ANPE`?=PA�-=J=CAIAJPE`?=PA�-=J=CAIAJPREAS�KLAJO�PK�PDA5OAN�+AU�3PKN5OAN�+AU�3PKNAA�

!O�KB.E=C=N=����� ��PDA�@AB=QHPtridium ?ANPE`?=PA�S=O�NALH=?A@�>U�PDAdefault ?ANPE`?=PA�
SDE?D�D=O�AJD=J?A@�BA=PQNAO�=J@�?=JJKP�>A�@AHAPA@��4DA�EJOP=HH=PEKJ�KB�=�JAS.E=C=N=RANOEKJ
SEHH�JKP�>U�@AB=QHP�EJ?HQ@A�=tridium ?ANPE`?=PA��>QP�QLCN=@EJC�=�OUOPAI�I=U�D=RA�>KPD��PDA
tridium =J@�PDAdefault ?ANPE`?=PA�

��3PAL #KJ`NI�P D=P�UKQ�KLAJA@�PDA7 KNG>AJ?D5OAN�+AU�3PKN5OAN�+AU�3PKNAA =J@�?HE?G�PDA.AS.AS >QPPKJ�=P�PDA�>KPPKI
KB�PDA�REAS�

NOTE: )B�UKQ�KLAJA@�PDA�LH=PBKNI�OP=PEKJ#ANP#ANPE`?=PA�-=J=CAIAJPE`?=PA�-=J=CAIAJPREAS�>U�IEOP=GA��UKQ�?=J�OPEHH
?NA=PA�=�NKKP�#!�?ANPE`?=PA��>QP�EP�SEHH�JKP�>A�=R=EH=>HA�PK�OECJ�PDA�KPDAN�?ANPE`?=PAO�

4DA'AJAN=PA�#ANP'AJAN=PA�#ANPE`?=PAE`?=PASEJ@KS�KLAJO�

!HH�?ANPE`?=PAO�>ACEJ�=O�OAHB
OECJA@�?ANPE`?=PAO��/JHU�PDA�NKKP�#!�?ANPE`?=PA�NAI=EJO�OAHB
OECJA@
>A?=QOA�EP�OEPO�=P�PDA�PKL�KB�PDA�?ANPE`?=PA�?D=EJ�

��3PAL &EHH�EJ�PDA�BKNI�=J@�?HE?G/+/+ �

3A?QNA�?KIIQJE?=PEKJ .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

�� -=N ?D���������



\ 5OAAlias PK�E@AJPEBU�PDEO�=O�=�NKKP�?ANPE`?=PA�

\ 5OA�PDADistinguished Name (CN) A@EP�IK@A�PK�`HH�EJ�PDA�BKHHKSEJC�EJBKNI=PEKJ�

\ 4DACommon Name(CN)>A?KIAO�PDASubject �=HOK�GJKSJ�=O�PDA�$EOPEJCQEODA@�.=IA	��&KN
=�NKKP�#!�?ANPE`?=PA��PDACommon Name(CN) I=U�>A�PDA�O=IA�=O�PDAAlias �

\ Organization ODKQH@�>A�PDA�J=IA�KB�PDA�?KIL=JU�

\ !HPDKQCDLocality =J@State/Province =NA�JKP�NAMQENA@�=J@�=NA�=N>EPN=NU��HA=REJC�PDAI
>H=JG�CAJAN=PAO�=�S=NJEJC�IAOO=CA�

\ 4DA�PSK
?D=N=?PANCountry Code EO�NAMQENA@�=J@�IQOP�>A�=�GJKSJ�R=HQA��OQ?D�=O��53��).�
#!��&2��$%��%3��AP?���NABAN�PK�PDA�)3/�#/$%�?KHQIJ�=P�?KQJPNU?K@A�KNC	�

\ "=OA@�KJ�PDANot Before =J@Not After @=PAO��?ANPE`?=PA�R=HE@EPU�@AB=QHPO�PK�=�UA=N��!
HKJCAN�LANEK@�EO�JKP�NA?KIIAJ@A@�=J@�JKP�PKHAN=PA@�>U�OKIA�>NKSOANO��#D=JCEJC�PK�=�JAS
?ANPE`?=PA�=JJQ=HHU�KN�ARAJ�SEPDEJ�=�UA=N�I=GAO�EP�IKNA�HEGAHU�PD=P�UKQN�?ANPE`?=PA�?KJP=EJO�PDA
H=PAOP�?NULPKCN=LDE?�OP=J@=N@O��=J@�NA@Q?AO�PDA�JQI>AN�KB�KH@��JACHA?PA@�?ANPE`?=PAO�PD=P
?=J�>A�OPKHAJ�=J@�NA
QOA@�BKN�LDEODEJC�=J@�@NERA
>U�I=HS=NA�=PP=?GO�

\ Key Size @AB=QHPO�PK�������!�H=NCAN�GAU�EILNKRAO�OA?QNEPU�=J@�@KAO�JKP�OECJE`?=JPHU�=BBA?P
?KIIQJE?=PEKJ�PEIA��4DA�KJHU�EIL=?P�EP�D=O�EO�PK�HAJCPDAJ�PDA�PEIA�EP�P=GAO�PK�?NA=PA�PDA
?ANPE`?=PA�EJEPE=HHU�

\ &KNCertificate Usage ��OAHA?PCA�

\ 4DA�(4-,� 'AJAN=PA�#ANP'AJAN=PA�#ANPE`?=PAE`?=PASEJ@KS�=HHKSO�UKQ�PK�=@@�ATPAJOEKJO��SDE?D�OLA?EBU
EJBKNI=PEKJ�OQ?D�=O�=HPANJ=PERA�OQ>FA?P�J=IAO�=J@�QO=CA�NAOPNE?PEKJO�PK�?ANPE`?=PAO�

\ � 3��-�" ��@A`JAO�PDA�LQNLKOA��BKN�AT=ILHA��AJ?ELDANIAJP��OECJ=PQNA��?ANPE`?=PA�OECJEJC	
KB�PDA�GAU�?KJP=EJA@�EJ�PDA�?ANPE`?=PA��9KQ�?=J�QOA�EP�PK�NAOPNE?P�PDA�QO=CA�KB�=�?ANPE`?=PAYO
GAU�KJHU�PK�LANIEPPA@�KLAN=PEKJO��&KN�AT=ILHA��=�GAU�PD=P�ODKQH@�KJHU�>A�QOA@�BKN�GAU
I=J=CAIAJP�ODKQH@�D=RA�PDA�GAU%J?ELDANIAJP�>EP�OAP�

\ �/�% �.��'. , )�.$0 ���( ��=HHKSO�E@AJPEPEAO�PK�>A�>KQJ@�PK�PDA�OQ>FA?P�KB�PDA�?ANPE`?=PA�
$A`JA@�KLPEKJO�EJ?HQ@A�=J�)JPANJAP�AHA?PNKJE?�I=EH�=@@NAOO��=�$.3�J=IA��=J�)0�=@@NAOO�
=J@�=�5JEBKNI�2AOKQN?A�)@AJPE`AN��52)	�

\ �2. )� ��� 3��-�" ��EJ@E?=PAO�KJA�KN�IKNA�LQNLKOAO�BKN�SDE?D�PDA�?ANPE`?=PA�I=U�>A
QOA@�EJ�=@@EPEKJ�PK�KN�EJ�LH=?A�KB�PDA�>=OE?�LQNLKOAO�EJ@E?=PA@�EJ�PDA�GAU�QO=CA�ATPAJOEKJ�
)J�CAJAN=H��PDEO�ATPAJOEKJ�SEHH�=LLA=N�KJHU�EJ�AJ@�AJPEPU�?ANPE`?=PAO��9KQ�?=J�?NA=PA�=
?QOPKI�GAU�QO=CA�ATPAJOEKJ�PD=P�IQOP�>A�=J�/)$�SEPD�JQI>ANO�OAL=N=PA@�>U�@A?EI=HO��BKN
AT=ILHA�������	�

4DAPrivate Key Password SEJ@KS�KLAJO�

��3PAL %JPAN�=J@�?KJ`NI�=�OPNKJC�L=OOSKN@��=J@�?HE?G/+/+ �
4DA�OUOPAI�EJBKNIO�UKQ�PD=P�PDA�?ANPE`?=PA�D=O�>AAJ�OQ>IEPPA@��3KKJ�PDA�?ANPE`?=PA�=LLA=NO
>ADEJ@�PDA�)JBK�IAOO=CA�EJ�PDA5OAN�+AU�3PKNA P=>HA�

��3PAL 4K�?KJPEJQA��?HE?G/+/+ �
4DA�NKKP�#!�?ANPE`?=PA�JKS�ATEOPO�SEPD�>KPD�EPO�GAUO�EJ�PDA7 KNG>AJ?D5OAN�+AU�3PKN5OAN�+AU�3PKNAA��&NKI�P DEO
HK?=PEKJ�UKQ�?=J�QOA�EP�PK�OECJ�KPDAN�?ANPE`?=PAO��EJPANIA@E=PA��OANRAN��?HEAJP�=J@�?K@A
OECJEJC	�

NOTE: 4DA�AT?H=I=PEKJ�E?KJ�� 	�EJ@E?=PAO�PD=P�PDA�?ANPE`?=PA�EO�JKP�OECJA@�>U�=�#ANPE`?=PA
!QPDKNEPU��&KN�=�OANRAN��?HEAJP��KN�?K@A�OECJEJC�?ANPE`?=PA��EP�IA=JO�PD=P�PDA�?ANPE`?=PA�SEHH�JKP�>A
PNQOPA@�>U�KPDAN�L=NPEAO��&KN�=�NKKP�#!��SDE?D�EPOAHB�EO�PDA�OKQN?A�KB�PNQOP��PDEO�EO�JKNI=H�=J@
ATLA?PA@�

&KN�PDEO�?ANPE`?=PA�PK�=QPDAJPE?=PA�PDA�?ANPE`?=PAO�EP�OECJO��UKQ�JKS�JAA@�PK�ATLKNP�EP�SEPD�KJHU�EPO
LQ>HE?�GAU�=J@�EILKNP�EP�EJPK�PDA5OAN�45OAN�4NQOP�3PKNNQOP�3PKNAA KB�A=?D�?HEAJP�?KILQPAN�=J@�LH=PBKNI�OP=PEKJ�

��3PAL 3AHA?P�PDA�JAS�NKKP�#!�?ANPE`?=PA�=J@�?HE?G%TLKNP%TLKNP�
4DA#ANP#ANPE`?=PA�%TLKNPE`?=PA�%TLKNPSEJ@KS�KLAJO�

CAUTION: $K�JKP�?HE?G�PDA�?DA?G�>KT�PKExport the private key �4DA�KJHU�PEIA�UKQ�?HE?G�PDEO
?DA?G�>KT�EO�SDAJ�UKQ�=NA�>=?GEJC�QL�PDA�?ANPE`?=PA�PK�=JKPDAN�HK?=PEKJ�BKN�O=BA�GAALEJC�

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A 3A?QNA�?KIIQJE?=PEKJ

-=N ?D��������� ��



��3PAL 4K�?NA=PA�PDA�NKKP�#!�?ANPE`?=PA�PD=P�SEHH�NAOE@A�EJ�A=?D�?HEAJPYO5OAN�45OAN�4NQOP�3PKNNQOP�3PKNAA��?HE?G/+/+ �
4DA�#ANPE`?=PA�%TLKNP�SEJ@KS�KLAJO�SEPD�PDA�`HA�NA=@U�PK�ATLKNP�=O�=��LAI�`HA�

4DA#QNN#QNNAJP�0=PAJP�0=PDDODKSO�SDANA�PDA�OUOPAI�OPKNAO�PDA�ATLKNPA@�?ANPE`?=PA�

��3PAL .=REC=PA�PK�=rootcert BKH@AN�KN�HK?=PEKJ�KJ�=�PDQI>�@NERA��=J@�?HE?G3=RA3=RA�
4DA�OUOPAI�NALKNPO�PD=P�EP�ATLKNPA@�PDA�?ANPE`?=PA�OQ??AOOBQHHU�

��3PAL 4K�?KILHAPA�PDA�ATLKNP��?HE?G/+/+ �

Next steps
7DAJ�ATLKNPA@�SEPD�KJHU�EPO�LQ>HE?�GAU��PDA�NKKP�#!�?ANPE`?=PA�I=U�>A�BNAAHU�@EOPNE>QPA@��9KQ�=NA�NA=@U�PK
I=JQ=HHU�EILKNP�PDA�NKKP�#!�?ANPE`?=PA�SEPD�KJHU�EPO�LQ>HE?�GAU�EJPK�PDA5OAN�45OAN�4NQOP�3PKNNQOP�3PKNAA KB�PDA�?KILQPAN�
QOQ=HHU�=3QLANREOKN�KN�AJCEJAANEJC	�?KILQPAN��BNKI�SDE?D�PK�AEPDAN�I=JQ=HHU��KN�SEPD�=�LNKREOEKJEJC�FK>��EJOP=HH
PDEO�?ANPE`?=PA�EJ�PDA5OAN�45OAN�4NQOP�3PKNNQOP�3PKNAA KB�=HH�NAIKPA�LH=PBKNIO�OP=PEKJO�

0=OOSKN@�OPNAJCPD
4K�LNKPA?P�A=?D�?ANPE`?=PAYO�LNER=PA�GAU�UKQ�IQOP�OQLLHU�=�LNER=PA�GAU�L=OOSKN@��7DAJ�>=?GEJC�QL�?ANPE`?=PA
LNER=PA�GAUO�>U�ATLKNPEJC�?ANPE`?=PAO��UKQ�I=U�QOA�=J�=@@EPEKJ=H�AJ?NULPEKJ�L=OOSKN@���4DA�@AB=QHP�AJ?NULPEKJ
L=OOSKN@�EO�PDA�O=IA�=O�PDA�LNER=PA�GAU�L=OOSKN@�	�4K�LNARAJP�QJ=QPDKNEVA@�=??AOO��UKQN�L=OOSKN@O�JAA@�PK
>A�OPNKJC�

!�OPNKJC�LH=PBKNI�KN�OP=PEKJ�L=OOSKN@�

\ (=O����KN�IKN A�?D=N=?PANO�

\ )J?HQ@AO�HAPPANO��LQJ?PQ=PEKJ��OUI>KHO��=J@�JQI>ANO�

\ )O�QJEMQA�BKN�A=?D�OAP�KB�?NA@AJPE=HO�

CAUTION: $K�JKP�NAQOA�L=OOSKN@O�

\ ! RKE@O�@E?PEKJ=NU�SKN@O�EJ�=JU�H=JCQ=CA��SKN@O�OLAHHA@�>=?GS=N@O�KN�SKN@O�PD=P�QOA�?KIIKJ
IEOOLAHHEJCO�=J@�=>>NARE=PEKJO��OAMQAJ?AO�KN�NALA=PA@�?D=N=?PANO��LANOKJ=H�EJBKNI=PEKJ�OQ?D�=O�UKQN
>ENPD@=U��@NERANYO�HE?AJOA��L=OOLKNP�JQI>AN��AP?�

4DAOA�LNA?=QPEKJO�SANA�=@=LPA@�BNKI�EJBKNI=PEKJ�=P�IE?NKOKBP�?KI��SDE?D�LNKRE@AO�=�OA?QNA�L=OOSKN@
?DA?GAN�UKQ�?=J�QOA�PK�PAOP�PDA�OPNAJCPD�KB�=JU�L=OOSKN@�.E=C=N=��=HHKSO�UKQ�PK�?KJPNKH�L=OOSKN@�OPNAJCPD
BKN�QOAN�=QPDAJPE?=PEKJ��4DA�L=OOSKN@�OPNAJCPD�?KJ`CQN=PEKJ�BKN�QOAN�=QPDAJPE?=PEKJ�@KAO�JKP�=LLHU�PK
?ANPE`?=PA�L=OOSKN@O�

#NA=PEJC�=�#HEAJP�#ANPEBE?=PA�BKN�3UOHKC�?KJBECQN=PEKJ
4DA�OANRAN�?KJ`CQN=PEKJO�NAMQENA�?HEAJPO�PK�OQLLKNP�=�?HEAJP
OECJA@�?ANPE`?=PA�>U�PDA�=LLNKRA@�#!�?ANPE`?=PA�
4DEO�#!�?ANPE`?=PA�D=O�>AAJ�=@@A@�PK�PDA�=LLNKLNE=PA�BKH@AN�EJ�PDA�OANRAN�PK�OQLLKNP�KJHU�=HHKSEJC�=QPDKNEVA@
?HEAJPO�PK�OAJ@�IAOO=CAO��5OA�PDEO�?ANPE`?=PA�EJ�PDAClient Alias `AH@�BKN�3UOHKC�?KJ`CQN=PEKJO�

Prerequisites:
9KQ�D=RA�PDA�NAMQENA@�=QPDKNEPU�PK�?NA=PA�=J@�I=J=CA�?ANPE`?=PAO��9KQ�=NA�AEPDAN�NQJJEJC7 KNG>AJ?DKJ�UKQN
0#�KN�H=LPKL�

��3PAL 4K�KLAJ�PDA�?ANPE`?=PA�OPKNAO��@K�KJA�KB�PDA�BKHHKSEJC�EJ�PDA�.=R�PNAA�

\ %TL=J@0H=PBKNI0H=PBKNI=J@�@KQ>HA
?HE?G#ANP#ANPE`?=PA�-=J=CAIAJPE`?=PA�-=J=CAIAJP�

\ %TL=J@3P=P3P=PEKJEKJ� #KJ`C#KJ`C � 3ANRE?AO3ANRE?AO� 0H=PBKNI3ANRE?AO0H=PBKNI3ANRE?AO=J@�@KQ>HA
?HE?G
#ANP-=J=CAN3ANRE?A#ANP-=J=CAN3ANRE?A�

3A?QNA�?KIIQJE?=PEKJ .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

�� -=N ?D���������



"KPD�OPALO�KLAJ�PDA�O=IA�OPKNAO��7DE?D�PK�QOA�@ALAJ@O�KJ�DKS�UKQ�=NA�?KJJA?PA@�PK�PDA
LH=PBKNI�OP=PEKJ�

��3PAL #HE?G�PDA.AS.AS >QPPKJ�=P�PDA�>KPPKI�KB�PDA�REAS�
4DA'AJAN=PA�3AH'AJAN=PA�3AHB�3ECJA@�#ANPB�3ECJA@�#ANPE`?=PAE`?=PASEJ@KS�KLAJO�

��3PAL &EHH�EJ�PDA�BKNI�=J@�?HE?G/+/+ �

\ 5OAAlias PK�E@AJPEBU�PDEO�=O�=�?HEAJP�?ANPE`?=PA�

\ 4DACommon Name (CN) >A?KIAO�PDASubject ��)J�PDA�(4-,��REAS ��UKQ�?=J�A@EP�PDA�#.��/5
�/N C=JEV=PEKJ=H�5JEP	��/��/NC=JEV=PEKJ	��,��,K?=HEPU	��34��3P=PA�0NKREJ?A	��=J@�#��#KQJPNU�#K@A	
QOEJC�PDA�A@EP�IK@A�JATP�PK�PDADistinguished Name (DN) �

NOTE:

&KN�=�?HEAJP�?ANPE`?=PA��PDA�#KIIKJ�.=IA�EO�KBPAJ�P DA�J=IA�KB�PDA�AJPEPU�I=GEJC�PDA
?KJJA?PEKJ��OQ?D�=O�=�QOANJ=IA�

\ Organization ODKQH@�>A�PDA�J=IA�KB�PDA�?KIL=JU�

\ !HPDKQCDLocality =J@State/Province =NA�JKP�NAMQENA@�=J@�=NA�=N>EPN=NU��HA=REJC�PDAI
>H=JG�CAJAN=PAO�=�S=NJEJC�IAOO=CA�

\ 4DA�PSK
?D=N=?PANCountry Code EO�NAMQENA@�=J@�IQOP�>A�=�GJKSJ�R=HQA��OQ?D�=O��53��).��#!�
&2��$%��%3��AP?���NABAN�PK�PDA�)3/�#/$%�?KHQIJ�=P�?KQJPNU?K@A�KNC	�

\ &KNCertificate Usage ��OAHA?PClient �

��3PAL #NA=PA�=�#!�?ANPE`?=PA�KN�QOA�=J�ATEOPEJC�#!��2ABAN�PK�Z#NA=PEJC�=�NKKP�#!�?ANPE`?=PA[�

��3PAL #HE?G#ANP�2AMQAOP#ANP�2AMQAOPPK�?NA=PA�=�?ANPE`?=PA�OECJEJC�NAMQAOP�

��3PAL .=REC=PA�PK44KKHOKKHO� #ANP#ANPE`?=PA�3ECJAN�4E`?=PA�3ECJAN�4KKHKKH�
4DA#ANP#ANPE`?=PA�3ECJEJCE`?=PA�3ECJEJCSEJ@KS�KLAJO�

��3PAL 3AHA?P�PDA�?ANPE`?=PA�OECJEJC�NAMQAOP�=J@�AJPAN�PDA�L=OOSKN@�OAP�SDEHA�?NA=PEJC�PDA�#!�?ANPE`?=PA�

��3PAL 3ECJ�PDA�?HEAJP�?ANPE`?=PA�SEPD�PDA�#!�?ANPE`?=PA�EJ7 KNG>AJ?D�

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A 3A?QNA�?KIIQJE?=PEKJ

-=N ?D��������� ��



��3PAL )ILKNP�PDA�OECJA@�?ANPE`?=PA�>=?G�EJPK7 KNG>AJ?D��NALH=?EJC�PDA�OAHB
OECJA@�?ANPE`?=PA�

���3PAL %TLKNP�PDA�#!�?ANPE`?=PA�=J@�GAU�=O�=�0%-�OAL=N=PAHU�BNKI 7 KNG>AJ?D�

Next steps
4DEO�#!�?ANPE`?=PA�=J@�GAU�?=J�>A�=@@A@�PK�PDA�#!�?ANPE`?=PA�BKH@AN�EJ�PDA�3UOHKC�OANRAN�=J@�>A�QOA@�PK�OECJ
PDA�OANRAN�?ANPE`?=PA�SDEHA�?KJ`CQNEJC�PDA�IQPQ=H�=QPDAJPE?=PEKJ�

#NA=PEJC�=�OANRAN�?ANPEBE?=PA
%=?D�3QLANREOKN�0#��AJCEJAANEJC�H=LPKL��NAIKPA�?KJPNKHHAN��=J@�NAIKPA�OP=PEKJ�NAMQENAO�=�OANRAN�?ANPE`?=PA�BKN
PDKOA�PEIAO�SDAJ�EP�BQJ?PEKJO�=O�=�OANRAN��)B�EP�EO�EILKNP=JP�PK�UKQ�BKN�A=?D�?ANPE`?=PA�PK�E@AJPEBU�PDA�,K?=HEPU�=J@
3P=PA��QOA�PDEO�LNK?A@QNA�PK�I=GA�=�JAS�?ANPE`?=PA�BKN�A=?D�OANRAN�

Prerequisites:
9KQ�D=RA�PDA�NAMQENA@�=QPDKNEPU�PK�?NA=PA�=J@�I=J=CA�?ANPE`?=PAO��9KQ�=NA�AEPDAN�NQJJEJC7 KNG>AJ?DKJ�UKQN
0#�KN�H=LPKL��KN�=NA�?KJJA?PA@�PK�PDA�NAIKPA�?KJPNKHHAN�KJ�SDE?D�UKQ�=NA�?NA=PEJC�PDA�?ANPE`?=PA�

TIP: 7DEHA�JKP�=�NAMQENAIAJP�SDAJ�?NA=PEJC�=�NAIKPA�OANRAN�?ANPE`?=PA��=O�=�>AOP�LN=?PE?A��UKQ�ODKQH@
@EO?KJJA?P�>KPD�UKQN�?KILQPAN�=J@�PDA�?KJPNKHHAN�LH=PBKNI�BNKI�P DA�)JPANJAP�=J@�?KIL=JU�,!.��PDAJ�?KJJA?P
UKQN7 KNG>AJ?D?KILQPAN�PK�PDA�LH=PBKNI�QOEJC�=�?NKOOKRAN�?=>HA�

��3PAL 4K�KLAJ�PDA�?ANPE`?=PA�OPKNAO�@K�KJA�KB�PDA�BKHHKSEJC�EJ�PDA�.=R�PNAA�

\ %TL=J@0H=PBKNI0H=PBKNI=J@�@KQ>HA
?HE?G#ANP#ANPE`?=PA�-=J=CAIAJPE`?=PA�-=J=CAIAJP�

\ %TL=J@3P=P3P=PEKJEKJ� #KJ`C#KJ`C � 3ANRE?AO3ANRE?AO� 0H=PBKNI3ANRE?AO0H=PBKNI3ANRE?AO=J@�@KQ>HA
?HE?G
#ANP-=J=CAN3ANRE?A#ANP-=J=CAN3ANRE?A�

3A?QNA�?KIIQJE?=PEKJ .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

�� -=N ?D���������



"KPD�OPALO�KLAJ�PDA�O=IA�OPKNAO��7DE?D�PK�QOA�@ALAJ@O�KJ�DKS�UKQ�=NA�?KJJA?PA@�PK�PDA
LH=PBKNI�OP=PEKJ�

��3PAL #KJ`NI�P D=P�PDA�PEPHA�=P�PDA�PKL�KB�PDA�REAS�E@AJPE`AO�PDA�DKOP�BKN�SDE?D�UKQ�=NA�?NA=PEJC�PDA
OANRAN�?ANPE`?=PA��&KN�=�NAIKPA�?KJPNKHHAN��PDEO�EO�PDA�)0�=@@NAOO�

��3PAL #HE?G�PDA.AS.AS >QPPKJ�=P�PDA�>KPPKI�KB�PDA�REAS�
4DA'AJAN=PA�3AH'AJAN=PA�3AHB�3ECJA@�#ANPB�3ECJA@�#ANPE`?=PAE`?=PASEJ@KS�KLAJO�

��3PAL 'ERA�PDA�?ANPE`?=PA�=P�HA=OP�=JAlias � Common Name(CN)� Organization � Locality � State/
Province ��=J@Country Code �

\ 5OAAlias PK�E@AJPEBU�PDEO�=O�=�OANRAN�?ANPE`?=PA��EJ?HQ@EJC�EJ�PDA�J=IA�PDA�?KIL=JU�
CAKCN=LDU�KN�@AL=NPIAJP�

\ Common Name(CN)ODKQH@�>A�PDA�O=IA�=O�PDA�DKOP�J=IA��SDE?D�EO�DKS�=�OANRAN�E@AJPE`AO
EPOAHB��4DA�?KIIKJ�J=IA�>A?KIAO�P DASubject �=HOK�GJKSJ�=O�PDA�$EOPEJCQEODA@�.=IA	��4DA
)0�=@@NAOO�KB�=�?KJPNKHHAN�KN�EPO�&QHHU�1Q=HE`A@�$KI=EJ�.=IA��&1$.	�=N A�=LLNKLNE=PAAlias
=J@Common NameO�BKN�=�NAIKPA�?KJPNKHHAN�KN�3QLANREOKN�OP=PEKJ�

!J�&1$.�EO�P DAHostname LHQO�PDAPrimary Dns Suffix ��&KN�=�?KILQPAN��UKQ�?=J�OAA�PDEO
J=IA�EJ�-U�#KILQPAN�0NKLANPEAO��Z&QHH�?KILQPAN�J=IA�[�&KN�=�?KJPNKHHAN��PDANA�EO�JK�CKK@
LH=?A�PK�OAA�PDEO�J=IA��>QP�EP�SKQH@�>A�OKIAPDEJC�HEGA��IU?KJPNKHHAN�IU@KI=EJ�?KI�KN
IU?KJPNKHHAN�IU@KI=EJ�JAP�

NOTE: $K�JKP�QOA�PDA�O=IA�J=IA�BKNCommon Name (CN) KB�=�OANRAN�?ANPE`?=PA�PD=P�UKQ�QOA
BKN�=�NKKP�KN�EJPANIA@E=PA�?ANPE`?=PAYOCommon Name (CN) �

\ !HPDKQCDLocality =J@State/Province =NA�JKP�NAMQENA@�=J@�=NA�=N>EPN=NU��HA=REJC�PDAI
>H=JG�CAJAN=PAO�=�S=NJEJC�IAOO=CA��4DEN@
L=NPU�#!O�I=U�JKP�OECJ�?ANPE`?=PAO�SEPDKQP�PDAOA
LNKLANPEAO�@A`JA@�

\ 4DA�PSK
?D=N=?PANCountry Code EO�NAMQENA@�=J@�IQOP�>A�=�GJKSJ�R=HQA��OQ?D�=O��53��).��#!�
&2��$%��%3��AP?���NABAN�PK�PDA�)3/�#/$%�?KHQIJ�=P�?KQJPNU?K@A�KNC	�

\ Not Before =J@Not After @A`JA�PDA�LANEK@�KB�R=HE@EPU�BKN�PDA�?ANPE`?=PA�

\ Key Size @AB=QHPO�PK�������!�H=NCAN�GAU�EILNKRAO�OA?QNEPU�=J@�@KAO�JKP�OECJE`?=JPHU�=BBA?P
?KIIQJE?=PEKJ�PEIA��4DA�KJHU�EIL=?P�EP�D=O�EO�PK�HAJCPDAJ�PDA�PEIA�EP�P=GAO�PK�?NA=PA�PDA
?ANPE`?=PA�EJEPE=HHU�

)B�=�PDEN@
L=NPU�SEHH�OECJ�PDA�?ANPE`?=PA��?KJOQHP�SEPD�UKQN�#!��#ANPE`?=PA�!QPDKNEPU	�PK
@APANIEJA�PDA�=??ALP=>HA�GAU�OEVA��3KIA�#!O�OQLLKNP�=�HEIEPA@�JQI>AN�KB�GAU�OEVAO�

\ &KNCertificate Usage ��OAHA?PServer BKN�=�LH=PBKNI�OP=PEKJ�

\ Alternate Server Name OLA?E`AO�=J�=HPANJ=PA�J=IA�BKN�PDA�OANRAN��SDE?D�EO�QOA@�PK
?KJOPNQ?P�=�3Q>FA?P�!HPANJ=PERA�.=IA��&KN�AT=ILHA��QOA�PDA�OANRAN�O�)0�=@@NAOO�EB�PDA�#.�EO
PDA�DKOPJ=IA��=J@�RE?A�RANO=�

4DA/+/+ >QPPKJ�=?PER=PAO�SDAJ�=HH�NAMQENA@�EJBKNI=PEKJ�EO�LNKRE@A@�

��3PAL 4K�?NA=PA�PDA�?ANPE`?=PA��?HE?G/+/+ �
4DA0NER=PA�+AU�0=OOSKN0NER=PA�+AU�0=OOSKN@@SEJ@KS�KLAJO�

��3PAL %JPAN�=�OPNKJC�L=OOSKN@�BKN�=�QJEMQA�L=OOSKN@�KN�OAHA?P�PDA5OA�CHK>=H�?ANP5OA�CHK>=H�?ANPE`?=PA�L=OOSKNE`?=PA�L=OOSKN@@
?DA?G�>KT�
9KQN�L=OOSKN@�IQOP�>A�=P�HA=OP����?D=N=?PANO�HKJC��!P�HA=OP�KJA�?D=N=?PAN�IQOP�>A�=�@ECEP��KJA
IQOP�>A�HKSAN�?=OA��=J@�KJA�IQOP�>A�QLLAN�?=OA�
4DA�OUOPAI�OQ>IEPO�PDA�?ANPE`?=PA�BKN�LNK?AOOEJC�EJ�PDA�>=?GCNKQJ@��!�LKL
QL�SEJ@KS�EJ�PDA
HKSAN�NECDP�KB�UKQN�O?NAAJ�=@REOAO�UKQ�NAC=N@EJC�PDA�PEIA�EP�I=U�P=GA�PK�CAJAN=PA�PDA�?ANPE`?=PA�
4DA�HAJCPD�KB�PEIA�EP�P=GAO�@ALAJ@O�KJ�PDA�GAU�OEVA�=J@�PDA�LH=PBKNIYO�LNK?AOOEJC�?=L=>EHEPU�
7DAJ�?NA=PA@��PDA�?ANPE`?=PA�=LLA=NO�=O�=�NKS�EJ�PDA5OAN�+AU�3PKNA P=>HA�

��3PAL 4K�REAS�PDA�?ANPE`?=PA�BNKI�P DA�LH=PBKNI�OP=PEKJYO5OAN�+AU�3PKN5OAN�+AU�3PKNAA��@KQ>HA
?HE?G�EP�KN�OAHA?P�EP�=J@
?HE?G66EASEAS�

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A 3A?QNA�?KIIQJE?=PEKJ

-=N ?D��������� ��



.KP E?A�PD=P�PDAIssuer =J@Subject =NA�PDA�O=IA�=J@�PDA�?ANPE`?=PA�EO�E@AJPE`A@�SEPD�=�UAHHKS
ODEAH@�E?KJ��	��4DAOA�B=?PKNO�EJ@E?=PA�PD=P�PDEO�EO�=�OAHB
OECJA@�?ANPE`?=PA�

��3PAL #KJ`NI�P D=P�PDA�EJBKNI=PEKJ�EO�?KNNA?P�

NOTE: 4K�?D=JCA�=�?ANPE`?=PA�UKQ�FQOP�?NA=PA@��@AHAPA�EP�=J@�?NA=PA�=�JAS�?ANPE`?=PA��$K�JKP
@AHAPA�=�?ANPE`?=PA�PD=P�EO�=HNA=@U�EJ�QOA�

Next steps
2ALA=P�PDEO�LNK?A@QNA�PK�?NA=PA�=@@EPEKJ=H�?ANPE`?=PAO�

#NA=PEJC�=�?K@A
OECJEJC�?ANPEBE?=PA
4DA�OUOPAI�OECJO�?K@A�K>FA?PO�QOEJC�=�?K@A
OECJEJC�?ANPE`?=PA�PD=P�EO�L=OOSKN@�LNKPA?PA@��4DEO�LNK?A@QNA
ATLH=EJO�DKS�PK�CAJAN=PA�=�?K@A
OECJEJC�?ANPE`?=PA�QOEJC7 KNG>AJ?D��9KQ�I=U�QOA�=�PDEN@
L=NPU�PKKH�PK
CAJAN=PA�=�?K@A
OECJEJC�?ANPE`?=PA�BKHHKSA@�>U�EILKNPEJC�EP�EJPK�UKQN7 KNG>AJ?D5OAN�+AU�3PKNA��3Q?D�=J
EILKNPA@�?ANPE`?=PA�IQOP�D=RA�=�?K@A
OECJEJC�OAP�=O�EPO�ATPAJ@A@�GAU�QO=CA��4DEO�EO�=�OP=J@=N@�?ANPE`?=PA
ATPAJOEKJ�

Prerequisites:
9KQ�=NA�SKNGEJC�EJ7 KNG>AJ?DNQJJEJC�KJ�=�3QLANREOKN�KN�AJCEJAANEJC�0#�

��3PAL #HE?G44KKHOKKHO� #ANP#ANPE`?=PA�-=J=CAIAJPE`?=PA�-=J=CAIAJP�
4DA#ANP#ANPE`?=PA�-=J=CAIAJPE`?=PA�-=J=CAIAJPREAS�KLAJO�

��3PAL #HE?G�PDA.AS.AS >QPPKJ�=P�PDA�>KPPKI�KB�PDA�REAS�
4DA'AJAN=PA�3AH'AJAN=PA�3AHB�3ECJA@�#ANPB�3ECJA@�#ANPE`?=PAE`?=PASEJ@KS�KLAJO�

��3PAL &EHH�EJ�PDA�LNKLANPEAO�
)J�=@@EPEKJ�PK�PDA�NAMQENA@�LNKLANPEAO��@A`JA�UKQNLocality (L) �?EPU	�=J@State/Province
(ST) ��7 EPDKQP�PDAOA�LNKLANPEAO�PDA�OUOPAI�NALKNPO�=J�ANNKN�IAOO=CA�

Country Code EO�=�PSK
?D=N=?PAN�)3/�?K@A��NABAN�PK�PDA�)3/�#/$%�?KHQIJ�=P�?KQJPNU?K@A�KNC	�

#DKKOACode Signing BKNCertificate Usage �

4DA/+/+ >QPPKJ�=?PER=PAO�SDAJ�=HH�NAMQENA@�EJBKNI=PEKJ�EO�LNKRE@A@�

��3PAL 4K�?NA=PA�PDA�?ANPE`?=PA��?HE?G/+�/+�
4DA0NER=PA�+AU�0=OOSKN0NER=PA�+AU�0=OOSKN@@SEJ@KS�KLAJO�

��3PAL %JPAN�=�OPNKJC�L=OOSKN@�=J@�?HE?G/+/+ �
9KQN�L=OOSKN@�IQOP�>A�=P�HA=OP����?D=N=?PANO�HKJC��!P�HA=OP�KJA�?D=N=?PAN�IQOP�>A�=�@ECEP��KJA
IQOP�>A�HKSAN�?=OA��=J@�KJA�IQOP�>A�QLLAN�?=OA�
4DA�OUOPAI�OQ>IEPO�PDA�?ANPE`?=PA�BKN�LNK?AOOEJC�EJ�PDA�>=?GCNKQJ@�

��3PAL 7DAJ�PDA�?ANPE`?=PA�D=O�>AAJ�?NA=PA@��?HE?G/+/+ �
4DEO�OAHB
OECJA@�?ANPE`?=PA�=LLA=NO�=O�=�NKS�EJ�PDA5OAN�+AU�3PKNA P=>��E@AJPE`A@�>U�=�UAHHKS�ODEAH@
E?KJ�� 	�

Next steps
0NKPA?P�PDEO�?ANPE`?=PA�=J@�L=OOSKN@��)B�OKIAKJA�OPA=HO�UKQN�?ANPE`?=PA�=J@�GJKSO�UKQN�L=OOSKN@��PDAU�?KQH@
@=I=CA�UKQN�KLAN=PEKJ�>U�QOEJC�UKQN�?ANPE`?=PA�PK�OECJ�PDAEN�KSJ�I=HE?EKQO�?K@A�

#NA=PEJC�=�#32
!�#32��#ANPE`?=PA�3ECJEJC�2AMQAOP	�?NA=PAO�=��?ON�`HA�BKN�A=?D�EJPANIA@E=PA��OANRAN��=J@�?K@A
OECJEJC
?ANPE`?=PA��4DEO�`HA�?=J�>A�OECJA@�>U�=�NKKP�KN�EJPANIA@E=PA�#!�?ANPE`?=PA�

Prerequisites:
&KN�?NA=PEJC�EJPANIA@E=PA�=J@�?K@A
OECJEJC�?ANPE`?=PAO�UKQ�=NA�REASEJC�PDA7 KNG>AJ?DOPKNAO��&KN�?NA=PEJC
OANRAN�?ANPE`?=PAO�UKQ�=NA�REASEJC�PDA�LH=PBKNI�OP=PEKJ�OPKNAO�

��3PAL 3AHA?P�PDA�?ANPE`?=PA�PK�OECJ��=J@�?HE?G#ANP�2AMQAOP#ANP�2AMQAOP�

3A?QNA�?KIIQJE?=PEKJ .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

�� -=N ?D���������



4DA#ANP#ANPE`?=PA�2AMQAOP�)JBKE`?=PA�2AMQAOP�)JBKSEJ@KS�KLAJO�

��3PAL #KJ`NI�P D=P�PDA�?ANPE`?=PA�LNKLANPEAO�=NA�?KNNA?P�=J@�?HE?G/+/+ �
/JA�KB�PDA�BKHHKSEJC�D=LLAJO�

\ )B�UKQ�=NA�LNAL=NEJC�=�#32�BKN�=�OANRAN�?ANPE`?=PA��PDA�OUOPAI�@EOLH=UO�PDA?ANP-=J=CAIAJP?ANP-=J=CAIAJP
BKH@AN�BKN�UKQ�PK�?DKKOA�PDA�HK?=PEKJ�PK�OPKNA�PDA�#32�

\ )B�UKQ�=NA�?NA=PEJC�=�#32�BKN�=�#!�?ANPE`?=PA��NKKP�KN�EJPANIA@E=PA	�KN�=�?K@A
OECJEJC
?ANPE`?=PA��PDA#ANP#ANPE`?=PA�-=J=CANE`?=PA�-=J=CANLNKILPO�UKQ�BKN�PDA�LNER=PA�GAU�L=OOSKN@��%JPAN�PDA
L=OOSKN@�=J@�?HE?G/+/+ ��4DA�OUOPAI�@EOLH=UO�PDA?ANP-=J=CAIAJP?ANP-=J=CAIAJPBKH@AN�BKN�UKQ�PK�?DKKOA
PDA�HK?=PEKJ�PK�OPKNA�PDA�#32�

4DAAlias BKN�PDA�?ANPE`?=PA�EO�QOA@�=O�PDA�`HA�J=IA�KB�PDA�#32�

��3PAL 5OA�PDA�@AB=QHP�BKH@AN��KN�OAHA?P�=�@EBBANAJP�BKH@AN�EJ�SDE?D�PK�OPKNA�PDA�#32�=J@�?HE?G3=RA3=RA�
4DA�OUOPAI�@EOLH=UO�CSR generation complete �

��3PAL 4K�?KJ`NI�?KILHAPEKJ��?HE?G/+/+ �

NOTE: /J?A�UKQ�?NA=PA�=�#32��@K�JKP�@AHAPA�PDA�KNECEJ=H�?ANPE`?=PA�BNKI�SDE?D�UKQ�?NA=PA@�PDA
#32��,=PAN�EJ�PDA�LNK?AOO�UKQ�SEHH�EILKNP�=�OECJA@�?ANPE`?=PA�>=?G�EJPK�PDA5OAN�+AU�3PKN5OAN�+AU�3PKNAA SDANA
EPO�LQ>HE?�GAU�IQOP�I=P?D�PDA�LNER=PA�GAU�KB�PDA�KNECEJ=H�?ANPE`?=PA��#NA=PEJC�=�JAS�?ANPE`?=PA�SEPD
PDA�O=IA�J=IA�@KAO�JKP�CAJAN=PA�PDA�O=IA�GAU�L=EN�=J@�NAOQHPO�EJ�ANNKNO�SDAJ�UKQ�PNU�PK�EILKNP
PDA�OECJA@�?ANPE`?=PA��)B�EP�EO�=>OKHQPAHU�JA?AOO=NU��BKN�AT=ILHA��EB�PDA�?KILQPAN�KJ�SDE?D�PDA
?ANPE`?=PA�EO�OPKNA@�EO�RQHJAN=>HA	��UKQ�I=U�ATLKNP�PDA�KNECEJ=H�?ANPE`?=PA�SEPD�EPO�LNER=PA�GAU�=J@
EILKNP�EP�EJPK�PDA5OAN�+AU�3PKN5OAN�+AU�3PKNAA SDAJ�UKQ�NA?AERA�PDA�OECJA@�?ANPE`?=PA��"QP��E@A=HHU��UKQ�ODKQH@
HA=RA�PDA�KNECEJ=H�?ANPE`?=PA�EJ�PDA5OAN�+AU�3PKN5OAN�+AU�3PKNAA KB�PDA�KNECEJ=H�OA?QNA�DKOP�

��3PAL )B�=J�ATPANJ=H�#!��OQ?D�=O�6ANE3ECJ�KN�4D=SPA��SEHH�OECJ�UKQN�OANRAN�?ANPE`?=PAO��BKHHKS�PDA�#32
OQ>IEOOEKJ�LNK?A@QNA�=O�NAMQENA@�>U�PDA�#!�
4DA�#!�RANE`AO�PD=P�UKQ�=NA�SDK�UKQ�?H=EI�PK�>A��PD=P�A=?D�?ANPE`?=PA�EO�BKN�=�OANRAN�UKQN
KNC=JEV=PEKJ�=?PQ=HHU�I=EJP=EJO��=J@�KPDAN�EILKNP=JP�EJBKNI=PEKJ��4DAU�PDAJ�NAPQNJ�=�OECJA@�OANRAN
?ANPE`?=PAO��KJA�BKN�A=?D�OANRAN	�

4DA�#!�I=U�?KILN AOO�>KPD�PDA�JAS�OECJA@�?ANPE`?=PA�=J@�=�?KLU�KB�PDA�NKKP�#!�?ANPE`?=PA
?KJP=EJEJC�KJHU�PDA�LQ>HE?�GAU�SEPD�L=OOSKN@�LNKPA?PEKJ��LQP�>KPD�KJ�=�SA>OEPA��AI=EH�PDA�HEJGO
PK�UKQ��=J@�LDKJA�UKQ�SEPD�PDA�L=OOSKN@�BKN�PDA�?KILNAOOA@��L=OOSKN@
LNKPA?PA@�`HAO��4DA
NKKP�#!�?ANPE`?=PA�SEPD�EPO�LQ>HE?�GAU�@KAO�JKP�D=RA�PK�>A�LNKPA?PA@�=J@�?=J�>A�OAJP�RE=�AI=EH�

3ECJEJC�=�?ANPEBE?=PA
3ECJEJC�=�?ANPE`?=PA�EO�PDA�FK>�KB�=�#!��#ANPE`?=PA�!QPDKNEPU	��!�R=NEAPU�KB�?ANPE`?=PA
OECJEJC�OKBPS=NA�PKKHO�=NA
=R=EH=>HA��9KQ�=NA�JKP�NAMQENA@�PK�QOA�PDA�BN=IASKNG�=J@7 KNG>AJ?DPK�OECJ�?ANPE`?=PAO��4DEO�LNK?A@QNA
@K?QIAJPO�DKS�PK�OECJ�?ANPE`?=PAO��)P�=LLHEAO�PK�?KIL=JEAO�SDK�OANRA�=O�PDAEN�KSJ�#!��)J�=�H=NCA�EJOP=HH=PEKJ�
UKQ�QOA�UKQN�NKKP�#!�?ANPE`?=PA�PK�OECJ�=JU�EJPANIA@E=PA�?ANPE`?=PAO�=J@�PDA�EJPANIA@E=PA�?ANPE`?=PAO�PK�OECJ
UKQN�OANRAN�=J@�?K@A
OECJEJC�?ANPE`?=PAO��)J�=�OI=HH�EJOP=HH=PEKJ��UKQ�I=U�QOA�UKQN�NKKP�#!�?ANPE`?=PA�PK�OECJ�=HH
?ANPE`?=PAO�

Prerequisites:

\ 9KQ�=NA�SKNGEJC�EJ7 KNG>AJ?DKJ�=�LDUOE?=HHU�=J@�AHA?PNKJE?=HHU�OA?QNA�0#�PD=P�EO�JARAN�?KJJA?PA@�PK�PDA
)JPANJAP��=J@�EO�QOA@�AT?HQOERAHU�PK�OECJ�?ANPE`?=PAO�

\ 4DA�NKKP�#!�KN�EJPANIA@E=PA�?ANPE`?=PA�PD=P�SEHH�@K�PDA�OECJEJC�EO�EJ�PDA7 KNG>AJ?D5OAN�+AU�3PKNA�

\ 9KQ�GJKS�PDA�L=OOSKN@�KB�PDA�#!�OECJEJC�?ANPE`?=PA��NKKP�KN�EJPANIA@E=PA	�PD=P�SEHH�OECJ�PDA�?ANPE`?=PA�O	�

\ 9KQ�D=RA�KJA�KN�IKNA�#32�`HAO��OECJEJC�NAMQAOPO	�NA=@U�PK�OECJ�

NOTE: 4K�AJOQNA�JAPSKNG�OA?QNEPU��=HS=UO�OECJ�?ANPE`?=PAO�QOEJC7 KNG>AJ?DKJ�=�?KILQPAN�PD=P�EO
@EO?KJJA?PA@�BNKI�P DA�)JPANJAP�=J@�BNKI�P DA�?KIL=JU�,!.��-=EJP=EJ�P DEO�?KILQPAN�EJ�=�LDUOE?=HHU�OA?QNA
HK?=PEKJ�

��3PAL )J 7 KNG>AJ?DKJ�UKQN�LDUOE?=HHU�=J@�AHA?PNKJE?=HHU�OA?QNA��=J@�JARAN�?KJJA?PA@�PK�PDA�)JPANJAP	
0#�PD=P�EO�QOA@�AT?HQOERAHU�PK�OECJ�?ANPE`?=PAO��?HE?G44KKHOKKHO� #ANP#ANPE`?=PA�3ECJAN�4E`?=PA�3ECJAN�4KKHKKH�

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A 3A?QNA�?KIIQJE?=PEKJ
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4DA#ANP#ANPE`?=PA�3ECJEJCE`?=PA�3ECJEJCSEJ@KS�KLAJO�

��3PAL #HE?G�PDA�BKH@AN�E?KJ��HK?=PA��=J@�KLAJ�PDA�#32�BKN�PDA�?ANPE`?=PA�UKQ�SEOD�PK�OECJ�
4DA#ANP#ANPE`?=PA�3ECJEJCE`?=PA�3ECJEJCSEJ@KS�ATL=J@O�PK�ODKS�?ANPE`?=PA�@AP=EHO�

��3PAL #KJ`NI�P D=P�PDEO�EO�PDA�?KNNA?P�#32�>U�?DA?GEJC�PDA3Q>FA?P3Q>FA?P�

��3PAL 3AHA?P�PDA�@=PA�KJ�SDE?D�PDA�?ANPE`?=PA�>A?KIAO�ABBA?PERA��Not Before 	�=J@�PDA�@=PA�=BPAN�SDE?D
EP�ATLENAO��Not After 	�

��3PAL &KNCA Alias ��QOA�PDA�@NKL
@KSJ�HEOP�PK�OAHA?P�PDA�?ANPE`?=PA��NKKP�KN�EJPANIA@E=PA	�SDKOA�LNER=PA
GAU�SEHH�OECJ�PDEO�?ANPE`?=PA�

��3PAL 3QLLHU�PDA�#!�?ANPE`?=PAYO�L=OOSKN@�=J@�?HE?G/+/+ �
3ECJEJC�EO�@KJA�>U�PDA�LNER=PA�GAU�KB�PDA�NKKP�KN�EJPANIA@E=PA�?ANPE`?=PA�

4DA�O=IA�`HA�BKH@AN� C:/Users/[username]/Niagara4.x/certManagement ��@EOLH=UO�SEPD
PDA�`HA�J=IA��ATPAJOEKJ���LAI	�`HHA@�EJ�BKN�UKQ�

9KQ�I=U�IK@ EBU�PDEO�`HA�OPNQ?PQNA�PK�=E@�EJ�PDA�I=J=CAIAJP�KB�PDAOA�`HAO�

��3PAL 4K�?KILHAPA�PDA�OECJEJC��?HE?G3=RA3=RA�

��3PAL #KLU�PDA�OECJA@�?ANPE`?=PA��LAI�`HA�PK�=�PDQI>�@NERA�=J@�EILKNP�EP�>=?G�EJPK�PDA5OAN�+AU�3PKNA
KB�PDA�?KILQPAN�PD=P�?NA=PA@�PDA�?ANPE`?=PA�=J@�CAJAN=PA@�PDA�#32�

Result
9KQ�?=J�NALA=P�PDEO�LNK?A@QNA�BKN�A=?D�#32�

NOTE: )J .E=C=N=PDANA�EO�=@@A@�OQLLKNP�BKN�>QHG�?ANPE`?=PA�OECJEJC��&KN�IKNA�@AP=EHO�NABAN�PK�PDA�Z3ECJEJC
IQHPELHA�?ANPE`?=PAO[�PKLE?�

)ILKNPEJC�PDA�OECJA@�?ANPEBE?=PA�>=?G�EJPK�PDA�5OAN�+AU�3PKNA
3ECJEJC�=�?ANPE`?=PA�?NA=PAO�=��LAI�`HA��SDE?D�EO�KJHU�EJPAJ@A@�BKN�EILKNPEJC�>=?G�EJPK�PDA5OAN�+AU�3PKN5OAN�+AU�3PKNAA PD=P
?KJP=EJO�PDA�KNECEJ=H�?ANPE`?=PA�SEPD�PDA�I=P?DEJC�LNER=PA�GAU��&KN�=�OANRAN�?ANPE`?=PA�PDEO�EO�PDA�LH=PBKNI�
OP=PEKJ5OAN�+AU�3PKN5OAN�+AU�3PKNAA PD=P�KNECEJ=HHU�?NA=PA@�PDA�?ANPE`?=PA�=J@�#32��&KN�=J�EJPANIA@E=PA�?ANPE`?=PA�KN�=�?K@A

OECJEJC�?ANPE`?=PA��PDEO�EO��IKOP�HEGAHU��PDA7 KNG>AJ?D5OAN�+AU�3PKN5OAN�+AU�3PKNAA KJ�PDA�OA?QNA�?KILQPAN��SDE?D�UKQ�QOA�PK
OECJ�KPDAN�?ANPE`?=PAO�

Prerequisites:
9KQ�D=RA�PDA�OECJA@��LAI�`HAO��4DA�BK?QO�EO�KJ�PDA�5OAN�+AU�3PKNA�EJ�PDA�=LLNKLNE=PA�OPKNAO�HK?=PEKJ
�7 KNG>AJ?DKN�LH=PBKNI�OP=PEKJ	�

��3PAL #HE?G)ILKNP)ILKNP�

��3PAL ,K?=PA�=J@�OAHA?P�PDA�OECJA@�?ANPE`?=PA�O��LAI�`HA��PDA�KQPLQP�KB�PDA�?ANPE`?=PA�OECJAN�KN�PDA��LAI
`HA�UKQ�NA?AERA@�BNKI�=�P DEN@
L=NPU�#!	�=J@�?HE?G/LAJ/LAJ �
4DA#ANP#ANPE`?=PA�)ILKNPE`?=PA�)ILKNPSEJ@KS�KLAJO�

��3PAL #KJ`NI�P D=P�UKQ�=NA�EILKNPEJC�PDA�?KNNA?P�?ANPE`?=PA�=J@�?HE?G/+/+ �

)B�PDAAlias KB�PDA�?ANPE`?=PA�UKQ�=NA�EILKNPEJC�EO�JKP�PDA�O=IA�=O�PDAAlias KB�PDA�?ANPE`?=PA
UKQ�=NA�NALH=?EJC��PDA�OUOPAI�LNKILPO�UKQ�BKN�PDAAlias KB�PDA�?ANPE`?=PA�PK�NALH=?A�

��3PAL )B�JAA@A@��AJPAN�PDAAlias =J@�?HE?G/+/+ �
4DA�CNAAJ�ODEAH@�E?KJ��	�NALH=?AO�PDA�UAHHKS�ODEAH@�E?KJ��	�JATP�PK�PDA�?ANPE`?=PAAlias EJ�PDA
5OAN�+AU�3PKN5OAN�+AU�3PKNAA P=>�

��3PAL 5OEJC�PDA�KLAN=PEJC�OUOPAI��@AHAPA�PDA��LAI�`HA�O	�BNKI�P DA�OA?QNA 7 KNG>AJ?D?KILQPAN�

3A?QNA�?KIIQJE?=PEKJ .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A
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)ILKNPEJC�EJ?KILHAPA�?ANPEBE?=PAO�EJPK�5OAN�+AU�3PKNA
!O�KB.E=C=N=����� ��UKQ�?=J�EILKNP�?ANPE`?=PAO�SEPD�EJ?KILHAPA�?D=EJO�EJPK�PDA�5OAN�+AU�3PKNA��`TEJC�LNAREKQO
EILKNP�ANNKNO��%TEOPEJC�?ANPE`?=PAO�SEPD�EJ?KILHAPA�?D=EJO�PD=P�=NA�=HNA=@U�EJ�PDA�5OAN�+AU�3PKNA�?=J�>A�QOA@�>U
OANRE?AO�OQ?D�=O�PDA�&KT�3ANRE?A��7A>�3ANRE?A��JE=C=N=@�=J@�KPDANO�=O�OANRAN�?ANPE`?=PAO��#HEAJP�?ANPE`?=PAO
SEPD�EJ?KILHAPA�?D=EJO�I=U�=HOK�>A�QOA@�=O�?HEAJP�?ANPE`?=PAO�BKN�=QPDAJPE?=PEKJ�

/RANREAS
4DEO�AJD=J?AIAJP�KBBANO�UKQ�EJ?NA=OA@�aATE>EHEPU�SDAJ�EILKNPEJC�=J@�QPEHEVEJC�?ANPE`?=PAO�SEPDEJ.E=C=N=��3KIA
?KIL=JEAO�?DKKOA�JKP�PK�OD=NA�PDA�LQ>HE?�?ANPE`?=PA�KB�PDAEN�#ANPE`?=PA�!QPDKNEPU��#!	��SDE?D�?=J�DEJ@AN�PDA
=>EHEPU�PK�>QEH@�=�?KILHAPA�?ANPE`?=PA�?D=EJ��0NAREKQOHU��PDEO�LNARAJPA@�?ANPE`?=PA�EILKNPO�EJPK.E=C=N=�

)ILKNPEJC�=�?ANPEBE?=PA�SEPD�=J�EJ?KILHAPA�?D=EJ
4DA�EILKNP�LNK?A@QNA�@KAO�JKP�?D=JCA��(KSARAN��EB�PDA�?ANPE`?=PA�D=O�=J�EJ?KILHAPA�?D=EJ��PDA�EILKNP�SEHH
OQ??AA@��4DA�E?KJ�EJ�PDA#ANP#ANPE`?=PA�-=J=CANE`?=PA�-=J=CANREAS�SEHH�@EOLH=U�=J�=@@EPEKJ=H�>=@CA�PK�EJ@E?=PA�PDEO�

4DA#ANP#ANPE`?=PA�-=J=CAIAJP�BKN�.E=C=N=�7E`?=PA�-=J=CAIAJP�BKN�.E=C=N=�7KNG>AJ?DKNG>AJ?DREAS�EJ?HQ@AO�PDA�KLPEKJ=H�?KHQIJ&QH&QHH�#ANP�#D=EJH�#ANP�#D=EJ?KHQIJ�
SDE?D�UKQ�?=J�=@@�>U�OAHA?PEJC&QH&QHH�#ANP�#D=EJH�#ANP�#D=EJBNKI�P DA�@NKL
@KSJ�IAJQ�EJ�PDA�QLLAN�NECDP�?KNJAN�

4DA&QH&QHH�#ANP�#D=EJH�#ANP�#D=EJ?KHQIJ�@EOLH=UOtrue BKN�?ANPE`?=PAO�SEPD�?KILHAPA�?D=EJO�=J@false BKN�?ANPE`?=PAO
SEPDKQP�?KILHAPA�?D=EJO�

"AOP�LN=?PE?AO

7DAJ�R=HE@=PEJC�?ANPE`?=PAO��PDA�R=HE@=PEJC�AJPEPU�ODKQH@�?KJ`NI�=�?D=EJ�KB�PNQOP�BNKI�=�PNQOPA@�?ANPE`?=PA�PK
PDA�LNAOAJPA@�?ANPE`?=PA�?D=EJ�LNAOAJPA@�>U�PDA�KPDAN�L=NPU��)B�=J�EJ?KILHAPA�?D=EJ�EO�LNAOAJPA@��BQHH

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A 3A?QNA�?KIIQJE?=PEKJ
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RANE`?=PEKJ�I=U�JKP�>A�LKOOE>HA��7DEHA�EP�EO�NA?KIIAJ@A@�PK�QOA�=�?KILHAPA�?D=EJ�BKN�EILNKRA@
EJPANKLAN=>EHEPU��I=JU�O?AJ=NEKO�=??ALP�EJ?KILHAPA�?D=EJO��EJ?HQ@EJC�"!#JAP�3#�=LLHE?=PEKJO�

3A?QNEPU�?KJOE@AN=PEKJO
4DA�QOA�KB�=J�EJ?KILHAPA�?ANPE`?=PA�?D=EJ�@KAO�JKP�EJ�EPOAHB�NALNAOAJP�=�OA?QNEPU�NEOG��4DA�R=HE@=PEKJ�LNK?AOO�SEHH
OPEHH�OPNERA�PK�AOP=>HEOD�=�?D=EJ�KB�PNQOP��(KSARAN��=J�EJ?KILHAPA�?D=EJ�IECDP�LNARAJP�PDA�R=HE@=PEJC�L=NPU�BNKI
OQ??AOOBQHHU�BKNIEJC�PDEO�PNQOP��SDE?D�?=J�EIL=?P�?KJJA?PEKJO�BKN�?ANP=EJ�=LLHE?=PEKJO�

5OEJC�=�?ANPEBE?=PA�SEPD�EJ?KILHAPA�?D=EJ�EJ�3ANRE?AO
4DA�LNK?A@QNA�PK�QOA�=�?ANPE`?=PA�SEPD�=J�EJ?KILHAPA�?ANP�?D=EJ�EO�PDA�O=IA�=O�PDA�ATEOPEJC�LNK?A@QNA�PK�QOA�=
?KILHAPA�?ANP�?D=EJ�

3AHA?P�PDA�@AOENA@�?ANPE`?=PA�BNKI�P DA�@NKL
@KSJ�IAJQ�EJ�PDA�OANRE?A�PD=P�UKQ�=NA�?KJ`CQNEJC�=J@��EB�JAA@A@�
AJPAN�PDA�L=OOSKN@�

!BPAN�OAHA?PEJC�=�?ANPE`?=PA��UKQ�?=J�JKPE?A�PSK�I=EJ�@EBBANAJ?AO�

\ 4DA�?ANPE`?=PA�SEHH�SKNG�

\ 3ANRE?AO�PD=P�EJ?HQ@A�=Server Certificate Health LNKLANPU��BKN�AT=ILHA��&KT�3ANRE?A�=J@�7A>
3ANRE?A	�D=RA�=J�=@@EPEKJ=H�?ANPE`?=PA�DA=HPD�OP=PQO�Ok Incomplete Chain �

3A?QNA�?KIIQJE?=PEKJ .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A
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6EASEJC�EJ?KILHAPA�?ANPEBE?=PAO�KJ�3A?QNEPU�$=OD>K=N@
/J�P DA�#ANPE`?=PA�-=J=CAIAJP�3ANRE?A�KB�PDA�3A?QNEPU�$=OD>K=N@��UKQ�?=J�REAS�EB�PDA�5OAN�+AU�3PKNA�?KJP=EJO
=JU�?ANPE`?=PAO�SEPD�EJ?KILHAPA�?ANP�?D=EJO�

4K�REAS�PDA�EPAI��CK�PK�PDA3A?QNEPU�$=OD>K=N3A?QNEPU�$=OD>K=N@@REAS�EJ�PDA�3A?QNEPU�3ANRE?A�=J@�O?NKHH�PK�PDA#ANP#ANPE`?=PAE`?=PA

Figur e 3. &KT�3ANRE?A�O�?ANPE`?=PA�DA=HPD�LNKLANPU

Figur e 4. 7 A>�3ANRE?A�O�?ANPE`?=PA�DA=HPD�LNKLANPU

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A 3A?QNA�?KIIQJE?=PEKJ

-=N ?D��������� ��



-=J=CAIAJP�3ANRE?A-=J=CAIAJP�3ANRE?A?=N@�

)JOP=HHEJC�=�NKKP�?ANPEBE?=PA�EJ�PDA�7 EJ@KSO�PNQOP�OPKNA
&KN�?KIIQJE?=PEKJ�PK�>A�OA?QNA�SDAJ�=??AOOEJC�=�OP=PEKJ�QOEJC�PDA�SA>�5)��=�?KIL=JUYO�NKKP�?ANPE`?=PA�IQOP
>A�EILKNPA@�EJPK�PDA�7 EJ@KSO�PNQOP�OPKNA�

Prerequisites:
5OEJC7 KNG>AJ?D��UKQ�ATLKNPA@�PDA�NKKP�?ANPE`?=PA�EJPK�=�@ENA?PKNU�UKQ�?=J�=??AOO�BNKI�P DA�0#���4DA
ATPAJOEKJ�BKN�=�NKKP�?ANPE`?=PA�`HA�J=IA�EO��LAI	�

��3PAL /J�P DA�0#��KLAJ�=�7 EJ@KSO�?KII=J@�LNKILP�>U�?HE?GEJC3P=NP3P=NP=J@�PULEJCcmd �
4DA#KII=J@�0N#KII=J@�0N KILPKILP SEJ@KS�KLAJO�

��3PAL 4ULA certmgr.msc =J@�LNAOO%JPAN%JPAN�
4DA�?ANPE`?=PA�I=J=CAN�SEJ@KS�KLAJO�

��3PAL )J�PDA�?KHQIJ�PK�PDA�NECDP��NECDP
?HE?G�PDA44NQOPA@�2KKP�#ANPNQOPA@�2KKP�#ANPE`?=PA�!QPE`?=PA�!QPDKNEPDKNEPEAOEAOBKH@AN�=J@�?HE?G!H!HHH
44=OGO=OGO� )ILKNP)ILKNP�
PDA�#ANPE`?=PA�)ILKNP�SEV=N@�SEJ@KS�KLAJO�

��3PAL &KHHKS�PDA�OPALO�KB�PDA�SEV=N@�PK�>NKSOA�PK�PDA�5OAN�(KIA�SDANA�PDA�NKKP�?ANPE`?=PA��LAI�`HA�EO
HK?=PA@��OAHA?P�PK�REAS�!HH�&EHAO�����OAHA?P�PDA�`HA�=J@�?HE?G/LAJ/LAJ �

��3PAL &EJEOD�PDA�SEV=N@�

%TLKNPEJC�=�?ANPEBE?=PA
4DANA�=NA�PSK�NA=OKJO�PK�ATLKNP�?ANPE`?=PAO���	�PK�?NA=PA�=�NKKP�#!�?ANPE`?=PA�SEPD�KJHU�EPO�LQ>HE?�GAU�BKN�A=?D
?HEAJPYO5OAN�45OAN�4NQOP�3PKNNQOP�3PKNAA =J@�>NKSOAN��=J@��	�PK�?NA=PA�=�>=?GQL��BKN�O=BA�GAALEJC��KB�=HH�?ANPE`?=PAO�SEPD�PDAEN
LNER=PA�GAUO�

3A?QNA�?KIIQJE?=PEKJ .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

�� -=N ?D���������



!O�OKKJ�=O�UKQ�`JEOD�EILKNPEJC�=HH�?ANPE`?=PA��LAI�`HAO�>=?G�EJPK�PDAEN�NAOLA?PERA5OAN�+AU�3PKN5OAN�+AU�3PKNAAO��I=GA�=
>=?GQL�KB�=HH�KB�?ANPE`?=PAO�=J@�OPKNA�PDA�>=?GQL�KJ�=�PDQI>�@NERA�EJ�=�OAL=N=PA��LDUOE?=HHU�OA?QNA�HK?=PEKJ��9KQ
>=?G�QL�A=?D�?ANPE`?=PA�KJA�=P�=�PEIA�

NOTE: 4K�LNKPA?P�UKQN�>=?GQLO�?NA=PA�OPNKJC�L=OOSKN@O�=J@�OPKNA�>=?GQL�IA@E=�EJ�=�R=QHP��4DAOA�>=?GQLO
?KJP=EJ�PDA�GAU�O	�QOA@�PK�OECJ�=HH�OANRAN�?ANPE`?=PAO�

��3PAL /LAJ�P DA�OPKNAO�PD=P�?KJP=EJ�PDA�?ANPE`?=PA�O	�PK�ATLKNP�

��3PAL /J�P DA5OAN�+AU�3PKN5OAN�+AU�3PKNAA P=>��OAHA?P�PDA�?ANPE`?=PA�=J@�?HE?G%TLKNP%TLKNP�
4DA�OUOPAI�KLAJO�PDA#ANP#ANPE`?=PA�%TLKNPE`?=PA�%TLKNPSEJ@KS�

��3PAL $K�KJA�KB�PDA�BKHHKSEJC�
4DA�LNER=PA�GAU�L=OOSKN@�LNKPA?PO�PDA�GAU�EJ�PDA�+AU�3PKNA�=J@�EO�NAMQENA@�PK�ATLKNP�EP��7DAJ�UKQ
ATLKNP�PDA�LNER=PA�GAU��UKQ�?=J�KLPEKJ=HHU�AJ?NULP�EP�EJ�PDA�CAJAN=PA@�`HA��NA?KIIAJ@A@	��9KQ�?=J
NAQOA�PDA�O=IA�L=OOSKN@�PD=P�UKQ�LNKRE@A@�PK�ATLKNP�EP��KN�UKQ�?=J�CAJAN=PA�=�JAS�L=OOSKN@�

\ 4K�?NA=PA�=�#!�?ANPE`?=PA��NKKP�KN�EJPANIA@E=PA	�BKN�EILKNPEJC�EJPK�=�?HEAJP5OAN�45OAN�4NQOP�3PKNNQOP�3PKNAA�
FQOP�?HE?G/+/+ �@K�JKP�OAHA?PExport the private key 	�

\ 4K�>=?G�QL�=�?ANPE`?=PA�SEPD�EPO�LNER=PA�GAU��?HE?GExport the private key ��@AOAHA?PReuse
password to encrypt private key QJ@ANEncrypt exported private key ��=J@�OQLLHU
PDA�=@@EPEKJ=H�L=OOSKN@�

��3PAL .=REC=PA�PK�=�HK?=PEKJ�KJ�=�PDQI>�@NERA�=J@�?HE?G3=RA3=RA�
4DA�OUOPAI�NALKNPO�PD=P�PDA�ATLKNP�S=O�OQ??AOOBQH�

��3PAL 4K�?KILHAPA�PDA�=?PEKJ��?HE?G/+/+ �

-=JQ=HHU�EILKNPEJC�=�?ANPEBE?=PA�EJPK�=�5OAN�4NQOP�3PKNA
)B�UKQN3UOPAI�43UOPAI�4NQOP�3PKNNQOP�3PKNAOAO=HNA=@U�?KJP=EJ�PDA�NKKP�#!�?ANPE`?=PA�KB�PDA�#!��#ANPE`?=PA�!QPDKNEPU	�PD=P�OECJA@
UKQN�EJPANIA@E=PA��OANRAN�KN�?K@A
OECJEJC�?ANPE`?=PAO��UKQ�@K�JKP�JAA@�PK�EILKNP�=JUPDEJC��)B�UKQ�=NA�OANREJC�=O
UKQN�KSJ�#!��UKQ�IQOP�EILKNP�PDA�NKKP�#!�?ANPE`?=PA�UKQ�ATLKNPA@��SEPDKQP�EPO�LNER=PA�GAU	�EJPK�PDA5OAN�45OAN�4NQOPNQOP
3PKN3PKNAA KB�A=?D�?HEAJP��%=?D�LH=PBKNI�=J@�OP=PEKJ�OD=NA�PDA�O=IA�OPKNAO��4DEO�LNK?A@QNA�@K?QIAJPO�DKS�PK
I=JQ=HHU�EILKNP�PDA�NKKP�#!�?ANPE`?=PA�EJPK�=J�EJ@ERE@Q=H�?HEAJP�

Prerequisites:
4DA�BK?QO�EO�KJ�PDA�5OAN�4NQOP�3PKNA�EJ�PDA�=LLNKLNE=PA�OPKNAO�HK?=PEKJ��SDE?D�SKQH@�>A�PDA�LH=PBKNI�OP=PEKJ
5OAN�4NQOP�3PKNA�BKN�=�OANRAN�?ANPE`?=PA�=J@�PDA7 KNG>AJ?D5OAN�4NQOP�3PKNA�BKN�=�?K@A
OECJEJC�?ANPE`?=PA�

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A 3A?QNA�?KIIQJE?=PEKJ

-=N ?D��������� ��



NOTE: 4DANA�EO�JK�JAA@�PK�EILKNP�PDA�OANRAN�?ANPE`?=PAO�KN�PDA�EJPANIA@E=PA�#!�?ANPE`?=PAO�PK�=JU5OAN�45OAN�4NQOPNQOP
3PKN3PKNAA��%=?D�OECJA@�OANRAN�?ANPE`?=PA�?=NNEAO�SEPDEJ�EP�=JU�EJPANIA@E=PA�=J@�NKKP�#!�?ANPE`?=PA�EJBKNI=PEKJ�

��3PAL 3AHA?P�PDA5OAN�45OAN�4NQOP�3PKNNQOP�3PKNAA P=>�

��3PAL #HE?G)ILKNP)ILKNP�

��3PAL ,K?=PA�=J@�OAHA?P�PDA�NKKP�#!�?ANPE`?=PA�O��LAI�`HA�KJ�PDA�PDQI>�@NERA�=J@�?HE?G/LAJ/LAJ �
4DA#ANP#ANPE`?=PA�)ILKNPE`?=PA�)ILKNPSEJ@KS�KLAJO�

��3PAL #KJ`NI�P D=P�PDA3Q>FA?P3Q>FA?PLNKLANPU�E@AJPE`AO�PDA�?KNNA?P�?ANPE`?=PA�=J@�?HE?G/+/+ �
4DA�OUOPAI�EILKNPO�PDA�?ANPE`?=PA��E@AJPEBUEJC�EP�SEPD�=�CNAAJ�ODEAH@�E?KJ��	

Next steps
9KQ�I=U�NALA=P�PDEO�LNK?A@QNA�BKN�A=?D�?HEAJP�LH=PBKNI�OP=PEKJ��KN�QOA�=�LNKREOEKJEJC�FK>�PK�=QPKI=PA�PDA
LNK?AOO�

)JOP=HHEJC�=�?ANPEBE?=PA
)B�PDA3UOPAI�43UOPAI�4NQOP�3PKNNQOP�3PKNAAO�EJ�UKQN�NAIKPA�OP=PEKJO�=HNA=@U�?KJP=EJ�PDA�NKKP�#!�?ANPE`?=PA�BNKI�P DA�#!
�#ANPE`?=PA�!QPDKNEPU	�PD=P�OECJA@�UKQN�EJPANIA@E=PA��OANRAN�KN�?K@A
OECJEJC�?ANPE`?=PAO��UKQ�@K�JKP�JAA@�PK
NQJ�=�LNKREOEKJEJC�FK>��)B�UKQN�?KIL=JU�OANRAO�=O�EPO�KSJ�#!��UKQ�IQOP�EJOP=HH�=�NKKP�#!�KN�EJPANIA@E=PA
?ANPE`?=PA�EJ�PDA5OAN�45OAN�4NQOP�3PKNNQOP�3PKNAAO�KB�A=?D�LH=PBKNI�OP=PEKJ�PD=P�OANRAO�=O�=�?HEAJP��)JOP=HHEJC�PDEO�?ANPE`?=PA�?=J
>A�QOABQH�>ABKNA�NQJJEJC�=�OECJA@�LNKREOEKJEJC�NK>KP�KJ�OARAN=H�OP=PEKJO�

Prerequisites:
4DA"=P?D*K>3ANRE?A"=P?D*K>3ANRE?AEO�=R=EH=>HA�QJ@AN3ANRE?AO3ANRE?AO��4DA0N0NKREOEKJEJC.S%TPKREOEKJEJC.S%TP?KILKJAJP�EO�=R=EH=>HA�QJ@AN�PDA
.E=C=N=.APSKNG.E=C=N=.APSKNG��4DA.E=C=N=�.APSKNG�*K>�"QEH@AN.E=C=N=�.APSKNG�*K>�"QEH@AN�KJA
PEIA	�KN.E=C=N=�.APSKNG�0N.E=C=N=�.APSKNG�0NKPKPULA�6KPKPULA�6EASEAS
�NAK??QNNEJC�FK>	�EO�KLAJ�

4DEO�EO�=�NA?QNNEJC�LNKREOEKJEJC�FK>�PD=P�QOAO�PDA.E=C=N=.APSKNG*K>0N.E=C=N=.APSKNG*K>0NKPKPULAKPKPULA�

��3PAL /J�UKQN3QLANREOKN��ATL=J@#KJ`C#KJ`C � 3ANRE?AO3ANRE?AO� 0H=PBKNI3ANRE?AO0H=PBKNI3ANRE?AO��@KQ>HA
?HE?G
#ANP-=J=CAN3ANRE?A#ANP-=J=CAN3ANRE?A=J@�?HE?G�PDA5OAN�45OAN�4NQOP�3PKNNQOP�3PKNAA P=>�

NOTE: 9KQ�?=JJKP�?KILHAPA�PDEO�LNK?A@QNA�EB�UKQ�EILKNP�PDA�?ANPE`?=PA�EJPK�PDA7 KNG>AJ?D5OAN5OAN
44NQOP�3PKNNQOP�3PKNAA KB�UKQN3QLANREOKN0#�

��3PAL #HE?G�PDA)ILKNP)ILKNP>QPPKJ��J=REC=PA�PK�PDA�HK?=PEKJ�KJ�PDA�PDQI>�@NERA�PD=P�?KJP=EJO�PDA�NKKP�#!
?ANPE`?=PA�=J@�?HE?G/LAJ/LAJ �

��3PAL #KJ`NI�P D=P�PDASubject KB�PDA�?ANPE`?=PA�E@AJPE`AO�EP�=O�PDA�NKKP�#!�?ANPE`?=PA�=J@�?HE?G/+/+ �
4DA�OUOPAI�EILKNPO�PDA�?ANPE`?=PA�EJ�LNAL=N=PEKJ�BKN�PDA�LNKREOEKJEJC�FK>�

��3PAL .=REC=PA�PK�PDA�HK?=PEKJ�EJ�PDA�OP=PEKJ�SDANA�UKQ�I=J=CA�LNKREOEKJEJC�FK>O�

��3PAL $N=C�=.E=C=N=.APSKNG*K>0N.E=C=N=.APSKNG*K>0NKPKPULAKPKPULA?KILKJAJP�PK�PDEO�HK?=PEKJ�=J@�J=IA�PDA�?KILKJAJP
OKIAPDEJC�HEGA��Z2KKP�#!�?ANPE`?=PA�LNKREOEKJEJC�[

��3PAL $KQ>HA
?HE?G�PDA�JAS�?KILKJAJP�
4DA.E=C=N=�.APSKNG�0N.E=C=N=�.APSKNG�0NKPKPULA�6KPKPULA�6EASEASKLAJO�

��3PAL )J�PDA�PKL�L=JA�0N0NKREOEKJEJC�OPALO�PK�NQJKREOEKJEJC�OPALO�PK�NQJ��?HE?G �!@@	�
4DA.AS�*K>�3PAL.AS�*K>�3PAL SEJ@KS�KLAJO�

��3PAL 3AHA?PInstall Certificate =J@�?HE?G/+/+ �
4DA)JOP=H)JOP=HH�#ANPH�#ANPE`?=PAE`?=PASEJ@KS�KLAJO�

��3PAL 4K�?KILHAPA�PDA�EJOP=HH=PEKJ��OAHA?P�PDA�NKKP�#!�?ANPE`?=PA�=J@�?HE?G/+/+ �

���3PAL $A`JA�PDA�OP=PEKJO�PK�EJ?HQ@A�EJ�PDA�FK>�
4DA�OUOPAI�?KLEAO�PDA�?ANPE`?=PA�BNKI�P DA�3QLANREOKN�OP=PEKJYO5OAN�45OAN�4NQOP�3PKNNQOP�3PKNAA PK�PDA5OAN�45OAN�4NQOPNQOP
3PKN3PKNAAO�KB�PDA�KPDAN�?HEAJPO�

3A?QNA�?KIIQJE?=PEKJ .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

�� -=N ?D���������



3P=PEKJ�DA=HPD�?KJBENI=PEKJ
7DAJ�UKQ�`JEOD�?KJ`CQNEJC�=�?HEAJP�KN�OANRAN��OPKL�=J@�NAOP=NP�=�OA?QNA�OP=PEKJ�=J@�?DA?G�OP=PEKJ�DA=HPD��4DA
OUOPAI�@KAO�JKP�R=HE@=PA�ATEOPEJC�?KJJA?PEKJO�=C=EJOP�JAS�?ANPE`?=PAO�QJPEH�UKQ�NAOP=NP�PDA�OP=PEKJ��4DA�OUOPAI
@KAO�JKP�=QPKI=PE?=HHU�?D=JCA�?KJJA?PEKJO�BNKI�(PPL�=J@�&KT�PK�(PPLO�=J@�&KTO��ARAJ�SDAJ�UKQ�AJ=>HAHttps
Only =J@Foxs Only ��QJPEH�UKQ�NAAOP=>HEOD�PDA�?KJJA?PEKJ�

6EASEJC�OAOOEKJ�EJBKNI=PEKJ
4DA3AOOEKJ�)JBK3AOOEKJ�)JBKSEJ@KS�LNKRE@AO�QOABQH�EJBKNI=PEKJ�=J@�=�CN=LDE?=H�NALNAOAJP=PEKJ�KB�?ANPE`?=PA�OP=PQO��CNAAJ
=J@�NA@�E?KJO	�

Prerequisites:
7 KNG>AJ?DEO�NQJJEJC�

��3PAL 4K�REAS�OAOOEKJ�EJBKNI=PEKJ��@K�KJA�KB�PDA�BKHHKSEJC�

\ #HE?G�PDA�3AOOEKJ�)JBK�E?KJ��

	�EJ�PDA�NKS�KB�E?KJO�=P�PDA�PKL�KB�PDA�L=CA�

\ 2ECDP
?HE?G�PDA�OP=PEKJ�J=IA�EJ�PDA�.=R�PNAA�=J@�?HE?G3AOOEKJ�)JBK3AOOEKJ�)JBK�
4DA�OUOPAI�@EOLH=UO�KJA�KB�PSK3AOOEKJ�)JBK3AOOEKJ�)JBKSEJ@KSO�

=� 4DA3AOOEKJ3AOOEKJ)JBK�IAOO=CA�PD=P�EJ@E?=PAO�PD=P�UKQ�D=RA�I=@A�=�OA?QNA�?KJJA?PEKJ�
For the Server identity section (1), a red shield with a white X indicates that the client is
unable to verify the authenticity of the Fox host. There are multiple reasons why this host may
not be authentic, for example, because the server's certificate does not match the address or is
not trusted.
A green shield with a white check mark indicates that a root CA certificate in the clientÕs
3UOPAI3UOPAIor 5OAN�45OAN�4NQOP�3PKNNQOP�3PKNAA was able to validate the signature on the server certificate, verifying
the authenticity of the Fox host.
For the Connection encryption section (2), a red shield with a white X indicates that the Fox
session connection is not sufficiently encrypted.
A green shield with a white check mark indicates that the Fox session connection is sufficiently
encrypted.

#KIIQJE?=P EKJ�EO�PDA�IKOP�OA?QNA�SDAJ�>KPD�ODEAH@O�=NA�CNAAJ�

>� 4DA�3AOOEKJ�)JBK�IAOO=CA�EJ@E?=PAO�PD=P�UKQ�D=RA�I=@A�=�NACQH=N�?KJJA?PEKJ��=�?KJJA?PEKJ
PD=P�EO�JKP�OA?QNA	��#KIIQJE?=P EKJ�EO�PDA�HA=OP�OA?QNA�SDAJ�>KPD�ODEAH@O�=NA�NA@�

��3PAL #HE?G�PDACertificate Information HEJG�
4DA�OUOPAI�@EOLH=UO�PDA�@AP=EHO�KB�PDA�&KT�OANRAN�?ANPE`?=PA�

!HHKSA@�DKOPO�I=J=CAIAJP
!J�=HHKSA@�DKOP��SDE?D�UKQ�=LLNKRA�>U�=??ALPEJC�EPO�OAHB
OECJA@�?ANPE`?=PA��I=GAO�EP�LKOOE>HA�PK�?KJPEJQA�UKQN
SKNGaKS�QJEJPANNQLPA@��(KSARAN��KJ?A�UKQ�CAP�OP=NPA@��P=GA�PDA�PEIA�PK�OAP�QL�OECJA@�?ANPE`?=PAO��SDE?D�SEHH
LNARAJP�BQPQNA�D=?GANO�BNKI�?KILN KIEOEJC�UKQN�OUOPAI�

\ 4K�=??AOO�PDA7 KNG>AJ?D!H!HHKSA@�(KOPOHKSA@�(KOPOHEOP��?HE?G44KKHOKKHO� #ANP#ANPE`?=PA�-=J=CAIAJPE`?=PA�-=J=CAIAJP��=J@�?HE?G�PDA!H!HHKSA@HKSA@
(KOPO(KOPOP=>�

\ 4K�=??AOO�PDA�LH=PBKNI�OP=PEKJ!H!HHKSA@�(KOPOHKSA@�(KOPOHEOP��ATL=J@0H=PBKNI0H=PBKNI=J@�@KQ>HA
?HE?G#ANP#ANPE`?=PAE`?=PA
-=J=CAIAJP-=J=CAIAJP EJ�PDA�.=R�PNAA��4DAJ��?HE?G�PDA!H!HHKSA@�(KOPOHKSA@�(KOPOP=>�

\ 9KQ�I=U�=HOK�=??AOO�PDA�LH=PBKNI�OP=PEKJ�OPKNAO�>U�ATL=J@EJC3P=P3P=PEKJEKJ� #KJ`C#KJ`C � 3ANRE?AO3ANRE?AO�
0H=PBKNI3ANRE?AO0H=PBKNI3ANRE?AO=J@�@KQ>HA
?HE?GEJC#ANP-=J=CAN3ANRE?A#ANP-=J=CAN3ANRE?AEJ�PDA�.=R�PNAA�

-KNA�PD=J�KJA�ATAILPEKJ�I=U�>A�=HHKSA@�EJ�UKQN!H!HHKSA@�(KOPOHKSA@�(KOPOHEOP��/J?A�UKQ�D=RA�OAP�QL�OECJA@�?ANPE`?=PAO
BKN�=HH�DKOPO��@AHAPA�PDA�ATAILPEKJO�BNKI�A=?D !H!HHKSA@�(KOPOHKSA@�(KOPOHEOP��7 KNG>AJ?DLH=PBKNI�OP=PEKJ	�

)B��=BPAN�UKQ�=LLNKRA�=J�ATAILPEKJ��EPO�LQ>HE?�GAU�?D=JCAO��PDA�OUOPAI�JAC=PAO�PDA�?ANPE`?=PA�=J@�PDA�CNAAJ

ODEAH@�E?KJ�?D=JCAO�PK�PDA�UAHHKS�ODEAH@�E?KJ�SEPD�=J�AT?H=I=PEKJ�I=NG�� 	�

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A 3A?QNA�?KIIQJE?=PEKJ

-=N ?D��������� ��



4K�=LLNKRA�PDEO�?D=JCA��NECDP
?HE?G�PDA�?ANPE`?=PA�NKS��?HE?G66EASEAS=J@�?HE?G!??ALP!??ALP EJ�PDA$APA?PA@�0Q>H$APA?PA@�0Q>HE?�+AUE?�+AU
#D=JCA#D=JCASEJ@KS�

4DA�KN=JCA�PATP�EJ�PDA$APA?PA@�0Q>H$APA?PA@�0Q>HE?�+AU�#D=JCAE?�+AU�#D=JCASEJ@KS�EJ@E?=PAO�PDA�?D=JCA�

7DAJ�=�?ANPEBE?=PA�ATLENAO
%=?D�NKKP��EJPANIA@E=PA��OANRAN��=J@�?K@A
OECJEJC�?ANPE`?=PA�NAI=EJO�R=HE@�BKN�=�OLA?E`?�LANEK@�KB�PEIA��Valid
From =J@Valid To @=PAO	��7DAJ�=�?ANPE`?=PA�ATLENAO��OUOPAI�QOANO�NA?AERA�ANNKN�IAOO=CAO�

%JOQNEJC�?KJPEJQA@�OA?QNA�OUOPAI�=??AOO�NAMQENAO�=@R=J?A�LH=JJEJC��&KN�A=?D�ATLENEJC�?ANPE`?=PA��UKQ�IQOP�NA

OECJ�EP�=J@�KJ�OECJ=PQNA��PDA�#!�?=J�IK@ EBU�PDA�ATLEN=PEKJ�@=PA��!O�KB.E=C=N=����� ��UKQ�?=J�QOA�PDA�3ECJEJC
3ANRE?A�PK�NAJAS�?ANPE`?=PAO��OAA.E=C=N=�3ECJEJC�3ANRE?A�'QE@A	�)B�UKQN�?KIL=JU�QOAO�=�PDEN@
L=NPU�#!��PDA
SDKHA�LNK?AOO�?=J�P=GA�=�?KQLHA�KB�SAAGO��!O�=�>AOP�LN=?PE?A��GAAL�PN=?G�KB�A=?D�?ANPE`?=PA�ATLEN=PEKJ�@=PA�
=J@�LH=J�=DA=@�PK�NALH=?A�KH@�?ANPE`?=PAO�>ABKNA�PDAU�ATLENA�

!@@EPEKJ=H�@AP=EHO

\ &/83�?KJJA?PEKJO�>APSAAJ�OP=PEKJO�PD=P�=NA�QOEJC�!HHKSA@�(KOPO�ATAILPEKJO�SEHH�OPEHH�?KJJA?P�ARAJ�SDAJ
=�?ANPE`?=PA�D=O�ATLENA@�

\ &/83�?KJJA?PEKJO�>APSAAJ�OP=PEKJO�JKP�QOEJC�!HHKSA@�(KOPO�ATAILPEKJO�SEHH�B=EH�PK�NA?KJJA?P�
#ANPE`?=PAO�IQOP�>A�NAEOOQA@�BKN�OQ??AOOBQH�?KJJA?PEKJO�

\ "NKSOAN�?KJJA?PEKJO�SEHH�OP=NP�ODKSEJC�IAOO=CAO�PD=P�PDA�?ANPE`?=PA�EO�JK�HKJCAN�PNQOPA@��>QP�SEHH�OPEHH
?KJJA?P�

\ 7 KNG>AJ?DSEHH�?KJJA?P�ARAJ�PDKQCD�=�?ANPE`?=PA�D=O�ATLENA@�

NOTE: 5OEJC�!HHKSA@�(KOPO�ATAILPEKJO�EO�JKP�=O�OA?QNA�=O�QOEJC�OECJA@�?ANPE`?=PAO�SEPDKQP�ATAILPEKJO��4DA
QOA�KB�OECJA@�?ANPE`?=PAO�IA=JO�PD=P�A=?D�?ANPE`?=PA�SEHH�JAA@�PK�>A�NA
EOOQA@�>ABKNA�PDAU�ATLENA�PK�=RKE@
?KJJA?PEKJ�LNK>HAIO��)P�EO�EILKNP=JP�PK�JKPA�PD=P�QOEJC�OECJA@�?ANPE`?=PAO�SEPDKQP�ATAILPEKJO�LNKRE@AO�=�IQ?D
IKNA�OA?QNA�AJRENKJIAJP�

3APPEJC�QL�=H=NIEJC�BKN�?ANPEBE?=PA�ATLEN=PEKJ
4DEO�LNK?A@QNA�@AO?NE>AO�PDA�OPALO�PK�=@@�=J�=H=NI�ATPAJOEKJ�KJ�OANRAN�?ANPE`?=PA�O	�QJ@AN�PDA3A?QNEPU3ANRE?A
PK�JKPEBU�UKQ����@=UO�LNEKN�PK�ATLEN=PEKJ�OK�PD=P�UKQ�?=J�>ACEJ�PDA�?ANPE`?=PA�NA
EOOQA�LNK?AOO�>ABKNA�ATLEN=PEKJ
K??QNO�

Prerequisites:
4DA3A?QNEPU3ANRE?AEO�=HNA=@U�LNAOAJP�EJ�PDA�OP=PEKJYO3ANRE?AJK@A��)B�JKP��UKQ�?=J�=@@�EP�BNKI�P DAJOOL=HAPPA�

4ULE?=HHU��OANRAN�?ANPE`?=PAO�D=RA�=J�ATLEN=PEKJ�@=PA�OAP�BKN�PSK�UA=NO�BNKI�P DA�@=PA�KB�?NA=PEKJ��PDA�@=PA�?=J
R=NU	��7DAJ�PDA�?ANPE`?=PA�ATLENAO��?KJJA?PEKJ�>APSAAJ�PDA.E=C=N=.APSKNG�=J@�PDA�OP=PEKJ�B=EHO��4DA�ATLENA@
?ANPE`?=PA�SEHH�JAA@�PK�>A�NA
EOOQA@�

NOTE: 4DA#ANPE`?=PAOBKH@AN�QJ@AN3A?QNEPU3ANRE?AEO�=QPKI=PE?=HHU�LKLQH=PA@�SEPD�=JU�OANRAN�?ANPE`?=PAO
EJOP=HHA@�KJ�PDA�LH=PBKNI�

��3PAL )J�PDA�.=R4NAA��ATL=J@�PDA�OP=PEKJYO#KJ`C#KJ`C � 3ANRE?AO3ANRE?AO� 3A?QNEPU3ANRE?A3A?QNEPU3ANRE?A� #ANP#ANPE`?=PAOE`?=PAOJK@A�

��3PAL %TL=J@�PDA�BKH@AN�BKN�PDA�?ANPE`?=PA�PD=P�UKQ�SEHH�=@@�PDA�=H=NI�ATPAJOEKJ�PK�

��3PAL /LAJ�P DAJOOL=HAPPA�=J@�ATL=J@�PDA#ANPE`?=PA!H=NIOBKH@AN�

��3PAL &NKI�P DA�L=HAPPA��@N=C�PDA%TLENU!H=NI%TPK>FA?P�KJPK�PDA%TLENUOHKP�KB�PDA�?ANPE`?=PA�

NOTE: 4DA%TLENU?KILKJAJPYOOUTR=HQA�@EOLH=UO�PDA�JQI>AN�KB�@=UO�NAI=EJEJC�QJPEH�PDA
?ANPE`?=PA�SEHH�ATLENA�

��3PAL /LAJ�= 0N0NKLANPU�3DAAPKLANPU�3DAAPREAS�KB�PDA%TLENU!H=NI%TP=J@�?KJ`CQNA�PDAAlarm Class LNKLANPU�=O
@AOENA@�
&KN�AT=ILHA��UKQ�IECDP�?NA=PA�=JAlarm Class �QJ@AN�PDA�!H=NI3ANRE?A	�FQOP�BKN�PDEO�LQNLKOA
J=IA@ ?ANP?ANPE`?=PA!H=NI#H=OOE`?=PA!H=NI#H=OO=J@�?KJ`CQNA�EP�PK�NKQPA�PDA�=H=NI�PK�=#KJOKHA2A?ELEAJP�

3A?QNA�?KIIQJE?=PEKJ .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

�� -=N ?D���������



��3PAL /LP EKJ=HHU��UKQ�?=J�AJPAN�LNABANNA@�=H=NI�PATP�EJ�PDATo Offnormal Text LNKLANPU�

Result

/J�?KILHAP EKJ��SDAJ�=J�%TLENU�=H=NI�EO�CAJAN=PA@�EP�EO�NKQPA@�PK�PDA�=H=NI�?H=OO��SDE?D�NKQPAO�PDA�=H=NI�PK�=HH
NA?ELEAJPO��)B�NKQPA@�PK�=�#KJOKHA�2A?ELEAJP�PDA�=H=NI�SEHH�ODKS�QL�EJ�PDA!H=NI�#KJOKHA!H=NI�#KJOKHAREAS����@=UO�LNEKN�PK
PDA�?ANPE`?=PAYO�ATLEN=PEKJ�@=PA��4DEO�=HHKSO�OQB`?EAJP�PEIA�PK�D=RA�PDA�?ANPE`?=PA�NA
EOOQA@�

NOTE: "U�@AB=QHP��PDA%TLENU!H=NI%TPEO�?KJ`CQNA@�BKN����@=UO��`TA@�R=HQA	�LNEKN�PK�ATLEN=PEKJ�

$AHAPEJC�=�?ANPEBE?=PA
!O�=�CAJAN=H�NQHA��PDEN@
L=NPU�?ANPE`?=PAO�I=U�>A�NAJASA@�>QP�JKP�?D=JCA@��3KIA�#!O�SEHH�JKP�=HHKS�=JU
?D=JCAO�KJ?A�PDA�?ANPE`?=PA�EO�OECJA@��)B�UKQ�JAA@�PK�I=GA�=�?D=JCA��@AHAPA�PDA�?ANPE`?=PA�=J@�OP=NP�=C=EJ�SEPD
=�JAS�?ANPE`?=PA�

ATTENTION: $K�JKP�@AHAPA�=�?ANPE`?=PA�QJPEH�EPO�NALH=?AIAJP�EO�EJ�LH=?A�=J@�?KJ`CQNA@��)B�UKQ�@AHAPA�=
?ANPE`?=PA�PD=P�EO�EJ�QOA��PDA�LH=PBKNI�&KT3ANRE?AKN7 A>3ANRE?A?KQH@�B=EH�PK�NAOP=NP��)B�UKQ�D=RA�PDA�OANRE?AO
?KJ`CQNA@�BKNHttps Only =�OA?QNA�LH=PBKNI�?KJJA?PEKJ�QOEJC�4,3��0H=PBKNI�4,3�OAPPEJCO	�KNFoxs Only ��=
IEOOEJC�?ANPE`?=PA�?KQH@�LNKDE>EP�?KJJA?PEREPU�QOEJC�AJ?NULPA@�?KJJA?PEKJO�7 KNG>AJ?DCERAO�JK�S=NJEJC�EB�UKQ
@AHAPA�=�?ANPE`?=PA�PD=P�EO�?QNNAJPHU�>AEJC�QOA@�>U7 KNG>AJ?DKN�PDA�LH=PBKNI�OP=PEKJ�

��3PAL #KJJA?P�PK�PDA�LH=PBKNI�

��3PAL $K�KJA�KB�PDA�BKHHKSEJC�

\ 4K�=??AOO�PDA7 KNG>AJ?DOPKNAO�BKN�I=J=CEJC�PDA�NKKP�#!��EJPANIA@E=PA��=J@�?K@A
OECJEJC
?ANPE`?=PAO��?HE?G44KKHOKKHO� #ANP#ANPE`?=PA�-=J=CAIAJPE`?=PA�-=J=CAIAJP�

\ 4K�=??AOO�PDA�LH=PBKNI�OP=PEKJ�OPKNAO��ATL=J@0H=PBKNI0H=PBKNI=J@�@KQ>HA
?HE?G#ANP#ANPE`?=PAE`?=PA
-=J=CAIAJP-=J=CAIAJP EJ�PDA�.=R�PNAA��4K�=??AOO�PDA�OPKNAO�PDEO�S=U��PDA�OP=PEKJ�IQOP�>A�E@HA�

��3PAL 3AHA?P�PDA�?ANPE`?=PA�EJ�PDA5OAN�+AU�3PKN5OAN�+AU�3PKNAA =J@�?HE?G$AHAPA$AHAPA�
4DA�OUOPAI�=OGO�UKQ�PK�?KJ`NI�PDA�@AHAPEKJ�

��3PAL #=NABQHHU�?KJOE@AN�UKQN�=?PEKJ�=J@�?HE?G99AOAO�KN.K.K 	�

#ANPEBE?=PA�7EV=N@
4DA�H=PAOP.E=C=N=RANOEKJ�OQLLKNPO�=#ANP#ANPE`?=PA�7E`?=PA�7EV=NEV=N@@��4DEO�SEV=N@��=R=EH=>HA�=O�=�REAS�KJ�PDA�LH=PBKNI�NKKP�
LNKRE@AO�=�?KILHAPA��?KJPEJQKQO�SKNGaKS�PD=P�DAHLO�UKQ�LNKLANHU�OAP�QL�?ANPE`?=PAO�PK�D=N@AJ�=�LH=PBKNI�=J@
OP=PEKJ�=C=EJOP�?U>AN�=PP=?G�

4DA�SEV=N@�=OOQIAO�LNEKN�ATLANEAJ?A�EJ�R=NEKQO�PULAO�KB�?ANPE`?=PA�OAPQL�=J@�=�NA=OKJ=>HA�HARAH�KB�?KJ`@AJ?A
EJ�LANBKNIEJC�OQ?D�LNK?A@QNAO�=O�=NA�?KIIKJHU�@KJA�QOEJC�PDA#ANP#ANPE`?=PA�-=J=CAIAJPE`?=PA�-=J=CAIAJPPKKH��4D=P�>AEJC�PDA
?=OA��UKQ�SEHH�`J@�PD=P�PDA#ANP#ANPE`?=PA�7E`?=PA�7EV=NEV=N@@OEILHE`AO�PDA�?ANPE`?=PA�OAPQL�LNK?AOO�BKN�=�OP=PEKJ�>U�?KI>EJEJC
OARAN=H�OPALO�EJPK�=�?KJPEJQKQO�SKNGaKS��)B�UKQ�=NA�QJB=IEHE=N�SEPD�?ANPE`?=PAO��SKNG�PDNKQCD�EJ@ERE@Q=H�OAPQL
LNK?A@QNAO�QOEJC�PDA#ANP#ANPE`?=PA�-=J=CAIAJPE`?=PA�-=J=CAIAJPPKKH�=O�@AO?NE>A@�AHOASDANA�EJ�PDEO�CQE@A��4DA�EJ@ERE@Q=H
LNK?A@QNAO�SEHH�DAHL�UKQ�C=EJ�=�>APPAN�QJ@ANOP=J@EJC�KB�PDA�OPALO�EJRKHRA@�

!O�=J�=HPANJ=PERA�PK�QOEJC�PDA#ANP#ANPE`?=PA�-=J=CAIAJPE`?=PA�-=J=CAIAJPP=>O�PK�?NA=PA�=J@�EJOP=HH�=�#!�NKKP�?ANPE`?=PA��PDA
#ANP#ANPE`?=PA�7E`?=PA�7EV=NEV=N@@CAJAN=PAO�PDA�NKKP�#!�?ANPE`?=PA�=J@�ATLKNPO�EP�SEPD�KJHU�EPO�LQ>HE?�GAU�EJ�LNAL=N=PEKJ�PK
EJOP=HH�EJ�=�>NKSOAN�

NOTE: 4DA#ANP#ANPE`?=PA�7E`?=PA�7EV=NEV=N@@EO�EJPAJ@A@�PK�>A�QOA@�BKN�=�OEJCHA�LH=PBKNI�=P�=�PEIA��JKP�BKN�LNKREOEKJEJC
IQHPELHA�LH=PBKNIO�

4DA#ANP#ANPE`?=PA�7E`?=PA�7EV=NEV=N@@I=U�>A�?KJ`CQNA@�PK�LANBKNI�OKIA�KN�=HH�KB�PDA�BKHHKSEJC�P=OGO�

\ 'AJAN=PA�=�JAS�NKKP�#!�?ANPE`?=PA�KJ�PDA�HK?=H�DKOP�PD=P�?=J�>A�QOA@�PK�OECJ�=HH�OANRAN�?ANPE`?=PAO�

\ 'AJAN=PA�=�JAS�OANRAN�?ANPE`?=PA�BKN�=�DKOP�LH=PBKNI�

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A 3A?QNA�?KIIQJE?=PEKJ

-=N ?D��������� ��



\ 3ECJ�=�OANRAN�?ANPE`?=PA�SEPD�=�JAS�KN�ATEOPEJC�NKKP�#!�?ANPE`?=PA�

\ %TLKNP�=�OANRAN�?ANPE`?=PA�#32��OECJEJC�NAMQAOP	�BKN�OECJEJC�>U�=J�ATPANJ=H�?ANPE`?=PA�=QPDKNEPU�

\ )JOP=HH�=�NKKP�#!�?ANPE`?=PA�EJPK�PDA5OAN�45OAN�4NQOP�3PKNNQOP�3PKNAA KB�=�LH=PBKNI�OP=PEKJ�OAHA?PA@�BNKI�P DA�@=AIKJ
@ENA?PKNU�

/J?A�P DA#ANP#ANPE`?=PA�7E`?=PA�7EV=NEV=N@@CAJAN=PAO�PDA�`HAO��PDAU�IQOP�OPEHH�>A�EJOP=HHA@�EJPK�=HH�KB�PDA�=LLNKLNE=PA�@ARE?AO�
4DEO�EO�=??KILHEODA@�RE=�PDA#ANP#ANPE`?=PA�-=J=CAIAJPE`?=PA�-=J=CAIAJPPKKH�BKQJ@�EJ�PDA7 KNG>AJ?D44KKHOKKHOIAJQ�

'AJAN=PEJC�=�#!�?ANPEBE?=PA�=J@�OECJA@�3ANRAN�?ANPEBE?=PA�QOEJC�PDA�#ANPEBE?=PA�7EV=N@
4DEO�LNK?A@QNA�@AO?NE>AO�DKS�PK�QOA�PDA#ANP#ANPE`?=PA�7E`?=PA�7EV=NEV=N@@SKNGaKS�PK�?KILHAPA�=�OANEAO�KB�?ANPE`?=PA
NAH=PA@
OPALO�BKN�=�LH=PBKNI�=J@�KN�OP=PEKJ�

Prerequisites:

9KQ�D=RA�PDA�NAMQENA@�=QPDKNEPU�PK�?NA=PA�?ANPE`?=PAO��9KQ�=NA�SKNGEJC�EJ7 KNG>AJ?DKJ�=�?KILQPAN�PD=P�EO
@A@E?=PA@�PK�?ANPE`?=PA�I=J=CAIAJP��EO�JKP�KJ�PDA�)JPANJAP�KN�PDA�?KIL=JUYO�,!.�=J@�EO�LDUOE?=HHU�OA?QNA�EJ�=
R=QHP�KN�KPDAN�OA?QNA�HK?=PEKJ��9KQ�D=RA�=�PDQI>�@NERA�NA=@U�PK�SDE?D�PK�?KLU�PDA�NKKP�#!�?ANPE`?=PA�BKN�O=BA
GAALEJC�

��3PAL )J 7 KNG>AJ?D��KLAJ�=�HK?=HDKOP�LH=PBKNI�?KJJA?PEKJ�=J@�EJ�PDA!LLH!LLHE?=PE?=PEKJ�$ENEKJ�$ENA?PKNA?PKNREAS�?HE?G
3PKL3PKLPK�OPKL�=JU�OP=PEKJ�PD=P�EO�NQJJEJC�

��3PAL )J�PDA�.=R�PNAA��NECDP
?HE?G�KJ�PDA�LH=PBKNI�=J@�?HE?G#ANP#ANPE`?=PA�7E`?=PA�7EV=NEV=N@@�
4DA#ANP#ANPE`?=PA�7E`?=PA�7EV=NEV=N@@SEJ@KS�KLAJO�@EOLH=UEJC�KLPEKJO�BKN�?ANPE`?=PA�?NA=PEKJ�=J@�EJOP=HH=PEKJ�

��3PAL )J�=@@EPEKJ�PK�PDA�@AB=QHP�OAHA?PEKJO��?KJ`CQNA�PSK�KLPEKJ=H�LNKLANPEAO�

\ 4K�ATLKNP�PDA�NKKP�#!�?ANPE`?=PA�SEPD�EPO�LNER=PA�GAU��?HE?G�KJ%TLKNP�P%TLKNP�PDA�#!�?ANPDA�#!�?ANPE`?=PAE`?=PA��)P�EO
=�CKK@�E@A=�PK�>=?G�QL�PDEO�?ANPE`?=PA�BKN�=N?DER=H�OPKN=CA�EJ�=�OA?QNA�HK?=PEKJ�

\ 4K�?KJ`CQNA�PDA�4,3�RANOEKJ�3AP�IEJEIQI�4,3�HARAH�BKN�=H3AP�IEJEIQI�4,3�HARAH�BKN�=HH�OANRE?AOH�OANRE?AO� 4,3R���4,3R��� �

NOTE:

4,3R����=J@�4,3R����=N A�OPEHH�OQLLKNPA@�BKN�>=?GS=N@O�?KIL=PE>EHEPU��>QP�EP�EO
NA?KIIAJ@A@�PK�QOA�4,3R����=J@�DECDAN�

4DA#KJ`CQN#KJ`CQNA�#!�#ANPA�#!�#ANPE`?=PAE`?=PASEJ@KS�KLAJO�BKN�UKQ�PK�AJPAN�PDA�NKKP�#!�?ANPE`?=PA�EJBKNI=PEKJ�

��3PAL )J�PDA#KJ`CQN#KJ`CQNA�#!�#ANPA�#!�#ANPE`?=PAE`?=PASEJ@KS��`HH�EJ�PDA�BKNI��=J@�?HE?G/+/+ �

��3PAL 7DAJ�LNKILPA@�BKN�=0NER=PA�+AU�0=OOSKN0NER=PA�+AU�0=OOSKN@@��AJPAN�=J@�?KJ`NI�=�OPNKJC�L=OOSKN@��IEJEIQI���
?D=N=?PANO��EJ?HQ@A�=P�HA=OP�KJA�KB�A=?D��=�JQI>AN��HKSAN?=OA��=J@�QLLAN?=OA�?D=N=?PAN	��=J@�?HE?G
/+/+ ��&KN�AT=ILHA�Private123% �
4DA�OKBPS=NA�?NA=PAO�PDA�JAS�NKKP�#!�?ANPE`?=PA�EJ�PDA�>=?GCNKQJ@��7DAJ�?KILHAPA��PDA�SEV=N@
KLAJO�=JKPDAN#KJ`CQN#KJ`CQNA�#!�#ANPA�#!�#ANPE`?=PAE`?=PASEJ@KS��4DEO�KJA�EO�BKN�PDA�OANRAN�?ANPE`?=PA�

��3PAL )J�PDA#KJ`CQN#KJ`CQNA�3ANRAN�#ANPA�3ANRAN�#ANPE`?=PAE`?=PASEJ@KS��`HH�EJ�PDA�BKNI��=J@�?HE?G/+/+ �

4DEO�LNK?AOO�CAJAN=PAO�=�OANRAN�?ANPE`?=PA�PD=P�EO�NA=@U�PK�>A�OECJA@��4DA�LH=PBKNI�SEHH�JARAN�>A
=�?HEAJP��>QP�PDA�OP=PEKJ�SEHH�NKQPEJAHU�BQJ?PEKJ�=O�=�KJA��=J@��OEJ?A�PDA�LH=PBKNI�=J@�PDA�OP=PEKJ
OD=NA�PDA�O=IA�PNQOP�OPKNA��KJHU�KJA�OANRAN�?ANPE`?=PA�EO�NAMQENA@��9KQ�SEHH�JAA@�PK�NQJ�PDA�SEV=N@
=C=EJ�SDAJ�PDEO�?ANPE`?=PA�ATLENAO�

3ANRAN�?ANPE`?=PA�CAJAN=PEKJ�K??QNO�EJ�PDA�>=?GCNKQJ@��7DAJ�?KILHAPA�PDA�SEV=N@�KLAJO�PDA
#ANP#ANPE`?=PA�3ECJEJCE`?=PA�3ECJEJCSEJ@KS�

NOTE: 4DA�OANRAN�?ANPE`?=PA�PD=P�EO�=>KQP�PK�>A�OECJA@�EO�=HNA=@U�OAHA?PA@��9KQ�?=JJKP�?D=JCA�PDA
OAHA?PEKJ��!HOK��PDA�NKKP�#!�?ANPE`?=PA�=J@�PDA�#!�L=OOSKN@�=NA�=HNA=@U�E@AJPE`A@��4DANA�EO�JK
JAA@�PK�I=GA�KPDAN�OAHA?PEKJO�KN�AJPNEAO�

��3PAL )J�PDA#ANP#ANPE`?=PA�3ECJEJCE`?=PA�3ECJEJCSEJ@KS��NAREAS�PDA�@AP=EHO��OEIEH=N�PK�PDA�AT=ILHA�ODKSJ	�=J@�?HE?G/+/+
PK�?KJPEJQA�

3A?QNA�?KIIQJE?=PEKJ .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

�� -=N ?D���������



3EJ?A�SA�@E@�JKP�?DKKOA�PK�ATLKNP�PDA�#32��PDA�SEV=N@�@KAO�JKP�@EOLH=U�EP�>QP�LNK?AA@O�@ENA?PHU�PK
EILKNP�PDA�OECJA@�#32�EJPK�PDA�3QLANREOKN�OP=PEKJYO5OAN�+AU�3PKN5OAN�+AU�3PKNAA =J@�PDA�JAS�NKKP�#!
?ANPE`?=PA�EJPK�EPO5OAN�45OAN�4NQOP�3PKNNQOP�3PKNAA��7DAJ�?KILHAPA�PDA�SEV=N@�KLAJO�PDA#ANP#ANPE`?=PA�%TLKNPE`?=PA�%TLKNP
SEJ@KS�

��3PAL )J�PDA#ANP#ANPE`?=PA�%TLKNPE`?=PA�%TLKNPSEJ@KS��EJ�=@@EPEKJ�PK�PDA�@AB=QHP�OAHA?PEKJ��?HE?G�PDA�KLPEKJ=H�?DA?G�>KT�
%TLKNP�P%TLKNP�PDA�LNER=PA�GAUDA�LNER=PA�GAU��AJPAN�PDA�LNER=PA�GAU�L=OOSKN@��=J@�?HE?G/+/+ �
"U�@AB=QHP��PDA�SEV=N@�ATLKNPO�PDA�NKKP�#!�?ANPE`?=PA�SEPD�KJHU�EPO�LQ>HE?�GAU��4DEO�EO�=LLNKLNE=PA
BKN�@EOPNE>QPEJC�PDA�NKKP�#!�?ANPE`?=PA��SDE?D�IQOP�>A�EILKNPA@�PK�PDA5OAN�45OAN�4NQOP�3PKNNQOP�3PKNAA KB�ARANU
LH=PBKNI�OP=PEKJ�PDNKQCDKQP�PDA�AJPANLNEOA��=JU�0#�PD=P�DKOPO�=J�EJOP=J?A�KB�PDA7 KNG>AJ?D��=J@
=JU�>NKSOAN�QOA@�PK�IKJEPKN�=J@�?KJPNKH�PDA�OUOPAI��9KQ�ATLKNP�=�NKKP�#!�?ANPE`?=PA�SEPD�EPO
LNER=PA�GAU�KJHU�BKN�PDA�LQNLKOA�KB�>=?GEJC�EP�QL�PK�=�OA?QNA�HK?=PEKJ�
4DA�SEV=N@�KLAJO�PDA#ANP#ANPE`?=PA�%TLKNPE`?=PA�%TLKNPSEJ@KS�

��3PAL 5OA�PDA�BKH@AN�E?KJ�PK�HK?=PA�PDA�OPKN=CA�HK?=PEKJ�BKN�PDA�ATLKNPA@�NKKP�#!�?ANPE`?=PA�EJ�PDA
HK?=HDKOP�`HA�OUOPAI��OQ?D�=O�=J�=@@A@�OQ>BKH@AN�EJ�UKQNcertManagement BKH@AN��=O�ODKSJ	�KN�=
PDQI>�@NERA��=J@�?HE?G3=RA3=RA�
7 EPDEJ�PDAcertManagement BKH@AN��UKQ�?=J�?NA=PA�OQ>BKH@ANO�BKN�OPKNEJC�?ANPE`?=PAO�=J@
?ANPE`?=PA�OECJEJC�NAMQAOPO��#32O	��)J�PDA�=>KRA�AT=ILHA��PDA�2KKP#ANPO�BKH@AN�EO�=�OQEP=>HA
HK?=PEKJ�BKN�PDA�NKKP�#!�?ANPE`?=PA�SEPD�EPO�LQ>HE?�GAU��SDEHA�PDA�6=QHP�BKH@AN�OEIQH=PAO�=�OA?QNA
OPKN=CA�HK?=PEKJ�BKN�PDA�NKKP�#!�?ANPE`?=PA�SEPD�EPO�LNER=PA�GAU��SDE?D�ODKQH@�>A�GALP�QJ@AN�HK?G
=J@�GAU�
/J�?KILHAP EKJ��PDA�SEV=N@�=?GJKSHA@CAO�PD=P�PDA�ATLKNP�S=O�OQ??AOOBQH�

���3PAL 4K�?KJPEJQA��?HE?G/+/+ �
4DA3AHA?P�3P=P3AHA?P�3P=PEKJEKJSEJ@KS�KLAJO�

���3PAL )J�PDA3AHA?P�3P=P3AHA?P�3P=PEKJEKJSEJ@KS��?HE?G�PDA�@NKL
@KSJ�HEOP�KB�=HH�OP=PEKJO�EJ�PDA�0H=PBKNI�$=AIKJ
(KIA��=J@�OAHA?P�PDA�OP=PEKJ�PK�3AP�PDA�4,3�HARAHO�KJ��=J@�?HE?G/+/+ �
4DA�SEV=N@�@EOLH=UO�=�LNKCNAOO�OQII=NU�=O�UKQ�?KILHAPA�PDA�R=NEKQO�OPALO�

���3PAL 7DAJ�LNKILPA@�SEPD�PDA�IAOO=CA��Z!HH�KLAN=PEKJO�=NA�?KILHAPA[��?HE?G/+/+ =J@&EJEOD&EJEOD�
4DA�SEV=N@�IK@E`AO�PDA�OP=PEKJYO��>KC�`HA�EJ�PDA�0H=PBKNI�$=AIKJ�(KIA�

Result
4DA#ANP#ANPE`?=PA�7E`?=PA�7EV=NEV=N@@OQ??AOOBQHHU�CAJAN=PA@�PDA�JAS�OANRAN�?ANPE`?=PA�BKN�PDA�3QLANREOKN�0#��=J@�PDA�JAS
NKKP�#!�?ANPE`?=PA�BKN�QOA�EJ�OECJEJC�KPDAN�OANRAN�?ANPE`?=PAO��4DKOA�?ANPE`?=PAO�=NA�ATLKNPA@�PK�PDA
?ANP-=J=CIAJP�BKH@AN�EJ�PDA�HK?=H�`HA�OUOPAI�BKN�OQ>OAMQAJP�QOA��!@@EPEKJ=HHU��PDA�SEV=N@�OAP�PDA�4,3�HARAHO�KJ
PDA�OAHA?PA@�OP=PEKJ�PK�PDA�OAHA?PA@�R=HQA��4,3R����

2A?KIIAJ@A@�RANEBE?=PEKJO
4DA�LH=PBKNI�=J@�PDA�OP=PEKJ�OD=NA�PDA�O=IA�?ANPE`?=PA�I=J=CAIAJP�OPKNAO��SDEHA�PDA7 KNG>AJ?D=LLHE?=PEKJ
D=O�EPO�KSJ�OPKNAO��/J?A�UKQ�D=RA�OAP�QL�?ANPE`?=PAO��?KJ`NI�PD=P�PDA�OPKNAO�?KJP=EJ�PDA�?ANPE`?=PAO�UKQ
ATLA?P�

6ANEBU�PD=P�PDA�JAS�?ANPEBE?=PAO�=NA�EJOP=HHA@�EJPK#ANP#ANPEBE?=PA�-=J=CAIAJPEBE?=PA�-=J=CAIAJP�
&NKI�P DA�NAIKPA�?KJPNKHHAN�LH=PBKNI��@KQ>HA
?HE?G�KJ#ANP#ANPE`?=PA�-=J=CAIAJPE`?=PA�-=J=CAIAJP=J@�RANEBU�PD=P�PDA�?ANPE`?=PAO
SANA�EJOP=HHA@�

\ 4DA�JAS�OANRAN�?ANPE`?=PA�=LLA=NO�EJ�PDA5OAN�+AU�3PKN5OAN�+AU�3PKNAA�

\ 4DA�JAS�NKKP�#!�?ANPE`?=PA�=LLA=NO�EJ�PDA5OAN�45OAN�4NQOP�3PKNNQOP�3PKNAA��4DEO�EO�=�?KLU�KB�PDA�NKKP�#!�?ANPE`?=PA
ATLKNPA@�SEPD�EPO�LQ>HE?�GAU�

&NKI�P DA7 KNG>AJ?D��?HE?G44KKHOKKHO� #ANP#ANPE`?=PA�-=J=CAIAJPE`?=PA�-=J=CAIAJP�

\ #KJ`NI�P D=P�PDA�JAS�NKKP�#!�?ANPE`?=PA�?NA=PA@�>U�PDEO�EJOP=J?A�KB�PDA7 KNG>AJ?D�BKN�QOA�>U�PDA�SEV=N@	
EO�BKQJ@�EJ�PDA5OAN�+AU�3PKN5OAN�+AU�3PKNAA KB�PDA7 KNG>AJ?D��=HKJCOE@A�PDA�OAHB
OECJA@@AB=QHPOANRAN�?ANPE`?=PA��4DA
7 KNG>AJ?DEO�=�?HEAJP�SDAJ�?KJJA?PEJC�PK�LH=PBKNIO�=J@�OP=PEKJO��OK�EP�EO�SKNPD�LKEJPEJC�KQP�PD=P�PDEO�EO�JKP
=�3ANRAN�#ANPE`?=PA��4DA�NKKP�#!�?ANPE`?=PA�EO�=R=EH=>HA�PK�PDA7 KNG>AJ?DBKN�QOA�EJ�OECJEJC�OANRAN

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A 3A?QNA�?KIIQJE?=PEKJ

-=N ?D��������� ��



?ANPE`?=PAO�

\ .KP E?A�PD=P�PDA�NKKP�#!�?ANPE`?=PA�S=O�JKP�EILKNPA@�EJPK�PDA5OAN�45OAN�4NQOP�3PKNNQOP�3PKNAA KB�PDA7 KNG>AJ?D>U�PDA
#ANP#ANPE`?=PA�7E`?=PA�7EV=NEV=N@@��9KQ�JAA@�PK�EILKNP�PDA�NKKP�#!�?ANPE`?=PA�EJPK�PDEO�HK?=PEKJ�PK�AJOQNA�PD=P�PDEO�EJOP=J?A
KB�PDA7 KNG>AJ?D?=J�R=HE@=PA�OANRAN�?ANPE`?=PAO�SDEHA�D=J@OD=GEJC�SEPD�LH=PBKNIO�=J@�OP=PEKJO�KJ�PDA
JAPSKNG�

4K�@K�PDEO�SEPDEJ#ANP#ANPE`?=PA�-=J=CAIAJPE`?=PA�-=J=CAIAJP��#HE?G)ILKNP)ILKNP��HK?=PA�=J@�OAHA?P�PDA�JAS�NKKP�#!�?ANPE`?=PA�EJ
~certManagement ��=J@�?HE?G/+/+ �

6ANEBU�PD=P�PDA�4,3�HARAH�BKN�A=?D�KB�PDA�BKHHKSEJC�EO�OAP�PK�4,3R����

NOTE:

4,3R����=J@�4,3R����=N A�OPEHH�OQLLKNPA@�BKN�>=?GS=N@O�?KIL=PE>EHEPU��>QP�EP�EO�NA?KIIAJ@A@�PK�QOA�4,3R����=J@
DECDAN�

\ 0H=PBKNI�4,3�3APPEJCO��5OEJC0H=PBKNI�!@IEJEOPN=P0H=PBKNI�!@IEJEOPN=PEKJEKJ��REAS�PDA�#D=JCA�4,3�3APPEJCO�KLPEKJ�=J@�RANEBU�PDA
0NKPK?KH�R=HQA�

\ 3P=PEKJ�7A>�3ANRE?A��)J�=�OP=PEKJ�?KJJA?PEKJ�KLAJ�=0N0NKLANPU�3DAAPKLANPU�3DAAPREAS�KJ�PDA�7A>�3ANRE?A�=J@�RANEBU
PDAHttps Min Protocol LNKLANPU�R=HQA�

\ 3P=PEKJ�&KT�3ANRE?A��/LAJ�=0N0NKLANPU�3DAAPKLANPU�3DAAPREAS�KJ�PDA�&KT�3ANRE?A�=J@�RANEBU�PDAFoxs Min Protocol
LNKLANPU�R=HQA�

!@@EPEKJ=H�NA?KIIAJ@=PEKJO
)B�UKQ�=NA�?QNNAJPHU�NA=@EJC�PDA�$�"�,���'�.!*,(��/$� ��PULE?=HHU��UKQ�JAA@�PK�OAHA?P�PDA�=LLNKLNE=PA�3ANRAN
#ANPE`?=PA�BKN�QOA�EJ�OA?QNA�LH=PBKNI�=J@�OP=PEKJ�?KJJA?PEKJO�

\ 3AP�PDA�JAS�OANRAN�?ANPE`?=PA�PK�>A�QOA@�BKN�OA?QNA�LH=PBKNI��JE=C=N=@	�?KIIQJE?=PEKJO�

\ 3AP�PDA�JAS�3ANRAN�#ANPE`?=PA�PK�>A�QOA@�BKN�OA?QNA�OP=PEKJ�?KIIQJE?=PEKJO�RE=�&KT�=J@�7A>�3ANRE?AO�

&KN�@AP=EHO��NABAN�PK�PDA�$�"�,���.�.$*)�� �/,$.3��/$� �

3ECJEJC�IQHPELHA�?ANPEBE?=PAO
.E=C=N=OQLLKNPO�>QHG�?ANPE`?=PA�OECJEJC��4DEO�LNK?A@QNA�@AO?NE>AO�DKS�PK�OECJ�IQHPELHA�?ANPE`?=PAO�EJ�KJA
KLAN=PEKJ�

Prerequisites:

\ 9KQ�=NA�SKNGEJC�EJ7 KNG>AJ?DKJ�=�LDUOE?=HHU�=J@�AHA?PNKJE?=HHU�OA?QNA�0#�PD=P�EO�JARAN�?KJJA?PA@�PK�PDA
)JPANJAP��=J@�EO�QOA@�AT?HQOERAHU�PK�OECJ�?ANPE`?=PAO�

\ 4DA�NKKP�#!�KN�EJPANIA@E=PA�?ANPE`?=PA�PD=P�SEHH�@K�PDA�OECJEJC�EO�EJ�PDA7 KNG>AJ?D#ANP#ANPE`?=PAE`?=PA
-=J=CAIAJP-=J=CAIAJP 5OAN�+AU�3PKN5OAN�+AU�3PKNAA�

\ 9KQ�GJKS�PDA�L=OOSKN@�KB�PDA�#!�OECJEJC�?ANPE`?=PA��NKKP�KN�EJPANIA@E=PA	�PD=P�SEHH�OECJ�PDA�?ANPE`?=PA�O	�

\ 9KQ�D=RA�KJA�KN�IKNA�OANRAN�?ANPE`?=PA�#32�`HAO��OECJEJC�NAMQAOPO	�NA=@U�PK�OECJ�

\ 4DA�Z>QHG#ANP3ECJAN[�HE?AJOA�BA=PQNA�EO�AJ=>HA@�BKN�UKQN�LH=PBKNI�

3ECJEJC�?ANPE`?=PAO�EO�PDA�FK>�KB�=�#!��#ANPE`?=PA�!QPDKNEPU	��!�R=NEAPU�KB�?ANPE`?=PA
OECJEJC�OKBPS=NA�PKKHO�=NA
=R=EH=>HA��9KQ�=NA�JKP�NAMQENA@�PK�QOA�PDA�BN=IASKNG�=J@7 KNG>AJ?DPK�OECJ�?ANPE`?=PAO��&KN�?KIL=JEAO�SDK
OANRA�=O�PDAEN�KSJ�#!��BKN�AT=ILHA�EJ�=�H=NCA�EJOP=HH=PEKJ��UKQ�I=U�QOA�UKQN�NKKP�#!�?ANPE`?=PA�PK�OECJ�=JU
EJPANIA@E=PA�?ANPE`?=PAO�=J@�PDA�EJPANIA@E=PA�?ANPE`?=PAO�PK�OECJ�UKQN�OANRAN�=J@�?K@A
OECJEJC�?ANPE`?=PAO�
7DEHA�EJ�=�OI=HH�EJOP=HH=PEKJ��UKQ�I=U�QOA�UKQN�NKKP�#!�?ANPE`?=PA�PK�OECJ�=HH�?ANPE`?=PAO�

NOTE: 4K�AJOQNA�JAPSKNG�OA?QNEPU��=HS=UO�OECJ�?ANPE`?=PAO�QOEJC7 KNG>AJ?DKJ�=�?KILQPAN�PD=P�EO
@EO?KJJA?PA@�BNKI�P DA�)JPANJAP�=J@�BNKI�P DA�?KIL=JU�,!.��-=EJP=EJ�P DEO�?KILQPAN�EJ�=�LDUOE?=HHU�OA?QNA
HK?=PEKJ�

��3PAL )J 7 KNG>AJ?D��?HE?G44KKHOKKHO� #ANP#ANPE`?=PA�3ECJAN�-QHE`?=PA�3ECJAN�-QHPPELHA�3AHA?PELHA�3AHA?PEKJ�4EKJ�4KKHKKH�

3A?QNA�?KIIQJE?=PEKJ .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

�� -=N ?D���������



4DA�PKKH�KLAJO�=�SEJ@KS�PK�OAHA?P�KJA�KN�IKNA�?ANPE`?=PA�OECJEJC�NAMQAOPO��#32O	��=O�ODKSJ�

��3PAL )J�PDA�HK?=H�`HA�OUOPAI�J=REC=PA�PK�PDA�BKH@AN�?KJP=EJEJC�PDA�#32O��OAHA?P�KJA�KN�IKNA��=J@�?HE?G
/LAJ/LAJ �
4DA�PKKH�SEJ@KS�@EOLH=UO�?KIIKJ�LNKLANPEAO�=>KRA�PDA�P=>HA�HEOPEJC�PDA�OAHA?PA@�#32O�

4DA�?KIIKJ�LN KLANPEAO�=NA�

\ CA Alias ��#!�?ANPE`?=PA�EJ�PDA7 KNG>AJ?D5OAN�+AU�3PKN5OAN�+AU�3PKNAA PK�QOA�BKN�OECJEJC

\ CA Password ��?ANPE`?=PA�L=OOSKN@

\ Save As ��?ANPE`?=PA�PULA�PK�CAJAN=PA�BNKI�P DA�#32

\ Extension ��`HA�ATPAJOEKJ�PK�QOA�SDAJ�O=REJC�CAJAN=PA@�?ANPE`?=PAO

\ Filename Format ��`HAJ=IA�PK�QOA�L=PPANJ�BKN�CAJAN=PA@�?ANPE`?=PAO

=� )J�PDACA Password `AH@��AJPAN�PDA�#!�?ANPE`?=PAYO�L=OOSKN@�

>� )J�PDASave As `AH@��OLA?EBU�PDA�PULA�KB�?ANPE`?=PA�O	�PK�CAJAN=PA�=J@�PDA�`HA�ATPAJOEKJ�PK
QOA��AEPDAN�>U�OAHA?PEJC�BNKI�P DA�@NKL
@KSJ�HEOP�KN�>U�AJPANEJC�EP�

?� )J�PDAFilename Format `AH@��UKQ�?=J�@A`JA�=J�=HPANJ=PA�"&KNI=P�OPNEJC�PK�QOA�SDAJ
CAJAN=PEJC�PDA�OECJA@�?ANPE`?=PA�`HAJ=IAO��"U�@AB=QHP�PDA�"&BKNI=P�OPNEJC�BKN�PDA�KNECEJ=H
#32�`HAJ=IA�EO�QOA@��#HE?G�(AHL�>QPPKJ��	��	 BKN�@AP=EHO�KJ�DKS�PK�@A`JA�=HPANJ=PA�`HAJ=IAO�

��3PAL 4DA#ANP#ANPE`?=PA�3ECJEJC�2AMQAOP�-=J=CANE`?=PA�3ECJEJC�2AMQAOP�-=J=CANEO�=�OP=J@=N@7 KNG>AJ?DI=J=CAN�REAS��)B�UKQ�SEOD�
OAHA?P�=J@�A@EP�=JU�HEOPA@�#32O�=O�JAA@A@�
0NKLANPEAO�PD=P�UKQ�?=J�A@EP�=NA�

\ Filename

\ Subject

\ Not Before ��OLA?E`A@�@=PA�PEIA

\ Not After ��OLA?E`A@�@=PA�PEIA

��3PAL /J?A�=HH�A@EPO�=NA�?KILHAPA@��?HE?G'AJAN=PA'AJAN=PA�

��3PAL )J�PDA#DKKOAN#DKKOANSEJ@KS�J=REC=PA�PK�OAHA?P�PDA�@ENA?PKNU�HK?=PEKJ�BKN�O=REJC�PDA�CAJAN=PA@�OECJA@
?ANPE`?=PAO�=J@�?HE?G#DKKOA#DKKOA�

��3PAL )J�PDA#KJ`NI�'AJAN=P#KJ`NI�'AJAN=P EJC�#ANPEJC�#ANPE`?=PAOE`?=PAOSEJ@KS��?HE?G/+/+ PK�?KJPEJQA�

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A 3A?QNA�?KIIQJE?=PEKJ

-=N ?D��������� ��



��3PAL )J�PDA#ANP#ANPE`?=PA�'AJAN=PE`?=PA�'AJAN=PEKJ�2AOQHEKJ�2AOQHPPSEJ@KS��?HE?G/+/+ PK�?HKOA�PDA�SEJ@KS�

Result
4DA�LNK?A@QNA�EO�?KILHAPA��9KQ�OQ??AOOBQHHU�CAJAN=PA@�KJA�KN�IKNA�OECJA@�?ANPE`?=PAO�SDE?D�=NA�O=RA@�PK�PDA
EJ@E?=PA@�@ENA?PKNU�

#KJBECQNEJC�OA?QNA�LH=PBKNI�?KIIQJE?=PEKJ
0H=PBKNI�=J@�OP=PEKJ�OA?QNEPU�=NA�EJ@ALAJ@AJP�KB�KJA�=JKPDAN��4DA�OUOPAI�@AB=QHPO�PK�AJ=>HEJC�OA?QNA
?KIIQJE?=PEKJ�BKN�>KPD�LH=PBKNI�=J@�OP=PEKJ��#KJ`CQNEJC�=�LH=PBKNI��.E=C=N=@	�BKN�OA?QNA�?KIIQJE?=PEKJ
�LH=PBKNIPHO	�EJRKHRAO�?KJ`NIEJC�PDA�LKNP��OAHA?PEJC�PDA�OECJA@�OANRAN�?ANPE`?=PA�PK�QOA��=J@��EB�NAMQENA@�
NAOPNE?PEJC�PDA�4,3�LNKPK?KH�RANOEKJ�

!�OP=PEKJ�O�SEJ@KS�EJPK�PDA�LH=PBKNI
NAOE@AJP�OA?QNA�?KIIQJE?=PEKJ�BA=PQNAO�EO�FQOP�HEGA�=JU�KPDAN0H=PBKNI0H=PBKNI
3ANRE?A3ANRE?AQJ@AN�PDA�OP=PEKJ�O0H=PBKNI�!@IEJEOPN=P0H=PBKNI�!@IEJEOPN=PEKJEKJJK@A�EJ�PDA�.=R�PNAA��4DEO�IA=JO�PD=P�=JUPDEJC�?KJ`CQNA@
BKN�=�LH=PBKNI�EO�EJ@ALAJ@AJP�KB�SD=PARAN�OP=PEKJ�EO�NQJJEJC��&KHHKS�PDEO�LNK?A@QNA�BKN�PDA�3QLANREOKN�=J@�=HH
NAIKPA�?KJPNKHHAN�LH=PBKNIO�

��3PAL $KQ>HA
?HE?G0H=PBKNI0H=PBKNI��@KQ>HA
?HE?G0H=PBKNI�!@IEJEOPN=P0H=PBKNI�!@IEJEOPN=PEKJEKJ=J@�?HE?G#D=JCA�4,3�3APP#D=JCA�4,3�3APPEJCOEJCO�

4DA0H=PBKNI�4,3�3APP0H=PBKNI�4,3�3APPEJCOEJCOSEJ@KS�KLAJO�

4DA�BKHHKSEJC�OAPPEJCO�=NA�=R=EH=>HA�

\ State � TLS only ��4DEO�EO�PDA�NAMQENA@��=J@�KJHU��KLPEKJ�BKN�PDA*!#%
���� ��/J�P DA
*!#%
���� ��PDEO�?=J�>A�?D=JCA@�PKEnable KNDisable �

\ $=AIKJ�(4403 Port � 5011 ��4DEO�EO�PDA�NAMQENA@�OAPPEJC�BKN�PDA*!#%
���� ��/J�P DA
*!#%
���� PDEO�?=J�>A�?D=JCA@�PK3011 �

\ Certificate Alias � default ��)B�UKQ�=NA�QOEJC�=�OAL=N=PA�?ANPE`?=PA�BKN�RANEBUEJC�JE=C=N=@
?KIIQJE?=PEKJ��PDEO�EO�SDANA�UKQ�OAHA?P�PDA�?ANPE`?=PA�SDE?D�EO�=HNA=@U�EILKNPA@�EJPK�PDA
#ANP#ANPE`?=PA�-=J=CAIAJPE`?=PA�-=J=CAIAJP5OAN�45OAN�4NQOP�3PKNNQOP�3PKNAA�

\ Certificate Password �

4DA�L=OOSKN@�LNKPA?PO�PDA�?ANPE`?=PA�SEPD�=�QJEMQA�L=OOSKN@�KN�UKQ�?=J�QOA�PDA�CHK>=H
?ANPE`?=PA�L=OOSKN@��?DA?G�>KT	�PK�LNKILP�PDA�QOAN�PK�LNKRE@A�=J@�RANEBU�PDEO�?NA@AJPE=H�

\ Protocol � TLSv1.2+ ��4DEO�?=J�>A�OAP�PK�=JKPDAN�RANOEKJ�RE=�PDA�@NKL
@KSJ�HEOP�KN�OAP�@QNEJC
PDA�?ANPE`?=PA�CAJAN=PEKJ�LNK?AOO�

NOTE:

4,3R����=J@�4,3R����=N A�OPEHH�OQLLKNPA@�BKN�>=?GS=N@O�?KIL=PE>EHEPU��>QP�EP�EO
NA?KIIAJ@A@�PK�QOA�4,3R����=J@�DECDAN�

\ Use Extended Master Secret ��4DEO�EO�=J�AJD=J?A@�OA?QNEPU�KLPEKJ�=R=EH=>HA�SEPD�4,3�
#DKKOA�PK�QOA�PDEO�KLPEKJ��True 	�KN�JKP�QOA��False 	�

\ TLS Cipher Suite Group ��#DKKOA�=J�KLPEKJ�PK�?KJPNKH�SDE?D�?ELDAN�OQEPAO�?=J�>A�QOA@
@QNEJC�4,3�JACKPE=PEKJ��4DARecommendedKLPEKJ�EO�IKNA�OA?QNA�PD=JSupported =J@�ODKQH@
>A�QOA@�QJHAOO�EP�?=QOAO�?KIL=PE>EHEPU�EOOQAO�SEPD�PDA�?HEAJP�

��3PAL #KJ`CQNA�PDA�LNKLANPEAO�=O�JAA@A@�=J@�?HE?G3=RA3=RA�

%J=>HEJC�?HEAJPO�=J@�?KJBECQNEJC�PDAI�BKN�PDA�?KNNA?P�LKNP
7DEHA�JKP�@ENA?PHU�NAH=PA@�PK�OA?QNA�?KIIQJE?=PEKJ��OAPPEJC�QL�A=?D�LH=PBKNI�OP=PEKJ�=O�=�?HEAJP�=J@�OANRAN�EO
EILKNP=JP�BKN�OAPPEJC�QL�>=OE?�?KIIQJE?=PEKJ�NAH=PEKJODELO�

��3PAL )B�EP�EO�JKP�=HNA=@U�KLAJ��@KQ>HA
?HE?G�PDA.E=C=N=.APSKNG.E=C=N=.APSKNGJK@A�EJ�PDA�.=R�PNAA�KB�>KPD�PDA
3QLANREOKN=J@�PDA�?KJPNKHHAN�OP=PEKJO�
4DA3P=P3P=PEKJ�-=J=CANEKJ�-=J=CANREAS�KLAJO�

��3PAL $KQ>HA
?HE?G�PDA�?HEAJP�OP=PEKJ�QJ@AN�PDA�?HEAJP�EJ�PDA$=P=>=OA$=P=>=OAL=JA�

3A?QNA�?KIIQJE?=PEKJ .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

�� -=N ?D���������



&KN�PDA3QLANREOKNOP=PEKJ��PDEO�EO�PDA�?KJPNKHHAN�OP=PEKJ�=O�?HEAJP��=J@�BKN�PDA�?KJPNKHHAN�OP=PEKJ��PDEO
EO�PDA3QLANREOKNOP=PEKJ�=O�?HEAJP�

��3PAL &KN�A=?D�?HEAJP��?KJ`NI�PD=P�PDAFox Port EO�OAP�PK4911 ��=J@�PD=PUse Foxs EO�OAP�PKtrue �

#KJBECQNEJC�OA?QNA�OP=PEKJ�?KIIQJE?=PEKJ
4DEO�PKLE?�ATLH=EJO�DKS�PK�OAP�QL�OA?QNA�&KTO�=J@�(PPLO�?KIIQJE?=PEKJ�BKN�3QLANREOKN�=J@�?KJPNKHHAN�OP=PEKJO�

&KHHKS�PDEO�LNK?A@QNA�BKN�>KPD�&KTO�=J@�7A>O�

��3PAL -=GA�=�OA?QNA�?KJJA?PEKJ�PK�PDA�OP=PEKJ�

��3PAL 2ECDP
?HE?G&KT3ANRE?AKN7 A>3ANRE?AQJ@AN#KJ`C#KJ`C � 3ANRE?AO3ANRE?AOEJ�PDA�.=R�PNAA�
4DA0N0NKLANPU�3DAAPKLANPU�3DAAPKLAJO�=J@�?HE?G66EASOEASO� 0N0NKLANPU�3DAAPKLANPU�3DAAP�

��3PAL #KJ`NI�P D=P�PDAtrue ?DA?G�>KT�EO�OAHA?PA@�BKNFoxs Enabled KNHttps Enabled �

��3PAL &NKI�P DAFoxs Cert KNHttps Cert HEOP��OAHA?P�PDA�=LLNKLNE=PA�?ANPE`?=PA�
%=?D�LH=PBKNI�OP=PEKJ�ODKQH@�D=RA�EPO�KSJ�QJEMQA��OECJA@�OANRAN�?ANPE`?=PA��$K�JKP�QOA�PDA�O=IA
OANRAN�?ANPE`?=PA�BKN�IKNA�PD=J�KJA�LH=PBKNI�OP=PEKJ��)B�UKQ�?DKKOA�PK�QOA�=�@EBBANAJP�?ANPE`?=PA
BKN�UKQN&KT3ANRE?ABNKI�P D=P�QOA@�BKN�UKQN7 A>3ANRE?A��PDEO�EO�SDANA�UKQ�OLA?EBU�EP�

%J?NULPA@�D=ODA@�L=OOSKN@O
!O�KB.E=C=N=����� ��L=OOSKN@O�=NA�AJ?NULPA@�EJ�=@@EPEKJ�PK�>AEJC�D=ODA@�

!�OP=PEKJ�SEPD�AJ?NULPA@�D=ODA@�L=OOSKN@O�SEHH�JKP�NQJ�EJ.E=C=N=����� KN�A=NHEAN��4K�@KSJCN=@A�PDA�OP=PEKJ�
UKQ�IQOP�NARANP�PDA�OP=PEKJ�QOEJC�PDA�"/'�&EHA�0NKPA?PEKJ�PKKH��&KN�IKNA�EJBKNI=PEKJ��OAA��2ARANPEJC�OP=PEKJ
BKN�?KIL=PE>EHEPU��

3P=PEKJ�QOAN�L=OOSKN@O�=NA�AJ?NULPA@�=J@�D=ODA@�KJ�=HH�LH=PBKNIO�

NOTE: 4DEO�BA=PQNA�@KAO�JKP�=LLHU�PK�LH=PBKNI�QOANO�

"KC�&EHA�0NKPA?PEKJ�PKKH
4DA�"KC�&EHA�0NKPA?PEKJ�PKKH�=HHKSO�UKQ�PK�AJPAN��?D=JCA��KN�=@@�=�>KC�`HA�L=OOLDN=OA�
4DA��>KC�`HA�QOAO�AJ?K@EJC�PD=P�@KAO�JKP�=HHKS�UKQ�PK�O=RA�?D=JCAO�PK�L=OOSKN@�R=HQAO�BNKI 7 KNG>AJ?D��4DEO
PKKH�LANIEPO�PK�LANBKNI�PDA�BKHHKSEJC�

\ %JPAN�PDA�`HA�O�L=OOLDN=OA�

\ 3P=NP�LNKPA?PEJC�PDA�`HA�SEPD�=�L=OOLDN=OA�

\ #D=JCA�PDA�`HA�O�L=OOLDN=OA�

\ 2ARANP�OP=PEKJ�PK�>A�?KIL=PE>HA�SEPD�NAHA=OAO�LNEKN�PK.E=C=N=����� �

\ 2AIKRA�=HH�QOANO�AT?ALP�BKN�KJA�OQLANQOAN��4DA�QOAN�SEHH�QOA�PDA�?KJ`CQNA@�L=OOSKN@�

\ &KN?A�PDA�`HA�PK�OP=NP�QOEJC�=�@EBBANAJP�L=OOLDN=OA�PD=P�UKQ�OLA?EBU��!JU�L=OOSKN@�R=HQAO�PD=P�=NA�AJ?K@A@
SEPD�PDA�?QNNAJP�L=OOLDN=OA�SEHH�>A�?HA=NA@�

\ &KN?A�=JU�L=OOSKN@�R=HQAO�PD=P�@ALAJ@�KJ�PDA�?QNNAJP�`HA�LNKPA?PEKJ�PK�>A�?HA=NA@�

)JOP=HHEJC�=�OP=PEKJ�?KLU�KJ�=JKPDAN�LH=PBKNI
9KQ�I=U�JAA@�PK�EJOP=HH�=�?KLU�KB�=�OP=PEKJ�?NA=PA@�KJ�=JKPDAN�LH=PBKNI��)J�OQ?D�?=OAO��PDA�OP=PEKJ�>KC�`HA
L=OOLDN=OA�IKOP�HEGAHU�@EBBAN�BNKI�P D=P�KB�PDA�P=NCAP�LH=PBKNI��=J@�I=JU�PEIAO�PDA�L=OOLDN=OA�=J@�QOAN
?NA@AJPE=HO�=NA�QJGJKSJ��)J�PD=P�ARAJP��>ABKNA�UKQ�?=J�NQJ�PDA�OP=PEKJ��UKQ�IQOP�A@EP�PDA�>KC�`HA�KBaEJA��4DEO
LNK?A@QNA�@AO?NE>AO�PDA�OPALO�PK�A@EP�PDA�>KC�`HA�KBaEJA��OAP�=�JAS�L=OOLDN=OA��?D=JCA�PDA�=@IEJ�QOAN
L=OOSKN@��=J@�EJOP=HH�PDA�?KLEA@�OP=PEKJ�KJ�PDA�P=NCAP�LH=PBKNI��4DEO�LNK?A@QNA�SKNGO�BKN�=3QLANREOKNKN
?KJPNKHHAN�OP=PEKJ��=J@�=OOQIAO�PDA�?KLEA@�OP=PEKJ�EO�LNKRE@A@�=O�=�:)0�`HA�

Prerequisites:

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A 3A?QNA�?KIIQJE?=PEKJ

-=N ?D��������� ��



\ 4DA�OKQN?A�=J@�P=NCAP�?KJPNKHHANO�=NA�NQJJEJC�PDA�H=PAOP.E=C=N=RANOEKJ�

\ 9KQ�=NA�QOEJC7 KNG>AJ?DNQJJEJC�KJ�=�0#�

\ 9KQ�D=RA�=.E=C=N=3P=P.E=C=N=3P=PEKJEKJ?KLU�PD=P�S=O�?NA=PA@�KJ�=JKPDAN�LH=PBKNI�=J@�PDA�"/'�`HA�L=OOLDN=OA�EO�JKP
GJKSJ�

NOTE: 4DA�?KLEA@�OP=PEKJ�IECDP�>A�=�OEJCHA�
�>KC�`HA�>QP�PULE?=HHU�EP�EO�LNKRE@A@�=O�=�:)0�`HA�?KJP=EJEJC�=
?KHHA?PEKJ�KB�`HAO�PD=P�I=U�EJ?HQ@A�=JU�?KI>EJ=PEKJ�KB�PDA�BKHHKSEJC��?KILKJAJPO��
�>KC	��PAILH=PAO��
�JPLH	�
0T�`HAO��
�LT	��CN=LDE?�EI=CAO��=J@�AP?�

��3PAL 5OEJC�7EJ@KSO�&EHA�%TLHKNAN��ATPN=?P�PDA�@KSJHK=@A@�:)0�`HA�=J@�?KLU�PDA�OP=PEKJ�BKH@AN�PK�UKQN
5OAN�(KIA�OP=PEKJO�BKH@AN�BKN�UKQN�EJOP=HH=PEKJ���C:\Users\UserName\Niagara4.x\brand\
stations 	�

��3PAL )J�PDA7 KNG>AJ?D.=R4.=R4NNAAAA��ATL=J@-U�(KOP-U�(KOP � -U�&EHA�3UOPAI-U�&EHA�3UOPAI� 5OAN�(KIA5OAN�(KIA =J@�J=REC=PA�PK�PDA
OP=PEKJ�BKH@AN�FQOP�?KLEA@�PK�PD=P�HK?=PEKJ�

��3PAL %TL=J@�PDA�OP=PEKJ�BKH@AN�=J@�@KQ>HA
?HE?Gconfig.bog PK�KLAJ�PDA�`HA�

��3PAL /J�P DA7 KNG>AJ?DPKKH�>=N��?HE?G �"KC�&EHA�0NKPA?PEKJ�PKKH	�
4DA"KC�&EHA�0N"KC�&EHA�0NKPA?PKPA?PEKJEKJPKKH�=HHKSO�UKQ�PK�AJPAN��?D=JCA��KN�=@@�=�>KC�`HA�L=OOLDN=OA�

CAUTION: !JU�L=OOSKN@�R=HQAO�PD=P�=NA�AJ?K@A@�SEPD�PDA�?QNNAJP�L=OOLDN=OA�SEHH�>A�?HA=NA@��3K
UKQ�SEHH�JAA@�PK�AJPAN�NA
AJPAN�PDA�L=OOSKN@O�PD=P�PDA�OP=PEKJ�QOAO�=O�=�?HEAJP��OQ?D�=O�PDA
L=OOSKN@O�?KJ`CQNA@�KJ�=�OP=PEKJ
PK
OP=PEKJ�?KJJA?PEKJ�KN�PDA�%I=EH�3ANRE?A�

��3PAL )J�PDA"KC�&EHA�0=OOLDN=OA"KC�&EHA�0=OOLDN=OASEJ@KS��?HE?G&KN&KN?A�P?A�PDA�`HA�PK�OP=NP�QOEJC�=�@DA�`HA�PK�OP=NP�QOEJC�=�@EBEBBANBANAJP�L=OOLDN=OA�PAJP�L=OOLDN=OA�PD=PD=P
UKQ�OLA?EBUUKQ�OLA?EBU��AJPAN�PDA�JAS�0=OOLD=OA�=J@�0=OOLDN=OA�#KJ`NI�R=HQAO�=J@�?HE?G5L@=PA5L@=PA=J@�KJ�PDA
OQ>OAMQAJP�REAS��?HE?G#HKOA#HKOA�

��3PAL )J�PDA.=R4.=R4NNAAAA��ATL=J@?KJ`C�>KC?KJ`C�>KC � 3ANRE?AO3ANRE?AO��=J@�@KQ>HA
?HE?G�5OAN3ANRE?A�

��3PAL )J�PDA5OAN�-=J=CAN5OAN�-=J=CAN��@KQ>HA
?HE?G�PDA�=@IEJ�QOAN�=J@�QJ@AN�!QPDAJPE?=PKN��?D=JCA�PDA�0=OOSKN@
=J@�0=OOSKN@�#KJ`NI�R=HQAO�
2ALA=P�PDEO�OPAL�=O�JAA@A@�PK�?D=JCA�L=OOSKN@O�BKN�KPDAN�QOANO�

��3PAL 2ECDP
?HE?G�PDAconfig.bog `HA�=J@�?HE?G3=RA3=RA�

��3PAL /LAJ�P DA3P=P3P=PEKJ�#KLEANEKJ�#KLEAN=J@�?KLU�PDA�OP=PEKJ�BNKI�P DA�UKQN�5OAN�(KIA�PK�PDA�P=NCAP�LH=PBKNI�

Result
/J�?KILHAP EKJ��UKQ�D=RA�OQ??AOOBQHHU�A@EPA@�PDA�OP=PEKJconfig.bog KBaEJA��OAP�=�JAS�L=OOLDN=OA��=J@
?D=JCA@�PDA�=@IEJ�QOAN�L=OOSKN@�

Next steps

4ULE?=HHU��PDA�OP=PEKJ�SEHH�=QPKOP=NP�=BPAN�?KLUEJC��)B�JKP��QOA!LLH!LLHE?=PE?=PEKJ�$ENEKJ�$ENA?PKNA?PKNPK�OP=NP�EP��!P�PDEO�LKEJP�UKQ
?=J�?KJJA?P�PK�PDA�OP=PEKJ�

!@@EJC�=J@�NAIKREJC�QOANO�BNKI��>KC�BEHA
9KQ�?=J�=@@�QOANO�KBaEJA�=J@�NAIKRA�QOANO�BNKI�P DA��>KC�`HA�

3A?QNA�?KIIQJE?=PEKJ .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

�� -=N ?D���������



)J .E=C=N=����� ��UKQ�?=J�=@@�QOANO�KBaEJA�>U�A@EPEJC�PDA�OP=PEKJ�KBaEJA�=J@�?NA=PEJC�PDA�JAS�QOAN�RE=�PDA�5OAN
-=J=CAN��KN�A@EPEJC�PDA��>KC�`HA�@ENA?PHU��(KSARAN��>A?=QOA�PDA�AJ?NULPEKJ�GAU�EO�JKP�UAP�=R=EH=>HA��PDA�QOAN
L=OOSKN@�SEHH�>A�AEPDAN�KJHU�D=ODA@�KN�EJ�LH=EJ�PATP��@ALAJ@EJC�KJ�DKS�PDA�QOAN�S=O�=@@A@��/J?A�PDA�OP=PEKJ
OP=NPO��PDA�L=OOSKN@�SEHH�>A�D=ODA@�EB�JAA@A@�=J@�PDAJ�AJ?NULPA@�

NOTE:

4DA�QOAN�SEHH�>A�@EO=>HA@�=J@�=J�=@IEJEOPN=PKN�IQOP�I=JQ=HHU�AJ=>HA�PDAI�KJ�PDA3ANRE?AO3ANRE?AO� 5OAN3ANRE?A5OAN3ANRE?A�
5OAN5OANLNKLANPU�ODAAP�

4DANA�EO�=�NA?KRANU�IA?D=JEOI�EJ�?=OA�UKQ�@K�JKP�D=RA�=??AOO�PK�PDA�AJ?NULPEKJ�GAU��9KQ�?=J�QOA�EP�PK�CAP�PDA
OP=PEKJ�>=?G�QL�=J@�NQJJEJC��&KN�AT=ILHA��=O�=�PA?DJE?=H�OQLLKNP�LANOKJ��EP�=HHKSO�UKQ�PK�HKC�EJPK�=�OP=PEKJ
LNKRE@A@�>U�=�?QOPKIAN�SEPDKQP�D=REJC�PK�I=JQ=HHU�@AHAPA�=HH�PDA�QOANO�

��3PAL 4K�NAIKRA�QOANO�BNKI�P DA��>KC�`HA��EJ7 KNG>AJ?DKLAJ�PDA"/'�&EHA�0N"/'�&EHA�0NKPA?PKPA?PEKJEKJPKKH�

��3PAL )J�PDA"/'�&EHA�0=OOLDN=OA"/'�&EHA�0=OOLDN=OASEJ@KS��OAHA?P�PDARemove all users except for one superuser.
The user will use the configured password KLPEKJ�

��3PAL %JPAN�PDA�J=IA�KB�PDA�OQLANQOAN�UKQ�SEOD�PK�GAAL�

NOTE: 4DA�QOAN�IQOP�ATEOP��>A�=OOECJA@�PDA�NKHA�=O�=�OQLANQOAN��=J@�QOA�=�L=OOSKN@
>=OA@
=QPDAJPE?=PEKJ�O?DAIA�

��3PAL %JPAN�=�JAS�L=OOLDN=OA�BKN�PDA�OQLANQOAN�=J@�?HE?G5L@=PA5L@=PA��)P�EO�JKP�NAMQENA@�PK�GJKS�PDA�KH@
L=OOLDN=OA�
!HH�QOANO�D=RA�>AAJ�NAIKRA@�BNKI�P DA��>KC�`HA��AT?ALP�BKN�PDA�OLA?E`A@�OQLANQOAN�SDK�?=J�QOA
PDA�OLA?E`A@�L=OOSKN@�

��3PAL )J 7 KNG>AJ?D��PK�O=RA�PDA�?D=JCAO��?HE?G3=RA�"KC3=RA�"KC��.KPA�PD=P�PDEO�SEHH�AN=OA�PDA�ATEOPEJC�QOANO��OK
>A�OQNA�PK�D=RA�=�>=?GQL�EB�JAA@A@�

2ARANPEJC�OP=PEKJ�BKN�?KIL=PE>EHEPU
)J .E=C=N=����� ��AJ?NULPEJC�PDA�D=ODA@�QOAN�L=OOSKN@�=@@O�=�L=OOSKN@�AJ?K@AN�PD=P�@E@�JKP�ATEOP�EJ�EJ�A=NHEAN
.E=C=N=RANOEKJO��!O�=�NAOQHP��=�OP=PEKJ�PD=P�D=O�>AAJ�NQJ�EJ.E=C=N=����� EO�JKP�=>HA�PK�NQJ�EJ�=J�A=NHEAN�RANOEKJ
KB.E=C=N=��4DA�BKHHKSEJC�OA?PEKJ�LNKRE@AO�=�NA?KRANU�KLPEKJ�PD=P�=HHKSO�UKQ�NARANP�PDA�OP=PEKJ�PK�I=GA�EP
?KIL=PE>HA�SEPD.E=C=N=RANOEKJO�LNEKN�PK.E=C=N=����� ��4DEO�EO�QOABQH�EJ�PDA�ARAJP�PD=P�UKQ�@K�JKP�D=RA�=
LNKLAN�>=?GQL�KB�UKQN�OP=PEKJ�

NOTE: %JOQNA�PD=P�PDA��>KC�`HA�EO�LNKPA?PA@�>U�=J�ATPANJ=H�GAU��OUOPAI�L=OOLDN=OA�/2�?QOPKI�L=OOLDN=OA	
N=PDAN�PD=J�=�GAU�NEJC��!�OP=PEKJ�NQJJEJC�KJ�=�LH=PBKNI�EO�LNKPA?PA@�>U�=�GAU�NEJC��/J�=�OP=PEKJ�?KLU�PK�PDA�HK?=H
@ARE?A��EP�EO�LNKPA?PA@�SEPD�PDA�OUOPAI�L=OOLDN=OA�KN�PDA�?QOPKI�L=OOLDN=OA�OAP�@QNEJC�OP=PEKJ�?KLU�

��3PAL )J 7 KNG>AJ?D��KLAJ�PDA"KC�&EHA�0N"KC�&EHA�0NKPA?PKPA?PEKJEKJPKKH�

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A 3A?QNA�?KIIQJE?=PEKJ

-=N ?D��������� ��



4DA"KC�&EHA�0=OOLDN=OA"KC�&EHA�0=OOLDN=OASEJ@KS�KLAJO�

��3PAL 4K�QJHK?G�PDA��>KC�`HA��OAHA?P�PDA%JPAN�P%JPAN�PDA�`HA�O�L=OOLDN=OADA�`HA�O�L=OOLDN=OAKLPEKJ��AJPAN�PDA�?KNNA?P�L=OOLDN=OA
=J@�?HE?G5L@=PA5L@=PA�
)B�PDA�KLAN=PEKJ�S=O�OQ??AOOBQH��=�CNAAJ��0=OOLDN=OA�=??ALPA@��IAOO=CA�SEHH�>A�@EOLH=UA@�

��3PAL /J?A�P DA��>KC�`HA�EO�QJHK?GA@��OAHA?PRevert station to be compatible with releases
prior to 4.15 ��=J@�?HE?G5L@=PA5L@=PA�

)B�PDA�KLAN=PEKJ�S=O�OQ??AOOBQH��=�CNAAJ��3P=PEKJ�NARANOEKJ�OQ??AOOBQH��IAOO=CA�SEHH�>A
@EOLH=UA@�

9KQ�?=J�JKS�NQJ�PDA�OP=PEKJ�EJ�=�RANOEKJ�LNEKN�PK.E=C=N=����� �

NOTE:

\ 4DEO�PKKH�KJHU�LANBKNIO�PDA�NARANOEKJ�KB�L=OOSKN@O��)B�PDA�OP=PEKJ�I=U�ATLANEAJ?A�KPDAN
EOOQAO��OQ?D�=O�?KILKJAJPO�PD=P�ATEOP�EJ.E=C=N=����� >QP�JKP�EJ�A=NHEAN�RANOEKJO��UKQ�IQOP
I=JQ=HHU�A@EP�PDAI�EJ�PDA�"/'�`HA�

\ 4DEO�PKKH�NAIKRAO�AJ?NULPEKJ�BNKI�QOAN�L=OOLDN=OAO�=J@�ODKQH@�KJHU�>A�QOA@�EJ�=�NA?KRANU
O?AJ=NEK�

3A?QNEJC�AI=EH
.E=C=N=OQLLKNPO�OA?QNA�KQPCKEJC�=J@�EJ?KIEJC�AI=EH�QOEJC�4,3��4N=JOLKNP�,=UAN�3A?QNEPU	�

Prerequisites:
4DA%I=EH3ANRE?AEO�EJ�UKQN3ANRE?AO3ANRE?AO?KJP=EJAN�SEPD�>KPD)J?KIEJC!??KQJP=J@/QPCKEJC!??KQJP?KILKJAJPO�
)B�JKP��=@@�PDA%I=EH3ANRE?A?KILKJAJP�BNKI�P DAAI=EHAI=EHL=HAPPA�>ABKNA�UKQ�>ACEJ��9KQ�I=U�D=RA�IQHPELHA
EJ?KIEJC�=J@�KQPCKEJC�=??KQJPO��SDE?D�=HHKS�UKQ�PK�OAP�QL�?KJJA?PEKJO�PK�OANRANO�PD=P�OQLLKNP�OA?QNA
?KIIQJE?=PEKJ�=J@�KPDANO�PD=P�I=U�JKP�

&KHHKS�PDEO�LNK?A@QNA�BKN�>KPD�UKQN�EJ?KIEJC�=J@�KQPCKEJC�=??KQJPO�

��3PAL )J�PDA�OP=PEKJ�O�.=R�PNAA��NECDP
?HE?G�PDA)J?KIEJC!??KQJP)J?KIEJC!??KQJPKN/QPCKEJC!??KQJP/QPCKEJC!??KQJPJK@A�QJ@AN�PDA
%I=EH3ANRE?A%I=EH3ANRE?A?KJP=EJAN�=J@�?HE?G66EASOEASO� 0N0NKLANPU�3DAAPKLANPU�3DAAP��4DA�=??KQJP0N0NKLANPU�3DAAPKLANPU�3DAAPKLAJO�

��3PAL !O�KB.E=C=N=����� ��BKNEmail Authenticator ��OAHA?P�PDA�LNABANNA@�AI=EH�=QPDAJPE?=PEKJ�PULA��BKN
AT=ILHA��>U�-E?NKOKBP�����%T?D=JCA�=J@�'I=EH	��&KN�IKNA�EJBKNI=PEKJ��OAA�ZAI=EH

)J?KIEJC!??KQJP[�=J@�ZAI=EH
/QPCKEJC!??KQJP[�?KILKJAJPO�EJ�PDA.E=C=N=�!H=NIO�'QE@A�

��3PAL 4DA�OUOPAI�LNKRE@AO�PSK�OA?QNA�?KIIQJE?=PEKJ�KLPEKJO�

\ 4DA�@AB=QHP�Use Ssl ��AJ?NULPO�PDA�?KJJA?PEKJ�>ABKNA�EP�EO�ARAN�KLAJA@��4K�@K�PDA�AJ?NULPEKJ�
EP�=QPKI=PE?=HHU�=??ALPO�PDA�4,3�RANOEKJ�PD=P�EO�?KJ`CQNA@�EJ�PDATls Min Protocol ��QOEJC
PDA�>AOP�4,3�HARAH�PD=P�EO�OQLLKNPA@�>U�>KPD�PDA�OP=PEKJ�=J@�PDA�OANRAN�

\ Use Start Tls I=GAO�EP�LKOOE>HA�PK�?KJJA?P�PK�=J�QJLNKPA?PA@�AI=EH�OANRAN��4DA�D=J@OD=GA
K??QNO�SEPDKQP�AJ?NULPEKJ��PDAJ�OSEP?DAO�PK�AJ?NULP�PDA�IAOO=CA�EPOAHB�

Use Ssl =J@Use Start Tls =NA�IQPQ=HHU�AT?HQOERA��"KPD�I=U�>A false �

\ &KNTls Min Protocol ��OAHA?P�PDA�IEJEIQI�=??ALP=>HA�4,3�RANOEKJ�PK�QOA�

��3PAL 4K�LNKRE@A�OA?QNA�AI=EH��OAP�KJA�LNKLANPU�PKtrue ��=J@�PDA�KPDAN�PKfalse �

3A?QNA�?KIIQJE?=PEKJ .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

�� -=N ?D���������



4DA�AT=ILHA�ODKSO�PDA�?KJ`CQN=PEKJ�SDAJTransport EO�OAP�PKSmtp�

)J?KIEJC�=J@�KQPCKEJC�IAOO=CAO�QOA�@EBBANAJP�LKNPO�BKN�OA?QNA�?KIIQJE?=PEKJ�=O�BKHHKSO�

Table 2. %I=EH�LKNPO�>=OA@�KJ�PN=JOLKNP�PULA

Outgoing (SMTP) Incoming (IMAP) Incoming (POP3)

.KP�AJ?NULPA@ �� ��� ���

5OA�3P=NP�4HO ��� ��� ���

5OA�3OH ��� ��� ���

.KP�=HH�OANRANO�BKHHKS�PDAOA�NQHAO��9KQ�I=U�JAA@�PK�?DA?G�SEPD�UKQN�)30��)JPANJAP�3ANRE?A
0NKRE@AN	�

NOTE: $K�JKP�AJ=>HA�KN�@EO=>HA�PDAUse Ssl KNUse Start Tls LNKLANPEAO�SEPDKQP�?KJ`CQNEJC
PDAPort �

��3PAL #D=JCA�PDAPort PK�PDA�=LLNKLNE=PA�LKNP�JQI>AN��@AB=QHPO�=NA�����BKN�KQPCKEJC�=J@�����BKN
EJ?KIEJC�AI=EH	�
4DA�OUOPAI�=HOK�LNKRE@AO�OANRAN�E@AJPEPU�RANE`?=PEKJ��&KN�IKOP�AI=EH�OANRANO��PDA�NKKP�?ANPE`?=PA�EO
=HNA=@U�EJ�PDA3UOPAI�43UOPAI�4NQOP�3PKNNQOP�3PKNAA�

��3PAL )B�JK�NKKP�#!�?ANPE`?=PA�BKN�PDA�AI=EH�OANRAN�EO�EJ�PDA�OP=PEKJ�O3UOPAI�43UOPAI�4NQOP�3PKNNQOP�3PKNAA �PDEN@
L=NPU
OECJA@�?ANPE`?=PA	�KN�EJ�PDA5OAN�45OAN�4NQOP�3PKNNQOP�3PKNAA �UKQN�KSJ�?ANPE`?=PA�EB�UKQ�LNKRE@A�UKQN�KSJ�OA?QNA
AI=EH�OANRAN	��AEPDAN�

\ )ILKNP�UKQN�KSJ�KN�=�PDEN@
L=NPU�OECJA@�NKKP�#!�?ANPE`?=PA�EJPK�PDA�OP=PEKJYO5OAN�45OAN�4NQOP�3PKNNQOP�3PKNAA�

\ /N��EB�UKQ�@K�JKP�D=RA�=�OECJA@�?ANPE`?=PA�UAP��=??ALP�PDA�OUOPAI
CAJAN=PA@��OAHB
OECJA@
?ANPE`?=PA�SDAJ�?D=HHAJCA@��4DEO�?NA=PAO�=J�ATAILPEKJ�EJ�PDA!H!HHKSA@�(KOPOHKSA@�(KOPOHEOP��,=PAN��EILKNP
PDA�NKKP�#!�?ANPE`?=PA�=J@�@AHAPA�PDEO�PAILKN=NU�ATAILPEKJ�

3A?QNA�?KIIQJE?=PEKJ�PNKQ>HAODKKPEJC
4DEO�PKLE?�OQCCAOPO�OKHQPEKJO�BKN�?KIIKJ�?KJJA?PEKJ�OA?QNEPU�LNK>HAIO�

When I attempt to import the signed server certiÿcate back into the host User Key Stor e, I get err ors.

4DEO�I=U�D=LLAJ�EB�UKQ�@AHAPA@�PDA�KNECEJ=H�?ANPE`?=PA�?NA=PA@�KJ�PDA�DKOP�BNKI�SDE?D�UKQ�?NA=PA@�PDA�#32��)B
UKQ�>=?GA@�QL�PDEO�?ANPE`?=PA��EILKNP�EP�>=?G�EJPK�PDA5OAN�+AU�3PKN5OAN�+AU�3PKNAA =J@�EILKNP�PDA�#32�=C=EJ��'AJAN=PEJC�=
JAS�?ANPE`?=PA�SEPD�PDA�O=IA�J=IA�@KAO�JKP�CAJAN=PA�PDA�O=IA�GAU�L=EN�=J@�SEHH�NAOQHP�EJ�ANNKNO�SDAJ�UKQ
=PPAILP�PK�EILKNP�=�OECJA@�?ANPE`?=PA�SDKOA�GAUO�@K�JKP�I=P?D�

For months I have been able to log in without being pr ompted to accept a certiÿcate. All of a sudden the
softwar e is asking me to accept the certiÿcate again.

/JA�KN�IKN A�KB�PDA�BKHHKSEJC�I=U�>A�K??QNNEJC�

\ 4DA�?HEAJP�I=U�JK�HKJCAN�?KJP=EJ�PDA�DKOP�O�NKKP�#!�?ANPE`?=PA�EJ�PDA5OAN�45OAN�4NQOP�3PKNNQOP�3PKNAA �BKN�SD=PARAN
NA=OKJ	��#DA?G�PDA�?ANPE`?=PA�=J@�EILKNP�=�I=P?DEJC�NKKP�#!�?ANPE`?=PA�EJPK�PDA5OAN�45OAN�4NQOP�3PKNNQOP�3PKNAA�

\ 4DA�NKKP�#!�?ANPE`?=PA�I=U�D=RA�ATLENA@�KN�?D=JCA@�=J@�UKQ�JAA@�PK�EILKNP�JAS�?ANPE`?=PAO��#DA?G�PDA
OANRAN�?ANPE`?=PA�?=NABQHHU�PK�I=GA�OQNA�EP�EO�PNQOPA@�=J@�PAILKN=NEHU�=LLNKRA�EP��?NA=PEJC�=J�ATAILPEKJ�EJ
PDA!H!HHKSA@�(KOPOHKSA@�(KOPOHEOP��#NA=PA�KN�=?MQENA�=�JAS�NKKP�#!�?ANPE`?=PA�=J@�?NA=PA�JAS�OANRAN�?ANPE`?=PAO��'AP
PDA�JAS�OANRAN�?ANPE`?=PAO�OECJA@�>U�PDA�JAS�NKKP�#!�?ANPE`?=PA��&EJ=HHU��EILKNP�PDA�?ANPE`?=PAO�EJPK�PDA
=LLNKLNE=PA�OPKNAO��@AHAPEJC�=JU�ATLENA@�?ANPE`?=PAO�=J@�=JU�PAILKN=NU�ATAILPEKJO�UKQ�=LLNKRA@�EJ�PDA
!H!HHKSA@�(KOPOHKSA@�(KOPOHEOP�

\ 4DANA�I=U�>A�=�LNK>HAI�SEPD�PDA�&KT�LKNP��#DA?G�PDA&KT3ANRE?AKJ�PDA�?HEAJP.E=C=N=.APSKNG.E=C=N=.APSKNGPK�AJOQNA
PDA�?KNNA?P�&KT�LKNP�������BKN�&KTO�������BKN�&KT�

\ 9KQ�I=U�>A�OQ>FA?P�PK�=�I=J
EJ
PDA
IE@@HA�=PP=?G�=J@�JK�PNQOPA@�NKKP�#!�?ANPE`?=PA�ATEOPO�BKN�PDA�=PP=?GAN
EJ�PDA�LH=PBKNI�OP=PEKJ44NQOP�3PKNNQOP�3PKNAOAO��#DA?G�PDA�?ANPE`?=PAYOIssued By =J@Issuer DN �$EOPEJCQEODA@

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A 3A?QNA�?KIIQJE?=PEKJ

-=N ?D��������� ��



.=IA	�?=N ABQHHU��$K�JKP�I=JQ=HHU�=LLNKRA�=�?ANPE`?=PA�BKN�=J�EOOQAN�UKQ�@K�JKP�NA?KCJEVA�

The Session Info window (right-click Station > Session Info ) shows a r ed shield with a white x in the
section that r eports host identity authentication.

4DANA�I=U�>A�=�JQI>AN�KB�NA=OKJO�BKN�PDEO�

\ )B�UKQ�=NA�OANREJC�=O�UKQN�KSJ�#ANPE`?=PA�!QPDKNEPU��=�LH=PBKNI�=J@�OP=PEKJ�NAMQENAO�UKQN�NKKP�#!
?ANPE`?=PA�EJ�EPO5OAN�45OAN�4NQOP�3PKNNQOP�3PKNAA��7DAJ�UKQ�OP=NP�PDA�LH=PBKNI�KN�OP=PEKJ�BKN�PDA�`NOP�PEIA�PDA5OAN�45OAN�4NQOPNQOP
3PKN3PKNAA EO�AILPU��4DEO�?=QOAO�PDA�OUOPAI�PK�CAJAN=PA�=�OAHB
OECJA@�?ANPE`?=PA�=J@�@EOLH=U�EP�BKN�UKQ�PK
=LLNKRA�>ABKNA�EP�AOP=>HEODAO�PDA�?KJJA?PEKJ��#KIL=NA�PDAIssued By =J@Subject LNKLANPEAO��4DAU
=NA�PDA�O=IA�BKN�=�OAHB
OECJA@�?ANPE`?=PA��)B�UKQ�NA?KCJEVA�PDA�J=IA��UKQ�?=J�I=JQ=HHU�=LLNKRA�PDA
?ANPE`?=PA�=J@�NAOP�=OOQNA@�PD=P�?KIIQJE?=PEKJ�EO�OA?QNA��)B�UKQ�@K�JKP�NA?KCJEVA�PDA�J=IA��@K�JKP
I=JQ=HHU�=LLNKRA�PDA�?ANPE`?=PA��)B�UKQ�=NA�?KJ`CQNEJC�PDA�DKOP�BKN�PDA�`NOP�PEIA��EILKNP�UKQN�NKKP�#!
?ANPE`?=PA�PK�PDA�DKOPYO5OAN�45OAN�4NQOP�3PKNNQOP�3PKNAA =O�OKKJ�=O�LKOOE>HA�=J@�@AHAPA�PDA�@AB=QHP��OAHB
OECJA@�?ANPE`?=PA�

\ )B��EJ�=�DQNNU��UKQ�=HHKSA@�=�?ANPE`?=PA�SEPDKQP�?DA?GEJC�EPOIssued By =J@Issuer DN �$EOPEJCQEODA@
.=IA	��=J@�UKQ�=NA�SKNNEA@�=>KQP�SD=P�UKQ�=LLNKRA@��KLAJ�PDA�LH=PBKNI�OP=PEKJ�OPKNAO��#KJ`C#KJ`C �
3ANRE?AO3ANRE?AO� 0H=PBKNI�3ANRE?AO0H=PBKNI�3ANRE?AO� #ANP-=J=CAN3ANRE?A#ANP-=J=CAN3ANRE?A	��?HE?G�PDA!H!HHKSA@�(KOPOHKSA@�(KOPOP=>��HK?=PA�PDA�?ANPE`?=PA
=J@��EB�UKQ�@K�JKP�NA?KCJEVA�EP��?HE?G5J=LLN5J=LLNKRAKRA�

When running in a br owser , the Https in the addr ess is crossed thr ough with a r ed X next to it.

4DEO�EJ@E?=PAO�PD=P�UKQ�=NA�QOEJC�=�OAHB
OECJA@�?ANPE`?=PA�BKN�SDE?D�JK�?HEAJP�?ANPE`?=PA�ATEOPO�EJ�PDA�>NKSOANYO
PNQOP�OPKNA��5OEJC�'KKCHA�#DNKIA��P DA�>NKSOAN�?=?DAO�JKPDEJC��9KQ�?=J�OPEHH�=??AOO�PDA�LH=PBKNI�=J@�OP=PEKJ�
>QP�OUOPAI�LANBKNI=J?A�EO�HAOO�PD=J�@AOEN=>HA��4K�OLAA@�LANBKNI=J?A��OAP�QL�=J@�EILKNP�UKQN�KSJ�NKKP�#!
?ANPE`?=PA�EJPK�PDA�>NKSOANYO�PNQOP�OPKNA��KN�LQN?D=OA�=J@�EJOP=HH�=�OECJA@�?HEAJP�?ANPE`?=PA�BNKI�=�#!��#ANP E`?=PA
!QPDKNEPU	�

I enabled TLS and logged in using a secur e connection, but the platform icon does not include the lock
symbol. Why did the platform boot with a connection that is not secur e?

-KOP�HEGAHU�PDANA�EO�OKIAPDEJC�SNKJC�SEPD�PDA�?ANPE`?=PA��)B�=�?ANPE`?=PA�B=EHO��KN�BKN�=JU�NA=OKJ�OA?QNA
?KIIQJE?=PEKJ�?=JJKP�OP=NP��N=PDAN�PD=J�HK?G�UKQ�KQP�KB�PDA�LH=PBKNI��PDA�OUOPAI�AJ=>HAO�=�?KJJA?PEKJ�SEPDKQP
OA?QNEPU��2AOP=NP�PDA�LH=PBKNI�

NOTE: )B�UKQ�D=RA�PK�NALH=?A�=�LH=PBKNI�?ANPE`?=PA��=OOQIEJC�UKQ�ATLKNPA@�PDA�GAUO��UKQ�?=J�EILKNP�PDAI�PK
?KJ`CQNA�PDA�JAS�LH=PBKNI�BKN�OA?QNA�?KIIQJE?=PEKJ�

I enabled TLS and logged in using a secur e connection. The platform icon shows the lock symbol, but no
communication is occurring.

!�`N AS=HH�KN�OA?QNA�NKQPAN�I=U�>A�>HK?GEJC�KN�ECJKNEJC�=�LKNP��#KJOQHP�UKQN�`NAS=HH�KN�NKQPAN�@K?QIAJP=PEKJ
BKN�=�HEOP�KB�>HK?GA@�LKNPO��PDAJ�AEPDAN�QJ>HK?G�PDA�LKNP�EJ�PDA�`NAS=HH�KN�NKQPAN��KN�?D=JCA�PDA�LKNP�QOEJC
7 KNG>AJ?D�

I'm using a signed server certiÿcate, but the message "Unable to verify host identity" still appears when
connecting to the platform.

4DA�OUOPAI�?=JJKP�`J@�=�NKKP�#!�?ANPE`?=PA�EJ�=44NQOP�3PKNNQOP�3PKNAA PD=P�I=P?DAO�PDA�OANRAN�?ANPE`?=PA��)ILKNP�PDA�NKKP
#!�?ANPE`?=PA�QOA@�PK�OECJ�PDA�OANRAN�?ANPE`?=PA�EJPK�PDA5OAN�45OAN�4NQOP�3PKNNQOP�3PKNAA�

My platform or Supervisor private key has been compr omised, what should I do?

'AP�KJ�OEPA�=O�MQE?GHU�=O�LKOOE>HA��4=GA�PDA�AJPENA�JAPSKNG�KBB�PDA�)JPANJAP��#KJ`CQNA�OA?QNEPU�=C=EJ�BKN�A=?D
?KILNKIEOA@�LH=PBKNI�?NA=PEJC�=J@�OECJEJC�=HH�JAS�?ANPE`?=PAO�

When importing a r oot CR certiÿcate into a client User T rust Stor e I get the message, "The ÔImportÕ
command encounter ed an err or" or the certiÿcate simply did not import.

3A?QNA�?KIIQJE?=PEKJ .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

�� -=N ?D���������



#HE?G�PDA$AP=EHO$AP=EHO>QPPKJ�PK�REAS�PDA7 KNG>AJ?D?KJOKHA��)JRAOPEC=PA�PDAOA�LKOOE>EHEPEAO�

\ 9KQ�I=U�>A�=PPAILPEJC�PK�EILKNP�=�LNER=PA�GAU�EJPK�PDA5OAN�45OAN�4NQOP�3PKNNQOP�3PKNAA��4DEO�?=JJKP�>A�@KJA�

%TLKNP�PDA�NKKP�#!�?ANPE`?=PA�BNKI�P DA7 KNG>AJ?D5OAN�+AU�3PKN5OAN�+AU�3PKNAA SEPDKQP�EPO�LNER=PA�GAU�=J@�PNU�PK
EILKNP�EP�=C=EJ�EJPK�PDA�?HEAJP5OAN�45OAN�4NQOP�3PKNNQOP�3PKNAA�

\ 4DAIssuer KB�PDA�?ANPE`?=PA�UKQ�=NA�EILKNPEJC�IQOP�>A�PDA�O=IA�=O�PDASubject KB�PDA�?ANPE`?=PA�PD=P
EO�>AHKS�EP�EJ�PDA�?ANPE`?=PA�PNAA��PDA�?ANPE`?=PA�QOA@�PK�OECJ�PDA�KJA�PD=P�EO�?=QOEJC�PDA�ANNKN	��4DEO�I=U�>A
=J�EJPANIA@E=PA�?ANPE`?=PA�KN�PDA�NKKP�#!�?ANPE`?=PA��"ACEJJEJC�=P�PDA�>KPPKI�KB�PDA�PNAA��PDA�EOOQAN

OQ>FA?P�NAH=PEKJODEL�EO�OKIAPDEJC�HEGA�PDEO�

)OOQAN��3Q>FA?P#��$"��#!��"

7DANA�Z![�EO�PDA�NKKP�#!��#ANPE`?=PA�!QPDKNEPU	�=P�PDA�NKKP�KB�PDA�?ANPE`?=PA�PNAA��Z$[�EO�PDA�OQ>FA?P�KB�PDA
`J=H�OANRAN�?ANPE`?=PA�EJ�PDA�PNAA��4DA�NAOP�=NA�EJPANIA@E=PA�?ANPE`?=PAO�

)B�JA?AOO=NU��@AHAPA�PDA�?ANPE`?=PA��?NA=PA�=�JAS�?ANPE`?=PA��OECJ�EP�QOEJC�PDA�?ANPE`?=PA�>AHKS�EP�EJ�PDA
PNQOPA@�?ANPE`?=PA�PNAA��=J@�=PPAILP�PK�EILKNP�=C=EJ�

I'm trying to get two stations to connect and it is not working.

)B�PDEO�EO�PDA�`NOP�PEIA�UKQ�=NA�I=GEJC�PDEO�?KJJA?PEKJ��?DA?G�PDA!H!HHKSA@�(KOPOHKSA@�(KOPOHEOP��4DA�OP=PEKJ�OANREJC�=O�PDA
?HEAJP�I=U�JKP�D=RA�=�?ANPE`?=PA�EJ�EPO5OAN�45OAN�4NQOP�3PKNNQOP�3PKNAA BKN�PDA�OP=PEKJ�PD=P�EO�OANREJC�=O�PDA�OANRAN��)J�PDA
!H!HHKSA@�(KOPOHKSA@�(KOPOHEOP��=J=HUVA�PDA�ATAILPEKJ��PDAJ�OAHA?P�PDA�?ANPE`?=PA�PK�I=GA�OQNA�PD=P�UKQ�NA?KCJEVA�EPO
Issued By =J@Issuer DN �$EOPEJCQEODA@�.=IA	�=J@�?HE?G!LLN!LLN KRAKRA��#DA?G�PDA�?ANPE`?=PA�BKN�PDA�?KNNA?P
J=IA�=J@�LKNP�JQI>AN�EJ�PDA�(KOP�?KHQIJ�

)B�UKQ�D=RA�>AAJ�?KJJA?PEJC�OQ??AOOBQHHU�>QP�OQ@@AJHU�UKQ�=NA�QJ=>HA�PK�?KJJA?P��PNU�PK�`CQNA�KQP�SD=P
?D=JCA@��#DA?G�PDA�@=AIKJ�HKCO�BKN�=J�ANNKN�IAOO=CA�

)B�UKQ�=NA�QOEJC�NKKP�=J@�EJPANIA@E=PA�?ANPE`?=PAO��?DA?G�PDAIssuer J=IA�KJ�UKQN�OECJA@�EJPANIA@E=PA�=J@
OANRAN�?ANPE`?=PAO��)P�ODKQH@�>A�PDA�O=IA�=O�PDASubject J=IA�KJ�P DA�NKKP�#!�?ANPE`?=PA��7DAJ�EP�EO�QJ=>HA�PK
R=HE@=PA�PDA�?ANPE`?=PA�PNAA��PDA�OKBPS=NA�LNARAJPO�?KIIQJE?=PEKJ�

We use self-signed certiÿcates. All hosts ar e appr oved in the Allowed Hosts list, and we've been able to
connect to our platforms without getting the message that our hosts ar e not trusted. All of a sudden
we'r e getting that message again. What happened?

)B�PDA�)0�=@@NAOO�KB�PDA�LH=PBKNIO�?D=JCA@��PDA�AJPNU�EJ�PDA!H!HHKSA@�(KOPOHKSA@�(KOPOHEOP�EO�JK�HKJCAN�R=HE@�

I get the message, ÒCannot connect. Ensur e server is running on speciÿed port.Ó when I attempt to log in
to a secur e station:

4DEO�EO�=�CAJAN=H�IAOO=CA��!�JQI>AN�KB�PDEJCO�?KQH@�>A�SNKJC�

\ 4DANA�I=U�>A�=�LNK>HAI�SEPD�PDA�?KJPNKHHAN��%JOQNA�PD=P�PDA�?KJPNKHHAN�EO�?KJJA?PA@�PK�LKSAN�=J@�PDA
LKSAN�EO�KJ�

\ 9KQ�AJPANA@�EJR=HE@�?NA@AJPE=HO�KN��BKN�OKIA�KPDAN�NA=OKJ��UKQ�=NA�D=REJC�@EB̀?QHPU�HKCCEJC�KJ��PDA�OP=PEKJ
I=U�D=RA�OPKLLA@�NQJJEJC	��#KJ`NI�UKQN�?NA@AJPE=HO��OP=NP�PDA�LH=PBKNI�=J@�QOA�PDA�0H=PBKNI�!LLHE?=PEKJ
$ENA?PKN�PK�OP=NP�PDA�OP=PEKJ��PDAJ�?KJJA?P�=C=EJ�

\ 9KQN�OA?QNA 7 A>3ANRE?A�(PPLO	�KN&KT3ANRE?A�&KTO	�I=U�JKP�>A�AJ=>HA@��OAP�PKtrue 	��"KPD�IQOP�>A
AJ=>HA@�PK�I=GA�=�OA?QNA�OP=PEKJ�?KJJA?PEKJ��-=GA�=�NACQH=N�OP=PEKJ�?KJJA?PEKJ�>U�?HE?GEJC&EHA&EHA� /LAJ/LAJ �
/LAJ�3P=P/LAJ�3P=PEKJEKJ��OAHA?PStation Connection ��LNKRE@A�?NA@AJPE=HO��PDAJ��KJ�PDA&KT3ANRE?A0N0NKLANPU�3DAAPKLANPU�3DAAP�
?KJ`NI�PD=PFoxs EO�AJ=>HA@��OAP�PKtrue 	��?HKOA�PDA�OP=PEKJ�=J@�?KJJA?P�PK�EP�=C=EJ��-=GA�OQNA�UKQ�OAHA?P
= Station TLS Connection BKNType EJ�PDA#KJJA?P#KJJA?PSEJ@KS�

$AB=QHP�4#0�)0�LKNPO
4DA�R=NEKQO�OUOPAI�LNKPK?KHO��BKT��BKTO��AP?�	�I=J=CA�?KIIQJE?=PEKJ�=?NKOO�OLA?E`?�LKNPO�

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A 3A?QNA�?KIIQJE?=PEKJ
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4DEO�P=>HA�OQII=NEVAO�PDA�@AB=QHP�4#0�)0�LKNP�JQI>ANO�BKHHKSEJC�?KIIEOOEKJEJC��9KQ�I=U�?D=JCA�PDAOA�LKNPO
=O�JAA@A@��)B�=�`NAS=HH�KN�NKQPAN�>HK?GO�=�LKNP��?KIIQJE?=PEKJ�B=EHO��"A�=S=NA�KB�PDEO�LKPAJPE=H�=J@�I=GA
=LLNKLNE=PA�ATAILPEKJ�NQHAO�SDANA�JA?AOO=NU�

Protocol Default port Type of
communication Security To change this port...

BKT ���� OP=PEKJ JKP�OA?QNA ATL=J@#KJ`C#KJ`C � 3ANRE?AO3ANRE?AO��=J@�@KQ>HA

?HE?G&KT3ANRE?AO&KT3ANRE?AO�BKTO ���� OP=PEKJ OA?QNA

LH=PBKNI�@=AIKJ ���� JE=C=N=@
�LH=PBKNI	

JKP�OA?QNA QOA�PDA#D=JCA�(440�0KNP#D=JCA�(440�0KNP>QPPKJ�QJ@AN
0H=PBKNI0H=PBKNI0H=PBKNI�!@IEJEOPN=P0H=PBKNI�!@IEJEOPN=PEKJEKJ�

LH=PBKNIPHO��0H=PBKNI�0KNP	���� JE=C=N=@
�LH=PBKNI	

OA?QNA QOA�PDA#D=JCA�4,3�3APP#D=JCA�4,3�3APPEJCOEJCO>QPPKJ�QJ@AN
0H=PBKNI0H=PBKNI0H=PBKNI�!@IEJEOPN=P0H=PBKNI�!@IEJEOPN=PEKJEKJ�

DPPL �� >NKSOAN JKP�OA?QNA ATL=J@#KJ`C#KJ`C � ��=J@�@KQ>HA

?HE?G&KT3ANRE?AO&KT3ANRE?AO�DPPLO ��� >NKSOAN OA?QNA

AI=EH��EJ?KIEJC�=??KQJP ��� NA?AERA JKP�OA?QNA ATL=J@#KJ`C#KJ`C � ��=J@�@KQ>HA

?HE?G%I=EH3ANRE?AO%I=EH3ANRE?AO�

NOTE: $K�JKP�AJ=>HA�5OA�3OH�KN�5OA
3P=NP�4HO�SEPDKQP�?KJ`CQNEJC�PDA�LKNP
=O�EJ@E?=PA@�EJ�PDEO�P=>HA��2ABAN�PK�PDA
� �/,  �
*((/)$��.$*) ?D=LPAN�BKN
IKNA�EJBKNI=PEKJ�=>KQP�PDAOA�LKNPO
=J@�LNKLANPEAO�

AI=EH��KQPCKEJC�=??KQJP �� OAJ@ JKP�OA?QNA

AI=EH��EJ?KIEJC�=??KQJP�Use
Ssl

�����)-!0	�����
�0/0�	

NA?AERA OA?QNA

AI=EH�KQPCKEJC�=??KQJP�Use
Ssl

��� OAJ@ OA?QNA

AI=EH��EJ?KIEJC�=??KQJP�Use
Start Tls

�����)-!0	�����
�0/0�	

NA?AERA OA?QNA

AI=EH��EJ?KIEJC�=??KQJP�Use
Start Tls

��� OAJ@ OA?QNA

!BPAN�?D=JCEJC�=�LKNP�BKN�=J�EJ@ERE@Q=H�OP=PEKJ��@EO?KJJA?P�BNKI�P DA�OP=PEKJ��=J@�NAOP=NP�PDA�OP=PEKJ�QOEJC
!LLHE?=PEKJ�$ENA?PKN��)B�UKQ�?D=JCA�PDA�BKT�KN�BKTO�LKNP��SDAJ�UKQ�NA?KJJA?P��QOA&EHA&EHA� /LAJ/LAJ � /LAJ�3P=P/LAJ�3P=PEKJEKJ�
4DEO�CERAO�UKQ�PDA�KLLKNPQJEPU�PK�?D=JCA�PDA�@AB=QHP�?KIIQJE?=PEKJ�LKNP�������BKN�BKT�=J@������BKN�BKTO�
/P DANSEOA��UKQ�SEHH�>A�QJ=>HA�PK�?KJJA?P�

#ANPEBE?=PA�I=J=CAIAJP�SDAJ�NALH=?EJC�=�?KJPNKHHAN
7DAJ�NALH=?EJC*!#% ?KJPNKHHAN�EJ�PDA�`AH@��UKQ�I=U�NAQOA�>=?GQLO�KB�PDA5OAN�+AU�3PKN5OAN�+AU�3PKNAA =J@5OAN�45OAN�4NQOP�3PKNNQOP�3PKNAA
BNKI�P DA�KH@�?KJPNKHHAN��)B�JK�OP=PEKJ�>=?GQL�EO�=R=EH=>HA��UKQ�IQOP�CAJAN=PA�=�JAS�OANRAN�?ANPE`?=PA�=J@�OECJ�EP
KN�CAP�EP�OECJA@�

Prerequisites:
9KQ�=NA�KJ�OEPA��2AIKPAHU�EILKNPEJC�=�OA?QNEPU�>=?GQL�EJPK*!#% ?KJPNKHHAN�EO�JKP�NA?KIIAJ@A@�>A?=QOA�UKQ
ODKQH@�JKP�NAOPKNA�PDA5OAN�+AU�3PKN5OAN�+AU�3PKNAA =J@5OAN�45OAN�4NQOP�3PKNNQOP�3PKNAA SDEHA�PDA�OP=PEKJ�EO�?KJJA?PA@�PK�PDA�)JPANJAP�

��3PAL -=GA�OQNA�PD=P�PDA*!#% ?KJPNKHHAN�EO�JKP�KJ�PDA�)JPANJAP�

��3PAL 2A>KKP�PDA�?KJPNKHHAN�=J@�NAOPKNA�PDA�OP=PEKJ�

��3PAL %EPDAN�NAOPKNA�BNKI�P DA�OP=PEKJ�>=?GQL��KN�EILKNP�PDA�OPKNAO�BNKI�=�LN AREKQOHU�ATLKNPA@�`HA�

!??ALPEJC�=�OAHB
OECJA@�?ANPEBE?=PA�=BPAN�=�?D=JCA
9KQN�OUOPAI�EO�HAOO�OA?QNA�EB��EJOPA=@�KB�EILHAIAJPEJC�OECJA@�OANRAN�?ANPE`?=PAO��UKQ�=??ALP�OAHB
OECJA@
?ANPE`?=PAO��)B��=BPAN�=??ALP=J?A��PDA�OAHB
OECJA@�?ANPE`?=PAYO�LQ>HE?�GAU�?D=JCAO��PDA�OUOPAI�JAC=PAO�PDA
?ANPE`?=PA��?D=JCAO�PDA�CNAAJ�ODEAH@�E?KJ�KJ�PDA!H!HHKSA@�(KOPOHKSA@�(KOPOP=>�PK�=�UAHHKS�E?KJ�SEPD�=J�AT?H=I=PEKJ�I=NG��

	��=J@�@AJEAO�=??AOO��?=QOEJC�=J�ANNKN�

Prerequisites:
9KQ�=NA�SKNGEJC�EJ7 KNG>AJ?D=J@�=NA�?KJJA?PA@�PK�PDA�=LLNKLNE=PA�OP=PEKJ�

3A?QNA�?KIIQJE?=PEKJ .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A
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)B�UKQ�PNQOP�PDA�JAS�GAU��BKHHKS�PDEO�LNK?A@QNA�PK�=??ALP�PDA�?D=JCA@�?ANPE`?=PA��)B�UKQ�OQOLA?P�OKIAPDEJC�EO
SNKJC��EJRAOPEC=PA�BQNPDAN��$K�JKP�=??ALP�=�OAHB
OECJA@�?ANPE`?=PA�SEPD�=�JAS�LQ>HE?�GAU�QJHAOO�UKQ�=NA
?KJ`@AJP�PD=P�EP�EO�OA?QNA��"APPAN�UAP��OPKL�QOEJC�OAHB
OECJA@�?ANPE`?=PAO�=J@�EILHAIAJP�OECJA@�?ANPE`?=PAO�
SDE?D�LNKRE@A�OANRAN�=QPDAJPE?=PEKJ�=O�SAHH�=O�AJ?NULPEKJ�

��3PAL 4K�=??AOO�=J!H!HHKSA@�(KOPOHKSA@�(KOPOP=>�@K�KJA�KB�PDA�BKHHKSEJC�

\ 4K�=??AOO�PDA7 KNG>AJ?D!H!HHKSA@�(KOPOHKSA@�(KOPOHEOP��?HE?G44KKHOKKHO� #ANP#ANPE`?=PA�-=J=CAIAJPE`?=PA�-=J=CAIAJP��=J@�?HE?G
PDA!H!HHKSA@�(KOPOHKSA@�(KOPOP=>�

\ 4K�=??AOO�PDA�LH=PBKNI�OP=PEKJ!H!HHKSA@�(KOPOHKSA@�(KOPOHEOP��ATL=J@0H=PBKNI0H=PBKNI=J@�@KQ>HA
?HE?G
#ANP#ANPE`?=PA�-=J=CAIAJPE`?=PA�-=J=CAIAJPEJ�PDA�.=R�PNAA��4DAJ��?HE?G�PDA!H!HHKSA@�(KOPOHKSA@�(KOPOP=>�

\ 9KQ�I=U�=HOK�=??AOO�PDA�LH=PBKNI�OP=PEKJ�OPKNAO�>U�ATL=J@EJC3P=P3P=PEKJEKJ� #KJ`C#KJ`C � 3ANRE?AO3ANRE?AO�
0H=PBKNI3ANRE?AO0H=PBKNI3ANRE?AO=J@�@KQ>HA
?HE?GEJC#ANP-=J=CAN3ANRE?A#ANP-=J=CAN3ANRE?AEJ�PDA�.=R�PNAA�

4DA�P=>�KLAJO�

��3PAL 4K�?KJ`NI�PD=P�PDA�LQ>HE?�GAU�?D=JCA@��OAHA?P�PDA�?ANPE`?=PA�NKS�EJ�PDA�P=>HA�=J@�?HE?G66EASEAS�
4DA�?ANPE`?=PA�KLAJO�EJ�PDA$APA?PA@�0Q>H$APA?PA@�0Q>HE?�+AU�#D=JCAE?�+AU�#D=JCASEJ@KS�

��3PAL #KJ`NI�=P�HA=OP�PDAIssued By =J@Subject LNKLANPEAO�
4DA�PSK�J=IAO�ODKQH@�>A�J=IAO�UKQ�NA?KCJEVA�=O�>AHKJCEJC�PK�UKQN�?KIL=JU�

��3PAL !??ALP�PDA�OAHB
OECJA@�?ANPE`?=PA�SEPD�PDA�JAS�LQ>HE?�GAU��?HE?G!??ALP!??ALP�
4DA�?ANPE`?=PA�E?KJ�?D=JCAO�PK�=�CNAAJ�ODEAH@�SEPD�=�?DA?G�I=NG�

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A 3A?QNA�?KIIQJE?=PEKJ
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3A?QNA�?KIIQJE?=PEKJ .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

�� -=N ?D���������



Chapter 3. Fox Over W ebSocket
connection
&KT�KRAN�7A>OK?GAP�EO�EJPAJ@A@�BKN7 KNG>AJ?D
PK
OP=PEKJ�=J@�OP=PEKJ
PK
OP=PEKJ�>E@ENA?PEKJ=H�?KJJA?PEKJO
QOEJC�PDA�OP=PEKJ�O�ATEOPEJC�(4403�LKNP��@AB=QHPO�PK����	��SDE?D�EO�I=J=CA@�>U�PDA�OP=PEKJ�O�7A>3ANRE?A��)P
=HHKSO�BKN�SN=LLEJC�BKT�?KIIQJE?=PEKJ�EJ�=�7A>3K?GAP�OK�PD=P�UKQ�?=J�?KIIQJE?=PA�SEPD�PDA�OP=PEKJ�PDNKQCD
.E=C=N=�O�ATEOPEJC�7A>3ANRE?A�

4DA�=@R=JP=CA�KB�?KIIQJE?=PEJC�>APSAAJ.E=C=N=DKOPO�RE=�7A>3K?GAP�EO�PD=P�EP�AT?HQOERAHU�QOAO�OA?QNA
(4403�?KIIQJE?=P EKJ��PULE?=HHU�KRAN�OP=J@=N@�LKNP������SDE?D�EO�IKNA�BNEAJ@HU�PK�IK@ANJ�)4�JAPSKNG
AJRENKJIAJPO�

7DAJ�UKQ�I=GA�=7 KNG>AJ?D
PK
OP=PEKJ�KN�OP=PEKJ
PK
OP=PEKJ��.E=C=N=.APSKNG	�?KJJA?PEKJ��UKQ�?=J�OAHA?P�PDA
&KT�KRAN�7A>3K?GAP��BKTSOO	�?KJJA?PEKJ�PULA�EJ�=@@EPEKJ�PK�PDA�ATEOPEJC�BKT�BKTO�?KJJA?PEKJ�KLPEKJO��)B�=
`NAS=HH�LNARAJPO�=�BKT�KN�BKTO�?KJJA?PEKJ��PDA7 KNG>AJ?D
PK
OP=PEKJ�KN�OP=PEKJ
PK
OP=PEKJ�?KJJA?PEKJ�?=J�B=HH
PDNKQCD�PK�=�BKTSOO�?KJJA?PEKJ�EB�=J�EJEPE=H�BKT�KN�BKTO�?KJJA?PEKJ�=PPAILP�B=EHO�@QA�PK�=J�QJNA=?D=>HA�DKOP�
LKNP�ANNKN��4DEO�=HHKSO�ATEOPEJC7 KNG>AJ?D>KKGI=NGO�KN�ATEOPEJC�/2$O�?KJP=EJEJC�BKT�BKTO�OAOOEKJO�PK
?KJPEJQA�PK�NAOKHRA�RE=�BKTSOO�ARAJ�SDAJ�BKT�BKTO�?KJJA?PEKJO�=NA�LNARAJPA@�

2AMQENAIAJPO

.E=C=N=6ANOEKJ�)JBKNI=PEKJ
7 KNG>AJ?D�.E=C=N=����� =J@�DECDAN	�
PK
OP=PEKJ��.E=C=N=����� =J@�DECDAN	�?KJJA?PEKJO�?=J�QOA�BKTSOO��3P=PEKJ
�.E=C=N=����� =J@�DECDAN	�
PK
OP=PEKJ��.E=C=N=����� =J@�DECDAN	�?KJJA?PEKJO�?=J�QOA�BKTSOO��!.E=C=N=����� =J@
DECDAN7 KNG>AJ?DRANOEKJ�KN�OP=PEKJ�?=J�?KJJA?P�PK�=J�A=NHEAN�RANOEKJ�OP=PEKJ�QOEJC�PDA�ATEOPEJC�BKT�BKTO
?KJJA?PEKJ�PULAO�

3A?QNEPU�NAMQENAIAJPO�=J@�>AOP�LN=?PE?AO
&KHHKS�PDA�OA?QNEPU�NAMQENAIAJPO�BKN�&KT3ANRE?A�=J@�7A>3ANRE?A��#KJOE@AN�>AOP�LN=?PE?AO�BKN�PDA�?ANPE`?=PA
QOA@�>U�(4403�=O�?KJ`CQNA@�EJ�PDA�7A>3ANRE?A�

&KT�KRAN�7A>3K?GAP��BKTSOO	�?KJJA?PO�PK�PDA�OP=PEKJ�O�7A>3ANRE?A�EJOPA=@�KB�PDA�OP=PEKJ�O�&KT3ANRE?A��SDE?D
IA=JO�PD=P�UKQ�?KJ`CQNA�PDA�OANRAN�?ANPE`?=PA�QOA@�BKN�PDA�&KT�KRAN�7A>3K?GAP�?KJJA?PEKJ�EJ�PDA
7 A>3ANRE?A�OMain Https Cert LNKLANPU�=J@�JKP�EJ�PDA�&KT3ANRE?A��&KT3ANRE?A�EO�OPEHH�QOA@�BKN�BKT�BKTO
?KJJA?PEKJO��>QP�JKP�BKN�BKTSOO�?KJJA?PEKJO��(KSARAN��PDANA�EO�OPEHH�=�LNKLANPU�PK�AJ=>HA�BKTSOO�?KJJA?PEKJO�EJ
PDA�&KT3ANRE?A��=J@�PDANABKNA�UKQ�IQOP�OAP�PDAHttps Enabled LNKLANPU�EJ�PDA�7A>3ANRE?A�PKtrue EJ�KN@AN
BKN�BKTSOO�?KJJA?PEKJO�PK�>A�I=@A�PK�=�OP=PEKJ��&KN�IKNA�EJBKNI=PEKJ��OAA�PDA��SA>
7 A>3ANRE?A��OA?PEKJ�EJ
PDA��'APPEJC�3P=NPA@�SEPD�.E=C=N=��CQE@A�

NOTE:

)B�PDA�7A>3ANRE?A�NAOP=NPO��=JU�=?PERA�&KT�KRAN�7A>3K?GAP�?KJJA?PEKJO�PK�PDA�OP=PEKJ�SEHH�>A�BKN?A@�?HKOA@��&KN
=�7 KNG>AJ?D
PK
OP=PEKJ�BKTSOO�?KJJA?PEKJ��UKQ�I=U�JKPE?A�PD=P�>A?=QOA7 KNG>AJ?DSEHH�@EO?KJJA?P�=J@�PDAJ
UKQ�SEHH�JAA@�PK�NA
HKCEJ�PK�PDA�OP=PEKJ�=BPAN�PDA�7A>3ANRE?A�D=O�`JEODA@�NAOP=NPEJC��7A>3ANRE?A�NAOP=NPO�=NA
N=NA��>QP�?=J�D=LLAJ�BKN�?ANP=EJ�?KJ`CQN=PEKJ�?D=JCAO��&KN�AT=ILHA��JAS�?HEAJP�?ANP�=QPD�QOANO��PSK�IEJQPAO
=BPAN�OP=PEKJ�OP=NPQL��=J@�?ANP=EJ�7A>3ANRE?A�?KJ`CQN=PEKJ�LNKLANPU�?D=JCAO�?=J�PNECCAN�=�7A>3ANRE?A�NAOP=NP�

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A &KT�/RAN�7A>3K?GAP�?KJJA?PEKJ
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NOTE: 7DAJ�UKQ�QOA�=7 KNG>AJ?DKN�OP=PEKJ�RANOEKJ.E=C=N=����� �KN�H=PAN	�PK�?KJJA?P�PK�=�NAIKPA�OP=PEKJ�
DANA�EO�SD=P�D=LLAJO�>U�@AB=QHP��)B�PDA�EJEPE=H�BKT�KN�BKTO�?KJJA?PEKJ�=PPAILP�B=EHO�>A?=QOA�PDA�NAIKPA�DKOP�LKNP
EO�QJNA=?D=>HA��=�BKTSOO�B=HH
PDNKQCD�?KJJA?PEKJ�=PPAILP�SEHH�=QPKI=PE?=HHU�D=LLAJ�>ABKNA�?KJOE@ANEJC�PDA
?KJJA?PEKJ�B=EHA@��4DEO�I=U�?=QOA�=J�=@@EPEKJ=H�@AH=U�BKN�PNQHU�QJNA=?D=>HA��BKN�AT=ILHA��IEO?KJ`CQNA@	
?KJJA?PEKJ�=PPAILPO��)B�PDA�NAIKPA�OP=PEKJ�O�?ANPE`?=PA�QOA@�>U�EPO�7A>3ANRE?A�EO�QJPNQOPA@��OAHB
OECJA@	��=�JAS
AJPNU�I=U�=LLA=N�EJ�PDA�?HEAJP�O�#ANPE`?=PA�-=J=CAIAJP�O!H!HHKSA@�(KOPOHKSA@�(KOPOP=>�BKN�PDA�BKTSOO�?KJJA?PEKJ
=PPAILP�I=@A�PK�PDA�NAIKPA�DKOP�O�(4403�LKNP��4DEO�AJPNU�SEHH�>A�?NA=PA@�EB�=J�AJPNU�S=O�JKP�=HNA=@U�KJA�BNKI
=�LNEKN�?KJJA?PEKJ�PK�PDA�(4403�LKNP�BKN�=JU�KPDAN�NA=OKJ�

0NANAMQEOEPAO

\ .E=C=N=����� =J@�H=PAN�D=O�>AAJ�EJOP=HHA@��&KT�KRAN�7A>3K?GAP�EO�AJ=>HA@�>U�@AB=QHP�

\ .K�JAS�HE?AJOA�NAMQENAIAJPO�=NA�JAA@A@�

#KJJA?PEJC�BNKI 7 KNG>AJ?DPK�=�OP=PEKJ

��3PAL )J 7 KNG>AJ?D��?HE?G&EHA&EHA� /LAJ/LAJ � /LAJ�3P=P/LAJ�3P=PEKJEKJ�
4DA#KJJA?P#KJJA?PSEJ@KS�KLAJO�

��3PAL &NKI�P DAType @NKL
@KSJ�IAJQ��OAHA?PStation TLS WebSocket Connection �

NOTE: #KJ`CQNA�PDA�LKNP�PK�?KJJA?P�PK�PDA�P=NCAP�OP=PEKJ�O�(4403�LKNP�=O�@A`JA@�EJ�PDA�P=NCAP
OP=PEKJ�O�7A>3ANRE?A�

9KQ�?=J�OPEHH�QOA�PDAStation TLS Connection =J@�PDAStation Connection KLPEKJ��(KSARAN�
EB�PDA�EJEPE=H�BKTO�BKT�?KJJA?PEKJ�B=EHO��=�B=HH
PDNKQCD�?KJJA?PEKJ�PK�BKTSOO�I=U�>A�=PPAILPA@�=O
OP=PA@�EJ�PDA#KJJA?P#KJJA?PSEJ@KS�Connect to station using fox over TLS (foxs). May
revert to a Station TLS WebSocket Connection on failed foxs attempt �

��3PAL 4K�?KJ`CQNA�PDA�B=HH
PDNKQCD�?KJJA?PEKJ�=PPAILP�PK�BKTSOO�EJ7 KNG>AJ?D��OAHA?P44KKHOKKHO� /LP/LP EKJOEKJO
� &KT�/LP&KT�/LPEKJOEKJO��(ANA�UKQ�?=J�OLA?EBU�PDA�LNABANNA@�(4403�LKNP�PK�QOA�BKN�PDA�BKTSOO�B=HH
PDNKQCD
?KJJA?PEKJ�=PPAILP�

&KT�/RAN�7A>3K?GAP�?KJJA?PEKJ .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A
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9KQ�?=J�=HOK�=@FQOP�PDAAttempt Fox Over WebSocket If Fox Or Foxs Fails OAPPEJC�PK
AJ=>HA�KN�@EO=>HA�PDA�B=HH
PDNKQCD�BKTSOO�?KJJA?PEKJ�=PPAILP�

/J?A�=�BKTSOO�?KJJA?PEKJ�EO�AOP=>HEODA@�BNKI 7 KNG>AJ?DPK�=�OP=PEKJ��UKQ�?=J�?KJPEJQA�PK
J=REC=PA�PDA�OP=PEKJ�=O�>ABKNA�

#KJJA?PEJC�BNKI�OP=PEKJ�PK�OP=PEKJ
&KN�OP=PEKJ
PK
OP=PEKJ�?KJJA?PEKJO��UKQ�?=J�?KJ`CQNA�PDA�QOA�KB�&KT�KRAN�7A>3K?GAP�EJ�PDA�.E=C=N=3P=PEKJO�KB
PDA�.E=C=N=.APSKNG�

��3PAL 5J@AN.E=C=N=.APSKNG.E=C=N=.APSKNG� .E=C=N=3P=P.E=C=N=3P=PEKJEKJ� #H#HEAJP�#KJJA?PEAJP�#KJJA?PEKJEKJ��PDA�BKHHKSEJC�?KJ`CQN=PEKJ�KLPEKJO
=NA�=R=EH=>HA�

��3PAL Fox Over WebSocket ��&NKI�P DA�@NKL
@KSJ�IAJQ��OAHA?PUse WebSocket if Fox or Foxs
fails �@AB=QHP	�EB�UKQ�LNABAN�BKT�KN�BKTO�=O�?KJ`CQNA@�>U�PDA�ATEOPEJC�LNKLANPEAO��>QP�S=JP�PK�=HHKS
BKTSOO�PK�>A�QOA@�=O�=�B=HH
PDNKQCD�EB�PDA�BKT�BKTO�=PPAILP�EJEPE=HHU�B=EHO��9KQ�?=J�=HOK�OAHA?PUse
WebSocket Only KNWebSocket Disabled ��&KN�IKNA�EJBKNI=PEKJ��OAA��BKT
&KT#HEAJP#KJJA?PEKJ�
EJ�PDA.E=C=N=�$NERANO�'QE@A�

��3PAL Fox Over WebSocket Port ��$A`JA�PDA�LKNP�PK�QOA�BKN�BKTSOO�?KJJA?PEKJO��4DEO�ODKQH@�>A�PDA
(4403�LKNP�QOA@�>U�PDA�NAIKPA�OP=PEKJ��&KN�IKNA�EJBKNI=PEKJ��OAA��BKT
&KT#HEAJP#KJJA?PEKJ��EJ
PDA.E=C=N=�$NERANO�'QE@A�

��3PAL Fox Over WebSocket in Use ��4DEO�EO�=�NA=@
KJHU�R=HQA�PD=P�EJ@E?=PAO�SDAPDAN�PDA�H=OP�OQ??AOOBQH
?KJJA?PEKJ�QOA@�BKTSOO�KN�JKP��4DEO�DAHLO�@APANIEJA�SDAJ�PDA�B=HH
PDNKQCD�K??QNO��&KN�IKNA
EJBKNI=PEKJ��OAA��BKT
&KT#HEAJP#KJJA?PEKJ��EJ�PDA.E=C=N=�$NERANO�'QE@A�

��3PAL 4K�?KJ`CQNA�PDA�B=HH
PDNKQCD�?KJJA?PEKJ�=PPAILP�PK�BKTSOO��BKN�=JU�KPDAN�?K@A�NQJJEJC�KJ�PDA
OP=PEKJ�PD=P�I=GAO�=�?HEAJP�?KJJA?PEKJ�PK�=JKPDAN�OP=PEKJ��KQPOE@A�KB�.E=C=N=.APSKNG	��J=REC=PA�PK
PDA�NKKP�OP=PEKJ�OConfig LNKLANPU�ODAAP�=J@�KLAJ�PDA3UO�)JBK3UO�)JBK� #KJ`C�&=?APO#KJ`C�&=?APOSEJ@KS�
9KQ�?=J�=@@�B=?APO�PK�OLA?EBU�SDE?D�LKNP�PK�QOA�BKN�PDA�BKTSOO�B=HH
PDNKQCD�=PPAILPO�KB�OQ?D
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=J@�=OOECJO�PDA�?ANPE`?=PA�SEPD�PDA�LQ>HE?�GAU�EJ�PDA�OANRAN�=QPDAJPE?=PKN��4DA�BKHHKSEJC�LNK?A@QNA�@AP=EHO�PDEO
?KJ`CQN=PEKJ�IAPDK@�

#KJBECQNEJC�=�QOAN�BKN�?HEAJP�?ANPEBE?=PA�=QPDAJPE?=PEKJ
!�OP=PEKJ�=@IEJ�QOAN�LANBKNIO�PDEO�LNK?A@QNA�PK�?KJ`CQNA�=�JAS�QOAN�=??KQJP�PK�QOA�PDA
#HEAJP#ANP!QPD3?DAIA��=J@�=OOECJ�PDA�QOANYO�?ANPE`?=PA�SEPD�EPO�LQ>HE?�GAU�PK�PDA�QOANYO
#HEAJP#ANP!QPDAJPE?=PKN�

Prerequisites:

\ 9KQ�=NA�SKNGEJC�EJ�=�HE?AJOA@7 KNG>AJ?DEJOP=HH=PEKJ�

\ 9KQ�D=RA�=HNA=@U�=?MQENA@�PDA�?ANPE`?=PA�SEPD�PDA�LQ>HE?�GAU�?NA=PA@�>U�PDA�QOAN�

4DEO�?D=LPAN�LNKRE@AO�=�OAL=N=PA�SKNGaKS�BKN�PDA�QOAN��)P�@AO?NE>AO�DKS�PK�?NA=PA�=�?HEAJP�?ANPE`?=PA��ATLKNP�EP
SEPD�EPO�LQ>HE?��PDAJ�EPO�LNER=PA�GAU��=J@�EJOP=HH�PDA�?ANPE`?=PA�EJ�=�>NKSOAN�

��3PAL )J�PDA7 KNG>AJ?D.=R�PNAA��ATL=J@�PDA�OP=PEKJYO3ANRE?AO3ANRE?AO� !QP!QPDAJPDAJPE?=PE?=PEKJ3ANRE?AEKJ3ANRE?A�
!QP!QPDAJPDAJPE?=PE?=PEKJ3?DAIAOEKJ3?DAIAOJK@A�

��3PAL /LAJ�P DA?HEAJP#ANP!QPDL=HAPPA�=J@�@N=C�PDA#H#HEAJP#ANP!QPEAJP#ANP!QPD3?DAIAD3?DAIA PK�PDA
!QP!QPDAJPDAJPE?=PE?=PEKJ3?DAIAOEKJ3?DAIAOBKH@AN�

��3PAL %TL=J@�PDA!QP!QPDAJPDAJPE?=PE?=PEKJ3?DAIAOEKJ3?DAIAO=J@�@KQ>HA
?HE?G�PDA#H#HEAJP#ANP!QPEAJP#ANP!QPD3?DAIAD3?DAIA PK�KLAJ�PDA

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A 5OAN�=QPDAJPE?=PEKJ

-=N ?D��������� ��



0N0NKLANPU�3DAAPKLANPU�3DAAPREAS��=J@�A@EP�PDA�@AB=QHPLogin Button Text =O�JAA@A@�
4DEO�HKCEJ�>QPPKJ�EO�=@@A@�PK�PDA�HKCEJ�SEJ@KS�BKN�=�>NKSOAN�OP=PEKJ�?KJJA?PEKJ��EJ�=@@EPEKJ�PK�=JU
33/�HKCEJ�>QPPKJO�BKN�KPDAN�?KJ`CQNA@�33/�O?DAIAO	�

��3PAL 4K�?NA=PA�=�JAS�QOAN��@KQ>HA
?HE?G5OAN3ANRE?A5OAN3ANRE?A��=J@�EJ�PDA5OAN�-=J=CAN5OAN�-=J=CAN?HE?G.AS.AS �

��3PAL 4K�=??ALP�@AB=QHP�AJPNEAO�BKNType to add =J@Number to add ��?HE?G/+/+ EJ�PDA�?KJ`CQN=PEKJ
LKLQL�SEJ@KS�

��3PAL )J�PDA�OA?KJ@�?KJ`CQN=PEKJ�SEJ@KS��AJPAN�QOAN�@AP=EHO��EJ?HQ@A�=�L=OOSKN@�KPDANSEOA�UKQ�SEHH�>A
LNKILPA@�PK�AJPAN�KJA	��?HE?G�PDAAuthentication Scheme Name @NKL
@KSJ�HEOP��OAHA?P�PDA
#H#HEAJP#ANP!QPEAJP#ANP!QPD3?DAIAD3?DAIA��=J@�?HE?G/+/+ �
!P�PDEO�LKEJP��UKQ�I=U�OAA�PDA�BKHHKSEJC�IAOO=CAO��)B�OK��@EONAC=N@�PDA�IAOO=CAO��?HE?G/+/+ PK�?HKOA
A=?D�LKLQL�SEJ@KS��=J@�?KJPEJQA�SEPD�PDA�JATP�OPAL�

4DA�JAS�QOAN�EO�=@@A@�EJ�PDA5OAN�-=J=CAN5OAN�-=J=CANREAS�

��3PAL $KQ>HA
?HE?G�PDA�JAS�QOAN�PK�KLAJ�=0N0NKLANPU�3DAAPKLANPU�3DAAPREAS��=J@�?HE?G�PK�ATL=J@Authenticator �

��3PAL 5J@ANCertificate ��?HE?G#DKKOA�&EHA#DKKOA�&EHAPK�KLAJ�=�&EHA�#DKKOAN�SEJ@KS��>NKSOA�PK�HK?=PA�=J@
OAHA?P�PDA�QOAN
LNKRE@A@�LQ>HE?�?ANPE`?=PA��*.pem 	�`HA�=J@�?HE?G/+/+ �
!�JKP E?A�=LLA=NO�=HANPEJC�UKQ�PD=P�PDA�QOANYO�?ANPE`?=PA�?D=JCA�SEHH�LNARAJP�PDAI�BNKI�?KJJA?PEJC
QJPEH�PDA&KT3ANRE?A&KT3ANRE?A=J@77 A>3ANRE?AA>3ANRE?A=NA�NAOP=NPA@�

��3PAL #HE?G3=RA3=RA�
4DA3=RA3=RA=?PEKJ�PNECCANO�=�PEIAN�PK�NAOP=NP�PDA�&KT�=J@�7A>�OANRE?AO�EJ�PSK
IEJQPAO��9KQ�?=J�=HOK
NAOP=NP�PDA�OANRE?AO�I=JQ=HHU��4DA�NAOP=NP�EO�JA?AOO=NU�BKN�UKQN�?D=JCAO�PK�P=GA�ABBA?P�

Result
!BPAN�PDEO�?KJ`CQN=PEKJ�EO�OQ??AOOBQHHU�?KILHAPA@��SDAJ�PDA�QOAN�=PPAILPO�PK�HKC�EJ�PK�PDA�OP=PEKJ�RE=�=�>NKSOAN�
PDA�>NKSOAN�`NOP�LNKILPO�PDA�QOAN�PK�OAHA?P�PDA�LNER=PA�?ANPE`?=PA�PK�QOA�PK�=QPDAJPE?=PA�PK�PDA�OP=PEKJ��.ATP�
PDA�>NKSOAN�@EOLH=UO�PDA�OP=PEKJ�LNA
HKCEJ�SEJ@KS�SDANA�PDA�QOAN�?HE?GO�PDA,KCEJ�7,KCEJ�7EPEPD�#HD�#HEAJP#ANP!QPEAJP#ANP!QPDD>QPPKJ
=J@�EIIA@E=PAHU�=QPDAJPE?=PAO�PK�PDA�OP=PEKJ��4DANA�EO�JK�JAA@�PK�AJPAN�QOANJ=IA�=J@�L=OOSKN@�?NA@AJPE=HO�
&KN�IKNA�@AP=EHO��NABAN�PK�PDA�LNK?A@QNA�Z,KCCEJC�EJ�RE=�>NKSOAN�QOEJC�?HEAJP�?ANPE`?=PA�=QPDAJPE?=PEKJ[�

5OAN�SKNGBHKS�BKN�?HEAJP�?ANPEBE?=PA�=QPDAJPE?=PEKJ
!�QOAN�LANBKNIO�PDEO�SKNGaKS�=O�=�LNAHEIEJ=NU�OPAL�LNEKN�PK�PDA�OP=PEKJ�=@IEJEOPN=PKN�OAPPEJC�QL�BKN�?HEAJP
?ANPE`?=PA�=QPDAJPE?=PEKJ�

4DA�QOAN�CAJAN=PAO�=�JAS�?HEAJP�?ANPE`?=PA�=J@�ATLKNPO�EP�SEPD�EPO�LQ>HE?�GAU��=J@�=C=EJ�SEPD�EPO�AJ?NULPA@
LNER=PA�GAU�

!BPANS=N@O��PDA�QOAN�CERAO�PDA�?ANPE`?=PA�SEPD�LQ>HE?�GAU�PK�PDA�OP=PEKJ�=@IEJEOPN=PKN�SDK�QOAO�EP�PK�OAP�QL
#HEAJP�#ANPE`?=PA�!QPDAJPE?=PEKJ�KJ�PDA�OP=PEKJ�

4DA�QOAN�O=RAO�PDA�ATLKNPA@�?ANPE`?=PA�SEPD�EPO�AJ?NULPA@�LNER=PA�GAU�EJ�=�O=BA�HK?=PEKJ�KJ�KQN�0#�`HA�OUOPAI
BKN�H=PAN�HKCEJ�QOA��4DA�LNER=PA�GAU�EO�OAJOEPERA�EJBKNI=PEKJ�=J@�ODKQH@�>A�GALP�SAHH�LNKPA?PA@��!O�=�QOAN��@K�JKP
OPKNA�UKQN�?ANPE`?=PA�SEPD�EPO�LNER=PA�GAU�OKIASDANA�SDANA�EP�IECDP�>A�=??AOOE>HA�PK�KPDANO�

)J�=�OQ>OAMQAJP�LNK?A@QNA��PDA�QOAN�EJOP=HHO�PDA�?ANPE`?=PA�SEPD�EPO�LNER=PA�GAU�EJ�PDA�SA>�>NKSOAN�

#NA=PEJC�=�?HEAJP�?ANPEBE?=PA
4DEO�LNK?A@QNA�QOAO�PDA7 KNG>AJ?D#ANP#ANPE`?=PA�-=J=CAIAJPE`?=PA�-=J=CAIAJPPKKH�N=PDAN�PD=J�PDA�OP=PEKJ�O�?ANPE`?=PA�OPKNAO�PK
CAJAN=PA�=�?HEAJP�?ANPE`?=PA�BKN�?HEAJP�?ANPE`?=PA�=QPDAJPE?=PEKJ��"U�CAJAN=PEJC�PDA�?ANPE`?=PA�PDEO�S=U��PDA
?ANPE`?=PA�NAOE@AO�EJ�PDA7 KNG>AJ?DOPKNAO�

Prerequisites:

\ 9KQ�D=RA�PDA�NAMQENA@�=QPDKNEPU�PK�?NA=PA�?ANPE`?=PAO�

\ 9KQ�=NA�NQJJEJC7 KNG>AJ?DKJ�UKQN�0#�

5OAN�=QPDAJPE?=PEKJ .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

�� -=N ?D���������



NOTE: 4DKOA�AJ@�QOANO�SDK�@K�JKP�D=RA7 KNG>AJ?DSEHH�JAA@�PK�QOA�OKIA�KPDAN�PKKH��BKN�AT=ILHA��/LAJ33,	
PK�CAJAN=PA�=�?HEAJP�?ANPE`?=PA�

��3PAL )J 7 KNG>AJ?D��?HE?G44KKHOKKHO� #ANP#ANPE`?=PA�-=J=CAIAJPE`?=PA�-=J=CAIAJP�

��3PAL #HE?G�PDA.AS.AS >QPPKJ�=P�PDA�>KPPKI�KB�PDA�REAS�
4DA'AJAN=PA�3AH'AJAN=PA�3AHB�3ECJA@�#ANPB�3ECJA@�#ANPE`?=PAE`?=PASEJ@KS�KLAJO�

��3PAL 'ERA�PDA�?ANPE`?=PA�=P�HA=OP�PDA�NAMQENA@�EJBKNI=PEKJAlias � Common Name(CN)� Organization ��=J@
Country Code �

\ 5OAAlias PK�E@AJPEBU�PDEO�=O�=�?HEAJP�?ANPE`?=PA�

\ %JPANEJC�UKQN�OP=PEKJ�QOANJ=IA�EJ�PDACommon NameLNKLANPU�B=?EHEP=PAO�H=PAN�=QPDAJPE?=PEKJ
KJ�PDA�OP=PEKJ�

\ 4DA�PSK
?D=N=?PANCountry Code EO�NAMQENA@�=J@�IQOP�>A�=�GJKSJ�R=HQA��OQ?D�=O��53��).��#!�
&2��$%��%3��AP?���NABAN�PK�PDA�)3/�#/$%�?KHQIJ�=P�?KQJPNU?K@A�KNC	�

��3PAL &KNCertificate Usage ��OAHA?PClient �

��3PAL 7DAJ�UKQ�D=RA�`HHA@�EJ�PDA�NAMQENA@�`AH@O��?HE?G/+/+ �
4DA�OUOPAI�OQ>IEPO�PDA�?ANPE`?=PA�BKN�LNK?AOOEJC�EJ�PDA�>=?GCNKQJ@��!�LKL
QL�SEJ@KS�EJ�PDA
HKSAN�NECDP�LKNPEKJ�KB�UKQN�O?NAAJ�=@REOAO�UKQ�NAC=N@EJC�PDA�PEIA�EP�I=U�P=GA�PK�CAJAN=PA�PDA
?ANPE`?=PA��4DA�HAJCPD�KB�PEIA�EP�P=GAO�@ALAJ@O�KJ�PDA�GAU�OEVA�=J@�PDA�LH=PBKNIYO�LNK?AOOEJC
?=L=>EHEPU�

7DAJ�?NA=PA@��PDA�?ANPE`?=PA�=LLA=NO�=O�=�JAS�NKS�EJ�PDA5OAN�+AU�3PKNA P=>HA�

Next steps

4DA�JATP�L=NP�KB�PDA�SKNGaKS�EO�PK�ATLKNP�PDEO�?HEAJP�?ANPE`?=PA�EJ�PSK�@EBBANAJP�BKNI=PO��LQ>HE?�=J@�LNER=PA�

%TLKNPEJC�=�?HEAJP�?ANPEBE?=PA
4DEO�LNK?A@QNA�@AO?NE>AO�PDA�OPALO�PK�ATLKNP�UKQN�?HEAJP�?ANPE`?=PA�EJ�PSK�BKNI=PO��LQ>HE?�GAU�=J@�LNER=PA�GAU�
4DA�?ANPE`?=PA�SEPDPublic GAU�EO�JKP�?KJOE@ANA@�LNKPA?PA@�@=P=��UKQ�?=J�OD=NA�EP�=O�JAA@A@��"U�?KJPN=OP��PDA
?ANPE`?=PA�SEPD�=J�AJ?NULPA@Private GAU�EO�LNKPA?PA@�@=P=��BKN�UKQN�QOA�KJHU��)P�EO�L=NP�KB�UKQN�@ECEP=H�E@AJPEPU�
=J@�ODKQH@�>A�GALP�EJ�=�O=BA�HK?=PEKJ��JKP�=??AOOE>HA�>U�=JUKJA�AHOA�

Prerequisites:

\ 9KQ�=NA�NQJJEJC7 KNG>AJ?DKJ�UKQN�0#�

\ 9KQ�=NA�HKCCA@�EJ�PK�PDA�OP=PEKJ�

\ 9KQ�D=RA�=HNA=@U�CAJAN=PA@�=�?HEAJP�?ANPE`?=PA��SDE?D�LH=?AO�EP�EJ�UKQN�?ANPE`?=PA5OAN�+AU�3PKN5OAN�+AU�3PKNAA�

��3PAL )J 7 KNG>AJ?D��KLAJ�PDA#ANP#ANPE`?=PA�-=J=CAIAJPE`?=PA�-=J=CAIAJPREAS�

��3PAL /J�P DA5OAN�+AU�3PKN5OAN�+AU�3PKNAA P=>��OAHA?P�UKQN�?HEAJP�?ANPE`?=PA�=J@�?HE?G%TLKNP%TLKNP�
4DA�OUOPAI�KLAJO�PDA#ANP#ANPE`?=PA�%TLKNPE`?=PA�%TLKNPSEJ@KS�

��3PAL 4K�ATLKNP�PDAPublic ?ANPE`?=PA��?HE?G/+/+ �@K�JKP�OAHA?PExport the private key 	�

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A 5OAN�=QPDAJPE?=PEKJ

-=N ?D��������� ��



!�OA?KJ@#ANP#ANPE`?=PA�%TLKNPE`?=PA�%TLKNPSEJ@KS�KLAJO�

��3PAL 5OA�PDA�@AB=QHP�HK?=PEKJ�KJ�UKQN�0#YO�`HA�OUOPAI��KN�J=REC=PA�PK�=JKPDAN�HK?=PEKJ	�=J@�?HE?G3=RA3=RA�
4DA�OUOPAI�?KJ`NIO�PD=P�PDA�?ANPE`?=PA�ATLKNP�S=O�OQ??AOOBQH�

��3PAL 4K�?HKOA�PDA�?KJ`NI=PEKJ�SEJ@KS��?HE?G/+/+ =J@�LNK?AA@�SEPD�PDA�NAI=EJEJC�OPALO�PK�ATLKNP�PDA
?ANPE`?=PA�SEPD�EPOPrivate GAU�

��3PAL /J�P DA5OAN�+AU�3PKN5OAN�+AU�3PKNAA P=>��SDANA�UKQN�?HEAJP�?ANPE`?=PA�EO�OPEHH�OAHA?PA@�=J@�?HE?G%TLKNP%TLKNP=�OA?KJ@
PEIA�

5OAN�=QPDAJPE?=PEKJ .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

�� -=N ?D���������



4DA#ANP#ANPE`?=PA�%TLKNPE`?=PA�%TLKNPSEJ@KS�KLAJO�

��3PAL 4DEO�PEIA�EJ�PDA#ANP#ANPE`?=PA�%TLKNPE`?=PA�%TLKNPSEJ@KS�EJ�PDA0NER=PA�+AU0NER=PA�+AUOA?PEKJ��OAHA?PExport the private
key ��QJ@ANEncrypt exported private key ��?NA=PA�=�OPNKJC�L=OOSKN@�=J@�?HE?G/+/+ �

NOTE: "A�OQNA�PK�I=GA�JKPA�KB�PDEO�L=OOSKN@��=J@�GAAL�EP�EJ�=�OA?QNA�LH=?A��,=PAN��SDAJ
=QPDAJPE?=PEJC�PK�=�OP=PEKJ�QOEJC�PDA�?HEAJP�?ANPE`?=PA��UKQ�SEHH�>A�LNKILPA@�PK�AJPAN�PDEO�LNER=PA
GAU�L=OOSKN@�

4DA�OA?KJ@#ANP#ANPE`?=PA�%TLKNPE`?=PA�%TLKNPSEJ@KS�KLAJO�

��3PAL 5OA�PDA�@AB=QHP�HK?=PEKJ�KJ�UKQN�0#YO�`HA�OUOPAI��KN�J=REC=PA�PK�=JKPDAN�O=BAN�HK?=PEKJ	�=J@�?HE?G
3=RA3=RA�
4DA�OKBPS=NA�O=RAO�UKQN�LQ>HE?�=J@�LNER=PA�?HEAJP�?ANPE`?=PAO�=O*.pem `HAO�PK�PDA
~certManagement BKH@AN�EJ�UKQN�5OAN�(KIA��KN�EJ�PDA�HK?=PEKJ�UKQ�OAHA?PA@�@QNEJC�PDA�ATLKNP�
-=GA�OQNA�PDEO�HK?=PEKJ�EO�O=BA��=J@�JKP�=??AOOE>HA�>U�=JUKJA�AHOA�
4DA�OUOPAI�?KJ`NIO�PD=P�PDA�?ANPE`?=PA�ATLKNP�S=O�OQ??AOOBQH��4K�?HKOA�PDA�?KJ`NI=PEKJ�SEJ@KS�
?HE?G/+/+ �

��3PAL 'ERA�PDA�LQ>HE?�?ANPE`?=PA�`HA�PK�PDA�3P=PEKJ�!@IEJ�SDK�SEHH�QOA�EP�EJ�OAPPEJC�QL�#HEAJP�#ANPE`?=PA
!QPDAJPE?=PEKJ�KJ�PDA�OP=PEKJ�

Next steps

)J�=�OAL=N=PA�LNK?A@QNA��UKQ�SEHH�EJOP=HH�PDA�LNER=PA�?ANPE`?=PA�`HA�EJ�UKQN�>NKSOAN�PNQOP�OPKNA�BKN�QOA�SDAJ
HKCCEJC�EJ�PK�PDA�OP=PEKJ�

NOTE: .KP�=HH�>NKSOANO�SEHH�=??ALP�LNER=PA�?ANPE`?=PA�`HAO�EJ*.pem `HA�BKNI=P��)JOPA=@��PDAU�NAMQENA�KPDAN
BKNI=PO(*.pfx � *.p12 ��AP?�	��)B�UKQN�>NKSOAN�NAMQENAO�KPDAN�PD=J*.pem `HAO��?KJRANOEKJ�PKKHO��A�C��/LAJ33,�
AP?�	�=NA�NA=@EHU�=R=EH=>HA�SDE?D�UKQ�?=J�QOA�PK�?KJRANP�UKQN�LNER=PA�?ANPE`?=PA�`HA�PK�PDA�NAMQENA@�BKNI=P�

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A 5OAN�=QPDAJPE?=PEKJ

-=N ?D��������� ��



)JOP=HHEJC�PDA�LNER=PA�?HEAJP�?ANPEBE?=PA�EJ�UKQN�>NKSOAN�PNQOP�OPKNA
4DEO�LNK?A@QNA�@AO?NE>AO�PDA�OPALO�PK�EJOP=HH�UKQN�?HEAJP�?ANPE`?=PA�SEPD�EPOPrivate GAU�EJ�UKQN�>NKSOANYO
?ANPE`?=PA�PNQOP�OPKNA��7DAJ�=�OP=PEKJ�=�OP=PEKJ�EO�?KJ`CQNA@�BKN�?HEAJP�?ANPE`?=PA�=QPDAJPE?=PEKJ��EPO�HKCEJ
NABANAJ?AO�PDEO�?ANPE`?=PA�RE=�PDA�>NKSOAN�

Prerequisites:

\ 9KQ�D=RA�LNAREKQOHU�CAJAN=PA@�=�?HEAJP�?ANPE`?=PA�=J@�ATLKNPA@�EP�SEPD�EPO�AJ?NULPA@�LNER=PA�GAU�

\ )B�JAA@A@��UKQ�D=RA�QOA@�=�PDEN@
L=NPU�?KJRANOEKJ�PKKH�PK�?KJRANP�UKQN�LNER=PA�?ANPE`?=PA*.pem `HA�PK�PDA
?ANPE`?=PA�`HA�BKNI=P�NAMQENA@�>U�UKQN�>NKSOAN��BKN�AT=ILHA�*.pfx KN*.p12 � *.pkcs12 	�

4DEO�LNK?A@QNA�@AO?NE>AO�EJOP=HHEJC�PDA�LNER=PA�?ANPE`?=PA�EJ�PDA�#DNKIA�SA>�>NKSOAN�?ANPE`?=PA�OPKNAO�QOEJC
PDA�#ANPE`?=PA�EILKNP�PKKH�=R=EH=>HA�PDANA��4DA�LNK?A@QNA�R=NEAO�OKIASD=P�@ALAJ@EJC�KJ�SDE?D�>NKSOAN�UKQ
QOA��>QP�EP�ODKQH@�>A�OEIEH=N�PK�SD=P�EO�@AO?NE>A@�DANA�

��3PAL )J�PDA�#DNKIA�>NKSOANYO3APP3APPEJCOEJCOREAS��?HE?G�KJ�PDA-=EJ�-AJQ-=EJ�-AJQ E?KJ��QLLAN�HABP	�=J@�?HE?G
!@R=J?A@!@R=J?A@� 0NER=?U�=J@�OA?QNEPU0NER=?U�=J@�OA?QNEPU�

��3PAL /J�P DA0NER=?U�=J@�OA?QNEPU0NER=?U�=J@�OA?QNEPUREAS��O?NKHH�@KSJ�=J@�?HE?G-=J=CA�?ANP-=J=CA�?ANPE`?=PAOE`?=PAO�

��3PAL )J�PDA#ANP#ANPE`?=PAOE`?=PAOSEJ@KS�KJ�PDA0ANOKJ=H0ANOKJ=HP=>��?HE?G)ILKNP)ILKNP=J@�BKHHKS�PDA�LNKILPO�EJ�PDA
#ANP#ANPE`?=PA�)ILKNP�7E`?=PA�)ILKNP�7EV=NEV=N@@PK�EILKNP�UKQN�?KJRANPA@�LNER=PA�?ANPE`?=PA�`HA�PK�PDA�>NKSOAN�PNQOP
OPKNA�
5OA�PDA�@AB=QHP�`HA�HK?=PEKJ�EJ@E?=PA@�>U�PDA�EILKNP�PKKH��&KN�AT=ILHA��>U�@AB=QHP�PDA�EILKNP�PKKH
EJ�#DNKIA�EJ@E?=PAO�PDA�0ANOKJ=H�PNQOP�OPKNA�HK?=PEKJ�
9KQN�LNER=PA�?ANPE`?=PA�EO�OQ??AOOBQHHU�EJOP=HHA@�EJ�UKQN�>NKSOANYO�?ANPE`?=PA�PNQOP�OPKNA�

Result

!P�PDEO�LKEJP��UKQ�D=RA�?KILHAPA@�PDA�QOAN�SKNGaKS�BKN�?HEAJP�?ANPE`?=PA�=QPDAJPE?=PEKJ��)B�PDA�OP=PEKJ�EO
LNKLANHU�?KJ`CQNA@��UKQ�ODKQH@�>A�=>HA�PK�HKC�EJ�RE=�>NKSOAN��KN7 KNG>AJ?D	�QOEJC�?HEAJP�?ANPE`?=PA
=QPDAJPE?=PEKJ�

%TLKNP�#HEAJP�#ANPEBE?=PA�EJ�0+#3���&KNI=P
3P=NPEJC�EJ�.E=C=N=�������SEJ@KSO�KJHU�OQLLKNPO�ATLKNPEJC�=�?HEAJP�?ANPE`?=PA�=J@�LNER=PA�GAU�EJ�0+#3��
BKNI=P��4DEO�LNK?A@QNA�ATLH=EJO�DKS�PK�ATLKNP�PDA�?HEAJP�?ANPE`?=PA�EJ�PDA7 KNG>AJ?DPK�=QPDAJPE?=PA�PDA
OP=PEKJ�RE=�>NKSOAN��SEPDKQP�JAA@EJC�PDA�/LAJ33,�

Prerequisites:

\ 7 KNG>AJ?DEO�NQJJEJC�=J@�?KJJA?PA@�PK�OP=PEKJ�

\ 9KQ�D=RA�=HNA=@U�CAJAN=PA@�=�?HEAJP�?ANPE`?=PA��SDE?D�LH=?AO�?ANPE`?=PA�EJ5OAN�+AU�3PKN5OAN�+AU�3PKNAA�

��3PAL )J 7 KNG>AJ?D��?HE?G44KKHOKKHO� #ANP#ANPE`?=PA�-=J=CAIAJPE`?=PA�-=J=CAIAJP�

5OAN�=QPDAJPE?=PEKJ .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

�� -=N ?D���������



4DA#ANP#ANPE`?=PA�-=J=CAIAJPE`?=PA�-=J=CAIAJPREAS�KLAJO�

��3PAL 4K�ATLKNP�=�?ANPE`?=PA�KJ�PDA5OAN�+AU�3PKN5OAN�+AU�3PKNAA P=>��OAHA?P�PDA�?ANPE`?=PA�=J@�?HE?G%TLKNP%TLKNP�
4DA#ANP#ANPE`?=PA�%TLKNPE`?=PA�%TLKNPSEJ@KS�KLAJO�

��3PAL $K�PDA�BKHHKSEJC�=J@�?HE?G/+/+ �

\ &KN�PDA%TLKNP�BKNI=P%TLKNP�BKNI=P��OAHA?P�PDAPKCS12BKNI=P�BNKI�P DA�@NKL
@KSJ�IAJQ�

\ )J�PDA0NER=PA�+AU0NER=PA�+AUOA?PEKJ��?HE?G�PDA�?DA?G>KT�=O%TLKNP�P%TLKNP�PDA�LNER=PA�GAUDA�LNER=PA�GAU=J@�AJPAN�PDA
L=OOSKN@�EJ�PDA0NER=PA�GAU�0=OOSKN0NER=PA�GAU�0=OOSKN@�N@�NAMQENAMQENA@	A@	�

4DA&EHA�#DKKOAN&EHA�#DKKOANSEJ@KS�KLAJO��3=RA�PDA�?ANPE`?=PA�EJ�PDA5OAN�(KIA5OAN�(KIA �

��3PAL $KQ>HA
?HE?G5OAN�(KIA5OAN�(KIA =J@�?HE?G3=RA3=RA�
4DA�?ANPE`?=PA�EO�ATLKNPA@�OQ??AOOBQHHU�

��3PAL .=REC=PA�PK�?ANPE`?=PA�HK?=PEKJ�=J@�@KQ>HA
?HE?G�PDA�?ANPE`?=PA�
4DA#ANP#ANPE`?=PA�)ILKNP�7E`?=PA�)ILKNP�7EV=NEV=N@@KLAJO�

��3PAL 6ANEBU�=J@�?HE?G.ATP.ATP PK�?KJPEJQA�

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A 5OAN�=QPDAJPE?=PEKJ

-=N ?D��������� ��



4DA&EHA�PK�)ILKNP&EHA�PK�)ILKNPSEJ@KS�KLAJO�

��3PAL 4K�EILKNP�PDA�`HA��?HE?G"N"NKSOAKSOAKN�?KJPEJQA�SEPD�PDA�ATEOPEJC�`HA�=J@�?HE?G.ATP.ATP�
4DA0NER=PA�+AU�0N0NER=PA�+AU�0NKPA?PKPA?PEKJEKJSEJ@KS�KLAJO�

��3PAL 4ULA�PDA�L=OOSKN@�=J@�?HE?G.ATP.ATP�

5OAN�=QPDAJPE?=PEKJ .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

�� -=N ?D���������



4DA#ANP#ANPE`?=PA�3PKNE`?=PA�3PKNAA SEJ@KS�KLAJO�

��3PAL 4K�OPKNA�PDA�?ANPE`?=PA��OAHA?P�PDA�?ANPE`?=PA�=O0H=?A�=H0H=?A�=HH�?ANPH�?ANPE`?=PAO�EJ�PE`?=PAO�EJ�PDA�BKHDA�BKHHKSEJC�OPKNHKSEJC�OPKNAA =J@�?HE?G
"N"NKSOAKSOA�
4DA3AHA?P�#ANP3AHA?P�#ANPE`?=PA�3PKNE`?=PA�3PKNAA SEJ@KS�KLAJO�

���3PAL 3AHA?P�PDA0ANOKJ=H0ANOKJ=HOPKNA��?HE?G/+/+ =J@.ATP.ATP�

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A 5OAN�=QPDAJPE?=PEKJ

-=N ?D��������� ��



4DA#KILHAP#KILHAPEJC�PEJC�PDA�#ANPDA�#ANPE`?=PA�)ILKNP�7E`?=PA�)ILKNP�7EV=NEV=N@@KLAJO�

���3PAL #HE?G&EJEOD&EJEOD�
4DA�?ANPE`?=PA�EILKNPA@�OQ??AOOBQHHU�

���3PAL )J�PDA�>NKSOAN��AJPAN�PDA�OP=PEKJ�=@@NAOO�=J@�LNAOO�%JPAN�
4DA�>NKSOAN�KLAJO�=�SEJ@KS��LNKILP EJC�UKQ�PK�OAHA?P�=�?ANPE`?=PA�PK�=QPDAJPE?=PA�UKQNOAHB�PK�PDA
OP=PEKJ�

���3PAL #HE?G/+/+ �
4DA�OP=PEKJ�LNA
HKCEJ�SEJ@KS�KLAJO�

���3PAL %JPAN�PDA5OANJ=IA5OANJ=IA=J@�?HE?G,KC�EJ�SEP,KC�EJ�SEPD�33/D�33/ �
5LKJ�?HE?GEJC�PDA�>QPPKJ��UKQ�EIIA@E=PAHU�=QPDAJPE?=PA�PK�PDA�OP=PEKJ�

5OAN�=QPDAJPE?=PEKJ .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

�� -=N ?D���������



,KCCEJC�EJ�RE=�=�>NKSOAN�QOEJC�?HEAJP�?ANPEBE?=PA�=QPDAJPE?=PEKJ
4DEO�LNK?A@QNA�@AO?NE>AO�PDA�OPALO�PK�HKCEJ�RE=�UKQN�>NKSOAN�PK�=�OP=PEKJ�?KJ`CQNA@�BKN�?HEAJP�?ANPE`?=PA
=QPDAJPE?=PEKJ�

Prerequisites:

\ 9KQ�=NA�NQJJEJC7 KNG>AJ?DEJOP=HH=PEKJ

\ 9KQ�D=RA�LNAREKQOHU�CAJAN=PA@�=�?HEAJP�?ANPE`?=PA��UKQNpublic ?ANPE`?=PA	�=J@�CERAJ�PDEO�
�LAI�`HA�PK�PDA
OP=PEKJ�=@IEJ�

\ 4DA�OP=PEKJ�=@IEJ�D=O�=HNA=@U�?KJ`CQNA@�UKQN�QOAN�=??KQJP�BKN�#HEAJP#ANP!QPDAJPE?=PEKJ�

\ 9KQ�D=RA�=HOK�LNAREKQOHU�CAJAN=PA@�=�?HEAJP�?ANPE`?=PA�SEPD�LNER=PA�GAU��UKQNprivate ?ANPE`?=PA	�=J@�O=RA@
EP�PK�UKQN�0#�`HA�OUOPAI�

\ 9KQ�D=RA�=HNA=@U�EJOP=HHA@�UKQN�LNER=PA�?ANPE`?=PA�EJ�PDA�>NKSOANYO�?ANPE`?=PA�PNQOP�OPKNAO�

��3PAL )J�PDA�>NKSOAN��AJPAN�PDA�OP=PEKJ�=@@NAOO�=J@�LNAOO%JPAN%JPAN�
4DA�>NKSOAN�KLAJO�=�SEJ@KS��LNKILP EJC�UKQ�PK�OAHA?P�=�?ANPE`?=PA�PK�=QPDAJPE?=PA�UKQNOAHB�PK�PDA
OP=PEKJ�

��3PAL )J�PDA3AHA?P�=�?ANP3AHA?P�=�?ANPE`?=PAE`?=PASEJ@KS��?HE?G�PK�OAHA?P�UKQN�LNER=PA�?ANPE`?=PA�=J@�?HE?G/+/+ �

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A 5OAN�=QPDAJPE?=PEKJ

-=N ?D��������� ��



NOTE: $EBBANAJP�>NKSOANO�SEHH�LNAOAJP�@EBBANAJP�@E=HKCO��>QP�=HH�>NKSOANO�SEHH�=HHKS�UKQ�PK�OAHA?P�=
?ANPE`?=PA�PK�E@AJPEBU�UKQNOAHB��&KN�AT=ILHA��PDA3AHA?P�=�?ANP3AHA?P�=�?ANPE`?=PAE`?=PA@E=HKC��=>KRA	�EO�OAAJ�SDAJ
QOEJC�#DNKIA��SDEHA�PDA5OAN�)@AJP5OAN�)@AJPE`?=PE`?=PEKJ�2AMQAOPEKJ�2AMQAOP@E=HKC��>AHKS	�EO�OAAJ�SDAJ�QOEJC�&ENABKT�

��3PAL )J�PDA�OP=PEKJ0N0NA
,KCEJA
,KCEJSEJ@KS��?HE?G,KCEJ�7,KCEJ�7EPEPD�#HD�#HEAJP#ANP!QPEAJP#ANP!QPDD�

NOTE: 4DANA�EO�JK�JAA@�PK�AJPAN�QOANJ=IA�L=OOSKN@�?NA@AJPE=HO�

5OAN�=QPDAJPE?=PEKJ .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

�� -=N ?D���������



5LKJ�?HE?GEJC�PDA�>QPPKJ��UKQ�EIIA@E=PAHU�=QPDAJPE?=PA�PK�PDA�OP=PEKJ�

,KCCEJC�EJ�RE=7 KNG>AJ?DQOEJC�?HEAJP�?ANPEBE?=PA�=QPDAJPE?=PEKJ
4DEO�LNK?A@QNA�@AO?NE>AO�PDA�OPALO�PK�HKCEJ�RE=�UKQN7 KNG>AJ?DPK�=�OP=PEKJ�?KJ`CQNA@�BKN�?HEAJP�?ANPE`?=PA
=QPDAJPE?=PEKJ�

��3PAL )J 7 KNG>AJ?D��EJEPE=PA�PDA�OP=PEKJ�?KJJA?PEKJ�

��3PAL 7DAJ�LNKILPA@��OAHA?P�UKQN�LNER=PA�?ANPE`?=PA�BNKI�P DA�@NKL@KSJ�HEOP�

NOTE: 4DANA�EO�JK�JAA@�PK�AJPAN�QOANJ=IA�L=OOSKN@�?NA@AJPE=HO�

��3PAL #HE?G/+/+ PK�?KJPEJQA�

Result
9KQ�=NA�EIIA@E=PAHU�=QPDAJPE?=PA@�PK�PDA�OP=PEKJ�

%J=>HEJC�=�GEKOG
HEGA�IK@A�QOEJC�#HEAJP#ANP!QPD
)J .E=C=N=��UKQ�?=J�QOA�PDA�#HEAJP�#ANPE`?=PA�!QPDAJPE?=PEKJ�BA=PQNA�PK�B=?EHEP=PA�=�ZGEKOG
HEGA[�=LLHE?=PEKJ��4DEO
SKQH@�>A�QOABQH�BKN�PDA�LQNLKOA�KB�LNKRE@EJC�=J�EJBKNI=PEKJ�@EOLH=U�EJ�=�HK>>U��KN�=J�KLAN=PKN�PANIEJ=H�EJ�=
IA?D=JE?=H�NKKI��SDANA�PDA�>NKSOAN�=QPKI=PE?=HHU�?KJJA?PO�=J@�=QPDAJPE?=PAO�PK�PDA�OP=PEKJ�SEPDKQP�QOAN
EJPAN=?PEKJ��4DEO�LNK?A@QNA�EO�LANBKNIA@�>U�PDA�3P=PEKJ�!@IEJ�

Prerequisites:

\ ! .E=C=N=OP=PEKJ�NQJJEJC�SEPD�PDA!QP!QPDAJPDAJPE?=PE?=PEKJ3ANRE?AEKJ3ANRE?A=HNA=@U�?KJ`CQNA@�BKN�3EJCHA�3ECJ�/J�

\ !@IEJ�LNEREHACAO�=@AMQ=PA�BKN�?ANPE`?=PA�I=J=CAIAJP�=J@�?NA=PEJC�?KJ`CQNEJC�OP=PEKJ�QOANO�

��3PAL )J�= 0N0NKLANPU�3DAAPKLANPU�3DAAPREAS�KB�PDA�OP=PEKJYO3ANRE?AO3ANRE?AO?KJP=EJAN��?HE?G�PK�ATL=J@!QP!QPDAJPDAJPE?=PE?=PEKJ3ANRE?AEKJ3ANRE?A
� 33/�#KJ`CQN=P33/�#KJ`CQN=PEKJEKJ=J@�?KJ`NI�PD=P�PDAAuto Attempt Single Sign On LNKLANPU�EO�OAP�PK
B=HOAB=HOA�

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A 5OAN�=QPDAJPE?=PEKJ

-=N ?D��������� ��



4DEO�=HHKSO�=QPDAJPE?=PEKJ�PK�>UL=OO�PDA�=QPKI=PE?�33/�HKCKJ�LNKILP�SDAJ�=�QOAN�=??AOO�PDA
OP=PEKJ�

��3PAL &KHHKS�PDA�SKNGaKSO�LNKRE@A@�PK�Z3AP�QL�?HEAJP�?ANPE`?=PA�=QPDAJPE?=PEKJ[��@AO?NE>A@�EJ��5OAN
!QPDAJPE?=PEKJ��?D=LPAN	�

NOTE: 9KQ�SEHH�JAA@�PK�?KILHAPA�PDA�LNK?A@QNAO�BKN�>KPD�PDA�!@IEJ�=J@�5OAN�SKNGaKSO�BKN
?HEAJP�?ANPE`?=PA�=QPDAJPE?=PEKJ��9KQ�SEHH�>A�?NA=PEJC�=�?HEAJP�?ANPE`?=PA�BKN�=�JAS�QOAN�BKN�PDA�GEKOG

HEGA�IK@A�KJ�PDEO�OP=PEKJ��=J@�UKQ�SEHH�=HOK�?KJ`CQNEJC�PDEO�QOAN�BKN�?HEAJP�?ANPE`?=PA
=QPDAJPE?=PEKJ�

��3PAL )J�PDA�.=R4NAA��@KQ>HA
?HE?G�KJ�PDA�5OAN3ANRE?A�PK�KLAJ�PDA5OAN�-=J=CAN5OAN�-=J=CANREAS��=J@�?HE?G.AS.AS PK
?NA=PA�=�JAS�OP=PEKJ�QOAN��A�C���ZGEKOG5OAN[	��=J@�?KJ`CQNA�PDA�JAS�QOAN�=O�BKHHKSO�

=� &KNAuto Logoff Enabled ��?HE?G�PDA�?DA?G>KT�PK�@AOAHA?P��@EO=>HA	�EP�

>� &KN�PDAAuthentication Scheme Name ?HE?G�PDA�@NKL@KSJ�HEOP�=J@�?HE?G�PK�OAHA?P
#HEAJP#ANP!QPD3?DAIA

?� &KNPassword ��AJPAN�PDA�NAMQENA@�0NER=PA�+AU�0=OOSKN@�BKN�PDA�QOANYO�?HEAJP�?ANPE`?=PA�

��3PAL )J 5OAN�-=J=CAN5OAN�-=J=CANREAS��?HE?G�PDA66EASOEASO@NKL@KSJ�HEOP�=J@�?HE?G�KJ0ANIEOOEKJO�"N0ANIEOOEKJO�"NKSOANKSOAN�

��3PAL )J�PDA0ANIEOOEKJO�"N0ANIEOOEKJO�"NKSOANKSOANATL=J@�BKH@ANO�=J@�?KJ`NI�PD=P�PDEO�JAS�QOAN�D=O�=�HEIEPA@
LANIEOOEKJO�OAP��=LLNKLNE=PA�BKN�PDEO�GEKOG
HEGA�IK@A�

3APPEJC�QL�0+)�=QPDAJPE?=PEKJ
4DA�0+)�!QPDAJPE?=PEKJ��0Q>HE?�+AU�)JBN=OPNQ?PQNA�!QPDAJPE?=PEKJ	�=HHKSO�UKQ�PK�HKC�EJPK�PDA�OP=PEKJ�QOEJC�?HEAJP
?ANPE`?=PA�=QPDAJPE?=PEKJ��I4,3	��4DEO�?ANPE`?=PA�EO�OECJA@�>U�=�PNQOPA@�=QPDKNEPU��#!	��9KQ�?=J�QOA�0+)
!QPDAJPE?=PEKJ�KJ�=JU�LH=PBKNI�=J@�EP�@KAO�JKP�NAMQENA�=�HE?AJOA�BA=PQNA�

Prerequisites:

\ 9KQ�D=RA�AOP=>HEODA@�4,3�?KJJA?PEKJO�BKN�0+)�=QPDAJPE?=PEKJ�

\ 4DA�?HEAJP#ANP!QPD�L=HAPPA�EO�NA?KIIAJ@A@�

\ 9KQ�IQOP�D=RA�=�#!�OECJA@�?HEAJP�?ANPE`?=PA�EJOP=HHA@�EJ�PDAEN�>NKSOAN��4DA�LQ>HE?�?ANPE`?=PA�KB�PDA�#!
IQOP�>A�=R=EH=>HA�PK�PDA�OP=PEKJ�

\ NOTE: 5OANO�?=J�KJHU�HKC�EJ�PK�=�OP=PEKJ�RE=�0+)�!QPDAJPE?=PEKJ�EJ�PDA�>NKSOAN�

5OA�?=OAO�BKN�0+)�=QPDAJPE?=PEKJ�

\ 5OAN�!QPDAJPE?=PEKJ��9KQ�S=JP�UKQN�QOANO�PK�HKC�EJ�QOEJC�=�?HEAJP�?ANPE`?=PA�

\ 4NQOPA@�#ANPE`?=PAO��4DA�?HEAJP�?ANPE`?=PAO�=NA�OECJA@�>U�=�GJKSJ�#!�PD=P�?=J�>A�?KJ`CQNA@�EJ�PDA�OP=PEKJ�

\ 0NA
#KJ`CQN=PEKJ��9KQN�QOANO�JAA@�PK�>A�OAP�QL�EJ�=@R=J?A�KJ�PDA�OP=PEKJ�

��3PAL )J 7 KNG>AJ?D��?KJJA?P�PK�PDA�OP=PEKJ�=J@�J=REC=PA�PK3ANRE?AO3ANRE?AO� !QP!QPDAJPDAJPE?=PE?=PEKJ�3ANRE?AEKJ�3ANRE?A�
!QP!QPDAJPDAJPE?=PE?=PEKJ�3?DAIAOEKJ�3?DAIAO�

��3PAL /LAJ�P DA?HEAJP#ANP!QPDL=HAPPA��=J@�=@@�PDA0+)�!QP0+)�!QPDAJPDAJPE?=PE?=PEKJ�3?DAIAEKJ�3?DAIAPK�PDA!QP!QPDAJPDAJPE?=PE?=PEKJEKJ
3?DAIAO3?DAIAOBKH@AN�

��3PAL 5J@AN0+)�!QP0+)�!QPDAJPDAJPE?=PE?=PEKJ�3?DAIAEKJ�3?DAIA��KLAJ�PDA�#!�#ANPE`?=PAO�BKH@AN��!�#!�#KJ`CQN=P EKJ�ODKQH@
=HNA=@U�>A�LNAOAJP�EB�PDA�O?DAIA�S=O�@N=CCA@�BNKI�P DA�L=HAPPA��-KNA�?=J�>A�=@@A@�=O�JAA@A@�

��3PAL )J #!�#KJ`CQN=P#!�#KJ`CQN=PEKJEKJ��?KJ`CQNA�PDA�#!�=O�JAA@A@��OAA���'$ ).
 ,.�/.#�
��
*)5"/,�.$*) ��EJ�PDA
�#KILKJAJPO��REASO�=J@�SEJ@KSO��?D=LPAN�BKN�IKNA�@AP=EHO	�

��3PAL )J 3ANRE?AO3ANRE?AO� 5OAN�3ANRE?A5OAN�3ANRE?A��?NA=PA�=�JAS�QOAN�EJ�PDA�OP=PEKJ�=J@�=OOECJ�PDA�0+)�!QPDAJPE?=PEKJ
3?DAIA�=J@�=�NKHA�PK�EP�

5OAN�=QPDAJPE?=PEKJ .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

�� -=N ?D���������



4DA�QOAN�O�J=IA�ODKQH@�I=P?D�PDA�QOANJ=IA�?KJ`CQNA@�EJ�PDA�QOAN�O�?ANPE`?=PA��BKN�IKNA�@AP=EHO
KJ�DKS�PDA�QOANJ=IA�EO�BKQJ@��OAA���'$ ).
 ,.�/.#�
��
*)5"/,�.$*) ��EJ�PDA��#KILKJAJPO��REASO
=J@�SEJ@KSO��?D=LPAN�	

��3PAL 2AOP=NP�PDA�7A>�3ANRE?A��7DAJ�PDA�#!�?KJ`CQN=PEKJO�=NA�IK@E`A@��PDA�7A>�3ANRE?A�SEHH�NAOP=NP
=QPKI=PE?=HHU�=BPAN���IEJQPAO��>QP�UKQ�?=J�=HOK�I=JQ=HHU�NAOP=NP�EP�=P�=JU�PEIA�

Result
User login with PKI authentication

�� )J�PDA�>NKSOAN��SDAJ�=�QOAN�=PPAILPO�PK�=??AOO�PDA�HKCEJ�L=CA��PDAU�SEHH�>A�LNKILPA@�PK�OAHA?P�PDAEN
?ANPE`?=PA�BNKI�=�HEOP�EB�PDA�?HEAJP�?ANPE`?=PA�EO�LNKLANHU�EJOP=HHA@�EJ�PDAEN�>NKSOAN��=J@�PDA�#!�EO�?KJ`CQNA@
KJ�PDA�OP=PEKJ�

�� 4DA�QOAN�OAHA?PO�PDAEN�?ANPE`?=PA�

�� 4K�HKC�EJPK�PDA�OP=PEKJ��PDA�QOAN�?HE?GO,KC�EJ�SEP,KC�EJ�SEPD�33/D�33/ ��4DA�PATP�I=U�>A�@EBBANAJP�EB�PDALogin Button
Text LNKLANPU�KJ�PDA�0+)�!QPDAJPE?=PEKJ�3?DAIA�S=O�IK@E`A@�

3APPEJC�QL�'KKCHA�=QPDAJPE?=PEKJ��'!QPD	
4DA�'KKCHA�!QPDAJPE?=PEKJ�3?DAIA�EO�=�PSK
B=?PKN�=QPDAJPE?=PEKJ�IA?D=JEOI�PD=P�NAMQENAO�PDA�QOAN�PK�AJPAN
PDAEN�L=OOSKN@�=O�SAHH�=O�=�OEJCHA
QOA�PKGAJ�SDAJ�HKCCEJC�EJ�PK�=�OP=PEKJ��4DEO�LNKPA?PO�=�QOANYO�=??KQJP�ARAJ�EB
PDAEN�L=OOSKN@�EO�?KILNKIEOA@��4DEO�=QPDAJPE?=PEKJ�O?DAIA�NAHEAO�KJ�4/40��4EIA
>=OA@�/JA�4EIA�0=OOSKN@	�
SDE?D�?=JJKP�>A�NAQOA@��=J@�PDA�'KKCHA�!QPDAJPE?=PKN�=LL�KJ�PDA�QOANYO�IK>EHA�@ARE?A�PK�CAJAN=PA�=J@�RANEBU
OEJCHA
QOA�=QPDAJPE?=PEKJ�PKGAJO��'KKCHA�=QPDAJPE?=PEKJ�EO�PEIA�>=OA@��OK�PDANA�EO�JK�@ALAJ@AJ?U�KJ�JAPSKNG
?KIIQJE?=PEKJ�>APSAAJ�PDA�QOANYO�IK>EHA�@ARE?A��PDA�OP=PEKJ��KN�ATPANJ=H�OANRANO��3EJ?A�PDA�=QPDAJPE?=PKN�EO
PEIA�>=OA@��PDA�PEIA�EJ�PDA�OP=PEKJ�=J@�PEIA�EJ�PDA�LDKJA�IQOP�OP=U�NAH=PERAHU�EJ�OUJ?��4DA�=LL�LNKRE@AO�=�>QBBAN
KB�LHQO�KN�IEJQO�����IEJQPAO�PK�=??KQJP�BKN�?HK?G�OGAS�

Prerequisites:

\ 4DA�QOANYO�IK>EHA�LDKJA�NAMQENAO�PDA�'KKCHA�!QPDAJPE?=PEKJ�=LL�

\ 9KQ�=NA�SKNGEJC�EJ7 KNG>AJ?D�

\ 4DA�QOAN�ATEOPO�EJ�PDA�OP=PEKJ�@=P=>=OA�

��3PAL /LAJ�P DAC=QPDL=HAPPA�=J@�=@@�PDA'KKCHA!QP'KKCHA!QPDAJPDAJPE?=PE?=PEKJ3?DAIAEKJ3?DAIAPK�PDA3ANRE?AO3ANRE?AO�
!QP!QPDAJPDAJPE?=PE?=PEKJ3ANRE?AEKJ3ANRE?A� !QP!QPDAJPDAJPE?=PE?=PEKJ3?DAIAOEKJ3?DAIAOJK@A�EJ�PDA�.=R�PNAA�

��3PAL 2ECDP
?HE?G5OAN3ANRE?A5OAN3ANRE?A��=J@�@KQ>HA
?HE?G�PDA�QOAN�EJ�PDA�P=>HA�
4DA%@%@EPEPREAS�BKN�PDA�QOAN�KLAJO�

��3PAL #KJ`CQNA�PDAAuthentication Scheme Name =O�JAA@A@�=J@�?HE?G3=RA3=RA�

��3PAL 5J@ANAuthenticator ��?HE?G�PDA�>QPPKJ�JATP�PKSecret Key �
4DASet Up Authenticator SEJ@KS�KLAJO�

��3PAL 3?=J�PDA�@EOLH=UA@�>=N�?K@A�SEPD�UKQN�'KKCHA�!QPDAJPE?=PKN�=LL��BKHHKS�PDA�OPALO�EJ�PDA�=LL��=J@
?HE?G/+/+ �
4DA#KJ`NI�4#KJ`NI�4 KGAJKGAJSEJ@KS�KLAJO�

��3PAL )J�PDA#KJ`NI�4#KJ`NI�4 KGAJKGAJAJPNU�`AH@��AJPAN�PDA��
@ECEP�PKGAJ�@EOLH=UA@�EJ�PDA�'KKCHA�!QPDAJPE?=PKN
=LL��=J@�?HE?G/+/+ �

NOTE: 4DA�/40��/JA
4 EIA�0=OOSKN@	�?K@A�?=JJKP�>A�NAQOA@�SEPD�'=QPD��%JOQNA�PD=P�UKQ�QOA�=
JASHU�CAJAN=PA@�/40�?K@A�BKN�PDA�EJEPE=H�HKCEJ�

��3PAL 4K�?KILHAPA�PDA�?KJ`CQN=PEKJ��?HE?G3=RA3=RA�
$ALAJ@EJC�PDA�REAS�UKQ�=NA�QOEJC��UKQ�I=U�D=RA�PK�KLAJ�PDA�QOAN�=C=EJ�KN�NABNAOD�=BPAN�O=REJC�

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A 5OAN�=QPDAJPE?=PEKJ

-=N ?D��������� ��



3EJCHA�3ECJ�/J
.E=C=N=D=O�=J�ATPAJOE>HA�3EJCHA�3ECJ�/J��33/	�BN=IASKNG�PD=P�?=J�OQLLKNP�I=JU�PULAO�KB�33/��&KN�AT=ILHA�
PDA�+AN>ANKO�O?DAIA�EO�=J�33/�O?DAIA��3!-,��3A?QNEPU�!OOANPEKJ�-=NGQL�,=JCQ=CA	�33/�EO�PDA�I=EJ
OQLLKNPA@�33/�O?DAIA�=J@�PDA�BK?QO�KB�PDEO�PKLE?�

33/�EO�=J�=??AOO�?KJPNKH�IAPDK@�PD=P�=HHKSO�BKN�=QPKI=PE?�HKCCEJC�EJ�PK�IQHPELHA�NAH=PA@��>QP�EJ@ALAJ@AJP
OKBPS=NA�OUOPAIO��)J�PDA�?QNNAJP�EILHAIAJP=PEKJ��33/�SKNGO�RE=�=�>NKSOAN�?KJJA?PEKJ�PK�=�OP=PEKJ��7DAJ
=??AOOEJC�IQHPELHA�OP=PEKJO�?KJ`CQNA@�BKN�33/��UKQ�=NA�NAMQENA@�PK�AJPAN�?NA@AJPE=HO�KJHU�KJ?A�PK�=??AOO�=HH
OP=PEKJO��33/�=HOK�I=GAO�EP�LKOOE>HA�PK�HKC�EJ�PK�EJ@ERE@Q=H�OP=PEKJO�SEPDKQP�>AEJC�LNKILPA@�BKN�QOAN�J=IA�KN
L=OOSKN@�A=?D�PEIA�

4DA�=@R=JP=CAO�KB�PDEO�=NA�ARE@AJP�BKN�?QOPKIANO�SEPD�IKNA�PD=J�KJA�NAIKPA�?KJPNKHHAN�

\ 5OANO�?=J�HKC�EJ�PK�KJA�?KJPNKHHAN��=J@�JKP�>A�LNKILPA@�PK�HKC�EJ�PK�KPDAN�?KJPNKHHANO��SDE?D�EILNKRAO
QO=>EHEPU�

\ #AJPN=HEVA@�I=J=CAIAJP�KB�?NA@AJPE=HO�IA=JO�PD=P�QOANO�JK�HKJCAN�JAA@�PK�I=EJP=EJ�IQHPELHA�?KLEAO�KB
PDA�O=IA�E@AJPEPU�=J@�NKHA�EJBKNI=PEKJ��AHEIEJ=PEJC�PDA�ANNKNO�EJDANAJP�EJ�@QLHE?=PEKJ�=J@�>AEJC�KQP�KB
OUJ?�

\ /JA�?KJPNKHHA@�=QPDAJPE?=PEKJ�LKEJP�I=GAO�=QPDAJPE?=PEKJ�HAOO�?KILHE?=PA@�=J@��QHPEI=PAHU��IKNA�OA?QNA�

!�NAOQHP�KB�QOEJC�33/�EO�PD=P�=HH�?NA@AJPE=HO��E@AJPEPU�EJBKNI=PEKJ��=QPDKNEV=PEKJ�EJBKNI=PEKJ�RE=�NKHAO	�=NA�OPKNA@
=J@�I=J=CA@�?AJPN=HHU��=J@�=QPDAJPE?=PEKJ�EO�?KJPNKHHA@�?AJPN=HHU�=O�SAHH�

NOTE: 2KHA�J=IAO�=NA�I=J=CA@�?AJPN=HHU��>QP�PDA�NKHAO�I=L�OPEHH�JAA@O�PK�>A�I=J=CA@�>U�A=?D�EJ@ERE@Q=H
OP=PEKJ��&KN�AT=ILHA��=J�)@AJPEPU�0NKRE@AN�IECDP�EJBKNI�IA�PD=P�IU�NKHA�EO��0=NPU�0H=JJAN���>QP�PDA�OP=PEKJ
JAA@O�PK�D=RA�=�NKHA�SEPD�PD=P�J=IA��SDE?D�I=LO�PK�?=PACKNEAO��AP?��KJ�PD=P�OP=PEKJ�

Related tasks

\ #KJ`CQNEJC�PDA�3!-,�!QP DAJPE?=PEKJ�3?DAIA
\ ,KCCEJC�EJ�SEPD�3!-,�33/
\ #QOPKIEVEJC�3!-,�=PPNE>QPA�I=LLEJC

Related r efer ence

\ 3!-,�!QP DAJPE?=PEKJ�3?DAIA��O=IH
3!-,!QP DAJPE?=PEKJ3?DAIA	
\ 3�!�-�,�!PPNE>QPA�-=LLAN��O=IH
3!-,!PPNE>QPA-=LLAN	

(KS�3!-,�33/�SKNGO
)J .E=C=N=��3!-,�33/�EO�P DA�I=EJ�OQLLKNPA@�33/�O?DAIA��4DA3!-,!QP DAJPE?=PEKJ3?DAIA��BKQJ@�EJ�PDAO=IH
L=HAPPA��?KJ`CQNAO�=�OP=PEKJ�BKN�3!-,�3EJCHA�3ECJ
/J��33/	��4DEO�O?DAIA�OPKNAO�?KJ`CQN=PEKJ�LNKLANPEAO
NAMQENA@�BKN�?KIIQJE?=PEKJO�SEPD�=�3!-,�)@0��)@AJPEPU�0NKRE@AN	��7EPD�33/��SDAJ�=�QOAN�PNEAO�PK�=??AOO�PDA
OP=PEKJ�=J@�D=O�JKP�>AAJ�=QPDAJPE?=PA@��PDA�OP=PEKJ�@AHAC=PAO�=QPDAJPE?=PEKJ�PK�PDA�?KJ`CQNA@�)@0�

4DA�BN=IASKNGYO�3!-,�O?DAIA�QOAO�3!-,������3A?QNEPU�!OOANPEKJ�-=NGQL�,=JCQ=CA�R����	��4DEO�EO�=J�KLAJ
OP=J@=N@�BKN�AT?D=JCEJC�=QPDAJPE?=PEKJ�=J@�=QPDKNEV=PEKJ�@=P=�EJ�PDA�BKNI�KB�AJ?NULPA@�IAOO=CAO�L=OOA@
>APSAAJ�OA?QNEPU�@KI=EJO��3LA?E`?�LNKPK?KHO�LNK?AOO�PDA�3!-,�N AMQAOP
NAOLKJOA�IAOO=CA�AT?D=JCAO�KRAN�=
OA?QNA�?KJJA?PEKJ��33/�RE=�=�SA>�>NKSOAN�QOAO�PDA�3!-,�����7 A>�"NKSOAN�33/�LNK`HA�PK�@A`JA�DKS�PK�QOA
3!-,�IAOO=CAO�=J@�>EJ@EJCO�>APSAAJ�>NKSOAN
?KJJA?PA@�3QLANREOKN�=J@�NAIKPA�?KJPNKHHAN�OP=PEKJO�

7 EPD�33/��P DA�LNK?AOO�KB�3!-,�NAMQAOP
NAOLKJOA�IAOO=CA�AT?D=JCAO�K??QNO�>APSAAJ�PSK�OUOPAI�AJPEPEAO�

\ 30��3ANRE?A�0NKRE@AN	��SDE?D�EO�=�OP=PEKJ�PULE?=HHU�NQJJEJC�KJ�=�NAIKPA�?KJPNKHHAN�

\ )@0��)@AJPEPU�0NKRE@AN	��SDE?D�OPKNAO�=J@�I=EJP=EJO�PDA�=QPDAJPE?=PEKJ�=J@�=QPDKNEV=PEKJ�EJBKNI=PEKJ�

3!-,�33/�QOAO�=J�=LLN K=?D�OEIEH=N�PK�,$!0�=QPDAJPE?=PEKJ��SDE?D�=HOK�OPKNAO�=QPDAJPE?=PEKJ�?NA@AJPE=HO
ATPANJ=H�PK�PDA�NAIKPA�OP=PEKJ�

5OAN�=QPDAJPE?=PEKJ .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

�� -=N ?D���������



"ACEJJEJC�SEPD�OPAL�JQI>AN�KJA�

�� !�QOAN�@ENA?PO�PDAEN�SA>�>NKSOAN�PK�=�52,�DKOPA@�>U�=.E=C=N=OP=PEKJ�SEPD�PDASAML Authentication
Scheme =R=EH=>HA�

�� 4DA�30�CAJAN=PAO�=�3!-,�NAMQAOP��3EJ?A�PDA�52,�>AEJC�NAMQAOPA@�NAMQENAO�=QPDAJPE?=PEKJ��PDA�OP=PEKJ
KLAJO�=�HKCEJ�SEJ@KS�SEPD�R=NEKQO�KLPEKJO��4DA�QOAN�?DKKOAO�PK�QOA�3!-,�=QPDAJPE?=PEKJ��4DA�OP=PEKJ�
=?PEJC�=O�PDA�30��CAJAN=PAO�=�3!-,�NAMQAOP�PD=P�EO�QJEMQA�PK�PDA�QOAN�=J@�PK�PDEO�L=NPE?QH=N�OAOOEKJ��REOEP	�

�� 4DA�30�NA@ENA?PO�PDA�>NKSOAN�PK�PDA�3!-,�)@0 ��3EJCHA�3ECJ�/J��33/	�52,��)J .E=C=N=��PDA�3!-,�)@0�?=J�>A
=JKPDAN.E=C=N=OP=PEKJ��OQ?D�=O�PDA�3QLANREOKN�OP=PEKJ�KN�EP�?=J�>A�=�PDEN@
L=NPU�3!-,�)@0�OANRAN�

�� 4DA�)@0�NA?AERAO�PDA�NA@ENA?P��@A?K@AO�EP�=J@�LNKILPO�PDA�QOAN�PK�HKC�EJ�PK�PDA�)@0�QOEJC�PDAEN�?NA@AJPE=HO�

�� !BPAN�PDA�QOAN�OQ??AOOBQHHU�HKCO�EJ��PDA�)@0�CAJAN=PAO�=�3!-,�NAOLKJOA�PK�>A�OAJP�>=?G�PK�PDA�30�

�� 4DA�)@0�AJ?K@AO�PDA�3!-,�N AOLKJOA�=J@�NA@ENA?PO�PDA�QOANYO�SA>�>NKSOAN�>=?G�PK�PDA�30YO�!OOANPEKJ
#KJOQIAN�3ANRE?A��!#3	�52,��4DA�NA@ENA?PA@�52,�?KJP=EJO�PDA�AJ?K@A@�3!-,�NAOLKJOA�=J@�=HH�PDA�QOAN
@=P=��SDE?D�PDA�30�EO�=QPDKNEVA@�PK�NA?AERA�

�� 4DA�30��!#3�52,	�RANE`AO�PDA�3!-,�N AOLKJOA�

�� 4DA�30�CN=JPO�=??AOO�PK�PDA�=LLHE?=PEKJ�=J@�NA@ENA?PO�PDA�QOANYO�SA>�>NKSOAN�>=?G�PK�PDA�KNECEJ=H�52,�PDAU
=PPAILPA@�PK�=??AOO��4DEO�PEIA��>=OA@�KJ�PDA�)@0�=QPDAJPE?=PEKJ��PDA�=LLHE?=PEKJYO�SA>�L=CA�KLAJO�

4K�?KJ`CQNA�=�OP=PEKJ�BKN�3!-,�33/��EJ�=@@EPEKJ�PK�PDA�@AB=QHP�=QPDAJPE?=PEKJ�O?DAIAO��$ECAOP�=J@�!T$ECAOP	�
PDA�OP=PEKJYO!QP!QPDAJPDAJPE?=PE?=PEKJ3ANRE?AEKJ3ANRE?AIQOP�?KJP=EJ�=�LNKLANHU�?KJ`CQNA@�3!-,�=QP DAJPE?=PEKJ�O?DAIA��4DA
!QP!QPDAJPDAJPE?=PE?=PEKJ3ANRE?AEKJ3ANRE?A=HOK�?KJP=EJO�33/�?KJ`CQN=PEKJ�LNKLANPEAO�SEPD�SDE?D�PK�P=EHKN�PDA�=QPDAJPE?=PEKJ
SKNGaKS�

NOTE: )J .E=C=N=��=J�=@@A@�>=F=
5OAN0NKPKPULA�?KILKJAJP�OQLLKNPO�PDA5OAN3ANRE?A5OAN3ANRE?A��3!-,�=QP DAJPE?=PEKJ
NAMQENAO�PDEO�5OAN0NKPKPULA�

NOTE: 4DA�7A>3ANRE?ASame Site LNKLANPU�R=HQA�Z3PNE?P[�EO�JKP�OQLLKNPA@�BKN�3!-,�=QPDAJPE?=PEKJ��)B�PDA
LNKLANPU�EO�OAP�PKStrict ��EP�SEHH�?=QOA�3!-,�=QPDAJPE?=PEKJ�PK�B=EH�

4DA�#KILKJAJPO�?D=LPAN�KB�PDEO�CQE@A�LNKRE@AO�IKNA�EJBKNI=PEKJ�=>KQP�PDA�7A>3ANRE?A�?KILKJAJP��=J@�QOAN

=QPDAJPE?=PEKJ�?KILKJAJPO��>=F=
5OAN3ANRE?A��O=IH
3!-,!QPDAJPE?=PEKJ3?DAIA��O=IH
3!-,!PPNE>QPA-=LLAN�
=J@�O=IH
3=IH8IH$A?NULPKN�

#NA=PEJC�=�5OAN�0NKPKPULA�BKN�3!-,�!QPDAJPE?=PEKJ
3!-,�!QP DAJPE?=PEKJ�NAMQENAO�=�QOAN�LNKPKPULA�KB�PDA�PULA�Z>=F=�5OAN0NKPKPULA[��4DEO�LNK?A@QNA�@AO?NE>AO
DKS�PK�?NA=PA�PDEO�JAS�LNKPKPULA�=J@�?KJ`CQNA�PDAAlternate Default Prototype BKN�PDA5OAN3ANRE?A5OAN3ANRE?A�

Figur e 5. 3!-,�PN=JO=?PEKJ�OPALO

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A 5OAN�=QPDAJPE?=PEKJ

-=N ?D��������� ��



Prerequisites:

\ 9KQ�D=RA�?KJJA?PA@�PK�=J�ATEOPEJC�OP=PEKJ�

\ 9KQ�D=RA�PDA>=F=L=HAPPA�KLAJ�

\ 9KQ�D=RA�=HNA=@U�K>P=EJA@�PDA�JA?AOO=NU�)@0�?KJ`CQN=PEKJ�IAP=@=P=�PD=P�PDA�)@0�NAMQENAO�BKN
=QPDAJPE?=PEKJ��3LA?E`?=HHU��UKQ�JAA@�PK�GJKS�PDA�R=HQA�KB�PDA�3!-,�=PPNE>QPA�LNKPKPULA.=IA�

��3PAL /LAJ�= 0N0NKLANPU�3DAAPKLANPU�3DAAPREAS�KB�PDA�OP=PEKJYO5OAN3ANRE?A5OAN3ANRE?A�

��3PAL $N=C�PDA5OAN0NKPKPULA?KILKJAJP�BNKI�P DA>=F=L=HAPPA�PK�PDAUser Prototypes BKH@AN�QJ@AN
PDA5OAN3ANRE?A5OAN3ANRE?A�

��3PAL )J�PDA.=IA.=IA SEJ@KS��AJPAN�=�J=IA�BKN�PDEO�LNKPKPULA�PD=P�AT=?PHU�I=P?DAO�PDA�R=HQA�KB�PDA
LNKPKPULA.=IA =PPNE>QPA�>AEJC�QOA@�>U�UKQN�3!-,�)@0�=J@�?HE?G/+/+ �
)B�PDA�3!-,�)@0�OAJ@O�PDA�=PPNE>QPALNKPKPULA.=IA�3!-,0N KPKPULA��PDA�LNKPKPULA�PD=P�UKQ
?NA=PA�IQOP�>A�J=IA@��Z3!-,0N KPKPULA[�

��3PAL )J�PDA�.=R�PNAA��NECDP
?HE?G�PDA�OP=PEKJ�=J@�?HE?G3=RA�3P=P3=RA�3P=PEKJEKJ�
4DA�OUOPAI�=@@O�PDA�JAS�5OAN0NKPKPULA�PK�PDA�@NKL
@KSJ�HEOP�BKNAlternate User Prototypes �

��3PAL %TL=J@�PDAAlternate Default Prototype @NKL
@KSJ�HEOP��OAHA?P�UKQN�JAS�LNKPKPULA��=J@�?HE?G
3=RA3=RA�

NOTE: )B�PDA�3!-, LNKPKPULA.=IA =PPNE>QPA�R=HQA�@KAO�JKP�I=P?D�UKQN�LNKPKPULA�J=IA��PDA
5OAN3ANRE?A5OAN3ANRE?A@AB=QHPO�PDA�J=IA�PK Default Prototype �

Result
9KQ�D=RA�?NA=PA@�=�JAS�LNKPKPULA�KB�PDA�PULA��>=F=�5OAN0NKPKPULA[��=J@�?KJ`CQNA@�PDA5OAN3ANRE?A5OAN3ANRE?A
Alternate Default Prototype PK�>A�PDEO�JAS�LNKPKPULA��SAMLPrototype 	�

#KJBECQNEJC�PDA�3!-,�!QP DAJPE?=PEKJ�3?DAIA
3!-,�33/�EO�AJ=>HA@�>U�=@@EJC�=�3!-,�!QP DAJPE?=PEKJ�3?DAIA�PK�PDA�OP=PEKJ��4DA�O?DAIA�IQOP�>A
?KJ`CQNA@�BKN�=�L=NPE?QH=N�)@0��)@AJPEPU�0NKRE@AN	��9KQ�SEHH�JAA@�PK�K>P=EJ�OARAN=H�?KJ`CQN=PEKJ�IAP=@=P=�BNKI
UKQN�)@0�=J@�QOA�PDAI�EJ�?KJ`CQNEJC�PDA�O?DAIA��9KQ�SEHH�=HOK�JAA@�PK�LNKRE@A�PDA�)@0�SEPD�UKQN�OP=PEKJYO�30
IAP=@=P=��4DAOA�3!-,�IAP=@=P=�=NA�QOA@�PK�OD=NA�?KJ`CQN=PEKJ�EJBKNI=PEKJ�>APSAAJ�PDA�)@0�=J@�PDA�30��BKN
IKNA�@AP=EHO�NABAN�PK�PDA�0NANAMQEOEPAO�OA?PEKJ�EJ�PDEO�PKLE?�	��8-,�`HAO�@A`JA�PDA�IAP=@=P=��/J?A�PDA�3!-,
=QPDAJPE?=PEKJ�O?DAIA�EO�LNKLANHU�?KJ`CQNA@��PDA�OP=PEKJ�EO�=>HA�PK�AT?D=JCA�3!-,�=QPDAJPE?=PEKJ�IAOO=CAO
SEPD�PDA�)@0�

Prerequisites:

\ 9KQ�D=RA�PDAO=IHL=HAPPA�KLAJ�

\ 9KQ�D=RA�=HNA=@U�K>P=EJA@�PDA�JA?AOO=NU�)@0�?KJ`CQN=PEKJ�IAP=@=P=�PD=P�PDA�)@0�NAMQENAO�BKN
=QPDAJPE?=PEKJ��4ULE?=HHU��PDA�)@0�3!-,�3ANRAN�=@IEJEOPN=PKN�LNKRE@AO�PDAOA�R=HQAO��4DA�?KJ`CQN=PEKJ
IAP=@=P=��SDE?D�I=U�>A�LNKRE@A@�EJ�=J�8-,�`HA��=NA�=O�BKHHKSO�

\ (440
2A@ENA?P�52,��?KNNAOLKJ@O�PK�)@0�(KOP�52,��)@0�(KOP�0KNP��=J@�)@0�,KCEJ�0=PD�LNKLANPEAO	

\ )@0�#ANP

3EJ?A�3!-,�EO�=J�KLAJ�OP=J@=N@��=�JQI>AN�KB�PDEN@
L=NPU�3!-,�3ANRANO�=NA�=R=EH=>HA��E�A��/LAJ!-�
3=HAOBKN?A��AP?�	�

\ 9KQ�D=RA�LNKRE@A@�PDA�)@0�3!-,�OANRAN�=@IEJEOPN=PKN�SEPD�=J�8-,�`HA�?KJP=EJEJC�UKQN�OP=PEKJYO�30
IAP=@=P=�=J@�3!-,�LQ>HE?�?ANPE`?=PA��4DA�30�IAP=@=P=�PULE?=HHU�EJ?HQ@A�PDA�30�Z%JPEPU�)$[�=J@�PDA
Z!OOANPEKJ�#KJOQIAN�3ANRE?A[��4DA�)@0�JAA@O�PDAOA�IAP=@=P=�PK�QJEMQAHU�E@AJPEBU�PDA�30�=J@�R=HE@=PA�PDA
IAOO=CAO�OAJP�>U�PDA�OP=PEKJ�

4DA�%JPEPU�)$�EO�=�QJEMQA�J=IA�PD=P�UKQ�?DKKOA�=O�=J�30��QOQ=HHU�=�52,��&KN�AT=ILHA��PDA�%JPEPU�)$�PULE?=HHU
EO�OKIAPDEJC�HEGA�PDEO�DPPLO���?KJPNKHHAN�@KI=EJ�?KI�LKNP.QI>AN�O=IH��SDANA�UKQ�SKQH@�QOA�UKQN
?KJPNKHHANYO�DKOPJ=IA��!�LKNP�JQI>AN�EO�NAMQENA@��4DA�Z!OOANPEKJ�#KJOQIAN�3ANRE?A[�SKQH@�>A�=JKPDAN
52,��BKN�AT=ILHA�DPPLO���?KJPNKHHAN�@KI=EJ�?KI�LKNP.QI>AN�O=IH�=OOANPEKJ#KJOQIAN3ANRE?A��=C=EJ
QOEJC�UKQN�?KJPNKHHANYO�DKOPJ=IA��/J?A�UKQ�D=RA�CAJAN=PA@�UKQN�30�IAP=@=P=��O=RA�EP�EJ�8-,�BKNI=P�=J@

5OAN�=QPDAJPE?=PEKJ .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

�� -=N ?D���������



OD=NA�PDA�`HA�SEPD�PDA�)@0�3!-,�OANRAN�=@IEJEOPN=PKN�

\ 9KQ�D=RA�=HNA=@U�?NA=PA@�=J�!HPANJ=PA�$AB=QHP�0NKPKPULA�BKN�3!-,�=QPDAJPE?=PEKJ�QOEJC�PDA
5OAN0NKPKPULA�?KILKJAJP�EJ�PDA>=F=L=HAPPA��4DEO�5OAN0NKPKPULA�EO�NAMQENA@�BKN�3!-,�=QPDAJPE?=PEKJ�

��3PAL )J�PDA�.=R�PNAA��ATL=J@�PDA�OP=PEKJYO#KJ`C#KJ`C � 3ANRE?AO3ANRE?AO� !QP!QPDAJPDAJPE?=PE?=PEKJ3ANRE?AEKJ3ANRE?AJK@A�=J@�@N=C�PDA
3!-,!QP3!-,!QP DAJPDAJPE?=PE?=PEKJ3?DAIAEKJ3?DAIA?KILKJAJP�BNKI�P DAO=IHL=HAPPA�KJPK�PDA!QP!QPDAJPDAJPE?=PE?=PEKJ3?DAIAOEKJ3?DAIAO
BKH@AN�

��3PAL )J�PDA.=IA.=IA SEJ@KS��AJPAN�=�J=IA��KN�QOA�PDA�@AB=QHP�PATP	�=J@�?HE?G/+/+ �

��3PAL %TL=J@!QP!QPDAJPDAJPE?=PE?=PEKJ3?DAIAOEKJ3?DAIAO=J@�@KQ>HA
?HE?G�KJ�PDA3!-,!QP3!-,!QP DAJPDAJPE?=PE?=PEKJ3?DAIAEKJ3?DAIAPK�KLAJ�PDA
0N0NKLANPU�3DAAPKLANPU�3DAAPREAS�

��3PAL %JPAN�R=HQAO�BKN�PDA�BKHHKSEJC�LNKLANPEAO�

��3PAL /J�?KILHAP EKJ��?HE?G3=RA3=RA�

=� &KNLogin Button Text AJPAN�PDA�LNABANNA@�PATP�H=>AH�BKN�PDA�33/�HKCEJ�>QPPKJ�PD=P
=LLA=NO�KJ�PDA,KCEJ,KCEJSEJ@KS�

>� &KNIdP Host URL AJPAN�PDA�DKOP�KB�UKQN�)@AJPEPU�0NKRE@AN��K>P=EJA@�BNKI�)@0�=@IEJ	�

?� &KNIdP Host Port AJPAN�PDA�LKNP�JQI>AN�KB�UKQN�)@AJPEPU�0NKRE@AN��K>P=EJA@�BNKI�)@0
=@IEJ	�

@� &KNIdP Login Path AJPAN�PDA�HK?=PEKJ�KJ�PDA�)@AJPEPU�0NKRE@AN�PK�SDE?D�UKQ�IQOP�J=REC=PA
PK�PNECCAN�PDA�3!-,�=QP DAJPE?=PEKJ��K>P=EJA@�BNKI�)@0�=@IEJ	�

A� &KNIdP Cert AJPAN�PDA�?ANPE`?=PA�QOA@�PK�AJ?NULP�IAOO=CAO�OAJP�PK�PDA�)@0��=J@�PK�R=HE@=PA
IAOO=CAO�OECJA@�>U�PDA�)@0��K>P=EJA@�BNKI�)@0�=@IEJ	�

B� &KNSAML Server Cert AJPAN�PDA�?ANPE`?=PA�QOA@�>U�PDA�OP=PEKJ�PK�OECJ�PDA�IAOO=CAO�>AEJC
OAJP�>=?G�PK�PDA�)@0��=J@�@A?NULP�IAOO=CAO�OAJP�>U�PDA�)@0�

NOTE: &KN�PDA�)@0�PK�NA=@�=J@�R=HE@=PA�PDA�IAOO=CAO�OAJP�>U�PDA�OP=PEKJ��PDA�?ANPE`?=PA
SEPD�EPO�LQ>HE?�GAU�IQOP�>A�LNKRE@A@�PK�PDA�)@0�3!-,�OANRAN�=@IEJEOPN=PKN�=O�SAHH�

Related concepts

\ 3EJCHA�3ECJ�/J
Related r efer ence

\ 3!-,�!QP DAJPE?=PEKJ�3?DAIA��O=IH
3!-,!QP DAJPE?=PEKJ3?DAIA	
\ 3�!�-�,�!PPNE>QPA�-=LLAN��O=IH
3!-,!PPNE>QPA-=LLAN	

#QOPKIEVEJC�3!-,�=PPNE>QPA�I=LLEJC
4DEO�KLPEKJ=H�LNK?A@QNA�@AO?NE>AO�DKS�PK�?KJ`CQNA�PDA�OP=PEKJ�PK�I=L�=N>EPN=NEHU�J=IA@�3!-,�=PPNE>QPAO�PK
5OAN�LNKLANPEAO��5OABQH�SDAJ�PDA�@AB=QHP�I=LLEJCO�=NA�JKP�OQEP=>HA��UKQ�I=U�?QOPKIEVA�PDA�LNKLANPU�=J@
=PPNE>QPA�I=LLEJCO�=O�@AO?NE>A@�DANA�

Prerequisites:

\ 9KQ�D=RA�=HNA=@U�?KJ`CQNA@�PDA�3!-,!QP DAJPE?=PEKJ3?DAIA�BKN�PDA�OP=PEKJ�

\ 9KQ�D=RA�E@AJPE`A@�SDE?D�3!-,�=PPNE>QPAO�=NA�?KIEJC�EJ�BNKI�P DA�)@0�

\ 9KQ�D=RA�PDAO=IHL=HAPPA�KLAJ�

2ABAN�PK�PDA�)@0
LNKRE@A@�@K?QIAJP=PEKJ�PK�@APANIEJA�SDE?D�3!-,�=PPNE>QPAO�=NA�?KIEJC�EJ�BNKI�P DA�)@0��!O
=J�=HPANJ=PERA��UKQ�?=J�EJOP=HH�=�3!-,�=@@
KJ�PK�UKQN�SA>�>NKSOAN��SDE?D�HAPO�UKQ�REAS�PDA�=PPNE>QPAO�?KIEJC�EJ
BNKI�P DA�)@0��&KN�AT=ILHA��PDANA�EO�PDA�3!-,�$AR4 KKHO�ATPAJOEKJ�BKN�#DNKIA��SDE?D�UKQ�?=J�QOA�

��3PAL )J�PDA�OP=PEKJ��J=REC=PA�PK�PDA3!-,!QP3!-,!QP DAJPDAJPE?=PE?=PEKJ3?DAIAEKJ3?DAIA�

��3PAL &NKI�P DAO=IHL=HAPPA��@N=C�PDA3!-,!PPNE>QPA-=LLAN3!-,!PPNE>QPA-=LLANPK�PDA3!-,!QP3!-,!QP DAJPDAJPE?=PE?=PEKJ3?DAIAEKJ3?DAIA�

��3PAL #HE?G�PDA�LHQO���	�PK�ATL=J@�PDA3!-,!PPNE>QPA-=LLAN3!-,!PPNE>QPA-=LLAN`AH@�A@EPKN�

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A 5OAN�=QPDAJPE?=PEKJ

-=N ?D��������� ��



!J�A@EPKN�BKN�=�JAS�I=LLEJC�KLAJO�

��3PAL )J�PDA�A@EPKN��NALH=?A=PPNE>QPA.=IASEPD�PDA�J=IA�KB�PDA�=PPNE>QPA�OAJP�>U�PDA�3!-,�)@0 ��&KN
AT=ILHA�AILHKUAA'NKQL�

��3PAL %TL=J@�PDA�@NKL
@KSJ�HEOP�PK�OAHA?P�=�LNKLANPU�EJ�PDA�QOAN�LNKPKPULA��&KN�AT=ILHA�
PrototypeName �

4DEO�I=LO�PDA�3!-,�=PPNE>QPAAILHKUAA'NKQLPK�PDA0NKPKPULA.=IA OHKP�EJ�PDA�5OAN0NKPKPULA�

#ANP=EJ�LNKLANPEAO�I=U�NAMQENA�=@@EPEKJ=H�EJBKNI=PEKJ�PK�I=L�=J�=PPNE>QPA��)J�PDEO�?=OA��=J�ATPN=
`AH@�A@EPKN�KN�?DA?G�>KT�=LLA=NO��&KN�AT=ILHA�%TLEN=PEKJNAMQENAO�=@@EPEKJ=H�EJBKNI=PEKJ�
�PDA
BKNI=P�EJ�SDE?D�PDA�ATLEN=PEKJ�PEIA�EO�OAJP�OK�PD=P�PDA�@=PA�=J@�PEIA�?=J�>A�=LLNKLNE=PAHU
L=NOA@��3EIEH=NHU�0NKPKPULA.=IA LNKRE@AO�=�?DA?G�>KT�PK�>A�OAHA?PA@�EJ�?=OAO�SDANA�=J�)@0
NAPQNJO�=�$EOPEJCQEODA@�.=IA��$.	�BKN�PDALNKPKPULA.=IA =PPNE>QPA��&KN�IKNA�@AP=EHO��NABAN�PK
ZO=IH
!PPNE>QPA-=LLAN[�EJ�PDA�#KILKJAJPO�OA?PEKJ�KB�PDEO�@K?QIAJP�

��3PAL 2ALA=P�PDAOA�OPALO�=O�JAA@A@�PK�I=L�=@@EPEKJ=H�=PPNE>QPAO�=J@�?HE?G3=RA3=RASDAJ�`JEODA@�

Related concepts

\ 3EJCHA�3ECJ�/J
Related r efer ence

\ 3!-,�!QP DAJPE?=PEKJ�3?DAIA��O=IH
3!-,!QP DAJPE?=PEKJ3?DAIA	
\ 3�!�-�,�!PPNE>QPA�-=LLAN��O=IH
3!-,!PPNE>QPA-=LLAN	

,KCCEJC�EJ�SEPD�3!-,�33/
3!-,�33/�SKNGO�RE=�=�>NKSOAN�?KJJA?PEKJ�PK�=�OP=PEKJ��7EPD�33/��UKQ�HKC�EJ�PK�KJA�OP=PEKJ�=J@�UKQ�=NA
=QPKI=PE?=HHU�=HHKSA@�=??AOO�PK�=HH�KPDAN�JAPSKNGA@�OP=PEKJO�PD=P�=NA�=HOK�?KJ`CQNA@�BKN�33/��9KQ�SEHH�JKP�>A
LNKILPA@�BKN�?NA@AJPE=HO�SDAJ�HKCCEJC�EJ�PK�PDA�KPDAN�JAPSKNGA@�OP=PEKJO�

Prerequisites:

\ 9KQN�OP=PEKJ�EO�=HNA=@U�?KJ`CQNA@�BKN�33/�

\ 9KQ�D=RA�=HNA=@U�LNKRE@A@�UKQN�)@0�=@IEJ�SEPD�=JU�NAMQENA@�@=P=�

\ 9KQ�=NA�QOEJC�=�SA>�>NKSOAN�

7DAJ�AJPANEJC�PDA�52,�BKN�PDA�OP=PEKJ�EJ�PDA�>NKSOAN��?KIIQJE?=PEKJO�=NA�>KQJ@�>U�PDA�@KI=EJ�OLA?E`A@�>U
PDA�)@AJPEPU�0NKRE@AN��OQ?D�=Ostation1.domain.com 	��4DEO�IA=JO�PD=P�UKQ�?=JJKP�I=GA�=�HK?=H�?KJJA?PEKJ
QOEJChttps:\\localhost ��)JOPA=@�UKQ�SKQH@�QOAhttps:\\station1.domain.com ��4DEO�=?PQ=HHU
@ALAJ@O�KJ�PDA�)@0�NAMQENAIAJPO��$EBBANAJP�)@0O�I=U�NAMQENA�@EBBANAJP�EJBKNI=PEKJ�=J@�EJ�=�@EBBANAJP�BKNI=P�
&KN�AT=ILHA��BKN�PDA�3=HAOBKN?A�)@0�=�`AH@�OLA?E`AO�PDA�DKOP�J=IA�PD=P�UKQ�SEHH�QOA��=J@�BKN�PDA�/LAJ!-�)@0 �
UKQ�JAA@�PK�LNKRE@A�=�OLA?E=HHU
BKNI=PPA@�8-,�`HA�PD=P�OQLLHEAO�PDA�DKOP�J=IA�=J@�KPDAN�@=P=��9KQ�SEHH�JAA@
PK�=OG�PDA�)@0�=@IEJEOPN=PKN�SD=P�EJBKNI=PEKJ�PK�LNKRE@A�

��3PAL )J�PDA�SA>�>NKSOAN��KLAJ�=�OP=PEKJ�?KJJA?PEKJ�

��3PAL )J�PDA,KCEJ,KCEJSEJ@KS��AJPAN�UKQN�QOANJ=IA�=J@�?HE?G,KC�)J�SEP,KC�)J�SEPD�33/D�33/ �PDA�=?PQ=H�>QPPKJ�PATP�I=U
@EBBAN�@ALAJ@EJC�KJ�PDA�33/�O?DAIA�?KJ`CQN=PEKJ	�

4DA2AIAI>AN�IU�?DKE?A2AIAI>AN�IU�?DKE?A KLPEKJ�EO�IKOP�QOABQH�SDAJ�PDANA�=NA�IQHPELHA�3!-,�=QPDAJPE?=PEKJ
O?DAIAO�EJ�PDA�OP=PEKJ��)J�PD=P�OEPQ=PEKJ��=�OAL=N=PA�33/�,KCEJ�>QPPKJ�@EOLH=UO�BKN�A=?D�33/
O?DAIA��7DAJ�?DA?GA@��PDA�HKCEJ�BQJ?PEKJ�NAIAI>ANO�PDA�?DKOAJ�33/�,KCEJ�>QPPKJ�=QPKI=PE?=HHU
QOAO�EP�KJ�OQ>OAMQAJP�=PPAILPO�PK�=??AOO�PDA�OP=PEKJ��4DEO�OAPPEJC�?=J�=HOK�=LLHU�SDAJ�PDANA�EO�FQOP
KJA�33/�O?DAIA��)B�PDA�OP=PEKJ�EO�JKP�OAP�BKN�=QPK
33/��?HE?GEJC�PDEO�?DA?G�>KT�OEIQH=PAO�=QPK
33/
>U�=PPAILPEJC�PK�HKC�EJ�SEPD�PDA�O=RA@�O?DAIA�

)B�UKQ�D=RA�=HNA=@U�HKCCA@�EJ�SEPD�33/��P DA�OP=PEKJ�?KJJA?PO�EIIA@E=PAHU�

)B�PDEO�EO�PDA�`NOP�PEIA�UKQ�=NA�HKCCEJC�EJ�SEPD�33/�UKQN�>NKSOAN�NA@ENA?PO�PK�PDA�)@AJPEPU
0NKRE@ANYO�OEPA�

5OAN�=QPDAJPE?=PEKJ .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

�� -=N ?D���������



��3PAL )J�PDA�)@AJPEPU�0NKRE@ANYO�HKCEJ�SEJ@KS��AJPAN�UKQN�OP=PEKJ�?NA@AJPE=HO��QOANJ=IA�=J@�L=OOSKN@	
=J@�?HE?G,KC�)J,KC�)J�
4DA�AT=ILHA�ODKSJ�DANA�ODKSO�PDA�/LAJ!-�)@0�33/�,KCEJ�SEJ@KS �

Result
/J�OQ??AOOBQH�=QPDAJPE?=PEKJ�?KILHAPEKJ��UKQ�=NA�HKCCA@�EJ�PK�PDA�OP=PEKJ�=J@�PDA�>NKSOAN�EO�EIIA@E=PAHU
NA@ENA?PA@�PDANA��!HOK��UKQ�EIIA@E=PAHU�C=EJ�=??AOO�PK�PDEO�OP=PEKJ�=J@�PK�=HH�KPDAN�JAPSKNGA@�OP=PEKJO�
!@@EPEKJ=HHU��UKQ�D=RA�=J�=?PERA�OAOOEKJ�SEPD�PDA�)@0��SDE?D�=HHKSO�UKQ�PK�>UL=OO�AJPANEJC�?NA@AJPE=HO�PDA�JATP
PEIA�UKQ�HKC�EJ�PK�=�OP=PEKJ��!?PQ=HHU��UKQ�OPEHH�=NA�NA@ENA?PA@�PK�PDA�)@0�>QP�EP�GJKSO�UKQ�D=RA�=HNA=@U�HKCCA@�EJ
=J@�NA@ENA?PO�UKQ�NECDP�>=?G�PK�PDA�OP=PEKJ�

Related concepts

\ 3EJCHA�3ECJ�/J
Related r efer ence

\ 3!-,�!QP DAJPE?=PEKJ�3?DAIA��O=IH
3!-,!QP DAJPE?=PEKJ3?DAIA	
\ 3�!�-�,�!PPNE>QPA�-=LLAN��O=IH
3!-,!PPNE>QPA-=LLAN	

!>KQP�PDA�3!-,�)@0�3ANRE?A
!O�KB.E=C=N=���� ��PDANA�EO�=@@A@�OQLLKNP�BKN�PDA3!-,�)@0�3ANRE?A��3APPEJC�QL�PDEO�OANRE?A�KJ�UKQN3QLANREOKN
OP=PEKJ�=HHKSO�UKQ�PK�P=GA�=@R=JP=CA�KB�3!-,�BQJ?PEKJ=HEPU�SEPDKQP�D=REJC�PK�OAP�QL�=J�ATPANJ=H�)@AJPEPU
0NKRE@AN��)@0	��)JOP=HHEJC�=J@�?KJ`CQNEJC�PDA�OANRE?A�=HHKSO�UKQ�PK�OAP�QL�=J�EJPANJ=H�)@0�PD=P�SKNGO�SEPD�PDA
3!-,�!QP DAJPE?=PEKJ�3?DAIA�

4DAO=IH$0 BA=PQNA�HE?AJOA�EO�NAMQENA@�PK�NQJ�PDA3!-,)@03ANRE?A3!-,)@03ANRE?A�

7 EPDEJ�PDA�OANRE?A�EO�PDA#EN?HA�KB�4NQOP�#/4	�?KILKJAJP��/J?A�?KJ`CQN=P EKJ�EO�?KILHAPA��PDA�#/4�HEOPO�PDA
?KHHA?PEKJ�KB�OQ>KN@EJ=PA�OP=PEKJO�=J@�PDA�?KHHA?PEKJ�KB�QOANO�PD=P�=NA�=HHKSA@�PK�HKC�EJ�PK�PDKOA�OP=PEKJO��&KN
AT=ILHA��EB�=3QLANREOKNPD=P�EO�?KJJA?PA@�PK������OP=PEKJO�EO�QOEJC�3!-,�=QPDAJPE?=PEKJ�BKN�FQOP�=�BAS�KB�PDAI�
UKQ�?=J�CNKQL�PDKOA�BAS�OP=PEKJO�PKCAPDAN�SEPDEJ�=Circle of Trust �

9KQ�?=J�?KJ`CQNA�PDA�OANRE?A�SEPD�IQHPELHA#EN?HA�KB�4NQOP?KILKJAJPO�

!@@EPEKJ=HHU��UKQ�?=J�=@@�=�NAIKPA�OP=PEKJ�PD=P�EO�JKP�EJ�PDA.E=C=N=.APSKNG.E=C=N=.APSKNGPK�=JU�#EN?HA�KB�4NQOP��KN�OLA?EBU
KPDAN�=QPDAJPE?=PEKJ�O?DAIAO�KN�KPDAN�QOAN�LNKPKPULAO�PD=P�I=U�>A�QOA@�SDAJ�HKCCEJC�EJ�

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A 5OAN�=QPDAJPE?=PEKJ

-=N ?D��������� ��



5OANO�JKP�EJ?HQ@A@�EJ�=Circle of Trust ?=JJKP�HKC�EJ�PK�PDA�OP=PEKJ�O	�OLA?E`A@�EJ�PD=P�#/4 ��3Q?D�=PPAILPO
PK�HKC�EJ�=NA�NAFA?PA@�>U�PDA�)@0�

CAUTION: !JU�QOAN�PD=P�D=O�=@IEJ�=??AOO�PK�PDA�3!-,)@03ANRE?A�?=J�OAA�PDA�BKHHKSEJC�OAJOEPERA�EJBKNI=PEKJ�BKN�=HH
OP=PEKJO�EJ�PDA.E=C=N=.APSKNG.E=C=N=.APSKNG�

\ !�HEOP�KB�=HH�QOANO��QOANJ=IAO�KJHU	�EJ�PDA�OP=PEKJO

\ !�HEOP�KB�=HH�OP=PEKJO��OP=PEKJ�J=IAO�=J@�DKOPJ=IA�KJHU	

\ !�HEOP�KB�=HH�=QPDAJPE?=PEKJ�O?DAIAO��O?DAIA�J=IA�KJHU	

4DEO�EO�PNQAregardless of the permissions that user has on those components ��&KN�OA?QNEPU�LQNLKOAO��SDAJ�=@@EJC�PDA
3!-,)@03ANRE?A�PK�=�OP=PEKJ�P=GA�OLA?E=H�?=NA�PK�LH=?A�EP�EJ�=LLNKLNE=PA�?=PACKNEAO�

!@@EPEKJ=HHU��=JU�QOAN�SEPD�=@IEJ�SNEPA�LANIEOOEKJO�KJ�PDA�3!-,)@03ANRE?A�?=J�ABBA?PERAHU�?KJPNKH�SDK�HKCO
EJ�PKall stations EJ�PDA.E=C=N=.APSKNG.E=C=N=.APSKNG��=J@�SEPD�SD=P�LANIEOOEKJO��PK�PDA�ATPAJP�=HHKSA@�>U�PDA�NAIKPA
OP=PEKJ�BKN�NAIKPA�QOANO	��4DA�NA?KIIAJ@A@�OA?QNEPU�>AOP�LN=?PE?A�EO�PD=P�UKQ�PNA=P�PDEO�=O�=very sensitive
role ��=OOECJEJC�EP�KJHU�PK�DECDHU�PNQOPA@�QOANO�SDK�I=J=CA�=QPDAJPE?=PEKJ�

!�LNKREOEKJEJC�FK>�PD=P�EO�NQJ�KJ�PDA3QLANREOKNOEILHE`AO�?KJ`CQNEJC�OQ>KN@EJ=PA�OP=PEKJO�PK�QOA�3!-,�)@0�=O
SAHH�

0NAHEIEJ=NU�OPALO
#KILHAPA�PDAOA�OPALO�EJ�LNAL=N=PEKJ�BKN�OAPPEJC�QL�PDA�3!-,�)@0�3ANRE?A�

4DA�BKHHKSEJC�OPALO�?=J�>A�?KILHAPA@�EJ�=JU�KN@AN�

\ 'AJAN=PA�=�OANRAN�?ANPE`?=PA�EJ�PDA3QLANREOKNYO#ANP#ANPE`?=PA�-=J=CAIAJPE`?=PA�-=J=CAIAJP��4DA�?ANPE`?=PA�@KAO�JKP�JAA@�PK
>A�OECJA@�OEJ?A�3!-,�)@0�QOAO�?ANPE`?=PA�LEJJEJC��)P�FQOP�JAA@O�PK�>A�LNAOAJP�EJ�PDA5OAN�+AU�3PKN5OAN�+AU�3PKNAA�

\ $APANIEJA�DKS�I=JU�#EN?HAO�KB�4NQOP�UKQ�EJPAJ@�PK�?NA=PA��&KN�A=?D�KJA��E@AJPEBU�SDE?D�OP=PEKJO�PK�EJ?HQ@A
=J@�SDE?D�QOANO�PK�EJ?HQ@A�=O�QOAN�LNKPKPULAO�

\ !@@�=HH�KB�PDA�OQ>KN@EJ=PA�OP=PEKJO�PK�PDA3QLANREOKNYO.E=C=N=.APSKNG.E=C=N=.APSKNG=J@�I=GA�OQNA�PD=P�PDA�OP=PEKJO
LEJC��4DEO�?KJJA?PEKJ�EO�JA?AOO=NU�>A?=QOA�H=PAN�UKQ�SEHH�NQJ�=�LNKREOEKJEJC�FK>�KJ�PDA�OQ>KN@EJ=PA
OP=PEKJO�

\ #NA=PA�QOAN�LNKPKPULAO�EJ�A=?D�NAIKPA�OP=PEKJ��9KQ�JAA@�=HH�KB�PDA�QOAN�LNKPKPULAO�BKN�=HH�KB�PDA�QOANO�EJ
=JU�#EN?HAO�KB�4NQOP�PD=P�=�OP=PEKJ�EO�=�L=NP�KB��4DA�QOAN�LNKPKPULAO�@K�JKP�JAA@�PK�ATEOP�EJ�PDA3QLANREOKN
OP=PEKJ��7DAJ�=J�=PPAILP�PK�HKC�EJ�PK�=�OQ>KN@EJ=PA�OP=PEKJ�=O�=�3!-,�QOAN�EO�I=@A��PDA�QOAN�EO�?NA=PA@�EJ
PDA�OQ>KN@EJ=PA�OP=PEKJ�=??KN@EJC�PK�=�QOAN�LNKPKPULA��&KN�PDEO�NA=OKJ��PDA�LNKPKPULAO�IQOP�ATEOP�EJ�PDA
NAIKPA�OP=PEKJ�>ABKNAD=J@�

NOTE: 4DA�3!-,�!QP DAJPE?=PEKJ�3?DAIA�KJHU�OQLLKNPO�PDA�>=F=
5OAN0NKPKPULA��7DEHA�,$!0�=J@�+AN>ANKO
OQLLKNP�PDEO�QOAN�LNKPKPULA�=O�SAHH�=O�PDA�@AB=QHP�QOAN�LNKPKPULA�

\ )J�PDA3QLANREOKNYO�5OAN3ANRE?A��?NA=PA�=HH�KB�PDA�QOANO�PD=P�UKQ�JAA@�BKN�=JU�#EN?HA�KB�4NQOP�KN�OQ>KN@EJ=PA
OP=PEKJ�

"=OE?�SKNGBHKS�BKN�OAPPEJC�QL�PDA�OANRE?A
5OA�PDEO�>=OE?�SKNGaKS�BKN�OAPPEJC�QL�PDA�3!-,�)@0�3ANRE?A��-KOP�KB�PDA�SKNGaKS�K??QNO�KJ�PDA3QLANREOKN
OP=PEKJ��(KSARAN��PDANA�=NA�=�BAS�OPALO�PD=P�IQOP�>A�?KILHAPA@�KJ�PDA�NAIKPA�OP=PEKJ�O	�

/J�P DA3QLANREOKNOP=PEKJ

4DA�LH=PBKNI�IQOP�>A�HE?AJOA@�BKNO=IH$0�

�� )JOP=HH�PDA�3!-,�)@0�3ANRE?A�

�� #KJ`CQNA�LNKLANPEAO�BKN�PDA�3!-,�)@0�3ANRE?A�

5OAN�=QPDAJPE?=PEKJ .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

�� -=N ?D���������



�� #KJ`CQNA�PDA�#EN?HA�/B�4NQOP�

=� !@@�OQ>KN@EJ=PA�OP=PEKJO�

>� !@@�QOANO�

?� 3LA?EBU�=JU�=@@EPEKJ=H�=QPDAJPE?=PEKJ�O?DAIAO�PD=P�I=U�>A�QOA@�SDAJ�HKCCEJC�EJ�

NOTE: 4DEO�EO�JA?AOO=NU�KJHU�PK�=@@�QOANO�PD=P�@K�JKP�UAP�ATEOP�EJ�PDA�3QLANREOKN��OQ?D�=O�,$!0�QOANO�

@� 3LA?EBU�PDA�J=IAO�KB�PDA�QOAN�LNKPKPULAO�BKN�=HH�KB�PDA�QOANO�PD=P�=NA�EJ?HQ@A@�EJ�PDEO�#/4��4DAOA�=NA
PDA�J=IAO�KB�PDA�LNKPKPULAO�PD=P�=HNA=@U�ATEOP�EJ�PDA�OQ>KN@EJ=PA�OP=PEKJ�O	�

�� #KJ`CQNA�PDA�OQ>KN@EJ=PA�OP=PEKJ�O	�BKN�3!-,)@03ANRE?A�>U�NQJJEJC�=�LNKREOEKJEJC�FK>�SEPD�PDEO�OPAL�
#KJ`CQNA�.E=C=N=�)@0���3=IH�3?DAIA�

/J�A=?D�3Q>KN@EJ=PA�3P=PEKJ

�� 3AP�QL�5OAN�0NKPKPULAO��4DAOA�SEHH�>A�QOA@�=O�PAILH=PAO�PK�?NA=PA�PDA�QOANO�QLKJ�HKCEJ�PK�PDA�OP=PEKJ�

�� !�OECJEJC�#ANPE`?=PA��3ANRAN�?ANP�SEPD�>KPD�LQ>HE?�=J@�LNER=PA�GAUO	�EO�NAMQENA@��4DA�LNKREOEKJEJC�FK>�NQJO
KJ�PDA3QLANREOKNCAJAN=PAO�PDA�JA?AOO=NU�?ANP�

�� 4DA�3!-,�!QP DAJPE?=PEKJ�3?DAIA�IQOP�>A�EJOP=HHA@�=J@�?KJ`CQNA@��4DA�LNKREOEKJEJC�FK>�NQJO�KJ�PDA
3QLANREOKN?NA=PAO�PDA�JA?AOO=NU�O?DAIA�

3APPEJC�QL�PDA�3!-,�)@0�3ANRE?A
3APPEJC�QL�PDA�3!-,�)@0�3ANRE?A�KJ�UKQN3QLANREOKNOP=PEKJ�I=GAO�EP�A=OU�PK�?KJ`CQNA�=J�EJPANJ=H�.E=C=N=�)@0
PD=P�SKNGO�SEPD�UKQN�3!-,�!QP DAJPE?=PEKJ�3?DAIA�

Prerequisites:

\ 4DA�LH=PBKNI�EO�HE?AJOA@�BKNO=IH$0 �SEPD�PDAOn/Off =PPNE>QPA�OAP�PKtrue 	�

\ !�3ANRAN�#ANPE`?=PA�D=O�=HNA=@U�>AAJ�CAJAN=PA@�EJ�PDA�5OAN�+AU�3PKNA�BKN�QOA�SEPD�3!-,�)@0 �

\ 4DA3QLANREOKNOP=PEKJYO�7A>3ANRE?A�EO�NQJJEJC�

\ 4DAO=IHL=HAPPA�EO�KLAJ�

NOTE: )JOP=HH�PDA�3!-,)@03ANRE?A�KJHU�KJ�=3QLANREOKNOP=PEKJ�

��3PAL &NKI�P DAO=IHL=HAPPA�@N=C�PDA3!-,)@03ANRE?A?KILKJAJP�PK�PDA3QLANREOKNOP=PEKJYO3ANRE?AO
JK@A��=J@�SDAJ�LNKILPA@��AJPAN�=�J=IA�BKN�PDA�OANRE?A��&KN�AT=ILHA��.E=C=N=�)@0�

��3PAL /LAJ�= 0N0NKLANPU�3DAAPKLANPU�3DAAPREAS�KB�PDA�OANRE?A�=J@�?KJ`CQNA�PDA�BKHHKSEJC�LNKLANPEAO�

=� IdP Signing Cert ^�?HE?G�PDA�@NKL
@KSJ�HEOP�=J@�OAHA?P�PDA�ATEOPEJC�3ANRAN�#ANPE`?=PA
BNKI�P DA�OP=PEKJYO5OAN�+AU�3PKN5OAN�+AU�3PKNAA�

>� EntityID ^�AJPAN�PDA�OP=PEKJYO�)0�=@@NAOO��KN�DKOPJ=IA	�LHQO�PDA�LKNP�PDA�7A>3ANRE?A�EO
NQJJEJC�KJ�

NOTE: 4DA�LKNP�JQI>AN�EO�NAMQENA@��BKN�AT=ILHA������BKN�DPPLO	��)P�IQOP�>A�EJ?HQ@A@�EJ�PDA
%JPEPU)$�KPDANSEOA�PDA�OANRE?A�SEHH�B=EH��!HOK�NAMQENA@�=NA�PDA�?D=N=?PANO�Z/saml/ [�SDE?D
IQOP�>A�=LLAJ@A@�PK�PDA�%JPEPU)$�R=HQA��&KN�AT=ILHA��EB�UKQ�AJPANA@
Z https://192.68.19.20:443 [�BKN�PDAEntityID ��UKQ�PDAJ�JAA@�PK�=LLAJ@�EP�SEPD
Z /saml/ [��OK�PD=P�EP�NA=@O��Zhttps://192.68.19.20:443/saml/ [�

?� Time Skew ^�OAP�PDA�JQI>AN�KB�IEJQPAO�PK�ATPAJ@�PDA�R=HE@EPU�LANEK@�KB�PDA�3!-,�N AMQAOP
BNKI�P DA�OQ>KN@EJ=PA�OP=PEKJ��4DEO�EO�EJPAJ@A@�PK�=HHKS�3!-,�IAOO=CA�PK�>A�=??ALPA@�SDAJ
PDA�OQLANREOKN�=J@�OQ>KN@EJ=PA�OP=PEKJO�?=JJKP�OUJ?DNKJEVA�PDAEN�PEIA��5OA�LKOEPERA�R=HQAO�
$AB=QHP�R=HQA�EO���IEJQPAO�

@� Apply Skew to Response ^�?HE?G�PDA�@NKL@KSJ�HEOP�=J@�OAHA?P�Ztrue [�PK�=LLHU�PDA
OLA?E`A@�4EIA�3GAS�OAPPEJC�PK�PDA�NAOLKJOA��&KN�?=OAO�SDANA�=�PEIA�@EBBANAJ?A�ATEOPO
>APSAAJ�PDA3QLANREOKN=J@�=�OQ>KN@EJ=PA�OP=PEKJ��PDEO�SEHH�=LLHU�PDA�4EIA�3GAS�PK�PDA
NAOLKJOA�O	�

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A 5OAN�=QPDAJPE?=PEKJ

-=N ?D��������� ��



��3PAL $KQ>HA
?HE?G#EN?HA�KB�4NQOPPK�KLAJ�PDA#EN#EN?HA�/B�4?HA�/B�4NQOP�%@NQOP�%@EPKNEPKN=J@�?KJ`CQNA�PDA�BKHHKSEJC
LNKLANPEAO�

=� Description ^��KLP EKJ=H	�AJPAN�=�@AO?NELPEKJ�BKN�PDEO�#EN?HA�KB�4NQOP�

>� Http Redirect Endpoint ^�!�N A=@
KJHU�R=HQA�PD=P�ODKSO�PDA�52,�BKN�PDEO�#EN?HA�KB�4NQOP�

��3PAL 4DA�HKSAN�D=HB�KB�PDA�REAS�HEOPO�OQ>KN@EJ=PA�OP=PEKJO�EJ�PDA.E=C=N=.APSKNG.E=C=N=.APSKNG��#HE?G�=�?DA?G>KT�BKN
=JU�OP=PEKJ�O	�PK�EJ?HQ@A�EP�EJ�PDEO�#EN?HA�KB�4NQOP�

NOTE: 9KQ�=NA�JKP�HEIEPA@�PK�OP=PEKJO�EJ�UKQN.E=C=N=.APSKNG.E=C=N=.APSKNG��#HE?G!@@�3P=P!@@�3P=PEKJEKJPK�OAHA?P�=
JKJ
 .E=C=N=.APSKNG.E=C=N=.APSKNGOP=PEKJ��9KQ�SEHH�>A�LNKILPA@�PK�AJPAN�=�.=IA��3ANRAN�#ANPE`?=PA�LQ>HE?�GAU�
=J@�)OOQAN�52,�BKN�PDA�OP=PEKJ��!JU�OP=PEKJO�JKP�=HNA=@U�EJ�PDA.E=C=N=.APSKNG.E=C=N=.APSKNG?=JJKP�>A
?KJ`CQNA@�RE=�PDA�#KJ`CQNA�.E=C=N=�)@0�=J@�3!-,�3?DAIA�LNKREOEKJEJC�FK>�=J@�PDA
3!-,!QP DAJPE?=PEKJ3?DAIAO�KJ�PDA�NAIKPA�OP=PEKJ�IQOP�>A�=@@A@�I=JQ=HHU�

��3PAL #HE?G5OANO5OANOPK�OAHA?P�PDA�QOAN�O	�BNKI�UKQN�5OAN3ANRE?A�PK�EJ?HQ@A�EJ�PDEO�#EN?HA�KB�4NQOP��4DEO�=HHKSO
PDKOA�QOANO�PK�HKC�EJPK�PDA�OLA?E`A@�OP=PEKJO�EJ�PDA�#/4 �

��3PAL #HE?G!QP!QPD�3?DAIAOD�3?DAIAOPK�OLA?EBU�SDE?D�KPDAN�=QPDAJPE?=PEKJ�O?DAIAO�I=U�>A�QOA@�SDAJ�HKCCEJC�EJ�

NOTE: 4DEO�EO�PK�=??KIIK@=PA�QOANO�SDK�I=U�JKP�UAP�ATEOP�EJ�PDA3QLANREOKNOP=PEKJ��&KN
AT=ILHA��UKQ�IECDP�OLA?EBU�PDA�,@=L3?DAIA�OK�PD=P�,$!0�QOANO�?=J�HKCEJ��(KSARAN��BKN�PULE?=H
�3!-,�!QP DAJPE?=PEKJ�3?DAIA	�QO=CA�UKQ�?=J�OGEL�PDEO�OPAL�

��3PAL #HE?G0N0NKPKPULAOKPKPULAOPK�OLA?EBU�KJA�KN�IKNA�QOAN�LNKPKPULAO�PD=P�I=U�>A�QOA@�SDAJ�HKCCEJC�EJ�

NOTE: 4DA�OLA?E`A@�LNKPKPULAO�ODKQH@�?KNNAOLKJ@�PK�5OAN�0NKPKPULAO�KJ�PDA�OQ>KN@EJ=PA
OP=PEKJ�O	��4DA�5OAN�0NKPKPULA�EO�QOA@�PK�?NA=PA�PDA�QOAN�KJ�PDA�OQ>KN@EJ=PA�OP=PEKJ�KJ�HKCEJ�=J@
JAA@O�PK�ATEOP�KJ�PDA�OP=PEKJ�=P�PD=P�PEIA�

!P�PDEO�LKEJP�UKQ�D=RA�?KILHAPA@�?KJ`CQNEJC�PDA�3!-,)@03ANRE?A�=J@�=@@EJC�QOAN�LNKPKPULAO�PK
PDA�#EN?HA�KB�4NQOP�

��3PAL )J�PDA3QLANREOKNYO�5OAN3ANRE?A��=OOECJ�=�3!-,�0NKPKPULA�PK�A=?D�#EN?HA�KB�4NQOP�QOAN��$K�PDEO�BKN
A=?D�#EN?HA�KB�4NQOP�PD=P�PDA�QOAN�EO�EJ�

NOTE: 9KQ�?=J�?DKKOA�BNKI�=JU�KB�PDA�LNKPKPULA�J=IAO�PD=P�D=RA�>AAJ�=@@A@�PK�PD=P�#EN?HA�KB
4NQOP�

Result
#KILHAPEJC�PDA�#EN?HA�KB�4NQOP�?KJ`CQN=PEKJ�EO�PDA�H=OP�EPAI�EJ�PDA�SKNGaKS�BKN�?KJ`CQNEJC�PDA�3!-,�)@0
3ANRE?A�KJ�PDA3QLANREOKN��!@@EPEKJ=H�?KJ`CQN=PEKJ�IQOP�>A�@KJA�KJ�PDA�OQ>KN@EJ=PA�OP=PEKJ�O	��&KN�PDKOA
@AP=EHO�OAA�Z#KJ`CQNEJC�PDA�OQ>KN@EJ=PA�OP=PEKJ�BKN�3!-,)@03ANRE?A[�

#KJBECQNEJC�OQ>KN@EJ=PA�OP=PEKJO�BKN�3!-,�)@0�3ANRE?A�=J@�3?DAIA
!�LNKREOEKJEJC�FK>�?=J�?KJ`CQNA�A=?D�NAIKPA�OP=PEKJYO�3!-,��3A?QNEPU�!OOANPEKJ�-=NGQL�,=JCQ=CA	
=QPDAJPE?=PEKJ�O?DAIA�=J@�HK?=H�3!-,�)@0��)@AJPEPU�0NKRE@AN	�OANRE?A��4DEO�LNK?A@QNA�?KRANO�NQJJEJC�=
LNKREOEKJEJC�FK>�KJ�PDA3QLANREOKNOP=PEKJ�PK�?KJ`CQNA�KJA�KN�IKNA�NAIKPA�OP=PEKJO�SEPD�=�OANRAN�?ANPE`?=PA
�LNER=PA�=J@�LQ>HE?�GAUO	�=J@�PDA�3!-,�=QP DAJPE?=PEKJ�O?DAIA�?KJ`CQNA@�BKN�PDA�EJPANJ=H�)@0�

Prerequisites:
9KQ�=NA�SKNGEJC�EJ�=3QLANREOKNOP=PEKJ��4DA3!-,)@3ANRE?A3!-,)@3ANRE?AEO�EJOP=HHA@�=J@�?KJ`CQNA@�KJ�PDA3QLANREOKN
OP=PEKJ�

4DA.E=C=N=.APSKNG.E=C=N=.APSKNGKJ�PDA3QLANREOKN?KJP=EJO�KJA�KN�IKNA�NAIKPA�OP=PEKJO�

��3PAL %TL=J@#KJ`C#KJ`C � $NERANO$NERANO� .E=C=N=.APSKNG.E=C=N=.APSKNG�

��3PAL 4K�KLAJ�PDA.E=C=N=�.APSKNG�*K>�"QEH@AN.E=C=N=�.APSKNG�*K>�"QEH@ANREAS��@KQ>HA
?HE?G�KJ0N0NKREOEKJEJC.S%TPKREOEKJEJC.S%TP�

5OAN�=QPDAJPE?=PEKJ .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

�� -=N ?D���������



4DA.E=C=N=�.APSKNG�*K>�"QEH@AN.E=C=N=�.APSKNG�*K>�"QEH@ANREAS�KLAJO�

��3PAL )J�PDA�PKL�L=JA�0N0NKREOEKJEJC�OPALO�PK�NQJKREOEKJEJC�OPALO�PK�NQJ��?HE?G�=@@ ��?HE?G#KJ`CQN#KJ`CQNA�.E=C=N=�)@0�=J@�3!-,A�.E=C=N=�)@0�=J@�3!-,
3?DAIA3?DAIA��=J@�?HE?G/+/+ �
4DA#KJ`CQN#KJ`CQNA�.E=C=N=�)@0�=J@�3!-,�3?DAIAA�.E=C=N=�)@0�=J@�3!-,�3?DAIA SEJ@KS�KLAJO�

��3PAL &EHH�EJ�PDA�BKHHKSEJC�NAMQENA@�LNKLANPEAO�=J@�?HE?G/+/+ �

\ Login Button Text Format EO�PDA�LNABANNA@�PATP�PK�@EOLH=U�KJ�PDA�HKCEJ�>QPPKJ�PK�=??AOO
PDA�OQ>KN@EJ=PA�OP=PEKJ��&KN�AT=ILHA�Log in to Floor1_%displayName% ��SDANA�PDA
OUOPAI�OQ>OPEPQPAO�PDA�J=IA�KB�PDA�#EN?HA�KB�4NQOP�BKN�PDA�"&KNI=P�O?NELP��@EOLH=U.=IA��
)B�IQHPELHA�#EN?HAO�KB�4NQOP�EJ?HQ@A�PDA�OQ>KN@EJ=PA�OP=PEKJ��PDA�OUOPAI�?NA=PAO�IQHPELHA�HKCEJ
>QPPKJO�

\ IdP Certificate Alias EO�PDA�LQ>HE?�GAU�KB�PDA�?ANPE`?=PA�?KJ`CQNA@�=O�PDAIdP Signing
Cert EJ�PDA3!-,)@03ANRE?A3!-,)@03ANRE?APD=P�PDA�OUOPAI�EILKNPO�PK�PDA�OQ>KN@EJ=PA�OP=PEKJ�O5OAN�45OAN�4NQOPNQOP
3PKN3PKNAA��4DEO�LNKLANPU�?KJ`CQNAO�PDA�=HE=O�KB�PDA�NAOQHPEJC�LQ>HE?�GAU�=O�EP�=LLA=NO�EJ�PDA
OQ>KN@EJ=PA�OP=PEKJ��BKN�AT=ILHA�niagaraIdP ��%JPANEJC�=�R=HQA�EJ�PDEO�LNKLANPU�=?PER=PAO
PDA/+/+ >QPPKJ�EJ�PDA�SEJ@KS�

\ SAML Signing Certificate Alias @A`JAO�PDA�=HE=O�KB�PDA�?ANPE`?=PA�PK�QOA�=O�PDA
OQ>KN@EJ=PA�OP=PEKJ�O�3!-,�3ANRAN�#ANPE`?=PA��)B�JKP�CAJAN=PEJC�=�JAS�OANRAN�?ANPE`?=PA��OAA
KLPEKJ�>AHKS	��PDA�?ANPE`?=PA�ODKQH@�=HNA=@U�ATEOP�EJ�PDA�OQ>KN@EJ=PA�OP=PEKJ�O5OAN�+AU5OAN�+AU
3PKN3PKNAA�

\ /LP EKJ=HHU��UKQ�?=J�CAJAN=PA�=�JAS�OANRAN�?ANPE`?=PA�=J@�KN�=�JAS�NAIKPA�3!-,
AJ?NULPEKJ�?ANPE`?=PA�PK�QOA�BKN�PDEO�LQNLKOA��#HE?G�PDA�?DA?G�>KT�PKGenerate new remote
SAML signing certificate =J@�KN�PKGenerate new remote SAML encryption
certificate ��`HH�EJ�PDA�NAMQENA@�@=P=�EJ�PDA�=@@EPEKJ=H�LNKLANPEAO��=J@�?HE?G/+/+ �

4DA�LNKREOEKJEJC�=LLHE?=PEKJ�=@@O�PDA�OPAL�PK�PDA�FK>�>QEH@AN�

��3PAL )J�PDA�>KPPKI�L=JA�3P=P3P=PEKJO�PK�EJ?HQ@A�EJ�PEKJO�PK�EJ?HQ@A�EJ�PDA�FK>DA�FK>��?HE?G �!@@	�
4DA!@@�$ARE?A!@@�$ARE?ASEJ@KS�KLAJO

��3PAL 3AHA?P�PDA�@ARE?AO��PD=P�EO��OP=PEKJO�EJ�PDA.E=C=N=.APSKNG.E=C=N=.APSKNGPD=P�=NA�EJ?HQ@A@�EJ�=�#EN?HA�KB�4NQOP	�PK
>A�=@@A@�PK�PDA�FK>��=J@�?HE?G/+/+ �
4DA�LNKREOEKJEJC�=LLHE?=PEKJ�=@@O�PDA�FK>�PK�PDA�OPAL�>QEH@AN�

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A 5OAN�=QPDAJPE?=PEKJ

-=N ?D��������� ��



��3PAL 4K�OP=NP�PDA�LNKREOEKJEJC�FK>��?HE?G2QJ�.KS2QJ�.KS �

��3PAL 4K�REAS�PDA�FK>�LNKCNAOO��KLAJ�PDA�*K>�3ANRE?A*K>�,KC*K>�,KC REAS�
4DA*K>�,KC*K>�,KC KLAJO�

Result

4DEO�LNKREOEKJEJC�FK>�ATLKNPO�PDA�LQ>HE?�GAU�KB�PDA3QLANREOKN�O�)@0�3ECJEJC�#ANPE`?=PA�PK�PDA5OAN�45OAN�4NQOP�3PKNNQOP�3PKNAA
KB�A=?D�OQ>KN@EJ=PA�OP=PEKJ�EJ�PDA�FK>��&KN�A=?D�OP=PEKJ��EP�CAJAN=PAO�=�QJEMQA�3!-,�3ECJEJC�#ANPE`?=PA�EJ�PDA
OP=PEKJ�O5OAN�+AU�3PKN5OAN�+AU�3PKNAA �KN�OAHA?PO�BNKI�OANRAN�?ANPE`?=PAO�=HNA=@U�ATEOPEJC�EJ�PDA5OAN�+AU�3PKN5OAN�+AU�3PKNAA	��)P�PDAJ
=OOECJO�=�?KLU�KB�PDEO�?ANPE`?=PA�O�LQ>HE?�GAU�PK�PDA�3P=PEKJ�3ANRE?A�0NKRE@AN�QJ@AN�PDA�#EN?HA�KB�4NQOP�EJ�PDA
3QLANREOKN�O3!-,)@03ANRE?A3!-,)@03ANRE?AQOEJC�?ANPE`?=PA�LEJJEJC�

NOTE: 4DA�OECJEJC�?ANPE`?=PAO�IAJPEKJA@�EJ�PDA�LNAREKQO�L=N=CN=LD�=NA�=?PQ=HHU�3ANRAN�?ANPE`?=PAO��4DAU
ODKQH@�JKP�>A�?KJBQOA@�SEPD�#K@A�3ECJEJC�#ANPE`?=PAO�SDE?D�D=RA�=�@EBBANAJP�LQNLKOA�

&KN�A=?D�#EN?HA�KB�4NQOP�PD=P�=�OQ>KN@EJ=PA�OP=PEKJ�EO�=�L=NP�KB��PDA�LNKREOEKJEJC�FK>�?NA=PAO�=�3!-,
!QPDAJPE?=PEKJ�3?DAIA�EJ�PDA�OQ>KN@EJ=PA�OP=PEKJYO!QP!QPDAJPDAJPE?=PE?=PEKJ3ANRE?AEKJ3ANRE?A�

&KN�IKNA�EJBKNI=PEKJ��OAA�Z!>KQP�PDA�3!-,�)@0�3ANRE?A[�OA?PEKJ�KB�PDA�$�"�,���.�.$*)�� �/,$.3��/$� �

3!-,�0=OOSKN @
>=OA@�!QPDAJPE?=PEKJ
3P=NPEJC�EJ.E=C=N=����� ��PDA�3!-,�!QP DAJPE?=PEKJ�3?DAIA�=HHKSO�PDA�=@IEJEOPN=PKN�PK�OLA?EBU�PDA�PULA�KB
=QPDAJPE?=PEKJ�PD=P�EO�=HHKSA@�KJ�PDA3QLANREOKN�

Prerequisites:

\ 7 KNG>AJ?DEO�NQJJEJC�

\ 4DA3QLANREOKNOP=PEKJ�EO�?KJ`CQNA@�SEPD�PDA3!-,)$03ANRE?A3!-,)$03ANRE?A SEPD#EN#EN?HAKB4?HAKB4NQOP&KH@ANNQOP&KH@AN?KJ`CQNA@�

\ !LLN KLNE=PA�QOANO�=NA�=@@A@�EJ�PDA5OAN3ANRE?A5OAN3ANRE?AKJ�PDA3QLANREOKNOP=PEKJ�

��3PAL /LAJ�=�LH=PBKNI�?KJJA?PEKJ�BKN�PDA�NAIKPA�?KJPNKHHAN�=J@�?KJJA?P�PK�PDA�OP=PEKJ�

��3PAL %TL=J@#KJ`C#KJ`C � 3ANRE?AO3ANRE?AO� !QP!QPDAJPDAJPE?=PE?=PEKJ3ANRE?AEKJ3ANRE?A� !QP!QPDAJPDAJPE?=PE?=PEKJ�3?DAIAOEKJ�3?DAIAO��NECDP
?HE?G
3!-,!QP3!-,!QP DAJPDAJPE?=PE?=PEKJ3?DAIAEKJ3?DAIA=J@�?HE?G66EASOEASO� 0N0NKLANPU�3DAAPKLANPU�3DAAP�
4DA0N0NKLANPU�3DAAPKLANPU�3DAAPKLAJO�

��3PAL )J�PDARequested Authentication Type LNKLANPU��?HE?G�PDA�LAJ?EH�E?KJ�
4DA3AHA?P�%JQIO3AHA?P�%JQIOL=JA�KLAJO�

��3PAL 3AHA?P�PDA0=OOSKN0=OOSKN@0N@0NKPA?PA@4KPA?PA@4N=JOLKNPN=JOLKNPPULA�KB�=QPDAJPE?=PEKJ�=J@�?HE?G/+/+ �

��3PAL /LAJ�P DA�3QLANREOKN�OP=PEKJ�QOEJC�=�SA>�>NKSOAN�

��3PAL )J�PDA,KCEJ,KCEJSEJ@KS��AJPAN�KN�RANEBU�5OANJ=IA�=J@�?HE?G,KC�)J�SEP,KC�)J�SEPD�33/D�33/ �

��3PAL %JPAN�UKQN�L=OOSKN@�=J@�?HE?G,KCEJ,KCEJ�
)B�PDA�?NA@AJPE=HO�=NA�?KNNA?P��PDA�HKCEJ�EO�OQ??AOOBQH�=J@�=�OP=PEKJ�REAS�@EOLH=UO�

NOTE: )B�OQ??AOOBQH��UKQ�?=J�HKCKQP�EB�@AOENA@�

9KQ�?=J�?D=JCA�PDA�=QPDAJPE?=PEKJ�PULA�=O�JAA@A@��7DAJ�PDA�=QPDAJPE?=PEKJ�PULA�EO�IK@E`A@�
HKC�EJ�SEPD�PDA�=LLNKLNE=PA�QOAN��BKN�AT=ILHA��EB�PDA44EIA�3UJ?�4EIA�3UJ?�4KGAJKGAJ=QPDAJPE?=PEKJ�PULA�EO
OAHA?PA@��PDA�QOAN�ODKQH@�QOA�PDA�'KKCHA�!QPDAJPE?=PEKJ�O?DAIA	�

5OANO
!�QOAN�EO�=�BQJ?PEKJ�KN�I=?DEJA��BKN�AT=ILHA��=@IEJ��KLAN=PKN��AP?���PD=P�NALNAOAJPO�=�PULA�KB�OUOPAI�=??AOO
N=PDAN�PD=J�=J�EJ@ERE@Q=H�LANOKJ�

5OANO�=NA�=QPDKNEVA@�PK�HKC�EJ�PK�3QLANREOKN�=J@�NAIKPA�?KJPNKHHAN�OP=PEKJO�BKN�PDA�LQNLKOA�KB�?KJ`CQNEJC�=J@

5OAN�=QPDAJPE?=PEKJ .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

�� -=N ?D���������



I=J=CEJC�?KILKJAJPO�=J@�@=P=��%=?D�OP=PEKJ�I=U�D=RA�PDA�O=IA�OAP�KB�QOANO��!J@�A=?D�OP=PEKJ�I=U�D=RA�EPO
KSJ�QJEMQA�HK?=H�QOAN�O	�

)J�=�OP=PEKJ�@=P=>=OA��=�?KILKJAJP�NALNAOAJPO�A=?D�QOAN�QJ@AN�PDA�OP=PEKJ�O5OAN3ANRE?A5OAN3ANRE?A�>=F=IK@QHA	��5OEJC
PDA5OAN�-=J=CAN5OAN�-=J=CANREAS�KB�PDEO�OANRE?A��UKQ�=@@��IK@EBU��=J@�@AHAPA�QOAN�?KILKJAJPO�

4DA�@AB=QHP�LNKPKPULA�?KJ`CQNAO�PDA�LNKLANPEAO�=OOK?E=PA@�SEPD�A=?D�JAS�QOAN�

)J�H=PAOP�RANOEKJO�KB.E=C=N=��PDANA�EO�=@@A@�OQLLKNP�BKN�PDA���=JU�=?PERA�OAOOEKJ�=OOK?E=PA@�SEPD�=�QOAN
PANIEJ=PAO�SDAJ�UKQ�I=GA�PDAOA�?D=JCAO�EJ5OAN3ANRE?A5OAN3ANRE?A0N0NKLANPU�3DAAPKLANPU�3DAAP�

\ )B�UKQ�NAIKRA�PDA�QOAN�BNKI�P DA5OAN3ANRE?A5OAN3ANRE?A0N0NKLANPU�3DAAPKLANPU�3DAAP�

\ )B�PDAEnabled LNKLANPU�EO�OAP�PKfalse �

\ )B�PDAExpiration LNKLANPU�EO�?D=JCA@�PK�=�@=PA�PD=P�D=O�=HNA=@U�ATLENA@�

\ )B�PDAAuthentication Scheme Name EO�?D=JCA@�

\ )B�PDAAllow Concurrent Sessions EO�OAP�PKfalse �

5OAN�LNKPKPULAO
!�LNKPKPULA�CNKQLO�QOANO�SDK�OD=NA�PDA�O=IA�LANIEOOEKJO�=J@�KPDAN�?D=N=?PANEOPE?O��4DEO�CNKQLEJC�B=?EHEP=PAO
OAPPEJC�QL�OUOPAI�QOANO�QJ@AN�PDA5OAN3ANRE?A5OAN3ANRE?A��#QOPKIEVEJC�PDA�@AB=QHP�LNKPKPULA�=J@�?NA=PEJC�?QOPKI�QOAN
LNKPKPULAO�OEILHEBU�QOAN�I=J=CAIAJP�

$AB=QHP�LNKPKPULA
4DA5OAN�0N5OAN�0NKPKPULAOKPKPULAO?KJP=EJAN�EO�=�BNKVAJ�OHKP�QJ@AN�=�OP=PEKJYO5OAN3ANRE?A5OAN3ANRE?A��)P�?KJP=EJO�=�BNKVAJ$AB=QH$AB=QHPP
0N0NKPKPULAKPKPULAPK�OQLLKNP�?AJPN=HEVA@�QOANO�EJ�PDA�OP=PEKJYO.E=C=N=.APSKNG.E=C=N=.APSKNG=J@�=HHKSO�BKN�=@@EPEKJ=H�QOAN
LNKPKPULAO�PD=P�OQLLKNP�QOAN�OUJ?DNKJEV=PEKJ�=J@�NAIKPA�=QPDAJPE?=PEKJ�O?DAIAO��OQ?D�=O�,$!0��+AN>ANKO��=J@
3!-,�

4DEO�OAP�KB�QOAN�LNKLANPEAO�EO�=�?DEH@�?KILKJAJP��>=F=
QOAN>=F=
QOAN	�KB�PDA5OAN�0N5OAN�0NKPKPULAOKPKPULAO?KJP=EJAN�QJ@AN�PDA
5OAN3ANRE?A5OAN3ANRE?A��5OEJC�PDA�@AB=QHP�LNKPKPULA�OEILHE`AO�QOAN�I=J=CAIAJP�>A?=QOA�EPO�@AB=QHP�R=HQAO�LKLQH=PA�A=?D
JAS�QOAN��&KN�AT=ILHA�PDA�@AB=QHP�LNKPKPULA�?=J�?KJ`CQNA�=�OAP�KB�IEJEIQI�LANIEOOEKJO�PD=P�=LLHU�PK�=HH�QOANO
=J@�=�PULE?=H�.=R�`HA�PK�=LLHU�PK�=HH�

4DA�KJHU�LNKLANPU�R=HQA�PD=P�@KAO�JKP�OANRA�=O�=�@AB=QHP�SDAJ�?NA=PEJC�=�JAS�QOAN�EOPassword �

,$!0�=J@�+AN>ANKO�OQLLKNP�PDA�@AB=QHP�QOAN�LNKPKPULA��DKSARAN��3!-,�@KAO�JKP�

5OAN�LNKPKPULAO
4DAOA�LNKPKPULAO��=HOK>=F=
QOAN>=F=
QOAN?KILKJAJPO	�AJ=>HA�JAPSKNG�QOAN�OUJ?DNKJEV=PEKJ��4K�?NA=PA�PDEO�PULA�KB
LNKPKPULA�UKQ�@QLHE?=PA�PDA�@AB=QHP�LNKPKPULA��CEREJC�A=?D�@QLHE?=PA�=�JAS�J=IA�=J@�PDAJ�IK@EBU�EPO
LNKLANPEAO��9KQ�ODKQH@�J=IA�@QLHE?=PA�LNKPKPULAO�QOEJC�@AO?NELPERA�PATP�PD=P�?=J�>A�HKCE?=HHU�=OOK?E=PA@�SEPD
CNKQLO�KB�OP=PEKJ�QOANO��OQ?D�=O�!@IEJ(R=?��'AJ/LAN=PEKJO��,PC!J@!H=NIO��=J@�OK�KJ�

5OAN�LNKPKPULAO�=LLA=N�QJ@AN�PDA5OAN3ANRE?A5OAN3ANRE?AEJ�PDA�.=R�PNAA�=J@�KJ�EPO0N0NKLANPU�3DAAPKLANPU�3DAAP��>QP�PDA5OAN5OAN
-=J=CAN-=J=CAN REAS�@KAO�JKP�HEOP�PDAI��)JOPA=@��SDAJ�UKQ�=@@�=�QOAN��PDA�LNKLANPUPrototype Name LNKRE@AO�=�HEOP
KB�=R=EH=>HA�LNKPKPULAO�BNKI�SDE?D�PK�?DKKOA�

NOTE: 7DAJ�UKQ�I=JQ=HHU�=@@�=�JAS�QOAN�EJ�PDA5OAN�-=J=CAN5OAN�-=J=CANREAS��PDA�QOANYO�LNKLANPU�R=HQAO�@AB=QHP�PK
PDKOA�KB�PDA�@AB=QHP�LNKPKPULA�NAC=N@HAOO�KB�PDAPrototype Name UKQ�?DKKOA��4DA�@AB=QHP�LNKPKPULA�OANRAO�=O
=�PAILH=PA�PK�LKLQH=PA�=�JAS�QOANYO�LNKLANPEAO��=HH�AT?ALPPassword 	��4DAPrototype Name =LLHEAO�KJHU�SDAJ
OUJ?DNKJEVEJC�QOANO�

!QPDAJPE?=PEKJ�LNKPKPULAO
4DEO�LNKPKPULA��>=F=
5OAN0N>=F=
5OAN0NKPKPULAKPKPULA	�OQLLKNPO�NAIKPA�=QPDAJPE?=PEKJ�O?DAIAO��EJ?HQ@EJC�,$!0 ��+AN>ANKO�=J@
3!-,�

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A 5OAN�=QPDAJPE?=PEKJ

-=N ?D��������� ��



NOTE: 4DA�3!-,�=QP DAJPE?=PEKJ�O?DAIA�KJHU�OQLLKNPO�PDA>=F=
5OAN0N>=F=
5OAN0NKPKPULAKPKPULA��7DEHA�,$!0�=J@�+AN>ANKO
OQLLKNP�PDEO�QOAN�LNKPKPULA�=O�SAHH�PDA�@AB=QHP�QOAN�LNKPKPULA�

4DA�LNKLANPEAO�LNKRE@A@�>U�PDA>=F=
5OAN0N>=F=
5OAN0NKPKPULAKPKPULA=NA�OEIEH=N�PK�PDKOA�KB�PDA�@AB=QHP�LNKPKPULA�SEPD�OKIA
AT?ALPEKJO��!JOverridable LNKLANPU�LNARAJPO�=�R=HQA�BNKI�>AEJC�KRANSNEPPAJ�SEPD�=�@AB=QHP�R=HQA�=P�JATP
HKCEJ�

3P=PEKJ
PK
OP=PEKJ�QOANO
!�OP=PEKJ
PK
OP=PEKJ�QOAN�EO�=�I=?DEJA�QOAN�=O�KLLKOA@�PK�=�DQI=J�QOAN�PULA�KN�BQJ?PEKJ�

"U�?KJRAJPEKJ��=�OP=PEKJ
PK
OP=PEKJ�QOAN�ODKQH@�>A�J=IA@�OKIAPDEJC�IAIKN=>HA��LAND=LO�=�J=IA�PD=P�EO
QJEMQA�PK�UKQN�?KIL=JU�KN�ARAJ�PK�=�FK>�OEPA	�

!O�SEPD�=HH�QOAN��DQI=J�=J@�I=?DEJA��UKQ�ODKQH@�?=NABQHHU�CQ=N@�QOAN�L=OOSKN@O��!HPDKQCD�BNAMQAJPHU�=�OP=PEKJ

PK
OP=PEKJ�QOAN�EO�=OOECJA@�=�NKHA�SEPD�I=JU admin 
HARAH�7NEPA�LANIEOOEKJO��ARANU�QOAN��DQI=J�=J@�I=?DEJA
ODKQH@�>A�=OOECJA@�NKHAO�PD=P�LANIEP�PDAI��EP	�PK�=??AOO�KJHU�PDA�?KILKJAJPO�NAMQENA@�PK�@K�PDAEN�FK>��4K
EILNKRA�OUOPAI�OA?QNEPU��@K�JKP�I=GA�=�OP=PEKJ
PK
OP=PEKJ�QOAN�=�OQLAN�QOAN�

7DAJ�=@@EJC�PDEO�QOAN��LNKLANPEAO��OQ?D�=OFacets � Nav File ��=J@Web Profile ��SDE?D�=LLHU�PK�>NKSOAN
=??AOO�=NA�EJ?KJOAMQAJPE=H�

NOTE: $K�JKP�QOA�=�OP=PEKJ
PK
OP=PEKJ�QOAN�PK�HKC�EJ�=O�=�DQI=J�QOAN�PK�=�OP=PEKJ��)JOPA=@��UKQ�NABANAJ?A�PDEO
QOAN�EJ�=JKPDAN�OP=PEKJ��SDAJ�=@@EJC�=�@ARE?A�QJ@AN�=.E=C=N=.APSKNG.E=C=N=.APSKNG�

!@@EJC�KN�A@EPEJC�=�QOAN
!�JAPSKNG�QOAN�@A`JAO�PDA�PULA�KB�LANOKJ�KN�I=?DEJA�PD=P�EO�=HHKSA@�=??AOO�PK�=�OP=PEKJ��&KN�AT=ILHA��=@IEJ�
KLAN=PKN��I=?DEJA
PK
I=?DEJA��-�-	��5J@AN�PDA�OP=PEKJ�O3ANRE?AO3ANRE?AO?KJP=EJAN��PDA5OAN3ANRE?A5OAN3ANRE?ALNKRE@AO�=
@AB=QHP5OAN�-=J=CAN5OAN�-=J=CANREAS�BKN�UKQ�PK�=@@��@AHAPA��=J@�A@EP�JAPSKNG�QOANO�

Prerequisites:
9KQN�OUOPAI�D=O�=P�HA=OP�KJA�3QLANREOKN�OP=PEKJ�=J@�KJA�KN�IKNA�OQ>KN@EJ=PA�?KJPNKHHAN�OP=PEKJO��%=?D�OP=PEKJ�EJ
UKQN�JAPSKNG�LNKRE@AO�=??AOO�PK�=�OAP�KB�QOANO�SDK�OD=NA�?KJ`CQN=PEKJ�LNKLANPEAO��4DAOA�I=U�EJ?HQ@A�OP=PEKJ

PK
OP=PEKJ�QOANO�=O�SAHH�=O�=J�=@IEJ��KLAN=PKN��=J@�KPDAN�PULE?=H�=??AOO�BQJ?PEKJO��9KQ�=NA�SKNGEJC�EJ
7 KNG>AJ?D=J@�=NA�?KJJA?PA@�PK�=�HK?=H�3QLANREOKN�OP=PEKJ�

��3PAL 4K�?KJ`CQNA�=??AOO�LANIEOOEKJO��ATL=J@#KJ`C#KJ`C � 3ANRE?AO3ANRE?AO� 2KHA3ANRE?A2KHA3ANRE?A=J@�=@@��?HE?G.AS.AS 	�=
NKHA�BKN�A=?D�PULA�KB�QOAN�
3P=PEKJ
PK
OP=PEKJ�QOANO�ODKQH@�D=RA�RANU�HEIEPA@�NKHAO��/PDAN�PULAO�KB�QOANO��OQ?D�=O�KLAN=PKNO�
I=U�>A�=HHKSA@�PK�REAS�@=P=�>QP�JKP�I=GA�?D=JCAO�

��3PAL #NA=PA�PDA�O=IA�NKHAO�EJ�A=?D�OQ>KN@EJ=PA�?KJPNKHHAN�OP=PEKJ�
3UJ?DNKJEV=PEKJ�@KAO�JKP�NALHE?=PA�NKHAO�EJ�P=NCAP��OQ>KN@EJ=PA�OP=PEKJO�

��3PAL #KJ`CQNA�PDA�@AB=QHP�LNKPKPULA�>U�ATL=J@EJC#KJ`C#KJ`C � 3ANRE?AO3ANRE?AO� 5OAN3ANRE?A5OAN3ANRE?A��=J@�@KQ>HA

?HE?GEJC$AB=QH$AB=QHP�0NP�0NKPKPULAKPKPULA�
4DA5OAN3ANRE?A5OAN3ANRE?AQOAO�PDEO�LNKPKPULA�PK�OAP�QL�A=?D�OUOPAI�QOAN��)P�ODKQH@�?KJP=EJ�=HH�PDA�OP=J@=N@
R=HQAO�BKN�QOAN�LNKLANPEAO�

��3PAL -=GA�=JU�?D=JCAO�PK�PDA�@AB=QHP�LNKPKPULA�NAMQENA@�PK�OQLLKNP�UKQN�?KIL=JU�=J@�?HE?G3=RA3=RA�

��3PAL 4K�I=GA�=�?QOPKI�QOAN�LNKPKPULA��SDE?D�PDA�OUOPAI�SEHH�QOA�PK�OUJ?DNKJEVA�QOANO�=?NKOO�UKQN
JAPSKNG��NECDP
?HE?G�PDA$AB=QH$AB=QHP�0NP�0NKPKPULAKPKPULA��?HE?GDuplicate =J@�CERA�PDA�LNKPKPULA�=�@AO?NELPERA
J=IA�>=OA@�KJ�EPO�QJEMQAHU
?KJ`CQNA@�LNKLANPEAO�

��3PAL $KQ>HA
?HE?G�PDA5OAN3ANRE?A5OAN3ANRE?AJK@A�EJ�PDA�OP=PEKJ�.=R�PNAA�
4DA5OAN�-=J=CAN5OAN�-=J=CANREAS�KLAJO�

��3PAL 4K�?NA=PA�=�JAS�QOAN��?HE?G�PDA.AS.AS >QPPKJ��KPDANSEOA��PK�A@EP�=J�ATEOPEJC�QOAN�OAHA?P�PDA�QOAN�=J@
?HE?G�PDA%@%@EPEP>QPPKJ�

5OAN�=QPDAJPE?=PEKJ .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

�� -=N ?D���������



4DA.AS.AS KN%@%@EPEPSEJ@KS�KLAJO�

NOTE: )B�PDASecure Only Password Set LNKLANPU�EO�OAP�PKtrue ��=J@�PDA�?KJJA?PEKJ�PK�PDA
OP=PEKJ�EO�JKP�OA?QNA��QOEJC�&KT�KN�(440�EJOPA=@�KB�&KTO�KN�(440O	��PDA.AS.AS >QPPKJ�EO�@EO=>HA@�

��3PAL #NA=PA�KN�IK@EBU�QOAN�LNKLANPEAO�=J@�?HE?G3=RA3=RA�
0NKLANPEAO�PK�?KJ`CQNA�EJ?HQ@APrototype Name � Network User � Authentication Scheme Name �
=J@Roles �

)J�=�IQHPE
OP=PEKJ�OUOPAI��UKQ�?KQH@�?NA=PA�PDEO�O=IA�QOAN�EJ�A=?D�OP=PEKJ�KN�QOA�OUJ?DNKJEV=PEKJ
PK�NALHE?=PA�PDA�QOAN�?D=JCAO�EJ�KJA�OP=PEKJ�PK�=HH�KPDAN�OP=PEKJO�EJ�PDA�JAPSKNG�

!@@EJC�NKHAO�=J@�LANIEOOEKJO
9KQ�=@@�NKHAO�QOEJC�PDA�OP=PEKJYO2KHA�-=J=CAN2KHA�-=J=CANREAS��2KHA3ANRE?A	�

Prerequisites:
9KQ�AJ=>HA@�PDAOperator ?KJ`C�a=C�AJ=>HA@�BKN�=JU�NAOPNE?PA@�?KILKJAJPO��#=PACKNEAO�D=RA�>AAJ�?NA=PA@
=J@�=JU�>=OE?�?=PACKNEAO�=OOECJA@�PK�?KILKJAJPO�

-KOP�?KIL=JEAO�NAMQENA��=O�=�IEJEIQI��=J�=@IEJEOPN=PKN��OQLAN�QOAN	�NKHA��=�I=J=CAN�NKHA��=J@�=�NACQH=N�QOAN
KN�KLAN=PKN�NKHA�

��3PAL 2ECDP
?HE?G2KHA3ANRE?A2KHA3ANRE?AEJ�PDA�.=R�PNAA��?HE?G66EASOEASO� 2KHA�-=J=CAN2KHA�-=J=CAN�

4DA2KHA�-=J=CAN2KHA�-=J=CANREAS�KLAJO�

��3PAL #HE?G.AS.AS ��AJPAN�PDA�JQI>AN�KB�NKHAO�PK�?NA=PA�EJ�PDA�LKL
QL�SEJ@KS�=J@�?HE?G/+/+ �
4DA�OUOPAI�@EOLH=UO�PDA.AS.AS SEJ@KS�SEPD�=�NKS�BKN�A=?D�NKHA�UKQ�=NA�?NA=PEJC�

��3PAL .=IA�P DA�NKHA�

��3PAL 4K�?KJ`CQNA�=�NKHA�=O�=�OQLAN�QOAN��?HE?G�PDAPermissions ?DA?G�>KT�BKNSuper User �

4DA�>QEHP
EJAdmin NKHA�CN=JPO�=HH�LKOOE>HA�NECDPO�BKN�ARANU�?=PACKNU��OQLAN�QOAN	��/JHU�SDAJ
HKCCA@�EJ�=O�PDAAdmin QOAN��KN�=JKPDAN�OQLAN�QOAN��?=J�UKQ�=OOECJ�OQLAN�QOAN�NECDPO�QOEJC�PDA
Super User ?DA?G�>KT�

)J�CAJAN=H��=OOECJEJC�OQLAN�QOAN�NECDPO�ODKQH@�>A�OPNE?PHU�HEIEPA@�=J@�>=OA@�KJ�OLA?E=H�JAA@O��&KN
AT=ILHA��=�3QLANREOKN�OP=PEKJ�I=U�JAA@�OQLAN�QOAN�NECDPO�PK�?KJJA?P�SEPD�KPDAN�OP=PEKJ�?HEAJPO
�I=?DEJA�HKCEJ�RO��HKCEJ�>U�=�LANOKJ	�EJ�O?AJ=NEKO�SDANA�0NKCN=I�K>FA?PO�=NA�ATLKNPA@�BNKI
OP=PEKJO�QOEJC�%TLKNP4=CO��(QI=J�QOANO�I=U�JAA@�OQLAN�QOAN�NECDPO�PK�=@@�=J@�A@EP�0NKCN=I�KN
2K>KP�?KILKJAJPO�

CAUTION: $K�JKP�I=GA�EP�=�?KIIKJ�LN=?PE?A�PK�CERA�OP=PEKJ
PK
OP=PEKJ�QOANO�=@IEJ�LNEREHACAO��)B
UKQN�JAPSKNG�EO�>NA=?DA@��=�OP=PEKJ
PK
OP=PEKJ�QOAN�?KQH@�?=QOA�OECJE`?=JP�@=I=CA�SEPDKQP
@N=SEJC�=PPAJPEKJ�PK�SD=P�EO�D=LLAJEJC�

��3PAL 4K�OAP�QL�EJ@ERE@Q=H�LANIEOOEKJO��?HE?G�PDA�?DARNKJ�=P�PDA�AJ@�KB�PDAPermissions LNKLANPU�

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A 5OAN�=QPDAJPE?=PEKJ

-=N ?D��������� ��



4DA0ANIEOOEKJO0ANIEOOEKJOI=L�KLAJO�

4DA�`NOP�?KHQIJ��#=PACKNU��HEOPO�PDA�CNKQLO�PK�SDE?D�UKQ�I=U�CN=JP�LANIEOOEKJ��4DA�/LAN=PKN
=J@�!@IEJ�?KHQIJO�NAH=PA�PK�PDA�LANIEOOEKJO�HARAH�?KJ`CQNA@�KJ�A=?D�?KILKJAJP��"AHKS�PDAOA
DA=@EJCO�=NA�PDA�?AHHO�PK�QOA�BKN�=OOECJEJC�KJA�KB�PDNAA�LANIEOOEKJO�PK�A=?D�?=PACKNU�

\ 2���2A=@�=HHKSO�PDA�QOAN�PK�REAS�PDA�K>FA?P�

\ 7���7 NEPA�=HHKSO�PDA�QOAN�PK�?D=JCA�PDA�K>FA?P�

\ )���)JRKGA�=HHKSO�PDA�QOAN�PK�EJEPE=PA�=J�=?PEKJ�NAH=PA@�PK�PDA�K>FA?P�

$ALAJ@EJC�KJ�DKS�PDA�LANIEOOEKJ�HARAH�EO�OAP�KJ�PDA�OHKP��OET�LANIEOOEKJO�=NA�@ANERA@�

\ 4K�=HHKS�=�QOAN�PK�REASoperator 
HARAH�EJBKNI=PEKJ��?DA?G�PDAOperator ?KJ`C�a=C�KJ�PDA
OHKP�=J@�OAHA?P�PDA�/LAN=PKN�2�?KHQIJ�KJ�PDA�LANIEOOEKJ�I=L�

\ 4K�=HHKS�=�QOAN�PK�IK@EBUoperator 
HARAH�EJBKNI=PEKJ��EB�EP�EO�JKP�NA=@
KJHU	��?DA?G�PDA
Operator ?KJ`C�a=C�KJ�PDA�OHKP�=J@�OAHA?P�PDA�/LAN=PKN�7�?KHQIJ�KJ�PDA�LANIEOOEKJ�I=L�

\ 4K�=HHKS�PDA�QOAN�PK�REAS�=J@�EJRKGAoperator 
HARAH�KLAN=PEKJO��=?PEKJO	��?DA?G�PDA
Operator ?KJ`C�a=C�KJ�PDA�OHKP�=J@�OAHA?P�PDA�/LAN=PKN�)�?KHQIJ�KJ�PDA�LANIEOOEKJ�I=L

\ 4K�=HHKS�PDA�QOAN�PK�REASadmin 
HARAH�EJBKNI=PEKJ��HA=RA�PDAOperator ?KJ`C�a=C�QJ?DA?GA@
KJ�PDA�OHKP�=J@�OAHA?P�PDA�!@IEJ�2�?KHQIJ�KJ�PDA�LANIEOOEKJ�I=L�

\ 4K�=HHKS�PDA�QOAN�PK�IK@EBUadmin 
HARAH�EJBKNI=PEKJ��EB�EP�EO�JKP�NA=@
KJHU	��HA=RA�PDAOperator
?KJ`C�a=C�QJ?DA?GA@�KJ�PDA�OHKP�=J@�OAHA?P�PDA�!@IEJ�7�?KHQIJ�KJ�PDA�LANIEOOEKJ�I=L�

\ 4K�=HHKS�PDA�QOAN�PK�REAS�=J@�EJRKGAadmin 
HARAH�KLAN=PEKJO��=?PEKJO	��HA=RA�PDAOperator
?KJ`C�a=C�QJ?DA?GA@�KJ�PDA�OHKP�=J@�OAHA?P�PDA�!@IEJ�)�?KHQIJ�KJ�PDA�LANIEOOEKJ�I=L�

7DAJ�UKQ�=OOECJ�LANIEOOEKJO��DECDAN
HARAH�LANIEOOEKJO��CNAAJ�?DA?G�I=NGO	�=QPKI=PE?=HHU�EJ?HQ@A
PDA�HKSAN
HARAH�KJAO��CN=U�?DA?G�I=NGO	��&KN�AT=ILHA��EB�UKQ�AJ=>HAadmin 
HARAH�SNEPA��7	��PDA
OUOPAI�=QPKI=PE?=HHU�AJ=>HAOadmin 
HARAH�NA=@��2	��=O�SAHH�=Ooperator 
HARAH�NA=@�=J@�SNEPA
�27	�

��3PAL #HE?G�PDA�?AHH�PK�=OOECJ�=�LANIEOOEKJ�=J@�?HE?G/+/+ �
4DA�APermissions LNKLANPU�@EOLH=UO�PDA�LANIEOOEKJO�

��3PAL 4K�`J=HEVA�LANIEOOEKJO��?HE?G/+/+ �

��3PAL )J�=�IQHPE
OP=PEKJ�OUOPAI��LANBKNI�PDAOA�O=IA�OPALO�EJ�A=?D�OP=PEKJ�OK�PD=P�A=?D�OP=PEKJ�D=O�PDA
O=IA�OAP�KB�NKHAO�

NOTE: $QNEJC�PDA�JAPSKNG�QOAN�OUJ?DNKJEV=PEKJ�LNK?AOO�PDA�BN=IASKNG�OAJ@O�PDA�QOANYO�NKHA
=OOECJIAJP�PK�PDA�NA?AEREJC�OP=PEKJ��DKSARAN��EP�@KAO�JKP�?NA=PA�PDA�=?PQ=H�NKHA�O	�KJ�PDA�NA?AEREJC
OP=PEKJ��9KQ�IQOP�OAP�QL�I=P?DEJC�NKHAO�KJ�A=?D�NA?AEREJC�OP=PEKJ�>ABKNA�OUJ?DNKJEVEJC�JAPSKNG
QOANO�

!OOECJEJC�NKHAO�PK�QOANO
4DEO�P=OG�=OOK?E=PAO�PDA�LANIEOOEKJO�@A`JA@�>U�=�OLA?E`?�NKHA�SEPD�A=?D�QOAN�

Prerequisites:
2KHAO�=J@�QOANO�D=RA�=HNA=@U�>AAJ�?NA=PA@��)J�=�IQHPE
OP=PEKJ�OUOPAI��A=?D�OP=PEKJ�D=O�PDA�O=IA�OAP�KB�NKHAO�

��3PAL 2ECDP
?HE?G5OAN3ANRE?A5OAN3ANRE?AEJ�PDA�.=R�PNAA��?HE?G66EASOEASO� 5OAN�-=J=CAN5OAN�-=J=CAN�

��3PAL $KQ>HA
?HE?G�PDA�QOANYO�NKS�EJ�PDA5OAN�-=J=CAN5OAN�-=J=CAN�
4DA�QOANYO0N0NKLANPU�3DAAPKLANPU�3DAAP=LLA=NO�

��3PAL &KN�PDARoles LNKLANPU��OAHA?P�KJA�KN�IKNA�NKHA�J=IAO�>U�?HE?GEJC�EJ�PDA�?DA?G�>KT�=J@�?HE?G/+/+ �

#D=JCEJC�QOAN�L=OOSKN@
3P=NPEJC�SEPD.E=C=N=����� ��!@IEJ�QOANO�D=RA�PSK�KLPEKJO��=�JAS5L@=PA�0=OOSKN5L@=PA�0=OOSKN@@=?PEKJ�=J@�=�L=OOSKN@�`AH@
A@EPKN��&KN�JKJ
=@IEJ�QOANO��@ENA?P�L=OOSKN@�AJPANEJC�EO�NAOPNE?PA@��)B�UKQ�GJKS�PDA�?QNNAJP�0=OOSKN@��UKQ�?=J
IK@EBU�EP�QOEJC�PDA�JAS�=?PEKJ5L@=PA�0=OOSKN5L@=PA�0=OOSKN@@�

5OAN�=QPDAJPE?=PEKJ .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

�� -=N ?D���������



Prerequisites:
9KQ�=NA�?KJJA?PA@�PK7 KNG>AJ?D=J@�OP=PEKJ�EO�NQJJEJC�

��3PAL &KN�JKJ
=@IEJ�QOANO��ATL=J@#KJ`C#KJ`C � 3ANRE?AO3ANRE?AO� 5OAN3ANRE?A5OAN3ANRE?A��NECDP
?HE?G�KJ�PDA�QOAN�PD=P�UKQ
S=JP�PK�A@EP�=J@�?DKKOA0N0NKLANPU�3DAAPKLANPU�3DAAPBNKI�P DA66EASOEASOIAJQ�
4DA0N0NKLANPU�3DAAPKLANPU�3DAAPKLAJO�

��3PAL 4K�QOA�PDA�=?PEKJ��@K�KJA�KB�PDA�BKHHKSEJC�

\ %TL=J@�QOAN�=J@�NECDP
?HE?G�KJ!QP!QPDAJPDAJPE?=PKNE?=PKN� !?P!?PEKJOEKJO� 5L@=PA�L=OOSKN5L@=PA�L=OOSKN@@

\ )J�PDA0N0NKLANPU�3DAAPKLANPU�3DAAP��NECDP
?HE?G�KJ�PDA!QP!QPDAJPDAJPE?=PKNE?=PKN� !?P!?PEKJOEKJO� 5L@=PA�0=OOSKN5L@=PA�0=OOSKN@@�
4DA5L@=PA�0=OOSKN5L@=PA�0=OOSKN@@SEJ@KS�KLAJO�

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A 5OAN�=QPDAJPE?=PEKJ

-=N ?D��������� ��



��3PAL %JPAN�PDACurrent Password `NOP�BKHHKSA@�>U�PDA�JAS�KJA��?KJ`NI�EP��PDAJ�?HE?G/+/+ �
4DA�L=OOSKN@�EO�OQ??AOOBQHHU�QL@=PA@�

NOTE: )J�PDA5L@=PA�0=OOSKN5L@=PA�0=OOSKN@@=?PEKJ��)B�PDA�QOAN�AJPANO�EJ?KNNA?P�L=OOSKN@�`RA�PEIAO�EJ���
OA?KJ@O��PDA�=?PEKJ�EO�HK?GA@�BKN���IEJQPAO�=J@�=J�ANNKN�IAOO=CA�=LLA=NO�

4DAOA�L=N=IAPANO�=NA�@AB=QHP�=J@�UKQ�?=J�?D=JCA�PDA�L=N=IAPANO�EJ�PDA�OUOPAI�LNKLANPEAO�

��3PAL &KN�=@IEJ�QOANO��@K�KJA�KB�PDA�BKHHKSEJC�

=� 2ALA=P�OPALO���=J@���PK�QOA�PDA5L@=PA�L=OOSKN5L@=PA�L=OOSKN@@=?PEKJ�

>� 4K�QOA�PDA�L=OOSKN@�`HA@�A@EPKN��EJ�PDA!QP!QPDAJPDAJPE?=PKNE?=PKNLNKLANPU��AJPAN�PDA�JAS0=OOSKN0=OOSKN@@=J@
?KJ`NI�EP�

4DA�L=OOSKN@�QL@=PA@�OQ??AOOBQHHU�

!OOECJEJC�=QPDAJPE?=PEKJ�O?DAIAO�PK�QOANO
%=?D�QOAN�EO�=OOECJA@�PDAEN�KSJ�!QPDAJPE?=PEKJ3?DAIA��4DEO�=HHKSO�@EBBANAJP�QOANO�PK�QOA�@EBBANAJP�O?DAIAO
=LLNKLNE=PA�PK�PDA�QOAN�PULA��3KIA�O?DAIAO�=LLHU�PK�>KPD�&KT�=J@�7A>��/P DAN�O?DAIAO��OQ?D�=O�(440
"=OE?�
=LLHU�KJHU�PK�?ANP=EJ�SA>�HKCEJO��BKN�AT=ILHA��/>ET�?HEAJPO	��4DAOA�O?DAIAO�@K�JKP�SKNG�KRAN�&KT�KN�ARAJ�RE=
PDA�BKNI�HKCEJ�

Prerequisites:
4DA�=QPDAJPE?=PEKJ�O?DAIA�PK�QOA�D=O�>AAJ�=@@A@�PK�PDA!QPDAJPE?=PEKJ3ANRE?A�

"U�@AB=QHP��A=?D�JAS�OP=PEKJ�?KIAO�SEPD�PDA$ECAOP3?DAIA=J@!8$ECAOP3?DAIA=HNA=@U�EJOP=HHA@��4DA
$ECAOP3?DAIAEO�=OOECJA@�PK�=HH�QOANO��OK�PD=P�EJ�OEILHA�?=OAO�JK�=@@EPEKJ=H�OAPQL�EO�NAMQENA@�

��3PAL 2ECDP
?HE?G5OAN3ANRE?AEJ�PDA�.=R�PNAA�=J@�?HE?G66EASOEASO� 5OAN�-=J=CAN5OAN�-=J=CAN�
4DA5OAN�-=J=CAN5OAN�-=J=CANREAS�KLAJO�

��3PAL 3AHA?P�PDA�QOAN�=J@�?HE?G%@%@EPEP�
4DA5OAN3ANRE?A0N0NKLANPU�3DAAPKLANPU�3DAAPKLAJO�

��3PAL 3?NKHH�@KSJ�PKAuthentication Scheme Name =J@�ATL=J@�PDAAuthenticator OA?PEKJ�

��3PAL 4K�=OOECJ�=J�=QPDAJPE?=PEKJ�O?DAIA��OAHA?P�PDA�O?DAIA�BNKI�P DAAuthentication Scheme Name
@NKL
@KSJ�HEOP�

Result
/J?A�P DAOA�OAPQL�OPALO�=NA�?KILHAPA��PDA�OP=PEKJ�EO�NA=@U�BKN�=QPDAJPE?=PEKJ�

0=OOSKN@�I=J=CAIAJP
-=J=CEJC�L=OOSKN@O�EJRKHRAO�?KJ`CQNEJC�PDA�OPNAJCPD�KB�PDA�L=OOSKN@O�PK�>A�QOA@�=QPDAJPE?=PEKJ�O?DAIA�
AOP=>HEODEJC�PDA�LANEK@�KB�PEIA�=BPAN�SDE?D�PDA�L=OOSKN@�ATLENAO��OAPPEJC�PDA�S=NJEJC�LANEK@��=J@�OAPPEJC�QL
PDA�L=OOSKN@�BKN�A=?D�QOAN�

4DA�OUOPAI�OQLLKNPO�PDNAA�L=OOSKN@�BA=PQNAO�@AOECJA@�PK�OPNAJCPDAJ�=??AOO�OA?QNEPU�

\ 0=OOSKN@�OPNAJCPD�PD=P�I=U�>A�?KJ`CQNA@�BKN�A=?D�=QPDAJPE?=PEKJ�O?DAIA�

\ !J�ATLEN=PEKJ�EJPANR=H�BKN�=�L=OOSKN@

\ 0=OOSKN@�DEOPKNU

5OAN�=QPDAJPE?=PEKJ .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

��� -=N ?D���������



3APPEJC�QL�L=OOSKN@�OPNAJCPD
3PNKJC�L=OOSKN@O�=NA�NA?KIIAJ@A@��!HKJC�SEPD�PDA�KPDAN�L=OOSKN@�BA=PQNAO��L=OOSKN@�OPNAJCPD�SEHH�BNQOPN=PA
=JU�=PPAILP�PK�>NA=?D�UKQN�OUOPAI�

Prerequisites:
!QPDAJPE?=PEKJ�O?DAIA�D=O�>AAJ�=@@A@�PK�PDA!QPDAJPE?=PEKJ3ANRE?A�

0=OOSKN@�OPNAJCPD�EO�=OOK?E=PA@�SEPD�PDA�OAHA?PA@�=QPDAJPE?=PEKJ�O?DAIA��BKN�AT=ILHA��$ECAOP�KN�"=EO?��>QP�JKP
,$!0 ��BKN�SDE?D�L=OOSKN@�OPNAJCPD�EO�I=J=CA@�>U�PDA�,$!0�OANRAN��9KQ�?=J�?NA=PA�@EBBANAJP�OPNAJCPDO�BKN
@EBBANAJP�O?DAIAO�=J@�=LLHU�PDKOA�O?DAIAO�PK�@EBBANAJP�?H=OOAO�KB�QOAN��&KN�AT=ILHA��=J�=@IEJEOPN=PKN�?KQH@
D=RA�OPNE?PAN�L=OOSKN@�OPNAJCPD�NAMQENAIAJPO�

/J?A�P DA�.AS�3P=PEKJ�SEV=N@�?KILHAPAO��UKQ�?=J�=@FQOP�PDA�O?DAIA�O�L=OOSKN@�OPNAJCPD�LNKLANPEAO�=O
JAA@A@��)B�?D=JCA@�BKN�=�O?DAIA��=JU�BQPQNA�L=OOSKN@�?D=JCA�BKN�=JU�OP=PEKJ�QOAN��EJ?HQ@EJC�PDAadmin QOAN	
NAMQENAO�PDA�IEJEIQI�R=HQAO�OLA?E`A@�EJ�PDAPassword Strength LNKLANPEAO�

NOTE: !HPDKQCD�UKQ�I=U�NA@Q?A�L=OOSKN@�OPNAJCPD�>U�AJPANEJC�VANKO�BKN�EPO�LNKLANPU�R=HQAO��EP�EO�OPNKJCHU
NA?KIIAJ@A@�PD=P�UKQ�NAP=EJ�=�HARAH�KB�L=OOSKN@�OPNAJCPD�OEIEH=N�PK�PDA�@AB=QHP�HARAH��EB�JKP�CNA=PAN��&KN
AT=ILHA��UKQ�I=U�SEOD�PK�NAMQENA�=P�HA=OP�KJA�OLA?E=H�=J@�=P�HA=OP�PSK�QLLAN�?=OA�?D=N=?PANO�

9KQ�?KJ`CQNA�L=OOSKN@�OPNAJCPD�BKN�A=?D�=QPDAJPE?=PEKJ�O?DAIA�

��3PAL 2ECDP
?HE?G�PDA!QPDAJPE?=PEKJ3ANRE?AEJ�PDA�.=R�PNAA�=J@�?HE?G66EASOEASO� 0N0NKLANPU�3DAAPKLANPU�3DAAP�
4DA!QP!QPDAJPDAJPE?=PE?=PEKJ3ANRE?A�0NEKJ3ANRE?A�0NKLANPU�3DAAPKLANPU�3DAAPSEJ@KS�=LLA=NO�

��3PAL %TL=J@�PDA�O?DAIA�=J@�PDA'HK>=H�0=OOSKN'HK>=H�0=OOSKN@�#KJ`CQN=P@�#KJ`CQN=PEKJEKJ� 0=OOSKN0=OOSKN@�3PN@�3PNAJCPAJCPDD?KJP=EJAN�BKN�PDA
O?DAIA�

��3PAL #KJ`CQNA�PDA�IEJEIQI�?D=N=?PAN�NAMQENAIAJPO�Expiration Interval � Warning Period ��=J@
Password History Length ���KN����?D=N=?PANO	�

��3PAL $K�PDA�O=IA�BKN�=JU�KPDAN�O?DAIA�UKQ�LH=J�PK�QOA�=J@�?HE?G3=RA3=RA�

3APPEJC�QL�L=OOSKN@�KLPEKJO
)J�IKOP�?=OAO��QOANO�?NA=PA�PDAEN�KSJ�L=OOSKN@O��9KQ�I=U�?NA=PA�=�PAILKN=NU�L=OOSKN@�BKN�A=?D�QOAN�EJ�PDA
5OAN3ANRE?A=J@�NAMQENA�PDAI�PK�?D=JCA�PDA�L=OOSKN@�=P�PDAEN�JATP�HKCEJ��9KQ�I=U�=HOK�?KJ`CQNA�PDA�L=OOSKN@
ATLEN=PEKJ�@=PA�

Prerequisites:
4DA�=QPDAJPE?=PEKJ�O?DAIA�UKQ�JAA@�EO�=R=EH=>HA�EJ�PDA!QPDAJPE?=PEKJ3ANRE?A�

��3PAL 2ECDP
?HE?G5OAN3ANRE?A=J@�?HE?G66EASOEASO� 0N0NKLANPU�3DAAPKLANPU�3DAAPEJ�PDA�.=R�PNAA�

��3PAL /LAJ�P DA�QOANYO0N0NKLANPU�3DAAPKLANPU�3DAAP�

��3PAL %TL=J@�PDA�QOAN�SDKOA�L=OOSKN@�UKQ�S=JP�PK�OAP�

��3PAL 3?NKHH�@KSJ�=J@�ATL=J@�PDA!QP!QPDAJPDAJPE?=PKNE?=PKN� 0=OOSKN0=OOSKN@�#KJ`C@�#KJ`C?KJP=EJAN�QJ@AN�PDA�QOAN�J=IA�
Force Reset At Next Login @AB=QHPO�PKtrue �

��3PAL 4K�=HHKS�PDA�QOAN�PK�?KJPEJQA�QOEJC�PDA�O=IA�L=OOSKN@��OAPForce Reset At Next Login PK
false �

��3PAL 3AP�PDA�L=OOSKN@�ATLEN=PEKJ�@=PA��O?NKHH�@KSJ�=J@�?HE?G/+/+ �

3APPEJC�QL�=�QOAN�O�L=OOSKN@
9KQ�?KJ`CQNA�QOAN�L=OOSKN@O�PDNKQCD�PDA�5OAN3ANRE?A��)B�UKQ�=NA�=??AOOEJC�PDA�5OAN3ANRE?A�BNKI�=�>N KSOAN�
UKQN�?KJJA?PEKJ�IQOP�>A�OA?QNA��DPPLO	�KN�UKQ�SEHH�>A�QJ=>HA�PK�OAP�PDA�L=OOSKN@�

��3PAL $KQ>HA
?HE?G5OAN3ANRE?AO5OAN3ANRE?AOEJ�PDA�.=R�PNAA�=J@�@KQ>HA
?HE?G�PDA�QOAN�NA?KN@�

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A 5OAN�=QPDAJPE?=PEKJ

-=N ?D��������� ���



��3PAL 4K�REAS�PDA�L=OOSKN@�LNKLANPEAO��ATL=J@�PDA!QP!QPDAJPDAJPE?=PKNE?=PKN�

��3PAL %JPAN�=J@�?KJ`NI�PDA�L=OOSKN@��PDAJ�?HE?G/+/+ �

,KCCEJC�KJ�PK�=�OP=PEKJ
5OEJC�4,3��=�OA?QNA�?KIIQJE?=PEKJ�OAOOEKJ�EO�AOP=>HEODA@�>ABKNA�PDA�OUOPAI�=OGO�BKN�UKQN�QOAN�?NA@AJPE=HO�
7DAJ�UKQ�HKC�KJ�QOEJC�PDA�OP=PEKJ�!QPDAJPE?=PEKJ�SEJ@KS��PDA�OUOPAI�?KJ`NIO�UKQN�E@AJPEPU��SDE?D�@APANIEJAO
UKQN�.=R�PNAA�?KJ`CQN=PEKJ�=J@�PDA�?KILKJAJPO�UKQ�D=RA�LANIEOOEKJ�PK�=??AOO��4DA�OUOPAI�EO�@AOECJA@�PK
NAMQENA�IEJEIQI�EJPAN=?PEKJ�SDEHA�LNKRE@EJC�=�OA?QNA�?KJJA?PEKJ�=J@�AJOQNEJC�=QPDKNEVA@�=??AOO�

Prerequisites:
!J�=QPDAJPE?=PEKJ�O?DAIA�D=O�>AAJ�=OOECJA@�PK�A=?D�QOAN��=J@�=�QOAN�J=IA�=J@�L=OOSKN@�?NA=PA@�

4DEO�LNK?A@QNA�@AIKJOPN=PAO�QOAN�=QPDAJPE?=PEKJ�QOEJC�PDA�@AB=QHP�$ECAOP3?DAIA�

��3PAL /LAJ�P DA�OP=PEKJ�

4DA�OUOPAI�KLAJO�=�OP=PEKJ#KJJA?P#KJJA?PSEJ@KS�

4DEO�SEJ@KS�EJEPE=PAO�PDA�LNK?AOO�KB�RANEBUEJC�PDA�OANRAN�

��3PAL %JPAN�PDA�)0�=@@NAOO�KN�?KJ`NI�PDA�@AB=QHP�=@@NAOO�=J@�?HE?G/+/+ �
)B�JK�I=P?DEJC�NKKP�#!�?ANPE`?=PA�?=J�>A�BKQJ@�EJ�PDA�?HEAJPYO�3UOPAI�KN�5OAN�4NQOP�3PKNAO��PDA
OUOPAI�LNAOAJPO�=�@AB=QHP�?ANPE`?=PA�BKN�UKQN�=LLNKR=H�

��3PAL )B�UKQ�=NA�LNAOAJPA@�SEPD�=�?ANPE`?=PA��I=GA�OQNA�UKQ�NA?KCJEVA�PDA�?ANPE`?=PAYOIssued By =J@
Subject LNKLANPEAO�

CAUTION: $K�JKP�=LLNKRA�=�?ANPE`?=PA�EB�UKQ�@K�JKP�NA?KCJEVA�PDAOA�LNKLANPEAO��4DA�SA=GAOP
HEJG�EJ�PDA�OA?QNEPU�?D=EJ�EO�PDA�QOAN�SDK�OEILHU�?HE?GO�/+�SEPDKQP�PDEJGEJC�

4DA�OUOPAI�@EOLH=UO�PDA�OP=PEKJ!QP!QPDAJPDAJPE?=PE?=PEKJEKJSEJ@KS�

��3PAL )B�UKQ�=NA�HKCCEJC�KJ�BKN�PDA�`NOP�PEIA��AJPAN�UKQN�QOAN�J=IA�
3P=PEKJO�?=J�D=RA�I=JU�=QPDAJPE?=PEKJ�O?DAIAO��4DA�`NOP�PEIA�UKQ�HKC�KJ�PK�=�JAS�OP=PEKJ�PDA
OUOPAI�=HHKSO�UKQ�PK�AJPAN�PDAUsername ��)P�QOAO�PDEO�EJBKNI=PEKJ�PK�@APANIEJA�SD=P
=QPDAJPE?=PEKJ�O?DAIA�PK�QOA��!BPAN�PD=P�EJEPE=H�HKCKJ��UKQ�?=JJKP�?D=JCA�PDA�QOAN�>A?=QOA
=JKPDAN�QOAN�I=U�QOA�=�@EBBANAJP�O?DAIA�SEPD�@EBBANAJP�?NA@AJPE=H�NAMQENAIAJPO��4DAChange
User HEJG�LNKRE@AO�=�S=U�BKN�=�@EBBANAJP�QOAN�SEPD�=�@EBBANAJP�=QPDAJPE?=PEKJ�O?DAIA�PK�HKC�KJ�

��3PAL 4K�?D=JCA�PK�=�@EBBANAJP�QOAN��?HE?G�PDAChange User HEJG�=J@�AJPAN�=�@EBBANAJP�J=IA�

��3PAL %JPAN�UKQN�OP=PEKJ�L=OOSKN@��OAHA?PRemember these credentials =J@�?HE?G/+/+ �
7DAJ�UKQ�OAHA?P�PDARemember these credentials ?DA?G�>KT��PDA�OUOPAI�O=RAO�PDA�H=OP�QOAN
J=IA�=J@�L=OOSKN@�UKQ�AJPANA@�=J@�@AB=QHPO�PK�PDAI�PDA�JATP�PEIA�UKQ�HKC�KJ�

Result
4DEO�LNK?A@QNA�AOP=>HEODAO�=�OA?QNA�4,3�?KJJA?PEKJ�PK�PDA�OP=PEKJ�QOEJC�PDA�&KTO�LNKPK?KH�KRAN�LKNP�������PDEO
EO�PDA�@AB=QHP�LKNP	�

4DA�@AB=QHP�HKCKJ�PDNAODKH@�EO�`RA�=PPAILPO��)B�UKQ�I=GA�`RA�QJOQ??AOOBQH�=PPAILPO�PK�HKC�EJ�@QNEJC�=
��
OA?KJ@�LANEK@�PDA�OUOPAI�HK?GO�UKQ�KQP�BKN����OA?KJ@O��9KQ�I=U�?D=JCA�PDA�HKCKJ�PDNAODKH@�EJ�PDA
5OAN3ANRE?A�

4K�HKC�KBB��?HKOA7 KNG>AJ?DKN�PDA�>NKSOAN�

%=?D�=QPDAJPE?=PEKJ�O?DAIA�OQLLKNPO�EPO�KSJ�=Q@EP�HKC��EJ?HQ@EJC�O=REJC�@=PA��QOAN��=J@�ARAJP��4DEO�EJBKNI=PEKJ
EO�SNEPPAJ�PK�PDA�!Q@EP(EOPKNU�EJ�PDA�BKHHKSEJC�HK?=PEKJ�3P=P3P=PEKJEKJ� (EOPKNU(EOPKNU� �OP=P�OP=PEKJ�J=IA�EKJ�J=IA� � !Q@!Q@EP(EOPKNUEP(EOPKNU�
0ANIEOOEKJ�IQOP�>A�=OOECJA@�PK�PDEO�`HA�EJ�PDA2KHA3ANRE?APK�CN=JP�=�QOAN�=??AOO�PK�REAS�EP�

5OAN�=QPDAJPE?=PEKJ .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

��� -=N ?D���������



6EAS�HKCEJ�=PPAILPO��?QNNAJP�QOAN	
!O�KB.E=C=N=����� ��UKQ�?=J�REAS�OP=PEKJ�KN�LH=PBKNI�HKCEJ�=PPAILPO�BKN�UKQN�QOAN�=??KQJP�KN�BKN�=JU�QOAN�PD=P
UKQ�D=RA�=@IEJ�NA=@
HARAH�=??AOO�PK��9KQ�?=J�QOA7 KNG>AJ?DKN�=�>NKSOAN�PK�REAS�?QNNAJP�QOAN�HKCEJ�=J@�QOAN
HKCEJ�DEOPKNU�PD=P�EJ?HQ@AO�OQ??AOOBQH�=J@�QJOQ??AOOBQH�HKCEJ�=PPAILPO�

Prerequisites:

\ 4K�REAS�QOAN�HKCEJ�DEOPKNU�UKQ�JAA@�PK�D=RA�=7 KNG>AJ?DKN�=�>NKSOAN�?KJJA?PEKJ�PK�PDA�OP=PEKJ�KN�=
7 KNG>AJ?D?KJJA?PEKJ�PK�PDA�LH=PBKNI�UKQ�=NA�EJPANAOPA@�EJ�IKJEPKNEJC�

\ 4K�REAS�EJBKNI=PEKJ�=>KQP�QOANO�KPDAN�PD=J�UKQNOAHB��UKQ�JAA@�PK�D=RA�=@IEJ�LNEREHACAO�PD=P�=LLHU�PK�PDA
QOAN�UKQ�=NA�IKJEPKNEJC�

4DANA�=NA�OARAN=H�S=UO�BKN�UKQ�PK�REAS�LNAREKQO�HKCEJ�=PPAILPO�KJ�OP=PEKJ�KN�=�LH=PBKNI�PD=P�UKQ�D=RA�=??AOO
PK��)J�OKIA�O?AJ=NEKO�PDEO�EO�=�?KJRAJEAJ?A�>QP�EJ�KPDANO�EP�EO�=�R=HQ=>HA�OA?QNEPU�BA=PQNA�PD=P�LNKRE@AO�=�S=U�PK
@APA?P�PD=P�=�QOAN�I=U�>A�=PP=?GEJC�UKQN�=??KQJP�SEPD�I=HE?EKQO�HKCEJ�=PPAILPO��4DA�BKHHKSEJC�?KJPAJP
@AO?NE>AO�DKS�UKQ�?=J�QOA�PDEO�BA=PQNA�

��3PAL /LAJ�P DA3AOOEKJ�)JBK3AOOEKJ�)JBKSEJ@KS�PK�REAS�UKQN�?QNNAJP�HKCEJ�EJBKNI=PEKJ�>U�?DKKOEJC�KJA�KB�PDA
BKHHKSEJC�

Connection type
See current session information for platform or
station

0H=PBKNI�OAOOEKJ��7KNG>AJ?D	 2ECDP
?HE?G�KJ�PDA�?KJJA?PA@�LH=PBKNI�=J@�?DKKOA
3AOOEKJ�)JBK3AOOEKJ�)JBKBNKI�P DA�IAJQ�

3P=PEKJ�OAOOEKJ��7KNG>AJ?D	 2ECDP
?HE?G�KJ�PDA�?KJJA?PA@�OP=PEKJ�=J@�?DKKOA
3AOOEKJ�)JBK3AOOEKJ�)JBKBNKI�P DA�IAJQ�

4DA3AOOEKJ�)JBK3AOOEKJ�)JBKSEJ@KS�KLAJO�=J@�@EOLH=UO�UKQN�?QNNAJP�?KJJA?PEKJ�EJBKNI=PEKJ�=J@�QOAN�J=IA
=P�PDA�PKL�=J@�PDA�LNAREKQO�HKCEJ�PEIA�=P�PDA�>KPPKI�KB�PDA�SEJ@KS�

��3PAL /LAJ�P DA5OAN�,KCEJ�(EOPKNU5OAN�,KCEJ�(EOPKNUSEJ@KS�PK�REAS�PDA�QOAN�HKCEJ(EOPKNU(EOPKNUBKN�UKQN�?QNNAJP�QOAN�HKCEJ�>U
?HE?GEJC�PDA(EOPKNU(EOPKNUHEJG�=P�PDA�>KPPKI�KB�PDA�SEJ@KS�
4DA5OAN�,KCEJ�(EOPKNU�BKN����5OAN�,KCEJ�(EOPKNU�BKN����SEJ@KS�KLAJO��@EOLH=UEJC�QL�PK����KB�PDA�H=PAOP�LNAREKQO�HKCEJ
=PPAILPO��>KPD�OQ??AOOBQH�=J@�QJOQ??AOOBQH�

�, *1- ,��*)) �.$*)
 � *�0$ 1�/- ,�'*"$)�#$-.*,3�!, *(���1 ���, *1- ,��*)) �.$*)�!*''*1�.# 
-. +-�� '*1


��3PAL #HE?G�PDA�QOAN�E?KJ�EJ�PDA�PKL�NECDP�?KNJAN�KB�PDA�>NKSOAN�=J@�OAHA?P66EAS�,KCEJ�(EOPKNUEAS�,KCEJ�(EOPKNUBNKI�P DA
@NKL@KSJ�IAJQ�
4DA5OAN�,KCEJ�(EOPKNU5OAN�,KCEJ�(EOPKNUSEJ@KS�@EOLH=UO�BKN�PDA�?QNNAJPHU�HKCCA@
EJ�QOAN�

��3PAL )J 7 KNG>AJ?D��KLAJ�PDA5OAN�3ANRE?A5OAN�3ANRE?A��=O�BKHHKSO��%TL=J@#KJ`C#KJ`C � 3ANRE?AO3ANRE?AO� 5OAN3ANRE?A5OAN3ANRE?A�

��3PAL 2ECDP
?HE?G�KJ�PDA�@AOENA@�QOAN�J=IA�=J@�OAHA?P66EAS�,KCEJ�(EOPKNUEAS�,KCEJ�(EOPKNU�
4DA5OAN�,KCEJ�(EOPKNU5OAN�,KCEJ�(EOPKNUSEJ@KS�KLAJO��@EOLH=UEJC�QL�PK�PDA�H=OP����HKCEJ�=PPAILPO��>KPD�OQ??AOOBQH
=J@�QJOQ??AOOBQH��7EPD�=@IEJ�NA=@�LANIEOOEKJO��=�QOAN�?=J�REAS�PDA�HKCEJ�DEOPKNU�KB�KPDAN�QOANO�

6EAS�HKCEJ�=PPAILPO��KPDAN�QOANO	
9KQ�?=J�REAS�LNAREKQO�HKCEJ�DEOPKNU�BKN�OP=PEKJ�QOAN�=??KQJPO�PD=P�UKQ�D=RA�=@IEJ�LANIEOOEKJ�PK�REAS�

Prerequisites:
9KQ�D=RA�=�OP=PEKJ�?KJJA?PEKJ�BNKI 7 KNG>AJ?DKN�=�SA>�>NKSOAN�PK�PDA�OP=PEKJ�UKQ�S=JP�PK�IKJEPKN�

4DA�OP=PEKJ5OAN�-=J=CAN�65OAN�-=J=CAN�6EASEAS=J@�PDA�J=R�PNAA�LNKRE@A�REASO�PD=P�ODKS�=�HEOP�KB�QOAN�=??KQJP�J=IAO�

��3PAL 5J@AN�PDA�?KJJA?PA@�OP=PEKJ��EJ�PDA�J=R�PNAA��OAHA?P#KJ`C#KJ`C � 5OAN3ANRE?A5OAN3ANRE?APK�@EOLH=U�PDA5OAN5OAN
-=J=CAN-=J=CAN REAS�SEPD�=R=EH=>HA�QOANO�

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A 5OAN�=QPDAJPE?=PEKJ

-=N ?D��������� ���



��3PAL 2ECDP
?HE?G�KJ�PDA�@AOENA@�QOAN�J=IA�=J@�?DKKOA66EAS�,KCEJ�(EOPKNUEAS�,KCEJ�(EOPKNUBNKI�P DA�@NKL�@KSJ�IAJQ�
4DA5OAN�,KCEJ�(EOPKNU5OAN�,KCEJ�(EOPKNUSEJ@KS�@EOLH=UO�SEPD�DEOPKNU�EJBKNI=PEKJ�BKN�QL�PK����OAOOEKJO�BKN�PDA
OAHA?PA@�QOAN�

3P=PEKJ�!QPK�,KCKBB
)J .E=C=N=��PDANA�EO�OQLLKNP�BKN�PDA�OP=PEKJ�=QPK�HKCKBB�?=L=>EHEPU��-A=JEJC�PD=P�=JU�OP=PEKJ�?KJJA?PEKJ�EJ�=�SA>
>NKSOAN�KN�EJ7 KNG>AJ?D?=J�HKC�PDA�QOAN�KBB�@QA�PK�EJ=?PEREPU��4DA�LQNLKOA�KB�PDA�OP=PEKJ�=QPK�HKCKBB
LNKLANPEAO�=J@�OAL=N=PA7 KNG>AJ?D=QPK�HKCKBB�KLPEKJO�EO�PK�=HHKS�BKN�OAPPEJC�IKNA�NAOPNE?PERA��ODKNPAN	�KN�HAOO
NAOPNE?PERA��HKJCAN	�=QPK�HKCKBB�LANEK@�PEIAO�PK�=??KIIK@=PA�@EBBANAJP�QOA�?=OAO�

NOTE: 4DA7 KNG>AJ?DD=O�OAL=N=PA�=QPK�HKCKBB�OAPPEJCO��QJ@AN44KKHOKKHO� /LP/LP EKJOEKJO	�PD=P�=LLHU�PK�KJHU�PK�PDA
7 KNG>AJ?DOAOOEKJ�

%J=>HA@�>U�@AB=QHP��PDA�OP=PEKJAuto LogOff BA=PQNA�?=J�>A�?KJ`CQNA@�QOEJC�PDADefault Auto Logoff
Period LNKLANPU�EJ�PDA5OAN3ANRE?A5OAN3ANRE?A?KILKJAJP�=J@�=@@EPEKJ=HAuto Logoff LNKLANPEAO�EJ�PDA�EJ@ERE@Q=H�5OAN
=??KQJPO�

7DAJ�PDA�OP=PEKJ�@KAO�JKP�@APA?P�=JU�QOAN�=?PEREPU�BKN�=�?KJ`CQN=>HA�LANEK@�KB�PEIA��EP�`NOP�@EOLH=UO�=�S=NJEJC
LKLQL��#HE?GEJC/+/+ EJ�PDA�S=NJEJC�=HHKSO�UKQ�PK�?KJPEJQA�SKNGEJC�EJ�PDA�OP=PEKJ�?KJJA?PEKJ��KPDANSEOA�PDA
OP=PEKJ�=QPKI=PE?=HHU�HKCO�UKQ�KBB��/J?A�=QPK�HKCKBB�K??QNO��UKQ�=NA�LNAOAJPA@�SEPD�=J�=QPK�HKCKBB�JKPE?A�EJ�PDA
,KCEJ,KCEJSEJ@KS�EJ�PDA�>NKSOAN��)B�UKQN�OP=PEKJ�?KJJA?PEKJ�EO�RE=7 KNG>AJ?D��=�OEIEH=N�S=NJEJC�=J@�HKCKBB�JKPE?A
@EOLH=UO�EJ�PDA�SEJ@KS�

!O�KB.E=C=N=����� ��PDA�!>OKHQPA�,KCKBB�KLPEKJ�AJOQNAO�PD=P�PDA�QOANO�=NA�=QPKI=PE?=HHU�HKCCA@�KQP�=BPAN�=J
=>OKHQPA�PEIAKQP��&KN�AT=ILHA��EB�PDA�PEIAKQP�EO�OAP�BKN���@=UO��@AB=QHP	��PDAJ�=BPAN���@=UO�KB�HKCEJ�NAC=N@HAOO�KB
=?PEREPU��PDA�QOAN�SEHH�>A�BKN?A@�PK�HKC�EJ�=C=EJ��9KQ�?=J�AJ=>HA�KN�@EO=>HA�EP�=O�BKHHKSO�

\ 'HK>=HHU�EJ�PDA>=F=
5OAN3ANRE?A>=F=
5OAN3ANRE?A?KILKJAJP�QOEJC�PDAAbsolute Logoff Enabled LNKLANPU��)B�AJ=>HA@�
PDAAbsolute Logoff Enabled LNKLANPU�EO�=@@A@�PK�PDA5OAN�-=J=CAN5OAN�-=J=CANREAS�SDANA�UKQ�?=J�=LLHU�EP�PK
EJ@ERE@Q=H�QOANO�

\ 0AN�QOAN�EJ�PDA>=F=
5OAN>=F=
5OAN?KILKJAJP�>U�AJ=>HEJC�@EO=>HEJC�PDAAbsolute Logoff Enabled LNKLANPU�&KN
@AP=EHO�KJ�PDA�OP=PEKJ�=QPK�HKCKBB�LNKLANPEAO��NABAN�PK��>=F=
5OAN3ANRE?A��=J@��>=F=
5OAN��

NOTE: 4DA�!>OKHQPA�,KCKBB�BA=PQNA�EO�JKP�=R=EH=>HA�EJ�OP=PEKJO�PD=P�NQJ.E=C=N=����� =J@�A=NHEAN��(KSARAN��PDA
.AS�3P=PEKJ�PAILH=PAO�AJ=>HA�EP�>U�@AB=QHP��SDE?D�IA=JO�PD=P�JAS�OP=PEKJO�?NA=PA@�SEPD�PDAOA�PAILH=PAO
LNKRE@A�PDEO�KLPEKJ��

&KN�@AP=EHO�KJ�PDA�OP=PEKJ�=QPK�HKCKBB�LNKLANPEAO��NABAN�PK>=F=
5OAN3ANRE?A>=F=
5OAN3ANRE?A=J@>=F=
5OAN>=F=
5OAN?KILKJAJPO�EJ�PDA
'APPEJC�3P=NPA@�SEPD�.E=C=N=CQE@A�

#D=JCEJC�UKQN�L=OOSKN@
"=OA@�KJ�PDA�L=OOSKN@�?KJ`CQN=PEKJ��PDA�OUOPAI�S=NJO�UKQ�SDAJ�UKQN�L=OOSKN@�EO�=>KQP�PK�ATLENA��9KQ�?=J
KJHU�?D=JCA�UKQN�L=OOSKN@�SDAJ�NAMQENA@�PK�@K�OK�>U�PDA�OUOPAI��&KHHKS�PDA�HKCEJ�LNKILPO�

5OAN�=QPDAJPE?=PEKJ�PNKQ>HAODKKPEJC
/J?A�=QPDAJPE?=PEKJ�EO�?KJ`CQNA@�=J@�L=OOSKN@O�=OOECJA@��RANU�HEPPHA�?=J�CK�SNKJC�

I am attempting to set up new users using a br owser , and the New button is not available.

4DEO�EO�=�OA?QNEPU�?KJPNKH��-KOP�HEGAHU�PDASecure Only Password Set EO�KJ��OAP�PKtrue 	��=J@�UKQ�D=RA�I=@A�=
NACQH=N�?KJJA?PEKJ��DPPL	�PK�PDA�LH=PBKNI�OP=PEKJ��7DAJ�=�OA?QNA�?KJJA?PEKJ�EO�NAMQENA@��UKQ�IQOP�I=GA�=
OA?QNA�?KJJA?PEKJ��DPPLO	�PK�PDA�LH=PBKNI�OP=PEKJ�PK�OAP�PDA�L=OOSKN@�

My cr edentials wer e working, but they no longer allow me to log in.

\ 9KQN�L=OOSKN@�I=U�D=RA�ATLENA@�

5OAN�=QPDAJPE?=PEKJ .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

��� -=N ?D���������



\ 9KQ�I=U�JKP�D=RA�LANIEOOEKJ�PK�=??AOO�PDEO�OP=PEKJ��#DA?G�SEPD�UKQN�I=J=CAN�

\ 4DA�?NA@AJPE=HO�?=?DA�I=U�D=RA�>A?KIA�?KNNQLPA@�?=QOEJC�PDA�O=RA@�?NA@AJPE=HO�PK�JK�HKJCAN�SKNG��#HA=N
PDARemember these credentials ?DA?G�>KT��NA
PULA�PDA�L=OOSKN@�KN�?HA=N�UKQN�?KILQPANYO�?=?DA�

\ 4DANA�EO�=�LNK>HAI�SEPD�PDA�?KJ`CQN=PEKJ�KB�PDA�=QPDAJPE?=PEKJ�O?DAIA��&KN�AT=ILHA��EB�UKQ�=NA�QOEJC�PDA
,$!0�O?DAIA��P DA�LKNP�EO�>HK?GA@�>U�=�`NAS=HH�KN�PDA�SNKJC�,$!0�DKOP�J=IA�KN�LKNP�D=O�>AAJ
?KJ`CQNA@��2ABAN�PK�PDA�@K?QIAJP=PEKJ�BKN�PDA�,$!0�O?DAIA�

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A 5OAN�=QPDAJPE?=PEKJ

-=N ?D��������� ���



5OAN�=QPDAJPE?=PEKJ .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

��� -=N ?D���������



Chapter 5. Authorization management
/J?A�=�DQI=J�KN�NAIKPA�OP=PEKJ�QOAN�EO�=QPDAJPE?=PA@��=QPDKNEV=PEKJ�PK�=??AOO�OP=PEKJ�?KILKJAJPO�EO�>=OA@
QLKJ�PDA�LANIEOOEKJ�HARAH�=OOECJA@�PK�A=?D�OHKP��PDA�?=PACKNU�EAO	�EJPK�SDE?D�?KILKJAJPO�=NA�CNKQLA@��=J@�PDA
NKHA�=OOECJA@�PK�A=?D�QOAN��!HH�?KJ`CQN=PEKJ�EO�OPKNA@�EJ�PDA�OUOPAI�@=P=>=OA��QOEJC�OANRE?AO��?KILKJAJPO��=J@
?KILKJAJP�REASO�

�� "ACEJJEJC�=P�PDA�PKL�KB�PDA�@E=CN=I��PDA+ ,($--$*)�' 0 ' I=U�>A�?KJ`CQNA@�KJ�A=?D�?KILKJAJP�=O
JAA@A@��9KQ�?D=JCA�PDA�@AB=QHP�LANIEOOEKJ�HARAH�BKN�=�?KILKJAJP�>U�PQNJEJC�PDAOperator ?KJ`C�a=C�BKN
PDA�OHKP�KJ�KN�KBB�

�� 
�. "*,$ - KNC=JEVA�?KILKJAJPO��`HAO�=J@�DEOPKNEAO�EJPK�CNKQLO��9KQ�OAP�QL�?=PACKNEAO�QOEJC�PDA#=PACKNU#=PACKNU
-=J=CAN-=J=CAN REAS��#=PACKNU3ANRE?A	�
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4DA�?=PACKNU�D=O�>AAJ�=@@A@��9KQ�=NA�REASEJC�PDA�#=PACKNU�-=J=CAN�

4K�@AHAPA�=�?=PACKNU�J=IA��?HE?G�PDA�NKS�EJ�PDA#=PACKNU�-=J=CAN#=PACKNU�-=J=CANREAS�=J@�LNAOO$AHAPA$AHAPAKN�NECDP
?HE?G�PDA�NKS
=J@�?HE?G$AHAPA$AHAPA�

Result
$AHAPEJC�=�?=PACKNU�J=IA�?D=JCAO�PDA�J=IA�>=?G�PK�PDA�CAJANE?�EJ@AT�J=IA�KB�#=PACKNU�������AP?��)P�@KAO�JKP
NAIKRA�PDA�?=PACKNU�EJ@AT�BNKI�P DA�K>FA?P�O	�SEPD�SDE?D�EP�EO�=OOK?E=PA@�

2KHAO�=J@�LANIEOOEKJO
/J?A�=�QOAN�D=O�>AAJ�=QPDAJPE?=PA@��PDA�QOAN�EO�CN=JPA@�KN�@AJEA@�PDA�NECDP�PK�=??AOO�A=?D�LNKPA?PA@�K>FA?P�EJ
PDA�OUOPAI�QOEJC�=�LANIEOOEKJO�I=L��=�?=PACKNU
>=OA@�I=PNET	��SDE?D�EO�@A`JA@�>U�PDA�NKHA�=OOECJA@�PK�PDA
QOAN��0ANIEOOEKJO�@A`JA�PDA�NECDPO�=�QOAN�D=O�SEPDEJ�A=?D�?=PACKNU�KB�OP=PEKJ�K>FA?PO�

2KHAO�A=OA�PDA�I=J=CAIAJP�KB�LANIEOOEKJO�BKN�=�H=NCA�JQI>AN�KB�QOANO��4DA�LANIEOOEKJO�BKN�=�CNKQL�KB�QOANO
SDK�=NA�=OOECJA@�PK�PDA�O=IA�NKHA�?=J�>A�QL@=PA@�>U�?D=JCEJC�PDA�NKHA��4DEO�O=RAO�D=REJC�PK�QL@=PA�A=?D
QOANYO�LANIEOOEKJO�EJ@ERE@Q=HHU�

&KN�AT=ILHA��EB����KLAN=PKNO�JAA@�=??AOO�PK�=�JAS�?KILKJAJP�EJ�PDA�OP=PEKJ��UKQ�I=U�JAA@�PK�QL@=PA�KJHU
PDAEN�OD=NA@�KLAN=PKN�NKHA��=J@�PDAJ�KJHU�EB�=�?=PACKNU�D=O�>AAJ�=@@A@�KN�LANIEOOEKJO�JAA@�PK�>A�?D=JCA@�
4DA�EJEPE=H�?KJ`CQN=PEKJ�KB�=�OP=PEKJYO�OA?QNEPU��SDE?D�EJRKHRAO�K>FA?P�LANIEOOEKJ�HARAHO��K>FA?P�?=PACKNEAO��NKHAO
�LANIEOOEKJO	�=J@�QOANO�I=U�P=GA�PEIA�PK�@AOECJ�=J@�OAP�QL�EJ�OKIA�?KJ`CQN=PEKJO��>QP�PDA�PN=@A�KBB�EO�SKNPD
PDA�BQPQNA�PEIA�O=RA@�SDAJ�QL@=PEJC�PDA�LANIEOOEKJO�KB�IKNA�PD=J�KJA�QOAN�=P�=�PEIA�

CAUTION: 4DANA�=NA�NEOGO�EJRKHRA@�EJ�CEREJC�=JU�QOAN�>NK=@�LANIEOOEKJO�KJ�PDA�2KHA�3ANRE?A��&KN�AT=ILHA�
CEREJC�=�QOANadmin write LANIEOOEKJO�KJ�PDA�2KHA�3ANRE?A�=HHKSO�PD=P�QOAN�PK�?NA=PA��A@EP��NAJ=IA�KN�@AHAPA
=JU�NKHA��"AOP�LN=?PE?AO�NA?KIIAJ@�P D=P�OQ?D�LANIEOOEKJO�KJ�PDA�2KHA�3ANRE?A�>A�HEIEPA@�KJHU�PK�=LLNKLNE=PAHU
=QPDKNEVA@�QOANO�

!@@EJC�NKHAO�=J@�LANIEOOEKJO
9KQ�=@@�NKHAO�QOEJC�PDA�OP=PEKJYO2KHA�-=J=CAN2KHA�-=J=CANREAS��2KHA3ANRE?A	�

Prerequisites:
9KQ�AJ=>HA@�PDAOperator ?KJ`C�a=C�AJ=>HA@�BKN�=JU�NAOPNE?PA@�?KILKJAJPO��#=PACKNEAO�D=RA�>AAJ�?NA=PA@
=J@�=JU�>=OE?�?=PACKNEAO�=OOECJA@�PK�?KILKJAJPO�

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A !QPDKNEV=PEKJ�I=J=CAIAJP

-=N ?D��������� ���



-KOP�?KIL=JEAO�NAMQENA��=O�=�IEJEIQI��=J�=@IEJEOPN=PKN��OQLAN�QOAN	�NKHA��=�I=J=CAN�NKHA��=J@�=�NACQH=N�QOAN
KN�KLAN=PKN�NKHA�

��3PAL 2ECDP
?HE?G2KHA3ANRE?A2KHA3ANRE?AEJ�PDA�.=R�PNAA��?HE?G66EASOEASO� 2KHA�-=J=CAN2KHA�-=J=CAN�

4DA2KHA�-=J=CAN2KHA�-=J=CANREAS�KLAJO�

��3PAL #HE?G.AS.AS ��AJPAN�PDA�JQI>AN�KB�NKHAO�PK�?NA=PA�EJ�PDA�LKL
QL�SEJ@KS�=J@�?HE?G/+/+ �
4DA�OUOPAI�@EOLH=UO�PDA.AS.AS SEJ@KS�SEPD�=�NKS�BKN�A=?D�NKHA�UKQ�=NA�?NA=PEJC�

��3PAL .=IA�P DA�NKHA�

��3PAL 4K�?KJ`CQNA�=�NKHA�=O�=�OQLAN�QOAN��?HE?G�PDAPermissions ?DA?G�>KT�BKNSuper User �

4DA�>QEHP
EJAdmin NKHA�CN=JPO�=HH�LKOOE>HA�NECDPO�BKN�ARANU�?=PACKNU��OQLAN�QOAN	��/JHU�SDAJ
HKCCA@�EJ�=O�PDAAdmin QOAN��KN�=JKPDAN�OQLAN�QOAN��?=J�UKQ�=OOECJ�OQLAN�QOAN�NECDPO�QOEJC�PDA
Super User ?DA?G�>KT�

)J�CAJAN=H��=OOECJEJC�OQLAN�QOAN�NECDPO�ODKQH@�>A�OPNE?PHU�HEIEPA@�=J@�>=OA@�KJ�OLA?E=H�JAA@O��&KN
AT=ILHA��=�3QLANREOKN�OP=PEKJ�I=U�JAA@�OQLAN�QOAN�NECDPO�PK�?KJJA?P�SEPD�KPDAN�OP=PEKJ�?HEAJPO
�I=?DEJA�HKCEJ�RO��HKCEJ�>U�=�LANOKJ	�EJ�O?AJ=NEKO�SDANA�0NKCN=I�K>FA?PO�=NA�ATLKNPA@�BNKI
OP=PEKJO�QOEJC�%TLKNP4=CO��(QI=J�QOANO�I=U�JAA@�OQLAN�QOAN�NECDPO�PK�=@@�=J@�A@EP�0NKCN=I�KN
2K>KP�?KILKJAJPO�

CAUTION: $K�JKP�I=GA�EP�=�?KIIKJ�LN=?PE?A�PK�CERA�OP=PEKJ
PK
OP=PEKJ�QOANO�=@IEJ�LNEREHACAO��)B
UKQN�JAPSKNG�EO�>NA=?DA@��=�OP=PEKJ
PK
OP=PEKJ�QOAN�?KQH@�?=QOA�OECJE`?=JP�@=I=CA�SEPDKQP
@N=SEJC�=PPAJPEKJ�PK�SD=P�EO�D=LLAJEJC�

��3PAL 4K�OAP�QL�EJ@ERE@Q=H�LANIEOOEKJO��?HE?G�PDA�?DARNKJ�=P�PDA�AJ@�KB�PDAPermissions LNKLANPU�

4DA0ANIEOOEKJO0ANIEOOEKJOI=L�KLAJO�

4DA�`NOP�?KHQIJ��#=PACKNU��HEOPO�PDA�CNKQLO�PK�SDE?D�UKQ�I=U�CN=JP�LANIEOOEKJ��4DA�/LAN=PKN
=J@�!@IEJ�?KHQIJO�NAH=PA�PK�PDA�LANIEOOEKJO�HARAH�?KJ`CQNA@�KJ�A=?D�?KILKJAJP��"AHKS�PDAOA
DA=@EJCO�=NA�PDA�?AHHO�PK�QOA�BKN�=OOECJEJC�KJA�KB�PDNAA�LANIEOOEKJO�PK�A=?D�?=PACKNU�

\ 2���2A=@�=HHKSO�PDA�QOAN�PK�REAS�PDA�K>FA?P�

\ 7���7 NEPA�=HHKSO�PDA�QOAN�PK�?D=JCA�PDA�K>FA?P�

\ )���)JRKGA�=HHKSO�PDA�QOAN�PK�EJEPE=PA�=J�=?PEKJ�NAH=PA@�PK�PDA�K>FA?P�

$ALAJ@EJC�KJ�DKS�PDA�LANIEOOEKJ�HARAH�EO�OAP�KJ�PDA�OHKP��OET�LANIEOOEKJO�=NA�@ANERA@�

\ 4K�=HHKS�=�QOAN�PK�REASoperator 
HARAH�EJBKNI=PEKJ��?DA?G�PDAOperator ?KJ`C�a=C�KJ�PDA
OHKP�=J@�OAHA?P�PDA�/LAN=PKN�2�?KHQIJ�KJ�PDA�LANIEOOEKJ�I=L�

\ 4K�=HHKS�=�QOAN�PK�IK@EBUoperator 
HARAH�EJBKNI=PEKJ��EB�EP�EO�JKP�NA=@
KJHU	��?DA?G�PDA
Operator ?KJ`C�a=C�KJ�PDA�OHKP�=J@�OAHA?P�PDA�/LAN=PKN�7�?KHQIJ�KJ�PDA�LANIEOOEKJ�I=L�

\ 4K�=HHKS�PDA�QOAN�PK�REAS�=J@�EJRKGAoperator 
HARAH�KLAN=PEKJO��=?PEKJO	��?DA?G�PDA
Operator ?KJ`C�a=C�KJ�PDA�OHKP�=J@�OAHA?P�PDA�/LAN=PKN�)�?KHQIJ�KJ�PDA�LANIEOOEKJ�I=L

\ 4K�=HHKS�PDA�QOAN�PK�REASadmin 
HARAH�EJBKNI=PEKJ��HA=RA�PDAOperator ?KJ`C�a=C�QJ?DA?GA@
KJ�PDA�OHKP�=J@�OAHA?P�PDA�!@IEJ�2�?KHQIJ�KJ�PDA�LANIEOOEKJ�I=L�

\ 4K�=HHKS�PDA�QOAN�PK�IK@EBUadmin 
HARAH�EJBKNI=PEKJ��EB�EP�EO�JKP�NA=@
KJHU	��HA=RA�PDAOperator
?KJ`C�a=C�QJ?DA?GA@�KJ�PDA�OHKP�=J@�OAHA?P�PDA�!@IEJ�7�?KHQIJ�KJ�PDA�LANIEOOEKJ�I=L�

\ 4K�=HHKS�PDA�QOAN�PK�REAS�=J@�EJRKGAadmin 
HARAH�KLAN=PEKJO��=?PEKJO	��HA=RA�PDAOperator
?KJ`C�a=C�QJ?DA?GA@�KJ�PDA�OHKP�=J@�OAHA?P�PDA�!@IEJ�)�?KHQIJ�KJ�PDA�LANIEOOEKJ�I=L�

7DAJ�UKQ�=OOECJ�LANIEOOEKJO��DECDAN
HARAH�LANIEOOEKJO��CNAAJ�?DA?G�I=NGO	�=QPKI=PE?=HHU�EJ?HQ@A
PDA�HKSAN
HARAH�KJAO��CN=U�?DA?G�I=NGO	��&KN�AT=ILHA��EB�UKQ�AJ=>HAadmin 
HARAH�SNEPA��7	��PDA
OUOPAI�=QPKI=PE?=HHU�AJ=>HAOadmin 
HARAH�NA=@��2	��=O�SAHH�=Ooperator 
HARAH�NA=@�=J@�SNEPA
�27	�

��3PAL #HE?G�PDA�?AHH�PK�=OOECJ�=�LANIEOOEKJ�=J@�?HE?G/+/+ �
4DA�APermissions LNKLANPU�@EOLH=UO�PDA�LANIEOOEKJO�

��3PAL 4K�`J=HEVA�LANIEOOEKJO��?HE?G/+/+ �

!QPDKNEV=PEKJ�I=J=CAIAJP .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

��� -=N ?D���������



��3PAL )J�=�IQHPE
OP=PEKJ�OUOPAI��LANBKNI�PDAOA�O=IA�OPALO�EJ�A=?D�OP=PEKJ�OK�PD=P�A=?D�OP=PEKJ�D=O�PDA
O=IA�OAP�KB�NKHAO�

NOTE: $QNEJC�PDA�JAPSKNG�QOAN�OUJ?DNKJEV=PEKJ�LNK?AOO�PDA�BN=IASKNG�OAJ@O�PDA�QOANYO�NKHA
=OOECJIAJP�PK�PDA�NA?AEREJC�OP=PEKJ��DKSARAN��EP�@KAO�JKP�?NA=PA�PDA�=?PQ=H�NKHA�O	�KJ�PDA�NA?AEREJC
OP=PEKJ��9KQ�IQOP�OAP�QL�I=P?DEJC�NKHAO�KJ�A=?D�NA?AEREJC�OP=PEKJ�>ABKNA�OUJ?DNKJEVEJC�JAPSKNG
QOANO�

!@@EJC�=�?KILKJAJP
!@@EJC�=�?KILKJAJP�PK�UKQN�>QEH@EJC�IK@AH�EJRKHRAO�@N=CCEJC�PDA�?KILKJAJP�BNKI�=�L=HAPPA��LKOOE>HU�OAPPEJC
PDA#KJ`C�&H=C#KJ`C�&H=CKJ�PDA�?KILKJAJP�OHKP��=J@�?KJ`CQNEJC�PDA�?KILKJAJP�PK�=OOECJ�EP�PK�=�?=PACKNU��!
?KILKJAJP�I=U�>A�=�JAS�JAPSKNG��@ARE?A�KN�OANRE?A�

Prerequisites:

\ )B�NAMQENA@��UKQ�D=RA�=�HE?AJOA�PK�=@@�PDA�?KILKJAJP�PK�UKQN�IK@AH�

\ !JU�?=PACKNEAO��NKHAO��LANIEOOEKJO	�PK�=OOECJ�PK�PDA�?KILKJAJP�D=RA�>AAJ�OAP�QL�

\ 4DA�QOANO�SDK�SEHH�=??AOO�PDA�?KILKJAJP�ATEOP�EJ�PDA�OUOPAI�

��3PAL /LAJ�P DA�L=HAPPA�PD=P�?KJP=EJO�PDA�?KILKJAJP�IK@QHA�

��3PAL %TL=J@�PDA�.=R�PNAA�PK�REAS�PDA3ANRE?AO3ANRE?AOKN$NERANO$NERANO?KJP=EJAN�

��3PAL $K�KJA�KB�PDA�BKHHKSEJC�

\ $N=C�PDA�?KILKJAJP�BNKI�P DA�L=HAPPA�PK�PDA0N0NKLANPU�3DAAPKLANPU�3DAAPKN$NERAN�-=J=CAN$NERAN�-=J=CAN�

\ $N=C�PDA�?KILKJAJP�PK�PDA�=LLNKLNE=PA3ANRE?AO3ANRE?AOKN$NERAN$NERAN?KJP=EJAN�EJ�PDA�.=R�PNAA
4DA.=IA.=IA SEJ@KS�KLAJO�

��3PAL #D=JCA�PDA�J=IA�KB�PDA�?KILKJAJP��KN�QOA�PDA�@AB=QHP�J=IA�=J@�?HE?G/+/+ �

��3PAL )B�UKQ�JAA@�PK�?KJ`CQNA�PDA�LANIEOOEKJ�HARAH�BKN�PDA�JAS�?KILKJAJP�OHKP��NECDP
?HE?G�PDA
?KILKJAJP�EJ�PDA�.=R�PNAA�=J@�?HE?G3HKP�3DAAP3HKP�3DAAP��PDAJ�NECDP
?HE?G�PDA�OHKP�=J@�?HE?G#KJ`C�&H=CO#KJ`C�&H=CO�

\ ,A=RA�PDAOperator ?KJ`C�a=C�QJ?DA?GA@�BKN�PDAadmin LANIEOOEKJ�HARAH��PDEO�HARAH�=HHKSO
NA=@�=J@�SNEPA�=??AOO	�

\ 4KCCHA�PDEO�a=C��?DA?GA@	�BKN�PDAoperator LANIEOOEKJ�HARAH��PDEO�HARAH�NAOPNE?PO�QOAN�=??AOO
PK�=�IEJEIQI�KB�NA=@
KJHU�LANIEOOEKJ	�

��3PAL 4K�=OOECJ�PDA�?KILKJAJP�PK�=�?=PACKNU��@K�KJA�KB�PDA�BKHHKSEJC�

\ !@@�PDA�?KILKJAJP�PK�PDA�?=PACKNU�QOEJC�PDA#=PACKNU�"N#=PACKNU�"NKSOANKSOAN�

\ !@@�PDA�?KILKJAJP�PK�PDA�?=PACKNU�QOEJC�PDA�?KILKJAJPYO#=PACKNU�3DAAP#=PACKNU�3DAAP�

��3PAL )B�UKQ�?NA=PA@�=�JAS�>=OE?�?=PACKNU��QL@=PA�PDA�NKHA�=OOECJA@�PK�QOANO�KB�PDEO�?KILKJAJP�PK
EJ?HQ@A�LANIEOOEKJO�BKN�PDA�JAS�?KILKJAJP��KPDANSEOA�?KJ`NI�PD=P�PDA�NKHA�EJ?HQ@AO�PDA
?=PACKNU�

��3PAL #KJ`NI�P D=P�?KILKJAJP3P=PQO3P=PQOEO{ok} �

Result
9KQ�=NA�NA=@U�PK�?KJ`CQNA�PDA�?KILKJAJP�

%@EPEJC�NKHAO�=J@�LANIEOOEKJO
4DA�LNEI=NU�NA=OKJ�BKN�A@EPEJC�=�NKHA�EO�PK�QL@=PA�LANIEOOEKJO�

Prerequisites:
4DA�LANIEOOEKJ�HARAH�EO�OAP�=LLNKLNE=PAHU�KJ�=HH�?KILKJAJPO��#=PACKNEAO�D=RA�>AAJ�?NA=PA@��2KHAO�D=RA�>AAJ
?NA=PA@�

��3PAL 2ECDP
?HE?G�%TL=J@2KHA3ANRE?A2KHA3ANRE?AEJ�PDA�.=R�PNAA�=J@�?HE?G66EASOEASO� 2KHA�-=J=CAN2KHA�-=J=CAN�

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A !QPDKNEV=PEKJ�I=J=CAIAJP

-=N ?D��������� ���



4DA2KHA�-=J=CANREAS�KLAJO�

��3PAL $KQ>HA
?HE?G�PDA�NKS�BKN�PDA�NKHA�PK�A@EP�KN�OAHA?P�PDA�NKS�=J@�?HE?G�PDA%@%@EPEP>QPPKJ�
4DA%@%@EPEPSEJ@KS�KLAJO�

��3PAL 4K�?D=JCA�LANIEOOEKJO��?HE?G�PDA�?DARNKJ�PK�PDA�NECDP�KB�PDAPermissions LNKLANPU�
4DA0ANIEOOEKJO0ANIEOOEKJOI=L�=LLA=NO�

��3PAL 5L@=PA�PDA�LANIEOOEKJO�=O�JAA@A@�=J@�?HE?G/+/+ �

��3PAL 4K�`J=HEVA�PDA�?D=JCAO��?HE?G/+/+ �

!OOECJEJC�NKHAO�PK�QOANO
4DEO�P=OG�=OOK?E=PAO�PDA�LANIEOOEKJO�@A`JA@�>U�=�OLA?E`?�NKHA�SEPD�A=?D�QOAN�

Prerequisites:
2KHAO�=J@�QOANO�D=RA�=HNA=@U�>AAJ�?NA=PA@��)J�=�IQHPE
OP=PEKJ�OUOPAI��A=?D�OP=PEKJ�D=O�PDA�O=IA�OAP�KB�NKHAO�

��3PAL 2ECDP
?HE?G5OAN3ANRE?A5OAN3ANRE?AEJ�PDA�.=R�PNAA��?HE?G66EASOEASO� 5OAN�-=J=CAN5OAN�-=J=CAN�

��3PAL $KQ>HA
?HE?G�PDA�QOANYO�NKS�EJ�PDA5OAN�-=J=CAN5OAN�-=J=CAN�
4DA�QOANYO0N0NKLANPU�3DAAPKLANPU�3DAAP=LLA=NO�

��3PAL &KN�PDARoles LNKLANPU��OAHA?P�KJA�KN�IKNA�NKHA�J=IAO�>U�?HE?GEJC�EJ�PDA�?DA?G�>KT�=J@�?HE?G/+/+ �

#KJBENIEJC�=??AOO�OA?QNEPU
9KQ�ODKQH@�PAOP�A=?D�QOANYO�=??AOO�NECDPO�>ABKNA�=HHKSEJC�QOANO�PK�QOA�PDA�OUOPAI�

��3PAL ,KC�KQP�KB�PDA�OP=PEKJ�

��3PAL ,KC�>=?G�EJ�=O�=�QOAN�PD=P�NALNAOAJPO�A=?D�NKHA�

��3PAL #KJ`NI�P D=P�PDA�.=R�PNAA�ODKSO�KJHU�PDKOA�?KILKJAJPO�PK�SDE?D�PDA�QOAN�D=O�NA=@��SNEPA�KN
EJRKGA�=?PEKJ�NECDPO�

2AREASEJC�LANIEOOEKJO
4DA0ANIEOOEKJO�"N0ANIEOOEKJO�"NKSOANKSOANREAS�@EOLH=UO�PDA�NECDPO�CN=JPA@�PK�A=?D�NKHA�QOAN�

Prerequisites:
2KHAO�ATEOP�SEPD�LANIEOOEKJO�CN=JPA@�

NOTE: )J .E=C=N=��PDANA�EO�=@@A@�OQLLKNP�BKN�PDA5OAN3ANRE?A5OAN3ANRE?AEJ�PDA0ANIEOOEKJO�"N0ANIEOOEKJO�"NKSOANKSOANREAS��5OA�PDA3DKS3DKS
0ANIEOOEKJO�BKN0ANIEOOEKJO�BKN@NKL
@KSJ�HEOP�PK�OSEP?D�>APSAAJ�LANIEOOEKJO�BKN�5OANO��=J@�BKN�2KHAO��7DAJ�REASEJC
LANIEOOEKJO�BKN5OANO5OANO��PDA�REAS�@EOLH=UO�=�OAL=N=PA�?KHQIJ�BKN�A=?D�QOAN�=O�SAHH�=O�=JU�LNKPKPULA�

��3PAL ,KC�EJ�PK�PDA�OP=PEKJ�=O�=�OQLAN�QOAN�KN�=O�PDAAdmin QOAN�

��3PAL 2ECDP
?HE?G�2KHA3ANRE?A��KN�5OAN3ANRE?A	�EJ�PDA�.=R�PNAA�=J@�?HE?G66EASOEASO� 0ANIEOOEKJO�"N0ANIEOOEKJO�"NKSOANKSOAN�

��3PAL %TL=J@�PDA�.=R�PNAA�PK�REAS�LANIEOOEKJO�BKN�A=?D�NKHA��KN�5OAN	�

Result

&KN�IKNA�@AP=EHO�KJ�PDA�EILNKRAIAJPO�PK�PDA�0ANIEOOEKJO�"NKSOAN�REAS�BKN.E=C=N=��OAA�ZS>QPEH

0ANIEOOEKJO"NKSOAN[�EJ�PDA�#KILKJAJPO��REASO�=J@�SEJ@KSO�OA?PEKJ�KB�PDEO�@K?QIAJP�

NOTE: !HPDKQCD�UKQ�I=U�@KQ>HA
?HE?G�=JU�K>FA?P�NKS�EJ�PDA0ANIEOOEKJO�"N0ANIEOOEKJO�"NKSOANKSOAN��REAS�PDA�LANIEOOEKJO�I=L
=J@�QL@=PA�LANIEOOEKJO�BKN�=J�EJ@ERE@Q=H�QOAN��PDEO�IAPDK@�KB�QL@=PEJC�LANIEOOEKJO�@KAO�JKP�?D=JCA�PDA
LANIEOOEKJO�=O�?KJ`CQNA@�EJ�PDA�QOANYO�NKHA�

!QPDKNEV=PEKJ�I=J=CAIAJP .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

��� -=N ?D���������



!J?AOPKN�LANIEOOEKJO
/BPAJ��UKQ�I=U�SEOD�PK�CN=JP�=�QOAN�PDA�NECDP�PK�=??AOO�?KILKJAJPO�QOEJC�?=PACKNEAO�PD=P�=NA�JKP�EJ?HQ@A@�EJ
PDA�?KILKJAJPYO�L=NAJP��OQ?D�PD=P��LANIEOOEKJO�PK�=�?KILKJAJP�O�=J?AOPKN�PNAA�=NA�JKP�ATLHE?EPHU�CN=JPA@��)J
PDEO�?=OA��PDA�OUOPAI�=QPKI=PE?=HHU�CN=JPOoperator LANIEOOEKJ�HARAH�NA=@
KJHU�=??AOO�PK�=HH�=J?AOPKN
?KILKJAJPO�EJ�PDA�?KILKJAJP�PNAA��/PDANSEOA��=�QOAN�SKQH@�>A�QJ=>HA�PK�J=REC=PA�PK�P=NCAP�?KILKJAJP�EJ�PDA
.=R�PNAA�

4DEO�=QPKI=PE?�=J?AOPKN�LANIEOOEKJ�HARAH�=OOECJIAJP�EO�@KJA�>U�PDA�OP=PEKJ�LANEK@E?=HHU��>QP�UKQ�?=J�BKN?A�EP�=P
=JU�PEIA�SEPD�=�NECDP
?HE?G5L@=PA5L@=PA=?PEKJ�KJ�PDA#=PACKNU3ANRE?A#=PACKNU3ANRE?AJK@A�EJ�PDA�.=R�PNAA�

&EHA�LANIEOOEKJO
"U�@AB=QHP��PDA�.AS�3P=PEKJ�7EV=N@�=OOECJO�PDA�AJPENA�OP=PEKJYO�&EHA�OL=?A�PK�?=PACKNU����Admin 	��!�OP=PEKJ�O
?KJ`C�>KC�`HA�=J@�?KJ`C�>KC�>=?GQL�`HAO�=NA�JKP�=??AOOE>HA��ARAJ�>U�OQLAN�QOANO	�EJ�PDA�OP=PEKJ�O�`HA�OL=?A��)B
JAA@A@��KPDAN�OP=PEKJ�`HAO�=J@�BKH@ANO�I=U�>A�DE@@AJ�BNKI�=�NAIKPA�OP=PEKJ�

5OANO�PULE?=HHU�NAMQENA�PD=P�PDA�NKHA�=OOECJA@�PK�PDAI�D=RAoperator 
HARAH�NA=@�LANIEOOEKJ�KJ�OP=PEKJ�`HA
BKH@ANO��OQ?D�=O�;J=R��;LT��;EI=CAO��;DPIH��=J@�OK�KJ��(KSARAN��LANIEOOEKJO�DECDAN�PD=J�=Joperator 
HARAH
NA=@�KJ�PDAAdmin ?=PACKNU�ODKQH@�KJHU�>A�=OOECJA@�PK�OAHA?PA@�QOANO�KJ�=J�=O
JAA@A@�>=OEO��)J�IKOP
OEPQ=PEKJO��?NA=PEJC�=�JAS�?=PACKNU�?KJP=EJEJC*)'3 PDA�?KILKJAJPO�=�QOAN�JAA@O�PK�=??AOO�EO�=�IKNA
=LLNKLNE=PA�OKHQPEKJ�

,=NCAHU��NECDPO�CN=JPA@�PK�=??AOO�?=PACKNEAO�PD=P�=NA�QOA@�>U�`HAO�=J@�BKH@ANO�=NA operator 
HARAH�LANIEOOEKJO
=O�BKHHKSO�

\ &EHAO�NAMQENA operator 
HARAH�NA=@��N	�=??AOO�PK�REAS��=J@operator 
HARAH�SNEPA��NS	�=??AOO�PK�A@EP�=�`HA��EB
=LLHE?=>HA	��&KN�EJOP=J?A��=�QOAN�SEPDoperator 
HARAH�SNEPA�=J@�SNEPA��NS	�=??AOO�PK�=J��DPIH�`HA�?=J
IK@EBU�EP�QOEJC�PDA�4ATP�&EHA�%@EPKN�EJ7 KNG>AJ?D�

\ &KH@ANO��@ENA?PKNEAO	�NAMQENA operator 
HARAH�NA=@��N	�=??AOO�PK�HEOP�=J@�PK�?KLU�?DEH@�`HAO��=J@
operator 
HARAH�SNEPA��NS	�=??AOO�PK�?NA=PA�JAS��KN�@AHAPA�ATEOPEJC	�?DEH@�`HAO�

!�BAS�REASO�KB�`HAO�NAMQENA admin 
HARAH�7NEPA��NS27	�LANIEOOEKJO�PK�=??AOO��OQ?D�=O�PDA.=R�&EHA�%@EPKNBKN�=
.=R�`HA��4DANA�=NA�=HOK�PDAOA�OLA?E=H�?=OA�`HA�LANIEOOEKJO�

\ 4DA�OUOPAI�=QPKI=PE?=HHU�NAOPNE?PO�=JU�OUOPAI�IK@QHA�`HAO�PKoperator 
HARAH�NA=@��N	�=??AOO�

\ )B�=�QOAN�EO�JKP�=�OQLAN�QOAN��PDA�OUOPAI�@AJEAO�=HH�=??AOO�KQPOE@A�KB�PDA�OP=PEKJ�O�DKIA�@ENA?PKNU�

\ 5OANO�JAA@admin 
HARAH�2A=@��NS27	�=??AOO�PK�OAA�=�3QLANREOKN�OP=PEKJ�ÔprovisioningNiagara
BKH@AN��SNEPPAJ�PK�>U�PDA�3QLANREOKN�O�LNKREOEKJEJC�IA?D=JEOI	�

\ )B�UKQ�D=RA�=�@ARAHKLAN�HE?AJOA��UKQN�OUOPAI�EJ?HQ@AO�=J�=@@EPEKJ=H�?=PACKNU�?=HHA@
.-K@QHA$AR&EHA0ANIEOOEKJ��4DEO�?=PACKNU�CN=JPO�NS27�LANIEOOEKJ�PK�=??AOO�=HH�OUOPAI�IK@QHAO�

(EOPKNU�LANIEOOEKJO
(EOPKNEAO�NAMQENA�PD=P�PDAoperator LANIEOOEKJ�HARAH�>A�OAP�=J@operator 
HARAH�NA=@��N	�LANIEOOEKJ�CN=JPA@
>U�PDA�NKHA�PK�=??AOO�=HH�=R=EH=>HA�REASO�

(EOPKNU�REASO�EJ?HQ@A�(EOPKNU�#D=NP��#KHHA?PEKJ�4=>HA��=J@�(EOPKNU�4=>HA	��4DEO�EJ?HQ@AO�PDA�=>EHEPU�PK�NAJ=IA�=
DEOPKNU�

#KILKJAJP�LANIEOOEKJO�PNKQ>HAODKKPEJC
4K�>ACEJ�PNKQ>HAODKKPEJC�?KILKJAJP�LANIEOOEKJO��CK�>=?G�=J@�NAREAS�UKQN�KNECEJ=H�@AOECJ�=J@�@KQ>HA
?DA?G
=HH�?KJ`CQN=PEKJ�LNKLANPEAO�

I can successfully log in to a station, but I get the message, ÒUser <username> does not have access to
the station. Check permissions.Ó

4DA�QOAN�J=IA�UKQ�QOA@�PK�HKC�EJ�SEPD�EO�=J�=QPDAJPE?�QOAN�J=IA��>QP�AEPDAN�JK�NKHA�D=O�>AAJ�=OOK?E=PA@�SEPD
PDA�QOAN�KN�PDA�LANIEOOEKJO�?KJP=EJA@�EJ�PDA�NKHA�?KJ`CQN=PEKJ�@K�JKP�=HHKS�PDA�QOAN�PK�=??AOO�PDA�OP=PEKJ��,KC

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A !QPDKNEV=PEKJ�I=J=CAIAJP

-=N ?D��������� ���



EJ�SEPD�=�QOAN�PD=P�D=O�LANIEOOEKJ�PK�=??AOO�PDA�OP=PEKJ�=J@�QL@=PA�PDA�?KJ`CQN=PEKJ��!�NKHA�JAA@O�LANIEOOEKJO
KJ�=P�HA=OP�KJA�?KILKJAJP�BKN�=�QOAN�PK�>A�=>HA�PK�=??AOO�PDA�OP=PEKJ�

I set up categories and r oles, but my users can still access some components they should not be able to
access and cannot access others that they should be able to access.

#KJ`NI�P D=P�UKQ�?KJ`CQNA@�PDA�?KILKJAJP�LANIEOOEKJ�HARAH�?KNNA?PHU�BKN�A=?D�?KILKJAJP�

/LAJ�P DA#=PACKNU�"N#=PACKNU�"NKSOANKSOAN=J@�NAREAS�PDA�?=PACKNEAO�PDA�QOAN�D=O�LANIEOOEKJ�PK�=??AOO��6ANEBU�PD=P�PDANA�=NA
JK�QJATLA?PA@�?KILKJAJPO�EJ�PDA�?=PACKNEAO�

My users cannot change their own passwor ds.

9KQ�JAA@�PK�=OOECJ�=�NKHA�PK�A=?D�QOAN�PD=P�CN=JPO�SNEPA�=??AOO��NS	�PK�PDAPassword OHKP�KJ�PDA5OAN3ANRE?A�

!QPDKNEV=PEKJ�I=J=CAIAJP .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

��� -=N ?D���������



Chapter 6. Components, views and
windows
4DA�QOAN�EJPANB=?A�EJ?HQ@AO�?KILKJAJPO��REASO�=J@�SEJ@KSO��SDE?D�LNKRE@A�PDA�IA=JO�BKN�?KIIQJE?=PEJC�SEPD
PDA�OUOPAI�

4DA�(AHL�PKLE?O�EJ?HQ@A�?KJPATP�OAJOEPERA�EJBKNI=PEKJ�=>KQP�A=?D�?KILKJAJP�=J@�REAS��=O�SAHH�=O�EJBKNI=PEKJ
=>KQP�EJ@ERE@Q=H�SEJ@KSO�

#KILKJAJPO
#KILKJAJPO�EJ?HQ@A�OANRE?AO��BKH@ANO�=J@�KPDAN�IK@AH�>QEH@EJC�>HK?GO�=OOK?E=PA@�SEPD�=�IK@QHA��9KQ�I=U�@N=C
PDAI�PK�=�LNKLANPU�KN�SENA�ODAAP�BNKI�=�L=HAPPA�
$AO?NELPEKJO�EJ?HQ@A@�EJ�PDA�BKHHKSEJC�PKLE?O�=LLA=N�=O�?KJPATP
OAJOEPERA�DAHL�PKLE?O�SDAJ�=??AOOA@�>U�

\ 2ECDP
?HE?GEJC�KJ�PDA�K>FA?P�=J@�OAHA?PEJC66EASOEASO� 'QE@A�(AHL'QE@A�(AHL

\ #HE?GEJC(AHL(AHL � 'QE@A�/J�4'QE@A�/J�4=N=NCAPCAP

#HEAJP�#ANP�!QPD�3?DAIA��?HEAJP#ANP!QPD
#HEAJP#ANP!QPD3?DAIA	
4DEO�?KILKJAJP�LNKRE@AO�KJA�IAPDK@�KB�RANEBUEJC�PD=P�=�QOAN�EO�=QPDKNEVA@�PK�HKC�EJ�PK�=�OP=PEKJ��0NKRE@A@�>U
PDA?HEAJP#ANP!QPDL=HAPPA��PDA#H#HEAJP#ANP!QPEAJP#ANP!QPD3?DAIAD3?DAIA EO�=J�=QPDAJPE?=PEKJ�IA?D=JEOI�NAMQENEJC�PD=P�PDA�QOAN
AJPAN�DEO�KN�DAN�L=OOSKN@�=O�SAHH�=O�=�?ANPE`?=PA�

7 EPD�PDEO�O?DAIA��A=?D�QOAN�K>FA?P�D=O�=J�=QPDAJPE?=PKN�?KJP=EJEJC�=�LQ>HE?�?ANPE`?=PA��SDE?D�I=P?DAO�PDA�QOAN
?ANPE`?=PA�O�LNER=PA�GAU��!@@EPEKJ=HHU��A=?D�?ANPE`?=PA�IQOP�>A�=@@A@�PK�PDA�OANRAN�OK?GAP�O44NQOP!J?DKNNQOP!J?DKNHEOP�
$QNEJC�=�HKCEJ�=PPAILP��PDA�QOAN�EO�LNKILPA@�PK�QLHK=@�PDA�?ANPE`?=PA��4DA�OANRAN�RANE`AO�PD=P�PDA�?ANPE`?=PA
I=P?DAO�PDA�?ANPE`?=PA�OPKNA@�KJ�PDA�5OAN�K>FA?P�

!@@EJC�PDEO�?KILKJAJP�PK�PDA�OP=PEKJ!QP!QPDAJPDAJPE?=PE?=PEKJ3?DAIAOEKJ3?DAIAOJK@A�=@@O�=�>QPPKJ�PK�PDA,KCEJ,KCEJSEJ@KS��4DA
PATP�H=>AH�KJ�PDA�>QPPKJ�EO�?KJ`CQN=>HA�RE=�PDALogin Button Text LNKLANPU��"U�@AB=QHP��PDA�>QPPKJ�PATP�H=>AH
EO�Z3ECJ�EJ�SEPD�33/[�>QP�UKQ�ODKQH@�?D=JCA�PDEO�PK�UKQN�LNABANNA@�PATP�

NOTE: )J�PDA�AT=ILHA�ODKSJ��PDA�QOAN�K>FA?P�EO�?KJ`CQNA@�PK�QOA�?HEAJP#ANP!QPD3?DAIA�=QPDAJPE?=PEKJ��=J@
PK�NAOAP�DEO�KN�DAN�=QPDAJPE?=PEKJ�O?DAIA�KJ�HKCEJ��RE=�PDA�5OANForce Scheme Reset To LNKLANPU	�

&KN�=@@EPEKJ=H�EJBKNI=PEKJ��NABAN�PK�!@IEJ�5OAN�SKNGaKS�BKN�?HEAJP�?ANPE`?=PA�=QPDAJPE?=PEKJ�EJ�PDA�Z5OAN
!QPDAJPE?=PEKJ[�?D=LPAN�

4K�=??AOO�PDEO�LNKLANPU��ATL=J@#KJ`C#KJ`C � 3ANRE?AO3ANRE?AO� !QP!QPDAJPDAJPE?=PE?=PEKJ3ANRE?AEKJ3ANRE?A� !QP!QPDAJPDAJPE?=PE?=PEKJ�3?DAIAOEKJ�3?DAIAO=J@

Figur e 7. #ANPE`?=PA�=QPDKNEV=PEKJ�LNKLANPU

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A #KILKJAJPO��REASO�=J@�SEJ@KSO

-=N ?D��������� ���



@KQ>HA
?HE?G#H#HEAJP#ANP!QPEAJP#ANP!QPD3?DAIAD3?DAIA�

Property Value Description

,KCEJ�"QPPKJ�4ATP PATP #KJ`CQNAO�PDA�PATP�PD=P�=LLA=NO�KJ
PDA�HKCEJ�>QPPKJ�

0+)�!QPDAJPE?=PEKJ�3?DAIA��?HEAJP#ANP!QPD
0+)!QPDAJPE?=PEKJ3?DAIA	
4DEO�?KILKJAJP�=@@O�=�JAS�=QPDAJPE?=PEKJ�O?DAIA�PK�PDA�OP=PEKJ��=HHKSEJC�PDA�QOAN�PK�HKC�EJ�QOEJC�0+)
�>=OA@
?HEAJP�?ANPE`?=PA�=QPDAJPE?=PEKJ�

\ #KILKJAJP�HK?=PEKJ�?HEAJP#ANP!QPDL=HAPPA

\ 4K�=??AOO�PDAOA�LNKLANPEAO��ATL=J@#KJ`C#KJ`C � 3ANRE?AO3ANRE?AO� !QP!QPDAJPDAJPE?=PE?=PEKJ�3ANRE?AEKJ�3ANRE?A� !QP!QPDAJPDAJPE?=PE?=PEKJ�3?DAIAOEKJ�3?DAIAO
BKH@AN�

Property Value Description

,KCEJ�"QPPKJ�4ATP PATP
$EOLH=UO�PDA�PATP�PD=P�SEHH�>A
@EOLH=UA@�KJ�PDA�>NKSOAN�HKCEJ
BKNI��)P�EO�NA?KIIAJ@A@�PD=P�UKQ
?NA=PA�=�PATP�PD=P�@AO?NE>AO�PK
PDA�QOAN�SD=P�PULA�KB�HKCEJ�SEHH
>A�QOA@��BKN�AT=ILHA���,KC�EJ
SEPD�#!#��

#!�#ANPE`?=PAO BKH@AN��=@@EPEKJ=H�LNKLANPEAO	
!�BKH@AN�?KJP=EJEJC�#!
?KJ`CQN=PEKJO��%=?D�#!
?KJ`CQN=PEKJ�@AO?NE>AO�SDE?D�#!
EO�QOA@�BKN�R=HE@=PEKJ��PK�SDE?D
NQHAO�PDA�?HEAJP�?ANPE`?=PAO�IQOP

#KILKJAJPO��REASO�=J@�SEJ@KSO .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A
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Property Value Description

?KJBKNI��=J@�DKS�PK�`J@�PDA
QOANJ=IA�EJ�PDA�?HEAJP�?ANPE`?=PA�

#!�#KJBECQN=PEKJ��?HEAJP#ANP!QPD
#!#KJBECQN=PEKJ	
4DEO�?KILKJAJP�@AO?NE>AO�SDE?D�#!�ODKQH@�D=RA�OECJA@�PDA�?HEAJP�?ANPE`?=PAO��PK�SDE?D�NQHAO�PDA�?HEAJP
?ANPE`?=PA�IQOP�?KJBKNI��BKN�AT=ILHA��NAMQENA@�ATPAJOEKJ�KN�GAU�OEVA	��=J@�DKS�PK�`J@�PDA�QOANJ=IA�EJ�PDA
?HEAJP�?ANPE`?=PA�

Name Value Description

#!�#ANP�=J@�#2, PATP 3LA?E`AO�PDA�#!�PD=P�IQOP�D=RA�OECJA@�PDA
?HEAJP�?ANPE`?=PAO��=J@�?=J�>A�?KJ`CQNA@�PK�QOA
#ANPE`?=PA�2ARK?=PEKJ�,EOPO��#2,	�PK�=HHKS
NARKGA@�?ANPE`?=PAO�PK�>A�NAFA?PA@�KJ�HKCEJ��OAA
� �,$0 , �
�
 ,.�)�
,' ��?KILKJAJP	

5OANJ=IA�%TPN=?PKN�4ULA
3AHA?PEKJ

@NKL
@KSJ�IAJQ $APANIEJAO�DKS�PK�`J@�PDA�QOANJ=IA�EJ�PDA
?HEAJP�?ANPE`?=PA��4DA�BKHHKSEJC�KLPEKJO�=NA
=R=EH=>HA�

\ UsernameExtractorCNFromDirectoryNameSan �
,KKGO�BKN�PDA�QOANJ=IA�EJ�PDA
#KIIKJ�.=IA��#.	�KB�=�$EN A?PKNU
.=IA��$.	�3Q>FA?P ERA�!HPANJ=PERA
.=IA��3!.	

\ UsernameExtractorCNFromSubjectDN ��,KKGO
BKN�PDA�QOANJ=IA�EJ�PDA�#KIIKJ
.=IA��#.	�KB�P DA�?HEAJP�?ANPE`?=PA�O
3Q>FA?P�$.�

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A #KILKJAJPO��REASO�=J@�SEJ@KSO

-=N ?D��������� ���



Name Value Description

\ UsernameExtractorEmailAddressSan ��,KKGO
BKN�PDA�QOANJ=IA�EJ�=J�AI=EH�BKNI=P
3Q>FA?P�!HPANJ=PERA�.=IA�ATPAJOEKJ�
4DA�AJPENA�AI=EH�=@@NAOO
�J=IA @KI=EJ�?KI	�SEH H�>A�QOA@�

\ UsernameExtractorEmailUserSan ��,KKGO
BKN�PDA�QOANJ=IA�EJ�=J�AI=EH�BKNI=P
3Q>FA?P�!HPANJ=PERA�.=IA�ATPAJOEKJ�
/JHU�PDA�QOANJ=IA�LKNPEKJ�KB�PDA
AI=EH�=@@NAOO�SEHH�>A�QOA@��BKN
AT=ILHA��EB�PDA�AI=EH�=@@NAOO�EO
J=IA @KI=EJ�?KI���J=IA��SEH H�>A
QOA@�=O�PDA�QOANJ=IA	�

\ UsernameExtractorUPNSan ��,KKGO�BKN�PDA
QOANJ=IA�EJ�=�50.�BKNI=P�3Q>FA?P
!HPANJ=PERA�J=IA�

6=HE@=PEKJ�2QHAO @NKL
@KSJ�IAJQ
#KJP=EJO�R=HE@=PEKJ�NQHAO�PD=P�@APANIEJA�PK
SD=P�NQHAO�PDA�?HEAJP�?ANPE`?=PA�IQOP
?KJBKNI��"U�@AB=QHP��PDA�6=HE@=PEKJ�2QHAO
BKH@AN�BNKI�P DA?HEAJP#ANP!QPD L=HAPPA
?KJP=EJO�=JExtended Key Usage validation

Rule ��SDE?D�UKQ�?=J�NAIKRA�KN�NALH=?A�>U
=@@EJC�KPDANO��4DA�BKHHKSEJC�R=HE@=PEKJ
NQHAO�=NA�OQLLKNPA@�

Extended Key Usage Validation Rule ��)B
?KJ`CQNA@��PDA�?HEAJP�?ANPE`?=PA�IQOP
?KJP=EJ�PDA�OLA?E`A@�%TPAJ@A@�+AU�5O=CA
ATPAJOEKJO��3I=NP?=N@�=J@�4,3�7A>�#HEAJP
=NA�?KIIKJ�KLP EKJO�=J@�=NA�=R=EH=>HA�=O
"KKHA=J�LNKLANPEAO��>QP�?QOPKI�ATPAJOEKJ
/)$O�?=J�=HOK�>A�=@@A@��-QHPELHA�/)$O�?=J
>A�OLA?E`A@��OAL=N=PA@�>U�OAIE
?KHKJO�

Key Size Validation Rule ��)B�?KJ`CQNA@��PDA
GAU�OEVA�KB�PDA�?HEAJP�?ANPE`?=PA�IQOP�>A�=P
HA=OP�=O�>EC�=O���IEJEIQI��OAPPEJC	�KN
AT=?PHU���AT=?P��OAPPEJC	�PD=J�PDA�OLA?E`A@
GAU�OEVA�

Key Algorithm Validation Rule ��)B�?KJ`CQNA@�
PDA�GAU�=HCKNEPDI�IQOP�>A�KJA�KB�PDA
=HCKNEPDIO�OLA?E`A@�EJ�PDA�OAIE?KHKJ

OAL=N=PA@�HEOP�

#=�#ANP�!J@�#NH��@NERAN
#=#ANP!J@#NH	
4DEO�?KILKJAJP�EO�=�BNKVAJ�OHKP�KJ�PDA�#!�#KJ`CQN=PEKJ��)P�HAPO�UKQ�?KJ`CQNA�=�#!�=J@�SDAPDAN�KN�JKP
#ANPE`?=PA�2ARK?=PEKJ�,EOPO��#2,O	�SEHH�>A�QOA@��#HEAJP�?ANPE`?=PAO�IQOP�>A�OECJA@�>U�=P�HA=OP�KJA�?KJ`CQNA@
#!��)B�#2,O�=NA�QOA@��=JU�?ANPE`?=PA�EJ�PDA�#2,�SEHH�>A�NAFA?PA@�=J@�PDA�QOAN�SEHH�JKP�>A�=>HA�PK�HKC�EJ�KN
?KJJA?P�PK�PDA�OP=PEKJ�SDEHA�QOEJC�PD=P�?ANPE`?=PA�

#KILKJAJPO��REASO�=J@�SEJ@KSO .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A
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9KQ�@K�JKP�@ENA?PHU�=@@CaCertAndCrl PK�PDA�0+)�!QPDAJPE?=PEKJ�3?DAIA��)JOPA=@��UKQ�=@@�#!�#KJ`CQN=PEKJO�
SDE?D�D=RA�=�#!�#ANP�=J@�#2,�BNKVAJ�OHKP�#=#ANP!J@#NH#=#ANP!J@#NHBQJ?PEKJO�PDA�O=IA�S=U�=O>=?JAP
)OOQAN#ANP!J@#NH>=?JAP
)OOQAN#ANP!J@#NH�

Property Value Description

3P=PQO NA=@
KJHU��ok, fault, alarm,
unacked 	 $AO?NE>AO�PDA�?QNNAJP�OP=PQO�KB

PDA�#!�#ANP�=J@�#2,�

#!�#ANPE`?=PA `HA�?DKKOA 3AHA?PO�=�#!�?ANPE`?=PA��SDE?D�ODKQH@
>A�PDA�#!�PD=P�D=O�OECJA@�KN�SEHH�OECJ
PDA�?HEAJP�?ANPE`?=PAO�

NOTE: 4DA�#!�@KAO�JKP�JAA@�PK
D=RA�@ENA?PHU�OECJA@�PDA�?ANPE`?=PA�
)P�?=J�>A�=�NKKP�KN�EJPANIA@E=PA�#!�

NOTE: /JHU�PDA�LQ>HE?�?ANPE`?=PA
KB�PDA�#!�EO�JAA@A@��4DA�LNER=PA
GAU�ODKQH@�JKP�>A�EJ?HQ@A@�EJ�PDA
OAHA?PA@�`HA�

5OA�#2,�$EOPNE>QPEKJ�0KEJP�EJ�#! true KNfalse

)Btrue ��PDA�#!�?ANPE`?=PA�SEHH�>A
L=NOA@�PK�`J@�=�#2,�$EOPNE>QPEKJ
0KEJP�ATPAJOEKJ��)B�=JU�=NA�BKQJ@�
PDAEN�R=HQAO�SEHH�>A�QOA@�EJ�PDA
#2,�$EOPNE>QPEKJ�0KEJP�52,O
LNKLANPU��SDE?D�SEHH�>A�NA=@
KJHU�

)Bfalse ��PDA�#2,�$EOPNE>QPEKJ
0KEJP�52,�LNKLANPU�SEHH�>A
A@EP=>HA�

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A #KILKJAJPO��REASO�=J@�SEJ@KSO
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Property Value Description

#2,�$EOPNE>QPEKJ�0KEJP�52,O PATP $EOLH=UO�=�HEOP�KB�52,O�SDANA�=
#2,�I=U�>A�BKQJ@��%=?D�52,
ODKQH@�>A�KJ�EPO�KSJ�HEJA��)BUse

CRL Distribution Point in CA EO�OAP
PKtrue ��EP�EO�NA=@
KJHU�=J@�EO�OAP
PK�PDA�R=HQAO�BKQJ@�EJ�PDA�#!��)B
PDA�#!�@KAO�JKP�D=RA�=JU�#2,
$EOPNE>QPEKJ�0KEJP�ATPAJOEKJ��EP
I=U�>A�>H=JG��)BUse CRL

Distribution Point in CA EO�OAP�PK
false ��UKQ�?=J�I=JQ=HHU�AJPAN�PDA
52,O�

NOTE: )B�PDEO�LNKLANPU�EO�JKP
>H=JG��#2,O�=NA�=OOQIA@�PK�>A
?KJ`CQNA@�=J@�NAMQENA@��)B�PDEO
LNKLANPU�EO�JKP�>H=JG�=J@�=�#2,
?=JJKP�>A�=?MQENA@��BKN�AT=ILHA�
@QA�PK�H=?G�KB�?KJJA?PEREPU�KN�=
>=@�52,	��PDA�*APPU�3ANRAN�SEHH
JKP�OP=NP��!J�ANNKN�IAOO=CA�SEHH
>A�HKCCA@�EJ�PDA�OP=PEKJ�KQPLQP�

#2,�$AO?NELPKN PATP (=J@HAO�BAP?DEJC�PDA�#2,�BNKI�P DA
OLA?E`A@CRL Distribution Point
URLs��9KQ�?=J�?KJ`CQNA�PDA�PEIA
PNECCAN�=O�JAA@A@��4DA�@AB=QHP�EO�PK
BAP?D�=�JAS�#2,�@=EHU�

!H=NI�3KQN?A�)JBK =@@EPEKJ=H�LNKLANPEAO
'AJAN=PAO�=J�=H=NI�EB�=�#2,
?=JJKP�>A�BAP?DA@��4DA�=H=NI�EO
?NA=PA@�>=OA@�KJ�PDA�EJBKNI=PEKJ
EJ�PDEO�LNKLANPU�

3A?QNEPU3ANRE?A��JOO
3A?QNEPU3ANRE?A	
4DEO�?KILKJAJP�IKJEPKNO�?ANPE`?=PAO�=J@�CAJAN=PAO�=H=NIO�BKN�PDKOA�PD=P�=NA�=>KQP�PK�ATLENA��/P DAN�OP=PEKJ
OANRE?AO�SEPD�?KJ`CQN=>HA�OA?QNEPU�OAPPEJCO�NALKNP�PK�PDA3A?QNEPU3ANRE?A3A?QNEPU3ANRE?A��4DA�?KILKJAJP�EO�=R=EH=>HA�EJ�PDAJOO
L=HAPPA

NOTE: -=JQ=HHU�EJOP=HHEJC�PDA�JOO�IK@QHAO��JOO
NP��
QT��
S>	�NAMQENAO�=�OP=PEKJ�NAOP=NP��/PDANSEOA��SDAJ�UKQ
?HE?G�KJ�PDA�=@@A@3A?QNEPU3ANRE?A3A?QNEPU3ANRE?A?KILKJAJP��=��.KP�&KQJ@��ANNKN�IAOO=CA�@EOLH=UO�EJ7 KNG>AJ?D��)J�?=OAO
SDANA�UKQ�NAOP=NP�PDA�OP=PEKJ�=BPAN�EJOP=HHEJC�PDA�IK@QHAO�UKQ�@K�JKP�OAA�PDEO�ANNKN��!HOK��QJEJOP=HHEJC�PDA�JOO
IK@QHAO�?=QOAO�=J�=QPK�NAOP=NP�KB�PDA�OP=PEKJ�

4DA3A?QNEPU�$=OD>K=N3A?QNEPU�$=OD>K=N@@EO�PDA�@AB=QHP�REAS�BKN�PDA�3A?QNEPU�3ANRE?A��&KN�?KILHAPA�@AP=EHO�KJ�PDA�REAS��NABAN�PK
ZJOO
3A?QNEPU$=OD>K=N@6EAS[�EJ�PDA�Z0HQCEJO[�OA?PEKJ�KB�PDEO�CQE@A�

#KILKJAJPO��REASO�=J@�SEJ@KSO .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

��� -=N ?D���������



\ #KILKJAJP�HK?=PEKJ�JOOL=HAPPA

\ 4K�=??AOO�PDAOA�LNKLANPEAO��ATL=J@#KJ`C#KJ`C � 3ANRE?AO3ANRE?AO��NECDP
?HE?G3A?QNEPU3ANRE?A3A?QNEPU3ANRE?A=J@�?HE?G66EASOEASO�
0N0NKLANPU�3DAAPKLANPU�3DAAP�

)J�=@@EPEKJ�PK�PDA�OP=J@=N@�LNKLANPEAO��3P=PQO��&=QHP�#=QOA��=J@�%J=>HA@	��PDA�BKHHKSEJC�?KJ`CQN=PEKJ
LNKLANPEAO�=NA�LNAOAJP�

Name Value Description

#ANPE`?=PAO =@@EPEKJ=H�LNKLANPEAO #KJP=EJO�PDA�?ANPE`?=PAO�EJ�QOA�EJ�PDA
OP=PEKJ��&KN�A=?D�?ANPE`?=PA�HEOPA@�PDA
BKHHKSEJC�NA=@
KJHU�@=P=�EO�ODKSJ�

3=RA�$=OD>K=N@�$=P=�PK�"KC PNQA��B=HOA��@AB=QHP	 )J�=�OQLANREOKN��KN�KPDAN�OP=PEKJ
HE?AJOA@�BKN�PDA�OUOPAI�OA?QNEPU
@=OD>K=N@	��EB�OAP�PKtrue ��PDA
@=OD>K=N@�EJBKNI=PEKJ�EO�OPKNA@�EJ
PDA�OP=PEKJ�O.bog `HA��4DEO�I=GAO�PDA
EJBKNI=PEKJ�=R=EH=>HA�EIIA@E=PAHU�KJ
OP=PEKJ�NAOP=NP��EJOPA=@�KB�D=REJC�PK
BAP?D�EP�BNKI�P DA�NAIKPA�OP=PEKJO��)B
OAP�PK�B=HOA��PDA�@AB=QHP	��PDA�@=P=�SEHH
JKP�>A�O=RA@�PK�PDA.bog `HA��/J
OP=PEKJ�NAOP=NP��PDA�OUOPAI
@=OD>K=N@�@=P=�SEHH�JKP�>A�=R=EH=>HA
QJPEH�=�@=OD>K=N@�NABNAOD�EO�PNECCANA@
�RE=�PDA�=?PEKJ�KJ�PDA�OANRE?A	�

3P=PEKJ�,EJG�#KJ`C @NKL
@KSJ�IAJQ
$APANIEJAO�PDA�HEJGO�KJ�PDA
3UOPAI�3A?QNEPU�$=OD>K=N@�

Display remote station dashboard

(directly connected stations only)

Figur e 8. 3A?QNEPU3ANRE?A�LNKLANPEAO

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A #KILKJAJPO��REASO�=J@�SEJ@KSO
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Name Value Description

�@AB=QHP	��/J�PDA�3UOPAI�3A?QNEPU
$=OD>K=N@��PDA�HEJG�J=REC=PAO
UKQ�PK�PDA�NAIKPA�OP=PEKJYO
3A?QNEPU�$=OD>K=N@�BKN�@ENA?PHU
?KJJA?PA@�OP=PEKJO��>QP�BKN
NA=?D=>HA�OP=PEKJO�EP�HEJGO�UKQ�PK
PDA�3A?QNEPU�$=OD>K=N@
%TPAJOEKJ�KJ�PDA.E=C=N=OP=PEKJ
KJ�PDA3QLANREOKN�

Display local view of the remote

station dashboard ��&KN�=HH�OP=PEKJO�
PDA�HEJG�J=REC=PAO�UKQ�PK�PDA
3A?QNEPU�$=OD>K=N@�%TPAJOEKJ�KJ
PDA.E=C=N=OP=PEKJ�KJ�PDA
3QLANREOKN�

Display remote station dashboard

(directly connected and reachable

stations) ��&KN�=HH�OP=PEKJO��KJ�PDA
3UOPAI�3A?QNEPU�$=OD>K=N@�PDA
HEJG�J=REC=PAO�UKQ�PK�PDA�NAIKPA
OP=PEKJYO�3A?QNEPU�$=OD>K=N@�

)J?HQ@A�2A=?D=>HA�3P=PEKJO�/J
3UOPAI�$=OD>K=N@

true KNfalse �@AB=QHP	 %J=>HAO�PDA�IQHPE
PEAN�OUOPAI�OA?QNEPU
@=OD>K=N@��!BPAN�AJ=>HEJC��PDA�JATP
PEIA�UKQ�REAS�PDA�3A?QNEPU
$=OD>K=N@��PDA�NA=?D=>HA�OP=PEKJO
=NA�=QPKI=PE?=HHU�=@@A@�

!?PEKJO
2ABN2ABNAOD�3UOPAI�$=OD>K=NAOD�3UOPAI�$=OD>K=N@�$=P=@�$=P=��4DEO�=?PEKJ�BAP?DAO�PDA�3A?QNEPU�$=OD>K=N@�@=P=�BNKI�=HH�NAIKPA�OP=PEKJO��KN
=HH�OP=PEKJO�I=P?DEJC�PDA�LNKRE@A@�`HPAN	�
Related concepts

\ 3A?QNEPU�$=OD>K=N@�KRANREAS

#ANPEBE?=PA�&KH@AN��JOO
#ANPEBE?=PA&KH@AN	
4DEO�?KILKJAJP�OANRAO�=O�=�?KJP=EJAN�BKN�?ANPE`?=PAO

#KILKJAJPO��REASO�=J@�SEJ@KSO .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

��� -=N ?D���������



4DEO�BKH@AN�?KJP=EJO�JK�QJEMQA�LNKLANPEAO�KB�EPO�KSJ�

#ANPEBE?=PA�)JBK��JOO
#ANPEBE?=PA)JBK	
4DEO�?KILKJAJP�LNKRE@AO�EJBKNI=PEKJ�=>KQP�OLA?E`?�?ANPE`?=PAO�

4DA�3A?QNEPU3ANRE?A�=QPKI=PE?=HHU�LKLQH=PAO�PDA�#ANPE`?=PAO�BKH@AN�SEPD�=�#ANPE`?=PA)JBK�?KILKJAJP�BKN�=JU
ATEOPEJC�OANRAN�?ANPE`?=PA�EJOP=HHA@�KJ�PDA�LH=PBKNI�PD=P�EO�QOA@�>U�KJA�KB�PDA�3ANRE?AO��A�C��7A>3ANRE?A�
&KT3ANRE?A	��9KQ�=@@�PDEO�?KILKJAJP�BNKI�P DA3A?QNEPU3ANRE?A%HAIAJPO3A?QNEPU3ANRE?A%HAIAJPOBKH@AN�EJ�PDAJOOL=HAPPA�

Name Value Description

?ANPE`?=PA�J=IA PATP $EOLH=UO�PDA�?ANPE`?=PA�J=IA�!HE=O

%TLENU JQI>AN $EOLH=UO�PDA�JQI>AN�KB�@=UO�QJPEH�
OEJ?A�PDA�?ANPE`?=PA�ATLENU�@=PA��=J@
PDA�?ANPE`?=PA�OP=PQO�

5OA@�)J J=I@�=J@�/2$�OHKP�L=PD $EOLH=UO�PDA�J=IA�=J@�/2$�OHKP
L=PD�KB�PDA�3ANRE?A�QOEJC�PDA
?ANPE`?=PA��A�C��7A>3ANRE?A�
&KT3ANRE?A	�

Figur e 9. #ANPE`?=PA�&KH@AN

Figur e 10. #ANPE`?=PA�)JBK�LNKLANPEAO

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A #KILKJAJPO��REASO�=J@�SEJ@KSO
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#ANPEBE?=PA�%TLENU�0KEJP��JOO
#ANPEBE?=PA%TLENU0KEJP	
4DEO�?KILKJAJP�?KJ`CQNAO�=�JQIANE?�?ANPE`?=PA�ATLEN=PEKJ�LKEJP�

\ #KILKJAJP�HK?=PEKJ�JOOL=HAPPA

\ 4K�=??AOO�PDAOA�LNKLANPEAO��ATL=J@#KJ`C#KJ`C � 3ANRE?AO3ANRE?AO� 3A?QNEPU3ANRE?A3A?QNEPU3ANRE?A� #ANP#ANPE`?=PAOE`?=PAO� #ANP#ANPE`?=PA)JBKE`?=PA)JBK
=J@�?HE?G%TLENU%TLENU�

Property Value Description

&=?APO #KJ`C�&=?APO $A`JAO�PDA�QJEP�KB�IA=OQNA�BKN�=
JQIANE?�R=HQA�

units @A`JAO�PDA�QJEP�KB�IA=OQNA�
BKN�AT=ILHA�BNKI acceleration PK
volumetric flow �

precision @A`JAO�PDA�JQI>AN�KB
@A?EI=H�LH=?AO�

0NKTU�%TP =@@EPEKJ=H�LNKLANPEU 0NKRE@AO�=??AOO�PK�PDA�JQHH�?KJPNKH
LKEJP�

/QP NA=@
KJHU 2ALKNPO�PDA�?QNNAJP�R=HQA�KB�PDA
LKEJP�

&=QHP�#=QOA NA=@
KJHU 0NKRE@AO�=�>NEAB�ATLH=J=PEKJ�KB�PDA
B=QHP�?=QOA��EB�PDA�LKEJP�EO�EJ�B=QHP�

%TLENU!H=NI%TP =@@EPEKJ=H�LNKLANPEAO #KJ`CQNAO�=J�=H=NI�OKQN?A
ATPAJOEKJ�BKN�PDA�LKEJP�

4DA�PKLE?�Z=H=NI

!H=NI3KQN?A%T[�EJ�PDA�'�,(-
�/$� @K?QIAJPO�PDAOA
LNKLANPEAO�

Figur e 11. #ANPE`?=PA�%TLENU�0KEJP�LNKLANPEAO

#KILKJAJPO��REASO�=J@�SEJ@KSO .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A
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3A?QNEPU�$=OD>K=N@�$ARE?A�%TP��JOO
3A?QNEPU$=OD>K=N@$ARE?A%TP	
4DEO�?KILKJAJP�=HHKSO�UKQ�PK�?KJ`CQNA�PDA2APNU�42APNU�4NECCANNECCAN=J@�PDA$=P=�)ILKNPAN$=P=�)ILKNPAN=J@�EO�=@@A@�PK�PDA
.E=C=N=3P=P.E=C=N=3P=PEKJEKJEJ�PDA.E=C=N=.APSKNG.E=C=N=.APSKNGSDAJ�PDA�OP=PEKJ�D=O�=�3A?QNEPU�3ANRE?A�PD=P�EO�JKP�EJ�B=QHP�

4DA�@AB=QHP�REAS�EO�PDA�3A?QNEPU�$=OD>K=N@�REAS��SDE?D�ODKSO�PDA�OEJCHA�OP=PEKJ�@=OD>K=N@�REAS�BKN�PDA
.E=C=N=3P=P.E=C=N=3P=PEKJEKJKN�NA=?D=>HA�OP=PEKJ��4DA�OUOPAI�OA?QNEPU�@=OD>K=N@�REAS�EO�JKP�=R=EH=>HA�

4DA�?KILKJAJP�EO�=@@A@�@UJ=IE?=HHU�PK�PDA.E=C=N=3P=P.E=C=N=3P=PEKJEKJ�

Property Value Description

2APNU�4NECCAN =@@EPEKJ=H�LNKLANPEAO��OAA?KJPN?KJPNKH
KH

44EIA4EIA4NECCANNECCAN?KILKJAJP�EJ'APPEJC
3P=NPA@�SEPD�.E=C=N=�

2A=PPAILPO�PK�CAP�PDA�OA?QNEPU
@=OD>K=N@�EJBKNI=PEKJ�BNKI�P DA
NAIKPA�OP=PEKJ�EJ�PDA�ARAJP�PD=P�PDA
NACQH=NHU�O?DA@QHA@�=PPAILP�B=EHA@�

$=P=�)ILKNPAN =@@EPEKJ=H�LNKLANPEAO��OAAJOO
JOO

3A?QNEPU$=OD>K=N3A?QNEPU$=OD>K=N@$=P=)ILKNP@$=P=)ILKNP	

#KJP=EJO�=�PNECCAN�PK�NACQH=NHU�CAP
@=OD>K=N@�@=P=�BNKI�P DA�NAIKPA
OP=PEKJ��)P�D=O�OP=J@=N@�LNKLANPEAO�PK
HAP�UKQ�GJKS�EB�PDA�EILKNP�D=O
OQ??AA@A@�

!?PEKJO�
Retry ��-=JQ=HHU�NA=PPAILPO�PK�CAP�OA?QNEPU�@=OD>K=N@�@=P=�=O�?KJ`CQNA@�

3A?QNEPU�$=OD>K=N@�$=P=�)ILKNP��JOO
3A?QNEPU$=OD>K=N@$=P=)ILKNP	
4DEO�?KILKJAJP�=HHKSO�UKQ�PK�?KJ`CQNA�PDA�NACQH=NHU�ATA?QPA@�EILKNPO�KB�OA?QNEPU�@=OD>K=N@�@=P=�BNKI�=
NAIKPA�OP=PEKJ�KJ�=�@=EHU�KN�EJPANR=H�>=OEO�

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A #KILKJAJPO��REASO�=J@�SEJ@KSO
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)J�=@@EPEKJ�PK�PDA�OP=J@=N@�LNKLANPEAO��3P=PQO��3P=PA��%J=>HA@��=J@�&=QHP�#=QOA	��PDEO�?KILKJAJP�LNKRE@AO�PDAOA
LNKLANPEAO�
Property Value Description

%TA?QPEKJ�4EIA NA=@
KJHU #KJ`CQNAO�PDA�ATA?QPEKJ�PEIA�KB�PDA
EILKNP�

%TA?QPEKJ�4EIA��4NECCAN�-K@A @NKL
@KSJ�HEOP��PEIA�KB�@=U�
N=J@KIEV=PEKJ��@=UO�KB�SAAG

$APANIEJAO�SDAJ�=�PEIA�PNECCAN�EO
LANBKNIA@�

%TA?QPEKJ�4EIA��,=OP�4NECCAN NA=@
KJHU 2ALKNPO�SDAJ��>U�@EOLH=UEJC�=
PEIAOP=IL	�PDA�H=OP�PNECCAN�ATA?QPA@�

%TA?QPEKJ�4EIA��.ATP�4NECCAN NA=@
KJHU 2ALKNPO�SDAJ�PDA�PNECCAN�EO
O?DA@QHA@�PK�>A�ATA?QPA@�=C=EJ�

,=OP�!PPAILP NA=@
KJHU 2ALKNPO�PDA�PEIAOP=IL�KB�PDA�H=OP
=PPAILPA@�EILKNP�

,=OP�3Q??AOO NA=@
KJHU 2ALKNPO�PDA�PEIAOP=IL�KB�PDA�H=OP
OQ??AOOBQH�EILKNP�

,=OP�&=EHQNA NA=@
KJHU 2ALKNPO�PDA�PEIAOP=IL�KB�PDA�H=OP
B=EHA@�EILKNP�

!?PEKJO
Execute ��-=JQ=HHU�PNECCANO�PDA�@=P=�EILKNP�=PPAILP�

Figur e 12. 3A?QNEPU�$=OD>K=N@�$=P=�)ILKNP�LNKLANPEAO

#KILKJAJPO��REASO�=J@�SEJ@KSO .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A
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2A=?D=>HA�3P=PEKJ�3A?QNEPU�$=OD>K=N@�%TP��JOO
2A=?D=>HA3P=PEKJ3A?QNEPU$=OD>K=N@%TP	
!O�KB.E=C=N=����� ��PDEO�?KILKJAJP�EO�@UJ=IE?=HHU�=@@A@�PK�PDA2A=?D=>HA�3P=P2A=?D=>HA�3P=PEKJ�)JBKEKJ�)JBKKB�=�NAIKPA .E=C=N=
OP=PEKJ�EJ�PDA.E=C=N=.APSKNG�EB�PDA�3A?QNEPU�3ANRE?A�EO�LNAOAJP�=J@�JKP�EJ�B=QHP��=J@�PDAInclude Reachable
Stations On System Dashboard LNKLANPU�EO�OAP�PKtrue �

\ )P�EO�=@@A@�PK.E=C=N=.APSKNG.APSKNG� .E=C=N=�3P=P.E=C=N=�3P=PEKJEKJ� 3UO�$AB�%TP3UO�$AB�%TP� 2A=?D=>HA�3P=P2A=?D=>HA�3P=PEKJOEKJO�
2A=?D=>HA3P=P2A=?D=>HA3P=PEKJ)JBKEKJ)JBK�

Property Value Description

2APNU�4NECCAN =@@EPEKJ=H�LNKLANPEAO��OAA?KJPN?KJPNKH
KH

44EIA4EIA4NECCANNECCAN?KILKJAJP�EJ'APPEJC
3P=NPA@�SEPD�.E=C=N=�

2A=PPAILPO�PK�CAP�PDA�OA?QNEPU
@=OD>K=N@�EJBKNI=PEKJ�BNKI�P DA
NAIKPA�OP=PEKJ�EJ�PDA�ARAJP�PD=P�PDA
NACQH=NHU�O?DA@QHA�=PPAILP�B=EHA@�

$=P=�)ILKNPAN =@@EPEKJ=H�LNKLANPEAO #KJ`CQNAO�PDA�NACQH=NHU�ATA?QPA@
EILKNPO�KB�OA?QNEPU�@=OD>K=N@�@=P=
BNKI�=�NAIKPA�OP=PEKJ�KJ�=�@=EHU�KN
EJPANR=H�>=OEO��OAAJOO
JOO

3A?QNEPU$=OD>K=N3A?QNEPU$=OD>K=N@$=P=)ILKNP@$=P=)ILKNP	�

5OA@�"U�,=OP�3A?QNEPU�$=OD>K=N@
$=P=�)ILKNP

NA=@
KJHU 3LA?E`AO�EB�PDEO�L=NPE?QH=N�NKQPA�S=O
OAHA?PA@�PK�CAP�PK�PDA�NA=?D=>HA
OP=PEKJ�OEJ?A�IQHPELHA�NKQPAO�I=U�>A
=R=EH=>HA�

!?PEKJO�
Retry ��-=JQ=HHU�PNECCANO�PDA�=PPAILP�PK�EILKNP�OA?QNEPU�@=OD>K=N@�@=P=�

Figur e 13. 2A=?D=>HA�3P=PEKJO�LNKLANPEAO
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'KKCHA�=QPDAJPE?=PEKJ�O?DAIA��C=QPD
'KKCHA!QPDAJPE?=PEKJ3?DAIA	
4DA�'KKCHA�!QPDAJPE?=PEKJ�3?DAIA�EO�=�PSK
B=?PKN�=QPDAJPE?=PEKJ�IA?D=JEOI�PD=P�NAMQENAO�PDA�QOAN�PK�AJPAN
PDAEN�L=OOSKN@�=O�SAHH�=O�=�OEJCHA
QOA�PKGAJ�SDAJ�HKCCEJC�EJ�PK�=�OP=PEKJ��4DEO�LNKPA?PO�=�QOANYO�=??KQJP�ARAJ�EB
PDAEN�L=OOSKN@�EO�?KILNKIEOA@�

#KILKJAJP�HK?=PEKJ�C=QPDL=HAPPA

3�!�-�,�!PPNE>QPA�-=LLAN��O=IH
3!-,!PPNE>QPA-=LLAN	
4DEO�?KILKJAJP�?KJ`CQNAO�PDA�3!-,�!QP DAJPE?=PEKJ�3?DAIA�PK�I=L�OLA?E`?�3!-,�=PPNE>QPAO�PK�LNKLANPEAO�EJ
PDA�5OAN�0NKPKPULA�

5OAN�LNKLANPEAO�PD=P�?=J�>A�I=LLA@�BNKI�3!-,�=PPNE>QPAO
$QNEJC�3!-,�3EJCHA�3ECJ�/J��PDA�3!-,�)@AJP EPU�0NKRE@AN��)@0	�I=U�OAJ@�PDA�3ANRE?A�0NKRE@AN��30	�R=NEKQO
=PPNE>QPAO��4DAOA�I=U�?KJP=EJ�EJBKNI=PEKJ�=>KQP�PDA�QOAN��=J@�?=J�>A�QOA@�>U�PDA�OP=PEKJ�PK�>QEH@�PDA�QOAN
K>FA?P��-=JU�3!-,�)@0O�?=J�>A�?KJ`CQNA@�PK�NAPQNJ�PDA�=PPNE>QPAO�SEPD�=�?QOPKIEVA@�J=IA��(KSARAN��KPDAN
)@0O�I=U�JKP�>A�?KJ`CQN=>HA��KN�)4�NAOPNE?PEKJO�I=U�LNARAJP�?KJ`CQNEJC�=J�)@0�PD=P�OQLLKNPO�PDEO�BA=PQNA��)P�EO
SDAJ�PDA�)@0�EO�JKP�?KJ`CQN=>HA�PD=P�UKQ�?=J�QOA�PDEO�?KILKJAJP�PK�?KJ`CQNA�PDA�QOAN�LNKPKPULA�

4K�QOA�PDA�3!-,!PPNE>QPA-=LLAN��@N=C�EP�BNKI�P DAO=IHL=HAPPA�PK�PDA3!-,!QP3!-,!QP DAJPDAJPE?=PE?=PEKJ3?DAIAEKJ3?DAIA
?KILKJAJP�EJ�PDA�.=R�PNAA�

4DA�)@0
LNKRE@A@�@K?QIAJP=PEKJ�EJ@E?=PAO�SDE?D�3!-,�=PPNE>QPAO�=NA�?KIEJC�EJ�BNKI�P DA�)@0��!O�=J�=HPANJ=PERA�
UKQ�?=J�EJOP=HH�=�3!-,�=@@
KJ�PK�UKQN�SA>�>NKSOAN��SDE?D�HAPO�UKQ�REAS�PDA�=PPNE>QPAO�?KIEJC�EJ�BNKI�P DA�)@0�
&KN�AT=ILHA��PDANA�EO�PDA�3!-,�$AR4 KKHO�ATPAJOEKJ�BKN�#DNKIA��SDE?D�UKQ�?=J�QOA�

Figur e 14. /LAJEJC�PDA�3!-,�!PPNE>QPA�-=LLAN

#KILKJAJPO��REASO�=J@�SEJ@KSO .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

��� -=N ?D���������



)J�OKIA�?=OAO��=J�)@0�OAJ@O�>=?G�IQHPELHA�R=HQAO�BKN�PDAprototypeName =PPNE>QPA��)B�PDA�)@0�OAJ@O�>=?G
IQHPELHAprototypeNames =BPAN�UKQ�EJOP=HH�PDA�BKHHKSEJC�L=P?DAO��PDA3!-,!QP3!-,!QP DAJPDAJPE?=PE?=PEKJ3?DAIAEKJ3?DAIA?KJOE@ANO�=HH
NAPQNJA@�R=HQAO�=J@�ATPN=?PO�PDA�KJA�PD=P�=LLA=NO�DECDAOP�KJ�PDA�HEOP�KB�5OAN0NKPKPULAO��4DEO�EO�OEIEH=N�PK�DKS
,$!0�SKNGO�

\ &KN.E=C=N=�

\ O=IH
NP
��T�TT�TT�T

\ O=IH
S>
��T�TT�TT�T

\ &QHH�.=IA

\ %TLEN=PEKJ

\ ,=JCQ=CA

\ %I=EH

\ 0NKPKPULA�.=IA

\ #AHH�0DKJA.QI>AN

4DA�5OAN0NKPKPULA�PD=P�EO�=OOK?E=PA@�SEPD�PDA�QOAN�OQLLHEAO�=HH�KPDAN�LNKLANPEAO�

$AB=QHP�I=LLEJCO
)B�JK�I=LLEJCO�=NA�OLA?E`A@�KJ�PDA3!-,!QP3!-,!QP DAJPDAJPE?=PE?=PEKJ3?DAIAEKJ3?DAIA��PDA�BKHHKSEJC�I=LLEJCO�=NA�QOA@�
SAML Attribute Name User Property Extra Information

&QHH�.=IA BQHH.=IA .KP�=LLHE?=>HA�

%TLEN=PEKJ ATLEN=PEKJ &KNI=P��$
---
99�D�II�OO�VV

,=JCQ=CA H=JCQ=CA .KP�=LLHE?=>HA�

%I=EH AI=EH .KP�=LLHE?=>HA�

0NKPKPULA�.=IA LNKPKPULA.=IA 3AHA?P�PDACN Only ?DA?G>KT�EB�PDA�)@0�NAPQNJO�IQHPELHA�R=HQAO�BKN�QOAN�LNKPKPULA�

#AHH�0DKJA�.QI>AN ?AHH0DKJA.QI>AN .KP�=LLHE?=>HA�

(KS�=PPNE>QPA�I=LLEJCO�=NA�LNK?AOOA@
!PPNE>QPA�I=LLEJCO�=NA�LNK?AOOA@�=O�BKHHKSO�SDAJ�=�QOAN�HKCO�EJ�PK�PDA�OUOPAI�

�� #QOPKIEVA@�I=LLEJCO�=NA�?KJOE@ANA@�`NOP��)B�PDANA�=NA�IQHPELHA�I=LLEJCO�PK�PDA�O=IA�LNKLANPU��PDA�`NOP
OQ??AOOBQH�I=LLEJC�EO�QOA@��&KN�AT=ILHA��EB�PDANA�SANA�PSK�I=LLEJCO�PK�PDA��ATLEN=PEKJ��LNKLANPU��=J@
PDA�`NOP�I=LLEJC�B=EHA@�PK�L=NOA�LNKLANHU��PDA�OA?KJ@�I=LLEJC�SKQH@�>A�=PPAILPA@��)B�PDA�`NOP�I=LLEJC
L=NOA@�?KNNA?PHU��PDA�OA?KJ@�SKQH@�>A�ECJKNA@�

�� /J?A�=HH�?QOPKIEVA@�I=LLEJCO�=NA�LNK?AOOA@��PDA�@AB=QHP�I=LLEJCO�SEHH�>A�=PPAILPA@�BKN�=JU�5OAN
LNKLANPU�JKP�UAP�I=LLA@�

�� !JU�LNKLANPU�JKP�I=LLA@�BNKI�=�3!-,�=PPNE>QPA�SEHH�>A�LQHHA@�BNKI�P DA�5OAN0NKPKPULA��EB�LKOOE>HA�

Related concepts

\ 3EJCHA�3ECJ�/J
Related tasks

\ #KJ`CQNEJC�PDA�3!-,�!QP DAJPE?=PEKJ�3?DAIA
\ ,KCCEJC�EJ�SEPD�3!-,�33/
\ #QOPKIEVEJC�3!-,�=PPNE>QPA�I=LLEJC

3!-,�!QP DAJPE?=PEKJ�3?DAIA��O=IH
3!-,!QP DAJPE?=PEKJ3?DAIA	
4DEO�?KILKJAJP�ATPAJ@O�PDA�33/�=QPDAJPE?=PEKJ�O?DAIA��!3!-,!QP3!-,!QP DAJPDAJPE?=PE?=PEKJ3?DAIAEKJ3?DAIA?KILKJAJP�AJ=>HAO
3!-,�33/�EJ�P DA�OP=PEKJ��4DA�O?DAIA�IQOP�>A�?KJ`CQNA@�SEPD�=�JQI>AN�KB�)@0�?KJ`CQN=PEKJ�R=HQAO��4ULE?=HHU
PDAOA�=NA�K>P=EJA@�BNKI�P DA�)@0�3!-,�3ANRAN�=@IEJEOPN=PKN��)J .E=C=N=����� =J@�H=PAN��PDANA�EO�=@@A@�LNKLANPU
2AMQAOPA@�!QP2AMQAOPA@�!QPDAJPDAJPE?=PE?=PEKJ�4EKJ�4ULAULAEO�QOA@�BKN�PDA�PULA�KB�=QPDAJPE?=PEKJ�NAMQAOPA@�PK�?KJ`CQNA�PDA�OP=PEKJ�

-KOP�3!-,�)@0O�NAMQENA�UKQ�PK�LNKRE@A�=J�8-,�`HA�SEPD�IAP=@=P=�=>KQP�PDA�OANRE?A�LNKRE@AN�PK�=@@�EP�PK�PDA

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A #KILKJAJPO��REASO�=J@�SEJ@KSO
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3!-,�JAPSKNG��)J .E=C=N=��EB�=�OP=PEKJ�EO�?KJ`CQNA@�SEPD�=3!-,!QP3!-,!QP DAJPDAJPE?=PE?=PEKJ3?DAIAEKJ3?DAIA��UKQ�?=J�REOEP�PDA
BKHHKSEJC�52,�PK�=QPKI=PE?=HHU�CAJAN=PA�PDA�OP=PEKJ�O�3!-,�IAP=@=P=�8-,� https://host.domain.com/
saml/samlrp/metadata?scheme=<schemeName> �SDANA�UKQ�NALH=?A<schemeName> SEPD�PDA�J=IA�KB�PDA
OP=PEKJYO3!-,!QP3!-,!QP DAJPDAJPE?=PE?=PEKJ3?DAIAEKJ3?DAIA	�

3EJ?A�3!-,�EO�=J�KLAJ�OP=J@=N@��=�JQI>AN�KB�PDEN@
L=NPU�3!-,�OANRANO�=NA�=R=EH=>HA��BKN�AT=ILHA��/LAJ!-�
3=HAOBKN?A��AP?�	��4DEO�AT=ILHA�?KJ`CQNAO�PDA�=QPDAJPE?=PEKJ�O?DAIA�BKN�PDA�/LAJ!I�)@AJP EPU�0NKRE@AN�

\ #KILKJAJP�HK?=PEKJ�O=IHL=HAPPA

\ 4K�=??AOO�PDAOA�LNKLANPEAO��ATL=J@#KJ`C#KJ`C � 3ANRE?AO3ANRE?AO� !QP!QPDAJPDAJPE?=PE?=PEKJ3ANRE?AEKJ3ANRE?A� !QP!QPDAJPDAJPE?=PE?=PEKJ�3?DAIAOEKJ�3?DAIAO�
NECDP
?HE?G3!-,!QP3!-,!QP DAJPDAJPE?=PE?=PEKJ3?DAIAEKJ3?DAIA=J@�?HE?G66EASOEASO� 0N0NKLANPU�3DAAPKLANPU�3DAAP�

Property Value Description

,KCEJ�"QPPKJ�4ATP PATP�OPNEJC��Z,KC�EJ�SEPD�33/[
�@AB=QHP	

$A`JAO�PDA�LNABANNA@�PATP�H=>AH�BKN
PDA�33/�HKCEJ�>QPPKJ�PD=P�=LLA=NO
KJ�PDA,KCEJ,KCEJSEJ@KS��4DEO�>QPPKJ
=HS=UO�@EOLH=UO�EB�PDA�?KNNAOLKJ@EJC
O?DAIA�EO�EJ�PDA�=QPDAJPE?=PEKJ
O?DAIAO�BKH@AN�

)@0�(KOP�52, PATP�OPNEJC��DPPLO���E@L�@KI=EJ�?KI
�@AB=QHP	

#KJ`CQNAO�PDA�52,�BKN�PDA�DKOP�KB
UKQN�)@AJPEPU�0NKRE@AN�PD=P�LNKRE@AO
PDA�)@0�@=P=�

)@0�(KOP�0KNP ��� #KJ`CQNAO�PDA�LKNP�JQI>AN�KB�UKQN
)@AJPEPU�0NKRE@AN�PD=P�LNKRE@AO�)@0
@=P=�

)@0�(KOP�,KCEJ�0=PD �L=PD�PK�HKCEJ #KJ`CQNAO�PDA�HK?=PEKJ�KB�PDA
)@AJPEPU�0NKRE@AN�PD=P�UKQ�IQOP
J=REC=PA�PK�PNECCAN�3!-,
=QPDAJPE?=PEKJ�BKN�PDA�)@0�LNKRE@A@
@=P=�

)@0�#ANP @NKL
@KSJ�HEOP )@AJPE`AO�PDA�?ANPE`?=PA�NAMQENA@�PK
AJ?NULP�IAOO=CAO�OAJP�PK�PDA�)@0�

Figur e 15. 3!-,�!QP DAJPE?=PEKJ�3?DAIA�LNKLANPEAO
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Property Value Description

=J@�R=HE@=PA�IAOO=CAO�OAJP�BNKI�P DA
)@0�BKN�PDA�)@0�LNKRE@A@�@=P=�

3!-,�3ANRAN�#ANP @NKL
@KSJ�HEOP )@AJPE`AO�PDA�?ANPE`?=PA�QOA@�>U�PDA
OP=PEKJ�PK�OECJ�IAOO=CAO�PD=P�=NA
OAJP�>=?G�PK�PDA�)@0��4DEO�?ANPE`?=PA
EO�=HOK�LNKRE@A@�PK�PDA�)@0�3!-,
3ANRAN�=@IEJ�OK�PD=P�PDA�)@0�?=J
NA=@�=J@�R=HE@=PA�PDA�IAOO=CAO��)P
=HOK�@A?NULPO�IAOO=CAO�OAJP�BNKI
PDA�)@0�PK�PDA�OP=PEKJ�

4EIA�3GAS ����D���I���O��@AB=QH P	 3APO�PDA�JQI>AN�KB�IEJQPAO�PK
ATPAJ@�PDA�R=HE@EPU�LANEK@�KB�PDA
3!-,�N AMQAOP�BNKI�P DA�OQ>KN@EJ=PA
OP=PEKJ��4DEO�=HHKSO�PDA�3!-,
IAOO=CA�PK�>A�=??ALPA@�SDAJ�PDA
3QLANREOKN�=J@�OQ>KN@EJ=PA�OP=PEKJO
?=JJKP�OUJ?DNKJEVA�PDAEN�PEIA�R=HQAO�
5OA�LKOEPERA�R=HQAO�

2AMQAOPA@�!QPDAJPE?=PEKJ�4ULA #KJ`C�=QPDAJPE?=PEKJ�O?DAIA 3LA?E`AO�PDA�PULA�KB�=QPDAJPE?=PEKJ
NAMQAOPA@�PK�?KJ`CQNA�PDA�OP=PEKJ�
&KN�AT=ILHA��SDAJ�PDA�?KJPNKHHAN
OP=PEKJ�NAMQAOPO�PDA�=QPDAJPE?=PEKJ
PK�AJBKN?A�PDA�L=NPE?QH=N
=QPDAJPE?=PEKJ�PULA��EP�EJBKNIO�PDA
)@AJPEPU�0NKRE@AN��)@0	�SDE?D
=QPDAJPE?=PEKJ�PULAO�EO�=HHKSA@�SEPD
PDA�?KJPNKHHAN�@QNEJC�3!-,
=QPDAJPE?=PEKJ��"U�@AB=QHP�PDA
LNKLANPU�R=HQA�EO�OAP�PK�PDA
0=OOSKN0=OOSKN@0N@0NKPA?PA@4KPA?PA@4N=JOLKNPN=JOLKNP��#HE?G�PDA

PK�?D=JCA�=J@�OAHA?P�IQHPELHA
R=HQAO��4DA�BKHHKSEJC%JQI%JQI HEOPO�=NA�

\ 0=OOSKN0=OOSKN@@

\ 0=OOSKN0=OOSKN@0N@0NKPA?PA@4KPA?PA@4N=JOLKNPN=JOLKNP

\ 44EIA3UJ?4EIA3UJ?4KGAJKGAJ

\ 33,�4,3�?ANP33,�4,3�?ANPE`?=PAE`?=PA

\ +AN>AN+AN>ANKOKO

\ 3I=NP?=N3I=NP?=N@@

\ 3I=NP?=N3I=NP?=N@0+)@0+)

\ 5JOLA?E`A@5JOLA?E`A@��)J@E?=PAO�PD=P�=JU
=QPDAJPE?=PEKJ�PULA�EO�QOA@�

NOTE: 7 A�QOA�PDA�3!-,�>APPAN
?KIL=NEOKJ�IK@A��IA=JEJC�PD=P�EB
PDA�)@0�OQLLKNPO�=�>APPAN
=QPDAJPE?=PEKJ�PULA�PD=P�PDKOA
OAHA?PA@��EP�?=J�@K�OK�PK�OQ??AOOBQHHU
=QPDAJPE?=PA��4DA�JKPEKJ�KB
Z>APPAN[�EO�@A`JA@�>U�PDA�)@0�

Related concepts

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A #KILKJAJPO��REASO�=J@�SEJ@KSO
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\ 3EJCHA�3ECJ�/J
Related tasks

\ #KJ`CQNEJC�PDA�3!-,�!QP DAJPE?=PEKJ�3?DAIA
\ ,KCCEJC�EJ�SEPD�3!-,�33/
\ #QOPKIEVEJC�3!-,�=PPNE>QPA�I=LLEJC

3!-,�#K4�0N KPKPULAO��O=IH
3!-,#K40NKPKPULAO-ET)J	
4DEO�?KILKJAJP�OANRAO�=O�=�BKH@AN�BKN�LNKPKPULAO�

\ #KILKJAJP�HK?=PEKJ�O=IHL=HAPPA

\ 4K�=??AOO�PDAOA�LNKLANPEAO��ATL=J@#KJ`C#KJ`C � 3ANRE?AO3ANRE?AO� 5OAN3ANRE?A5OAN3ANRE?A� 5OAN�0N5OAN�0NKPKPULAOKPKPULAO��@KQ>HA
?HE?G
5OAN0N5OAN0NKPKPULAKPKPULA��ATL=J@O=IH<3!-,#KP0NO=IH<3!-,#KP0N KPKPULAO-ET)JKPKPULAO-ET)J=J@�@KQ>HA
?HE?G3!-,�0N3!-,�0N KPKPULAOKPKPULAO�

Property Value Description

#EN?HA/B4NQOP ?DARNKJ /LAJO�PDA�%@EP�3AHA?PA@�0NKPKPULAO
SEJ@KS�

3!-,�)@�0�3ANRE?A��O=IH
3!-,)@03ANRE?A	
4DEO�?KILKJAJP�P=GAO�=@R=JP=CA�KB�3!-,�BQJ?PEKJ=HEPU�SEPDKQP�UKQ�D=REJC�PK�OAP�QL�=J�ATPANJ=H�)@0��3P=PEKJO
QOEJC.E=C=N=PD=P�D=RA�=??AOO�PK�PDEO�?KILKJAJP�

4DAO=IH$0 BA=PQNA�HE?AJOA�EO�NAMQENA@�PK�NQJ�PDEO�OANRE?A�

9KQ�=@@�PDEO�?KILKJAJP�PK�UKQN�OP=PEKJ�>U�ATL=J@EJC3!-,�)@AJP3!-,�)@AJP EPU�0NEPU�0NKRE@ANKRE@ANEJ�PDAO=IHL=HAPPA�=J@�@N=CCEJC
PDA3!-,)@03ANRE?A3!-,)@03ANRE?A?KILKJAJP�PK�PDA3ANRE?AO3ANRE?AOBKH@AN�EJ�PDA�.=R�PNAA�

Figur e 16. 3!-,�#K4�0N KPKPULAO�LNKLANPU
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\ #KILKJAJP�HK?=PEKJ�O=IHL=HAPPA

\ 4K�=??AOO�PDAOA�LNKLANPEAO��ATL=J@#KJ`C#KJ`C � 3ANRE?AO3ANRE?AO=J@�@KQ>HA
?HE?G3!-,)@03ANRE?A3!-,)@03ANRE?A�

)J�=@@EPEKJ�PK�PDA�?KIIKJ�LN KLANPEAO��OP=PQO��=J@�B=QHP�?=QOA	��PDEO�?KILKJAJP�D=O�PDA�BKHHKSEJC�?KJ`CQN=PEKJ
LNKLANPEAO�

Name Value Description

%J=>HA@ true �@AB=QHP	�=J@false %J=>HAO��true 	�=J@�@EO=>HAO��false 	�PDA
OANRE?A�

)@0�3ECJEJC�#ANP�!HE=O�!J@
0=OOSKN@

=@@EPEKJ=H�LNKLANPEAO 4DA�?ANPE`?=PA�EO�L=OOSKN@
LNKPA?PA@
>U�=�QJEMQA�L=OOSKN@�KN�PDA�CHK>=H
?ANPE`?=PA�L=OOSKN@��0NKILPO�PDA�QOAN
PK�LNKRE@A�PDA�QOAN
@A`JA@�L=OOSKN@
KN�PDA�CHK>=H�?ANPE`?=PA�L=OOSKN@
=OOK?E=PA@�SEPD�PDA�?ANPE`?=PA�

%JPEPU)$ OPNEJC $A`JAO�PDA�3QLANREOKN�OP=PEKJYO�)0
=@@NAOO��KN�DKOPJ=IA	�LHQO�PDA�LKNP
JQI>AN�PDA77 A>3ANRE?AA>3ANRE?AEO�NQJJEJC�KJ
����BKN�DPPL�����BKN�DPPLO	�

!HS=UO�=LLAJ@�PDA�?D=N=?PANO
Z�O=IH�[�PK�PDAEntityID R=HQA��&KN
AT=ILHA��EB�UKQ�AJPANA@
Z https://192.68.19.20:443 [
=O�PDAEntityID ��UKQ�JAA@�PK
=LLAJ@�PK�EP�Z/saml/ [��OK�PD=P�EP
NA=@O�
Z https://192.68.19.20:443/
saml/

4EIA�3GAS ����D���I���O��@AB=QH P	 3APO�PDA�JQI>AN�KB�IEJQPAO�PK�ATPAJ@

Figur e 17. 3!-,�)@0�3ANRE?A�LNKLANPEAO
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Name Value Description

PDA�R=HE@EPU�LANEK@�KB�PDA�3!-,
NAMQAOP�BNKI�P DA�OQ>KN@EJ=PA�OP=PEKJ�
4DEO�=HHKSO�PDA�3!-,�IAOO=CA�PK�>A
=??ALPA@�SDAJ�PDA�3QLANREOKN�=J@
OQ>KN@EJ=PA�OP=PEKJO�?=JJKP
OUJ?DNKJEVA�PDAEN�PEIA�R=HQAO��5OA
LKOEPERA�R=HQAO�

!LLHU�4EIA�3GAS�4K�2AOLKJOA true =J@false �@AB=QHP	 !LLHEAO��true 	�=J@�ECJKNAO��false 	�PDA
OLA?E`A@Time Skew OAPPEJC�PK�PDA
NAOLKJOA��&KN�?=OAO�SDANA�=�PEIA
@EBBANAJ?A�ATEOPO�>APSAAJ�PDA
3QLANREOKN�=J@�=�NAIKPA�OP=PEKJ��PDEO
=LLHEAO�PDA�PEIA�OGAS�PK�PDA
NAOLKJOA�O	�

#EN?HA�KB�4NQOP�%@EPKN��O=IH
#EN?HA/B4NQOP	
,K?=PA@�EJ�PDA3!-,)@03ANRE?A3!-,)@03ANRE?A��PDEO�?KILKJAJP�OLA?E`AO�=�?KHHA?PEKJ�KB�QOANO�PD=P�?=J�HKC�EJ�PK�=�?KHHA?PEKJ�KB
OP=PEKJO��)P�EO�QOABQH�BKN�I=J=CEJC�=�OAHA?P�OAP�KB�OP=PEKJO�=J@�PDA�QOANO�HKCCEJC�EJ�PK�PDKOA�OP=PEKJO�

9KQ�?KJ`CQNA�PDEO�?KILKJAJPYO�LNKLANPEAO�QOEJC�PDA#EN#EN?HA�/B�4?HA�/B�4NQOP�%@NQOP�%@EPKNEPKN��SDANA�UKQ�?=J�J=IA�PDA�?EN?HA�
LNKRE@A�=�@AO?NELPEKJ��AP?�

%=?D�?EN?HA�IQOP�D=RA�=�3QLANREOKN�PD=P�=?PO�=O�PDA�)@AJPEPU�0NKRE@AN��)@0	��4DA�)@0�I=J=CAO�KJHU�KJA�?EN?HA�
/JHU�= .E=C=N=OP=PEKJ�I=U�OANRA�=O�=J�)@0�

(=N@S=NA�OQLLKNP�@ALAJ@O�KJ�PDA�NAHA=OA�RANOEKJ�KB�PDEO�BA=PQNA�

4DEO�?KILKJAJP�EO�BKQJ@�EJ�PDAO=IHL=HAPPA�

\ #KILKJAJP�HK?=PEKJ�O=IHL=HAPPA

\ 4K�=??AOO�PDAOA�LNKLANPEAO��ATL=J@#KJ`C#KJ`C � 3ANRE?AO3ANRE?AO� 3!-,)@03ANRE?A3!-,)@03ANRE?A� #EN#EN?HA�/B�4?HA�/B�4NQOP�&KH@ANNQOP�&KH@AN=J@
@KQ>HA
?HE?G#EN#EN?HA/B4?HA/B4NQOPNQOP�

)J�=@@EPEKJ�PK�PDA�OP=J@=N@�LNKLANPU��%J=>HA@��PDAOA�LNKLANPEAO�?KJ`CQNA�PDEO�?KILKJAJP�

Figur e 18. #EN?HA�KB�4NQOP�%@EPKN�LNKLANPEAO

#KILKJAJPO��REASO�=J@�SEJ@KSO .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

��� -=N ?D���������



Property Value Description

$AO?NELPEKJ OPNEJC 0NKRE@AO�=�J=IA�BKN�PDEO�?EN?HA�KB
PNQOP�

(PPL�2A@ENA?P�%J@LKEJP NA=@
KJHU 3DKSO�PDA�52,�BKN�PDEO�?EN?HA�KB�PNQOP�

4DEO�R=HQA��=O�SAHH�=O�PDA�)@0
(KOP�52,��)@0�(KOP�0KNP	
?KJ`CQNAO�PDAIdP Login Path EJ
PDA�NAIKPA�OP=PEKJYO�3!-,
=QPDAJPE?=PEKJ�O?DAIA��4ULE?=HHU
?KRANA@�>U�PDA�?KJ`CQNA .E=C=N=

)@0�=J@3!-,!QP3!-,!QP DAJPDAJPE?=PE?=PEKJ3?DAIAEKJ3?DAIAYO
LNKREOEKJEJC�FK>��>QP�BKN�OP=PEKJO
JKP�EJ�PDA.E=C=N=.APSKNG.E=C=N=.APSKNGPDA�UKQ
IQOP�=@@�PDA�O?DAIA�I=JQ=HHU�

#EN?HAO
4DEO�A@EPKN�=LLHEAO�PK�BKQN�CNKQLO�KB�OP=PEKJO�

\ 3P=PEKJO�OAHA?PO�PDA�OP=PEKJ�O	�PK�EJ?HQ@A�EJ�PDEO�?EN?HA�KB�PNQOP��9KQ�=NA�JKP�HEIEPA@�PK�OP=PEKJO�EJ�PDA
.E=C=N=.APSKNG.E=C=N=.APSKNG�

\ 5OANO�OAHA?PO�QOAN�O	�BNKI�UKQN5OAN3ANRE?A5OAN3ANRE?APK�EJ?HQ@A�EJ�PDEO�?EN?HA�KB�PNQOP��4DA�OAHA?PA@�QOANO�I=U�HKC�EJ
PK�PDA�OP=PEKJO�EJ�PDA�?EN?HA�

\ !QPD�3?DAIAO�OLA?E`AO�SDE?D�=QPDAJPE?=PEKJ�O?DAIAO�I=U�>A�QOA@�SDAJ�HKCCEJC�EJ��4DEO�=??KIIK@=PAO
QOANO�SDK�I=U�JKP�UAP�ATEOP�EJ�UKQN�OP=PEKJ��&KN�AT=ILHA��UKQ�IECDP�OLA?EBU�PDA�,@=L3?DAIA�OK�PD=P
,$!0�QOANO�?=J�HKC�EJ�

\ 0NKPKPULAO�OAHA?PO�KJA�KN�IKNA�QOAN�LNKPKPULAO�EJ�PDA�3QLANREOKNYO5OAN3ANRE?A5OAN3ANRE?APD=P�I=U�>A�QOA@�SDAJ
HKCCEJC�EJ�PK�PDA�NAIKPA�OP=PEKJ�

3P=PEKJO�>QPPKJO
#HE?GEJC�PDA.AS�3P=P.AS�3P=PEKJEKJ>QPPKJ�KLAJO�=�SEJ@KS�BKN�OAPPEJC�QL�=�JAS�OP=PEKJ��4DA%@%@EP�3P=PEP�3P=PEKJEKJ>QPPKJ�KLAJO
PDA�O=IA�SEJ@KS�BKN�=J�ATEOPEJC�OP=PEKJ��4DA$AHAPA�3P=P$AHAPA�3P=PEKJEKJ>QPPKJ�NAIKRAO�PDA�OAHA?P�OP=PEKJ�BNKI�P DA�?EN?HA
KB�PNQOP�

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A #KILKJAJPO��REASO�=J@�SEJ@KSO

-=N ?D��������� ���



Property Value Description

OP=PEKJ.=IA PATP�OPNEJC )@AJPE`AO�PDA�J=IA�KB�PDA�OP=PEKJ�PK
=@@�PK�PDA�?EN?HA�KB�PNQOP�

#ANPE`?=PA #DKKOA�&EHA�=J@�#HA=N�&EHA�>QPPKJO3AHA?PO�=J@�?HA=NO�PDA�OP=PEKJYO�3!-,
?ANPE`?=PA�

)OOQAN�52, 52, )@AJPE`AO

5OA�3!-,�%J?NULPEKJ true �@AB=QHP	�KNfalse %J=>HAO��true 	�=J@�@EO=>HAO��false 	
QOA�KB�3!-,�AJ?NULPEKJ�

"QPPKJO�BKN�PDA�0NKPKPULAO�?EN?HA

\ !@@!@@KLAJO�=J!@@�0N!@@�0NKPKPULAKPKPULASEJ@KS�SEPD�=�OEJCHA�LNKLANPU�QOA@�PK�E@AJPEBU�PDA�LNKPKPULA�

\ %@%@EPEPKLAJO�=�SEJ@KS�BKN�A@EPEJC�PDA�J=IA�KB�PDA�LNKPKPULA�

\ $AHAPA$AHAPANAIKRAO�PDA�OAHA?PA@�LNKPKPULA�BNKI�P DA�?EN?HA�KB�PNQOP�

0NKPKPULA�&KH@AN��O=IH
3!-,5OAN0NKPKPULA&KH@AN	
4DEO�?KILKJAJP�OANRAO�=O�=�?KJP=EJAN�BKN�PDA�?EN?HA�KB�PNQOP�QOAN�LNKPKPULAO�EJ�PDA�NAIKPA�OP=PEKJYO5OAN3ANRE?A5OAN3ANRE?A
=J@5OAN0N5OAN0NKPKPULAOKPKPULAO��QJ@AN�PDA#EN#EN?HA/B4?HA/B4NQOPNQOP�

4DEO�?KILKJAJP�D=O�JK�QJEMQA�LNKLANPEAO�KB�EPO�KSJ�

3P=PEKJ�3ANRE?A�0NKRE@AN�&KH@AN��O=IH
3P=PEKJ3ANRE?A0NKRE@AN&KH@AN	
,K?=PA@�QJ@AN�PDA#EN#EN?HA/B4?HA/B4NQOPNQOP?KILKJAJP��PDEO�EO�=�?KJP=EJAN�BKN�PDA3P=P3P=PEKJ3ANRE?A0NEKJ3ANRE?A0NKRE@ANKRE@AN?KILKJAJP�

\ #KILKJAJP�HK?=PEKJ�O=IHL=HAPPA��)P�D=O�JK�QJEMQA�LNKLANPEAO�KB�EPO�KSJ�

\ 4K�=??AOO�PDEO�BKH@AN��ATL=J@#KJ`C#KJ`C � 3ANRE?AO3ANRE?AO� 3!-,)@03ANRE?A3!-,)@03ANRE?A� #EN#EN?HA�/B�4?HA�/B�4NQOP�&KH@ANNQOP�&KH@AN�
#EN#EN?HA/B4?HA/B4NQOPNQOP��NECDP
?HE?G3ANRE?A�0N3ANRE?A�0NKRE@ANOKRE@ANO=J@�?HE?G66EASOEASO� 0N0NKLANPU�3DAAPKLANPU�3DAAP�

3=IH�8IH�$A?NULPAN��O=IH%J?NULPEKJ
3=IH8IH$A?NULPAN	
4DEO�?KILKJAJP�OQLLKNPO�3!-,�%J?NULPA@!OOANPEKJO��)B�=J�)@0�NAMQENAO�AJ?NULPEKJ��UKQ�?=J�=@@�=
3=IH8IH$A?NULPAN3=IH8IH$A?NULPANPK�PDA3!-,!QP3!-,!QP DAJPDAJPE?=PE?=PEKJ3?DAIAEKJ3?DAIA��=J@�?KJ`CQNA�EP�SEPD�PDA�AJ?NULPEKJ�?ANPE`?=PA�BNKI�P DA
5OAN�+AU�3PKN5OAN�+AU�3PKNAA�

!BPAN�=@@EJC�PDA3=IH8IH$A?NULPAN3=IH8IH$A?NULPANPK�PDA3!-,!QP3!-,!QP DAJPDAJPE?=PE?=PEKJ3?DAIAEKJ3?DAIA��UKQ�?KJ`CQNA�PDA�@A?NULPANYOSAML

Figur e 19. #EN?HA�KB�PNQOP�.AS�3P=PEKJ�LNKLANPEAO

#KILKJAJPO��REASO�=J@�SEJ@KSO .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

��� -=N ?D���������



Server Encryption Cert LNKLANPU�SEPD�PDA�=LLNKLNE=PA�AJ?NULPEKJ�?ANPE`?=PA��)J�OKIA�?=OAO��UKQ�I=U�>A
QOEJC�PDA�O=IA�?ANPE`?=PA�=O�PDA�3!-,�OANRAN��OECJEJC	�?ANPE`?=PA�

\ #KILKJAJP�HK?=PEKJ�O=IH%J?NULPEKJL=HAPPA

\ 4K�=??AOO�PDEO�LNKLANPU��ATL=J@#KJ`C#KJ`C � 3ANRE?AO3ANRE?AO� !QP!QPDAJPDAJPE?=PE?=PEKJ�3ANRE?AEKJ�3ANRE?A� !QP!QPDAJPDAJPE?=PE?=PEKJ�3?DAIAOEKJ�3?DAIAO�
3!-,!QP3!-,!QP DAJPDAJPE?=PE?=PEKJ3?DAIAEKJ3?DAIA=J@�@KQ>HA
?HE?G3!-,8IH$A?NULPAN3!-,8IH$A?NULPAN�

Property Value Description

3!-,�3ANRAN�%J?NULPEKJ�#ANP @NKL
@KSJ�HEOP 3AHA?PO�PDA�?ANPE`?=PA�NAMQENA@�>U
PDA�3!-,�3ANRAN�BKN�AJ?NULPEKJ�

3=IH�8IH�%J?NULPAN��O=IH%J?NULPEKJ
3=IH8IH%J?NULPAN	
4DEO�?KILKJAJP�LNKRE@AO�=J@�8-,�AJ?NULPAN�

\ #KILKJAJP�HK?=PEKJ�O=IH%J?NULPEKJL=HAPPA��)P�D=O�JK�?KJ`CQN=>HA�LNKLANPEAO�

\ 9KQ�?=J�@N=C�EP�PK�PDA�3!-,)@03ANRE?A�QJ@AN#KJ`C#KJ`C � 3ANRE?AO3ANRE?AO��)P�D=O�JK�?KJ`CQN=>HA�LNKLANPEAO�

0HQCEJO��REASO	
0HQCEJO�LNKRE@A�REASO�KB�?KILKJAJPO�=J@�?=J�>A�=??AOOA@�EJ�I=JU�S=UO��&KN�AT=ILHA��@KQ>HA
?HE?G�=
?KILKJAJP�EJ�PDA�.=R�PNAA�PK�OAA�EPO�@AB=QHP�REAS��)J�=@@EPEKJ��UKQ�?=J�NECDP
?HE?G�KJ�=�?KILKJAJP�=J@�OAHA?P
BNKI�EPO66EASOEASOIAJQ�

3AOOEKJ�4KGAJ�-=J=CAN�6EAS��OECJEJC3ANRE?A
3AOOEKJ4KGAJ5T-=J=CAN	
9KQ�?=J�=LLNKRA�KN�NAFA?P�PKGAJO�QOEJC�=?PEKJO�KJ�EJ@ERE@Q=H�OAOOEKJ�PKGAJO��!HPANJ=PERAHU��UKQ�?=J�QOA�PDA
3AOOEKJ�43AOOEKJ�4KGAJ�-=J=CANKGAJ�-=J=CANREAS��SDE?D�EO�PDA�@AB=QHP�REAS�BKN�PDA�OPKNA�

Figur e 20. 3=IH�8IH�$A?NULPAN�LNKLANPU

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A #KILKJAJPO��REASO�=J@�SEJ@KSO

-=N ?D��������� ���



4K�=??AOO�EP��ATL=J@#KJ`C#KJ`C � 3ANRE?AO3ANRE?AO� 3ECJEJC3ANRE?A3ECJEJC3ANRE?A� 44N=JOLKNPON=JOLKNPO� BKT4BKT4N=JOLKNPN=JOLKNP=J@�@KQ>HA
?HE?G3AOOEKJ3AOOEKJ
44KGAJ�3PKNKGAJ�3PKNAA��4DA�REAS�@EOLH=UO�A=?D�OAOOEKJ�PKGAJ�=O�=�NKS�PD=P�EJ?HQ@AO�PDA�OP=PQO�KB�PDA�PKGAJ�LHQO�=HH�PDA
IAP=@=P=�R=HQAO�OQ>IEPPA@�>U�PDA�NAMQAOPEJC�?KILKJAJP��SDE?D�ODKQH@�DAHL�UKQ�KJ�UKQN�@A?EOEKJ�PK�=LLNKRA
KN�NAFA?P�PDA�PKGAJ�

NOTE: /JHU�=@IEJ�QOANO�=NA�LANIEPPA@�PK�=LLNKRA�KN�NAFA?P�PKGAJO��4DAU�I=U�>=P?D�=LLNKRA��NAFA?P�KN�@AHAPA
OAOOEKJ�PKGAJO�>U�OAHA?PEJC�IQHPELHA�NKSO�

7DAJ�=LLNKREJC�=�PKGAJ��UKQ�IQOP�OAHA?P�PDA3ECJEJC�0N3ECJEJC�0NK`HAK`HAPK�SDE?D�PDEO�NAMQAOP�ODKQH@�>A�=OOK?E=PA@��4DA
#32�SEHH�>A�OECJA@�>U�PDA�#!�?ANPE`?=PA�@A`JA@�EJ�PD=P�LNK`HA�

9KQ�?=J�=LLNKRA�=�NAFA?PA@�PKGAJ�=P�=�H=PAN�@=PA�LNKRE@A@�PDA�PKGAJ�D=O�JKP�=QPKI=PE?=HHU�>AAJ�NAIKRA@
>ABKNA�

3A?QNEPU�$=OD>K=N@�6EAS��JOO
3A?QNEPU$=OD>K=N@6EAS	
4DA3A?QNEPU�$=OD>K=N3A?QNEPU�$=OD>K=N@@EO�PDA�I=EJ�REAS�BKN�PDA�3A?QNEPU�3ANRE?A��4DA�REAS�LNKRE@AO�BKN�=@IEJEOPN=PKNO�=J@
KPDAN�=QPDKNEVA@�QOANO�=�OJ=LODKP�KB�PDA�OA?QNEPU�?KJ`CQN=PEKJ�KB�UKQN�OP=PEKJ�

!�HE?AJOA�BA=PQNA�?KJPNKHO�SDAPDAN�UKQ�?=J�OAA�PDA3UOPAI�63UOPAI�6EASEASEJ�PDA�3A?QNEPU�$=OD>K=N@�3UOPAI�63UOPAI�6EASEAS
LNKRE@AO�OA?QNEPU�@AP=EHO�BKN�A=?D�OQ>KN@EJ=PA�OP=PEKJ�EJ�PDA.E=C=N=.APSKNG.E=C=N=.APSKNG��4K�AJ=>HA�PDA3UOPAI�63UOPAI�6EASEAS
BA=PQNA��UKQ�JAA@�PDA�ZOA?QNEPU$=OD>K=N@[�HE?AJOA�BA=PQNA�SEPD�PDA�ZOUOPAI[�=PPNE>QPA�OAP�PKtrue ��7 EPDKQP
PDEO�OAPPEJC��UKQ�OAA�KJHU�PDA�OP=PEKJ�@=OD>K=N@��3P=P3P=PEKJ�6EKJ�6EASEAS	�BKN�PDA�HK?=H�OP=PEKJ�

4DA�3A?QNEPU�$=OD>K=N@�REAS�EO�=R=EH=>HA�EJ�PDA�BKHHKSEJC�HK?=PEKJO�

\ 3ANRE?AO3ANRE?AO� 3A?QNEPU�3ANRE?A3A?QNEPU�3ANRE?A

\ $NERANO$NERANO� .E=C=N=�.APSKNG.E=C=N=�.APSKNG� WOP=PWOP=PEKJ�J=IAXEKJ�J=IAX� 3A?QNEPU�$=OD>K=N3A?QNEPU�$=OD>K=N@�$ARE?A�%TP@�$ARE?A�%TP

\ $NERANO$NERANO� .E=C=N=.APSKNG.APSKNG� W@W@ENENA?PA?PHU�?KJJA?PA@�OP=PHU�?KJJA?PA@�OP=PEKJ�J=IAXEKJ�J=IAX� 3UO$AB3UO$AB� 2A=?D=>HA�3P=P2A=?D=>HA�3P=PEKJOEKJO�
WNWNA=?D=>HA�OP=PA=?D=>HA�OP=PEKJ�J=IAXEKJ�J=IAX� 3A?QNEPU�$=OD>K=N3A?QNEPU�$=OD>K=N@�$ARE?A�%TP@�$ARE?A�%TP�=O�KB.E=C=N=����� 	�

NOTE: 4DA3A?QNEPU�$=OD>K=N3A?QNEPU�$=OD>K=N@@PN=JOIEPO�OAJOEPERA�EJBKNI=PEKJ��4K�IEJEIEVA�OA?QNEPU�NEOGO��QOA�PDA�&KTO��OA?QNA
&KT	�LNKPK?KH�PK�I=J=CA�LH=PBKNI�?KJJA?PEKJO��!HOK��PDA�(4403�LNKPK?KH�EO�AJBKN?A@�BKN�OA?QNA�?KIIQJE?=PEKJ
KRAN�PDA�JAPSKNG��4DA3A?QNEPU�$=OD>K=N3A?QNEPU�$=OD>K=N@�6@�6EASEASEO�JKP�=??AOOE>HA�KRAN�(440�

#KILKJAJPO��REASO�=J@�SEJ@KSO .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

��� -=N ?D���������



CAUTION: 4DA3A?QNEPU�$=OD>K=N3A?QNEPU�$=OD>K=N@�6@�6EASEASI=U�JKP�@EOLH=U�ARANU�LKOOE>HA�OA?QNEPU�OAPPEJC��=J@�ODKQH@�JKP�>A
?KJOE@ANA@�=O�=�CQ=N=JPAA�PD=P�ARANUPDEJC�EO�?KJ`CQNA@�OA?QNAHU��)J�L=NPE?QH=N��PDEN@�L=NPU�IK@QHAO�I=U�D=RA
OA?QNEPU�OAPPEJCO�PD=P�@K�JKP�NACEOPAN�PK�PDA�@=OD>K=N@�

&KN�A=?D�Z?=N@[�EJ?HQ@A@�EJ�PDA�REAS��=�JQI>AN�KB�OA?QNEPU
NAH=PA@�EPAIO��BKN�AT=ILHA��OA?QNEPU�OAPPEJCO�KJ�PDA
&KT3ANRE?A�ODKSJ�EJ�PDA�&KT3ANRE?A�?=N@	�=NA�HEOPA@��%=?D�?=N@�@EOLH=UO�=�OP=PQO�?KHKN�SDE?D�NAaA?PO�PDA�HKSAOP
OP=PQO�KB�=JU�KB�EPO�EPAIO�

\ 'N=U�)JBK�E?KJ�� 	�EJ@E?=PAO�OA?KJ@=NU�EJBKNI=PEKJ��&KN�AT=ILHA��PDANA�EO�=J�EJBK�HARAH�PD=P�OP=PAO�DKS
I=JU�QOANO�=NA�EJ�PDA�OP=PEKJ��9KQ�@K�JKP�JAA@�PK�P=GA�=�L=NPE?QH=N�=?PEKJ��)P�EO�FQOP�LNAOAJPA@�BKN
?KJOE@AN=PEKJ�

\ 'N AAJ�/+�E?KJ�� 	�EJ@E?=PAO�PDA�EPAIYO�OA?QNEPU�OP=PQO�EO�CKK@�

\ 9AHHKS�7=NJEJC�E?KJ�� 	�EJ@E?=PAO�=�S=NJEJC�OP=PQO�KJ�PDA�EPAI�SDE?D�IA=JO�PD=P�PDA�OAPPEJC�ODKQH@�>A
AT=IEJA@�=J@�LKOOE>HU�?D=JCA@�

\ 2A@�!HANP�E?KJ��	�EJ@E?=PAO�=J�=HANP�OP=PQO�KJ�PDA�EPAI��4DA�OAPPEJC�N=EOAO�=�OA?QNEPU�?KJ?ANJ�=J@�ODKQH@
LNK>=>HU�>A�?D=JCA@�

%=?D�?=N@�@EOLH=UO�OARAN=H�KB�PDA�IKOP�QNCAJP�EPAIO��)B�PDANA�=NA�IKNA�EPAIO�PD=J�`P�KJ�=�?=N@��=-KN-KNAA >QPPKJ
=P�PDA�>KPPKI�KB�PDA�?=N@�SEHH�LKL�QL�PDA�BQHH�HEOP�KB�EPAIO�BKN�PD=P�OANRE?A��4ULE?=HHU��=�?=N@�LNKRE@AO�=�DULANHEJG
PK�PD=P�L=NPE?QH=N�OANRE?A��KN�PK�=�?KILKJAJP	�OK�PD=P�UKQ�?=J�A=OEHU�?D=JCA�PDA�?KJ`CQN=PEKJ��)J�?=OAO�SDANA
PDANA�EO�JK�?KILKJAJP�PK�HEJG�PK��PDA�L=JA�LNKRE@AO�JK�DULANHEJG��"U�@AB=QHP��PDA�HEJGO�KJ�PDA�EJ@ERE@Q=H�?=N@O�EJ
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#!�0=OOSKN@ 2ALKNPO�PDA�?ANPE`?=PAO�LNER=PA�GAU�L=OOSKN@�

3=RA�!O 2ALKNPO�KJA�KB�PDAOA�BKNI=PO�

PEM�0NER=?U
%JD=J?A@�-=EH	

PKCS7EO�=�OP=J@=N@�OUJP=T�BKN�OPKNEJC�OECJA@�=J@�KN�AJ?NULPA@�@=P=��0+#3�OP=J@O�BKN�0Q>HE?

+AU�#NULPKCN=LDU�3P=J@=N@O�

%TPAJOEKJ 2ALKNPO�PDA�ATPAJOEKJ�BKN�PDA�?ANPE`?=PA�`HA��%=?D�BKNI=P�D=O�=�OAP�KB�ATPAJOEKJO�

&KN�0%-�PDA�LKOOE>HA�ATPAJOEKJO�=NA� cer � crt � pemKNkey �

&KN�0+#3��PDA�LKOOE>HA�ATPAJOEKJO�=NA p7b KNp7c �

&EHAJ=IA�&KNI=P 2ALKNPO�PDA�BKNI=P�OPNEJC�QOA@�PK�?NA=PA�PDA�?ANPE`?=PA�`HAJ=IA�O	�CAJAN=PA@�BNKI�?ANPE`?=PA�OECJEJC�NAMQAOPO��4DEO
JKNI=H�PATP�D=O�AI>A@@A@�O?NELPO�OQNNKQJ@A@�>U���?D=N=?PAN�L=ENO��3=REJC�PDA�`HAO�=LLAJ@O�=J�=LLNKLNE=PA
`HAJ=IA�ATPAJOEKJ��BKN�AT=ILHA��
�LAI	�

&EHA�BKNI=P�O?NELPO
6=HE@�O?NELPO�BKN�`HAJ=IA�BKNI=PPEJC�=NA�PDAOA�

\ %csrFile% ��`HAJ=IA�KB�PDA�KNECEJ=H�?ON�OAHA?PA@�

\ %subject% ��OQ>FA?P�=PPNE>QPA�KB�PDA�?ON�

\ %altSubject% ��PDA�`NOP�OQ>FA?P�=HPANJ=PERA�J=IA�KB�PDA�?ON�

/P DAN�KLPEKJO�EJ?HQ@A�

Figur e 30. #ANPE`?=PA�OECJAN�IQHPELHA�OAHA?PEKJ�PKKH�LNKLANPEAO

#KILKJAJPO��REASO�=J@�SEJ@KSO .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

��� -=N ?D���������



\ %csrFile%_%subject%

\ %csrFile%_%altSubject%

\ %csrFile%.pem

!@@EPEKJ=H�EJBKNI=PEKJ�?=J�>A�BKQJ@�EJ�PDA�?H=OO�@K?QIAJP=PEKJ�BKN�"&KNI=P�

#ANPEBE?=PA�0=N=IAPAN��LH=P#NULPK
#ANPEBE?=PA0=N=IAPAN	
9KQ�?=J�=@@#ANP#ANPE`?=PA�0=N=IAPANOE`?=PA�0=N=IAPANOPK�=�OECJEJC�LNK`HA�PK�@A`JA�@AB=QHP�R=HQAO�BKN�=JU�`AH@O�PD=P�I=U�>A
QJOLA?E`A@�EJ�PDA�EJ?KIEJC�#32��!�R=HE@=PEKJ�ANNKN�SEHH�>A�PDNKSJ�EB�PDA�EJ?KIEJC�#32�@A`JA@�=�@EBBANAJP
R=HQA��?=QOEJC�PDA�OECJEJC�NAMQAOP�PK�>A�NAFA?PA@�
4K�QOA�PDA#ANP#ANPE`?=PA�0=N=IAPANE`?=PA�0=N=IAPAN?KILKJAJPO��@N=C�PDAI�BNKI�P DKOA�=R=EH=>HA�EJ�PDAOECJEJC3ANRE?AL=HAPPA
>AJA=PD�=3ECJEJC�0N3ECJEJC�0NK`HAK`HAQJ@ANJA=PD�PDA3ECJEJC�3ANRE?A3ECJEJC�3ANRE?AEJ�=�NQJJEJC�OP=PEKJ�

%T=ILHA�L=N=IAPANO�=R=EH=>HA�EJ�PDAOECJEJC3ANRE?AL=HAPPA�EJ?HQ@A�

\ +AU�4ULA�]�23!�%#

\ +AU�3EVA�]�OLA?EBU�=J�AT=?P�NAMQENA@�GAU�OEVA

\ -EJEIQI�+AU�3EVA�]�OLA?EBU�=�IEJEIQI�NAMQENA@�GAU�OEVA

\ %#�#QNRA�]�OLA?EBU�PDA�?QNRA�J=IA�BKN�=J�A?HELPE?�?QNRA�GAU

\ $.�]�@A`JA�P DA�BQHH�L=NPE=H�@EOPEJCQEODA@�J=IA�=PPNE>QPA�R=HQAO

\ $.�`AH@�L=N=IAPAN�]�@A`JA�=�OEJCHA�@EOPEJCQEODA@�J=IA�=PPNE>QPA�R=HQA

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A #KILKJAJPO��REASO�=J@�SEJ@KSO

-=N ?D��������� ���



Property Value Description

0=N=IAPAN�4ULA NA=@
KJHU $EOLH=UO�PDA�J=IA�KB�PDA�?ANPE`?=PA
L=N=IAPAN�

6=HQA OPNEJC $A`JAO�PDA�R=HQA�KB�PDA�?ANPE`?=PA
L=N=IAPAN�

$J�&EAH@ OPNEJC $A`JAO�PDA�J=IA�KB�PDA�$.�`AH@�PK
LKLQH=PA��3LA?E`?�PK
#ANPE`?=PA$J&EAH@�PULA�L=N=IAPAN�

#KIIKJ�.=IA�4 AILH=PA��LH=P#NULPK
#KIIKJ.=IA4 AILH=PA	
4DA#KIIKJ�.=IA�4#KIIKJ�.=IA�4 AILH=PAAILH=PA?KILKJAJP�EO�=�PULA�KB�#ANPE`?=PA�0=N=IAPAN�PD=P�SEHH�CAJAN=PA�=�@UJ=IE?
?KIIKJ�J=IA�BKN�P DA�OECJA@�?ANPE`?=PA�>=OA@�QLKJ�?KJ`CQN=>HA�OAPPEJCO��4DA�I=EJ�>AJA`P�KB�PDEO�EO�PDA
=>EHEPU�PK�CAJAN=PA�=�LKPAJPE=HHU�QJEMQA�?KIIKJ�J=IA�BKN�A=?D�?KILKJAJP�
4K�QOA�PDA#KIIKJ�.=IA�4#KIIKJ�.=IA�4 AILH=PAAILH=PA?KILKJAJP��@N=C�EP�BNKI�P DAOECJEJC3ANRE?AL=HAPPA�>AJA=PD�=�3ECJEJC
0NK`HA�QJ@ANJA=PD�PDA3ECJEJC�3ANRE?A3ECJEJC�3ANRE?AEJ�=�NQJJEJC�OP=PEKJ�

4DA�CAJAN=PA@�?KIIKJ�J=IA�SEHH�>U�@AB=QHP�NAOKHRA�PDA�#QOPKI�"&KNI=P�=C=EJOP�PDA�NAMQAOPEJC�?KILKJAJP
NAOQHPEJC�EJ�=�?KIIKJ�J=IA�I=P?DEJC�PDA�?KILKJAJPYO�L=NAJP�J=IA�

4DEO�?=J�>A�?QOPKIEVA@�>U�IK@EBUEJC�PDACustom R=HQA��=J@�>U�OAHA?PEJC�R=HQAO�PK�LNALAJ@�KN�=LLAJ@��KN�>KPD
EJ�PDA�NAOLA?PERAPrefix =J@Suffix @NKL
@KSJO��4DASeparator R=HQA�EO�QOA@�PK�FKEJ�PDA�@EBBANAJP�L=NPO�KB
PDA�?KIIKJ�J=IA�

NOTE: 4DA�.E=C=N=3P=PEKJ�!@@NAOO�KLPEKJO�BKN�PDAPrefix � Middle ��=J@Suffix LNKLANPEAO��=O�KB.E=C=N=
���� 	�SEHH�KJHU�NAOKHRA�PK�PDA�.E=C=N=3P=PEKJ�!@@NAOO�SDAJ�OLA?E`A@�KJ�=�LNK`HA�KB�PDA�3ECJEJC�3ANRE?A��JKP
SDAJ�=@@A@�PK�PDA�NAIKPA�OECJEJC�NAMQAOPAN��4DAU�=HOK�SEHH�JKP�NAOKHRA�EB�QOA@�SEPD�=�HK?=H�OECJEJC�NAMQAOPAN��)J
PDKOA�?=OAO��PDAU�SEHH�NARANP�PK�PDA�JATP�B=HH>=?G�KLPEKJ��4DA�NA=OKJ�EO�PD=P�=�NAIKPA�&/8�?KJJA?PEKJ�EO�JAA@A@
PDNKQCD�SDE?D�PDA�3ECJEJC�3ANRE?A�OP=PEKJ�PD=P�NA?AERAO�PDA�NAMQAOP�?=J�HK?=PA�PDA�?KNNAOLKJ@EJC
.E=C=N=3P=PEKJ�EJ�EPO�.E=C=N=.APSKNG��4DEO�EO�JKP�LKOOE>HA�BKN�HK?=H�OECJEJC�NAMQAOPANO�KN�SDAJ�PDA�?KILKJAJP
EO�=@@A@�PK�=�NAIKPA�OP=PEKJ�EJOPA=@�KB�PDA�LNK`HA�EJ�PDA�3ECJEJC�3ANRE?A�OP=PEKJ�

! R=EH=>HA�R=HQAO�BKN�PDA�PDNAA�@EBBANAJP�L=NPO�KB�PDA�J=IA�=NA�

\ None ^�JK�R=HQA�=J@�JK�OAL=N=PKN�QOA@

\ Value of Format Slot ^�P DA�R=HQA�KB�PDA�"&KNI=P�NAOKHRA@�=C=EJOP�PDA�NAMQAOPEJC�?KILKJAJP

\ Station Name

\ Device Name ^�KN�=J�AILPU�OPNEJC�EB�PDA�?KILKJAJP�EO�JKP�>AJA=PD�=�@ARE?A

\ Network Name ^�KN�=J�AILPU�OPNEJC�EB�PDA�?KILKJAJP�EO�JKP�>AJA=PD�=�JAPSKNG

\ Host Name

#KILKJAJPO��REASO�=J@�SEJ@KSO .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

��� -=N ?D���������



\ Uid ^�=���]?D=N=?PAN�QJEMQA�OPNEJC

\ Ip Address

\ Host Name Or Ip Address

\ NiagaraStation Address Or Host Name ^�4DEO�KLPEKJ�SEHH�`NOP�=PPAILP�PK�HK?=PA�=�?KNNAOLKJ@EJC
.E=C=N=3P=PEKJ�EJ�PDA�.E=C=N=.APSKNG�KB�PDA�HK?=H�OP=PEKJ��SDE?D�EO�PDA�3ECJEJC3ANRE?A�OP=PEKJ��PK�`J@�=
I=P?D�BKN�PDA�NAMQAOPAN��)B�HK?=PA@��PDAAddress LNKLANPU�R=HQA�KB�PD=P�.E=C=N=3P=PEKJ�SEHH�>A�QOA@��)B�JKP
BKQJ@��EP�SEHH�QOA�PDA�(KOP�.=IA�KB�PDA�NAMQAOPAN�

\ NiagaraStation Address Or Ip Address ^�4DEO�KLPEKJ�SEHH�`NOP�=PPAILP�PK�HK?=PA�=�?KNNAOLKJ@EJC
.E=C=N=3P=PEKJ�EJ�PDA�.E=C=N=.APSKNG�KB�PDA�HK?=H�OP=PEKJ��SDE?D�EO�PDA�3ECJEJC3ANRE?A�OP=PEKJ��PK�`J@�=
I=P?D�BKN�PDA�NAMQAOPAN��)B�HK?=PA@��PDAAddress LNKLANPU�R=HQA�KB�PD=P�.E=C=N=3P=PEKJ�SEHH�>A�QOA@��)B�JKP
BKQJ@��EP�SEHH�QOA�PDA�)0�!@@NAOO�KB�PDA�NAMQAOPAN�

\ NiagaraStation Address, Host Name, Or Ip Address ^�4DEO�KLPEKJ�`NOP�SEHH�=PPAILP�PK�HK?=PA�=
?KNNAOLKJ@EJC�.E=C=N=3P=PEKJ�EJ�PDA�.E=C=N=.APSKNG�KB�PDA�HK?=H�OP=PEKJ��SDE?D�EO�PDA�3ECJEJC3ANRE?A
OP=PEKJ��PK�`J@�=�I=P?D�BKN�PDA�NAMQAOPAN��)B�HK?=PA@��PDAAddress LNKLANPU�R=HQA�KB�PD=P�.E=C=N=3P=PEKJ
SEHH�>A�QOA@��)B�JKP�HK?=PA@��EP�SEHH�JATP�=PPAILP�PK�QOA�PDA�(KOP�.=IA�KB�PDA�NAMQAOPAN��)B�PDA�(KOP�.=IA�EO
JKP�=R=EH=>HA��EP�SEHH�QOA�PDA�)0�!@@NAOO�KB�PDA�NAMQAOPAN�

Property Value Description

0=N=IAPAN�4ULA NA=@
KJHU $EOLH=UO�PDA�J=IA�KB�PDA�?ANPE`?=PA
L=N=IAPAN�

$J�&EAH@ NA=@
KJHU CN

0NA`T @NKL
@KSJ��@AB=QHPO�PKNone	 3AHA?PO�PDA�PULA�KB�R=HQA�PK�LNALAJ@
PK�PDA�?KIIKJ�J=IA��!O�KB .E=C=N=
���� ��PDA�BKHHKSEJC�=@@EPEKJ=H�KLPEKJO
=NA�=R=EH=>HA�

\ NiagaraStation Address Or

Host Name

\ NiagaraStation Address Or Ip

Address

\ NiagaraStation Address, Host

Name, Or Ip Address

-E@@HA @NKL
@KSJ��@AB=QHPO�PK
NiagaraStation Address, Host Name,
Or Ip Address 	

3AHA?PO�PDA�PULA�KB�R=HQA�BKNIEJC�PDA
IE@@HA�KB�PDA�?KIIKJ�J=IA��!O�KB
.E=C=N=����� ��PDA�BKHHKSEJC�=@@EPEKJ=H
KLPEKJO�=NA�=R=EH=>HA�

\ NiagaraStation Address Or

Host Name

\ NiagaraStation Address Or Ip

Address

\ NiagaraStation Address, Host

Name, Or Ip Address

3QB̀T @NKL
@KSJ��@AB=QHPO�PKNone	 3AHA?PO�PDA�PULA�KB�R=HQA�PK�=LLAJ@
PK�PDA�?KIIKJ�J=IA��!O�KB .E=C=N=
���� ��PDA�BKHHKSEJC�=@@EPEKJ=H�KLPEKJO
=NA�=R=EH=>HA�

\ NiagaraStation Address Or

Host Name

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A #KILKJAJPO��REASO�=J@�SEJ@KSO

-=N ?D��������� ���



Property Value Description

\ NiagaraStation Address Or Ip

Address

\ NiagaraStation Address, Host

Name, Or Ip Address

#QOPKI "&KNI=P�OPNEJC &KNI=P�QOA@�PK�NAOKHRA�=C=EJOP�PDA
NAMQAOPEJC�?KILKJAJP�

3AL=N=PKN OPNEJC 3LA?E`AO�PDA�R=HQA�PK�FKEJ�PDA
@EBBANAJP�L=NPO�KB�PDA�?KIIKJ�J=IA
OPNEJC�

#EN?HA�/B�4NQOP�%@EPKN��O=IH
#EN?HA/B4NQOP%@EPKN	
4DEO�EO�PDA�I=EJ�REAS�BKN�PDA�#EN?HA/B4NQOP�?KILKJAJP��)P�EO�QOA@�PK�?KJ`CQNA�KJA�KN�IKNA�#EN?HAO�KB�4NQOP�EJ
PDA�3!-,)@03ANRE?A�

"ABKNA�UKQ�?=J�=??AOO�PDEO�A@EPKN�UKQ��KN�OKIAKJA�AHOA	�IQOP�D=RA�KLAJA@�PDAO=IHL=HAPPA��=J@�?KLEA@�KN
@N=CCA@�=3!-,)@03ANRE?A3!-,)@03ANRE?APK�PDA3ANRE?AO3ANRE?AOBKH@AN��=J@�=#EN#EN?HA/B4?HA/B4NQOPNQOPPK�PDA#EN#EN?HA�/B�4?HA�/B�4NQOP�&KH@ANNQOP�&KH@AN�

4K�=??AOO�PDEO�REAS�ATL=J@#KJ`C#KJ`C � 3ANRE?AO3ANRE?AO� 3!-,)@3ANRE?A3!-,)@3ANRE?A� #EN#EN?HA�/B�4?HA�/B�4NQOP�&KH@ANNQOP�&KH@AN=J@�@KQ>HA
?HE?G
#EN#EN?HA/B4?HA/B4NQOPNQOP�

Property Value Description

$AO?NELPEKJ PATP

(PPL�2A@ENA?P�%J@LKEJP @KI=EJ�=J@�LKNP

%J=>HA@ true �@AB=QHP	�KNfalse %J=>HAO��true 	�=J@�@EO=>HAO��false 	
PDEO�A@EPKN�

Figur e 31. #EN?HA�/B�4NQOP�%@EPKN�REAS

#KILKJAJPO��REASO�=J@�SEJ@KSO .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

��� -=N ?D���������



"QPPKJO
4DA�BKHHKSEJC�>QPPKJO�=NA�HK?=PA@�EJ�PDA�QLLAN�D=HB�KB�PDA�REAS�

\ 3P=P3P=PEKJOEKJOOAHA?PO�OQ>KN@EJ=PA�OP=PEKJO�BNKI�P DKOA�BKQJ@�EJ�PDA�3QLANREOKNYO.E=C=N=.APSKNG.E=C=N=.APSKNG��PK�EJ?HQ@A�EJ
PDA�?EN?HA�KB�PNQOP�

\ 5OANO5OANOOAHA?PO�PDA�QOANO�EJ�PDA�EJ�PDA�OP=PEKJ�

\ !QP!QPD�3?DAIAOD�3?DAIAOOAHA?PO�=QPDAJPE?=PEKJ�O?DAIAO�PD=P�I=U�>A�QOA@�SDAJ�HKCCEJC�EJ�PK�PDA�NAIKPA�OP=PEKJ�

\ 0N0NKPKPULAOKPKPULAOOAHA?PO�QOAN�LNKPKPULAO�EJ�PDA�3QLANREOKNYO5OAN3ANRE?A5OAN3ANRE?APD=P�I=U�>A�QOA@�SDAJ�HKCCEJC�EJ�PK
PDA�NAIKPA�OP=PEKJ�

4DA�BKHHKSEJC�>QPPKJO�=NA�HK?=PA@�EJ�PDA�HKSAN�D=HB�KB�PDA�3P=PEKJO�REAS�

\ !@@�3P=P!@@�3P=PEKJEKJ=@@O�JKJ
.E=C=N=.APSKNG.E=C=N=.APSKNGOP=PEKJO�PK�PDA�?EN?HA�KB�PNQOP

\ %@%@EP�3P=PEP�3P=PEKJEKJA@EPO�=�OP=PEKJ�EJ�PDA�?EN?HA�KB�PNQOP

\ $AHAPA�3P=P$AHAPA�3P=PEKJEKJNAIKRAO�=�OP=PEKJ�BNKI�P DA�?EN?HA�KB�PNQOP

#=PACKNU�"NKSOAN��S>QPEH
#=PACKNU"NKSOAN	
4DEO�REAS�EO�PDA�@AB=QHP�REAS�KB�PDA�OP=PEKJYO#=PACKNU3ANRE?A��=J@�PULE?=HHU�SDANA�UKQ�OLAJ@�IKOP�KB�UKQN�PEIA
=OOECJEJC�?=PACKNEAO�PK�?KILKJAJPO�=BPAN�EJEPE=HHU�?NA=PEJC�PDA�?=PACKNEAO�

NOTE: 7DAJ�=J�=@IEJ�QOAN��QOAN�SEPD�!@IEJ�SNEPA�LNEREHACA�KJ�PDA#=PACKNU3ANRE?A#=PACKNU3ANRE?A=J@�KJ�=�L=NPE?QH=N
OP=PEKJ�?KILKJAJP�>AEJC�=@FQOPA@	�I=GAO�=�?=PACKNU�I=OG�=@FQOPIAJP��PDA�QOAN�IQOP�=HOK�D=RA�=P�HA=OP�PDA
/LAN=PKN�SNEPA�LNEREHACA�KJ�PDA�?=PACKNU�>AEJC�=@FQOPA@�EJ�PDA�?=PACKNU�I=OG�BKN�PDA�OP=PEKJ�K>FA?P��4DEO
EJ?HQ@AO�?D=JCAO�PK�?DA?G�I=NGO�EJ�PDA�Z)JDANEP[�?KHQIJ^PDA�QOAN�IQOP�D=RA�=P�HA=OP�/LAN=PKN�SNEPA�=??AOO�PK
=JU�=HPANA@�?=PACKNEAO�=LLHEA@�BNKI�P DA�)JDANEP�?D=JCA�

4K�=??AOO�PDEO�REAS��ATL=J@#KJ`C#KJ`C � 3ANRE?AO3ANRE?AO=J@�@KQ>HA
?HE?G#=PACKNU3ANRE?A#=PACKNU3ANRE?A�

#KHQIJO
Column Description

)JDANEP !�?DA?G�I=NG�EJ@E?=PAO�PD=P�PDA�K>FA?P�EJDANEPO�PDA�?=PACKNU�BNKI�EPO�L=NAJP�EJ�PDA�P=>HA�

Figur e 32. #=PACKNU�"NKSOAN�REAS

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A #KILKJAJPO��REASO�=J@�SEJ@KSO

-=N ?D��������� ���



Column Description

5OAN )J@E?=PAO�PDA�?=PACKNU��!HH�OUOPAI�K>FA?PO�AT?ALP�BKN�PDKOA�HEOPA@�=O�=OOECJA@�PKAdmin =NA�=OOECJA@�PK�PDEO�?=PACKNU�

!@IEJ

4DAOA�K>FA?PO�@AB=QHP�PK�PDAAdmin ?=PACKNU�

\ 4DA�?KJ`CQN=PEKJ�OANRE?AO�5OAN3ANRE?A� #=PACKNU3ANRE?A��=J@0NKCN=I3ANRE?A

\ !HH�`HAO��PDA�AJPENA�`HA�OL=?A	

#=PACKNEAO
�]� !�>KH@�>QHHAP�EJ@E?=PAO�PD=P�PDA�K>FA?P�EO�=OOECJA@�PK�PDA�?=PACKNU�

!�CN=UA@�KQP�>QHHAP�EJ@E?=PAO�EJDANEP=J?A�

"H=JG�EJ@E?=PAO�PD=P�PDA�?=PACKNU�D=O�JKP�>AAJ�=OOECJA@�

#=PACKNU�-=J=CAN��S>QPEH
#=PACKNU-=J=CAN	
4DEO�REAS�KB�PDA�#=PACKNU3ANRE?A�=HHKSO�UKQ�PK�?NA=PA��AJ=>HA�=J@�@AHAPA�PDA�CNKQLO�PD=P�PDA�OA?QNEPU�IK@AH
QOAO�PK�?KJPNKH�=??AOO�PK�PDA�K>FA?PO�EJ�=�OP=PEKJ��/J?A�UKQ�?NA=PA�?=PACKNEAO��UKQ�QOA�PDA#=PACKNU�"N#=PACKNU�"NKSOANKSOAN
REAS�PK�?AJPN=HHU�=OOECJ�OUOPAI�K>FA?PO�PK�?=PACKNEAO��/N��=P�PDA�EJ@ERE@Q=H�?KILKJAJP�HARAH��UKQ�QOA�=
?KILKJAJPYO#=PACKNU�3DAAP#=PACKNU�3DAAPREAS�PK�=OOECJ�PDA�?KILKJAJP�PK�KJA�KN�IKNA�?=PACKNEAO�

#KHQIJO
9KQ�?=J�=OOECJ�=J�K>FA?P�PK�I=JU�?=PACKNEAO�=P�PDA�O=IA�PEIA��%=?D�K>FA?P�OPKNAO�EPO�KSJ�?=PACKNEAO�

4K�=??AOO�PDEO�REAS��ATL=J@#KJ`C#KJ`C � 3ANRE?AO3ANRE?AO=J@�NECDP
?HE?G#=PACKNU3ANRE?A#=PACKNU3ANRE?A=J@�?HE?G66EASOEASO� #=PACKNU#=PACKNU
-=J=CAN-=J=CAN�

Column Description
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Figur e 33. #=PACKNU�-=J=CAN��4AILAN=PQNA�0KEJPO�=O�#=PACKNU
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Column Description
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option Description
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Figur e 34. #=PACKNU�3DAAP
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Figur e 35. 0ANIEOOEKJO�"NKSOAN�REAS�ODKSEJC�LANIEOOEKJO�BKN�NKHAO�=J@�QOANO
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Column Description
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Figur e 36. 2KHA�-=J=CAN�REAS
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.AS�N KHA�SEJ@KS

Property Value Description
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?NA=PA@�

.QI>AN�PK�=@@ JQI>AN !HHKSO�UKQ�PK�?NA=PA�I=JU�NKSO�=P
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.AS�N KHA�LNKLANPEAO
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Property Value Description
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Figur e 37. .AS�N KHA�SEJ@KS

Figur e 38. .AS�N KHA�LNKLANPEAO
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Figur e 39. #ANPE`?=PA�OECJEJC�LNKLANPEAO
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Property Value Description
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Property Value Description
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Property Value Description
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?KJ`CQNAO�PDA�?DKKOAN�PK�@EOLH=U�PDA�@AP=EHO�BKN�A=?D�`HA�
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Name Value Description
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Figur e 40. $AB=QHP�REAS�KB�PDA�'AJAN=PA�3AHB
3ECJA@�#ANPE`?=PA�SEJ@KS
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Name Value Description
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J=IA��)P�=LLA=NO�=O�PDASubject EJ
PDA5OAN�+AU�3PKN5OAN�+AU�3PKNAA�

/N C=JEV=PEKJ=H�5JEP��/5	 PATP 4DA�J=IA�KB�=�@AL=NPIAJP�SEPDEJ�PDA
KNC=JEV=PEKJ�KN�=�$KEJC
"QOEJAOO
!O
�$"!�AJPNU	��&NAMQAJPHU��PDEO�AJPNU�EO
HEOPA@�=O��)4����7A>�3A?QNEPU��
�3A?QNA�3ANRE?AO�$AL=NPIAJP��KN�HABP
>H=JG�

/N C=JEV=PEKJ��/	 PATP 4DA�HAC=HHU�NACEOPANA@�J=IA�KB�UKQN
?KIL=JU�KN�KNC=JEV=PEKJ��$K�JKP
=>>NARE=PA�PDEO�J=IA��4DEO�LNKLANPU
EO�NAMQENA@�

,K?=HEPU��,	 PATP 4DA�?EPU�EJ�SDE?D�PDA�KNC=JEV=PEKJ�BKN
SDE?D�UKQ�=NA�?NA=PEJC�PDA�?ANPE`?=PA
EO�HK?=PA@��4DEO�EO�NAMQENA@�KJHU�BKN
KNC=JEV=PEKJO�NACEOPANA@�=P�PDA�HK?=H
HARAH��)B�UKQ�QOA�EP��@K�JKP�=>>NARE=PA�

3P=PA�0NKREJ?A��34	 PATP 4DA�?KILHAPA�J=IA�KB�PDA�OP=PA�KN
LNKREJ?A�EJ�SDE?D�UKQN�KNC=JEV=PEKJ
EO�HK?=PA@��4DEO�LNKLANPU�EO�KLPEKJ=H�

#KQJPNU�#K@A��#	 PSK
?D=N=?PAN�)3/
BKNI=P�?KQJPNU
?K@A�

)B�UKQ�@K�JKP�GJKS�UKQN�?KQJPNU�O
PSK
?D=N=?PAN�?K@A��?DA?G
SSS �?KQJPNU?K@A�KNC��4DEO�LNKLANPU
EO�NAMQENA@�

.KP�"ABKNA @=PA 3LA?E`AO�PDA�@=PA�>ABKNA�SDE?D
PDA�?ANPE`?=PA�EO�JKP�R=HE@��4DEO
@=PA�KJ�=�OANRAN�?ANPE`?=PA
ODKQH@�JKP�>A�A=NHEAN�PD=J�PDA.KP.KP

"ABKN"ABKNAA @=PA�KJ�PDA�#!�?ANPE`?=PA
QOA@�PK�OECJ�EP�

.KP�!BPAN @=PA��@AB=QHPO�PK�KJA�UA=N�BNKI�P DA
Not Before @=PA	

3LA?E`AO�PDA�ATLEN=PEKJ�@=PA�BKN
PDA�?ANPE`?=PA��4DEO�@=PA�KJ�=
OANRAN�?ANPE`?=PA�ODKQH@�JKP�>A
H=PAN�PD=J�PDA.KP�!BPAN.KP�!BPAN@=PA�KJ
PDA�#!�?ANPE`?=PA�QOA@�PK�OECJ�EP�

!�LANEK@�JK�HKJCAN�PD=J�=�UA=N
AJOQNAO�NACQH=N�?ANPE`?=PA
?D=JCAO�I=GEJC�EP�IKNA�HEGAHU
PD=P�PDA�?ANPE`?=PA�?KJP=EJO�PDA
H=PAOP�?NULPKCN=LDE?�OP=J@=N@O�
=J@�NA@Q?EJC�PDA�JQI>AN�KB�KH@�

#KILKJAJPO��REASO�=J@�SEJ@KSO .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

��� -=N ?D���������



Name Value Description

JACHA?PA@�?ANPE`?=PAO�PD=P�?=J�>A
OPKHAJ�=J@�NA
QOA@�BKN�LDEODEJC
=J@�@NERA
>U�I=HS=NA�=PP=?GO�
#D=JCEJC�?ANPE`?=PAO�IKNA
BNAMQAJPHU�EO�ARAJ�>APPAN�

+AU�3EVA JQI>AN 3LA?E`AO�PDA�OEVA�KB�PDA�GAUO�EJ
>EPO��&KQN�GAU�OEVAO�=NA�=HHKSA@�
�����>EPO�������>EPO��P DEO�EO�PDA
@AB=QHP	�������>EPO��=J@������>EPO�
,=NCAN�GAUO�P=GA�HKJCAN�PK
CAJAN=PA�>QP�KBBAN�CNA=PAN
OA?QNEPU�

#ANPE`?=PA�5O=CA� PATP 3LA?E`AO�PDA�LQNLKOA�KB�PDA
?ANPE`?=PA��OANRAN��?HEAJP�KN�#!
?ANPE`?=PA��/PDAN�?ANPE`?=PA
I=J=CAIAJP�OKBPS=NA�QPEHEPEAO�I=U
=HHKS�KPDAN�QO=CAO�

!HPANJ=PA�3ANRAN�.=IA PATP 4DEO�LNKLANPU�LNKRE@AO�=�J=IA�KPDAN
PD=J�PDA�3Q>FA?P��Common Name	
PD=P�PDA�OUOPAI�?=J�QOA�PK�?KJJA?P
PK�PDA�OANRAN��,EGA�PDACommon
Name��PDA�OUOPAI�QOAO�PDA
Alternative Server Name PK
R=HE@=PA�PDA�OANRAN�?ANPE`?=PA�I=GEJC
EP�LKOOE>HA�PK�OLA?EBU�>KPD�=J�)0
�)JPANJAP�0NKPK?KH	�=J@�&1$.��&QHHU
1Q=HE`A@�$KI=EJ�.=IA	�

%I=EH�!@@NAOO AI=EH�=@@NAOO 4DA�?KJP=?P�=@@NAOO�BKN�PDEO
?ANPE`?=PA��)P�I=U�=HOK�>A�PDA
=@@NAOO�PK�SDE?D�UKQN�OECJA@
?ANPE`?=PA���LAI�`HA	�SEHH�>A�OAJP�

+AU�5O=CA N=@EK�>QPPKJO��@AB=QHPO�PKDigital
signature 	

)J@E?=PAO�PDA�>QOEJAOO�O?AJ=NEK�PD=P
NAMQENAO�=QPDAJPE?=PEKJ��AJ?NULPEKJ�
=J@�@ECEP=H�OECJEJC��4DA�LQ>HE?�=J@
LNER=PA�GAUO�=OOK?E=PA@�SEPD�A=?D
?ANPE`?=PA�I=U�>A�QOA@�PK�LNKRE@A
PDAOA�OA?QNA�BA=PQNAO��&KN�=
@AO?NELPEKJ�KB�A=?D��NABAN�PK

+AU�5O=CA�KLPEKJO
Select this Key
Usage option...

When...

Digital
signature

PDA�GAU�EO�PK�>A�QOA@�PK�R=HE@=PA�PDA�=QPDAJPE?EPU�KB�PDA�OANRAN�

Non-repudiation UKQ�JAA@�PK�AJOQNA�PD=P�=�PN=JOBANNA@�IAOO=CA�S=O�OAJP�=J@�NA?AERA@�>U�PDA�L=NPEAO�?H=EIEJC�PK�D=RA�OAJP�=J@
NA?AERA@�PDA�IAOO=CA��4DEO�CQ=N=JPAAO�PD=P�PDA�OAJ@AN�KB�=�IAOO=CA�?=JJKP�H=PAN�@AJU�D=REJC�OAJP�PDA�IAOO=CA�=J@
PD=P�PDA�NA?ELEAJP�?=JJKP�@AJU�D=REJC�NA?AERA@�PDA�IAOO=CA�

Key encipherment UKQ�JAA@�=�LNKPK?KH�PD=P�AJ?NULPO�GAUO��!J�AT=ILHA�EO�3�-)-%�PD=P�AJ?NULPO�=�B=OP��OUIIAPNE?	�GAU�QOEJC�PDA�LQ>HE?
GAU�BNKI�P DA�?ANPE`?=PA��4DA�33,�LNKPK?KH�=HOK�LANBKNIO�GAU�AJ?ELDANIAJP�

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A #KILKJAJPO��REASO�=J@�SEJ@KSO

-=N ?D��������� ���



Select this Key
Usage option...

When...

Data
encipherment

UKQN�=LLHE?=PEKJ�?=HHO�BKN�QOEJC�PDA�LQ>HE?�GAU�PK�AJ?NULP�QOAN�@=P=�=O�SAHH�=O�PDA�?NULPKCN=LDE?�GAUO�

Key agreement PDA�OAJ@AN�=J@�NA?AERAN�KB�PDA�LQ>HE?�GAU�JAA@�PK�@ANERA�PDA�GAU�SEPDKQP�QOEJC�AJ?NULPEKJ��4DA�=LLHE?=PEKJ�?=J�PDAJ
QOA�PDA�LQ>HE?�GAU�PK�AJ?NULP�IAOO=CAO�>APSAAJ�PDA�OAJ@AN�=J@�NA?AERAN��$EB̀A
(AHHI=J�?ELDANO�QOQ=HHU�AJOQNA�GAU
=CNAAIAJP�

Certificate
signing

PDA�OQ>FA?P�LQ>HE?�GAU�EO�QOA@�PK�RANEBU�=�OECJ=PQNA�KJ�?ANPE`?=PAO��/JHU�#!�?ANPE`?=PAO�I=U�QOA�PDEO�ATPAJOEKJ�

CRL signing PDA�OQ>FA?P�LQ>HE?�GAU�EO�QOA@�PK�RANEBU�=�OECJ=PQNA�KJ�NARK?=PEKJ�EJBKNI=PEKJ��OQ?D�=O�=�#2,��#ANPE`?=PA�2ARK?=PEKJ
,EOP
=�HEOP�KB�@ECEP=H�?ANPE`?=PAO�PD=P�D=RA�>AAJ�NAFA?PA@�>U�=�?ANPE`?=PA�=QPDKNEPU	�

Encipher only GAU�=CNAAIAJP�EO�=HOK�AJ=>HA@��4DEO�AJ=>HAO�PDA�LQ>HE?�GAU�PK�>A�QOA@�KJHU�BKN�AJ?ELDANEJC�@=P=�SDEHA�LANBKNIEJC
GAU�=CNAAIAJP�

Decipher only GAU�=CNAAIAJP�EO�=HOK�AJ=>HA@��4DEO�AJ=>HAO�PDA�LQ>HE?�GAU�PK�>A�QOA@�KJHU�BKN�@A?ELDANEJC�@=P=�SDEHA�LANBKNIEJC
GAU�=CNAAIAJP�

.AS�?=PACKNU�SEJ@KSO
4DEO�SEJ@KS�OAPO�QL�JAS�?=PACKNEAO�

"=OE?�?=PACKNU�SEJ@KSO

4K�KLAJ�PDAOA�SEJ@KSO��ATL=J@#KJ`C#KJ`C � 3ANRE?AO3ANRE?AONECDP
?HE?G#=PACKNU3ANRE?A#=PACKNU3ANRE?A=J@�?HE?G66EASOEASO� #=PACKNU#=PACKNU
-=J=CAN-=J=CAN

Property Value Description

.=IA PATP !�J=IA�BKN�PDA�CERAJ�?=PACKNU��4DEO
?=J�>A�=JU�J=IA�PD=P�@AO?NE>AO�DKS
UKQ�=NA�QOEJC�PDA�?=PACKNU�

4ULA @NKL
@KSJ�HEOP 3AHA?PO�PDA�PULA�KB�NA?KN@�

)J@AT JQI>AN #NA=PAO�=�QJEMQA�JQI>AN�BKN�PDA
?=PACKNU�=O�EP�EO�GJKSJ�PK�PDA

Figur e 41. #=PACKNU�LNKLANPEAO

#KILKJAJPO��REASO�=J@�SEJ@KSO .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

��� -=N ?D���������



Property Value Description

OP=PEKJ�

.AS�%@EP�NKHAO�SEJ@KS
4DEO�SEJ@KS�?NA=PAO�=J@�A@EPO�NKHAO�=J@�LANIEOOEKJO��9KQ�=??AOO�EP�BNKI�P DA2KHA�-=J=CAN2KHA�-=J=CANREAS��2KHA3ANRE?A	�

Property Value Description

.=IA PATP 0NKRE@AO�@AO?NELPERA�PATP�PD=P
NAaA?PO�PDA�E@AJPEPU�KB�PDA�AJPEPU
KN�HKCE?=H�CNKQLEJC�

0ANIEOOEKJO ?DA?G�>KT�=J@�?DKKOAN #KJ`CQNAO�PDA�PULA�KB�=??AOO�

All Powerful User OAPO�QL�=�OQLAN
QOAN�SEPD�=??AOO�PK�PDA�AJPENA
OP=PEKJ�=J@�`HA�OUOPAI�

4K�?KJ`CQNA�EJ@ERE@Q=H
LANIEOOEKJO�BKN�=�NKHA��?HE?G�PDA
?DARNKJ�

4DA�>KT�>APSAAJ�PDA�!HH
0KSANBQH�5OAN�=J@�PDA�?DARNKJ
@EOLH=UO�=HH�?=PACKNEAO��"=OE?
?=PACKNEAO�@EOLH=U�>U�EJ@AT
JQI>AN��BKN�AT=ILHA����NSE�

P=CO PATP 0NKRE@A�=@@EPEKJ=H��OA=N?D=>HA
EJBKNI=PEKJ�=>KQP�PDA�K>FA?P�

Figur e 42. %@EP�NKHA�SEJ@KS

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A #KILKJAJPO��REASO�=J@�SEJ@KSO

-=N ?D��������� ���



Property Value Description

!JU�P=CO�=OOK?E=PA@�SEPD�PDA
K>FA?P�=LLA=N�=P�PDA�AJ@�KB�PDA
0N0NKLANPU�3DAAPKLANPU�3DAAP��4DA�P=C�E?KJ
E@AJPE`AO�PDAI�

0H=PBKNI�!QPDAJPE?=PEKJ�SEJ@KS
4DEO�SEJ@KS�KLAJO�=BPAN�=�OA?QNA�LH=PBKNI�?KJJA?PEKJ�EO�I=@A��)PO�LQNLKOA�EO�PK�=QPDAJPE?=PA�PDA�LH=PBKNI
QOAN�

Name Value Description

.=IA PATP 4DA�J=IA�I=U�EJ?HQ@A�UKQN�?KIL=JU
JAPSKNG�J=IA��SDAJ�?KJJA?PEJC�PK�=
7 EJ@KSO
>=OA@�?KILQPAN	��PDA�)0
=@@NAOO�KB�PDA�?KJPNKHHAN��KN�DKOP
J=IA�KB�PDA�?KJPNKHHAN�

3?DAIA PATP 4DEO�EJBKNI=PEKJ�E@AJPE`AO�PDA
=QPDAJPE?=PEKJ�O?DAIA�QOA@�PK�HKC
KJ�PK�=�LH=PBKNI��(440
"=OE?��(440

$ECAOP��KN�3#2!-
3(!����

#NA@AJPE=HO^5OANJ=IA PATP 4DEO�EO�SDANA�UKQ�AJPAN�PDA�LH=PBKNI
QOAN�J=IA�?NA=PA@�SDAJ�PDA
?KJPNKHHAN�S=O�?KIIEOOEKJA@��!??AOO
PK�PDEO�J=IA�EO�PDNKQCD0H=PBKNI0H=PBKNI

Figur e 43. 0H=PBKNI�=QPDAJPE?=PEKJ�SEJ@KS

#KILKJAJPO��REASO�=J@�SEJ@KSO .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

��� -=N ?D���������



Name Value Description

!@IEJEOPN=P!@IEJEOPN=PEKJEKJ� 5OAN�!??KQJPO5OAN�!??KQJPO�

#NA@AJPE=HO^0=OOSKN@ PATP 4DEO�EO�PDA�L=OOSKN@�?NA=PA@�SDAJ
PDA�?KJPNKHHAN�S=O�?KIIEOOEKJA@�
!??AOO�PK�PDEO�L=OOSKN@�EO�PDNKQCD
0H=PBKNI�!@IEJEOPN=P0H=PBKNI�!@IEJEOPN=PEKJEKJ� 5OAN5OAN
!??KQJPO!??KQJPO�

2AIAI>AN�4DAOA�#NA@AJPE=HO ?DA?G�>KT 3AHA?P�PDEO�?DA?G�>KT�PK�D=RA�PDA
OUOPAI�=QPKI=PE?=HHU�`HH�EJ�PDA�QOAN
J=IA�=J@�L=OOSKN@�SDAJ�UKQ�HKC�KJ
PDA�JATP�PEIA�

0H=PBKNI�#KJJA?P
4DEO�SEJ@KS�KLAJO�SDAJ�UKQ�KLAJ�=�LH=PBKNI��OQLANREOKN�0#�KN�?KJPNKHHAN	�

Name Value Description

4ULA @NKL
@KSJ�HEOP��@AB=QHPO�PKPlatform
TLS Connection �	

3AHA?PO�PDA�PULA�KB�?KJJA?PEKJ�
OP=J@=N@�KN�4,3�OA?QNA�

(KOP��PULA	 PULA�@NKL
@KSJ�>KT�=J@�?DKKOAN
�@AB=QHPO�PKIP

)@AJPE`AO�PDA�LH=PBKNI�

)0�=@@NAOO )0�=@@NAOO )@AJPE`AO�PDA�)0�=@@NAOO�KN�52,�KB
PDA�DKOP�LH=PBKNI�

0KNP JQI>AN��@AB=QHPO�PK�����	 )@AJPE`AO�PDA�LKNP�BKN�OA?QNA
LH=PBKNI�?KIIQJE?=PEKJ�

0H=PBKNI�4,3�OAPPEJCO
4DEO�SEJ@KS�OAPO�QL�PDA�LH=PBKNIPHO��JE=C=N=@	�LNKLANPEAO�PD=P�LNKRE@A�OANRAN�=QPDAJPE?=PEKJ�=J@�AJ?NULPEKJ��4K
=??AOO�EP��NECDP
?HE?G0H=PBKNI0H=PBKNI� 66EASOEASO� 0H=PBKNI�!@IEJEOPN=P0H=PBKNI�!@IEJEOPN=PEKJEKJ=J@�@KQ>HA
?HE?G#D=JCA�4,3�3APP#D=JCA�4,3�3APPEJCOEJCO�

Figur e 44. 0H=PBKNI�?KJJA?P�SEJ@KS

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A #KILKJAJPO��REASO�=J@�SEJ@KSO

-=N ?D��������� ���



Name Value Description

3P=PA 4,3 $AB=QHPO�PK�4,3�KJHU�

0KNP JQI>AN 4DA�LKNP�BKN�OA?QNA�?KIIQJE?=PEKJ�
$AB=QHPO�PK�����

#ANPE`?=PA�!HE=O PATP��@AB=QHPO�PK�PDA@AB=QHPOAHB

OECJA@�?ANPE`?=PA	

0NKRE@AO�=�HEOP�KB�=R=EH=>HA�?ANPE`?=PA
=HE=OAO�PK�?DKKOA�BNKI�
!O�KB.E=C=N=����� ��PDAdefault
?ANPE`?=PA�EO�PDA�OAHB
OECJA@
?ANPE`?=PA�=QPKI=PE?=HHU�?NA=PA@
SDAJ�UKQ�`NOP�=??AOOA@�PDA
LH=PBKNI�

NOTE: )B�PDAPNE@EQI ?ANPE`?=PA�EO
=HNA=@U�QOA@�KJ�PDA�OP=PEKJ�KN
PDA�LH=PBKNI�NQJO�=�LNA
.E=C=N=

���� RANOEKJ��PDAPNE@EQI
?ANPE`?=PA�EO�QOA@��>QP�EP�SEHH�JKP
OANRA�=O�=�NA?KRANU�?ANPE`?=PA�

)P�?=JJKP�>A�@AHAPA@�=J@�ODKQH@
>A�QOA@�BKN�NA?KRANU�LQNLKOAO�
4DA�@AB=QHP�?ANPE`?=PA�EO
LNKPA?PA@�>U�PDA�CHK>=H
?ANPE`?=PA�L=OOSKN@��)B�KPDAN
?ANPE`?=PAO�=NA�EJ�PDA�DKOP
LH=PBKNIYO�GAU�OPKNA��UKQ�?=J
OAHA?P�PDAI�BNKI�P DA�@NKL
@KSJ
HEOP�

#ANPE`?=PA�0=OOSKN@ PATP�=J@�?DA?G�>KT !O�KB.E=C=N=����� ��PDA�?ANPE`?=PA�EO
L=OOSKN@
LNKPA?PA@�>U�=�QJEMQA
L=OOSKN@�KN�PDA�CHK>=H�?ANPE`?=PA
L=OOSKN@��0NKILPO�PDA�QOAN�PK

Figur e 45. 0H=PBKNI�4,3�3APPEJCO�SEJ@KS

#KILKJAJPO��REASO�=J@�SEJ@KSO .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A

��� -=N ?D���������



Name Value Description

LNKRE@A�PDA�QOAN
@A`JA@�L=OOSKN@
KN�PDA�CHK>=H�?ANPE`?=PA�L=OOSKN@
=OOK?E=PA@�SEPD�PDA�?ANPE`?=PA�

0NKPK?KH 4,3R�����^�)J?HQ@AO�4,3�RANOEKJO
����������=J@������LN KRE@EJC�PDA�IKOP
aATE>EHEPU��4,3R�����^�/JHU�4,3
RANOEKJO�����KN�����=NA�=??ALPA@�
4,3R�����^��@AB=QHP	�/JHU�4,3
RANOEKJO�����KN�����=NA�=??ALPA@�
4,3R����^�/JHU�4,3�RANOEKJ�����EO
=??ALPA@�

$A`JAO�PDA�IEJEIQI�4,3
�4N=JOLKNP�,=UAN�3A?QNEPU	
LNKPK?KH�RANOEKJ�PD=P�PDA
LH=PBKNI�@=AIKJYO�OA?QNA�OANRAN
=??ALPO�PK�JACKPE=PA�SEPD�=�?HEAJP
BKN�=�OA?QNA�LH=PBKNI�?KJJA?PEKJ�
$QNEJC�PDA�D=J@OD=GA��PDA�OANRAN
=J@�?HEAJP�=CNAA�KJ�SDE?D
LNKPK?KH�PK�QOA�

5OA�%TPAJ@A@�-=OPAN�3A?NAP true �@AB=QHP	�KNfalse 4QNJO�KJ�=J@�KBB�PDA�Z%TPAJ@A@
-=OPAN�3A?NAP[�KJ�=�OANRAN��7DAJ
PQNJA@�KBB��OAP�PKfalse 	�=J@�PDA
LH=PBKNI�NAOP=NPO��PDA�#05�QO=CA
@KAO�JKP�?D=JCA�OECJE`?=JPHU�SDAJ
?KJJA?PEJC�PK�PDA0H=PBKNI0H=PBKNI
!@IEJEOPN=P!@IEJEOPN=PEKJEKJREAS�BNKI�=�&)03
IK@A
7 KNG>AJ?D�

4,3�#ELDAN�3QEPA�'NKQL @NKL
@KSJ�HEOP�recommended �@AB=QHP	
KNsupported

#KJPNKHO�SDE?D�?ELDAN�OQEPAO�?=J�>A
QOA@�@QNEJC�4,3�JACKPE=PEKJ��4DA
@AB=QHP�EO�IKNA�OA?QNA�PD=J�PDA�KPDAN
KLPEKJ��Supported 	�=J@�ODKQH@�>A
QOA@�QJHAOO�EP�?=QOAO�?KIL=PE>EHEPU
EOOQAO�SEPD�PDA�?HEAJP�

0ANIEOOEKJO�I=L
4DEO�SEJ@KS�=OOK?E=PAO�LANIEOOEKJO�SEPD�?=PACKNEAO�=J@�LANIEOOEKJ�HARAHO��4K�=??AOO�EP��=@@�KN�A@EP�=�NKHA�=J@
?HE?G�PDA�?DARNKJ�JATP�PK�PDAPermissions LNKLANPU�

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A #KILKJAJPO��REASO�=J@�SEJ@KSO

-=N ?D��������� ���



Column Description

#=PACKNU User =J@Admin =NA�@AB=QHP�?=PACKNEAO�?NA=PA@�>U�PDA.AS�3P=P.AS�3P=PEKJEKJSEV=N@��%=?D�?=PACKNU�K??QLEAO�=�OEJCHA�NKS
EJ�PDA�0ANIEOOEKJO�I=L�

/LAN=PKN 0NKRE@AO�=�S=U�PK�OAP�=??AOO�NECDPO�BKN�?KILKJAJPO�PD=P�=NA�?KJ`CQNA@�SEPD�PDAoperator LANIEOOEKJ�HARAH�

0ANIEOOEKJ�HARAH�EO�OAP�>U�PDAOperator ?KJ`C�a=C�KJ�PDA�?KILKJAJPYO0N0NKLANPU�3DAAPKLANPU�3DAAP�

!@IEJ )J@E?=PAO�PD=P�PDA�K>FA?P�I=U�>A�NA=@��SNEPPAJ�KN�=J�=?PEKJ�EJRKGA@�>U�KJHU�OUOPAI�QOANO�PD=P�D=RA�>AAJ�CN=JPA@
admin NECDPO�

4DA�!@IEJ�LANIEOOEKJ�HARAH�EO�OAP�>U�PQNJEJC�KBB�PDAOperator ?KJ`C�a=C�KJ�PDA�?KILKJAJPYO
0N0NKLANPU�3DAAPKLANPU�3DAAP�

3AOOEKJ�)JBK�SEJ@KS
4DA3AOOEKJ�)JBK3AOOEKJ�)JBKSEJ@KS�NALKNPO�PDA�OA?QNEPU�OP=PQO�KB�PDA�?QNNAJP�?KIIQJE?=PEKJ�OAOOEKJ��9KQ�REAS�PDEO
SEJ@KS�>U�NECDP
?HE?GEJC�PDA�3AOOEKJ�)JBK�E?KJ��	�

Figur e 46. 0ANIEOOEKJO�SEJ@KS
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Section Description

)@AJPE`AO�PDA�QOAN�=??KQJP�PD=P�EO�HKCCA@�EJ�PK�PDA�OP=PEKJ�

)@AJPE`AO�PDA�DKOP�J=IA�KB�PDA�OANRAN�

KN

2ALKNPO�KJ�PDA�=PPAILP�PK�RANEBU�PDA�=QPDAJPE?EPU�KB�PDA�OANRAN�

!�CNAAJ�ODEAH@�EJ@E?=PAO�PD=P�=�NKKP�#!�?ANPE`?=PA�EJ�PDA�?HEAJPYO�4NQOP�3PKNA�RANE`A@�PDA
=QPDAJPE?EPU�KB�PDA�OANRAN�?ANPE`?=PA�

!�NA@�ODEAH@�EJ@E?=PAO�PD=P�PDA�?HEAJP�OUOPAI�BKQJ@�JK�I=P?DEJC�NKKP�#!�?ANPE`?=PA�EJ�=
44NQOP�3PKNNQOP�3PKNAA SEPD�SDE?D�PK�RANEBU�PDA�OANRAN�?ANPE`?=PA�

#HE?GEJCCertificate Information @EOLH=UO�PDA�?ANPE`?=PA�

KN

$AO?NE>AO�PDA�&KTO�OAOOEKJ�AJ?NULPEKJ�OPNAJCPD�

!�CNAAJ�ODEAH@�EJ@E?=PAO�PD=P�PDA�PN=JOIEOOEKJ�EO�AJ?NULPA@�

!�NA@�ODEAH@�EJ@E?=PAO�PD=P�PDA�PN=JOIEOOEKJ�EO�JKP�AJ?NULPA@�

,KCO�SDAJ�PDA�&KTO�OAOOEKJ�>AC=J�

Figur e 47. 3AOOEKJ�EJBK�SDAJ�QOEJC�=�OAHB
OECJA@�?ANPE`?=PA
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3P=PEKJ�!QPDAJPE?=PEKJ�SEJ@KS
4DEO�SEJ@KS�KLAJO�=BPAN�=�OA?QNA�OP=PEKJ�?KJJA?PEKJ�EO�I=@A��)PO�LQNLKOA�EO�PK�=QPDAJPE?=PA�PDA�OP=PEKJ�QOAN�

Name Value Description

.=IA PATP 4DA�OP=PEKJ�J=IA��SDE?D��BKN�=
?KJPNKHHAN��EO�QOQ=HHU�EPO�)0�=@@NAOO�

3?DAIA PATP 4DEO�EJBKNI=PEKJ�E@AJPE`AO�PDA
=QPDAJPE?=PEKJ�O?DAIA�QOA@�PK�HKC
KJ�PK�PDEO�OP=PEKJ��4DA�O?DAIA�QOA@
@ALAJ@O�QLKJ�PDA�QOAN�
#KJ`CQN=PEKJ�EO�PDNKQCD�PDA
5OAN3ANRE?A�

#NA@AJPE=HO^5OANJ=IA PATP 4DEO�EO�SDANA�UKQ�AJPAN�UKQN�OP=PEKJ
QOAN�J=IA�

#NA@AJPE=HO^0=OOSKN@ PATP 4DEO�EO�UKQN�LH=PBKNI�L=OOSKN@�
SDE?D�EO�PDA�O=IA�=O�UKQN�LANOKJ=H
OP=PEKJ�L=OOSKN@�

2AIAI>AN�4DAOA�#NA@AJPE=HO ?DA?G�>KT 3AHA?P�PDEO�?DA?G�>KT�PK�D=RA�PDA
OUOPAI�=QPKI=PE?=HHU�`HH�EJ�PDA�QOAN
J=IA�=J@�L=OOSKN@�SDAJ�UKQ�HKC�KJ
PDA�JATP�PEIA�

3P=PEKJ�#KJJA?P�SEJ@KS
4DEO�SEJ@KS�KLAJO�SDAJ�UKQ�KLAJ�=�OP=PEKJ�

Figur e 48. 3P=PEKJ�!QPDAJPE?=PEKJ�SEJ@KS
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Name Value Description

4ULA @NKL
@KSJ�HEOP��@AB=QHPO�PKStation
TLS Connection 	

\ Station TLS Connection

\ Station TLS WebSocket

Connection

\ Station Connection

(KOP��PULA	 @NKL
@KSJ�HEOP $AB=QHPO�PKIP �

)0�=@@NAOO PATP 4DEO�EO�SDANA�UKQ�AJPAN�PDA�)0
=@@NAOO�KN�52,�KB�PDA�DKOP�LH=PBKNI�

0KNP JQI>AN 4DA�LKNP�BKN�OA?QNA�OP=PEKJ��BKTO	
?KIIQJE?=PEKJ��$AB=QHPO�PK������

Figur e 49. 3P=PEKJ�#KJJA?P�SEJ@KS
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Chapter 7. Glossary
4DA�BKHHKSEJC�CHKOO=NU�AJPNEAO�NAH=PA�OLA?E`?=HHU�PK�PDA�PKLE?O�PD=P�=NA�EJ?HQ@A@�=O�L=NP�KB�PDEO�@K?QIAJP�

4K�`J@�IKNA�CHKOO=NU�PANIO�=J@�@A`JEPEKJO�NABAN�PK�CHKOO=NEAO�EJ�KPDAN�EJ@ERE@Q=H�@K?QIAJPO�

Alphabetical listing

Certificate Authority (CA)
!J�AJP EPU�PD=P�EOOQAO�PDA�@ECEP=H�?ANPE`?=PAO�QOA@�PK�?ANPEBU�PDA�KSJANODEL�KB�=�LQ>HE?�GAU�>U�PDA�J=IA@�OQ>FA?P
KB�PDA�?ANPE`?=PA��4DEO�=HHKSO�OUOPAI�QOANO�PK�NAHU�QLKJ�OECJ=PQNAO�KN�=OOANPEKJO�I=@A�>U�PDA�LNER=PA�GAU�PD=P
?KNNAOLKJ@O�PK�PDA�?ANPE`A@�LQ>HE?�GAU��)J�PDEO�NAH=PEKJODEL�IK@AH��PDA�L=NPU�PD=P�NAHEAO�KJ�PDA�?ANPE`?=PA�PNQOPO
PD=P�PDA�OQ>FA?P��KSJAN	�KB�PDA�?ANPE`?=PA�EO�=QPDAJPE?�>A?=QOA�KB�PDA�NAH=PEKJODEL�KB�>KPD�L=NPEAO�PK�PDA�#!�

Certificate Revocation List (CRL)

!�HEOP�KB�@ECEP=H�?ANPE`?=PAO�PD=P�=NA�JK�HKJCAN�R=HE@��ARAJ�EB�PDAU�=NA�OECJA@�>U�=�PNQOPA@�#!�

chain of trust
!HOK�?=HHA@�=�SA>�KB�PNQOP��?ANPE`?=PEKJ�L=PD��KN�PNQOPA@�?ANPE`?=PA�PNAA�EO�=J�=LLNK=?D�PK�OANRAN�RANE`?=PEKJ�PD=P
QOAO�=�OAHB
OECJA@�?ANPE`?=PA�KSJA@�>U�=�#!��#ANPE`?=PA�!QPDKNEPU	�PK�>ACEJ�PDA�=QPDKNEVA@�NAH=PEKJODELO��4DA
LNER=PA�GAU�KB�PDEO�NKKP�#!�?ANPE`?=PA�OECJO�=�?KIL=JUYO�OANRAN�?ANPE`?=PA�O	��)JPANIA@E=PA�?ANPE`?=PAO�I=U�>A
QOA@�PK�BQNPDAN�EOKH=PA�NAH=PEKJODELO��OQ?D�=O�>U�CAKCN=LDE?�HK?=PEKJ�KN�?KNLKN=PA�@EREOEKJ�

Distinguished Name
!�$EOPEJCQEODA@�.=IA��$.	�EO�=�OPNEJC�PD=P�QJEMQAHU�E@AJPE`AO�=J�AJPNU�EJ�PDA�,$!0�@ ENA?PKNU��)PYO�?KIL=N=>HA
PK�=�L=PD�EJ�=�`HA�OUOPAI��4DA�#.�LKNPEKJ�KB�PDA�$.�EO�?KIL=N=>HA�PK�=�`HA�J=IA�

!O�EP�=LLHEAO�PK�3!-,�=PPNE>QPA�I=LLEJC��=J�)@AJPEPU�0NKRE@AN�I=U�NAPQNJ�=�$.��A�C��#.�QOAN'NKQL�
/5�5OANO��$#�@KI=EJ��$#�JAP	�BKN�PDA�LNKPKPULA.=IA�=PPNE>QPA��-KNA�@AP=EHO�KJ�3!-,�=QPDAJPE?=PEKJ�=J@
=PPNE>QPA�I=LLEJC�=NA�=R=EH=>HA�EJ�PDA�Z3EJCHA�3ECJ�/J[�OA?PEKJ�KB�PDA�$�"�,���.�.$*)�� �/,$.3��/$� �

Incomplete certificate chain
!�?ANPE`?=PA�?D=EJ�PD=P�EO�IEOOEJC�KJA�KN�IKNA�?ANPE`?=PAO�BNKI�P DA�NKKP
OE@A�KB�PDA�?D=EJ��BKN�AT=ILHA� )��� ,.
��$). ,( �$�. �
��� ��KN )��� ,.���$). ,( �$�. �
������$). ,( �$�. �
���� 4DA�L=NP�KB�PDA�?D=EJ�PD=P�NAI=EJO
IQOP�OPEHH�>A�LNKLANHU�OECJA@�=J@�KN@ANA@�

Key
!�@ECEP=H�GAU�EO�=�RANU�H=NCA��@EB̀?QHP
PK
LNA@E?P�JQI>AN�OQNNKQJ@A@�>U�=�?ANPE`?=PA��+AUO�OANRA�PDAOA�LQNLKOAO�
�	�4DA�LQ>HE?�GAU�KB�=�NKKP�#!�?ANPE`?=PA�EJ�=�?HEAJPYO3UOPAI3UOPAIKN5OAN�45OAN�4NQOP�3PKNNQOP�3PKNAA RANE`AO�PDA�=QPDAJPE?EPU�KB�A=?D
OANRAN���	�4DA�LNER=PA�GAU�KB�=�PNQOPA@�NKKP�#!�?ANPE`?=PA�I=U�OECJ�KPDAN�?ANPE`?=PAO���	�!BPAN�OANRAN
=QPDAJPE?=PEKJ��I=P?DEJC�LQ>HE?�=J@�LNER=PA�GAUO�AJ?NULP�=J@�@A?NULP�@=P=�PN=JOIEOOEKJ�

NEQL
.E=C=N=�%JPEPU�1QANU�,=JCQ=CA�LNKRE@AO�=�OEILHA�IA?D=JEOI�BKN�MQANUEJC�K>FA?PO�SEPD�P=CO��7DANA=O�"1,
OQLLKNPO�PDA�PNAA�OAI=JPE?O�=J@�L=PDEJC�KB7 KNG>AJ?D?KILKJAJP�OL=?A��BKN�AT=ILHA�L=NAJP�L=NAJP	�=J@
"&KNI=P�KLAN=PEKJO��.%1,�MQANEAO�KJHU�BKN�P=CO�QOEJC�PDA.E=C=N=��P=C=>HA�=J@�AJPEPU�!0)O�

object
!J�K>FA?P�EO�PDA�>=OA�?H=OO�NAMQENA@�BKN�=HH�OUOPAI�AJPEPEAO�PD=P�?KJBKNI�PK�PDA�>=F=�IK@AH��/>FA?PO�CNKQL
EJBKNI=PEKJ�QOA@�PK�?KJOPNQ?P�=�IK@AH�PD=P�EJ?HQ@AO�>QEH@EJC�@ARE?AO��RENPQ=H�@ARE?AO��EJ@ERE@Q=H�LKEJPO��QOANO�
OUOPAI�BA=PQNAO�=J@�OANRE?AO��/>FA?PO�=LLA=N�EJ�PDA�.=R�PNAA�=O�`HAO��IK@QHAO��EJOP=HHANO��=@IEJEOPN=PKNO�
?KLEANO��@NERANO�=J@�=LLO��-AP=@=P=�=OOK?E=PA@�SEPD�K>FA?PO��EJ?HQ@EJC�?=PACKNEAO��NKHAO��LANIEOOEKJO	��=J@
DEAN=N?DEAO��LNKRE@A�=??AOO�?KJPNKH�=J@�?KJ`CQN=PEKJ�KLPEKJO�PK�I=J=CA�=QPKI=PA@�>QEH@EJCO�AB`?EAJPHU�

.E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A 'HKOO=NU
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pem file
!�0NER=?U�%JD=J?A@�-=EH�#ANPE`?=PA��0%-	�EO�=�?ANPE`?=PA�`HA�BKN�=QPDAJPE?=PEJC�=�OA?QNA�OANRAN��)P�I=U�?KJP=EJ�
=�LNER=PA�GAU�=J@�R=NEKQO�?ANPE`?=PAO��OQ?D�=O�=�?ANPE`?=PA�=QPDKNEPU��#!	�?ANPE`?=PA��LNEI=NU�?ANPE`?=PA��=J@
EJPANIA@E=PA�?ANPE`?=PA��4DAOA�?ANPE`?=PAO�I=GA�QL�PDA�?D=EJ�KB�PNQOP�

permission
4DA�NECDP�PK�=??AOO�=�?KILKJAJP�OHKP��BKH@AN��`HA�KN�DEOPKNU��4DNAA�NECDPO�I=U�>A�CN=JPA@��PDA�NECDP�PK�NA=@
EJBKNI=PEKJ�LNKRE@A@�>U�PDA�K>FA?P��PDA�NECDP�PK�SNEPA��?D=JCA	�PDA�K>FA?P��=J@�PDA�NECDP�PK�EJRKGA�=J�=?PEKJ�KJ
PDA�K>FA?P��2ECDPO�=NA�CN=JPA@�QOEJC�PDA2KHA�-=J=CAN2KHA�-=J=CANYO�LANIEOOEKJO�I=L��0ANIEOOEKJO�=NA�=LLHEA@�PK�QOANO�>U
=OOECJEJC�A=?D�QOAN�=�NKHA��!�OQLAN�QOAN�EO�=QPKI=PE?=HHU�CN=JPA@�ARANU�LANIEOOEKJ�EJ�ARANU�?=PACKNU�BKN�ARANU
K>FA?P�

permission level
!�OHKP�?KJ`C�a=C�PD=P�EJ@E?=PAO�SDK�EO�=HHKSA@�PK�=??AOO�PDA�OHKP��7DAJ�QJ?DA?GA@��PDA�@AB=QHP	�=P�HA=OP
admin 
2A=@��2	�LANIEOOEKJ�EO�NAMQENA@��=O�@A`JA@�EJ�PDA2KHA�-=J=CAN2KHA�-=J=CANYO�LANIEOOEKJO�I=L	��7DAJ�?DA?GA@�=
QOAN�SEPD�=�IEJEIQI�KB operator 
NA=@�LANIEOOEKJ��N	�I=U�=??AOO�PDA�OHKP�

Certificate
!�0+)��0Q>HE?�+AU�#ANPE`?=PA	�KN�@ECEP=H�?ANPE`?=PA�EO�=J�AHA?PNKJE?�@K?QIAJP�QOA@�PK�LNKRA�KSJANODEL�KB�=
LQ>HE?�GAU��4DA�?ANPE`?=PA�EJ?HQ@AO�EJBKNI=PEKJ�=>KQP�PDA�GAU��PDA�E@AJPEPU�KB�EPO�KSJAN��=J@�PDA�@ECEP=H
OECJ=PQNA�KB�=J�AJPEPU�PD=P�RANE`A@�PDA�R=HE@EPU�KB�PDA�?ANPE`?=PAYO�?KJPAJPO��)B�PDA�OECJ=PQNA�EO�R=HE@��=J@�PDA
?HEAJP�?=J�PNQOP�PDA�OECJAN��PDA�?HEAJP�?=J�>A�?KJ`@AJP�PD=P�EP�?=J�QOA�PDA�LQ>HE?�GAU�?KJP=EJA@�EJ�PDA�?ANPE`?=PA
PK�?KIIQJE?=PA�SEPD�PDA�OANRAN�

Public Key Infrastructur e (PKI)

2ABANO�PK�PDA�?NA=PEKJ��OECJ=PQNA��=J@�I=J=CAIAJP�KB�@ECEP=H�?ANPE`?=PAO�

role
!�HKCE?=H�CNKQLEJC�PD=P�EO�=OOECJA@�=O�IAP=@=P=�PK�OUOPAI�QOANO��DQI=J�=J@�I=?DEJA	�BKN�OA?QNEPU�LQNLKOAO�
&KN�AT=ILHA��NKHAO�I=U�>A�QOA@�PK�CNKQL�QOANO�=O�=@IEJEOPN=PKNO��admin 	��NACQH=N�QOANO��QOAN	��=J@�KLAN=PKNO
�operator 	�

2KHAO�OLAA@�PDA�I=J=CAIAJP�KB�LANIEOOEKJO�BKN�=�H=NCA�JQI>AN�KB�QOANO��4DA�LANIEOOEKJO�KB�=�CNKQL�KB�QOANO
PD=P�OD=NA�PDA�O=IA�NKHA�?=J�>A�QL@=PA@�>U�?D=JCEJC�PDA�NKHAYO�LANIEOOEKJO�EJOPA=@�KB�QL@=PEJC�A=?D�QOANYO
LANIEOOEKJO�EJ@ERE@Q=HHU�

9KQ�I=J=CA�NKHAO�QOEJC�PDA2KHA3ANRE?A�

signatur e
!�@ECEP=H�OECJ=PQNA�?KI>EJAO�=�QJEMQA�D=OD�PD=P�EO�?NA=PA@�QOEJC�=�?NULPKCN=LDE?�=HCKNEPDI��OQ?D�=O�3(!
���	
SEPD�=�LQ>HE?�GAU��4DEO�EO�@KJA�>U�QOEJC�=�I=P?DEJC�LNER=PA�GAU�PK�AJ?NULP�PDA�D=OD��4DA�NAOQHPEJC�OECJ=PQNA�EO
QJEMQA�PK�>KPD�PDA�?ANPE`?=PA�=J@�PDA�QOAN��&EJ=HHU��PDA�OECJEJC�LNK?AOO�AI>A@O�PDA�@ECEP=H�OECJ=PQNA�EJ�PDA
?ANPE`?=PA�

user permission
3AA�LANIEOOEKJ�

'HKOO=NU .E=C=N=�3P=PEKJ�3A?QNEPU�'QE@A
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