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PREFACE

Preface

+  Document Change Log

Document Change Log

Updates (changes or additions) to this document are listed as follows.

+  Changes to the document made: November 8, 2013:

+  Modified “Move your legacy certificate folder structure (Niagara 3.8)” on page 2-3 to clarify that
copying the legacy file structure forward applies only if upgrading to NiagaraAX 3.8 from a pre-
vious version.

+  Modified “Create a folder structure” on page 3-2 to accommodate both version 3.7 and 3.8 us-
ers.

+  Changes based on NiagaraAX 3.8 made: November 5, 2013

+  Rewrote the answer to the question about the upgrade path to explain that the security fold-
er is automatically copied forward when NiagaraAX is updated. See “Frequently-asked ques-
tions” on page 1-1.

+ Added a topic to suggest that legacy users should cut and paste their current certificate folder
structure to the new certManagement folder. See “Move your legacy certificate folder struc-
ture (Niagara 3.8)” on page 2-3.

+  Modified “Create a folder structure” on page 3-2 to explain that opening Certificate Manage-
ment for the first time automatically creates the certManagement folder.

+  Modified the certificate creation and signing graphics in “Certificate creation” on page 5-2 to
illustrate the certManagement folder. Added introductory sentences to several of the items
in the ordered lists that follow the certificate creation illustrations.

+  Changes to 3.7ul made: August 16, 2013

+  Made general editorial changes throughout the book, for example, removed “decrypt” and “de-
cryption” based on the assumption that the word “encrypt/encryption” covers both directions.

+  Rewrote the answer to “Does using multiple keys slow performance?” in“Frequently-asked
questions” on page 1-1.

+  Combined all best practices into one section of the introductory chapter. See “NiagaraAX SSL
best practices” on page 1-3.

+  Rewrote the answer to the comment/question, “Our company already has signed certifi-
cates. Can they be used on our JACEs?” See “NiagaraAX SSL best practices” on page 1-3.

+  Rewrote the answer to the question that begins, “Is there an upgrade path for SSL security...”.
This is the last paragraph before “NiagaraAX SSL best practices” on page 1-3.

+  Added two sentences to the fifth bullet, rewrote the fourth bullet, and rewrote the last bullet
from the end of “Security considerations” on page 1-4.

+  Changed the note following the last bullet in “Security considerations” on page 1-4 to a caution
and rewrote the final sentence.

+  Added a sentence that begins, “Before you begin...” in the introduction to “Install SSL module”
on page 2-2.

+ Added a qualifying phrase at the beginning of the section “Check for SSL license” on page 2-3.

+  Rewrote the discussion following step 3 in “Enable the Web Service connection” on page 2-7.

+ Added a note to explain that when Https Enabled is set to true, Foxs Enabled must
also be set to true. See “Confirm the Fox Service connection” on page 2-7

+  Added the paragraph beginning “Ideally, you want to set...” as part of the discussion following
step 2 in “Confirm the Fox Service connection” on page 2-7

+  Created a new section, “Temporarily approve the self-signed certificates” on page 2-9.
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Reworked “Configure outgoing email” on page 2-9.

Reworked“Upgrade from crypto.jar” on page 2-10.

Resized all the drawings in “About SSL—Alice, Bob, Cathy and Bart” on page 4-1 and “About
NiagaraAX SSL” on page 5-1 so that they will look better in the help system.

Added an explanation of “man-in-the-middle attack” to “When things go wrong” on page 4-2.
Reworked “Keys” on page 4-4.

Reworked portions of “Signing a certificate with a private key” on page 4-4.

Made significant changes to the Figure 5-1 in the section titled “NiagaraAX’s client/server ar-
chitecture” on page 5-1, including adding numbers to the illustration so that it is easier to iden-
tify the relationships being called out.

Reworked “Workbench certificate signing” on page 5-3, including changing an error in the il-
lustration.

Combined very similar information into “About the SSL Toolset” on page 5-7 and reworked the
wording to contain all the unique information from the similar sections.

Added a new question and answer pair to document a login error. See “Fix error conditions” on
page 6-1.

Reworked “Reset or replace a JACE securely” on page 6-2.

Rewrote the definition of CA Certificate in “SSL Toolset terminology” on page 7-1.

Rewrote the descriptions of these properties: FOx Enabled, Foxs Enabled, Foxs only
and added a note describing how each are used. See “Fox Service configuration properties” on
page 7-8. Did the same for Http Enabled, Https Enabled, and Https only. See “Web
Service configuration properties” on page 7-9.

3.7 Update 1 (3.7ul): May 31, 2013.

.

.

Rewrote a number of procedures in “Set up Workbench and stations for SSL” on page 2-1 and
“Create certificates” on page 3-1, including replacing screen captures.

Confirmed that daemonCrypto and cryptoCore have been removed as required modules
leaving only a single module: platCrypto. See “Prerequisites” on page 2-1 and “Upgrade from
crypto.jar” on page 2-11.

Removed any recommendation to delete the old crypto. jar from the modules folder. This
file is deleted automatically. See “Upgrade from crypto.jar” on page 2-11.

Updated the section titled “Enable clients and configure them for the correct port” on page 2-9
with an additional step to temporarily approve the unsecured host until one or more certificates
are configured. Added a paragraph explaining this use of the Al lowed Hosts list to “About
Allowed Hosts” on page 5-10.

Added the step to “Enable SSL” on page 2-4 to right-click and select the action to disconnect all
Fox sessions so that the station can reconnect using Foxs. Also added a question/answer pair
about this issue to “Fix error conditions” on page 6-1.

Added to this Document Change Log a reference to “3.7 Update 1 (3.7ul)” to clarify that this is
a modified version of a release that is already in the field.

Performed other document maintenance tasks.

Updated: February 21, 2013

Noted in several areas that starting in the NiagaraAX 3.7 Update 1 release (3.7ul or 3.7.104) or later,
only the platCrypto module is required to be installed in a Hotspot JACE for SSL support. In the
initial 3.7 release (3.7.44), modules cryptoCore and daemonCore were also required. Affected
sections are “Prerequisites” on page 2-1, “Install SSL module” on page 2-2, and “Upgrade from cryp-
to.jar” on page 2-10.

More specific details were also given about JACE platforms that do not support the “SSL Toolset”
described in this document: the JACE-2 series and JACE-4/5 series controllers—which use the IBM
J9 VM instead of the required Hotspot VM. Even if upgraded to NiagaraAX 3.7 or later, this group
of JACE-2/4/5 controllers must continue to use the station-based CryptoService for SSL. Affected
sections were “Prerequisites” on page 2-1 and “Upgrade from crypto.jar” on page 2-10.

Initial publication: August 30, 2012.

3.8

NiagaraAX SSL Connectivity Guide



CONTENTS

DocumentChangelog .......coiiiiiiiiiiiiiiieeteeeneeenoeereceseennssnnes v

SSL security for NiagaraAX......c.coeeeeeeerececccssccsccssscsscassscscass 1-1

SSLToolset featUres ....oovvetiierreeieerenenressnseosessssenssssnnscsonsses 1-1
Frequently-asked questions ...........cciiiiiiiiiiiiiinnrieennnnnnnnnens 1-1
NiagaraAX SSLbest practices ..........ciiiiiiiiiiiiiiiinniierecenneennnenes 1-3
How many keys and certificatesdo lneed? ........ ..ot 1-3
Who should sign my certificates? ........ ..ottt 1-3
NamIiNg CONVENTIONS . ...ttt et e eeeeaes 1-3
Security CONSIAEIrAtioNS . .. ...ttt ettt 1-4

Set up Workbench and stationsforSSL ........ccciiveiinnernnccnncnennss 2-1

Prerequisites ......ooeetiiiiiiiiiiiiiiiiiiiiiiitiiiiiiiiittttreittenenaaen 2-1
SSLsetupchecklists .......coovttunerrnerreeeesssssssssssssscesscessossnns 2-1
Set up Supervisor checklist ... .. ...t e e 2-1
SEtUP JACE ChecKIist ...ttt e e e ettt et 2-2
Install SSL module .....coviiiiiiiiiiiiiiiiiiiiieeiieeeiinescnnseecsnncnnns 2-2
Install SSLmodule ............. .. . . . 2-3
Checkfor SSLIicense .....ovvuiiuiiiiiiiiiiiiiiiiiiiiiiiiiiiiitieenennennnns 2-3
Move your legacy certificate folder structure (Niagara3.8) ...........ccouenen. 2-3
Enable SSL for the Supervisorand JACEplatforms .......ccoeviieieiinnnnnnnes 2-3
Enable SSL ..o 2-4

Open a secure platform connection (Niagarad) .................... ..., 2-5

Enable SSL for the Supervisorand JACEstations ........ceeeeeieeensnnnnnses 2-7
Enable the Web Service CONMECLION . . .............ouiuniuiiiin i, 2-7

Confirm the Fox Service COMMECLION .. ...............cuuuiuiiiiuiniiiiiiniiiaiieiinnn... 2-7

Enable NiagaraNetwork . ....... ..ottt 2-8

Set up client/server relationships ..................o.uuuiiiiiiiiiiiiiiiiiii i 2-9

Enable clients and configure them for the correct port .................ccciiiiiiiiiiii .. 2-9
Temporarily approve the self-signed certificates ........... ..., 2-9
Configureoutgoingemail ........cciiuttiiiiiiinneeriiiesenennnsresssnnnas 2-9
Configure secure OUtgoINg eMAil ... .............oouuiuiiiiiii i 2-10
Upgrade from Crypto.jar .. o.vvveeeeeieereeieeeesessosessesenssosessssonscns 2-10
Upgrade from CryptoJar . ..........o.uiie it e 2-11

createcertificates......ooo..ooo.o.......o...oo.o.......o....oo........o3_1

Set up certificates checklist ........cciiiiiiiiiiiiiieetisssssseceascersnsenss 3-1
Design the certificate chainof trust ........ccoiiiiiiiinnnnrrccessnnnnnseans 3-2
Create afolder StrUCTUre . . ... oot 3-2
Establish a naming convention ......... ... it e 3-2
Create StroNg PASSWOIS . ...ttt ettt ettt e e et e e e e 3-2
Set up the root and intermediate certificates .......ccoviiiiiviieiieennnnss 3-3

3.8
NiagaraAX SSL Connectivity Guide

vii



Contents

November 11,2013

Create the root and intermediate certificates ................coovviiiiiiiiiiiiiiiiinnnon.. 3-3
Create a CSR for the intermediate certificate .....................ccciiiiiiiiniiiiiinnn... 3-5
Sign the intermediate certificate using the root certificate’s privatekey ........................ 3-6
Import the intermediate certificate back into the Key Store ................cccoiiviiiiiin.. 3-7
Export the root and intermediate certificates .............. ... 3-8
Set up the JACE and Supervisor server certificates .......ccovvveeiieeennnnnns 3-9
Create new JACE and Supervisor server certificates ................c.oouuiiiiiiiiiiiinnean.. 3-9
Create a CSR for each server certificate ....................oiiiiiiiiiiiiiiiininiiiinin. 3-10
Signthe servercertificates.........coiiviiieierrreeetsecssssssssssssscenans 3-11
Sign the server certificates using the intermediate certificates . .......................ccooou.. 3-11
Import the signed server certificate and configure each station .............. 3-12
Import the server certificate into the Key SEore . .........ooouii i 3-13
Enable platform SSL and select the platform server certificate ............................... 3-13
Select the Https and Foxs service Certificates ...................oouuiiiiiininniniiiaini .. 3-13
Setupthe Trust Stores .......cvvvevrreerrreeeecsessssssssssssssasasssssnss 3-14
Set up the platform and station Trust STOres ...............cc.oiiiiiiiiiiiiiiiiiinoi .. 3-14
Set up the Workbench Trust SEOTe . .........o.ouuu ettt 3-15
Install certificatesinaclientbrowser ..............coiiiiiiiiiiiiinna, 3-15
View and install certificates in Internet Explorer 10 . .............cooiiiiiiiiiiii .. 3-15
Install a certificate in Firefox 21 ..............coouiiiuiniiiii it 3-15
Install a certificate in Google Chrome 24 ............ .. ...t iiiiin. 3-15
Updatingacertificate .......cccvivvriiiinernerenreeeccsscsssssssssscccasss 3-16
Delete @ certificate ................couuuuuuuuii it 3-16
Back Upthe stores .......ccvviieeriennrennsesssseesesseessssssssssssssasns 3-16
TODACK UP LR STOTES . ..o oo e ettt et e e e e 3-16
Managing allowed hosts .........cciiiiiiiiiiiiiiieiiieeeiieeeeiieceennnnss 3-16
Teststationhealth ...t 3-16

About SSL—Alice, Bob, CathyandBart ..........cccciivevniecnncccneees4-1

What makes any system secure? ..........ccceiiiiinnececccciennnsscceccness 4-1

Friendsandenemies ........c.ccciiiiiiiiiinneennnnssssssseessccsssssssssssns 4-1
WHEN trUSE IS SECUIE ..ttt ettt ettt e et e e e ee i eaneans 4-1
When things o WIONG . ... e e et 4-2
Verifying authentiCity ..........ooiuiiiir e 4-2

Identity verification ........ccoiiiieeriiierenenerrrcsssensnsssscsssensnssesss 4-3
More about CertifiCates ... ..ottt e e e e e e e 4-3
1023 £ 4-4
Signing a certificate with a private key .........oovuiiiiiiii i 4-4
Creatinga chain of trust ... ... .o i e e 4-6
More about intermediate certificates ..........c..oviiiiiiiiiii i e 4-7

Cryptography ......ccoiiiiiiiiiiiiiiieessssssssssscssssssssssssssssssssees 4-8

Encryptingthe handshake ... e 4-8
Data transmission after the handshake ............. ... i 4-8
More about KEY SIZe .. ... i 4-8

About NiagaraAX SSL.....cceetretreerecsoccsecsccssccscssssssccscsssoesd=1

viii

NiagaraAX’s client/server architecture ...........ccciiiiiiiiiiieciniinnneess 5-1

About the certificate creation and signing process ...........ccoiieeiinnnn. 5-2
Certificate Creation ...........iiiiiiiii e 5-2
Workbench certificate Signing .........oouiriiii i e 5-3
JACE certificate SIgNING . . ..ottt ettt et 5-3
Supervisor certificate SIgNING ... ...ooui i e 5-4
Setting up the client TruSt StOreS ... vuiuit ittt e et e e e e e eneaans 5-4

About NiagaraAX SSL certificates ......ccvveveiieiieeneeerressnnnssnssocnnns 5-5

3.8

NiagaraAX SSL Connectivity Guide



Contents

November 11,2013

Types of NiagaraAX certificates
About self-signed certificates .......... ..ot e 5-5

Workbench keys and certificates ...........veuieiiint i e 5-7
View the Workbench SEOTes . .. ...ttt ettt et 5-7
AbouttheSSLToolset ........ciiiiiiiiiiinnreeceasssecsssssscsssscsaasssnes 37
ADOUL the KEY STOTES . ...ttt e ettt e et 5-8
AU the TrUSt STOTES .ottt e e et ettt ettt i eeens 5-9
ADOUL AllOWEA HOSTS oottt et e e et ettt e 5-10

Troubleshootingll...............OC..l............OC................C..6_1
FiX error conditions .......ccoveeeeeeeeeeeeeeececocecocecscesscccscasscaancns 6-1

ResetorreplaceaJACEsecurely ........coiiiiiiiiiiiiiiiiiieeccnninnnnneess 6-2
To reset or replace a JACE With SECUFILY .. ..........ouiuuiuiuiiiiiiiiii i, 6-2

ReferenCe. ..o vveeeeeeeseeessoessoessssssssesscsssssssssesssecssssesseee =1

SSL Toolsetterminology .......coiiiiieiiiiiiiiieiiieteeeneeeneeereccnnennss 7-1
AbBOUt TCP POItS ..vvvvrerreeesssosssssseesscsessssssssssssssssssssccsssssss 72
About the Certificate Managementview ..........ceiiiiitiiiieriienennnanens 7-2
Aboutthe Key Storetab ... .ot e e e 7-3
About the Private Key Password dialog ..ot 7-5
Aboutthe Trust Store tab .. ....o.iu i e 7-5
About the Allowed Hosts tab ......... oo e 7-6
About the Certificate Signingdialog .........ccciiiiiiiiiiiiiiiiiiiniianne, 7-7
SSL configuration properties .........ccciiiiiiiiiiiiiiiiiiiiiiiiiiiiiiienn, 7-7
Platform SSL PrOPEItIES ..ttt ettt e e e, 7-7
Fox Service configuration properties . ..........cououieiui it 7-8

Web Service configuration properties

3.8
NiagaraAX SSL Connectivity Guide




Contents

November 11,2013

3.8

NiagaraAX SSL Connectivity Guide



CHAPTER

SSL security for NiagaraAX

The NiagaraAX implementation of the industry-standard Secure Socket Layer (SSLv3) and Transport
Layer Security (TLSv1) protocols provides:

+  Server authentication
+  Encryption of data transmitted between client and server

Note: NiagaraAX’s implementation of SSL does not secure data stored on a storage device. Also, it is not
available on any JACE platform using the IBM J9 JVM (JACE-2/4/5 series).

This topic contains these sub-topics:

+  “SSL Toolset features” on page 1-1
+  “Frequently-asked questions” on page 1-1
+  “NiagaraAX SSL best practices” on page 1-3

SSL Toolset features

+  Secure Platform—Niagarad over SSL for JACE network controllers that support the HotSpot JVM
+  Secure Fox Service—Fox over SSL (Foxs, pronounced “fox-s”)
+  Secure Web Service—Http over SSL (https, pronounced “h-t-t-p-s”)
+  The creation of self-signed server certificates
+  Certificate management for server and Certificate Authority (CA) certificates (both third-party and
company-signed certificates) including:
+  Generation of Certificate Signing Requests (CSR)
+ Installation and management of certificates
+  Management of trusted CA certificates
+  Allowed Hosts list for manually controlling the hosts (servers) to which a client can connect with a
certificate that has not been validated (no matching certificate exists in the client’s Trust Store).
+  Certificate signing tool
+  Outgoing email security

Frequently-asked questions

Q: What is SSL? What is TLS?
A: Secure Sockets Layer (SSL) and Transport Layer Security (TLS) are cryptographic protocols for
server authentication and secure encryption of data over the internet.

Q: What is the difference between SSL and TLS? How long have they been out? Is one better than the
other?

A: Bothstandards have been out for a while and both offer the same level of security. The two standards
do not compete.

SSLv. 3 is the currently-accepted SSL version. (Version 1 was actually never released. Version 2 had
vulnerabilities and is no longer supported by browsers.)

TLS v. 1 is based on SSL v. 3, although the two are incompatible. TLS v. 1.11 and 1.12 provide
additional minor feature enhancements.

3.8
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: What organizations support SSL and TLS standards?

A: SSL originated with Netscape Corporation in the 1990s. TLS is developed and promoted by the
Internet Engineering Task Force (IETF), a voluntary organization that cooperates closely with the
World Wide Web consortium (W3C) and the International Organization for Standardization (ISO)/
International Electrotechnical Commission (IEC).

: Is an SSL v. 3 key 128-bit based?

A: The number of bits in the key depends on the ciphers used. SSL and TLS allow you to choose the key
size. SSL Toolset supports a maximum 4096-bit key.

: How does SSL Toolset compare with credit card security?

A: Any technology is as secure as the guidelines followed. For data transport, SSL Toolset provides the
same type of security that is provided by the credit card and banking industries.

: Our company has multiple locations. Each location has a network of JACEs, none of which is on the

internet. How should we ensure that no unauthorized person can intercept communication at any

of our sites?

A: You can create your own corporate Certificate Authority (CA) certificate and use its private key to
sign a certificate for each location. Then, use the location certificate’s private key to sign the certif-
icate for each JACE, and distribute the signed certificate with each JACE or, if the JACEs are already
in the field, import the certificate to each JACE’s Trust Store. When a JACE comes on line, the
handshake validates the entire certificate chain of trust.

: Our company already has signed certificates. Can they be used on our JACEs?

A: Yes. When you boot each JACE, the auto-generated default certificate (with its public and private
keys) can be used to encrypt communication while you import each platform’s company-signed
certificate into its Key Store, and the CA (root) certificate (public key only) to its Trust Store. To
provide this minimal security, enable SSL using the default (tridium) certificate. To minimize the risk
of a man-in-the-middle attack, make an off line, direct connection to each JACE.

: Do we have to use the SSL Toolset tools to generate and sign certificates?

A: No. NiagaraAX certificates, public and private keys conform to established standards. You can use
any software tool to create them. The tools provided by NiagaraAX are designed to be intuitive and
easy to use.

: Can the same certificate be used for Foxs, Https, Web Service, and Platform (Niagarad) security?

A: Yes, the same certificate for all three is usually adequate. But, you may have your own reasons for
wanting separate security for each service. For example, if you have a lot of people using a station,
and the station connection is compromised, a separate certificate for the Niagarad connection would
stop the breach immediately.

: Does using multiple keys slow performance?

A: Not much. Communication security slows processing in two ways: 1) when generating a complex key
on a JACE and 2) during the initial handshake to establish communication. Once communication is
established, data are encrypted using a single key, which speeds processing. Actual throughput
depends on what you are doing.

: Since it takes a long time to generate a key on a JACE, is it acceptable to generate the key on a PC

and download it into the JACE?
A: You can generate a key in Workbench on a PC, export it from the PC, and import it into the JACE,
but be aware that the transmission may be over a connection that is not secure.

: Is there an upgrade path for SSL security from one version of Workbench to the next version?

A: Yes. When you upgrade a Supervisor station, Workbench or JACE, the wizard automatically copies
the security folder forward assuming that you enabled the option to copy settings from your
previous Niagara installation. This folder contains the SSL Key and Trust Stores and the Allowed

Host exemptions.
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How many keys and certificates do | need?

NiagaraAX SSL best practices

A

Warning

3.8

Consider these topics before you design your security system:

+  “How many keys and certificates do I need?” on page 1-3
+  “Who should sign my certificates?” on page 1-3

+  “Naming conventions” on page 1-3

+  “Security considerations” on page 1-4

How many keys and certificates do | need?

Each JACE within a Niagara network requires its own unique private key and signed server certificate,
which is stored in its Key Store.

Each client within a Niagara network requires a copy of the CA (root) certificate used to sign the server’s
certificate for any servers to communicate securely within the network. These certificates reside in the
client Trust Store.

One certificate may be used to secure Fox station communication, Web Service and Niagarad or each
service may have its own server certificate and pair of keys.

The number of certificates you need depends on the number of platforms in your network and the type
of communication you need to secure.

For more on how many certificates you may need, see “Design the certificate chain of trust” on page 3-2.

Who should sign my certificates?
All certificates are signed in one of these ways:

»  Foraself-signed certificate, the certificate’s private key is used to sign its own certificate. This type
of signature is not recommended to secure a server because trust cannot be verified.
Note: A self-signed certificate provides only data encryption.

«  Ifyour network is self-contained, you can serve as your own Certificate Authority (CA).
When a company serves as its own CA, a certificate signed by the private key associated with one of
its CA certificates (the root certificate) must be installed in the client browser, and imported into the
client platform/station’s Trust Store.

+  Ifyour network is exposed to the internet, a third-party CA provides the most secure communica-
tion, however at a cost.
Third-party companies that provide certificate signing services include VeriSign® and Thawte. Cer-
tificates that contain only a public key and are signed by the third party are distributed with a user’s
browser. NiagaraAX Workbench comes with a number of these certificates. No separate step is re-
quired to install them, but you must trust that the browser installation was secure. See “Install cer-
tificates in a client browser” on page 3-15).
You have your server certificates signed by creating a Certificate Signing Request (CSR) that con-
tains your subject (Distinguished Name) and your public key. The process of generating a CSR also
creates the private key, which must be kept secure. You send the CSR to the Certificate Authority.

Do not send your private key to the CA and do not distribute it via email.

When the CA receives the CSR file, it extracts certain information from the CSR, verifies your iden-
tity, creates a new certificate with itself as the Issuer and signs the certificate with its root or an in-
termediate private key. The CA returns to you the signed client certificate(s) (root and
intermediate).

Naming conventions

To keep certificate usage straight, plan your station and certificate names carefully. For station names,
include the words “supervisor” and “JACE! For certificates and Certificate Signing Requests (CSRs),
include the station name to which the certificate belongs.

Consider adding the words “Server” or “CA” to differentiate certificate types and “Public” or “Private” to
identify certificates that contain the keys. Certificates exported with their private keys should be heavily
encrypted and password protected when stored on a company server.
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Security considerations

.

Computer equipment should be secured in a locked room. Wiring should be protected to prevent
an unauthorized person from plugging in to it.

Software passwords need to be strong. They should also be stored and used securely. Access to the
file system needs to be controlled.

The transmission of data within a network, which may occur over wires or a wireless connection,
needs to be secure. This is where SSL Toolset applies. It is concerned with the transport, not the stor-
age of data.

Third-party certificates, such as those from Certificate Authorities (CAs) VeriSign and Thawte, are
installed with the browser. This requires trust in the browser installation program. If your company
is acting as a CA, your signed client certificate(s) need to be separately installed in the user’s browser.
A certificate chain of trust allows you to create a CA (root) certificate, have it signed by a CA (or be-
come your own CA), and then use that certificate to sign the certificate generated in each JACE.
Generating a key and certificate on a JACE is the most secure way to create the certificate for the
JACE even though the generation process takes time.

Although it can be done, it is not recommended to generate a certificate (and key pair) on a local
computer, and then download the certificate into the JACE. This is because the download may occur
over a connection that is not secure. If you are going to implement SSL on each JACE using a certif-
icate created elsewhere, enable SSL using the default certificate before you import the signed certif-
icate into the station’s Key Store. The transmission will at least be encrypted.

You can export all certificates and keys from Workbench and one or more station(s). While the Key
and Trust Stores are backed up with the station, they are not part of the station copy. To import the
stores back into Workbench or a station, take the computer running Workbench or take the station
off the network, import the stores, and put the computer or station back on the network.

To access the corporate JACE network from a remote location via the internet, use a VPN solution
that incorporates RSA two-factor authentication.

For high traffic stations (especially stations that provide public access to a JACE network), secure Ni-
agarad using a separate certificate from that used for Fox and Web Service.

Do not mix secure platforms with platforms that are not secure on the same network. Make sure that
all JACEs and the Supervisor station(s) are secure.

To ensure security, do not use self-signed certificates; do not use guest accounts; and do not use the default
password. If you connect host stations directly to the public internet, make sure you are using CA signed
certificates.
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CHAPTER

Set up Workbench and stations for SSL

This section explains how to install, enable and configure the SSL Toolset or upgrade to it from
NiagaraAX CryptoService. Specifically, it contains these topics:

+  “Prerequisites” on page 2-1

+  “SSL setup checklists” on page 2-1

+  “Install SSL module” on page 2-2

+  “Check for SSL license” on page 2-3

+  “Enable SSL for the Supervisor and JACE platforms” on page 2-3
+  “Enable SSL for the Supervisor and JACE stations” on page 2-7

+  “Configure outgoing email” on page 2-9

+  “Upgrade from crypto.jar” on page 2-10

Note: The platform on which SSL Toolset is to be installed or upgraded should be off line or located on a private,
closed network. If an existing platform is on the internet or any company network, remove it before you get
started.

Prerequisites
+  NiagaraAX 3.7 Update 1 (3.7ul or 3.7.104) or later.
+ A NiagaraAX platform that uses the HotSpot VM (virtual machine) from Sun Microsystems. This
includes any of the QNX-based JACE-3/6/7 series controllers, as well as any Windows-based host.
Note: The QNX-based JACE-2/4/5 series controllers use the IBM J9 VM, and require CryptoService
(crypto.jar). For details, refer to the engineering notes document NiagaraAX CryptoService (SSL).
+  This module installed: platCrypto (3.7ul or 3.7.104 or later, only module required)
Note: In the initial 3.7 release (3.7.44), modules cryptoCore and daemonCrypto were also
required, in addition to platCrypto. However, starting in 3.7ul those two modules are included in
a core .dist file for each JACE, and automatically installed in a different location than the modules
folder.
+  SSL Toolset license for the Supervisor and each JACE. This is the same license required by Niagara-
AX version 3.6 and earlier to use CryptoService.
SSL setup checklists
Note: If you are upgrading from CryptoService, see “Upgrade from crypto.jar” on page 2-10 before you continue
with the checklists.
»  “Setup Supervisor checklist” on page 2-1
+  “Setup JACE checklist” on page 2-2
As a best practice, configure SSL for a Supervisor station or a JACE while the units are off line. Use a
“crossover” cable from your laptop to the JACE. If you must install SSL while a JACE is online, connect
the crossover cable to a secondary port.
Set up Supervisor checklist
1. Supervisor PC off the company LAN and global internet.
2. Supervisor licensed for SSL.
See “Check for SSL license” on page 2-3.
3. Platform (Niagarad) enabled.
See “Enable SSL for the Supervisor and JACE platforms” on page 2-3.
3.8
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Install SSL module

Chapter 2 - Set up Workbench and stations for SSL

Set up JACE checklist

Install SSL module

Note:

November 11,2013

4.  SSL modules installed.

See “Install SSL module” on page 2-2.
5. NiagaraNetwork enabled.

See “Enable NiagaraNetwork” on page 2-8.
6. Web Service enabled.

See “Enable the Web Service connection” on page 2-7.
7. Fox Service enabled and port assigned (defaults to 4911).

See “Confirm the Fox Service connection” on page 2-7.
8. JACE station set up as Supervisor client.

See “Set up client/server relationships” on page 2-9.
9.  SSL enabled for JACE client connection, and JACE client connection port set correctly.

See “Enable clients and configure them for the correct port” on page 2-9.
10. Certificates created, signed and imported.

See Chapter 3, “Create certificates”.
11. Certificate selected for each service: Foxs, Https and Niagarad.

See “Import the signed server certificate and configure each station” on page 3-12.

SSL is now set up for the Supervisor. Configuration continues with setting up the JACE platforms and
stations (“Set up JACE checklist” on page 2-2), and certificates (Chapter 3, “Create certificates”).

Set up JACE checklist
1. JACE off the network, global internet, and connected directly to the computer using a crossover
cable.

2. JACE licensed for SSL.

See “Check for SSL license” on page 2-3.
3. Platform (Niagarad) enabled.

See “Enable SSL for the Supervisor and JACE platforms” on page 2-3.
4. NiagaraNetwork enabled.

See “Enable NiagaraNetwork” on page 2-8.
5. Web Service enabled.

See “Enable the Web Service connection” on page 2-7.
6. Fox Service enabled and port assigned (defaults to 4911).

See “Confirm the Fox Service connection” on page 2-7.
7.  Supervisor set up as JACE client.

See “Set up client/server relationships” on page 2-9.
8. SSL enabled for Supervisor client connection, and Supervisor client connection port set correctly.

See “Enable clients and configure them for the correct port” on page 2-9.
9. Certificates created, signed and imported.

See Chapter 3, “Create certificates”.
10. Certificate selected for each service: Foxs, Https and Niagarad.

See “Import the signed server certificate and configure each station” on page 3-12.
SSL is now set up for the JACE.

If commissioning a new platform, install this module as part of commissioning:
+« platCrypto

Before you begin, check the modules folder for platCrypto. If the module exists, continue with “Check
for SSL license” on page 2-3, otherwise, see “Install SSL module” on page 2-3.

In the initial 3.7 release (3.7.44), modules cryptoCore and daemonCrypto are also required, in
addition to platCrypto. However, starting in 3.7ul (3.7.104 and later) those two modules are included
in a core .dist file for each JACE, and automatically installed in a different location than the modules folder.
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Step 1
Step 2

Set up JACE checklist

Install SSL module
Double-click the Platform node in the Nav tree and double-click the Software Manager.

Use the wizard to install the module.

You may need to import the module if it is not in your Workbench software database.

For more information about Software Manager and how to install modules, see “Software Manager” in
the NiagaraAX Platform Guide.

Check for SSL license

For those upgrading from earlier versions of Workbench, the license to use SSL is the same as the license
to use CryptoService. In the station’s Services > PlatformServices > LicenseService
view, double-click the license to view it.

Figure 2-1  License view

. Tridium. license

klicense version="3.7" vendor="Tridium" generated="2012-07-19" expiration="20]a«
<feature name="brand™ accept.station.in="*" accept.station.out="*" accept.wb| |
<feature name="about™ project="Tridium HQ"/>

<feature name="aaphp” eXxpiration="2013-03-31" parts="ENG-WORKSTATION"/>
<feature name="accessControl™ expiration="2013-03-31" bacnetWrite="true" ada-
<feature name="adr" expiration="2013-03-31" point.limit="none™ history.limit-
<feature name="ak255" expiration="never" schedule.limit="none™ point.limit="1
<feature name="andoverRC256" expiration="2013-03-31" parts="ENG-WORKSTATION™
<feature name="appFramework™ expiration="2013-03-31" app.limit="none™ parts=
<feature name="sutophos™ expiration="2013-03-31" schedule.limit="none™ point
<feature name="axisVideo™ expiration="2013-03-31" schedule.limit="none™ foxS
<feature name="axvelocity™ expiration="2013-03-31" parts="ENG-ENTSEC-PC, ENG
<feature name="bacnet™ expiration="2013-03-31" schedule.limit="none"™ export=
<feature name="bacnetws" expiration="2013-03-31" parts="ENG-WORKSTATION"/>
<feature name="box" expiration="2013-03-31" session.limit="none™ parts="ENG-J

<feature name="comfortPoint™ expiration="2013-03-31" parts="ENG-WORKSTATION™
<feature name expiration="2013-03-31" parns="ENG—woaKsm'

<feature name=TgeaMrerosDve” expiration="2013-03= chedule.limit="none™ fi—
<feature neme="dust™ expiration="2013-03-31" schedule.limit="none" point.lim]™

‘ ]
[ox]

If the crypto feature name is included with ss1=""true”’, the platform is licensed to use SSL For more
licensing information, see various topics in the NiagaraAX Platform Guide, such as “Workbench License
Manager’, “About the local license database’, and “License Manager”

Move your legacy certificate folder structure (Niagara 3.8)

Note:

Note:

A

Caution

When you first open Certificate Management on a platform or station (JACE or Supervisor), NiagaraAX
3.8 automatically creates the certManagement folder under the niagara folder (at the same level as
the licenses and modules folders). You use this location to temporarily store certificate requests
(CSRs), as well as intermediate and server certificate .pem files.

Versions of NiagaraAX prior to 3.8 do not automatically create the certManagement folder. Earlier
versions leave it up to you to create a folder structure to hold your CSR and .pem files.

Do not confuse certManagement with the certificates folder, which is part of confirming your
NiagaraAX license.

If you are upgrading to version 3.8 from a previous version of NiagaraAX, you may cut your previous
folder structure and paste it into the automatically-created certManagement folder.

Certificates created under previous versions of NiagaraAX may or may not be usable in the new version.
Delete any certificate request (.csr) files once you receive the signed certificates.

Do not store certificate files that contain private keys in this or any other folder structure on a computer
that is located in an unprotected area.

Enable SSL for the Supervisor and JACE platforms

3.8

Platform and station security are independent of one another. You can configure SSL for only your
stations or for both your platforms (Niagarad) and stations (Fox).
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Step 1
Step 2

Step 3

Step 4

Step 5

Step 6
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A station’s “window” into the platform-resident SSL features is just like any other platform service under
the station’s PlatformService node in the Nav tree. This means that anything configured in
PlatformServices is independent of whatever station is running.

This topic explains how to:

+  “Enable SSL” on page 2-4
+  “Open a secure platform connection (Niagarad)” on page 2-5
To configure SSL for your stations, see “Enable SSL for the Supervisor and JACE stations” on page 2-7.

Enable SSL

This procedure involves making an unencrypted platform connection, enabling SSL, disconnecting from
the unencrypted platform, and re-connecting using a secure connection.

Make an unencrypted connection to the platform.
Under Platform in the Nav tree, double-click Platform Administration.
The Platform Administration view appears.

T Baja Versi Tridium 3.7.28
3 | |57 View Details | ;
. = Y Home C:\Miagara\Niagara-3.7.28
] ) My MNetw
® O @k [9] 75 upate Autheniication)]  Host My Host VASILTOVMHON
52 My Host : VASILTBVWHXN 1 HTTF Port 3011
My Hos 4¥ Change HTTP Port
' ==| My File System Host ID Win-45CF-968F-EC34-1966
BH)) My Modules l o | Change S51 Settings Model None
B My Tools Local Date 20-Feb-12
EHE Platform 13 GenoeHatefins Local Time 10:06 EST
: Application Director | % Change Output Settings | Local Time Zone America/New_York (-5/-4)
@ Certificate Management Operating System Windows XP (5.1)
¥ DDNS Configuration | Wew ! | Niagara Runtime nre-core-win-x86 (3.7.28)
4 Lexicon Installer | set Module Filter | Architecture X86
% | License Manager = Module Contents docui+runtime
Platform Admiristration | g Bxcam | Strip line nos. false
7\ Software Manager [ PR = | Java Virtual Machine sun-jre-win-x86 (Sun Microsystems Inc. 1.6.0.29.

Click Change SSL Settings.
The Platform SSL Settings dialog appears.

I n
3% Platform SSL Settings =

state [ ]
Port

Certifcate [172. 16 2154 ]
Protocol [ssLvaisvi |]

The default Port for platform connections over SSL is 5011.

L

CertifTicate provides a drop-down list of available certificates. Assuming this is a new platform, the
only certificate in the list is tridium, the auto-generated self-signed certificate.

The Protocol list allows you to choose one protocol over the other (SSL or TLS). SSL Toolset supports
both, which is the default way browsers work. There is no performance reason to choose one over the
other. This property is provided in case your situation (contract or agreement) requires you to use one or
the other.

Change State to Enabled and click Save.

The system enables the SSL port and restarts the unencrypted connection, most likely using the TLS
protocol. This restart occurs for reasons other than security.

Disconnect the Fox connection (right-click the Station node in the Nav tree and select the action to
disconnect all Fox sessions.

Disconnect from the platform session (right-click the platform in the Nav tree and click Close).
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Step 1

Open a secure platform connection (Niagarad)

Set up JACE checklist

Now that SSL is enabled, you can open the platform securely.

Click File > Open > Open Platform.
The Open Platform dialog appears.

Type| Eﬁ Platform S5L Connection |+ |
Host |IP « [[192.168.4.123 <

Port

Credentials
Username

Password

Remember these credentials

[ ol ==

Step 2
Step 3

Select Platform SSL Connection from the Session Type drop-down list.
Define the host IP, enter your Credentials and click OK.

The system displays the identity verification warning.

- the certificate was issued for a different address
- the certificate was not issued by a trusted authority

Properties:

Version

Serial Number
Issued By

Issuer DN

Subject

Subject DM

Mot Before

Mot After

Key Algorithm

Key Size

Signature Algorithm
Signature Size
Basic Constraints
Key Usage
Extended Key Usage
MD5 Fingerprint
SHA1 Fingerprint
Valid

Extensions:

v3

4a eb 05 a8 57 &
NiagaralkX

=15, 0=Tridium,
NiagaralkX

=15, 0=Tridium,
Tue Rug 14 16:49
Wed Rug 14 15:49
R3R

1024
SHAZ2S56withRSA
128

9 12 07 b4 94
Cl=Niagaral¥
Cl=Niagaral¥

130 EDT 2012
130 EDT 2013

Subject Type: End Entity

Hot Provided

TLS Web Server Ruthentication

54:98:al:ab:ce:27:68:5c:fa:53
b3:78:5e:2c:b9:6a:bb:bd:43:cd

true

{1.3.6.1.5.5.7.3.1), TLS Web Clie

:5c:04:b5:dd:1d:fe
252:57:5d:b5:=3c:=e3:75:24:22:57

4

This error message is expected for two reasons:

+  The certificate’s Subject, or Common Name (CN) is NiagaraAX. This name does not match the
host’s name, which is usually its IP address or domain name.

+  The certificate signature does not match the signature on any certificate in the client Trust
Store. The fact that the Issued By and Sub ject are the same would indicate that the certificate
has been self-signed.
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Step 4

Step 5

Step 6

Step 7

Step 8
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Since this is the default tridium certificate, which can be trusted, click Accept.

Accepting the certificate creates an approved host exception in the Al lowed Hosts list. If you did not
select Remember these credentials when you logged in, the system asks you to confirm your
platform credentials again.

Enter your credentials and click OK.

The platform is now connected over a secure connection. All data transmitted is encrypted, but the
server’s identity was not validated.

To confirm this state, right-click Platform and click Session Info.

The system displays session information.

- -
Session Info for Ashrae2008 - i @

& You are connected as admin.

The identity of this host has not been verified.
- Server's certificate does not match the address.
@ - Server's certificate is not trusted.
1 Certificate Information

‘four connection to Ashrae2008 is encrypted with 256-bit
encryption. The connection uses TLSv 1.

@ The connection is encrypted using AES_256_CBC, with SHAL
for message authentication and RSA as the key exchange
mechanism.

O ‘four connection started at 16-Aug-12 5:06 PM EDT.

. 9 The red shield with the X indicates that the software was unable to verify the authenticity of the
server certificate. It is a self-signed certificate and no matching CA (root) certificate exists in the
platform Trust Store. To view the certificate, click the link.

. g The green shield with the check mark indicates that encryption is enabled (this is a secure con-
nection). In this example, the secure connection is using TLSv1 as the protocol and data is encrypted
using “AES_128_CBC with SHA1”

Click OK.

The tiny lock on the platform icon & in the Nav tree indicates a secure connection.

To view this allowed host, click Tools > Certificate Management and check the Al lowed
Hosts tab.

&

Certificate Management for Niagara Workbench

Key Store | Trust Store | Allowed Hosts

Hosts and host certificates that could not be validated:

Host Subject Approval |Created Issued By |Mot Before Mot { @

¥ 192.168.4.123:5011 |NiagaraAX |yes Wed Aug 15 13:48:53EDT 2012 |NiagaraAX |Tue Aug 14 16:49:30 EDT 2012 |Wed Auw

The green shield indicates that the exception is approved.
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Set up JACE checklist

Enable SSL for the Supervisor and JACE stations

Step 1
Step 2

Step 3

Step 4

Note:

Step 1

3.8

This topic explains how to enable SSL and how to turn on security for NiagaraAX Web Service (Https)
and Fox Service (Foxs).

+  “Enable the Web Service connection” on page 2-7

+  “Confirm the Fox Service connection” on page 2-7

+  “Enable NiagaraNetwork” on page 2-8

+  “Setup client/server relationships” on page 2-9

+  “Enable clients and configure them for the correct port” on page 2-9
«  “Temporarily approve the self-signed certificates” on page 2-9

Enable the Web Service connection

Connect to the station.
Expand the station’s Config > Services node in the Nav tree and double-click Web Service.
The Web Service properties appear.

= ) & B 1B
- |2 | Nav @ WebService (Web Service) =
S ® O [@mrewox [7]]| D0 © e
: O ) Fault Cause [
E}-tﬁ Station (demo) =
o 0 © s
2B config || |0 © HttoPort
ﬂ PxHome O (O Htip Enabled
Ebi services O @ Https Port 443
B L AlarmService O @ Hitps Enabled O |- |
B4 HistoryService
B AuditHistory 0 © Https Only (@ fobse |-
B LogHistory O @ Https Min Protocol Mlﬂ
B+ ProgramService O @) Https Cert tridium -
B4 JobService D—o Authentication Scheme [Cockie  [~]
[]-& UserService
O (3 Gzip Enabled [Otue [~]
] ebcervice | O Gz [© tue [~]
B Emailservice O O LogFile Enabled ﬂ
[]-6 CategoryService O @ Log File Format |NCS.-'-\ Common Log Format | - |
EHE& Backupservice O 2 Log File Directory [file:*httpd
B0 WeatherService : -
[]-g PlatformServices O O Log File Policy ﬂ

Set Https Enabled to true.

Ideally, you want to set Http Enabledto false (thatis, you want to turn off Http completely) and
Https Enabled to true, but sometimes this configuration is not practical. If you are implementing
SSL security in an existing system, you may have many pointers to the old Http port number. Between
the highlighted properties above is Https Only. If this property is set to true, and an attempt is made
to connect using Http, NiagaraAX redirects the connection to the secure SSL connection (Https). This
saves having to manually change each occurrence of the Http port. For more information, see “Web
Service configuration properties” on page 7-9.

Https Min Protocol is already set to SSL and TLS.

Leave Https Cert configured to use the default tridium certificate until you have a signed certificate
to use here.

Click Save.

Confirm the Fox Service connection

The Fox Service's Foxs Enabled property is automatically set to true when enabling the Web Service
Https feature. This procedure verifies that the Foxs Service is enabled.

If a station is configured for Https it must also be configured for Foxs. If either setting is disabled while the
other is enabled, an error message appears at login.

Under the station, expand the Config > Drivers node in the Nav tree, right-click Niagara
Network, click Views > Property Sheet, and expand the FOX Service properties.
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Step 2

Step 3

Step 1
Step 2
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The NiagaraNetwork properties contain the Fox Service properties.

= i hey @ Meagarahietvork  {agera Metwok)
rr— R '
=y — [&] | @ Enhied e 1T
B Conifig O 5 Faull Cause L
| EH? serviess [ Hesith Ok [26-Dec 11 11545 AM EST]
|t vsersenice B L AlsmSowceInfs  Marm Source Info
¢|.@ CategaryService B [ Moritar Pirig Maniboe
| B JobServee @ [ Local Station thing! [ i 152, 162,55, 1o 1911 ]
| B LY plamsarice M < SysDefProvider  Bog Pravider
| ey HetoryService El g Fox Servies Mhagara Fon Serioe
| e Aupiatary 0 @ Per I —
| B Laghictary O @ FoxEnabied (G T
| Bl ProgranGeriice
| iR . O ) FaxsPact [E
: 'E.I@ WebSeridee O & Fo Enabled [Creme 51 |
| b
0 @ Faxs n ratoce Esen 5]
0 & FasCert [tridiua t
0 @ Request Tmeout DU000H 07 O0s]f] [te - +in
= GG 1]

Notice that Foxs Enabled is already set to true.

If you enabled Https in the Web Service, the system automatically enabled FOXS in the Fox
Service; there’s nothing to change here.

Ideally, you want to set Fox Enabledto false (thatis, you want to turn off Fox completely) and Foxs
Enabled to true, but sometimes this configuration is not practical. If you are implementing SSL
security in an existing system, you may have many pointers to the old Fox port number. Between the
highlighted properties above is Foxs Only:. If this property is set to true, and an attempt is made to
connect using Fox, NiagaraAX redirects the connection to the secure SSL connection (Foxs). This saves
having to manually change each occurrence of the Fox port. For more information, see “Fox Service
configuration properties” on page 7-8.

Notice that the same default tridium certificate (Foxs Cert field), which was used for the platform
is selected here.

Even though this default name is the same for each JACE, this server certificate is unique to this platform
(and station).

If you choose to use a different certificate for your FOx Service from that used with your Web
Service, this is where you would specify it.

Enable NiagaraNetwork
Right-click the Drivers node in the Config folder and click Views > Property Sheet.
Expand the NiagaraNetwork property.

= &g ° E
- |t | Nav 1| |2 Drivers (Driver Container)
: g B O MiagaraMetwork  Niagara Network
: O O Status {ok}
EE Platform =
E}Eﬁ Station (demo) L \m Il
Home ﬂ E! FaUlt Catse 1
- [ Health Ok [09-Aug-12 1:45 PM EDT]
£ Alarm Source Info Alarm Source Info
0 Manitor Ping Monitor
! EA Local Station demo [ip:172.19.106. 134]fox: 1911, ip: 172,19, 1.
EFC@& NiagaraNetwork LI 7 Sys Def Provider Bog Provider
Apps B3 Fox Service Niagara Fox Service
B Logic éb Tuning Polices Miagara Tuning Policy Map
EHED sampler ) History Polides History Network Ext
B Programs it Workers Cydic Thread Pool Worker
o -IEP:Iayground = (D Virtual Polices Miagara Virtual Network Ext
T 51
v 2 Palette (] = Refresh || Save
&)
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Step 3

Step 1

Step 2

Step 1

Step 2

Step 3

Step 1
Step 2
Step 3

Set up JACE checklist

Confirm that Enabled is set to true.

Set up client/server relationships

At any given time, the Supervisor station may be the client of the JACE station and vice versa. This
procedure confirms that a client for the Supervisor station exists in the JACE station and a client for the
JACE station exists in the Supervisor.

Expand the Drivers > NiagaraNetwork node in the Supervisor Nav tree. It should contain a node
for the JACE station.

- |2 | Nav

" ®  [omew [

E}tﬁ Station (dema) =
ﬁ Home
E—] Config
ﬁ PxHome —
@ Services

E—@ Drivers

E}C@ NiagaraNetwork
- Supervisor
- Apps

Etﬁ Station: 4912 (Supervisor)
E—] Config

@ Services

E—@ Drivers

E|—|§| NiagaraNetwork
Bt [ demo
B Apps
[#-==i Files

BH£43 History

== 192.168.1.123 (energy)

< [

Expand the Drivers > NiagaraNetwork node in the JACE Nav tree. It should contain a node for
the Supervisor station.

[T

Enable clients and configure them for the correct port

If it is not already open, double-click the NiagaraNetwork node in the Nav tree of both the Supervisor
and the JACE stations.

The Station Manager view opens.

Double-click the client station under the client in the Database pane.

For the Supervisor station, this is the JACE station as client; and for the JACE station, this is the Super-
visor station as client.

For each client, confirm that the FOX Portis set to 4911, and that Use FoXxs is set to true.

Temporarily approve the self-signed certificates

For each client, click Tools > Certificate Management.
Click the Al lowed Hosts tab.
Select the default self-signed certificate and click Approve

When certificate configuration is complete, you should delete this approval from the Al lowed Hosts
list for each station. Approving an unrecognized host limits the effectiveness of SSL security and should
not be done unless you know for sure that the host is trustworthy.

Configure outgoing email

3.8

The station acts as a client to a mail server. Email uses the platform Key Store to provide secure outgoing
messaging.

+  To set up secure outgoing email, see “Configure secure outgoing email” on page 2-10.
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Step 3
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Right-click the Emai IService node under Services in the station’s Nav tree, then click Views >
Property Sheet and expand the OutgoingAccount properties.

The Edit email account dialog appears.

B i OutgoingAccount

Qutgoing Account

O & Hostname [

(o @ Port 465 -1 - maxd] |
O ) Account ]—

0 © passvard

O (@ Polrate [00000R 0Tm 00s] [1sec - +inf]
O ) Enabled

O @ Status

O (O Last Poll Success
O (2 Last Poll Failure
O ) Last Poll Failure Cause

null

null

% [ElN B
Lol

9 |ah i

5ila

]

O (2 Debug

|I:| () Use 5sl

O () Transport Smip n

O @ Connection Timeout [+00000R 00m_10s]

O ) Use Authentication ﬂ

O (D Reply To Name: [ | Address: |
O (O Persistent ﬂ

O (2 Persistence Directory

[»

[file:~email

[ oncon || _se |

The example shows the configuration when using SMTP.

Incoming and outgoing messages use different ports for SSL encryption as follows:

Table 2-1 SMTP email ports
Incoming Outgoing

non-SSL 110 25

SSL 587 465

SetUse Ssl to true, change the Port to the appropriate SMTP SSL port (default 465), and click Save.
Do not change the Use SSL setting from true to False or vice versa without changing the POrt.

If the email server’s certificate is signed by a CA whose root certificate is not located in the station’s
Trust Store, you may:
Import the CA (root) certificate into the station’s Trust Store. For more information see “Set up

.

the platform and station Trust Stores” on page 3-14.

Or, when challenged, accept the exception creating a record in the Al lowed Hosts list. For more
information see “Managing allowed hosts” on page 3-16 and “About the Allowed Hosts tab” on page
7-6. You can import a CA (root) certificate later and delete this temporary exception.

Upgrade from crypto.jar
The CryptoService feature provided by versions of NiagaraAX prior to version 3.7 was station-based. All
SSL configuration properties were stored in the station database. Prior to version 3.7, CryptoService

supported only SSLv3 Http communication. The Fox Service and Niagarad protocols were not protected.

The SSL Toolset is platform-based and can be configured without a running station. In addition to
protecting Http, the SSL Toolset:

.

.

Protects Fox Service and Niagarad.
Provides for the creation and signing of certificates for each NiagaraAX service (Fox, Http and Ni-

agarad).

Makes it possible to deny stations that are not secure.

Offers a choice of cryptographic protocols to use (SSL or TLS).
Allows any port to be changed.

3.8
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Note:

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7

3.8

Set up JACE checklist

If you have been using the CryptoService with a version of NiagaraAX prior to version 3.7 on a platform
that supports the HotSpot VM (for example a JACE-6, JACE-7, JACE-6E, or any Windows-based host),
follow this general procedure to upgrade to the SSL Toolset.

+  “Upgrade from crypto.jar” on page 2-11

Upgrade from crypto.jar

You cannot upgrade a JACE to the SSL Toolset if it supports only the IBM J9 VM, for example, the software
is running on a JACE-2 or JACE-4/5 series controller. A station running on a JACE-2/4/5 must continue to
use the CryptoService for web SSL (Https using crypto.jar), even if it has been upgraded to NiagaraAX 3.7
Update 1 (3.7ul or 3.7.104) or later.

Back up and save the station.

Put the platform on a safe, secure network, such as a private, closed network.

Right-click CryptoService in the station Services node of the Nav tree and click Delete.
Save the station.

Stop the station.

Remove crypto. jar from the platform using the platform Software Manager.

Run the platform Commissioning Wizard to upgrade the platform.

When selecting software modules, make sure that platCrypto is selected for installation.

In the initial 3.7 release (3.7.44), modules cryptoCore and daemonCrypto are also required, in

addition to platCrypto. However, starting in 3.7ul (3.7.104 or later) those two modules are included in
a core .dist file for each JACE, and automatically installed in a different location than the modules folder.

When commissioning is complete, the platform reboots and the station starts. Continue with Chapter 3,
“Create certificates”.
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CHAPTER

Create certificates

The SSL Toolset provides the mechanism to create two types of certificates:

.

.

A server certificate for each JACE and Supervisor platform.

A Certificate Authority (CA) certificate that you can use to sign other certificates in a certificate
chain of trust. Ideally, CA certificates are generated and kept in a vault where there is no network
connectivity.

Note: SSL Toolset provides an easy-to-use interface for creating these certificates, but you may use other tools to
create your certificates.

Third-party CAs, such as VeriSign, are unlikely to sign your CA certificates. This section explains how to
become your own Certificate Authority, and includes:

“Set up certificates checklist” on page 3-1

“Design the certificate chain of trust” on page 3-2

“Set up the root and intermediate certificates” on page 3-3

“Set up the JACE and Supervisor server certificates” on page 3-9
“Sign the server certificates” on page 3-11

“Import the signed server certificate and configure each station” on page 3-12
“Set up the Trust Stores” on page 3-14

“Install certificates in a client browser” on page 3-15

“Updating a certificate” on page 3-16

“Back up the stores” on page 3-16

“Managing allowed hosts” on page 3-16

“Test station health” on page 3-16

Set up certificates checklist

This checklist assumes that within a given platform, a single server certificate will secure Niagarad, Foxs
and Https. If your implementation involves a separate certificate for each service, repeat the checklist as
needed for each service.

1.

3.8

Folder structure under the certManagement folder created and naming convention designed.

See “Create a folder structure” on page 3-2.

See “Establish a naming convention” on page 3-2.

Root and intermediate certificates created.

See “Create the root and intermediate certificates” on page 3-3.

See “Create a CSR for the intermediate certificate” on page 3-5.

See “Sign the intermediate certificate using the root certificate’s private key” on page 3-6.
See “Import the intermediate certificate back into the Key Store” on page 3-7.

See “Export the root and intermediate certificates” on page 3-8.

Server certificate created for each JACE.

See “Create new JACE and Supervisor server certificates” on page 3-9.

See “Create a CSR for each server certificate” on page 3-10.

See “Sign the server certificates using the intermediate certificates” on page 3-11.
See “Import the server certificate into the Key Store” on page 3-13.

Certificates imported into client Trust Stores.

See “Set up the platform and station Trust Stores” on page 3-14.
See “Set up the Workbench Trust Store” on page 3-15.

3-1
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5. Certificate to use for each service selected.

See “Import the signed server certificate and configure each station” on page 3-12.

Design the certificate chain of trust

3-2

To be your own CA, you will need a root certificate and possibly one or more intermediate certificates as
well as a server certificate for every Supervisor and JACE in the network. The private key of your root
certificate will be used to sign any intermediate certificates, which, in turn, will be used to sign your server
certificates. Before you begin, consider these questions.

+  How many intermediate certificates do you need? You might break them down by geography or de-
partment. Using intermediate certificates improves security. If one key is compromised, only the
compromised chain is at risk. The rest of your network remains secure.

+  How many Supervisor stations do you have?

+  How many JACEs do you have?

+  Can the Supervisor and JACE platform/stations use the default server certificate with the 1024-bit
key pair or do you need to create a more secure key pair for each?

Creating a certificate chain of trust also involves setting up the Workbench, Supervisor and JACE Key and

Trust Stores. What to import into each entity depends on the function of the entity. As noted in

“NiagaraAX’s client/server architecture” on page 5-1, a given entity may serve as a client or a server. For

an illustration of what goes in each store, see “About the certificate creation and signing process” on page

5-2.

This section includes these topics:

+  “Create a folder structure” on page 3-2
+  “Establish a naming convention” on page 3-2
+  “Create strong passwords” on page 3-2

Create a folder structure

If you are using a version of NiagaraAX earlier than version 3.8, use Windows to set up a folder structure
on your computer’s hard disk to hold your Certificate Signing Requests (CSRs) and signed certificates
(.pem files). You can use the same structure illustrated in Figure 3-1 or name your own structure.

If you are using NiagaraAX 3.8, the first time you access the Certificate Management view, NiagaraAX
creates an empty certManagement folder in the niagara folder. Within this folder, use Windows to
create a structure similar to the following:

Figure 3-1  Example of a folder structure for certificates

- certManagement
intermediateCertificates
roctCertificate
. serverCertificates
Do not confuse the certManagement folder with the certificates folder that stores one or more
certificates used to validate the authenticity of NiagaraAX licensing files. The certificates folder has

nothing to do with SSL security.

Establish a naming convention

The Key and Trust Stores form the heart of the SSL Toolset. The Al ias field in the Key Store
is a name you can use to differentiate your certificates and keys. Since certificates look a lot alike, use
different aliases to differentiate the purpose of each certificate. Consider including the words “root” and
“intermediate” in the alias name.

Create strong passwords

A password is required to protect each certificate’s private key. When backing up certificates, an
encryption password may also be used. For security’s sake your passwords need to be strong.

A strong password:

»  Has eight or more characters.

+ Includes letters, punctuation, symbols, and numbers.

+ Is different for each password. Don’t use any password more than once.

+  Avoids common password pitfalls, such as dictionary words in any language, words spelled back-
wards or that use common misspellings and abbreviations, sequences or repeated characters, per-
sonal information such as your birthday, driver’s license, passport number, etc.

3.8
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This password information was adapted from information at microsoft.com, which provides a secure
password checker you can use to test the strength of your passwords.

Set up the root and intermediate certificates

The procedures in this topic explain how to create a CA (root) certificate and a single intermediate certif-
icate. The Workbench steps to create root and intermediate certificates are functionally the same. The
content of each certificate is what differentiates them from one another.

The root certificate is a special case because it may be self-signed or signed by a third-party CA. If you
are serving as your own CA, your root certificate is always self-signed. You use it to sign your interme-
diate certificates (or your JACE server certificates if you are not using intermediate certificates) and
export it with only its public key for importing into each client Trust Store.

The topic includes:

+  “Create the root and intermediate certificates” on page 3-3

¢ “Create a CSR for the intermediate certificate” on page 3-5

«  “Sign the intermediate certificate using the root certificate’s private key” on page 3-6
+  “Import the intermediate certificate back into the Key Store” on page 3-7

+  “Export the root and intermediate certificates” on page 3-8

A

Caution To ensure the security of your network, always perform these tasks using a computer that is disconnected
from the internet and company network. It is recommended to maintain this computer in a secure physical
location.

Create the root and intermediate certificates

Step1  Ifitis not already displaying, click Tools > Certificate Management.
The Workbench Certificate Management view appears with the focus on the Key Store tab.

Certificate Management for Niagara Workbench

Key Store I/Trust Store I/Alnm:d Hosts |
You have local certificates:
Alias Subject Mot After |KEY Algorithm |Ke3-I Sizge | Valid B
) tridium NiagaraAX Wed Jun 26 09:49:25EDT 2013 RSA 1024 true
View || New || Cert Request || Delete
| « Import || Export || Jbﬂﬁet |

o

Step2  Check the title at the top of the Certificate Management view to ensure that you are viewing the
Workbench Key Store and not a JACE Key Store.

The Workbench and platform/station stores are separate.

The tridium certificate shown in was automatically generated when you started Workbench. This is a
default self-signed server certificate.

Step3  Click [ Tnen ]

3.8
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Step 5
Step 6

Step 7
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The Generate Self Signed Certificate dialog appears.

Generate Self Signed Cerliﬁmtek lﬂ

Generate Self Signed Certificate
| Generates a self signed certificate and inserts it into the keystore

Alias [company & Root Certificate | (required)

Common Name {CN) |A—Rc:c:t Cert | (required)

* this may contain the host name or address of the server

Organizational Unit (OU) |Hc:me Office |

Organization {(0) |Cc:mpany L | (required)

Locality (L) [Richmond |
State/Province (ST) |'«'A |
Country Code (C) (required)

Not Before [30-May-2013 10:00 AM EDI”iI

Mot After [30-May-2014 10:00 AM EDI”iI

Key Size &> 1024bits &> 2048 bits > 3072bits <> 4096 bits
Certificate Usage: > Server Certificate &>

Email Address | |

L — &

Fill in the fields. Al ias should identify root and intermediate certificates by company, and geography or
department respectively.

Common Name (CN) is the same as Distinguished Name and can be the same as the Al ias.
The two-digit Country Code is required.

For more information about each field, see “About the Generate Self-Signed Certificate dialog” on page 7-
4.

Select the CA Certificate property for Certificate Usage.
Click OK.

The system prompts you to create a password for the certificate’s private key.

Private Key Password l&]

. Private Key Password
| Private Key Password

Private Key Password {required):

S
Conte

L y

This password protects the private key and is required when using the certificate to sign other certifi-
cates. Create strong passwords.

Type and confirm the private key password, and click OK.
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Step 8

Step 9
Note:

Step 10

Step 1
Step 2

Step 3

3.8

Create strong passwords

To view the certificate, double-click it or select it and click II'

Generate Self Signed Certificate -—— l&]
. i —_—

. Generate Self Signed Certificate
| Generates a self signed certificate and inserts it into the keystore

Alias |Rc:anc:ke Plant Intermediate Cert |(quUifEd}

Common Name {CN) |Rc:anc:ke Cert | (required)

* this may contain the host name or address of the server

Organizational Unit (OU) |Rc:anc:ke Plant |

Organization {(0) Company & | (required)

Locality (L) |Rc:anc:ke |
State/Province (ST) V& |
Country Code (C) (required)

Not Before [01-Jun-2013 08:34 AM EDI”iI

Mot After [01-Jun-2015 08:34 AM EDI”iI

Key Size &> 1024bits &> 2048 bits > 3072bits <> 4096 bits
Certificate Usage: & Server Certificate <> CA Certificate

Email Address I |

]

L

is an example of an intermediate certificate. Notice the word “intermediate” is included in the Al ias.

Confirm that the information is correct.

To change a certificate you just created, delete it and create a new certificate. Do not delete a certificate
that is already in use.
When you have created your root certificate, repeat this procedure to create any intermediate certificates.

Create a CSR for the intermediate certificate

A Certificate Signing Request (CSR) prepares the intermediate certificate to be signed by the root certif-
icate. You don’t need to create a CSR for the root certificate unless it will be signed by a third-party Certif-
icate Authority.

Select the intermediate certificate you just created, and click

The Certificate Request Info view appears.

= e e E i‘
Certificate Request Info -
. Roanoke Cert
| Inf ion for certificate ke Cert
-
Properties: .
Version 3
Serial Number 49 a7 05 cl &9 8d 0e 7f 1b lc Ee Ob
Issued By Roanoke Cert
Issuer DN Cli=Roancke Cert,OU=Roancke Plant,O=Company 2,L-Roancke, ST=VE,C=]]
Subject Roancke Cert I
Subject DM Cl=Roancke Cert,(U=Roancke Plant,0=Company 2,l=Roancke,3T=VA&,C=]
Not Before Sat Jun 01 0&:34:00 EDT 2013
Not After Mon Jun 01 0&:34:00 EDT 2015
Key Algorithm R3L
Key Size 2048
Signature Algorithm SHR256WithRSAEncryption
Signature Size 256
Basic Constraints Subject Type: End Entity [
Key Usage digitalSignature, keyEncipherment
Extended Key Usage TLS Web Server Ruthentication (1.3.6.1.5.5.7.3.1), TLS Web Cliej
MD5 Fingerprint 33:ch:8a:25:30:7c:4e:d9:29:40:03:Te:Eb:67:67:75
5HA1 Fingerprint 23:bl:56:b2:61:58:1c:5c:6f:cc:a2:02:02:7Te:8a:83:6c:b7:59:1d
Valid falae
Extensions: =
l | [+]

Confirm that the certificate properties are correct and click OK.
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Step 2
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Certificate Management prompts you for the private key password.

f Private Key Password @1
‘ Private Key Password ‘
| Please enter the password for retrieving the private key.
]

L5 S

Type the password you defined when you created the certificate and click OK.
Select the folder for intermediate certificates you created in the planning step and click OK.

The Al i as for the certificate is used as the file name with the extension: .csr and the Certificate Manager
prompts you to complete the CSR by clicking OK.

& Certificate Signing Request @

@ CSR. generation complete,

To confirm completion, click OK.

Repeat this procedure for each intermediate certificate.

If an external Certificate Authority, such as VeriSign or Thawte, will sign your root certificate, follow the
CSR submission procedure as required by the CA. They will verify that you are who you claim to be, that
this certificate is for a server that your organization actually maintains, and other important information.
They will then return the signed certificate to you.

Sign the intermediate certificate using the root certificate’s private key

This procedure uses the Workbench SSL tools and the root certificate you created to sign your interme-
diate certificates.

In Workbench, select Tools > Certificate Signer Tool.
The Certificate Signing dialog appears.

I ™
Certificate Signing - . i ﬁ

Certificate Signing
Sign a certificate signing request with a selected CA certificate.

Select a certificate signing request to sign:

I | &
Mot Before: [30-May-2013 03:08 FM EDI”il

Mot After: [30-May-2015 03:08 FM EDI”il

CA Alias: |cnmpany a root certificate |'|

L S

Click the browser icon, locate, and open a CSR for an intermediate certificate you created.
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Step 3
Step 4

Step 5

Step 1
Step 2

Step 3

Note:

3.8

Create strong passwords

The Certificate Signing dialog expands to show the certificate details.

Certificate Signing ¢ » " @

Certificate Signing
Sign a certificate signing request with a selected CA certificate.

Select a certificate signing request to sign:
|gile:/C:/Users/E522605/Documents/Data/13-004doc55LUpdates/ In| [

Properties:
Subject Roanoke Cert

Subject DM CM=Roanoke Cert,OU=Company A,O=Roancke Plant,L =Roanoke, 5T=V ] I
Key Algorithm RSA
Key Size 2043
Signature Algorithm sha256WithRSAEncryption (1.2.840.113549.1.1.11)
Signature Size 2568
4 1]

3

[«
-

Extensions:
Identifier: X509v3 Key Usage (2.5.29.15)
isCritical: true
keyCertSign, cBRLSign
Identifier: X509v3 Basic Constraints (2.5.29.193)
isCritical: true
Subject Type: CR, Path Length Constraint: None
Identifier: X509v3 Subject Key Identifier (2.5.29.14)
isCritical: false =
e3:ce:d8:68:6f:5f:ab:e0:43:ab:73:3b:db:d&:80:10:9d:4f:9e:7a
Identifier: X509v3 Issuer Rlternative Name (2.5.29.18) -

D

MotBefore: [01-Jun-2013 11:24 ZM EDI”iI

Mot After: [01-Jun-2015 11:24 AM EDI“il

CA Alias: |c‘,nmpany a root certificate |'|

L A

Confirm that this is the intermediate certificate you created.

Select the date on which the certificate becomes effective (Not Before) and the date after which it
expires (Not After).

Select the root certificate for CA Al ias, type the root certificate’s private key password for CA
Password, and click OK.

Signing is done by the private key of the root certificate, which is why the password you created for the
root certificate’s private key is required.

Repeat this procedure for each intermediate CA certificate.

Import the intermediate certificate back into the Key Store

The next step is to import the newly-signed certificate back into the Key Store to complete the process
changing the shield icon from yellow (with an exclamation mark) to green (with a check mark).

To view the Workbench Key Store click Tools > Certificate Management.

Click , locate the intermediate certificate’s .pem file and click .

The Certificate Manager asks you to supply and confirm the certificate’s password.

Private Key Password @

. Private Key Password
~| Private Key Password

Private Key Password {required):

Conte

L y

Enter the intermediate certificate’s private key password, confirm the password, and click OK.

If the Al T as of the certificate you are importing is not the same as the Al ias of the certificate you are
replacing, the system prompts you for the Al ias of the certificate to replace.

The certificate you import back into the Workbench Key Store must match the original Al ias. To view
the contents of a certificate, select the certificate in the Key Store and click III
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If needed enter the Al ias.
The Certificate Import dialogappears.
Confirm that this is the certificate you expect and click OK.
The green shield icon ® appears next to the certificate Al ias in the Key Store.

Ifyour root certificate was signed by an external CA, you will need to follow this same procedure to import
it back into the Workbench Key Store.

Repeat this procedure for each intermediate certificate.

Export the root and intermediate certificates

There are two reasons to export certificates:

+  To import the root certificate into the Trust Store of each client and browser.
+  To back up your root and intermediate certificates with their private keys.

On the Key Store tab, select the certificate and click .

The system displays the Certificate Export dialog.
I Certificate Export @1
Certificate

-
Properties: .
Version v3 |
Serial Number 49 a7 05 cl 99 66 03 b5 c9 99 £3 75 i
Issued By A-Root Cert
Issuer DM C=05, 5T=VZA, L=Richmond, O=Company &, OU=H
Subject A-Root Cert
Subject DM C=05, 5T=V&, L=Richmond, O=Company &, OU=H[ |
Mot Before Thu May 30 10:00:48 EDIl 2013 | |L
4 3

;) Private Key
[] Expart the private key

Private Kev Password (re

Lo S

To back up a certificate with its private key, click Export the private key box and supply the
private key password.

In addition to the private key password, an encryption password can be used to provide double-password
protection. The default encryption password is the same as the private key password.

To use the additional protection, deselect Reuse password to encrypt private key under
Encrypt exported private key and supply the additional encryption password.

To export the certificate, click OK, locate the root or intermediate certManagement folder and click
Save.

The system reports that the export was successful.

. Certificate Export

The certificate and related data was successfully exported.

To complete the action, click OK.

3.8

NiagaraAX SSL Connectivity Guide



Chapter 3 - Create certificates

Set up the JACE and Supervisor server certificates

November 11,2013

Create strong passwords

Set up the JACE and Supervisor server certificates

Step 1
Note:
Step 2

Step 3

3.8

For each JACE, follow these procedures using Workbench running on a computer that is connected by a
crossover cable to the JACE.

For each Supervisor station, disconnect the Supervisor station from the internet and company network
before following these procedures.

+  “Create new JACE and Supervisor server certificates” on page 3-9
¢ “Create a CSR for each server certificate” on page 3-10

Create new JACE and Supervisor server certificates

You need a server certificate for each JACE and Supervisor in the network. All signed server certificates
reside in the specific server’s Key Store.

There are multiple ways to create a server certificate.

+  For each JACE, you can use the default server certificate that is automatically generated when you
boot the JACE for the first time.

+ Ifyouare connected to a JACE using a crossover cable, you can use PlatformServices to create
a new server certificate.

+  Using Workbench on a secure computer, you can create a server certificate.

This procedure creates a new 2048-bit server certificate on a JACE.

Launch Workbench and connect to the JACE station using Foxs.

Workbench issues warnings if managing certificates via an unencrypted Fox connection.

Locate the JACE station in the Nav tree and double-click CertManagerService under Config >

Services > PlatformServices.

The Certificate Management view appears with the focus on the Key Store tab.
i Services  © PlatfomServices 3 |E]

Certificate Management for "localhost”

Key Store IITmst Store I/Allmmll Hosts |
You have local certificates:
Alias Subject Mot After Key Algorithm |Key Size |Valid B
@) tridium  MNiagaraAX Fri May 09 10:33:41EDT 2014 RSA 1024 true
View || New || Cert Reguest || Delete
| ,,Impnrt || Export || fﬂaet |

Check the title at the top of the Certificate Management view to ensure that you are viewing the
ACE’s Ke% Store and not the Workbench Key Store (in this case “localhost”), then click

Hew
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The Generate Self Signed Certificate dialog appears.

Generate Self Signed Certificate -H @

. Generate Self Signed Certificate
~| Generates a self signed certificate and inserts it into the keystore

Alias [174.168.21.54 | (required)

Common Name {CN) |1'I4 .168.21.54 |(required)

* this may contain the host name or address of the server

Organizational Unit (OU) |Rc:anc:ke Elant |

Organization {(0) |Cc:mpany L | (required)

Locality (L) |Rc:anc:ke |
State/Province (ST) |'«'A |
Country Code (C) (required)

Not Before [01-Jun-2013 02:57 FM EDI”iI

Mot After [01-Jun-2015 02:57 FM EDI”iI

Key Size &> 1024bits &> 2048 bits > 3072bits <> 4096 bits
Certificate Usage: & Server Certificate <> CA Certificate

Email Address I |

Lo A

Fill in the fields and click OK.

Common Name (CN) is the same as Distinguished Name and can be the same as the Al ias. Follow
these recommendations:

+  Create a name that identifies the JACE. You might use the JACE’s IP address or a location code. Do
not use the same Common Name that you also used for the root or intermediate certificates.

+ The Common Name should match host name, which is how the server identifies itself. The IP ad-
dress of the JACE or domain name may be an appropriate Al ias and Common Name for a JACE.
The Common Name becomes the Subject in the certificate.

For more information, see “About the Generate Self-Signed Certificate dialog” on page 7-4.

Certificate Usage defaultsto Server CertificateandKey Size defaultsto 2048. A larger
key takes longer to generate, but improves security. If a third-party will sign the certificate, consult with
your CA to determine the acceptable key size. Some CAs support a limited number of key sizes.

A pop-up in the lower right corner indicates certificate creation success or failure, Workbench displays
an information message, and adds the certificate to the Key Store.

# Info ﬁ

— Certificate Generation has been submitted
@ and will be performed in the background.

This may take a while!

Click OK to close the Info message.

The length of time it takes to generate the certificate depends on the key size and the platform. When
finished, you will have a certificate and key pair (public and private keys).

To view the certificate, double-click it or select it and click II'
Confirm that the information is correct.

To change a certificate, you must delete it and create a new certificate.

Create a CSR for each server certificate

For each server certificate to be signed by an intermediate certificate (or the root certificate if your instal-
lation is small and does not require intermediate certificates), a Certificate Signing Request (CSR) is
required. This procedure is the same if you are using the default server certificate or a server certificate
that you created.

While you are securely connected to the JACE and are viewing the station’s Key Store, select the

certificate and click .

The Certificate Request Info view appears.

Confirm that the certificate properties are correct.
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Create strong passwords

To save the CSR, click OK, select the folder for server certificates on your computer, and click OK.

The system uses the Al 1as as the certificate file name and the extension of: .csr. This file does not
contain the certificate’s unique private key.

Copy the CSR to a flash drive or store it on the laptop Workbench computer for transport to the secure,
standalone Workbench computer that contains the root and intermediate certificates for signing.

Copy the files into the certManagement folder.

Sign the server certificates

A

Caution

Step 1

Step 2

3.8

Each CSR on the flash drive or laptop Workbench computer needs to be signed by the private key of the
root or an intermediate certificate. Although each server certificate CSR does not contain its private key,
transportation to the Workbench computer on which the root and intermediate certificates are stored
should be secure.

To ensure the security of your network, always sign certificates using a computer that is disconnected from
the internet and company network. It is recommended to maintain this computer in a secure physical
location.

See “Sign the server certificates using the intermediate certificates” on page 3-11.

Sign the server certificates using the intermediate certificates

This procedure uses the Workbench tools and the intermediate certificates to sign server certificates.

Select Tools > Certificate Signer Tool.
The Certificate Signing dialog appears.

I ™
Certificate Signing - . : &J

Certificate Signing
Sign a certificate signing request with a selected CA certificate.

Select a certificate signing request to sign:

I | &
Mot Before: [30-May-2013 03:08 FM EDI”il

Mot After: [30-May-2015 03:08 FM EDI”il

CA Alias: |cnmpany a root certificate |'|

L S

Click the browser icon, locate, and open the CSR for a server certificate. and click Open.
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The Certificate Signing dialog expands to display the certificate details.

Certificate Signing ‘_n &J

Certificate Signing
Sign a certificate signing request with a selected CA certificate.

Select a certificate signing request to sign:
[Eile:/c:/Users/E522605/Documents/Data/13-004doc55LUpdates/Se| [

Properties:
Subject 174.168.21.54 s
Subject DM CMN=174.168.21.54,0U=Roancke Plant,0=Company A,L=Roanoke,5T= ]
Key Algorithm RSA
Key Size 2043
Signature Algorithm sha256WithRSAEncryption (1.2.840.113549.1.1.11) =
Signature Size 256 =
4 1]
Extensions:
Identifier: X509v3 Key Usage (2.5.29.15) -
isCritical: true ]

digitalSignature, keyEncipherment
Identifier: X509v3 Subject Key Identifier (2.5.29.14)
isCritical: false
fc:55:02:6£:b2:07:38:69:4f:b2:cec9:08:£8:80:2a:8c:45:04:1a
Identifier: X509v3 Issuer Alternative Name (2.5.29.18)
isCritical: false
tridiumHostId (1.3.6.1.4.1.4131.2)
Win-DEFB-8948-TE1F-98FF =

Mot Before: [30-May-2013 03:08 FM EDI”il

Mot After: [30-May-2015 03:08 FM EDIHiI

CA Alias: |c‘,nmpany a root certificate |'|

L

Confirm that this is the correct server certificate.
Select valid dates.

Select the intermediate or root certificate to use to sign the server certificate, type the root or
intermediate certificate’s private key password for CA Password and click OK.

This generates a new certificate file with the extension of: .pem. This file contains only the public key

associated with the certificate.

Save the signed certificate in the server certManagement folder.

Repeat this procedure for each server certificate.

When signing is complete, the .pem files for the server certificates need to be transported (on a flash/
thumb drive or laptop computer) back to where they came from and stored in the folder you set up for
server certificates. Even though these files do not contain their private keys, you should transport them

securely between locations.
These tasks remain to set up SSL on a JACE or Supervisor:

+  “Import the server certificate into the Key Store” on page 3-13

+  “Enable platform SSL and select the platform server certificate” on page 3-13

+  “Select the Https and Foxs service certificates” on page 3-13

3.8
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Note:
Step 1
Step 2

Step 3

Step 4

Step 1
Step 2
Step 3
Step 4

Step 5

Step 1
Step 2

3.8

Create strong passwords

Import the server certificate into the Key Store

The JACE platform and station share the same Key and Trust stores. This procedure demonstrates how
to use station PlatformServices to import a signed server certificate back into each platform Key
Store.

The certificate you import back into the platform must match the original Alias.

Connect to the station using a Foxs connection, otherwise Workbench displays a warning message.

In Workbench, click Station > Config > Services > PlatformServices >
CertManagerServices.

Certificate Management opens with the focus on the Key Store.

Click , locate the certificate .pem file and click ,

Certificate Import displays the certificate details.

If the Al i as of the certificate you are importing is not the same as the Al ias of the certificate you are
replacing, the system prompts you for the Al ias of the certificate to replace.

Confirm that this is the certificate you expect and click OK.

The green shield icon i appears next to the certificate Al ias in the Key Store.

Enable platform SSL and select the platform server certificate

Make a secure connection to the platform.
Double-click the platform node in the Nav tree and double-click Platform.
Double-click Platform Administration.

CliCk | g | Change SSL Settings |

The Platform SSL Settings dialog appears.

3% Platform SSL Settings =

state [ ]
Port

Certifcate [172. 16 2154 ]
Protocol [ssLvaisvi |]

=

Change State to Enabled, change the Certificate to the certificate you created, and click Save.

Select the Https and Foxs service certificates

This procedure assumes you have enabled Https and Foxs. For more information about enabling the
services, see Chapter 2, “Set up Workbench and stations for SSL".

Make a secure connection to the station.

Select the property sheet for the service in the Nav tree:

+  For Web Service select Station > Config > Web Service.
+  For Fox Service select Station > Config > Drivers > Niagara Network.
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The property sheet appears.

[ -iogranservice [ ——

GQ JobService | O (2 Https Min Protocol S5Lv3+4TLSvl [
B £ UserService O @ Https Cert [tridiom [] ||

@ i O Authentication Scheme Cookie -
[ Emailservice O © Gzip Enabled ﬂ
6 CategoryService
E@ BackupService O O LogFile Enabled ﬂ
{} LEr=g Frograinservice L FORs iy i Taise -
B9 JobService O (@ Foxs Min Protocol [s5Lv3+Tisvi [+]
[]-& UserServ?ce O © Foxs Cart [Eridion = ||
[]-@ WebService
B4 EmailService O @ Authentication Policy [Digestmds |+ ]
B CategoryService O © Request Timeout [00000h 0Tm_00s]fF] [tms - +inf]
M BackupService 0O @ Socket Option Timeout [00000R 01m 00| [1ms - +inf]
B} WeatherService | O @ Socket Tcp Mo Delay ﬂ
E}-g PlatformServices O (O keep Alive Interval EI
TeplpService O ) Max Server Sessions
| LicenseService
SerialPortService 0 © Multicast Enabled
@ CertManagerService O @ Enable Announcement [© tue [+]
- NtpPlatformServiceWin32 O @ Multicast Time To Live -
[ Drivers & Server Connections Server Connections
'E‘ O () Trace Session States [ @ false [+]
- hubba

Step3  Select the certificate to use for the Https Cert from the drop-down list.
Step4  Select the certificate to use for the Foxs Cert from the drop-down list.

Set up the Trust Stores

Each JACE and Supervisor can also serve as a client. Workbench and the browser are always clients. This
topic explains how to set up the Trust Stores.

+  “Set up the platform and station Trust Stores” on page 3-14

+  “Set up the Workbench Trust Store” on page 3-15

In addition to the above Trust Stores, you may also need to import certificates into the Java Trust Store
(Java Control Panel > Security > Certificates). Thisis only necessary when connecting
in a browser with a Workbench profile that uses a Java applet.

A

Caution If your only recourse is to email a root certificate, use a heavily encrypted ZIP file and communicate the
ZIP file password over the phone. Otherwise, the receiver of the ZIP file has no way to verify that the ZIP
contains the expected certificate.

You could also tell the recipient what the MD5 and SHA 1 fingerprints are so they can verify the values
before using the certificate. To see a certificate’s MDS5 and SHA 1 fingerprints, select the certificate in the
Key Store and click View.

If you are installing a brand new network, certificate transfer can be done in the shop during initial
commissioning of a group of JACEs that will be later installed on site (commission the JACEs first and
then install the certificates).

Set up the platform and station Trust Stores

The only certificate to import into the Trust Store for each JACE is the root certificate. Server certificates
that have been signed by an intermediate certificate carry the intermediate certificate’s information and
public key with them.

Stepl  To view the JACE or Supervisor station’s Trust Store using a Foxs connection, click
PlatformServices > CertManagerService in the Nav tree.

Step2  Click the Trust Store tab.

Step3  Click and locate the root certificate .pem file and click .

Certificate Importdisplays the certificate details.

Step4  Confirm that this is the certificate you expect and click OK.

3.8
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Step 1

Step 2

Step 3

Create strong passwords
The certificate appears in the Trust Store. All servers that have server certificates signed by the
private key associated with this certificate will be trusted automatically.

Follow this procedure for each certificate to be trusted by a client platform/station.

Set up the Workbench Trust Store

To view the Workbench Trust Store click Tools > Certificate Management and click the
Trust Store tab.

Click and locate the certificate .pem file and click .

Certificate Import displays the certificate details.

Confirm that this is the certificate you expect and click OK.

The certificate appears in the Trust Store. All servers that have server certificates signed by the
private key associated with this certificate will be trusted automatically.

Follow this procedure for each certificate to by trusted by Workbench.

Install certificates in a client browser

Step 1
Step 2
Step 3

Step 4

Step 5

Step 1
Step 2
Step 3
Step 4

Step 1
Step 2
Step 3
Step 4

3.8

Installing your signed client certificate in the browser ensures that security will be enabled automatically.
Installing a certificate in a browser varies by browser, and by browser version. Use these procedures as
examples. The steps you will follow may vary.

+  “View and install certificates in Internet Explorer 10” on page 3-15
+  “Install a certificate in Firefox 21” on page 3-15
+  “Install a certificate in Google Chrome 24” on page 3-15

View and install certificates in Internet Explorer 10

Each browser maintains the list of approved certificates. How to view this list varies with the browser. To
confirm that the NiagaraAX certificate for https is stored in Internet Explorer 10’s approved list:
Launch Internet Explorer and click Tools > Internet Options.

On the Content tab click the Certificates button.

On the CertiTicates tab click the Trusted Root Certification Authorities taband
look for the name of your root CA certificate in the list.

Click the Intermediate Certification Authorities tab and look for the name of your
intermediate CA certificate in the list.

Click Import. . . and follow the wizard to import a certificate.

Install a certificate in Firefox 21

Using the Firefox menu in the upper left corner of the page, click Tools > Options > Advanced.
Click the Encryption tab.

To view certificates, click View Certificates and scroll through the list.

To import a certificate, click Import. . . and follow the wizard.

Install a certificate in Google Chrome 24

Click the wrench icon in the upper right corner of the page.

Click Settings > Show advanced settings.

In the HTTPS/SSL section, click Manage certificates....
Click Import and follow the wizard.
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Updating a certificate

A

Warning

Step 1
Step 2
Step 3

Back up the stores

Step 1

Step 2

Step 3

Step 4

As a general rule, third-party certificates are not changed. Some CAs will not allow any changes once the
certificate is signed. If a change needs to be made, you should import the new certificate and configure it
for use before you delete the old certificate.

Follow these procedures:

+  “Delete a certificate” on page 3-16

Delete a certificate

Do not delete a certificate until its replacement is in place and configured. If you delete a certificate that
is configured for use by the platform, Fox or Web Services could fail to restart. If you have the services
configured for Https only, platformssl only, or Foxs only, a missing certificate could prohibit connectivity
using SSL connections.

Workbench gives no warning if you delete a certificate that is currently being used by Workbench or the
platform/station.

Open the platform.
Click Tools > Certificate Management.

Select the certificate in the Key Store and click .

To back up the Key and Trust Stores, select the certificates and export them to a secure location on your
computer’s hard disk or on a flash/thumb drive.

+  “To back up the stores” on page 3-16

To back up the stores

Access both sets of stores:

. To access the Workbench stores, click Tools > Certificate Management.

+  Toaccess the platform stores through the Nav tree use either Platform > Certificate Man-
agement, or Station > Config > Services > PlatformServices > CertMan-
agerServices.

Select each certificate and click .

You export each certificate one at a time.

When exporting from a Key Store, export the private key along with the certificate, creating an
encryption password for each private key.

Store the off-line storage medium (for example, a thumb drive) in a safe place.

Managing allowed hosts

Test station health

If you used the self-signed certificates to provide initial encryption, more than one exception may be
allowed in your Al lowed Hosts list. Once you have set up signed certificates for all hosts and clients,
delete the exceptions from the Al lowed Hosts lists both for Workbench and for the platform/station.

When you finish configuring a server, stop and restart a secure station and check station health. Existing
connections using SSL are not revalidated against new certificates until they are reset. Existing connec-
tions using Http and Fox are not automatically changed to Https and Foxs even when httpsOnly and
ToxsOnly are enabled, until the connection is reset.

3.8
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CHAPTER

About SSL—AIlice, Bob, Cathy and Bart

This topic introduces basic security concepts:

+  “What makes any system secure?” on page 4-1
+  “Friends and enemies” on page 4-1
+  “Identity verification” on page 4-3

+  “Cryptography” on page 4-8

What makes any system secure?
A secure system requires:

+  Physical security: Your JACE network should be located in a guarded location with appropriate
locks, security systems, and physical access control.

+  Protection against hacking: Your computers need firewalls, passwords and other software access
controls.

+  Verification of authenticity: Certificates verify that the contacted server is the expected server. This
verification of authenticity thwarts imposters who attempt to steal trust for the purpose of disrupt-
ing network operations.

+  Data transmission security: Data encryption defeats hackers who would use listening devices to cap-
ture transmitting data.

The third and fourth bullets above are the security requirements configured by the SSL Toolset that is

part of NiagaraAX 3.7 and later.

Friends and enemies

Alice, Bob and Cathy are remote friends. Bart is an imposter. This topic explains how internet security
systems work.

+  “When trust is secure” on page 4-1

+  “When things go wrong” on page 4-2
+  “Verifying authenticity” on page 4-2
When trust is secure

Alice connects to Bob remotely using the internet. For example, Bob may run a commercial website from
which Alice wants to purchase goods or services.

Figure 4-1  Communication in a trusted world

Hello, are you Bob? I'm Bob
Allce

In Figure 4-1, Alice and Bob are both authentic and legitimate. Communication between them is safe.

3.8
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When things go wrong

In Figure 4-2, Bart is pretending to be Bob so he can steal Alice’s identity and confidence. This is referred
to as a man-in-the-middle attack if the “attacker” (Bart) makes a connection with the victims (Alice and
Bob) and relays messages between them while “eavesdropping” on their communication.

Figure4-2  When things go wrong

Hello, are you Bob?

8@/7//%

Alice

How can Alice be confident that she is having a private “conversation” with Bob and not an imposter?

Figure 4-3  How the bad get caught

Hello, are you Bob?

Allce

Cathy

The answer is that she and Bob have a mutual friend, Cathy, who authenticates Bob’s credentials and
warns Alice when the person to whom she is connected is not Bob.

Verifying authenticity
In reality, there is no person (or computer) on the internet whose job it is to monitor each client/server
transaction. So, who or what is Cathy and how did Cathy know to warn Alice?

Figure 4-4  Cathy, a third-party Certificate Authority signs Bob’s credentials

H| will yau sign my certificate of authenucallona

( Yes,Bob, | know who you are,)
8’ L B
"________Calhy ‘ .

Cathy is a file known as a certificate of authentication owned and distributed by a Certificate Authority
(CA). Bob also is a certificate of authentication. Ahead of time, Bob’s company sent its certificate to

Cathy’s company, which verified Bob’s company identity and signed his certificate.

When Alice installed her browser, Cathy’s certificate was installed in Alice’s browser’s Trust Store. As the
name implies, a Trust Store contains certificates from trusted entities.

Figure 4-5  Secure communication: the signatures match

Hello, are you Bob?

~(His credentials match

;
Trust Store in Alice’s browser L
Bob's certificate with his credentials

As soon as Alice contacts Bob, he sends her his certificate. Alice’s browser checks the signature on Bob’s
certificate against the signature on Cathy’s certificate in its Trust Store. The signatures match and Alice’s
browser authorizes the beginning of a trusted connection between Alice and Bob.

3.8
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Figure 4-6  Rejected communication: the signatures do not match

Hello, are you Bob? I‘m Bob

Hls credentials dan t match

Trust Store in Alice’s browser L ==
Bart's certificate with his credentials

Alice’s browser immediately rejects Bart’s certificate because it was not signed by Cathy. Its signature
does not match the signature on Cathy’s certificate in Alice’s browser’s Trust Store.

Identity verification

3.8

Public Key Infrastructure (PKI) is the name of the technology that employs two security processes to
ensure secure communication:

+  Identity verification is described in more detail in these topics:

+  “More about certificates” on page 4-3
+  “Keys” on page 4-4
+  “Signing a certificate with a private key” on page 4-4
+  “Creating a chain of trust” on page 4-6
+  “More about intermediate certificates” on page 4-7
+  “Cryptography” on page 4-8, which is the general term for encrypting (scrambling and unscram-

bling) data to ensure they are not intercepted during transmission.

More about certificates

A certificate is an electronic document that uses a digital signature to bind a public key with a person or
organization. Identity verification uses multiple certificates in a chain of trust. The example of Alice, Bob,
Cathy and Bart involves at least three certificates:

+  During the handshake with Alice, Bob presents his server certificate.

+  The Trust Store in Alice’s browser contains a copy of the root certificate that Cathy used to sign her
own and Bob’s server certificates. The successful matching of the signature on Bob’s server certifi-
cate with the signature on Cathy’s root certificate allows communication to begin.

«  Bartalso has a signed server certificate, but it was not signed by Cathy, therefore, his attempt to im-
personate Bob is not trusted.

Each certificate contains metadata that identifies the certificate owner and the purpose of the certificate.

Figure 4-7 shows a certificate as it appears in Windows 7.

4-3
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Figure 4-7  Certificate with metadata
L= N

Certificate

Certificate

General | Details | Certification Path

| General | Details |Cerﬁﬁaﬁon Path

§} Certificate Information Shaw: [<AII> v]
This certificate is intended for the following purpose( Fiold val g
» Ensures the identity of a remote computer i ale
» Proves your identity to a remote computer Dsignab.lre hash algorithm shal o
Dlssuer VeriSign Class 3 Secure Server... L
[=] valid from sunday, July 22, 2012 8:00:0...
[=] valid to Wednesday, July 24, 2013 7:...
*Refer to the certification authority's statement for details. Subject axlicensing. tridium. com, Tridiu...
=] Public key RSA (2048 Bits)
Issued to: axlicensing. tridium.com @Subject Alternative Mame DMS Mame =www.niagara-cent...
il Racic Crnstraints Sithiert Tune =Fnd Entity_Dat i
Issued by: VeriSign Class 3 Secure Server CA - G3 CN = axlicensing. tridium. com
OU = Tridium
O = Honeywell International Inc.
valid from 7/ 22/ 2012 to 7/ 24/ 2013 L = Morristown
S = MNew Jersey
C=U5

Issuer 5
Edit Properties. .. Copy to File...

Learn more about certificate details

Learn more about certificates

~

L% ¥

The General tab identifies to whom the certificate was issued (axlicensing.tridium.com), who the
trusted Certificate Authority (CA) was that issued the certificate (VeriSign), and for how long the certif-
icate is valid (until 7/24/2013). It is typical for certificates to be valid for a year or two. It is unusual for a
certificate to be valid indefinitely.

The Detai I's tab provides more information, including the Subject, which is also known as the
Common Name (CN). In addition to signatures matching, Server and client CNs must match for secure
communication to begin.

Keys

A pair of asymmetric keys (one public and the other private) makes SSL authenticity verification and
encryption possible. The term “asymmetric” means that each key is unique but they match each other.
The signing of certificates with the private key is required to verify authenticity. Both keys are required
to encrypt information. In advance, key generation software running on a JACE generates this pair of
asymmetric keys.

Figure 4-8  Asymmetric keys
Public >3Private
Key _|Key

+ A public key is a string of bytes wrapped by a certificate. This key resides in the server’s Trust Store
and is used to identify the authenticity of the connecting client certificate.

+  Aprivatekey is also a string of bytes that resides on the authentic server. The root certificate’s private
key must be physically protected for a chain of trust to remain secure. A private key must not be sent
via email, and, if necessary, should be physically transported (on a thumb drive or other medium that
is not connected to the internet).

Signing a certificate with a private key
Cathy’s company, a Certificate Authority (CA), verified Bob’s identity and signed his server certificate with
Cathy’s private key. Here’s how it happened:

1. Bob created a pair of asymmetric keys and a certificate that contained his credentials (his name,
address, etc.).

3.8
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Figure 4-9  Bob’s keys and self-signed server certificate

Bob's Server Certificate
Metadata
Distinguished Name: Bob
Issuer:Bob
Subject: Bob
Expiration
Key usage Public Private
Serial number | Key Key
etc.

Bob’s server certificate was not yet signed by a CA. At this stage it is self-signed using his own private
key. Notice that the Issuer and Subject are the same.

2. Bob sent this certificate to Cathy with a request that she verify his identity. (He probably also sent
money with his request.) He did not send Cathy his private key.

3. AsaCA, Cathy owns a pair of keys and a trusted root certificate.

Figure 4-10 Cathy’s keys and root certificate

Cathy’s Root Certificate
Metadata
Distinguished Name: Cathy
Issuer: Cathy
Subject: Cathy
Expiration
Key usage Public Private
Serial number Key
etc.
s signaure] 4 ’

Cathy’s root certificate is also a self-signed certificate. It serves as the top of the chain of trust. Cathy
stores it on a computer that is not on the internet that is kept in a vault.

Figure 4-11  New server certificate for Bob

Bob's New Server Certificate

Metadata
Distinguished Name: Bob
Issuer: Cathy

Subject:Bob

Keyusage | BODS
Serial number Public
etc. Key

4.  After thoroughly checking Bob’s credentials, Cathy extracted Bob’s public key and metadata from
his self-signed certificate and created a new certificate with her name as the Issuer.

Notice how the Issuer and Subject are different from the self-signed certificate that Bob sent
Cathy.
5. Cathy then used the private key of her root certificate to sign this new certificate.

3.8
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Figure 4-12  Signed server certificate for Bob

Metadata

Issuer: Cathy
Subject: Bob
Expiration
Key usage
Serial number
etc.

Bob’s New Server Certificate

Distinguished Name: Bob

Bob's
Public
Key

Root
Key

November 11,2013

6. Cathy compressed both the new server certificate and a copy of her root certificate containing only
her public key (Figure 4-10) with password protection, put both on a website and emailed the links
to Bob. The public key part doesn’t have to be protected and can be emailed.

7. Then she phoned Bob and gave him the password for the two compressed, password-protected files.

8. Bob expanded the files and imported his signed server certificate into the Key Store on his JACE.
This action replaced his self-signed certificate. The imported certificate must match the certificate
that created the CSR in the first place.

9. Finally, Cathy’s root certificate needs to be installed in Alice’s Trust Store. There are several ways for
Alice to install Cathy’s root certificate in her Trust Store:

»  If Cathy is a well-known CA, her root certificate may have been installed when Alice installed

her browser.

B Since Alice is a customer of Bob’s, he may have created an installation program, which Alice can

download and install in her browser.

. If Alice is a JACE controller, Bob may install Cathy’s root certificate in the office, when he sets
up each JACE before taking them out to the field. Or he may put Cathy’s root certificate on a
thumb drive and take it to the JACE for installation.
The root certificate with its public key is a public certificate that can be emailed.

Creating a chain of trust

A certificate chain of trust, also known as the certification path is a structure with a root certificate at the
top-most level. A root certificate is made trustworthy by securing its physical distribution.

3.8
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More about intermediate certificates

Figure 4-13 A chain of trust with a Root Certificate Authority (CA) certificate at the top.

Root CA Certificate
Metadata
Distinguished Name: CA
Issuer:CA
Subxject: domain.com
Expiration
Key usage
Serial b . -
efcr  number Public Private
Key Key

I .

Using the private key

Intermediate Certificate to establish the
chain of trust
Metadata
Distinguished Name: Company
Issuer: CA
Subject: domain.com
Expiration
Key usage
ztecrral number (o, blic Private
: Key Key
Using the chain of trust l |I /"
to verify identity A u
End Server Certificate
Metadata
Distinguished Name: Company
Issuer: CA
Subject:domain.com
Expiration
Key usage Public Private
Serial number | Key Key
efc.

—r CA Signature ‘ H—/

The arrows on the right show how the chain of trust was established using the private keys to sign the
certificates at the next level down in the chain. All certificates immediately below the root certificate
inherit the trustworthiness of the root certificate. Certificates further down the chain depend on the
trustworthiness of the intermediate certificate(s).

The server certificate’s private key is not part of establishing the chain of trust. It is used to encrypt and
decrypt data after identity is established.

The arrows on the left side of the drawing show how identity is verified during the handshake. Working
up the chain, the server sends the client its server and intermediate certificates. The client:

1. Verifies that the server certificate was signed by (matches) the intermediate certificate and that the
Distinguished Names match.

2. Verifies that the intermediate certificate was signed by the root certificate, which it has in its Trust
Store.

Assuming all signatures match, communication begins.
Certificates have an expiration date. Every couple of years they must be renewed.

More about intermediate certificates

Any number of intermediate certificates may be set up in the chain of trust. A certain amount of overhead
is carried to verify each certificate during the handshake. The benefit of multiple intermediate certificates
is that they reduce the impact of a security compromise.
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Once Bob’s identity is confirmed during the handshake with Alice, they no longer worry about
confirming identities. Bob’s private key takes over the encryption task. Encryption prevents eaves
dropping on their “conversation”

Public Key Infrastructure (PKI) encrypts in two steps:
1. At the start of communication, the handshake receives extra protection. See “Encrypting the
handshake” on page 4-8.

2. Once communication is established, encrypted data transmission begins. See “Data transmission
after the handshake” on page 4-8.

Key size is directly related to security. See “More about key size” on page 4-8.

Encrypting the handshake

Encryption using both keys protects the exchange of the identity-verifying certificates.

Figure 4-14 The handshake uses asymmetric keys to encrypt the exchange of certificates

Client Server

Public L., 0100011100101001 Eivale
Key r] | Key

1110101010100001 I'm Bob; heres my certificate

I'm Alice; are you Bob?

The private key on the server side encrypts the opening handshake, and the client’s matching public key
decrypts it. This action (called asymmetric cryptography) protects the exchange of certificates used to
establish identity.

+  The advantage of using asymmetric keys, is that they can be larger (more secure) than symmetric
keys (the same key used at both ends).

+  The disadvantage of using asymmetric keys is that their size and complexity can make encryption
slow. This is why they are used only to establish the connection.

Data transmission after the handshake

Once server identity has been established using asymmetric cryptography, the transmission continues
with a negotiated symmetric key that both encrypts the data (symmetric cryptography).

Figure 4-15 Asingle key speeds symmetric encryption/decryption

Client Server
Client data /I’_L 0100011100101001 T
©

o
Y oi01010100001 S Y Serverdata

+  The advantage of symmetric cryptography is that it is simpler and faster than asymmetric cryptog-
raphy.

+  The disadvantage of using a single key for symmetric encryption is that there is no easy way to share
the key (it should not be sent via email).

More about key size

The size of the key is directly related to the quality of security it offers. Larger keys are more secure. Your
options for the key size property are:

o 1024, the size of the default key generated at the JACE, Workbench and Supervisor at start-up.
+ 2048, the default if you generate a key manually. At the time of issuing this guide, this size is required
by most Certificate Authorities.

« 3072

« 4096

To generate a 1024-bit key on a JACE takes about 15 seconds. To generate a 4096-bit key on a JACE can
take a while. The reason is that key generation is math-intensive (it randomly generates prime numbers
that meet certain criteria). Ideally, this type of security should be installed in person. If you are sitting next
to each JACE with your laptop directly connected to the JACE, you can safely generate a complex key on

your laptop and import it into the JACE.

3.8
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About NiagaraAX SSL

This topic describes how SSL security works in a NiagaraAX network.

+  “NiagaraAX’s client/server architecture” on page 5-1

+  “About the certificate creation and signing process” on page 5-2
+  “About NiagaraAX SSL certificates” on page 5-5

+  “About the SSL Toolset” on page 5-7

NiagaraAX’s client/server architecture

The typical internet client/server relationship with a third-party verifying the server becomes a little
more complicated when considering the relationships between the various programs (processes) within
the NiagaraAX Framework.

NiagaraAX’s SSL implementation is platform based. All SSL Toolset functions can be configured using
only a platform connection and without any station running.

Three NiagaraAX programs (processes) require communication protection:

+  Fox Service, a proprietary program that is used for all network communication between stations as
well as between the Workbench and stations.

«  Web Service for the station. This service is used to download the Workbench applet (wbapplet) and
the modules that are required for running the station. It is also used to display hx pages, mobile pag-
es, etc.

+  Platform for Niagarad, which provides Http connectivity to a platform.

For more information about how the NiagaraAX programs provide NiagaraAX functionality, see Types

of NiagaraAX Programs in the Networking and IT Guide.

Figure 5-1  NiagaraAX client/server relationships

Workbench Station

Daemon
Fox Session Session

Provisioning Clicnt
iz Cliane Niagara Service
Daemon
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Supervisor

Fox Service Web Service

Client

NERVER

Webh Browser

slient:

Fox Service Niagara Web Service Fox Service Niagara
Daemon Daemon

SEEVEE SERVEE S

SERVER SERVER

NERVER

lient:

lEnt

Figure 5-1 illustrates the possible client/server relationships within the NiagaraAX Framework:

1.  Workbench station (client) connected to JACE station (server) using secure Fox Service.

3.8
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Workbench (client) logged in to a JACE platform (server) using Niagarad (platform connection).
JACE station (client) connected to a Supervisor station (server) using secure Fox Service.
Supervisor station (client) connected to a JACE station (server) using secure Fox Service.

Web browser (client) connected to the station (server) using Https.

Station (client) connected to the remote Supervisor (server) (Http).

JACE station (client) logged in to another JACE station (server) using secure Fox Service.

®© N o W

Supervisor station (client) connected to a station (server) using Https.

Each JACE in figure Figure 5-1 has all the same connections to Workbench and the Supervisor as the other
JACE. For simplicity the illustration uses each to demonstrate the nearest connections (nearest in the
drawing).

About the certificate creation and signing process

5-2

The illustrations in this section are intended to help you visualize what needs to be done. The actual steps
you will take may vary. For example, to save time it makes sense to do everything in Workbench at one
time rather than go back and forth between the Workbench and platform/station tools.

+  “Certificate creation” on page 5-2

+  “Workbench certificate signing” on page 5-3
o “JACE certificate signing” on page 5-3

+  “Supervisor certificate signing” on page 5-4

+  “Setting up the client Trust Stores” on page 5-4

Certificate creation

To set up a chain of trust you begin by creating a root CA certificate and a server certificate for each JACE
and Supervisor. You may also require several intermediate CA certificates. For example, if your company
has multiple locations, you may want an intermediate certificate for each location.

Figure 5-2  Summary of CA and server certificates to create

1 Create root and 2 Create supervisor 3 Create JACE
intermediate CA certs server certificate server certificate
Workbench Supervisor
Key Store Trust Store Key Store Trust Store Key Store Trust Store
(1 rootCert (X tridium () tridium
T intermCACert \1supServCert TJACEServCert

1. The first step is to create the root and intermediate certificates. If you use intermediate certificates,
you probably have more than one. The illustrations show only one intermCACert for the sake of
simplicity.

The Workbench stores are separate from each platform/station stores. You access the Workbench
SSL tools by using a menu option. Click Tools > Certificate Management.
For the procedure, see “Create the root and intermediate certificates” on page 3-3.

2. The next step is to create one or more supervisor certificates. You access the platform/JACE stores

by double-clicking CertManagerService under PlatformServices in the station Nav tree.

For the procedure, see “Create new JACE and Supervisor server certificates” on page 3-9.

3. Finally, you create a certificate for each JACE. The tridium certificates you see in the Supervisor
and JACE Key Stores are the default self-signed certificates that are created at initial station startup.
Although the certificates are all named “tridium,” each is unique to the platform on which it was
created. In their unsigned, default state these certificates do not provide server authentication, but
they do provide encryption.

This example demonstrates creating server certificates for a Supervisor and JACE using 2048-bit
keys, which are more secure than the 1024-bit keys of the default certificates.

To save space, the remainder of the illustrations do not show the tridium server certificate. After
the new certificates are signed and imported, you will select them for each station. At that time you
can delete the tridium certificates.

3.8
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About the certificate creation and signing process
Workbench certificate signing

Workbench certificate signing
Using the SSL Toolset the intermediate certificates are signed by the private key of the root certificate.

Figure 5-3  Setting up the Workbench certificates
1 acertManagement 2 Ccerth 3 il certMar 4 I lcerth
CintermediateCertificates DlintermediateCertificates ClintermediateCertificates = interme Certificates
3 lintermCACert.csr | [intermCACertcsr | int
- 3" [intermCACert pem] 3 [intermCACert.pem] int \ o
isignedCerts folde i CirootCertificat
3
Create CSR s’ Sion cart Import signed cert Export without
an ce back into Key Store private key
Workbench Workbench Workbench Workbench
Key Store Trust Store Key Store Trust Store Key Store Trust Store Key Stare Trust Store
|1 RootCert |1 RootCert ') RootCert 12 RootCert
| B IntermCACert ®intermCACert 7 IntermCACert TintermCACert

1. The first step is to create a Certificate Signing Request (CSR) for the intermediate certificate.

For the procedure, see “Create a CSR for the intermediate certificate” on page 3-5.
2. Inthe next step, you use the certificate signing tool and the private key of the root certificate to sign
the intermediate certificate. Once signed, the certificate should be stored in a separate folder.

For the procedure, see “Sign the intermediate certificate using the root certificate’s private key” on
page 3-6.

3. This step marries the signed certificate with its private key, which never left the Key Store. The green
shield @ indicates that the intermediate CA certificate has been signed.

4. In this step you export the root certificate without its private key. You will then import the root
certificate into the Trust Store of each JACE.

The intermediate certificate (IntermCACert) does not need to be exported. It is used to sign server
certificates and does not need to be imported into the any Trust Store. The only reason to export an
intermediate certificate would be to back it up.

For the procedure, see “Export the root and intermediate certificates” on page 3-8.

Note: Inthe Workbench Key Store, the root certificate always shows the caution shield V. As the highest authority
in the chain of trust, this certificate must be self-signed. For this reason, the root certificate must be physi-

cally protected for the security system to provide any protection to the network.

JACE certificate signing

Each JACE has its own separate and unique platform/station stores.

3.8

Figure 5-4  Signing the JACE server certificate
1= 2 | 3
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== Create CSR s Sign cert 7 back into Key Store
JACE Workbench JACE
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1. Creating the CSR for the JACE server certificate prepares it for signing without its private key.

For the procedure, see “Create a CSR for each server certificate” on page 3-10.
2. Signing the JACE server certificate is done using the private key of the intermediate certificate.

For the procedure, see “Sign the server certificates using the intermediate certificates” on page 3-11.
3. This step marries the signed JACE server certificate with its private key, which never left the Key
Store. The green shield @ indicates that the JACE server certificate has been signed.
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NiagaraAX SSL Connectivity Guide



About the certificate creation and signing process

Chapter 5 - About NiagaraAX SSL

Supervisor certificate signing
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Supervisor certificate signing

Figure 5-5  Signing the Supervisor certificate
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The Supervisor procedure is the same as that for the JACE.

1. Creating the Supervisor certificate CSR prepares it for signing without its private key.

For the procedure, see “Create a CSR for each server certificate” on page 3-10.
2. Signing the Supervisor server certificate is done using the private key of the root certificate.
3.

Importing the signed Supervisor server certificate back into the Key Store changes the caution shield
to the green shield.

Setting up the client Trust Stores

After creating and signing the certificates, the final step is to import the root certificate into the client
Trust Store for each server (JACE) and browser.

There is no need to import the server certificates nor the intermediate CA certificates to any Trust Stores.
Each server certificate carries within in it any intermediate certificate information. If you are acting as a
local CA, you will need to import the root CA certificate into the Trust Stores. However, if the server’s

certificate has been signed by a well-known trusted CA whose root certificate is already in the Trust
Stores, then there are no additional steps required.

For the procedure, see “Set up the platform and station Trust Stores” on page 3-14.

3.8
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Types of NiagaraAX certificates

About NiagaraAX SSL certificates

3.8

NiagaraAX certificates are presented in an easy-to-read format.

Figure 5-6  An example of the default Tridium certificate

Certificate Info g|
| mﬁrmw_
-
Properties: =
Alias tridium
Version v3
Serial Number 47 d8 05 87 ec d2 76 92 10 53 62 d3
Issued By Niagarali
Issuer DN C=05, 0=Tridium, CN=NiagaraBX
Subject Niagarali
Subject DM C=05, 0=Tridium, CN=NiagaraBX
Mot Before Tue Jun 26 09:4%:25 EDT 2012
Not After Wed Jun 26 09:49:25 EDT 2013
Key Algorithm RSL
Key Size 1024
Signature Algorithm SHA2S56withRSA
Signature Size 128 L
Basic Constraints Subject Type: End Entity
Key Usage Not Provided
Extended Key Usage TLS Web Server Ruthentication (1.3.6.1.5.5.7.3.1), TLS Web Cliens
MD5 Fingerprint 3d:24:9b:50:1c:0£:20:43:60:9%:bc:3b:17:15:12:89
SHA1 Fingerprint Se:7f:ae:74:63:b3:c3:88:56:1e:17:4de:df:dé:0bz1c:0f:fc:3cz:cl
Valid true
s -
il I [

A certificate contains a public key, a signature and metadata including: subject, issuer, valid date ranges,
the algorithm and key size, and the purpose of the certificate (key usage).

+  “Types of NiagaraAX certificates” on page 5-5
+  “About self-signed certificates” on page 5-5

Types of NiagaraAX certificates

Certificates serve a variety of purposes depending on how the certificates’s Key Usage field is
configured. To reduce complexity, NiagaraAX 3.7 and later arbitrarily manages these types of certificates:

o A server certificate resides with its matching private key in the Key Store on the server (JACE or
Supervisor). No password is required to use this certificate.

o A CA certificate is used to sign other certificates. The private key requires the creation of a password
on export and the provision of a password on import.
A root CA certificate exported with only its public key serves as a client certificate in the Workbench
and station Trust Stores of each client.

About self-signed certificates

A self-signed certificate is one that is signed by default using its own private key rather than by the private
key that is owned by a CA. This type of certificate cannot be validated by a client and is not recommended
for robust security when used as a JACE server certificate. There is no procedure for self-signing a certif-
icate. Each is created self-signed.

Two self-signed certificates are used in a JACE network:

o Adefault self-signed certificate for each JACE: When a JACE starts up for the first time, it creates this
unique, self-signed certificate, the primary purpose of which is to provide immediate encryption.
This certificate uses a 1024-bit pair of keys.
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NiagaraAX SSL Connectivity Guide



About NiagaraAX SSL certificates

Chapter 5 - About NiagaraAX SSL

About self-signed certificates
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Figure 5-7
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The default self-signed certificate

Certificate Info E|

D

Properties:
Alias tridium
Version W3
Serial Number 48 40 05 al bd 43 7c 01 ca 1b 7d a0
Issued By Hiagarati
Issuer DN CN=Niagaradx, 0=Tridium, C=US |
b‘unﬂ‘t 'I‘Il?g%raﬂ)(
Subject DN CN=Niagarafx, 0=Tridium, C=US I
[~ TEtEetere COn Mar OF 15 T 57 EGT 20712
Mot After Mon Mar 04 15:18:57 EST 2013
Key Algorithm RS54
Key Size 1024
Signature Algorithm SHAZ5EWithRSAENCryption =
Signature Size 128

Basic Constraints Subject Type: End Entity
HNot Provided

TLS Web Server Authentication (1.3.,6.1.,5.5.7.3.1)., TLS Web Cliens
MD5 Fingerprint cfieficb:c5:;83:fe;10:34:b2:44,7d:cB:51:6d:T4:0a

SHA1 Fingerprint al:i4c:cB:89:62:ba:Th:5d:33:57:dd:d0:ac:ea:c2:28:65:07:ef:89
Valid true

Key Usage
Extended Key Usage

[«

| I [+]

Notice the Issuer DN and Subject DN properties. The Issuer DN (Distinguished Name) is
logically the same as the Subject DN. This indicates that this certificate is signed with its own pri-
vate key. Because it is self-signed, the client Trust Store does not contain a certificate with a pub-
lic key that matches this certificate’s signature. The Issuer DNand Subject DN are different for
a certificate signed by a Certificate Authority (CA).

The first time a client connects to the JACE, the software displays a message indicating that the de-
fault certificate is not trusted. Whether you approve or disapprove the certificate, the software lists
itin the Al lowed Hosts list. If approved, the host is identified as trusted and you will not have to
approve the connection each time it is made.

Unless you replace it with a certificate that you create, this certificate can only be used to encrypt
data. You should not copy this certificate (or a certificate you create for this server) from one plat-
form to another.

Self-signed certificates are inherently less secure because they cannot authenticate the server. Vali-
dating the server’s identity helps protect against man-in-the-middle attacks. To minimize the risk of
a man-in-the-middle attack when using self-signed certificates, all your platforms should be con-
tained in a secure private network, off line, and not publicly accessible from the internet.

Caution If you intend to use self-signed certificates, before you access the JACE from Workbench for the first time,
make sure that your PC and the JACE are not on any corporate network or the internet. Once disconnected,
connect the PC directly to the JACE, access the JACE from Workbench, and approve its self-signed
certificate. Only then should you reconnect the JACE to the corporate network or internet.

5-6

The approved host exception in the Al lowed Hosts list is only valid when connecting to the serv-
er using the IP address or domain name that was used when the exception was originally created. If
you use a different IP address or domain name to connect to the server, you will need to approve an
updated exception. The same is true if a new self-signed certificate is generated on the host.

In the identity verification warning dialog, the changed items are indicated using different colored
text.

Root certificate: This type of self-signed certificate is implicitly trusted because there is no higher au-
thority than the entity that created this certificate. For this reason, Certificate Authorities, whose
business it is to endorse other people’s certificates, closely guard their root certificate(s).
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Step 1
Step 2

Step 3

Workbench keys and certificates

Workbench keys and certificates

Workbench functions purely as a client with its own stores and Al lowed Hosts list. This topic contains
these procedures:

+  “View the Workbench stores” on page 5-7

View the Workbench stores
Launch Workbench.
Click the Tool's menu.

Window Help
m Options

| £ Alarm Portal

| &) BACnet Service

i | Certificate Management
g Certificate Signer Tool ‘
A [exicon Tool .

& Local License Database
[ Lon Xml Tool

E Lonworks Service

- Manage Credentials
"/ New Driver

7! New Module

Two menu items manage the Workbench keys and certificates.

« Certificate Management is used to create certificates, create Certificate Signing Requests
(CSRs), and to import and export keys and certificates to the Workbench stores.

+ CertifTicate Signer Tool is used to sign certificates.

To view Workbench’s client stores, click Certificate Management.

The Certificate Management view displays the three lists: Key Store, Trust Store and

Allowed Hosts.

About the SSL Toolset

3.8

Two sets of certificates are maintained by the SSL Toolset.

o Workbench certificates: Workbench, which always functions as a client, has its own set of certificates
and keys that are separate from the platform/station certificates and keys.

Figure 5-8  Workbench SSL tools

Window Help
m Options

| £ Alarm Portal

| &) BACnet Service

i | Certificate Management
g Certificate Signer Tool ‘
A [exicon Tool .

& Local License Database
[ Lon Xml Tool

E Lonworks Service

- Manage Credentials
"/ New Driver

7! New Module

You manage Workbench certificates using Workbench’s Tools > Certificate Manage-
ment, and Tools > Certificate Signer Tool menu options.

Server certificates: You manage the set of certificates and keys for each supervisor and JACE through
PlatformServices.

.
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Figure 5-9  Two ways to access the platform/station SSL tools

= |1 [Nav m]
MName | Description B
] () My Ne
g n @ Application Director Control applications and access console output
== My Host : VASILTSVWHXN n Certificate Management |Manage X. 509 Certificates and Host Exemptions.
: My File System ‘p‘ DDNS Configuration Configure the way DDNS operates.
y A Lexicon Installer Install lexicons to support additional languages
13 My Modules —— - -
& My Tool & | License Manager Manage licenses and certificates
& My Tools |5# Platform Administration  Update the platform daemon's port or credentials, or setits date and time
) Software Manaoer Install software to the remote host
- |If |Nav [ [fhe host's TCP/IP settings
g | M Netnork | | e local 05 users and groups
-
@ My Networl host's file system
-

@ WebService Ll
-I:| EmailService
6 CategoryService
E@ BackupService
{} WeatherService
E}E PlatformServices
- TeplpService

LicenseService
-@&@ SerialPortService
a =
<L) NipPlatformServiceWin32
EJ—@ Drivers

To access the supervisor and station server certificates:
. Make a platform connection to the Niagara host, double-click Platform in the Nav tree, and
double-click Certificate Management in the Platform pane, or
+  Make a station (Foxs) connection to the Niagara host, expand the Services > Platform-
Services node in the Nav tree, and double-click CertManagerService. This is the same
view as that accessed from the platform connection.
Whether you are accessing the Workbench or platform certificates and keys, the interface is essentially
the same. Certificates and keys appear as rows in one of three tables:

« TheKey Store list (table), see “About the Key Stores” on page 5-8.
« TheTrust Store list (table), see “About the Trust Stores” on page 5-9.
« TheAllowed Hosts list (table), see “About Allowed Hosts” on page 5-10.

About the Key Stores

Figure 5-10 Example of a Key Store list

Key Store I/Trust Store I/Alnm:d Hosts |

You have local certificates:

Alias Subject Mot After Key Algorithm |Key Size | Valid B

Ber- e (e WL

| 4 Import || 4 Export || (,,{bllﬁet |

The Key Store in Workbench, and in the JACE and Supervisor stations contains one or more server
certificates, each with its pair of private and public cryptographic keys. The default server certificate
(tridium) has the same name in each key store, however, its keys are unique for each instance.

If there are no certificates in the Key Store when starting the Workbench application or a Niagara station

(JACE or Supervisor), a default self-signed certificate is created. Clicking the III or

buttons also adds certificates to the Key Store.

Double-clicking the certificate row in the table allows you to view certificate details.

Note: Once created, you cannot edit a certificate. To correct an error you must delete the certificate and start
again. This is important for security.

5.8 3.8
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A

Caution

3.8

About the Trust Stores
Key Store buttons

|I| displays certificate details for the selected certificate.

|I| opens the Generate Self Signed Certificate dialog, which is used to create
CA and server certificates.

' opens a Certificate Request dialog, which is used to create a Certificate Signing
Request (CSR).

removes the certificate from the Key Store. If you delete a certificate that is currently

configured and in use, you could lose a connection.

adds the certificate (.pem file) to the Key Store if the certificate is not already in the Key
Store. Otherwise, importing updates the existing certificate. For example, importing is used to update an
existing certificate with a signature.

saves a copy of the selected certificate to the hard disk. The file extension is .pem.

deletes all keys in the Key Store and creates a new default key pair and certificate. It does
not matter which certificate is selected when you click Reset. Reset does not reboot the JACE.

Do not reset without considering the consequences. The Reset button facilitates creating a new key pair
(private and public keys) for the entity, but may disable connections if valid certificates are already in use.
Export all certificates before you reset.

About the Trust Stores

Figure 5-11  Example of a Trust Store list

Key Store I/Tmst Store I/Alnm:d Hosts |
You have certificates that identify these certificate authorities:
|
DigiCert Assured ID Root CA

trustcenterdass2caii TC TrustCenter Class 2 CAII Wed Dec
thawtepremiumserverca Thawte Premium Server CA Fri Jan 01
swisssignplatinumg2ca SwissSign Platinum CA - G2 Sat Oct 29
swisssignsilverg2ca SwissSign Silver CA - G2 SatOct 29|
thawteserverca Thawte Server CA Fri Jan 01
equifaxsecureebusinesscal Equifax Secure eBusiness CA-1 Sun Jun 2
utnuserfirstdientauthemailca UTN-USERFirst-Client Authentication and Email Tue Jul 09
thawtepersonalfreemailca Thawte Personal Freemail CA Fri Jan 01
entrustevca Entrust Root Certification Authority Fri Nov 27|
utnuserfirsthardwareca UTN-USERFirst-Hardware Tue Jul 09
certumca Certum CA FriJun 11
addtrustdassica AddTrust Class 1 CA Root Sat May 3
entrustrootcag2 Entrust Root Certification Authority - G2 Sat Dec 0]
equifaxsecureca Equifax Secure Certificate Authority Wed Aug
quovadisrootca3 QuoVadis Root CA 3 Mon Nov 4|

| & quovadisrootca? OugVadis Root CA 2 Mon Nov 3~

4] [ 3
View || o Delete || & Import || 4 Export |

The Trust Store contains signed and trusted CA certificates with their public keys. the Trust Store
contains no private keys. Trust Store CA certificates are used by the client Workbench or station/
platform to validate the digital signature of the server certificate to which the client is connecting. If the
certificate names and signatures match, communication begins. If they do not match, an error message
allows you to approve a security exception.

You add certificates to Workbench’s Trust Store or a station’s Trust Store by importing them.

5-9
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About Allowed Hosts

Figure 5-12  Example of Allowed Hosts list

Certificate Management for Niagara Workbench

|mswrzrtmtsm ruumunm

Hosts and host certificates that could not be validated:

P 192.168.4,123:5011 [NagarasX |yes |Wed Aug 15 13:48:53EDT 2012 |NagaraAX [Tue Aug 14 16:49:30 EDT 2012 [Wed Au

© 192.163.4.123:4911 NagaradX yes Wed Aug 15 13:51:20EDT 2012 NagaraAX Tue Aug 14 16:49:30 EDT 2012 Wed

The Allowed Hosts list contains security exceptions. These are hosts that submitted server certifi-
cates (during the handshake), which could not be validated (the private key used to sign the server certif-
icate does not match the public key of a root or intermediate certificate in the Trust Store).
Regardless of the response to the message (Allow or Reject), the host that sent the unmatched server
certificate is listed in the Al lowed Hosts list.

Exceptions are also created when the certificate was issued for a different host.

If you are using the default self-signed certificate or you have not imported the CA’s root certificate into
the applicable Trust Stores before initiating the Foxs connection, the connection fails and creates a host
exception that needs to be approved.

If this is a station to station connection, the connection fails essentially silently. There is no prompt to
approve the host exception. If this is a Workbench to station connection you are prompted with a dialog
to approve the host exception.

Workbench challenges server identity at startup for unapproved hosts and, unless specific permission is
granted, prohibits communication. Once permission is granted, future communication occurs automat-
ically (you still have to log in). Both approved and unapproved hosts remain in this list until deleted.

Host identity includes the IP address and port number. Port numbers are different for secure platform and
station connections, thus you can have two certificates for the same IP host. If the IP address of an approved
host changes, and no matching certificate exists in the Trust Store, Workbench again challenges server
identity at startup and enters a “new” host in the Al lowed Hosts list.

You should only approve exceptions if you are sure of the identity of the host and know why the matching
certificate was not found in the Trust Store.
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Troubleshooting

+  “Fix error conditions” on page 6-1
+  “Reset or replace a JACE securely” on page 6-2

Fix error conditions

Q: I enabled SSL and logged in using a secure connection, but the platform icon does not include the
lock symbol. Why did the JACE boot with a connection that is not secure?
A: Most likely there is something wrong with the certificate. If a certificate fails, or for any reason SSL
does not enable, rather than lock you out of the platform, the system enables a connection without
security.

Reset the JACE.

Note: If you have to replace or reset a JACE, assuming you exported the keys, you can import them
to the reset JACE.

Q: I enabled SSL and logged in using a secure connection. The platform icon shows the lock symbol,
but no communication is occurring.
A: A port may be blocked or ignored by your firewall or secure router. See “About TCP ports” on page
7-2 for the list of default port numbers. Consult your firewall or router documentation for a list of

blocked ports, then either unblock the port in the firewall or router, or change the port using
Workbench.

Q: I’'m using a signed server certificate, but the message “Unable to verify host identity” still appears
when connecting to the platform.
A: The server certificate does not have a matching public key in the Trust Store. Import the root
certificate into the Trust Store.

Q: My JACE or Supervisor private key has been compromised, what should I do?
A: Get on site as quickly as possible. Take the entire network off the internet. Reset each JACE and
configure security again creating and signing all new certificates.

Q: For months I have been able to log in without being prompted to accept a certificate. All of a sudden
the software is asking me to accept the certificate again.

A: The problem may be caused by one or more of the following:

+  The Workbench client may no longer contain the host’s certificate in the Trust Store (for whatever
reason). Check the certificate and import as needed.

+  The certificate may have expired or changed and a new certificate needs to be imported into the
Trust Store. To be on the safe side, clear the stores and have the platform generate a new certificate
and key pair. Then, either get the new certificate signed and import it into the Trust Store or approve
itin the Allowed Hosts list.

+  There may be a problem with the Fox port. Check the Fox Service on the Client NiagaraNetwork to
ensure the correct Fox port: 4911 for Foxs; 1911 for Fox.

3.8
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Q: When importing a client certificate into a client Trust Store I get the message, “The ‘Import’
command encountered an error.”

A: Check the certificate and re-create it if necessary. Click the Detai I's button to view the Workbench
console. You may be attempting to import a private key into the Trust Store. This cannot be
done.

Q: 'm trying to get two stations to connect and it’s not working.

A: Ifthis is the first time you are making this connection, check the Allowed Hosts list. The station
serving as the client may not have a certificate in its Trust Store for the station that is serving as
the server. In the Al lowed Hosts list, select the certificate and click Approve. Make sure the
certificate has the correct name and port number in the HOSt column.

Q: We use self-signed certificates. All hosts are approved in the Allowed Hosts list, and we’ve been
able to connect to our JACEs without getting the message that our hosts are not trusted. All of a
sudden we’re getting that message again. What happened?

A: If the IP address of the JACEs changed, the entry in the Al lowed Hosts list is no longer valid.

Q: I configured SSL and supplied one or more certificates, but I cannot make a secure connection to
the station.

A: When you begin the process you connect to the station using a standard Fox connection that is not
secure. Once SSL is configured, you must right-click on the station and disconnect all Fox sessions,
then reconnect to the station using Foxs.

Q: I get the following message when I attempt to log in to a secure station:

Figure 6-1  Login error

Login Failed
Could not connect to fox server. Check that fou and web SSL
seftings match or try connecting using hitps.

nceb4633

~
! Username:

Password:

A: Either secure Web Service (Https) is enabled (set to true) and Foxs is not enabled, or Foxs is enabled
and Https is not. For a secure connection, both Https Enabled and Foxs Enabled must be set
to true. To check and change these properties, see “Enable SSL for the Supervisor and JACE

stations” on page 2-7.

Reset or replace a JACE securely

To reset a JACE, you should be on site. Resetting a JACE remotely is not recommended because restoring
the Key and Trust Stores should not be performed while the station is connected to the internet.

If you have to replace a JACE, you can reuse the Key and Trust Stores from the old JACE. If no station
backup is available, you must generate a new certificate and sign it or get it signed again.

+  “Toreset or replace a JACE with security” on page 6-2

To reset or replace a JACE with security
Stepl  Make sure that the JACE is not on the internet.
Step2  Reboot the JACE and restore the station.

Step3  Either restore from the station backup, or import the Key and Trust Stores from a previously exported
file.

3.8
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CHAPTER

Reference

This topic provides quick reference information for SSL Toolset tools and features.

+  “SSL Toolset terminology” on page 7-1

+  “About TCP ports” on page 7-2

+  “About the Certificate Management view” on page 7-2
+  “About the Certificate Signing dialog” on page 7-7

+  “SSL configuration properties” on page 7-7

SSL Toolset terminology

3.8

Allowed host A host whose server certificate cannot be validated by a trusted certificate in the Trust
Store.

Base certificate A certificate that will be used to create a Certificate Signing Request. A base certificate
may be a default certificate created by Workbench or a JACE on system start-up, or a certificate you cre-
ate using the SSL Toolset.

CA certificate A certificate whose private key is used to digitally sign other certificates. With only its
public key, this certificate may be downloaded from the internet or sent via email. Do not download or
send it with its private key unless it is heavily encrypted and in a ZIP file with a strong password.

Client A browser, Workbench, JACE, Supervisor or program (process) that seeks information from a
server in a NiagaraAX network.

Client certificate The certificate with its public key (no private key) that resides on the client Trust
Store. See also CA certificate, Intermediate certificate, and Root certificate.

Certificate Authority (CA) Anentity (certification authority) that issues digital certificates to certify
the ownership of a public key by the named subject of the certificate. This allows others to rely upon the
signature presented by the subject and use its key pair (public and private) to encrypt data.

Certificate/certificate of authentication A general name for an electronic file that establishes a
user’s credentials when doing business or other transactions over the internet. A digital certificate con-
tains the subject, expiration dates, copy of the certificate holder’s public key (used to encrypt messages
and digital signatures), and the purpose of the certificate (server, intermediate or root certificate).

The certificate may be signed by a Certificate Authority (CA), or it may be self-signed.
See also CA certificate, Self-signed certificate, Root certificate, and Server certificate.
Key Store A location for storing a certificate with both its public and private keys.

Encryption The process of using a pair of keys to scramble data at the sending end of a communication,
and unscramble the data at the receiving end.

Handshake The initial exchange of certificates between a client and server that establishes a commu-
nication session.

Intermediate certificate A certificate between the root certificate and server certificate in a certifi-

cate chain of trust. An intermediate certificate is signed by the private key of the root certificate or anoth-
er intermediate certificate. During identity verification, the signature of the server certificate is validated
using the signature of the intermediate certificate, whose signature is, in turn, validated against the root
certificate’s signature.
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The use of intermediate keys isolates servers. If one key is compromised the entire network is not threat-
ened.

Private key A software entity based on prime numbers and used to encrypt data. For encryption to re-
main secure the private key must be physically protected.

Program (or process) One of these NiagaraAX entities that provides communication services within
a NiagaraAX network: Niagarad, Fox Service, and Web Service.

Protocol A set of rules that facilitates information exchange within a computer system, between com-
puters, and between a client and server.

Public key A software entity based on prime numbers and used to encrypt data. This key matches its
private key and may be distributed freely.

Root certificate A self-signed certificate that is implicitly trusted and used to sign other certificates.
See also CA certificate.

Secure Socket Layer (SSL) A commonly-used protocol for managing the security of message trans-
mission over the internet. SSL uses encryption keys and includes a digital certificate.

See also Transport Layer Security (TLS)

Self-signed certificate A certificate that has not been signed by a CA. It is signed, but by its own pri-
vate key. In NiagaraAX no separate step or procedure is required to self-sign a certificate. When first gen-
erated each certificate is self-signed by default.

Server A platform or program (process) that offers information to another platform, program browser
or Workbench in a NiagaraAX network. See “NiagaraAX’s client/server architecture” on page 5-1 for a
description of the various roles within a NiagaraAX network.

Server certificate A certificate that is used primarily by the JACE or Supervisor station/platform for
encryption. In NiagaraAX, the private key of a server certificate is not used to sign other certificates. See
also Certificate, CA Certificate.

Transport Layer Security (TLS) A commonly-used protocol for managing the security of message
transmission over the internet. TLS uses encryption keys and includes a digital certificate.

See also Secure Socket Layer (SSL).

Trust Store A location for storing a trusted certificate with its public key. The Trust Store contains no
private keys.

Ports may be blocked or ignored by firewalls or secure routers. You must be aware of these blocked ports,
and make appropriate exception rules where necessary. If a port is blocked by a firewall or router,
communication will not succeed.

The default Niagara TCP port numbers are:

o fox: 1911

o foxs:4911

«  platform: 3011

+  platformssl: 5011
o http: 80

+  https: 443

+ email: 25

+  email ssl: 587, 465

About the Certificate Management view

The Certificate Management view of the SSL Toolset allows you to create PKI (Public Key Infrastructure)
digital certificates; to create Certificate Signing Requests (CSRs); and to import and export keys and
certificates to and from the Workbench and JACE key stores.

+  “About the Key Store tab” on page 7-3
+  “About the Private Key Password dialog” on page 7-5
+  “About the Trust Store tab” on page 7-5
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A

Caution

3.8

About the Key Store tab
+  “About the Allowed Hosts tab” on page 7-6

About the Key Store tab

Figure7-1  Key Store tab

Key Store I/Trust Store I/Alnm:d Hosts |

You have local certificates:

Alias Subject Mot After Key Algorithm |Key Size | Valid B

| view || wew || certmequest || pelete |
| & Import || 4 Export || #” Reset |
+  “Key Store columns” on page 7-3

+  “Key Store buttons” on page 7-3
+  “About the Generate Self-Signed Certificate dialog” on page 7-4

Key Store columns

+ Aliasisaname used to distinguish certificates from one another in the Key Store. Use it to iden-
tify certificates by location or function.

+ Issued By identifies the entity that created the certificate.

+ Subject is the Distinguished Name, the name of the company that owns the certificate.

+ Not Before displays the date before which the certificate is not valid.

« Not After displays the expiration date for the certificate.

+ Key Algorithm refers to the mathematical formula used to calculate the certificate keys.

« Key Size shows the size of the keys in bits. Four key sizes are allowed: 1024 bits, 2048 bits (this is
the default), 3072 bits, and 4096 bits. The bigger the key, the longer it takes to generate.

« Signature Algorithm refers to the mathematical formula used to sign the certificate.

+ Signature Size shows the size of the signature.

«  Valid shows certificate dates.

+ SelT Signed indicates that the certificate was signed with its own private key.

Key Store buttons

|I| displays certificate details for the selected certificate.

|I| opens the Generate Self Signed Certificate dialog, which is used to create

CA and server certificates.

' opens a Certificate Request dialog, which is used to create a Certificate Signing
Request (CSR).

removes the certificate from the Key Store.
adds the certificate (.pem file) to the Key Store.

saves a copy of the selected certificate to the hard disk. The file extension is .pem.

deletes all certificates in the Key Store and creates a new default certificate. It does not
matter which certificate is selected when you click Reset.

The Reset button facilitates creating a new key pair (private and public keys) for the entity, but may have
unintended consequences if you delete valid certificates. Export all certificates before you reset.
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About the Generate Self-Signed Certificate dialog
This dialog appears when you click III at the bottom of the Key Store tab.

Figure7-2  Distinguished Name dialog
Generate Self Signed Certificate _. ﬁ

. Generate Self Signed Certificate
~| Generates a self signed certificate and inserts it into the keystore

Alias [174.168.21.54 | (required)

Common Name {CN) |1'I4 .168.21.54 |(required)

* this may contain the host name or address of the server

Organizational Unit (OU) |Rc:anc:ke Elant |

Organization {(0) Company & | (required)

Locality (L) |Rc:anc:ke |
State/Province (ST) |'«'A |
Country Code (C) (required)

Not Before [01-Jun-2013 02:57 FM EDI”iI

Mot After [01-Jun-2015 02:57 FM EDI”iI

Key Size &> 1024bits &> 2048 bits > 3072bits <> 4096 bits
Certificate Usage: & Server Certificate <> CA Certificate

Email Address I |

Lo A

You use this dialog to create your own certificates along with a key pair (public and private).

There is a limit of 64 characters for each of the following fields. Do not enter blank in any field. Spaces
and periods are allowed. Enter full legal names.

Alias is a short name used to identify the certificate. This field is required. Use this field to indicate the
type of certificate (root, intermediate, server) and where the certificate will be used.

Common Name (CN) is your Distinguished Name and can be the same as the Alias. Do not use the
symbols “*” or “?” as part of this name. This name appears as the Subject in the Key Store. This field
is required.

Organizational Unit (OU) is the name of a department within the organization or a Doing-
Business-As (DBA entry). Frequently, this entry is listed as “IT”, “Web Security,” “Secure Services
Department” or left blank.

Organization (0) is thelegally registered name of your company or organization. Do not abbreviate
this name. This field is required.

Locality (L) isthe city in which the organization for which you are creating the certificate is located.
This is required only for organizations registered at the local level. If you use it, do not abbreviate.

State/Province (ST) is the complete name of the state or province in which your organization is
located. This field is optional.

Country Code (C) is a two-character ISO-format country code. If you do not know your country’s
two-character code, check the internet. This field is required.

Not Before indicates the date on which the certificate becomes valid.
Not After indicates when the certificate expires.
Key Size establishes the size of the key in bits. The larger the key, the longer it takes to generate.

CertifTicate Usage: identifies the purpose of the certificate. In NiagaraAX, certificates are either
server or CA certificates. Other open-source certificate management software utilities may allow other
usages.

Email Address is the address to which your CSR will be sent.
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About the Private Key Password dialog
About the Private Key Password dialog

Figure 7-3  Private Key Password dialog
f Private Key Password @1

. Private Key Password
~| Private Key Password

Private Key Password {required):

Conte

L ¥y

Password is the credential that will be required for each action that involves the private key.

Confirm ensures you meant what you typed for Password.
creates a certificate (.pem file) with the private key and enables the password.

aborts the export process and displays the Key Store tab view.
About the Trust Store tab

The trust store contains a list of trusted certificates.

Figure 7-4  Trust Store tab

Key Store I/Tmst Store I/Alnm:d Hosts |
You have certificates that identify these certificate authorities:
¥ digicertassuredidrootca DigiCert Assured ID Root CA
trustcenterdass2caii TC TrustCenter Class 2 CAII Wed Dec
thawtepremiumserverca Thawte Premium Server CA Fri Jan 01
swisssignplatinumg2ca SwissSign Platinum CA - G2 Sat Oct 29
swisssignsilverg2ca SwissSign Silver CA - G2 SatOct 29|
thawteserverca Thawte Server CA Fri Jan 01
equifaxsecureebusinesscal Equifax Secure eBusiness CA-1 Sun Jun 2
utnuserfirstdientauthemailca UTN-USERFirst-Client Authentication and Email Tue Jul 09
thawtepersonalfreemailca Thawte Personal Freemail CA Fri Jan 01
entrustevca Entrust Root Certification Authority Fri Nov 27|
utnuserfirsthardwareca UTN-USERFirst-Hardware Tue Jul 09
certumca Certum CA FriJun 11
addtrustdassica AddTrust Class 1 CA Root Sat May 3
entrustrootcag2 Entrust Root Certification Authority - G2 Sat Dec 0]
equifaxsecureca Equifax Secure Certificate Authority Wed Aug
quovadisrootca3 QuoVadis Root CA 3 Mon Nov 4|
| & quovadisrootca? OuoVadis Root CA 2 Mon Moy 3%
4] [ 3
View || o Delete || & Import || 4 Export |
+  “Trust Store columns” on page 7-5

+  “Trust Store buttons” on page 7-5

Trust Store columns
Trust Store columns are similar to those for the Key Store. See “Key Store columns” on page 7-3.

Trust Store buttons

E displays certificate details.
removes the certificate from the Trust Store.

imports a certificate into the Trust Store. If the private key is part of the certificate, it is
ignored. Private keys do not belong in the Trust Store.

DO | saves a copy of the selected certificates to the local hard disk using the .pem extension.
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About the Allowed Hosts tab

Figure7-5  Allowed Hosts tab

November 11,2013

Certificate Management for Niagara Workbench

|mm|’tmtsm rmnosts

Hosts and host certificates that could not be validated:

Subject Approval |Created Issued By |Not Before Mot {m

i 168.4,123;:5011 [MagaraAX [yes |wed Aug 15 13:48:53EDT 2012 [MeagaralX [Tue Aug 14 16:49:30 EDT 2012 |Wed Au
© 192.163.4.123:4911 NagaradX yes Wed Aug 15 13:51:20 EDT 2012 NagaraAX Tue Aug 14 16:49:30 EDT 2012 Wed

+  “Allowed hosts columns” on page 7-6
+  “Allowed hosts buttons” on page 7-6

Allowed hosts columns

+ Host identifies the server.
+  Subject displays the Distinguished Name.

« Approval indicates the servers within the network to which the a client may connect. If approval

is set to no, the system will not allow the client to connect.
+ Created is the date the record was created.
+ Issued By identifies the Certificate Authority.
+ Not Before is the date before which the certificate is valid.
« Not After is the date after which the certificate becomes invalid.
« Key Algorithm identifies the algorithm used to generate the key.
« Key Size identifies the size of the key.
+ Signature Algorithm identifies the algorithm used to digitally
+ Signature Size identifies the signature size.
« Valid indicates if this server is trusted.

Allowed hosts buttons

II| displays server details.
designates server as an allowed host.

sign the certificate.

u . . . . .
designates server as an unallowed host. Any attempted communication will be termi-

nated.

deletes the server from the list.
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About the Certificate Signing dialog

Figure 7-6  Certificate signing properties

Certificate Signing
Sign a certificate signing request with a selected CA certificate.

Certificate Signing -3 - lﬁ

Select a certificate signing request to sign:

Mot Before: [30-May-2013 03:08 FM EDI”il

Mot After:

[30-May-2015 03:08 FM EDI”iI

CA Alias: |c‘,nmpany a root certificate |'|

L

Signing properties:

Platform SSL properties

Select a certificate signing request to sign: This is the CSR you created.

Not Before Date this certificate becomes valid.
Not After The expiration date for the certificate.

CA Alias is the short name you assigned to the CA certificate whose private key will be used to sign

this certificate.

CA Password is the password that protects the private key of the CA certificate being used to sign this

certificate.

SSL configuration properties

3.8

+  “SSL configuration properties” on page 7-7
+  “Fox Service configuration properties” on page 7-8
+  “Web Service configuration properties” on page 7-9

Platform SSL properties

To access this dialog, expand the Platform node in the Nav tree, double-click Platform Adminis-

tration and click Change SSL Settings.

Figure 7-7  Platform SSL properties

S

8 Platform S5L Settings

state [ ]
Port

Certifcate [172. 16 2154 ]
Protocol [ssLvaisvi |]

. —
State Enabled or Disabled.
Port The port for SSL.

Certificate The Al ias for the server certificate.

Protocol The security service to use. The default is to use both standard protocols (SSLv3+TLSv1).
During the handshake, the server and client agree on which protocol to use. It may be one or the other.
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Fox Service configuration properties

To view this screen expand the Station in the Nav tree to the Station > Config > Drivers level,
right-click Ntagara Network and click Views > Property Sheet.

Figure 7-8  Fox Service properties

iagara Workbench
File Edit Search Bookmarks Tools Window Help

d- -2 0-ofR (2 @ | &- !

= & = = |5

T [ COtar Stauor

TEMG (17 192, 168, L IUS[TOX: [9 11 ] 3

- |2 |Nav
% Sys Def Provider Bog Provider
2 |SJ My Network | h | B &3 Fox Service Niagara Fox Service
EH) My Host : SPARTAN (dema) O & Port
: == My File System O @ Fox Enabled O true |v
EHGL My Modules O @ Foxs Port
E}'g Platform O ) Foxs Enabled ﬂ
@ Application Director
-9 DDNS Configuration 0 @ Foxs Only ﬂ
- A Lexicon Installer O (2 Foxs Min Protocol ﬂ
- (| License Manager O ) Foxs Cert tridium -

|5 Platform Administration
() Software Manager

—_—
O O Authentication Policy Digest Md5 n

L@ TCP/IP Configuration
& User Manager
(== Remote File System
Station (demo)

O @ Request Timeout

O @ Socket Option Timeout
O @ Socket Tcp Mo Delay
O @ Keep Alive Interval

[G0000n 01 03I foms - s
[02000n 01 03] foms - 5]
O true

[-oo500R o0n 055

O ) Max Server Sessions 0o
O (@ Multicast Enabled

O (2 Enable Announcement
O @ Multicast Time To Live
& Server Connections

3] Drivers

[22E NiagaraNetwork

w
o[+ =
& [[elfe
d gE
[a]

g o |m
=
=
il
I
o
o
3
@

B 23 Logic O ) Trace Session States @ false
B Sampler O @ Trace Read Frame @ false
B P
.B rograms O @ Trace Write Frame @ false
EHLS) Playground
B2 Files O @ Trace Multicast ﬂ
BH£4g History O (@ Tunneling Enabled ﬂ
-7 Station (demo) O @ ©nly Tunnel Known Stations ’W‘T‘ -
@ Platform
| 2 Refresh || Save |

Fox Service properties related to SSL:
Port indicates the port number for standard Fox communication. The default is 1911.

Fox Enabled, when set to true, turns on a standard Fox connection (no SSL security) using port 1911.
When set to False, turns off the standard Fox connection causing attempts to connect using Fox port
1911 to be ignored.

Foxs Port indicates the port number for secure Fox communication. The default is 4911.

Foxs Enabled, when set to true, turns on secure Fox communication using port 4911. When set to
false, turns off the secure Fox connection causing attempts to connect using Foxs port 4911 to be
ignored.

Foxs only, when set to true redirects any attempt to connect using a connection that is not secure
(Fox alone) to Foxs. When set to False, does not redirect attempts to connect using Fox alone.

To ensure secure communication, set FOX Enabled to false and Foxs Enabled to true. In this
configuration, how you set FOXs Only does not matter because no redirection is required.

During the transition to a secure network, a station may need to continue to accommodate Fox Service
communication that is not secure (it may take time to change all old port number pointers in the system).
Ifyou set all three properties: Fox Enabled, Foxs Enabled, and Foxs Only to true, the station will
continue to respond on port 1911 (not secure) and redirect the communication to the secure connection.

Later you can return and set FOx Enabled to false.
When you set Fox Enabled to Talse, you must also set Http Enabled to false.
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Note:

Web Service configuration properties

Foxs Min Protocol selects the communication protocol. The default is to use both standard
protocols (SSLv3+TLSv1). During the handshake, the server and client agree on which protocol to use.
It may be one or the other.

Foxs Cert allows you to select a unique certificate for Foxs only.

Web Service configuration properties
To view this screen expand the Station in the Nav tree to the Station > Config > Services and

double-click Web Service.

Figure7-9  Web Service properties
- Niagara Workbench
File Edit Search Bookmarks Tools Window Help
4d- 1 -B-D-&fz O | G- 4
= &8 & 1B
- |2 | Nav @ WebService (Web Service) =
DB [@wrewr [7]| |0 © St
T O (O Fault Cause [
B My Modules ="
i [m] Enabled tr -
EMES Platform L e O te
@ Application Director O O Http Port
-9 DDNS Configuration O (@ Http Enabled
- A Lexicon Installer O @) Https Port
- (% | License Manager O ) Https Enabled
|5 Platform Administration
; 0 © s [Ea= 7]
- ) Software Manager © Hip Y ﬂ
-8 TCPJIP Configuration O @ Https Min Protocol SSLv34TLSw1 ﬂ
{3, User Manager O (O Https Cert [tridium [~]
[#-==| Remote File System D—C) Authentication Scheme Cookie -
I:—]-E_ﬁ Station {dema) O © Geip Enabled
O @ Log File Enabled ﬂ
O @) Log File Format |NCS.-'-\ Common Log Format | - |
B services O () Log File Directory [file:*httpd
B L AlarmService O Log File Poli .
B4 HistoryService @ LogFile Poiicy
B AuditHistory 0O () Log Maximum Size MB
B LogHistory O (O Backlog
&P ProgramService O ) Max Threads
B %, JobService | | | O @ Min Threads
B £ UserService O (@ Auto Login Enabled ﬂ
WebSer\-‘ice
Login Template 2 -
B Emailservice B @ Login Templa ul =
BB CategoryService O @ Tunneling Enabled ﬂ L
BHI& BackupService [l Proyy Authentication When Tunneling ) folon | L
B0 WeatherService 1 | | k |
[]-g PlatformServices =1 | % Refresh || Save |
o

Web Service properties related to SSL:
Http Port indicates the port number for standard Http communication. The default is 80.

Http Enabled, when set to true, turns on a standard Http connection (no SSL security) using port
80. When set to Fal se, turns off the standard Http connection causing attempts to connect using Http
port 80 to be ignored.

Https Port indicates the port number for secure Http communication. The default is 443.

Https Enabled, when set to true, turns on secure Http communication using port 443. When set to
false, turns off the secure Https connection causing attempts to connect using Https port 443 to be
ignored.

Https only when set to true redirects any attempt to connect using a connection that is not secure
(Http alone) to Https. When set to Fal se, does not redirect attempts to connect using Http alone.

To ensure secure communication, set Http Enabled to false and Https Enabled to true. In this
configuration, how you set Https Only does not matter because no redirection is required.
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During the transition to a secure network, a station may need to continue to accommodate Web Service
communication that is not secure (it may take time to change all old port number pointers in the system).
Ifyou set all three properties: Http Enabled, Https Enabled, and Https Only to true, the station
will continue to respond on port 80 (not secure) and redirect the communication to the secure connection.
Later you can return and set Http Enabled to false.

Ifyou set Http Enabled to false, you must also set Fox Enabled to false.

Https Min Protocol selects the security protocol. The default is to use both standard protocols
(SSLv3+TLSV1). During the handshake, the server and client agree on which protocol to use. It may be
one or the other.

Https Cert allows you to select a unique certificate for Https only.
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